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1. BBegeHue

PeweHwne Dr.Web Industrial gns Linux no3BosnTt Bam obecneunTb HaZeXHYHo 3aLlMTy Ballero
KOMMblOTEpPa OT pacnpOCTPaHEeHMA KOMMObHOTEPHBIX YTPO3 BCEX BO3MOXHbIX TUMOB, UCMO/b3yA
Hanbosee COBPEMEHHbIE TEXHOIOINM 0BHapy>XeHns 1 06e3BpexXnBaHMA yrpos.

[laHHOe pyKoBOACTBO NpejHa3HayeHo A4/ia NOMOLLM NOAb30BaTeNAM KOMMbOTEPOB,
paboTatoLLmMX NoA ynpaBaeHnemM onepaLmoHHbix cucteM cemerictea GNU/Linux (ganee B
AOKyMeHTe byzeT ncnonb3oBaHo 0603HauveHne Unix), B ycTaHOBKe 1 ucnosib3oBaHun Dr.Web
Industrial gns Linux.

Ecnm y Bac yxxe yctaHoBneH Dr.\Web Industrial ans Linux npeablgyLieri Bepcun, 1 Bbl XXenaete
0H6HOBUWTbL €ro A0 akTyalbHOW BepCUW, BbINMOJHMUTE Ha Hee nepexos (cM. pasgen [lepexos Ha

HOBYIO BEPCUIO).

PyKOBO,CLCTBO nosab3oBaTenda
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2. YcnoBHble 0603HaueHUA U COKpaLLeHus

B ZaHHOM PYKOBOZACTBE MCMOJIb3YHOTCA CNeaytoLive YCIOBHble 0603HaUeHUs:

O603HaueHue KommeHTapwii

@ BaxkHoe 3ameuaHne nuan ykasaHue
| MpeaynpeXxaeHve 0 BO3MOXHbIX OLLUMOOYHBIX CUTyaLMaX, a Takoke BakHbIX
: MOMEHTax, Ha KOoTopble ciejyeT 06paTuTb 0coboe BHMMaHWe

AHmusupycHas cems  HOBBbIV TEPMUH WM aKLEHT Ha TEPMUHE B OMUCAHWAX
<IP-address> Mons ans 3aMeHbl GYHKLUMOHAIbHBIX Ha3BaHUIA GakTUECKUMU 3HaUEHUS MU

CoxpaHuUTb Ha3BaHus 3KpaHHbIX KHOMOK, OKOH, MyHKTOB MEHIO 1 APYr1X 31eMeHTOB
nporpamMMHoOro nHTepdeica

CTRL O603HaueHVa K1aBuLL KnaBMaTypbl

/home/user HanmeHoBaHua paininoB 1 katanoros, GpparMeHTbl MPOrPaMMHOro Koja

OpunoxeHve A MepekpecTHble CCbIIKM Ha F1aBbl JOKYMEHTa UK TUNepPCChIIKU Ha BHELLH1e
pecypchbl

@ KomaHzbl, koTopble TpebyeTcst BBECTU C KIaBUaTypbl B KOMaHZAHYO CTPOKY OnepaLyOHHON

: cuCTeMbI (B TEPMUHANE UK IMYNATOPE TEPMUHANA), B PYKOBOACTBE MpeABapstoTcs
CYMBOJIOM MpUrAaLlleHns K BBOAY $ WK #, onpeAenstowmm, Kakme noJHOMOus
NoJ/ib30BaTeNs HEOBXOAMMbI A/ BbINOJHEHUS YKa3aHHOW KoMaHabl. CTaHAapTHBIM Ans
Unix-cnctem o6pa3om noApasymMeBaeTcs, UTo:

S — 414 BbINOJIHEHUA KOMaHAbl AOCTaTOYHO 06 bIYHbIX npas noJsib3oBaTtend.

# — AN BbINOJIHEHWS KOMaHZbl TpebytoTcs npaBa cynepnonb3oBaTens (06b4HO — root).
[lns NoBbILLEHUs NMPaB MOXHO MCMOJ/b30BaTb KOMaHAbl su U sudo.

MepeyeHb cOKpaleHN NpuBeseH B pasgene [NpunoxerHne XK. Cnncok coKpaLleHuu.

PyKOBO,CLCTBO nosab3oBaTenda
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3. O npoaykTe

Ha3zHaueHue

Dr.Web Industrial ans Linux co3gaH ansa 3awmtbl GanoB annapaTHbIX U BUPTYalbHbIX
pabounx ctaHUMi, paboTatowmx nog ynpasaeHnem OC cemenctea GNU/Linux oT BupycoB u
BCEX MPOUNX BUAOB BPEAOHOCHOrO NporpaMMHoOro obecrneyeHus, a Takke ans
npesoTBpaLLeHMA pacnpoCTPpaHEeHMA Yepes3 HUX Yrpo3 A8 pa3nnyHbix naatdopm. Mpu
paboTe B pexxvme LeHTpanm3oBaHHOM 3awmTel Dr.Web Industrial gna Linux koHTpoanpyeTcs
cepeepoM nog ynpasneHnem Dr.Web Industrial. Mpu HacTporikax no ymonuaHuto Dr.Web
Industrial gna Linux He BMelLvBaeTcsa B paboTy onepauyoHHOM CUCTEMBI, @ INLb coobuaeTt
06 OBHapY>KEHHbIX Yrpo3ax, YTo NO3BO/AET UCMNONb30BaTh 3TO aHTUBMPYCHOE peLleHne B
NPOMbILIEHHON NHOPACTPYKTYpe, B KOTOPOU aBapuiiHaa oCTaHOBKa 0bopyAoBaHUA U
npocTon B paboTe KparHe HexXenaTebHbl.

3awmTa AaHHbIX

OCHOBHble KOMMOHEHTbI (AHTUBUPYCHOE AAPO N BUPYCHbIe Ha3bl) ABAAIOTCA HE TONbKO
KpanHe 3ddeKTMBHBIMU N HeTpeboBaTeNbHBIMWU K CUCTEMHbBIM pecypcaM, HO U Kpocc-
nnaTGopMeHHbIMMU, UTO MO3BOASET CNeLmanmcTaM kKomnaHum «Jloktop Beb» cosgasatb
HaZe>XHble aHTUBUPYCHblE peLLeHns, obecneunBaroLLe 3aWmUTy KOMMNbIOTEPOB, paboTatoLLmx
nog ynpasBaeHNeM pacrnpoCcTpaHeHHbIX ONepaunoHHbIX CUCTEM, OT Yrpo3, NpejHa3HaYeHHbIX
ANA pa3nnuHbix naatdopMm. B HacToswee Bpems, Hapaay ¢ Dr\Web Industrial ansa Linux, B
kKoMnaHun «/Joktop Beb» paspaboTaHbl TakKe U Apyrne aHTUBUPYCHbIe pelueHnsa ana Unix-
noAo6HbIx onepaunoHHbix cnctem (GNU/Linux n FreeBSD), macOS n Windows. Kpome Toro,
pa3paboTaHbl aHTUBMPYCHbIE pelleHns, obecneynBatoLme 3aLmnTy MOBUNBHBIX YCTPOMCTB,
paboTtatowmx nog ynpasneHnem OC Android n «ABpopa».

KomnoHeHTbl Dr.Web Industrial gn1a Linux noctosHHO 06HOBAAOTCSA, @ BUPYCHble Ha3bl
perynspHoO AOMOAHAOTCA HOBbIMW 3aMMUCAMM, YUTO 0becneunBaeT akTyabHbl YPOBEHb
3almeHHocT GannoB annapaTHbIX U BUPTYaabHbIX paboumnx ctaHumi. Ans
AOMONHUTENBHOW 3aLUMTbl OT HEM3BECTHOrO BPEAOHOCHOrO NporpaMMHoro obecrneyeHums
MCNO/Ib3YOTCA METOAbI 3BPUCTUUYECKOTO aHaNn3a, peasn3oBaHHble B aHTUBUPYCHOM sijpe.

Pa6bota B nHppacTpykType

Mepea Hauanom akcnayataumm MO Dr.Web y6eanteck B OTCYyTCTBUMN KOHPANKTOB MeXAY
aHTMBMpPYCHbIM MO 1 NporpamMMHbIM U/UAK NporpaMMHO-annapaTtHbiM obecneyeHnem
KOopnopaTUBHON MHOPACTPYKTYpPbl. YCTAaHOBUTE BCE akTyaslbHble OOHOBAEHUS 1 BbIMOJHUTE
BCe AecTBMA No be3onacHOM HacTpowke, MpUBeAEHHbIE B JaHHOW AoKyMeHTauuu. MNpwu
HaAn4Mm 0cobo UyBCTBUTENbHbIX CEFMEHTOB KOPMNOPaTUBHON MHOPACTPYKTYPbI, KOTOPbIE
B3ammMogenctytoT ¢ MO Dr.Web, HacTosTeNlbHO peKOMeHAYeTCs NpeABapUTelbHO
TecTMpoBaTb OHHOBIEHMS MPOrPaMMHbIX MOAYEN N BUPYCHbIX 6a3 Ha M30MPOBAHHOM

PyKOBO,CLCTBO nosab3oBaTenda
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MCNblTaTe/IbHOM CTeHAe.

|Ll,OI'IOJ'IHI/ITGJ'IbHOi

e OcHoBHble dyHkunn DrWeb Industrial gns Linux
o Crpykrypa Dr.Web Industrial ans Linux

e [lomMellleHMe B KaPaHTUH

e [TonHoMouma ana pabotbl ¢ parinamu

e Pexxkumbl paboThl

3.1. OcHoBHble ¢pyHkuuu Dr.Web Industrial gnasa Linux

OcHoBHble ¢yHKunm Dr.Web Industrial gns Linux:

1.

Mownck n o6e3BpexknBaHme yrpos. O6HapyxmBaroTca 1 0H6e3BpexmnBaroTcs Kak
HenocpeACTBEHHO BPeAOHOCHbIe MPOrpamMMbl BCEX BO3IMOXXHbIX TUMOB (Pa3anyHble
BMPYCbl, BKIOYas BUPYCbl, UHOULMPYHOLLME NOYTOBbIE Galibl U 3arpy304Hble 3anncu
ANCKOB, TPOAHCKME NPOrpamMMbl, MOYTOBbIE YEPBU U T. M.), TaK U HeXenaTeNbHble
nporpaMmbl (peknaMHble NMporpamMMbl, MPOrpaMMbl-LUYTKW, MPOrpaMMbl aBTOMaTUYECKOro

£03BOHA). [MoagpobHee o Buaax yrpo3 cM. [punoxeHne A. Buabl KOMObHOTEPHbBIX YTPO3.
[na obHapy>KeHNA BPeAOHOCHbIX N HeXenaTeNbHblX MPOrpamMM UCMOJIb3YOTCA:

o CueHamypHelili aHanu3. MeTo npoBepKM, MO3BOJIAIOLWMIA OOHAPYXNTb Y>KE N3BECTHbIE
Yrpo3bl, UHPOPMaLIMA O KOTOPbIX COAEPXKMTCSH B BUPYCHbIX Ha3ax.

e dspucmudyeckuli aHasu3. Habop MeTof0B NPOBEPKYM, MO3BO/AIOLLMX OBHaPYKMBaTb
Yrpo3bl, KOTOPbI€e eLLe HEN3BECTHBI.

@ DBPUCTUYECKMIA aHaNN3aTOP MOXKET JIOXKHO cpabaTbiBaTb Ha NMporpaMmHoe obecrneveHve,
He ABAstOLLEeecs BpejoHOCHBIM. 10 3ToW NpuuvHe 06BbEKTLI, coAepiKale o6Hapy>KeHHble
MM Yrpos3bl, Noay4varoT cneu,maanbuZ CTaTyC «NoAO03pUTEJIbHbIE». PeKOMeHAyeTCﬂ nomMewaTtb

Takve Galinbl B KapaHTWH, a Takke nepesaBaTb Ha aHaAU3 B aHTUBMPYCHYHO nabopaTtopuio
«[loktop Beb». MoapobHee 06 MeTofax obe3BpexmBaHusa cm. [puioxkeHue b. YcrpaHeHue

KOMMbHOTEPHbIX YIPO3.

MpoBepka $ainoBOM CUCTEMbI MOXKET 3aMycKaTbCA Kak BPYYHYHO, MO 3anpocy
nosib30BaTeNs, Tak U aBTOMaTUYeCKM — B COOTBETCTBUM C 3alaHHbIM pacnmcaHneMm.
ImeeTcs BO3MOXHOCTb KakK MOJIHOM NPOBEPKM BCeX 06BbEKTOB $aliIoBON CUCTEMBI,
AOCTYMHbIX NOAb30BaTENtO, TaK U BbIBOPOYHOWN NPOBEPKM TONbKO YKa3aHHbIX 0ObeKTOB
(oTAenbHbIX KaTanoros nau ¢arinos). Kpome Toro, 4OCTynHa BO3MOXHOCTb OTAENbHOM
NPOBEepPKM 3arpy304YHbIX 3anmncert TOMOB M UCNONHAEMbIX GalriNoB, U3 KOTOPbIX 3aMyLUeHbl
NpoLecchl, akTVBHbIe B CMCTEME B aHHbI MOMEHT. B nocneaHem ciyyae npwm
06Hapy>XeHUN yrpo3bl BbINMOAHAETCA HE TONbKO 06e3BpexXMBaHNe BPeJOHOCHOrO
ncnonHsemoro dawna, Ho 1 NPUHYAUTENbHOE 3aBepLUeHne paboTbl BCeX NPOLLEeCCOB,
3anyLLEeHHbIX N3 Hero.

[na onepaLMOHHBIX CUCTEM, UMeroLMX cpeay rpadunyeckoro paboyero ctona,
peann3oBaHa MHTerpaumns GyHKUMI NpoBepky $alrioB Kak C MaHebto 3a4ayY, Tak U C

PyKOBO,CLCTBO nosab3oBaTenda
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rpadunyecknm darinoBbiM MeHeaXepoM. B cuctemax, peannsyrowmx MaHAaTHYHO MOZesb
focTyna kK dannam ¢ HAbOpPOM pas3IMYUHbIX YPOBHEWN AOCTyNa, CkaHUpoBaHWe Ganios,
HeAOCTYMHbIX Ha TEKYLLEM YPOBHE AOCTYMNa, MOXeT NPOU3BOANTLCA B CNeLMaibHOM

peXnme aBTOHOMHOIO 3K3eMnadpa.

Bce 06bekTbI € yrpo3amMu, obHapy>KeHHble B GpalnioBON CUCTEME, PEFUCTPUPYHOTCA B
MOCTOSIHHO XPaHUMOM peecTpe Yrpo3, 3a UCKNHOUEHMEM TEX YTPO3, KOTopble Hblan
0OHapy>eHbl B pexKMMe aBTOHOMHOFO 3K3eMnasapa.

YTuanta ynpaeieHus U3 KOMaHAHOW CTpokK, BxoasaLwas B coctaB Dr.Web Industrial ans
Linux, no3BonseT Takke NPoOBepATb Ha Hasnume yrpo3 hanioBble CUCTEMbI YAaNEHHbIX
Y3/10B CETU, NPEAOCTaBAAOLLMX YAaNEHHbIV AOCTYN K HUM Yepe3 SSH nan Telnet.

@ Bbl MO>KeTe ncnonb3oBaTh yganeHHOe CKaHMPOBaHWe TONbKO ANf OH6HapyKeHWs
BPeAOHOCHbIX WM NOAO3PUTENbHbIX GaiNoB Ha yaaneHHOM y3ne. [lns ycTpaHeHus

O0BHapy>KeHHbIX YrPO3 Ha yAaNeHHOM Yy3/e BOCMNOb3yUTeCh CPeAcTBaMu yrpaBaeHns,
npeaocTaBAseMbIMU HEMOCPEACTBEHHO 3TMM Yy3/10M. Hanpumep, Ans poyTepoB M MPOYMX
«YMHBIX» YCTPOWCTB Bbl MOXeTe OOHOBUTb MPOLLMBKY, @ A5 BblUMCAUTENbHBIX MaLIWH —
NOAKNOYNTECA K HAM (B TOM UnC/ie — B yAaN€eHHOM TEPMVHa/IbHOM peXxvme) 1 Npou3Beaa
COOTBETCTBYIOLLME OnepaLum B Ux GainoBon cucteme (yaaneHve nin nepemelleHme
$annoB v T. N.) WK 3anycTMB YCTaHOBJIEHHOE Ha HWX aHTMBMpYcHoe MO (nporpammHoe
obecrneueHue).

MoHuTOopUHr 06paleHuii K paitnam. OTcnexmnBatoTca obpalleHums K dannam ¢ JaHHbIMU
M NOMbITKX 3aMycka NCNOAHAEMbIX GaisoB. 3TO MO3BONAET OOHaPYKMBaTb U
HeMTPanM30BbIBaTb BPEAOHOCHbIE MPOrpamMMbl HEMOCPEACTBEHHO MPUW NOMbITKaX
NHONMLUMPOBaAHNA UMUK KOMMNbOTePa. [TOMUMO CTaHAAPTHOIO peXmMmMa MOHUTOPUHTa
MMeeTCs BO3MOXHOCTb BKIKOUNTL YCUNEHHbIN («NapaHOnAanbHbIA») PeXnM, B KOTOPOM
AfocTyn K darinam 6yaet 610kMpoBaTbCad MOHMTOPOM A0 MOMEHTa OKOHYaHWA UX MPOBEPKM
(370 No3BONSET NPEAOTBPATUTL CAyYan JocTyna K daisy, Korga OH COAEPXXUT yrpo3y, HO
pe3ynbTaT ero NPOBEPKMN CTAHOBUTCA N3BECTHbIM Y>Xe Mocae TOro, Kak MpuoXKeHne ycneno
NOAY4YNTb AOCTYN K Ganny). YCUNEHHbIA PEXUM MOHUTOPUHTA NOBbILLIAET YPOBEHb
6e3onacHOCTN, HO 3amMeanseT AOCTyN NPUAOXKEHNN K eLle He MPOBEPEHHbIM darinam.

HaAe)KHaﬂ nonayuna MH(IJVILI‘MPOBaHHbIX Wain noao3puTesibHbiX 06BbeKToB B
cneunrasbHOM XpPaHUANLLE — KapaHTUHE, yYTOObl OHN HE MOTAN HaHEeCTU yu.|,ep6a cncreme.
I'Ipm nepemMeweHnmn 061BEKTOB B KapaHTUH OHWU CneunanbHbIM o6pa30M
nepenMeHOoBbIBAakOTCA N MOTYT 6blTb BOCCTAHOBNIEHbI B NcxoaHoe MecTo (B cnydae
HeO6XOAMMOCTI/I) TOJIbKO MO KOMaHAe nosib3oBaTtend.

. ABTOMaTnueckoe 06HOB/IEHUE COZEePXKMMOro BUPYCHbIx 6a3 Dr.Web 1 aHTMBUpPYCHOTO

aApa AN nojAep KaHUs BbICOKOrO YPOBHS HaAeXHOCTU 3aLUMThl OT BPeAOHOCHbIX
nporpamm.

C60p CTaTUCTUKM NPOBEPOK U MHLMAEHTOB, CBA3aHHbIX C BpeAoHOCHbIM 10, BegeHne
XypHana obHapy>XeHHbIX Yrpo3 (4OCTyneH TONbKO Yepes YTUAUTY yrpaBieHusa 13
KOMaHZAHOW CTPOKM).

O6ecneueHune paboTbl NoA ynpasBieHMeM cepBepa LeHTpa/IM30BaHHOMW 3alUTbl /15
NPUMEHEHMA Ha 3aLMLLAEeMOM KOMMbIOTEPE eANHbIX NOANTUK 6e30NacHOCTH, MPUHATBIX B
aHTUBUPYCHOW ceTu nog ynpasneHnem Dr.Web Industrial, B coctaB KOTOPOW OH BXOAMT.

PyKOBO,ELCTBO nosab3oBaTenda
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3.2. Crpyktypa Dr.Web Industrial ansa Linux

Dr.Web Industrial gna Linux npeactaBasetr coboi nporpaMMHbIA KOMMIEKC, COCTOALMA 13
Habopa KOMMOHEHTOB, KaXZbl N3 KOTOPbIX BbINOAHAET CBOW Habop dyHKUMA. B
COOTBETCTBMM C 3aZlayaMu, pellaeMbIMy KOMMOHEHTaMW, OHW pa3ieneHbl Ha KaTeropuu:

e ba30Bble aHTMBUPYCHbIE KOMNOHEHTbI, 06pa3ytowme aapo npogykra Dr.Web Industrial ans
Linux. Mpw OTCYyTCTBMU KOMMOHEHTOB 3TOM KaTEropun NPOAYKT HE MOXKET BbIMOIHATH

CKaHWpoBaHWe $arnoB (M MHbIX JaHHbIX) Ha NPeAMET HaMUNA BUPYCOB N UHbBIX YTPO3.

e KoMnoHeHTbl novncka yrpos. laHHble KOMMOHEHTbI MCMOb3YOTCA A/1A peLleHns 6a30BbIX
3asay Dr.Web Industrial gns Linux — nouncka BpeJOHOCHbIX M MOTEHLMabHO OMaCHbIX
06bekTOB. B cBOEN paboTe KOMMOHEHTbI 3TOM KaTeropun NCNob3yHT 6a3oBble
aHTUBUPYCHbIE KOMMOHEHTbI.

e CepBUCHbIe KOMMIOHEHTbI, peLlatoLLe BCNOMOraTesibHble 3a4aun A8 NOAAEPXKKN
aHTUBMPYCHOM 3aWwnTbl (06HOBAEHME BUPYCHBIX 6a3, MOAK/IOYEHNE K CepBEPaM
LEeHTPaNM30BaHHOM 3aLLumThl, 06Lwas koopamHauma paboTsl komnoHeHToB Dr.Web Industrial
ana Linux u 1. 4.).

e VlHTepdelricHble KOMMOHEHTLI, NPeAOCTaBAAOLLME (MOb30BaTENO UM CTOPOHHUM
npuaoXeHnaM) nHTepdenc ana ynpasneHma paboton Dr.Web Industrial gaa Linux.

MNepeyeHb KOMMOHEHTOB, BXoAALWMX B cocTaB Dr.Web Industrial ans Linux, nepeuncneH B
Tabamuax HUxe.

3.2.1. ba3zoBble aHTUBUPYCHbIe KOMMOHEHTbI

KomnoHeHT OnucaHue

Dr.Web Virus-Finding Engine AHTMBUpPYCHOE 4p0. PeanunsyeT aaroputMbl noncka v pacrnosHaBaHus

BMPYCOB M MPOUMX BPEJOHOCHbIX NPOrpamm (MCNoab3ys CUrHATYPHbIA 1
3BPUCTUUECKMIA aHaNW3).

PaboTaeT nog ynpaeneHvem koMmnoHeHta Dr.Web Scanning Engine

dann 6mubavoTtekn: drweb32.d11.
BHyTpeHHee HavMeHOBaHVe, BbIBOAMMOE B XypHaa: CoreEngine

Dr.Web Scanning Engine CkaHupytolee a4po. KOMMNOHeHT, oTBeuYaroLL Ml 3a 3arpysky
aHTMBMpYycHoro aapa Dr.Web Virus-Finding Engine v BupycHbix 6a3.

o [lepesaeT aHTUBUPYCHOMY AAPY Ha MPOBEPKY COAepKMMoe GalinoB 1
3arpy3o4yHbIxX 3anvcen ANCKOBbIX yCTpOI\/IICTB.
e OpraHusyeT oyepesb Gainnos, OXMAatOLLNX NPOBEPKN.

e BbinosiHAET NleueHne Tex yrpos, AN KOTOPbIX JaHHOE AelicTBMe
NPVMeHMMO.

MoxkeT paboTaTb kak nog ynpasneHnem gemoHa Dr.Web ConfigD, Tak
N B aBTOHOMHOM peXuMe.

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT

BupycHble 6a3bl

Dr.Web File Checker

Dr.Web Network Checker

O npoaykTe

OnucaHue

WNcnonb3yetcs komnoHentamu Dr.Web File Checker n Dr.Web Network
Checker. Takke MOXeT MCMonb30BaTbCA KOMNOHeHTOM Dr.Web MeshD
(B HEKOTOPBLIX pexxunmMax paboTbl) 1 BHELUHUMM (MO OTHOLLEHWHO K
Dr.Web Industrial gns Linux) npuaoXxeHWaMU, NCNOb3YHOLLUMM
HernocpeactBeHHo API Dr.Web Scanning Engine

VicnosHsiembln daiin KoMnoHeHTa: drweb-se.

BHyTpeHHee HaVvMeHOBaHWe, BbIBOAMMOE B XypHaa: ScanEngine

ABTOMaTUUeckn obHoBsiemas 6a3a AaHHbIX CUTHATYpP BUPYCOB U
npo4ynx yrpos, a Takxke aJropntMOB pacCrno3HaBaHUA U HeVITpaJ’II/IBaLI,VIM
BPEeAOHOCHOTO NporpaMmMHOro obecneveHus.

WNcnonb3yetcs aHTMBUPYCHBIM aapom Dr.Web Virus-Finding Engine u
NOCTaBAAETCA COBMECTHO C HVM

KoMnoHeHT npoBepkn 06bekToB GainnoBON CUCTEMbI U MEHeAXeP
KapaHTWHa.

e [lpVHVMMaeT OT KOMMOHEHTa NMOWUCKa Yrpo3 3ajaHnsa Ha NPOBepKy
bannoB, HAXOAALWMXCS B JJOKabHOW (MO oTHOWeHuo kK Dr.Web
Scanning Engine) dalinoBown cucteme.

e O6x0aUT KaTanory GaiNoBOW CUCTEMBI COFNIAaCHO 3aaHunio, NnepeaaeTt
dannbl Ha NpoBepky ckanvpyrowemy sapy Dr.Web Scanning Engine
1 onoBeLLaeT KOMMOHEHTbI-KINEHTbI O XOZe NMPOBEPKM.

e BhinosHseT yaaneHve MHGMLMPOBaHHbIX GalinoB, NnepemMelLeHne X B
KapaHTVH 1 BOCCTAHOBJIEHVE U3 KapaHTUHa, YNpaBseT KaTajoramu

KapaHTUHa.

o OpraHu3yeT 1 COAEPXKMT B akTyalbHOM COCTOAHUN KELU, XPaHs LI
MHGOPMaLMIO O paHee NPOBEpPEeHHbIX Palinax AN yMeHbLeHNs
4aCTOTbl MOBTOPHbBIX MPOBEPOK Galrnos.

Ncnonb3yetcs kOMNOHEHTaMu, NPOBePAOLW UMM 06 beKTbl PannoBoOl
cucTeMbl, Takumuy kak SplDer Guard

VcnosHsiemblin dainn komnoHeHTa: drweb-filecheck.

BHyTPEHHee HaVvMeHOBaHWe, BbIBOAMMOE B XypHan: FileCheck

AreHT ceTeBOW NPOBEPKMN AaHHbIX.

e Vicnonb3yeTtcs Ans nepezauv Ha NPOBEPKY B CKaHMpytoLLee A4p0
[aHHbIX, OTNPaBAEHHbIX KOMIMOHEeHTaMu NPOrpaMMHOTO KOMriekca
yepes ceTb.

e o3sosset Dr.Web Industrial gns Linux opraHn3oBbiBaTh
pacnpefeneHHyto NpoBepPKy AaHHbIX: MPUHMMAaTb Ha NPOBEePKyY
JaHHble C yaaneHHbIX Y310B CeTU 1 NepeaBaTh J0KajbHble AaHHble
Ha NpoBepKy Ha yAaneHHble y3/bl ceTn. [as npuema v nepesaum
JaHHbIX Ha YAasieHHbIX y3/1aX Takxke J0KeH GYHKUMOHMPOBaTb
aHTVBMPYCHBbIM NpoaykT Dr.Web ans onepaumoHHbIX chcTem
cemericta Unix. B pexxume pacnpegeneHHon npoBepku no3BonseT
aBTOMAaTUYECKN pacnpesensTb MHTEHCUBHOCTb aHTMBUPYCHOTO

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT

Dr.Web MeshD

O npoaykTe

OnucaHue

CKaHMPOBaHWA MO AOCTYMHbIM y3/1aM, CHUXaA Harpysky Ha y3Jbl C
601bLW KM 06bEMOM NPOBEPKM (HAMPUMEP, BbIMOJHAOLLUX POJb
MOUTOBbLIX CEPBEPOB U MHTEPHET-LU/IO30B).

Mpwn HanMuUK B CETU Y3N10B-NAaPTHEPOB, CMOCOBHbIX MPUHUMATL AaHHbIE
Ha NPOBepKy, KOMMOHEHTbI, ncnosb3ytoune Dr.Web Network Checker
419 MPOBEPKW, MOTYT HE UCMONb30BaTh MOLLHOCTU IOKaNbHOTO
ckaHvpytowero sapa Dr.Web Scanning Engine. Takum obpasowm,
nokanbHoe ckaHupytolee aapo Dr.Web Scanning Engine, Dr.Web
Virus-Finding Engine 1 BupycHble 6a3bl MOTyT OTCyTCTBOBATb.

Ans obecneyeHuns 6e3onacHoCTV Npu nepesave dalinos No cetm
ncnonb3syet SSL

NcnonHsembii dparin KOMNoHeHTa: drweb-netcheck.

BHyTpeHHee HanMeHOBaHWe, BbIBOAMMOE B XypHaa: NetCheck

KomnoHeHT, ocylectBastoWwmiA noAkntoyeHne npoaykra Dr.Web
Industrial gnsa Linux kK nokanbHOMY 06/1aky, NO3BO/IAOLLEMY MPOAYKTaM
Dr.Web ans Unix o6bmMeHnBaTbCA OOHOBAEHMAMK, pe3ybTaTamu
npoBepku $palinos, nepegasatb APYr APYry Ha NpoBepKy Gaibl, a
TaKke NPeaoCcTaBaATb YCAYTN CKaHMPYHOLWLEro aapa HanpsMyto.

Mpuv HaMUMM 3TOrO KOMMOHEHTa B COCTaBe NMPOAyKTa 1 NpW Hainumm B
cocTaBe N0KaNbHOro 06/1aka, K KOTOPOMY OH MOAK/IHOYEH, Y3/10B,
NpesoCTaBAAOLLMX YCAYTY CKaHUPYHOLLLEro fAApa, okaabHoe
ckaHupytowee agpo Dr.Web Scanning Engine, Dr.Web Virus-Finding
Engine v BMpycHble 6a3bl MOTYT OTCYTCTBOBATbL

VcnosHsiemblin dainn KomnoHeHTa: drweb-meshd.

BHyTPEHHee HanMeHOBaHMeE, BbIBOAMMOE B XypHan: MeshD

3.2.2. KomnoHeHTbI NOUCKa yrpo3

KomnoHeHT

CkaHep

SplDer Guard

OnucaHue

KoMMoHeHT, BbIMOAHSAOWMIA MO TpeboBaHWo NoJib30BaTeNs UK MO
3a/laHHOMY pacnu1caHuio NpoBepky 06bekToB GaiNoBOl CUCTEMBI
(baiinbl, kKaTanorv 1 3arpy30yHble 3anncK) Ha Haauuve B HYX Yrpos.
Monb3oBaTeNb MeeT BO3MOXHOCTb 3amyckaTb MPOBEPKY Kak K3

FQHQDMLIECKOFO pexvmMa, Tak 1 13 KOMaHQHOVI CTPOKMW.

MoHrutop dannosoit cuctembl GNU/Linux.

PaboTaeT B GOHOBOM pexvMe W OTCaeXVBaEeT onepaumm ¢ parnamu
(Takve Kak co3paHue, OTKPbITVE, 3aKpbiThEe 1 3anyck dparina) B pannosbIx
cnctemax GNU/Linux. Mocbinaet komnoHeHty Dr.Web File Checker
3anpockl Ha NPOBEPKY COAEPXMMOrO HOBbIX U M3MEHUBLUUXCA (alinos,
a Takke UCMOHAEMbIX GaliNoB B MOMEHT 3arycka nporpamm.

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue

PaboTaet ¢ parinosoii cuctemort OC yepes CUCTEMHbIV MexaHWU3M
fanotify. Monutop MoxeT paboTtaTb B yCUNEHHOM WK
«MnapaHouaanbHOM» pexume, 610kMpysa focTyn Kk dainam, KoTopble
elLlle He MPOBEPEHBI, O MOMEHTa OKOHYaHWA UX NpoBepku. Mo
YMONYAHWIO UCMOJIb3YeTC 06 bIUYHbIN PEXXVIM MOHUTOPUHTA.

| MocTaBnseTcs TONbKO B COCTaBe AUCTPUOYTUBOB,
: npeaHa3sHayeHHbIx ans OC cemerictea GNU/Linux.

VcnosHsembln dainn KommnoHeHTa: drweb-spider.

BHyTpeHHee HaMMeHOBaHVe, BbIBOAVMOE B XypHa: LinuxSpider

3.2.3. CepBNCHbIE KOMMOHEHTbI

KomnoHeHT

Dr.Web ConfigD

Dr.Web ES Agent

OnucaHue

[lemMoH ynpaBneHus koHourypauveri komnaekca Dr.Web Industrial gas
Linux.

e YnpaBaseT aKTMBHOCTbIO (3aMyCcK 1 OCTaHOBKA) APYrvX KOMMOHEHTOB
NporpaMMHOro KoMrijiekca B 3aBUCUMOCTU OT HacTpOeK.

e [lepe3anyckaeT KOMMOHEHTbI, 3aBepPLUMBLLNE PabOTy B pe3y/bTaTe
cbos, 3amycKaeT 0fHMN KOMMOHEHTbI KOMMaeKca Mo TpeboBaHmio
APYrVX, MHGOPMMPYET KOMMOHEHTbI MPOAYKTa 06 M3MEHEHUN CoCTaBa
3anyLeHHbIX KOMMOHEHTOB.

o XpaHuT 1 NpeAoCTaBasieT BCEM KOMMOHeHTaM MHbopmaLumo 06
NMERLLNXCS INLIEH3VOHHDBIX KAOUax v HacTporikax. Moaydyaet
N3MEHEHHbIE HACTPOMKM U KIFOUM OT YNOJTHOMOYEHHBIX KOMMOHEHTOB
Dr.Web Industrial ans Linux n onosellaeT BCe KOMMOHEHTbI 06
N3MEHEHUW JINLEH3MOHHBIX KNHOYel N HacTpoek

NcnonHsembli dpaiin KoMnoHeHTa: drweb-configd.

BHyTpeHHee HavMeHOBaHVe, BbIBOAUMOE B XypHan: ConfigD

AreHT LieHTpanv3oBaHHOM 3almtbl. O6ecneuviBaeT paboty
NPOrpaMMHOro KOMMIeKca B LEHTPasIM30BaHHOM U MOBWABHOM

pexxnmax.

e OpraHu3yeT CBA3b C CEPBEPOM LIEHTPaIM30BaHHOM 3aLLuUThl,
noJlyyaeT OT HEero JULEH3NOHHbIV KAHOUEBOW dGaiti, 06HOBIEHNS
BUPYCHbIX 6a3 ¥ aHTUBMPYCHOTO AApa.

o [lepesaeT Ha cepBep MHPOPMaLMIO O COCTaBe N COCTOAHUN
komMnoHeHToB Dr.Web Industrial gns Linux 1 HakonaeHHyto CTaTUCTUKY
WHLIMAEHTOB, CBA3aHHbIX C BpeAOHOCHbIM MO

NcnonHsembli dpalin KOMNOHeHTa: drweb-esagent.

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT

Dr.Web StatD

Dr.Web Updater

3.2.4. NutepdencHble

KomnoHeHT

Mpadurueckunii nHTepderic
yrnpasnaeHus

AreHT yBEeAOMAEHWI

MeHegxxep NvueH3nk

Dr.Web Ctl

O npoaykTe

OnucaHue
BHyTpeHHee HanMeHOBaHMe, BbIBOAMMOE B XypHaa: ESAgent

KoMMOHeHT A/1s XpaHeHUs CTaTUCTUKL cOBbITUI KomnoHeHToB Dr.Web
Industrial gns Linux.

MonyyaeT 1 opraHU3yeT XpaHeHne COBbITUIA, MOCTyNatoLWMX OT
KOMMOHEHTOB NPOrpaMMHOro KOMMIeKca, Takux Kak HeoXuaaHHoe
3aBeplueHne paboTbl, 0bHapy>KeHWe Yrpo3bl 1 Ap.

WcnonHsembin dainn KomnoHeHTa: drweb-statd.

BHyTpeHHee HanvMeHOBaHWe, BbIBOANMOE B XypPHan: StatDh
KomnoHeHT o6HOBEHUS.

OTBeyaeT 3a 3arpy3Kky C cepBepoB 0OHOBAEHWIA KOMNaHUN «[JOKTOp
Be6» o6HOBAEHWI ANs BUPYCHBIX 6a3, aHTUBUPYCHOTO sapa.

O6HOB/IEHUS MOTYT 3arpy>aTbCs Kak aBTOMATUUeCKy, Mo pacnmncaHuto,
TakK U HEMOCPEACTBEHHO MO KOMaHAE Mo/b30BaTeNs (Uepes yTuanuTy
Dr.Web Ctl)

VcnosHsembln dainn KommnoHeHTa: drweb-update.

BHyTpeHHee HanMeHOBaHWVE, BbIBOAMMOE B XypHaa: Update

KOMMNOHEHTbI

OnucaHue

KoMnoHeHT, npefoCcTaBasOWMA OKOHHBIV rpaduueckmin nHtepdeiic
ynpasaenus Dr.Web Industrial gna Linux. [o3BoasieT nonb3oBaTtento B
rpaduyeckoM pexxme 3anyckatb NpoBepKy 06bekToB daiioBoOn
cucTeMbl, ynpaeasaTbe paboTor moHuTopa SplDer Guard,
npocMaTpuBaTh COAEPXKUMOE KapaHTUHA, BbIMOAHATL 3aMyck
noJsly4yeHnss OOHOBNEHWI, a Takxke HacTpamBaTtb paboTy Dr.Web
Industrial gnsa Linux.

KomnoHeHT, paboTatowwuin B poHoBOM pexxkume. OTobpaxaeT
BCM/IbIBatOLLME YBEAOMIEHNA O BO3HMKAFOLLUX COOBITUAX U MHAMKATOP
npunoxenns Dr.Web Industrial gns Linux B o6nact yBegomMneHmi,
3anyckaeT NpoBepKku Mo pacnucaHuio. Mo ymoayaHuo 3anyckaetcs npwu
Hauasne ceaHca paboTbl Nonb3oBaTensa B cpese pabouero crona.

KoMnoHeHT, ynpoLiatowuii paboTy ¢ anueHsvsmy B rpadruyeckom
pexunme. [o3BONAET aKTUBMPOBATb JVLEH3VO WAN EMOHCTPALMOHHDIN
nepvoz, NMPOCMOTPETb JaHHble O TEKYLLEW NLEH3UW, BbINOJHUTL €€
NpoA/eHNe, a TakxKe YCTaHOBUTb W YAaNUTb JNLEH3VNOHHBIV KIFOUYEeBOM
dann.

Ytunuta, obecneunBatowas uHtepderic ynpasnerus Dr.Web Industrial
s Linux 13 KOMaHAHOM CTPOKW.

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT OnucaHue

Mo3BoaseT ocyLWwecTBAATL 3anyck NpoBepku Gannos, NpocMaTpmBaTh
CoZlepXkMMOe KapaHTUHa ¥ ynpaBasTb UM, 3anyckaTb 06HOBAEHME
BMPYCHbIX 6a3, nogkntoyate Dr.Web Industrial ans Linux Kk cepsepy
LeHTPaNM30BaHHOW 3aLMTbl 1 OTKIKOUATLCA OT HEro, MpPocMaTpuBaTh U
M3MEeHATb 3HaUeHWa NapamMeTpoB KOHbUrypaLmm nporpaMmMHOro
KoMmaekca

VicnonHsembin Gann KoMnoHeHTa: drweb-ctl.

BHyTpeHHee HanMeHOBaHWVe, BbIBOAVMOE B XypHaa: Ctl

Bonee noagpo6bHO komnoHeHTbl Dr.Web Industrial gns Linux onvcaHbl B pasgene KOMNoOHeHThI
Dr.Web Industrial ans Linux.

3.3. NomewieHne B KapaHTUH

KapaHTnH Dr.Web Industrial gns Linux npeactaBnset cobou cucteMy Katanoros,
npeaHa3HaueHHbIX AN HafeXHOW n3onaumm GannoB, coaep>Kallmx BbliBAEHHbIE YrpO3bl,
KOTOpble B JaHHbI MOMEHT He MOryT HbITb 06e3BpeXKeHbl MO KakUM-IMH0 NpUUMHaM.
Hanpumep, obHapyxeHHasa yrpo3a MoXeT ObITb HEN3/1eUMMOW, MOTOMY YUTO eLlle HEM3BECTHA
Dr.Web Industrial gns Linux (Hanpumep, oHa 6bi1a 06Hapy>XeHa 3BPUCTUYECKNM
aHann3aTopoM, a B BUPYCHbIX Ba3ax ee curHaTypa, a CefloBaTelbHO, U METOA IeYeH s,
OTCYTCTBYET), U MPU NOMbITKE ee leyeHna BO3HMKatoT owmnbkn. Kpome Toro, dann moxet
6bITb NepeMelLeH B KapaHTUH HEMOCPEACTBEHHO MO XeNaHWo MNOoNb30BaTeNs, eC/IM OH
BbiGpas COOTBETCTBYHOLLEE AEVCTBME B CNNCKE OOHAPY>XXEHHbIX YrpO3 UK yKa3an ero Kak

peakynto Ha yrposbl onpeaeneHHoro tmna.

Korga dawnn, copepkallumii yrposy, nepeMeLlaeTcs B KapaHTUH, OH crneLlnanbHbiM o6pa3om
nepenMeHOBbIBAETCA, UTOObI MPesoTBPaTUTh BO3MOXHOCTb €ro naeHTnduKaLmm
NoAb30BaTeASIMUN U MPOrpamMMamu, 1 3aTPYAHUTb AOCTYN K HEMY, MUHYSA MHCTPYMEHTbI
paboTbl C KapaHTMHOM, peannsoBaHHble B Dr.Web Industrial aas Linux. Kpome Toro, npu
nepemMelleHnn darina B KapaHTUH y Hero Bcersa cobpacbiBaeTcs 6UT UCNONHEHUS ANA
npeaoTBpaLLeHns 3anycka.

KaTtanoru KapaHTMHa pa3MeLllaroTca:

e g JomawiHeM Kamasoze No/sb3o8ameris (€CV Ha JAHHOM KOMMbHOTEPE MMEETCA HECKObKO
YYETHbIX 3aNnCcelt pa3Hbix NOAb30BaTeNel, TO B JOMALLUHEM KaTaiore KaXAoro 13 aTnx
noab3oBaTenen MoXeT OblTb CO3aH CBOW COOCTBEHHbIV KaTanor KapaHTUHA);

* 8 KOPHEBOM KamMasoze Kaxa0o2o0 /102U4ecko20 MoMd, CMOHTUPOBAHHOTO B $haliIoBON CUCTEME.

Katanorun kapaHtnHa Dr.Web Industrial gns Linux Bcerga nmerot nms
.com.drweb.quarantine 1 CO34ar0TCA NO Mepe HEOHXOAMMOCTM B TOT MOMEHT, KOraa K
Kakoun-nmbo yrpose npumMmeHseTcs erciBre «B kapaHTUH» (QUARANTINE), ApyrumMu
C/I0BaMU, JO TeX MOp, NOKa yrpo3 He 0O6Hapy>XeHO, KaTaNorn KapaHTMHa He co3garotcs. MNpwu
3TOM BCerja co3/laeTcsa TObKO TOT KaTa/lor KapaHTUHa, KOTOPbI TpebyeTcs Ana n3onaumm

PyKOBO,CLCTBO nosab3oBaTenda
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darvina. lna onpeseneHuvs, B KAKON 13 kaTasoroB Tpebyetcs n3onamposaTb Galia, MCNoNb3yeTcs
nms BRagenbua darina. Ecam npu ABUXKEHUN K KOPHIO GailioBOIM CUCTEMBI / OT KaTanora,
cozepxkaliero Ganin, JOCTUraeTcs AOMaLUHWIA KaTanor Baagesbla, Gain nsonnpyertcs B
KaTafnor KapaHTUHA, HaXOAALWMIACSA B HEM. B npoTnBHOM caydyae dainn byaeT M301MpoBaH B
KaTa/sor KapaHTUMHa, CO34aHHbIV B KOPHE TOMa, coAep>Kallero darnn (KOpHEBOW KaTaaor Toma
Heobs3aTeNbHO COBNAaAET C KOPHEM ParinoBoOM cmcTeMbl). Takum obpasom, nrobon
NHOULMpPOBaHHbIN dalin, NoMeLLlaeMblil B KapaHTUH, BCerga octaeTcs Ha TOM TOME, Ha
KOTOPOM OH Obl1 06Hapy>eH. ITo obecrneurBaeT KOPPEKTHYH paboTy KapaHTUHa Npu
HaJIMYNU B CUCTEME CbEMHbIX HAKOMUTENEN U APYTX TOMOB, KOTOPbIE MOTYT MOHTMPOBATHCA
B $aliIoBOM CUCTEME MEPUOANYECKM U B Pa3NINUHbBIE TOUKMN.

MNMonb3oBaTeNb MOXET YNPaBAsATb COAEPXKMMbIM KapaHTUHA Kak B rpadunyeckom pexmnme
paboThbl, Tak N U3 KOMaHAHOW CTPOKK, ncnoab3ya ytnanty Dr.Web Ctl. Mpw atom Bcerga
obpabaTbiBaeTCa KOHCONMANPOBAHHbBIN KapaHTUH, 06beANHAOLWMIA B cebe BCe KaTanoru ¢
N30 IMPOBaHHbIMY O6bEKTaMMU, AOCTYMHbIE B JaHHbIA MOMEHT. C TOUKM 3peHns Nosb3oBaTens,
NPOCMaTPUBAIOLLErO COAEPXXNMOE KOHCONMAMPOBAHHOMO KapaHTWHa, KaTaaor KapaHTuHa,
pacrosiaratoLUMinCca B ero AoMallHeM KaTasore, Ha3blBaeTcs [10/16308ame/ibCKUM KapaHTUHOM,
a BCe OCTa/bHble KaTanorn kapaHtuHa cumtatotrcss CucmemHsbiM KapPaHTUHOM.

l PaboTa ¢ KapaHTMHOM BO3MOXHa Ja>Xe Torga, Korga OTCYyTCTBYET aKTUBHaA JULEH3UA, HO B
: 3TOM CJlyda€e CTaHOBUTCA HEBO3MOXXHbIM e4HeHne U30NNPOBAHHbIX 0H6BEKTOB.

3.4. MonHomouusa ansa pabotbl ¢ pansiamm

Mpwn ckaHMpoBaHWUN 06bEKTOB PanoBON CUCTEMbI N HeUTpaamnsaumm yrpo3 Dr.Web Industrial
Aans Linux (TouHee, Nonb30BaTesb, OT MMEHUW KOTOPOTrO OH 3anyLleH) Jo/XeH obnajaTb
cnesyroLLMMmN NOJTHOMOUYNAMMU:

[AelictBue Tpebyemble nosiHOMOUMA

Bb1800 ecex obHapy>keHHbIX be3 orpaHunyeHunii. CneupanbHbix MOAHOMOUM He TpebyeTcs.
yepos

Bbi800 codepxumozo be3 orpaHuyeruin. CnewpanbHbIX MOAHOMOUKIA He TpebyeTca.

KoHmeliHepa (apxued,
noymosoeo ¢atina u m. n.)

(OTO6paxeHre ToNbKO
3/1IEMEHTOB, KOTOpPbIE
cozep>KaT oLmnbKy nau

yrposy)
/'IepelvletueHue 8 KapaHmUH be3s OrpaHI/Il-IeHVIVI. [Monb3oBaTenb MOXeT OTI‘IpaBﬂﬂTb B KapaHTI/IH BCe

MHOULWPOBaHHbIe Gaii/ibl, HE3aBUCMMO OT HalNuKWsS Yy HEro Npas Ha
uTeHVe 1 3anucb ANs NepemMeLtaeMoro daina.

PyKOBO,CLCTBO nosab3oBaTenda
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Y0aneHue yepo3

JleueHue ¢alinos

BoccmaHoeneHue atina us
KapaHmuHa

YOaneHue ¢patina u3
KapaHmuHa

O npoaykTe

Tpebyemble nosiHOMouuns

[Tonb3oBaTens AOJKEH MMEeTb NpaBa Ha 3anncb B yﬂ,aJ'IFIEMbIVI q)a17u1.

| Ecnv yrpo3a obHapyxxeHa B paline, HaxoAsLeMCs B
: KOHTeliHepe (apxuB, MOYTOBOE COOBLLEHME U T. M.),

BMECTO Yyza/ieHUs BbIMOHAETCS nepemelleHmne
KOHTeliHepa B KapaHTUH.

be3 orpaHuyeHuit. Mocie BbINOAHEHUsA NeYEHNS OCTAETCS BblEYEHHbIN
balin ¢ ncxoaHLIMU NpaBamm 4OCTyNa v BAaAeNbLEM.

| ®aiin MoXeT 6bITb yAaNeH, eCAU yaaneHne ABASETCS
: MeTOZ0M NleyeHns 06Hapy>KEHHOW B HEM YrpO3bl.

[Monb3oBaTenb AOJDKEH MMETb pa3pelleHne Ha YTeHne
BOCCTaHaB/MBaeMOro q)a|7u1a N UMETb pa3peLlleHne BbINOJIHATL 3anncb B
KaTanor BOCCTaHOBAEHUA.

Monb30BaTeslb JOKEH METb pa3peLleHne Ha 3anncb B UCXOAHbIN daiin,
KOTOPbIV Hbl1 MepeMeLleH B KapaHTUH.

@ [ns BpemeHHoro nosbiweHus npas Dr.Web Industrial gns Linux, 3anyweHHoro B

: rpaduyeckoM pexxume, UCNO/b3yNTe COOTBETCTBYIOLLYIO KHOMKY Ha okHe Dr.Web Industrial
4ana Linux (oHa gocTynHa 1 oTobpaxkaeTcs TONbKO B TeX cayvanX, Korga AN BbIMOJHEHUS
Kakon-1nmbo onepauum MoxeT NoTpeboBaTbCsA MOBbILLIEHVE MPaB).

[Ans 3anycka yTuauTbl ynpasaeHus 13 KomaHzgHow ctpoku Dr.Web Ctl ¢ npaBamm
cynepnonb3oBaTens (06bIUHO root) UCMO/b3yiiTe KOMaHZAY CMeHbl No/b30BaTeNs su Uan
KOMaHZy BbIMOJHEHVS OT UMEHW ApYroro nosib3oBaTtens sudo.

3.5. Pe>xumbl paboTbl

B aTom pasgene

o [IpUHLMNBI LLEHTPANN30BAHHOMW 3aLLNThI
e [loskntOUYeHMeE K CepBepy LIeHTPAAN30BAHHOW 3aLINTbI
e OTKNHOYEHME OT CepBepa LIEHTPAN30BAHHOW 3aULNThI

PyKOBO,CLCTBO nosab3oBaTenda
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Dr.Web Industrial gna Linux moxeT paboTtaTb kak B aBTOHOMHOM peX1Me, Tak U B COCTaBe
KOpPNOpaTUBHOW UM YaCTHOW GHMUBUPYCHOU cemu, ynpaBaseMou Kakum-nnbo cepgepom
yeHmMpanuzosaHHoU 3aujumel. Takou pexxunm paboTbl Ha3bIBAETCA pexuMom
yeHmpanu3oeaHHoU 3aujumel. icnonb3oBaHMe 3TOro pexunma He TpebyeT yCcTaHOBKM
AONONHUTENBHOTO MPOrPaMMHOro obecrneyeHuns, nepeycTaHoBKM Uan yaaneHusa DrWeb
Industrial gnsa Linux.

e B asmoHomHOM pexume 3almiLaemMblii KOMMbHOTEP HE BKIFOUEH B @aHTUBUPYCHYHO CETb U
ynpaBaseTca oKasbHO. B 3TOM pexunme KOHOUTYpaLMOHHbIN U INLEH3NOHHbIA KNHOYEBOM
bannbl HaxoAATCA Ha IoKanbHbIX aAnckax, a Dr.Web Industrial gna Linux nosHocTbrO
ynpaBaseTca C 3alimiaemMoro koMmnbrotepa. O6HOBAEHMA BUPYCHBIX 6a3 Noay4YaroTCs C
cepBepoB O6HOBNEHMN KOMMaHUK «[JokTop Beb».

e B pexxume yeHmpanuzosaHHol 3awyumel 3aLLMTOM KOMMbIOTEPa YNpaBaseT cepBep
LeHTpann30BaHHOW 3almnTbl. B 3TOM pexunme HekoTopble GyHKUUM 1 HacTporikm Dr.Web
Industrial ans Linux moryT 6bITb M3MeHEeHbl 1an 3ab10KMPOBaHbl B COOTBETCTBUM C 06LLEN
(koprnopaTUBHOM) CcTpaTernen aHTUBMPYCHOM 3aLUUTbl, MPUHATOM B aHTUBUPYCHOW ceTu. B
3TOM pexrMe Ha KOMMbITEPE UCMOJIb3yeTC 0COObIN NMLEH3UOHHBIN KIHOUeBOWN dalin,
MOJlyYeHHbIN OT BbIBPaHHOTrO cepBepa LIeHTPaAM30BaHHOW 3aLyThl, K KOTOPOMY
noakntoueH Dr.Web Industrial gns Linux. JINLEH3MOHHBIN NN AEMOHCTPALNOHHbIN
kntoyeBow daiin NoAb30BaTENS, ECIN OH UMEETCA Ha N0KaNbHOM KOMMbIOTEPE, He
ncnonb3lyetca. Ha cepBep LeHTpasM30BaHHOW 3alLMTbl OTCbIIaeTCA CTaTUCTUKa paboTbl
Dr.Web Industrial gns Linux, Bkatouas cTaTMCTUKy MHUMAEHTOB, CBA3aHHbIX C BPEAOHOCHbBIM
MO. O6HoBNEHME BUPYCHbIX 6a3 TakKe BbIMOJHAETCA C CepBepa LieHTpaM30BaHHOM
3almMThl. HacTporka pexxvmMa LieHTpaan3oBaHHOM 3aLuThl onvcaHa B PykoBoacTBe
aaMuHuctpaTtopa Dr.Web Enterprise Security Suite no ynpasnenuto Dr.Web Industrial ans
Linux.

e B mobuneHom pexcume Dr.Web Industrial gna Linux nonyyaet o6HoBAeHMS BUPYCHBIX 6a3 ¢
cepBepoB 0H6HOBAEHNIN KOMNaHUKN «/JokTop Beb», HO MCcNoab3yeT 10KabHO XpaHALLMeCcs
HaCTPOWNKN 1 0COBbIV NNLIEH3VMOHHbIN KIto4eBOW dala, NoayyYeHHble OT cepBepa
LeHTpasn30BaHHOW 3aLUmnThbI.

Ecnm Dr.Web Industrial gns Linux paboTaeT noz ynpaBieHvnem cepBepa LeHTPaIM30BaHHOM

3alWuThl (B TOM Ynciae N B MOBUIBHOM peXnMe), TO CnesyroLime BO3MOXHOCTN 610KMpYOTCA:

e yaneHue NMLEH3UOHHOIO KoUeBOro Garina B MeHeaxxepe nnLeH3ni;

® 3aMyck O6HOBNEHWNI BPYYHYIO 1 HAaCTPOMKM NapamMeTpoB OOHOBAEHUS;

e HacCTpoWka NapameTpoB NPoBepkn 06beKTOB GanoBoi cncteMbl CkaHepPOM.
BO3MOXHOCTb HAaCTPOMKM MOoHUTOpa darinoBoi cuctembl SplDer Guard, a Takxe ero

BKJIFOYEHMA N BbIKNtOUYeHMA Npu paboTte Dr.Web Industrial gns Linux nog ynpaBnaeHvem
cepBepa LeHTPaAn30BaHHOM 3alUMTbl 3aBUCUT OT pa3peLLeHniA, 3ajlaHHbIX Ha cepBepe.

PyKOBO,ELCTBO nosab3oBaTenda
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@ B pexume LI,EHTpaJ'IVI3OBaHHOl7I 3alnTbl HEAOCTYMNMHA NPOBEPKA MO PacCnUCaHUIo.

Ecnn Ha cepBepe LgHTpasM30BaHHON 3aLLuTbl BKIKOYEH 3aMpeT Ha 3amnyck NPOBEPKM
noJib3oBaTeNeM, TO CTpaHWLa 3armycka ckaHuUpoBaHus 1 KHonka CkaHep Ha okHe Dr.Web
Industrial gna Linux 6yayT HeAOCTYMHbI.

MpyHUMNBI LEHTPaZIN30BaHHOMN 3aLUTDI

PelweHna koMmnaHnm «/Joktop Be6» no opraHnsaumm LeHTpaan3oBaHHOM aHTUBUPYCHOM
3aLLUMTbl UMEHT KIMEHT-CEPBEPHYIO apXUTEKTYPY (CM. UANFOCTPALMIO HUXKE).

KomnbroTepbl KOMMaHWM UK NONb30BaTeNen NocTaBLymKa IT-ycayr 3alwmiwatotca oT yrpos
JI0KG/16 HIMU GHMUBUPYCHBIMU KOMNOHeHMamu (B jaHHOM cayyae npoayktom Dr.Web Industrial
Ana Linux), koTopble obecneurBatoT aHTUBMPYCHYHO 3aLUUTY U NOAAEPXKMBAIOT COeAMHEHNeE C
CepBepOM LeHTPaNM30BaHHOM 3aLUMThI.

PyKOBO,CLCTBO nosab3oBaTenda
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Cepsep
LeHTpanM30BaHHOM
3aLWwmnThl

CeTb Ha ocHoBe TCP, NetBIOS

AamMuHUCTpaTop

aHTUBUPYCHOM ceTn ====[loctyn uepes HTTP/HTTPS

3allMLEeHHbIN Mepenaya o6HOBAEHWMI Uepes
NOKaNbHbIN KOMMbOTEP HTTP

CepBep 06HOBIEHWI
koMnaHun «Jloktop Beb»

0 @ o

PucyHok 1. Jlornueckas CTpyKTypa aHTUBUPYCHOM ceTn

O6HoBneHMEe N KOHPUTYpaLMa NOKaNbHbIX KOMMOHEHTOB MPOW3BOANTCA Yepes cepsep
YeHmpasau3o8aHHol 3aujumel. Becb NOTOK KOMaHA, AaHHbIX U CTaTUCTUYECKOW MHPOpMaLnn B
aHTUBMPYCHOW CETU TakoKe MPOXOAUT Yepes cepBep LIeHTPaan3oBaHHOM 3awmTtbl. O6bem
Tpaduka mexay 3amLLEeHHbIMU KOMMNbOTEPaMK U CEPBEPOM LIEHTPANN30BaHHOW 3aLUMThI
MOXeT 6bITb BECbMa 3HauNTebHbIM, MO3TOMY MpeAycMaTpMBaeTca BO3MOXHOCTb €ro CKatus.
Ncnonb3oBaHue wndpoBaHma Npu nepegaye aHHbIX NO3BOAsSET n3bexaTb pasrialleHms
LeHHbIX CBeAeHWI 1 NOAMEHbl NPOrpaMMHOro obecneyeHuns, 3arpy>aemMmoro Ha
3alMLEeHHblE KOMMbHOTEPSI.

Bce HeobxoanMmble OBHOBNEHMA 3arpy>KaroTca Ha CepBep LieHTPaIM30BaHHOW 3aLmThl C
cepBepoB 06HOBNEHUI KoMMaHuK «/lokTop Beb».

VIameHeHnsa B KOHq)I/II'ypaLI,I/II/I JIOKaJIbHbIX aHTUBUPYCHbBIX KOMMOHEHTOB 1 NMepejada KOMaH4
OCyLlecTBaAETCA CepBEPOM LLeHTpaﬂM3OBaHHOﬁ 3anTbl NO YKasaHNKO aAMUHNCTPATOPOB

PyKOBOACTBO nosb30BaTena
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aHTUBMPYCHOW ceTU. AGMUHUCTPATOPbI YyNPaBAAtOT KOHPUIypaLmen cepeepa
LeHTPaAn30BaHHOM 3alnTbl U1 GOPMMPOBAHNEM aHTUBUPYCHOW CeTU (B HYaCTHOCTH,
NOATBEP>KAAOT NMPaBOMEPHOCTb NMOAKIFOUEHWNS NOKAIbHOM CTaHLMW K CETH), @ Takxke, Npu
HeobXoAMMOCTH, 3aAat0T HAaCTPOWMKM PabOoTbl KOHKPETHBIX JIOKaNbHbIX aHTUBUPYCHbIX
KOMMOHEHTOB.

| JlokanbHble aHTUBUPYCHbIE KOMMOHEHTbI HECOBMECTUMbI C aHTUBUPYCHBIM MPOrPaMMHbIM

A obecneyeHreM Kak ApYrux KOMMaHWM, Tak U aHTUBMPYCHbIMU peLleHnsmn Dr.Web, He
MOAAEPXKMBAIO LMY PEXUM LIEHTPaAN30BaHHOM 3aluuTbl (Hanpumep, Dr.Web ans Linux
Bepcuym 5.0). YcTaHOBKa ABYX @aHTUBMPYCHBIX NPOrpaMM Ha OZHOM KOMMbOTEPE MOXKET
MPWBECTU K OTKa3y CUCTEMbI AN NOTEPE BaXKHbIX JaHHbIX.

B pexxunme LleHTpann3oBaHHOW 3aLmMTbl BO3MOXEH 3KCMOPT U COXPaHEHME OTHETOB O
dyHkumoHupoBaHum Dr.Web Industrial ana Linux ¢ nomoLbto cepBepa LeHTPaan3oBaHHOM
3awmThl. Noaaep>xmBaeTca 3KCNOPT U coxpaHeHue oTyetoB B popmatax HTML, CSV, PDF n
XML.

MoakntoueHne K cepBepy LEeHTPaIN30BaHHOM 3alUTbI

Dr.Web Industrial ans Linux Mo>eT 6bITb MOAKNOYEH K CEPBEPY LEHTPaAM30BaHHOM 3aLLUMThI
aHTMBUPYCHOW CEeTU CaeayroLmmMm cnocobamum:

e Ha Bikiazke Pexxum ctpaHuLbl HacTpoek okHa Dr.\Web Industrial gns Linux;

e NPV NOMOLLUM KOMaH/Abl esconnect YTUAUTbI YyNpaBaeHUa U3 KOMaHAHOM CTPOKN drweb-
ctl.

@ Ans Bepudvkaumm cepBepa LEHTPaNN30BaHHOW 3aLLUTbl UCMOAb3YeTca cepTudmkar,

: COOTBETCTBYHOLLUI YHUKANIbHOMY OTKPLITOMY KUY LWNGPOBaHKMS, UCMONb3YyEMOMY
cepBepoM. [0 yMONYaHWIO areHT LieHTpaan3oBaHHoOM 3awwmtel Dr.Web ES Agent He
MO3BOIUT MPOW3BECTU MOAKIIOYEHME K CEPBEPY, €CNU Bbl He yKaxkeTe daiin ceptudukaTa
cepBepa, K KOTOPOMY MPOM3BOAMUTCA NogKkatoueHve. Pain ceptrdukata HEOH6XOAMMO
npesBapuTeNbHO NONYUMTb Y aZIMUHUCTPATOPa aHTUBUPYCHON CeTW, 06CaY>KVBaeMon
CepBepPOM, K KOTOPOMY Bbl XOTUTe noakatounte Dr.Web Industrial gns Linux.

Ecnm Dr.Web Industrial ans Linux nogkitoueH k cepBepy LleHTPaan3oBaHHOW 3aLUmThbl, TO
MMeeTCst BOSMOXHOCTb NEePEBECTN €ro B MOOUAbHBIN PEXUM 1N BEPHYTb Ha3ak B PEXUM
LeHTpan30BaHHOW 3almnTbl. BkntoueHre 1 Bblik1toUeHNne MOBUIBHOTO pexxnma peryanpyercs
napameTpoM KoHburypaumm MobileMode komnoHeHTa Dr.\Web ES Agent.

| Bo3moxkHocTb nepexoga Dr.Web Industrial gns Linux B MOBUAbHBIV pexiM paboTbl 3aBUCUT
: OT pa3peLleHui, 3aZaHHbIX Ha UCMONb3yeMOM CepBepe LieHTPaAV30BaHHOM 3aLLUTbI.

PyKOBO,CLCTBO nosab3oBaTenda
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OTKNroueHue OoT cepBepa LeHTPa/IM30BaHHOMW 3aLLMUTbI

Dr.Web Industrial gna Linux moxeT 6bITb OTK/IFOYEH OT CEpBEPaA LEHTPANN30BaHHOM 3aLLMThI
aHTUBMPYCHOW CeTV Caeayowmnmm cnocobamu:

e Ha Bkazke PeXxum ctpaHulibl HacTpoek okHa Dr.Web Industrial gns Linux;

e Mpnv NOMOLUM KOMaHAbI esdisconnect YTUNUTbI ynpaBaeHNA U3 KOMaHAHOIZ CTPOKM
drweb-ctl.

PyKOBOACTBO nosb30BaTena
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CuctemHble TPGGOBaHMﬂ U COBMECTUMOCTb

4. CuctemHble Tpeb6oBaHUA U COBMECTUMOCTb

B atom pasgene

e CncremHble TpeboBaHUA

e [lepeyeHb NoAAEPXKMBAEMbIX BEPCUI ONEPALIMOHHbIX CUCTEM
e Tpebyemble JONONHUTENbHbBIE KOMOOHEHTbL U NaKeTbI

e COBMECTMMOCTb C KOMMNOHEHTaMW ONepPaLMOHHbIX CUCTEM

e COBMECTMMOCTb C MOACUCTEMaMM Be30MacHOCTH

CncremHble Tpe6oBaHunsA

Ncnonb3oBaHune Dr.Web Industrial a5 Linux BO3MOXHO Ha KOMMbIOTEPE, YAOBAETBOPAOLLEM
cnegyowmm TpeboBaHmAM:

Mapametp

lnamgopma

OnepamusHas
namsme (RAM)

Mecmo Ha
>kxecmkom oucke

OnepayuoHHasa
cucmema

lpouee

Tpe6oBaHus

rlOA,D,ep)KVIBaI-OTCﬂ npoueccopbl cneayrolmnx apxXnuTektTyp U cMcteM KOMaHA!

e Intel/AMD: 32-6ut (IA-32, x86); 64-6uT (X86-64, x64, amd64);
o ARM64;

o E2K (3n166pyc);

e |BM POWERDY, Power10 (ppc6b4el)

He meHee 500 MB cBo60zHOM onepaTvBHON NamMaTn (pekomerayetcs 1 b n 6osee).

He meHee 2 b cB0H60AHOTO AMCKOBOrO MPOCTPAHCTBA Ha TOME, Ha KOTOPOM
pa3melatotcs katanoru Dr.Web Industrial gas Linux.

GNU/Linux Ha ocHoBe azapa Bepcun 2.6.37 nnn 6osee no3aHel, ncnoabsyrowas PAM n
6mbamnoTeky glibc Bepcum 2.13 mam 6onee NO3AHKO, CUCTEMY UHULMANN3a LM
systemd Bepcumn 209 nnn 6onee NO3AHHOH.

MepeueHb nogsepxvBaembix anctpubytreos GNU/Linux npuBeseH HuKe.

Hannune ceteBoro NoAKNHOYEHNA!

e [NoaKNtOUEHME K UHTEPHETY A/ 3arpy3ku 06HOBAEHWIA.

e [pn paboTe B pexvme LIEHTPANN30BAHHOW 3aLUUTLI AOCTATOYHO TO/bKO
NMOAKNOUEHMS K UCMOJIb3yeMOMY CEpPBEpPY B paMKax IOKaAbHOM CeTH, AOCTyn B
WHTEpHET He TpebyeTcs.

[Ana obecneyeHns npasuabHon pabotbl Dr.Web Industrial gna Linux 2o>kKHbI ObITb OTKPbITI
cnepytoLme nopTbl:

PyKOBO,CLCTBO nosb30BaTena

26



17
),
N

A
$

CuctemHble TpeGOBaHVIil U COBMECTUMOCTb

HasHaueHue HanpaBnexnue Homepa noprtos

Ans nonyyeHns o6HOBAEHWI NCXOAA LM 80

| Dr.Web Industrial gns Linux HecoBMeCT!M C APYrMMM aHTUBUPYCHBIMW NporpammMamu. Tak

& Kak yCTaHOBKa /ByX aHTMBMPYCOB Ha OAWH KOMMbIOTEP MOXeT NPUBECTU K O nbkam B
cucTEME 1 MoTepe BaXKHbIX AaHHbIX, Nepes, yctaHoBkor Dr.Web Industrial gns Linux yaanute
C KOMMbtOTepa ApYyrve aHTMBUPYCHbIE NPOrpamMMbl.

nepei-IEHb noaaep>xmBaemMbiXx BEpCVII7I onepaLnnoHHbIX CUCTEM

Mopaep>xunBatotca cneayrowme anctpunbyTmebl GNU/Linux:

Mnardpopma Mopaep>xuBaemble Bepcun GNU/Linux

x86_64 °

x86 °

ARM64 °

Astra Linux Common Edition (Open) 2.12;

Astra Linux Special Edition 1.6 (c kyMynaT/BHbIM NaTyem
20200722SE16), 1.7, 1.8;

CentOS 7, §;

Debian 9, 10, 11, 12, 13;

Fedora 37, 38;

Red Hat Enterprise Linux 7, 8;

SUSE Linux Enterprise Server 12 SP3;
Ubuntu 18.04, 20.04, 22.04, 24.04;
AnbT 8 CI1T;

AnbT Pabouas ctaHuma 9, 10, 11;
AnbT Cepsep 9, 10, 11;

Frocnunnykc IC6;

PEA OC 7.2 MYPOM, PE/Z, OC 7.3 MYPOM, PEZ, OC 8
CentOS 7;

Debian 10;

AnbT 8 CIT;

AnbT Pabouas ctaHuma 9, 10

Astra Linux Special Edition (HoBopoccwuiick) 4.7;
CentOS 7, 8;

Debian 11, 12;

Ubuntu 18.04;

Anbt 8 CI1;

AnbT Pabouas ctaHums 9, 10, 11;
AnbT CepBep 9, 10, 11

PyKOBO,CLCTBO nosab3oBaTenda
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CuctemHble TpeGOBaHVIil U COBMECTUMOCTb

Mnatdopma MNoaaepxuBaembie Bepcnn GNU/Linux
E2K e Astra Linux Special Edition (JleHuHrpaga) 8.1 (C KyMynAaTUBHbBIM
natuem 20200429SE81);
e AnbT 8 CIT;

e AnbT Pabouas crtaHumsa 10;
o AnbT Cepep 10;
e OMNO BK 31b6pyc-8.32 TBI1.00311-28;
e Dnbbpyc-4 MUCT 1.4
ppc6del e CentOS 8;
e Ubuntu 20.04

ZIE B OC 2nb6pyc-A MLCT 1.4 n locamnHyke IC6 paboTa € MaHAATHbIMU YPOBHAMM JOCTyMNa He
noAjep>KMBaeTcs.

Ans npounx anctpmbytmeos GNU/Linux, COOTBETCTBYHOLLMX OMUCAHHBIM TPeboBaHUAM,
nonHaa coBmectmmMocTtb ¢ Dr.Web Industrial ans Linux He rapaHTupyetcs. [Npwu
BO3HWKHOBEHMM NPobHiemM ¢ COBMECTUMOCTbIO C BalLUM ANCTPUOYTMBOM 0bpaTuTech B

TEXHWNYECKYHO NOAAEDXKKY.

TpEGyEMbIe AONOoJIHNTeJ/ibHblé KOMIMNOHEHTbI U NaKeTbl

e [1na pabotbl Dr.Web Industrial a4 Linux B rpaduueckom pexunme TpebyeTtca Hanmume
rpaduueckon noacuncremol X Window System 1 nro6oro meHegxepa okoH. Kpome Toro, ans
KOppeKTHOro otobpaxeHus uHavkatopa Ha naHeam Ubuntu Dock moxeT noTpe6oBaTbcs
Haanume JONONHUTENBHOW BMBAMOTEKM (MO YMOAYaHUIO TpebyeTcs bubanoTeka
libappindicatorl).

e [Ins paboTbl B rpadryeckom pexxmme nporpamMm yCTaHOBKM U yAaNeHMUA, PpacCUMTaHHbIX Ha
peXXnM KOMaHAHOW CTPOKu, TpebyeTca Haanume B cucteme Ntoboro asMmynatopa TepMmHana
(Hanpumep, xterm naum xvt).

e [Ins NOBbIWEHWA NPUBMAETMIA NPOTPaMM YCTaHOBKW W yaaneHna Tpebyetca Haanume
Ntobon 13 yTMANT NOBbIWEHUSA NMPaB: su, sudo, gksu, gksudo, kdesu, kdesudo. s
koppekTHou paboTbl Dr.Web Industrial ana Linux Takoke Heob6xoanmo, UuTobbl B cucTeMe
MCNO/Ib30BaJICA MeXaHU3M ayTeHTudunKaumm PAM.

| Ans ynobHon pabotbl ¢ Dr.Web Industrial gna Linux 13 koMaHAHOW CTPOKMU pekoMeHAyeTCs
: BI/IFOUMTb aBTOAOMOJIHEHNE KOMaHZ B UCMOJ/Ib3YEMOMN KOMaHAHOW 060/104Ke, eC/Iv OHO He
BK/IFOYEHO.

B cnyuae BO3HMKHOBEHWS NMpo6aeM C yCTaHOBKOW TpebyeMbiX JOMONHUTE/IbHBIX MaKeTOB U
KOMMOHEHTOB 06paTunTech K CMPaBOYHbIM PYKOBOACTBAM UCMO/Ib3YEMOro BaMu
ANCTPUOYTVBA OMepaLYIOHHON CUCTEMBI.

PyKOBO,CLCTBO nosab3oBaTenda
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CoBMeCcTMMOCTb C KOMIMOHEHTaMM onepaumnoHHbIX CUCTEM

MoHuTop SplDer Guard ncnonb3yeT cMCTEMHbIA MexaHu3m fanotify.

| Pabota SplDer Guard B ycuneHHOM wnu «napaHouaasbHOM» pexxumMe (C npeABapuUTebHON
& 6710KMPOBKOI JOCTYMNa K eLle He NPOBepPeHHbIM dainam) BO3MOXHa TONbKO Yepes CUCTEMHbIN
mexaHmam fanotify n npm ycnosum, yto agpo OC cobpaHo ¢ akTMBHOW onuyel
CONFIG FANOTIFY ACCESS PERMISSIONS.

CoBMecTMMOCTb C noacucreMamMmm 6e3onacHoOCTU

Mpwn HacTpowkax no ymondaHuto Dr\Web Industrial gnsa Linux He coBMecTMM ¢ noacucteMoim
6e3onacHoctu SELinux. Kpome Toro, no ymonuanuto Dr.Web Industrial gna Linux paboTaet B
pexunme orpaHMYeHHON GyHKUMOHanbHOCTM B cuctemax GNU/Linux, ncnonb3yroLmx
MaHZaTHble MoAenn JocCTyna (HanpumMep, B CMCTeMax, OCHaLLeHHbIX MOACUCTEMOM
MaHgaTHoro goctyna PARSEC, ocHoOBaHHOW Ha NPUCBOEHUN NOAb30BATENSAM L darifiam
Pa3/INYHbIX YPOBHEN NPUBUAETNIA, Ha3blBaeMblX MaHAATHbIMUW YPOBHAMM).

Ansa yctaHoBkun Dr.Web Industrial gna Linux Ha cuctemax ¢ SELinux, a Takke Ha CUCTeMBI,
MCNOAb3YyOLWMe MaHAaTHble MOAEN AOCTyNa, MOXeT noTpeboBaThCs AONONHUTENbHASA
HacTpolka noacMcteM 6€30MacHOCTU ANS CHATUA OTPaHUYEHUIN B QYHKLMOHMPOBAHUN
Dr.Web Industrial gns Linux. lMoapo6bHee cM. pa3aen Hactporika noacncrem 6e30n0acHoOCTU.

PyKOBO,CLCTBO nosab3oBaTenda
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5. /lnueHsnpoBaHune

MNMpaBa nonb3oBaTens Ha ncnonb3oaHme konum Dr.Web Industrial ans Linux noatesepxaatotca
N PErYANPYIOTCA NNLEH3NEN, NpuobpeTeHHOM Noib3oBaTeseM Yy koMnaHum «loktop Be6»
AN ee napTHepoB. [NapamMeTpbl ANLLEH3UK, PEryAMpYrOLMeE NpaBa Noib30BaTeNs,
yCTaHOB/IeHbl B COOTBETCTBUM C JIULIEH3UOHHbIM coralleHvieM O, ycnosms KOToporo
NPUHUMatoTCA Nosb3oBaTteneM npu yctaHoke Dr.Web Industrial gns Linux Ha cBoin
KomnbtoTep. B nnueH3nm dukcmpyetca nHdopmaumsa o noab3oBaTene U NpoJasLe, a Takke
napamMeTpbl UCNO/Ib30BaHWUA MPUOBPETEHHOW KoMK NPOAYKTa, B YaCTHOCTK:

e NnepeyeHb KOMMOHEHTOB, KOTOPbIE Pa3peLLeHO NCMOb30BaTh AAHHOMY NOAb30BaTENIO;
e Mepuog, B TeYeHNE KOTOPOro paspelueHo ncnoabsoBaHne Dr.Web Industrial ansa Linux;

* pyrve orpaHNyeHuns (B YaCTHOCTW, KOIMYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLleHo
ncnosb3oBatb NpuobpeteHHyro konuto DrWeb Industrial ans Linux).

Ka>xaon MueH3nmn Ha ncrnonb3oBaHve NPorpamMMHbIX MPOAYKTOB KOMMNaHun «/Joktop Beb»
COMOCTaBJ/IEH YHWKa/IbHbI CEPUNHBI HOMEP, @ Ha JI0KaJIbHOM KOMMbIOTEPE C IMLLeH3nen
CBA3bIBAETCA CNeumnanbHbln Gann, peryampyowmin paboty komnoHeHtoB Dr.Web Industrial
Ana Linux B cootBeTcTBUM C NapameTpaMu anueH3nn. OH Ha3biBaeTCsa JIUYEH3UOHHbIM
K/r04YesbiM ¢haliiom.

Ans npesBapuUTENbHOIO 03HAKOMJIEHWUS C BO3MOXHOCTAMU NPOAYKTa Bbl MOXeTe
aKTUBMPOBaTb 0eMOHCMPAayuoHHsIU nepuod. MNpu aKTMBaLUN AEMOHCTPALMOHHOrO Nepnosa
Bbl MOJlyyaeTe NPaBoO Ha NOJHOLEHHOE NCMNO/b30BaHWe ycTaHoBAeHHOW konun DrWeb
Industrial gna Linux B TeuyeHme BCero aToro nepnoja, eCAn He HapyLleHbl YCIOBUS €ro
akTMBauuun. MNpu 3ToM Takke aBTOMaTUYeckn GopMUpyeTcs cnewLmanbHblil kKnroueBon dain,
Ha3blBaeMblil 0eMOHCMPAYUOHHBIM.

YT06bl BOCMOAb30BaThCA 4EMOHCTPALIMOHHBLIM NEPUOA0M, 3anonHnTe dopmy . Kaxabii
3anpoc paccMaTpuBaeTcs B UHANBUAYabHOM Nopsajake. B ciyyae nonoxmntenbHOro peLleHums
Mo ykazaHHOMY BaMW aZpecy 31eKTPOHHOW NouTbl ByAeT BblC/aH CneLyuanbHbli CEPUNHbIN
HOMEpP MAM apXUB C AEMOHCTPALMOHHBLIM KNHOUYEBbIM haiioMm.

Mpwn OTCYTCTBMM AENCTBYIOLWEN TNLEH3NU NN aKTUBUPOBAHHOIO AEMOHCTPALIMOHHOIO
nepuoja (B TOM uMcae, eciv CPOK AeUCTBMA paHee NPUOBPEeTEHHOM NNLIEH3UK UK
AEMOHCTPALMOHHBIV MEePUOZA 1UCTekK), aHTUBUpPYCcHble GyHkumnn Dr.Web Industrial gns Linux
610KMpPYIOTCA, KPOME TOTO, CEPBUC PerynsipHbix 06HOBAEHNI BUPYCHbIX 6a3 Dr.Web c
cepBepoB 0H6HOBAEHWN KOMNaHUKN «[JokTop Beb» cTaHOBMTCSA HegoCTynHbIM. OfHaKo nMeeTcs
BO3MOXHOCTb akTMBuMpoBaTb Dr.Web Industrial gnsa Linux, nogkaroumB ero k cepsepy
LEeHTPan30BaHHOM 3aLLUNTbl aHTUBUPYCHON CETU NPEANPUATUSA AN aHTUBUPYCHOM CETH,
OpraHM30BaHHOW MHTePHEeT-NpoBanaepoM. B aTom ciyvae ynpaBaeHne aHTUBUPYCHbIMU
bYHKUMAMU 1 OBHOBAEHMAMU KOMUW NPOAYKTa, YCTAHOB/IEHHOM Ha KOMMbIOTEPE B COCTaBe
aHTMBUPYCHOW CeTW, BO3/1araeTca Ha cepBep LLeHTPalN30BaHHOM 3aLlumThbl.

PyKOBO,ELCTBO nosab3oBaTenda
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6. YcTaHOBKa u yaaneHue

B 3TOM pa3zene onucbiBaloTCA Npoueaypbl ycTaHOBKM 1 yaaneHua Dr.Web Industrial ans Linux,
a Takke npoueaypa NoayvyeHus TekyLmMx OOHOBNEHWI 1 NpoLedypa Nepexosa Ha HOBYHO
BEPCMIO, €C/IN Ha BalLeM KoMMbroTepe yxke yctaHoBaeH Dr.\Web Industrial gna Linux 6onee
paHHen Bepcum.

Kpome 3TOro, B 3TOM pasgene onvcaHa npoesypa BbIbOPOUYHOMN YCTAHOBKM U yaaneHus
komnoHeHToB Dr.Web Industrial ana Linux (Hanpumep, Ans ycTpaHeHUs oWwWnb0K, BO3HMKLINX B
npouecce akcnayataumm Dr.Web Industrial gns Linux, nan ans yctaHoBku npogykTa €
OrpaHnYeHHbIM HabopoMm GYyHKLMI) M HAacTpoWNKa paclUMPeHHbIX MoacnucTeM 6e3onacHoCTH
(Takmx kak SELinux), 4to MoxeT noTpeboBaTbCA NPU YCTAHOBKE MM B MPOLLecce 3KCnayaTaumm
Dr.Web Industrial gas Linux.

[lns ocyulecTBNeHNsA 3TUX onepaLnin HeobxoanMMbl NpaBa cynepnoab3oBaTtens (06bIYHO
nonb3oBatens root). ns nonyyeHuns npae cyneprnosib3oBaTeNs NCNONb3YUTe KOMaHAy CMEHbI
NoAb30BaTeNA su UAM KOMaHZAy BbIMOJHEHWA OT UMEHW APYroro noab3osartens sudo.

| He rapaHtupyetcs coBmectumoctb Dr.Web Industrial gnsa Linux ¢ aHTUBMpPYCHBIMM

& nporpaMMamun Apyrux NpounsBoauTenei. Tak Kak ycTaHOBKa ABYX aHTVBMPYCOB Ha OfWH
KOMMbHOTEP MOXKET NMPMBECTU K OLLImbKam B paboTe onepauMoHHONM cUCTEMbI U MoTepe
Ba>XHbIX AaHHbIX, nepey yctaHoBkon Dr.Web Industrial gns Linux HactosTenbHO
peKoMeHayeTCs yAanuTb C KOMMbOTEPa aHTUBMPYCHbIE MPOTrpaMMbl APYrx
Npov3BOAUTENEN.

Ecnn Ha Ballem KomnbtoTEpE YXKe MMeeTCa APYro aHTUBMPYCHBIA NpoaykT Dr.Web,
YCTaHOBNEHHbIN M3 YHMBEPCalbHOIO NakeTa (. run), U Bbl XenaeTe yCTaHOBUTb ellje OAMH
aHTUBMPYCHbIV NpoaykT Dr.Web (Hanpumep, y Bac U3 yH1MBepCasbHOro nakeTta yCTaHOB/EH
npoaykt Dr.Web Server Security Suite, 1 Bbl XOTuTE B JONONHEHNE K HEMY YCTaHOBUTb
Dr.Web Industrial gns Linux), To npesgBaputenbHO ybeamnTech, UTO BEPCUS yxe
YCTaHOBJIEHHOTO MPOJyKTa coBnajaeT ¢ Bepcvein Dr.Web Industrial gnga Linux, koTopyto Bbl
naaHupyeTe ycTaHOBUTL. EC/IM Bepcus, KOTOPYHO Bbl cO6MpaeTech YCTaHOBUTL, HOBEE, YeM
BepcuA NpoJayKTa, KOTOPbIN Yy>Ke YCTaHOBJ/IEH Ha BalleM KOMMbtoTepe, nepes Hayaaom
YCTaHOBKM JONONHUTE/IbHOTO NPOAyKTa O6HOBUTE YXKe YCTaHOBAEHHbIV NPOAYKT 4O BEPCUM
Dr.Web Industrial gns Linux, KOTOpPYtO Bbl XOTWTE YCTAHOBUTb AOMOJHUTE/LHO.

|El,OI'IOJ'IHI/‘ITGJ'IbHOi

e YcrtaHoBka Dr.Web Industrial ans Linux

e O6HoBneHne Dr.Web Industrial ansa Linux

e Ypaanenve Dr.Web Industrial ans Linux

e Hactpoika noacucrem 6e3onacHoCcTu

o [laketbl 1 dannbl Dr.Web Industrial ana Linux

e BbibOpoUHble ycTaHOBKA U yaaneHne KOMNOHEHTOB

PyKOBO,CLCTBO nosab3oBaTenda
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6.1. YcraHoBka Dr.Web Industrial ana Linux

Bbl moxxeTe yctaHoBUTL Dr.Web Industrial ana Linux ogHMM 13 aByx cNoCcO60B:

1. 3arpy3uB c cailTa komnaHun «/loktop Be6» ycTaHOBOUHbI dalin, NpeAcTaBAAIOWMIA cOHOM
yHVBepCanbHblM NakeT Ana Unix-cmcTeM, CHab>KeHHbIN NPOrpaMMon YCTaHOBKM B pexmmMe
KOMaHAHOM CcTpoku. [lnsa ee paboTbl B pexurme rpaduyeckoro paboyero crona
HeobXoAMMO Haanume asmynaTopa TepMuHana.

2. BbinonHue yctaHoBky Dr.Web Industrial gna Linux B Buge Habopa HatuBHbIX NakeToB (AN
3TOro noTpebyeTca NOAKNOUNTLCA K COOTBETCTBYHOLLIEMY PEMO3UTOPUIO MakeTOB KOMMaHMM
«[lokTop Beb»).

| B Anbt 8 CIM m apyrmnx OC, MCNOAb3yHOLKX YCTapeBLLVE BEPCUM MAKETHOrO MeHeaXepa,
g pekomeHgayeTcs yctaHaBavBaTte Dr.Web Industrial gns Linux n3 yHvBepcanbHOro nakerta.

Mocne ycraHoskm Dr.Web Industrial gns Linux nogcmuctema IMA/EVM OC AnbTt 8 CIM 11100-
01 MO>eT BblaBaTh NpeaynpexaeHne 0 BO3MOXHOM HapyLLeHUN LeNoCTHOCTU. YToObI
m3bexkaTb 3TOro npeaynpexaeHus, nocae yctaHosku Dr.Web Industrial gns Linux
BbIMOJIHUTE KOMaHAY:

# integalert fix

OC AnbT 8 CIM 11100-02 1 OC AnbT 8 CI 11100-03 He nosBep>KeHbl 3TOM Npobaeme.

| Mocne ycraHoBkm Dr.Web Industrial gns Linux nto6bIM 13 yka3aHHbIX B 3TOM PYKOBOACTBE
‘ Ccnoco6oB B Hauane paboTbl BaM MNOTPeLYeTC aKTMBMPOBATh JINLEH3VIO UAN YCTaHOBUTb
kntoueBor parin. Kpome Toro, Bbl MoxeTe noakntounte Dr.Web Industrial gas Linux k

cepBepy LEeHTpann3oBaHHOW 3aLwutbl (NogpobHee cM. pa3gen JluueHsnpoarue). [lo Tex
mop, Noka Bbl 3TOTO He caenaete, PyHKYUU aHmMugupycHol 3awjumel 6y0ym omKk/rYeHsl.
Kpome Toro, B psise ciyyaeB HeO6XOAMMO BbINMOJIHUTE OCHOBHYKO HaCTPOMKy 6a30BOl
dyHKumoHanbHoctn Dr.Web Industrial gns Linux, kak onvicaHo B pa3gene Hauano paboTbl.

Dr.Web Industrial gns Linux, ycTaHOBAEHHbIN H06bIM M3 PAaCCMOTPEHHbIX B 3TOM paszene
CNoco60B, Bbl MOXeTe BMOCAEACTBUM YAANUTb UAN OOHOBUTL MPY HAANUMK UCNPaBAEHUI ANs
BXOAALLMX B HEFO KOMMOHEHTOB AW BbIxoge HoBoW Bepcumn Dr.Web Industrial gns Linux. Mpwu
HeobXoAMMOCTM BbIMONHUTE Takxke HacTponky noacucreM besonacHoctv GNU/Linux ans
KoppekTHou paboTbl Dr.Web Industrial gna Linux. Mpv BO3HWKHOBEHUN NpobaeM ¢
PYHKLUNOHNPOBaHNEM OTAE/IbHbIX KOMMOHEHTOB Bbl MOXETE BbIMOAHUTb UX BblOOPOYHYIO
YCTaHOBKY W yaaneHuve, He yaansaa Dr.Web Industrial gns Linux weankom.

PyKOBO,CLCTBO nosab3oBaTenda
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6.1.1. YctaHOBKa yHMBepcasbHOro nakerta

YHuBepcanbHbin nakeT Dr.Web Industrial gns Linux pacnpoctpaHseTcs B BUAe YCTaHOBOYHOIO
darina c uMeHeM drweb-<gepcus>-industrial-linux-<niamgopma> . run, rae
<n1amgopma> — CTPOKa, yKa3blBatoLas TMn naatGopmMbl, 419 KOTOPOW npesHa3HayeH
Dr.Web Industrial ans Linux (ana 32-6utHbix naatdopm — x86, ana 64-6UTHbIX N1aTdopm —
amd64, arm64, e2s U ppc64el), Hanpumep:

drweb-11.1.0-industrial-linux-amd64.run
@ [anee B gaHHOM pa3zenie pyKoBOACTBA MMS YCTaHOBOYHOTO daina, COOTBETCTBYHOLLEE

dopmaTy, ykazaHHOMY Bbille, 0603HaYaeTcs Kak <umMms ¢alina .run>, a nNyTb K 3ToMy darny
— Kak <nyme K ¢patiny .run>.

Bepcua Dr.Web Industrial gns Linux onpesenseTtca nepBbIMU ABYMS UACAaMMU,
pa3zeneHHbIMU TOUKOM, B MMEHU YHMBEPCaNbHOTO MakeTa.

UTo6bI ycTaHOBUTL KOMNOHeHTbl Dr.Web Industrial ansa Linux

1. Ecnm y Bac OTCyTCTBYET YCTaHOBOYHbIN dalin (yHMBEepCaNbHbIA NaKeT), 3arpy3unTe ero ¢
oduumansHoro caita @ komnanum «Joktop Beb».

2. CoxpaHuTe yCTaHOBOUHbIN dai/l Ha XeCTKUIM ANCK KOMTMboTepa B IH0H60M JOCTYNHbIV A4
3anucu KaTanor (Hanpumep, /home/ <username>, rae <username> — VMS TEKYLLEro
noJib3oBaTens).

3. Pa3pelunTe ncnosHeHune paina, Hanpumep, KOMaHLOM:

# chmod +x <nyms k ¢atliny .run>

4. 3al'IyCTVITe €ro Ha BblNMOJIHEHWE KOMaHAOIZZ
# <nyme k ¢patiny .run>

WAN BOCMONb3YNTECh CTaHAAPTHbIM GaliNoBbIM MEHeAXEePOM Ballel rpapuyeckom
060/104KM KaK A1 U3MEHeHWs CBOMCTB daiina (NpaB AoCTyna), Tak U ANs ero 3anycka.

@ B cnyuae yctaHoskm Dr.Web Industrial gns Linux B cpege OC Astra Linux SE Bepcuii 1.6 1

: 1.7, paboTatoLei B pexxvme 3amkHymoUl npoepammHoli cpedsl (3MC), MOXeT NpomnsonTu
0TKa3 B 3amnycke NpOrpamMmMbl YCTaHOBKM M3-3a OTCYTCTBUs OTKPBLITOrO K/ioYa KOMMaHWm
«[lokTtop Beb» B cnvcke AOBEPEHHBIX KtOYen. B 3ToM ciyyae HEOHXOAMMO BbIMOAHUTb

npeABapuUTENbHYHO HacTpoiKy pexkiuma 3IMC (cm. Hactpoiika 3anycka B pexume 3MC (Astra
Linux SE, Bepcun 1.6 1 1.7)), nocne yero 3anyctutb NPOrpamMmy yCTaHOBKM MOBTOPHO.

Mpwv 3TOM ByaeT NpoBepeHa LieN0CTHOCTb apX1Ba, 3aTeM Galbl, cofepKallmecs B apxmee,
6yayT pacnakoBaHbl BO BPEMEHHbI KaTaaor 1 aBTOMaTU4eckun 3anyCcTuTca nporpaMmma
ycTaHOBKW. Eciv 3anyck 6bin OCyLLecTBAeH He C MpaBaMu Cynepnosib3oBaTtens, TO
nporpamMmMa ycTaHOBKM aBTOMaTU4YeCKN MOmMbITaeTca NOBbICMTb CBOW NpaBa, 3anpocuB
naponb (Mcnonb3yetca yTmamnTa sudo). ECam nonbiTka NOBbILWEHUA NPaB OKOHYMTCA
Heyaauew, ycTaHOBKa byaeT oTMeHeHa.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecnv pasgen dainoBol cuctembl, Cogepkallnin BpeMEHHbIN KaTaaor, He MeeT
[0CTaTOYHOro KoJiMyecTBa CBOBOAHOrO MecTa A/ifi pacrnakoBKU AUCTPUOYTMBA, MpoLecc
ycTaHOBKV ByAeT 3aBeplLUeH Noc/e Bbi4aun COOTBETCTBYHOLLLErO coOobLieHVs. B 3Tom ciyuae
NOBTOPUTE PACMakoBKy, M3MEHMB 3HAUEHWE CUCTEMHOM NEPEMEHHON OKPYXXeHWs TMPDIR
TakMMm o6pa3om, UToObl OHa yKasblBana Ha Katasior B pasgene GaioBON cUCTEMBI,
VMetoLL,eM JOCTaTOYHOE KOJIMYECTBO CBOHOAHOTO MecTa. Takke Bbl MOXeTe
BOCMOJ/Ib30BaTbCA KIHOUOM PACMakoBKW B YKa3aHHbIN Katanor —-target (CM. pasgen

Bbl60pOHHble YCTaHOBKA W yaaneHune KOMMOHEHTOB).

Mocne 3TOro 3anycTuTCca NporpamMmMa YCTaHOBKW ANS pexxrMa KOMaHAHOW CTPOKK (a9 ee
paboTbl B pexxmme rpadumyeckoro pabouero crtosia HeOH6XOANMO Hannume amynaTopa
TepMuHana).

5. Cnepyvite MHCTPYKUMAM NPOrpamMMbl YCTaHOBKMW.

VimeeTcss BO3MOXHOCTb 3anyCTUTb NporpaMmy yCTaHOBKM B MONHOCTbHO aBTOMaTU4e€CKOM
pexXnmMme, BbIMOJIHMB KOMaHAY:

# <nyme k ¢paliny .run> -- --non-interactive

B 3TOM cnyuvae nporpamma yctaHOBKM ByAeT 3anylieHa B MONHOCTbIO aBTOMATUYECKOM
pexunme, 6e3 nokasa Ananoros NPoOrpaMmbl YCTaHOBKM ANS peXXMMa KOMaHAHOW CTPOKMW.

@

Vicnonb3oBaHWe 3TOM ONUMM O3HayaeT, YTo Bbl COrlallaeTech € ycA0BMAMU JIMLEH3NOHHOTO
cornawenus Dr.Web. O3HakomMuUTbCs € TeKCTOM JIULEH3MOHHOTO COTr/alleHns Nocae
yctaHoBku Dr.Web Industrial gns Linux Bbl MO>XeTe, mpounTaB

dann /opt/drweb.com/share/doc/LICENSE. PacwmpeHve daina ykasbiBaeT A3bIK, Ha
KOTOPOM HanucaH TeKCT JIMLEH3VOHHOTO cornaleruns. ann LICENSE (6e3 pacluvpeHus)
XpaHuUT TekcT JIMueH3noHHoro cornatleHns Dr.Web Ha aHramickom si3bike. Eciv Bbl He
cornacHbl ¢ ycnoBuamm JIMLEH3MOHHOTO COralleHns, Bam caegyeT yaanuts Dr.Web
Industrial gns Linux nocne yctaHOBKM.

3anyck nporpamMmbl YCTaHOBKW B MOJIHOCTbIO aBTOMaTUYECKOM pexume TpebyeT Hanmuus
npaBs cynepnob3osaTtens (06blYHO Noab30oBaTens root). [lna NOBbILLEHNA NPaB Bbl MOXeTe
MCMoNb30BaTb KOMaHAy su Win sudo.

Ecnm Baw guctpmbymme GNU/Linux ocHalleH nogcuctemoi 6esonacHoctu SELinux, To
BO3MOXHO BO3HWKHOBEHWE CUTyalmu, Koraa paboTta nporpammbl ycTaHOBKU byaeTt
npepBaHa nogcncremon 6esonacHocTn. B aTom cnyuae Bam HeOBXO4MMO BpeMeHHO
nepesectu SELinux B paspewarowjuli (Permissive) pexumM, Ais Yero BbIMOJHUTE KOMaHZY:

# setenforce 0

[Mocne storo nepesanycrtiute nporpamMmmy yCtaHOBKW. Takke B 3TOM Cnydae Nno OKOHYaHUU
npouecca yCTaHOBKN HEO6XOAVIMO BbIMO/THUTb HaCTpOVle noautuk 6esonacHoctu SELinux,
yTOObLI B ,D,aﬂbHel‘/ﬁLLIGM AHTMBUPYCHbIE KOMMOHEHTbI pa60Tam/| KOPPEKTHO.

Bce YCTaHOBOYHbIE q)al7|f|b|, N3BJIEHYEHHbIE N3 apXMBa, 6yAyT adBTOMaTM4eCKn yaaneHbl no
OKOHYaHUWN YCTaHOBKMW.

PyKOBO,ELCTBO nosab3oBaTenda
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| PekomeHayeTcs coxpaHutb Gain . run, U3 KOTOPOro MNPOU3BOANIACH YCTAHOBKA, A1
BO3MOXHOM nepeyctaHoBku Dr.Web Industrial gnsa Linux nam ero KoMnoHeHToB B
nocneaytouiem, 6e3 06HOBNEHUA €r0 BEPCUN.

MNocne 3aBepLUeHNA YCTaHOBKK, B rpaduryeckon obonouke pabouero ctona, B MEHIO
MpunoxkeHuns, nossutca rpynna Dr.Web, cogep>xawas nyHkt Dr.Web Industrial gna 3anycka

npoaykta B FQaQVILIeCKOM peEXnMeE.

3HauvokK NHAWMKATOPa COCTOAHUA NporpamMmMbl NOABUTCA B obnactu yBegomMaeHunaA pa6oqero
CTONa aBTOMaTUn4eCkKMn nocse noBTOPHOIo BXOA4a NMOJib30BaTENA B CUCTEMY.

@ [na xoppektHo paboTtbl Dr.Web Industrial gna Linux sononHuTenbHO MOXeT noTpeboBaThes

‘ YCTaHOBUTb MaKeTbl, MepeyYncieHHble B pasgene CuctemHble TpeboBaHWA U COBMECTMMOCTb
(Hanpumep, BUBANOTEKY MOAAEPIKKM NCMONHEHNA 32-OUTHBIX MPUAOXKEHUN ANA 64-6UTHO
nnathopmel, a Takke 6ubavoTeky libappindicatorl ANf KOPPEKTHOro oTobpakeHUs
MHAMKATOPA COCTOAHMA NPOrpaMMbl B 061aCTv yBeAOMAEHNU paboyero ctona).

6.1.1.1. YcTtaHOBKa B pe>xnumMme KOMaHAHOW CTPOKU

Mocne 3anycka NporpaMMbl YCTaHOBKM, paboTatoLel B pexrme KOMaHAHOM CTPOKM, Ha
3KpaHe NOSABUTCA TEKCT MPUTAALLIEHUS K YCTaHOBKE.

1. [lna Hayana yCcTaHOBKM OTBETbTE Yes UAM Y Ha 3anpoc «Bbl XOTUTe NPoAoXKnTb?». YTOObI
0TKa3aTbCs OT YCTaHOBKM, BBeAWTe No uaum N. B 3ToM cnyvae paboTa nporpamMbl yCTaHOBKM
byneT 3aBeplLueHa.

2. [anee nepep Ha4anoOM yCTaHOBKM BaM HEOHXOAMMO O3HAKOMMUTLCS C TEKCTOM
JInueH3noHHoro cornaweHns kKoMnaHum «loktop Beb», kotopbin 6yaeT BbiBeeH Ha
3KkpaH. [lna nepennctoiBaHUsA TeKCTa COrnalleHns nonb3yntech knasuwamm ENTER
(mepenucTbiBaHWe TekcTa Ha oAHY cTpouky BHU3) n NMPOBEJ] (nepenvctbiBaHue TekcTa BHA3
Ha 3KpaH).

@ MepenncTbiBaHWe TekcTa JIMLEH3MOHHOTO CoTrallieHus Hasag, (BBepx) He MpeayCcMOTPEHO.

3. Mocne npouteHus JIMLLEH3MOHHOIO CornalleHms BaM byaeT NpeAnoXeHO NPUHATb ero
ycnoBus. BBeaute Yes nam Y, ecav Bbl NpUHUMAaeTe YCI0BUSA, U No UAN N, eC/iv Bbl He
CornacHbl € ycnoBmsamm JIMLLEH3MOHHOrO coralleHus. B cnyyae otkaza ot npuHATMA
ycnoBuin JINLEH3NOHHOTO cornalleHnsa paboTta nporpaMmbl yCTaHOBKM ByaeT 3aBeplLueHa.

4. Mocne NpUHATUA YCNOBUI JIMLIEH3MOHHOIO CoralleHns aBToMmatnyecku byaeT 3anyLieH
npoLecc yCTaHOBKM Ha KOMMboTep koMnoHeHToB Dr.Web Industrial gns Linux. Mpwu 3Tom
Ha 3KpaH 6yzeT BbIBOANTLCA MHPOPMALIMA O XOZe YCTaHOBKMN (XKypHan yCTaHOBKW),
BK/ItOUatoLWas B cebs nepeyeHb ycTaHaBANBAEMbIX KOMMOHEHTOB.

5. Mo OkOHYaHMM NpoLLecca yCTaHOBKM MPOrpaMma yCTaHOBKM 3aBepLUNT CBOHO paborTy.

PyKOBO,CLCTBO nosab3oBaTenda
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B cnyyae BO3HUKHOBEHMA OWNOKM Ha 3KpaH ByaeT BbiBEJEHO COOTBETCTBYHOLLEe cOObLeHMe C
onucaHveMm owmnbku, nocne Yero paboTta nporpammbl YCTaHOBKM ByaeT 3aBepLueHa. Ecau
yCTaHOBKa 6blna npepBaHa 13-3a owmnbkn, ycTpaHnte npobaembl, Bbi3BaBLUME OLUNOKY
YCTaHOBKMW, N MOBTOPUTE MPOLLEeCC YCTaHOBKN 3aHOBO.

[ns Hayana paboTbl ¢ yctaHOBAeHHbIM Dr.Web Industrial gnsa Linux Bocnonb3yiitech ntobbiM
YyAOOHbIM Ans Bac cnocobom 3anycka.

6.1.2. YctaHOBKa U3 peno3ntopus

HaTueHble naketbl Dr.Web Industrial ans Linux HaxoaaTcs B oduumansHoMm penosutopumn 4
Dr.Web. Mocne pgobasneHuns penosuntopma DrWeb B cnncok penosuntopures, NCNOAb3yeMblX
MeHez>XKepoM MakeToB Baller onepaLMoOHHOWN CUCTEMbI, Bbl CMOXETe yCTaHaB/MBaTb €ro B
BM/E HaTMBHbIX NMaKeTOB A5 OMepaLVOHHOM CMCTEMbI Tak Xe, Kak 1 ftobble apyrue
nporpaMMbl 13 peno3nMTopreB Ballen onepaLmoHHON cncteMbl. HeobxoanMble 3aBUCUMOCTY
6yayT paspeluatbca aBToMaTnueckn. Kpome toro, npu yctaHoske Dr.\Web Industrial gns Linux
13 NOAKNOYEHHOrO perno3nTopumsa nakeTHoli MeHeakep OC obHapyknBaeT 06HOBAEHNS BCEX
komnoHeHToB Dr\Web v npeanaraet nx ycTaHOBKY.

@ Ans poctyna k penosutoputo Dr.Web TpebyeTca nogkntoueHmne K MHTEPHETY.

Bce HkenpvBeseHHbIE KOMaH/b! ANA NOAKNOYEHMA PENO3UTOPUEB, UMMOPTUPOBAHUA
KNFOYel, YCTaHOBKM W YAaNeH/s nakeToB AOJIXKHbI ObiTb BbINMOAHEHb! C MPaBamMu
cynepnonb3osatens (06blYHO Noab3oBaTens root). Ana nonyveHs COOTBETCTBYHOLLMX NpaB
MCMO/b3YITe KOMaHAY CMeHbl MNONb30BaTeNA su WAN KOMaHAY BbINMOAHEHWUS OT UMEHW

Apyroro nosb3oBaTtensa sudo.

Huxe npueeaeHbl npoueaypbl ans cneayrowmx OC (MeHeaXKepoB NakeToB):

e Astra Linux, Debian, Mint, Ubuntu (apt);

e AnbT (apt-rpm);

e Mageia, OpenMandriva Lx (urpmi);

e Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);
e SUSE Llinux (zypper).

Astra Linux, Debian, Mint, Ubuntu (apt)

1. Penosutopuin ans 3tmx OC 3awmieH undposon noanuceto «Joktop Beb». ina goctyna K
Peno3nToOpuMIo MMNOPTUPYITE N A06aBbTE B XPaHUIMLLE MAakeTHOro MeHe xXepa Katou
UMdpPOBOM NOAMNNUCK, BBINMONHUB KOMaHAY:

# wget https://repo.drweb.com/drweb/drweb.gpg -0 /etc/apt/trusted.gpg.d/drweb.gpg

PyKOBO,CLCTBO nosab3oBaTenda
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@ Kntou umdposoin noanucy «Joktop Beb» paHee ycTaHaBAVBaiCS C MOMOLLLIO YTUAUTbI

: apt-key, KOTOpas Npu3HaHa ycTapeBLUEel U He PEKOMEHAYeTCs AN UCMONb30BaHUs.
Kpome TOro, TEmepb Ans xpaHeHus karoyer nognmcy paspabotumkm OC pekomMeHayHoT
MCMoJib30BaThb KaTanor /etc/apt/trusted.gpg.d BMecTo
danna /etc/apt/trusted.gpg. BBugy atoro npu BbinosHeHnn yctaHoBku Dr.Web
Industrial gns Linux n3 peno3sutopusi, ecam Koy noAnucy yCTaHOB/EH B
Katasnor /etc/apt/trusted.gpg, KOMaH4a apt-get update (CM. HUXKE) BblAACT
cepyrollee npeaynpexzaeHne: Key is stored in legacy trusted.gpg keyring
(/etc/apt/trusted.gpg), see the DEPRECATION section in apt-key(8)
for details. YcraHoBka Dr.Web Industrial gns Linux npu aToM npogoaxvtca B 06bI4HOM
pexume, a PyHKLUMOHaNbHOCTb MPOAYKTa He noctpagaet. YTtobbl NpeaynpexaeHne 6onblue
He BbIBOAWIOCH MPW YCTaHOBKE WK NepeycTaHOBKe NMpoaykToB «/loktop Beb», yctaHoBUTE
K/HOY MOAMUCK KaK YKa3aHo BbliLLe.

2. YTO6bI NOAKNHOUNTE PEMO3UTOPUI, BEINONHUTE KOMaHAY:

# echo "deb https://repo.drweb.com/drweb/debian 11.1 non-free" > /etc/apt/sources.list.d/drweb.list

@ Bbl MO>KeTe BbIMNOMHUTL MyHKTI 1 1 2, 3arpy3ue crietmanbHbli DEB-naketr ' n ycraHosvs
: ero.

3. [nsa yctaHoBku Dr.Web Industrial ans Linux n3 peno3ntopms BbIMOAHUTE KOMaHZbI:

# apt-get update
# apt-get install drweb-industrial-workstations

YcTaHOBKa TakXkKe MOXeT OCYLLECTBAATLCA C MOMOLLbIO a/lbTEPHATUBHBIX MEHEeAXEPOB
(Hanpwumep, Synaptic nau aptitude). Kpome TOro, anbTepHaTMBHbIE MEHEAXKEPbI, Takne Kak
aptitude, pekoMeHayeTcs NCNONb30BaTb ANA Pa3peLleHns KOHPANKTA NakeToB, eCAN OH
BO3HWKHET.

Anbt (apt-rpm)
1. YTO6bI MOAKNOUNTL PEMO3UTOPUIA, A0BABLTE CAEAYHOLLYO CTPOKY B
danin /etc/apt/sources.list.d/drweb-apt-rpm-<arch>.list:

rpm http://repo.drweb.com/drweb/altlinux 11.1/<arch> drweb
rae <arch> — o6o3HaveHMe NCNOob3yeMOW apXMTEKTYPbl MakeToB:
e ana 32-pa3pAaAHON Bepcmun: 1386;
o ana apxutektypbl AMD64: x86  64;
o ana apxutekTypbl ARM64: aarch64;
e anqa apxutektypbl E2K: e2s;

e ana apxutekTypbl IBM POWER (ppcb4el): ppcodle.

PyKOBO,ELCTBO nosab3oBaTenda
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2. Mepeg yctaHoBkon Dr.Web Industrial gna Linux Ha komnbtoTepe apxutekTypbl E2K noa
ynpasneHvem OC AnbT fo6aBbTe B palin /etc/rpmrc cieayrolime CTpoKu:

arch compat: e2kvd: eZs
arch compat: e2k: e2Zs
arch compat: e2s: noarch

3. Yrtobbl yctaHoBUTL Dr.Web Industrial ans Linux n3 penosmntopwms, BbINOJHNTE KOMaHAbI:
# apt-get update

# apt-get install drweb-industrial-workstations

YcTaHOBKa Takxke MOXET OCyLLeCTBAATLCSA C MOMOLLIO a/lbTEPHATUBHbBIX MEHEAXEPOB
(Hanpumep, Synaptic nam aptitude).

Mageia, OpenMandriva Lx (urpmi)
1. MoakntounmTe peno3nTopmnin C NMOMOLLbIHO KOMaHAbI:

# urpmi.addmedia drweb https://repo.drweb.com/drweb/linux/11.1/<arch>/

rae <arch> — o603HauveHMe UCNOo/Ib3yeMO apXUTEKTYPbI MakeTOB:
e ana 32-pa3pAaAHON Bepcuun: 1386;
e AN 64-pa3pAjHON BEPCUN: x86 64,
2. [na yctaHosku Dr.Web Industrial gns Linux n3 penosntopmsa BbIMOJHUTE KOMaHAY:

# urpmi drweb-industrial-workstations

YCTaHOBKa TakXKe MOXEeT OCYLLECTBAATLCSA C MOMOLLbIO a/lbTEPHATUBHbIX MEHEAXEPOB
(Hanpumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

1. [JobaBbTe Palin drweb.repo CO CIeAYHOWMM COAEPXUMbIM B
Katanor /etc/yum.repos.d:

[drweb]

name=DrWeb - 11.1
baseurl=https://repo.drweb.com/drweb/linux/11.1/Sbasearch/
gpgcheck=1

enabled=1

gpgkey=https://repo.drweb.com/drweb/drweb. key

l Ecan naaHNPYyeTCA 3anncaTtb BbllLleyKa3daHHOE COAepXMMOE B ¢a|7|n NP NOMOLLLM KOMaHAbI
TMNa echo C nepeHanpaBaeHNEM BbIBOAA, CUMBOJI S cneayetT sKpaHMpoOBaThb: NS

Bbl MO>eTe BbIMOAHUTL NYHKT 1, 3arpy3uB cneumanbHbii RPM-naket @ u YCTaHOBWB €ero.

2. [nsa yctaHoBkn Dr.Web Industrial gns Linux n3 peno3ntopms BbIMOJHUTE KOMaHAY:

# yum install drweb-industrial-workstations

PyKOBO,CLCTBO nosab3oBaTenda

38


https://repo.drweb.com/drweb/drweb-repo11.1.rpm

A7 L4
i\

-
.

YctaHoBKa u yaanenue | 39

B OC Fedora, HaumHasa c Bepcun 22, peKoMmeHayeTc BMeCTO MeHexKepa yum
MCNoJIb30BaTb MeHeaXXep dnf, Hanpumep:

# dnf install drweb-industrial-workstations

YcTaHOBKa Takke MOXeT OCYyLLeCTBAATLCA C MOMOLLbIO a/lbTEPHATUBHbIX MEHEXKEPOB
(Hanpumep, PackageKit nam Yumex).

SUSE Linux (zypper)
1. YT06bI NOAKNHOUNTE PEMNO3UTOPUIA, BINMOAHUTE KOMaHAY:
# zypper ar https://repo.drweb.com/drweb/linux/11.1/\$basearch/ drweb
2. [na yctaHoBku Dr.Web Industrial gns Linux n3 peno3ntopms BbIMOJHUTE KOMaHJbI:

# zypper refresh
# zypper install drweb-industrial-workstations

YcTaHOBKa TakKe MOXET OCYLLEeCTBAATLCA C MOMOLLBIO a/bTEPHATUBHbBIX MEHEeKepoB
(Hanpumep, YaST).

PyKOBO,ELCTBO nosab3oBaTenda
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6.2. O6HoBneHne Dr.Web Industrial gna Linux

MpepycmoTpeHo ABa pexnma obHoBneHnsa Dr.Web Industrial gns Linux:

1. NonyyeHwne TekyLIMX OOHOBNIEHWI NAKETOB U KOMMOHEHTOB, BbIMYLLEHHbIX B PaMkax
aKkcnyaTauum aktyanbHon Bepcum Dr\Web Industrial ans Linux (kak npaBuno, Takve
06HOBIEHUA coAepKaT CNpaBaeHNA OWNOOK N MeNKne ynyyleHus B
GYHKLMOHMPOBAHNN KOMMOHEHTOB).

2. [Nepexos Ha HOBYHO BEPCUIO. ITOT CNOCOH OOHOBNEHNA NCMOAb3YETCH, €CNN KOMMaHWUSA
«[lokTtop Beb» Bbinyctnna Hoyto Bepcuto Dr.Web Industrial g4 Linux, otanuarouyrocs
HOBbIMU BO3MOXXHOCTAMMW.

| Dr.Web Industrial ans Linux no3Boaset 06HOBAATL BUPYCHble 6a3bl U aHTUBMPYCHOE AAPO
: Ja>ke Npu OTCYTCTBUM AOCTyMNa B MHTEPHET Ha 3alluLLaeMoM cepBepe.

6.2.1. NonyueHune TeKkywnx o6HOBNEHN

MNocne yctaHoBkm Dr.Web Industrial gns Linux nto6bim 13 cnoco60B, ONMCaHHbIX B

COOTBETCTBYIOLLEM pa3jese, MPOUCXOAMNT aBTOMaTUYECKOE NOAK/IOUYEHE MeHeKepa NakeToB
K peno3utoputo naketos Dr.Web:

e Ecnm yctaHoBKa Npon3Bogmaach U3 yHUBepcaabHOro naketa (pan . run), a B cucteme
ncnonb3yrotca naketbl B popmate DEB (Hanpumep, OC Astra Linux, Debian, Mint, Ubuntu),
s pabotbl ¢ naketamun Dr\Web ncnonb3yeTcs oTaenbHas Bepcua MeHeakepa nakeTos
zypper, aBTOMaTUyeckun ycTaHOBAEHHas B pamkax yctaHoBku Dr.Web Industrial gns Linux.

Y1o6bl MONYUMTL M YCTAHOBUTb OOHOBAEHHbIE NakeTbl Dr.Web 3Tum MeHeaxepom,
nepenaunTe B Katanor /opt/drweb.com/bin 1 BbINOAHUTE KOMaHAbI:

# ./zypper refresh
# ./zypper update

e Bo Bcex oCTanbHbIX CAyYasx UCMOAb3yNTe KOMaHAbl OBHOBEHUSA MakeTHOrO MeHeaXepa,
ncnonb3yemoro B Bawen OC, Hanpumep:

o

B Red Hat Enterprise Linux n CentOS ncnonb3ynte KomaHAy yumn;

s B Fedora ncnonb3ynte kOMaHAy yum uau dnf;

o

B SUSE Linux ncnonb3yinte KOMaHay zypper;
s B Mageia n OpenMandriva Lx ncnosib3ynte kOMaHay urpmi;
s B AnbT, Astra Linux, Debian, Mint, Ubuntu ncnosnb3ynte komaHay apt-get.
Bbl Takoke MOXeTe MCMo/b30BaTb albTepHaTMBHblE MEHEXKEPbl MaKeTOB, pa3paboTaHHble Ans

BalLen onepaunoHHON cuctemsl. Mpn HEOHBXOAMMOCTN 0BpaTUTECH K CMPAaBOYHOMY
PYKOBOACTBY MO MCMONb3YEMOMY BaMU MEHEeZXepPY NakeToB.

PyKOBO,CLCTBO nosab3oBaTenda
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B cnyuae Bbinycka HoBow Bepcun Dr.Web Industrial gna Linux, nakeTbl, cogep>kalime ero
KOMMOHEHTbI, MOMeLLatoTcs B pa3gen penosmtopusa Dr.Web, cooTBeTcTBYHOLLMIA HOBOM
Bepcuun. B aToM cnyyae ana o6HOBNEHUA HEOBXOAMMO MePeKTOUNTL MEHeAXep NakeToB Ha

HOBbIV pa3gen penosntopus DrWeb (cm. pa3gen [lepexos Ha HOBYHO BEPCULD).

6.2.2. lepexos Ha HOBYIO BEpcUIoO

B sTom pasaene

e [lpeaBapuTenbHble 3aMeYaHus
e O6bHOB/NIEHVE NpeblAyLINX BEPCUM
o O6HOBNEHME YCTaHOBKOW YHUBEPCANbHOIO NakeTa
o O6bHOBNEHME U3 PENO3UTOPUS
o [NepeHoc koYeBOro darna
o [10BTOpHOE NOAKNtOUEHWNE K CEPBEPY LIEHTPANIM3OBAHHON 3aULNTbI
s OcobeHHOCTM NpoLecca 06HOBAEHUS

MpeaBapuTtesibHble 3amMeyaHusA

MNopaep>xunBaeTcs npolesypa obHoBaeHUs npeapiaywimx Bepcmin Dr.Web Industrial ansa Linux
A0 HoBOM Bepcuu. MNMepexoa Ha HoByto Bepcuto Dr.Web Industrial gnsa Linux BeimosHANTe Tem
e cnocobom, kakmMm Hbina yctaHoBneHa Bepcusa DrWeb Industrial gas Linux, nognexatias
OB6HOBNEHNIO:

e Ecnm Bepcua Dr.Web Industrial gns Linux, noganexawasa o6HoBAeHUtO, Gblia yCTaHOBAEHA U3
peno3nTopus, TO Nepexos Ha HOBYHO BEPCUIO BbINMOAHANTE NyTeM OOHOBAEHNEM U3
penosutopus.

e Ecan Bepcua Dr.Web Industrial gna Linux, noanexatyas o6HoBAeHUtO, bblna ycTaHOBAEHA U3
YHMBEpPCaNbHOro nakeTa, TO A/ Nepexoja Ha HOBYHO BEPCUHO YCTaHOBUTE YHUBEPCA/bHbIN
nakeT, CoAep>KaLlmii HOBYH BEPCHUIO.

@ Y106bI YTOUHUTL CNOCOH, KOTOPbIM Gblna ycTaHoBNeHa Bepcusa Dr.Web Industrial ans Linux,
‘ nogsiexallas o6HOBNEHWIO, MPOBEPbTE Ha/MuMe B KaTajaore ncnoaHaemblx dannos Dr.Web
Industrial gns Linux ckpunta nporpammebl yaaneHus uninst . sh. Ecam atot dain
npucytcTByeT, Tekywas Bepcus Dr.Web Industrial gns Linux 6bina yctaHoBneHa w3

YHVBEPCaNbHOrO MakeTa, a B MPOTMBHOM C/ly4ae — 13 Perno3ntopus.

Ecnn Bbl He MMeeTe BO3MOXHOCTM 06HOBUTL Dr.Web Industrial ana Linux Tem >e cnocobowm,
KakuM OH Obll yCTAHOBNEH M3HAYabHO, TO NpeABapUTENbHO YAannTe TeKYLLYH BEpPCUIo, a
NMOTOM BbIMONHUTE YCTaHOBKY HOBOW BEPCUM NHOOBIM AOCTYMHBbIM ANs BaC Cnocobom.
Cnocobbl ycTaHOBKM 1 yaaneHusa npeablaywmnx sepcuii Dr\Web Industrial gns Linux
aHanormyHbl cnocobam yCTaHOBKN W yaaneHus, pacCCMOTPEHHbIM B 3TOM pyKOBOACTBe. /15
AOMONHUTENbHOW MHPOPpMaLMK obpaTuTech K PykoBoACTBY Nonb30BaTeNs MO YCTaHOBAEHHOM
y Bac Bepcuu Dr.Web Industrial ans Linux.

PyKOBO,CLCTBO nosab3oBaTenda
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YctaHOBKa v yaaneHue

Ecnm Bepcus Dr.Web Industrial ans Linux, nognexalias obHoBneHMtO, paboTaeT noa
ynpaBieHVeM cepBepa LEeHTPAIN30BAHHON 3aLLMThL, TO Nepes HauyaioM OB6HOBAEHUS
pPEKOMEHAYeTCs COXPaHUTb afpec 3Toro cepsepa. Hanpumep, ans nonyyeHns agpeca cepeepa
LEeHTPaNM30BaHHOW 3alUmThl, K KOTOpomy nogkatodeH Dr.Web Industrial ans Linux, BbiInoaHuTe

KOMaHAy:

$ drweb-ctl appinfo
3 npucytcTBytoLLEel B BbIBOAE KOMaH/bl CTPOYKM BUAA
ESAgent; <PID>; RUNNING 1; Connected <adpec>, on-line

COXpaHWUTe YacTb <adpec> (MOXeT BbIrNAAeTb Kak CTpOKa BuAa tcp: // <IP-adpec>:<nopm>,
Hanpumep: tcp://10.20.30.40:1234). KpoMe TOro, pekomeHAyeTCA COXpaHuUTb dainn
cepTnomrkata cepsepa.

B cnyyae BOSHUKHOBEHWSA 3aTPYAHEHWUIN C MONYUYEHNEM NapaMeTPOB TEKYLLEro NOAKIOUEH U
obpaTuTech k PykoBOACTBY aAMUHUCTpaTOpa No yctaHoBaeHHOM Bepcun Dr.Web Industrial ans
Linux, a Takoke K aAMUHUCTPATOPY Ballen aHTUBUPYCHOW CeTU.

O6HOBIEHME NpeabIAYLLNX Bepcui

O6HOB/IeHUEe YCTaHOBKOW YHMBEpPCa/lbHOro nakera

BbinosHuTe yctaHoBKy HoBOW Bepcuun Dr.\Web Industrial ans Linux n3 yHuBepcanbHOro nakerta.
B cnyuae Heob6xoaMMOCTM B MpoLecce yCTaHOBKM BaM ByzeT npeAnoXeHO aBTOMaTMyeCcku
yAannTb UMeroLwmeca KOMMNOHeHTbl ctTapon Bepcuu DrWeb Industrial ans Linux.

O6HoBNIeHUe U3 peno3utTopus

UTo6b1 06HOBUTL TeKylyto Bepcuto Dr.Web Industrial gns Linux, yctaHoBAeHHy0 U3
peno3utopua komnaHum «/Lokrop Be6»

B 3aBucnumocTtm ot Tmna MCNONb3yeMbIX MaKETOB, BbIMOJHUTE Caeayroume AeIZCTBMﬂZ

¢ B cnyuae ncnonnzoBanusa nakeros RPM (yum, dnf):

1. CMeHUTe NCNO/Ib3yeMblil PENO3UTOPUI (C PEMO3MTOPUS NAKETOB TEKYLLEN BEPCUN Ha
pPeno3nTopuin NakeToB HOBOM BeEpPCUN).

Nms peno3nTopua, XpaHALLero naketbl HOBOW Bepcun, CM. B pa3gene YctaHoBKa v3
° PENO3UTOPUA. ,U,J'IFI YTOUYHEHNA cnocoba cMeHsbl peno3ntopunes O6paTVITECb K CnpaBOYHbIM
pykoBOACTBaM UCMNONb3yeMOTro BamMu AI/ICTpI/I6yTVIBa OHepaLl,I/IOHHOVI CnCTeMbl.

2. YctaHoBuTe HoByto Bepcuto Dr.Web Industrial gna Linux n3 penosutopwmsa, BbINOAHUB
KOMaHAy:

# yum update

PyKOBO,CLCTBO nosab3oBaTenda
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nau, ecam ncnonbsyetca meHeaxkep dnf (kak, Hanpumep, B OC Fedora Bepcun 22 n
bonee No3gHMX):

# dnf update

nocnesyroLLyro NOBTOPHYHO yctaHoBKY Dr.Web Industrial ans Linux. Mpun HeobxoammocTu
cM. pasgensl Yaanerve Dr.Web Industrial gns Linux, ycTaHOBAEHHOIO 13 Peno3nTopus u
YcTaHoBKa 13 peno3utopus (MyHKTbl, COOTBETCTBYHOLLME UCNoab3yeMol Bamu OC n
MeHezKepy nakeTos).

@ Echne npouecce 0OHOBNEHMS MaKeTOB BO3HUKHET OLIMOKA, TO BbIMOJIHUTE yaaneHne n

¢ B chyuae ucnonnsosanusa nakeros DEB (apt-get):

1. CMeHUTe NCNO/Ib3yeMbll PENO3UTOPUI (C PEMO3UTOPUS NAKETOB TEKYLLEN BEPCUN Ha
pPeno3nTOpuUin NakeToB HOBOM BepCUN).

2. ObHoBuTe naketbl Dr.Web Industrial gns Linux, BbINOAHUB KOMaH/bl:

# apt-get update
# apt-get dist-upgrade

MNMepeHoc knroueBoro panna

Mpwn ntobom cnocobe obHoBNeHMA Dr.Web Industrial gns Linux yxe nmerowmiicsa y Bac
JMUEH3MOHHBIV K1toueBol darin 6yaeT aBTOMaTUYECKM YCTaHOB/IEH B HaA/1eXallee MecTo Ans
ncnonb3oBaHusa Hosow Bepcnen Dr.Web Industrial ansa Linux.

@ B cnyuae BO3HMKHOBEHWS Npo6aeM C aBTOMATUYECKOWN YCTaHOBKOM NNLIEH3MOHHOTO

‘ kntoueBoro daina Bbl MOXeTe BbIMOJHWUTL €ro ycraHoBKy BpyyHyto. Dr.Web Industrial ans
Linux xpaHuTt kntoueBoli daiin B kaTanore /etc/opt/drweb.com/. B cnyvae ytpatbl
JEVCTBYHOLLLErO JIMLEH3VOHHOTO KatoueBOro daiia obpatutech B Cy>KOy TEXHUYECKON
NoAAEPXKN KOMMaHUK «/lokTop Beb».

NMoBTOpHOE NOAKNAIOUEHME K CEPBEPY LieHTPaIn30BaHHOW 3aliMUThI

Ecan 310 BO3MOXHO, TO nocne 06HOBAEHWA (ecin obHOBAsseMasn Bepcus Bblna NOAKIHOYEHA K
cepBepy LeHTPasM30BaHHOW 3aLUWTbl) MOAKIOYEHWE ByAeT BOCCTaHOBIEHO aBTOMaTUYECKM.
Ecav nogkntoyeHne He BOCCTaHOBUIOCh aBTOMaTUUECKW, A1 MOAKIHOUEHNSA OOHOBEHHOM
Bepcum Dr.Web Industrial gns Linux K aHTUBMPYCHOW CeTW BOCMOb3yUTECH NH0OBIM U3
cnepyrowmx cnocoboB.:

e YcTaHOBUTE GNa>kok Ha Bkaaake Pexxum okHa Hactpoek DrWeb Industrial gas Linux.
e BbinOsHWTE KOMaHAY:

$ drweb-ctl esconnect <adpeccepgepa> --Certificate <nyms k ¢paliny cepmucbukama cepsepa>

B cnyyae BOSHUKHOBEHWSA 3aTPYAHEHWUIN C NOAKIOYEHNEM OBpaTUTeCh K aAMUHUCTPaTOpy
BalLen aHTUBUPYCHOM CETH.

PyKOBO,CLCTBO nosab3oBaTenda
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OcobeHHOCTH npowuecca obHoBNeHUA

MNpw o6HOBNEHUM 13 peno3uTopus npu paboTtarowem Dr.Web Industrial gns Linux
0H6HOBAAEMOW BEPCUU, MOC/E 3aBepLUEHNs YCTaHOBKN NakeToB HOBOW Bepcun Dr.Web
Industrial gna Linux, npoueccel ctapou Bepcumn Dr.Web Industrial gns Linux octaHyTcs
3anyLWeHHbIMW O BbIXOAa MONb30BaTeNA U3 CUCTEMbI, B TOM Yncae, B 061aCTV yBeAOMIEHMIA
pabouero cTona (ecnn Bbl paboTaeTe B rpapuueckoM pexmnme) MOoXKeT BbITb AOCTYMeH 3HaY0K
nHankaTopa ctapou Bepcum Dr.Web Industrial gns Linux.

PyKOBO,CLCTBO nosab3oBaTenda
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6.3. YaaneHune Dr.Web Industrial gaa Linux

B 3aBucMmoOcCTM OT cnocoba yctaHOBKM, Bbl MoxeTe yaanantbe Dr.Web Industrial gns Linux
OAHWM M3 ABYX CNOCOHOB:

® 3anyCcTnB NporpamMmy yaaieHma YyHUBEPCanbHOIO NakeTa AnAa pexXnma KOMaHAHOVI CTPOKW;

® VAanunB NakeTbl, YCTAHOBJIEHHbIE N3 PENO3NTOPUNA KOMMAaHNN <<,ﬂ|OKTOp Be6», ncnonb3yA
CUCTEMHbIN MeHeaXeP NakeToB.

6.3.1. YaaneHne yHuBepcasbHOro nakera

Ypanenune Dr.Web Industrial ans Linux, ycTaHOBN€HHOrO M3 yHMBEPCaNbHOIO MakeTa,
BbINMOJAHAETCA NPY MOMOLLY KOMaHAHOW CTPOKU (B rpaduryeckomM pexmnmMe HeobxoamMmo
HaJanume aMynsTopa TepMuHana).

| Mporpamma yaanenus yaaaut He Tonbko Dr.Web Industrial gns Linux, Ho 1 ece Opyeue
npoaykTbl Dr.Web, ycTaHOB/EHHbIE Ha BalleM KOMMbIOTEPE.

Ecnv Ha Bawem komnbloTepe, kpome Dr.Web Industrial gas Linux, yctaHoBA€eHbI U aApyrve
npoayktsl Dr.Web, ans yaanenus Tonsko Dr.Web Industrial gas Linux BMecTo 3anycka
nporpammbl yaaneHus BOCNOJ/Ib3yNTeCh NPOLeAypPON BbIBOPOYHON YCTaHOBKN U ValeHUs
KOMMOHEHTOB.

Ypaneune Dr.Web Industrial anas Linux us komaHaHoun cTtpokm

YT10ObI 3aNyCTUTb NPOrpaMMy yAaaneHUs Ana pexrMmMa KOMaHAHOW CTPOKW, BbIMOAHUTE
KOMaHay:

# /opt/drweb.com/bin/uninst.sh

Mpoueaypa yaaneHus DrWeb Industrial gns Linux paccmoTpeHa B paszene YaaneHue B
pexrme KOMaHAHON CTPOKMU.

YT1obbl 3aNyCTUTb NPOrpamMMy yaaneHUs B MONHOCTbHO aBTOMATUYECKOM pexunme H6e3 nokasa
NHTepdenca nonb3oBaTens (BKIOYas 4Manorv NporpaMmbl yaaneHus ana pexmnma
KOMaHZHOW CTPOKM), BbIMOJHUTE KOMaHZY:

# env DRWEB NON INTERACTIVE=yes /opt/drweb.com/bin/uninst.sh
| B Anbt 8 CIl u gpyrux OC, ncnonb3yroLmx ycTapeBLUne BEPCUM NakeTHOro MeHeaXepa, BO
‘ BpPEeMs yAaneHVsi Ha KOHCONb MOTYT BbIBOAUTLCS COOBLLEHMA BUAa:
/etc/init.d/drweb-configd: HerT Takoro daina miam karajora

Ha paboty cuctembl 311 coobLeHns HUKak He BavatoT. MNpoueaypa yaaneHua BbiMnosHAETCA
KOPPEKTHO.

PyKOBO,CLCTBO nosab3oBaTenda
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6.3.1.1. YpaneHune B pexxmme KOMaHAHOWN CTPOKM

MNocne 3anycka NnporpaMmmsbl yaaneHus, paboTatowen B pexkuMme KOMaHAHOW CTPOKM, Ha
3KpaHe NOoABUTCA TEKCT NMPUTNaLLEHUS K YAaNEHUO.

1. [Ans Hayana yganeHus oTBeTbTE Yes UM Y Ha 3anpoc «Bbl XOTUTe NpOoA0KNTE?». YTOOBI
OTKa3aTbCa OT yaaneHuns npoayktos Dr.Web ¢ Bawero komnbtotepa, BBeanTe No mam N. B
3TOM cnyyae paboTa nporpamMmbl yaaneHus byset 3aBepLueHa.

- pete@debian: ~ [ 1]-]] ]

@aiin MNpaeka Brknagkw Cnpaeka

3TOT cueHapwit yaanuT BCE ycTaHOBNeHHble KOMMOHeHTH DI.Web.

EcnM Bbl XenaeTe W3MEHUTb Habop YyCTaHOBNEHHbIX KOMMOHEHTOB, WCMONb3YATE YTUAMTY /o
pt/drweb.com/bin/zypper.

Bbl XOTWMTE MPOAONKMTL? (yes/NO) I

PucyHok 2. MpurnaweHune K yaaneHvro

2. Mocne noaTBEPXKAEHNS yAaNeHWs 3anyCTUTCA NpoLeypa yaaneHWs BCeX YCTaHOBIEHHbIX
naketoB Dr.Web. [Mpwu 3ToM Ha 3kpaH ByayT BblAgaBaTbCsA 3anmcuy, GUKCMpyeMble B XXypHan v
oTpaxkatoLme Xo4 npoLecca yaaneHus.

3. Mo okoH4YaHUKM npouecca nporpamMmmMa yganeHma 3aBepLinT CBOKO pa60Ty aBTOMaTn4ecKkun.

6.3.2. YpaneHue Dr.Web Industrial gna Linux, yctaHoB/AeHHOro u3
penosutopus

Hwuxxe npuseaeHbl npoueaypbl ana cnegyrowmx OC (MeHeaKepoB NakeToB):

e Astra Linux, Debian, Mint, Ubuntu (apt);
e AnbT (apt-rpm);

e Mageia, OpenMandriva Lx (urpme);

e Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);
e SUSE Linux (zypper).

@ Bce HXxenpuneeaeHHble KOMaHAbl A4 YAaN€eHUA NakKeToB AO0JIXKHbI ObITb BbINOJIHEHBI C

: npaBamu cynepnosib3oBatesis (06bIYHO Nosnb3oBaTens root). [lns 3TOro NUCNonb3ynTe
KOMaHZy CMeHbl MOb30BaTeNd su Wi KOMaHAY BbIMOJHEHVA OT UMEHWN APYroro
nonb3oBaTens sudo.

Astra Linux, Debian, Mint, Ubuntu (apt)
Yto6bl yaanutb kopHeBon MeTanakeT Dr.\Web Industrial ans Linux, BBiInoAHUTE KOMaHAy:

# apt-get remove drweb-industrial-workstations

PyKOBOACTBO nosb30BaTena
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|_|pl/l 3TOM OCTaNbHbl€ NMNaKeTbl, KOTOPbIE OblNIN aBTOMATUUECKM YCTaHOBJIEHbI NPW YCTaHOBKE
KOpHEBOIro MeTanakeTa Anda yaoBAETBOPEHUA €ro 3aBI/ICI/IMOCTel\/’I, OCTaHYTCA B CUCTEME.

UT00BbI Y4aINTb KOpHeBOI\/II MeTarnakeT BMecTe CO BCeEMU 3aBNCUMOCTAMMW, BbINOJIHUNTE
KOMaHAy:

# apt-get remove drweb-industrial-workstations --autoremove

Mpw 3TOM ByAYT yaaneHbl Bce 6onee He TpebyeMble NakeTsbl (a He ToAbKO nakeTsl Dr.Web
Industrial gnsa Linux), koTopble 6b1M aBTOMaTUYECKN YCTaHOBAEHbI ANA YAOBNETBOPEHUA
3aBMICMMOCTEN ApYyrmx NakeToB.

Ecan KOpHeBOl\/lI MeTanakeT yxe 6bin Y4aneH, 1o YTOObl aBTOMATUYECKM Y4a/INTb N3 CUCTEMDbI
BCce bonee He NCNONb3yeEMblE MaKeTbl, BbINMOJIHNTE KOMaHAY:

# apt-get autoremove

Bbl Taikoke moxxeTe yaanntb naketbl Dr.Web Industrial ans Linux ¢ momMoLbro anbTepHaTUBHbIX
MeHezkepoB (Hanpumep, Synaptic uam aptitude).

Anbt (apt-rpm)

Ypanenune Dr.Web Industrial ans Linux B saHHOM cayyae BbiMmosHAETCA Tak Xe, kak B OC
Debian v Ubuntu (cMm. BbiLe).

Bbl Taioke moxxeTe yaanntb naketol Dr.Web Industrial ans Linux ¢ nomoLbro anbTepHaTUBHbIX
MeHezkepoB (Hanpumep, Synaptic nam aptitude).
@ B OC Anbt 8 CI BO Bpems yAaneHns Ha KOHCONb MOTYT BbIBOAUTLCA COObLLLeHMA BUAa:

/etc/init.d/drweb-configd: Her Takoro daina miam karajora

Ha paboTy cictembl 3T cO0bLLeHNs HYKaK He BAuAtoT. MNpoleaypa yaaneHns BbiNoAHAeTCs
KOPPEKTHO.

Mageia, OpenMandriva Lx (urpme)
Ytobbl yaanuTb kopHeBon meTtanaket Dr.Web Industrial gns Linux, BBInoAHUTE KOMaHAy:

# urpme drweb-industrial-workstations

I'Ip|/| 3TOM OCTaNbHbl€ NMaKeTbl, KOTOPbIE OblNV aBTOMATLUYECKM YCTaHOBJIEHbI NPW YCTaHOBKE
KOpPHEBOIro MeTanakeTa Anda yaoBNETBOPEHNA €ro 3aBMCMMOCTeI>'I, OCTaHYTCA B CUCTEME.

Yto6bl YAaNUTh KOPHEBOWN MeTanakeT BMECTE CO BCEMUW 3aBUCUMOCTAMM, BbINOJIHUTE
KOMaHAy:

# urpme --auto-orphans drweb-industrial-workstations

PyKOBO,ELCTBO nosab3oBaTenda
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Mpwn 3TOM ByAyT yaaneHbl Bce 6onee He TpebyeMble nNakeTbl (@ He ToNbKO nakeTol Dr\Web
Industrial ans Linux), koTopble 6blI aBTOMATUYECKN YCTaHOBAEHbI AN YAOBNETBOPEH S
3aBMCMMOCTEN APYrnx nakeTos.

Bbl Takoke moxxeTe yaanntb naketbl Dr.Web Industrial ans Linux ¢ nomMoLbro anbTepHaTUBHbIX
MeHeaXepoB (Hanpumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

YT06b! yaaNNTL BCE YCTaHOB/EHHbIe NakeTsl Dr.\Web, BbinoaHWTe kOMaHAY (B HEKOTOPbIX
cMcTEMax CMMBOA * TpebyeTcs aKpaHUPOBaTh: \ *):

# yum remove drweb*

B OC Fedora, HaunHas c Bepcuun 22, BMECTO MeHeKepa yum PeKOMEeHAyeTca NCNob30BaTh
MeHeaxep dnf, Hanpumep:

# dnf remove drweb*
ilt 3TV| KOMaHAbl yﬂ,aﬂﬂT N3 CUCTEMbI BCE MaKeTbl, Ha3BaHMe KOTOprX HauMHaeTcd Ha drweb

(cTaHAapTHOE HavMeHOBaHWe A/ MakeToB MpPorpaMMHbIx npogyktos Dr.Web). byayt
yAaneHbl BCe NakeTbl C TaKUM MMeHeM, a He Tosibko nakeTbl Dr.Web Industrial gns Linux.

Bbl Takoke moxeTe yaannTb naketol Dr.Web Industrial gns Linux ¢ noMoLLbo anbTepHATUBHbIX
MeHesxepoBs (Hanpumep, PackageKit nan Yumex).

SUSE Linux (zypper)
Ytobbl yaanmte kopHeBon MeTanakeT Dr.\Web Industrial ans Linux, BBInOAHWUTE KOMaHAy:

# zypper remove drweb-industrial-workstations

|_|pl/l 3TOM OCTaNbHbl€ NaKeTbl, KOTOPbIE OblIN aBTOMATUYUECKM YCTaHOBJIEHbI NPW YCTaHOBKE
KOpPpHEBOIro MeTanakeTa Anda yaoBAETBOPEHUA €ro 3aBI/ICI/IMOCTelZ, OCTaHYTCA B CUCTEME.

Yto6bl yaanuTb BCe ycTaHOBAEHHbIe NakeTbl Dr.Web, BbimosHUTE kKOMaHAy (B HEKOTOPbIX
cucTteMax cMMBOA * TpebyeTca akpaHMpoBaTh: \ *):

# zypper remove drweb*

(cTaHAapTHOE HavMeHoBaHMe A/ NakeToB NporpaMMHbIX npoayktos Dr.Web). byayt
yAaneHbl BCe MakeTbl C TaKUM UMeEHEM, a He Tobko nakeTbl Dr.Web Industrial gnsa Linux.

2 JTa KOMaHA4a yAaauT U3 CUCTEMbI BCE MAKETbI, HA3BaHNE KOTOPbIX HaUMHAETCA Ha drweb

Bbl Takoke moxkeTe yaanntb naketol Dr.Web Industrial gns Linux ¢ noMoLbro anbTepHaTUBHbIX
MeHeaxepos (Hanpumep, YaST).

PyKOBO,CLCTBO nosab3oBaTenda
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6.4. lonoNnHUTEeNbHO

6.4.1. NMaketbl u ¢panbl Dr.Web Industrial ansa Linux

B sTom pasgene

e [lakeThbl

e Dannbl

MakeTbl

Dr.Web Industrial gns Linux coctouT ns cnepyrolimx nakeTos:

Maxer Copeprxumoe

drweb-bases ®alinbl BUPYCHbIX H6a3

drweb-boost BnbanoTtekn Boost

drweb-common OCHOBHOW KOHOUrypaLmMOHHbIA ¢ain drweb. ini,
OCHOBHble BUHMOTEKY, JOKYMEHTALMA U CTPYKTYpa
kaTanoros Dr.Web Industrial gns Linux, ytunuta cbopa
JaHHbIX O KOHQUrypaumm NpoaykTa v CUCTEMHOM
OKPY>KEHWW.

B npouecce ycTaHOBKM AaHHOTO MakeTa Takke 6yayT
co3gaHbl NoJsib30BaTeNb drweb W rpynna drweb

drweb-configd ®ainnbl komnoHeHTa Dr.Web ConfigD

drweb-configure ®alinbl BCoMoraTtesbHOM yTuanTbl HacTpoikn Dr.Web
Industrial gnsa Linux

drweb-ctl darnbl komnoHeHTta Dr.Web Ctl

drweb-documentation ®annbl fokymeHTaumm B dopmate HTML no npogyktam

Dr.Web ana Unix

drweb-engine

drweb-esagent

drweb-filecheck

drweb-industrial-workstations-
doc

drweb-industrial-workstations

®aiinbl aHTMBMpPYCcHoro agpa Dr.Web Virus-Finding Engine
®ainbl komnoHeHTa Dr.Web ES Agent
®aiinbl kKomnoHeHTa Dr.Web File Checker

JdokymeHtaumsa B dopmate PDF

KopHeBon meTtanaket Dr.Web Industrial gns Linux
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Makert

drweb-icu

drweb-1ibs

drweb-netcheck

drweb-openssl

drweb-protobuf

drweb-se

drweb-spider

drweb-update

YctaHOBKa v yaaneHue

Copeprxnmoe

BubanoTekn noaaepku HTepHaumoHaamnsaumm n Unicode
®ainbl OCHOBHbIX 6MbANOTEK

®ainbl komnoHeHTa Dr.Web Network Checker
BubanoTekn OpenSSL

BubavoTekn Google Protobuf

®annbl komnoHeHta Dr.Web Scanning Engine

®ainbl komnoHeHTa SplDer Guard

®ainnbl komnoHeHta Dr.Web Updater

B pa3gene BoibopouHble ycTaHOBKa U yAaneHne KOMNOHEHTOB NPUBEAEHbI TUMOBbIE HAboPbI
KOMMOHEHTOB A1 BbIBOPOUYHOW yCTaHOBKM, 0becneunBaroLme peLueHmne TMMoBbIX 3ajad

Dr.Web Industrial ans Linux.

dannbli

®aninbl Dr.Web Industrial gnsa Linux pasmeluatorcs B kaTasorax /opt, /etc n /var fepeBa

darinoBou cucTemsl.

CTpyKTypa UCnosib3yeMblX KaTasoros:

KaTtanor

/etc/init.d/

/etc/opt/drweb.com/

certs/

/opt/drweb.com/

bin/

include/

lib/

Copgeprknmoe

YnpaBastolwmii ckpunT drweb-configd AN AeMOHa
ynpaeneHus koHdurypaumen Dr.Web ConfigD

O6LWMiA KOHPUryPaLWOHHBIA dalin drweb.ini K KIHOUYEBOM
dann drweb32. key. Kpome 31010, COACPXMT:

— dainbl MCMob3yeMblx CepTUPMKATOB.

OcHoBHoW kaTanor Dr.Web Industrial gns Linux. Coaep>xwut B
cebe:

— vcrnosiHaeMble daiinbl BCeX KOMMOHEHTOB (3a
ncknroyeHnem Dr.Web Virus-Finding Engine);

— 3aronoBO4YHbIE q)al‘/llﬂbl MCNoJib3yeMblIX 6mnbanoTex;

— 1crnonb3yemble 6UbANOTEKY;

PyKOBO,CLCTBO nosab3oBaTenda
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Katanor Copep>xumoe
man/ — daliNbl CUCTEMHOM CNpPaBKX man;
share/ — BCromoraTesbHble Gaiibl, B TOM Uncne:
doc/ s pgokymeHtaums Dr.Web Industrial gns Linux (tekct

JINLEH3MOHHOTO CornalleHns 1 pyKoBOACTBA
aZMUHUCTpaTOpa, eCAN NakeTbl C JOKYMEHTaLumen
yCTaHOBJ/EHBI),

drweb-bases/ = dainbl BUPYCHbIX 6a3 Dr.Web (1ncxoaHble obpasbl,
nocTaB/fieMble NPV yCTaHOBKE),

scrj_pts/ o C')al‘/'lflbl BCriomMoraTteJibHbIX CKPUMTOB.

var/opt/drweb.com <
/ /opt/ / BcnomoraTenbHble 1 BpeMeHHble dalibl, B TOM YKcae:

bases/ — dainbl BUpYcHbIx 6a3 Dr.Web (akTyanbHas o6HOBeHHan
BepcuA);

cache/ — Kew ob6bHOoBAEHWUI;

drl/ — CMUCKM UCMOJIb3yeMblX CepBepOB 0H6HOBAEHU;

1ib/ — aHTuBMpycHoe agpo Dr.Web Virus-Finding Engine B Buge
AMHaMMUYeckn 3arpyxxaemMon 6ubanotekn drweb32.d11l u
HaCTPOMKN pexumMa paboTbl C CepBEPOM
LieHTpaAn30BaHHOM 3aLLuTbI;

update/ — KaTasor ANA BPEMEHHOrO XpaHeHUs 0OHOB/IEHUI B

npouecce nx nonyyeHus.

6.4.2. BbibopouHble ycTaHOBKA U yAasieHne KOMMOHEHTOB

B sTom pasgene

e TnnoBble KOMOAEKTbl KOMOOHEHTOB AnAa Bbl60p0‘-IHOI‘/JI YCTaHOBKKW

e YcTaHoOBKa W yaaneHue komnoHeHToB Dr.Web Industrial ans Linux, ycTaHOBAEHHOTrO 13
peno3nTopus

e YcTaHoBKa W yaaneHune komnoHeHToB Dr.Web Industrial ans Linux, ycTaHOBAEHHOTO 13
YHWUBEpPCanbHOro naketa

o PacnakoBka yCTaHOBOYHOIO gpaﬁma
o BbI6OQOL-IHaFI YCTaHOBKA KOMMOHEHTOB
o BbI60pOHHOG viaaneHme KOMNOHEHTOB

B cnyuyae He0b6X0AMMOCTM Bbl MOXETE BbIMONHUTL BblIOOPOYHYHO YCTAHOBKY U yAaneHue
oTAeNbHbIX KOMNoHeHToB Dr.Web Industrial gns Linux, yctaHoBMB nan yaanve

PyKOBOACTBO nosb30BaTena

YctaHOBKa v yaaneHue
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YctaHOBKa v yaaneHue

COOTBETCTBYHOLME NaKeTbl. BoIBOPOUHYHO YCTaHOBKY 1 yAaseHue ciesyeT NPOU3BOAUTb TEM Xe
cnocobom, kaknm 6bin yctaHoBneH Dr\Web Industrial ans Linux.

[ns nepeyctaHOBKM Kakoro-M60 KOMMOHEHTa Bbl MOXETe CHavasla yaaanTb ero, a moToMm

YCTaHOBUTb 3aHOBO.

TunoBble KOMN/IEKTbl KOMIMOHEHTOB AaAnd BbIGOpO‘-IHOVI YCTAHOBKM

Ecnun Tpebyetcs yctaHoBuTb Dr.\Web Industrial gna Linux c orpaHnyeHHoM
OYHKLMOHaNbHOCTbIO, BMECTO YCTaHOBKM KOPHEBOTrO MeTanaketa U3 perno3vtopus Uan us
YHUBEPCaJbHOrO NnakeTa, Bbl MOXETE YCTaHOBUTb TOJIbKO NMaKeTbl KOMMOHEHTOB,
obecneurBatoWmMx HeO6X0ANMYHO PYHKLIMOHANbHOCTb. MNakeTbl, TpebyeMble AnA pa3peLleHuns
3aBUCUMOCTeN, ByayT ycTaHOBAEHbI aBTOMaTyecku. B Tabanue HUxe npuBeaeHbl KOMMIEKTbI
KOMMOHEHTOB, MpeAHa3HauYeHHble 414 peLueHns TMnoBbIx 3agay Dr.Web Industrial gna Linux. B
ctonbue MakeTbl ANA YCTAaHOBKU NepeuncieHbl nakeTbl, KOTOPble HEOBXOANMO YCTaHOBUTb
ANA MONYYEHNS YKa3aHHOro KOMMaeKTa KOMMNOHEHTOB.

BbI6OPOUHbBIV KOMMAEKT
KOMIMOHEHTOB

MUHUMaNbHbIA KOMMNAEKT Aana
KOHCOJIbHOTO CKaHMpOBaHUA

KomnnekT ans MOHUTOpUWHra
dannosoi cuctemsl GNU/Linux

Maketbi ANA YCTAaHOBKU

drweb-filecheck,

e drweb-se

e drweb-se,

e drweb-spider

ByayT ycTaHOB/IEHbI

Dr.Web ConfigD,

Dr.Web Ctl,

Dr.Web File Checker,
Dr.Web Scanning Engine,
Dr.Web Updater,
BupycHble 6a3bl

Dr.Web ConfigD,

Dr.Web Ctl,

Dr.Web File Checker,
Dr.Web Scanning Engine,
Dr.Web Updater,

SplDer Guard,

BupycHble 6a3bl

YcraHoBKka u yganeHue komnoHeHTtoB Dr.Web Industrial ans Linux,
YCTaHOBJIEHHOIO U3 pPeno3nTopus

Ecnim Dr.Web Industrial gns Linux 6611 ycTaHOBAEH 13 peno3nTopus, N8 YCTaHOBKU UK
yAaneHnsa OTAeNbHOro KOMMOHEHTa MCMONb3yNTe COOTBETCTBYHOLLYHO KOMaHAYy MeHeaxepa

nakeTtoB Bawen OC, Hanpumep:

PyKOBO,CLCTBO nosab3oBaTenda
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YctaHOBKa v yaaneHue

1. YT06bI yaanntb komnoHeHT Dr.Web Network Checker (naket drweb-netcheck) 13
coctaBa Dr.Web Industrial gns Linux, yctaHoBneHHoro B OC CentQOS, BbINOAHUTE KOMaHAY:

# yum remove drweb-netcheck

2. YTtobbl fobaBunTth KoMnoHeHT Dr.Web Network Checker (nakeT drweb-netcheck) B coctas
Dr.Web Industrial gns Linux, yctaHoBneHHoro B OC Ubuntu, BbInOAHMTE KOMaHAY:

# apt-get install drweb-netcheck

Mpy HeobX0AMMOCTM BOCMO/Ib3YyNTECH CMPABKOM MO MeHeaxepy naketos Bawen OC.

YcraHoBKka u yganeHue komnoHeHToB Dr.Web Industrial gas Linux,
YCTaHOBJIEHHOIO U3 YHUBEpPCa/IbHOro nakera

Ecnim Dr.Web Industrial gns Linux 6611 ycTaHOBAEH 13 yHUBEPCAbHOrO MakeTa, U Bbl XOTUTE
AOMONHUTENBHO YCTAHOBUTb MW NEepPeyCcTaHOBUTb MakeT Kakoro-1mbo KOMMOHeHTa, Bam
NOHaj06UTCA YCTaHOBOUHbIV $ain (C pacluMpeHnem . run), U3 KOTOPOro Hbin ycTaHOBAEH
Dr.Web Industrial gns Linux. Echv Bbl He coxpaHuam 3TOT Galin, 3arpy3uTe ero ¢ camta
KoMnaHun «loktop Beb».

PacnakoBka ycTaHoBouHoro ¢aiina

Mpwv 3anycke daiina . run Bbl MOXETE UCMONb30BaTb CEAYHOLLME NapaMeTpbl KOMaHAHOM
CTPOKM:

--noexec — pacnakoBaTb ycTaHOBOYHble dannbl Dr.Web Industrial gna Linux BMecTo 3anycka
npouecca ycTaHOBKY;

--keep — He yAanatb yctaHoBOuYHble ¢annbl Dr.Web Industrial gna Linux v >xxypHan
YCTaHOBKW MO OKOHYaHWWN YCTaHOBKY;

--target <kamanoz> — pacnakoBaTb ycTaHOBOUHble Pannbl Dr.Web Industrial gns Linux B
yKa3aHHbIM KaTasor <kamanoa>.

C noNHbIM NepeyYHeM NapamMeTpoB KOMaHAHOW CTPOKW, KOTOPbIe MOTYT BbiTb MCMONb30BaHbI
A9 YCTAHOBOYHOTO dalifna, MOXHO O3HAaKOMUTLCS, BbIMOJIHUB KOMaHAY:

$ ./<uwmsaA galina .run> --help

[ins BbIGOPOUHOM ycTaHOBKM KOoMNoHeHToB Dr.Web Industrial ans Linux npesBaputensHo
pacnakyirTe coaep>XXMMOe YCTaHOBOYHOrO daina. [1ns 3Toro BbINOAHNTE KOMaHAY:

$ ./<umsdA ¢alina .run> --noexec --target <kamasoez>

PyKOBO,CLCTBO nosab3oBaTenda
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YctaHOBKa v yaaneHue

Bbl 60pOLI HaA YCTaHOBKa KOMIMOHEHTOB

YCTaHOBOUYHbIN Palnin . run COAEPXUT NakeTbl BCEX KOMMOHEHTOB, U3 KOTOPbIX COCTOUT
Dr.Web Industrial gns Linux (B8 popmate RPM), a Takoke BcnomMoratenbHble Gaiinbl. Panbl
MakeToB KaX0ro KOMMNOHEHTa UMEROT BUA;

<UMSA_KOMNOHeHmMa> <gepcusi>~linux < nﬂamqﬁop/vla >.rpm

rae <eepcusi> — 3TO CTPOKa, BKAtOYatoLwasn B cebs Bepcmio 1 AaTy BbiNycka nakeTa, a
<n1amgopma> — CTPOKa, yKa3blBatoLas TMn naathopMbl, 415 KOTOPOWN npesHa3HayeH
Dr.Web Industrial gns Linux. VimeHa Bcex nakeToB, cogep>Kallmx kKoMnoHeHTsl Dr.Web
Industrial gns Linux, HaumHaroTCA ¢ Nnpedukca drweb.

[lns yCTaHOBKM NMakeTOB B COCTaB YCTAaHOBOUHOTO KOMMJIEKTa BKIKOUEH MEHEXKEP MaKeToOB
zypper. [lna BbIGOPOYHOWN YCTAaHOBKM UCMOb3YNTE CAY>XKEOHbIN cKpUnT installpkg. sh.
[ns 3TOro NpeaBapuTENbLHO pacnakyinTe coaep>kKMMOoe yCTaHOBOUHOrO daisia B toboi
KaTasnor, LOCTYMHbIW 415 3aMnCu.

N5 ycTaHOBKM MakeToB HeOBXOAMMbI NMpaBa Cyneprosib3oBaTens (06bIYHO MOJb30BaTeNs
: root). [lns noayyeHns npas Cynepnoib3oBaTess UCMONb3yINTe KOMaHAY CMEHbI
NoJib30BaTeNA su WM KOMaHAy BbIMOJHEHVA OT UMEHMN APYyroro nosib3oBatens sudo.

YT106bI BEINOAHWUTL YCTAHOBKY NakeTa KOMMOHEHTa, NepeimnTe B KaTanor, cogepikaLimnin
pacnakoBaHHbIM YCTAHOBOYHbIN dalin, 1 BbIMOAHUTE B KOMAHAHOW CTPOKE MW IMYNATOpE
TepMUHana KomaHay:

# ./scripts/installpkg.sh <umsa_nakema>
Hanpumep:
# ./scripts/installpkg.sh drweb-netcheck

Ecan tpebyetca yctaHoBuTe Dr.Web Industrial gns Linux ueankom, 3anyctmte cCKpunt
YCTaHOBKW, BbINMOJNHMB KOMaHAy:

S ./install.sh

Kpome 3T0ro, Bbl MOXeTe ycTaHOBUTbL Bce nakeTol Dr.Web Industrial ans Linux (B Tom unce,
yTOObl YCTAaHOBUTb HEAOCTAIOLLME KOMMOHEHTbI, UM KOMMOHEHTbI, yAafeHHble Mo OLWKnbKe),
3anycTuB YCTaHOBKY KOPHEBOrO MeTanakerTa:

# ./scripts/installpkg.sh drweb-industrial-workstations

PyKOBO,ELCTBO nosab3oBaTenda
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YctaHOBKa v yaaneHue

BbIGOPOHHOE yAasieHne KOMNnoHeHTOoB

Ecam B Bawewn OC ncnonbsyetcs ¢opmat naketoB RPM, ana BbIGOPOYHOro yaaneHns naketa
Kakoro-a1m6o KOMMOHEHTa BbIMOJIHUTE COOTBETCTBYHOLLYIO KOMaHAY YAaNeHVs MeHeaxepa
nakeToB Ballelr onepaLnoHHON CUCTEMBI:

e B Red Hat Enterprise Linux n CentOS BbinOAHUTE KOMaHAy yum remove <UMS_Nakema>;

e B Fedora BbinonHUTe KOMaHAYy yum remove <UMA_hakema> WIn
dnf remove <uUMA_nhakema>,

B SUSE Linux BbINONHUTE KOMaHAy zypper remove <UMSA_Nakema>;

B Mageia, OpenMandriva Lx BbIMONHWUTE KOMaHAy urpme <UMA_Nakema>;

e B ANbT BbIMOJIHUTE KOMaHAY apt-get remove <uMA_nakemas.
Hanpumep, ana Red Hat Enterprise Linux:
# yum remove drweb-netcheck

Ecnm Bawa OC ncnonb3yet nakeTbl popmaTta DEB, ninbo ecnv B coctaBe CMCTEMbl HE MMeeTCA
MeHezkepa NakeToB, 411 BbIBOPOUHOrO yAaneHMs BOCNO/Ib3yNTeCb MEHEAXXEPOM NaKeToB
zypper, noctaBasembiM ¢ Dr\Web Industrial gns Linux. lns aToro nepenamte B

Katanor /opt/drweb.com/bin 1 BbINOJHUTE KOMaHAY:

# ./zypper remove <UMSA_hakema>
Hanpumep:
# ./zypper remove drweb-netcheck

Ecav Bbl xotunte yaanute Dr.Web Industrial a4 Linux ueavkom, 3anyctmute ckpunT yganeHus,
BbIMOJIHMB KOMaHZY:

# ./uninst.sh

[lns nepeycTaHOBKM KaKOro-a1mbo KOMMOHEHTa Bbl MOXeTe CHayana yAaanTb ero, a noTom
YCTaHOBWTb, 3aMyCTUB BbIODOPOUHYHO NN MOHYHO YCTaHOBKY.

PyKOBO,CLCTBO nosab3oBaTenda
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6.5. Hactpoiika nogcncrem 6e3onacHocTu

Hanunume B coctaBe OC noacmcteMbl obecneyeHnsa AonoaHuTenbHom 6eszonacHoctn SELinux, a
Takke UCNONb30BaHWe CUCTEeM MaHAATHOrO yrpaBaeHUsa AOCTYyNoMm (B OTanumne ot
KNaccMyeckom AnckpeLmoHHoW mogenm Unix), Takmx kak PARSEC, npuBoaunT k npobaemam B
dyHKkumoHnposaHum Dr\Web Industrial gns Linux npu HacTporikax no ymon4daHuto. ns
obecneyeHns koppekTHo paboTel Dr.Web Industrial gns Linux B 3ToM cnyyae Heobxoanmo
BHECTM AOMONHUTENbHbIE U3MEHEHWNS B HACTPOWKM NoAcucTeMbl 6e3onacHocTn u/vam DrWeb
Industrial gns Linux.

| Hactpolika pa3peLlueHuii cucteMbl MaHgaTHoro goctyna PARSEC ans Dr.Web Industrial ans
: Linux Mo3BOIUT ero KOMMOHEHTaM 0BOXOAUTb OrPaHUUYEHWST YCTaHOB/IEHHbBIX MOAUTUK
6€e30nacHOCTV 1 NosyYaTb JOCTYN K halinam pasHbiX YPOBHEN NPUBUAETUIA.

[axke ecnv Bbl He HacTpouTe paspeLleHns cucteMbl MaHgaTHoro goctyna PARSEC ana
Dr.Web Industrial gns Linux, To Bbl BCe paBHO CMOXeTe 3anyckaTb NnpoBepky ¢alinos,
ncnonb3ys rpadudeckmin ndtepderic Dr.Web Industrial gns Linux B pe>xxume aBToOHOMHOro
ak3emmifapa. s 3Toro UCnoab3ynTe KOmMmaHay drweb-gui € napameTpom —-
Autonomous. Takke Bbl MOXeTe 3anyckaTb NPOBEPKY GpaiNoB HEMOCPEACTBEHHO U3
KOMaHAHOWN CTPOKX. [8 3TOrO UCMO/b3YMTe KOMaHAy drweb—ctl € 3TUM Xe NapamMeTpoM
(--Autonomous).

B pexxvme aBTOHOMHOrO 3k3eMnispa byzeT BO3MOXHa NpoBepka Gpaiinos, Ans Aoctyna K
KOTOPbIM HEOBXOAMM YPOBEHb MPUBUAETNI HE BblLLe YPOBHSA, C KOTOPbIM paboTaeT
NoJib30BaTe/Ib, 3aNYCTUBLUNIA CeaHC NPOBEPKU. [JaHHbIN PEXNM MMEET cneayroLme
0cobeHHOCTU:

e [lns 3anycka B pexvMe aBTOHOMHOTIO 3K3eMMisipa He0H6XOAMMO Haanume AenCTBYHOLLEro

kntoyeBoro daiina, paboTa nog ynpasieHneM cepBepa LeHTPaIM30BaHHON 3aWMThL He
noaaepxunBaeTcs (MMeeTcd BO3MOXHOCTb YCTaHOBUTbL K1OYeBOUW halin, SKCNOPTUPOBAHHbIN
C cepBepa LieHTpanan3oBaHHOW 3awunThl). [pun 3ToMm, aaxke ecam Dr.Web Industrial gaa Linux

MOAK/NHOUEH K CepBepy LeHTPaiM30BaHHOW 3aLUMTbl, aBTOHOMHbIN 3K3eMMASP He coobujaem
cepBepy LieHTpasM30BaHHON 3awuTbl 06 yrpo3ax, 0bHapy>XeHHbIX MPW 3anycke B pexxmmMe
aBTOHOMHOTO 3K3eMmnaspa.

e Bce BcnomoratesibHbie KOMMOHEHTbI, 06cayxmBatowme paboTy aBTOHOMHOIO 3K3eMnApa,
6yayT 3anyLeHbl OT UMeHW TeKyLLlero nosib3oBaTtena n byayt paboTaTb CO cneumanbHO
cbopmMurpoBaHHbIM hainaom KOHPUrypauum.

e Bce BpeMeHHble dalinbl n cokeTbl Unix, ncnonb3yembie ans B3aUMOAENCTBUA KOMMOHEHTOB
Mexzay cobown, byayT co3saBaTbCA TONAbKO B KaTasore € yHMKalbHbIM MMeHeM. ITOT KaTasor
co3jaeTcs 3anyLeHHbIM aBTOHOMHbIM 3K3eMMNAAPOM B KaTanore BpeMeHHbIX $palinos
(yKa3zaHHOM B CMCTEMHOM NepeMeHHOW OKpyXeHna TMPDIR).

e ABTOHOMHO 3anyLleHHbIl 3K3eMNAAp rpaduueckoro nHTepdeiica ynpaBieHunsa He
3anyckaem moHuTop SplDer Guard, paboTatoT ToAbKO GYHKLUMK NpoBepkn Gainnos u
ynpaB/ieHWa KapaHTUHOM, noagep>knBaemble CkaHEpPOM.

PyKOBO,CLCTBO nosab3oBaTenda
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e [yTn K Paitnam BUPYCHbIX 6a3, aHTUBUPYCHOTO AAPa U UCNONHAEMbIM daiiiam CepPBUCHbIX
KOMMOHEHTOB 3aZiaHbl MO YMONYaHUIO.

e Yucno ogHoBpeMeHHO paboTatowmx aBTOHOMHbIX 3K3EMMIAPOB HEe OrPaHUYEHO.

e [Mpu 3aBepweHnn paboTbl aBTOHOMHO 3aMyLLEHHOro 3K3eMmnispa KOMMAEKT
06CYXXMBAKOLLMX Er0 CEPBUCHBIX KOMMOHEHTOB Takxke 3aBepLuaeT paboTy.

6.5.1. HacTtponka noantmnk 6esonacHoctn SELinux

B atom pasgene

e [Ipobaembl Npu ycTaHOBKE YHUBEPCANbHOrO NakeTa
e [MIpobnembl dyHKLUMOHUPOBaHMA Dr.Web Industrial ans Linux

Ecnm ncnonbsyembin Bamu anctpnbytne GNU/Linux ocHalleH noacuctemoin 6e3onacHocTv
SELinux (Security-Enhanced Linux — Linux c yny4uieHHolU 6e30nacHoCme#o), To, UTO6bI
cny>kebHble koMnoHeHTbl Dr\Web Industrial gna Linux (Takve Kak ckaHupytollee 84p0)
paboTann KOPPEeKTHO NoC/ie YCTaHOBKM KOMMOHEHTOB, BaM, BO3MOXHO, NOoTpebyeTca BHECTU
N3MEHeHWNA B NOANTMKM 6e3onacHoCTH, ncnonbdyemble SELinux.

Mpo6nembl Npu ycTaHOBKE YHUBEpPCaJibHOroO nNakerta

Mpwn BkatoueHHOM SELinux yctaHoBka Dr.Web Industrial ans Linux B BUuge yHvBepcaibHOro
nakeTa U3 YyCTaHOBOYHOTO daina (. run) MOXET OKOHUMTLCA HeyJauen, MOCKONbKy byaeT
3abnoknpoBaHa NonbITka CO3AaHNA B CMCTeMe CreLmanbHOro noab3osatens drweb, ¢
NOJHOMOUMAMM KOTOPOro paboTaroT kKoMnoHeHTsl Dr.Web Industrial gas Linux.

Ecnm nonbiTka yctaHoBku Dr.Web Industrial ana Linux 13 yctaHoBouHoro ¢awna (. run) 6bina
npepBaHa 13-3a HEBO3MOXHOCTW CO34aHNA NoNb30BaTens drweb, NnpoBepbTe PeXnM paboTbl
SELinux, 4na yero BbINONHUTE KOMaHAY getenforce. OTa KOMaHAa BbIBOANT Ha 3KpaH
TeKyLLMIW PeXUM 3aLLmThl:

e Enforcing — 3awuTa akTMBHA, MCNOAb3YeTCA 3anpeLlaroLias ctpaTerns: 4encTems,
HapyLuatoLiMe NONNTUKM 6e30MacHOCTU, PErMCTPUPYHOTCS B XXypHaie ayanTta u
6aokmpyroTcs;

e Permissive — 3allMTa akTMBHA, HO UCMOJIb3YeTCs pa3peluaroLlas cTpaTerns: 4encTeums,
HapyLuaroLMe NONNTMKM 6e30MacHOCTY, He 3aMPEeLLAtOTCs, @ TONbKO GUKCUPYHOTCA B
XypHane ayauta;

e Disabled — SELinux yctTaHOB/IEeH, HO HEaKTUBEH.

Ecnm SELinux paboTaeT B pexume Enforcing, BpeMeHHO (Ha nepuog yctaHosku Dr.Web
Industrial gns Linux) nepeBeaunTe ee B pexum Permissive. [lnsi 3TOro BbINOAHUTE KOMaHAY:

# setenforce 0

YKa3aHHaa KOMaHJa BpeMeHHO (40 NepBOW nepe3arpysku cucteMbl) nepeseget SELinux B
pexum Permissive.

PyKOBO,CLCTBO nosab3oBaTenda



A7

-
¢

g
),
A

YctaHOBKa v yaaneHue

Kakol 6bl pexum 3alnTbl Bbl HA YCTAaHOBWAW MPUW NMOMOLLM KOMaHAbl setenforce, nocse
: nepe3arpy3ku onepaLmoHHon cuctemsl SELINUX BEpHETCA B peXUM 3aLLuThbl, 3aJaHHbIV B ee
HacTpowkax (06blyHO dann HacTpoek SELinux Haxoautca B katanore /etc/selinux).

Mocne ycnewHon yctaHoBku Dr.Web Industrial gna Linux n3 yctaHoBouHOro garna, Ho Ao ero
3anycka v akTMBauumn BepHuUTe pexxuM Enforcing, ons Yero BbIMOAHUTE KOMaHAY:

# setenforce 1

Mpo6nembl pyHkumoHupoBaHua Dr.Web Industrial gasa Linux

B HekoTOpbIx cayvasx npu paboTatowem SELinux otaenbHble komnoHeHTol Dr.Web Industrial
Aana Linux (Takme kak drweb-se U drweb-filecheck) He CMOryT 3aNyCTUTbLCA, BCNEACTBME
Yyero ckaHMpoBaHMe 06bEKTOB M MOHUTOPUHT GaniIoBON CUCTEMbI CTaHYT HEBO3MOXKHbI.
MpW3HaKOM TOrO, YTO 3TV KOMMOHEHTbI He MOTYT ObITb 3anyLleHbl, ABAAETCA NOSBAEHME
coobueHun 06 owmnbkax 119 n 120 Ha rnaBHoM okHe Dr.Web Industrial ansa Linux v B
CUCTEMHOM XYypHase, KOTopbl BegeT cyxba syslog (06bIYHO 3TOT XXypHan pacrnofioXeH B
Kkatasnore /var/log/).

B cnyuae cpabatbiBaHUs cnctembl 6e3onacHocTu SELinux nHdopmauma o6 otkazax
bunkcnpyeTca Takke B CUCTEMHOM XypHase ayauTta. B obuwem cayyae, npym ncnonb3oBaHuun B
cucteme gemoHa audit, XxypHan ayamTta xpaHutca B panne /var/log/audit/audit.log. B
NPOTUBHOM Cay4Yae COOBLLEHNS O 3anpeTe onepaLmn 3anncbiBatoTca B 06LWmi Gann XXypHana
(/var/log/messages nan /var/log/sysloq).

Ecav ycTaHOB/IEHO, UTO KOMMOHEHTLI CKAHUPOBaHWUA HEe PYHKLMOHUPYHOT U3-3a TOTO, YTO OHM
6nokmpytotca SELinux, ckomnuampymTe ans HUX cneumanbHble nosiumuku 6esonacHocmu.

l B HekoTopbIx anctpmbytmBax GNU/Linux ykazaHHble HVKe YTUINTbI MOTYT ObiTb MO
: YMOJIYaHWIO He yCTaHOBJEHbI. B 3TOM ciyyae Bam, BO3MOXHO, NoTpebyeTcs yCTaHOBUTL WX
AOMONHUTENBHO.

UTo6bI HacTpouTb NoANTMKM 6e3onacHocTu SELinux

1. Co3ganTte HOBbIV $aiin C UCXOAHBIM KOAOM noanTukn SELinux (ann ¢ pacwumpeHnem . te).
[JaHHbI dan onpesenseT orpaHNUYeHNs, OTHOCALLMECA K OMUCbIBAEMOMY MOAYHO.
NcxoaHbin darin NoAnTUKM MOXET BbiTb CO3ZaH AByMsA cnocobamu:

1) C nomMoLpto yTnanTbl audit2allow. TO Hanbonee NPOCTON CNOCOH, MOCKONbKY
AaHHas yTUAWTa reHepupyeT paspeLlatolye npasBuia Ha OCHOBe COObLLEeHN 06 oTkase
B fOCTyrne B pannax CMCTEMHbIX XypHasioB. BO3MOXHO 3asaTb aBTOMaTUYECKNI MOUCK
coobLeHnI B Gainax XypHasoB UM ykasaTb NyTb K Gany XXypHaia BPyUHYHO.

PyKOBO,CLCTBO nosab3oBaTenda
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@ DTOT CNOCO6 MOXHO UCMOb30BaTh TOJbKO B TOM Cnydae, Korga B CUCTEMHOM XypHaaie

ayAuvTa y>Ke 3aperncTpMpoBaHbl MHLUMAEHTbI HapyLLeHna noantuk 6esonacHoctn SELinux
komnoHeHTamu Dr.Web Industrial gns Linux. Ecam 370 He Tak, AOXAUTECh TaKUX UHLMAEHTOB
B npouecce pabotbl Dr.Web Industrial gna Linux nan cosgante paspeluatoLyme NOAUTUKM
NPVHYAUTENBHO, BOCMOJIb30BaBLUMWCh YTUAUTON policygentool (CM. HIKe).

Ymnuta audit2allow Haxo4auTca B nakete policycoreutils-python win
policycoreutils-devel (ans OC Red Hat Enterprise Linux, CentOS, Fedora, B
3aBUCMMOCTM OT BEpPCUM) WK B NakeTe python-sepolgen (gns OC Debian, Ubuntu).

MpumMep ncnosib3oBaHua audit2allow:

# grep drweb-se.real /var/log/audit/audit.log | audit2allow -M drweb-se

B saHHOM npuMepe ytanTa audit2allow NPOM3BOAMT NOUCK B
davine /var/log/audit/audit.log coobuieHni 06 oTkase B AoCTyne Ans
KOMMOHEHTa drweb-se.

B pe3ynbTate paboTbl yTUAUTLI cO34atoTcA ABa daia: NCXOAHbBIA Garia NOANTUKM
drweb-se.te M rOTOBbIV K YCTaHOBKE MOZAY/b MOANTUKN drweb-se . pp.

Ecan nogxoasaiwmx MHUNAEHTOB B CUCTEMHOM XYypHane He 06HapyXeHo, yTnanTa
BepHeT coobueHne 06 ownbke.

B 6onblwMHCTBE CayyaeB BaM He NOTpebyeTcs BHOCUTb M3MEHEHMA B Galia NONNTHKY,
CO3aHHbIV YTUANTOM audit2allow, MO3TOMY PEeKOMEHAYETCA Cpa3y NepexoAmnTb K
NYHKTY 4 ANA YCTAHOBKW MOJYYEHHOTO MOAYAS MOANTUKN drweb-se . pp.

3KpaH roToBbIV BbI30B KOMaHAbl semodule. CKONMPOBAB €ro B KOMaHAHYH CTPOKY U
BbIMOJIHMB, Bbl BbINOJIHUTE MyHKT 4. Mepenante K NyHKTY 2, TONIbKO €C/M Bbl XOTUTE BHECTU
M3MeHeHUsl B MONUTUKY, aBTOMaTUUYeCKU CHOPMUPOBaHHbIE AN KoMMoHeHToB Dr.Web
Industrial ans Linux.

@ Mo ymonuaHuto ytmauta audit2allow B KayecTBe pesynbTaTa CBOel paboTbl BLIBOAUT Ha

2) C nomMouwbto yTMANTBI policygentool. [ns 3TOro ykaxuTe B ka4ecTBe napaMeTpoB

MMA KOMMOHEHTA, paboTy C KOTOPbIM Bbl XOTUTE HAaCTPOWUTb, M MOAHbBIA MYTb K €r0
ncnosHaemomy danny.

O Ymnuta policygentool, BXOAALLAA B COCTaB NakeTa selinux-policy ana OC Red Hat

Enterprise Linux n CentOS, MoxeT paboTtaTb HEKOPPEKTHO. B TakoM ciyyae BOCMONb3ynTeCh
yTUAMTON audit2allow.

MpuMep co3gaHnsa NOANTUK NPU NOMOLM policygentool:
e /19 KOMMOHEeHTa drweb-se:

# policygentool drweb-se /opt/drweb.com/bin/drweb-se.real
e 119 KOMMOHEeHTa drweb-filecheck:

# policygentool drweb-filecheck /opt/drweb.com/bin/drweb-filecheck.real

PyKOBO,ELCTBO nosab3oBaTenda

59



Ty
),
A

YctaHOBKa v yaaneHue

A
<

Bam byaeT npesnoxeHo ykasaTb HECKOIbKO OBLLMX XapaKTepUCTUK AOMEHa, NOC/e Yero
A9 KaXKA0ro KOMNOoHeHTa byayT co3gaHbl Tpy daina, onpeaenatowmx NOANTUKY:

<module_name> . te, <module name> . fc n <module name> . if.

2. Mpn HeobxoANMOCTN OTPeAAKTUPYNTE CreHEPUPOBAHHbIN NCXOAHBIN danin NOANTUKM
<module_name>.te, a 3aTeM, NCNONb3YyA YyTUANTY checkmodule, co3aanTe bUHapHOe
npeactasneHue (bann c paclimpeHnemM . mod) MCXOAHOTO Gaiina OKaNbHON NOSUTUKW.

[nsa ycnewHon paboTbl 3TON KOMaHZAbl B CUCTEME AOJIKEH OblTb YCTAaHOBAEH MakeT
: checkpolicy.

I'Ipmmep MCnoJsib30BaHUA:

# checkmodule -M -m -0 drweb-se.mod drweb-se.te

3. Co3palite ycTaHaBAMBAEMbIA MOAY/b NOANTUKM (Dalin C paclUMpeHNEM . pp) C MOMOLLbH
yTmanTbl semodule package.

Mpumep:
# semodule package -o drweb-se.pp -m drweb-se.mod
4. nsa YCTaHOBKM CO34aHHOIOo MOoAysa NONNTUKN BOCHOIIb3yI7ITer yTVU'IVIToVI semodule.
Mpumep:
# semodule -i drweb-se.pp

Ana nonyyeHnsa JONOAHNTENBbHON MHOPMaLMK O NpuHLUMnax paboTbl u HacTponku SELinux
obpatutech K AOKyMeHTauum no ncnoabzyemomy samu amctpmbytmsy GNU/Linux.

6.5.2. Hactpownka paspewennin PARSEC

B sTom paspene

e HacTpoika B3aMMOAENCTBMA KOMOOHEHTOB, 3aMyLIeHHbIX Ha Pa3HbIX YPOBHAX NPUBUAET NI
o Vlcnonb3oBaHue ytunntbl drweb-configure
o Vi3MeHeHWe dalinoB KOHOUIYpaLNN BPYYHYHO

e HacTpoiika aBTOMaTM4YeCckoro 3anycka KOMNOHEHTOB Ha YPOBHE NPUBUIETVIA NOb30BaTeNs

o Wicnonb3oBaHue ytunntbl drweb-configure
o IameHeHwue dannos koHdurypaumnm PAM BpyyHytO
e Hactpouika SplDer Guard ana nepexsata cobbitnii gocTyna K dannam

B anctpmnbytmBax GNU/Linux, ocHalleHHbIx noacuctemon 6e3onacHoct PARSEC, poctyn
NPUIOXEHUN K dainam 3aBUCUT OT YPOBHS npusuaeruii. [lloatomy no ymonuanuto SplDer
Guard moxeT nepexBaTbiBaTb COObITUA JOCTYNa K GailziaM POBHO B TON Mepe, B KOTOPOM 3TO
npeaycMOTPEHO ero YypoBHEM MPUBUAETUNA.

PyKOBO,CLCTBO nosb30BaTena
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Kpome Toro, B cnyyae ecam nosb3oBatenb paboTaet Ha OTIMYHOM OT HyAs YPOBHE
npuBunernin, nutepdenc nonbsosatens Dr.Web Industrial ans Linux He moxeT
B3anmogencTeoBaTb co SplDer Guard 1 cepBMCHBIMW KOMMOHEHTaMW aHTUBMPYCa,
paboTaroWmMMmM Ha APYrnX YPOBHAX NMPUBUIETNIA, B TOM YMNCIe MOXET OTCYTCTBOBaTb JOCTYN K
KOHCONMANPOBAHHOMY KapaHTUHY.

Ecnm B OC ncnonb3yetca PARSEC n nmetoTca yyeTHble 3anncK nonb3oBaTtenen, paboTarowmx
Ha YPOBHAX MPUBUAETMNIA, OTIMYHbBIX OT HY/JIEBOTrO, HEOHXOANMO BbINMOAHUTL CNELNanbHYHO
HacTponky Dr.Web Industrial gna Linux, utobbl 06ecneunTtb B3anMoAenCcTBME ero
KOMMOHEHTOB, 3amnyckaeMblX Ha Pa3INYHbIX YPOBHAX NPUBUAETNIA.

(nonb3oBatens root). ns nonyyeHns nNpae Cyneprosib3oBaTeNs UCMOb3yiTe KOMaHAY
CMEHbI NOJIb30BaTeJIA su WA KOMaHAY BbINMOJIHEHUA OT MMEHU APYroro rnoJjib3oBaTtesisa

@ [ns ocyuiectBAeHUs 3TVX onepaumii HeoBXoAMMbI NMpaBa Cyrnepno/ib3oBaTens

sudo.

Hactpoiika B3anmoaencTBUA KOMMNOHEHTOB, 3anyLLeHHbIX Ha
pPa3HbIX YPOBHAX NPUBUJIETUN

MexaHun3Mm privsock npeaHa3sHaveH ana obecneveHmns GYHKUMOHNPOBAHUA CUCTEMHbBIX
CeTeBbIX CEPBMUCOB, He OCYLLECTBAAIOLLMX 06paboTKy MHGOPMaLUKN C UCNONb30BaHNEM
MaHZATHOTO KOHTEKCTa, HO B3aMMOZENCTBYHOLLMX C MpoueccaMu, paboTatowymm B
MaHJaTHOM KOHTeKcTe cybbekTa gocTyna. drweb-configd — CEPBUCHbBI KOMMOHEHT
Dr.Web Industrial gna Linux, obecneuvBatowmin B3aMMoAeNCTBME BCEX aHTUBUPYCHbIX
KOMMOHEHTOB Mexzay coboMu.

Yto6bI AeMOH ynpaBaeHus koHdurypaumen Dr.Web Industrial ana Linux (drweb-configd)
noay4Ynn NpaBoO Ha UCMONb30BaHME MexaHn3ma privsock, HeO6XOANMO BHECTU M3MEHEHMWA B
CUCTEMHBIN pan /etc/parsec/privsock.conf. [lns BHECEHUA U3MEHEHUI Bbl MOXETE
MCNOAb30BaThb YTUANTY KOHOUTYpUpOBaHUA drweb-configure, BXoAdALLyto B coctaB DrWeb
Industrial gns Linux (pekomeHAayeTcs), IMH60 BHECTU N3MEHEHWNSA B HEO6X0oAMMble palinbl
KOHOUTypaLmn BPYYHYHO.

Ucnonb3oBaHue ytuautbl drweb-configure
Tpe6yeMb|e n3MmeHeHunA 6yAyT BHeCeHbl aBTOMaTn4eCK nocjsie BblMOJIHEHNA KOMaHAbl:

# drweb-configure session <pexum>

rae <pexum> MOXeT NPUHUMaTb OAHO U3 CIeAYHOLLUMX 3HAYEHWNA:
e enable — MCNO/b30BaTb MeXaHWU3M privsock;

e disable — He UCMONb30BaTb MEXaHU3M pf'iVSOCk.

PyKOBO,CLCTBO nosab3oBaTenda
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N3meHeHue daiinioB KOHPUrypauum BpyuUHyto

Ana OC Astra Linux SE Bepcumn 1.6 n 6onee nosgHei

1. B nto60OM TEKCTOBOM pesakTtope oTKponTe dpann /etc/parsec/privsock.conft.
[ob6aebTe B 3TOT daiin yKasaHHbIE CTPOKM:

/opt/drweb.com/bin/drweb-configd
/opt/drweb.com/bin/drweb-configd.real

2. CoxpaHute danin 1 nepesarpysmTte cucTemy.

HacTtpoiika aBTomaTuueckoro 3anycka KOMMNOHEHTOB Ha YpPOBHe
npuBUIErMii NoNb3oBaTens

[Ans TOro, uto6bl KOMMOHeHTbl Dr.Web Industrial ans Linux, ¢ koTopbiMy B3anMozencTyeT
noab30BaTesb, OblIN AOCTYMHbI B €r0 OKPY>KeHUW (Npu paboTe nosb3oBaTeNs Ha YpOBHe
NPVBUAETNIA, OTINYHOM OT HY/IEBOT0), BHECUTE N3MEHEeHUNs B dalinbl HacTpoek PAM ana
aBTOMAaTMUeCKOro 3anycka Tpebyembix komnoHeHToB Dr.Web Industrial ans Linux npu Havane
Ceccum nosib3oBaTeNa U UX 3aBepLUEHNS MPU OKOHYaHUKN ceccum (MCNONb3yeTcs
cneunansHbii PAM-moaynb pam drweb session.so, pa3paboTaHHbil «[JokTop Beb»,
KOTOpPbIN 3aMycKaeT KOMMOHEHT-NOCPeAHNK drweb-session, CBA3bIBAIOLWMIA MexXay coboMu
KOMMOHEHTbI, 3anyLleHHble B OKPY>XEHUWN NOAb30BaTeNs, C KOMNOHEeHTaMu, paboTaroWwmmm Ha
HYy/JIeBOM YpPOBHE NPUBUAETMIA 1 3anyCKaloWMMMNCA aBToMaTnyeckm npu 3arpyske OC).

Ana BHeCeHWsA N3MeHeHNI B HacTponkn PAM Bbl MOXeTe NCNOAb30BaTb YTUANTY
KOHPUrypnpoBaHua drweb-configure, Bxogawyto B coctaB Dr.Web Industrial gns Linux
(pekomeHayeTcs), MO0 BHECTM M3MEHEHUS B HEOOXOAMMbIe Galabl KOHOUTYPaLMK BPYUHYHO.

Ucnonb3oBaHue ytuantbl drweb-configure

Ana yno6cTBa HACTPOMKM HEKOTOPbBIX CIOXKHbBIX NapaMeTpoB, obecrneumBatowmx
pabotocnocobHocte Dr.Web Industrial ans Linux, pazpaboTtaHa cneuunanbHas
BCMoMoraTesbHasa yTnanta drweb-configure.

1. [N BKNHOUYEHUA MAN OTKIOYEHNA aBTOMATMYECKOro 3amnycka HeobXoANMMbIX KOMMOHEHTOB
Dr.Web Industrial gnsa Linux B okpy>keHWM nosb3oBaTena npu ero paboTe Ha ypoBHe
NPUBMAETMIA, OTIMYHOM OT HYJIE€BOTO, BbIMOJHUTE KOMaHAY:

# drweb-configure session <pexum>
rae <pexxum> MOXeT NMPpUHUMaTb O4HO U3 CieayroLWmnx 3HAYEeHWU:

e enable — BK/IHOUNUTb PEXMUM aBTOMATUUYECKOTO 3arnycka HY>KHbIX KOMMOHEHTOB B CECCUN
NoNAb30BaTeENIA Ha €ro ypoBHe I‘Ipl/lBI/I.l'IGFI/IVI.

e disable — OTK/IHOUNTb PEXMM aBTOMATMUECKOTO 3amnycka HY>XHbIX KOMMOHEHTOB B
Ceccum nosib3oBaTesis Ha ero ypoBHe NpuBuaernin (npu atom pag eyHkunin Dr.Web
Industrial ans Linux okaxeTcs HeJOCTYMHbIM).

PyKOBO,CLCTBO nosab3oBaTenda
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2. lMepe3anyctute cucremy.

| [ns nonyyeHns cnpaBKu MO MCMOJAb30BaHWUIO drweb-configure Ana Hactporiku PAM
: BbIMNOJIHUTE KOMaHAY:

$ drweb-configure --help session

N3meHeHue ¢aitnos koHpurypauuu PAM BpyuHyto

Ansa Astra Linux n gpyrux auctpubytmsos, ncnosb3syrowmux moayiab PAM
pam_parsec_mac.so

1. YT06bI M3MEHUTb HacTporkn PAM, HY>XHO OTpeaaKTMpOBaTh XpPaHALLMECH B
kaTanore /etc/pam.d KOHGUTypaunoHHble dalibl, B KOTOPbIX Bbi3biBaeTcA Moayab PAM
pam_parsec _mac.so. [Jnd noay4yeHnsa NOAHOro cnucka taknx GanaoBs BbIMOAHUTE
KOMaHAy:

# grep -R pam parsec _mac.so /etc/pam.d
B kaxkabln danin 13 cnucka sobasBbTe caesyroLime 3anncuK Tuna session:
e [lepes nepBOM 3aNNCbIO TMMNA Session:
session optional pam drweb session.so type=close
e Mocne nociesHen 3anncu Tuna session:
session optional pam drweb session.so type=open
2. CoxpaHuTe n3MeHeHHble Galibl.

3. Co3pante CMMBOANYECKYHO CCbUIKY Ha $alrn pam drweb session.so U3 CUCTEMHOrO
kaTanora, cogepxatliero PAM-mogynn. ®ann pam drweb session.so pacrnonaraercs B
kaTanore 6ubamnotek Dr\Web Industrial gns Linux /opt/drweb.com/1ib/ (Hanpumep, aAns
64-pa3pagHbix OC — B kaTtanore /opt/drweb.com/1ib/x86 64-linux-gnu/pam/).

4. lMepesanycTnte cuctemy.

Hactpoiika SplDer Guard pgna nepexBarta cobbiTMin gocTyna K
dannam

Ans npepoctaBneHns pannosomy MoHuTopy SplDer Guard BO3MOXHOCTU 0BHapyXunBaTb
AoCTyn K darinam, MMerowmm 1obor ypoBeHb NPUBUAETMIA JOCTyNa, HEOHX0ANMO NepeBecT
SpIDer Guard B pexxum paboTbl Fanotify.

Ytobbl nepeBectn SplDer Guard B pexum paboTbl Fanotify, BbINONHUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode Fanotify

ﬂﬂﬂﬂOﬂyquMHAOﬂOﬂHMTeﬂbHOﬁMH¢OpMauMMBbmonHMTeKOMaHAM

$ man drweb-spider

PyKOBO,CLCTBO nosab3oBaTenda
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6.5.3. Hactpowka Anbt 8 CI n apyrux OC, ncnonb3yrowmnx
pam_namespace
B atom pasgene

e Vicnonb3loBaHue ytununtbl drweb-configure

e /I3aMeHeHue dannos koHbUrypaumm PAM BpyUHVIO

[ns Toro, uto6bl KOMMNOHeHTbl Dr.Web Industrial gns Linux, ¢ koTopbiMu B3anMozencTsyeT
noab30BaTesb, OblN AOCTYMHbI B €70 OKPY>XEHWMW, BHECUTE M3MEHEHUS B Palibl HaCTPOeK
PAM ans aBTOMaTmueckoro 3anycka Tpebyembix komnoHeHToB Dr.Web Industrial gaa Linux
npu Hayane ceccMm Nosib3oBaTesia U UX 3aBepLUEHNS MPU OKOHYAHUUN CECCUN.

| Ans OC AnbT 8 CIN n3MeHeHWs TpebyroTcs /s BCEX YPOBHEN MPUBUAETUN, a A8 APYrvX
OC, ncnonb3yrolWmx pam namespace, — Npu paboTe nosb3oBaTeNa Ha yPOBHe
NPVBWAETNIA, OTINYHOM OT Hy/IeBOTO.

CneumnanbHbln PAM-Mogynb pam drweb session.so, pa3paboTaHHbI KOMNaHWeN
«[JokTop Beb», 3anyckaeT KOMMOHEHT-NOCPeAHMK drweb-session, CBA3bIBAOLLMIA MEXAY
cob0M IoKaNbHble 3K3EMMIAPbI KOMMOHEHTOB, 3aMYyLLEHHbIX B OKPY>XXeHWM Nob30BaTens, ¢
KOMMOHEHTaMK, paboTatoWwyMMmN Ha HYJIEBOM YPOBHE NMPUBUIETNIA 1 3aMyCKatoLLMMUCS
aBToMaTunyeckn npwu 3arpyske OC.

Ans BHeCeHUs N3MeHeHNI B HacTponkn PAM Bbl MOXeTe NCMNOAb30BaTh YTUANTY
KOHOUrypmpoBaHuns drweb-configure, Bxoasawyto B coctaB Dr.Web Industrial ans Linux
(pekomeHayeTcs), MO0 BHECTM U3MEHEHUS B HEOOXOAMMbIE Galibl KOHOUTYPaLIMK BPYUHYHO.

[Jo BHeceHus n3meHeHuin Ha OC AnbT 8 CIM 11100-02 HeO6XOAUMO BbIMOHUTL CAeAytOLLMe
d JencTBuUA:

1. BbINOAHWTL BXOZ MoA noJsib3oBatesneM officer.
2. lMonyuntb NpaBa cynepnosib3oBaTens:
$ su -
3. BbIMOJIHATL YCTaHOBKY MOJUTUKU:
# semodule -i /opt/drweb.com/share/drweb.pp

4. O6HOBUTb KOHTEKCTbI 6€30MacHOCTV $paliNoB B COOTBETCTBUM C YCTaHOBAEHHON
MONUTUKOM:

# restorecon -r /opt/drweb.com

PyKOBO,CLCTBO nosab3oBaTenda
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NUcnonb3oBaHune ytuantol drweb-configure

Ana yno6cTBa HACTPOMKM HEKOTOPbLIX CIOXKHbBIX NapaMeTpoB, obecrneumBatowmx
pabotocnocobHocte Dr.Web Industrial ans Linux, pazpaboTtaHa cneuunanbHas
BCMoMoraTesbHasa yTnanta drweb-configure.

1. ,ﬂ,l'lﬂ BKJIHOYEHWNA NN OTK/IHOYEHWNA aBTOMAaTN4e€CKOro 3anycka HeO6XOAl/IMbIX KOMMOHEHTOB

Dr.Web Industrial gnsa Linux B Okpy>keHWM nosb3oBaTens npu ero paboTe Ha ypoBHe
NPUBUAETMIA, OTIMYHOM OT HYJEBOTO, BbIMOJHUTE KOMaHAY:

# drweb-configure session <pexum>
rae <pexum> MOXeT NMPpUHUMaTb O4HO U3 CieayroLWmnX 3HAYEeHU:

e enable — BK/IHOUNUTb PEXMUM aBTOMATUUYECKOTO 3amnycka HY>KHbIX KOMMOHEHTOB B CECCUN
NoNb30BaTeENIA Ha €ro ypoBHe I‘Ipl/lBI/I.l'IGFI/IVI.

e disable — OTK/IHOUNTb PEXMM aBTOMATMUECKOTO 3amnycka HY>XHbIX KOMMOHEHTOB B
Ceccum nosib3oBaTesis Ha ero ypoBHe npuBuaernin (npu atom pag eyHkunin Dr.Web
Industrial ans Linux okaxeTca HeJOCTYMHbIM).

2. Mepe3sanyctute cnucremy.

| Ans nonyyeHnsi cnpaBKX MO UCMOJb30BaHWUIO drweb-configure Ans HacTpoliku PAM
: BbIMOJIHUTE KOMaHAY:

$ drweb-configure --help session

N3meHeHne Ppannos koHpurypauum PAM BpyuHyro

1.

YT06bI N3MEHUTb HacTporkn PAM, HY>XHO OTpeAakTMpOBaTb XpaHALLMECH B

kaTanore /etc/pam.d KOHGUTypaunoHHble darinbl, B KOTOPbIX Bbl3biBaeTcA Moaynb PAM
pam namespace.so. /19 Nosy4yeHna NOJHOro crnmcka Takvx ¢panaoB BblIMOAHUTE
KOMaHzy:

# grep -R pam namespace.so /etc/pam.d
B kaxxabln danin n3 cnucka jobasBbTe cnegyrolime 3anncK Tuna session:
e MNepes NepBoWi 3aMKCbio TUNA session:
session optional pam drweb session.so type=close
e [Tocsie nocieaHen 3anucK TMNa session:
session optional pam drweb session.so type=open
CoxpaHuTte n3MeHeHHble Ganbl.

Cosgalite CMMBOJIMYECKYHO CCbINKY Ha paln pam drweb session.so M3 CUCTEMHOTO
katasora, cogepxatiero PAM-mogynun. ®aiin pam drweb session.so pacnonaraercs B
kaTanore 6ubanotek Dr.Web Industrial gnsa Linux /opt/drweb.com/1ib/ (Hanpumep, ana
64-pa3pagHbix OC — B kaTasore /opt/drweb.com/1ib/x86 64-linux-gnu/pam/).
Mpumep KoMaHAbl ans 64-pa3pagHon OC Anbt 8 Cr1:

PyKOBO,CLCTBO nosab3oBaTenda
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# 1n -s /opt/drweb.com/lib/x86 64-linux-
gnu/pam/pam drweb session.so /lib64/security/pam drweb session.so

| Ans OC Anbt 8 CIM 11100-02 1 AnbT 8 CIMT 11100-03 HEOHXOAMMO AOMONHUTENBHO
V4 ) BbIMONHUTL C/ieAytoLLiee:

1. B datine /etc/pam.d/newrole BMecTo cTpokm
session optional pam drweb session.so type=close
yKaxute ciegyroulee:
session optional pam drweb session.so type=cleanup

2. Otpepaktupymnte danbl /etc/pam.d/su mn /etc/pam.d/sudo, f06aBUB B KOHeL,
CNeayoLLyro CTPOKY:

session optional pam drweb session.so type=close
CoxpaHuTe M3MeHeHHble palinbl.
4. BbInonHuTe KOMaHAy:

# cp /opt/drweb.com/share/drweb-session/drweb-
session.sh /etc/profile.d/

4. lMepesanycTnte onepaLmnoOHHYHO CUCTEMY.

6.5.4. Hactpouka 3anycka B pe>xxume 3IC (Astra Linux SE, Bepcun
1.6 n 1.7)

B OC Astra Linux SE nopaep>xuBaeTtcs 0cobbli pexum 3amkHymou npozpammHol cpedel (311C).
B 3TOM pexunme 3anyckaroTcs TONIbKO MPUIOXKEHUSA, NCMONHAEMble dalinbl KOTOPbIX
noAnucaHbl LMGPOBOM NOANUCHIO pa3paboTumka, Yer OTKPbITbIN KoY Jo6aBaeH B NepeyeHb
kntoyer, kotopbim gosepsieT OC.

HaunHasa c Bepcum 1.6, B OC Astra Linux SE mexaHn3m nognucm 6bin nameHeH. 3anyck Dr.Web
Industrial gnsa Linux B pexxume 3IMC TpebyeT npegBaputenbHon Hactporku Astra Linux SE 1.6 n
1.7.

UTo6bI HacTpoutb Astra Linux SE Bepcuii 1.6 u 1.7 ansa 3anycka Dr.Web Industrial ana
Linux B pexxume 3MC

1.

YcraHoBUTe nakeT astra-digsig-oldkeys, €CNM OH elle He YCTaHOBJIEH, C
ycTaHOBOYHOro aucka OC.

MNomecTnTe OTKPbITBIV KNHOY KOMMaHuKn «JJokTtop Beb» B
KaTanor /etc/digsig/keys/legacy/keys (B C1yyae OTCyTCTBMSA KaTanora ero
HeobXoAMMO Cco3/aTh):

# cp /opt/drweb.com/share/doc/digsig.gost.gpg /etc/digsig/keys/legacy/keys
BbinonHuTe koMaHay:
# update-initramfs -k all -u

Mepe3arpy3sunTe cuctemy.

PyKOBO,ELCTBO nosab3oBaTenda
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7. Hauano pa6ortbi

BbinosnHuTe aktmBaumto Dr.Web Industrial gas Linux.
[poBepbTe ero paboToCnoCcob6HOCTD.

1
2.
3. 3azanTte pexxMm MOHUTOPUHIa GarinoB.
4

Onpep,enMTe ncknryeHma, ecam OHM MMeRTCA.

7.1. Perncrpauyunsa v aktusauus
B sTom pasgene

e [IpnobpeteHre 1 perncrpaLma AMLEH3INN
o Aktmeaums Dr.Web Industrial ans Linux

o 3anpoc AeMOHCTPALMOHHOIO Nepnoaa

o YcTaHOBKa Ka1ro4yeBoro dawnsa

o [loakntoyeHwe K cepBepy LIEHTPANN30BAHHOMW 3aULNThI
e [loBTOpHada permcrpauunsa

MprnobpeteHne n perucTpauusa INLEH3IUN

Mpu NnpruobpeTeHnn NNLEH3UN KNUEHT MNONyYaeT BO3MOXHOCTb B TeUeHMe BCEro CpoKa ee
AencTBMA NoayyaTb OOHOB/IEHMA C cepBepOB 0OHOBAEHNI KOMNaHWK «[JokTop Beb», a Taioke
noay4YaTtb CTaHZAPTHYH TEXHUYECKYH NOAAEPXKKY KOMNaHuu «oktop Beb» n ee napTHepoB.

Mprobpectn ntob6oK aHTUBUPYCHbIV NpoaykT Dr\Web nan cepuinHbin HOMep Ana Hero Bbl
MoXeTe y Hawux naptHepos O nam vepes uxtepHer-marasvH . lononHUTENbHYHO
MHPOPMaLMIO O BO3MOXHbIX BapuaHTaxX NMMLEH3UIA MOXHO HalTh Ha oduLimansHom caiite &
KomnaHun «[loktop Beb».

Perncrpaumsa AMUEH3NN NoATBEPXKAAET, UTO Bbl ABAAETECh MOJHOMNPABHbLIM NOJb30BaTENEM
Dr.Web Industrial gna Linux, n aktusmpyet ero GyHKUMK, BKAOUAA GyHKLMN OBHOBAEHMA
BMPYCHbIX 6a3. PekoMeHAyeTCA BbINONHATL PErUCTPALIMIO U aKTUBALMIO INLLEH3UN Cpa3y
nocne ycTaHOBKW.

AxktuBauusa Dr.Web Industrial gna Linux

MprobpeTeHHas NNLLEH3NSA MOXET ObITb aKTUBMPOBaAHA IH0ObIM M3 YKa3aHHbIX HUXeE
cnocobos:

e MpV NOMOLLM MacTepa pPerncrpaLunm, BXoAsallero B coctaB MeHezaxepa ANLEH3NI;

e HenocpeacTBeHHO Ha caiite J komnaHum «/Joktop Beb».

PyKOBOACTBO nosb30BaTena
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Mpwn akTMBaLMW AN NPOANEHUN TNLLEH3UKN TpebyeTcs yka3aTb CEPUNHBIN HOMep. ITOT HOMepP
MO>eT nocTaBaaTbcs BMecTe ¢ Dr.\Web Industrial gns Linux nam no anekTpoHHOW noute, Npu
MOKYrMKe AN NPOAJEHNN INLLEH3UN OHNANH.

@ Ecan nmeetcs KOMMIEKT AULEH3UI, BbiAaHHbIX Ans ucrnoab3oBanus Dr.Web Industrial ans

: Linux Ha HeCKONbKMX KOMMbIOTEPaX, TO NMPU PErnCTpaLym MMeeTca BO3MOXHOCTb yKa3aTb,
yto Dr.Web Industrial gna Linux 6yaeT ncnonb3oBaTtbCa TObKO Ha OAHOM KOMMbtoTepe. B
3TOM C/lyyae BCe NNLIEH3WN U3 KOMMIeKTa byayT o6beanHEHbI B O4HY, @ CPOK ee AeNCcTBuS
6yaeT aBTOMaTUYECKM YBEIUYEH.

3anpoc AeMOHCTPaLMOHHOro nepmoaa

CTaHAapTHbIA 4EMOHCTPALMOHHBIN Nepuog coctaBaseT 1 mecau,.

OkHO MacTepa perunctpaumv MeHeaxepa AMLEH3UI NOABAAETCA Ha IKpPaHe Npu NepBoOM
3anycke Dr.Web Industrial ana Linux (kak npaBmao, OH aBTOMaTM4YeCKM 3amnyckaeTcs cpasy
noc/ie OKOHYaHMs YyCTaHOBKM). Takke Bbl MOXETe B 060N MOMEHT 3anyCTUTb NpoLecc
pernctpaumnm n3 okHa MeHegxxepa nvLeH3nin, Haxkas MoayunTb HOBYHO JIMLLEH3UIO Ha
CTpaHuLe NPOCMOTpa MHGOPMaLUK O TEKYLLEN NLLEH3NN.

@ [Ans akTMBaLMM NMpU MOMOLLM CEPUAHOTO HOMepa TpebyeTcs MOAKNOUEHUE K UHTEPHETY.

B cnyuae akTMBaLMY AE@MOHCTPALMOHHOIO Nepuosa Uav anLeH3nn npy nomowm MeHezxepa
NNUEH3UI, KNtoueBor hanin (MMLEH3MOHHbIA AN AEMOHCTPALMOHHbIN) ByaeT chopMmpoBaH
Ha NI0KaJIbHOM KOMTMbOTEPE N YCTAHOB/IEH B HajJ/iexallee MecTo aBTomaTtuyecku. Mpwu
Noay4YeHnn K1rUYeBoro ¢ania no 31eKTPOHHOM noyTe Nocae perucTpaLmm Ha cante

YCTaHOBUTE €ro BPYYHYHO.

YcraHoBKa kawoueBoro ¢aina

Ecnm yxe nmeetcs kntoueBor $ain, COOTBETCTBYHOLUMIA AENCTBYIOLLEN NULLEH3MN Ha 3TOT
NPOAYKT (HanpuMep, OH 6biN NOAYyYeH OT NPOAABLA MO 3IEKTPOHHOM NMoYTe nocae
pernctpauunu uam Dr\Web Industrial ans Linux nepeHocmTcs Ha Apyron KOMMbOTEP), UMeeTCs
BO3MOXHOCTb akTMBMpoBaTb Dr.Web Industrial ans Linux, npocto yka3aB nyTb K MMeOLLEMYCS
KnroueBoMy dainny. 3T0 MOXHO CAenaTb CefyroLmM o6pa3om:

e B MeHepxepe nunLieH3ni, Nepensa Ha NepBOM Luare Macrepa permcrpasmm no ccblake
A pyrve Buabl akTMBaLLMmM 1 yKa3aB NMyTb K UMEROLLLEMYCA KItoueBOMY daray nam
cojep>kallemMy ero apxmBy . zip.

e BpyuHyto, ana 3T10r0:
1. PacnakynTte kntoueBor ¢ain, eciv OH Hbln1 BaMU MONYYEH B apXuBe.

2. [Janee BbinonHuTe Nt060€ N3 yKa3aHHbIX HMXKE AeNCTBUN.

PyKOBO,CLCTBO nosab3oBaTenda
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e CkonupynTe ero B KaTanor /etc/opt/drweb.com 1 nepeMmeHyiTe B
drweb32. key.

e B danne koHdurypaummn Dr.Web Industrial gna Linux yctaHoBUTe 3HaueHne napameTtpa
KeyPath TaknM obpa3om, 4Tobbl OH yKa3biBaa Ha kitoveBon darin. B atom cnyuae
Ha3BaHMWe K1KuUa MOXEeT OT/INYaThCs OT drweb32 . key.

3. Mepe3arpy3ute koHdurypaunto Dr.Web Industrial ans Linux, BBINOAHMB KOMaHAY:
# drweb-ctl reload

AnAa NpuMeHeHMA BHECEHHDbIX N3MEHEHUN.
Bbl Takoke MOXeTe BbIMOAHUTb KOMaHAy:

# drweb-ctl cfset Root.KeyPath <nyms Kk katouesomy galiny >

B nocneaHeM cnyyae JononHUTENBHO Nepe3arpyxatb koHourypaumto Dr.Web Industrial ans
Linux He TpebyeTca. KntoueBon danin He ByaeT ckommpoBaH B
Katanor /etc/opt/drweb.com, a OCTaHETCA B UCXOAHOM KaTasore.

CaM HeceT OTBETCTBEHHOCTb 3@ €ro COXPaHHOCTb. Takol cnocob yCTaHOBKM KIHOUYEBOTrO
dbalina He pekOMeHAyeTCs 13-3a BO3MOXHOCTU €ro C1yYalHOTrO yaaneHus (Hanpumep, ecau
OH 6bIN pa3MelLLeH B KaTasiore, NMojBepratoLLeMCcs aBTOMATUUECKO OUUCTKE CUCTEMOW).
MNMoMHWTe, UTO B C/lyyae yTpaTbl Bbl MOXETE 3aMpOCUTb KIOYeBON daiii MOBTOPHO, HO
KOJIMYECTBO 3aMPOCOB Ha Ero MoJyYeHne orpaHNYeHo.

@ Ecnm kntoueBom daiin He ckonnpoBaH B KaTanor /etc/opt/drweb.com, Nosb30BaTeNb

MopaxknioueHue K cepBepy LEHTPaA/IM30BaHHOMN 3aLMTbl

B cnyuae ecnn npoBanigep an agMUHUCTPATOP CeTU NPeAnpuaTUA NpeaoctaBua danin
HaCTpOoeK MNOAKNOYEHNA K CEpBEPY LIEHTPaAN30BaHHOM 3aLLyThbl, Bbl MOXETE aKTUBMPOBaTb
Dr.Web Industrial gna Linux, npocTto yka3aB nyTb K umetoLLemyca danay HacTpoek
NOAKNOUYEHWNSA. ITO MOXHO CAeNaTb CesyroLnm obpa3om:

e B okHe HacTpoek NporpamMsbl Ha Bknajke Pe)xunm yctaHoBuTe Gaaxkok Bkarountb pexxum
LLeHTPa/In30BaHHOM 3alUThl, BbibepuTe B MOABUBLUEMCA OKHE MYHKT BblNajatoLLero
cnucka 3arpysutb U3 ¢panna, ykaxxmTte nyTb K MMetroLeMyca darny HacTpoek MOAKIHYEHMA
n HaxxmuTe MoakNOUUTD.

nOBTOpHaﬂ perncrtpauusa

MNoBTOpHaA permcrpauma MoxeTt noTpeboBaTbCA B Cayyae yTpaTbl MMLEH3INOHHOTO
knroueBoro danna Npu HaAMUnMmM akTMBHOM NnLEH3MKW. [Tpy NOBTOPHOW perncrpauumn ykaxmnte
Te XKe NepcoHaNbHble AaHHble, KOTOPbIE Bbl BBEIW MPW MEPBON perncrpaumm aMueH3unm.
[lonyckaeTca Ncnonb3oBaTh APYrov agpec 3NeKTPOHHON NOYTbl — B TaKOM C/y4yae
NNLUEH3VOHHBIV KtoueBour darin byaeT BbiCaH MO HOBOMY aApecy.

MonyunTb AMLEH3NOHHBIV KntoueBour dann yepe3 MeHeaxxep MLEH3UN NAN C MOMOLLIbHO
KOMaHAbl YNpaBAeHNsA NULLEH3MEN MOXHO OrpaHMYeHHOe KoamyecTBo pa3s. Ecam 3to uncno

PyKOBO,CLCTBO nosab3oBaTenda
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NpeBbILLEHO, TO K/IHOUEBOWN Gali MOXHO MONYUMTb, MOATBEPAMB PErUCTPaLMIO CBOErO
cepuitHoro HoMepa Ha caiite 4 komnaHum «Joktop Beb». Kntouesol daiin byaet BbichaH Ha
afpec 3N1eKTPOHHOM MOYTbl, KOTOPbIN BbIN yKa3aH NPV NePBOW perncTpaumnm.

Mocne nonyyeHus K0UYeBOro daiiia No 31eKTPOHHOMN MouTe BaM HEOHXOAMMO BbIMOAHUTD
npoLesypy ero YCTaHOBKY.

7.1.1. KnroueBon ¢ain

KntoueBown dpann — 370 cneumanbHbi Gais, KOTOPbIA XPaHUTCA Ha NOKalbHOM KOMMblOTEPE
1 COOTBETCTBYET MPUOBPETEHHOW AULLEH3UN AN aKTUBMPOBAHHOMY JE€MOHCTPALMOHHOMY
nepuogy ana DrWeb Industrial gna Linux. B kntoueBom dparine pukcmpytotca napameTpol
MCMoNb30BaHMA NPOAYKTa B COOTBETCTBMU C MPUOOPETEHHOM INLIEH3MEN nan
aKTVBMPOBaAHHbIM AE€MOHCTPALMOHHBIM NEPUOLOM.

KntoueBoi dainn nmeet paclumpeHune . key v ABASETCA AeUCTBUTENbHbBIM MPWU
OAHOBPEMEHHOM BbIMONHEHUWN CNEAYHOLLNX YCIOBUIA:

° CpOK AeIZCTBMH JINMUEH3NN A AEMOHCTPAaUMOHHOIO nepnoja, KOTOpblIM OH COOTBETCTBYET,
He NCTekK.

° Pa3pemeHV|e, onpeagendaemoe J'II/IL],GHSVIGVI NN aKTUBHbIM AEMOHCTPAULNOHHBIM NEPNoaomMm,
pacnpocTpaHAeTCA Ha BCE MCNONb3yeEMbIE MOAYIN.

e LlenoctHocTb darina He HapyLueHa.

Mpwn HapyweHun NHHOro N3 3TUX YCNOBUIN KNtOUeBOW Gail CTAaHOBUTCA HEAENCTBUTENbHbBIM.

ili Mpw pabote Dr.Web Industrial ans Linux knroueBor dainn no yMonyaHWIO AONXKeEH
HaxXoAUTbCA B KaTanore /etc/opt/drweb.com M Ha3biBaTbCAa drweb32. key.

KomnoHeHTbl Dr.Web Industrial g5 Linux perynspHo NnpoBepstoT Haanumne 1 KOPPEKTHOCTb
kntoyeBoro daina. Ero cogepxnumoe 3almiLeHO OT peAakTMpOBaHUA NPW NOMOLLLM
MexaHW3Ma 3NeKTPOHHOW LdGPOBOW NOAMMUCK, MO3TOMY peAakTpOBaHWe AefaeT KItoUYeBOn
dalin HegelcTBUTENbHBIM. He pekomMeHayeTcs OTKpbIBaTb KIOUEBOW (alin B TEKCTOBbIX
pesakTopax BO M3bexkaHune ciydaiHoOW MopYm ero CoAepP>XMMOoro.

Mpw OTCYTCTBUM AENCTBUTENBHOTO KIHOYEBOro daina (INLEH3MOHHOTO UK
JEMOHCTPALMOHHOTO), @ TakXKe Mo UCTEYEHUM CPOKa ero AenCTBUS, aHTUBUPYCHbIE dYHKLMN
BCEX KOMMOHEHTOB 6JIOKMPYIOTCA A0 YCTaHOBKM AeMCTBYHOLLEro KitoueBoro daina.

PekomeHAayeTCA COXpaHATb MMEROLMNCA INLLEH3VNOHHbBIN KItoUeBOW Gala fO NCTeyeHna cpoka
ero sencreus. B aTom cnyyae npu nepeycraHoBke Dr.Web Industrial gns Linux nan nepeHoce
€ro Ha Apyrov KOMMbHOTEp NOBTOPHaA Perncrpauma CEpUnHOro HoMmepa JNLEH3NN He
noTpebyeTcs, 1 Bbl CMOXETe UCMOAb30BaTh JNLEH3NOHHbIW KNtoueBour $aisl, MoNyYeHHbI
nNpv NepBOM MNPOXOXAEHUW NpoLeAypbl perucTpaLmmn.

PyKOBO,ELCTBO nosab3oBaTenda
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@ Mo 31ekTpoHHOM nouTe KtoyeBble daiibl Dr.Web obbluHO nepesatoTcs 3anakoBaHHbIMU B
: apxuBbl . z1ip. ApPXMB, CoZep>Kallnii kKitoueBon dann ans aktmeaumm Dr.Web Industrial gns
Linux, o6bI4YHO MMeeT UMs agent.zip. ECin B COOBLLEHUN 3NEKTPOHHOWN NOYThI

COAEPXKUTCA HECKO/IbKO apXMBOB, TO HYXHO MCMOJIb30BaTb MMEHHO apxMB agent.zip. B
MacTepe perncTpaLmm MOXHO ykasblBaTb MyTb HEMOCPEACTBEHHO K apXMBY, HE BbIMOJIHAS

ero npeABapuTeNbHOM pacnakoBku. Takxke nepes yCTaHOBKOW KitoueBoro daina Bbl
MOXeTe pacrnakoBaTb apXxvB AOObLIM YA06HbIM AN BaC CNOCOHOM U M3BNEYL U3 HETO
KNtOUEeBOW Gaiia, COXpaHUB ero B AH060M AOCTYMHbIN KaTanor (Hanpumep, B 4OMaLLHUM
KaTa/sior UAK Ha CbeMHbIn HocuTenb USB flash).

7.1.2. ®ann HacTpoeK NOAKNOUEHUA

®ann HacTpoek NOAKNOYEHMA NpeacTaBaseT cO60N cneumanbHbl Gann, XpaHALLMIA BHYTPA
ceba napametpbl nogkntoveHns DrWeb Industrial ans Linux k cepBepy LLeHTpann30BaHHON
3alMThl. ITOT dharin MOXeT 6bITb NPesOCTaBAeH agMUHUCTPATOPOM aHTUBUPYCHOMW CETU UAN
WHTEpHeT-NpoBaligepoM (ecan oH obecrneumBaeT NOAAEPIXKKY YCAYTN LLEHTPaAN30BaHHOM
aHTUBMPYCHOM 3aLUnThI).

Bbl MOXeTe ncnonb3oBatb 3TOT Pann ana aktmBaumm DrWeb Industrial gns Linux yepes
NOAKNOUEHWNE ero K CepBepPY LLeHTPaNN30BaHHOM 3aLMTbl (B 3TOM C/yYae Bbl HE CMOXeTe
ncnonb3oBatb Dr.Web Industrial ans Linux B aBTOHOMHOM pexume, He npuobpeTs
AOTONHNTENBHO JULIEH3UIO).

7.2. NMpoBepka paboTtocnocobHocTN

Ans npoBepkn paboTOCNOCOOHOCTM aHTUBUPYCHBIX MPOrPaMM, MCMOb3YHOLINX CUTHATYPHbIe
MeToabl OBHapy>eHusa yrpos, ncnonb3yetcs Tect EICAR (European Institute for Computer Anti-
Virus Research), pa3paboTaHHbIN O4HOMMEHHOW OpraHmn3aumen. IToT TecT pa3paboTaH ans
TOro, Ytobbl MO/Ib30BaTE b, HE NOABEPras CBON KOMMbIOTEP OMACHOCTX, MOT MOCMOTPETb, Kak
YCTaHOBJ/IEHHbIV aHTMBUPYC ByaeT curHannsnpoBaTtb 06 0O6Hapy>XeHUn yrpo3bi.

Mporpamma, ncnosnb3zyemas ans Tecta EICAR, He sBnseTCa BPeAOHOCHOM, HO crielmanbHO
onpegensercs 60NbLMHCTBOM aHTUBUPYCHbIX MPOrpaMM Kak BUpPYC. AHTUBMPYCHbIE
npoayktbl Dr\Web Ha3biBatoT 3TOT «BUpYC» cnegyrowmm obpasom: EICAR Test File (NOT a
Virus!). MprimepHO Tak ero Ha3bIBakoT U Apyrie aHTUBMPYCHbIe MPOrpamMMebl. TecToBas
nporpamma EICAR npeacraBnser cobon nocnesoBateNnbHOCTb U3 68 6anT, 06pasyroLLyto Teno
ncnonHaemoro ¢anna . com ana OC MS-DOS/Windows, B pe3y/ibTate NCMOJHEHMA KOTOPOTo
B KOHCOJIb AN Ha 3KpaH 3MyAaTopa TePMUHaNA BbIBOAUTCA TEKCTOBOE COObLLeHME:

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

Teno TecToBOW NPOrpamMMbl COCTOMT TONIbKO M3 TEKCTOBbIX CUMBOJIOB, KOTOPble GOPMUPYHOT
CNeZlytoLLYHO CTPOKY:

X50!P$@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE ! SH+H*

PyKOBO,CLCTBO nosab3oBaTenda
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Ecnv Bbl co3aaanTe TeKCTOBbIV daiin, COCTOALLMIA U3 NPUBEAEHHOW Bbille CTPOKU, TO B
pe3ynbTaTe MOAYYMTCA NPOrpaMma, Kotopas 1 byaeT OnUCaHHbIM «BUPYCOM».

B cnyuae koppekTHoi paboTbl Dr.Web Industrial gns Linux 3T0T dpainn gonxeH
obHapyXunBaTbCs Npun NpoBepke 06bEKTOB GaiIoBOM CMCTEMbI NHOOBIM AOCTYMHbLIM
cnocobowm, ¢ ysegomneHnem ob obHapy>xxeHumn yrpo3sbl EICAR Test File (NOT a Virus!).

Mprmep KoOMaHAbl a1a NnpoBepkun paboTtocnocobHoctn Dr.Web Industrial gna Linux npwu
nomouwy TectoBot nporpammsbl EICAR:

S echo '"X50!P%QAP[4\PZX54 (P")7CC) 7}$SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*' > testfile
&& drweb-ctl scan testfile && rm testfile

[laHHaa kKOMaHJAa 3anucbiBaeT CTPOKY, MPeACTaBAAOLLYO COBOW Tesl0 TeCTOBOM NPOorpaMmbl
EICAR, B dann testfile B TEeKyLLMI KaTalor, BbINOAHAET MPOBEPKY NONYyUYeHHOro danna,
nocse Yero yAansiet Co3ZaHHbIn dann.

[lns ycnewHoOro npoBe/eHws Bbilleyka3aHHOrO TecTa Bbl JOJIKHbI UMETb MpaBa 3anucy B
TekyLui kaTanor. Kpome Toro, ybeanutecb, Uto B HEM OTCYTCTBYeT daia C UMEHEM
testfile (Npu HEOBXOAUMOCTU U3MEHWTE UMA Paiina B KOMaHZAE).

B cnyuyae ycnewHoro obHapyeHns TeCTOBOroO «BMpYyca» Ha 3kpaH byzeT BblZaHO caepytoLlee
coobuleHmne:

<nyme K mekyuwjemy kamasoay>/testfile - infected with EICAR Test File (NOT a Virus!)

Ecniv npu nposepke byaeT nonyyeHo coobuieHmne 06 owmnbke, obpaTuTech K ONMcaHmIO
N3BECTHbIX OWKOOK.

yrpo3bl Gainn MOXeT ObITb TYT XKe yAaNeH UAN NepemelleH B KapaHTUH (B 3aBUCMMOCTH OT
HaCTpOeK KOMMOHeHTa). B aTom cnyyae nocne cooblueHns 06 obHapyxXeHUn yrpossbl
KOMaHza rm coobwmt 06 oTcyTcTBUM daina. dTa cuTyaLms He SBAAETCS OLWMOKOMN, a
CUrHaIM3MPYeT O KOPPEKTHOM paboTe MOHWTOPA.

@ Ecnm B cucteme pabotaet MoHuTop dannosoin cuctembl SplDer Guard, npu o6Hapy>keHUm

7.3. Pe>kumbl MOHUTOpUHra ¢pannos
B sTom paspene

e Oblune cBegeHUA
e /I3MeHeHWe pexnmMa MOHUTOPUHIa Gainos

PyKOBO,CLCTBO nosab3oBaTenda
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O6bwue cBeaeHns

MoHunTOp darinoBoit cuctembl SplDer Guard, ocyLecTBAAOWMIA KOHTPOIb AOCTyNa K darinam,
MOXeT MCNONb30BaTh TPU PeXnMa MOHUTOPUHTa:

e O6bI4HbIl (yCTAaHOBAEH MO YMOYaHWNIO) — OTC/IEXMBAKOTCA Onepauum no Joctyny K darnam
(co3paHue, OTKpbITUE, 3aKPbITUE U 3aMyck). 3anpalumBaeTcs NnpoBepka darina, 4OCTyn K
KOTOPOMY 6bl/l OCYLLLECTBNEH, MO pe3yabTaTaM NPOBePKM K Ganay MOryT 6biTb MPUMEHEHbI
AEeNCTBMA NO HeUTpann3aumm yrpo3bl, ecin oHa B HeM obHapyxeHa. /1o okoH4YaHus
NPOBEPKM JOCTYN K daniNy CO CTOPOHbI MPUIOXKEHWI, 3aNPOCUBLUNX AOCTYM, HE
orpaHunumBaeTca.

e YcusieHHbIlU KOHMPOJ1b UCNOHAeMbIX patiios — Ansa GanioB, He CUMTarOLMXCA
MCNONHSAEMbIMU, — Tak Xe, Kak 1 B 06blYHOM pexxume. SplDer Guard 61okupyet
3anpoLUeHHY0 onepaLnto 4oCTyna K MCnoaHAeMoMy danny o Tex Mop, MokKa He CTaHyT
N3BECTHbI pe3y/ibTaTbl €ro MPOBEPKM Ha Hain4me yrpos.

VcnonHsembimMun painamu cumtatotcs ABounuHble dainbl popmatos PE u ELF, a Takke
‘ barinbl CKpUNTOB, cofepkallyme npeamoyny # !.

e «[lapaHoudaneHeiti» pexxum — SplDer Guard 610kMpyeT 3aNpoLLIeHHY onepaLuio 4ocTyna K
nobomy danny Ao Tex Nop, Noka He CTaHyT N3BECTHbI pe3y/bTaTbl €ro MPOBEPKM Ha
Ha/inume yrpos.

CkaHep B TeueHVe OnpeseNeHHOro BpeMeHu CoxpaHseT pesybTaTbl MpoBepkun Ganos B
creunanbHOM Kelle, MO3TOMY NP MOBTOPHOM AOCTyre K TOMy Xe daiay, Mpy Haanumm
MHPOpMaL MK B Kellie, NOBTOPHOE CKaHMpOBaHWe dalina He MPOU3BOAMTCS, B KayecTBe
pe3ynbTaTa MPOBEPKM 3TOro dalia NCMONb3yeTcs pe3ynbTaT, U3BAEUYEeHHbIM U3 KeLla.
HecmoTps Ha 3To, cnonb3oBaHWe «NapaHONAaNbHOrO» pexrMa MOHUTOPUHIA MPUBOAUT K
CYyLLLeCTBEHHOMY 3amez ieHnto paboTbl Npu JocTyne K Gpaniam.

N3meHeHne pexxmma MOHUTOpPUHra ¢aiiioB

| PeXuMbl YyCUNEHHOTO MOHWUTOPUWHIa GaliioB C UX NpeaBapuTeibHOW 610KUPOBKOM
: [OCTYMHbI, ToIbko ecan SplDer Guard paboTaeT B pexxvme FANOTIFY, a sgpo OC
CO6paHO CO BKNHOUEHHOW Onuyeli CONFIG FANOTIFY ACCESS PERMISSIONS.

Mepekntouenne pexxumos paboTsel SplDer Guard nNpoun3BOANUTCS TONBKO MPY MOMOLLN
KOMaHAabl cfset ytuauibl drweb-ctl.

[na nepeknrouerus pexxumoB paboTbl SplDer Guard HeobxoanmMo obnasaTb NpaBamu
cynepnonb3oBaTens. s nosyyeHns npas Cyrneprnoib3oBaTesis UCMOIb3yTe KOMaHAay
CMeHbI MOJIb30BaTeNA su WIM KOMaHAy BbINOJHEHMA OT MUMEHW APYroro noib3oBaTens

sudo.

PyKOBO,CLCTBO nosab3oBaTenda
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e [lnqa nepeknoveHnA SpIDer Guard B pexnm pa6OTbI FANOTIEFEY BbIMOJHUTE KOMaHAy:
# drweb-ctl cfset LinuxSpider.Mode FANOTIFY
° ,D'J'IFI N3IMEHEHUNA PEXNMA MOHUTOPUHTA BbIMONHNTE KOMaHAY:
# drweb-ctl cfset LinuxSpider.BlockBeforeScan <pexum>
rae <pexum> onpeaenaeTt pexxnm 6]10KI/IpOBKMi

s Of f — 610knpoBka goctyna He npounssoautca, SplDer Guard ocyuiecTBaseT 06bIUHbIN
(He BNOKNPYHOLLMIA) PEXXUM MOHUTOPWUHTa;

o Executables — npou3BoanTCcA 610KMpPOBKa AOCTyna K McnoaHaemblm darinam, SplDer
Guard ocyLwecTBASET YCUNEHHbIN KOHTPOb NCMOAHAEMbIX GaliNoB;

s A1l — npowusBoamnTca 610knpoBka goctyna K arobeim dannam, SplDer Guard
OCYyLLEeCTBASIET «MNapaHOUAaNbHbIN» PEXMM MOHUTOPUHTA.

e 119 N3MeHeHMsa Cpoka akTyalbHOCTN pe3ynbTaToB NpoBepkn hannoB, XpaHUMbix CkaHepoM
B Kelle, BbIMOJHUTE KOMaHAY:

# drweb-ctl cfset FileCheck.RescanInterval <nepuod>

rae <nepuod> onpegensier Nepuos akTyalbHOCTU NpeAblAyLIMX pe3yabTaToB NPOBEPKM,
HaxoaALwmxcs B kewwe. lonyctMMo 3HaueHne oT Os 2o 1m. Ecam yka3aH nepuog meHee 1
CekyHAbl, TO dann bygeT npoBepATbCA Npu AHOHOM 3anpoce.

PyKOBO,ELCTBO nosab3oBaTenda

74



Ty
),
A

Pa6orta ¢ Dr.Web Industrial gnaa Linux

A
$

8. Pa6boTta c Dr.Web Industrial ana Linux

PaboTta nonb3oBatena ¢ Dr.Web Industrial gna Linux Mo>xeT npon3BoanTbCA Kak B
rpadunueckom pexmme nNpu NOMOLLM KOMMOHEHTa, MPeAOCTaBAAOWEro rpadunyecknin
NHTEpdENnc ynpaBaeHms, Tak U 3 KOMaHAHOW CTPOKW (BkAtoYas paboTy uepes aMynsTopsl
TepMUHana B rpadnuyeckoM pexxmme).

e [1na 3anycka rpaduyeckoro nHtepdeinca ynpasneHunsa Dr.Web Industrial gna Linux BbibepuTe
nyHkT Dr.Web Industrial B cnctemHom meHto Mpunodxxkenns nan BeeanTe B sMynsaTope
TepMUHaNa KoOMaHay:

$ drweb-gui &

Mocne 3TOrO, ecnn okpy>xeHune rpaduryeckoro pabouero ctona AoCTynHo, byaeT 3anyLueH
rpaduuecknin nHtepdenc ynpasneHuns DrWeb Industrial gns Linux. lns 3anycka npoBepku
npw ctapTe rpadunyeckoro nHTepdenca nam A 3anycka ero B pexkmMe aBTOHOMHOIO

IK3eMnaapa BbINOAHNTE AAaHHYHO KOMaHAY C dpryMeHTaMu.

e YnpaBneHune paboton Dr.Web Industrial gna Linux n3 koMaHAHOM CTPOKM PacCMOTPEHO B
pa3aene DrWeb Cil.

e [ina rpaduueckunx cpeg pabouero ctosa Takxke NoAAep>KMBaETCH 3anyck NpoBepky dalinos
n3 naHenn 3agad (Takon kak Ubuntu Dock) n 13 rpadpuueckoro ¢annoBoro meHezaxepa
(takoro kak Nautilus). Kpome Toro, B obnactv yBegomaeHumin paboyero ctona otobpaxaercs
WHAMKATOP COCTOAHUSA, UCMONb3YEMbIA A1 MOKa3a BCM/bIBAOLWMX YBEAOMIEHNI 1N AOCTyNa
K KOHTEKCTHOMY MEH0 NMpUaoxeHus. MIHankatop otobpaxkaeTcs areHTOM yBeAOMAEHUH,
KOTOPbIM, KaK U Apyrve cepBMCHblE KOMMOHEHTbI MPUIOXEHUS, 3aMyCckaeTcs aBTOMaTUYeCKu
M He TpebyeT BMeLlaTeNbCTBaA B CBOLO paboTy. NMoapobHee cm. B pa3gene MHTerpaums co
cpeson paboyero crona.

e BkntoueHure pexunma ycMaeHHOro MoHUTOpUHra dannos MmoHuTopom SplDer Guard

onuncaHo B pa3jene PexxkvMbl MOHUTOPUHIA Galinos.

| Mocne ycraHoBku Dr.Web Industrial gnsa Linux 1t06biM 13 onmcaHHbIX B 3TOM PyKOBOZACTBE
Ccnoco6oB B Hauane paboTbl BaM NOTPebyeTCs aKTMBMPOBAaTh JIMLEH3WIO, MO0 YCTaHOBUTb
KNHOUEBOM alif, eciv OH y Bac yxxe umeeTcs, wiv nogkitounts Dr.Web Industrial gis Linux

K cepBepy LieHTpaan30BaHHOW 3aluThl (CM. paszen Peructpaumns v aktveauvs). o Tex nop,
noka Bbl 3TOTO He caenaete, PyHKYuU aHmueupycHol 3awjumel 6y0ym omkJ/toueHsl.

PyKOBO,CLCTBO nosab3oBaTenda
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8.1. Pabora B rpadpuueckom pe>xume
B atom pasgene

o Obuime cBEAEHUSA

e AreHT yBEOMIEHUN

e [paduyecknin nutepdenc ynpaBaeHus
o BHelHWN BuA rpaduryeckoro nHtepdenica ynpaBaeHus
o [naBHad cTpaHuLa

Obwue cBeaeHns

3a paboty Dr.Web Industrial gns Linux B okpy>eHun pabouyero ctosa oTBevatoT jBa
KOMMOHEHTa:

e AreHT yBEJOM/IEHNI — KOMMOHEHT, 3aMyckaemblil aBTOMaTUYeCKM Mpu Hayase ceaHca
paboTbl NONb30BaTeNA B OKPY>KEHUM paboyero ctona. 3TOT KOMMOHEHT NOKa3biBaeT
BCMJ/IbIBatoLLMeE yBeAOMAEHNA O cobbiTnax B paboTte Dr.Web Industrial ans Linux, a Takke
npesocTtaBaseT nHamkatop coctosHma Dr\Web Industrial gns Linux B 061acT cMCTEMHBbIX
yBEZIOMJIEHUI U OCHOBHOE MEHHO A1 B3aUMOZENCTBUSA C HUM.

e Mpadnyuecknin NHTEPDENC — KOMMOHEHT, paboTatoLMii B OKPY>KEHUN Fpadrueckoro
pabouyero cTona v NPesoCTaBAAIOWLMIA OKOHHbIN MHTepdenc Ans ynpaBaeHus paboTon
Dr.Web Industrial gns Linux.

AreHT yBeaOMJIEHNN
AreHT yBegomneHun Dr.\Web Industrial ans Linux npeagHa3HaueH ans:

e oTObpaxkeHna nHankatopa cocroaHuns DrWeb Industrial ans Linux;

e yNpaB/JieHNss MOHUTOPaMM U OBHOB/IEHWEM, 3anycka rpaduyeckoro nHTepdeica
ynpaBieHus;

® [TOKa3a BCrJblBakOWKNX yBeAOMﬂeHMIZ o CO6bITVIF|X}

® 3anycCka NpoBeEPOK No 3agaHHOMY paCnnCaHUHo.

Fpaduuecknin nurepdenc ynpasneHus

paduruecknii nHTepdenc ynpasneHma Dr.Web Industrial ana Linux no3Bonset pewatb
cnegytrolme 3asaun:

1. TlpocmoTp coctoaHma paboTtbl Dr.Web Industrial gnsa Linux, Bkntouas aktyanbHOCTb
NMEIOLMXCA BUPYCHBIX 6a3 1 cpoka AeNCTBUA TNLEH3NN.

2. 3anyck 1 ocTaHOBKa MOHUTOpa parnoBou cuctembl SplDer Guard.
3. 3anyck npoBepku hannoB no TpeboBaHUIO, B TOM UMCIE:

PyKOBO,CLCTBO nosab3oBaTenda
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e bbicmpas npogepka CUCTEeMHbIX GainnioB 1 Hanbonee ya3BMMbIX CUCTEMHbIX OO BEKTOB.
e [TonHas npogepka Bcex GaitNoB CUCTEMBI.

e BbibopoyHasi nposepka TONbKO yKa3aHHbIX GalioB 1 KaTaioros Uan
cneunanm3npoBaHHbIX 0OEKTOB (3arpy304HbIX 3aNnCen AMCKOB, aKTUBHbIX MPOLLECCOB).

Bbibop dannoB Ans NpoBepKM BbIMONHAETCSA Kak yKa3aHMEM LeNeBblX KaTaJoroB Uan
daninoB nepes 3anyckoM NPOBEPKU, Tak U UX NepeTackmBaHuem («drag and drop»)
MbILLbIO N3 OKHa GalNA0OBOro MeHeAXepa Ha rMaBHYH CTPaHULY (CM. HUXKE) NN Ha
cTpaHnuy CkaHep okHa Dr.Web Industrial gns Linux.

4. 0630p BCex yrpos, obHapyxeHHbIx Dr.Web Industrial ans Linux Bo Bpems TekyLuero
ceaHca paboTbl B rpaduueckomM pexnme, BKatoUas 0630p HEMTPaAnN30BaHHbIX U1
MPOMYLLEHHbIX Yrpo3, a Takke 06BEKTOB, MepeMeLLeHHbIX B KapaHTUH.

5. 0630[2 O6beKTOB, nepemMeLleHHbIX B KapaHTUH, C BO3MOXHOCTbHO MX OKOHYaTE/IbHOIO
yaaneHna nim BOCCTaHOBEHUA.

6. Hactpovika napametpoB paboTtbl kKoMnoHeHTOB Dr.Web Industrial gns Linux, Bkiroyas
cneayrolLme napaMeTpsbi:

e [lenictBua, koTopble CkaHep u SplDer Guard 6yayT aBToMaTMyeCkn NPUMEHATb K
obHapy>XeHHbIM yrpo3am (B 3aBUCMMOCTM OT UX TUNaA).

e [lepeyeHb kaTasoros v Gannos, KOTopble He ByayT npoBepATbca CkaHEepPOM 1 He ByayT
KOHTPO/IMPOBaTbCA MOHNUTOPOM darinoBor cuctembl SplDer Guard.

e PacnucaHuve nnaHoBbIX NPOBEPOK GalN0BON CUCTEMbI, BKIFOYAs MEPUOANYUYHOCTb U TUM
NPOM3BOANMOM NPOBEPKM, a Takke NepedeHb 0H6bEKTOB, MOANEXKALLMX BbIOOPOUHOM
NpoBepKe COrnacHoO 3aZaHHOMY pacnuncaHuto.

e Pexxnum paboTthbl (NOAKAOUEHWE K CEPBEPY LLEHTPANIM30BAHHOW 3alUmMThl U OTKIHOYEHWE
OT Hero).

7. YnpaBneHue nnueH3vaMuM (BbiMmosHAeTCa Yyepe3 MeHekep NLLEH3UN).

8. [NpocmMOoTp COOBLIEHUA O COCTOAHNM aHTUBUPYCHOWN CETU, PacChbllaeMblX CEPBEPOM
LEeHTpanmM3oBaHHOM 3alWmnThl (Tonbko ecim Dr.Web Industrial gnsa Linux paboTaet B
COCTaBe aHTUBMPYCHOW CETU N TONbKO €CNU aAMUHUCTPATOP aHTUBUPYCHOW CeTU 3ajacT
COOTBETCTBYHOLLYO HaCTPOWNKY Ha cepBepe LIeHTPaAN30BaHHOM 3aLUuThl).

| [na koppektHo paboTel Dr.Web Industrial gns Linux Heob6xoammo, utobbl

A npeABapuTENbHO BblNN 3anyLLeHbl ero CEPBUCHbIE KOMMOHEHTbI, B MPOTVBHOM C/ly4Yae OH
3aBepLUMT CBOKO PaboTy HEMoCpeCTBEHHO MOC/e 3arycka, BblaB COOTBETCTBYOLL e
npeaynpexaeHue. B litaTHOM pexurme Bce HEOOXOANMble CEPBUCHbIE KOMMOHEHTbI
3anyckaroTcA aBTOMaTUYeCKU 1 He TpebytoT BMeLlaTeNbCTBa Noib30BaTess.

BHewHun Bng rpaduueckoro nHrepgenica ynpaBaeHns

Bua rnaBHoro okHa rpaduueckoro nHtepdeinca ynpasneHma Dr.Web Industrial gns Linux
npeAcTaBAeH Ha PUCYHKe HUXe.

PyKOBO,CLCTBO nosab3oBaTenda
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Ezrj SplDer Guard PaGoTaeT
Q CKaHep

@ MocnegHee obHoBNEeHWE 08.12.2023 10:01
NuueHsun ocTanoch 224 nHA

PucyHok 3. I'pajpuueckuin nutepdeiic ynpasnennsa Dr.Web
Industrial gnsa Linux

B neBoi yactn OkHa pacnono>XeHa HaBUralulMoOHHaA nNaHeAb, KHOMKA KOTOpOI‘/JI NMO3BONAKOT
BbIMOJIHNTb AGVICTBVIH, OMMCaHHblE HNXKE.

KHonka

OnucaHue

1. MNocroAHHO AOCTYMHbIE

]|

OTKprBaeT rnaBHyrO CTpaHuLy, Ha KOTOpOVI mMmeeTca BO3MOXHOCTb:

e BKIHOUUTb AN BbIKNHOUUTL MOHUTOP dalinoBoli cucteMbl SplDer Guard;

e 3aMycTuTb NPOBepPKy 06BbeKTOB GannoBon cucTeMbl (GalioB, 3arpy30UHbIX 3anucei) 1
3anyLLeHHbIX NPOLECCoB;

® MPOCMOTPETb COCTOAHME aKTyaJIbHOCTU BUPYCHbIX 6a3 1 BbINOJHUTb UX OBHOBEHNE npwm
HEO6XOAVIMOCTVI,'

® 3anycintb MeHep,>Kep J'II/ILI,eH3I/II7I ANAa NpoCcMOTPa COCTOAHMA TEKyLLLeIZ JNUEH3NN N

perncTpaLym HOBOW, Npy HEO6XOAUMOCTW.

OTkpblBaeT cTpaHuLly paboTbl C KapaHTMHOM, NMO3BOAOLLYHO MPOCMOTPETb daibl,
MOMeLLLeHHbIE B KAPaHTWH, a TakxKe BbIMOAHWUTb WX yAaleHne Uan BOCCTaHOB/IEHME U3

KapaHT/Ha.

OTkpblBaeT OkHO Hactpoliku paboTtel Dr.Web Industrial gns Linux, B yactHocTu:

e ckaHepa 06bekToB GaIOBON CUCTEMDI;

e MOHUWTOpa ¢pannoBoit cuctemsl SplDer Guard;

e 3anycka NPOBEPOK MO PaCrMCaHuIO.

Kpowme Toro, 3secb MoxeT 6bITb HacTpoeHa paboTa B pexvMe LieHTPaan30BaHHOM 3aLLuTbl.
MpesocTaBAseT JOCTYN K CNPAaBOYHbIM MaTepuanam v BCNOMOTaTeNbHbIM pecypcamM KOMMaHum
«[lokTop Beb»:

e vHbOpMaLMA O NPOAYKTE;

® PYKOBOACTBO MOJIb30BaTENS;

e dopym Dr.Web;

PyKOBOACTBO nosb30BaTena
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OnucaHue

® TeXHuU4yeckaa rnoaaepi>kka,;

e MepcoHanbHbIl kabuHeT nosb3oBaTens Mow Dr.Web.

Bce ccbinkm OTKPbIBAOTCA B 6pay3epe, YCTaHOBJIEHHOM B CUCTEME.

2. MosBnAowWMeca B 3aBUCUMOCTU OT YCJIOBUIA

OTKpbIBaeT CTpaHuLly CO1cKa 3ajay NPOBePKY, B KOTOPOM UMEOTCA He3aBepLUeHHbIe
(BbINONHANOLWMECA) 3a4a4n NPOBEPKW.

Hpucymcmsyem Ha HGBU&‘GL{UOHHOU nadesiu moJibko 8 csy4ae ec/iu Xxoms 661 00Ha nposepka
8bIN0JIHAEMCHA.

OTKprBaeT CTpaHuLy CnNCKa pe3ybTaTOB 3aKOHYEHHbIX MPOBEPOK. OKpaLIJVIBaeTCFI B
3aBUCUMOCTU OT pe3ybTaTa:

1) 3eneHas — BCe NPOBEPKM 3aKOHUMINCH YCMELLHO, YTPO3 He HalAeHo, AN BCe HalgeHHble
yrpo3bl 06e3BpeXeHb;

2) KpacHas — UMetoTCs HeO6Ee3BpPEXEHHbIE YrPOo3bl;

3) xenTas — Kakasa-11Mbo 13 NMPOBEePOK 3aBepLUUIach BCIEACTBME OLINGKM.

Hpucymcmeyem Ha HGBUZGL{UOHHOU nadesiu maoJibko 8 cjsiy4ae ec/iu 3anyckasidace xoms 66l 00Ha
npoeepka.

OTKpbIBaeT CTpaHuLly NpoCMoTPa Yrpo3, 06HapYyXeHHbIX Npu nposepke ¢hanoB ckaHeEPOM
nAm MoHuTopoM dannosoi cuctemsl SplDer Guard.

lpucymcmeyem Ha HABU2AUUOHHOU naHe/u MoJibKo 8 C/1ydde eciu UMeromcsi 0OHApykKeHHbie
yepos3el.

ancyTCTByeT Ha HaBI/II'aLI,VIOHHOI7I NaHeAN TONbKO B Cay4ae eC/i OTKPbITa U akKTUBHa CTpaHULA
3anycKka ckaHrMpoBaHuA.

lpu nepexode Ha s106YO Opy2yr0 CMpPAHUYy 21d8HO20 OKHA,  MAKXe npu 3anycke
CKGHUPOBAHUS CMPAHUYa 3anycka CKaHUposaHus bydem asmomamuyecku 3akpeimd, a KHONKa
ybpaHa ¢ Hasu2ayuoHHOU naHesu.

MpuUCyTCTBYET Ha HaBUraLWMOHHOW MaHen TOAbKO B Clyuyae ecin OTKpbITa U akTMBHA CTpaHuLa
ynpasnexuvs SplDer Guard.

Mpu nepexode Ha 06y Opyeyro CMPaHULy 21a8H020 OKHA, CmpaHuya ynpasseHus SplDer
Guard 6ydem asmomamud4ecku 3akpblma, a KHONKa yopaHa ¢ HagueayuoHHOU naHenu.

|_|pI/ICyTCTByeT Ha HaBMFaLLMOHHOIZ NnaHeJ I TONIbKO B C/lydae eC/in OTKPbITa M aKTUBHa CTpaHVLa
ynpaBaeHua 0OHOBAEHNAMMW.

pu nepexode Ha st0byro Opyayro CMPAaHULy 21G8HO20 OKHA, CMPAHUYd ynpasieHus
obHos1eHUAMU 6ydem asmomamuyecku 3akpsima, a KHONKa yopaHa ¢ HagueayuoHHoU naHesu.

MpuUCyTCTBYET Ha HaBUraLWMOHHOW NaHen TONbKO B Cydae ecin OTKPbITa U akTMBHA CTpaHuLa
MeHezxepa ANLEH3NIA.

PyKOBO,CLCTBO nosab3oBaTenda
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KHonka OnucaHue

lpu nepexode Ha 06yt Opyayro CMpaHuyy 2/1a8Ho20 0kHa, cmpaHuya MeHedxepa nuyeH3uli
6ydem asmomamud4ecku 3aKpblma, a KHonka ybpaHa ¢ HagueayUuoHHOU naHesu.

a OTKpbIBaeT CTPaHULYy NpocMoTpa COObLLEHMN OT CepBepa LEeHTPaiM30BaHHON 3aLuThl.

lpucymcmeyem Ha HasuzayuoHHoU naHesu moseko ecau Dr.Web Industrial das Linux
pabomaem 8 pexume UeHMpaau308aHHOU 3aWumel U AOMUHUCMPAMop aHmusupycHoli cemu
Hacmpous omnpdagky coobueHuli Ha smy paboyyro CMAaHyuro.

FnaBHasa ctpaHuua

Ha rnaBHon cTpaHuLe okHa rpaduueckoro nHtepdeinca ynpaeneHunsa Dr.Web Industrial ans
Linux pacnonoxeHa ueneBas 061acTb («<MULLEHb») ANA NepeTacknBaHma GaiioB 1 KaTasoros,
nognexatwmx nposepke. OHa oTMeueHa Haanucoto MepeTtawure croga pannibl MM HAKMUTE
Aana Bblbopa. MNpu nepeTtacknBaHuUM 1 OTNyckaHUM GariNoB 1 KaTasoros 13 okHa ¢GansioBoro
MeHeZXKepa Ha rnaBHyr cTpaHuua okHa Dr.Web Industrial gna Linux 3anyckaetcsa nx
BblbopoyHasa npoeepka (ecnm CkaHep y>ke BbINOAHAET Kakyto-1Mbo npoBepky, TO 3ajauva
NPOBEPKN yKa3aHHbIX GalIoB CTAaBUTCA B QUEPE/D).

Takke Ha rnaBHOM CTpaHMLUe OKHa pacnoaoXeHbl canejyrolne KHOMKN:

e SplDer Guard — oTo6pakaeT Tekylliee COCTOAHME, B KOTOPOM HaXxOAMUTCA MOHUTOP
dannosou cuctembl SplDer Guard. Mpu HaxkaTnK OTKPbIBaeT CTPaHWULLY YNpaBAEeHWNS, Ha
KOTOPOW MO>HO 3anycTuTb nan octaHoBuTb SplDer Guard, a Takke NpoCMOTPeTb CTaTUCTUKY
ero paborbl.

e CKaHep — NO3BOJ/IAET OTKPbITb CTPAHWULLY 3arycka NpoBepky GannoB, KaTaaoroB 1 Apyrux
061bekToB HaliNoBON CMCTEMbI (HaNpUMep, 3arpy304UHble 3aMNCH).

e MocneaHee o6HOBNEHNE — OTOOpa>KaeT Tekyllee COCTOAHME OOHOBAEHNS BUPYCHBIX Ha3.

Mpu HaXxaTn OTKPbIBAET CTPaHULLY ynpaBieHns 06HOBAEHVEM, HA KOTOPOMN MOXHO
3anycTuTb NpoLecc 06HOBAEHMA NO TpebOBaHMIO.

¢ JlnueHsmna — otobpakaeT COCTosIHME TekyLelr anueH3unmn. Mpu HaxaTum oTKpbIBaeT
CcTpaHuLy MeHezaxepa AULLEH3UIN, Ha KOTOPOW MOXHO O3HAKOMUTLCA C bonee AgeTanbHOM
nHbopMaLmen o TekyLLen ANLEH3NK, a Takke BbIMOJHUTL NpoLeaypy NnpnobpeTteHma n
perncrtpauum HOBOW NULLEH3MUK, eCan 3TO TpebyeTcs.

8.1.1. Nnterpauyunsa co cpeaon pabouero crona

B saTom pasgene

o MHAVIKaTOp NPUNOXKEHNA B obnactu yBegomneHmﬁ
o I'Ipo6ne|v|b| B pa60Te NHAWKATOPa NPUNOXKEHNA
o KOHTEKCTHOE MEHHD 3HaYKa NaHeau 3a4aud
o I'Ipo6nerv|b| B pa60Te 3Ha4yKa B NMaHeNn 3a4a4

PyKOBO,CLCTBO nosab3oBaTenda
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° I'IposepKa QaVIHOB M KaTaaoroB Yepes3 KOHTEKCTHOE MEHHO QDaVIﬂOBOFO MeEHeAXXEPa
o I'Ipo6nerv|b| C ncnoab3oBaHNEM KOHTEKCTHOIO MEHHO gpaﬁnosoro MeHeKePpa
o I'IepeTaCKMBaHme Ql)al\/’IJ'IOB W KaTanoroB Ha OKHO rpagpmquKoro MHTepq;eVlca ynpaBJieHunAa

Dr.Web Industrial gns Linux noaaep>xnBaeT yeTbipe crocoba MHTErpauum ¢ rpapuyeckum
oKkpy>xeHneM pabouero cTona:

e OTObOpa>keHWe B 061acT yBeAOMIEHMA paboyero CToNa 3Hauka NPUAOXKEHWNS, Cly>KaLlero
WHAMKATOPOM COCTOSIHWUS, U NO3BOJIAFOLLErO OTKPbITh KOHTEKCTHOE MEHH NMPUNOXKEHUS;

® BbI30OB KOHTEKCTHOIO MEHKO C OCHOBHbIMW KOMaHAaMMn NMPOBEPKU q>a17mos npwn Ha>katnn
3HaukKa NMNpunaoxXxeHuma B NaHeNN 3a4a4 I‘IpaBOI7I KHOMKOW MblLIW;

e 3anyck NpoBepku $GaliNoB 1 KaTasoroB Npu NOMOLLM KOMaHAbl KOHTEKCTHOTO MEHHO B
rpaburyeckom GaniioBOM MeHeaXepe;

e 3anyck npoBepku ¢GaiNoB 1 KaTasoroB Npu nepetackMBaHUN UX MbllbHO Ha F1aBHOE OKHO
Dr.Web Industrial ans Linux.

MHpankatop npunoXkeHusa B obnactu ysegomaeHnmn

Mocne Bxoga nosb3oBaTena B cucteMy B 06nacTv yBegoMaeHn paboyero ctona (ecaiv oHa
NoAAEPKNBAETCA UCMONb3YEMOM rpaduUeckor Cpesoi) areHT yBeAoMAeHU oTobpaxaeT
NHAMKATOP B BUAeE 3Hauka ¢ forotmnomM DrWeb Industrial gas Linux. IHankaTop ncnonb3yetcs
AN OTOBPaKEHMS COCTOSIHMA NMPUIOXKEHUS, @ TakKe A/if 4OCTyMNa K KOHTEKCTHOMY MEHHO
Dr.Web Industrial gns Linux. Mpwn Hannumm kaknx-nmb6o npobaem B paboTte (Hanpumep,
ycTapenv BUpYCHble 6a3bl UK 3aKaHUMBAETCS CPOK AEUCTBUS NNLEH3MN) Ha MHAMKATOPE
nosepx norotmna Dr.Web Industrial gns Linux oTobpaxaeTcs CMMBOA BOCKAMLLATENBHOTO

3HakKa: @

MOMUMO MHAMKATOPa COCTOSHUSA, areHT yBeAOMIEHWUI Takoke OTobpa>kaeT BCMJbiBatoLme
yBeZOMIeHWs, HPOPMUMpPYIOLMeE NOAb30BaTENS O BaXHbIX COObITMAX B paboTte Dr.Web
Industrial gns Linux, Takmx Kak:

e 0H6Hapy>xeHa yrposa (B TOM uncie, pe3nieHTHbIM MoHuTopoM SplDer Guard);

e 3aKaHUMBAETCA CPOK AENCTBUSA NNLLEH3UN.

Mpwn HaxkaTuK 3HaYKa MHAMKATOPa Ha 3KpaHe OTKPbIBAeTCA KOHTeKCTHOe MeHto Dr\Web
Industrial gnsa Linux:

PyKOBO,CLCTBO nosab3oBaTenda
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OBHOBUTE

OTKpbITE DrWeb Industrial

OTKMO4NTL SpiDer Guard  [&

PucyHok 4. KoHTekcTHOe MeHI0 MHAUKaTopa
Dr.Web Industrial gna Linux

Mpwn BbIGOpe NyHKTa MeHto OTKpbITb Dr.Web Industrial Ha skpaHe nosBaseTca okHO
rpaduueckoro nHtepderica ynpasnenms Dr.Web Industrial gns Linux, T. e. nponcxoanT ero
3anyck. Beitbop nyHkToB MeHto Bknrountb SplDer Guard vav Otirountsb SplDer Guard
MO3BOAAET 3aMNyCTUTb UM 3aBepLWNTb paboTy MOHMTOPA.

[Ana BblkItOUEHNA NHO6Oro MOHUTOPa HEOOXOAUMO NMPOWTN ayTeHTUPUKALMIO, yKa3aB NOTUH
: 1 NapoJsib Nosb3oBaTtens, obaagatoLero agMMHUCTPATUBHBIMUY NpaBamu (CM. YnpaeaeHue

npaBamMu npuio>XeHua ).

Bbibop nyHkTa O6HOBUTb NPUHYAMNTEILHO 3amnyckaeT NpoLueaypy noayvyeHns o6HOBAEHUNA.

Ecam nHamkaTop ykasbiBaeT Ha Hannume npobnaem B dyHKUMoHnposaHun Dr.Web Industrial
Aans Linux, TO B MEHIO 3HaUYOK COOTBETCTBYHOLLErO MyHKTa, BbI3BaBLUEro Npobaemy, Takke

CHab>aeTcs CMMBOJIOM BOCK/IMLATE/IbHOIO 3HakKa, HanpunmMmep: .

NMpo6nembl B paboTe nHaAMKaTOpa NPUIOIKEHUA

1. Ecam nHamkaTop oTobpakaeTcs ¢ CUMBOJIOM KPUTUYECKOW OLINMOKM @ a BbiMajatollee
MEHH COAEPXKMUT TO/IbKO HEaKTUBHbIN NMYHKT 3anycK, 3TO o3HavaeT, yto Dr.Web Industrial
s Linux He MOXeT 3anyCcTUTbCA M3-3a TOTO, YTO HEKOTOPbIE CEPBUCHbBIE KOMMOHEHTI
HeAOoCTynHbI. ECn 3TO coCTosAHME NpooaXKaeTcs ANUTeNbHOE BPeEMS, TO NOnpobyrTte
YCTPaHUTb 3Ty OLIMOKY CAaMOCTOATENBHO UM 06paTUTECh B TEXHUYECKYHO MOAAEDXKKY.

2. Ecam nocne Bxoga nosib3oBaTeNs B CUCTEMY MHAMKATOP He oTobpasunsics B obaactu
yBeAOMIeHUI paboyero ctona, nonpobynte YCTpaHUTh 3Ty OLIMOKY CAaMOCTOATENbHO UK

O6paTI/ITer B TEXHWYECKYHO MOAAEPXKKY.

B HEKOTOPbIX OKPY>XEHNAX pa60l-|ero CTO/1a BHELLHWM B/A U noBeAeHe NHAMKaTopa MOryT
° OT/INYaTbCA OT ONMNCAaHHOTO, HanpumMep, MOTyT He OTO6pa)KaTbCFI 3Hauku B BblNMnajgaroLlem
MEHHO.

PyKOBOACTBO nosb30BaTena
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KoHTeKCTHOe MeHI0 3HauKka naHenu 3ajaaud

3anycTnTb NPUAOXeEHNE MOXHO nyteM Bbibopa nyHkTa Dr.Web Industrial B meHto
MpunoxkeHuns. Ecam okpyxxeHne pabouyero cTtona NoaLep>KMBaeT UCMOb30BaHNE MaHenu
3ajay, To Npwu 3anycke rpaduyeckoro nHtepdenca DrWeb Industrial gns Linux Ha naHenn
3ajay NOABUTCA KHOMKa CO 3HAaYKOM NPUAOXKEHUA. HaXkaTne KHOMKW 3anyLleHHOro
NPWIOXEHNS NPaBOM KHOMKM MbILLM OTKPOET Ha 3KpaHe KOHTEKCTHOE MEHHO, MPUMEPHbIV BUZ,
KOTOPOro nokasaH Ha pucyHke Huxe (MeHto naHenn Ubuntu Dock).

Bce okKHa

HoBoe OKHO

BbicTpaa NpoBepKa

MonHaA npoBepKa

Bribopo4Hasa NpoBepka

Y0anuTe W3 mibpaHHoro

3aKpbITh

e N =

PucyHok 5. KoHtekctHoe meHto Dr.Web Industrial ans
Linux B naHenu 3apau
e Bbibop nyHkTOB MeHto BbicTpasa npoBepka, MonHaa npoBepka 1 BbibopouHasa npoBepka
MO3BO/IAET 3aNyCTUTb COOTBETCTBYHOLLYHO 3aa4y NpoBepku (415 BbibopouHas npoBepka —
OTKPbITb CTPaHMLY BblbOpa 06BbEKTOB, NOANEXKALLMX MPOBEPKE).

e Bbibop nyHkTa MmeHto Dr.Web Industrial 3anyckaet rpadunyecknii nHtepdenic (ecam oH He
3anyuieH), a nyHkTa BeliTn — 3aBepluaet paboTy rpaduyeckoro nHtTepderica (ecam oH
3anyLeH B JaHHbI MOMEHT).

¢ Bbibop nyHkTa MeHto MprkpenuTb K NaHen No3BOASET 3aKpenuTb KHOMKY MPUAOXEHMA Ha
naHenn 3agay A4 6bICTPOro AocTyna K 3anycky rpadunyeckoro nHtepdenca 1 OCHOBHbIX
3a/la4 NPoBEPKK.

Ecane oyepean 3aay UMerTCA BbINOAHAEMbIE 3a4a4yl NMPOBEPKU q>a|7|n030|7| CNCTEMDbI,
NOoBEPX KHOMKM CO 3HAaYKOM MPUJIOXKEHWNA B NaHENN 3aau 0To6pa>|<aeTC$| MHANKaTOP
CYMMapPHOTO BbIMOJIHEHUNA aKTUBHbIX 3a4a4 NPOBEPKN.

PyKOBO,CLCTBO nosab3oBaTenda
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I B Pa3/INYHBIX OKPY>XEHUNAX pa6oqero CTONa BHELLHWIA BUA NMaHeNn 3ajay, KOHTEKCTHOTO
MEHIKO 1 noBefeHne NMyHKTOB MEHKO, OTJIMYHbIX OT BbICTpaSI npoBepkKa, Monnasa npoBepka
n Bb|60pou|-|aa npoBepka, MOTyT OTAIN4aTbCA OT OMNCaHHOTO.

NMpobnembl B paborte 3Hauka B NaHenu 3agau

Ecnm 3Havok 3anyweHHOro rpadunyeckoro nHTepdenca otobpaxaerca Ha NaHenn 3ajay, HO
BbiNaZatoLllee MEHIO HE COAEPXKMUT NMYHKTOB 3amnycka 3ajay NpoBepku, nonpobymTe
OCYLLEeCTBUTb 3anyck rpadmyeckoro npuaoxeHuns yepes Bolbop nyHkra Dr.Web Industrial
MeHto MpunodxxeHusa (BMecTo 3anycka Yepes BbiMOJHEHNE KOMaHAbl drweb-gui B aMynatope
TepMuHana uam Beibopa nyHkta OTkpbiTb Dr.Web Industrial B meHto nHavkaTopa
npunoxeHuns B 061actv yBegoMAeHNI).

MNpoBepka ¢ansoB N KaTaNOroB Uepe3 KOHTEKCTHOE MEHIO
¢davinoBoro meHepkepa

Dr.Web Industrial gns Linux no3BonseT BbINOAHATL NPOBEPKY GaliNoB 1 KaTasoros
HenocpeACTBEHHO U3 OKHa rpaduyeckoro dannoBoro meHegkepa, Hanpumep, Nautilus. Ans
npoBepkn GarnoB 1 KaTasoroB He0bXoAMMO:

1. Bblaenntb nx B okHe $haliloBOro MeHezXepa 1 HaxaTb NpaByt KHOMKY MblLLW.
2. B oTKpbIBLLIEMCA KOHTEKCTHOM MEHI0 BblbpaTh NYHKT OTKPbITh B APYroii nporpamme.

3. B nosBuBLUEMCS CNUCKE YCTaHOBNEHHbIX NPUAOXeHUI HanTn Dr.Web Industrial gns Linux.

Kak npaBuno, nocne nepsoro ncnonbsosaHua Dr.Web Industrial gna Linux B kauectBe
NPUNOXKEHUA ANA OTKPbITUA GaiNoB., 3Ta accoumnaumsa byaeTt 3anoMHeHa $alrinoBbIM
MEeHe>XKePOM 1 B Aa/lbHENLLEM B KOHTEKCTHOM MEHH0 ByaeT A0CTyrneH NyHKT OTKpbITL B
Dr.Web Industrial.

| B pa3nunuHbIx rpaduyeckrx hainoBbix MEHeAKepax ykazaHHOEe Ha3BaHWe MyHKTa
KOHTEKCTHOFO MEHIO /15 BbIbOpa NMPUIOXKEHNs, Takke Kak U cnocob Beibopa NpuaoxeHus
V3 CM1CKa YCTaHOBJ/IEHHBIX B CUCTEME, MOTYT OTANYATLCA OT OMUCAHHOTO.

Mpo6aembl ¢ MCNONb30BaHMEM KOHTEKCTHOrO MeHIo ¢paiizioBOro MeHegKepa

Ecnn B dainoBom MeHeaxepe nNpy MOMOLLM MYHKTa KOHTEKCTHOTO MeHt0 OTKpbITh B APYroW
nporpamme Bbi6patb Dr.Web Industrial gns Linux, To HekoTopble rpaduyeckune cpeabl ans OC
GNU/Linux MOryT aBTOMaTLUUeCkM HacTPOMUTbL accoumaumnto dannos nam katanoros (no MIME-
TMny 3Tnx o6bekToB) ¢ Dr.Web Industrial gns Linux. B 3Tom cnyyae oTkpbiThe Takux Garinos u
KaTanoros B GpainsioBoM MeHezaxepe byaeT npuBoanTb K 3anycky Dr.Web Industrial gns Linux.

,ﬂ'J'IFI ncnpaBneHnA 3TOM CnTyaunm OTMeHMNTE HACTPOEHHYHO aCCOLIMALLNIO.

PyKOBO,CLCTBO nosab3oBaTenda
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MepetacknBaHue ¢anIoB M KaTasIoroB Ha OKHO rpapuuecKkoro
uHTepdenica ynpassieHUA

Dr.Web Industrial gns Linux no3sonseT BbINONHATL NPOBePKY GpailioB 1 KaTaaoros nyTem
nepetackMBaHMWA X ykasaTesleM MbILLN U3 OkHa 0630pa $aNoB 1 KaTanoros rpapuyeckoro
darinoBoro meHekepa Ha okHo Dr.Web Industrial ana Linux. YTob6bl Hauanacb NnpoBepka
dalrnoB 1 KaTaNOroB, NEPEeHECEHHbIX Ha OKHO MPUAOXEHMA, HEOBXOAMMO, UTOBbI OKHO b0

OTKPbITO Ha [JIaBHOW CTPaHMULLE WU Ha CTPaHuWLe Bblbopa TMna npoeepku. Ecam Ha cTpaHuue
okHa Dr.Web Industrial gns Linux ectb o6aactb ¢ Hagnucbio Mepetawure cioga ¢paiinbl unm

Ha)KmuTe AnA Bbl6opa, TO Ha 3Ty CTPaHMLYy MOXHO nepeTackMBaTb Gaisibl 1 KaTanorn ans
NpOBEPKM.

8.1.2. 3anyck n 3aBeplieHue pabortbl

3anyck rpadpuueckoro nurepdenca ynpasneHusa Dr.Web Industrial
ana Linux

Ana 3anycka rpadurueckoro nHTepdenca ynpasneHna Dr.Web Industrial gna Linux
HeobxoaMMO:

e BbIbpaTh B ccteMHoM MeHto Mpunoxxenua nyHkt Dr.Web Industrial, nn60

e HaXkaTb MPaBOWN KHOMKOW MbllWK Ha uHankatop Dr.Web Industrial ansa Linux B o6nactm
yBeAOM/IeHNI pabouero ctona v BblbpaTh B BbiMajatollemM MeHo NyHKT OTkpbiTb Dr.Web
Industrial.

Bbl Takoke MoxeTe 3anycTntb rpadpuuecknii nHtepderic ynpasneHunsa Dr.\Web Industrial ans
Linux 13 KOMaHAHOW CTPOKM, BBeAA KOMaHAy drweb-gui & B aMynaTope TepMuHana.

3aBepLwieHue paboTtbl rpaduueckoro uHTepdeca ynpassieHns
Dr.Web Industrial ansa Linux

[ns 3aBeplueHnsa paboTbl rpaduueckoro nHTepderica ynpasneHma Dr.Web Industrial ans Linux

HEO6XO,D,VIMO 3aKpPbITb €ro OKHO, NCNOJ/Ib3yA CTaHAAPTHYHO KHOMKY 3aKpbITUA, PaCNOJIOXKEHHYHO
B 3arosioBKe OKHa.

| Mpu 3aBepLueHUn paboTbl rpaduueckoro nHtepdenca Dr.Web Industrial gns Linux
: CepBUCHblE KOMMOHEHTbI, BKItOYas areHT yBegomaeHni, MoHutop SplDer Guard
NPOAO/IXKAOT CBOI PaboTy (eCan OHM He HbiIv OTKIHOUYEHBI MOJIb30BaTENEM).

B wraTHOM pexume Bce HEOHXOANMbIE CEPBUCHBIE KOMMOHEHTbI He TPebytoT
BMeLLaTeNbCTBa NONb30BaTess B CBOKO pabory.

PyKOBO,CLCTBO nosb30BaTena
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8.1.3. NMNowuck n obes3BperxnBaHue yrpos

Mouck n obesBpexmnBaHue yrpos ocyllecteasetcs kak CkaHepoM (0o TpeboBaHmo

No/b30BaTend an No 3aJaHHOMY PacnunCcaHunIo), Tak U B npouecce paboTbl MOHMUTOPA
darinoBou cuctembl SplDer Guard.

e BkntoueHume n BbikntoueHwme SplDer Guard ocyllecTBaseTca Kak M3 MeHto B 061acTu
yBeZIOMJ/IEHWI, TaK M Ha COOTBETCTBYHOLLMX CTPaHMLIAX ynpaBaeHma nx paboTom (cMm.

MOHUWTOPUHT GanNNOBON CUCTEMBL).

e O630p Tekywmx 3agay Ha npoBepky CkaHepoM 06beKTOB daiIoBOM CUCTEMbI U
yrnpaBiaeH/e UMUK OCYLLECTBAAETCA Ha CTPaHMLLe YpaBAeHNs CNUCKOM NPOBEPOK.

e Bce yrposbl, 06Hapy>eHHble CkaHeEPOM MU MOHUTOPOM ¢ainoBoin cuctembl SplDer Guard,
oTobpaxkatoTcs B BUAE CNMCKa Ha CTpaHMLe NPOCMOTPa 0BHaPYXKEeHHbIX YIPO3.

e YnpaB/ieHne yrpo3amu, NOMELLEHHbIMU B KAPaHTMH, OCYLLECTBAAETCA Ha CTpPaHuLe paboThl
C KapaHTUHOM.

e Hactpowka peakuun Dr.Web Industrial gns Linux Ha o6Hapy>eHHble yrpo3bl
OCyLLeCTBNAETCA B OKHE HacTpoek. TaM Xe MMeeTCcd BO3MOXHOCTb BK/IKOUNTb U HAaCTPOUTb

pacnucaHve NepuoaNYecKNX NpPoBEepPOK.

@ Ecnm Dr.Web Industrial gns Linux paboTaeT noj ynpaBieHVeM cepBepa LeHTpaM30BaHHON

: 3alliMThbl, Ha KOTOPOM BKIKOUEH 3aMpeT Ha 3armyck NpoBepKkn daitoB Nnosib3oBaTtesem, To
ctpaHviia CkaHep okHa Dr.Web Industrial ans Linux 6yaeT HegoctynHa. Kpome Toro, B 3TOM
C/lyyae areHT yBeZIOMJEHUIA U rpaduyeckuii HTepdenc ynpasneHus He ByayT 3anyckaTb
MPOBEPKM MO pacrmcaHuto.

8.1.3.1. NpoBepka 06beKTOB NO TpeboBaHUIO

B sTom pasaene

e Tunbl BbINONHAEMbIX MPOBEPOK

e 3anyck NnpoBepKu

e [lobaBneHwe v yaaneHne o6beKTOB U3 CNMCKa BbIOOPOYHON NPOBEPKU
e 3anyck BbIGOPOYHON NPOBEPKMN U3 CANCKA

Tunbl BbINOJIHAEMbIX npoBepokK

Mo TpeboBaHuto Nnosbzosatens CkaHep MOXKET BbIMOAHATL CAeayroLMe TUMbl MPOBEPOK:

e bbicmpas nposepka — NpoBepka TONbKO CTPOro onpeaeseHHOro Habopa KpUTUUeCKnX
CUCTEMHbIX O6BEKTOB, MOABEPXKEHHbIX HaNBOAbLLIEMY PUCKY (3arpy304Hble 3anncu ANCKOB,
cncTeMHble Gansbl U T. M.).

e [losHas npogepka — NpoBepkKa BCex 06 beKTOB 0KaNbHOM GalIOBOM CUCTEMBI, JOCTYMHbIX
nosib30BaTeNto, OT UMeHM koToporo 3anyleH Dr\Web Industrial gnsa Linux.

PyKOBO,CLCTBO nosb30BaTena
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e BolbopoyHas nposepka — npoBepka 06beKTOB GpainioBON CUCTEMbI UAN HEKOTOPbIX
06BEKTOB CMeELManbHOro TMNa, HeNMOCPeACTBEHHO YKa3aHHbIX NOJIb30BaTENEM.

| Ecnm Dr.Web Industrial gns Linux paboTaeT noj ynpasieHVeM cepBepa LeHTpaM30BaHHON
C 3allKTbl, Ha KOTOPOM BK/IFOUEH 3aMpeT Ha 3anyck npoBepku ¢hainnoB Nosb3oBaTeNeM, TO 3Ta
cTpaHuua okHa Dr.Web Industrial gns Linux 6yzet HegocTymnHa.

Mpv NpoBepke 06BHEKTOB YBEIMUMBAETCS Harpy3ka Ha MPOLECCOP, YTO MOXKET NMPMBECTM K
HbICTPON pa3paLke akkyMynsTopa B C/lyyae UCMo/ib30BaHUA MOBUIbHBIX YCTPOMICTB.
Mo3TOMy Ha MOPTaTMBHBLIX KOMMbIOTEPAX PEKOMEHAYETCS MPOBOAUTL MPOBEPKY CUCTEMbI
NPy NUTaHUM OT CETU.

3anyck npoBepKu

3anycTuTe npouecc npoBepky 06beKTOB GanIoBOM cMcTeMbl, HaxkaB CKaHep Ha [/1aBHON
CTpaHKLe OKHa.

Mpw 3TOM OTKpOETCH CTpaHuMLa Bblbopa TMna npoBepku. YTobbl MHMLMMpPOBaTb beicmpyro nan
[MosHyto NpoBepKy, HaXKMUTe COOTBETCTBYHOLLYHO KHOMKY. [ocie 3Toro npoBepka HauyHeTCs
aBTOMATUYECKN.

|| Dr.Web Industria [lil=diled]

Q BLICTpaA NpoBepKa

n MOBEPKE KPMTHWHYECKWX CHCTEMHDBIX obbekTOB

Q E Monuaa npoeepka

MNpoBEpKa BCEX OOCTYNHLIX (hawnos W KaTanoros

l? I% HammuTe Ha 3aMoK O4AA NoNy4eHUA Npae adMuHMCTpaTopa

PucyHok 6. Bbi6bop Tvna npoBepku

| MNMpoBepka 06bekTOB BCerga BbinosHAeTcA CkaHepOM C TekyLLMMUW MpaBaMun MPUAOXKEHMA.

A' Ecan npunosxerune He o6nasaeT NOBbILLEHHBIMK NpaBamu, TO NMpu NpoBepke 6yayT
nponyLeHbl Bce Gainbl 1 KaTanory, HefOCTynHble Nosib30BaTento, 3anyctuswemy Dr.Web
Industrial gns Linux. Yto6bl 06ecneunts NpoBepky Bcex Tpebyembix panos, BaagenbLemM
KOTOpPbIX Bbl HE fABAAETECh, Mepes HauaaoM NPOBEPKN MOBbICbTE MPaBa NMPUAOXEHUS (CM.

pa3aen YHpaBneHme npaBamu NPUAOXKEHWA).

PyKOBOACTBO nosb30BaTena
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Ecnm TpebyeTtcs BoibopoyuHas nposepka TONbKO TpebyeMbix GpaioB 1 KaTaJoroB, TO 3TO MOXHO
caenatb 106bIM U3 CNOCOBOB, YKa3aHHbIX HUXE:

° nepeTaCKVIBaHVIe YKa3saTtesieMm Mbiliu

®annbl 1 KaTanoruy, Nnoanexalime NpoBepKe, MOXHO NepeTaLlnTb MbILLbIO U3 OKHa
balrinoBoro MeHeaXepa Ha OTKPbITYHO CTPaHULYy Bbibopa T1na NpoBepKku (B 30HY,
OoTMeuYeHHYyto Hagnuceto Mepetawure croaa ¢paisibl UM HaXKMUTE ANA Bblbopa). Taioke
MO>HO MepeTaLwmTb UX Ha [AaBHYO cTpaHuuy okHa Dr.\Web Industrial ans Linux.

Mpu nepemelleHn GalrinoB NN KaTaloroB ykasaTeseM MblLlK Ha OKHO Ha HEM
oTobpaxkaeTtcs obiacTb, cogepxalyas Haanucs Momecture painbl croga. s Havana
npoBepku BbIbpaHHbIX GainoB AOCTAaTOUHO «BPOCUTb» UX Ha CTPaHWULY, OTNYCTUB KHOMKY
MbIWwW. MNocae 3Toro NnpoBepka HAYHETCs aBTOMaTUUECK!.

MomecTwTe thainel ciona

PucyHok 7. O6bnactb go6aBneHus ¢aiinos
e ®opmMmupoBaHue cnucka 06bLEKTOB ANA BbIGOPOUHOI NPOBEPKU

Ons dopmmpoBaHma cnmcka o6bekToB 419 BBIBOPOYHOM MPOBEPKM HEOBXOAMMO HaxaTb
Ha obnactb gobaBneHns dparinos. B 3ToM cayyae Ha a3KpaHe OTKPOEeTCsA CNUCOK O6beKTOB A/
BbIOOPOYHOW MPOBEPKM.

PyKOBO,CLCTBO nosab3oBaTenda
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Dr.Web du

=] BuibopoyHana npoBepKa

‘—] BuibepuTe wan nepeTawuTe cloga 0BBEKTE ANA NPOBEPKK.
L — : [ 3arpyaounbie 3anucw Beex auckos
Q 7 CucTemusie ncnonkaembie dansl n GubnnoTexu

D KaTanorw c hainamu nons3osaTens
v D 3anyleHHsle NpoUeccsl
v/ [*7 Downloads

HammuTe Ha 3amoK ONA Nony4eHWA Npas aAMUHMCTpaTopa

'E} + || — MpoeepuTs
?

PucyHok 8. Cnucok 06bekToB A5 BbiI6GOpOUHOI NpoBepKn

B cnucke ecTb yeTbipe crneunanbHbiX MYyHKTa, 3a4at0LWLmUX NpesonpeseeHHble rpynmb
06bEKTOB:

o 3a2py304Hble 3anucu 8cex OUCKO8 — BCe 3arpy30uHble 3anmcy BCeX JOCTYMHbIX B CUCTEME
ANCKOB.

s CucmemHsle uchosiHseMsle ¢halinel u bubsuomeku — BCe KaTaioru, cogepxalume
CUCTEMHbIe UcrnonHaemble dannbl (/bin, /sbin U T. 4.).

o Kamanoau ¢ gpatinamu nosb3oeamesiss — Katanoru, Coaepxalyme dpaiibl nosb3osatens u
TekyLlero ceaHca paboTbl (AoMalHKUiA KaTanor /home / <username>
(~), /tmp, /var/mail, /var/tmp).

o 3anyujeHHole npoyeccsl — UCNONHAeMble dalibl, U3 KOTOPbIX ObINM 3anyLLeHbl
npoLecchl, akTMBHbIE B CUCTEME B JAaHHbI MOMEHT. [1pK 3TOM, eCNn B MCMOAHAEMOM
Paine obHapyxmnBaeTca yrposa, To BCe NPOLECcChl, 3anyLleHHble 13 3Toro darna,
NPUHYAMTENbHO 3aBepLIatoTCs, a K panny NpUMEHAOTCA Mepbl MO HerTpaamnsaLmm
yrpossi.

Ao6aBneHue u yaaneHne o6beKTOB U3 cNUCKa BbIGOPOUHOIA
npoBepKun

Mpu HeobXxo0AMMOCTM Bbl MOXKeTe 06aBUTb B CMMCOK BbIGOPOYHOWN MPOBEPKN COBCTBEHHbIE
Nyt ana nposepku. [lns 3Toro nepetawmte TpebyeMblie 06beKTbI MbilWbLO (MyTW, BeayLme K
ykazaHHbIM obbekTam, 6yayT aBTOMaTUYeCKn 406aB/eHbl B CMMCOK BblI6OPOYHOMN MPOBEPKMN)
WAN HaXXMWUTE + MOZ CMMCKOM. B 3TOM cayyae oTkpoeTca cTaHAapTHOe OKHO Bblibopa daiinos
1 kaTanoros. BoibepuTe Tpebyembli 06beKT (Parin nam katanor) N HaxmuTe OTKPbITh.

HaxxmMuTe — noj Cnnckom Ans yAaneHns BCeX BblAENEHHbIX NyTelr U3 cnucka (NyTb cuMTaeTcs
BblAENEHHbIM, €C/IV BblZe/IeHa CTPOKa Cnuncka, cogepkallas nyTtb). YTobbl BbiAennTb 6onee
OAHOrO MyTW, BblAENANTE 31eMeHTbl Cnuncka ¢ HaxkaTon knasuwen SHIFT nan CTRL.

PyKOBO,CLCTBO nosb30BaTena

89



)
_l"i

A
$

Pa6orta ¢ Dr.Web Industrial gnaa Linux

@ ®dalinbl 1 KaTaaorM C yCTaHOBAEHHBIM aTPUOYTOM «CKPbITbIN» MO YMOUYaHUIO He

oTobpakatoTcs B OkHe Bbibopa dainoB un katasoros. Ytobbl 0To6pasuTb KX, HaxMUTE (#)
Ha MaHesV MHCTPYMEHTOB OKHa Bbibopa ¢alinoB 1 KaTaJoros.

I'IepBble yeTbipe npegonpeaeneHHbIX nyHKTa yaaintb U3 CrCKa HENb3A.

3anycK BbIGOpPOUYHOI NPOBEPKM U3 CNMCKa

YT106bI HauaTb BbIBOPOUHYIO MPOBEPKY, YCTAaHOBUTE B CCKe GaaxKM y BCEX OOBEKTOB,
nog/exalumx nposepke, 1 HaxxmuTe MpoBepuTb. [Moce 3TOro 3anycTMTcs NpoBepka.

Mocne 3anycka co3AaHHan 3aZaya NPOBePKN MOMeLLAeTcs B oUepesb, KOTopas COAep>XUT Bce
npoBepkw, BbiNnoAHABLWNeCA CKaHepOM B TekyLleM ceaHce paboTbl, Kak 3aBepLUeHHbIe, TakK U1
BbIMOJIHAOLLMECA B AAHHbBIA MOMEHT AN ellie TONbKO OXWUAAIoLLMEe CBOEro BbIMONHEHUS.
MpocMoTp cnncka 3ajay NPOBEPKN 1 yNpaBaeHWE UM OCYLLIECTBAAETCA Ha CTPaHWLLe

NPOCMOTPa CNMCKa 3a4a4 NMPOBEPKN.

8.1.3.2. NpoBepka 06bLEKTOB MO pacnUCaHUIO

B sTom pasgene

e Tnnbl BbINOAHAEMbIX NPOBEPOK

e 3anyck NnpoBepku

Dr.Web Industrial gns Linux MOXeT BbINONHATL aBTOMaTUUECKUI 3anycK NepuoanYeckmnx
NPOBEPOK 3aJlaHHOTO NepeyHa 06beKToB PaIoBOM CUCTEMBbI MO yKazaHHOMY PaCIUCaAHWIO.

Ecnm Dr.Web Industrial gns Linux paboTaeT noj ynpaBieHVeM cepBepa LeHTpaM30BaHHON
: 3alliMThbl, Ha KOTOPOM BKIHOUEH 3aMpeT Ha 3armyck NpoBepKkn daioB Noab3oBaTesem, TO 3Ta
BO3MOXHOCTb Dr.Web Industrial g5 Linux 6yaeTt HefoCTymHa.

Tunbl BbINONHAEMbIX NPOBEPOK

Mo pacnncaHno MO>XHO BbINMOAHATL Caeayrowme Tunbl NMpoOBEPOK:

e bbicmpas npogepka — NpoBepKa TONbKO XeCTKO onpeAeseHHOro Habopa KpUTU4eCckmnx
CUCTEMHbIX O6BEKTOB, NOABEP>KEHHbBIX HANBOIbLLEMY PUCKY (3arpy30YHbIe 3anncu ANCKOB,
cncTteMHble Gansbl U T. M.).

e [lonHas nposepka — NpoBepkKa Bcex 06beKTOB N0KaNbHOW GaIOBOM CUCTEMBI, JOCTYMHbIX
Nonb30BaTeNto, OT UMeHWN KoToporo 3anyweH Dr.Web Industrial gns Linux.

* BoblbopouHas nposepka — npoBepka 06beKToB GpanioBON CUCTEMBI, NN HEKOTOPbIX
06BEKTOB CMeELManbHOro TMNa, HEMOCPEACTBEHHO YKa3aHHbIX NOJIb30BaTENEM.

PyKOBO,CLCTBO nosab3oBaTenda
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3anyck npoBepKu

npOBepKI/I 3anyCKakoTCA aBTOMATUYECKHN, COrJlaCHO 3a4aHHOMY paCnnCaHUIO. 3al'IyCK
NPOBEPKN OCYLLECTBNAAETCA:

1. CamuM rpadpuuecknm nHTepdEcom, eCiv OH 3anyLleH B MOMEHT Hayana NpoBepKy.

2. AreHTOM yBeZIOMNEHWI, €CI B MOMEHT Hayasa NpoBepKku rpadunyecknin nHtepoenic
HeAOCTyneH.

Mpw Hauane NPoOBepKM MO pPacnmMCcaHNO aBTOMATMYECKM 3anycKaeTcs rpaduyecknin
NHTEpPdENC ynpaBaeHMs (eCAN OH eLLle He 3anylLleH), Co3JaHHas 3ajaya NpoBepKu
MOMELLAeTCs B o4Yepesb, KOTOpas COAEPXKUT BCe MPOBEPKU, BbiMoAHABWMecs CkaHepoM B
TekyLleM ceaHce paboThbl, Kak 3aBepLUEHHbIE, TaK U BbIMOJHAOLMECS B AAaHHbI MOMEHT UK
eLle TO/IbKO OXMAAtoLLMe CBOEro BbiNONHeHUA. [IpoCMOTp crnvcka 3ajay NpoBepkn u
ynpaBJeHVe UM OCYLLECTBASETCA Ha CTPaHWULLE MPOCMOTpPa CMCKa 3a/1a4 NPOBEPKMN.

8.1.3.3. YnpaBneHne cnnckom npoBepok

MepeyeHb co34aHHbIX U BbiNOAHAOWMXCA CkaHEPOM 3a4ay NpoBepky 06bekToB GanioBON
CUCTEMbI N UX Pe3yNbTaTOB AOCTYMNEH Ha crneLmanbHoM cTpaHuLe okHa Dr.\Web Industrial gns
Linux. Mpwn Hannumn B ouepean CkaHepa XoTs 6bl O4HOM 3aja4n, Ha HaBUTrALMOHHOW NaHenn
OKHa MoABAAETCA CneLumanbHas KHOMKa, HaXkaTve KOTOPOW OTKpbIBaeT CTpaHMWLbl 0630pa
Cnuncka 3aay NpoBepKu. B 3aBUCMMOCTM OT COCTOAHMA 3aZay NPOBEPKM, 3Ta KHOMKa nmeeT
cnesyowmnm BUA;

B cnncke 3ajay MMEKTCA He3aBepPLUEeHHbIE NPOBEPKN (I/ICI'IOJ'Ib3y€TCF| aHl/IMaLI,I/Iﬂ).

Bce npoBepku, nMetoLLMecs B CNMCKe, 3aBepLUEHbI WK BblM OCTaHOBJIEHbI MOJ/Ib30BaTENEM,
Yrpo3 He HaWAeHOo, NN BCe HalZeHHble Yyrpo3bl 06e3BpexeHbl.

0 Bce npoBepkKu, nMmerneca B Cnncke, 3aBepLleHbl Nan OblNM OCTAHOBAEHbI NnoJib3oBaTenem,
nMeroTCs Heobe3BpeskeHHble Yrpo3bl.

Bce npoBepky, MetoLmecs B CNWCKe, 3aBepLUeHbl AW Hbiiv OCTaHOBAEHbBI NOJIb30BaTE/IEM.
VimetoTcs npoBepky, 3aBepLUMBLIMECS M3-3a OLLINOKN.

3azaun B CNucke ynopsAoYeHbl MO Mepe UX CO34aHna CBepXy BHU3 (OT caMOM NociefHel K
nepBoMn).

PyKOBO,CLCTBO nosab3oBaTenda
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£ Dr.Web Industria C1EIE]
E WHWuWMposaHa pete
C BuicTpaa NpoBepka 3anylieHa... 11.12.2023 19:27
L]
n loptfdrweb.com/lib/x86_64-linux-gnu/gt5/translations/gtdeclarative_ru.qm
Yrpos ObesepemeHo Mponywedo Becero
U] (] 0 0 o 10154
@ OcTaHoBWTE | OT4yer

WHuuwmposaHa

nete
11.12.2023 19:27

Q. MNonHas NnpoBepka ocTaHOBAEHA

¥rpos OGeszepemeHo Mponywedo Bcero
0 0 0 1926

'E]' 3aKpLITE OT4eT

PucyHok 9. Cnncok npoBepok

[ns KaXkaon 3ajaum BbIBOAUTCA caepytollas MHGopMaLus:

e TN npoBepku (beicmpas nposepka, [NosHas nposepka, BeibopoyHas nposepka nnv NpoBepka
no pacrnucaHuto);

® IMA NMOJb30BaTeNA, UHULIMMPOBABLUEro NPOBEpPKY (eC/ I UMA NOAb30BaTeNA HEN3BECTHO,
BbIBOAWUTCA €ro CUCTEMHbIV naeHTudunkatop — UID);

® faTa CO3J4aHMA 3ajayn N €ee OKOHYaHUA, eC/In OHa y>XKe 3aBepLUEeHa;

® KOMYECTBO OBHapPYXXEHHbIX Yrpo3, 06e3BpeXXeHHbIX Yrpo3, MponyLieHHbIX Gannos 1 obuiee
KOJIMYECTBO NPOBEPEHHBIX OO BEKTOB.

CocTosHMeE, B KOTOPOM HaxoguTCA 3ajada, yKa3sbiBaeTCAa Npy noMoLn LI,BGTOBOI7I MeTKN,
ﬂpMCBoeHHOVI 3ajaye B CnNucCke. MCI'IO}'Ib3yI-OTCﬂ cnejgyrowine uBeta:

I'IpOBepKa elle He 3aBepLlleHa Win JoXnaaeTca cBoel ovyepean.

I MpoBepka 3aBeplUeHa WK OCTaHOBMIEHA MOJ/b30BaTENEM, YTPO3 He HalAeHO, WK BCe HalAeHHbIe
yrpo3bl 06e3BpexeHbl.

MNpoBepka OCTaHOB/IEHa M3-3a BO3HUKLLIEN OLUUOKM.

I'IpOBepKa 3aBepLlleHa nan oCtaHoB/IEHa NOJIb3OBaTeNeM, UMEHOTCA HeO6e3Bpe)KeHHbIe Yrpossbl.

I B cnvcke oToBpakatoTcst TONIbKO Te MPOBEPKY, BbiNoAHAeMble CkaHEpOM, KOTOpble 6blan
: HeMoCPeACTBEHHO MHULMMPOBAaHbLI Nosib3oBatesieM B okHe Dr.Web Industrial gns Linux, a
Taloke NPOBepPKK, 3anyLeHHble aBTOMaTMYeCKN MO 3a4aHHOMY pacCnmcaHuIo.

Ha obnactv onvcaHuns 3agaum MOXeT pacrnonaratbCa OfHa U3 CeAyHOLLMX KHOMOK:

e OTMEHUTb — OTMEHUTb MPOBEPKY, AOXKMAAOLLYHOCA CBOEN ovepeaun. [LoCTyrnHa, eciv 3agava
OXWnzaeT BbiNoAHeHMsA. MNocne HaxaTua 3asaua 3aBepLuaetcs. ViHdopmauums o 3agaue
OCTaeTcs B Crucke.

PyKOBOACTBO nosb30BaTena
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e OCTaHOBUTb — OCTAaHOBWUTbL HauaTyr NPoOBepPKy 6€3 BO3MOXHOCTU ee BO30OHOBNEHMS.
[ocTynHa, ecnv 3agaya BbinosHaeTcs. MNocie HaxaTusa 3aZayua 3aBepLuaeTcs, a B Crncke
ocTaetcs MHOpMaLmMa O 3asaue, coaepkallas pe3yabTaTbl MPOBEPKM, NONYYEHHbIE K
MOMEHTY OCTaHOBKM.

¢ 3aKpbITb — 3aKPbITb MHGOPMALUIO O 3aBEPLUEHHON 3a4aye N YAaanTb ee 13 Crucka.
[locTynHa, ecnv 3ajaya 3aBeplLUeHa U He UMeeTcsl HEOBe3BPEXKEHHbIX Yrpo3.

e O6e3BpeauTb — BbINOHUTL 06E3BpexXMBaHMe yrpos. JocTynHa, ecan 3ajava NpoBepKM
3aBepLUeHa 1 nMerTC Heobe3BpeXKeHHbIe Yrpo3bl.

¢ MNoppobHee — nepeinTn K NPOCMOTPY crmcka yrpo3. locTynHa, ecav no pesynbtatam
06e3BpexMBaHNSA HEKOTOPbIE YrpO3bl OCTaINCb HeOHEe3BPEXEHHBIMN.

HaxxaTne ccbiikv OTUeT OTKpbIBaeT Ha 3KpaHe OKHO OT4eTa, coAep Kallero nogpobHyro
nHbopMaLMo O NPOBeEpPKe, BKAKOUatOLLYyto B cebs kak 0bLLyto MHPopMaLMio O 3ajave, Tak 1
nepevyeHb OOHapPY>KEHHbIX YIPO3, eC/IN OHU BblI OOHapPYXKeHbI B XOA4e 3TOW NPOBEPKMY.

sEw

e
.
-
L -
A

| JKCMOPT... | 3aKpbiTk

PucyHok 10. [letanbHaa nipopmaumsa o nposepke

@ B dparnoBon cucteme Unix-nogo0HbIX onepaumoHHbIX CUCTEM, K KOTOPbIM oTHOCATCA 1 OC
GNU/Linux, MOryT BCTpeyaTbCs CrneLpanibHble 06beKTbl, KOTOPbIE BbIFNAAAT Kak dalibl, 1
MMEOT MMS, HO MO CBOEW NMPUpOoLe He sBastoLMecs dainamm, cogepkallmMm faHHble
(HanpvMep, 3TO CUMBOJIMYECKME CChIKW, COKETbI, MMEHOBAaHHbIE KaHalbl U dalinbl
YCTPOWCTB). B NpOTUBOMONOXHOCTL K 00bIYHbIM (peay/isipHbIM) dalinam Takme o6beKTbl HOCAT
Ha3BaHwWe cheyuasnbHelx ¢atinos. CrneupansHble Gainbl ecezda nponyckatotcs Dr.Web
Industrial gna Linux npu npoBepke.

Ha>aTme ccbinikn ¢ Ha3BaHMEM 0HHapY>KEHHOW Yrpo3bl OTKPOET B BEO-6pay3epe, 3aaHHOM
MO YMOJUaHWI0, CTpaHuMLy ¢ MHGopMaumer 06 yrpose (Mpon3BOANTCA NEPEXOA Ha CauT
KoMnaHun «Joktop Beb», Tpebyetcs Hannume NOAKNOUEHUSA K UHTEPHETY).

Ha>xxmMunTe IKCNoPT, ecan Bbl XOTUTE COXPAaHUTb OTUYET O MPOBEpPKE B TEKCTOBbIN dalin. YTobbl
3aKpbITb OKHO NoAPOHHOM MHbOPMaLUKM O MPOBEpPKe, HAXKMUTE 3aKpPbITb.
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K yrpo3am, o6HapyxeHHbIM CkaHepoMm B npoLecce 0601 NPOBepPKY, 3anyLieHHOW Yepes
okHo Dr.Web Industrial gns Linux (Bkitouas npoBepKy No pacnncaHunto), MpUMEeHsTCA
[LEeACTBNA MO UX 06e3BPEXMBaAHUIO B COOTBETCTBUM C HACTPOMKaMMU, yKa3aHHbIMM Ha Bkiajke
CkaHep.

| HacTpoliku o6e3BpexxnBaHus yrpos, 3agaHHble Ha Bkaazke CKaHep, He UCMOb3YHTCs AN
yeHmMpanu308aHHoli Npoeepku.

O6wmin cnncok Bcex 0bHapyXXeHHbIX Yrpo3 AOCTYMeH Ha CTpaHULEe NpocMoTpa
06HaPY>KEHHbIX YTPO3.

8.1.3.4. MoHuTOpuHr ¢pannoBON CUCTEMDI

B atom pasgene

e Obuive cBeseHVS

e YnpaeseHve paboTon MoHUTOpPa GariNoBON CUCTEMbI
e Hactpoiika pabotbl MoOHUTOPa Gana0BON CUCTEMbI

e [MIpobnembl B pabote SplDer Guard

O6bwiune cBepgeHna

®YHKUMA MOCTOAHHOTO KOHTPO/IA Haj obbekTamy GalnaoBON CUCTEMbI peann3yeTcs
MOHMTOpOM ¢annoBon cuctembl SplDer Guard.

padunuecknit nHTepderic ynpasneHna Dr.Web Industrial a4 Linux no3Bonsert ynpaasaTb
pabotou SplDer Guard, a UMeHHO:
e 3anyckaTb W OCTaHaBAMBaTb MOHUTOP $alnIOBON CUCTEMBI;
e NpocMaTpuBaTb CTaTUCTUKY PaboTbl KOMMOHEHTA M NepeyeHb OOBHapPYXXEHHbIX Yrpo3;
e HacTpamBaTb C/egyroLime napameTpbl paboTbl MOHUTOPa GaliIOBOW CUCTEMBI:
o peakuuns Ha ObHapyXeHune yrpos;

B nepeyeHb NCKNHOUEHWNI N3 npoBepKn.

YnpasneHue paboroir moHuTopa ¢$aiizIoBOV CUCTEMDbI

3anyck n octaHoBKka MoHMTOpa dannoson cuctembl SplDer Guard, a Takke NpocMoTp
CTaTUCTUKKN ero paboTbl MPOU3BOAATCA CO CreLmnanbHoOM cTpaHmubl okHa Dr.Web Industrial gns
Linux. YToBbl NepenT Ha CTpaHWULYy ynpaBaeHUs MOHUTOPUHIOM, HaxxmuTe SplDer Guard Ha

[1aBHOW CTPaHULLE.

PyKOBO,CLCTBO nosb30BaTena
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@ SplDer Guard
E Mp 3048 W3IMEHAEMbIE &Nkl W T 1 K 1 1

CpenHAfs CKOPOCTe Npoeepkw (hann/c) ¥rpos ObesepexeHo

@ 0.17 1 1

: OTKNYNTE

HammuTe Ha 3amok gna nony4eHWs Npae agMUuHIMCTpaTopa

PucyHok 11. YnpaBneHune pabotoi SplDer Guard
Ha ctpaHuue ynpaBaeHUs MOHUTOPUHTOM GailIoBON CUCTEMbI BbIBOAUTCA CesytoLLan
nHpopmauyma:
® COCTOAHWME MOHUTOPa painnosow cnctemsl SpliDer Guard (BKAtOUEH MM OTK/IKOUEH), @ Takxke
CBeAeHMA 0 NpousoLlejLleil B npoLecce ero paboTbl olwmnbke, eciv oHa MMena MecTo;

® CTaTUCTMKA MOHUTOPWHra GariNoBOMN CUCTEMBI:

o CcpeAHAA CKOPOCTb MpoBepku Gansios;

o KO/IMYeCTBO OOHapyXXeHHbIX 1 06e3BpeXeHHbIX Yyrpo3.

YT06bI BKIHOUNTL MOHUTOPWHT, €CN OH OTKNHOYEH, HaXXMUTEe Bkarouuntb. YTo6bl OTKAHOUNTD
MOHWUTOPWHT, €C/I OH BKNHOYEH, HAXKMUTE OTKNIOUNTD.

| [ns BbIK/IOYEHWS MOHUTOPUHIa GalnnoBON CUCTEMbI HEOHBXOAMMO, UTOObI MPUIOXKEHNE
: 061234210 NOBbILEHHbIMW MPaBaMy, CM. YnpaB/ieHve npaBamMu NpUI0XKEHUS.

BO3MOXHOCTb BKIHOUEHMA 1 BbIK/IHOYEHMS MOHUTOPa darnoBon cuctembl SplDer Guard npwu
pabote Dr.Web Industrial gna Linux noa ynpasneHvem cepBepa LIeHTPaAN30BaHHOW
3allKTbl MOXKeT HbITb 3a610KMpPOBaHa, €CN 3TO 3anpeLLeHO CepPBEPOM.

CoctosiHue SplDer Guard (BK/IHOUEH UAN OTK/IFOUEH) MANKOCTPUPYETCA NHANKATOPOM:

K MoHnutop dannosoli cuctembl SplDer Guard BrItOUeH v 3almaeT GanoByro cuUcTemy.

e MoHuTop darinosoii cuctembl SplDer Guard He 3aliuLaeT GaiioByrO CUCTEMY, MOTOMY YTO OH
OTK/ItOYeH No/b30BaTeNeM Wiv NpomnsoLaa owmnbka.

[ns 3aKpbITUA CTPaHULLbl yNpaBAEeHUA MOHUTOPUHIOM $ariNioBOM CUCTEMbI OCTAaTOUHO
nepenT K 06O APYyron cTpaHuLLe NPy NOMOLLM KHOMOK HAaBUTaLMOHHOW NaHeun.

PyKOBOACTBO nosb30BaTena
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MepeueHb yrpo3, obHapyxeHHbIx SplDer Guard B Tekyliem ceaHce paboTsl Dr.Web Industrial

Aans Linux, otobparkaetcs Ha CTpaHWULEe NpocMoTpa 06HaAPYXKEHHbIX VIPO3 (3Ta CTpaHuLa
AOCTYMHa TOIbKO B TOM C/lyyae, eC/ivi UMeroTcs OBHapy>KEHHbIE Yrpo3bl).

Hactpowika pabotbl MOHUTOpa PpainIoBON CUCTEMDI

HacTpovika paboTbl MoHMTOpa dannoson cnctembl SplDer Guard npon3BoaMTCA B OKHeE
HacTpoek:

e Ha Bikiazake SplDer Guard — peakuus Ha o6HapyXXeHHble Yyrpo3bl;

e Ha Bkiaake UcknroueHns — NCKNroYeHme 06beKkToB 13 Ha6mop,eva.

| BkatoueHve ycuneHHOro pexvma MoHuTopuHra ¢dannos MoHutopoM SplDer Guard onuncaHo
B pa3gene PexxnMbl MOHUTOPUHIa dannos.

Mpo6nembl B pabote SpiDer Guard

B cnyuvae BO3HUKHOBEHMWA ownbok PyHKUMoHnpoBaHua SplDer Guard, Ha cTpaHuue
yrnpaBsieHVa oTobpa>kaeTca cooblieHme 0 BO3HUKLLIEN owmnbke. [Ins ycTpaHEHUS OWNOKM
BOCMO/Ib3yNTECh ONUCAaHNEM N3BECTHbIX OLIMBOK, NprBeaeHHbIM B [1praoxeHunn E.

8.1.3.5. NMpocmoTp o6Hapy>KeHHbIX yrpos3

B sTom pasaene

e Oblune cBegeHUA
e Obe3BpexvBaHne 0b6Hapy>KeHHbIX Yrpo3
e [IpocmoTp nHbopmaumm 06 yrposax

Obwume cBepgeHnn

Cnuncok yrpos, obHapyxeHHbIx CkaHepoM 1 MOHUTOpoM darnnoBon cuctembl SplDer Guard Bo
BpeMsa TekyLiero ceaHca pabotel Dr.Web Industrial gna Linux, otobpaxaeTtcs Ha cneumnanbHOM
CTpaHULLe OKHa, KOTopas AOCTynHa TOAbKO B TOM Cay4ae, eciv bblna obHapyXKeHa XoTa 6bl
OfHa yrposa.

Ecam 6611 06Hapy>KeHbl Yrpo3bl, TO, YTOObI OTKPbITh CTPAHWULY CO CMIMCKOM Yrpo3, HaxmunTe

Ha HE:]BVII'E]LI,VIOHHOVI naHenn.

PyKOBOACTBO nosb30BaTena
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E He obesepexxeHo yrpos: 4

— PerxomeHfyeTcA 0be3BpeMTe BCE 3TH YTPO3kI ObesspeguTs

Gf eicar EICAR Test File ... HeT meicT... o fhome/pete/eicar

) Ne4nTe . )
eicar? ... HeT gelcT... fhome/pete/eic...
B KapaHTuH

eicar3 Y0anwTe ... HeT pefcT... & fhome/pete/eic...
eicard ... HeT geicT... & fhome/pete/eic...

(? £ HaxmMuTe Ha 3aMoK ONA OTKa3a oT Npas aAMUHWCTpaTopa

PucyHok 12. O630p yrpos

B cnucke ans kaxzaou obHapy>XeHHOW Yyrpo3bl BbIBOAUTCA caeayrolias nHbopmMaLms:

e MA 06BbEKTa, CoAep KaLLero yrposy;
® IMA YrpO3bl, cOAep>Kallenca B 0b6bekTe, No knaccmdurkaumm komnaHmm «Joktop Beb»;

e [elICTBNE, KOTOPOe ByAeT NPUMEHEHO K 06BeKTy AN HenTpanamnsaLmm yrposbl (UK yxe
6b110 NPUMEHEHO, eC/IN Yrpo3a HenTpaan3oBaHa);

e NyTb K 06beKTy GaIoOBOM CMCTEMBI, B KOTOPOM 3Ta yrpo3a 6bi1a obHapyxeHa.

Yxe O6e3Bp6)KeHHbIe Yyrpo3bl B Cnncke npeacrtaByieHbl B CMUCKE HEAKTUBHBIMUK CTPOKaMW.

O6e3BpexnBaHne o6Hapy>XeHHbIX Yyrpo3

Ecnm B cnucke nmetroTcs Heobe3BpeXKeHHbIe Yrpo3bl, TO Ha CTPaHKLLe, HEMOCPEeACTBEHHO Haz
cnunckoM, byaeT focTynHa kHomnka O6e3BpeAUnTb, MNPy HaXaTum KOTOPOW K KaXkaow
Heobe3BpeXxXeHHOW yrpo3e, NpeaCcTaBAeHHOMW B CNNCKe, ByAeT NpUMeHeHOo AelcTBMe No ee
ob6e3BpexnBaHuIo, ykazaHHoe B nose [lecTtBue. Ecv yrposa obesBpexnBaeTca yCcnewHo, ee
cTpoka B TabsmLe CTaHOBUTCA HeakTMBHOW. Eciv nonbiTka 06e3BpexrBaHma oka3blBaeTca
HeyZauHOW, TO CTPOKa, coAepxkallas cBejeHnsa ob yrpose, octaeTcs akTMBHOW, TEKCT B CTPOKeE
oKpaluMBaeTCs B KpacHbIM LiBeT, a B none [leictBue BbiBOAMTCA MHGOPMaLma 06 olmbke.

Mo ymonuaHuIo B CNUCKe B KauecTBe AeNCTBUIN BbIOUPArOTCS AeNCTBUSA, 3aJlaHHble B KauecTBe
peakuuMi Ha yrpo3y B HaCTpoMKax KOMMNOHeHTa, 06HapyuBLLero yrpo3y. encreus, kotopble
no yMOYaHWO BbIBUpatoTca Ansa yrpos, obHapyxneaeMbix CkaHEPOM 1 MOHUTOPOM
dannoBom cuctembl SplDer Guard, MoryT 6bITb U3MEHEHbI Ha COOTBETCTBYHOLLMX BKIAAKAX

OKHa HaCTpOEeK.

PyKOBOACTBO nosb30BaTena
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| Ecnm B HacTpowikax CkaHepa mam SplDer Guard 66110 415 HEKOTOPOTrO TUMa Yrpo3 BbibpaHo
‘ zenctere Coobwyams, TO BCe Yrpo3bl 3TOro Tvna byayT oTobpakeHbl B CMNCKe Yrpo3 C

naenctBnem Hem delicmaus. Ans HeMTpanmsaLumm Takmx yrpo3 HeobxoAMMo yKasaTtb A1s
KaXzol 13 HUX aeincTBue B nose Jencreue.

Ecnv yrposa obHapyxkeHa B daline, HaxoAALLEMCS B KOHTeNMHepe (apXuB, NoUToBOE
CcoObLLEeHMe 1 T. N.), TO KOHTENHep ByaeT He yAaneH, a MOMeLLEeH B KapaHTVH.

Ecnm TpebyeTcs NpUMeEHNUTb K yrpo3e AeNCcTBue, OTIMYHOE OT NPeACcTaBleHHOro B CMIUCKE,
Ha>xmMuTe nose [ ercTBme B CTPOKe yrpo3bl 1 Bbibepute Tpebyemoe aercTBre B KOHTEKCTHOM
MEHHO.

NmeeTca BO3MOXHOCTb BblAeneHna Habopa yrpos B cnucke. 118 3Toro Hy>KHO BbIAeNATb X
MbILUbLO, yAep>knBaa HaxaTon knasuwy CTRL nan SHIFT:

e Mpu yaep>xaHun knasmwm CTRL yrpo3bl 6yayT 206aBAATHCA B CMUCOK BblAEEHUA MO OLHOMN.

e [pu yaepxaHuu knasmwmv SHIFT yrpo3sbl BbligenaroTca HenpepbliBHbIM CMUCKOM.

MNocne BbIbOpa yrpos, AN NPUMEHEHUsA K HUM HEKOTOPOTro AEUCTBUA, HaXXMUTe NpaByto
KHOMKY MblLM B 061aCTV BbijeneHMA 1 BbibepuTe Tpebyemoe feincTBre B MOSBMBLLEMCA
BbiNazatoLleM crnncke. BeibpaHHoe aencTBue byaeT NpUMEHEHO KO BCEM BblAeNEHHbIM
yrposam.

Ecnvn yrpo3sa 6bina o6Hapy>KeHa B COCTaBHOM 06bekTe (apxuB, COOHLLEHNE NEKTPOHHOW
{ | ‘ MOYTbl U T. MN.), TO BbIOPaHHOE ZeNCTBME NMPUMEHSETCs He KO BIOXXEHHOMY
MHOULMPOBAHHOMY 06BEKTY, @ KO BCEMY KOHTEMHepY LieNIMKOM.

@ [JencTere Jleyums MOXeET BbITb MPUMEHEHO HE KO BCEM TUMaM Yrpos.

rlpl/l HeO6XOAMMOCTM AnAa yCrnewHoro npMeHeHna ,D,el?lCTBI/II?I K'yrposam rnoBbICbTE MPdBa
NPUAOCXKEHWA.

Yrpo3bl, K KOTOPbIM MPUMEHEHO AeNcTBue MzHopuposame, byayT oTobpaxkaTbCs B Cuncke Ao
nepesanycka rpaduueckoro nHTepdenca ynpaBaeHus.

NMpocmoTtp nHpopmaumm o6 yrposax

[ns nonyyeHms getanbHOW MHGOpPMaumm o Nt0b6on obHapy>XEeHHOW yrpo3e HaXXMuTe CTPoKy
NHPopMaLmm 06 yrpose nNpaBoW KHOMKOW MblLK 1 BblbepuTe B NOABUBLUEMCA KOHTEKCTHOM
MeHto NyHKT MoapobHee. [Tocne 3TOro Ha 3kpaHe NOABUTCA OKHO, CoAepKalliee NoAPOOHYHO
nHdopmaumto 06 yrpose n cosepxkalliemM ee obbekTe. Ecam TpebyeTtcs noayunte NnogpobHYyHo
MHPOPMaLMIO Cpa3y O HECKONbKUX Yrpo3aX, BblAeINTe UX B CMUCKE MbILWbHO, yAepXXnBas
HaxaTtou knaBuwy CTRL nepes BbI3OBOM KOHTEKCTHOTO MEHHO.

PyKOBO,CLCTBO nosab3oBaTenda
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PucyHok 13. UHdopmanua o6 yrpose

B 3TOoM OkHe oTObpakaeTcsa cnesyrowas MHGoOpMaLms:

e MMs Yrpo3bl No knaccnoukaumm koMnaHum «Joktop Beb»;
e Ha3BaHWe komnoHeHTa Dr.Web Industrial ans Linux, o6Hapy>uBLLEro yrposy;
e flaTa 1 BpeMs obHapy>XeHWUs yrpossbl;

e nHdopmauma 06 obbekTe GariNOBOM CMCTEMBI, B KOTOPOM 3Ta yrpo3a Hbina obHapyxeHa:
MM$, MONb30BaTeb-BAajeneL, 06bekTa, gaTta NoCAeAHEero MU3MeHeHNs 1 NyTb K 06bekTy B
dbannoBou cucreme;

e nocnejHee AenCTBME, KOTOPOE NMPUMEHANIOCH K YIPO3€e, U ero pesynbTtaT (eCan B HaCTPOMKax
KOMMOHEHTa, OOHapPY>XMBLLETO Yrpo3y, 3alaHO aBTOMATUYECKOE NMPUMEHEHNE AENCTBUM,
Hanpumep, ana CkaHepa OHO MOXeT ObITb 3aJlaHO Ha COOTBETCTBYHOLLIEN CTPaHWLIE OKHA
HacTpoek).

HaxxmunTe cCbiiky C UMeHeM yrpo3bl, UTobbl OTKPbITb BED-CTPaHMLLY C ee OnMcaHueM
(NponcxoanT Nnepexos Ha cauT komnaHun «JJoktop Beb», Tpebyetca noakntoueHme K
NHTEpHeTY).

HaXmunTe KCnopT, ecam Bbl XOTUTE COXPaHUTb MHPOPMaLMIO, MOKa3aHHYIO B OKHe, B
TeKCToBbIW daiin (OTKpOeTCH OKHO Bblbopa paina ansa coxpaHeHus nHGopmaumm). Ytobsl
3aKpbITb OKHO NOAPO6HOM MHGOpMaLMK 06 yrpose n cogepalleM ee obbekTe, HaXXMuUTe
3aKpbITb.

8.1.3.6. YnpaBneHune KapaHTUHOM

B sTom pasaene

e Oblune cBegeHUA

e [IlpyMeHeHWe AENCTBUI K U30IMPOBAHHbLIM 06bekTam
e [IpocmoTp nHbopmaumm 06 n3onnMpoBaHHbIX O6beEKTax

29
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O6bwue cBeaeHns

Cnincok o6bekToB, nsonmpoaHHbix Dr.\Web Industrial gns Linux B KapaHT1H, oTobpakaeTca Ha

-
CI'IGLI,I/I8IIbHOI7I CTpaHunue. Y1obbl ee OTKPbITb, HAXMUTE Ha HaBl/II'auVIOHHOIZ naHean.

£ Dr.Web Industria ClEE]

E KapaHTHH BOCCTaHOBNTL

- BOCCTAHOBWTL B...

¥oanwte

@ 4 eicar Yoannte - El MepenposepuTs

MoppobHee
l? I% HammuTe Ha 3amok gna nony4eH1A Npae agMUHUCTpaToRa

PucyHok 14. YnpaBaeHne KapaHTMHOM

Ecnn kapaHTWH He MycT, B CNUCKe ANA KaXA0M 0OHapy>XeHHOW yrpo3bl BbIBOAMTCA CleaytoLas
nHdopmauyma:

e nmA obbekTa, cogepiKallero yrposy;

e JelicTBNE, KOTOpOe TpebyeTca NPMMEHUTb K 06beKTy B KapaHTUHE;

e IMS YIpO3bl, coAep>Kallenca B 0b6bekTe, No kKnaccmdmkaumm komnaHmm «Joktop Beb».

NMprumeHeHne AeUCTBMIA K N30/IMPOBaHHbIM ObbekTam

[ns npyuMeHeHusa Kakoro-1mbo AenCTBUSA K MU30AMPOBAHHOMY B KAPaHTUHE 0OBEKTY HaXMuTe
CTPOKY, coaep>Kallyto MHPopMaLmto 06 06bekTe, NpaBon KHOMKOW MbIlK 1 BbibepuTte
TpebyemMoe aelncTBMe B KOHTEKCTHOM MeHH0. Ecaim TpebyeTcs npuMeHnTb kakoe-1mbo
AEenCcTBME K HECKONbKMM N30AMPOBaHHbIM O6beKTaM, BbiAeINTE VX B CMIUCKE Nepes BbI30OBOM
KOHTEKCTHOTO MEHH0. BbiieneHre ocyLLecTBASeTCA Mbllbio Npu HaxaTou knasuwe CTRL nan
SHIFT:

e [Mpn yaep>xaHun knasmwn CTRL nsonmpoBaHHblie 06bekTbl ByayT 406aBAATHCA B CMNCOK
BblZEeNEeHNA MO OAHOMY.

e [Mpn yaep>xaHun knasmwmn SHIFT nsonnposBaHHble 0O6bEKTbI BbIAENAOTCA HEMPEPbIBHbIM
CMUCKOM.

PyKOBOACTBO nosb30BaTena
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B KOHTEKCTHOM MEHO AOCTYMHbI ChesytoLine AeCTBUA:

¢ BocctaHOBUTb — BOCCTaHOB/IEHME BblJeNEHHbIX OOBEKTOB B X NCXOAHbIE MecTa B
dbannoBou cucteme.

BocctaHOBUTb B — BOCCTaHOB/IEHWE Bble/IEHHbIX 06BEKTOB B BbiIOpaHHOE MeCTO B
dannoBor cncteMe (OTKPOETCS OKHO BbibOpa KaTasiora A/ BOCCTaHOBJIEHUSA).

YAaIIVITb — Heo6paTV|M0e yaasieHne BblAENEHHDBIX 0b6bEKTOB.

MepenpoBepuTb — BbINOAHUTL MOBTOPHYH NMPOBEPKY BblAENEHHbIX OOBEKTOB U MX
NleyeHue, eC/iv 3TO BO3MOXKHO.

Ecnv BeibpaHHOE AercTBUE NPUMEHAETCA K BblAENEHHOMY 06BEKTY YCMELLHO, ero CTpoka
ncuesaet 13 Tabamubl. ECin nonbiTka OkasbiBaeTCsa HeyAayuyHoM, TO CTpOKa, cogepkaluas
cBefeHns 06 N301MpoBaHHOM 0bbeKTe, OCTaeTC aKTMBHOWM, TEKCT B CTPOKE OKpaLLMBaeTca B
KpacHbI LBET, a B nosie [lencTBue BbiBOANTCA MHOOpMauusa ob owmnbke.

@ ,ﬂ,ﬂﬂ ycnewHoro npuMeHeHusa AEIZCTBMIZ K N3011MpOBaHHbIM obbektaM MOXET
I'IOTpF_‘6OBaTbCﬂ noBbllWeHe NpaB NpPpuaoXKeHUA. Hanpvlmep, noBblileHne npas
HeO6XO,£I,I/IMO, yTOObI NPUMEHATb Ael‘;ICTBMFl K 06bekTam, NOMELLEHHbIM B KapPaHTUH APYTUM
noab3oBaTtesieM.

NMpocmoTp nHpopmaumm 06 nsosnmpoBaHHbIX 0b6beKTax

[ns nonyyeHms getanbHOW MHGOPMaLMKM O NHOBOM M30NMPOBAHHOM 0OBbEKTE HaXMUTe
cTpoKy nHdopmaumm 06 3ToM 0H6bekTe NPaBoON KHOMKOW MbILLK U BbibepunTe B KOHTEKCTHOM
MeHto NyHKT MopapobHee. [Toce 3TOro Ha akpaHe NOABUTCA OKHO, coAepkallee NoApPo6HYLO
nHbopmMaLmto 06 obbekTe. Ecam TpebyeTtcs Nonyuntb NOAPO6HYH MHGOPMaLMIO cpasy O
HECKONIbKMX M30MPOBaHHbIX 06BbeKTax, BbIAENNTE UX B CMIMCKE Nepes BbI3OBOM KOHTEKCTHOTO
MEHHO.

PyKOBO,CLCTBO nosab3oBaTenda
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PucyHok 15. UHopmauua 06 nsonmposaHHom obbekte
B 3TOoM OkHe oTObpakaeTcsa cnesyrowas MHGoOpMaLms:
® MMA Yrpo3bl No knaccnbukaumm komnaHum «Joktop Beb»;

e faTa M BpeMA N30JALnn obbekTa B KapaHTUHE;

e T/ KapaHT/HA, B KOTOPOM N30AMPOBaH 06BeKT;

® HaMMeHOBaHWE N Pe3ysibTaT NOCAEAHETO AGVICTBMH, KOTOpO€E NPUMEHANIOCH K O6'beKTy}

e nHdopmaLma 06 n3onMpoBaHHOM 0bObeKTe PariNOBOM CUCTEMbI: UMS, MOJb30BaTE/b-
Bnasenel, obbekTa, AaTa NOCIeAHErO U3IMEHEHMA U NyTb K 06bekTy B panioBON CUCTEME.

HaxxmuTe cCbiiky C UMeHeM yrposbl, UTobbl OTKPbITb BED-CTPaHMLLY C ee onMcaHueM
(NponcxoanT Nnepexos Ha cauT koMmnaHun «JJoktop Beb», Tpebyetca noakntoueHme K
NHTEpPHeTY).

HaxmuTe IkenopTt, utobbl COXpaHUTb MHGOPMAaLIMIO, MOKa3aHHYH B OKHE, B TEKCTOBLIN dalin
(oTKpoeTca okHO Bbibopa daina). YTobbl 3aKpbITh OKHO C NOAPO6HON nHOpPMaLmen ob
yrpose v cogepxallem ee 06bekTe, HaxkMumTe 3aKpbITh.

8.1.4. O6HOB/1IEHNE AaHTUBUPYCHOW 3aLLUTDI

B sTom pasaene

e Oblune cBegeHUA
e Hactpovika o6HOBAEHWI

e O6bHOBAEHME 6€e3 MOAKNHOYEHNA K UHTEPHETY

e [Ipobaembl B paboTe KOMNOHEHTa OOHOBAEHUN
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O6bwue cBeaeHns

Mepuoanueckoe 06HOBAEHNE BUPYCHbIX 6a3 M aHTUBUPYCHOTO fiapa NPON3BOANTCS
KomMnoHeHTOM 0BHOBEHMA aBTOMaTMUecku. [IpOCMOTP COCTOAHNSA OOGHOBAEHWUI 1
NPUHYAUTENbHbIM 3anmycK OOHOBAEHNS MO TPE6OBaHNIO MPOU3BOAATCSA CO CreLnanbHOM
cTpaHuubl okHa Dr.Web Industrial gnsa Linux. BupycHble 6a3bl cumTatoTcs ycTapeBLwnMmM CnycTs
CYTKM C MOMEHTA MOC/IeAHEr0 YCNeLwHOoro o6HoBAeHNS. YToObl NeperTn Ha CTpaHuLy
ynpasneHus obHoBieHneM, HaxxmuTe MocnepHee o6HOBAEHMeE Ha [J1aBHOW CTPaHULIE.

E r 3
LV ObHoBNeHMe He TpebyeTcA

r.Web Industrial 3dpeK TMEHO BEIRBNATE K

o
®

Mocneaxee obHoBneHune Cnepywulee obHosneHune
08.12.2023 10:09 08.12.2023 10:39
2 | ObHoBuTL |

PucyHok 16. YnpaBneHue o6HOBeHMEM
Ha cTpaHuue ynpaBieHna o6HOBAEHWEM BbIBOAMTCA Cieaytollas nHdopmauma:

® aKTyaJIbHOCTb BUPYCHbIX 6a3 u aHTUBUPYCHOTO A4pa;

e nHPOPMaLMsA O NoCNeaHEM NPOM3BeLEHHOM OBHOBIEHUN U BPEMSA CIeAyHOLLErO
NnJaHoOBOro O6HOBIEHUA.

YT06bI BINOAHUTL NPUHYAUTENBHOE OOHOBEHME, HaXXMUTe O6HOBUTD. [1/11 3aKpbITUA
CTPaHWUbl ynpaBieHUs 06HOBAEHWEM JOCTaTOYHO NEPENTU K NHOBOW APYroi cTpaHuLe npu
NMOMOLLM KHOMOK HaBUraLlMOHHOW NaHenu.

| Ecnm Dr.Web Industrial gns Linux paboTaeT B pexxume LieHTpasiv30BaHHON 3allXThbl, 3Ta
: cTpaHuua byaeT 3abiokvMpoBaHa.

Hactpoiika o6HOBEeHNI

Hactpownka o6HoBneHnn Dr.Web Industrial gas Linux npon3BoamMTCca B OKHe HacTpOeK Ha
Bkiaske OCHOBHbIeE.

PyKOBOACTBO nosb30BaTena
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O6HoBeHne 6e3 NoAK/NIOUEeHUA K NHTEPHETY

O6HOBNEHME aHTUBUPYCHOW 3alUmMThl 6€3 NOAKNHOUEHUS K MHTEPHETY AOCTYMHO TO/NbKO Npu
MCNONb30BaHUN KOMaHAHOW CTPOKU. [1pMepbl KOMaHZA MOXHO HalTW B COOTBETCTBYHOLLLEM

pasaene.

Mpo6nembl B pabote KOMNoHeHTa 06HOB/IEHUIA

B cnyyae BO3HMKHOBEHUA OWMO0K PyHKUNOHMPOBaHNA KOMMNOHeHTa O6HOBNEHMA, Ha
CTpaHuLe ynpaBaeHnsa obHoBaeHeM oTobpaxkaeTca cooblueHre o BO3HMKLLEN owmnbke. Ans
yCTpaHeHMs oWmnbKM BOCMOIb3yNTECH ONMCaHMEM M3BECTHbIX OINMOOK, MPUBEAEHHbIM B

[punoxerHun E.

8.1.5. MeHep)xep nnueH3um

B aTom pasgene

e Obuire cBeseHUA
e 3anyck MeHeaxepa AnLLEH3UN
e AKTMBaUMA ANLIEH3UN

o AKTVIBaI:I,I/IFI JANUEH3NN NN AEMOHCTPALIMOHHOIO NeEproja npuv NnoMoLlIn Cepl/ll\/’IHOFO
HOMEPAa

o YcTaHoBKa MMERLLIETOCA KNHOYEBOIO gpaﬁma
° yAaneHme JNULEH3NOHHOIO KJIKOYEeBOTro gpa|7ma

Obwume cBepgeHnn

MeHeaxkep NMLIEH3UN MO3BOAAET MPOCMOTPETb B rpadnyeckom pexxnme nHGopmMaLmo o
TeKyLLEen NMLEeH3MN, KOTopas BbiJaHa nosb3osaTento Dr.Web Industrial gnsa Linux. JaHHble
NNLEH3MW, BblJAHHOW MO/Ib30BATENO, XPAaHATCA B IMLIEH3MOHHOM KNHOUeBOM daline,
obecneumBarowem paboty Dr.Web Industrial gns Linux Ha komnbtoTepe nonb3oBatens. B
C/lyyae OTCYTCTBMA Ha KOMMbIOTEPE NIMLLEH3NOHHOTO UAN AeMOHCTPALMOHHOTO KIHOYEBOTO
davina Bce aHTMBMpPYCHble GyHKUMM Dr.Web Industrial ans Linux (npoBepka 1 MOHUTOPUHT
061bekToB $arinoBoOW cMcTeMbl, OOHOBNEHME BUPYCHBIX 6a3) 6yayT 3a610KMpOBaHbI.

3anyck MeHepykepa nmueH3nm

MeHepxxep NMUeH3n nHTerpnposaH B okHo Dr.Web Industrial gnsa Linux. Yto6bl OTKPbITH
cTpaHuLUy MeHepxepa AMueH3nin, HaxmuTe JINLEH3UA Ha [N1aBHOW CTPaHULLE OKHa.

Ecnv Ha KoMnbroTepe yKe yCTaHOBAEH KNtoUeBOMW $ai, CBA3aHHbIN C HEKOTOPOW NNLIEH3MEN
Ha ncnosb3zoBaHne Dr.Web Industrial gna Linux, BblgaHHOW NO/Ab30BATENIO, NN C aKTUBHbBIM

PyKOBOACTBO nosb30BaTena
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AEMOHCTPALMOHHbBIM NEPUOAOM, TO Ha HayabHOWN CTpaHuLe MeHeaxepa NnLLEeH3U
oTobpaxkatoTca fJaHHble O INLIEH3UM, Takne Kak ee HOMep, UMA BAajenblia, a Takke CpoK
AEeNCTBMA, U3BNEUEHHbIE U3 KIoYeBOro danna.

Bl/I[l| CTPpaHWMLUblI MPOCMOTPAa AAaHHbBIX O JIMUEH3NWN NPpeaCTaBAEH Ha PUCYHKE HUXKE.

WHpopMauMAa 0 NHLEH3IUN
a
Homep nuueHsvn:
-
Bnapeneu:
LNaTa aKTHBaLMM: 18.07.2023
HaTa OKOHYAHWA: 19.07.2024
OcTanocs OHeRn: 221
E] | MoAy4WTE HOBYIO MIMLEH3NIO. ..

PucyHok 17. Undopmanma o avueHsnm

Ha>xaTne Ha cumBoOn X cnpaBa OT HOMEpa MNUEH3NKM NO3BONAET YAdJINTb KJHOUEBOW CI)aVIJ'I.

Bbl MOXeTe 3akpbiTb MeHezXep NULLEH3UI, Nepenasa K 1r0bol Apyron cTpaHuLe Nnpu noMoLm
KHOMOK HaBUraLMOHHON NaHenw.

AKTMBaUuna ANLEH3UN

YT06bI aKTMBMPOBATb NNLLEH3MIO NPUK NOMOLWM MeHeaxxepa NMLLEH3UIA (B TOM

yncne NPUobpecT HOBYHO NNLIEH3NIO AU MPOANNTb TEKYLLYO) UAN AEMOHCTPaLMOHHbIN
nepuoa, n NoayYnTb Ha KOMMbOTEP COOTBETCTBYHOLLMI KNtOUeBOM dais, obecrneunBaroLLmin
paboty Dr.Web Industrial ans Linux, Haxxmute Monyuntb HOBYIO ML eH3MIO. [1OC/Ie 3TOrO Ha
3KpaHe MoABUTCA MacTep perucTpaumn. Mactep perncrpaumm Takke otobpaxkaerca
aBTOMaTnyeckn npu nepBom 3anycke Dr.Web Industrial gnsa Linux nocne ero yctaHoBKu.

Ha nepBom 3Tane aktmBaummn Heobxoanmmo BbibpaTb cnocob aktneauuu. octynHo ABa
cnocoba:

1. AKTvBaUMA ANLEH3NM UAN AEMOHCTPALMOHHOMO Neprosa No UMEeLWEMYCH CEPUNHOMY
HOMepY.

2. YcTaHoBKa k/to4eBOro darina, mosy4yeHHOro paHee.

I ﬂ,ﬂﬂ perncTtpaunn cepvu7|Horo HOMeEpa 1 Ana noayyvyeHna AeMOHCTpaLMOHHOIo nepuroaa
Tpe6yeTc;| Hainype noAKNHYeHUA K MHTEPHETY.

PyKOBOACTBO nosb30BaTena
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AKTUBaLNA IMLEH3UN UIN J,eMOHCTPaLMOHHOIO Neproaa npu NomMoLm
CcepuiiHOro Homepa

,ﬂ,ﬂf—l aKTnBaunm MMUEH3INUN NIN AEMOHCTPAUMNOHHOIO nepmnoaa npu noMoLmn nmMmeroLerocAa
Yy Bac CEpVIVIHOI'O HOMEpPa BBegNTE €ro B Nose BBoOA4a N HaXXKMuUTe AKTVIBVIPOBaTb.

38| ViacTep pervcTpauvin e
AKTUBALWA NULLEH3WA

AnA aKTUBALMK NULIEH3WK YKAXKUTE CepUAHLIA HOMEp

1111-1111-1111-1111 AKTWBMPOBATE

JononHUTenbHEIE BOIMOKHOCTH

OMEpd, Bbl MOMETE NPMODPECTHM NMUEH3KMID B OHNAaWMH-MarasvuHe

NprobpecTi NMUEHIWI

Apyrve BUbl aKTMEALMW

3aKpLITL

PucyHok 18. Perncrpaums npu nomolium cepumHoOro Homepa

| Ecnvy Bac HET cepuiiHOro HOMepa WA AeUCTBYHOLLErO KAtOUeBOTO daiina, TO Bbl MOXETE
° I'IpI/IO6peCTI/I JNUEH3NKO B OHNIaMH-MarasnHe KoMnaHum <<,ﬂ|OKTOp Be6», I'IepeVIAﬂ MO CCblJIKe
Mpuo6pectn nnueHsuto.

O ponosHnTeNbHBIX cnocobax NpruobpeTeHns AnueH3un Ha npoayktel Dr.Web cm. B
pa3gene Perncrpaums n akimeauvs.

Mocne TOro, Kak Bbl HaxxMeTe AKTUBUPOBAaTh, OyseT Npon3BeseHO NOAKIOYEHME K
cepBepy perncrtpayum komnanum «JJokrop Beb».

Ecnv yka3aHHbIM Ha NepBOM LLare cepuiiHblIi HOMep BXOANUT B KOMMAEKT U3 ABYX
CepUIHbIX HOMEPOB, TO anee BaM HY>KHO BbibpaTh, Ha KAKOM KONNYEeCTBE KOMMbIOTEPOB
Bbl MlaHMpyeTe ncnonb3oBatb Dr.Web Industrial gna Linux. Eciv Bbl BoibepeTe BapuaHT Ha
ABYX KOMTblOTEepax, TO BTOPOW CEPUNHBIA HOMEP U3 3TOr0 KOMMAEKTa Bbl CMOXETe
aKTMBMPOBATb elle Ha OAHOM KOMMbIOTEPE N MONYUYNTb BTOPOMN NINLLEH3NOHHBIN KNHOUEBOW
davin. MNMpu 3ToM AN 060UX KOMMNBIOTEPOB BblJaHHbIE NNLIEH3UN ByayT AeUCTBUTENbHbI B
TeyeHne OAMHAKOBOro cpoka (Hanpumep, rog). Ecam e Bbl BbibepeTe BapnaHT Ha ogHom
KOMMbIOTEpe, TO BaM HeobxoanMOo ByaeT ykazaTb BTOPOU CEPUIMHBIA HOMEP 13
KOMMekTa. B ganbHelweM Bbl y>ke He CMOXeTe 3apermcTpmpoBaTth 3TOT CEPUIHBIA HOMepP
Ha APYroM KoMnbroTepe (Takke Kak U MCNob30BaTb Ha HEM KOMUIO NLEH3MOHHOTO
KntoyeBoro daiia, NoNy4YeHHOro BaMu B pe3ysibTaTe akTMBaL M 06 beAHEHHOM
NNLEH3MN), HO ANA TeKYLLLero KOMMblOTEPa CPOK AEUCTBUA NNLLEH3NM ByAeT yBennyeH
BABOE (Hanpumep, A0 ABYX JIET, eC/IV INLEH3MA Bblna BblaHa CPOKOM Ha rog).

PyKOBO,CLCTBO nosb30BaTena
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AKTHBALMWA NHUESHIUK

MpuobpeTeHHEIN BaMW KOMNNEKT CEPUAHLIX HOMEPOE NPEQHA3HAYEH ANA ABYX
KOMMLIOTEPOE.
Ha KakoM KOIMHeCcTEE KOMMBIOTEPOE Bbl XOTUTE UCMOML30BATE 3TH NMUEH3NM?

(®) Ha gByX KOMNLKOTEpPaX

() Ha ogHOM KoMnbioTepe

| Hasag || Danee |

PucyHok 19. Bbibop konnuecTtBa KOMMNbIOTEPOB

Mocne BbIGOpa KONMYeCTBa KOMMbIOTEPOB, 418 KOTOPOro MOXeT HbITb aKTMBUPOBaHa
NnueH3na, HaxxmuTe Janee, 1, ecan Bbl Bbibpanu BapnaHT Ha ogHoM KomMmnbioTepe,
YKaXxuTe Ha NOABMBLLENCA CTPaHWLEe MacTepa BTOPOW CEPUMHBIA HOMEpP 13 KOMMJIEKTa,
nocne yero ele pas HaxmuTe fanee.

5] MacTep perucTpaunu Bl

AKTHBALMWA NULEHIUMK

YKamuTe BTOPOA CEPUAHLIA HOMED M3 KOMNIEeKTa

EEEE-EEEE-EEEE-EEEE |

Bbl HE CMOXKETE UCMOMB30BaThL BTOPOH CEPUAHBIN HOMED ANA 33LMTHl OpYroroe
KOMMLIOTEPA.

| Hazag || danee |

PucyHok 20. Yka3aHue BTOpPOro cepumHOro Homepa 13 KoMrieKra
[na npoaonxkeHunsa aktmBaunm Haxmute Manee.

Ha cneaytoliem ware BaM ByAeT NPesoXKeHO yKka3aTb NpeablAyLLyro ULEH3NIO.

PyKOBOACTBO nosb30BaTena
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(®) VeamuTe Npensbaylyo TMUeH3N0
() ¥ MmeHs HeT NpeasiayLwen NMUeH3uI

| Hasag || Danee |

PucyHok 21. NMpeanoxxeHne ykasaTb NpeabiayLLyO ML,EeH3UI0

Ecan Bbl BbIBpany NyHKT YKaXkKute npeAbiAyLLYHO JIMLLEH3UIO, TO B MOABMBLUEMCSH OKHE
yKaXKute CEPUNHBIA HOMep NpeablayLlen TMLEH3NN UK NYTb K CBA3AaHHOMY C HEW
kntoueBoMy danny.

5] MacTep perucrpaunu ElEE]

YKaXKuTe npeabigylyio TMLeH3Hio

| Cepwitnbiii Homep ~ | : | EEEE-EEEE-EEEE-EEEE

JMueH3nA, YKa3aHHaA Ha JaHHOM Lare, 6y,q9T BBEHOKHPOBEHB.
He yKa3niBanTe NULEH3WI0, KOTOPYIO Bbl MA3HWPYETE WCMO/L30BATE B aNlbHENLLEM.

| Hasag || Danee |

PucyHok 22. YkasaHue npeapiayLien ILeH3nm
Ecnv Bbl ykaXkeTe Ha 3TOM LIare NNLEH3UIO, CPOK AeNCTBUA KOTOPOMU eLle He UCTeK, TO CPOK
AEeNCTBUA aKTUBUPYEMOW NLIEH3MM ByAeT AOMONHUTENbHO NPOANEH Ha OCTAaTOK CPOKa
AEeVICTBUA CTapOM NNLIEH3UN.
[na ykazaHua npeaplayLien IMLEeH3MM MOXHO BBECTM ee CEPUMHbIA HOMep B
COOTBETCTBYHOLLEE MOJIE MW YKa3aTb CBA3AHHbIN C HeW k1roueBon dana. Tun npeablayLien
NNLEH3MN BbIBMpaeTca 13 BbiNaAatoLLero Cnmncka, pacnoaoXXeHHOro c/ieBa OT Mo BBOAA.
Anda ykazaHusa kitoueBoro darina Bbl MOXeTe:

® BBECTU MNyTb K HEMY HEMOCPEACTBEHHO B NoOJie BBOJA,

e BOCMO/1b30BaThCA CTaHAAPTHbIM OKHOM Bblbopa dainnos rpadurueckon 060104KH,
Ha>kaB 0630p;

e MepeTalmTb ero MbllbHO Ha CTPaHULY MacTepa perncrpauumn n3 okHa GpanioBoro
MeHeaXepa.

PyKOBOACTBO nosb30BaTena
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| Mo>HO ykasaTb daiin apxuBa . zip, cogepxkallero kitoyeBon daiin. PacnakoBku apxusa
npuv 3TOM He TpebyeTcs.

[na npoaonxkeHunsa aktmBaunm Haxmute Manee.

Ha cneaytoulem ware TpebyeTcs ykasaTb KOPPEKTHYHO PEFMCTPALIMOHHYIO MHbOPMaLMIo,
KOTOpas BK/IKOYaEeT Caeaytolme AaHHble:

® PerncTpaLymoHHOe NMS;
® PernoH (CTpaHa) HaxoXAeHus, BbIbnpaeTcs U3 Cnmcka;
® KOPPEKTHbIN aZpec INEKTPOHHOM NOYThI.

Bce nonsa pervctpauyoHHOn GopmMbl ABAAOTCA 06A3aTeIbHbIMUN ANA 3aMONHEHNS.

45 MacTep pervcTpaLmmn o

MocnegHWiA war

LA 33BEpLUEHWA AKTUBALLMM YKAXWTE JaHHBIE BN3JSNbLA NULEHINM.

PervcTpayoHHoe MMA PervoH
User Mame Poccun -

Ajpec 3NeKTPOHHOW MoUTh

user@mail.com

Hazapg 3aKpuITh | loToBO |

PucyHok 23. PeructpaumoHHas nipopmauus nosibsoBarens

Mocne 3anonHeHuUs Bcex nonent Gopmbl HaxxmuTe FOTOBO /15 NOAKNIOUEHMA K CEPBEPY U
NONyYeHNs INLEH3NOHHOTO Kto4eBoro darina. Mpun HeobxoaMMOCTM Bbl MOXETE
nepeHecTn NONyYeHHbIV NNLLEH3NOHHbIW KntoueBour ¢ann Ha 1tobor KOMMNbLOTEp Npu
YCNI0OBWW, YTO Bbl yAa/IMTe €ro C TeKyLLero KoMmnbtotepa.

YcraHoBKa mnmeroleroca Kiaro4yesoro ¢aﬁna

Ecnv Bbl y>ke MeeTe AeNCTBYHOLLYO INLEH3MIO U CBA3AHHbIN C HeWl kKntoYeBOW dain

(BO3MOXHO, MOAYyYEHHbIN OT KOMNaHuu «[loktop Beb» nav ee napTHepoOB MO 31EKTPOHHOW

noute), TO Bbl MOXeTe aktuBupoBaTtb Dr.Web Industrial gns Linux, yctaHOBMB 3TOT
kntoueBou dann. [Ins 3T0ro Ha NepBOM LLare akTMBaLMK LWeaKHUTe No ccoiake Apyrue
BUAbI aKTUBALLUK, NOCNE Yero yKaxuTe B NOABUBLLEMCA NOJIe BBOAA NYTb K MMeEOLeMYyca
y Bac Kito4eBoMy dauny.

PyKOBOACTBO nosb30BaTena
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38| MacTep pervicTpauvin e
AKTMEaALUWA NocpeacTeom daina

YKAMNTE MMEHILLIMIACA KNYeBoR Gann

fhome/pete/drweb32.key O63op

YTo Takoe NMMUEHIMOHHbLIW KYeBoM gann?

Hazap | loToBO |

PucyHok 24. AKTMBaLuA NocpeacTBOM KitoueBoro ¢aiina
[na ykazaHua kntoyeBoro daisa Bbl MOXeTe:

e BBECTM NyTb K HEMY HEMOCPEACTBEHHO B MOJe BBOJ3;

e BOCMO/1b30BaThCA CTaHAAPTHbIM OKHOM Bblbopa dannos rpaduyeckon 060104KH,
Ha>xaB O630p;

e MepeTalmTb ero MbllWbHO Ha CTPaHULY MacTepa U3 okHa GaNoBOro MeHeaxXepa.

Mo>HO ykasaTb daiin apxuBa . zip, cogepxkallero kitoyeBoi dalin. PacnakoBku apxusa
: npu 3TOM He TpebyeTcs.

Mocne ykazaHWs NyTu K kntoueBomy dainny (Mamn cosepkallemMy ero apxmBy) HaxmuTe
FoToBO 715 aBTOMaTMUYECKOW YCTaHOBKW KitoueBOro darina. Kntoueson dann byaet npum
HeobX0AMMOCTI pacnakoBaH M CKOMMPOBAH B KaTasor cnyxebHbix ¢pannos Dr.Web
Industrial gns Linux. NMogkatoueHMsa K MHTEPHETY B 3TOM Cay4yae He TpebyeTcs.

B cnyuae ycnelwHoro 3aBepLueHns npouecca aktmaumm (lobbiM M3 ONUCaHHbIX BbiLle
cnoco6oB) Ha 3kpaHe ByaeT NokasaHa GuHaNbHaA CTpaHULLE@ MacTepa perncrTpaumnm ¢
coobuieHnem 06 ycrnelwHoW akTMBaLUmn JNLLEH3UN UK AEMOHCTPALIMOHHOrO Nepnoja.
Haxmunte OK ana 3akpbiTva Mactepa perucrpaumm n Bo3BpalleHua Ha [1aBHYH CTpaHuULLy
okHa Dr.Web Industrial gns Linux.

PyKOBOACTBO nosb30BaTena
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38| MacTep perMcTpaLun ez

AKTUEBALWA NULEH3INN

Bbl yCMeLwHo akTUBNPOEANN NULEH3WI. \/

Lok |

PucyHok 25. CoobuieHne 06 ycnewHow akTuBauum

B cnyuae ecnmn Ha kKakoM-M60 13 3TanoB perncrpaLmm BO3HUKHET olwnbka, NoaBUTCS
CTpPaHuWLa C COOTBETCTBYHOLLMM COOBLLEHMEM U KPATKUM ONrcaHremM ownbku. Mprmep Takon

CTPaHWLbl MOKa3aH HNXe.

587 MacTep pervcTpauun e il

Perncrpauwua

Owwrbra x101. HegonycTMMan NMUEH3WA.
CepMIAHEIA HOMED HEZONYCTMMBIA MW He HANGEH.

MogpobHee

Hazapg | MoBTOPUTE

PucyHok 26. CoobuieHune 06 owmnbke

B 3TOM cnyuae Bbl MMeeTe BO3MOXHOCTb BEPHYTbCA Ha NpeablAyLLUniA LWar perncrpauum,
4TO6bI BHECTW UCNpPaBAeHUA (HanprMep, UCNPaBUTb CEPUMHBIN HOMEpP AW yKa3aTb

npaBWabHbIV NyTb K dariny). Ans sToro Haxmute Hasaga,

B cnyuae ecnm owmbka cBsizaHa C BPDEMEHHOW HENOAaAKOW, HanpuMep, BPEMEHHbIM cb0eM B
CeTW, TO Bbl MOXETE NOMbITaTbCA MOBTOPUTb 3TOT LWar, Haxas MoBTopuTk. B ciyyae
HEeoBbX0ANMOCTM Bbl MOXETE HaXaTb 3aKpbITb, UTOObI MpepBaTb PErucTpaLmnIo U 3aKpbiTh
mMacTep perucrpauumm. B sTom cnyyae Bam npugetcs nosgHee NoBTOPUTL NpoLeaypy
pervcrpaymm 3aHoBo. Ecim mactep pervcrpaumm He CMOXET YCTaHOBUTb COeAMHEHME C
cepBepoMm peructpaumm komnaumm «loktop Beb» ansa nposepkn BBEAEHHOrO CEPUNHOrO
HoMmepa, byaeT nokasaHa CTpaHuLa C COOTBETCTBYHOLMM coobLleHnemM o6 oLmnbke.

PyKOBO,D,CTBO nosb30BaTena
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Perncrpauwma

¥3en gsi.drweb.com He HalgeH

HeT CBA3M € CEPEEPOM WM DTCYTCTBYET COBAMHEHWE € CEThH) MIHTEpPHET.
MpoeepeTe COBAMHEHWE 11 NOETOPWTE MONLITKY.

HacTpolkW NpoKcU-CepBEPa

Bl MOXETE BKTUBMPOBATE NPOrPaMMY, MCNONL3YA KNHUYEB0R $aAN, KOTOPLIA Bbl MOMYUKIM
Ha CBOW 34pec 3NeKTPOHHON NOYTEL
Kak YCTAHOBWTh KNHYEBOW (ain

| Hazap || MoBTOpUTH || 3aKpbITh |

PucyHok 27. Owmnbka noaKitoueHns K cepBepy perucrpauum

Ecam ownbka cBA3aHa C TeM, UTO y BaC OTCYTCTBYET BO3MOXHOCTb NMPSMOTro MOAKNHOUEHNS K
WHTEPHETY, HO BO3MOXHO YCTaHOB/NIEHNE COEANHEHUNS Yepe3 NPOKCU-CEPBEP, TO NMEPEXOZ MO
ccbinke HacTpoiikm npoKcn-cepBepa OTKPbIBAET Ha 3KPaHe OKHO HACTPOEK UCMONb30BaHMUA
NpOKCU-cepBepa:

Appec cepeepa MopTt

1127.0.0.1 |: 80 |

MmMA NnonL3oBaTenA

\user |

Mapone

| OTMEHUTE H oK ]

PucyHok 28. HacTtpoiiku npokcu-cepsepa

B 3TOM OKHe ykaxute napameTpbl 4OCTyna K Npokcn-cepsepy n Haxxmunte OK. 3atem
NOBTOPUTE MOMbITKY MOAKIIOUYEHNA K CepBEPY perncrpaumnmn komnanum «loktop Beb», Haxas
MoBTOpUTDL.

@ I'Ipvl aKTnBaumn HOBOW MUeH3nn n q)OpMMpOBaHI/II/I HOBOTIO KJHO4YeBOro q;al}ina,

npeAbiaywnin KitoyeBon dain, KoTopbl ncnosb3zosancs Dr.Web Industrial gna Linux,
aBTOMaTUYeCKN coxpaHaeTcs B Buae daiina pe3epBHOMN KONWUN B
katanore /etc/opt/drweb.com. B cnyyae HeO6XOAMMOCTN Bbl MOXETE BEPHYTLCA K €ro

MCNONb30BaHUIO, BbIMOJIHMB Mpoueaypy YCTaHOBKK KIHOYEBOIO gpa17u1a.

PyKOBOACTBO nosb30BaTena
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YpaneHune nnueH3NOHHOrO KaroueBoro panna

B cnyuae HeobxoanmMocTn (Hanpumep, Bbl pewnan 6osblie He ncnoab3osatb Dr.Web
Industrial ans Linux Ha 3TOM KOMMbIOTEPE, @ MEPEHECTN ero Ha APYron KOMMbTEP) MOXHO
YAANNTb YCTaHOBAEHHbIV NNLLEH3VOHHbIN KAtoueBOW dain, ynpasastowmii paboton Dr.Web
Industrial ans Linux. ns 3Toro oTkponTe cTpaHumLy nHGopmalim O AMLeH3nm (HavanbHas
cTpaHuLa MeHeaxepa AMLEH3UIN) U HaxkmMuTe * cnipaBa OT HOMepa TekyLLei NLEH3N.

MNocne 3T0ro Bam HeO6X0AMMO B MOSABUBLLEMCS OKHE MOATBEPAUTL yAaneHne
JMUEH3MOHHOTO K/ItoUeBOTO dalina ¢ Tekywero koMmnbtotepa. nsa 3toro HaxmuTe fla. Ecam Bbl
peLwnan otkasatbca OT yaaneHus, HaxmuTe Her.

Dr.Web Indu I'a L[]

=
R Mocne yaaneHWA NALEH3NA aHTUEWPYCHAR 3awnTa Bynet
K's OTKNH4YeHa!
-

Bbl AEACTEMTENLHD XOTUTE YO3AWTE TEKYLMA NULEHINOHHEIR
KN4eBoi hain?

’ @ Her H @na |

éﬁ HammMmuTe Ha 3amoK ONA oTKa3a oT NpaB adMUHWCTRaTopa

PucyHok 29. MNoareepXxaeHve yaaneHua witouesoro ganna

@ Ans yaaneHvs AMLEH3VOHHOTO KAKOUYeBOro daitna NpuaioXxeHne JoXHO obaasatb

: MOBbILEHHbIMW NMpaBaMu. ECI B MOMEHT MOMbITKX YAaNeHUs NpaBa NMPWIOXKeHUs He
NoBbIWEHbI, KHOMKa [fla 6yaeT HeaocTynHa. Mpy HEO6XOANMMOCTY Bbl MOXETE MOBbICUTL
npaBa NpWIOXeHWs, U B Clydae YCMewHoro yx NoBblWeHWs KHomMka a cTaHeT A40CTYMHOMW.

yﬂ,aJ’IEHVIe JIMLUEH3NOHHOTO KNH4YeEBOTO q)aﬁna He BAUNAET Ha CPOK AEVICTBMH JIMLEH3UWN. Ecan
CpOK AeVICTBVIFI JINUEH3NN el e HE UCTEK, TO Bbl CMOXXeETe MNoNyyYnTb HOBbIV K1HOYEBOW q)a|7u1
Aana 3TOMN JINLIEH3UWN Ha OCTaBLUMNCS CpOK.

MNocne yaaneHnsa NMLEH3NOHHOTO KIo4eBOro darina n 40 MOMeHTa aKTVBaLMN HOBOW
NNUEH3NW AN AEMOHCTPaLMOHHOIO Nepmosa Bce aHTMBMpPYCHble yHKkumm Dr.Web Industrial
Aana Linux (npoeepka darinoe, obHoBAEHME BUPYCHBIX 633 M aHTUBMPYCHOTO A4pa,
MOHUTOPUHT GanNIOBOW cucTeMbl) ByayT 3ab610KMpPOBaHbI.

8.1.6. MpocmoTp coobLieHUn OT cepBepa LLeHTPa/In30BaHHOMU
3alMTDI
B sTom pasaene

e Oblune cBegeHUA
e [IpyMeHeHWe AENCTBUI K COOBLLEHNAM
e OunbTpaumsa coobuieHumit

PyKOBOACTBO nosb30BaTena
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O6bwue cBeaeHns

Ecan Dr.Web Industrial gna Linux paboTtaeT noa ynpaBaeHvemM cepBepa LLeHTPaiv30BaHHOM
3alNTbl, AOCTYNEH MHTEPDENC A1A NPOCMOTPa COOBLEHNIN O COCTOAHUM aHTUBUMPYCHOW CeTH,
paccbllaeMblX CEPBEPOM Ha yrnpaBasieMble UM CTaHLMK. DTOT MHCTPYMEHT MOXeT ObITb
MCNONb30BaH aAMUHUCTPATOPOM aHTUBUPYCHOW CETU A1 OTCAEXUBAHMA COCTOAHUA CETU U
BaXHbIX COObITUI B paboTe cepBepa LieHTpaIM30BaHHOWN 3aLUnThI.

@ CoobLweHNs 0 COCTOSHUM U COBBITUAX aHTUBMPYCHOM ceTv ByayT NOCTynaTh, TOJbKO ecaun

: aAMUHMCTPATOP aHTVBUPYCHON CETV HaCTPOMA OTNPaBKy COOBLLEHN Ha Bally pabouyto
CTaHUMIO Ha TOM CcepBepe LieHTPasM30BaHHOM 3aLluTbl, K KOTOPOMy noakitoveH Dr.Web
Industrial gns Linux. B npoTvBHOM cnyyYae MpOCMOTP COOBLLEHWA HeAOCTYMEH 1
COOTBETCTBYHOLLLAA CTPaHMLA He oTobpakaeTcs Ha rnaBHOM okHe Dr.Web Industrial ans
Linux.

NHTepdenc npocmoTpa coobLyeHnin oT cepBepa oTobpakaeTcs Ha cneunanbHOM CTpaHuLe.

UTtobbI €€ OTKPbITb, HAXXMWUTE Ha HaBMFaQ‘MOHHOIZ naHeaun.

CoobuieHuns cepBepa

CTaHumA KaTerngﬂ Tema ronfiagiag NaTta -
BrifpaTe BCe

=
ﬁ Y ounuTp: Mo ymonuaruio (Bee cooblieHnA 3a cerofHa) UamekuTs

CocTosHWe cepeepa  TecToBoe cooblleHue

Y0anuTe BuibpaHHbie

CocTofHuME ... TecToBoe ...

OTMeTUTL BbIBpaHHLIE Kak NPO4MTaHHbIE
CocTofRHME ... TecToBOE ... OumcTuTL Basy AanHbIX coobuenni
CocToAHME ... TecToRoe ... TecToRoe ... 12.12.2023 19:36 4

TecTtoeoe coobleHune

TecToeoe cooblleHme,

10

?

PucyHok 30. CoobLieHns cepBepa LLeHTPaIM30BaHHOM 3aLLUThbl

B cnucke ans Kaxzaoro coobLeHms BbIBOAUTCA caeaytrolias nHbopmMaLms:

nms (agpec) cTaHummn, HGopMaL s O KOTOPOWN COAEPXKNTCA B COOBLLEHMN;

KaTeropusa COO6LLI,eH na;

3arosoBoK (Tema) coobLeHns;

e faTa M Bpems OTNpaBku COOBLLEHMSA CEPBEPOM.

[ns npocmoTpa cooblieHna HeoHXOANMO BbIAENINUTL €70 B CMIMCKE, MOCAE 3TOro TEeKCT
BblZE€/IeHHOro coobueHns byaet otobpaxkeH B NaHenn noj CnnmckomM COobLLeHUN.
HenpocMoTpeHHble cO0bLLEeHMSA BbIAENAOTCA B CMUCKE XXMPHBIM LIPUDTOM.

PyKOBOACTBO nosb30BaTena
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Pa6orta ¢ Dr.Web Industrial gnaa Linux

| TeKcT coobLLEeHUI O COCTOSHAN U COBLITUAX aHTUBUPYCHOW ceTv GOpMUpYeTCs Ha TOM
A3blke, KOTOPLIA 3aZjaH B HACTPOViKax cepBepa LieHTPaM30BaHHOM 3aLLMWThI.

NpymeHeHue geUcTBUM K coobLieHnam

[ns npyuMeHeHusa Kakoro-1mbo AencTBUA K COOBLLEHNIO HaXXMUTE CTPOKY, COAEPKaLLyHO
nHbopmauymto o coobLueHnn, NpaBoM KHOMKOW MblilWN 1 BbibepuTe Tpebyemoe aencreme B
KOHTEKCTHOM MeH0. ECn HY>XKHO MPUMEHUTb Kakoe-mbo AercTBUE K HECKObKUM
coobLeHNAM, BblAeNNTe X B CMNCKE Mepes BbiI30BOM KOHTEKCTHOTO MeHH0. BbigeneHne
OCYLLEeCTBASETCA MbILbIO Npu HaxaTon knasmwe CTRL nan SHIFT:

e Mpu yaep>xaHum knasmwmn CTRL coobuueHns 6yayT fo6aBAATbCA B CMUCOK BblAENEHNA NO
OAHOMY.

e [Mpn yaep>xaHun knasmwmn SHIFT coobuieHns BblAeNAKOTCA HEMPEPbIBHbIM CMTMCKOM.

[ns BblaeneHnsa Bcex coobleHn Haxmumte kombuHaumto knasmw CTRL+A.

B KOHTEKCTHOM MEHIO AOCTYMHbI CAesytoLine AeCTBUA:

e BblJe/eHNe B CMNCKe BCEX COOBLLEHMIA, NOANAAatOLLMX MOA TeKyLWmnit GUAbTp;
e yaneHue BblAeNeHHbIX COODLLEHN;
e OTMETKA BblAeEeHHbIX COODLLEHNI KaK MPOUMNTaHHbIE;

e 0UMCTKa 6a3bl AAaHHbIX COOBLEHU.

ili Mpwu ounctke 6asbl faHHLIX COO6LLEHW BYAYT yaaneHbl BCe MOCTYNMBLLVE COObLLLeHMA (B
: TOM UnCNe, HEMPOUMTaHHbIE).

[ns coobLueHnin, NoCTyNMBLLNX OT cepBepa LeHTPaM30BaHHOW 3aLnTbl, B HACTPOMKaX
3afaeTcs npeesbHblA CPOK X XpaHeHWs B 6a3e AaHHbIX, NOCAe Yero OHW yaanaroTcs
aBTOMaTUYECKW.

dunbTpaumna coobweHnmn

B cBfA3M C TeM, UTO OT cepBepa MOXET MNOCTyNaTb 3HAUNTEIbHOE YNCIO COOBLLEHN,
npeAycMOTpeHa BO3MOXHOCTb UX GUAbTPaLIMK KakK MO ajpecy cepBepa-oTnpaBuTens Uam
MMEHW CTaHLMM aHTVBUPYCHOM CETU, TakK 1 MO KaTErOpMK UCKOMbIX COOBLLEHUI 1 nepuoay
BPEMEHU UX NOCTynAeHuA. 1o yMONUYaHWIO 3aaHHblil GUAbTP oToBpaXaeT B Crncke
CoObLeHNs BCeX KaTEropuiA, MOCTYNMBLUME OT BCEX CEPBEPOB B TEUEHWE TEKYLLEro AHS.

Mpun HeOHXOAMMOCTN Bbl MOXETE M3MEHUTb GUABTP NOKa3za coobLeHni. [1ns 3Toro HaxmuTe
Ha ccbiniky M3MmeHuTb. Mocie 3TOro B BepXHEN YacTn OTKPOETCA MaHeNb U3MeHeHUs duabTpa.

PyKOBO,CLCTBO nosab3oBaTenda
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B CoobweHunn cepBepa

ﬁ Y PUALTP: Mo yMmon4aHuo (Bce coobllerna 3a ceroaHa)
ﬁ CepBephl: CTaHuWK: KaTeropuu: Mepuon:
Bce - Bce - Bce bt CerogHAa ~ 12.12.202. 8 | |Ceityac (]
CBpocuTh OTMEHUTL |W
T TCOCTORHWE ... TECTOBOE ... TECTOBOE ... IZ.IZ. ZUZ3 LI 30
CocToRHME ... TecToroe ... TecToroe ... 12.12.2023 19:36 N

TecToBoe cooblenne

TecToBoe cooblieHne.

10,

?

PucyHok 31. MNaHenb ¢punbTpa coobueHni
B naHenn puabTpa Bbl MOXeETe yKa3aTb CaejytoLime napamMmeTpbl GuabTpaLmm COOHBLLEHWN:

o CepBepbl — CNNCOK CepBepPOB, COO6LLl,eHVIF| OT KOTOPbIX 6y,£l,yT MOKa3aHhbl.

e CTaHL MM — CNMCOK CTaHLMI, COObLLEHNS NPO KOTOpble ByayT NOKasaHbl.

Kateropum — cnuncok kateropuin coobLueHunin, kKotopble 6yayT nokasaHsbi.

MNepuvop, — neprog dbopmMmnpoBaHmnsa coobLleHMI, KOTopble ByayT Noka3aHbl. Kpome Bbibopa
TUMOBOrO NMNeproja 13 CNMcka, Bbl MOXETE yKa3aTb KOHKPETHbIe MOMEHTbLI Havyana 1
OKOHYaHUsA neproga GopMUpPOBaHMA COOBLLEHNN CEPBEPOM.

Ans NpUMeHeHNs U3MEHEHWUIN, BHECEHHbIX B PUAbTP, HaxkmunTe MprumeHnTb. YTO6bI 3aKpbITh
naHenb GuAbTPa, He MPUMEHAA U3MEHEHMA, HaxXMUTe OTMeHUTb. [ns cbpoca 3HaueHu
dunabTpa K 3HaUEHNAM MO YMOAYaHUIO HaxkmumTe COpOCUTD.

8.1.7. YnpaBneHue npaBamMu NpuiodXKeHns

HekoTtopble aenictema B okHe Dr.Web Industrial gns Linux MOXHO BbINOJIHUTL TO/ILKO B TOM
cnydae, eCAV NPUNOXKEHNE MMeET NOBbILEHHbIE NpaBa (Npasa adMuHUCMpamopa),
COOTBETCTBYHOLUME MPaBaM CneunasbHOro Nosb3oBaTena CUCTEMbl — Cynepnois3oeames
(nonb3oBaTtens root). B yactHocTn, 061asaHNA NOBbILLEHHBIMW NPaBaMu TPeOYHOT cieaytoLme

byHKUNM:

e yrnpapieHne 06bekTaMu, MOMeLLEHHbIMW B CUCTEMHbI KapaHTUH (a UMEHHO, B KaTasior
KapaHTMHa, He NpUHaA/iexallumin Nonb3oBaTento, 3anyctnswemy Dr.Web Industrial gns
Linux);

e npoBepka GalNoB N KaTaNoroB, MPUHAANEXALMX APYTMM MOb30BaTeNAM (B YaCTHOCTH,
Cynepnosib30BaTesnto);

e BbIKNHOYEHVEe MOHUTOPa darnoBom cuctembl SplDer Guard;

e yaaneHve TMUeH3NOHHOIo Karo4eBoro ¢a|7|na, noAkNKYeEHUE M OTKJIFOYEHME OT CepBeEpa
LI,eHTpaJ'II/I3OBaHHOI7I 3alnThbl.

PyKOBOACTBO nosb30BaTena
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,Cl,a>|<e eCn Npuno>XXeHne 6b110 3anyweHo m3 yLIETHOi;I 3anncu cynepnosib3oBatena
(HaanMep, C NCNOJIb30BaHMEM KOMaHA4 su Uan sudo), OHO Mo YMOANYaHUIO He 6y6em
O6f|aAaTb NoBbIWEHHbIMU NMpaBaMW.

Ha Bcex cTpaHuuax okHa Dr.Web Industrial gna Linux, dyHKLMOHaNbHOCTb KOTOPbIX 3aBUCUT OT
HaNMuMa y NpUIOXKeHWs NOBbILWEHHbIX NPaB, PacrnofoXeHa crneymanbHaa KHOMKa ¢
ns3obpaxeHnem 3amka. CocTosHMe 3aMKa nokasbiBaeT, 061a4aeT M B JaHHbI MOMEHT OKHO
Dr.Web Industrial gns Linux noBbIlWEHHbIMY NpaBaMu:

[%I I'Ipvmo>|<eHme He o6na/J,aeT NOBbIWEHHBbIMU NMPpaBaMW. HaxaTtne 3amka npueeaeT K NornbiTke
NOBbIWEHNA NpaB NPUAOXKeHUA A0 MpaB Cynepnosib30BaTenAa.

H i I'IpaBa NPUNOXKEHNA NOBbILWEHbI 40 NMpaB Cynepnoab30BaTend. Ha>atne 3amka npuBejeT K
NOHWKEHUIO NpaB NPUIOXeHUA, a MMEHHO, K OTKa3sy OT NnpasB Cynepnosb3oBaTenda U BO3BpaTy K
NCXOA4HbIM NMpaBaM 06bIYHOTO MONIb30BaTENS.

B cayyae nonbITKM NOBbIWEHWA NpaB NOCAE HaXXaTuA Ha |/|3o6pa>|<eH|/|e 3aMKa noAaBadaeTca
OKHO ayTeHTI/I(I)I/IKaLI,I/IVI nonb3oBaTeNA.

BBegWTe IOrNH U Napoik agMUHUCTpaTopa

MimA nonszoeaTens

root

Mapons

Bkl MOXeTE BESCTH NOTMH 1 napone nwoboro
NoNEz0E3TENA, NPUHaANexallere kK rpynne
dAMWHWUCTRATOROE, MAK CYNepnons30BaTENA (root).

| 4 (npaeka | OTMEHWTL 0K

PucyHok 32. OkHo ayTeHTUdMKaLumn

[ns nonyyeHma NpuUIOXKeHeM MpaB Cynepnosib3oBaTensa ykaxxute numa (10rvH) 1 napob
ntoboro nonb3oBaTeNs, BKIOUEHHOrO B rpynny No/ib30BaTesiel, yka3aHHY B HacTpPonKax
Dr.Web Industrial agnsa Linux kak epynna admuHucmpamopos, nam NOTvH 1 Napoib
cynepnonb3oBaTensa (nonb3osaTtens root), n Haxmute OK. YTo6bl 0TKazaTbCA OT MOBbILLEHMA
npaB, 3aKponTe OKHO, Ha>kaB OTMeHuUTb. [Inf NpoCMOTpa UM CKPbITUA KPaTKOW NOACKAa3K1 No
ayTeHTUPUKaumm Haxmute CnpaBka.

PyKOBOACTBO nosb30BaTena
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@ Mo ymonuaHuto npu yctaHoske Dr.Web Industrial gns Linux B kauectBe «rpynnbi

‘ aAMUMHMCTPATOPOB» B HACTPOWMKaX aBTOMAaTUYECKM GUKCUPYETCH UMSI CUCTEMHOW Fpynmbl
nonb3oBaTenei, ob6aagatoLwx BO3MOXHOCTbHO MOJyYeHWA NpaB Cyrnepnosb3oBaTens
(Hanpumep, rpynna sudo). Ecav ma Takor CUCTEMHON rpynbl ONpeAennTb He YAanoch, TO

ANA NOBbIWEHUA NpaB MNMPUIoXeHWa B OKHe ayTeHTI/Iq)I/IKaU'VIVI MO>XHO MUCMNOJIb30BaThb JIOTUH U

napoJib cyrepnosib3osatensa (nosb3osaTens root).

MpY NOHMXEHUN NPaB NPUNOXKEHNA A0 NpaB 06bIYHOrO NO/b30BaTENA BBOJA MApPOas He
TpebyerTcs.

8.1.8. CnpaBouHble maTepuanbl

l?

L] “
Ans pocTyna K cnpaBOYHbIM MaTepuanamM HaxmuTe Ha HABUraLUMOHHOW NaHean OKHa
Dr.Web Industrial ans Linux.

Ha JKpaHe NoABUTCA BblMajatollee MEHHO, CodepiKallee cneayrowme MyHKTbl:

e CnpaBka — OTKpbITb KpaTkoe PykoBoacTBO noab3osatens Dr.Web Industrial ans Linux.

e ®opym Dr.Web — oTkpbITb B 6pay3epe cTpaHuLy dopyma nosb3oBaTesnen NpoayKTOB
koMnaHun «loktop Beb» (TpebyeTca noakntOUeHME K UHTEPHETY).

e TexHnueckas nogaep)kka — OTKPbITb B Opay3epe cTpaHuLy Cay>Xbbl TEXHNYECKOW
NoALep>XKn KomnaHun «Joktop Beb» (TpebyeTcs noakntoueHne K UHTEPHETY).

e Moii Dr.Web — oTkpbITb B 6pay3epe nepcoHaNbHYyHO CTPaHWLY NoJ/b30BaTeNs NPOAYKTOB
KomnaHun «[Joktop Beb» (TpebyeTca noakntoueHne K MHTEPHETY).

e O nporpamme — OTKPbITb OKHO C kpaTkon nHpopmaumen o Dr.Web Industrial ans Linux n
€ro Bepcum.

Kpome TOrO, KOrAa Ha cTpaHuue rnaBHoro okHa Dr.Web Industrial gia Linux otobpaxkaetca
cooblueHne 0 Npomn3oLeaLlen owmnbke, Bbl MOXeTe NpocaeaoBaTth No ccoiike MoapobHee
Ana nonydeHms 6oaee NoaHOM MHPOPMaLMKM 06 OLINBKe M YyKazaHWA MO peLleHUnto
BO3HUKLLEN NPOBAEMDbI.

8.1.9. Hactpowka pab6ortbi

B okHe HacTpoek Dr.Web Industrial gn1a Linux MOXHO HacTpouTb cieaytolme napameTpsl
paboTbl:
® NepPUOANYHOCTb BbINMOAHEHNA OOHOBAEHNN;

e peakuwnto Dr.Web Industrial gna Linux Ha o6Hapy>XeHHble yrpo3bl NPV NpOoBepKax no
TpeboBaHuto CkaHepoOM 1 Npu 0H6Hapy>XeHnN nx MoOHUTOpoM dannoBon cnctemsl SplDer
Guard;

e nepeyeHb 06bEKTOB, MckItoUaeMbix CkaHepom n SplDer Guard 13 npoBepky;

e pacnucaHune NepuoamnUeckmx Npoeepok o6bektos CkaHepoM;

PyKOBO,CLCTBO nosab3oBaTenda
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® PDEXUM 3allNThbl (aBTOHOMHbIl\;I nan ueHTpaﬂM3OBaHHbIVI).

Ons A0CTyNa K OKHY HaCTpoOeK Ha>XXMute Ha HaBI/IFau,I/IOHHOIZ naHenn.

Ha okHe HacTpoek AOCTYMHbI CefytoLLme BKAALKN:

e OCHOBHble — MO3BOJISET HAaCTPOUTb NCMOJIb3OBaHUeE yBeAOMﬂeHMVI, a TakKxke
nepmnoagnyHOCTb aBTOMaTU4YECKNX ObHOBNEHU.

e CkaHep — No3BosIAET HacTpouTb peakumto Dr.Web Industrial gns Linux Ha yrpo3ssl,
obHapyxvBaemble CkaHepOM B NpoLiecce NPOoBepPKM Mo TpeboBaHMIO 1 MO pacnmncaHuio.

e SplDer Guard — no3BonseT HacTpouTb peakumto Dr.Web Industrial gna Linux Ha yrpo3bl,
obHapyxnBaeMble MOHUTOPOM dannoBon cuctembl SplDer Guard.

e VickitoueHvs — NO3BOASET HACTPOUTb CMUCOK O6BEKTOB, KOTOPbIE AONXKHbI ObITh
NCKJIFOYEHbI U3 MPOBEPKM MO TPeHOBaHMIO M MO PacnmnCcaHuIo, a TakKe U3 NepeyHs
06bekToB, Habarogaembix SplDer Guard.

e [112aHVPOBLIVMK — NMO3BOASET HACTPOUTL NEPUOAMNYECKNIA 3aMyCK MPOBEPOK MO 3ajaHHOMY
pacnumcaHuo.

e Pexxnm — no3BosifeT BblbpaTh PEXMUM 3aUinTbl (ABTOHOMHbIN UAW LEHTPAAN30BaHHbIN), B
kKoTopoM paboTtaeT Dr.Web Industrial gns Linux.

f?

Ons nonydyeHMa cnpaBkn HaXXMuUTe ’ Ha COOTBeTCTByI-OU.I,eI\/’I CTpaHWLEe OKHa HaCTpOeEK.

Bce n3meHeHns, BHOCUMbIE B HaCTpOI‘/’IKI/I, npeacrtaBJieHHbIE Ha 3TUX BKaagKaX, NPUMEHAKOTCA
° HeMeaneHHOo.

Ecnm Dr.Web Industrial gns Linux paboTaeT B pexxkumve LieHTpaiv30BaHHON 3aLLnThl, TO
HEKOTOPbIE HACTPOMKN MOTYT ObITb 3a6JO0KMPOBaHbI Y HEAOCTYMHbI ANA U3MEHEHWS.

8.1.9.1. OcHOBHbIe HaCTPONKM

B aTom pasgene

e Oblne cBeeHUA
e Hactpouku npokcr-cepeepa, UCNOAb3YEMOTrO ANs NoayYeHUs 0O6HOBAEHWIA

O6bwiune cBepgeHna

Ha Bknagke OCHOBHbIE Bbl MOXETe HaCTPOUTb OCHOBHbIE NapaMeTpbl PaboTbl MPUIOXKEHNS.

PyKOBO,CLCTBO nosab3oBaTenda
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OcHOBHLIe QEeETR

[aeer]| m = L.
22 EE) — o’

SplDer Guard  WMckaoyeHus  MNaHWpoBLLKME  Pemim

v| 3BYKOBOE CONPOBOMAEHWE COBLITUR
V| MoKa3bIBaTh BCNNLIEAOLIME YESOOMIEHWA

Mcnons2oBaTth YBEAOMNEHWA O COCTOAHWK

3arpy*aTb oBHOBNEHWA | Kaxgsle 30 MUHYT b | [I‘Iponcu—cepaep...

B cnyyae _'-I-EITPYH,HEHHI:L BOZHWKLUMX Nocne W3MeEHEHWA HAaCTPOEK NPUNOXEHKWA,
BOCCTaHOBUTE HaCTpGﬁKIﬂ no YMoOa4aHW.

| COHpocyTL HacTpolkn |

Iﬁh Ha#MuTe Ha 3aMoK ONA OTKa3a oT Npas aaMUHWCTpaTopa ?

dnemeHT ynpaB/ieHus

®naxkok
3ByKOBOEe CONpPOBOXAEHNE
cobbiTuii

dna>kok
Moka3sbiBaTh BCNJbiBaloOLWMe
yBeAoM/IEHUA

dna>kok
Ucnonb3oBaTtb YBEAOMIIEHVIFI
O COCTOSIHUM

PucyHok 33. OcHOBHbIe HaCTPOKU

JevictBne

YctaHoBka 310ro dnaxka npeanucbisaeT Dr.Web Industrial gnsa Linux
NpourpbIBaTh 3BYKOBbIE YBEAOMAEHNUA NPY BO3HUKHOBEHUN TaKmX
COBbITWI, Kak:

e ObHapy>xeHwue yrpo3bl (CkaHepom uam SplDer Guard);

e owKnbKa NpoBepkn 0H6bEKTa;

® NT. M.

YctaHoBka 3Toro dnaxka npegnucoisaeT Dr.Web Industrial gns Linux

npv paboTe B pexume rpaduueckoro pabouero crtona otobpaxatb Ha

3KpaHe BCMIbIBAtOLLME YBEAOMIEHUS NMPY BO3HUKHOBEHUM TaKWX
COBbITUN, KakK:

e 0bGHapy>eHWe yrposbl;
e oLwunbKa NpoBepKy;

e NT. N

YctaHoBka 31oro daaxka npeanucbisaet Dr.Web Industrial gnsa Linux
nokasbiBaTb BCMbIBatOLME YBEAOMAEHWS NMPU U3MEHEHWUN COCTOAHMA
KOMMOHEHTOB (Hanpumep, B Ciydae Ux BKIHOYUEHWS UAN OTKIOUEHUS).
cnonb3yeTtcs anbTepHaTUBHBIN MeXaHU3M 0TObpaXKkeHus
BC/IbIBAOLLUX YBEAOMAEHUN, UTO MOXET ObITb MOJIE3HO, HaMpUMep,
ecv cpesa paboyero ctona He nojiep>knBaeT oTobpakeHre 3Hauka
Dr.Web Industrial gna Linux B obnactv yBefgoMAEHWI.

| Ecnav ata dyHKUMA He NoAAep>KMBaeTCa cpeson
: pabouero ctona, To Ha Bknasgke OCHOBHbIE 3TOr0

dnaxka He byzer.

PyKOBO,CLCTBO nosb30BaTena

120



)
_l"i

A
$

dneMeHT ynpaB/ieHnsA

BbinagaroLumii cnvcok
3arpy>kaTb 06HOBN€HUSA

KHonka

Mpoxkcun-cepsep

KHonka
C6pocUTb HaCTPOIKU

Pa6orta ¢ Dr.Web Industrial gnaa Linux

JeiicrBne

Mo3BosiseT BbIbpaTh NEPUOANUYHOCTL aBTOMATUYECKOTO OBHOBIEHUS
BUPYCHbIX 6a3 1 aHTUBMPYCHOTO AApa.

OTKpbIBaeT OKHO HaCTPOMKM NMPOKCU-cepBepa A4 NOyYeHMs
06HOBEHWI. MpoKCK-CepBEP MOXET NOHAA0OUTLCA, ecv obpalleHme

K BHELWWHUM cepBepaM 3anpeLeHo noantmkamMmm 6e30MacHOCTM CeTu.

Mo3sonser C6p0CVITb HaCTpOVIKVI B 3Ha4YeHWA NO YMONYaHUIO.

| [Ans ynpaBneHys napameTpamu nosyyeHns o6HOBAEHWIA U cBpoca HAaCTPOEK B 3HAaUeHUs Mo
YMONUaHUKO HeO06X0AMMO, UTO6bI MPUNOXKEHVE 061aaN0 NMOBLILIEHHbIMU NpaBamMu (CM.

pa3saen lepaBneHme npasamu ﬂQI/IﬂO)KeHI/IFI).

HacTpoiikn npokcu-cepBepa, UCNOJ/Ib3yeMOro AJiA NoJiyuYeHUs

ObGHOBNIEHUM

B okHe HaCTpOVIKM NPpoOKCn-cepBepa 4714 NoJiydeHunA 06HOBNEHWNI Bbl MOXeTe HaCTPOUTb

cneayrolive napameTpbi:

® ICNOJIb30BATb UAN HET MPOKCU-CEPBEP ANA NOAYyHEHNA O6HOBJ'IeHMl‘/J1;

e a/pec NpoKCn-cepBepa, KOTOPbIV ByaeT MCMOb30BaThCA A/ NOAYyYeHN OOHOBAEHUN;

® MOPT ANA NOAKNHOUEHUSA K MPOKCU-CEPBEPY;

® IMA NOJIb30BaTENA U NAapPOab, NCMNOJIb3yeMble ANA ayTEHTVI(I)I/IKaLI,I/WI Ha NMpoKcn-cepeepe.

PyKOBO,CLCTBO nosab3oBaTenda
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v| Mlcnone2oBate NpokCcv-cepeep

Ajpec cepeepa Mopt
192.168.0.1 |: (2345 |

IMA NonL30EaTENA

|U5rEF |

Maponks

| OTMEHWTL H OK ]

PucyHok 34. HacTpoiiku npokcu-cepBepa

@ O643aTenbHO yKaxkute ajpec v nopT AN UCNOJb30BaHUA NPOKCU-cepBepa. B kauectBe
ajpeca MOXHO MCNoab30BaThb kak IP-agpec, Tak u FQDN y3na, Ha koTopom paboTaeTt
npokcu-cepsep. MNockonbky 06HOBAEHME NpouzBoANTCA No npoTokoay HTTP, Heobxoammo
ncnonb3oBaTb npokcu-cepsep HTTP. Vima nonb3osatens v naponb oba3atensHO
yKa3biBaTb TO/NbKO B TOM Cay4ae, ecan npokcu-cepsep HTTP TpebyeT aBTOpU3aLIMW.

YT06bI 3aKPbITh OKHO C MPUMEHEHMEM BCEX BHECEHHbIX M3MeHeHUI, Haxmute OK. s
3aKpbITMA OKHa 6e3 coxpaHeHWsA BHECEHHbIX U3MEHEHWNN HaXXMNTe OTMEHUTb.

8.1.9.2. Hactpounkun npoBepku ¢painos

B sTom pasgene

e Obulve cBeeHUA
e JlononHuTeNnbHble HACTPOWKK NpoBepkn GansoB

Obwue cBeaeHnsA

Ha Bkiaske CkaHep Bbl MOXeTe HaCTpouTb Aencteus, koTopble Dr.Web Industrial gns Linux
AOJIKEH NMPUMEHATL K yrpo3aM B cydae ob6HapyeHns nx CkaHepoM B NpoLecce NpoBeEPKM

¢darnoB no TpeboBaHKIO MW OO PACOUCAHUIO,

PyKOBOACTBO nosb30BaTena
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T

SplDer Guard  WcknodeHws  TMNaHWPOBWMKWK  Peum

WHUUMpoBaHHEIE 0bbeKTH |Conﬁu|,a'rb - |
Mopo3puTentHele obbekThI |C0[.'lﬁ-l.l.l,aTb - |
¥ Mpoyee

Pek1aMHEle NporpaMMel |CGDﬁI.I.LaTb - |

MporpaMMmel 403B0HA |Ccnﬁ|.ua'rb - |
MporpaMMel-LUYTKKX |Ccnﬁ|.ua'rb - |
MoTEHUMaNEHD ONACHLIE |Ccnﬁu|,a'rb - |
MporpamMel B3NoMa |Conﬁu|,a'rb - |

| MPUMEHATL OEWCTEMA K YTpo3aM aBTOMATUYECKK

| OononHWTENbHO...

£ HammMmuTe Ha 3aMoK OAA OTKa3a oT NPas agMUHuCcTpaTopa '?
.

PucyHok 35. Hactpoiiku CkaHepa

B BbiNajarolmx cnuckax Bblbepute genicteus, koTopble Dr.Web Industrial gns Linux 6yaet
NPUMEHATb K 06bekTaM Npu 06HaPY>KEHUN B HUX OO0 U3 Yyrpo3 COOTBETCTBYHOLLEIO TUNA.

| Ecnn yrpo3a o6HapyxkeHa B daiine, HaxoAAaLlemMcs B KOHTEHepe (apXxuB, MOUTOBOE
coobLeHVe 1 T. N.), BMECTO YZAaNeHWs BbINOJHAETCA NepeMeLLleHne KOHTelHepa B
KapaHTUH.

YcraHoBuTe dnaxkok MpumeHATb AeCTBUA K yrpo3aM aBTOMaTUUECKW, eC/iV Bbl XOTUTE,
ytobbl Dr.Web Industrial gns Linux npuMeHsan ykasaHHble AeNCTBUA Cpa3y B MOMEHT
obHapyxeHus yrpo3 CkaHepoM B x0o4e NpoBepku No TpeboBaHMIO MAN MO pacnmcaHuio (Bbl
bysete NPpoMHPOPMUPOBaAHbI O HEMTPaAU3aL MK yrpo3bl, a UHPopMaLuus o Hein ByaeT
AOCTyNHa B cnuncke yrpos). Ecam atot pnaxok copolueH, To yrpo3a, obHapyxxeHHasa CkaHepowm,
6yneT Tonbko gobaBneHa B CMUCOK OOHAPY>XXEHHbIX Yrpo3, 1 BaM NPUAETCA CAMOCTOATENbHO
BbIOpaThb, Kakoe AencTBre NPUMEHUTb K 06BbeKTy, cogepkallemMy 06Hapy>KeHHYH yrposy.

HaxmuTe [,0NoAHUTENBbHO, YTOObI OTKPbITh OKHO JOMOAHUTENbHbIX HACTPOEK MPOBEPKM
dannos.

3ameyaHusa:

e Hactpowka nckiroueHms parinoB 1 kaTanoros n3 nposepky CkaHepoOM NPOM3BOANTCA Ha
Bk1agxke cknroueHus.

PyKOBOACTBO nosb30BaTena
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e Peakumnmn Ha obHapy>xeHuWe yrpos, Bkatoyas aBToMaTMyeckoe NprMeHeHne 4ecTBUI,
3agaHHble ans CkaHepa, He BAUAIOT Ha noBeeHne MoHuTopa SplDer Guard. Ero peakuuu

Ha yrpo3bl 3a4ar0TCA Ha COOTBeTCTByI-OMEI\/’I CTpaHuLIE.

| [ns vameHeHns peakumm CkaHepa Ha yrposbl U AN JOCTyNa K pacllMpeHHbIM HacTpokaMm
: HeobXxoAMMO, UTOObI NPUNOXKeHNe 061a4ano NOBbLILEHHBIMU NPaBamMu (CM. paszen

YHpa BJEH/E NMPpaBaMW NPUI0XKEHNA ).

Bo3moxxHocTb HacTporiku CkaHepa npu pabote Dr.Web Industrial gnsa Linux nog
ynpas/ieH/VeM cepBepa LIeHTPalM30BaHHOM 3allLThl MOXKeT HbiTb 3ab610KMpOBaHa, ecaun 3To
3anpeLleHo cepBepoM.

A onosHnTeNnbHbIe HACTPONKK NpPoBepPKN pannos

B OKHe ZOMOAHUTEIbHBIX HACTPOEK MPOBEPKMN Bbl MOXKETE HAaCTPOUTb CeyHoLLie napamMeTpsl
paboTbl CkaHepa:

e BK/IOUMTL 1 OTKIHOUNTL MPOBEPKY COAEPKUMOTO KOHTEMHEPOB:
5 apX1BOB;
o NoyYTOBbIX $haniNoB.

e 334aTb OrpaHMyeHne Ha BpeMs MpoBepKu OAHOro davina.

A [onoNHUTENBHBIE HacTpolkn = & &

MpoBepATE COAEPKMMOE:
v ADXWBOEB (Zip, rar u T.4.)

v Moutoeeix gainnoe (pst, thbhwt.g.)

OrpaHWuWTE BEpeMA NpoEepkn daina o | |c

| OTMEHWTL H 0K ]

PucyHok 36. [lononHuTeNbHble HAaCTPOIKN
npoBepku ¢ainiios

| Ecnm dnaxkkm npoBepKu COAEPXKUMOTO KOHTEMHEPOB He BKAOUEHbI, TO Galiibl-KOHTENHEpPbI
BCe paBHO npoBepstoTcs CkaHepoM, HO 6e3 OTAeNbHOW NPOBEPKM BAOXKEHHBIX B HUX
darnos.

YT06bI 3aKPbITh OKHO C MPUMEHEHMEM BCEX BHECEHHbIX M3MeHeHUI, Haxmute OK. Ans
3aKpbITMA OKkHa 6e3 coxpaHeHWsA BHECEHHbIX U3MEHEHNN HaXXMnTe OTMEHUTbD.

PyKOBO,CLCTBO nosb30BaTena
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8.1.9.3. HacTponku moHuTOpUuHra ¢pannoBomn cucTtemMbl

Ha Bknaake SplDer Guard Bbl MOXeTe HacTpouTb Aencteums, kotopble Dr.Web Industrial gna
Linux gokeH NpUMeHATb K yrpo3aM B C/lydae 06Hapy>XeHUs UX MOHUTOPOM GalriNoBOM
cuctembl SplDer Guard.

HacTponkn

ey T
— — ==
OcHoeHble  Ckanep PEEEEVEIGE  MokaouyeHWs  TMNaHWPOBWKAK  PexKmMm
WHpuumpoeaHHele obbekTwl |Cooﬁu|,a‘rb - |
Mogo3puTensHele 00 beKTE |CDD'EII.IJ,-EITI: - |
¥ lpoyee
PeknaMHele NporpamMmMel |Conﬁu|,a'rb - |
MporpaMMe! qo3BoHa |Cooﬁu|,a‘rb - |
MporpaMMsi-LLYTKK |Canﬁ|.uaTb bt |
MoTeHuWansHo onacHsle |CGD'EII.IJ,aTb - |
MporpamMel B3NoMa |Conﬁu|,a'rb - |
| OononHWTeNbHOo...
éﬁ HamxmuTe Ha 3aMok ONA OTKa3a oT Npas agMUHncTpaTopa ?

PucyHok 37. HacTpoiiku MoHUTOpUMHra paiiloBoi CUCTEMBbI

DTa BKIajKa, BKAKOYas OKHO AOMONHUTEbHbIX HAaCTPOeK, aHasornyHa Bkiaske CkaHep, rae
3a/laHbl HAaCTPOWKKM NpoBepkn hanaos.

Ecan yrposa obHapyxkeHa B daiine, HaxoAALEeMCs B KOHTeHepe (apxuB, MoYTOBOE
coobLeHre 1 T. N.), TO BMECTO YyAaseHUs BbIMONHAETCA NnepemelleHne KOHTeNHepa B
KapaHTUH.

3amevaHus:
e Hactpowka nckirouyeHms GanioB 1 KaTanoros ns HabatogeHns ana moHutopa SplDer Guard
npounssoanTca Ha Bkaaske MckaroueHuns.

e BkaroueHve yCUNeHHOTro pexxruMa MOHUTOpUHra darinos ana MoHutopa SplDer Guard
OMNCaHo B pa3zene PexxrmMbl MOHNTOPUHIa halinos.

e Peakunn Ha obHapyxxeHure yrpos, 3ajaHHble ana moHutopa SplDer Guard, He BaMAtOT Ha
nosegeHne CkaHepa. Peakymm CkaHepa Ha yrpo3bl 3a4at0TCsl Ha COOTBETCTBYHOLLEN BKAA/KE.

PyKOBOACTBO nosb30BaTena
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| [ns vameHeHns HacTpoek MoHuTopa dannosoin cuctemsl SplDer Guard HeobxoammO,
yTO6bI NPUNOXKEHNE 0613310 MOBbILWEHHBIMY NPaBaMu (CM. pasgen YopasieHve npaBamu

NP UAOXKEHWN]).

Bo3moxxHocTb HacTpolikm SplDer Guard npu pabote Dr.Web Industrial gns Linux noa
ynpasJieHVeM cepBepa LIeHTPaNN30BaHHON 3aLlLUThl MOXKeT HbiTb 3a610KMpOBaHa, eCaun 3To
3anpeLLeHo cepBepoM.

8.1.9.4. Hactpouka nckaroueHum

Ha BKJ1lagKe UcknroueHus AOCTYMHbI KHOMKW, MO3BOAAKOWME HACTPOUTb Ciedyrouimne
MCcKaro4eHnA:

e daiinbl N KaTaNorm — OTKPbIBAET OKHO CO CMUCKOM MyTer K o6bektam GansioBOM CUCTEMBI,
NckAoYaeMblx 13 npoepkn CkaHEPOM U MOHUTOPOM dainnosoi cuctemsl SplDer Guard.

[ e Tporka e T |
5 Q B sl = 3

OcHoBHble  Ckanep  SplDer Guard PSHEERITEN MnaHWpoBILMK  Pemnm

BoibepuTe dafinbl M KaTanoru, KOTOpLIe AONMHL! BbITE
WMCKMYEHEl U3 Npoeepki CkaHepomM wnw SplDer | @annkl W KaTanoru... |
Guard.

éﬁ Ha#MWTe Ha 3aMoK ONA OTKa3a oT Npas aaMUHWCTPaTopa ’?

PucyHok 38. Hactpoiika uckaroueHui

| Ans pobaBneHns 1 yaaneHns o6bEKTOB M3 CrKCKa UCKIFOYEHWI HeOHXOAMMO, UTOObI
: npwioXeHne o61a4ano NoBbILEHHLIMU NMpaBamMu (CM. pa3gen YnpassieHvie npaBamu

NpUAOCXKEHWA ).

8.1.9.4.1. UcknroueHune ¢pansoB n Katasoros

B aTom pasgene

e Obulve cBeeHUA
e [lobaBieHve v viaseHVe 0OBbEKTOB U3 CINUCKOB UCKIHYEHUN

Obwue cBeaeHns

YnpaBneHuve nckiroueHnem Gpanaos 1 KaTaaoroB U3 NPOBEPKN OCYLLECTBANAETCS B OKHE
®danbl n katanoru. [Ina otkpbITUA OKHa HaxkmuTe dalibl M KaTanoru Ha Bkaajke
UcknroueHms.

PyKOBOACTBO nosb30BaTena
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3aecb Bbl MOXeTe yka3zaTb NepeyeHb nyTer K o6bekTam, KoTopble TpebyeTcs nckovaTtb 13
nposepku CkaHepoM Nno TpeboBaHMO NONb30OBaTENA U/UAM NO PaciUCaHWIO, U OT
HaboAeHNs NX MOHUTOPOM dannoBoi cucteMbl SplDer Guard. Ecam yka3aH kaTanor, To
6yzeT NponyLLEHO BCE COAEP>XKMMOE 3TOrO KaTasora, BKIrouas noAkKaTaaorn U BJOXKEHHbIe
daninbl.

Pannbl N KaTanori

BribepuTe gaiinkl M KaTanork, KOTOPEIE MCKMOUAKTCH U3 NPOBEPKK
MyTs SplDer Guard | CkaH...
Iproc v v
Isys v v
Jhome/pete/downloads/eicar
L+ ][=
| OTMEHWTE | l OK ]

PucyHok 39. Hactpoiika ucknroueHuin ¢painioB 1 Katanoros

OauH 1 TOT XXe 06bEKT Bbl MOXeTe J06aBUTb B CMUCOK UCK/IFOYEHWNI KakK A/1f MPOBepKuM
CkaHepoM (No 3anpocy U/Uam No pacnucaHunto), Tak U Ans HabaogeHUs MOHUTOPOM
darinoBou cuctembl SplDer Guard. OTmeTka, 419 Kakoro KOMMNOHeHTa 00bEeKT U3 Cnucka
f06aB/eH B UCKNHOUEHMS, n30bpakaeTcs Gna>kkoM B COOTBETCTBYHOLLEM CTO/IOLLE TabanLbI.

Aob6aBneHne u yaganeHne o6beKToB N3 CNMMCKOB UCK/IIOUEHUMN

e YT0bbl 06aBUTb OOBEKT, MPUCYTCTBYHOLMI B CMIUCKE, B MepeYeHb UCKIHOYaeMblX 06 BEKTOB
ana CkaHepa nam ans SplDer Guard, yctaHOBMTE COOTBETCTBYHOLWMI GAaXKOK B CTPOKe
obbekTa. YTo6bl NCKIOUMTL 0OBEKT, MPeACTaBleHHbIN B CMUCKE, U3 NepeyHsa 0H6BEKTOB,
nckntovaeMblix M3 nposepkn CkaHepom mam SplDer Guard, cbpocbTe COOTBETCTBYOLLMIA
bnaxkok B cTpoke obbekTa.

e YT0bbl 1062BUTb B CMUCOK HOBbI OOBEKT, HAXMUTE + MO/ CMUCKOM OObEKTOB, U
BblbepnTe 06bEKT B MOABMBLUEMCA OKHE Bbibopa kaTanoros n Gannos. Takke Bbl MOXeTe
£06aBNTb OO6bEKTbI B CMUCOK, NepeTaLLMB UX MblLLbIO U3 OKHa GailIoBOro MeHeaxXepa.

e Y106bI yAanNTb 06BEKT N3 CNUCKA, BbIAENNTE €r0 CTPOKY B CMUCKE N HAaXMUTE — MNOJ
CMUCKOM.

YT0bbI 3aKpbITb OKHO C MpUMMEHEHNEM BCEX BHECEHHDbIX VI3MeHeHVH7I, HaxxmuTte OK; Aand
3aKpbITA OKHa be3 COXpaHeHNA BHECEHHbIX N3MEHEeHN HaxXMnTe OTMEHUTD.

8.1.9.5. Hactpoiika npoBepku No pacnucaHuio
B sTom pasaene

e Oblune cBegeHUA

PyKOBO,CLCTBO nosb30BaTena
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° HaCTQOI\/JIKa NPOBEPKK MO pacnmcaHnio

O6bwiune cBepgeHna

Ha Bknagke MaaHMpPOBLLMK Bbl MOXETE BKIHOUYMNTb aBTOMATUUECKUIA 3aMyCcK MPOBEPOK MO
pacnucaHuto, 3agatb pacnmncaHmne 3anycka U BolbpaTtb TUM NPOBEPKM.

HacTpoWKH

o Em AL
5 Q @# =n ANy
OcHoBHble  CkaHep  SplDer Guard  WMckmo4eHus Pexmm

| BEINOAHATE NPOBEPKY NO PACMMCAHWD

MH BT Cp  WHT nr Ch ¥ Bc

Bpems |o2:00 3]

TUn NpoBEpKA |Bu60poqnaﬂ NpoBepKa ~ |

| NposepsTs obbexTni (4)... |

PucyHok 40. Hactpoiika npoBepKu No pacnucaHuro

Ana BKIOYEHNA aBTOMATMUYECKON NPOBEPKM MO PacnmcaHnto ycTaHoBUTe GaaxKok
BbinonHATL NpoBepKy Mo pacnucaHuio. B stom ciyyae Dr.Web Industrial ans Linux
chopmumpyeT pacnmcaHne NepnoanYeckoro 3anycka NpoBepkn BbiIbpaHHOro Tuna.

@

MpoBepky MO 3aaHHOMY pacrnucaHuio ByayT 3amyckaTbCs C yKa3aHHOW NepPUOANYHOCTbHO
areHToM yBeZOMJ/IEHUN, TM60 HEMOCPEeACTBEHHO rpaduyecknm NHTEPGHECOM ynpaBieHu s,
€C/IN OH 3anyllleH B MOMEHT Havasia npoBepku. [poBepku Mo pacnmcaHnio He 3anyckatoTcs,
ecnv Dr.Web Industrial gns Linux paboTaeT nog ynpaBneHvem cepBepa LieHTpaM30BaHHON

3dULUTblL WX OTCYTCTBYET A€ VICTByI-O waa ANLEeH3NA.

,ﬂ,]’lﬂ NPOBEPOK, 3anyCKaeMbIX NO pacnncaHo, Kak N Anda NPpOBEPOK MO Tpe6OBaHVI}O,

AemCTByDT HaCTpOIZKI/I NPOBEPKW, 3ajlaHHbIE Ha BKJIaLKe CKaHep.

HacTtpoiika npoBepKu No pacnucaHuio

BkntoumB NpoBepKy MO pacnmcaHuio, Bbl MOXETE HAaCTPOUTb CleAytoLune napamMeTpbl:

e BbIOpaTb AHM Heaenn Ans 3anycka NPoOBepKU (418 3TOr0 YCTaHOBUTE COOTBETCTBYHOLLME
bnaxkn);

® 33/laTb BpeMA (vacbl n MVIHyTbI) Ha4asla MNpoBEPKH,

e BbIGpaTh TMN NpoBepku (bbicmpas nposepka, MoaHas nposepka nnn BeibopoyHas nposepka).

PyKOBOACTBO nosb30BaTena
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Ecnn Bbl BeIGpanm Tn npoBepkun BeibopoyHas nposepka, TO BaM TakKe HY>XXHO yka3aTb
nepeyeHb 06BEKTOB, Noasexalumx nposepke. i 3toro HaxmuTe NMpoBepaTb 06beEKTHI (B
CcKOobKax yKka3blBaeTCs KOAMYECTBO OH6BEKTOB, BbIOpaHHbIX AN MPOBEPKM MO pacnmcaHuio).
MMocne 3TOro Ha 3KpaHe OTKPOETCs OKHO BbIBOPOUHON NPOBEPKN OOBEKTOB NO
pacrnmcaHmnio, aHanorM4yHoe OkHy BbIBOpOUHOM NpoBepky No TpeboBaHuto. Bel MmoxeTe
n06aBNTb 06BbEKTLI B CMUCOK, HaXaB  + , IGO0 nepeTaLLmB X B CMUCOK MbILLIbHO U3 OKHa
bannoBoro meHeaxepa.

[nsa oTkKNtOUeHNs aBTOMAaTMYECKOW NMPOBEPKM 0HBEKTOB MO pacnmncaHmio cbpocbTe Gaa>kok
BbinonHATbL NpoBepKy no pacnucaHuio. COOTBETCTBYHOLLAA 3aJaya ANS areHTa yBeJoMIeHUM
byseT aBTOMaTUYECKM yaaeHa.

8.1.9.6. Hactpouka pexxmma 3awmThbl

B atom pasgene

e Obuive cBeseHVS
e MNoakntoyeHve K cepBepy LIEHTPANN30BAHHOM 3aLUUThI
e [lononHuTeNbHble HACTPOWKM

Obwue cBeaeHns

Ha Bkiaske Pexxum Bbl MoxeTe nogkntountbe Dr.Web Industrial ana Linux k cepBepy
LEeHTPan30BaHHON 3alLMTbl (NEPEBEAs ero B PEXMM LIEHTPAIU30BAHHON 3aLLNTbL) UK
OTKNHOUNTLCA OT CepBepa LeHTPaAM30BaHHOM 3aLlumThl (B 3TOM caydae Dr.\Web Industrial ans
Linux 6yaeT paboTtaTb B aBTOHOMHOM pPeXunme).

g Q B & @

OcHoBHble  CkaHep  SplDer Guard  MWckmoseHus  MnaHupoewuk  EEEC

PesuM LLEHTPaNM30BAHHOR 33WMTEI No3BoNAeT noaknoYuTe DrWeb Industrial k
KOPNOPaTWUEHOW 3HTUBMPYCHOA CETU WKW AHTHBUPYCHOMY CEPEWCY BaLUEro
npoBalgepa v NoNy4yaTk NapaMeTpsl 3aWWThl, COOTEETCTEYIOWME NONUMTHKAM
BEe30NacHOCTY KOMMAaHWY WK PEKOMEH IyeMble NPOBaALEpoM.

BKAKHYUTE pEXUM I.I,EHTPEH'II'BBBEHHDI?‘I 3alNTEI

éﬁ HammuTe Ha 3aMok ONA OTKa3a oT NPas agMUHuCcTpaTopa f?
.

PucyHok 41. YnpaBneHue pexkumom pabotbl

Ytobbl nogxntounte Dr.Web Industrial ans Linux K cepBepy LeHTpasn30BaHHOW 3alLnTbl AN
OTK/IFOUUTLCA OT HEro, YyCTaHOBUTE NN COPOCbTE COOTBETCTBYHOLLMI PAaXKOK.

PyKOBOACTBO nosb30BaTena
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| Ans nogkntoueruns Dr.Web Industrial gns Linux K cepBepy LeHTPannM30BaHHOW 3aLLuTbl Uan
OTK/IOUEHNs OT HEro HeEOHXOAMMO, UTOObI MPUIOXKEHVE 061a4a10 NMOBbILLEHHbIMU

npaeamu (cM. YOpaesieHve npaBamun OPUIOXKEHUS).

MNoakntoueHne K cepBepy LLeHTPaJIM30BaAHHON 3aLMUThl

Mpwn NonbITKe NOAKNHOUEHWS K CEPBEPY LEHTPAIM3OBAHHOM 3aLUMTLI Ha 3KpPaHe NOsABUTCA
OKHO, B KOTOPOM TpebyeTcs yka3aTb MapamMeTpbl NOAKIOUYEHUSA K CEPBEPY:

| YkazaTk BpyqHyw - |

Appec cepeepa Mopt
| o |2193 |

®ainn ceptudkaTa cepeepa

| | o6sop.. |
¥ AyTeHTWOHKALWA (LONCNHUTENEHD)
WaeHTudukaTop paboyen cTaHUMK
Mapone
MoJKNHUYMTECA KAK «HOBAYUDKS
| OTMEHWTH |

PucyHok 42. NMoaknroueHne K cepsepy
L,eHTpa/ZIn30BaHHOW 3allUTbl

B BbiNajaroLLem Cnmcke, PacnosioXXeHHOM B BEPXHEN YacTu OkHa, BbibepuTte cnocob
NoAKIrOUeHUs K cepBepy. JoctynHo Tpu cnocoba:

e Ykazame 8pyyHyto.

e Onpedesiumb asmomamu4ecku.

e 3azpy3zume u3 galina.
B cnyuae Bbibopa BapuaHTa 3agpy3ume u3 ¢ating AOCTaTOUHO yKa3aTb B COOTBETCTBYHOLLEM
noJsie OkHa NyTb K Gally HaCTPOEK MOAKNOUEHUS K CepBepY, MPeLoCTaBNEHHOMY Bam

aAMUHUCTPATOPOM aHTUBMPYCHOW ceTu. Mpu BbIGOpe BapnaHTOB Ykazame 8pyyHyto v
Onpedenume asmomMamuyecku yKaxxuTte agpec 1 nopT 411 MNOAKNOYEHNA K cepBepy

PyKOBOACTBO nosb30BaTena
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LEHTPaNM30BaHHOM 3alUMThl, @ Takke NyTb K danny ceptmodukata (06bIYHO 3TOT daiin
npeaocTaBAfeTCs afMUHNCTPATOPOM aHTUBMPYCHOWM CETU UAN NPOBaAEPOM).

JlononHnTenbHo B pa3gene AyTeHTuduKaLma Bbl MOXeTe yKkasaTb aeHTUdrKaTop pabouei
CTaHUMM M Maponb A1a ayTEHTUPUKALIMN Ha CepBepe, eCIN OHU BaM U3BECTHbI. ECan 3Tn nons
3aMoiHEeHbI, TO NOAKNOYEHME K cepBepy ByaeT yCneLwwHbIM TOIbKO MPW YKazaHUW NpaBuUabHOM
napbl naeHTMdnKatTop/naposb. Ecam 3tm nonsa octaBuTb NyCTbIMK, TO NOAKIOYEHME K CEpBeEpY
ByzeT ycneLHbIM TOJIbKO B Clyvae ero ogobpeHns Ha cepsepe (aBTOMaTU4eCKn Uau
aAMVHNCTPATOPOM aHTUBMPYCHOM CETH, B 3aBMCMMOCTN OT HAaCTPOeK cepBepa).

Kpome Toro, Bbl MOXeTe ycTaHOBUTb daxkok MoAaKkNoUnTbCA KaK «HOBUUYOK». Ecnv onuma
«HOBWYOK» pa3pelleHa Ha cepBepe, TO Nocne 0J406peHNsA NOAKIOYEHMA OH aBTOMaTUYeCKH
creHepupyeT YHUKanbHYO Napy naeHTMdnkaTop/naponb, kotopas B gasbHernwem byaeT
MCNONb30BaTbCA 414 NOAKIOYEHNA BalLero KOMMbloTepa K 3STOMy CepBepy.

l I'IpM NOAKNHOYEHUN KaK «HOBUYOK» HOBAasd ydyeTHad 3anvcb A/14 Ballero KoMrnbroTepa 6y,£|,ET
creHepmpoBaHa cepBepomM LI,eHTpaJ'IVI3OBaHHOl7l 3alWnTbl JaXKe B TOM Cay4dae, eC/in paHee OH
YKE€ MMen y4eTHYHO 3arncCb Ha 3TOM CepBeEpeE.

I'Iapameprl noAKN4YeHuA 3a/J,aBa17|Te B CTPOroM COOTBETCTBUMN C UHCTPYKLIMAMMU,
npeaocraBi€HHbIMU aAMUHUCTPATOPOM aHTI/IBI/IpyCHOI7I cetn nan ﬂpOBar/’IAepOM.

Ana noakntoueHms K cepBepy Nocsie ykasaHWsA BCex NapameTpoB HaxMute MoakaoumTb 1
AOXANTECH OKOHYaHWNS NMpoLecca NOAKIYeHWA. YToObl 3aKpbiTb OKHO 6€3 MoAKNUEHUS K
cepBepy, HaxXmunTe OTMEHUTb.

@ Mocne Toro, kak Bbl nogxntoumnn Dr.Web Industrial gnsa Linux k cepsepy

: LieHTPa/IM30BaHHOM 3aLUuTbl, OH ByaeT paboTaTb Moy yrpas/ieHeM cepBepa L0 Tex nop,
Moka Bbl €ro He nepeBeseTe B aBTOHOMHbIV pexxuM. MNoakitoyeHve k cepepy byaet
NMPOUCXOANTb aBTOMaTUYECKM KaXkabli pa3 Npwu 3anycke onepaLyoHHON cUcTeMbI (CM.

pa3gen Pexxumbl paboTbl).

Ecnv Ha cepBepe LeHTpann3oBaHHOM 3aLLUMTbl BKIKOYEH 3anpeT Ha 3amycK NPOBEPKM
dainoB nonb3oBaTeneM, TO CTPaHWL@ 3armycka CkaHMpoBaHusa 1 KHomnka CkaHep Ha OokHe
Dr.Web Industrial gns Linux 6yayT HegocTtynHbl. Kpome Toro, B 3ToM ciyyae CkaHep He
6yseT BbINOIHATL NPOBePKy dalrinoB Mo 3afaHHOMY pacnucaHuio.

[ononHuTenbHble HACTPOMNKN

B Bbinagatowem cnmcke MakcumanbHoe BpemMs XpaHeHUs coobleHuii oT cepBepa Bbl
MOXeTe yKa3aTb NpeseNbHbl CPOK XPaHEHMUA COODOLIEHNI O COCTOAHUM U COBBLITUAX
aHTVBUPYCHOM CeTW, MOCTyNaroLWmxX Ha 3Ty pabouyto CTaHLMIO C cepBepa LieHTPaan3oBaHHOM
3aLWmThl, K KOTOpoMmy noakntodeH Dr.Web Industrial gns Linux. o ncreyeHnmn ykazaHHOro
Cpoka coobLueHna ByayT yaanaTbCa aBTOMaTUUECKU, faxe eCn OHWU He BblIv NPoYnTaHbI.

PyKOBO,ELCTBO nosab3oBaTenda
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CoobLLeHNs 0 COCTOAHWUN U COBLITUAX aHTUBUPYCHOW ceTn ByAyT NocTynaTb, TONbKO eCin
aAMVHUCTPATOP aHTUBMPYCHOW CeTV HaCTPOWA OTMpaBKy COObLLEHNI Ha BaLly pabouyto
CTaHUMIO Ha TOM cepBepe LieHTPasM30BaHHOM 3aLLuThl, K KOTOPOMY nogkitoveH Dr.Web
Industrial gns Linux. B npoTuBHOM Cnydae MpOCMOTP COOBLLEHUI HeAOCTYMNEH 1
BbiMagatoLwmin cnucok MakcumanbHoe Bpems XpaHeHUs coobuieHnii oT cepBepa He
oTObpaxkaeTcs Ha CTpaHMLE HaCTPOeK pexmma 3aLymTbl.

@

8.1.10. lonoAHNTENbHO

8.1.10.1. AprymeHTbl KOMaHAHOW CTPOKMU

Yto6bl 3anycTuTh rpadunyecknii nHTepderic ynpasneHunsa Dr.Web Industrial gns Linux n3
KOMaHZHOW CTPOKM, BbINOJHNTE KOMaHAY:

$ drweb-gui [<nyme>[ <nyme> .1 |

<napamempsi>]

rae <nyme> — nyTb, MOANEXalUMIM NpoBepke. Bbl MoXeTe yka3zaTb CNMCOK NyTew,
pa3geneHHbIx npobenamu.

MapameTpbl KOMaHAHOW CTPOKU

Mapametp OnucaHue
——version HasHaueHve: BbiBeCTN Ha 3KpaH KOHCOAWN WA SMyAaTopa TepMuUHaia MHGOpMaLmo O
Bepcum rpadumyeckoro nHtepdenca.
KpaTkuin BapuaHt: -v
AprymeHTbl: Het
--help HasHaueHuve: BbiBeCTU Ha 3KpaH KOHCOAWN WK SMyAaTopa TepMUHaia KpaTkyro cripaBKy
Mo MMeRLLMMCA NapamMeTpam KOMaHAHOW CTpokum rpaduyeckoro nHrepdeiica.
KpaTkuin BapuaHT: -h
AprymeHTbl: Het
__ HasHaueHve: 3anyctntb rpaduueckuin nHTepdenc B pexxvme aBTOHOMHOIO 3K3eM/IAPa.
Autonomous  KpaTkuil BapuaHT: —a
AprymeHTbl: Het
— HasHaueHwe: 3anyctutb rpaduueckuin nHTepdeic 1 cpasy Hayatb GbICTPYIO MPOBEPKY.
ExpressScan Kpartkuii BapuaHT: Her.
AprymeHTbl: Het
——FullScan Ha3sHauenue: 3anyctutb rpapuueckmii MHTepelc 1 cpasy HauaTb NOJHYIO NMPOBEPKY.
KpaTkumin BapuaHT: Her.
AprymeHTbl: Het
_— Ha3HaueHve: 3anyctutb rpaduueckuii nHTepdenc 1 oTkpbITb CTPaHULy Bbibopa
CustomScan OOBEKTOB, MOANEXALLUX MPOBEpPKE.

KpaTkuii BapuaHT: Her.

AprymeHTbl: Het

PyKOBO,CLCTBO nosab3oBaTenda
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Mpumep:
$ drweb-gui /home/user/

JTa KOMaHAa 3anyctuT rpaduuecknin nHTepdenc ynpasneHns Dr.Web Industrial ans Linux,
nocne yero CkaHep HauyHeT NpoBepsATb Gaabl NO ykazaHHOMY MyTK (COOTBETCTBYHOLLAA

3aj,a4a NpoBepKM ByaeT 0TOHpPaXkaTbCsA B CNUCKE TEKYLIMX MPOBEPOK).

8.1.10.2. 3anycKk aBTOHOMHOrO 3K3emMnmnaapa

Dr.Web Industrial gns Linux nogaep>xuneaet paboTy B 0cOb0M pexnme — pexunme
asMmOoOHOMHO20 3K3eMnAapa.

Ecnv 3anyctnte rpaduyecknin nHtepdenc ynpasneHns Dr.Web Industrial ans Linux B pexwunme
aBTOHOMHOrO 3K3eMnAsApa, To OH byseT paboTaTb C OTAE/NbHBIM KOMMIEKTOM CEPBUCHbIX
KOMMOHEeHTOB (paboTatowmm B doHe demoHOM ynpassieHus koHpuypayuet Dr.Web Industrial
ana Linux (drweb-configd), CkaHepOM 1 MCNONb3yeMbIM UM @aHTUBUPYCHbBIM AAPOM),
3anyLeHHbIM CneynanbHO A4 Noaaep>Xkn paboTocnocobHOCTM 3anyLeHHOro 3k3eMnasapa
nporpammsi.

OcobeHHOCTM PyHKUMOHMpPOBaHMA rpadunyeckoro nHtepderica ynpasneHuns Dr.Web Industrial
Ans Linux B pexxvme aBTOHOMHOrO 3K3eMmnasapa:

e [1na 3anycka rpaduueckoro nHtepdeinca ynpasneHunsa Dr.Web Industrial gna Linux B pexume
aBTOHOMHOTO 3K3emMnaspa HeObXoAMMO Hanume JerCTBYOLWEro KioYeBoro darina,
paboTa Noj ynpasaeHvem cepBepa LeHTpan30BaHHOWN 3alIMTbL HE NOAJAEP>KMBaETCA
(MMeeTCca BO3MOXHOCTb YCTaHOBUTL KAKOYEBOW daiis, 3KCMOPTUPOBaHHBIV C cepBepa
LEeHTpann30BaHHOM 3awwmThl). [Mpwu aTom, gaxe ecim Dr.Web Industrial gns Linux nogkatoueH
K cepBepy LeHTPaan30oBaHHOM 3aLUMThl, aBBTOHOMHbI 3K3eMMNAP He coobwjaem cepBepy
LLeHTpann30BaHHOW 3almnTbl 06 yrpo3ax, ObHapy>XeHHbIX MPK 3anycke B pexmnme
aBTOHOMHOTO 3K3eMnasapa.

e Bce BcnomoraTenbHble KOMMOHEHTbI, 06CyXMBatoLme paboTy aBTOHOMHOrO 3K3eMniApa
rpaduryeckoro nHTepdenca, 6yayT 3anyLieHbl OT UMEHW TekyLLero noab3oBatens u 6yayt
paboTaTb co cneunanbHO cGOPMUPOBaHHBIM GatioM KOHOUrypaLmn.

e Bce BpemMeHHble dalinbl n cokeTbl Unix, ncnonb3yemble ans B3aUMOAENCTBUSA KOMMOHEHTOB
Mexzay cobown, byayT co3saBaTbCA TONAbKO B KaTasore C yHMKalbHbIM MMEHEM, CO3JaHHbIM
3anyLWeHHbIM aBTOHOMHbIM 3K3eMMNIAPOM B KaTajlore BpeMeHHbIX $aiinoB (yka3aHHOM B
CUCTEMHOWN NepeMeHHOM OKpYyXXeHns TMPDIR).

e ABTOHOMHO 3anyLLUeHHbIA 3K3eMNaAp rpadryeckoro nHTepderca ynpasieHus He
3anyckaem moHuTtop SplDer Guard, paboTatoT TONbKO GYHKLUM NpoBepkn haniioB n
ynpaBJeHUs KapaHTUHOM, NoaaepxunBaemMble CKaHEPOM.

e Myt Kk danam BUPYCHbIX 6a3, aHTUBUPYCHOTO fiApa U UCMONHAEMbIM dalinaM CepBUCHbIX
KOMMOHEHTOB 3aaHbl MO YMOYaHUIO.

e Yncno ogHoBpeMeHHO paboTarowmx aBTOHOMHbIX 3K3eMMAAPOB rpadpuyeckoro
NHTepdenca ynpaBaeHUs He OrpaHUYEHo.

PyKOBO,CLCTBO nosab3oBaTenda
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e [Npu 3aBepweHnn paboTbl aBTOHOMHO 3aMyLEHHOrO 3K3eMmnspa rpapunyeckoro
NHTepdenca Takke 3aBepLuaeT paboTy N KOMMIEKT 06CAY>XKMBAOLLMX €€ CEPBUCHbIX
KOMMOHEHTOB.

8.2. PaboTta n3 KOMaHAHOW CTPOKM

Yto6bl ynpasasate paboTton Dr.Web Industrial ansa Linux 13 KoMaHAHOW CTPOKK, UCMOb3YTE
yTmanTy drweb-ctl komnoHeHTa Dr.Web Ctl, npuHumnnel paboTel n npumepel
UCM0/Ib30BaHUA KOTOPOW NOAPOBHO OMMCaHbl B COOTBETCTBYHOLLMX pa3jenax.

PyKOBO,CLCTBO nosab3oBaTenda
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9. KomnoHeHTbl Dr.Web Industrial gnaa Linux

B paszene nepeuncneHbl KOMNOHEHTbI, BXoAsAwme B coctaB Dr.Web Industrial ans Linux. Ans
Ka>kKZloro KOMMOHEHTa yKa3aHbl ero HazHayeHue, NPUHLMNbI QYHKLUMOHMPOBAHMSA, a TakKe

napameTpbl, KOTOPble OH XPaHUT B banne koHburypauunm.

9.1. Dr.Web ConfigD

AemoH ynpasneHuns koHdurypaumen Dr.Web ConfigD — 3T0 LieHTpanbHbIN yNpaBAs oL
komnoHeHT Dr.Web Industrial gns Linux. OH obecneuvBaeT LLeHTpaAn3oBaHHOE XpaHeHne
HacTpoek asa Bcex komnoHeHToB Dr.Web Industrial ans Linux, ynpaBaseT akTMBHOCTbIO BCEX
KOMMOHEHTOB W OpraHu3yeT 40BEePUTENbHbIN OOMeEH AaHHbIMU MeXAy HUMMU.

Dr.Web ConfigD BbinonHseT cregytowime GyHKLMM:

® 3amMyck 1 octaHoBka koMnoHeHToB Dr.\Web Industrial gns Linux B 3aBMCMMOCTM OT HacTpoek;
e aBTOMaTUYeCKM nepe3anyck KOMMOHEHTOB B C/lyyae cboes;

® 3aMnycK KOMMOHEHTOB MO 3anNpocy OT APYrMX KOMMOHEHTOB;

e OnoBelLleHNe KOMMNOHEHTOB 06 M3MEHEHUN HACTPOeK;

e NpejocTaBieHNE BO3IMOXHOCTU LLEHTPaM30BaAHHOTO YNpaBAeHUs KOHOUTYPaLMOHHbBIMU
napameTpamu;

e NpefocTaB/ieHMe KOMMNOHEeHTaM MHPOPMaLIMKN U3 NCMONb3YEMOTO KHOUYEBOro Galina;
e NosyyeHVe NMLEH3UOHHON MHPOPMaLMK OT KOMMOHEHTOB;
e MoJyyYeHVe HOBOW JNLEH3NOHHOW MHPOPMaLMM OT Cneunanm3mpoBaHHbIX KOMMNOHEHTOB;

e onoeeleHne 3anyweHHbIX KOMMOHEHTOB 06 M3MeHeHN J'IVILI,eH3I/IOHHOl\/i I/IHCI)OpMaLI,I/IM.

9.1.1. MNpuHUMNbI paboThbl

[emoH ynpaBneHus koHdurypaunen DrWeb ConfigD Bcerga 3anyckaeTca C npaBamu
cyneprnosb3oBartens (root). OH 3anyckaeT ocTtanbHble KOMNOHeHTbl Dr.Web Industrial gna Linux
N CBA3bIBAETCA C HUMW Yepes NpesABapuTeENbHO OTKPbITbIN COKeT. leMOH ynpaBaeHus
KOHbUTypaLumern NpUHUMaeT NOAKIHYEHMA OT Npoumx koMnoHeHToB Dr.Web Industrial ans
Linux yepe3 MHOOPMALMOHHBIW COKET (JOCTYNeH Ny6ANYHO) M aAMUHUCTPATUBHbBIA COKET
(AOCTyNeH TONIbKO KOMMOHEHTaM, 3anyLeHHbIM C MpaBaMu cynepnosab3oBatens). leMoH
3arpy>aet napamMmeTpbl KOHPUIypaLum 1 ANLEH3NOHHbIE AaHHble 13 GalnaoB Uan
obecneurBaeT UX MNONyYeHNE OT UCMOb3YEMOTrO CepBepa LieHTpaiM30BaHHOW 3almUTbl Yepes
areHT Dr.Web ES Agent, a Takke NoACTaHOBKY KOPPEKTHbIX 3HAaYEHWUN NO YMONYaHWUIO ANf
napameTpoB KOHOuUrypaumm. K MOMeHTy cTapTa 11060ro KOMMOHEHTa UAW OTCbIJIKU eMy
curHana SIGHUP gemoH ynpaBneHunsa KoHOUrypavwmen sceraa MMeeT LeSIOCTHbIN
HEeNnpPOTMBOPEUNBLI Habop HacTpoek Bcex komnoHeHToB Dr.Web Industrial aasa Linux.

PyKOBO,CLCTBO nosab3oBaTenda



g
),
A

@

KomnoHeHTbl Dr.Web Industrial gnsa Linux

Mpw nonyuyeHnn curHana SIGHUP Dr.Web ConfigD nepeunTbiBaeT napameTpbl KOHUrypawmm
N faHHblE U3 INLEH3NOHHOTO KatoyeBoro ganna. B cnyuyae Heob6xoa4MMOCTU EMOH Takxke
paccbliiaeT KOMMOHEHTaM yBeAOMAEHMS, YTOObl OHM NMepeunTanm cObCTBEHHbIE MapamMeTphl
KOHUrypaumu.

Mpwn nonyyeHmn curHana SIGTERM Dr.Web ConfigD cHauana 3aBepliaet paboTy Bcex
KOMMOHEHTOB, a MOTOM caMm 3aBeplLuaeT paboty. DrWeb ConfigD obecneunBaet yaaneHune
BCEX BPEMEHHbIX PpaliloB KOMMOHEHTOB MOC/Ie TOrO, Kak OHM 3aBepLuat paboTy.

MpyHUKMNBbI B3aNMOAENCTBUA C APYTMMN KOMIMOHEHTaMM

1. Mpw 3anycke Bce KOMMOHeHTbI nosydatoT oT Dr.Web ConfigD napameTpbl koHdUrypaLmm n
NNLLEH3VOHHYO MHPopMaLumto. B ganbHenwen pabote KOMNOHEHTbI NCMONb3YHOT TONbKO
3TW NONyYEHHbIe HAaCTPOMKM.

2. Dr.Web ConfigD obecneunBaet c6op coobLEeHMI OT BCEX 3anyLeHHbIX MOZ ero
yrnpaB/ieHneM KOMMOHEHTOB B eAnHbIN XypHan. Dr.Web ConfigD cobupaet Bce
coobueHns, BbIBOAMMbIe KOMMOHEHTaMu B stderr, n nomelaet B 06wmm xypHan DrWeb
Industrial Ans Linux ¢ OTMETKOW, Yy KaKOro KOMMOHEHTa U B Kakoli MOMEHT Npou3oLuia
owwmnbkKa.

3. Bce ynpaBnsemblie KOMNOHEHTbI 3aBepLUatoT paboTy c onpeseneHHbIM KoAoM. Ecan koa
3aBepLleHnsa oTanmueH ot 101, 102 1 103, KOMNOHEHT bByaeT nepe3anyLleH, a
COOTBETCTBYIOLEE coobLeHme 13 stderr byaeT 3adurkcmpoBaHo B XXypHane DrWeb
Industrial ans Linux.

¢ 3aBepuweHune pabotbl c kogom 101 03HayaeT, YTO KOMMOHEHT HE MOXeT
bYHKLUMOHNPOBATL C NpeAoCTaBieHHON anLeH3nen. KoOMNoHeHT byaeT nepesanylleH
TO/IbKO MPU U3MEHEHUN NapaMeTPOB JIMLEH3NN.

e 3aBepLueHue paboTbl ¢ kogoM 102 03HaYaeT, YUTO OH He MOXeT QYHKLMOHMPOBATb C
Tekywmu napameTpamum koHourypauumn. Dr.Web ConfigD npeanpvmet nonbiTky
nepesanyctnTb KOMMOHEHT, KOrja 6yAeT n3meHeHbl kakne-anbo napameTpbl
KOHUrypaumu.

e 3aBeplueHne paboTbl € KOAOM 103 MPOMCXOANT B pe3ynbTaTe ANNTENIbHOIO OTCYTCTBUSA
obpalleHnin K KOMMOHeHTaM, 3anyckaembiM Dr.Web ConfigD no TpebosaHuto (Dr.Web
Scanning Engine n Dr.Web File Checker). Mepnog, no ncreyeHmmn KOTOPOro KOMMOHEHT
3aBepluaeT paboTy ¢ kogom 103, yKa3biBaeTca B HACTPOMKaxX COOTBETCTBYHOLLETO
KOMnoHeHTa (NapamMeTp IdleTimeLimit).

e Ecnn HoBble 3HaueHVA NapaMeTpoB KOHPUTIypaLmn, MoayYeHHble KOMMOHEHTOM OT
Dr.Web ConfigD, He MOryT 6biTb MPUMEHEHbI «Ha NeTy», KOMMOHEHT 3aBepLuaeT paboTy ¢
kogom 0, utobbl Dr.Web ConfigD nepesanyctuna ero.

e EC/lM KOMNOHEHT He MoxeT nogkitounTbca k Dr.Web ConfigD nan npouncxoamt owmbka
NpOTOKOAa B3aVMOAENCTBUA, KOMMOHEHT OTNPaBAfeT COOTBETCTBYIOLLee COObLIeHne B
stderr v 3aBepluaeT paboTy ¢ KogoMm 1.

PyKOBO,CLCTBO nosab3oBaTenda
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4. OpraHu3oBaH OOMeH CMTHanamu.

e YTO06bI KOMMNOHEHT MPUMEHWN U3MEHEHHbIEe NapameTpbl KOHOUrypauumn, Dr.Web
ConfigD oTtnpaenset emy curHan SIGHUP.

e YT06bI KOMMNOHEHT 3aBepLunn paboty, DrWeb ConfigD otnpasnasiet emy curHan SIGTERM.
KomnoHeHT gonxeH 3aBepwmnTtb paboTy B TeueHne 30 cekyHZ Nocae NosyyeHus cMrHana.

e EC/In KOMNOHEHT He 3aBepLiaeT paboTy B TeueHne nonoxeHHbix 30 cekyHa, Dr.Web
ConfigD oTtnpasnset emy curHan SIGKILL ans npuHyanTenbHOro 3aBeplueHus paboTbl.

9.1.2. AprymeHTbl KOMaHAHOW CTPOKMU

YTo6bl 3anycTUTL AeMOH ynpasaeHus koHourypauymen Dr.Web ConfigD 13 komaHzaHOR
CTPOKW, BbIMOJIHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-configd [<napamempei>]

Dr.Web ConfigD gonyckaeT ncnonb3oBaHue caeayrowmx napameTpos:

Mapametp

--help

--version

--config

-—-daemonize

--pid-file

Mpumep:

OnucaHue

HasHaueHve: BbiBOA Ha 3KpaH KOHCOW UK 3MYNATOPa TePMUHaNa KPaTKoM CrnpaBKu
Mo MMeoLLMMCA NapamMeTpam KOMaHAHOW CTPOKM 1 3aBeplueHne paboTbl KOMMOHEHTa.
KpaTkuin BapuaHT: -h

AprymeHTbl: Het

HazHaueHve: BbiBOA Ha 3KpaH KOHCOM UK 3MynaTopa TepMrHana nHopmaLmm o
BEPCUM KOMMOHEeHTa 1 3aBeplueHne paboTbl.

KpaTkuin BapuaHT: -v

AprymeHTbl: Het

HazHaueHve: Micnonb3oBaTb npu paboTe ykaszaHHbIi KOHPUrypaLWOHHbIA datin.
KpaTkuin BapmaHT: —c

AprymeHTbl: <nyme K ¢galily> — nyTb K UCMONb3yeMOMY KOHQUIypaLMOHHOMY dainy.
HasHaueHue: 3anycTuTb KOMMOHEHT B pexumMe AeMoHa, T. e. 6e3 focTyna K TepMuHany.
KpaTkuin BapuaHT: -d

AprymeHTbl: Het

Ha3sHaueHve: Vicnonb3oBaTb npu paboTe ykasaHHbin PID-dainn.

KpaTtkuii BapuaHT: -p

AprymMeHTbl: <nyme k ¢galiny> — nyTb K daliny, B KOTOPOM C/ieflyeT COXpaHUTb
naeHtndunkatop npouecca (PID).

$ /opt/drweb.com/bin/drweb-configd -d -c /etc/opt/drweb.com/drweb.ini

MpuBeseHHas koMaHza 3anyctut Dr.Web ConfigD B pexunme geMoHa, 3acTaBuB ero
MCNO/Ib30BaTb KOHPUIYpaLMOHHbIM $ann /etc/opt/drweb.com/drweb.ini.

PyKOBO,ELCTBO nosab3oBaTenda
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3ameuaHunAa o 3anycke

Ana obecneueHns pabotocnocobHoctn Dr.Web Industrial gns Linux KOMNOHEHT foxXeH 6bITb
3anylieH B pexxuMe gemoHa. B wratHom pexxume Dr.Web ConfigD 3anyckaetca npwu ctapTte
onepaLMOHHON CUCTEMBI, ANS1 YETO OH OCHALLEH CKPUMTOM ynpaBaeHUsa C UMeHeM drweb-
configd, pa3meLleHHbIM B CUCTEMHOM KaTtanore (/etc/init.d). lna ynpaBaeHus
napamMeTpamum paboTbl KOMNOHEeHTa ncnoabayrte ytuanty Dr.Web Ctl, npeagHa3HaueHHyto ans
ynpasneHua Dr.Web Industrial gna Linux 13 komaHAHOW CTpOKM (3anyckaeTcs KOMaHA0N
drweb-ctl).

[ns nonyyeHnst cnpaBki O KOMMOHEHTE U3 KOMaHZAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-configd.

9.1.3. NapameTpbl KOHPUTYypaLun

AemoH ynpasneHunsa koHdurypaumen DrWeb ConfigD ncnonb3yet napameTpsl, ykasaHHble B
cekunm [Root] obbeanHeHHOro koHdurypaumoHHoro davina Dr.Web Industrial gasa Linux.

B cekumm npeacraBneHbl chejgyrolie napamMeTpbl:

Mapametp OnwucaHue

LogLevel YpoBeHb NoapobHOCTY BeAeHWs XypHana koMnoHeHTa Dr.Web ConfigD.
{yposeHb nodpobHocmuj} 3HaueHvie No ymonuaHmo: Notice

Log MeToz BeaeHvs Hasla JeMOHa yrnpaBiaeHus KOHQUrypaLyen, a Takke

MeTO/  BeAeHWA XXypHana Ana 1eX KOMMOHEHTOB, Y KOTOPbIX HE YKa3aH

{mun xypHanaj} o <
CBOW COBCTBEHHbIN METOZA BeAEeHNA XypHaa.

| Mpwv HayanbHOW 3arpyske, Noka KOHOUIypaLmOHHbIN
: dalin ele He MpoumTaH, AeMOH ynpaBaeHus

KoHbUrypauve 6yaeT ncnonb3oBaTb Cleyrollme
3HaueHUs 3TOro NapameTpa:

e B pexwvMe AeMoHa (ecin Bbln 3anyLeH ¢
napametTpom -d) — SYSLOG: Daemon;

® B NHOM Cnyyae — Stderr.

Ecnv komnoHeHT paboTaeT B pOHOBOM pexxvme
(3anyLieH ¢ NnapamMeTpOM KOMaHAHOW CTPOKM —d),
3HaueHve Stderr He Moxem ObITb UCNOJb30OBAHO ANA
JaHHOTO MapameTpa.

3HauyeHve no yMOA4YaHMO: SYSLOG: Daemon

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp
PublicSocketPath

{nyme « ¢paliny}

AdminSocketPath

{nyme K chbaliny}

DebuglIpc

{noauyeckuli}

UseMesh

{noeuyeckuti}

UseVxcube

{noauyeckuli}

KeyPath
{nyme « ¢paliny}
CoreEnginePath

{nyme « cpaliny}

VirusBaseDir
{nyme k kamanozy}
VersionDir

{nyme k kamasnozy}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

MyTb K COKEeTY, UCMONb3YyEMOMY A8 B3aUMOZAENCTBUA BCEX KOMMOHEHTOB
Dr.Web Industrial gns Linux.

3HaueHve Nno ymonyaHuto: /var/run/.com.drweb.public

MMyTb K COKETY, UCMO/Ib3yeMOMY A/1s B3aUMOZAENCTBMS KOMMOHEHTOB
Dr.Web Industrial ans Linux, o61a4atoLLnx NOBbILLIEHHBIMA
(aAMVHUCTPATMBHBIMM) MPUBUAETUSMMU.

3HayeHue No ymonyaHuo: /var/run/.com.drweb.admin

BkitouaTb MAM He BKItOUATb B XypHa/ Ha OTlaZ04YHOM ypoBHe (Mpu
LogLevel = DEBUG) noapobHble coobueHus IPC (B3aumosenctemne
JleMOHa yrnpaBaeHus KoHbUrypaumel ¢ Apyrumm KOMMoHeHTamu).

3HaueHve no YMOYaHWNKO: No

Mcnonb3oBaTb wan He NCMO/Ib30BaTb A/ MPOBEPKM KOMMOHeHT Dr.Web
MeshD. Ecan 3TOT napameTp BbIK/IOUeH, 415 NpoBepkn BMecto Dr.Web
MeshD wmcnonb3yetcs Dr.Web Scanning Engine.

Bo3MOXHble 3HaueHus:
e On, Yes, True — ucnonb3osaTtb Dr.Web MeshD;
e Off, No, False — He ucnosbsosaTtb Dr.Web MeshD.

Ecnm komnoHeHT Dr.Web MeshD He ycTaHOBAEH, TO BHE 3aBUCMMOCTM OT
yKa3aHHOro 3HayeHus HyaeT Ucnonb3oBaTbca KOMNOHeHT Dr.Web
Scanning Engine. Ecav HW OAWH U3 KOMMOHEHTOB He YCTaHOB/EH, TO
npoBepka 3aBepLuaeTcs ¢ owmnbkon x119.

3HaueHue no YMOA4YaHWNO: No

Wcnonb3oBatb unun He ncnonb3osatb Dr.Web vxCube npu nposepke
MOYTOBBIX BJIOXKEHUNM B PEXMME BHeLLHero GuabTpa, NOAKIHYEHHOTO K
MTA.

3HauyeHWe No ymosnyaHuto: No
MyTb K KNtOUEBOMY daliny (MMLEHIVOHHOMY AN AEMOHCTPALMOHHOMY).
3HauyeHue No ymonyaHuo: /etc/opt/drweb.com/drweb32.key

MyTb K AMHaMUYeckon BubnroTeke aHTUBUPYCHOTO sigpa Dr.Web Virus-
Finding Engine.

3HaueHune no
ymondaHuto: /var/opt/drweb.com/1lib/drweb32.d11

MyTb K KaTanory, B KOTOPOM XpaHATCA Palinbl BUPYCHbIX 6as.
3HayeHue No ymonyaHuo: /var/opt/drweb.com/bases

MyTb K KaTasory, B KOTOPOM XpPaHUTCA MHOOPMaLMs O TeKyLLMX BEPCUAX
ncrnonb3yemblx komnoHeHToB Dr.Web Industrial gns Linux.

3HauyeHue No ymonyaHuw: /var/opt/drweb.com/version

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

CacheDir

{nyme k kamasnozy}

TempDir

{nyme k kamanozy}

RunDir

{nyme k kamasnozy}

VarLibDir

{nyme k kamasnozy}

AdminGroup

{ums zpynnel | GID}

VersionNotification

{noauyveckuli}

DefaultLogLevel

{yposeHb nodpobHocmuy}

VxcubeApiAddress

{cmpoka}

VxcubeApiKey
{cmpoka}
VxcubeProxyUrl

{adpec nodksroueHus}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

MyTb K KaTanory Kela (MCNOAb3yeTCs KakK ANA Kella 06HOBAEHWI, TaK 1
AN Kella NpoBepeHHbIX Gainos.).

3HaueHve no ymonyaHuio: /var/opt/drweb.com/cache
MyTb K KaTanory Ans XpaHeHUsi BPeMeHHbIX Gainnos.

3HaueHVe No yMon4vaHwio: [Tyme, usesneyeHHbil U3 cucmemHoU
nepemeHHOU okpyxeHus TMPDIR, TMP, TEMP uan TEMPDIR (nepemMeHHble
nepebupatoTca B ykazaHHOM nopsagke). Ecan Hn ogHa 13 HUX He
obHapy>eHa, TO ncnoabsyeTca /tmp.

MyTb K KaTanory, B KOTOpom Haxoaatcs PID-palinbl 3anyLyeHHbIX
KOMMOHEHTOB U COKETbI, UCMOJIb3yeMble AN B3aUMOAENCTBUSA
komnoHeHToB Dr.Web Industrial ans Linux.

3HaueHue No yMonyaHu: /var/run

MyTb K KaTanory 6ubanoTek, UCNOb3yeMbix KOMMoHeHTaMu Dr.Web
Industrial gns Linux.

3HaueHve No yMOAYaHWmo: /var/opt/drweb.com/1lib

lpynna nonb3oBaTenei, obaagatownx agMVHUCTPATUBHBIMY NpaBamMu B
pamkax Dr.Web Industrial gnsa Linux. JlaHHble nonb3oBaTenu, Hapsaay C
cyneprnonb3oBaTtesieM (Mosb30BaTeENEM root), MOTYT MOBbILLATH
npvBuaerum komnoHeHtoB Dr.Web Industrial gnsa Linux go npueunerun
cynepnonb3oBaTesns.

3HaueHre no ymonyanuo: Onpedessemcsa aemomamuyecku B MOMEHT
yctaHoBkn Dr.Web Industrial gnsa Linux

YBeAOMAATb WKW He YBEJOMAATb NONb30BaTeN O HANNYMN OOHOBAEHWN
ANs Tekyllen yctaHoBaeHHou Bepcumn Dr.Web Industrial ans Linux.

3HaueHue no YMOAYaHMIO: Yes

YpoBeHb NoApobHOCTM BeAeHMs XypHana 014 8cex KOMNOHeHmMos
Dr.Web Industrial gnsa Linux no ymonuanuto.

Ncnonb3yetcs, eciv B KOHUrypaLmm Kakoro-ambo 13 KOMMOHEHTOB He
ykasaH CBOM ypOBeHb NMOAPOOHOCTV BeAeHWA XypHana.

3HaueHne No ymoayaHumo: Notice

JomenHoe nma (FQDN) naum IP-agpec y3na, Ha KOTOPOM HaxoamnTca
cepsep API Dr.Web vxCube.

3HaueHWe No ymosayaHuto: (He 3a0aHo)
Kntou APl Dr.Web vxCube.
3HaueHWe No ymosvyaHuto: (He 3adaHo)

Anpec Npokcn-cepsepa, KOTOPbIV UCMOb3YETC AN MOAKIOYEHNS K
Dr.Web vxCube.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue
Moagnep>xwvBatoTca Tonbko HTTP-npoken 6e3 aBTopur3aumm.

Bo3moskHble 3HaueHVs: <adpec noOKIHOYeHUs> — napameTpsl
NOAKNFOUYEHVA K MPOKCK-cepBepy B dopmaTe
http://<xocm>:<nopm>, rae:

e <xocm> — ajpec y3/aa, Ha KOTOpoM paboTaeT npokcu-cepaep (IP-
ajpec wiv ums gomeHa, 1. e. FQDN);

® <nopm> — WUCMONb3yeMbI NMOPT.

3HaueHue No yMonYaHWwo: (He 3a0aHo)

9.2. Dr.Web Ctl

B aTom pasgene

e Obuive cBeseHUA
e YpaneHHasa nposepka y3nos

O6bwue cBeaeHnn

NmeeTcs BO3MOXHOCTb ynpaeaaTb paboTton Dr.Web Industrial ansa Linux n3 komaHaHown
cTpokw. [lns 3TOro B ero coctaB BXOAUT cneumanbHasa ytuanta DrWeb Ctl (drweb-ctl).Cee
MOMOLLBHO Bbl MOXETE BbIMONHATb U3 KOMaHAHOW CTPOKM CefyroLime AeACTBUSA:

e 3anyck npoBepkn $panioB, 3arpy304UHbIX 3aMnCer AUCKOB U UCMOHAEMbIX GpalinoB
aKTUBHbIX NPOLLECCOB;
e 3anyck npoBepkn GanNoB Ha yYAaNneHHbIX y3/1ax ceTu (CM. NpuMeyaHue);

® 3anyck OBHOBNEHUA aHTUBUPYCHbIX KOMMOHEHTOB (BUPYCHbIX 6a3, aHTUBUPYCHOTO A4pa, U
MPOYMX, B 3aBUCUMOCTM OT MOCTaBKM);

® NMPOCMOTP M M3MeHeHNe napameTpoB KoHPurypaumm Dr.Web Industrial gna Linux;

® NPOCMOTP COCTOAHNA KoMNoHeHToB Dr.Web Industrial ansa Linux n ctatnctunkm
06Hapy>XeHHbIX yrpos;

e MPOCMOTP KapaHTMHa W ynpaBaeHne ero coaep>XXmmbiM (Yepe3 komnoHeHT Dr.\Web File
Checker);

® NMNOAKNHOUEHNE K CEPBEPY LLeHTpaﬂMBOBaHHOVI 3aWnTbl W OTKNHOYEHNE OT HETO.

YT106bI KOMaHAbl yNpaBAeHWs, BBOANMbIE MONb30BaTeseM, UMenn 3ddexT, JoKeH ObiTb
3anyLieH AeMOoH ynpasneHunsa koHdurypaumnen Dr.Web ConfigD (no ymonuaHuto oH
aBTOMaTMYeCku 3anyckaeTcs Npu cTapTe onepaLnoHHON CUCTEMBI).

PyKOBO,CLCTBO nosab3oBaTenda
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l ,ﬂ,ﬂﬂ BbINO/IHEHNA HEKOTOPbIX YNPaBAAKOLWNX KOMaH Tpe6yPOTCﬂ NnoIHOMOUYKMA
cynepnoJsib3oBaTtens.

,ﬂ,ﬂﬂ nosyyeHna NMOJIHOMO UMM cynepnosb3oBaTtena MCﬂOﬂb3yI;1Te KOMaH4Yy CMeHbl
noab30oBaTeNsd su UIN KOMaHAy BbIMOJHEHNS OT UMEHU APYroro rnoJsib3oBatens sudo.

Ytnnuta drweb-ctl noggep>XunBaeT CTaHAAapPTHOE aBTOAOMOJHEHNE KOMAaHJ yripaBieHns
Dr.Web Industrial gns Linux, ecan dyHKLMA aBTOAOMONHEHMA BKIKOYEHA B MCMOJ/Ib3yeMOM
BaMu KOMaHAHOW obosiouke. B cnyuae ecnm komaHaHaa obosouka He nogaepxunBaeTt
aBTOAOMOJIHEHME, Bbl MOXeTe HacTPOUTb ee Npu HeobxoammocTu. [ina aToro obpatmTech K
CNpPaBOYHOMY PYKOBOACTBY MO MCMONb3yEMOMY BaMU ANCTPUOYTMBY OnepaLnoHHOM
cUcTeMbil.

| Mpwu 3aBeplueHnr paboTbl yTUAWTa BO3BPaLLaeT KoJ BbIXOAa B COOTBETCTBUM C
‘ cornawenvem ansa POSIX-coBmectuMbix cuctem: O (Hynb) — ecam onepaums BbliNOJAHEHa
YCMEeLLHO, X He HyNb — B MPOTVMBHOM C/lyyae.

HeHyneBol kog BbiXxoAa yTuauTa BO3BpallaeT TOJIbKO B TOM Cy4ae, Korga npowvsoLna
BHYTPEHHAA oWwnbka (HanpuMep: yTuanTa He CMOria NMOAKAOUUTLCA K HEKOTOPOMY
KOMMOHEHTY, 3anpoLLeHHas onepauys He MOXET ObiTb BbIMOAHeHa U T. Mn.). Ecan ytununta
obHapyxviBaeT (1, BO3MOXHO) HEMTpanusyeT HEKOTOPYIO Yrpo3y, OHa BO3BPaLLaeT KOZ
Bbixoga 0, Tak Kak 3aMpOoLUeHHas onepauus (Takas Kak scan M T. M.) BbINMOJHEHa YCMELIHO.
Ecnn Heob6XxoAMMO YCTaHOBUTL MepeyeHb 0OHapPYXKEHHBIX YrPO3 U MPUMEHEHHbIX K HVM
JEVCTBUIA, TO NpOaHau3MpyiTe COObLLEHNs, KOTOPbIE YTUIWTA BbIBOAUT HA KOHCOJIb.

Kogabl Bcex nmetroLmxca ownbok npueeseHbl B pasgene [punoxervie E. OnvcaHue
N3BECTHbIX OLINBOK.

YAaﬂeHHaﬂ npoBepkKa y3s0B

Dr.Web Industrial gns Linux no3Bonset npoBepsaTb Ha Haanume yrpo3s danbl, HaxoAsaLMecs
Ha yAaneHHbIX y3/1ax ceTu. B kauecTBe TakuX y3/10B MOTYT BbICTYNaTb HE TObKO MOJIHOUEHHbIEe
BbIUYNC/INTE/IbHbIE MalLWHbI (paboure CTaHLMK 1 cepBepbl), HO U poyTepsbl, TB-npucraBku n
npoune «yMHble» YCTPONCTBa, Obpa3ytoLlme Tak Ha3biBaeMblil «MHTepHET Belen». [ina
BbIMOJIHEHWA YAaNeHHOM NPOBepPKM TpebyeTcs, UTOObI yAaneHHbIN y3en NpesoCcTaBaan
BO3MOXHOCTb ya/leHHOro focTyna K Hemy yepe3 SSH (Secure Shell) vnwn Telnet. na poctyna x
YCTPOWCTBY Bbl O/MKHbI 3HaTb ero IP-agpec nan JoMeHHOe UMA, UMA 1 Naponb
noJsib30BaTens, KOTOPbIA MOXeT COBEPLUNTb YAaNeHHbIN JAOCTYN K cncteme yepes SSH nan
Telnet. Yka3aHHbI NOAb30BaTENb AO/XKEH MMETb MpaBa AOCTyna K nposepseMbiM dannam
(KaK MMHVUMYM — MpPaBO Ha WX YTeHwne).

AaHHaa GyHKLMA MOXeT HbiTb MCMO/Ib30BaHa TONLKO ANA O6HapY>KeHWUA BPeAOHOCHbIX UK
NoAo3puTeNbHbIX GaiNoB Ha yAaNeHHOM y3e. YCTpaHeHwue yrpos (To eCTb U30AALMA UX B
KapaHTWH, yaaneHe Uan neyeHune BpejOHOCHbIX 0ObEeKTOB) CpeACTBaMU yaaNeHHOWM
NPOBEepPKN HEBO3MOXHO. [1nq ycTpaHeHMa 0bHapy>XeHHbIX Yrpo3 Ha yAaneHHOM y3/e
BOCMO/Ib3yNTECh CPEACTBAMM YNpaBAeHUA, NPejoCTaBAFeMbIMU HEMOCPEACTBEHHO 3TUM

PyKOBO,ELCTBO nosab3oBaTenda
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y3710M. Hanpumep, 4ns pOyTepoB M NPOUMX «YMHbIX» YCTPONCTB Bbl MOXeETe 0OHOBUTb
NPOLUMBKY, @ AN BbIYNCAUTENbHbBIX MaWWH — NOAKNOUUTLCA K HAM (B TOM uncie B
yAaNe€HHOM TEPMUHAbHOM pexnme) 1 Npon3BeCcT! COOTBETCTBYIOLME Oonepaumn B nx
darinoBou cucteme (yaaneHue nav nepemelleHve Garaos v T. n.) UAK 3aNyCTUTb
yCTaHOBNEHHOE Ha HUX aHTuenpycHoe M0O.

YaaneHHas npoBepka peasn3yeTcs TObKO Yepes yTUNTY YpaBaeHUs U3 KOMaHAHOW CTPOKM
drweb-ctl (MCNONb3yeTCa KOMaHja remotescan).

9.2.1. dopmart Bbi30OBa N3 KOMaHAHOWN CTPOKMU
YTnnuta ynpasnenusa paboton Dr.Web Industrial gna Linux umeet cneayrowmii dopmart
Bbl30Ba:

$ drweb-ctl [<obwueonyuu> | <komaHoa> [<apaymeHm>] [<onyuu KOMaHObI>] ]
rae:

e <0buwjue onyuu> — OMNLUUKN, KOTOPbIE MOTYT BbITb NCMOb30BaHbI NPW 3anycke 6e3 ykasaHus
KOMaHZAbl nan ans nrobon 13 komaHapl. He aBastotca oba3atenbHbIMU A5 3anycka.

e <KOMaHOaG> — KOMaHZa, KoTopas AO/MKHa 6bITb BbinoaHeHa Dr.\Web Industrial ans Linux
(HanpuMmep, 3anycTUTb NpoBepky GaliNoB, BbIBECTU COAEPXKMMOE KapaHTMHA U T. M.).

e <@pzymeHm> — apryMeHT KOMaHZAbl. 3aBUCUT OT YKazaHHOW KOMaHAbl. ¥ HEKOTOPbIX KOMaHZ
apryMeHTbl OTCYTCTBYHOT.

e <onyuu KOMaHObI> — onuun, ynpasadarowme pa60T0|7| y|<a3aHH017| KOMaH/Abl. 3aBUCAT OT
KOMaHAbl. Yy HEKOTOPbIX KOMaHA onunn OTCYTCTBYHOT.

9.2.2. O6bwme onunm
[locTynHbl cnepytolime obwme onumu:

Onuua OnwucaHue

-h, --help BbiBECTM Ha 3KpaH KpaTkyto 0bLLYHO CrpaBKy ¥ 3aBeplUmnTb paboTy. s BbiBOAA
cnpaBkuv No Nt060M KOMaHAe UCMOb3yITe BbI30OB:

$ drweb-ctl <komMaHda> -h
-v, -—--version BbiBecTv Ha 3kpaH Bepcuo Moayns v 3aBepwuntb paboTty

-d, --debug MpeanucbIBaEeT BbIBOAWTb Ha 3KPaH pacLLiMpeHHble AnarHocTMyeckre CoobLeHms Bo
BPEeMA BbINONHEHWA yKa3aHHOM KOMaHAbl. He nMeeT cMbicna 6e3 yKazaHusa KoOMaHgpbl.
cnonb3yiite BbI3OB:

$ drweb-ctl <komaHda> -d

PyKOBO,CLCTBO nosab3oBaTenda
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9.2.3. KomaHabl

B sTom pasgene

° KOMaHAbI aHTMBMQyCHOVI NPOBEPKHN

o KOMaHAbI ynpaBJeHna yrpo3aMu 1 KapaHTUHOM
° KOMaHAbI ynpaBJaeHnA KOHQ)I/IpraI:l.I/IeI\/II

L PaCLIJI/IQEHHbIe KOMaHAbI

o KomaHabl ynpaBaeHuns obHoBaeHveM 1 paboTour B pexxMme LIeHTPaan30BaHHOM
3aLnThI

o MHQDOQMaI:l,I/IOHHbIe KOMaHAbI

9.2.3.1. KomaHAbl aHTUBUPYCHOW NPOBEpPKMN

[ocTynHbl cnesytolime KOMaHAbl aHTUBUPYCHOM NPOBepPKM $aliioBON CUCTEMBI:

KomaHpga OnucaHue

scan <nyme> HasHaueHue: /IH1LpMMpoBaTh NPOBEPKY KOMMOHEHTOM NpoBepku dhaiios
Dr.Web File Checker ykazaHHOro datina nwam katanora.

AprymeHTbl

<nyme> — nyTb K Gainy Uan katanory, KOTOpbI HY>KHO NPOBEPUTbL (MOXET
6bITb OTHOCUTENbHBIM).

DTOT apryMeHT MOXeT ObITb OMyLLeH B C/lyYae UCNONb30BaHUA OMNLUMN ——
stdin mam —-stdin0. [ns npoBepku nepeyHs $Gaiinos, BbiIbMpPaeMbIx
Mo HeKOTOPOMY YCNIOBWIO, PEKOMEHAYETCA UCMONb30BaTh YyTauTy £ind

(cm. [pumepbl ncnonb3oBaHWs) U ONUMK —-stdin MAKM —-stdinO.
Oonuuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHbIe 3k3eMnaspbl Dr.Web
Scanning Engine n Dr.Web File Checker ans BbINOAHEHWA 3a4aHHOM
NpoBepPKY, 3aBePLUMB VX PaboTy NOC/e OKOHYaHWS NMPOBEPKN.

| Yrpo3bl, 06Hapy>XeHHbIE MPU aBTOHOMHOM CKaHUPOBaHW,

& He 6yayT fob6aB/ieHbl B 0OLWMIA CMIUCOK OB HaPYKEHHbIX
Yrpo3, BbIBOAWMbIV KOMaHAOW threats, TaKKe O HUX He
6yseT cOObLLEHO cepBeEpPY LIEHTPaAN30BaHHOM 3aLLUThI,
ecnu Dr.Web Industrial gns Linux paboTaet nog ero
ynpaBJeHVeM.

--Report <mun> — TN OTYeTa O NMPOBepKe.
Bo3MOXHble 3HaueHus:
e BRIEF — KpaTKuii OTYeT;

e DEBUG — NoApO6HbIl OTYeT;

PyKOBOACTBO nosb30BaTena
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OnucaHue

e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HauyeHue Mo ymMonyaHuo: BRIEF.

--ScanTimeout <uHMeps8as spemMeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUIINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA NMPOBEPKN HE OrPaHNYEHO.
3HauyeHve no ymoayaHuo: 0.

--FollowSymlinks — aBTOMaTUYeCKM pa3pellaTb CMMBOJINYECKME
CCbIJIKW.

--PackerMaxLevel <Yuc/i0> — MaKCUMabHbI/ YPOBEHb BAOXEHHOCTU
06bEeKTOB NMpY NpOBepKe 3anakoBaHHbIX 06bekToB. oy 3anakoBaHHbIM
06beKTOM MNOHUMAEeTCs1 UCMOHAEMbI KOJ, CKaTbIi NPY MOMOLLM
cneumanuanpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 0H6BbEKTbI, B COCTaB KOTOPbIX TakKe MOTYT BXOAUTb ApYyrve
3anakoBaHHble 06BbeKTbl, U T. 4. 3HaYeHWe 3TOro napameTpa ycTaHaB/vBaeT
npesesibHbIli YpOBEHb MepapXun BJOXKEHHOCTY, MOCAE KOTOPOTro 06beKTbI
BHYTPY 0ObEKTOB He ByAyT NpoBepsAThCS.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHbI.
3HaueHve Mo ymMoauaHwuto: 8.

--ArchiveMaxLevel <Yuc/j0> — MaKCMMaabHbIli YPOBEHb
BJIOXKEHHOCTN 06BEKTOB NPW NPOBEPKE apXMBOB (. zip, .rar W 4p.), B
KOTOpble BJIOXeHbI Apyrie apxuBbl, B KOTOPbIE, B CBOK OUepelb, TakKe
MOTYT BbITb BNOXEHbI apXMBbI, U T. 4. 3HaUeHWe 3TOro napameTpa
yCTaHaB/VBAET Npe/e/ibHbIA YPOBEHb UEPAPXMUN BAOXKEHHOCTH, MOCe
KOTOPOTO apXMBbl BHYTPY apXVBOB He BYAyT MPOBEPSATLCS.

3HayeHVe 0 yKa3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYLLEHbI.
3HayeHVe Mo YMONYaHUIO: 8.

--MailMaxLevel <Yuc/s0> — MaKCUMabHbIi yPOBEHb BNOXEHHOCTH
06DBEKTOB MpU NpoBepke GaiIoB MOYTOBLIX NPOrpamMMm (.pst, . tbb 1 ap.),
B KOTOpPble MOTYT HbITb BAOXEHbI 06BEKTbI, B KOTOPbIE Takoke MOTYT ObiTh
BJIOXKeHbl 06BbeKTb, U T. A. 3HaueHWe 3TOro napameTpa ycTaHaBAMBaeT
npesenbHbIl ypOBEHb MepapXumn BAOXKEHHOCTW, MOC/Ie KOTOPOro 06beKThl
BHYTPU 00beKTOB He HyayT NPOBepPATLCA.

3HaueHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMonyaHuio: 8.

--ContainerMaxLevel <4uC/0> — MaKCUMabHbIA YPOBEHb
BJIOXKEHHOCTV 06BEKTOB MPW NPOBEPKE APYrvX TUMOB OO HEKTOB C
BAOXeHUAMN (cTpaHuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa ycTaHaB/iMBaeT NpejesibHblN YPOBEHb MEPAPXMUN BIOXKEHHOCTH,
nocae KOTOPOro o6beKTbl BHYTPU 06bEKTOB He ByAyT NPOBEpPATLCS.

3HaueHve 0 yKa3blBaeT, UTO BIOXEHHbIE 06BEKTbI BYAYT MPOMyLLEHbI.
3HaueHve Mo ymMoauaHwmo: 8.

--MaxCompressionRatio <cmeneHb> — MakKCMMalbHO AonycTMasn
CTeNeHb CKaTus NPOBEPSEMbIX OHBEKTOB.

PyKOBO,CLCTBO nosab3oBaTenda

145



Ty
),
A

A
$

KomaHnpa

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

3HaueHWe JONXKHO ObITb He MeHee 2.
3HaueHwue No ymonyaHumo: 3000.

--MaxSizeToExtract <YuC/10> — OrpaHUYeHne Ha pa3mMep daiioB B
apxvse. Paiinbl, pa3mep KOTOPbIX NPEBbILLAET 3HaUeHWe 3TOro napameTpa,
6yayT NponyLLeHbl Npy Nposepke. Paamep ykasblBaeTcs Kak YMcio C
cybdukcom (b, kb, mb, gb). Ecnu Hukakoro cypdukca He ykasaHo, YMcno
MHTepnpeTMpyeTCs Kak pa3mep B banTax.

3HaueHwue Mo yMONYaHUIO: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ucnonb3osatb W 3BPUCTUUECKMI
aHanM3 Npu NpoBepKe.

3HauyeHve no yMOAYaHWMO: On.

--Exclude <nyme> — nyTb, UCKItOYaEMbIV U3 NpoBepkn. MoxeT 6bITb
OTHOCUTENbHBIM 1 BKIOUaTb B cebs GainoByro Macky (Cosepikaliyro
CUMBOJIbI ? N *, @ TaKKe CUMBOJIbHbIE Knaccbl [ 1, [ 1, [~ 1).

Heobs3aTenbHas onums; MoxeT ObITb yka3aHa bosiee ofHOro pasa.

--OnKnownVirus <Qdelicmeue> — [eiCTBNE, KOTOPOE HYXHO BbIMOIHUTB,
ec/In MeToAaMmM CUrHaTypHOTO aHanun3a obHapy>keHa M3BeCTHas yrposa.

Bo3MoxHble gelicTBus: REPORT, CURE, QUARANTINE, DELETE.
3HauyeHue No yMoNYaHUO: REPORT.

--OnlIncurable <Odelicmeue> — AeNCTBUE, KOTOPOE HY>KHO BbIMOAHUTD,
ecn neyeHre (CURE) 06Hapy>XeHHOW Yrpo3bl OKOHUMAOCH Heyaauel uim
OHO HEeBO3MOXHO.

Bo3Mo>kHble AEI‘/’ICTBI/IFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnSuspicious <0delicmeaue> — AeWNCTBUE, KOTOPOE HYXHO BbIMOJIHUTB,
€C/IV 3BPUCTUYECKMI aHaNn3 0BHaPY>XKUT MOAO3PUTENbHBIN 0O BEKT.

Bo3Mo>KHbIe ,D,eVICTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnAdware <QOelicmeue> — [eICTBUE, KOTOPOE HY>XXHO BbIMOJHWATL, €C/IN
obHapyxXeHa peknamHasa nporpamma.

Bo3Mo>KHbIe ,D,el7|CTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMmoa4daHuo: REPORT.

--OnDialers <Odelicmeue> — felCTBME, KOTOPOE HY>HO BbIMOJHUTD,
e obHapykeHa nporpamMma 03BoHa.

Bo3moxkHble gelicTBuA: REPORT, QUARANTINE, DELETE.
3HayeHue No ymonyaHuo: REPORT.

--OnJokes <Odelicmgue> — AeNCTBME, KOTOPOE HY>HO BbIMOJIHUTb, €C/N
obHapy>KeHa nporpamma-LyTKa.

Bo3mo>kHble AelcTBus: REPORT, QUARANTINE, DELETE.

3HayeHue No yMonyaHuo: REPORT.

PyKOBO,CLCTBO nosab3oBaTenda
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--OnRiskware <delicmgue> — AeNCTBME, KOTOPOE HYXHO BbIMNOIHUTb,
ecnm obHapy>keHa NoTeHUMa bHO onacHas nporpamMma.

Bo3mMo>kHble AEI‘/IICTBVIFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnHacktools <OQelicmgue> — [eNCTBUE, KOTOPOE HY>KHO BbINOJHUTB,
e obHapyKeHa nporpaMma B3/ioma.

Bo3MoXHble aelcTBUs: REPORT, QUARANTINE, DELETE

3HauyeHve no ymMoadaHuo: REPORT.

| Ecnun yrposa obHapyxkeHa B daiine, Haxoasliemcs B
‘ KOHTEeWHepe (apxvB, MOYTOBOE COObLLEeHVE 1 T. M.), BMECTO

yaaneHus (DELETE) BbINOJIHAETCA NepemMeLleHne
KOHTEWHepa B KapaHTUH (QUARANT INE).

——stdin — NOAYYUTb CINCOK MyTei AN NPOBEpPKM U3 CTaHAAPTHOTO
noToka BBoZa (stdin). MyTn B cnvcke AONXKHbI 6bITb PasgeseHbl CUMBOIOM
HoBOW cTpoku (\n).

--stdin0 — NOAYYNTb CMMCOK MyTei AN NPOBEPKM U3 CTaHAAPTHOTO
noToka BBoAa (stdin). MyTn B cnncke A0NXHbI ObITb passeneHbl HyneBbIM
cumBosom NUL (\0).

@ Mpw Ucnonb3oBaHWM ONUMA ——stdin M ——stdin0 Nyt B

‘ CM1CKe He AOJKHbI CoAep KaTh LWabioHOB.
MpeanoyTUTENbHOE UCMONb30BaHWE ONUUA ——stdin U —-
stdin0 — obpaboTka B KOMaHAe scan CnMcKa MyTew,
CchPOPMUPOBAHHOTO BHELLHENV NPOrPaMMON, Hanpumep,

find (cM. [Ipumepbl ncnosb3oBaHug).

HasHaueHue: VIHLMMpOBaTh NPOBEPKY KOMMOHEHTOM NpPOBepku dalinos
Dr.Web File Checker 3arpy304Holi 3anncm Ha yKasaHHbIX AUCKOBbIX
ycTponcTBax. MNpoBepstoTcsa kak 3anucn MBR, Tak 1 3anucu VBR.

AprymeHTbl

<ycmpolicmgo> — nyTb K 67104HOMY baliny ANCKOBOTO YCTPOICTBA,
3arpysouHas 3anncb Ha KOTOPOM MOANEXUT NpoBepke. MoxeT 6biTb
yKa3aHO HEeCKOJIbKO AMCKOBLIX YCTPOWCTB Yepes npoben. ObsazaTenbHblii
aprymeHT. Ecnm BMecTo daiina ycTpoicTBa ykasaHo ALL, 6yAyT npoBepeHsl
BCe 3arpy30uHble 3anncy Ha BCeX AOCTYMHbIX AUCKOBLIX YCTPOWCTBAX.

Onuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHble 3k3emnaapbl Dr.\Web
Scanning Engine n Dr.Web File Checker ansi BbINOJHEHUSA 3a4aHHOM
NpOBEPKY, 3aBEPLUMB VX PaboTy NOC/e OKOHYAHWS MPOBEPKMN.

PyKOBO,CLCTBO nosab3oBaTenda
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| Yrpo3bl, 06Hapy>XeHHbIE MPU aBTOHOMHOM CKaHUPOBaHWW,

& He 6yayT fo6aB/ieHbl B 06LWMWIA CNIUCOK OB HapPYKEHHbIX
Yrpo3, BbIBOAWMbIV KOMaHAOW threats, TakKKe O HUX He
6yzeT coobLLEHO cepBeEPY LEHTPaM30BaHHOW 3aLLnThl,
ecan Dr.Web Industrial gna Linux paboTaeTt nog ero
yrpaBJ/ieHVEM.

—--Report <mun> — TN OT4YeTa O NPOBEpPKeE.
Bo3mo>KHble 3HaueHws:
e BRIEF — KpaTKuii OTYeET;
e DEBUG — MNoApOb6HbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HauyeHue No ymon4aHuo: BRIEF.

--ScanTimeout <uHMeps8as spemeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUIINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymMoayaHuio: 0.

--HeuristicAnalysis <On|Off> — ucnonb3osatb v 3BPUCTUUECKIIA
aHanu3 npu NpoBepke.

3HauyeHve no yMOAYaHWMO: On.

--Cure <Yes|No> — TpebyeTcs nm AenaTb NMOMbITKA SEeYeHs
06HapyXeHHbIX yrpos.

Ecav ykazaHo No, TO MPOU3BOAWTCS TOJIbKO MHGOPMUpOBaHue 06
0bHapy>KeHHOW yrpose.

3HauyeHve no YMOYaHUKO: No.

--ShellTrace — BKIOUYNTb BbIBOZ AOMOJHUTENbHON OTAAZOUYHON
MHbOPMaLMK NMpU NPOoBepKe 3arpy304YHOM 3anmucu

HasHaueHue: VIHLMMpOBaTh NMPOBEPKY KOMMOHEHTOM MpOBepku halinos
Dr.Web File Checker cosep>vmMoro ncnoaHsembix Gpannos, cosepkaliimx
KOZ, NPOLeCCOB, 3anyLLeHHbIX B cucteme. MNpun obHapykeHun yrpo3bl
BbINOJIHAETCA He TONbKO 0be3BpexmBaHne BPegoHOCHOTO UCNOAHAEMOro
dalina, Ho 1 NpUHyAUTENBHOE 3aBepLleHne paboTbl BCEX NMPOLIECCOB,
3anyLeHHbIX K3 HEro.

AprymeHTbl: Her.

Onuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHble 3k3emnaapbl Dr.\Web
Scanning Engine n Dr.Web File Checker ansi BbINOJHEHUSA 3a4aHHOM
NpOBEPKY, 3aBEPLUMB VX PaboTy NOC/e OKOHYAHWS MPOBEPKMN.

PyKOBO,CLCTBO nosab3oBaTenda
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| Yrpo3bl, 06Hapy>XeHHbIE MPU aBTOHOMHOM CKaHUPOBaHWW,

& He 6yayT fo6aB/ieHbl B 06LWMWIA CNIUCOK OB HapPYKEHHbIX
Yrpo3, BbIBOAWMbIV KOMaHAOW threats, TakKKe O HUX He
6yzeT coobLLEHO cepBeEPY LEHTPaM30BaHHOW 3aLLnThl,
ecan Dr.Web Industrial gna Linux paboTaeTt nog ero
yrpaBJ/ieHVEM.

—--Report <mun> — TN OT4YeTa O NPOBEpPKeE.
Bo3mo>KHble 3HaueHws:
e BRIEF — KpaTKuii OTYeET;
e DEBUG — MNoApOb6HbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HauyeHue No ymon4aHuo: BRIEF.

--ScanTimeout <uHMeps8as spemeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUIINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymMoayaHuio: 0.

--PackerMaxLevel <Yuc/i0> — MaKCUMaibHbl YPOBEHb BAOXKEHHOCTU
06DBEKTOB MpU NpoBepKe 3anakoBaHHbIX 06beKToB. o 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMbIN KOA, CKaTblIVi MPU MOMOLLM
cneumanusnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 00beKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb ApYrue
3anakoBaHHble 06beKTbl, U T. 4. 3HayeHWe 3TOro NapameTpa ycTaHaBAMBaeT
npeAeNbHbI YPOBEHb MePapXUM BAIOXKEHHOCTH, MOC/e KOTOPOro 06beKThl
BHYTPY 06bekTOB He ByayT NPOBepPATLCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwmto: 8.

--HeuristicAnalysis <On|Off> — ucnonb3osatb v 3BPUCTUUECKMIA
aHanu3 npu NpoBepke.

3HauyeHve no yMOAYaHWMO: On.

--ContainerMaxLevel <YuC/0> — MaKCUMaabHbIA YPOBEHb
BJIOXXEHHOCTV 06BEKTOB MNP NPOBepKe APYrvX TUMOB 06 bEKTOB C
BAOXeHUAMM (cTpaHuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa yCcTaHaBAMBaET Npee/bHbll YPOBEHb MEPAPXM BAOXKEHHOCTH,
nocse KOTOPOro 06beKTbl BHYTPU 06BbEKTOB He ByayT NPOBEPATLCS.

3HayeHVe 0 yKka3blBaeT, UTO BJIOXKeHHble 06beKTbl HyAyT MPOMYLLEHbI.
3HauyeHue No yMoYaHWUIo: 8.

--Exclude <nyme> — MyTb, UCK/IOYAEMbIV U3 MpoBepKn. MoxeT
BK/IOYaTh B Cebsl daliioByro Macky (coaepiKalllyto CUMBOJIbI ? U *, a Takxke
CUMBOJIbHbIe Kaccbl [ 1, [! 1, [~ 1). MyTb (B TOM umcie cogep kallnii
Macky) JOKeH 6biTb abCONFOTHBIM.

Heobs3aTenbHas onuuAa; MoxeTt ObITb YyKa3aHa bonee OAHOTO pa3a.
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--OnKnownVirus <0delicmeue> — AeiCTBUNE, KOTOPOE HYXHO BbIMOIHUTB,
ec/v MeToAaMu CUrHaTypHOro aHannsa obHapyeHa U3BecTHas yrposa.
Bo3MoXkHble AencTBus: REPORT, CURE, QUARANTINE, DELETE.
3HayeHVe Mo yMoaYaHWio: REPORT.

--OnIncurable <Qelicmgue> — [ENCTBUE, KOTOPOE HY>KHO BbIMOJHUT,
ecnn neyeHrie (CURE) 06Hapy>XeHHOW yrpo3bl OKOHUMAOCH Heyzauen uin
OHO HEeBO3MOXHO.

Bo3Mo>KHble ,D,el7|CTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnSuspicious <delicmaue> — felCTBNE, KOTOPOE HY>KHO BbIMOJIHUTD,
€C/IV 3BPUCTUYECKUIA @aHan3 0BHaPYXXUT NOA03PUTENbHBIN OO BEKT.

Bo3moxkHble gelicTBuA: REPORT, QUARANTINE, DELETE.
3HayeHue No ymonyaHuo: REPORT.

--OnAdware <delicmgue> — [eNCTBME, KOTOPOE HY>KHO BbIMOJHWTb, €Cn
obHapyeHa peknamHas nporpamma.

Bo3MoxkHble gelicTBusA: REPORT, QUARANTINE, DELETE.
3HayeHue No ymMonyaHuo: REPORT.

--OnDialers <Odelicmaue> — felCTBME, KOTOPOE HY>XHO BbIMOJIHUTD,
ec/v obHapy>KeHa NporpaMMa Jo3BOHa.

Bo3MoxxHble aelicTBus: REPORT, QUARANTINE, DELETE.
3HauyeHue No yMoNYaHUO: REPORT.

--OnJokes <O0elicmeue> — AeNCTBME, KOTOPOE HYXHO BbIMOIHUTb, €C/M
o6Hapy»eHa nporpamma-LyTka.

Bo3MoxHble aelicTBUs: REPORT, QUARANTINE, DELETE.
3HauyeHue No yMoNYaHuo: REPORT.

--OnRiskware <delicmgue> — AeNCTBME, KOTOPOE HYXHO BbIMNOIHUTb,
ecnm obHapy>keHa NoTeHUMa bHO onacHas nporpamMma.

Bo3mo>kHble AEI‘/IICTBVIFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnHacktools <OQelicmeue> — [eNCTBUE, KOTOPOE HY>KHO BbINOJHUTB,
e obHapykeHa nporpaMma B3soma.

Bo3MoXHble aelicTBUsA: REPORT, QUARANTINE, DELETE.

3HauyeHve no ymMmoadaHuo: REPORT.

| Mpy 06Hapy>KeHWUN Yrpo3 B UCMOAHSeMOM daiine Bce
° 3anylleHHble 3 Hero npoueccbl NPpUHyAUTE/IbHO
3aBepwatoTcs Dr.Web Industrial gnsa Linux.

netscan [<nyme>] HasHaueHue: VIHMLmMmMpoBaTh pacnpeseneHHyo NpoBepkKy ykazaHHOro
dalina wim katanora vYepes areHT CeTeBOW NPoBepKM AaHHbIx Dr.\Web
Network Checker. Ecnv HacTpoeHHble COeAMHEHNS C APYTUMM Y31aMK, Ha

PyKOBO,CLCTBO nosab3oBaTenda
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KoTopbix MeeTcs NpoaykT Dr.Web ans Unix, noasaep>xuBatoLmin GyHKLMIO
pacnpegeneHHOM NPoBepKK, OTCYTCTBYHOT, TO ByAeT Npoun3BejeHa
npoBepka C UCMOJ/Ib30BaHMEM CKaHWPYHOLWEro sapa, AOCTYNHOro NOKaabHO
(aHanornyHo KomaHae scan).

AprymeHTbl

<nyme > — nyTb K Gainy Mamn katanory, KOTOPbIA HY>XHO MPOBEPWUTD.
Ecaw stoT aprymMmeHT onyweH, To Npon3BoANTCA CKaHUPOBaHME AaHHbIX,
NOCTyMNakoLLLUX Yepes BXOAHOM noTok stdin.

Onuun

-—-Report <mun> — TN OT4YETa O NPOBEpPKE.
Bo3moXHble 3HaueHuA:
e BRIEF — KpaTKuli OTYET,
e DEBUG — nogpob6HbIl OTYeT;
e JSON — cepuanunzoBaHHbIN oTueT B popmate JSON.
3HayeHne No ymoaYaHuo: BRIEF.

--ScanTimeout <UHMep8Asa spemMeHU> — TaiM-ayT Ha NPOBepPKY
ofHoro daiina B MUANNCEKYHAAX.

3HauyeHue 0 ykasblBaeT, UTO BpeMs MPOBEPKM He OrpaHUYeHo.
3HayeHue No ymonyaHuo: 0.

--PackerMaxLevel <Yuc/i0> — MaKCUMabHbIli YyPOBEHb BAOXEHHOCTU
06bEKTOB NMpY NPOBepKe 3arnakoBaHHbIX 06bekTOB. [0y 3anakoBaHHbIM
06BEKTOM MOHVUMAETCA UCTMONHAEMbIA KOZ, CKaTbli MPU MOMOLLM
cneuvanmManpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takve 06beKTbI MOTYT BKIOUaTb Apyrue
3anakoBaHHble 06BbeKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb Apyrve
3anakoBaHHble 06bekTbl, U T. 4. 3HaueHue 3TOro nNapameTpa ycTaHaBavBaeT
npesenibHbIli YpOBEHb MepapXun BAOXKEHHOCTY, NOCAE KOTOPOTro 06beKTbl
BHYTPU 00beKTOB He HyayT NPOBepPATLCA.

3HaueHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMonyaHuio: 8.

--ArchiveMaxLevel <4uc/10> — MaKCUMabHbIA ypOBEHb
BJIOXKEHHOCTN 06BEKTOB NPW NPOBEPKE apXMBOB (. zip, .rar W 4p.), B
KOTOpble BJOXEHbI APYyrve apXuBbl, B KOTOPbIE, B CBOKO OYepedb, Takke
MOTYT BbITb BIOXKEHbI apXMBbl, U T. 4. 3Ha4YeHWe 3TOro napameTpa
yCTaHaBAMBaeT Npeje/bHblii YypOBEHb MepapXum BAOXKEHHOCTY, MOC/e
KOTOPOro apXuBbl BHYTPW apX1MBOB He ByAyT NpOBepATLCS.

3HaueHve 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbI BYAyT MPOMyLLEeHbI.
3HaueHvie Mo yMONuaHmo: 8.

--MailMaxLevel <YuC/10> — MaKCVMaJbHbI YPOBEHb BJIOXEHHOCTU
06bekTOB NpW NpoBepke GarnoB NOYTOBbLIX MporpamMm (.pst, . thb 1 ap.),
B KOTOPble MOTYT ObITb BNOXEHbI 0ObEKTbI, B KOTOPbIE Takxke MOTYT HbiTb
BJIOXKeHbI 06BEKTbI, U T. A. 3HaueHWe 3TOro NnapameTpa ycTaHaBAMBaeT

PyKOBO,CLCTBO nosab3oBaTenda
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npesesibHbIl YPOBEHb MepapXun BJAOXKEHHOCTY, NOCAE KOTOPOTro 06beKTbI
BHYTPY 0ObEKTOB He ByayT NpoBepATLHCA.
3HaueHWe 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbI HyAyT MPOMyLLEHbI.
3HauyeHue Mo yMOYaHWMIo: 8.

--ContainerMaxLevel <4uC/I0> — MaKCVMa/bHbIA YPOBEHb
BJIOXXEHHOCTV 06 BEKTOB MNPV NPOBeEPKe APYrvX TMOB 0O BEKTOB C
BAOXeHUAMMN (cTpaHuubl HTML, dainbl . jar 1 ap.). 3HaueHWe 3Toro
napameTpa ycTaHaB/AMBaeT Npeje/bHblil YyPOBEHb MEPaPXM BAOXKEHHOCTH,
nocae KOTOporo 06beKTbl BHYTPU 06bEKTOB He ByAyT NPOBepPATLCS.

3HayeHVe 0 yKa3blBaeT, UTO BJIOXKeHHble 06bekTbl HyAyT MPOMYyLLEHbI.
3HayeHne No ymMoYaHuIo: 8.

--MaxCompressionRatio <cmeneHb> — MaKCMMaibHO JoMNycTMas
CTeneHb CkaTvs NPOBepPAEMbIX OObEKTOB.

3HaueHue AONXKHO ObITb HE MeHee 2.
3HauyeHwue No ymonyaHumo: 3000.

--MaxSizeToExtract <YuC/I0> — OrpaHUYeHVe Ha pa3mep daiinos B
apxvBe. Paiinbl, pa3mep KOTOPbIX NPEBLILIAET 3HaUeHWe 3TOro NapameTpa,
6yayT NponyLeHbl Npy NpoBepke. Pa3Mep ykasbiBaeTcs Kak YncIo ¢
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykasaHo, YnCio
VHTEpMNpeTMpYyeTCca Kak pa3mep B Halitax.

3HaueHwue Mo yMoNYaHuIo: (He 3a0aHO).

--HeuristicAnalysis <On|Off> — ucnonb3osatb v 3BPUCTUUECKIIA
aHanu3 npu NpoBepke.

3HauyeHve no yMOAYaHWMO: On.

--Cure <Yes|No> — TpebyeTcs nm AenaTb NMOMbITKA SeYeHUs
06HapyXeHHbIX yrpos.

Ecav ykazaHo No, TO MPOU3BOAWTCS TOJIbKO MHGOPMUpOBaHue 06
0bHapy>KeHHOW yrpose.

3HaueHvie Mo ymMonuaHuo: No
HasHaueHue: VIHLMMPOBaTL «CbIpyto» MPOBEPKY yKasaHHOro daiina uim

KaTafiora c UCrnoJsib3oBaHWeM ckaHupytowero agapa Dr.Web Scanning Engine
HanpsAmyto, 6e3 1CrnosIb30BaHMA KOMMOHeHTa nposepku ¢pannos Dr.Web

File Checker.

PyKOBO,CLCTBO nosab3oBaTenda

152



A7 L4
X

-
¢

KomaHnpa

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

| Yrpo3bl, 06Hapy>XeHHbIE MPU «CbIPOM» CKaHUPOBaHWW, He
: 6yayT f06aBEeHbl B 0BLLMIA CNNCOK OBHapPYXKEHHBIX Yrpo3,

BbIBOAWMbIA KOMaHAOW threats.

PekomeHgyeTcs Mcnoab3oBaTb 3Ty KOMaHAY TONbKO A/is
oTtnagkv dyHkumoHnposaHua Dr.Web Scanning Engine.
KomaHga nmeeT cresytollyto 0CO6eHHOCTb: OHa BbIBOAWT
3aK1royeHve «cured» (BblJieYeH), eCN HEMTPaAM3oBaHa,
Mo MeHbLUen Mepe, 00Ha U3 yrpo3, 0H6Hapy>KeHHbIX B
danne (He ob6s3aTeslbHO 8Ce U3 HKX). Takum 06pa3om, He
pekomeHOyemcsl UCNOJIb30BaTb 3Ty KOMaHAy, ecau
TpebyeTcs HajexHoe ckaHMpoBaHve dalinos. Bmecto
3TOro AnA nNpoBepku GannoB 1 KaTaNoroB pekoMeHAyeTCs
MCNoab30BaTb KOMaHAY scan.

AprymeHTbl
<nyme> — nyTb K Galiny uam katanory, KOTOPbIA Hy>XHO MPOBEPUTD.
Onuun

--ScanEngine <nyme> — nyTb K Unix-cOkeTy CKaHMpyroLLero aapa
Dr.Web Scanning Engine. Eciiv He yka3aH, To A5 npoBepku byaeT 3anyLyeH
aBTOHOMHbIV 3K3eMMAAp CKaHupyroLero sapa (byaeT 3aBeplueH nocse
OKOHYaHWA NPOBepPKMN).

--Report <mun> — TUMN OTYeTa O NPOBEpPKE.
Bo3MoXkHble 3HaueHws:
e BRIEF — KpaTKuii OTYeT;
e DEBUG — MNOAPOOHbBIN OTUET;
e JSON — cepuanv3oBaHHbIn otyeT B popmaTte JSON.
3HayeHWe No ymoaYaHuo: BRIEF.

--ScanTimeout <uHMeps8as spemeHU> — TalM-ayT Ha NPOBEPKY
oZHOro daiina B MUINNCEKYHAAX.

3HaueHve 0 yKa3bliBaeT, YTO BpeEMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymMmoayaHuio: 0.

--PackerMaxLevel <4uc/l0> — MaKCUMabHbIA YPOBEHb BJIOXEHHOCTU
061BbeKTOB Npu NpoBepKe 3anakoBaHHbIX 06bekToB. 1o/ 3anakoBaHHbIM
06BEKTOM MOHMMAETCA UCTMONHAEMBIA KOZ, CKaTbIr MPU MOMOLLM
cneumanusnpoBaHHbix MHCTpyMeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine un ap.). Takne 06bekTbl MOTYT BKIOYaTb Apyrve
3anakoBaHHble 06beKTbl, B COCTaB KOTOPbIX Takoke MOTYT BXOAWTb Apyrue
3anakoBaHHble 06beKTbl, U T. 4. 3Ha4eHVe 3TOro napameTpa yctaHaBAMBaeT
npeAenbHbIN YPOBEHb MepapXuM BAOXKEHHOCTH, MOC/e KOTOPOro 06beKThl
BHYTPM 06beKkToB He ByayT NpOBepATLHCA.

3HaueHve 0 yKa3blBaeT, UTO BJIOXEHHbIE 06BEKTbI BYAYT MPOMyLLEHbI.

PyKOBO,CLCTBO nosab3oBaTenda
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3HaueHvie Mo ymMouaHmto: 8.

--ArchiveMaxLevel <yuc/10> — MakCUMabHbIA yPOBEHb
BJIOXKEHHOCTN 06bEKTOB NPW NPOBEPKE apXMBOB (. zip, .rar W 4p.), B
KOTOpble BJIOXeHbl Apyrie apxuBbl, B KOTOPbIE, B CBOK OUepelb, TakKe
MOryT 6biTb BNOXEHbI apXMBbI, U T. A. 3HaUYeHWe 3TOro napameTpa
yCTaHaB/VBaET Mpe/e/ibHbIN YPOBEHb epapXunn BAOXKEHHOCTH, Mocae
KOTOPOrO apXvBbl BHYTPW apXMBOB He BYyAyT NPOBePATLCS.

3HayeHVe 0 yka3bIBaeT, UTO BJIOXKeHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMonyaHuio: 8.

--MailMaxLevel <YuC/s0> — MaKCUMaJbHbIi yPOBEHb BNOXEHHOCTU
06beKkTOB NpW NpoBepke GalnoB NOYTOBLIX MporpamMm (.pst, . tbb 1 ap.),
B KOTOpPble MOTYT 6bITb BNOXeHbI 0O beKTbI, B KOTOPble Takke MOTYT ObiTb
BJIOXKEHbl 06BbEKTbI, U T. 4. 3Ha4eHWe 3TOro NnapameTpa ycTaHaBAMBaEeT
npesenbHbI ypOBEHb MepapXun BJOXKEHHOCTW, NOCae KOTOPOTro 06beKTbl
BHYTPU 06beKkToB He HyayT NpoBepATbLCA.

3HaueHve 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbl BYAyT MPOMyLLEeHbI.
3HaueHvie Mo yMONuaHmo: 8.

--ContainerMaxLevel <Yuc/i0> — MaKCUMabHbIA YPOBEHb
BJIOXKEHHOCTV 06BEKTOB MPW NPOBEPKe APYrvX TUMOB 06 bEKTOB C
BAOXeHUAMM (cTpanuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa yCTaHaB/AMBaAET NpejesbHbl YPOBEHb MEPAPXM BAOXKEHHOCTH,
nocne KOTOporo o6bEeKTbl BHYTPU 06BbEKTOB He HyAyT MpoBepATLCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwuto: 8.

--MaxCompressionRatio <cmeneHb> — MakKCMMalbHO AonycTmas
CTeneHb OKaTna NpoBepPAEMbIX 06beKToB.

[JonkHa 6bITb He MeHee 2.
3HaueHvie no ymoauaHuo: 3000.

--MaxSizeToExtract <Yuc/J0> — OrpaHUYeHve Ha pasMep GaiinoB B
apxuse. ®aiiibl, pazMep KOTOPbIX MPEBbILLAET 3HaueHe 3Toro napameTpa,
6yayT NponyLLeHbl Npy Nposepke. Pazmep ykasblBaeTcs Kak uMCio C
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykazaHo, uncio
MHTepnpeTMpyeTCs Kak pa3mep B banTax.

3HaueHWe No yMONYaHuKo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ucnonb3oBatb N1 3BPUCTUUECKUN
aHaau3 Npu NpoBepKe.

3HauyeHue No ymMoa4aHuo: On.

--Cure <Yes|No> — tpebyeTcs nm Aenatb MOMbITKA S€YeHUs
06Hapy>KeHHbIX Yrpos3.

Ecnv ykazaHo No, TO NMPOMU3BOAUTCSA TOJIbKO MHOOPMUpOBaHMe 06
0OHapy>KeHHOW yrpose.

3HauyeHue no YMOAYaHWMO: No.

PyKOBO,CLCTBO nosab3oBaTenda
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--ListCleanItem — BKIOUYNTb BbIBOZ CMMCKa YNCTbIX Galrinos npu
npoBepke KOHTelHepa.

--ShellTrace — BKIOUUTb BbIBOJ, AOMOJHUTENBHOW OTNAL0UYHON
MHGOpMaLMM Npu NpoBepke daina.

--Output <nyme k ¢paliny> — nybnnpoBaTb BbIBOZ KOMaHAbl B
yKa3aHHbI dann

HasHaueHue: /IH1MupmmpoBaTh NPOBEPKY yKa3aHHOrO dalina uan katasora
Ha yKa3aHHOM YZa/fieHHOM Yy3/e, MOAKIUMBLINCL K HEMY Yepe3 SSH mau
Telnet.

| Yrpo3bl, 06Hapy>XeHHble MPU YAaNeHHOM CKaHUPOBaHNUK,
: He ByayT HelTpasv3oBaHbl, Hoaee TOro, oHU He ByayT

fo6aBneHbl B 06N CIMCOK 0BHAPY>KEHHbIX Yrpo3,
BbIBOANMbIA KOMaHAOW threats.

Bbl MO>KeTe ncnonb3oBaTb 3Ty KOMaHAy TONbKO ANA
06Hapy>eHWs BPeAOHOCHbIX WK NMOA03PUTENbHbIX
dannoB Ha yaaneHHoM y3ne. [ins yctpaHeHUs
06Hapy>XeHHbIX YrpO3 Ha yAaNeHHOM y3e Heob6XxoAMMO
BOCMO/1Ib30BaTbCA CPEeACTBAMU yrpaBAeHus,
npeAoCTaBAAEMbIMWU HEMOCPEACTBEHHO 3TUM Y3/10M.
Hanpumep, ana poytepos, TB-npuctaBok 1 Npoymx
«YMHbIX» YCTPOMCTB Bbl MOXeTe BOCMO/b30BaThCA
MexaHM3MOM OOHOBAEHWS MPOLUVBKY, @ A/1f
BbIUYNCAUTENbHBIX MaLLWH — BbIMOJHMB NOAKAOYEHME K
HVM (B TOM uncie — B yAaJ€eHHOM TePMUHAIbHOM
pexume) 1 NpounsBess COOTBETCTBYHOLLME OMnepaLym B nxX
darinoBoit cucteme (yaaneHvie nam nepemelleHne Gpannos
M T. N.) AN 3anycTuB aHTVBMPYcHoe 1O, ycTaHoB/eHHOe
Ha HWX.

AprymeHTbl

o <y3en> — IP-agpec nnn fomMeHHoe 1Ms y3/1a, K KOTOPOMY HeoHX0AUMO
NOAK/IHOUUTLCA AN NPOBEPKU.

® <nyme> — NyTb K Gpainy Wan KaTtanory, KOTOPbIN HY>HO NPOBEPUTb
(BonKeH BbITb abCONOTHBIM).

Onuun

-1 [--Login] <umMmsa> — norvH (MMa NoNb30BaTeNsd) ANA aBTOpPM3aLMK

Ha yAaNeHHOM y3/e Yepes BbibpaHHbIA MPOTOKO.

Ecam nms nonb3oBaTtens He YKa3aHo, 6yp,eT npoussejeHa nonbITka
NOAKMNOUNTLCA K YAaleHHOMY y3/1y OT MEHU MOJib30BaTes,
3anyCcTMBLLUEro KOMaHAay.
-i [--Identity] <nyme Kk ¢paliny> — baiin 3akpbITOro Kioya Ans
ayTeHTUbUKaLWM yKa3aHHOTO MoJib30BaTeNs Yepes BblbpaHHbIA MPOTOKO.

PyKOBO,ELCTBO nosab3oBaTenda
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@ KomaHga remotescan npeAHasHayeHa Ans

: CKaHWpoBaHua MapLpyTtmuzatopos SOHO (Small Office /
Home Office). Kntou B popmate, ncnosbyeMom no
YMOJIYaHMIO YTUANTON ssh-keygen, He NOAAEPKMBAETCS.
[ns npoBepku yaaneHHoro y3na no SSH tpebyetcs krou
B dopmaTe PEM, KOTOPbIA MOXHO CreHepupoBaTh
KOMaHAO:

$ ssh-keygen -t rsa -m PEM -f rsa pem

-m [--Method] <SSH|Telnet> — meToz (MPOTOKO) MOAKNOUEHMA K
yAaneHHoMy y3y.

Ecnv meTog He ykasaH, 6yzeT ncrnosb3osaH SSH.

-p [--Port] <4ucno> — HOMep MNopTa Ha yAaneHHOM y3ae AN
noAgKnrO4YeHnA vyepes Bbl6paHHbIl7I NPOTOKO.

3HaueHWe No ymosyaHuto: MopT Mo yMONYaHWIO A1 BbIGpaHHOTO
npoTtokosa (22 — ans SSH, 23 — ans Telnet).

--UseChannels <Yyuc/s0> — 4YMUCIO KaHaNOB nepejayvn AaHHbIX.
3HauyeHve no YMOJIYaHUIO: 5.

--Password <Nnapo/b> — Maposib ANs ayTeHTUdUKALMK YKa3aHHOTO
nosib30BaTeNs yepes BbIGPaHHbIA NPOTOKO.

f | E Maposb nepesaetca B OTKPbITOM BUAE.

--Report <mun> — TN OT4YeTa O NPOBEpKe.
Bo3ModkHble 3HaueHMs:
e BRIEF — KpaTKuii OTYET;
e DEBUG — MNoApO6HbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HayeHne No ymoaYaHuMio: BRIEF.

--ScanTimeout <uHMepsas spemeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUIINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA NMPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymMoayaHuio: 0.

--PackerMaxLevel <yuc/i0> — MaKCUMaibHbl yPOBEHb BAOXKEHHOCTU
06DBEKTOB MpU NpoBepKe 3anakoBaHHbIX 06beKkToB. 1o 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMbIN KOA, CKaTblVi MPU MOMOLLM
cneumanusnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 00BbeKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb ApYrue
3anakoBaHHble 06beKTbl, U T. 4. 3HayeHWe 3TOro NnapameTpa ycTaHaBAMBaeT

PyKOBO,ELCTBO nosab3oBaTenda
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npesesibHbIl YPOBEHb MepapXun BJAOXKEHHOCTY, NOCAE KOTOPOTro 06beKTbI
BHYTPU 0OBbEKTOB He ByayT NPOBEPATLCA.

3HayeHVe 0 yKa3blBaeT, UTO BJIOXKEHHble 0H6BbEeKTbl HyAyT MPOMYLLEHbI.
3HayeHVe Mo YMONYaHUIO: 8.

--ArchiveMaxLevel <yuc/10> — MakKCUMabHbIA yPOBEHb
BJIOXKEHHOCTN 06bEKTOB NPW NPOBEPKE apXMBOB (. zip, .rar W 4p.), B
KOTOpble BJIOXeHbl Apyrie apxuBbl, B KOTOPbIE, B CBOK OUepelb, TakKe
MOTryT 6biTb BNOXEHbI apXMBbI, U T. A. 3HaUYeHWe 3TOro napameTpa
yCTaHaB/AVBaET Npe/e/ibHbIN YPOBEHb epapXunn BAOXKEHHOCTH, Nocae
KOTOPOrO apXvBbl BHYTPW apXMBOB He BYyAyT NPOBePATLCS.

3HaueHVe 0 yka3blBaeT, UTO BJIOXKeHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMonyaHuio: 8.

--MailMaxLevel <YuC/i0> — MaKCUMaJbHbIi yPOBEHb BNOXEHHOCTU
06bekTOB NpW NpoBepke GanoB NOYTOBLIX MporpamMm (.pst, . tbb 1 ap.),
B KOTOpPble MOTYT 6bITb BNOXEeHbI 0O beKTbI, B KOTOPble Takke MOTYT ObiTb
BJIOXKEHbl 06bEKTbI, U T. 4. 3Ha4eHWe 3TOro NapameTpa ycTaHaBAMBaEeT
npesenbHbI ypOBEHb MepapXun BJOXKEHHOCTW, NOCae KOTOPOTro 06beKTbl
BHYTPU 06beKkToB He HyayT NpoBepATbLCA.

3HaueHve 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbl BYAyT MPOMyLLEeHbI.
3HaueHvie Mo yMONuaHmo: 8.

--ContainerMaxLevel <Yuc/i0> — MaKCUMabHbIA YPOBEHb
BJIOXKEHHOCTV 06BEKTOB MPW NPOBEPKe APYrvX TUMOB 06 bEKTOB C
BAOXeHUAMM (cTpanuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa yCTaHaB/AMBAET Npeje/bHbl YPOBEHb MEPAPXM BAOXKEHHOCTH,
nocne KOTOporo o6bEeKTbl BHYTPU 06BbEKTOB He HyAyT MpoBepATbCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwmto: 8.

--MaxCompressionRatio <cmeneHb> — MaKCMMalbHO AonycTmas
CTeneHb OKaTna NpoBepPAEMbIX 06beKToB.

[JonkHa 6bITb He MeHee 2.
3HaueHvie no ymoauaHuo: 3000.

--MaxSizeToExtract <Yuc/J0> — OrpaHUYeHve Ha pasmep GaiinoB B
apxuse. Gaiiibl, pazMep KOTOPbIX MPEBbILLAET 3HaueHVe 3Toro napameTpa,
6yayT NponyLLeHbl Npy Nposepke. Pazmep ykasblBaeTcs KakK UMCIo C
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykazaHo, uncio
MHTepnpeTMpyeTCs Kak pa3mep B banTax.

3HaueHWe No yMONYaHuKo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ucnonb3oBatb N1 3BPUCTUUECKUN
aHaau3 Npu NpoBepKe.

3HauyeHue No ymMoa4aHuo: On.

--Exclude <nyme> — MyTb, UCK/IOYaEMbIV U3 NpoBepKkn. MoxeT
BK/IOYaTh B Cebs daliioByro Macky (cogepikalllyto CUMBOJIbI ? U *, a Takxke
CUMBOJIbHbIe Knaccbl [ 1, [! 1, [~ 1). MyTb (B TOM uncie cogep kallnii
MacKy) AOKeH ObITb abCONOTHBIM.

PyKOBO,CLCTBO nosab3oBaTenda
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Heobs3aTtenbHas onums; MoXeT bbITb yka3aHa 6osee ogHOTO pasa.

--TransferListenAddress <adpec> — ajpec, NPOCNyLIMBaEMbIV ANs

npvema ¢ainoB, nepesaBaembix Ha NPOBEPKY YAaNeHHbIM YCTPONCTBOM.
Heobs3aTtenbHas onuuwa. Ecam He ykasaHa, MCMO/b3yeTcs NPOW3BOJbHbIN
ajpec.

--TransferListenPort <nopm> — MOPT, NPOCAYLLIMBAEMbIV ANS

npvema ¢ainoB, nepesaBaembix Ha NPOBEPKY YAaNeHHbIM YCTPONCTBOM.
Heobs3aTtenbHas onums. Eciv He ykasaHa, UCMOAb3YeTCs CyYaiHbIi
nopT.

--TransferExternalAddress <adpec> — afpec ANs nepegauv

¢dannoB Ha NPoBepKy, coobLLaeMbIi yaaneHHOMY YCTPOWCTBY.

Heobna3atenbHas onunA. Ecnn He yKa3aHa, NCNoab3yeTca 3Ha4veHne
onumm --TransferListenAddress, MO0 UCXOAALLUIA ajpeC yxe
YCTaHOBNEHHOW Ceccum.

--TransferExternalPort <nopm> — nopT Ana nepegauv GanoBs Ha
npoBepKy, COObLLLaEeMbIN YAasieHHOMY YCTPOWCTBY.

Heobs3aTtenbHas onuma. Ecan He ykasaHa, MCMoJ/ib3yeTca Mnopr,
onpezeneHHbIN aBTOMaTUUECKM.

--Forcelnteractive — WCNONb30BaTb NHTEPAKTMBHYHO ceccuto SSH
(Tonbko ana metoaa noakntoyeHms SSH).

HeobszamensHas onyus.

9.2.3.2. KomaHapbl ynpaBsieHUA yrposamMm U KapaHTUHOM

,ﬂ,OCTyI’IHbI caegyrouime KoMmaHabl ynpasiaeHMAa yrpo3aMm U KapaHTUHOM:

KomaHnpa

threats
[ <Belicmaue> <0b6bekm> |

OnucaHue

HasHaueHue: BbinosiHUTL ykazaHHOe AelicTBME C OOHapPYXXeHHbIMU paHee
yrpo3amu rno ux uaeHtMpukatopam. Tun JencTeus onpesensertcs
yKasaHHOW onupei KoMaHabl.

Ecnn pelicTBMe He yka3aHoO, TO BbIBECTU Ha 3KpaH MHbOpMaLmo 06
06Hapy>XeHHbIX, HO He 06e3BpeXeHHbIX yrpo3ax. IHbopmaLws 06 yrposax
BbIBOAMWTCA B COOTBETCTBUM C HOPMATOM, 3aJaHHbIM Heobs3aTeNbHOM
onunen --Format. Ecam onums --Format He yKasaHa, TO ANs KaXzaown
Yrpo3bl BbIBOAUTCA Ceaytolas uHGopmaums:

e 1aeHTUdVKATOP, MPUCBOEHHbIN yrpo3e (MopsaKOBbI HOMED);
® MOJIHBIN MyTb K MHOULMPOBAHHOMY daliny;

e VHbOpMaLms 06 yrpose (MMs, TN Mo KaaccudmKaLmm KoMnaHum
«[loktop Beb»);

e vHbOpMauus o daiine: pasMep, Nob30BaTeNb-BAajeNeL, AaTa
nocneAHero V3MeHeHus;

* UCTOPUS AEUCTBUI C MHOULMPOBAHHBIM daiinom: o6HapyKeHve,
NpUMeHsBLUMECH AeUCTBUS U T. M.

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue
AprymeHTbI: Her.

Onuun

--Format "<cmpoka ¢popmama>" — BbIBOAUTb MHGOPMaALWMIO 06
yrposax B ykazaHHoMm dopmaTe. OnvcaHve cTpoku dopmata npueeseHo
HUXKE.

| Ecnv 3ta onums ykasaHa COBMECTHO C Nt0601 13 onumnid-
: JeViCTBUIN, OHa UrHOPUpPYeTCS.

-f [--Follow] — OXwvaaTb NOCTYNAEHWNs HOBbIX COOBLLEeHUI 06 yrpo3ax
n BbIBOAUTL WX cpasy npu noctynaeHun (CTRL+C npepbiBaeT oxugaHve).

| Ecnv 3ta onumsa ykasaHa COBMECTHO C N1t0601 13 onumii-
: JEeVICTBUIA, OHa UrHopUpYyeTCcs.

--Cure <CNUCOK y2p03> — BbIMONHUTL MOMbITKY IEUEHNS NMEePeUNCTIEHHbIX
yrpo3 (uaeHTMbUKaTopbl Yrpo3 NepeuncisioTcs Yepes 3ansTyto);

--Quarantine <CNUCOK y2po3> — BbINOJNHUTb NepeMeLLEeHVe B
KapaHTWH NepeydncieHHbIX Yrpo3 (MaeHTUdMKATOPbI Yrpo3 NepeUncistoTcs
yepes 3anaTyto);

--Delete <CNUCOK yepo3> — BbINONHUTb YAaNEeH/E NepPeYnCIeHHbIX
yrpos (naeHtndurKaTopbl Yrpo3 nepeduncaatoTcs Yepes 3anaTyro);

--Ignore <ChUCOK yepo3> — UFHOPUPOBATb NepeYnCIeHHble Yrpo3bl
(naeHTMdVKaTOPbI YTPO3 NEPeUncafatoTca Yepes 3anaTyto).

Ecnn TpebyeTtcs NpyvMeHUTb AeicTBrE KO BCEM OBHapYKEHHbLIM Yrpo3am,
BMECTO <CNUCOK y2po3> ykaxuTe Al1l. Hanpumep, komaHza:

S drweb-ctl threats --Quarantine All

nepemMeLLaeT B KapaHTUH Bce 06Hapy>KeHHble 06BEKTLI C yrpo3amu.

--Directory <CNUCOK KAMA/0208> — BbIBOAMUTb TONbKO T€ Yrpo3bl,
KoTopble Hbln 06HapyxeHbl B painax B kaTanorax u3
<CNUCKa Kamano2o08>.

| Ecnv 3ta onums ykasaHa COBMECTHO C Nt0601 13 onuunid-
: [EVICTBUIA, OHA UrHOpUpYeTCs.

HasHaueHue: [pyMeHUTb JeNCTBIE K yKa3aHHOMY 06beKTy, HaxoaaLemycs
B KapaHTuHe.

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue

Ecnu pelicTBMe He yka3aHO, TO BbIBECTW Ha 3KpaH MHGopmMaLmo 06
06beKTax, HaXOAALLMXCA B KapaHTUHE, C yKazaHeM UX UaeHTMdMKaTopoB U
KpaTkol nHGopMaumm 06 UCXOZHbIX dalinax, nepemeLleHHbIX B KapaHTUH.
NHpopmaLysa 06 n30ampoBaHHbIX 06beKTax BbIBOAUTCA B COOTBETCTBUN C
bopmaTom, 3asaHHbIM Heobs3aTeNbHOW onuuel —-Format. Ecam onuus
--Format He yKasaHa, TO A5 KaXZA0oro M30JMpOoBaHHOTO 0b6bekTa
BbIBOAUTCA Ceaytolas uHGopmaums:

e NAeHTMMKATOP, NPUCBOEHHDIN M30ANMPOBAHHOMY OObEKTY B KapaHTUHE;
e UCXOAHBIV MyTb K daiiny, NnepemMeL,eHHOMY B KapaHTUH;
e faTa nepeMelleHvs daina B KapaHTuH;

e vHbOpMauus o daiine: pasmep, Nosb3oBaTeNb-BAajeNeL, AaTa
NnociesHero n3MeHeHus;

e MHPopmMaLys 06 yrpose (MMs, TUM MO KiaccubUKaLmm KOMMNaHUm
«[lokTtop Beb6»).

AprymeHTbl: Hert.

Onuun

--Format "<cmpoka gpopmama>" — BbIBOAWUTb MHGOPMaLMIO 06
0b6beKTax, HAXOAALWMXCSA B KapaHTVHe, B ykazaHHOM dopmaTe. OnvcaHve
CTPOKM dopMaTa NPUBEAEHO HUXKE.

| Ecnu 3Ta onums ykasaHa COBMECTHO C t060M 13 onumii-
: [LeNCTBUIA, OHa UTHOPUPYETCS.

-f [--Follow] — OXwuaaTb NOCTyraeHNs HOBbIX COObLLeHUI 06 yrpo3sax
" BbIBOAUTb UX cpa3y npu noctyrieHnn (CTRL+C npepbiBaeT oxungaHve).

| Ecav 3ta onums ykaszaHa COBMECTHO C N1t0601 13 onumn-
: LEeVICTBUA, OHA UrHOpUpYeTCs.

-a [--Autonomous] — 3anyctuTb aBTOHOMHbIM 3K3eMMnaAapP KOMMoOHeHTa
nposepku ¢parnos Dr.Web File Checker ans BbINONHEHWA 3afaHHOTO
LEeVICTBUA C KapaHTMHOM, 3aBepLUnB paboTy KOMMOHEHTa MOC/AE OKOHYaHUs
JencTBus.

DTa onuma MOXeT HbITb MPYMEHEHA COBMECTHO C 0601 13 ONUWiA,
yKa3zaHHbIX HIXKe.

--Discovery [<CNUCOK Kamaso208>,] — MNPOU3BECTN MOUCK KaTal0roB
KapaHT/Ha B YKa3aHHOM CMMCKe KaTaaoros v 206aBuTb UX K
KOHCONMAMPOBaHHOMY KapaHTUHY B Caydae obHapyxxeHus. Ecan

<CNUCOK Kamasio2o8> He yKa3aH, TO NpOou3BECTN MOWNCK KaTaJoros
KapaHTMHa B CTaHAAPTHbIX MecTax GalnnoBOM CUCTEMBbI (TOUKM
MOHTVMPOBaHNA TOMOB W JOMAaLLHME KaTaaorn nojb3oBaTenen).

PyKOBO,CLCTBO nosab3oBaTenda
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KomaHnpa OnucaHue

OTa onuyvs MOXET BbITb YKa3aHa COBMECTHO He TO/IbKO C onuuent —a (--
Autonomous) (CM. BbIlle), HO U C 11060 U3 ONUUN-AENCTBUN,
nepeuncaeHHbIx Hxe. bonee Toro, eciv kKoMaHga quarantine
3anyckaeTcs B peXkvMe aBTOHOMHOTO 3K3eMrispa, T. €. C Onuuen —a
(--Autonomous), HO 6e3 onuun —-Discovery, TO 3TO PaBHOCUIbLHO
BbI3OBY:

quarantine --Autonomous --Discovery

--Delete <06bekM> — yAaAUTb yKa3aHHbIN 0OBbEKT, MOMELLEHHbIV B
KapaHTWH.

ii YpaaneHve obbekTa, MOMELLEHHOTO B KapaHTUH —
2 HeobpaTuMas onepauys.

--Restore <06bekm> — BOCCTAHOBUTb yKaBaHHbIVI 0b6BbekT 13
KapaHTHa B UCXO4HOE MEeCTO.

@ [ns BbINONHEHUA 3TOrO AENCTBUS MOXET NoTpeboBaThCH,

: uTo6bl drweb-ctl 6blna 3anylieHa OT UMEeHU
cyneprosib3oBaTens (nonb3oBaTens root). BocctaHOBUTb
bann 13 KapaHTMHA MOXHO, Aaxke eciv OH MHPULMPOBAH.

--Cure <06bekm> — MonbITaTbCsA BblIEUNTb YKa3aHHbIN 0O beKT B
KapaHTWHe.

@ [axke ecnm 06beKT 6bin yCNewHO BbleYeH, TO OH BCe

° paBHO OCTaHeTcs B KapaHTuHe. [lna v3BneyeHus obbekTa
13 KapaHT/Ha BocnonbsyﬁTer onuven BOCCTaHOBJIEHVS
==Restore.

--TargetPath <nyme> — BOCCTaHOBWUTb OOBEKT M3 KapaHTMHa B
yKazaHHOe MecTo: KaK daiin C ykasaHHbIM UMEHEM, ECIN <NymMb> — 3TO
nyTb K Ganny, Wan B yKaszaHHbIN Katanor (eciv <nyme > — 3TO MNyTb K
kaTanory). MoxeT ObITb yka3zaH Kak abCONOTHBIN MyTb, Tak U
OTHOCUTE/IbHBIA (OTHOCUTENBHO TeKyLLLero KaTaaora).

l OI'ILI,VIFI NMPUMEHAETCA TOJIbKO COBMECTHO C onu,meﬁ
° BOCCTAaHOBJIEHUS ——Restore.

B kauectBe <06bEKM> NCNONb3YeTCA UaeHTUPMNKaTOp obbekTa B
KapaHTuHe. Eciv TpebyeTca npUMeHWTb AelCTBUE KO BCEM OOBbeKTaM,
HaXoAsALWMMCS B KapaHTUHE, BMeCTO <obbekm> ykaxute Al1l. Hanpumep,
KOMaHza

$ drweb-ctl quarantine --Restore All --TargetPath test

PyKOBO,ELCTBO nosab3oBaTenda



Ty
),
A

A
$

KomaHnpa

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

BOCCTaHaBJIMBAET M3 KapaHTUHa BCE MMeLWnecs B HEM O6'beKTbI,
nomeLasa nx B NoaKkaTanor test, HaXO/J,FILU,VIl‘/IICFI B TEKYLLEM KaTanore, 13
KOTOpOTO 3anylleHa KomMaHga drweb-ctl.

| Ecan pna BapuaHta —--Restore All ykasaHa
: AOMoJIHUTENIbHAA onuuA —-TargetPath, TO OHa AO/XKHa

3afaBaTb MyTb K KaTajory, a He K dainy.

dopmaTUpoOBaHHbIN BbIBOA, AAaHHbIX ANs koMmaHp threats m

quarantine

®opmar BbIBOAa 3asaeTcA cTpokor dopmaTa, yka3zaHHOW B KauecTBe aprymeHTa
Heobs3aTeNbHOM OoNunK —-Format. CTpoka ¢popmaTta 0653aTeNbHO yKa3biBAaETCA B KaBblUKaX.
Crpoka dopmaTta MOXeT BK/ItoUaTh B cebs kak 06blUHble CMMBObI (ByaAyT BbiBEAEHbI Ha 3KpaH
«KaK eCTb»), TakK M CNeunann3npoBaHHble MapKkepbl, KOTOPble NPUX BbiBOAE OyayT 3aMeHEeHbI
Ha COOTBETCTBYHOLLYHO MHPOpMaLmto. JOCTynHbI cieytoLlme MapKepbl:

1. Obwpe ana KOMaHA threats U quarantine:

Mapkep

s{n}

${t}

s{threat name}

%{threat type}

%{size}
%{origin}
%{path}

S{ctime}

${timestamp}
% {owner}

% {rowner}

OnucaHue

MNepeBog CTpOKM

Tabynaums

Vims ob6Hapy>KeHHOW yrpo3bl MO knaccuburkaumm koMmnaHmm «Joktop Beb»

Tun yrpossbl («<known virus» u T. A.) No kraccudukaLmm koMnaHum «Jokrop
Be6»

Pazmep ucxogHoro darina
MosHoe nmMs ncxogHoro danna ¢ nytem
CWHOHUM % {origin}

[JaTta/Bpemsa moaudvkaumm ncxogHoro daina B popmate "%Y-%b-%d %H:%M:
%S" (Hanpumep, "2018-Jul-20 15:58:01")

To e, uto 1 ¥ {ctime}, HO B dopMaTe BpeMeHn Unix timestamp
Mosnb3oBaTtesnb-BAageneL ncxogHoro daina

YaaneHHblii Nonb3oBaTtesb-BAajenel, UCXoAHOro Gaiina (ecam He NMPUMeEHUMO
MW 3HaUeHVEe HEVM3BECTHO — 3aMeHseTcs Ha ?)

PyKOBO,CLCTBO nosab3oBaTenda
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2. Cneunduryeckne ana KOMaHabl threats:

Mapkep OnucaHue
5{hid} NaeHTndrkaTop 3anmcn 06 yrpose B peectpe UCTOpUM COBbITUIA, CBA3aHHBIX C YTPO30WA
s{tid} NaeHtndrkaTtop yrposbl

s{htime} [laTa/Bpems cobbITUsA, CBA3AaHHOTO C YrpO30i
s{app} NaeHtnomrkaTtop komnoHeHta Dr.Web Industrial gns Linux, o6paboTaBLiero yrposy

S{event} TlocneaHee cobbiTve, CBA3aHHOE C YrpO30i:

e FOUND — yrpo3a bbiia o6HapyxeHa;

e CURE — yrpo3sa 6blaa BblieyeHa;

e QUARANTINE — ain ¢ yrpo3oii 6bin nepemMelleH B KapaHTuH;
e DELETE — ¢aiin C yrpo3oi bbin yaaneH;

e IGNORE — yrpo3a 6bl1a NpouUrHopupoBaHa;

e RECAPTURED — yrpo3a 6bi1a ob6Hapy>eHa ApyruM KOMMOHEHTOM

s{err} TekcT coobuieHns 06 owmbke (ecan OLNOKN HET — 3aMEHSETCA Ha NYCTyH0 CTPOKY)

3. Cneunouryeckme ana KOMaHAbl quarantine:

Mapkep OnwucaHue

5{qid} NaeHTudrKaTop 06BbEKTa B KapaHTVHe

s{gtime} [aTa/Bpems nepemelleHrs obbekTa B KapaHTUH

${curetime} [JaTta/Bpemsa nonbITKM NeyeHns 06bekTa, NepeMeLLeHHOro B KapaHTUH (eCin He

NPVMEHNMO WM 3HaUeHVe HEU3BECTHO — 3aMeHAEeTCs Ha ?)

S{cureres} Pe3yanaT MomMbITKW IeYeHns obbekTa, nepemMeLLeHHOro B KapaHTUH:

e cured — yrpo3a Bbl1€Y€EHa;

e not cured — yrposa He BblieveHa MO0 MOMbITOK NeUYeHVs He
NPOU3BOANNOCH

Mpumep

$ drweb-ctl quarantine --Format "{%{n} %{origin}: %${threat name} - %${gtime}%
{n}}"
[laHHas KOMaHJa BbiBeAeT COAEPXKMMOe KapaHTMHa B BUAE 3aNnCeN CnesyroLlero Buaa:

{
<nyme k gpaliny>: <ums yeposvi> - <dama nepemeujeHus 8 KapaHmMuH>

}

PyKOBO,ELCTBO nosab3oBaTenda
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9.2.3.3. KomaHabl ynpaBsieHns KoHpurypaumemn

[ocTynHbI Cneayrolme KOMaHAbl ynpaBaeHNsa KOHPUrypaumnen:

Komanpa OnucaHue
cfset HasHaueHume: /13MeHUTb aKTVBHOE 3HaYeHVe yKa3aHHOro
<cekyus> .<napamemp> <3HadeHue>  mnapameTpa Tekylen koHpurypaumm Dr.Web Industrial gns
Linux.
AprymeHTbI

o <cekyus> — VMs CeKUMM KOHdUrypaumoHHoro daiina, B
KOTOPOW HaxoAWTCS U3MeHseMblli MapameTp. Ob6s3aTeNbHbIl
aprymeHr.

e <napamemp> — VMl UI3MEHAEMOrO MapameTpa.
Obsa3aTtenbHbI aprymMmeHT.

e <3Ha4yeHue> — HOBOE 3HaueHve napameTpa. O6sa3aTeNbHbI
aprymeHr.

| [na 3ajanHva 3HaYeHVs NnapameTpoB Bceraa
: ncrnonb3yetca dopmat

<cekyuAa>.<napamemp> <3Ha4yeHue>, 3HaK
npucBavBaHWA = HE UCNOIb3YeTCA.

Ecnv Bbl XOTWTE 3ajaTb HECKObKO 3HaUYEHNN
napamMeTpa, TO Hy>HO NMOBTOPUTb BbI3OB
KOMaHZbl cfset CTONbKO pa3, CKONbKO
3HaYeHWn NnapameTpa Bbl XOTUTE J06aBUTb.
Mpw 3TOM An1a AobHaBieHVs HOBOTO 3HaueHus
B CMUCOK 3HAaYEHUI NapameTpa HeOH6XoANUMO
MCMOb30BaTb OMUMIO —a (CM. HKXKe). Henb3s
yKa3blBaTb B KauecTBe aprymeHTa
nocnesoBaTeNbHOCTb

<napamemp> <3HadeHue 1>, <3Ha4yeHue 2>,
TaK KakK CTpoka "<3HauyeHue 1>, <3Ha4yeHue 2>"
OyAeT cunMTaThCs eAMHbIM 3HaYEHNEM
napameTtpa <napamemp>.

OnvcaHve koHbUrypaumoHHoro daina

AocCTynHO B pa3gene [Npunoxerue [
KonburypauvoHHbi davin Dr.Web Industrial

Ang Linux, a Takoke B JOKYMEHTaLmm
man 5 drweb.ini.

Onuumn

-a [--Add] — He 3aMeHsTb Tekylllee 3HaYeHe napameTpa, a
806aBUTb yKazaHHOE 3HaUeHWe B CMIMCOK 3HaYeHWii NnapameTpa
(ZOMYyCTUMO TONBKO A/ MAapaMeTpPOoB, KOTOPbIe MOTYT UMeTb
CMNCOK 3HaueHu). Takoke 3Ty onNuuo Heo6X0AMMO

PyKOBO,CLCTBO nosab3oBaTenda
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[ <cekyus> [ . <napamemp>1] ]
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OnucaHue

Mcnonb3oBaTb ANA AO6aBﬂeHI/IFI HOBbIX rpynn rnapamMmeTpos C
TEerom.

—e [--Erase] — He 3aMeHsATb TeKylllee 3Ha4eHne
napamMeTpa, a yaaantb yKazaHHOe 3HayeHne 13 ero Crvcka
(4ONyCTUMO TONbKO AAS NapaMeTpOB, KOTOPblE UMEROT CNNCOK
3HaYEHUN).

-r [--Reset] — cbpocutb NapamMeTp B 3HaUeHWe Mo
YMOJIUaHWIO. <3HayeHUe> B 3TOM C/lydae B KOMaHAe He
yKa3blBaeTCs, a eC/IM yKazaHO — UrHOPUPYeETCS.

OI'ILI,I/IVI He ABAsAOTCA 06A3aTeNbHbIMU. ECan oHM He yKa3aHbl, TO
TeKyliee 3HavyeHune napamMeTpa (B TOM umcne cnncok 3HaLIEHI/II7I)
3aMeHAETCA Ha yKa3aHHO€E 3Ha4eHune.

[nsa cekumi, onucbiBatoLW WX UHAVBMAYaAbHbIE MapaMeTpbl ,
NpVYMeHEHWe ONuUUKN —r NMPUBOAMWT K 3aMeHe 3HaueHus
napameTpa B MHAMBUAYabHOW CEKLMN Ha 3HaUEHWe, yKa3aHHoe
Yy COOTBETCTBYIOLLLEFO «POANTENbCKOrO» NapameTpa B CEKLM
HacTpoeK KOMMOHEHTa.

@ [ns BbINOSIHEHUS 3TOW KOMaHAbl TpebyeTcs,

UTo6bl drweb-ctl Oblna 3anyLieHa OT UMEHU
cynepnoab3oBaTens (nonb3oBatens root). Mpwn
Heo6X0ANMOCTN UCMONb3YNTe KOMaHAbI su
mam sudo.

HasHaueHume: BbiBeCTv Ha akpaH NapameTpbl TekyL el
koHurypaumm Dr.Web Industrial gns Linux.

[nsa BbiBOZa NapameTpOB MO YMOJYaHUIO UCMOJIb3YyeTCs
dopmart <cekyus>.<napamemp> = <3HadeHue>. Cekuum 1
napamMeTpbl He YCTaHOBAEHHbIX KOMMOHEHTOB MO YMOJ/IYaHWIO He
BbIBOAATCA.

AprymeHTbI

e <cekyua> — UMS CeKLUMN KOHUrypaLmoHHoro daiina,
napameTpbl KOTOPOR HYXHO BbIBECTW Ha 3KpPaH.
Heoba3aTenbHbln aprymeHT. Ecin He ykasaH, TO Ha aKpaH
BbIBOAATCA MapameTpbl BCeX CeKUMA KOHGUrypaLMOHHOTO
danna.

e <napamemp> — UMs BbIBOAUMOIO MapameTpa.
Heobs3aTenbHbi aprymeHT. Ecv He ykasaH, BbIBOAATCSA BCe
napameTpbl yKa3aHHOW CeKLyW, B MPOTUBHOM C/ydyae
BbIBOAWTCA TONbKO 3TOT NapameTp. Ecam ykaszaH 6e3 nmenn
ceKkuumn, TO BbIBOAATCA BCE BXOXAEHWA 3TOTo NnapamMeTpa BO
BCe CeKLMM KOHPUrypaumoHHoro daina.

PyKOBO,ELCTBO nosab3oBaTenda
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OnucaHue

Onuun

—--Uncut — BbIBECTM Ha 3KpaH BCe MapaMeTpbl KOHdUrypaumy,
a He TOJIbKO Te, KOTOpPble UCMOJIb3YHTCS TEKYLLM
YCTaHOBJ/IEHHBIM HABOPOM KOMMOHEHTOB. Ec/in He ykasaHo, TO
BbIBOAATCA TOJIbKO Te MapaMeTpbl, KOTOPbIE UCMOJb3YHOTCS
UMEIOLLMMUCS KOMMOHEHTaMMU.

—--Changed — BbIBECTV TOJIbKO T€ NapaMeTpbl, 3HaUEeHWs
KOTOPbIX OT/IMYALOTCA OT 3HAUEHWIA MO YMOJUAHUIO.

--Ini — BbIBECTV 3HaueHWs napameTpoB B dpopmaTe dainna
.ini: cHayana B OTAE/IbHOWN CTPOKE BLIBOAWUTCA UMS CEKLMN,
3aK1r0YeHHOe B KBaApaTHble cKobKK, mocae yero napameTpsi,
npvHagnexallyye cekuyn, NnepeyncnatoTca B Buge nap
<napamemp> = <3Ha4yeHue> (MO OAHOMY B CTPOKE).

—--Value — BbIBECTM TO/NbKO 3HAaYEHMNE YKa3aHHOTO
napameTpa. B aTom cnyuae aprymeHT <napamemp >
obAzaTeneH.

HasHaueHue: Mepe3sarpy3unts koHourypaumto Dr.Web Industrial
ans Linux.

Mpwv 3TOM AeMOH ynpasaeHus koHourypaumen Dr.Web ConfigD
BbINOJHAET CeAyroLmne feiCTBYSA:

e repeunTbiBaeT KOHOUIYPaLWIO 1N pacchbilaeT ee U3MeHeHUs
Bcem komMmnoHeHTam Dr.Web Industrial ana Linux;
e nepeoTkpbiBaeT XypHan Dr.Web Industrial gns Linux;

e 3anyckaeT KOMMOHEHTbI, UCMO/b3YHoLLiNe BUPYCHble 6a3bl
(BKItOYAS aHTMBUPYCHOE AA4PO);

® [bITAa€TCA 3anyCTUTb KOMIMOHEHTHI, pa60Ta KOTOPbIX bbina
HeLWTaTHO 3aBepLUeHa.

AprymeHTbl: HerT.

Onuun: Het

9.2.3.4. PaclumpeHHble KOMaHAbI

B aTom pasgene

° KOMaHAbI ynpaBJaeHnA obHOBAEHUEM U pa60T0|7| B pexXxnme ueHTpanmosaHHoﬁ 3allNThI

L MH@OQMaLI,I/IOHHbIe KOMaHAbl

PyKOBO,CLCTBO nosab3oBaTenda
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9.2.3.4.1. KomaHabl ynpaBsieHns obHoBieHnemM n paborou B
pe>XxMme L,eHTPa/IM30BaHHOMN 3alUThI

[loCTynHbI Cneayrolme KOMaHAbl ynpaBaeHns o6HOBNEHNEM U paboToN B pexunme
LEHTPaNM30BaHHOM 3aLUMThI:

Komanpa

update

esconnect
<cepgep> [ : <nopm>]

OnucaHue

HasHaueHue: VHMUMMpoBaTh NpoLEecc 0OHOBAEHWS aHTUBUPYCHBIX
KOMMOHEHTOB (BMPYCHbIX 6a3, aHTUBUPYCHOTO fiApa U NPOYVX, B
3aBUCMMOCTM OT MOCTaBKM) C cCepBepOB 0OHOB/IEHMIN KOMMaHuK «JokTop
Be6», npepBaTh y>Ke 3anyLeHHbIV NpoLecc OOHOBAEHWA UAN OTKaTUTb
pe3yabTaTbl NOC/eAHEro 06HOBEHWs, BOCCTAaHOBUB Mpe/playLle BepCun
06HOB/EHHbIX $aiinoB.

KomaHga He nmeet adpdekTa, ecnm Dr.Web Industrial ans
: Linux paboTaeT nog ynpasaeHnem cepeepa
LieHTPaIM30BaHHOW 3aLLnThI.

AprymeHTbl: Hert.

Onuun

--Stop — npepBaTb y>e UAyLLniA NpoLecc 06HOBAEHNS.

--Rollback — OTKaTUTb NocneAHee 06HOBAEHME N BOCCTAHOBUTD
nocnefHe CoxpaHeHHble KoM 0OHOBAEHHbIX GaitnoB.

—-—From <nyme> — BbINOJIHNTb ob6HoBNEHVE U3 YKa3aHHOIO KaTaaora 6e3
NOAKNHOYEHNA K MHTEPHETY.

--Path <nyme> — COXpPaHUTb B YKa3aHHbIl KaTanor Gaiibl, KOTOpble
6yayT MCnosb30BaTbCA AN OOHOBAEHWA 6e3 MOAKIOUYEHNS K UHTEPHETY.
Ecnv B 3TOT KaTtasnior yxe 6blan 3arpy>keHbl Gainbl, TO OHW ByayT
0BOHOB/IEHBI.

HasHauenue: Mogkntounts Dr.Web Industrial gns Linux k ykazaHHOMyY
cepBepy LEeHTpanun3oBaHHoW 3awutbl. O pexxiimax paboTbl CM. B pasjene

Pexxumbl paboTbl.

AprymeHTbI

e <cepgep> — IP-agpec unn ums y3na B CeTW, Ha KOTOPOM pacrnonaraercs
cepBep LeHTpann3oBaHHOM 3aLwmtbl. O6A3aTenbHbIA apryMeHT.

e <nopm> — HOMep MopTa, UCMOJIb3yeMOro CepBepoM
LeHTpann30BaHHOM 3aLwuTbl. Heobs3aTeNnbHbI aprymMeHT, yka3blBaeTcs
TOJIbKO B C/lyvae, eCv CepBep LEeHTPaNN30BaHHOW 3aLuUTbl UCMONb3YeT
HeCTaHAapPTHbIA NOPT.

Onuun

--Certificate <nyme> — nyTb K danny ceptudrkaTa cepeepa
LieHTPaI30BaHHOM 3aLLUUTbl, K KOTOPOMY MPOU3BOAUTCA MOAKIOYEHME.

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue

--Login <I/D> — norvH (naeHTMduKaTop paboyen ctaHLmMM) Ans
NOAKNOUEHWS K CEpBEPY LIEHTPANN30BaHHOM 3aLLUThI.

--Password <Nnapo/ib> — Maposib A5 MOAKIOYEHVS K CEpBEPY
LeHTPaAN30BaHHOM 3aLLWTbI.

-—Compress <On|Off> — NpuHYAUTENBHO MHALMMPOBATL CKaTue
nepefaBaeMbIx gaHHbIX (On) wan 3anpetutb ero (Off). Ecam onuma He
yKa3saHa, UCroab30BaHVe CKaTua onpesenaeTca CepBepoM.

--Encrypt <On|Off> — npvHyauTeNbHO MHULMMPOBaThL LWNbPOBaHMe
nepefasaeMbIx gaHHbIX (On) wan 3anpetutsb ero (Off). Ecam onuma He
yKa3aHa, NCnoib3oBaHue WndbpoBaHWa onpesenaeTca CepBepoM.

--Newbie — NOAKIOUNTLCA KakK «HOBUYOK» (MOJYUUTb HOBYIO YUETHYHO
3anu1cb Ha cepBepe).

--Group <ID> — ugeHTnduKaTop rpynrbl Ha CEPBEPE, B KOTOPYHD
cnepyeT NOMeCTUTb pabouyro CTaHLMIO MPW NOAKIHOYeHUW. YkasbiBaeTcs
TO/IbKO COBMECTHO C Omnupmeil —-Password.

--Rate <ID> — vaeHTUdMKaTOP TapMPHOW rpynmnbl, KOTOPYO CresyeT
NpVYMeHUTb K paboyein CTaHUMM NpUY ee BKIOUYEHWN B TPYMMY Ha cepBepe
LieHTPaM30BaHHOW 3aLnTbl. YKa3biBaeTCsA TOJIbKO COBMECTHO C onuyen —-

Group.

--CfgFile <nyme> — MOAKIOUUTLCA K CEPBEPY LIEHTPaIM30BaHHON
3aLUUTbl, UCMO/Ib3Ys KOHOUIYPaLWMOHHBIN halin ¢ HacTpOMKamu COeUHeHUs.

drweb-ctl 6blna 3anylieHa OT MeHU
cynepnosib3oBaTens (nonb3osatens root). Mpwn
HEOOXOANUMOCTU UCMONb3YITe KOMaHAbl su UAK sudo.

@ [nsa BbINONHEHMA 3TOW KOMaHAbl TpebyeTcs, UTobbI

HasHnauenue: OTitountb Dr.Web Industrial gns Linux oT cepsepa
LieHTPaI30BaHHOM 3aLLUUTbl U MEPEBECTU €r0 B aBTOHOMHbIN PeXnM
paboTbl.

| KomaHga He nmeet addekTa, ecnim Dr.Web Industrial ans
: Linux y>xe paboTaeT B aBTOHOMHOM peXxuMe.

AprymeHTbl: HerT.

Onuuu: Her.

l [ns BbIMONHEHMA 3TOW KOMaHAbl TpebyeTcs, UToObI
: drweb-ctl 6bna 3anylweHa oT MeHU

cynepnosb3oBaTens (nonb3osatens root). Mpwn
Heo6X0ANMMOCTN UCMONb3YNTEe KOMaHAbl su UAn sudo.

PyKOBO,CLCTBO nosab3oBaTenda
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9.2.3.4.2. NupopmaLMOHHbIE KOMaHAbI

AocTynHbl cneayrowme MHGOPMaLMOHHbIE KOMaHAbI:

Komanpa

appinfo

baseinfo

OnucaHue

HasHaueHue: BbiBecTr Ha 3kpaH MHbOpMaLmo O paboTaroLmx
komnoHeHTax Dr.Web Industrial ans Linux.

[na kaxaoro 3anyLeHHOro KOMMOHEHTa BbIBOAUTCA CefytoLuas
NHGOpMaLua:

e BHyTpeHHee nms;

e yaeHtndumkatop npouecca GNU/Linux (PID);

e COCTOfiHMe (3anyLleH, OCTaHOBAEH U T. M.);

e KOZ OolWMbKY, ecin paboTa KOMMOHEHTa 3aBepLUeHa BCleACTBUE
owmnbKy;

e foNONHUTENbHAA MHbopMaums (ONUMOHANLHO);

[na pemoHa ynpaBaeHns koHourypauyen (drweb-configd) B
KayecTBe JOMOJHUTENbHOW MHDOPMaLWMN BbIBOAATCH:

e repeyeHb YCTaHOBJ/IEHHbIX KOMNOHeHTOB — Installed;
e nepeyeHb KOMMOHEHTOB, 3aMyck KOTOPbIX AOJXKeH BbITb

obecneueH aemoHoM — Should run.

AprymeHTbl: Her.

Onuun

-f [--Follow] — OXWAaTb NOCTYyM/I€HWs HOBbIX COOHLLEHNM 06
N3MEHEHUW COCTOSIHUA MOZYEN N BbIBOAUTb WX Ha 3KpaH cpasy npwu
noctyrieHun (CTRL+C npepbiBaeT oxugaHve)

HasHaueHume: BbiBeCTv Ha 3kpaH MHPOPMaLMIO O TeKyL el Bepcum
aHTVBMPYCHOTO AApa 1 COCTOAHUM BUPYCHbIX Ha3.

BeiBOoAMTCA Cnegytowian MHbopmaLuma:

® BEPCUA aHTUBUPYCHOTO A4pa;

e JaTa 1 BpemaA BbiMycka UCMOJIb3yeMbIX BUPYCHbIX Has3;

® UMC/IO AOCTYMHbIX 3anucein 06 yrpo3sax;

® MOMEHT NOC/IeAHErO YCrneLHOro 06HoOBAEHN BUPYCHbIX 6a3 1
aHTUBUPYCHOTO A4Pa;

e MOMEHT C/IeZlytOLLLErO 3ariaHMPOBaHHOTO aBTOMATUYECKOTO
OBHOBJIEHMS.

AprymeHTbl: Hert.

Onuuu

-1 [--List] — BbIBECTM MOJHbIN CMIMCOK 3arpy>KeHHbIX dalinos
BUPYCHbIX 6a3 ZaHHbIX U YNCNO 3anmceit 06 yrpo3ax B KaxkaoMm
danne

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue

HasHaueHue: [MpocmoTpeTb cobbitus Dr.Web Industrial ans Linux.
Kpowme 310ro, koMaHga No3BOASET BbIMNOAHUTL yrpaBaeHue
COObITUAMM (OTMETKA Kak «MPOYUTaHHbIe», yaaneHue).

AprymeHTbl: HerT.

Onuun

--Report <mun> — TUMN OoT4YeTa O COObLITUAX.
Bo3MOXHble 3HaueHus:
e BRIEF — KpaTKuli OTYET,;
e DEBUG — NOApPOOHbIA OTUET;
e JSON — cepuanv3oBaHHbln oTyeT B popmaTe JSON.

-f [--Follow] — OXujaTb NOCTYNIEHWNA HOBbIX COObITWIA 1
BbIBOAWTb VX Ha 3KpaH cpasy npu nocrynaeHunn (Haxatme CTRL+C
npepbiBaeT OXuaaHune).

—--ShowSeen — MoKa3aTb Takxke W y>XXe NpoYnTaHHble COObITUS;

-s [--Since] <dama, spemsa> — noka3blBaTb COObITHA,
npovsoweale He paHee yka3aHHOrO MOMEHTa BpeMEHHU
(<0ama, spems> ykasbiBaeTcs B popmaTte "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <dama, epems> — mnokasbiBaTb COObLITUS,
npousoLlene He No3jHee ykasaHHOro MOMeHTa BpeMeHH
(<dama, spems> ykasbiBaeTcsa B popmaTte "YYYY-MM-DD
hh:mm:ss").

-t [--Types] <CNUCOK MUNo8> — MokKa3biBaTb COObLITUA TONLKO
nepeYncaeHHbIX TUMOB (TUMbl COBLITUI NePEeYNCASOTCA Yepes
3anaTyto).
[JocTtyneH cneaytolmin Tun cobbITui:
UnexpectedAppTermination — HeOXuJaHHOEe 3aBepLUleHne
paboTbl KaKOro-1Mb60 KOMMOHEHTA.

[nsa BbiBOZA COOBLITUIA BCEX TUMOB UCMO/b3YiTe Al 1.

--Show <Chucok cobeimuli> — BbIBECTV Ha 3KpaH NepeyncieHHble
cobbiTns (MaeHTUPUKATOPbI COBBITUI NepeUncaftoTca Yepes
3anaTyro);

—--Delete <cnucok cobbimuli> — yaanuTb nepeyncieHHble
cobbITvs (MAeHTUDUKATOPbI COBBITUI NepeUnNCaftoTCa Yepes
3anaTyro);

--MarkAsSeen <CNUCOK COBbIMUL> — OTMETUTb MEpPeUNCIEHHbIE
COBbITUSA KaK «MPOYNUTaHHbIE» (MAEHTUdMKATOPbI COBBITUNA
NepeuUncNstoTcs yepes 3anaTyo).

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue

Ecnn Tpe6yeTc;| OTMETUTb KaK «MPOYUTaHHbIE» WUIWN YAANUTb BCE
COBbITMA, BMECTO <CNUCOK cobbimuli> ykaxute A11. Hanpumep,
KOMaHga

$ drweb-ctl events --MarkAsSeen All

OTMETUT KaK «MPOYUTaHHbIE» BCE UMEH L Meca cobbITns

HaszHaueHue: ChopmmnpoBaTb oTuyeT 0 cobbitnax Dr.Web Industrial
ans Linux B Buge ctpanuupl HTML (Teno cTpaHuLpl BbIBOAWTCS B
yKa3aHHbIi parin).

AprymeHThbl

<mun> — TN COBbITUI, AN KOTOPLIX GOpPMUPYeTCs OTUET
(yka3blBaeTcs oAuH TuM). BO3MOXKHbIE 3HaUEHMst CM. B OMUCaHUM
onuun —-Types KoMaHibl events. O6sa3aTeNbHbIA apryMeHT.

Onuun

-0 [--Output] <nyme K ¢alily> — COXpaHUTb OTYET B
yKasaHHbI daiin. Obs3atesbHas onums.

-s [--Since] <dama, spemsa> — BKIKOUYUTb B OTYET COObLITUS,
npowusoLllejlie He paHee yka3aHHOrO MOMEHTa BPeMEHM
(<dama, spems> yka3biBaeTca B dopmaTte "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <0dama, speMa> — BKIOUNTb B OTYET CODbITHA,
npousoLleline He No3jHee ykazaHHOrO MOMeHTa BPeMEHH
(<dama, spems> ykasbiBaeTcsa B popmaTte "YYYY-MM-DD
hh:mm:ss").

--TemplateDir <nyme K kamano2y> — MyTb K KaTanory, B

KOTOPOM HaxogaTcs darnbl wabnoHos HTML-cTpaHuLbl oTyeTa.

Onumm -s, —u U ——-TemplateDir ABAAOTCA HEOOA3aTENbHBIMU.

HasHaueHue: BbiBecT Ha 3kpaH MHGopMaLmo 06 akTYBHOM
JINLEH3UM WK MONYUYUTb KIFOUEBOWN dain ans yxe
3aperncTpmMpoBaHHOM NULEH3UN (HaNpuUMep, Ha caiite KOMMaHUK).

Ecnn He ykasaHa HM O4Ha OMUVS, TO BBIBOAWTCS CleAytoLias
MHbOpPMaLWsa (eCAN UCMOb3YETCH NNLEH3US A1f aBTOHOMHOTO
pexuma paboTbl):

e HOMEP NnUeH3nun,
® /iaTa N BpeEMA OKOHYaHUA AeVICTBI/Iﬂ JNNUEH3NN.

Ecnv ucnonb3syetcs nvUeH3Ns, BblaaHHas cepBepoM
LieHTpaIM30BaHHON 3aLuThl (415 paboThl B pexume
LieHTpaIM30BaHHOM 3aLLWTbl AN B MOOWIBHOM pexunme),
BbIBOAMWTCA COOTBETCTBYHOLLAA MHGOPMaLWs.

AprymenTbi: Hert.

PyKOBO,ELCTBO nosab3oBaTenda
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OnucaHue

Onuuu

--GetRegistered <cepuliHbili HOMep> — MONYYUTb
NVLEH3UOHHBIV KNOUeBOM dalin A1s yKa3aHHOTO CepUiHOro
HOMepa, eCn He HapyLLeHbl YCI0BWS NONYYEHUS HOBOFO
kntoueBoro danna (Hanpvmep, NPorpamMmma He HaxXoAWTCA B
pexvMe LeHTPaan30BaHHOM 3aLuUThl, KOTAA NVLIEH3VEN ynpaBaseT
cepBep LeHTpasM30BaHHON 3aLunThl).

--NetworkTimeout <uUHMepsas spemMeHuU> — TaliM-ayT B
MWIIMCEKYHAAX Ha CeTeBble OnepaLymn Npy UCMoib30BaHUN
KoMaHZabl 1icense. Micnosb3yeTcs Ans NPOAOJ/IKEHMS akTUBaLWN B
C/lydae BPeMeHHOro obpbiBa coeavHeHus. Eciv o6opBaHHOE
ceTeBOe coeaunHeHune HyaeT BOCCTAHOBAEHO A0 UCTEYEHUs TaliM-
ayTa, TO akTvBaums 6yaeT npogoskeHa. Ecam ykasaH 0, To TaiM-
ayTa Her.

3Ha4veHne no ymoavaHuio: 0.

--Proxy http://<umsa nose3zosamens>: <naposb>@<adpec
cepsepa> : <HoMep Nopma> — MNONYUYUTb JINLEH3NOHHBINA KIHOY
yepes NpoKcu-cepBep (MCNO/b3YeTCs TOAbKO COBMECTHO C Ornuyel
--GetRegistered).

CepuliHbili Homep OosmkeH Bbimb npedsapumensHO
3apeaucmpuposaH Ha calime KOMNAHUU.

MoapobHee o nnLeH3npoBaHun npoayktos Dr.Web cm. pa3gen
JlnueHsnposatve.

| Ans pervctpauym cepuinHoro HoMmepa Tpebyetcs
: Ha/M4Me MOAKIIOYEHNS K MHTEPHETY.

HasHaueHue: BbiBecTs B KOHCONb (MOTOK stdout) nocneaHue 3anucu
XypHana Dr.Web Industrial gns Linux (aHanormyHo komaHge tail).

AprymeHTbl: Hert.

Onuuu

-s [--Size] <YUCIO> — UMCNO MOCIEAHVX 3aMUCEN XypHana,
KOTOpble HY>XHO BbIBECTU Ha 3KPaH.

-c [--Components] <CNUCOK KOMNOHEHMO8> — CMWCOK
UAEHTUOMKATOPOB KOMMOHEHTOB, 3aMnMcK KOTOPbIX BYayT BbiBEAEHbI.
Yka3sbiBatoTca yepes npoben. Ecam napameTtp He ykasaH, BbIBOAATCA
BCE JOCTyMHble NOCAeHVE 3amnncy, OTNPaB/IeHHbIE B XypHas
NtoH6bIM U3 KOMMOHEHTOB.

AkTyanbHble MAEHTUPUKATOPbI YCTAHOBAEHHbBIX KOMMOHEHTOB
(T. €. BHyTPEHHME MMeHa KOMMOHEHTOB, BbIBOAMMbIE B XXypHa)
Bbl MOXeTe y3HaTb, UCMONb3yA KOMaHAy appinfo.

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue

-f [--Follow] — OXWAaTb MNOCTYyM/JIEHWs HOBbIX 3amn1cen B
>KypHaa 1 BbIBOAUTb VX Ha 3KpPaH Cpa3y Npu NoCTyrmieHun (HaxkaTue
CTRL+C npepbliBaeT oxuvgaHue).

@ [na BbINONHEHVA 3TOW KOMaHAbl TpebyeTcs,

yTo6bl drweb-ctl Oblna 3anyLieHa OT UMEHU
cynepnosib3oBatensa (06bIYHO Nosb3oBaTeNs root).
Mpy HeEO6XOANMMOCTN NCMONb3YNTE KOMaHAbI su
nin sudo.

Ha3HaueHue: BbiBECTU Ha 3KpaH CTaTUCTVKY PaboTbl KOMMOHEHTOB,
obpabaTbiBatoLwmx daibl, MO0 areHTa CeTEBON MPOBEPKM AaHHbIX
Dr.Web Network Checker (Haxxatne CTRL+C nan Q npepbiBaeT
OoTOBpaXKeHVe CTaTUCTVIKM).

B ctatucTvke oTOBpakaeTcs:

e /M5l KOMMOHEHTA, MHULMMPOBABLLErO NPOBepKky halinos;

e PID koMnoHeHTa;

e ycpejHeHHOe KonmuecTBo palinos, obpabaTbiBaeMbix B CEKyHAY
3a NOC/IeAHIO MUHYTY, 5 MUHYT, 15 MUHYT;

e MPOLEHT MCMOJIb30BaHMsA Kella NpoBepeHHbIX Gaitios;
e CpejHee KOJIMUYECTBO OWMNOOK MPOBEPKU B CEKYHAY.
[ns areHTa pacnpefeneHHON NPOBEPKY Ha 3KPaH BbIBOAUTCA:

® repedeHb N0KaJibHbIX KNMEHTOB, MHNLUMMPOBAaBLUKX
CKaHMpOBaHWe;

e MepeuveHb yAaNeHHbIX Y3108, KOTOPbLIM NepesaHsl dGaiiibl Ha
CKaHVPOBaHVE;

e MepeuveHb yAaNeHHbIX Y3/10B, OT KOTOPbIX MOJyYeHbl dalinbl Ha
CKaHVpOBaHVe.

[ns NokanbHbIX KIVEHTOB areHTa pacrnpeseneHHo NpoBepKu
ykasbiBaeTcs uMs 1 PID, a 4ns yaaneHHbIXx — aApec 1 nopT y3na.

,ﬂ,l’lﬂ Ka>kaoro KjineHTta, Kak JJOKaJlbHOTO, Tak U yaaneHHOTro
BbIBOAUTCA:

e CpefHee 3a CekyHAy KOJNMYECTBO NMPOBEPEHHbIX Gaitios;

e CpejHee 3a CEeKyHAY KONMYECTBO NMepeaaHHbIX U NOJyUYeHHbIX
6anT;

e CpefHee 3a CeKyHAy KOnn4yecTtBo OLINBOK.

AprymeHTbl: Hert.

Onuuu

-n [--Netcheck] — BbIBECTM Ha 3KpPaH CTaTUCTNKY pa6OTbI
areHTa ceTeBOW NPOBEPKN AaHHbIX

PyKOBO,CLCTBO nosab3oBaTenda
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9.2.4. NMpumepbl UCNOSIb30BaHNA

B atom pasgene

e [IpoBepka 06bEKTOB
o [1pocTble KOMaHAbl NPOBEPKU
o [IpoBepka GarinoB, 0TOBPaHHbLIX MO KPUTEPUAM
o [1poBepKa AONONHUTENbHbIX O6BEKTOB
e YnpaBsieHve KoHbUTypaLmen
e YnpaBaeHue yrposamu
e [Mpumep paboTbl B pexxme aBTOHOMHOIO 3K3eMnaspa
e ObHoBNEHME B3 NOAKNHOYEHUA K UHTEPHETY

MpoBepka o6bekTOB

MpocTblie KOMaHAbI NPOBEPKU
1. BbINOAHWTL NpOBepKy KaTanora /home C NnapaMeTpamm NoO YMOAYAHUIO:

$ drweb-ctl scan /home

2. BbinonHUTL NpoBepKy cnuncka nyten K parnam, nepeuncieHHbiM B parne daily scan
(Mo ogHOMYy nyTK B cTpoke danna):

$ drweb-ctl scan --stdin < daily scan

3. BbINOAHUTL NPOBepPKy 3arpy304HON 3anmcK Ha AUCKOBOM YCTPOKMCTBE sda:
$ drweb-ctl bootscan /dev/sda

4. BbIMOAHWTb NPOBEPKY 3aMnyLeHHbIX MPOLEeCCOB:

$ drweb-ctl procscan

MpoBepka ¢aizioB, 0TO6pPaHHbIX NO KPUTEPUAM

B HMenpuBeseHHbIX NpuMepax ans GopMuUpoBaHms BblIbopku Gainnos, noanexalimx
MPOBEPKE, NCMOJIb3YeTCs pe3y/ibTaT PpaboTbl yTUaKTbI £ind. [onyyeHHbIN NepeyeHb daliios
nepepaetcs komaHje drweb-ctl scan € NapaMeTpoM —-stdin WM —-stdin0.

1. BbINONHWTbL NPOBepPKy cnncka GannoB, BO3BPALLEHHbIX YTUAUTON £ind, N pa3feNeHHbIX
cumBoaom NUL (\0):

$ find -print0 | drweb-ctl scan --stdin0

2. MpoBepuTb BCe palinbl BCeX KaTasoroB, Ha4YMHasA C KOPHEBOTO, HAXOAALLMXCA HA OLHOM
pa3gene GannoBOWN CUCTEMBbI:

$ find / -xdev -type f | drweb-ctl scan --stdin

3. MpoBepuTb BCe dalinbl BCeX KaTasloroB, Ha4YMHas C KOPHEBOTO, KpOMe
davnoB /var/log/messages n /var/log/syslog:

PyKOBOACTBO nosb30BaTena



A7

-
¢

g
),
A

KomnoHeHTbl Dr.Web Industrial gnsa Linux

$ find / -type f ! -path /var/log/messages ! -path /var/log/syslog | drweb-ctl scan
--stdin

>

MpoBepunTb BO BCEX KaTasorax, HauMHas ¢ KOPHeBOro, dalnbl, NpUHaAexallme
NnoJib30BaTeNto root:.

$ find / -type f -user root | drweb-ctl scan --stdin

5. TpoBepuTb BO BCeEX KaTasorax, HauUMHas ¢ KOPHEBOro, Galinbl, NpUHaAIexallme
rnosb3oBaTensMm root n admin:
$ find / -type f \( -user root -o -user admin \) | drweb-ctl scan --stdin

6. lNpoBepuTb BO BCEX KaTaaorax, HaunMHas ¢ KopHeBoro, Ganbl, NpUHaaNexalime

nonb3oBaTtensm ¢ UID n3 ananasona 1000-1005:

$ find / -type f -uid +999 -uid -1006 | drweb-ctl scan --stdin

~

MpoBepuTb daiibl BO BCEX KaTasorax, HaumMHas C KOPHEBOTO, HO HAaXOAALLMXCSA He bonee
4eM Ha MATOM YPOBHE BNOXEHHOCTM OTHOCUTENbHO KOPHEBOrO KaTanora:

$ find / -maxdepth 5 -type f | drweb-ctl scan --stdin

o

MpoBepuTb Gaitibl B KOPHEBOM KaTajore, He 3aX045 BO BIOXKEHHbIE KaTaJloru:

$ find / -maxdepth 1 -type f | drweb-ctl scan --stdin

o

npOBepMTb q)aIZJ'IbI BO BCEX KaTaJiorax, Ha4ynmHaAa C KOPHEBOTO, MpW 3TOM Cie40BaThb MO
BCTpeYarwmnmca CMMBONNYECKNM CCbIJIKaM:

$ find -L / -type f | drweb-ctl scan --stdin

10. MpoBepuTb daibl BO BCEX KaTaaorax, HaunMHas ¢ KOPHEBOro, NPu 3TOM He C/leZoBaTh Mo
BCTPEYaroLWMMCA CUMBOIMYECKUM CCbINKaM:

$ find -P / -type f | drweb-ctl scan --stdin

11. MpoBepuTb BO BCEX KaTanorax, HauMHas C KOpHeBOro, Gpanbl, CO34aHHbIE HE MO3XKe, YeM
1 mas 2017 roaa:

$ find / -type f -newermt 2017-05-01 | drweb-ctl scan --stdin

NMpoBepka AONO/IHUTE/IbHbIX 06BLEKTOB

MNpoBepka 06bEKTOB KaTasora /tmp Ha yaaneHHoOM y3ne 192.7168.0.7 npun NOAKAOUEHUN K
HeMy yepe3 SSH kak Nosib3oBaTeNb user C NapoieM passw:

$ drweb-ctl remotescan 192.168.0.1 /tmp --Login user --Password passw

YnpaBneHne koHpurypaumemn

1. BbiBECTM Ha 3KkpaH MHPOPMaLMIO O 3anyLLeHHbIX kKomnoHeHTax Dr.Web Industrial gna Linux:
$ drweb-ctl appinfo

2. BbIBECTM Ha 3KpaH BCe MapaMeTpbl U3 ceKummn [Root]:
$ drweb-ctl cfshow Root

3. 3ajaTb 3HayeHMe No And napameTpa Start B cekumn [LinuxSpider] (3TO NpuBeaeT K
oCTaHOBKe paboTbl MOHUTOpa dannoBon cuctemsl SplDer Guard):

PyKOBO,ELCTBO nosab3oBaTenda
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# drweb-ctl cfset LinuxSpider.Start No

,D,I'IFI 3TOro Tpe6yr0Tc;| NOAHOMOUYMA Cynepnonb3oBaTeENA. anMep Bbl30Ba 3TOM Xe
KOMaHZbl C UCMONb30BaHMEM sudo AJi1 BPEMEHHOTO NOBbILWEHUA NOJIHOMOUNIA:

$ sudo drweb-ctl cfset LinuxSpider.Start No

BbINOAHUTL NPUHYANTENIBHOE OOHOBAEHME aHTUBUPYCHbIX KOMMOHeHToB Dr.Web Industrial
ana Linux:

$ drweb-ctl update
BbinonHWTL Nepe3arpysky KOHOUrypaumm ana komnoHeHtos Dr.Web Industrial gna Linux:

# drweb-ctl reload

[Ansa 3TOrO TPEbYHOTCA NONIHOMOUMS Cyrneprnosib3oBaTens. [pMmep Bbi30Ba 3TOM Xe
KOMaHZbl C UCMONb30BaHNEM sudo AN BPEMEHHOIO MOBbIWEHWSA MOJHOMOYNA

$ sudo drweb-ctl reload

MoakntounTtb Dr.Web Industrial ans Linux K cepBepy LeHTpasv30BaHHOW 3alLNThI,
paboTarowemy Ha y3ne 7192.7168.0.1, npu ycnoBumu, 4to cepTndukaT cepBepa pacrnonaraercs
B danine /home/user/cscert.pem:

$ drweb-ctl esconnect 192.168.0.1 --Certificate /home/user/cscert.pem

Mogitounte Dr.Web Industrial ans Linux k cepBepy LLeHTpaM30BaHHOW 3aLUMThI,
ncnonb3ys Gann HaCcTpoek NOAKIYeHUsA install.cfg:

$ drweb-ctl esconnect --CfgFile <nymeo k ¢paliny install.cfg>
OtkntounTb Dr.Web Industrial gna Linux oT cepBepa LeHTpasM30BaHHOW 3aLUMThI:

# drweb-ctl esdisconnect

[Ans 310rO TPEbYHOTCA NOJIHOMOUMS Cyrneprnosib3oBaTens. [prMep Bbi30Ba 3TOM Xe
KOMaHZbl C UICMO/Ib30BaHNEM sudo A5l BPEMEHHOIO MOBbIWEHMWS MOJHOMOUNIA:

$ sudo drweb-ctl esdisconnect

MpocMoTpeTb NoCAeHME 3annNCK, BHECEHHbIE KOMMOHEeHTaMK drweb-update U drweb-
configd B xypHan DrWeb Industrial gns Linux:

# drweb-ctl log -c Update ConfigD

YnpaBseHue yrposamm

BbiBecTM Ha 3kpaH nHPopmMaLmo 06 0b6Hapy>KEHHbIX yrpo3ax:

$ drweb-ctl threats

2. Mepemectntb BCe Gannbl, cogepkalume Heobe3BpeXeHHbIE Yrpo3bl, B KAPAHTUH:

$ drweb-ctl threats --Quarantine All

3. BbIBECTM Ha 3KpaH CNUCOK $aiioB, NepeMelLeHHbIX B KapaHTUH:

$ drweb-ctl quarantine

4. BocctaHOBUTL BCe dalinibl M3 KapaHTMHa:

$ drweb-ctl quarantine --Restore All

PyKOBO,ELCTBO nosab3oBaTenda
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Mpumep paboTbl B pe>kuMme aBTOHOMHOTO 3K3emMnasApa
MpoBepuTb dainbl 1 06paboTaTh KAPaHTUH B PEXMME aBTOHOMHOIO 3K3eMMJifpa:

$ drweb-ctl scan /home/user -a --OnKnownVirus=QUARANTINE
$ drweb-ctl quarantine -a --Delete All

MNepBas kOMaHZa NpoBepuT Gaisibl B kKaTtanore /home/user B pexXnmMe aBTOHOMHOIO
ak3emnaspa, n Gansbl, cogep>kalume N3BECTHbIE Yrpo3bl, HyAyT MOMELLEHb! B KAPaHTUH.
Bropas komaHza obpaboTaeTt cosepnmMoe KapaHTUHa (TakKe B pexnme aBTOHOMHOTO
3K3emMnaspa) U yaanuT Bce cogepiKalumecs B HeM 06beKTbl.

O6HoB/1IeHUe 6e3 NoAKNOUEHNA K UHTEePHeTY

B ycnoBusix noBbiLLeHHbIX TpeboBaHWI K 6€30MacHOCTH, KOrga NOAKIOYEHME K UHTEPHETY
OTCYTCTBYET MW OrpaHn4YeHo, OOGHOBNEHME BUPYCHbIX 6a3 1 aHTUBUPYCHOTO AApa MOXHO
BbIMO/IHATL 6€3 NOoAK/IOYEHMA K MHTepHeTY. B 3ToM cnyuae obHOBAEHMA 3arpy>KatoTcs Ha
KOMMbOTEP, MOAK/IOUEHHbIN K MHTEPHETY, Konupytotca Ha USB-HakonuTtenb nan ceteBow

ANCK, MOC/e Yero yCTaHaB/MBAOTCA Ha APYrow, He MOAKIHOUEHHbIN K MHTEPHETY KOMMbHOTEP.

Mpoueaypa 0OHOBAEHWA BbIMOAHAETCA Yepe3 KOMaHAHYH CTPOKY.

Y106bI NONYyunTh O6HOBNEHUA

1. Ha komnbroTepe, NOAKNHOUYEHHOM K UHTEPHETY, BbINMOAHUTE KOMaHAY:
$ drweb-ctl update --Path <nyme k kamasozy, kyda 6yO0ym 3azpyxkeHsl 0OHO81eHUS>
2. CkonupyinTte nonyyeHHble 06HOoBAEHMA Ha USB-HakonuTenb nan ceTeBOM AMCK.

3. NMpuUMOHTMpYWTE CeTEBOU ANCK MM HAaKOMUTENb Ha KOMMbIOTEPE, Ha KOTOPbIV TpebyeTcs
yCTaHOBUTb 06HOBAEeHMA. Ecan Bbl nonyyaete o6HoBAeHMA ¢ USB-HakonuTens, ana atoro
noTpebyeTcs BbINOJAHUTb KOMaHAbI:

# mkdir /mnt/usb
# mount <nyme k ycmpolicmgy> /mnt/usb

4. YctaHOBUTE OBGHOBNEHWNS C MOMOLLBI KOMAHAbI:

$ drweb-ctl update --From /mnt/usb

9.2.5. NapameTpbl KOHPUTYpaLnmn

YTnnuta ynpaBneHus ns komaHgHon ctpokm DrWeb Ctl He nmeeTt cobcTBeHHOWM cekumm

napameTpoB B 06beAnHEeHHOM KoHdurypaumoHHom danne DrWeb Industrial gns Linux.
YTnanta ncnonb3lyet napaMeTpbl, ykasdaHHble B cekumn [Root].

PyKOBO,CLCTBO nosab3oBaTenda
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9.3. SpiDer Guard

ii KoMMoHeHT noctaB/iseTcs ToNbKO B COCTaBe AUCTPUEYTMBOB, NpesHasHaueHHbix ans OC
J cemerictea GNU/Linux.

MoHuTOop darinoson cuctembl SplDer Guard npesHa3sHauveH AN MOHUTOPUHIra GanaoBow
aKTMBHOCTM Ha TOMax dannoBou cucteMbl onepaumoHHbix cncteM GNU/Linux. KomnoHeHT
paboTaeT B pexunmMme pe3angeHTHOro MOHUTOPa N OTCIEXNBAET OCHOBHbIE COObITUA (aliNoBOM
CUCTEMbI, CBA3aHHbIE C U3MeHeHneM GpannoB (Mx co3jaHune, OTKPbITUE, 3aKpbiTue). Mpu
nepexsare 3TUX COBbITUI MOHUTOP NpoBepAeT, bbiN I U3MeHEH Gain, 1 B 3TOM Caydae
dopmupyet ans komnoHeHTa nposepkun dannos Dr.Web File Checker 3agaHne Ha npoBepky
COZEP>XKMMOTO N3MeHEHHOTOo darina ckaHupyrowmm agpom Dr.Web Scanning Engine.

Kpome Toro, moHutop dpannosou cuctemsl SpiDer Guard otcnexxmeaeT nonbITKX 3anycka
ncnosHaeMblx Gparnos. Ecam nporpamma, cogepkallanca B MCnoaHsaemom daine, no
pe3ynbTaTam NpoBepku byaeT Npu3HaHa BPeAOHOCHOW, BCe MPOLLeCChl, 3anyLLeHHble 13 3TOro
darina, 6yayT NPUHYANTENBHO 3aBEpPLUEHbI.

9.3.1. NMNpuHuMNbI paboTsbl

B sTom pa3sgene

e Obuive cBeseHUS
e OnpeseneHvie obnacren GamnoBOU CUCTEMbI, NoANEXALUINX HABNOAEHWIO
e PexXnMm yCcMneHHoro MoHutopuHra gamnos

O6bwune cBepgeHnn

MoHuTop parnnosor cuctembl SpiDer Guard paboTaeT B Monb30BaTe/IbCKOM NPOCTPAHCTBE
(user mode), ncnonb3ys ANA KOHTPOAA COBbITUI GaiNOBOM CUCTEMbI CUCTEMHbIM MEXaHW3M
fanotify. B HacTpolikax pekomeHayeTca ncnonb3oBaTb asmomamuyeckuti pexxum (Auto),
KOTOPbIV MO3BOIUT KOMMOHEHTY MpW CTapTe OMpeAeNTb U MCMOJ/Ib30BaTh HAUNYULLMA PEXUM
paboTbl, NOCKONbKY He BCe Bepcuu aapa Linux nogaep>xunsatoT MexaHum3Mm fanotify,
MNCNOJ/Ib3YOWNINCA MOHUTOPOM. EC/IM KOMMOHEHT He MOXeT NCNOAb30BaTb YKa3aHHbIV B
HaCTpOMKax pexuM MHTErpaLmm, OH 3aBepluaeTca cpasy nocne crapta. Ecam ykasaH
aBTOMaTUYECKMIA PEXMM, TO KOMMOHEHT NonbiTaeTcs ncnosib3oaTb fanotify. Ecav He
MOJYYNTCA NCMOb30BATb 3TOT PEXUM, KOMMOHEHT 3aBepLUnT paborTy.

Mpn 06Hapy>KeHNN HOBbIX AN N3MEHEHHbIX PalnIoB MOHUTOP OTNpPaBAAET 3ajaHne Ha UX
npoBepKy KOMMNOHeHTy npoBepku dpannos Dr.Web File Checker, koTopbiin, B cBOO ouepesb,
NHULMMPYET X NpoBepKy ckaHupyowmm agpom DrWeb Scanning Engine. Mpwu paboTe yepes
cucTeMHbI MexaHm3Mm fanotify MOHUTOP MoXeT 6aoknMpoBaTh JOCTYN K dharinam (Bcex TMnoB
WY TONbKO K McnonHsemMbiM darinam — PE, ELF, ckpyntam ¢ npeambynon #!), koTopble eLue
He NpoBepeHbl, O MOMEHTa OKOHUYAHWNS UX MPOBEPKMN (CM. HUXKE).

PyKOBO,CLCTBO nosab3oBaTenda
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@ SpIDer Guard aBTOMaTMyecku pacrno3HaeT MOMEHTbl MOHTMPOBAaHWS Y OTMOHTUPOBaHMA

8 HOBbIX TOMOB GalifioBOl cucteMbl (Hanpumep, Ha Hakonutensx USB-flash n CD/DVD,
MaccuBbl RAID 1 T. N.) 1 KOppeKTUpyeT CNMCOK HabatofaeMbix obaacter no Mepe
HEeobXoAUMOCTN.

OnpegeneHue obnacren ¢painsIoBoi cUCTeMbl, NoANIEXKALMNX
HabarogeHuro

Ans onTuMmnsaumm nposepku GansoBON CUCTEMbI, MOHUTOP dalinoBow cuctembl SplDer
Guard koHTpoAnpyeT obpalleHre ToNbKO K TeM daiinam, KoTopble HaxoaaTCcs B 061acTax
balrinoBOM CMCTEMBI, YKa3aHHbIX B KOHOUrypaumn. Kaxzaas Takas ob6aactb onpesensercs kak
MyTb K HEKOTOPOMY KaTasory sepeBa $GalioBOM CUCTEMbI U Ha3blBAETCS 3aujuUyaemMsim
npocmpaHcmeowm (protected space). COBOKYNMHOCTb BCEX 3alUMLL@eMbIX MPOCTPaHCTB obpa3yeT
B GanNoBOM cucTeMe eanHyr 061acme HabH0eHUs, KOHTPOANPYEMYD MOHUTOPOM. [ToMunmo
061aCcTN HabAtOAEHWS, B HACTPOMKaX KOMMOHEHTa MOXHO 3ajaTb Tak)Ke COBOKYMHOCTb
KaTanoros Ganao0BOWN CUCTEMbI, KOTOPblE TPEOYeTCs UCKNKUNTL U3 MOHUTOPUHTa (061acme
Uck/Iro4eHus1). Ecnn B HaCTpolikax KOMMOHEHTA He yKa3aHO HW OHOrO 3alMLLaemMoro
npocTpaHcTBa, 0bnacTb HabarogeHUs oxBaTbiBaeT cOH60M BCe AepeBO KaTasoroB GparinoBom
cuctemsbl. Taknm ob6pasom, HabatoAeHMIO MOABEPratoTCs TOAbKO Te dalinbl, MyTU K KOTOPbIM
npuHaanexat o6aacTn HabAEHWSA, HO He NPUHaA/IexaT 061acTh UCKNHOUEHNS.

Ncnonb3oBaHWe nckntoueHn boiBaet HEOHXOANMO, HaNpuUMep, ecn HekoTopble danbl
4aCTO M3MEHAOTCA, YUTO MOPOXKAAET X MOCTOAHHYHO NEPENPOBEPKY N TEM CaMbIM Harpyxaet
cuctemy. Ecam ToUHO M3BECTHO, UTO YacToe n3MeHeHne $GanoB B HEKOTOPOM KaTasiore He
ABNAETCA CNeACTBUEM BPELOHOCHOW aKTMBHOCTH, a cneAcTBMeM paboTbl HEKOTOPOM
AOBEPEHHOWN NPOrpamMMbl, TO MOXHO A06aBWTb MyTb K 3TOMY KaTanory, Uan n3mMeHseMbim
darinam B HeM, B CMUCOK NCKIOUeHMI. B 3ToM cnyvae moHuTOp dannoson cuctembl SplDer
Guard He bygeT pearmpoBaTb Ha U3MeHeHUA 3TUX GalrnoB, Jaxke eCAN OHU MPUHaANexaT
obnactn HabatogeHusA. Kpome Toro, uMeeTcs BO3MOXHOCTb YKa3aTb U camy nporpamMmy,
paboTatoLuyto ¢ barinamu, B CNCke JOBEPEHHbIX MpOorpamMMm (napameTp KoHGUrypaumnm
ExcludedProc), Torga dannoBblie onepayum, Npou3BOANMbIE 3TON NPOrpPamMMOon, TakKe He
6yayT NpuBOANTL K NpoBepkaM GannoB, gaxke ecan 3T darnbl HaxoaaTca B obiactu
HabatoAeHNA. AHaNOrTMYHO, NPY HEOBXOANMOCTM, MOXKHO 3aMpPeTUTb MOHUTOPUHT U MPOBEPKY
daninoB, HaxoAALLMXCA B APYrnx GannoBbixX CMCTEMaX, MPUMOHTUPOBAHHbIX K JIOKaJAbHOW
darinoBou cucteMe (Hanpumep, NPUMOHTUPOBaHHbIe Yepe3 CIFS kaTanoru ¢ BHeLWHMX
darinoBbix cepBepoB). [ns ykazaHua GaninoBbix cuctem, Gasibl Ha KOTOPbIX HE AO/IKHbI
MpoBepATbCA, NCMOJNIb3yeTca NapamMeTp ExcludedFilesystem.

3awmiLaemMble NPOCTPaAHCTBA, Kak YacTh 06aacTv HabaAEHNSA C YKa3aHHbIMUN AN HNX
napamMeTpamu NpoBepKM, 3alat0TCA B HACTPOMKAX KOMMOHEHTA Kak MMEHOBaHHbIe CeKLMK,
cozep>Kallme B CBOEM MMEHW MPON3BOAbHbIN YHUKANbHbIA NAEHTUDUKATOP, MPUCBOEHHbIN
3alMLaeMOMy NPOCTPaHCTBY. Kaxaaa cekumsa, onmcbiBaowwas NpoCTPaHCTBO, COAEPXKUT
napameTp Path, onpeaenstolwimii Nyt B GainsioBOM CUCTEME, XPaHALLMIA KaTasorun 3TOro
3alMLLaeMOoro NpocTpaHcTBa (T. e. dparmMeHT fepeBa GalNa0OBON CUCTEMbI, HAXOAALLMIACA NOA
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HabatogeHeM B paMKax JaHHOTro NPOCTPaHCTBA), @ Takke NnapameTp ExcludedPath,
onpeaenstowmii NoKaabHYH (T. €. OTHOCUTENBHO Path) 06/1acTb UCKAKOUYEHMA BHYTPU
3alyMLaemMoro npoctpaHcTea. NapameTp ExcludedPath MoXeT cogepxaTtb B cebe
CTaHZapTHble GannoBble Macku (T. e. cogep>kaTb CMMBObI * 1 ?). Kpome nokanbHbIX
obnacTter UCKIOUYEHMS, B HACTPOMKax MOXeT ObITb 3aZaHa v rnobanbHas o6aacTb
NCKIOYEHUNS, MPY NOMOLWM napameTtpa ExcludedPath, yka3aHHOro BHe CEKLUN,
OMMCbIBaOLWMX 3aLyMLLaeMble NPOCTpaHCTBa. Bce kaTanorm, nonaswwme B 3Ty 061acTh, B TOM
yncae 1 KaTanoru 3allmiaemMblx MPOCTPAHCTB, ByayT nckatoueHbl 13 npoBepku. K kaxxaomy
3aWwmLLIaeMOMY NPOCTPAHCTBY MPUYMEHSAETCA TObKO rnobanbHas n cobcTtBeHHaa obnactu
NCKJIIOYEHUNA: €CIN OAHO NPOCTPAHCTBO BIOXKEHO B APYroe, TO K BAOXEHHOMY MPOCTPaHCTBY
He NMPUMEHAITCA HaCTPONKN UCKNHOUYEH WS, YKa3aHHble 418 BK/IHOYAOLWEro ero 3alimaeMoro
npocTpaHcTBa. Kpome TOro, B HaCTpoMKax KaXAoro 3aluilaeMoro NnpocTpaHCcTBa MMeeTcs
Nornyecknin napameTp Enable, onpeaensatolmii, BKIOYEHO UM HET HabatogeHve 3a
darinamu, Haxogawmmuncs B obnactm HabarogeHMs aHHOro NpocTpaHcTea. Ecam atoT
napameTp yCTaHOBAEH B 3HaueHne No, TO COAEePXNMOe JaHHOro NPOCTPAHCTBA He
KOHTpO/IMpyeTCcA MOHUTOPOM. KpoMe TOro, 3alimilaeMoe NpoCTPaHCTBO HE KOHTPOANPYeTCS
MOHMTOPOM, eCNn NapamMeTp Path MMeeT NycToe 3HayeHue.

@ Ecnmny Bcex 3alumiaeMbix NPOCTPAHCTB, YKa3aHHbIX B HACTPOMKax MOHUTOpa, HabaroAeHne

. OTK/NKOUEHO, WK UX MYTU He 3azaHbl, To SplDer Guard paboTaeT BXOJIOCTYH, MOCKOJIbKY HU
oAvH dalin sepeBa haoBOM CUCTEMBI He ByAET HaXOAUTLCA Mo HabatogeHnem. Ecam
HEOHXOANMO KOHTPOIMPOBaTh BCHO GaIoBYHO CUCTEMY KakK eAMHOe 3allumiaemMoe
NPOCTPaHCTBO, cleayeT YAanuTb U3 HaCTPOEK BCE MMEHOBAHHbIE CEKLMM 3aLLMLLaeMbIX
NPOCTPaHCTB.

PaccmoTpum npuMep HacTpoek obnactert HabaroAeHMA U UCKNtoUYeHUs. TyCTb B HaCTpoKax
KOMMOHEHTa 3aiaHbl CieaytoLie napamMmeTpsbi:

[LinuxSpider]
ExcludedPath = /directoryl/tmp

[LinuxSpider.Space.spacel]
Path = /directoryl
ExcludedPath = "*.tmp"

[LinuxSpider.Space.space?2]
Path = /directoryl/directory2

[LinuxSpider.Space.space3]
Path = /directory3
Enable = No

DTO O3HauvaeT, YTo Noj HabatoaeHNeM HaxoaaTca Galbl, PaCcnoONOXEHHbIE B

KaTanore /directoryl, U ero nogkatanorax, 3a UCKIKOYeHNeM KaTanora /directoryl/tmp.
Kpome TOro, nckirouatotrcs ns HabatogeHns Gannbl, Ybe NOAHOE UMA COOTBETCTBYET

Macke /directoryl/*.tmp (3TO He KacaeTCA BNAOXKEHHOM

obnactm /directoryl/directory2, Ha KOTOPYIO AaHHaa Macka He pacrnpocTpaHaeTcs, He

PyKOBO,ELCTBO nosab3oBaTenda
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CMOTPS Ha TO, UTO 3Ta 06/1aCTb BNOXEHA B 3alyMLLaeMOe NPoCTpacTBo spacel). Painbl,
HaxoAslmecs B KaTanore /directory3, HE KOHTPOAUPYHOTCS.

Pe>xum ycusieHHOro MoHUTopuHra ¢amios

SpIDer Guard MmoxeT ncnonb3oBaTh TPU PEXMUMA MOHUTOPUHTA:

e ObbI4HbIl (yCTaHOBAEH MO YMOJ/YaHMIO) — OTCIEXMBALOTCA onepauum goctyna K darinam
(co3paHue, OTKPbITUE, 3aKpbiTUE U 3anyck dalina). 3anpalumBaeTcs npoBepka Gaina, 40CTyn
K KOTOpPOMY 6bIn ocyLecTBaeH. 1o pe3ynbTataM NpoBepkn K Ganay MoryT 6biTb MPUMEHEHbI
AEeNCTBUA MO HEWTPann3aLmm yrpo3bl, eCn OHa B HeM 0bHapyeHa. [Jo OKOHYaHWs
MPOBEPKMN JOCTYN K GpaiiNly CO CTOPOHbI MPUNOXKEHWU, 3aMPOCKBLUNX AOCTYM, HE
orpaHMuYMBaeTCcA.

e YcusieHHbIlU KOHMPOJ1b UCNOIHAEMbIX paltiiog — Ans GaNoB, He CUMTatOLLMXCA
MCNONHAEMbIMU, — Tak Xe, Kak 1 B 06blYHOM pexxume. SplDer Guard 6aokupyet
3anpoLUeHHY0 onepaLuto 4oCTyna K UCNoAHAeMOMY Galiny 0 Tex Nop, Moka He CTaHyT
M3BECTHbI pe3yNbTaTbl €10 MPOBEPKN Ha Ha/Mumne yrpos.

VicnonHsembiMun dainamu cumtatotcs ABouuHble daabl popmatos PE u ELF, a Takxke
: TekcToBble dalnbl CKPUNTOB, coZepkallme npeambyny «i# ! ».

e «[lapaHoudaneHelili» pexxum — SplDer Guard 6a0k1pyeT 3anNpoLIeHHY onepaLuio 4ocTyna K
nobomy danny Ao Tex Nop, Noka He CTaHyT N3BECTHbI pe3y/bTaTbl €ro NPOBEPKM Ha
Haanune yrpos.

Dr.Web File Checker B TeueHne onpegeneHHOro BpeMeHn CoOXpaHAeT pe3ybTaTbl MPOBEPKU
dalrinoB B cneymanbHOM K3Lle, MO3TOMY MPU NMOBTOPHOM JOCTyre K TOMY Xe danny, npu
HaAnunMm MHPopMaLmMn B K3LLe, MOBTOPHOE CKaHUpOBaHWe ¢ainna He MPOU3BOANTCS, B
KauecTBe pe3y/nbTaTa NMpoOBepkuM 3TOro dGaina NCrnoNb3yeTcs pe3ynbTaT, U3BNEUYEHHbIN U3 KaLIa.
HecmoTpsa Ha 3TO, MICNONb30BaHWE «MapaHOMAAIbHOTO» PEXNMaA MOHUTOPUHIA MPUBOANT K
CyLLeCTBEHHOMY 3aMea/ieHnto paboTbl Npu gocTyne K darinam.

[Ans HaCTPOWKN pexkMMa MOHUTOPUHIA U3MEHNTe 3HaYeHne napamMmeTpa BlockBeforeScan

B HaCTQOVIKaX KOMMOHEHTa.

9.3.2. AprymeHTbl KOMaHAHON CTPOKWN

Y106kl 3anycTUTb KOMNOHEHT SplDer Guard 13 KOMaHAHOW CTPOKW, BbIMOAHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-spider [<napamempel>]

SplDer Guard gonyckaeT nCnoab3oBaHWe CaeAyoWwmx NnapamMmeTpos:

Mapametp OnucaHue

—~help Ha3HaueHve: BbIBOA Ha 3KpaH KOHCOIM WK 3MYIATOpa TEPMUHANA KPaTKOM CrpaBku no
MMEOLLMMCS MapamMeTpaM KOMaHAHOW CTPOKM U 3aBeplueHne paboTbl KOMMOHEHTa.

PyKOBO,CLCTBO nosab3oBaTenda
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KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version  Ha3HaueHve: BbiBOA Ha 3KpaH KOHCOIM WK 3MynaTOpa TepMuHana nHbopmaumm o
BEPCUM KOMIMOHEHTa 1 3aBepLueHmne paboTbl.

KpaTkuin BapuaHT: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-spider --help

[laHHas KOMaHJa BbiBeAeT Ha 3KpaH KpaTkyro cnpaBkKy komnoHeHTa SplDer Guard.

3amMmeuaHusa o 3anycke

3anyck KOMMNOHEHTa B aBBTOHOMHOM peXunMe HenoCcpesCTBEHHO U3 KOMaHAHOMW CTPOKMN He
npeaycmoTpeH. KOMNOHEHT 3anyckaeTcs aBTOMaTUYeCKN JeMOHOM yrnpaBaeHUs
kKoHPurypaumen DrWeb ConfigD npu 3arpy3ke onepaumMoHHON cuctemsl. Ang ynpaBaeHus
napameTpamu paboTbl KOMMNOHEHTa ncnonb3ynte ytanty DrWeb Ctl, npegHa3HauyeHHyo ans
ynpasnenua DrWeb Industrial gna Linux n3 komaHAHOW CTPOKM.

@ [Ana 3anycka ytuautel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

[ns nonyyeHns cnpaBKn O KOMMOHEHTE 13 KOMaHZAHOW CTPOKM BbIMOJHUTE KOMaHAY
man 1 drweb-spider.

9.3.3. NMapameTpbl KOHPUTypaLumn

B sTom pasaene

L I'Iapalvlepr| KOMMOHEHTA
e HacTpoiika nHanMBmnayanbHbIX NapaMeTpoB MOHUTOPWUHIA 3allMUIaeMbIX NPOCTPAHCTB

KoMnoHeHT MCNOANb3YET NapaMeTpbl KOHq)VII'ypaLI,VII/I, 3aflaHHble B ceKkuMmn [LinuxSpider]

06beanHEeHHOro KoHburypauroHHoro darvina DrWeb Industrial gns Linux.

MapameTpbl KOMMNOHEHTa

B cekumm npeacraBnaeHbl chegyrolie napamMeTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoApoBHOCTM BEAEHNS XypHana KOMMOHEHTa.

{yposeHb nodpobHocmuy}

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

Log
{mun xypHanaj}

ExePath

{nyme « cpaliny}

Start

{noauyeckuli}

[*] ExcludedPath

{nyme K ¢baliny unu kamasnozy}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

Ecan 3HaveHve napameTpa He yka3aHo, UCMOAb3yeTca
3HaueHve napameTpa DefaultLogLevel M3 CeKLUN
[Root].

3HayeHne no ymosavaHuo: Notice

MeTog, BeAeHnAa XypHaJia KOMMOHEHTa.

3HaueHWe Mo yMoYaHui: Auto

MyTb K McnonHaemomy dainy KOMMOHeHTa.

3HaueHue no ymonyaHuo: /opt/drweb.com/bin/drweb-
spider

KomnoHeHT 3anyckaeTca AeMOHOM yrnpaBieHus
koHPurypauven Dr.Web ConfigD.

YcTaHOBKa ZiaHHOTo mapameTpa B Yes MPeAnucbiBaeT AeMOHyY
ynpaBaeHVs KOHGUrypaLyen HemMmeieHHO 3amyCTUTb
KOMMOHEHT, a YCTaHOBKa ero B 3HaueHWe No — HeMeZ/1eHHO
3aBepLwunTb paboTy KOMMOHEHTa.

3HayeHVe No yMOAYaHWO: 3aBUCUT OT TOTO, B COCTaBe Kakoro
npoaykta Dr.Web paboTaeT KOMMOHEHT.

MyTb K 06BEKTY, KOTOPbIN AOMKEH BbITb NPOMYyLLEH NPK
MOHWTOPWHre darnoBbix onepauuii. lonyckaetcs ykasaHve
MyTW KaK K OTAeNbHOMY daliny, Tak U K KaTanory B LIeJIOM.
Ecnn ykasaH Katanor, To 6yayT UCKtOYEHbI M3 HabatoAeHNs
BCe dainbl U NoAkaTanoru (BkKIOUas BAOXKEHHbIE) 3TOTO
katanora. [lonyckaetcs ncnosb3oBaTb GaioBble Macku
(cogep>Kalyme CUMBOAbI ? U *, @ Takke CUMBOJIbHbIE KNacChl

P O PR R D 2

MO>HO yKa3aTb HECKOJIbKO 3HaUeHWn B BUAe CnMcKa.
3HaueHWs B CrMCKe yKasblBAtOTCS vepes 3anaTyro (kaxkgoe
3HaueHve B KaBblukax). [lonyckaeTcs NOBTOpeHMe napameTpa
B CEKUMM (B 3TOM C/lyyae BCe 3HaueHus 0H6beanHATCA B
€/VHbIN CNCOK).

Mpumep: Jobasutb B cnncok dan /etc/filel u
KaTanor /usr/bin.

e [lobaBneHmne 3HaUYeHUI C MOMOLLbIO KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset LinuxSpider.ExcludedPath -
a /etc/filel

# drweb-ctl cfset LinuxSpider.ExcludedPath -
a /usr/bin

e [lobaBneHne 3HaUEHWA B Galin KOHPUrypaLmm.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

Mode

{FANOTIFY | AUTO}

ExcludedProc

{nyme k ¢paliny uau cnucok nymedi}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

o [lBa 3HaueHWs1 B OAHOM CTPOKe:

[LinuxSpider]
ExcludedPath = "/etc/filel", "/usr/bin"

o [lBe cTpokm (MO OAHOMY 3HaUYEHMIO B CTPOKE):

[LinuxSpider]
ExcludedPath /etc/filel
ExcludedPath = /usr/bin

YT06bl M3MEHEHUs BCTYNWAW B CUY, Nepe3arpysnte
koHdurypaumo Dr.Web Industrial gns Linux ¢ nomowybto
KOMaHAbL:

# drweb-ctl reload

@ HeT cmbic/ia yka3biBaTh 34€Ch NyTH K

CYMBOJIMYECKUM CCblIKaM, MOCKOJIbKY MpW
npoBepke dalina Bcerga aHaaMsupyercs
NPAMON NyTb K HEMY.

3HayeHue Nno yMonyaHu: /proc, /sys

Pexxum paboTbl SplDer Guard.

Bo3MO>KHble 3HaueHus:

e FANOTIFY — paboTa uyepes cUCTEMHbIV MexaHw3M fanotify;

e AUTO — aBTOMaTMUeCcKoe onpeseneHre onTMManbHOro
pexuma paboTbl.

3HauyeHve no ymoa4daHuto: AUTO

Cnncok npoueccos, GainoBas akTMBHOCTb KOTOPbIX He
KoHTposvpyeTcs. Ecnn dainosas onepauma 6bina
coBepLUeHa AH06bIM 13 NMPOLIECCOB, YKa3aHHbIX B 3HaUEHWM
napameTpa, TO U3MeHEeHHbIV WK CO3AaHHbIV Gain He ByaeT
NpOBepATLCS.

MO>HO yKka3aTb HECKOJIbKO 3HaUYeHWn B BUAe Crmcka.
3HaueHusa B CMMCKe yKa3bIBaKOTCA Yepes 3anaTyto (kaxgoe
3Ha4yeHue B KaBblykax). [lonyckaetca NoBTOpeHVe napameTpa
B CEKUMM (B 3TOM C/lyyae BCe 3HaueHus 0H6beaMHATCA B
eAVHbIN cnncok). JonyckaeTcs ncnoab3oBaTb GpalinoBble
MacKu (cogep>kalyme CUMBOJbI ? 1 *, a TakKe CUMBOJIbHblE
knaccbl [ 1, [! 1, [~ 1)

Mpumep: Job6aBuTb B CNNUCOK NpoLecchl wget U curl.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp

BlockBeforeScan

{Off | Executables | All}

ExcludedFilesystem

{ums ¢gatinosoli cucmemol}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

e /[lob6aBneHve 3HaYEHMN C MOMOLLLbIO KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset LinuxSpider.ExcludedProc -
a /usr/bin/wget
# drweb-ctl cfset LinuxSpider.ExcludedProc -
a /usr/bin/curl

e [lobaBneHne 3HaUEHWA B Galin KOHPUrypaLmu.
o [lBa 3HaueHus B OAHOW CTPOKe:

[LinuxSpider]
ExcludedProc = "/usr/bin/wget",
"/usr/bin/curl”

o [lBe cTpokm (MO OAHOMY 3HaUYEHMIO B CTPOKE):

[LinuxSpider]
ExcludedProc = /usr/bin/wget
ExcludedProc = /usr/bin/curl

YT06bl M3MEHEHUs BCTYNWAW B CUY, Nepe3arpysnte
koHpurypaumo Dr.Web Industrial gns Linux ¢ nomowbto

KOMaH/AbI:

# drweb-ctl reload

3HaueHWe Nno ymosyaHuto: (He 3a0aHo)

BrokvpoBatb dainbl Npu obpalleHnn K HIM 4O NpOoBepKu
MOHUTOPOM (YCUNEHHbIA UK «MapaHoUAanbHbIN» PeXnm
MOHUTOPWHra).

,ﬂ,OI‘IyCTI/IMbIe 3HaueHua:

e Off — He 610KMpPOBaTL AOCTYN K halinam, faxke ecav OHK
He MpPOBepEeHbI.

e Executables — 610kMpoBaTh AOCTYM K NCMOJHAEMbIM
darinam (popmatos PE n ELF n ckpunToB, cogepKaLymx
npeambyny #!), He NPOBEPEHHbIM MOHUTOPOM.

e A11 — BnOKMpPOBaTh JOCTYMN KO BCeM dalinam, He
npoBepPeHHbIM MOHUTOPOM.
®ainbl 610KMPYHOTCH TOIBKO B pexume FANOTIFEY.

3HauyeHwe no ymosuvaHuto: Of £

®aiinoBas cuctema, 4OCTyn K panam KOTOpoW
KOHTPOAIMPOBAaTLCS He byger.

JaHHas yHKUMA AOCTYMHa TONbKO B pexume FANOTIFY.

MO>HO yKka3aTb HECKOJIbKO 3HaUeHWn B BUAe Crmcka.
3HaueHusa B CMMCKe yKa3bIBalOTCA Yepes 3anaTyto (kaxgoe
3Ha4yeHue B KaBblykax). [lonyckaetca NoBTOpeHVe napameTpa
B CEKUMM (B 3TOM C/lyyae BCe 3HaueHus 0H6beaVHATCA B
€JVHbIN CNCOK).

PyKOBO,ELCTBO nosab3oBaTenda

185



A7

-
¢

g
),
A

Mapametp

[*] OnKnownVirus

{Oelicmesue}

[*] OnIncurable

{Oelicmsue}

[*] OnSuspicious

{Oelicmesue}

[*] OnAdware

{Oelicmeaue}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

Mpumep: Job6aBuTb B cnncok dpainoBble cUCTeMbl cifs u
nfs.

e /lob6aBneHve 3HaYEHMN C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a cifs
# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a nfs

e [lobaBneHne 3HaueHUl B dpaiin KoHPUrypaLmm.
o /lBa 3HaueHus B OZHOW CTPOKe:

[LinuxSpider]
ExcludedFilesystem = "cifs", "nfs"

o [lBe cTpoku (MO OAHOMY 3HaUYEHMUIO B CTPOKE):

[LinuxSpider]
ExcludedFilesystem = cifs
ExcludedFilesystem = nfs

YT06bl M3MEHEHUs BCTYNWAN B CUTY, Nepe3arpysnte
kKoHburypaumo Dr.Web Industrial gns Linux ¢ nomoLbto
KOMaHAbL:

# drweb-ctl reload

3HauyeHwe no yMoayaHuo: cifs

[JevctBre npn obHapyxeHUn B nposepseMoM daline
M3BECTHOW yrpo3bl (BMpYyca 1 T. 4.).

Jonyctumble 3HaueHns: REPORT, CURE, QUARANTINE,
DELETE.

3HayeHve No yMOAYaHWUO: REPORT

[JevctBue B cnyvae HEBO3MOXKHOCTU U3NEYEHMS YrPO3bl.
JonyctuMble 3HaueHns: QUARANT INE, DELETE.
3HaueHne Mo yMoYaHWro: QUARANTINE

[JenctBre Npy o6Hapy>XeHUN B NPOBEPAEMOM C MOMOLLbIO
3BPUCTUUECKOrO aHanmsza daiine HeM3BeCTHON yrposbl (Uau
noAo3peHns Ha yrposy).

[JonyctyMble 3HayeHns: REPORT, QUARANTINE, DELETE.
3HayeHune No yMonyaHuio: REPORT

[elicTBMe Npu 06HapyXeHWU B NpoBepseMoM daline
peKknamHoON NporpamMmsi.

ﬂ,OI‘IyCTI/IMbIe 3HaueHus: REPORT, QUARANTINE, DELETE.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp OnucaHue

3HaueHue Mo yMoYaHWio: REPORT

[*] OnDialers JewctBre npu obHapyxeHUn B NnposBepsemMoM ¢arine
. MporpamMmbl aBTOMaTUYECKOTO JO3BOHa.
{Oelicmsue}
JonycTuMble 3HauyeHns: REPORT, QUARANTINE, DELETE.
3HayeHne No yMonyaHuio: REPORT
[*] OnJokes [JeicTBre npu obHapyXeHWUn B NnpoBepseMoM daine
. NpOrpammMbl-LLYTKH.
{Oeticmeue}
JonyctuMble 3HaueHUs: REPORT, QUARANTINE, DELETE.
3HayeHve No yMOAYaHWUO: REPORT
[*] OnRiskware [JevctBre npu obHapyxeHUn B nposepseMoM ¢aline
. NOTEHLMaNbHO OMacHON NPOorpaMMbl.
{Oelicmsue}
[Jonyctnmble 3HayeHna: REPORT, QUARANTINE, DELETE.
3HaueHue Mo yMONYaHWio: REPORT
[*] OnHacktools [JenctBre Npu obHapyxeHWn B NnpoBepsieMoM daiine B
. npoBepsieMoOM daine xakepckol Nporpammbl.
{Oelicmsue}
JonycTuMble 3HauyeHUs: REPORT, QUARANTINE, DELETE.
3HaueHve No yMOYaHWUO: REPORT
[*] ScanTimeout Talim-ayT Ha NpoBepKy oAHoro darna.

{unmepean epemeru} Jonyctumble 3HaueHna: oT 1 cekyHabl (1s) Ao 1 yaca (1h).

3HaueHue nMo ymosiyaHuro: 30s

[*] HeuristicAnalysis Ncnonb3oBaTh MAM He NCMONb30BaTb IBPUCTUYECKUIA aHaNN3
4N15 MOVCKa BO3MOXKHbIX HEM3BECTHbIX YrpPO3. IBPUCTUYECKNIA
aHanu3 MoBbILLAET HAAEXHOCTb MPOBEPKY, HO yBENUMBaET
ee AITeNbHOCT.

{on | Off

[evicTBMe Ha cpabaTbiBaHVe 3BPUCTUYECKOTO aHav3aTopa
3ajiaeTcs NapameTpoMm OnSuspicious.

[Jonyctumble 3HayeHNA:

e On — MCMOJb30BaTh 3BPUCTUHECKUI aHaAW3 NMPY NPOBEpPKe.
e Off — He UCMO/Ib30BaTb IBPUCTUUECKMIA aHaNU3.
3HauyeHve No yMoAYaHmio: On

[*] PackerMaxLevel MakcrManbHbIN YpOBEHb BJIOXKEHHOCTU A/ 3aMakoBaHHbIX
061bekToB. o 3anakoBaHHbIM 06 bEKTOM MOHMMAaeTCA

NCMOIHAEMbIV KOJ, CKaTblil NPW NOMOLLM
cneuvanm3npoBaHHbIX MHcTpymeHToB (UPX, PELock,

{yenoe yucno}
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[*] ArchiveMaxLevel

{yenoe yucno}

[*] MailMaxLevel

{yenoe yucno}

[*] ContainerMaxLevel

{yenoe yucno}

[*] MaxCompressionRatio

{uyenoe yucno}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

PECompact, Petite, ASPack, Morphine n ap.). Takne o6bekTbl
MOTYT BK/IOYaTb ApYyrue 3amnakoBaHHble 06beKTbl, B COCTaB
KOTOPbIX TaKXKe MOTYT BXOAWTb ApYrue 3arnakoBaHHble
06beKTbl, U T. 4. 3HaUeHVe 3TOro napamMeTpa ycTaHaBAMBaeT
npezesibHbIli ypOBEHb MepapXun BAOXKEHHOCTY, Nocae
KOTOPOro 06bekTbl BHYTPM 06BEKTOB He ByayT NMpoBepsATbCs.

OrpaHuyeHUin ypOBHsl BJIOXKEHHOCTU HeT. 3HaueHve 0
YKa3bIBaET, UYTO BJIOXKEHHbIE 06BEKTbI He MPOBEPSHOTCS.

3HauyeHve no yMOUYaH1o: 8

MakcrManbHbIN YpOBEHb BJOXKEHHOCTU A1 apX1BOB
(.zip, .rar 1 ap.), B KOTOPbIE BAOXEHbI APYT1e apXVBbI, B
KOTOpble, B CBOIO 0Yepesp, Takke MOryT HbiTb BAOXKEHbI
apxuBbl, U T. 4. 3Ha4eHve 3TOro napamMeTpa ycraHaBaAvBaeT
npefenbHbI ypOBEHb MepapXumn BAOXKEHHOCTH, nocie
KOTOPOro apXvBbl BHYTPW apX1MBOB He ByAyT NMpOBepATLCS.

OrpaHvyeHuUii ypOBHS BJIOXKEHHOCTU HeT. 3HaueHve 0
yKa3bIBaeT, YTO BAOXKEHHbIE 06BEKTbI He MPOBEPAIOTCA.

3HauyeHwe no ymMoayaHuo: 0

Makc1MaibHbIV ypOBEHb BAOXEHHOCTU ANs Galinos
MOYTOBLIX MporpamMm (.pst, . tbb U T. MN.), B KOTOPble MOTYT
6bITb BNOXEHbI 0OBEKTbI, B KOTOPbIE TakKe MOTYT ObITh
BJIOXKEHbI 0ObEKTbI, U T. 4. 3HaUeHWe 3Toro napamMeTpa
yCTaHaBAMBaET NpejesibHblA YpOBEHb Mepapxum
BJIOXKEHHOCTW, NOC/e KOTOPOro 06beKTbl BHYTPU 0O BHEKTOB He
6yAyT NpoBepsATHCS.

OrpaHuYeHUin ypOBHsl BJIOXKEHHOCTU HeT. 3HaueHve 0
yKa3bIBaeT, UTO BIOXEHHbIE 06 bEKTbI He MPOBEPSAOTCS.

3HayeHwVe No yMonuaHuo: 0

MakcrManbHbIN YpOBEHb BJIOXEHHOCTU AN APYrMX TUMOB
061BEKTOB C BNOXEHUAMM (Hanpumep, cTpaHuubl HTML,
dannbl . jar U T. N.). 3HaUeHVe 3TOro NapameTpa
yCTaHaB/MBaET NpefjesibHbIA YPOBEHb UepapXum
BJIOXKEHHOCTW, NOC/Ne KOTOPOro 06bekTbl BHYTPM 06BHEKTOB He
6yayT NnpoBepATbHCA.

OrpaHWYeHWiA YpOBHSA BAOXEHHOCTM HeT. 3HaueHne 0
yKa3bIBaET, UTO BJIOXKEHHbIE OO6BEKTHI HE MPOBEPSAIOTCA.

3HauyeHwe no yMOYaHuo: 8

MakcvmaibHO AOMyCcTMMasn CTerneHb CkaTus NMpoBepseMbix
061beKTOB (OTHOLWEHME CKaTOro obbema K HecxkaTomy). Ecam
cTeneHb CkaTus 06beKTa MPEBbLICUT YKa3aHHYO BEANUMHY, OH
ByaeT NponyLeH Npv NpoBepkKe.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp

DebugAccess

{noeuyeckuti}
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OnucaHue

BesnnunHa cteneHn cxxaTus foxkHa ObiTb He MeHee 2.
3HauyeHWe Nno ymosdaHuo: 500

BkntouaTb MAM He BKIKOUATb B XXypHaa Ha OTN1a0UYHOM
ypoBHe (Mpu LogLevel = DEBUG) NoApobHble coobLleHus
0 jocTyne K dparnam.

3HaueHue No ymMonyaHuo: No

Hactpoiika nuaneuayanbHbIX NapamMeTpoB MOHUTOPUHra
3al ML, aeMbIX NPOCTPAHCTB

Ana Kaxaoro 3almwaemMoro npocTpaHcTea GanaoBom CMCTEMbI B KOHOUTYPaLMOHHOM
darine, Hapagy ¢ cekumer [LinuxSpider], XpaHsallen Bce NapaMeTpbl paboTbl MOHUTOPA,
3ajaeTca oTAenbHas cekuus, onpegenarowasn nyTb K Habarogaemon obaactn dannoBom
CUCTEMbI U NapaMeTpbl ee MOHUTOpPUHra. Kaxzas MHAMBUAyanbHasA cekuma 3aLimiLaeMoro
NPOCTPaHCTBa A0/XKHA MMeTb MMS BUAa [LinuxSpider.Space. <uUMA npocmpaHcmaa>1,
rae <ums NPoCMpaHcmMea> — YyHUKalbHbIN MAEHTUPUKATOP 3aLUMLLIAeMOro NPOCTPaHCTBa.

NHavBrayanbHas cekums NpocTpaHCTBa AOKHA BKAOUATh B cebs cneyrollme napameTpsl,
OTCYTCTBYHOLLME B OOLLEeN cekumm [LinuxSpider]:

Mapametp

Path

{nyme K
kamasnozy}

Enable

{noeuyeckuti}

OnucaHue

OnpegzenseT nNyTb K KaTanory, XxpaHsaLiemy Gaisbl, KOTOpble A0IXKHbI HAXOAUTHCA NOJ,
HabatoAeHneM (BKNOYAsA BIOXKEHHbIE KaTaniorun).

Mo ymMon4aHUIO JaHHBIN NapameTp UMeeT MycToe 3HaueHue, No3ToMy Npu Jo6aBieHUM
3alMLL,aeMoro NpocTpaHcTBa k 061acT HabatogeHns obsa3aTenbHO CieyeT 3asath
JaHHbIA NnapameTp.

3HaueHue No yMon4aHuo: (He 3a0aHo)

Co,u,ep>KV|M0e 3alWMLIAEMOro NMPOCTPAHCTBA, PACrnoIOXXeHHOe BHYTPU NMyTh Path,
AOJIXKHO HaXxoAuTbCA Noj Ha6J'II-OAEHVIeM MOHUTOPAa.

YcTaHOBKa AaHHOroO napameTpa B No NpeAnucbiBaeT MOHUTOPY UCKIOUUTD
COZEPXKMMOE AAaHHOTO 3alLMLLAeMOro NPOCTPaHCTBa U3 06 beAUHEHHON 0baacTn
Hab o aeHNA.

3HauyeHwe no YMONYaHWNIO: Yes

PyKOBO,CLCTBO nosab3oBaTenda
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@ Ecnvy Bcex 3almaeMbix MPOCTPaAHCTB, YKa3aHHbIX B HACTPOWKax MOHUTOpPa, HabatoseHve

g OTK/IFOUEHO, UK X MyTL He 3asaHbl, To SplDer Guard paboTaeT BXOAOCTYO, MOCKONbKY HU
oAvH davn aepeBa GannoBoM cUCTEMbI He ByAeT HaXOAWTbCA NoA HabatoseHnem. Ecam
HeO6XOANMO KOHTPOAMPOBaTh BCO GaIoBYHO CUCTEMY Kak eAMHOe 3alyumiaemMoe
NMPOCTPaHCTBO, CIeAyeT yAaauTb U3 HACTPOEK BCe MMEHOBaHHbIe CEKLMN 3aLlMLLaeMblX
MPOCTPaHCTB.

Kpome yka3aHHbIX Bbllle, UHAVMBUAYaNbHbIE CEKLMN 3alUMLLAaEeMbIX MPOCTPAHCTB MOTYT
BK/ItOYaTb B ce6A CNMCOK NapamMeTpoB 13 06LLeln CeKLMN HAaCTPOEK KOMIMOHEHTA, OTMEYEHHbIX
ob03HaueHneM [*] B TabauLe Bbille, M Nepeonpesenstowmx napaMeTp, 3ajaHHbli ans
3alMLLIaeMOro NpoCcTpaHCcTBa (HanpumMep, AencTBne Npu obHapy>XeHUn yrposb,
MaKCMManbHY rnybuHy NPOBepPKM apxmMBOB U T. N.). Ecan ana 3awmuiaemMoro npocrtpaHcTBa
He yKa3aH Kakou-1mbo 13 napameTpoB, TO MOHUTOPUHI GalaoB B 3TOM MPOCTPaHCTBE
perynnpyertcsa 3Ha4YeHNAMM COOTBETCTBYHOLLMX MapaMeTPOB U3 CeKUMM [LinuxSpider].

YT06b1 106aBUTb HOBYHO CEKLIMIO MapaMeTPOB A/1A 3aLUMLLIaeMOro NPOCTPaHCTBa C TErOM
<UMS NPOCMPAHCMBea> Npu NOMoLM yTuAnTbl ynpasaeHua Dr\Web Ctl (3anyckaetca
KOMaHAon drweb-ct1), BbINOAHWUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Space -a <umdnpocmpaHcmea>
Mpumep:

# drweb-ctl cfset LinuxSpider.Space -a Spacel
# drweb-ctl cfset LinuxSpider.Space.Spacel.Path /home/userl

MNepBas koMaHAa 206aBUT B paln KOHPUrypaumm cekumto [LinuxSpider.Space.Spacell,
a BTOpas 3a4acT ANs Hee 3HayeHWe napameTpa Path, yka3zaB nyTb K Habarogaemon obnactu
darinoBou cuctemMsbl. Bce npoune napameTpbl B JaHHOM cekumnm ByayT coBnagaTb CO
3HaueHMAMM NapaMeTpoB M3 obLlen cekumn [LinuxSpider].

PyKOBO,ELCTBO nosab3oBaTenda
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9.4. Dr.Web File Checker

KomnoHeHT nposepkun ¢annos Dr.Web File Checker npegHasHaueH ana npoBepku Ganinos u
kaTanoros dannoBon cnctembl. OH UCMoNb3yeTca ApyrMmu kKomnoHeHtamu Dr.Web Industrial
ans Linux ans npoBepkun o6bekToB pannosor cncteMbl. Kpome 3T0ro, KOMNOHEHT BeaeT
MOCTOSAHHO XPaHWUMbI peecTp BCeX yrpo3, ObHapy>XeHHbIX B panaoBOM CUCTEME, U
BbINONHAET QYHKLMIO MeHe Kepa KapaHTUHa, yNPaBasa COAEP>XXMMbIM KaTaloros, B KOTOPbIX
pacnonararoTca N30MpoBaHHbIe Gpaibl.

9.4.1. MpuHuMNbI paboTbl

KomnoHeHT Dr.Web File Checker 3anyckaetca ¢ npaBamu cyneprnosib3oBaTena (Mo/sb3oBaTens
root) 1 NCNOb3yeTCa ANA CKaHWPOBaHMA 0H6BEKTOB ParioBOM cuCTeMbI (Palnbl, KaTanoru u
3arpy3ouyHble 3anmcum).

Dr.Web File Checker nHaekcrpyet Bce npoBepeHHble Gaitsibl U KaTalorn 1 COXpaHsAeT JaHHble
O NpOBepPeHHbIX 06bekTax B CrneLnansbHOM Kelle, YUTObbl He BbINMOHATL MOBTOPHYHO NPOBEPKY
06bEKTOB, KOTOPbIE Y>Ke OblNN NPOBEPEHbI PaHee U He N3MEHANNCh C MOMEHTa NOCeHelN
NPOBEPKM (B 3TOM C/lyyae, eCin 3asBka O NPOBepPKe Takoro 06bekTa MocTynaeT NOBTOPHO,
BO3BpaLLaeTCs pe3ynbTaT ero npeablayLler NPoBepPKM, U3BAEUYEHHbIN U3 KeLla).

Mpw nocTynaeHmn 3anpocoB Ha NpoBepky 06bekToB Galnao0BON CUCTEMbBI OT APYrUX
komnoHeHTOB Dr.Web File Checker npoBepsieT, TpebyeTtcs am npoBepka 3anpoLIeHHOro
obbekTa, n ecan fa, To bopMuUpyeT 3agaHne Ha NMPOBEPKY €ro COAEP>KMMOro Ana
ckaHupytowtero agpa Dr.Web Scanning Engine. Ecav npoBepeHHbI 06BEKT COAePXXUT yrposy,
10 Dr.Web File Checker 3aHocuT ero B peectp 06Hapy>KeHHbIX yrpo3 1 NMPUMEHSET K HEMY
HerTpanusyloLlee AeNCTBUE (NeYeHure, yaaneHre nim nepemMeLleHmne B KapaHTuH), eCam 310
AeVCTBME 3a4aHO KIMEHTCKMM KOMMOHEHTOM, MHULMMPOBABLUMM NPOBEPKY, B KauecTse
peakuun Ha yrpo3y. B kauecTBe MHMLMATOPOB MPOBEPKN MOTYT BbICTyNaTb pa3/iyHble
komnoHeHTbl Dr.Web Industrial gas Linux.

B npouecce npoBepku 3anpoLleHHbIX 06bekToB GpanaoBOM CUCTEMbI KOMMOHEHT MPOBEPKM
dannos GopmMumpyeT 1 OTNPaBASET KOMMOHEHTY-KINEHTY, 3aNPOCKBLUEMY NMPOBEPKY, OTUETHLI O
pe3y/nbTaTax MPOBEPKM U MPeANPUHATLIX 4ENCTBUAX NO HEUTPAAN3aLMK YrpO3, eCAN OHU
6b111 OBHapY>KEeHbI.

MoMWMO CTaHAAPTHOTO MeToZa NPOBePKN GalioB, AN BHYTPEHHUX HYXJ NOAAEPKNBAKOTCS
cneumranbHble MeToAbl NpoBepkn Ganios:

e Memo0 «flow» — MeTOA NOTOKOBOW NpoBepkn GarinoB. KOMNOHEHT, MCMO/b3YHOLNA 3TOT
METOZ, OAWH pa3 MHULMaNM3MpPYET MapamMeTpbl NPOBEPKM U 06e3BPEXMBaHMUSA YrPo3, U
fanee 3T NapameTpbl HyAyT NPUMEHATLCA KO BCEMY NMOTOKY 3aSBOK Ha NpoBepKy $hanios,
MOCTyNatoLMX OT 3TOr0 KOMMOHEHTA. ITOT MEeTOA MPOBEPKM UCMONb3YETCA MOHUTOPOM

SplDer Guard.

e Memod «proxy» — meToz NpoBepku $GarnoB, 3aKNH0YaIOLLMICA B TOM, YTO KOMMOHEHT
npoBepkun GanoB BbINOJHAET TONbKO NPOBEPKY GalNoB Ha HaMume yrpos, He NPUMEHAS K

PyKOBO,CLCTBO nosab3oBaTenda
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HUM HUKaKMX AEUCTBUI, B TOM YMCE HEe BbIMOAHAN PerncTpaumio obHapy>XeHHbIX yrpos
(3TV AeNCTBMA LeNIMKOM BO3/1araroTcsl Ha KOMMOHEHT, MHULMMPOBABLUUIA NPOBEPKY). ITOT
MeToJ MPOBEPKM MCMOb3YeTCs .

B npouecce cBoer paboTbl KOMMOHEHT NPOBePKM GanaoB He TONbKO BeAET peecTp yrpos3 u
yrnpaB/seT KapaHTUHOM, HO 1 cobupaeT obLLyto CTaTUCTMKY NpoBepkn GanioB, ycpesHAs
KonmyectBo $GanNoB, MPOBEPEHHbIX B TEUEHME CEKYH/bI 3@ MOCAEAHIOK MUHYTY, nocaeaHune 5
MUWHYT, nocnegHune 15 MuHyT.

9.4.2. AprymeHTbl KOMaHAHOMW CTPOKMU

Yto6bl 3anycTuth kKoMnoHeHT Dr.Web File Checker n3 komaHaHOM CTPOKY, BbIMOAHUTE
KOMaHAy:

$ /opt/drweb.com/bin/drweb-filecheck [<napamempebl>]

Dr.Web File Checker gonyckaeT ncnosb3oBaHue ciesyoLimMx NapamMmeTpoB:

Mapametp OnucaHue

--help Ha3sHaueHve: BbiBOA Ha 3KpaH KOHCONM UK IMyAATOPa TepMUHana KpaTKoW CnpaBKu Mo
MMERLLUMCS NapamMeTpaM KOMaHAHOW CTPOKM U 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTtkmin BapmaHT: —h
AprymeHTbl: Het

——version Ha3sHaueHve: BbiBog Ha aKkpaH KOHCONM UK 3MyAsTOpa TepMuHana nHdopmaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHTt: —v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-filecheck --help

[laHHas KOMaHJa BbiBeAET Ha 3KpaH KpaTkyto cnpasBky komnoHeHTa Dr.Web File Checker.

3ameuaHuA o 3anycke

3anyck KOMMOHeHTa B aBBTOHOMHOM peXVMe HeNnoCcpeacTBEHHO U3 KOMaHAHOW CTPOKWN He
npeaycMmoTpeH. OH 3anyckaeTcs aBTOMaTUYeCKM 4EMOHOM ynpaBaeHusa KoHurypaumei
Dr.Web ConfigD npwu noctynaeHun ot gpyrux komnoHeHToB Dr.Web Industrial ana Linux
3asBOK Ha NpoBepKy 06bEKTOB GaliNoBoOM cucTemsl. g ynpaBaeHns napamerpamu paboTbl
KOMMOHEeHTa, a TakKe A4 NpoBepkn Gpannos no tpeboBaHUto ncnonbaynte ytnanty Dr.Web
Ctl, npegHa3HaueHHyto ans ynpasaeHuns Dr.Web Industrial gns Linux 13 komaHAHOW CTPOKMW.

PyKOBO,CLCTBO nosab3oBaTenda
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@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

[ns npoBepky Npoun3BO/IbHOrO dalina uam katasora komnoHeHtoMm Dr.Web File Checker
MCMONb3yiTe KoMaHay scan ytuautel Dr.Web Ctl:

$ drweb-ctl scan <nyme K ¢paliny uau kamasoay >

[ns nonyyeHns cnpaBKn O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-filecheck.

9.4.3. NMapameTpbl KOHPUTypaLumn

KoMNoHeHT ncnosb3yeT napameTpbl KOHOUTypaLmm, 3agaHHble B cekunn [FileCheck]

06BbeanHeHHOro kKoHburypauvoHHoro darvina DrWeb Industrial gas Linux.

3TaceKuMﬂxpaHMTcneAyKnumenapameTpH:

Mapametp

LogLevel

{yposeHb nodpobHocmu;}

Log

{mun xypHanaj}
ExePath

{nyme « cpaliny}
IdleTimeLimit

{uHmepsan epemeHu}

DebugClientIpc

{noauyeckuli}

DebugScan

{noauyeckuli}

OnucaHue

yQOBeHb I'IOAQO6HOCTVI BeAeHUA >KypHa/sa KOMIMNOHEeHTa.

Ecnun 3HaueHve napameTpa He yKa3aHo, UCMOJb3yeTca 3HayYeHWe napameTpa
DefaultLogLevel mn3 cekuun [Root].

3HayeHue No ymonyaHuio: Notice

MeToz BeseHWA XKypHasia KOMMOHEHTa.

3HauyeHWe No ymMoiYaHui: Auto

MyTb K UcnonHaemomy daiiny KOMMOHEeHTa.

3HaueHue Mo ymonyaHuro: /opt/drweb.com/bin/drweb-filecheck

MakcrumanbHoe BpeMAa npocCTtoa KOMMOHEHTa, Npu npeBbIlUEHUN KOTOPOro OH
3aBepluaeT CBOK pabory.

Jonyctumble 3HaveHns: oT 10 cekyHg (10s) go 30 aHel (30d).
Ecnun yctaHoBNEHO 3HaueHWe None, KOMMOHEHT byaeT paboTaTb NOCTOAHHO; B
C/nlydae OTCYTCTBUS aKTUBHOCTM eMy He ByaeT oTnpasaeH curHan SIGTERM.

3HaueHue Mo ymosyaHuio: 10m

CoxpaHaTb Win He COXpaHATb B XXypHase Ha OTNaf04YHOM ypoBHe (Mpu
LogLevel = DEBUG) noApo6Hble coobuenus IPC.

3HayeHwve no YMOJI4YaHNO: No

CoxpaHaTb WKW He COXPaHATb B XXypHase Ha OTAaZ04YHOM YpOBHe (Mpu
LogLevel = DEBUG) Noapo6Hble cooblyeHuns, NocTynatoLme B npoLecce
nposepku ¢hannos.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

DebugFlowScan

{noauyeckuli}

DebugProxyScan

{noauyeckuli}

DebugCache

{noeuyeckuti}

MaxCacheSize

{pasmep}

RescanInterval

{uHmepsan epemeHu}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue
3HaueHue No yMonyaHuo: No

CoxpaHsaTb WM He COXPaHATb B XypHasie Ha OTJaZo4YHOM YpOBHe (Mpu
LogLevel = DEBUG) NoApob6Hble coobLeHms 0 nposepke daiios
meTogoM «flow». MeTog «flow» 06blYHO McMob3yeTcss MOHUTOpoM SplDer
Guard.

3HauyeHue No ymMonyaHuo: No

CoxpaHsATb UAK He COXPaHATb B XXypHasae Ha OTAaf0YHOM YpOBHe (nMpu
LogLevel = DEBUG) nogpobHble cooblieHns o nposepke dainos
MeTOZOM «proxy». MeTtog, «proxy» 0bblYHO UCMONb3YeTCA .

3HauyeHwe no yMOAYaHNO: No

CoxpaHsTb WAN He COXPaHsATb B XXypHaje Ha OT1aj0uYHOM ypOBHe (Mpw
LogLevel = DEBUG) NoApO6Hble COOBLLEHNS O COCTOSHWN Kella
npoBepeHHbIX $halnos.

3HaueHue no yMOA4YaHMO: No

MakcumasibHbIA pa3peLleHHbId pa3mep Kela Ans XpaHeHus nHbopmaumm o
npoBepeHHbIX Painax.

Ecnm ykazaHo 0, TO KeluMpoBaHMe OTKIHOYEHO.
3HayeHue No ymonyaHuo: 50mb

[AnTenbHOCTb MHTEPBasa, B TeUeHWe KOTOPOro He NPOMU3BOAWTCA MOBTOPHas
npoBepkKa Cofep>XX1Moro Garnos, MHGopmauma o npeabiayLien nposepke
KOTOpPbIX MMeeTcs B Kelle (Nepunoj akTyalbHOCTU KeLMPOBaHHOM
MHPopMaLK).

Jonyctumble 3HaueHus: ot 0 cekyHg (0s) 4o 1T MuHyTbI (1m).
Ecnv ykasaH nHTepBas MeHee 1s, TO 3aZepkka oTcyTCTByeT, dalin byaet
npoBepATbCA Npu Ar06OM 3anpoce.

3HaueHWe Mo yMOoYaHWi: 1s

PyKOBO,CLCTBO nosab3oBaTenda
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9.5. Dr.Web Network Checker

KomnoHeHT ceTeBor npoBepku gaHHbix Dr.Web Network Checker npegHa3sHaueH ans
NPOBEPKN B CKaHWUPYHOLLEM AApe AaHHbIX, MONYYEHHbIX Yepes CeTb, a TakKe A1 opraHmM3aumm
pacnpeseneHHon npoeepkn darinoB Ha Haanume yrpo3. OH No3BoNAET OpraHM3oBaTb
coeAnHeHne mexay HabopoM y3/710B CeTu € ycTaHOBAEHHbIM Ha Hux Dr.Web Industrial ana
Linux c Lenbto NnpruemMa n nepesaun AaHHblx (HanpuMep, COAEPXKMMOro Garinos) Mexay
y3/lamMmu CeTV ANA MPOBEPKN 3TUX AaHHbIX. [1pn B3aMOAENCTBUN Y310B KOMMOHEHT
opraHu3yeTt aBTOMaTUYeCcKoe pacnpejesieHne 3a4ay Ha NpPoBepKy AaHHbIX (Nepeaasas v
noay4as nx NO CeTn) Ha BCe JOCTYMHbIE y3/bl CETU, C KOTOPbIMU HAaCTPOEHO COeANHEHNE,
obecneumBas 6anaHCUPOBKY UX Harpy3Ku, BbI3BAHHOM MPOBEPKOWN OTMNPABAEHHbIX JAaHHbIX.
Ecim coeanHennsa ¢ yaaneHHbIMUN y31laMy He HacTPOEHbl, KOMMOHEHT nepesaeT Bce
Noay4YeHHble AaHHble Ha MPOBEPKY JI0KaAbHOMY cKaHupyrowemy aapy Dr.Web Scanning
Engine.

@ JaHHbIli KOMMOHEHT BCerAa UCNo/b3yeTcs AN NPOBEPKM AaHHbBIX, MOJAYYEHHbIX Yepes

d ceTeBble COeAMHEHWS, MO3TOMY, €C/IN OH OTCYTCTBYET WAM HEAOCTyNEH, byAeT HapyLleHa
paboTOCNOCO6HOCTL KOMMOHEHTOB, OTMPABASAIOLWMX AaHHble Ha MPOBEPKY Yepe3 ceTeBoe
coeaunHeHwe.

[JlaHHbIi KOMMOHEHT He MpejHa3HauYeH ANA OpraH13aLWn pacnpeieneHHon NpoBepKn
bainoB, pacnosoXeHHbIX B 10KaAbHON GannoBON cucTeMe, Tak Kak He MOXET 3aMeHUTb
KOMMoHeHT npoeepku ¢parnos Dr.Web File Checker. [lns opraHusaumm pacnpegeneHHowm
npoBepku NokasbHbIX GannoB ncnonb3ynte kommnoHeHT Dr.Web MeshD.

B cnyuae 60/1bLLION UHTEHCMBHOCTU MPOBEPKU AaHHbIX, MEpesaBaeMblX Yepe3 CeTb,
BO3MOXHO BO3HUKHOBEHMWE NMPo6eM C MPOBEPKON 13-3a UCHEPMaHMS YMcaa AOCTYMHbIX
balnoBbIX AeCKPUMTOPOB. B 3TOM c/iyuae HEO6XOAMMO YBENNUNTD TUMUT Ha YNCIO
dannoBbIx geckpuntopos, goctynHbix Dr.Web Industrial gns Linux.

O6bmeH npoBepseMbIMU AaHHBIMW MOXET MPOU3BOAMTLCA Kak MO OTKPbITOMY KaHany, Tak U No
3alneHHoMy, ¢ ucnonb3osaHnem SSL/TLS. Mpu ncnosb3oBaHnY 3aLLMLLEHHONO
coeanHeHna Heobxogmmo obecneunTb y3abl, 06MeHMBatowmecs darinamm, KOpPEKTHbIMU
cepTudukatamu 1 knrodamm SSL. [lns reHepauum katouer 1 cepTMPprkKaToB MOXHO
BOCMO/b30BaTbCA YTUANTOM openssl. [[pyMep NCNoNb30BaHMA YyTUANTLI openssl And
reHepaumn ceptTmdunKaToB 1 3aKpbITbIX KIOUEN NpuBeseH B pa3gene [punoxeHve /.

[eHepaumns ceptudukaton SSL.

9.5.1. MpuHUMNbI paboTbl

KomnoHeHT no3BonsieT nepesaTtb AaHHble, He NpeAcTaBAeHHble B BUAe GpainioB B IOKaIbHON
dalinoBOM CMCTEME, Ha CKAHUPOBaHMWe B ckaHupytollee sapo DrWeb Scanning Engine,
PacnoOXeHHOe Ha I0KaNbHOM WY yaaneHHOM y3ne. C TakuMu JaHHbIMKU paboTatoT
KOMMOHEHTbI, OTNPaBAsAOLLME JaHHbIE HA MPOBEPKY Yepes CETEBOE COEANHEHNE.

PyKOBO,CLCTBO nosab3oBaTenda
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| DTV KOMMOHeHTbI Bcerga ncnoabytoT Dr.Web Network Checker (gake pacnonoseHHbIV Ha

&; NoKaNbHOM Yy3/1e) Ans nepejauv Gannos Ha NPOBEPKY CKaHupytoLemy aapy Dr.Web
Scanning Engine. Mo3tomy, ecan Dr.Web Network Checker HegocTyneH, 3T KOMMOHEHTbI He
CMO2ym KOppeKmHO (yHKYUOHUpO8aMsb.

Kpome atoro, Dr.Web Network Checker no3sonset opraHusoBaTb coeamHeHune Dr.Web
Industrial gna Linux ¢ 3agaHHbIM HabOpPOM y3710B B CETU C yCTaHOBAEHHbBIM Ha HUX Dr.Web
Industrial gna Linux (nan ntobbim apyrum peweHvem Dr.Web ana Unix Bepcum He Huxke 10.1)
A1 OpraHM3aunmn pacnpeeseHHON NPOBEPKM Ha Haanyne JaHHbIX, He MPeACTaBleHHbIX B
BMAe $annoB B N0KanbHOM $HariNoBOW cMCTeMe. 3a CYET 3TOrO0 KOMMOHEHT NO3BONATL CO34aTb
M HaCTPOWUTb CKaHUpyrowuu kaacmep, npeacraBasatowmii cobon Habop y3n0B ceTy,
0bMeHMBatoLWMXCA JaHHBIMW 419 MPOBEPKN (Ha KaXKAOM y3ne Ao/KeH ObiTb 3anyLUeH CBOn
3K3emMnaap areHta pacnpegeneHHon nposepkn Dr.Web Network Checker). Ha kaxgom y3ne
ceTu, BKIFOYEHHOM B ckaHupytowwmi knactep, Dr.Web Network Checker BeinonHset
aBTOMaTMuecKoe pacnpejeneHve 3ajay Ha NPoOBEPKY AaHHbIX, MepejaBas MX NO CeTU Ha BCe
AOCTYMHbIE Y3/1bl, C KOTOPbIMW HaCTPOEHO coeanHeHne. [pu 3TOM OCyLLEeCTBAAETCS
6anaHcMpoBKa Harpy3Kku Ha y3/bl, BbI3BaHHOW NPOBEPKOWN AaHHbIX, B 3aBUCMMOCTA OT
KONMYecTBa pecypcoB, AOCTYMHbIX Ha yAaneHHbIX y3nax. B kauectBe nHAMKaTOpa KONMYecTea
pecypcoB, AOCTYMHbIX A8 Harpy3Ku, BbICTyrMaeT KOANYECTBO AOYEPHUX CKaHMPYHOLWMX
NpOLLEeCcCcoB, MOPOXAEHHbIX CKaHUpyroLWwmM agpom Dr.Web Scanning Engine Ha y3ne,
BIJIFOYEHHOM B K/1acTep. Takke OLEeHMBaTCA ANHbI ovepesein Gainios, JOXUAAROLLMXCA
NPOBEPKN Ha KaXAOM UCMO/b3yeMOM Y3/e.

Mpwn 3TOM NHO6OW y3en ceTu, BKAKOUYEHHbIV B CKaHVPYIOLLMIA KnacTep, MOXeT BbICTyrnaTb Kak B
PO/ KIMEHTa CKAHUPOBaHWA, MepesatoLLero JaHHble Ha yAaneHHY NPOBEpPKY, Tak U B POAU
cepBepa CKaHVMpPOBaHUA, MPMHMMALOLLLErO C yKa3aHHbIX Y310B CETU AaHHble AN MPOBEPKM.
Mpn Heo6X0AMMOCTU areHT pacnpeseNeHHON NPOBEPKN MOXHO HAaCTPOUTb TakMM obpasom,
4TO6bI Y3€/1 BbICTYNan TONbKO B Ka4ecTBe cepBepa CKaHMPOBaHMUA UM TOIbKO B KayecTBe
KNIMEHTa CKaHWpPOBaHMA.

[JaHHble, NPUHATbIE MO CETV AN NMPOBEPKM, COXPAHAOTCA B IOKaNbHYHO GpailioByt0 CUCTEMbI B
BUAE BPEMeHHbIX GaiifioB 1 nepesatoTcs Ha NpoBepky ckaHupyowemy aapy DrWeb Scanning

Engine, nnbo, B clyyae ero HefoCTYNMHOCTU AN HOAbLLON HAarPy>XeHHOCTWN, Ha APYron y3en
CKaHWpYyoLLero knacrepa.

Nmetowmiica B HacTporikax KOMMOHEHTa NapaMeTp InternalOnly NO3BOAAET yNpaBAATb
pexunmom pabotbl Dr.Web Network Checker, onpesensa, ncnonbsyerca v oH AN BKIHOUEHUA
Dr.Web Industrial gns Linux B ckaHupyrowmmn kiactep nav Tobko ans obecrneyeHms
BHYTPEHHUX HY>/ KOMMOHEHTOB, paboTatomx nokanbHo B coctaBe Dr.Web Industrial ana
Linux.

PyKOBO,ELCTBO nosab3oBaTenda
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@ Bbl MO>eTe co3aTh CBOM COOCTBEHHDIN KOMMOHEHT (BHELLHEE NMPUNOXEHUE),

: ncnonbsyrowmin Dr.Web Network Checker ana nposepku ¢pannos. s 3TOro KOMMNOHEHT
Dr.Web Network Checker npesoctaBnsiet cneumanmsmpoBaHHbii AP, OCHOBaHHbIN Ha
TexHosnorum Google Protobuf. Onucanue APl Dr.Web Network Checker, a Taicke npumepbi
KoZa KINEeHTCKOro npunoxexus, ncnoabsyrowero Dr.Web Network Checker, noctaBastotcs
B COCTaBe naketa drweb-netcheck.

9.5.2. AprymeHTbl KOMaHAHON CTPOKW

Yto6bl 3anycTuth KoMnoHeHT Dr.Web Network Checker n3 komaHaHOM CTpOKM, BbINOAHUTE
KOMaHAy:

$ /opt/drweb.com/bin/drweb-netcheck [<napamemper>]

Dr.Web Network Checker sonyckaeT ncnosb3oBaHue ciesyoLimMx NnapamMmeTpoB:

Mapametp OnucaHue

--help Ha3HaueHve: BbIBOZ Ha 3KpaH KOHCOIM WY 3My/IATOpa TePMUHaNa KPaTKoM Cripasku Nno
MMerLWMMCA NapaMeTpam KOMaHAHOW CTPOKM 1 3aBepLUeHre paboTbl KOMMOHEHTa.
KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version  Ha3HaueHue: BbiBOZ Ha 3KpaH KOHCOAW WM 3MyAsTOpa TepMuHana MHGopMaLmm o
BEPCUM KOMIMOHEHTa ¥ 3aBeplueHne paboTbi.

KpaTkuin BapuaHT: -v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-netcheck --help

[laHHas KOMaHJa BbiBeZET Ha 3KpaH KpaTkyto cnpaBky komnoHeHTa Dr.Web Network Checker.

3ameuyaHunAa o 3anycke

3anyck KOMMOHEeHTa B aBBTOHOMHOM pPeXVMe HeNoCpeaCcTBEHHO N3 KOMaHAHOW CTPOKWN He
npegycmoTpeH. OH 3anyckaeTca aBTOMaTUYeCKM 4eMOHOM ynpaBaeHusa KoHdurypaumei
Dr.Web ConfigD no mepe HeobxoanMmMocTn (06bIYHO NpU CTapTe ONepaLMoOHHON CUCTEMDI).
Mpw 3TOM, €Cn B HaCTpoliKax KOMMNOHEHTA 3a/jlaHO 3HaYeHWe napamMeTpa FixedSocket, a
napameTp InternalOnly yCTaHOBJ/IEH B 3HayYeHMe No, TO KOMMNOHEHT byaeT 3anyLeH
AEMOHOM ynpaBaeHua KOHPUrypaLmen n NoCTOAHHO JOCTyNeH KiveHTam Yyepes Unix-coker.
Ana ynpaeneHnsa napameTpamu paboTbl KOMMOHEHTA, a TakKe AN 3anycka CeTeBOro
CKaHMpPOBaHMA (MPY HaIMYMM HAaCTPOEHHOTO COeAMHEHMUA C APYTMMU Y3N1aMmn CeTu)
ncnonbymnte ytuanty Dr.Web Ctl, npeaHa3sHaueHHyto ana ynpasaeHuns Dr\Web Industrial ans
Linux 13 KomaHAHOW CTPOKK. Ecan coeanHeHme ¢ Apyrumum y3namum ceTv He HaCTPOEHO,
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BMECTO CETEBOTrO CKaHWPOBaHUA ByaeT 3anyLweHo 06blYHOe CKaHMPOBaHME Ha CTOPOHE
JIOKa/IbHOTO CKaHMPYHOLWLEro Aapa.

@ Y1o6bl 3anyctutb ytuauty Dr.Web Ctl, ncnonbayite komaHay drweb-ctl.

YT06bI MPOBEPUTL MPOM3BOJILHLIN dain uan katanor komnoHeHtom Dr.Web Network
Checker, ncnonb3syire komaHnay netscan ytmautel Dr.Web Ctl:

$ drweb-ctl netscan <nyme k galiny unu kamanozy >

YT06bI MONYUNTL CPaBKy O KOMMOHEHTE U3 KOMaHAHOWM CTPOKM, BbIMOJIHWTE KOMaHAY
man 1 drweb-netcheck.

9.5.3. NMapameTpbl KOHPUTYypauun

KoMnoHeHT ncnonb3yet napameTpbl KOHOGUTypaLmu, 3aZaHHble B cekumn [NetCheck]
0b6beanHeHHOro koHburypaumnonHoro davna Dr.Web Industrial ans Linux.

B cekumm npeacraBneHbl chejgyrolie napamMeTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoAP0HHOCTY BeAeHMs XXypHaia KOMMOHEHTa.

{ypoeeHb no&po6Hocmu} Ecnan 3HaueHne napameTpa He yKa3aHO, NCMNoJb3yeTcA

3Ha4yeHne napamMeTpa DefaultLogLevel n3 cekumnmn
[Root].

3HaueHue No ymonyaHuio: Notice

Log Mertoz BeseHUs xypHaia KOMMOHEHTa.
{mun xypHana} 3HayeHVe No YMOJYaHWIO: Auto
ExePath MyTb K UCNoNHgeMoMy daiiny KOMMOHEHTa.
{nyme K cbaliny} 3HaueHwue no

yMouaHuto: /opt/drweb.com/bin/drweb-netcheck

RunAsUser MNonb3oBaTtenb, OT UMEHN KOTOPOTO 3anyckaeTCcAd KOMMOHEHT.
Bbl MOXeTe yka3zaTb UMCIOBOMN UAEHTUPUKATOP
nonb3osatensa (UID) man ero umsa (noruH). Ecam nmsa
Nnob30BaTeNs COCTOUT U3 LMdP (T. €. MOXOXeE Ha YMCAOBOW
UID), To oHO yka3sblBaeTca ¢ NpedrKCOM name :, HaNnpuUMep,
RunAsUser = name:123456.

{UID | ums nonszosamensy}

Ecav vMs nosb3oBaTens ykasaHo HeKOppekTHo, paboTa
KOMMOHEHTa 3aBepLUaeTcs OWMBKOW cpasy nocae nombITky
3anycka.
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Mapametp

IdleTimeLimit

{uHmepsan epemeHu}

FixedSocket

{nymo k ¢patiny | adpec}

InternalOnly

{noauyeckuli}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue
3HaueHue NMo ymonyaHuio: drweb

MakcvmaibHoe BpeMsl MPOCTOs KOMMOHEHTa, Npw
MpeBbILLEHNM KOTOPOTrO OH 3aBepluaeT paboTy.

Ecnn 3a/4aHO 3Ha4yeHre napameTpa
LoadBalanceAllowFrom uin FixedSocket, TO
HaCTpOl\/'IKa NnrHopumpyeTca (KOMI‘IOHEHT He 3aBepLluaeT CBOKO
pa60Ty no ncrte4yeHmnm MakCcMmaabHOro BpemMeHu I'IpOCTOﬂ).

[Jonyctmble 3HaveHus: ot 10 cekyHg (10s) go 30 aHew
(304d).

Ecnun yctaHoBneHO 3HaueHVe None, TO KOMMOHEHT byaeT
paboTaTb MOCTOAHHO; B C/ly4ae OTCYTCTBMA aKTUBHOCTU eMy
He byaeT oTnpasaeH curHan SIGTERM.

3HaueHue NMo ymonyaHuio: 10m

CokeT dukcnpoBaHHOro sk3emnasapa areHta Dr.Web
Network Checker.

MNpwv 3agaHuK 3TOro NapameTpa AeMOH yrnpaB/eHus
KoHdurypaupen Dr.Web ConfigD cneawt 3a Tem, utobbl
BCersa UMencs 3anyLeHHbIA 3K3eMnasp areHTa
pacnpezeneHHo NpoBepkn GainoBs, JOCTYMHbIA KIEHTaM
yepes 3TOT COKET.

Bo3Mo>kHble 3HaueHus:
e <nyme K ¢aliny> — nyTb K hanny nokanbHoro Unix-
COKeTa;

e <gdpec> — CeTEBOW COKET B BUZe napbl </P-
adpec>:<nopm>.

Y6epautech, Uto KaTanory ¢ Ganom coketa
{ | ‘ Ha3HaueHbl ClegytoLme npaBa AocTyna:

drwxr-xr-x

YT06bI MPOCMOTPETL MpaBa A40CTyna,
BbIMOJIHATE KOMaHay:

$ 1s -1d <nyme k kamasno2y >

3HaueHMe Nno ymosyaHuto: (He 3a0aHo)

Pexxum paboTbl KOMMOHEHTa.

Ecnun 3agaHo 3HaueHWe Yes, TO KOMMOHEHT UCMO/Ib3YeTCA
TONBbKO A8 BHYTPEHHWX Hy>XZ KoMnoHeHToB Dr.Web
Industrial gns Linux, HO He 06CYXXMBAET CKaHVPYHOLL NI
Knactep unm BHewHWe (Mo oTHoweHuo k Dr.Web Industrial
A5 Linux) KneHTCKMe MPUNOXKEHWS BHE 3aBUCUMOCTU OT
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Mapametp

LoadBalanceUseSsl

{noauyeckuli}

LoadBalanceSslCertificate

{nyme « cpaliny}

LoadBalanceSslKey

{nymeo k chaliny}

LoadBalanceSslCa

{nyme}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

HacTpoek LoadBalance* M 3aaHHOIo 3HavyeHus
napametpa FixedSocket.

3HauyeHve Mo YMOJIYaHMO: No

Vcnonb3oBaTtb nam He ncnonb3osatb SSL/TLS ana
coeAiHeHUsA C APYTUMW Y31aMMU.

Bo3MO>KHble 3HaueHus:

e Yes — ucnosb3oBaTb SSL/TLS;

e No — He ucrnoab3oBaTtb SSL/TLS.

Ecan aTOT NnapameTp ycTaHOB/IEH B Yes, TO AN AaHHOTO
y3/1a W 415 BCEX Y3/10B, C KOTOPbLIMWU OH B3aUMOJENCTBYET,
[O/IKHBI ObITb 0053aTENBHO 3ajaHbl COOTBETCTBYHOLLME APYT
Apyry ceptndyrKaT 1 3aKpbIThIA K1Y (MapaMeTpbl
LoadBalanceSslCertificatewn

LoadBalanceSslKey).
3HaueHue No ymonyaHuo: No

Myt K dpariny ceptndukata SSL, ucnonbsyemoro Dr.Web
Network Checker Ha gaHHOM y3/1e Ans B3aUMOAEWNCTBUSA C
Apyrvmm y3namm yepes 6esonacHoe coeanHeHne SSL/TLS.

ili ®aiin ceptudurkata u paiin 3akpbITOro

KO 4a (Onpeﬂ.eﬂFIETCﬂ napamMmeTpom
LoadBalanceSs1Key) AOJIKHbI
COOTBETCTBOBATb APYr APYry.

3HaueHue No ymMon4aHuwo: (He 3a0aHo)

MyTb K Pariny 3akpbITOro karoya, nucnonassyemoro Dr.Web
Network Checker Ha gaHHOM y3/ie ANns B3aUMOAEWNCTBMSA C
Apyrvmm y3namm vepes 6esonacHoe coeaunHeHne SSL/TLS.

ili ®ainn ceptudukaTa (onpesensercs

napameTpom
LoadBalanceSslCertificate) n ¢pamn
3aKpbITOro KJtoYa JONXKHBI
COOTBETCTBOBATb APYr APYrY.

3HaueHne Nno ymosnyaHuto: (He 3a0aHo)

MyTb K KaTanory uau danny, B KOTOPOM pacrnoaaraercs
nepeyeHb JOBEPEHHbIX KOPHEBLIX cepTudmrkaToB. Cpean
AaHHBIX CepTUDUKATOB JOIKEH HAXOAUTLCA cepTUduKarT,
YAOCTOBEPSAIOLLMIA NOANNHHOCTb CEPTUPUKATOB,
NCMOb3YEMbIX areHTaMu BHYTPY CKaHMPYROLWEero knacrepa
npu obmeHe faHHbIMK Yepe3 SSL/TLS.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

LoadBalanceServerSocket

{adpec}

LoadBalanceAllowFrom

{IP-adpec}

LoadBalanceSourceAddress

{IP-adpec}
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OnucaHue

Ecnn 3HaueHve napameTpa He 3agaHo, To Dr.Web Network
Checker, paboTatoLymin Ha JaHHOM y3/e, He NpoBepseT
NOAJ/IMHHOCTb CEPTUDNKATOB B3aUMOLENCTBYHOLLMX areHToB,
OfiHaKO OHW, B 3aBUCUMMOCTM OT 3aJaHHbIX AN HUX HACTPOEK,
MOTYT MPOBEPATb NOAJMHHOCTL cepTUdMKaTa,
MCMONb3YEMOTO areHToM, paboTatolLmMM Ha JaHHOM Y3Jie.

3HaueHne No ymonyaHuto: (He 3a0aHo)

CeteBoin cokeT (IP-agpec 1 nopT), npocaywmeaembii Dr.Web
Network Checker Ha gaHHOM y3ne ana noaydyenus Gpannos
Ha NpPOBEepPKy OT yAaneHHbIX y3/10B (Npu paboTe B kayecTBe
cepBepa CeTeBOro CKaHMPOBaHMA).

3HaueHue No ymon4aHwwo: (He 3a0aHo)

IP-agpec yaaneHHoro y3na cety, ot kotoporo Dr.Web
Network Checker Ha gaHHOM y3/1e MOXeT NpuUHUMaTh Gaibl
Ha MpoBepKy (kak cepBep CETEBOrO CKaHMPOBAHWA).

Mo>eT UMeTb CIMCOK 3HaUeHWI. 3HaUeHNs B CMCKe
yKasbIBatOTCsA yepes 3anaTyro (Kakaoe 3HaueHve B
KaBblukax). [lonyckaeTcs MOBTOpeHWe NnapameTpa B CeKLM
(B 3TOM cnyyae BCe 3HaYEHUA OO6BEAVHAOTCSA B €WHbBIN
CNNCOK).

Mpumep: flobaButb B cnncok agpeca y3nos 192.168.0.1
10.20.30.45.

1. [obasneHvie 3Hau4eHun B Galin KOHOUrypaumn.
e [lBa 3HaueHUs B OAHON CTPOKE:

[NetCheck]
LoadBalanceAllowFrom = "192.168.0.1",
"10.20.30.45"

e [lBe CTpOKM (NO OAHOMY 3HAaUYEHUIO B CTPOKeE):

[NetCheck]
LoadBalanceAllowFrom = 192.168.0.1
LoadBalanceAllowFrom = 10.20.30.45

2. [obaBneHue 3HaYeHU C NOMOLLbI KOMaH/ibl drweb-
ctl cfset:

# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 192.168.0.1
# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 10.20.30.45

Ecavn napameTp nyct, To yAaneHHble dainbl Ha NPOBEPKY He
npuHVMatoTcs (y3en He paboTaeT B pexume cepsepa).

3HaueHne No ymonyaHuto: (He 3a0aHo)

IP-apgpec ceteBoro mHtepdelica, ucnoabsyemoro Dr.Web
Network Checker Ha gaHHOM y3ne ans nepegauv dainoB Ha
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Mapametp

LoadBalanceTo

{adpec}

LoadBalanceStatusInterval

{uHmepean epemeru;}
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OnucaHue

YZAaNeHHyto NpoBepKy, ecin y3en paboTaeT Kak KINeHT
CeTeBOrO CKaHWPOBAaHWA, U eC/Iv Ha y3/1e JOCTYrHO
HECKOJIbKO CeTeBbIX MHTepdeiicoB.

Ecnv ykasaTtb nyctoe 3HayeHWe, TO UCMONb3yeMblli CETEBOM
nHTepdeinc byaeT aBToMaTnyeckm BbibpaH sapom OC.

3HaueHne Nno ymosnyaHuto: (He 3a0aHo)

CokerT (IP-agpec v NopT) yAaneHHOro y3aa, Ha KOTOPbIM
Dr.Web Network Checker Ha gaHHOM y3ne moxeT
oTnpaBaATb Gaibl Ha yaaneHHyto NpoBepky (Kak KANEHT
CeTeBOro CKaHVPOBaHWSA).

Mo>KeT UMeTb CMNCOK 3HAUEHUI. 3HAaUEeHWs B CrMCKe
YKa3bIBatOTCA Yepes 3anaTyro (Kaxkgoe 3HauyeHue B
KaBblukax). [lonyckaeTcs NOBTOPeHWe napameTpa B CEKLM
(B 3TOM cnyyae BCe 3HAYEHUS OOBEAVHAOTCSA B €4WHbBIN
CMNNCOK).

Mpumep: JobaButb B cnvcok cokeTbl 192.168.0.1:1234 n
10.20.30.45:5678.

1. [obaBneHne 3HaYeHW B Galin KOHPUrypaLmm.
e [lBa 3HaueHVsi B OA4HOW CTPOKE:

[NetCheck]
LoadBalanceTo = "192.168.0.1:1234",
"10.20.30.45:5678"

e [IBe cTpOKM (MO OAHOMY 3HAYEHUIO B CTPOKE):

[NetCheck]
LoadBalanceTo = 192.168.0.1:1234
LoadBalanceTo = 10.20.30.45:5678

2. [lobaBneHre 3HaYEHMWA C MOMOLLbI KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset NetCheck.LoadBalanceTo -a
192.168.0.1:1234
# drweb-ctl cfset NetCheck.LoadBalanceTo -a
10.20.30.45:5678

Ecnn napameTp nycT, To nokanbHble Gaiibl He NepeaatroTca
Ha yAaNeHHyto NpoBepKy (y3en He paboTaeT B pexume
KIMEHTa CEeTEBOrO CKaHMPOBaHWA).

3HaueHue No ymMmon4aHuwo: (He 3a0aHo)

VIHTepBan BpeMeHn Mexgy paccbiikamMu AaHHbIM Y3/10M
MHGOPMaLMM O CBOEW 3arpy>KeHHOCTU AN BCEX areHTOB
pacnpeieneHHOM NPoOBepKY, NepPeYNCIeHHbIX B NapamMeTpe
LoadBalanceAllowFrom.

3HauyeHve Mo YMOJIYaHUIO: 1s

PyKOBO,ELCTBO nosab3oBaTenda

202



A7

-
¢

g
),
A

Mapametp

SpoolDir

{nyme k kamasnozy}

LocalScanPreference

{OpobHoe yuco}

LoadBalanceSslCrl

{nyme}
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OnucaHue

KaTanor B 1okanbHoOW $palinoBOM CUCTEME, UCMONb3YeMblid
NS xpaHeHus ¢ainos, npuHaTeix Dr.Web Network Checker
Mo CeTV OT KINEHTOB CKaHUPOBaHWA AN MPOBEPKW.

3HaueHue no ymonyaHuo: /tmp/com.drweb.ncheck

OTHOCHTENbHBIN BEC (MPeAnOYTUTENBHOCTD) Y31a MpU
BbI6Ope MecTa Ans npoBepkn daina (IokaabHOro Wiu
NPVHATOrO Mo cet). Ecn B HEKOTOPbIN MOMEHT BpeMeHM
BEC JIOKa/NbHOTO Yy3/1a 60/blle CyMMapHOro Beca BCex
[OCTYMHbIX Y3N10B-CepPBEPOB CKaHpoBaHusa, dann byaet
OCTaBJ/IeH areHToM AN 1OKaNbHOM NPOBEPKM.

MuHMManbHOe 3HaueHwue: 1.
3HaueHve Nno ymonyaHuio: 1

MyTb K KaTanory uamn dpany C nepeyHem oTo3BaHHbIX
ceptduKaTos.

Ecnu 3HaueHne napameTtpa He 3agaHo, To Dr.Web Network
Checker, paboTatoLymin Ha JaHHOM Yy3/e, He NpoBepseT
CepTI/IdJI/IKaTbI B3a|/|MOAeVICTByI-OUJMX areHToB Ha
aKTya/bHOCTb, OHAaKO OHW, B 3aBUCUMOCTN OT 3aZjaHHbIX AN
HUX HaCTPOeK, MOTyT MPOBEPSATL akTyalbHOCTb cepTudMKaTa,
MCMO/Ib3yeMOro areHToM, paboTarolM Ha JaHHOM Y3/e.

3HaueHne No ymosnuaHuto: (He 3a0aHo)
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9.6. Dr.Web Scanning Engine

CkaHupytouee sgpo Dr.Web Scanning Engine npegHasHayeHO Ans nomncka BUPYCOB U APYruX
BPeAOHOCHbIX 06BEKTOB B darnax 1 3arpy3ouHbix 3anucax (MBR — Master Boot Record,

VBR — Volume Boot Record) anckoBbix ycTpoicTB. KOMMNOHEHT BbIMOAHAET 3arpy3ky B namMaTb
n 3anyck aHTMBMpYcHoro aapa Dr.Web Virus-Finding Engine v BupycHbix 6a3 Dr.Web,
MCNOAb3yeMbIX UM AJ/1 MOMKCKa Yyrpos3.

CkaHupyroLee aapo paboTaeT B pexnme JeMOHa, B KauecTBe CepBuca, MPMHUMAtOLLErO OT
Apyrux komnoHeHToB Dr.\Web Industrial gns Linux 3anpockl Ha NnpoBepky 06bekToB $hanoBou
CUCTEMbI Ha Hannume yrpo3 (31o komnoHeHTbl Dr.Web File Checker n Dr.Web Network Checker
n, BO3MOXHO, Dr.Web MeshD). Mpw oTcyTcTBUM Man HeAOCTyNnHOCTM kKomnoHeHToB Dr.Web
Scanning Engine n Dr.Web Virus-Finding Engine aHTMBUpPYCHblE MPOBEPKM Ha AaHHOM Y3/1e He
NPOn3BOAATCA (3@ UCKNOUEHMEM cyyaeB, korga B coctaBe Dr.Web Industrial ansa Linux
npucytcteyeT kKomnoHeHT Dr.Web MeshD, B HacTpolkax KOTOPOro 3aaHo coefnHeHne C
y371aMu JIOKasbHOTro obnaka, NpeAoCTaBAAOWNMM YCAYTy CKAHNPYIOLLEro A4pa).

9.6.1. MpuHUMNbI paboThbl

KomnoHeHT Dr.Web Scanning Engine, paboTatowmin B pexxume gemMoHa, NpUHMMAaeT OT APYrux
komnoHeHToB Dr.Web Industrial gna Linux 3anpockl Ha npoBepKy 06bekToB GparinoBOM
cucteMbl (GaninoB, 3arpy30UHbIX 3aMMCen Ha ANCKaxX) Ha Haanune BHeAPEHHbIX Yrpos,
dopmumpyeT ouepean 3agaud Ha MPOBEPKY O6BLEKTOB 1 BbIMOAHAET MPOBEPKY 3aMpPOLLEHHbIX
06DBEeKTOB, MCNONb3ya aHTUBMpPYCHOe aapo Dr.Web Virus-Finding Engine. Ecaiv B npoBepeHHOM
obbekTe obHapy>KeHa yrposa, 1 B 3afiaHMW Ha MPOBEPKY CTOUT yKa3aHune BbINOAHATb NeYveHue,
CKaHMpytoLlee A4PO0 NbITaeTCA BbINMONHATL IeYEHWe, eC/IN 3TO AeNCTBME MOXET ObITb
NPUMEHEHO K NpOBEPEHHOMY OO beKTy.

CkaHupyroLee aapo, aHTMBUpPYCcHoe agpo Dr.Web Virus-Finding Engine 1 BupycHble 6a3bl
06pa3yroT aToMapHbIA KOMMAEKC U He MOTYT BbITb pasaeneHbl. CkaHupyroLlee 4po
OCyLLeCTBASET 3arpy3Ky BUPYCHbIX 6a3 n obecneunsaeT cpesy Ana PYHKLMOHUPOBaAHMNA KPOCC-
nnatdopmeHHOro aHtMBMpycHoro aapa Dr.\Web Virus-Finding Engine. O6HOBNeHME BUPYCHbIX
6a3 1 aHTUBMPYCHOTO AApa NPOU3BOANTCA KOMMOHEHTOM obHoBAeHU Dr.Web Updater,
Bxogawmm B coctaB Dr.Web Industrial gna Linux, HO He ABASIOWMMCS YaCTbHO CKaHUPYHOLLEro
aapa. KomnoHeHT 06HOBNIEHWI 3anycKaeTca AeMOHOM ynpaBaeHns KoHourypaunen Dr.Web
ConfigD nepuoanyecku v NPUHYAUTENBHO B OTBET Ha MOCTYNMUBLUYIO KOMaHAy
nonb3oBatens. Kpome toro, ecam Dr.Web Industrial ana Linux dyHKUMOHMpPYeET B pexunme
LeHTpasn30BaHHOW 3aLmnTbl, TO PYHKLMM OOHOBAEHWA BUPYCHbIX 6a3 1 aHTUBMPYCHOTO Ajpa
H6epeT Ha cebs areHT LeHTpanm3oBaHHoOM 3awwmTbl Dr.Web ES Agent, koTopbii
B3aMMOAENCTBYET C CEPBEPOM LieHTPaAN30BaHHOW 3aLUMTbl U NoJyyYaeT OOHOBAEHMA OT Hero.

Dr.Web Scanning Engine moxeT paboTaTb kak Noj KOHTPOJIEM AeMOHa yrnpaB/ieHWNs
kKoHdurypaumen DrWeb ConfigD, Tak 1 aBTOHOMHO. B nepBom cnyyae geMoH obecneunBaet
3anyck a4pa n cBoeBpeMeHHoe 06HOBIeHWe BUPYCHbIX 6a3, ncnoab3yemMbix AApom. Bo
BTOPOM C/lyyae 3anyck agpa u obHoBAEHWE BUPYCHbIX Ha3 Bo3naratoTca Ha UCMob3ytoLlee
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ero BHelwHee npuaoxeHue. KomnoHeHTol Dr.Web Industrial gas Linux, BeinonHsatowme
3aMpochl K CKaHMPYOLWEMY AAPY Ha NpeAMeT NpoBepky GaiNoB, UCMONb3YHOT TOT Xe
NPOrpamMMHbI UHTEP®DENC, UTO Y BHELLHWE NMPUNOXKEHWS.

@ Bbl MO>eTe co3aaTb CBOM COBCTBEHHBIV KOMMOHEHT (BHELLHEE MPWIOXKEHNE),

: ncnonb3syrowuii Dr.Web Scanning Engine ans nposepku ¢painnos. [1nsa 3To0ro KOMMOHEHT
Dr.Web Scanning Engine npegocTaBaseT cneupmanvsmpoBaHHbiii APl, oCHOBaHHbIV Ha
TexHonorum Google Protobuf. Ans nonyyeHus onvcanus APl Dr.Web Scanning Engine, a
TaKkke NPUMEPOB KOZAa KINEHTCKOTO MPUAOXeHUs, ucnoab3yrowero Dr.Web Scanning
Engine, obpaTutech B 0TAe1 N0 paboTte ¢ NnapTHepamu &' komnaHum «[lokTop Beb».

MNocTynatowpme 3ajaum Ha CKaHMPOBaHMe aBTOMATMYECKM pacnpesenstoTca no Tpem
oyepesaM, UMEeRLLMM Pa3IMYHbIA MPUOPUTET (BbICOKUA, HOPMaibHbIA 1 HU3KKIA). Ouepesp, B
KOTOpyto ByseT noMelleHa 3ajava, onpesenseTca NCXoAa U3 TOro, KaKon KOMMOHEHT ee
chopmupoBan. Hanpumep, 3agaun, noctynaroLie oT MOHUTOPOB GaNoBbIX CUCTEM,
NoMeLLatoTca B o4epesn BblICOKOrO NpropuTeTa, MOCKOIbKY MPU MOHUTOPUHIE BaXHa
CKOPOCTb peakuumm Ha AeNCTBUA C 0b6bekTaMn GalrinoBor cuctembl. CkaHupytoLlee aapo BejeT
CTaTUCTUKY CBOEro MCMOJb30BaHMA, GUKCUMPYA KONMYECTBO MOCTYNUBLLMX 3aja4 Ha
CKaHMpOBaHMe, a Takke ANNHbI ovepesen. B kauecTBe nokasatens cpefHen Harpysku
CKaHMpytoLLee AAPO OnpeaensieT CPeHIO ANNHY oYepeen B CeKyHAy. ITOT nokasaTesb
yCcpeAHseTcs ANs NocaeAHe MUHYTbI, MOCNEAHUX 5 MUHYT 1 nocieaHnx 15 MUHYT.

AHTtnBMpycHoe aapo Dr.Web Virus-Finding Engine nogzaep>unBaeT kak CUrHaTypHbIN aHann3
(NOMCK N3BECTHBIX YTPO3 Ha OCHOBE CUTHATYP, COAEP>KALLMXCA B BUPYCHbIX 6a3ax), Tak 1
pa3NnNyHble TEXHO/IOrMM IBPUCTUYECKOTO 1 MOBEAEHYECKOro aHaansa, npeAHasHaueHHble Ans
pacno3HaBaHMA NOTEHLMaNbHOM ONAacHOCTN o6bekTa Ha OCHOBE aHa/M3a
nocneAoBaTeNbHOCTN COAEPXKALLMXCA B HEM MaLUMHHbBIX MHCTPYKLWUA U APYrMX MPU3HaKOB
MCMONHAEMOrO KoJa.

ili DBPUCTUYECKMI aHaNU3aTOP He rapaHTMpyeT 4OCTOBEPHOro pacrno3HaBaHWs yrpo3 1 MOXeT
o JOMycKaTb CnefyroLlne oLwmnoKm:

e OwubKu nepeoeo podd — 3TO JIOXKHble cpabaTbiBaHWs aHanv3aTopa, KOr4a B Kayectse
BPeAOHOCHOTO oTMeuaeTcs 6e3omnacHbli 06beKT.

e Owubku 8mopozo poda — 3T0 OLWNOOYHOE MpK3HaHNE BPeAOHOCHOTo 0b6bekTa
6e30nacHbIM.

Mo3ToMy yrpo3bl, 06Hapy>KeHHble 3BPUCTUYECKMM aHaM3aTOPOM, OTHECEHbI B OCOOYHO
kaTeroputo «lNogo3putenbHblie» (Suspicious).

PekoMeHayeTcs BbINOAHATL MepemMeLleHe NoA03PUTENbHbBIX OO bEKTOB B KapaHTUH C TEM,
yTOObI B fla/ibHElLLEeM, MOCae O6GHOBNEHNS BUPYCHbIX 6a3, NPOBEPUTbL NX METOAAMM
CUrHaTypHOro aHanu3a. [lna npesoTBpalleHns owmnbok BTOPOro posa pekomMeHayeTcs
NnoAAepP>XNBaTb BUPYCHble 6a3bl B aKTyalbHOM COCTOSHUW.

PyKOBO,ELCTBO nosab3oBaTenda
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AHTMBUpYCcHOEe aapo Dr.Web Virus-Finding Engine no3BosseT ocyLecTBAATb NPOBEPKY Kak
He3anakoBaHHbIX, Tak U 3arMakoBaHHbIX GalnioB 1 06BEKTOB, COAEPIXKALLMXCA B PA3NNYHbIX
KOHTelHepax, TakmMxX Kak apX1Bbl, COOOLLEHNSA 31eKTPOHHOW NOYTbI U T. A,

9.6.2. AprymeHTbl KOMaHAHOW CTPOKMU

YTtobbl 3anycTnTb ckaHupyroLwee aapo Dr.Web Scanning Engine 13 KomaHAHOW CTPOKM,

BbIMOJIHNTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-se <cokem> [<napamempesl>]

rae obA3aTeNlbHbIN apryMeHT <cokem > yKa3blBaeT agpec cokeTa, ucrnosbsyemoro DrWeb
Scanning Engine ans o6cnyXunBaHns 3anpocoB KIMEHTCKUX KOMMOHEHTOB. MoxeT 3asaBaTbCs
TO/IbKO B BUAe nyTn K darny (coket Unix).

Dr.Web Scanning Engine gonyckaeT ncnonab3oBaHue caeAyoWwmx napameTpos:

Mapamertp

--help

--version

OnucaHue

Ha3HaueHve: BbIBO[l| Ha 3KpaH KOHCOJIN Unn 3MyJiATOpa TepMuHa a
KpaTKOIZ CnpaBKM NoO MMELWMMCA NapaMeTpam KOMaHAHOlZ CTPOKMN N
3aBepLlleHune pa6OTbI KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

Ha3HaueHve: BbiBoA Ha 3KpaH KOHCOMN UAM IMyNsTopa TepMUHana
MHGOpPMaLMK O BEPCUM KOMMOHEHTa ¥ 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

/JlonosHumesnbHele napamempesi 3anycka (cognadarom ¢ napamempamu U3 KoH@UypayuoHHo20 galina u
3amewjarom ux npu Heobxooumocmu):

--CoreEnginePath

--VirusBaseDir

--TempDir

--KeyPath

HazHaueHue: Mytb K painy 6ubanoTtekn aHTMBUpPYCHOTO Agpa Dr.Web
Virus-Finding Engine.

KpaTkuin BapuaHT: Her.

AprymeHTbl: <nyme K ¢gpalily> — MoJHbI NyTb K Gainy ncnonb3yemon
6unbanotekn.

Ha3HaueHue: MNyTb Kk KaTanory, cogepatiemy Gannbl BUPYCHbIX 6a3.
KpaTkuin BapumaHT: Her.

ApPryMeHTbI: <nyme K Kamasno2y> — MOJHbIN MyTb K KaTaaory BUPYCHbIX
6as.

HasHaueHue: MyTb K kaTanory BpemeHHbIx $paiinos.
KpaTkuii BapuaHTt: Her.

AprymeHTbl: <nyme K Kamasoay> — MOJHbIA NyTb K KaTaaory
BpPEMEHHbIX halnnoB.

HazHaueHrve: MyTb K UCnosb3yeMoMy K1roUYeBOMy daiiny.

KpaTkuin BapuaHT: Her.

PyKOBO,CLCTBO nosab3oBaTenda
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--MaxForks

—--WatchdogInterval

—-—AbortForkOnTimeout

--ShellTrace

--LogLevel

--Log

KomnoHeHTbl Dr.Web Industrial gnsa Linux

AprymeHTbl: <nyme K ¢gpalily> — MOJHbIV NyTb K KNFOUeBOMY daiiny.

HasHaueHve: MakcnmasibHOe paspeLleHHOe YMCNO0 JOoYepHUX
npouecco., kotopble Dr.Web Scanning Engine mo>xeT nopoauts B
npoLecce NPOBEPKY.

KpaTkuin BapuaHT: Her.

ApryMeHTbI: <4UC/0> — MaKCUMaNbHOE pa3peLleHHoe YMCIo
AOYEPHVX MPOLIECCOB.

Ha3HaueHue: MeproanyHocTtb, ¢ kotopoii Dr.Web Scanning Engine
npoBepseT paboTOCNOCOOHOCTL JOUYEPHMX MPOLECCOB, 3aHNUMAOLLMXCA
NPOBEPKOWN COAeP>XMMOTo GalinoBs, A5 OCTaHOBKN 3aBUCLLMX NP
npoBepke.

KpaTkuin BapumaHT: Her.

ApryMeHTbl: <UHMep8as epemeHu > — NepuUoANYHOCTb NMPOBEPKU
AOYEPHMX NPOLIECCOB.

Ha3HaueHve: 3aBepLUmnTb NPOLIECCHl CKAHMPOBaHWS NpUY TaliM-ayTe,
nocnaB um curHan SIGABRT.

KpaTkuin BapumaHT: Her.
AprymeHTbl: Het

HasHaueHve: OTcnexmBaHve 060104k (BbIBOA B XXypHa
paclinpeHHon nHdopmaumm o nposepke dainos sgpom Dr.Web Virus-
Finding Engine).

KpaTkuin BapumaHT: Her.
AprymeHTbl: Het

HasHaueHve: YpoBeHb NOAPOOHOCTY BegeHUs XXypHana aagpom Dr.Web
Scanning Engine B npouecce paboTbl.

KpaTkuin BapuaHT: Her.
AprymeHTbl: <ypogeHb noOpobHOCMU>. BO3MOXHble 3HaUeHWs:

e DEBUG — caMblli NOAPOO6HbIV (OTAaA0uUHbIN) YpOBEeHb. BbiBoasATCSA
BCe COODLLEHNs, a Takke OTNajouHas MHbopmMaLums.

e INFO — BbIBOAATCA BCE COOBLLEHMS.

e NOTICE — BbIBOAATCA COObLLEHMA 06 owmnbkax, npeaynpexaeHus,
yBeOMIEHMS.

e WARNING — BbIBOAATCA COODOLEHMS 06 olwnbKax 1
npeaynpexzaexHus.

e ERROR — BbIBOAATCA TO/IbKO co0bUeHMss 06 olwmnbkax.

Ha3HaueHve: Cnocob BeseHWs XypHaia COODBLEHNA KOMMOHEHTa.

KpaTkuin BapuaHT: Her.

ApPrymMeHTbl: <mun XypHasia>. BO3MOXHble 3HaueHs:

e Stderr[:ShowTimestamp] — cOObLWEHMs OyayT BbIBOAUTHCA B
CTaHAapTHbIV NMOTOK oWmMbOK stderr.
Onuys ShowTimestamp npegnucbiBaeT 406aBAATL K KaXKAOMY
COODBLLEHNIO METKY BPEMEHN.

PyKOBO,ELCTBO nosab3oBaTenda
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--ForkMemoryLimit

--EngineDallocLimit

KomnoHeHTbl Dr.Web Industrial gnsa Linux

e Syslog|:<facility>] — coobuieHvs byayT nepesaBaTbCcs

CUCTEMHON cny>be XypHaanpoBaHua syslog.

JononHutenbHas MeTka <facility> vcnonb3yetcs Ans ykasaHus Tvna
XypHana, B KOTOPOM syslog ByAeT CoOXpaHaTb COObLLLEeHNS.
Bo3MOXHble 3HAaUEHNs:

o DAEMON — CO0bLeHUs AeMOHOB;
o USER — COO06LLEeHMs NMONb30BaTe/IbCKUX MPOLECCOB;
0 MAIL — COOOBLLEHMS MOYTOBbIX MPOrpamm;

o LOCALO — coobuieHns nokanbHbix npoueccos 0;

o LOCAL7 — COO6LLI,EHI/I$1 JIOKa/bHbIX NMpoLeccoB 7.

e <path> — nyTb K daiiny, B KOTOPLIA BYAYT COXpaHATbCA cOObLeHMs

XypHana.

Mpumepsr:

--Log /var/opt/drweb.com/log/se.log
--Log Stderr:ShowTimestamp
--Log Syslog:DAEMON

Ha3zHaueHve: MakcnMaibHbl 06beM onepaTMBHOM NamMsaTy,
BblJeNsemMblin A8 paboTbl IK3emMnaspa CKaHMpyroLwero aapa.

KpaTkuin BapumaHT: Her.

AprymMeHTbl: <pasmep 8 6alimax> — MakKCUMabHbIA 06beM
onepaTMBHOWN NaMATH.

[onyctumble 3HaueHus: ot 1073741824 6aut (1 I6) o 4294967296
6aut (4 I'6).

3HaueHue No ymMmonyaHuo: 4294967296 (4 I6)

ili OTOT NapameTp He 3aAeNncTByeTcs B 32-pa3psHbiX
ANCTPUBYTMBaX NPOAYKTa.

Ha3HaueHve: MakcvManbHbIi 06bem onepaTUBHOW NaMsaTy,
BblAENAEMbIV A8 XpaHeHUs BpeMEHHbIX GpalioB.

KpaTkuin BapuaHT: Her.

ApryMeHTbl: <pasmep 8 balimax> — MaKCMMaibHblA 06bem
onepaTvBHOM NamMaTU.

[Jonyctumble 3HaueHus: ot 52428800 6ant (50 M6) o 1073741824
6aut (1 6).

3HaueHue nNo ymonyaHuo: 524288000 (500 M6)

ilf HactosfTenbHO He pekoMeHayeTca MeHATb 3HaueHue
Mo YMOJIYaHWIO 418 3TOro MapamMeTpa, ec/v Bbl He
yBepeHbI, YTO 3TO AEWCTBUTENIbHO HEOHXOANMO.

PyKOBO,CLCTBO nosab3oBaTenda
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Mpumep:
$ /opt/drweb.com/bin/drweb-se /tmp/drweb.ipc/.se --MaxForks=5

[laHHaa KOMaHZAa 3anycTuT 3k3emnasp ckaHmpyrowero sapa Dr.Web Scanning Engine,
3acTaBuB ero co3gatb Unix-cokeT /tmp/drweb.ipc/ . se AnA B3aUMOAENCTBUA C
KNMEHTCKMMWN KOMIMOHEHTaMU1 1 NOpoXAaTb He 6osiee 5 ckaHMpPYOLWMX JOUYEePHMX NPOLLECCOB
npwu nposepke $pannos.

3ameuaHusa o 3anycke

Mpy HEOBXOAMMOCTU MOXKET BbITb 3aMyLLEHO NPOM3BOJbHOE KOINYECTBO K3eMMIAPOB
ckaHupytoulero agpa Dr.Web Scanning Engine, npegoctaBastowmx cepBuc no npoBepke
daliNoB Ha HaAnume yrpo3 KIMEHTCKUM MPUNOXKEHUAM (He 06A3aTeIbHO TO/IbKO
komnoHeHTam Dr.Web Industrial gns Linux). Mpwn 3TOM, ecan B KOHQUIypaLmy KOMMNOHEHTa
3a/laHO 3HaYeHWe NapameTpa FixedSocketPath, TO OAUH 3K3EeMMNIAP CKaHUPYHOLLEro Aaapa
Bcerga byseT aBTOMaTMyeCcku 3anyLieH 4eMOHOM ynpaBaeHusa koHourypaumen Dr.Web
ConfigD n goctyneH kaneHtam yepes Unix-cokeT. Ik3eMMspbl CKAaHMPYHOLLETO A4pa,
3anyckaemble HeNnoCpPeACTBEHHO M3 KOMaHAHOW CTpokM, byayT paboTaTe B aBTOHOMHOM
pexume, 6e3 NoAKIYEHUS K AEMOHY YNpaBAeHNA KOHPUrypaLumen, gaxe eCam OH 3anyLUeH.
[ns ynpaBneHnsa napameTpamm paboTbl KOMMOHEHTa, a TakKe Ans nposepku Ganios no
TpeboBaHuto ncnonbaymnte ytuanty Dr.\Web Ctl, npegHasHauveHHyto ansa ynpasneHus Dr.\Web
Industrial ans Linux n3 kOMaHAHOW CTPOKM.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

[ns ckaHMpoBaHWA NPOM3BOJLHOTO daiaa UK Kkataaora komnoHeHtom Dr.Web Scanning
Engine ncnonb3yite komaHay rawscan ytunutel Dr.Web Ctl:

$ drweb-ctl rawscan <nyme kK kamasaozy uau gadiny>

[ns nonyyeHns cnpaBKn O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-se.

9.6.3. NMapameTpbl KOHPUTypauumn

KoMnoHeHT ncnosb3yeT napameTpbl KOHOUTypaLmm, 3afaHHble B ceKUMKN [ScanEngine]

06BbeanHeHHOro kKoHburypauvoHHoro darvina DrWeb Industrial gas Linux.

JTa cekuma XpaHuT ciegyrouime rnapaMeTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoApobHOCTM BEAEHMA XypHana KOMMOHEHTa.

{yposeHb nodpobHocmuy}

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

Log

{mun xypHanaj}
ExePath

{nyme « ¢paliny}
IdleTimeLimit

{uHmepsan epemeHu}

FixedSocketPath

{nyme « cpaliny}

MaxForks

{yenoe yucno}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

Ecan 3HaveHve napameTpa He yka3aHO, UCMONb3yeTca 3HaveHne
napametpa DefaultLogLevel m3 cekumn [Root].

3HauyeHve no yMo4aHuo: Notice

I\/IeTog BeAeHWA XKypHaJa KOMMOHEeHTa.

3HauveHne No yMONUYaHMIO: Auto

MyTb K UcronHsemMomy daiiny KOMAOHEHTa.
3HaveHne No ymoavaHumo: /opt/drweb.com/bin/drweb-se

MakcumanbHoe BpemMA NpoCToAa KOMMOHEHTa, Npu NpeBbIlLUEHNN
KOTOPOro OH 3aBepLUaeT CBOO paboTy.

Ecnv 3agaHo 3HaveHne napameTpa FixedSocketPath, TO
HacTpovika UrHopupyeTtcs (KOMMOHEHT He 3aBepluaeT CBO paboTy
Mo UCTEUEHWIO MaKCMMaslbHOTO BPEMEHM MPOCTOS).

[Jonyctumble 3HaueHus: oT 10 cekyHg (10s) go 30 aHewn (304d).
Ecnvm yctaHoBNEHO 3HaueHWe None, TO KOMMOHEHT ByaeT paboTaTb
MOCTOAHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTM eMy He ByaeT
oTtnpasneH curHan SIGTERM.

3HauyeHve no yMOJYaHMtO: 1h

Myt Kk parny Unix-coketa GUKCUPOBAHHOTO 3K3eMmaspa
ckaHupyrowero agpa Dr.Web Scanning Engine.

Mpwv 3agaHuM 3TOro NapameTpa AeMOH yrnpasieHus KoHpurypawyen
Dr.Web ConfigD cneaut 3a Tem, utoObl BCErga MMecsa 3anyLleHHbIn
3K3EMMIAP CKaHUPYHOLLEro fApa, AOCTYMHbIN KNMEHTaM Yepes 3ToT
COKeT.

Y6eautech, uto Katasory ¢ GpaiioM cokeTa
{ | ‘ Ha3HaueHbl Clejytolme Npaea AocTyna:

drwxr-xr-x

YT06bI NPOCMOTPETh MpaBa AOCTyNa, BbINOJAHUTE
KOMaHay:

$ 1s -1d <nyms Kk kamasozy>

3HaueHne Nno ymosnyaHuto: (He 3a0aHo)

MakcrMmanbHoe paspeLleHHOe KOMYECTBO 3K3EMMASPOB AOYEPHNX
CKaHUPYHOLLUX MPOLIECCOB, MOPOXKAAEMbIX CKAHVPYOLWUM SAPOM
Dr.Web Scanning Engine, koTopble MOryT 6biTb 3amnyLLeHbl

0 HOBPEMEHHO.

3HauyeHve no YMOYaHWKO! Asmomamudyecku Onp969/7ﬂemCﬂ npu
cmapme Kak yaBO€HHOE YNCN0 AOCTYMHbIX MPOLUECCOPHBIX A4ep, Nan
4, eCan NMoJYYEHHOE YMCNIO MEHbLUE 4,

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

ForkMemoryLimit

{yenoe yucno}

EngineDallocLimit

{yenoe yucno}

WatchdogInterval

{uHmepsan epemeHu}

BufferedIo

{noau4veckoe 3Ha4eHue}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

MakcManbHbI 06beM onepaTUBHOM NaMsATK, BblAensieMbli A5
paboTbl 3K3emMnaspa cKaHMpyroLLero aapa. 3HayeHve ykasbiBaeTcs
Kak Lenoe umcno c cypdukcom (b, kb, mb, gb). Ecnn cyddukc He
yKasaH, TO 3HaYeHune UHTePNpPeTUPYeTCs Kak pa3mep B banTax.

[Jonyctumble 3HaueHus: oT 1 rurabaita (1GB) fo 4 rurabawnt (4GB).

3HauyeHue No ymonyaHuo: 4GB

ilf JTOT NapaMeTp He 3ajelcTByeTcs B 32-pa3psHbIX
: anctpubytmeax Dr.Web Industrial gns Linux.

MakcrManbHbIl 06beM onepaTMBHOM NaMsATH, BblAeNsieMbli A5
XpaHeHvs BpeMeHHbIX GpainoB. Ecam ykazaHHOe 3HayeHVe MeHblUe
pa3mepa BpemMeHHoro daina, To OH ByaeT co3jaH Ha YCTPOWCTBE
XpaHeHus, 4yto 3ameanut paboty Dr.Web Industrial gas Linux.
3HaueHVe yka3bIBaeTca Kak Lenoe unicno c cypdukcom (b, kb, mb,
gb). Ecnm cydduke He ykasaH, TO 3HaUeHWe MHTEPPEeTUPYeTCs Kak
pa3mMep B HawiTax.

[Jonyctumble 3HaueHus: ot 50 merabant (50MB) go 1 rurabainta
(1GB).

3HaueHvie Mo ymoa4yaHmo: 500MB

HacTtosatenbHo He pekomMeHayeTCA MEHATb 3HaYeHne
° No YMOJYaHUKO AnA 3TOTro nNapamMeTpa, eCan Bbl He
YBEPEHbI, YTO 3TO AemCTBMTEHbHO HeO6XOAMMO.

MeproanyHocTb, ¢ koTopoli Dr.Web Scanning Engine nposepsiet
paboToCNoCcobHOCTL MOPOXKAEHHBIX UM JOUYEPHUX CKaHMPYHOLLLX
npoLeccoB Ana 0bHapy>KeHVa 3aBMCaHUIA NPU NpoBepkKe
(«CTOpO>KEBOW Talimep»).

3HaueHve no YMOJIYaHUIO: 158

Ncnonb3oBaTb nav He NCnosb30BaTb Oydepr3oBaHHbIN BBOA-BbIBOZ
npu nposepke Gaitnos.

Wcnosnb3oBaHve 6ydepunsoBaHHoOro Beosa-sbieoga B OC cemelicTBa
GNU/Linux MOXeT yBeIMUNTb CKOPOCTb NpoBepku Gannos,
Pacrno/IoXKeHHbIX Ha MeZ/1eHHbIX AMCKOBbIX YCTPOWCTBAX.

Bo3MOXHble 3HaUeHus:
e On, Yes, True — UCNONb30BaTh 6ydeprn3oBaHHbIN BBOA-BbIBOJ;

e Off, No, False — He 1UCMo/b30BaTb bydepun3oBaHHbIA BBOA-
BbIBOJ,

3HaveHne no ymonyaHumio: Of £

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

AbortForkOnTimeout

{nozuueckoe 3Ha4eHue}
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OnucaHue

3aBepLlaTb UAN He 3aBepLuaTb MNPOLECChl CKAHMPOBAaHWUSA NP Talim-
ayTe, nocnas uM curHaa SIGABRT.

Bo3MO>Hble 3HaueHus:

e On, Yes, True — 3aBepluaTtb NPOLIECCbl CKAaHNPOBAHWUSA NPU TaiM-
ayTe;

e Off, No, False — He 3aBepLuaTb NpOLECChl CKaHUPOBaHWS MpK
Talim-ayTe.

3HaueHwue No ymonyaHuo: Of £

PyKOBO,CLCTBO nosab3oBaTenda
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9.7. Dr.Web Updater

KomnoHeHT o6HoBAeHWI Dr.Web Updater npegHa3HaueH aia noayyeHns o6HOBAEHUI
BMPYCHbIX 6a3 1 aHTMBMpYycHoro sapa Dr.Web Virus-Finding Engine c cepBepoB o6HOBAeHM
kKomnaHun «[loktop Beb».

Ecnm Dr.Web Industrial gns Linux paboTaeT B pexuvmMe LLeHTpanM3oBaHHOW 3aUinTbl, TO B
KayecTBe MCTOYHMKA OBHOBNEHUI UCNONb3YEeTCA CepBEP LLEeHTPaIM30BaHHOW 3aLLunThl,
npuyem Bce 06HOBAEHMSA MoOyyatoTca ¢ cepBepa Yepes Dr.Web ES Agent, a Dr.Web Updater
ANS 3arpy3kn O6HOBAEHWI He UCMONb3YyeTCA.

9.7.1. MNpuHuMNbI paboTsbl

KomnoHeHT nogkntoyaeTca kK cepeepam 06HOBAeHUI KoMNaHuu «[loktop Beb» ana nposepku
HaAnuna 1 3arpy3kn o6HOBAEHUW BUPYCHBIX 6a3 1 aHTUBMPYCHOro agpa Dr.Web Virus-Finding
Engine. Cnuckn cepBepoB, 06pa3yroLLmMX JOCTYMHYHO 30HY OOHOBAEHUI, XPaHATCA B
cneunanbHoM daine, KOTOPbIV NOAMUCAH C Lieabt HEBO3MOXHOCTU ero Moandukaumnu. Mpwu
NOAKIFOUEHNN K cepBepaM OOHOBNAEHMI Yepe3 MPOKCK-CepBep NOAAEPKMNBAETCA TObKO
6a3oBas v ganaxecT-ayteHTMdMKaLmA.

Ecnn Dr.Web Industrial gns Linux He nogkitoueH K cepBepy LeHTpaan30BaHHON 3aLUnTbl UK
NOAKIOYEH K HEMY B MObuabHoM pexunme, To Dr\Web Updater aBTomatnueckun 3anyckaetcs
AeMOHOM ynpasneHua koHdurypaumen DrWeb ConfigD ¢ nepnoanyHoCTbIO, ykazaHHOM B
HacTporikax. Takke KOMMNOHEHT MOXeT bbITb 3anyweH Dr.Web ConfigD B oTBeT Ha
NOCTyNMBLLYO KOMaHAY NOoJb30BaTens (BHeoyepesHoe OOHOBAEHME).

Mpy HaAnuMmM Ha cepBepax OBHOBAEHWNI AOCTYMHbIX OOHOBNEHUI, OHUW 3arpy>aroTca B
KaTanor /var/opt/drweb.com/cache/, Nocae Yero pasMeLlaroTca B paboumx katanorax
Dr.Web Industrial gas Linux.

Mo ymonuaHunto Bce OOHOBNEHUA 3arpy>KaroTca € 30Hbl 0OHOBAEHNSA, 06LLen Ans Bcex
npogayktos Dr.Web. [epeueHb ncnoab3yembix MO yMONYaHWUIO CEPBEPOB, BXOAALLMX B 30HY
06HOB/IEHNS, YKa3biBaeTca B darinax, HaXOAALUMXCA B KaTanorax, ykazaHHbIX B mapameTpax
*Dr1Dir. [pn HeobxoANMMOCTN NO 3aNpPOoCy KIMeHTa MOXeT HbITb co3aaHa ocobas 30Ha
06HOBIEHUNSA (ANA KaXXA0ro BMAa OOHOBAEHMSA), CMNCOK CepBEPOB KOTOPOW yKa3biBaeTCs B
oTaenbHoM danne (MO yMONUYaHMIO C UMeHeM update.drl). 3TOT pann HaxoaMTCA B
KaTasore, yka3zaHHOM B COOTBETCTBYHOLLIEM nMapameTpe *CustomDrl1Dir. B 3TOM cayyae
KOMMOHEHT 06HOBAEHNI ByaeT 3arpy>kaTb OOGHOBAEHMSA TONBKO C 3TUX CEPBEPOB, He
NCNO/Ib3yA CepBepbl U3 30HbI MO YMONYaHUIO.

[ns oTKasa OT NCMNOJiIb30BaHMUsA 0COOOMN 30HbI OOHOBIEHUS AOCTATOUYHO OUYMUCTUTb 3HAUEHME
COOTBETCTBYHOLLEro NnapamMeTpa *CustomDr1Dir B HaCTPOMKax KOMMNOHEHTa.

PyKOBO,CLCTBO nosab3oBaTenda
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| Cozep>xmmoe $aiiNnoB CNMCKOB CEPBEPOB MOAMMUCAHO AN HEBO3MOXHOCTMN WX
Moandukaumn. Ecnm Bam HeobxoAMMO co3aaTb 0CObbIV NepeyeHs CepBePOB 06HOBAEHUS,

O6paTVITECb B TEXHUYECKYHO MOAAEPXKKY.

KOMMOHEeHT MOXeT BbIMO/IHATb COXPaHEHME pe3epBHbIX KONUI 0O6HOBAAEMbIX GalnioB s
nocsegytoLLero otkata 06HOBAEHMI MO KOMaHAe Noab3oBaTens. Mecto coxpaHeHus
pe3epBHbIX KOMUN 1 ryBuHa XpaHUMOW NCTOPUN OBHOBAEHWI 3aaK0TC B HACTPOMKax
KoMnoHeHTa. OTKaT OGHOBAEHWIN BbINOAHAETCA Yepes yTuauTy ynpaeaeHus Dr.Web Industrial
ana Linux n3 komaHgHowm ctpokn Dr.\Web Ctl (3anyckaeTtcs koMaHAoOM drweb—-ctl).

9.7.2. AprymeHTbl KOMaHAHON CTPOKW

Y106kl 3anycTnTb KOMNOHeHT Dr.Web Updater 13 komaHAHOW CTPOKM, BbINOHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-update [<napamempel>]

Dr.Web Updater gonyckaet ncnonb3oBaHue CiesyroLLmMx napamMeTpos:

Mapametp OnucaHue

--help HasHaueHve: BbiBOA Ha 3KpaH KOHCOW UK 3MYNATOPa TePMUHaNA KPaTKOM CrpaBKu
Mo VMetoLLMMCA NapamMeTpam KOMaHAHOW CTPOKM 1 3aBepLleHne paboTbl KOMMOHEHTa.
KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHve: BbiBog Ha 3KpaH KOHCONM UK AMyAsTOpa TepMuHana nHdopmaumm o
BEPCUM KOMMOHEHTa 1 3aBepLUeHne paboTbl.

KpaTkuin BapuaHT: —v

AprymeHTbl: Het
MNpumep:
$ /opt/drweb.com/bin/drweb-update --help

[laHHas KOMaH/a BblBeZET Ha 3KpaH KpaTKyro cripaBky komnoHeHTa Dr.Web Updater.

3ameuaHuA o 3anycke

3anyck KOMMNOHEHTa B aBTOHOMHOM pPeXnMe HenoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycMoTpeH. OH 3anyckaeTcs 4JEMOHOM yrnpaBaeHus kKoHourypaumen Dr.Web ConfigD
aBTOMATMUeCcku, Mo Mepe HeobxoaMMOCTW. [lns ynpaBieHUs napaMmeTpamMmm paboTbl
KOMMOHEHTA, a Takke A1 OOBHOBNEHMS BUPYCHBIX 6a3 1 aHTUBUPYCHOTO sApa Mo
TpeboBaHMo Nonb3yntech yTuanton Dr.\Web Ctl, npegHasHaueHHOM ana ynpasaeHuns Dr.\Web
Industrial ans Linux n3 kOMaHAHOW CTPOKM.

PyKOBO,CLCTBO nosab3oBaTenda
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@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

,ﬂ,flﬂ noJsiy4eHna CnpaBkn O KOMIMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-update
9.7.3. NMapameTpbl KOHPUTypauumn

KoMnoHeHT ncnosib3yet napameTpbl KOHGUrypaumm, 3agaHHble B cekumn [Update]

0b6beanHeHHOro KoHburypauronHoro darvina Dr.Web Industrial gns Linux.

B cekumu npeacTaBaeHbl caeayrolme napameTpsbi:

Mapametp OnwucaHue
LogLevel YpoBeHb NoApo6HOCTU BeAeHMA XypHana KOMMOHeHTa.

{ypOBEHb I’IO@pO6HOCmU} Ecam 3HaueHne napamMeTpa He yKa3aHO, TO UCNONb3yeTCA

3Ha4veHue napameTpa DefaultLogLevel n3 cekuum [Root].

3HaueHue No ymonyaHuo: Notice

Log Metoz BeseHWa xypHania KOMMNOHEHTa.

{mun xypHanaj} 3HaueHWe Mo yMONUaHWIO: Auto

ExePath MyTb K UcnonHsemomy daiiny KOMMOHeHTa.

{nyme K cbaliny} 3HayeHwue No ymonyaHuo: /opt/drweb.com/bin/drweb-
update

RunAsUser Mosib30oBaTesib, OT UMEHM KOTOPOFO 3aryckaeTcs KOMMAOHEHT. Bbl

MOXeTe yKasaTb YMCI0BOW naeHTUduKaTop noassosatens (UID)
nnu ero ums (noruH). Ecam nmsa nonbsosatens coctout us umbp
(T. e. noxoxe Ha ymcnosoi UID), ToO OHO yka3biBaeTcs C

npeduKcomM name :, Hanpumep, RunAsUser = name:123456.

{UID | ums nonszosamensy}

Ecav vms nosb3oBaTens ykaszaHO HeKOpPpPekTHo, paboTa
KOMTMOHeHTa 3aBepLUaeTcs oWnbKoW cpasy nocae nombITku
3anycka.

3HauyeHue No ymonyaHuo: drweb

IdleTimelLimit MakcnmanbHoe BpeMs NpoCTos KOMMOHEHTa, MO MpeBbIleHNHO

KOTOpPOro OH 3aBeplLuaeT CBOO paborTy.
{uHmepsan epemeHu}

KomnoHeHT 3anyckaetcs npu ouyepesHOM OH6HOBEHUM MO
pacnmcaHuto. Mo OKOHYaHWUM O6HOBAEHMA XAET YKa3aHHbIV
MHTEPBAaN BpeMeEHN, 1N, eCJIN HOBbIX 3arpoCOB HE MNMOCTynaeT, TO
3aBepluaeT CBOKO paboTy A0 caesytoLlelt NoMbITKN 06HOBAEHMA.

[Jonyctumble 3HaveHns: oT 10 cekyHg (10s) go 30 aHew (304d).
Ecnn yctaHOBAEHO 3HaueHWe None, KOMMOHEHT byzeT paboTatb

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

Start

{noeuyeckuti}

UpdateInterval

{uHmepean epemeHu}

NetworkTimeout

{uHmepean epemeHu}

RetryInterval

{uHmepsan epemeHu}

MaxRetries

{yenoe yucno}
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OnucaHue

MOCTOAHHO; B C/lyYae OTCYTCTBMA aKTUBHOCTM eMy He byaeT
OTnpaBJ/ieH curHan SIGTERM.

3HauyeHve no yMoaYaHuo: 10m

3anyckaTb WM He 3amnyckaTb KOMMOHEHT npwu 3arpy3ke Dr.Web
Industrial gns Linux. 3T0T napameTp UMeeT NPUOpPUTET HaZ,
napameTpoMm DwsUpdateEnabled.

[Jonyctnmble 3HaYeHNs:

e Yes — 3amnyckaTb KOMMOHEHT npwu 3arpy3ke Dr.Web Industrial
ana Linux;

e No — He 3anyckaTb KOMMOHEHT npw 3arpy3ske Dr.Web Industrial
ana Linux.

3HauyeHve no YMOAYaHUNIO: Yes

YacTtoTa npoBepkM Hasvums 0H6HOBIEHWI Ha cepBepax
obHoBneHus Dr.Web, T. e. nepvos BpeMeHu, KOTOPbIV AONXKEH
MPOWTW OT NpeAbIAyLLEN YCNeLwHOW NOMbITKA NOAKIHOYEHNS K
cepBepamM OBHOB/IEHMS (aBTOMATUUECKOTO MK
VHALMMPOBAHHOTO NOJb30BaTeNeM) 4O CAeAytoLLein NonbITKX
BbINO/IHUTL O6HOBAEHME.

3HaueHvie Mo ymoa4YaHuio: 30m

TallM-ayT Ha ceTeBble Onepauuy KOMMOHEHTa MPW BbIMOJHEHWN
obHoBNEeHW ¢ cepBepoB Dr.Web.

cnonb3yeTcs Ans oxXxvgaHus NpofokeHus o6HOBIeHUs B
cnyyae BpemMeHHOro obpebiBa coeguHerus. Ecan o6opBaHHoe
ceTeBOE COefMHeHVe ByaeT BOCCTaHOBAEHO A0 MUCTEeUeHUs TaliM-
ayTa, To 06HOB/IeHVe ByaeT NPOAOIKEHO.

He vmeeT cMbicna yka3biBaTb BeaWUMHY TaiM-ayTa 6onee 75s,
T. K. 32 3TO BPeMsl COeAMHeHVe 3akpoeTcs no Tarim-ayty TCP.

MuHUMaNbHOE 3HaueHe: 5s.
3HayeHue No ymonyaHuo: 60s

YacToTa NMOBTOPHbIX NOMbITOK BbINOAHUTE OBHOBAEHNME C
cepBepos O6HOBJ'IeHI/IF|, eC/im o4vepeaHaa nonbiTka BbIMNOJIHUTL
0OHOB/IEHVE 3aBEPLUMNOCH HEYAAUel.

Jonyctumble 3HaueHna: oT 1 MuHyTbl (1m) 40 30 MUHYT (30m).
3HaueHue Mo yMONUYaHUIO: 3m

KonnyecTBo MOBTOPHbIX MOMBLITOK BbIMOAHUTE OBHOBAEHNE C
cepBepoB obHoBeHus Dr.Web (npegnpuHumMaemMbix yepes
NPOMEXyTKVM BPEMEHY, YKa3aHHble B NapameTpe
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Mapametp

UseHttps

{Always | ResListOnly | Never}

Proxy

{cmpoka nodkaroyeHus}
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RetryInterval), eciv npegplaylias nomnbitka 0OHOBAEHMA
3aKOHUMNACh Heyaauel.

Ecnv 3HaueHve napameTtpa — 0, TO MOBTOPHbIE MOMbITKM
BbINOJHUTb HeyZAaBLLIeecs OOHOBAEHVE He NMPOU3BOASATCS
(cnepyrowiee ob6HoBNEHWE BYAET NPOM3BOANTLCA Yepes Neproz
BPEMeHW, yKka3aHHbIM B napameTpe UpdatelInterval).

3HauyeHve no YyMOAYaHuo: 3

Ncnonb3osaTtb win He ncnosb3osaTh npoTokon HTTPS npu
CKauMBaHUM OBHOBAEHWIA.

[Jonyctmble 3HaueHuA:
e Always — BCerga mucnosnb3osaTb npotokon HTTPS mpu
CKa4MBaHMN OBHOBIEHUIA.

e ResListOnly — mcnoab3oBaTb NpoTokoa HTTPS tonbko mpu
ckaumBaHuM daina . 1st co cnnckom dainoB 06HOBEHMA.
Camu dalinbl 06HOBAEHUA BYAYT ckauMBaTbLCA MO NPOTOKOAY
HTTP.

e Never — BCerga ncnonb3sosatb npotokon HTTP npu
CKa4MBaHMN OBHOBIEHUIA.

3HauyeHWe Mo yMONYaHMO: ResListOnly

MapaMeTpbl MOAKIOYEHNS K MPOKCU-CEPBEPY, KOTOPbIV
MCMOb3YeTCs KOMMOHEHTOM 0bHoBAeHWn Dr.Web Updater ans
noAKNtoueHWs K cepeepamM o0bHoBeHwn Dr.Web (Hanpumep,

ecinm HenocpeacTBeHHOE NOAK/IHOYEHNE K BHELWWHNM CepBepam
3anpeweHo noanTMkamm 6e30nacHoOCTM CeTVI).

Eciv 3HaueHvie NapameTpa He 3a4aHo, TO NPOKCU-CEPBEP He
MCMob3yeTcs.
BO3MOXHble 3HaueHus:

<CMpoKa NOOK/OHYeHUA> — CTPOKa MOAKNOYEHNA K MPOKCU-
cepBepy. Vimeet cnepytowunin dopmat (URL):

[ <npomokos>://] [ <no/b308amesb>: <NAposib>Q ]
<xocm>: <nopm>

rae:

® <NPOMOKO/I> — TUM UCMOJIb3yeMOTo NPoTOKOa (B TeKyLLl,ef/‘I
BepCnn A4OCTYyNeH TOJIbKO http),'

e <N0/1b308aMeJb> — VIMsl MOJIb30BATENA A/S MOAKNOUEHUS K
NpoKcu-cepeepy;

e <Naposib> — Maposib ANS NMOAKIOUEHMS K MPOKCU-CEPBEPY;

e <xocm> — ajpec y31a, Ha KOTOPOM paboTaeT NpoKcU-cepBep
(IP-agpec nan nma pomeHa, 1. e. FQDN);

e <NOpmM> — UCMNOJIb3yeMblii MOPT.

PyKOBO,CLCTBO nosab3oBaTenda
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ExcludedFiles

{ums palina}
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OnucaHue

Yactn URL <npomokos> n <nosb3osamess >:<ndpo/b> MOTYT
OTCyTCTBOBaTh. AJpec NpoKcn-cepeepa <xocms>:<nopm:>
aBaaeTca ob6a3aTesIbHbIM.

Ecav nvs nosb3osaTens WM Naposib COAepykaT CUMBObI @, %

WAK :, TO UX CnefyeT 3aMeHuUTb Ha cooTBeTcTByroLe HEX-koabl:

%40, $25 1 $3A COOTBETCTBEHHO.

MNpumepsb:
1. B daiine koHPurypaumu:

e [loakntoueHne K NPOKCU-CepBepy Ha y3ne
proxyhost.company.org Ha nopT 123:

Proxy = proxyhost.company.org:123

e [loakntoyeHme K NPOKCn-cepeepy Ha y3ie 10.26.127.0
Ha nopT 3336, ncnoab3ya npotokon HTTP, oT umeHn
nosab3oBaTtensd legaluser C MApPOJEM passw:

Proxy =
http://legaluser:passw@10.26.127.0:3336

o [logkntoyeHve K NPOKCU-cepBepy Ha y3i1e 10.26.127.0
Ha MopT 3336 OT MMeHW NoJib30BaTeNA
user@company.com C NAPOJEM passws123:

Proxy = user%40company.com:passws25123%
3A@10.26.127.0:3336

2. 3ajaHuve Tex Xe CaMbIX 3HaUYeHWU C MOMOLLbIH KOMaH/bl
drweb-ctl cfset

# drweb-ctl cfset Update.Proxy
proxyhost.company.org:123

# drweb-ctl cfset Update.Proxy
http://legaluser:passw@10.26.127.0:3336

# drweb-ctl cfset Update.Proxy user$
40company.com:passws25123%3A@10.26.127.0:3336

3HaueHWe Mo ymoYaHuto: (He 3a0aHo)

Vims daiina, KoTopblin He ByaeT O6HOBAATLCA KOMMOHEHTOM
o6HoBneHwin Dr.Web Updater.

Mo>eT MMeTb CMMCOK 3HaUeHWI. 3HaueHnsa B CrMcke
yKa3blBatoTCA vepes 3anaTyto (KaXgoe 3HaueHne B KaBbluKax).
JlonyckaeTcsa NoBTOpeHWe NapameTpa B cekuymn (B 3TOM Cyyae
BCe 3HaYeHVA 06BbeAVHAIOTCA B ejUHbIN CMCOK).

Mpumep: JobaButb B cnncok damnbl 123 .vdb 1 456 . dws.

1. [obaBneHue 3HaueHU B dpaiin KOHPUrypaLmm.

o ,ﬂ,Ba 3Ha4yeHna B O,D,HOI?I CTpOKe:

[Update]
ExcludedFiles = "123.vdb", "456.dws"
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Mapametp

BaseUpdateEnabled

{noauyeckuli}

BaseDrlDir

{nyme k kamasnozy}

BaseCustomDrl1Dir

{nyme k kamasnozy}

VersionUpdateEnabled

{noauyeckuli}

VersionDrlDir

{nyme k kamasnozy}
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e [lBe CTPOKM (NO OAHOMY 3HAUYEHUIO B CTPOKE):

[Update]
ExcludedFiles = 123.vdb
ExcludedFiles = 456.dws

2. [JobaBneHne 3HaUYeHWA C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset Update.ExcludedFiles -a 123.vdb
# drweb-ctl cfset Update.ExcludedFiles -a 456.dws

3HaueHve Mo ymonuaHuio: drweb32.1st

PaspeLlunTb WK 3anpeTuTb 0BGHOBAEHME BUPYCHBIX 6a3 ©
aHTMBUPYCHOTO fapa.

AO nyCcTUMbl€ 3HaYEHNA:

® Yes — obHOBJeHWe pa3peLleHo 1 6yaeT NPOU3BOANUTLCS;

e No — OOHOBJIEHVE He pa3peLleHo U He ByAeT MPOU3BOAUTLCS.
3HaueHWe MO YMONUYAHWIO: Yes

MyTb K KaTasory, XpaHalemy Gpaiibl Ans NOAKIOYEHUs K

cepBepaM 13 CTaHAapPTHON 30HbI 0OHOBAEHWS, UCMONb3YEMbIM
415 OOHOB/IEHWSI BUPYCHBIX 6a3 1 aHTUBUPYCHOTO fiApa.

3HauyeHue No ymonyaHuo: /var/opt/drweb.com/drl/bases

MyTb K KaTasory, XpaHalemy Gaiibl Ans NOAKIHOYEHUs K
cepBepamM 0cob60W («KINEHTCKOI») 30Hbl OBHOBNEHNS,
UCMONb3yeMbIM /i O6HOBIEHUS BUPYCHBIX 633 U aHTUBUPYCHOTO

aapa.

Ecnu B kaTanore, Ha KOTOPbIM yKa3blBaeT NapameTp, MeeTca
HenycTon noAnuncaHHbIA dain cnncka cepsepos (haln .drl), T0
06HOBJ/IEHVE BeAEeTCA TONbKO C 3TUX CEPBEPOB, a CepBepbl
OCHOBHO 30HbI (CM. BbILLE) HE UCMONb3YIOTCA AN OOHOBEHWS
BMPYCHbIX 6a3 1 aHTUBMPYCHOTO AApa.

3HauyeHue No ymonyaHuo: /var/opt/drweb.com/custom-
drl/bases

Paspelwuntb nan 3anpetntb 0OHOBEHNE BEPCUA KOMMOHEHTOB
Dr.Web Industrial gans Linux.

,D,O nycTMble 3HaYeHUA:

e Yes — OBGHOB/IEHWNE pa3peLLleHo 1 byaeT NPOV3BOANTLCS;

e No — OBHOBJ/IEH/E He pa3peLleHo v He ByaeT NPOU3BOAUTLCS.
3HaueHvie Mo yMOUaHWIO: Yes

MyTb K KaTasory, XpaHalemy Gaiibl Ans NOAKTHOYEHUs K

cepBepam, UCMoNb3yeMbIM /11 OOHOBNEHWSI BEPCUIA
komnoHeHToB Dr.Web Industrial ansa Linux.
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BackupDir

{nyme k kamasnozy}

MaxBackups

{yenoe yucno}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

3HayeHve no
yMoa4aHuo: /var/opt/drweb.com/drl/version

MyTb K KaTanory, B KOTOPbIN COXPaHsAHTCSA CTapble BEPCUM
0bHOB/EMbIX HaIOB A/ BO3MOXHOCTM OTKaTa OOHOBIEHUIA.
Mpw KaXkaoM 0H6HOBEHUN COXPaHAIOTCA pe3epBHble KOMUM
TO/IbKO OGHOBAEHHBIX HaIoB.

3HauyeHue No ymonyaHuo: /var/opt/drweb.com/backup

MakcrMManbHOE KOIMYECTBO COXPaHAEMbIX MPeablAyLLiX BepCUi
obHoBseMbIx dainoB. MNpun NPeBbILEHNM STOW BEANYNHBI Camast
CTapas Konus yaansetca npu ouyepesHOM 0HHOBAEHNW.

Ecnv 3HaueHne napameTpa — 0, TO nNpeaplaylive Bepcun Gpainos
419 BOCCTaHOBJ/IEHVA HE COXPaHAROTCA.

3HayeHue No ymonyaHuo: 0

PyKOBO,CLCTBO nosab3oBaTenda
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9.8. Dr.Web ES Agent

AreHT LeHTpannsoBaHHOM 3awmTbl Dr.Web ES Agent npesHa3HayeH Ans NOAKAHOUEHMUS
Dr.Web Industrial gns Linux k cepBepy LLeHTpann3oBaHHOW 3aULNTbL.

Korga Dr.Web Industrial gns Linux noakntoueH K cepBepy LeHTpaan3oBaHHOM 3awwmTel, Dr\Web
ES Agent CMHXPOHU3NPYET IMLEH3NOHHbIN K1H0YeBOW dalia C KNtoYaMm, XpaHALWMMNCS Ha
cepBepe LeHTpaansoBaHHoM 3awmTbl. Kpome Toro, Dr.Web ES Agent nepesaet Ha cepBep
LEHTPa/M30BaHHOW 3alUMThbl, K KOTOPOMY OH MOAKNHOYEH, CTaTUCTUKY MHLUNAEHTOB, CBA3aHHbIX
C BpefoHOCHbIM 10O, nepeyeHb 3anyLeHHbIX KOMMOHEHTOB U X COCTOSIHME.

Tarke Dr.Web ES Agent BbinosHseT o6HoBAeHMe BUpYcHbIx 6a3 Dr.Web Industrial ans Linux
HEenocpeACTBEHHO C NMOAKIHOUYEHHOTO CepBeEpPa LEHTPANN3OBAHHON 3aLUMTbI, MUHYA
KOMMNOHeHT obHoBneHna Dr.Web Updater.

9.8.1. MpuHUMNbI paboTbl

KomnoHeHT Dr.Web ES Agent ocyliecTBasieT NogitoUeHMe K cepBepy LieHTpaan3oBaHHON
3aLUWThl, KOTOPbIN MO3BOAAET aAMUHNCTPATOPY CETU peasn3oBaTb Ha BCEM NPOCTPAHCTBE
ceTu efNHYHO NOANTUKY 6e30MacHOCTH, B HaCTHOCTU, HAaCTPOUTb Ha BCex paboumx cTaHUMAX U
cepBepax CeTV OAMHAKOBbIe CTpaTernm NpoBepkn Gannos 1 Apyrmx o6bLekToB darinoBom
CUCTEMbI 1 peakunmn Ha obHapy>keHHble yrpo3bl. Kpome Toro, cepsep LieHTpain30BaHHOM
3alUMThl BbINMOJHAET B paMKax 3alyMLLaeMon cet GyHKLMN BHYTPEHHEro cepaepa
OBHOBNEHWNI, UTPad POJb XPaHWANLLA aKTyalbHbIX BUPYCHbIX 6a3 (06bHOBAEHME B 3TOM Caydae
npownssoauntcs yepe3 Dr.Web ES Agent, DrWeb Updater He ncnonb3yetcs).

Mpw noakntoueHnn Dr.Web ES Agent k cepBepy LieHTpaan30BaHHOWN 3aLUmThbl areHT
obecneurBaeT Npuem OT cepBepa akTyasibHOW BEPCUN HACTPOeK MPOorpamMMHbIX
KOMMOHEHTOB M JIMLEH3MOHHOIO K/ItoUeBOro darina, KOoTopble OH NepeaaeTt AeMOHY
ynpasneHusa koHurypaumen DrWeb ConfigD ana npuMeHeHUs K ynpaBaseMbiM
KOMMOHeHTaM. KpomMe TOro, OoH MOXeT MpMHMUMaTb OT cepBepa LLeHTPaanM30BaHHOM 3aLLmnThI
3a/laHunA Ha NpoBepky 06BbEeKTOB PpalIoBON CUCTEMbI Ha paboyei cTaHLUK (B TOM yucae no
pacnucaHuto).

Dr.Web ES Agent cobupaeT 1 oTnpaBasieT Ha cepBep, K KOTOPOMY OH MOAKIHOUEH, CTaTUCTUKY
ObHapy>XeHNs Pa3NUHbIX YTPO3 N MPUMEHEHHbIX AENCTBUN.

[Ans noakntoueHma Dr.Web ES Agent k cepBepy LleHTpaan3oBaHHOW 3awmuTbl TpebyeTca nMeTb
naposb 1 naeHtTndunkaTop ysna («paboyen ctaHuMm» B TepMUHax cepeepa
LEHTPaNM30BaHHOM 3alUmThl), @ Takke Gann Nnyb6aMUHOro Kitoua WndpoBaHus,
MCNOAb3YEMOro CEPBEPOM A/19 NMOATBEPXKAEHMA €ro NOAJIMHHOCTU. BmecTo naeHtndmnkatopa
CTaHLUMM MOXHO yKa3aTb MPW NOAKIOUYEHUU UAEHTUOUKATOP OCHOBHOW 1 TapudHOW rpynmn, B
KOTOpble CTaHLMIO HEOHXOAMMO BKIKOUNTL Ha cepBepe. Tpebyemble naeHTMbMKaTopbl 1 dann
ny6AMUYHOTO K/IKOUYa MOXHO MONYYNTb Y aAMUHUCTPATOPA, YN PaBASAOLWErO aHTUBUPYCHOM
3aLLMTOM CEeTM Yepes CepBep LLEeHTPaIM30BAHHOW 3aLMThI.

PyKOBO,CLCTBO nosab3oBaTenda

221



Ty
),
A

A
$

KomnoHeHTbl Dr.Web Industrial gnsa Linux

Kpome TOro, k cepBepy LLeHTPaAM30BaHHOM 3aLWyTbl MOXHO MOAKIOUNTb 3aLUMLLAEeMbl y3en
(«pabouyto CTaHLNIO») B PEXNUME «HOBUYOK», ECIN AaHHAaA BO3MOXHOCTb pa3peLleHa
CepBepoOM LieHTpan30BaHHOW 3almMTbl. B 3TOM cnyuae nocse Toro, kak agMMHUCTPATOP
NOATBEPANT 3aABKY Ha MOAKIOUEHNE CTaHLMN, CEpBEP LEHTPaIM30BaHHOW 3aLUMThl
aBTOMaTMUeCKN CreHepupyeT ANs y3i1a HOBble NAEHTUOMKATOP M Mapoab U OTNPABUT X
areHTy 418 NCMONb30BaHMA NPU MOCAEAYOWNX NOAKIOUEHUSAX.

9.8.2. AprymeHTbl KOMaHAHON CTPOKU

Yto6bl 3anycTuTh KOMNoHeHT Dr.Web ES Agent 13 koMaHAHOW CTPOKW, BbIMOJHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-esagent [<napamempesi>]

Dr.Web ES Agent gonyckaeT ncrnosib30BaHMe C/ieAytoLmx NapameTpoB:

Mapametp OnucaHue

--help Ha3HaueHwe: BbiBog Ha 3KpaH KOHCOAN WK IMYASTOPa TePMUHANa KPaTKOM CrpaBKM
Nno UMERLLMMCS NapamMeTpamM KOMaHAHOW CTPOKM U 3aBepLueHne paboTbl
KOMMOHEeHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHwe: BbiBog Ha 3KpaH KOHCOAN WK 3MyAsTopa TepMuHana nHdopmaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLleHne paboTbl.

KpaTkuin BapuaHT: -v

AprymeHTbl: Het
MNpumep:
$ /opt/drweb.com/bin/drweb-esagent --help

[laHHas KOMaHJa BbiBeET Ha 3KpaH KpaTkyro cnpaBkKy komnoHeHTa Dr.Web ES Agent.

3ameuaHuA o 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM pPeXMMe HeNoCPeACTBEHHO N3 KOMaHAHOW CTPOKU He
npeaycMoTpeH. KoMMoHeHT 3anyckaeTca aBToMaTMyeckun, Npu ctTapTe onepauuoHHOM
CUCTeMbI, IeMOHOM ynpaBieHus koHourypaumen Dr\Web ConfigD. [ina ynpaBneHus
napameTpamu paboTbl KOMNOHEHTa, a Takoke ans noakntoyeHma Dr.Web Industrial gna Linux k
cepBepy LEeHTPaAN30BaHHON 3alUMTbl ncnonb3yrte ytuanty DrWeb Ctl, npegHa3HauyeHHyr0
ana ynpasneHuns DrWeb Industrial gns Linux n3 komaHAHOW CTPOKM.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

,ﬂ,flﬂ noJsiydeHna CnpaBkn O KOMMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-esagent.
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9.8.3. NapameTpbl KOHPUTypaumnmn

KOMHOHeHTMCHOﬂb3yETHapaMeprIKOH¢MpraHMM,3aAaHHbKEBCGKMMM [ESAgent]

0bbeanHeHHOro koHburypaunonHoro davna Dr.Web Industrial ans Linux.

BCGKMMM npeactaB/eHbl Ciefyrolmne napameTpbl:

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log

{mun xypHanaj}
ExePath
{nyme « cpaliny}
MobileMode

{On | Off | Auto}

Discovery

{on | Off

OnucaHue

YpoBeHb NoApPoHHOCTY BeAeHMs XXypHaia KOMMOHEHTa.

Ecnu 3HaueHWe napameTpa He yka3aHo, UCMOJIb3yeTcs 3HaYeHVe napamMeTpa
DefaultLogLevel 3 cekuun [Root].

3Ha4yeHne no ymosvaHuio: Notice

MeTog BeAeHWA XypHaJa KOMMOHEHTa.

3HaueHne Mo yMoYaHui: Auto
MyTb K McnonHaemomy dainy KOMMOHeHTa.
3HaueHue no ymonyaHuo: /opt/drweb.com/bin/drweb-esagent

Vcnonb3oBate nav He ncnosab3oBaTb MOOWIbHbIN pexxkum Dr.Web Industrial
a5 Linux npu noAkatoueHun K cepBepy LeHTPaan3oBaHHOM 3aLLUThbl.

,D,O nyctMble 3HaYeHNA:

e On — UCMOb30BaTb MOOWIbHbIN PEXNM, €CIM OH Pa3peLLeH CEPBEPOM
LieHTpaIM30BaHHOM 3aLLuThl (ycTaHaBAMBaTb OHHOBAEHNS C CepBEPOB
0bHOBIEHMI KOMMaHuK «[JokTop Beb» ¢ nomouwbio Dr.Web Updater);

e Off — He UCMo/b30BaTb MOGWIBHDBIN PEXUM, OCTaBaTbCA B pexmMe
LieHTpa130BaHHOM 3aLwuThl (BCerga noayvats OOHOBAEHWS TONBKO C
cepBepa LIeHTPaIM30BaHHOW 3aLLUTbI);

e Auto — WCMO/b30BaTb MOOWIbHbIN PEXWM, €CIM OH Pa3peLLeH CepBepoM
LieHTPaM30BaHHOM 3aLLuTbl, @ OGHOB/IEHUs YCTaHaBAMBaATb Kak C CEpBEpOB
06HoBAEHMN KOMMNaHUK «/lokTop Beb» ¢ nomowbto Dr.Web Updater, Tak n
C cepBepa LeHTpaAn30BaHHOM 3allUuTbl, B 3aBUCUMOCTU OT TOTO, Kakoe
coefMHeHWe AOCTYMHO M KayecTBO KakOro COeAMHeHus nyylle.

| MoBeAeHVe JaHHOTO MapamMeTpa 3aBUCUT OT pa3peLleHuin Ha
: cepBepe: ecnn MOBWIbHBIN PEXVUM Ha NCMO/Ib3YyEMOM

cepBepe He pa3pelleH, TO NapaMeTp He MMeeT HUKaKOro

abdekTa.

3HauyeHwe no YMOYaHUKO: Auto

PaspeluuTb WaK 3anpeTuTb areHTy NpuHUMaTh discovery-3anpochl OT
VHCMEeKTOpa CeTW, BCTPOEHHOTO B CEPBEP LIEHTPaIM30BaHHON 3aLLUThl
(discovery-3anpocbl UCMOb3YHOTCA MHCMEKTOPOM A/1s MPOBEPKU CTPYKTYPbI U
COCTOSIHVSI aHTUBUPYCHOM CeTU).
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Mapametp

UpdatePlatform

{HazsaHue naamgopmei}

DebuglIpc

{noauyeckuli}

DebugConfig

{noeuyeckuti}

SrvMsgAutoremove

{yenoe yucno}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

[Jonyctumble 3HayeHNA:

e On — paspeLaTtb areHTy NpuHMMaTh 1 obpabaTbiBaTh discovery-3anpocsl;

e Off — 3anpeTuTb areHTy NpvHUMaTL 1 obpabaTbiBaTh discovery-3anpocsl.

| [JaHHbIA NapameTp YMeeT NPUOPUTET Hag, HaCcTPOKamu
g cepBepa LeHTpaav30BaHHOM 3aLLWTbI: eCY YKa3aHo

3HauyeHve Of £, areHT He 6yaeT NnpuHMMaTh discovery-
3anpochl, Jaxe ecnun 31a GyHKLMA BKIOUEHa Ha cepBepe.

3HaueHue no YMO4YaHUIO: On

O603HaueHve nratGopMbl, AN KOTOPOW areHT byaeT noayyaTb C cepBepa
LieHTpaI30BaHHOM 3aLLuTbl OOHOBIEHUA ANA aHTVBUPYCHOTO Ajpa.

ﬂ,O nycTMbl€ 3HaYeHNA:

e ana GNU/Linux: unix-linux-32, unix-linux-64-engine64, unix-
linux-aarch64, unix-linux-e2k, unix-linux-e2k-engine64,

unix-linux-mips, unix-linux-ppcé64dle;
e ana FreeBSD: unix-freebsd-32, unix-freebsd-64-engine64;

e ana Darwin: unix-darwin-32, unix-darwin-64-engine64, unix-—
darwin-aarché64.

HactoaTesibHO He pEKOMEHAYETCA U3MEHATb 3HaueHue
J napameTpa, eCu Bbl He YBEPEHbI, YTO 3TO AENCTBUTENBHO
Heo6xoAnMO.

3HaueHVe No yMOAYaHWIO: 3a8UcUm om ucnoas3yemol niamgopmel

BiknrouaTb MAK He BKAKOUATL B XKypHaa Ha OTa04YHOM YpOBHe (Npu
LogLevel = DEBUG) nogpobHbie coobueHuns IPC (B3aumogenctene Dr.Web
ES Agent n gemoHa ynpasneHua koHourypaupeit Dr.Web ConfigD).

3HauyeHwe no yMOA4YaHMO: No

[o6aBnsaTb UK He f06aBAATb B XXypHan MHOOPMALMIO O HaCcTpoOWKax,
MOJTYYEHHBIX OT CEPBEpPa LIEHTPaM30BaHHON 3aLLUThl.

3HayeHue No ymMonyaHuo: No

Cpok xpaHeHusi coobLLeHWA. [0 3aBepLUeHWn YKa3aHHOro Cpoka COObLLLeHMs
yAaanarotca u3 6asbl.

[Jonyctumble 3HaveHns: oT 1 Hegenw (1w) go 365 aHein (3654).
3HauyeHWe NnapameTpa yKkasblBaeTcs B BMAE LENOro umcna ¢ cypdpukcom s, m, h,
d, w.

3HayeHwve no YMONYaHUIO: 1w
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9.9. Dr.Web MeshD

KomnoHeHT Dr.Web MeshD npeactaBnset coboli areHT, BKAKOUatoWMIA y3en ¢ YCTaHOBIEHHbIM
Dr.Web Industrial gns Linux B «10kanbHOe 0b6nako», 06beamHatoLee y3bl, Ha KOTOPbIX
ycTaHoBAeHbl npoaykTel DrWeb ans Unix. JaHHOe o6n1ako no3Bonsetr ogHUM y3nam obnaka
NoAYy4YMTb AOCTYN K CKAHUPYOLWEMY A4PpY APYTUX, APYTMMU CI0BaMW, BOCMOJ/Ib30BaTbCA
yCayron no nposepke ¢aiinos.

Ans o6besMHeHMA y3N10B C yCTaHOBNEHHbIMWU Npoayktamu Dr\Web ans Unix B coctaBe
Ka>KZoro y3n1a JOJIKeH NpucyTcTBoBaTh kKoMnoHeHT Dr.Web MeshD, ob6ecneunBatomia
BK/IFOUEHMeE 3TOro y31a B 0b6s1ako. [NosHOMoumA y3na B pamkax ob1aka M BO3MOXHOCTU
obnaka, ncnonb3yemble y310M, TMOKO peryampyroTcs HacTponkamum koMmnoHeHTa Dr.\Web
MeshD.

O6MeH aaHHbIMU C ApyrMMK y3namMu obaaka Npon3BOANTCA MO 3aLUMLLLEHHOMY KaHany SSH.

9.9.1. MpuHUMNbI paboTbl

B sTom pasgene

e Tnbl NOAKAHOYEHWN

e Pexxvmbl paboTbl

e Ycnyru
o YpaneHHoe ckaHvpoBaHue dannos (Engine)
o [Tepepaya dannoB Ha npoBepky (File)
o [posepka URL (Url)

Dr.Web MeshD wurpaet posb nocpesHumka, obecneunBatoLLero B3aMMoAencTBME MEXAY Y3/10M,
Ha KoTopoM yctaHoBaeH Dr.\Web Industrial gns Linux, n apyrumumn yanamu obnaka.

Tunbl NnoAKAIOUEHNA

Mpwn pabote Dr.Web MeshD ncnonb3yeT noAkNtOUEHNA CAeAyoWwmMX TUMOB:

e KnueHmckue (cepsucHsie) ncnonb3sytotca Dr.Web MeshD ana nogkatoueHns K HeMy Apyrmx
y3710B 061aKa, KOTOpble ABAAIOTCA KINEHTaMW yCayr, MpeAoCcTaBAfeMbIX JaHHbIM Y3/I0M.

npepocTaBaeHHble ob6nakom, nogkitodatotcs kK Dr.Web MeshD, paboTaroLmin Ha 3ToM e
y3/e, yepes nokanbHbl Unix-cokeT. KnveHTckoe nogkitoyeHre npu 3TOM He UCMONb3YeTcs.

@ KomnoHeHTsl Dr.Web Industrial ans Linux, paboTatoLyme Ha y3ne 1 UCnob3yroLme ycayru,

e [lapmHepckue (0OHopaHzo8ble) ncnonb3ytotcs DrWeb MeshD ans B3avmopeiicteumsa ¢
paBHOMpPaBHbIMU (B paMKax HEKOTOPOW yCyru) y3namm-naptHepamm obnaka. O6bIUHO
NoA06HbIE TOPU3OHTaIbHbIE CBA3M UCMO/b3YHTCA AN MacliTabupoBaHMs U

PyKOBO,CLCTBO nosab3oBaTenda
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pacnpeaeneHus Harpysku npu B3auMoaencTBmMm ¢ 061akoMm, a Takxke CUHXPOHU3aLmnm
COCTOAHMA y310B 0bnaka.

e Bocxooaujue ncnonb3ytotcs Dr.Web MeshD ana nogkntoueHua gaHHOrO y3ia B poau
KAMEHTa K y31am obaaka, NpefoCcTaBAsOWMUM yCayrn (Hanpumep, nepesada Gpanios Ha

NpPOBEpPKY U T. 4.).

Ncnonb3oBaHWe NoAKIOUEHMIA BCEX TPEX TUMOB HacTpanBaeTcs ANs pasHbiX ycayr obnaka
He3aBNUCUMO Apyr OT apyra. [1pun 3TOM OAMH 1 TOT Xe y3en MOXeT OblTb HaCTPOEH Kak cepBep
ANA 06CNY>KMBaHMA KIMEHTCKMX 3aMPOCOB B paMKaxX OAHOW yCayru (HanpumMep, NpoBepKum
URL) n kaK KIMeHT — B pamMKax ApYron ycayru (Hanpumep, yaaneHHOro CkaHMpoBaHUA
darinos).

B pamkax obnaka y3nbl OCyLLEeCTBAAKOT B3aMMOAENCTBME NO 3alyyLieHHOMY npoTokoay SSH,
T. €. BCE€ CTOPOHbI B paMKax KaXZ0oro Mexy3/10BOro B3aMMOAeNCTBMA BCErAa B3auMMHO
ayTeHTUdNLMpOBaHbl. g ayTeHTMdMKaLMMN MCNONb3YHOTCA y310Bble Katouun (host keys)
cornacHo RFC 4251 . KnmeHTckoe NOAKAOUEHMEe OT NOKaNbHOro KOMMOHEHTa Bceraa
cuUMTaeTCa AOBEPEHHbIM.

Pe>xnmbi paboTbl

Dr.Web MeshD moxeT paboTaTb kak B pexmnme 4eMOHa, Tak K 3anyckaTbCA MO 3anpocam OT
Aapyrux komnoHeHToB Dr.\Web Industrial ans Linux, pacnonoXeHHbIX Ha 10KaabHOM y3ne. Ecam
Dr.Web MeshD HacTpoeH Ha 0bcnyxxnBaHue KIMEHTCKUX MOAKIHOUEHMI (NapameTp
ListenAddress He MyCT) U aKTMBMPOBaHa BO3MOXHOCTb OKa3aHuA XOT Obl O4HOM U3 YCAyr,
Dr.Web MeshD 3anyckaeTca Kak 4EMOH 1 XAET NOAKIHOUEHNS CO CTOPOHbI KIMEHTOB.

Ecnm Dr.Web MeshD He HacTpoeH Ha 06cny>KrMBaHWe KIMEHTCKUX MOAKNOUEHNI (MapaMeTp
ListenAddress NycT) 1 3anNpocbl K HEMY OTCYTCTBYHOT B TeUEHME Nepuoja BpeMeHH,
yKasaHHoro B napameTpe IdleTimeLimit, paboTa KOMNOHEHTa aBTOMaTUYeCKN
3aBepluaeTcs.

Ycnyrun

YaaneHHoe ckaHupoBaHue ¢annos (Engine)

[aHHas ycnyra nossonset ncnonb3osatb Dr.Web Scanning Engine ana npoBepku yaaneHHbIX
darnoB: y3nbl, paboTatoLime B pov KIMEHTOB, OTNPaBAAOT dalinbl Ha MPOBEPKY Ha
CepBepPHbIN y3en, a cepBepHbIe y3/bl MPeAOCTaBAAIOT YCAYry No npoBepke $Gannos,
OTNpPaBAEHHbIX KIMEHTCKUMMW y31aMu. TUNOBble HAaCTPOWKN KAVEHTa CefytoLlme:

[MeshD]

EngineChannel = On
EngineUplink = <adpec cepsepa>
ListenAddress =

PyKOBO,CLCTBO nosab3oBaTenda
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Ha y3ne, BbINOAHAIOLLEM PONb JIOKaNbHOTO CepBepa CKaHNPOBaHWA, 3ajaHbl CejytoLme
HaCTPOMKM:

EngineChannel = On
EngineUplink =
ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepd> B BOCXOAALLEM COEAVHEHUMN KIMEHTa JOIKEH YKa3biBaTb Ha Te
<adpec> n <nopm>, KOTOPble UCMOb3YIOTCH CEPBEPHbBIM Y3/I0M A5 OpraHu3aumnm
KNNEHTCKUX NOAKNHOUEH WA,

Mepepaua ¢aitnoB Ha npoBepky (File)

[aHHaa GyHKUMOHANbHOCTb He ncnoab3yeTca (PyHKUMA YAaNeHHOrO CKaHNPOBaHMUA
OKa3blBaeTCca B pamkax ycnyru Engine).

Mposepka URL (Url)

[AaHHas ycnyra npegHa3HaveHa ans nposepku URL Ha npuvHaAnexXHOCTb K MOTeHLManbHO
OMacHbIM W HeXesaTelbHbIM KaTeropusiM: y3/bl, BbICTyMatoLme B POV KINEHTOB,
otnpasastoT URL ans npoBepkm Ha cepBepHbIli y3en. TUNoBble HACTPOMKN KANEHTa
cneayroLime:

[MeshD]

UrlChannel = On

UrlUplink = <adpec cepsepa>
ListenAddress =

Ha y3ne, BbicTynaroLwem B kauectse cepepa ans nposepky URL, 3agaHbl cregytowme
HaCTPOMKM:

UrlChannel = On
UrlUplink =
ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepd> B BOCXOASALLEM COEAMHEHUM KIMEHTA JO/IKEH YKa3blBaTb Ha Te
<adpec> n <nopm:>, KOTOpble UCMOJb3YyITCH CEPBEPHbBIM Y3/I0M A5 OpraHu3auunm
KNNEHTCKUX NOAKNHOUEH WA,

9.9.2. AprymeHTbl KOMaHAHON CTPOKUN

Yto6bl 3anycTuTh KOMNOHeHT Dr.Web MeshD 13 komaHAHOW CTPOKM, BbIMOAHNTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-meshd [<napamempsi>]

Dr.Web MeshD gonyckaeT ncnosb3oBaHue CeAytoLMX NapamMmeTpoB:

Mapametp OnucaHue

PyKOBO,CLCTBO nosab3oBaTenda
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-—help HasHaueHue: BbiBOA Ha 3KpaH KOHCOM UK 3MYNATOpPa TepMyHana KpaTkon cnpasku no
MMEIoLLMMCS MapameTpaM KOMaHAHOM CTPOKM 1 3aBepLueHne paboTbl KOMMOHEHTa.

KpaTkuin BapumaHT: -h
AprymeHTbl: Het

——version HasHaueHve: BbiBOA Ha 3KpaH KOHCON MAK 3MYNATOPa TepMUHana MHPOpPMaLmmM O
BEPCUM KOMMOHEHTa 1 3aBeplueHmne paboTbl.

KpaTkuin BapuaHTt: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-meshd --help

[laHHas KOMaHJa BbiBeAET Ha 3KpaH KpaTkyto cnpaBKy komnoHeHTa Dr.Web MeshD.

3amMmeuaHusa o 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM pPeXVMe HeNoCpeacTBEHHO N3 KOMaHAHOW CTPOKWN He
npeaycmoTpeH. KOMNOHEHT 3anyckaeTcs aBTOMaTUYeCKN JeMOHOM yrnpaBaeHUs
kKoHPurypaumen DrWeb ConfigD npu HeobxogmumocTtu. [ins ynpaBneHns napameTpamMmu
paboTbl KOMMNOHEHTa ncrnonb3ynte yTanty Dr.Web Ctl, npegHa3HauyeHHyto ans ynpaBaeHus
Dr.Web Industrial gns Linux n3 komaHAHOW CTPOKM.

@ [na 3anycka ytuautel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

ﬂ,]‘lﬂ noayyeHna cnpaBkn O KOMMOHEHTeE U3 KOMaHAHOVI CTPOKM BbINOJIHUTE KOMaHA4Y
man 1 drweb-meshd.
9.9.3. NMapameTpbl KOHPUTypauumn

KoMnoHeHT ncnonb3yet napamMeTpbl KOHGUrypaLmm, 3ajaHHble B CEKUMN [MeshD]
0b6beanHeHHOro KoHburypauroHHoro darvina Dr\Web Industrial gns Linux.

B cekumm npeacraBaeHbl cnegyrolie napamMeTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoApP0OHOCTM BeAeHMA XypHana KOMMOHEeHTa.

fyposere nodpobrocmu} EC/v 3HaueHVe napameTpa He yka3aHo, UCMO/b3yeTcs 3HaueHme

napametpa DefaultLogLevel m3 cekuum [Root].

3HauyeHve no yMoYaHuo: Notice

Log MeToz BefeHus >kypHana KOMMOHEHTa.
{mun xypHanaa} 3HayeHue No yMoNYaHWi: Auto

PyKOBO,CLCTBO nosab3oBaTenda

228



A7

-
¢

g
),
A

Mapametp
ExePath

{nyme « ¢paliny}
IdleTimeLimit

{uHmepesan epemeHu}

DebugSsh

{noeuyeckuti}

ListenAddress

<IP-adpec>:<nopm>

DnsResolverConfPath
{nyme « cpaliny}
DiscoveryResponderPort

{Homep nopmaj

FileChannel

{On | Off}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

MyTb K UcnonHsemomy daiiny KOMMOHeHTa.
3HaueHve no ymonyaHuio: /opt/drweb.com/bin/drweb-meshd

MakcrManibHOe BPEMsl MPOCTOS KOMMOHEHTa, NP NMPEeBbILL eHUK
KOTOPOTrO OH 3aBepLLaeT CBOK paboTy.

[Jonyctumble 3HaueHus: oT 10 cekyHg (10s) go 30 aHewn (304d).

Ecnn yctaHoBnEeHO 3HaueHWe None, TO KOMMOHEHT byseT paboTaTb
MOCTOAHHO; B C/lyYae OTCYTCTBMA aKTMBHOCTM eMy He ByaeT oTnpaBieH
curHan SIGTERM.

3HaueHve no ymMo4aHuo: 10m

CoxpaHaATb WK He COXpaHATb B XypHaie cooblueHns npotokona SSH
(Ucnonb3yeTcs AN nepesayun COOBLLLEHWIA U JaHHbIX), MOAYYEHHbIX U
OTnpaBJ/ieHHbIX KoMnoHeHToM Dr.Web MeshD, paboTaroLimum Ha
JaHHOM y3/e, eC/iv yCTaHOBJIEH YPOBEHb MOAPOBHOCTM XypHana
LogLevel = Debug

3HauyeHve no YMOAYaHWNO: No

CeTeBO COKeT (agpec v NMOpT) KIMEHTCKOTO MOAKIHOYUEHUS, HA KOTOPOM
KOMMOHEHT OXMAAET MNOCTYNNEHWs1 COEAMHEHNI OT Y3/10B 001aKa,
ABAAOLWMXCA KIMEHTAMW YCAYT, NPeAoCTaBAseMbIX AaHHbIM Y3/10M
obnaka.

YT06bl KOMAOHEHT MOT NMPOCAYLWMBaTL MHTepdeNc IPv6 n onpesensaTs
KnneHTckue y3abl ob6naka no IPv6, napameTtp AoskeH ObITh
06A3aTeNbHO YCTaHOBAEH.

Ecan 3HaveHve He 3a4aHO, TO KOMMOHEHT He NMPUHMMAaeT 3anpochkl OT
K/IMEHTOB.

3HaueHwue no ymonyaHuto: 0.0.0.0:7090, ecamn yCcTaHOBAEH MakeT
drweb-scanning-server, B NPOTUBHOM C/yJyae 3HaueHMe He
3aflaHo

Mytb Kk dparny Hactpoek DNS.
3HauyeHue No ymonyaHuo: /etc/resolv.conf

MopT, Ha KOTOPOM BbilecToALMIA y3en MeshD oTBeuaeT no NpoTokoay
UDP Ha 3anpocbl KANMEHTOB.

MexaHu3m discovery paboTaeT TO/NIbKO eC/iv 3aZlaH napameTp
ListenAddress.

3HaveHne No ymoayaHuo: 18008

Paspewuntb namn 3anpetutb koMmnoHeHTy Dr.Web MeshD, paboTtatowemy
Ha ZaHHOM y3/e, NPUHUMATL yyacTve B ycayre obmeHa dannamu.

Ecnu 3T0T NnapameTp ycTaHOBAEH B 3Ha4YeHWe On, TO kKoMnoHeHT Dr.Web
MeshD 6yseT aBTOMaTUUYeCKM 3anyLLeH 4eMOHOM yrpaBAeHNs
koHurypaupen Dr.Web ConfigD.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

FileUplink

{adpec}

FileDebuglIpc

{noeuyeckuti}

EngineChannel

{On | Off}

EngineUplink

{adpec}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue
3HaueHue No yMo4YaHuo: On

Aspec BbiwecTosiwero y3na Dr.Web MeshD, npuHumatoLwero Ha
npoeepky daibl € 3TOro y3na.

BO3MO>HbIe 3HAaUEHWs:

® 3Ha4yeHue He yKa3aHo — cepBep A/1f 3TOW ycayru He 3agaH, u Dr.Web
MeshD He 6yseT HK K KOMY MOAKNHOYATbCA.

e <[P-adpec>:<nopm> — Dr.Web MeshD 6yaeT nogkntouatbcs K
cepBepy C ykasaHHbIM apecoM 1 MOPTOM.

e dns:<uMs cepsuca> [ : <0oMeH>] — ajpec v NopT cepBepa ycayru
onpegenstoTca nytem nowcka SRV-3anucn DNS gomeHa <domeH>.
Ecnn <domeH> He ykasaH, oH bepetca u3 daiina koHpurypaumm DNS
resolver (NyTb ykasaH B ResolverConfPath) U3 nosen search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HWX BCTPeTUTCs B daline
KOHUrypaLmm nociesHum.

e discover — UCKaTb aApec BbILLIECTOSALLENO Y3/1a C MOMOLLbO
MeXxaHu3Ma discovery.

3HaueHue No yMonYaHWwo: (He 3a0aHo)

BbIBO,CI,VITb WIn He BbIBOAUTb OT1a404YHYHO VIHq)OpMaLI,I/IPO B XXypHan ana
ycnyrm obmeHa dainamu, ecnm yctaHoBAEH YPOBEHb MNOAPOOHOCTU
XypHana LogLevel = Debug

3HaueHue no YMOA4YaHWNO: No

Paspelwntb nam 3anpetute kKoMnoHeHty Dr.Web MeshD, paboTatoLiemy
Ha AaHHOM Yy3Jie, NpUHUMaTb y4Yactne B ycayre npenocraBaeHus
CKaHVpytoLLero aapa.

Ecnn 3T0T napameTp ycTaHOBAEH B 3Ha4YeHWe On, TO KOMMoHeHT Dr.Web
MeshD 6yzeT aBTOMaTMYeCKM 3anyLLeH AEMOHOM YrpaBAeHNs
KoHpurypaupen Dr.Web ConfigD.

3HaueHue no YMOA4YaHMO: On

Aspec Bbiwectosiwero y3na Dr.Web MeshD, npegocraBastoLiero
YCNYrV CKaHUPYHOLLLEro fiapa ANs AaHHOTO y3a.

BO3MO>KHble 3HaUEHWs:

® 3Ha4yeHue He yKa3aHO — cepBep A/1f 3TOW ycayru He 3agaH, u Dr.Web
MeshD He 6yseT H/ K KOMY MOAKNHOYATbCA.

e <[P-adpec>:<nopm> — Dr.Web MeshD 6yzeT nogkntouatbcs K
cepBepy C ykasaHHbIM apecoM 1 MOPTOM.

e dns:<uMs cepsuca> [ : <0oMeH>] — ajpec v NopT cepBepa ycayru
onpegenstoTca nytem nowcka SRV-3anucn DNS gomeHa <domeH>.
Ecnn <domeH> He ykasaH, oH bepeTca u3 daiina koHpurypaumm DNS
resolver (nyTb ykasaH B ResolverConfPath) U3 nosen search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HWX BCTPeTUTCs B daline
KOHUrypaLmm nociesHum.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp

EngineDebuglpc

{noauyeckuli}

UrlChannel

{On | Off}

UrlUplink

{adpec}

UrlDebugIpc

{noeuyeckuti}

KomnoHeHTbl Dr.Web Industrial gnsa Linux

OnucaHue

e discover — MCKaTb ajpec BbIlLeCTOALLErO y31a C MOMOLLbIO
MexaHusma discovery.

3HaueHWe No ymosvaHuto: (He 3adaHo)

BbiBOAUTE WM HE BbIBOAUTL OTNAA0UHYHO MHOPMALMIO B XXypHan ANs

YCNYrv CKaHVPOBAaHWA, eCN YCTaHOB/IEH YPOBEHb NOAPOOHOCTH
XypHana LogLevel = Debug

3Ha4eHne No ymoa4aHuMo: No

Paspelwuntb nan 3anpetntb koMmnoHeHTy Dr.Web MeshD, paboTtatoemy
Ha JaHHOM Yy3/e, MPUHMUMATL yyacTve B ycayre nposepku URL.

3HaueHue no YMOA4YaHMO: On

Agppec BbilwecTosuero y3na Dr.Web MeshD, nposepsatouiero URL ans
[aHHOTO y3na.

BO3MO>HbIe 3HaUEHWs:

e 3HaueHue He ykaszaHo — cepBep nposepkn URL He 3azaH.

e <[P-adpec>:<nopm> — Dr.Web MeshD 6yzeT nogkntouatbcs K
cepBepy C yka3aHHbIM apecoM 1 MOPTOM.

e dns:<uMs cepsuca> [ : <OoMeH>] — ajpec v NMopT cepBepa ycayru
onpegenstoTca nytem noucka SRV-3anucn DNS gomeHa <domeH>.
Ecnn <domeH> He ykasaH, oH bepetca u3 paiina koHpurypaumm DNS
resolver (NyTb ykasaH B ResolverConfPath) U3 nosein search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HWX BCTpeTUTCs B daline
KOHOUrypaLmm nocaesHUM.

e discover — 1CKaTb afpec BbILIECTOALLErO y3/1a C MOMOLLbIO
MexaHu3Ma discovery.

3HaueHue No ymMmon4aHuo: (He 3a0aHo)

BbIBOAUTE WM He BbIBOAUTL OTNaA0UHYHO MHDOPMALVIO B XXypHan ANs
ycnyru nposepku URL, ecnmn yctaHoBAEH YpOBEHb NOAPOHHOCTM
XypHana LogLevel = Debug

3HauyeHue No ymonyaHuo: No

| B tekywieri Bepcum Dr.Web Industrial gns Linux ycayra nepesauv dpaiinoB Ha npoBepky File
: He ncrnosib3yeTcs. Bmecto Hee cnedyeT UCMONb30BaTh YCAYry CKaHWUpytoLLero sapa Engine.

PyKOBO,CLCTBO nosab3oBaTenda
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9.10. Dr.Web StatD

KomnoHeHT Dr.Web StatD npegHa3HaueH A/a HakOMeHUA CTaTUCTUKN COOBITUI,
BO3HMKatoWwmx B npouecce pabotbl komnoHeHToB Dr.Web Industrial gnsa Linux. NonyyeHHble
COb6bITVA PErNCTPUPYIOTCA B MOCTOAHHOM XPaHWUANLLE 1 MOTYT ObiTb MOAYYEHbl MO 3aMpocy.

9.10.1. MpuHUUNbI paboTbi

KomnoHeHT Dr.Web StatD obecneuvBaeT HakonaeHve U NOCTOAHHOE XpaHeHWe cobbITuI,
noctynarowmx ot komnoHeHToB Dr.Web Industrial gna Linux B npouecce paboTsbl.
Pernctpupyrotca cobbiTMa HEOXMAAHHOrO 3aBeplueHna paboTbl KOMMOHEHTa.

MpocmoTp cobbiTnin 1 ynpaBaeHne nmm obecrneunBaeTca KOMaHA0u events yTuantel Dr.\Web
Ctl.

9.10.2. AprymeHTbl KOMaHAHOWU CTPOKW

Y106kl 3anycTUTL KOMNOHEHT Dr.Web StatD 13 komaHAHOW CTPOKM, BbIMONHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-statd [<napamempesi>]

Dr.Web StatD gonyckaeT ncrnosb3oBaHue Cieytowmx NapameTpoB:

Mapametp OnucaHue

--help HasHaueHue: BbiBOA Ha 3KpaH KOHCOW UK 3MYNATOPa TePMUHaNA KPaTKOM CrpaBKu
Mo MMeLLMMCA napamMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHve: BbiBog Ha 3KpaH KOHCONM UK IMyAsTOpa TepMuHana nHdopmMaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLUeHne paboTbl.

KpaTkuin BapuaHTt: -v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-statd --help

OJTa KOMaHAa BbiBeJET Ha 3KpaH KpaTKyto crnpaBky komnoHeHTa Dr.Web StatD.

3amMmeuaHusa o 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM pPeXuMe HeNoCpeaCcTBEHHO N3 KOMaHAHOW CTPOKWN He
npeaycmoTpeH. KOMNOHEHT 3anyckaeTcs aBTOMaTUYeCKN JeMOHOM yrnpaBaeHUs
kKoHPurypaumen DrWeb ConfigD npu HeobxogmumocTtu. [lnsa ynpaBieHns napameTpamMmu

PyKOBO,CLCTBO nosab3oBaTenda
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paboTbl KOMMOHEHTa ncnonb3ynte ytnuanty Dr\Web Ctl, npesHa3sHaueHHYyHO AN ynpaBaeHus
Dr.Web Industrial gns Linux n3 komaHAHOW CTPOKW.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

,ﬂ,flﬂ noJsiy4eHna CnpaBkn O KOMIMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-statd

9.10.3. NMNapameTpbl KOHPUTypaLUu

KoMnoHeHT ncnonb3yet napameTpbl KOHOUIypaumu, 3agaHHble B CekumMn [StatD]

0b6beanHeHHOro KoHburypaumonHoro darvina Dr.Web Industrial gns Linux.

B cekumu npeactaBaeHbl caeayrolme napameTpsi:

Mapametp

LogLevel

{yposeHb nodpobHocmu}

Log

{mun xypHanaj}
ExePath

{nyme K cbaliny}
IdleTimeLimit

{uHmepsan epemeHuy

RunAsUser

{UID | ums nonszosamensy}

OnucaHue

yQOBeHb I'IOAQO6HOCTI/I BEAEHNA XypHajsa KOMMOHEHTa.

Ecnn 3HaveHne napamMmeTpa He yKa3aHO, UCMNOb3yeTCA 3HaYeHEe NapamMeTpa
DefaultLogLevel 3 cekuun [Root].

3HauyeHue No ymonyaHuo: Notice

MeToz BegeHUA XypHasia KOMAOHEHTA.

3HauyeHWe Mo yMOYaHMIO: Auto

MyTb K UcronHsaemomy dainy KOMMOHEHTa.

3HayeHue No ymonyaHuo: /opt/drweb.com/bin/drweb-statd

MakcumasibHoe BpeMs MPOCTOS KOMMOHEHTa, MO MPEBbILEHWIO KOTOPOTO
OH 3aBepLUaeT cBO pabory.

[Jonyctumble 3HaueHus: oT 10 cekyHa (10s) ao 30 aHen (304d).

Ecnv yctaHOBNEHO 3HaueHWe None, TO KOMMOHEHT ByaeT paboTaTb
MOCTOAHHO; B C/lyYae OTCYTCTBMA aKTMBHOCTM eMy He ByaeT oTnpaBsieH
curHan SIGTERM.

3HaveHne No ymoayaHuo: 10m

MNMonb3oBaTtenb, OT UMEHW KOTOPOTO 3amnyckaeTcs KOMMOHEHT. Bbl MoXxeTe
yKaszaTb uMcnoBoi naeHtndumkatop nonvsosatens (UID) nav ero mms
(noruH). Ecnn nma nonb3osaTtens coctout us Lmdp (T. e. Noxoxe Ha
yncnosoi UID), To oHO yka3sbiBaeTca ¢ NnpedrKCOM name :, Hanpumep,
RunAsUser = name:123456.

Ecav nms nonb3osatens YKa3aHO HEKOPPEKTHO, pa60Ta KOMMOHEHTa
3aBepLluaeTca owmnbkomn Cpa3y nocne nonbITKM 3anycka.

3HauyeHne No ymoayaHumo: drweb

PyKOBO,CLCTBO nosab3oBaTenda
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v,

Mapametp OnucaHue

MaxEventStoreSize MakcuManbHbIV pa3peLueHHbli pa3Mep 6a3bl cobbITUI. 3agaeTcs B mb,
Hanpumep: MaxEventStoreSize = 100mb.
{pasmep}

MuHManbHOe 3HauveHre: 50mb.

3HaueHve no ymMoa4aHuto: 1GB

PyKOBO,CLCTBO nosab3oBaTenda
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10. MpunoxxeHuna

10.1. NMpunoxxeHne A. Buabl KOMNbIOTEPHbIX Yrpo3
B sTom pasaene

e KoMNbOTEepHbIE BUPYChI

e KoMnbloTepHble YepBu

e TpoAHCKMe NnporpamMmesl

e [IporpamMmebl B3nOMa

e PeknaMHble NporpamMmel

e [IporpamMmbl-LIYTKN

e [IporpamMmsbl JO3BOHA

e [loTeHUMaNbHO ONacHble NPOrpaMmmebl
e [1loao3puTenbHble 06 BEKTDI

Mo TepMUHOM «ye2po3a» B 3TON knaccmbukaumm NnoHMMaeTca ntoboe nporpammMmHoe
CPeACTBO, KOCBEHHO MM HaMNPSAMYH CMOCOBHOE HaHeCT yepb KOMMbOTEPY, CeTH,
MHbOPMaLMKM AN NpaBaM MNONb30BaTeNA (TO eCTb BPEAOHOCHbIE U NMPOYNE HEXeNaTeslbHble
nporpammel). B 6onee WIMPOKOM CMbIC/IE TEPMUH «yrpo3a» MOXKET 03HauaTh 0Oy
NOTEHLMANbHYO OMacHOCTb AN KOMMbIOTEPa MK CeTU (TO eCTb ee YA3BUMOCTb, KOTOpas
MOXeT 6bITb NCNOJb30BaHa A/ MPOBEAEHNN XaKePCKMX aTak).

Bce TMnbl nporpamm, onmMcaHHble HUXKe, MOTEHLUMaNbHO 061a4ar0T CNOCOBHOCTLIO
NoZBEPrHyTb OMNACHOCTW AaHHble MOAb30BaTeNA UAN UX KOHPUAEHLMaNbHOCTb. [Tporpammsl,
KOTOpble He CKpbIBatOT CBOEro NPUCYTCTBUA B CUCTeMe (Hanpumep, HEKOTOPble MPOrpaMmbl
AN PacCblIKM Cnama UAn aHaau3aTopbl Tpaduka), 06bIYHO He MPUHATO NPUUNCAATD K
KOMMbIOTEPHbBIM Yrpo3am, XOTs Npu onpeAeneHHbIX 06CTOATENbCTBAX OHWN TakxKe MOTyT
HaHecTV Bpes NoNb30BaTento.

KomnbroTepHble BUpYChbI

[aHHbIV TN KOMMbIOTEPHbIX YTPO3 XapaKTepu3yeTcs CNOCOBHOCTbHO BHEAPATb CBOW KOJ, B
NCNONHAEMBIV KOA APYrnX NporpaMm. Takoe BHeApeHWe Ha3biBaeTcs uHguyuposaHuem. B
60/bLUMHCTBE ClyYaeB MHOULMPOBaAHHbIN dalin cam CTaHOBUTCS HOCUTEIEM BUPYCa, a
BHEJPEHHbIV KOA He 06583aTeNbHO NONHOCTbIO COOTBETCTBYET OPUTMHaNY. 3HaunTeNbHOe
YMNCI0 BUPYCOB CO3JAETCA AN MOBPEXAEHUSA AN YHUUTOXEHUA JaHHbIX.

PyKOBO,CLCTBO nosab3oBaTenda
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B komnaHuu «[loktop Beb» Bupychl knaccuduumpyrotca no tunam Gannos, KOTOPble OHU
NHOULMPYHOT:

e Patinossle supycol NHONLMPYIOT Gai/ibl ONepaLMoHHON cUCTeMbl (O6bIYHO NCNOAHAEMbIE
darinbl M AMHaMunyeckme 6UHIMOTEKN) M aKTUBU3INPYHOTCA NpW obpaLleHnm K
MHOVLUMPOBaHHOMY danny.

e Makpo-supycel NHOULNPYHOT AOKYMEHTbI, KOTOPbIe MCMO/Ib3YOT MPOrpaMMbl U3 MakeTa
Microsoft® Office (1 gpyrve nporpaMmebl, KOTOPble NCMOAb3YHOT MAaKPOChl, HANUCaHHbIE,
Hanpumep, Ha sa3bike Visual Basic). Makpocel — 3TO BCTPOEHHbIE MPOrpaMMbl, HaMMCaHHble
Ha MOJIHOLEHHOM f3blKe MPOrPamMMUNPOBAHUS, KOTOPbIE MOTYT 3amnyckaTbCca Npwu
onpezeneHHbIX ycnosusax (Hanpumep, B Microsoft® Word makpocbkl MOryT 3anyckaTbcs npu
OTKPbITUW, 3aKPbITUU UAN COXPAaHEHWU AOKYMEHTA).

o Ckpunm-8upycel NULIYTCSA Ha A3bIKax CKPUMTOB U B BObLUMHCTBE ClyYaeB MHOULMPYHOT
apyrue daninbl CKpUnToB (Hanpumep, cryxxebHble Ganabl onepaumMoHHON cnuctemMbl). OHK
TaKke MoryT MHGULUMpoBaTb dalinbl APYrnX TUMOB, KOTOPbIE MOAAEPXKMNBAIOT UCMOAHEHWE
CKPWUNTOB, 1 MOTYT PaCNpPOCTPaHATLCA, HAaNPUMep, NOCPEeACTBOM YA3BUMbIX BED-
NPUIOXKEHNN.

e 3azpy304Hbie 8UPYCHI MHOULMPYIOT 3arpy30UHble CEKTOPbI ANCKOB 1N Pa3feNoB, a Takxe
rNaBHblE 3arpy30YHble CEKTOPbI XECTKMX ANCKOB. OHU 3aHNMAtOT OYeHb Maio NaMaTh u
OCTatOTCA FOTOBLIMU K BbIMOJHEHWUIO CBOMX GYHKLMIA J0 TeX MOp, Noka He byaeT
npou3BeZeHa BbIrpy3ka, mepesarpyska nam 3aBepLieHune paboTbl CMCTEMBI.

BonbwmHcTBO BUpycoB obnagaet onpeseneHHbIMN MexaHM3MaMy 3aLlUmTbl OT OBHapyXeHUS,
KOTOpble MOCTOAHHO YAy4LlatoTCA, MO3TOMY AN aHTUBUPYCHbIX MPOrpaMM paspabaTtbiBatoTCs
HOBble CNOCOObI NPeoAoNeHMsA 3TOM 3aLlnTbl. BUpYCbl MOXHO pa3aennTb No NpUHLMNIY
3aWmTbl OT OBHapYXXEHUS:

e [llugpposaHHble supycbl LUINPPYHOT CBOWN KO NPU KaXioM HOBOM MHOULMPOBAHUM, UTO
3aTpyAHAEeT ero obHapy>xeHne B daiie, NaMATU UK 3arpy304YHOM cekTope. Kaxkapii
3K3eMMAAP TaKUX BUPYCOB COAEPXKUT TONbKO KOPOTKNI 06LWmMiA dparmMeHT (npoueaypy
pacwmndpPoBKM), KOTOPbIA MOXHO BbIOpaTh B KauecTBe CUrHATYpPbI.

e [TonumopgbHbie 8UpyCebl NCMONb3YHOT MOMUMO WNPPOBaHMsA KoAa CreLnanbHyo NpoLlesypy
paclndpOoBKM, N3MEHSAOLLYHO caMy Cebs B KaX0M HOBOM 3K3eMMJIspe BUPYCa, UYTO BeJEeT K
OTCYTCTBMIO Y TAKOTO BUPYCa HaWTOBbIX CUTHATYP.

e Cmesic-s8upycel (BUPYCbI-HEBUANMKM) NPEANPUHMMALOT CreLnanbHble A4eNCTBUa Ans
MaCKUPOBKWN CBOEN AeATeNbHOCTU C LieJIbH0 COKPbITUA CBOErO MPUCYTCTBUS B
MHOULMPOBaHHbIX 06bekTax. Takor BUPYC CHUMAET XapakTepUCTUkmM obbekTa nepes ero
MHOULMpPOBaHMEM, a 3aTeM MepesaeT CTapble JaHHble NPKW 3anpoce onepaunoHHOM
CUCTEMBI UV NPOrPaMMbl, ULLYLLIEA N3MEHEHHbIE dalinbl.

Bupychl Takke MOXHO KnaccmduumpoBaTh No A3biKy, HA KOTOPOM OHW HanMcaHbl (Hanpumep,
HWU3KOYPOBHEBbLIN TUMa f3blka acceMbiepa AN BbICOKOYPOBHEBLIV TWMa sA3bika GO) U Mo
NHOULMPYEMBIM UMW OMEePaLMOHHBIM CUCTEMAM.

PyKOBO,ELCTBO nosab3oBaTenda
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KomnbrotepHblie uepBu

Kak 1 BMpycbl, NporpaMmMbl TUMa «kOMNbHOMEPHbIU Yepeb» CMOCOBHbI CO34aBaTb CBOW KOMUK,
HO MPW 3TOM OHU He NHPULMPYIOT Apyrve 06beKTbl. YepBb NPOHWKAET HAa KOMMbIOTEP U3 CETU
(Yalle BCero BO BJAOXEHMAX COOOLLEHWI INEKTPOHHOM NMOYUTbI UAN Yepe3 MHTEPHET) 1
paccbinaet cBou QyHKLMOHaNbHbIE KOMUWU Ha Apyrne KOMMboTepbl. YepBuM MCNONb3yrOT
AeNCTBMA Nosib3oBaTens, 6O pacnpoCTPaHAOTC aBTOMaTUYECKM.

YepBu He 06A3aTe/IbHO LIEIMKOM COCTOAT U3 0AHOro darina (tena yepss). Y MHOrMX YepBen
eCTb TaK Ha3blBaeMasa NHPEKLMOHHAaA YacTb (Lenn-Koa), KoTopasa 3arpyxaercs B
onepaTMBHYHO NaMATb KOMMbrOTEPA U «AOrpy>KaeT» Mo CeT HenoCpPeACTBEHHO CaMO Teno
yepBsa B BUAE UCNonHaemoro daiina. lNoka B cucteme HeT Tesla YepBs, OT HEr0 MOXHO
n36aBUTbCA Nepe3arpy3kon KoOMMbtoTepa (Mpun KOTOPON NMPOUCXOAUT COPOC OnepaTUBHOM
namaTtn). Ecam xe B cncteMe okasbiBaeTCca TeNO YepBsA, TO CNPaBUTbLCA C HUM MOXET TO/IbKO
aHTMBMPYC.

3a cYeT MHTEHCMBHOTO PacNpPOCTPaHEHMA YepPBU CNOCOOHBI BbIBECTU U3 CTPOA Liesble CETH,
AaXe eC/I OHN He HEeCyT HMKakKoW MONe3HOW Harpy3ku (He HaAaHOCAT NPAMOW Bpes CUCTeME).

B komnaHuu «[Joktop Beb» uepBel knaccudmumpytoT no cnocoby (cpeae) pacnpocTpaHeHus:

e Cemessle Yepgu pacnpOCTPaAHAOTCA NOCPEACTBOM PA3NNUYHbIX CETEBbIX MPOTOKONO0B U
NpPOTOKO/I0B 06bMeHa dannamu.

e [Toumosslie Yepsu pacrnpoCTPaHAOTCA MOCPEACTBOM NOYTOBLIX NpoToKo0B (POP3, SMTP 1
T.A.).

e Ham-uyepsu pacnpoCTpaHAOTCA, UCMOIb3yA NMONYAAPHblE CUCTEMbl MTHOBEHHOTO 0bMeHa
coobueHnamm (ICQ, IM, IRCu T. 4.).

TposaHcKkne nporpamMmmbl

BpesoHOCHbIe nporpamMMbl 3TOrO TUMa He CnocobHbI K camopenamkaumn. TposaHckme
nporpamMmMsbl BblAatoT cebs 3a O4HY U3 NOMYAAPHbLIX MPOrPamMM U BbIMOAHAIOT ee GyHKLUUN
(MAN UMUTUPYIOT UCMONHEHME 3TUX GYHKLMIA), OLAHOBPEMEHHO NPON3BOAA Kakne-1mbo
BPELOHOCHbIE AeNCTBUA (MOBPEXAEHWE U YAaNeHWe AaHHbIX, Nepecblika KOHQUAEHLMANbHOM
nHbopmaunm 1 T. 4.), "MbO fenasn BO3MOXKHbLIM HECaHKLMOHNPOBAHHOE NCMNONb30BaHMe
KOMMbIOTEPA 3/I0YMbILLIEHHUKOM, HarnpuMep, A1 HaHeCeHUs Bpeja TPeTbUM AULaM.

3TV nporpaMmmbl 061a4ak0T CXOXMMU C BUPYCOM MACKMPOBOYHbBIMUN U BPEAOHOCHbBIMU
bYHKUMAMU 1 faxe MOryT BbITb MOZY/IEM BUPYCa, HO, Kak MPaBuUaO, TPOAHCKME NPOrpamMmbl
PacnpoCTPaHALOTCA Kak OTAe/IbHble UCNoNHAeMble Gaibl (BbikaaablBatoTca Ha GanaoBbIx
cepBepa, 3anncbiBatOTCA Ha HOCUTENN MHDOPMALIMK UAKN NMEPECHINALOTCA B BUAE BJAOXEHUN B
COOBLLEHNAX INEKTPOHHOM MOYThI), KOTOPbIE 3anyckatoTca IMH60 caMuUM nosb3oBaTeneMm, 1Mbo
onpeseneHHbIM NPOLECCOM CUCTEMBI.

PyKOBO,ELCTBO nosab3oBaTenda
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KnaccnoumumpoBaTb TPOAHCKME MPOrpaMMbl O4YEeHb HEMPOCTO, BO-MePBbIX, MOTOMY UTO OHMU
3a4acTyro pacrnpocCTpaHATCA BUPYyCaMu U YePBAMMW, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOpPble MOTYT BbINOAHATLCA APYTMMU TUMAMU Yrpo3, MPUHATO NPUNUCLIBATb TONLKO
TPOAHCKMM nporpammam. Huxe npueeseH CNMcoK HEKOTOPbIX TUMOB TPOAHCKMX MPOrpamMm,
KOoTOpble B KOMNaHun «oktop Beb» BblAensatoT B OTAENbHbIE KNACChI:

e b55k00pbl — 3TO TPOAHCKME NPOrpamMMbl, KOTOpPble MO3BONAIOT MOJyYaTb
NPUBMAErMPOBaHHbIN JOCTYN K CMCTEME B 0OXOJ CYyLLeCTBYHOLLIEro MexaHn3ma
npeaocTaBAeHNA AOCTyna v 3awmTbl. bakaopbl He MHGMLMPYIOT Gainbl.

e Pymkumel npefHa3HayeHbl 414 nepexsaTta CUCTEMHbIX YHKLMI OnepaunoHHOM CUCTEMBI C
Lle/IbF0 COKPbITUSA CBOErO MPUCYTCTBUSA B cucTEME. KpoMe TOro, pyTKUT MOXKET MacKMpOBaThb
npoLecchl Apyrnx Nporpamm, katanoru, Gannbl. PyTknT pacnpoctpaHaeTcs Kak
caMoCTOsITe/IbHas MporpamMmmMa Uau Kak AOnOJHUTEIbHbIA KOMMOHEHT B COCTaBe APYrow
BPELOHOCHOW nporpaMmbl. Mo npuHUmMny cBoer paboTbl PyTKUTbI YCIOBHO pasfenstoT Ha
ABe rpynnbl: PyTKUTbI, paboTatoLLme B pexnme nosb3oBatens (nepexsat GyHKLUMN
6mnbnnoTtek Nnonb3oBaTenbLCKOro pexxuvma) (User Mode Rootkits — UMR), n pyTkuTbl,
paboTatolime B pexnmMe aapa (nepexsaT GyHKLUUIN Ha YPOBHE sipa CUCTEMBI, UTO
3HauUNTENbHO YCIOXHAET obHapyxeHue n obespexmnBaHue) (Kernel Mode Rootkits — KMR).

e KnasuamypHsie nepexaamyuku (kets102eepel) NCNOAb3YHTCA AN cbopa AaHHbIX, KOTOPbIe
no/ab30BaTe/b BBOAUT MPW NOMOLLM KnaBmnaTtypbl. Lienbto Takmx 4eUcTBMIA ABASETCA Kpadka
NNYHOU MHDOPMaLnUK (HanpuMep, CeTeBbIX Mapoien, TIOTMHOB, HOMepPOB BaHKOBCKMX KapT
nT. A).

o Knukepol nepeonpeaensatoT CCbIIKA MPU HaXXaTUW Ha HUX U TakKnM ob6pa3om
nepeHanpasBAAtOT NONb30BaTENEN Ha OonpeseneHHble (BO3MOXHO, BPEJOHOCHbIE) CalTbl.
O6bIYHO NoNb30BaTE/b NEpPeHanpPaBAseTCA C LeNbio YBENMYEHUA PEKNAaMHOro Tpaduka

CaNToOB WUAW ANS OpraHM3aumy pacrnpeseneHHblx atak oTkasa B ob6cnyxxmeaHum (DDoS-aTak).

e [Ipokcu-mposiHel NPEfOCTABAAIOT 3N10YMbILLIEHHUKY aHOHUMHbBIN BbIXOJ, B UHTEPHET Yepes
KOMMbOTEpP XXepPTBbl.

Kpome nepeuncieHHbIX Bbille, TPOSHCKME MPOrpaMMbl MOTYT BbINMOAHATb U Apyrue
BPEAOHOCHbIE AeACTBUSA, HaNnpUMep, NU3MEHATb CTapTOBYHO CTpaHuLYy B Be6-6paysepe nau
yAanatb onpegeneHHble dannbl. OfHaKO TakMe AeACTBUA MOTYT BbIMOJHATLCA U Yrpo3amu
APYrvx TMNOB (HanpuMep, BUpyCcaMu 1 YepBSMH).

Mporpammbl B3/10Mma

MporpamMbl B310Ma CO34aHbl C LieNbo MOMOYb B3/10OMLMKY. Hanbonee pacnpocTpaHeHHbIM
BUZAOM MOAO06HbIX MPOrpaMM sBAAOTCA CKaHepbl MOPTOB, KOTOPbIE MNO3BOAAOT
06Hapy>X1BaTb YA3BUMOCTU B MEXCETEBbIX 3KpaHax (balriepBonax, bpaHaMayspax) 1 Apyrux
KOMMOHeHTax, obecneunsarowmx 6e3onacHoCcTb koMmnbtotepa. Kpome xakepoBs, Taknmm
MHCTPYMEHTaMW MOTYT NOJb30BaTbCA aAMUHUCTPATOPbI A/ MPOBEPKN HAAEXHOCTU CBOMNX
ceTel. VIHorga kK nporpammMam B3/iloMa OTHOCAT MPOrpaMMbl, UCMONb3YHOLLME METOAbI
COLMaNbHOM UHXEHEPUN (INEMEHTBI COLMOTEXHUKN).

PyKOBO,ELCTBO nosab3oBaTenda
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PexnamHble nporpamMmmbl

Yalle Bcero nog 3tuM TEPMUHOM MOHMMAKOT MPOrPaMMHbIA KOZ, BCTPOEHHbIN B pa3inyHoe
6ecnnaTHoe NnporpaMmMHoe obecneyeHme, Npu NCNoab30BaHNM KOTOPOFrO MO/b30BaTesO
NPUHYANTEbHO NOoKa3biBaeTca peknama. Ho nHoraa Takom Ko MOXKeT CKPbITHO
PacnpOCTPaHATLCA NOCPEACTBOM APYTUX BPEAOHOCHbIX MPOrpamMM 1 AEMOHCTPUPOBATb
pekiamMy, HanpumMmep, B Be6-6payzepax. 3a4acTyto peknaMHble nporpaMMbl paboTatoT Ha
OCHOBaHWU AlaHHbIX, COBPaHHbIX LUMMOHCKMMMN NPOrpaMmMamMu.

MporpaMmmblI-LLYyTKY

3TO TN BPeAOHOCHbIX MPOrpamMmMm, KOTopble, Kak 1 peknaMHble MporpamMmMbl, He HaHOCAT
npsMoro Bpesa cuctemMe. Yalle BCero oHM reHepUpPyHT COODLLEHNS O HEeCYLLEeCTBYHOLMX
OLWMBKax 1 yrpoxatoT AeNCTBUAMMU, KOTOPbIE MOTYT MPUBECTU K MOBPEXAEHWIO AaHHbIX. X
OCHOBHOW QYHKLMEN ABASETCA 3anyrMBaHue nosb3oBaTtens, IMb60 HaBA3UMBOE €ro
pa3zpaxeHue.

MNMporpammbl A03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrpaMMbl, padpaboTaHHble 414 CKAHUPOBAHUA HEKOEro
AnanasoHa TenePpOoHHbIX HOMEPOB /19 HaXOXAEHMA Takoro, Ha KOTOPbI OTBETUT MoAeM. B
AaNbHENLEM 3N10YMbILLIEHHUKN NCNOAb3YHT HalAeHHble HOMepa ANA HAaKPyUYMBaHUA onaaTbl
3a TenedOoH UK ANA HE3aMEeTHOro NOAKNHOYEHMA MONb30BaTeNa Yepes MOAeM K
AOPOroCTOALMM MAATHBIM TeNIePOHHBIM Cy>Kbam.

NoTeHUManbHO onacHble NporpaMmbl

3TV NporpamMMmbl He CO3AaBannCb A4 HaHeCeHWA Bpesa, HO B CUY CBOUX OCOBeHHOCTew
MOTYT NpeacTaBAATb yrpo3y Ans 6e3onacHOCTM cucteMsbl. K TakuMm nporpaMmamM OTHOCATCA He
TONbKO Te, KOTOPblE€ MOTYT CIy4YaiHO MOBPEAUTb WAV YAANUTb AaHHbIe, HO 1 Te, KOTOPble MOryT
MCNOJIb30BaTbCA 3/1I0YMblIWWIEHHUKAMW UAU APYTMMW NporpaMMamu s HaHeceHua Bpeja
cncreme. K noTeHuUManbHO ONacHbIM NporpaMmMamM MOXHO OTHECTU pasinyHbie NporpamMmebl
yAaneHHOro obuweHusa n aaMuHUCTpupoBaHus, FTP-cepeepbl 1 T. 4.

MNMopo3sputenbHble 06bEKTHI

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0Oble NOTEHLMaNbHbIE YTPO3bl, OOHapPY>KEHHbIe
NPV MOMOLLY 3BPUCTMYECKOTO aHaim3a. Takne 06bekTbl MOTyT OTHOCUTLCA K I060MY TUMy
KOMMbHOTEPHBIX YrPo3 (BO3MOXHO, Aaxe HEM3BECTHOMY AN CMeLnaamcToB No
nHOPMaLIMOHHON 6e30NacHOCTM), @ MOTYT OKa3aTbCs 6e30MacHbIMU B ClyYae JIOXXHOro
cpabaTbiBaHuMA. Palinbl, cogepxKalime NoAo3puTenbHble 06beKTbl, PEKOMEHAyeTCs NomMeLlaTb

PyKOBO,CLCTBO nosab3oBaTenda
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B KapaHTWH, a Takke OTNPaBAATb Ha aHaAW3 CneumnannctaM aHTMBUPYCHOW nabopatopun
«[lokTop Beb».

PyKOBO,CLCTBO nosab3oBaTenda
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10.2. NMpunoxxeHune b. YcrpaHeHMe KOMMNbIOTEPHbIX Yrpo3

B atom pasgene

e MeToabl 06Hapy>xXeHns yrpos
o CUrHaTYpPHbIA aHanu3
o QOrigins Tracing™
o DMyNAUMA NCNONHEH NS
o DBPUCTUYECKUA aHaANU3
e [leiicTBMA C yrpo3amu

Bce aHTMBMPYCHble NPOAyKTbl, pa3paboTaHHble kKoMnaHuen «[loktop Beb», npumeHsatoT
Lenbii Habop MeToA0B OH6HapPY>KEHWA YrpO3, YTO NO3BONAET NPOBEPATb NOAO3PUTENbHbIE
06BbeKTbl MakCMMabHO TLWATENbHO.

MeTtoabl o6Hapy>xeHus yrpos

CurHatypHbIA aHanus

JTOT MeToA OOHapy>XXeHUA NpYMeHsaeTca B nepByto ovepesb. OH BbIMOHAETCA NMyTeMm
NPOBEPKN COAEP>XKMMOTO aHaM3MpyemMoro obbekTa Ha NpeaMeT Haanuma B HEM CUTHATYp
y>Ke U3BeCTHbIX yrpo3. CUrHaTypOWM Ha3blBaeTCA HenpepbiBHasA KOHEYHas
nocnesoBaTeNbHOCTb HanT, HeobXxoANMan 1 JOCTaToUYHasA ANA OAHO3HAYHOW MAeHTUdUKaLUN
yrposbl. [1pn 3ToM cpaBHEHME COAEPXMNMOro nccaesyemoro obbekta ¢ cMrHaTypamm
NPOM3BOANTCA HE HAaNPAMYHO, @ MO UX KOHTPOJbHbIM CYMMaM, YTO MO3BONAET 3HAUUTENbHO
CHW3UTb pa3Mep 3anuncen B BUPYCHbIX 6a3zax, COXpPaHMB NPU 3TOM OAHO3HAYHOCTb
COOTBETCTBMA W, C1eA0BaTebHO, KOPPEKTHOCTb OBHaPY>KEHWUA Yrpo3 1 NeveHuns
NHOULMpPOBaHHbIX 06bEKTOB. 3anncK B BUPYCHbIX 6a3ax Dr.Web coctaBieHbl Takum ob6pasom,
4yTo 6rarogapsa OAHOM M TOM Xe 3anmMcu MOXHO OBHapyXXmBaTh Lie/ble KnacCbl MU CEMeNCTBa

yrpos.

Origins Tracing™

370 yHMKanbHas TexHonorms Dr\Web, koTopas no3BoasieT onpesensite HOBblE U
MOANDULIMPOBAHHbIE YrPO3bl, NCMOJb3YHOLME Y>KEe N3BECTHbIE N ONMUCaHHbIE B BUPYCHbIX
6a3ax mexaHU3Mbl NHOMLUMPOBAHNA N HaHeceHNs yuepba. OHa BbIMOHAETCA MO OKOHYaHUN
CUTHaTYpPHOro aHann3a un obecrneunBaeT 3alLMTy MOIb30BaTeNeN, NCMONb3YHOLLIMX
aHTUBMpPYCHble peweHna Dr.Web ot Takunx yrpos, kak TposiHCkas nporpamMmMa-BbiMoraTtesb
Trojan.Encoder.18 (Takke n3BecTHas noa Ha3BaHMeM gpcode). Kpome TOro, ncnonb3oBaHme
TexHonorum Origins Tracing™ NO3BOAAET 3HAUNTENBHO CHU3UTb KONIMYECTBO JIOXKHbIX
cpabaTblBaHW 3BPUCTUYECKOrO aHanm3atopa. K Ha3BaHWAM yrpos, obHapy>XeHHbIX Npu
nomouwwm Origins Tracing™, sobaBaseTca NnOoCcTGUKC .Origin.

PyKOBO,CLCTBO nosab3oBaTenda
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3My115| uma ncnojiHeHnA

MeTog, aMyAsaLMmM UCMONHEHMSA MPOrPaMMHOrO KOAa MCMOJb3yeTcs A 06HapyXXeH s
NOIMMOPHbBIX U LWMPOBAHHbIX BUPYCOB, KOTAa NCMOJIb30BAHNE MOWUCKA MO KOHTPObHbIM
CYMMaM CUTHATYp HEMPUMEHUMO UN 3HAUNTEIbHO YCIOKHEHO M3-32 HEBO3MOXXHOCTM
MOCTPOEHMA HAAEXHbIX CUTHATYp. MeToA COCTOUT B MMUTALMN UCNONIHEHUSA aHAaAN3NpPyeMOro
KOAa Npu MOMOLLM 3My/19Mopd — NPOTPAMMHON MOJAEIM NMPOLLEeCCopa 1 Cpesbl UCMOHEHNUS
nporpaMm. IMyasTop onepupyeT ¢ 3alUmLLeHHOM 061acTbio NaMaTn (bygepom amynayuu).
Mpw 3TOM MHCTPYKLMW HE NepesaroTcs Ha LLeHTPabHbIV MPOLLEeCcCop A8 pPeasbHOro
ncnosHeHus. Ecam kog, obpabaTtsiBaeMblii SMYAATOPOM, MHOMLMPOBAH, TO pe3yNbTaTOM ero
3IMYNALUN CTAHET BOCCTAaHOB/IEHNE UCXOAHOTO BPEAOHOCHOTO KOAa, AOCTYNHOTO AJ/is
CUFHATYPHOrO aHanu3a.

dBpPUCTUYECKMIA aHaNn3

PaboTa 3BpMCTMUECKOTO aHaM3aTopa OCHOBbIBAETCA Ha Habope 3gpucmuk —
NPeAnoIOXKEHNN O XapaKTepHbIX NpM3HaKkax Kak BPeJOHOCHOrO, Tak 1 6e3onacHoro
MCNONHAEMOro KOAa, CTaTUCTMYeCKas 3HaUMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHLIM MyTEM.
Kaxkabli npu3HaKk Koja UMeeT onpeaeneHHbIn gec (T. . UNCNO, MOKa3blBaOLEe BaXKHOCTb U
LOCTOBEPHOCTb 3TOr0 NMpPMU3HaKa). Bec MoxeT 6bITb Kak MONOXKMUTENbHbBIM, €CIN NPU3HaK
yKa3blBaeT Ha Ha/inumne BPeOHOCHOTO NOBeAEeHUs KOAA, Tak U OTpULLATENbHbBIM, €CM NPU3HAK
He CBOMNCTBEHEH KOMMbIOTEPHbIM yrpo3aM. Ha oCHOBaHWM CyMMapHOro Beca,
XapakTepPU3YHOLLEro CoAepXKnMoe 06bekTa, 3BPUCTUUECKMIA aHaNN3aTOP BblUMCASET
BEPOATHOCTb COAEP>KaHUA B HEM HEN3BECTHOTO BpeJOHOCHOro obbekTa. Ecim 37a
BEPOATHOCTb MPEBbILLAET HEKOTOPOE NOPOrOBOE 3HAYEHWE, TO BbIZAETCS 3aKIHOUEHNE O TOM,
YTO aHaNM3MPYEMbIA OOBEKT ABAAETCA BPEAOHOCHbIM.

OBPUCTUYECKMIA aHanM3aTop Takxke ncrnosb3yeT TexHonoruto FLY-CODE™ — yHuBepcanbHbIi
aNropuTM pacnakoBkn GanaoB. STOT MexaHW3M MO3BOAAET CTPOUTL IBPUCTUYECKME
NPeanoa0XKeHNA O HaNNUNN BPEJOHOCHbIX 06beKTOB B 06bekTax, CkaTbIX MporpaMmMamm
yrnakoBku (ynakoBsLyMKamMu), MPUYeM He TObKO M3BeCTHbIMW pa3paboTumnkamM NpoaykTa
Dr.Web, HO 1 HOBbIMK, paHee He nccaeaoBaHHbIMU Nporpammamu. MNMpu nposepke
3anakoBaHHbIX O6BEKTOB TakXKe NCMOAb3yeTCs TEXHONIOMMA aHaM3a UX CTPYKTYPHOM
3HTPOMMMK, KOTOpPasa NO3BoNAET OOHaPYXXMBaTb YrPO3bl MO OCOBEHHOCTAM PaCMNONOXKEHWNS
yYacTKOB MX KOAA. ITa TEXHOIOTMA MO3BONAET HA OCHOBE OAHOWN 3anmncy BUPYCHON Hasbl
npow3sectn obHapy>XeHne Habopa Pa3NNYHbIX Yrpo3, 3anakoBaHHbIX OANHAKOBbLIM
NONMMOPOHBIM YNaKOBLUMKOM.

MoCcKoNbKY 3BPUCTUYECKNI aHAaNN3aTOP ABAAETCA CUCTEMOM NPOBEPKM TMMOTe3 B YCNOBUAX
HeonpeAeneHHOCTU, TO OH MOXET AoNycKaTb OWNOKN Kak MepBOro (MPonyck HeM3BEeCTHbIX
yrpos), Tak ¥ BTOporo poja (npu3sHaHve 6e3onacHou nporpamMmMbl Bpe4oHOCHOM). Mo3Tomy
06bekTaM, OTMEYEHHbIM 3BPUCTUYECKMM aHaIM3aTOPOM KaK «BPEJOHOCHbIE», MPUCBaNBaeTCs
CTaTyC «MOJ03PUTENIbHbIE>.

PyKOBO,ELCTBO nosab3oBaTenda
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Bo Bpems 10601 13 NpoBepoK BCe KOMMOHEHTbI aHTUBUPYCHbIX NpoaykToB Dr.Web
MNCMOJIb3YIOT CaMYHO CBEXYH MHPOPMaL Mo 060 BCeX M3BECTHbIX BPeAOHOCHbBIX MPOrpaMmax.
CurHaTtypbl yrpo3 n nHdopmauma o6 nx npmsHakax n Mogenax NoBeseHns 06HOBAAOTCA U
A06aBnAOTCA B BUPYCHble 6a3bl cpasy Xe, Kak TONbKO CneLmanncTbl aHTUBUPYCHON
nabopatopuu «[loktop Beb» 0b6HapynBatoT HOBblE YrpO3bl, MHOTAA A0 HECKONbKUX pa3 B
yac. laxke ecnm HoBeWlLan BpeJOHOCHasA NporpaMma MPOHNKaeT Ha KOMMbHOTEP, MUHYS
pe3naeHTHyto 3awmTty Dr.Web, To oHa ByaeT obHapy>eHa B cnucke NpoLLeccoB U
HenTpaan3oBaHa Nocsie NosyyYeHns 0OHOBAEHHbIX BUPYCHbIX 6a3.

DeicTtBuAa c yrposamm

B npoayktax Dr.Web peanv3oBaHa BO3MOXHOCTb MPUMEHATb ONnpeAeaeHHble AeNCTBUS K
O6HapYy>XeHHbIM 06beEKTAM AN 06e3BpPEXMBaHMSA KOMMbIOTEPHLIX Yrpo3. [osb3oBaTesb
MO>ET OCTaBUTb aBTOMATUUYECKN NMPUMEHSEMble K ONpesAeieHHbIM TUNam yrpo3 AencTBus,
3a/laHHbIE MO YMONYAHWIO, U3MEHUTb UX UAN BbIBUPATb HY>XXHOE AeUCTBUE AN KaXKAOTrO
obHapyXeHHOro obbekTa OTAeNbHO. HxKe NprBeseH CNUCOK AOCTYMHbIX AeACTBUIA. B ckobkax
yKa3zaH napametp, 0603HauatoLWmin COOTBETCTBYHOLLEE AENCTBME U UCMONb3YEMbIV B

0b6beanHeHHOM KoHbUrypaunoHHom dansie n komaHgax ytmantel Dr.Web Cil.

e Coobwartb (REPORT) — yBEAOMUTb O HA/IMYMM YIPO3bl, HO HUYErO He AenaTb C
MHOVLMPOBAHHBIM 06 BEKTOM.

¢ Jleuntb (CURE) — NOMbITaTbCA BbIEUYNTb MHOULMPOBAHHbI OOBEKT, yAaAVB U3 HEFO
BPeAOHOCHOE COAEPXXMMOE, N OCTaBUB B LIEIOCTV NOJE3HOE COAePXNMOe.

@ 10 AeﬁCTBI/Ie NPUMEHNMO He KO BCEM BUAAM Yrpos.

¢ B kapaHTUH (QUARANTINE) — nepeMecTuTb MHOMUNPOBAHHbIN 06BEKT (eC/IM OH AOoMycKaeT
3Ty onepauuto) B CneumnanbHblil KaTasor KapaHTUHA C LeNbio ero n3onauum.

e Ypanutb (DELETE) — 6€3BO3BPaTHO YAaAnTb UHOULMPOBAHHbIN O6BEKT.

| Ecnv yrpo3a o6HapyxkeHa B daiine, HaxoAALLeMcs B KOHTEHepe (apXxuB, MOUTOBOE
: CoobLLEeHVe U T. MN.), BMECTO YAaeHWs BbINOJHAETCA NepeMeLLeHe KOHTeHepa B
KapaHTUH.

10.3. NMpunoxxeHne B. TexHnueckaa noaaepiKKa

Mpwn BO3HMKHOBEHWUN NPO6AEM C yCTaHOBKOW MAK paboTon NpoAyKTOB KOMMNaHUK, Npexae
yem ob6paLlaTbCa 3a MOMOLLBIO B CNYXKOY TEXHNUYECKOW NoAAEPXKKN, MONPObyInTe HanTK
pelleHne caeayowmmm cnocobamu:

1. O3HaKOMbTECh C MOCAEAHUMU BEPCUAMM ONMcaHunii u pykosoacts .

2. MpouuTaiite pazaen ' uacto 3agaBaeMbix BOMPOCOB.
3. Mocetnte dopymbl &' koMnaHum «loktop Be6».

PyKOBO,CLCTBO nosab3oBaTenda
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Ecav nocne 310ro He yaanoch pewntb Npobaemy, 3anosHuTe Be6-GpopmMy B COOTBETCTBYHOLLEN
cekumm pazzena & obmumanbHOro caita, Utobbl CBA3aTbCA CO CYXKB0M TEXHNUECKO
NnoAJepP>XKn KoMnaHumn «Joktop Beb».

NHPopmMaLmo 0 permoHanbHbIX NpeacTaBUTENbCTBAX M opucax komnaHmm «loktop Be6» Bbl
MOXeTe HalTU Ha obuumaibHoM cante .

Ans ynpolieHnsa paboTbl cay>KObbl TEXHNYECKOW NOAAEPKKN MO aHaNM3y BO3HUKLLEN y BacC
npobiembl pekoMeHAyeTCs NpesBapuTeNbHO CPOPMMPOBATL NakeT MHPoOpPMaLMm 06
YCTaHOBJIEHHOM Y BaC MPOAYKTE, ero HacCTPOMKax U CUCTEMHOM OKpPY>XXeHuW. [lna aToro
npesHa3HauyeHa crneumaan3npoBaHHas yTuanTa, Bxoaawas B coctaB Dr.\Web Industrial ans
Linux.

[ns cbopa MHPopMaLmn Ans Cy>KObl TEXHNUUYECKON NOAAEPKKN BBEAMUTE KOMAHAY:
# /opt/drweb.com/bin/support-report.sh <nyme k ¢aliny>

rae <nyme k ¢aiiny> — nyTb K apxmBy B dopmMare .tgz, B KOTOPOM ByaeT coOXxpaHeHa
OTNagouHan MHbopmaLma O NPOAYKTE N CUCTEMHOM OKPYXXEHWNU,

HanpuMmep, /tmp/report.tgz. YXe nMetowwmecs danibl He nepesanuceiBatoTcs. Ecam nytb He
yKasaH, TO apx1B byzeT coxpaHeH B KaTasiore Cynepnonab3oBaTtens, 3anyCcTUBLLErO YyTUANTY
(Hanpumep, /root), N ByAeT Ha3bIBATbCA CAeAyHOWMM 0O6pa3oM:

drweb.report.<timestamp>.tgz

rae <timestamp> — noaHaa MeTKa BpPEMEHWN COo3AaHunA oTHeTa, BKIoYasa MUANNCEKYHAbI,
Hanpumep: 20190618151718.23625.

3anyckaTb C NpaBamu cyrnepnosib3osaTens (root). [lna nonayyeHva npas cynepnoJsib3oBaTens
MCMONb3yTe KOMaHAY CMeHbI NMOJb30BaTeNd su WIY KOMaHAY BbINMOAHEHWS OT UMEHM
Apyroro nosb3oBatens sudo.

@ Yrunuty ans cbopa nHbopmauum ans ciy>bbl TEXHUYECKOW NMOAAEPIKKA He0HX0ANMO

B npouecce paboTbl yTMaAnTa cCOBMpaeT 1 ynakoBbIBAET B apXMB CEAYHOLLY0 MHHOPMaLUIO:

e nHpopmauma 06 OC (Ha3BaHMe, apXUTEKTYPa, BbIBOA KOMaHAbl uname -a);
® CMWNCOK YCTAHOB/IEHHbIX B CUCTEME MAKETOB, B TOM uMcae naketos «/Jloktop Beb»;
® COAEPXKNMOE XypPHa/OB:
s XypHanbl Dr.Web Industrial a4 Linux (ecam HacTpoeHbl A8 OTAeAbHbIX KOMMOHEHTOB);

8 XYpPHa., BeAyLmniica JeMOHOM XypHaAnpPOBaHUs syslog
(/var/log/syslog, /var/log/messages),

B OKypHaa CUCTEMHOTO NakeTHOro MeHe>kepa (apt, yumWnT. n.;
@ XYypHan dmesg;

e pe3ynbTaTbl 3anycka KOMaHA df, ip a (ifconfig -a), ldconfig -p, iptables-save,
nft export xml.

e MHPopMaLMa 0 HacTporkax n koHpurypaumm DrWeb Industrial ansa Linux:

PyKOBO,ELCTBO nosab3oBaTenda
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nepeyeHb 3arpy>XeHHblX BUPYCHbIX 6a3 (drweb-ctl baseinfo -1);
nepeveHb dannoB 13 katanoros Dr.Web Industrial gna Linux n nx MD5-xewwuu;
Bepcma n MD5-xew dparna aHTMBMpYycHoro aapa Dr.Web Virus-Finding Engine;

MHPOpMaLMa O NoNb30OBaTeNe N pa3peLLleHNAX, U3BNeYeHHas 13 KatoueBoro gaina, ecam
Dr.Web Industrial ans Linux paboTaeT He B pexumMe LleHTpaan3oBaHHOWN 3aLUnThI.

PyKOBO,ELCTBO nosab3oBaTenda
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10.4. NMpunoxxeHume I'. KoHpurypaumoHHoin ¢painn Dr.Web
Industrial gnsa Linux

MNapameTpamu KOHPUrypaumm Bcex komnoHeHToB Dr.Web Industrial gns Linux ynpaeaset
KOOPAVHUPYHOLWMNI AeMOH ynpaBaeHus koHpurypaumen DrWeb ConfigD. Vi3mMeHeHHblie
napameTpbl KOHPUrypaLmnm Bcex KOMNOHEHTOB XpaHATCA B eAMHOM dainne drweb. ini,
KOTOpPbIV MO YMONYaHWIO pacnonaraercs B katasore /etc/opt/drweb.com/.

@ B TekcToBOM daiine KoHOUrypaLmm XpaHsTcs 3HaUeHUs TOJIbKO TeX MapaMeTposB,

: YCTaHOBJ/IEHHbIE 3HAUEHNWS KOTOPbIX HE COBMAjAtoT CO 3HaYeHVeM Mo ymosyaHuto. Ecan
napamMmeTp OTCYTCTBYeT B Gaiie KOHdUrypaumy, To 3TO 0O3HaUaeT, UYTo OH UMEET 3HaueHue
Mo YMOJYaHMIO.

YT06bl NPOCMOTPETL NEpPeYeHb BCEX MAapPaMeTPOB, JOCTYMHbIX AN U3IMEHEHUS, BK/ItOYas Te,
KOTOpble OTCYTCTBYIOT B KOHOUTYPaLMOHHOM daiinie, Tak Kak MMEHT 3HaUYEeHNs MO YMONUYaHUIO,

BbIMOJIHNTE KOMAHAY:

$ drweb-ctl cfshow
3MeHWTb 3HaueHue ntboro napamMmeTpa MOXHO ABYyMA cnocobamu:
° BHHOﬂHMBKOMaHA$

# drweb-ctl cfset <cekyus>.<napamemp> <HOg0e 3HaudeHue>

| [nsi BbINOJNIHEHUS 3TOW KOMaHabl yTunuta ynpasaexus Dr.Web Ctl gonxHa 3anyckatbes oT
: MMeHW cyreprosib3oBaTtens (nosb3oBaTtens root). s noayyeHus npas cyneprnosib3oBaTens
NCMO/Ib3YITe KOMaHAYy su UAn sudo.

CuHTakcuc koMaHa cfshow u cfset ytuautel Dr.Web Ctl (Mogynb drweb-ctl) nogpobHee
onucaH B pa3gene Dr.Web Ctl.

e 3a7aB 3TOT NapaMeTp B KOHOUrypaunoHHoM danne (oTpesaktmpoBas dain B N1t060M
TEKCTOBOM pejakTope) n nepesanyctme koHpurypaumto DrWeb Industrial gns Linux gna
NPUMEHEHNS BHECEHHbIX B Gaiil USMEHEHWA C MOMOLLbIO KOMaH/bI:

# drweb-ctl reload

10.4.1. Crpykrypa ¢aina

KoHdurypaumoHHbi dann chopmMmpoBaH B COOTBETCTBMM C MPaBUIaMu, NPUBELEHHBIMMN
HUXe.

e Cosepxunmoe daina pa3buTo Ha NocnesoBaTENbHOCTb MMEHOBaHHbIX CEKLMIA. BO3MOXHbIE
MMeEeHa CeKL I XeCTKO 3aZaHbl U He MOTYT 6bITb MPON3BOALHLIMU. IMs cekumnm
yKa3blBaeTCs B KBaZpaTHbIX CKOHGKax U coBnajaeT ¢ MMeHeM KoMmnoHeHTa Dr.Web Industrial
s Linux, ncnonb3ytollero napamMeTpbl U3 3TOM CekLmm (3a UCKIHOUEHWEM cekuinmmn [Root],
B KOTOPOW XpaHATCA NapaMeTpbl AeMOoHa yrnpasaeHus koHourypaumen Dr.Web ConfigD).

PyKOBO,CLCTBO nosab3oBaTenda
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e CUMBOABI ; AW # B Hauane CTPOK KOHPUrypaumoHHoro darina 0603HayatoT KOMMEHTaPUIA.
Takune CTpoku nponyckarotca komnoHeHTamun Dr.Web Industrial gns Linux npu uteHmmn
napamMeTpoB 13 KOHGUrypaLMoHHOro danna.

e B ogHoOW cTpoke paina coaep>KMTCA TONIbKO OAMH NapameTp:
<umda hapamempa> = <3HayeHue>
e Bo3MOXHble MeHa NapamMeTpOB XeCTKO 3ajaHbl M He MOTYT 6bITb MPOW3BONbHBIMMN.

e Bce MMeHa cekuuni 1 MapamMeTpoB PerncTpoHe3aBUCUMbI. 3HaYEHUA NapaMeTpoB, 3a
NCKNOYEHNEM MMEH KaTanoros 1 ¢annos B nyTtax (a1a Unix-nogobHeix OC), Takke
perncTpoHe3aBnCUMBI.

e 3HaueHUs NapaMeTpPoB B KOHOUTYPALMOHHOM daiie JOKHbI OblTb 3aKNHOUEHbI B KaBblUKU
B TOM C/lyyae, eCNn OHUW cozepkaT npobenb.

e HekoTopbie mapaMeTpbl MOFYT UMETb HECKOIbKO 3HAYEHWI, B 3TOM C/lyYae 3HaYeH s
napameTpa pa34enstoTcs 3anaTon AN 3HaueHVe NapaMeTpa 3a4aeTcs HECKObKO pa3 B
pa3HbIX CTPOKax KOHOUTypaLMoHHOro daina. MNpu nepeuncieHm s3HaueHnin napamMmeTpa
yepes 3anATyto NPobenbl MeXay 3HaUeHWeM 1 3ansaToM, eC/Iv BCTPEYALOTCS, UTHOPUPYHOTCS.
Ecnn npoben aBnseTcs yacTbio 3HAYeHUs NapameTpa, BCe 3HaueHue 3aK1YaeTcs B
KaBblYKM.

I'Iapalvlepr MO>XHO MPUCBOUTb HECKO/IbKO 3HAUYEHUN:
O NepeyncanmBe X Yepes 3anAaTyro:
Parameter = "Valuel", "Value2","Value 3"
O B BMae nocnegoBaTte/ibHOCTU CTPOK!

Parameter = Value?2
Parameter = Valuel
Parameter = "Value 3"

nOpHAOK 3HAUEHUN napamMeTpa Takke HeCYyLLeCTBEHEH.
ii MyTn K darinam Bcerga 3akatoyatoTCs B KaBblUKY, €CIN OHU MePEYNCNAIOTCA Yepes 3anaTyto,
Hanpvmep:

ExcludedPaths = "/etc/filel", "/etc/file2"

OnucaHune cekunii KOHPUrypaunoHHoOro daina NpuBeAeHO B ONMUCAHWUM UCMOJb3YHOLLMX ero
komnoHeHToB Dr.Web Industrial gnsa Linux.

10.4.2. Tunbl NnapameTpoB

ﬂapaMeprl KOHCI)VII'ypaLI,VIVI MOTYT MPpUHaANEXATb K CAEAYHOWNM TUMaM:

1. Adpec — aapec ceTeBOro coemHeHns B BuAe napol </Pv4-adpec>:<nopm> nan <IPv6-
adpec>:<nopm>. 3HaueHune IPv6-aspeca yka3biBaeTca B KBajpaTHbIX Ckobkax. B HekoTopbIx
cyyanax NopT MOXET ObITb ONyLLUeH (B KaXAOM C/lyyae 3TO yKa3biBaeTCA B ONMCaHUU
napametpa).

2. Jloeuyeckuli — napameTp-daar, NPUHUMatOLWMIA 3HaUeHUs On, Yes, True (NapameTp
BKJIFOYEH) U Off, No, False (NapaMeTp BblK/IHOYEH).

PyKOBO,ELCTBO nosab3oBaTenda
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3. ueﬂoe Huc/10 — HeoTpuuaTesibHOE Lesioe 4ncno.

. ,ﬂpO6HO€ HUCJ/10 — B Ka4yeCTBe 3Ha4YeHMA NapaMeTpa MOXKeT ObITb YKa3aHO

HeoTpuLLATeIbHOE UMCNIO, COAepIKalliee APOBHYH YacTb.

. VIHmepeaﬂ epemMeHU — B Ka4decTBe 3Ha4YeHWNA NapaMeTpa yKa3blBaeTCA AJIMHa BPEMEHHOTO

WHTepBaa, COCTOALLErO U3 LIeSIOro HeoTpMLLaTeIbHOTO Yncaa 1 6ykebl-cyddukca,
yKa3blBatoLLEro 3aZlaHHY0 enHULY n3MepeHusa. MoryT BbiTb MCNONb30BaHbl CyGPUKCHI,
3aZ,atoLme eanHNLbl U3MEPEHUS:

o w—Heaenn (1w = 7d);
e d—cytku (1d = 24h);
e h —yachkl (1h = 60m);

e m — MUHYTHI (1m = 60s);

s nnn 6e3 cyddukca — cekyHabl.

[ns BpeMeHHOro nHTepBana, 3alaHHoro B CeKyHAaxX, MOXHO yKa3aTb MUINCEKYHAbBI Mocae
TOUKM (He bosee Tpex 3HakoB, Hanpumep, 0.5s — 500 munnncekyHa). B 3anucm ogHoro
BPEMEHHOro MHTepPBaJia MOXHO MCMOJ/Ib30BaTb COBOKYMHOCTb MHTEPBA/IOB, U3MEPEHHbIX B
Pa3/INUHbIX e4MHMLIAX, B 3TOM C/lyyae OH byzeT 06pa30oBbIBaTbCA MX CYMMOW (B peanbHOCTH
B MapameTpax KOHPUrypauum Bcerja COXpaHAaeTca KOMYeCcTBO MUIMCEKYHA, 0Hpa3yroLLmx
yKa3aHHbII BDEMEHHOW MHTepBan).

B obuiem Buae nt060M MHTepBan BpeMeHU MOXET OblTb NPeACTaBAEH BbipaXkeHWeM
N1wN2dN3hN4mN5[.N6]s, rae N1, N6 — YNCNO COOTBETCTBYIOLWMX EANHNL, BPEMEHW,
BK/IFOUEHHbIX B AaHHbIV MHTepBaa. Hanpumep, roa (kak 365 cyTok) MOXHO npeacTaBuTb
cneayromnm O6pa3OM (BCe 3amMuncCK 3KBMBANEHTHbI): 365d, 52wld, 52w24h, 51w7d24h,
51w7d23h60m, 8760h, 525600m, 31536000s.

MpuMepbl 3agaHnsa nHTepBana AnnHon B 30 MUHYT, 2 cekyHAbl, 500 MuanncekyHa;
e B darine KoHbUrypauuu:

UpdateInterval = 30m2.5s
e C MOMOLWbIK KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset Update.UpdateInterval 1802.5s

e 33/laH1e yepes NapameTp KOMaHAHOM CTPOKM (HanpuMep, AN CKaHMPYIOLWEro a4pa):

# /opt/drweb.com/bin/drweb-se <cokem> —--WatchdogInterval 1802.5

6. Pasmep — B KauyecTBe 3HaueHWs NapameTpa yka3blBaeTcs pa3Mep kakoro-nmbo obbekTa

(davna, bydepa, kewwa v T. N.), COCTOALMI N3 LLeNOro HEOTPULLATENIbHOTO YnCAa U
cyddukca, ykasbiBaroLLEero 3ajaHHyo eanHuLy n3MmepeHma. MoryT 6biTb MCNOAb30BaHbI
cyddurKcbl, 3agatoime eanHNLbl pa3mepa:

e GB — rurabantbl (1GB = 1024MB);
e MB — MerabanTbl (1MB = 1024KB);

e KB — kuno6anTthbl (1KB

1024B);

e B — HGanThl.

PyKOBO,ELCTBO nosab3oBaTenda
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Ecam cydduke onyueH, cuMTaeTtcs, uto pasmep 3ajaH B 6aitax. B 3anvcm ogHoro pasmepa
MOXHO MCMO/b30BaTb COBOKYMHOCTb Pa3MepOoB, MU3MEPEHHbIX B Pa3/INUHbIX e4MHNLAX, B
3TOM C/lyyae OH ByaeT 06pa3oBbIBaTLCA X CYMMOM (bakTnueckum, B napameTpax
KOHdUrypaLmm pasMmep Bcerga coxpaHsaercs B 6anTtax).

lMyme k kamanoz2y (¢patiny) — B KauecTBe 3HaUEHMA NapamMeTpa BbICTynaeT CTPOKa,
npeacTaBastoLLlas coboM AONYyCTUMBbIV NMYTb K KaTanory (pariny).

@ MyTb K dariny foMKeH 3aKkaHUMBaTLCA UMeHeM daiina.

ili B Unix-nogo6HbiX onepaLyoHHbIX CUCTEMax MMeHa KaTanoros 1 ¢painos
g perucTpo3aBmcuMBbl. ECiv 3T0 He OroBOpeHO HEMOCPEACTBEHHO B OMUCaHUM MapameTpa, B
KauecTBe MyTV HeNb3s UCMOb30BaTh Macky, CoAepiKallme crneumanbHble CUMBOJbI (?, *).

. ypOB@Hb noapo6Hocmu — NnapaMeTp 3aja€eT YPOBEHb I'IO,D,pO6HOCTI/I 3anncun B XypHan ansa

komnoHeHTa Dr.Web Industrial ans Linux. Bo3Mo>Hble 3HaueHus:

e Debug — CaMblil NOAPOOHbLIN (OTNALOUHBIN) YpOBeHb. BbiBOAATCA BCce cOObLLEHMS, a
TaKkKe O0TnajouHas nHdopmauums.

e Info — BbIBOAATCSA BCE COOOLLEHMS.

e Notice — BbIBOAATCA cO0bLeHNA 06 owmnbkax, NpeaynpexaeHuns, yBeJOMAEHNA.
e Warning — BbIBOAATCA cO0bLEeHNA 06 owmbkax n npeaynpexaeHums.

e Error — BbIBOAATCA TO/NIbKO COObLIEHMA 06 OoLIMbKax.

Tun XypHana — napameTp onpegensert cnocob BeaeHMaA XXypHana komnoHeHTom Dr.Web
Industrial gna Linux. BO3MO>Hble 3HaueHus:

e Stderr[:ShowTimestamp] — coobueHna 6yayT BbIBOANTLCA B CTaHAAPTHbIN NOTOK
owmnbok stderr. laHHOE 3HaYeHne MOXET ObITb MCMONb30BaHO MOJIbKO B HACTPOMKaX
AeMOHa ynpassieHus koHdurypaumeit. Mpu 3ToM, ecam oH paboTtaeT B GOHOBOM pexxmme
(«daemonized»), T. e. 3anyLUeH C ykazaHWeM napameTpa —d, 3TO 3HaUYeHne He Moxxem
6bITb MCNOIB30BAHO, MOCKObKY KOMMOHEHTbI, paboTatowme B POHOBOM pexunme, He
MMetoT JOCTyna K NoToKaM BBOZA/BbIBOAA TePMUHaAA). JONOAHUTENbHBIN NapamMeTp
ShowTimestamp npegnucbiBaeT 406aBAATb K KaXKAOMY COOBLLEHNIO METKY BPEMEHM.

e Auto — COObLIEeHNA ANA COXPaHEHMA B XXypHa NepeaatoTca 4eMOHY yrnpaBaeHus
kKoHPurypaumen DrWeb ConfigD, KOTOpbI COXpaHAEeT X B eAMHOEe MeCTO B
COOTBETCTBMM C CODBCTBEHHBIMW HaCcTporkamu (NapameTp Log B cekuymm [Root]).
JlaHHOe 3HaueHVe onpeseneHo Ana BCeX KOMMOHEHTOB, KpOMe 0eMOHa ynpasieHus
KoHgbu2ypayuel, n UCNOob3yeTcs Kak 3HaYeHNE MO YMONYAHUIO.

e Syslog|: <facility>] — coobuweHuns byayT nepesaBaTbCd KOMMOHEHTOM CUCTEMHOM
cnyxbe XypHannpoBaHus syslog.

e [lononHutenbHas MeTtka <facility> ncnonb3yeTtca Ana ykasaHuaA TMna XypHana, B
KOTOpoM syslog bysaeT coxpaHATb cOobLeHNA. BO3MOXHbIe 3HaveHunA:

o Daemon — COOBLIEHMA AEMOHOB,

PyKOBO,ELCTBO nosab3oBaTenda
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o User — COO6LLI,€HVIH NoJib30BaTENIbCKMX MPOLLECCOB,

0 Mail — COO6LU,€HVIF| MOYTOBbLIX MPOrpamMm,

o

Local0 — cooblieHns nokanbHbIX npoueccos 0,

o Local’l — COO6LLI,€HVI$I JIOKaNbHbIX MpoOUECCOB 7.

e <nyme Kk ¢atiny> — coobLueHns ByayT COXPaHATbCA KOMMOHEHTOM HENOCPEACTBEHHO B
yKa3saHHbIV daiin XypHana.

Mpumepbl 3agaHKa NnapameTpa:

e B Panne KoHOUrypaLuu:
Log = Stderr:ShowTimestamp

e C MOMOLWbI KOMaHAbl drweb-ctl cfset:
# drweb-ctl cfset Root.Log /tmp/log

e 33/laHVe Yepes NapameTp KOMaHAHOMW CTPOKM (HanpuMmep, AN CKaHMPYIOWEro a4pa):

# /opt/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON

10. Jeticmeue — pevictBue koMmnoHeHTa Dr.Web Industrial gns Linux npu obHapy>xeHunun yrpo3

onpeaeneHHoOro tmna nam Nnpuv BO3HUMKHOBEHUN Kakoro-nm6o Apyroro cobbiTmS.
Bo3MOXHbIe 3HaUeHUs:

e Coobuwarb (REPORT) — TONbKO CHOPMMPOBaATL yBEAOMIEHME 00 yrpose, He
npeanpuHMMasn HUKaknux Apyrux 4ecTBui;

e Jleuntb (CURE) — NOMbITaTbCA BbINOAHUTb NedyeHne (yaanuTb U3 tena Ganna ToNbKO
BPEeAOHOCHOE CoAepXKMMOoe);

¢ B KapaHTUH (QUARANTINE) — nepemMectuTb MHOULMPOBaHHbIM Galin B KapaHTUH;

e Ypanutb (DELETE) — yAanuUTb UHOULMPOBAHHBIW dalin.

| HekoTopble 13 AeWCTBUIA MOTYT ObITb HEMPUMEHUMbI B HEKOTOPbIX CyYasx (Hanpumep, Ans

A) co6bITMA «Owmnbka CKaHMPOBaHWUsA» HEMPUMEHUMO AelicTBUe CURE). MNepeueHb
pa3peLleHHbIX AeNCTBUA BCerja yKasblBaeTcs B OMMUCaHWN KaXkA0ro napamMeTpa, MMeroLwero
™Mn delicmeaue.

250

Mpoune TMNbl NapamMeTpPoB M NX BO3MOXHbIE 3HaYeHMA yKka3aHbl HENMOCPEACTBEHHO B
onMcaHnn NnapaMeTpoB KOHOUrypaymm.
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10.5. NMpunoxxenue A. NeHepauusa ceptupukaros SSL

Ana komnoHeHToB Dr.Web Industrial gna Linux, ncnonb3yowmx ans obMeHa aHHbIMU
3alMLLIEeHHbIN KaHan nepejayun gaHHbix SSL/TLS n ocHOBaHHbIe Ha HEM NpUKNajHble
npotokobl, Takne kak HTTPS, LDAPS, SMTPS u 1. n., Heob6xoammo obecneunTts Hanuume
3aKpbITbIX KAtoUen SSL 1 cOOTBETCTBYHOLLMX UM cepTUdUKaTOB. [N HEKOTOPbIX KOMMOHEHTOB
KIOUM 1 cepTUdUKaTbl TEHEPUPYIOTCA aBTOMATUYECKN, @ ANS APYTUX OHU AOJXKHbI ObITh
npesocTtaBneHbl nonb3oBaTeneM Dr.Web Industrial gnsa Linux. Bce KOMMOHEHTbI MCMONb3YHOT
cepTudukatel, NpeactaBieHHble B popmaTe PEM.

Ana reHepaumm 3aKpbITbIX KIHOUEN 1 cepTUPUKATOB, MCMOTb3YEMbIX A COEANHEHNI Yepe3
SSL/TLS, B TOM uncne ans ygoctosepatolmx ceptnourkaTos LeHTpa ceptudmkaumnm (LIC) n ans
NOAMMCaHHbIX CEPTUPUNKATOB, MOXXHO UCMONb30BaTb YTUANUTY KOMaHAHOW CTPOKM openssl
(BxoamnT B cocTaB Kpuntorpadumyeckoro naketa OpenSSL).

PaccMoTpum nocnesoBaTeNbHOCTb AEUCTBUIA, HEOOXOANMBIX ANS CO3A4aHMA 3aKPbITOrO Kato4a
N COOTBETCTBYHOLWEro eMy ceptnudmkata SSL, a Takke ceptndukaTa SSL, nognmcaHHoro
ypocToBepatowmm ceptndunkatom LIC.

UT106bI1 CreHepMpoBaThb 3aKpbITbIN KItoY SSL n ceptudpmkar
1. [ns reHepaumm 3akpbiToro katova (anroputMm RSA, aavHa kntova — 2048 6u1T) BbINONHUTE
KOMaHAy:

$ openssl genrsa -out keyfile.key 2048

Ecnv TpebyeTcs 3amTUTL KIKOY NapoONeM, AOMONHUTENIbHO UCNONb3YMTe ONuMIo —des 3.
CreHeprpoOBaHHbIV K1tOY HaxoanTca B panne keyfile.key B TeKyLeM KaTanore.

ﬂﬂﬂHpOCMOTpaCFeHepMpOBaHHOFOKﬂmanHHOﬂHMTeKOMaHAM

$ openssl rsa -noout -text -in keyfile.key

2. [1na reHepauum cepTmdumkaTa Ha yKazaHHbIN CPOK Ha OCHOBAHWWN MMEIOLLETOCs 3aKPbITOrO
KiroYa (B JaHHOM nNpuMepe — Ha 365 CyTOK) BbINOJHUTE KOMaHAy:

$ openssl req -new -x509 -days 365 -key keyfile.key -out certificate.crt

l ODTa KOMaHZa 3anpocuT AaHHble, AEHTUOULMPYIOLLIKE CcepTUGULMPYEMBI OBBEKT (Takne Kak
: UM, opraHusaums un 1. n.). CreHepupoBaHHbIN cepTndmKaTt ByaeT nomelLeH B dain
certificate.crt.

[na npoBepKn COAEPXXMMOro CreHeprUpOBaHHOIo ceptTudukaTa BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in certificate.crt

UTo6bI 3apernctpupoBatb ceptudmkar B KauecTtBe AoBepeHHoro ceptudukarta LC

1. MepemecTnte nan ckonupynTte dann ceptmdmrkaTa B CUCTEMHbIN KaTaaor JOBEPEHHbIX
ceptuounkatos (B Debian nam Ubuntu — /etc/ssl/certs).

PyKOBO,ELCTBO nosab3oBaTenda
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2. Co3paiiTe B KaTanore JOBepPeHHbIX CePTUOUKATOB CUMBOINYECKYHO CCbIIKY Ha cepTudmKar,
MMeHeM KOTopoWn ByaeT ABAATLCA Xell cepTudmMKaTa.

3. MNepenHaekcMpynTe COAEPXKMMOE CUCTEMHOTO KaTasora cepTudmKaToB.

MprBeAEHHbIN HMXE NPUMepP BbINMOJHSAET BCE 3TN TpU AelcTBMA. [Tpeanonaraercs, 4to
TeKyLLMM KaTasloroM ABAAETCA CUCTEMHbIN KaTanor JOBEPEHHbIX

cepTndunkatoB /etc/ssl/certs, a cepTMPMKAT, KOTOPbINA PETUCTPUPYETCS B KaUeCcTBe
AOBEpPEeHHOro, pacnonaraetca B anne /home/user/ca.crt:

# cp /home/user/ca.crt
# 1In -s ca.crt “openssl x509 -hash -noout -in ca.crt .0
# c_rehash /etc/ssl/certs

UT06bI CO3AaTb NOANMUCaHHbIN cepTudUKaT

1. CreHepupyiTe dann-3anpoc Ha noanucaHue ceptuounkata (Certificate Signing Request —
CSR) Ha OCHOBaHMWN MMEHOLLErOCA 3aKPbITOro Kitoua. Ecam kntoua HeT, creHepupyuTe ero.

3ar|poc Ha noanmcaHme co3aaeTcd KOM&HAOVIZ

$ openssl req -new -key keyfile.key -out request.csr

OTa KOMaHAa, TaK Xe Kak ¥ KOMaHJa co3aaHus ceptudurkaTa, 3anpallnBaeT JaHHble,
naeHTMobULMpyoLwme ceptuduLmMpyemMblin 06bekT. 34ecb keyfile. key — UMeROLLMIACS
dann 3akpbiTOro katoya. MosyyeHHbI 3anpoc byaeT coxpaHeH B palin request.csr.

ﬂﬂﬂﬂpOBepKMpe3yMNaTaCO3AaHMHBaﬂpocaBMﬂOﬂHMTeKOMaHAy

$ openssl reg -noout -text -in request.csr

2. [lna co3pgaHnda NOANMCAaHHOrIO cepTudunkaTa Ha OCHOBaHUM 3aNpoca N UMetoLLLerocs
ceptndukata LC BbiInonHUTE KOMaHAy:

$ openssl x509 -req -days 365 -CA ca.crt -CAkey ca.key -set serial 01 -in request.csr
-out sigcert.crt

@ [lna co3panva noAnMcaHHOro cepTuduKaTa Hy>KHO UMeTb Tpu dalina: Gpainn KOpHEBOro

‘ cepTudUKaTta ca.crt v ero 3akpbiTbli KNtOY ca . key (B KayecTBe ca.crt U ca.key
MOXHO MCMoNb30BaTh cepTudukaTt certificate.crt nkiod keyfile.key, TOrga
NoayYeHHbI cepTudmkaT byaeT camonoAnucaHHbIMY), a Takoke palin 3anpoca Ha
nognvcaHve ceptmdrkata request.csr. Co3gaHHbIN NOANMCAHHbIA cepTudurkaTt byaeTt
coxpaHeH B dpain sigcert.crt.

Ana npoBepkun pesynbTaTta BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in sigcert.crt

MNoBTOpUTE NpoLEeAypY CO34aHMA KIKOYa 1 cepTudukaTa (Mam noagnmncaHHoro ceptudukara, B
3aBUCUMOCTM OT HEOHXOAMMOCTIN) CTONBKO Pa3, CKONbKO YHUKANbHbIX CEPTUDUKATOB BaM
TpebyeTtcs. Hanpumep, € TOUKM 3peHunsa coobpaxkeHnin 6e30nacHOCTU, KaXAbl areHT
pacnpegeneHHou nposepkn dannos Dr.Web Network Checker, Bxogawmin B ckaHnpyrowmm
Knactep, 4O/KEH MMeTb COOCTBEHHYHO Napy katou/ceptndukar.

PyKOBO,ELCTBO nosab3oBaTenda
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MNpeobpa3oBaHue noanucaHHOro ceptudmKkara

HekoTopble 6pay3epbl MV MOYTOBbIE KAMEHTBI MOTYT NoTpeboBaTh Npeobpa3oBaHms
NoAnncaHHOro cepTndukaTa, NCNOAb3YEeMOro AN YA0CTOBEPEHMA TNUYHOCTK, B dopmaT
PKCS12.

YkazaHHOe npeobpazoBaHe BbINOAHAETCA KOMaHAOM:

# openssl pkcsl2 -export -in sigcert.crt -out sigcert.pfx -inkey keyfile.key

3pecb sigcert.crt — nmerowmnes Gann noagnncaHHoro ceptmdukaTta, a keyfile.key —
darin COOTBETCTBYIOLLErO €My 3aKpbITOrO Katoya. [TosyueHHbI Npeobpa3oBaHHbIN
cepTudukat byaeT coxpaHeH B parin sigcert.pfx.

PyKOBO,ELCTBO nosab3oBaTenda
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10.6. NMpunoxxeHue E. OnncaHue n3BecTHbIX owWN60K

B atom pasgene

e PekoMeHAaLMN NO NAEHTUGUKALMN OLINOBOK

e Koapbl owinbok
e Owinbkm 6e3 koaa

Ecnny Bac Bo3HMK/Ia oLlwnbKa, onvcaHe KOTOPOW OTCYTCTBYET B JaHHOM pa3zene,
° O6paTVITer B TEXHI/ILIECKyI-O nog,g,epm(y. ByAbTe roToBbI COO6LLI|VITb KoA o I/I6KVI N onncaTtb
06CTOATENIbCTBA €€ BO3HUKHOBEHMA.

PekomeHaauum no ngeHtmpukaymm owumbok

e /114 BbIIBNEHMA BO3MOXHOW NPUYMNHBI N OBCTOATENIbCTB BO3HMKHOBEHMA OLIMOKN
03HaKOMbTeCh € cogepXnMbIM XypHana DrWeb Industrial ans Linux (npwn HacTporikax no
YMOJTYaHWUIO €ro MOXHO NMPOCMOTPeTb KOMaHAoM # journalctl). Bbl Takke moxeTe
BbINOJMHUTb KOMaHAY # drweb-ctl log.

o [Ina obnerveHnsa naeHTMdnKaunm ownbKM pekoMeHAyeTCs HacTPOUTb BbIBOJ XXypHasa B
OTAeNbHbIN Gaiin 1 pas3peLlnTb BbIBOA PaCLUIMPEHHOWN OTAaA0YHON MHPOPMaLmK. ns 3Toro
BbIMOJAHUTE KOMaH/bL:

# drweb-ctl cfset Root.Log <nyme K gbalsy XypHasna>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

e /Ins BO3BpaTa HAaCTPOEK BeAEHMA XypHana No YMOAYAHUIO BbIMONHUTE KOMaHAbI:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLogLevel -r

Koabl owunbok

CoobuweHune 06 owmbke: Error on monitor channel (Owubka cea3u ¢ MOHUMOPOM)
Kopa, owmnbku: x1

BHyTpeHHee o603HaueHue owmnbkm: EC_MONITOR IPC ERROR

Onucanue: OlwrbKa CBA3U OAHOTO MAUN HECKONbKMX KOMMOHEHTOB C AeMOHOM YrpaBieHust
KoHourypaumei Dr.Web ConfigD.

Ana BbIABAEHNA BO3MOXHOM NMPUYMHBI 1 06CTOATENbCTB BO3HUKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogep>xumbim XypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOM # Jjournalctl). Bbl Takke MOXeTe BbINOJHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TMepe3anyctute 4eMOH yrnpaBaeHns KOHbUrypauyen:

# service drweb-configd restart

PyKOBO,CLCTBO nosab3oBaTenda
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2. Ybeputecb, UTO B CUCTEME YCTaHOBEH, HACTPOEH U KOPPEKTHO PYHKLIMOHMPYET MeXaHW3M
ayteHTMduKaumm PAM. Tpu HeEOBXOAMMOCTM YCTaHOBUTE M HacTPOTe ero (3a NogpobHOCTAMM
obpaTtuTech K pyKOBOACTBaM MO aZMUHUCTPUPOBaHWIO Ballero guctpubytnea OC).

3. Ecav nepesanyck geMoHa ynpaBaeHus KOHUrypaumen npu KOppekTHO HacTpoeHHom PAM He

rnomoraer, nonpobyire cépocutb HacTponkn Dr.Web Industrial gnsa Linux B 3HaueHWs o yMOYaHWHO.

[ns atoro ounctute cogepxxunmoe daina /etc/opt/drweb.com/drweb.ini (MpW 3TOM
PEKOMEHZYETCA COXPaHUTb Pe3epBHY KOMUKO KOHGUIypalUMoHHOro daiina), Hanpumep, BbIMOAHMB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkm daitna koHbUrypaumm nepesanycrute 4eMoH ynpasaeHns KOHGUrypaLmen, BbINOJHYB
KOMaHay:

# service drweb-configd restart

4. Ecan peMoH ynpasaeHus KoHUrypaumen 3anyctutb He yaaeTcs, nonpobyiite nepeyctaHOBUTb nakeT
drweb-configd.

WHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial gns Linux n ero kKOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux v Yaanenune Dr.Web Industrial ans Linux.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Operation is already in progress (Onepayusi yxxe 8bIN0JIHsIEMCS)

Kopa, owinbku: =2
BHyTpeHHee o603HaueHne owmnbkmu: EC_ALREADY IN PROGRESS

OnucaHwe: 3aI'IpOLUEHHaH onepauua y>ke BbINOJHAETCA.

[na BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLINOKM O3HAKOMbTECH C
cogep>xumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku
Moao>anTe 3aBepLUeHNa onepaumn 1 Npu HeobxoAMMOCT NoBTOpPUTE Tpebyemoe AeicTBME MO3XKe.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Operation is in pending state (Onepayus oxudaem 8biNOJHEHUS)

Koa owmnbku: x3
BHyTpeHHee 0603HaueHne ownbkmu: EC_IN PENDING STATE

OnucaHume: 3anpoLleHHas onepauvs OXWUAAET BbINMOJHEHNUS (BO3MOXHO, B TEKYLLUIA MOMEHT
YCTaHaB/IMBAETCS CETEBOE COEAMHEHME UAN MPOUCXOAUT 3arpy3ka U MHMLMANM3aLmMa Kakoro-ambo
KOMMOHEHTa, TpebytoLas npoAoKUTENBHOTO BPEMEHN).

N8 BbIsBAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoa4aHWo ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

PyKOBO,CLCTBO nosab3oBaTenda
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YcrpaHeHue ownbku

MozoXanTe Hauasa BbINOJHEHWS ONepaLmn 1 NP HeOHXOAMMOCT NOBTOpPUTE Tpebyemoe AencTBre
no3e.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHune 06 owmbke: Interrupted by user (lpepsaHo noss3osamesnem)

Kopa, owimnbku: x4

BHyTpeHHee o0603HaueHne owmnbkmu: EC_INTERRUPTED BY USER

OnucaHwe: ,ﬂ,eVICTBME 6610 npepBaHO noJib3oBaTtenemM (BO3MOXHO, OHO BbIMNOAHANOCH CAULLIKOM AOJ’II’O).

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 O6CTOATENLCTB BO3HUKHOBEHWSA OLINMOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOHO
NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue ownbku
MoBTopUTe TpebyeMoe AelCTBME MO3XKe.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobueHune 06 owmbke: Operation canceled (Onepayus ommeHeHa)

Koa owmnbku: x5
BHyTpeHHee o603HaueHue owmnbkn: EC_ CANCELED

OnucaHue: [leicTBue 6bII0 OTMEHEHO.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO
NpocMoTpeTb KOMaHAoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku
MoBTopuTe Tpebyemoe aencTeme.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KO OLWNOKN.

CoobueHne 06 owmbke: /PC connection terminated (CoeduHeHue IPC pazopeaHo)

Kopa, ownbku: =6
BHyTpeHHee 0603HaueHne owmnbkmn: EC_LINK DISCONNECTED

OnucaHue: IPC-coeanHeHve ¢ ofHUM 13 komrnoHeHToB Dr.Web Industrial gns Linux pasopBaHo
(BO3MOXHO, KOMMOHEHT 3aBEpLUMA CBOIO PaboTy M3-3a MPOCTOSA WAN MO KOMaHAE Mosib3oBaTtens).

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO
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NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbkm

Ecan onepauua He 6blna 3aBepLlleHa, NMoOBTOPUTE €€ Mo3Xe. B NPOTUMBHOM CJlydae pa3pbiB COeANHEHNA
He SBASAETCA OLINOKOWN.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KO OLWUNOKN.

CoobuweHune 06 owmbke: /Invalid IPC message size (Hedonycmumsili pasmep coobuwjeHus IPC)

Kopa, owimnbku: x7
BHyTpeHHee o603HaueHue ownbku: EC_BAD MESSAGE SIZE

OnucaHue: B npouecce o6MeHa AaHHbIMU MEXZAY KOMMOHEHTaMW MoJlyYeHO COObLLLeHMe HeAOMYCTUMOTrO
pasmepa.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENICTB BO3HUKHOBEHMSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
Mepesanyctute Dr.Web Industrial gns Linux:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KO OLWNOKN.

CoobuweHune 06 owmbke: /Invalid IPC message format (Hedonycmumeili gpopmam coobuwjeHus IPC)

Kopa, owinbku: x8
BHyTpeHHee 0603HaueHne ownbku: EC_BAD MESSAGE FORMAT

OnwucaHue: B npouecce o6MeHa AaHHbIMU MeXAy KOMMOHEHTaMu MoJlyYeHo CoobLeHe HeAOMyCTUMOro
dopmara.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTE BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbkm

Mepesanyctute Dr.Web Industrial gns Linux:

# service drweb-configd restart

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ou néxu.

CoobuweHune 06 owmbke: Not ready (He 2o0mos)

Kopa, owmnbku: x9

PyKOBO,CLCTBO nosab3oBaTenda
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BHyTpeHHee 0603HaueHne owmnbkmn: EC_NOT READY

OnucaHue: Tpebyemoe AeilcTBME HEe MOXKET ObiTb BbINONHEHO, MOTOMY YTO 3amnpPOLLEHHbIN KOMMOHEHT
WM YCTPOICTBO elle He MHULMAAU3NPOBaHbI.

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOa4YaHUIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku
MoBTopUTe TpebyeMoe AeliCTBYE MO3XKe.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KO OLWNOKN.

CoobueHne 06 owmnbke: Component is not installed (KomnoHeHm He ycmaHog1eH)

Kopa, owumnbku: x10
BHyTpeHHee 0603HaueHne owmnbkmn: EC_NOT INSTALLED

Onucanue: KOMMOHEHT, HEOBXOAVUMBIV A1 BbINONHEHNS TPEOYEeMOW GYHKLMW, HE YCTaHOBEH.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. YcraHoBuTE UK nepeycraHoBute Tpe6ye|v|b||7| KOMMOHEHT. Ecnn HensBecCTHO, KaKoW MMEHHO
KOMMOHEHT HeO6XO/J,VIM, nonpo6yV|Te 3TO BbIACHUTb, O3HAKOMUBLLUNCb C COAEPXMMbIM >XYpPHana.

2. Ecnv yctaHoBKa wav nepeyctaHoBKa TPeOyeMOro KOMMOHeHTa He MOMOT1a, Nonpobyiire
nepeyctaHoButb Dr.Web Industrial gas Linux.

NHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial gns Linux n ero KOMNOHEHTOB CM. B
pa3genax YcraHoBka Dr.Web Industrial ans Linux n Yaanenve Dr.Web Industrial ana Linux.

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Unexpected IPC message (HeoxudaHHoe coobujeHue IPC)

Kopa, owumnbku: x11
BHyTpeHHee o0603HaueHue ownbku: EC_UNEXPECTED MESSAGE

OnucaHwme: B npouecce obmeHa AAaHHBIMU MeXXAYy KOMMOHEHTaMW NMoJlydeHO Heaonyctmmoe COO6LLI,eHVIe.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEHWSA OLINOKM O3HAaKOMbTECH C
cogepxumbim ypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Mepesanyctute Dr.Web Industrial gns Linux, BbINONHMB kOMaHAY:

# service drweb-configd restart

PyKOBO,CLCTBO nosab3oBaTenda
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHune 06 owmbke: /PC protocol violation (Hapywerue npomokosa IPC)

Kopa, owumnbku: x12
BHyTpeHHee o603HaueHue owmbku: EC PROTOCOL VIOLATION

OnwucaHue: B npouecce o6MeHa AaHHbIMY MeXAY KOMMOHEHTaMW NPOM30LLIO HapyLleHUe NPOTOKOA.

AN BbIABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOa4YaHUIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku
Mepesanyctute Dr.Web Industrial gnsa Linux, BBINOAHUB KOMaHAy:

# service drweb-configd restart

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobueHune 06 owmbke: Subsystem state is unknown (HeuzsecmHoe cocmosiHue nodcucmemsi)

Koa owmnbku: x13
BHyTpeHHee 0603HaueHne ownbku: EC_UNKNOWN STATE

Onucanume: Moacrctema Dr.Web Industrial gnsa Linux, Heobxoammas Ans BbINOAHEHMS OonepaLymy,
HaXOAWUTCS B HEU3BECTHOM COCTOSTHUM.

N8 BbisBAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHNS OLINOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoA4aHWo ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. TloBTopuTe onepaumto.
2. TMpw nosTopeHun owmnbkum nepesanyctute Dr.Web Industrial gns Linux, BbINOAHWMB KOMaHAy:

# service drweb-configd restart

nocne 4yero noBTOpUTE ONepaunto.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTca, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA oL neKun.

CoobuweHune 06 owmbke: Path must be absolute (IMyme dosxxeH 6bimb abcoaOMHbIM)

Koa owmnbku: x20
BHyTpeHHee 0603HaueHmne owmbku: EC_NOT ABSOLUTE PATH

OnwucaHme: YKazaH OTHOCUTE/IbHBIN MyTb K aiiny uam Kkatanory BMecto abcontoTHoro.

,ﬂ,]’lﬂ BbISIBIEHWS BO3MOXKHO NPUYnHbI N 06CTOATENLCTB BO3HWKHOBEHMS OLLIMOKN O3HAKOMbTECH C

PyKOBO,ELCTBO nosab3oBaTenda
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cozepxmmbim xypHaia Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHZOM # journalctl). Bel Takke MOXeTe BbINOJHATL KOMaHay # drweb-ctl log.

YcTpaHeHue owmnbku
3aMeHWTe OTHOCUTENbHBIV NYyTb K Gainy nan katanory Ha abCcontoTHbIV U MOBTOPUTE OMepaLyio.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KO OLWUNOKN.

CoobuweHune 06 owmbke: Not enough memory (HedocmamoyuHo namamu Ons 3agepuleHus onepayuu)

Kopa, owumnbku: x21
BHyTpeHHee 0603HaueHue owmnbkmn: EC_NO MEMORY

OnucaHwe: He,ﬂ,OCTaTOHHO naMATnN AnAa BbINOJIHEHWA Onepaunn.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEHWUSA OLIMOKM O3HAaKOMbTECH C
cogep>xumbim XypHana Dr.Web Industrial gns Linux (npv HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOJHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Monpobyiite yBennuntb 06beM NamMsaTH, JOCTynHon npoueccam Dr.Web Industrial gas Linux (Hanpumep,
M3MEHVB IMMWTbI MPU MOMOLLM KOMaHAbl ulimit), nepesanyctute Dr.Web Industrial ans Linux v
NMOBTOPUTbL OMepaLyio.

B HEKOTOPBIX CyYasix CUCTEMHbBIV CEPBUC systemd MOXET UTHOPUPOBATh 3ajaHHble

@ M3MEHEeHWs MMUTa. B 3TOM ciyuae oTpegaktupyite (Unn co3galite, Mpu ero OTCYTCTBUN)
dann /etc/systemd/system/drweb-configd.service.d/limits.conf, yka3aB
B HEM M3MEHEHHOE 3HauYeHne MMUTa, Hanpumep:

[Service]
LimitDATA=32767

C nepeyHem AOCTYMHbIX TMMUTOB systemd MOXHO O3HaKOMUTbCA, BbIMOJIHMB KOMaHAy
man systemd.exec.

Ans nepesanycka Dr.Web Industrial i Linux BbINOsHUTE KOMaHAY:

# service drweb-configd restart

Ecan YCTpaHWTb Ol VI6Ky He yaacTca, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL néKun.

CoobweHue 06 owmbke: /O error (Owubka 8800a-8bi800a)

Koa owmnbkn: x22
BHyTpeHHee o603HaueHne owmbkmu: EC_ IO ERROR

OnucaHume: lNpowrsoLwna owmrbka BBOAA/BbIBOAA (Hanpvmep, AUCKOBOE YCTPOWCTBO eLle He
VHMLMaNN3MPOBaHO un pasgen GpanoBon cuctemsl Hosee He AOCTyMeEH).

,ﬂ,]’lﬂ BbISIBIEHWS BO3MOXKHO NPUYnHbI N 06CTOATENLCTB BO3HWKHOBEHMS OLLIMOKN O3HAKOMbTECH C

PyKOBO,ELCTBO nosab3oBaTenda
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cozepxmmbim xypHaia Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO
NpocMOTpeTb KOMaHoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

Ob6ecreybTe JOCTYNHOCTL TPEBYEMOTO YCTPOICTBa BBOZA/BbIBOAA WK pa3gena $aliNoBO CUCTEMBI 1
NoBTOpPUTE OMNepaLuto.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: No such file or directory (Hem makozo ¢galina unu kamanoaa)

Kopa, owumnbku: x23
BHyTpeHHee 0603HaueHne ownbkmn: EC_NO SUCH ENTRY

OnucaHume: MNonbiTka 06paLleHns K HeCyLLecTBytoLLLeMy daliny uiv katanory.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENICTB BO3HUKHOBEHMSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

I'IpOBepre NPaBUAbHOCTb YKa3aHHOTO nyTwn. |_|pl/l HeO6XO/J|I/IMOCTI/I ncnpaebTe NyTb N MNOBTOPUTE
onepauuto.

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobuweHune 06 owmbke: Permission denied ([ocmyn 3anpeujeH)

Kopa, owumnbku: x24
BHyTpeHHee 0603HaueHne owmnbkmn: EC_PERMISSION DENIED

OnucaHue: HegoctaTouHo MpaB Ans AOCTyna K ykazaHHOMY dainy uiv katanory.

Ana BbIABNEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLIMOKM O3HAKOMbTECH C
cogepxumbim xxypHana Dr.Web Industrial ans Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAYy # drweb-ctl log.

YcrpaHeHue ownbku

I'Iposepre NnpaBuWAbHOCTb YKa3aHHOIoO Nyt U Haandue HeO6XO,CI,I/IMbIX npaB Yy KOMMNOHEHTa. Ecnn A0CTyn K
O6'beKTy 3anpelweH, sSMeHuTe npasa A0CTyna K HEMY UK NMOBbICbTE MpPaBa KOMMNOHEHTa U NOBTOpPUTE
onepauuto.

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Not a directory (He kamasoz)

Kopa, owumnbku: x25

PyKOBO,CLCTBO nosab3oBaTenda
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BHyTpeHHee o603HaueHue owmbku: EC NOT A DIRECTORY

OnucaHme: YKaszaHHbIi 06BbeKT GaliioBOM CUCTEMbI HE ABNAETCA KaTaJlOrom.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax o yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHZOM # journalctl). Bel Takke MOXeTe BbINOJHATL KOMaHay # drweb-ctl log.

YcTpaHeHue owmnbku
MpoBepbTe NPaBMALHOCTb MyTV K 06beKTy. VicnpaBbTe MyTb U MOBTOPUTE OMNepaLyio.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KO OLWUNOKN.

CoobuweHune 06 owmbke: Data file corrupted (Palin daHHbIx nospexoeH)

Kopa, owunbku: x26
BHyTpeHHee 0603HaueHne owmnbkmn: EC_DATA CORRUPTED

OnucaHwe: 3ar|anJ|/|BaeMb|e AaHHbIE NMOBPEXAEHbI.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENbCTB BO3HUKHOBEHWUSA OLIMOKM O3HAaKOMbTECH C
cogep>xumbim XypHana Dr.Web Industrial gns Linux (npv HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOJHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TloeTopuTe onepauuto.
2. TNpwn noetopeHunn ownbkun nepesanycture Dr.Web Industrial gna Linux:

# service drweb-configd restart

nocine 4yero noBTopute onepaunto.

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: File already exists (@alin yxxe cywjecmsyem)

Kopa, owumnbku: x27
BHyTpeHHee o603HaueHne owmnbkmu: EC_FILE EXISTS

Onucanue: Paiin ¢ ykazaHHbIM UMEHEM Y>XKe CyLLeCTBYeT.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBLI 1 06CTOATENLCTB BO3HUKHOBEHWSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

MpoBepbTe NPaBUALHOCTb HaMUcaHUA UMeHn daina. MNpn HeobXoAMMOCTM UCMpaBbTe ero 1 NoBTopUTE
onepauyio.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

PyKOBO,CLCTBO nosab3oBaTenda
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CoobueHune 06 owmbke: Read-only file system (Patinosas cucmema mosibko 0/151 YMeHus])

Koa owmnbku: x28
BHyTpeHHee o603HaueHne owmnbkmu: EC_READ ONLY FS

OnwucaHue: Pannosas cuctema AOCTYMHA TONbKO ANS UTEHMA.

N8 BbIsBAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoA4aHWo ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

MpoBepbTe NPaBUALHOCTb Ny K 06beKTy. VicnpaBbTe MyTb Tak, UTOObI OH yKa3biBaa Ha paszen
bannoBOW cUCTEMBI, ZOCTYMHbLIN 418 3aMUCK, U MOBTOPUTE OnepaLuio.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcsa, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobueHue 06 owmbke: Network error (Owiubka cemu)

Koa ownbku: x29
BHyTpeHHee o603HaueHue owmbku: EC_ NETWORK ERROR

Onucanue: Owunbka cetn (BO3MOXHO, BHE3AMHO NepecTan oTBevaTb YAaNeHHbIN y3en UAn He yaaeTcs
YCTaHOBUTb COeANHEHVE).

AN BbIABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOa4YaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbkm

I'IpOBepre AOCTYNMHOCTb CETU U NPaBWIbHOCTb CETEBbIX HACTPOEK. I'IpM HeO6XOAVIMOCTI/I ncnpaebTe
ceTeBble HaCTpOI7IKI/I M NoBTOpPUTE ONepaunto.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ou néxu.

CoobuweHune 06 owmbke: Not a drive (He duckosoe ycmpolicmeo)

Kopa, owumnbku: x30
BHyTpeHHee 0603HaueHne ownbku: EC_NOT A DRIVE

OnwucaHue: NpouzBoanTca nonbiTka obpalleHna K yCTPONCTBY BBOAA/BbIBOAA, KOTOPOE He ABASeTCS
AMCKOBbIM YCTPOMCTBOM.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepxmmbim xypHana Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHZOM # journalctl). Bel Takke MOXeTe BbINOJHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku

MpoBepbTe NPaBWILHOCTL YKa3aHHOTO MMEHW yCTpolicTBa. cnpaBbTe MyTb Tak, UTo6bl OH Bea K
AVICKOBOMY YCTPOICTBY, ¥ MOBTOPUTE OMepaLyio.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHune 06 owmbke: Unexpected EOF (HeoxudaHHelil koHey, ¢alina)

Kopa, owumnbku: x31
BHyTpeHHee o603HaueHue owmbku: EC UNEXPECTED EOF

OnucaHume: Npun UTEHUN AaHHbIX HEOXMAAHHO Obla AOCTUrHYT KOHeL, daiina.

AN BbIABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOa4YaHUIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku

MpoBepbTe NPaBWILHOCTL YKa3aHHOTO MMeHM dalina. Ecam HyxHo, ncnpasbTe NyTb Tak, UTOOLI OH BEA K
npaBuabHOMY daiiny, 1 NOBTOpPUTE OMepaLyio.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ou néxun.

CoobueHune 06 owmbke: File was changed (®atlin 6ol u3MeHeH)

Koa owmnbkn: x32
BHyTpeHHee o603HaueHune owmbkn: EC_ FILE WAS CHANGED

Onwucanue: Nposepaemblrt Gaiin Gbin U3MEHEH.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTEChH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
MoBTOpUTE OMEpaLVIo CKaHMPOBaHMS.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuweHune 06 owmnbke: Not a regular file (O6vekm He sgasemcs ¢gatiiom)

Kopa, owunbku: =33
BHyTpeHHee o603HaueHue owmnbku: EC_NOT A REGULAR FILE

OnucaHue: 3anpalunBaemblii 06bekT GalioBON CUCTEMbI HE ABASETCA PErYAsPHLIM GaitioM (OH MOXeT
6bITb KaTaOroM, COKETOM WY APYrMM OB BbeKTOoM).

Ana BbIABAEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENbCTB BO3HUKHOBEHWUSA OLIMOKM O3HAaKOMbTECH C
cogep>xumbim XypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOAYaHWIO €ro MOXHO

NPOCMOTPeTb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOJHUTL KOMaHAY # drweb-ctl log.

PyKOBO,CLCTBO nosab3oBaTenda

264



A7

-
¢

g
),
A

MpunoxxeHus

YcrpaHeHue ownbku

MpoBepbTe NPaBMALHOCTb YKa3aHHOTO UMeHW daitna. Ecam Hy>XHO, ncnpaebTe MyTb Tak, YTOObI OH Ben K
perynspHomy dainy, 1 NOBTOpUTE onepaLuto.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Name already in use (VMms yxe ucnone3yemcs)

Kopa, owunbku: x34
BHyTpeHHee o603HaueHne ownbku: EC_NAME ALREADY IN USE

Onucanme: O6HEKT C yKasaHHbIM UMEHEM YXe CyLLLeCTBYeT.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 O6CTOATENLCTB BO3HUKHOBEHWSA OLINMOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue owmnbku
MpoBepbTe NPaBUALHOCTb YKa3aHHOTrO MyTW. VicnpasbTe NyTb 1 NOBTOPUTE OnepaLuuio.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobueHue 06 owmbke: Host is offline (Xocm omktroyeH)

Koa owmnbku: x35
BHyTpeHHee 0603HaueHne ownbku: EC_HOST OFFLINE

OnucaHue: YaneHHblli y3en He4oCTyreH rno ceTu.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHZOM # journalctl). Bol Takke MOXeTe BbINOJHATL KOMaHay # drweb-ctl log.

YcTpaHeHue owmnbku

MpoBepbTe AOCTYNHOCTL Tpebyemoro y3na cetu. Npu HE06XOAMMOCTM UCMpaBbTe ajpec y3na cetv u
NnoBTOpPUTE OMNepaLuio.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Resource limit reached (JocmuzHym npedesn ucnosib308aHuUs pecypca)

Kopa, owunbku: x36
BHyTpeHHee 0603HaueHne ownbkmn: EC_LIMIT REACHED

Onucanue: [loCTUrHyT Npejen UCNoJib30BaHWs pecypca.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO

PyKOBO,CLCTBO nosab3oBaTenda
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NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbkm

MpoBepbTe AOCTYNHOCTL Tpebyemoro pecypca. MNpy HE06XOAMMOCTY YBENNULTE IUMUT Ha
MCMONb30BaHVe pecypca 1 MOBTOPWTE OMepaLyto.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KO OLWUNOKN.

CoobuweHune 06 owmbke: Mounting points are different (PaznuuHele moyku MOHMUPOBAHUS)

Kopa, owunbku: <37
BHyTpeHHee o603HaueHue owmnbkmn: EC_CROSS DEVICE LINK

OnucaHwme: BocctaHoBaeHne q)a17|na npegnonaraeT nepemMeLleHmne Mmexgay AsymMa To4kamMum
MOHTUPOBaHUA.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENICTB BO3HUKHOBEHMSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
BbibepuTte apyroi nyTb Ans BOCCTaHOBAEHWsS dalina n NOBTOpUTE Onepauuto.

Ecnv yctpanntb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY U COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Unpacking error (Owubka pacnakosku)

Kopa, owunbku: =38
BHyTpeHHee o603HaueHne owmnbkm: EC_UNPACKING ERROR

OnucaHwme: He Y4anocCb pacnakoBaTb apXuB (BO3MOXHO, OH 3alnueH napoaemMm nin nospe>|<p,eH).

[na BbIABAEHUA BO3MOXHOM NPUYMHBI 1 O6CTOATENLCTB BO3HUKHOBEHWSA OLIMOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Y6eputech, uto daiin He noBpexaeH. Ecan apxmB 3aluiieH napoaem, CHAMKUTE 3aLLumTy, yka3as
npaBWIbHbIV Mapob, 1 MOBTOPUTE ONepaumto.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHune 06 owmbke: Virus base corrupted (BupycHas 6aza nospexoeHa)

Koa owmnbku: x40
BHyTpeHHee 0603HaueHne owmnbkmn: EC_BASE CORRUPTED

OnucaHue: BrpycHbie 6a3bl MOBPEXAEHDI.

PyKOBO,CLCTBO nosab3oBaTenda
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMoa4YaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTE KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku

1. TMpoBepbTe NPaBWILHOCTb MyTW K KaTasory BUPYCHbIX 6a3 1 Npu HEOHXOAMMOCTUN UCMPaBbTe €ro
(napameTp VirusBaseDir B cekumn [Root] daia koHurypaumm). Bel MoxeTe BOCNONb30BaTbCA
VTWIUTOW yNpaBaeHUs U3 KOMaHAHOM CTPOKW.

[ns npocMoTpa TekyLero 3HayeHus napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir
[na yctaHOBKM HOBOrO 3HayeHWUa napamMeTpa BBeAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU hymbe >
ﬂ,flﬂ c6poca 3Ha4yeHuA napamMeTpa B 3Ha4YeHMe No yMOJIHaHUIO BBEeAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBwUTe BUPYCHble 6a3bl: BLINMOAHUTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Non-supported virus database version (Henoddepxxugaemas eepcusi 8UpYCHbIX
6as)

Kopa, owumnbku: x41
BHyTpeHHee o603HaueHne owmnbkmn: EC_OLD BASE VERSION

OnucaHue: BupycHble 6a3bl NpeaHa3HaueHbl 415 CTapoil BEPCUM MPOrpamMMbl.

Ana BbIABNEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLIMOKM O3HAKOMbTECH C
cogep>xumbim ypHana Dr.Web Industrial ans Linux (npu HacTpoikax no yMOYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTWU K KaTafory BUPYCHbIX 6a3 1 Npu HeO0HXOAMMOCTH UCMpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] daiia koHburypaumm). Bel MOXxeTe BOCNONb30BaThCs

y WAUTOWN yrnpaBJieHUAa n3 KOMaH/J,HOl‘/II CTPOKW.
ﬂ,ﬂﬂ NPOCMOTPa TEKYLLEro 3Ha4yeHnA napamMmeTpa BBegunTte KoOMaHay:

$ drweb-ctl cfshow Root.VirusBaseDir
ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBegnTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme >
[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBUTE BUPYCHble Ba3bl: BbIMOAHUTE KOMaHAY:

$ drweb-ctl update

PyKOBO,CLCTBO nosab3oBaTenda
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHue 06 owmbke: Empty virus database (BupycHas 6a3a nycma)

Kopa, owumnbku: x42
BHyTpeHHee o603HaueHue owmbkn: EC_ EMPTY BASE

OnucaHue: BupycHas 6a3a nycra.

AN BbIABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOa4YaHUIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku

1. TMpoBepbTe NPaBWILHOCTb MYyTW K KaTasory BUPYCHbIX 6a3 1 Npu HEOHXOAMMOCTUN UCMPaBbTe €ro
(napameTp VirusBaseDir B cekumn [Root] daiia koHurypaumm). Bel MoxeTe BOCNONb30BaTbCA
VTWAUTOW yNpaBaeHUs U3 KOMaHAHOM CTPOKW.

[na npocmoTpa TekyLlero 3HayeHna napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir

,D,J'IFI YCTaHOBKM HOBOTO 3Ha4yeHUA NnapamMeTpa BBegUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU hymbe >

ﬂ,flﬂ c6poca 3Ha4yeHnA nNapamMeTpa B 3Ha4YeHMe No yMOJI4aHUKO BBEeAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBwUTe BUPYCHble 6a3bl: BLINMOAHUTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpanutb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Object cannot be cured (Ob6vekm He Moxxem 6bimb BblieyeH)

Kopa, owunbku: =43
BHyTpeHHee o0603HaueHne owmnbkmn: EC_CAN NOT BE CURED

Onucanue: [leiictrie Jleuntb 66110 MPUMEHEHO K HEU3NEUMMOMY OB BEKTY.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBLI 1 06CTOATENLCTB BO3HUKHOBEHWSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku
Bbibepute gencTBre, AOMNYCTVMOE ANA JAaHHOrO 061BbeKTa, ¥ MOBTOPUTE OnepaLmio.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHWYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL neKun.

PyKOBO,CLCTBO nosab3oBaTenda
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CoobuweHune 06 owmbke: Non-supported virus database combination (Henoddepxxusaemas kombuHayus
8UpYCHbIX 6a3)

Kopa, owumnbku: x44
BHyTpeHHee o603HaueHne ownbku: EC_INVALID BASE SET

OnucaHwme: HecoBmecTmble BUPYCHblIE 6a3bl.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTWU K KaTa/ilory BUPYCHbIX 6a3 1 Npu Heob6XoAMMOCTH UCNpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] daiia koHburypaumm). Bel MOXeTe BOCNONb30BaTbCs

VIUIWUTO yripaB/ieHns U3 KOMaHAHOW CTPOKM.
[Ans NpocMoTpa TekyLLLlero 3HaueHns mapaMeTpa BBEAWTe KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nyme >
[nsa cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBUTe BUpPYCHble Ha3bl: BbINOJHATE KOMAaHAY:

$ drweb-ctl update

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobueHne 06 owmbke: Scan limit reached ([ocmueHym npeden npoeepku)

Kopa, owumnbku: x45
BHyTpeHHee o0603HaueHue owmnbkmn: EC_SCAN LIMIT REACHED

OnucaHue: Npy ckaHUPOBaHUM 06bekTa MpPeBbIlleHbl 3aZaHHble OTPaHWUEHMS (HanpyYMep, Ha BEJNUUHY
pacnakoBaHHOro ¢daiina, Ha rnybuHy ypOBHEN BAOXEHHOCTU 1 T. .).

[ns BbISBAEHMS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLNOKM 03HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. VI3MeHWTe OorpaHnyeHns Ans CKaHMPOBaHWA 0OBEKTOB (B HACTPOWMKaxX COOTBETCTBYHOLLLErO
KOMMOHEeHTa) Npu nomMoLm komaHa drweb-ctl cfshow U drweb-ctl cfset.

2. [Tlocne n3meHeHws HAaCTpOEeK NoBTOPUTE Onepaunto.

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.

PyKOBO,CLCTBO nosab3oBaTenda
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CoobuweHune 06 owmbke: Authentication failed (HesepHele yyemHsie 0aHHbIE NOb308aMess)

Kopa, owumnbku: x47
BHyTpeHHee 0603HaueHne owmnbkmn: EC_AUTH FAILED

OnucaHwme: NMonbiTka I'IpOI‘/lITI/I ayTeHTI/Iq)I/IKaU'I/II-O C HEBEPHbIMW YYETHbIMU AaHHBbIMU MNOJIb30OBaTE/IA.

N8 BbIsBAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoA4aHWo ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

MoBTOpUTE NOMbITKY ayTeHTUDUKALMK, YKa3aB NPaBUIbHbIE YUYETHbIE AaHHbIE NMONb30BaTeNs, UMEOLLEro
HeobXoAMMble MOJIHOMOUMS.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcsa, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Authorization failed (lMonv3osamens He umeem mpebyemsix npas)

Koa ownbku: x48
BHyTpeHHee 0603HaueHne owmnbkmu: EC_NOT AUTHORIZED

OnucaHume: TekyLinii NONb30BaTENb HE MMEET MPaB Ha BbINOJIHEHVE TpebyeMon onepaumn.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM O3HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHZOM # journalctl). Bel Takke MOXeTe BbINOJHATL KOMaHay # drweb-ctl log.

YcTpaHeHue owmnbku

nOBTOpVITe NONbITKY aBTOPU3aUnn, yKa3aB npaBWibHbl€ y4eTHblE AaHHbIE MOJib30BaTeNd, MMeroLero
HEO6XOAI/IMbIe MONTHOMOUYUA.

Ecnu yctpaHutb owmbky He yaacTcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLNTE KO OLWNOKN.

CoobueHne 06 owmbke: Access token is invalid (Hedonycmumeili mokeH docmyna)

Kopa, owumnbku: x49
BHyTpeHHee 0603HaueHne owmnbkmn: EC_INVALID TOKEN

OnucaHue: KomnoHeHT Dr.Web Industrial gns Linux npeabsaBun HEKOPPEKTHbIM TOKEH aBTOpPU3aLIMN NP
NonMbITKe BbINOJHEHWA onepaLmy, TpebyroLLel NoBbILLEeHHbIE NpaBa.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbkm

I'Ip017|,c|,V|Te ayTEHTVICI)VIKaLI,VIPO, yKa3aB npaBWibHbl€ y4Ye€THbIE AaHHblE MOJ1Ib30BaTE/IA, UMEHOLLLEro
HEO6XOAVIMbIe NnoJIHOMOYNKA, N NOBTOPUTE ONepauntio.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHne 06 owmnbke: Invalid argument (Hedonycmumeili apaymeHm)

Kopa, owumnbku: x60
BHyTpeHHee 0603HaueHne ownbkmu: EC_INVALID ARGUMENT

OnwucaHue: KomaHza He MOXeT BbITb BbINOAHEHA, TaK KakK yka3aH HeJOMyCTUMbIA aprymMeHT.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpy HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. MpoBepbTe NPaBWILHOCTL HaMMCaHWs 1 GopmaT KOMaHAbI.

2. TosTopuTe Tpebyemoe AeNcTBME, yKa3as JONYCTUMbIV apryMeHT.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHune 06 owmbke: Invalid operation (Hedonycmumas onepayusi)

Kopa, owumnbku: x61
BHyTpeHHee 0603HaueHne owmnbkmn: EC_INVALID OPERATION

OnucaHwe: COBepU.IeHa NOMbITKa BbINOJNHUTE HEAOMYCTMYHO KOMaHAy.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEHWSA OLINMOKM O3HAKOMbTECH C
cogep>xumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue owmbku
MosTopuTe Tpebyemoe AelicTBIMe, yKa3aB JOMYCTUMYO KOMaHAy.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Superuser privileges required (Tpebyromcs NOJHOMOYUS Cynepnosib308amers)

Koa owmnbku: x62
BHyTpeHHee 0603HaueHne owmnbkmn: EC_ROOT ONLY

OnwucaHue: [Ins BbINONHEHWA Tpebyemoro AeicTBrs TpebytoTca NOJHOMOUMA Cyrneprnoib3oBaTens.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepxmmbim xypHana Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHZOM # journalctl). Bel Takke MOXeTe BbINOJHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku

[MoBbICbTE CBOM npaea A0 Ccynepnoab30oBaTe/ia N NOBTOPUTE Tpe6yeMoe AeVICTBVIe. ,U,J'IFI noBblIlWEHNA
npaB MOXXHO BOCMOJIb30BaTbCA KOMaH,ﬂ,OI7I su Uan sudo.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Not allowed in centralized protection mode (He paspeweHo e pexume
yeHmpasnuzosaHHol 3auyumsi)

Koa owmnbku: x63
BHyTpeHHee 0603HaueHue owmbkmu: EC_STANDALONE MODE ONLY

OnucaHue: Tpebyemoe AeiCTBME MOXKHO BbIMONHWUTL TOIbKO Npu paboTe Dr.Web Industrial gnsa Linux B
aBTOHOMHOM pexume.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 O6CTOATENLCTB BO3HUKHOBEHWSA OLINMOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Mepeseaunte Dr.Web Industrial gns Linux B @aBTOHOMHBIA pexxuM 1 NOBTOPUTE OMnepaLiio CHOBaA.
[nsa nepesoga Dr.Web Industrial gna Linux B @BTOHOMHbIN PEXUM BbINOJHUTE KOMaHAY:

# drweb-ctl esdisconnect

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

Coob6uweHune 06 owmbke: Non-supported OS (Henoddepxxusaemas OC)

Kopa, owumnbku: x64
BHyTpeHHee o603HaueHne owmnbkmu: EC_NON SUPPORTED OS

OnucaHue: OnepaumyoHHas cucTema, yCTaHOBAEHHas Ha y3ne, He nogaep>xxusaetcs Dr.Web Industrial ans
Linux.

[Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 O6CTOATENLCTB BO3HWKHOBEHWSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
YcTaHOBUTE OMEPALMOHHYHO CUCTEMY U3 CMINCKA, YKa3aHHOTO B CUCTEMHbIX TPe6OBAHUSX.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Feature not implemented (PyHkyus He peasu308aHa)

Koa owmnbku: x65
BHyTpeHHee o603HaueHme owmbku: EC_ UNKNOWN OPTION

OnwucaHue: 3anpatuvBaemMble GYHKLMM KOMMOHEHTa OTCYTCTBYHOT B TeKyLL el BEPCUN.

,ﬂ,flﬂ BbISIBIEHWS BO3MOXKHO NPUYnHbI N 06CTOATENLCTB BO3HWKHOBEHMS OLLIMOKN O3HAKOMbTECH C

PyKOBO,CLCTBO nosab3oBaTenda
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cozepxmmbim xypHaia Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHZOM # journalctl). Bel Takke MOXeTe BbINOJHATL KOMaHay # drweb-ctl log.

YcTpaHeHue owmnbku

Monpobyite cbpocutb HacTpoiku Dr.Web Industrial gns Linux B 3Ha4eHUs Mo yMOUaHuIO.

[ns 3toro ounctute cogep>xxumoe daina /etc/opt/drweb.com/drweb.ini (MpW 3TOM
PEKOMEHAYETCA COXPaHUTb Pe3epBHY KOMUK KOHGUIypalMoHHOro daiina), Hanpumep, BbINoJHMB
KOMaHZb!:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn paiina kOHPUrypauum nepesanycrmte AeMOH yrnpaBieHus KOHPUrypaLmen, BbINoaHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobuweHune 06 owmbke: Unknown option (HeuzsecmHelili napamemp)

Kopa, owunbku: =66
BHyTpeHHee 0603HaueHne owmnbkmn: EC_UNKNOWN OPTION

OnwucaHue: Dain KoHOUrYpaLWKM COAEPXKUT NapaMeTpbl, HEU3BECTHbIE UK He NoAJep>KVBaeMble B
TekyLiel Bepcum Dr.Web Industrial gns Linux.

Ana BbIABAEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENbCTB BO3HUKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogep>xumbim XypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOJHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. Otkpointe dain /etc/opt/drweb.com/drweb.ini B NIt0OOM TEKCTOBOM pefakTope, yaanute
CTPOKY, COAep>KalLyto HeAOMYyCTUMbIV NapameTp, coxpaHute dalin 1 nepesanycTute 4eMOH
ynpasJsieHvs koHpurypaumein Dr.\Web ConfigD, BbINOAHMB KOMaHAy:

# service drweb-configd restart

2. Ecnuv 3to He nomoxkeT, nonpobynte copocuts HacTporikmn Dr.Web Industrial gns Linux B 3HaueHus no
YMOJIYaHWIO.

[ns atoro ounctute cogepxxmmoe dana /etc/opt/drweb.com/drweb.ini (Mpn aToM
pPEKOMeHIyeTCs COXPaHUTb PEe3ePBHYHD KOMUIO KOHAUrypaLumoHHoro daiiia), Hanpumep, BbINOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daiina koHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHGUrypaumen, BbINoAHMB
KOMaHay:

# service drweb-configd restart

Ecan YyCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ou néxu.

PyKOBO,CLCTBO nosab3oBaTenda
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CoobueHue 06 owmbke: Unknown section (HeuszsecmHas cekyus)

Kopa, owunbku: x67
BHyTpeHHee 0603HaueHne owmnbkmn: EC_UNKNOWN SECTION

Onwucanue: Dain KoHOUIYPaLIMU COAEPXKUT CEKLMM, HEU3BECTHbIE WA HE MOAAEPXKNBAEMbIE B TeKYLLEN
Bepcumn Dr.Web Industrial gns Linux.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. Otkponte dain /etc/opt/drweb.com/drweb.ini B Nt06OM TEKCTOBOM pefakTope U yaanute
HEV3BECTHYHO CeKLMIo, MOoC/e Yero coxpaHute daitn 1 nepesanyctute AeMOH yrnpaB/ieHus
koHurypaumen Dr.Web ConfigD, BbINOAHWB KOMaHAY:

# service drweb-configd restart

2. Ecnv 3to He nomoxkeT, nonpobyite cbpocutb HacTpoiku Dr.Web Industrial gis Linux B 3HaueHws no
YyMOYaHUHO.

[ns 3toro ounctute cogepxxumoe dana /etc/opt/drweb.com/drweb.ini (Mpu 3TOM
PEKOMEHAYETCA COXPaHUTb Pe3epBHYH KOMUK KOHGUIYpalMoHHOro daiiaa), Hanpumep, BbINoJHMB
KOMaHZb!:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn paiina kOHPUrypauum nepesanyctmte AeMOH ynpaBieHus KOHPUrypaLmen, BbINoAHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Invalid option value (Hedonycmumoe 3HaqyeHue napamempa)

Kopa, ounbku: <68
BHyTpeHHee o603HaueHue ownbku: EC_INVALID OPTION VALUE

OnucaHue: [1ns OZHOrO UM HECKOIbKMX MapameTpoB B daline KOHGUrypaLmm ykaszaHo HeJomnycTuMoe
3HaueHue.

[ns BbISBAEHMS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. VI3meHwWTe 3HaueHve NapamMeTpa Npu nomowm komaHa drweb-ctl cfshow n drweb-ctl cfset.

Ecnn Bbl He 3HaeTe, Kakoe 3HaueHue napameTpa 40onyCctMo, O6paTI/ITECb K CrnpaBKe Mo KOMMOHEHTY,
ncnoab3yrouiemy AaHHbIVI napameTp, nin nonbiTanTechb C6pOCVITb 3Ha4yeHne 3Toro napamMeTpa B
3Ha4yeHne No yMOa4aHUIo.

PyKOBO,CLCTBO nosab3oBaTenda
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2. Takke MOXHO OTpeAakTMpOBaTh HeMocpeAcTBeHHO dan
KoHbUrypaummn /etc/opt/drweb.com/drweb. ini. [Jna 3TOro OTKpOWTE €ro B t06OM TEKCTOBOM
peaakTope, HarauTe CTPOKY, COAEep Kallyto HeJoNyCcTMMOe 3HaueHne napameTpa, 3ajalite
JOMYyCTMMOe 3HaueHve, coxpaHute dain 1 nepesarnyctute AeMOH ynpaBaeHus KoHGUrypauven
Dr.Web ConfigD, BbINOAHWB KOMaHAY:

# service drweb-configd restart

3. Ecav npeabigylime waru He nomorau, nonpobyire copocutb Hactpoikn Dr.Web Industrial ans Linux
B 3HaUeHWs MO YMOJYaHMIO.

[ns atoro ounctute cogepxunmoe daina /etc/opt/drweb.com/drweb.ini (MpW 3TOM
PEKOMEHAYeTCs1 COXPaHUTb PE3ePBHYHD KOMUIO KOHAUrypaLUmoHHoro daiiia), HanpuMep, BbINOJHUB
KOMaHZb!:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkm daitna koHbUrypauum nepesanycrute 4eMoH ynpaBieHns KOHGUrypaLmer, BbINOTHVB
KOMaHay:

# service drweb-configd restart

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: /nvalid state (Hedonycmumoe cocmosHue)

Koa owmnbkm: x69
BHyTpeHHee 0603HaueHne ownbku: EC_INVALID STATE

OnucaHue: Hegonyctmmoe coctosiHne kommnoHeHTa uam Dr.Web Industrial gns Linux B uenom ans
BbINOJIHEHWUS 3aMPOLLEHHOM onepaumun.

[ns BbIABAEHMS BO3MOXXHOW MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoA4aHWo ero MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. MNoBTopuTe TpebyeMoe AelCTBME Yepe3 HEKOTOPOEe Bpems.
2. TMpw nosTopeHun owmnbkum nepesanyctute Dr.Web Industrial gns Linux, BbINOAHWMB KOMaHAy:

# service drweb-configd restart

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Only one value allowed (Pa3peweHo mosbko 00HO 3Ha4YeHue)

Koa owmnbku: x70
BHyTpeHHee o603HaueHue owmbku: EC NOT LIST OPTION

OnucaHue: B daine koHbUrypaumm ans napamerpa, KOTOPbI MOXET UMETb TOJIbKO OZHO 3HauyeHue,
3a/laHo 3HaueHue B BUAE CMKMCKa.

PyKOBO,ELCTBO nosab3oBaTenda
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMoa4YaHUIO ero MOXHO
NpoOCMOTpeTb KOMaHAoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku

1. M3meHuTe 3HaueHne napameTpa npu nomouin komaHa drweb-ctl cfshow ndrweb-ctl cfset.

Ecam Bbl He 3HaeTe, Kakoe 3HaueHue napameTpa 40NyCcTtMo, O6paTVITECb K CnpaBKe MO KOMMOHEHTY,
Mcnonb3yrouemy AaHHbIl‘;I napamerTp, nimn nonbiTanTech C6p0CVITb 3Ha4yeHne 3Toro napamMeTpa B
3Ha4yeHne Nno yMoa4aHUo.

2. Takke MOXHO OTpeAaKkTMpOBaTb HeMocpeAcTBeHHO dain
KoHbUrypaummn /etc/opt/drweb.com/drweb. ini. lna 3TOro oTKpoOWTe €ro B t06OM TeKCTOBOM
peaakTope, HalauTe CTPOKY, COAEP KaLLyto HeJOMNyCcTMoe 3HaueHne napameTpa, 3ajalTte
JOMyCTMMOE 3HaueHve, coxpaHuTe Gaiin 1 nepesanyctute 4eMOH yrpaBaeHus KoHdUrypaumei
Dr.Web ConfigD, BbINOAHWB KOMaHAY:

# service drweb-configd restart

3. Ecau npeaplaylimve warn He nomMorau, nonpobynre copocutb HacTpoikm Dr.Web Industrial gns Linux
B 3HaUeHWs MO YMOJYaHMIO.

[ns atoro ounctute cogepxxmmoe dana /etc/opt/drweb.com/drweb.ini (Mpn aToM
pPEKOMeHIyeTCs COXPaHUTb Pe3ePBHYHD KOMUIO KOHAOUrypaLumoHHoro daiiia), HanpuMep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daiina koHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHGUrypaumen, BbINoAHMB
KOMaHay:

# service drweb-configd restart

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ou néxun.

CoobueHue 06 owmbke: Record not found (3anuce He HalideHa)

Kopa, owunbku: <80
BHyTpeHHee 0603HaueHue owmnbkmn: EC_RECORD NOT FOUND

Onucanue: IHbopMaLys 0 HaliLeHHOW yrpo3e oTCyTCTBYeT (BO3MOXHO, Yrpo3a yxe 6bina obpaboTaHa
APYrMM KOMMOHEHTOM).

[ns BbISBAEHMS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
O6HOBUTE CMMCOK YTPO3 Yepes HEKOTOPOE BPeMms.

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Record is in process now (3anuce obpabamsisaemcs 8 0aHHbIlU MOMeHM)

PyKOBO,CLCTBO nosab3oBaTenda
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Kopa, owumnbku: x81
BHyTpeHHee o603HaueHme owmbkn: EC RECORD BUSY

OnucaHume: Yrposa yxke obpabaTbiBaeTcs ApPYriMM KOMMOHEHTOM.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepxmmbim xypHaia Dr.Web Industrial gas Linux (mpy HacTpoikax no yMOAYaHWIO ero MOXHO
NpocMOTpeTb KOMaHoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku
O6HoBWMTE CMMCOK YrpO3 Yepe3 HeKOTOopOe Bpems.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: File has already been quarantined (®Palin yxxe Haxodumcs 8 kapaHMuHe)

Kopa, owunbku: <82
BHyTpeHHee o603HaueHue owmnbku: EC_QUARANTINED FILE

Onucanue: Paiin yxke HaxoauUTCsA B KapaHTUHe. Bo3MOXHO, yrposa yxe 6biia obpaboTtaHa Apyrum
KOMTMOHEHTOM.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
O6HOBUTE CMMCOK YTPO3 Yepes HEKOTOPOE BPeMms.

Ecnv yctpanutb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuweHune 06 owmbke: Update zone is not provided on disk (30Ha o6Hos1eHuUs Ha ducke HeAoCMynHa)

Kopa, owumnbku: x84
BHyTpeHHee o603HaueHue owmbku: EC NO ZONE ON DISK

OnucaHume: lNonbiTka 06HOBAEHUs BUPYCHbIX 6a3 B pexxknme oddnaiiH 3aBepLumnach Heyaaden.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOaYaHUIO €ro MOXHO
NpoOCMOTpeTb KOMaHAoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbkm

1. Y6eautechb, UTo MyTb K YCTPOWCTBY, C KOTOPOTrO MPOU3BOAUTCS OBHOBEHWE, yKa3aH BEPHO.

2. y6eAVITECb, YTO NONb30BaTE/Ib, OT MMEHN KOTOPOTO BbINONHAETCA obHOBANEHME, o6nap,aeT npagamu
Ha YTeHWe KaTasora ¢ O6HOBAEHUAMMU.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

PyKOBO,CLCTBO nosab3oBaTenda
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CoobuweHune 06 owmbke: Cannot backup before update (He ydasnoce coxpaHume pesepsHyro konuro neped
0bHo8/1eHuUeM)

Kopa, owunbku: =89
BHyTpeHHee 0603HaueHne owmnbkmn: EC_BACKUP FAILED

OnucaHue: Nepey Haya oM 3arpy3ku 0BHOBEHNI C cepBepa 0GHOBAEHWI He YAaN0Ch COXPaHUTb
pe3epBHYH0 KOMUIO MoAiexallx 06HOBAEHWIO GaliioB.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLINOKM O3HAKOMbTECH C
cogep>xumbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO ero MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTW K KaTaNory, XpaHsLLemMy pe3epBHble KOMuM 06HOBASEMbIX GaliioB 1
npv He0BXoAMMOCTM UcnpaBbTe ero (MapameTp BackupDir B cekuun [Update] daina

KoHburypaumm).

e [l17 NpOCMOTpa M UCMPaBAEHUs MyTV BOCMOJb3YATECh YTUAUTONW YIPABAEHUS U3 KOMAHZAHOW
CTPOKM.

[ns npocMoTpa TekyLlero 3HaueHus napamMeTpa BBEAUTE KOMaHAY:
$ drweb-ctl cfshow Update.BackupDir

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Update.BackupDir <HOBbIlU nyme >

[Ans cbpoca 3HaueHus napameTpa B 3HaUYeHWe Mo YyMOYaHUIO BBEAWTE KOMaHAy:
# drweb-ctl cfset Update.BackupDir -r

2. O6HoBUTE BMPYCHble Ba3bl: BbIMOAHUTE KOMaHAY:
$ drweb-ctl update

3. Ecwm owwmbka NOBTOPAETCA, NpOBEPbTE, YTO MNONb30BaATE/Ib, OT MMEHUN KOTOPOTO UCMONHAETCA
KOMMOHEHT, MMEET NMpaBa Ha 3anncCb B KaTanor, yKa3aHHbII7I B NapameTpe BackupDir. Nms
nosib3oBaTeNs yka3zaHO B napameTtpe RunAsUser. |-|pVI HeO6XO,£I,I/IMOCTVI M3IMeHnTe nma
no/sib30BaTeNs, USMEHMB 3HaYeHME NapameTpa RunAsUser, WIK NpegoCTaBbTe HeAOCTaroW Ve NpaBa
B CBOWCTBax KaTasiora.

4. Ecam owmbka noBTOpseTCs, NepeycTaHoBUTE nakeT drweb-update.

NHcTpykummn no yctaHoBke 1 yaaneHuto Dr.Web Industrial gns Linux n ero KOMNOHEHTOB CM. B
pa3genax YcraHoBka Dr.Web Industrial ans Linux n Yaanenve Dr.Web Industrial ana Linux.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KO OLNOKN.

CoobuweHune 06 owwnbke: Invalid DRL file (Hedonycmumebili DRL-¢patin)

Kopa, owunbku: x90
BHyTpeHHee o603HaueHue owmnbku: EC_BAD DRL FILE

OnucaHue: HapylueHa CTpykTypa OZHOro 13 GaiioB co CMMcKaMu cEpBepOB 0O HOBAEHWIA.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEHWSA OLINOKM O3HAaKOMbTECH C
cogep>xumbim XypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOAYaHWIO ero MOXHO

PyKOBO,CLCTBO nosab3oBaTenda
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NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbkm

1. MpoBepbTe NpaBWILHOCTL NMyTH K daliny cnvcka cepBepoB 1 MPY HEOBXOAMMOCTM UCMPaBbTe €ro
(napamMeTpbl C MeHeM BUaa *Dr1Dir B cekumn [Update] dalina koHburypaumm). Bocnoab3yiitecsh

VIWIWUTOW YNpaB/eHNs U3 KOMaHAHOW CTPOKM.

[ns NpocMoTpa TekyLLlero 3HaueHVs napaMeTpa BBeAuTe koMaHay (< *DrlDir> Hy>HO 3aMeHWUTb Ha
UMsi KOHKPETHOTro napametpa. Eciv nms napameTpa HEM3BECTHO, MPOCMOTPUTE 3HAaYEHUs BCeX
napameTpoB B CEKLMM, OMYCTUB YacCTb KOMaHAbl, 3aK/IHOUEHHYHO B KBajpaTHble CKOOKM):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[Ans ycTaHOBKM HOBOTO 3HauyeHUs mapamMeTpa BBeAuTe KoMaHay (< *DrlDir> Hy>HO 3aMeHWTb Ha UMS
KOHKpETHOro napametpa):

# drweb-ctl cfset Update.<*DrlDir> <Ho8bili nyme>

[na cbpoca 3HaveHVs napameTpa B 3HaUEHWE MO YMONUYaHWIO BBeAUTe KOMaHAy (< *DrlDir> Hy>HO
3aMeHUTb Ha UMA KOHKPETHOTo napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r
2. O6HoBUTe BMpYCHble Ha3bl: BbINOJHUTE KOMaHAY:
$ drweb-ctl update
3. Ecnv owmnbka noBTOpsAETCA, NepeyctaHoBMTe NakeT drweb-update.

NHcTpykupmn no yctaHoBke v yaaneHuto Dr.Web Industrial gna Linux n ero KOMMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux n Yaanenune Dr.Web Industrial ana Linux.

Ecan YCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHUYECKYHO NOAAEDXKKY U COO6LLI,VITe KOA o noKun.

CoobuweHue 06 owmbke: Invalid LST file (Hedonycmumeili LST-¢badin)

Kopa, owumnbku: x91
BHyTpeHHee o0603HaueHne ownbku: EC_BAD LST FILE

OnucaHue: HapyleHa cTpyktypa daina ¢ nepeyHeM 0OHOBASEMBIX BUPYCHbIX 6as.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpu HacTpoikax no yMOa4YaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTE KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbkm

1. O6HOoBMWTe BUPYCHble Ha3bl MOBTOPHO Yepe3 HEKOTOPOE BPEMSA: BbINOJHUTE KOMaHAY:
$ drweb-ctl update

2. Ecnv owmbka nosTOpAeTcs, NnepeycraHoBUTE MakeT drweb-update.

NHcTpykupmn no yctaHoBke v yaaneHuto Dr.Web Industrial gna Linux n ero KOMMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux n Yaanenune Dr.Web Industrial ana Linux.

Ecan YCTpaHWTb OLW VI6Ky He yaacTtcsA, O6paTVITECb B TEXHUYECKYHO NOAAEPXKKY U COO6LLI,VITe KOA o noKun.

PyKOBO,CLCTBO nosab3oBaTenda
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CoobuweHue 06 owmbke: Invalid compressed file (Hedonycmumeili cxxameiti ¢gpalin)

Koa owmnbku: x92
BHyTpeHHee o603HaueHne ownbku: EC_BAD LZMA FILE

OnucaHue: HapylueHa CTpykTypa 3arpy>keHHoOro daina ¢ 06HOBAEHVSAMU.

N8 BbIsBAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoA4aHWo ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku
O6HoBWUTE BUPYCHblE Ha3bl MOBTOPHO Yepe3 HEKOTOPOE BPEMS: BbINMOJIHUTE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLUIMOKA.

CoobuweHune 06 owmbke: Proxy authentication error (Owubka aymeHmugukayuu Ha npokcu-cepeepe)

Koa owmnbku: x93
BHyTpeHHee o603HaueHne owmnbkmu: EC_PROXY AUTH ERROR

OnwucaHue: He yaanocb NOAKNOUMTLCSA K CepBEPaM OOHOBAEHWIA Yepe3 NMPOKCK-CEPBEP, YKa3aHHbIN B
HaCTpOWKax.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xxypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

1. MNpoBepbTe NPaBWILHOCTb NMapaMeTPOB MOAKIFOUYEHMUs K MPOKCU-CePBEpPY (3a4atoTcs B MapameTpe ¢
UMeHeM Proxy B cekuuy [Update] daina koHbUrypaumm).

e Bocnonb3yitech YTUANTONM YrpaBAeHWUs U3 KOMaHAHOW CTPOKMW.

[ns npocMoTpa Tekylllero 3HaueHVs NapamMeTpa BBeAWTe KOMaHAY:

$ drweb-ctl cfshow Update.Proxy
,D,J'IFI YCTaHOBKM HOBOTO 3Ha4yeHUA NnapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Update.Proxy <HOB8ble hapamempsbl>

ﬂ,flﬂ c6poca 3Ha4yeHuA nNapamMeTpa B 3Ha4YeHMe No yMOJI4aHUO BBEeAUTE KOMaHAY:

# drweb-ctl cfset Update.Proxy -r

2. O6HoBwUTe BUPYCHble 6a3bl: BLIMOAHUTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHune 06 owmbke: No update servers available (Hem docmynHbix cepgepos 0bHos1eHuUl)

PyKOBO,CLCTBO nosab3oBaTenda
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Kopa, owumnbku: x94
BHyTpeHHee 0603HaueHune ownbkn: EC_ NO UPDATE SERVERS

OnwucaHue: He ysanocb NoAKNHOUMTLCA HU K OHOMY U3 CepBEPOB OOHOBAEHWIA.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepxmmbim xypHaia Dr.Web Industrial gas Linux (mpy HacTpoikax no yMOAYaHWIO ero MOXHO
NpocMOTpeTb KOMaHoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. I'IpOBepre LOCTYNMHOCTb CETU N NCNpPaBbTE MPKU HeO6XOAI/IMOCTVI ceTeBble HaCTpOl‘;IKI/I.

2. Ecan AOCTYyN K CETU BO3MOXXEH TOJIbKO Yepe3 NpoKCcun-cepBep, 3a,c|,a|7|Te napamMeTpbl NOAKNHOYEHNA K
NpoKCn-cepeepy (Ba,ﬂ,aPOTCFI B NapamMeTpe C UMeHeM Proxy B cekumn [Update] ¢a|7u1a

KoHburypaumm).

e BoCronb3ynTech YTWIUTOW YpaBieHWs U3 KOMaHAHON CTPOKM.

ﬂ,flﬂ NPOCMOTPa TEKYLLEro 3Ha4yeHnAa napamMmeTpa BBegute KoOMaHay:
$ drweb-ctl cfshow Update.Proxy

ﬂ,ﬂﬂ YCTaHOBKM HOBOTO 3Ha4eHMA NapaMeTpa BBegnTe KOMaHAY:
# drweb-ctl cfset Update.Proxy <HO8ble hapamempol>

[ns cObpoca 3HaueHVs mapamMeTpa B 3HaYEHME MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Update.Proxy -r

3. Ecav napameTpbl CeTEBOrO MOAKAFOUYEHMs, B TOM YMC/IE NCMOJIb3YeMOro NPoKCu-cepBepa,
npaBWabHble, a OLIMOKa NPOUCXoAUT, yoeanTeCch B TOM, YTO Bbl UCMOJb3yeTe AOCTYMHbIN CrMCOK
cepBepoB 06HOBAEHMA. [NepeyueHb UCMOAb3yeMbIX CepBepOB OOHOBAEHMA YKa3blBaeTCA B
napameTpax Buga *Dr1Dir B cekuum [Update] daina KoHpUrypaLmm.

Ecnn napameTpbl BUga *CustomDr1Dir yKa3bliBatoT Ha CyLLECTBYHOLLUIA KOPPEKTHbIN

@ dalin cnucka cepeepoB, TO yKasaHHble TaM cepBepbl 6yAyT MCMOAb30BaTbLCA BMECTO
CepBepOB CTaHAAPTHOW 30Hbl OOHOB/IEHNA (3HaYeHMe, yKa3aHHOe B COOTBETCTBYHOLLLEM
napametpe *Dr1Dir, UTHOpUPYeETCH).

e Bocnonb3yiitech YIUAUTON yNpaBaeHVs U3 KOMaHAHOMN CTPOKMU.

[Ansi NpocMoTpa TekyLLLlero 3HayeHWsi napameTpa BBeAuTe koMaHay (< *DriDir> Hy>HO 3aMeHWUTb Ha
UMs KOHKPETHOTro napameTpa. Eciv nms napameTpa HEM3BECTHO, MPOCMOTPUTE 3HaYeHMe BCex
napaMeTpoB B CEKLMW, OMYCTUB YacCTb KOMaHAbI, 3aK/I1HOUYEeHHYH0 B KBaApaTHble CKOOKM):

$ drweb-ctl cfshow Updatel[.<*DrlDir>]

[na ycTaHOBKM HOBOTO 3HaueHWs napameTpa BBeauTe koMaHay (< *DriDir> Hy>HO 3aMeHWUTb Ha UMS
KOHKpeTHOro napamerpa):

# drweb-ctl cfset Update.<*DrlDir> <Ho8bili nyme>

[ns cbpoca 3HayeHVs NapamMeTpa B 3HaYeHWe Mo yMOYaHUO BBeauTe KomaHay (< *DrlDir> Hy>Ho
3aMeHUTb Ha UMSA KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r

4. O6HoBMWTe BUPYCHble 6a3bl: BbINOJAHUTE KOMaHAY:

$ drweb-ctl update

PyKOBO,CLCTBO nosab3oBaTenda
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHune 06 owmbke: Invalid key file format (Hedonycmumsili gpopmam karoyesoeo galina)

Koa owmnbku: x95
BHyTpeHHee o0603HaueHne ownbku: EC_BAD KEY FORMAT

OnucaHue: HapyuweH dopmat kitoueBoro darina.

AN BbIABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOa4YaHUIO €ro MOXHO
NpOCMOTpeTb KOMaHAoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku

1. TpoBepbTe HannuMe KIOUYEeBOTro Galina U NPaBUALHOCTU MyTH K Hemy. MyTb K KitoueBoMy danny

3ajlaeTcs B napameTpe KeyPath B cekumm [Root] daiina koHburypaumm. Bocnonbsymnrecs ytunuroi
ynpaBJ/ieHVs U3 KOMaHAHOW CTPOKM.

[ns npocMoTpa Tekylllero 3HauyeHVs NapamMeTpa BBeAWTe KOMaHAY:
$ drweb-ctl cfshow Root.KeyPath

,D,J'IFI YCTaHOBKM HOBOTO 3Ha4yeHUA NnapamMeTpa BBegUTE KOMaHAY:
# drweb-ctl cfset Root.KeyPath <nyme Kk ¢haliny>

ﬂ,flﬂ c6poca 3Ha4yeHnA nNapamMeTpa B 3Ha4YeHMe No yMOJI4aHUKO BBEeAUTE KOMaHAY:
# drweb-ctl cfset Root.KeyPath -r

2. Ecnamy Bac oTcyTCTBYeT KAHOUEBOM Paii, UAKM UCMONb3YeMbI KNtoUeBOW Galin NoBpexzeH,
npvobpeTute 1 yctaHoBUTE ero. OnucaHne KitoYeBOro Garina, cnocobbl NPUoBbpeTeHNs 1 yCTaHOBKM

onucaHbl B pasgene JluleHsvpoBaHve.
3. MapameTpbl Tekyliei AMLEH3UM MOXHO NPOCMOTPETh B AnuHoM kabunete (J Moit Dr.Web.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobueHune 06 owmbke: License is already expired (Cpok delicmeus suyeH3uu ucmek)

Koa owmnbku: x96
BHyTpeHHee o0603HaueHne ownbku: EC_EXPIRED KEY

OnucaHune: Cpok AeVCTBUS NNLIEH3UN UCTEK.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOaYaHUIO €ro MOXHO
NpOCMOTPeTb KOMaHAoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbkm

1. MpuobpeTnTe HOBYIO IMLIEH3UIO 1 YCTAHOBUTE MOJYUYEHHbIN KntoueBon darin. Cnocobel
Np1o6peTeHns ANLEH3UM 1 YCTaHOBKU KAtoUeBoro daina onvcaHsl B pasgene JlueH3npoBaHue.

2. TMapameTpbl TEKyLLEN ANLEH3UN MOXHO NPOCMOTPETb B ANYHOM KabuHeTe &' Moi1 Dr.Web.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Network operation timed out (Micmek malim-aym cemesol onepayuu)

Kopa, owumnbku: x97
BHyTpeHHee o603HaueHue owmbku: EC NETWORK TIMEDOUT

OnucaHue: /IcTek1o Bpems OXWAaHWA CETEBOTO COeAMHEHNs (BO3MOXHO, BHE3aMHO nepecTan oTBeyaTb
YZAaNneHHbIN y3en Win He yAaeTcs YCTaHOBUTb TpebyeMoe coesMHeHMe).

N8 BbIsBAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HWKHOBEHWS OLINOKM 03HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoA4aHWo ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

MpoBepbTe AOCTYMHOCTL CETU U NPaBUIbHOCTL CETEBbIX HACTpOeK. Mpu HeEOBXOAMMOCTU UCTIpaBbTe
ceTeBble HAaCTPOVKM 1 MOBTOPUTE OMEPaLMIO.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcsa, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Invalid checksum (Hedonycmumas KOHMpPOAbLHAs CyMMa)

Koa owmnbku: x98
BHyTpeHHee o603HaueHue owmbku: EC BAD CHECKSUM

OnucaHue: HeBepHaa KOHTPO/IbHAA CyMMa 3arpy>keHHoro gaina ¢ 06HOBAEHUAMN.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (Mpy HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHZOM # journalctl). Bel Takke MOXeTe BbINOJHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku
O6HoBWUTE BUPYCHblE 6a3bl MOBTOPHO Yepe3 HEKOTOPOE BPEMS: BbINMOJIHUTE KOMaHAY:

$ drweb-ctl update

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Invalid trial license (Hedonycmumbili demoHcmpayuoHHeIl Karouegol galin)

Koa ownbkm: x99
BHyTpeHHee 0603HaueHne owmnbkmn: EC_BAD TRIAL KEY

OnwucaHue: [leMOHCTPaLWMOHHbIA KN1toUeBOW dalin HefelcTBUTENEH (HanpuMep, OH Bbln NoayYeH Ans
ApPYroro KomnbroTepa).

AN BbIfABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHNS OLINOKM 03HAKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMoa4YaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTE KOMaHAy # drweb-ctl log.

PyKOBO,CLCTBO nosab3oBaTenda
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YcrpaHeHue ownbku

1. 3anpocwuTe HOBbIN 4EMOHCTPALMOHHBIA NEPUOA ANS AaHHOFO KOMMbIOTEPA, WA NpUobpeTnTe HOBYHO
JNNLEH3MIO 1 YCTaHOBMTE MOJIYYEHHbIN KntoueBoin daiin. Cnocobbl NprobpeTeHns INLEH3NN 1
YCTaHOBKM KkAtoYeBOro daina onvcaHbl B pasgene JvueHsvpoBaHue.

2. MapameTpbi TekyLieit IMLEH3MM MOXHO MPOCMOTPETh B anuHoM kaburete J Moii Dr.Web.

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Blocked license key (/luyeH3uoHHbIlU kKaro4degol ¢palin 3a610KUpO8aH)

Kopa, owimnbku: <100
BHyTpeHHee o603HaueHne ownbku: EC_ BLOCKED LICENSE

OnucaHue: Tekyllas AMUeH3Us 3a610KMpoBaHa (BO3MOXHO, HapyLLEHbl YCNOBUS IMLEH3UOHHOTO
cornalwenna Ha ucnosb3oBaHune Dr.Web Industrial ana Linux).

[Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEHWSA OLINOKM O3HAKOMbTECH C
cogep>xumbim xypHana Dr.Web Industrial ans Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

1. TprobpeTute HOBYHO NNLIEH3NKO U YCTaHOBUWTE MOJYYeHHbIN KitoueBor datin. Cnocobsl
nprobpeTeHns NNLIEH3UM U YCTaHOBKM K1OUeBOTO dalina onucaHbl B pasgene JlvueHsvpoBaHme.

2. MapameTphbi Tekyliieii IMLEH3MM MOXHO MPOCMOTPETh B AnuHoM kaburete J Moii Dr.Web.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Invalid license (Hedonycmumas auyeH3us)

Koa, owmnbku: x101
BHyTpeHHee o603HaueHue owmbku: EC BAD LICENSE

OnucaHue: Vicnosb3lyemas JVLEH3NA NpejHa3HayeHa Ans APYroro nporpaMMHOro NpoaykTa uin He
COZLEPXKMT HEOOXOANMbBIX pa3peLleHnin Ans paboTbl komnoHeHToB Dr.Web Industrial gas Linux.

N8 BbisBAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWNS OLINOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoa4aHWo ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm

1. TpurobpeTnte HOBYH NINLIEH3NIO U YCTaHOBUTE MOJTYYEHHbIN KntoueBon daiin. Cnocobbl
npvobpeTeHna ANLEH3UN U YCTaHOBKM KNtOUeBOro dalina onvcaHbl B pasgene JluueHsvpoBaHue.

2. TMapameTpbl TekyLLen NMLEH3UN MOXKHO NPOCMOTPETb B JINYHOM KabuHeTe ' Moi1 Dr.Web.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA oL nbKun.

PyKOBO,CLCTBO nosab3oBaTenda
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CoobuweHue 06 owmbke: Invalid configuration (Hedonycmumas koHguypayus)

Kopa, owimnbku: <102
BHyTpeHHee 0603HaueHue owmnbkmn: EC_BAD CONFIG
Onucanwme: KomnoHeHT Dr.Web Industrial ansa Linux He MOXeT GyHKLMOHMPOBATh 13-3a HEMPaBUIbHbIX

HacTpoek KoHbUrypaLmm.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku
1. EcAn Ms KOMMOHEHTa, Bbl3BaBLUEro owmnbKy, HEN3BECTHO, MOMbITalTeCh €0 OMPeaenuTb,
03HaKOMMBLLWCb C COAEPXKNUMbIM >KypHana.

2. Ecnv owwubka Bbi3zBaHa kommnoHeHToM SplDer Guard, To, BeposiTHee BCero, 3asaH cnocob paboTbl
KOMMOHEHTA, KOTOPbIV He MOoAAePXXMBaeTCa OnepaLmoHHON cucTeMoit. MNpoBepbTe YCTaHOBAEHHbIN
pexuM paboTbl KOMMOHEHTa W NPY HEOBXOAMMOCTN UCMPaBbTe ero, yka3as 3HaueHve Auto (NnapameTp

Mode B cekuun [LinuxSpider] @al‘/'ma KoHburypaumm).
e Bocnonb3yitech YTUANTONM YrPaBAEHNUS U3 KOMAHAHOW CTPOKMW.
[na yctaHOBKM 3HaveHva Auto BBeAUTe KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode Auto
[na cbpoca 3HaveHVs napameTpa B 3HaUYeHWe MO YMOJYaHUIO BBEAWUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode -r

PaboTa komnoHeHTa SplDer Guard rapaHTUpyeTcs TOJIbKO B TOM C/yyae, eciu
ncnonb3yemas Bamy OC BXOAMT B CNMCOK NOAAep>KMBaemMblx (CM. pasgen CucTemHble

1peboBaHWA 1 COBMECTUMOCTb).

3. Ecim owvbka BbI3BaHa APYyrmM KOMMOHEHTOM, TO C6pOCbTe ero HaCTpOI?IKI/I B 3Ha4eHMA no
YMONYaHWKO No6bIM yﬂ,O6HbIM Aana Bac crnocobom:

e Mpu NoOMoLWK KomaHa drweb—-ctl cfshow W drweb-ctl cfset;

e OTpelaKTMpOBaB BPYYHYHO gpa|7u1 KOHQQI/IpraQI/II/I (y,u,anle BCE NMapamMeTpbl U3 CeKunmn KOMI'IOHEHTa).

4. Ecav npegpiaylive warm He noMoran, cépocbTe Hactpoinkn Dr.Web Industrial gnsa Linux B 3HaueHus
Mo YMOJTYaHMIO.

[ns 3toro ounctute cogep>xxunmoe daina /etc/opt/drweb.com/drweb.ini (MpW 3TOM
PEKOMEHZYETCA COXPaHUTb Pe3epBHY0 KOMUKO KOHGUIypaluMoHHOro daiina), Hanpumep, BbINMOAHMB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkm daitna koHbUrypauum nepesanycrute 4eMoH ynpasaeHus KOHGUrypaLmen, BbINOJTHMB
KOMaHay:

# service drweb-configd restart

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatutech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLUIMOKA.

PyKOBO,CLCTBO nosab3oBaTenda
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CoobuweHune 06 owmbke: Invalid executable file (Hedonycmumeili ucnosHsemeoll ¢aiin)

Kopa, owmnbku: <104
BHyTpeHHee 0603HaueHue owmbkmu: EC_BAD EXECUTABLE

OnucaHue: HeBO3MOXHO 3anyCTnTb KOMMOHEHT. VcnonHsembli daiin noBpexaeH nan nyTb K Hemy
yKa3aH HeBepHO.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. EcAn Ms KOMMOHEHTa, Bbl3BaBLUEro owmnbKy, HEN3BECTHO, MOMbITalTeCh €0 OMPeaenuTb,
03HaKOMMBLLWCb C COAEPXKNUMbIM >KypHana.

2. [NpoBepbTe 3HaueHVe NyTh K UCNoaHsemMomy daitly KOMNoHeHTa B koHpurypauwm Dr.Web Industrial
ana Linux (napameTp ExePath B ceKUMM KOMMOHEHTa), BbINMOAHMB KOMaHAY (3aMeHuTe <cekyus
KOMNOHeHMa> Ha Ha3BaHWe COOTBETCTBYHOLLEN cekumm balina koHburypaLmm):

$ drweb-ctl cfshow <cekyusd KOMNOHeHMa> .ExePath

3. CbpocbTe MyTb B 3HaYEHME MO YMOJAYAHMIO, BbINOJIHUB KOMaH/Y (3aMeHUTe <cekyus KOMNOHeHmMa> Ha
Ha3BaHWe COOTBETCTBYIOLL el cekLmm paina KoHpurypaLmm):

# drweb-ctl cfset <cekyus KOMNOHeHmMa> .ExePath -r

4. Ecan npeabigyuine warn He NnoMoran, nepeycrtaHoBUTE NakeT COOTBETCTBYHOLLEro KOMMNOHEHTa.

NHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial gns Linux n ero KOMNOHEHTOB CM. B
pa3genax YcraHoBka Dr.Web Industrial ans Linux n Yaanenve Dr.Web Industrial ana Linux.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobueHne 06 owmbke: Core engine is not available (0po Virus-Finding Engine HedocmynHo)

Kopa, owimnbku: <105
BHyTpeHHee o603HaueHne owmnbku: EC_NO CORE ENGINE

Onucanue: dalin aHTMBMpYcHOTO sapa Dr.Web Virus-Finding Engine oTcyTcTBYET Wan HeZOCTyMEH.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLIMOKM O3HAKOMbTECH C
cogep>xumbim xxypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOAYaHWIO €ro MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. MNpoBepbTe NPaBWILHOCTL NYyTW K Gainy aHTUBUPYCHOTO aapa drweb32.d11 v Npu Heo6X0AUMOCTH
ncnpasbTe ero (napameTp CoreEnginePath B cekuyn [Root] daina koHburypauum).
o BOCHOﬂb3yVITECb y WIUTON yrnpaBJiEHNA N3 KOMaHAHOI?lI CTPOKW.
[na npocMoTpa TekyLlero 3HayeHna napameTpa BBeAUTE KOMaHAY:
$ drweb-ctl cfshow Root.CoreEnginePath

,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4eHUA napamMeTpa BBeguTe KOMaHAY:

# drweb-ctl cfset Root.CoreEnginePath <HO8bIU Nyms >

PyKOBO,CLCTBO nosab3oBaTenda
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[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.CoreEnginePath -r
2. O6HoBUTE BMPYCHble Ba3bl: BbIMOAHUTE KOMaHAY:

$ drweb-ctl update

3. Ecav nyTb npaBuAbHbINA K OWMBKa NOBTOPAETCA Nocae 0OOHOBIEHMS BUPYCHbIX 6a3, nepeyctaHoBUTE
nakeT drweb-bases.

WNHcTpykumm no yctaHoBke 1 yaaneHnto Dr.Web Industrial gns Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoBka Dr.Web Industrial ans Linux n Yaanenve Dr.Web Industrial ans Linux.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA oL néKun.

CoobueHne 06 owmbke: No virus databases (BupycHele 6azel omcymcmeyrom)

Kopa, owmnbku: x106
BHyTpeHHee o603HaueHue owmbkmu: EC_NO VIRUS BASES

OnwucaHue: BupycHblie 6a3bl OTCYTCTBYHOT.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLIMOKM O3HAaKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gas Linux (mpu HacTpoikax no yMOAYaHWIO ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takke MOXeTe BbINOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTWU K KaTaflory BUPYCHbIX 6a3 1 Npu HEOHXOAMMOCTU UCMpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] daiia koHburypaumm). Bel MOXeTe BOCNOb30BaTbCS
VIWIWUTOW YNpaB/eHUs U3 KOMaHAHOW CTPOKM.

ﬂ,flﬂ NPOCMOTPa TEKYLLEro 3Ha4YeHUA napaMeTpa BBeguTe KoOMaHay:

$ drweb-ctl cfshow Root.VirusBaseDir

,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBegUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIl hyme >

,ﬂ,]’lﬂ c6poca 3Ha4yeHuA napamMeTpa B 3Ha4YeHne Nno yMOJIHaHUIO BBEeAUTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HOBUTE BUPYCHbIE 6a3bl: BLIMOJIHATE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Process terminated by signal (Mpoyecc 3asepuwieH no cueHay)

Koa, owimnbku: <107
BHyTpeHHee 0603HaueHmne owmnbku: EC_APP TERMINATED

OnucaHue: KOMMOHeHT 3aBepLumn paboTy (BO3MOXHO, U3-3a MPOCTOS UAW BCIEACTBME KOMaHAbI
noab3oBaTens).

PyKOBO,CLCTBO nosab3oBaTenda
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMoa4YaHUIO ero MOXHO
NpoOCMOTpeTb KOMaHAoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku
1. Ecam BbinonHABLIAsACA onepauys He Hbiia 3aBeplleHa, TO MOBTOpUTE ee 3aryck CHOBa. B npoTnBHOM
cnyyae 3aBeplueHne paboTbl He ABASAETCS OLLUOKON.

2. Ecnv KOMMNOHEHT MNOCTOSIHHO 3aBeplLuaeT cBoto paboTy, nonpobyiite cbpocuTb HACTPOIKK
KOMTMOHEHTa B 3HaUeHUs Mo yMOYaHUIO N06bIM YA06HbLIM A Bac Cnocobom:

e Mpu NomMoLwm KomaHg drweb-ctl cfshow U drweb-ctl cfset;

e OTpesakTMpOBaB BPYyuUHyto daiin KoHburypaumu (yaaave Bce napaMeTpbl U3 CEKLMM KOMMOHEHTa).

3. Ecav 310 He nomorno, nonpobyite cobpocutb HacTpowku Dr.Web Industrial g5 Linux B 3HaueHws no
YyMOYaHUHO.

[ns 3toro ounctute cogepxxumoe dana /etc/opt/drweb.com/drweb.ini (Mpu 3TOM
PEKOMEHAYETCA COXPaHUTb Pe3epBHY KOMUK KOHGUIYpalMOoHHOro daiiaa), Hanpumep, BbINoJHMB
KOMaHZb!:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn paiina koHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHPUrypaLmen, BbINoAHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Unexpected process termination (HenpedsudeHHoe 3agepuieHue npoyecca)

Kopa, owimnbku: <108

BHyTpeHHee 0603HaueHue owmnbkmn: EC_APP CRASHED

OnucaHmne: KOMMOHEHT HeOXMAAHHO 3aBepLLna paboTy No NpuymnHe cbos.

N5 BbIABJEHNA BO3MOXHOW MPUYMHBI 1 OBCTOATENBCTB BO3HVKHOBEHNA OLINGKM O3HAKOMbTECH C

cogep>xumbim XypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOM # Jjournalctl). Bbl Takke MOXeTe BbINMOJAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TMoBTOpPUTE BBLINOAHABLUYHOCSA OMepaLuto.

2. Ecam KOMMOHEHT NOCTOSIHHO aBapuIMHO 3aBepLUuaeT CBOK PaboTy, cOpocbTe HACTPONKM KOMMOHEHTa B
3HayeHVs Mo YMOAYaHWIO NH0ObIM YA06HBIM AN Bac cnocobom:

e Mpu NOMOLWMK KoOMaHa drweb-ctl cfshow M drweb-ctl cfset;

e OTpeAaKkTMpOBaB BPYyUHyto daiin koHburypauum (yaanve BCce napameTpbl U3 CEKUMN KOMMOHEHTa).

3. Ecnum 310 He nomorno, cbpocbTe Hactpoikn Dr.Web Industrial gns Linux B 3HaYeHUs No yMONYaHWHo.

PyKOBO,CLCTBO nosab3oBaTenda
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[ns atoro ounctute cogepxxunmoe daina /etc/opt/drweb.com/drweb.ini (Mpn 3TOM
PEKOMEHAYeTCs1 COXPaHUTb PEe3ePBHYHD KOMUIO KOHAUrypaLUmoHHoro daiiia), HanpuMep, BbINOJHUB
KOMaHZb!:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkm daitna koHbUrypauum nepesanycrute AeMoH ynpasieHns KOHGUrypaLmer, BbINOTHVB
KOMaHay:

# service drweb-configd restart

4. Ecam owmnbka noBTopseTca nocae copoca Hactpoek Dr.Web Industrial gnsa Linux, nepeycraHoBwute
nakeT KOMMOHEHTa.

NHcTpykupmn no yctaHoBke v yaaneHuto Dr.Web Industrial gna Linux n ero KOMMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux n Yaanenune Dr.Web Industrial ans Linux.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Incompatible software detected (O6HapyxeHo Hecoemecmumoe [10)

Koa owmnbku: x109
BHyTpeHHee o603HaueHue owmbku: EC  INCOMPATIBLE

OnwucaHue: OauH nan Heckonbko KomnoHeHToB Dr.Web Industrial gns Linux He MoryT GyHKUMOHMPOBaTbL
KOppeKTHO. B cucteme obHapyeHo nMporpamMmHoe obecrneyenune, NpenaTcTBytoLlee vx paborTe.

N8 BbisBAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHNS OLINOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMoA4aHWo ero MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. OTKNtOUMTE UKW NEepeHacTpoiTe KOHGAMKTYIOLLEe NporpamMmMHoe obecrnevyeHne Takum obpasom,
yto6bl OHO He Mewano pabote Dr.Web Industrial gns Linux.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA oL neKun.

CoobuweHune 06 owmbke: MeshD is not available (KomnoHeHm MeshD HeDocmyneH)

Kopa, owimnbku: <114

BHyTpeHHee 0603HaueHne owmnbkmn: EC_NO MESHD

Onwucanue: OtcyTcTBYyeT KOMMoHeHT Dr.Web MeshD (tpebyetca ans pacnpegenenus Harpysku npu
npoepke $alinos).

AN BbIsABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOaYaHUIO €ro MOXHO
NpOCMOTPeTb KOMaHAoM # journalctl). Bel Takke MoxeTe BbINOAHWUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbkm

1. MpoBepbTe NPaBWILHOCTb MYyTW K UCMONHAEMOMY daliny drweb-meshd U NPU HEOBXOAVMOCTM
ncnpasbTe ero (NapameTp ExePath B cekumn [MeshD] dalina koHbuUrypaumm).

PyKOBO,CLCTBO nosab3oBaTenda
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Bbl MOXKeTe BOCMONb30BaTLCA VTUIUTOW YpaBeHUs U3 KOMaHAHON CTPOKM.

[ns npocMoTpa Tekylllero 3HauyeHVs NapamMeTpa BBeAWTe KOMaHAY:
$ drweb-ctl cfshow MeshD.ExePath

,D,J'IFI YCTaHOBKM HOBOTO 3Ha4yeHUA NnapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset MeshD.ExePath <HO08bIlU nyme >

ﬂ,flﬂ c6poca 3Ha4yeHuA nNapamMeTpa B 3Ha4YeHMe No yMOJIHaHUIO BBEeAUTE KOMaHAY:
# drweb-ctl cfset MeshD.ExePath -r

2. [pw oTcyTcTBUM HacTpoek koMnoHeHTa Dr.Web MeshD B koHdurypauum, nam B cnydae
BO3HMKHOBEHWS OLIMOKM MPU yKa3aHWUM NPaBUAbHOTO MyTW, YCTAaHOBWTE AW MepeycTaHOBUTe nakeT
drweb-meshd

NHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial gns Linux n ero kOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux v Yaanenune Dr.Web Industrial ans Linux.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Scankngine is not available (Scanning Engine HedocmyneH)

Kopa, owmnbku: <119
BHyTpeHHee o603HaueHne owmnbku: EC_NO SCAN ENGINE

Onucanue: KomnoHeHT Dr.Web Scanning Engine oTcyTcTByeT UaM He MOXET ObiTb 3amnyLLeH.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogepxumblim xxypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

1. MNposepbTe NPaBWILHOCTL MYTW K UCNOAHAEMOMY Paliny drweb-se 1 Npu HeO6XOAMMOCTU
ncnpasbTe ero (napameTp ExePath B cekumn [ScanEngine] daiina koHdurypaumm).

Bbl MOXeTe BOCMONb30BaThCA VTWIUTON YNPABAEHUS U3 KOMaH,qHOI‘/’I CTPOKW.

[na npocMoTpa TekyLlero 3HayeHns napameTpa BBeAUTE KOMaHAIY:
$ drweb-ctl cfshow ScanEngine.ExePath

ﬂ,}'lﬂ YCTaHOBKM HOBOTO 3Ha4eHUA napamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset ScanEngine.ExePath <HO8bIU nyms >

ﬂ,ﬂﬂ c6poca 3Ha4yeHnA napamMeTpa B 3Ha4YeHMe No yMOJIHaHUIO BBEeAUTE KOMaHAY:
# drweb-ctl cfset ScanEngine.ExePath -r

2. B cnyvyae BO3HUKHOBEHUA OLIMOKM NMPW yKa3aHUW NPaBWIbHOTO MyTu:
e BbinosnHuTe KOmaHay:

$ drweb-ctl rawscan /

Ecnn B BbIBOZE Ha 3KpaH NPUCYTCTBYET CTPOKa «Error: No valid license provided», TO 3TO
O3HayaeT, UTo OTCYTCTBYET AEMCTBYOLLUI KntoueBo M daiin. 3apeructpupynte Dr.Web Industrial ans
Linux n noayuute nuueHsuto. Ecam nmugH3na Bamu nolyyeHa, To NPOBEPbTE HaMuMe KIH0YeBOro
dbalina v yctaHoBUTE €ro NPy HeOHXOAUMOCTH.

PyKOBO,CLCTBO nosab3oBaTenda
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e Ecnm Bawa OC ucnonb3yet nogcucteMy 6esonacHoctn SELinux, HacTpolite noauntuky 6esonacHoCcTu
ons Moayns drweb-se (CM. pa3gen Hacrporika nonvtunk 6e3onacHoctu SELinux).

3. Tpw oTcyTcTBUM HacTpoek koMnoHeHTa Dr.Web Scanning Engine B koHGurypauum, niv ecam
npeablaywme warn He NOMOTY, YCTaHOBUTE WA NepeyCcTaHOBUTe NakeT drweb-se.

NHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial gns Linux n ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux v Yaanenune Dr.Web Industrial ans Linux.

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobueHne 06 owmbke: FileCheck is not available (File Checker HedocmyneH)

Kopa, owimnbku: <120
BHyTpeHHee o603HaueHue owmnbkmu: EC_ NO FILE CHECK

Onucanue: KomnoHeHT Dr.Web File Checker oTcyTcTBYeT nam He MOXKET ObITb 3anyLLeH.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLINOKM O3HAaKOMbTECH C
cogep>xumbim xypHana Dr.Web Industrial ans Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO
NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTL MYyTW K UCMONHAeMOMYy daiiny drweb-filecheck WU Npy HEOBXOAUMOCTM
ncnpaebTe ero (NapameTp ExePath B cekumn [FileCheck] dalina koHburypalmn).
Bbl MOXKeTe BOCMONb30BaTLCA VTUIUTON YPaBAEHUS U3 KOMaHZAHON CTPOKM.
[ns npocMoTpa TekyLlero 3HaueHus napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow FileCheck.ExePath
,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset FileCheck.ExePath <HO8bIU nyms >
[nsa cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset FileCheck.ExePath -r
2. B cnyyae BO3HUKHOBEHUSA OLIMOKM NPW yKa3aHUM NpaBWIbHOTO MyTu:

e Ecnm Bawa OC ucnonb3yet nogcucteMy 6esonacHoctn SELinux, HacTpolite noantuky 6esonacHoCcTu
ona Mopyns drweb-filecheck (cM. pa3gen Hactpotrika nonuntuk 6e3onacHocty SELInuX).

3. Tpwu oTtcytcTBMM HacTpoek koMnoHeHTa Dr.Web File Checker B koHbUrypauwm, win ecnn npeabigyiive
Laru He NOMOTK, YCTAHOBUTE UM NepeycTaHoBUTE NakeT drweb-filecheck.

NHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial gns Linux n ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux v Yaanenune Dr.Web Industrial ans Linux.

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KO OLNOKN.

CoobueHne 06 owmnbke: ESAgent is not available (ES Agent HedocmyneH)

Kopa, owmnbku: <121

BHyTpeHHee o603HaueHue ownbku: EC_NO ESAGENT

PyKOBO,CLCTBO nosab3oBaTenda
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Onwucanue: OtcyTcTBYeT KOMMoHeHT Dr.Web ES Agent, HeobxoauMbIin Ans NOAKIOUEHNS K CepBepy
LieHTPaIM30BaHHOM 3aLLuUThl.

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>kumbiM XypHana Dr.Web Industrial gns Linux (Mpv HacTpoikax no yMOa4YaHUIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bbl Takke MOXeTe BbINONHUTL KOMaHAy # drweb-ctl log.

YcTpaHeHue owmnbku

1. TpoBepbTe NPaBWIbHOCTb MyTU K UCMOJHAEMOMY daiily drweb-esagent U MPU HEOHXOAUMOCTU
ucnpaebTe ero (napameTp ExePath B cekumy [ESAgent] daina koHbUrypaumm).

Bbl MO>eTe BOCNONb30BaThbCA YTWINTON YpaBAeHNUsS U3 KOMaHAHOW CTPOKW.

Aﬂﬂ NPOCMOTPa TEKYLLErTro 3Ha4YeHUA NapaMeTpa BBeguTe KOMaHay:
$ drweb-ctl cfshow ESAgent.ExePath

,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset ESAgent.ExePath <HO86IU nyms >

ﬂ,flﬂ c6poca 3Ha4yeHuA napamMeTpa B 3Ha4YeHMe No yMOJIHaHUIO BBegUTE KOMaHAy:
# drweb-ctl cfset ESAgent.ExePath -r

2. TMpwu oTcyTcTBUM HacTpoek kommnoHeHTa Dr.Web ES Agent B koHGUrypauum, nam B caydvae
BO3HWKHOBEHMWA OLINOKM NPW yKa3aHUM NPaBWIbHOTO MyTW, YCTaHOBUTE WAW MepeycTaHoBUTe nakeT
drweb-esagent.

NHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial gns Linux n ero koMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux n Yaanenune Dr.Web Industrial ans Linux.

Ecan ycTpaHuTh owmnbKy He yaactcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobueHune 06 owmbke: NetCheck is not available (Network Checker HedocmyneH)

Koa owmnbku: x123
BHyTpeHHee 0603HaueHne owmnbkmu: EC_NO NETCHECK

Onucanue: OTcytctByeT koMnoHeHT Dr.Web Network Checker, Heobxoanmbiin ans npoBepkn Gpainos no
ceTn.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLINOKM O3HAaKOMbTECH C
cogep>xumblim xypHana Dr.Web Industrial gns Linux (npu HacTpoikax no yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bel Takoke MOXeTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. MNposepbTe NPaBWILHOCTL MYTW K UCNONHAEMOMY daliny drweb-netcheck v Npu HeO6XOAUMOCTH
ncnpasbTe ero (napameTp ExePath B cekuyn [Netcheck] daitna koHburypaumm).

Bbl MOXeTe BOCMONb30BaThCA VTWIUTON YNPABAEHUS U3 KOMaH,qHOI‘/’I CTPOKW.

[na npocMmoTpa Tekylllero 3HaueHVa napamMeTpa BBeAWTe KOMaHAY:

$ drweb-ctl cfshow Netcheck.ExePath
ﬂ,}'lﬂ YCTaHOBKM HOBOTO 3Ha4eHUA napamMeTpa BBeanTe KOMaHAY:

# drweb-ctl cfset Netcheck.ExePath <HO8bIU nyms >
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[ns cbpoca 3HaueHVs MapamMeTpa B 3HaUeHMWe MO YMOJIYAHUIO BBEAWUTE KOMaHAY:

# drweb-ctl cfset Netcheck.ExePath -r

2. Tlpw OTCYyTCTBUM HAaCTPOEK KOMMOHEHTa Dr.Web Network Checker B KOHUrypaumm unm B caydae
BO3HWKHOBEHWA OLLIUOKM npwv ykasaHun npaBuabHOTO NyTH, YCTAHOBUTE AW nepeyCcTtaHOBUTE NakeT
drweb-netcheck.

NHcTpykummn no yctaHoBke v yaaneHuto Dr.Web Industrial gns Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoBka Dr.Web Industrial ans Linux n Yaanenve Dr.Web Industrial ans Linux.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuieHne 06 owmbke: Unexpected error (HenpedsudeHHas owubka)
Kopa, owinbku: <125

BHyTpeHHee 0603HaueHne owmnbkmu: EC_UNEXPECTED ERROR

OnucaHwme: Bo3Hukia HenpeaBraeHHaA owmnbka B pa60Te O4HOIo Manm HECKOJIbKMX KOMMOHEHTOB.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLINOKM O3HAaKOMbTECH C
cogep>xumbim xypHana Dr.Web Industrial ans Linux (npu HacTpoikax no yMOYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # journalctl). Bbl Takoke MOXeTe BbINOAHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue owmbku
Mepesanyctute Dr.Web Industrial gnsa Linux, BbINONHNB kOMaHAY:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

Ownbku 6e3 Kopa

CumnTombl: [naBHoe okHo Dr.Web Industrial gnsa Linux HeakTMBHO, uHavKaTop B 06/1aCTN YyBEAOMAEHUN
pabouero ctona oTobpaxkaeTcs C CUMBOJIOM KPUTMUECKON OLINOKY, a BbiNajatrollee MeHO MHAUKATOpa
COAEPXKMT TOIbKO OAMH HEAKTUBHbIV MYHKT — 3anycK.

Onwucanue: Dr.Web Industrial gns Linux He MOXeT 3anyCTnTbCA, MOCKObKY AeMOH yrpaBaeHus
koHPurypauven Dr.Web ConfigD HepocTyneH.

YcrpaHeHue ownbku

1. BbInOAHWTE KOMaHAY:

# service drweb-configd restart

ansa nepesanycka Dr.Web ConfigD v Dr.Web Industrial gna Linux B uenom.

2. Ecnv ata koMaHZa BepHeT owmnbKy WK He AacT HUKaKoro 3pdekTa, BbIMNOJHUTE OTAEbHYH YCTaHOBKY
naketa drweb-configd

3TO TakKe MOXET 03HauaTb, YTO B CUCTEME AN ayTEHTUOMKALMM NONb30BaTeNEN He
: ncnonblyetcs PAM. Ecam 370 Tak, TO yYCTaHOBUTE M HAacTpOTe ero, nockoabky 6e3 PAM
KoppekTHas paboTta Dr.Web Industrial gns Linux HeBo3mMOXHa.
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Ecamn n nocne atoro owwmbka nostropurcs, yaanute Dr.Web Industrial gns Linux ueavkom, nocne yero
YCTaHOBWTE €ro NMOBTOPHO.

NHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial gns Linux n ero koMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial ans Linux n Yaanenune Dr.Web Industrial ans Linux.

Ecan ycTpaHuTth ownbKy He yaactcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY.

CMMNTOMBI
1. Wnavkatop B ob6nactv yBegomMaeHniA pabouero ctona He otobpaxkaetca nocae Bxofa B CUCTEMY.

2.

MonbITka BbINONHUTL KOMaHZAy 3anycka rpadpuyeckoro nHrepderica:
$ drweb-gui

NPWBOAMT K 3anycky rasHoro okHa Dr.Web Industrial gnsa Linux.

OnucaHue: Bo3MoXxHO, AaHHaA olmbka cBsizaHa C OTCYTCTBMEM B CUCTEME AOI'IOJ]HI/ITEJ'IbHOI7I 6nbaroTekn
libappindicatorl.

YcTpaHeHue owmnbku

1.

MpoBepbTe Ha/MuMe B Ballel cucTeMe naketa libappindicatorl, BbIMOJHUB KOMaHAY:
# dpkg -1 | grep libappindicatorl

Ecnn KOMaHAa He BbiBeAgeT HUKaKOoro pe3yanaTa, TO yCTaHOBI/ITe ITOT MakeT, I/ICI'IOJ1b3y$| .I'II-O6OVI n3
VMEROLLNXCA B CUCTEME MeHeaXKep NakeToB. [ocie 3TOro BbIMNOHUTE MOBTOPHbLIV BXOA B cuctemy (log
in).

| 3TO TakKe MOXET 03HauaTb, YTO B CUCTEME ANA ayTEHTUPMKALMM NONb30BaTeNEN He
: ncnonbsyetcs PAM. Ecam 370 Tak, UTO YCTaHOBWTE U HaCTPOITe ero.

Ecnn npeablaylive aericteus He nomoraw, yaanute Dr.Web Industrial gns Linux uenvkom, nocne yero
yCTaHOBWTE €ro MoBTOPHO.

WNHcTpykumm no yctaHoBke 1 yaaneHnto Dr.Web Industrial gns Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoBka Dr.Web Industrial ans Linux n Yaanenve Dr.Web Industrial ans Linux.

Ecan ycTpaHuTth ownbKy He yaactcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY.

CumnToMbl: [IBOVHOM LWenyoK no 3Hauky daina unv katanora B rpaduueckom GpannoBomM MeHeaxepe
BMeCTO ero oTKpbITMs 3anyckaeT nposepky B Dr.Web Industrial gnsa Linux.

OnucaHue: Mpaduryeckas 060s10uUKa BbINOAHWIA aBTOMATUYECKYH accolpaLmio haiioB HEKOTOPOTO
TMNa n/win katanoros ¢ gencteem OTKpbIThb B Dr.Web Industrial.

YcrpaHeHue ownbku

1.

OTmeHuTe accoumaumo Mexay Garnamm gaHHoro tvna u npunoxenvem Dr.Web Industrial gnsa Linux.
HactpoeHHble accoupaumm dukcmpyroTca B daiie mimeapps.list uam defaults.list. Pannb,
onpegenstole NokaabHble HACTPOWKN, U3MEHEHHbIE B MpOodWie NoNb30BaTess, XPaHATCA B
kaTanore ~/.local/share/applications/ wm ~/.config/ (06bIYHO 3TV KaTasOTN UMELOT
aTpUBYT «CKPbITHIN»).
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2. OtkpowTe paiin mimeapps.list win defaults.list B IFOOOM TEKCTOBOM pejakrope.

| Ans pepaktmpoBaHua cuctemMHoro daina accoumaumin Bam noTpebyroTcs NoaHOMOYMA
‘ cynepnonb3oBaTens (06bl4HO NoaAb30BaTens root). Mpy HEOBXOAUMOCTU UCMONb3YITE
KOMaHay su Win sudo.

3. Hangute B dpaine cekumo [Default Applications], a B Heli CTPOKM accoumaumin Buga <MIME-
mun>=drweb-gui.desktop, Hanpumep:

[Default Applications]
inode/directory=drweb-gui.desktop
text/plain=drweb-gui.desktop;gedit.desktop

4. Ecam B NpaBoOW YacTu (NOC/ie paBeHCTBa) CTPOKM accoumaumm, Kpome drweb-gui . desktop,
CoAepatca TakKe CCbIAKU Ha Apyrve NPUNoXeHUs, yaanmte U3 CTPOKM TONbKO CCbIIKY Ha
npuioxeHne drweb-gui (drweb-gui.desktop). Ecamn accoupaumsa CoAep>UT CCbINIKY TONbKO Ha
npwioxeHune drweb-gui, yaaaute CTPOKY acCoLpaLim NOJTHOCTbHO.

5. CoxpaHuTe U3MeHeHHbI dalin.
AononHutenbHaa nHpopmauma

o /1N NPOBEPKM TEKYLLMX acCOLMaLWMI Bbl MOXKeTE BOCMOb30BaThCA YTUANTaMW xdg-mime, xdg-open
1 xdg-settings (BXOAAT B COCTAaB NakeTa xdg-utils).

o CBefeHus o paboTe ytuant xdg cM. B JOKYMEHTaLWW, BbI3biIBAEMOW KOMaHAOM man: xdg-mime (1),
xdg-open (1), xdg-settings (1).

Ecan ycTpaHuTth ownbKy He yaactcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY.
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10.7. MNMpunoxxeHue XK. CNMCoK coKpalyeHnn

B ZaHHOM pYKOBOZACTBE C/iefytoLmMe COKPaLLeHNs NCNob30BaHbl 6e3 paclunppoBKu:

0O603HaueHne

AD

FODN

GID

GNU

HTML

HTTP

HTTPS

ID

IMA/EVM

P

MBR

PID

PAM

RPM

Sp

SSH

SSL

TCcP

TLS

uiD

URI

URL

Pacum¢pposka

Microsoft Active Directory

Fully Qualified Domain Name

Group ID (cucTeMHbI naeHTUdMKaTOP rpynnbl NoAb30BaTeNel)
Mpoekt GNU (GNU is Not Unix)

HyperText Markup Language

HyperText Transfer Protocol

HyperText Transfer Protocol Secure (uepes SSL/TLS)
Naentndurkatop

Integrity Measurement Architecture and Extended Verification Module
(noacuctema sigpa Linux, no3eosstowas ocyLecTBisTb KOHTPOIb
LieIOCTHOCTU $aiIoBOM CUCTEMDI)

Internet Protocol

Master Boot Record

Process ID (cucTeMHbIV naeHTdrKaTop npoLecca)

Pluggable Authentication Modules

Red Hat Package Manager (popmaT nakeToB)

Service Pack

Secure Shell

Secure Sockets Layer

Transmission Control Protocol

Transport Layer Security

User ID (cncTeMHbIA naeHTUdMKaTOP NoNb30BaTeNs)

Uniform Resource Identifier

Uniform Resource Locator
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VBR

ocC

Pacum¢pposka
Volume Boot Record
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