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BeepeHune

1. BBegeHue

PeweHwne DrWeb Industrial ans ¢annosbix cepsepos Unix no3BoanT BaM obecneunTb
HaZEe>XHYH0 3alUMTy Ballero cepeepa OT pacnpoOCTpaHeHMa KOMMObIOTEPHbBIX YTPO3 BCEX
BO3MOXHbIX TUTOB, UCNOb3ys Hanbonee COBPEMEHHbIE TEXHONOrUM OBHaPYXKEHWA U
ob6e3BpexnBaHmsa yrpo3. 3TO NOBbICUT KaUeCTBO YCayr, NPeAOCTaBAAEMbIX CEPBEPOM.

[laHHOe pyKOBOACTBO NMpeAHa3HayeHo 419 NOMOLM agMUHNCTPaTOpaM CepBepOB,
paboTatowmx nog ynpasneHnem Unix-nogobHbix OC, Takmx kak OC cemerictea GNU/Linux n
FreeBSD (panee B gokymeHTe byaeT ncnonb3oBaHo o6o3HaueHne Unix), B ycTaHOBKE ©
ncnonb3oBaHum DrWeb Industrial ans dannosbix cepepos Unix.

Ecnn y Bac yxxe yctaHoBneH Dr.Web Industrial gns dainosbix cepepos Unix npeablayLien
BEPCUW, U Bbl XXenaete 06GHOBUTb €ro 40 akTyalbHOM BepPCUU, BbINMOJHWUTE Ha Hee Nnepexos,

(cM. pasgen [lepexon Ha HOBYHO BEpCULO).

PyKOBOACTBO aZMUHWCTpaToOpa
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2. YcnoBHble 0603HaueHUA U COKpaLLeHus

B ZaHHOM PYKOBOZACTBE MCMOJIb3YHOTCA CNeaytoLive YCIOBHble 0603HaUeHUs:

O603HaueHue KommeHTapwii

@ BaxkHoe 3ameuaHne nuan ykasaHue
| MpeaynpeXxaeHve 0 BO3MOXHbIX OLLUMOOYHBIX CUTyaLMaX, a Takoke BakHbIX
: MOMEHTax, Ha KOoTopble ciejyeT 06paTuTb 0coboe BHMMaHWe

AHmusupycHas cems  HOBBbIV TEPMUH WM aKLEHT Ha TEPMUHE B OMUCAHWAX
<IP-address> Mons ans 3aMeHbl GYHKLUMOHAIbHBIX Ha3BaHUIA GakTUECKUMU 3HaUEHUS MU

CoxpaHuUTb Ha3BaHus 3KpaHHbIX KHOMOK, OKOH, MyHKTOB MEHIO 1 APYr1X 31eMeHTOB
nporpamMMHoOro nHTepdeica

CTRL O603HaueHVa K1aBuLL KnaBMaTypbl

/home/user HanmeHoBaHua paininoB 1 katanoros, GpparMeHTbl MPOrPaMMHOro Koja

OpunoxeHve A MepekpecTHble CCbIIKM Ha F1aBbl JOKYMEHTa UK TUNepPCChIIKU Ha BHELLH1e
pecypchbl

@ KomaHzbl, koTopble TpebyeTcst BBECTU C KIaBUaTypbl B KOMaHZAHYO CTPOKY OnepaLyOHHON

: cuCTeMbI (B TEPMUHANE UK IMYNATOPE TEPMUHANA), B PYKOBOACTBE MpeABapstoTcs
CYMBOJIOM MpUrAaLlleHns K BBOAY $ WK #, onpeAenstowmm, Kakme noJHOMOus
NoJ/ib30BaTeNs HEOBXOAMMbI A/ BbINOJHEHUS YKa3aHHOW KoMaHabl. CTaHAapTHBIM Ans
Unix-cnctem o6pa3om noApasymMeBaeTcs, UTo:

S — 414 BbINOJIHEHUA KOMaHAbl AOCTaTOYHO 06 bIYHbIX npas noJsib3oBaTtend.

# — AN BbINOJIHEHWS KOMaHZbl TpebytoTcs npaBa cynepnonb3oBaTens (06b4HO — root).
[lns NoBbILLEHUs NMPaB MOXHO MCMOJ/b30BaTb KOMaHAbl su U sudo.

MepeyeHb cOKpaleHN NpuBeseH B pasgene [NpunoxerHne XK. Cnncok coKpaLleHuu.

PyKOBOACTBO aZMUHWCTpaToOpa
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O npoaykTe

3. O npoaykTe

Ha3zHaueHue

Dr.Web Industrial ana ¢annosbix cepBepos Unix co3gaH ana 3awmtbl Gannos annapaTHbIX U
BUPTyaibHbIX GaliNoBbIX cepBepoB, paboTatowmx nog ynpasaeHvem Unix-nogo6Hbix OC
(GNU/Linux n FreeBSD) ot BMpycOB 1 BCex NPOYMX BUAOB BPEAOHOCHOIO MPOrpamMmMHOro
obecneyeHus, a Takke ANa NpeAOTBPALLEHMS PAaCNPOCTPaHEHMS Yepes HNX Yrpo3 Ans
pa3nnyHbix naatdopm. MNpwu paboTe B pexxvme LeHTpanmsoBaHHoU 3awmTel Dr.Web Industrial
ana darinoBbix cepBepoB Unix KOHTpoMpyeTcs cepBepoM nog ynpasaeHnem DrWeb
Industrial. Mpwn HacTponkax no ymonyaHuto Dr.Web Industrial ana davinosbix cepsepos Unix
He BMeluMBaeTca B paboTy onepaLyoHHOM CMCTeMbI, a MLb coobLaeT 06 0H6Hapy>KeHHbIX
yrposax, Uto No3BOJIAET NCMOAb30BaTh 3TO aHTUBUPYCHOE pPeLleHNe B MPOMbILLAEHHOM
NHGpPacTpyKType, B KOTOPOW aBapuiiHas oCTaHOBKa 060pyA0BaHNs 1 NPOCTOM B paboTe
KpanHe HexenatenbHbl.

3awmTa gaHHbIX

OCHOBHble KOMMOHEHTbI (AHTUBUPYCHOE AAPO U BUPYCHble Ha3bl) ABAAIOTCA HE TObKO
KpariHe 3bbekTMBHBIMU 1 HeTpeboBaTeIbHBIMW K CUCTEMHbBIM pecypcaM, HO 1 KpOCC-
na1aTGOpPMEHHbIMMU, UTO MO3BOASAET CreLymannctaM komnaHum «/loktop Be6» cosgaBathb
Haje>XHble aHTUBMPYCHble pelleHns, obecrneunBatrome 3aWwmUTy KOMMNbOTEPOB, paboTaroLmx
noA ynpaBieHMeM pPacrnpoCTPaHEHHbIX ONepPaLMOHHbIX CUCTEM, OT Yrpo3, NpejHa3HaYeHHbIX
ANA pa3nnyHbix naatdopm. B HacToswee Bpems, Hapaay ¢ Dr.Web Industrial gna davinoBbix
cepsepoB Unix, B koMnaHmu «[loktop Beb» pa3paboTtaHbl Takke 1 Apyrme aHTUBUPYCHblE
pewweHunsa ana Unix-nogobHbix onepaunoHHbix cuctem (GNU/Linux n FreeBSD), macOS wn
Windows. Kpome Toro, paspaboTtaHbl aHTUBUpPYCHbIE peLleHuns, obecneurBatoLLme 3almuTy
MOBUAbHBIX YCTPOWCTB, paboTatowmx nog ynpasneHnem OC Android n «ABpopa».

KomnoHeHTbl Dr.Web Industrial ana dparinosbix cepepoB Unix nocTosHHO 06HOBAAOTCA, @
BMPYCHble H6a3bl perynspHO AOMONHAOTCS HOBbIMW 3aNNCAMMK, UTO obecneunBaeT akTyalbHbIN
YPOBEHb 3aLUMLLEHHOCTM GaiioB annapaTHbIX U BUPTYanbHbIX GannoBbix cepepos. [ns
AOMNONHUTENBHOW 3aLLUMTbl OT HEM3BECTHOTO BPEeAOHOCHOIO NPOrpaMMHOro obecneveHums
MCNONb3YHTCA METO/bl 3BPUCTUYECKOTO aHan3a, peain30oBaHHble B aHTUBMPYCHOM Azpe.

Pa6borta B nHppacTpykrype

MNepep Havanom skcnayatauum MO Dr.Web ybeantecb B OTCYTCTBUM KOHPAMKTOB MeXAY
aHTMBMPYCHbIM MO 1 NporpaMMHbIM U/MAK NPOrpaMMHO-annapaTHbiM obecneveHnem
KOpnopaTMBHON MHOPACTPYKTYpPbl. YCTaHOBUTE BCE akTya/bHble OOHOBAEHMSA 1 BbIMOJHUTE
BCe AeicTBMA NO be3onacHOM HacTpoike, MpuBeAeHHbIEe B JaHHOW AoKyMeHTauuu. Mpwu
Haanunmm 0cobo UyBCTBUTENbHbIX CETMEHTOB KOPMOPaTUBHON MHOPACTPYKTYpPbI, KOTOPbIE
B3anmogencteyrot ¢ MO Dr.Web, HacToATeENbHO pekoMeHAyeTCs NpeABapUTENbHO

PyKOBOACTBO aZMUHWCTpaToOpa

10



Ty
),
A

A
<

O npoaykTe

TecTMpoBaTb OOHOBIEHMS MPOrPaMMHbIX MOAYEN N BUPYCHbIX 6a3 Ha M30MPOBaHHOM
MCNbITaTeIbHOM CTEHJE.

JononHnTeNbHO:

e OcHoBHble dyHkunK Dr.Web Industrial ans dannoBbix cepepos Unix
e Ctpykrypa Dr.Web Industrial ansa dannoseix cepeepoB Unix

e [TlomMelleHVEe B KapaHTUH

e [TlonHomMouma anga paboTtel ¢ dannamu

e Pexxvmbl paboTbl

3.1. OcHoBHble ¢pyHkuuu Dr.Web Industrial gnsa ¢ainnoBbix

cepBepoB Unix

1.

Mounck n o6e3BpeXkmnBaHme yrpos. [Npon3BoANTCA MOUCK KaK HEMOCPEACTBEHHO
BPEAOHOCHBIX MPOrpaMM BCEX BO3MOXHbIX TUMOB (Pa3iNyHbIX BUPYCOB, BKAKOYAs BUPYCHI,
MHOUUMPYHOLLME MOYUTOBbIE Galisibl U 3arpy30UHble 3aMncK ANCKOB, a TaKXKe TPOSHCKMX
NporpamMm, MOYTOBbIX YEPBEN U T. M.), TaK U HEXeNaTeNbHbIX MPOrpamMmM (peknamMHblix
nporpamMm, NporpaMmM-LyToK, MPorpaMm aBTOMaTUYeCKOro A03BOHa). NoapobHee o BUAax

yrpos cm. [IpunoxeHve A. Buabl KOMObHOTEPHbIX YIPO3.
[na obHapy>KeHNA yrpo3 NCNOJb3YOTCA:

e CU2HamMypHslIli aHaAU3 — MeTO/, NPOBEPKUN, MO3BONAOLWMA OBHAPYXKUTb YKe N3BECTHbIE
yrpo3bl, UHPOpMaLUs O KOTOPbIX COAEPXKMUTCS B BUPYCHbIX Ba3ax;

e 38pucmuyeckuli aHaauz — Habop MeToA0B NPOBEPKM, MO3BONAOLWMX OBHapYy>XnBaTb
yrpo3bl, KOTOpPbIE eLle HEU3BECTHbI.

@ IBPUCTUYECKMIA aHaNM3aTOP MOXKET JIOXKHO pearnpoBaTb Ha NMporpaMmHoe obecrneveHve,

: He ABASOLLErocs BpeAoHOCHbIM. [o3ToMy 061BeKThI, cofepiKalle 0bHapyKeHHbIE UM
YrpOo3bl, MOJAYYarOT CrieLmaibHbIN CTaTyc «NoLO3pUTeNbHbIe». PekoMeHayeTcs nomellats
Takne daiinbl B KapaHTUH, a Takoke nepejasaTb Ha aHaAuM3 B aHTUBMPYCHYO nabopaTtoputo
«[loktop Beb». MoapobHee o MeToAax 0b6e3BpexmMBaHnNs yrpo3 cM. [1punoxerve b.

yCTpaHEHI/Ie KOMMNbHOTEPHbIX YIPO3.

Mpu npoBepke GanIoBON CUCTEMBI MO 3aNpPOCy NOJb30BaTENS UMEETCA BO3MOXHOCTb Kak
MOJIHOM NMPOBEPKM BCEX 06BEKTOB GaliIOBON CUCTEMbI, ZOCTYMHbIX MO/Ib30BaTENHO, TaK U
BbIOOPOUHOWN NPOBEPKN TONBKO YKa3aHHbIX 06 BEKTOB (OTAeNbHbIX KaTanoros nan Gannos,
COOTBETCTBYHOLLMX YKa3aHHbIM KpuTepuam). Kpome TOro, A0CTynHa BO3MOXHOCTb
OTAE/bHOM NPOBEPKM 3arpy30UHbIX 3aMMCein TOMOB U UCMONHAEMbIX GaliaoB, N3 KOTOPbIX
3anyLeHbl NPOLECChl, aKTUBHbIE B CUCTEME B laHHbI MOMEHT. B nocnegHem ciyyae npu
06Hapy>XeHUWN yrpo3bl BbINMOJAHAETCA HE TONbKO 06e3BpeXMBaHNE BPEJOHOCHOIO
ncnonHsemoro danna, HoO U NPUHYANTENbHOE 3aBepLueHne paboTbl BCEX MPOLLECCOB,
3anyLLEHHbIX N3 Hero. B cuctemax, peanmsyrolmx MaHAaTHYH MoAenb AocTyna K darinam ¢
HaboOpOM pa3NNUHbIX YPOBHEW AOCTyMNa, CKaHWPOBaHMe GalnNoB, HEAOCTYMHbIX Ha TEKyLLEeM

PyKOBOACTBO aZMUHWCTpaToOpa
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YPOBHE AOCTYyrMa, MOXKET NPOon3BOANTbCA B CMELMaIbHOM peXMMeE aBTOHOMHOIO
IK3emMnadapa.

Bce 06bekTbI € yrpo3amMu, obHapy>KeHHble B GpalnioBON CUCTEME, PETUCTPUPYHOTCA B
MOCTOSIHHO XPaHUMOM peecTpe Yrpo3, 3a UCKNHOUEHMEM TEX YTPO3, KOTopble Hblan
0OHapy>eHbl B pexKMMe aBTOHOMHOFO 3K3eMnasapa.

YTnnvta ynpaBaeHus ns komaHgHon ctpokm Dr.\Web Ctl, Bxoasawas B coctaB Dr.Web
Industrial ans darinosbix cepBepoB Unix, NO3BOAAET TakKe BbIMOJHATL NPOBEPKY Ha
Hannumne yrpos GannoBbiX CUCTEM YAaNl€HHbIX Y3N10B CETU, MPeAoCTaBAAOWMX YAaNEHHbIV
TepMUHanbHbIA focTyn Yepe3 SSH naun Telnet.

@ Bbl MO>eTe ncnosib30BaThb YAaNeHHOE CKaHMPOBaHWe TOIbKO Alf 0HHapyXeHUs

: BPEeAOHOCHBIX WIN MOA03PUTENbHBIX GailoB Ha yAaseHHOM y3ne. [Ina ycTpaHeHus
06Hapy>XeHHbIX Yrpo3 Ha yAaleHHOM y3/ie UCMOJIb3yiTe CpeACTBa yrpaBaeHus,
npejocTaBaseMble HENOCPEACTBEHHO 3TVM y310M. Hanpumep, Ha poyTepax 1 Nnpoumnx
«YMHbIX» YCTPOMCTBaX MCMOJb3YiTe MexaH3Mbl O6HOBNEHNA MPOLLUMBKY, @ Ha
BbIUMC/INTE/IbHBIX MalLVHAX — MOAKIOUNTECH K HUM (B TOM YMCae B yAaNeHHOM
TEPMUHANBHOM peXxrme) 1 NPOoU3BeMTe COOTBETCTBYHOLLME OMnepaLyn B UX GannoBol
cucteme (yaaneHve wiv nepemelleHne Gainos 1 T. M.) WK 3anycTuTe aHTUBMPYCHOE
nporpammHoe obecneyerue (MO), ycTaHOBAEHHOE Ha HUX.

2. MoHuTopuHr obpalieHuin K pannam:

¢ B ¢paiinoBoii cucteme OC. OtcnexwnBatotcs obpalleHns K Gannam ¢ JaHHbIMU U
NOMbITKN 3anycka UCMoAHAeMbIX GpanNoB. ITO NO3BOAET OBHapPYXMBaTb U
HenTpanAn30BbIBaTb BPEAOHOCHbIE MPOrpaMMbl HEMOCPEACTBEHHO MPW MOMbITKaxX
NHPMLMpPOBaHMA UMK GaiNoBOM CUCTeMbl cepBepa. [TOMUMO CTaHAAPTHOTO pexrmMa
MOHUTOPUHIa NMEETC BO3MOXHOCTb BKIHOUUTb YCUNEHHbIN («NapaHoVAanbHbIN»)
peXx1M, B KOTOPOM AOCTyn K dannam byaet 610kMpoBaTbC MOHUTOPOM 0 MOMEHTA
OKOHYaHWA UX NPOBEPKM (3TO MO3BONAET NPEeAOTBPATUTL C/lyYamn AocTyna K danny, koraa
OH COAEPXXMT Yyrpo3y, HO pe3yabTaT ero NPOBePKN CTAaHOBUTCA U3BECTHLIM YXKe nocne
TOrO, Kak MPUAOXeEHMEe YCreno NoayunTb JOCTYN K Ganny). YCUNEHHbIN pexnm
MOHMWTOPWHTIa MOBbILLAET ypOBEeHb 6€30NacHOCTN, HO 3aMeANsfeT AOCTYN NPUNOXEHNIN K
eLle He NPOBepPeHHbIM darinam.

| OyHKUMA MOHUTOPUMHra $GaoBOM CUCTeMbI AOCTyNHa Toabko ana OC cemeincTea
: GNU/Linux. Ans apyrnx OC n3 cnvcka nogep>knMBaeMblX HE MOCTaBAAETCA KOMMOHEHT,
NpesoCTaBAAOLLNIA 3Ty BO3MOXHOCTb.

¢ B pa3gensembix katanorax Samba. OtciexvBatoTcs obpalleHns NoKabHbIX U
yAaNneHHbIX Nosb3oBaTenen dpaninoBoro cepeepa k Gpanam kak Ha 3anmcb, Tak U Ha
yTeHue. OTO NO3BOAAET OBHAPYXMBATb M HEWTPAIM30BbIBATL BPEAOHOCHbIE MPOTrPaMMbl
HEeMnoCpPeACTBEHHO MPW MOMbITKAaX COXPAaHEHUSA UX B XPAaHWIMLLE, UTO MPeAoTBPaLLAeT UxX
Aa/bHelllee pacnpocTpaHeHe No ceTu.

¢ HapexxHasa uzonauma MHGULMPOBaHHbIX UIN NOAO03PUTE/IbHbIX 06bEKTOB,
obHapy>eHHbIX B HariNoBOW cMCTeMe cepBepa, B CNeLnaibHOM XpaHUANLLE —
KapaHTUHe, YTOHbl OHW He MOrAN HaHecTH yuepba cucteme. MNpu NnepemMeLLeHnn
06BEKTOB B KapaHTWUH OHM CneunanbHbiM 06pa3omM NeperMeHOBbIBAKOTCA U MOTYT HbiTb

PyKOBOACTBO aZMUHWCTpaToOpa
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BOCCTaHOBJIEHbI B NCXOAHOE MECTO (B cny4yae HeO6XO,£I,I/IMOCTVI) TOJIbKO MO KOMaHAe
nonb3oBaTend.

3. ABTOMaTUueckoe O6HOBJIEHUEe aHTVBNPYCHOrO A4pa, COAEPXMMOro BUPYCHbIX 6a3 ans
noAsep>KaHMA BbICOKOrO YPOBHSA HaZEXHOCTU 3aLLMTbl OT BPEAOHOCHbIX MPOrpamMmM.

4. C60p CTaTUCTUKM NPOBEPOK N NHLINAEHTOB, CBA3aHHbIX C BpeaoHOCHbIM M0. BeaeHne
>XypHana obHapyXeHHbIx yrpos. OTnpaBka yBegoMaeHn 06 obHapy>XeHHbIX yrpo3ax no
SNMP BHeLIHMM CMCTEMaM MOHUTOPUHIA U CepBepYy LIeHTPaN30BaHHOW 3aLUuTbl, €Cn
Dr.Web Industrial agna darinosbix cepBepoB Unix paboTtaeT B pexunmMe LLeHTpaan30BaHHON
3aUNThI.

5. O6ecneueHue paboTbl NOA ynpaB/ieHMEM CcepBepa LL,eHTPaZIn30BaHHOM 3alUTbI /15

NPUMEHEHNA Ha CcepBepe eAVHbIX NONNTUK 6e300acHOCTM, MPUHATLIX B @HTUBUPYCHOM
cetn noa ynpasneHnem Dr.Web Industrial, B coctaB KOTOpOW OH BXOAMT.

3.2. Crpyktypa Dr.Web Industrial pna ¢pavinosbix cepsepoB Unix

Dr.Web Industrial gna dannoBbix cepsepoB Unix npeactaBaset cobo NporpamMmMHbIi
KOMMEKC, COCTOALUMI M3 Habopa KOMMOHEHTOB, KaX/Ablil 13 KOTOPbIX BbINOJHAET CBON Habop
dyHKUMA. B cooTBETCTBUM C 3aja4amMu, pellaemMbiMn KOMMOHEHTaMW, OHW pa3zefieHbl Ha
KaTeropuu:

e ba3oBble aHTMBMPYCHblE KOMOOHEHTLI, 0bpa3syrowme agpo npoaykta Dr.Web Industrial gna
dannoBbix cepepoB Unix. [pn OTCYyTCTBUM KOMMOHEHTOB 3TOW KaTeropmMmn NpoAyKT He
MOXeT BbINOJHATb CKAHNUPOBaHMe GaNioB (M UHBIX AAHHbIX) Ha NPeAMET HaNuns BUPYCOB
N NUHbBIX YTPO3.

e KoMnoHeHTbl noncka yrpos. laHHble KOMMOHEHTbI UCMONb3YOTCA AR peLueHns 6a30BbIX
3agay Dr.Web Industrial ana dannoBbix cepepoB Unix — nomcka BPeAOHOCHbIX U
NOTEHLMAaNbHO OMacHbIX 06BEKTOB. B cBoei paboTe KOMMNOHEHTbI 3TOW KaTeropumu
MCNoAb3ytoT 6a30Bble aHTUBUPYCHbIE KOMMOHEHTHI.

e CepBUCHbIe KOMMNOHEHTI, peLlaroLLe BCOMOoraTesibHble 3aaun A8 NOAAEPXKKN
aHTMBUPYCHOW 3alumTbl (06HOBAEHME BUPYCHbIX 633, NOAK/IOUYEHME K CepBepam
LEeHTPaAM30BaHHOM 3alLmThl, 06Lwas koopamHauma paboTel komnoHeHToB Dr.Web Industrial
ana davnosbix cepsepoB Unix n T. 4.).

e /IHTepdericHble KOMIOHEHTbl, NPeAoCTaBAAOLWME (MONb30BATENO NN CTOPOHHUM
NPUNOXEHNAM) HTepdelc ana ynpasneHus paboton Dr.Web Industrial ana dannosbix
cepsepos Unix.

MNepeyeHb KOMNOHEHTOB, BXoAALWMX B coctaB Dr.Web Industrial ana davinosbix cepsepos Unix,
nepeuyncsieH B Tabanuax Huxe.

PyKOBOACTBO aZMUHWCTpaToOpa
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3.2.1. ba3oBble aHTUBNPYCHbIE KOMIMOHEHTbI

KomnoHeHT

Dr.Web Virus-Finding Engine

Dr.Web Scanning Engine

BupycHble 6a3bl

Dr.Web File Checker

OnucaHue

AHTUBMPYCHOE AApO0. PeannsyeT afiropuUTMbl MOUCKa 1 Pacrno3HaBaHUs

BMPYCOB U MPOUMX BREAOHOCHBIX MPOrpamm (MCNosb3ys CUFHATYPHbINR 1
3BPUCTUYUECKNIA aHaW3).

PabotaeT nog ynpaeneHnem komnoHeHta Dr.Web Scanning Engine

®dann 6ubavortekn: drweb32.d11.

BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XypHan: CoreEngine

CkaHupytolee aapo. KOMMNOHEeHT, oTBeYaroLLuii 3a 3arpysky
aHTMBMpYcHoro sgapa Dr.Web Virus-Finding Engine v BupycHbIx 6a3.

e [lepefaeT aHTUBMPYCHOMY SIAPY Ha MPOBEPKY cogep kumMoe halinos 1
3arpy30u4HbIX 3amnmcelt ANCKOBbIX YCTPOUCTB.

e OpraHusyeT ouepesb GannoB, OXUAaIOLWNX NPOBEPKU.

e BbinosHAeT neyeHve Tex Yyrpos, gna KOTopbIX JaHHOE AEVICTBVIE
NPUMEHNMO.

MoxkeT paboTaTb Kak nog ynpasneHnem gemoHa Dr.Web ConfigD, Tak
N B aBTOHOMHOM pexvMe.

Vcnonb3yetcs komnoHeHtamu Dr.Web File Checker n Dr.Web Network
Checker. Takxe MOXeT MCMONb30BaTbCs KOMMOHeHTOoM Dr.Web MeshD
(B HEKOTOPBLIX pexxnmMax paboTbl) ¥ BHELLUHUMM (MO OTHOLLEHWIO K
Dr.Web Industrial gns datinoBbix cepepos Unix) NpuioxeHUsMu,
ncnosnb3syrowmnmmn HenocpegctseHHo APl Dr.Web Scanning Engine

NcnonHsembli dpalin KOMNOHeHTa: drweb-se.

BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XypHaa: ScanEngine

ABTOMaTUYeckn obHOoBAsSIemMan 6a3a JaHHbIX CUTHaTyp BMPYCOB U
NpouYMX yrpo3, a Takke arOpUTMOB Pacrno3HaBaHWA U HEMTPaaM3aLmm
BPEOHOCHOrO NporpaMmMHoOro obecneyeHus.

Vcnonb3yetca aHTMBUpYCcHbIM aapom Dr.Web Virus-Finding Engine u
NOCTaBASAETCS COBMECTHO C HUM

KomnoHeHT npoBepky 06bekToB $HaliioBON CUCTEMbI U MEHEZXKED
KapaHTVHa.

o [IpvHMMaeT OT KOMIMOHEeHTa MoucKa yrpo3 3aZlaHns Ha NPOoBEpPKY
baiinoB, HaxoAALWMNXCS B JoKabHOW (MO oTHOLWeHuo kK Dr.Web
Scanning Engine) daiinosoli cucteme.

o O6x0auT KaTanoru haoBOM CUCTEMbI COFIACHO 3aaHuio, nepesaet
dannbl Ha NpoBepky ckaHupyrowemy aapy Dr.Web Scanning Engine
1 OMOBeLLaeT KOMMOHEHTbI-KIVEHTbI O XOZ€e NMPOBEPKU.

e BoimonHser yaaneHne I/IHCI)I/ILIJ/IpOBaHHbIX ¢a|7u10|3, nepemMeLleHme nx B
KapaHTH 1 BOCCTaHOBJ/IEHNE U3 KapaHTWHA, ynpaBideT KataaoramMmm

KapaHTWHa.

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT

Dr.Web Network Checker

Dr.Web MeshD

O npoaykTe

OnucaHue

o OpraHu3yeT 1 COAEPXKMT B akTyalbHOM COCTOAHUN KELU, XPaHs LM
MHGOPMaLMIO O paHee NPOBEpPEeHHbIX Palinax AN yMeHbLeHNs
4aCTOTbl MOBTOPHbBIX MPOBEPOK Galnos.

Ncnonb3yetcs kOMNOHEHTaMu, NPOBEPAOLW MMM 06 beKTbl PpainoBOl
cucteMsl, Takumu Kak SplDer Guard, SplDer Guard gns SMB

VcnosHsiemblin dainn komnoHeHTa: drweb-filecheck.

BHyTPEHHee HaVMeHOBaHWe, BbIBOAKMOE B XypHan: FileCheck

AreHT ceTeBOW NPOBEPKMN AaHHbIX.

e Vicnonb3yeTtcs Ans nepezayv Ha NPOBEPKY B CKaHUpytoLLee A4p0
JaHHbIX, OTNPaBAEHHbIX KOMIMOHEeHTaMW NMPOrpaMMHOTO KOMrlekca
yepes ceTb.

e o3Bosset Dr.Web Industrial ans dpaiinosbix cepsepos Unix
OpraHv3oBbIBaTb pacnpeseneHHyto NpoBePKY AaHHbIX: MPUHUMaTL Ha
NnpoBepKy AaHHble C yAaNeHHbIX Y310B CETU U NnepesaBaTh J0Ka/bHble
JaHHble Ha NPOBepPKY Ha yAaNeHHble y3bl ceTh. [aa npuema u
nepesaun faHHbIX Ha YAaseHHbIX y3/1aX TakxKe JOJKEH
bYHKUMOHUPOBAThL aHTUBUPYCHBIV NpoaykT Dr.Web ans
onepaumoHHbIX cucteM cemerictea Unix. B pexuvme pacnpegeneHHon
NpoBepKku NO3BOASET aBTOMAaTUYeCKV pacrnpesenaiTb UHTEHCMBHOCTb
aHTUBUPYCHOTO CKaHWPOBaHWUA MO JOCTYMHbIM y31aM, CHUXasA
Harpysky Ha y3/bl ¢ 60abLWKUM 06beMOM NPoOBepPKN (Hampumep,
BbIMOJIHAOLLUX POJIb MOUYTOBbIX CEPBEPOB U MHTEPHET-LL/IFO30B).

Mpu HanMuMM B CeTU Y3N10B-NapPTHEPOB, CMOCOOHbIX MPUHVMATb AaHHble
Ha NPOBepKy, KOMMOHEHTbI, ncnosb3ytowine Dr.Web Network Checker
419 NMPOBEPKN, MOTYT HE UCMONb30BaTh MOLLHOCTU IOKaNbHOTO
ckaHupytowero agpa Dr.Web Scanning Engine. Takum o6pasowm,
nokanbHoe ckaHupyrolee aapo Dr.Web Scanning Engine, Dr.Web
Virus-Finding Engine 1 BUpycHble 6a3bl MOryT OTCYTCTBOBATb.

Ana obecneyeHuns 6e3onacHoCTV Npu nepegave dainos No cetm
ncnonb3yet SSL

VcnonHsembin dann KoMnoHeHTa: drweb-netcheck.

BHyTpeHHee HanMeHOBaHMVe, BbIBOAMMOE B XypHaa: NetCheck

KomnoHeHT, ocylectBastowmiA noAkntoyeHne npoaykra Dr.Web
Industrial ans parinoBbix cepeepoB Unix kK fokaabHOMY 06.aaKy,
nossosstoliemMy npoayktam Dr.Web ans Unix o6meHnBaThbCs
06HOBEHMAMY, pe3yabTaTaMun NpoBepku dainoB, NnepesaBaTb Apyr
Apyry Ha npoBepky dainbl, a Takke NPefoCTaBAATb YCAYTU
CKaHMpYOLWEero aapa Hanpsamyto.

Mpuv HaM4MM 3TOrO KOMMOHEHTa B COCTaBe NMPOJAyKTa 1 NpW Hainumm B
cocTaBe N0KaNbHOro 06/1aka, K KOTOPOMY OH MOAK/IHOYEH, Y3/10B,
NpesoCTaBAAOLLMX YCAYTY CKaHUPYHOLLLEro fAApa, oKaabHoe
ckaHupytowee agpo Dr.Web Scanning Engine, Dr.Web Virus-Finding
Engine v BMpycHble 6a3bl MOTYT OTCYTCTBOBATbL

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT OnucaHue

NcnonHsembii dparin KOMNoHeHTa: drweb-meshd.

BHyTpeHHee HanMeHOBaHMWe, BbIBOAMMOE B XypHaa: MeshD

3.2.2. KoMmnoHeHTbl NOMCKa yrpos

KomnoHeHT OnucaHue
SplDer Guard MonuTop darinosoii cuctembl GNU/Linux.

PaboTaeT B pOHOBOM pexrme v OTCAEXMBAET onepaumm ¢ dainamm
(Takve Kak co3zaHuve, OTKpPbITUE, 3aKpbITVe 1 3anyck daiina) B GannosbIx
cuctemax GNU/Linux. Mocbinaet komnoHeHty Dr.Web File Checker
3anpocChl Ha NPOBEPKY COAEPXKUMOTO HOBbIX U U3MEHUBLUMXCA GalinoB,
a TaKke UCNoHAeMbIX GaioB B MOMEHT 3arycka nporpamMm.

Pabotaet ¢ dpannosoi cuctemort OC uepes CUCTEMHBIA MeXaHWU3M
fanotify. MoHuTop MoXeT paboTaTb B YyCUIEHHOM WK
«MapaHouganbHOM» pexume, 6a0kupys JoCTyn K daiinam, KoTopble
elle He NPoOBepEeHbI, O MOMEHTa OKOHYaHMWA KX NpoBepku. Mo
YMOJIYaHMIO UCMOJb3YeTCs1 OBbIUHBIN DEXNM MOHUTO PUHTA.

| MocTaBnseTcs TONbKO B COCTaBe AUCTPUOYTUBOB,
: npesgHa3sHaueHHbIx ansa OC cemenictea GNU/Linux.

NcnonHsemblid dpalin KOMNOHeHTa: drweb-spider.

BHyTpeHHee HaMEeHOBaHME, BbIBOAMMOE B XXYpPHaJI: LinuxSpider

SplDer Guard ans SMB MoHuTop pa3gensembix katasoros Samba.

PaboTaeT B OHOBOM pexxume 1 OTCaexMBaeT onepauum Gainnoso
cuUCTeMbl (Takve KakK Co34aHue, OTKPbITUE M 3aKkpbiTie dalina, a Takke
ornepauum YTeHVs U 3aM1CK) B KaTasiorax, OTBeAeHHbIX Ans $ainoBbIx
xpanHunumwy, SMB-cepsepa Samba. MNocbinaet komnoHeHTy Dr.Web File
Checker 3anpocbl Ha NPoOBepPKy COAEPXKNMOTO HOBbIX U U3MEHMBLLMXCS
dannos.

Ana nHTerpaumn ¢ parinoBbIM CepBepoM 1cnonb3yeT mogynmn VES SMB,
paboTatoLme Ha cTOpoHe cepeepa Samba

VicnosHsembln daiin KoOMNoHeHTa: drweb-smbspider-daemon.

BHyTPEHHee HaVMeHOBaHWe, BbIBOAMMOE B XypHai: SMBSpider

PyKOBOACTBO aZMUHWCTpaToOpa

16



o]
o

O npoaykTe

3.2.3. CepBMCHbIE KOMIMOHEHTbI

KomnoHeHT

Dr.Web ConfigD

Dr.Web ES Agent

Dr.Web StatD

Dr.Web Updater

OnucaHue

[JemoH ynpasneHus koHburypauveli komnnekca Dr.Web Industrial gns
darinosbix cepeepos Unix.

o yﬂpaBJ'IﬂeT AKTMBHOCTbHO (3anycn< 1 OCTaHOBKA) APYrnx KOMMNOHEHTOB
nporpaMMHOro Komnaekca B 3aBUCMMOCTM OT HaCTpOEK.

e [lepesanyckaeT KOMMOHEHTbI, 3aBEPLUMBLLNE PabOTy B pe3y/ibTaTe
cbos, 3anyckaeT OfHMN KOMMOHEHTbI KOMMaeKca Mo TpeboBaHmio
Apyrux, MHGOPMUPYeT KOMMOHEHTbI MPOoAyKTa 06 M3MEeHEHWN CoCTaBa
3anyLeHHbIX KOMMOHEHTOB.

e XpaHuT 1 NpesocTaBaseT BCEM KOMMOHEHTaM MHGOpPMaLUmo 06
MMEIOLLMXCA JINLEH3VOHHBIX KJIHOUax U HacTpoikax. Moayyaet
M3MEHEeHHbIe HAaCTPOMKMN U KNKOUM OT YNOJHOMOUYEHHbIX KOMMOHEHTOB
Dr.Web Industrial gna dannosbix cepsepos Unix 1 onoselyaeT Bce
KOMTMOHEHTbl 06 M3MEHEHUM INLEH3VNOHHbIX KHOUel 1 HacTpoek

VcnonHsembln Gainn KoMnoHeHTa: drweb-configd.
BHyTpeHHee HanMeHOBaHMWe, BbIBOAMMOE B XypHaa: ConfigD

AreHT LieHTpav3oBaHHOM 3almTbl. ObecneuviBaeT paboty
NPOrPaMMHOTO KOMM/IEKCa B LIEHTPaNM30BaHHOM M MOBWALHOM

pexxnmax.

e OpraHu3yeT CBA3b C CEPBEPOM LIEHTPAIM30BAHHOM 3aLLUThI,
noslyyaeT OT HEroO NIULEH3UOHHBIV KAOUeBOW daii, 06HOBAEHWS
BUPYCHbIX 6a3 W aHTUBMPYCHOTO AApa.

e [lepepaeT Ha cepBep MHPOPMALMIO O COCTaBE U COCTOSHWM
komnoHeHToB Dr.Web Industrial gns ¢annosbix cepsepos Unix u
HaKOTJIEHHYH CTaTUCTVKY MHLWAEHTOB, CBA3aHHbIX C BPEAOHOCHBIM
rno

NcnonHsembli dpalin KOMNOHeHTa: drweb-esagent.

BHyTpeHHee HanMeHOBaHMe, BbIBOAVMOE B XypHan: ESAgent

KOMMOHeHT ans xpaHeHws CTaTUCTUKK COBbITUI KoMMNoHeHToB Dr.Web
Industrial ans darinoBbix cepsepos Unix.

MonyyaeT 1 opraHu3yeT XpaHeHUe COBbLITWIA, MOCTyNatoLwmx o1
KOMTMOHEHTOB MPOrpaMMHOTO KOMTIeKca, Takx Kak HEOXMAaHHOe
3aBepLUeHne paboTbl, 06Hapy>KeHWe yrpo3bl U Ap.

NcnonHsembii dparin KOMNOHeHTa: drweb-statd.
BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XypHaa: StatD
KomnoHeHT 06HOBAEHWA.

OTBeyaeT 3a 3arpy3Ky C cepBepoB 0OHOBAEHWIA KOMNaHUN «[JOKTOp
Be6» o6HOBAEHWI Ans BUPYCHBIX 6a3, aHTUBUPYCHOTO sapa.

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT

3.2.4. HTepdeiicHble

KomnoHeHT

Dr.Web HTTPD

Be6-untepdeiic ynpasaeHus
Dr.Web

Dr.Web Ctl

Dr.Web SNMPD

O npoaykTe

OnucaHue

O6HOBAEHUA MOTYT 3arpy>aTbCA Kak aBTOMaTMYecKu, Mo pacnmcaHuto,
TakK U HENOCPEeACTBEHHO MO KOMaHAE Nnojsib3oBaTena (t—lepe3 ytmaunty
Dr.Web Ctl nnun uepes Be6-uHTEpdeliic ynpasieHus)

VcnosHsembln dainn kommnoHeHTa: drweb-update.

BHyTPEHHee HanMeHOBaHWeE, BbIBOAVMOE B XypHaa: Update

KOMMOHEHTbI

OnucaHue

Be6-cepBep ynpasseHus komnoHeHTamu Dr.Web Industrial gsis
¢dannosbix cepsepos Unix.

MpeapocTaBnset cneunanmsmpoBaHHblii HTTP APl ans ynpaBaeHus
komnoHeHTamu Dr.Web Industrial ans ¢annosbix cepsepos Unix.
Yka3zaHHbIn APl ncnonb3yetca Beb-vHTepdeincom ynpasneHus.

Ans obecneyeHns 6e3onacHOCTV NpPW NOAKIOYEHUN K BEB-MHTepdelicy
ynpasJieH1a ncnoab3yet npotokon HTTPS.

Ans nepegaun gaHHbix Ha nposepky B Dr.Web Scanning Engine
ncnonb3yet Dr.Web Network Checker

NcnonHsembli dalin KOMNoHeHTa: drweb-httpd.

BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XXypHaa: HTTPD
Beb-uHTepdeiic ynpaBaeHus.

Mo>keT 6bITb OTKPBIT B NIt060OM 6pay3epe Ha JIOKaibHOM Wi
yZaneHHoM y3ne cetn. Hannumne Beb-mHTEepdelica ynpaBaeHus
Nno3BoJIAEeT NPOAYKTY He UCMONb30BaTh CTOPOHHME Beb-cepBepbl
(Takve, Hanpumep, kak Apache HTTP Server) v ytuautbl yaaneHHoOro
aAMUHUCTPMPOBaHNA Hanogobwe Webmin.

PaboTocnocobHocTb o6ecneunBaetcs Beb6-cepsepom Dr.Web HTTPD

Ytunwta, obecneumnBatolas nHtepoeiic ynpasaenns Dr.Web Industrial
ans dannosbix cepeepoB Unix 13 KOMaHZHOW CTPOKMW.

Mo3BoaseT ocyLWwecTBAATL 3anyck NpoBepku Gannos, NpocMaTpmBaTh
COZEPXMMOE KapaHTMHa W yNpaBasaTb MM, 3arnyckaTb 06HOBNEHWE
BMPYCHbIX 6a3, noakntouats Dr.Web Industrial ans dannosbix
cepBepoB Unix Kk cepBepy LEHTPaAN30BaHHOM 3aLLWTbl U OTK/IHOYaTbCS
OT Hero, NPoCcMaTpuBaTh Y U3MEHATb 3HaUYeHUs MapaMeTpoB
KOHUrypauum nporpamMMHOro Komraekca

NcnonHsemblii dpalin KOMNOHeHTa: drweb-ctl.

BHyTpeHHee HavMeHOBaHVe, BbIBOAUMOE B XypHan: Ctl

MpeacTtaBnsier cobort SNMP-areHT.

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT OnucaHue

MpepaHasHaveH ans nHterpaumm Dr.Web Industrial ans dparinoBbix
cepBepoB Unix ¢ BHELWHUMMN cMCTEMaMV MOHUTOPWHra NocpeAcTBOM
npoTokona SNMP. Takas nHTerpauma no3BoaseT oTcaexuBaTb
CoCTOsiHME PaboTbl KOMMOHEHTOB KOMIMEKCA, a Takke cobupaTb
CTaTUCTVIKY OBHapPYXKeHWs 1 HEMTPanm3aLmm yrpos.

Mopaep>xvBaeT npoTokoabl SNMP v2¢ 1 v3

VicnosHsemblin paiin KomnoHeHTa: drweb-snmpd.

BHYTpeHHee HavMeHOBaHWe, BbIBOANMOE B XypHaa: SNMPD

Ha pucyHke Hmxe nokasaHa ctpyktypa Dr.\Web Industrial ans dannoBbix cepepos Unix v ero
B3aMMOZENCTBMA C BHELUHUMU NMPUNOXKEHNAMMU.

Dr.Web ans Unix

Dr.Web Industrial ans ¢aiinosbix cepeepos Unix

Dr.Web HTTPD

| Bob- i | HTTPS
Dr.Web Scanning Engine HESLTIEEGT -

.. '
: Shell, SSH  Apuymcrpatop
eb
Virus-Finding Engine

D e date
CepBep B Dr.Web ES Agent Dr.Web SNMPD | MeHegxep SNMP
LieHTPan30BaHHON
3aLMTH SplDer Guard SpIDer Guard
na SMB na Linux

Dr.Web ConfigD

CepBepbl O6HOB/EHWA

Dr.Web

_|
|
|
|
|

|| Mogaynb VFS

PasaensemMmble
pecypcel Samba

daiinosan
cuctema
Linux

PucyHok 1. Crpykrypa Dr.Web Industrial ana ¢annoBbix cepsepos Unix

Ha npvBeseHHOM pUCyHKe NCNOb30BaHbI Cleaytolie 0603HaYeHUs:

|:| Dr.Web Industrial ansa ¢aiinosbix cepeepos Unix B LeJIOM 1 BHELLHME MO OTHOLLEHWIO K HEMY
nporpammMHble npogykTel Dr.Web, He BxoasLl e HeMoCpeACTBEHHO B ero coctaB

BHeww HWe no oTHoweHwuto k Dr.Web Industrial gna dainosbix cepsepos Unix nporpammbl 1
MporpamMMHble KOMTIEKChI, C KOTOPLIMU OH MHTErpUpYyeTCs

CepBUCHble KOMMOHEHTBI, peLlatole KOHKPETHbIE 3aJauv B pamMKax aHTUBUPYCHOW 3aLLuTbl
(06HOBIEHME BMPYCHBIX a3, NOAKNOYUEHME K CepBepaM LieHTPaAn30BaHHOM 3aLmThl, obuyas
KoopAuHaLms paboTbl U T. 4.)

KomnoHeHTbl, NpesocTtaBastoLme (Noab30BaTeNto AN CTOPOHHUM MPUAOXKEHUAM) MHTepdeic ans
ynpasneHua pabotoi Dr.Web Industrial ans ¢annosbix cepsepos Unix

PyKOBOACTBO aZMUHWCTpaToOpa
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| KoMnoHeHThl, ncnonb3syemble AnA aHTVIBMpyCHOVI NnpoOBEPKN

ba3oBble aHTUBMPYCHbIE KOMMOHEHTbI, 0bpa3ytowme sgpo Dr.Web Industrial ana dannosbix
cepeepoB Unix. Vicnonb3ytoTca KOMMOHeEHTaMK, OCYLLLECTBASOLL UMY NPOBepKy Gannos 1 faHHbIX

KomnoHeHTbl, 0603HaYeHHble MYHKTUPHOW rpaHuLLEeN, MOTYT OTCYTCTBOBATb, B 3aBUCUMOCTM
OT NOCTaBKN MK cLueHapus ncnosb3oBaHus Dr.Web Industrial ana ¢annosbix cepepos Unix.

Bonee noagpobHO komnoHeHTbl Dr.Web Industrial ansa darinosbix cepsepoB Unix onuncaHbl B

pa3gene KomnoHeHTbl DrWeb Industrial ana darinosbix cepeepos Unix.

3.3. NomewieHne B KapaHTUH

KapaHTtnH Dr.Web Industrial ana dpaninosbix cepsepos Unix npeactaBaseT cobon cnuctemy
KaTafnoro., NpeAHa3HaYeHHbIX A5 HAAEXHOM M30aaLMm GalinoB, CoaepKaLlUmX BblSBIEHHbIE
Yrpo3bl, KOTOpPbIe B AaHHbIA MOMEHT He MOTYT OblTb 06€3BpeXeHbl MO KakMM-11mbo
npuunHam. Hanpumep, obHapy>eHHas yrpo3a MoXeT 6biTb HEM31EUNMMOM, MOTOMY UTO elle
Hen3BecTHa Dr.Web Industrial ans ¢annosbix cepsepos Unix (Hanpumep, oHa 6bina
O6Hapy>KeHa 3BPUCTMYECKMM aHaAN3aTOPOM, a B BUPYCHbIX Ha3ax ee curHaTypa, a
CNeflOBATENBHO, U METOZ SIeYeHMs, OTCYTCTBYET), AW NP MOMbITKE €€ IeYeHMs1 BO3HUKAKOT
owmnbku. Kpome TOro, dann MoxeT ObITb NepeMELLEH B KAPAHTUH HEMOCPEACTBEHHO MO
XeNaHWo MoNb30BaTeNsA, eC/Iv OH Bblbpas COOTBETCTBYIOLLEE AEVICTBUE B CMINCKE

O6Hapy)KeHHbIX Yyrpo3 nan ykasaa ero Kak peakumto Ha yrposbl onpeAeJeHHOro TMrna.

Koraa dainn, cogep>kalumii yrposy, nepemMeLlaeTca B KapaHTUH, OH cneunanbHbiM o6pa3om
nepevMeHOBbIBaeTCs, UTOObI MPefOTBPaTUTb BO3MOXHOCTb €ro naeHTUduKaLmm
nosib30BaTeNAMU U MPOrpaMMamu, U 3aTPYAHUTb JOCTYN K HEMY, MUHYS MHCTPYMEHTbI
paboTbl C KapaHTUHOM, peann3oBaHHble B Dr.Web Industrial ans ¢annosbix cepsepos Unix.
Kpome TOro, npu nepemMelleHnn gpaiina B KapaHTUH y HEro Bceraa copacoiBaeTcs 6mut
WCMONHEHWA ANs NpejoTBPaLLeHns 3anycka.

Katanoru kapaHT1Ha pasmeLlaroTcs:

e 8 doMawHemM Kamasoze nosb308ameisi (€CIV Ha JAHHOM KOMMbIOTEPE UMEETCA HECKO/IbKO
YUYeTHbIX 3aMnCer pa3HbIX NONb30BaTesIeN, TO B AOMALUHEM KaTajaore KaXzaoro n3 atmx
nosb3oBaTenen MoXeT OblTb CO3/aH CBOW COOCTBEHHbIV KaTanor kapaHTUHA);

® 8 KOpHeeoM kamaJsioee Kax0020 102u4ecKk020 Momd, CMOHTHU poBaHHOTO B ¢a|7|n0|30|7| cncrteme.

Katanoru kapaHTvHa Dr.Web Industrial ana dpannosbix cepBepoB Unix Bcerga numerot nma
.com.drweb.quarantine 1 co3aatoTca Mo Mepe HeobXxoANMOCTM B TOT MOMEHT, KOraa K
Kakon-1mbo yrpose npumMeHseTcs gencrere «B kapaHTUMH» (QUARANTINE), ApyruMu
CNoBaMu, JO TeX NOp, NOKa Yrpo3 He oOHapy>XXeHO, KaTaslorn kapaHTMHa He co3gatotca. [Mpwu
3TOM BCerja co3jaeTcs TObKO TOT KaTanor KapaHTUHA, KOTopbI TpebyeTcs ans nonaumm
danna. lna onpegeneHuvs, B Kakon 13 katanoros TpebyeTca n3onnposaTb Gaisi, NCNOAb3yeTCs
nMmsa Bnagenoua danna. Ecam npu ABUXeHUN K KOPHHO GalIoBOM cMCTeMbl / OT KaTasora,

PyKOBOACTBO aZMUHWCTpaToOpa
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cozepxkaliero Ganin, JOCTUraeTcs AOMaLUHWIA KaTanor Baagesnbla, Gain nsonnmpyertcs B
KaTasor KapaHTWHa, HaxoAALWwmicA B HeM. B npotnBHOM cnyuae daiin byaet nsonmposaH B
KaTa/sor KapaHTMHa, CO34aHHbIM B KOPHE TOMa, coAep>Kallero darnn (KOpHEBOW KaTaaor Toma
Heobs3aTeNbHO COBNAaAET C KOPHEM ParinoBoOM cmcTeMbl). Takum obpasom, nrobon
NHOULMpPOBaHHbIN dalin, NoMeLLlaeMblil B KapaHTUH, BCerga octaeTcs Ha TOM TOME, Ha
KOTOPOM OH 6bln 06Hapy>KeH. IT0 obecneunBaeT KOPPEKTHYO PaboTy KapaHTMHa Npu
HaJIMYNU B CUCTEME CbEMHbIX HAKOMUTENEN U APYrX TOMOB, KOTOPble MOTYT MOHTMPOBATHCA
B ¢pailNioBOW cUCTEME MEePUOAMNYECKM N B Pa3INYHbIE TOUKN.

Monb3oBaTenb MOXET yNpaBAATb COAEPXKUMbIM KapaHTMHA U3 KOMaHAHOW CTPOKWU, NCMOb3YA
ytnanty DrWeb Ctl nan uepes Beb6-uHtepdenc ynpasneHus. Mpu 3Tom Bcerga
obpabaTbiBaeTCa KOHCONMANPOBAHHbBIN KapaHTUH, 06beANHAOLWMIA B cebe BCe KaTanoru ¢
M30AMPOBAHHBIMU O6BEKTAMMU, JOCTYMHbIE B AaHHbIN MOMeHT. C TOUKM 3peHns Noab30BaTeNs,
NpPOCMaTPUBAOLLErO COAEPXKMMOE KOHCONNANPOBAHHOTO KapaHTUHA, KaTaaor KapaHTUHa,
pacrnofaratoLminesa B ero JoMallHeM KaTanore, Ha3biBaeTcs [10/16308ame/lbCKUM KapaHTUHOM,
a BCe OCTa/lbHble KaTanoru kapaHTuHa cuntarotca CucmemHbIM KapaHTUHOM.

PaboTa ¢ KapaHTMHOM BO3MOXHa Ja>Xe Torga, Korga OTCYyTCTBYET aKTUBHaA JULEH3UA, HO B
: 3TOM CJlydae CTaHOBUTCA HEBO3MOXXHbIM e4HeHne U30NNPOBAHHbIX 0H6BEKTOB.

3.4. MonHomouusa ansa pabotbl ¢ pansiamm

Mpwn ckaHMpoBaHWUN 06bEKTOB PanoBON CUCTEMbI N HeUTpaamnsaumm yrpo3 Dr.Web Industrial
ans dannosbix cepsepos Unix (TouHee, Nonb30BaTesb, OT MMEHUW KOTOPOTrO OH 3anyLleH)
AOMKeH obnagatb CreaytoWwMm NOJTHOMOYNAMMN:

[AelictBue Tpebyemble nosiHOMOUMA

Bb1800 8cex obHapy keHHbIX be3 orpaHunyeHunii. CneupanbHbix MOAHOMOUM He TpebyeTcs.
yepos

Bbi800 codepxumozo be3 orpaHuyeHuin. CnewpanbHbIX MOAHOMOUKI He TpebyeTca.

KoHmeliHepa (apxued,
noymosoeo ¢atina u m. n.)

(OTO6paxeHre ToNbKO
3/1IEMEHTOB, KOTOPbIE
cozep>KaT oLmnbKy nau

yrposy)

epemeuwyeHue 8 kapaHmMuH be3 orpaHuyeHuin. MNMonb3oBaTeNb MOXeET OTNPaBAATL B KapaHTUH BCe
MHPULMPOBaHHbIe Gaiiibl, HE3aBUCMMO OT HaNNYMA Yy Hero Npas Ha
yTeHWe ¥ 3anucb ANd nepemMeltaeMoro daiina.

Y0oanerue yepos Monb3oBaTeNb AOMKEH MMeTb NpaBa Ha 3anucb B yaansaeMblin daiin.

PyKOBOACTBO aZMUHWCTpaToOpa
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JleyeHue atlinos

BoccmaroeneHue galina u3
KapaHmuHa

YoaneHue ¢patina u3
KkapaHmuHa

O npoaykTe

Tpebyemble nosiHOMouuns

| Ecnv yrpo3a obHapyxkeHa B paline, HaxoAaLLeMCs B
° KOHTEWHepe (apxvB, MOYTOBOE COOBLLEHME U T. M.),

BMECTO Yyza/ieHUs BbIMOJHAETCS nepemMelleHne
KOHTeliHepa B KapaHTUH.

be3 orpaHuyeHuit. Moce BbINOAHEHUs NeYeHNs OCTAETCS BblIEYEHHbIN
balin ¢ ncxoHLIMU NpaBamMm 4OCTyNa ¥ BAaZeNbLEM.

| ®aiin MOXeT 6bITb yAaNeH, ECAN yaaNeHNE ABASETCA
: MeTOZ0M NleyeHns 06Hapy>KEHHOW B HEM YrpO3bl.

[Tonb3oBaTens AOJDKEH MMETb pa3pelleHne Ha YTeHne
BOCCTaHaB/MBaeMoOro q)a|7|na N UMETb pa3peLlleHne BbINOJIHATL 3anncb B
KaTanor BOCCTaHOBAEHUA.

Monb3oBaTeNb AOMKEH MMeTb paspeLleHne Ha 3anncb B UCXOAHbIN daiin,
KOTOpPbIV Hbl NepemMelleH B KapaHTUH.

[ns 3anycka ytwawtbl ynpaBaeHns ns komaHaHou ctpoku Dr.Web Ctl ¢ npaBamu
: cynepnonb3oBatens (06bIYHO root) NCMOb3YHTe KOMaHAY CMeHb! MoJIb30BaTeNs su Un
KOMaHZy BbIMOJHEHWA OT MEHW APYroro nosb3oBatena sudo.

3.5. Pexxumbl pa6oThbi

B sTom pa3sgene

° I'Ipleu,vmbl u,eHTQaﬂI/I?;OBaHHOIZ 3alINThbI
° HOAKIII-O‘-IEHI/IG K CEPBEPY u,eHTpanmosaHHoM 3alUlNThbI
e OTKNIHOYEHME OT cepBepa QeHTpaJ'IVBOBaHHOI\/JI 3alllNTbI

Dr.Web Industrial gns ¢annosbix cepsepoB Unix MoxeT paboTaTb kak B aBTOHOMHOM pexume,
Tak 1 B COCTaBe KOPMOPATUBHOW UAWN YaCTHOW GHMUBUPYCHOU cemu, ynpaBasieMOn KakuM-
nmbo cepsepom yeHmMpanuzo8aHHoU 3aujumel. Takon pexxmmM paboTbl Ha3biBaeTCA pexXUMOM
yeHmpasauzosaHHol 3auwjumel. icnonb3oBaHMe 3TOro pexvma He TpebyeT yCcTaHOBKM
AOMONHUTENBHOIO MNPOrpaMMHOro obecneyeHuns, nepeycTtaHoBKN Uan yaaneHnsa DrWeb
Industrial gna dannosbix cepeepos Unix.

e B asmoHomHOM pexume 3almiLaeMblii KOMMbHOTEP HE BKIFOUEH B @aHTUBUPYCHYHO CETb U
ynpaBAseTca NoKalbHO. B 3TOM pexvme KOHOUTypaunMoHHbIN N TNLLEH3NOHHBIN KNHOUYEeBOW
dalinbl HaxoAATCA Ha IoKaNbHbIX Anckax, a Dr.Web Industrial ans dannosbix cepsepos Unix
MOJIHOCTbIO yNpaBAAeTCs ¢ 3alimiiaemMoro Komnbtotepa. ObHOBNEHMA BUPYCHBIX 6a3
MOJy4aroTCs C cepBepoB 0H6HOBEHUN KOMNaHUN «/lokTop Beb».

PyKOBOACTBO aZMUHWCTpaToOpa
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e B pexxume yeHmpanuzosaHHol 3auyumel 3alLMTOM KOMMbOTEPA YNpaBaseT cepBep
LeHTpasn30BaHHOW 3almnTbl. B 3TOM pexunme HekoTopble GyHKUMM 1 HacTporikmu Dr.Web
Industrial ans dannoBbix cepepoB Unix MOryT 6bITb M3MEHEHbI AN 3a6N10KMPOBaHbI B
COOTBETCTBMMU C 06LLen (KopnopaTUBHOW) CTpaTernen aHTUBMPYCHOM 3aLUUThbl, MPUHATOM B
aHTUBMPYCHOM ceTW. B 3TOM pexnme Ha KOMMbIOTEPE UCMO/b3YeTCs 0CObObIN
NNLEH3NOHHbIV KNtoueBOM dalin, NoayYeHHbIN OT BbIBpaHHOro cepeepa
LEeHTPaAM30BaHHOM 3aLLmTbl, K KOTopomy nogiitodeH Dr.Web Industrial ana dannoBbix
cepBepoB Unix. JINLLEH3NOHHBIN NV AeMOHCTPaALIMOHHbIV K1toueBoKr darin nosb3oBaTtens,
€C/IN OH MMEETCS Ha NoKaJlbHOM KOMMbHOTEPE, He NCNob3yeTcs. Ha cepeep
LEeHTPaAM30BaHHOM 3aLLMTbl OTCbIIAaeTca cTatnuctuka pabotel Dr.\Web Industrial ans
darinosbix cepsepos Unix, BItoYas CTaTUCTUKY MHUUAEHTOB, CBA3aHHbIX C BPeAOHOCHbBIM
MO. O6HoBAEHME BUPYCHBIX 6a3 TakKe BbIMOJHAETCA C CepBepa LieHTpaM30BaHHOWM
3almThl. HacTpoilika pexxrvMa LieHTpaan3oBaHHOM 3aLmThl onvcaHa B PykoBoacTBe
aaMmuHuctpaTtopa Dr.Web Enterprise Security Suite no ynpaeneHuto Dr.Web Industrial ans
dannoBbix cepeepoB Unix.

e B mobuneHom pexume Dr.Web Industrial gna dparinosbix cepepos Unix nonyvaet
0OHOBNEHWNA BUPYCHbIX 6a3 ¢ cepBepoB 06HOBAEHUN KOMMNaHUK «lokTtop Beb», HO
MCNOAb3YeT NOKaNbHO XPaHALLMECA HACTPOUKM M 0CODObIN NLEH3MOHHBIW KIHOUeBOW dalin,
MoJlyYeHHble OT cepBepa LieHTPaIM30BaHHOW 3aLLmThI.

Bo3MOXHOCTb HacTpOWkn MoHUTOpa dannosor cucteMbl SplDer Guard, a Takke ero
BK/IFOUYEHMA N BblkItOUeHMA npu paboTte Dr.Web Industrial ans dannosbix cepepos Unix nog
ynpaBieHVeM cepBepa LeHTPaan30BaHHON 3alUMTbl 3aBMCUT OT pa3peLleHnin, 3aflaHHbIX Ha
cepBepe.

NMpyHUUNBbI LLEeHTPA/IM30BaHHOM 3aLUThI

PeweHunsa komnaHun «Joktop Beb» no opraHmnsaLmm LeHTpaan30BaHHOM aHTUBUPYCHOWM
3aWMTbl UMEIOT KINEHT-CEPBEPHYIO apXUTEKTYPY (CM. UANHOCTPALIMIO HUXKE).

KomnbtoTepbl KOMMaHWM UK NONb30BaTe el NocTaBLumKa IT-ycayr 3almiwatoTcs oT yrpo3
JI0KA/IbHBIMU GHMUBUPYCHbIMU KOMNOHeHmMamu (B AaHHOM caydae npoayktom Dr.Web Industrial
ans dannoBbix cepepoB Unix), KoTopble obecneymBatoT aHTUBMPYCHYHO 3aLUUTY U
NnoAJep>XNBatoT COeANHEHNE C CEPBEPOM LIEHTPaNN30BaHHOM 3aLUMThI.

PyKOBOACTBO aZMUHWCTpaToOpa
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Cepsep
LeHTpanM30BaHHOM
3aLWwmnThl

CeTb Ha ocHoBe TCP, NetBIOS

AamMuHUCTpaTop

aHTUBUPYCHOM ceTn ====[loctyn uepes HTTP/HTTPS

3allMLEeHHbIN Mepenaya o6HOBAEHWMI Uepes
NOKaNbHbIN KOMMbOTEP HTTP

CepBep 06HOBIEHWI
koMnaHun «Jloktop Beb»

0 @ o

PucyHok 2. Jlornueckas CTpyKTypa aHTUBUPYCHOM ceTn

O6HoBneHMEe N KOHPUTYpaLMa NOKaNbHbIX KOMMOHEHTOB MPOW3BOANTCA Yepes cepsep
YeHmpasau3o8aHHol 3aujumel. Becb NOTOK KOMaHA, AaHHbIX U CTaTUCTUYECKOW MHPOpMaLnn B
aHTUBMPYCHOW CETU TakoKe MPOXOAUT Yepes cepBep LIeHTPaan3oBaHHOM 3awmTtbl. O6bem
Tpaduka mexay 3amLLEeHHbIMU KOMMNbOTEPaMK U CEPBEPOM LIEHTPANN30BaHHOW 3aLUMThI
MOXeT 6bITb BECbMa 3HauNTebHbIM, MO3TOMY MpeAycMaTpMBaeTca BO3MOXHOCTb €ro CKatus.
Ncnonb3oBaHue wndpoBaHma Npu nepegaye aHHbIX NO3BOAsSET n3bexaTb pasrialleHms
LeHHbIX CBeAeHWI 1 NOAMEHbl NPOrpaMMHOro obecneyeHuns, 3arpy>aemMmoro Ha
3alMLEeHHblE KOMMbHOTEPSI.

Bce HeobxoanMmble OBHOBNEHMA 3arpy>KaroTca Ha CepBep LieHTPaIM30BaHHOW 3aLmThl C
cepBepoB 06HOBNEHUI KoMMaHuK «/lokTop Beb».

VIameHeHnsa B KOHq)I/II'ypaLI,I/II/I JIOKaJIbHbIX aHTUBUPYCHbBIX KOMMOHEHTOB 1 NMepejada KOMaH4
OCyLlecTBaAETCA CepBEPOM LLeHTpaﬂM3OBaHHOﬁ 3anTbl NO YKasaHNKO aAMUHNCTPATOPOB

PyKOBOACTBO aZMUHWCTpaToOpa
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aHTUBMPYCHOW ceTU. AGMUHUCTPATOPbI YyNPaBAAtOT KOHPUIypaLmen cepeepa
LeHTPaAn30BaHHOM 3alnTbl U1 GOPMMPOBAHNEM aHTUBUPYCHOW CeTU (B HYaCTHOCTH,
NOATBEP>KAAOT NMPaBOMEPHOCTb NMOAKIFOUEHWNS NOKAIbHOM CTaHLMW K CETH), @ Takxke, Npu
HeobXoAMMOCTH, 3aAat0T HAaCTPOWMKM PabOoTbl KOHKPETHBIX JIOKaNbHbIX aHTUBUPYCHbIX
KOMMOHEHTOB.

| JlokanbHble aHTMBUPYCHbIE KOMMOHEHTbI HECOBMECTUMbI C @aHTUBUPYCHbBIM MPOrpaMMHbIM

& obecreyeHvieM Kak Apyrvx KOMMaHWi, Tak U aHTUBUPYCHbIMU peLieHuamu Dr.Web, He
NOAAEP>KMBAIOLLMMY PEXUM LIEHTPAIM30BaHHON 3aLUuTbl (HanpuMep, aHtnempyc Dr.Web
Bepcum 5.0). YcTaHOBKa ABYX aHTUBMPYCHbBIX MPOrpaMM Ha OAHOM KOMMblOTEPe MOXKeT
MPUBECTN K OTKa3y CUCTEMbI UV NOTEPe BadKHbIX AaHHbIX.

B pexxume LleHTpann30BaHHOM 3aLLyMTbl BO3MOXEH 3KCMOPT U COXPaHEHME OTYETOB O
dyHkumnoHupoBaHum DrWeb Industrial ana ¢annosbix cepsepo Unix ¢ nomMoLpto cepBepa
LleHTpaAn3oBaHHOM 3alwmnTbl. [Togaep>KmBaeTcs 3KCNOPT U COXPaHeHWe oT4eTOB B dopMaTax
HTML, CSV, PDF n XML.

MoakntoueHne K cepBepy LEeHTPaIN30BaHHOM 3alUTbI

Dr.Web Industrial ans ¢annosbix cepBepoB Unix MoXeT BbITb NOAK/IOYEH K CEpBEpPY
LEeHTPaM30BaHHON 3aLUNTbl aHTUBUPYCHOWN CETU NPM NOMOLLUM KOMaH/bl esconnect
YTUAUTBI YNPaBaeHUA U3 KOMaHAHOW CTPOKu drweb-ctl.

| Ons BepudvKaLmm cepBepa LIEHTPaM30BaHHOM 3aLLWTbl UCTOb3YeTcs cepTuduKar,
: COOTBETCTBYHOLLUIA YHUKAIbHOMY OTKPbLITOMY KAtOUY LUMGPOBaHUS, UCMONb3YEMOMY

cepBepoMm. 1o yMONUYaHUIO areHT LeHTpaan3oBaHHoOM 3awmtel Dr.Web ES Agent He
MO3BOIUT MPOM3BECTU NMOAKIIOUEHME K CEPBEPY, €CNN Bbl He yKaxkeTe daiin cepTudukaTa
cepBepa, K KOTOPOMY MPOU3BOAMUTCA NOoAKAtOYUeHVe. Pain cepTudukaTa HeOH6XOAMMO
npesBapuTeNbHO MONYYUTb Y aAMUHUCTPATOPa aHTUBUPYCHON ceTn, 06CayviBaemMon
cepBepoM, K KOTOPOMY Bbl XOTuTe nogkntoumte Dr.Web Industrial ans dainnosbix cepsepos
Unix.

Ecnim Dr.Web Industrial ana dannosbix cepBepoB Unix moakntoueH K cepBepy
LEHTPaNM30BaHHOM 3aLUMTbl, TO MMEETCA BO3MOXHOCTb NEPEBECTU €r0 B MOBU/IbHBIN PEXMM
M BEPHYTb Ha3aj B PeXWM LEeHTPaaM30BaHHOW 3alumTbl. BkatoueHme 1 BbikatOUeHMe
MOBUBHOTO pexrma peryanpyercs napamerpom KoHdurypaumm MobileMode KOMMNOHEHTa
Dr.Web ES Agent.

| Bo3moxkHocTb nepexoga Dr.Web Industrial ans daiinosbix cepepos Unix B MO6UAbHbI
: pexxuM paboTbl 3aBUCUT OT pa3peLleHnit, 3afaHHbIX Ha UCMOJIb3yeMOM cepBepe
LieHTpaa130BaHHOW 3aLLuTbI.

PyKOBOACTBO aZMUHWCTpaToOpa
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O npoaykTe

OTKNroueHue OoT cepBepa LeHTPa/IM30BaHHOMW 3aLLMUTbI

Dr.Web Industrial ana dannobix cepsepoB Unix MoxeT HbITb OTK/IHOUEH OT cepBepa
LEeHTPaan30BaHHOW 3aLUMTbl aHTUBUPYCHOWN CeTU NPU NOMOLLUM KOMaHAbl esdisconnect
YTUAUTBI YNpaBaeHUsA U3 KOMaHAHOW CTPOKK drweb-ctl.

PyKOBOACTBO aZMUHWCTpaToOpa
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CuctemHble TPGGOBaHMﬂ U COBMECTUMOCTb

4. CuctemHble Tpeb6oBaHUA U COBMECTUMOCTb

B atom pasgene

e CncremHble TpeboBaHUA
e [lepeyeHb NoAAEPXKMBAEMbIX BEPCUI ONEPALIMOHHbIX CUCTEM

o GNU/Linux
o FreeBSD

e Tpebyemble JONONHUTENbHbIE NAKETbl U KOMOOHEHTbI
e OrpaHnyeHUs COBMeCTUMOCTH
e MNopsepxrBaemble dalinoBble CEPBEPSI
o Qarnoasa cayxba Samba
e COBMECTMMOCTb € MoacucteMamum 6€30nacHOCTH

CncremHble Tpe6oBaHunsA

Ncnonb3oBaHune Dr.Web Industrial ana dpainoBbix cepepoB Unix BO3MOXHO Ha KOMMbIOTEpPE,

yaoBaetsopAarowem cnegyrounm Tpe6OBaH nAM:

Mapametp

Mnatdopma

OnepaTvBHas
namaTb

MecTo Ha
>KeCTKOM auncke

OnepaupoHHas
cncTemMa

Mpouee

Tpe6boBaHusa

nO,ﬂ,Aep)KI/IBaI-OTCH npoueccopbl chefyroWmnx apxXnUTekTyp U cUCteM KoOMaHA:

e Intel/AMD: 32-6urt (IA-32, x86); 64-6uT (Xx86-64, x64, amd64);
o ARM64;

o E2K (3166pyc);

e IBM POWERSY, Power10 (ppc64el)

He menee 500 Mb cBo60aHOM onepaTvBHON NamaTn (pekoMenayetcs 1 b n 6onee)

He menee 2 b cBO60OAHOTO AMCKOBOrO NMPOCTPAHCTBA Ha TOME, Ha KOTOPOM
pa3MeLLaroTCa Katasoru yctaHaBAMBaeMOro Npojykra

GNU/Linux (Ha ocHoBe agpa Bepcun 2.6.37 nnm 6osiee No3zHeN, UCMO/b3ytoLLas
6mbvoTeKy glibc Bepcum 2.13 nam 6onee No3gHen, cMCTeMY UHULMANN3A LN
systemd Bepcum 209 nnm 6onee no3gHroto), FreeBSD. MNMepeyeHb NnoasepkrBaembix
BEPCUIA ONepaLMOHHbIX CUCTEM NMPUBEAEH HUKE.

OnepaumnoHHas cicTemMa JOJKHa NOAAEePXMBaTb MeXaHM3M ayTeHTudurkaummn PAM

Hannune ceteBoro NOAKNHOUYEHUA!

e MOAKItOYEHME K UHTEPHETY AN OOHOBEHMA BUPYCHbIX 6a3 1 KOMMOHEHTOB
aHTUBMPYCHOTO MPOAYKTa;

e npu paboTe B pexxuMe LeHTPaM30BaHHOM 3aLnTbl 4OCTAaTOYHO TObKO

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp Tpe6boBaHusa

MOAKNHOUYEHUS K UCMO/Ib3YeMOMY CEPBEPY B pamKax JIoKasbHOW ceTw, ZOCTyn B
VHTEpHeT He TpebyeTcs

Ana obecneueHns npaBuabHon pabotel Dr.Web Industrial ans darinosbix cepsepos Unix
AOMKHBI ObITb OTKPbIThI CEAYIOLLME MOPThI:

HasHaueHue HanpaBnenue Homepa nopros

[Ans nonyyeHns o6HOBAEHWIA NCXOAA LN 80

nepei-IEHb noaaep>xmBaemMbiXx BEpCVII7I onepaLnnoHHbIX CUCTEM

GNU/Linux
Mnardopma Mopaep>xuBaemble Bepcun GNU/Linux
%86 64 e Astra Linux Common Edition (Open) 2.12;
) e Astra Linux Special Edition 1.6 (c kyMynATVBHbIM NaTyeM
20200722SE16), 1.7, 1.8;
e CentOS 7, §;
e Debian 9, 10, 11, 12, 13;
e Fedora 37, 38;
e Red Hat Enterprise Linux 7, §;
e SUSE Linux Enterprise Server 12 SP3;
e Ubuntu 18.04, 20.04, 22.04, 24.04;
e AnbT 8 CIMT;
e AnbT Pabouas ctaHums 9, 10, 11;
e AnbT Cepaep 9, 10, 11;
e [ocamHykc IC6;
e PEJ1 OC 7.2 MYPOM, PEZL OC 7.3 MYPOM, PE/J] OC 8
%86 e CentOS 7;
e Debian 10;
e AnbT 8 CIT;
e AnbT Pabouas ctaHuma 9, 10
ARM64 e Astra Linux Special Edition (HoBopoccuiick) 4.7;

e CentOS 7, 8;

e Debian 11, 12;
e Ubuntu 18.04;
e AnbT 8 CIT;

e AnbT Pabouas ctaHums 9, 10, 11;

PyKOBOACTBO aZMUHWCTpaToOpa
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Mnatdopma MNoaaepxuBaembie Bepcnn GNU/Linux

o Anbt Cepep 9, 10, 11

E2K e Astra Linux Special Edition (JleHuHrpaga) 8.1 (C KyMynAaTUBHbBIM
natuem 20200429SE81);

e AnbT 8 CIT;
e AnbT Pabouas crtaHumsa 10;
o AnbT Cepep 10;
e OMNO BK 31b6pyc-8.32 TBI1.00311-28;
e Dnbbpyc-4 MUCT 1.4
ppc6del e CentOS 8;
e Ubuntu 20.04

iIE B OC Anbt 8 CI1, 2n66pyc-A, MUCT 1.4 n FTocamHykc IC6 paboTta ¢ MaHAATHbIMWU YPOBHAMMU
[OCTyNa He MoAJep XMBaeTCs.

Ans npounx Bepcnint GNU/Linux, COOTBETCTBYIOLLMX ONMMUCaHHbIM TpeboBaHMAM, NOAHaA
coBMmecTuMocTb ¢ Dr.\Web Industrial gna dannosbix cepBepoB Unix He rapaHTupyetca. Mpw
BO3HWKHOBEHMN NpobiemM C COBMECTUMOCTbIO C BaWnM Anctpmbytneom obpatutecs B

TEXHUYECKYIO NOAAEPXKKY.

FreeBSD

Mnardopma Moapep>xuBaemblie Bepcun FreeBSD
x86 11,12,13, 14

x86_64 11, 12,13, 14, 15

| [Ons OC FreeBSD ycraHoBka Dr.Web Industrial ans dannosbix cepepos Unix Bo3MOXHa
g TONIbKO U3 yHMBEepCabHOrO naketa.

CuctemHble TpeGOBaHVIil U COBMECTUMOCTb

[Ana xoppektHoli paboTbl Dr.Web Industrial gna pannosbix cepsepos Unix B OC FreeBSD
13, 14 1 15 HeOHXOAMMO YCTaHOBUTbL MaKeT COBMECTUMOCTM compatl2x.

Tpe6yeMble AONOoJIHNTe/ibHble NakeTbl U KOMMNOHEHTbI

Dr.Web Industrial ana dannosbix cepBepoB Unix He TpebyeT ycTaHOBKM AOMONHUTENbHbIX
naketoB 1 komnoHeHToB OC (KpoMe nNporpaMMHOro obecneyeHms 3aLLmLLAeMOro
CepBEPHOro peLleHuns, CM. HUXe).

PyKOBOACTBO aZMUHWCTpaToOpa
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CuctemHble TpeGOBaHMﬂ U COBMECTUMOCTb

[Ans yno6Hoi pabotsl ¢ Dr.Web Industrial ans ¢annosbix cepeepos Unix 13 komaHaHON

CTOOKW peEKOMEeHAYETCA BKIHOUYUTb aBTOA4O0MNOJ/IHEHNE KOMaHL B MCHOﬂbByeMOVI KOMaHAHOﬁ

060/10UKe, €C/IN OHO He BKJIFOYEHO.

B cnyyae BO3HUKHOBEHUS NMPO6IEM C YCTaHOBKOM TPebyeMbIX AOMOHUTENbHBIX MakeToB U
KOMMOHEHTOB 06 paTUTECh K CMPABOYHLIM PYKOBOACTBAM UCMOJ/Ib3yeMO BaMU BEPCUN
onepauvoHHON CUCTEMBI.

OrpaHquva COBMEeCTUMOCTHN

e Paborta SpIDer Guard B ycuneHHOM («MapaHOMAaNbHOM») peXVMeE C NpeaBapuUTebHON
6/0KMPOBKOM AOCTyNa K eLle He MPOBEPEHHbIM daliiam BO3MOXHa mosbko yepes fanotify
1 npu ycnosuu, uto aapo OC cobpaHo ¢ akTUBHOW onumen
CONFIG FANOTIFY ACCESS PERMISSIONS.

MoapepxmnBaembie ¢paitioBble cepBepbl

®dannoBasa cnyxba Samba

Ans nHTerpaunn ¢ pamnoson cayxbom Samba TpebyeTcs yCTaHOBAEHHbIN U HACTPOEHHbIN
cepep Samba oaHoM 13 cnepyrowmx Bepcunin: 3.6-4.24.

@

Monutop SplDer Guard ans SMB, Bxogawuii B coctas Dr.Web Industrial gns darinoBbix
cepsepoB Unix, ncnonb3yeT ans nHterpaumm ¢ Samba cneupanbHbln Mogynb VES SMB.
CoBMecTHO ¢ kKomnoHeHToM SplDer Guard ans SMB noctaBaseTcs HECKObKO BEPCUIA
mozyns VFS SMB, cobpaHHbIX A8 pa3anyHbix Bepcuii Samba, ofHako OHW MOTYT
OKa3aTbCsl HECOBMECTUMbI C BepcUeil Samba, ycTaHOBAEHHOW Ha BalleM daiioBoM
cepBepe, HaNpUMep, ec/Iv YCTaHOBJ/IEHHbIN y Bac cepBep Samba 1cnosib3yeT onuuio
CLUSTER_SUPPORT.

B cnyyae HecoBMecTMMOCTM noctaBasiemblx Mogynein VFS SMB ¢ Bawum cepsepomM Samba,
B npouecce ycraHoBku Dr.Web Industrial ans daiinosbix cepepoB Unix Ha akpaH 6ydem
8bI0aHO coomesemcmeyroujee coobujeHue. B 3Tom ciyyae nepes uHTerpaLyen HeobxoAnMo
BbIMOJIHUTL Npoueaypy cbopkm moayns VFS SMB ans Bawero cepepa Samba, Bkitoyas
noasep>kky onummn CLUSTER SUPPORT, ecan 370 TpebyeTca.

Mpoueaypa c6opkm moayns VFS SMB m3 ncxogHoro koga onvcaHa B pasgene C6opka
moayna VES SMB.

CoBmMecTMMOCTb C noagcmcreMmamm 6e3onacHocTU

Mpwn HacTpowkax no ymonvaHuto Dr.Web Industrial ana dpannosbix cepsepoB Unix He
COBMeCTUM ¢ noacmcremoin 6eszonacHoctn SELinux. Kpome Toro, no ymonuanuto Dr\Web
Industrial ans dpannoBbix cepeepoB Unix paboTaeT B pexxvme orpaHNyYeHHOM
dyHKUMOoHanbHoCcTM B cuctemax GNU/Linux, ncnonb3yrowmx MaHAaTHbie MOAen JOCTyna

PyKOBOACTBO aZMUHWCTpaToOpa
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CuctemHble TpeGOBaHVIil U COBMECTUMOCTb

(Hanpumep, B cMCcTeMax, OCHaLLEHHbIX MOACUCTEMOM MaHaaTHoro goctyna PARSEC,
OCHOBAHHOM Ha NMPUCBOEHUM NOb30BaTeNAM U Garnam pasNnNyHbIX YPOBHEW NPUBUAETUN,
Ha3blBaeMbIX MaHAATHbIMU YPOBHAMM).

B cnyuae HeobxoammocTm yctaHoBku Dr.Web Industrial gna darinoBbix cepepos Unix B
cuctemsl ¢ SELinux (a Takke B CMCTEMBbI, NCMOb3YHOLWMe MaHAaTHble MOAeNn A0CTyna)
HeobXoANMO BbIMOAHUTL JONONHUTENbHbBIE HACTPOWKN NOACMCTEMbI 6e30nacHOCTU ANd
CHATMA OorpaHnyeHnin B dyHkumnoHmnposaHumn Dr.Web Industrial gna dpannosbix cepsepos Unix.

MoapobHee cM. B pasgene HacTtpoiika nogcnmcreM 6€30nacHOCTU.

PyKOBOACTBO aZMUHWCTpaToOpa
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NuueHsupoBaHne

5. /lnueHsnpoBaHune

MpaBa nonb3oBaTens Ha ncnosb3oBaHue konum Dr.Web Industrial ans dannoBbix cepeepos
Unix noATBepXXAAt0TCA U PeryInpyroTca NLeH3nen, npnobpeTeHHOW Noib3oBaTesemM y
komnaHun «[loktop Beb» nnn ee naptHepos. lNapameTpbl IMLEH3UN, PEryAMpPYOLLMEe NpaBa
No/b30BaTeNsl, yCTaHOBNEHbI B COOTBETCTBMM C JIMLIeH3UOHHbIM cornalednem O, ycnosus
KOTOPOro npuvHMUMatoTcs noab3osatenem npu yctaHoske Dr\Web Industrial ans dannosbix
cepeepoB Unix Ha cBoW koMmnbroTep. B anueH3snm pukcnpyetcs nHdopmauma o noab3osartene
M NpoJasLie, a Takxke napamMeTpbl MCMOAb30BaHMA NPUOBPETEHHON KONUW NPOAYKTa, B
YaCTHOCTU:

® NMepeyeHb KOMMOHEHTOB, KOTOPbIE pa3peleHO NCMNOoAb30BaTb AdHHOMY NOAb30BaTENHO;

e Nepunoyj, B TeUeHre KOTOPOro paspeLleHo ncnonb3doaHue Dr.Web Industrial ana darinoBbix
cepepoB Unix;

* pyrve orpaHNyeHuns (B YaCTHOCTW, KOIMYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLleHo
ncnosb3oBatb NpunobpeteHHyro konuto Dr.Web Industrial ans darinosbix cepsepos Unix).

Ka>xaon MueH3nmn Ha ncrnonb3oBaHve NPorpamMMHbIX MPOAYKTOB KOMMNaHun «/Joktop Beb»
COMOCTaBJ/IEH YHWKa/IbHbI CEPUNHBI HOMEP, @ Ha JI0KaJIbHOM KOMMbIOTEPE C IMLLeH3nen
CBA3bIBAETCA CNeunanbHbln Gann, peryampyowmin paboty komnoHeHtoB Dr.Web Industrial
Aana dannoBbix cepepoB Unix B COOTBETCTBUM C NapaMeTpamu anueH3nn. OH Ha3biBaeTcs
JIUYEH3UOHHbIM K/Ito4YegbiM ¢haliiom.

Ans npesBapuUTENbHOIO 03HAKOMJIEHWUS C BO3MOXHOCTAMU NPOAYKTa Bbl MOXeTe
aKTUBMPOBaTb 0eMOHCMPAayuoHHsIU nepuod. MNpu aKTMBaLUN AEMOHCTPALMOHHOrO Nepnosa
Bbl MOJlyYaeTe NPaBoO Ha NOJHOLEHHOE NCMNO/b30BaHMe ycTaHoBAeHHOW konun DrWeb
Industrial ans dpannoBbix cepepoB Unix B Te4eHMe BCEro 3TOr0 Nepmnoaa, eCv He HapyLUEeHbI
ycnoBus ero aktmeaumu. Mpu 3Tom Takke aBToMaTnyeckn GopMUpyeTcsa cneLmanbHbli
kntoyeBow daisl, HazbiBaeMbli 0eMOHCMPAYUOHHBIM.

YT06bl BOCMOAb30BaThCA 4EMOHCTPALIMOHHBLIM NEPUOA0M, 3anonHnTe dopmy . Kaxabii
3anpoc paccMaTpuBaeTcs B UHANBUAYabHOM Nopsajake. B ciyyae nonoxmntenbHOro pelleHums
Mo ykazaHHOMY BaMW aZpecy 31eKTPOHHOW NouTbl ByAeT BblC/aH CneLuanbHbli CEPUNHbBIN
HOMEpP WMAM apXUB C AEMOHCTPALMOHHBLIM KIHOUYEBbIM haiioMm.

Mpw OTCYTCTBMW AENCTBYIOLLEN NVULLEH3UN UIWN aKTUBUPOBAHHOIO AeMOHCTPaLMOHHOrO
nepuoja (B TOM uMcie, eciv CPOK AeUCTBMA paHee NPUOBPETEHHOM NNLIEH3UK UK
AEMOHCTPALMOHHBIV MEePUOZA UCTeK), aHTUBUpPYCHble GyHKUmnn Dr.Web Industrial ans
darnoBbix cepBepoB Unix 61OKMPYHOTCS, KPOMeE TOro, CEPBUC pPeryasapHbiXx OOHOBAEHWI
BMpPYCHbIX 6a3 Dr.Web c cepepoB 06HOBNEeHNI kOMNaHWK «[JokTop Beb» ctaHoBMTCA
HegocTynHbIM. OfHAaKO MMeeTcsl BO3MOXHOCTb akTuBmMpoBaTe Dr.Web Industrial ans
darinoBbix cepeepoB Unix, NOAK/IOUMB €ro K CepBepy LeHTPaIM30BaHHOW 3aLUUThI
aHTUBUPYCHOW CETU NPEeANPUATUA NN aHTUBUPYCHOWN CETU, OPraHU30BaHHOW MHTEPHET-
npoBanaepoM. B 3Tom cnyyae ynpaBieHve aHTUBUPYCHbIMU QYHKUMAMMN 1 OBHOBAEHNAMM
KOMWM NpoAyKTa, yCTaHOBNEHHOM Ha KOMMbOTEPE B COCTaBe aHTUBUPYCHOW CeTu, BO3/1araeTcs
Ha cepBep LLeHTPaIM30BaHHOW 3aLmnThl.
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YctaHOBKa v yaaneHue

6. YcTaHOBKa u yaaneHue

B 3TOM pa3zene onucbiBatoTCA Npoueaypbl ycTaHOBKM 1 yaaneHua Dr.Web Industrial ans
dannosbix cepepos Unix, a Takke npoueaypa NoayyeHus TekyLmx OOHOBAEHWUA 1
npoueaypa nepexoja Ha HOBYH BEPCUIO, €C/IN Ha BalleM KOMMbHOTEPE Y>Ke YCTaHOBEH
Dr.Web Industrial gns ¢annosbix cepsepos Unix 6onee paHHeln Bepcuu.

Kpome 3TOro, B 3TOM pasgene onvcaHa npoesypa BbIbOPOUYHOMN YCTAHOBKM U yaaneHus
komnoHeHToB Dr.Web Industrial ana daninoBbix cepsepoB Unix (Hanpumep, 4na ycTpaHeHums
ownbOK, BO3HUKLLMX B NpoLiecce 3kcnayaTaumm Dr\Web Industrial ans ¢annosbix cepsepos
Unix, nam ana ycTaHOBKM MPOAYKTa C OrpaHnYeHHbIM Habopom dyHKLMIA) 1 HacTpoKka
paclWMpPEHHbIX NoACMCTEM Be3onacHOCTM (Takmx kak SELinux), uto moxeT noTpeboBaTbCa Npu
yCTaHOBKe MAu B npouecce akcnayatauun Dr.Web Industrial ana dainobix cepsepoB Unix.

[lns ocyulecTBNeHNsA 3TUX onepaLnin HeobxoanMMbl NpaBa cynepnoab3oBaTtens (06bIYHO
nonb3oBatens root). ns nonyyeHuns npae cyneprnosib3oBaTeNs NCNONb3YUTe KOMaHAy CMEHbI
NoAb30BaTeNA su UAM KOMaHZAy BbIMOJHEHWA OT UMEHW APYroro noab3osartens sudo.

| He rapaHtupyetca coBmectumoctb Dr.Web Industrial ana ¢ainnosbix cepsepos Unix ¢

A, aHTVBUPYCHBIMU NMpOrpaMMamMu Apyrix npoussogutesneil. Tak kak ycTaHOBKa fBYX
aHTUBMPYCOB Ha OAWH KOMMbOTEP MOXKET MPMBECTU K OLLmbKam B paboTe onepaLMoHHOM
CUCTEMBI 1 MOTEPE BaXkHbIX AaHHbIX, Nepes yctaHoBkow Dr.Web Industrial ans darinoBbix
cepBepoB Unix HaCTOATENbHO PEKOMEHAYETCS YAaAWUTb C KOMMbOTEPa aHTUBMPYCHbIE
nporpammbl Apyrvx NPOU3BOAUTENEN.

Ecnn Ha Ballem KOMMbIOTEPE YXKE UMEeTCs APYron aHTUBMPYCHbIV NpoaykT Dr.Web,
YCTaHOB/IEHHbIV U3 YHVBEPCalbHOIO nakeTa (. run), U Bbl XXeaaeTe yCTaHOBUTb eLle OAWH
aHTUBMPYCHbIV NpoaykT Dr.Web (Hanpumep, y Bac U3 yH1MBepCasbHOro nakeTta yCTaHOB/EH
npoaykt Dr.Web Desktop Security Suite, 1 Bbl XOTWTe B AOMOJHEHME K HEMY YCTaHOBUTb
Dr.Web Industrial ans dannosbix cepsepos Unix), To npessaputesibHO yoeanTech, Uto
BEpCUA y>Ke YCTaHOBJIEHHOTO MpoAyKTa coBnagaet ¢ Bepcueit Dr.Web Industrial ans
darinoBbix cepepoB Unix, KOTOPYO Bbl MAaHUpyeTe YCTaHOBUTb. Ecin Bepcus, KOTOPYHO Bbl
cobupaeTech YCTaHOBUTb, HOBEE, YeM BepCUs MPOAYKTa, KOTOPBLINA Yy>Ke YCTaHOBJEH Ha
Ballem KOMMbIOTepe, Nnepes HayasoM YyCTaHOBKW AOMONHUTENBHOTO NPOoAyKTa 0bHoBUTE
y>Xe yCTaHOBJ/IEHHbIA NpoaykT Ao Bepcum Dr.Web Industrial ans ¢annosbix cepsepos Unix,
KOTOPYHO Bbl XOTUTE YCTaHOBUTb AOMOJHUTENBHO.

[Ans OC FreeBSD ycraHoBka Dr.Web Industrial ana dannoBbix cepBepos Unix BO3MOXHa
TO/NbKO W3 YHVBEPCA/JIbHOrO nakeTa.

JonoaHuntenbHo:

e YcraHoBka Dr.Web Industrial ans dannoBbix cepepoB Unix

e O6HoBneHve Dr.Web Industrial ana daninobix cepeepoB Unix
e Ypanenune DrWeb Industrial ans dannoBbix cepeepos Unix

e Hactpoika noacucrem 6e3onacHocTu
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o [TakeTbl 1 danabl Dr.Web Industrial ana dannosbix cepepoB Unix
e Bbi6OpPOUHbIE YCTaHOBKA W yAaNeHNe KOMOOHEHTOB

6.1. YcraHoBka Dr.Web Industrial ansa ¢annoBbix cepsepos Unix

Bbl MoxeTe yctaHoBUTb Dr.Web Industrial ans dannoBbix cepepoB Unix 0gHUM U3 4BYX
cnoco6os:

1. 3arpy3uB c cata kKomnaHuu «/loktop Be6» yctaHOBOUHbIV daiin, NpescTaBaAAtoWLmMI CO6OM
yHUMBepcanbHbIW NakeT ana Unix-cncrem, CHab>XeHHbIV MPOrpaMMOon YCTaHOBKN B peXnmMe
KOMaHAHOM cTpoku. Ana ee paboTbl B pexume rpapunyeckoro pabouero crona
HeobXoAMMO Hannume asmynaTopa TepMuHana.

2. BoinonHue yctaHoBky Dr.Web Industrial ana dannosbix cepBepos Unix B Buae Habopa
HaTVMBHbIX NaKeTOB (418 3TOro NoTpebyeTcs NOAKNOUNTLCA K COOTBETCTBYHOLLEMY
perno3nTopuio NakeToB koMnaHuu «loktop Beb»).

| [Ons OC FreeBSD ycraHoBka Dr.Web Industrial ans ¢annosbix cepepos Unix Bo3MOXHa
: TO/IbKO W3 YHVBEPCAJbHOIO nakeTa.

[ns koppekTHon paboTbl Dr.Web Industrial gna dannosbix cepsepos Unix B OC FreeBSD
13, 14 1 15 HeOHXOAMMO YCTaHOBUTb MakeT COBMECTUMOCTM compatl2x.

B AnbT 8 CI un gpyrmx OC, ncnonb3yroLwmx ycTapeBLL e BEPCMM NakeTHOrO MeHezXepa,
pekomeHgayeTcs yctaHaBavBaTte Dr.Web Industrial agns ¢aiinosbix cepepos Unix 3

YHVMBEPCAaJbHOIO Naketa.

Mocne ycraHoBku Dr.Web Industrial gna pannosbix cepsepos Unix noacucrema IMA/EVM
OC Anbt 8 CIM 11100-01 mMoxkeT BbiAaBaTh MpeAynpexXaeHe 0 BO3MOXHOM HapyLleHUu
LenocTHocTn. YTobbl n3bexxaTb 3TOro npeaynpexaeHus, nocae ycraHosku Dr.Web Industrial
Ana pannosbix cepBepoB Unix BbIMONHUTE KOMaHAY:

# integalert fix

OC AnbT 8 CIM 11100-02 n OC AnbT 8 CI 11100-03 He nosBep>KeHbl 3TOM Npobaeme.

@ Mocne yctaHoBkm Dr.Web Industrial gns darinoBbix cepepoB Unix t06bIM 13 yKa3aHHbIX B

‘ 3TOM PYKOBOACTBE CNOCOHOB B Hauase paboTbl BaM NOTPebyeTcs akTMBMPOBAaTh JIMLEH3MIO
WK YCTaHOBUTL KitoueBon ¢ain. Kpome Toro, Bl MoxeTe noakitounts Dr.Web Industrial
ana davinoBbix cepepoB Unix K cepBepy LIEHTPaAM30BaHHOM 3aLLuTbl (MoAPo6Hee cMm.
pa3gen JluueHsvpoBaHue). [lo Tex nop, Noka Bbl 3TOrO He caenaete, yHKYuu
aHmusupycHol 3auwjumel 6ydym omkaroyeHel. Kpome TOro, B psage cyyaeB HeOOX04MMO
BbIMOJIHUTE OCHOBHYIO HacTpolky 6a30Bol PpyHkUmoHanbHOCTM Dr.Web Industrial ans
dannosbIx cepBepos Unix, kak onvcaHo B pa3gesne Hauyano paboTbl.

B npouecce paboTbl nporpaMmMbl YCTaHOBKM (Kak U3 YHMBEPCasbHOIO NakeTa . run, Tak U 13
HaTUBHbIX MaKeTOB NPV MOMOLLM MakeTHOro MeHe Xepa), Ha JIoKalbHbI MOYTOBbIN ajpec
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root@localhost OTNPABAAOTCA COOOLLEHMA INEKTPOHHOM NOYThI, CoAep>Kallme pe3yabTaTbl
yctaHoBku Dr.Web Industrial ana davinoBbix cepsepoB Unix.

Dr.Web Industrial gna dannoBbix cepsepoB Unix, ycTaHOBAEHHbIN N0ObIM M3 PaCCMOTPEHHbIX
B 3TOM pasgene cnocoboB, Bbl MOXeTe BNOCAEACTBUN YAaUTb UAN OOHOBUTL NPU HAANYMK
NCNPaBAEHNIN ANA BXOAALLMX B HETO KOMMOHEHTOB MK BbIXxOZe HOBOM Bepcumn Dr.Web
Industrial ans dannoBbix cepepoB Unix. [Ipy HEO6XOAMMOCTM BbIMOJHUTE TakK)Ke HaCTPOMKY
noacuctem 6eszonacHoctn GNU/Linux ans koppektHoi pabotel Dr.Web Industrial ans
dannosbix cepsepos Unix. [pun BO3HUKHOBEHWN Npob6ieM C GYHKLMOHMPOBaHNEM
OTAE/IbHbIX KOMMOHEHTOB Bbl MOXeTe BbIMONHUTb UX BblIOOPOYHYIO YCTAHOBKY W yAaNeHue, He
yaansaa Dr.Web Industrial gna daninobix cepeepoB Unix uenvkom.

6.1.1. YctaHOBKa yHMBepcCasibHOrro nakerta

YHuBepcanbHbin naketT Dr.Web Industrial gna davinosbix cepeepoB Unix pacnpocTpaHaeTca B
BU/E YCTAaHOBOYHOTIO daina ¢ uMeHeM drweb-<gepcusi>-av-srv-<0C>-

<nnamgpopma> . run, rge <OC> — Unix-nogobHas onepaumoHHas CMCTEMa, a
<n1amgopma> — CTPOKa, yKa3blBatoLLas TMn naathopMbl, 415 KOTOPOW npesHa3HayeH
Dr.Web Industrial ana ¢annosbix cepsepos Unix (ans 32-6utHbix nnatdopm — x86, ans 64-
H6UTHBIX NNaTGopM — amd64, arm64, e2s N ppcbdel), Hanpumep:

drweb-11.1.0-av-srv-linux-amd64.run
@ [anee B faHHOM pa3zenie pyKOBOACTBA MMS YCTaHOBOYHOTO daina, COOTBETCTBYHOLLEE

dopmarTy, ykazaHHOMY Bbilie, 0603HauaeTca Kak <ums ¢atina .run>, a nyTb K 3TOMy dpaiiny
— Kak <nyme Kk ¢patiny .run>.

Bepcus Dr.Web Industrial ans dannosbix cepeepos Unix onpesenseTcs nepsbiMX ABYMs
yncaamu, pasgeneHHbIMU TOUKOW, B UMEHWN YHUBEPCAIbHOTrO MakeTa.

YT106b1 ycTaHOBUTb KOMNOHeHTbl Dr.Web Industrial ana ¢painosbix cepsepoB Unix

1. Ecnm y Bac OTCyTCTBYET YCTAaHOBOYHbIN dalin (yHMBEpPCanbHbIA NaKeT), 3arpy3unTe ero ¢
oduumansHoro canta & komnanum «oktop Beb».

2. CoxpaHuTe yCTaHOBOUHbIN Bail Ha XeCTKUI ANCK KOMMbIoTepa B H0H60M JOCTYMNHbIV AN
3anucu kaTanor (Hanpumep, /home/ <username>, rae <username> — VM# TeKyLLero
no/sib3oBaTens).

3. PaspelwmnTe ncnonHeHune daina, Hanpumep, KOMaHLOW:
# chmod +x <nyms K ¢gpatiny .run>

4. 3anycTuTe ero Ha BbINMOJAHEHNE KOMaHZAOWN:
# <nyme k ¢patiny .run>

WV BOCMONb3YMUTECh CTaHAAPTHbIM GaIoBbIM MEHeXKepPOM Ballen rpadunyeckom
060/104KM KaK AN N3MeHeHMa cBOWCTB danna (NpaB AOCTyna), Tak v ANA ero 3anycka.

PyKOBOACTBO aZMUHWCTpaToOpa
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@ B cnyyae ycraHoBkm Dr.Web Industrial gns dainnoseix cepeepos Unix B cpese OC Astra

‘ Linux SE Bepcuin 1.6 1 1.7, paboTatoLeit B pexxume 3amkHymol npoepammHoli cpedsi (3I1C),
MOXKET MPOM30MTM OTKa3 B 3arycke NpPOrpaMmbl YCTaHOBKM M3-3a OTCYTCTBUA OTKPbLITOTrO
Kntoya komnaHum «loktop Be6» B cnivcke AoBepeHHbIX KitoYen. B aTom cayvae
HeOOXO0AMMO BbIMOJIHATL NMPeABapUTeNbHY0 HacTpoliky pesxuma 3IMC (cm. Hactpolika

3anycka B pexxume 3M1C (Astra Linux SE, Bepcumn 1.6 1 1.7)), nocae yero 3amycinTb

nporpammMy ycTaHOBKM MOBTOPHO.

Mpw 3TOM ByAeT NpoBepeHa LeoCTHOCTb apXMBa, 3aTeM Galisibl, CoAep Kalumecs B apxuee,
6yayT pacnakoBaHbl BO BPEMEHHbIN KaTaior U aBTOMaTMUeCKn 3anyCcTUTCa nporpamMmmMa
yCTaHOBKM. EC/iv 3anyck 6bia OCyLLEeCTBEH He C MpaBaMu Cyrneprosib3oBaTens, To
nporpamMmmMa ycTaHOBKM aBTOMAaTUYECKM MOMbITAeTCs NMOBLICUTbL CBOW MpaBa, 3aMpoCymB
napoAb (Mcnonb3yeTcs yTmanTa sudo). ECam nonbiTka NOBbILEHUS NPaB OKOHUUTCA
Heyaauel, ycTaHOBKa OyaeT oTMeHeHa.

@ Ecnn pa3gen $aiinoBom c1CTeMbI, COAePXKaLLWii BpEMEHHbIN KaTanor, He meeT

: [OCTaTOYHOrO KonnyecTBa cBO6OAHOrO MecTa 414 pacnakoBKW AUCTPUOYTVBA, MpoLecc
yCTaHOBKM Oy/eT 3aBepLUeH Moc/e Bbljayun COOTBETCTBYHOLLLErO cooblyeHns. B aTom cayyae
NOBTOPUTE PACNakoBKy, M3MEHMB 3HAUEHWE CUCTEMHOM NEePEMEHHON OKPY>XeHWA TMPDIR
TakMMm obpa3om, UTobbl OHa yKasblBana Ha Katasior B pasgene GaioBON cUCTEMbI,
MMetoLLeM JOCTaTOYHOE KOMYeCTBO CBOBOAHOTO MecTa. Takoke Bbl MOXeTe
BOCMO/1b30BaTbCA KIFOUYOM PacnakoBkW B yKa3aHHbIN KaTanor ——target (CM. pasgen

BbI60pO'~IHbIe YCTaHOBKa W yaaneHune KOMMOHEHTOB).

Mocne 3TOro 3anycTuTCca NporpamMmmMa yCTaHOBKW ANS pexxrMa KOMaHAHOW CTPOKK (a4 ee
paboTbl B pexxume rpadumyeckoro pabouyero crtosa HeoH6XoANMO Hannume asmynaTopa

TepMuHana).

5. Cnepyvite MHCTPYKUMAM NPOrpamMMbl YCTaHOBKMW.

VimeeTcss BO3MOXHOCTb 3anyCtnTb NporpaMmy yCTaHOBKM B MONHOCTbHO aBTOMaTU4e€CKOM
pexXnMme, BbIMOJIHMB KOMaHAY:

# <nyme k paliny .run> -- --non-interactive

B 3ToMm cnyvae nporpamma yctaHOBKM byzeT 3anylieHa B MONHOCTbHO aBTOMaTUYeCKOM
pexvMe, 6e3 nokasa AnanoroB NporpaMMbl YCTaHOBKN A peXXMMa KOMaHAHOMW CTPOKM.

PyKOBOACTBO aZMUHWCTpaToOpa

36



A7

-
¢

g
),
A

YctaHOBKa v yaaneHue

@ Vcnonb3oBaHue 3TON OMLWM O3HauYaeT, YTo Bbl COr/allaeTech € YyCI0BUAMU JINLEH3NOHHOTO
: cornawenus Dr.Web. O3HakoMUTbCS C TEKCTOM JIMLEH3VOHHOTO COFaalleHns nocse
yctaHoBku Dr.Web Industrial ans daiinosbix cepsepoB Unix Bbl MOXeTe, NMpoynTtas
dann /opt/drweb.com/share/doc/LICENSE ans GNU/Linux
win /usr/local/libexec/drweb.com/share/doc/LICENSE ana FreeBSD.
Paclwpenwve daina ykasbiBaeT A3blK, Ha KOTOPOM HanmcaH TekcT JIMLEH3MOHHOTrO
cornawenus. Painn LICENSE (6e3 paclimpeHms) XpaHnUT TekCT JIMLEH3MOHHOTO Corlall eHus
Dr.Web Ha aHrnuiickom si3bike. ECav Bbl He cOrnacHbl € yca0BUAMU JIMLEH3MOHHOTO
cornawenus, Bam cneayet vaanvte Dr.Web Industrial gna danosbix cepsepos Unix nocne
YCTaHOBKMW.

3anyck nporpamMmbl YCTaHOBKW B MOJIHOCTbIO aBTOMaTUYECKOM pexxume TpebyeT Hanmuus
npaBs cynepnob3osaTtens (06blYHO Noab30BaTeNs root). [lna NOBbILLEHUA NPaB Bbl MOXeTe
MCMoNb30BaTb KOMaHAy su Win sudo.

| Ecnm Baw guctpmbymme GNU/Linux ocHalleH nogcuctemoin 6esonacHoctu SELinux, To

A BO3MOXHO BO3HWKHOBEHWE CUTyaLmu, Koraa paboTta nporpammbl ycTaHOBKU byzaeTt
npepBaHa nogcucremon 6esonacHocTn. B aTom cnyuae Bam HeOBXO4MMO BpeMeHHO
nepesectu SELinux B paspewarowjuli (Permissive) pexumM, Ais Yero BbIMOJHUTE KOMaHZY:

# setenforce 0

[Mocne storo nepesanycrtite nporpamMmmy yCtaHOBKW. Takke B 3TOM CNydae Nno OKOHYaHUU
npouecca yCTaHOBKN HEO6XOAVIMO BbIMO/THUTb HaCTpOVle noautuk 6esonacHoctu SELinux,
yTOObLI B ,D,aﬂbHel‘/ﬁLLIGM AHTMBUPYCHbIE KOMMOHEHTbI pa60Tam/| KOPPEKTHO.

Bce YCTaHOBOYHbIE q)al7|f|b|, M3BJIEHYEHHbIE N3 apXMBa, 6yAyT adBTOMaTM4eCKn yaaneHbl no
OKOHYaHUWN YCTaHOBKMW.

| PekomeHayeTcs coxpaHutb dain . run, U3 KOTOPOro MPOU3BOAMNACE YCTaHOBKA, ANs
’ BO3MOXHOU nepeyctaHoBkn Dr.Web Industrial gns dannosbix cepsepos Unix nam ero
KOMTMOHEHTOB B nocsieaytollem, 6e3 o6HOBEHUS ero BEpPCUN.

6.1.1.1. YctaHOBKa B peXxmumMe KOMaHAHOWU CTPOKMN

MNMocne 3anycka NporpaMMbl YCTaHOBKM, paboTaroLLen B pexnmMe KOMaHAHOW CTPOKW, Ha
3KpaHe NOoABUTCA TEKCT MPUTNaLleHNs K yCTaHOBKe.

1. [ns Hayana ycTaHOBKM OTBETbTE Yes UAM Y Ha 3anpoc «Bbl XOTUTe NPOoAoaXuTb?». YTOObI
0TKa3aTbCs OT YCTaHOBKM, BBeAMTe No uau N. B 3ToM cnyvae paboTa nporpammbl yCTaHOBKM
byneT 3aBepLueHa.

2. [anee nepea HauyanOM YCTaHOBKM BaM HEOHXOAMMO O3HAKOMUTLCA C TEKCTOM
JInueH3noHHoro cornaweHmns kKoMnaHum «loktop Beb», kotopbii 6yaeT BbiBeAeH Ha
3KkpaH. [lna nepennctbiBaHUs TeKCTa COrnalleHns nonb3yntech knasuwamm ENTER
(nepenucTbiBaHMe TekcTa Ha oAHY cTpouky BHU3) n NMPOBEJ] (nepenvctbiBaHme TekcTa BHA3
Ha 3KpaH).
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@ ﬂepenMCTblsaHme TEeKCTa ﬂI/ILI,EHBI/IOHHOFO cornawleHva Hasaj (BBer) He npegycMoTpeHO.

3. Mocne npouteHns JIMLLEH3MOHHOTO cornalweHna BaM byaeT NpeAnoXeHO NPUHATL ero
ycnosua. Beegute Yes UM Y, eCauv Bbl NPUHMMAaETe yCNoBUSA, U No UAn N, eCan Bbl He
CornacHbl € ycnosmamm JIMLLEH3MOHHOrO corlalleHus. B cnyyae otkasa ot npuHATMA
yCnoBuUin JINLEH3MOHHOTO coralleHns paboTta nporpaMmbl YCTaHOBKM ByzeT 3aBepLueHa.

4. Tlocne NpuHATUA ycnoBUIN JINLEH3MOHHOIO COorNalleHnsa aBToMaTnyeckun byaeT 3anyLeH
NpoLLecc yCTaHOBKM Ha KOMMbtoTep koMnoHeHToB Dr.Web Industrial ans dannosbix
cepBepoB Unix. [pn 3ToM Ha 3kpaH byaeT BbIBOAUTLCA MHPOPMaLMSA O XOAe YCTaHOBKM
(>KypHan ycTaHOBKW), BKItOYatoLlan B ceba nepeyeHb ycTaHaBANBaEMblX KOMMOHEHTOB.

5. B cnyuae ycnewHoOro okoH4YaHus npoLecca yCTaHOBKM Ha 3KpaHe NosBUTCS
nHGopMaLMOHHOe coobLLeHMe, coaep Kallee MHCTPYKLMM NO crnocobam ynpasaeHns
pabotoun Dr.Web Industrial ans dannosbix cepsepos Unix.

B cnyyae BO3HMKHOBEHMWSA OLWIMOKN Ha 3KpaH OyZeT BbiBeAEHO COOTBETCTBYHOLLEE COObLeHMe ¢
onucaHnem owmnbku, nocne Yero paboTa NporpamMmmbl YyCTaHOBKM ByaeT 3aBeplueHa. Ecan
ycTaHOBKa 6blna NpepBaHa 1M3-3a oWwWnbKM, ycTpaHUTe Npobaembl, Bbi3BaBLUME OLLNOKY
YCTaHOBKM, N MOBTOPUTE NPOLLECC YCTAHOBKM 3aHOBO.

6.1.2. YcTaHOBKa U3 peno3ntopus

HaTtnBHble naketbl Dr.Web Industrial ans daninosbix cepepos Unix HaxoaaTcs B
oduumansHom penosutopun & DrWeb. NMocne gobasneHns penosntopus Dr.Web B cnivcok
pPeno3nTopmneB, NCNOJIb3YeEMbIX MEHEAXEPOM MaKeTOB Balle onepaLnoHHOW CUCTEMBI, Bbl
CMOXeTe yCTaHaBAMBaTb €ro B BM/Ee HaTUBHbIX MaKeTOB A1 ONepaLMOHHON CUCTEMbI TakK Xe,
Kak 1 ntobble Apyrve NnporpamMmMbl U3 peno3nTopmreB Ballen onepaLMoOHHON CUCTEMBI.
Heobxogunmble 3aBucnmocTtn ByayT paspeluatbca aBTomaTtnyeckn. Kpome T0Oro, npu yctaHoBke
Dr.Web Industrial gna ¢annobix cepBepoB Unix 13 NOAKNHOYEHHOrO Peno3nTopmA NakeTHbIM
meHemkep OC obHapyxmBaeT obHOBAEHMA BCex KOMMOHeHToB Dr.Web v npeanaraer nx
yCTaHOBKY.

@ Ans poctyna k penosutoputo Dr.Web TpebyeTcsa nogkntoueHmne K MHTEPHETY.

Bce HkenpvBeseHHbIe KOMaHZb! ANA NOAKNOYEHMA PENO3UTOPUEB, UMMOPTUPOBAHUA
KNtOYel, YCTaHOBKM U YAaNeHNs nakeToB AOJIXKHbI ObiTb BbINMOAHEHb! C MPaBamMu
cynepnonb3osatens (06blYHO Noab3oBaTens root). na nonyveHns COOTBETCTBYHOLLMX NpaB
MCMO/b3YITe KOMaHAY CMeHbl NONb30BaTeNId su WU KOMaHAY BbINMOAHEHWUS OT UMEHW
Apyroro nosb3oBaTensa sudo.

[Ans OC FreeBSD ycraHoBka Dr.Web Industrial ans dannosbix cepsepos Unix Bo3MOXHa
TOJIbKO W3 YHWBEPCabHOIO MakeTa.
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Hwuxxe npuseaeHbl npoueaypsbl s cnegyrowmx OC (MeHeaKepoB NakeToB):

e Astra Linux, Debian, Mint, Ubuntu (apt);

e AsbT (apt-rom);

e Mageia, OpenMandriva Lx (urpmi);

e Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);
e SUSE Linux (zypper).

Astra Linux, Debian, Mint, Ubuntu (apt)

1. Penosuntopwuin ans 31ux OC 3awmieH uyndposon noanuceto «Joktop Beb». na goctyna K
pPeno3nTopuIo MMNOPTUPYIMTE N Ao06aBbTe B XPaHUIMLLE MAakKeTHOrO MeHexXepa KoY
LMPPOBOM MOANMUCK, BBINMOAHUB KOMaHAY:

# wget https://repo.drweb.com/drweb/drweb.gpg -O /etc/apt/trusted.gpg.d/drweb.gpg

@ Kntou umdposoii nognucn «loktop Beb6» paHee yctaHaBAMBaNCA C MOMOLLbIO YTUAUTBI

: apt-key, KOTOpas Npu3HaHa yCcTapeBLUEN N HE PEKOMEHAYeTCA AN UCMONb30BaHUs.
Kpome Toro, tenepb Ans xpaHeHus kitover noanucn paspabotumkmn OC pekoMeHayoT
NCNOAb30BaTb KaTanor /etc/apt/trusted.gpg.d BMecto
danna /etc/apt/trusted.gpg. BBuay atoro npu BeinoaHeHun yctaHosku Dr.Web
Industrial pns dannoBbix cepeepos Unix 13 peno3ntopus, ecav Koy noAnucKu ycTaHoBAEH
B KaTasior /etc/apt/trusted.gpg, KOMaHAa apt—-get update (CM. HMXKE) BblgacT
ciegyroulee npegynpexaeHne: Key is stored in legacy trusted.gpg keyring
(/etc/apt/trusted.gpg), see the DEPRECATION section in apt-key(8)
for details. YctaHoBka Dr.Web Industrial gns ¢annosbix cepeepos Unix npu aTom
NPOAO/IXKUTCA B OObIYHOM pexxnmMe, a GyHKLUMOHaIbHOCTb NPOAyKTa He noctpagaet. YTobbl
npeaynpexgeHue 60/blue He BbIBOAWNOCH MPU YCTaHOBKE AW NepeycTaHOBKE MPOAYKTOB
«[loktop Beb», ycTaHOBMUTE K/HOY MOAMMCK Kak YKa3aHO BbiLLe.

2. qTO6bIﬂOAKﬂDHMTbpeﬂO3MTOpMm,BHHOﬂHMTeKOMaHAW

# echo "deb https://repo.drweb.com/drweb/debian 11.1 non-free" > /etc/apt/sources.list.d/drweb.list

@ Bbl MO>KeTe BbINOMHWUTL MyHKTbI 1 1 2, 3arpy3ue crelyanbHbli DEB-naketr ' n yctaHoBvs
: ero.

3. [na yctaHoBkn Dr.Web Industrial ans dannoBbix cepepoB Unix 13 peno3utopus
BbINMOJHWUTE KOMaHAbl:

# apt-get update
# apt-get install drweb-industrial-file-servers

YcTaHOBKa TakkKe MOXeT OCYLLECTBAATLCA C MOMOLLbIO albTEPHATUBHBIX MEHEeAXEPOB
(Hanpwumep, Synaptic naun aptitude). Kpome TOro, anbTepHaTMBHbIE MEHEAXKEPbI, Takne Kak
aptitude, pekoMeHayeTCcs NCNONb30BaTb ANA Pa3peLleHns KOHPANKTA NakeToB, eCNN OH
BO3HWKHET.
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Anbt (apt-rpm)
1. YTO6bI MOAKNIOUNTL PEMO3UTOPUIA, A0BABLTE CAEAYHOLLYHO CTPOKY B
danin /etc/apt/sources.list.d/drweb-apt-rpm-<arch>.list:

rpm http://repo.drweb.com/drweb/altlinux 11.1/<arch> drweb
rae <arch> — o6o3HauveHMe NCNob3yeMOW apXUTEKTYPbl MakeToB:
e ana 32-pa3pAaAHON Bepcmun: 1386;
o ana apxutektypbl AMD64: x86  64;
o ana apxutekTypbl ARM64: aarch64;
e anqa apxutektypbl E2K: e2s;
e ana apxutektypbl IBM POWER (ppcb4el): ppcodle.

2. Mepey yctaHoBkon Dr.Web Industrial ans daninoBbix cepsepoB Unix Ha koMmnbroTepe
apxutektypbl E2K noa ynpasneHvnem OC AnbT gobaBbTe B pailn /etc/rpmrc cnegyrowme
CTPOKM:

arch compat: e2kvd: eZs
arch compat: e2k: e2s
arch compat: e2s: noarch

3. Yrtobbl yctaHoBMTL Dr.Web Industrial ans dannoBbix cepepoB Unix 13 peno3nTtopus,
BbIMOJIHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-industrial-file-servers

YcTaHOBKa Takoke MOXEeT OCYLLEeCTBAATLCA C MOMOLLBHO a/IbTEPHATUBHbBIX MEHEAKEPOB
(Hanpumep, Synaptic nam aptitude).

Mageia, OpenMandriva Lx (urpmi)
1. MogaxntounTe peno3nTopuii C MOMOLLBI0 KOMaHAbI:
# urpmi.addmedia drweb https://repo.drweb.com/drweb/linux/11.1/<arch>/
rae <arch> — obo3HayeHne NCNob3yeMOU apXUTEKTypPbl MaKeToB:
e 1nf 32-pa3pajHoOu Bepcun: 1386;
e AN 64-pa3pAafHON BEPCUN: x86 64,

2. [na yctaHoBku Dr.Web Industrial ana ¢annosbix cepsepos Unix 13 peno3ntopus
BbIMOJAHUTE KOMaHAY:

# urpmi drweb-industrial-file-servers

YcTaHOBKa TakoKe MOXET OCYLLECTBAATLCSA C MOMOLLbBHO a/lbTEPHATUBHbBIX MEHEAXKEPOB
(Hanpumep, rpmdrake).

PyKOBOACTBO aZMUHWCTpaToOpa
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Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

1. fobaBbTe dalin drweb.repo CO CNeAyHOLMM COAEPXKUMbIM B
KaTanor /etc/yum.repos.d:

[drweb]

name=DrWeb - 11.1
baseurl=https://repo.drweb.com/drweb/linux/11.1/$basearch/
gpgcheck=1

enabled=1

gpgkey=https://repo.drweb.com/drweb/drweb. key

Ecnn nnaHupyeTca 3anvcath Bbilieyka3zaHHOe cofepkumoe B Gaitn npu NOMOLLM KOMaHAbI
: TMMa echo C NepeHanpaB/eHVeM BblBOJa, CUMBOA $ CiefyeT SKpaHnpoBaThb: \ $.

Bbl MO>KeTe BbIMOMHUTL MyHKT 1, 3arpy3uB crelmanbHbii RPM-naketr ' u ycraHosws ero.

2. [Ona yctaHoBkn Dr.Web Industrial ans dannoBbix cepepoB Unix 13 peno3utopus
BbIMOJIHUTE KOMaHAY:

# yum install drweb-industrial-file-servers

B OC Fedora, HaunHas c Bepcum 22, pekOMeHAyeTCs BMECTO MeHezXepa yum
MCNoab30BaTb MeHeaxep dnf, Hanpumep:

# dnf install drweb-industrial-file-servers

YcTaHOBKa Takke MOXEeT OCyLLEeCTBAATLCA C MOMOLLbIO albTEPHATUBHbIX MEHeAXKePOB
(Hanpumep, PackageKit nan Yumex).

SUSE Linux (zypper)
1. YTo6bI NOAKNOUNTE PENO3UTOPUIA, BbIMONHUTE KOMAHAY:

# zypper ar https://repo.drweb.com/drweb/linux/11.1/\$basearch/ drweb

2. [Ona yctaHoBkn Dr.Web Industrial ans dannoBbix cepepoB Unix 13 peno3utopus
BbIMOJIHUTE KOMaHAbI:

# zypper refresh
# zypper install drweb-industrial-file-servers

YcTaHOBKa Takoke MOXEeT OCYLLEeCTBAATLCA C MOMOLLBHO a/lbTEPHATUBHbBIX MEHEAKEPOB
(Hanpumep, YaST).

PyKOBOACTBO aZMUHWCTpaToOpa
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6.2. O6HoBneHue Dr.Web Industrial pna ¢airnosbix cepsepos
Unix
MpeaycmoTpeHo ABa pexxvma obHoBneHms Dr.Web Industrial ans ¢dannoBbix cepeepoB Unix:

1. NonyyeHwne TekyLIMX OOHOBNEHWI NAKETOB U KOMMOHEHTOB, BbIMYLLEHHbIX B PaMKax
aKkcnyaTaunm aktyanbHon Bepcum Dr\Web Industrial ans dannosbix cepsepos Unix (kak
npaBuio, Takne 06HOBNEHNS CoAep KaT NCNpPaBieHNa OWNOOK 1 Menkune yaydlleHns B
GYHKLMOHNPOBAHNN KOMMOHEHTOB).

2. [Nepexos Ha HOBYH BEPCUID. ITOT CNOCOH OBHOBNEHWNS NCMOAb3YETCS, €CNN KOMMaHUS
«[loktop Beb» BbinycTuaa HoByto Bepcuto Dr.Web Industrial ana datinosbix cepsepos Unix,
OT/INYAIOLLLYHOCSt HOBBIMW BO3MOXHOCTAMMU.

| Dr.Web Industrial ansa ¢aiinosbix cepeepos Unix no3soaseT 06HOBAATL BUPYCHble 6a3bl 1
: aHTUBMPYCHOE AP0 Aaxke NMpw OTCYTCTBUM JOCTYMa B MHTEPHET Ha 3alluLiaeMOM cepBepe.

6.2.1. MonyueHne TeKywnx o6HOBAEHUI

Mocne yctaHoBkm Dr.Web Industrial gna ¢annosbix cepsepos Unix ntobbiM 13 cnoco6os.,
OMMCaHHbIX B COOTBETCTBYIOLLEM pPa3jene, MPOUCXOANT aBTOMaTUUeCcKoe NOoAKIOYeHMe
MeHeZXepa nakeToB K peno3mtoputo naketos DrWeb:

e Ecnv yctaHoBKa Npon3BoAMaach U3 yHMBepcanbHOro naketa (dawn . run), a B cucteme
ncnonb3yrotca naketbl B dopmate DEB (Hanpumep, OC Astra Linux, Debian, Mint, Ubuntu),
AN B CUCTEME HE nMeeTcA MeHeaxkepa naketos (FreeBSD), ans paboTbl ¢ naketamu Dr.Web
MCNOIb3yeTCa OTAENbHAA BEPCUA MeHeaXepa NakeToB zypper, aBTOMaTUYeCKu
yCTaHOBNEeHHas B pamkax yctaHoBku Dr.\Web Industrial ana dannobix cepsepos Unix.

YT06bI NONYUNTb N yCTaHOBUTL OBHOBIEHHbIE NakeTbl Dr\Web atnm meHeaxepom,
neperanTe B Katanor /opt/drweb.com/bin ana GNU/Linux
nnn /usr/local/libexec/drweb.com/bin ana FreeBSD v BbInONHUTE KOMaHAbI:

# ./zypper refresh
# ./zypper update

@ B OC FreeBSD Bepcun 11.x agna nnatdopmbl amd64 Npu OOHOBAEHWN C UCMOb30BaHNEM

: MeHe/ykepa zypper MOXeT BO3HVKHYTb Olwnbka obHOoBAEHNA peno3utopua. B 3Tom
C/lydae yCTaHOBMTE MakeT COBMECTUMOCTU compatlOx—-amd64 1 NOBTOPUTE MOMBITKY
o6HoBNEHMA.

,ﬂ,flﬂ YCTaHOBKW NakeTa BbINOJIHUTE KOMaHAY:

# pkg install compatlOx-amd64

PyKOBOACTBO aZMUHWCTpaToOpa
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e Bo Bcex ocTanbHbIX Caydasx UCMONb3YNTe KOMaHAbl OBHOBNEHWSA NakeTHOrO MeHeaXepa,
ncnonblyemoro B Bawen OC, Hanpumep:

o

B Red Hat Enterprise Linux 1 CentOS ncnonb3ynte kKOMaHAy yum;

o

B Fedora ncnonb3yinte komaHay yum uam dnf;

o

B SUSE Linux ncnonb3ynte KOMaHAy zypper;

s B Mageia n OpenMandriva Lx ncnosnb3yinte KOMaHay urpmi;

o

B AnbT, Astra Linux, Debian, Mint, Ubuntu ncnonb3yiite komaHay apt-get.

Bbl Takke MOXeTe NCMO/b30BaTh a/bTePHATUBHbIE MeHeKepbl NakeToB, pa3paboTaHHble ANs
BalLei ornepaLMoHHOM cuctembl. [pn HeobxoaAMMOCTM 06paTUTECH K CMPaBOYHOMY
PYKOBOACTBY MO MCMOAb3YEMOMY BaMW MeHeAXepY NakeToB.

B cnyuae Bbinycka HoBow Bepcum Dr.Web Industrial ans ¢annosbix cepsepos Unix, makeTbl,
cozep>Kallume ero KOMNOHEHTbI, MOMeLLAaoTCA B pa3gen penosutopua Dr.Web,
COOTBETCTBYHOLLMI HOBOM Bepcuun. B 3ToM cnyvae ans o6HOBAEHUA HeobXoaANMO
nepekIrUNTb MEHeXKep NakeToB Ha HOBbIW pa3gen penosutopus DrWeb (cm. pazgen

[lepexo/ Ha HOBYHO BEPCUIO).

6.2.2. [epexos Ha HOBYIO BEpPCUIO

B sTom pasaene

e [lpeaBapuTenbHble 3aMeYaHus
e O6bHOB/NIEHVE NpeblAyLINX BEPCNM
o O6HOBNEHME YCTaHOBKOW YHUBEPCANbHOIO NakeTa

o O6bHOBNEHME U3 PENO3UTOPUS
o [lepeHoc karouyeBoro damnna

o [1oBTOpHOE NOoAKNHOYEHWE K CEPBE eHTPaJIN30BaHHOW 3aLLNTbI

MpepBapuTtesibHble 3aMeYaHnS

| Mepes TeM, Kak BbIMONHUTL MEPEXOS Ha HOBYIO BEPCUIO, YOeAWTeCh, UTO Balll CEpBep
: OTBEYaeT CUCTEMHbIM TpeBOBaHMAM HOBOW BEPCUN.

MNopaep>xunBaeTtca npouesypa obHoBAeHNA npeaplaywmx Bepcui Dr.Web Industrial ansa
darnosbix cepBepoB Unix 4o HOBOW Bepcuu. Nepexog Ha HoByto Bepcuto Dr.Web Industrial
ana darinoBbix cepBepoB Unix BbINOAHANTE TEM >Ke CNOCObOoM, Kakmm bbla ycTaHOBAEHA
Bepcma Dr.Web Industrial ans dparinosbix cepsepos Unix, nognexatias 06HOBAEHWIO:

e Ecan Bepcua Dr.Web Industrial ana dparinoBbix cepepos Unix, nogsnexalas 06HOBNEHUIO,
6blna ycTaHOB/IEHA M3 PENO3MTOPUSA, TO NePeXos Ha HOBYHO BEPCUHO BbIMOHANTE NyTeM
06HOB/IEHNEM U3 peno3nTopuA.

PyKOBOACTBO aZMUHWCTpaToOpa
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e Ecan Bepcua Dr.Web Industrial gna darinoBbix cepepoB Unix, nogsiexalas 06HOBIEHMIO,
HblNa ycTaHOB/MIEHA U3 YHUBEPCAIbHOrO NakeTa, TO 415 Nepexoza Ha HOBYH BEPCUIO
yCTaHOBMWTE YHUBEPCa/IbHbI MakeT, CoOAep>Kallnii HOBYHO BEPCUIO.

@ YT06b!l YTOUHUTL CNOCOH, KOTOPbLIM Obla ycTaHOoBNeHa Bepcus Dr.Web Industrial ans

‘ dannosbIx cepBepos Unix, nogsexallas o6HOBAEHWIO, MPOBEPbTE HaM4YMe B KaTanore
ncnonHsembix dannos Dr.Web Industrial gna dannosbix cepsepos Unix ckpunTa
nporpamMmbl yaaneHuns uninst . sh. Ecam atot pain npucytcteyer, Tekywas sepcus Dr.Web
Industrial ans danobix cepBepo Unix 6blna ycTaHOB/EHa U3 YHMBEPCaNbHOTO MakeTa, a
B MPOTMBHOM C/lydae — W3 Peno3nTopus.

[Ans OC FreeBSD ycraHoBka Dr.Web Industrial gns ¢dannosbix cepBepoB Unix BO3MOXHa
TOJIbKO U3 YH/BEPCA/IbHOTO MakeTa.

Ecnv Bbl He MMeeTe BO3MOXHOCTM 06HOBUTL Dr.Web Industrial ana dannosbix cepsepos Unix
TeM e CnocoboM, KakvM OH Oblal YCTaHOBJ/IEH M3HaYabHO, TO NPeABaPUTENbHO YaanuTe
TeKyLLYH BEPCUIO, @ MOTOM BbIMOJHUTE YCTaHOBKY HOBOW BepPCUM NHOObIM AOCTYMHbIM ANS Bac
cnocobom. Cnocobbl yCTaHOBKM U yaaneHuns npeaplaywimnx sepcuii DrWeb Industrial ans
darinoBbix cepeepoB Unix aHanorMuHbl cnocobam yCTaHOBKA W yaaieHWs, PaCCMOTPEHHbIM B
3TOM pykoBOZACTBe. [lns sononHuTeNbHOM MHGopMaLummn obpaTtutecs K PykoBoactay
aZMWHMCTpaTopa Mo ycTaHOBAeHHOW Yy Bac Bepcun Dr.Web Industrial ana dannoBbix cepepoB
Unix.

Ecnm Bepcns Dr.\Web Industrial ans dannosbix cepsepos Unix, nognexaiias o6HOBAEHWIO,

paboTaeT nog ynpasieHNeM cepBepa LLeHTPaM30BaHHON 3aluThl, TO Nepes HavyaaoMm
0H6HOBNEHNS PEKOMEHAYEeTC COXPaHWUTb ajpec 3Toro cepBepa. Hanpvmep, Ana nonyyeHms

ajipeca cepBepa LeHTPaAM30BaHHOM 3aLUmMThl, K KOTopomy nogkitodeH Dr.Web Industrial ans
darinoBbix cepBepoB Unix, BbIMOJHWUTE KOMaHAY:

$ drweb-ctl appinfo
3 npucyTcTBYtOLLEN B BbIBOAE KOMAH/bI CTPOYUKU BUZA
ESAgent; <PID>; RUNNING 1; Connected <adpec>, on-line

COXpaHuUTe YacTb <adpec> (MOXEeT BbIrNAAeTb Kak CTpOKa BuAa tcp: //<IP-adpec>:<nopm>,
Hanpumep: tcp://10.20.30.40:1234). Kpome TOro, pekoMeHAyeTCs CoXpaHuTb damn
ceptndmkata cepsepa.

B cnyyae BO3HMKHOBEHUA 3aTPYAHEHWI C NONyYeHMEeM NapaMeTPOB TeKYLLEro NOAKIOUYEH NS
obpaTuTech K PykoBOACTBY aAMUHUCTPATOpa No ycTaHoBAeHHOM Bepcumn Dr.Web Industrial gns
darinoBbix cepeepoB Unix, a Takke K agMUHUCTPATOPY Ballen aHTUBUPYCHOW CETU.

PyKOBOACTBO aZMUHWCTpaToOpa
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O6HOoBNEeHMe NpeabIAyLNX BepCcun

O6HoBNEHNe yCTaHOBKOﬁ YHUBepCa/ZibHOro rnaketa

BboinonHuTte yctaHoBKy HoBOW Bepcuu Dr.\Web Industrial ans dannosbix cepsepos Unix 13
YHVBepCcanbHOro naketa. B cnyyae HeobxoanmocTn B npouecce yctaHOBKM Bam bygeT
NPeANoXXeHO aBTOMaTUYECKWN YAaNIUTb MMELOLLMECH KOMMOHEHTbI cTapoi Bepcumn DrWeb
Industrial ans darnosbix cepsepos Unix.

O6HOBNEHUNE U3 peno3nTopusn

Yr106b1 06HOBUTL Tekyuyto Bepcuto Dr.Web Industrial ana ¢aiinoBbix cepsepoB Unix,
YCTaHOBJ/IEHHYIO M3 peno3uTopusa KomnaHum «Jiokrop Be6»

B 3aBncnmoctm ot Tmna MCNonb3yemMblX MakKeToOB, BbIMOJHUTE Caeayroume AeI7ICTBI/IFIZ

¢ B cnyuae ucnonbszoBaHusa naketoB RPM (yum, dnf):

1. CMeHuTe NCNoab3yeMbl Peno3nTopunm (C peno3nTopma NakeToB TeKyLLen BEPCUN Ha
pPeno3nTopunin NakeToB HOBOM BepPCUN).

MmMs peno3utopus, XpaHsLiero naketbl HOBOW BepCUM, CM. B pasjiesie YCTaHOBKa 13
: penosutopus. s yTouHeHUs crnocoba CMeHbl Peno3nTOpreB 06PaTUTECH K CMPaBOYHbIM
PYKOBOZCTBaM MCMOJ/Ib3yeMOro BaMu AUCTPMOYTVIBa OMepaLMOHHOW CUCTEMBI.

2. YcraHoBuTe HoBYto Bepcuto Dr.\Web Industrial ans dannoBbix cepepos Unix 13
peno3nTopus, BbINOJHUB KOMaHAy:

# yum update

nnun, ecam ncnonbsyetca meHeaxep dnf (kak, Hanpumep, B OC Fedora Bepcun 22 n
bonee No3gHmx):

# dnf update

I Echn e npouecce OBOHOB/IEHNA MAKETOB BO3HUKHET 0|.u|/|6|<a, TO BbIMONHUTE yAaneHune n
: nocaeAyroLLyto NOBTOPHYyto yctaHoBKy Dr.Web Industrial ans ¢annosbix cepsepos Unix.

Mpn HeobxoAMMOCTU cM. pa3genbl Yaanenve Dr.Web Industrial ana dannoBbix cepBepos
Unix, yCTaHOBNEHHOIO 13 PeNo3UTOPKA U YCTaHOBKa M3 pPeno3ntopua (MyHKTbI,
cooTBeTCTBYytOLWME McnoiblyeMoin Bamu OC 1 MeHezXepy NakeTos).

¢ B chyuae ucnonnsosaHusa nakeros DEB (apt-get):

1. CMeHUTe NCNoab3yeMblil Peno3nTopuri (C Peno3nTOpms NakeToB TeKyLLe BEPCUN Ha
Peno3nToOpuUin NakeToB HOBOW BEPCUN).

2. O6bHoBwuTe nakeTbl Dr.Web Industrial ana dpannosbix cepsepoB Unix, BbINONHMB
KOMaHAb!:

PyKOBOACTBO aZMUHWCTpaToOpa
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# apt-get update
# apt-get dist-upgrade

MNMepeHoc knroueBoro ¢amnna

Mpwn ntobom cnocobe obHoBReHMA Dr.Web Industrial ana darinosbix cepepos Unix yxe
NMEeOLWNINCA Y BaC IMLEH3NOHHbIV KatoyeBon dais 6yaeT aBToMaTMyeCcku YCTaHOBJIEH B
Haj/iexallee MecTo ANs UCNosib30BaHMA HOBOW Bepcunen DrWeb Industrial ana darinosbix
cepsepoB Unix.

| B cnyuae BO3HMKHOBEHUS MPO6AEM C aBTOMATUYECKOWN YCTaHOBKOM NNLIEH3MOHHOTO
: KItoUeBOro dalina Bbl MOXeTe BbINOJIHWATL €ro yCTaHoBKY BpyuHyto. Dr.Web Industrial gns
dannosbIx cepBepoB Unix xpaHWT kntoueBor Gpaiin B kaTanore /etc/opt/drweb.com/

ana GNU/Linux wim /usr/local/etc/drweb.com/ ana FreeBSD. B cayuvae ytpaTbl
[eVCTBYHOLLLEro JIMLEH3VOHHOTO KItoUeBOro daina obpatmutech B CyXOy TeXHUYECKON
NoAAepPXKN KOMMaHuM «[Joktop Beb».

nOBTOpHoe nogksaroyeHune K cepeepy Ll,eHTpaﬂMBOBaHHOﬁ 3alliuThbl

Ecam 310 BO3MOXHO, TO Noc/ie 06HOBAEHMA (ecv O6HOBAsSIeMasn BepCUa Hblna NOAKIOYEHa K
cepBepy LeHTPaM30BaHHOW 3aLUWTbl) NOAKIOUEHWE ByAeT BOCCTaHOB/IEHO aBTOMAaTUYECKM.
Ecan nogxntoyeHmne He BOCCTaHOBMAOCH aBTOMATUYECKM, ANA NOAKNOUYEHNS OOHOBAEHHOM
Bepcun Dr.Web Industrial ana dannoBbix cepBepoB Unix K aHTUBUPYCHOW CETU BbINOAHUTE

KOMaHAy:
$ drweb-ctl esconnect <adpeccepgepa> --Certificate <nyme k ¢gpaliny cepmucbukama cepsepa>

B cnyyae BOSHUKHOBEHWSA 3aTPYAHEHWUIN C NOAKIOYEHNEM OBpaTUTeCh K aAMUHUCTPaTOpY
BalLen aHTUBUPYCHOM CETH.

6.2.3. O6bHOB/IeHME 6€3 NOAKNIOUEHUA K MHTEPHeTY

B ycn0BUSIX NOBbILIEHHbIX TpeboBaHWI K 6€30MacHOCTA, KOr4a NOAK/IOYEHME K UHTEPHETY
OTCYTCTBYET MW OrpaHUYeHO, OBHOBNEHNE BUPYCHbIX 6a3 1 aHTUBUPYCHOTO i4Pa MOXHO
BbIMNOJ/IHATL 6€3 NOAK/IOUEHMS K MHTEpHETY. B 3ToM ciyyae 06HOBAEHMS 3arpysKatoTcs Ha
KOMMbHOTEP, MOAKIOUEHHbIN K UHTEPHETY, Konupytotcs Ha USB-HakonuTtenb uan ceteBom
ANCK, MOC/e Yero yCTaHaB/MBAOTCA Ha APYrow, He MOAKIHOUEHHbIA K MHTEPHETY KOMMbHOTEP.
Mpouesypa 0OHOBAEHMA BbIMOJHAETCA Yepe3 KOMaHAHYH CTPOKY.

Yr106b1 NONYyunTb 06HOBNEHUA

1. Ha KOMMbrOTEPE, NOAKIHOYEHHOM K UHTEPHETY, BbIMONHUNTE KOMaHAY:

$ drweb-ctl update --Path <nyme k kamasozy 015 3a2py3ku 06HoseHuli >

2. CkonupyinTte nonyyeHHble 06bHoBAEHMA Ha USB-HakonuTenb nan ceTeBOM AMCK.

PyKOBOACTBO aZMUHWCTpaToOpa
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3. MNMpUMOHTMpPYWTE CETEBOU ANCK UM HAKOMUTENb Ha KOMMbIOTEPE, Ha KOTOPbIV TpebyeTcs
YyCTaHOBUTb 06HOBAEHUSA. Eciv Bbl nosnyyaeTe o6HOBAeHMA ¢ USB-Hakonutens, Ans 3Toro
noTpebyeTca BbIMOJHUTb KOMaHAbI:

# mkdir /mnt/usb
# mount <nyme k ycmpolicmey> /mnt/usb

4. YctaHOBUTE OOHOBAEHMWA C MOMOLLbIO KOMaHAbI:

$ drweb-ctl update --From /mnt/usb

PyKOBOACTBO aZMUHWCTpaToOpa
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6.3. Ypanenue Dr.Web Industrial ana ¢paninoBbix cepsepoB Unix

B 3aBMcuMocCTM OT cnocoba ycTaHoBKM, Bbl MoxeTe yaannte Dr.Web Industrial ana dannosbix
cepeepoB Unix 0gHUM 13 ABYX CNOCO6OB:

® 3anyCcTnB NporpamMm aJlieHnA YHUBEPCaJIbHOIO rNnakeTa ANnAa pexXxXnmMma KOMaHAHOVI CTPOKW;

e V/a/IVB MakKeTbl, yCTAaHOBJ/IEHHbIE U3 Peno3ntopus komnaHum «Jokrop Beb», ncnonb3ys
CUCTEMHbIA MeHeaKep NakeToB.

@ Mocne ypanenuns Dr.Web Industrial gns dainnosbix cepeepos Unix BamMm He0H6Xx0AMMO

: BPYYHYHO yAanuTb U3 kaTasora cepepa Samba ccbinky Ha Moaynb VFS SMB Dr.Web n
oTpeakTvpoBaTb Gaiin koHPurypaumm Samba (smb . conf), yaanve 13 cekLMi NapameTpoB
pasgensemblx KaTasoros CTpoky vis objects = smb_spider (rge smb spider —
M5l CUMBOJIMYECKOM CCbIIKM Ha Moaynb VFS SMB Dr.Web).

6.3.1. YpaneHne yHnBepcanbHOro nakera

YpaneHve Dr.Web Industrial gna dpannosbix cepsepoB Unix, ycTaHOBAEHHOTO U3
HMBEPCaNbHOrO MakeTa, BbIMONHAETCA MPY MOMOLLUM KOMaHAHOW CTPOKK (B rpadmnyeckom
pexvMe HeobXoAMMO Hannuve aMynsaTopa TEPMUHanNa).

| Mporpamma yaaneHus yaaaut He Tonbko Dr.Web Industrial gna ¢aninoBbix cepepos Unix,
: HO 1 8ce Opyeue npoaykTbl Dr.Web, yctaHOBNEHHbIE Ha BalleM KOMMbIOTEPE.

Ecnv Ha Bawem komnbtoTepe, kpome Dr.Web Industrial gns darinobix cepeepos Unix,
yCTaHOBAEHbI 1 apyrue npoayktel Dr.Web, ans yaanenus tonbko Dr.Web Industrial ans
dannoBsbIx cepBepoB Unix BMeCTO 3anycka NporpaMMbl yAaneHus BOCMOIb3ynTeCh

npoLeAypor BbIbOPOYHOM YCTaHOBKM U YAaNeHUsS KOMIOHEHTOB.

Ypanenune Dr.Web Industrial ana ¢pavnoBbix cepeepoB Unix ns
KOMaHAHOMN CTPOKM

Yto6bl 3aMyCTUTb NPOrpamMmMy yAaneHUs ANs pexmma KOMaHAHOM CTPOKM, BbIMOJHUTE
KOMaHAy:

# /opt/drweb.com/bin/uninst.sh

ana GNU/Linux nau

# /usr/local/libexec/drweb.com/bin/uninst.sh

PyKOBOACTBO aZMUHWCTpaToOpa
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ana FreeBSD. Mpoueaypa yaaneHunsa DrWeb Industrial gns painosbix cepsepos Unix
paccMOTpeHa B pasgesie YianeHue B pexxume KOMaHAHON CTPOKMW.

YTo6bl 3aNyCTUTL NPOrpamMMy yaaneHuns B NOAHOCTbH aBTOMATMUYECKOM pexxrme 6e3 nokasa
NHTepdeica Nonb3oBaTens (BKIOYas 4Manorv NporpaMmbl yaaneHus ana pexmnma
KOMaHAHOM CTPOKM), BbIMOJIHUTE KOMaHAY:

# env DRWEB NON INTERACTIVE=yes /opt/drweb.com/bin/uninst.sh

| B AnbT 8 CIl u gpyrux OC, ncnonb3yroLmx ycTapeBLLne BEPCUM NakKeTHOro MeHeaXepa, BO
‘ BpPEeMs yAaneHVsi Ha KOHCONb MOTYT BbIBOAUTLCS COOBLLEHMS BUAa:

/etc/init.d/drweb-configd: Her Takoro daina miam karajora

Ha paboty cuctembl 311 coobLeHns HUKak He BavAtoT. MNpoueaypa yaaneHua BbiMosHAETCA
KOPPEKTHO.

6.3.1.1. YaaneHue B peXkume KOMaHAHOWN CTPOKMU

MNocne 3anycka NporpaMmmsbl yaaneHus, paboTatoLern B pexxmuMme KOMaHAHOW CTPOKM, Ha
3KpaHe NOSABUTCA TEKCT NPUTNALLIEHUS K yAaNEHWIO.

1. [Ana Hayana yganeHnsa oTBeTbTe Yes UAN Y Ha 3anpoc «Bbl xotnte npogomxunTs?». YTo6bI
OTKa3aTbCs OT yaaneHus npoayktos Dr.Web c Balwero komnbtotepa, BBegMTe No mam N. B
3TOM cnyyae paboTa nporpammbl yaaneHunsa byaer 3aBeplueHa.

2. [ocne noaTBEpPXAEHMA YAaNeHNA 3anycTUTCA npoueaypa yaaieHns BCcex YCTaHOBAEHHbIX
naketoB Dr.Web. [Mpun 3ToM Ha 3kpaH 6yayT BblaBaTbCA 3anmcK, pUKCUpyeMble B XXypHaa U1
oTpaxkatoLme xoa npouecca yaaneHus.

3. Mo okoHYaHWK Npouecca NporpaMmMa yAaaeHus 3aBepLUnT CBOK paboTy aBTOMaTUUECKM.

6.3.2. YpaneHue Dr.Web Industrial pna ¢painnosbix cepsepos Unix,
YCTaHOBJIEHHOIO U3 peno3ntopus

Huxxe npusegeHbl npoueaypbl ana cnepyrowmx OC (MeHeaxepoB NakeToB):
e Astra Linux, Debian, Mint, Ubuntu (apt);
o AnbT (apt-rom);

e Mageia, OpenMandriva Lx (urpme);

e Red Hat Enterprise Linux, Fedora, CentOS (yvum, dnf):

e SUSE Linux (zypper).

@ Bce HwxenpuBeseHHbIe KOMaHAbl A9 YAANeHWs MakeToB A0J/KHbI ObITb BbIMOJHEHDI C

: npaBamu cynepnosib3oBatesis (06bIYHO NMosb3oBaTens root). [lns 3TOro UCNonb3ynTe
KOMaHAy CMeHbl No/ib30BaTeNsd su WIM KOMaHAy BbIMOJHEHNA OT UMEHU ApPYroro
nosb3oBaTtenda sudo.
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Astra Linux, Debian, Mint, Ubuntu (apt)

YT1obbl yaanuTb kopHeBon meTtanakeT Dr.Web Industrial ans darinosbix cepsepos Unix,
BbIMOJIHUTE KOMaHAY:

# apt-get remove drweb-industrial-file-servers

|_|pl/l 3TOM OCTaNbHbl€ NMaKeTbl, KOTOPbIE OblNV aBTOMATLYECKM YCTaHOBJIEHbI NMPW YCTaHOBKE
KOpPpHEBOIro MeTanakeTa Anda yaoBAETBOPEHNA €ro 3aBI/ICI/IMOCTel7I, OCTaHYTCA B CUCTEME.

Y106b!l YAaNUTh KOPHEBOW MeTanakeT BMECTe CO BCEMUW 3aBUCUMOCTAMM, BbINMOJAHUTE
KOMaHAy:

# apt-get remove drweb-industrial-file-servers —--autoremove

Mpwn 3TOM ByayT yaaneHbl Bce 6bonee He TpebyeMble nakeTbl (@ He ToAbko nakeTol DrWeb
Industrial ana dannoBbix cepepoB Unix), KOTOpble BblI aBTOMATUUECKN YCTaHOBAEHbI ANS
YAOBNETBOPEHMS 3aBUCMMOCTEN APYrnX NakeToB..

Ecan KOpHeBOVI MeTanakeT yxe 6bin YAasieH, TO YTOObl aBTOMATUYECKM Y4aJnTb N3 CUCTEMBbI
BCe 6o/ee He NCNONb3yEMbIE MaKeTbl, BbIMOJHNTE KOMaHAY:

# apt-get autoremove

Bbl Takoke moxeTe yaanntb naketol Dr\Web Industrial ans ¢annosbix cepsepos Unix ¢
NMOMOLLBIO aNbTEPHATUBHbBIX MeHeaXepoB (Hanpumep, Synaptic nam aptitude).

Anbt (apt-rpm)

YpaneHve DrWeb Industrial gna dpannoBbix cepBepoB Unix B JaHHOM C/iyyae BbIMOAHAETCA TakK

xe, kak B OC Debian n Ubuntu (cm. Bblille).

Bbl Takoke moxeTe yaanntb naketol Dr\Web Industrial ans ¢annosbix cepsepos Unix ¢
MOMOLLBHO aNbTepHaTUBHbIX MEHeAXEPOB (Hanpumep, Synaptic nau aptitude).

@ B OC AnbT 8 CI BO Bpems yAaseHus Ha KOHCOJ/Ib MOTYT BbIBOAWUTLCS COODLLEHNs BUAa:
/etc/init.d/drweb-configd: Her Takoro odaiia miaM KaTajora

Ha paboty cuctembl 311 coobLeHns HUKak He BavAtoT. MNpoueaypa yaaneHus BbiMosHAETCA
KOPPEKTHO.
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Mageia, OpenMandriva Lx (urpme)

YT1obbl yaanuTb kopHeBon meTtanakeT Dr.Web Industrial ans darinosbix cepsepos Unix,
BbIMOJIHUTE KOMaHAY:

# urpme drweb-industrial-file-servers

|_|pl/l 3TOM OCTaNbHbl€ NMaKeTbl, KOTOPbIE OblNV aBTOMATLYECKM YCTaHOBJIEHbI NMPW YCTaHOBKE
KOpPpHEBOIro MeTanakeTa Anda yaoBAETBOPEHNA €ro 3aBMCMMOCTeVI, OCTaHYTCA B CUCTEME.

Y106b!l YAaNUTh KOPHEBOW MeTanakeT BMECTe CO BCEMUW 3aBUCUMOCTAMM, BbINMOJAHUTE
KOMaHAy:

# urpme --auto-orphans drweb-industrial-file-servers

Mpwn 3TOM ByayT yaaneHbl Bce 6bonee He TpebyeMble nakeTbl (@ He ToAbko nakeTol DrWeb
Industrial ana dannoBbix cepepoB Unix), KOTOpble BblI aBTOMATUUECKN YCTaHOBAEHbI ANS
YAOBNETBOPEHMS 3aBUCMMOCTEN APYrnX NakeToB..

Bbl Taioke moxkeTe yaanntb naketol Dr.Web Industrial ans ¢annosbix cepsepos Unix ¢
NMOMOLLbIO a/ibTePHATUBHbIX MeHeXepoB (HanpuMep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

UT06b! yaaNINTL BCE YCTaHOB/EHHbIe NakeTsl Dr.\Web, BbINoAHWTE KOMaHAY (B HEKOTOPbIX
cMCTEMAx CMMBOA * TpebyeTcs aKpaHUPOBaTh: \ *):

# yum remove drweb*

B OC Fedora, HaunHas c Bepcumn 22, BMECTO MeHeKepa yum PeKOMeHAyeTca NCNoib30BaTh
MeHeaxkep dnf, Hanpumep:

# dnf remove drweb*

A DTN KOMaHZb! YAANAT U3 CUCTEMbI BCE MaKeTbl, Ha3BaHMe KOTOPbIX Ha4YMHaeTca Ha drweb
(cTaHAapTHOE HavMeHOBaHWe A/ MakeToB MporpaMMHbIx npogyktos Dr.Web). byayt
yAasneHbl BCe MaKeTbl C TakVM UMeEHeM, a He Toabko nakeTsl Dr.Web Industrial ans
datinosbix cepeepos Unix.

Bbl Takoke moxkeTe yaanntb naketbl Dr\Web Industrial ans ¢annosbix cepsepos Unix ¢
NMOMOLLbI aNbTEPHATUBHbIX MeHeaXepoB (Hanpumep, PackageKit nan Yumex).
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SUSE Linux (zypper)

YT1obbl yaanuTb kopHeBon meTtanakeT Dr.Web Industrial ans darinosbix cepsepos Unix,
BbIMOJIHUTE KOMaHAY:

# zypper remove drweb-industrial-file-servers

I'Ip|/| 3TOM OCTaJibHbl€ MaKeTbl, KOTOPbIE OblNV aBTOMATLYECKM YCTaHOBJIEHbI NMPW YCTaHOBKE
KOpPpHEBOIro MeTanakeTa Anda yaoBAETBOPEHNA €ro 3aBMCMMOCTeVI, OCTaHYTCA B CUCTEME.

UT06b! yaaNNTL BCE YCTaHOBAEHHbIe NakeTsl Dr.\Web, BbINoAHWTE KOMaHAY (B HEKOTOPbIX
cMcTEMAx CMMBOA * TpebyeTcs aKpaHUPOBaTh: \ *):

# zypper remove drweb*

DTa KOMaHZAa yAanuT U3 CUCTEMbl BCe MakeTbl, Ha3BaHMe KOTOPbIX HaunHaeTca Ha drweb

& (cTaHAapTHOE HavMeHOBaHWe A/ MakeToB MpPorpaMMHbIx npogyktos Dr.Web). byayt
yAaneHbl BCe MaKeTbl C TakKM UMEHeM, a He Toabko nakeTbl Dr.Web Industrial gns
darnosbix cepeepos Unix.

Bbl Takoke moxxeTe yaanntb naketol Dr.\Web Industrial ans ¢annosbix cepsepos Unix ¢
NOMOLLBIO afibTePHATUBHBLIX MeHeakepoB (Hanpumep, YaST).

6.4. lonoNnHUTEeNbHO
6.4.1. Naketbl u ¢pannbl Dr.Web Industrial gna ¢pannosbix
cepBepoB Unix

B sTom pa3sgene

e [lakeThbl

e Dannbl

MakeTbl

Dr.Web Industrial ans dpannosbix cepsepoB Unix cOCTOUT 13 creayolwmx nakeTos:

Maxer Copeprxmumoe

drweb-bases ®alinbl BUPYCHbIX H6a3

drweb-boost Brubanotekn Boost

drweb-common OCHOBHOW KOHOUrypaLmoHHbIn pain drweb. ini,

OCHOBHblE 6MBANOTEKY, AOKYMEHTALMS W CTPYKTYpa

kaTtanoros Dr.Web Industrial ans ¢annosbix cepsepos Unix,
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drweb-configd

drweb-configure

drweb-ctl

drweb-documentation

drweb-engine

drweb-esagent

drweb-filecheck

drweb-industrial-file-servers-
doc

drweb-industrial-file-servers

drweb-httpd

drweb-httpd-bin

drweb-httpd-webconsole

drweb-icu

drweb-1ibs

drweb-netcheck

drweb-openssl

drweb-protobuf

drweb-se

drweb-smbspider-daemon

drweb-smbspider

YctaHOBKa v yaaneHue

Copeprxnmoe

yTunuTa c6opa AaHHbIX O KOHOUrypaLmm nposykta u
CUCTEMHOM OKPY>KEHWN.

B npouecce ycTaHOBKM AaHHOTrO MakeTa Takke OyayT
CO3/aHbl Mosib3oBaTeNb drweb W rpynna drweb

®aiinbl kKomnoHeHTa Dr.Web ConfigD

®ainbl BCoMoraTeNbHOM yTuanTel HacTpoiikn Dr.Web
Industrial gns dparinosbix cepeepor Unix

®dannbl koMmnoHeHTta Dr.Web Ctl

®aiinbl gokymeHTaumm B popmate HTML no npogykram
Dr.Web ans Unix

®annbl aHTMBMpYycHoro sapa Dr.Web Virus-Finding Engine
®annbl komnoHeHta Dr.Web ES Agent
®ainbl komnoHeHTa Dr.Web File Checker

[JokymenTauma B popmate PDF

KopHeBoli meTtanaket Dr.Web Industrial ans dannosbix
cepsepos Unix

®annbl komnoHeHta Dr.Web HTTPD 1 Be6-uHTepdelica
ynpasaeHva (MeTanaker)

®ainbl komnoHeHta Dr.Web HTTPD

®ainnbl Beb-nHTEpdEiica ynpaBaeHns

BubanoTekn noaaepskun HTepHaumoHaamnsaumm n Unicode
®aiinbl OCHOBHbIX 6MBANOTEK

®ainbl komnoHeHta Dr.Web Network Checker
BubanoTekn OpenSSL

BubavoTekn Google Protobuf

®ainbl komnoHeHTa Dr.Web Scanning Engine

®ainbl komnoHeHTa SplDer Guard ans SMB (aemoH
MOHUTOPMHra SMB)

®ainnbl komnoHeHTa SplDer Guard ans SMB

PyKOBOACTBO aZMUHWCTpaToOpa
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drweb-smbspider-modules

drweb-smbspider-modules-src

drweb-snmpd

drweb-spider

drweb-update

YctaHOBKa v yaaneHue

Copeprxnmoe

®annbl komnoHeHTa SplDer Guard ans SMB (Mogynu VFS
SMB)

®annbl komnoHeHTa SplDer Guard ans SMB (McxoaHbIR Koz,
moayna VFS SMB)

®annbl komnoHeHTa Dr.Web SNMPD
®ainnbl komnoHeHTa SplDer Guard

®annbl komnoHeHTa Dr.Web Updater

B pasgene Bb|6opoqu|e YCTaHOBKa W yaaleHe KOMMNOHEHTOB NMNPUBEAEHDBI TUMOBbIE Ha60pbl
KOMMOHEHTOB A1 BbI6OpO‘-IHOl‘/JI YCTaHOBKMU, o6ecneq|/|Ba+ou.|,|/|e peweHne TMnoBbIX 3aja4

Dr.Web Industrial ana ¢annosbix cepsepos Unix.

dannbli

®arinbl Dr.Web Industrial ana darinosbix cepsepos Unix pa3melyarotcs B
KaTanorax /opt, /etc un /var gepeBa $paliNOBOW CUCTEMBI.

CTpyKTypa UCnoab3yeMbliX KaTaloOroB:

Katanor

e [1na GNU/Linux:
/etc/init.d/

e [Ins FreeBSD:
/usr/local/etc/rc.d/

e [ns GNU/Linux:
/etc/opt/drweb.com/

e [1ns FreeBSD:
/usr/local/etc/drweb.com/

certs/

e [ns GNU/Linux:
/opt/drweb.com/

e [ina FreeBSD:

/usr/local/libexec/drweb.com/

bin/

Coaeprknmoe

Ynpasastowmin ckpunt drweb-configd An4 AeMoHa
ynpassieHus koHpurypaumein Dr.Web ConfigD

O6Wnii KOHOUrypaLWOHHbIM Gain drweb . ini U KIHOYEBOW
daiin drweb32. key. Kpome 3T0ro, cosepxur:

— daibl MCMob3yeMblX CepTUPMKATOB.

OcHoBHoW kaTanor Dr.Web Industrial ans daiinoBbix
cepsepoB Unix. Cozep>xut B cebe:

— VcrnosiHsAeMble dalisibl BCEX KOMMOHEHTOB (3a
nckntouermem Dr.Web Virus-Finding Engine);
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Katanor Coaepxxumoe

include/

3aroJioBOYHbIE q)al7|ﬂb| MCNoJib3yeMblIX 6mnbanoTex;

1ib/ — 1crnonb3yemble 6GubANOTEKY;
man/ — dalnbl CUCTEMHOW CMPaBKU man;
share/ — BCrMoOMoraTe/ibHble Gaiiibl, B TOM YnChe:
doc/ s pokymeHtauma Dr.Web Industrial ana ¢aiinosbix
cepepoB Unix (TekcT JINLEH3NMOHHOTO CornaLleHna u
PYKOBOACTBa aAMWHUCTPATOpa, eC/n NakeTbl C
[JOKYMeHTaLe ycTaHOBNEHbI),
drweb-bases/ s ¢alinbl BUpYCHbIX 6a3 Dr.Web (ucxogHble o6pasbi,
nocTaB/fieMble NPW yCTaHOBKE),
scripts/ @ (aiinbl BCloMoraTesibHbIX CKPUMTOB.

BcnomoraTenbHbie n BpeMeHHbIe ¢a|7u1b|, B TOM 4uChne:

e /1na GNU/Linux:
/var/opt/drweb.com/

e [1nqa FreeBSD:

/var/drweb.com/

bases/ — dainbl BUpYcHbIx 6a3 Dr.Web (akTyanbHas o6HOBeHHan
BepcuA);

cache/ — Kell 06HOBAEHW;

drl/ — CMUCKM UCMOJIb3yeMblX CepBepOB 0H6HOBAEHU;

1ib/ — aHTuBMpYycHoe agpo Dr.Web Virus-Finding Engine B Buge
AMHaMUYeckn 3arpyxxaemMon 6ubanotekn drweb32.d1l u
HaCTPOMKN pexumMa paboTbl C CepBEPOM
LieHTpaAn30BaHHO 3aLLuTbI;

update/ — KaTasor ANA BPEMEHHOrO XpaHeHUs 0OHOB/IEHUN B

npouecce nx nonyyeHus.

6.4.2. BbibopouHble ycTaHOBKA U yAasieHne KOMMOHEHTOB

B sTom pasgene

e TnnoBble KOMOAEKTbl KOMOOHEHTOB AnAa Bbl60p0‘-IHOI‘/JI YCTaHOBKKW

e YcTaHoBKa W yaaneHve komnoHeHToB Dr.Web Industrial ana dannoBbix cepeepoB Unix,
YCTaHOBJIEHHOIO U3 PENO3UTOPUS

e YcTraHoBKa 1 yaaneHune komnoHeHToB Dr.Web Industrial ana dannoBbix cepepoB Unix,
YCTAHOBJ/IEHHOIO U3 YHNUBEPCAJIbHOrO NakeTa

o PacnakoBka yCTaHOBOYHOIO gpaﬁﬂa

PyKOBOACTBO aZMUHWCTpaToOpa
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o BbI60pOl-IHaF| YCTaHOBKA KOMMOHEHTOB
o BbI6OpOL-IHOG vianeHne KOMNOHEHTOB

B cnyyae Heo6X0AMMOCTU Bbl MOXETE BbIMOAHUTL BbIOOPOYUHYHO YCTAHOBKY U yAaneHue
oTAeNbHbIX KOMMNoHeHTOB Dr.Web Industrial ans daninosbix cepsepos Unix, ycTaHOBUB 1Uan
YAaNnB COOTBETCTBYIOLLME MaKeTbl. BbIOOPOUHYHO YCTaHOBKY M yaaneHue ciesyeT NponusBoAUTb
Tem xe cnocobom, kakum 6bin yctaHoBneH Dr.Web Industrial gns dainosbix cepeepos Unix.

Ans nepeycTtaHOBKM Kakoro-mb60o KOMMOHEHTa Bbl MOXETE CHavana yAaauTb ero, a NoToM
yCTaHOBUTb 3aHOBO.

TunoBble KOMMJIEKTbl KOMIMOHEHTOB ansa Bbl60p0'~IHOFI YCTAaHOBKHA

Ecnm Tpebyetcs yctaHoBuTb Dr.Web Industrial ana darinosbix cepBepos Unix ¢ orpaHnyeHHOM
OYHKLMOHaNbHOCTbIO, BMECTO YCTaHOBKM KOPHEBOTrO MeTanakeTa U3 Perno3vtopus Uan ns
YHMBEPCa/bHOrO NakeTa, Bbl MOXETe YCTaHOBUTb TOJbKO NakeTbl KOMMOHEHTOB,
obecrneurBatoWmx HeObXoANMYH GYHKLMOHaNbHOCTb. MNakeTbl, TpebyeMble AnA pa3peLleHuns
3aBUCUMOCTeN, ByayT yCTaHOBAEHbI aBTOMaTnyecku. B Tabanue Huxe nprBeaeHbl KOMMNAEKTbI
KOMMOHEHTOB, NpeAHa3HauYeHHble ANs peweHnsa TMnoBbix 3aga4v Dr.Web Industrial ansa
darnosbix cepBepos Unix. B ctonbue MakeTbl Ana ycTaHOBKU Mepeync/ieHbl NakeTsl,
KOTOpble HEOBXOANMO YCTaHOBUTb A/1 NOJYYEHUA YKa3aHHOIo KOMMAEKTa KOMMOHEHTOB.

Bb160pOUHbIA KOMNEKT MakeTbl ANA ycTaHOBKMN ByayT yctaHOB/1€HbI
KOMMOHEHTOB
MUHUMabHbI KOMAEKT 409 e drweb-filecheck, e Dr.Web ConfigD,

KOHCOJIbHOTO CKaHMPOBaHWS e drweb-se e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Scanning Engine,

e Dr.Web Updater,

e BupycHble 6a3bl
KomnnekT ans MOHUTOpUHra * drweb-se, * Dr.Web ConfigD,
dannosow cuctembl GNU/Linux e drweb-spider e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Scanning Engine,

e Dr.Web Updater,

e SplDer Guard,

e BupycHble 6a3bl
KoMrmiekT ansi MOHUTOpPUHra ¢ drweb-se, * Dr.Web ConfigD,
pasgensemMblx katanoros Samba e drweb-smbspider e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Scanning Engine,

e Dr.Web Updater,
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Bb160pOUHbIA KOMNAEKT MakeTbl ANA ycTaHOBKMU ByayT yctaHOBJ/1EHbI
KOMMOHEHTOB

e SplDer Guard ans SMB,

e BupycHble 6a3bl

YcraHoBKa u yganeHue komnoHeHTtoB Dr.Web Industrial ana
dannosbix cepsepos Unix, ycTaHOB/IEHHOIoO U3 penosuTopus

Ecnm Dr.Web Industrial ana dannosbix cepBepoB Unix 6bin ycTaHOBAEH U3 peno3nTopuma, ANs
YCTaHOBKW UV YAaNeHNs OTAENbHOTO KOMMOHEHTa MCMONb3YyNTe COOTBETCTBYHOLLYHO KOMaHAy
MeHegkepa nakeTos Bawwen OC, Hanpumep:

1. YT06bI yaannts komnoHeHT Dr.Web Network Checker (naket drweb-netcheck) 13
coctaBa Dr.Web Industrial ana darinosbix cepsepos Unix, yctaHoBneHHoro B OC CentOS,
BbIMO/JIHUTE KOMaHAY:

# yum remove drweb-netcheck

2. Ytobbl fo6aBuTh KOMNOHeHT Dr.Web Network Checker (nakeT drweb-netcheck) B cocTaB
Dr.Web Industrial gna darinosbix cepBepos Unix, yctaHoBnaeHHoro B OC Ubuntu, BeinoaHuTe
KOMaHay:

# apt-get install drweb-netcheck

Mpn HeobX0AMMOCTM BOCMO/b3YyNTECH CMPAaBKOM MO MeHeaxepy naketos Bawen OC.

YcraHoBKa u ypaneHme komnoHeHTtoB Dr.Web Industrial gna
dannoBbix cepsepoB Unix, ycTaHOBJI€HHOro U3 YHUBEPCaJIbHOTO
nakera

Ecnn Dr.Web Industrial ans daninosbix cepepos Unix 6bin ycTaHOBAEH U3 YHUBEPCANbHOrO
nakeTa, 1 Bbl XOTUTE JOMONHUTENIbHO YCTaHOBUTbL UM NepeyCcTaHOBUTb NakeT Kakoro-mbo
KOMMOHEHTa, BaM NMOHaZ0buMTCA yCTaHOBOUHLIV $ainn (C paclUMpeHnemM . run), U3 KOTOPOro
6bi11 yctaHoBneH Dr.Web Industrial ana davinosbix cepepos Unix. Ecan Bbl He coxpaHmaum 3ToT
danin, 3arpy3unTe ero ¢ canta koMmnaHmm «Jloktop Beb».

PacnakoBka ycraHoBouYHoro ¢aina

Mpw 3anycke ¢parna . run Bbl MOXETE NCMO/b30BATh CeAytoLLMe NapamMeTpbl KOMaHAHON
CTPOKM:

—--noexec — pacnakoBaTb ycTaHOBOYHble dannbl Dr.Web Industrial ana dannosbix cepeepoB
Unix BMeCTO 3anycka npoLecca yCTaHOBKM;

--keep — He yAanaTb yctaHoBOouUHble darnbl Dr\Web Industrial ans ¢annosbix cepsepos Unix
1 XKypHaN YyCTaHOBKM MO OKOHYaHUW YCTaHOBKMY;
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--target <kamanoz> — pacnakoBaTb ycTaHOBOUHble Pannbl Dr.Web Industrial ans
darnoBbix cepBepoB Unix B yKazaHHbIN KaTanor <kamasoez>.

C NosHbIM nepe4vyHemM napamMeTpoB KOMaHAHOIZ CTPOKW, KOTOPbIE MOTYT OblTb MCMO/Nb30BaHbI
Ana yCTaHOBOYHOTO c|)a17|na, MO>XXHO O3HaKOMWTbCA, BbINMOJIHNB KOMaHAY:

$ ./<uwmsdA galina .run> --help

Ana BbI6OpOYHON ycTaHOBKM KOMMNOHeHTOB Dr.Web Industrial ans dannoBbix cepsepos Unix
npeaBapuTeNbHO pacnakynTe cogepXnUmMoe ycTaHOBOYHOro daina. [ins 3Toro BbINOAHUTE
KOMaHay:

$ ./<umsaA alina .run> --noexec --target <kamasoe>

Bbl 60pOLI HaA YCTaHOBKa KOMIMOHEHTOB

YCcTaHOBOUHbIV aisl . run COAEPXXMUT NakeTbl BCEX KOMMOHEHTOB, N3 KOTOPbIX COCTOUT
Dr.Web Industrial gna dannosbix cepsepos Unix (B popmaTte RPM), a Takke BCcnoMoraTtesbHble
dannbl. Painbl NakeToOB KaXA0ro KOMMOHEHTa UMeOT BUA!

<UMSA_KOMNOHeHMa> <8epcusi>~linux < nﬂamqﬁop/vla >.rpm

rae <eepcus> — 3TO CTPOKA, BKAKOYatoLLan B ceba Bepcuio 1 AaTy BbiNycka nakeTa, a
<nnamgopma> — CTPOKa, yKa3biBatowas TMn naatGopmbl, 418 KOTOPOMN NpesHa3HayeH
Dr.Web Industrial ans ¢annosbix cepBepos Unix. ViIMeHa Bcex MakeToB, COAep KaLLmX
kKomnoHeHTbl Dr.Web Industrial agna parinosbix cepsepoB Unix, HaumHatoTca ¢ npedukca
drweb.

[Ans yCTaHOBKM MaKeToOB B COCTAB YCTAHOBOYHOTO KOMMJIEKTa BK/IHOUYEH MeHezXep NakeToB
zypper. [na BboIBOPOUHOWN YCTaHOBKM UCMONb3YNTE CAY>KeOHbIN ckpunT installpkg. sh.
[lns 3TOro npeABapuTENbLHO pacnakyirTe CoAep>KMMoe YyCTaHOBOYHOro daiina B ntobown
KaTanor, ZOCTYNHbIN ANs 3anucu.

[Ans ycTaHOBKM NMakeToB HeO6X0AMMbI NMpaBa Cynepnosib3oBaTens (06bIYHO NMoAb30BaTeNs
: root). [lns nonyyeHus nNpae cynepnoib3oBaTens UCMONb3yNTe KOMaHAy CMeHsbI
NoJib30BaTeNs su Wi KOMaHZAy BbIMOJHEHMS1 OT UMEHW ApYroro nosib3oBaTens sudo.

YT06bI BINOAHUTL YCTAHOBKY NMakeTa KOMMOHEHTa, NepernTe B KaTanaor, Coaep>KaLlmii
pacrnakoBaHHbIA YCTAaHOBOYHbIN dalin, N BbIMONHWUTE B KOMaHAHOW CTPOKE AN 3MynaTope
TepMUHaNa KOMaHAy:

# ./scripts/installpkg.sh <umsg_nakema>
Hanpumep:

# ./scripts/installpkg.sh drweb-netcheck

PyKOBOACTBO aZMUHWCTpaToOpa
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Ecnun Tpebyetcs yctaHoBuTb Dr.Web Industrial ana dannosbix cepsepos Unix Liesvkom,
3anycTuTe CKPUNT YCTaHOBKW, BbINMOJIHMB KOMaHAY:

$ ./install.sh

Kpome 3TOro, Bbl MoXeTe ycTaHOBUTbL Bce nakeTsl Dr.Web Industrial ans dalinosbix cepsepoBs
Unix (B TOM uncne, uto6bl YCTaHOBUTb HEAOCTAKOLLME KOMMOHEHTbI, UM KOMMOHEHTI,
yAaneHHble No olWmnbKe), 3anyCcTUB YCTaHOBKY KOPHEBOrO MeTanakerTa:

# ./scripts/installpkg.sh drweb-industrial-file-servers

Bbi6bopouHoe yaaneHne KOMNOHEHTOB

Ecnun B Bawen OC ncnonbsyetca dpopmat naketoB RPM, ana BbIGOPOYHOro yaaneHumsa naketa
Kakoro-ambo KOMMNOHEeHTa BbIMOAHNTE COOTBETCTBYHOLLYHO KOMaHAY yAaneHna MeHeakepa
nakeToB Ballel OnepaLnoHHOW CUCTEMBI:

e B Red Hat Enterprise Linux n CentOS BbINOAHUTE KOMaHAYy yum remove <UMS_hakemas;

B Fedora BbinoaHuTe KOMaHAy yum remove <UMS_nakema> Vn
dnf remove <UMA_hakema>,

B SUSE Linux BbINONHUTE KOMaHAY zypper remove <UMS_Nakemas;

B Mageia, OpenMandriva Lx BbIMONHWTE KOMaHAy urpme <UMA_Nakema>;

e B AnbT BbINOJIHUTE KOMaHAY apt—-get remove <uUMA_nakema>.
Hanpumep, ans Red Hat Enterprise Linux:
# yum remove drweb-netcheck

Ecnvn Bawa OC ncnonb3yet nakeTbl opmata DEB, imbo ecnn B coctaBe cnucteMbl He MMeeTcA
MeHeakepa naketos (FreeBSD), ana BbI6OPOYHOro yAaneHns BOCNO/b3ynTeCb MeHeAKepoM
nakeToB zypper, noctaBasembim ¢ Dr\Web Industrial ana dpannosbix cepsepos Unix. [ns
3TOro nepenauTe B katanor /opt/drweb.com/bin ana GNU/Linux

nan /usr/local/libexec/drweb.com/bin ana FreeBSD n BbinonaHUTE KOMaHAy:

# ./zypper remove <UMS_hakema>
Hanpumep:
# ./zypper remove drweb-netcheck

Ecnm Bbl xotute yaanntb Dr.Web Industrial ana daninoBbix cepsepoB Unix uenvkom, 3anyctute
CKPWNT yAaNeHVs, BbINOJHUB KOMaHAY:

# ./uninst.sh

Ansa nepeycrtaHOBKMU Kakoro-nmbo KOMMNOHEeHTa Bbl MOXeTe CHaudana YAannTb €ro, a Nno0ToM
YCTaHOBWUTb, 3anyCTnB Bbl60p0‘-IHy}-0 NN NONHYHO YCTaHOBKY.
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6.5. Hactpoiika nogcncrem 6e3onacHocTu

Hanunume B coctaBe OC noacmcteMbl obecneyeHnsa AonoaHuTenbHom 6eszonacHoctn SELinux, a
TalkoKe NCMONb30BaHMe CUCTEM MaHAATHOTO YNpaBAeHUsa AOCTYNOM (B OTAMYMeE OT
KNaccMyeckom AnckpeLmoHHoW mogenm Unix), Takmx kak PARSEC, npuBoaunT k npobaemam B
dyHKkumoHnposaHum Dr\Web Industrial ans dannoBbix cepepoB Unix npu HacTporkax no
yMonudaHuto. [lns obecneyeHms koppekTHon pabotbl Dr.Web Industrial ans parinosbix
cepepoB Unix B 3TOM ciyyae HeOBXOAMMO BHECTU JOMONHUTENbHbIE U3MEHEHMA B
HacTporku nogcncteMsl 6e3onacHoctn n/unm DrWeb Industrial ana dpannoBbix cepsepoB
Unix.

@ Hactpolika paspelueHnii cucteMbl MaHgaTHoro goctyna PARSEC ana Dr.Web Industrial gns

‘ davnoBbix cepBepoB Unix NO3BOANUT €ro KOMMOHEHTaM 0H6XOAWTb OrpaHNYeHNs
YCTaHOB/EHHBIX MOIUTUK 6€30MacHOCTM M NoAyYaTh AOCTYN K Parinam pa3HbiX YPOBHeEMN
npuBUAErUiA.

[laxke ecnv Bbl He HacTpouTe paspeLleHns cucteMbl MaHgaTHoro goctyna PARSEC ans
Dr.Web Industrial ans dannosbix cepepos Unix, TO Bbl BCE paBHO CMOXeTe 3arnycKaTb
npoBepky GainoB HeMOCPEACTBEHHO M3 KOMaHAHOW CTPOKU. ANA 3TOr0 UCMOb3YyiiTe
KomaHay drweb-ctl B aBTOHOMHOM pe>viMme paboTbl, yka3aB npw 3anycke napameTp —-

Autonomous.

B pexknme aBTOHOMHOrO 3k3emnaspa byaet BO3MOXHa npoBepka Gparnos, Ans AOCTyna K
KOTOPbIM HEOBXOAMM YPOBEHb MPUBUIETNI HE BblLLE YPOBHSA, C KOTOPbIM paboTaeT
Nnoab30BaTe b, 3aNyCTUBLUNIA CeaHC NPoBepkU. [JaHHbIN PeXxXUM UMeeT caesytolme
ocobeHHOCTH:

e [ins 3anycka B pexvMe aBTOHOMHOTIO 3K3eMMispa He0H6X0A4MMO Haanume AenCTBYHOLLEro

knroyeBoro daiina, paboTa nog ynpasieHneM cepBepa LeHTPaIM30BaHHON 3aWMThL He

noaaepxunBaeTcs (MMeeTcd BO3MOXHOCTb YCTaHOBUTbL K1HOYeBOUW halin, SKCNOPTUPOBaHHbIN
C cepBepa LieHTpannsoBaHHOW 3awuThl). [pun 3ToM, saxke ecam Dr.Web Industrial ana

dannoBbix cepeepoB Unix NOAK/IOUEH K cepBepy LLeHTPaan30BaHHOM 3aluMTbl, aBBTOHOMHbI M
3K3eMnAsp He coobuyaem cepBepy LEHTPAINIOBAHHOM 3aLUMTbl 06 yrpo3ax, 06Hapy>KEHHbIX
npu 3anycke B pexxnme aBTOHOMHOTO 3K3eMnaspa.

e Bce BcnomoratenbHble KOMMOHEHTbI, 06cnyxmBatowme paboTy aBTOHOMHOIO 3K3eMMNAAPa,
6yayT 3anyLueHbl OT UMEHW TeKyLLlero nosb3oBaTtensa n byayT paboTaTb CO cneumanbHO
cbopmMmpoBaHHbIM dainaom KOHPUrypauum.

e Bce BpeMeHHble dalinbl n cokeTbl Unix, ncnonb3yembie ans B3aUMOAENCTBUSA KOMMOHEHTOB
Mexzay cobon, byayT co3saBaTbCA TONAbKO B KaTasore € yHMKalbHbIM MMeHeM. ITOT KaTasor
co3aeTcs 3anyLeHHbIM aBTOHOMHbIM 3K3eMMNIAPOM B KaTaaore BpeMeHHbIX $aiinos
(yKa3zaHHOM B CMCTEMHOM NepeMeHHOW OKpYyXeHus TMPDIR).

e MyTn K Paitnam BUPYCHbIX 6a3, aHTUBUPYCHOTO AAPa U UCNONHAEMbIM daiiiam CepPBUCHbIX
KOMMOHEHTOB 3aZlaHbl MO YMONYaHUIO.

e Yucno ogHoBpeMeHHO paboTatowmx aBTOHOMHbIX 3K3EMMIAPOB HEe OrPaHUYEHO.
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e [Mpu 3aBepweHnn paboTbl aBTOHOMHO 3aMyLLEHHOro 3K3eMmnisgpa KOMMAEKT
06CYXXMBAKOLLMX Er0 CEPBUCHBIX KOMMOHEHTOB Takxke 3aBepLuaeT paboTy.

6.5.1. HacTtponka noantmnk 6esonacHoctn SELinux

B atom pasgene

e [Ipobaembl Npu ycTaHOBKE YHUBEPCANbHOrO NakeTa
e [1pobaembl dyHKLUMOHUPOoBaHMA Dr.Web Industrial ans darnoBbix cepeepoB Unix

Ecnm ncnonbsyembin Bamu anctpnbytne GNU/Linux ocHalleH noacuctemoin 6e3onacHocTv
SELinux (Security-Enhanced Linux — Linux c yny4uieHHolU 6e30nacHoCme#o), To, UTO6bI
cny>xxebHble komnoHeHTbl Dr.\Web Industrial ans dannosbix cepsepoB Unix (Takve kak
CKaHMpytollee 81p0) paboTann KOPPEKTHO NOCAe YCTaHOBKN KOMMOHEHTOB, BaM, BO3MOXHO,
notpebyeTcs BHECTM U3MEHEHUSA B MOAUTUKM Be3onacHOCTU, ncnoab3yemble SELinux.

Mpo6nembl Npu ycTaHOBKE YHUBEpPCaJibHOroO nNakerta

Mpwn BkaroueHHOM SELinux yctaHoBka Dr.Web Industrial ans ¢arinosbix cepepos Unix B BUAe
YyHMBEpPCa/bHOrO NakeTa U3 yCTaHOBOYHOTO daisia (. run) MOXeET OKOHUNTLCA Heyjaven,
nockonbKy byseT 3abs0kMpoBaHa NoMbITKa CO34aHMA B CUCTEME CreLmanbHOro
nonb3oBaTens drweb, C NONHOMOUNAMU KOTOPOro paboTtaroT komnoHeHTsl Dr.Web Industrial
ana dannoBbix cepeepos Unix.

Ecniv nonbiTka yctaHoBkm Dr.Web Industrial g davinosbix cepepoB Unix n3 ycTaHOBOYHOrO
danna (. run) H6blna NpepBaHa 1U3-3a HEBO3MOXHOCTU CO3AaHNA Noab3oBaTens drweb,
npoBepbTe pexunm paboTbl SELinux, 4N Yero BbINOAHUTE KOMaHAy getenforce. JTa
KOMaHZa BbIBOAMT Ha 3KPaH TeKYLMN pexxuM 3aLmThl:

e Enforcing — 3almMTa aKTMBHA, CNO/Ib3YyeTCA 3anpeLlatowasn ctpaterna: Aencrems,
HapyLuatoLme NONNTMKM 6€30MacHOCTU, PETMCTPUPYHOTCS B XXypHaie ayanta u
6roknpyroTcs;

e Permissive — 3allMTa aKTUBHA, HO MCMOJ/Ib3yeTCA pa3peLlarollas cTpaTerms: 4encTeus,
HapyLlatoLme NoanTMKM 6e30nacHOCTM, He 3anpeLaroTcs, a TObKo GUKCHpPYHOTCA B
XypHane ayauTa;

e Disabled — SELinux ycTaHOB/IEH, HO HEAKTUBEH.

Ecaun SELinux paboTaet B pexume Enforcing, BpemeHHO (Ha nepuog yctaHoBku Dr.Web
Industrial ansa dannoBbix cepepoB Unix) nepeBeanTe ee B pexxnum Permissive. [lna atoro
BbIMOJIHUTE KOMaHAY:

# setenforce 0

YKa3aHHaa KOMaHJa BpeMeHHO (A0 NepBOW nepe3arpysku cucteMbl) nepeseget SELinux B
pexum Permissive.

PyKOBOACTBO aZMUHWCTpaToOpa
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Kakol 6bl pexum 3alnTbl Bbl HA YCTAaHOBWAW MPUW NMOMOLLM KOMaHAbl setenforce, nocse
: nepe3arpy3ku onepaLmoHHon cuctemsl SELINUX BEpHETCA B peXUM 3aLLuThbl, 3aJaHHbIV B ee
HacTpowkax (06blyHO dann HacTpoek SELinux Haxoautca B katanore /etc/selinux).

Mocne ycnewHon yctaHoBkm Dr.\Web Industrial ana ¢annosbix cepsepos Unix 13
yCTaHOBOYHOTO daiina, HO A0 ero 3anycka U akTuBaLuun BepHuTe pexxum Enforcing, ans yero
BbIMOJIHATE KOMaHAY:

# setenforce 1

Mpo6aembl pyHkumonunpoBauusa Dr.Web Industrial gna ¢painnosbix
cepBepoB Unix

B HekoTOpbIx cayuasx npu paboTatowem SELinux otaenbHble komnoHeHTol Dr.Web Industrial
ana dannoBbix cepepoB Unix (Takne kak drweb-se n drweb-filecheck) He cMoryT
3anyCTUTbCA, BCIEACTBUE YEro CKaHMpOBaHME O6BEKTOB U MOHUTOPUHT GaliloBOMN CUCTEMDbI
CTaHyT HEBO3MOXHbI. [1pM3HaKOM TOTO, YTO 3TV KOMMOHEHTbI HE MOTYT ObITb 3aMyLUeHbI,
ABAAETCA nosBaeHue coobweHnin 06 owmnbkax 119 n 120 B cMCTEMHOM XXypHane, KOTOPbIi
BeseT cnyxba syslog (0ObIYHO 3TOT XypHaa pacnonoXxeH B kaTanore /var/log/).

B cnyuae cpabatbiBaHus cucteMbl 6e3onacHocTu SELinux nHdopmauma o6 oTkaszax
dukcmpyeTca Takke B CUCTEMHOM XypHane ayanTta. B obuiem cayyae, npu ncnonb3oBaHmn B
cucrteme gemoHa audit, XxypHan ayamTta xpaHuTca B davne /var/log/audit/audit.log. B
NPOTUBHOM Cay4Yae COOBLLEHNS O 3anpeTe onepaLMn 3anmncbiBatoTcs B o6LWmMiA paiin XXypHana
(/var/log/messages wan /var/log/syslog).

Ecan yctaHOBAEHO, UTO KOMMOHEHTbI CKAaHMPOBAHUA He GYHKLMOHUPYIOT U3-3a TOFO, UTO OHM
6nokmpyrotca SELinux, ckoMnuanpymTte ana HUX cneunanbHble noaumuku 6esonacHocmu.

| B HekoTopbix anctpubytnBax GNU/Linux yKkasaHHbIe HVXe YyTUAUTbI MOTYT BbiTb MO
: YMOJIYaHMIO He yCTaHOBAEHbI. B 3TOM ciydae BaM, BO3MOXHO, MOTpebyeTca yCTaHOBUTb MX
JOMOJTHUTENIbHO.

UTo6bI HacTpOoUTb NoANTUMKK 6e3onacHocTu SELinux

1. Co3panTe HOBbIN AN C NCXOAHBIM KOAOM MoanTukmn SELinux (dalin ¢ paclumpeHunem . te).
[JaHHbIV dain onpesenseT orpaHNUYeHNs, OTHOCALLMECS K OMUCbIBAEMOMY MOAYHO.
NcxoaHbI darin noANTUKM MOXKET BbiTb CO3ZaH ABYyMs cnocobamu:

1) C noMoLpto yTAnTbl audit2allow. 3TO Hanboaee NPOCTON CNOCO6, MOCKONbKY
faHHaa yTUANTA reHepupyeT paspeLlaroLLe npaBmaa Ha OCHOBe CoobLLeHMA 06 oTkase
B fOCTyrne B paninax CMCTEMHBbIX >XXypHasoB. BO3MOXHO 3asaTb aBTOMaTUYeCKNI MOUCK
COObLLEeHNN B darinax XypHanoB nauv ykasaTb NyTb K Gaiy XXypHana BpPyUHYHo.

PyKOBOACTBO aZMUHWCTpaToOpa
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@ DTOT CNOCO6 MOXHO UCMOb30BaTh TOJbKO B TOM Cnydae, Korga B CUCTEMHOM XypHaaie

ayauTa yXKe 3aperncTpmMpoBaHbl MHUMAEHTbI HapyLLleHna noautuk 6esonacHocTty SELinux
komnoHeHTamu Dr.Web Industrial ana ¢dannoBbix cepsepos Unix. Ecam 310 He Tak,
[OXANUTECH TaKUX MHUMAEHTOB B npouecce paboTbl Dr.Web Industrial ans darinosbix
cepBepoB Unix nan cosgaite pa3speLuatoLine noanTukn NpUHyANTENbHO,
BOCMOJ/Ib30BaBLUNCh YTUANTON policygentool (CM. HUXE).

Ymnuta audit2allow Haxo4auTca B nakete policycoreutils-python win
policycoreutils-devel (ans OC Red Hat Enterprise Linux, CentOS, Fedora, B
3aBMCMMOCTU OT BepCun) unmn B nakete python-sepolgen (ana OC Debian, Ubuntu).

MpumMep ncnosib3oBaHua audit2allow:

# grep drweb-se.real /var/log/audit/audit.log | audit2allow -M drweb-se

B saHHOM npuMepe ytanTa audit2allow NPOM3BOAMT NOUCK B
davine /var/log/audit/audit.log coobuieHni 06 oTkaze B AOCTyne Ans
KOMMOHEHTa drweb-se.

B pe3ynbTaTe paboTbl yTMANTBI cO3AatoTCs ABa danina: UCXOAHbIM dhain NOAUTUKN
drweb-se.te 1 roToBbIl K YCTaHOBKE MOZY/Nb NOAUTUKM drweb-se . pp.

Ecan nogxoasaiwmx MHUMAEHTOB B CUCTEMHOM XYypHane He 06HapyXeHo, yTuanTa
BepHeT coobueHne 06 ownbke.

B 60o/blIMHCTBE ClyyaeB BaM He noTpebyeTca BHOCUTb M3MEHEHUS B darin NOANTHKM,
CO3JaHHbIV YTUANTON audit2allow, MO3TOMY PEKOMEHAYETCS Cpa3y NepexoAnTb K
NYHKTY 4 ANA YCTaHOBKW MOJNYYEHHOIO MOAYNA MONUTUKN drweb-se . pp.

@ Mo ymonuaHuo ytmnuta audit2allow B KauecTBe pesynbTaTta CBOel paboTbl BLIBOAUT Ha

3KpaH roToBbIV BbI30B KOMaHAbl semodule. CKONMPOBAB €ro B KOMaHAHYH CTPOKY U
BbIMOJIHMB, Bbl BbINOJAHUTE MOyHKT 4. Mepeiante K NyHKTY 2, TONbKO €CN Bbl XOTUTE BHECTU
V3MEHEHWsl B MOJIUTVKY, aBTOMaTUYECKM CHOPMUPOBaHHbIE Al KOMMoHeHToB Dr.Web
Industrial gns darinoBbix cepeepos Unix.

2) C nomMowpro yTnanTel policygentool. s 3TOro ykaxuTe B Ka4ecTBe napamMeTpoB

NMSA KOMMOHEHTA, paboTy C KOTOPbIM Bbl XOTUTE HAaCTPOWUTb, M MOHbBIA MYTb K €r0
ncnosHaemomy dariny.

O Ymnuta policygentool, BXOAALLAA B COCTaB NakeTa selinux-policy ana OC Red Hat

Enterprise Linux n CentOS, MoxeT paboTaTb HEKOPPEKTHO. B TakoM c/iyyae BOCMONb3ynTeCh
yTUAMTON audit2allow.

Mpumep co3gaHnsa NOANTUK NPK NOMOLWM policygentool:
® 114 KOMMNOHeHTa drweb-se:

# policygentool drweb-se /opt/drweb.com/bin/drweb-se.real
e [N KOMMOHeHTa drweb-filecheck:

# policygentool drweb-filecheck /opt/drweb.com/bin/drweb-filecheck.real

PyKOBOACTBO aZMUHWCTpaToOpa
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Bam byzeT npeanoxeHo yka3aTb HECKO/IbKO OBLUMX XapaKTepUCTUK JOMEHA, MOCAe Yero
A9 KaXKA0oro KoMnoHeHTa 6yayT co3aaHbl Tpy daina, onpesenstoLmx NOANTUKY:

<module_name> . te, <module name> . fc n <module name> . if.

2. Mpn HeobxoANMOCTN OTPeAaKTUPYNTE CreHEPUPOBAHHbIN NCXOAHbBIA Garn NOANTUKM
<module_name>.te, a 3aTeM, NCNONb3YyA YyTUANTY checkmodule, co3aanTe bUHapHOe
npeactasneHue (bann c paclimpeHnemM . mod) MCXOAHOTO Gaiina OKaNbHON NOSUTUKW.

[nsa ycnewHon paboTbl 3TON KOMaHZAbl B CUCTEME AOJIKEH OblTb YCTAaHOBAEH MakeT
: checkpolicy.

I'Ipvuvlep MCnoJsib30BaHUA:

# checkmodule -M -m -0 drweb-se.mod drweb-se.te

3. Co3palite ycTaHaBAMBAEMbIA MOAY/b NOANTUKM (Dalin C paclUMpeHNEM . pp) C MOMOLLbH
yTmanTbl semodule package.

Mpumep:
# semodule package -o drweb-se.pp -m drweb-se.mod
4. nsa YCTaHOBKM CO34aHHOIOo MOoAysa NONNTUKN BOCI’IOIIb3yI7ITer yTI/IJ'II/ITOI7I semodule.
Mpumep:
# semodule -i drweb-se.pp

Ana nonyyeHnsa JONOAHNTENBbHON MHOPMaLMK O NpuHLUMnax paboTbl u HacTponku SELinux
obpatutech K AOKyMeHTauum no ncnoabzyemomy samu amctpmbytmsy GNU/Linux.

6.5.2. Hactpowka 3anycka B pe>xxume 3IC (Astra Linux SE, Bepcun
1.6 n 1.7)

B OC Astra Linux SE nopzaep>uBaeTtcs 0cobbli pexum 3amkHymou npozpammHol cpedel (311C).
B 3TOM pexume 3anyckaroTcs TONIbKO MPUIOXKEHUSA, NCMOAHAEMble dalinbl KOTOPbIX
noAnucaHbl LMGPOBON NOANUCHIO pa3paboTumka, Yer OTKPbIThIV KoY J06aBaeH B NepeYeHb
kntoyen, kotopbim gosepsieT OC.

HaunHas c Bepcum 1.6, B OC Astra Linux SE mexaHn3m nognucm 6bin nameHeH. 3anyck Dr.Web
Industrial gna dannosbix cepeepoB Unix B pexunme 3l1C TpebyeT NnpesBapnTeNbHOM
HacTponkm Astra Linux SE 1.6 n 1.7.

UTo6bI HacTpoutb Astra Linux SE Bepcuii 1.6 u 1.7 gna 3anycka Dr.Web Industrial ana
¢annoBbix cepepoB Unix B pexkume 3MC

1. YcTaHOBWTe NakeT astra-digsig-oldkeys, €CAN OH elle He YCTaHOBAEH, C
yctaHOBOYHOro aucka OC.
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MomecTnTe OTKPbITLIM KNHOY KOMMaHuKn «JJoktop Beb» B
KaTanor /etc/digsig/keys/legacy/keys (B Cayyae OTCyTCTBMSA KaTanora ero
HeobXxoAMMO CcOo34aTh):

# cp /opt/drweb.com/share/doc/digsig.gost.gpg /etc/digsig/keys/legacy/keys
BbinonHuTe kKoMaHay:
# update-initramfs -k all -u

Mepe3arpy3unTe cuctemy.
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7. Hauano pa6ortbi

1. BbinonHute aktmauunto DrWeb Industrial ans ¢annosbix cepsepos Unix.
2. [poBepbTe ero paboToCNoCO6HOCTD.

3. WHTerpupynte Dr.Web Industrial ana dannoBbix cepeepos Unix ¢ TpebyembimMu
dannoBbiMuK cny>kbamu (CM. UHCTPYKLIMEO Ans Samba).

4. TMpn Heob6XOAMMOCTN HACTPOTe NapaMeTpbl MOHUTOPUHIa obaacTen dparinoBom
cnctembl GNU/Linux, Haxoasawmxcsa BHe pa3genseMblix katanoros Samba.

5. TlpoBepbTe cocTaB 3anyLLEeHHbIX KOMMOHEHTOB U NPU HEOBXOAMMOCTU BKIOUNTE
AOMNONHUTENbHbIE KOMMOHEHTbI, KOTOPbIE MO YMOJYAHUIO OTK/IHOUEHbI, €C/IN OHU
HeobxoanMbl ANs 3alLmMThbl Ballero cepsepa (Hanpumep, SplDer Guard, Dr.Web SNMPD).

ﬂ,]’lﬂ KOppeKTHOVI pa6OTbI AOTNONHUTE/IbHbIX KOMIMOHEHTOB MOXKET OKa3aTbCA HEAOCTAaTOYHO
° TO/NIbKO WX BKIKOUYEHUs. BO3MOXHO TaKoke r|OTpe6yeTc;4 BHECTUN M3MeHEHNA B UX HE:]CTpOI7IKI/I,
3aZlaHHble NO YMOYaHUIO.

Ana npocMoTpa nepeyHs yCTaHOBJ/IEHHbIX M 3anyLLeHHbIX KOMMOHEHTOB, @ TakKe UX
HaCTPOMKM, NCNONb3YNTE:

e VTUAUTY yNpaB/ieHns U3 KomaHaHoW ctpokm Dr.Web Ctl (ncnonb3yinTte koMaHapl drweb-
ctl appinfo, drweb-ctl cfshow M drweb-ctl cfset);

e Beb-uHTepdeic ynpasneHma Dr.Web Industrial ans dpanobix cepsepoB Unix (no
YMOJIYaHUIO JOCTYN Yepe3 bpay3ep OCyLEeCTBASETCA NO agpecy

https://127.0.0.1:4443).

7.1. Perncrpayusa v aktusauusa
B sTom pasaene

e [IpnobpeteHre 1 perncrpaums ALEH3IUN

o Axtneaums DrWeb Industrial ans dannosbix cepepos Unix
o 3anpoc AEMOHCTPALMOHHOIO Nepuoaa
o YcTaHOBKa ki1toyeBoro dainsa

e [loBTOpHAsA perncrpaums

MprnobpeteHne n perucTpauusa INLEH3INN

Mpu NprobpeTeHNN NLLEH3UN KIVEHT NOoNyYaeT BOIMOXHOCTb B TEYEHME BCErO CpOKa ee
AenCcTBNA Nonyvatb O6HOBNEHNA C cepBepOB OOHOBAEHMI KOMNaHuK «[lokTop Beb», a Takke
nosy4YaTb CTaHAAPTHYH TEXHUYECKYH Moaaep KKy KomnaHum «loktop Beb» 1 ee napTHepos.

Mpurobpectn ntoboi aHTUBUPYCHbIV NpoaykT Dr.Web van cepuiiHbln HOMep ANA HEero Bbl
MoXeTe y Hawux naptHepos & wan uepes untepHer-marasvd . JonoaHUTENbHYO
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MHPOPMaLMIO O BO3MOXHbIX BapyaHTax IMLEH3UIA MOXHO HalTK Ha oduLmansHoMm caiite
KomnaHmn «/loktop Beb».

Perncrpauumsa AMLeH3nn NoATBEPXKAAET, UTO Bbl ABASAETECh NOAHOMNPAaBHbLIM NOJb30BaTENEM
Dr.Web Industrial ans ¢arnosbix cepBepoB Unix, n akTuBmpyeT ero yHKLMKM, BKIOYaA
dyHKUMN OBHOBNEHMA BUPYCHBIX 6a3. PekOMeHAyeTCs BbINOAHATL PErMCTPaLMIO N aKTUBALMIO
JNLLEH3UN cpa3y nocae yCTaHOBKW.

AxktnBauuna Dr.Web Industrial gna ¢pannosbix cepsepoB Unix

MpuobpeTeHHas AMLEH3UA MOXET 6biTh aKTUBMPOBAHa HENOCPEACTBEHHO Ha caiite
KomnaHun «/loktop Beb».

Mpwn akTMBaLMW AN NPOANEHUN TNLIEH3UN TpebyeTcs yka3aTb CEPUNHBIN HOMepP. ITOT HOMep
Mo>eT noctaBasaTbcs BMecTe ¢ Dr.\Web Industrial ans dannoBbix cepsepoB Unix nan no
3/IEKTPOHHOM NMOYTE, MPY MOKYMNKEe UAN NPOANEHUN NNLLEH3NN OHNANH.

3anpoc AeMOHCTPaLMOHHOro nepuoga

Ana nonyyeHns 4eMOHCTPALMOHHOrIO nepmnoja Ha ncnonb3osaHune Dr.Web Industrial ansa
darinoBbix cepBepoB Unix ciesyet 06paTuTbCs K MacTepy 3anpoca AeMo Ha odulianibHOM
cante & komnanun «[loktop Beb». Mocne Bbibopa NPOAYKTa 1 3aMOJHEHNA aHKETbI Bbl

noay4mTe No 31eKTPOHHOM MOoYUTe CEPUNHBIN HOMEP UK KntoueBou Gann Ana aKTMBaLnm
AEMOHCTPaLMOHHOro nepunoga.

JeMoHcTpaumoHHbIV nepurog ncnoab3oBaHus Dr.Web Industrial ans dannosbix cepsepos
: Unix MO>eT BbITb BblaH NOBTOPHO AJif TOTO e KOMMbOTePa TO/IbKO MO UCTEYEHNM
onpeAeneHHOro nepuosa BpeMeHu.

YcraHoBKa k/toueBoro ¢aina

Ecnm yxe nmeetcsa kntoueBor $Gains, COOTBETCTBYHOLUMIA AENCTBYIOLLEN NULLEH3MN Ha 3TOT
NPOAYKT (HanpuMep, OH 6biN NOAYYeH OT NPOAABLA MO 31EeKTPOHHOM NoYTe nocae
peructpaumm nam DrWeb Industrial ana dpannosbix cepBepoB Unix nepeHOCUTCA Ha Apyron
cepBep), MMeeTcA BO3MOXHOCTb akTuBmpoBaTb Dr.Web Industrial ana dannosbix cepsepos
Unix, NpocTo yka3aB NyTb K MUMEIOLEMYCS KIHoUeBOMY daily. 3TO MOXHO cAenatb Ceyowmm
obpaszom:

e BpyuHyto, Ans 3Toro:
1. PacnakynTte kntoueBou dain, eciv OH Hbln BaMy MONYYEH B apXuBe.
2. [anee BbINoNHWTE Nt0HOE U3 YKa3aHHbIX HUXE AENCTBUIA.

e CkonupynTe ero B KaTanor /etc/opt/drweb.com and
GNU/Linux nan /usr/local/etc/drweb.com ans FreeBSD n nepenmenynte B
drweb32. key.
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e B davine koHburypaumm Dr.Web Industrial ana darinosbix cepepos Unix yctaHOBUTE
3HaueHMe NapameTpa KeyPath Takum 06pa3oM, UToObl OH yKa3biBaa Ha KNHOYEBOM
dann. B 3ToM cnyyae Ha3BaHMe KNtOYa MOXET OTANYaTbCA OT drweb32 . key.

3. Mepe3arpy3ute koHOUrypaumto Dr.Web Industrial ans dannoBbix cepepoB Unix,
BbIMOJIHMB KOMaHAY:

# drweb-ctl reload

ANA NpMeHEeHMA BHECEHHDbIX N3MEHEHUN.
Bbl Takoke MOXeTe BbIMOJAHUTb KOMaHAy:

# drweb-ctl cfset Root.KeyPath <nyme k kaouegomy gatiny >

B nocneaHem cnydyae JONOAHUTENBHO Nepe3arpyxatb koHdurypauuto Dr.Web Industrial ans
darinoBbix cepsepoB Unix He TpebyeTcs. KntoueBor daiin He ByaeT ckonMpoBaH B

Katanor /etc/opt/drweb.com ana GNU/Linux nam /usr/local/etc/drweb.com Ans
FreeBSD, a octaHeTCcs B NICXOAHOM KaTanore.

@ Ecnm kntoueBoi daiin He ckonnpoBaH B kKaTanor /etc/opt/drweb.com Ans

* GNU/Linux nan /usr/local/etc/drweb.com ansa FreeBSD, nonb3oBaTtenb cam HeceT
OTBETCTBEHHOCTb 3@ €0 COXPaHHOCTb. Takol cnocob ycTaHOBKM KIHOUYEBOTro daiia He
pPEKOMEeHAYeTCs U3-3a BO3MOXHOCTU €ro CIyYaHOTO yAaseHus (Hanpumep, eciv OH 6bis
pa3MeLLeH B KaTanore, NoABepratoLLeMCs aBTOMATUUECKOM OUNCTKE CUCTEMOM). MoMHMTE,
YTO B C/lyYae yTpaThbl Bbl MOXETE 3aNpoCuTb KAHOUEBOW Galin MOBTOPHO, HO KOJIMYECTBO
3aMpoCOB Ha ero noJy4yeHne orpaHMyeHo.

NMoBTOpHaa perucrtpauus

MoBTOpHas perncrtpaums MoxeT NnoTpeboBaThCs B Ciyyae yTpaThl ANLEH3NOHHOIO
KntoyeBoro dania Npu HaANMUMKM aKTUBHOW ANLEH3MW. [pY NOBTOPHOM perncrTpaumm ykaxmTe
Te XXe NepcoHasibHble AaHHble, KOTOPbIe Bbl BBEAN NPW MNEPBOM perucTpaLmn anMLeH3num.
[lonyckaeTcs MCNoib30BaTh APYro afpec 31eKTPOHHOW MNOoYTbl — B TakOM C/lyyae
NINLLEH3VOHHbIN KNtoueBor dainn ByaeT BbiCIaH MO HOBOMY agpecy.

MoNyunTb MMLEH3NOHHBIV KNHOUYeBOW Gaii C MOMOLLO KOMaHAbl yNpaBaeHUs nLLeH3VeRn
MOXHO OrpaHMYeHHOe KOANYeCTBO pa3. Ecam 3To uncno npesbiWeHO, TO KIOYeBOW dalin
MOXHO MONYUMTh, MOATBEPAVB PErMCTPALIMIO CBOETO CEPUINHOIo HoMepa Ha caiite
kKomnaHun «/loktop Beb». KntoueBor dpain byseT BbicIaH Ha aApec 31eKTPOHHOM MoYThI,
KOTOpPbIV Obln yKa3aH Npu NepBOW perncrpauunm.

Mocne nonyyeHuUs kntoUeBOro aiia No 3NEKTPOHHOM NoyTe BaM HEOBXOANMO BbIMOAHUTb
npoLeaypy ero ycraHOBKU.

7.1.1. KnroueBon pann

KntoueBown dann — 310 cneumnanbHblil Ganin, KOTOPbIM XPaHUTCA Ha 1OKabHOM KOMMblOTEpe
N COOTBETCTBYET NPUOOPETEHHON AULLEH3NN UAN aKTUBUPOBAHHOMY AE€MOHCTPALMOHHOMY
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nepuogy ana Dr.Web Industrial gna daninoBbix cepsepos Unix. B kitoueBom darine
GUKCUPYHOTCA MapaMeTpbl UCNOJIb30BaHWSA NPOAYKTa B COOTBETCTBUN C NMPUOBPETEHHO
NNUEH3MEN UW aKTUBMPOBAHHbLIM AEMOHCTPALNOHHBIM MNePUOAOM.

KntoueBon daitn nmeet pacumpenmve . key 1 ABAAETCA AeNCTBUTENbHBIM NPWU
OAHOBPEMEHHOM BbIMOAHEHUWN CNeAYHOLLNX YCAOBUIA:

o CpOK AGVICTBI/IH JNUEH3NN A AEMOHCTPAUMOHHOIO nepnoja, KOTOpblIM OH COOTBETCTBYET,
HE NCTeK.

o Pa3peL|_|eH|/|e, onpeagendaemoe J'II/ILl,eH3MeVI NN aKTUBHbBIM AEMOHCTPALNOHHBIM NEPpNoLomMm,
pacnpocTpaHAEeTCA Ha BCE MCNONb3yeEMblE MOAY/IN.

e LlenoctHocTb daiina He HapyLueHa.

Mpwn HapyweHun 1060ro 13 3TUX YCIOBUIW KntoueBou dan CTaHOBUTCA HeAeUCTBUTEIbHbIM.

| Mpw pabote Dr.Web Industrial ans dannosbix cepsepos Unix kitoueBoin daiin no

& YMOJIYaHWIO AOKEH HaXOAUTbCA B KaTasore /etc/opt/drweb.com Ana
GNU/Linux nnn /usr/local/etc/drweb.com ans FreeBSD n Ha3biBaThCA
drweb32.key.

KomnoHeHTbl Dr.Web Industrial gns daiinosbix cepepoB Unix perynsipHo npoBepsatoT
Haauuve 1 KOpPeKTHOCTb KatoueBoro daina. Ero cogep>xkumoe 3atmiLeHo ot
peaakTMpoBaHWA NPy NOMOLLM MEXaHW3Ma 3NeKTPOHHOW LPPOBOW NOAMUCK, MO3TOMY
peaakTpoBaHve fenaet kiroueBor Gain HeaencTBUTENbHBIM. He pekoMeHayeTcs
OTKPbIBaTb KIHOUEBOM daiia B TEKCTOBbIX pejakTopax BO n3bexaHue ciyyaHoW nopum ero
COLEPKUMOTO.

Mpw OTCYTCTBUM AENCTBUTENBHOTO KIOYEeBOro daina (IMLEH3NOHHOTO UK
JAEMOHCTPaLMOHHOTO), @ TakXke Mo UCTEYEHUM CPOKa ero AeNCTBUS, aHTUBUPYCHbIE BYHKLMN
BCEX KOMMOHEHTOB 610KMPYIOTCA A0 YCTaHOBKM AENCTBYHOLLEro KitoyeBoro darina.

PekomeHAyeTCs COXpaHATb MMEHLUMNCA NNLLEH3WOHHbBIN KNtoUeBOM Gala A0 UCTeyeHMs cpoka

ero sencreus. B aTom cnyyae npu nepeycraHoBke Dr.Web Industrial ans ¢annosbix cepsepos
Unix nam nepeHoce ero Ha Apyrov cepBep NOBTOPHas perncrTpaumns cepumHoro Homepa
NLEH3UN He NoTpebyeTcs, U Bbl CMOXEeTe UCMONb30BaTh JINLIEH3MOHHbIN K1to4eBOW daiin,
MOJlyYeHHbIN NPU NEPBOM MPOXOXKAEHMM MPoLeaypPbl PErncTpaLmm.

@ Mo anekTpoHHOM NouTte KitoyeBble dainbl Dr.Web obbluHO nepesatoTcs 3anakoBaHHbIMY B
‘ apxuBbl . z1ip. ApXMB, cogepkallnii kKntoueBon dan ana aktmeaumm Dr.Web Industrial gns
darnnosbix cepepos Unix, 06bI4HO MMeeT UMsA agent . zip. Eciv B coobLeHmn

3NI€KTPOHHOM MOUTbI COAEPKUTCH HECKO/IbKO apXMBOB, TO HY>HO UCMOJ1b30BaTbh UMEHHO
apxuB agent.zip. MNepey yctaHOBKOW kntoueBOro daina Bbl AO/XKHbI pacrnakoBaTb apxuB
Nto6bIM yA0OHBIM A8 Bac CNOCOHOM U U3B/IeUb U3 HEro KitoyeBon daia, CoxpaHuB ero B
Nto60I AOCTYMHBIA KaTafor (HanpyUMep, B AOMaLLHWUIA KaTaaor UK Ha CbeMHbIN HOCUTENb
USB flash).
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7.2. NMpoBepka paboTrocnocobHocTN

Ansa npoBepkn paboTOCNOCOOHOCTM aHTUBUPYCHBIX MPOrPaMM, MCMOb3YHOLUUX CUTHATYPHbIE
mMeToabl OBHapy>eHua yrpos, ncnonblyetcs Tect EICAR (European Institute for Computer Anti-
Virus Research), pa3paboTaHHbIi O4HOMMEHHOW opraHu3aumen. 3ToT TecT pa3paboTaH ans
TOro, YtTo6bl NOAb30BaTeNb, HE MOABEPras CBON KOMMbIOTEP ONACHOCTM, MOT MOCMOTPETb, Kak
YCTAaHOBJ/IEHHbIV aHTUBUPYC ByAeT CUTHaAN3NpPOoBaTb 06 OH6HAPYXKEHUN Yrpo3bl.

Mporpamma, ncnosnbsyemas ans Tecta EICAR, He aBnseTca BPeAOHOCHOW, HO crielymanbHO
onpegensetcs 60NbLWMHCTBOM aHTUBUPYCHBIX MPOrpaMM Kak BUPYC. AHTUBMPYCHbIE
npoayktel Dr\Web Ha3sbiBatoT 3TOT «BUpyC» cnepytowmm obpasom: EICAR Test File (NOT a
Virus!). TIpuMepHO Tak ero Ha3bIBakOT U APYrne aHTUBUPYCHbIE MPOrpamMmmbl. TectoBas
nporpamma EICAR npeacraBnser cobon nocnesoBaTenbHOCTb U3 68 6anT, 0b6pasyroLLyto Teno
ncnonHsemoro ¢anna . com ans OC MS-DOS/Windows, B pe3ysibTate UCMONHEHMS KOTOPOTO
B KOHCOJIb MW Ha 3KpaH 3MyAAaTopa TepMUHaNa BbIBOAUTCA TEKCTOBOEe COObLLeHNeE:

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

Teno TecToBOW NPOrpamMMbl COCTOMT TONIbKO M3 TEKCTOBbIX CUMBOJIOB, KOTOPbIE GOPMUPYHOT
CNeZlytoLLYHO CTPOKY:

X50!P$Q@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE ! SH+H*

Ecnv Bbl co3saaMTe TEKCTOBbIN dalin, COCTOALLMNA U3 NPUBEAEHHOM Bbille CTPOKM, TO B
pe3y/nbTaTe NONYYNTCA Nporpamma, kotopas 1 6yaeT OnMcaHHbIM «BUPYCOM>.

B cnyuae koppektHou paboTtel Dr.Web Industrial ana dannoBbix cepsepos Unix 3T0T daiin
AO/KeH 0BHapy>KMBaTbCA NPU NpoBepke 06BEKTOB GaliNoBOM CUCTEMbI HOOLIM AOCTYMHbIM
cnocobowm, ¢ ysegomneHnem ob obHapyxxeHum yrpo3sbl EICAR Test File (NOT a Virus!).

Mprmep KOMaHAbl An1a NnpoBepkn paboTocnocobHoctn Dr.Web Industrial ana dannoBbix
cepsepoB Unix npu nomolum TectoBor nporpaMmmbl EICAR:

S echo 'X50!P%QAP[4\PZX54 (P")7CC) 7}$SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*' > testfile
&& drweb-ctl scan testfile && rm testfile

[laHHas KOMaHJa 3anucbiBaeT CTPOKY, NPeACTaBAsAOLLY0 COBOWN TeNI0 TeCTOBOMW NMPOrpamMmbl
EICAR, B pain testfile B TEKYLLMIA KaTanor, BbINOAHAET MPOBEPKY NOJNYUYEeHHOro dalina,
nocse Yero yaansier Co3faHHbIn dann.

| [ns ycnelwHoro npoBeseHUs Bbilleyka3aHHOTO TecTa Bbl 4OJIKHbI MMETb MpaBa 3anucu B
: TekyLuii kaTanor. Kpome Toro, ybeantecb, Uto B HEM OTCYTCTBYET A C UMEHEM
testfile (Npyn HeOBXOAMMOCTU M3MEHMUTE UMA daina B KOMaHAE).

B cnyuae ycnewHoro obHapyXeHuns TeCTOBOroO «BMpYyca» Ha 3kpaH byaeT BblZaHO caepytoLlee
coobuleHmne:

<nyme K mekyuwjemy kamasoey>/testfile - infected with EICAR Test File (NOT a Virus!)
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Ecam npu nposepke byaeT nonyyeHo coobuieHne 06 ownbke, obpaTuTech K ONUCaHUIO
U3BECTHbIX OLINBOK.

@ Ecnm B cucteme paboTaet MoHuTOp dannoBoi cuctemsl SplDer Guard, npu o6Hapy>KeHUM

: Yrpo3bl Gaina MoXeT 6biTb TyT e yAaseH UAN NepemMeLleH B KapaHTUH (B 3aBUCUMOCTM OT
HacTpoeKk KOMMOHeHTa). B 3Tom cnyvae nocne coobueHns o6 obHapy>keHUn yrposbl
KOMaHAa rm cooblunt 06 oTcyTcTBUM dQaina. ITa cMTyaLms He ABAAeTCA OLKOKOW, a
CUTHaNU3NPYeT O KOPPEKTHOW paboTe MOHUTOpPA.

7.3. Hactpoiika moHuUTOpUHra ¢ainJioBoul CUCTEMbI

B sTom pasgene

e OCHOBHble HAaCTPOWKM MOHUTOPUHIa GanioB
e VI3MeHeHWe pexnmMa MOHUTOpUHra dannos

Ana HacTporkn MoHUTOpMHra darnoson cnctembl GNU/Linux moHntopom SplDer Guard
HeobXxoAMMO 3aAaTb 3HaUYEHWUA psAja NapaMeTpPOB, HAaXOAALLMXCA B CEKLMM HAaCcTpOeK
[LinuxSpider] KoHGUrypaunoHHoro dainna.

OCHOBHbI€ HACTPOMKN MOHUTOpPUHra pannos

e YCTaHOBUTE A/ MapameTpa Start 3HaUeHUe Yes, YTobbl BKIHOUNTL MOHUTOP.

e YKaXuTe pexumm B3aMMOAeNCTBMA MOHUTOPaA C paliioBOM CMCTEMOW B NapameTpe Mode
(pekomMeHayeTCs UCMONb30BaTh 3HaUeHWe Auto).

e B napametpe ExcludedProc Npu HEOHXOANMOCTN NepeUncanTe Nyt K MCNOAHSAEMbIM
dalinam foBepeHHbIX MPUNOXKEHWI, TO €CTb MPUIOXKEHWUI, LOCTYN KOTOPbIX K painnam He
6yAeT KOHTPOIMPOBATLCA MOHUTOPOM.

e B napametpe ExcludedFilesystem Npyu HEOOXOAMMOCTM Nepeuncamte nMeHa pannoBbIX
cuctem (Hanpumep, cifs), daninbl KOTOPbIX HE ByAyT KOHTPOIMPOBATLCA MOHUTOPOM.

e Onpegenvte obnactb HabaroaeHMa B GaIoBOM cMcTeMe, 3aaB Habop 3alumLaeMblx
npoctpaHcTB. Kaxzoe 3alymiiaeMoe NpoCTPaHCTBO 3aaeTcs OTAE/IbHOM CeKLmen
[LinuxSpider.Space.<umMfa hpocmpaHcmea>]. [Jna KaXxaoro npocTpaHcTea B
napameTpe Path 3ajaniTe NyTb K KaTaaory, B KOTOPOM PacrnoioXeHbl dalinbl, nojiexalime
HabtoAeHUNIO, M YCTaHOBUTE NapaMeTp Enable B 3HaueHMe Yes, 4Tobbl J06aBUTb
3allMLaemMoe NPOCTPaHCTBO K 061aCTV HabatoaeHs MOHUTOPA.

¢ B napametpe ExcludedPath (4ns Bcel $panoBON CUCTEMbI COBMECTHO, UM ANS KaXKA0ro
3alMLLaeMoro NpoCTpaHCTBa UHANBUAYabHO) onpeaennTe 061acTb UCKIOYEHUS
(nepeyHu nyTen K 06BEKTAM, MOANEXALMM N He MOA/IEXALUMM KOHTPOAO MOHUTOPOM). B
YaCTHOCTW, €CIN HEKOTOPbIE MYTW HAXOAATCA NOJ ynpaBaeHnemM GpainnoBoro cepeepa
Samba, 371 nyTn cregyet 406aBUTL B 06/1aCTb MCKIOUEHUS BO M3bexaHne KOHPANKTOB Npwu
NpoBepKe PasHbIMU MOHUTOPAMM.
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e 3asaniTe napaMeTpbl NpoBepkn GanoB 1 peakLnmn MOHUTOPa Ha OBHapyXXeHue yrpo3
Pa3/INYHbIX TUMOB (B TOM UMC/e, NPU HEOHXOAMMOCTI, ONpPeenTe UX MHANBUAYaAAbHO ANS
KaXk4oro 3allMLlaeMoro NpocTpaHcTBa B 061acT HabAtoAeHNA MOHUTOPA).

N3meHeHne pexxmuma MOHUTOpUHra ¢aiizios

Tonbko ecnv SplDer Guard paboTaet B pexuvme FANOTIFEY, a agpo OC cobpaHo co
BK/IOYEHHON onuveli CONFIG FANOTIFY ACCESS PERMISSIONS.

@ PeXuMbl YyCUNEHHOTO MOHWUTOPUWHIa GalrifioB € UX NpeaBapuUTeIbHOM 6A0KMPOBKOM AOCTYMHbI

Ans nepekntoyenms pexmmoBs paboTsl SplDer Guard HeobxoanMo obiasate NpaBamu
cynepronb3oBaTens. s nosyyeHvs npas Cynepronb30oBaTeNs UCMONb3YiTe KOMaHAy
CMeHbl Mo/b30BaTeNd su AU KOMaHAY BbINOJHEHUA OT UMEHU APYroro noJib3oBartens
sudo.

e Y1066l Nnepekntountb SplDer Guard B pexxum paboTbl FANOTIFY, BbIMOAHUTE KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode FANOTIFY
e YT06bI N3MEHWNTB pPeEXNM MOHUTOPWHIA, BbINONHNTE KOMaHAy:
# drweb-ctl cfset LinuxSpider.BlockBeforeScan <pexum>
rae <pexum> onpepenaet pexXmm 6J'IOKI/IpOBKVI:

o Of £ — 610kMpoOBKa AocTyna He npousBoaunTcs, SplDer Guard ocylecTBafeT 06bIUHbIN (He
60KMPYIOLLNIA) PEXXUM MOHUTOPUHTA;

o Executables — Npou3BoAUTCA BNOKMPOBKa AOCTyNa K UCNosHAeMbIM daitnam, SpiDer
Guard ocyLecTBASeT YCUNEHHbIN KOHTPOAb UCMOAHAEMbIX GaNoB;

o A1l — npomn3BoanTCA 6a0KMpPOBKa AocTyna K tobbiMm darinam, SplDer Guard ocywecteasert
«MapaHounAanbHbIN» PEXNM MOHUTOPUHTA.

e YT06bI M3MEHUTb CPOK aKTyaNlbHOCTU pe3ybTaToOB NPOBepkN Gparnnos, XxpaHnmbix Dr.Web
File Checker B kelue, BbINONHWTE KOMaHAY:

# drweb-ctl cfset FileCheck.Rescanlnterval <nepuod>

rae <nepuod> onpezensieT Nepuos akTyasbHOCTV NpeaplayLiMX pe3yabTaToB NPOBEPKY,
HaxoAALLMXCA B K3Le. [JonycTMMo 3HaueHune oT 0s Ao 1m. Ecam ykasaH nepuog meHee 1
CeKyHAbl, TO CKaHMpPOBaHMWe byAeT OCyLEeCTBAATLCA NMPU KaXKAOM 3anpoce.

MNocne BHeECEHUA N3MEHEHWI B HAaCTPOWKK nepesarpysute koHdurypaumnto Dr.Web Industrial
ans dannoBbix cepepoB Unix ¢ MOMOLbHO KOMaH/bL:

# drweb-ctl reload

Bbl Taioke moxxeTe nepesanyctnte Dr.\Web Industrial ans dannosbix cepepos Unix,
nepesanyctusB AeMOH yrnpaBieHusa koHourypaumen DrWeb ConfigD ¢ noMoLubto KOMaHAbI:

# service drweb-configd restart
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7.4. Mnterpauums c ¢ainoBbim cepBepom Samba

B atom pasgene

e |llarn no nHTerpaumnm ¢ Samba

e YTnanta KOHOUrypnpoBaHmsa

@ MoHutop SplDer Guard ans SMB ucnonb3syeT ana nHTerpaummn ¢ Samba cnewmanbHbil

: mogaynb VES SMB. CoBmecTHO ¢ MoHuUTOpoM SplDer Guard ans SMB noctaBasietcs
Heckobko Bepcuii Mogyns VFS SMB, cobpaHHbIx A5 pa3ivyHbIX Bepcmin Samba, ogHako
OHW MOTYT OKa3aTbCsi HECOBMECTUMbI C Bepcuel Samba, ycTaHOBAEHHOW Ha BalleM
dalinoBOM cepBepe, HanpuMep, ecan YCTaHOBEHHbIW Y Bac cepeep Samba ncnonb3yet
onumto CLUSTER SUPPORT.

B cnyyae HecoBMeCTMMOCTM noctaBasiemblx Mogynein VFS SMB ¢ Bawum cepsepomM Samba,
B npoLecce yctaHoBku Dr.Web Industrial ana daiinoBbix cepepoB Unix Ha akpaH 6ydem
8bl0aHo coomeemcmayrowjee coobuweHue. B 3Tom cnyyae nepes nHterpauvert Heo6xoANMo
BbINOAHUTL NpoLeaypy cbopku moaynsa VFS SMB ansa Bawero cepeepa Samba, Bkatovas
noasep>kky onummn CLUSTER SUPPORT, ecin 3T0 TpebyeTcs.

Ans nonyueHns nibopmaumm o npouesype cbopku moayns VFS SMB 13 ncxogHoro koza
cm. pasgen C6opka moayns VES SMB.

LLaru no nHrerpauum ¢ Samba

Ans viHterpaunn SpiDer Guard agna SMB ¢ dannoBbiM cepeepom Samba Heobxoanmo
BbINMOJNHUTb CefytoLee:

1. B katanore VFS-mopynen cepBepa Samba (Mo ymonyaHuto ans
GNU/Linux — /usr/1ib/<apxumekmypa>-1linux-gnu/samba/) co34aTb
CMMBOJIMYECKYHO CCbINKY smb_spider. so, yKa3biBatoLllyto Ha moayab VFS SMB komnaHum
«[lokTop Beb», cOOTBETCTBYHOLLMI NCNONb3YyeMOW Bepcum cepBepa Samba.

Moaynn VFS SMB, noctaBnsiemblie komnaHunen «Joktop Beb», pacnonoxeHbl B katanore ¢
6bubanotekammn /opt/drweb.com/1lib/<apxumekmypa>-linux-gnu/samba/ (B
Debian, Ubuntu, Mint) nan /opt/drweb.com/1ib64/samba/.

®dannbl Mogynen uMeroT UMA BMAa libsmb spider.so.<ver>, rae <ver> — Bepcus
cepBepa Samba, ¢ koTopon paboTaeT MOAy/b.

Hanpumep, /opt/drweb.com/1ib/x86 64-linux-
gnu/samba/libsmb spider.so.4.13.0— mogynb VFS SMB ans cepsepa Samba
Bepcun 4.13.0 gna GNU/Linux, apxutektypa x86_64.
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2. B davine koHdurypaumnm cepsepa Samba smb . conf (no ymonuyanmto ans GNU/Linux B
KaTanore /etc/samba) CO3anTe cekumm Ana pasgensiemMbix katanoron. Cekuus
pa3fensaemMoro Katasora foJ/KHa UMeTb BUA;

[<ums pecypca>]

comment = <KOMMeHMapui>

path = <nyme Kk 3awuwyaemomy kamasnoay >

vis objects = smb spider

writeable = yes

browseable = yes

guest ok = yes

public = yes
rae <ums pecypca> — ntoboe nma pasgensieMoro pecypca, a <koMmeHmapuu> —
NPOM3BObHasA CTPOKa-KOMMeEHTapui (He oba3atenbHo). Mima ob6bekTa, ykazaHHOE B
napameTpe vEfs objects, AONXKHO COBNajaTh C UMeHeM dainia CUMBOANYECKOM CChIIKM

(smb_spider B faHHOM cayyae).

Mocne 3TOro KaTanor, ykasaHHbIA B NapameTpe path, OyaeT HaxoanTbCs Noj
HabaroaeHnem moHuTopa SplDer Guard ans SMB. Mpwu 3Tom B3anmogenicteme SplDer
Guard ans SMB ¢ mogynem VFS SMB 6yzet npoun3ssoautbca vepes Unix-

coket /<samba chroot path>/var/run/.com.drweb.smb_spider vfs.[lyTb K 3TOMYy
Unix-cokeTy no ymonuyaHuto 3agaH B HacTponkax SplDer Guard ans SMB, a Takoke moayns
VFS SMB.

Mogintountb SplDer Guard ans SMB k yxe HacTpoeHHbIM B daline KOHOUrypawumm cepeepa
Samba pa3gensemMbiM KaTasoram Bbl MOXeETE, MCMO/b3YA YIUANTY KOHOUTYPUPOBaHNA

drweb-configure.

3. Ecnv TpebyeTcs M3MEHUTb NyTb K COKETY, TO ero HeoH6XoANMO 3a4aTb He TO/IbKO B
HacTponkax SplDer Guard ans SMB (napameTp SmbSocketPath), HO 1 B danne
KoHdUrypaumm Samba smb . conf. 14 3TOro B cekuuto [ <ums pecypca>] Heobxoanmo
A06aBUTb CTPOKY:

smb_spider:socket = <nyme k cokemy>

rae <nyme K cokemy> fOnXeH 6biTb abCcoNtoTHbIM nyTem K Unix-cokeTy, OTHOCUTENBHO
KOPHA, 3aflaHHOro Ana cepBepa Samba yepes chroot (<samba chroot path>).

4. Mpn HeOb6XOAMMOCTM Bbl MOXETE UCK/IOYaTb 06BEKTbI B 3aLUMLLAEMbIX Pa3aensaMblX
kaTasorax (kak KaTanoru n3 NpoBepKu, Tak U oTaenbHble daiabl). [Jna 3TOro ykaxute nyTu K
3TUM 0b6bekTaM B KayecTBe 3HaYeHU napameTpa ExcludedPath. B kauecTBe 3HaueHMi
napameTpa IncludedPath Bbl MOXeTe yka3aTb MyTW K 06bekTam, KoTopble 0653aTelbHO
AO/XKHbI ObITb BK/IHOYEHbI B MPOBEPKY.

| MapameTp IncludedPath UMeeT NpuopuTeT Haj NapameTpom ExcludedPath: ecan
: OAVH ¥ TOT e daiin unv katanor JobasaeH B 3HaYeHUs 060VX NapaMeTpoB, OH ByaeT
BK/IFOUEH B CMINCOK Ans 06s13aTeNlbHOV MPOBEPKMU.
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5. Ecaun Tpebyetca 3agaTb MHAMBUAYaNbHbIE HACTPONKN NPOBEPKN ANS JAHHOTO
pa3jensieMoro katanaora, OTIMYHble OT HACTPOEK MO YMOAYaHUIO (418 BCEX MOAYNEN), TO
HeobxoanMo 3ajaTb Ter-naeHTMdnkaTop ans moayna VFS SMB, KOHTpoAnpYtOLLLEro 3TOT
KaTanor:

smb_spider:tag = <ums pecypca>
Hanee MHAVNBUAYa/lbHblE HaCTpOIZKM KOHTPOAA 3TOro pa3aendaeMoro kataaora 3ajaroTca B

HacTponkax SplDer Guard ans SMB B Buge 0TAeNbHON CEKLUN
[SMBSpider.Share. <umMmsg pecypca>].

YT106bI 4O6ABMTH HOBYHO CEKLMIO MapaMeTPOB C TErOM <UMs pecypca> Npv NOMOLLM
yTuanTbl ynpasnernuns DrWeb Ctl, BbinoaHuTe komaHay drweb-
ctl cfset SmbSpider.Share.<uUMs pecypca>.<napamemp> <3HadyeHue>, Hanpumep:

# drweb-ctl cfset SmbSpider.Share.AccountingFiles.OnAdware Quarantine
JaHHaa koMmaHAaa ,D,O6aBI/IT B c|)a17|n KOHCI)VIpraLI,VIVI cekumnro
[SMBSpider.Share.AccountingFiles]. 3Ta cekumna bygeTt cogepxaTb BCe NapaMeTpsl
MpPoBepPKK KaTasiora, mpmnyem 3Ha4yeHna BCEX MapaMeTPOB, KpPOMe napameTpa OnAdware,

yKa3aHHOro B KOMaHze, 6yayT coBnagatb CO 3HaYEHUSIMUW NapaMeTPOB 13 0bLLeN cekLmn
[SMBSpider].

6. Bkntounte SplDer Guard ana SMB, 3agaB Ans napameTpa Start 3HayeHue Yes.
MNocne BHeCeHNs U3MEHEHUIN B HAaCTPOWMKN Nepe3anyctute cepsep Samba, a Takke

nepesarpysunte koHpurypaumo Dr.Web Industrial agna parinosbix cepsepos Unix, BbINOAHMB
KOMaHAy:

# drweb-ctl reload

Bbl Taioke moxxeTe nepesanyctnte Dr.\Web Industrial ans dannosbix cepepos Unix,
nepesanyctueB AeMOH ynpaBneHus koHourypaumen DrWeb ConfigD ¢ noMoLbto KOMaHAbI:

# service drweb-configd restart

| Ana npepoTBpalLleHns BO3MOXHbIX KOHGMKTOB Mexay SplDer Guard ans SMB u SplDer
o Guard npu nposepke $paiinoB B pasgensemblx Katasorax Samba, pekomeHgyeTcs
AOMNoHUTeNbHO HacTpouTb SplDer Guard, BbINOAHUB OAHO U3 CeAYOLWUX AeNCTBUI:

e 106aBUTb pasgensemble katasorn Samba B 06nacTb UCKIOUEHMA (MEPEUNCANTD ITU
KaTanoru B napameTpe ExcludedPath);

e n06aBUTb NpoLecc Samba (smbd) B CNMCOK UTHOPMPYEMBIX MPOLIECCOB (yKa3aTh smbd B
napameTtpe ExcludedProc).
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Ansa ypobcrea nHterpaumm SplDer Guard ana SMB ¢ HacTpoeHHbIMU B KOHGUTypaumm
darinoBoro cepsepa Samba pa3zgenseMbiMu KaTanoramu (MOAKNOUEHUSA K HAM U
OTKNOUeHMA) pa3paboTaHa crneumanbHas BCnomoratenbHas yTmanta drweb-configure.
Ans Hactpovikn noakntoveHuns SplDer Guard ans SMB k nmerowmmMca pasgensemMbim
KaTasoram WUan OTKIHOUYEHWUA OT HUX, BbIMOJHUTE KOMaHAYy:

# drweb-configure samba [<napamempsi>]
B kauecTBe NapaMeTpOB MOXHO yKa3aTb:
e +<pecypc Samba> — nms pasgensemoro pecypca Samba (kak OHO yka3aHo B paline

KOHbUrypaumm smb . conf), KOTOpbIV cnegyeT sobaBuTtb nog 3awmty SplDer Guard gna SMB;

e —<pecypc Samba> — nma pasgensemoro pecypca Samba (kak OHO ykazaHo B paline
KOHPUrypaLmm smb . conf), KOTOPbIV CAeAyeT UCKIOUNTL U3-Nog 3awmTsel SplDer Guard ans
SMB;

e +/all — pobasutb nog 3awmty SplDer Guard ana SMB Bce paszensemble pecypcbl Samba,
yKa3saHHble B painie KOHPUrypaumum smb. conf;

e —/all — nckntoumnTb M3-no4 3awmTbl SplDer Guard ans SMB Bce pa3gensemMble pecypchbl
Samba, yka3zaHHble B dpanine koHdurypauum smb. conf;

e add symlink — cO3/aTb CUMBOJIMYECKYHO CCbINKY smb_spider. so, yKa3blBatOLLyO Ha
moaynb VFS SMB Dr.Web (nyTb kK uCxogHOMY paiiny MOXeT pa3iMyaTbCca B 3aBUCUMOCTU OT
ncnonb3yemoun Bepcumn Samba);

e remove symlink — yAanuTb CUMBOJMYECKYH CCbIIKY smb spider.so;

e <ghalin koHpuypayuu> — nyTb K Ganny kKoHPUrypaumnm dannoBoro cepsepa Samba
(smb.conf), KOTOpbIV cregyeT obpaboTats. Ecan aTOT napameTp onyctuTb, yTnamnta drweb-
configure NonbiTaeTcA aBTOMATUUYECKM OBHaPYXXMTb akTyaabHbI Gain smb.conf.

l MonyunTb cnpaBky MO MOAYAO HacTPOKkM nHTerpaumm SplDer Guard ans SMB ¢
‘ pa3zensembIMM KaTasoramMmv Samba MOXHO € MOMOLLbHO KOMaHZbI:

$ drweb-configure --help samba
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8. KpaTkune nHcTpykuum

B atom pasgene

e PaboTa ¢ pannoBbIMU XpaHUAVLLAMMU:

o Kak HaCTpouUTb MOHUTOPUHI dannoBor cuctembl GNU/Linux
o Kak nogkntountb Dr.Web Industrial ana darinosbix cepeepor Unix kK cepeepy Samba

o Kak g06aBuTb HOBbIV pa3gensemblil katanor SMB O6Lwme BONpOCkl NO ynpaBaeHUto
Dr.Web Industrial ana dannosbix cepsepos Unix:

o Kak nepesanyctutb DrWeb Industrial ana ¢annosbix cepsepos Unix

o Kak NoAKNHOUYNTLCA K CepBeEPY LIEHTPaAN30BaHHOM 3aLNThI

o Kak OTK/IKUMTLCS OT cepBepa LIeHTPaIM30BaHHOWN 3aLUUThI

o Kak aktmBmposatb Dr.Web Industrial ana dannosbix cepsepor Unix

o Kak o6HoBWTb Bepcunto DrWeb Industrial ana dannosbix cepsepos Unix

o Kak no06aButb nav yaanntb komnoHeHT Dr.Web Industrial ana dannoBbix cepepoB Unix
o Kak ynpaBnatb paboton komnoHeHtoB Dr.Web Industrial ana dannosbix cepeepor Unix
o Kak npocmoTtpetb xypHan Dr.Web Industrial ana dannosbix cepepos Unix

Kaxk nogxknrountb Dr.Web Industrial ansa ¢pannoBbix cepsepoB Unix
K cepBepy Samba

Cnepyvite MHCTPYKLUMK, NPeACTaBAeHHOW B pa3jene VHTterpaumnsa ¢ daninoBbiM cepBepom
Samba.

Kak HacTpoutb MmoHUuTOpUHT pannoBou cuctembl GNU/Linux

CnepynTe MHCTPYKLUMK, NPeACTaBNEHHOM B pa3jene Hactpolika MOHUTOPUHIa GariioBOM
CUCTEMBL.

Kak nepe3zanyctute Dr.Web Industrial ana ¢pannoBbix cepsepoB
Unix

[ns nepesanycka yxe pabortatowero Dr.Web Industrial ana darinosbix cepepos Unix Bbl
MO>KeTe NCMOAb30BaThb YNPaBASIOLMIA CKPUMT AeMOHa yrnpaBaeHuns KoHourypauvein Dr.Web

ConfigD. 3anyck, ocTaHOB 1 Nepe3anyck 3Toro AemMoHa NPUBOAUT, COOTBETCTBEHHO, K 3aMycKy,
OCTaHOBY M Nepe3anycky Bcex komnoHeHToB Dr.Web Industrial ana dpainosbix cepsepos Unix.

PyKOBOACTBO aZMUHWCTpaToOpa
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CkpunTt ans ynpasnenusa DrWeb ConfigD pacnonaraetcs B ctaHgapTHoM ana OC kaTanore
(/etc/init.d/ ana GNU/Linux nam /usr/local/etc/rc.d/ ana FreeBSD) n Ha3biBaeTcs
drweb-configd. CKpUNT MMeeT ceayrolme ynpasastoLle napamMmeTpsbl:

Mapametp

start

stop

restart

condrestart

reload

status

OnucaHue

3anyctutb Dr.Web ConfigD, ecaun oH elue He 3anyweH. Mpwu 3anycke Dr.Web ConfigD
3anycTuT Bce HeobxoanmMble koMnoHeHTbl Dr.Web Industrial ans dalinosbix cepsepoB
Unix.

3aBepwutb paboty Dr.Web ConfigD, eciv oH 3anyuueH. MNpwu 3aBeplueHur paboTbl
Dr.Web ConfigD 3aBeput paboty Bcex komnoHeHToB Dr.Web Industrial ans
darinosbix cepeepos Unix.

Mepesanyctutb (3aBepLwuTb 1 3anyctutb) Dr.Web ConfigD, koTopblii 3aBepLunT 1
3anycTut Bce koMnoHeHTbl Dr.Web Industrial gna danosbix cepsepos Unix. Ecim
Dr.Web ConfigD He 6bia 3anyLieH, paBHOCUALHO start.

Mepesanyctute Dr.Web ConfigD ToabKO B TOM cyyae, ecivi OH Hbia 3anyLueH.
Mocnate Dr.Web ConfigD curtan HUP, ecam oH 3anyweH. Dr.Web ConfigD nepewnet
3TOT cuUrHasn BceM koMnoHeHTam Dr.Web Industrial gas darinoBbix cepsepos Unix.
Mcnonb3yeTca Ana vHMUMaLmM npouecca nepeuntbiBaHNA KOHOUrypaLumm BceMm

komnoHeHTamu Dr.Web Industrial gns darinosbix cepeepos Unix.

BbiBecTn Ha KOHCO/b Tekylee coctosHne Dr.Web ConfigD.

Hanpumep, ana nepesanycka Dr.Web Industrial ans darinosbix cepepos Unix (nam 3anycka,
ecnun oH He 6bin 3anyweH) B OC cemenctea GNU/Linux BbINONHMTE KOMaHAYy:

# /etc/init.d/drweb-configd restart

Kak nogknrountbcsa K cepBepy LLeHTPa/ZiM30BaHHOMN 3aLnThbl

1. MonyunTe OT aAMUHUCTPaTOPa aHTUBUPYCHOW CETU ajpec cepBepa LieHTpaM30BaHHOWM
3alWmnTbl U Gain ero cepTudumkara, a Takke, Mpy HEOOXOANMOCTU, JOMONHUTENbHbIE
napameTpsbl, TakvMe Kak naeHTMdnKaTop CTaHUMmn 1 Naponb, UAN NaeHTUdUKaTopsbI
OCHOBHOW 1 TapndHOW rpynnbl.

2. Ncnonb3ynTte KOMaHAy esconnect yTuanTbl ynpaeaeHuns Dr.Web Industrial ana dannoBbix
cepBepoB Unix n3 komaHgHom ctpokn Dr.Web Ctl.

[ns noakntoyeHns obs3aTeNlbHO NCNOb3YNTe NapamMeTp --Certificate, ykasaB nyTb K
danny ceptndukata cepepa. lonoaHUTENBHO Bbl MOXeTe yka3aTb AEHTUPMKATOP y3na
(«CTaHLMM», C TOYUKMN 3pEeHNs cepBepa LieHTPaaN30BaHHOM 3aLUMThbl) M Naposb ANs
ayTeHTMdUKaLMM Ha cepBepe, eC/I OHN BaM U3BECTHbI, UCMOAb3ya NapaMeTpbl ——Login U
--Password. Ecim 3TM napameTpbl 3agaHbl, TO NOAKNHOUEHME K cepBepy ByaeT ycneLwHbIiM
TONIbKO MNPV yKazaHUW NpaBMabHOM Napbl naeHTUdUKaTop/naponb. Ecav 3t napameTpel
He yKa3aHbl, TO MOAK/IOYEHNE K cepBepy ByaeT ycrneLHbIM TONbKO B C/lyYae ero
0Z0bpeHns Ha cepBepe (aBTOMATUYECKN AN aAMUHUCTPATOPOM aHTUBUPYCHOM CeTu, B
3aBUCUMOCTM OT HAaCTPOEK cepBepa).
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Kpome TOro, Bbl MOXeTe NCNOJb30BaTh NapameTp —-Newbie (NOAKAHOUNTLCA KaK
«HOBMYOK»). ECam 3TOT pexxnm nogxnroueHns paspeLleH Ha cepBepe, To, nocae ogobpeHuns
NOAKIHOUYEHNSA, CepBEp aBTOMATUUECKM CreHepupyeT A1A XOCTa YHUKaNbHYHO napy
naeHTMdrKaTOp/Napob, KOTopas B AanbHelrLweM ByaeT NCNOob30BaTbCA AN ero
NOAKAHOUYEHUA K 3TOMY cepBepy.

Mpu NnoaKNtOYeHN KaK «HOBUYOK», HOBas y4YeTHaa 3amnucb A/ia XocTa byAeT creHeprpoBaHa
: CepBepPOM LiEHTPaNN30BaHHOW 3aLLUTbl axe B TOM Cllyyae, eC/in paHee OH yxe UMen
YYeTHyO 3anucb Ha 3TOM cepBepe.

TunoBow Nnpumep KomaHabl nogkatoveHns Dr.Web Industrial ans darinosbix cepeepos Unix
K cepBepy LieHTpasM30BaHHON 3aLuThl:

# drweb-ctl esconnect <adpeccepsepa> --Certificate <nyms k ¢aliny cepmugukama cepsepa>

Mocne ycnewHoro NOAKNKOYEHUA K cepBepy LeHTpaansoBaHHoM 3awmTel Dr.Web Industrial
ana darnosbix cepeepoB Unix byget paboTaTh B pexkvme LLeHTPaan3oBaHHOM 3aLlLMTbl AN B
MOBMNBHOM peXxnMe, B 3aBUCUMOCTM OT pa3peLLeHni, yCTaHOB/IEHHbIX Ha cepBepe U
3HaueHWA napameTrpa kKoHGUrypaunm MobileMode komnoHeHTa Dr.\Web ES Agent. ns
NPUHYANTENBHOIO MCMONb30BaHMA MOBMABHOIO pexmnma ycTaHOBMTE 3TOT NapameTp B
3HauyeHue On. Ana paboTbl B pexnme LEeHTPaIM30BaHHOW 3alUMTbl YCTAaHOBUTE MapamMeTp B
3HayeHune Off.

Tunosown npumep komaHabl nepeBoga Dr.Web Industrial ans dannosbix cepepos Unix,
NOAKNOUYEHHOTO K CEPBEPY LEHTPaIM30BaHHOW 3aLUMTbl, B MOBUbHbINA PEXUM:

# drweb-ctl cfset ESAgent.MobileMode On

@ Ecnm ncnosib3yemblin cepBep LIEHTPaNM30BaHHOW 3alUWThl HE MOAAEP XKMBAET UK

: 3anpelLaeT MOBUNbHBIA PEXMM PaboTbl, TO M3MEHEHWE 3HaUEHUA NapameTpa
KOHbUrypaumm MobileMode He nepeseget Dr.Web Industrial ans dainosbix cepeepos
Unix B MOBWALHBIA pexxnm.

Kak oTK/1l0uMTbCA OT CepBepa LeHTPa/IM30BaHHOM 3alUTbl

Ans otkntoueHns Dr\Web Industrial ans dannosbix cepepos Unix oT cepBepa
LeHTpan30BaHHOW 3alLMTbl U MepeBoa ero B aBTOHOMHbIN PEXUM UCMONb3YyNTe KOMaHAY
esdisconnect ytuantel ynpasneHua Dr.Web Industrial gna dpannosbix cepsepos Unix 13
KomMaHAaHoM cTpoku Dr.Web Ctl:

# drweb-ctl esdisconnect

Ansa ycnewHou pabotel Dr.Web Industrial gna dannobix cepsepoB Unix B aBTOHOMHOM
pexxrvMme HeobXoAMMO MMETb AeUCTBYHOLMIN TNLEH3NOHHbIV KatoyeBoW dais. B npoTMBHOM
cnyyae aHTUBMpPYCHble dyHKumm Dr\Web Industrial ans ¢annosbix cepsepos Unix nocne
nepexoja B aBTOHOMHbIV pexunm 6ydym 3ab/10Kupo8aHsi.
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Kpatkue nHctpykumnmn

Kak aktuBnpoBatb Dr.Web Industrial gna ¢pannnoBbix cepBepoB
Unix
1. MponauTte pernctpaumio Ha cante & komnaHum «loktop Beb».

2. MonyunTte Ha yKazaHHbIA NP perucTpaumnm agpec 3NeKTPOHHOM NoYTbl (MAK 3arpy3uTte
HernocpeACTBEHHO C CaillTa MOC/Ie OKOHYaHWUSA PerncTpaLmnm) apxms, CoaepKaLlumnii
AENCTBUTENbHBIV NNLIEH3VOHHbBIN KIto4YeBOW dann.

3. BbimonHWTe NpoLesypy YCTaHOBKN KAHOUEBOTO daiina.

Kak po6aBnTb HOBbIN pa3pensembin kaTtasor SMB

1. Otpegaktupyrte KOHOUTIypaLMoHHbI dann cepepa Samba smb. conf, sjo6aBUB B HEro
CEKLMKO OnMncaHnAa pasgendemMoro Katanaora. CeKLLVIﬂ pasgenaemMoro Katajsora A0JIXXHa
nMMeTb BNA:

[ <ums pecypca>]

comment = <KOMMeHmMapuul>

path = <nymse K 3auuwaeMomy kamasoay>

vfs objects = smb spider

writeable = yes

browseable = yes

guest ok = yes

public = yes
rae <umsd pecypca> — ntoboe uMaA pasgenseMoro pecypca, a <koMmeHmaput> —
HeobA3aTeNbHaA NPON3BOJIbHANA CTPOKA-KOMMEHTapPUA.

2. Ecnan tpebyetca 3agaTh Ans job6aBAEHHOrO pa3gensieMoro Kataaora HacTpPOWKN NPOBepPKH,
oTAnvatoLmecs ot 3asaHHbix ana SplDer Guard ans SMB no ymonuyaHuio, BOCNOAb3ynTech

NyHKTaMWu 3n4 NHCTPYKLWN, ﬂpMBeAeHHOIZ B pasjgene MHTeFQauVIFI C Qbal\/’U'IOBbIM CEPBEPOM

Samba.

3. Mepe3anyctute cepBep Samba n Dr.Web Industrial ana darinosbix cepsepos Unix.

Kak o6HoBuTb Bepcuto Dr.Web Industrial gna ¢painnnoBbix
cepBepoB Unix

ObHoBuTE BEPCUN KOMMOHEHTOB NN BbIMOJIHUTE Mepexo/ Ha HOBYHO BEPCUIO.

| Bam mMoxkeT 6bITb MpeaoxeHo yaanutb Tekylwyto Bepcuto Dr.Web Industrial ans daiinosbix
cepsepoB Unix.

Kak po6aBntb nam ygannte komnoHeHt Dr.Web Industrial gna
dannoBbix cepsepoB Unix

Bocnonb3ynTech npoLeaypon BblbOpOYHOW YCTAHOBKM U YAaNEHNA KOMIOOHEHTOB.

PyKOBOACTBO aZMUHWCTpaToOpa
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Kpatkue nHctpykumnmn

| Mpw ycTaHOBKE UAWN YAaNEHUN KOMMOHEHTA ANS YA0BAETBOPEHMS 3aBUCMMOCTEN MOTYT BbITb
[OMOJIHUTENBHO YCTaHOBJ/IEHBI UK YaaneHbl Apyrie KomrnoHeHTbl Dr.Web Industrial ans
dannosbix cepsepos Unix.

Kak ynpaBnatb paboronn komnoHeHtoB Dr.Web Industrial ans
dannoBbix cepsepoB Unix

Ans npocmoTpa coctoaHmna koMmnoHeHToB Dr.\Web Industrial ans dannosbix cepepos Unix u
yrnpaB/iieHusa nx paboTon Ncnosb3ynTe:

o YTNauTy ynpasaeHusa n3 komaHaHon ctpokun DrWeb Ctl. icnonb3yiite komaHabl drweb-
ctl appinfo, drweb-ctl cfshow n drweb-ctl cfset.YT06BI NPOCMOTPETH
nepeyeHb AOCTYMHbIX KOMaHJ ynpaBaeHns, BbINOAHUTE KOMaHAy drweb-ctl --help.

e Beb-untepdeic ynpasnenna Dr.Web Industrial ans darinosbix cepsepos Unix. Mo
YMONUaHMIO AOCTYN Yepes bpay3ep OCyLLeCcTBAAETCA NO agpecy

https://127.0.0.1:4443.

Kak npocmotpeTb )xypHan Dr.Web Industrial pnsa ¢paninoBbix
cepBepoB Unix

Mpw HacTponKax NO yMOoaYaHUIO 06w XypHan Bcex komnoHeHToB Dr.Web Industrial gna
darinoBbix cepeepoB Unix BbIBOAMTCA B sys1og (dan, B KOTOPbIN 3aNnCbiBaeT COOOLLEHNS
CUCTEMHbIN KOMMOHEHT syslog, 3aBUCUT OT CUCTEMbI U HAXOANTCA B KaTanore /var/1og).
Ob6Lwme HaCTPOVKM BeAEHUA XXypHaia 3a4atoTcs B KOHOUIypaLLMOHHOM daline B cekLmum
[Root] (napameTpbl Log U DefaultLogLevel). [Ina KaX40ro U3 KOMNOHEHTOB B €ro
CeKLMWN HaCTPOEK AOCTYMHbI NapameTpbl Log U LogLevel, 3ajatoLLimMe MecTo XpaHeHUs
XypHasia 1 ypoBeHb NOAPOOHOCTM COOBLLEHNI, BbIBOAUMbIX KOMMOHEHTOM B XKypHaJl.

Takoke Bbl MOXeTe BbINOJHUTL KOMaHAy drweb-ctl log.

YTOObI M3MEHUTL HACTPOMKN BEAEHWNS XXypHana, NCNONb3ynTe yTUANTY YyNpaBaeHNa 13
KomaHgHou ctpokn Dr.Web Ctl unn Be6-nHtepdeiic ynpasneHua Dr.Web Industrial ansa
darinoBbix cepsepos Unix.

Yto6b1 061€rUnTh NAEHTUOMKALMIO OLINOOK, HacTPOKMTE BbIBOA OOLLIEro XypHana BCex
KOMMOHEHTOB B OTAENbHbIA Palin 1 paspeLlunTte BbiBOA PacLUMPEHHOW OT1aZ0uUHON
nHpopmaumnm. [1na 3Toro BbINOAHUTE KOMAHAbI:

# drweb-ctl cfset Root.Log <nyme k ¢aliny xXypHana>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

YT06bI BEPHYTb HaCTpOIZKI/I BeaeHnA O6LLI,eFO >KypHaia BCEX KOMMOHEHTOB MO YMOAYaHUIO,
BbIMOJIHNTE KOMaHAbl:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLoglLevel -r

PyKOBOACTBO aZMUHWCTpaToOpa
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9. KomnoHeHTtbl Dr.Web Industrial pna ¢pavinosbix cepsepoB
Unix

B pa3gene nepeuncneHbl KOMMNOHEHTHI, BXxoasdlwme B cocTaB Dr.\Web Industrial ans ¢annosbix
cepBepoB Unix. N KaXaoro KOMMOHEHTa yKa3aHbl €ro HazHauYeHue, NPUHLMMbI

OYHKUMOHNPOBaHMA, a Takxke napamMeTpbl, KOTOPble OH XpaHWUT B darine KoHburypaumun.

9.1. Dr.Web ConfigD

[lemoH ynpaBneHus koHdurypaumnen DrWeb ConfigD — 3T0 LleHTpanbHbIM YNpaBAaOLLMA
komnoHeHT Dr.Web Industrial ans dannoBbix cepepoB Unix. OH obecneunBaet
LEHTPaNM30BaHHOE XpaHeHMe HacTpoek Ans Bcex komnoHeHToB Dr.Web Industrial ans
darinoBbix cepBepoB Unix, ynpaBasieT akTMBHOCTbI BCEX KOMMOHEHTOB U OpraHum3yeT
AOBEPUTENBHbBI OOMEH AaHHBIMU MeXAy HUMMU.

Dr.Web ConfigD BbinonHsaeT cnegytowme GyHKLMM:

® 3anyck n octaHoBka koMnoHeHToB Dr.\Web Industrial ans dannosbix cepepos Unix B
3aBUCMMOCTM OT HaCTpoek;

e aBTOMATUYECKNI Nepe3anyck KOMMNOHEHTOB B c/ly4yae cboes;

e 3anyck KOMMOHEHTOB MO 3aMNpPoCy OT APYrMX KOMMOHEHTOB;

e OMOBeLLEHNE KOMMOHEHTOB 06 N3MEHEHUN HACTPOEK;

® NpejocTaB/ieHNEe BO3IMOXHOCTU LLeHTPaM30BaHHOTO YNpaBAeHNs KOHOUTYPaLMOHHbBIMU
napameTpamu;

® NpejocTaB/iieHNne KOMMNOHEHTaM MHPOPMaLIMKN U3 NCMONb3YEMOTO KIOUEBOTO dalina;
e NoJslyyeHne NNLEH3NOHHOM MHGOPMALMN OT KOMMOHEHTOB;
e MoJlyYyeHre HOBOW NNLEH3MOHHOW MHOPMaLMK OT Creunanm3npoBaHHbIX KOMMOHEHTOB;

e onoeeuweHne 3anyweHHbIX KOMMOHEHTOB 06 M3MeHeHnn IIVILI,eH3VIOHHOl\/’I |/|Hc|)opmau,|/|m.

9.1.1. MpuHUMNbI paboTbl

AemoH ynpasneHuns koHdurypaumen DrWeb ConfigD Bcerga 3anyckaeTcsa ¢ npaBamm
cynepnonb3oBatens (root). OH 3anyckaeT ocTanbHble KOMNoOHeHTbl Dr.Web Industrial ans
darinoBbix cepBepoB Unix 1 CBA3bIBAETCA C HUMUN Yepe3 NpesBapuUTeibHO OTKPbITbIN COKET.
[leMOH ynpaBaeHuns KoHGUrypaumen npuHMUMaeT NOAKNOUEHNS OT MPOUYNX KOMMOHEHTOB
Dr.Web Industrial ana ¢annosbix cepBepos Unix yepe3 nHGOpMaLMOHHbIN COKET (A0CTyneH
ny6MUYHO) M aAIMUHUCTPATUBHBIM COKET (JOCTYNEH TOAbKO KOMMOHEHTaM, 3anyLLeHHbIM C
npaBaMu cynepnosb3oBaTtens). leMoH 3arpyxaeTt napameTpbl KOHGUTypauum un
NNLLEH3VNOHHbIe AaHHble 13 GpannnoB i obecrneynBaeT UX NOJyYeHNe OT UCMO/b3YEMOrO
cepBepa LieHTpasM30BaHHOM 3awwmnTbl Yepes areHT Dr.Web ES Agent, a Takke noacTtaHOBKY
KOPPEKTHbIX 3HAaYeHM MO YMONYaHUIO AN NapaMeTpoB KOHPuUrypaumm. K MoMeHTy cTapTa
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KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

Nto60ro KOMMNOHEHTa UM OTCbINKK eMy curHana SIGHUP gemoH ynpaBaeHua KoHGuUrypaumen
BCerja MMeeT Lie/IOCTHbIN HEMPOTMBOPEUNBbIN Habop HacTpoek Bcex koMnoHeHToB Dr.Web
Industrial ana dannosbix cepsepoB Unix.

Mpwn nonyueHun curHana SIGHUP Dr.Web ConfigD nepeunTbiBaeT napameTpbl KOHdUrypawumm
M AaHHble 13 IMLLEH3MOHHOrO KtoueBoro darna. B cryyae Heo6xoAMMOCTY AeMOH Takxke
paccblnaeT KOMMNOHEHTaM yBeAOMAEeHMA, YUTOObl OHW NepeunTann cobCTBEeHHbIE MapaMeTpsbl
KOHUrypaumu.

Mpwn nonyuyeHmn curHana SIGTERM Dr.Web ConfigD cHauana 3aBepliaet paboTty Bcex
KOMMOHEHTOB, a MOTOM caM 3aBepluaeT paboty. DrWeb ConfigD obecneuvBaet yganeHue
BCEX BPeMeHHbIX $hariNoB KOMMNOHEHTOB NOC/Ae TOro, Kak OHW 3aBepLuat pabory.

MpuHUMNBLI B3aMMOAENCTBUA C APYTMMM KOMIMOHEHTaMM

1.

Mpw 3anycke Bce KOMMNOHeHTbI noay4atoT oT Dr.Web ConfigD napameTtpbl KOHGUTypaLuum
NNLEH3NOHHYI0 MHOOpMaLmto. B ganbHelwer paboTte KOMNOHEHTbI NCMOAb3YHOT TOJIbKO
3TV MNONyYEHHble HAaCTPOWKM.

Dr.Web ConfigD obecneurBaeT c6op cOObLLEHMI OT BCEX 3aMNyLLEHHbIX MOA ero
ynpaBaeHVeM KOMMNOHEHTOB B eAMHbIN XypHana. Dr.Web ConfigD cobupaet Bce
CoObLLeHNS, BbIBOAMMbIE KOMMOHEHTaMu B stderr, n nomellaet B 06w xxypHan Dr.Web
Industrial ans dannoBbix cepepoB Unix ¢ OTMETKOW, y KaKOTO KOMMOHEHTa W B KaKOW
MOMEHT npom3oLuna owmnbka.

Bce ynpaBasiemMble KOMMNOHEHTbI 3aBepLuatoT paboTy ¢ onpeseneHHbIM KogoM. Ecan koa
3aBepLUEHNs OTIMYeH 0T 101, 102 1 103, KOMNOHEHT ByaeT nepesanylleH, a
COOTBETCTBYIOLEE cOObLEeHMe U3 stderr byaeT 3admkcmpoBaHO B XXypHane DrWeb
Industrial ans dannoBbix cepsepoB Unix.

e 3aBepleHune pabotbl ¢ kogom 101 03HaYaeT, YTO KOMMOHEHT He MOXeT
byHKUMOHNPOBaTL C NpeAOoCTaBleHHON avueH3nen. KoMnoHeHT byaeT nepesanyLieH
TONIbKO MNPU U3MEHEHUW MapaMeTPOB ANLLEH3NN.

e 3aBeplleHne paboTbl ¢ kogom 102 0O3HaYaEeT, UTO OH HEe MOXET GYHKLMNOHUPOBATH C
TekyWwmMu napameTpamum koHourypauumn. Dr.Web ConfigD npeanpumet nonbiTky
nepes3anyctnTb KOMMOHEHT, Koraa 6yaeT n3amMeHeHbl Kakve-nmbo napamMmeTpsl
KOHUrypaumu.

e 3aBepLueHne paboTbl € KOAOM 103 NPOUCXOAUT B pe3ynbTaTe ANNTENIbHOTO OTCYTCTBUA
obpalleHuin K KOMMOHeHTaM, 3anyckaembiM Dr.Web ConfigD no TpebosaHuto (Dr.Web
Scanning Engine n Dr.Web File Checker). MNepnoga, no ncre4yeHnn KOTOPoro KOMMOHEHT
3aBepliaeT paboTy ¢ kogom 103, yKa3biBaeTca B HACTPOMKaX COOTBETCTBYHOLLETO
KOMMNOHeHTa (napameTtp IdleTimeLimit).

e EC/Iv HOBble 3HaUeHMs NapameTpoB KOHOUTypaLuum, NoayYeHHble KOMMNOHEHTOM OT
Dr.Web ConfigD, He MOryT 6bITb MPYMEHEHbI «Ha JIeTy», KOMMOHEHT 3aBepLiaeT paboTy ¢
kozom 0, utobbl Dr.Web ConfigD nepesanyctuna ero.
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KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

e EC/IM KOMNOHEHT He MoXeT nogtounTbcs kK Dr.Web ConfigD nan npouncxoamt owmbka
NpPOTOKO/1a B3aUMOZENCTBUSA, KOMMOHEHT OTMPaB/AAeT COOTBETCTBYHOLLLee COObLLEeHMe B
stderr v 3aBepluaeT paboTy ¢ Kogom 1.

4. OpraHu3oBaH ObMeH CUrHanamm.

e YT06bI KOMMOHEHT MPUMEHUA U3MEHEHHbIe NapameTpbl KoHGUrypauumn, Dr.Web
ConfigD otnpasnsiet emy curHan SIGHUP.

e UT0ObI KOMMNOHEHT 3aBepwunn paboty, Dr-Web ConfigD otnpasnset emy curHan SIGTERM.
KomMnoHeHT gomkeH 3aBepluntb paboTy B TeueHne 30 cekyHA nocne NoayyYeHns curHana.

e Ecnn KOMNOHEHT He 3aBepLuaeT paboTy B TeueHme nonoxeHHbIx 30 cekyHa, Dr.Web
ConfigD oTtnpanset emy curHan SIGKILL ans npuHyanTENbHOTO 3aBeplueHus paboTbl.

9.1.2. AprymeHTbl KOMaHAHON CTPOKU

YT1obbl 3aNyCcTUTb AEMOH ynpaBaeHus koHourypaument Dr.Web ConfigD 13 komaHaHOWM
CTPOKM, BbIMOJHUTE KOMaHAY:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-configd [<napamempei>]

o ana FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-configd [<napamempsi>]

Dr.Web ConfigD gonyckaeT ncnonb3oBaHue caeaytoLmx napameTpos:

Mapametp

--help

--version

--config

-—-daemonize

--pid-file

OnucaHue

Ha3HaueHve: BbiBOA Ha 3KpaH KOHCOW AW 3MYNATOPa TEPMUHANA KPaTKOM CrpaBKu
Mo MMeLLMMCS NnapamMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuin BapuaHT: -h

AprymeHTbl: HeT

Ha3HaueHve: BbIBO/J| Ha 3KpPaH KOHCOAW UV SMYAATOPa TepMUHana VIHq)OpMaU,VIVI o
BEPCN KOMMNOHEHTa 1 3aBepLUeHne pa6OTbI.

KpaTkuin BapuaHT: —v

AprymeHTbl: HeT

HasHaueHve: icnonb3oBaTb Npu paboTe ykazaHHbIi KOHOUrypaLWIOHHbIV datin.
KpaTkuin BapuaHT: -c

AprymMeHTbl: <nyme K ¢galiny> — nyTb K UCMONb3yeMOMY KOHOUrypaLMoHHOMY daiiny.
HasHaueHuve: 3anycTuTb KOMMOHEHT B pexuMe AeMoHa, T. e. 6e3 JoCTyna K TepMuHany.
KpaTkuin BapuaHT: —-d

AprymeHTbl: Het

Ha3HaueHve: Vicnosb3oBaTth Npu paboTe ykasaHHbii PID-daiin.

KpaTkuin BapuaHT: -p
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AprymeHTbl: <nyme K ¢galiny> — nyTb K daiiny, B KOTOPOM C/ieflyeT COXpaHuUTb
naeHTdrkaTop npouecca (PID).

MNpumep:
$ /opt/drweb.com/bin/drweb-configd -d -c /etc/opt/drweb.com/drweb.ini

MpuBeaeHHas komaHAaa 3anyctut DrWeb ConfigD B pexxvMe feMOHa, 3acTaBuB ero
Mcrnonb3oBaTbh KOHGUTypaLMOHHbIA dann /etc/opt/drweb.com/drweb.ini.

3ameuyaHunAa O 3anycke

Ans obecneyeHunsa pabotocnocobHoctn Dr.Web Industrial ana darinosbix cepepo Unix
KOMMOHEHT Ao/KeH ObiTb 3anyLLeH B pexnme gemMoHa. B wratHom pexunme Dr.Web ConfigD
3anyckKaeTca nNpu ctapTe onepauoHHOWN CUCTEMbI, A1 YEro OH OCHALLeH CKPUMTOM
yrnpaBieHunsa c UMeHeM drweb-configd, pa3MelleHHbIM B CUCTEMHOM KaTtaJsiore
(/etc/init.d gna GNU/Linux nan /usr/local/etc/rc.d gna FreeBSD). lna ynpaBneHusa
napameTpamum paboTbl KOMNOHEHTa ncnoab3yrte ytuanty Dr.Web Ctl, npegHa3HaueHHyto ans
ynpaneHua Dr.Web Industrial gna davinobix cepepoB Unix n3 koMaHAHOW CTPOKM
(3anyckaeTca KoMaHAoM drweb-ctl).

| [ns nonyyeHns cnpaBKn O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
° man 1 drweb-configd.

9.1.3. NapameTpbl KOHPUTYpaLUn

AeMoH ynpasneHus koHdurypaumein Dr.Web ConfigD ncnosnb3yet napameTpsl, ykaszaHHble B

cekunm [Root] obbeanHeHHOro koHdurypaumoHHoro daviaa DrWeb Industrial gna
darinoBbix cepsepoB Unix.

B cekumu npeacTaBaeHbl caeaytoume napaMmeTpsi:

Mapametp OnucaHue

LogLevel YpoBeHb NoApOobHOCTM BeAeHWs XypHana komnoHeHta Dr.Web ConfigD.
{yposeHb nodpobHocmuy} 3HaueHWe Nno ymosyaHuo: Notice

Log MeTo/ BefieHVs xypHaia AeMOHa yrnpaBiaeHus KoHUrypaumer, a Taioke

MeTo/ BeAeHUA XypHaJa AJid TeX KOMMOHEHTOB, Yy KOTOPbIX He yKa3aH

mun xypH y y
{mun xyprana} CBOW COBCTBEHHBIN METOZ BEAEHUs XypHaa.
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Mapametp

PublicSocketPath

{nyme « ¢paliny}
AdminSocketPath

{nyme « cpaliny}

DebugIpc

{noauyeckuli}

UseMesh

{noauyeckuli}

UseVxcube

{noauyeckuli}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

| Mpwv HayanbHOW 3arpyske, Noka KOHOUIypaLmoHHbIN
: dalin ele He NpoumnTaH, AeMOH ynpaBaeHys

KOHbUrypauve 6yaeT Ncnonb3oBaTh Cleyrolve
3HaYeHWs 3TOro napameTpa:

e B pexviMe JeMOHa (ecav 6bin 3anyLleH ¢
napametTpom —-d) — SYSLOG: Daemon;

® B MHOM C/lydae — Stderr.

Ecnv komnoHeHT paboTaeT B pOHOBOM pexvme

(3anyLLeH ¢ NapamMeTpPOM KOMaHAHOW CTPOKM —d),

3HauyeHne Stderr He Moxem ObiTb UCMONb30BaHO ana
AAHHOTO NapameTpa.

3HayeHue No ymonyaHuo: SYSLOG: Daemon

MyTb K COKeTY, UCMO/b3yeMOMY A/15 B3aUMOJAENCTBMS BCEX KOMMOHEHTOB
Dr.Web Industrial ans datinoBbix cepepos Unix.

3HauyeHue No ymonyaHuo: /var/run/.com.drweb.public

MyTb K COKeTy, MCMO/Ib3yeMOMY /15 B3aUMOJENCTBMA KOMMOHEHTOB
Dr.Web Industrial ana ¢aiinosbix cepeepos Unix, o61agaroLLmx
MOBbILL E€HHbIMU (aAMI/IHI/ICTpaTI/IBHbIMI/I) npuBunernamMmn.

3HayeHue No ymonyaHuo: /var/run/.com.drweb.admin

BrkarouaTb Win He BKIOYATb B XXypHaa Ha OTAaf04YHOM YpOBHeE (npw
LogLevel = DEBUG) nogpobHsle coobuenus IPC (B3aumozencTeme
JeMOHa ynpaBaeHus KoHbUrypaumen ¢ Apyrumm KOMMoHeHTamu).

3HauyeHve no YMOAYaHWNO: No

cnonb3oBatb nan He NCMOIb30BaTb A1 MPOBEPKU KOMMOHeHT Dr.Web
MeshD. Ecav 3TOT napameTp BbIKIHOYEH, AnA npoBepku Bmecto Dr.Web
MeshD wucnonb3syetcs Dr.Web Scanning Engine.

Bo3MoXKHble 3HaueHus:

e On, Yes, True — mncnosb3osaTb Dr.Web MeshD;

e Off, No, False — He ucnosbsosaTtb Dr.Web MeshD.

Ecnn komnoHeHT Dr.Web MeshD He yctaHOB/IEH, TO BHE 3aBUCMMOCTLN OT
yKa3aHHOro 3HauyeHus 6yaeT Ucnoib3oBaTbCa KOMMoHeHT Dr.Web
Scanning Engine. Ecav HW OAWH 13 KOMMOHEHTOB He YCTaHOB/EH, TO
npoBepka 3aBepluaeTca ¢ omnbkon x119.

3HauyeHue No ymonyaHuo: No

Vicnonb3oBaTtb nam He ncnonb3osate Dr.Web vxCube npu nposepke
MOYTOBBIX BJIOXKEHUNM B pPeXMMe BHeLHero GuabTpa, NoAKIHYEHHOTO K
MTA.

3HaueHve no YMO4YaHMO: No
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Mapametp
KeyPath

{nyme « ¢paliny}

CoreEnginePath

{nyme « cpaliny}

VirusBaseDir

{nyme k kamasnozy}

VersionDir

{nyme k kamasnozy}

CacheDir

{nyme k kamasnozy}

TempDir

{nyme k kamasnozy}

RunDir

{nyme k kamasnozy}

VarLibDir

{nyme k kamanozy}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

MyTb K KNtOUeBOMY Pariny (NULEH3NOHHOMY UK A€MOHCTPaLMOHHOMY).

3HaueHuve no YMOYaHWKO!

e ans GNU/Linux: /etc/opt/drweb.com/drweb32.key

o nnqa FreeBSD: /usr/local/etc/drweb.com/drweb32.key
MyTb K AMHaMUYecKoW 6nbanoTeke aHTMBUPYCHOTrO aapa Dr.Web Virus-
Finding Engine.

3HaueHVe no YMOYaHNIO!

e ans GNU/Linux: /var/opt/drweb.com/lib/drweb32.d1l1l

o nnqa FreeBSD: /var/drweb.com/lib/drweb32.d11
MyTb K KaTanory, B KOTOPOM XpaHATCA Palinbl BUPYCHbIX 6as.

3HauyeHure no YMONYaHUIO!

e ans GNU/Linux: /var/opt/drweb.com/bases

e nnqa FreeBSD: /var/drweb.com/bases

MyTb K KaTasory, B KOTOPOM XPaHUTCS MHGOPMaLMs O TEKYLLUX BEPCUAX

ncnosb3yemblix koMnoHeHToB Dr.\Web Industrial gns dalinoBbix cepeepoB
Unix.

3HauyeHue No yMOYaHWIO:
o ana GNU/Linux: /var/opt/drweb.com/version
e nna FreeBSD: /var/drweb.com/version

MyTb K KaTanory kKewa (MCNosb3yeTcs Kak ANs kelwa 06HOBAEHWUI, TaK U
ANA Kela NpoBepeHHbIX dainos).

3HaueHuVe no YMOYaHWKO!
o ana GNU/Linux: /var/opt/drweb.com/cache

o nnqa FreeBSD: /var/drweb.com/cache
MyTb K KaTanory Ana XxpaHeHUs BpeMeHHbIX Gainnos.

3HaueHWe Nno ymoavaHuto: [lyme, uzeneyeHHsIl U3 cucmemHol
nepemeHHoU okpyXeHuss TMPDIR, TMP, TEMP unn TEMPDIR (nepeMeHHble
nepebupatoTcs B ykazaHHOM nopsagke). Ecnm HW ofHa W3 HUX He
obHapy>KeHa, TO UCMoNb3yeTcs / tmp.

MyTb K KaTanory, B KOTOpOM HaxoasaTca PID-dalinbl 3anyLyeHHbIx
KOMMOHEHTOB 1 COKETbI, MCMOJIb3yeMble AN B3aUMOAENCTBUA
komrnoHeHToB Dr.Web Industrial gna ¢anosbix cepsepos Unix.

3HaueHue No ymonyaHuo: /var/run

MyTb K KaTasory 6ubamoTek, NCNosib3yeMbix KOMMoHeHTaMu Dr.Web
Industrial gns darinosbix cepsepos Unix.

3HayveHne No yMONHaHUIO:

e ana GNU/Linux: /var/opt/drweb.com/1lib
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Mapametp

AdminGroup

{ums epynnel | GID}

VersionNotification

{noauyeckuli}

DefaultLogLevel

{yposeHb nodpobHocmu}

VxcubeApiAddress

{cmpoka}

VxcubeApiKey
{cmpoka}
VxcubeProxyUrl

{adpec nodknroyeHus}

9.2. Dr.Web Ctl

B sTom pasgene

e Obuive cBeseHuS

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

Onucanue
o nnqa FreeBSD: /var/drweb.com/1ib

Mpynna nonb3oBatesel, 06nafatoLLmnX aAMUHUCTPATUBHBIMUY NPpaBamMu B
pamkax Dr.Web Industrial gns ¢ainosbix cepeepos Unix. [JaHHble
no/sb30BaTeNn, HapAAy C Cyrneprnosib3oBaTtenem (Nosb3oBaTenem root),
MOTYT MOBbIWaTL NpvBUAernn KomnoHeHtos Dr.Web Industrial ans
dannosbix cepsepos Unix 4o NpuBMAEruin cynepnosib3oBaTens.

3HaueHre no ymonyanuo: Onpedesnsemcsa aemomamuyecku B MOMEHT
yctaHoBku Dr.Web Industrial gna datinosbix cepeepos Unix

YBefOMAATL UAKN He YBEAOMAATbL NMOJIb30BaTEN O HaNMUMM OBHOBAEHWIA
ANA Tekylllei yctaHoBaeHHon Bepcum Dr.Web Industrial ana ¢painosbix
cepsepoB Unix.

3HaueHve no YMOAYaHWNIO: Yes

YpoBeHb NoapobHOCTY BeAeHUs XypHaia 0/ 8cex KOMNOHeHmMo8
Dr.Web Industrial ans dannosbix cepsepos Unix no ymoayaHuto.

WNcnonb3yetcs, eciv B KOHUrypaLmm Kakoro-ambo 13 KOMMOHEHTOB He
yKasaH CBOV ypOBeHb NoApOo6HOCTU BeAeHNs XypHana.

3HauyeHne No ymosyaHuio: Notice

JomenHoe nma (FQDN) nan IP-agpec y3na, Ha KOTOPOM HaxoAMUTCA
cepsep API Dr.Web vxCube.

3HaueHue No ymMonyaHuro: (He 3a0aHo)
Kntou API Dr.Web vxCube.
3HaueHue No ymMmon4aHuwo: (He 3a0aHo)

Afpec NpoKcu-cepBepa, KOTOPbIV UCMOIb3YETC AN MOAKIOYEHNS K
Dr.Web vxCube.

Mopaep>xmBatoTcs Tonbko HTTP-npokcn 6e3 aBTopur3aLmm.

Bo3MoXkHble 3HaueHWs: <adpec NoOK/IHoYeHUs > — napaMeTpbl
NOAK/IHOYEHNA K MPOKCU-CcepBepy B popmaTe
http://<xocm>:<nopm>, rae:

e <xocm> — ajpec y3aa, Ha KOTOpom paboTaeT npokcu-cepsep (IP-
agpec unv uma gomena, T. e. FQDN);
e <nopm> — WUCMONb3yeMbI MOPT.

3HaueHWe No ymosvyaHuto: (He 3adaHo)

PyKOBOACTBO aZMUHWCTpaToOpa
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° yg,afleHHaﬂ npoBepkKa y3J10B

O6bwiune cBepgeHna

NmeeTcs BO3MOXHOCTb ynpaBaate paboton Dr.Web Industrial ans dannoBbix cepsepoB Unix
13 KOMaHAHOM CTPOKW. [lna 3TOro B ero coctaB BXOAMT cneumanbHasa ytuamta DrWeb Ctl
(drweb-ct1l). C ee NOMOLLbIO Bbl MOXETE BbIMOJHATL U3 KOMaHAHOMN CTPOKW caeayroLme
AENCTBUA:

e 3anyck NpoBepkM $GanNoB, 3arpy30UHbIX 3aMUCEN ANCKOB U UCMOHAEMbIX halinoB
aKTVBHbIX MPOLLECCOB;

e 3anyck npoBepkn GpaNoB Ha yAaneHHbIX y3nax cetT (CM. mpumMmeyaHue);

e 3anyck OOHOB/IEHUS aHTUBUPYCHbBIX KOMMOHEHTOB (BUPYCHbIX 6a3, aHTUBUPYCHOTO S4pa, U
NPOYMNX, B 3aBMCMMOCTU OT NMOCTABKM);

e MPOCMOTP N U3MeHeHne napaMeTpoB koHPuUrypaumm Dr.Web Industrial ans dannosbix
cepsepos Unix;

® MPOCMOTP COCTOAHNA KOMMOHeHTOB Dr.Web Industrial ana ¢annosbix cepsepos Unix u
CTaTUCTUKM OBHaPY>KEHHbIX Yrpo3;

e NMPOCMOTP KapaHTMHA M yNpaBAeHMe ero coaep>XunmMbiM (Yepes komnoHeHT Dr.Web File
Checker);

® NMNOAKNHOUEHNE K CEPBEPY LLeHTpaﬂMBOBaHHOIZ 3aWnTbl W OTKNHOYEHNE OT HErO.

YTo6bl KOMaHAbl yNpaBAeHWs, BBOAUMbIE MOb30BaTeNneM, uMenn 3pdexT, AoaxeH ObiTb
3anyLeH 4eMOH ynpasaeHus koHourypaumen Dr.Web ConfigD (no ymonyaHuo oH
aBTOMAaTMYeCKM 3aMnycKaeTca npu cTapTe onepaunuoHHON CUCTEMBI).

l ,ﬂ,ﬂﬂ BbINO/THEHNA HEKOTOPbIX YNPaBAAKLLMX KOMaH Tp66yI-OTCF| NnoIHOMOYKMA
cynepno/sib3oBaTtens.

[lna nonyveHns MOJIHOMOUMIA Cyneproib30BaTeNs UCMOJb3yiTe KOMaHAY CMeHbl
No/ab30BaTENS SU WIM KOMaHAY BbIMOJHEHVA OT UMEHW ApYroro nosib3oBatens sudo.

Ytnauta drweb-ctl nogaep>XunBaeT CTaHAAPTHOE aBTOAOMOJHEHNE KOMAHJ, yripaBaeHns
Dr.Web Industrial ans ¢annosbix cepBepos Unix, ecam yHKUNSA aBTOAONONHEHNS BK/IOUEHA B
MCNo/b3yeMolr BaMun KOMaHAHOM obonouke. B cayvae ecnv komaHaHas o6onouka He
noajep>XnBaeT aBTOAOMNONHEHME, Bbl MOXeTe HaCTPOUTb ee Npu HeobxoanMocCTu. [ina aToro
obpaTnTech K CNpPaBoOYHOMY PYKOBOACTBY MO MCMONb3YEMOMY BaMu ANCTPUOYTUBY
onepaLMoOHHON CUCTEMBI.

PyKOBOACTBO aZMUHWCTpaToOpa

89



A7

-
¢

g
),
A

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

| MNpw 3aBeplueHnn paboTbl yTwinTa BO3BpalLaeT KOJ BbIXO4a B COOTBETCTBUN C
: cornawenvem ansa POSIX-coBmectuMbix cuctem: O (Hyab) — ecam onepaums BbiNoAHEHa
YCMEeLHO, X He HyNb — B MPOTVMBHOM C/lyyae.

HeHyneBol ko Bbixoja yTvauTa BO3BpaLlaeT TONbKO B TOM C/lydae, Korga npowusoLuna
BHYTPEHHsA olwunbKa (HampuMep: yTuauTta He CMOTa NMOAKIOUUTLCA K HEKOTOPOMY
KOMTMOHEHTY, 3anpoLLeHHas ornepaLus He MOXeT ObiTb BbiMoJHEHa U T. M.). Ecam ytunnTa
06HapyxvBaeT (M, BO3MOXHO) HENTPaM3yeT HEKOTOPYHD Yrpo3y, OHa BO3BpaLlaeT Koj,
Bbixoga 0, Tak Kak 3anpoLLeHHas onepauus (Takas Kak scan W T. N.) BbINOJHEHa YCMELLIHO.
Ecnn Heob6xoAMMO YCTaHOBUTL MepeyeHb 0OHapPYXKEHHBIX YrpO3 U MPUMEHEHHbIX K HVM
JEVCTBUIA, TO NpOaHaau3MpyiTe COOBLLEHMs, KOTOPbIE YTUIWUTA BbIBOAUT HA KOHCOJIb.

Kogbl Bcex nmetoLmxcs ownbok npmeeseHsl B pasgene [Npwioxenue E. OnucaHue
M3BECTHbIX OLLINBOK.

YpaneHHaa npoBepka y3/10B

Dr.Web Industrial gns parnosbix cepsepos Unix No3BoASET NPOBEPATb Ha Ha/MuMe yrpo3
dalinbl, HaxoAALWMeECs Ha YAANeHHbIX Y3/1ax CETU. B kauecTBe TakMx y310B MOTYT BbICTyNnaTh He
TO/IbKO MOJIHOLLEHHbIE BblUMCANTE/IbHbIE MaLUWHBI (paboune CTaHLUUK U CeEPBEPbI), HO U
poyTepbl, TB-NpncTaBkM 1 NpoUne «yMHble» YCTPOICTBA, 06pa3ytoLme Tak Ha3biBaeMbI
«UHTEPHET BeLLen». [Ins BbINONHEHMA YAaNeHHON NpoBepkun TpebyeTcs, UToObI YaaNeHHbIN
y3en NpeAocTaBasn BO3MOXHOCTb YAaNeHHOro AocTyna k HeMy Yepes SSH (Secure Shell) nan
Telnet. lns pocTyna K yCTPOWUCTBY Bbl AOJIXKHbI 3HaTh ero IP-agpec nav soMeHHOe nMs, UM U1
napofb NONb30BaTeNs, KOTOPbIA MOXET COBEPLUUTL YAANEHHbIV AOCTYN K cucteme vepes SSH
nnu Telnet. Yka3aHHbIN NoAb30BaTe b AOJKEH MMETb NpaBa AOCTyNa K NPOBepseMbIM
darinam (Kak MUHMMYM — MpPaBO Ha UX UTeHue).

[aHHasa GyHKLMA MOXET BbiTb MCMOIb30BaHA TONLKO As1 O6HAPY>KEHWNSA BPEAOHOCHbIX UK
NoZ03pUTENbHbIX GaitNioB Ha YAaNEHHOM Yy3Jie. YCTpaHeHue yrpo3 (To eCcTb U30/1ALNA UX B
KapaHTWUH, yaaneHe Uan NedyeHne BPejOHOCHbIX OObEeKTOB) CpeACTBaMU yaaNeHHOWM
NPOBEPKM HEBO3MOXHO. [l1s ycTpaHeHNs 06HAPYXXeHHbIX Yrpo3 Ha yAaNeHHOM y3ne
BOCMO/Ib3YNTECh CPEACTBAMM YNpPaBAeHMUs, NPesoCTaBASeMbIMU HEMOCPEACTBEHHO 3TUM
y310M. Hanpumep, a1 poyTEPOB M MPOUMX «YMHbIX» YCTPONCTB Bbl MOXKeETe OBOHOBUTD
MPOLUMBKY, @ A/1f BbIYMCAUTE/IbHbIX MALUWH — MOAKNHOUNTLCSA K HUM (B TOM UnCie B
yAaNEHHOM TePMUHANbHOM PeXVMe) N MPOU3BECTU COOTBETCTBYHOLLME OMNEPaLUn B UX
darinoBou cucteme (yaaneHue nav nepemelleHve Gariaos v T. n.) UAK 3aNyCTUTb
YCTaHOBJIEHHOE Ha HKX aHTUBMpYcHoe [MO.

YpaneHHas npoBepka peannsyertcs TONbKO Yepes YTUANTY yrpaBaeHUs U3 KOMaHAHOW CTPOKM
drweb-ctl (MCnonb3yeTca KOMaH/Ja remotescan).

PyKOBOACTBO aZMUHWCTpaToOpa

20



o

W ?,.
o

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

9.2.1. ®opmart Bbi30OBa M3 KOMaHAHON CTPOKMU

Ytnnuta ynpasneHus pabotou Dr.Web Industrial ans dannosbix cepsepos Unix nmeet
cneayowmii dopmart Bbl3oBa:

$ drweb-ctl [<obwue onyuu> | <komaHOa> [<apeymeHm>1 [<onyuu komaHObI>] ]

rae:

e <0bwue onyuu> — onuunmn, KOTopble MOryT HbITb UCMOIb30BaHbI NPU 3anycke 6e3 ykasaHus
KOMaHZAbl nan ana nrobon 13 komaHabl. He aBastotca obasatenbHbIMKU A5 3anycka.

e <KOMaHOG> — KOMaHJa, KoTopas A0/KHa 6biTb BbinonHeHa Dr.Web Industrial ans
dannoBbix cepeepoB Unix (Hanpumep, 3anycTnTb NpoBepky GanioB, BbIBECTU COAEPXKUMOE
KapaHTWHa U T. n.).

e <apaymeHm> — apryMeHT KOMaHZAbl. 3aBUCUT OT YKa3aHHOW KOMaHAbl. ¥ HEKOTOPbIX KOMaHZ
aprymMeHTbl OTCYTCTBYHOT.

e <ONYuu KOMaHoObl> — ONUMK, ynpasBastoLime paboTon ykazaHHOM KOMaHAbl. 3aBUCAT OT
KOMaHZbl. Y HEKOTOPbIX KOMaHJ, OMNLUMUN OTCYTCTBYHOT.

9.2.2. O6bwme onunun

[loCTynHbI cneayrowme obLime onumm:

Onuus

-h, --help
-v, —--version
-d, --debug

OnucaHue

BbiBeCTV Ha 3KkpaH KpaTkyto 06LLyto cnpaBKy v 3aBepLumnTb paboTy. [is BbiBOZAA
CrpaBku Mo 1060 KOMaHAE WCMOoJb3yiTe BbI3OB:

$ drweb-ctl <komMaHda> -h
BbIBECTM Ha 3KpaH BEPCUIO MOAY/IA 1 3aBepLuuTL paboTy

MpeanucbiBaeT BLIBOAWTL Ha 3KpaH pacllMpeHHbIe AMarHOCTUYECKME COOBLLEHMs BO
BPEMS BbIMOJHEHNS YKa3aHHOW KOMaHZbl. He umeeT cMbicna 6e3 ykazaHus KoMaHabl.
Wcnonb3yiite BbI3OB:

$ drweb-ctl <komaHOa> -d

9.2.3. KomaHabl

B aTom pasgene

e KOMaH/ bl aHTUBUPYCHOM NPOBEPKM

e KomaHabl ynipaBieHns yrpo3aMmu 1 KapaHTUHOM
e KomaHabl ynpaBaeHuns KoHQUrypaumnein

e PaclinpeHHble KOMaH/bl

PyKOBOACTBO aZMUHWCTpaToOpa

91



17
),
N

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix
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o KomaHabl ynpaBaeHuns obHoBaeHeM 1 paboTou B pexxMme LLeHTPaan30BaHHOM
3aLlnThI

o MHQOpMau.I/IOHHbIe KOMaH/Abl

9.2.3.1. KomaHabl aHTUBNPYCHON NPOBEPKMU

[locTynHbl cnepytowme KOMaHAbl aHTUBUPYCHOW NpoBepKky $GariioBON CUCTEMBI:

KomaHpga OnucaHue

scan <nyme> HasHaueHue: VIHMLMMPOBaTh NPOBEPKY KOMMOHEHTOM MPOBEPKU halinos
Dr.Web File Checker ykasaHHOro datina wam katanora.

AprymeHTbl
<nyme> — nyTb K Gainy win Katanory, KOTOPbI Hy>XHO MPOBEPUTL (MOXET
6bITb OTHOCUTE/IbHBIM).

DTOT apryMeHT MOXeT ObITb OMyLLeH B C/ly4ae UCMOAb30BaHUA OMNLMN ——
stdin wam --stdin0. [ns npoBepku nepeyHs dalinos, BbiGMpaeMblx
no HeEKOTOPOMY YC/I0BUIO, PEKOMEHAYETCA UCNob30BaTb yTuanty find

(cMm. [Ipumepbl ncnonb3oBaHud) M oNuMO —-stdin Wanm —-stdinoO.
Onuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHble 3k3emnaapbl Dr.\Web
Scanning Engine n Dr.Web File Checker ansi BbINOAHEHWA 3a4aHHOM
NpOBEpPKY, 3aBEPLUMB VX PaboTy NOC/e OKOHYaHWS NMPOBEPKN.

| Yrpo3bl, 06Hapy>XeHHbIE MPU aBTOHOMHOM CKaHUPOBaHWW,

A; He 6yayT fob6aB/ieHbl B 06LWMIA CMIMCOK OB HapPYKEHHbIX
Yrpos3, BbIBOAWMbIV KOMaHAOW threats, TakKKe O HUX He
6yzeT coobLLeHO cepBepy LeHTPaM30BaHHOW 3aLunThl,
ecnav Dr.Web Industrial pns dannosbix cepsepos Unix
paboTaeT nog ero ynpasaeH/EM.

—--Report <mun> — TUM OTYeTa O NPOBepKe.
Bo3MoO>KHble 3HaueHws:
e BRIEF — KpaTKuii OTUET;
e DEBUG — NoApO6HbIV OTYET;
e JSON — cepuanv3oBaHHblin otueT B dopmaTte JSON.
3HauyeHue No ymonyaHuo: BRIEF.

--ScanTimeout <uUHMepBasn pemeHu> — TaiiM-ayT Ha MPOBepPKy
ofHoro darina B MUANUCEKYHAAX.

3HaueHVe 0 yKa3bIBaeT, YTO BPeMs NMPOBEPKM HE OrpaHUYeHO.
3HaueHvie Mo ymonuaHwmto: 0.

--FollowSymlinks — aBTOMaTUYeCku paspeLlaTb CUMBOIMYECKME
CCbIIKMN.
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OnucaHue

--PackerMaxLevel <Yuc/i0> — MaKCUMabHbI/i YPOBEHb BNOXEHHOCTU
06beKkToB Npu NpoBepKe 3anakoBaHHbIX 06bekToB. oz 3anakoBaHHbIM
06bEKTOM MOHUMAETCS UCMOHAEMbIN KOZ, CXKaTbli MPY MOMOLLM
cneumanusnpoBaHHbIx nHcTpymMeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 0H6BbEeKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb Apyrve
3anakoBaHHble 06beKTbl, U T. 4. 3HayeHWe 3TOro napameTpa ycTaHaB/avBaeT
npesesibHbIi YpOBEHb MepapXun BJAOXKEHHOCTY, NOCAE KOTOPOTro 06beKTbI
BHYTPY 0ObEKTOB He ByayT NpoBepATLHCA.

3HaueHWe 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbI HyAyT MPOMyLLEHbI.
3HayeHVe Mo YMONYaHUIO: 8.

--ArchiveMaxLevel <yuc/10> — MakKCUMabHbIA yPOBEHb
BJIOXKEHHOCTN 06bEKTOB NPW NPOBEPKE apXMBOB (. zip, .rar W 4p.), B
KOTOpble BJIOXeHbl Apyrie apxuBbl, B KOTOPbIE, B CBOK OUepelb, TakKe
MOTryT 6bITb BNOXEHbI apXMBbI, U T. A. 3Ha4YeHWe 3TOro napameTpa
yCTaHaB/VBaET Npeje/ibHbIN YPOBEHb NepapXunn BAOXKEHHOCTH, Nocae
KOTOPOrO apXvBbl BHYTPW apXMBOB He ByAyT NPOBepPATLCS.

3HaueHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMonyaHWUio: 8.

--MailMaxLevel <YuC/i0> — MaKCUMabHbIi yPOBEHb BNOXEHHOCTU
06bekTOB NpW NpoBepke GalnoB NOYTOBLIX MporpamMm (.pst, . tbb 1 ap.),
B KOTOPble MOTYT ObITb BJIOXeHbI 06bEKTbI, B KOTOPbIE Takke MOTYT ObITh
BJIOXKeHbl 06BbeKTbI, U T. A. 3HaueHWe 3TOro NnapameTpa ycTaHaBAMBaeT
npefesbHbI YPOBEHb MepapXum BAOXKEHHOCTW, NOC/Ie KOTOPOro 06beKThl
BHYTPU 06beKkToB He HyayT NpoBepATbLCA.

3HaueHve 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbl BYAyT MPOMyLLEeHbI.
3HaueHvie Mo yMONuaHuo: 8.

--ContainerMaxLevel <YuC/10> — MaKCUMabHbIA YPOBEHb
BJIOXKEHHOCTV 06BEKTOB MPW NPOBEPKe APYrvX TUMNOB 06 bEKTOB C
BAOXeHUAMM (cTpanuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa yCTaHaB/AMBaAET Npeje/bHbl YPOBEHb MEPAPXM BAOXKEHHOCTH,
nocne KOTOporo o6beKTbl BHYTPU 06BbEKTOB He HyAyT MpoBepATbCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwmto: 8.

--MaxCompressionRatio <cmeneHb> — MakKCMMalbHO AonycTmas
CTeneHb OKaTna NpoBepPAEMbIX 06beKToB.

3HaueHne AONXKHO BbiTb He MeHee 2.
3HaueHve Nno ymoauaHuio: 3000.

--MaxSizeToExtract <Yuc/J0> — OrpaHUYeHve Ha pasmep Gaiinos B
apxuse. Gaiiibl, pazMep KOTOPbIX MPEBbILLAET 3HaueHVe 3Toro napameTpa,
6yayT NponyLLeHbl Npy Nposepke. Pazmep ykasblBaeTcs KakK uMCio C
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykazaHo, uncio
MHTEpnpeTMpyeTCs Kak pa3mep B banTax.

3HaueHWe No yMONYaHuIo: (He 3a0aHo).
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OnucaHue
--HeuristicAnalysis <On|Off> — ucnonb3oBaTb N1 3BPUCTUUECKUIA
aHanu3 npu npoBepke.

3HayeHVe No yMOAYaHWIO: On.

--Exclude <nyme> — MnyTb, UCKIFOUAEMbIN 13 NPOBepku. MoxeT 6bITb
OTHOCWTENIbHBIM U BKIOUYaTh B cebs $halinoByro Macky (cofepkallyro
CYMBOJIbI ? U *, @ TakxKe CUMBOJIbHbIe knacesl [ 1, [ 1, [~ 1).

Heobs3aTenbHas onuuAa; MoxeTt ObITb YyKa3aHa bonee OAHOTO pa3a.

--OnKnownVirus <Qelicmeue> — [LeNCTBUE, KOTOPOE HY>KHO BbINOJHWTB,
ecIn MEeToAaMM CUrHaTypPHOTO aHanu3a obHapy>KeHa M3BeCTHas yrposa.

Bo3Mo>KHble ,D,eVICTBI/IﬂZ REPORT, CURE, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnIncurable <Odelicmgue> — feNCTBUE, KOTOPOE HY>KHO BbINOJHUTB,
ecnu neveHre (CURE) 06Hapy>XXeHHOW yrpo3bl OKOHUMAOCH Heyaaudei nim
OHO HEeBO3MOXHO.

Bo3MoxHble gelicTBus: REPORT, QUARANTINE, DELETE.
3HauyeHue No yMoNYaHUO: REPORT.

--OnSuspicious <Odelicmsue> — felCTBNE, KOTOPOE HY>KHO BbIMOJIHUTD,
€C/IN 3BPUCTUYECKUI aHaIM3 OBHAPYXXMWT NOA03PUTE/IbHBIA 0O BEKT.

Bo3MoxHble aelicTBusA: REPORT, QUARANTINE, DELETE.
3HauyeHue No yMoNYaHuo: REPORT.

--OnAdware <Odelicmeue> — [eCTBME, KOTOPOE HY>HO BbIMOJHUTL, €CN
obHapyeHa peknamHas nporpamma.

Bo3mo>kHble AEI‘/IICTBVIFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnDialers <Odelicmeue> — felCTBME, KOTOPOE HY>HO BbIMOJHUTb,
ec/v obHapyKeHa NporpaMMa J03BOHa.

Bo3Mo>kHble AEI‘/’ICTBI/IFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMmoadaHuo: REPORT.

--OnJokes <Qdelicmeue> — [eUCTBUE, KOTOPOE HY>KHO BbIMOJIHUTL, EC/IN
ob6HapyeHa Nporpamma-LyTKa.

Bo3Mo>KHbIe ,D,eVICTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnRiskware <OQdelicmeue> — feCTBUE, KOTOPOE HYXXHO BbINOJHUTD,
ec/v obHapy>KeHa NoTeHUMaNbHO OnacHas nNporpaMma.

Bo3Mo>KHbIe ,D,el7|CTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoa4daHumo: REPORT.

--OnHacktools <Qelicmeue> — [eNCTBUE, KOTOPOE HY>HO BbINOJHWTB,
ecnn obHapyxeHa nporpamMmMa B3/ioMa.

Bo3mo>kHble AelcTBus: REPORT, QUARANTINE, DELETE.

3HayeHue No ymonyaHuo: REPORT.

PyKOBOACTBO aZMUHWCTpaToOpa
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OnucaHue

| Ecnn yrposa o6HapyxkeHa B daiine, Haxoaaliemcs B
: KOHTeliHepe (apxuB, MOUYTOBOE COOBLLEHMWE U T. M.), BMECTO

yAaneHus (DELETE) BbINOJHAETCA nepemMelleHne
KOHTeHepa B KapaHTVH (QUARANTINE).

--stdin — MOJYYUTb CIUCOK MyTei AN MPOBEPKM U3 CTaHZAPTHOTO
noToka BBOZa (stdin). MyTn B cnucke AOMXKHbI ObITb Pa3jeneHbl CUMBOJIOM
HoBOM cTpoku (\n).

—--stdin0 — NOAYYWTb CMINCOK MyTel ANS NPOBEPKM U3 CTaHAAPTHOMO
noToka BBoAa (stdin). Myt B cnvcke J0MKHbI ObITb pa3geneHbl HyneBbIM
cumsonom NUL (\0).

@ Mpw ncnonb3oBaHWM ONUMA ——stdin M —-stdin0 Nyt B

: Cr1cKe He AO0/KHbI cogepykaTb LabaoHOB.
MpeanoytuTeNbHOE MCMOAb30BaHWe onuuiA ——stdin U —-
stdin0 — obpaboTka B KOMaHAe scan CnMcKa MnyTew,
CcPOPMUPOBAHHOTO BHELLHEN NPOrpaMMOoN, Hanpmmep,

find (cM. [Ipumepbl ncnoib3oBaHus).

HasHaueHue: /IH1LmMMpoBaTh MPOBEPKY KOMMOHEHTOM NpoBepPkY daiioB
Dr.Web File Checker 3arpy304Holi 3anncm Ha yKasaHHbIX AUCKOBbIX
ycTporictBax. MpoBepsroTcs kak 3anmcy MBR, Tak v 3anuncu VBR.

AprymeHTbl

<ycmpolicmeo> — nyTb K 6104HOMY dainy AUCKOBOrO YCTPOWCTBA,
3arpy3oyHas 3anucb Ha KOTOPOM MOANEXUT NpoBepke. MoXeT 6biTb
yKa3aHO HEeCKOJIbKO AMCKOBBIX YCTPOWCTB Yepes npobesn. O6sa3aTesbHbli
aprymeHT. Ecam BMecTo daiina ycTpoiicTBa ykasaHo ALL, 6yAyT NpoBepeHsbl
BCe 3arpy30yHble 3anncy Ha BCEX AOCTYMHBIX AUCKOBbIX YCTPOUCTBAX.

Oonuuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHbIe 3k3emMraspbl Dr.Web
Scanning Engine n Dr.Web File Checker ans BbINnoOsHEHWs 3a4aHHON
NpoBepPKY, 3aBePLUMB VX PaboTy NOC/e OKOHYaHWS NMPOBEPKN.

| Yrpo3bl, 06Hapy>XeHHbIE MPU aBTOHOMHOM CKaHUPOBaHW,

& He 6yayT fob6aB/ieHbl B 0OLWMIA CMIUCOK OB HaPYKEHHbIX
Yrpo3, BbIBOAWMbIV KOMaHAOW threats, TaKKe O HUX He
6yseT cOObLLEHO cepBeEpPY LIEHTPaAN30BaHHOM 3aLLUThI,
ecan Dr.Web Industrial gna danosbix cepsepos Unix
paboTaeT nog ero ynpasaeH/eM.

--Report <mun> — TN OTYeTa O NMPOBepKe.
Bo3MOXHble 3HaUeHus:

e BRIEF — KpaTKuii OTYeT;

PyKOBOACTBO aZMUHWCTpaToOpa
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OnucaHue

e DEBUG — MNoApObHbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HauyeHue Mo ymMonyaHuo: BRIEF.

--ScanTimeout <uHMeps8as spemMeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUIINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA NMPOBEPKN HE OrPaHNYEHO.
3HauyeHve no ymoayaHuo: 0.

--HeuristicAnalysis <On|Off> — ucnonb3osatb v 3BPUCTUUECKII
aHanu3 npu NpoBepke.

3HauyeHve no yMOAYaHWMO: On.

--Cure <Yes|No> — TpebyeTcs nm AenaTb NMOMbITKA SeYeHUs
06HapyXXeHHbIX Yrpos.

Ecav ykazaHo No, TO MPOU3BOAWTCS TOJIbKO MHGOPMUpOBaHue 06
0bHapy>KeHHOW yrpose.

3HauyeHve no YMOYaHUKO: No.

--ShellTrace — BKIOUYNTb BbIBOZ AOMOJHUTENbHON OTAAZOUYHON
MHbOPMaLMK MpU NPOBepKe 3arpy304YHOM 3anucu

HasHaueHue: VIHLMMpOBaTh NMPOBEPKY KOMMOHEHTOM MpPOBepku halinos
Dr.Web File Checker cosep>v1mMoro ncnoaHsembix Gpannos, cosepkallimx
KOZ, NPOLeCCOB, 3anyLeHHbIX B cucteme. MNpun obHapykeHun yrposbl
BbINOJIHAETCA He TONbKO 0be3BpexmBaHne BPegoHOCHOTO UCNOAHAEMOro
dalina, Ho 1 NpUHyAUTENbHOE 3aBepLleHne paboTbl BCEX NMPOLIECCOB,
3anyLeHHbIX U3 HEro.

AprymeHTbl: Her.

| OTa KOMaHja npeAHa3HaveHa TONbKO A8 AUCTPUOYTUBOB

&) Dr.Web Industrial agns daiinosbix cepeepos Unix,
paboTatoLmx nog ynpasaeHnem OC cemelicTa
GNU/Linux.

Oonuuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHbIe 3k3emMraspbl Dr.Web
Scanning Engine n Dr.Web File Checker ans BbINnosHEHWs 3a4aHHON
NpoBepKY, 3aBePLUMB VX PaboTy NOC/e OKOHYaHWS NPOBEPKN.

| Yrpo3bl, 06Hapy>XeHHbIE MPU aBTOHOMHOM CKaHUPOBaHWM,

& He 6yayT fob6aB/ieHbl B 0OLWMWIA CMIMCOK OB HapPYKEHHbIX
Yrpo3, BbIBOAWMbIV KOMaHAOW threats, TaKKe O HUX He
6yseT cOObLLEHO cepBeEpPY LIEHTPaAN30BaHHOM 3aLLUThI,
ecan Dr.Web Industrial gna danosbix cepsepos Unix
paboTaeT nog ero ynpasaeH/eM.
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KomaHnpa OnucaHue

—--Report <mun> — TUM OTYeTa O NPOBepKe.
Bo3Mo>KHble 3HaueHws:
e BRIEF — KpaTKuii OTYeT;
e DEBUG — NoApO6HbIV OTYET;
e JSON — cepuanmsoBaHHblin otueT B dopmaTte JSON.
3HauyeHue No ymonyaHuo: BRIEF.

--ScanTimeout <UHMep8As pemeHuU> — TaiM-ayT Ha MPOBepPKy
ofHOro daiina B MUANUCEKYHAAX.

3HaueHVe 0 yKa3bIBaeT, YTO BPeMs NMPOBEPKM HE OrpaHUYeHO.
3HaueHvie Mo ymoauaHwmto: 0.

--PackerMaxLevel <Yuc/i0> — MaKCUMa/bHbI/i YPOBEHb BNOXEHHOCTU
06beKkToB Npu NpoBepkKe 3anakoBaHHbIX 06bekToB. o 3anakoBaHHbIM
06bEKTOM MOHUMAETCS UCMOHAEMbIN KOZ, CXKaTbl MPY MOMOLLM
cneumanusnpoBaHHbIx nHcTpymMeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine un ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 06BbEeKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb Apyrve
3anakoBaHHble 06beKTbl, U T. 4. 3HayeHWe 3TOro napameTpa ycraHaBavBaeT
npesesibHbI YPOBEHb MepapXun BAOXKEHHOCTY, MOCAE KOTOPOTro 06beKTbI
BHYTPY 0ObEKTOB He ByayT NpoBepATLHCA.

3HayeHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYLLEHbI.
3HayeHVe Mo YMONYaHUIO: 8.

--HeuristicAnalysis <On|Off> — ucnonb3oBaTb N1 3BPUCTUYECKUN
aHanu3 npu nposepke.

3HauyeHve no yMOA4YaHuMO: On.

--ContainerMaxLevel <YuC/0> — MaKCUMabHbIA YPOBEHb
BJIOXXEHHOCTV 06BEKTOB MNP NPOBepKe APYrvX TUMOB 0O bEKTOB C
BAOXeHUAMM (cTpaHuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa yCcTaHaB/AMBaeT Npeje/bHblil YPOBEHb MEPaPXM BAOXKEHHOCTH,
nocse KOTOPOro 06beKTbl BHYTPU 06bEKTOB He ByAyT NPOBEPATLCS.

3HaueHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMonyaHuio: 8.

--Exclude <nyme> — nyTb, UCK/OYaEMbIV U3 NpoBepKkn. MoxeT
BK/IOYaThb B Cebs daliioByro Macky (cogepiKalllyto CUMBOJIbI ? U *, a Takxe
CUMBOJIbHbIe Kaccbl [ 1, [! 1, [~ 1). MyTb (B TOM uncne cogep kallnii
MacKy) AOKEH ObITb abCONOTHBIM.

Heobs3aTenbHas onuuAa; MoxxeTt 6bITb YyKa3aHa bonee OAHOTO pa3a.

--OnKnownVirus <Oelicmgue> — [LeNCTBUE, KOTOPOE HY>KHO BbIMOJIHWTB,
eCIn MeToZaMu CUrHaTypHOTO aHanu3a obHapy>KeHa M3BecTHas yrposa.

Bo3Mo>KHbIe ,CI,EI7ICTBI/I$!Z REPORT, CURE, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnIncurable <Odelicmgue> — feNCTBUE, KOTOPOE HY>KHO BbINOJHUTB,
ecnu neveHre (CURE) 06Hapy>XeHHOW yrpo3bl OKOHUMNOCH Heyaayen nam
OHO HEeBO3MOXHO.

PyKOBOACTBO aZMUHWCTpaToOpa
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OnucaHue

Bo3MoxHble aelicTBus: REPORT, QUARANTINE, DELETE.
3HaueHue No yMoNYaHuo: REPORT.

--OnSuspicious <Odelicmsue> — [eNCTBNE, KOTOPOE HY>KHO BbIMOJIHUTD,
€C/IN 3BPUCTUYECKUI aHaIM3 OBHAPYXXMT NOL03PUTENIbHBIA 0O BbEKT.

Bo3mMo>kHble AEI‘/IICTBVIFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnAdware <Oelicmeue> — [eNCTBUE, KOTOPOE HY>XKHO BbIMOJIHWATb, EC/IN
ob6HapyeHa peknamHas nporpaMma.

Bo3Mo>kHble AEI‘/’ICTBI/IFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnDialers <Odelicmeue> — felcTBME, KOTOPOE HY>XHO BbIMOJHUTb,
ec/v obHapy>KeHa NporpaMmMa 403BOHa.

Bo3Mo>KHble ,D,eVICTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoa4daHuo: REPORT.

--OnJokes <Qdelicmeue> — [elCTBUE, KOTOPOE HY>XKHO BbIMOJIHWATL, €C/IN
obHapy>KeHa nporpamma-LyTKa.

Bo3Mo>KHbIe ,D,el7|CTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnRiskware <Odelicmeue> — feWiCTBUE, KOTOPOE HYXXHO BbINOJHUTD,
ec/v obHapy>KeHa NOTeHUMaNbHO OMnacHas NporpaMma.

Bo3moxkHble gelicTBuA: REPORT, QUARANTINE, DELETE.
3HayeHue No ymonyaHuo: REPORT.

--OnHacktools <Odelicmeue> — felCTBME, KOTOPOE HYXXHO BbIMOHUTD,
ecnun obHapyxeHa nporpamMmMa B3/10Ma.

Bo3mo>kHble AelcTBus: REPORT, QUARANTINE, DELETE.

3HayeHue No ymMonyaHuo: REPORT.

| Mpwn oH6HapyXeHWUM Yyrpo3 B UCMONHAEMOM daline Bce
: 3anyLlieHHble U3 Hero MPOoLeCChbl MPUHYAUTENBbHO

3aBepuwatotcs Dr.Web Industrial ans daiinoBbix cepsepoB
Unix.

HasHaueHue: VIHMLpMMpoOBaTh pacnpeseneHHyo NPoBePKY YKa3aHHOTO
danna nnuv KkatTanora yepes areHT ceTeBOW NPoBepKM AaHHbIx Dr.\Web
Network Checker. Ecnv HaCTpOeHHble COeANHEHWS C APYTMU y31aMu, Ha
KoTopbix MeeTcs NpoaykT Dr.Web ans Unix, noasaep>xuBatoLmin GyHKLMIO
pacnpegeneHHOM NPoBepKK, OTCYTCTBYHOT, TO ByAeT Npoun3BejeHa
npoBepka C UCMOJ/Ib30BaHVEM CKaHWPYHOLWEro sapa, AOCTYNHOro N0KaabHO
(aHanornyHo KomaHae scan).

AprymeHTbl

<nyme > — nyTb K Gainy nam katanory, KOTOPbIA HY>XHO MPOBEPUTD.
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OnucaHue

Ecnm 3TOT aprymMeHT onyLeH, TO NPOW3BOAUTCA CKaHUPOBAHWUE JaHHbIX,
MOCTyMatoLLMX Yepes BXOAHOM noTok stdin.

Onuuu

—--Report <mun> — TN OT4YeTa O NPOBEpKe.
Bo3ModkHble 3HaueHus:
e BRIEF — KpaTKuii OTYeET;
e DEBUG — MNoApOb6HbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HayeHne No ymoaYaHuMio: BRIEF.

--ScanTimeout <uHMeps8as spemMeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUIINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymoayaHuo: 0.

--PackerMaxLevel <Yyuc/i0> — MaKCUMaibHbl yPOBEHb BAOXKEHHOCTU
06DBEKTOB MpU NpoBepKe 3anakoBaHHbIX 06beKkToB. o 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMbIN KOA, CKaTblVi MPU MOMOLLM
cneumanusnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 00BbeKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb ApYrue
3anakoBaHHble 06beKTbl, U T. 4. 3HayeHWe 3TOro NnapameTpa ycTaHaBAMBaeT
npeAeNbHbI YPOBEHb MePapXUM BAIOXKEHHOCTH, MOC/e KOTOPOro 06beKThl
BHYTPY 06bekTOB He ByayT NPOBepPATLHCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwuto: 8.

--ArchiveMaxLevel <yuc/0> — MaKCUMabHblA ypOBEHb
BJIOXKEHHOCTN 06BEKTOB NPW NPOBEPKE apXMBOB (. zip, .rar W 4p.), B
KOTOpble BJIOXEeHbI Apyrie apxuBbl, B KOTOPbIE, B CBOK OUepelb, TakKe
MOTYT ObITb BAOXEHbI apXMBbI, U T. 4. 3HaUeHWe 3TOro napamMeTpa
yCTaHaB/VBAET Npe/e/ibHbIA YPOBEHb UEPAPXMN BAOXKEHHOCTH, MOCAE
KOTOPOTO apXuBbl BHYTPW apXMBOB He BYAyT NPOBEePATLCS.

3HaueHWe 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbI HyAyT NPOMyLLEHbI.
3HauyeHue No yMoYaHWUIo: 8.

--MailMaxLevel <Yuc/s0> — MaKCUMabHbIi yPOBEHb BNOXEHHOCTH
06DBEKTOB Mpu NpoBepKe GaiIoB MOYTOBLIX NPOrpamMMm (.pst, . tbb 1 ap.),
B KOTOpble MOTYT HbITb BAOXEHbI 06BEKTbI, B KOTOPbIE Takoke MOTYT ObiTh
BJIOXKEHbI 06BEKTBI, U T. 4. 3HaUYeHWe 3TOro NnapameTpa ycraHaBaMBaeT
npefenbHbI ypOBEHb MepapXumn BAOXKEHHOCTY, NOC/Ie KOTOPOro o6bekThl
BHYTPU 00BbeKTOB He HyayT NPoBepATLCA.

3HayeHVe 0 yka3blBaeT, UTO BJIOXKeHHble 06bekTbl HyAyT MPOMyLLEHbI.
3HayeHue No yMoNYaHWUIo: 8.

--ContainerMaxLevel <4uc/0> — MaKCUMaibHbIA YPOBEHb
BJIOXKEHHOCTV 06BEKTOB MPW NPOBEPKe APYrvX TUMOB 0O6HbEKTOB C
BAOXeHUAMM (cTpanuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
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OnucaHue

napameTpa yCcTaHaB/AMBaET Npee/bHbl YPOBEHb MEPAPXIM BAOXKEHHOCTH,

nocse KOTOPOro 06beKTbl BHYTPU 0H6BEKTOB He ByAyT MPOBEPATLCS.
3HaueHWe 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbI HyAyT MPOMyLLEHbI.
3HauyeHue Mo yMOYaHWMIo: 8.

--MaxCompressionRatio <cmeneHb> — MakC/MabHO AonyctnMmasn
CTeneHb OKaTna NpoBepAeMbIX 06beKToB.

3HaueHne AONXKHO BbITb He MeHee 2.
3HaueHve NMo ymoa4aHuio: 3000.

--MaxSizeToExtract <4uci0> — OrpaHnyeHve Ha pa3mep daiinos B
apxve. Paiinbl, pa3mep KOTOPbIX NPEBbILLAET 3HAUYeHWe 3TOro napameTpa,
6yayT NponyLLeHbl Npy Nposepke. Pazmep ykasblBaeTcs Kak UMCIo C
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykazaHo, uncio
MHTepnpeTMpyeTCs Kak pa3mep B banTax.

3HauyeHWe No yMoNYaHwuio: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — 1Ucnonb30BaTh M 3BPUCTUYECKUN
aHann3 npu npoBepke.

3HayeHue No yMoa4aHuMo: On.

--Cure <Yes|No> — tpebyeTcs nu Agenatb NMOMbITKA eYeHNs
0BHapy>KeHHbIX Yrpos.

Ecnu ykasaHo No, TO MPOM3BOAMUTCSA TOJNbKO MHGOPMUPOBaHKE 06
0OHapy>KeHHOW yrpose.

3HaueHue No ymoayaHuo: No
HasHaueHue: /IHMLpMmMpoBaTh «Cbipyto» NPOBEPKY ykazaHHOTO daina uim

KaTasora C UCNonb30BaHWeM ckaHupyroLero aapa Dr.Web Scanning Engine
HanpsimMyro, 6e3 UCrno/Ib30BaHWA KOMMOHeHTa nposepku dannos Dr.Web

File Checker.

ilf Yrpo3bl, 06Hapy>KeHHble MPU «CbIPOM» CKaHUPOBAHWM, He
g 6yayT fo6aBAEHbl B OOLWMIA CNMCOK OBHApPYXKEHHbBIX Yrpos3,
BbIBOAMMbIA KOMaHAOW threats.

PekomeHayeTcs Mcnoab3oBaTb 3Ty KOMaHAY TONbKO AJis
oTtnagku dyHKumoHnposaHua Dr.Web Scanning Engine.
KomaHga vmeeT cresyrollyto 0CO6eHHOCTb: OHa BbIBOAWT
3aKktoueHve «cured» (Bbl1EYEH), €CIN HEMTPaIM30BaHa,
Mo MeHbLLeln Mepe, 00Ha 13 yrpo3, 0H6Hapy>KeHHbIX B
danne (He ob6s3aTeNbHO 8Ce U3 HKX). Taknum o6pa3om, He
pekomMeHOyemca UCMob30BaTb 3Ty KOMaHAy, ecau
TpebyeTcs HajeXHoe CKaHWpoBaHWe Gaiinos. Bmecto
3TOro An4 nNpoBepku GaioB 1 KaTaloroB pekoMeHAyeTcs
MCNO/Ib30BaTb KOMaHAY scan.
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AprymeHTbl
<nyme > — nyTb K Gainy nam katanory, KOTOPbIA HY>XKHO MPOBEPUTD.
Onuuu

--ScanEngine <nyme> — nyTb K Unix-COKeTy CKaHUPYIOLLLEro fapa
Dr.Web Scanning Engine. Eciv He yka3aH, TO Ans NnpoBepku byaeT 3anyLleH
aBTOHOMHbIV 3K3eMMNAAP CKaHUpytoLero aapa (byaeT 3aBepLieH nocie
OKOHYaHWA NPOBEPKM).

—--Report <mun> — T1n oT4yeTa O NPOBepKe.
Bo3MoXkHble 3HaueHws:
e BRIEF — KpaTKuii OTYeT;
e DEBUG — MNOAPOOHbIN OTUET;
e JSON — cepuanv3oBaHHbIn otyeT B popmaTte JSON.
3HauyeHWe No ymoaYaHuio: BRIEF.

--ScanTimeout <uHMeps8as spemeHu> — TalM-ayT Ha NPOBEPKY
oAHoro gaiina B MUANUCEKYHAAX.

3HaueHve 0 YyKa3bliBaeT, YTO BpeEMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymoayaHuo: 0.

--PackerMaxLevel <Yuc/i10> — MaKCUMaibHbI YPOBEHb BAOXKEHHOCTA
06BEKTOB MPU NPOBeEpPKe 3anakoBaHHbIX 06beKTOB. 10/ 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMOHAEMBIV KOA, CKaTblii MPU MOMOLLM
cneumanmnsnpoBaHHbix MHCTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n ap.). Takve 06bekTbl MOTYT BKAKOUATh Apyrue
3anakoBaHHble 06beKTbl, B COCTaB KOTOPbIX Takke MOTYT BXOAWTb Apyrue
3amnakoBaHHble 06beKTbl, U T. 4. 3HaueHVe 3TOro napameTpa yctaHaBAMBaeT
npeAeNnbHbIN YpOBEHb UePapXUM BAOXKEHHOCTH, MOC/Ie KOTOPOro 06beKTbl
BHYTPU 06beKTOB He HyayT NpoBepATbLCA.

3HaueHve 0 yKa3blBaeT, UTO BJIOXEHHbIE 06BEKTbl BYAyT MPOMyLLEeHbI.
3HaueHvie Mo yMONuaHuo: 8.

--ArchiveMaxLevel <Yuc/10> — MaKCUMabHbIA ypOBEHb
BJIOXKEHHOCTM 06bEKTOB NpW NPOBepKe apXvBOB (. zip, .rar W 4p.), B
KOTOpPble BJIOXEeHbI Apyrne apXuBbl, B KOTOPbIE, B CBOKO OYepe/b, Takxke
MOTYT ObITb BNOXeHbI apXVBbl, U T. A. 3HaueHWe 3TOro napameTpa
yCTaHaB/IMBaeT Npese/ibHbl YPOBEHb MepapXun BAOXKEHHOCTH, Nocne
KOTOPOro apXvBbl BHYTPW apXx1MBOB He ByAyT MpOoBepATbLCS.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHbI.
3HaueHvie Mo ymMoauaHwmo: 8.

--MailMaxLevel <4uc/l0> — MaKCMMabHbIA YPOBEHb BJIOXEHHOCTU
061bekToB Npu NpoBepke $palrNnoB NOUYTOBbLIX NPorpaMm (.pst, . tbb nap.),
B KOTOPble MOTYT ObITb BJIOXeHbI 06BbEKTbI, B KOTOPbIe Takke MOTYT ObITh
BJIOXeHbl 06BbEKTbI, U T. A. 3HaueHWe 3TOro NnapameTpa ycTaHaBauBaeT
npesenbHbI ypOBEHb MepapXun BAOXKEHHOCTH, NOCAe KOTOPOro 06beKThl
BHYTPM 06bekTOB He ByayT NPOBepATLCA.

PyKOBOACTBO aZMUHWCTpaToOpa
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3HayeHVe 0 yka3blBaeT, UTO BJIOXKEHHble 0H6BbEKTbl HyAyT MPOMYLLEHbI.
3HayeHVe Mo YMONYaHUIO: 8.

--ContainerMaxLevel <4uC/I0> — MaKCVMaJ/bHbIA YPOBEHb
BJIOXXEHHOCTV 06 BEKTOB MNPV NPOBeEpPKe APYrvX TUMOB 0O BbEKTOB C
BAOXeHUAMMN (cTpaHuubl HTML, dainbl . jar 1 ap.). 3HaueHWe 3Toro
napameTpa ycTaHaB/AMBaeT Npeje/bHblil YyPOBEHb MEPaPXM BAOXKEHHOCTH,
nocae KOTOporo 06beKTbl BHYTPU 06bEKTOB He ByAyT NPOBepPATLCS.

3HayeHVe 0 yKa3blBaeT, UTO BJIOXKeHHble 06bekTbl HyAyT MPOMYyLLEHbI.
3HayeHne No ymMoYaHuIo: 8.

--MaxCompressionRatio <cmeneHb> — MakKCMMaibHO JonNycTMas
CTeneHb CkaTvs NPOBePAEMbIX OObEKTOB.

[onxHa ObITb He MeHee 2.
3HauyeHwue No ymonyaHumo: 3000.

--MaxSizeToExtract <YuC/I0> — OrpaHUYeHVe Ha pa3mep daiinos B
apxvBe. Paiinbl, pa3mep KOTOPbIX NPEBLILIAET 3HaUeHWe 3TOro NapameTpa,
6yayT NponyLeHbl Npy NpoBepke. Pa3Mep ykasbiBaeTcs Kak YncIo ¢
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykasaHo, YnCio
VHTEpMpeTMpYyeTCca Kak pa3mep B Halitax.

3HaueHwue Mo yMoNYaHuIo: (He 3a0aHO).

--HeuristicAnalysis <On|Off> — ucnonb3osatb v 3BPUCTUUECKIIA
aHanu3 npu NpoBepke.

3HauyeHve no yMOAYaHWMO: On.

--Cure <Yes|No> — TpebyeTcs nm AenaTb NMOMbITKA SEeYeHs
06HapyXeHHbIX yrpos.

Ecav ykazaHo No, TO MPOU3BOAWTCS TOJIbKO MHGOPMUpOBaHue 06
0bHapy>KeHHOW yrpose.

3HauyeHve no YMOYaHUKO: No.

--ListCleanItem — BKIOUATb BbIBOJ CMMCKa YUCTbIX PpaiiioB npwu
npoBepke KOHTelHepa.

--ShellTrace — BK/IHOYUTb BbIBOA AOMOJHUTENBHOM OTaA04YHOM
nHGOopMaLum Npu npoeepke daina.

--Output <nyme k ¢aliny> — pybavpoBaTb BbIBOJ KOMaHAbl B
yKa3aHHbIi Gpain

HasHaueHue: /IH1upmmpoBaTh NpOBEPKY yKa3aHHOro Galina uam katasora
Ha yKa3aHHOM YyAaNeHHOM y3/e, MOAKAHUMBLLNCE K HEMY Yepe3 SSH nan
Telnet.
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| Yrpo3bl, 06Hapy>XeHHble MPU YAaNEHHOM CKaHUPOBaHWUK,
: He ByayT HelTpanu3oBaHbl, Hoaee TOro, oHU He B6yayT

fobaBeHbl B 00U CNMCOK OBHapYXKeHHbIX Yrpos,
BbIBOAWMbIA KOMaHAOW threats.

Bbl MO>eTe ncnonb3oBaTth 3Ty KOMaHAY TO/bKO ANA
06Hapy>KeHWs BPeAOHOCHbIX WM NMOA03PUTENbHbIX
bainoB Ha yaaneHHoOM y3ne. [ina ycTtpaHeHus
O0BHapy>eHHbIX YrpO3 Ha yAaNeHHOM y3/e Heob6XoAMMO
BOCMOJ/Ib30BaTbCA CPEACTBAMM yNpaBaeHws,
npeAoCTaBAAEMbIMWU HEMOCPEACTBEHHO 3TUM Y3/10M.
Hanpumep, ana poytepos, TB-npuctaBok 1 Npoumx
«YMHBIX» YCTPOWCTB Bbl MOXeTe BOCMO/1b30BaTbCA
MexaHM3MOM OHHOBAEHWS NMPOLUVBKY, @ AN1f
BbIUYNCAUTENbHBIX MaLLWH — BbIMOJIHWB NMOAKAOYEHME K
HVM (B TOM uncie — B yAaJeHHOM TePMUHAbHOM
pexxume) 1 NpounsBess COOTBETCTBYHOLLME OMnepaLym B nX
darinoBoit cucteme (yaaneHve uam nepemelleHne dannos
M T. N.) AN 3anycTuB aHTVBMpPYcHoe IO, ycTaHoBeHHOe
Ha HWX.

AprymeHTbl

e <y3esn> — IP-agpec unn JoOMeHHOE MMA y31a, K KOTOPOMY HeobxoAnMo
NOAKNOUNTLCA 1A MPOBEPKM.

e <nyme> — nyTb K Ganny uam Katanory, KOTOPbIA Hy>XKHO NPOBEPUTbL
(BonKeH 6bITb abCONOTHBIM).

Onuun

-1 [--Login] <umsg> — IOTVH (UMs NOJIb30OBaTENS) A/ aBTOPM3aLIMUM
Ha yAaNeHHOM y3/1e Yepes BbibpaHHbIA MPOTOKO.

Ecav ms nonb3oBaTtens He ykasaHo, 6yeT Npoun3BeseHa MombiTka
NOAKNHOUNTLCA K YAANEHHOMY Y37y OT UMEHM MO/b30BaTENS,
3arMycTVBLUEro KOMaHay.

-1 [--Identity] <nyme Kk gpaliny> — daiin 3aKpbITOro katoya Ans
ayTeHTUbUKaLWM yKa3aHHOTO MoJib30BaTeNs Yepes BblbpaHHbIA MPOTOKO.

@ KomaHga remotescan npeAHa3HayeHa Ans

: ckaHupoBaHusa MaplupyTtusatopos SOHO (Small Office /
Home Office). Kntou B dopmate, ncnosnb3yemom no
YMONIYaHMIO YTUANTON ssh-keygen, He NOAAEPKMBAETCS.
[ns npoBepku yaaneHHoro y3na no SSH tpebyetcs karou
B dopmaTe PEM, KOTOPbIN MOXHO CreHepupoBaTh
KOMaHAO:

$ ssh-keygen -t rsa -m PEM -f rsa pem

PyKOBOACTBO aZMUHWCTpaToOpa
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-m [--Method] <SSH|Telnet> — meToz (MPOTOKO) MOAKNOUEHMA K
yAaneHHOMY y37y.

Ecnv meTog He ykasaH, 6yzeT ucnosbzosaH SSH.

-p [--Port] <4ucso> — HOMep MNopTa Ha yAaneHHOM Yy3ae AN
noAgKNKO4YeHnA vyepes Bbl6paHHbIl7I NPOTOKO.

3HaueHWe No ymosyaHuto: MopT Mo yMONUaHWIO A1 BbIGpaHHOTO
npoTtokosa (22 — ans SSH, 23 — ans Telnet).

--UseChannels <4yuc/s0> — 4YMUCIO KaHaNOB nepegayvn AaHHbIX.
3HauyeHve no YMOJIYaHUIO: 5.

--Password <Nnaposb> — Maposib ANs ayTeHTUdUKALMK YKa3aHHOTO
nosib30BaTeNs yepes BbIGPaHHbIA NPOTOKO.

f | E Maposb Nepesaetca B OTKPbITOM BUAE.

--Report <mun> — TN OT4eTa O NPOBEpKe.
Bo3mo>KHble 3HaueHws:
e BRIEF — KpaTKuii OTYeET;
e DEBUG — NoApObHbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HauyeHue No ymMonyaHuo: BRIEF.

--ScanTimeout <uHMepsas spemeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymMoayaHuio: 0.

--PackerMaxLevel <Yuc/i0> — MaKCUMaibHbl yPOBEHb BAOXKEHHOCTU
06DBEKTOB MpU NpoBepKe 3anakoBaHHbIX 06beKkToB. oy 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMbIN KOA, CKaTblVi MPU MOMOLLM
cneumanusnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 00beKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb ApYrue
3anakoBaHHble 06beKTbl, ¥ T. 4. 3HayeHWe 3TOro NnapameTpa ycTaHaBAuBaeT
npeAenbHbI YyPOBEHb MePapXUM BAOXKEHHOCTH, MOCIe KOTOPOro 06beKThl
BHYTPM 06bekTOB He ByayT NPOBepPATLHCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwmto: 8.

--ArchiveMaxLevel <yuc/0> — MaKCUMabHbIA ypOBEHb
BJIOXKEHHOCTN 06bEKTOB NPW NPOBEPKE apXMBOB (. zip, . rar W 4p.), B
KOTOPble BJIOXEHbI APYre apxumBbl, B KOTOPble, B CBOK Ouepesb, Takoke
MOTYT ObITb BIOXKEHbI apXVBbl, U T. A. 3HaYeHWe 3TOro napameTpa
yCTaHaB/IMBaET NMpese/ibHbIA YPOBEHb MepapXumn BAOXKEHHOCTY, MOcae
KOTOPOTO apXvBbl BHYTPY apXMBOB He BYAyT MPOBEPSATLCS.

3HayeHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYLLEHbI.
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3HaueHvie Mo ymMouaHmto: 8.

--MailMaxLevel <Yucs0> — MaKCUMabHbIi yPOBEHb BNOXEHHOCTU
06DBEKTOB MpU NpoBepke GaiIoB MOYTOBLIX NporpamMMm (.pst, . tbb 1 ap.),
B KOTOpPble MOTYT HbITb BAOXEHBI 06BEKTbI, B KOTOPbIE Takoke MOTYT ObiTh
BJIOXeHbl 06BbeKTb, U T. A. 3HaueHWe 3TOro napameTpa ycTaHaBAMBaeT
npesenbHbIl ypOBEHb MepapXumn BAOXKEHHOCTH, MOC/Ie KOTOPOro o6beKThl
BHYTPU 0OBbeKTOB He HyayT NPOBepPATLCA.

3HayeHVe 0 yka3bIBaeT, UTO BJIOXKeHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMonyaHuio: 8.

--ContainerMaxLevel <4uc/0> — MaKCUMaibHbIA YPOBEHb
BJIOXKEHHOCTV 06BEKTOB MNP NPOBEPKE APYrvX TUMOB OO HEKTOB C
BAOXeHUAMN (cTpaHuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa ycTaHaB/iMBaEeT NpejesibHbIN YPOBEHb MEPAPXMUN BIOXKEHHOCTH,
nocae KOTOPOro o6bekTbl BHYTPU 06bEKTOB He ByAyT NPOBEpPATLCS.

3HaueHve 0 yKa3blBaeT, YTO BIOXEHHbIE 06BEKTbI BYAYT MPOMyLLEHbI.
3HaueHvie Mo ymMoauaHwmio: 8.

--MaxCompressionRatio <cmeneHb> — MakCMMalbHO AonycTMasn
CTeMNeHb CKaTus NPOBEPSEMbIX 0HBEKTOB.

JonxHa 6bITb He MeHee 2.
3HaueHvie No ymoauaHuo: 3000.

--MaxSizeToExtract <4uc/l0> — OrpaHuueHve Ha pasmep ¢aiinos B
apxve. Paiinbl, pa3mep KOTOPbIX NPEBLILIAET 3HAUEHMe 3TOro NapameTpa,
6yayT NponyLLeHbl NPy NpoBepke. Pazmep ykasblBaeTCcs Kak UMCIo C
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykazaHo, Uncio
VHTEPMPEeTMPYEeTCa Kak pa3mep B Halitax.

3HaueHWe Mo yMoNUaHuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — vncnonb3oBaTh /M 3BPUCTUYECKMIA
aHanu3 npu nposepke.

3HaueHvie Mo ymMoauaHmio: On.
--Exclude <nyme> — MNyTb, UCKJIFOUAEMbIN 13 NPOBepPKU. MoxeT
BKItOYaTb B cebs dalnoByto MacKy (Cogep Kallyto CUMBObI 2 U *, a Takxke

CUMBOJIbHbIE Knaccbl [ 1, [ 1, [~ 1). Myt (B TOM uncie copepkalymm
Macky) fOKeH b6biTb abCONOTHBIM.

Heobsa3aTenbHaa onumsa; MoxeT ObITb yka3aHa 6osiee ogHOro pasa.

--TransferListenAddress <adpec> — ajpec, NpocaywBaeMbli AnA

npvema dainoB, NnepesaBaembix Ha NPOBEPKY YAaNeHHbIM YCTPONCTBOM.
Heobsa3aTenbHaa onumwsa. Ecam He ykasaHa, MCNOAb3yeTca NPOU3BOJIbHbIN
ajpec.

--TransferListenPort <nopm> — NOpT, NPOCAyLIMBaEMbIV ANA

npvema dainos, nepesaBaembix Ha NPOBEPKY YAaJeHHbIM YCTPONCTBOM.

Heobs3aTtenbHas onuma. Ecam He ykasaHa, MCMO/Ib3yeTCa CyYaliHblii
nopr.
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--TransferExternalAddress <adpec> — afpec ANs nepegauv
¢dannoB Ha NPOBeEpPKY, cOObLLaeMbIV yAaNeHHOMY YCTPOWCTBY.

Heobs3aTenbHas onunA. Ecan He yKa3aHa, NCNoab3yeTca 3Ha4veHne
onumm --TransferListenAddress, MO0 UCXOAALLUIA afpec yxe
yCTaHOBﬂeHHOVI ceccun.

--TransferExternalPort <nopm> — MNopT ANs nepegauv ¢ainoB Ha
NpoBepKy, COObLLIaEMbIN YAasieHHOMY YCTPOWCTBY.

Heobs3aTenbHas onuuAa. Ecnn He YKa3aHa, MCNoab3yeTca nopr,
OﬂpeAeﬂeHHblﬁ aBTOMaTn4yeCKn.

--Forcelnteractive — MCMONb30BaTb UHTEPAKTMBHYHO ceccuto SSH
(Tonbko ana meToda noakntoueHus SSH).

HeobszamenvHas onyus.

9.2.3.2. KomaHabl ynipaBsieHMA yrpo3aMu U KapaHTUHOM

[locTynHbl cneaytowie KOMaHAbl yNpaBAeHUA yrpo3aMum U KaPaHTUHOM:

KomaHpga OnucaHue
threats HasHaueHue: BbinosiHUTL ykazaHHOe AelcTBME C OOHapPYXXeHHbIMU paHee
[<Oelicmeue> <0bbekm>]  yrposamu Mo ux uaeHtudmkatopam. TuUn AeiCcTBKs onpeaensaeTcs

yKa3aHHOW onumer KoMaHAbl.

Ecnu pelicTBMe He yka3aHO, TO BbIBECTW Ha 3KpaH MHGopMaLmto 06
OOHapy>XeHHbIX, HO He 06e3BpeXxeHHbIX yrpo3ax. VIHbopmaums ob yrposax
BbIBOAUTCA B COOTBETCTBMMN C GOPMATOM, 3aJaHHbIM HeObs3aTeIbHO
onuneit --Format. Ecam onuns --Format He yKasaHa, TO ANs KaXzaown
Yrpo3bl BbIBOAUTCA Ceayrolas nHdopmaums:

* AEHTUPMKATOP, MPUCBOEHHBIN yrpo3e (MopPsAKOBbLIA HOMEP);
e MOJIHbIV MyTb K UHOULMPOBAHHOMY daiiny;

e vHbOpMaLmsa 06 yrpose (MMs, TR Mo KaaccudmKaLmm KOMIaHUm
«[loktop Beb»);

e vHbOpMauus o daiine: pa3mep, Nosb3oBaTeNb-BaajeNeL, gaTa
nocneAHero V3MeHeHus;

* UCTOPUS AEUCTBUIA C MHOULMPOBAHHBIM daiinom: o6HapyKeHue,
NPUMEHSBLUMECH AEICTBUS U T. M.

AprymeHTbl: Hert.

Oonuun

--Format "<cmpoka ¢popmama>" — BbIBOAUTb UHGOPMaLMIO 06
yrpo3sax B ykasaHHoM popmarte. OnvcaHune ctpokm dopmaTta npueeseHo
HWXKe.

PyKOBOACTBO aZMUHWCTpaToOpa
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| Ecnu 3Ta onums ykasaHa COBMECTHO C t0601 13 onumii-
: [leNCTBUIA, OHa UTHOPUPYETCH.

-f [--Follow] — OXwuaaTb NOCTyraeHNs HOBbIX COObLLeHUI 06 yrpo3ax
" BbIBOAUTb UX cpa3y npu noctyrieHnn (CTRL+C npepbiBaeT oxugaHve).

| Ecav 3ta onums ykaszaHa COBMECTHO C N1t0601 13 onumn-
: LEeVICTBUA, OHA UrHOpUpYeTCs.

--Cure <CNUCOK yep03> — BbINOJIHATb MOMNbITKY Ne4YeHNA NepeyncieHHbIX
yrpo3 (naeHtTndurKaTopbl Yrpo3 NepeyuncaatoTcs Yepes 3anaTyro);

--Quarantine <CNUCOK y2p03> — BbINOJHUTL NepemMelleHne B
KapaHTUH NepeYnCaeHHbIX Yrpo3 (MAeHTUUKATOPbI YrpO3 NepeyncasatoTCcs
yepes 3anaTyro);

--Delete <CNUCOK y2p03> — BbIMOJHUTb YAaNeHNEe NepeyUnCaeHHbIX

yrpo3 (MaeHTMbUKaTopbl Yrpo3 NepeumncistoTcs Yepes 3ansTyto);

--Ignore <CNUCOK y2p03> — UFHOPUPOBATb MEPEUNCIEHHbIE YTPO3bl
(MAeHTUOMKATOPbI YTPO3 NEePeUnCNsaoOTC Yepes 3ansTyro).

Ecnm TpebyeTcs npuMeHWTb AelicTBUE KO BCEM OOHapYXKEHHbIM yrpo3am,
BMECTO <CNUCOK y2p03> ykaxute All. Hanpumep, komaHza:

S drweb-ctl threats --Quarantine All

nepemMeLlaeT B KapaHTVH BCE O6Hapy)KEHHbIe 06BbeKTbI C yrposamu.

--Directory <CNUCOK Kamas0208> — BbIBOAWTb TO/NbKO Te Yrpo3bl,
KoTopble Hbliv 06Hapy>xeHbl B hainax B katanorax u3
<cnucka Kamasnozos >.

| Ecam 3Ta onums ykasaHa COBMECTHO C It0601 13 onumii-
: JEeVICTBUIA, OHa UrHopupyeTcs.

HasHaueHue: [puMeHnTb JelicTBUE K yKa3aHHOMY 06BbeKTy, HaxoAsLWweMycs
B KapaHTuHe.

Ecnun pelicTBMe He ykasaHO, TO BbIBECTW Ha 3KpaH MHPOopMaLmto 06
06beKTax, HaXOAALLMXCA B KapaHTUHE, C yKasaHeM UX UAeHTUMKaTOpOB U
KpaTkol nHGopMaumm 06 UCXOZHbIX dalinax, nepemeLLeHHbIX B KapaHTUH.
NHdbopmaups 06 n30a1MpoBaHHbIX 06bekTax BbIBOAUTCA B COOTBETCTBUM C
dopmaToMm, 3asaHHbIM HeobsA3aTeNbHOM ONnuuen ——Format. Ecam onuma
--Format He yKa3zaHa, TO ANS KaXAoro M3oAMpoBaHHOTO 0b6bekTa
BbIBOAUTCA cneaytolas uHdopmaums:

e NaeHTMdMKATOP, NPUCBOEHHDBIN M30ANPOBAHHOMY OObEKTY B KapaHTUHE;
® VCXOZHBIV NMyTb K daiiny, NepeMeLL,eHHOMY B KapaHTUH;

e saTa nepemelleHus dalina B KapaHTuH;
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OnucaHue

e vHPopMaLusa o daiine: pasmep, NoNb3oBaTeNb-BAageNEL, JaTa
MOC/eAHErO V3MEHEHWS;

e MHPOpMaLys 06 yrpose (MMs, TN NO K1acCUbUKaLMM KOMMaHWN
«[loktop Beb6»).

AprymeHTbI: Her.

Onuun

--Format "<cmpoka ¢popmama>" — BbIBOAUTb MHGOPMaALWMIO 06
06beKTax, HaXoAsALLMXCS B KapaHTMHE, B ykazaHHOM dopmate. OnvcaHue
CTPOKM dopMaTa NPUBEAEHO HUXE.

| Ecnv 3ta onums ykasaHa COBMECTHO C Nt0601 13 onumnid-
: JEVICTBUIA, OHa UrHOpUpYeTCs.

-f [--Follow] — OXwvaaTb NOCTYNAEHWNs HOBbIX COOBLLEeHUI 06 yrpo3ax
n BbIBOAUTL WX cpasy npu noctynaeHun (CTRL+C npepbiBaeT oxugaHve).

| Ecnv 31a onumwsa ykasaHa COBMECTHO C Nt0601 13 onumii-
: JEeVICTBUIA, OHa UrHOpUpYeTCs.

-a [--Autonomous] — 3anycTUTb aBTOHOMHbIM 3K3eMMIAP KOMMOHEHTa
npoeepku ¢annos Dr.Web File Checker ans BbINONHEHWs 3aZaHHOTO
[EeNCTBMA C KapaHTMHOM, 3aBepLUVB paboTy KOMMOHEHTa Moc/ie OKOHYaHWs
AenCTBUSA.

OTa onuma MOXeT HbITb NPUMEHEHa COBMECTHO € Nt060M 13 onumi,
yKa3aHHbIX HUXe.

--Discovery [<ChUCOK Kamasno2o8>,] — MPOU3BECTN MOUCK KaTaloroB
KapaHTMHa B yKa3aHHOM Cr1CKe KaTasoros 1 4o6aBuTb WX K
KOHCONMAVPOBaHHOMY KapaHTUHY B caydyae obHapyxeHus. Ecan

<CNUCOK Kamanozo8> He yKasaH, TO NMPOU3BECTM MOUCK KaTaaoros
KapaHTVHa B CTaHAAPTHbIX MecTax paliNoBOMN CUCTEMbI (TOYKM
MOHTVMPOBaHMA TOMOB W JIOMaLLH/e KaTasorn NnoJjib3oBaTtenei).

DTa onums MOXeT ObITb yKa3aHa COBMECTHO He TONIbKO C onupeln —a (—-
Autonomous) (CM. Bbille), HO U C 1060 U3 ONUUN-AENCTBUN,
nepeuncaeHHbIX Hxe. bonee Toro, eciv kKomaHga quarantine
3anyckaeTcs B pexviMe aBTOHOMHOTO 3K3eMnaspa, T. e. C onuuen —a
(-—Autonomous), HO 6€3 onuuMn —-Discovery, TO 3TO PaBHOCWIbHO
BbI3OBY:

quarantine --Autonomous --Discovery

--Delete <o06bekm> — yjanuTb yKasaHHbIA O6BEKT, MOMEeLLeHHbIV B
KapaHTWH.

i E yp,aneHme obbekTa, NnomMeLweHHOTro B KapaHTnH —
2 HeO6paTMMaﬂ onepaumua.
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OnucaHue

--Restore <06beKmM> — BOCCTaHOBUTb yKa3aHHbII7I 0b6BbeKT 13
KapaHTHa B UCXO4HOE MeCTO.

@ [ns BbINONIHEHWS 3TOrO AEWCTBUS MOXKET NoTpeboBaThCs,

‘ yTobbl drweb-ctl bblna 3anylieHa OT MEeHU
cynepnoJsib3oBaTens (nonb3osatens root). BocctaHoBUTb
baiin 13 KapaHTMHa MOXHO, Aaxe eciv OH MHULMPOBaH.

--Cure <06bekm> — MonbITaTbCs BbIIEUUTb yKa3aHHbII7I 0b6BbeKT B
KapaHTnHe.

@ [axke ecnv 06bekT Hbi YCNELWHO Bbl1EUEH, TO OH BCe

. paBHO OCTaHeTCsA B KapaHTuHe. [lns n3BnedeHns obbekta
M3 KapaHTVHa BOCMOJ/Ib3yMTeCh OMLUMEN BOCCTaHOB/EHMSA
-—-Restore.

--TargetPath <nyme> — BOCCTaHOBUTb OOBEKT M3 KapaHTUHa B
yKazaHHOe MecTo: KakK ¢pai ¢ ykasaHHbIM UMEHEM, ECIN <NYMb> — 3TO
nyTb K $haiay, WanM B yKaszaHHbIN Katanor (eciv <nymes> — 3TO MyTb K
kaTanory). MoxeT 6bITb yKka3aH Kak abCoNtOTHbIV NyTb, TakK U
OTHOCUTE/IbHBIN (OTHOCUTE/IBHO TEeKYLLEro Katanora).

l Onuus NPUMeHAETCA TOJIbKO COBMECTHO C onuyen
° BOCCTaHOBJIEHNA ——Restore.

B kauecTBe <06bekm> MCMosb3yeTcs uaeHTMdrKaTop ob6bekTa B
KapaHTHe. Ecnn TpebyeTcs NpyvMeHUTL AeicTBre KO BCeM 0bBbekTaMm,
HaXOAALLMMCA B KapaHTVHE, BMECTO <0b6bekm> ykaxute Al1l. Hanpumep,
KOMaHza

$ drweb-ctl quarantine --Restore All --TargetPath test

BOCCTaHaBJIMBAET M3 KapaHTUHa BCe MMeLWnecsa B HEM 06BbeKTbI,
noMeulasa vUx B nogKatanor test, HaXOAﬂLLI,I/IIZCﬂ B TEKyLLEM KaTanore, N3
KOTOPOro 3anylleHa KoMaHaa drweb-ctl.

| Ecan pna BapmnaHta —--Restore All yka3aHa
‘ AonoJiHUTeIbHaA onuma —--TargetPath, TO OHa JOJKHa

3afaBathb MyTb K KaTanory, a He K Gainy.
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dopmaTpOBaHHbIN BbIBOA, AaHHbIX ANA KoMmaHa threats n
quarantine

®opmar BbIBOAa 3asaeTcA cTpokor dopmaTa, yka3zaHHOW B KauecTBe aprymeHTa
Heobs3aTeNbHOM oNunm —-Format. CTpoka ¢popmaTta 0653aTeNbHO yKa3biBAaeTCA B KaBblUKaX.
Crpoka dopmaTta MOXeT BK/ItoUaTh B cebs kak 06bluHble CMMBObI (ByaAyT BbiBEAEHbI Ha 3KpaH
«KaK eCTb»), TaK M CNeLnann3npoBaHHble MapKkepbl, KOTOPble NPUX BbiBOAE OyayT 3aMeHEeHbI
Ha COOTBETCTBYHOLLYHO MHPOpMaLmto. JOCTynHbl ciesytoLlme MapKepbl:

1. Obwpe ana KOMaHA threats U quarantine:

Mapkep OnucaHue
s{n} MNepeBog CTPOKK
s{t} Tabynauus

5{threat_name} Vims ob6Hapy>KeHHOW yrpo3bl MO knaccuburkaumm koMmnaHmm «Joktop Beb»

5{threat_type} Tun yrpossbl («<known virus» u T. A.) No k1accuukaLmm koMnaHum «Jokrop

Be6»
{size} Pa3mep ncxogHoro darna
S{origin} MonHoe nuMs UcxoAHoro daiina ¢ nytem
% {path} CWHOHMM % {origin}
${ctime} [JaTta/Bpemsa moaundvkaumm ncxogHoro daina B popmate "%Y-%b-%d %H:%M:

%S" (Hanpumep, "2018-Jul-20 15:58:01")

s{timestamp} To xe, yTo n $ {ctime}, HO B opmaTe BpemeHun Unix timestamp
S{owner} Mosnb3oBaTtesnb-BAageneL ncxogHoro dana
%{rowner} YnaneHHbI Noab3oBaTeb-BAagenel ucxoaHoro daina (eciv He NPYMeEHUMO

WIW 3HaYeHNe HeM3BECTHO — 3aMeHAEeTCsa Ha ?)

2. Cneunduryeckme Ana KOMaHAbl threats:

Mapkep OnucaHue
5{hid} NaeHtndrkatop 3anmcy 06 yrpose B peectpe UCTOPUM COBbITUI, CBA3aHHbLIX C YrpO30W
s{tid} NpeHTndrkaTop yrpossl

s{htime}  [lata/Bpems cobbITus, CBA3aHHOIO C YrpO30M

5{app} NaeHtndrkatop komnoHeHTa Dr.Web Industrial gna dainosbix cepsepos Unix,
obpaboTaBLuero yrposy
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Mapkep OnucaHue

s{event} TlocnegHee cobbiTve, CBA3aHHOE C YrpO30:

FOUND — yrpo3a 6bi1a ob6Hapy>eHa;

CURE — yrposa 6bina BblieyeHa;

QUARANTINE — daiin ¢ yrpo3oii 6bl1 NepemMeLleH B KapaHTuH;
DELETE — dalin ¢ yrpo3oi 6bi1 yaaneH;

IGNORE — yrpo3a 6bisa MPOUrHOPUpPOBaHa;

RECAPTURED — yrpo3a 6bi1a o6Hapy>eHa ApyruM KOMMOHEHTOM

s{err} TekcT coobuieHns 06 owmbke (ecnn OWMOKN HET — 3aMEHSETCA Ha NYCTyr0 CTPOKY)

3. Cneunduryeckne ana KOMaHAbl quarantine:

Mapkep
${qid}
S{gtime}

${curetime}

%{cureres}

Mpumep

OnucaHue
NpeHntndurkatop o6bekTa B KapaHTUHe
[aTa/Bpems nepemelleHns o6bekTa B KapaHTUH

AaTa/BpeMﬂ NonbITKM NeyeHns obbekTa, nepemMeLLeHHoOro B KapaHtuH (ecam He
NPUMEHNMO NN 3HaYeHne HEU3BECTHO — 3aMEHAETCA Ha ?)

Pe3yanaT MOMNbITKN neyveHna 06'bEKTa, nepemMeLLeHHoOro B KapaHTuH:

e cured — yrpo3a BblleYeHa;

e not cured — yrpo3a He BblleyeHa B0 MOMbITOK IeYeHNs He
npounssoAnnocCb

$ drweb-ctl quarantine --Format "{%{n} %{origin}: %{threat name} - %{qtime}%

{n}}"

|ELaHHaﬂ KOMaHZa BbiBeAET COAEPXKNMOE KapaHTUHA B BUAE 3anuncen caegyrowlero smaa:

{

<nyme K ¢gpatiny>: <umdyeposel> — <dama nepemeleHus 8 KAPaAHMUH>

}

9.2.3.3. KomaHabl ynpaBsieHnsa KOHpUrypaumemn

[ocTynHbl Cneayrolme KOMaHAbl yrnpaBaeHns KOHGUrypaumnen:

KomaHnpa

cfset

OnucaHue

HasHaueHume: VI3mMeHUTb aKTMBHOE 3HaUeHWe yKa3aHHOTo

<cekyus> . <napamemp> <3Ha4yeHue>  napameTpa Tekyliei KoHdurypaumm Dr.Web Industrial ans

dalinosbix cepeepos Unix.
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OnucaHue

AprymeHTbI

o <cekyus> — VMsl CeKUMM KOHdUrypaumoHHoro daiina, B
KOTOPOW HaxoAWTCS M3MeHseMblli MapameTp. Ob6s3aTeNbHbIl
aprymeHr.

e <napamemp> — UMs U3MEHSEeMOro napametpa.
Ob6s3aTeNbHbI apryMeHT.

e <3Ha4yeHue> — HOBOE 3HayeHve napameTpa. O6sa3aTeNbHbI
aprymeHr.

@ ,CLJ]FI 3ajaHnAa 3Ha4YeHna napamMeTpoB BCerda

ncnosb3yetca popmat
<ceKyus>.<napamemp> <3Ha4eHue>, 3HaK
npvcBamMBaHWA = He UCMOJIb3yeTcH.

Ecan Bbl XxOTWTE 3a4aTh HECKOIbKO 3HAUEHWI
napamMeTpa, TO Hy>XHO MOBTOPUTb BbI3OB
KOMaHZbl cfset CTONbKO pa3, CKONbKO
3HaueHW NapamMeTpa Bbl XOTUTE A0HABUTD.
Mpw 3TOM Ana AobaBieHVs HOBOTO 3HaueHus
B CMMUCOK 3HAaYEHWUI NapameTpa He0H6Xo0ANUMO
MCMOb30BaTb OMUMIO —a (CM. HKXKe). Henb3s
yKa3blBaTb B KauecTBe aprymeHTa
nocaesoBaTeIbHOCTb

<napamemp> <3HadeHue 1>, <3Ha4yeHue 2>,
TaK Kak CTpoka "<3Ha4yeHue 1>, <3Ha4yeHue 2>"
6yAeT cumtaThbC eAMHbIM 3HaYEHNEM
napameTtpa <napamemp>.

OnvcaHve koHbUrypaumoHHoro daina

AOCTYNHO B pasgene [lpunoxenve [.
KoHdurypaumorHsii dann Dr.Web Industrial

N5 dannoBbix cepBepoB Unix, a Takxe B
AOKYMeHTauMM man 5 drweb.ini.

Onuumn

-a [--Add] — He 3aMeHsATb Tekyllee 3HauUeHve rnapameTpa, a
806aBUTb YKazaHHOE 3HaYeHVe B CMIUCOK 3HaUYeHUI NapameTpa
(ZonycTMMO TOIbKO A/ MapamMeTpoB, KOTOpble MOTYT MMEeTb
CMMCOK 3HaueHui). Takoke 3Ty onuuto HeOBX0ANMO
MCNO/b30BaTh /1A f406aBeHUs HOBbIX FPyrn NapamMeTpoB C
Terom.

-e [--Erase] — He 3aMeHsATb Tekyllee 3HaueHue
napameTpa, a yAaAuTb ykazaHHOE 3HauyeHue 13 ero cnmcka
(AOMYCTVMO TONBbKO AJ/1f MapaMeTpPOB, KOTOPblE MMET CINCOK
3HAUEHWUN).
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cfshow
[ <cekyusa> [ . <napamemp>1]

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

-r [--Reset] — cHbpocuTb NapameTp B 3HaUeHVe Mo
YMOJIHaHUIO. <3HaYyeHue> B 3TOM C/yyae B KOMaHAe He
yKa3blBaeTCsa, a eCNv YKa3zaHO — UrHOPUpYeTCs.

Onumn He siBAsIOTCA 0653aTeNbHBIMU. EC/IM OHM He yKa3aHbl, TO
TekyLLlee 3HayeHne napamMeTpa (B TOM UMC/IE CMIMCOK 3HaYEeHWIA)
3aMeHsieTcs Ha yKazaHHOE 3HaueHue.

Ans cexumi, onucbIBatoLW X HAMBUAYaNbHbIE NMapaMeTpbl
passensemMblx kKaTanoros Ans moHutopa SplDer Guard ans
SMB, npvMeHeHWe onummn —r NPUBOAMUT K 3aMeHe 3HaueHWs
napameTpa B MHAMBUAYabHOW CEKLMWN Ha 3HaUYeHWe, yKazaHHoe
y COOTBETCTBYHOLLErO «POAUTENLCKOrO» NapamMeTpa B CeKLmn
HaCTpoeK KOMMOHeHTa.

Ecan Tp66yETCﬂ AO6aBVITb CEeKLIMO NapamMeTpoB AnA
pasgenaemMoro Kataaora Samba c Terom <tag>, BbIMONHUTE
KOMaHAay

cfset SmbSpider.Share.<tag> -a
Hanpvmep:

cfset SmbSpider.Share.AccountingFiles -a

@ [nsa BbINONHEHWNA 3TOW KOMaHAbI TpebyeTcs,

uTo6bl drweb-ctl 6blna 3anylieHa OT UMEHU
cynepnoab3oBaTens (nonb3osatend root). Mpwn
HeoHX0AUMOCTU UCMONb3YITE KOMaHAbl su
mwin sudo.

HasHaueHume: BbiBeCTV Ha 3KpaH napameTpbl TeKyLL el
koHurypaumm Dr.Web Industrial ans dannosbix cepsepoB
Unix.

[nsa BbiIBOZa NapameTpOB MO YMOJYaHUIO UCMOJIb3yeTcs
dopmart <cekyus>.<napamemp> = <3Ha4yeHue>. Cekuum 1
napameTpbl He YCTaHOBJIEHHbIX KOMMOHEHTOB MO YMOJIYaHWUIO He
BbIBOAATCA.

AprymeHTbI

e <cekyua> — UMS CeKLUMN KOHGUrypaLmMoHHoro daiina,
napameTpbl KOTOPOW HYXHO BbIBECTU Ha 3KpPaH.
Heob6s3aTtenbHbli aprymeHT. Ecim He ykasaH, TO Ha akpaH
BbIBOAATCA MapaMeTpbl BCEX CEKLMIA KOHPUrypaLMOHHOro
danna.

e <napamemp> — UMA BbIBOAVMOTO NapameTpa.
Heobs3aTenbHbIN APryMeHT. Ecan He YKa3aH, BbIBOAATCA BCe
napamMeTpbl yKaBaHHOI\;I cekuumn, B NpOoTMBHOM Cay4ae
BbIBOAWTCA TOJIbKO 3TOT NapaMeTp. Ecan yKa3aH 6e3 MeHn
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OnucaHue

Cexuuy, TO BbIBOAATCS BCE BXOXKAEHUS 3TOTO NMapamMeTpa BO
BCe CeKUMM KoHdUrypaumoHHoro daina.

Onuun

--Uncut — BbIBECTU Ha 3KpaH BCe MapaMeTpbl KOHGUrypauumy,
a He TOJIbKO Te, KOTOpPble UCMOJIb3YHTCS TEKYLLM
YCTaHOBJ/IEHHBIM HABOPOM KOMMOHEHTOB. Ec/in He ykasaHo, TO
BbIBOAATCA TOJIbKO Te MapaMeTpbl, KOTOPbIE UCMOJb3YHOTCS
UMEIOLLMMUCS KOMMOHEHTaMMU.

—--Changed — BbIBECTM TOJIbKO T€ MapaMeTpbl, 3HaUEHWs
KOTOPbIX OT/IMYALOTCA OT 3HAUEHWIA MO YMOJUAHUIO.

--Ini — BbIBECTM 3HaYeHUsA NapameTpoB B popmaTe dainna
.ini: cHayana B OTAE/IbHOWN CTPOKE BLIBOAWUTCA UMS CEKLMN,
3aK1r0YeHHOe B KBaApaTHble cKobKK, mocae yero napameTpsi,
npvHagnexallyye cekuyn, NnepeyncnatoTca B Buge nap
<napamemp> = <3Ha4yeHue> (NO OAHOMY B CTPOKE).

--Value — BbIBECTU TONbKO 3HAaUYEHWE YKAa3aHHOTO
napameTpa. B aTom cnyuae aprymeHT <napamemp >
obAzaTeneH.

HasHaueHue: Mepe3sarpy3unts koHourypaumto Dr.Web Industrial
ana dannosbix cepsepos Unix.

Mpwv 3TOM AeMOH ynpasaeHua koHourypaumenn Dr.Web ConfigD
BbINOJHAET CeAyroLmne feiCTBYSA:

e repeunTbiBaeT KOHOUIYPaLWIO 1N pacchbilaeT ee U3MeHeHUs
Bcem KoMnoHeHTam Dr.Web Industrial gns dpannosbix
cepsepoB Unix;

e nepeoTkpbiBaeT XypHan Dr.Web Industrial ans daninoBbix
cepsepos Unix;

e 3amnyckaeT KOMMOHEHTbI, MCMO/b3YHOLLNE BUPYCHble Ba3bl
(BKNtOYAs aHTUBUPYCHOE AAPO);

® [bITAa€TCA 3anyCTUTb KOMMOHEHTHI, pa60Ta KOTOPbIX bbina
HeLWTaTHO 3aBepLUeHa.

AprymeHTbl: Hert.

Onuuu: Het

9.2.3.4. PaclumpeHHble KOMaHAbl

B sTom pasaene

L KOMaHAbI yrnpaBaeHna obHOBAEHWEM U pa60T0|7| B pexnmMme u,eHTpa}'II/IBOBaHHOI‘/JI 3aUINThI

° MH@OpMauMOHHbIe KOMaHAbI

PyKOBOACTBO aZMUHWCTpaToOpa

114



A R4

Rl
o

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

9.2.3.4.1. KomaHabl ynpaBsieHns obHoBieHnemM n paborou B
pe>XxMme L,eHTPa/IM30BaHHOMN 3alUThI

[loCTynHbI Cneayrolme KOMaHAbl ynpaBaeHns o6HOBNEHNEM U paboToN B pexunme
LEHTPaNM30BaHHOM 3aLUMThI:

Komanpa

update

esconnect
<cepgep> [ : <nopm>]

OnucaHue

HasHaueHue: VHMUMMpoBaTh NpoLEecc 0OHOBAEHWS aHTUBUPYCHBIX
KOMMOHEHTOB (BMPYCHbIX 6a3, aHTUBUPYCHOTO fiApa U NPOYVX, B
3aBUCMMOCTM OT MOCTaBKM) C cCepBepOB 0OHOB/IEHMIN KOMMaHuK «JokTop
Be6», npepBaTh y>Ke 3anyLeHHbIV NpoLecc OOHOBAEHWA UAN OTKaTUTb
pe3yabTaTbl NOC/eAHEro 06HOBEHWs, BOCCTAaHOBUB Mpe/playLle BepCun
06HOB/EHHbIX $aiinoB.

KomaHga He nmeet adpdekTa, ecnm Dr.Web Industrial ans
: davinoBbix cepepoB Unix paboTaeT nog ynpasieHVeM
cepBepa LIeHTPaNM30BaHHOW 3aLLuTbI.

AprymeHTbl: Hert.

Onuun

--Stop — npepBaTb y>e UAyLLniA NpoLecc 06HOBAEHNS.

--Rollback — OTKaTUTb NocneAHee 06HOBAEHME N BOCCTAHOBUTD
nocnefHe CoxpaHeHHble KoM 0OHOBAEHHbIX GaitnoB.

—-—From <nyme> — BbINOJIHNTb ob6HoBNEHVE U3 YKa3aHHOIO KaTaaora 6e3
NOAKNHOYEHNA K MHTEPHETY.

--Path <nyme> — COXpPaHUTb B YKa3aHHbIl KaTanor Gaiibl, KOTOpble
6yayT MCnosb30BaTbCA AN OOHOBAEHWA 6e3 MOAKIOUYEHNS K UHTEPHETY.
Ecnv B 3TOT KaTtasnior yxe 6blan 3arpy>keHbl Gainbl, TO OHW ByayT
0BOHOB/IEHBI.

HasHauenue: Moakntounts Dr.Web Industrial ans ¢ainosbix cepeepos
Unix K ykazaHHOMY cepBepy LieHTpaan3oBaHHOM 3awutbl. O pexxvimax

paboTbl cM. B pa3gesne Pexxnmbl paboTb.

AprymeHTbI

e <cepgep> — IP-agpec unn ums y3na B CeTW, Ha KOTOPOM pacrnonaraercs
cepBep LeHTpann3oBaHHOM 3aLwmtbl. O6A3aTenbHbIA apryMeHT.

e <nopm> — HOMep MopTa, UCMOJIb3yeMOro CepBepoM
LeHTpann30BaHHOM 3aLwuTbl. Heobs3aTeNnbHbI aprymMeHT, yka3blBaeTcs
TOJIbKO B C/lyvae, eCv CepBep LEeHTPaNN30BaHHOW 3aLuUTbl UCMONb3YeT
HeCTaHAapPTHbIA NOPT.

Onuun

--Certificate <nyme> — nyTb K danny ceptudrkaTa cepeepa
LieHTPaI30BaHHOM 3aLLUUTbl, K KOTOPOMY MPOU3BOAUTCA MOAKIOYEHME.

PyKOBOACTBO aZMUHWCTpaToOpa

115



g
),
A

'
< %‘r KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

-
.

KomaHnpa OnucaHue

--Login <I/D> — norvH (naeHTMduKaTop paboyen ctaHLmMM) Ans
NOAKNOUEHWS K CEpBEPY LIEHTPANN30BaHHOM 3aLLUThI.

--Password <Nnapo/ib> — Maposib A5 MOAKIOYEHVS K CEpBEPY
LeHTPaAN30BaHHOM 3aLLWTbI.

-—Compress <On|Off> — NpuHYAUTENBHO MHALMMPOBATL CKaTue
nepefaBaeMbIx gaHHbIX (On) wan 3anpetutb ero (Off). Ecam onuma He
yKa3saHa, UCroab30BaHVe CKaTua onpesenaeTca CepBepoM.

--Encrypt <On|Off> — npvHyauTeNbHO MHULMMPOBaThL LWNbPOBaHMe
nepefasaeMbIx gaHHbIX (On) wan 3anpetutsb ero (Off). Ecam onuma He
yKa3aHa, NCnoib3oBaHue WndbpoBaHWa onpesenaeTca CepBepoM.

--Newbie — NOAKIOUNTLCA KakK «HOBUYOK» (MOJYUUTb HOBYIO YUETHYHO
3anu1cb Ha cepBepe).

--Group <ID> — ugeHTnduKaTop rpynrbl Ha CEPBEPE, B KOTOPYHD
cnepyeT NOMeCTUTb pabouyro CTaHLMIO MPW NOAKIHOYeHUW. YkasbiBaeTcs
TO/IbKO COBMECTHO C Omnupmeil —-Password.

--Rate <ID> — vaeHTUdMKaTOP TapMPHOW rpynmnbl, KOTOPYO CresyeT
NpVYMeHUTb K paboyein CTaHUMM NpUY ee BKIOUYEHWN B TPYMMY Ha cepBepe
LieHTPaM30BaHHOW 3aLnTbl. YKa3biBaeTCsA TOJIbKO COBMECTHO C onuyen —-

Group.

--CfgFile <nyme> — MOAKIOUUTLCA K CEPBEPY LIEHTPaIM30BaHHON
3aLUUTbl, UCMO/Ib3Ys KOHOUIYPaLWMOHHBIN halin ¢ HacTpOMKamu COeUHeHUs.

| [nsa BbINONHEHMA 3TOW KOMaHAbl TpebyeTcs, UTobbI
: drweb-ctl 6blna 3anylieHa OT MeHU

cynepnosib3oBaTens (nonb3osatens root). Mpwn
HEOOXOANUMOCTU UCMONb3YITe KOMaHAbl su UAK sudo.

esdisconnect HasHauenue: OTitountb Dr.Web Industrial gna danosbix cepsepos Unix
OT cepBepa LEHTPasM30BaHHON 3aLLKTbl U NEePEBECTU €r0 B aBTOHOMHbIN
pexxum paboTbl.

| KomaHga He nmeet addexkTa, ecnv Dr.Web Industrial ans
8 darinoBbix cepeepoB Unix yxe paboTaeT B aBTOHOMHOM
pexume.

AprymeHTbl: Hert.

Onuuu: Her.

drweb-ctl 6blna 3anyLieHa OT MeHU
cynepnosib3oBaTens (nonb3osatens root). Mpwn
HEOBXOANMOCTU UCMONb3YITe KOMaHAbl su WK sudo.

@ [lna BbINONHEHMA 3TOW KOMaHAbl TpebyeTcs, UToObl
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9.2.3.4.2. NupopmaLMOHHbIE KOMaHAbI

AocTynHbl cneayrowme MHGOPMaLMOHHbIE KOMaHAbI:

Komanpa

appinfo

baseinfo

OnucaHue

Ha3HaueHwme: BbiBecTv Ha 3KkpaH MHPOpMaLmio O paboTatoLmx
komMrnoHeHTax Dr.Web Industrial ana dannosbix cepsepos Unix.

[na kaxaoro 3anyLeHHOro KOMMOHEHTa BbIBOAUTCA CefytoLuas
NHGOpMaLua:

e BHyTpeHHee nms;

e yaeHtndumkatop npouecca GNU/Linux (PID);

e COCTOfiHMe (3anyLleH, OCTaHOBAEH U T. M.);

e KOZ OolWMbKY, ecin paboTa KOMMOHEHTa 3aBepLUeHa BCleACTBUE
owmnbKy;

e foNONHUTENbHAA MHbopMaums (ONUMOHANLHO);

[na pemoHa ynpaBaeHns koHourypauyen (drweb-configd) B
KayecTBe JOMOJHUTENbHOW MHDOPMaLWMN BbIBOAATCH:

e repeyeHb YCTaHOBJ/IEHHbIX KOMNOHeHTOB — Installed;
e nepeyeHb KOMMOHEHTOB, 3aMyck KOTOPbIX AOJXKeH BbITb

obecneueH aemoHoM — Should run.

AprymeHTbl: Her.

Onuun

-f [--Follow] — OXWAaTb NOCTYyM/I€HWs HOBbIX COOHLLEHNM 06
N3MEHEHUW COCTOSIHUA MOZYEN N BbIBOAUTb WX Ha 3KpaH cpasy npwu
noctyrieHun (CTRL+C npepbiBaeT oxugaHve)

HasHaueHume: BbiBeCTv Ha 3kpaH MHPOPMaLMIO O TeKyL el Bepcum
aHTVBMPYCHOTO AApa 1 COCTOAHUM BUPYCHbIX Ha3.

BeiBOoAMTCA Cnegytowian MHbopmaLuma:

® BEPCUA aHTUBUPYCHOTO A4pa;

e JaTa 1 BpemaA BbiMycka UCMOJIb3yeMbIX BUPYCHbIX Has3;

® UMC/IO AOCTYMHbIX 3anucein 06 yrpo3sax;

® MOMEHT NOC/IeAHErO YCrneLHOro 06HoOBAEHN BUPYCHbIX 6a3 1
aHTUBUPYCHOTO A4Pa;

e MOMEHT C/IeZlytOLLLErO 3ariaHMPOBaHHOTO aBTOMATUYECKOTO
OBHOBJIEHMS.

AprymeHTbl: Hert.

Onuuu

-1 [--List] — BbIBECTM MOJHbIN CMIMCOK 3arpy>KeHHbIX dalinos
BUPYCHbIX 6a3 ZaHHbIX U YNCNO 3anmceit 06 yrpo3ax B KaxkaoMm
danne

PyKOBOACTBO aZMUHWCTpaToOpa
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OnucaHue

HasHaueHue: [MpocmoTpeTb cobbitna Dr.Web Industrial ans
dannoBbix cepepoB Unix. Kpome 310ro, komMaHga nossonset
BbIMOJIHWTb YrpaBieHne coHbITUAMMN (OTMETKA KaK «MPOYUMTaHHBIE,
yAanexve).

AprymeHTbl: Her.

Onuun

--Report <mun> — TWM oT4YeTa O COBLITUAX.
Bo3MOXHble 3HaueHus:
e BRIEF — KpaTKuli OTYET,;
e DEBUG — nogpobHbI OTYeT;
e JSON — cepvanun3oBaHHbIn oTyeT B popmate JSON.

-f [--Follow] — OXvAaTb MOCTYM/I€HWS HOBbIX COObITUN U
BbIBOAWTb VX Ha 3KpaH cpasy npu noctynaexunn (Haxatme CTRL+C
npepbiBaeT OXuaaHue).

--ShowSeen — rnokasaTb Takxke W y>e NpoYnTaHHble CObbITUS;

-s [--Since] <dama, spemsa> — rnoka3blBaTb COObITHSA,
npowusoLllejlie He paHee yka3aHHOrO MOMEHTa BPeMEHM
(<dama, spems> yka3biBaeTca B dopmaTte "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <dama, epems> — nokasbiBaTb COObITUSA,
npousowejuine He nosgHee ykasaHHOro MOMeHTa BpeMeHU
(<dama, spems> ykasbiBaeTcsa B popmaTte "YYYY-MM-DD

hh:mm:ss").

-t [--Types] <CNUCOK MUNog> — MokKa3biBaTb COHObLITUA TO/LKO
nepeYncaeHHbIX TUMOB (TUMbl COBLITUI NepPEeYNCaaOTCA Yepes
3anaTyto).
[ocTtyneH cneaytolmin Tun cobbITui:
UnexpectedAppTermination — HeOXuJaHHOe 3aBepLleHne
paboTbl KAKOro-AM6O KOMMOHEHTa.

[na BbiBOZA COOBITUIA BCEX TUMOB UCMOAb3YMTe AL1.

—-Show <cnucok cobbimuti> — BbIBECTU Ha 3KPaH NepeyncieHHble
cobbITs (MAeHTUPUKATOPbI COBBITUI NepeuncaftoTca Yepes
3anaTyro);

—--Delete <chucok cobbimuli> — yaanutb nepeuncieHHble
cobbITs (MaeHTUDUKATOPbI COBBITUI NepeUnNCaftoTCa Yepes
3anaTyro);

--MarkAsSeen <CNUCOK CObbIMULI> — OTMETUTb MEpPeUNCIEHHbIE
COBbITUA KaK «MPOUNUTaHHbIE» (MAEHTUdMKATOPbI COBBITUNA
NepeuUncNstoTcs yepes 3anaTyo).

PyKOBOACTBO aZMUHWCTpaToOpa
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report <mun>

license
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OnucaHue

Ecnn Tpe6yeTc;| OTMETUTb KaK «MPOYUTaHHbIE» WUIWN YAANUTb BCE
COBbITMA, BMECTO <CNUCOK cobbimuli> ykaxute A11. Hanpumep,
KOMaHga

$ drweb-ctl events --MarkAsSeen All

OTMETUT KaK «MPOYUTaHHbIE» BCE UMEH L Meca cobbITns

HaszHaueHue: ChopmmnpoBaTb oTuyeT 0 cobbitnax Dr.Web Industrial
ana dannosbix cepBepos Unix B Buge ctpanuupl HTML (teno
CTPaHVLbl BbIBOAMTCA B yKa3aHHbIK daiin).

AprymeHThbl

<mun> — TN COBbITUI, AN KOTOPLIX GOpPMUPYeTCs OTUET
(yka3blBaeTcs oAuH TuM). BO3MOXKHbIE 3HaUEHMst CM. B OMUCaHUM
onuun —-Types KoMaHibl events. O6sa3aTeNbHbIA apryMeHT.

Onuun

-0 [--Output] <nyme K ¢alily> — COXpaHUTb OTYET B
yKasaHHbI daiin. Obs3atesbHas onums.

-s [--Since] <dama, spemsa> — BKIKOUYUTb B OTYET COObLITUS,
npowusoLllejlie He paHee yka3aHHOrO MOMEHTa BPeMEHM
(<dama, spems> yka3biBaeTca B dopmaTte "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <0dama, speMa> — BKIOUNTb B OTYET CODbITHA,
npousoLleline He No3jHee ykazaHHOrO MOMeHTa BPeMEHH
(<dama, spems> ykasbiBaeTcsa B popmaTte "YYYY-MM-DD
hh:mm:ss").

--TemplateDir <nyme K kamano2y> — MyTb K KaTanory, B

KOTOPOM HaxogaTcs darnbl wabnoHos HTML-cTpaHuLbl oTyeTa.

Onumm -s, —u U ——-TemplateDir ABAAOTCA HEOOA3aTENbHBIMU.

HasHaueHue: BbiBecT Ha 3kpaH MHGopMaLmo 06 akTYBHOM
JINLEH3UM WK MONYUYUTb KIFOUEBOWN dain ans yxe
3aperncTpmMpoBaHHOM NULEH3UN (HaNpuUMep, Ha caiite KOMMaHUK).

Ecnn He ykasaHa HM O4Ha OMUVS, TO BBIBOAWTCS CleAytoLias
MHbOpPMaLWsa (eCAN UCMOb3YETCH NNLEH3US A1f aBTOHOMHOTO
pexuma paboTbl):

e HOMEP NnUeH3nun,
® /iaTa N BpeEMA OKOHYaHUA AeVICTBI/Iﬂ JNNUEH3NN.

Ecnv ucnonb3syetcs nvUeH3Ns, BblaaHHas cepBepoM
LieHTpaIM30BaHHON 3aLuThl (415 paboThl B pexume
LieHTpaIM30BaHHOM 3aLLWTbl AN B MOOWIBHOM pexunme),
BbIBOAMWTCA COOTBETCTBYHOLLAA MHGOPMaLWs.

AprymenTbi: Hert.
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OnucaHue

Onuuu

--GetRegistered <cepuliHbili HOMep> — MONYYUTb
NVLEH3UOHHBIV KNOUeBOM dalin A1s yKa3aHHOTO CepUiHOro
HOMepa, eCn He HapyLLeHbl YCI0BWS NONYYEHUS HOBOFO
kntoueBoro danna (Hanpvmep, NPorpamMmma He HaxXoAWTCA B
pexvMe LeHTPaan30BaHHOM 3aLuUThl, KOTAA NVLIEH3VEN ynpaBaseT
cepBep LeHTpasM30BaHHON 3aLunThl).

--NetworkTimeout <uUHMepsas spemMeHuU> — TaliM-ayT B
MWIIMCEKYHAAX Ha CeTeBble OnepaLymn Npy UCMoib30BaHUN
KoMaHZabl 1icense. Micnosb3yeTcs Ans NPOAOJ/IKEHMS akTUBaLWN B
C/lydae BPeMeHHOro obpbiBa coeavHeHus. Eciv o6opBaHHOE
ceTeBOe coeaunHeHune HyaeT BOCCTAHOBAEHO A0 UCTEYEHUs TaliM-
ayTa, TO akTvBaums 6yaeT npogoskeHa. Ecam ykasaH 0, To TaiM-
ayTa Her.

3Ha4veHne no ymoavaHuio: 0.

--Proxy http://<umsa nose3zosamens>: <naposb>@<adpec
cepsepa> : <HoMep Nopma> — MNONYUYUTb JINLEH3NOHHBINA KIHOY
yepes NpoKcu-cepBep (MCNO/b3YeTCs TOAbKO COBMECTHO C Ornuyel
--GetRegistered).

CepuliHbili Homep OosmkeH Bbimb npedsapumensHO
3apeaucmpuposaH Ha calime KOMNAHUU.

MoapobHee o nnLeH3npoBaHun npoayktos Dr.Web cm. pa3gen
JlnueHsnposatve.

| Ans pervctpauym cepuinHoro HoMmepa Tpebyetcs
: Ha/M4Me MOAKIIOYEHNS K MHTEPHETY.

HasHaueHue: BbiBecTs B KOHCONb (MOTOK stdout) nocneaHue 3anucu
XypHana Dr.Web Industrial gns daiinosbix cepepo Unix
(aHanornyHo KomaHae tail).

AprymeHTbl: Her.

Onuun

-5 [--Size] <YUC/IO> — UMCNO MOCAEAHVX 3aMUCEN XypHana,
KOTOpble HY>XHO BbIBECTU Ha SKPaH.

-c [--Components] <CNUCOK KOMNOHEHMOB> — CMNCOK
UAEHTVPVKATOPOB KOMMOHEHTOB, 3amnncK KOTOPbIX OYAYT BbiBeAEHbI.
Yka3biBatoTcs vepes npoben. Ecam napameTtp He ykasaH, BbIBOAATCA
BCe JOCTYMHbIE MOC/EAHNE 3aNWCK, OTMPAaBJIEHHbIE B XXyPHaJ
NO6BIM 13 KOMMOHEHTOB.

AkTyanbHble MAEHTUPUKATOPBI YCTAHOBAEHHbBIX KOMMOHEHTOB
(T. €. BHyTPEHHME MMEeHa KOMMOHEHTOB, BbIBOAMMbIE B XYypHa)
Bbl MOXeTe y3HaTb, UCMONb3yA KOMaHAy appinfo.
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OnucaHue

-f [--Follow] — OXWAaTb MNOCTYyM/JIEHWs HOBbIX 3amn1cen B
>KypHaa 1 BbIBOAUTb VX Ha 3KpPaH Cpa3y Npu NoCTyrmieHun (HaxkaTue
CTRL+C npepbliBaeT oxuvgaHue).

@ [na BbINONHEHVA 3TOW KOMaHAbl TpebyeTcs,

yTo6bl drweb-ctl Oblna 3anyLieHa OT UMEHU
cynepnosib3oBatensa (06bIYHO Nosb3oBaTeNs root).
Mpy HeEO6XOANMMOCTN NCMONb3YNTE KOMaHAbI su
nin sudo.

Ha3HaueHue: BbiBECTU Ha 3KpaH CTaTUCTVKY PaboTbl KOMMOHEHTOB,
obpabaTbiBatoLwmx daibl, MO0 areHTa CeTEBON MPOBEPKM AaHHbIX
Dr.Web Network Checker (Haxxatne CTRL+C nan Q npepbiBaeT
OoTOBpaXKeHVe CTaTUCTVIKM).

B ctatucTvke oTOBpakaeTcs:

e /M5l KOMMOHEHTA, MHULMMPOBABLLErO NPOBepKky halinos;

e PID koMnoHeHTa;

e ycpejHeHHOe KonmuecTBo palinos, obpabaTbiBaeMbix B CEKyHAY
3a NOC/IeAHIO MUHYTY, 5 MUHYT, 15 MUHYT;

e MPOLEHT MCMOJIb30BaHMsA Kella NpoBepeHHbIX Gaitios;
e CpejHee KOJIMUYECTBO OWMNOOK MPOBEPKU B CEKYHAY.
[ns areHTa pacnpefeneHHON NPOBEPKY Ha 3KPaH BbIBOAUTCA:

® repedeHb N0KaJibHbIX KNMEHTOB, MHNLUMMPOBAaBLUKX
CKaHMpOBaHWe;

e MepeuveHb yAaNeHHbIX Y3108, KOTOPbLIM NepesaHsl dGaiiibl Ha
CKaHVPOBaHVE;

e MepeuveHb yAaNeHHbIX Y3/10B, OT KOTOPbIX MOJyYeHbl dalinbl Ha
CKaHVpOBaHVe.

[ns NokanbHbIX KIVEHTOB areHTa pacrnpeseneHHo NpoBepKu
ykasbiBaeTcs uMs 1 PID, a 4ns yaaneHHbIXx — aApec 1 nopT y3na.

,ﬂ,l’lﬂ Ka>kaoro KjineHTta, Kak JJOKaJlbHOTO, Tak U yaaneHHOTro
BbIBOAUTCA:

e CpefHee 3a CekyHAy KOJNMYECTBO NMPOBEPEHHbIX Gaitios;

e CpejHee 3a CEeKyHAY KONMYECTBO NMepeaaHHbIX U NOJyUYeHHbIX
6anT;

e CpefHee 3a CeKyHAy KOnn4yecTtBo OLINBOK.

AprymeHTbl: Hert.

Onuuu

-n [--Netcheck] — BbIBECTM Ha 3KpPaH CTaTUCTNKY pa6OTbI
areHTa ceTeBOW NPOBEPKN AaHHbIX
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9.2.4. NMpumepbl UCNOSIb30BaHNA

B atom pasgene

e [IpoBepka 06bEKTOB
o [1pocTble KOMaHAbl NPOBEPKU
o [IpoBepka GarinoB, 0TOBPaHHbLIX MO KPUTEPUAM
o [1poBepKa AONONHUTENbHbIX O6BEKTOB
e YnpaBsieHve KoHbUTypaLmen
e YnpaBaeHue yrposamu
e [Mpumep paboTbl B pexxme aBTOHOMHOIO 3K3eMnaspa

NMpoBepka 06bekTOB

MpocTblie KOMaHAbI NPOBEPKU
1. BbINOAHUTL NpOBepKy Katanora /home ¢ napamMmeTpamum No yMOAYaHWUIO:

$ drweb-ctl scan /home

2. BbInosHWTL NpoBepKy cnvcka nyTer K pannam, nepeuncieHHoim B gaine daily scan
(no ogHOMY nyTK B cTpoke daina):

$ drweb-ctl scan --stdin < daily scan
3. BbINOAHUTL NPOBepPKy 3arpy304YHON 3anmcK Ha AUCKOBOM YCTPOKMCTBe sda:
$ drweb-ctl bootscan /dev/sda

4. BbIMOAHUTL NPOBEPKY 3aMyLLEHHbIX MPOLLECCOB:

$ drweb-ctl procscan

MNMpoBepka ¢ainnoB, oTO6paHHbIX NO KPUTEPUAM

B HMXKenpuBeAeHHbIX NpuMepax ais GopMUpoBaHMs BbIBOPKN GalinoBs, NoAexKaLmx
MpOBEpPKe, UCMOb3YyeTCs pe3yibTaT PpaboTbl yTUAMTbI £ind. [TonyyeHHbIN NepeyeHb daiinos
nepegaetcs koMaHie drweb-ctl scan € NapaMeTpoM —-stdin Mam --stdin0.

1. BbINOAHUTbL NpPOBepKy cnncka GannoB, BO3BPALLEHHbIX YTUAUTON £ind, N pa3feneHHbIX
cumsoaom NUL (\0):

$ find -print0 | drweb-ctl scan --stdin0

2. TpoBepunTb BCe palinbl BCEX KaTasiOroB, HA4YMHaA C KOPHEBOTO, HAXOAALLUMXCA HA OL4HOM
pa3gene GannoBOWN CUCTEMBI:

$ find / -xdev -type f | drweb-ctl scan --stdin

3. MpoBepuTb BCe palinbl BCeX KaTasOroB, Ha4YMHasA C KOPHEBOTO, KpOMeE
davnoB /var/log/messages n /var/log/syslog:

PyKOBOACTBO aZMUHWCTpaToOpa
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$ find / -type f ! -path /var/log/messages ! -path /var/log/syslog | drweb-ctl scan
--stdin

>

MpoBepunTb BO BCEX KaTasorax, HauMHas ¢ KOPHeBOro, dalnbl, NpUHaAexallme
NnoJib30BaTeNto root:.

$ find / -type f -user root | drweb-ctl scan --stdin

5. TpoBepuTb BO BCeEX KaTasorax, HauUMHas ¢ KOPHEBOro, Galinbl, NpUHaAIexallme
rnosb3oBaTensMm root n admin:
$ find / -type f \( -user root -o -user admin \) | drweb-ctl scan --stdin

6. lNpoBepuTb BO BCEX KaTaaorax, HaunMHas ¢ KopHeBoro, Ganbl, NpUHaaNexalime

nonb3oBaTtensm ¢ UID n3 ananasona 1000-1005:

$ find / -type f -uid +999 -uid -1006 | drweb-ctl scan --stdin

~

MpoBepuTb daiibl BO BCEX KaTasorax, HaumMHas C KOPHEBOTO, HO HAaXOAALLMXCSA He bonee
4eM Ha MATOM YPOBHE BNOXEHHOCTM OTHOCUTENbHO KOPHEBOrO KaTanora:

$ find / -maxdepth 5 -type f | drweb-ctl scan --stdin

o

MpoBepuTb Gaitibl B KOPHEBOM KaTajore, He 3aX045 BO BIOXKEHHbIE KaTaJloru:

$ find / -maxdepth 1 -type f | drweb-ctl scan --stdin

o

npOBepMTb q)aIZJ'IbI BO BCEX KaTaJiorax, Ha4ynmHaAa C KOPHEBOTO, MpW 3TOM Cie40BaThb MO
BCTpeYarwmnmca CMMBONNYECKNM CCbIJIKaM:

$ find -L / -type f | drweb-ctl scan --stdin

10. MpoBepuTb daibl BO BCEX KaTaaorax, HaunMHas ¢ KOPHEBOro, NPu 3TOM He C/leZoBaTh Mo
BCTPEYaroLWMMCA CUMBOIMYECKUM CCbINKaM:

$ find -P / -type f | drweb-ctl scan --stdin

11. MpoBepuTb BO BCEX KaTanorax, HauMHas C KOpHeBOro, Gpanbl, CO34aHHbIE HE MO3XKe, YeM
1 mas 2017 roaa:

$ find / -type f -newermt 2017-05-01 | drweb-ctl scan --stdin

NMpoBepka AONO/IHUTE/IbHbIX 06BLEKTOB

MNpoBepka 06bEKTOB KaTasora /tmp Ha yaaneHHoOM y3ne 192.7168.0.7 npun NOAKAOUEHUN K
HeMy yepe3 SSH kak Nosib3oBaTeNb user C NapoieM passw:

$ drweb-ctl remotescan 192.168.0.1 /tmp --Login user --Password passw

YnpaBneHne koHpurypaumemn

1. BbIBECTM Ha 3KpaH MHPOPMaLMIO O 3anyLeHHbIX kKoMnoHeHTax Dr.Web Industrial gns
dannoBbix cepeepos Unix:

$ drweb-ctl appinfo

2. BbiBecT Ha 3KpaH BCe NapamMeTpbl U3 cekuMn [Root]:

$ drweb-ctl cfshow Root
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3agaTb 3HaueHVe No Ans napameTpa Start B cekyumn [LinuxSpider] (37O NpuBeAeT K
OCTaHOBKe paboTbl MOHUTOpa dannoBon cuctemsl SplDer Guard):

# drweb-ctl cfset LinuxSpider.Start No

[Ansa 3TOrO TPEbyHOTCA NONHOMOUMS Cyneprnosib3oBaTens. [pMmep Bbi30Ba 3TOM Xe
KOMaHZbl C UCMONb30BaHNEM sudo ANS1 BDEMEHHOIO NMOBbIWEHWSA MOJHOMOYNIA

$ sudo drweb-ctl cfset LinuxSpider.Start No

BbINONHUTL NPUHYANTENIbHOE OOHOBAEHME aHTUBUPYCHbIX KOMMOHeHToB Dr.Web Industrial
ana dannosbix cepepos Unix:

$ drweb-ctl update

BboinonHUTb Nepe3arpysky kKoHGurypauunm ans komnoHeHtos Dr.Web Industrial gns
dannoBbix cepsepos Unix:

# drweb-ctl reload

[ns 310rO0 TPEbYyroTCA NONHOMOUMSA cynepnoab3oBaTtens. [Ipymep BbI30Ba 3TOM Xe
KOMaHZAbl C NCNMONb30BaHNEM sudo AN BPEMEHHOTrO NMOBbIWEHNSA MOJHOMOUMNA:

$ sudo drweb-ctl reload

Mogkntoumte Dr.\Web Industrial ans dannosbix cepepos Unix kK cepepy

LleHTPaNM30BaHHOWM 3allMThl, paboTatowemy Ha y3ne 192.168.0.1, npn ycnoBum, 4to

cepTndmkaT cepBepa pacnosaraetca B parine /home/user/cscert.pem:

$ drweb-ctl esconnect 192.168.0.1 --Certificate /home/user/cscert.pem

Mogxntounte DrWeb Industrial ans dannoBbix cepepos Unix k cepepy
LLeHTPANM30BaAHHOWM 3aLLMThI, UCMOAb3Ya Galin HAaCTPOeK NOAKNOYeHNs install.cfg:

$ drweb-ctl esconnect --CfgFile <nyme k ¢paliny install.cfg>

Otintountb Dr.Web Industrial ans dannoBbix cepepoB Unix oT cepBepa
LLeHTpasM30BaHHOW 3aLLnThbI:

# drweb-ctl esdisconnect

[ns 310rO0 TPEbYtoTCA NONHOMOUMA cynepnoab3oBaTtens. [lpymep BbI30Ba 3TOM Xe
KOMaHZAbl C NCMONb30BaHNEM sudo AN BPEMEHHOrO NMOBbIWEHNSA MOJHOMOUMNA:

$ sudo drweb-ctl esdisconnect

MpocmoTpeTb NocieHme 3annUcK, BHECEHHbIe KOMNOHeHTaMn drweb-update N drweb-
configd B XypHan Dr.Web Industrial gna dpannosbix cepsepos Unix:

# drweb-ctl log -c Update ConfigD

YnpaBneHue yrpozamu

BbiBecTv Ha akpaH nHdopmaumo 06 obHapy>XeHHbIX yrpo3ax:

$ drweb-ctl threats

2. MNepemectntb BCe Pannbl, cogepkalume Heobe3BpeXeHHble Yrpo3bl, B KAPAHTUH:

S drweb-ctl threats --Quarantine All

3. BbIBECTM Ha 3KpaH CNUCOK PpaiinoB, NepeMelLeHHbIX B KapaHTUH:
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$ drweb-ctl quarantine

4. BocctaHOBUTb BCe Palibl U3 KapaHTUHa:

$ drweb-ctl quarantine --Restore All

Mpumep paboTbl B pe)>kume aBTOHOMHOIO 3K3eMmnsapa
MpoBepuTb dainbl 1 06paboTaTh KAPaHTUH B PEXMME aBTOHOMHOIO 3K3eMMiApa:

$ drweb-ctl scan /home/user -a --OnKnownVirus=QUARANTINE
$ drweb-ctl quarantine -a --Delete All

MNepBas kOMaHZa NpoBepuT paisibl B kKaTtanore /home/user B peXxnmMe aBTOHOMHOIO
ak3emnaspa, n Gansbl, cogep>kalume N3BECTHbIE Yrpo3bl, HyAyT MOMELLEHb! B KAPaHTUH.
Bropas komaHza obpaboTaeTt cosepXXnmMoe KapaHTUHa (TakKe B pexnme aBTOHOMHOTIO
3K3emMnaspa) U yaanuT Bce cogepiKalumecs B HeM 06beKTbl.

9.2.5. MNapameTpbl KOHPUTYypaLunu
YTnavta ynpaBaeHusa ns komaHaHon ctpokm Dr.Web Ctl He nmeeTt cobcTBeHHOWM cekumm

napamMeTpoB B 06beANnHEHHOM KoHburypaumoHHom danne Dr.Web Industrial ana dparinosbix
cepsepoB Unix. YTmaunta ncnonb3yeT napaMeTpsbl, ykazaHHble B ceKlmy [Root].

PyKOBOACTBO aZMUHWCTpaToOpa
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9.3. Be6-uHtepdeiic ynpasneHna Dr.Web

B atom pasgene

e HasHaueHue

e CncremHeble TpeboBaHuns Beb-uHTepdenica
e [locTtyn K ynpaBaeHuto Yyepes Beb-nHTepdenc

e [NaBHOE MEHH

HasHaueHue

Be6-mHTepderic ynpaBneHna Dr.Web Industrial gna dpannosbix cepsepoB Unix no3sonser
BbIMOJHATL C/lefytoLme AeACTBUA:

e NMpOCMaTpMBaThL COCTOAHME KoMnoHeHToB Dr.Web Industrial gns dainoBbix cepsepos Unix,
3anyckaTb M OCTaHaBAMBaTb PaboTy HEKOTOPbIX U3 HUX;

e MPOCMAaTPMBaThL COCTOAHME OOHOBAEHWNI W 3aMyckaTb OOHOBNEHME BPYYHYHO MpU
HeobxoanmMoCTy;

e NpocMaTpurBaTb COCTOAHNE NNLEH3NM U 3arpy>KaTb NNLEH3NOHHbIN KNHOY Npu
HEeobXoAMMOCTH;

e NpocMaTpuBaTb NepeyveHb 06HAPYXKEHHbIX YrPO3 M YNpaBasaTb COAEPXKUMbIM KapaHTUHa
(oTOBpaxkatoTca TONbKO Yrpo3bl, OBHapY>KeHHble B Galinax AokaabHOW GaioBOM CUCTEMBI
kommnoHeHToM Dr.Web File Checker);

e BbIMONHATb pejakTMpoBaHMe HacTpoek komnoHeHToB Dr.Web Industrial ana dparinoBbix
cepsepos Unix;

e nogiuitouatb Dr.Web Industrial ana ¢annosbix cepBepos Unix k cepBepy LeHTpaM30BaHHOM
3alMTbl NIV NEPEeBOAUTbL €0 B aBTOHOMHbIN pexxumM paboTbl;

e 3anyckaTb NPOBEPKY JIOKaNbHbIX GpannoB No TpeboBaHUIO (B TOM Yncae nepeTackMBaHMEM
MX Ha CTpaHULLy, OTKPbITYrO B bpaysepe).

CuctemHble TpeboBaHuAa Beb6-nHTepdenca
KoppektHas paboTa Beb-MHTepdeiica ynpaBieHUs rapaHTUpyeTcs B CeiyroLimx bpaysepax:
e Microsoft Internet Explorer Bepcuun 11 n 6onee nosaHen;

¢ Mozilla Firefox Bepcuu 25 n 6onee nosaHewn;

e Google Chrome Bepcum 30 1 6onee no3gHen.

PyKOBOACTBO aZMUHWCTpaToOpa
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AocTtyn K ynpaBaeHuto yepe3 Beb6-uHrepgeiic

[ns poctyna Kk Beb-nHTepdency HeobxoAMMO B aipecHON CTpoke bpay3epa BBECTU asipec
BMAA:

https://<xocm_drweb>:<nopm>/

rae <xocm_drweb> — IP-agpec unn nms y3na, Ha kotopom pabotaet Dr.Web Industrial ansa
darnoBbix cepBepoB Unix, B cocTaBe KOTOPOro GyHKLMOHUPYeET cepBep Beb-nHTepdeiica
Dr.Web HTTPD, a <nopm> — nopT Ha 3TOM y3ne, npocnywmnsaembln Dr.Web HTTPD. Ans
foctyna kK komnoHeHtaM Dr.Web Industrial ana datinoseix cepsepos Unix, paboTatoLero Ha
NOKaNbHOM y3/e, JOCTaTOYHO nUcnonb3osath IP-agpec 127.0.0.1 nam uma localhost. MNpu
HACTPOMWKax MO YMOAYAHUIO NCNOAb3yeTca NopT 444 3.

Taknm obpasom, aa focTyna Kk Beb-nHTepdency Ha NokalbHOM KOMMbIOTEPE NpK
HaCTpOMKax Mo yMOAYaHUIO HeOHXOAMMO BBECTU aspec:

https://127.0.0.1:4443/

B cnyvae ycnewHoro noAakntouYeHNs K cepBepy ynpaBieHUs Ha 3KpaHe NosBUTCSA CTapToBas
CTpaHuLa, cogep>kalliasa popmy ayTeHTUdurKaumm. Jna goctyna K ynpabieHno Heobxoammo
NPONTK ayTeHTUMKaLIMIO, BBEAA B COOTBETCTBYHOLLUME NOAA GOPMbI NOTUH U Naposib
nonb3oBaTtens, obnajatoLlero ajMMHUCTPATUBHBIMWU MOJHOMOUYNAMM Ha Yy3/€e, Ha KOTOPOM
dyHkumoHupyet Dr.Web Industrial gna dannosbix cepsepos Unix.

Mpn HeobxoAMMOCTM Bbl MOXeTe obecneunTb aBTOpMU3aLnto Ha Beb-nHTepdelrice no
NMYHOMY cepTudukaTty nonb3osatens. [1na 31oro:

1. Co3painTe NYHBIN cepTUdUKAT, NOANNCAHHBIA CepTUdUKATOM YAOCTOBEPSAIOLLErO LIEHTPA.

2. VimnopTtupyiTte noanncaHHbI cepTudmMKaT B KaUecTBe yA0CTOBepstoLLero ceptudmkaTa
nosnb3oBaTens B bpaysep, Uepes KOTOPbIA OCYLLECTBAAETCA MOAKIOYEHME K BED-
nHTepdency ynpasaeHus.

3. B Hactpovikax komnoHeHTa Dr.Web HTTPD (napameTp AdminSs1CA) yKaxute nyTb K
dariny ceptudnkaTa yA0CTOBEPAIOLLErO LIeHTPa, KOTOPbIM MOANWUCAH Ball INYHBIN
cepTmdunkar.

Mpwn aBTOpM3aLMM Ha Beb-UHTepdelice NO AIMUYHOMY cepTudmMKaTy noab3oBaTens popma
aBTOpM3aLMM He NoKa3blBaeTCs Npu Havane paboTbl ¢ Be6-nHTepdencom, a nonb3oBaTesb
aBTOpU3yeTca Kak Noab30oBaTeNb root.

Mpn HeobxoammocTn obpaTuTech K HGopmaLmm B pasgene [Npunoxenune /. [eHepalums
ceptndukartos SSL.
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FnaBHOEe MeHIo

B neBow yactu cTpaHuL, Beb-nHTepdelica ynpaBaeHus, OTKPbIBAOLUMXCA MOCAE YCNELHOro
NPOXOXAEHMA ayTeHTUDUKALNM, PacNONOXEHO raBHOE MEHHO, COCTOALLEE U3 CeAYHOLLIMX
MYyHKTOB:

e MNaBHas — OTKPbIBAET [N1IaBHYIO CTPaHULLY, Ha KOTOPOM OTOBpaXkaeTcs nepeyeHb
yCTaHOBJ/IeHHbIX KOMMNOHeHTOB Dr.Web Industrial ana daninosbix cepsepoB Unix n nx
cocTosiHue.

¢ Yrpo3bl — OTKpbIBaEeT CTPaHMLYy, 0TobpaxkatoLLyto BCe Yrpo3bl, 06Hapy>KEHHbIe Ha cepBepe.
B 3TOM pa3zenie Bbl MOXeTe OCYLLECTBAATL YrpaBieHNe OBHapy>KeHHbIMMW Yyrpo3amu, B TOM
uncne, nepemMelLatb MHOULMPOBaAHHbIE OO6BEKTbI B KAPAaHTUH, OCYLLECTBAATL MOBTOPHYHO
NpoBepKy, NeUeHre Unun yaaneHne BpeOHOCHbIX OO BEKTOB.

e HacTpoWkn — oTKpbiBaeT CTpaHuLy ynpaBieHnsa HacTpokamun komnoHeHTor DrWeb
Industrial ans dannoBbix cepepoB Unix, yCTaHOBNEHHbIX Ha cepBepe.

¢ NHpopmauma — oTkpbiBaeT CTpaHMLYy NPOCMOTPa KpaTKou MHPopmaumnm o Bepcun Beb-
NHTepdenca N COCTOAHMM BUPYCHbIX Ha3.

e CnpaBKa — OTKpbIBaeT B HOBOW BKIajke bpay3epa crnpasky no npoaykram Dr.Web ans
Unix.

e MpoBepuTb pann — NokasbiBaeT NaHeNb ONepaTMBHOW NpoBepku Galrno., kotopas byaeT
[AOCTynHa noBepx Ntobon cTpaHuULbl Be6-nHTepdelrica 40 MOMEHTA 3aKPbITUA MaHeNu.

e BbliAiTM — 3aBepLuaeT ceaHc paboTbl TekyLLEero Noab3oBaTens ¢ Beb-nHTeppencom
ynpasieHunsa (HeAOCTyNMHO, eC/IM UCMOJIb3yeTCA aBTOpM3aLma No AMYHOMY cepTudukaTty
nosib3oBaTens).

9.3.1. YnpaBneHue KOMMNOHEHTaMM

MpocMOTp NepeyHs KOMMOHEHTOB, BxoAaLwmx B coctaB Dr.Web Industrial gna dannosbix
cepsepoB Unix, n ynpaBneHne nx paboTon ocyLLecTBAAOTCA Ha cTpaHuue TnaBHas.

Otobpaxkaemble komnoHeHTbl Dr.Web Industrial ana dannosbix cepsepos Unix pa3geneHbl Ha
[\BE YaCTN: OCHOBHbIE, BbIMOHSAOLWME OOHapyXeHMe Yyrpo3, 1 CepBUCHbIe, 0becneurBatoLLme
kKoppekTHyto paboty Dr.Web Industrial ans dannosbix cepsepos Unix B uenom. lNepeyeHb
OCHOBHbIX KOMMOHEHTOB (3aBMCUT OT NMOCTaBKM) OTObpa>kaeTcs B BUAe TabaunLbl,
PacnoNOXEHHOM B BEPXHEWN YacTu CTpaHMLbl. s Kaxa0ro KOMMOHEHTa yKa3blBaeTCs:

1. HasBaHume. HaxxmuTe Ha3BaHMe, YTOOBI l'leGI;ITI/I K CTpaHuLle HaCTPOEK KOMMOHEHTa.

2. CocrosiHue. COCTOAAHNE, B KOTOPOM HaXOAUTCA KOMMOHEHT, UANKOCTPUPYETCH
nepek/toyaTeNeM 1 TEKCTOBOM MOAMMUCHIO, 0TObpakatoLLen TekyLliee COCTOSHME, B KOTOPOM
OH HaxoauTcs. YTo6bl 3anyCcTUTb KOMMOHEHT MW NMPUOCTAHOBUTb ero paboTy, HaxmuTe
nepekntoyaTenb. BO3MOXHbIE COCTOSHUA NepekItoYaTens:

KOMMOHEeHT OTK/IOUEH 1 He MCnonb3yeTcA.
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B | KoMnoHeHT BKAtOUEH 1 KOPPEKTHO PYHKLIMOHMPYET.
[0 | KoMnoHeHT BKtoUEH, HO He GYHKLMOHMPYET BCAEACTBYE MPOU3OLLEALIEN OLWMBKN.

Echv B pa60Te KOMMOHEHTa Npoun3oLia OLLII/I6Ka, BMeCTO COCTOAHNA BbIBOANTCA

o o
cooblueHmne 06 owmnbke. Haxmute '/, utobbl OTKPLITH BCM/IbIBAKOLLEE OKHO C NOAPOBHOW
MHbOpPMaLMen o NponsoLLesLlern OWnbKe N peKOMeHZaLMAMN NO ee YCTPAHEHUHO.

3. Harpyska. CpegHee uncno darinoB, 06paboTaHHbIX KOMMOHEHTOM 3a CeKyHAy B TeueHue
nocnesHe MUHYTbI, 5 MUHYT, 15 MUHYT (TpW uncna, passeneHHbIX KOCON YepTon).

4. Owwmnbkun. CpegHee uMcno oWNOOK 3a CEKYHAY, MPOmn30LLeALInX B paboTe KOMMNOHEHTa B
TeyeHve nNocnesHen MUHYTbI, 5 MUHYT, 15 MUHYT (TpW Yncna, pa3seneHHbIX KOCOW YepTon).

HaBEAI/ITe yKa3aTeJib Ha , yTOObI NOoNy4YnNTb BCMJibIBakOLWYH NMOACKa3Ky.

Moa TabanLen OCHOBHbIX KOMMOHEHTOB B BMAEe Habopa NANTOK NepeuncastoTci CepBUCHbIE
komnoHeHTbl Dr.Web Industrial ana darinosbix cepBepos Unix (Takune kak Dr.Web Scanning
Engine, Dr.Web File Checker n gp.). Ans H1X TakKe yKa3blBatOTCA COCTOSAHUE U CTAaTUCTUKA UX
paboTbl. HaxxmunTe HasBaHWe KOMMOHEHTa, YTOObI OTKPbITL CTPaHMLLY ero HacTpoek. Kak
NpaBwW/IO, 3TM KOMMOHEHTbI 3aMyCcKatoTCs 1 3aBepLIatoTCs aBTOMaTUYeCku, Mo Mepe
HeobxoanumocTu. Ecnm Kakor-anbo 13 HMX MoxeT HbiTb 3anyLLeH AN OCTaHOB/EH
nosib30BaTeNeM BPYUHYHO, TO, KDOME Ha3BaHUA U CTaTUCTUKMU PaboTbl, B MAUTKE CEPBUCHOTO
KOMMOHEeHTa AOCTyNeH BblK/toYaTeNb 411 YpaBAeHWA ero 3anyckom.

B HUXHEW YacTu CTpaHULbl YKa3bliBaeTCs MHPOPMaLMSA O BUPYCHbIX 6a3ax U NMLLEH3UN.
KHonka O6HOBUTb N0O3BO/IAET HaYaTb NPUHYANTENbHOE OOHOBIEHME BMPYCHbIX 6a3, a KHoMKa
Mpoaautb (M1 AKTUBMPOBAaTb JIMLLEH3UIO, B 3aBUCMMOCTW OT TEKYLLEro COCTOAHNA
NVNLEH3UN) — NPOAANTb NAN aKTUBUPOBATb JNLIEH3MIO MYTEM 3arpy3ku Ha cepsep
AencTBytolero kntoveBoro danna, noaxoaawero ansa Dr.Web Industrial ans dannoBbix
cepsepos Unix.

9.3.2. YnpaBneHue yrposammu

O630p nepeuHa 06HapPY>XEHHbIX YTPO3 U yrpaBieHe UMW OCYLLLECTBASAIOTCA Ha CTPaHWULe
Yrposbl.

Ha 3ToM cTpaHuue NpMBOANTCA NMOJHbLIN NepeyeHb Yrpo3, 0bHapy>XeHHbIX KOMMOHEHTaMu
Dr.Web Industrial gna dannoBbix cepsepoB Unix, BbIMOAHAOLWMMN MOHUTOPUHT U MPOBEPKY
dannoBom cmctembl. B BepxHen 4acTu CTpaHuLbl pacnosiaraeTca MeHo, MO3BOAAOLLee
OTGUABLTPOBATL YrPO3bl MO KaTeropuaM:

e Bce — 0T06pasnTb B cnuncke Bce 0OHapy>KeHHbIe Yrpo3bl (B TOM YMCae aKTUBHbIE U Te,
KOTOpble OblAN NOMeLLEeHbl B KAPaHTUH);

e AKTUBHble — OTOHBPa3nTb B CNUCKE TONbKO aKTUBHbIE YrPO3bl, T. €. Tak1e, KOTOpble Hblan
OOHapy>KeHbl, HO BCE ellle He HeNTpan3oBaHbl;

PyKOBOACTBO aZMUHWCTpaToOpa
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¢ 3abnoknpoBaHHble — O0TOHPa3nTb B CNNCKE YrpO3bl, KOTOPbIE HE HEWTPAAN30BaHbI, HO
darinbl, cogepxkalume nx, 6biv 3abnokMpoBaHbl 414 JOCTyNa NoAb3oBaTenen (aktyaabHO
TONbKO AnA GanNoBbIX XpaHuAUL, KOHTpoanpyeMbix SplDer Guard ans SMB);

¢ B kapaHTUHe — 0TOOpa3unTb B CMIMCKE YrpO3bl, NEPEMELLEHHbIE B KAPAHTUH;
e OWM6KM — 0TOBPa3nTbL B CMUCKE YrPO3bl, MPY NOMbITKe 06paboTkn KOTOPbLIX Npoun3oLLna

oLmnbKa.

CnpaBa OT Ha3BaHWA KaXA0OW KaTeropmmn B MeHIO OTobpaxkaeTcs YUMo, NOKa3biBatoLLee
KONMUYeCTBO OBHapy>KeHHbIX Yrpo3, COOTBETCTBYHOLUMX AAaHHOW KaTteropuun. [ns otobpaxeHus
B CMUCKe Yyrpo3 TpebyeMon KaTeropumn HaxkmMumTe ee Ha3BaHWE B MEHHO.

B cnuncke yrpos ana Ka)KAOI‘/JI Yrpo3bl BbIBOAUTCA C/1eAyHOLLaA I/IHq)OpMaLI,I/IFII

e ®anin — nmsa danna, cogepkallero BpeAoHOCHbI 06beKT (NyTb K daniNy He yKka3blBaeTcs);
e Bnageney — nma nosb3oBaTtens, ABAAIOLLEroca BAagenblem Gaina, cogep>kallero yrposy;
¢ KOMNOHEHT — Ms KOMMNOHEHTa, O6HaPY>KMBLUETO Yrpo3y;

* Yrposa — 1MA BpeAOHOCHOro o6bekTa, 0bHapy>eHHOro B daine, no knaccupmkaumm

KomnaHun «/Joktop Beb».

Ana obbekTa, BblJENEHHOTO B CMUCKe, CNpaBa OT CNUCKa BbIBOAUTCA NOAPO6Han
nHpopmauma:

e M# Yrpo3bl (BbIBOAMTCS B BUAE CCbIIKM, MPU HaXaTUM KOTOPOM B HOBOW BKIaake Bpay3epa
OTKpbIBaeTCs cTpaHuLa BupycHon 6ubanotekn Dr.Web c onvcaHvem yrposbl);

e pasmep darina B HanTax;

® IMs KOMMOHEHTa, 0BHapPY>XXMBLLETO Yrpo3y;

e faTa M Bpems 06HapyXXeHWs yrpossbl;

e saTa VU Bpems NoC/iefHEro M3MeHeHus danna;

e IMf NMoJib30BaTeNA-BAasLenbLa Gaina C yrpo3ou;

e /M rpynnbl, KOTOPOW MPUHAAIEXMUT NOJIb30BaTeNb-BAaAeNeL;

* VIMS yaNeHHOro Nosib3oBaTens, MoOMecTMBLUEero Gpainn B XxpaHuavLe (akTyasbHO TONbKO A/1s
balinoBbIX xpaHuAuLL, KOHTpoanpyembix SplDer Guard ans SMB);

e naeHTUdUKaTop darna C yrpo3on B kKapaHTUHe, ecan dalin yxke H6bin NOMELLEH B KAPAHTUH;

® MONHbIV NYTb K daliny B UCXOA4HOM MecTe (TaM, rAe B HeM 6bina obHapy>keHa yrposa).

YT10ObI BbIAENINTE OOBEKT B CMINCKE, HAaXKMUTE COOTBETCTBYHOLLYIO CTPOKY CnMncKa. YTobbl
Bbl4e/MTb 6onee 0AHOro 0bbekTa, yCTaHOBUTE GNaXKKM B CTPOKaX BblAeNseMbIX 06 bEKTOB.
YT10ObI 33 OAVH pa3 BbIAENNTb BCE OOBEKTbI AW CHATb BblAeNeHMe CO Bcex 06beKTOB B
CrncKe, yCTaHOBUTE UK CHUMUKTE GaXkoK, PacroNOXeHHbIV B nNose Pain B 3aronoske
crnvcka yrpos.

PyKOBOACTBO aZMUHWCTpaToOpa

130



N
fe}r KomnoHeHTbl Dr.Web Industrial ansa ¢aiinoBbix cepsepoB Unix | 131

\

Ana npuMeHeHns AeNCTBUA K 06BbeKTaM, BbleNEHHbIM B CMMCKE Yrpo3, HE06X0AMMO HaxaTb
COOTBETCTBYHOLLYIO KHOMKY Ha NaHean MHCTPYMEHTOB, PacroNOXeHHOW HEeNOCPEeACTBEHHO Haj,
CMNCKOM yrpo3. B naHenn MHCTPyMEHTOB AOCTYMHbI CAeAyroLme KHOMKMN:

@ Ypanutb oTMeueHHble paiinbl.

@ BocctaHOBUTE OTMEUEHHbIEe q)alﬁﬂbl M3 KapaHTVMHa B UCXO4HO€E MeCTO.

@ MpvMeHUTb AOMONHUTENBHOE AeNCTBME K OTMeUeHHbIM paiinam (BblbMpaeTca 13 BbiMajatoLero
cnucka). JocTynHbl cnegyrolme JONONHUTEIbHbIE AeNCTBUIA:
e B KapaHTUH — nepemecTuTb Gaibl C yrpo3amm B KapaHTUH;
e JleunTb — MOMbITaTbCA BbIIEUUTL YTPO3bl;

¢ NrHopupoBaTbh — UrHOPMPOBAaTh Yrpo3bl, OOHaPYXeHHbIE B OTMEUYEHHbIX dalinax, n yaanutb nx
13 crncka o6Hapy>XeHHbIX yrpos.

@ HeKOTOpre M3 KHOMOK MOTYT ObITb HEAOCTYMHblI B 3aBUCUMOCTU OT TUMa BblAENEHHbIX YrpO3.

Ha ctpaHuue Yrposbl Takoke OCTyNHa NaHeab GuabTpaLmMn Crnmcka yrpo3 Ha OCHOBaHUK
NMOMCKOBOTO 3anpoca. Ytobbl 0TGMAbTPOBaTb CNNCOK YrpO3, OCTaBUB B HEM TOJIbKO T€
06beKTbl, B ONMMCaHUN KOTOPbIX MPUCYTCTBYET 3afaHHas CTPOKa, BOCMO/b3yNTeCb CTPOKOW
nouncka. OHa pacnonoxeHa B MPaBOW YacTV NaHENN NHCTPYMEHTOB M OTMeYeHa 3HauUKOM Q
Ans dunbTpaummn cnucka cnesyeT BBECTU NMPOU3BOIbHOE CIOBO B CTPOKY MOMUCKA, MPW 3TOM 13
cruncka yrpo3s byayT ckpbiTbl BCE 06BEKTbI, HE coAep Kallume B CBOEM Ha3BaHUM UAN ONUCAHUN
yKa3zaHHOro c/ioBa (MOWCK BbiNoHAETCs 6e3 yueTa perncrpa 6yks). YTob6bl ounctuTb
pe3ynbTaTbl MOUCKA N BEPHYTHCA K UCXOAHOMY CMNCKY, HaXXMUTE “+" B CTPOKe NMomncka nam
yAanuTe nouckoBOE CNOBO.

9.3.3. YnpaBsieHMe HacTpoMKkamum

B sTom pasgene

e [1pOCMOTP 1 M3MEHEHME HACTPOEK KOMMOHEHTa B TabanyHou dopme
e [1DOCMOTP 1 U3MeHeHNEe HAaCTPOeK KOMMNOHEHTa B PeAakTope ini
e /lonoAHUTENBHO

MpoCMOTP 1 M3MEHEHME TeKYLUMX NapaMeTpoB KOHOUIYPaLMN KOMMOHEHTOB, BXOASALLMX B
coctaB Dr.Web Industrial ans dannoBbix cepepoB Unix 1 nepeuncaeHHbIX Ha [J1aBHOM

CTpaHuLe, NPOM3BOAATCA Ha cTpaHuue Hactpoiiku. Kpome Toro, Ha 3ToM CTpaHuLe Bbl
moxeTe nepekntounTte Dr.Web Industrial ans dainoBbix cepepoB Unix B pexunm
YeHmpaau3oeaHHoU 3auumel VN B ABMOHOMHbIU pexxvm paboTbl (mogpobHee 0 pexnmax

paboTbl M. pa3gen Pexxumbl paboThbl).
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B neBoW yacTv CTpaHWULbl pacnonaraeTcs MeHto, B KOTOPOM NEPEUYNCNAIOTCA BCE KOMMOHEHTI
Dr.Web Industrial gns ¢annosbix cepBepos Unix, HACTPONKN KOTOPbIX AOCTYMHbI ANA
NPOCMOTPa U peaakTMpoBaHma. YTo6bl MPOCMOTPETb M U3MEHUTb HAaCTPOMKN KOMIMOHEHTA,
BblOepuTe ero B MeHto, HaxkaB ero ums. VIMsa KOMNOHeHTa, HaCTPOWMKM KOTOPOTO B AaHHbI
MOMEHT MPOCMaTPMBAOTCA B PeaKTope, BblAENAETCA B MEHIO C/eBa.

e [yHKT MeHto LleHTpannsoBaHHas 3awuTa NoO3BOASET NEPENTU HA CTPAHULLY YIpaBaeHUs
paboToNn B pexxnMe LLeHTPaIM30BAHHOW 3aLMThI.

e [TyHKT MeHto 06l Me HacTpoMKM cooTBeTCTBYeT HacTporikam Dr.Web ConfigD,
obecneunBaroLlero obuyro paboty Dr.Web Industrial ans dainosbix cepsepos Unix.

Ecnm KOMMOHEHT MMeEeT KPOME OCHOBHOM CEKLMM HAaCTPOEK TakxKe N JOMOAHUTENbHbIE,
cneundunyHble CEKLMN HACTPOEK, TO C1eBa OT UMEHM KOMIMOHEHTA B MEHHO BbIBOANTCSA 3HaUOK
CBOpauvBaHMa/pa3BopaumBaHma JOMOAHNTENbHbIX (MOAUYMHEHHBIX) CEKLMI HACTPOEK 3TOro
KOMMoOHeHTa. Ecm aToT 3HaUOK MMeeT BMA ¥, TO AOMONHUTENbHbIE CEKLMWN CKPbITbI. ECan xe
3TOT 3HAYOK MMEET BUA ¥, TO AOMOJHUTENbHbIE CEKLMM Takoke OTOBpakatoTcA B MEHHO MO
OAHOM CTPOKE Ha AOMOJHUTENbHYHO CEKLMIO. YTOObI CBEPHYTb AN pa3BEPHYTb CMMCOK
NOAYMHEHHbIX CEKLMI KOMMOHEHTa, HaXXMUTe 3HaUYOK CBOpauvBaHua/pa3BopaumBaHma cboky
OT UMEHW HY>XHOTO KOMMOHEHTa B MEHHO.

e lononHWTeNbHble CeKL MM HAaCTPOeK KOMMOHeHTa 0Tobpa>katoTcs C OTCTYNOM BMpaBso.
UYT06bI NPOCMOTPETL UM OTPEAAKTUPOBATL NapaMeTpbl ZOMNOJNHUTENbHOW CeKLnY,
Ha>XMWUTe ee Ha3BaHMe.

e UYT0bbl 06aBUTb AN KOMMOHEHTA HOBYHO MOAYMHEHHYIO CEKLUIO MapaMeTpOoB, eCNM OH
AOMNyCKaeT Takyk BO3MOXHOCTb, HaXkMmuTe . OTOT 3HAUOK PacnonoXeH cnpasa OT MEHU
KOMMOHEHTa 1 NOABAAETCA NPU HaBEeAEHUWN yKa3aTens MbIlM Ha MMA KOMMOHeHTa. [lanee
YKaXKuTe YHUKabHOe UM (Ter) LOMOJHUTENbHOM CEKLMM NapameTpoB 1 Haxxmute OK.
YTo6bl OTKa3aTbCa OT 40OABAEHMS HOBOW CEKLMM, HAXXMUTE OTMEHUTbD.

e YTOObI yAaNNTb MOAYMHEHHYIO CEKLMIO MapaMeTpPoB, HaXMUTe X, 3TOT 3HAYOK PaCMO0OXeH
cnpaBa OT MMEHW (Tera) CeKUMn 1 NoABASETCA MPU HaBeAeHUM yka3aTea MblLUK Ha MS
KOMMoHeHTa. [lanee noATBepAnNTE yaaneHne BblIbpaHHOM cekuum, Haxas Aa, nau
OTKaXXmTecChb OT yAaneHus, HaxkaB Her.

B BEpXHeN YacTu CTpaHULbl MPOCMOTPa HaCTPOeK pacrnoiaraeTcs MeHH, yrpas/stoLlee
PEXMMOM NPOCMOTPa HacTpoek. [JOCTYMNHbI ClesytoLme PeXnMBbI:

¢ Bce — 0T06pa3nTb B TabANYHOM pesakTope Bce NapameTpbl KOHGUTYpaL MM KOMMOHEHTA,
[OCTYMHbIE /19 MPOCMOTPa Y U3MEHEHWS;

¢ Mi3ameHeHHble — 0TO6Pa3nTb B TabNMUHOM pegakTope AN NPOCMOTPa U U3MEHEHUS
TO/IbKO Te napameTpbl KOHGUTypaLumMm KOMAOHEHTa, KOTOPbIE MMEHOT 3HaUYeHWA, OTANYHbIE
OT 3HAaYeHM MO YMOHAHUIO;

¢ Pepakrop ini — 0T06pa3nTb NnapameTpbl KOHGUTYpaLIMM KOMMNOHEHTA, KOTOPbIE UMEHT
3HaYeHWA, OTIMYHbIE OT 3HAYEHMI MO YMOUaHWIO, B peAakTope napameTpoB dalina

KoHpurypaumu (B BUAe Nap napamMeTp = 3HaUeHUe).

Ha cTpaHuue ynpaBaeHusa HacTpokaMu JOCTynHa Takoke naHeN b GuabTpaLmm cnmcka
oTobpakaeMblx MapaMeTpoB Ha OCHOBAHWUM MOMCKOBOrO 3anpoca. Ytobbl oTduabTpoBaTh
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CNNCOK NapamMeTpoB, OCTaBMB B HEM TOJIbKO Te MapaMeTpbl, B ONUCAHUN KOTOPbIX
NPWCYTCTBYET 3aZ,aHHas CTpoka, HeOHXOAMMO BOCMONb30BaTbCA CTPOKOMN nouncka. OHa
pacrnoio>XeHa B NPaBOM YacTN MeHH0, YNPaB/AtOLEro pexmnMomM NpocMoTpa, U oTMeYeHa

3HaUYKOM Q Ytobbl OTGMABTPOBATL CMMCOK MapaMeTpPOB, BBEANTE NMPOU3BOJIbHOE C/IOBO B
CTPOKY MOWUCKa, NPY 3TOM 13 CN1cKa NapamMeTpoB ByayT CKPbITbl BCE NapamMeTpsbl, He
cofep>kallme B CBOEM OMMCAHUKN YKa3aHHOrO C/IoBa (MOWCK BbINOHAETCA 6e3 yyeTa permcrpa
6yKkB). YUTOObI OUNCTUTL pe3ynbTaTbl MOUCKA N BEPHYTbCA K MCXOAHOMY CMUCKY MapaMeTpos,

Ha>XMuTe B CTPOKe NMoncKka nan yaaante nonckoBoe CJ10BO.

®unbTpauma cnucka NnapamMeTpoB paboTaeT TONbKO NPU NMPOCMOTPE Crncka NnapamMeTpoB B
TabanyHou dopme (pexxum Bee nav UsmeHeHHbIe).

NMpocmoTp N N3MeHeHne HaCTPOEeK KOMMOHEHTa B TabsimuHou
dopme

Mpw npocMoTpe cnuncka napameTpoB B TabanuHon dopme (pexkvm Bee nnn M3meHeHHble)
Kaxkgaa CTpoka Tabanubl COAEPXNUT UMA 1 ONMCcaHMe napameTpa (cneBa) 1 ero Tekyliee
3HaueHwue (cnpaga). [lna napameTpoB NOrMYeCcKOro Tmna (MMeroLwmX TObKO ABa AOMYCTUMBbIX
3HauveHna — «[a» n «HeT») BMecTo 3HaueHnsa NnapameTpa otobpakaetca Gaa>kok
(BKJIFOYUEHHOE COCTOSIHNE COOTBETCTBYET 3a,aHHOMY 3HaueHunto «/la», a BbIK/tOUeHHOe —
3HaveHunto «HeT»).

OT 3HaYeHWiA, onpeaeneHHbIX 415 3TUX NapamMeTPOB MO YMONYaHWIO, BbieNeHbl B CrNCKe
SKVPHBIM LLPUPTOM.

@ B pe>xxume npocmMoTpa BCcex MapaMeTpoB, a He TO/IbKO M3MEHEHHbIX, 3HAUEHWs, OTINYHbIE

O6wWwmin cnncok NapaMeTpoB pa3buT Ha pa3zesnbl, Takne kak OCHOBHbIe, [lonoaHUTeNbHbIe 1
T. 4. YTOObI CBEPHYTH UM Pa3BEPHYTb pa3den Tabavubl, HaXKMUTE 3aroNo0BOK pa3gena. Ecan
pa3fen CBepHYT, a MapaMeTphbl, BXOAsLLME B HEro, He yka3aHbl B TabauLe, TO cieBa OT UMEHMU
pa3zena otobpaxaercs ». Ecan pasgen pasBepHYT 1 BXOASALME B HErO NapamMeTpbl ykasaHbl B
Tabavue, cnesa OT UMeHU pasgena otobpaxkaertcs .

YTobbl M3MEHNTb MapameTp, HaXXMUTe ero Tekylliee 3HayeHue B Tabanue (4na napamertpa
NIOTNYEeCKOro TMna — YCTaHOBUTE UAN CHUMUTE COOTBETCTBYHOLWMIA dnaxok). Ecam napametp
MMeeT CTPOro OrpaHNYeHHbIN Habop 3HaUYeHUI, TO NPU HaXaTUKM 3HaYeHNA OTKPOeTCs
BbINaZatoLLMA CNNCOK, B KOTOPOM Heobxoanmo BbibpaTh Tpebyemoe 3HaueHume. Ecan
3HayeHVe NnapamMmeTpa — YMCNO, TO MPU HaXaTn OHO ByaeT AOCTYMHO B Noae
pefakTMpoBaHusa Npamo B Tabauue. B atom cnyyae cnegyet ykasatb HOBOe Tpebyemoe
3HauveHune n HaxaTb ENTER. Bo Bcex 3Tnx cayyasax MameHeHHOe 3HaueHVe napamMeTpa cpasy
Xe pukcmpyeTcs B HaCTPOMKax KOMMOHEHTa.
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Scanning Engine Q

m
[al
[1¢]
[

I

v OCHOBHbIE

MaxForks 4
LogLevel WMHpopMaUMOHHBIR ~
Log Auto

v [lonoNHWUTeNbHEIE

FixedSocketPath He 3agaHo
dleTimeLimit 1h
Watchdoginterval 155

PucyHok 3. lNpeacraBaeHne HaCTpoeK KOMMOHeHTa B TabanuHoii popme

Ecnv napameTp npuHMMaeT CTPOKOBOE 3HaUeHWe Uan CMMCOK MPOM3BOJIbHbIX 3HAUYEHWI, TO
NpW HaXXaTUW TeKyLLLEero 3Ha4YeHnA napamMeTpa Ha 3KpaHe NosABASETCA BCMJbIBAKOLLEE OKHO, B
KOTOPOM MOXHO OTpeAakTMpoBaTb TeKylllee 3HaueHne napameTpa. Ecam napametp
NPUHUMAET CMNCOK 3HAYEHWNI, TO 31EMEHTbI CMUCKA BbIBOAATCS B MHOTOCTPOYHOM MoJie
pesakTMpOBaHMA MO OAHOMY B CTPOKE, Kak MOKa3aHO Ha PUCYHKe Huxe. YTobbI
OTpeAakTMpOoBaTb 3NEMEHTbI CMUCKA, U3MEHUTE, yaannTe nnu jobaebTe Tpebyemble CTPOKM B
none peAakTMpoBaHuA.
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AdminListen

127.9.98.1:4443
127.9.9.1:4444

OTMEHWUTBL COXpaHI-'ITb

PucyHok 4. PegaktupoBaHue cnmucka 3HaueHui

UT00BbI COXPaHNTb BHECEHHbIE N3MEHEHNA U 3aKPbITb OKHO, MNOC/IE peAakKTnpoOBaHUA
3Ha4YeHuA NapaMeTpa HaXXMunTe COXpaHVITb. YT006bI 3aKpbITb OKHO 6e3 COXpaHeHnA
BHECEHHDbIX I/I3MeHeHI/II\/II, HaXXMuTe OTMEHUTb UK B BEPXHEM MNMpPaBOM Yyrjy BCNabliBatoOLWEro
OKHa.

MpocmoTp N n3MeHeHne HacTPoeK KOMMOHEHTa B peaakTope ini

Mpw NnpocMoTpe NapaMeTpoB B pexmme Pegakrop ini oHM 0TO6pa>katoTca B pesakrtope
napameTpoB daina koHdurypauumn (B BUAe Nap napameTp = 3HadeHwue), [4e napameTp —
MMA NapameTpa, 3ajaBaeMoe HeNMoCpPesCTBEHHO B CEKLMM HAaCTPOEK KOMMOHEHTa B
KOHPUrypaLuMoHHOM ¢aline. B 3ToM pexrme oTobpaxatoTcs TONbKO Te mapameTpbl
KOHOUTypaLmn, 3HaYEHNS KOTOPbIX OTAMYAROTCSA OT 3HAYEHUIN, onpeaeneHHbIX Mo YMOAYaHUIO
(T. €. Te NapameTpbl, 3Ha4YeHUSA KOTOPbIX B Tabanue Bce BbIBOAATCA XXUPHBIM LUPUGTOM).
Mprmep oToBpaXkeHNs NapaMeTpoB B BUAE Nap NokasaH Ha PUCYHKe HUXe.
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Scanning Engine

Bce M3medendele PepaxTop in

3Aect BEIBOAATCA NapaMeTphl KOHPUIYPaLMK KOMMOHEHTa, MMEKLLWE 3HaUEHWA, OTAVYHEIE OT 3Ha4EHWIA No
YMOMUaHWID. Bbl MOXETE yKa3aTh 360k 3HAYEHWA NapaMeTpOoB Tak, Kak OHW COXPaHATCA B Gaine koHQurypauwn (8
EWJE CTPOK <MnapaMeTp> = <3HaueHne=). [nA cbpoca NapaMeTpa B 3HaUeHWe No YMOMUaHWK YAANNTE ero U3 pegaktopa.
MNoapobHyo MHGOPMaLWID O MapaMeTpax KoOHPUIypauuK 1 o Habope NapamMeTpoB J1A K400 KOMIMOHEHTa MOXHO
NOMYUUTE B CIIPaBKE.

MaxForks = 1@
LogLevel = Info
IdleTimeLimit = 3@m

A

BHeceHHbIe M3IMEHEHWA eLle He CoXpaHeHsl. Cﬂxpaﬂiﬂ'b CGpOCMTb

PucyHok 5. PepaktupoBaHue HacTpoek B popmate paiina KoHpurypaumm

Ana BHeceHVA n3MeHeHN HeobXOAMMO OTPeaKTPOBaTh TEKCT, yUMTbIBasA Npasuaa
dopmumpoBaHus darina kKoHdUrypauum (Bcerga peaakTmpyeTca ToNbKO cekuma danna
KOHPUrypaLmn, OTHOCALLLAACA K KOMMOHEHTY, Bble/IEHHOMY B MeHIO c/ieBa). [pu
HeobxoAMMOCTM Bbl MOXeTe yka3aTb B peAakrope Ntobow 13 napaMeTpoB, JOCTYMHbIX ANS
KOMMOHeHTa. B 3TOM cnyyae ero 3HauyeHue, yCTaHOBAEHHOE MO YMONYaHWUtO, byaeT 3ameHeHOo
Ha 3HaueHVe, ykazaHHOe BaMu B pegakTtope. Ecan Tpebyetca cbpocuTb napameTp B 3HaueHne
Mo YMOJIYaHWIO, AOCTaTOYHO YaauUTb ero CTPoUYKy U3 pegaktopa. B 3Tom cnyyae nocne
COXpaHEeHWUs U3MeHEeHNn NnapameTpy byaeT NPUCBOEHO 3HaUYEeHWE MO YMONYaHUIO.

YT0bbI COXPaHWUTb BHECEHHbIE N3SMEHEHWA NOC/IE PEAAKTMPOBAHNA, HAXXMUTE COXpaHVITb.
UT0Obl OTMEHUTb BHECEHHbIE U3MEHEHWSA, HaXXMUTe OTMEHUTb.
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@ Mpw HaxaTum CoXpaHUTb BLINOJIHAETCA MPOBEpPKa KOPPEKTHOCTV TeKCTa, BBEEHHOTO B

: pesZakTope: NPOBEPSAETCs, UTO He yKasaHbl HECYLLLeCTBYHOLLMe NapaMeTpbl, @ TakKe, UTo BCe
yKa3aHHble 3HaUeHWs NapameTpoB AONYCTUMbIL. B ciyuae obHapyeHus owmboK Ha aKpaH
BbIAeTCA COOTBETCTBYIOLLEE COObLLEHME.

MoApO6HO 03HAKOMUTLCA € O6LLUM onMcaHeM daina KoHbUrypaumm, ero CTpyKTypoi u
0COHEHHOCTAMM 3alaHNsA 3HAUEHWUI NapaMeTPOB MOXHO B pa3zese [lpunoxkeHue [.
KoHdurypaumorHbii dan Dr.Web Industrial ana dannosbix cepeepos Unix.

AononHurtenbHo

e [apameTpbl KOHGUrypaLmm koMmnoHeHTa Dr.Web ConfigD (obwme HacTpoikun).
e [lapameTpbl KoHdUrypaLmm komnoHeHTa SplDer Guard.

e [lapameTpbl kKoHOUrypaLmmn komnoHeHTa SplDer Guard ans SMB.

e [lapameTpbl kKoHbUrypaumm komnoHeHTa Dr.Web ES Agent.

e [lapameTpbl kKoHGUrypaummn komnoHeHTa Dr.Web Updater.

e [lapameTtpbl koHOUrypaumm komnoHeHTa Dr.Web File Checker.

e [apameTpbl KOHUrypaLmm koMnoHeHTa Dr.Web Scanning Engine.
e [lapameTtpbl koHbUrypaumm komnoHeHta Dr.Web Network Checker.
e [lapameTpbl KoHGUrypaumm komnoHeHTa Dr.Web SNMPD.

e [lapameTpbl kKoHGUrypaLmm komnoHeHTa Dr.Web StatD.

e YnpaB/ieHVe LLeHTPaIM30BaHHOW 3aLUMTON.

9.3.3.1. YnpaBneHue LeHTpaIM30BaHHON 3alUTOMN

Bbl MoxeTe nogxntounte Dr.Web Industrial ana daninoBbeix cepsepos Unix k cepBepy
LEeHTPaM30BaHHOW 3aLUMTbl MW OTKIKOUMNTLCA OT HETO, MepeBeas NPOAYKT B aBTOHOMHbIN
pexum pabotbl. [lna nepexoa Ha CTpaHWLYy ynpaBaeHUA LeHTPaan30BaHHOWN 3aLUMTOWM
BbibepuTe NyHKT LieHTpann3oBaHHasA 3awWmTa B MEHIO HAaCTpoek Ha cTpaHuue Hacrponku.

Yto6bl nogxntounte Dr.Web Industrial ana darinosbix cepsepoB Unix k cepBepy
LEeHTPaM30BaHHOW 3aLLMTbl UAN OTKIKOUNTLCA OT HErO, UCMOb3YNTE COOTBETCTBYHOLLMI
dNaXkok Ha 3TON cTpaHuLe.

MoakntoueHne K cepBepy LLeHTPa/IN30BaHHON 3alUTbI

Mpwn NonbITke NOAKNHOYEHNS K CEPBEPY LEHTPAN3IOBAHHOM 3aLLUMTbI Ha 3KpaHe NOABUTCA
BCMJIbIBaOLLIEE OKHO, B KOTOPOM TpebyeTcs ykasaTb NapaMeTpbl NOAKIHOUEHUS K CEpBepY.
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3ajaTb BPY4YHYHO -

v AyTeHTUUKauWA (4ONoNH1TEeNEHO)

MNoAKNHYNTECA K3K «HOBUYOK:
OTMEHWTBE

PucyHok 6. MoaxntoueHne K cepBepy L,eHTPaIM30BaHHON 3al4UTbl

B BbINagatoLemM Cnmcke, pacnoNoXeHHOM B BEPXHEWN YacCTu OKHa, BbibepurTe cnocob
noakatoueHuns k cepsepy. JloctynHo Tpu cnocoba:

e 3azpysume u3 ¢atiaa,
e 3a0ame 8py4Hy!o,

e Onpedenums agmomMamuyecku.

Ecau Bbl BbIGpanv BapuaHT 3agpy3ume u3 ¢aling, ykaxvTte B COOTBETCTBYHOLLEM MOJIe OKHA
nyTb K GaNy HaCTPOEK MNOAKIOUYEHNS K CEPBEPY, NPeAOCTaBNEHHOMY BaM aAMUHUCTPATOPOM
aHTMBUpYCcHOM ceTu. Mpu Bbibope BapuaHTa 3adame 8pyyHyro CnenyeT ykasaTb ajpec U nopT
A/ MOAK/IFOUEHNS K CEPBEPY LIeHTPaNM30BaHHOM 3awumTbl. Kpome Toro, ans cnocobos
nogkatoueHns 3adame epyyHyro u Onpedesums asmomamu4ecku Bbl MOXETe TakoKe ykasaTb
nyTb K Ganny NnybaMUHOro K/toYa cepBepa, eC/iv OH Y Bac MMeeTcs (00bIUHO 3TOT daiin
npeAoCTaBAfeTcs aAMUHUCTPATOPOM aHTUBUPYCHOM CETU AN NPOBANAEPOM).

flononHnTenbHo, B pasgene AyreHTupukauma (4O0NONHUTENLHO), Bbl MOXeTe yKa3aTb
naeHTMounKaTop paboyen cTaHUUN M Napoab ANs ayTeHTUdUKaLMKU Ha cepBepe, eCN OHU BaM
n3BeCTHbI. ECIM 3TV Nona 3anonHeHbl, TO NOAKNOYEeHWe K cepBepy ByaeT yCnewHbIM TObKO
Npw ykasaHuM NpaBuMAbHOW Napbl naeHTUdUKaTOp/Naponb. Ecam 3Tv nons octaBuUTb NyCTbiMK,
TO NOAK/IOUEHME K cepBepy byAeT ycrelHbIM TOAbKO B C/ly4Yae ero ofobpeHuns Ha cepeepe
(aBTOMaTUYECKN AU aAMUHUCTPATOPOM aHTUBMPYCHOM CETH, B 3aBMCMMOCTU OT HaCTpOeK
cepsepa).

Kpome Toro, Bbl MOXeTe ycTaHOBUTb daxKok MoAKAIOUNTLCA KaK «<HOBUYOK». ECnn pexxum
«HOBWYOK» ANA NOAKNHOUYEHNA CTaHLUMI pa3peLleH Ha cepBepe, TO nocae ogobpeHuns
NOAKIHOYEHNA OH aBTOMATUYECKN CreHepupyeT YHUKaNbHYO napy naeHtudukatop/napons,
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KOTOpas B fanbHeWweM byaeT UCNOo/b30BaTbCA A5 MOAK/IHOYEH WS BaLLEro KOMMbloTepa K
3TOMY cepBepy.

I I'Ipvl NOAKNHOYEHUN KaK «HOBUYOK» HOBaA yyeTHad 3anncb A4 Ballero KoMrnbroTepa 6yp,eT
° creHepunpoBaHa cepBepoOM LI,eHTpaﬂI/I3OBaHHOIz 3alKnTbl Ja>XKe B TOM Cay4dae, eC/in paHee OH
YoKE Men yY4eTHYHO 3arnncCb Ha 3TOM CepBepe.

ilf I'Iapameprl noAKNO4YeHA caeayeT 3aaBaTtb B CTODOTOM COOTBETCTBUUN C NHCTPYKUMNAMMN,
- npesocraBJ€HHbIMU a4MUHNCTPATOPOM aHTl/IBVIpyCHOl7I cetTm nan nposaﬁ,u,epom.

[ns noaknrOueHMA K cepBepy Moc/e yka3aHMa BCex NapaMeTpoB HaxmunTte Mogkaountb 1
LOXANTECh OKOHYaHMA npoLecca NoakatoueHns. Ytobbl 3akpbiTh OKHO H6€3 NoAKIHYEeHMS K
cepBepy, HaXXKMnTe OTMEHUTb.

@ Mocne Toro, kak Bbl nogkarounam Dr.Web Industrial gas darinosbix cepeepoB Unix k

: cepBepy LEHTPasM30BaHHON 3aLLuTbl, OH ByaeT paboTaTb NoJ ynpaBieHNeM cepBepa A0
Tex Mop, Noka Bbl €r0 He NnepeBejeTe B aBTOHOMHbIA pexxvm. MoakntoueHne kK cepeepy
OyaeT NpounCcxoanTb aBTOMaTUYECKM Kaxablvi pa3 npu 3anycke Dr.Web Industrial ans
davinoBbix cepepoB Unix.

9.3.4. NMpoBepka noKasbHbIX PpannoB

B aTom pasgene

e OTKPbITUE NaHean NPOBEPKM JOKaAbHbIX GarioB U HACTPOWKA NapaMeTpOB NPOBEPKU
e 3anyck NpOBEpPKM N0OKaAbHbIX Gannos

Beb6-mHTepdelic npesocTaBaseT BO3MOXHOCTb ONepaTMBHOW MPOBEPKN Ha Haanume yrpos
dannoB, HaxOAALLMXCA Ha NOKaJIbHOM KOMMbIOTEPE, C KOTOPOTO OCYLLECTBASETCA JOCTYN K
Beb6-nHTEpdency ynpasaeHumsa. MNpu npoBepke NCNONb3YeTCa CKaHUPYHOLLee AP0, BXOAsALLEe B
coctaB Dr.Web Industrial ans dannoBbix cepeepoB Unix. [fpoBepsemble danbl 3arpy>katoTcs
Ha cepBep no npotokoay HTTP, HO nocne NpoBepku, Aaxke B Clyyae OOHapy>XeHUs yrpo3, OHU
He COXpaHAITCA Ha CepBepe M He NepeMeLLatoTcs B kKapaHTVH. [Tonb3oBaTtesb, OTNPaBUBLUNIA
dalinbl Ha NpoBepkKy, byAeT TONbKO NPOMHPOPMUPOBAH O ee pesy/bTaTe.

OTKpbITUE NaHe/In NPOBEPKU JIoKaJibHbIX GaiJIoB U HacTpoukKa
napameTpoB MpoBepKn

Bbibop v 3arpyska ¢aninoB Ansa NPOBEPKM OCYLLECTBAAIOTCA Ha MaHeaV NPOBEePKN NOKalbHbIX
dainno., koTopas otobpaxaeTcs npu Bbibope nyHkTa MpoBeputb ¢aiin B rNaBHOM MEHHO
Beb-MHTepdeica. AKTMBMPOBaHHaA NaHeNb OTOHpaXKaeTCs B HUXHEM NMPaBOM Yray CTPaHULbI
Beb-MHTepdenca. BHelWwHWI BUA NaHeny NpoBepku NokaabHbIX GaliioB nokasaH Ha PUCyHKe
HUKe.
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[NpoBepuTs dain
PucyHok 7. MNaHenb npoBepKu IoKasibHbIX (paios
[lns 3aKpbITUA NaHeNV HaXMUTe - B BEPXHEM MPaBOM yray naHenu. Haxmute =, 4utobbl

nepenTV K HaCTpPOKam NPOBEPKM SIOKaNbHbIX GpaiioB, rae Bbl MOXeTe ykaszaTb
MaKCMManbHOe BpeMs, OTBeEHHOE Ha NpoBepky darina (He cuMTas BPeMeHU ero 3arpysKku
Ha ceBep C IOKaJIbHOrO KOMMbHOTEPA), Pa3peLUnTb MW 3aNPeTUTb IBPUCTUYECKNI aHanuns, a
TakoKe yKa3aTb MaKCMMaJlbHYHO CTEMEHb CKaTUA A/1A CKaTbiX OOEKTOB U rNyOunHY
BJIOXKEHHOCTU /11 OOBEKTOB, yNakOBaHHbIX B KOHTEMHEpPbI (Takne Kak apXvBbl).

HacTpolikn npoBepkun ¢aiinos

3600 ¢

500

L= = I = [« ]

PucyHok 8. Hactpoiika napameTpoB npoBepku
NoKanbHbIX pannos

Ana NnpUMeHeHNs M3MeHEHHbIX HacTpoekK 1 Bo3BpaTa K pexunmy Beibopa danios ana
nposepkun HaxmuTe MpumeHnTb. [1ns Bo3BpaTa K Bbibopy dalinos 6e3 M3MeHeHUs HacTpoek
Ha>XMnTe OTMEHUTb.

3anycK NpoBepKu sIoKa/ibHbIX ¢panios

Ana Havana npoBepkn GalriNoB HaXXMUTE HaaNUCb-MULWeHb Mepetawure ¢panbl ansa
NpPoBepKM Cloga UK HaXKMUTe ANS UX BblI6opa, Npy 3TOM OTKPOETCA CTaHAaPTHOE OKHO
Bbibopa dannoB darinoBoro meHegxepa. Bol MmoxeTe BbibpaTh OAHOBPEMEHHO HECKOJIbKO
dalrinoB aAns npoBepku.
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{ I t Bribop kaTanoroB As NPOBEPKM He AOMycKaeTcs.

Bbl Takxke MOXeTe nepeTalnTb BbibpaHHbIe A5 NPOBepPKN Galiibl MbllLbHO HEMOCPEACTBEHHO
Ha MULWeHb 13 OKHa daiNoBOro MeHeaxepa. MNocne ykasaHns nposepsaemMbix darinos
HauyHeTcs Mx 3arpyska Ha cepsep ¢ Dr.Web Industrial ana darinoBbix cepsepos Unix u
npoBepka NoO Mepe 3arpy3ku. B npouecce 3arpysku 1 npoepky GaNoB NaHeNb NPOBEPKU
oTobpa>kaeT 06LLMI Nporpecc npoLiecca NPoBepPKU.

[NpoBepuTL dain
NaeT npoeepka ¢painoe

3unz4d

eicar.7z

OCTaHOBKUTL

PucyHok 9. NMpoBepka fiokanbHbIX ¢aiinos

B cnyuyae HeOBXOAMMOCTM Bbl MOXeETe NnpepBaTh NPOLECC 3arpy3Kku 1 NPoBepky Gannos,
HaXxaB OCTaHOBUTb. [10 OKOHYaHWIM NPOBEPKM Ha MaHeNN oTobpaxkaeTcs OTUET O NPOBEPKE
3arpy>eHHbIx Galrinos.

[MpoBepuTs Gann

@ ObHapyxeHo yrpos: 4

PucyHok 10. Pe3ynbTaT NpoBepKu 10Ka/IbHbIX
dannos

Ecnm Bamu 6b1n10 3arpyxeHo 6onee ogHoro danna, byaeT 4OCTyneH paclUMpPEHHbIN OTYET O
npoBepke ¢pannoB. YToObl NPOCMOTPETL PaCLUMpPEHHbIV OTYeT, HaxkxmuTe MpocmoTpeTb oTueT
no Bcem ¢aiinam.
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A
<

@ O6HapyxeHo yrpos: 4

eicar3 ¥rposa: EICAR Test File (NOT a Virus!)
ejcar2 ¥rpoza: EICAR Test File (NOT a Virus!)
- eicar.7z MHPWUMPOBAHHEIA apxKe
ejcar3 Yrposa: EICAR Test File (NOT a Virus!)
ejcar2 ¥rposa: EICAR Test File (NOT a Virus!)
ejcar ¥rposa: EICAR Test File (NOT a Virus!)
eicar ¥rpoza: EICAR Test File (NOT a Virus!)

PucyHok 11. PacluMpeHHbI oTUeT 0 NpoBepKe JioKa/ibHbIX ¢aiinos

Y106bl 3aKPbITb OTYET U NMEPEBECTUN MaHEe/b B COCTOAHME FOTOBHOCTM K BbIGOPY HOBbIX ainioB
Ans nposepku, HaxxmumTe OK.

@ 3anyck NpoBepKM NoKanbHbIX GaIoB C TEKYLLMMU HACTPOKaM1 BO3MOXKEH ae TOorza,

: Korga naHenb npoBepky dhainoB 3akpbiTa. [ns Havana 3arpy3ku 1 NPOBEPKN NOKaNbHbIX
dalinoB NPOCTO NepeTaLymTe UX MbllLbIO M3 OKHa GailnoBOro MeHeAXepa Ha OTKPbITYHO B
6pay3epe cTpaHuLy Beb-mHTepdelica ynpaBaeHus.
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9.4. SpiDer Guard

ii KoMMoHeHT noctaB/iseTcs ToNbKO B COCTaBe AUCTPUEYTMBOB, NpesHasHaueHHbix ans OC
J cemerictea GNU/Linux.

MoHuTOop darinoson cuctembl SplDer Guard npesHa3sHauveH AN MOHUTOPUHIra GanaoBow
aKTMBHOCTM Ha TOMax dannoBou cucteMbl onepaumoHHbix cncteM GNU/Linux. KomnoHeHT
paboTaeT B pexunmMme pe3angeHTHOro MOHUTOPa N OTCIEXNBAET OCHOBHbIE COObITUA (aliNoBOM
CUCTEMbI, CBA3aHHbIE C U3MeHeHneM GpannoB (Mx co3jaHune, OTKPbITUE, 3aKpbiTue). Mpu
nepexsare 3TUX COBbITUI MOHUTOP NpoBepAeT, bbiN I U3MeHEH Gain, 1 B 3TOM Caydae
dopmupyet ans komnoHeHTa nposepkun dannos Dr.Web File Checker 3agaHne Ha npoBepky
COZEP>XKMMOTO N3MeHEHHOTOo darina ckaHupyrowmm agpom Dr.Web Scanning Engine.

Kpome Toro, moHutop dpannosou cuctemsl SpiDer Guard otcnexxmeaeT nonbITKX 3anycka
ncnosHaeMblx Gparnos. Ecam nporpamma, cogepkallanca B MCnoaHsaemom daine, no
pe3ynbTaTam NpoBepku byaeT Npu3HaHa BPeAOHOCHOW, BCe MPOLLeCChl, 3anyLLeHHble 13 3TOro
darina, 6yayT NPUHYANTENBHO 3aBEpPLUEHbI.

9.4.1. NMNpuHuMnbl paboTsbl

B sTom pa3sgene

e Obuive cBeseHUS
e OnpeseneHvie obnacren GamnoBOU CUCTEMbI, NoANEXALUINX HABNOAEHWIO
e PexXnMm yCcMneHHoro MoHutopuHra gamnos

O6bwune cBepgeHnn

MoHuTop parnnosor cuctembl SpiDer Guard paboTaeT B Monb30BaTe/IbCKOM NPOCTPAHCTBE
(user mode), ncnonb3ys ANA KOHTPOAA COBbITUI GaiNOBOM CUCTEMbI CUCTEMHbIM MEXaHW3M
fanotify. B HacTpolikax pekomeHayeTca ncnonb3oBaTb asmomamuyeckuti pexxum (Auto),
KOTOPbIV MO3BOIUT KOMMOHEHTY MpW CTapTe OMpeAeNTb U MCMOJ/Ib30BaTh HAUNYULLMA PEXUM
paboTbl, NOCKONbKY He BCe Bepcuu aapa Linux nogaep>xunsatoT MexaHum3Mm fanotify,
MNCNOJ/Ib3YOWNINCA MOHUTOPOM. EC/IM KOMMOHEHT He MOXeT NCNOAb30BaTb YKa3aHHbIV B
HaCTpOMKax pexuM MHTErpaLmm, OH 3aBepluaeTca cpasy nocne crapta. Ecam ykasaH
aBTOMaTUYECKMIA PEXMM, TO KOMMOHEHT NonbiTaeTcs ncnosib3oaTb fanotify. Ecav He
MOJYYNTCA NCMOb30BATb 3TOT PEXUM, KOMMOHEHT 3aBepLUnT paborTy.

Mpn 06Hapy>KeHNN HOBbIX AN N3MEHEHHbIX PalnIoB MOHUTOP OTNpPaBAAET 3ajaHne Ha UX
npoBepKy KOMMNOHeHTy npoBepku dpannos Dr.Web File Checker, koTopbiin, B cBOO ouepesb,
NHULMMPYET X NpoBepKy ckaHupyowmm agpom DrWeb Scanning Engine. Mpwu paboTe yepes
cucTeMHbI MexaHm3Mm fanotify MOHUTOP MoXeT 6aoknMpoBaTh JOCTYN K dharinam (Bcex TMnoB
WY TONbKO K McnonHsemMbiM darinam — PE, ELF, ckpyntam ¢ npeambynon #!), koTopble eLue
He NpoBepeHbl, O MOMEHTa OKOHUYAHWNS UX MPOBEPKMN (CM. HUXKE).
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@ SpIDer Guard aBTOMaTMyecku pacrno3HaeT MOMEHTbl MOHTMPOBAaHWS Y OTMOHTUPOBaHMA

8 HOBbIX TOMOB GalifioBOl cucteMbl (Hanpumep, Ha Hakonutensx USB-flash n CD/DVD,
MaccuBbl RAID 1 T. N.) 1 KOppeKTUpyeT CNMCOK HabatofaeMbix obaacter no Mepe
HEeobXoAUMOCTN.

OnpegeneHue obnacren ¢painsIoBoi cUCTeMbl, NoANIEXKALMNX
HabarogeHuro

Ans onTuMmnsaumm nposepku GansoBON CUCTEMbI, MOHUTOP dalinoBow cuctembl SplDer
Guard koHTpoAnpyeT obpalleHre ToNbKO K TeM daiinam, KoTopble HaxoaaTCcs B 061acTax
balrinoBOM CMCTEMBI, YKa3aHHbIX B KOHOUrypaumn. Kaxzaas Takas ob6aactb onpesensercs kak
MyTb K HEKOTOPOMY KaTasory sepeBa $GalioBOM CUCTEMbI U Ha3blBAETCS 3aujuUyaemMsim
npocmpaHcmeowm (protected space). COBOKYNMHOCTb BCEX 3alUMLL@eMbIX MPOCTPaHCTB obpa3yeT
B GanNoBOM cucTeMe eanHyr 061acme HabH0eHUs, KOHTPOANPYEMYD MOHUTOPOM. [ToMunmo
061aCcTN HabAtOAEHWS, B HACTPOMKaX KOMMOHEHTa MOXHO 3ajaTb Tak)Ke COBOKYMHOCTb
KaTanoros Ganao0BOWN CUCTEMbI, KOTOPblE TPEOYeTCs UCKNKUNTL U3 MOHUTOPUHTa (061acme
Uck/Iro4eHus1). Ecnn B HaCTpolikax KOMMOHEHTA He yKa3aHO HW OHOrO 3alMLLaemMoro
npocTpaHcTBa, 0bnacTb HabarogeHUs oxBaTbiBaeT cOH60M BCe AepeBO KaTasoroB GparinoBom
cuctemsbl. Taknm ob6pasom, HabatoAeHMIO MOABEPratoTCs TOAbKO Te dalinbl, MyTU K KOTOPbIM
npuHaanexat o6aacTn HabAEHWSA, HO He NPUHaA/IexaT 061acTh UCKNHOUEHNS.

Ncnonb3oBaHWe nckntoueHn boiBaet HEOHXOANMO, HaNpuUMep, ecn HekoTopble danbl
4aCTO M3MEHAOTCA, YUTO MOPOXKAAET X MOCTOAHHYHO NEPENPOBEPKY N TEM CaMbIM Harpyxaet
cuctemy. Ecam ToUHO M3BECTHO, UTO YacToe n3MeHeHne $GanoB B HEKOTOPOM KaTasiore He
ABNAETCA CNeACTBUEM BPELOHOCHOW aKTMBHOCTH, a cneAcTBMeM paboTbl HEKOTOPOM
AOBEPEHHOWN NPOrpamMMbl, TO MOXHO A06aBWTb MyTb K 3TOMY KaTanory, Uan n3mMeHseMbim
darinam B HeM, B CMUCOK NCKIOUeHMI. B 3ToM cnyvae moHuTOp dannoson cuctembl SplDer
Guard He bygeT pearmpoBaTb Ha U3MeHeHUA 3TUX GalrnoB, Jaxke eCAN OHU MPUHaANexaT
obnactn HabatogeHusA. Kpome Toro, uMeeTcs BO3MOXHOCTb YKa3aTb U camy nporpamMmy,
paboTatoLuyto ¢ barinamu, B CNCke JOBEPEHHbIX MpOorpamMMm (napameTp KoHGUrypaumnm
ExcludedProc), Torga dannoBblie onepayum, Npou3BOANMbIE 3TON NPOrpPamMMOon, TakKe He
6yayT NpuBOANTL K NpoBepkaM GannoB, gaxke ecan 3T darnbl HaxoaaTca B obiactu
HabatoAeHNA. AHaNOrTMYHO, NPY HEOBXOANMOCTM, MOXKHO 3aMpPeTUTb MOHUTOPUHT U MPOBEPKY
daninoB, HaxoAALLMXCA B APYrnx GannoBbixX CMCTEMaX, MPUMOHTUPOBAHHbIX K JIOKaJAbHOW
darinoBou cucteMe (Hanpumep, NPUMOHTUPOBaHHbIe Yepe3 CIFS kaTanoru ¢ BHeLWHMX
darinoBbix cepBepoB). [ns ykazaHua GaninoBbix cuctem, Gasibl Ha KOTOPbIX HE AO/IKHbI
MpoBepATbCA, NCMOJNIb3yeTca NapamMeTp ExcludedFilesystem.

3awmiLaemMble NPOCTPaAHCTBA, Kak YacTh 06aacTv HabaAEHNSA C YKa3aHHbIMUN AN HNX
napamMeTpamu NpoBepKM, 3alat0TCA B HACTPOMKAX KOMMOHEHTA Kak MMEHOBaHHbIe CeKLMK,
cozep>Kallme B CBOEM MMEHW MPON3BOAbHbIN YHUKANbHbIA NAEHTUDUKATOP, MPUCBOEHHbIN
3alMLaeMOMy NPOCTPaHCTBY. Kaxaaa cekumsa, onmcbiBaowwas NpoCTPaHCTBO, COAEPXKUT
napameTp Path, onpeaenstolwimii Nyt B GainsioBOM CUCTEME, XPaHALLMIA KaTasorun 3TOro
3alMLLaeMOoro NpocTpaHcTBa (T. e. dparmMeHT fepeBa GalNa0OBON CUCTEMbI, HAXOAALLMIACA NOA
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HabatogeHeM B paMKax JaHHOTro NPOCTPaHCTBA), @ Takke NnapameTp ExcludedPath,
onpeaenstowmii NoKaabHYH (T. €. OTHOCUTENBHO Path) 06/1acTb UCKAKOUYEHMA BHYTPU
3alyMLaemMoro npoctpaHcTea. NapameTp ExcludedPath MoXeT cogepxaTtb B cebe
CTaHZapTHble GannoBble Macku (T. e. cogep>kaTb CMMBObI * 1 ?). Kpome nokanbHbIX
obnacTter UCKIOUYEHMS, B HACTPOMKax MOXeT ObITb 3aZaHa v rnobanbHas o6aacTb
NCKIOYEHUNS, MPY NOMOLWM napameTtpa ExcludedPath, yka3aHHOro BHe CEKLUN,
OMMCbIBaOLWMX 3aLyMLLaeMble NPOCTpaHCTBa. Bce kaTanorm, nonaswwme B 3Ty 061acTh, B TOM
yncae 1 KaTanoru 3allmiaemMblx MPOCTPAHCTB, ByayT nckatoueHbl 13 npoBepku. K kaxxaomy
3aWwmLLIaeMOMY NPOCTPAHCTBY MPUYMEHSAETCA TObKO rnobanbHas n cobcTtBeHHaa obnactu
NCKJIIOYEHUNA: €CIN OAHO NPOCTPAHCTBO BIOXKEHO B APYroe, TO K BAOXEHHOMY MPOCTPaHCTBY
He NMPUMEHAITCA HaCTPONKN UCKNHOUYEH WS, YKa3aHHble 418 BK/IHOYAOLWEro ero 3alimaeMoro
npocTpaHcTBa. Kpome TOro, B HaCTpoMKax KaXAoro 3aluilaeMoro NnpocTpaHCcTBa MMeeTcs
Nornyecknin napameTp Enable, onpeaensatolmii, BKIOYEHO UM HET HabatogeHve 3a
darinamu, Haxogawmmuncs B obnactm HabarogeHMs aHHOro NpocTpaHcTea. Ecam atoT
napameTp yCTaHOBAEH B 3HaueHne No, TO COAEePXNMOe JaHHOro NPOCTPAHCTBA He
KOHTpO/IMpyeTCcA MOHUTOPOM. KpoMe TOro, 3alimilaeMoe NpoCTPaHCTBO HE KOHTPOANPYeTCS
MOHMTOPOM, eCNn NapamMeTp Path MMeeT NycToe 3HayeHue.

@ Ecnmny Bcex 3alumiaeMbix NPOCTPAHCTB, YKa3aHHbIX B HACTPOMKax MOHUTOpa, HabaroAeHne

. OTK/NKOUEHO, WK UX MYTU He 3azaHbl, To SplDer Guard paboTaeT BXOJIOCTYH, MOCKOJIbKY HU
oAvH dalin sepeBa haoBOM CUCTEMBI He ByAET HaXOAUTLCA Mo HabatogeHnem. Ecam
HEOHXOANMO KOHTPOIMPOBaTh BCHO GaIoBYHO CUCTEMY KakK eAMHOe 3allumiaemMoe
NPOCTPaHCTBO, cleayeT YAanuTb U3 HaCTPOEK BCE MMEHOBAHHbIE CEKLMM 3aLLMLLaeMbIX
NPOCTPaHCTB.

PaccmoTpum npuMep HacTpoek obnactert HabaroAeHMA U UCKNtoUYeHUs. TyCTb B HaCTpoKax
KOMMOHEHTa 3aiaHbl CieaytoLie napamMmeTpsbi:

[LinuxSpider]
ExcludedPath = /directoryl/tmp

[LinuxSpider.Space.spacel]
Path = /directoryl
ExcludedPath = "*.tmp"

[LinuxSpider.Space.space?2]
Path = /directoryl/directory2

[LinuxSpider.Space.space3]
Path = /directory3
Enable = No

DTO O3HauvaeT, YTo Noj HabatoaeHNeM HaxoaaTca Galbl, PaCcnoONOXEHHbIE B

KaTanore /directoryl, U ero nogkatanorax, 3a UCKIKOYeHNeM KaTanora /directoryl/tmp.
Kpome TOro, nckirouatotrcs ns HabatogeHns Gannbl, Ybe NOAHOE UMA COOTBETCTBYET

Macke /directoryl/*.tmp (3TO He KacaeTCA BNAOXKEHHOM

obnactm /directoryl/directory2, Ha KOTOPYIO AaHHaa Macka He pacrnpocTpaHaeTcs, He
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CMOTPS Ha TO, UTO 3Ta 06/1aCTb BNOXEHA B 3alyMLLaeMOe NPoCTpacTBo spacel). Painbl,
HaxoAslmecs B KaTanore /directory3, HE KOHTPOAUPYHOTCS.

Pe>xum ycusieHHOro MoHUTopuHra ¢amios

SpIDer Guard MmoxeT ncnonb3oBaTh TPU PEXMUMA MOHUTOPUHTA:

e ObbI4HbIl (yCTaHOBAEH MO YMOJ/YaHMIO) — OTCIEXMBALOTCA onepauum goctyna K darinam
(co3paHue, OTKPbITUE, 3aKpbiTUE U 3anyck dalina). 3anpalumBaeTcs npoBepka Gaina, 40CTyn
K KOTOpPOMY 6bIn ocyLecTBaeH. 1o pe3ynbTataM NpoBepkn K Ganay MoryT 6biTb MPUMEHEHbI
AEeNCTBUA MO HEWTPann3aLmm yrpo3bl, eCn OHa B HeM 0bHapyeHa. [Jo OKOHYaHWs
MPOBEPKMN JOCTYN K GpaiiNly CO CTOPOHbI MPUNOXKEHWU, 3aMPOCKBLUNX AOCTYM, HE
orpaHMuYMBaeTCcA.

e YcusieHHbIlU KOHMPOJ1b UCNOIHAEMbIX paltiiog — Ans GaNoB, He CUMTatOLLMXCA
MCNONHAEMbIMU, — Tak Xe, Kak 1 B 06blYHOM pexxume. SplDer Guard 6aokupyet
3anpoLUeHHY0 onepaLuto 4oCTyna K UCNoAHAeMOMY Galiny 0 Tex Nop, Moka He CTaHyT
M3BECTHbI pe3yNbTaTbl €10 MPOBEPKN Ha Ha/Mumne yrpos.

VicnonHsembiMun dainamu cumtatotcs ABouuHble daabl popmatos PE u ELF, a Takxke
: TekcToBble dalnbl CKPUNTOB, coZepkallme npeambyny «i# ! ».

e «[lapaHoudaneHelili» pexxum — SplDer Guard 6a0k1pyeT 3anNpoLIeHHY onepaLuio 4ocTyna K
nobomy danny Ao Tex Nop, Noka He CTaHyT N3BECTHbI pe3y/bTaTbl €ro NPOBEPKM Ha
Haanune yrpos.

Dr.Web File Checker B TeueHne onpegeneHHOro BpeMeHn CoOXpaHAeT pe3ybTaTbl MPOBEPKU
dalrinoB B cneymanbHOM K3Lle, MO3TOMY MPU NMOBTOPHOM JOCTyre K TOMY Xe danny, npu
HaAnunMm MHPopMaLmMn B K3LLe, MOBTOPHOE CKaHUpOBaHWe ¢ainna He MPOU3BOANTCS, B
KauecTBe pe3y/nbTaTa NMpoOBepkuM 3TOro dGaina NCrnoNb3yeTcs pe3ynbTaT, U3BNEUYEHHbIN U3 KaLIa.
HecmoTpsa Ha 3TO, MICNONb30BaHWE «MapaHOMAAIbHOTO» PEXNMaA MOHUTOPUHIA MPUBOANT K
CyLLeCTBEHHOMY 3aMea/ieHnto paboTbl Npu gocTyne K darinam.

[Ans HaCTPOWKN pexkMMa MOHUTOPUHIA U3MEHNTe 3HaYeHne napamMmeTpa BlockBeforeScan
B HAaCTPOMKaX KOMIMOHEHTa.

| MoppobHee o HacTpolike SplDer Guard un pexxumMax MOHUTOpUHra GannoB CM. B pasjene
: Hactpolika MoHuTOpuHra ¢hannoBoi CUCTEMBL.
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9.4.2. AprymeHTbl KOMaHAHOMW CTPOKMU

Y106kl 3anycTUTb KOMMNOHEHT SplDer Guard 13 KOMaHAHOW CTPOKW, BbIMOJAHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-spider [<napamemper>]

SplDer Guard gonyckaeT MCNo/b30BaHWeE CAeAyoWMX NapamMmeTpoB:

Mapametp OnucaHue

--help Ha3HaueHwe: BbIBOA Ha 3KpaH KOHCOJIN Unn 3MyJIATOPa TepMUHa a KpaTKOI\/II cnpaBKK No
MMernwWrmMca napamMeTpam KOMaH,CI,HOI‘/II CTPOKM 1 3aBepLleHne pa6OTbI KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version  Ha3HaueHue: BbiBOg Ha 3KpaH KOHCOMM WK aMynsTOpa TepMUHana MHpopmaLmm o
BEPCUW KOMMOHEeHTa 1 3aBeplueHne paboTbi.

KpaTkuin BapuaHT: —v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-spider --help

[aHHas KoMaHAa BbiBeAET Ha 3KpaH KpaTkyto cnpaBky koMnoHeHTa SplDer Guard.

3ameuaHunAa o 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM PeXMMe HEeNOCPEeACTBEHHO N3 KOMaHAHOW CTPOKWN He
npeaycMoTpeH. KoMnoHeHT 3anyckaeTca aBToMaTUyeCckn JEMOHOM yrnpaBaeHua
kKoHdurypaumen DrWeb ConfigD npu 3arpy3ke onepaumMoHHON cuctemsl. ns ynpaBaeHums
napametpamu paboTbl KOMMOHeHTa ncnosb3ynte ytnuanty DrWeb Ctl, npegHa3HaueHHyto ana
ynpasneHua Dr.Web Industrial gns dpainobix cepsepoB Unix 13 KOMaHAHOM CTPOKM.

@ Ons 3anycka ytmautel Dr.Web Ctl cnonb3yite komaHnay drweb-ctl.

[ns nonyyeHnst cnpaBki O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-spider.

9.4.3. NMapameTpbl KOHPUTypauumn

B sTtom pasaene

e [lapamMeTpbl KOMNOHEHTa

e HacTponika nHaMBMAyanbHbIX NapaMeTpoB MOHUTOPWUHIA 3allMLIaeMbIX NPOCTPAHCTB
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KoMMNOHeHT ncnonb3yeT napameTpbl KOHPUrypaunm, 3agaHHble B cekunmn [LinuxSpider]
0b6beanHeHHOro koHburypaumonHoro davina DrWeb Industrial ans ¢annosbix cepsepos

Unix.

NMapameTpbl KOMMNOHEHTa

BCGKMMM npeactaB/eHbl Ciefyrolmne napameTpbl:

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log
{mun xypHanaj}
ExePath

{nyme « cpaliny}

Start

{noeuyeckuti}

[*] ExcludedPath

{nyme k ¢paliny unu kamasnoay}

OnucaHue

YpoBeHb NoApPoHHOCTY BeAeHMs XXypHana KOMMOHEHTa.

Ecnn 3HaueHve napamMeTpa He yKa3aHO, NCNoJib3yeTcA
3HaueHve napameTpa DefaultLoglLevel M3 ceKUUN
[Root].

3HaueHue Mo ymMoiyaHuio: Notice

MeTog, BegeHna XypHaJia KOMMOHEHTa.

3HauyeHwe no YMOAYaHUO: Auto

MyTb K McnonHsemomy dainy KOMMOHeHTa.

3HaueHue Nno ymonyaHuo: /opt/drweb.com/bin/drweb-
spider

KomnoHeHT 3anyckaeTcs 4eMOHOM yrpaB/ieHUs
KoHburypaupmein Dr.Web ConfigD.

YcTaHoOBKa AaHHOTo napameTpa B Yes NpeanucoiBaeT AeMOoHy
ynpasJ/ieHnst KOHbUrypaLupen HeMe/IeHHO 3anyCTUTb
KOMMOHEHT, a YCTaHOBKa ero B 3HaueHWe No — HeMeZ/1eHHO
3aBepLunTb PaboTy KOMMOHEHTa.

3HauyeHve No YMONYaHWIO: 3aBMCUT OT TOTO, B COCTaBe Kakoro
npoaykta Dr.Web paboTtaeT KOMMNOHeHT.

MyTb K 06BEKTY, KOTOPLIVA AOKEH ObITb MPOMYLLEH NPK
MOHWUTOPWHre darnoBbix onepauuii. lonyckaetcs ykasaHve
MyTV Kak K OTAeNbHOMY dainy, Tak U K KaTanory B LieNOoM.
Ecnu ykasaH kaTanor, 70 6yayT nckitoueHsl U3 HabatoaeHNs
BCe palinbl U nogkaTanoru (BKI0Uas BAOXKEHHbIE) 3TOrO
katanora. [lonyckaetcs ncnosb3oBaTb GaitoBble Macku
(copepxkalime CMMBOJIbI ? U *, @ TakkKe CUMBOJIbHbIE KNacChl

P R PR R B 2

MO>HO yKka3aTb HECKOJIbKO 3HaUeHWn B BUAe Crmcka.
3HaueHusa B CMMCKe yKa3bIBalOTCA Yepes 3anaTyto (kaxgoe
3HauyeHue B KaBblykax). [lonyckaetca NoBTOpeHVe napameTpa
B CEKUMM (B 3TOM C/lyyae BCe 3HaueHus 0H6beaMHATCA B
€JVHbIN CNCOK).
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Mapametp

Mode

{FANOTIFY | AUTO}

ExcludedProc

{nyme «k ¢paliny unu cnucok nymedi}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

Mpumep: JobaButb B cnincok dan /etc/filel u
Katanor /usr/bin.

e /lob6aBneHve 3HaYEHMN C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset LinuxSpider.ExcludedPath -
a /etc/filel

# drweb-ctl cfset LinuxSpider.ExcludedPath -
a /usr/bin

e [lobaBneHne 3HaueHUl B dpaiin KoHPUrypaLmm.
o /lBa 3HaueHus B OZHOW CTPOKe:

[LinuxSpider]
ExcludedPath = "/etc/filel", "/usr/bin"

o [lBe cTpoku (MO OAHOMY 3HaUYEHMUIO B CTPOKE):

[LinuxSpider]
ExcludedPath = /etc/filel
ExcludedPath = /usr/bin

YT06bl M3MEHEHUs BCTYNWAN B CUTY, Nepe3arpysnte
kKoHburypaumo Dr.Web Industrial ans dannosbix
cepBepoB Unix ¢ MOMOLLbIO KOMaH/bL:

# drweb-ctl reload

@ HeT cMbicna ykasbiBaTb 34eCb MyTW K

: CUMBOJIMYECKUM CCbLIKaM, MOCKOIbKY Mpu
npoBepke dalina Bcerga aHaMsnpyercs
MPAMON NyTb K HEMY.

3HaueHve Mo yMoaYaHUo: /proc, /sys

Pexxum paboTsl SplDer Guard.

Bo3MO>KHbIe 3HaueHus:

e FANOTIFY — paboTa uepes CUCTEMHbIA MexaHW3M fanotify,

e AUTO — aBTOMaTMUeCKOe OMnpeseneHre ONTUMaibHOro
pexwvmMa paboTbl.

3HauyeHue No ymonyaHuo: AUTO

Cnvcok npoueccos, GpaitioBas akTMBHOCTb KOTOPbIX He
KOHTponmpyeTca. Ecnn dpainoBas onepaums bbina
coBeplLUeHa NH06bIM 13 MPOLIECCOB, YKa3aHHbIX B 3HaUYEHUM
napameTpa, TO U3MeHeHHbIV WK CO3AaHHbIl Gain He byaeT
NpOBepPATLCA.

Mo>xHOo yKa3aTb HeCKOJIbKO 3HaYeHWn B BrAae Crnncka.

3HayeHWsa B crmcke YKa3bIBarOTCA Yepe3 3anAaTyro (Ka>|<p,oe
3HaYeHMe B KaBblUKax). ,ﬂ,OI'IyCKaETCﬂ NnoBTOpEHME NapaMeTpa
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Mapametp

BlockBeforeScan

{Off | Executables | All}

ExcludedFilesystem

{ums ¢gatinosoli cucmemol}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

B CEKUMM (B 3TOM C/lyyae BCe 3HaueHus 0O6beanHATCA B
eAVHbIN cnncok). JonyckaeTcs ncnoab3oBaTb GpalinoBble
Macku (cogepikallye CUMBOJbI 2 U *, @ Takke CUMBOJIbHbIE
knaccel [ 1, [! 1, [~ 1)

Mpumep: lo6aBuTb B CNMCOK NpPOLECCHl wget U curl.

e [lob6aBneHVe 3HaYEHMN C MOMOLLLbIO KOMaHAbl drweb-—
ctl cfset:

# drweb-ctl cfset LinuxSpider.ExcludedProc -
a /usr/bin/wget
# drweb-ctl cfset LinuxSpider.ExcludedProc -
a /usr/bin/curl

e [lobaBneHne 3HaUEHWA B Galin KOHPUrypaLmu.
o [lBa 3HaueHus B OAHOW CTPOKe:

[LinuxSpider]
ExcludedProc = "/usr/bin/wget",
"/usr/bin/curl”

o [lBe cTpokm (MO OAHOMY 3HaUYEHMIO B CTPOKE):

[LinuxSpider]
ExcludedProc = /usr/bin/wget
ExcludedProc = /usr/bin/curl

YT06bl M3MEHeHUs BCTYNWAW B CUAY, Nepe3arpysnte
koHurypaumo Dr.Web Industrial gns dannosbix
cepsepoB Unix ¢ NOMOLLbHO KOMaHAbI:

# drweb-ctl reload

3HaueHWe Nno ymosyaHuto: (He 3a0aHo)

BrokvpoBatb dainbl Npu obpaLleHnn K HUM 4O NpoBepKu
MOHUTOPOM (YCUNEHHBIA UK «MapaHoUAanbHbIN» PeXnM
MOHUTOPWHra).

JonycTuMble 3HaYeHUs:
e Off — He 610KMPOBaTL AOCTYN K halinam, faxe ecav OHM
He MpPOBepEeHbI.

e Executables — 610kMpoOBaTh AOCTYM K NCMOJHAEMbIM
darinam (popmatos PE n ELF n ckpunToB., cogepKaLymx
npeambyny #!), He NPOBEPEHHbIM MOHUTOPOM.

e A11 — BnOKMpPOBaTh JOCTYMN KO BCeM dalinam, He
NMpPOBepPeHHLIM MOHUTOPOM.

®ainbl 610KMPYHOTCH TOIBKO B pexume FANOTIFEY.
3HaueHve No ymMonYaHuo: Of £

®aiinoBas cuctema, 4OCTyn K panam KOTOpoW
KOHTPOAIMPOBAaTLCS He byger.
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Mapametp

[*] OnKnownVirus

{Oelicmsue}

[*] OnIncurable

{Oelicmsue}

[*] OnSuspicious

{Oelicmsue}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue
[JaHHaa dyHKUMA [OCTYMHa TONbKO B pexxvime FANOTIFY.

MO>HO yKka3aTb HECKOJIbKO 3HaUeHWn B BUe CrmcKa.
3HaueHusa B CMMCKe YKa3bIBAlOTCA Yepes 3anaTyto (kaxgoe
3HaudeHVe B KaBblyKkax). [lonyckaeTca MOBTOpeHWe napameTpa
B CEKUMM (B 3TOM C/lyyae BCe 3HayeHWs 0ObeaMHAr0TCA B
eANHbIA CMUCOK).

Mpumep: JobaButb B cnncok dpainoBble cucteMbl cifs u
nfs.

e [lobaBneHmne 3HaUYeHN C MOMOLLbI KOMaHbl drweb-
ctl cfset:

# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a cifs
# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a nfs

e [lobaBneHne 3HaueHU B dpaiin KoHPUrypaLmm.
o [lBa 3HaueHWs B OAHOW CTPOKe:

[LinuxSpider]
ExcludedFilesystem = "cifs", "nfs"

o [lBe cTpoku (MO OAHOMY 3HaUYEHMUIO B CTPOKE):

[LinuxSpider]
ExcludedFilesystem = cifs
ExcludedFilesystem = nfs

YTO6bI M3MEHeHWs BCTYNWAN B CUY, Nepesarpysure
koHburypaumo Dr.Web Industrial ans dannosbix
cepBepoB Unix c MOMOLLbIO KOMaHAbL:

# drweb-ctl reload

3HauyeHwe no yMoayaHuo: cifs

[JenctBre npu obHapyXeHuUn B NnpoBepsieMoM daine
M3BECTHOW yrpo3bl (BMpYyca U T. 4.).

Jonyctnmble 3HaueHna: REPORT, CURE, QUARANTINE,
DELETE.

3HayeHve No yMOAYaHWUO: REPORT

[JencTBre B Ciyyae HEBO3MOXXHOCTU MU3JIEYEHNS YIPO3bl.
JonyctMble 3HaueHns: QUARANT INE, DELETE.
3HayeHWe Mo yMoiYaHuio: QUARANTINE

[elicTBMe Npu 06HapyXXeHUM B NPOBEPAEMOM C MOMOLLIbHO
3BPUCTMUECKOrO aHanmsza daiine HeM3BeCTHON yrposbl (Win
noAo3peHna Ha yrposy).
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Mapametp

[*] OnAdware

{Oelicmsue}

[*] OnDialers

{Oelicmesue}

[*] OnJokes

{Oelicmesue}

[*] OnRiskware

{Oelicmsue}

[*] OnHacktools

{Oelicmsue}

[*] ScanTimeout

{uHmepean epemeHu}

[*] HeuristicAnalysis

{on | off

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

,ﬂ,OI‘IyCTVIMbIe 3HaueHus: REPORT, QUARANTINE, DELETE.
3HauyeHwe no ymon4daHuto: REPORT

JevctBre npu obHapyxeHUn B nposepsemMoM daline
peknamMHOM NporpamMmsi.

[Jonyctnmble 3HaueHna: REPORT, QUARANTINE, DELETE
3HaueHune Mo yMONYaHWio: REPORT

[JenctBre Npu obHapyXeHun B NnpoBepseMoM danne
nporpaMmMbl aBTOMaTUYECKOro J03BOHA.

,ﬂ,OI‘IyCTI/IMbIe 3HaueHua: REPORT, QUARANTINE, DELETE.
3HauyeHwe no ymMoa4aHuto: REPORT

[evlicTBMe Npu 06HapyXeHWUN B NpoBepsieMoM daline
NporpamMMmbI-LLUYTKA.

,ﬂ,OHyCTI/IMbIe 3HaueHus: REPORT, QUARANTINE, DELETE.
3HauyeHwe no ymoa4daHuto: REPORT

[JevctBre npu obHapyxeHUn B nposepsemMoM ¢aline
NOTEHLMaNbHO OMacHOM NPorpamMmbl.

Jonyctnmble 3HaueHna: REPORT, QUARANTINE, DELETE
3HayeHne No yMonYaHuo: REPORT

[JelictBre npu obHapyeHUn B npoBepsieMoM daiine B
nposepsieMoM daine xakepckom Nporpammbl.

[JonyctMmble 3HayeHns: REPORT, QUARANTINE, DELETE.
3HaueHue Nno yMoNYaHWo: REPORT

Talim-ayT Ha NpoBepKy oAHOro darna.

Jonyctumble 3HaueHus: oT 1 cekyHapl (1s) go 1 yaca (1h).
3HaueHue Mo ymoiyaHuro: 30s

Vicnonb3oBaTtb WAM He UCMOb30BaTh IBPUCTUYECKMIN aHan3
419 TIOMUCKA BO3MOXKHbIX HEV3BECTHbIX YrPO3. DBPUCTUYECKMIA
aHaNn3 MoBbIWAET HAZEXHOCTb NMPOBEPKK, HO YBEANUYMBAET
ee ANNTeNbHOCTb.

,D,EVICTBVIE Ha Cpa6aTbIBaHVIe 3BPUCTNHECKOTO aHaan3aTopa
3ajaeTca napamMeTpomMm OnSuspicious.

,D,O nyctMble 3HaYEHNA:

e On — WNCMOJIb30BaTb 3BpI/ICTI/I“IeCKI/II7I aHaJm3 Nnpwv rnpoBepkKe.

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp OnucaHue

e Off — He MCMO0/b30BaTb 3BPUCTUUECKUIA aHANN3.

3HaueHue no YMO4YaHMO: On

[*] PackerMaxLevel MakcrManbHbIN ypOBEHb BJOXKEHHOCTU A1 3aMakoBaHHbIX
061bekToB. [ToA 3anakoBaHHbIM 06bEKTOM MOHMMaeTCA
NCNONHAEMBIV KOJ, CKaTblil NPy NOMOLLM
cneuvanm3npoBaHHbIX MHcTpymeHToB (UPX, PELock,
PECompact, Petite, ASPack, Morphine n gp.). Takve 06bekTbl
MOTYT BK/ItOYaTb ApYyrue 3anakoBaHHble 06beKTbl, B COCTaB
KOTOPbIX TakxKe MOTYT BXOAWTb ApYrue 3arnakoBaHHble
061beKTbl, ¥ T. A. 3HaueHWe 3TOro NnapameTpa ycTaHaBAMBaeT
npesenbHbI ypOBEHb MepapXum BAOXKEHHOCTW, Noce
KOTOpPOro o6beKTbl BHYTPU 06BbEKTOB He HyayT NPoBepPATLCS.

{yenoe yucno}

OrpaHWYeHNiA YPOBHS BAOXEHHOCTM HET. 3HaueHne 0
yKa3bIBaeT, YTO BJIOXKEHHble 06BbEKTbI He MPOBePAIOTCA.

3HauyeHue No ymMonyaHuo: 8

[*] ArchiveMaxLevel MakcrManbHbIN YpOBEHb BAOXEHHOCTM A5 apXMBOB
(.zip, .rar 1 Ap.), B KOTOPble BAOXEHbI APYrne apXuBbl, B
KOTOpble, B CBOK 0Yepesb, Takke MOTyT HbiTb BJIOXKEHbI
apxvBbl, U T. A. 3HaYeHWe 3TOro NnapameTpa ycTaHaB/vBaeT
npesenbHbI YypOBEHb MepapXun BAOXKEHHOCTH, Noc/e
KOTOPOro apxu1Bbl BHYTPW apX1BOB He OyAyT NpoBepATbCA.

{yenoe yucno}

OrpaHuyeHUit ypoBHsl BJIOXEHHOCTU HeT. 3HaueHve 0
YKa3bIBaET, UYTO BJIOXKEHHbIE 06BEKTbI He MPOBEPSHOTCS.

3HauyeHve no yMoa4aHuo: 0

[*] MailMaxLevel MakcrManbHbIN YpOBEeHb BJOXKEHHOCTU And Ppainnos
MOYTOBbIX Mporpamm (.pst, .tbb MU T. M.), B KOTOPble MOTyT
6bITb BNIOXKEHBI 06BEKTBI, B KOTOPbIE Takoke MOTYT ObITh
BJIO>XKEHbI 06BEKTBI, U T. 4. 3HaUYeHWe 3Toro napameTpa
ycTaHaB/IMBaET Nnpege/ibHbliA YpOBeHb Mepapxum
BJIOXKEHHOCTW, MOC/Ie KOTOPOTo 06beKTbl BHYTPY 06HEKTOB He
6yayT NpoBepPATHCA.

{yenoe yucno}

OrpaHWYeHniA ypOBHS BAOXEHHOCTM HeT. 3HaueHne 0
yKa3bIBaET, YTO BJOXKEHHbIE 06BEKTbI He MPOBEPAIOTCA.

3HauyeHue no ymonyaHuo: 0

[*] ContainerMaxLevel MakcMasibHbIV yPOBEHb BAOXEHHOCTU AN APYTUX TUMOB
06BeKToB € BAOXKEHUAMU (Hanpumep, cTpaHnubl HTML,
dannbl . jar U T. N.). 3HaUYeHVe 3Toro NapamMeTpa
yCTaHaBAMBaET NpejesibHbl ypOBEHb Mepapxum
BJIOXKEHHOCTW, NOC/e KOTOPOro 06beKTbl BHYTPU 0O BHEKTOB He
6yayT npoBepATbCA.

{yenoe yucno}

OrpaHuYeHUin ypOBHsl BJIOXKEHHOCTU HeT. 3HaueHve 0
yKa3bIBaeT, UTO BIOXEHHbIE 06 bEKTbI He MPOBEPSAOTCS.

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp

[*] MaxCompressionRatio

{yenoe yucno}

DebugAccess

{noauyeckuli}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue
3HaueHue No yMoN4YaHuUio: 8

MakcumanbHo AOI'IyCTVIMaFI CTeneHb COKatna I'IpOBepHeMbIX
06beKTOB (OTHOLLEHME CKaToro o6bemMa K HecxkaTomy). Ecam
cTeneHb COKaTnA 06'beKTa NPEBbICUT YKa3aHHYHO BEJINUUHY, OH
ByzeT NponyLeH Npv NpoBepkKe.

BennumHa cteneHn okatna AoHa 6bITb He MeHee 2.
3HaueHue Mo ymonyaHuro: 500

BkatouaTb MAM He BKIKOYATL B XXyPHaa Ha OTAaJ0UYHOM
ypoBHe (Mpu LogLevel = DEBUG) NogpobHble coobLeHms
0 goctyne kK dainam.

3HauyeHwe no YMOJI4YaHUO: No

Hactpoiika nHanBuayanbHbIX NapamMeTpoB MOHUTOPUHrA
3almLaeMbiX NPOCTPAHCTB

[lns KaXkaoro 3almiiaemMoro npocTpaHcTBa GanaoBon CUCTEMbI B KOHOUTYPaALLMOHHOM
davine, Hapagy c cekumen [LinuxSpider], XpaHALlen Bce napaMeTpbl paboTbl MOHMTOPA,
3ajjaeTcsa oTAeNbHas cekuus, onpegenstowas nytb K Habarogaemorn obnactn pannoBom
CUCTEMbI U NapaMeTpbl ee MOHUTOpPUHra. Kaxaas MHAMBUAYyanbHaA cekuma 3aLimiaeMoro
MPOCTPaHCTBa AOJXKHA UMeTb UMA BUAA [LinuxSpider.Space.<uUMg hpocmpaHcmsea>],
rae <umMs NpoCMpaHcmMea> — YHUKabHbIN NAEHTUOUKATOP 3aLMLLIaeMOro NPoCTPaHCTBa.

NHanBuayanbHas cekums NpoCTpaHCTBa AO/XKHA BKIOYaTb B cebsa ciesytolime napaMeTpsl,
OTCYTCTBYHOLLME B 0bLen cekumm [LinuxSpider]:

Mapametp

Path

{nyme k
kamajozy}

Enable

{noauyeckuli}

OnucaHue

Onpegenset NyTb K KaTasory, XpaHsLiemy daisbl, KOTOpPble JOXKHbI HAXOANTLCS MOJ,
Habto4eHVeM (BKIKOUash BAOXKEHHbIE KaTaaorm).

Mo ymMonYaHUIO AaHHBIN NapameTp UMeeT MycToe 3HaueHWe, No3ToMy Npu Jo6aBeHUM
3alMLLaeMoro NpocTpaHcTBa K 061acT HabatoZeHrs 065a3aTelbHO CneayeT 3ajaTb
JaHHbIV NapameTp.

3HauyeHWe No ymoYaHuto: (He 3a0aHo)

Copep>kvMoe 3alMLLaeMoro NpoCTPaHCTBa, PacrnooXKeHHOe BHYTPU NyTn Path,
AOJIKHO HaXoAUTLCS MoJ HabIA4eHEM MOHWUTOPA.

YcTaHOBKa @aHHOrO napamMeTpa B No NpeAnucbiBaeT MOHUTOPY UCKIOUUTb
COZepP>KMMOe JaHHOTO 3allULLLaeMOro NpoCTpaHcTBa U3 06besMHEHHOW 06aacTy
HabatoaeHNs.

3HaueHue no YMONYaHWNIO: Yes

PyKOBOACTBO aZMUHWCTpaToOpa

154



A7

-
¢

g
),
A

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

@ Ecnvy Bcex 3almaeMbix MPOCTPaAHCTB, YKa3aHHbIX B HACTPOWKax MOHUTOpPa, HabatoseHve

g OTK/IFOUEHO, UK X MyTL He 3asaHbl, To SplDer Guard paboTaeT BXOAOCTYO, MOCKONbKY HU
oAvH davn aepeBa GannoBoM cUCTEMbI He ByAeT HaXOAWTbCA NoA HabatoseHnem. Ecam
HeO6XOANMO KOHTPOAMPOBaTh BCO GaIoBYHO CUCTEMY Kak eAMHOe 3alyumiaemMoe
NMPOCTPaHCTBO, CIeAyeT yAaauTb U3 HACTPOEK BCe MMEHOBaHHbIe CEKLMN 3aLlMLLaeMblX
MPOCTPaHCTB.

Kpome yka3aHHbIX Bbllle, UHAVMBUAYaNbHbIE CEKLMN 3alUMLLAaEeMbIX MPOCTPAHCTB MOTYT
BK/ItOYaTb B ce6A CNMCOK NapamMeTpoB 13 06LLeln CeKLMN HAaCTPOEK KOMIMOHEHTA, OTMEYEHHbIX
ob03HaueHneM [*] B TabauLe Bbille, M Nepeonpesenstowmx napaMeTp, 3ajaHHbli ans
3alMLLIaeMOro NpoCcTpaHCcTBa (HanpumMep, AencTBne Npu obHapy>XeHUn yrposb,
MaKCMManbHY rnybuHy NPOBepPKM apxmMBOB U T. N.). Ecan ana 3awmuiaemMoro npocrtpaHcTBa
He yKa3aH Kakou-1mbo 13 napameTpoB, TO MOHUTOPUHI GalaoB B 3TOM MPOCTPaHCTBE
perynnpyertcsa 3Ha4YeHNAMM COOTBETCTBYHOLLMX MapaMeTPOB U3 CeKUMM [LinuxSpider].

YT06b1 106aBUTb HOBYHO CEKLIMIO MapaMeTPOB A/1A 3aLUMLLIaeMOro NPOCTPaHCTBa C TErOM
<UMS NPOCMPAHCMBea> Npu NOMoLM yTuAnTbl ynpasaeHua Dr\Web Ctl (3anyckaetca
KOMaHAon drweb-ct1), BbINOAHWUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Space -a <umdnpocmpaHcmea>
Mpumep:

# drweb-ctl cfset LinuxSpider.Space -a Spacel
# drweb-ctl cfset LinuxSpider.Space.Spacel.Path /home/userl

MNepBas koMaHAa 206aBUT B paln KOHPUrypaumm cekumto [LinuxSpider.Space.Spacell,
a BTOpas 3a4acT ANs Hee 3HayeHWe napameTpa Path, yka3zaB nyTb K Habarogaemon obnactu
darinoBou cuctemMsbl. Bce npoune napameTpbl B JaHHOM cekumnm ByayT coBnagaTb CO
3HaueHMAMM NapaMeTpoB M3 obLlen cekumn [LinuxSpider].
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9.5. SplDer Guard gna SMB

SpIDer Guard gns SMB — 370 MOHUTOpP KaTasoroB GpanaoBON CUCTEMbI, UCNOb3YEMbIX Kak
pasgensemMble KaTanorn gpannossim SMB-cepBepom Samba. 3TOT KOMMNOHEHT NpeAHa3HauveH
A1 MOHUTOPUHTa AeNCTBUIM ¢ Palinamum B pasgensieMblix katasorax Samba. OH paboTaeT B
pexvMe pe3naeHTHOro MOHUTOPa U KOHTPOAUPYET OCHOBHbIE AeNCTBUS B $alinoBoOM
cuctemMe, oTHocsAWwmecs K panam m katanoram (co3gaHue, oTKpbITUE, 3aKpbITUE, a Takke
onepaunn YTEHUS 1 3anuncK), cogepkallimmcs B 3allmiiaeMblx kaTanorax. Korga KoMnoHeHT
nepexsaTbiBaeT Takoe cobbiTUE, OH NpoBepseT, 6bin v Gain USMEHEH, U eCAn Aa, TO OH
co3gaeT 3aZlauy Ha NPoBepPKy 3TOro Gaisa, KOTOPYHO OTAPABASAET KOMMOHEHTY NPOBEPKYM
darinos Dr.Web File Checker. Ecnv 3anpalwuvBaemblii Gann AencTButenbHO TpebyeT npoBepky,
Dr.Web File Checker, B cBOt0 0uepesb, MHMLMMPYET NPOBEPKY coAepXnmMoro dannia
ckaHupytowmm sapom Dr\Web Scanning Engine. Ecav B patine obHapy>eHa yrposa, dann
6a0KMpyeTca Ana 4OCTyNa Ha Nepuos, yKazaHHbI B HaCTPOMKaX, O MOMEHTa MPUMEHeHUs K
HeMy AeNCTBUA NO HEUTPaAM3aL MM yrpo3bl. Takke B HaCTPOMKax KOMMOHEHTa MOXeT ObITb
3alaHo npeanucaHve 6aoknpoBaTb Gann B Ciyyae OLWMOKN ero NpoBepPKM (B TOM Uncie ecim
OTCYTCTBYET AENCTBYIOLWASA INLEH3MA).

ili [na npepoTBpalLieHns BO3MOXHbIX KOHPMKTOB Mexay SplDer Guard v SplDer Guard ans
s SMB npu npoBepke $aiinos B pasgensemMbix katanorax Samba, pekomeHngyeTcs
AOMNOHUTeNbHO HacTpouTb SplDer Guard, BbINOAHUB OAHO U3 CeAyOLWUX AeNCTBUIN:

e n06aBUTb pasgensemble katasorn Samba B 061acTb UCKIOUEHMA (MEPEUNCANTD ITU
KaTanoru B napametpe ExcludedPath);

e n06aBuTb Npouecc Samba (smbd) B CNMCOK UTHOPUPYEMbIX MPOLIECCOB (yKa3aTb
3HauYeHne smbd B NapameTpe ExcludedProc).

@ Monutop SpIDer Guard ans SMB ucnonb3yet ans nHTerpaumm ¢ Samba crneupanbHbIl

: moaynb VFS SMB. CoBmectHo ¢ MoHuTOpoM SplDer Guard ans SMB noctaBasietcs
Heckobko Bepcuin Moayns VFS SMB, cobpaHHbIX A5 pa3/iMuHbIX BEpCcuin Samba, ogHako
OHV MOTYT OKa3aTbCsl HECOBMECTUMbI C Bepcrein Samba, ycTaHOBAEHHON Ha BalleMm
balinoBOM cepBepe, HanMpuMep, ecan YCTaHOBJEHHbIA Y Bac cepBep Samba ncrnosab3yet
onuuto CLUSTER SUPPORT.

B cnyyae HecoBMecTMMOCTM noctaBasiemblx mogynein VFS SMB ¢ Bawum cepepomM Samba
Heo6X0AMMO BbINONHUTL cObopky Moayna VFS SMB ans Bawero cepeepa Samba, Bkitoyas
noAAep>KKy onuum CLUSTER SUPPORT, ecan 310 TpebyeTca. MNpoueaypa cbopkn Moayns
VFS SMB u3 ncxogHoro koga onvcaHa B pasgene C6opka moaynsa VES SMB.

9.5.1. MNpuHuMNbI paboTsbl

B sTom pa3sgene

e Oblune cBeageHUA
e 3asaHue obnacrer GanNOBOM CUCTEMBI, MOoANEXaULNX HAabAOAEH IO
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O6bwue cBeaeHns

MonuTtop SpIDer Guard pgns SMB paboTaet B pexunme geMoHa (06bluHO 3anyckaeTca
AeMOHOM ynpaBneHunsa koHourypaumen Dr.Web ConfigD npu 3anycke cuctemsl). lMocne
3anycka oH paboTaeT B KauecTBe cepBepa, K KOTOPOMY MOAKIOUAKOTCA CreLyvanbHble
nnarvHbl (Mmogynm VFS SMB), paboTatowme Ha cTopoHe cepBepa Samba v KOHTpoaupytoLLme
aKTMBHOCTb MOJb30BaTeNIei B pa3gensemMblix katanorax. [1pn o6Hapy>KeHUN HOBbIX MK
N3MeHeHHbIX GaiiIoB MOHMTOP 3anpalunBaeT X NPOBEPKY KOMMOHEHTOM MpoBepku Gainios

Dr.Web File Checker.

Koraa B paine, npoBepeHHOM MO 3anpocy OT MOHUTOpPa, ObHapy>XnBaeTca Hensneummas
yrposa, uam ecavm ana JaHHOTO TUMa Yrpo3bl B HACTPOKMKax BbIo yka3aHo AericTBUE
«bnokmposaTb» (BLOCK), MOHUTOP AaeT KomaHay moayato VFS SMB, koHTpoanpyroLemy
pa3genseMblli kKaTanor, 6aoknpoBaTb 3TOT Ganin Ans nonb3losaTenen (T. e. 3aNpPeTnTb YTeHne
darna, 3anmcb B HEro 1 ero NCrnoaHeHune). Takxke, eCanM 3TO He OTKIHOYEHO B HaCTPOMKax,
PAAOM C 3a610KMpPOBaHHbBIM GaioM Cco3aeTcs cneLmanbHbIA TEKCTOBbIN dain,
coZep>Kallmi onmcaHmne NpUUnNHbl 610KMPOBKM daina. ITO fenaetca ANa Toro, Ytobbl
npeaoTBpaTUTb 414 Nosib3oBaTens 3GpdeKT «HeOXKNAAHHOrO CcYe3HOBEHMUA daia», KOTOPbIN
Mor 6bl BO3HMKaTb B C/yyae, ecam K dpariny 6bl1o aBTOMaTUYECKN NMPUMEHEHO AeNcTBre
«Ypanntb» (DELETE) nnun «B kapaHTuH» (QUARANTINE). 9TO NO3BO/IA€T NpeAoTBpaTnUTb
MHO>eCTBEHHbIe NMOMbITKN NOb30BaTeNa (MAN NPOrpamMMbl-H4epBs, 3apa3nBLLen KOMMbIOTEP
nosib30BaTens) 3aHOBO CO3JaTbh NEPEMELLEHHbIV AN yaaneHHbIn dalin. Kpome Toro, 310
AencTBMNe ABNAETCA CNOCOboM NPoMHGOPMUPOBaTb NO/b30BATENA, UTO €0 KOMMbIOTEP,
BEPOATHO, MHPMLMPOBAH Kakon-1nMbo BpesOHOCHOW NporpammMoi. MNMoayums Takyro
NHbOpPMaLMIO, MOb30BaTelb MOXET BbIMONHUTL aHTUBUPYCHYIO MPOBEPKY KOMMbIOTEPA,
06Hapy>X1Tb 1 06e3BpeAnTb IoKaabHble Yrpo3bl. lonoNHUTeNbHO dalin (B 3aBUCUMOCTU OT
3HayYeHMA COOTBETCTBYHOLLLEro napamMeTpa koHdurypaumnm) Moxet 6biTb 3ab10kMpoBaH Npu
owmnbke NpoBepKu, B TOM YMC/e, ECNN OTCYTCTBYET akTUBHAaA nLeH3ns, obecrneunsatroas
paboty SpIDer Guard ansa SMB.

3apaHue obnacrteit panzIoBOM CMCTEMbI, NOAJIEXKALLUX
HabaoaeHuro

Bbl MOXeTe 3anpeTnTb KOMMOHEHTY HabtoAaTh 3a YKa3aHHbIMUW KaTanoramu un darinamu,
HaxXoAALLUMMUNCS BHYTPU KOHTPONIMPYEMbIX pa3jensemMblx kKatanoros cepsepa Samba. 31o
MOXEeT NOHaZ0BUTLCA, eCNN Kakne-Nmbo dannbl UIMEHAROTCA CIMLLIKOM YacTo, UTO 3acTaBiseT
MOHMTOP CTOJb Xe YacTo UX MPOBEPATb M MOXET MPUBECTU K 6ONbLIOWN Harpy3ke Ha CUCTEMY.
Ecav npu 3TOM TOYHO M3BECTHO, UTO AN HEKOTOPbIX GaliNoB B XpPaHUANLLE YacToe
N3MEHeHNe — 3TO HOpMa/ibHOe NOBeAeHMe, TO PEKOMEHAYETCA UCKNHOUNTL Takme Gaiibl 13-
noz HabatoaeHns MOHUTOPA. B 3TOM ciydyae OH He ByseT pearnpoBaTtbh Ha UX U3MEHEHUE N He
6yseT MHULMMPOBATbL UX MPOBEPKY KOMMOHEHTOM NpPoBepPKM dhaninos.
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[na onpejeneHna KaTanoros, NOANEXALUMX U HE Mojaexallmx HabatoaeHo, MOHUTOP
darnoBbix xpaHuaunw, Samba SplDer Guard ans SMB ncnonb3yet gBa napameTtpa
KOHUrypaumu:

e IncludedPath — CNNCOK NyTen, NOANEXaLUNX MOHUTOPUHTY («06aacTb HabatoAeHUA»);

e ExcludedPath — CNUCOK NyTeN AN UCKNKOYEHUS U3 MOHUTOPUHIa («obiactb
NCKHOUEHUS»).

CraHzapTHO B KayecTBe obacT HabatoAeHNA paccMaTpmMBaeTCs BeCb Pa3jensiemblil KaTanor.
B cnyuae ykazaHusa obnactein HabaArOAEHUA U UCKIOYEHWs, HaBOAEHWIO NOABEPraroTCs
TONbKO Te pansibl U3 pa3fenaemMoro Kataaora, Nyt K KOTOPbIM He OTHOCATCA K NCKIOUEHMAM
n3 cnucka ExcludedPath nam npuHagnexaT obaactn HabatogeHma, onpesensemMmon
cnnckom IncludedPath. [1pn 3TOM, eCam OAMH 1 TOT Xe NyTb yKa3aH B 060mx cnuckax, To
napameTp IncludedPath nmeer nprvoputetr — 06beKTbI, PAaCNONOXEHHbIE MO JAHHOMY
nyTn, 6yayT HaxoAMTbCs Nog KoHTponem moHutopa SplDer Guard ans SMB. Takum obpaszom,
Bbl MO>ETe MCMo/b30BaTb NapameTp IncludedPath Ana BkatoueHus B obaactb
HabAtoAeHNA OTAeNbHbIX KaTanoros 1 GannoB, HaXOAALLMXCA BHYTPM 06NaCTU NCKIOYEHMA.

Bbl MOXeTe 3ajaTb pasnnyHble NapamMeTpbl 3aLUNUTbl ANA Pa3HbIX pa3je/isemMblX KaTaioros
Samba, Haxogawwmxca nog 3awmTton moHmTopa SplDer Guard ana SMB, Bkitovas pasHble
o6aacTn HabAtoAeHNA 1 UCKIIOYEHMA, a TakKe peakLmm Ha OBHapyXeHHble yrpo3bl. 3TO
AOCTUraeTca 3ajlaHnem B cekumn koHdurypaumm monutopa SplDer Guard ana SMB
NHAMBUAYaNbHbIX HacTpoek ana moayner VFS SMB, kKoHTpoampyowmx 3T pasgensemble
KaTanoru.

06 wHTerpauum Dr.Web Industrial gns dainosbix cepsepos Unix ¢ ¢painnoBon cayxboim cm.
: pa3aen UHterpauvs c dalinoBbiv cepepom Samba.

9.5.2. AprymeHTbl KOMaHAHON CTPOKU
Yto6bl 3anycTnth kKoMnoHeHT SplDer Guard ans SMB 13 KOMaHAHOW CTPOKMW, BbIMONHUTE

KOMaHAy:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-smbspider-daemon [<napamempbi>]

o ana FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-smbspider-daemon [<napamempel>]

SplIDer Guard ans SMB gonyckaeT ncnonb3oBaHWe CaeyroLnx napaMeTpos:

Mapametp OnucaHue

——help Ha3HaueHve: BbiBOA Ha 3KpaH KOHCOW WA 3MYNATOpa TEPMUHaNa KpaTKOW CrpaBku Mo
VMeLLMMCS NapamMeTpam KOMaHAHOW CTPOKU 1 3aBepLueHre paboTbl KOMMOHEHTa.
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KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHwue: BbiBOA Ha 3KpaH KOHCOM UAW SMyAATOpa TepMUHana MHbopmaLmm o Bepcum
KOMMOHEHTa 1 3aBepLUeHne paboTbl.

KpaTkuin BapuaHTt: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-smbspider-daemon --help

[laHHas KOMaHJa BbiBeAeT Ha 3KpaH KpaTkyto cnpaBKy komnoHeHTa SplDer Guard gna SMB.

3amMmeuaHusa o 3anycke

3anyck KOMMNOHEHTa B aBBTOHOMHOM peXunMe HenoCcpesCTBEHHO U3 KOMaHAHOMW CTPOKMN He
npeaycmoTpeH. KOMNOHEHT 3anyckaeTcs aBTOMaTUYeCKN JeMOHOM yrnpaBaeHUs
kKoHPurypaumen DrWeb ConfigD npu 3arpy3ke onepaumMoHHON cuctemsl. Ang ynpaBaeHus
napameTpamu paboTbl KOMMNOHEHTa ncnonb3ynte ytanty DrWeb Ctl, npegHa3HauyeHHyo ans
ynpasnenua DrWeb Industrial ana dpannosbix cepsepoB Unix n3 KoMaHAHOWN CTPOKMW.

@ [Ana 3anycka ytuautel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

[ns nonyyeHns cnpaBKn O KOMMOHEHTE 13 KOMaHZAHOW CTPOKM BbIMOJHUTE KOMaHAY
man 1 drweb-smbspider-daemon.

9.5.3. NMapameTpbl KOHPUTypaLumn

B sTom pasaene

L I'Iapalvleprl KOMMOHEHTA
° HaCTQOIZKa UHAWBKWAYAJIbHbBIX NMAaPaAMETPOB MOHWUTOPWHIA

KoMnoHeHT MCNOANb3YET NapaMeTpbl KOHq)VII'ypaLI,VII/I, 3aflaHHble B ceKunmn [SMBSpider]

ob6beanHeHHOro koHdurypaunoHHoro dania Dr.Web Industrial ana dpannosbix cepBepoB
Unix.

Ma pPpamMmeTpbl KOMIMNOHEHTa

B cekumu npeacTaBaeHbl cneayrolme napameTpsi:

Mapametp OnucaHue
LogLevel YpoBeHb NoAp06HOCTY BeAeHMA XypHaia KOMMOHeHTa.
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Mapametp

{yposeHb nodpobHocmu;}

Log
{mun xypHanaj}

ExePath

{nyme « ¢paliny}

Start

{noauyeckuli}

[*] ExcludedPath

{nyme k cpaliny unu kamanoay}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

Ecan 3HaveHve napameTpa He yka3aHoO, UCMONb3yeTca 3HayeHne
napameTpa DefaultLogLevel U3 cekuun [Root].

3HauyeHve no yMoaYaHuo: Notice

MeTog, BeAeHWA XXypHaJia KOMMOHEHTa.

3HayeHne No yMONYaHWIO: Auto

MyTs K McnoaHsemomy daiiny KOMNOHEHTa.

3HauyeHue Mo yMONYaHUIO:

e ana GNU/Linux: /opt/drweb.com/bin/drweb-smbspider—
daemon

° aNs
FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
smbspider-daemon

KoMnoHeHT 3anyckaeTcsa 4eMOHOM ynpaB/ieHVs KoHPUrypaLmen
Dr.Web ConfigD.

YcTaHOBKa AaHHOTO napameTpa B Yes MpeAnucbiBaeT AeMOHY
ynpaBaeHusi KOHPUrypaLmen HeMeIeHHO 3amyCTUTb KOMMOHEHT, a
yCTaHOBKa B 3HaueHWe No — HeMeZJ/IEHHO 3aBepLUmnTb ero paboTy.

3HaueHve No ymonyaHumo: No

MyTb kK 06BEKTY BHYTPU pa3fensieMoro katanora, KOTOpbIf JOKeH
6bITb MPOMYLLEH MPY NMPOBEPKe BMeCTe CO BCeMM MoAKaTasoraMm 1
BJIOXKEHHbIMU Painamu. [lonyckaeTcs ykasaHue Nyt OTHOCUTENbHO
KOpHeBoOro katasora ¢gainooro xpaHuivwa SMB (cM. napametp
SambaChrootDir) Kak K OTAeNbHOMY daiiny, Tak U K KaTanory B
Lenom. [lonyckaeTca ucnosib3oBatb $alinoBble Macky, coAepiKallne
CMMBOJIbI ? U *, @ TakxKe CUMBOJbHbIE kacchl [ 1, [ 1, [~ 1.

Mo>eT UMeTb CMUCOK 3HaUeHWIA. 3HaUeHWs B CMIUCKE YKa3bIBatOTCS
yepes 3anAaTyro (KaXkgoe 3HaveHue B kaBblykax). [lonyckaeTcs
MOBTOPEHVE NapaMeTpa B CEKUMM (B 3TOM C/lyyae BCe 3HaYeHws
06BEeAMHAOTCA B eAWHbIV CMNCOK).

Mpumep: JobaButb B cncok ¢dan etc/filel W kaTanor
usr/bin.
1. [obaBneHne 3HaUeHWA B Galin KOHPUrypaLmm.

e [1Ba 3HaUeHWs B OJHOW CTPOKE:

[SMBSpider]
ExcludedPath = "etc/filel", "usr/bin"

e [lBe CTPOKM (NO OAHOMY 3HAUYEHWUIO B CTPOKE):

[SMBSpider]
ExcludedPath = etc/filel
ExcludedPath = usr/bin
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Mapametp

[*] IncludedPath

{nyme K ¢baliny unu kamanozy}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

2. [Job6aBneHne 3HaUeHU C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset SMBSpider.ExcludedPath -a
etc/filel
# drweb-ctl cfset SMBSpider.ExcludedPath -a usr/bin

Ecan yKa3aH KaTtasor, 1o 6y,£I,ET nponylieHo BCe COAEPXMMOE 3TOTO
KaTanora.

3HaueHue Mo yMoNYaHWUO: (He 3a0aHo)

MyTb K 06BEKTY BHYTPM pa3fensieMoro kataaora, KOTOPbIA AOJIKEH
06f3aTeNbHO NpoBepATbCA. [JonyckaeTcs ykasaHue myTu
OTHOCUTENILHO KOPHEBOTO KaTasiora ¢aioBoro xpaHuiviia SMB
(cM. napameTp SambaChrootDir) Kak K OTAe/bHOMY daliny, Tak v
K kaTanory B Lenom. [lonyckaeTcsa Mcnonb3oBaTb GparnoBble Macky,
cofep>kalyme CMMBOJbI ? U *, a Takoke CMMBOJIbHbIE Knacchbl [ 1,

I P RO

Mo>eT MMeTb CMUCOK 3HAaYEHWUI. 3HaUEHWs B CMINCKE YKa3blBArOTCS
yepes 3anaTyto (KaXkgoe 3HaueHve B KaBblukax). JlonyckaeTtcs
NMOBTOPEHVE NapamMeTpa B cekuun (B 3TOM C/lyyae BCe 3HaYeHus
06BbEeAMHAOTCA B €AWHbIV CMNCOK).

Mpumep: lobaeutb B cnncok ¢pain etc/filel uKkatanor
usr/bin.
1. [obaBneHue 3HaueHU B dpaiin KOHPUrypaLmm.

e [lBa 3HaUYeHMA B OJHOW CTPOKE:

[SMBSpider]
IncludedPath = "etc/filel", "usr/bin"

e [IBe CTPOKM (MO OAHOMY 3HAUEHMIO B CTPOKE):

[SMBSpider]
IncludedPath etc/filel
IncludedPath = usr/bin

2. [Job6aBneHne 3HaUeHU C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset SMBSpider.IncludedPath -a
etc/filel
# drweb-ctl cfset SMBSpider.IncludedPath -a usr/bin

Ecnn ykasaH kaTanor, To 6yayT NpoBepeHbl BCe cofepskalimecs B
3TOM KaTasore danbl v NOAKaTaNOT.

| [JlaHHbI NapameTp VMeeT NPUOpPUTET Haz
: napameTpoM ExcludedPath, T. €. €CM O4WH U

TOT Xe 06bekT (hain unn katanor) BKIHOYEH B 0ba
napameTpa, To OH ByAeT NpoBepPEH.

3HaueHWe Mo yMoYaHuto: (He 3a0aHo)
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[*] AlertFiles

{noauyeckuli}

[*] OnKnownVirus

{Oelicmaue}

[*] OnIncurable

{Oelicmesue}

[*] OnSuspicious

{Oelicmsue}

[*] OnAdware

{Oelicmsue}

[*] OnDialers

{Oelicmesue}

[*] OnJokes

{Oelicmsue}

[*] OnRiskware

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

Co3pgaBaTb WW He co3gaBaTb AN 3abaoknpoBaHHoro daina
TEKCTOBbIN daiin ¢ onucaHvem npuunH 6aokmposku. Co3aaBaemblii
darin 6yseT UMeTb UMA <ums 3a6710KUPOBAHHO20
¢alina>.drweb.alert.txt.

ﬂ,Ol‘IyCTI/IMbIe 3Ha4veHua:

e Yes — co3jaBaTb Gai/ibl NPUUMH 6NOKMPOBKY;
e No — He co3gaBaTb Takue dainbl.

3HayeHne No yMONHYaHWIO: Yes

[JelictBre npu oH6Hapy>KeHUM M3BECTHOM Yrpo3bl.

ﬂ,OI‘IyCTI/IMbIe 3HaueHua: REPORT, BLOCK, CURE, QUARANTINE,
DELETE.

3HaueHuWe Mo yMONYaHWo: REPORT

[JeWnctBue B cryvae HeyAauHOW NOMbITKW U3NEYEHMs YTpO3bl.
[Jonyctumble 3HayeHna: BLOCK, QUARANTINE, DELETE.
3HaueHue Mo yMoNYaHuoo: QUARANT INE

[eWcTBre Npu 06Hapy>XeHU NOAO03PUTENLHOTO O6BbekTa.

Jonyctumble 3HadeHuna: PASS, REPORT, BLOCK, QUARANTINE,
DELETE.

3HayeHue No yMoNYaHMoo: REPORT

[JelictBre npu obHapy>KeHUW pekaMHOM NPOrpamMmel.

ﬂ,OI‘IyCTI/IMbIe 3HaueHua: PASS, REPORT, BLOCK, QUARANTINE,
DELETE.

3HauyeHve no YMOAYaHWNKO: PASS

[elicTBMe Npu 06Hapy>XeHWUN NMPOrpaMmMbl aBTOMaTUYECKOTO
[O3BOHa.

Jonyctumble 3HaueHuna: PASS, REPORT, BLOCK, QUARANTINE,
DELETE.

3HauyeHve no YMOAYaHWMO: PASS

[elicTBMe NMpu 06HapY>XEHWUN NMPOTPaMMBbI-LLYTKU.

Jonyctumble 3HayeHuna: PASS, REPORT, BLOCK, QUARANTINE
DELETE.

3HauyeHve no yMOAYaHWMO: PASS

[JeictBre npu o6Hapy>XeHUM NOTEHLMANbHO OMacHON NPOrpaMMbl.

PyKOBOACTBO aZMUHWCTpaToOpa
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{Oeticmeue} [lonycTvMble 3HauyeHus: PASS, REPORT, BLOCK, QUARANTINE,

DELETE.
3HauyeHve no YMOAYaHWNKO: PASS

[*] OnHacktools [JelcTBre npy 06HapYyXXeHUN XakepCKOW NPOrpamm.

{Oeticmeue} JlonycTuMble 3HaueHus: PASS, REPORT, BLOCK, QUARANTINE,

DELETE.

3HauyeHve Mo YMOAYaHWUO: PASS

[*] BlockOnError BrokvpoBatb v He 6aokMpoBaTh dain Ans JOCTyNa, eCv B
. npouecce ero NPOBePKM NpomsoLlia owmnbka, 1Mbo ecam
{noauyeckuti} .
OTCYTCTBYET JEWCTBYHOLLAA ANLEH3MA, pa3peLlatoLlas NnpoBepky
¢davinoe moHutopom SplDer Guard ans SMB.
| Ecav aTOT NapameTp ycTaHOBJ/IEH B 3HaYeHWe Yes,
: TO MPW OTCYTCTBUM AeWCTBYIOLLEN anLeH3un SplDer
Guard gns SMB 6ynet 610knpoBaTh Bce dannbl,
rnomellaemble B 3alLULLAEMbIA UM pa3zenseMbli
KaTanor.
JonyctMmble 3HaYeHns:
e Yes — BnokupoBaTtb AOCTyn K danny;
e No — He 610KMpoOBaTh AOCTYN K dainy.
3HayeHWe MO YMOYaHWIO: Yes
[*] ScanTimeout TalimM-ayT Ha npoBepky ogHoro daina.

{uHmepean epemeriu} [Jonyctimble 3HaueHusa: oT 1 cekyHabl (1s) go 1 vaca (1h).

3HaueHvie No yMoAuYaHuo: 30s

[*] HeuristicAnalysis Vicnonb3oBaTth WM He UCMOb30BaTb 3BPUCTUUECKUI aHaNU3 Ans

MoucKa BO3MOXKHbIX HEU3BECTHbIX YrPO3. DBPUCTUYUECKUIA aHaNm3
{On | Off} MOBbLILIAET HAZEXHOCTL MPOBEPKY, HO YBENNUMBAET ee
ONUTENBHOCTD.

MapameTp OnSuspicious onpejenseT AeNcTBMe Npu
cpabaTbiBaHWM 3BPUCTMUECKOTO aHaausaTopa.

,D,OI'IyCTVIMbIe 3Ha4veHua:

e On — MCMONb30BaTh IBPUCTUYECKUIA aHa/IM3 MPU NPOBEPKE;
e Off — He 1UCMoNb30BaTh IBPUCTUYECKUIA aHaIM3.
3HayeHne No yMOJYaHMIO: On

[*] PackerMaxLevel MakcuMabHbI ypOBEHb BAOXKEHHOCTU ANA 3anakoBaHHbIX

o61bekToB. [og 3anakoBaHHbIM 0H6BHEKTOM MOHUMAaEeTCs
{yenoe yucno}
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[*] ArchiveMaxLevel

{yenoe yucno}

[*] MailMaxLevel

{yenoe yucno}

[*] ContainerMaxLevel

{uyenoe yucno}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

MCNONHAEMbIV KOJ, CKaTbli NPy NOMOLLM CrieLranm3npoBaHHbIX
nHctpymentoB (UPX, PELock, PECompact, Petite, ASPack, Morphine n
4p.). Takne o6beKTbl MOTYT BKIOUATL APYrie 3anakoBaHHble
06BEeKTbl, B COCTaB KOTOPbIX TakKe MOTYT BXOAUTb Apyrve
3anakoBaHHble 06beKTbl, U T. 4. 3HaueHVe 3Toro napameTpa
ycTaHaBAVBaEeT Npege/bHblil YpOBEHb MepapXun BAOXKEHHOCTH,
nocse KOToporo o6bekTbl BHYTPU 06beKkToB He HyayT npoBepATbLCA.

Bce 061bekTbl, YpOBEHb BIOXEHHOCTU KOTOPbIX 60Jblle YKa3aHHOTO,
6yayT nponyckaTbCA NpW NPOBepKe, MHALMMPOBAHHOM MO 3anpocy
SpIDer Guard ans SMB.

OrpaHnyeHuii ypoBHS BJIOXKEHHOCTW HeT. 3HaueHue 0 yka3blBaeT,
YTO BNIOXKEHHbIE 0OBEKTbI HE NPOBEPSAHOTCA.

3HayeHne No ymMoJYaHuIo: 8

MaKcvMaibHbIN YPOBEHb BJOXEHHOCTU /1 apXMBOB (. z1ip, .rar U
4p.), B KOTOPble BAOXEHbI APYrve apxuBbl, B KOTOPbIe, B CBOLO
ouepesb, Takke MOTYT ObITb BAOXEHbI apXMBbI, U T. A. 3HaveHue
3TOro napameTpa ycTaHaB/VBaEeT Npeje/bHblli ypOBEHb MepapXum
BJIOXKEHHOCTW, MOC/e KOTOPOrO apXvBbl BHYTPY apX1BOB He byayT
NpoBepPATLCA.

OrpaH1YeHNn YpOBHS BNIOXEHHOCTU HET. 3HaueHWe O yKa3biBaerT,
UTO BJIOXKEHHbIE 06BEKTbI HE MPOBEPSAOTCS.

3HaueHvie Mo yMOa4YaHwW: 0

MakKc1MaibHbI YPOBEHb BAOXKEHHOCTU AN GaliioB NOYTOBbIX
nporpamMm (.pst, .tbb MU T. N.), B KOTOPble MOTYT ObITb BAOXEHDI
06BEeKTbI, B KOTOPbIE TakKe MOTYT ObITb BAOXEHbl 06BEKTbI, U T. 4.
3HayeHWe 3TOro NapameTpa ycTaHaBAMBAET NpesesbHbliA ypOBEHb
nepapxmmn BAOXKEHHOCTW, NMOCAEe KOTOPOTro 06beKTbl BHYTPU
06beKkToB He ByayT NPoBepPATLCS.

OrpaHu4eHnn ypoBHS BNIOXEHHOCTU HeT. 3HayeHre O yKa3blBaerT,
YTO BIOXKEHHblE 0O BEKTbI HE MPOBEPAOTCA.

3HauyeHve no yMOYaHUo: 8

MaKcvMabHbIN YPOBEHb BJOXEHHOCTU /1A APYTUX TUMOB 0H6BEKTOB
C BNOXEHWAMK (Hampumep, cTpanuusl HTML, dainbl . jar nT. n.).
3HaueHWe 3TOro napameTpa ycTaHaBAMBaET NPesebHbIN YPOBEHb
nepapxmmn BAOXEHHOCTH, MOCNE KOTOPOTro 06beKTbl BHYTpY
061BeKTOB He ByayT NpoBepATbCA.

OrpaHnyeHuUli ypoBHS BJIOXKEHHOCTW HeT. 3HaueHune 0 ykasblBaeT,
YTO BNIOXXEHHbIE 0OBEKTbI HE NPOBEPSAHOTCA.

3HayeHne No ymMoJYaHuIo: 8

PyKOBOACTBO aZMUHWCTpaToOpa
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[*] MaxCompressionRatio

{yenoe yucno}

SmbSocketPath

{nyme « ¢paliny}

SambaChrootDir

{nyme k kamasnozy}

ActionDelay

{uHmepsan epemeHu}

MaxCacheSize

{pasmep}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

MakcumanbHoO AOI‘IyCTI/IMaSI CTeneHb CKaTna NpoBepAeMbIX
06bEeKTOB (OTHOLLEHME CkaToro obbemMa K HecxkaTomy). Ecam
CTeneHb COKatud O6'bEKTa I'IpeBbICI/IT yKa3aHHyI-O Beﬂl/ll—II/IHy, TO OH
6yZeT NponyLLLeH Npy NPOBepKe, MHALMMPOBAHHOM MO 3anpocy
SpIDer Guard ans SMB.

BennumHa cteneHn cxkatnsa AoaXHa ObiTb HE MeHee 2.

3HayeHne No ymonyaHumo: 500

MyTb K Ppaiiny cokeTa ans Blaumogeinctems SplDer Guard ans SMB ¢
moaynam VFS SMB.

JTOT NyTb BCErAa fBASETCA OTHOCUTE/IbHBIM U JOTOJHSET MyTb,
yKa3aHHbIA B 3HaUYeHUM NapameTpa SambaChrootDir (B cayyae
MyCTOro 3HaYeHWUs JOTIOJHAETCA MyTb K KOPHIO $aiinoBoi
cucTemsl /).

3HayeHue No yMoNYaHuo: var/run/
.com.drweb.smb spider vfs

MyTb K KOPHEBOMY KaTanory ¢annosoro xpaHwiviia SMB
(nepeonpegensetcs yepe3 chroot GainoBbIM CEPBEPOM).

Vcnonb3yetcs kak npeduke, NoAcTaBaseMblid B HaYasio BCeX MyTew K
dalinam 1 katanoram, HaxoAaLMMcA B GaliNoBOM XpaHUauLLLE, 1
OnMCbIBaeT NYTb K HUM OTHOCUTENIbHO KOPHSA JI0KabHON palinosoin
cucTeMmbl.

Ecnv 3TOT nyTb He yKasaH, TO UCMOIb3YeTCs MyTb K KOPHIO GalinoBo
CUCTEMBDI /.

3HaueHWe Mo ymMoYaHuto: (He 3a0aHo)

BennuvHa 3agepxku, kotopyto SplDer Guard ana SMB Hy>xHO
BblAep>KaTb MeXay MOMEHTOM O6Hapy>KeHWa yrpo3bl 1
NPVMeHeHNeM AelcTBMA K MHOMLMPOBAHHOMY 06bekTy. B TeueHve
3TOro nepwoga daiin 6yaeT 610KMPOBaH.

3HayeHue No ymonyaHuo: 1d

Pa3mep kewa, otBogumoro moaynam VFS SMB Ha xpaHeHve
MHPOPMaLMM O NPOBEPEHHbIX dainax B KOHTPOANPYEMBIX UMK
kaTanorax SMB.

Ecan yKa3aHo 0, TO Kell He UCMNOb3YyeTcs.

3HauyeHve no ymMoayaHuo: 1 0MB
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Hactpoiika nHaneuayasibHbIX NapaMeTpPoB MOHUTOPUHrA

B koHdurypaumoHHom dpane SMB-cepBepa Samba (06bI4HO 3T0 dain smb. conf) MOXHO
3a/aTb YHUKaNbHbIV Ter ansa kaxaoro moayns VFS SMB, KOHTPOAMPYHOLLErO KaXKAabl M
pa3gensieMblii KaTanor (XxpaHuauile). YHukanoHble Tern ana moaynen VES SMB B datine
smb.conf 3aat0TCA CTPOKOW BUAa:

smb_spider:tag = <umsa>

rae <ums> — 3TO YHUKaNbHbIA Ter (MMs), NPUCBOEHHbIN cepBepoM Samba moaynto VFS SMB,
KOHTPOIMPYHOLLEMY HEKOTOPBIN pa3AenseMblii KaTaor.

Ecnm pna kakoro-nn6o moayns VFS SMB onpeseneH yHUKaNbHbIA Ter <UMs>, TO UMeeTcs
BO3MOXHOCTb 06aBUTb B KOHOUTrypaunoHHbI dann DrWeb Industrial gns dannosbix
cepsepos Unix, Hapaay ¢ cekumen [SMBSpider], XpaHaLen Bce napameTpbl paboTtbl ¢ SMB,
OTAENbHYIO CEKLMIO, PErYANPYHOLLYHO TO/IbKO NapaMeTpbl MPOBEPKM KOHKPETHOIO XpaHUANLA.
Takoe xpaHunuie 3awmwaetcs mogynem VFS SMB, nmeroWwmM NpucBoeHHbIN Ter. [JaHHas
cekuua gosxkKHa MMeTb UMA BUaa [SMBSpider.Share.<umg>].

NHpanBuayanbHble cekumnm ana moaynein VES SMB MoryT BkatouaTb B cebs cnmcok
napameTpoB, OTMEUEHHbIX CUMBOJIOM [ * ] B Tabanue Bbiwe. OcTanbHble NapaMeTpbl HE MOTYT
6bITb YKa3aHbl B MHAMBUAYa bHbIX CEKLMAX, MOCKOAbKY OHW BCErAa ONnpeenatoTca cpasy Ans
Bcex mogaynei VFS SMB, c koTopbiMu paboTaeT MOHUTOp KaTasoroB SMB SplDer Guard ans
SMB.

Mogynb VFS SMB 6yaeT 6paTb 3HaueHMs BCEX NapaMeTPOB, He YKa3aHHbIX B UHANBUAYabHOM
cekumMn [SMBSpider.Share.<uma>], KOTOPYH OH UCMO/b3YeT, U3 0bLLen cekummn
[SMBSpider]. Takum obpa3om, ecam BOBCE He 3a/,aBaTh MHAMBUAYANbHbIX CEKLUNA,
NoMeuYeHHbIX Teramu, To Bce Mogynu VFS SMB 6yayT ncnonb3oBaTtb O4MHaKOBbIE HACTPOMKM
3aLWMTbl KOHTPOIMPYEMbIX Pa3zensaemMblX KaTanoros. [1pu 3ToM, ecam ns cekumm
[SMBSpider.Share.<uma>] yAannTb Kakon-nmbo napameTp, TO Ans 3TOW cekumm (n
COOTBETCTBYHOLLErO KaTasora ¢ TeromM <umMms>) byseT NPUMEHSATbCA He 3HaUYeHWe napamMeTpa
Mo YMOJIYaHWIO, @ 3HaUeHMe, ykazaHHOe B COOTBETCTBYHOLLEM OAHOMMEHHOM «POAUTENBCKOM»
napametpe (13 obLien cekumn [SMBSpider]).

Ytobbl f06aBUTL HOBYHO CEKLIMIO MapamMeTpoB /1A pa3senseMoro kataaora Samba c terom
<UMS> MpU NoMoLM yTuanTel ynpaeaeHunsa Dr.Web Industrial ana datinosbix cepsepos Unix 13
KomaHgHou ctpokn Dr.Web Ctl (3anyckaetca komaHaoM drweb-ctl), BbINOJHUTE KOMaHAY:

# drweb-ctl cfset SmbSpider.Share -a <ums>
MNpumep:

# drweb-ctl cfset SmbSpider.Share -a AccountingFiles
# drweb-ctl cfset SmbSpider.Share.AccountingFiles.OnAdware QUARANTINE

MNepBas koMaHAa f06aBUT B dalnn KOHOUTYpaLmm cekuuto
[SMBSpider.Share.AccountingFiles], a BTOpas U3MEHUT B HEW 3HaUeHMe NapaMeTpa
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OnAdware. Takum obpasom, gobaBneHHan cekuma byaeT cogep>kaTb BCe NapameTpbl,
OTMeYeHHble CMBOJIOM [*] B TabsiMLe Bbllle, MPUYEeM 3HaYeHUs BCEX MapaMeTpoB, KpoMe
napameTtpa OnAdware, ykazaHHOro B KOMaHze, 6yayT coBnajatb CO 3HaUYEHUAMM
napameTpoB u3 obulen cekumn [SMBSpider].

9.5.4. C6opka moayna VFS SMB

B sTom pasaene

e Obuine ceegeHna
o VHcTpykuma no cbopke moayna VES SMB

Obwue cBeageHun

Ecnm Bepcns Samba Ha Bawem daiioBOM cepBepe He COBMECTMA HU C OAHOW 13
NMEeoLLMXCA B HaANUUKN BepCUIA BcnoMoratenbHoro moayns VFS SMB, ncnonssyemoro
MoHuTopom SplDer Guard ans SMB, Bam noTpebyeTtcsa cobpaTb 3TOT MOAYAb U3 NCXOAHOTO
Koza.

NcxoaHbiv kog BcnomoratenbHoro moayns VFS SMB, ncnonb3yemoro SplDer Guard ans SMB,
MOCTaBASAETCA B OTAE/IbHOM MnakeTe drweb-smbspider-modules—-src ¥ 3anakoBaH B apxuB
dopmarta tar.gz. [1pu yctaHoBKe nakeTa drweb-smbspider-modules-src apxuB C
NCXOAHbIM KOZOM pacnoiaraerca B kaTanore /usr/src/ n uMeet UMA drweb-smbspider-
11.1.src.tar.gz. B cayyae oTcyTcTBMA 3TOrO apxmBa Mo ykasaHHOMY MyTU BbINOAHUTE
YCTaHOBKY MnakeTa (M3 Perno3nTopus AN BblOOPOYHOM YCTaHOBKOW U3 YHUBEPCAIbHOIO
naketa, B 3aBMCMMOCTK OT crnocoba, koTopbiM ycTaHoBAeH Dr.Web Industrial ans dannoBbix
cepsepos Unix).

Kpome ncxogHoro koga moayna VES SMB, ncnonbsyemoro SplDer Guard ans SMB, Bam Takoke
noTpebyeTcs UCXOAHbIN KOZ MCMO/Ib3yeMOM BaMUn Bepcuu cepeepa Samba. B cayuae
OTCYTCTBUS UCXOAHOTO Koga 3arpysute O ero. Ins onpegenenus, kakas sepcus Samba y Bac
MCNO/Ib3YeTCA, BbINMOHUTE KOMaHAY:

S smbd -V

@ BcnomoratenbHbii Mmoayab VES SMB, ncnonb3syembii SplDer Guard ans SMB, gosixkeH 6bITb

: cobpaH C MCrnonb30BaHMEM UCXOAHOTO KoZa Toi Bepcum Samba, koTopas paboTaeT Ha
Balem GaliIoBOM cepBepe, B MPOTUBHOM C/lydyae pabotocnocobHocts SplDer Guard asis
SMB He rapaHTupyertcs.

[Ans BbINOSHEHMA CHOPKM U3 UCXOAHOTO KOAa Heo6xoAMMO 061asaTh NpaBamMm
cyneprnob3oBatens (06bIYHO NOAb30BaTeNs root). s NnoayyeHVs npas
cyneprnonb3oBaTess Npu cOOpKe UCMOJb3YNTe KOMaHAY CMeHbl NMoJb30BaTeNs su Win
KOMaHZy BbIMOJHEHVS OT UMEHW ApYroro nosb3oBatens sudo.
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UHcTpykuma no c6opke moayna VFS SMB
1. PacnakynTte apx1B C UCXOAHbIM KOLOM MOZAyna B Ntobown kaTtanor. Hanpumep, komaHaa

# tar -xf drweb-smbspider-11.1l.src.tar.gz

pacnakyeT apxvB HEeMoCpPeACTBEHHO B KaTasior, COAep Kallmii caM apXxuB, CO3JaB B HEM
noZKaTtanor ¢ UMeHeM daiina apxusa.

2. YTOUHWTE BEPCUIO MCMO/Ib3YeMOro BaMu cepeepa Samba v 3arpy3unTe ero MCXoAHbIN Kog,
€C/IN 3TOrO elle He BbIN0 caenaHo.

3. YTOYHWTeE, UCNoNb3yeT NN YCTaHOB/IEHHBIN y Bac cepBep Samba onuuto
CLUSTER SUPPORT, BbIMOAHNB KOMaHAy:

$ smbd -b | grep CLUSTER SUPPORT

Ecam onuma CLUSTER SUPPORT MCMOAb3yeTcs YCTaHOBAEHHbIM Y Bac cepBepoM Samba, B
pe3ynbTaTe BbIMOAHEHWNS YKa3aHHOW KOMaH/bl Ha 3KpaH ByaeT BblgaHa CTpoKa
CLUSTER SUPPORT.

4. MepelignTe B KaTanor ¢ UCXOAHbIM KOZOM Samba 1 BbINOAHMTE KOHOUTYPUPOBaHME
(./configure) n cbopky (make) cepsepa. lNpn KOHGUTYPMPOBAHUN YKaXKMTe akTyalbHOe
3HayeHue onuuK, oTBeYatroLLen 3a UCNoNb30oBaHNe CLUSTER SUPPORT. B cayvae
npobaem ¢ KOHOUTrypnpoBaHnem 1 cOopkon ncxoaHoro koga Samba, obpaTtmtech kK

OKyMeHTaumu paspabortuvika .

| Cbopka Samba 13 NCXOAHOTO KOZA Hy>KHa TOJIbKO ANS MOC/AeAyHoLen NpaBuabHOM cOopku
: moayns VFS SMB, ncnonssyemoro SplDer Guard gns SMB. 3ameHbl yCTaHOB/IEHHOTO Y Bac
cepBepa Samba Ha cOBpaHHbIA U3 UCXOAHOTO KOAa He noTpebyetcs.

5. MNocne ycnewHoro okoH4YaHus cbopkn Samba nepergnTe B KaTtanor ¢ UCXOAHbIM KOZOM
mogaynsa VFS SMB v BbInosIHUTE KOMaHAy:

# ./configure --with-samba-source=<nyme Kk kKamasoay ucxo0Ho2o koda Samba> && make

rae <nyme k Kamanoay ucxoOHo20 koda Samba> — 3To MyTb K KaTajory, B KOTOPOM
npovsBoamnaack cbopka Samba Ha nNpezbiayLiem Liare.

6. Mocne ycnewHon cbopkm moaynsa VFS SMB, ckonupyrte nonyyeHHbI dann
libsmb spider.so U3 CO34aHHOrO B pe3ynbTaTe cbopkn nogkatanora .libs B KaTanor
VFS-mopaynei cepsepa Samba (no ymonvaHuo ana
GNU/Linux — /usr/1ib/<apxumekmypa>-1linux-gnu/samba/) C NeperMMeHOBaHNEM
daina B smb_spider.so, BbINOAHWUB, HaNpUMep, KOMaHAy:

# cp ./.libs/libsmb spider.so /usr/lib/x86 64-linux-gnu/samba/smb spider.so

7. Mocne konnpoBaHusa cobpaHHoro moayna VFS SMB, katanoru, B KOTOPbIX MPOV3BOANIAaCh
cbopka Moaynsa n cepeepa Samba, MOXHO yaanuTb.

Nanee HeobxoaMMO BbIMONHUTL MHTerpaumto Dr.Web Industrial ana gannosbix cepepos Unix
c cepeepoM Samba, kak 3TO OnMcaHO B COOTBETCTBYIOLEM pa3jene PykoBoacTBa
agMUHUCTpaTopa. B JaHHOM cnyvae Ha NepBOM Luare MHTerpauumn He TpebyeTca co3gaBaTtb
CMMBOJINYECKOWN CCbIKM smb_spider. so B katanore VFS-mopynen cepsepa Samba.

PyKOBOACTBO aZMUHWCTpaToOpa
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9.6. Dr.Web File Checker

KomnoHeHT nposepkun ¢annos Dr.Web File Checker npegHasHaueH ana npoBepku Ganinos u
kaTanoros dannoBon cnctembl. OH UCMoNb3yeTca ApyrMmu kKomnoHeHtamu Dr.Web Industrial
ans dannoBbix cepeepoB Unix ans nposepky 06bekToB dannoBon cuctembl. Kpome 3toro,
KOMMOHEHT BeZeT MOCTOAHHO XPaHUMbIN peecTp BCex yrpo3, obHapy>XeHHbIX B ¢painoBou
cucTemMe, 1 BbINOHAET QYHKLUMIO MeHeaKepa KapaHTWHa, yNpaBafa COAEP>XKMMbIM KaTaloros
B KOTOPbIX pacrnonaratoTca N30AnpoBaHHble darinbl.

9.6.1. MpuHUMNbI paboTbl

KomnoHeHT Dr.Web File Checker 3anyckaetca ¢ npaBamu cyneprnosib3oBaTena (Mo/sb3oBaTens
root) 1 NCNOb3yeTCa ANA CKaHWPOBaHMA 0H6BEKTOB ParioBOM cuCTeMbI (Palnbl, KaTanoru u
3arpy3ouyHble 3anmcum).

Dr.Web File Checker nHaekcrpyet Bce npoBepeHHble Gaitsibl U KaTalorn 1 COXpaHsAeT JaHHble
O NpOBepPeHHbIX 06bekTax B CrneLnansbHOM Kelle, YUTObbl He BbINMOHATL MOBTOPHYHO NPOBEPKY
06bEKTOB, KOTOPbIE Y>Ke OblNN NPOBEPEHbI PaHee U He N3MEHANNCh C MOMEHTa NOCeHelN
NPOBEPKM (B 3TOM C/lyyae, eCin 3asBka O NPOBepPKe Takoro 06bekTa MocTynaeT NOBTOPHO,
BO3BpaLLaeTCs pe3ynbTaT ero npeablayLler NPoBepPKM, U3BAEUYEHHbIN U3 KeLla).

Mpw nocTynaeHmn 3anpocoB Ha NpoBepky 06bekToB Galnao0BON CUCTEMbBI OT APYrUX
komnoHeHTOB Dr.Web File Checker npoBepsieT, TpebyeTtcs am npoBepka 3anpoLIeHHOro
obbekTa, n ecan fa, To bopMuUpyeT 3agaHne Ha NMPOBEPKY €ro COAEP>KMMOro Ana
ckaHupytowtero agpa Dr.Web Scanning Engine. Ecav npoBepeHHbI 06BEKT COAePXXUT yrposy,
10 Dr.Web File Checker 3aHocuT ero B peectp 06Hapy>KeHHbIX yrpo3 1 NMPUMEHSET K HEMY
HerTpanusyloLlee AeNCTBUE (NeYeHure, yaaneHre nim nepemMeLleHmne B KapaHTuH), eCam 310
AeVCTBME 3a4aHO KIMEHTCKMM KOMMOHEHTOM, MHULMMPOBABLUMM NPOBEPKY, B KauecTse
peakuun Ha yrpo3y. B kauecTBe MHMLMATOPOB MPOBEPKN MOTYT BbICTyNaTb pa3/iyHble
komnoHeHTbl Dr.Web Industrial gna daninosbix cepsepos Unix (Hanpumep, MoHuTOp SplDer

Guard ana SMB).

B npouecce npoBepkn 3anpoLleHHbIX 06beKTOB $GariNoBOW CMCTEMbl KOMMOHEHT MPOBEPKM
darnoB GpopMupyeT 1 oTNpPaBAAET KOMMNOHEHTY-KINEHTY, 3aNPOCUBLLEMY NMPOBEPKY, OTYETbI O
pe3ynbTaTax MPOBEPKU U MPEANPUHATLIX 4ENCTBUSAX MO HEUTPAAN3aALMK YTPO3, ECN OHU
6b1nn 06HapY>KEHbI.

MoMWMO CTaHAAPTHOTO MeToZAa NPOBePKN GalnoB, AN BHYTPEHHMX HYXJ NOAAEPXKUBAKOTCS
crneumasnbHble MeToAbl NpoBepkn Ganios:

e Memoo0 «flow» — meTOA NOTOKOBOW NpOBepPknN ParinoB. KOMNOHEHT, MCNONb3YHOLNIA 3TOT
METOZ, OAWH pa3 MHULMaNM3MpPyeT NapameTpbl NPOBEPKM U 06e3BpeXMBaHUA Yrpo3, 1
Aanee 3TV NapameTpbl ByayT MPMMEHATLCA KO BCEMY NMOTOKY 3asBOK Ha NpoBepKy $halnos,
MOCTyNatoLmMX OT 3TOr0 KOMMOHEHTa. ITOT METOA MPOBEPKM UCMONb3YETCA MOHUTOPOM

SplDer Guard.
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e Memo0 «proxy» — MeToA NpoBepKk/ GanaoB, 3aKNHOYUAFOLLMACA B TOM, YTO KOMMOHEHT
npoBepku GarnoB BbINMOJAHSAET TONbKO NPOBePKY GaIoB Ha HanMumMe Yyrpos, He NPUMeHaAs K
HUM HUKaKMX AEUCTBUI, B TOM YMCE HEe BbIMOAHAN PerncTpaumio obHapy>XeHHbIX yrpos
(3TV AeNCTBMA LeNIMKOM BO3/1araroTcsl Ha KOMMOHEHT, MHULMMPOBABLUUIA NPOBEPKY). ITOT
MeToJ MPOBePKM Ncnoab3lyetca MoHuUTopoM SplDer Guard ana SMB.

B npouecce cBoelr paboTbl KOMMNOHEHT NPOBEPKM GanaoB He TONbKO BEAET peecTp yrpos3 u
yrnpaB/seT KapaHTUHOM, HO 1 cobupaeT obLLyto CTaTUCTMKY NpoBepkn GanioB, ycpesHas
KonnyectBo $GaniNoB, MPOBEPEHHbIX B TEUEHME CEKYH/bI 3@ MOCAEAHIOK MUHYTY, nocaeaHne 5
MUWHYT, nocnegHune 15 MuHyT.

9.6.2. AprymeHTbl KOMaHAHOW CTPOKMU

Yto6bl 3anycTuth kKoMnoHeHT Dr.Web File Checker n3 komaHaHOM CTPOKY, BbIMOAHUTE
KOMaHAy:

e ans GNU/Linux:
$ /opt/drweb.com/bin/drweb-filecheck [<napamempsi>]

e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-filecheck [<napamempsi>]

Dr.Web File Checker sonyckaet ncnonb3oBaHue cnefyrowmx napaMeTpos:

Mapametp OnucaHue

--help Ha3HaueHue: BbiBOA Ha 3KpaH KOHCOM UK 3MYNATOPa TepMyHana KpaTkon crpasku no
MMeIoLLMMCS MapameTpamM KOMaHAHOM CTPOKU 1 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTtkmin BapmaHT: —h
AprymeHTbl: Her

——version HasHaueHve: BbiBOZ Ha 3KpaH KOHCOAMN WK 3MyAaTopa TepMuHasa MHGopmMaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLUeHne paboTbl.

KpaTtkuin BapuaHT: —v
AprymeHTbl: Her
Mpumep:

$ /opt/drweb.com/bin/drweb-filecheck --help

[laHHaa KOMaHAa BbIBeAET Ha 3KpaH KpaTkyro cnpaBky komnoHeHTa Dr.Web File Checker.

3ameuaHusa o 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM peXVMe HeNoCcpeacTBEHHO N3 KOMaHAHOW CTPOKWN He
npeaycmoTpeH. OH 3anyckaeTcs aBTOMaTUYeckv 4eMOHOM ynpaB/ieHns KoHdurypaumei
Dr.Web ConfigD npw noctynaeHun ot agpyrux komnoHeHToB Dr.Web Industrial ana dpannosbix
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cepBepoB Unix 3asBOK Ha NpoBepKy 06beKTOB GaniNoBOM cucTeMsbl. s ynpaBaeHus
napameTpammn paboTbl KOMMAOHEHTa, a Takxke AN NpoBepky darinoB no TpeboBaHmIo

NCNONb3YNTe YTUANUTY

Dr.Web Ctl, npegHa3HaueHHyto ansa ynpasneHus Dr.Web Industrial ans

darinoBbix cepeepoB Unix n3 KOMaHAHOW CTPOKW.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

[ns npoBepky Npoun3BOIbHOFO dalina uam katasora komnoHeHtoMm Dr.Web File Checker
MCMONb3yiTe KoMaHay scan ytuautel Dr.Web Ctl:

$ drweb-ctl scan <nyme K ¢paliny uau kamasoay >

[ns nonyyeHns cnpaBKn O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-filecheck.

9.6.3. NMapameTpbl KOHPUTypauumn

KomnoHeHT ncnonb3yet napamMeTpbl KOHGUrypaumnm, 3agaHHble B cekumn [FileCheck]
o6beanHeHHoro koHdurypaunonHoro dania DrWeb Industrial ansa dannosbix cepBepoB

Unix.

JTa ceKkUMs XPaHWUT Ciesyrollme napameTpsbl:

Mapametp

LogLevel

{yposeHb nodpobHocmu}

Log
{mun xypHanaj}

ExePath

{nyme K cbaliny}

IdleTimeLimit

{uHmepean epemeHu}

OnucaHue

ypOBeHb I'IO,QQO6HOCTI/I BeAeHNA XypHaJsia KOMMOHEeHTa.

Ecnv 3HaveHme napamMeTpa He yKa3aHO, NCNOJIb3yeTCA 3HaYeHWe napamMeTpa
DefaultLoglLevel 13 cekuun [Root].

3HaueHue NMo ymMoiyaHuio: Notice

MeTo/ BefeHMA XXypHaia KOMMOHEHTa.
3HauyeHue no ymMoiyaHuro: Auto

MyTb K UCnonHseMoMy daliny KOMMOHEHTa.

3HaueHve no YMONYaHUIO:

e a1 GNU/Linux: /opt/drweb.com/bin/drweb-filecheck

e anqa FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
filecheck

MakcumaibHoe BpeMsi MPOCTOS KOMMOHEHTa, MPW MPEBbILLEHUN KOTOPOTo OH
3aBepLUaeT cBOK pabory.

[Jonyctumble 3HaueHns: oT 10 cekyHg (10s) go 30 aHel (30d).
Ecnv yctaHOBNEHO 3HaueHne None, KOMMOHeHT ByaeT paboTaTb NOCTOSHHO; B
C/lyyae OTCYTCTBUA aKTUBHOCTM eMy He ByaeT otnpasseH curHan SIGTERM.
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Mapametp

DebugClientIpc

{noauyeckuli}

DebugScan

{noauyeckuli}

DebugFlowScan

{noauyeckuli}

DebugProxyScan

{noauyeckuli}

DebugCache

{noauyeckuli}

MaxCacheSize

{pasmep}

RescanInterval

{uHmepsan epemeHu}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue
3HaueHue Mo ymosyaHuio: 10m

CoxpaHaTb Win He COXpaHATb B XXypHasie Ha OTNaf04YHOM ypoBHe (Mpu
LogLevel = DEBUG) noApo6Hble coobuenums IPC.

3HauyeHwWe no YMOJIYaHNO: No

CoxpaHATb WKW He COXPaHATb B XXypHasie Ha OTAaZo4YHOM YpOBHe (Mpu
LogLevel = DEBUG) Noapo6Hble cooblyeHuns, NnocTynatoLme B npoLecce
nposepku ¢hannos.

3HauyeHve no yMOA4YaHMO: No

CoxpaHsaTb WAV He COXPaHATb B XypHaJsie Ha OTAaZo4YHOM YpOBHe (Mpu
LogLevel = DEBUG) noApo6Hble coobLeHms o nposepke daiios
meTogoM «flow». MeTog «flow» 06bIuHO UcMob3yeTcss MOHUTOpOoM SplDer
Guard.

3HaueHue No yMonyaHuo: No

CoxpaHaATb AN He COXPaHATb B XXypHaae Ha OTAaj04YHOM ypOBHe (npu
LogLevel = DEBUG) nogpo6Hble cooblyeHuns o nposepke ¢ainos
MeTOLOM «proxy». MeTtog «proxy» 06bl4HO UCMONb3YyeTCsl MOHUTOPOM SplDer
Guard gna SMB.

3HayeHue No ymMonyaHuo: No

CoxpaHsATb MAN He COXPaHATb B XKypHaie Ha OT1af04YHOM ypoBHe (Mpw
LogLevel = DEBUG) nojpo6Hble coobLeHns 0 COCTOSHUM KeLla
NpoBepeHHbIX Gainnos..

3HauyeHve no yMOA4YaHMO: No

MakcvMasibHbIN pa3peLleHHbIi pa3mep Kella Ans XpaHeHus MHpopmMaLmmn o
MpoBepeHHbIX daiinax.

Ecnv ykazaHo 0, TO KeluMpoOBaHMe OTKIHOYEHO.
3HaueHue No ymonyaHuo: 50mb

JNnTenbHOCTb MHTEpPBaa, B TeUeHWe KOTOPOro He NPOMU3BOAUTCA NMOBTOPHas
npoBepka Cofep>XXMMoro Garnos, MHGopmauma o npeabiayLiein nposepke
KOTOpPbIX MMeeTcs B Kelle (nepuos akTyalbHOCTU KeLLMPOBaHHOM
MHPopMaLumn).

Jonyctumble 3HaueHus: ot 0 cekyHg (0s) 4o 1T MUHyTbI (1m).
Ecnv ykasaH nHTepBan MeHee 1s, TO 3aZepykka oTcyTcTByeT, daiin byaeT
npoBepATbCA Npu Atobom 3anpoce.

3HauyeHwe no yMOYaHuo: 1s
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9.7. Dr.Web Network Checker

KomnoHeHT ceTeBor npoBepku gaHHbix Dr.Web Network Checker npegHa3sHaueH ans
NPOBEpPKN B CKaHNPYHOLLEM fApe AaHHbIX, MOJlyYeHHbIX Yepes CeTb, a Takxke ANA opraHu3aumm
pacnpeseneHHon npoeepkn darinoB Ha Haanume yrpo3. OH No3BoNAET OpraHM3oBaTb
coeAnHeHne mexay HabopoM y3/710B CeTu € ycTaHOBAEHHbIM Ha Hux Dr.Web Industrial ana
darnoBbix cepBepoB Unix c Lenbio npnemMa n nepegauv gaHHbix (Hanpumep, Cogep>XXMMOro
dannoB) Mexay y3namu cetu Ana NPOBEpPKU 3TUX JaHHbIX. [Tpy B3auMoAenCcTBMM Y310B
KOMMOHEHT OpraHM3yeT aBTOMaTnyeckoe pacnpeaeneHue 3ajay Ha NpoOBeEPKy AaHHbIX
(nepepaBas 1 NOAy4Yas UX MO CETUN) Ha BCe JOCTYMHbIE y3/bl CETU, C KOTOPbIMMW HAaCTPOEHO
coesmHeHune, obecneurBas 6anaHCMPOBKY UX HArpy3KW, BbI3BAHHOW NPOBEPKOW
OTNpaBAeHHbIX AaHHbIX. ECIM coefnHenns ¢ yaaneHHbIMW y31aMu He HaCTPOEHbl, KOMMOHEHT
nepegaer BCe NONYyYeHHbIe AaHHble Ha MPOBEPKY JIOKaAbHOMY ckaHupyrowemy aapy Dr.Web
Scanning Engine.

@ JaHHbIli KOMMOHEHT BCerAa UCNo/b3yeTcs AN NPOBEPKM AaHHbBIX, MOJAYYEHHbIX Yepes

d ceTeBble COeAMHEHWS, MO3TOMY, €C/IN OH OTCYTCTBYET WAM HEAOCTyNEH, byAeT HapyLleHa
paboTOCNOCO6HOCTL KOMMOHEHTOB, OTMPABASAIOLWMX AaHHble Ha MPOBEPKY Yepe3 ceTeBoe
coeaunHeHwe.

[JlaHHbIi KOMMOHEHT He MpejHa3HauYeH ANA OpraH13aLWn pacnpeieneHHon NpoBepKn
bainoB, pacnosoXeHHbIX B 10KaAbHON GannoBON cucTeMe, Tak Kak He MOXET 3aMeHUTb
KOMMoHeHT npoeepku ¢parnos Dr.Web File Checker. [lns opraHusaumm pacnpegeneHHowm
npoBepku NokasbHbIX GannoB ncnonb3ynte kommnoHeHT Dr.Web MeshD.

B cnyuae 60/1bLLION UHTEHCMBHOCTU MPOBEPKU AaHHbIX, MEpesaBaeMblX Yepe3 CeTb,
BO3MOXHO BO3HUKHOBEHMWE NMPo6eM C MPOBEPKON 13-3a UCHEPMaHMS YMcaa AOCTYMHbIX
balnoBbIX AeCKPUMTOPOB. B 3TOM c/iyuae HEO6XOAMMO YBENNUNTD TUMUT Ha YNCIO
dannoBbIx geckpuntopos, goctynHbix Dr.Web Industrial ans daiinosbix cepsepos Unix.

O6bmeH npoBepseMbIMU AaHHBIMW MOXET MPOU3BOAMTLCA Kak MO OTKPbITOMY KaHany, Tak U No
3alneHHoMy, ¢ ucnonb3osaHnem SSL/TLS. Mpu ncnosb3oBaHnY 3aLLMLLEHHONO
coeanHeHna Heobxogmmo obecneunTb y3abl, 06MeHMBatowmecs darinamm, KOpPEKTHbIMU
cepTudukatamu 1 knrodamm SSL. [lns reHepauum katouer 1 cepTMPprkKaToB MOXHO
BOCMO/b30BaTbCA YTUANTOM openssl. [[pyMep NCNoNb30BaHMA YyTUANTLI openssl And
reHepaumn ceptTmdunKaToB 1 3aKpbITbIX KIOUEN NpuBeseH B pa3gene [punoxeHve /.

[eHepaumns ceptudukaton SSL.

9.7.1. MpuHUMNbI paboThbl

KomnoHeHT no3BonsieT nepesaTtb AaHHble, He NpeAcTaBAeHHble B BUAe GpainioB B IOKaIbHON
dalinoBOM CMCTEME, Ha CKAHUPOBaHMWe B ckaHupytollee sapo DrWeb Scanning Engine,
PacnoOXeHHOe Ha I0KaNbHOM WY yaaneHHOM y3ne. C TakuMu JaHHbIMKU paboTatoT
KOMMOHEHTbI, OTNPaBAsAOLLME JaHHbIE HA MPOBEPKY Yepes CETEBOE COEANHEHNE.
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| DTV KOMMOHeHTbI Bcerga ncnoabytoT Dr.Web Network Checker (gake pacnonoseHHbIV Ha

&; NoKaNbHOM Yy3/1e) Ans nepejauv Gannos Ha NPOBEPKY CKaHupytoLemy aapy Dr.Web
Scanning Engine. Mo3tomy, ecan Dr.Web Network Checker HegocTyneH, 3T KOMMOHEHTbI He
CMO2ym KOppeKmHO (yHKYUOHUpO8aMsb.

Kpome atoro, Dr.Web Network Checker no3sonset opraHusoBaTb coeamHeHune Dr.Web
Industrial ana dannoBbix cepeepoB Unix ¢ 3ag4aHHbIM HABOPOM y3/10B B CETU C
yCTaHOB/NEHHbIM Ha HUX Dr.Web Industrial ans ¢anoBbix cepsepos Unix (nan ntobbiM apyrum
peweHnem Dr.Web ana Unix Bepcum He Huxke 10.1) ana opraHnsaymm pacnpeseneHHomn
NPOBEPKN Ha Hainumne AaHHbIX, He NpeAcTaBAeHHbIX B BUAe $arinoB B NoKanbHOW GainioBon
cucreme. 3a CHET 3TOro KOMMOHEHT MO3BOAATbL CO34aTb M HACTPOUTb CKaHUPYOWUU Kaacmep,
npeacraBastowmin cobon Habop y310B ceTy, 0OMeHMBaOLWMXCA JaHHBIMW AN NPOBEPKM (Ha
Ka>kZIOM y3/1e fO/KeH ObITb 3anyLUeH CBOW 3K3eMMAp areHTa pacnpeseeHHOW NpOBepPKu
Dr.Web Network Checker). Ha kaxxgom y3ne ceTu, BKIFOUEHHOM B CKaHUPYHOLLMIA KnacTep,
Dr.Web Network Checker BoinonHsieT aBTOMaTnyeckoe pacnpegeneHue 3ajad Ha NpPoOBePKY
AaHHbIX, NepesaBasn UX Mo CeTU Ha BCe AOCTYMHbIE Y3/1bl, C KOTOPbIMW HaCTPOEHO COeAMHEHME.
Mpwn 3ToM ocyLllecTBafeTcA 6anaHCMPOBKa Harpy3ku Ha y3/bl, BbI3BaHHOW MPOBEPKOW AaHHbIX,
B 3aBMCMMOCTMN OT KOJIMYECTBa PeCypPCOB, AOCTYMHbIX Ha YAaNeHHbIX y3nax. B kauectse
NHAMKATOPa KONMYEeCTBa PeCcypCoB, AOCTYMHbIX AA Harpy3Kku, BbICTynaeT KOIMYeCcTBO
AOYEPHNX CKAHNPYHOLLIMX MPOLLECCOB, MOPOXAEHHbIX CKaHMpyowmm agpom Dr.Web Scanning
Engine Ha y3sie, BKIHOUEHHOM B KnacTep. Takke OLEeHMBAKOTCA AANHbI oYepesen dbanios,
AOXMAAIOLWMXCA MPOBEPKN Ha KaXKAOM UCMO/b3yeMOM y3/e.

Mpwn 3TOM NHO6OW y3en ceTu, BKAKOUYEHHbIV B CKaHVPYIOLLMIA KnacTep, MOXeT BbICTyrnaTb Kak B
PO/ KIMEHTa CKAHUPOBaHWA, MepesatoLLero JaHHble Ha yAaneHHY NPOBEpPKY, Tak U B POAU
cepBepa CKaHVMpPOBaHUA, MPMHMMALOLLLErO C yKa3aHHbIX Y310B CETU AaHHble AN MPOBEPKM.
Mpn Heo6X0AMMOCTU areHT pacnpeseNeHHON NPOBEPKN MOXHO HAaCTPOUTb TakMM obpasom,
4TO6bI Y3€/1 BbICTYNan TONbKO B Ka4ecTBe cepBepa CKaHMPOBaHMUA UM TOIbKO B KayecTBe
KNIMEHTa CKaHWpPOBaHMA.

[JaHHble, NPUHATbIE MO CETV AN NMPOBEPKM, COXPAHAOTCA B IOKaNbHYHO GpailioByt0 CUCTEMbI B
BMAE BPeMeHHbIX GariNoB 1 NepeaatoTca Ha NpoBepKy ckaHupyrowwemy aapy Dr.Web Scanning
Engine, nnbo, B clyyae ero HefoCTYNMHOCTU AN HOAbLLON HAarPy>XeHHOCTWN, Ha APYron y3en
CKaHWpYyoLLero knacrepa.

Nmetowmiica B HaCcTpolikax KOMMOHEHTa NapaMeTp InternalOnly NO3BOAAET yNpaBasaTb
pexunmom pabotbl Dr.Web Network Checker, onpesensa, ncnonbsyerca v oH AN BKIHOUEHUA
Dr.Web Industrial ana dannosbix cepBepoB Unix B CKaHMPYHOLLMIA KnacTep UaM TONbKO ANA
obecrneyeHNs BHYTPEHHUX HYX/, KOMMOHEHTOB, paboTatoLmx noKasibHO B coctaBe Dr.Web
Industrial gna dannosbix cepeepos Unix.
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@ Bbl MO>eTe co3aTh CBOM COOCTBEHHDIN KOMMOHEHT (BHELLHEE NMPUNOXEHUE),

: ncnonbsyrowmin Dr.Web Network Checker ana nposepku ¢pannos (B TOM Ymcie nytem
pacnpeseneHvs NPoOBEPKM MO y3naM CKaHUpyroLLero kiactepa). s 3Toro KOMMOHEHT
Dr.Web Network Checker npesoctaBaset cneupanm3mpoBaHHbii APl, OCHOBaHHbIN Ha
TexHonorum Google Protobuf. Onucanune APl Dr.Web Network Checker, a Taicke npumepel
KoZa KINEeHTCKOro npunoxeHus, ncnoabsyrowiero Dr.Web Network Checker, noctaBastotcs
B COCTaBe naketa drweb-netcheck.

MprMep opraHn3aLmmn CKaHUPYHOLLErO KnacTepa npueeeH B pasgene OpraHvzauns
CKaHMPYHOLLero knacrepa.

9.7.2. AprymeHTbl KOMaHAHOW CTPOKMU

Yto6bl 3anycTuth kKoMnoHeHT Dr.Web Network Checker n3 komaHaHOWM CTPOKM, BbIMOAHUTE
KOMaHay:
e ans GNU/Linux:
$ /opt/drweb.com/bin/drweb-netcheck [<napamempsi>]
e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-netcheck [<napamempsbi>]

Dr.Web Network Checker gonyckaeT ncnonb3oBaHue cneayrolmx napameTpos:

Mapametp OnucaHue

-—help Ha3HaueHve: BbiBog Ha aKkpaH KOHCONM WY IMyAsTOpa TepMUHana KpaTkon crnpaBky no
MMerLLMMCS NMapamMeTpam KOMaHAHON CTPOKM 1 3aBepLUeHre paboTbl KOMMOHEHTa.

KpaTkuin BapuaHT: —h
AprymeHTbl: Het

——version  Ha3sHaueHve: BbiBOA Ha 3KpaH KOHCOM UK 3MynaTopa TepMuHana nHGopmMaLumm o
BEPCUM KOMIMOHEHTa ¥ 3aBepLleHne paboTbl.

KpaTkuii BapuaHT: -v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-netcheck --help

[aHHaa KOMaHAa BbIBeAET Ha 3KpaH KpaTkyro cnpaBky komnoHeHTa Dr.Web Network Checker.

3ameuaHusa o 3anycke

3anyck KOMMOHeHTa B aBTOHOMHOM peX1Me HenoCPeACTBEHHO M3 KOMaHAHOW CTPOKU He
npeaycmoTpeH. OH 3anyckaeTcs aBTOMaTUYeckv 4eMOHOM ynpaB/ieHns KoHdurypaumei
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KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

Dr.Web ConfigD no mepe HeobxogmmMocTu (06bIYHO NpK CTapTe ONepaLYoOHHON CUCTEMBI).
Mpw 3TOM, ecan B HacTpoKax KOMNOHEeHTa 3a,aHO 3HauyeHne napameTpa FixedSocket, a
napameTtp InternalOnly YyCTaHOBJ/IEH B 3HayYeHMe No, TO KOMMOHEHT byaeT 3anyLeH
AEMOHOM yrnpaB/ieHna KOHbUrypawmen n NnocTOSHHO AOCTyNeH KaneHTam yepes Unix-coker.
Ana ynpaBneHns napameTpamu paboTbl KOMMOHEHTA, a TakKe AN 3anycka CeTeBOro
CKaHMpPOBaHMA (MPU HaIMUMMN HACTPOEHHOIO COEANHEHWNA C APYTVMU y31aMU CEeTM)
ncnonbsymnte ytnanty Dr.Web Ctl, npeaHa3HaueHHyto ana ynpasaeHuns DrWeb Industrial ans
darinoBbix cepeepoB Unix n3 komaHAHOM CTpoku. Ecamn coegmHeHme ¢ apyrumm yanamm cetm
He HaCTPOeHO, BMECTO CETEBOTrO CKaHMPOBaHUA ByaeT 3anyLleHo 06blYHOe CKaHNMPOBaHMe Ha
CTOPOHE NI0KaNbHOrO CKaHWPYHOLWLEro aapa.

@ Y1o6bl 3anyctutb ytuauty Dr.Web Ctl, ncnonbayite komaHay drweb-ctl.

YT06bI MPOBEPUTL MPOM3BOJILHLIN dain uan katanor kommnoHeHtom Dr.Web Network
Checker, ncnonb3syire komaHnay netscan ytmautsl Dr.Web Ctl:

$ drweb-ctl netscan <nyme k gpaliny unu kamanozy >

YT06bI MONYUNTL CPaBKy O KOMMOHEHTE U3 KOMaHZAHOWN CTPOKM, BbIMOJHWTE KOMaHAY
man 1 drweb-netcheck.

9.7.3. NMapameTpbl KOHPUTypauumn

KoMnoHeHT MCNONb3YyeT NapaMeTpbl KOHCI)I/IpraLI,I/II/I, 3aaHHble B ceKunn [NetCheck]

0b6beanHeHHOro koHburypauvonHoro davina Dr.Web Industrial ana dannosbix cepsepos
Unix.

B cekumu npeactaBaeHbl caeayrolme napaMmeTpsbi:

Mapametp OnucaHue
LogLevel YpoBeHb NoApobHOCTY BeAeHMs XXypHana KOMMOHeHTa.

{ypoeeHb n06p06Hocmu} Ecnn 3HaueHne napamMmeTpa He yKa3aHO, UCNOb3yeTCA

3HayveHVe napameTpa DefaultLoglLevel U3 cekUun
[Root].

3HauyeHve Mo yMoO4aHuo: Notice

Log Mertoy BesieHWa ypHana KOMMNOHEHTa.
{mun xypHasaay} 3HayeHne No ymMoaYaHMo: Auto
ExePath MyTb K McnonHsemomy daiiny KOMNOHeHTa.
{nyme « ¢paliny} 3HaueHWe Mo yMOUYaHIO:

e ana GNU/Linux: /opt/drweb.com/bin/drweb-
netcheck
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MAT
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Mapametp

RunAsUser

{UID | ums nonszogamensy)

IdleTimeLimit

{uHmepsan spemeHu}

FixedSocket

{nyme K ¢patiny | adpec}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

o ANisl
FreeBSD: /usr/local/libexec/drweb.com/bin/dr
web-netcheck

MNMonb3oBaTtenb, OT UMEHN KOTOPOTO 3aMycKaeTca KOMMOHEHT.
Bbl MOXeTe ykazaTb UACNOBON UaeHTUdUKaTOP
nonb3oBatensa (UID) nav ero nmsa (noruvH). Ecam nms
NMob30BaTeNisl COCTOUT U3 LMDP (T. €. MOXOXe Ha YMCIOBOW
UID), To oHO yka3biBaeTca ¢ NpeduKcoM name :, Hanpumep,
RunAsUser = name:123456.

Ecan uma nonb3oBaTtens ykaszaHoO HeKoppekTHo, paboTa
KOMMOHeHTa 3aBepluaeTca oL nOKOW cpa3y nocae nombITKu
3anycka.

3HayeHne Nno ymoayaHuo: drweb

MakcumanbHoe BpemMs MpOCTOs KOMMOHEHTa, Npu
NpeBbILLIeHUM KOTOPOro OH 3aBepluaeT paboTy.

Ecnv 3agaHo 3HavueHWe napameTpa
LoadBalanceAllowFrom mam FixedSocket, TO
HacTpoika UrHopupyeTcs (KOMMOHEHT He 3aBepLUaeT CBOHO
pa60Ty no ncrte4vyeHnn MakCcnMmaaibHOro BpemMeHu I'IpOCTOf-I).

[Jonyctumble 3HaueHus: oT 10 cekyHg (10s) go 30 aHew
(304).

Ecnv yctaHoBNEHO 3HaueHne None, TO KOMMOHEHT ByaeT
paboTaTbh MOCTOAHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy
He bypaeT oTnpasaeH curHan SIGTERM.

3HaueHne no ymoayaHumo: 10m

CokeT GUKCMPOBaHHOTO 3k3emMnaspa areHta Dr.Web
Network Checker.

Mpw 3agaHuM 3TOro NapameTpa AeMOH yrnpasaeHus
koHourypaumern Dr.Web ConfigD cneaut 3a Tem, Uto6bI
BCerAa UMencs 3amnyLleHHbIN 3K3eMMAApP areHTa
pacnpeseneHHo NpoBepKkn GarinoB, JOCTYMHbIA KANeHTam
yepes 3TOT COKeT.

Bo3MokHble 3HaueHUs:
e <nyme k galiny> — nyTb Kk painy nokanbHoro Unix-
cokeTa;

e <adpec> — CeTeBOW COKeT B BUAe napbl </P-
adpec>:<nopm>.
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Mapametp

InternalOnly

{noauyeckuli}

LoadBalanceUseSsl

{noauyeckuli}

LoadBalanceSslCertificate

{nyme « cpaliny}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

Y6epautech, Uto KaTanory ¢ Gamiom coketa
{ | ‘ Ha3HaueHbl ClegytoLmne npasa AocTyna:

drwxr-xr-x

YT06bl MPOCMOTPETL MpaBa AOCTyMa,
BbIMOJIHATE KOMaHay:

$ 1s -1d <nyme k kamasno2y>

3HauyeHMe No ymosYaHuto: (He 3adaHo)

Pexxum paboTbl KOMMOHEHTA.

Ecnv 3apaHo 3HaueHWe Yes, TO KOMMOHEHT UCMONb3YeTcs
TONIbKO A/1 BHYTPEHHWX HY>Z KOMMoHeHToB Dr.Web
Industrial gns darinosbix cepeepoB Unix, HO He
06Cy>XMBaET CKaHUPYHOLWUIA Knactep WA BHeLLIHWe (No
oTHoweHwuto kK Dr.Web Industrial gns ¢annoBbix cepeepos
Unix) KNIMEHTCKME MPUNOXKEHNS BHE 3aBUCUMOCTM OT
HacTpoek LoadBalance* M 3aaHHOIo 3HavyeHus
napametpa FixedSocket.

3HauyeHve Mo YMOJIYaHWO: No

Vcnonb3oBaTtb nam He ncnonb3osatb SSL/TLS ana
coeAiHeHUsA C APYTUMW Y31aMMU.

Bo3MO>KHble 3HaueHus:

e Yes — ucnosb3oBaTb SSL/TLS;

e No — He ucrnoab3oBatb SSL/TLS.

Ecan aTOT NnapameTp ycTaHOB/EH B Yes, TO AN AaHHOTO
y3/1a W 415 BCEX Y3/10B, C KOTOPbLIMWU OH B3aUMOJENCTBYET,
[O/IKHBI ObITb 0053aTENBHO 3ajaHbl COOTBETCTBYHOLLME APYT
Apyry ceptmdyrKaT 1 3aKpbIThIA K1Y (MapaMeTpbl
LoadBalanceSslCertificatewn
LoadBalanceSslKey).

3HauyeHve Mo YyMO4YaHWMKO: No

Myt K dpariny ceptndukata SSL, ucnonbsyemoro Dr.Web
Network Checker Ha gaHHOM y3/1e Ans B3aUMOAEWNCTBUSA C
Apyrvmm y3namum yepes 6esonacHoe coeanHeHne SSL/TLS.

ili ®aiin ceptudurkata u paiin 3akpbITOro

KJIKO4a (Onpeﬂ.eﬂFIETCﬂ napamMmeTpom
LoadBalanceSs1Key) AOJIKHbI
COOTBETCTBOBATb APYr APYry.

3HaueHue No ymMon4aHWwo: (He 3a0aHo)
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Mapametp

LoadBalanceSslKey

{nyme « ¢paliny}

LoadBalanceSsl1Ca

{nyme}

LoadBalanceServerSocket

{adpec}

LoadBalanceAllowFrom

{IP-adpec}
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OnucaHue

MyTb K Pariny 3akpbITOro kAroya, ncnoabsyemoro Dr.Web
Network Checker Ha gaHHOM y3/ie Ans B3aUMOAEWNCTBMA C
ApYrMK y3namu yepes besonacHoe coeanHeHne SSL/TLS.

ili ®ann ceptudukaTa (onpegensercs

napamMeTpom
LoadBalanceSslCertificate) n pain
3aKpbITOrO K/ItOYa AOJKHBI
COOTBETCTBOBATb APYr APYrY.

3HaueHue No ymMon4aHuwo: (He 3a0aHo)

MyTb K KaTanory uaun ¢ainy, B KOTOPOM pacrnosaraeTcs
nepeyeHb JOBEPEHHbIX KOPHEBbIX cepTudmrkaToB. Cpeam
AaHHbIX CepTUPMKATOB AOMKEH HAXOANTLCA cepTUdMKAT,
YZOCTOBEPAOLWMNIA NMOANNHHOCTb CEPTUDUKATOB,
MCMO/Ib3yeMbIX areHTaMun BHYTPW CKaHUPYHOLLLEro kaactepa
npu obmeHe gaHHbIMK Yepe3 SSL/TLS.

Ecnu 3HaueHne napameTtpa He 3agaHo, To Dr.Web Network
Checker, paboTatoLymin Ha JaHHOM Yy3/e, He NpoBepseT
NOANTNHHOCTb CepTI/IdJI/IKaTOB B3aI/IMOAeI7ICTByIOLLI|I/IX alreHToB,
OZHaKO OHW, B 3aBMCUMOCTM OT 3aZ@HHbIX 4151 HAX HaCcTPOEK,
MOTYT MPOBEPATb MOAJMHHOCTL cepTudMKaTa,
MCMO/Ib3yeMOro areHToM, paboTarolM Ha JaHHOM Y3/e.

3HaueHne No ymosnuaHuto: (He 3a0aHo)

CeTteBow cokeT (IP-agpec v nopT), npocaywmnsaemblii Dr.\Web
Network Checker Ha gaHHOM y3ne ana nonyyeHua palinos
Ha NpoBepKy OT yAaNeHHbIX y310B (Npu paboTe B KayecTBe
cepBepa CETeBOrO CKaHMPOBAHUS).

3HaueHue No ymMon4aHuwo: (He 3a0aHo)

IP-azpec yaaneHHoro y3na cety, ot kotoporo Dr.Web
Network Checker Ha gaHHOM y3/1ie MOXeET NpVHMMaTb Galisibl
Ha NpoBepky (Kak cepBep CETEBOrO CKaHMPOBaHWA).

Mo>eT UMeTb CINCOK 3HaUeHW. 3HaUeHWs B CrMcke
yKasblBatoTCA yepes 3anaTyto (Kaxkgoe 3HayeHvie B
KaBblykax). [lonyckaeTcs NOBTOpeHVe NapamMeTpa B CeKumn
(B 3TOM cnyyae BCe 3HaYEHUA OO6BEAVHATCSA B €4WHbIN
CMNNCOK).

Mpumep: JlobaButb B cnncok agpeca y3nos 192.168.0.1 u
10.20.30.45.

1. [obaBneHve 3HaueHUn B dparin KoHPUrypaLumm.
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Mapametp

LoadBalanceSourceAddress

{IP-adpec}

LoadBalanceTo

{adpec}
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OnucaHue

e /lBa 3HaueHVsi B OA4HOW CTPOKE:

[NetCheck]
LoadBalanceAllowFrom = "192.168.0.1",
"10.20.30.45"

e [lBe CTPOKM (MO OAHOMY 3HAYEHUIO B CTPOKE):

[NetCheck]
LoadBalanceAllowFrom 192.168.0.1
LoadBalanceAllowFrom = 10.20.30.45

2. [lobaBneHne 3HaYEHMA C MOMOLLbI KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 192.168.0.1
# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 10.20.30.45

Ecnn napametp nycT, TO yAaneHHble Gaitbl Ha NPOBEPKY He
npuHUMatoTcs (y3en He paboTaeT B pexuvme cepBepa).

3HaueHue No ymMmon4aHuwo: (He 3a0aHo)

IP-azpec ceTeBoro MHTEpdElica, ncnonbsyemoro Dr.Web
Network Checker Ha gaHHOM y3/e ans nepegauv ¢daiioB Ha
YZaNeHHYt0 NPOBEpPKY, eCv y3en paboTaeT Kak KANEHT
CEeTEBOrO CKaHMPOBAaHWS, U €CN Ha y3ae AOCTYrNHO
HECKO/IbKO CETEBbIX MHTEPDENCOB.

Ecnv ykazaTtb nycToe 3HauyeHWe, TO UCMONb3YyeMblli CETEBOM
nHTepdeic byaet aBToMaTnyeckm BbibpaH sgpom OC.

3HaueHue No ymMmon4aHuwo: (He 3a0aHo)

CokerT (IP-agpec v NopT) yAaNeHHOTO y31a, Ha KOTOPbIM
Dr.Web Network Checker Ha gaHHOM y3ne MoxeT
oTNPaBaATb Galibl Ha yaaneHHY0 NpoBepky (KaK KIneHT
CeTeBOro CKaHMpPOBaHWA).

Mo>xeT MMeTb CINCOK 3HaUYeHWI. 3HauYeHVa B CrMcke
yKas3bIBatOTCA Yepes 3anaTyto (KaXgoe 3HayeHve B
KaBblukax). [lonyckaerca NOBTOpPeHMe napameTpa B CeKUMm
(B 3TOM cnyyae BCe 3HaYEHUA 0O6BEAVHAOTCSH B €WHbBIN
CMNNCOK).

Mpumep: JobaButb B cnvcok cokeTbl 192.168.0.1:1234 n
10.20.30.45:5678.

1. [obaBneHne 3HaYeHW B Galin KOHPUrypaLmm.
e /[lBa 3HayeHWs B OAHOW CTPOKE:

[NetCheck]
LoadBalanceTo = "192.168.0.1:1234",
"10.20.30.45:5678"
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Mapametp

LoadBalanceStatusInterval

{uHmepsan epemeHuy

SpoolDir

{nyme k kamasnozy}

LocalScanPreference

{OpobHoe yucso}

LoadBalanceSslCrl

{nyme}
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OnucaHue

e [IBe CTPOKM (MO OAHOMY 3HAYEHUIO B CTPOKE):

[NetCheck]
LoadBalanceTo = 192.168.0.1:1234
LoadBalanceTo = 10.20.30.45:5678

2. JlobaBneHne 3HaYEHMA C MOMOLLbI KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset NetCheck.LoadBalanceTo -a
192.168.0.1:1234
# drweb-ctl cfset NetCheck.LoadBalanceTo -a
10.20.30.45:5678

Ecan napameTp nyct, To noKaabHble dalibl He NepesaroTcs
Ha yZa/eHHyr0 NMpoBepky (y3en He paboTaeT B pexume
KJIVeHTa CEeTEBOTO CKaHMPOBaHWs).

3HaueHne Nno ymosnyaHuto: (He 3a0aHo)

ViHTepBan BpeMeHn Mexay paccbiikamMu AaHHbIM Y3/10M
MHGOPMALMM O CBOEW 3arpy>KeHHOCTU AN BCEX areHTOB
pacnpezeneHHON NPOBEPKYM, MePEUNCNEHHbIX B MapamMeTpe
LoadBalanceAllowFrom.

3HauyeHve Mo YyMOJI4aHUIO: 1s

KaTanor B 1okanbHOW $palinoBoO cucTeme, UCMONb3yeMblii
AN xpaHeHus daiinos, npuHaTteix Dr.Web Network Checker
MO CeTV OT KINEHTOB CKaHWPOBaHWSA s MPOBEPKU.

3HayeHve No yMoaYaHWMo: /tmp/com.drweb.ncheck

OTHOCHTENbHBIN BEC (MpeAnoYTUTENBHOCTL) Y31a Mpu
BblbOpe MecTa A nposepku daina (N1okanbHOTo UK
MPUHATOro no cetw). Ecav B HEKOTOPBIA MOMEHT BPEMEHU
BEeC JIOKaJIbHOTO y3/1a 6oblle CyMMapHOro Beca Bcex
AOCTYMHbIX Y3/10B-CEPBEPOB CKaHMpoBaHusA, darin byaet
OCTaBJ/IEH areHTOM /19 10KaNbHON NPOBEPKW.

MwuHMManbHOe 3HaueHve: 1.
3HauyeHve Mo yMoa4YaHuo: 1

MyTb K KaTanory uan dbanny ¢ nepeyHeM OTO3BaHHbIX
cepTnduKaTos.

Ecnv 3HaueHne napameTpa He 3agaHo, To Dr.Web Network
Checker, paboTatoLmin Ha JaHHOM y3J/e, He NpoBepseT
cepTndMKaThl B3aUMOAENCTBYIOLLMX areHTOB Ha
aKTya/lbHOCTb, OZIHAKO OHW, B 3aBUCMMOCTU OT 3aZaHHbIX A5
HWX HaCTPOeK, MOTYT NPOBEPATb aKkTyalbHOCTb cepTidUKaTa,
MCMO/Ib3YyeMOro areHToM, paboTatolwM Ha AaHHOM y3Je.

3HaueHue No ymon4aHuwo: (He 3a0aHo)
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9.7.4. OpraHusaumsa CKaHNpYIOLEero Kiacrepa

B sTom pasgene

e BBOAHbIE 3aMeyaHNs

e [prMep OpraHn3aLmMm CKaHUPYIOLLEro Kiactepa
e Hactpoiika y3/10B k/iacTepa

e [poBepka paboTbl KNacTepa

BBOoaHbIe 3aMeuaHunA

[na opraHnsayunm ckaHMpYoLLEro Knactepa, Mo3BOAAOLEro BbINOJHATL pacrnpeseieHHYH
NpoBepKy AaHHbIX (MPU CKaHMpPOBaHUMN GalnNoB UK NHbIX O6BbEKTOB), HEOHXOAMMO UMETb
Habop y3/10B CETU C YCTAHOBNEHHbIM Ha KaXAOM 13 HMX koMnoHeHToM Dr.Web Network
Checker. YTobbI y3en knactepa MOr He TOAbKO NPUHMMaTL U NepesaBaTh AaHHbIe,
noasiexallume npoBepke, He0bXoAMMO, UTOObI Ha y31e Takke ObIN0 YCTaHOBNEHO
ckaHupytoLlee aapo Dr.Web Scanning Engine. Takum o6pasom, ana opraHm3saumm y3na
CKaHMpYHOLLLero knacrepa Heobxoammo, UTobbl Ha cepBepe HblIv YCTaHOB/IEHbI Kak MUHUMYM
cnefytoLime KOMMNOHeHTbl (Mpoure komnoHeHTbl Dr.Web Industrial gna dpannoBbix cepsepoB
Unix, ycTaHaBABaeMble aBTOMaTU4Ueckn, Ans obecneyeHna paboTocnocobHoCTH
NpVBEAEHHbIX 34eCb KOMMOHEHTOB, ONYLLUEHbI):

1. Dr.Web Network Checker (nakeT drweb-netcheck) — KOMNOHEHT Nprema v nepesaun
AaHHbBIX MEXAY y3N1aMun no ceTu.

2. DrWeb Scanning Engine (nakeT drweb-se) — ckaHuMpytoLLee A4po, Heobxoanmoe ans
NPOBEPKM JaHHbIX, MONYYEHHbIX MO ceTn. MoXeT OTCyTCTBOBAaTb, B 3TOM C/y4ae y3en byaet
TO/IbKO NepefasaTb JaHHble 419 NPOBEPKN Ha Apyrne AOCTYyMNHbIE Y3/bl CKAHWPYHOLLEro
KnacTepa.

Y3/bl, cOCTaBAsIOLLME CKAaHUPYHOLWMIA KnacTep, 0bpa3ytoT O4HOPaHTOBYLO (peer to peer) ceTb,

T. €. KaXAbl U3 HMX, B 3aBUCUMOCTMN OT TOTO, Kakne HacTpOUKu 3ajaHbl Y KOMNoHeHTa Dr.Web
Network Checker Ha 3ToM y31e, MOXeT BbICTynaTb Kak B POAN KJUEHMA CKaHUPO8AHUS
(nepegatoLlero JaHHble Ha MPOBEPKY B APYrue y3/bl), Tak U B PON cepeepa CKaHUpO8aHUst
(NPUHMMatOLLErO AaHHbIE HAa NPOBEPKY OT APYrUX y310B). [1pn COOTBETCTBYHOLLMX HACTPOLKaxX
y3eJ1 Ki1acTepa MOXeT ObiTb OZJHOBPEMEHHO U KIMEHTOM, U CEPBEPOM CKaHVUPOBaHUS.

MapameTpbl komnoHeHTa Dr.Web Network Checker, otBeuatome 3a HacTpoiky
CKaHMpPYIOLLEro Knactepa, MMerT UMS, HaunHatolleecs ¢ LoadBalance.
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Mpumep opraHnsaumMm CKaHUPYHOLWEro KJaacTepa

PaccMOTpUM NpuMep OpraHmn3aLLMm CKaHMPYHOLWEro KiacTepa, Noka3aHHOro Ha pUCyHKe
HUIKeE.

Dr.Web ansa cepsepos Unix (yzen 2) Dr.Web ans Unix (y3en 3)

Dr.Web Dr.Web Dr.Web
Scanning Engine Network Checker Network Checker g Scanning Engine

Dr.Web Dr.Web
Scanning Engine Network Checker il Lmiienl 1T

~

~ [Nons3oBatenn

Dr-WEb Updater ...............
MOAYNb NPOBEPKM

Dr.Web ans cepsepos Unix (y3en 1)

J

PucyHok 12. CrpykTypa cKaHMpyloLero Kiacrepa

B saHHOM cnyyae npegnonaraercs, Yto K1acTep COCTOUT U3 Tpex y310B, 0603HauYeHHbIX Ha
pucyHke Kak y3en 1, yzen 2 v y3en 3. Y3en 1 1 y3en 2 npeacTaBaatoT cobou cepBepbl C
YCTaHOBJ/IEHHbIM MOMHOLeHHbIM Npoayktom Dr\Web ans cepsepos Unix (Hanpumep, Dr.Web
Gateway Security Suite nan Dr.Web Mail Security Suite, Tun npogykta He nMeeT 3HayeHuUs), a
y3en 3 NCnosib3yeTcs TONbKO A1 MOMOLM B CKaHMpPOBaHMK $GaiinoB, NnepesaBaeMbix C Y3108 1
n 2. No3TOMy Ha HEM YCTaHOBAEH TONbKO MUHUMaNbHO HEOBXOANMBIN KOMNAEKT
komnoHeHTOB (Dr.Web Network Checker n Dr.Web Scanning Engine, npoune KOMNOHEeHTbI,
yCTaHaB/AMBaeMble aBTOMaTU4Yeckn ana obecneveHmna pabotocnocobHOCTM y3na, Takme Kak
Dr.Web ConfigD, Ha cxeme He 0603HaueHbl). ¥Y31bl 1 1 2 MOryT GyHKLMOHUPOBATb U Kak
cepBepbl, N KakK KIMEHTbl CKAHUPOBaHWA B OTHOLLUEHWW ApPYr Apyra (BbIMOAHATL B3aMMHOeE
pacnpeseneHune HarpysKku, CBA3aHHOM CO CKaHWpPOBaHMEM), @ y3es 3 — TONbKO B pOAU
cepsepa, NpuUHMMasn 3ajaHna c y3nos 1um 2.

«KnneHTCkmMii Moaynb NpoBepkm» Ha cxeMe 0603HauaeT KOMMOHEHTbI CEPBEPOB,
dopmupytowwmx komnoHeHTy Dr.Web Network Checker Ha y3ne 3agaHna Ha npoBepky,
KoTopble HyayT (B 3aBMCUMOCTN OT COOTHOLLEHUA Harpy3Kun) pacnpeseneHbl Mexay
NoKanbHbIM ckaHupyowmm agpom Dr.Web Scanning Engine v yanamu-naptHepamu knactepa,
BbIMOJHAOLMMMW POJIb CEPBEPOB CKAHVPOBAHUA.

@ B KauecTBe KNMEHTCKOrO MOAYAA NMPOBEPKN MOTYT BbICTYNaTh TOJIbKO KOMMOHEHTBI,

: npoBepstoLLMe AaHHble, He NMpejcTaBaeHHble B BAe dalina B NokasbHOU GainnoBol
cucTeme. TO O3HaYaeT, YTO CKaHVPYHOLLMIA KnacTep He MOXET ObITb UCMOIb30BaH A5
pacnpegeneHHou NpoBepkn GpainoB MOHUTOPOM dalinoBol cucteMbl SplDer Guard u
KOMMOHeHTOM npoBepku dainos Dr.Web File Checker.
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HacTpouka y3s10B Knacrepa

Ana HaCTPOWKM yKa3aHHON KOHOUrypaLmm knactepa HeEOOXOA4MMO BHECTU U3MEHEHUS B
HacTponkn komnoHeHTa Dr.Web Network Checker Ha Bcex Tpex y3nax knactepa. Bce
npuvBeAeHHble HUXe PparMeHTbl HacTpoek npeacTaBaeHbl B opmate . ini (CM. onncaHue

dopmata danna kKoHOUTrypaumm).

Y3en 1

[NetCheck]

InternalOnly = No

LoadBalanceUseSsl = No

LoadBalanceServerSocket = <IP-adpecYzna 1>:<[lopm Y3na 1>
LoadBalanceAllowFrom = <I/P-adpec Yana 2>
LoadBalanceSourceAddress = </P-adpecY3na 1>
LoadBalanceTo = <IP-adpecY3na 2>:<[lopm ¥Y3na 2>
LoadBalanceTo = <IP-adpec Yana 3>:<[lopm ¥Y3na 3>

Y3en 2

[NetCheck]

InternalOnly = No

LoadBalanceUseSsl = No

LoadBalanceServerSocket = <IP-adpecY3na 2>:<[lopm ¥Y3na 2>
LoadBalanceAllowFrom = <I/P-adpec Yana 1>
LoadBalanceSourceAddress = </P-adpec Y3na 2>
LoadBalanceTo = <IP-adpecY3na 1>:<[lopm Y3na 1>
LoadBalanceTo = <IP-adpec Yana 3>:<[lopm ¥Y3na 3>

Y3en 3

[NetCheck]

InternalOnly=No

LoadBalanceUseSsl = No

LoadBalanceServerSocket = <IP-adpecY3na 3>:<[lopm ¥Y3na 3>

LoadBalanceAllowFrom = <I/P-adpec Yana 1>
LoadBalanceAllowFrom = <I/P-adpec Yana 2>

MprvmMeyaHus:

e [Tpoune (He ykasaHHble 3gecb) napametpbl Dr.Web Network Checker octaBneHbl 6e3
N3MEHEHUS.

e 3HayeHus IP-agpecoB 1 HOMePOB NOPTOB HEOHXOANMO 3aMEHUTb Ha aKTyasbHble.

e Vicnonb3oBaHune SSL npn o6MeHe faHHbIMWU MEXAY y3N1aMUn B JaHHOM MpUMepe OTKIHOUEHO.

UYto6bl cnonb3oBath SSL, HEOH6XOAMMO 3a4aTb 3HAYEHNE Yes AN NapamMeTpa
LoadBalanceUseSsl, a Takke 3aaTb aKTya/ibHble 3HAaUYeHUA NapaMeTpoOB
LoadBalanceSslCertificate, LoadBalanceSslKey M LoadBalanceSsl1Ca.
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NMpoBepka paboTbl knacrepa

YTobbl NpoBepuTb paboTy KnacTepa B pexxmme pasgeneHunsa AaHHbIX MPU CKAaHMPOBAHUK,
BbIMOJIHWTE Ha y3/1ax 1 1 2 KoMaHAy:

$ drweb-ctl netscan <nyme Kk ¢paliny uau kamasnoay >

Mpwv BbINOAHEHUW 3TOM KOMaHAbl kKomnoHeHT Dr.Web Network Checker npoBepset dannbl 13
yKa3aHHOro KaTafiora, pacnpesenns Harpysky no HaCTPOEHHbIM y31aM knactepa. Ytobbl
MPOCMOTPETb CTaTUCTUKY CETEBON MPOBEPKMN Ha KaXkAOM W3 Y3/10B, Nepes HayanioM NpoBepku
3anyctuTte BbiBog ctatuctukn Dr.Web Network Checker komaHzo:

$ drweb-ctl stat -n

YTobbl NpepBaTh BbIBOA CTaTUCTUKKM, HaxkmuTe CTRL+C nan Q.

PyKOBOACTBO aZMUHWCTpaToOpa
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9.8. Dr.Web Scanning Engine

CkaHupytouee sgpo Dr.Web Scanning Engine npegHasHayeHO Ans nomncka BUPYCOB U APYruX
BPeAOHOCHbIX 06BEKTOB B darnax 1 3arpy3ouHbix 3anucax (MBR — Master Boot Record,

VBR — Volume Boot Record) anckoBbix ycTpoicTB. KOMMNOHEHT BbIMOAHAET 3arpy3ky B namMaTb
n 3anyck aHTMBMpYcHoro aapa Dr.Web Virus-Finding Engine v BupycHbix 6a3 Dr.Web,
MCNOAb3yeMbIX UM AJ/1 MOMKCKa Yyrpos3.

CkaHupyroLee aapo paboTaeT B pexnme JeMOHa, B KauecTBe CepBuca, MPMHUMAtOLLErO OT
Apyrux komnoHeHtoB Dr.Web Industrial ana dannoBbix cepeepoB Unix 3anpockl Ha NpoBepPKyY
06BbEeKTOB (ariNoBOMV CMCTEMbI Ha Hannume yrpos (3to komnoHeHTbl Dr.Web File Checker u
Dr.Web Network Checker n, Bo3amoxHo, Dr.Web MeshD). lMpun oTcyTcTBUM MAKM HEAOCTYNMHOCTU
komnoHeHToB Dr.Web Scanning Engine n Dr.Web Virus-Finding Engine aHTMBMpYCHbIe
NPOBEPKMN Ha AaHHOM y3/e He MPOM3BOAATCA (3a UCKIHOYEHNEM C/lyYaeB, KOrja B cOCTaBe
Dr.Web Industrial gns ¢annosbix cepsepos Unix npucytcrsyet komnoHeHT Dr.Web MeshD, B
HacTpoWKax KOTOPOro 3afaHo CoOeANHeHMe C y31ammn NoKaabHOro obnaka,
NpeaoCTaBAAOWLMMUN YCAYTY CKaHNPYHOLLLEro a4pa).

9.8.1. MpuHUMNbI paboTbl

KomnoHeHT Dr.Web Scanning Engine, paboTatowuii B pexxume geMoHa, NPUHUMaEeT OT APYrnx
komnoHeHToB Dr.Web Industrial gna dannosbix cepBepoB Unix 3anpocbkl Ha NpoBepKy
06beKkToB ParinoBou cmcTembl (GanaoB, 3arpy30UHbIX 3aNnCeN Ha ANCKaX) Ha Hanume
BHEJPEHHbIX Yyrpo3, popmMuMpyeT ouepean 3asay Ha NPOBePKY O6BEKTOB 1 BbINMOAHAET
NpPOBepPKy 3aNpOoLUeHHbIX 0OBEKTOB, NCMOb3ya aHTUBUPYCHOe aapo Dr.Web Virus-Finding
Engine. Ecan B npoBepeHHOM 06bekTe 06Hapy>eHa yrpo3a, U B 3aaHun Ha NPOBepPKy CTOUT
yKa3aHue BbINOAHATb NeveHne, CKaHUpYoLLee AAPO MbITaeTCA BbIMOJHATL J€YeHWe, eCn 3TO
AeNCTBNE MOXKET ObITb MPUMEHEHO K MPOBEPEHHOMY 06BbEKTY.

CkaHupytolee 84p0, aHTMBMpPYcHoe Aapo Dr.Web Virus-Finding Engine n BupycHble 6a3bl
06pa3ytoT aToMapHbIA KOMMNAEKC U He MOTYT HbiTb pa3geneHbl. CkaHUpytoLLiee A4po
OCYLLIeCTBASIET 3arpy3Ky BUPYCHbIX 6a3 n obecneumBaet cpesy ans GyHKUMOHMPOBaHMA KPOCC-
nnatdopmMeHHOro aHTMBMpycHoro aapa Dr.\Web Virus-Finding Engine. O6HOBNEeHME BUPYCHbIX
6a3 1 aHTMBMPYCHOTO fA4pa NPOM3BOANTCA KOMMOHeHTOM obHoBaeHnn Dr.Web Updater,
Bxoasawmm B coctaB Dr.Web Industrial ana daninoBbix cepepoB Unix, HO He ABAAOLWMMCSA
YacTbto CkaHupyroLero agpa. KoMnoHeHT 06HOBIEHWI 3anycKaeTcs 4EMOHOM ynpaBaeHns
koHPurypaumen DrWeb ConfigD nepvoanyeckn nav NnpuHyaNTENBHO B OTBET Ha
NOCTYNMBLLYIO KOMaHAy nosb3osaTtens. Kpome toro, ecnv Dr.\Web Industrial ans dannosbix
cepBepoB Unix GyHKLUNOHMPYET B pexXnme LeHTpasM30BaHHOW 3aLLnTbl, TO GYHKL MM
06HOBNEHNA BUPYCHbIX 6a3 1 aHTUBMPYCHOTO Agpa 6epeT Ha ceba areHT LLeHTPaAn30BaHHOM
3awmTbl Dr.Web ES Agent, koTOpbIi B3anMoAeNCTByeT C CepBEPOM LIEHTPaNN30BaHHOM
3aWwmTbl 1 Noayyaet O6HOBEHMA OT Hero.

Dr.Web Scanning Engine moxeT paboTaTb kak Noj KOHTPOJIEM AeMOHa yrnpaB/ieHUNs
kKoHdurypaumen DrWeb ConfigD, Tak n aBTOHOMHO. B nepBom ciyyae geMoH obecneunBaet
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3anyck agpa v cBOeBpeMeHHOe OBHOBEHVE BUPYCHbIX 6a3, nCcnonb3yemMblx A4poMm. Bo
BTOPOM C/lyyae 3anyck agpa U o6HOBAEHWE BUPYCHbIX Ha3 BO3naratoTca Ha UCMob3ytollee
ero BHelwHee npunoxeHne. KomnoHeHTbl Dr.Web Industrial ans darinosbix cepsepos Unix,
BbIMOJIHAOLLME 3aMPOChl K CKAHUPYHOLLEMY AAPY Ha NpeaMeT NpoBepkn Gpainnos, NCNOb3YHT
TOT Xe NPOrpaMMHbIA UHTEPDENC, UTO N BHELLHWE MPUNOXKEHMA.

@ Bbl MO>eTe co3aaTb CBOM COBCTBEHHBIV KOMMOHEHT (BHELLHEE MPWIOXKEHNE),

: ncnonb3syrowuii Dr.Web Scanning Engine ans nposepku ¢painnos. [1nsa 3To0ro KOMMOHEHT
Dr.Web Scanning Engine npegocTaBaset cneupmanvsmpoBaHHbiii APl, oCHOBaHHbIV Ha
TexHonorum Google Protobuf. Ans nonyyeHus onvcanus APl Dr.Web Scanning Engine, a
Takke NPUMEPOB KOZAa KINEHTCKOTO MPUAOXeHUs, ucnoab3ytowero Dr.Web Scanning
Engine, obpaTutech B 0TAe1 N0 paboTte ¢ NnapTHepamu &' komnaHum «[lokTop Beb».

MNocTynatowpme 3asaum Ha CKaHMPOBaHWe aBTOMATMYECKM pacnpesenstoTca no Tpem
oyepesaM, UMEeRLLMM Pa3IMYHbIA MPUOPUTET (BbICOKUA, HOPMaibHbIA 1 HU3KKI). Ouepespb, B
KOTOpyto ByseT NnoMelleHa 3ajaya, onpesenseTca NCXoAa U3 TOro, KaKon KOMMOHEHT ee
chopmupoBan. Hanpumep, 3agaum, noctynaroLie oT MOHUTOPOB GaNoBbIX CUCTEM,
NoMeLLatoTca B o4epesn BbICOKOro NprvopuTeTa, MOCKObKY MPU MOHUTOPUHIE BaXHa
CKOPOCTb peakuumm Ha AenCTBUA C 0b6bekTaMu parinoBor cuctembl. CkaHupytoLlee aapo BejeT
CTaTUCTUKY CBOEro MCMOJb30BaHMA, GUKCUMPYA KONMYECTBO MOCTYNUBLLMX 3aja4 Ha
CKaHMpOBaHMe, a Takxke ANNHbI ovepesen. B kauectBe nokasaTens cpesHen Harpysku
CKaHuMpytoLLee AAPO ONnpeaensieT CPeHIO ANNHY oYepeen B CeKyHAy. ITOT NokasaTesb
yCcpeAHseTcs ANs NocaeAHe MUHYTbI, MOCNEAHUX 5 MUHYT 1 nocieaHnx 15 MUHYT.

AHTnBMpycHoe aapo Dr.Web Virus-Finding Engine nogaep>unBaeT kak CUrHaTypHbIN aHann3
(NOMCK N3BECTHBIX YTPO3 Ha OCHOBE CUTHATYP, COAEP>KALLMXCA B BUPYCHbIX 6a3ax), Tak 1
pa3NnNyHble TEXHO/IOrMM IBPUCTUYECKOTO 1 MOBEAEHYECKOro aHaansa, npeAHasHaueHHble Ans
pacno3HaBaHMA NOTEHLMaNbHOM ONAacHOCTN o6bekTa Ha OCHOBE aHa/M3a
nocneAoBaTeNbHOCTN COAEPXKALLMXCA B HEM MaLUMHHbBIX MHCTPYKLWUA U APYrMX MPU3HaKOB
MCMONHAEMOrO KoJa.

ili DBPUCTUYECKMI aHaNU3aTOP He rapaHTMpyeT 4OCTOBEPHOro pacrno3HaBaHWs Yyrpo3 1 MOXeT
o JOMycKaTb CnefyroLlne oLwmnoKm:

e OwubKu nepeoeo podd — 3TO JIOXKHble cpabaTbiBaHWs aHanv3aTopa, KOr4a B Kayectse
BPeAOHOCHOTO oTMeuaeTcs 6e3omnacHbli 06beKT.

e Owubku 8mopozo poda — 3T0 OLWNOOYHOE MpK3HaHNE BPeAOHOCHOTo 0b6bekTa
6e30nacHbIM.

Mo3ToMy yrpo3bl, 06Hapy>KeHHble 3BPUCTUYECKMM aHaM3aTOPOM, OTHECEHbI B OCOOYHO
kaTeroputo «lNogo3putenbHblie» (Suspicious).

PekoMeHayeTcs BbINOAHATL NepemMeLleHe NoA03PUTENbHbBIX OObEKTOB B KapaHTUH C TEM,
yTOObI B fla/ibHelLLEeM, MOcae O6HOBEHNS BUPYCHbIX 6a3, NPOBEPUTbL NX METOAAMM
CUrHaTypHOro aHanu3a. [ina npesoTBpalleHns owmnbok BTOPOro posa pekomMeHayeTcs
NoAAepP>XNBaTb BUPYCHble 6a3bl B aKTyaNlbHOM COCTOSIHUW.
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AHTMBUpYCcHOEe aapo Dr.Web Virus-Finding Engine no3BosseT ocyLecTBAATb NPOBEPKY Kak
He3anakoBaHHbIX, Tak U 3arMakoBaHHbIX GalnioB 1 06BEKTOB, COAEPIXKALLMXCA B PA3NNYHbIX
KOHTelHepax, TakmMxX Kak apX1Bbl, COOOLLEHNSA 31eKTPOHHOW NOYTbI U T. A,

9.8.2. AprymeHTbl KOMaHAHOW CTPOKMU

YTtobbl 3anycTnTb ckaHupyroLwee aapo Dr.Web Scanning Engine 13 KomaHAHOW CTPOKM,
BbIMOJIHNTE KOMaHAY:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-se <cokem> [<napamempel>]

e anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-se <cokem> [<napamempel>]

rae oba3aTeNlbHbIN apryMeHT <cokem > yKa3blBaeT agpec cokeTa, ucrnosbsyemoro DrWeb
Scanning Engine ana o06cny>KMBaHUs 3anpoCoOB KIMEHTCKMX KOMMOHEHTOB. MoXeT 3ajaBaThCs
TO/IbKO B BUAe nyTn K darny (coket Unix).

Dr.Web Scanning Engine gonyckaeT ncnonab3oBaHue caeAyoWwmx napameTpos:

Mapametp OnucaHwue

-—help HasHaueHve: BbiBog Ha 3KpaH KOHCOAN WY 3MyAsTOpa TepMuHana
KpaTKOW CMPaBKM MO MMELLMMCA NapameTpam KOMaHZAHOM CTPOKM 1
3aBepleHne paboTbl KOMMOHEHTa.

KpaTtkuin BapmaHT: —h
AprymeHTbl: Het

——version Ha3HaueHve: BbIBOA Ha 3KpaH KOHCOW UK 3MYAATOpPa TepMUHana
MHGOPMaLMK O BEPCUM KOMIMOHEHTA U 3aBeplueHre paboTbl.

KpaTkuin BapmaHT: -v
AprymeHTbl: Het

JlonosHUMenbHble napamempsl 3anycka (coenadarom ¢ napamempamu U3 KoH@uUypayuoHHo2o gatina u
3amewjarom ux npu HeobxodumMocmu):

--CoreEnginePath Ha3HaueHnue: MyTb k dariny 6ubavoTekn aHTMBMUpYCcHOro aapa Dr.Web
Virus-Finding Engine.
KpaTkuin BapuaHT: Her.

AprymeHTbl: <nyme K ¢alily> — MOoJHbIV NyTb K Gainy ncnonb3yemon
6unbanoTeku.

——VirusBaseDir Ha3HaueHue: MNyTb K KaTanory, cogepatiemy daiinbl BUPYCHbIX 6a3.
KpaTkuin BapumaHT: Her.

AprymMeHTbl: <nyme K Kamasao2y> — MOJHbIN MyTb K KaTaaory BUPYCHbIX
6as.

-—TempDir HasHaueHue: MyTb K KaTanory BpemeHHbIx $paiinos.
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--KeyPath

--MaxForks

--WatchdogInterval

—-—AbortForkOnTimeout

--ShellTrace

—--LogLevel
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KpaTkuin BapuaHT: Her.

AprymeHTbl: <nyme K Kamasno2y> — MNOAHbIN MyTb K KaTanory

BPEMeHHbIX palinos.
Ha3HaueHue: MNyTb K NCNonb3yeMoMy KiroyeBomy dainy.

KpaTkuin BapumaHT: Her.

ApryMeHTbl: <nyme Kk ¢baliny> — NONHbIN NyTb K KAtoueBoMy daiiny.

Ha3HaueHve: MakcMmanbHoe paspelleHHoe YMCA0 A0UepPHUX
npouecco., kotopble Dr.Web Scanning Engine mo>xeT nopoauts B
npouecce NPoBEpPKM.

KpaTkuin BapumaHT: Her.

AprymeHTbI: <4UC/10> — MaKCMMa/ibHOe paspeLleHHOe YMCIo
[OYEPHMX NPOLIECCOB.

HazHaueHue: MepuoanuHocTs, ¢ koTopori Dr.Web Scanning Engine
nposepsAeT paboTocnocobHOCTb JOUEPHMX MPOLIECCOB, 3aHVMAFOLLMXCA
NPOBEPKOW COAEPXMMOTO GalrinoBs, A8 OCTaHOBKM 3aBUCLLVX NMPWU
npoBsepke.

KpaTkuin BapuaHT: Her.

AprymMeHTbl: <UHMep8as epemeHuU> — NepuoANYHOCTb NPOBEPKU
AOYEPHMX NMPOLIECCOB.

HasHaueHve: 3aBeplUmnTb NPOLIECCHI CKaHMPOBAHWA NpU TailM-ayTe,
nocnas uMm curHan SIGABRT.

KpaTkuin BapuaHT: Her.

AprymeHTbl: Het

HazHaueHuve: OTcnexunBaHe 060104kM (BbIBOA B XXypHa
paclinpeHHon nHdopmaumm o nposepke danos sgpom Dr.Web Virus-
Finding Engine).

KpaTkuin BapuaHT: Her.

AprymeHTbl: Het

Ha3HaueHve: YpoBeHb NoapoOHOCTU BefeHUs XypHana agpom Dr.Web
Scanning Engine B npouecce paboTsbl.

KpaTkuin BapuaHT: Her.
AprymeHTbl: <yposeHb N0OpobHOoCMU>. BO3MOXKHbIe 3HaYeHNS:

e DEBUG — caMblii NOAPOO6HbIV (OTAaA0uUHbIN) YpOBeHb. BbiBoaATCA
BCe cOObLLeHNs, a Takoke OTNajouHas HbopmaLuums.

e INFO — BbIBOAATCS BCE COOBOLLEHMS.

e NOTICE — BbIBOAATCA cooblieHns o6 owmbkax, npeaynpexaeHus,
yBeZOM/IEHNS.

e WARNING — BbIBOAATCS COObLEHMs 06 olwmnbkax 1
npeaynpexaeHvs.

e ERROR — BbIBOAATCA TO/NIbKO COObLLEHNA 06 oLmMbKax.

Ha3HaueHve: Cnocob BefeHWs XypHana coObLLEHNI KOMMOHEHTa.

KpaTkuin BapuaHT: Her.
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AprymMeHTbl: <mun XypHasna>. BO3MOXHble 3HaueHNs:

e Stderr[:ShowTimestamp] — coobLeHms ByayT BbIBOAUTHCA B
CTaHAapPTHBIN NOTOK oWwmnboK stderr.
Onuus ShowTimestamp NpeanucbiBaeT 206aBaATb K KaXkiomy
COOBLWEHNIO METKY BPEMEHM.

e Syslog|:<facility>] — coobueHus byayT nepesaBaTbCs
CUCTEMHON cyxbe XypHanmpoBaHus syslog.
JononnutenbHas MeTka <facility> vcnonb3yeTcs Ana yKasaHus Tvna
XypHana, B KOTOPOM syslog ByseT coxpaHaTb cOObLeHus.
Bo3Mo>KHble 3HaueHws:

o DAEMON — COObLeHMs JEMOHOB;
o0 USER — cOO0bLeHMs Nosb30BaTeNbCKMX NMPOLECCOB;
0 MAIL — CcOOBLLEHMs MOYTOBLIX MPOrpamm;

0 LOCALO — coobLeHns sloKasbHbIX npoleccos 0;

0 LOCAL7 — coobLeHNs NIoKaabHbIX NPOLEccoB 7.

e <path> — nyTb K painy, B KOTOPbIN BYAYT COXPaHATLCA COOBLLEHNs
XypHana.
Mpumepsbr:
--Log /var/opt/drweb.com/log/se.log
--Log Stderr:ShowTimestamp
--Log Syslog:DAEMON
HasHaueHve: MakcuManbHbIi 06bem onepaTUBHONM NaMATH,
Bblgenaembl 414 paboTbl 3K3eMMIApa CKaHMPYHOLLLEro ajpa.
KpaTkuin BapuaHT: Her.

AprymeHTbl: <pasmep 8 balimax> — MaKkCMManbHblA 06Bbem
OI'IepaTI/IBHOI7I naMAaTn.

[Jonyctmble 3HaveHus: ot 1073741824 6ant (1 I6) po 4294967296
6aut (4 I'6).

3HaueHne No ymoiYaHuo: 4294967296 (4 I6)

ZIE DTOT NapamMeTp He 3afeincTByeTcs B 32-pa3psasHbIX
AMCTPMOYTMBaX NpoayKTa.

Ha3HaueHve: MakcManbHbIi 06beM onepaTMBHOMN NaMsATy,
BblJENAEeMbIN 415 XPaHEHUS BPeMEeHHbIX Gainnos.

KpaTkuin BapuaHT: Her.

AprymeHTbl: <pasmep 8 6alimax> — MaKCUMaibHbIi 06BbeM
onepaTUBHOW NaMATH.

[Jonyctmble 3HaveHus: ot 52428800 6ant (50 M6) ao 1073741824
6ant (1 6).

3HaueHWe no ymosiyaHuo: 524288000 (500 M6)
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I HactosatenbHo He pekomMeHayeTCa MEHATb 3Ha4YeHNe
Nno YMOJIYaHUIKO AnA 3TOro napameTpa, eCain Bbl He
YBEPEHbI, YTO 3TO AEVICTBVITEIIbHO HEO6XOAVIMO.

Mpumep:
$ /opt/drweb.com/bin/drweb-se /tmp/drweb.ipc/.se --MaxForks=5

[laHHaa KoMaHZAa 3anycTuT 3k3emnasp ckaHmpyrowero aapa Dr.Web Scanning Engine,
3acTaBuB ero co3gatb Unix-cokeT /tmp/drweb.ipc/ . se AnA B3aMMOAENCTBUA C
KNMEHTCKMMWN KOMMOHEHTaMu 1 MopoxaaTb He 6osiee 5 CKaHMPYHOLLMX AOYEPHUX MPOLLeCCOB
npwn nposepke $pannos.

3ameuyaHunAa o 3anycke

Mpn HeOHXOAMMOCTN MOXET BbITh 3aMyLLEHO NPON3BONbLHOE KOIMYECTBO 3K3EMMIAPOB
ckaHupytoutero agpa Dr.Web Scanning Engine, npesoctaBaatoLLmx cepBUC MO NpoBepke
dalrnoB Ha HasMume yrpo3 KINEHTCKUM NMPUIOXKEHUAM (He 0653aTeIbHO TONbKO
komnoHeHTam Dr.Web Industrial ans dannosbix cepepos Unix). lMpwu 3ToM, eciv B
KOHbUrypaum KOMMNOHEHTa 3aaH0 3HayYeHVe napamMeTpa FixedSocketPath, TO OAMH
3K3eMMAAp CKaHMpYoLWero aapa Bceraa byset aBTOMaTMyeCck/ 3anyLleH AeMOHOM
ynpaneHusa koHourypaumen Dr.Web ConfigD n goctyneH kaneHtam yepes Unix-coker.
IK3eMNAAPbl CKaHNPYHOLLEero A4pa, 3anyckaemble HEMOCPeACTBEHHO M3 KOMaHAHOW CTPOKY,
6yayT paboTaTb B aBTOHOMHOM pexuMe, 6€3 NoAKNoYeHMsa K AeMOHY ynpaBaeHus
KOHPUrypaLumen, gaxke ecin oH 3anylueH. [lna ynpaBaeHna napametpamun paboTbl
KOMMOHEHTa, a TakKe 414 NpoBepkn Gparnos no tpeboBaHUto ncnonb3ynte ytuanty Dr.Web
Ctl, npegHa3HaueHHyto ans ynpasaeHusa Dr.Web Industrial ana darinosbix cepBepos Unix 13
KOMaHAHOW CTPOKM.

@ [Ana 3anycka ytuautel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

[ns ckaHMpoBaHWA NPOM3BOJbHOTO daina Unm kataaora komnoHeHtom Dr.Web Scanning
Engine ncnonb3yite koMaHay rawscan ytuautel Dr.Web Ctl:

$ drweb-ctl rawscan <nyme k kamaJsoay uau ¢gadiiny>

[ns nonyyeHns cnpaBki O KOMMOHEHTE U3 KOMaHZAHOM CTPOKM BbINOJHUTE KOMaHAY
man 1 drweb-se.
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9.8.3. NapameTpbl KOHPUTypaumnmn

KoMnoHeHT ncnosb3yeT napameTpbl KOHOUTypaLmm, 3ajaHHble B ceKUMKN [ScanEngine]

06beanHeHHOro koHdurypaunorHoro dawna DrWeb Industrial ans dannosbix cepsepoB
Unix.

JTa CeKUMA XpaHUT Ciedyrolime napameTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoAP0OHOCTM BeAeHMA XypHana KOMMOHEHTa.

{yposeHb noapo6Hocmu} Ecnm 3HaueHne napamMmeTpa He yKa3aHO, UCNOb3yeTCA 3Ha4veHne

napameTpa DefaultLogLevel M3 cekunn [Root].

3HauyeHve no yMoOaYaHuo: Notice

Log MeTos BeseHVA XypHana KOMMOHEHTa.
{mun xypHanaj} 3HauyeHWe Mo yMoYaHMo: Auto
ExePath MyTb K UCronHsaemomy daiiny KOMMOHEHTa.
{nyme k chaliny} 3HayeHue No yMONYaHWIo:

e nns GNU/Linux: /opt/drweb.com/bin/drweb-se

e 1NA
FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-se

IdleTimeLimit MakcrmanbHoe BpeMs NpOoCToA KOMMOHEHTa, Npu NpeBbiLl eHnn

KOTOPOro OH 3aBeplLuaeT cBOto paboTy.
{uHmepsan epemeHu}

Ecnv 3agaHo 3HaueHve napameTtpa FixedSocketPath, To
HacTpolika UrHopupyeTcs (KOMMOHEHT He 3aBepLuaeT cBoto paboTy
Mo WCTEUYEHWHO MaKCMMasbHOTO BPEMEHMU NMPOCTOS).

[Jonyctumble 3HaueHus: oT 10 cekyHs (10s) go 30 aHewn (304d).
Ecnn yctaHoBnEeHO 3HaueHWe None, TO KOMMOHEHT byaeT paboTaTb
MOCTOAHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTM eMy He byaeT
otnpasseH curHan SIGTERM.

3HauyeHue nNo ymonyaHuo: 1h

FixedSocketPath MyTb kK dpariny Unix-cokeTa GUKCUPOBAHHOTO 3K3eMMnaspa
. ckaHupyrowero aapa Dr.Web Scanning Engine.
{nyme « ¢paliny}
Mpwv 3agaHnM 3TOro NapameTpa AeMOH yrnpasieHus KoHburypauyen
Dr.Web ConfigD cneaut 3a Tem, UtTobbl BCErga MMenca 3anyLleHHbIn
3K3EMMIAP CKaHUPYIOLLEro fapa, AOCTYNHbIN KIMeHTaM Yepes 3ToT
COKeT.
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Mapametp

MaxForks

{yenoe yucno}

ForkMemoryLimit

{yenoe yucno}

EngineDallocLimit

{yenoe yucno}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

Y6epautech, Uto KaTasnory ¢ Gaiiom cokeTa
{ | ‘ Ha3HaueHbl Clegytolme npasa AocTyna:

drwxr-xr-x

YT106bI NPOCMOTPETb NpaBa AO0CTyNa, BbINOAHUTE
KOMaHay:

$ 1s -1d <nyme k kamasnoay>

3HaueHWe No ymosyaHuto: (He 3a0aHo)

MakcrMmanbHoe paspelleHHOe KOMYeCTBO 3K3eMMIAPOB AOYEPHNX
CKaHUPYHOLLUX NMPOLIECCOB, MOPOXAAEMbIX CKaHVPYOLWUM A4POM
Dr.Web Scanning Engine, koTopble MOryT HbiTb 3anyLueHbl
O/IHOBPEMEHHO.

3HaueHWe Nno ymosnvaHuo: Aesmomamudecku onpedesifsemcs npu
cmapme Kak yABOEHHOE YMCNO AOCTYMHbIX NPOLECCOPHbIX AAep, Uan
4, eCIv NONyYeHHOe YNCNO MeHblLue 4.

MakcvManbHbIn 06BbeM onepaTUBHOM NaMATK, BblAensieMbli ANns
paboTbl 3K3emMnaapa cKaHVpyroLLero aapa. 3HayeHve ykasbiBaeTcs
Kak Lenoe umcno c cypdukcom (b, kb, mb, gb). Ecnmn cydpduke He
yKasaH, TO 3HaYeHue UHTepPnpeTMPYeTCs Kak pa3mep B banTax.

[Jonyctmble 3HauveHus: oT 1 rurabaita (1GB) Ao 4 rurabawt (4GB).

3HauveHne No ymMoayaHuio: 4GB

ii JTOT NnapaMeTp He 3aAeincTByeTcs B 32-pa3psHbiX
: anctpubytmeax Dr.Web Industrial ans dannosbix

cepsepoB Unix.

MakcuManbHbIi 06beM OnepaTUBHOM NaMsATY, BblAenseMbl ANs
XpaHeHvs BpeMeHHbIX GpainoB. Ecam ykazaHHOe 3HayYeHVe MeHblue
pa3mepa BpeMeHHoro daina, To OH byseT co3iaH Ha YCTPOWCTBE
XpaHeHus, uto 3ameanut paboty Dr.Web Industrial gis daiinoBbix
cepBepoB Unix. 3HaueHWe yka3biBaeTca Kak Leaoe Uncio ¢
cyddukcom (b, kb, mb, gb). Ecnm cydpukc He ykasaH, TO 3HaueHue
WHTEpPNpeTUPYeTCs Kak pasmep B banTax.

[Jonyctumble 3HauveHus: ot 50 merabant (50MB) go 1 rurabaita
(1GB).

3HauyeHue No ymonyaHuro: 50 0MB

HactosatenbHo He pekomMeHayeTca MEHATb 3Ha4YeHNe
: Nno YMOJIYaHUKO AnA 3TOTo nNapamMeTpa, eCan Bbl He
YBEPEHbI, YTO 3TO AeVICTBVITEJ'IbHO HeO6XO,£I,VIMO.
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Mapametp

WatchdogInterval

{uHmepsan epemeHu}

BufferedIo

{nozuyveckoe 3Ha4eHue}

AbortForkOnTimeout

{nozuyeckoe 3Ha4eHue}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

MeproanyHocTb, ¢ koTopoli Dr.Web Scanning Engine nposepset
paboToCnoCcobHOCTE MOPOXKAEHHBIX UM JOUYEPHMX CKaHMPYHOLLNX
NpoLeccoB Ana 0bHapy>KeHVa 3aBMCaHUIA NPU NpoBepke
(«cTOpO>KEBOW TaMep»).

3HauyeHve no YyMONYaHUIO: 155

Wcnonb3oBaTh MAKM He NCMONb30BaTh 6ydepr30BaHHbI BBOA-BbIBOZ
npw Nnposepke dGaitnos.

Vicnonb3oBaHue b6ydepursoBaHHOro Beosa-seiBosa B OC cemeiicTBa
GNU/Linux n OC FreeBSD Mo>eT yBeNNYNTb CKOPOCTb MPOBEPKM
banoB, pacnosioXeHHbIX Ha MeAJ/IEHHbIX JNCKOBbIX YCTPOMCTBAX.
Bo3MoXKHble 3HaueHus:

e On, Yes, True — UCMOAb30BaTh 6ydepn3oBaHHbIN BBOA-BbIBO;
e Off, No, False — He ucrnonb3oBatb bydepunsoBaHHbI BBOS-

BbIBOA,

3HaueHue nNo ymonyaHuo: Of £

3aBepLlaTbh AN He 3aBepLUaTh NPOLIECCHl CKAHMPOBAaHWUSA NpuY Talim-
ayTe, nocnas uM curHan SIGABRT.

Bo3MOXHble 3HaUeHus:

e On, Yes, True — 3aBepluaTb NPOLIECCbl CKAaHUPOBAHWUSA MPU TaiM-
ayTe;

e Off, No, False — He 3aBeplUaTb NPOLECCbl CKaHNPOBaHWA Npu
TalmM-ayTe.

3HaveHne no ymonyaHumio: Of £
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KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

9.9. Dr.Web Updater

KomnoHeHT o6HoBAeHWI Dr.Web Updater npegHa3HaueH aia noayyeHns o6HOBAEHUI
BMPYCHbIX 6a3 1 aHTMBMpYycHoro sapa Dr.Web Virus-Finding Engine c cepBepoB o6HOBAeHM
kKomnaHun «[loktop Beb».

Ecnam Dr.Web Industrial ana ¢annosbix cepsepos Unix paboTtaeTt B pexunme
LLleHTPa/In30BaHHOWN 3allNTbl, TO B KAYeCTBE MCTOYHMKA OBHOBAEHWI NCNONb3YeTCA cepBep
LleHTPaAn30BaHHOM 3alUMTbl, NpMYeM Bce OOHOBAEHMA MOAyYatoTCs ¢ cepBepa Yepes DrWeb
ES Agent, a Dr.Web Updater ans 3arpy3kn o6HOBAEHWIA HE NCNOAb3YeTCS.

9.9.1. NMpuHuMNbI paboTsbl

KomnoHeHT nogkntoyaeTca kK cepeepam 06HOBAeHUI KoMNaHuu «[loktop Beb» ana nposepku
HaAnuna 1 3arpy3kn o6HOBAEHUW BUPYCHBIX 6a3 1 aHTUBMPYCHOro agpa Dr.Web Virus-Finding
Engine. Cnuckn cepBepoB, 06pa3yroLLmMX JOCTYMHYHO 30HY OOHOBAEHUI, XPaHATCA B
cneunanbHoM daine, KOTOPbIV NOAMUCAH C Lieabt HEBO3MOXHOCTU ero Moandukaumnu. Mpwu
NOAKIFOUEHNN K cepBepaM OOHOBNAEHMI Yepe3 MPOKCK-CepBep NOAAEPKMNBAETCA TObKO
6a3oBas v ganaxecT-ayteHTMdMKaLmA.

Ecnam Dr.Web Industrial gna parinosbix cepBepoB Unix He NOAKIFOYEH K cCepBepY
LEeHTPa/IM30BaHHOW 3aLUMTbl AN NOAKIIOUYEH K HEMY B MOHMabHOM pexnme, To DrWeb
Updater aBToMaTMueckun 3anyckaeTca 4eMOHOM ynpasaeHna koHourypaumen DrWeb ConfigD
C MePUOANYHOCTBIO, YKa3aHHOW B HAaCTPOMKax. Takke KOMMOHEHT MOXeT ObITb 3anyLleH
Dr.Web ConfigD B 0TBeT Ha MOCTyNMBLLYH KOMaHZy NoAb3oBaTens (BHeouepesHoe
obHOBNEHME).

Mpu HaAnUMKM Ha cepBepax OBHOBAEHWNIN AOCTYMHbIX OOHOBNEHUI, OHU 3arpy>atroTca B
KaTanor /var/opt/drweb.com/cache/ ans GNU/Linux nan /var/drweb.com/cache/
ana FreeBSD, nocne yero pasmeluatorcsa B pabounx katanorax Dr.Web Industrial ans
darinoBbix cepsepos Unix.

Mo ymonyaHunto Bce OOHOBNEHUA 3arpy>KaroTca € 30Hbl 0OHOBAEHNSA, 0bLen Ans Bcex
npogayktos Dr.Web. [epeueHb ncnoab3yembix MO yMONYaHWUIO CEPBEPOB, BXOAALLMX B 30HY
06HOB/IEHNS, YKa3biBaeTca B darinax, HaXOAALMXCA B KaTanorax, ykazaHHbIX B mapameTpax
*Dr1Dir. [pn HeobxoANMMOCTN NO 3aNpPOoCy KIMeHTa MOXeT HbITb co3aaHa ocobas 30Ha
06HOBIEHUNSA (ANA KaXXA0ro BMAa OOHOBAEHMSA), CMNCOK CepBEPOB KOTOPOW yKa3biBaeTCs B
oTaenbHoM danne (MO yMONUYaHMIO C UMeHeM update.drl). 3TOT pann HaxoaMTCA B
KaTasore, yka3aHHOM B COOTBETCTBYHOLLIEM MapameTpe *CustomDrlDir. B 3TOM cayyae
KOMMOHEHT 06HOBAEHNI ByaeT 3arpy>kaTb OOGHOBAEHMSA TONBKO C 3TUX CEPBEPOB, He
NCNO/Ib3yA CepBepbl U3 30HbI MO YMONYaHUIO.

[ns oTKasa OT NCMNOJiIb30BaHMUsA 0COOOMN 30HbI OOHOBIEHUS AOCTATOUYHO OUYMUCTUTb 3HAUEHME
COOTBETCTBYHOLLEro NnapamMeTpa *CustomDr1Dir B HaCTPOMKax KOMMNOHEHTa.
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KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

| Cozep>xmmoe $aiiNnoB CNMCKOB CEPBEPOB MOAMMUCAHO AN HEBO3MOXHOCTMN WX
Moandukaumn. Ecnm Bam HeobxoAMMO co3aaTb 0CObbIV NepeyeHs CepBePOB 06HOBAEHUS,

O6paTVITECb B TEXHUYECKYHO MOAAEPXKKY.

KOMMOHEHT MOXET BbIMONHATL COXPaHEHNE pe3epBHbIX KOMN 06HOBAAEMbIX GpainaoB ana
nocsegytoLLero otkata 06HOBAEHMI MO KOMaHAe Noab3oBaTens. Mecto coxpaHeHus
pe3epBHbIX KOMUN 1 ryBuHa XpaHUMOW NCTOPUN OBHOBAEHWI 3aaK0TC B HACTPOMKax
KoMnoHeHTa. OTKaT OGHOBAEHWIN BbINOAHAETCA Yepes yTuauTy ynpaeaeHus Dr.Web Industrial
ana darinosbix cepBepoB Unix n3 komaHaHou ctpokn Dr.\Web Ctl (3anyckaeTcs komaHAom
drweb-ctl).

9.9.2. AprymeHTbl KOMaHAHON CTPOKU

Yto6bl 3anycTuth kKoMnoHeHT Dr.Web Updater 13 koMmaHAHOW CTPOKM, BbIMOJHUTE KOMAHAY:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-update [<napamempsi>]

e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-update [<napamempsi>]

Dr.Web Updater gonyckaet ncnonb3oBaHue caesyowmx napaMeTpos:

Mapametp OnucaHve

--help Ha3zHaueHwve: BbIBO,CI| Ha 3KpaH KOHCONU NN 3MYNATOPa TepMUHaNa KpaTKOI7I cnpaBkKn
no MMerLwmnMmca napamMmeTpam KOMaHAHOF/’I CTPOKM U 3aBepLUeHne pa6OTbI KOMMOHEHTa.

KpaTtkuin BapmaHT: —h
AprymeHTbl: Het

——version Ha3HaueHve: BbiBog Ha 3KkpaH KOHCONM UK AMyAsTOpa TepMuHana nHdopmaumm o
BEPCMM KOMMOHEHTa 1 3aBepLUeHne paboTbl.

KpaTtkuin BapuaHT: -v
AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-update --help

[laHHas KOMaHJa BbiBeZET Ha 3KpaH KpaTkyto cnpasBkKy komnoHeHTa Dr.Web Updater.

3ameuaHuA o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM PeXMMe HEMOCPEACTBEHHO N3 KOMaHAHOM CTPOKU He
npeaycMmoTtpeH. OH 3anyckaeTcs 4JeMOHOM yrnpaBaeHus kKoHourypaumen Dr.Web ConfigD
aBTOMaTM4ecku, No mepe HeobxoamMMocTu. [lns ynpasaeHus napametTpaMmun paboTsl
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KOMMOHEHTa, a Takke 419 OOHOBAEHWA BUPYCHbIX 6a3 1 aHTUBUPYCHOTO A4pa no
TpeboBaHMo Nonb3ynTech ytuanton Dr\Web Ctl, npegHasHaueHHoOU ana ynpasaeHuns DrWeb
Industrial ana darnosbix cepBepoB Unix n3 KOMaHAHOWN CTPOKM.

@ Ons 3anycka ytmautel Dr.Web Ctl cnonb3yite komanay drweb-ctl.

[ns nonyyeHns cnpaBKn O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-update.

9.9.3. NMapameTpbl KOHPUTypaLumn

KOMHOHeHTMCHOﬂb3yeTHapaMeprIKOH¢MprauMM,3aAaHHbKEBCGKMMM [Update]

o6beanHeHHoro koHdurypaunonHoro dania DrWeb Industrial ansa dannosbix cepBepoB
Unix.

B cekumu npeactaBaeHbl caeayrolme napameTpsi:

Mapametp OnwucaHue
LogLevel YpoBeHb NoApo6HOCTU BeAeHMA XypHana KOMMOHeHTa.

{ypOBEHb I’IO@pO6HOCmU} Ecam 3HaueHne napamMeTpa He yKa3aHO, TO UCNONAb3yeTCA

3Ha4veHue napameTpa DefaultLogLevel n3 cekuum [Root].

3HaueHue No ymonyaHuo: Notice

Log Metoz BeseHWa xypHania KOMMNOHEHTa.
{mun xypHana} 3HauyeHvie MO yMONYaHWIO: Auto
ExePath MyTb K UcnonHsemomy dainy KOMMOHeHTa.
{nyme Kk cpaliny} 3HaueHvie Mo YMOYaHWIO:

e a1 GNU/Linux: /opt/drweb.com/bin/drweb-update

e nnA
FreeBSD: /usr/local/libexec/drweb.com/bin/drweb
-update

RunAsUser Mosb3oBaTesb, OT MMEHM KOTOPOrO 3anyckaeTcsl KOMMOHEHT. Bbl
MOXeTe yKasaTb YMCI0BOW naeHTUduKaTop noabsosatens (UID)
nnu ero ums (noruH). Ecam nmsa nonbsosatens coctout us umdp
(T. e. noxoxe Ha ymcnosoi UID), ToO OHO yka3biBaeTcs C

npeduKcomM name :, Hanpumep, RunAsUser = name:123456.

{UID | ums nonszosamensy}

Ecav ms nosb3oBaTens ykaszaHO HeKOpPpPekTHo, paboTa
KOMTMOHeHTa 3aBepLUaeTcs OWnbKoW cpasy nocae nombITku
3anycka.

3HauyeHue No ymonyaHuo: drweb
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Mapametp

IdleTimeLimit

{uHmepsan epemeHu}

Start

{noauyeckuli}

UpdatelInterval

{uHmepsan epemeHu}

NetworkTimeout

{uHmepsan epemeHuy

RetryInterval
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OnucaHue

MakcmmanbHoe BpemMA NpoCToA KOMMOHEHTA, Mo MpeBbIlUEHNHO
KOTOPOro OH 3aBepLUaeT CBOO paborTy.

KoMmnoHeHT 3anyckaeTca npu ouyepesHOM OH6HOBAEHUM MO
pacnuncaHunto. Mo oKoHYaHUM OOHOBAEHWS XAET YKa3aHHbIN
WHTepBai BPeMEHW, 1, eCIN HOBbIX 3aMPOCOB He MOCTynaeT, TO
3aBepluaeT CBOO paboTy A0 C/iesytoLLeit NoMbITKM OHHOBAEHUS.

[Jonyctumble 3HaveHns: oT 10 cekyHg (10s) go 30 aHew (304d).
Ecnv yctaHoBNEHO 3HaueHWe None, KOMMOHEHT 6yaeT paboTaThb
MOCTOSIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He byaeT
oTnpaB/ieH curHan SIGTERM.

3HayeHue No ymonyaHuo: 10m

3anyckaTb Win He 3anyckaTb KOMMOHEHT npw 3arpyske Dr.Web
Industrial gns dannosbix cepeepos Unix. ITOT napameTp nmeet
npuopwuteTt Haj napameTpoM DwsUpdateEnabled.

,D,O nycTMble 3HaYeHUA:

e Yes — 3anyckaTb KOMMOHeEHT npu 3arpy3ke Dr.Web Industrial
ana davinoBbix cepepoB Unix;

e No — He 3anyckaTb KOMMOHeHT npw 3arpyske Dr.Web Industrial
ans dannosbix cepsepos Unix.

3HayeHue No yMONYaHUIO: Yes

YacTtoTa npoBepku Haanuus 0HHOBAEHUI Ha cepBepax
obHoeneHus Dr.Web, T. e. nepvos BpeMeHu, KOTOPbIV AONXKEH
MPOWTW OT NpeAblAyLLEeN YCNeLHOW NOMbITKA NOAKIOYEHUS K
cepBepaM OBHOBJ/IEHMs (aBTOMATUUECKOTO MU
VMHALMMPOBAHHOTO MOJIb30BaTeNEM) O CAeAyHoLL e NoMnbITKX
BbIMOJIHUTL OOHOBJEHNE.

3HaueHve Mo ymMoaYaHuio: 30m

TalM-ayT Ha ceTeBble onepauuy KOMMOHEHTa MPW BbINOJHEHWUN
obHoBNeHW ¢ cepBepoB Dr.Web.

Ncnonb3yeTtcs ans oXugaHus npojosixkeHns o6HOBAEHUS B
cNyyae BpeMeHHOro obpbiBa coeamHenus. Ecam o6bopsaHHoe
ceTeBOe COeAVHeHWe ByaeT BOCCTAaHOBNEHO A0 UCTEUEHUS TaM-
ayTa, To 06HOB/IeHVe ByaeT NPOAO/IKEHO.

He vmeeT cMbicna yka3biBaTh BeNUMHY TailM-ayTa 6onee 75s,
T. K. 32 3TO BpeMsl CoeAuHeHVe 3akpoeTcs no Tarim-ayty TCP.

MuHMManbHOe 3HaueHve: 5s.
3HaueHue No yMonyaHuo: 60s

YacrtoTa NOBTOPHbIX MOMbITOK BbIMNOJIHUTb obHOBAEHME C
cepsepos O6HOBﬂeHI/IF|, eC/in ovepesHaa nonbITka BbINONHUTb
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Mapametp

{uHmepsan epemeHu}

MaxRetries

{uyenoe yucno}

UseHttps

{Always | ResListOnly | Never}

Proxy

{cmpoka nodkntoyeHus}
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OnucaHue
06HOB/IEHMe 3aBEPLUMNOCH Heyaauyei.

Jonyctumble 3HaueHna: oT 1 MuHyTbl (1m) 40 30 MUHYT (30m).
3HaueHue Mo yMONUYaHUIO: 3m

KonnyecTBo MOBTOPHbIX MOMBLITOK BbIMOAHUTE OBHOBEHNE C
cepBepoB obHoBeHns Dr.Web (npegnpuHumMaeMbix Yepes
NPOMEXyTKVM BPEMEHY, YKa3aHHble B NapameTpe
RetryInterval), ey npesblaylas nonbitka 06HOBAEHNS
3aKOHUMNaCh Heyaauen.

Ecnv 3HaueHve napameTtpa — 0, TO MOBTOPHbIE MOMbITKM
BbINOJIHATL HeyzaBLleecs 06HOBEHME HE MPOW3BOAATCS
(cnegytolee obHOBEHWE BYAET NMPOV3BOAUTLCA Yepes Nepuos
BPEMEHV, yKa3aHHbIl B NapameTpe Updatelnterval).

3HaueHvie Mo ymoauaHmo: 3

Wcnonb3osatb unmn He ncnonb3osaTb npotokos HTTPS npwu
CKa4MBaHUM O6HOBIEHWIA.

ﬂ,O nyCTUMbI€ 3HAYEHNA:

e Always — BCerfa ucrnonb3osatb npotokon HTTPS npwu
cKauvBaHWM 0HHOBAEHUI.

e ResListOnly — mcnosb3osaTb NpoTokos HTTPS TonbKo npwu
ckaumBaHuM dpaina . 1st co cnMckom dainoB 06HOBEHMA.
Camu darinbl 06HOBEHUA BYAYT CkaumMBaTbCA MO NPOTOKOAY
HTTP.

e Never — BCerga ncnonb3osatb npotokon HTTP npu
CKauMBaHWMN OBHOBEHWIA.

3HayeHVe Mo YMONYaHMIO: ResListOnly

MapaMeTpbl MOAKIOUEHNS K NMPOKCU-CEPBEPY, KOTOPbIN
MCMONb3YyeTCs KOMNOHEHTOM 0bHoBAeHWA Dr.Web Updater gns
noAKAtOUeHWs K cepBepaM 0bHoBeHWn Dr.Web (Hanpumep,

eCinm HenocpeacTBeHHOE NOoAK/NIHOYEHNE K BHELWWHNM CepBepam
3anpeLweHo noanTmkamm 6e30nacHoOCTM cetn).

Ec/iv 3HaueHVe mapameTpa He 3a4aHo, TO MPOKCU-CEPBEpP He
UCMOJIb3YeTCs.
Bo3MoXkHble 3HaUeHUs:

<CMpOoKa NOOK/IHOYEHU> — CTPOKa MOAKIOYUEHNS K NMPOKCU-
cepBepy. Vimeet cnegyrowmin popmat (URL):

[ <npomokos>://] [ <no/b308amesb>: <NApoJib>@ ]
<xocm> : <nopm>

rae:

e <NPOMOKOJ> — TUM WCMOJIb3YEMOTO MPOTOKOa (B TEKYLLEN
BEpPCUM AOCTYMNeH TONbKO http);
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OnucaHue

e <N0/Ib308aMeNb> — UMS MONb30BaTeNs AN NMOAKIFOUEHMS K
npoKcu-cepBepy;

e <Naposib> — Maposib A5 MOAKIOYUEHMS K MPOKCU-CEPBEPY;

e <xocm> — ajpec y3/ia, Ha KOTOPOM paboTaeT NPOKCU-cepBep
(IP-agpec wim ums gomeHa, T. e. FQDN);

e <NOpM> — UCMONb3yeMblii MOPT.

Yactn URL <npomokosi> v <nosib308amesio >:<napojis > MOTYT
OTCYTCTBOBaTh. AJpec NpokKcu-cepBepa <xocm>:<nopm>
ABNAETCA 06A3aTeNbHbIM.

Ecan umsa nonb3oBaTtens mnv naponb cofep>kaTt CUMBOAbI @, %
WNK :, TO UX CnesyeT 3aMeHUTb Ha cooTBeTcTByroLe HEX-koabl:
%40, $25 1 $3A COOTBETCTBEHHO.

Mpumeps:
1. B danne koHPUrypaumm:

o [logkntoueHve K NPOKCU-CepBEPY Ha y3ne
proxyhost.company.org Ha NopT 123:

Proxy = proxyhost.company.org:123

e [logkntoyeHme K NPOKCK-cepBepy Ha y3ie 10.26.127.0
Ha nopT 3336, ncnoab3ya npotokon HTTP, oT umeHn
nosab3oBatend legaluser C MAapPOJEM passw:

Proxy =
http://legaluser:passwl@l0.26.127.0:3336

e [loakntoyeHme K NPOKCn-cepeepy Ha y3ie 10.26.127.0
Ha NopT 3336 OT MMEHWU NOIb30BaTENSA
user@company.com C NAPOJEM passws123:

Proxy = user%40company.com:passws25123%
3A@10.26.127.0:3336

2. 3ajaHue Tex e CaMblX 3HaYEHWN C MOMOLLbI KOMaH/bI
drweb-ctl cfset

# drweb-ctl cfset Update.Proxy
proxyhost.company.org:123

# drweb-ctl cfset Update.Proxy
http://legaluser:passw@10.26.127.0:3336

# drweb-ctl cfset Update.Proxy user$%
40company.com:passw$25123%3A@10.26.127.0:3336

3HaueHWe No ymoiYaHuto: (He 3a0aHo)

Nms daiina, KOTOPbIN He ByaeT OOHOBAATLCA KOMMOHEHTOM
obHoeneHun Dr.Web Updater.

Mo>eT MMeTb CMNCOK 3HAaUYEHUN. 3HaUeHNs B CrMCKe
YKa3blBatOTCA Yepes 3anATyto (KaXzoe 3HauyeHne B KaBblukax).
[JonyckaeTca NnoBTOpeHWe napameTpa B cekuun (B 3TOM ciyyae
BCE 3HaueHWss 0ObeAVHSAOTCA B €AMHbIN CMINCOK).

Mpumep: JobaButb B cnncok daibl 123 .vdb 1 456.dws.
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OnucaHue

1. [obaBneHne 3HaueHWA B Galin KOHPUrypaLmm.
e [lBa 3HaUeHWs B OHOW CTPOKE:

[Update]
ExcludedFiles = "123.vdb", "456.dws"

e [IBe CTPOKM (NO OAHOMY 3HAUYEHUIO B CTPOKE):

[Update]
ExcludedFiles = 123.vdb
ExcludedFiles = 456.dws

2. [JobaBneHne 3HaUYeHWA C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset Update.ExcludedFiles -a 123.vdb
# drweb-ctl cfset Update.ExcludedFiles -a 456.dws

3HaueHve Mo ymonuaHuio: drweb32.1st

PaspeLlunTb WK 3anpeTuTb 0BGHOBAEHME BUPYCHBIX 6a3 ©
aHTMBUPYCHOTO fapa.

AO nyCcTUMbl€ 3HaYEHNA:

® Yes — obHOBJeHWe pa3peLleHo 1 6yaeT NPOU3BOANUTLCS;

e No — OOHOBJIEHVE He pa3peLleHo 1 He ByAeT MPOU3BOAUTLCS.
3HaueHWe MO YMONUYAHWIO: Yes

MyTb K KaTasory, XpaHalemy Gpaiibl Ans NOAKIOYEHUs K

cepBepaM 13 CTaHAapPTHON 30HbI OOHOBAEHWS, UCMONb3YEMbIM
415 OOHOB/IEHWSI BUPYCHBIX 6a3 1 aHTUBUPYCHOTO fiApa.

3HauyeHue no YMOYaHWIKO!

e a1 GNU/Linux: /var/opt/drweb.com/drl/bases
e anqa FreeBSD: /var/drweb.com/drl/bases

MyTb K KaTasory, XpaHalemMy daiibl 419 NOAKNOUEHMS K

cepBepamM 0cob0W («KINEHTCKOI») 30Hbl OBHOBEHNS,
UCMONb3yeMbIM /i OB6HOBIEHUS BUPYCHBIX 633 1 aHTVBUPYCHOTO

agpa.

Ecnu B kaTanore, Ha KOTOPbIM yKa3blBaeT NapameTp, MMeeTca
HerMyCcTon NoANMCaHHbIA Palin cnncka cepeepos (dain .drl), To
06HOBNEHMe BeAeTCa TOIbKO C 3TUX CEPBEPOB, a CepBepbI
OCHOBHOW 30HbI (CM. BbILLE) He NCMOb3YHOTCA 418 OOHOBIEHUS
BUPYCHbIX a3 1 aHTUBMPYCHOTO AApa.

3HayeHme No yMONYaHWUIO:

e nnsa GNU/Linux: /var/opt/drweb.com/custom-
drl/bases

o ana FreeBSD: /var/drweb.com/custom-drl/bases
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MaxBackups
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OnucaHue

PaspeLntb namn 3anpeTutb 06HOBNEHWE BEPCUIA KOMMOHEHTOB
Dr.Web Industrial gna parinosbix cepeepos Unix.

,D,O nycTMMble 3HaYeHUA:

e Yes — OBHOB/IEHWE pa3peLLleHo 1 byaeT NPOV3BOANTLCS;

e No — OBHOBJ/IEH/E He pa3peLleHo 1 He ByaeT NPOU3BOAUTLCS.
3HaueHvie Mo YMOUaHWIO: Yes

MyTb K KaTasory, XpaHalemy Gaiibl Ans NOAKTHOYEHUs K

cepBepaMm, UCMoJib3yeMbiM A OOHOBIEHWs BEPCUIA
komnoHeHToB Dr.Web Industrial gns ¢annosbix cepeepos Unix.

3HauyeHue No yMOYaHWIO:

e ana GNU/Linux: /var/opt/drweb.com/drl/version

o nnqa FreeBSD: /var/drweb.com/drl/version

MyTb K KaTasory, B KOTOPbIV COXPaHAOTCA CTapble BEPCUn
obHoBAEMbIX GaioB A/18 BO3MOXKHOCTM OTKaTa OOHOBAEHUIN.

Mpw Ka>xxgoM OBHOBAEHWN COXPAHAROTCA Pe3epBHbIE KOMUK
TONIbKO OH6HOBJ/IEHHBIX Palinos.

3Ha4yeHue no YMOYaHWKO!
e a5 GNU/Linux: /var/opt/drweb.com/backup

o anqa FreeBSD: /var/drweb.com/backup

MakcrMaibHOEe KOJIMUYECTBO COXPAHAEMbIX MPeablAyLLMX BEPCUN
o6HoBAsieMbIX dalinoB. Mpu NpeBbILEHNN 3TON BEMYMHBI Camas
cTapas Konus yaansetcs npu ouepesHOM 0H6HOBAEHUN.

Ecav 3HaueHve napameTpa — 0, TO NpeAblAylie Bepcun dainnos
JJ/151 BOCCTAHOBJIEHMSI HE COXPaHSHOTCS.

3HauyeHve no yMoaYaHuo: 0

PyKOBOACTBO aZMUHWCTpaToOpa
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9.10. Dr.Web ES Agent

AreHT LeHTpannsoBaHHOM 3awmTbl Dr.Web ES Agent npesHa3HayeH Ans NOAKAHOUEHMUS
Dr.Web Industrial ans ¢annosbix cepBepos Unix kK cepBepy LLeHTPaIM30BaHHOW 3aLUMTh.

Korga Dr.Web Industrial ans ¢annoBbix cepepoB Unix Noak/itoueH K cepBepy
LeHTpanan3oBaHHOM 3awwmTbl, Dr\Web ES Agent CUHXPOHU3MPYET NNLEH3NOHHbIW K1HUEBOU
dalin ¢ knrYaMm, XpaHALWMMNCS Ha cepBepe LIeHTpaan3oBaHHOM 3awmTbl. Kpome TOro,
Dr.Web ES Agent nepesaet Ha cepBep LEHTPaIM30BaHHON 3aLLUMTbI, K KOTOPOMY OH
NOAKNOYEH, CTaTUCTUKY UHLMAEHTOB, CBA3aHHbIX C BpeAOHOCHbIM 10, nepeyeHb 3anyLeHHbIX
KOMMOHEHTOB U UX COCTOSIHUE.

Tarke Dr.Web ES Agent BbinosHaeT o6HoBaeHne BupycHbix 6a3 Dr.Web Industrial gna
darnosbix cepBepoB Unix HENOCPeACTBEHHO C MOAKIFOUYEHHOTO cepBepa LeHTpaan30BaHHON
3aWyTbl, MMHYA KOMNOHEHT 0bHoBeHMa Dr.\Web Updater.

9.10.1. MpuHUMNbI paboTbi

KomnoHeHT Dr.Web ES Agent ocyLuectBaseT nogkitoueHne K cepBepy LieHTpaiM30BaHHOWM
3aLUWThl, KOTOPbIN NO3BOAAET aAMUHNCTPATOPY CETU peasn3oBaTb Ha BCEM MPOCTPaHCTBE
ceTu efNHYH NOANTUKY 6e30NacHOCTM, B YHaCTHOCTM, HacTPOUTb Ha BCex paboumx cTaHLMAX U
cepBepax CeT! OAMHaKOBbIe CTpaTernu nposepku GanoB 1 Apyrmx o6beKToB GparinoBoM
CUCTEMbI U peakunmn Ha obHapy>KeHHble yrpo3bl. Kpome Toro, cepsep LieHTpann30BaHHOM
3alUMThl BbINMOAHAET B paMKax 3alyMiLaeMoin cet GyHKLUMKN BHYTPEHHEro cepaepa
O6HOB/IEHNI, UTPas POAb XPaHUANLLA aKTyasbHbIX BUPYCHbIX 6a3 (06HOBNEHWe B 3TOM Ciyyae
npomnssoauntca yepes Dr.Web ES Agent, Dr.Web Updater He ncnonb3syetcs).

Mpwu noakntoueHnn Dr.Web ES Agent k cepBepy LieHTpaan30BaHHOW 3aLUMTbl areHT
obecneuvBaeT NpmMeM OT cepBepa akTyaJlbHOW BEPCMM HAaCTPOEK MPOrPaMMHbIX
KOMMOHEHTOB W1 IMLLEH3UOHHOIO K/IHOUEeBOTrO Galifa, KOTopble OH NepesaeT AeMOHY
ynpasaeHusa koHdurypaumen DrWeb ConfigD ans npuMeHeHUs K ynpaBaseMbiM
KOMMNOHeHTaM. KpoMe TOro, oH MOXeT NpUHMUMaTb OT cepBepa LLeHTPaaM30BaHHOM 3aLLMThI
3afjaHunA Ha NpoBepky 06bekToB GannoBON CUCTEMBI Ha paboyen cTaHUUK (B TOM yucae no
pacrnmncaHuio).

Dr.Web ES Agent cobupaeT 1 oTnpaBasieT Ha cepBep, K KOTOPOMY OH MOAKIHOYEH, CTaTUCTUKY
OBHapy>XeHUs Pa3INUHbIX YTPO3 N MPUMEHEHHbIX JENCTBUN.

Ans noaknroueHma Dr.Web ES Agent k cepBepy LieHTpann3oBaHHOW 3aWwuTbl TpebyeTca nmeTb
naponb 1 naeHTMduKaTop y3na («pabouen cTaHUUN» B TEPMUHAX cepBepa
LEeHTPa/M30BaHHOW 3alumThl), @ Takke Gann nybamyHOro kitoua wnudpoBaHus,
MCNO/Ib3yeMOro CepBepPOM ANs NOATBEPXKAEHMA ero NoAIMHHOCTU. BMmecTo naeHtndmnkatopa
CTaHLMM MOXHO yKa3aTb Npu NOAKNOYEHUN AEHTUPUKATOP OCHOBHOM 1 TapudHOW rpynn, B
KOTOpble CTaHLMI0 HeOH6XOANMO BKAOUMTL Ha cepBepe. TpebyeMble naeHTUGMKaTOpbl 1 hann
Ny6AMYHOTO K/toYa MOXKHO MOAYYNTb Y aAMUHUCTPATOPA, YNPaBAAOLLErO aHTUBUPYCHOM
3aLUMTON CeTn Yepes cepBep LIeHTPaAN30BaHHOM 3aLUMThl.
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Kpome TOro, k cepBepy LLeHTPaAM30BaHHOM 3aLWyTbl MOXHO MOAKIOUNTb 3aLUMLLAEeMbl y3en
(«pabouyto CTaHLNIO») B PEXNUME «HOBUYOK», ECIN AaHHAaA BO3MOXHOCTb pa3peLleHa
CepBepoOM LieHTpan30BaHHOW 3almMTbl. B 3TOM cnyuae nocse Toro, kak agMMHUCTPATOP
NOATBEPANT 3aABKY Ha MOAKIOUEHNE CTaHLMN, CEpBEP LEHTPaIM30BaHHOW 3aLUMThl
aBTOMaTMUeCKN CreHepupyeT ANs y3i1a HOBble NAEHTUOMKATOP M Mapoab U OTNPABUT X
areHTy 418 NCMONb30BaHMA NPU MOCAEAYOWNX NOAKIOUEHUSAX.

9.10.2. AprymeHTbl KOMaHAHOWU CTPOKW

Yto6bl 3anycTuTh KOMNoHeHT Dr.Web ES Agent 13 koMaHAHOW CTPOKW, BbIMOJHUTE KOMaHAY:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-esagent [<napamempsi>]

e anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-esagent [<napamempel>]

Dr.Web ES Agent gonyckaeT ncrnosib30BaHMe C/ieAytoLmx NapameTpoB:

Mapametp OnucaHue

--help Ha3HaueHwe: BbiBog Ha 3KpaH KOHCOAN WK IMyAsSTOpa TepMUHaNa KPpaTKOM CrpaBKM
Mo UMERLLMMCS NapaMeTpamM KOMaHAHOW CTPOKM U 3aBepLueHne paboTbl
KOMMOHeHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHwe: BbiBoA Ha 3KpaH KOHCOAN WK 3MyAsTopa TepMuHana nHdopmaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuin BapuaHT: -v

AprymeHTbl: Het

Mpumep:
$ /opt/drweb.com/bin/drweb-esagent --help

[laHHas KOMaHJa BbiBeZET Ha 3KpaH KpaTkyro cnpaBkKy komnoHeHTa Dr.Web ES Agent.

3ameuaHunAa o 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM PeXMMe HENOCPEeACTBEHHO N3 KOMaHAHOW CTPOKWN He
npeaycMoTpeH. KoMnoHeHT 3anyckaeTca aBToMaTMyecku, Npu ctTapTe onepauuoHHOWM
CUCTEMDI, AeMOHOM ynpaBaeHus koHourypaumen Dr.Web ConfigD. ina ynpaBaeHus
napameTpamu paboTbl KOMMOHEHTa, a Takke Ans nogkntoveHma DrWeb Industrial ana
darnoBbix cepBepoB Unix kK cepepy LEHTPaAN30BaHHOW 3aLUMTbl UCNONb3YMNTE YTUAUTY
Dr.Web Ctl, npegHa3HaueHHyto ans ynpasneHua Dr.Web Industrial ana darinoBbix cepsepos
Unix 13 KOMaHAHOW CTPOKMU.
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@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

,ﬂ,flﬂ noJsiy4eHna CnpaBkn O KOMIMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-esagent.

9.10.3. NMNapameTpbl KOHPUTypaLUu

KomMnoHeHT ncnonb3yet napaMeTpbl KOHPUIypaLmm, 3ajaHHble B cekUunn [ESAgent ]
0b6beanHeHHOro kKoHburypalumoHHoro davina DrWeb Industrial ans ¢annosbix cepsepos

Unix.

BCGKMMM npeactaB/ieHbl ciefyrolumne napameTpbl:

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log
{mun xypHanaj}
ExePath

{nyme « cpaliny}

MobileMode

{On | Off | Auto}

OnucaHue

yQOBeHb I'IOAQO6HOCTVI BeAeHUA >KypHa/sa KOMIMNOHEeHTa.

Ecnun 3HaueHve napameTpa He yka3aHo, UCMOJb3yeTca 3HayYeHWe napameTpa
DefaultLogLevel mn3 cekuun [Root].

3HayeHwve no yMoYaHuo: Notice

|\/|(3TOQl BeAeHWA XypHaJia KOMMOHEeHTa.

3HauyeHWe No ymMoiYaHui: Auto

MMyTs K McnonHsemMomy daiiny KOMMOHEHTa.

3HaueHne Mo yMOJTHaHWHO:
e ana GNU/Linux: /opt/drweb.com/bin/drweb-esagent

o ana FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
esagent

Vcnosnb3oBaTtb MAM He UCMONb30BaTh MOBWAbHBIA pexxkum Dr.Web Industrial
ans GannoBbix cepsepo Unix npu NogkntoueHnn K cepeepy
LieHTPaIM30BaHHOM 3aLLuUThl.

ﬂ,O nycTMbl€ 3HaYeHNA:

e On — MCMOJIb30BaTb MOBUALHBIN PEXIM, ECIN OH Pa3peLleH CEPBEPOM
LieHTpPaAn30BaHHOM 3aLuThl (yCTaHaBAMBaTb OOHOBAEHMA C CEPBEPOB
0bHOBIEHMI KOMMaHuK «[JokTop Beb» ¢ nomouwbio Dr.Web Updater);

e Off — He UCNo/b30BaTb MOGWBHDBIN PEXUM, OCTaBaTbCA B pexmMe
LieHTPaAn30BaHHOW 3aLwuThbl (BCerga nosyyats OOHOBAEHWS TOBKO C
cepBepa LIeHTPaM30BaHHOW 3aLLuTbI);

e Auto — MCMO/b30BaTb MOOWIbHBIN PEXVM, €CIM OH pa3peLleH cepBepoM
LieHTPaM30BaHHOM 3aLLuTbl, @ O6HOB/IEHUs YCTaHaBAMBaATb Kak C CEpBEpPOB
06HOBIEHMI koMMaHuK «[JokTop Beb» ¢ nomouwbto Dr.Web Updater, Tak un
C cepBepa LeHTPaan30BaHHOM 3aLL1Thl, B 3aBMCMMOCTM OT TOTO, Kakoe
coefMHeHWe AOCTYMHO M KayecTBO KakOro COeAMHeHUs nyylle.
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Discovery
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UpdatePlatform

{HazeaHue nnamgopmei}

DebugIpc

{noauyeckuli}
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OnucaHue

l HOBEAEHVIE AAHHOTO NapamMeTpa 3aBUCUT OT pa3peLueHV|17| Ha
° cepBepe: ecnn MOBUNbHBIN PEXNM Ha NUCNOb3yeMOM
cepBepe He pa3pelleH, TO NapaMeTp He MMeeT HUMKaKOro

apdekTa.

3HayeHWe Mo yMoiyaHur: Auto

PaspeLunTb WAW 3anNpeTuTb areHTy NpUHUMaTh discovery-3anpockl oT
MHCMEeKTOpa CeTh, BCTPOEHHOTO B CepBep LEHTPasIM30BaHHON 3aLLnThl
(discovery-3anpocbl UCMONb3YIOTCH MHCMEKTOPOM ANS MPOBEPKM CTPYKTYPbI 1
COCTOAHWA aHTVBUPYCHOM CETH).

ﬂ,O nyctMbl€ 3HaYEeHNA:

e On — paspeLuaTtb areHTy NpuHMMaTh 1 obpabaTbiBaTh discovery-3anpocsl;

e Off — 3anpeTuTb areHTy NpuHUMaTb 1 obpabaTbiBaTb discovery-3anpochl.

| [aHHbI NapaMeTp MMeeT MPUOPUTET Haj HaCcTpOMKaMu
: cepBepa LIeHTPaNM30BaHHOW 3aLLWTbl: €C/IN yKa3aHo

3HaueHve Of £, areHT He ByaeT npvHUMaTh discovery-
3anpochl, Jaxe ecaun 31a GyHKUMA BKIOYEHA Ha CcepBepe.

3HauyeHwe no YMO4YaHUIO: On

O603HaueHvie N1athopMbl, A5 KOTOPOW areHT byAeT noayyatb C cepBepa
LieHTPa30BaHHO 3aLLWTbl OBHOBAEHNS ANS aHTUBMPYCHOTO AApa.

ﬂ,O nyctMble 3HaYEHNA:

o ana GNU/Linux: unix-1linux-32, unix-linux-64-engine64, unix-
linux—-aarch64, unix-linux-e2k, unix-linux-e2k-engine64,

unix-linux-mips, unix-linux-ppc64le;
e anda FreeBSD: unix-freebsd-32, unix-freebsd-64-engine64;

e ana Darwin: unix-darwin-32, unix-darwin-64-engine64, unix-—
darwin-aarché64.

HactosTenbHO He pekoMeHayeTcs M3MEHsATb 3HaueHue
: napameTpa, eC/M Bbl He YBEPEHbI, YTO 3TO AENCTBUTENBHO
HeobxoAnMoO.

3HaueHwve No ymonuaHuo: 3agucum om ucnose3yemMol niamgopmel

Brkatouatb nam He BKAKOYATb B XXYPHaI Ha OTAaL0YHOM YpOBHe (npw
LogLevel = DEBUG) noapo6Hble coobuenus IPC (B3anmogenictene Dr.Web
ES Agent n gemoHa ynpaeneHus KoHdurypaumen Dr.Web ConfigD).

3HayeHue No yMonyaHuo: No
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Mapametp

DebugConfig

{noauyeckuli}

SrvMsgAutoremove

{yenoe yucno}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

[ob6aBnAaTb nnn He A06aBAATbL B XypHaa MHGOPMALMIO O HaCTpOMKax,
MOJIyYEHHbIX OT cepBepa LeHTPaM30BaHHOW 3aLnThl.

3HauyeHwe no yMOAYaHMO: No

CpOK XpaHeHuA COO6U.I,eHI/II7I. Mo 3aBepLeHnn yKazaHHOro Cpoka COO6LU,€HI/IF|
YAANAKTCA U3 6a3bl.

[Jonyctumble 3HaveHns: oT 1 Hegenv (1w) fo 365 aHein (3654).
3HaueHMe napameTpa yKa3blBaeTcA B BUAe LEsoro umcna ¢ cybodumkcom s, m, h,
d, w.

3HaueHue Mo yMoYaHuro: 1w
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9.11. Dr.Web HTTPD

KomnoHeHT Dr.Web HTTPD obecneunBaeT MHGPaCTPYKTypy ANA TOKAAbHOIO UAN YAANEHHOTO
B3anmogencteuns ¢ Dr.Web Industrial ans dannoBbix cepepoB Unix nocpeAcTBOM NMpOTOKOAA
HTTP (Hanpumep, yepes Beb-6pay3ep).

Momumo ynpasneHuns Dr.Web Industrial ans ¢annosbix cepsepos Unix uepes Beb-nHTepdeic
Dr.Web, Bbl MOXeTe NCnoab30BaTb HEMOCPEACTBEHHO KOMaHAHbIN nHTepdenc (HTTP API)
Dr.Web HTTPD ans B3anmogenctBua ¢ komnoHeHTtamu Dr\Web Industrial ans dannosbix
cepsepo Unix no npotokony HTTPS. [laHHaa BO3MOXHOCTb NO3BO/IAET pa3paboTaTtb a4
Dr.Web Industrial gns ¢annosbix cepBepoB Unix cOBCTBEHHbIN yNpaBAAIOLWLMIA MHTepENC.

HTTP API DrWeb HTTPD onucaH B COOTBETCTBYHOLLEM Da3jene.

Mpn ncnonb3oBaHWMK 3amLLLEeHHOro coeanHeHna HTTPS Heobxoammo obecneunTs cepBep
Dr.Web HTTPD koppekTHbIM cepTudurkaToM u 3aKpbITbiM K1to4Yom SSL. o ymonuaHuio ana
Dr.Web HTTPD cepBepHbI/ cepTduKaT 1 3aKpbliTbl KoY SSL reHepupytoTca aBTOMaTUyeCcku,
B NMpoLecce yCTaHOBKW, HO MPU HEOHXOANMOCTN Bbl MOXETe CreHepupoBaTb ANA cepBepa
CO6CTBEHHYIO Napy cepTudukaT/kntoy. Takoke NepCcoHaibHbIN YAOCTOBEPSAIOLWLMIA cepTUdUKaT
no/ab30BaTens, NOANUCaHHbIN oBepeHHbIM ans Dr.\Web HTTPD ceptudurkatom
YAOCTOBEPAIOLLErO LEHTPA, MOXET MCNOAb30BaThCA A1 aBTOMATUUeCKoW aBTopu3anumnm
KIMeHTOB npwu obpaweHnm k DrWeb HTTPD.

Ana reHepaumn knroYen n cepTMdrKaTtoB MOXHO BOCMONb30BaTbCA YTUANTOW openssl.
MprMepbl NCMOAb30BaHNA YTUANTBI openssl 419 reHepaumn cepTMOnKaToB 1 3aKpPbITbIX

Kntouen npueeseHbl B pasgene [Npunoxexue /[l FeHepauma ceptudukaros SSL.

9.11.1. MpnHYUMNbI paboTbi

Dr.Web HTTPD npegctaBnset cobon Beb-cepBep, cneunanbHo pa3paboTaHHbIN AN
ynpasneHusa paboton DrWeb Industrial ana ¢pannosbix cepsepos Unix, N03BOAS TEM CaMbIM
He MCNOb30BaTh A8 3TUX LieNein Kak CTOpOHHMe Beb-cepBepsbl (Takne kak Apache HTTP
Server n Nginx), Tak 1 ynpasastoLme cepBucbl Hanogobue Webmin. bonee Toro, oH MoxeT
paboTaTb C HUIMW Ha OAHOM Y3/1€e, He NPenATCTBYA UX QYHKLMOHUPOBAHMIO.

Cepsep Dr.Web HTTPD ob6cnyxmBaeT 3anpockl, noctynaroLme no npotokonam HTTP n HTTPS
Ha COKeTbl, 3aJlaHHble B €ro HaCTPOWKax, YTo NO3BOAAET eMy He KOHPANKTOBaTb C APYrMMU
Beb-cepBepamu, eCiM OHU TakKe MCNOAb3YHOTCA Ha 3ToM y3ne. [na ynpasneHus Dr.Web
Industrial ana dannoBbix cepepoB Unix ncnonb3yercs 6esonacHbin npotokon HTTPS.

| Beb6-uHtepdeiic ynpasneHus Dr.Web He aBasetca obsa3aTenbHbiM AN GYHKLMOHMPOBAHWS
: Dr.Web Industrial gns dannosbix cepsepoB Unix 1 MOXeT OTCyTCTBOBATb, MO3TOMY
COOTBETCTBYOLLMIA 610K Ha cxeme 06BefeH NYHKTUPHOW rpaHuLei.
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KomnoHeHT Dr.Web HTTPD dopmupyeT ynpaBastoLime KOMaHAbl K JeMOHY ynpaBieHUs
koHourypaumen Dr.Web ConfigD, komnoHeHTy npoBepku darinos Dr.\Web File Checker n
APYrMM KOMMOHEHTaM Ha OCHOBaHWM KOMaHJ, noay4veHHbIx yepe3 HTTP API.

OnucaHune Beb-nHTepdenica ynpaBneHus, ncnonb3syrowero Dr.Web HTTPD, npuBeaeHo B
COOTBETCTBYIOLLEM pa3jene.

Ecnm Beb-nHTepdenc ynpaBneHuns Dr.Web He BiitoueH B coctaB Dr.Web Industrial ans
darnoBbix cepBepoB Unix, Bbl MOXeTE MOAKNOUNTL K MPOAYKTY t0B0N CTOPOHHWNI NHTepdelic
ynpasnieHus, ncnonbsytowmit HTTP APl (onucaH B pa3gene Onucarnune HTTP API) kOMNoHeHTa
Dr.Web HTTPD.

9.11.2. AprymeHTbl KOMaHAHOW CTPOKM

Y1o6bl 3anycTUTh KOMNOHEHT DrWeb HTTPD 13 koMaHAHOWM CTPOKM, BbIMOJHUTE KOMaHAY:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-httpd [<napamempeoi>]

e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-httpd [<napamemper>]

DrWeb HTTPD ponyckaeT ncnosb3oBaHWe CieAyoLLMX NapamMeTpoB:

Mapametp OnucaHwue

——help Ha3HaueHve: BbiBoA Ha 3KpaH KOHCOMN UAKN 3MYNSTOpa TepPMUHaNa KPaTKOW Crpaskuy no
MMEILLMMCS MapamMeTpamM KOMaHAHOW CTPOKM 1 3aBepLueHre paboTbl KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version  Ha3HaueHve: BbiBOZ Ha 3KpaH KOHCOM WAM AMynsTOpa TepMyHana nHbopmaumm o
BEPCUM KOMMOHEHTa ¥ 3aBeplueHne paboTbil.

KpaTkuin BapuaHTt: -v
AprymeHTbl: Het
Mpumep:
S /opt/drweb.com/bin/drweb-httpd --help

flaHHas KOMaHAa BbIBEAET Ha 3KpaH KpaTKyto cnpasky komnoHeHTa Dr.Web HTTPD.

3ameuaHuA o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM peXnMe HeNnoCPeACTBEHHO M3 KOMaHAHOW CTPOKU He
npeaycMoTpeH. KoMnoHeHT 3anyckaeTcs aBToMaTUyeCckn JEMOHOM yrpaBaeHms
kKoHourypaumen Dr.Web ConfigD npu HeobxoammocTu (06bIUHO Npu 3arpyske
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KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

onepaLMoHHON cncteMbl). ECim KOMMNOHEHT 3anylLueH, TO Ana ynpaBaeHns paboTon
komnoHeHToB Dr.Web Industrial ana darinoBbix cepepoB Unix 4O0CTaTOYHO BbIMONHUTb
HTTPS-noakntoueHme K oAHOMY 13 aZpecoB, 06CayXnBaroLWMX GyHKLMOHMpPOBaHMe Beb-
nHTepdeica, Nnpu nomoLum Nboro ctaHjapTHoOro bpaysepa. [na ynpaBaeHua napametrpamu
paboTbl KOMMOHEHTa ncnoab3ynte ytuanty DrWeb Ctl, npegHa3HaueHHy0 414 ynpaBaeHus
Dr.Web Industrial ans ¢annosbix cepBepoB Unix n3 KOMaHAHOW CTPOKMW.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

,ﬂ,flﬂ noJsiy4eHna CnpaBkM O KOMMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-httpd

9.11.3. MNapameTpbl KOHPUTypaLUu

KoMnoHeHT ncnonb3yet napameTpbl KOHGUIypaumu, 3agaHHble B cekummn [HTTPD]

0b6beanHeHHOro kKoHburypauvonHoro davina DrWeb Industrial ans ¢annosbix cepsepos
Unix.

BCGKMMM npeactaB/eHbl ciefyroumne napameTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoApOobHOCTM BEAEHWA XypHana KOMMOHEHTa.

fyposerte nodpobrocmu EcAv 3HaueHVe napameTpa He yka3aHo, UCMONb3yeTcA 3HaueHme

napametpa DefaultLogLevel m3 cekumm [Root].

3HauyeHve no yMo/i4aHuo: Notice

Log Mertoy BefeHuns xypHaia KOMMNOHeHTa.
{mun xypHasa} 3HayeHne No yMoUYaHMo: Auto
ExePath MyTb K UCNonHseMoMy Gaiiny KOMMOHeHTa.
{nyme « ¢paliny} 3HayeHVe No YMONYaHWIO:

e ans GNU/Linux: /opt/drweb.com/bin/drweb-httpd

o nnqa FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
httpd

Start 3anycTuTb UAN OCTaHOBUTb KOMMOHEHT C MOMOLLbIO JeMOHa KOHGUrypaLmm

. Dr.Web ConfigD.
{noauueckuti}

YcTaHOBKa Z@aHHOTO MapameTpa B Yes NMPeAnucbiBaeT JEMOHY yrpaB/ieHus
KOHdUrypaLyein HeMeaIEHHO 3aMyCTUTb KOMMOHEHT, a YCTaHOBKa ero B
3HaueHWe No — HeMeZJ/IEHHO 3aBepLUmnTb paboTy KOMMOHEHTa.

3HaueHvie Mo ymoauYaHwio: 3agucum om moeo, ycmaHoseseH U 8eb-
uHmepdgelic ynpasseHus
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RunAsUser

{UID | ums nonvzosamensy)

AdminListen

{adpec, ...}

AdminSslCertificate

{nyme « ¢paliny}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

MNMonb3oBaTtenb, OT UMEHW KOTOPOTO 3amMycKaeTcsa KOMMOHEHT. Bbl MoxeTe
yKasaTb UMCNOBON naeHTMdukatop nosb3osatens (UID) uam ero mms
(noruwH). Echn nma nonb3oBaTtens coctouTt us Lmdp (T. e. moxoxe Ha
uncnosoi UID), To oHO yka3biBaeTcs ¢ NpeduKCcoM name :, Hanpumep,
RunAsUser = name:123456.

Ecam nms nonb3osatensi ykazaHO HEKOPPEKTHO, paboTa KOMMOHeHTa
3aBepluaeTca oWwmnbKoW cpa3y nocse NomnbITKM 3amnycka.

3HauyeHve no YMOJIYaHUIO: drweb

Cnncok ceTeBbIX COKETOB (KaXkAblli COKET onpeaenseTca napon <IP-
adpec>:<nopm>), npocaywmnsaembix Dr.Web HTTPD B oxugaHum
nogkatoueHun no HTTPS OT KINEHTOB C aZAMUHUCTPATUBHLIMMU
nosHoMounaMN. Micnonb3yeTcs Kak And NOAKNHOUEHMs K Beb-rHTepdency
ynpasaeHus, Tak n ana goctyna Kk HTTP APL

3HaueHUs B CMINCKe YKa3bIBAtOTCS vepes 3anaTyro (KaXkaoe 3HaueHve B
KaBblukax). [lonyckaeTcs NOBTOPEHWe NapameTpa B CeKUMM (B 3TOM Caydae
BCE 3HAaUeHUss 0OBbEANHSAIOTCA B €4NHBIA CMMCOK).

Mpwumep: flobaButb B cnincok cokeTbl 192.168.0.1:1234 1 10.20.30.45:5678.

1. [obaBneHne 3HaUeHU B KOHPUrypaLMOHHbIN dalin.
o [lBa 3HaUeHVs B OAHOW CTPOKE:

[HTTPD]
AdminListen = "192.168.0.1:1234", "10.20.30.45:5678"

e [IBe cTpOKM (NO OAHOMY 3HAaYEHUIO B CTPOKeE):

[HTTPD]
AdminListen = 192.168.0.1:1234
AdminListen = 10.20.30.45:5678

2. [lobaBaeHue 3HaUeHWUI C MOMOLLbIO KOMaHabl drweb-ctl cfset:

# drweb-ctl cfset HTTPD.AdminListen -a 192.168.0.1:1234
# drweb-ctl cfset HTTPD.AdminListen -a 10.20.30.45:5678

Ecnan He ykazaHO HM OAHOTO 3HaueHus, To ucnosblosaHne HTTP APl v Be6-
nHTepdeica ynpasieHs HEBO3MOXHO.

3HauyeHue No ymonyaHuioo: 127.0.0.1:4443

MyTb K Pariny cepepHoro ceptndmkaTta, UCMONb3YEMOrO CepBepPOM Beb-
nHTepdeica ynpasieHys 418 B3aUMOJENCTBUSA C KINEHTaMW,
NOAKNHOYAROLLMMUNCA K aZAMUHUCTPATUBHOMY COKeTy no npoTtokoay HTTPS.

®aiin cepTudurKaTa reHeprpyeTCs aBTOMaTUYECKN MPW YCTaHOBKeE
KOMMOHeHTa.
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AdminSslKey

{nyme « ¢paliny}

AdminSsl1CA

{nyme « cpaliny}

PublicListen

{adpec, ...}
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OnucaHue

| ®arin ceptudurkaTa 1 daiin 3aKpbITOro KitoYa
: (onpepensetcs napameTpoM AdminSs1Key) AOMKHbI

COOTBETCTBOBATbL APYr APYry.

3HayeHue No yMONYaHWIO:

e ana GNU/Linux: /etc/opt/drweb.com/certs/serv.crt

o nnqa FreeBSD: /usr/local/etc/drweb.com/certs/serv.crt
MyTb K paliny 3aKpbITOro Kiroua, UCNoNb3yeMOro cepeepom Beb-

WHTepdelica ynpasaeHVa AN B3aVMOAEWCTBUS C KNNEHTaMMU,
NOAKIOYAOLLMMUCA K a4MUHUCTPATUBHOMY COKeTy no npoTtokosy HTTPS.

®dalin 3aKpbITOro KIt0Ya reHepupyeTca aBTOMaTUYEeCKN MPU YCTaHOBKeE
KOMMOHeHTa.

ili ®ainn cepTudukaTa (onpesenseTcs napameTpom
: AdminSslCertificate) n dain 3akpbITOro Kioya

JOJIKHbI COOTBETCTBOBATb APYr APYrY.

3HaueHuVe no YMOYaHWKO!

e ans GNU/Linux: /etc/opt/drweb.com/certs/serv.key

e ans FreeBSD: /usr/local/etc/drweb.com/certs/serv.key
MyTb K Pariny cepTrdukaTa JOBEPEHHOTO LieHTpa cepTudrKaumm ans

cepTMPMKaTOB, NCMONb3YEeMbIX KIUEHTaMK, MOAKIOYAOLLUMUCA K
aZAMVHUCTPaTMBHOMY COKeTy no npoTokosay HTTPS.

Ecan ceptudukat kaveHTa nojnmcaH ykasaHHbIM 34ecb cepTUdrKaToMm, TO
AN KAVEHTa He MPOU3BOAMUTCA ayTeHTUDUKaLWA yKasaHeM napbl NOTUH-
naposb. bonee Toro, 3TOT MeTO/, ayTeHTUdMKaLMM 3anpeLlaeTcsa Ans
KJIMEHTOB, NCMOb3YHOLLMX CepTUPUKaTLI, MOANUCAHHbIE 3TUM
ceptMduKaTom.

KnveHT, npolueslivin ayTeHTUGUKaLmo Npu nomoLm ceptudukaTa, scersa
cuuTaeTcs cynepnosib3oBaTesieM (root).

3HaueHue No ymMmonyaHuwo: (He 3a0aHo)

Cnncok ceTeBbIX COKETOB (KaXkAbl COKET onpeaenseTcs napon </P-
adpec>:<nopm>), npocayweaemblx Dr.Web HTTPD B oxugaHum
nogkatouenHmin no HTTP oT KIMEHTOB C OrpaHUYeHHbIMU NOJHOMOUMSIMMU.

3HauyeHVs B crmcke YKa3bIBarOTCA 4Yepes 3anaTyro (Ka)K,D,OE 3Ha4yeHne B
KaBblyKax). ,ﬂ,OI‘IyCKaeTCﬂ NOBTOpPEHME NapaMeTpa B CeEKLUN (B 3TOM cnydae

BCE 3HAaUeHNs1 0ObeANHSAIOTCA B €ANHBIA CMNCOK).

Mpwumep: Jlobaeutb B cnincok cokeTbl 192.168.0.1:1234 1 10.20.30.45:5678.

1. [obaBneHne 3HaYeHW B KOHOUrypaLUMOHHbIN dalin.
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Mapametp OnucaHue

e /[lBa 3HaueHWsi B OAHOW CTPOKE:

[HTTPD]
PublicListen = "192.168.0.1:1234", "10.20.30.45:5678"

e [IBe cTpOKM (MO OAHOMY 3HAaYEHUIO B CTPOKeE):

[HTTPD]
PublicListen = 192.168.0.1:1234
10.20.30.45:5678

PublicListen
2. [dobaBneHve 3HaYeHU C MOMOLLb KOMaHabl drweb-ctl cfset:
# drweb-ctl cfset HTTPD.PublicListen -a 192.168.0.1:1234

# drweb-ctl cfset HTTPD.PublicListen -a 10.20.30.45:5678

MNogkntountbes K HTTP APl ¢ nosiHbIM Habopom KoMaHA 1 Beb-uHTepdeicy
ynpas/ieHVa, UCMoNb3ya JaHHble ajpeca, HEBO3MOXHO.

3HaueHne Nno ymosnyaHuto: (He 3a0aHo)

WebconsoleRoot MyTb K KaTanory c dannamv Be6-nHTEpdElica yrnpasaeHus (aHanor

kaTanora htdocs ana Apache HTTP Server).
{nyme k kamasnozy}

3HaueHue no YMOYaHWKO!

e ana GNU/Linux: /opt/drweb.com/share/drweb-
httpd/webconsole

o nnqa FreeBSD: /usr/local/libexec/drweb.com/share/drweb-
httpd/webconsole

HelpRoot MyTb K KaTanory ¢ pannamum JoKyMeHTauum, AOCTynHOW Yepes Beb-

MHTepdenc ynpaBaeHus.
{nyme k kamasnozy}

3HaueHVe no YMOYaHWIKO!
e ans GNU/Linux: /opt/drweb.com/share/doc/html
o anAa

FreeBSD: /usr/local/libexec/drweb.com/share/doc/html

AccessLogPath MyTb K >ypHany 3anpocos HTTP/HTTPS, noctynaroLmx OT KIMEHTOB K

. cepBepy Beb-mHTEpdElica ynpaBaeHUs.
{nyme K cbaliny}

Ecav napameTp He 3ajaH, MHbGOpMaLMsa O 3anpocax B XypHan He
coxpaHseTcs.

3HaueHWe No ymoiyaHuto: (He 3a0aHo)

9.11.4. Onucanue HTTP API

B aTom pasgene

e Obuime nonoxeHns
o Popmat HTTP-otBeTa Ha HTTP-3anpoc

s Koanpoeka cTpok o6bekTos JSON
o Obuine orpaHNYeHns Ha nepejady AaHHbIX
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e ABTOpM3ALIMA N NAEHTUDUKALMA NONb30BATENS

o C NOMOUIbO NornHa 1 napona (SCS)
o ABTOpM3aLMA N0 AMYHOMY cepTudukaty
e Ynpaenenuve DrWeb Industrial ans dannoseix cepeepoB Unix
e [IpoBepka 06bEKTOB
e YOpagaeHue COUCKOM Yrpo3
e YnpaBieHue KapaHTUHOM
e [lpuMepbl ncnosbioBaHund HTTP API

O6wue NonoXxeHus

HTTP API npeactaBaset coboM MHCTPYMeEHT ans nHterpaumm Dr.Web Industrial ana dparinoBbix
cepBepoB Unix O CTOPOHHMMU NPUAOXKeHUAMMN Yepe3 npoTokon HTTP (ana obecneueHns
6€e30nacHOCTN NCMNONb3YyeTCs 3aluMLLeHHbI npoTokon HTTPS).

Ana B3anmogenctena ¢ APl ncnonbsyetca npotokosn HTTP Bepcuun 1.0. Bo Bcex 3anpocax
NCMONb3YHOTCA CTaHAAPTHbIE MeToAbl NpoTokona HTTP — GET u POST. Bce AgaHHbIe, 3a
nckatoUeHnem ocobo oroBopeHHbIX cyyaeB, nepegatorca B Buge JSSON-o6bekToB. [Mpu
nepegaye JSON-ob6bekTa B Tene 3anpoca HTTP POST 3aronoBok Content-Type : AOMXKEH
6bITb YCTAaHOBNEH B 3HaYeHWe application/json. na acHoctn npumepbl JSON-06bekToB,
npuBeAEeHHbIE HUXE, CHaBXeHbl KOMMEHTapUAMM (HaUMHALOTCA C CUMBOJIOB / /), KOTOPbIE He
noasep>xwmsatorca popmatom JSON 1 npun BCTaBKe B KO AOMKHbI ObITb yAaN€eHbI.

®opmar HTTP-orBeta Ha HTTP-3anpoc

e B otBeT Ha BCe 3anpockl APl Bceraa (3a nckiroyeHnem ocobo oroBOpeHHbIX Cyvaen)
Bo3BpaLyaeT JSON-ob6bekT. B cnyyae Bo3HmMkHoBeHMA owmnbkm APl BosBpaluaet JSSON-
ob6bekT Error.

e Eciv none otBetHOro JSON-0b6bekTa MMEET TUM «MacCUB», HO 3TOT MACCUB HE COAEPKMUT HU
OZlHOTO 3/1eMEeHTa, TO B OTBETE CepBepa Takoe noJsie onyckaercs.

e 3aronoBok Content-Type: B OTBeTe BCerja (3a UckitoueHnem ocobo oroBopeHHbIX
CNy4YaeB) MMeeT 3HaueHne application/json.

e [pu nonbiTke 06 paLLeHNs K HeCyLLEeCTBYHOLEMY pecypcy B oTBeTe Bo3BpaLiaeTtcs JSON-
061bekT Error, B KOTOPOM nosae code MMeeT 3HayeHne EC_ UNEXPECTED MESSAGE.

e Ecnm ncnonbayetcsa SCS (Secure Cookie Sessions for HTTP), To oTBeTbI coaepkaT cookie,
NnoATBep>KAatoLime aBTopmr3aLnto KaneHTa (3aecb n ganee — SCS-cookie).

KoaupoBka cTtpok o6bekToB JSON

e Ctpoku nepepatotcs B koagmposke UTF-8 (6e3 BOM). B 3anpocax cumBOAbl BHe TabauLbl
ASCIl He akpaHUMpyrOTCA NocNeA0BaTeNbHOCTAMMN TUMNA \uXXXX, a NepesaroTca B KOAMPOBKe
UTF-8.
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e B otBeTax 06bekTbl JSON MoOryT cogep>xaTb Kak CUMBOJbI, 3akoAnpoBaHHble B UTF-8, Tak n
3KpaHWpPOBaHHbIE NOCNeA0BaTEbHOCTN \ uXXXX.

O6wue orpaHNUeHUA Ha nepeaavy AaHHbIX

e B POST-3anpocax, B Tesnie kotopbix nepegaetcs JSSON-o6bekT, 4onycTMbl At06ble CUMBOJIbI,
pa3peLieHHble RFC 7159 .

e B GET-3anpocax B URI MOryT ©CNo/ib30BaTbCs Nt06ble CMBOLI, paspelueHHbie RFC 1945 .

e B nt06bIX ApYrux yacTax 3anpoca (3arosioBKu, Tesia) Takke MOTyT 6biTb UCMOJ/Ib30BaHbI
nobble CUMBObI, paspelleHHbie RFC 1945 .

ABTOpM3auuna n naeHTMPunKaLma noab3oBarens

Y1obbl HauaTb paboTy ¢ API, knMeHT fo/kKeH 6bITb aBTOPM30BaH cepBepoM. [1peaycMoTpeHbl
ABa cnocoba aBTopm3aLmun:

1. Wcnonb3oBanwue SCS cornacHo RFC 6896 .

2. Vlcnonb3oBaHune KIMeHTCKMX cepTuduKatos SSL, yAOCTOBEPEHHbIX CepTUPUKATOM

posepeHHoro LIC Ha ctopoHe Dr.Web HTTPD. B 3ToM cnyyae KInMeHT cumMTtaeTcs
aBTOPW30BaAHHbIM KaK Cyrnepnosib3oBaTesb (MCMOAb3YHOTCA KIMEHTCKNE cepTUdUKaTbI
X.509).

Mpw aBTOpUM3aumn ¢ ncnonbloaHmem SCS SCS-cookie nepepatotca B cneayrowmx HTTP-
3arosoBkax: Cookie: — B 3anpoce, Set-Cookie: — B OTBeTE.
Mpw aBTOpM3aLmK € ucnosbloBaHueM SSL-ceptndunkato SCS-cookie He TpebyroTcs.

Mpwn aBTopur3aunmn no SCS pabota c APl HaunHaeTca ¢ oTNpaBkn KOMaHAbl login. B cayvae
YCNEeLWHOro BbIMNOJHEHWA 3TON KOMaHAbl KnneHT noaydaet SCS-cookie, noATBEep XKAQHOLLMIA
aBTOpU3aLunIoO.

Mpw aBTOPM3aLMN C MOMOLLLIO KINEHTCKOTO cepTUdMKaTa BbINOJHATL KOMaHAy login He
TpebyeTcs; Npu NonbiTke ee BbiNOAHeHWA byaeT Bo3BpalueH JSSON-ob6bekT Error.

C nomouwbto norvHa u napons (SCS)

KOMaH,D,bI aBTopM3aLmn 1 VI[],eHTVIq)I/IKaLI,I/II/I KJIneHTa:

Komanpa API OnucaHue

login [JenctBue: BbiNONHWUTL aBTOPU3aLWMIO KIMEHTA MO YKa3aHHbIM UMeHW NoJib30BaTeNs U
naposto Ana fanbHenwen pabotbl ¢ HTTP AP B cayuae ycnelwHon ayTeHTUd MKaLmm
Bo3BpaLaetcs SCS-cookie.

URL /api/10.2/1login

Metop HTTP: POST
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Komanpa API OnucaHue
BxopaHble napametpbl: 06bekT AuthOptions
Pe3ynbTaT yCnewHOro UCnoiHeHUs: MycTol 06bekT, SCS-cookie
logout [JevictBue: OTo3BaTh (AeakTMBUPOBaThb) BbiAaHHbIA paHee SCS-cookie. B otBeTe Ha
3anpoc ¢ oTo3BaHHbIM SCS-cookie 6yzeT Bo3BpaLyeH 06bekT Error ¢ owmbKom
EC NOT AUTHORIZED.
URI: /api/10.2/1logout
Metog HTTP: GET
BxopaHble napametpbl: SCS-cookie
Pe3ynbTaT MCMONHEHWA: NyCTON 06BbeKT
whoami Jevictre: Monyunts MM aBTOPU3OBAHHOTO MOJb30BaTENS.
URI: /api/10.2/whoami
Metog HTTP: GET

BxopaHble napametpsbl: (SCS-cookie)*

Pe3ynbTaT ncnonHeHus: o6bekT whoami, (SCS-cookie)

*) 3pecb 1 ganee SCS-cookie 3ak/toueH B CKOHOKM, MOCKOJ/IbKY OH HEOHXOANM TO/NBbKO NpU
aBTopu3auunm yepes SCS.

@ KomaHgb! aBTopur3aumm login M logout UCMONb3YIOTCA TONIbKO NMPW aBTOpM3aLmm Yepes
: SCS.

OnuncaHne ucnon b3yeMbIX o6bekToB

1) AuthOptions — 06BEKT, COAEPXALUMN NOTUH U MapoJib NOJb30BaTENS:

{
"user": <Ccmpoka>, //VMsa NOJb30BAaTEJIA
"password": <cmpoka> //llaposib I[OJIb30BATEIIS

}

@ Bbl MOXeTe yka3zaTb 1HO6Oro Mo/b30BaTeNs, BXOAALLEro B rpynny agMUHUCTPATOPOB

8 (sudoers — B Debian n Ubuntu, wheel — B CentOS n Fedora, astra-admin — B Astra
Linux, n 7. n.). Eciv nonb3oBaTeNb He SBASETCA YIeHOM rpynnbl sudoers, B OTBETE Ha
3anpoc Bo3Bpallyaetcs owwnbka EC_NOT AUTHORIZED.

2) whoami — 0b6beKT, cCoAep KalLyMin MM NMoJIb30BaTeNs, aBTOPU3OBAHHOTO A1s PaboThbi ¢
HTTP API:

PyKOBOACTBO aZMUHWCTpaToOpa
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{
"whoami":
{
"user": <Ccmpoka> //VMsa MOJIb30BATEIS
}
}

3) Error — 00OBbeKT, coaep>Kallmii MHGOpPMaLMIo O Npoun3oLlesLlen owmnbke:

{
"error":
{
"code": <cmpoka>, //CrpoxoBemt xom oumOkyu Buma EC XXX
*"what": <cmpoka> //OmmcaHme ommMoOKM
}
}

CMMBOJIOM * MOMeyeH Heobs3aTesIbHbIM NapameTp.

@ JSON-06bekT Error, Bo3Bpatyaembivi komaHgzamu HTTP APl npu owmbkax o6paboTku

‘ 3anpocoB, B NoJjie code COAEPXKUT He UNCIIOBOMN KOZ OLINOKM, @ BHYTPEHHWUIN CTPOKOBbIN KOZ,
ncnoab3yrowmica komnoHeHtamm Dr.Web Industrial ans dainosbix cepBepoB Unix. 3TOT Koz
npescraBaseT cobon cTpoky Buga EC XXX. [Ind yTOUHEHUS YMCNOBOTO KOAa M NOayYeHns

onucaHma owwnbkn obpatutech K pasgeny [punoxerre E. OnuncaHve M3BeCTHbIX OLINOOK).

ABTOpUM3auusa No AMUHOMY cepTuduKarty

JTOT cnocob aBTOpM3aUMnM NpeanonaraeT UCNob30BaHNE IMYHOTO YAOCTOBEPSAOLLErO
cepTndurkaTa, NOANNCAHHOTO CepTUONKATOM YAO0CTOBEPAOLLErO LLeHTPa, KOTOPbIW YyKa3aH B
HacTpomnkax Dr.Web HTTPD kak soBepeHHbIW. [pn aBTOpM3aLmm no ceptndukaty Bce
3anpocChkl CYNTAOTCA BbINMOJHAEMbIMU OT UMEHU Cyrneprnosb3oBaTtens (Nosib3oBaTtens root).

UTo6bI aBTOPM3OBaTLCA NO AMUHOMY cepTUdUKaTy NosIb30BaTeNs

1. Co3panTe NMNUHbBIA cepTUdUKaT, MOANUCAHHbIA CepTUPMKATOM YAOCTOBEPSIOLLErO LIeHTpa.

2. B Hactpovikax komnoHeHTa Dr.Web HTTPD (napameTtp AdminSs1CA) ykaxute NyTb K
dariny ceptudnkaTa yA0CTOBEPAIOLLErO LIeHTPa, KOTOPbIM MNOANMCAH Ball INYHBIN
cepTmdunkar.

3. Mpwn kaxzaom nogintoueHnm Kk Dr\Web HTTPD npwu yctTaHOBAEHUWN COefMHEHMA
MCNONb3yNTe NOAMUCAHHbIA cepTudUKaT.

Mpn HeobxoanmMocTn obpaTtntech K MHPopmaumn B pasgene [punoxenve /1. leHepauma
ceptneukartos SSL.
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Ynpasnenne Dr.Web Industrial gna pannosbix cepsepos Unix

KomaHabl APl ans npocMoTpa v U3MEHEeHMNs TeKyLMX 3HaUYeHNn NapamMeTpoB KOHOUrypauum:

Komanpa API

OnucaHue

KomaHde! ynpasneHus KoHgpueypayuel

get lexmap

set lexmap

KomaHOblI 06Ho8/1eHUSs

start update

stop update

Jevicteure: Monyuntb 3HaUeHUs MapaMeTPOB TekyLlieh KOHGUrypaLmm
(«nekcunyeckas KkapTa» napameTpoB).

URL: /api/10.2/get lexmap

MeTtog HTTP: GET

BxoaHble napametpsbl: (SCS-cookie)

Pe3ynbTaT ycnewHoro ucnosHeHus: obbekt LexMaps, (SCS-cookie)
[JenctBue: YcTaHOBUTL MM COPOCUTb 3HAUEHWA yKa3aHHbIX NapamMeTpoB
TekyLwen KoHburypauwm (nepesaHHbiX B BUAE «IEKCUYECKON KapTbl»
napameTpoB).

URE: /api/10.2/set lexmap

MeTog HTTP: POST

BxoaHble napameTpsbl: (SCS-cookie), 06bekT LexMap

Pe3ynbTaT ycrnewHoro ucnosHeHus: o6bekT SetOptionResult, (SCS-cookie)

[JelictBure: 3anyctntb 06HOBEHME.

URL: /api/10.2/start update

MeTopg HTTP: POST

BxoaHble napameTpsbl: (SCS-cookie)

Pe3ynbTaT ycrnewHoro ucnosHeHus: ob6bekT StartUpdate, (SCS-cookie)
[JenctBune: OCTaHOBUTb aKTUBHbIA NPoLEcC 06HOBAEHUS.

URL: /api/10.2/stop update

Metog HTTP: POST

BxoaHble napametpsbl: (SCS-cookie)

Pe3y/nbTaT yCNeLWwHOro UCnoiHeHUs: nycTol 06bekT, (SCS-cookie)
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Komanpa API OnucaHue

baseinfo [Jenctue: NMpocmoTpeTb MHOOPMALMIO O 3arpy>eHHbIX BUPYCHbIX Ha3ax
URL: /api/10.2/baseinfo
MeTog HTTP: GET
BxoaHble napametpsbl: (SCS-cookie)

Pe3ynbTaT ycrnewHoro ucnoaHeHus: ob6bekt BaselnfoResult, cogepkalunii
ob6bekT VirusBaselnfo, (SCS-cookie)

KomarOe! ynpaeneHus auyeHsueti

install_license [JencTBue: YCTaHOBUTL yKa3aHHbIA KNtoueBon dain.
URL: /api/10.2/install license
Metopg HTTP: POST

BxogHble napameTpebl: (SCS-cookie), Teno kntoueBoro danna (Mam apxmea,
coZepxkallero KitoyeBown daiin)

Pe3y/nbTaT yCNeLWwHOro UCnoiHeHWs: nycTol 06bekT, (SCS-cookie)
KomaHOeI nodksitoqeHUs K cepsepy yeHmpasau3o8aHHoU 3awyumsl
esconnect [evictBMe: BKNOUNTb PeXXUM LIEHTPaAU30BaHHOW 3aLLUTbI.

URIL: /api/10.2/esconnect

Metog HTTP: POST

BxoaHble napameTpsbl: (SCS-cookie), 06bekT ESConnection

Pe3y/nbTaT yCnewHoro UcnoHeHus: nycton o6bekT, (SCS-cookie)
esdisconnect [evictBre: BbIKNHOUNTL PEXVM LIEHTPaAN30BaHHOM 3aLLUTbI.

URI: /api/10.2/esdisconnect

Metop HTTP: POST

BxoaHble napameTpsbl: (SCS-cookie)

Pe3y/nbTaT yCNeLWHOro UCNoHEHWs: MycTol 06bekT, (SCS-cookie)
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KoHdurypaLums KOMNOHEHTOB BO3BpaLLaeTcs 1 3aZaeTcs B BUAE Tak Ha3blBaeMOW Jiekcuyeckol
Kapmel, TO €CTb B BUZE NOC/Ne0BaTeIbHOCTA Nap «napameTp»/«3HayeHne». O6bekT LexMaps
BCerga COAep>XKUT TP BIOXKEHHbIX 06bekTa LexMap, cogepykalumx ciegyroLme nekcmyeckme
KapTbl:

e active — aKTUBHble (aKTyaﬂbeIe Ha TeKyLLI,I/Il\/’I MOMEHT) napaMeTpbl;

e hardcoded — 3HaueHWs NO YMONYAHMIO (MPUMEHSAIOTCA ANA MapaMeTPOB, 3HaYeH WS
KOTOPbIX HE YKa3aHbl WV yKa3aHbl HEKOPPEKTHO);

e master — KapTa 3HaYeHUM napamMeTpoB KOHCI)I/II'ypaLI,I/II/I, 3aJaHHbIX KIIMEHTOM ANA
MCMNOJIb30BaHWA.

| KomaHga get lexmap Bcerja Bo3BpallaeT Bce Tpu Habopa 3HaueHU NapamMeTpoB
KOHPUrypaLmm ans BCcex KOMMOHEHTOB, KOTOPble MOTYT MPUCYTCTBOBaTb B cocTaBe Dr.Web
Industrial ans danoBbix cepeepos Unix, a He TONbKO TeX, KOTOpPble YCTaHOBAEHbI U paboTatoT.

OnucaHune ucnonbsyembix o6bekros JSON

1) LexMaps — 06BEKT, COAEPKALLNI aKTUBHYHO, MPeAonpeseseHHY U OnpeAeeHHYHo
noJsib3oBaTeNneM JIEKCMYECKMNE KapTbl MapaMeTpOB:
{
"active": <lLexMap>, //AKTYBHHE 3HAUYEHMS [NAPAMETPOB KOHOUIypaumm

"hardcoded": <LexMap>, //llpemonpenesieHHEE 3HAUYEHMS [NAPAMETPOB KOHQUIYypaLym
"master": <lLexMap> //3HaueHus napaMeTpOB KOHOMIypaumy, 3BamaHHEE [10JIb30BaTeJIeM

}

Kaxxzoe 13 ykasaHHbIX Nosiei aBaseTcs 06bekToMm LexMap, KOTopbIi, B CBOKO OYepesb,
cozepXuT maccns ob6bekToB Tna LexOption.

2) LexMap — 0bObeKT, cofep>Kallmii TeKCUUeCKyo KapTy NapameTpoB:

{
"option": [<LexOption>] //Maccus omnumi KOHOUTYpALMU

}

3) LexOption — 06'beKT, cop,ep>|<au_|,|/||7| napamMeTp nin cekumto KOHCI)I/IpraLI,I/II/I (prl‘ll‘ly
napameTpos):
{
"key": <cmpoka>, //ViMa onuuy (napaMeTpa KOHQUIYypaluy WM CEeKLMUM)
*"yalue": <LlexValue>, //Ecnu naHHas omuma ABJIAETCA NapaMeTpoM

*"map": <LexMap> //Eciv maHHas ONUMs SBISETCS CEeKUMen

}
CMMBOJIOM * MOMeYeHbl HeobsA3aTeNbHble MapaMeTpbl.

Ob6bekT LexOption npeacraBaset cobown cekymto nav napameTp koHourypaumm DrWeb
Industrial ans ¢pannoBbix cepeepoB Unix. OH 0683aTeIbHO COAEPXKMUT NoJe key,
COOTBETCTBYIOLLEE MMEHU CEKLMW AN NapaMeTpa, a Takke nmbo none value (ecau
06bekT — 370 NnapameTp), Mmbo none map (ecam 31o cekuma). Cekuma Takke npeacraBaseT
coboin obbekT TMna LexMap, a 3HaueHne napameTpa — obbekT LexValue, cogep>kalumi
nosie item, ONUCbIBatoLee 3HaUeHNe napamMeTpa B CTPOKOBOM BUAE.
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4) LexValue — OOBEKT, COAEP>KALUMIMN MAaCCUB 3HAYEHWI NapameTpa:

{

"item": [<cmpoka>] //MaccuB 3HAUEHMM [IapaMeTpa

}

KoMaHga set lexmap NpuvHMMaeT Ha BXoZ 06bekT LexMap, KOTopbIi AOMKEH coaep>KaTb
Te NapameTpbl, 3HaYEHMA KOTOPbIX HEOHXOAMMO 3aMEeHUTb Ha HOBbIE MAN COPOCUTL B
3HauyeHus No ymondaHuto. NMapameTpsbl, KOTOpble caeayeT cOpoCuTb B 3HAUEHUS MO
YMOJIYaHUIO, HE JO/IKHBI coAep>KaTh Nons value. [lapameTpbl, He yNOMSHYTbIE B
Nekcn4ecKkown KapTe, nepeaHHON KOMaHAe set lexmap, OCTaHyTcs 6e3 nsmeHeHuin. B
pe3ynbTaTe UCMONHEHNA KOMaHAa set lexmap BO3BpaLllaeT 06bekT SetOptionResult,
coZep>Kallmii U3MeHEHHbIe 3HaUEeHWUS KaXA0ro M3 yka3aHHbIX B KOMaH/e NapamMeTpoB.

5) SetOptionResult — 06BbEKT, NONE item KOTOPOro COAEPXKNT MAaCCUB C UBMEHEHHbIMU
3HaYeHNAMM NapaMeTpoOB:

{
"item": [<SetOptionResultltem>] //Maccus pesynbTaToB

}

O6bekT cosepxmT MaccnB obbekToB SetOptionResultltem, koTopble cogepxaT
M3MEHEeHHble 3HaYeHMA KaXA0ro 13 ykazaHHbIX B KOMaHAe napaMeTpoB.

6) SetOptionResultItem — 06bekT, cogepxawmin nHdopmaLmo 06 n3IMeHeHUK
3HayeHMA napameTpa:
{
"option": <cmpoka>, //ViMs napaMeTpa
"result": <cmpoka>, //Pe3ynbTaT M3BMEHEHMsS BHaudeHus (Kom OumoKM)
*"lower limit": <cmpoka>, //HwkHAsa momycTuMas TPaHMLa 3HAYEHUM

*"uypper limit": <cmpoka> //BepxHAs IOONyCTHMas TPaHMIA SHAYEHMMA

}
CMMBOIOM * MOMeueHbl Heobs3aTebHble NapaMeTpbl.

Mone option cogepxuT B cebe nMaA napameTpa, K KOTOPOMY NPUMEHANOCH AeUCTBIE, a
result — pe3ynbTaT NOMbITKM N3MEHUTL ero 3HayeHwue. Ecan HoBoe 3HaueHme 6bino
ycrewHo NpUMEHEHO, NoJjie UMeeT 3HayeHre EC_ OK. B cnyvae ownbkun B 06bekte Moryt
npucyTcTBOBaTH MOAA lower limit M upper limit, cogepKalme Hanbonbliee
HanMeHbLlee AOMNYCTUMble 3HaUYeHNs NapameTpa.

7) StartUpdate — 06beKT, cogepkallinin UHPOPMaLMIO O HayaToM npoLecce 06HOBAEHUS:

{

"start update":

{

"attempt id": <uyucro> //UmeHTmdMKaTOP BalyllEHHOTO IpoLecca OOHOBJIEHUS
}
}

8) ESConnection — 06bekT, cogep>awnin UHGopMaL Mo O NOAKNOYEHUN K CepBepy
LLeHTpasM30BaHHOW 3aLLnThbI:

{

*"server": <cmpoka>, //<Ampec ys3mna>:<nopT> (6e3 npedmuxca http/https)
"certificate": <cmpoka>, //Kmwou cepBepa B base64

*"newbie": <6yseg03HayeHue>, //lo ymomuanuo: false

*"login": <cmpoka>, //ViMa mnosb30BaTeNs
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*"password": <cmpoka> //Napoib
}

CUMBONOM * MOMeYeHbl Heoba3aTeNbHble napamMeTpbl.

MapameTpbl login U password YKa3blBatOTCA, €CNV newbie = true.
MNepes NoaKItoUYeHeM ckavalTe C cepBepa LLeHTPaan3oBaHHOM 3aWwmTbl dann
ceptndmKaTta 1 BbINOJHUTE KOMaHAY:

$ cat certificate.pem | base64

CTpOKy, NONYYEHHYHO B pPe3Yy/ibTaTe BbIMOJIHEHNA 3TOM KOMaHAbl, N HY>KHO MCMNONAb30BaTh B
KayecTBe 3HaueHUd napameTpa certificate.

9) BaseInfoResult — 0O6bBEKT, COgepXKalLMii UHPOPMALIMIO O 3arPy>KEHHbIX BUPYCHbIX
bazax:

{
"vdb base stamp": <4yucio>, //BpemenHas MeTka ©Gasbl
"vdb bases": [<VirusBaselnfo>] //OeransHas unbopmaumsa o Gase

}

10)VirusBaseInfo — 00BbeKT, coaep>Kallmii NOAPOGHY MHPOPMaALMIO O BUPYCHOW ba3e:

{

"path": <cmpoka>, //HUyTb mo darna ©Gasel

"virus records": <uyucio>, //KommuecTBO 3ammceir B Oase

"version": <uyucwio>, //Bepcus ©Gasw

"timestamp": <4yucio>, //BpeMeHnHas MeTka OasH

"md5": <cmpoka>, //MD5-xem Gasbl

"load result": <cmpoka>, //Pe3ynbTaT 3arpy3kyu 0asel (B Cllydyae YCIENHOM 3arpys3Ku —
EC_OK)

*"shal": <cmpoka> //SHAl-xem Gase
}

CUMBONOM * MOMeYeH Heoba3aTeNbHbIN napamMeTp.

NMpoBepka 06beKTOB

KomaHgapl APl ana npoBepkun 06beKTOB:

Komanpa API OnucaHue
lposepka daHHbIX (Ucnoab3yemcs gbi308 komnoHeHma Dr.Web Network Checker)

scan_request [JelictBre: 3anpoc Ha co3gaHue NoAkntoueHns (endpoint) Ans NpoBepKu
JlaHHbIX C HEOHXOAUMBIMU NapamMeTpamu.

URI: /api/10.2/scan_request
Metop HTTP: POST
BxoaHble napameTpsbl: (SCS-cookie), 06bekT ScanOptions

Pe3ynbTaT ycrnewHoro ucnosHeHus: ob6bekT ScanEndpoint, (SCS-cookie)
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Komanpa API OnucaHue

scan_endpoint [JenctBue: 3anyck NpoBepKN AaHHbIX (Hanpumep, Tena daina) Ha Co3AaHHOM
nozKkAtoYeHn endpoint.

URI: /api/10.2/scan_endpoint/<endpoint>
Metog HTTP: POST
BxogHble napameTtpbl: (SCS-cookie), npoBepsiemble AaHHble

Pe3ynbTaT ycrnewHoro ucnosHeHus: o6bekT ScanResult, (SCS-cookie)

scan_path Jevictere: CkaHMpoBaHue daiina uam Kkataaora, pacrosoXeHHOTO Mo
yKazaHHOMY MyTu.

URL: /api/10.2/scan_path
Metog HTTP: POST
BxogHble napameTpsbl: (SCS-cookie), o6bekT ScanPathOptions

Pe3ynbTaT yCnewHoro ucnoaHeHus: ob6bekT ScanPathResult, (SCS-cookie)

scan_stat [Jevictue: MonyueHne CTaTUCTUKM CKaHVUPOBaHWS.
URE: /api/10.2/scan_stat
MeTog HTTP: GET
BxoaHbie napametpebl: (SCS-cookie), dopmat ctatnuctkm (JSON mnm CSV)

Pe3ynbTaT yCrnewHoro ncnoaHeHus: o6bekT ScanStat (ecam BeibpaH popmat
JSON), (SCS-cookie)

Ecnv BbiOpaH dopmat CSV, B 0TBET Ha 3anpoc OyAeT Bo3BpallyeHa Tabauua,
CTONBLBI KOTOPOU COOTBETCTBYIOT NOMAM 06bekTa ScanStat.

OnucaHue ucnosblyembix 06bekroB JSON

1) ScanOptions — 06beEKT, coAaep>Kallmii MapaMeTpbl, UCMOb3yeMble Npu CO34aHnK
endpoint ans nposepkn Gannos:

{
"scan_ timeout ms": <yucro>, //TaliM-ayT Ha NpoBepky dalia B MC
"cure": <6yﬂeeo3HaweHue>, //TIpUMEHATEL JIM JledeHre K MHOMUMPOBAHHOMY Ganry
"heuristic analysis": <6ysieg03Ha4yeHue>, //JICIONB30BATL JIM SBPUCTUUECKUMA aAHATIMS
"packer max level": <4uwio>, //MaKCMMAaJIbHEN yPOBEHB BJIOXEHHOCTM IJIS 3alaKOBaHHBIX
ODBEKTOB
"archive max level": <yuwio>, //MaKCUMAaJIbHEI yPOBEHBb BJIOXEHHOCTM IJISI aPXMBOB
"mail max level": <yucwio>, //MaKCHUMAaJIbHED yPOBEHBb BJIOXKEHHOCTM IJIS MOYTOBHIX OOBEKTOB
"container max level": <yuwio>, //MaKCUMAaJbHBEI YyPOBEHB BJIOXEHHOCTM [IJIS MPOUMX CJIOXHBIX
OBBEKTOB (KOHTEMHEPOB)
"max compression ratio": <uucio>, //MakcuMasibHas BeJMuyHa KosbduiumMeHTa CXaTus apXMBOB
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"min_size to scan": <4yucio>, //MuHMMaNbHEIM pasMep OOBEKTa IJIA CKaHMPOBaHUA
"max_size to_scan": <4ucio>, //MakCHMallbHBIM pasMep OOBEKTa IJIA CKaHMPOBaHUA
"threat hash": <bys1e60 3Ha4yeHUe> //TosydaTs Ju xemu OOHAPYXEHHEIX yTPO3

}

2) ScanPathOptions — 0OBEKT, cogep>Kalumin napamMeTpbl ckaHUpoBaHUs danna nam
KaTaaora no ykazaHHoOMY nyTu:

{

"path": <cmpoka>, //AGCONIOTHENI NyTh Qania MM KaTajora IJjiS CKaHMPOBAaHMSI

*"exclude path": [<cmpoka>], //Comcox HyTel, MCKJIOYEHHHX U3 CKaHMPOBAHMA (MOXHO
MCIIOJIb30BATEL MaCKM)

*"scan_timeout ms": <uyuwio>, //TaViM—ayT CKaHMPOBaHMA OIHOTO OOBEKTa

*"archive max level": <yucio>, //MaKCUMaJIbHEN! YyPOBEHb BJIOXEHHOCTM HJIS APXMUBHEIX
OOBEKTOB

*"packer max level": <yucio>, //MaKCUMaJIbHEN! YPOBEHb BJIOXEHHOCTM HJIA 3allaKOBaHHBIX
OOBEKTOB

*"mail max level": <uyuci0>, //MaKCHMaJIbHENI YPOBEHB BJIOXEHHOCTM IJIA IOYTOBEIX COOOCIEHMM

*"container max level": <4yuwio>, //MakCHMMaJIbHEII YPOBEHB BJIOXEHHOCTM IJIS MNPOUMX
CJIOXHBIX OOBEKTOB (KOHTEMHEPOB)

*"max compression ratio": <uuwio>, //MakxcmManbpHas BeJMUMHA KOSbOMLMEHTa CXaTusa
ApPXMBOB

*"heuristic analysis": <6ysee03Ha4yeHue>, //Vcosb30BaTh JM SBPUCTMYECKMI aHams (1o
yMoJiuaHmio true)

*"follow symlinks": <6ysieeo3HaqeHue>, //llepexOmMUTb JIM O CUMBOJMUECKMM CCHUIKAM

*"min size to scan": <4ucio>, //MuHMMAaIBHENI pasMep OOBEKTa IJId CKaHMPOBAHUA

*"max size to scan": <4ucio>, //MaxCuMalbHENI pasMep OOBeKTa IJid CKaHMPOBAHUA
*"timeout ms": <yucno>, //TarM-ayT CKaHMPOBAHUS BCEX OOBEKTOB

*"threat hash": <6yseeo3HadyeHue> //Bosepawarbt ju SHAl- 1 SHA256-xeum yrpos

}

CMMBOJIOM * MoOMeyeHbl Heobs3aTeNbHble NapaMeTpbl.

3) ScanPathResult — 0b6beKT, cogep>Kalumin pe3yabTaTbl CKaHMpoBaHMA bania nam
KaTasiora no ykasaHHOMY MyTu:

{

//ScanPathResult:

"results": [<ScanResult>], //Pe3synbTaThH CKaHUPOBAHMA

*"error": <cmpoka> //Oumbka, ecyiM MPOLEeCcC 3aBepuICs C oumMOKOM (HAmpuMep, 10 TanM-
ayTy)

}
CMMBOJ/IOM * MOMeyeH HeobA3aTebHbIN NapameTp.
Ecaun ckaHnpoBaHMe 3aBepLUEHO YyCMNeLWHO, CTPOKa error ByaeT OTCYyTCTBOBATb B OTBETE.
4) ScanResult — 06beKT, cogep>Kalimin pe3ynbTaTbl CKAHWPOBAHUSA:

{
//ScanResult:
"scan_report": <ScanReport>, //OTueT O CkKaHMPOBAHUU
*"shal": <cmpoka>, //Xem SHAl yTposEH
*"sha256": <cmpoka> //Xem SHA256 yTpO3E
}

CMMBOJIOM * MOMeyYeHbl HeobsA3aTeNbHble NapaMeTpbl.
5) ScanReport — 0b6bekT, cogep>kalmm nHbopmauuto o danne c obHapy>XeHHOWN yrpO30Wu:

{
//ScanReport:
"object": <cmpoka>, //CTpoka, ¥Ms IPOCKAHUPOBAHHOTO OOBEKTAa
// IOna darsa: aBCOJIOTHEI MyTh, IJIS BJIOXEHHOTO OOBekTa — uMmda odaria
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// DIns BEBOBa scan_endpoint OymeTr Bcerpma ykashBaTb Ha BPEMEHHENT baiil
*"size": <yucno>, //Pasmep obBbeKTa

*"compressed size": <uyuci0>, //PasMep OOBEKTa B CXAaTOM COCTOSHMM

*"core fingerprint": <cmpoka>, //OTnevaTok IBIDXKa

*"packer": [<cmpoka>], //CHucCOk yNakOBIMKOB, KOTOPBIMM OBEUI 3alakOBaH OOBEKT

*"compression ratio": <uyuwio>, //KosddmumeHT cCXaTus apxmba

*"archive": <Archive>, //CBemenmsa o Tume apxmbBa (KOHTElMHepa), €Ciiu OBBEeKT Paclo3HaH
KakK TaKOBOMU

*"yirus": [<Virus>], //YTposH, oOHapyXeHHbEe B OOBEKTe (eCyiM HalIeHH)

*"item": [<ScanReport>]1, //OTyeTH O CKAaHMPOBAHMUM BJIOXEHHEIX OOBEKTOB (€CINM OHM ObLIN)

*"error": <cmpoka>, //Ommbka CKaHMPOBAHMA (€CJM BO3HUKJIIA)

*"heuristic analysis": <6ysieg03Ha4yeHue>, //VICLONB30BAJICA JM SBPUCTUUECKMIA AHAJN3

(true — mcnonb30Bajyica, false — HeT)
*"cured": <6yﬂ6603Haquue>, //Beuteuen s o6wekT (true — BouleueH, false — Her)
*"cured by deletion": <bysiego 3HaveHuUe>, //YnaneH smu OBBEKT B xome JiedeHus (true —
ynajied, false — HemT)
*"new path": <cmpoka>, //HOBLIM MyThb K OOBEKTY, [NEPEVMEHOBAHHOMY B XOIE JICUEHUS
*"user time": <yucio>, //BpeMs, NpoBeIEeHHOE B NPOCTPAHCTBE I[10JIb30BATEJA
*"system time": <uyucio> //BpeMs, NpOBeIEHHOE B CUCTEMHHIX BHI3OBaxX BO BpPeMS
CKaHVPOBaHUA

}

CMMBOJIOM * MOMeuYeHbl HeobsA3aTeNbHble MapaMeTpbl.

Mons virus M error MOTYT OTCYTCTBOBATb B OTBETE, €C/IN B XOJ€ CKaHUPOBaHMA He 6bl10
HaAEHO HMKAKUX YrPO3 AN He MPOM30LWA0 HMUKakux owmnbok. [ns Bbi3oBa

scan endpoint nose scan endpoint Bcerja ykasblBaeT Ha BpeMEHHbIN paiin,
co3gaHHbI koMnoHeHToM Dr.Web Network Checker B nokanbHOWM dalinoBow cucteme
cepsepa (B 3TOT daiil NOMELLAOTCA JaHHble A5 MPOBEPKM, OTNPaB/eHHbIE B TeNe
3anpoca scan_endpoint).

6) ScanEndpoint — 06bekT, cogepKawm MHGopMaLMIo O CO34aHHOM endpoint Ans
npoBepku Gpannos:

{
"endpoint": <cmpoka> //YHuKaNbHBEM MIOSHTMOUKATOP cos3maHHOTO endpoint

}

Bo3BpalueHHbIN B Tene o6bekTa naeHTMdrKkaTop endpoint MCNONb3YyeTCa ANA 3anycka
nposepkun paina KOMaHAoN scan _endpoint (kak vactb URI).

7) VirusInfo — 0b6beKT, cogep>alimii uHGopmaumnto 06 obHapy>XeHHOWM yrpo3e:

{
"type": <cmpoka>, //Tun BEIIBJIEHHOM YTPOS3EH
"name": <cmpoka> //HazBaHme yTPO3E

}

Mone type (TN yrpo3bl) — CTpoka BUAa SE XXX:

SE_KNOWN VIRUS — M3BeCTHas yrposa,

SE_VIRUS MODIFICATION — MoAM®UKaL A N3BECTHOM Yrpos3bl,
SE_UNKNOWN VIRUS — Heu3BecCTHas yrpo3sa (NoA0o3puTeNnbHbIi 06BbeKT),
SE ADWARE — pekiamHasa nporpamma,

SE_DIALER — nporpamma aBTOJ03BOH3,

SE_JOKE — nporpamma-LiyTka,

SE_RISKWARE — noTeHUnanbHO onacHoe [0,
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e SE_HACKTOOL — nporpamMma B3JioMa.

8) Archive — 0bbekT, cogepxawmin nHbopmaLmio o6 apxnse, 3anakoBaHHbIX OO beKTax,
MOUTOBbIX COOBLLEHUAX N APYrMX KOHTENHEpaX:

{

"type": <cmpoka> //Tun apxuBa, MOXeT NPMHUMATL ONHO M3 BHAUEHUI:
"SE ARCHIVE" //Apxus
"SE MAIL" //Imcemo
"SE CONTAINER" //IpyToif TuUIl KOHTEeMHepa

,"name": <cmpoka> //dopMar apxusa

}
9) ScanStat — 06beKT, coAep>Kallmii CTaTUCTUKY MPOBEPOK:

{
"origin": <cmpoka>, //lpuioxeHre, MO B3ampPOCy KOTOPOTO OBUIO BHIIOJHEHO CKaHMUPOBaHME
// CUeTuyKy 3apaxxeHHHX OOBLEKTOB:
"known virus": <yucio>, //KommuecTBO 3apaXXeHHEIX M3BECTHEMM yIPO3aMy OOBEKTOB
"virus modification": <uucio>, //KommdecTBO OOBEKTOB, BapPaXeHHHX MoaMdMKaLueit
M3BECTHOM YTPO3B
"unknown virus": <4yucio>, //KoIM4eCTBO BapaXeHHHIX HEM3BECTHEMM yTPO3aMy OOBEKTOB
"adware": <4ucno>, //KommyecTeBo ofwvekToB C SE ADWARE
"dialer": <4ucro>, //KommuecTeo ofbekToB C SE DIALER
"joke": <uyucno>, //KommuecTBo 0O0BEKTOB C SE JOKE
"riskware": <uyucio>, //KommuecTBO 00BeKTOB C SE RISKWARE
"hacktool": <u4ucio>, //KommdecTrso oObekTOoB C SE HACKTOOL
"cured": <4yucio>, //KommdecTBO BEUIEUEHHHX OOBEKTOB
"quarantined": <4yucio>, //KomnuecTBO OOBEKTOB, I[IOMEWEHHEX B KapPaHTUH
"deleted": <yucro> //KoamdecTBO yHOaJIEHHEHX OOBEKTOB

YnpaBseHue CNNCKOM yrpos

[ns ynpaBneHnsa CNMCKOM Yrpo3, o6Hapy>XeHHbIX MPU CKAaHWPOBAHWMW, JOCTYMHbI CleytoLLme
komaHgbl HTTP API:

Komanpa API OnucaHue
threats Jewcteue: Monyunte NepeyeHsb NAEHTUGUKATOPOB BCeX OOHaPY>KEHHbIX Yrpos.
URL: /api/10.2/threats/
MeTtop HTTP: GET
BxogHble napameTpbl: (SCS-cookie)
Pe3ynbTaT yCnewHoOro CNoAHEHWA: MaccvB UAEHTUPUKATOPOB yrpos3

threat info Jewcteue: Monyunte nHGopmaumro 06 yrpose ¢ naeHtudurkatopom <threat
ID>.

URL: /api/10.2/threat info/<threat ID>

MeTtop HTTP: GET

PyKOBOACTBO aZMUHWCTpaToOpa
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Komanpa API OnucaHue
BxogHble napameTpebl: (SCS-cookie)
Pe3ynbTtaT ncnonHerus: (SCS-cookie), o6bekT FileThreat
cure_threat [Jevcteue: MNMonbITaTbCs BblEUUTbL Yrpo3y € uaeHTMdrkatopom <threat ID>.
URL: /api/10.2/cure threat/<threat ID>
MeTtop HTTP: POST
BxozHble napameTpsbl: (SCS-cookie)
Pe3ynbTaT ncnoaHeHus: (SCS-cookie), nyctoin ob6bekt

delete_threat [JevictBue: Yaanute Gaiin, cofepkallmi yrposy ¢ uaeHtnourkatopom <threat
ID>.

URL: /api/10.2/delete threat/<threat ID>
Metopa HTTP: POST
BxogHble napameTpbl: (SCS-cookie)
Pe3ynbTaT ncnoaHerus: (SCS-cookie), nyctoin ob6bekt
ignore_threat [JencTere: MNMponrHopunpoBaTb Yrpo3sy ¢ uaeHTdukatopom <threat ID>.
URL: /api/10.2/ignore threat/<threat ID>
Metog HTTP: POST
BxogHble napameTpbl: (SCS-cookie)
Pe3ynbTaT ncnoaHeHus: (SCS-cookie), nyctoin o6bekt
quarantine_ threat [JencTeure: MepemMecTuTb B KapaHTUH yrpo3y C naeHtudukatopom <threat ID>.
URE: /api/10.2/quarantine threat/<threat ID>
Metog HTTP: POST
BxogHble napameTpbl: (SCS-cookie)
Pe3ynbTaT ncnoaHenus: (SCS-cookie), nyctoin o6bekt
Y Kaxzaou HanZeHHOW yrpo3bl UMEEeTCA YHUKabHbIV LIeIOYNCAEHHbIA naeHTudnKaTop <threat
ID>. Cnncok naeHTndunKatopoB Bcex 0OHapy>XeHHbIX yrpo3 BO3BpaLLaeTca KOMaHA0M
threats. B komaHaax threat info, cure threat,delete threat, ignore threatwu

quarantine_threat MOXHO NCMONb30BaTb TOJIbKO VI,D,EHTVICIJI/IKaTOpr yrpos 13 3Toro
Cnncka.
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Bcro nHdopmaumto 06 oTaenbHOM yrpo3e 13 Cnucka, BKaKoYas NCTOPUIO AENCTBUIN C HEW,
BO3BpallaeT 3anpoc threat info B BUAe obvekta FileThreat.

OnucaHue ucnosblyembix 06bekros JSON

1) FileThreat — 06bekT, cogepXalimin B cebe cneayroLyto MHGOPMaLMIO:

{

"threat id": <uucro>, //VimeHTHUOUKATOP yTPOSEH

"detection time": <Unix-epemsa>, //Dara n BpeMs OCHApyXeHMUS yTPO3EL
"report": <ScanReport>, //Oruer o mposepke oanna

"stat": <FileStat>, //Vubopmauusa o bdarine

"origin": <cmpoka>, //VIMS KOMIIOHEHTa, OOHAPYXMBIIETO yIPO3Y

"origin pid": <4ucro>, //PID KOMIOHEHTa, OOHAPYXMBIIEI'O YIPO3Y

"task id": <uucro>, //MnenTnduraTop 3amauM Ha NPOBEPKY B CKAaHMPYOUEM AIpe
"history": [<ActionResult>] //Wcropusa neicTBuMM C yTpos30l (Maccub)

}

MNMone report copepxnt 0b6bekT ScanReport; none stat — obbexT FileStat, a none
history — maccme o6bekToB ActionResult (ncTtopma gencTBuii No OTHOLWEHWMIO K daliny).

2) ScanReport — 0b6beKT, cogepxkalimii nHGopmMaLmio o aie c 06HapYy>KEHHOW YyrpO30iA:

{
"object": <cmpoka>, //OObeKT OQaMIIOBOM CUCTEMH C yTPO30it
"size": <yucro>, //Pasmep bdaiia c yrposon B BanTax

"virus": [<Virusinfo>], //llepeuenr cBemeHuil o6 OBOHAPYXEHHHX yTPO3ax
*"error": <cmpokda>, //Coofmenue 06 oumbke
"heuristic_analysis": <6ysee03Ha4yeHue> //VICHOJIb30BAJICS JIM SBPUCTUYECKMIZ aHamms (true

— wucnoyb30Bayica, false — Hem)

}
CUMBONOM * NMOMeYeH Heoba3aTeNbHbIN napamMeTp.

Mone virus npeacraBnset cobon maccmB 06bekToB Virusinfo, cogepkalymx nHGopmaLmio
060 Bcex 0BbHapyeHHbIX yrpo3ax. [lone error NPUCYTCTBYET, TONBKO €CAN NPOM30LLaa
owmnbka.

3) FileStat — 06BbeEKT, coAep>Kallnii CTaTUCTUYECKY0 MHPOPMaLuto o danne:

{

"dev": <4yucio>, //YCTPOMCTBO

"ino": <yucio>, //ViHOekcHBM meckpuntop (inode)

*"size": <yucno>, //Pasmep bdarina

*"uid": <User>, //UmeHTuUOMKATOP [OJIb30BATEsA-Blanelbla
*"gid": <Group>, //VimeHTHOMKATOP TPYINH BIANEJbLEB
*"mode": <4yucio>, //PexuM mocTyna K banity

*"mtime": <Unix-epems>, //Hata u Bpemsa mommduxauymm odaiia
*"ctime": <Unix-epems>, //Hara u Bpemsa cosmaHusa dalia
*"rsrc size": <4yucio>,

*"finder info": <cmpoka>,

*"ext finder info": <cmpoka>,

*"uchg": <cmpoka>,

*"volume name": <cmpoka>, //Vmsa Toma

*"yolume root": <cmpoka>, //KopeHb (TOuka MOHTMPOBAHMSI) TOMa
*"xattr": [<Xattr>] //PacumpenHas uHbopmaums o odaiise

}

CMMBONIOM * MOMeYeHbl Heoba3aTeNbHble napamMeTpbl.
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Mone xattr npeactaBaseT CO60M MacCMB O6BEKTOB Xattr. ITOT 0HBEKT COAEPXUT ABa
CTPOKOBbIX MO/A name U value. [Mond uid 1 gid NpeacTaBAftOT CO60M 06bekTbl User U
Group, XpaHsaLime nHbopMaLmMo 0 Noab3oBaTeNe-BAaeNbLE W O rpynne BAajenbLeB
cooTBeTcTBeHHO. OHM cozep>kaT No ABa NoAs:

e uid (gid) — umcnoBou naeHTUdGMKaTOp Noab3oBaTeNs (rpynnbl);

e username (groupname) — CTPOKOBOE MMA MoaAb30BaTena (rpyneoi).

4) ActionResult — 0bOBbEKT, cogep>Kalnii NHGOPMaLMIO O AEVCTBUN MO OTHOLLIEHWNHO K
baniny n ero pesynbraTe:

{

"action":

<cmpoka>, //lprMeHseMoe IeMCTBUE

"action time": <Unix-epemsa>, //DaTa u BpeMs NpMMEHEHNUS

"result":

<cmpoka>, //PesynbTaT IPUMEHEHMS

"cure report": <ScanReport> //OTueT O NPMMEHEHMM HEMUCTBUS

KomaHabl cure threat, delete threat, ignore threat M quarantine threat
BO3BpaLLaroT NycTor 06beKT B C/lyyae YyCreLHOoro BblinoaHeHua. Ecan 3anpolieHHoe gencteme
C Yrpo30#i 3aBepLUnaoCh OWMOKON (Hanpumep, yrpo3sy He yAanocb HenTpaansosaTb), TO
BMeCTO NycToro obbekTa byaeT BO3BpalleH 06bekT Error.

YnpaBneHue KapaHTUHOM

,ﬂ'}'lﬂ ynpaBneHna CO4EPXUMbBIM KapaHTUHA, XPaHALLETO Yyrpo3bl, AOCTYNHbI chegyrowne

komaHabl HTTP API:

Komanpa API

quarantine

gentry info

OnucaHue

[evictBue: Monyuntb nepeveHb UAEHTUGMKATOPOB 06 BEKTOB, MOMELLEHHbIX B
KapaHTUH.

URI: /api/10.2/quarantine/
Metog HTTP: GET
BxoaHble napametpbl: (SCS-cookie)

Pe3ynbTaT ycnewHoro ncnoaHeHus: (SCS-cookie), maccue o6bektoB Quarantineld
(06BEKTOB B KapaHTUHe)

JOevicteue: Monyunts nHGOpPMaLnio 06 M30ANMPOBAHHOM B KapaHTUHe 06bekTe C
naeHtndukaTopom <entry ID>.

URL: /api/10.2/gentry info/<entry ID>
Metog HTTP: GET
BxoaHble napametpsbl: (SCS-cookie)

Pe3ynbTaT ncnoaHeHus: (SCS-cookie), 06bekT QEntry
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Komanpa API OnucaHue

cure_gentry [JencTere: BbINOHUTL MOMbITKY eYeHns 0bbekTa ¢ naeHTMdrKaTopom <entry
ID>, Haxoaaleroca B KapaHTUHe.

URL: /api/10.2/cure gentry/<entry ID>
Metog HTTP: POST
BxoaHble napametpsbl: (SCS-cookie)
Pe3ynbTaT ncnoaneHus: (SCS-cookie), nyctoin o6bekt
delete_gentry [encTere: Yaanutb n3 KapaHTMHa 06BEKT C naeHTMdukatopom <entry ID>.
URL: /api/10.2/delete gentry/<entry ID>
MeTtog HTTP: POST
BxoaHble napametpbl: (SCS-cookie)
Pe3ynbTaT ncnoaHerus: (SCS-cookie), nyctoin ob6bekt

restore_gentry JevictBue: BocctaHOBUTL (B MCXOAHOE MECTOMOIOXEHWNE) 13 KapaHTMHA 06bekT C
naeHtndunkatopom <entry ID>.

URL: /api/10.2/restore gentry/<entry ID>
Metog HTTP: POST
BxoaHble napametpsbl: (SCS-cookie)

Pe3ynbTaT ncnonHerus: (SCS-cookie), nyctoin o6bekt

KomaHza quarantine Bo3BpallaeT maccmB o6bekToB Quarantineld, B KOTOPOM Kaxabli
06BEKT COAEPXKUT naeHTUdUKaTOp 06bEKTa, HaXOAALErocs B kKapaHTUHe. NaeHTndukaTop
COCTOWT M3 ABYX YacTel: chunk idwu entry id.

OnucaHune ucnonbsyembix o6bekroB JSON

1) QuarantineId — 0OBbEKT, COAEP>KALLMIA YACTU COCTaBHOrO NnaeHTMdMKaTopa
N30NMPOBaHHOro obbekTa:
{
" Chunk_id" : <Cmpoka>,
"entry id": <cmpoka>
}
KombuHauma atux AByx nosnen B Buae <entry_id>@<chunk_id> npeactaBnseT cobomn
NAeHTNOMKATOP M30IMPOBAHHOIO 0HBbEKTA, HAXOAALLEroCa B KapaHTUHe. ITOT
NnAeHTMPMKaTOP yKa3biBaeTCA BO BCEX 3aMpocCax Ha BbIMOJAHEHNE AEUCTBUIA C NHOObIM
06BbEeKTOM B KapaHTMHE Npu NOMOLWM KOMaHA gentry info, cure gentry,
delete gentryu restore gentry.KomaHga gentry info ncnosnb3yerca ans
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nonyyeHns nogpobHon nHdopmaumm 06 N30AMpPoBaHHOM 0H6BeKTe MO ero
naeHTndukaTopy. OHa Bo3BpaLLaeT 06bekT QEntry.

QEntry — ob6bekT, cogepxalmin nHGopMaLmto 06 N30AMPOBAHHOM 0OBbEKTE:

{

"entry id": <cmpoka>, //YacTtm mmeHTMOMKATOPA

*"chunk_id": <cmpoka>, //M30mMpOBaHHOTO OOBEKTa

*"quarantine dir": <cmpoka>, //KaTamor xapaHTMHa

"restore path": <cmpoka>, //lyTb, kyzma OyOeT BOCCTAHOBJIEH OOBEKT
"creation time": <Unix-epems>, //JaTa m BpeMs NOMENEHMS B KapPaHTUH
"report": <ScanReport>, //Oruer o mpoBepke oObekTa (cM. ScanReport Broue)
"stat": <FileStat>, //Craructuueckas mHbopMaums o odaisie (cm. FileStat sbme)
*"history": [<QEntryOperation>], //VcTOpuS MaHUNYJALUMIA C OOBEKTOM

*"who": <RemoteUser>, //Ynmameuuwni Biamesiell Ganna (ecrim Qain ObUT MBOJMPOBAH C
banIoBOTO XpaHMIMIIA C CETEBEM IOCTYIIOM)

*"detection time": <Unix-epemsa>, //DIara m BpeMms OCHapPyXeHMS yTPO3EL
*"origin": <cmpoka> //KOMIOHEHT, OOHAPYXMBIMII yTPO3Y

}
CMMBOIOM * MOMeueHbl Heobs3aTebHble NapaMeTpbl.

Mone report coaepXut o6bekT ScanReport, none stat — ob6bekT FileStat, a B none
history XpaHUTCA NCTOPUA AENCTBMIA MO OTHOLLEHUIO K U30IMPOBAHHOMY OObeKTY.
Kaxxzas 3anucb o genctBum onuncbiBaetcs ob6bektom QEntryOperation. Heobs3aTtensHoe
nosie who cogep>XuT nHpopmaumio o6 ysaneHHOM nosnb3oBaTtene B Buge obbekra

RemoteUser.

QEntryOperation — 06beKT, XxpaHawmm nHGopMaLmio 06 onepaLmm No OTHOLLEHUIO K
06beKTy B KAPaHTUHE:

{
"action": <cmpoka>, //IericTBue, NpUMEHSBIIEeCsS K OOBEKTY (CM. OOO3HAUEHMS HIIKE)
"action time": <Unix-epems>, //llaTa u BpeMms NpPVMEHEHMsS OECTBUS
"result": <cmpoka>, //OumOka NPMMEHEeHMUS OEUCTBMUS (KOO BMIA EC XXX)
*"restore path": <cmpoka>, //IyTe BOCCTaHOBJIEHMS OOBEKTa M3 KapaHTMHa (ecym action =
"QENTRY ACTION RESTORE")
*"rescan report": <ScanReport> //OTduer O HMOBTOPHONM HNpoBepke (ecyim action =
"QENTRY ACTION RESCAN")
}

CMMBONIOM * MOMeYeHbl Heoba3aTeNbHble napamMeTpbl.

Mone action MOXET NPUHUMAaTL CAeaytoLLMe 3HAYEH S

QENTRY ACTION DELETE — nonbiTKa yAaneHusa obbekTa 13 KapaHTUHa;

QENTRY ACTION RESTORE — NOMbITKa BOCCTAaHOBAEHUA obbekTa 13 KapaHTUHa;

QENTRY ACTION RESCAN — MonbITKa I'IOBTOpHOl‘/JI npoBepKn obbekTa B KapaHTUHE;

QENTRY ACTION CURE — monbITKa nevyeHuA obbekTa B KapaHTUHE.

RemoteUser — 0b6bekT, cogepxawmin nHdopmaumio o6 yaaseHHOM nosib3osaTtesne-
Bnagenble darina (ecnn dparin 6bin N30NMPOBAH C CETEBOTO XPaHMANLLA):

{

*"ip": <cmpoka>, //IP-ampecC MOJb30BaTeJs
*"user": <cmpoka>, //ViMs NOJIB30OBATENA
*"domain": <cmpoka> //IOMEH MOJIb30BaTeNs

}

CMMBOJIOM * MoMeyeHbl Heobs3aTeNbHble NapameTpbl.
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KomaHapl cure gentry,delete gentry U restore gentry BO3BpalWaroT nyCTOIP'I 06BbeKT
BcnyqaeyCHGMHOFOBbmonHeHMﬂ.ECﬂMBHHOﬂHeHMeKOMaHAH3aBepMMﬂOCb0uM6KOﬁ,B
oTBeTe BO3BpallaeTca ob6bekT Error.

Mpumepsbl ncnonbzosaHna HTTP API

Ana nposepkun pabotbl HTTP APl MOXHO BOCNONb30BaTbCA YTUANTON curl. CTPpyKTYypYy v
dopmat 3anpoca MOXHO NpeACTaBUTL CleayromM obpa3om:

$ curl https://<HTTPD.AdminListen>/<HTTP APl URI> -k -X <memod HTTP>
[-H 'Content-Type: application/json' --data-binary '@<¢alinJSON-ob6vekma>"]
[-c <cookie-¢palin> [-b <cookie-¢palin>11 [> <cpalin pesynsemama>]

e ONuWA -k yKasbliBaeT, YTO curl MOXET He MPOBEPATb KOPPEKTHOCTb MCNOb3yeMoro SSL-
cepTndukara;
e OnuMa —X UCNOJb3yeTca A/1a yKaszaHuna ncnonbsyemoro metoga HTTP (GET nan POST);

e onuua —H ncnoab3lyetca Ans JobaBneHna 3aronoBka Content-Type:
application/json;

e onuuna --data-binary (Man —d) ncnonb3yeTca 4aa npucoeanHeHunsa K teny 3anpoca JSSON-
obbekTa, B3ATOroO M3 TekcToBoro danna;

e e Ana aBTOopM3aLmm ncnonbsyetca SCS, dannbl, cogepxalume nepesaBaemMblii 1
npuHMMaemblin SCS-cookie, yka3biBaroTCa B NapamMeTpax —b U —c COOTBETCTBEHHO.

MoapobHyto MHPOPMaLMIo 06 ONUUAX YTUANTBI curl MOXHO NOAYYNTb C MOMOLLBIO KOMaHA,
curl —--help M man curl.
1. ABTOpM30BaTb K/INEHTA C YKa3zaHWEM MMeHU noab3osaTens u napons (ana SCS).

B danin user. json npesBapuTesibHO JOMKeH ObiTb 3anncaH o6bekT AuthOptions B
dopmarte JSON, Hanpumep:

{"user":"<usenunne>","password":"<pasaﬁnuse>"}

3anpoc:
$ curl https://127.0.0.1:4443/api/10.2/1login -k -X POST -H 'Content-Type:
application/json' --data-binary 'Quser.json' -c cookie.file

OrtBer:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 2

Set-Cookie: DWToken=6QXy4wn JGov9AlGohWP kvMK3dN6ccKegjNgKcmHpb AgSrHg9cNX yFJIhxPDgr |
MTQ2Mjg3Mzg4NQ==| cWd40Ow==| GywBUVOhU4w2LF BKTS5frg==|kR ripSnrpxWjJ2dfZ7Xfmvi3rE=;
Secure; HttpOnly; Max-Age: 900; Path=/

Pragma: no-cache

{}
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3aronoBok Set-Cookie cogep>xuT SCS-cookie, KOTOPbIN HY>XHO NCNONBL30BaTb BO BCEX
nocneayrowmx 3anpocax K HTTP API. B Tene o6bekTa B ciyyae ycrnewHom ayTeHTudukaLmm
BO3BpalLaeTcsa nycton obbekT. Ecam nonb3oBatenb He aBTOPU30BaH, BO3BpaLlaeTcs
ob6bekT Error:

HTTP/1.0 403 Forbidden
Content-Type: application/json
Content-Length: 35

Pragma: no-cache

{"error":{"code":"EC_AUTH_FAILED"}}

2. Monyuuntb nupopmaumio 06 yrpose c /D = T1:
3anpoc:

$ curl https://127.0.0.1:4443/api/10.2/threat info/l1 -k -X GET -c cookie.file -b
cookie.file

OtBeT:

HTTP/1.0 200 OK

Content-Type: application/json
Content-Length: 574

Set-Cookie: DWToken=<..>;

Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"threat id":1,"detection time":1462881660,
"report":{"object":"/sites/sitel/eicar.com.txt","size":68, "packer":[],
"virus":[{"type":"SE KNOWN VIRUS","name":"EICAR Test File (NOT a Virus!)"}],
"heuristic_analysis":true,"core fingerprint":"0D2DD5A869DAB7AE354153A4D5F70F45",
"item":[],"log":[],"user time":0,"system time":0},"stat":{"dev":2049,"ino":898,
"size":68,"uid": {"uid":1000, "username":"user"},"gid":{"gid":1000, "groupname": "user"},
"mode":33204, "mtime":1441028214,"ctime":1460738554, "xattr":[]},
"origin":"APP_COMMAND LINE TOOL","origin pid":2726,"task id":1,"history":[]}

3. MepemecTuTb B KapaHTUH yrpo3y c /D = T:
3anpoc:

$ curl -v -c cookie.jar -b cookie.jar -k -X POST -H 'Content-Type:application/json'
https://127.0.0.1:4443/api/10.2/quarantine threat/1

OrtBeT:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 2

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{}
4. MpocmoTtpeTb nHpopmaLmio 06 n3oMpoBaHHOM obbeKTe:
3anpoc:

$ curl -v -k -X GET -c cookie.jar -b cookie.jar
https://127.0.0.1:4443/api/10.2/gentry info/3070d3ce-7b6e-4143-9d9f-
89ba3473a781@801:2108d
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OrtBerT:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 781

Set-Cookie: DWToken=<...>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"entry id":"3070d3ce-7b6e-4143-9d9f-89ba3473a781", "chunk id":"3830313A3231303864",
"quarantine dir":"2F686F6D652F757365722F2E636F6D2E64727765622E71756172616E74696E65",
"restore path":"2E2E2F7473742F65696361722E636F6D2E747874", "creation time":1462888884,
"report":{"object":"/home/user/tst/eicar.com.txt","size":68, "packer":[],
"virus":[{"type":"SE KNOWN VIRUS","name":"EICAR Test File (NOT a Virus!)"}],
"heuristic analysis":true,"core fingerprint":"467CD4C6D423C55448B71CD5B8152776",
"item":[],"log":[],"user time":0,"system time":0},"stat":{"dev":2049,"ino":898,
"size":68,"uid": {"uid":1000, "username":"user"}, "gid":{"gid":1000, "groupname": "user"},
"mode" :33204, "mtime":1441028214,"ctime":1462888421,"xattr":[]},"history":[],
"detection time":1462888667,"origin":"APP COMMAND LINE TOOL"}
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9.12. Dr.Web SNMPD

Dr.Web SNMPD — 310 SNMP-areHT, npeaHa3HauyeHHbI ans nHterpaumm Dr.Web Industrial
Aana GannoBbix cepeepoB Unix ¢ cuctTeMamMy MOHUTOPWHIA, MCNOAb3yroWMMn npotokon SNMP.
Takaa nHTerpayma NO3BOAET OTCAEXMBATb COCTOAHNE paboTbl kOMNoHeHTOoB Dr.Web
Industrial ans dannoBbix cepepoB Unix, a Takke cobmpaTb CTaTUCTUKY OBHapy>XeHUs 1
HerTpann3aumnm yrpo3s. AreHT NoaAep>KMBaeT NpeaoCcTaBieHNne CUCTEMAM MOHUTOPUHTA UK
ntobbiM SNMP-meHekepam cnesyrollert MHGopMaLmn:

e CocTosiHme nroboro komnoHeHTa Dr.Web Industrial ans ¢annosbix cepsepos Unix.
e CyeTumKkmM KOIMYeCTBa OBHaPY>KEHHbIX YrPO3 Pa3/IMYHbIX TUMOB (B COOTBETCTBUM C

knaccndmkaumen DrWeb).

Kpome Toro, areHT MoxeT paccbinate yBegomaeHma SNMP trap no dakty obHapykeHus yrpos
1 No dakTy oWmMbOK NpM NOMNbITKaX HEMTPann3aumnm obHapy>KeHHbIX Yrpo3. AreHT
noasep>xwusaet npotokos SNMP Bepcunii 2c u 3.

OnucaHune nHbopmMaLunm, KOTopas MOXeT ObITb MPesoCTaBAeHa areHTOM, COAEPXKUTCA B
cneunanbHo chopMmMpoBaHHOM KoMnaHuen «Joktop Beb» pasgene MIB (Management
Information Base). B pazgene MIB, onpeageneHHom ana npoaykto Dr.Web ana Unix-nogo6Hbix
OC, onucbiBaetcs cneayrowas nHpopmauyma:

1. ®opmatbl onoBelleHnt SNMP trap 06 o6Hapy>XeHUn n HenTpaaM3aLmm yrpos, a Takke ob
owwnbkax komnoHeHToB Dr.\Web Industrial ans dannosbix cepsepos Unix.

2. Cratuctuka pabotbl Dr.Web Industrial ana dpannosbix cepsepos Unix.
3. CoctosiHme komnoHeHToB Dr.\Web Industrial gna pannobix cepsepos Unix.

MNoapobHee 0 fAaHHbIX, KOTOPbIE MOXHO MONY4YNTb, MCNOAb3YysA NpoTokoa SNMP, cm. B
COOTBETCTBYIOLLEM pasjeie.

9.12.1. MpuHUUNbI paboTbi

B saTom pasgene

e Obuine cBeseHUA
e NHTterpauna c cuctemHbiM SNMP-areHTOM

O6bwue cBeaeHnn

Mo ymonyaHWo KOMMNOHEHT 3anyckaeTca aBTomaTmnyeckn npu ctapte Dr\Web Industrial gna
darinoBbix cepsepos Unix. [Tocne 3anycka KOMNOHEHT GOPMUPYET CTPYKTYPbl AaHHbIX B
COOTBETCTBMU CO CTPYKTypoM, onncaHHom B Dr.\Web SNMP MIB, n HaunmHaeT oxXxuaaTtb
NOCTyn/aeHne 3anpocoB Ha NoayYeHne nHGopmaumm oT BHeLWHNX MeHeakepos SNMP.
KomMnoHeHT nonyyaeTt nHpopmaumto o ctatyce komnoHeHtoB Dr.\Web Industrial ans dannosbix
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cepepoB Unix, a Takke yBegomaeHnsa 06 06Hapy>XeHUn yrpo3 HeNoCPeACTBEHHO OT AEMOHA
ynpasneHusa koHourypaumen Dr.Web ConfigD.

Ob6Hapy»eHure yrpo3 CkaHMpPYOLWUM S4POM MOXET NPOUCXOANTbL NPpU NpoBepkax Gannos,
NPOW3BOAALLMXCA MO 3anNpocamM OT pas3nyHbIX KoMNoHeHToB Dr.Web Industrial ans ¢aninosbix
cepsepoB Unix. Mpun obHapy>xeHUn o060 yrpo3bl MPOUCXOANT YBEMYEHME CHETUMKA
KoNnyecTBa 0H6HapYy>XeHHbIX Yrpo3, COOTBETCTBYIOLLEro TUMY Yrpo3bl, @ BCEM MeHeaXepam
SNMP, nonyuarowimm onoBeLLeHuns, paccblnaetcsa ysegomaeHne SNMP trap ¢ nHopmaymen
06 0BHapy>KeHHOW yrpose.

@ HakonneHHble 3HaueHMA CYETUMKOB (HampuMep, CHETUMKOB OHBHapPY>XeHHbIX Yrpo3) He
coxpaHsatoTcs Mexay 3anyckamu Dr.Web SNMPD. Takum o6pa3om, npu nepesanycke
Dr.Web SNMPD no nto60# npuumHe (B TOM uncie npu obuem nepesanycke Dr.Web
Industrial gns darinoBbix cepepoB Unix) HakomnaeHHble 3HaYEHUA CUYETUMKOB
cbpacbiBatoTCA B HOb.

Nnterpaunsa ¢ cuctemubim SNMP-areHTom

Ans koppekTHon paboTel SNMP-areHTa Dr.Web B cnyyae, ecim Ha cepBepe yxe paboTaet
OCHOBHOW cncTeMHbIt SNMP-areHT snmpd (net-snmp), HEO6XOAMMO HacTPOUTb Nepeaady
SNMP-3anpocos no Betke MIB Dr.Web ot snmpd k Dr.Web SNMPD. 1ns 31oro Heo6xoanmo
oTpeAakTMpoBaTb KOHOUTYPaLMOHHbIN dann snmpd (06bIYHO /etc/snmp/snmpd.conf And
GNU/Linux nan /etc/snmpd.config ana FreeBSD), so6aBunB B HEro CTPOKy CAeayroLlero
BMAQ:

proxy -v <gepcufa> -c <community> <adpec>:<nopm> <gemeb MIB>
Fne:
e <gepcus> — ncnonb3yemas sepcna SNMP (2¢, 3);
e <community> — «community string», ncnonb3zyemasa Dr.Web SNMPD;
e <adpec>:<nopm> — ceTeBOW COKeT, npocaywmnBaemMbli Dr.Web SNMPD;

e <gemab MIB> — OID BeTBU fepeBa MIB, cogepkalliein onmcaHmna nepeMeHHbIX 1
yBegomaeHunt SNMP (trap), ncnonbsyembix Dr.Web (atot OID paBeH
.1.3.6.1.4.1.29690).

Mpwn ncnonb3zoBaHum Hactpoek SNMP-areHTa Dr.Web no ymonuaHuto gobaensemas cTpoka
UMeeT CefyroLmni BUA;

proxy -v 2c -c public localhost:50000 .1.3.6.1.4.1.29690

| Mockonbky B 3TOM cnydae nopT 161 6yaeT Ncnonb3oBaTbCA CTaHAAPTHLIM CUCTEMHBIM
snmpd, To ana Dr.Web SNMPD B napametpe ListenAddress caeayeT ykasaTb ApYyron
nopt (50000 B A@HHOM MnpuMepe).
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9.12.2. AprymeHTbl KOMaHAHOW CTPOKM

Y106kl 3anycTnTh KOMNoHeHT Dr.Web SNMPD 13 koMaHAHOW CTPOKMW, BbIMOJHUTE KOMaHAY:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-snmpd [<napamempsi> ]

o ana FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-snmpd [<napamempsi>]

Dr.Web SNMPD gonyckaeT ncnonb3oBaHue caesyrowmx napaMeTpos:

Mapametp OnucaHue

--help HasHaueHve: BbIBOA Ha 3KpaH KOHCOIM WY 3MyATOPa TepPMUHaNa KPaTKoM cripasku No
UMEIOLLMMCS NapameTpaM KOMaHAHOW CTPOKM U 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version  Ha3HaueHue: BbiBOZ Ha 3KpaH KOHCOAW WM 3MyAsTOpa TepMmHana MHGopMaLmm o
BEPCUM KOMMOHEHTa ¥ 3aBeplueHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het
Mpumep:
S /opt/drweb.com/bin/drweb-snmpd --help

[laHHas KOMaHJa BbiBeAET Ha 3KpaH KpaTkyto cnpaBKy koMmnoHeHTa Dr.Web SNMPD.

3ameuaHuAa o 3anycke

3anycK KOMMOHEHTa B aBTOHOMHOM peXnMe HenoCcpeACTBEHHO U3 KOMaHAHOW CTPOKMN He
npeaycMoTpeH. KoMMoHeHT 3anyckaeTca aBToMaTUyeCckn JEMOHOM yrpaBaeHus
kKoHPurypaumen DrWeb ConfigD npu HeobxogmmMocTn (06bIYHO Npu 3arpy3ke
onepauMoHHON cuctemsl). [ina ynpaBaeHns napameTpamum paboTbl KOMMNOHEHTa UCNONb3YNTe
ytnanty DrWeb Ctl, npegHa3HaueHHyro ans ynpasaeHua Dr.Web Industrial gna davinosbix
cepepoB Unix N3 KOMaHAHOWN CTPOKM.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnonb3sywre komaHay drweb-ctl.

,ﬂ,ﬂﬂ noJsiydeHna CnpaBkn O KOMMOHEHTE N3 KOMaHAHOl‘;I CTPOKWM BbINOJIHUTE KOMaHAy
man 1 drweb-snmpd.
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9.12.3. NMapameTpbl KOHPUrypaLmn

KomMnoHeHT ncnonb3yet napamMmeTpbl KOHGUrypaLumm, 3ajaHHble B ceKumn [ SNMPD]
06beanHeHHOro koHdurypaunorHoro dawna DrWeb Industrial ans dannosbix cepsepoB

Unix.

B cekumu npeactaBaeHbl caeayroume napameTpsbi:

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log
{mun xypHanaj}

ExePath

{nyme « ¢paliny}

Start

{noauyeckuli}

RunAsUser

{UID | ums nonszosamensy}

OnucaHue

yQOBeHb I'IOAQO6HOCTVI BeJeHNA XypHajsia KOMMOHEHTa.

Ecnan 3HaueHve napameTpa He ykasaHo, TO UCMOJb3yeTca
3HayeHVe napameTpa DefaultLogLevel U3 ceKUUA
[Root].

3HaueHve no yMo4aHuo: Notice

MeTO,Q BeAeHWA XKXypHaJa KOMMOHEeHTa.

3HauveHne No yMONUYaHMIO: Auto

MyTb K McnoaHsemomy daiiny KOMMOHeHTa.

3HauyeHue No yMOYaHWIO:
e ans GNU/Linux: /opt/drweb.com/bin/drweb-snmpd

e anA
FreeBSD: /usr/local/libexec/drweb.com/bin/dr
web-snmpd

3anyckaTb WK He 3anyckaTb KOMMOHEHT C MOMOLLLbHO
AeMoHa ynpassieHus koHpurypaumen Dr.Web ConfigD.

Ecav napameTp MMeeT 3HaueHve Yes, TO AE€MOH yrpaBaeHus
KOHOUrypaLmei HeMe/IeHHO 3aryCTUT KOMMOHEHT, a
yCTaHOBKa ero B 3HayeHvie No — HeMeAJ/IEHHO 3aBepLUMNTb
paboTy KOMMOHeHTa.

3HaueHue no YMOA4YaHWNO: No

MNMonb3oBaTtenb, OT UMEHWN KOTOPOTO 3amycKaeTca KOMMOHEHT.
Bbl MOXKeTe yka3zaTb UACNOBON UAeHTUDUKaTOP
nonb3oBatens (UID) nnm ero mmsa (norun). Ecam nmsa
Mo/b30BaTENS COCTOUT U3 LMPP (T. €. MOXOXKe Ha UMCNOBOM
UID), To oHO yka3blBaeTca ¢ npedrKCcoM name :, Hanpumep,
RunAsUser = name:123456.

Ecan nma nonb3osaTtens ykazaHO HeKOppekTHo, paboTa
KOMMOHeHTa 3aBepluaeTca OLWMOKOW cpasy nocae nombITKM
3anycka.

3HauyeHve no YyMONYaHUO: drweb
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Mapametp

SnmpVersion

Ve | v3)

ListenAddress

{adpec}

TrapReceiver

{cnucok adpecos}

V2cCommunity

{cmpoka}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

Vicnonb3syemas sepcua npoTtokosa SNMP (SNMPv2c nan
SNMPv3).

3HaueHve no yMOYaHuo: V2 ¢

Aspec (IP-agpec 1 nopT), NPOCAYLLIVBaEMbIV areHTOM
Dr.Web SNMPD B oXuaaHuv NoAKIHYEeHUA OT KINEHTOB
(MeHeaxepoB SNMP).

@ [Ans coBMecTHOM paboThl ¢ snmpd

: HeoBX0AMMO yKa3aTb MOPT, OTANYHBIN OT
CTaHgapTHoro (161). Kpome TOro, y snmpd
HeOHXOAMMO HACTPOUTL MPOKCUPOBAHME.

3HauyeHue nNo ymonyaHuo: 127.0.0.1:161

Cnucok agpecos (IP-agpec v nopT), Ha koTopble Dr.Web
SNMPD otnpasasert ysegomaenuna SNMP trap npwm
o6Hapy>eHWn yrpo3 komnoHeHtamu Dr.Web Industrial gns
darinosbix cepeepos Unix.

Mo>keT UMeTb CMUCOK 3HAaUEHUIA. 3HaUeHWs B CrncKe
yKa3bIBatOTCA yepes 3anATyto (KaXkaoe 3HaueHue B
KaBblukax). [lonyckaeTcs NOBTOpeHVEe NapamMeTpa B CeKLMn
(B 3TOM cayyae BCe 3HAYEHUS OOBEAVHSAIOTCA B €4WHbIN
CNNCoK).

Mpumep: Jobasutb B cnincok cokeTbl 192.168.0.1:1234 u
10.20.30.45:5678.

1. [obaBneHune 3HaUeHW B Galin KOHGUrypaLmm.
e [lBa 3HaueHUs B OAHON CTPOKe:

[SNMPD]
TrapReceiver = "192.168.0.1:1234",
"10.20.30.45:5678"

e [IBe cTpOKM (MO OAHOMY 3HaYEHUIO B CTPOKeE):

[SNMPD]
TrapReceiver = 192.168.0.1:1234
TrapReceiver = 10.20.30.45:5678

2. [dobaBneHne 3HaYeHWU C MOMOLLbI KOMaH/bl drweb-
ctl cfset:

# drweb-ctl cfset SNMPD.TrapReceiver -a
192.168.0.1:1234
# drweb-ctl cfset SNMPD.TrapReceiver -a
10.20.30.45:5678

3HaueHue No ymMon4aHuo: (He 3a0aHo)

Crpoka «SNMP read community» gna ayTeHTUdMKa LMK
MeHegxkepos SNMP (npotokon SNMPvZ2c) npw goctyne K
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Mapametp

V3EngineId

{cmpoka}

V3UserName

{cmpoka}

V3Auth

{SHA(<pwd>) | MD5(<pwd>) | None}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

nepemerHbiM MIB Dr.Web ans uteHus.

MapameTp ncnonb3yeTcs, ecan 3ajaHo
SnmpVersion = V2c

3HauyeHve no yMoi4aHuo: public

Crpoka-ugeHtndukatop Engine ID pna SNMPv3 (cornacHo
REC 3411 O).

3HauyeHwue nNo ymonyaHuo: 800073FA044452574542

Mima nosnb3osatensa ansa ayTeHTUdUKaLMM MEHEIKePOB
SNMP (mpotokon SNMPv3) ana pgoctyna kK nepemMenHbiv MIB
Dr.Web.

MapameTp UCnonb3yeTcs, ecin 3ajaHo
SnmpVersion = V3.

3HayeHue No ymMonyaHuio: noAuthUser

MeTtoga ayteHTUdUKaLmm meHegxepos SNMP (npoTtokon
SNMPv3) pns poctyna k nepemenHbiv MIB Dr.Web.

Bo3MOXHble 3HaUeHUs:

e SHA (<PWD>) — ucnonb3yetca SHA-xew naponsa (CTpoku
<PWD>);
e MD5 (<PWD>) — ucnonb3yetca MD5-xew naponsa

(ctpokn <PWD>);
e None — ayTeHTUOUKaLMA He MPOU3BOAUTCS;
rae <PWD> — naponb B OTKpbITOM BUze (plain text).
Mpw 3ajaHnK 3HaUEHWS MapamMeTpa U3 KOMaHAHOW CTPOKM,
HeKOTOpble KOMaHZHble MHTepMpeTaTopbl MOTYT

noTpeboBaTth 3KpaHNPOBaAHME CKOHBOK MPU MOMOLLM
cuvBona \.

Mpumepsr:
1. 3HaueHue napameTpa B daine KOHPUrypaLmm:

V3Auth = MD5(123456)

2. 3ajaHuve 3TOro e 3HayeHWs U3 KOMaHAHOM CTPOKM C
MOMOLLbIO KOMaHAbl drweb-ctl cfset:

drweb-ctl cfset SNMPD.V3Auth
MD5\ (123456\)

I'IapaMeTp ncnoab3yeTcd, ecsin 3agaHo
SnmpVersion = V3.

3HaueHue no YMOA4YaHMO: None

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp

V3Privacy

{DES(<secret>) | AES128(<secret>) | None}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

MeTog wudposanma cogepxvumoro SNMP-coobLueHni
(npotokon SNMPv3).

Bo3MOXHble 3HaUeHus:

e DES (<secret>) — UCMO/Ab3YeTCs aNropuUT™ LWndpoBaHms
DES;
e AES128 (<Secret>) — WUCMONb3YeTCH aAropuUtM

wnpposaHua AES128;

e None — wmdppoBaHue cogepxmmoro SNMP-coobLeHuni
HE MPOU3BOAUTCS;

rae <secret> — CeKpeT, pa3fensemMblii MEHEAXEPOM U
areHToM (plain text).

Mpw 3asaHnK 3HaUEHWS MapamMeTpa U3 KOMaHAHOW CTPOKMY,
HeKoTOpble KOMaH/Hble UHTEPMPeTaTopPbl MOTYT
notpeboBaTh 3KpaHNMpPOBaHME CKOOBOK NPM MOMOLLN
cnmBona \.

Mpumepsb:
1. 3HaueHue napameTpa B daine KoHGUrypaumm:
V3Privacy = AES128 (supersecret)

2. 3ap,aHV|e 3TOr0 Xe 3HaydeHunAa m3 KOMaHAHOI;I CTPOKMK C
NoMOLWb KOMaHAbl drweb-ctl cfset:

drweb-ctl cfset SNMPD.V3Privacy
AES128\ (supersecret))

MapameTp ncnonb3yeTcs, ecau 3ajaHo
SnmpVersion = V3.

3HaueHve no YMO/YaHUKO: None

9.12.4. uTerpaumsa ¢ cuctTeMamMm MOHUTOPUHra

B sTom pa3sgene

° MHTerauI/IH c cucTemMom MOHUWUTOPWHIAa Munin

o [oakntoyeHwue yana K Munin

e VlHTerpauns ¢ cucTtemMom MmoHutopuHra Zabbix

o [oakntouyeHwue y3na Kk Zabbix

o HacTtpounka npuema yBegomaeHuiit SNMP trap ana Zabbix
e VHTerpauus ¢ cuctemoit MoHuTopuHra Nagios

o [oakntoyeHwue y3na k Nagios
s Hactpowka Nagios

s Hactpownka npuema yBegomneHuin SNMP trap ansa Nagios

PyKOBOACTBO aZMUHWCTpaToOpa
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SNMP-areHT Dr.Web Mo>xeT BbICTynaTh NOCTaBLLMKOM AAHHbIX AN NHOOON CUCTEMDBI
MOHWUTOPWHTa, ncnonb3ytowent npotokos SNMP Bepcuu 2¢c nam 3. lNepeueHb JaHHbIX,
AOCTYMHbIX AN MOHUTOPUWHTIA, N UX CTPYKTypa onuvcaxbl B hanne onncaHna MIB Dr.Web
DRWEB-SNMPD-MIB. txt, mocTaBasemMoM coBmecTHo ¢ Dr.Web Industrial agna davinosbix
cepsepoB Unix. 3ToT pann HaxoanTCs B KaTanore /opt/drweb.com/share/drweb-
snmpd/mibs ana GNU/Linux uan /usr/local/libexec/drweb.com/share/drweb-
snmpd/mibs ana FreeBSD.

Ans ynobcTBa HaCTPOMKM COBMECTHO C KOMMOHEHTOM MOCTaBAATCA HeO0b6XxoaMMble LWaboHbI
HaCTPOeK A1 NONYAAPHbIX CUCTEM MOHUTOPUHra Munin, Zabbix n Nagios.

LLla6noHbI HacCTpoekK AnAa cMcteM MOHUTOPUHIa Haxo4AaTCA B
katanore /opt/drweb.com/share/drweb-snmpd/connectors ansg GNU/Linux

uan /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors An4
FreeBSD.

UHTerpauma ¢ cuctemort moHutopuHra Munin

Cuctema MOHUTOPMHTa Munin COCTOUT U3 LIeHTPaM30BaHHOrO cepBepa (MacTepa) munin,
cobupatowero CTatucTUKy OT KIMEHTOB munin-node, pacnonaratowmxcs NOKaabHO Ha y3iax,
noanexawlimx HabatoaeHno. Kaxzabli KIMEHT MOHUTOPMHIA MO 3anpocy OT cepBepa cobmpaet
AaHHble 0 paboTe HabaogaeMoro y3na, 3anyckasa nodkiroyaemoie Modyau (plug-ins),
npeaoCTaBAAOLLME AaHHbIE A5 Mepesayn Ha cepBep.

Ansa nopxnroueHna Dr.Web SNMPD k cucteme moHuTopmuHra Munin B

KaTanore /opt/drweb.com/share/drweb-snmpd/connectors/munin/plugins And
GNU/Linux van /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/munin/plugins gna FreeBSD nocraBaatotca rotoBble NOAKNOYaEMDbIE
moaynu cbopa gaHHbix Dr.Web, ncnonb3syemblie munin-node. 3t Mmoaynv cobuparoT gaHHble
ANA MOCTPOEHUA ceayrowmx rpaduKos:

® KONMYeCTBO OOHapY>XXeHHbIX Yrpos;

e CTaTUCTMKa NpoBepkM $annos.

YKka3aHHble MOy NOALEPXMBALOT MCnosb3oBaHMe npotokona SNMP Bepcuii 1, 2c n 3. Ha
OCHOBE 3TUX LIAaBNOHHbIX MOAY/Ie MOXHO CO3AaTb t0bble NOAKIOYAEMbIE MOAYN,

onpawwBatowme coctoaHme Dr.Web Industrial ans dannoBbix cepepoB Unix uepes Dr.Web
SNMPD.

PyKOBOACTBO aZMUHWCTpaToOpa
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B kaTanore /opt/drweb.com/share/drweb-snmpd/connectors/munin ana GNU/Linux
uan /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/munin aas

FreeBSD noctaBastotca cnegytowme darinb.

daiin

plugins/snmp drweb malware

plugins/snmp drweb filecheck

plugin-conf.d/drweb.cfg

Moakntouenue ysna k Munin

OnucaHue

MoakntoYaeMblii MOAYNb munin-node A/ ONpoca
Dr.Web SNMPD uepe3z SNMP ¢ uenbto noaydyeHus
KosmuecTBa yrpo3s, obHapyxxeHHbIx Dr.Web Industrial
ans dannosbix cepsepos Unix Ha y3ne.

MogkntoyaeMbli MOAyAb munin-node /s onpoca
Dr.Web SNMPD uepe3z SNMP ¢ uenbto nonyyeHus
cTtaTucTukm nposepku dannos Dr.Web Industrial ans
dalinosbix cepeepos Unix Ha y3ne.

MpumMep KOHPUrypaLumm B munin-node 3HaUeHW
nepemMeHHbIX cpefbl UCMONHEHWS MOAKIHOYaEeMbIX
mogynew Dr.Web.

B JaHHOW MHCTPYKUMW NpeanosaraeTcs, YTo CMCTeEMa MOHUTOPMHIa Munin yxe KOppPeKkTHO
pa3BepHYyTa Ha cepBepe MOHUTOPWHTIa, a Ha HabarAaeMOM y3ne YCTaHOB/EHbl U KOPPEKTHO
dyHkumnoHupyroT Dr.Web SNMPD (BO3MOXHO, B peXnme Npokcr COBMECTHO ¢ snmpd) u

munin-node.

1. HacTtpownka Ha HabatogaeMoM y3ne

e Ckonupynte darnbl snmp  drweb * B KaTanor 6ubanotek nogkatoyaeMbix Mogynen
munin-node. 3TOT NyTb 3aBUCUT OT ncnosblyemon OC, Hanpumep, B Debian n Ubuntu
3TO NyTb /usr/share/munin/plugins.

e HactponTe munin-node, NOAKIOUMB K HEMY NOCTaBASeMble MOAKIOHaEMbIE MOAY NN
Dr.Web. lna atoro ncnonb3ynte ytmamty munin-node-configure, koTopas
MocTaBaAeTCca COBMECTHO C munin—-node.

Hanpumep, komaHaa:

$ munin-node-configure --shell --snmp localhost

BbIBEAET Ha 3KPaH TePMMUHANa CMNCOK KOMaHJ Als CO34aHMUS HEOBXOAMMbIX
CUMBOJIMYECKNX CCbINOK Ha NOAKAtOYaeMble Moaynun. CKONUpPYMTe 1 BbIMONHUTE UX B
KOMaHZAHOU CTpOKe. YKa3zaHHas KoOMaHza npeAnosiaraert, uto:

1) munin-node yCTaHOB/JEHA Ha TOM Xe y3sie B ceTn, uto n DrWeb SNMPD. Ecaun 310 He
TakK, TO cneayeT yka3aTb BMecTO localhost npaBuabHbin FQDN naun IP-agpec

HabatozaemMoro y3na.

2) Dr.Web SNMPD wncnonb3yet npotokon SNMP Bepcum 2¢. Eciv 310 He Tak, To cnegyet
yKasaTb rnpasuibHYyto Bepcuio npotokosa SNMP B Bbi3oBe KOMaHAbl munin-node-
configure. 3Ta KOMaHAa MeeT Habop KIKOYEN, KOTOPbIe MO3BOAOT F’MOKO

PyKOBOACTBO aZMUHWCTpaToOpa
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HaCTPOUTb NOAKAOUYAEMbIE MOAYN, B TOM YMCAE YKa3aTb NCMOJ/Ib3yeMYH BEPCUIO
npoTtokosa SNMP, nopT, ncnosnb3yemoii SNMP-areHTOM Ha HabatogaeMomMm y3ne,
CTPOKY community string v T. n. Npy He06XOAMMOCTMN BOCMO/Ib3yNTECH CNPaBKOMW MO
KOMaHAe munin-node-configure.

e [Tpn HEOBXOANMOCTM ONpeaenmTe AN NepeonpesennTe 3HaUeHMsa NapaMeTpPoB Cpeabl,
B KOTOPOU AO/XHbl MCMONHATLCA YCTaHOBAEHHbIE NoAkitoYaeMble Moy Dr\Web ans
munin-node. B kauecTBe NapameTpoB cpesbl NCMOb3YEeTCs 3HaYeHe community string,
ncnosb3yembln SNMP-areHTOM MOPT U Tak ganee. 3T napaMeTpbl HEOOXOANMO
onpeaenntb B panne /etc/munin/plugin-conf.d/drweb (co3aanite ero npu
HeobxoaumocTn). B kauectBe npumepa gaHHoro danna UCnonb3yinTe NOCTaBASEMbIN
danin drweb.cfg.

e B danne koHOUrypaumm munin-node (munin-node.conf) ykaxuTe peryiapHoe
Bblpa>XkeHne, KOTOPOMY AO/IKHbI COOTBETCTBOBAaTL |IP-aZpeca y3/10B ceTu, C KOTOPbIX
cepeepam (MacTepaM) munin pa3peLleHo NoAKNYaTbCAa K munin-node Ha JaHHOM y3ne
ANA MONYYEHNSA 3HAUEHNIN KOHTPOMPYEMbIX MapamMeTpoB, HanpumMep:

allow ~10\.20\.30\.40S

B saHHOM ciiyyae perynsipHoe BbipaXkeHne pa3peLllaeT NosyvyeHne napaMeTpoB 3TOro
y3/1a TOIbKO y3ay ¢ IP-agpecom 10.20.30.40.

o I'Iepe3anyCTV|Te munin-node, HanpumnMmep, KOMaHAOVIZ
# service munin-node restart
Hactpolika Ha cepBepe (MacTepe) Munin

B koHdUrypaumoHHbIn darin mactepa Munin (munin.conf), KOTOPbIA MO YMONYaHMIO
XpaHuTCA B KaTanore /etc (B cuctemax Debian n Ubuntu — /etc/munin/munin. conf),
fobaBbTe 3anMnch C agpecom U naeHTndmnkatopom HabarogaemMoro y3na:

[<ID>; <hostname> . <domain>]

address <host IP address>
use_node_name yes

rae <ID> — oTtobpaxkaeMbli uaeHTUdMKaTOp y3na; <hostname> — ums y3na; <domain> —
nMA fomeHa; <host IP address> — IP-agpec y3na.
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NHTerpaumnsa c cuctemonn moHutopuHra Zabbix

Ansa nopxnroueHna Dr.Web SNMPD k cucteme moHutopuHra Zabbix B

katanore /opt/drweb.com/share/drweb-snmpd/connectors/zabbix ana GNU/Linux
uam /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/zabbix
ans FreeBSD noctaBastotcs cnegyrowme dainbl WabaoHOB:

dain OnucaHue

zbx drweb.xml LLlabnoH onvcaHus HabatogaeMoro yana ¢
yctaHoBaeHHbIM Dr.Web Industrial ans daiinosbix
cepsepos Unix.

snmptt.drweb.zabbix.conf Hactpolikv yTuantbl snmptt — NpUeMHMKa

yBegomaeHuin SNMP trap.

LLlabnoH onncaHua HabaoZaeMOro y3na CoAepXUT:

e Habop onuncaHnin cueTunkoB («items», B TepmuHonorum Zabbix). Mo ymonyaHuto wabaoH
HaCTPOEeH Ha ncnosab3oBaHue npotokona SNMP v2.

e Habop HacTpoeHHbIX rpadrKOB: KOIMYECTBO NPOBEPEHHbIX PaitioB 1 pacnpeseneHne
O06Hapy>XXeHHbIX yrpo3 no Tunam.

MoaknroueHue y3na Kk Zabbix

B JaHHOW MHCTPYKUMW MpeanoiaraeTcs, YTo cmcteMa MOHUTopuHra Zabbix y>xe koppekTHO
pa3BepHyTa Ha cepBepe MOHUTOPWHIa, @ Ha HabatogaeMoOM YCTaHOBJIEH W KOPPEKTHO
dyHkumnoHupyet Dr.Web SNMPD (BO3MOXHO, B pexunme 0pokcu COBMECTHO ¢ snmpd). Kpome
TOro, eCAn NAaHupyeTca noay4atb ¢ Habaogaemoro y3na onoBelleHns SNMP trap (B
yacTHocTK, 06 obHapyxeHun Dr.Web Industrial ans danoBbix cepepoB Unix yrpo3 Ha
3aWMLLIaeEMOM CepBepe), Ha cepBepe MOHUTOPUHTA TakKe JOKEH ObiTb YCTaHOB/IEH NakeT
net-snmp (MCNONb3YHOTCA CTaHAAPTHbIE YTUAUTBI snmptt U snmptrapd).

1. B Be6-uHTEepdelice Zabbix Ha Bknaake Configuration — Templates nmnopTupyiite
wabnoH Habatogaemoro y3na u3 garna /opt/drweb.com/share/drweb-
snmpd/connectors/zabbix/zbx drweb.xml ana GNU/Linux
nnv /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/zabbix/zbx drweb.xml ana FreeBSD.

2. [lobaBbTe HabatofaeMbIN y3e/ B CMUCOK y310B (Mcrnonb3yinTe ccbinky Hosts — Create
host). YkaxunTe napameTpsbl y31a 1 koppekTHble HacTponkn SNMP-nHTepdeinnca (40NXKHbI
COOTBETCTBOBATb HacTpoMkaM drweb-snmpd U snmpd Ha y3ne):

e Bknagka Host:
Host name: drweb-host
Visible name: DRWEB_HOST

Groups: BbibepuTe Linux servers

PyKOBOACTBO aZMUHWCTpaToOpa
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Snmp interfaces: HaxxmuTe Add 1 ykaxuTe IP-agpec 1 nopt, ncnonbsyemoii Dr.Web
SNMPD (no ymonuaHuto npeanonaraetcs, uto DrWeb SNMPD paboTaet Ha 10KkanbHOM
y3/1e, NO3TOMY 34ecbh yka3aH agpec 127.0.0.7, a B kauecTBe NopTa yka3aH CTaHAapTHbIM
nopt 767).

e Bknagka Templates:
Haxxmute Add, otmeTbTe DRWEB, HaxxmuTe Select.
e Binaaka Macros:
Macro: {$SNMP_COMMUNITY}
Value: ykaxxnte read community ans SNMP V2c¢ (no ymonuaHuto public).

HaxmuTte Save.

@ Makpoc {$SNMP_COMMUNITY} MOXHO yKka3aTb HEMOCPEACTBEHHO B WabioHe y3na.

Mo yMOA4YaHWIO UMNOPTUPOBAHHBIV WabaoH DRWEB HacTpOeH Ha UCMONb30BaHWe BepCum
SNMP v2. Ecamn TpebyeTcs ncnonb3oBatb apyryto Bepcuto SNMP, ero Heobxoa1Mmo
OTpefaKTVpOBaTb Ha COOTBETCTBYOLLLEN CTPaHULE peJaKTMpOBaHNUA WabaoHa.

3. Mocne npuBA3kM WabaoHa Kk HabarogaeMomy y3ny, ecan HacTporikn SNMP KoppeKkTHbl,

cucTemMa MOHUTOPUHra Zabbix HauHeT cbop AaHHbIX ANS CUETUMKOB (items), cofepiKalLLmxcs
B WabnoHe. Ha Bkiagkax Beb6-nHTepderica Monitoring — Latest Data 1 Monitoring —
Graphs 6yayT oTo6paxkaTbca cobpaHHble JaHHble CYETUMKOB.

. CneumanbHbIV 3neMeHT (item) drweb-traps cnyxunTt ans céopa ysegomaeHuii SNMP trap ot

Dr.Web SNMPD. XypHan nonyuyeHHbIx onoseweHnin SNMP trap pocTyneH Ha cTpaHuue
Monitoring — Latest Data — drweb-traps — history. /1ns c6opa onoselueHunin Zabbix
MCNOJIb3YyeT CTaHAaPTHbIE YTUAUTBl snmptt U snmptrapd U3 MakeTa net-snmp. 06 ux
HacTpolike ana nonyyeHuns ysegomneHuii SNMP trap ot Dr.Web SNMPD cm. Huke.

. B cnyyae Heo6x0AMMOCTI, Bbl MOXETE HAaCTPOUTb 418 406aBAEHHOTO HabAtAaEMOTO y3a

TpUrrep, U3MeHALWNIN CBOE COCTOAHME NpU NoayyeHun yBegomnennin SNMP trap ot
Dr.Web SNMPD. VIameHeHne COCTOAHMA 3TOro TpUrrepa MOXHO MCNONb30BaTh Kak
MCTOYHUK COBBITUI AN GOPMUPOBAHNSA COOTBETCTBYHOLLMX YBEAOMAEHWI. Tpurrep ans
Habatogaemoro y3na gobasnserca ctaHAapTHbIM cCNocobom. Huxxe nokasaH npumep
Bblpa>keHW, yka3blBaeMoro B nose trigger expression 15 onncaHHOro Tpurrepa.

e [Ina Zabbix Bepcum 2.x:

({TRIGGER.VALUE}=0 & {DRWEB:snmptrap[.*\.1\.3\.6\.1\.4\.1\.29690\..*].nodata(60)}
=1 )| ({TRIGGER.VALUE}=1 &
{DRWEB:snmptrap[.*\.1\.3\.6\.1\.4\.1\.29690\..*] .nodata (60) }=0)

e ins Zabbix Bepcun 3.x:

({TRIGGER.VALUE}=0 and {drweb-host:snmptrap[".29690."].nodata(60)}=1 ) or
({TRIGGER.VALUE}=1 and {drweb-host:snmptrap[".29690."].nodata(60)}=0 )

[aHHbIn Tpurrep cpabaTbiBaeT (ycTaHaBAMBaeTCA B 3HaueHune 1), ecam XXypHan
yBegomaeHu SNMP trap, noctynatowmx otr Dr.Web SNMPD, 6611 06HOB/IEH B TeueHne
MUHYTbI. ECn e XypHan B Te4eHMe MUHYTbl He OOHOBAACA, TO TPUITEP BbIKNHOYaETCS
(MeHsaeT cocTosAHMe Ha 0).
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B none Severity ana aTOro Tpurrepa pekomeHayeTca yctaHaBAvBaTb BUJ yBEAOMAEHWS,
oTanuHbIn oT Not classified, Hanpumep, Warning.

Hacrpoiika npuema yBegomanenuun SNMP trap ana Zabbix

1.

Ha Habntogaemom y3ne B Hactpoikax Dr.Web SNMPD (napameTp TrapReceiver)
yKa3blBaeTCs afpec, KOTOPbI NpoCaylnBaeTcs snmptrapd Ha y3ne ¢ Zabbix, Hanpumep:

SNMPD.TrapReceiver = 10.20.30.40:162

B koHdUrypaumoHHOM darne snmptrapd (snmptrapd.conf) yka3biBaeTca TOT Xe ajpec,
a TalkoKe NpuaoXKeHne, Kotopoe byaeT obpabaTbiBaTh NoAyYeHHble yBegomaeHna SNMP
trap (B 4JaHHOM ciyyae, snmptthandler, KOMNOHEHT snmptt):

snmpTrapdAddr 10.20.30.40:162

traphandle default /usr/sbin/snmptthandler
Ytob6bl snmptt He oTkIoHAN yBegoMmaeHnmna SNMP trap, otnpaeneHHble Dr.Web SNMPD, kak
Hen3BecTHble, fo6aBbTe TakKe B 3TOT Gal CTPOKY:

outputOption n

KoMnoHeHT snmptthandler coxpaHAeT NpuHMMaeMble yBegomneHuns SNMP trap B dann
Ha AMCKe B COOTBETCTBUM C YKa3aHHbIM GOpPMaTOM, KOTOPbIN JOMXKEH COOTBETCTBOBATb
perynsipHoOMy Bblpa>keHWto, 3aZaHHOMY B WwabnoHe y3na ana Zabbix (anemeHT (item)
drweb-traps). DopmaT coxpaHfaeMoro cooblieHnsa o noctynaeHnn ysegomnenuns SNMP trap
nocrasnaetca B pavine /opt/drweb.com/share/drweb-
snmpd/connectors/zabbix/snmptt.drweb.zabbix.conf ans GNU/Linux

nan /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/zabbix/snmptt.drweb.zabbix.conf ana FreeBSD, koTopbiin
HeobxoAnMMOo cKonNMpoBaTb B KaTanor /etc/snmp.

Kp0|v|e 3TOro, NyTb Kd)aVIﬂaM c|>opMaTa Heo6xop,|/||v|o yKa3aTb B KOHq)I/IpraLI,I/IOHHOM c|)a|7me
snmptt.ini:

[TrapFiles]

# A list of snmptt.conf files (this is NOT the snmptrapd.conf file).

# The COMPLETE path and filename. Ex: '/etc/snmp/snmptt.conf'

snmptt conf files = <<END

/etc/snmp/snmptt.conf

/etc/snmp/snmptt.drweb.zabbix.conf
END

Mocne aToOro, ecaun snmptt 3anyweH B pexXnme geMoHa, TO ero Hajo nepe3anyCctnTb.

B koHbUrypaumoHHom danine cepsepa Zabbix (zabbix-server.conf) HeobxoanMmo
3a4aTb (MM NPOBEPUTL HaNMuME) CAeAyoLWMX HacTpPoeK:

SNMPTrapperFile=/var/log/snmptt/snmptt.log
StartSNMPTrapper=1

rae /var/log/snmptt/snmptt.log — dann XypHana, B KOTOPbIA snmptt 3anucbiBaeT
nHopMaumto o noctynueLnx ysegomaeHnax SNMP trap.

MNoppobHee c opuLManbHOM JOKyMeHTaLmeln no Zabbix Bbl MoXeTe 03HaKOMUTLCA NO
ccbinke .
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NHTerpaumnsa ¢ cuctemon moHutopuHra Nagios

Ana noaknroueHmna Dr.Web SNMPD k cncteme moHuTOopuHra Nagios B

kaTtanore /opt/drweb.com/share/drweb-snmpd/connectors/nagios ana GNU/Linux
uan /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/nagios
ans FreeBSD noctaBastotcs cnegyrowme darinbl npumepoB KoHourypaumm Nagios:

dain OnucaHue

nagiosgraph/rrdopts.conf-sample Mpumep KoHOUrypaLpmoHHoro daina RRD

objects/drweb.cfg KoHpurypaumoHHbIn daiin, onvcbiBaroLL i
o0b6bekTbl drweb

objects/nagiosgraph.cfg KoHpurypaLmoHHbIi ¢aiin KoMnoHeHTa

noctpoenus rpadumkos Nagiosgraph,
ncnons3yemoro Nagios

plugins/check_drweb Ckpunt ans cbopa AaHHbIX OT y3aa ¢ Dr.Web
Industrial ans darinosbix cepepoB Unix

plugins/eventhandlers/submit_check_result  Ckpwnt ans 06paboTku ysegomneHuin SNMP
trap

snmp/snmptt.drweb.nagios.conf HacTpoiku yTuantbl snmptt — npremHuka

yBegomnenuin SNMP trap

Moakntouenue ysna k Nagios

B faHHOW MHCTPYKLUMM NpeanonaraeTcs, Yto cuctema MoHuTopuHra Nagios yxe KOppekTHO
pa3BepHyTa Ha cepBepe MOHUTOPMHTIA, BK/IHOUas HacTPOWKy Beb-cepBepa 1 rpadunyeckoro
cpeactea Nagiosgraph, a Ha HabatofaeMoM y3e YCTaHOBAEH N KOPPEKTHO QYHKLMOHUpPYET
Dr.Web SNMPD (BO3MOXHO, B pexunmMme Npokcu coBMecTHo ¢ snmpd). Kpome Toro, ecam
naaHMpyeTcs noay4vatb ¢ Habaogaemoro y3na ysegomneHuns SNMP trap (B yactHOCTH, 06
obHapyxeHunn DrWeb Industrial ans dannoBbix cepepoB Unix yrpo3s Ha 3awuiiaemMom
cepBepe), Ha cepBepe MOHUTOPUHTIA TakKe JOKEH ObiTb YCTAaHOB/IEH NakeT net-snmp
(MCNONB3YHTCA CTaHAAPTHbIE YTUANTBI snmptt U snmptrapd).

B faHHOM pyKOBOACTBE MO NMOAKNOYEHUIO UCTMOJb3YHOTCA CAefytolme CornalleHmna o nNyTax
(peanbHbie Nyt 3aBucAT ot OC n yctaHoBkM Nagios):

e <NAGIOS_PLUGINS_DIR > — xatanor nnarnHos Nagios,
Hanpwumep, /usr/1ib64/nagios/plugins.
e <NAGIOS_ETC_DIR> — kaTanor HacTpoek Nagios, Hanpumep, /etc/nagios.

e <NAGIOS_OBJECTS_DIR> — katanor o6bektoB Nagios,
Hanpumep, /etc/nagios/objects.
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o <NAGIOSGRAPH_DIR> — xatanor Nagiosgraph, Hanpumep, /usr/local/nagiosgraph.

e <NAGIOS_PERFDATA LOG> — dann, B koTopbli Nagios 3anncbiBaeT pe3ynbTaTbl
BbINMOJHEHNSA KOMAHZ NPOBEPKM CepPBUCOB (LONXKeEH coBnaaTtb ¢ Ganniom perflog us
<NAGIOSGRAPH_DIR>/etc/nagiosgraph.conf). 3anncu ns atoro dania cUMTbIBaOTCA
ckpuntoMm <NAGIOSGRAPH_DIR>/bin/insert.pl U 3aNNUCbIBaOTCA B COOTBETCTBYHOLLME
RRA-apxuBbl RRDtool.

Hacrpowka Nagios

1. Ckonupyute dann check drweb B katanor <NAGIOS_PLUGINS_DIR>, a dpain
drweb.cfg— B kaTanor <NAG/OS_OBJECTS_DIR>.

2. [obasbTe B rpynny drweb y3nbl ¢ yctaHoBAeHHbIM Dr.Web Industrial ana darinosbix
cepBepoB Unix, noanexalume HabarogeHWo (Ha HUX gonxeH 6biTb 3anyweH DrWeb
SNMPD), no ymon4aHuto B JaHHYHO rpynny BKIOYEH TONbKO JI0KanbHbIM y3en localhost.

3. OtpegaktvpyWite (Npn HEOBXOANMOCTH) KOMaHAy check drweb, B KOTOPOI yKa3blBaeTCs
ob6paleHne k Dr.Web SNMPD Ha y3nax drweb vepes ytuanty snmplwalk:

snmpwalk -c public -v 2c $HOSTADDRESSS$:161

YkaxuTe npasuabHyto sepcuto npotokona SNMP 1 napameTpebl, Takme kak community
string, nan napameTpbl ayTeHTUdMKaLnK, a Takoke nopT. NepeMeHHy0 SHOSTADDRESSS
HeobxoAnMMO OCTaBUTb B KOMaHze (OHa aBToMaTuyeckn 3ameHsaeTca Nagios Ha
NpaBW/bHbIV agpec y3i1a nNpu Bbi3oBe kKoMaHAbl). OID B KoMaHZe yka3biBaTb He TpebyeTcs.
PekomeHayeTcs TakoKe yKa3aTb KOMaHZy BMecTe € MOJIHbIM MyTeM K UCMoaHAeMomy panny
(0bblUHO — /usr/local/bin/snmpwalk).

4. Moaxntounte 0b6bekTbl DriVeb B koHOUrypaunoHHom danne

<NAGIOS_ETC_DIR>/nagios.cfg, s06aBMB B HEro CTPOKY:
cfg file=<NAGIOS_OBJECTS_DIR>/drweb.cfg

5. [dobabTe HacTporkn RRDtool ana rpadukos DriVeb n3 danna rrdopts.conf-sample B
danin <NAGIOSGRAPH_DIR>/etc/rrdopts.conf.

6. Ecam komnoHeHT Nagiosgraph elle He HaCTPOEH, TO BbINMOJIHUTE €ro HaCTPOMKY:

e Ckonupynte dann nagiosgraph.cfg B katanor <NAG/OS_OBJECTS_DIR> v ncnpasbTe
nyTb K paniny ckpunta insert.pl B KOMaHAe process—-service-perfdata-for-
nagiosgraph, Hanpumep, Tak:

$ awk '$1 == "command line" { $2 = "<NAGIOSGRAPH_DIR>/bin/insert.pl" }{ print }'
./objects/nagiosgraph.cfg > <NAGIOS_OBJECTS_DIR>/nagiosgraph.cfg

e [MogkntounTte 3T0T darin B KOHPUrypaumoHHom danne <NAGIOS_ETC_DIR>/nagios.cfgq,
Ao6aBMB B HEro CTpoky:

cfg file=<NAGIOS_OBJECTS_DIR>/nagiosgraph.cfg
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7. I'IpOBepre 3Ha4yeHnAa NapaMeTpPpoB Nagios B KOHq)I/II'ypaLI,I/IOHHOM ¢a17|ne
<NAGIOS ETC_DIR>/nagios.cfgq:
check external commands=1
execute host checks=1
accept passive host checks=1

enable notifications=1
enable event handlers=1

process performance data=1

service perfdata file=/usr/nagiosgraph/var/rrd/perfdata.log

service perfdata file template=$LASTSERVICECHECKS | |SHOSTNAMES | |$SERVICEDESCS | |S$SERVIC
EOUTPUTS | | SSERVICEPERFDATAS

service perfdata file mode=a

service perfdata file processing interval=30

service perfdata file processing command=process-service-perfdata-for-nagiosgraph

check service freshness=1
enable flap detection=1
enable embedded perl=1
enable environment macros=1

Hactpoitka npuema yBeaomnenni SNMP trap ana Nagios

1. Ha Habatogaemom y3ne B HacTporikax Dr.Web SNMPD (napameTp TrapReceiver)
yKaxxuTe agpec, KOTopbl NpocaywmnBaeTcs snmptrapd Ha y3ne ¢ Nagios, Hanpumep:

SNMPD.TrapReceiver = 10.20.30.40:162

2. MNpoBepbTe Hannune darina ckpunta
<NAGIOS_PLUGINS_DIR>/eventhandlers/submit check result, koTopbli byseT
BbI3bIBaTLCSA MPU NoayyeHUn yBegomaeHuii SNMP trap. Ecav 3Toro darina HeT, TO cnepyet
CKonupoBaTb B 3TO MeCTO pain submit check result 13
KaTanora /opt/drweb.com/share/drweb-
snmpd/connectors/nagios/plugins/eventhandlers/ ana GNU/Linux
nan /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/nagios/plugins/eventhandlers/ ana FreeBSD. Heobxoanmo B
3TOM daline ncnpaBuTb NyTb, YKa3aHHbIM B NapaMeTpe CommandFile. OH JOMKEH UMETb
TO e 3HayeHune, YTo 1 napameTp command_ file B danne
<NAGIOS ETC_DIR>/nagios.cfgq.

3. CkonupynTte pann snmptt.drweb.nagios.conf B KaTanor /etc/snmp/snmp/. B 3TO0M
daline nsmeHute nytb K Gpainy ckpunta submit check result, HanpyWMep, BbINMOJHUB

KOMaHAy:
$ awk '$1 == "EXEC" { $2 = <NAGIOS_PLUGINS_DIR>/eventhandlers/submit check result }
{ print}' ./snmp/snmptt.drweb.nagios.conf > /etc/snmp/snmp/snmptt.drweb.nagios.conf

4. [obasbTe B pan /etc/snmp/snmptt.ini CTPOKy
«/etc/snmp/snmptt.drweb.nagios.conf».[locse 310ro, ec/in snmptt 3anyLweH B
peXnme AeMoHa, TO ero Hajo nepesanycTuTb.

Mocne Toro kak Bce Tpebyemble darinbl KoHdUrypaumm Nagios 6biamn fobaBneHbl u
oTpesakTMpoBaHbl, Heob6xoAMMO 3anycTnTb Nagios B pexxvme oTnajkv KOMaHAoM:

# nagios -v <NAGIOS_ETC_DIR>/nagios.cfg

PyKOBOACTBO aZMUHWCTpaToOpa
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B atom cnyuae Nagios npoBepuT Haanume owmnbok koHpurypaumn. Ecam ownbkm He bbiau
HaWZeHbl Npu npoBepke, nepesanyctnte Nagios cTaHAapTHbIM cocobom, Hanpumep,
KOMaH0M:

# service nagios restart

MNoapobHee c opuumanbHOM fokyMeHTaLmeln no Nagios Bbl MOXeTe 03HAaKOMMUTbLCSA MO
ccbinke .

9.12.5. Dr.-Web SNMP MIB

MNepeueHb napameTpoB paboTel Dr.Web Industrial ana daninoseix cepsepos Unix, koTopble
MOTYT ObITb MONYYEHbl BHELUHUMMW CUCTEMAMUN MOHUTOPUHIa no npotokoay SNMP,
npeacTaBaeH B Tabanue Hmxe.

Nma napametpa OID napamertpa Tun n onucaHme napametpa

O6LWuii NpeduUKc UMeH: .iso.org.dod.internet.private.enterprises.drweb.drwebSnmpd

O6wwuii npepukc OID: .1.3.6.1.4.1.29690.2

ACMHXPOHHbIEe yBefioM/IeHUA 0 cobbiTusax (SNMP

alert traps)
threatAlert 1.1 YBegomneHve 06
0bHapy>keHHOW yrpose
threatAlertFile .1.1.1 Vims nHbvumposaHHoro daina
(cTpoka)
threatAlertType .1.1.2 Tun yrpo3sbl (Lesioe uncio*)
threatAlertName .1.1.3 HazBaHue yrpossbl (cTpoka)
threatAlertOrigin .1.1.4 VaeHtndrkatop KOMMNOHeHTa,
obHapy>vBLLErO yrpo3y (uenoe
UnNCNo***)
threatAlertRemotelIp .1.1.5 IP-appec yaaneHHoro y3na, ¢
KOTOPOro NMpou3BOANACA AOCTYN
K Ganny (cTpoka)
threatAlertRemoteUser .1.1.6 Vima yaganeHHoro
nosb3oBaTens,
obpallasLuerocs K danny
(cTpoka)
threatAlertRemoteDomain L1107 Vims ypanenHoro ysna (FQDN),

C KOTOPOTO MPOW3BOANICA
fJoctyn K davny (ctpoka)
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Nma napametpa

threatActionErrorAlert

threatActionErrorAlertFile

threatActionErrorAlertType

threatActionErrorAlertName

threatActionErrorAlertOrigin

threatActionErrorAlertError

threatActionErrorAlertErrorCode

threatActionErrorAlertAction

componentFailureAlert

componentFailureAlertName

componentFailureAlertExitCodeDesc
ription

componentFailureAlertExitCode

infectedUrlAlert

infectedUrlAlertUrl

infectedUrlAlertDirection

OID napametpa

Tun n onucaHme napametpa

YBegomneHne o6 owmbke npm
MonbITKE HeMTPanm3aLmm yrpossbl

Vima nHdvumposaHHoro dainna
(cTpoka)

Tun yrpossbl (Lenoe uncno™)
Ha3BaHwe yrpo3sbl (cTpoka)

MaeHTndurkaTtop KOMMOHEHTa,
obHapy>vBLUEro yrposy (uenoe
UnNCNoO***)

OnvcaHve owmbku (cTpoka)

Koa owmnbkn (uenoe uncno,
COOTBETCTBYET KOZaM U3
TabnuLpl KaTasora owmnbok)

[JelcTBre, NonbiTka COBEPLUUTD
KOoTOpoOe npuBena K owmnbke
(uenoe uncno: 1 — neuntb; 2 —
nepemecTuTb B KapaHTuH; 3 —
yaanutb; 4 — nHbopmmnpoBarts;
5 — urHopvpoBaTb)

YBegomaeHne o cboe B paboTe
KOMMOHEHTa

VaeHTndrKaTop KOMMNOHEHTa
(uenoe uncno***)

OnucaHve koza 3aBeplLueHus
KOMMOHeHTa (CTpoka)

Koz 3aBeplueHna KOMMOHeHTa
(uenoe uncno, cooTBeTCTBYET
KoZaMm u3 TabauLpl KaTaaora
o6 oK)

YBegomaeHne o 610KMpOBaHUN
focTyna k Beb6-pecypcey,
cogep>kalyemy yrposy (41
coeanHeHunn HTTP/HTTPS)

3abnokunposaHHbIn URL
(cTpoka)

HanpasneHnvne HTTP-coobuweHus
(uenoe uncno: 1 — 3anpoc, 2 —
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Nma napametpa

infectedUrlAlertType

infectedUrlAlertName

infectedUrlAlertOrigin

infectedUrlAlertSrclIp

infectedUrlAlertSrcPort

infectedUrlAlertDstIp

infectedUrlAlertDstPort

infectedUrlAlertSniHost

infectedUrlAlertExePath

infectedUrlAlertUserName

categoryUrlAlert

categoryUrlAlertUrl

categoryUrlAlertCategory

categoryUrlAlertOrigin

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa

Tun n onucaHme napametpa
oTBET)

Twn yrpo3bl (uenoe uncno®)
HasBaHwue yrpo3sbl (cTpoka)

VaeHTnomkaTtop KOMMNOHEHTa,
obHapy>XvBLUErO yrpo3y (uenoe
UNCNO***)

IP-agpec nctouHmka coeamHeHns
(cTpoka)

MMopT UCTOUHMKa COeAMHEHNA
(uenoe uncno)

IP-agpec Toukn Ha3HaueHna
coeanHeHuna (CcTpoka)

[MopT TOUKM Ha3HaueHus
coeanHeHns (Uenoe 4Yncio)

SNI Touku HazHaueHus
coeanHeHus (ana SSL-
coesnHeHUI) (CTpoka)

Vicnonxsembiv nyTb
nporpamMmbl-nHULMATOPa
coeAunHeHuna (CTpoka)

Vims nonb3oBaTens, c NpaBamMu
KOTOPOTO UCMONHAETCA
nporpamMmMa-uHiumaTop
coeanHeHuna (CTpoka)

YBesomMneHne o 610KMPOBaHMN
J0CTyna K Beb-pecypcy,
BXOAALLEMY B HEXeaTebHYHo
KaTeroputo

3abnokunposaHHbIn URL
(cTpoka)

KaTteropus Beb-pecypcos, kK
koTopow oTHocutcs URL (uenoe
UnCno**)

MaeHTndvkaTtop KOMMOHEHTa,
obHapy>vBLLEro yrposy (uenoe
UMNCNO***)
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Nma napametpa

categoryUrlAlertSrclIp

categoryUrlAlertSrcPort

categoryUrlAlertDstIp

categoryUrlAlertDstPort

categoryUrlAlertSniHost

categoryUrlAlertExePath

categoryUrlAlertUserName

expiringLicenseAlert

outdatedBasesAlert

stat

threatCounters

knownVirus

suspicious

adware

dialers
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OID napametpa

.10

Tun n onucaHme napametpa

IP-agpec nctouHvka coegnHeHns
(cTpoka)

|-|OpT NCTOYHUKa coeaMNHeEHNA
(uenoe uncno)

IP-agpec ToukM HazHaYeHus
coeanHeHuna (cTpoka)

MopT TOUKM Ha3HaYeHWs
coeanHeHus (Uenoe Yncio)

SNI Toukun HazHaueHus
coeanHeHus (ans SSL-
coefnHeHul) (CTpoka)

VicnosHsemblin nyTb
nporpamMMbl-uHULIMaTOPa
coeanHeHuna (CTpoka)

Vims nonb3osaTens, ¢ npaBamMu
KOTOPOTO UCMONHAETCA
nporpamMmMa-uHIumaTop
coeanHeHuna (cTpoka)

[lHel o0 ucteueHus ANLEH3UM
(uenoe uncno)

Bpemsa nocnesHeit ycnelHon
nonbITkK o6HOBAEHUA 6a3 (Unix
time)

CraTuctuueckme nokasarenum pa6orbl Dr.Web
Industrial gna ¢paitnoBbix cepsepoB Unix

CueTumkn 0bHapy>KeHHbIX yrpo3

Yncno obHapy>KeHHbIX
M3BECTHbIX YrPO3 (CHETUNK;
LLlesl0e Ymcno)

Yuncno obHapyKeHHbIX
NoA03pUTEe/IbHBIX 06 BEKTOB
(cueTuuk; Lenoe 4Ymcno)

Yncno obHapy>KeHHbIX
peknaMHbIX MPOrpaMM (CYETUNK;
LLlesl0e Ymcno)

Yncno obHapysKeHHbIX
nporpamm J03BOHa (CHETUUK;
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Nma napametpa

joke

riskware

hacktool

scankrrors

sePathNotAbsolute

seFileNotFound

seFileNotRegular

seFileNotBlockDevice

seNameTooLong

seNoAccess

seReadError
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OID napametpa

Tun n onucaHme napametpa
Lesoe 4ymcno)

Yuncno obHapy>KeHHbIX
LUYTOYHbIX MPOrpamMm (CHeTUnK;
Luenoe yncio)

Yncno obHapyKeHHbIX
MOTEHUMaNbHO OMacCHbIX
nporpamm (cyeTuuk; Liesoe
umncao)

Yncno obHapy>KeHHbIX
nporpamMm B3/IOMa (CYETUVK;
Lesoe ymcno)

CYETUVKM MPOM3OLLeALLMX
olwmnbok npoBepku daiinos

KonnuectBo BO3HMKHOBEHWIA
owmnbkn «He abCcontoTHbIN
NyTb» (CHETUMK; LEeNoe YMCNO)

KonnuectBo BO3HMKHOBEHWIA
owmnbkn «Parin He
HaliZeH» (CUeTUMK; Liesoe YMCO)

KonruectBO BO3HMKHOBEHWI
owmnbkn «CneunanbHblin (He
perynsipHblin) Gan» (cueTumk;
Lesoe ymcno)

KonnuectBo BO3HMKHOBEHWIA
ownbkn «Pain — He 6a04YHOE
YCTPOMCTBO» (CYETUUK; Lenoe
umncao)

KonnuectBO BO3HMKHOBEHWI
owmnb KN «CANLLKOM AJVHHbIN
nyTe WK UMA daina» (CHeTUNK;
LLlesl0e Ymcno)

KonruectBO BO3HMKHOBEHWIA
owmnbkmn «loctyn
3anpeLleH» (cueTumk; uenoe
uncno)

KonnuectBo BO3HMKHOBEHWI
owmnbkn «Owmnbka
yTeHUsa» (CYETUMK; LIe0e YMCI0)
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Nma napametpa

seWriteError

seFileToolLarge

seFileBusy

seUnpackingError

sePasswordProtecetd

seArchCrcError

seArchInvalidHeader

seArchNoMemory

seArchIncomplete

seCanNotBeCured

sePackerLevellLimit
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OID napametpa

.10

.20

.21

.22

.23

.24

.25

.26

.30

Tun n onucaHme napametpa

KoanuectBo BO3HMKHOBEHWUN
owmnbkm «OLmnbka
3anMcn» (CYETUNK; LeIoe UnCIO)

KosnuectBo BO3HMKHOBEHWN
OWKn6KMN «Dann CANLLIKOM
B6oNbLOM» (CUETUMK; Lenoe
umncao)

Konnuectso BO3HMKHOBEHWI
owmnbkn «damn 3aHAT» (CUETUMK;
Lenoe umcio)

KonnuectBo BO3HMKHOBEHWIA
owwnbkm «Owmbka pacnakoBKm»
(cyeTumk; uenoe ymcno)

KoanuectBo BO3HMKHOBEHWUN
OLWMNBKM «3aLLULLEHO NapoNem»
(cueTuuk; Lenoe Yncno)

KonnuectBo BO3HMKHOBEHNI
owmnbkn «OLnbKa
KOHTPO/IbHOM CYMMbI

apxvBa» (CYeTuuK; Lienoe Ymcao)

KonnyectBo BO3HVKHOBEHNM
owwnbkn «Hegonyctnmblii
3arofIoBOK apxmBa» (CHeTuuK;
Lesoe ymcno)

KonnuectBo BO3HMKHOBEHWIA
OLWKNBKN «HeaocTtaTouHO NamsaTh
ans obpaboTkm

apxvBa» (CYeTUuK; LLlenoe Ymcao)

KonnuectBO BO3HMKHOBEHWI
owmnb KM «HeoXxmnaaHHbIN KOHel,
apxvBa» (CYETUMK; LIesoe YnCo)

KonnuectBo BO3HMKHOBEHWUNA
oWKnbKN «OBBEKT HE MOXKET
ObITb BbleUYeH» (CYeTUuK; Lienoe
uncno)

KonnuectBo BO3HMKHOBEHNI
ownbkm «lMpeBbilleHne
JOMNYCTUMOTO YPOBHS
BJIOXKEHHOCTU ANs
3amnakoBaHHbIX
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MAT
&3

Nma napametpa

seArchivelLevellLimit

seMaillLevelLimit

seContainerLevellLimit

seCompressionLimit

seReportSizelLimit

seScanTimeout

seEngineCrash

seEngineHangup

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa

.2.2.31

.2.2.32

.2.2.33

Tun n onucaHme napametpa

06BbEeKTOB» (CUETUUK; Lienoe
umncao)

KonnuectBo BO3HUKHOBEHWIA
owwnbku «MpeBbileHne
AOMYCTUMOrO YPOBHS
BJIOXKEHHOCTW 415

apxmBOB» (CUeTUVK; Lenoe
umncno)

KonnuectBo BO3HMKHOBEHNI
ownbkm «lpeBblleHne
JOMYCTUMOTO YPOBHS
BJIOXKEHHOCTU AN MOYTOBbIX
dannos» (cuetumk; uenoe
umncao)

KoanuectBo BO3HMKHOBEHWUN
owmnbku «peBbieHve
JOMYyCTUMOTO YPOBHS
BIOXKEHHOCTU ANs
KOHTEWHEepOB» (CUETUUK; Lieaoe
umncao)

KonruectBO BO3HMKHOBEHWI
owmnbkm «lpeBbieHve
LOMNYyCTUMOW BENNYMHBI
Ko3dduLpmeHTa

oKaTuA» (CYETUMK; Llenoe YnCno)

KonnuectBo BO3HMKHOBEHWI
ownbkm «lMpeBbileHne
JOMNyCcTMMOro pa3mMepa oT4yeTa o
npoBepke» (cUeTunK; Luesoe
umncao)

KonnyectBo BO3HWKHOBEHWI
owwnbku «Mctekno Bpemsa Ha
nposepky danna» (cueTuuk;
LLlesl0e Ymcno)

KonnuectBo BO3HWMKHOBEHNI
owmnbkn «OBbHapy>xeH cbol
CKaHuMpyroLero agpa» (cyeTuuk;
Luenoe yncio)

KonnuectBo BO3HMKHOBEHWIA
ownbku «Mepectano oTBeyatsb
CKaHupyroLee a4p0o» (CHETUMK;
Lesnoe 4ymcno)

PyKOBOACTBO aZMUHWCTpaToOpa
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MAT
&3

Nma napametpa

seEngineError

seNoLicense

seCuringlLimitReached

seNonSupportedDisk

seUnexpectedError

scanLoadAverage

filesScannedTable

filesScannedEntry

filesScannedIndex

filesScannedOrigin

filesScannedlmin

filesScanned5min

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa

.2.2.44

.2.2.100

Tun n onucaHme napametpa

KonnuectBO BO3HUKHOBEHWIA
owmnb KN «BHYTpeHHsAs oLmnbka
CKaHUpYyHOLLEro fgpa» (CHeTUmK;
Lenoe umcio)

KonnuectBo BO3HMKHOBEHWIA
owunbkn «He HangeHa
JevicTBytoLLast

NMLEH3Ms» (CUeTUMK; Lesoe
umncao)

KonnuectBo BO3HUKHOBEHWIA
owunbku «JoCTUrHYT Npesen
MOMbITOK JIeUYEHUA» (CUETUNK;
Llesoe ymcno)

KonruectBO BO3HMKHOBEHWI
ownbkm «He noaaepxveaembli
ANCK» (CUETUMK; LEeNOe YMC0)

KonnuectBO BO3HVKHOBEHWI
owmnbkn «HeoxxnaaHHas
owmbka» (CUETUMK; Lienoe
umncao)

Moka3aTtenn Harpysku NpoBepku
dannos

CkopocTb npoBepku paiioB no
3anpocam OT KOMMOHEHTOB

KoMnoHeHT (cTpoka Tabauup;
3anuchb)

MHAeKC KoMMoHeHTa
(naeHTndmKaTOp; Lenoe
UnNCNO***)

IMsi KOMMNOHeHTa

CpegaHee (3a MUHyTY)
Ko/nYecTBO Gainos,
NMPOBEPEHHBIX B CEKYHAY
(cTpoka)

CpegHee (3a 5 MuHyT)
KonnyecTBO daiinos,
NMPOBEPEHHBIX B CEKYHAY
(cTpoka)
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Nma napametpa

filesScannedl5min

bytesScannedTable

bytesScannedEntry

bytesScannedIndex

bytesScannedOrigin

bytesScannedlmin

bytesScannedbmin

bytesScannedlbmin

cacheHitFilesTable

cacheHitFilesEntry

cacheHitFilesIndex

cacheHitFilesOrigin

cacheHitFileslmin

cacheHitFiles5min

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa

.2.3.1.1.5

Tun n onucaHme napametpa

CpeaHee (3a 15 MuHyT)
Ko/MYecTBO Gainos,
NMPOBEPEHHBIX B CEKYHAY
(cTpoka)

CkopocTb npoBepku (B HanTax)
Mo 3anpocam OT KOMMOHEHTOB

KoMnoHeHT (cTpoka Tabauup;
3anuchb)

MHaekc KOMMOHeHTa
(naeHTndmKaTop; Uesnoe
UnCno***)

MmMsa KkomMnoHeHTa

CpegaHee (3a MUHyTY)
KOIMUYecTBO BalT, NPOBEPEHHbIX
B CeKkyHay (CTpoka)

CpegHee (3a 5 MuHyT)
KONM4ecTBO HaliT, NpoBepPEeHHbIX
B CeKyHAy (CTpoka)

CpeaHee (3a 15 MuHyT)
KOIMUYecTBO BalT, NPOBEPEHHbIX
B CeKyHay (CTpoka)

Vcnonb3oBaHue Kewa
npoBepeHHbIX Gainnos no
3anpocamM OT KOMMOHEHTOB

KomnoHeHT (cTpoka Tabaunup;
3anuchb)

MHaekc KoMnoHeHTa
(naeHTndmKaTOp; Lenoe
UnNCNo***)

Mmsa KoMnoHeHTa

CpegaHee (3a MUHyTY)
KOIMYeCcTBO OTYETOB O
npoBepKe, U3BNEUYEHHbIX 13
Kella B cekyHay (cTpoka)

CpeaHee (3a 5 MuHyT)
KO/IMYeCTBO OTYETOB O
npoBepke, M3BJEYEHHbIX U3
Kelwa B cekyHay (cTpoka)
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Mma napamverpa OID napametpa
cacheHitFilesl5min .2.3.3.1.5
errorsTable .2.3.4

errorsEntry .2.3.4.1

errorsIndex .2.3.4.1.1
errorsOrigin .2.3.4.1.2
errorslmin .2.3.4.1.3
errorsbmin .2.3.4.1.4
errorslbmin .2.3.4.1.5

'
< %‘r KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

Tun n onucaHme napametpa

CpeaHee (3a 15 MuHyT)
KO/IMYeCTBO OTYETOB O
npoBepke, M3BJAEYEHHbIX U3
Kela B cekyHay (cTpoka)

Yucno ownbok NpoBepku Mo
3anpocam OT KOMMOHEHTOB

KoMnoHeHT (cTpoka Tabauup;
3anuchb)

MHaekc KOMMOHeHTa
(naeHTndmKaTop; Uesnoe
UnCno***)

MmMsa KkomMnoHeHTa

CpegaHee (3a MUHyTY)
KO/IMYeCTBO OLUMOOK B CEKYHAY
(cTpoka)

CpegHee (3a 5 MuHyT)
KO/IMYECTBO OLIMOOK B CEKYHAY
(cTpoka)

CpeaHee (3a 15 MuHyT)
KO/IMYeCTBO OLUMOOK B CEKYHAY
(cTpoka)

NHudopmaums o coctoaHum Dr.Web Industrial gna
info daiinoBbix cepsepoB Unix

components -3.1

configd .3.1.1
configdState .3.1.1.1
configdExitCode .3.1.1.2
configdExitTime .3.1.1.3

CoCTOsiHVE KOMMOHEHTOB
Dr.Web Industrial ans
dannosbix cepsepos Unix

[JaHHble 0 KOMMNOHeHTe drweb—
configd

CoctosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocnesHn Ko 3aBepLleHus
(uenoe uncno, cooTBeTcTBYET
KoAaM 13 Ta6}1I/ILI,bI KaTaaora

oLwmnbok)

Bpems 3aBeplueHus paboTbl
(Unix time)

PyKOBOACTBO aZMUHWCTpaToOpa
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Nma napametpa

configdinstalledApps

configdAppEntry

configdAppIndex

configdAppName

configdAppExePath

configdAppInstallTime

configdAppIniSection

scanEngine

scanEngineState

scanEngineExitCode

scanEngineExitTime

scanEngineStatus

scanEngineVersion

scanEngineVirusRecords

scanEngineMaxForks

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa

.3.1.1.101

.3.1.1.101.1

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.2.101

.3.1.2.102

.3.1.2.103

.3.1.2.104

Tun n onucaHme napametpa

I'lepet-leHb YCTaHOBI€HHbIX
KOMMOHEHTOB

MHpopmauma 06
YCTaHOBJ/IEHHOM KOMTOHEHTe
(cTpoka TabauLpl; 3annch)

WHaekc (Homep)
YCTaHOBAEHHOTO KOMTMOHEHTa
(uenoe uncno)

Mma yctaHoBAEHHOTO
KOMMOHEeHTa (CTpoka)

MyTb K UcnonHsemomy dainy
KOMMOHeHTa (CTpoka)

Bpems ycTaHOBKM KOMMOHEHTa
(Unix time)

VimMsa cekumm ¢ napameTpamu
KOMMOHeHTa B
KOHbUrypauvoHHoM daiine
(cTpoka)

ﬂ,aHHbIe O KOMMOHeHTe drweb-
se

CocTosiHMe KOMMOHeHTa (Uenoe
UNCNO* )

MocnesHW Ko 3aBepLUeHus
(uesoe uncio, COOTBETCTBYET
KoAam 13 TabauLpl Katanora
owmnbok)

Bpems 3aBeplueHus paboTbl
(Unix time)

CocTosiHve Dr.Web Virus-
Finding Engine (uenoe uncno)

Bepcus Dr.Web Virus-Finding
Engine (cTpoka)

Yucno 3anwuceri 06 yrposax
(uenoe uncno)

MakcrMmanbHoe Yncio
JOYEPHUX CKAaHNPYHOLLMX
npoueccos (uenoe uncno)
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Nma napametpa
scanEngineQueues

scanEngineQueuesLow

scanEngineQueuelLowOut

scanEngineQueuelLowSize

scanEngineQueuesMedium

scanEngineQueueMediumOut

scanEngineQueueMediumSize

scanEngineQueuesHigh

scanEngineQueueHighOut

scanEngineQueueHighSize

scanEngineVirusBasesTable

scanEngineVirusBasesEntry

scanEngineVirusBaseIndex

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa
.3.1.2.105

.105.1

.105.2

.105.3

.106

.106.1

.105.1.

.105.1.

.105.2.

.105.2.

.105.3.

.105.3.

.106.1.

Tun n onucaHme napametpa
Ouepean 3agay Ha NpoBepKy

Ouepesb HU3KOMPUOPUTETHBIX
3agau

Y1Cno HM3KOMPUOPUTETHDIX
3ajlay, M3BJE€YEHHbIX U3
ouepeau, 1 nepesaHHbIX Ha
06paboTky (cueTumk; Lenoe
umncao)

Yncno HM3KOMPUOPUTETHBIX
3ajay, oxugarowmx obpaboTku
B ouepean (cyHeTuunk; Lenoe
umncao)

Ouepesb 3asa4 06bIYHOTO
npvopureTa

Yucno 3aaad 06bIUHOTO
npuopwuTeTa, U3BJEUEHHbIX U3
ouepeau, v nepesaHHbIX Ha
0bpaboTky (cueTumk; Lesoe
umncao)

Yucno 3agay obbIUHOTO
npvopwuTeTa, OXMAAH WX
06paboTkM B ouepesm (CUETUNUK;
Luenoe yncio)

Ouepesb BbICOKOMPUOPUTETHbIX
3ajau

Yncno BbICOKOMPUOPUTETHBIX
3a/lay, M3BJIEYEHHbIX U3
oyepean, 1 nepegaHHbIX Ha
06paboTky (cyeTumk; Lesoe
umncno)

Y1CNo BbICOKOMPUOPUTETHBIX
3ajay, oXxugatoLnx obpaboTtkm
B ouepean (CcUeTuuk; Lenoe
umncno)

MepeueHb BMPYCHbIX Ha3

VHpopmaups o BupycHoi base
(cTpoka TabauLpl; 3annch)

VHaekc BupycHon 6asbl (Lesoe
umncno)

PyKOBOACTBO aZMUHWCTpaToOpa

262



AT L4
K

-
.

A}

KomnoHeHTtbl Dr.Web Industrial ansa ¢aiinosbix cepsepoB Unix | 263

Nma napametpa OID napametpa Tun n onucaHme napametpa
scanEngineVirusBasePath .3.1.2.106.1.2 MyTb K daiiny BUpYCHOV Ha3bl
(cTpoka)
scanEngineVirusBaseRecords .3.1.2.106.1.3  Ypcno 3anucen B BUPYCHOM

6a3ze (uenoe uncno)

scanEngineVirusBaseVersion -3.1.2.106.1.4  Bepcus BupycHoi 6a3sbl (Uenoe
umncao)

scanEngineVirusBaseTimestamp .3.1.2.106.1.5 MeTka BPEMEeHM A8 BUPYCHO
6a3bl (Unix time)

scanEngineVirusBaseMD5 .3.1.2.106.1.6 KoHTposabHas cymma MD5
(cTpoka)
scanEngineVirusBaseLoadResul .3.1.2.1060.1.7 Pe3synbTaT 3arpy3ku BUPYCHOM
t 6a3bl (cTpoka)
scanEngineQueuesTab .3.1.2.107 MepeueHb oyepesen 3aga4 Ha
npoBepky
scanEngineQueueEntry .3.1.2.107.1 NHdopmaups 06 ouepean

(cTpoka TabauLpl; 3annch)

scanEngineQueuelIndex .3.1.2.107.1.1  WHpekc (Homep) ovepean
(uenoe uncno)

scanEngineQueueName .3.1.2.107.1.2  Wmsa ovepean (cTpoka)

scanEngineQueueOut .3.1.2.107.1.3  Yucno 3agay, U3BJEUEHHbIX U3
oyvepean, n nepefaHHbIX Ha
06paboTky (cueTunk; Lenoe
umncno)

scankEngineQueueSize .3.1.2.107.1.4  Ypcno 3agau, OXNAAKOLLLNX
06paboTkM B ouepesm (CUETUUK;
Luenoe yncio)

fileCheck .3.1.3 [aHHble 0 KOMMOHeHTe drweb-
filecheck
fileCheckState .3.1.3.1 CocTosiHME KOMMOHeHTa (Lenoe
UNCNIO***¥)
fileCheckExitCode .3.1.3.2 MocneaHnii Ko 3aBepLUeHus

(uenoe uncno, cooTseTcTByeT
KoAaM 13 TabauLpl katanora
o6 oK)

fileCheckExitTime .3.1.3.3 Bpems 3aBepLueHus paboTbl
(Unix time)
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Nma napametpa

fileCheckScannedFiles

fileCheckScannedBytes

fileCheckCacheHitFiles

fileCheckScanErrors

fileCheckScanStat

fileCheckClientEntry

fileCheckClientIndex

fileCheckClientName

fileCheckClientScannedFiles

fileCheckClientScannedBytes

fileCheckClientCacheHitFiles

fileCheckClientScanErrors

update

updateState

updateExitCode

OID napametpa

.3.1.3.101

.3.1.3.102

.3.1.3.103

.3.1.3.104

.3.1.3.105

.3.1.3.105.1

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

Tun n onucaHme napametpa

Yucno nposepeHHbIX dainnos
(cyeTumk; Luenoe 4mcno)

Yncno npoBepeHHbIx 6ant
(cueTtumk; uenoe ymcno)

Yucno oTyeToB O NPOBEpPKE,
M3BJI€YEHHbIX 13 Kella
NpoBepeHHbIX GaIoB (CUETUNK;
Lenoe 4ymcno)

Yuncno owmnbok ckaHUpyHoLLEero
Aaapa (cHeTunk; Lenoe 4mcio)

[MepeyeHb KAneHTOB

VMHdopmauma o knneHTe
(cTpoka TabauLpbl; 3annchb)

VHaekc (Homep) kaveHTa (uenoe
uncno)

MMs KOMMOHEHTa-KAMEeHTa
(cTpoka)

Yucno paiinos, NpoBepeHHbIX
ANA AlaHHOTO KAMEHTa (CUETUUK;
Lenoe umcio)

Yncno 6aiiT, NpoBepeHHbIX Ans
[AHHOTO KAMEHTa (CYeTUNK;
Lles0e 4ymcno)

Yncno oTyeToB O NPOBEPKE A4
[aHHOTO KAMEeHTa, M3BeYeHHbIX
13 Kella NpoOBepeHHbIX Ppainnos
(cueTtumk; uenoe ymcno)

Yncao owmnbok ckaHUPYHOLLEro
A4pa AN JaHHOTO KIVEeHTa
(cueTuuk; Luenoe ymcno)

JaHHble 0 KOMMNOHeHTe drweb—
update

CocToAHMe KOMMOHeHTa (uenoe

UNCNIO***¥)

MocnesHui Ko 3aBepLUeHus
(uenoe uncno, cooTBeTcTBYET
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Nma napametpa OID napametpa Tun n onucaHme napametpa

KOAaM 13 Ta6J'IVILI,bI KaTanora

owmnbok)
updateExitTime .3.1.4.3 Bpems 3aBepLueHus paboThbl

(Unix time)
updateBytesSent -3.1.4.101 Yuncao otnpasieHHbIx 6aiit

(cyeTumk; uenoe ymcno)

updateBytesReceived .3.1.4.102 Yuncno npuHATLIX GalT (CueTumk;
Llesoe 4Ymcno)

esagent .3.1.5 [JlaHHble 0 KOMMOHeHTe drweb-
esagent
esagentState .3.1.5.1 CocTosiHVe KOMMOHeHTa (Uenoe
UNCNO***¥)
esagentExitCode .3.1.5.2 MocneaHui Koz 3aBepLUeHns

(uenoe uncno, cooTBeTcTBYET
KoAaM 13 Ta6}1I/ILI,bI KaTaaora

oLwmnbok)
esagentExitTime .3.1.5.3 Bpems 3aBeplueHus paboTbl

(Unix time)
esagentWorkStatus .3.1.5.101 Pexxum paboTbl KOMMOHEHTa

(uenoe uncno: 1 —
aBTOHOMHbIN, 2 —
noakntovaeTtcs, 3 — oXxuaaet
noakatoueHus, 4 —
noAKkNtoUeHe oJ06peHo)

esagentIsConnected .3.1.5.102 MopkntoueH nn K cepBepy
(uenoe uncno: 0 — Het, 1 — pa)

esagentServer .3.1.5.103 AZpec 1crosib3yemoro cepeepa
LieHTPaIM30BaHHON 3aLLuThl
(cTpoka)

netcheck .3.1.6 [JlaHHble O KOMMOHeHTe drweb-

netcheck

netcheckState -3.1.6.1 CocTosiHMe KOMMOHeHTa (Lenoe
UNCNO***¥)

netcheckExitCode .3.1.6.2 MocneanHuii kog, 3aBepLueHus

(uesoe uncio, COOTBETCTBYET
KoAam 13 TabauLpl KaTanora
owmnbok)
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Nma napametpa

netcheckExitTime

netcheckLocalSeForks

netcheckRemoteSeForks

netcheckLocalFilesScanned

netcheckNetworkFilesScanned

netcheckLocalBytesScanned

netcheckNetworkBytesScanned

netcheckLocalBytesIn

netcheckLocalBytesOut

netcheckNetworkBytesIn

netcheckNetworkBytesOut

netcheckLocalScanErrors

netcheckNetworkScanErrors

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa

.3.1.6.3

.3.1.6.101

.3.1.6.102

.3.1.6.103

.3.1.6.104

.3.1.6.105

.3.1.6.106

.3.1.6.107

.3.1.6.108

.3.1.6.109

.3.1.6.110

.3.1.6.111

.3.1.6.112

Tun n onucaHme napametpa

Bpems 3aBeplueHus paboTsl
(Unix time)

Yucno agep ckaHMpoBaHus,
JAOCTYMHbIX IOKaNbHO (Uesnoe
umncao)

Yuncno JOCTYNHbIX YAaNEHHbIX
ALep CKaHMpOBaHWA (Lenoe
umncao)

Yucno dpalinos, NpoBepeHHbIX
NIOKaNbHO (CYeTUMK; Luenoe
umncao)

Yucno palinos, NpoBeEPEHHbIX
yAaneHHO (cyeTuwnKk; Lenoe
umncao)

Yucno 6aiT, NpoBepeHHbIX
NIOKaNbHO (CYeTUMK; Luenoe
umncao)

Yucno 6aiiT, NpoBepeHHbIX
yAaneHHo (cyeTunk; Lenoe
umncao)

Yucno 6aiT, NoayyYeHHbIX OT
NOKaNbHbIX KINEHTOB (CYETUMK;
Lesoe ymcno)

Yucno 6awT, oThpaBaeHHbIX
JIoOKaNbHbIM KJINEHTaM (CUETUMK;
Lesnoe 4ymcno)

Yucno 6awT, NoayyYeHHbIX OT
yAaNeHHbIX Y3108 (CHETUNK;
Lesoe ymcno)

Yucno 6awiT, oTnpaBaeHHbIX Ha
yAaneHHble y3/bl (CHETUNK;
Lesnoe 4ymcno)

Yucno owmnbok NoKanbHbIX
Afep CKaHUPOBaHUA (CHETUNK;
Lesoe ymcno)

Yncno owmnbok yaaneHHbIX
ALep CKaHMPOBaHWA (CUETUNK;
Lesnoe 4ymcno)
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Nma napametpa

httpd

httpdState

httpdExitCode

httpdExitTime

snmpd

snmpdState

snmpdExitCode

snmpdExitTime

statd

statdState

statdExitCode

statdExitTime

statdConnectionsIn

statdConnectionsCount

smbspider

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa

.3.1.9.101

.3.1.9.102

Tun n onucaHme napametpa

ﬂ,aHHbIe O KOMMNOHeHTe drweb-
httpd

CocTosiHMe KOMMOHeHTa (Uenoe
UNCNO***¥)

MocnesHni Ko 3aBepLUeHus
(uesoe uncio, COOTBETCTBYET
KoZaMm u3 TabauLpl kaTaaora
owmnbok)

Bpems 3aBepLueHus paboTbl
(Unix time)

[aHHble O KOMMOHeHTe drweb-
snmpd

CoctosiHMe KOMMOHeHTa (uenoe
UNCNIO***¥)

MocneaHui kog 3aBepLULEeHNs
(uenoe uncno, cooTseTcTByeT
KoAaM 13 TabauLpl katanora
oLKnb0oK)

Bpems 3aBeplueHns paboTsl
(Unix time)

[JaHHble 0 KOMMNOHeHTe drweb—
statd

CoctosiHve KOMMOHeHTa (uenoe
UNCNO***¥)

MocnesHn Ko 3aBepLleHus
(uenoe uncno, cooTBeTcTByeET
KoAaM 13 Ta6}1I/ILI,bI KaTaaora
oLwmnbok)

Bpems 3aBeplueHus paboTsl
(Unix time)

Yncno NpuHATLIX COeANHEHNI
(cueTuuk; Lenoe 4Ymcno)

Tekyliee uncno OTKpPbITbIX
COeAVHEeHUN (CUeTUKK; Lienoe

umncao)

ﬂ,aHHbIe O KOMMNOHEeHTe drweb-
smbspider-daemon
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Nma napametpa

smbspiderState

smbspiderExitCode

smbspiderExitTime

smbspiderConnectionsIn

smbspiderConnectionsCount

smbspiderShareTable

smbspiderShareEntry

smbspiderShareIndex

smbspiderSharePath

smbspiderShareConnectionsIn

smbspiderShareConnectionsCou
nt

meshd

meshdState

meshdExitCode

OID napametpa

.3.1.40.

1

.101

.102

.103

.103.

.103.

.103.

.103.

.103.

Tun n onucaHme napametpa

CoctosiHMe KOMMOHeHTa (uenoe
UMNCNO****)

MocnesHni Koz 3aBepLUeHVs
(uenoe uncno, cooTBeTCTBYET
KoZaMm u3 TabauLpl KaTaaora
oLwmnbok)

Bpems 3aBeplueHus paboTsl
(Unix time)

ObLee uMcno OTKPbITbIX
COeANHEHWN (CUeTUMK; Lenoe
umncao)

TekyLee uncno OTKpbITbIX
coeAnHeHUN (cUeTuuK; Lenoe
umncao)

CratncTiKa Mo 3almiiaemMbim
pecypcam Samba

Vndopmaums o 3awmiaemom
pecypce Samba (cTpoka
TabAuLpl; 3annch)

MHaekc (Homep) 3almiiaemoro
pecypca Samba (uenoe uncno)

MyTb K 3awmaeMomy pecypcy
Samba (cTpoka)

Obuee umcno oTKPbITLIX
coeAnHeHUN (cUeTumnK; Lenoe
umncao)

Yncno coeanHeHun, oTKpbITbIX B
JaHHbIN MOMEHT (CUETUMK;
Llesoe ymcno)

,ﬂ,aHHbIe O KOMMNOHeHTe drweb-
meshd

CocTosiHMe KOMMOHeHTa (Uenoe
UNCNO***¥)

MocneaHni Ko 3aBepLUeHus
(uesoe uncio, COOTBETCTBYET
KoZaMm u3 TabauLpl kaTaaora
owmnbok)
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Nma napametpa

meshdExitTime

linuxspider

linuxspiderState

linuxspiderExitCode

linuxspiderExitTime

linuxspiderWorkStatus

ctl

ctlState

ctlExitCode

ctlExitTime

license

licenseEsMode

licenseNumber
licenseOwner

licenseActivated

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OID napametpa

.3.1.52.3

.3.1.201

.3.1.201.

.3.1.201.

.3.1.201.

.3.1.201.

.3.1.300

.3.1.300.

.3.1.300.

.3.1.300.

101

Tun n onucaHme napametpa

Bpems 3aBeplueHus paboTsl
(Unix time)

[aHHble 0 KOMMNOHeHTe drweb-
spider (gns GNU/Linux)

CoctosiHMe KOMMOHeHTa (uenoe
UMNCNIO****)

MocnesHni Koz 3aBepLUeHus
(uenoe uncno, cooTBeTCTBYET
KoZaMm u3 TabauLpl KaTaaora
oLwmnbok)

Bpems 3aBeplueHus paboTsl
(Unix time)

Pexxum paboTbl KOMMOHEHTa
(uenoe uncno: 0 — He 3ajaH,
1 — 3arpyxaetca, 2 — yepes
fanotify)

ﬂ,aHHbIe O KOMMNOHeHTe drweb-
ctl

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO****)

MocneaHni Ko 3aBepLUeHus
(uenoe uncio, cooTBeTCTBYET
KoZam 13 Tabaumupl kKatasora

owmnbok)

Bpems 3aBepLueHus paboTbl
(Unix time)

CocTosiHMe NnLEeH3UN

JlnueH3na BblgaHa cepBepoM
LieHTPaIM30BaHHON 3aLLuThI
(uenoe uncno: 0 — Het, 1 — pa)
Homep nvueHsun (Lenoe 4mcio)

Bnageneu, nvueH3nm (ctpoka)

[aTta aktmBauum avueHsum (Unix
time)
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Mma napamverpa OID napametpa

licenseExpires .3.2.5

) Tvinbl yrpos:

Kop,

1

Twun yrpossl

WN3BectHas yrpo3sa (known virus)
Mozo3puTeNbHLIN 0H6BEKT (suspicious)
PeknamHas nporpamma (adware)

Mporpamma po3soHa (dialer)
Mporpamma-LwyTka (joke program)
MNoTeHUManbHO onacHas nporpamma (riskware)

Mporpamma B3n10Ma (hacktool)

*%
) KaTteropun URL:

Kogp,

1

10
11

12

Twvn yrposbl

WcTouHurk pacnpoctpaHenns yrpos (infectionSource)
He pekomeHayemsblii (notRecommended)
Cawntbl asist B3pocabix (adultContent)
Hacunue (violence)

Opyxwe (weapons)

AzapTHble urpbl (gambling)

HapkoTuvku (drugs)

HeueH3sypHas nekcuka (obscenelLanguage)
YaTbl (chats)

Teppopw3wm (terrorism)

BecnnatHas anekTpoHHas nouTta (freeEmail)

CoupanbHble ceTu (socialNetworks)

Tun n onucaHme napametpa

[aTa npekpalleHuns AencTems
nnueHsun (Unix time)
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Kop,
13
14
15
16
17

20

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

Twvn yrposbi

[obaBneHHble No obpalleHno npaBoobnagaTens (ownerNotice)
OHnaiiH-urpebl (onlineGames)

AHOHUMaM3epbl (anonymizers)

Mynbl f06bIUN KpUNTOBaNtoT (cryptocurrencyMiningPools)
BakaHcum (Jobs)

YepHbiti cnncok (blackList)

*k%k
) Koapbl komnoHeHTOB Dr.Web:

Kop,

1

40

52

201

300

400

KomnoHeHT

Dr.Web ConfigD (drweb-configd)

Dr.Web Scanning Engine (drweb-se)

Dr.Web File Checker (drweb-filecheck)
Dr.Web Updater (drweb-update)

Dr.Web ES Agent (drweb-esagent)

Dr.Web Network Checker (drweb-netcheck)
Dr.Web HTTPD (drweb-httpd)

Dr.Web SNMPD (drweb-snmpd)

SpIDer Guard ans SMB (drweb-smbspider-daemon)
Dr.Web MeshD (drweb-meshd)

SpIDer Guard (drweb-spider)

Dr.Web Ctl (drweb-ct1l)

CKaHI/IpOBaHMG no 3ajaHno cepBepa LI,EHTpa!lI/I3OBaHHOI7I 3alunThbl (He ABNAETCA KOMMOHEHTOM

Dr.Web Industrial ana dannosbix cepsepos Unix)

koK)
CoCTOAHMA KOMMOHEHTOB:

Kogp,

0

CocrosiHue

He yctaHoBneH
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Kop,

CocrosiHue

YcTaHOB/IEH, HO He 3anyLleH
3anyckaeTcs

PaboTaet

3aBepLuaet paboty

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

Aﬂﬂ HenocpeaCcTBEHHOIO nNoayyvyeHunaA 3HaYeHMUN HepeMeHHbD(MCHOﬂb3yﬁTeyTMﬂMTy

snmpwalk:

$ snmpwalk -Os —-c <community> -v <eepcud SNMP> <adpecy3na> <OID>

Hanpumep, Ansa nonyyeHma cTaTMCTMKL MO OOHapPY>XeHHbIM yrpo3am Ha N0KaJbHOM y3ae (npu
HacTpomnkax Dr.Web SNMPD no ymon4aHuto) BbINOAHUTE KOMaHAY:

$ snmpwalk -Os -c public -v 2c 127.0.0.1 .1.3.6.1.4.1.29690.2.2.1
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9.13. Dr.Web MeshD

KomnoHeHT Dr.Web MeshD npeactaBnset coboli areHT, BKAKOUatoWMIA y3en ¢ YCTaHOBIEHHbIM
Dr.Web Industrial ans ¢annosbix cepBepoB Unix B «nokanbHOe 061ako», 06beanHsAoLLee
y3/bl, Ha KOTOPbIX yCTaHOBAEHbI NpoaykTbl Dr.Web ana Unix. laHHoe obnako no3sosdeT
OAHWM y3naM obaka NoNyUnTb AOCTYMN K CKAHUPYHOLLIEMY AAPY APYTUX, APYTUMU CIOBaMMU,
BOCMO/Ib30BaTbCA YCAYron no nposepke ¢hanios.

Ans o6besMHeHMA y3N10B C yCTaHOBNEHHbIMWU Npoayktamu Dr\Web ans Unix B coctaBe
Ka>KZoro y3n1a JOJIKeH NpucyTcTBoBaTh kKoMnoHeHT Dr.Web MeshD, ob6ecneunBatomia
BK/IFOUEHMeE 3TOro y31a B 0b6s1ako. [NosHOMoumA y3na B pamkax ob1aka M BO3MOXHOCTU
obnaka, ncnonb3yemble y310M, TMOKO peryampyroTcs HacTponkamum koMmnoHeHTa Dr.\Web
MeshD.

O6MeH aaHHbIMU C ApyrMMK y3namMu obaaka Npon3BOANTCA MO 3aLUMLLLEHHOMY KaHany SSH.

9.13.1. NMpuHUUNbI paboTbi

B sTom pasgene

e Tnbl NOAKAHOYEHWN

e Pexxvmbl paboTbl

e Ycnyru
o YpaneHHoe ckaHvpoBaHue dannos (Engine)
o [Tepepaya dannoB Ha npoBepky (File)
o [posepka URL (Url)

Dr.Web MeshD wurpaet posb nocpesHumka, obecneunBatoLLero B3aMMoAencTBME MEXAY Y3/10M,
Ha KkoTopoM yctaHoBneH Dr.\Web Industrial ans dannosbix cepsepos Unix, 1 gpyrumm y3namm
obnaka.

Tunbl noagkAOUEeHUN

Mpwn pabote Dr.Web MeshD ncnonb3yeT nogkntoueHNs CaeayroLmx TUMOB:

e KnueHmckue (cepsucHsie) ncnonb3sytotca Dr.Web MeshD gna nogxitoueHnsa K HeMy apyrmx
y310B ob6s1aKka, KOTOpble ABAAIOTCA KIMEHTAMW YCAYT, NPeAOCTaBAAEMbIX AaHHbIM Y3/10M.

MCMONb3YHOLLME YCIYTY, NMpejoCTaBieHHble 0bnakom, noakatoyatotcs k Dr.Web MeshD,
paboTatoLLWiA Ha 3TOM e Yy3/e, Yepes NokaabHbli Unix-cokeT. KaveHTckoe noAkitoveHme
NPy 3TOM He UCMONb3yeTcs.

@ KomnoxeHnTsl Dr.Web Industrial gns ¢aiinosbix cepeepos Unix, paboTatoLne Ha y3ne u

e [lapmHepckue (0OHopaHzo8ble) ncnonb3ytotcs DrWeb MeshD ans B3avmopeincteuma ¢
paBHOMPaBHbIMMK (B paMKax HEKOTOPOW ycayri) y3namu-naptHepamun obnaka. O6bIuHO
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KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

NoAo6HbIE TOPU3OHTabHbIe CBA3M MCMOb3YHTCA AN MaclITabnpoBaHMA U
pacnpeseneHuns Harpy3ku npu B3anMoAencTBnm ¢ 061akoM, a Takke CUHXPOHMU3aLLMUK
COCTOAHMA y310B obnaka.

e Bocxodaujue ncnonbsytorca Dr.Web MeshD ans nogkntoueHmns gaHHOTO y31a B pOu
KAMeHTa K y3n1am obnaka, NpesocTaBAAaOWMM yCayrn (HanpuMep, nepejada GanoB Ha

NpoBepKy U T. A.).

Ncnonb3oBaHWe NOAKNOUEHNI BCEX TPEX TUMOB HaCTpanBaeTCs A1A pa3HbIX ycayr obnaka
He3aBMCUMO Apyr OT gpyra. lNpu 3TOM OAWH 1 TOT XKe y3ea MOXeT OblTb HaCTPOEH Kak cepeep
ANA 06CNY>KMBAHUA KIMEHTCKMX 3aNpOCOB B paMkax OAHOW ycayrn (Hanpumep, NpoBepKu
URL) 1 kaK KIMeHT — B pamMKax ApYron ycayr (Hanpumep, yaaneHHOro CkaHMpoBaHUs
darinos).

B pamkax obnaka y3/ibl OCYLLEeCTBAAOT B3aUMOAENCTBUE MO 3aLUuLLEHHOMY NPOTOKoay SSH,
T. €. BCe CTOPOHbI B paMKaXx KaX>XAoro Mex<y3/10BOro B3anMoAenCcTBNA BCerga B3aMMHO
ayTeHTMdunLUMpoBaHbl. na ayTeHTUdMKaLMM NCNONb3YHOTCA y310Bble Katoun (host keys)
cornacHo RFC 4251 . KnueHTcKoe NoAK/IoUeHe OT I0KaAbHOro KOMMOHEHTa Bceraa
cyUMTaeTca JOBEPEHHbIM.

Pe>xnmbl paboThbi

Dr.Web MeshD moxeT paboTaTb kak B pexvmMe A4eMOHa, Tak 1 3anyckaTbCa No 3anpocam ot
Apyrux komnoHeHToB Dr.Web Industrial ana dannoBbix cepsepoB Unix, pacnosoXeHHbIX Ha
nokanbHoM y3ne. Ecnv Dr.Web MeshD HacTpoeH Ha o0b6cny>XnBaHMe KNMEHTCKUX MOAKIHOUEHWI
(napameTp ListenAddress He NyCT) M aKTUBMPOBaHa BO3MO>XHOCTb OKa3aHuA XoTa Obl
oaHow n3 ycayr, DrWeb MeshD 3anyckaeTca kak 4€MOH ¥ XAeT NOAKNFOUYEHNSA CO CTOPOHbI
KNMEHTOB.

Ecnm Dr.Web MeshD He HacTpoeH Ha 06cny>KrMBaHWe KIMEHTCKUX MOAKNOUEHNI (MapaMeTp
ListenAddress NycT) 1 3anNpocCbl K HEMY OTCYTCTBYHOT B TeUEHME Nepuoja BpeMeHH,
yKasaHHoro B napameTpe IdleTimeLimit, paboTa KOMNOHEHTa aBTOMaTUYeCKN
3aBepluaeTcs.
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Ycnyrm

YpaneHHoe ckaHmpoBaHue ¢paunoB (Engine)

[AaHHas ycnyra nossonset ncnosb3oBaTb Dr.Web Scanning Engine ans npoBepku yaaneHHbIX
dannoB: y3nbl, paboTatolime B poav KIVEHTOB, OTNPaBAsAtOT dalisibl Ha MPOBEPKY Ha
CepBepPHbIN y3en, a cepBepPHbIE y3/bl MPeAOCTaBAAIOT YCAYry No npoBepke $Gannos,
OTNPaBAEHHbIX KIVEHTCKUMM y31aMu. TUMOBbIe HAaCTPOWKM KNNEHTA CleAyHoLLme:

[MeshD]

EngineChannel = On
EngineUplink = <adpec cepsepa>
ListenAddress =

Ha y3ne, BbINOAHAIOLWEM POJIb NOKaNbHOFO CepBepa CKaHMPOBaHWA, 3aZlaHbl Caeytolne
HaCTPOMKM:

EngineChannel = On
EngineUplink =
ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepd> B BOCXOASALLEM COEAMHEHUM KIMEHTA JOIKEH YKa3blBaTb Ha Te
<adpec> n <nopm:>, KOTOPble NCMOJb3YyITCA CEPBEPHbBIM Y3/I0M A5 OpraHu3auunm
KNNEHTCKUX NOAKNHOUEHNTA.

Mepeaaua ¢pannos Ha npoBepky (File)

[aHHaa GyHKUMOHaNbHOCTb He ncnoab3yetca (QyHKUMA yaaneHHOro CKaHWpPOBaHNA
OKa3blBaeTCA B pamkax ycayrun Engine).

MpoBepka URL (Url)

[aHHasa ycnyra npegHasHadeHa ana nposepky URL Ha npuvHagneXXHOCTb K MOTeHUMalbHO
OMacHbIM W HeXelaTeNlbHbIM KaTeropuaM: y3/bl, BbICTyMatoLme B POAN KINEHTOB,
otnpasnsatoT URL ana npoBepku Ha cepBepHbIl y3en. TunoBble HAaCTPOMKM KINEHTa
cnepyrowpe:

[MeshD]

UrlChannel = On

UrlUplink = <adpec cepsepa>
ListenAddress =
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KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

Ha y3ne, BbicTynatolleM B kauecTBe cepBepa Ana nposepkn URL, 3agaHbl cheayrowme
HaCTPOMKM:

UrlChannel = On
UrlUplink =
ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepd> B BOCXOAALLEM COEAVHEHUMN KIMEHTa JOIKEH YKa3biBaTb Ha Te
<adpec> n <nopm>, KOTOPble UCMOb3YIOTCH CEPBEPHbBIM Y3/I0M A5 OpraHu3aumnm
KNNEHTCKUX NOAKNHOUEH WA,

9.13.2. AprymMmeHTbl KOMaHAHOWU CTPOKU

Y106kl 3anycTuTh KOMNoHeHT Dr.Web MeshD 13 koMaHAHOWM CTPOKM, BbIMOAHNTE KOMaHAY:

e ans GNU/Linux:
$ /opt/drweb.com/bin/drweb-meshd [<napamempeoi>]
e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-meshd [<napamempel>]

Dr.Web MeshD ponyckaeT ncnosb3oBaHue CeAyoLMxX NapamMeTpoB:

Mapametp OnucaHue

--help Ha3zHaueHwe: BbIBO,CI| Ha 3KpaH KOHCONU N 3MYyNATOpa TepMUHana KpaTKOl‘;I cnpaBkKn no
MMELWKMMCA NapaMeTpaM KOMaHAHOF/’I CTPOKM U 3aBepLUeHne pa6OTbI KOMMOHEHTa.

KpaTtkmin BapuaHT: —h
AprymeHTbl: Het

——version Ha3sHauyeHve: BbiBog Ha aKpaH KOHCONW UK 3MyAfTOpa TepMuHana nHpopmMaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLUeHne paboTbl.

KpaTkuii BapuaHTt: —v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-meshd --help

[laHHas KOMaHJa BbiBeZET Ha 3KpaH KpaTkyto cnpasBkKy komnoHeHTa Dr.Web MeshD.

3ameuaHuA o 3anycke

3anyck KOMMOHeHTa B aBBTOHOMHOM peXVMe HenocpeacTBEHHO N3 KOMaHAHOW CTPOKWN He
npeagycmotpeH. KOMNOHEHT 3anycKaeTca aBToMaTUyecku eMOHOM yripaBiaeHus
koHourypaumen Dr.Web ConfigD npu HeobxoamumocTu. [lns ynpaBieHua napaMmeTpamm
paboTbl KOMMOHEHTa ncnonb3yinte yTanty Dr\Web Ctl, npegHa3HaueHHy0 A1 ynpaBaeHus
Dr.Web Industrial ans ¢annosbix cepBepoB Unix n3 KOMaHAHOW CTPOKMW.
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@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

,ﬂ,flﬂ noJsiy4eHna CnpaBkn O KOMIMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-meshd

9.13.3. NapameTpbl KOHPUTypaLUu

KOMMNOHEeHT ncnonb3yeT napameTpbl KOHPUrypaunm, 3aglaHHble B cekumnm [MeshD]
0b6beanHeHHOro kKoHburypalumoHHoro davina DrWeb Industrial ans ¢annosbix cepsepos

Unix.

BCGKMMM npeactaB/ieHbl ciefyrolumne napameTpbl:

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log
{mun xypHanaj}
ExePath

{nyme « cpaliny}

IdleTimeLimit

{uHmepsan epemeHu}

DebugSsh

{noauyeckuli}

OnucaHue

yQOBEHb FIOQ,QO6HOCTI/I BeAeHNA >KypHasa KOMIMOHEHTa.

Ecan 3HaueHve napameTpa He yKa3aHO, UCMONb3yeTcs 3HaueHne
napametpa DefaultLogLevel m3 cekumm [Root].

3HauyeHve no yMo4aHuo: Notice

l\/|eTO,Q| BeAeHWA XypHaJla KOMMOHEeHTa.

3HayveHne No yMoNUYaHMIo: Auto

MyTb K McnonHsemomy daiiny KOMNOHeHTa.

3HaueHWe Mo yMONUYaHWIO:
e ana GNU/Linux: /opt/drweb.com/bin/drweb-meshd

o nnqa FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
meshd

MakcumanbHoe BpemMA NpoCToAa KOMMOHEHTa, Npu NpeBbIlLUEHNN
KOTOPOro OH 3aBepLUaeT CBOO paboTy.

[Jonyctumble 3HaueHus: oT 10 cekyHg (10s) go 30 aHew (304d).

Ecnv yctaHOBNEHO 3HaueHWe None, TO KOMMAOHEHT byaeT paboTaTh
NMOCTOSIHHO; B C/lydae OTCYTCTBMA akTMBHOCTU eMy He ByzeT oTnpaBieH
curHan SIGTERM.

3HaueHue No ymonyaHuio: 10m

CoxpaHaTb MAN He COXPaHATb B XypHane coobLieHns npotokona SSH
(Mcnosib3yeTcs Ans nepefauv COOBLWEHNA N AaHHbIX), MONYUYEHHbIX U
oTnpaBaeHHbIXx komnoHeHToM Dr.Web MeshD, paboTatoLmm Ha
AaHHOM Yy3/e, eCn yCTaHOB/IEH YpOBeHb MOAPOBHOCTH XypHana
LogLevel = Debug

3HauyeHue No ymonyaHuo: No
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Mapametp

ListenAddress

<IP-adpec>:<nopm>

DnsResolverConfPath
{nyme « ¢paliny}
DiscoveryResponderPort

{Homep nopmaj

FileChannel

{On | Off}

FileUplink

{adpec}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue

CeTeBOW COKeT (aZpec v MOPT) KIMEHTCKOTO NOAKIFOYEHMNS, HA KOTOPOM
KOMMOHEHT OXnagaet I'IOCTyI'IﬂeHI/IH COGAI/IHGHI/IIZ oT y3I'IOB o6naKa,
ABAAOLWMXCA KINEHTAMU yCﬂyF, I'IpeAOCTaBﬂHeMbIX AaHHbIM y3,l10M
obnaka.

YT06bl KOMAOHEHT MOT MPOCAYLWMBaTL MHTepdelic IPv6 n onpesensTs
KnneHTcKkue y3abl ob6aaka no IPv6, napameTp AoJkeH ObITh
o0bA3aTeNbHO YCTaHOBAEH.

Ecnv 3HaueHne He 3agaHO, TO KOMMOHEHT He MPWHMMAEeT 3anpock! OT
KVEHTOB.

3HaueHvie no ymoauaHmo: 0.0.0.0:7090, eciv ycTaHOBJIEH NakeT
drweb-scanning-server, B MIPOTVBHOM C/lyyYae 3HaUeHWE He
3ajaHo

MyTtb K pariny Hactpoek DNS.
3HaueHne No ymonyaHuo: /etc/resolv.conf

MopT, Ha KOTOPOM BhilecToALMiA y3en MeshD oTBeuaeT no npoTokoay
UDP Ha 3anpocbl KINMEHTOB.

MexaHun3m discovery paboTaeT TO/NbKO eCv 3aZlaH napameTp
ListenAddress.

3HauyeHwue nNo ymonyaHuo: 18008

Pazpelwuntb wiv 3anpetutb koMnoHeHTy Dr.Web MeshD, pa6oTatoiemy
Ha JaHHOM Yy3/e, MPUHMMAaTb yyacTue B ycayre obMeHa dalinamu.

Ecav 3TOT napameTp ycTaHOB/EH B 3HayeHWe On, TO KOMMoHeHT Dr.Web
MeshD 6yseT aBTOMaTMUeCKM 3aMyLLeH 4eMOHOM yrpaBaeHNs
koHpurypaumen Dr.Web ConfigD.

3HauyeHve no yMO4YaHMO: On

Aspec BbiwecTosiwero y3na Dr.Web MeshD, npuHiMmatoLwero Ha
nposepky daisbl ¢ 3TOro y3na.

BO3MO>HbIe 3HaueHusA:

e 3HaYeHUe He yKa3aHO — CepBep ANs 3TOW ycayru He 3agaH, u Dr.Web
MeshD He 6yseT HW K KOMY MOAKNtOYATbCA.

e </P-adpec>:<nopm> — Dr.Web MeshD byaeT nogknroyaTbcs K
cepBepy C yka3aHHbIM apecoM 1 MOpPTOM.

e dns:<umsa cepguca> [ : <OomeH>] — ajpec 1 NopT cepBepa ycayru
onpegenstoTca nytem nowcka SRV-3anucn DNS gomeHa <domeH>.
Ecnm <domeH> He ykasaH, OH bepeTcs u3 dana koHdurypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 nosen search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HMX BCTpeTuTCA B paline
KOHUrypaLmm nocaeaHnM.

e discover — WCKaTb aApec BbILIECTOALLEro y3/1a C MOMOLLbH
MexaHusMma discovery.
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Mapametp

FileDebuglIpc

{noauyeckuli}

EngineChannel

{On | Off}

EngineUplink

{adpec}

EngineDebuglIpc

{noauyeckuli}

UrlChannel

{On | Off}

UrlUplink

{adpec}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue
3HaueHWe No ymosyaHuto: (He 3a0aHo)

BbiBOAWTL MAN HE BbIBOAWTL OTIa0UHYI0 MHPOPMALMIO B XXypHaa s
ycnyrn obmeHa parinamu, ecim yctTaHoBAEH YPOBEHb NOAPOBHOCTM
XypHana LogLevel = Debug.

3HauyeHve no YMOJIYaHWO: No

Pazpelwuntb wiv 3anpetutb koMnoHeHTy Dr.Web MeshD, pa6oTatoiemy
Ha AaHHOM y3/e, NMPUHUMATL yyacTve B ycayre npeaoctaBaeHns
CKaHvpytoLero agpa.

Ecnv aToT NnapameTp ycTtaHOB/IEH B 3HaueHWe On, TO KOMMOHeHT Dr.Web
MeshD 6yaeT aBTOMaTMUeCKM 3anyLLeH 4eMOHOM yrpaB/eHus
koHourypaupen Dr.Web ConfigD.

3HauyeHve no yMO4YaHMO: On

Aspec BbiwecTosiwero y3na Dr.Web MeshD, npegoctaBastoLiero
YCYrv CKaHUPYHLLEro fapa ANs faHHOTO y3na.

Bo3MokHble 3HaueHus:
e 3HayeHue He yKa3aHO — CepBep A/ 3TOW ycIyru He 3agaH, u Dr.Web
MeshD He 6yzeT HU K KOMY MOAKNH0YaTbCS.

e </P-adpec>:<nopm> — Dr.Web MeshD byaeT nogknroyaTbcs K
cepBepy C yKa3aHHbIM aZpecoM 1 MOPTOM.

e dns:<umsa cepguca> [ : <OomeH>] — ajpec 1 NopT cepBepa ycayru
onpeaenstoTcs nytem noucka SRV-3anmcn DNS gomeHa <domeH>.
Ecnm <domeH> He ykasaH, OH bepeTcs u3 danna koHdurypaumm DNS
resolver (NyTb ykasaH B ResolverConfPath) U3 nonen search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HVX BCTpeTUTCA B paline
KOHUrypaLmm nocaeAHnM.

e discover — UCKaTb afpeC BbILIECTOSALLENO y3/1a C MOMOLLbIO
MexaHwu3Ma discovery.

3HaueHWe No ymosyaHuto: (He 3a0aHo)

BbiBOAUTE WM He BbIBOAUTL OTNAA0UHYHO MHOPMALMIO B XXypHan ANs
YCNYT CKAHUPOBAHWA, eCNN YCTaHOBNEH YPOBEHb MOAPOOBHOCTH
XypHana LogLevel = Debug.

3HauyeHve no YMOJIYaHWIO: No

Pazpelwuntb v 3anpetutb koMnoHeHTy Dr.Web MeshD, paboTatoiemy
Ha AaHHOM Y3/, NPUHMUMaTL yyacTve B ycayre nposepku URL.

3HauyeHue No ymMonyaHuo: On

Aspec Bbiwectoswero y3na Dr.Web MeshD, npoepstowero URL ans
JAHHOTO y3na.

Bo3MOXHble 3HaUeHus:

e 3HauyeHue He ykazaHo — cepBep nposepkn URL He 3agaH.
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Mapametp OnucaHue

e </P-adpec>:<nopm> — Dr.Web MeshD byaeT nogknroyaTbcs K
cepBepy C ykasaHHbIM apecoM 1 MOPTOM.

e dns:<umsa cepguca> [ : <OomeH>] — ajpec 1 NopT cepBepa ycayru
onpeaenstoTcs nytem noucka SRV-3anvcn DNS gomeHa <domeH>.
Ecnm <domeH> He ykasaH, OH bepeTcs u3 danna KoHdurypaumm DNS
resolver (NyTb ykasaH B ResolverConfPath) U3 nonen search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HMX BCTpeTuTCsA B paline
KOHUrypaLmm nocaeAHnM.

e discover — UCKaTb afpeC BbILIECTOSALLErO y3/1a C MOMOLLbIO
MexaHwu3Ma discovery.

3HaueHWe No ymosyaHuto: (He 3a0aHo)
UrlDebuglpc BbiBOAWTL MAN HE BbIBOAWTL OT/Ia0UHYI0 MHPOPMALMIO B XKypHaa s

ycnyrn npoeepku URL, ecam yctaHOB/IeH ypoBeHb NoApOOHOCTH

{nozuveckudj XypHana LogLevel = Debug.

3HauyeHve no YMOJIYaHWO: No

| B tekywen Bepcum Dr.Web Industrial ans darinoBbix cepepos Unix ycayra nepegaun
‘ darinos Ha nposepky File He ncnonb3yetca. Bmecto Hee cnesyeT UCMONb30BaTL YCayry
ckaHupytoLero sgpa Engine.
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9.14. Dr.Web StatD

KomnoHeHT Dr.Web StatD npegHa3HaueH A/a HakOMeHUA CTaTUCTUKN COOBITUI,
BO3HMKatoWwmx B npouecce pabotbl komnoHeHToB Dr.Web Industrial ana darinoBbix cepBepos
Unix. MonyyeHHble cOBbITUA PEFNCTPUPYHOTCA B MOCTOAHHOM XPaHUAULLE N MOTYT BbITb
NoJlyYeHbl MO 3anpocy.

9.14.1. MpnHYUMNbI paboTbi

KomnoHeHT Dr.Web StatD obecneuvBaeTt HakonAeHME M MOCTOAHHOE XPaHEHMEe CObbITUMN,
nocrynarowmx ot komnoHeHToB Dr.Web Industrial ana dparinoBbix cepepos Unix B npouecce
paboTbl. Pernctpmpytotca cobbiTrs HEOXNAAHHOTO 3aBepLueHna paboTbl KOMMOHEHTA.

MpocmoTp cobbiTnin 1 ynpaBaeHne nmu obecrneunBaeTcs KOMaHAoM events yTuantel Dr\Web
Ctl.

9.14.2. AprymeHTbl KOMAaHAHOW CTPOKM

YT1obbl 3anycTUTh KOMNOHEHT Dr.Web StatD 13 komMaHAHOW CTPOKMW, BbIMONHUTE KOMaHAY:
e ans GNU/Linux:
$ /opt/drweb.com/bin/drweb-statd [<napamempsi>]

e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-statd [<napamemper>]

Dr.Web StatD gonyckaeT ncnosb3oBaHuMe CeAytoLMX NapamMeTpoB:

Mapametp OnucaHue

——help Ha3HaueHve: BbiBOA Ha 3KpaH KOHCOM MAKN AMYNSTOpa TepMUHaNa KPaTKOW CrpaBku
No UMEHLLMMCS MapamMeTpaM KOMaHAHOW CTPOKM 1 3aBeplueHre paboTbl KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version HasHaueHve: BbiBOA Ha 3KpaH KOHCOMN MAM AMYNSTOpa TepMUHaNa MHGOpMaLmm o
BEPCUM KOMMOHEHTA 1 3aBeplueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:
$ /opt/drweb.com/bin/drweb-statd --help

JTa KOMaHAa BbIBEZET Ha 3KpaH KpaTKyto cnpaBky komnoHeHTa Dr.\Web StatD.

PyKOBOACTBO aZMUHWCTpaToOpa
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3ameuaHunAa o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM PeXMMe HENOCPEeACTBEHHO N3 KOMaHAHOW CTPOKU He
npeaycMoTpeH. KoMnoHeHT 3anyckaeTca aBToMaTUyeCckn JEMOHOM yrnpaBaeHua
kKoHPurypaumen DrWeb ConfigD npu HeobxogmumocTtu. [lns ynpaBieHns napameTpamMmu
paboTbl KOMMOHeHTa ncnonb3ynte ytmanty DrWeb Ctl, npegHa3HaueHHy0 414 ynpaBaeHua
Dr.Web Industrial gns parinosbix cepeepos Unix n3 KOMaHAHOWM CTPOKMW.

@ Ons 3anycka ytmautel Dr.Web Ctl cnonb3yiTte komaHay drweb-ctl.

[ns nonyyeHnst cnpaBki O KOMMOHEHTE M3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-statd.

9.14.3. NMapameTpbl KOHPUrypaLmn

KOMHOHGHTMCHOﬂb3yETHapaMeprIKOH¢MpraMMM,BaAaHHbKEBCGKMMM [StatD]

06beanHeHHOro koHdurypaunorHoro dania DrWeb Industrial ans dannosbix cepsepoB
Unix.

B cekumu npeacTaBaeHbl caeayrolme napameTpsi:

Mapametp OnucaHue
LogLevel YpoBeHb NoAP0OHOCTM BeAeHMA XypHana KOMMOHEeHTa.

{ypoeeHb noapo6Hocmu} Ecnm 3HaueHne napamMeTpa He yKa3aHO, UCNOb3yeTCA 3HaYeHE NapamMeTpa

DefaultLogLevel u3 cekumn [Root].

3HauyeHve no yMoOaYaHuo: Notice

Log Metos BeseHvA XypHana KOMMOHEHTa.
{mun xypHanaj} 3HauyeHWe No yMoyaHMo: Auto
ExePath MyTb K UCronHaemMomy daiiny KOMMOHEHTa.
{nymeo k chaliny} 3HayeHue No yMONYaHWIO:

e nns GNU/Linux: /opt/drweb.com/bin/drweb-statd

o ana FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
statd

IdleTimelLimit MakcvmasibHoe BpeMs NpPOoCTOs KOMMOHEHTA, MO MPEBbILWEHUO KOTOPOro

OH 3aBepLuaeT CBOKO paborTy.
{uHmMmepsan epemeHuy

[Jonyctumble 3HaueHus: oT 10 cekyHa (10s) ao 30 aHen (304d).

Ecnv yctaHOBNEHO 3HaueHWe None, TO KOMMOHEHT ByaeT paboTaTb
MOCTOAHHO; B C/lyYae OTCYTCTBMA aKTMBHOCTU eMy He ByaeT oTnpaBsieH
curHan SIGTERM.
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Mapametp

RunAsUser

{UID | ums nonszosamensy}

MaxEventStoreSize

{pasmep}

KomnoHeHtbl Dr.Web Industrial gnsa ¢aiinoBbix cepsepos Unix

OnucaHue
3HaueHue No ymonyaHuio: 10m

MNonb3oBaTtenb, OT UMEHN KOTOPOTO 3aryckaeTca KOMMOHEHT. Bbl MOXeTe
yKasaTb UMCNOBON naeHTMdukatop nosb3osatens (UID) uam ero mms
(noruwH). Echn nma nonb3oBaTtens coctouTt us umdp (T. e. moxoxe Ha
umcnooin UID), To oHO yka3sbiBaeTcs ¢ NpedrkCcoM name :, HanpumMep,
RunAsUser = name:123456.

Ecamn vms nonb3oBaTtens ykazaHO HEKOPPEKTHO, paboTa KOMMOHeHTa
3aBepluaeTca oWwmnbKoM cpasy nocse nomnbITKM 3amnycka.

3HaueHve no YyMONYaHUIO: drweb

MakcrmanbHbIN paspelleHHbll pa3mep 6a3bl cobbITUI. 3asaeTcs B mb,
Hanpumep: MaxEventStoreSize = 100mb.

MwuHMManbHoe 3HauveHne: 50mb.

3HauyeHue No ymonyaHuo: 1GB
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10. MpunoxxeHuna

10.1. NMpunoxxeHne A. Buabl KOMNbIOTEPHbIX Yrpo3
B sTom pasaene

e KoMNbOTEepHbIE BUPYChI

e KoMnbloTepHble YepBu

e TpoAHCKMe NnporpamMmesl

e [IporpamMmebl B3nOMa

e PeknaMHble NporpamMmel

e [IporpamMmbl-LIYTKN

e [IporpamMmsbl JO3BOHA

e [loTeHUMaNbHO ONacHble NPOrpaMmmebl
e [1loao3puTenbHble 06 BEKTDI

Mo TepMUHOM «ye2po3a» B 3TON knaccmbukaumm NnoHMMaeTca ntoboe nporpammMmHoe
CPeACTBO, KOCBEHHO MM HaMNPSAMYH CMOCOBHOE HaHeCT yepb KOMMbOTEPY, CeTH,
MHbOPMaLMKM AN NpaBaM MNONb30BaTeNA (TO eCTb BPEAOHOCHbIE U NMPOYNE HEXeNaTeslbHble
nporpammel). B 6onee WIMPOKOM CMbIC/IE TEPMUH «yrpo3a» MOXKET 03HauaTh 0Oy
NOTEHLMANbHYO OMacHOCTb AN KOMMbIOTEPa MK CeTU (TO eCTb ee YA3BUMOCTb, KOTOpas
MOXeT 6bITb NCNOJb30BaHa A/ MPOBEAEHNN XaKePCKMX aTak).

Bce TMnbl nporpamm, onmMcaHHble HUXKe, MOTEHLUMaNbHO 061a4ar0T CNOCOBHOCTLIO
NoZBEPrHyTb OMNACHOCTW AaHHble MOAb30BaTeNA UAN UX KOHPUAEHLMaNbHOCTb. [Tporpammsl,
KOTOpble He CKpbIBatOT CBOEro NPUCYTCTBUA B CUCTeMe (Hanpumep, HEKOTOPble MPOrpaMmbl
AN PacCblIKM Cnama UAn aHaau3aTopbl Tpaduka), 06bIYHO He MPUHATO NPUUNCAATD K
KOMMbIOTEPHbBIM Yrpo3am, XOTs Npu onpeAeneHHbIX 06CTOATENbCTBAX OHWN TakxKe MOTyT
HaHecTV Bpes NoNb30BaTento.

KomnbroTepHble BUpYChbI

[aHHbIV TN KOMMbIOTEPHbIX YTPO3 XapaKTepu3yeTcs CNOCOBHOCTbHO BHEAPATb CBOW KOJ, B
NCNONHAEMBIV KOA APYrnX NporpaMm. Takoe BHeApeHWe Ha3biBaeTcs uHguyuposaHuem. B
60/bLUMHCTBE ClyYaeB MHOULMPOBaAHHbIN dalin cam CTaHOBUTCS HOCUTEIEM BUPYCa, a
BHEJPEHHbIV KOA He 06583aTeNbHO NONHOCTbIO COOTBETCTBYET OPUTMHaNY. 3HaunTeNbHOe
YMNCI0 BUPYCOB CO3JAETCA AN MOBPEXAEHUSA AN YHUUTOXEHUA JaHHbIX.

PyKOBOACTBO aZMUHWCTpaToOpa



g
),
A

@

MpunoxxeHus

B komnaHuu «[loktop Beb» Bupychl knaccuduumpyrotca no tunam Gannos, KOTOPble OHU
NHOULMPYHOT:

e Patinossle supycol NHONLMPYIOT Gai/ibl ONepaLMoHHON cUCTeMbl (O6bIYHO NCNOAHAEMbIE
darinbl M AMHaMunyeckme 6UHIMOTEKN) M aKTUBU3INPYHOTCA NpW obpaLleHnm K
MHOVLUMPOBaHHOMY danny.

e Makpo-supycel NHOULNPYHOT AOKYMEHTbI, KOTOPbIe MCMO/Ib3YOT MPOrpaMMbl U3 MakeTa
Microsoft® Office (1 gpyrve nporpaMmebl, KOTOPble NCMOAb3YHOT MAaKPOChl, HANUCaHHbIE,
Hanpumep, Ha sa3bike Visual Basic). Makpocel — 3TO BCTPOEHHbIE MPOrpaMMbl, HaMMCaHHble
Ha MOJIHOLEHHOM f3blKe MPOrPamMMUNPOBAHUS, KOTOPbIE MOTYT 3amnyckaTbCca Npwu
onpezeneHHbIX ycnosusax (Hanpumep, B Microsoft® Word makpocbkl MOryT 3anyckaTbcs npu
OTKPbITUW, 3aKPbITUU UAN COXPAaHEHWU AOKYMEHTA).

o Ckpunm-8upycel NULIYTCSA Ha A3bIKax CKPUMTOB U B BObLUMHCTBE ClyYaeB MHOULMPYHOT
apyrue daninbl CKpUnToB (Hanpumep, cryxxebHble Ganabl onepaumMoHHON cnuctemMbl). OHK
TaKke MoryT MHGULUMpoBaTb dalinbl APYrnX TUMOB, KOTOPbIE MOAAEPXKMNBAIOT UCMOAHEHWE
CKPWUNTOB, 1 MOTYT PaCNpPOCTPaHATLCA, HAaNPUMep, NOCPEeACTBOM YA3BUMbIX BED-
NPUIOXKEHNN.

e 3azpy304Hbie 8UPYCHI MHOULMPYIOT 3arpy30UHble CEKTOPbI ANCKOB 1N Pa3feNoB, a Takxe
rNaBHblE 3arpy30YHble CEKTOPbI XECTKMX ANCKOB. OHU 3aHNMAtOT OYeHb Maio NaMaTh u
OCTatOTCA FOTOBLIMU K BbIMOJHEHWUIO CBOMX GYHKLMIA J0 TeX MOp, Noka He byaeT
npou3BeZeHa BbIrpy3ka, mepesarpyska nam 3aBepLieHune paboTbl CMCTEMBI.

BonbwmHcTBO BUpycoB obnagaet onpeseneHHbIMN MexaHM3MaMy 3aLlUmTbl OT OBHapyXeHUS,
KOTOpble MOCTOAHHO YAy4LlatoTCA, MO3TOMY AN aHTUBUPYCHbIX MPOrpaMM paspabaTtbiBatoTCs
HOBble CNOCOObI NPeoAoNeHMsA 3TOM 3aLlnTbl. BUpYCbl MOXHO pa3aennTb No NpUHLMNIY
3aWmTbl OT OBHapYXXEHUS:

e [llugpposaHHble supycbl LUINPPYHOT CBOWN KO NPU KaXioM HOBOM MHOULMPOBAHUM, UTO
3aTpyAHAEeT ero obHapy>xeHne B daiie, NaMATU UK 3arpy304YHOM cekTope. Kaxkapii
3K3eMMAAP TaKUX BUPYCOB COAEPXKUT TONbKO KOPOTKNI 06LWmMiA dparmMeHT (npoueaypy
pacwmndpPoBKM), KOTOPbIA MOXHO BbIOpaTh B KauecTBe CUrHATYpPbI.

e [TonumopgbHbie 8UpyCebl NCMONb3YHOT MOMUMO WNPPOBaHMsA KoAa CreLnanbHyo NpoLlesypy
paclndpOoBKM, N3MEHSAOLLYHO caMy Cebs B KaX0M HOBOM 3K3eMMJIspe BUPYCa, UYTO BeJEeT K
OTCYTCTBMIO Y TAKOTO BUPYCa HaWTOBbIX CUTHATYP.

e Cmesic-s8upycel (BUPYCbI-HEBUANMKM) NPEANPUHMMALOT CreLnanbHble A4eNCTBUa Ans
MaCKUPOBKWN CBOEN AeATeNbHOCTU C LieJIbH0 COKPbITUA CBOErO MPUCYTCTBUS B
MHOULMPOBaHHbIX 06bekTax. Takor BUPYC CHUMAET XapakTepUCTUkmM obbekTa nepes ero
MHOULMpPOBaHMEM, a 3aTeM MepesaeT CTapble JaHHble NPKW 3anpoce onepaunoHHOM
CUCTEMBI UV NPOrPaMMbl, ULLYLLIEA N3MEHEHHbIE dalinbl.

Bupychl Takke MOXHO KnaccmduumpoBaTh No A3biKy, HA KOTOPOM OHW HanMcaHbl (Hanpumep,
HWU3KOYPOBHEBbLIN TUMa f3blka acceMbiepa AN BbICOKOYPOBHEBLIV TWMa sA3bika GO) U Mo
NHOULMPYEMBIM UMW OMEePaLMOHHBIM CUCTEMAM.
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KomnbrotepHblie uepBu

Kak 1 BMpycbl, NporpaMmMbl TUMa «kOMNbHOMEPHbIU Yepeb» CMOCOBHbI CO34aBaTb CBOW KOMUK,
HO MPW 3TOM OHU He NHPULMPYIOT Apyrve 06beKTbl. YepBb NPOHWKAET HAa KOMMbIOTEP U3 CETU
(Yalle BCero BO BJAOXEHMAX COOOLLEHWI INEKTPOHHOM NMOYUTbI UAN Yepe3 MHTEPHET) 1
paccbinaet cBou QyHKLMOHaNbHbIE KOMUWU Ha Apyrne KOMMboTepbl. YepBuM MCNONb3yrOT
AeNCTBMA Nosib3oBaTens, 6O pacnpoCTPaHAOTC aBTOMaTUYECKM.

YepBu He 06A3aTe/IbHO LIEIMKOM COCTOAT U3 0AHOro darina (tena yepss). Y MHOrMX YepBen
eCTb TaK Ha3blBaeMasa NHPEKLMOHHAaA YacTb (Lenn-Koa), KoTopasa 3arpyxaercs B
onepaTMBHYHO NaMATb KOMMbrOTEPA U «AOrpy>KaeT» Mo CeT HenoCpPeACTBEHHO CaMO Teno
yepBsa B BUAE UCNonHaemoro daiina. lNoka B cucteme HeT Tesla YepBs, OT HEr0 MOXHO
n36aBUTbCA Nepe3arpy3kon KoOMMbtoTepa (Mpun KOTOPON NMPOUCXOAUT COPOC OnepaTUBHOM
namaTtn). Ecam xe B cncteMe okasbiBaeTCca TeNO YepBsA, TO CNPaBUTbLCA C HUM MOXET TO/IbKO
aHTMBMPYC.

3a cYeT MHTEHCMBHOTO PacNpPOCTPaHEHMA YepPBU CNOCOOHBI BbIBECTU U3 CTPOA Liesble CETH,
AaXe eC/I OHN He HEeCyT HMKakKoW MONe3HOW Harpy3ku (He HaAaHOCAT NPAMOW Bpes CUCTeME).

B komnaHuu «[Joktop Beb» uepBel knaccudmumpytoT no cnocoby (cpeae) pacnpocTpaHeHus:

e Cemessle Yepgu pacnpOCTPaAHAOTCA NOCPEACTBOM PA3NNUYHbIX CETEBbIX MPOTOKONO0B U
NpPOTOKO/I0B 06bMeHa dannamu.

e [Toumosslie Yepsu pacrnpoCTPaHAOTCA MOCPEACTBOM NOYTOBLIX NpoToKo0B (POP3, SMTP 1
T.A.).

e Ham-uyepsu pacnpoCTpaHAOTCA, UCMOIb3yA NMONYAAPHblE CUCTEMbl MTHOBEHHOTO 0bMeHa
coobueHnamm (ICQ, IM, IRCu T. 4.).

TposaHcKkne nporpamMmmbl

BpesoHOCHbIe nporpamMMbl 3TOrO TUMa He CnocobHbI K camopenamkaumn. TposaHckme
nporpamMmMsbl BblAatoT cebs 3a O4HY U3 NOMYAAPHbLIX MPOrPamMM U BbIMOAHAIOT ee GyHKLUUN
(MAN UMUTUPYIOT UCMONHEHME 3TUX GYHKLMIA), OLAHOBPEMEHHO NPON3BOAA Kakne-1mbo
BPELOHOCHbIE AeNCTBUA (MOBPEXAEHWE U YAaNeHWe AaHHbIX, Nepecblika KOHQUAEHLMANbHOM
nHbopmaunm 1 T. 4.), "MbO fenasn BO3MOXKHbLIM HECaHKLMOHNPOBAHHOE NCMNONb30BaHMe
KOMMbIOTEPA 3/I0YMbILLIEHHUKOM, HarnpuMep, A1 HaHeCeHUs Bpeja TPeTbUM AULaM.

3TV nporpaMmmbl 061a4ak0T CXOXMMU C BUPYCOM MACKMPOBOYHbBIMUN U BPEAOHOCHbBIMU
bYHKUMAMU 1 faxe MOryT BbITb MOZY/IEM BUPYCa, HO, Kak MPaBuUaO, TPOAHCKME NPOrpamMmbl
PacnpoCTPaHALOTCA Kak OTAe/IbHble UCNoNHAeMble Gaibl (BbikaaablBatoTca Ha GanaoBbIx
cepBepa, 3anncbiBatOTCA Ha HOCUTENN MHDOPMALIMK UAKN NMEPECHINALOTCA B BUAE BJAOXEHUN B
COOBLLEHNAX INEKTPOHHOM MOYThI), KOTOPbIE 3anyckatoTca IMH60 caMuUM nosb3oBaTeneMm, 1Mbo
onpeseneHHbIM NPOLECCOM CUCTEMBI.

PyKOBOACTBO aZMUHWCTpaToOpa
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KnaccnoumumpoBaTb TPOAHCKME MPOrpaMMbl O4YEeHb HEMPOCTO, BO-MePBbIX, MOTOMY UTO OHMU
3a4acTyro pacrnpocCTpaHATCA BUPYyCaMu U YePBAMMW, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOpPble MOTYT BbINOAHATLCA APYTMMU TUMAMU Yrpo3, MPUHATO NPUNUCLIBATb TONLKO
TPOAHCKMM nporpammam. Huxe npueeseH CNMcoK HEKOTOPbIX TUMOB TPOAHCKMX MPOrpamMm,
KOoTOpble B KOMNaHun «oktop Beb» BblAensatoT B OTAENbHbIE KNACChI:

e b55k00pbl — 3TO TPOAHCKME NPOrpamMMbl, KOTOpPble MO3BONAIOT MOJyYaTb
NPUBMAErMPOBaHHbIN JOCTYN K CMCTEME B 0OXOJ CYyLLeCTBYHOLLIEro MexaHn3ma
npeaocTaBAeHNA AOCTyna v 3awmTbl. bakaopbl He MHGMLMPYIOT Gainbl.

e Pymkumel npefHa3HayeHbl 414 nepexsaTta CUCTEMHbIX YHKLMI OnepaunoHHOM CUCTEMBI C
Lle/IbF0 COKPbITUSA CBOErO MPUCYTCTBUSA B cucTEME. KpoMe TOro, pyTKUT MOXKET MacKMpOBaThb
npoLecchl Apyrnx Nporpamm, katanoru, Gannbl. PyTknT pacnpoctpaHaeTcs Kak
caMoCTOsITe/IbHas MporpamMmmMa Uau Kak AOnOJHUTEIbHbIA KOMMOHEHT B COCTaBe APYrow
BPELOHOCHOW nporpaMmbl. Mo npuHUmMny cBoer paboTbl PyTKUTbI YCIOBHO pasfenstoT Ha
ABe rpynnbl: PyTKUTbI, paboTatoLLme B pexnme nosb3oBatens (nepexsat GyHKLUMN
6mnbnnoTtek Nnonb3oBaTenbLCKOro pexxuvma) (User Mode Rootkits — UMR), n pyTkuTbl,
paboTatolime B pexnmMe aapa (nepexsaT GyHKLUUIN Ha YPOBHE sipa CUCTEMBI, UTO
3HauUNTENbHO YCIOXHAET obHapyxeHue n obespexmnBaHue) (Kernel Mode Rootkits — KMR).

e KnasuamypHsie nepexaamyuku (kets102eepel) NCNOAb3YHTCA AN cbopa AaHHbIX, KOTOPbIe
no/ab30BaTe/b BBOAUT MPW NOMOLLM KnaBmnaTtypbl. Lienbto Takmx 4eUcTBMIA ABASETCA Kpadka
NNYHOU MHDOPMaLnUK (HanpuMep, CeTeBbIX Mapoien, TIOTMHOB, HOMepPOB BaHKOBCKMX KapT
nT. A).

o Knukepol nepeonpeaensatoT CCbIIKA MPU HaXXaTUW Ha HUX U TakKnM ob6pa3om
nepeHanpasBAAtOT NONb30BaTENEN Ha OonpeseneHHble (BO3MOXHO, BPEJOHOCHbIE) CalTbl.
O6bIYHO NoNb30BaTE/b NEpPeHanpPaBAseTCA C LeNbio YBENMYEHUA PEKNAaMHOro Tpaduka

CaNToOB WUAW ANS OpraHM3aumy pacrnpeseneHHblx atak oTkasa B ob6cnyxxmeaHum (DDoS-aTak).

e [Ipokcu-mposiHel NPEfOCTABAAIOT 3N10YMbILLIEHHUKY aHOHUMHbBIN BbIXOJ, B UHTEPHET Yepes
KOMMbOTEpP XXepPTBbl.

Kpome nepeuncieHHbIX Bbille, TPOSHCKME MPOrpaMMbl MOTYT BbINMOAHATb U Apyrue
BPEAOHOCHbIE AeACTBUSA, HaNnpUMep, NU3MEHATb CTapTOBYHO CTpaHuLYy B Be6-6paysepe nau
yAanatb onpegeneHHble dannbl. OfHaKO TakMe AeACTBUA MOTYT BbIMOJHATLCA U Yrpo3amu
APYrvx TMNOB (HanpuMep, BUpyCcaMu 1 YepBSMH).

Mporpammbl B3/10Mma

MporpamMbl B310Ma CO34aHbl C LieNbo MOMOYb B3/10OMLMKY. Hanbonee pacnpocTpaHeHHbIM
BUZAOM MOAO06HbIX MPOrpaMM sBAAOTCA CKaHepbl MOPTOB, KOTOPbIE MNO3BOAAOT
06Hapy>X1BaTb YA3BUMOCTU B MEXCETEBbIX 3KpaHax (balriepBonax, bpaHaMayspax) 1 Apyrux
KOMMOHeHTax, obecneunsarowmx 6e3onacHoCcTb koMmnbtotepa. Kpome xakepoBs, Taknmm
MHCTPYMEHTaMW MOTYT NOJb30BaTbCA aAMUHUCTPATOPbI A/ MPOBEPKN HAAEXHOCTU CBOMNX
ceTel. VIHorga kK nporpammMam B3/iloMa OTHOCAT MPOrpaMMbl, UCMONb3YHOLLME METOAbI
COLMaNbHOM UHXEHEPUN (INEMEHTBI COLMOTEXHUKN).

PyKOBOACTBO aZMUHWCTpaToOpa
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PexnamHble nporpamMmmbl

Yalle Bcero nog 3tuM TEPMUHOM MOHMMAKOT MPOrPaMMHbIA KOZ, BCTPOEHHbIN B pa3inyHoe
6ecnnaTHoe NnporpaMmMHoe obecneyeHme, Npu NCNoab30BaHNM KOTOPOFrO MO/b30BaTesO
NPUHYANTEbHO NOoKa3biBaeTca peknama. Ho nHoraa Takom Ko MOXKeT CKPbITHO
PacnpOCTPaHATLCA NOCPEACTBOM APYTUX BPEAOHOCHbIX MPOrpamMM 1 AEMOHCTPUPOBATb
pekiamMy, HanpumMmep, B Be6-6payzepax. 3a4acTyto peknaMHble nporpaMMbl paboTatoT Ha
OCHOBaHWU AlaHHbIX, COBPaHHbIX LUMMOHCKMMMN NPOrpaMmMamMu.

MporpaMmmblI-LLYyTKY

3TO TN BPeAOHOCHbIX MPOrpamMmMm, KOTopble, Kak 1 peknaMHble MporpamMmMbl, He HaHOCAT
npsMoro Bpesa cuctemMe. Yalle BCero oHM reHepUpPyHT COODLLEHNS O HEeCYLLEeCTBYHOLMX
OLWMBKax 1 yrpoxatoT AeNCTBUAMMU, KOTOPbIE MOTYT MPUBECTU K MOBPEXAEHWIO AaHHbIX. X
OCHOBHOW QYHKLMEN ABASETCA 3anyrMBaHue nosb3oBaTtens, IMb60 HaBA3UMBOE €ro
pa3zpaxeHue.

MNMporpammbl A03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrpaMMbl, padpaboTaHHble 414 CKAHUPOBAHUA HEKOEro
AnanasoHa TenePpOoHHbIX HOMEPOB /19 HaXOXAEHMA Takoro, Ha KOTOPbI OTBETUT MoAeM. B
AaNbHENLEM 3N10YMbILLIEHHUKN NCNOAb3YHT HalAeHHble HOMepa ANA HAaKPyUYMBaHUA onaaTbl
3a TenedOoH UK ANA HE3aMEeTHOro NOAKNHOYEHMA MONb30BaTeNa Yepes MOAeM K
AOPOroCTOALMM MAATHBIM TeNIePOHHBIM Cy>Kbam.

NoTeHUManbHO onacHble NporpaMmbl

3TV NporpamMMmbl He CO3AaBannCb A4 HaHeCeHWA Bpesa, HO B CUY CBOUX OCOBeHHOCTew
MOTYT NpeacTaBAATb yrpo3y Ans 6e3onacHOCTM cucteMsbl. K TakuMm nporpaMmamM OTHOCATCA He
TONbKO Te, KOTOPblE€ MOTYT CIy4YaiHO MOBPEAUTb WAV YAANUTb AaHHbIe, HO 1 Te, KOTOPble MOryT
MCNOJIb30BaTbCA 3/1I0YMblIWWIEHHUKAMW UAU APYTMMW NporpaMMamu s HaHeceHua Bpeja
cncreme. K noTeHuUManbHO ONacHbIM NporpaMmMamM MOXHO OTHECTU pasinyHbie NporpamMmebl
yAaneHHOro obuweHusa n aaMuHUCTpupoBaHus, FTP-cepeepbl 1 T. 4.

MNMopo3sputenbHble 06bEKTHI

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0Oble NOTEHLMaNbHbIE YTPO3bl, OOHapPY>KEHHbIe
NPV MOMOLLY 3BPUCTMYECKOTO aHaim3a. Takne 06bekTbl MOTyT OTHOCUTLCA K I060MY TUMy
KOMMbHOTEPHBIX YrPo3 (BO3MOXHO, Aaxe HEM3BECTHOMY AN CMeLnaamcToB No
nHOPMaLIMOHHON 6e30NacHOCTM), @ MOTYT OKa3aTbCs 6e30MacHbIMU B ClyYae JIOXXHOro
cpabaTbiBaHuMA. Palinbl, cogepxKalime NoAo3puTenbHble 06beKTbl, PEKOMEHAyeTCs NomMeLlaTb

PyKOBOACTBO aZMUHWCTpaToOpa

288



AP 4
Ny
f%}r MNpunoxenns | 289

\

B KapaHTWH, a Takke OTNPaBAATb Ha aHaAW3 CneumnannctaM aHTMBUPYCHOW nabopatopun
«[lokTop Beb».
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10.2. NMpunoxxeHune b. YcrpaHeHMe KOMMNbIOTEPHbIX Yrpo3

B atom pasgene

e MeToabl 06Hapy>xXeHns yrpos
o CUrHaTYpPHbIA aHanu3
o QOrigins Tracing™
o DMyNAUMA NCNONHEH NS
o DBPUCTUYECKUA aHaANU3
e [leiicTBMA C yrpo3amu

Bce aHTMBMPYCHble NPOAyKTbl, pa3paboTaHHble kKoMnaHuen «[loktop Beb», npumeHsatoT
Lenbii Habop MeToA0B OH6HapPY>KEHWA YrpO3, YTO NO3BONAET NPOBEPATb NOAO3PUTENbHbIE
06BbeKTbl MakCMMabHO TLWATENbHO.

MeTtoabl o6Hapy>xeHus yrpos

CurHatypHbIA aHanus

JTOT MeToA OOHapy>XXeHUA NpYMeHsaeTca B nepByto ovepesb. OH BbIMOHAETCA NMyTeMm
NPOBEPKN COAEP>XKMMOTO aHaM3MpyemMoro obbekTa Ha NpeaMeT Haanuma B HEM CUTHATYp
y>Ke U3BeCTHbIX yrpo3. CUrHaTypOWM Ha3blBaeTCA HenpepbiBHasA KOHEYHas
nocnesoBaTeNbHOCTb HanT, HeobXxoANMan 1 JOCTaToUYHasA ANA OAHO3HAYHOW MAeHTUdUKaLUN
yrposbl. [1pn 3ToM cpaBHEHME COAEPXMNMOro nccaesyemoro obbekta ¢ cMrHaTypamm
NPOM3BOANTCA HE HAaNPAMYHO, @ MO UX KOHTPOJbHbIM CYMMaM, YTO MO3BONAET 3HAUUTENbHO
CHW3UTb pa3Mep 3anuncen B BUPYCHbIX 6a3zax, COXpPaHMB NPU 3TOM OAHO3HAYHOCTb
COOTBETCTBMA W, C1eA0BaTebHO, KOPPEKTHOCTb OBHaPY>KEHWUA Yrpo3 1 NeveHuns
NHOULMpPOBaHHbIX 06bEKTOB. 3anncK B BUPYCHbIX 6a3ax Dr.Web coctaBieHbl Takum ob6pasom,
4yTo 6rarogapsa OAHOM M TOM Xe 3anmMcu MOXHO OBHapyXXmBaTh Lie/ble KnacCbl MU CEMeNCTBa

yrpos.

Origins Tracing™

370 yHMKanbHas TexHonorms Dr\Web, koTopas no3BoasieT onpesensite HOBblE U
MOANDULIMPOBAHHbIE YrPO3bl, NCMOJb3YHOLME Y>KEe N3BECTHbIE N ONMUCaHHbIE B BUPYCHbIX
6a3ax mexaHU3Mbl NHOMLUMPOBAHNA N HaHeceHNs yuepba. OHa BbIMOHAETCA MO OKOHYaHUN
CUTHaTYpPHOro aHann3a un obecrneunBaeT 3alLMTy MOIb30BaTeNeN, NCMONb3YHOLLIMX
aHTUBMpPYCHble peweHna Dr.Web ot Takunx yrpos, kak TposiHCkas nporpamMmMa-BbiMoraTtesb
Trojan.Encoder.18 (Takke n3BecTHas noa Ha3BaHMeM gpcode). Kpome TOro, ncnonb3oBaHme
TexHonorum Origins Tracing™ NO3BOAAET 3HAUNTENBHO CHU3UTb KONIMYECTBO JIOXKHbIX
cpabaTblBaHW 3BPUCTUYECKOrO aHanm3atopa. K Ha3BaHWAM yrpos, obHapy>XeHHbIX Npu
nomouwwm Origins Tracing™, sobaBaseTca NnOoCcTGUKC .Origin.

PyKOBOACTBO aZMUHWCTpaToOpa
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3My115| uma ncnojiHeHnA

MeTog, aMyAsaLMmM UCMONHEHMSA MPOrPaMMHOrO KOAa MCMOJb3yeTcs A 06HapyXXeH s
NOIMMOPHbBIX U LWMPOBAHHbIX BUPYCOB, KOTAa NCMOJIb30BAHNE MOWUCKA MO KOHTPObHbIM
CYMMaM CUTHATYp HEMPUMEHUMO UN 3HAUNTEIbHO YCIOKHEHO M3-32 HEBO3MOXXHOCTM
MOCTPOEHMA HAAEXHbIX CUTHATYp. MeToA COCTOUT B MMUTALMN UCNONIHEHUSA aHAaAN3NpPyeMOro
KOAa Npu MOMOLLM 3My/19Mopd — NPOTPAMMHON MOJAEIM NMPOLLEeCCopa 1 Cpesbl UCMOHEHNUS
nporpaMm. IMyasTop onepupyeT ¢ 3alUmLLeHHOM 061acTbio NaMaTn (bygepom amynayuu).
Mpw 3TOM MHCTPYKLMW HE NepesaroTcs Ha LLeHTPabHbIV MPOLLEeCcCop A8 pPeasbHOro
ncnosHeHus. Ecam kog, obpabaTtsiBaeMblii SMYAATOPOM, MHOMLMPOBAH, TO pe3yNbTaTOM ero
3IMYNALUN CTAHET BOCCTAaHOB/IEHNE UCXOAHOTO BPEAOHOCHOTO KOAa, AOCTYNHOTO AJ/is
CUFHATYPHOrO aHanu3a.

dBpPUCTUYECKMIA aHaNn3

PaboTa 3BpMCTMUECKOTO aHaM3aTopa OCHOBbIBAETCA Ha Habope 3gpucmuk —
NPeAnoIOXKEHNN O XapaKTepHbIX NpM3HaKkax Kak BPeJOHOCHOrO, Tak 1 6e3onacHoro
MCNONHAEMOro KOAa, CTaTUCTMYeCKas 3HaUMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHLIM MyTEM.
Kaxkabli npu3HaKk Koja UMeeT onpeaeneHHbIn gec (T. . UNCNO, MOKa3blBaOLEe BaXKHOCTb U
LOCTOBEPHOCTb 3TOr0 NMpPMU3HaKa). Bec MoxeT 6bITb Kak MONOXKMUTENbHbBIM, €CIN NPU3HaK
yKa3blBaeT Ha Ha/inumne BPeOHOCHOTO NOBeAEeHUs KOAA, Tak U OTpULLATENbHbBIM, €CM NPU3HAK
He CBOMNCTBEHEH KOMMbIOTEPHbIM yrpo3aM. Ha oCHOBaHWM CyMMapHOro Beca,
XapakTepPU3YHOLLEro CoAepXKnMoe 06bekTa, 3BPUCTUUECKMIA aHaNN3aTOP BblUMCASET
BEPOATHOCTb COAEP>KaHUA B HEM HEN3BECTHOTO BpeJOHOCHOro obbekTa. Ecim 37a
BEPOATHOCTb MPEBbILLAET HEKOTOPOE NOPOrOBOE 3HAYEHWE, TO BbIZAETCS 3aKIHOUEHNE O TOM,
YTO aHaNM3MPYEMbIA OOBEKT ABAAETCA BPEAOHOCHbIM.

OBPUCTUYECKMIA aHanM3aTop Takxke ncrnosb3yeT TexHonoruto FLY-CODE™ — yHuBepcanbHbIi
aNropuTM pacnakoBkn GanaoB. STOT MexaHW3M MO3BOAAET CTPOUTL IBPUCTUYECKME
NPeanoa0XKeHNA O HaNNUNN BPEJOHOCHbIX 06beKTOB B 06bekTax, CkaTbIX MporpaMmMamm
yrnakoBku (ynakoBsLyMKamMu), MPUYeM He TObKO M3BeCTHbIMW pa3paboTumnkamM NpoaykTa
Dr.Web, HO 1 HOBbIMK, paHee He nccaeaoBaHHbIMU Nporpammamu. MNMpu nposepke
3anakoBaHHbIX O6BEKTOB TakXKe NCMOAb3yeTCs TEXHONIOMMA aHaM3a UX CTPYKTYPHOM
3HTPOMMMK, KOTOpPasa NO3BoNAET OOHaPYXXMBaTb YrPO3bl MO OCOBEHHOCTAM PaCMNONOXKEHWNS
yYacTKOB MX KOAA. ITa TEXHOIOTMA MO3BONAET HA OCHOBE OAHOWN 3anmncy BUPYCHON Hasbl
npow3sectn obHapy>XeHne Habopa Pa3NNYHbIX Yrpo3, 3anakoBaHHbIX OANHAKOBbLIM
NONMMOPOHBIM YNaKOBLUMKOM.

MoCcKoNbKY 3BPUCTUYECKNI aHAaNN3aTOP ABAAETCA CUCTEMOM NPOBEPKM TMMOTe3 B YCNOBUAX
HeonpeAeneHHOCTU, TO OH MOXET AoNycKaTb OWNOKN Kak MepBOro (MPonyck HeM3BEeCTHbIX
yrpos), Tak ¥ BTOporo poja (npu3sHaHve 6e3onacHou nporpamMmMbl Bpe4oHOCHOM). Mo3Tomy
06bekTaM, OTMEYEHHbIM 3BPUCTUYECKMM aHaIM3aTOPOM KaK «BPEJOHOCHbIE», MPUCBaNBaeTCs
CTaTyC «MOJ03PUTENIbHbIE>.

PyKOBOACTBO aZMUHWCTpaToOpa

291



A7

-
¢

g
),
A

MpunoxxeHus

Bo BpemMs 110601 13 NpOBEPOK BCE KOMMOHEHTbI aHTUBUPYCHbIX NpoaykTtoB Dr.\Web
NCMO/Ib3YHOT CaMYHO CBEXYH MHPOPMaL Mo 060 BCEX M3BECTHbIX BPEAOHOCHbIX MPOrpaMmax.
CurHatypsbl yrpo3s n nHdopmaumnsa o6 nx nprsHakax U Mogensx noBeseHns o6HOBAAOTCA U
£06aBAAOTCA B BUPYCHble Ba3bl cpasy Xe, Kak TONbKO CheLmanmcTbl aHTUBUPYCHOM
nabopatopuun «loktop Beb6» o6bHapy>xnBatoT HOBblE YrpO3bl, MHOTAA O HECKO/IbKMX pa3 B
yac. [laxke ecnm HoBeWLLas BpeAOHOCHas NporpaMma NPOHUKAEeT Ha KOMMbHOTEP, MUHYS
pe3naeHTHyto 3awmTty Dr.Web, To oHa ByaeT obHapy>eHa B cnucke NpoLLeccoB U
HelTpasn3oBaHa Nocsie NosyyYeHns OOHOBAEHHbIX BUPYCHbIX 6a3.

DeicTtBuAa c yrposamm

B npoayktax Dr.Web peanv3oBaHa BO3MOXHOCTb MPUMEHATb ONnpeAeaeHHble AeNCTBUS K
O6HapYy>XeHHbIM 06beEKTAM AN 06e3BpPEXMBaHMSA KOMMbIOTEPHLIX Yrpo3. [osb3oBaTesb
MO>ET OCTaBUTb aBTOMATUUYECKN NMPUMEHSEMble K ONpesAeieHHbIM TUNam yrpo3 AencTBus,
3a/laHHbIE MO YMONYAHWIO, U3MEHUTb UX UAN BbIBUPATb HY>XXHOE AeUCTBUE AN KaXKAOTrO
obHapyXeHHOro obbekTa OTAeNbHO. HxKe NprBeseH CNUCOK AOCTYMHbIX AeACTBUIA. B ckobkax
yKa3zaH napametp, 0603HauatoLMin COOTBETCTBYHOLLEE AENCTBME U UCMONb3YEMbIN B

0b6beanHeHHOM KoHbUrypaunoHHom dansie n komaHgax ytmantel Dr.Web Cil.

e Coobwartb (REPORT) — yBEAOMUTb O HA/IMYMM YIPO3bl, HO HUYErO He AenaTb C
MHOVLMPOBAHHBIM 06 BEKTOM.

e NrHopupoBaTtb (PASS) — NpPoOnNycTUTb O6HaPY>XEHHY Yrpo3y, He NpeanpUHUMan HUKaKMNX
JEeNCTBUN.

e baokupoBartb (BLOCK) — 3a6/710kMpoBaTh BCe BMAbBI AOCTyNa K MHOULMPOBaHHOMY daiiny
(aencrTBre MOXeT BbITb AOCTYMHO He AN BCEX KOMMOHEHTOB).

¢ Jleuntb (CURE) — nonbITaTbCA BbIEUNTb MHOULMPOBAHHBIN O6BEKT, yAanvB U3 Hero
BPeAOHOCHOE COAEPXXMMOE, M OCTaBUB B LIeJIOCTU NMOJIE3HOE COAeP>XKUMOe.

@ 10 AeﬁCTBMe NPUMEHMO He KO BCEM BUAAM Yrpos.

¢ B kapaHTUH (QUARANTINE) — nepemMecTuTb MHOULIMPOBAHHbIA OOBEKT (eCan OH fonyckaeT
3Ty OMepauuto) B creunanbHbl KaTanor KapaHTUHA C Lie/ibio ero N3oaauun.

e Ypaanutb (DELETE) — 6€3B0O3BPaTHO yAannTb MHOULMPOBAHHbIA O6BEKT.

Ecnv yrpo3a obHapyxkeHa B daiine, HaxoAALLEMCS B KOHTeMHepe (apXuB, NOYTOBOE
: CcoObLEeHMe 1 T. N.), BMECTO YAaNeHNs BbINOJHAETCA NepemMeLLleHne KOHTeHepa B
KapaHTWH.

PyKOBOACTBO aZMUHWCTpaToOpa
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10.3. NMpunoxxeHne B. TexHnueckaa noaaepiKKa

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCs 3@ MOMOLLBIO B CNYXKOY TEXHNUYECKOW MOAAEPKKM, MONPObynTe HauTH
pelleHVe cneayrolmmm cnocobamm:

1. O3HaKOMbTECh C MOCAEAHUMU BEPCUAMM ONmUcaHunii u pykosoacts .
2. MpouuTaiite pazaen ' uacto 3agaBaeMbix BOMPOCOB.
3. Mocetnte dhopymbl & koMnaHum «loktop Beb».

Ecnv nocne atoro He yaanoch pewntb Npobaemy, 3anonHute Be6-bopmy B COOTBETCTBYHOLLEN
cekumm pasaena & opmumanbHOro caita, Utobbl CBA3aThCA CO CYXKOB0M TEXHUUECKOM
noaAep>XXkn koMmnaHum «loktop Beb».

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTeNnbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MOXeTe HalTh Ha oduLmansHom caiite O,

Ana ynpoleHns paboTbl cyxObl TEXHUUECKOM NOAAEPXKKM NO aHaAn3y BO3HUKLUEN Y BacC
npobaemMbl peKkOMeHayeTcs npeaBapuTeNbHO chopMmpoBaTh NakeT MHopmaLumn ob
yCTaHOB/JIEHHOM Y BacC NPOAYKTE, ero HaCTPOMKax U CUCTEMHOM OKpY>XXeHuu. lna 3Toro
npeAHasHauyeHa crneunanM3mpoBaHHas yTuanTa, Bxogawas B coctaB Dr.\Web Industrial ans
darinoBbix cepBepoB Unix.

Ana c6opa nHGopMaLUm ana Cny>KO6bl TEXHNUYECKON NOAAEPKKA BBEAMTE KOMAHAY:

e ana GNU/Linux:
# /opt/drweb.com/bin/support-report.sh <nyme K ¢alay>
o ana FreeBSD:

# /usr/local/libexec/drweb.com/bin/support-report.sh <nyme Kk atiny>

rae <nyme k gadiny> — nyTb K apx1By B popMaTe .tgz, B KOTOPOM OyAeT coxpaHeHa
oTNagouHan MHbopmaLma O NPOAYKTE N CUCTEMHOM OKPYXXEHWNU,

HanpuMmep, /tmp/report.tgz. YXXe uMerowwmecs dpanibl He nepesanucbiBatoTcs. Ecam nytb He
yKasaH, TO apxuB byzeT coOxpaHeH B KaTasiore Cynepnonb30oBaTens, 3anyCTUBLLErO YyTUANTY
(Hanpumep, /root), U ByAeT Ha3bIBaTbCA Caesyromm obpasom:

drweb.report . <timestamp>.tgz

rae <timestamp> — nosHas MeTka BPeMeHU CO3JaHnA OTYeTa, BKIoYas MUANNCEKYHABI,
Hanpumep: 20190618151718.23625.

l Ymnuty ans c6opa nHbopmaLmm Ans Cayx6bl TEXHUYECKOW MOAAEPXKKN HEOBXOAMMO
: 3anyckaTtb C MpaBaMu cyneprosib3oBaTens (root). lna noayyeHvs npae cynepnosib3oBaTtess
NCMO/Ib3YMTe KOMaHAy CMeHbl NOAb30BaTeNA su WAN KOMaHAY BbINOJHEHWUS OT VMEHM

Apyroro nosib3oBaTensa sudo.
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B npouecce paboTbl yTManTa cCOBMpaeT 1 ynakoBbIBaET B apXMB CEAYHOLLY MHHOPMaLUIO:

e nHpopmauma 06 OC (Ha3BaHMe, apXUTEKTYPa, BbIBOA KOMAHAbl uname -a);
® CMWCOK YCTAHOBEHHbIX B CUCTEME MAKETOB, B TOM uncae naketoB «oktop Beb»;
® COfEPXNMOE XYPHanoB:

s xypHanbl Dr.Web Industrial ana darinosbix cepBepoB Unix (ecnn HacTpoeHbl ans
OTAe/IbHbIX KOMMOHEHTOB);

B OKypHan, Beﬂ,yLIJ,VIl\/’ICH AEMOHOM XypHananpoBaHUA SySlOg
(/var/log/syslog, /var/log/messages);

o XKYpHan CUCTEMHOrO MakeTHOro MeHeaxepa (apt, yum v T. n.);
8 XYpHan dmesg;

e pe3ynbTaTbl 3anycka kKoMaHg df, ip a (ifconfig -a), ldconfig -p, iptables-save,
nft export xml.

e nHdopmaLma o HacTporkax n koHburypaumm Dr.Web Industrial ana darinoBbix cepBepos
Unix:

5 MepeuYeHb 3arpy>KeHHbIX BUPYCHbIX 6a3 (drweb-ctl baseinfo -1);

o nepeyeHb pannos n3 katanoros Dr.Web Industrial gna dannosbix cepeepo Unix n nx
MD5-xewwwu;

s Bepcns 1 MD5-xew darina aHTMBMpycHoro saapa DrWeb Virus-Finding Engine;

o MHPOpMaLMsA O NoNb30OBaTeNe U pa3peLIEeHNAX, U3BNEUYEHHas 13 KatoueBoro daina, ecam
Dr.Web Industrial gna pannobix cepsepo Unix paboTaeT He B pexvme
LleHTPaAn30BaHHOWM 3aLUMThI.
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10.4. NMpunoxxeHume I'. KoHpurypaumoHHoin ¢painn Dr.Web
Industrial pna ¢pavinosbix cepBepoB Unix

MapameTpamu KoHOUrypaumm scex komnoHeHToB Dr.Web Industrial ana dpannoBbix cepBepoB
Unix ynpaBaseT KOOPANHUPYOLWWIA AEMOH ynpaBieHuns koHourypaumnen Dr.Web ConfigD.
N3meHeHHble NapaMeTpbl KOHPUIypaL My BCEX KOMMOHEHTOB XPaHATCA B eAMHOM daline
drweb.ini, KOTOpPbI/ MO yMONYaHMIO pacrnosiaraeTca B katanore /etc/opt/drweb.com/
ans GNU/Linux nan /usr/local/etc/drweb.com/ gns FreeBSD.

@ B TekcToBOM Gaine KoHPUrypaLmm XpaHATCA 3HaUYEeHMs TONbKO TeX NapameTposB,

: YCTaHOB/IEHHbIE 3HAYEHMA KOTOPbIX He COBMaAatoT CO 3HaYeHMEM MO yMOoAYaHuo. Ecam
napameTp OTCyTCTBYeT B daine KOHbUrypaumm, To 3TO 0O3HaYaeT, YTo OH MMeET 3HaYeHue
Mo YMOJIHaHWIO.

Y1ob6bl NPOCMOTPETH NEPEYEHb BCEX MAapPaMETPOB, AOCTYMHbIX AN U3MEHEHMWA, BKIOYasA Te,
KOTOpble OTCYTCTBYHOT B KOHUTYpaLMOHHOM daiine, Tak Kak UMerT 3HaUYeHMA MO YMOAYaHMIO,
BbIMOJIHATE KOMaHAY:

S drweb-ctl cfshow
N3mMeHNTb 3HaueHne ntoboro napaMmeTpa MOXHO ABYyMs cnocobamu:
e BbINO/IHMB KOMaHAy:

# drweb-ctl cfset <cekyusa>.<napamemp> <HOB0e 3Ha4deHue>

| [lna BbIMNONHEHMA 3TOW KOMaHAb! yTuauTa ynpasneHus Dr.Web Ctl gosixHa 3anyckaTbcs OoT
: MMeHW cyrnepnonb3oBaTtens (noab3osaTtens root). [lna nonyyeHns npae cyneprnob3oBaTens
MCMONb3YITe KOMaHAy su UAKn sudo.

CuHTaKcnc kKoMaHg cfshow U cfset ytuautel Dr.Web Ctl (Mogynb drweb-ct1) nogpobHee
onuvcaH B pa3gene Dr.Web Ctl.

e 3asaB 3TOT NapameTp B KOHOUrypaumoHHoM daine (oTpesaktnpoBas dalin B 1t060M
TEKCTOBOM pejakTope) n nepesanyctns KoHourypauwmto Dr.Web Industrial ana dpannosbix
cepBepoB Unix ana NnpyMeHeHns BHECEHHbIX B Gail U3MEHEHWUIN C MOMOLLbHO KOMaH/bI:

# drweb-ctl reload

10.4.1. Crpykrypa daina

KoHdurypaumoHHbIn dain cdopMmpoBaH B COOTBETCTBUM C MPaBMaaMu, NpUBeAEHHbIMYU
HUXKe.

e Copepxunmoe daina pa3buTo Ha NnocnesoBaTeNbHOCTb UMEHOBaHHbIX CEKLMIA. BO3MOXHbIe
MMeHa CeKLMI XeCTKO 3aZaHbl ¥ He MOTYT 6bITb MPON3BOIbHBIMU. VIMA cekummn
yKa3blBaeTca B KBaZpaTHbIX ckobkax n coBnajaet c MMeHem komnoHeHTa Dr.Web Industrial
ans darinoBbix cepBepos Unix, nCnonb3yrowero napameTpbl U3 3TOM cekumun (3a
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NCKIOYeHMEM ceKLMK [Root ], B KOTOPOW XpaHATCA MapaMeTpbl AeMOHa ynpaBaeHus
koHdurypaumen DrWeb ConfigD).

e CMMBOJIbI ; UK # B Hayane CTPOK KOHUTypaunoHHOro ¢anna o603HayatoT KOMMEHTAPUIA.
Takue cTpoku nponyckatotcs komnoHeHTamu Dr.Web Industrial ana darinoBbix cepsepoB
Unix npn utTeHnn napameTpoB 13 KOHPUTrypaLMoOHHOro parina.

e B ogHoOW cTpoke danna coaepknTcs ToAbKO OAMH NapameTp:
<umdA napamempa> = <3HayeHue>
e Bo3MOXHble MMeHa NapaMeTPOB XeCTKO 3ajaHbl U He MOTYT BbITb MPOU3BObHbLIMMU.

e Bce nmeHa cekumi 1 napamMeTpoB PErncTPoHe3aBMUCMMBbl. 3HaYeHNA NapameTposB, 3a
NCKNOUYEHNEM MMeH KaTanoros v ¢pannos B nytax (ans Unix-nogobHeix OC), Takke
pPerncTpoHe3aBnCUMBbI.

e 3HayeHNs NapameTpoB B KOHOUTYPaLMOHHOM daiine AOMKHbI 6biTb 3aKNHOUEHbI B KaBblYKM
B TOM C/lyYae, eC/Iv OHU cogepkaT npobesbl.

e HekoTopble NapameTpbl MOTYT UMETb HECKOIbKO 3HAaUEHWI, B 3TOM C/lyyae 3HaUeH s
napameTpa pa3AenstoTcs 3anaTon UAM 3HaueHVe NapaMeTpa 3a4aeTcs HECKONbKO pa3 B
pa3HbIX CTPOKax KOHOUrypaumoHHoro darna. Mpun nepeuncneHny 3HaueHNn NnapameTpa
yepes 3anATyro Npobenbl Mexay 3HaUeHUEM U 3aNATOW, eCM BCTPEYaroTCs, UTHOPUPYHOTCS.
Ecnv npoben ABnseTca yacTbio 3HaUEHWsA NapamMeTpa, BCe 3HaUeHWe 3aK1ryaeTcs B
KaBblUKW.

I'Iapalvlepr MOXHO NPUCBONTb HECKOJIbKO 3HAUEHUN:
O NepeuncamBe X Yepes 3anATyro:
Parameter = "Valuel", "Value2","Value 3"
O B BUAE nociefoBaTte/ibHOCTU CTPOK!

Parameter = Value2
Parameter = Valuel
Parameter = "Value 3"

MopsafoK 3HaUeHWIA NapaMeTpa TakxkKe HeCyLLeCTBEHEH.

MyTtn Kk Garinam Bcerga 3aknrYatoTCA B KaBblUKM, €CNN OHU NMePEeYnNCaftoTCA Yepes 3ansaTyto,
Hanpvmep:

ExcludedPaths = "/etc/filel", "/etc/file2"

OnuncaHne cekuni KOHOUrypaLmoHHoro daia NpUBELEHO B ONUCAHUN NCMONb3YHOLLMX Ero
komnoHeHToB Dr.Web Industrial gna davnosbix cepeepos Unix.

10.4.2. Tunbl napameTpos

MapameTpbl KOHOUTYpPaLMK MOTYT MPUHAANEXATb K CIeAyoWwUM TUnam:

1. AOpec — appec ceTeBOro coefHeHna B BuAe napsol </Pv4-adpec>:<nopm> nan <IPv6-
adpec>:<nopm>. 3HauyeHune |IPvb-agpeca yka3biBaeTCa B KBagpaTHbIX CKOOKax. B HeKoTopbIx
cyyasx NopT MOXKET ObITb ONyLLeH (B KaXA0M C/lyyae 3TO yKa3blBaeTCA B ONUCaHUM
napametpa).
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. Jloeuyeckuli — napameTp-daar, NPUHUMaKOLLMIA 3HaUYeHUs On, Yes, True (NapamMeTp

BKJIFOUYEH) U Off, No, False (MapaMeTp BbIK/IHOYEH).

3. Llenoe yucso — HeoTpuuaTebHOE LieNoe Yncio.

. ,ﬂpO6HO€ HUuC/10 — B Ka4eCTBE 3Ha4YeHWA NapaMeTpa MOXET ObITb YKa3aHOo

HeoTpuLaTeNIbHOE YNCNO, coaepKallee APOOHYHO YacTb.

. MlHmepean epemeHu — B KauyecTBe 3HaUeHWUs NapaMeTpa yka3blBaeTcs AANHA BPEMEHHOIO

WHTepBana, COCTOALLEro 13 LLeNoro HeoTpuLaTeNbHOro uncna n 6ykebl-cydodukca,
YKa3blBatOLLErO 3aZlaHHYI0 eanHuLYy namepeHuna. MoryTt 6biTb MCMOb30BaHbl CyPPUKChbI,
3ajaroLime eanHNLbI U3MepPeHuns:

e w—Heaenn (1w = 7d);

e d —cytkun (1d = 24h);

e h — yachbl (1h = 60m);

e m — MUHYTbI (Im = 60s);

e s 1an 6e3 cypdrkca — cekyHAbI.

[na BpeMeHHOro nHTepBana, 3ajaHHOro B CeKyHAaX, MOXHO yKa3aTb MUAANCEKYHAbBI NOCe
TOUKK (He bonee Tpex 3HakoB, Hanpumep, 0.5s — 500 muanncekyHa). B 3anncn ogHoro
BPEMEHHOTO MHTEepPBasa MOXHO UCMONb30BaTb COBOKYNMHOCTb MHTEPBA/IOB, U3MEPEHHbIX B
Pa3NNYHbIX eANHULAX, B 3TOM CyYae OH ByaeT 06pa3oBbIBaTbCA X CYMMOM (B peasbHOCTM
B NapameTpax KOHOUrypaumm Bcerja CoxpaHaeTcs KOAMYeCTBO MUAIUCEKYHS, 06pa3yroLmx
yKa3aHHbI1 BDEMEHHOW MHTEPBaN).

B obuwem Bnae 1060 MHTEPBaAN BPEMEHWN MOXET ObITb NPEACTaB/EH BblpaXeHeM
N1wN2dN3hN4mN5[.N6]s, rae N, ..., N6 — UMCNIO COOTBETCTBYHOLLMX EANHUL, BPEMEHM,
BKJIFOUEHHbIX B AaHHbIV MHTepBaa. Hanpumep, roa (kak 365 cyTok) MOXHO npeacTaBuTb
cneayoWMM obpa3oM (Bce 3anmcu 3KBUBaNEHTHbI): 365d, 52wld, 52w24h, 51w7d24h,
51w7d23h60m, 8760h, 525600m, 31536000s.

Mpumepbl 3agaHma nHTepBana aanHou B 30 MUHyT, 2 cekyHapbl, 500 MuanncekyHa;
e B parine KoHOUrypauuu:
UpdateInterval = 30m2.5s
® C MOMOLLbIO KOMaHAbl drweb-ctl cfset:
# drweb-ctl cfset Update.UpdateInterval 1802.5s
e 33/laHe Yepe3 NapameTp KOMaHAHOM CTPOKM (HanpuMmep, AN CKaHMPYIOWEro a4pa):
o ana GNU/Linux:
# /opt/drweb.com/bin/drweb-se <cokem> —--WatchdogInterval 1802.5
o ansa FreeBSD:

# /usr/local/libexec/drweb.com/bin/drweb-se <cokem> --WatchdogInterval 1802.5
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. Pa3/vlep — B Ka4ecCTBE€ 3Ha4YeHUNA NapaMeTpa yKa3blBaeTCA pa3sMep Kakoro-nmb6o obbekTa

(dbanna, bydepa, kewwa v T. N.), COCTOALMI N3 LLEeNOro HEOTPULLATENIBHOTO YNCAa U
cyddunkca, ykasbiBaroLwero 3agaHHyo eanHnLy nsmepeHuns. MoryT 6biTb MCMOAb30BaHbI
cydPuKChbl, 3agarowme eanHMLbI pasmepa:

e GB — rurabantbl (1GB = 1024MB);
e MB — MerabanTtbl (1MB = 1024KB);
e KB — kuobanTbl (1KB = 1024B);
e B— GanThbl.

Ecnn cyddurke onyuieH, cumtaeTcs, Uto pa3Mep 3azaH B 6banTax. B 3anucm ogHoro pasmepa
MOXHO MCNOAb30BaTb COBOKYMHOCTb Pa3MepOB, U3MEPEHHbIX B Pa3/INUYHbIX eMHNLIAX, B
3TOM C/yyae OH ByzeT 06pa30BbIBATLCA UX CYMMOW (dakTnyeckn, B mapameTpax
KOHOUrypaumm pasmep Bcerga coxpaHaetca B banTax).

. Iyme k kamanozy (¢aliny) — B KauecTBe 3HaUeHUs NapamMeTpa BbICTyrnaeT CTPOKa,

npeacTaBaAstolLas cobon AoNyCTUMBbIV MyTb K KaTanory (daniny).

@ MyTb Kk Pariny fJOMKEH 3aKkaHUMBaTLCA UMeHeM daiina.

B Unix-nogo6HbIX onepaLyoHHbIX CMCTEMax MMeHa KaTaioros U ¢ainos
: perncTpo3aBucUMbI. ECIM 3TO HEe OTOBOPEHO HEMOCPEACTBEHHO B OMUCaHWM NapaMeTpa, B
KauecTBe MyTW Hesb3s UCMOJ/Ib30BaTh Macky, CoZepykallive crneumanbHble CUMBOILI (2, *).

. YposeHb noOpobHOoCcMu — NapameTp 3ajaeT ypoBEeHb MNOAPOOHOCTM 3anMnCK B XXyYpHan a4

komnoHeHTa Dr.Web Industrial ans ¢annosbix cepsepos Unix. Bo3MOXHble 3HaueHus:

e Debug — CaMbll NOAPOOHbIN (OTNAL0UHbIN) YpOBEHb. BbiBoasATCA BCce coobLueHMs, a
TakKe oTnajouHas nHdopmaums.

e Info — BbIBOAATCSA BCE COOOLLIEHUS.

e Notice — BbIBOAATCA co0bLWeHNs 06 owmbkax, npeaynpexaeHuns, yBeJOMAEHNS.
e Warning — BbIBOAATCA CO0OLWEHMA 06 owmbkax n npeaynpexaeHus.

e Error — BbIBOAATCA TO/IbKO COODOLLIEHMS 06 owmnbKax.

Tun XypHana — napameTp onpegenset cnocob BeaeHMs XypHana koMmnoHeHToMm Dr.Web
Industrial gns ¢dannoBbix cepeepoB Unix. BO3MOXHblIe 3HaUeHUs:

e Stderr[:ShowTimestamp] — coobLeHns ByayT BbIBOAUTLCA B CTaHAAPTHbIN NOTOK
ownbok stderr. JaHHOe 3HaYeHe MOXET BbITb MCMOIb30BAHO MOJILKO B HACTPOMKaX
AEeMOHa ynpasieHus koHdurypaumei. MNpu 3ToM, ecim oH pabotaeT B GOHOBOM pexmme
(«daemonized»), T. e. 3anyLLeH C ykazaHWeM napameTpa —d, 3TO 3HaUeHWNe He Moxem
6bITb MCNOIL30BAHO, MOCKO/IbKY KOMMOHEHTbI, paboTatome B GOHOBOM pexuMe, He
MMEOT AOCTyna K MOTOKaM BBOAA/BbiBOAA TepMUHana). lonoaHWUTEeNbHbBIN NapaMeTp
ShowTimestamp NpeanucbiBaeT 206aBAATb K KaXKAOMY COOBLLEHNIO METKY BPEMEHM.

e Auto — COOBLEHNS A1 COXPAaHEHMSA B XXypHaa NepeAaroTca AeMOHY ynpaBaeHus
kKoHopurypaumen Dr.Web ConfigD, koTopblli cOxpaHSAeT Ux B eAMHOe MecTo B
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COOTBETCTBMM C COBCTBEHHbBIMM HacTpolikaMu (NapameTp Log B cekumn [Root]).
[laHHOe 3HaueHne onpeseneHo AN BCeX KOMMOHEHTOB, KpoMe 0eMOoHa ynpassieHus
KOHgu2ypayueti, 1 NCNONb3YeTCs Kak 3HaYeHMe Mo yMOAYaHUIO.

e Syslog|: <facility>] — coobweHns byayT nepesaBaTbCd KOMMOHEHTOM CUCTEMHOM
cnyxbe xypHanmpoBaHus syslog.

e [lononHutenbHas Metka <facility> ncnonb3yetcs Ans ykasaHusa TMna XypHana, B
KOTOpPOM syslog byaeT coxpaHATb cOObLeHMA. BO3MOXHbIe 3HaUeHus:

o Daemon — COOBLWEHNSA AEMOHOB,
o User — COOOLEHNS MNOb30BaTE/IbCKNX NMPOLLECCOB,

0 Mail — COO6LU,€HVIFI MOYTOBbLIX MPOrpamMm,

o

Local0 — cooblLeHns nokanbHbIX npoueccos 0,
o e
o Local7 — COOBLEHWA NOKaAbHbIX MPOLECCOB 7.

e <nyme K ¢atiny> — coobLueHns ByayT COXPaHATbCA KOMMOHEHTOM HENOCPEACTBEHHO B
yKa3saHHbIV daiin XypHana.

[MpuMepsbl 3agaHna NnapameTpa:
e B Panne KoHOUrypaLmu:
Log = Stderr:ShowTimestamp
e C MOMOLWbI KOMaHAbl drweb-ctl cfset:
# drweb-ctl cfset Root.Log /tmp/log
e 33/laHVe Yepes NapameTp KOMaHAHOMW CTPOKM (Hanpumep, AN CKaHMPYIOWEro a4pa):
o ana OC cemenictBa GNU/Linux:
# /opt/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON
o ana OC FreeBSD:

# /usr/local/libexec/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON

10. Jelicmeue — pevictBue komnoHeHTa Dr.Web Industrial ana ¢annosbix cepsepos Unix npu

Ob6Hapy>XeHNW yrpo3 onpeaeneHHOro TMna uan Npm BOSHMKHOBEHWM Kakoro-ambo
Apyroro cobbiTmsa. Bo3aMoXHble 3HaueHus:

e Coobuwarb (REPORT) — TONbKO cHOPMMpPOBaATb yBEAOMAEHME 00 yrpose, He
NpeAnpPUHMMan HUKaKNUX APYrnx 4eNCTBUN;

¢ bnokupoBatb (BLOCK) — OCTaBUTb Gail HEM3MEHHbIM, HO 3a610KMpPOBaThb BCE BMAbI
A0CTyNa K HeMy (JercTBUE MOXKET BbITb JOCTYMHO HE AN BCEX KOMMOHEHTOB);

e Jleuntb (CURE) — NOMbITaTbCA BbINOAHUTbL JeyeHune (yaannTb n3 Tena danna Tonbko
BPELOHOCHOE COLEPXKMMOE);

e B kapaHTUH (QUARANTINE) — nepemMecTnTb MHOULMPOBaHHbIA Gain B KApPaHTUH;

e Yaanutb (DELETE) — yAannTb MHONLMPOBaHHbIV dan.
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cobbiTa «Owmnbka CKaHMPOBAHUA» HEMPUMEHUMO AelicTBre CURE). MepeueHb
pa3peLleHHbIX AeNCTBUIA BCerja yKasblBaeTCA B OMMCaHWN KaXKAoro napameTpa, MMeroLwero
™Mn delicmeaue.

ili HekoTopble 13 feMCTBUIA MOTYT 6biTb HEMPUMEHUMbI B HEKOTOPLIX Clydyasx (HanpvMep, Ans

I'Ipoqme TUNbl NapaMeTpoOB N UX BO3MO>XHbIE 3Ha4Y€HUA YKa3aHbl HEMOCPEACTBEHHO B
onnmcaHunn NnapamMmeTpoB KOHCI)I/II'ypaLI,I/II/I.
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10.5. NMpunoxxenue A. NeHepauusa ceptupukaros SSL

[ns komnoHeHToB Dr.\Web Industrial ans ¢annosbix cepsepos Unix, MCNOAb3yHOLWUX ANs
obMeHa AaHHbIMU 3alMLLIEeHHbIV KaHan nepejayn gaHHbix SSL/TLS n ocHOBaHHbIe Ha HEM
npukiagHble NPOToKoAbl, Takne kak HTTPS, LDAPS, SMTPS u 1. n., Heobxoanmo obecneunTb
Hannume 3akpbITbiX K1oUen SSL n coOOTBETCTBYHOLMX UM cepTUdMKaTOB. [ HEKOTOPbIX
KOMMOHEHTOB KNOUN U CepTUdUKaTbl FeHEPUPYHOTCA aBTOMaTUYeCKky, a AN APYTUX OHU
AOMKHbI 6bITb NpesocTaBaeHbl Nonb3oBaTenem Dr\Web Industrial ans dannosbix cepsepos
Unix. Bce KOMMOHEHTbI MCMOAB3YOT cepTUduKaThl, NpeacTaBaeHHble B dopmaTe PEM.

Ana reHepaumm 3aKpbITbIX KIHOUEN 1 cepTUPUKATOB, MCMOTb3YEMbIX A COEANHEHNI Yepe3
SSL/TLS, B TOM uncne ans ygoctosepatolmx ceptnourkaTos LeHTpa ceptudmkaumnm (LIC) n ans
NOAMMCaHHbIX CEPTUPUNKATOB, MOXXHO UCMONb30BaTb YTUANUTY KOMaHAHOW CTPOKM openssl
(BxoamnT B cocTaB Kpuntorpadumyeckoro naketa OpenSSL).

PaccMoTpum nocnesoBaTeNbHOCTb AEUCTBUIA, HEOOXOANMBIX ANS CO3A4aHMA 3aKPbITOrO Kato4a
N COOTBETCTBYHOLWEro eMy ceptnudmkata SSL, a Takke ceptndukaTa SSL, nognmcaHHoro
ypocToBepatowmm ceptndunkatom LIC.

UT106bI1 CreHepMpoBaThb 3aKpbITbIN KItoY SSL n ceptudpmkar
1. [ns reHepaumm 3akpbiToro katova (anroputMm RSA, aavHa kntova — 2048 6u1T) BbINONHUTE
KOMaHAy:

$ openssl genrsa -out keyfile.key 2048

Ecnv TpebyeTcs 3amTUTL KIKOY NapoONeM, AOMONHUTENIbHO UCNONb3YMTe ONuMIo —des 3.
CreHeprpoOBaHHbIV K1tOY HaxoanTca B panne keyfile.key B TeKyLeM KaTanore.

ﬂﬂﬂHpOCMOTpaCFeHepMpOBaHHOFOKﬂmanHHOﬂHMTeKOMaHAM

$ openssl rsa -noout -text -in keyfile.key

2. [1na reHepauum cepTmdumkaTa Ha yKazaHHbIN CPOK Ha OCHOBAHWWN MMEIOLLETOCs 3aKPbITOrO
KiroYa (B JaHHOM nNpuMepe — Ha 365 CyTOK) BbINOJHUTE KOMaHAy:

$ openssl req -new -x509 -days 365 -key keyfile.key -out certificate.crt

l ODTa KOMaHZa 3anpocuT AaHHble, AEHTUOULMPYIOLLIKE CcepTUGULMPYEMBI OBBEKT (Takne Kak
: UM, opraHusaums un 1. n.). CreHepupoBaHHbIN cepTndmKaTt ByaeT nomelLeH B dain
certificate.crt.

[na npoBepKn COAEPXXMMOro CreHeprUpOBaHHOIo ceptTudukaTa BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in certificate.crt

UTo6bI 3apernctpupoBatb ceptudmkar B KauecTtBe AoBepeHHoro ceptudukarta LC

1. MepemecTnte nan ckonupynTte dann ceptmdmrkaTa B CUCTEMHbIN KaTaaor JOBEPEHHbIX
ceptuounkatos (B Debian nam Ubuntu — /etc/ssl/certs).
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2. Co3paiiTe B KaTanore JOBepPeHHbIX CePTUOUKATOB CUMBOINYECKYHO CCbIIKY Ha cepTudmKar,
MMeHeM KOTopoWn ByaeT ABAATLCA Xell cepTudmMKaTa.

3. MNepenHaekcMpynTe COAEPXKMMOE CUCTEMHOTO KaTasora cepTudmKaToB.

MprBeAEHHbIN HMXE NPUMepP BbINMOJHSAET BCE 3TN TpU AelcTBMA. [Tpeanonaraercs, 4to
TeKyLLMM KaTasloroM ABAAETCA CUCTEMHbIN KaTanor JOBEPEHHbIX

cepTndunkatoB /etc/ssl/certs, a cepTMPMKAT, KOTOPbINA PETUCTPUPYETCS B KaUeCcTBe
AOBEpPEeHHOro, pacnonaraetca B anne /home/user/ca.crt:

# cp /home/user/ca.crt
# 1In -s ca.crt “openssl x509 -hash -noout -in ca.crt .0
# c_rehash /etc/ssl/certs

UT06bI CO3AaTb NOANMUCaHHbIN cepTudUKaT

1. CreHepupyiTe dann-3anpoc Ha noanucaHue ceptuounkata (Certificate Signing Request —
CSR) Ha OCHOBaHMWN MMEHOLLErOCA 3aKPbITOro Kitoua. Ecam kntoua HeT, creHepupyuTe ero.

3ar|poc Ha noanmcaHme co3aaeTcd KOM&HAOVIZ

$ openssl req -new -key keyfile.key -out request.csr

OTa KOMaHAa, TaK Xe Kak ¥ KOMaHJa co3aaHus ceptudurkaTa, 3anpallnBaeT JaHHble,
naeHTMobULMpyoLwme ceptuduLmMpyemMblin 06bekT. 34ecb keyfile. key — UMeROLLMIACS
dann 3akpbiTOro katoya. MosyyeHHbI 3anpoc byaeT coxpaHeH B palin request.csr.

ﬂﬂﬂﬂpOBepKMpe3yMNaTaCO3AaHMHBaﬂpocaBMﬂOﬂHMTeKOMaHAy

$ openssl reg -noout -text -in request.csr

2. [lna co3pgaHnda NOANMCAaHHOrIO cepTudunkaTa Ha OCHOBaHUM 3aNpoca N UMetoLLLerocs
ceptndukata LC BbiInonHUTE KOMaHAy:

$ openssl x509 -req -days 365 -CA ca.crt -CAkey ca.key -set serial 01 -in request.csr
-out sigcert.crt

@ [lna co3panva noAnMcaHHOro cepTuduKaTa Hy>KHO UMeTb Tpu dalina: Gpainn KOpHEBOro

‘ cepTudUKaTta ca.crt v ero 3akpbiTbli KNtOY ca . key (B KayecTBe ca.crt U ca.key
MOXHO MCMoNb30BaTh cepTudukaTt certificate.crt nkiod keyfile.key, TOrga
NoayYeHHbI cepTudmkaT byaeT camonoAnucaHHbIMY), a Takoke palin 3anpoca Ha
nognvcaHve ceptmdrkata request.csr. Co3gaHHbIN NOANMCAHHbIA cepTudurkaTt byaeTt
coxpaHeH B dpain sigcert.crt.

Ana npoBepkun pesynbTaTta BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in sigcert.crt

MNoBTOpUTE NpoLEeAypY CO34aHMA KIKOYa 1 cepTudukaTa (Mam noagnmncaHHoro ceptudukara, B
3aBUCUMOCTM OT HEOHXOAMMOCTIN) CTONBKO Pa3, CKONbKO YHUKANbHbIX CEPTUDUKATOB BaM
TpebyeTtcs. Hanpumep, € TOUKM 3peHunsa coobpaxkeHnin 6e30nacHOCTU, KaXAbl areHT
pacnpegeneHHou nposepkn dannos Dr.Web Network Checker, Bxogawmin B ckaHnpyrowmm
Knactep, 4O/KEH MMeTb COOCTBEHHYHO Napy katou/ceptndukar.
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MNpeobpa3oBaHue noanucaHHOro ceptudmKkara

HekoTopble 6pay3epbl MV MOYTOBbIE KAMEHTBI MOTYT NoTpeboBaTh Npeobpa3oBaHms
NoAnncaHHOro cepTndukaTa, NCNOAb3YEeMOro AN YA0CTOBEPEHMA TNUYHOCTK, B dopmaT
PKCS12.

YkazaHHOe npeobpazoBaHe BbINOAHAETCA KOMaHAOM:

# openssl pkcsl2 -export -in sigcert.crt -out sigcert.pfx -inkey keyfile.key

3pecb sigcert.crt — nmerowmnes Gann noagnncaHHoro ceptmdukaTta, a keyfile.key —
darin COOTBETCTBYIOLLErO €My 3aKpbITOrO Katoya. [TosyueHHbI Npeobpa3oBaHHbIN
cepTudukat byaeT coxpaHeH B parin sigcert.pfx.
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10.6. NMpunoxxeHue E. OnncaHue n3BecTHbIX owWN60K

B atom pasgene

e PekoMeHAaLMN NO NAEHTUGUKALMN OLINOBOK

e Koapbl owinbok
e Owinbkm 6e3 koaa

Ecnny Bac Bo3HMK/Ia oLlwnbKa, onvcaHe KOTOPOW OTCYTCTBYET B JaHHOM pa3zene,
° O6paTVITer B TEXHI/ILIECKyI-O nog,g,epm(y. ByAbTe roToBbI COO6LLI|VITb KoA o I/I6KVI N onncaTtb
06CTOATENIbCTBA €€ BO3HUKHOBEHMA.

PekomeHaauum no ngeHtmpukaymm owumbok

o [1na BbiABAEHNA BO3MOXHOW NPUYNHBI N 0HCTOATENBCTB BO3HUKHOBEHMA OLINOKM
03HaKOMbTeCh C coaepXumbiM xypHana Dr.Web Industrial ans darinosbix cepeepos Unix
(NpY HacTpoMKax MO YMOAYaHMIO €r0 MOXHO MPOCMOTPETb KOMaHAOM # journalctl and
GNU/Linux nan # less /var/log/messages Ans FreeBSD). Bbl Takke MmoxeTe
BbIMOJIHUTb KOMaHAy # drweb-ctl log.

e [1na obneruyeHns naeHTMdmkaLmm olwMbKn pekoMeHayeTCs HaCTPOUTb BbIBOJ, XypHana B
OTAEeNbHbIA Gann 1 pa3peLmnTb BbiBOJ PaclUMPEHHOW OT1ag0uHOoN nHdopmaummn. [ns storo
BbIMONHUTE KOMaH/bl:

# drweb-ctl cfset Root.Log <nyme K ¢palisy XypHana>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

° ,D,J'Iﬂ BO3BpaTa HACTpoOeK BeAeHNA XXYPHaia No yMOAYaHUKO BbIMOJHUTE KOMaHAbI:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLogLevel -r

Koabl owunbok

CoobuweHune 06 owmbke: Error on monitor channel (Owubka ces3u ¢ MOHUMOPOM)

Koa, owmnbku: x1
BHyTpeHHee o603HaueHMe owmbkn: EC MONITOR IPC ERROR

OnucaHue: OwnbKa CBA3M OJHOTO WM HECKONbKNX KOMMOHEHTOB C AeMOHOM YrpaBJ/ieHus
koHPurypauven Dr.Web ConfigD.

AN BbIsABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.
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YcrpaHeHue ownbku

1. Tepe3anyctute 4eMOH yrnpaBaeHns KOHbUrypauven:

# service drweb-configd restart

2. Ybepautecb, 4TO B CUCTEME YCTaHOBEH, HACTPOEH U KOPPEKTHO GYHKLMOHMPYET MeXaHW3M
ayTeHTUdMKaumm PAM. Mpy He0BXOAMMOCTM YCTaHOBUTE 1 HACTPOMTE ero (3a NoAPOBHOCTAMM
obpaTutech K pyKoBOZACTBaM MO aAMUHUCTPUPOBaHWIO Ballero aguctpmbytmea OC).

3. Ecnv nepesanyck 4eMOHa ynpaBJ/ieHVsi KOHPUrypaLumen npy KOppPeKTHO HacTpoeHHoM PAM He
rnomoraer, nonpobywre cépocutb HacTpoinkn Dr.Web Industrial gns ¢annosbix cepeepos Unix B
3HayeHVs Mo YMOAYaHWIO.

[ns 3TOro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini gns GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs

COXPaHUTb PE3EPBHYHD KOMUK KOHAUIYpaLmMOHHOro dalina), HanpuMep, BbINOJHUB KOMaHZAbI:
e ans GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ana FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn daiina koHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHGUrypaumen, BbINOAHMB
KOMaHay:

# service drweb-configd restart

4. Ecan feMoH ynpasaeHus KOHUrypaumen 3anycTutb He yaaeTcs, nonpobyiite nepeyctaHOBUTb MakeT
drweb-configd.

WNHcTpykumm no yctaHoBke 1 yaaneHunto Dr.Web Industrial gns dannoseix cepsepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHoBka Dr.Web Industrial ana dainosbix cepeepos Unix 1

Ypanenue Dr.Web Industrial ans dainnosbix cepsepos Unix.
Ecnv ycTpaHut owmnbky He yaactcs, obpaTtutech B TEXHUYECKYHO MOAAEDXKY U COOBLLMTE KOA OLLINOKN.

CoobuweHune 06 owmbke: Operation is already in progress (Onepayus y>e 86IN0IHIEMCS)

Kopa, owmnbku: =2
BHyTpeHHee o603HaueHue owmbku: EC ALREADY IN PROGRESS

OnwucaHue: 3anpoLLeHHas onepaumsa y>ke BbIMOJHAETCA.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTpPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku
MoaoXanTe 3aBepLUeHUs onepaummn U Npu HEOBXOAMMOCTM NOBTOPUTE TpebyeMoe AeicTBUE MO3XKe.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLUIMOKN.
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CoobuweHune 06 owmbke: Operation is in pending state (Onepayusa oxudaem 8biNOJHEHUS)

Kopa, owimnbku: =3
BHyTpeHHee o603HaueHue owmnbku: EC_IN PENDING STATE

OnucaHwe: 3al'|pOLIJEHHaﬂ onepauna oXnaaeT BbINONHEHUA (BO3MOXHO, B TEKyLU,I/II‘/’I MOMEHT
yCTaHaB/IMBaeTCA CceTeBO€e CoegnHEeHME NN MPOUCXOAUT 3arpyska n nHnunaamsaumnAa Kakoro-nmbo
KOMIMOHEHTa, Tpe6y+ou.|,aﬂ npPoAOIXNTENIBHOTO BpeMeHI/I).

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Industrial gns dainosbix cepsepos Unix (Mpu HacTpoikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

HOAOXAMTG Ha4ajia BbIMOJIHEHUA Oonepaunn U npu HeO6XOAMMOCTI/I nosTopwurte Tpe6yeMoe ,D,el7|CTBI/Ie
nosxe.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcsa, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Interrupted by user (MpepsaHo nosv3osamenem)

Kopa, owmnbku: x4

BHyTpeHHee o603HaueHue owmbkmu: EC INTERRUPTED BY USER

OnwucaHue: [leictBre H6bI10 NpepBaHO Nosb30BaTeNeM (BO3MOXHO, OHO BbIMOAHANOCH CAULLKOM AOJTO).

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepkmmbim xypHaia Dr.Web Industrial gns daiinoBbix cepsepos Unix (Mpu HacTpolikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Jjournalctl ana GNU/Linux nan #

less /var/log/messages ans FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku
MoBTopuTe Tpebyemoe AeiCTBrE MO3XKe.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHue 06 owmbke: Operation canceled (Onepayus ommeHeHa)

Koa owmnbku: x5

BHyTpeHHee o603HaueHune owmbkn: EC CANCELED

OnucaHue: [elicTBre 6bI10 OTMEHEHO.

ANs BbiABIEHUS BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWUS OLWMOKMA 03HAKOMbTECH C

conep>xkumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHWIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #
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less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku
MosTopuTe Tpebyemoe aencTBme.

Ecnu yctpaHutb owmbky He yaactcs, obpatntech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KO OLWNOKN.

CoobueHne 06 owmbke: /PC connection terminated (CoeduHeHue IPC pazopeaHo)

Ko owmnbku: x6
BHyTpeHHee 0603HaueHne owmnbkmu: EC_LINK DISCONNECTED

OnucaHue: IPC-coegunHeHve ¢ oAHUM 13 kommnoHeHToB Dr.Web Industrial gns ¢aiinosbix cepepos Unix
pa3opBaHO (BO3MOXHO, KOMMOHEHT 3aBepLUWI CBOO paboTy 13-3a NPOCTON WK MO KOMaHAe
nosab3oBaTens).

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gns daiinoBbix cepsepos Unix (Mpw HacTpolikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Jjournalctl ana GNU/Linux nan #

less /var/log/messages ans FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

Ecnn onepauus He 6blna 3aBeplleHa, MOBTOPUTE ee Mo3xe. B NpOTMBHOM ciydae pa3pbiB COEAMHEHUs
He ABAAEeTCA OLLUNOKOWN.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLMTE KO OLLIMOKA.

CoobuweHune 06 owmbke: Invalid IPC message size (Hedonycmumesili pasmep coobuwjeHus IPC)

Kopa, owmnbku: x7
BHyTpeHHee 0603HaueHue owmnbkmn: EC_BAD MESSAGE SIZE

OnwucaHue: B npouecce o6MeHa AaHHbIMU MeXAy KOMMOHEHTaMu NoayyYyeHo coobLeHre HeAoMyCTUMOro
pa3mMepa.

[ns BbIABAEHVS BO3MOXXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogep>xumblim XXypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ans GNU/Linux nam #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbkm

Mepesanyctute Dr.Web Industrial ans dannosbix cepsepos Unix:

# service drweb-configd restart

Ecan YyCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ou néxun.
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CoobuweHune 06 owmnbke: Invalid IPC message format (Hedonycmumsili popmam coobujeHusi IPC)

Kopa, owinbku: =8
BHyTpeHHee o603HaueHue ownbku: EC_BAD MESSAGE FORMAT

OnucaHue: B npouecce obmeHa JaHHbIMU MeXAy KOMMOHEHTaMM NMoyYeHO cOobLLieHe HefOMyCTMMOTO
dopmara.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENCTB BO3HUKHOBEHWUSA OLINMOKM O3HAaKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ans daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # Jjournalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku
Mepesanyctute Dr.Web Industrial gns ¢annossix cepeepos Unix:

# service drweb-configd restart

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Not ready (He 2omos)

Koa owmnbku: x9
BHyTpeHHee 0603HaueHne ownbkmu: EC_NOT READY

OnucaHue: Tpebyemoe AeicTBME HE MOXKET ObITb BbINONHEHO, MOTOMY YTO 3amnpPOLLEHHbIN KOMMOHEHT
WM YCTPOMCTBO elle He MHULMAAN3NPOBaHbI.

[ns BbIABAEHMS BO3MOXXHOW MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxkmmbim xypHana Dr.Web Industrial ans gannosbix cepsepos Unix (Mpw HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku
MNoBTopuTe Tpebyemoe AeNCTBME MO3XKE.

Ecnu yctpaHutb owmbky He yaactcsa, obpatntech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuieHne 06 owmbke: Component is not installed (KomnoHeHm He ycmaHog1eH)

Kopa, owumnbku: x10
BHyTpeHHee 0603HaueHne owmnbkmn: EC_NOT INSTALLED

Onucanue: KOMMOHEHT, HEOHXOAVMBIV A/ BbINOAHEHNS TPEOYEMOW GYHKLMW, HE YCTaHOBJEH.

[Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 O6CTOATENLCTB BO3HUKHOBEHWUSA OLINOKM O3HAKOMbTECH C
cogepxumblim XypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
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YMOJIYaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl ana GNU/Linux nan #
less /var/log/messages ans FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. YctaHoBWTE UM NepeyctaHoBUTe TpebyeMblil KOMMOHEHT. Ecan HeM3BeCTHO, Kakol UMEHHO
KOMMOHEHT HeO6X0 MM, MONPOBYITE 3TO BbISICHWUTb, 03HAKOMMBLUUCH C COAEPXKUMBIM >KypHana.

2. Ecnu yctaHoBKa Man nepeycrtaHoBka TpebyeMoro KOMMOHeHTa He MoMoraa, nonpobyire
nepeycraHoButb Dr.Web Industrial ans ¢anosbix cepeepor Unix.

NHctpykummn no yctaHoske 1 yaanernuto Dr.Web Industrial ans ¢ainosbix cepeepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHoBka Dr.Web Industrial ana daiiosbix cepeepos Unix 1

Ynanenve Dr.Web Industrial ans daiinosbix cepsepos Unix.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLUIMOKN.

CoobueHune 06 owmbke: Unexpected IPC message (HeoxudaHHoe coobujeHue IPC)

Kopa, owimnbku: x11

BHyTpeHHee o603HaueHne ownbku: EC_UNEXPECTED MESSAGE

OnucaHwme: B npouecce obmeHa AaHHBIMU MeXXAYy KOMIMOHEHTaMW NMoJliydeHO HeaomnyCctmmoe COOGLLI,EHI/Ie.

[ns BbIABAEHMSA BO3MOXXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxummbim xypHana Dr.Web Industrial ans gannosbix cepsepoB Unix (Mpu HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

Mepesanyctute Dr.Web Industrial ans dannosbix cepsepos Unix, BbINOJHMB KOMaHAY:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaacTcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLNTE KO OLWNOKN.

CoobuweHune 06 owmbke: /PC protocol violation (Hapywerue npomokosa IPC)

Koa owmnbkun: x12
BHyTpeHHee 0603HaueHne owmnbkmn: EC_ PROTOCOL VIOLATION

OnucaHwme: B npouecce obmeHa AaHHBbIMW MeXXAYy KOMMOHEHTaMW NMPOM30LLNO0 HapyLlweHne npoToKoaa.

[ns BbISBAEHMS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gns dainosbix cepsepos Unix (Mpu HacTpoikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPEeTb KOMaHAoW # journalctl ana GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.
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YcrpaHeHue ownbku

Mepesanyctute Dr.Web Industrial ans dainnosbix cepsepos Unix, BbINOJHMB KOMaHAY:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KO OLWUNOKN.

CoobuweHune 06 owmbke: Subsystem state is unknown (HeuzsecmHoe cocmosHue nodcucmemsi)

Kopa, owumnbku: x13
BHyTpeHHee o603HaueHne ownbku: EC_UNKNOWN STATE

Onucanue: Moacuctema Dr.Web Industrial gns ¢annosbix cepeepos Unix, Heobxoanmas ans
BbINOJIHEHUSA OMepaumn, HAXOAMTCA B HEM3BECTHOM COCTOSIHUW.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLINOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gns dainosbix cepsepos Unix (Mpu HacTpolikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPEeTb KOMaHAoW # journalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. TNoBTopuTe onepauuto.

2. TMpw noeTopeHun owmnbkm nepesanyctute Dr.Web Industrial gns ¢annosbix cepsepos Unix,
BbINOJIHVB KOMaHAy:

# service drweb-configd restart

nocse Yero NoBTOpUTE OMnepaLmio.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Path must be absolute (IMyme dosxxeH 6bimb abcooMHbIM)

Koa owmnbku: x20
BHyTpeHHee 0603HaueHmne owmbku: EC_NOT ABSOLUTE PATH

OnucaHue: YkazaH OTHOCUTENbHbBIV NyTb K hainy v KaTanory BMecto abcontoTHOrO.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

3aMeHWTe OTHOCUTENbHBIV NYyTb K Gainy nan katanory Ha abCcoNtoTHbIV U MOBTOPUTE OMnepaLyio.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLLIMOKA.
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Coob6uweHune 06 owmbke: Not enough memory (HedocmamouHo namsmu Ons 3agepuieHus onepayuu)

Kopa, owimnbku: x21
BHyTpeHHee o603HaueHne ownbku: EC_NO MEMORY

OnucaHwme: HeAOCTaTOl-IHO namMATK ANA BbINONHEHWA Onepaunn.

[ns BbIABAEHVS BO3MOXHOW MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogepxkmmbim xypHana Dr.Web Industrial ans garnosbix cepsepos Unix (Mpw HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naum #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

Monpobyiite yBenMuUTL 06BEM NaMATH, JOCTYNHOW npoueccam Dr.Web Industrial ans darinosbix
cepsepoB Unix (Hanpumep, M3MEHWB AUMUTBLI NPY MOMOLLM KOMaHAbl ulimit), nepesanyctntb Dr.Web
Industrial ana painoBbix cepeepoB Unix 1 MOBTOPUTL OnepaLyio.

B HEKOTOPBLIX CyYasx CUCTEMHbIV CEPBUC systemd MOXET UTHOPUPOBATh 3ajaHHble

@ M3MEeHeHUs MUTa. B 3TOM cnyuae oTpegaktupyite (Unn cosgaiite, Npu ero OTCYTCTBUN)
dann /etc/systemd/system/drweb-configd.service.d/limits.conf, ykasas
B HEM M3MEHEHHOE 3HaYeHne MMUTa, Hanpumep:

[Service]
LimitDATA=32767

C nepeyHem AOCTYMHbIX TMMUTOB systemd MOXHO 03HaKOMWUTbCA, BbIMOJIHMB KOMaHAy
man systemd.exec.

Ans nepesanycka Dr.Web Industrial gna ¢anosbix cepeepos Unix BeINOAHWUTE KOMaHAY:

# service drweb-configd restart

Ecan YyCTpaHWTb OLW VI6Ky He yaacTca, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA oL neKun.

CoobueHue 06 owmbke: /O error (Owubka 8800a-8bi800a)

Kopa, owumnbku: x22
BHyTpeHHee o603HaueHme owmbkmu: EC_ IO ERROR

Onucanue: MNpov3oluna owmnbka BBOAA/BbIBOAA (HanpuMep, AMCKOBOE YCTPOWCTBO eLle He
VHULMaNM3MpoBaHoO unn paszen GannoBon cuctembl bonee He AOCTYMNEH).

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

ObecrieybTe JOCTYMHOCTL TPEOYEMOTO YCTPOICTBa BBOZA/BbIBOAA WK pasgena $aliNoBON CUCTEMBI 1
MoBTOPUTE OMepaLuio.

PyKOBOACTBO aZMUHWCTpaToOpa
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: No such file or directory (Hem makozo ¢atina unu kamanoaa)

Koa owmnbku: x23
BHyTpeHHee 0603HaueHne owmnbku: EC_NO SUCH ENTRY

OnwucaHume: MNonbiTka 06paLLeHns K HeCyLLecTBytOLLLeMY daliny uav katanory.

AN BbIABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHWIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

MpoBepbTe NPaBWALHOCTb YKa3aHHOTO NyTu. Mpu HeoH6XoAMMOCTU UCMpaBbTe NyTb U MOBTOPUTE
onepaumio.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Permission denied ([Jocmyn 3anpeujeH)

Kopa, owunbku: x24
BHyTpeHHee o0603HaueHne owmnbkmn: EC_PERMISSION DENIED

OnucaHue: HegoctaTouHo MpaB 415 AOCTyna K ykazaHHOMY dainy uiv katanory.

[ns BbIBAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogep>xumbim XypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbkm

I'IpOBepre NPaBUAbHOCTb YKa3aHHOTO Nyt N Haan4dne HEO6XO,£I,VIMbIX npaB y KOMMOHEHTa. Ecan A0CTyn K
O6'beKTy 3anpelweH, uismeHute npaBa JOCTyna K HEMY WM NOBbICbTE NpaBa KOMMOHEHTa U MOBTOpPUTE
onepauunro.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Not a directory (He kamanoe)

Koa owmnbkun: x25
BHyTpeHHee 0603HaueHne ownbkmu: EC_NOT A DIRECTORY

OnucaHue: YKasaHHbI 06bekT ¢aﬁn050|7| CNCTEMDbI HE ABNAETCA KaTaJlOrToOM.

PyKOBOACTBO aZMUHWCTpaToOpa
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xxkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue owmnbku
MpoBepbTe NpaBMALHOCTL NyTV K 06beKTy. VicnpaBbTe nyTb U MOBTOPUTE OMNepaLyto.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMTE KO OLLIMOKN.

CoobueHune 06 owmbke: Data file corrupted (Palin daHHbIx nospexdeH)

Kopa owmnbkmu: x26
BHyTpeHHee 0603HaueHune ownbku: EC_ DATA CORRUPTED

OnucaHwme: 3a|'|anJI/IBaEMbIe AaHHbIE MOBPEXAEHbI.

[ns BbIABAEHMS BO3MOXHOW MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxmmbim xypHana Dr.Web Industrial ans dannosbix cepsepos Unix (Mpw HacTporikax no
YMOJITYaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcTpaHeHue owmnbku

1. TloBTOpUTe Onepauuio.

2. TMpw nosTopeHun owmnbkm nepesanyctute Dr.Web Industrial ans dannosbix cepsepos Unix:
# service drweb-configd restart

nocine 4yero noBTopuTe onepaunto.

Ecnu yctpaHutb olwmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.

CoobueHne 06 owmbke: File already exists (Patin yxe cywecmsyem)

Kopa, owunbku: <27
BHyTpeHHee o603HaueHue owmnbkmu: EC_FILE EXISTS

OnucaHue: Paiin ¢ ykazaHHbIM UMEHEM Y>XKe CyLLeCTBYeT.

[ns BbISBAEHVS BO3MOXXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial ans ¢aiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPEeTb KOMaHaon # Journalctl ans GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

MpoBepbTe NPaBWILHOCTL HamMcaHWs UMeHu daiina. MNpy He06XOAMMOCTU UCMPaBbTE €r0 U MOBTOPUTE
onepauuto.

PyKOBOACTBO aZMUHWCTpaToOpa
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHune 06 owmbke: Read-only file system (Patinosas cucmema mosibko 0151 YMeHus])

Koa owmnbku: x28
BHyTpeHHee o603HaueHue owmbkn: EC READ ONLY FS

OnwucaHue: Pannosas cuctema AOCTYMHA TONbKO ANSA UTEHMA.

AN BbIABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHWIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

MpoBepbTe NpaBMABLHOCTL NyTV K 06beKTy. VicnpaBbTe nyTb Tak, UTOObI OH yka3biBaa Ha pasgen
balinoBoW cnctemsbl, AOCTYMHBIN ANA 3aMUCK, Y MOBTOPUTE OMepaLmio.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuweHue 06 owmnbke: Network error (Owubka cemu)

Kopa, owunbku: =29
BHyTpeHHee 0603HaueHne owmnbkmu: EC_NETWORK ERROR

OnucaHume: Owmnbka ceTu (BO3MOXHO, BHe3arnHo nepecrtan oTBe4aTb yAaHEHHbIVI y3en nan He yaaetca
YCTaHOBUTb COGAVIHEHI/IG).

[ns BbISBAEHVS BO3MOXHON NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial agns ¢aiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ans GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

I'IpOBepre AOCTYNMHOCTb CETU U NPaBWIbHOCTb CEeTEBbIX HACTPOEK. I'Ipm HeO6XO,£I,l/IMOCTVI ncnpaebTe
ceTeBble HaCTpOI7IKVI M NnoBTOpUTE ONEpaunto.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Not a drive (He duckosoe ycmpolicmeo)

Kopa, owumnbku: x30
BHyTpeHHee 0603HaueHne ownbkmu: EC_NOT A DRIVE

OnucaHue: MNpor3BoOANTCS MoMbITKa 06paLLleHns K YCTPOMCTBY BBOAA/BbIBOAA, KOTOPOE He ABAAeTCH
AMCKOBBIM YCTPOMCTBOM.

PyKOBOACTBO aZMUHWCTpaToOpa

314



A7

-
¢

g
),
A

MpunoxxeHus

AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xxkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

MpoBepbTe NPaBUALHOCTb YKa3aHHOTO UMEeHW YCTPOCTBa. cnpaBbTe MyTb Tak, UTOObI OH BeN K
AMCKOBOMY YCTPOWCTBY, 1 MOBTOPUTE OMepaLyio.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Unexpected EOF (HeoxudaHHsil koHey ¢hbatina)

Kopa, owumnbku: x31
BHyTpeHHee 0603HaueHne owmnbkmn: EC_UNEXPECTED EOF

OnwucaHue: MNpu YTeHUM JaHHbIX HEOXKMAAHHO BbL1 LOCTUTHYT KOHeL, paiina.

[ns BbISBAEHVS BO3MOXXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nam #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

MpoBepbTe NPaBWILHOCTL YKa3aHHOTO MMeHM dalina. Ecav HyxHo, ncnpasbTe NyTb Tak, UTOObI OH BES K
npaBuabHOMY daiiny, 1 MOBTOpPMWTE OMepaLyio.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KO OLWUNOKN.

CoobuweHune 06 owmbke: File was changed (®alin 6bi1 u3MeHeH)

Kopa, owunbku: <32
BHyTpeHHee o603HaueHue owmnbkmn: EC_FILE WAS CHANGED

Onucanue: NMpoBepsemblii Gainn Hbi1 U3MEHEH.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEHWUSA OLINMOKM O3HAaKOMbTECH C
cogep>xxumbim XXypHana Dr.Web Industrial agns daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPEeTb KOMaHAoW # Jjournalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbkm
MoBTOpUTE OMEpaLMIO CKaHUPOBaHWS.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

PyKOBOACTBO aZMUHWCTpaToOpa
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CoobuweHune 06 owmbke: Not a regular file (Ob6vekm He sensemcs galiiom)

Koa owmnbku: x33
BHyTpeHHee o603HaueHne owmnbku: EC_NOT A REGULAR FILE

OnwucaHue: 3anpaluvBaeMblil 06beKT GaitIoBON CUCTEMbI He ABASETCA peryasapHbiM GaiioMm (OH MoXxeT
6bITb KaTaoOroM, COKETOM WY APYrMM OB BbEKTOM).

[ns BbISBAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

MpoBepbTe NPaBWILHOCTL YKa3aHHOTO MMeHM dalina. Eciv HyxHo, ncnpaBbTe NyTb Tak, UTOObI OH BES K
perynspHomy daiiny, 1 NoBTOpUTE Onepauuio.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobueHne 06 owmnbke: Name already in use (Vima yxxe ucnosne3yemcs)

Kopa, owimnbku: <34
BHyTpeHHee o603HaueHue ownbku: EC_NAME ALREADY IN USE

Onucanme: O6BEKT C yKasaHHbIM UMEHEM YXe CyLLLeCTBYeT.

Ana BbIABAEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENbCTB BO3HWKHOBEHWUSA OLINMOKM O3HAaKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ans daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # journalctl gna GNU/Linux man #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbkm
MpoBepbTe NPaBUALHOCTb YKa3aHHOTo NyTu. VcnpasbTe MyTb U MOBTOPUTE OMNepaLyio.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobueHue 06 owmbke: Host is offline (Xocm omkitroyeH)

Kopa, owumnbku: x35
BHyTpeHHee 0603HaueHne ownbkmu: EC_HOST OFFLINE

OnucaHwe: y,ﬂ,aﬂeHHbIl‘/ﬁ y3en HeAOCTyneH no ceTu.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Industrial gns dainosbix cepsepos Unix (Mpu HacTpoikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPEeTb KOMaHAoW # journalctl ana GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.
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YcrpaHeHue ownbku

MpoBepbTe AOCTYMHOCTL TPEGYEMOTO y31a CeTU. MpK HEOBXOANMOCTM UCMPaBbTe aApec y3aa CeTu
NOBTOPUTE OMepaLmo.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Resource limit reached ([JocmueHym npeden ucnosb308aHuUs pecypca)

Kopa, owunbku: <36
BHyTpeHHee 0603HaueHne owmnbkmn: EC_LIMIT REACHED

OnucaHue: [loCTUrHyT Npejen VUCMoJib30BaHWs pecypca.

[ns BbISBAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogepxumbim XXypHana Dr.Web Industrial ansa ¢aiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

MpoBepbTe AOCTYNMHOCTL TPebyemoro pecypca. MNpy HE06XOAMMOCTY YBENNULTE IUMUT Ha
MCMONb30BaHVe pecypca 1 MOBTOPWTE OnepaLyto.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Mounting points are different (PaznudHele moyku MOHMUPOBAHUS)

Kopa, owunbku: <37
BHyTpeHHee o603HaueHue owmnbkmn: EC_CROSS DEVICE LINK

OnucaHwme: BocctaHoBaeHne q)a17|na npegnonaraeT nepemMeLlleHmne Mmexay AsymMa To4kamMum
MOHTUPOBaHUA.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENILCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gns daiinosbix cepsepos Unix (Mpw HacTpoikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPEeTb KOMaHAoW # journalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbkm

Bribepute Apyroii nyTb Ans BOCCTaHOBAeHUs dalina 1 NoBTOpUTe onepaLmto.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ou néxu.

CoobuweHue 06 owmbke: Unpacking error (Owubka pacnakosku)

Kopa, owunbku: x38
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BHyTpeHHee o603HaueHme owmbku: EC UNPACKING ERROR

OnucaHue: He yganocb pacnakoBaTb apxvB (BO3MOXHO, OH 3alUULLEH MAaPOJEM WK MOBPEXIEH).

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepkmmbim xypHaia Dr.Web Industrial gns daiinoBbix cepsepos Unix (Mpu HacTpolikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Jjournalctl ana GNU/Linux nan #

less /var/log/messages ans FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

Y6eauntech, uto dain He noBpexaeH. Eciv apxue 3aluiieH naponeM, CHAMWUTE 3aLLnTy, yka3as
npaBWbHbIN MapOb, ¥ MOBTOPUTE OMNepaLmio.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLUIMOKN.

CoobuweHune 06 owmbke: Virus base corrupted (BupycHas 6aza nogpexoeHa)

Koa owmnbku: x40
BHyTpeHHee 0603HaueHne owmbku: EC_BASE CORRUPTED

OnucaHue: BypycHbie 6a3bl MOBPEXIEHbI.

[ns BbIABAEHMSA BO3MOXXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxmmbim xypHana Dr.Web Industrial ans dannosbix cepsepos Unix (Mpw HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTU K KaTaslory BUPYCHbIX 6a3 1 Npu HEOHXOAMMOCTU UCpaBbTe ero
UwpaMen)VirusBaseDirB(EKQMM[Root]@aﬁﬂaKOHQwaauMm.

e [lns npocmoTpa v UCrpaBieHus MyTu Nepeiante Ha cTpaHuly O6Lme HacTpoiikn Beb-vHTep belica
yrpaBaeHus.

e Takke Bbl MOXETe BOCMO/1b30BaThCA Y WIUTOM ynpaeJeHNA N3 KOMaHAHOVI CTPOKW.
[na npocMoTpa TekyLlero 3HayeHna napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir
ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NapamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nyms >
[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTe BUpPYCHbIE Ha3bl:

e Haxxmute O6HOBUTL Ha cTpaHuue MnaBHaA Beb-nHTepdelica ynpaBaeHus;

® V1N BbINONHNTE KOMaHAY:

$ drweb-ctl update

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.
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CoobuweHune 06 owmbke: Non-supported virus database version (Henoddep>xusaemas sepcus 8upycHbIx
6as)

Kopa, owumnbku: x41
BHyTpeHHee 0603HaueHue owmnbkmn: EC_OLD BASE VERSION

OnucaHue: BupycHble 6a3bl NpeaHasHaueHbl 41 CTapoil BEPCUM MPOrpammMbl.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENCTB BO3HUKHOBEHWUSA OLINMOKM O3HAaKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ans daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # Jjournalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. TpoBepbTe NpPaBWIbHOCTb MyTW K KaTaiory BUPYCHbIX 6a3 1 Npu HEOBXOAMMOCTU UCMpaBbTe ero
(napameTp VirusBaseDir B cekumv [Root] daina koHburypaumm).

e [lna npocMOTpa U UCnpaBaeHUs MyTn Nepenaute Ha cTpaHuLy O6Lme HacTpoukM Beb-nHTepdelica
yrpaBaeHUs.

e Takke Bbl MOXeTe BOCMO/b30BaTbCA 1Y% WAUTOWN ynpaBJeHNA N3 KOMaHAHOl‘;I CTPOKW.
ﬂ,flﬂ NPOCMOTPa TEKYLLEro 3Ha4YeHMA napamMeTpa BBeguTe KoOMaHay:
$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBegUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIl hyme >
,D,J'IFI c6poca 3Ha4yeHuA napamMeTpa B 3Ha4YeHMne Nno yMOJIHaHUIO BBeAUTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBUTe BMPYCHble 6a3bl:

e Haxxmute OGHOBUTb Ha CTpaHuue FnaBHan Be6—|/|HTepq;e|7|ca yrnpaBJeHUA;
® VN BbINONHUTE KOMaHAY:

$ drweb-ctl update

Ecan YCTpaHWTb Ol VI6Ky He yAaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL néKun.

CoobuweHune 06 owmbke: Empty virus database (BupycHas 6a3a nycma)

Koa owmnbkn: x42
BHyTpeHHee o603HaueHue owmbkn: EC_EMPTY BASE

OnwucaHue: BupycHas 6a3a nycra.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLIMOKM O3HAaKOMbTECH C
cozepxkmmbim xypHana Dr.Web Industrial gns daiinoBbix cepsepos Unix (Mpu HacTpolikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # journalctl gna GNU/Linux man #

less /var/log/messages ans FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.
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YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTU K KaTafory BUPYCHbIX 6a3 1 Npu HeEOHXOAMMOCTU UCpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] daiia koHbUrypaLumm).

e [1ns npocMoOTpa 1 UcnpaBiaeHUs nyTn neperante Ha cTpaHuly O6ume HacTpoukn Beb-nHtepdeiica
yripaBaeHus.
e Taioke Bbl MOXeTe BOCMOb30BaTbCs YTWIUTON YrpaB/eHMs U3 KOMaHAHOMN CTPOKM.

[na npocMmoTpa TekyLllero 3HayeHVs napamMeTpa BBeAWTe KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir

,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nyme >

[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTe BUpYCHbIE Ha3bl:

e HaxxmuTe O6HOBUTL Ha cTpaHuue FnaBHasA Beb-nHTepdelica ynpaBaeHus;

® V1N BbINONHNTE KOMaHAY:

$ drweb-ctl update

Ecnm yctpanntb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Object cannot be cured (O6vekm He Moxxem 6bimb BblieyeH)

Kopa, owunbku: =43
BHyTpeHHee 0603HaueHne owmnbkmn: EC_CAN NOT BE CURED

Onucanue: [leiictrie Jleuntb 66110 MPUMEHEHO K HEU3NEUMMOMY OB BEKTY.

[ns BbIBAEHMS BO3MOXXHOMN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogep>xumbim XypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbkm
BbibepuTe felicTBrE, AOMYCTUMOE ANS JAaHHOTO 06beKTa, ¥ MOBTOPUTE OmnepaLmio.

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobuieHne 06 owmbke: Non-supported virus database combination (Henoddep usaemas kombuHayusi
8upycHbIx 6a3)

Kopa, owinbku: x44
BHyTpeHHee o603HaueHue ownbku: EC_INVALID BASE SET

OnucaHwme: HecoBmecTMmble BUPYCHblIE 6asbl.
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xxkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTU K KaTafory BUPYCHbIX 6a3 1 Npu HEOHXOAMMOCTU UCpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] daiia koHbuUrypaumm).

e [1ns npocMoOTpa W UcnpasiaeHus Nyt neperante Ha cTpaHuly O6ume HacTpoukn Beb-nHtepdeiica
yrpaBaeHus.

e Taioke Bbl MOXeTe BOCMOb30BaTbCs YTWIUTON YrPaB/eH/s U3 KOMaHAHOMN CTPOKM.
[ns npocMoTpa TekyLlero 3HayeHus napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nyme >
[nsa cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTe BUpYCHbIE Ha3bl:

e HaxxmuTe O6HOBUTL Ha cTpaHuue FnaBHaA Beb-nHTepdelica ynpaBaeHus;
® VAW BbIMOJHWATE KOMaHAY:

$ drweb-ctl update

Ecnv yctpanutb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Scan limit reached (JocmueHym npeden nposepku)

Kopa, owunbku: x45
BHyTpeHHee 0603HaueHne owmnbkmn: EC_SCAN LIMIT REACHED

OnucaHue: MNpy ckaHMPOBaHUM 06bekTa MPeBbILLEHbI 3aAaHHbIE OTPAHWYEHMS (HaMpyYMep, Ha BEIUUMNHY
pacnakoBaHHOro daina, Ha raybuHy YpOBHEN BAOXEHHOCTU U T. .).

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWS OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial ans ¢aiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHWIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ans GNU/Linux nanm #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. VI3MeHWTe orpaHnyeHns Ans CKaHMPOBaHWA 0OBEKTOB (B HACTPOWMKax COOTBETCTBYHOLLLETO
KOMMOHeHTa) Nt06bIM YA06HBIM BaM Ccnocobom:

® MCNOJIb3yA CTPaHULY HaCcTpOeK 3TOro KOMMNOHEHTa B Be6—|/|HTep¢e|7|ce yrnpaBJeHUA;
e Mpu NoMoLwm KomaHa drweb-ctl cfshow ndrweb-ctl cfset.
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2. TMocne U3MeHeHVs HacTpoek MOBTOPUTE onepaLmto.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHune 06 owmbke: Authentication failed (HesepHele yyemHbie 0aHHbIE NOb308aMess)

Kopa, owumnbku: x47
BHyTpeHHee 0603HaueHne owmnbkmn: EC_AUTH FAILED

OnwucaHue: MNonbiTka NPOWTY ayTEHTUPMKALMIO C HEBEPHBIMU YUETHBIMUN AaHHBIMW NMOb30BaTeNS.

AN BbIsABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHWIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

rlOBTOpI/ITe NOnMbITKY ayTEHTI/Iq)I/IKaLU/IVI, yKa3aB npaBWbHble YyYETHbIE AaHHbIE MO/Ib30BaTeENA, UMEKOLLEro
HeO6XO/J|I/IMbIe NOoJIHOMOUKMA.

Ecnm yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY U COOBLMTE KOZ OLLINOKN.

CoobuweHune 06 owmbke: Authorization failed (lMonv3osamens He umeem mpebyemsix npas)

Kopa, owunbku: =48
BHyTpeHHee 0603HaueHne owmnbkmn: EC_NOT AUTHORIZED

OnucaHwe: TEKyLLI,VIl‘/II NnoJsib30BaTe/ib HE UMEET MNMpaB Ha BbIMOJIHEHNE Tpe6ye|v|017| onepauunn.

[ns BbIBAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogep>xumbim XypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbkm

nOBTOpVITe NOMNbITKY aBTOPU3aUnn, yKa3aB npaBWibHbl€ y4eTHbIE AaHHbIE MOJib30BaTeNd, MMerLwero
HEO6XOAMMbIe MONTHOMOUYMA.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobueHne 06 owmbke: Access token is invalid (Hedonycmumeili mokeH docmyna)

Kopa, owunbku: <49
BHyTpeHHee 0603HaueHue owmnbkmn: EC_INVALID TOKEN

Onucanue: KomnoHeHT Dr.Web Industrial ans ¢annosbix cepeepos Unix npesbaBua HEKOPPEKTHbIN
TOKEH aBTOpM3aLymM NP NMomMbITKE BbINOJHEHNUA Oonepauuy, TpebyroLein NoBbIWeHHbIe NpaBa.
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xxkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

Mporiante ayTeHTMdMKaALMIO, YKa3aB NpaBWibHbIe YYETHblE JaHHbIe NOb30BaTesls, MMEIOLLEro
Heob6X0AMMbIE MOJHOMOUMS, U MOBTOPUTE OMepaLuio.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuweHue 06 owmbke: Invalid argument (Hedonycmumeili apaymeHm)

Koa owmnbku: x60
BHyTpeHHee 0603HaueHne ownbku: EC_INVALID ARGUMENT

OnucaHue: KoMaHaa He MOXET ObITb BbIMNOJIHEHA, TaK KaK yKa3aH HeJOMyCTUMBbIA apryMeHT.

AN BbIABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHNS OLINOKM O3HAKOMbTECH C
conep>xkmumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

1. MNpoBepbTe NPaBWILHOCTb HaMUCaHWA 1 GopmaT KOMaHAbI.

2. TosTopute Tpebyemoe feNcTBME, yKa3as JONYCTUMbIA apryMeHT.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Invalid operation (Hedonycmumas onepayus)

Kopa, owumnbku: x61
BHyTpeHHee o603HaueHue owmbku: EC INVALID OPERATION

OnucaHue: CoBepLueHa NOMbITKa BbIMOJAHWUTL HEAOMYCTUMYHO KOMaHAy.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

MoBTopuTe Tpebyemoe AelCTBME, YKa3as JOMYCTUMYHO KOMaHay.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatutech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKA.
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CoobuweHune 06 owmbke: Superuser privileges required (Tpebyromcs NOJHOMOYUS Cynepnosib308amess)

Koa owmnbku: x62
BHyTpeHHee 0603HaueHMe ownbku: EC_ROOT ONLY

OnucaHue: [1/15 BbINOJHEHWA TpebyeMOoro AeicTBms TpebyroTCs NOJHOMOUMS Cyneproib30oBaTens.

[ns BbIABAEHVS BO3MOXHOW MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogepxkmmbim xypHana Dr.Web Industrial ans garnosbix cepsepos Unix (Mpw HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naum #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

[MoBbICcbTE CBOMU npaea A0 Cynepnoab30BaTe/idA N MOBTOPUTE Tpe6yeM0e AeﬁCTBMe. ,ﬂ'ﬂﬂ NnoBblWWIEHNA
npaB MOXXHO BOCMOJIb30BaTbCA KOMaHAOl‘;I su Win sudo.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobueHne 06 owmbke: Not allowed in centralized protection mode (He paspeweHo e pexume
yeHmMpanu3os8aHHoU 3awjumei)

Kopa, owumnbku: x63

BHyTpeHHee 0603HaueHne owmnbkmu: EC_STANDALONE MODE ONLY

OnucaHue: Tpebyemoe AeNCTBUE MOXHO BbIMOJIHUTL TO/IbKO Mpu paboTte Dr.Web Industrial ans

dannoBbIx cepBepoB Unix B aBTOHOMHOM pexXuMe.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTEChH C
cozepxkmmbim xypHana Dr.Web Industrial gns dainoBbix cepsepos Unix (Mpw HacTpolikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # journalctl ana GNU/Linux man #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

Mepeseaunte Dr.Web Industrial gns darinosbix cepepoB Unix B @aBTOHOMHbIN PeX1M 1 MOBTOpUTE
onepaupo cHoBa.

Ans nepesoga Dr.Web Industrial ans parinoBbix cepepoB Unix B @aBTOHOMHbIA PeXNM:

e cHpocbTe pnaxkKok BKAOUUTD PeXKNMM LLEEHTPaIM30BaHHOM 3alUTbl Ha CTPAHMWLE HACTPOekK
LleHTpanusoBaHHan 3awuTta Beb-nHTepdeiica ynpaBaeHus;

® /I BbINONHNTE KOMaHAY:

# drweb-ctl esdisconnect

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatutech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLUIMOKA.

Coob6uweHune 06 owmbke: Non-supported OS (Henoddepxxusaemas OC)

Kopa, owumnbku: x64
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BHyTpeHHee o603HaueHue owmbku: EC NON SUPPORTED OS

Onucanue: OnepaupoHHas cucTema, yCTaHOBAEHHas Ha y3ne, He nogaep>xusaetcs Dr.Web Industrial ans
dalinosbix cepeepos Unix.

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xxkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (npu HacTporikax no
YMOJIYaHWIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku
YcTaHOBUTE OMEPaLMOHHYHO CUCTEMY U3 CMINCKA, YKa3aHHOTO B CUCTEMHbIX TPe6OBAHUSX.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLUIMOKN.

CoobuweHune 06 owmbke: Feature not implemented (PyHkyus He pedsu308aHa)

Koa owmnbku: x65

BHyTpeHHee 0603HaueHne owmnbkmM: EC_UNKNOWN OPTION

OnwucaHue: 3anpalunBaemMble QYHKLMM KOMMOHEHTa OTCYTCTBYHOT B TEKyLLEl BEPCUN.

[na BbIABNEHUA BO3MOXHOM MPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLIMOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial ans dannosbix cepsepos Unix (Mpw HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue owmnbku
Monpobyiite cobpocutb HacTpoikn Dr.Web Industrial ana darinosbix cepeepos Unix B 3HauYeHWs no
YyMONYaHMIO.

[ns 3toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npu atom pekomeHayeTcs
COXPaHWUTb Pe3epBHYH KOMUK KOHOUrYpaLMOHHOro daiina), HanpuMep, BbIMOJHUB KOMaHAb!:

e ans GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e anqa FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn paiina kOHGUrypauum nepesanycrmte AeMOH ynpaBieHus KOHPUrypaLmen, BbINoaHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.
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Coob6uweHune 06 owmbke: Unknown option (HeuzsecmHsili hapamemp)

Koa owmnbku: x66
BHyTpeHHee 0603HaueHne owmnbkmM: EC_UNKNOWN OPTION

OnwucaHue: Dain KoHbUrYPaLWKU COAEPXUT NapaMeTPbl, HEU3BECTHbIE UK He MOAAePKVBAaEMbIe B
TekyLiel Bepcum Dr.Web Industrial ans dannosbix cepsepos Unix.

[ns BbISBAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. Otkpoite dain /etc/opt/drweb.com/drweb.ini gna GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD B nto6oM TeKCTOBOM pesakTope,
yAanuTe CTpOKy, CoZep>Kallyto HeAOoMyCTUMbIN NapameTp, coxpaHuTe Galin 1 nepesanycTute 4eMoH
ynpasaeHua KoHpurypaupent Dr.Web ConfigD, BbINONHMB KOMaHAy:

# service drweb-configd restart

2. Ecnv 3to He nomoxkeT, nonpobyiite cobpocuts HacTpoiku Dr.Web Industrial ans daiinoBbix cepsepoB
Unix B 3HaUeHUs MO YMONUaHWIO.

[ns 3toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npu atom pekomeHayeTcs
COXPaHWUTb pe3epBHYH KOMUK KOHOUrYpaLMOHHOro daiina), HanpuMep, BbIMOJHUB KOMaHAb!:

e ans GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e anqa FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn paiina kOHPUrypauum nepesanycrmte AeMOH ynpaBieHus KOHPUrypaLmen, BbINoaHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuieHne 06 owmbke: Unknown section (Heuzsecmras cekyusi)

Kopa, owumnbku: x67
BHyTpeHHee 0603HaueHne owmnbkmn: EC_UNKNOWN SECTION

OnwucaHue: Dain KOHOUIYPaLWK COAEPKUT CEKLIMW, HEU3BECTHbIE UAN HE NOAAEP>KMBaEMblE B TekyLLen
Bepcum Dr.Web Industrial gns ¢annosbix cepeepos Unix.

Ana BbIABAEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENbCTB BO3HUKHOBEHWUSA OLINOKM O3HAKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial agns daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # Jjournalctl gna GNU/Linux nan #
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less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. OTkpoite dpain /etc/opt/drweb.com/drweb.ini gna GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD B nt060M TEKCTOBOM pesakTope U
yAanuTe HeM3BECTHYIO CeKLMIO, MOoC/1e Yero coxpaHute ¢ain 1 nepesanycrute AeMOH yrnpaBaeHUs
koHurypaumen Dr.Web ConfigD, BbINOAHWB KOMaHAY:

# service drweb-configd restart

2. Ecnv 3to He nomoxkeT, nonpobyite cbpocuts HacTpoiku Dr.Web Industrial ans daiinoBbix cepsepoB
Unix B 3HaUEHWsA MO YMOIYaHWIO.

[ns 3TOro ouncTute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini gns GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs
COXPaHUTb PE3ePBHYHD KOMUKO KOHAUIypaLUmMoHHOro daiina), HanpuMep, BbINOJHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

o nnq FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn daiina koHPUrypauum nepesanyctmte AeMOH ynpaBieHus KOHPUrypaumen, BbINoaHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KO OLWNOKN.

CoobuweHune 06 owmbke: Invalid option value (Hedonycmumoe 3HayeHue napamempa)

Kopa, owumnbku: x68
BHyTpeHHee 0603HaueHne ownbkmu: EC_INVALID OPTION VALUE

OnucaHwe: ﬂrﬂﬂ O4HOTO UAN HECKOJIbKMX MapaMeTpoOB B gpaﬁne KOHQDI/II'yF_)aQI/II/I yKa3aHO HegonyctnMmoe
3HaueHue.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHana Dr.Web Industrial gns daiinoBbix cepsepos Unix (Mpw HacTpolikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # journalctl gna GNU/Linux man #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. VI3meHwuTe 3HaueHve napameTpa NtobbiM yaA0OHbBIM 414 Bac cnocobom:
® 1ICMO/Ib3yA CTPaHWLY HAaCTPOeK 3TOro KOMMOHeHTa B Beb-nHTepdelrice ynpaBaeHus;
e Mpu NomMoLwm KomaHg drweb-ctl cfshow U drweb-ctl cfset.

Ecam Bbl He 3HaeTe, Kakoe 3HayeHue napameTpa 40NyCcTMo, O6paTVITECb K CrnpaBKe MO KOMMOHEHTY,
MCcnonb3yrouemy AaHHbIl‘;I napameTp, nimn nonbiTanTech C6p0CVITb 3Ha4yeHne 3Toro napamMeTpa B
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3Ha4yeHne Nno yMoa4aHUo.

2. Takke MOXHO OTpeAaKkTMpOBaTb HeMocpeAcTBeHHO dain
KoHbUrypaummn /etc/opt/drweb.com/drweb. ini gna GNU/Linux
wam /usr/local/etc/drweb.com/drweb.ini ans FreeBSD. [lns 3TOro otkpoite ero B At06om
TEKCTOBOM pefakTope, Haiaute CTpOKy, CoAepkallyto HeAOMNYCTUMOE 3HaueHVe napamMeTpa, 3ajaiTe
JOMyCTMMOE 3HaueHve, coxpaHuTe Gaiin 1 nepesanyctute 4EMOH yrnpaBaeHus KoHUrypaumen

Dr.Web ConfigD, BbINONHUB KOMaHAY:

# service drweb-configd restart

3. Ecav npeabigylmve Wwaru He Nomorau, nonpobyirte copocutb Hactpoikn Dr.Web Industrial ans
darnoBbix cepBepoB Unix B 3HaYeHUs MO YMONYaHWIO.

[ns atoro ounctute cogepxmmoe daina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npu aToM pekomeHayeTcs
COXPaHUTb PE3ePBHYH0 KOMUIO KOHOUIYPaLMOHHOIO dalina), HanpuMmep, BbIMOJHUB KOMaHZAbI:

e a5 GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

o ana FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkm daitna koHbUrypauum nepesanycrute 4eMoH ynpasaeHns KOHGUrypaLmen, BbINOHMB
KOMaHzy:

# service drweb-configd restart

Ecnu yctpaHuTtb owmbky He yaactcsa, obpatntech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobuieHne 06 owmbke: /nvalid state (Hedonycmumoe cocmosiHue)

Kopa, owunbku: x69
BHyTpeHHee o603HaueHne owmnbku: EC_INVALID STATE

OnucaHue: Hegonyctmmoe coctosiHne komnoHeHTa wav Dr.Web Industrial gns darinoseix cepsepos Unix
B Lie/IOM A5 BbIMNOJIHEHVA 3anpOLLEHHOM onepaLymm.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWS OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial ans ¢aiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHWIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ans GNU/Linux nanm #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. MoBTopuTe TpebyeMoe AeicTBME Yepe3 HEKOTOPOE BPeMs.

2. Tpw nosTopeHun owmnbkm nepesanyctute Dr.Web Industrial ans dannosbix cepsepos Unix,
BbINOJIHVB KOMaHAy:

# service drweb-configd restart
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Only one value allowed (Pa3peweHo mosbko 00HO 3Ha4YeHue)

Koa owmnbku: x70
BHyTpeHHee o603HaueHue owmbku: EC NOT LIST OPTION

OnucaHue: B daine koHburypaumm ans napamerpa, KOTOPbI MOXET UMETb TOJIbKO OZHO 3HauyeHue,
3a/laHo 3HaueHue B BUAE CKMCKa.

[ns BbIABAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxmmbim xypHana Dr.Web Industrial ans dannosbix cepsepos Unix (Mpw HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. VI3meHwuTe 3HaueHve napameTpa NtobbiM yA0OHbBIM /18 BaC Cnocobom:

® 1ICMOJb3ysA CTPaHWULY HAaCTPOeK 3TOro KOMMOHeHTa B Beb-uHTepdelice ynpaBaeHus;
® Mpu NOMOLWMK KOMaHa drweb—-ctl cfshow M drweb-ctl cfset.
Ecnu Bbl He 3HaeTe, kakoe 3HaueHWe NapameTpa AOMNycTMMO, 0bpaTUTech K CpaBke MO KOMMOHEHTY,

MCMONb3YHOLWLEMY JaHHbIA NapameTp, WA NonbITanTecb CHPOCUTL 3HaUeHMe 3TOro NapamMeTpa B
3HaYeHue Mo yMONYaHWIO.

2. Takke MOXHO OTpeAakTMpOBaTbh HEMoCpeACcTBEHHO dain
KoHurypaumm /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wan /usr/local/etc/drweb.com/drweb.ini ans FreeBSD. [lns 3T0ro oTkpoite ero B At0o6om
TEKCTOBOM pefakTope, HaauTe CTPOKY, COZep Kallyto HeZlonyCcTMMOe 3HaueHne napameTpa, 3ajamnte
JOMNyCTMMOe 3HayeHve, coxpanute Gain 1 nepesanycTute 4eMOH yrnpaBaeHus KoHdUrypaupein
Dr.Web ConfigD, BbINOAHWB KOMaHAY:

# service drweb-configd restart

3. Ecav npeabiaylve Wwaru He Momorau, nonpobyite copocutb Hactpoiku Dr.Web Industrial ans
dannoBbix cepeepoB Unix B 3HaUEHWS MO YMOAYAHWIO.

[ns 3TOro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini gns GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npu atom pekomeHayeTcs

COXPaHUTb PE3EPBHYH KOMUIO KOHOUIypaLUmMoHHOro darina), HanpuMmep, BbINOJHUB KOMaHZAbI:
e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ana FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn paiina kOHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHPUrypaLmen, BbINoAHMB
KOMaHay:

# service drweb-configd restart
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHue 06 owmbke: Record not found (3anuce He HalideHa)

Kopa, owumnbku: x80
BHyTpeHHee o603HaueHue owmnbkn: EC_ RECORD NOT FOUND

OnucaHue: ViHbopmaums o HalgeHHOW yrpo3e OTCyTCTBYeT (BO3MOXHO, yrpo3a yxe 6bina obpaboTtaHa
APYrMM KOMMOHEHTOM).

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepkmmbim xypHaia Dr.Web Industrial gns dainosbix cepsepos Unix (Mpu HacTpolikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Jjournalctl ana GNU/Linux nan #

less /var/log/messages ans FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue owmbkm
OB6HOBWTE CMUCOK Yrpo3 Yepes HEKOTOPOEe BPEMS.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Record is in process now (3anuce obpabameiseaemcsi 8 0aHHbIlU MOMeHM)

Kopa, owumnbku: x81
BHyTpeHHee o603HaueHue owmbku: EC RECORD BUSY

OnucaHume: Yrpo3sa yxe obpabaTbiBaeTcs ApPYriuM KOMMOHEHTOM.

AN BbIsABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue owmbkm
OB6HOBWTE CMUCOK Yrpo3 Yepes HEKOTOPOEe BPEMS.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: File has already been quarantined (Palin yxxe Haxodumcs 8 kapaHmMuHe)

Kopa, owunbku: =82
BHyTpeHHee 0603HaueHne owmbKku: EC_ QUARANTINED FILE

OnucaHue: Palin yxxe HaXOAWTCA B KapaHTMHe. BO3MOXHO, yrposa yxe 6bina obpaboTaHa apyrvim
KOMMOHEHTOM.

[Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 O6CTOATENLCTB BO3HUKHOBEHWUSA OLINOKM O3HAKOMbTECH C
cogep>xumblim XXypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

PyKOBOACTBO aZMUHWCTpaToOpa

330



Ty
),
A

A
$

MpunoxxeHus

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku
O6HOBWUTE CMMCOK YrpO3 Yepe3 HeKOTOpPOe Bpems.

Ecnu yctpaHutb owmbky He yaactcs, obpatntech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KO OLWNOKN.

CoobuweHune 06 owmbke: Update zone is not provided on disk (30Ha obHos1eHuUA Ha ducke HeAoCmMynHa)

Kopa, owunbku: x84

BHyTpeHHee o603HaueHue owmnbkm: EC_NO ZONE ON DISK

OnucaHue: MNonbiTka 06HOBAEHWA BUPYCHbIX 6a3 B pexxme opdaaiiH 3aBeplunnack Heyaayen.
Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEHWS OLINOKM O3HAKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ans ¢aiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ans GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. Y6eautechb, UTo MyTb K YCTPOWCTBY, C KOTOPOFrO MPOU3BOAUTCS OBHOBEHWE, YKa3aH BEPHO.

2. Y6ep,V|Ter, YTO NONb30BaTE/Ib, OT MMEHN KOTOPOTO BbINONHAETCA ob6HOBANEHNE, O6ﬂaAaET npagamu
Ha YTeHWe KaTasora ¢ O6HOBAEHUAMMU.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Cannot backup before update (He ydasnoce coxpaHume pe3epsHyro konuro neped
0bHoeieHuem)

Kopa, owunbku: x89
BHyTpeHHee 0603HaueHne owmnbkmn: EC_BACKUP FAILED

Onucanue: lNepes HauanoM 3arpy3km 0H6HOBIEHWI C cepBepa OHHOBAEHWUIN He YAAaN0Ch COXPAHUTb
pe3epBHY0 KOMUKO Noa/iexallnx 0O6HOBeHWIO Gannos.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHana Dr.Web Industrial gns daiinoBbix cepsepos Unix (Mpw HacTpolikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # journalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTW K KaTaNory, XpaHsLLemMy pe3epBHble KOMuM 06HOBASEMbIX GalinioB 1
npv HeobxoAMMOCTM UcnpaBbTe ero (MapameTp BackupDir B cekumn [Update] daiina

KoHburypaumm).
e /1ns npocMOTpa 1 UCnpaBaeHUs MNyTn neperante Ha cTpaHuly HacTpoek Updater Be6-uHtepdeiica
yrpaBAeHUs.

e Bbl Takoke MOXKeTe BOCMOIb30BaThCA YTWIUTOW YNpaBaeHnus U3 KOMaHAHOI7I CTPOKMW.
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[na npocMoTpa TekyLlero 3HayeHns napameTpa BBeAUTE KOMaHAIY:
$ drweb-ctl cfshow Update.BackupDir

ﬂ,}'lﬂ YCTaHOBKM HOBOTO 3Ha4e€HUA napamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Update.BackupDir <H06Hﬁlnﬂnb>

[nsa cbpoca 3HayeHVs NapamMeTpa B 3HaYeHWe Mo YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Update.BackupDir -r
2. O6HoBwUTe BUpYCHble Ha3bl:
e HaxxMuTe OBHOBUTbL Ha cTpaHuue MnaBHaA Beb-uHTepdeiica ynpasieHus;
® VN BbINOJIHUTE KOMAaHZAY:

$ drweb-ctl update

3. Ecav owmnbka noBTOPSAETCA, MPOBEPbLTE, YTO MOJ/b30BaTe/b, OT UMEHN KOTOPOTO WUCMOHAETCS
KOMFMOHEHT, MMeeT npaBa Ha 3anuncb B KaTafor, yka3aHHblA B napameTpe BackupDir. Nms
nofib30BaTeNs yka3aHo B NapameTpe RunAsUser. [pn HEOHXOAMMOCTU M3MEHUTE UMS
noNb30BaTeNs, U3MEHVB 3HaueHve napamMeTpa RunAsUser, AW NpeAOCTaBbTe HeAOCTaloL e npaBa
B CBOWCTBaxX KaTajora.

4. Ecav owmnbka NnoBTOpPAETCA, NepeycTtaHoBUTE NMakeT drweb-update.

WNHcTpykumm no yctaHoBke 1 yaaneHunto Dr.Web Industrial gns dannosbix cepsepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHoska Dr.Web Industrial ana dainosbix cepeepos Unix 1

Ynanenve Dr.Web Industrial ans darinosbix cepsepos Unix.

Ecan YCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHUYECKYHO NOAAEDXKKY U COO6LLI,VITe KOA ow noKun.

CoobuweHune 06 owmbke: Invalid DRL file (Hedonycmumeili DRL-cpalin)

Koa owmnbku: x90

BHyTpeHHee 0603HaueHne ownbku: EC_BAD DRL FILE

OnucaHue: HapylieHa cTpykTypa oaHOro u3 ¢haiioB Co Cnnckamm cepeepoB 0OHOBAEHWIA.

AN BbIfABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue owmnbku
1. MNpoBepbTe NPaBWILHOCTL MyTW K Gainy Cnmcka cepBepoB U NPu HeOHXOAMMOCTU UCMpaBbTe ero
(napameTpbl ¢ UMeHeM BWaa *Dr1Dir B cekumn [Update] daina koHburypaumm).

e [1ns npocMOTpa 1 UCnpaBaeHUs MyTW neperaute Ha cTpaHuly HacTpoek Updater Be6-uHtepdeiica
yrpaBaeHus.

e Bbl Takke MOXeTe BOCMOAb30BaTbCA 1'% WAUTOWN ynpaBJeHUA N3 KOMaHAHOI‘/’I CTPpOKW.

[ns npocMoTpa Tekylero 3HayeHws napamMeTtpa BBeauTe KoMaray (< *DrlDir> Hy>KHO 3aMeHUTb Ha
UMS KOHKPETHOro napametpa. Ecav msa napameTpa HeM3BeCTHO, MPOCMOTPUTE 3HAUEHNA BCEX
napameTpoB B CeKLMW, ONYCTUB YacCTb KOMaHAbI, 3aKNt0UEHHYHO B KBajpaTHble CKOOKM):

$ drweb-ctl cfshow Updatel[.<*DrlDir>]
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[lna ycTaHOBKM HOBOTO 3HaueHWs napameTpa BBeaute koMaHay (< *DriDir> Hy>HO 3aMeHWUTb Ha UMS
KOHKPEeTHOro napametpa):

# drweb-ctl cfset Update.<*DrlDir> <Hosblli nyme >

[Ans cbpoca 3HaueHWs NapameTpa B 3HaUeHWe Mo YyMOUYaHUIO BBeAWTe KoMaHay (< *DriDir> Hy>Ho
3aMeHUTb Ha UMs KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r

O6HoBWTe BUPYCHble Ha3bl:

e Haxxmute O6HOBUTL Ha cTpaHuue MnaBHaA Beb-nHTepdelica ynpaBaeHus;

® VIV BbINOJHUTE KOMaHAY:
$ drweb-ctl update
Ecnv ownbka noBTOpSETCA, NepeycTaHoBUTE NakeT drweb-update.

NHcTpykummn no yctaHoske 1 yaaneHuto Dr.Web Industrial ans dainosbix cepeepos Unix u ero
KOMFMOHEHTOB CM. B pa3genax YcraHoska Dr.Web Industrial ana dainosbix cepeepos Unix 1

Ynanenve Dr.Web Industrial ana datinoebix cepeepor Unix.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobueHne 06 owmbke: Invalid LST file (Hedonycmumeili LST-¢patin)

Kopa, owunbku: <91

BHyTpeHHee o603HaueHue owmnbku: EC_BAD LST FILE

OnucaHue: HapylueHa cTpykTypa daiina ¢ nepeyHeM 06HOBASEMbIX BUPYCHbIX 6a3.

[Ana BbIABAEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWUSA OLINMOKM O3HAKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ans daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # Jjournalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbkm

1.

O6HoBUTE BMpPYCHble Ha3bl MOBTOPHO Yepe3 HEKOTOPOE BPeMms:

e Haxxmute OGHOBUTb Ha CTpaHuue FnaBHan BE6-VIHTqu2€l7lca yrnpaBJeHUA;
® VN BbINONHUTE KOMaHAY:

$ drweb-ctl update
Ecav ownbka NOBTOPAETCA, NnepeyCctTaHOBUTE NakeT drweb-update.

NHcTpykumm no yctaHoBke v yaanenuto Dr.Web Industrial gns ¢avinoebix cepepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHorka Dr.Web Industrial ana dannosbix cepeepos Unix 1

Ypanenve Dr.Web Industrial ans dainosbix cepsepos Unix.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHWYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL neKun.

CoobuweHune 06 owmbke: Invalid compressed file (Hedonycmumeili cxkameiti ¢palin)
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Koa owmnbku: x92
BHyTpeHHee 0603HaueHne ownbkmu: EC_BAD LZMA FILE

OnucaHue: HapylieHa CTpyKTypa 3arpy>xeHHoro daina ¢ 06HOBAEHUAMMW.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepkmmbim xypHaia Dr.Web Industrial gns daiinoBbix cepsepos Unix (Mpu HacTpolikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Jjournalctl ana GNU/Linux nan #

less /var/log/messages ans FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

O6HoBwWTEe BUPYCHble 6a3bl MOBTOPHO Yepe3 HEKOTOPOe BPeMS:

e HaxxmuTe OBHOBUTb Ha cTpaHuue MnaBHaA Beb-uHTepdeiica ynpasieHus;

® V1N BbINONHNTE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Proxy authentication error (Owubka aymeHmugukayuu Ha npokcu-cepeepe)

Koa owmnbku: x93
BHyTpeHHee o603HaueHne owmnbkmu: EC_PROXY AUTH ERROR

OnwucaHue: He yaanocb NOAKNOUMTLCSA K CepBEPaM OOHOBAEHWIA Yepe3 NMPOKCK-CEPBEP, YKa3aHHbIN B
HaCTpOWKax.

[ns BbIBAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogep>xumbim XypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbkm

1. TpoBepbTe NpPaBWIbHOCTb NapaMeTPOB NMOAKIOUEHNS K MPOKCU-cepBepy (3a4atoTcs B MapameTpe C
MMeHeM Proxy B cekuun [Update] QQaI7IJ1a KOHQMrypauMM).

e [1ns npocMoOTpa 1 3aaHns NapamMeTpoB MNOAKIHOYEHNUS NepenanTe Ha cTpaHuly Hactpoek Updater
Beb-uHTepdelica ynpasaeHs.

e Bbl Takke MOXeTe BOCMNOAb30BaTbCA yTI/IﬂI/ITOI7I ynpaBJaeHUA N3 KOMaH,ﬂ,HOVI CTPOKW.
,ﬂ,]’lﬂ NPOCMOTPa TEKYLLEro 3Ha4yeHnAa napamMmeTpa BBegunte KoOMaHay:
$ drweb-ctl cfshow Update.Proxy
ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NapaMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Update.Proxy <HO8ble hapamempol>
[ns cObpoca 3HaueHVs napamMeTpa B 3HaYEHMWE MO YMOJYaHUIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Update.Proxy -r
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2. O6HoBwUTe BUpYCHble Ha3bl:

e HaxxMuTe OBHOBUTb Ha cTpaHuue MnaBHaA Beb-uHTepdeiica ynpasieHus;

® V1N BbINONHNTE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKA.

CoobuweHune 06 owmbke: No update servers available (Hem docmynHeix cepgepoe 06Hoss1eHUL)

Kopa, owumnbku: x94
BHyTpeHHee 0603HaueHne owmbku: EC_NO UPDATE SERVERS

OnucaHume: He Y4anocCb NnOAKIHOYNTECA HN K O4HOMY U3 CEPBEPOB O06HOBAEHWIA.

[ns BbIABAEHMS BO3MOXHOW MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxkmmbim xypHana Dr.Web Industrial agns dannosbix cepsepos Unix (Mpu HacTpolikax no
YMOJIUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naum #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. I'Iposepre LOCTYNMHOCTb CETU N UCNPaBbTE MPU HeO6XOAI/IMOCTI/I ceTeBble HaCTpOI?IKI/I.

2. Ecnv pocTyn K ceTi BO3MOXEH TOJIbKO Yepes MpoKCu-cepBep, 3ajaite napameTpbl MOAKIOYUEHMS K
npoKcu-cepBepy (3ajatoTcs B NapameTpe C UMEHeM Proxy B cekumn [Update] dalia

KoHburypaumm).
e /108 npocMOTpa 1 3aaHns NapamMeTpoB MOAKIHOYEHNUS NepenanTe Ha cTpaHuuy Hactpoek Updater

Beb-mHTepdelica ynpasaeHus.

e Bbl Takke MOXeTe BOCMNOAb30BaTbCA 1'% WAUTOWN ynpaBJaeHUAa N3 KOMaHAHOl‘;I CTPOKW.
[na npocMmoTpa Tekylero 3HayeHvs napameTpa BBeAUTe KOMaHAY:
$ drweb-ctl cfshow Update.Proxy
ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Update.Proxy <HOBble hapamempsbl>
[ns cbpoca 3HaueHVs napamMeTpa B 3HaYeHMe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Update.Proxy -r

3. Ecaum napameTpbl CETEBOrO MOAKIOYEHVS, B TOM UYMC/IE MCMOJIb3YEMOTO MPOKCU-CePBEPa,
npaBWibHble, a OLIMBKa NPOUCXOAUT, YEeaNTeCh B TOM, YTO Bbl UCMOJIb3YeTe AOCTYMHbINA CMMCOK
cepBepoB 06HOB/IEHNS. NepeueHb UCMOb3yeMbIX CEPBEPOB OOHOBAEHWS YKa3blBaeTCs B
napameTpax Buia *Dr1Dir B cekuun [Update] daiina KoHPUrypaLmm.

Ecnn napameTpbl BUga *CustomDr1Dir yKa3blBakOT Ha CYLLECTBYHOLLUIA KOPPEKTHBIN

@ dbalin cnucka cepBepoB, TO yKasaHHble TaM cepBepbl BYAYT UCMO/Ib30BaTbCA BMECTO
CepBepoOB CTaHAAPTHOW 30HbI OOHOBJIEHMS (3HAYEHME, YKa3aHHOE B COOTBETCTBYHOLLEM
napameTpe *Dr1Dir, UTHOPUPYETCH).

e /10 npocMOTpa 1 3aaHns NapamMeTpoB MOAKIHOYEHUs NepenanTe Ha cTpaHuuy Hactpoek Updater
Beb-nHTepderica ynpaBaeHus.
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e Bbl Takoke MOXKeTe BOCMOb30BaAThCA YTWIUTOW yNpaBaeHus U3 KOMaHAHOIZ CTPOKMW.

[ns npocmoTpa TekyLero 3HayeHvs napamMeTtpa BBeaute koMaray (< *DrlDir> Hy>KHO 3aMeHUTb Ha
NUMA KOHKPETHOro napameTpa. Ecam nma napameTpa HeM3BECTHO, MPOCMOTPUTE 3HaUEHME BCEX
napameTpoB B CEKLM, OMYCTMB YaCTb KOMaH/bl, 3aKIHOYEHHYHO B KBaZpaTHble CKOOKW):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[ns ycTaHOBKM HOBOTO 3HaueHUs napameTpa BBeauTe komaHay (< *DrlDir> Hy>HO 3aMeHWUTb Ha UMS
KOHKpETHOro napametpa):

# drweb-ctl cfset Update.<*DrlDir> <Hosgblli nyme>

[ns cObpoca 3HaueHWs NapamMeTpa B 3HaYEHME MO YMOYaHUIO BBeauTe KomaHay (< *DrlDir> HyxHo
3aMeHUTb Ha UMA KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r

O6HoBwWTe BUPYCHble Ha3bl:

e Haxxmunte O6HOBUTBL Ha cTpaHuLe FnaBHas Beb-uHTepdeiica ynpaBieHus;
® LW BbIMNONHWTE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobueHune 06 owmbke: Invalid key file format (Hedonycmumsili gpopmam karoyesoeo galina)

Koa owmnbku: x95

BHyTpeHHee o0603HaueHne ownbku: EC_BAD KEY FORMAT

OnucaHue: HapylweH dopmat kitoueBoro darina.

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial ana dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl

log.

YcrpaHeHue ownbku

1.

MpoBepbTe HannuMe KNHOYEBOTO daina 1 NPaBUALHOCTU MyTW K HeMy. yTb Kk k1toueBoMy daitny
3aZlaeTca B napameTpe KeyPath B cekumn [Root] daina KOHGUrypauuu.

e [l17 NpocMoOTpa M 3ajjaHns MyTu K KitoueBoMy daiiny neperaute Ha CcTpaHvly O6Lme HaCTPOMKU
Beb6-uHTepdenca ynpasieHus.

e Bbl Takke MOXeTe BOCMOAb30BaTbCA YTUAUTON YNPaBAEHMS U3 KOMAHAHOM CTPOKMU.
[ns npocMoTpa Tekylllero 3HauyeHvs NapamMeTpa BBeAWTe KOMaHAY:

$ drweb-ctl cfshow Root.KeyPath
,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4eHUA napamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Root.KeyPath <nyme k ¢alny>

[ns cbpoca 3HaueHVs NapameTpa B 3HaUEHMWEe MO YMOJIYAHUIO BBEAWUTE KOMaHAY:

# drweb-ctl cfset Root.KeyPath -r
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2. Ecnamy Bac OTCyTCTBYeET KAFOUEBOM Paii, UAKM UCMONb3YeMbl KNtoUeBOW Galin NoBpexzeH,
npvobpeTute 1 yctaHoBUTE ero. OnucaHne KItoYeBOro dalina, cnocobbl NPUOBpPeTEHUS 1 yCTaHOBKM

OrnncaHbl B pasjene ﬂl/lu,eHSI/IQOBaHI/Ie.

3. /[lns ycTaHOBKM MMEOLLErOCsa Y Bac KIOUYeBOro Gaiina Bbl MOXETE BOCMOJb30BaThCsA Takxke GOpMOWi
aKTUBaLMW JIMLEH3WK, PacroIOKEHHOW B HUXKHeR YacTu cTpaHuusl FnaBHasa Beb-uHTepdelica

ynpasJ/ieHus.
4. MapameTpbi TeKyLLEei MLEH3MM MOXHO MPOCMOTPETb B AnuHoM kaburete J Moii Dr.Web.

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: License is already expired (Cpok delicmeus nuyeH3uu ucmek)

Kopa, owunbku: =96
BHyTpeHHee o0603HaueHne ownbku: EC_EXPIRED KEY

Onucanue: Cpok AeVCTBMA JNLIEH3UN UCTeK.

Ana BbIABAEHUA BO3MOXHOM NPUYMHBI 1 O6CTOATENLCTB BO3HWKHOBEHWUSA OLIMOKM O3HAaKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ansa ¢paiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nam #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. TprobpeTnte HOBYHO NNLIEH3NKO U YCTAHOBUWTE MOJIYYEHHbIN KatoueBor datin. Cnocobsl
NpUo6peTeHNs NNLEH3UM 1 YCTaHOBKW KItOUeBOrO daiina onvcaHsl B pasgene JlvleH3npoBaHue.

2. [ins yctaHOBKM MPUOBPETEHHOTO KIOUEBOTO dalina Bbl Takxke MOXETE BOCMO/Ib30BaThCs GOPMOiA
aKTVBaLWM JIMLIEH3UW, PaCrOIOXEHHON B HUXHEN YacTu cTpaHuvupl FnaBHas Beb6-uHtepdelica

yapaBaeHuns.
3. MapameTpbl TekyLLen TULEH3MU MOXHO MPOCMOTPETh B IMYHOM KabuHeTe & Moii Dr.Web.

Ecnn yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Network operation timed out (Micmek malim-aym cemesoli onepayuu)

Kopa, owunbku: <97
BHyTpeHHee o603HaueHue ownbku: EC_NETWORK TIMEDOUT

OnucaHue: /IcTek1o Bpems OXWiaHWsa CEeTeBOro CoeAmHeHus (BO3MOXHO, BHe3anHo nepecTan oTBedyaTb
YZaNeHHbIN y3en uiv He yaaeTcs YCTaHOBUTb TpebyeMoe coesrHeHue).

[ns BbISBAEHMS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gns dainosbix cepsepos Unix (Mpu HacTpoikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPEeTb KOMaHAoW # journalctl ana GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbkm

I'IpOBepre AOCTYNMHOCTb CETU U NPaBWUIbHOCTb CETEBbIX HACTPOEK. I'Ipvl HeO6XOAMMOCTI/I ncnpasebTe
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ceTeBble HAaCTPOVKM 1 MOBTOPUTE OMEPaLMIO.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Invalid checksum (Hedonycmumas KoHMpoabLHas CymMma)

Koa owmnbku: x98

BHyTpeHHee o603HaueHue owmbku: EC BAD CHECKSUM

OnucaHue: HeBepHas KOHTPOJ/IbHasA CyMMa 3arpy>eHHoro daina ¢ 0OHOBAEHUAMM.

AN BbIsABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHWIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

O6HoBwMTE BUPYCHbIE 6a3bl MOBTOPHO Yepe3 HEKOTOPOeE BPeMS:
e HaxxmuTe O6HOBUTL Ha cTpaHuue FnaBHaA Beb-nHTepdelica ynpaBaeHus;
® VAW BbIMOJHWATE KOMaHAY:

$ drweb-ctl update

Ecnv yctpanntb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY U COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Invalid trial license (Hedonycmumelili deMoHcmpayuoHHsIU kirodesoli chalin)

Kopa, owunbku: x99
BHyTpeHHee o603HaueHne owmnbku: EC_BAD TRIAL KEY

OnucaHue: [leMOHCTPaLWOHHBIN KNtoUeBON halin HeAeWcTBUTENEH (HanmpuUMep, OH Bbla MoyYeH AN
ApYroro kommbtoTepa).

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENICTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial ans ¢aiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ans GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. 3anpocwuTe HOBbIV AEeMOHCTPALWIOHHbI MEPUOA AN AaHHOTO KOMMbIOTEPa, UAKN MPUoBpeTnTe HOBYHO
JINLEH3MIO U YCTaHOBWTE MOJTyYEHHbIV KtoueBol daitn. Cnocobbl NpruobpeTeHns ANLEH3NM 1
YCTaHOBKM KtOUEBOro ¢alina onvcaHbl B pasgene JlMueHsvpoBaHye.

2. [ins yctaHOBKM NPUOBPETEHHOTO KIOUEBOro daiina Bbl Takke MOXETe BOCMO/b30BaThCs HOpMOi
aKTVBaLWM JIMLIEH3UK, PaCMOJIOXEHHON B HUXHEN YacTu cTpaHuvupl FnaBHas Beb6-uHtepdelica
ynpaieHus.

3. TapameTpbl TeKyLLen NMLEH3MN MOXHO NPOCMOTPETb B IMYHOM KabuHeTe ' Moi1 Dr.Web.
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Blocked license key (/luyeHauoHHbIl karo4esoli ¢palin 3a610KkUpo8aH)

Koa owmnbku: x100
BHyTpeHHee 0603HaueHne owmnbku: EC_BLOCKED LICENSE
Onucanume: Tekylaa auLeH3va 3a610KMpoBaHa (BO3MOXHO, HapyLLleHbl YCIOBWA JINLEH3UMOHHOTO

cornawenvs Ha ucnonb3sosaHue Dr.Web Industrial ans danosbix cepsepor Unix).

[ns BbIABAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxmmbim xypHana Dr.Web Industrial ans dannosbix cepsepos Unix (Mpw HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku
1. MprobpeTute HOBYHO NNLIEH3NKO U YCTAHOBUWTE MOJIYYEHHbIN KatoueBor datin. Cnocobsl
NpPUOBpPEeTEHNs NLEH3UM 1 YCTaHOBKU KItOUeBOTO daiina onvcaHbl B pasgese JlueH3npoBaHue.

2. [ns yctaHOBKM NpUOBPETEHHOTO KIHUYEBOro daiia MOXHO BOCMONb30BaThCs GOPMON akTMBaLMm
JNNLEH3UKW, PACMONOXEHHON B HUXKHEN YacTu cTpaHuubl MTnaBHas Beb-uHTepdeiica ynpasieHus.

3. TMapameTpbl TekyLLen TULEH3MU MOXKHO MPOCMOTPETh B IMYHOM KabuHeTe ' Moii Dr.Web.

Ecnv yctpanntb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY U COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: /nvalid license (Hedonycmumas auyeH3us)

Kopa, owmnbku: <101
BHyTpeHHee o603HaueHue owmnbku: EC_BAD LICENSE

OnwucaHue: Vcnonb3lyemas AnLeH3Ns NpeaHasHayeHa Ans Apyroro NporpaMMHOro NpoaykTa Uan He
COZEPKUT HEOBXOAUMbBIX pa3peLleHnin Ans paboTbl komrnoHeHToB Dr.Web Industrial ans darinosbix
cepsepos Unix.

Ana BbIABAEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENbCTB BO3HUKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ans daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # Jjournalctl gna GNU/Linux man #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbkm
1. MpuobpeTnTe HOBYIO JNLEH3INIO M YCTAHOBUTE MOJYUYEHHbIV KitoueBol dain. Cnocobsl
nprobpeTeHns NNLIEH3MM U YCTaHOBKM KIOUeBOTo ¢dalina onucaHbl B pasgene JlvleHsvpoBaHue.

2. [Ans yctaHOBKM NPUOBPETEHHOTO KIOUEBOro daiina MOXHO BOCMO/b30BaTbCa GOPMON aKTMBaLMM
JINLEH3MW, PACMONIOXKEHHOW B HXKHEN YacTu cTpaHuupl MTnaBHasa Beb-vHTepdelica ynpasaeHus.

3. MapameTpbl TekyLLen TULEH3MU MOXHO MPOCMOTPEThb B IVUYHOM KabuHeTe &' Moi1 Dr.Web.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.
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Coob6uieHue 06 owmbke: Invalid configuration (Hedonycmumas koHgueypayus)

Kopa, owinbku: <102
BHyTpeHHee 0603HaueHne owmnbkmn: EC_BAD CONFIG

Onucanue: KomnoHeHT Dr.Web Industrial gns ¢annosbix cepeepos Unix He MOXeT QYHKLMOHUPOBATb
13-3a HempaBWIbHbIX HaCTPOekK KOHbUrypaumm.

Ana BbIABNEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENCTB BO3HUKHOBEHWUSA OLINMOKM O3HAaKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ans daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # Jjournalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. Ecan MA KOMMOHEHTa, Bbi3BaBLUErO OLIJI/I6Ky, HEen3BEeCTHO, nonbITaTecb ero onpeaenuntb,
O3HaKOMMBLUNCb C COAEPXKMMbIM >KXypHana.

2. Ecnv owwmbka Bbi3zBaHa komMnoHeHToM SplDer Guard, TO, BeposiTHee Bcero, 3asaH cnocob paboTbl
KOMMOHEHTa, KOTOPbIV He MoAJAepP>KMBAETCs OnepaLmMoOHHON cnuctemoln. MNpoBepbTe YCTaHOB/IEHHbIM
pexvM paboTbl KOMMOHEHTa 1 NPY HEOBXOAMMOCTN UCMPaBbTe ero, ykasas 3HaueHve Auto (napameTp

Mode B cekumn [LinuxSpider] daina koHbuUrypaumm).
e /1na npocMOTpa 1 UCNpaBAeHUs pexxuMa nepenante Ha cTpaHuly Hactpoek SplDer Guard Be6-

MHTepq;el‘/'lca yrnpaBJiEHNA.

e Bbl Takoke MOXKeTe BOCMOb30BaThCA YIWIUTOW yNpaBaeHns U3 KOMaHAHOIZ CTPOKMW.

[na yctaHoBKM 3HaveHna Auto BBeAnTe KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode Auto
[Ana cbpoca 3HauYeHNa NapameTpa B 3HaYeHWe MO YyMONYaHUIO BBEAWTE KOMaHAy:

# drweb-ctl cfset LinuxSpider.Mode -r

PaboTa komnoHeHTa SplDer Guard rapaHTMpyeTcs TOJIbKO B TOM Clyyae, eciu
{ ! ‘ ncrnonb3yemas Bamu OC BXOAWT B CMINCOK MOAJEP>KMBaEMbIX (CM. pa3gen CUcTeMHble

TQE6OBaHVIH X COBMECTUMOCTb).

3. Ecav owwmbka Bbi3BaHa APYrvM KOMMOHEHTOM, TO COPOCbTe €ro HaCTPOWKN B 3HaUYeHUs Mo
YMOHaHWIO Nt06bIM YA06HBIM A8 BaC cnocobom:

® 1CMOJ/Ib3ys CTPaHULY HAaCTPOEK 3TOro KOMMOHEHTa B Beb-uHTepdelice ynpaBaeHus;
e MNpu nomouwm Komana drweb-ctl cfshow ndrweb-ctl cfset;

e OTpeAaKkTMpOBaB BPYUHyto daiin koHburypauum (yaanve Bce napameTpbl U3 CEKUMN KOMMOHEHTa).
4. Ecnv npeabigylive Wwaru He nomoran, copocbTe Hactpoinkn Dr.Web Industrial ans dpalinosbix

cepBepoB Unix B 3HaUeHNA MO yMONYaHWIO.

[lna 3toro ounctute cogepxunmoe panna /etc/opt/drweb.com/drweb.ini gna GNU/Linux

mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs

COXPaHUTb PE3EPBHYH KOMUKO KOHAUIYpaLmMOHHOro dalina), HanpuMep, BbINOJHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini
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o nnqa FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn daiina koHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHPUrypaumen, BbINoAHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Invalid executable file (Hedonycmumelili ucnoaHsemeili gpaiin)

Kopa, owumnbku: x104
BHyTpeHHee 0603HaueHne ownbku: EC_BAD EXECUTABLE

OnucaHue: HeBO3MOXHO 3amnyCTUTb KOMMOHEHT. McnonHsembli daiin NnoBpexaeH Uam nyTb K Hemy
yKa3zaH HeBepHO.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHana Dr.Web Industrial gns daiinoBbix cepsepos Unix (Mpu HacTpolikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # journalctl gna GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. EcAn Ms KOMMOHEHTa, Bbl3BaBLUEro owmnbKy, HEM3BECTHO, MOMbITalTECh €0 OMPeAenuTb,
03HaKOMMUBLLWMCb C COAEPXKNUMbIM dKypHana.

2. [NpoBepbTe 3HaueHVe NyTn K UCNoaHsemMomy daity KOMNoHeHTa B koHpurypauwm Dr.Web Industrial
ana gannosbix cepsepoB Unix (napameTp ExePath B CeKUMM KOMMOHEHTa), BbINMOJIHMB KOMaHAY
(3ameHuTe <cekyus KOMNOHeHMAa> Ha Ha3BaHWe COOTBETCTBYIOLW el cekummn daitna KoHburypaumm):

$ drweb-ctl cfshow <cekyusd KOMNOHeHMa> .ExePath

3. CbpocbTe MyTb B 3HaYEHME MO YMOAYAHMIO, BbINOJIHUB KOMaHAY (3aMeHUTe <cekyus KOMNOHeHmMa> Ha
Ha3BaHWe COOTBETCTBYIOLL el cekLmm paina KoHpurypaLumm):

# drweb-ctl cfset <cekyus KOMNOHeHmMa> .ExePath -r

4. Ecan npeabigyuine warn He NnoMoran, nepeyctaHoBUTE NakeT COOTBETCTBYHOLLEro KOMMNOHEHTa.

NHcTpykummn no yctaHoske 1 yaanernuto Dr.Web Industrial ans dainosbix cepeepos Unix u ero
KOMFMOHEHTOB CM. B pa3genax YcraHoska Dr.Web Industrial ana dainosbix cepeepos Unix 1

Ynanenve Dr.Web Industrial ana dannosbix cepeepos Unix.
Ecnv yctpanutb owmnbky He yaactcs, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobueHne 06 owmbke: Core engine is not available (0po Virus-Finding Engine HedocmynHo)

Kopa, owimnbku: <105
BHyTpeHHee o603HaueHue owmnbku: EC_NO CORE ENGINE

Onucanue: daiin aHTMBMpYCcHOTO sapa Dr.Web Virus-Finding Engine oTcyTcTBYET Wan HeAOCTYMEH.
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xxkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

1. MpoBepbTe NpaBWILHOCTL NYTH K daliny aHTMBUMPYCHOTO Agpa drweb32.d11 1 Npu HEOBXOANMOCTH
ncnpasbTe ero (napameTp CoreEnginePath B cekuyn [Root] daina koHburypauum).

e [lns npocmoTpa v UCrpaBieHus MyTu Nepeignte Ha cTpaHuly O6LmMe HacTpoiikn Beb-vHTep belica
yrpae/ieHus.
e Bbi Takoke MOXKeTe BOCMOJ/Ib30BaTLCS YTUINTON YIPABAEHWs U3 KOMAHAHOW CTPOKM.

[na npocMmoTpa Tekylero 3HayeHvs napameTpa BBeAUTe KOMaHAY:
$ drweb-ctl cfshow Root.CoreEnginePath

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA nNapamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Root.CoreEnginePath <HO8bIU Nyms >

[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHMWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.CoreEnginePath -r

2. O6HoBUTe BUpPYCHbIE Ha3bl:

e Haxxmute O6HOBUTL Ha cTpaHuue MnaBHaA Beb-nHTepdelica ynpaBaeHus;

® VW BbINONHUTE KOMaHAY:

$ drweb-ctl update

3. Ecam nyTb I'IpaBI/IﬂbeII7I M owmnbkKa noBTOPAETCA nocne 0bHOBIEHNA BUPYCHbIX 6as, nepeycraHoBute
nakeT drweb-bases.

WNHcTpykummn no yctaHoBke v yaanenuto Dr.Web Industrial gna davinosbix cepepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHoska Dr.Web Industrial ana dainosbix cepeepos Unix 1

Ynanenue Dr.Web Industrial ans dainosbix cepsepos Unix.

Ecnu yctpaHutb owmbky He yaacTcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLNTE KO OLWNOKN.

CoobueHne 06 owmbke: No virus databases (BupycHele 6azel omcymcmeyrom)

Kopa, owmnbku: x106
BHyTpeHHee o603HaueHue owmnbku: EC_NO VIRUS BASES

OnwucaHue: BupycHble 6a3bl OTCYTCTBYHOT.

AN BbisBNEHUS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHUS OLIMOKM 03HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Industrial gns dainosbix cepsepos Unix (Mpu HacTpoikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPEeTb KOMaHAoW # journalctl ana GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbkm

1. MpoBepbTe NpaBWILHOCTL MYTW K KaTaaory BUPYCHbIX 6a3 1 Npu HeO6X0AMMOCTH UCNpaBbTe ero
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(napameTp VirusBaseDir B cekumu [Root] daina koHburypaumm).

e [lna npocMmoTpa 1 UCnpaBaeHUs MyTu nepenante Ha cTpaHuLy O6wmne HacTpoiiku Beb-vHTepdeiica
ypaBAeHUS.

e Takke Bbl MOXETE BOCMO/b30BaTbCS VTUIUTON VIPABAEHMS U3 KOMaHAHOl‘/'I CTPOKMW.

[na npocmoTpa TekyLlero 3HayeHna napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir

,D,J'IFI YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU hymbe >

ﬂ,flﬂ c6poca 3Ha4yeHuA nNapamMeTpa B 3Ha4YeHMe No yMOJIHaHUO BBEeAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBuTe BUpYCHble 6a3bl:

e Haxxmunte O6HOBUTBL Ha cTpaHuLe FnaBHas Beb-uHTepdeiica ynpaBieHus;
® LW BbIMNONHWTE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Process terminated by signal (Mpoyecc 3asepuwieH no cueHay)

Koa, owimnbku: <107
BHyTpeHHee 0603HaueHne owmbku: EC_APP TERMINATED
OnucaHue: KOMMNOHeHT 3aBepLumi paboTy (BO3MOXHO, 13-3a MPOCTOS UAW BCIEACTBME KOMaHAbI

noab3oBaTens).

[ns BbIABAEHMS BO3MOXXHOW MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cogepxkmmbim xypHana Dr.Web Industrial ans gannosbix cepsepos Unix (Mpw HacTporikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taikoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku
1. Ecnu BbINONHABLIAACA OMnepauys He Gbiia 3aBeplleHa, TO MOBTOPUTE ee 3arMyck CHOBa. B MpoTMBHOM
Clyyae 3aBeplUeHve paboTbl He ABASETC OWMOKON.

2. Ecam KOMMOHEHT NOCTOAHHO 3aBepLuaeT CBOK paboTy, nonpobyite cOpOCUTb HaCTPOIKM
KOMMOHEHTa B 3HaUEHUA MO YMOJIYaHWUIO t06bIM YA06HBIM 415 Bac cnocobom:

e 1CMOJb3YyA CTPaHWULY HaCTPOeK 3TOro KOMMOHeHTa B Beb-uHTepdelice ynpaieHus;
e Mpu NOMOLWK KoMaHa drweb-ctl cfshow W drweb-ctl cfset;

e OTpefaKkTMpOBaB BPYUHyto baiin koHburypauuu (yaanve BCce napameTpbl U3 CEKUMN KOMMOHEHTa).

3. Ecavm 310 He nomorno, nonpobyiite copocuts HacTpoikn Dr.Web Industrial ans daiinoBbix cepsepoB
Unix B 3HaUeHWA MO yMONYaHUIO.
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[ns atoro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs

COXPaHUTb PE3EPBHYHD KOMUK KOHAUIYPaLIMOHHOrO dalina), HanpuMep, BbIMOJHUB KOMaHZAbI:
e ansa GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

o anqa FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkm daitna koHbUrypaumm nepesanycrute 4eMoH ynpasaeHns KOHGUrypaLmen, BbINOJHYB
KOMaHay:

# service drweb-configd restart

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLUIMOKA.

CoobuweHune 06 owmbke: Unexpected process termination (HenpedsudeHHoe 3agepuieHue npoyecca)

Koa owmnbku: x108

BHyTpeHHee 0603HaueHMe ownbku: EC_APP CRASHED

OnwucaHune: KOMNOHEHT HeOXMAAHHO 3aBepLuna paboTy no npuunHe cbos.

[na BbIABNEHUA BO3MOXHOM MPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEHWSA OLIMOKM O3HAKOMbTECH C
cogepxmmbim xypHana Dr.Web Industrial ans garnosbix cepsepos Unix (Mpw HacTpolikax no
YMOJITUaHMIO €r0 MOXHO NMPOCMOTPeTb KOMaHAoW # journalctl gna GNU/Linux naun #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. TMoBTOpUTE BBLINOAHABLUYHOCS OMepaLuto.

2. Ecam KOMMNOHeHT NOCTOAHHO aBapuiMHO 3aBeplLuaeT cBoto paboTy, cOpocbTe HACTPONKM KOMMOHEHTa B
3HayeHVs Mo YMOAYaHWIO NH0ObLIM YA0OHBIM AN Bac cnocobom:

e 1ICMOJb3YyA CTPaHULY HAaCTPOeK 3TOro KOMMOHeHTa B Beb-uHTepdelice ynpaBaeHus;
e Mpu NOMOLWMK KoMaHa drweb-ctl cfshow M drweb-ctl cfset;
e OTpeAaKkTpPOBaB BPYUHyro dalin KoHburypaumm (yaanve Bce napaMeTpbl U3 CEKLMN KOMMOHEHTa).

3. Ecam 310 He nomorno, cbpocbTe Hactpoikn Dr.Web Industrial ana dannosbix cepsepos Unix B
3HayeHVs Mo YMOAYaHWIO.

[Ana 3TOro ounctute cogepxxvmoe daina /etc/opt/drweb.com/drweb.ini gna GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3TOM pekomeHayeTcs
COXPaHUTb Pe3epBHYH0 KOMMIO KOHOUrypaLUMOHHOTO dalina), HanpuMep, BbINOAHWB KOMaHAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e anqa FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
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# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkm daina koHbGUrypaumm nepesanyctute AeMoH ynpaBaeHUs KOHOUrypaLmer, BbIMOTHVB
KOMaHay:

# service drweb-configd restart

4. Ecnv owmbka nosTopsetcs nocne copoca Hactpoek Dr.Web Industrial ans dalinosbix cepepoB
Unix, nepeycrtaHoOBWTE MakeT KOMMOHEHTa.

WNHcTpykumm no yctaHoBke 1 yaaneHunto Dr.Web Industrial gns dannosbix cepsepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHoBka Dr.Web Industrial ana dainosbix cepeepos Unix 1

Ypanenue Dr.Web Industrial ans dainnosbix cepsepos Unix.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Incompatible software detected (O6HapyxeHo Hecoemecmumoe [10)

Koa owmnbku: x109
BHyTpeHHee o603HaueHue owmbku: EC  INCOMPATIBLE

OnwucaHue: OauH nnn Heckonbko komnoHeHToB Dr.Web Industrial ans ¢aiinosbix cepeepos Unix He
MOTyT GYHKLMOHMPOBaTb KOPPEKTHO. B cnucteme obHapy»keHO nporpammHoe obecneveHve,
npenAaTcTBytoLLee nx paborTe.

[ns BbISBAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ansa ¢aiinosbix cepeepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ans GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Takoke MOXeTe BbIMONHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. OTkItoumnTe UK NepeHacTpolite KOHGIVKTYIOLLEE NMporpaMMHoe obecreyeHre Takum o6pasom,
yTOBbl OHO He Mewano pabote Dr.Web Industrial gns darinosbix cepsepor Unix.

Ecnn yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: MeshD is not available (KomnoHeHm MeshD HedocmyneH)

Kopa, owunbku: <114
BHyTpeHHee 0603HaueHue owmnbkmn: EC_NO MESHD

OnucaHue: OTcyTcTBYeT KOMMOHeHT Dr.Web MeshD (TpebyeTtca ans pacnpeseneHuns Harpysku npu
nposepke dannos).

[ns BbISBAEHMS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Industrial gns dainosbix cepsepos Unix (Mpu HacTpoikax no
YMOJIYaHMIO €r0 MOXHO NPOCMOTPEeTb KOMaHAoW # journalctl ana GNU/Linux nan #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.
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YcrpaHeHue ownbku

1. MpoBepbTe NPaBWILHOCTL NYTH K UCMOJHAEMOMY daliny drweb-meshd v MpU HEOBXOAMMOCTH
ncnpasbTe ero (napameTp ExePath B cekuyn [MeshD] daiina koHburypaumm).

Bbl MOXeTe BOCMONb30BaTbCA VTUIUTON YAPaBAEHUS U3 KOMaHZAHON CTPOKM.

[na npocMmoTpa TekyLero 3HayeHvs napameTpa BBeAUTe KOMaHAY:
$ drweb-ctl cfshow MeshD.ExePath

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA nNapamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset MeshD.ExePath <HO86IU nyms >

[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset MeshD.ExePath -r

2. Tpw oTcyTcTBUMM HacTpoek koMrnoHeHTa Dr.Web MeshD B koHdurypauum, uiv B caydae
BO3HWKHOBEHWS OLIMOKM NPU yKa3aHWUM NPaBUAbHOTO MyTW, YCTaHOBWTE UAWN MepeycTaHOBUTE nakeT
drweb-meshd

WNHcTpykummn no yctaHoBke v yaanenuto Dr.Web Industrial gns ¢avinosbix cepepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHorka Dr.Web Industrial ana dannoBbix cepeepos Unix 1

Ynanenue Dr.Web Industrial ans dainosbix cepsepos Unix.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oLwnéKun.

CoobueHne 06 owmbke: ScanEngine is not available (Scanning Engine HedocmyneH)

Koa owmnbkn: x119
BHyTpeHHee 0603HaueHne ownbku: EC_NO SCAN ENGINE

Onwucanue: KomnoHeHT Dr.Web Scanning Engine oTcytcTByeT nnn He MOXeT ObITb 3amyLLeH.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTEChH C
cozepxkmmbim xypHana Dr.Web Industrial gns dainoBbix cepsepos Unix (Mpw HacTpolikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # journalctl ana GNU/Linux man #

less /var/log/messages ans FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MYyTW K UCMONHAeMOMy daily drweb—-se ¥ Npu HeOBXoAMMOCTH
ncnpaebTe ero (MapameTp ExePath B cekumn [ScanEngine] daina koHburypaumm).
Bbl MOXKeTe BOCMONb30BaTbCA VTUIUTOW YpaBAeHUs U3 KOMaHAHON CTPOKM.
[na npocmoTpa TekyLlero 3HayeHna napameTpa BBeAUTE KOMaHAY:
$ drweb-ctl cfshow ScanEngine.ExePath
[na ycTaHOBKM HOBOTO 3HaueHWUA napamMeTpa BBeAWTE KOMaHAY:
# drweb-ctl cfset ScanEngine.ExePath <HO08bIU nyme >
[na cbpoca 3HaueHVs NnapameTpa B 3HAYEHME MO YMOUYAHWKO BBEAUTE KOMaHAY:

# drweb-ctl cfset ScanEngine.ExePath -r
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2. B cnyuvae BO3HMKHOBEHWA OLIMOGKMN NPU yKazaHUM NPaBuIbHOTO MyTu:

e BbinonHuTe KOMaHAay:

$ drweb-ctl rawscan /

Ecnv B BbIBOZE Ha 3KpaH NPUCYTCTBYET CTPOKa «Error: No valid license provided», TO 3TO
O3HayaeT, UTo OTCYTCTBYET AEMCTBYOLLNI KntoueBon daiin. 3apeructpupynte Dr.Web Industrial ans
dbarinosbix cepeepos Unix 1 noayuute anueHsuno. Ecam nvugH3ns Bamu noayyeHa, To NpoBepbTe
Haanuve Kio4YeBoro daina u yctaHoBUTE ero Npu HEOBXOANUMOCTH.

e Ecnm Bawa OC ucnonb3yet noacmctemy 6e3onacHocty SELinux, HacTpoite noantnky 6e30nacHoOCTM
ansa Moayns drweb-se (CM. pa3gen Hactpoiika nonvtuk 6e3onacHoctu SELinux).

Mpw oTcyTCTBMM HacTpoek koMnoHeHTa Dr.Web Scanning Engine B koH®urypaumm, nim ecam

npeabiayLme warn He NoMorau, yCTaHOBUTE WK NepeycTaHoBUTe nakeT drweb-se.

WNHcTpykumm no yctaHoBke v yaaneHunto Dr.Web Industrial gns dannosbix cepsepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHoBka Dr.Web Industrial ana dainosbix cepeepos Unix 1

Ynanenve Dr.Web Industrial ans darinosbix cepsepos Unix.

Ecan YCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHUYECKYHO NOAAEPXKKY U COO6LLI,VITe KOA ow noKun.

CoobueHune 06 owmbke: FileCheck is not available (File Checker HedocmyneH)

Koa owmnbku: x120

BHyTpeHHee o603HaueHue owmbku: EC NO FILE CHECK

Onwucanue: KomnoHeHT Dr.Web File Checker oTcyTctByeT nam He Mo>eT ObITb 3anyLLeH.

AN BbIABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM O3HAaKOMbTECH C
conep>xkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (Npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl

log.

YcrpaHeHue ownbku

1.

MpoBepbTe NPaBWILHOCTL NYTH K UCMOJHAeMOMY daiiny drweb-filecheck v Mpu HEOBXOAMMOCTH
ncnpasbTe ero (napameTp ExePath B cekumn [FileCheck] daina koHbuUrypaumm).

Bbl MOXKeTe BOCMNO/b30BaThCS y WNUTOM yrnpaBJieHNA 13 KOMaH/J,HOVI CTPOKW.

[na npocMmoTpa TekyLero 3HayeHvs napameTpa BBeAUTE KOMaHAY:
$ drweb-ctl cfshow FileCheck.ExePath

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBegnTe KOMaHAY:
# drweb-ctl cfset FileCheck.ExePath <HO8bIU nyms >

[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset FileCheck.ExePath -r

B cnydyae BO3HUKHOBEHUA owmnbKm npwv yKasaHun npaBuabHOTO NyTL:

e Ecam Bawa OC ucnonb3yet nogcmctemy 6e3onacHocty SELinux, HacTpoite noantky 6e3onacHoCTu
ons Mopyns drweb-filecheck (cM. pa3gen Hactporika nonuntuk 6e3onacHocty SELInuX).

Mpw oTcyTCTBUM HacTpoek koMnoHeHTa Dr.Web File Checker B koHduWrypaumm, unm eciv npeabiayLyve
Lwarv He MOMOTIAW, YCTAHOBUTE WM NepeycTaHoBUTe NakeT drweb-filecheck.
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NHcTpykummn no yctaHoske 1 yaanernuto Dr.Web Industrial ans ¢aiinosbix cepeepos Unix 1 ero
KOMFMOHEHTOB CM. B pa3genax YcraHoska Dr.Web Industrial ana dainosbix cepeepos Unix 1

Ynanenve Dr.Web Industrial ans datinosbix cepepos Unix.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuweHune 06 owmbke: ESAgent is not available (ES Agent HedocmyneH)

Kopa, owmnbku: <121
BHyTpeHHee o603HaueHne ownbku: EC_NO ESAGENT

Onucanue: OTcyTcTBYyeT KOMMoHeHT Dr.Web ES Agent, He06x0aUMbIV AN NOAKNHOYUEHUS K CepBepy
LeHTPaI30BaHHOM 3aLLUUThI.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWS OLINOKM 03HaKOMbTECh C
cogep>xumbim XXypHana Dr.Web Industrial ans ¢aiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAon # Journalctl ans GNU/Linux nanm #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbku

1. MpoBepbTe NpaBWILHOCTL NYTH K UCMOAHAEMOMY daliny drweb-esagent ¥ MPU HEOBXOAMMOCTH
ncnpasbTe ero (MapamMeTp ExePath B cekumn [ESAgent] dalina KoHGUrypaumm).

Bbl MOXeTe BOCMONb30BaTbCA YTUINTON YIPaBAEHUS U3 KOMaHZAHOW CTPOKW.

ﬂ,flﬂ NPOCMOTPa TEKYLLEro 3Ha4YeHMA napamMeTpa BBeguTe KoOMaHay:
$ drweb-ctl cfshow ESAgent.ExePath

,ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBegUTE KOMaHAY:
# drweb-ctl cfset ESAgent.ExePath <HO8bIU NymMb >

,ﬂ,]’lﬂ c6poca 3Ha4yeHuA napamMeTpa B 3Ha4YeHMne No yMOJIHaHUKO BBeAUTE KOMaHAy:
# drweb-ctl cfset ESAgent.ExePath -r

2. TMpw oTcyTcTBUM HacTpoek kommnoHeHTa Dr.Web ES Agent B koHGUrypauum, nam B caydae
BO3HWKHOBEHMWA OLINOKM NPW yKa3aHUM NPaBWIbHOTO MyTW, YCTaHOBUTE WK MepeycTaHoBUTe nakeT
drweb-esagent.

NHcTpykummn no yctaHoske 1 yaanenuto Dr.Web Industrial ans ¢ainosbix cepeepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHoBka Dr.Web Industrial ana daiiosbix cepeepos Unix 1

Ynanenve Dr.Web Industrial ans daiinosbix cepsepos Unix.
Ecnv ycTpaHuth owmnbKy He yaactcs, 0bpaTtutech B TEXHUYECKYO MOAAEDXKY U COOBLMTE KOZ OLLINOKN.

CoobueHune 06 owmbke: NetCheck is not available (Network Checker HedocmyneH)

Koa owmnbku: x123
BHyTpeHHee 0603HaueHne owmnbkmu: EC_NO NETCHECK

Onucanue: OTcytctByeT KoMnoHeHT Dr.Web Network Checker, Heobxoaumbiin ans npoBepkn Gpainos no
ceTn.
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
conep>xxkumbiM XypHana Dr.Web Industrial gna dannosbix cepsepos Unix (npu HacTporikax no
YMOJIYaHMIO ero MOXHO MPOCMOTPeTb KOMaHAoW # Journalctl ana GNU/Linux nan #

less /var/log/messages gna FreeBSD). Bbl Taioke MOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

YcrpaHeHue ownbku

1. MpoBepbTe NPaBWILHOCTL NyTH K UCMOAHAEMOMY daliny drweb-netcheck ¥ Mpu HEOBXOAMMOCTH
ncnpasbTe ero (napameTp ExePath B cekuyn [Netcheck] daina koHburypaumm).

Bbl MOXKeTe BOCMNO/b30BaThCS v WNUTOM ynpaBaeHWA U3 KOMaHAHOVI CTPOKW.

[ns npocMoTpa Tekylllero 3HaueHVs napamMeTpa BBeAWTe KOMaHAY:
$ drweb-ctl cfshow Netcheck.ExePath

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA nNapamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Netcheck.ExePath <HO8bIlU nyme >

[Ans cbpoca 3HaueHs napameTpa B 3HaUYeHWe Mo YyMOYaHUIO BBEAWTE KOMaHAy:
# drweb-ctl cfset Netcheck.ExePath -r

2. Tlpw OTCYyTCTBUM HaCTPOEK KOMMOHEHTa Dr.Web Network Checker B KOHUrypaumm unm B caydae
BO3HWKHOBEHUA OLLIUOKM npwv ykasaHun npaBuabHOTO NyTH, YCTAHOBUTE AW nepeyCcTtaHOBUTE NakeT
drweb-netcheck.

WNHcTpykummn no yctaHoBke v yaanenuto Dr.Web Industrial gns ¢avinosbix cepepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHoeka Dr.Web Industrial ana dannoBbix cepeepos Unix 1

Ynanenue Dr.Web Industrial ans dainosbix cepsepos Unix.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA oLwnéKun.

CoobuweHune 06 owmbke: Unexpected error (HenpedsudeHHas owiubka)

Kopa, owimnbku: <125
BHyTpeHHee o603HaueHue owmnbkmu: EC_UNEXPECTED ERROR

OnucaHwme: Bo3Hukia HenpeaBunaeHHaA owmnbka B pa60Te O4HOIo Manm HeCKOJIbKMX KOMMOHEHTOB.

Ana BbIABAEHNA BO3MOXHOM NPUYMHBI 1 06CTOATENbCTB BO3HUKHOBEHWUSA OLINOKM O3HAaKOMbTECH C
cogep>xumbim XXypHana Dr.Web Industrial ans daiinosbix cepeepos Unix (Mpu HacTporikax no
YMOJIYaHMIO €r0 MOXHO NMPOCMOTPEeTb KOMaHAoW # Jjournalctl gna GNU/Linux man #

less /var/log/messages ana FreeBSD). Bbl Takoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue owmnbkm

Mepesanyctute Dr.Web Industrial gns ¢annosbix cepeepor Unix, BbINOJHMB KOMaHAY:

# service drweb-configd restart

Ecan YCTpaHWTb OLW VI6Ky He yaacTtcsA, O6paTVITECb B TEXHUYECKYHO NOAAEPXKKY U COO6LLI,VITe KOA o noKun.

PyKOBOACTBO aZMUHWCTpaToOpa
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Ownbku 6e3 Kopa

Cumntombl: B FreeBSD 13, 14 nnmn 15 BO3HMKaeT oZHa W3 CNeayroLLmnx owmnboxk:
e He yaaetca 3anyctutb koMmnoHeHT Dr.Web ConfigD.

e [1yTh K cokeTam, yKa3aHHble B napamMeTpax Root.AdminSocketPath M Root.AdminSocketPath
(no ymonyanuto /var/run/.com.drweb.public W /var/run/.com.drweb.admin
COOTBETCTBEHHO), He CYLLLeCTBYHOT WK 3TU COKETbI HEAOCTYMHbI.

OnucaHue: Pabota Dr.Web Industrial ans dannosbix cepepoB Unix HEBO3MOXHa M3-3a OTCYTCTBMA
rnaketa COBMeCTMMOCTU compatl2x.

YcTpaHeHue owmnbku

YcTaHOBUTE MakeT COBMECTUMOCTU compatl2x. MNpuMep HEOBXOAWMBIX AN STOTO AEeNCTBUIMA NpuBeAeH
HUKE.

1. OTKpOI‘/lITe KOHCOJIb UM SMYJIATOP TePpMKMHaNa U BbINOJIHUTE KOMaHAbI:

# pkg update
# pkg search compatl2x

B BbIBOAE MOC/esHel KOMaHabl OyAeT yka3aHo NMoJiHOoe Ha3BaHWe naketa B peno3sutopum Bawwen OC.
2. YkaxuvTe Ha3BaHve MakeTa W yCTaHOBUTE ero, Harnpumep:

# pkg install compatl2x-amd64-12.2.1202000.20210406 2

Ecan ycTpaHuth ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY.

CumnToMbl: He yaaeTcs ycTaHOBUTL coefunHeHne ¢ Beb-uHTepdeiicom ynpasnaenus Dr.Web B 6paysepe,
KoMroHeHTbl Dr.Web oTcyTcTBYHOT B NepeyHe 3anyLieHHbIX NpoLeccoB (ps ax | grep drweb),
BbINOJIHEHNE N0OOM KOMaHAbl drweb-ctl <KOMAHOd>, 38 UCKNHOUEHMEM KOMaHAbl drweb—

ctl rawscan, BbIBOAUT COObOLLeHME 06 OLINbKe:

Error: connect: No such file or directory: "<nyme>/.com.drweb.public"
nnn
Error: connect: Connection refused: "<nyme>/.com.drweb.public"

Onucanue: Dr.Web Industrial gns dannosbix cepepoB Unix He MOXET 3aMyCTUTbCS, NMOCKOJbKY AEMOH
ynpasneHus koHdpurypaumen Dr.Web ConfigD HezocTyneH.

YcrpaHeHue ownbku

1. BbInonHWTE KOMaHAy:

# service drweb-configd restart

ana nepesanycka Dr.Web ConfigD n Dr.Web Industrial gns daiinosbix cepsepos Unix B LesoM.

2. Ecnv ata kOMaHZa BepHET OWwmnbKy WK He AacT HUKaKoro 3ddekTa, BbIMOJHUTE OTAEbHYH YCTaHOBKY
naketa drweb-configd
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ITO TakKe MOXeT 03HayaTb, UTO B CUCTEME ANS ayTeHTUOUKALMM Nob30BaTesIeNn He
: ncnonb3yetcs PAM. Ecam 370 Tak, TO yYCTaHOBUTE M HacTpOWTe ero, nockosabky 6e3 PAM
KoppekTHas paboTta Dr.Web Industrial gna daninosbix cepeepos Unix HEBO3MOXKHa.

3. Ecav m nocne 3toro owmnbka nostopurcs, yaanaute Dr.Web Industrial gns ¢anosbix cepsepos Unix
LeIMKOM, NMOC/e Yero YCTaHOBUTE ero NMoBTOPHO.

WNHcTpykumm no yctaHoBke u yaanenuto Dr.Web Industrial gns ¢avinoebix cepepos Unix 1 ero
KOMMOHEHTOB CM. B pa3genax YcraHorka Dr.Web Industrial ana dannosbix cepeepos Unix 1
Ypnanenve Dr.Web Industrial ans dannoBbix cepepos Unix.

Ecan ycTpaHuth ownbKy He yaactcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY.
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10.7. MNMpunoxxeHue XK. CNMCoK coKpalyeHnn

B ZaHHOM pYKOBOZACTBE C/iefytoLmMe COKPaLLeHNs NCNob30BaHbl 6e3 paclunppoBKu:

0O603HaueHne

AD

FODN

GID

GNU

HTML

HTTP

HTTPS

ID

IMA/EVM

P

MBR

OID

PID

PAM

RPM

RRA

RRD

SMB

SNMP

Sp

SSH

SSL

Pacum¢pposka

Microsoft Active Directory

Fully Qualified Domain Name

Group ID (cucTeMHbI naeHTUdMKaTOP rpynnbl NoAb30BaTeNel)
Mpoekt GNU (GNU is Not Unix)

HyperText Markup Language

HyperText Transfer Protocol

HyperText Transfer Protocol Secure (uepes SSL/TLS)
Naentndurkatop

Integrity Measurement Architecture and Extended Verification Module
(noacuctema agpa Linux, no3BossAtoLLas OCYLLEeCTBAATb KOHTPOb
LieIOCTHOCTU $aiIoBOM CUCTEMDI)

Internet Protocol

Master Boot Record

(SNMP) Object ID

Process ID (cucTeMHbIV naeHTdmKaTop npoLecca)

Pluggable Authentication Modules

Red Hat Package Manager (popmat naketoB)

Round-Robin Archive

Round-Robin Database

Server Message Block (npoTtokon goctyna k daiinam)

Simple Network Management Protocol

Service Pack

Secure Shell

Secure Sockets Layer
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TcP

TLS

uiD

URI

URL

VBR

ocC

MpunoxxeHus

PacwmnppoBka

Transmission Control Protocol

Transport Layer Security

User ID (cncTeMHbIA UaeHTUMKATOP NONb30BaTeNs)
Uniform Resource Identifier

Uniform Resource Locator

Volume Boot Record

OnepaunoHHaa cucteMa
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