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KomnaHus «[loktop Beb6» — poccuiickmin pazpaboTumk cpeacTB MHGOPMaLMOHHOM
6e3onacHocTL.

KomnaHus «loktop Beb» npeanaraet 3pdekTMBHbIE aHTUBUPYCHbIE M aHTUCMAM-PeLLeHMs Kak
AN TOCYAAaPCTBEHHbBIX OPraHn3aumnin n KpYmnHbIX KOMMAHWI, Tak U A1 YaCTHbIX
rnoJib3oBaTenen.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHOCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl nosib3oBaTeNAiM 3a NOAAEPIKKY pewueHni cemeiictea Dr.Web!
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BeepeHune

1. BBegeHue

PeweHwne Dr.Web Server Security Suite no3sosMT Bam obecneunTtb HaZeXHYH 3aLUMTy BaLLEero
cepBepa OT pacnpocTpaHeHNs KOMNbOTEPHbIX YIPO3 BCEX BO3MOXHbIX TUMOB, UCMOJ/b3YH
Hanbonee COBpeMEHHbIe TEXHON0IrNN 06HaPY>KeHNA N 06e3BpEXMBaAHUA YrPO3. OTO MOBLICUT
KauecTBO yCAyr, NpesoCTaBAsSEMbIX CEPBEPOM.

[laHHOe pyKOBOACTBO NMpeAHa3HayeHo 419 NOMOLM agMUHNCTPaTOpaM CepBepOB,
paboTatowmx nog ynpasneHnem Unix-nogobHbix OC, Takmx kak OC cemerictea GNU/Linux n
FreeBSD (panee B gokymeHTe byaeT ncnonb3oBaHo o6o3HaueHne Unix), B ycTaHOBKE ©
ncnonb3oBaHum Dr\Web Server Security Suite.

Ecnm y Bac yxxe yctaHoBneH Dr.\Web Server Security Suite npeabiayLieli Bepcun, 1 Bbl XXenaete
OB6HOBUTbL €ro A0 akTyalbHOW BEPCUM, BbIMOJHUTE Ha Hee nepexos (cM. pasgen [lepexos Ha

HOBYHO BEPCUIO).

PyKOBOACTBO aZMUHWCTpaToOpa
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2. YcnoBHble 0603HaueHUA U COKpaLLeHus

B ZaHHOM PYKOBOZACTBE MCMOJIb3YHOTCA CNeaytoLive YCIOBHble 0603HaUeHUs:

O603HaueHue KommeHTapwii

@ BaxkHoe 3ameuaHne nuan ykasaHue
| MpeaynpeXxaeHve 0 BO3MOXHbIX OLLUMOOYHBIX CUTyaLMaX, a Takoke BakHbIX
: MOMEHTax, Ha KOoTopble ciejyeT 06paTuTb 0coboe BHMMaHWe

AHmusupycHas cems  HOBBbIV TEPMUH WM aKLEHT Ha TEPMUHE B OMUCAHWAX
<IP-address> Mons ans 3aMeHbl GYHKLUMOHAIbHBIX Ha3BaHUIA GakTUECKUMU 3HaUEHUS MU

CoxpaHuUTb Ha3BaHus 3KpaHHbIX KHOMOK, OKOH, MyHKTOB MEHIO 1 APYr1X 31eMeHTOB
nporpamMMHoOro nHTepdeica

CTRL O603HaueHVa K1aBuLL KnaBMaTypbl

/home/user HanmeHoBaHua paininoB 1 katanoros, GpparMeHTbl MPOrPaMMHOro Koja

OpunoxeHve A MepekpecTHble CCbIIKM Ha F1aBbl JOKYMEHTa UK TUNepPCChIIKU Ha BHELLH1e
pecypchbl

@ KomaHzbl, koTopble TpebyeTcst BBECTU C KIaBUaTypbl B KOMaHZAHYO CTPOKY OnepaLyOHHON

: cuCTeMbI (B TEPMUHANE UK IMYNATOPE TEPMUHANA), B PYKOBOACTBE MpeABapstoTcs
CYMBOJIOM MpUrAaLlleHns K BBOAY $ WK #, onpeAenstowmm, Kakme noJHOMOus
NoJ/ib30BaTeNs HEOBXOAMMbI A/ BbINOJHEHUS YKa3aHHOW KoMaHabl. CTaHAapTHBIM Ans
Unix-cnctem o6pa3om noApasymMeBaeTcs, UTo:

S — 414 BbINOJIHEHUA KOMaHAbl AOCTaTOYHO 06 bIYHbIX npas noJsib3oBaTtend.

# — AN BbINOJIHEHWS KOMaHZbl TpebytoTcs npaBa cynepnonb3oBaTens (06b4HO — root).
[lns NoBbILLEHUs NMPaB MOXHO MCMOJ/b30BaTb KOMaHAbl su U sudo.

MepeyeHb cOKpaleHN NpuBeseH B pasgene [NpunoxerHne XK. Cnncok coKpaLleHuu.

PyKOBOACTBO aZMUHWCTpaToOpa
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O npoaykTe

3. O npoaykTe

Ha3zHaueHue

Dr.Web Server Security Suite co3gaH ans 3awmTbl GarinoB annapaTHbIX U BUPTYaNbHbIX
darinoBbix cepBepoB, paboTatowmx nog ynpasaeHreM Unix-nogo6Hbix OC (GNU/Linux 1
FreeBSD) oT BMpYyCOB 1 BCeX NPOYMX BUAOB BPEAOHOCHOTO MPOrpaMMHOro obecneyeHus, a
TaKoKe AN NpejoTBpaLLeHnsa pacnpoCcTpaHeHns Yepes HUX Yyrpo3 Ana pasanyHbiX NaaThopm.
Mpwn paboTe B pexxnme LeHTpanansosaHHoW 3awmTel Dr.Web Server Security Suite
KOHTpOMpyeTcs cepBepom nog ynpasneHnem Dr\Web Enterprise Security Suite.

3awmTa AaHHbIX

OCHOBHble KOMMOHEHTbI (AHTUBMPYCHOE AAPO U BUPYCHble 6a3bl) ABASOTCA HE TObKO
KpanHe 3ddeKTMBHBIMU N HeTpeboBaTeNbHBIMWU K CUCTEMHbBIM pecypcaM, HO 1 Kpocc-
naaTGOPMEHHbIMM, UTO MO3BOAET CNeunannctaM kKomnaHum «Joktop Beb» co3gasatb
HaZe>XHble aHTUBUPYCHblE peLLeHns, obecneunBaroLLe 3aWmUTy KOMMNbIOTEPOB, paboTatoLLmx
NoJ ynpaBieHNeM pacrnpoCTpaHEHHbIX ONepaLMOHHbIX CUCTEM, OT Yrpo3, NpesHa3HauYeHHbIX
ANA pa3nnyHbix naathopMm. B HacToswee Bpems, Hapsaay ¢ Dr.Web Server Security Suite, B
KomnaHun «Joktop Beb» paspaboTaHbl TakKe U Apyrne aHTUBUPYCHbIe pelleHuns aas Unix-
noAo6HbIx onepaunoHHbix cnctem (GNU/Linux u FreeBSD), macOS n Windows. Kpome Toro,
pa3paboTaHbl aHTUBMPYCHbIE peLleHns, obecneunBatoLLme 3aLmTy MOBUAbHbIX YCTPOWCTB,
paboTtatowmx nog ynpasneHnem OC Android n «ABpopa».

KomnoHeHTbl Dr.Web Server Security Suite noctosHHO 06HOBAAIOTCSA, @ BUPYCHble Ha3bl
perynsapHoO AOMNOJIHAKOTCA HOBbIMUW 3anuncAMK, YUTO obecneunBaeT akTyalbHbl YPOBEHb
3aluMLLeHHOCTM dalinoB annapaTtHbIX Y BUPTyanbHbIX $alinoBbix cepBepoB. [ns
AOMNONHUTENBHOW 3aLLUTbl OT HEM3BECTHOTO BPEeAOHOCHOMO NPOrpaMMHOro obecneyeHmns
MCMONb3YIOTCA METOAbI 3BPUCTUYECKOTrO aHain3a, peasn3oBaHHble B aHTUBUPYCHOM A4pe, 1
obpatyeHue k obnauHomy cepaucy Dr.Web Cloud, xpaHswemy nHGopmaLmno 0 HOBENLLNX
yrpo3sax, CUrHaTypbl KOTOPbIX eLLe OTCYTCTBYIOT B 6a3ax.

JonoaHuntenbHo:

e OcHoBHble dyHkunm Dr.Web Server Security Suite
e Ctpyktypa Dr.Web Server Security Suite

e [lomelleHWe B KAPAHTUH

e [TlonHomoumra anga pabotel ¢ bannamu

e Pexxmbl paboTbl

PyKOBOACTBO aZMUHWCTpaToOpa
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3.1. OcHoBHble PpyHKuun Dr.Web Server Security Suite

1.

Mouck n o6e3BperxxuBaHue yrpos. NNpon3BOANTCA MOMCK KaK HEMOCPEACTBEHHO
BPEAOHOCHbIX MPOrpaMM BCEX BO3MOXHbIX TUMOB (Pa3iNyHbIX BUPYCOB, BKAKOYas BUPYCHI,
MHMLUMpPYLOLLMeE NoYToBble dalbl U 3arpy304HbIe 3aMNCK ANCKOB, @ TakXKe TPOSHCKUX
nNporpamMm, MOYTOBbIX YEPBEN U T. M.), TaK U HEXeNaTeNbHbIX NPOrpamMmM (peknamMHblx
nporpamMmm, NporpamMM-LyToK, MPOrpaMmM aBTOMaTMYecKoro Ao3BoHa). logpobHee o BMAax

yrpo3 cm. [1punoxerue A. Buabl KOMMObHOTEPHbIX YIPO3.
[ns oBbHapy>keHVA yrpo3 NCMNONb3YHOTCA:

e CuU2HaMypHeIl aHAAU3 — METOZ NPOBEPKM, MO3BONAIOLLMI OOHAPYXMTb YXKe U3BEeCTHble
Yrpo3bl, UHPOPMaLMsA O KOTOPbIX COAEPXKMTCA B BUPYCHbIX Ha3ax;

e 3gpucmuyeckul aHasauz — Habop MeToA0B NPOBEPKM, MO3BONAOLWMX OOHapy>XnBaTb
Yrpo3bl, KOTOPbIE eLle HEN3BECTHbI;

e 00/1a4HbIe MexHO102UU OBHApPYXKeHUs y2po3 — NPOU3BOANTCA ObpalleHne K cepBucy
Dr.Web Cloud, cobupatoLiemy cBexxyto MHGopMauuto 06 akTyanbHbIX yrpo3ax,
paccblNaemMyro pa3anyHbIMK aHTUBUPYCHBIMY Npoayktamu DrWeb.

@ DBPUCTUYECKMIA aHaM3aTOP MOXKET JIOXKHO pearnpoBaTb Ha NMporpaMmMHoe obecrneveHve,

: He ABAAIOLLErocs BpeAoHOCHbIM. [o3ToMy 061BbeKThI, cofepiKalle obHapyKeHHbIE UM
Yrpo3bl, MOAYYarOT CrieLmaibHbIN CTaTyc «NoLO3pUTeNbHbIe». PekoMeHayeTcs nomellats
Takne daiinbl B KapaHTUH, a Takoke nepejasaTb Ha aHaAuM3 B aHTUBMPYCHYO nabopaTtoputo
«[loktop Beb». [MogpobHee 0 MeToAax 0b6e3BpexuMBaHns yrpo3 cM. [lpunoxerve b.

YCTpaHeHme KOMMNbHOTEPHbIX YIPO3.

Mpu npoBepke GanIoBON CUCTEMBI MO 3aNpPOCy NOJb30BaTENS! UMEETCA BO3MOXHOCTb Kak
MOJIHOM NPOBEPKM BCEX 06BEKTOB GaliIOBON CUCTEMbI, ZOCTYMHbIX MO/Ib30BaTENHO, TaK U
BbIOOPOUHOWN NPOBEPKN TONBKO YKa3aHHbIX 06 BEKTOB (OTAENbHbIX KaTanoros uan Gannos,
COOTBETCTBYHOLLMX YKa3aHHbIM KpuTepuam). Kpome TOro, A0CTynHa BO3MOXHOCTb
OTAE/bHOM NPOBEPKM 3arpy30UHbIX 3aMMCeil TOMOB U UCMONHAEMbIX GalinoB, N3 KOTOPbIX
3anyLeHbl NPOLECChl, aKTUBHbIE B CUCTEME B laHHbI MOMEHT. B nocnegHem ciyyae npu
06Hapy>XeHUWN yrpo3bl BbINMOJAHAETCA HE TONbKO 06€e3BpeXMBaHNE BPEJOHOCHOIO
ncnonHsemoro danna, HoO U NPUHYANTENbHOE 3aBepLueHne paboTbl BCEX MPOLLECCOB,
3anyLLEHHbIX N3 Hero. B cuctemax, peanmsyrolmx MaHAaTHYO MoZenb AocTyna K dannam ¢
HabopOM pa3NNUHbIX YPOBHEW AOCTyMNa, CKaHWPOBaHMe GalniNoB, HEAOCTYMHbIX Ha TeKyLLEeM
YPOBHE A0CTyNa, MOXET MPOU3BOANTLCSA B CreLMaibHOM pexxmMMe aBTOHOMHOIO

kzemnaspa.
Bce 06bekTbI € yrpo3amu, obHapy>KeHHble B palnioBON CUCTEME, PETUCTPUPYHOTCA B
MOCTOSAHHO XPaHUMOM peecTpe Yrpo3, 3a UCKNHOUEHMEM TEX YTpOo3, KOTopble Hblan
0obOHapy>eHbl B pexKMMe aBTOHOMHOFO 3K3eMnasapa.

YTnavta ynpaBneHus n3 komangHon ctpokm Dr.\Web Ctl, Bxoasawas B coctaB Dr.Web Server
Security Suite, N03BOASET Tak>Ke BbINMOAHATL MPOBEPKY Ha Haanume yrpo3 Gpannosbix
CUCTEM YAANEHHbIX Y3/10B CETU, NPEAOCTaBAAOLLMX YAaNEHHbI TEPMUHANbHBIA JOCTYN
yepes SSH nan Telnet.

PyKOBOACTBO aZMUHWCTpaToOpa
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@ Bbl MO>KeTe ncnonb3oBaTh yaaneHHOe CKaHVPOBaHWe TONbKO ANf 0bHapy>keHns

: BPEAOHOCHBIX WM NOAO3PUTENbHBIX GaliNoB Ha yaaneHHOM y3ne. [Ans ycTpaHeHws
06Hapy>KeHHbIX YrpO3 Ha yAaNeHHOM Yy3/1e UCMOob3yWTe CPpeACTBa yrpaBaeHus,
npesocTaBaseMble HEMOCPEeACTBEHHO 3TVM y310M. Hanpumep, Ha poyTepax 1 npoumnx
«YMHbIX» YCTPOMCTBAX MUCMOJb3YiTe MexaH3Mbl OOHOBNEHUA MPOLLUMBKY, @ Ha
BbIYMCAUTENbHBIX MALLMHAX — MOAKAOUMTECH K HAM (B TOM YMCae B yAaNeHHOM
TEPMUHaNBHOM peXxrMe) U MPOU3BeMTe COOTBETCTBYHOLLME OMnepaLyn B UX GainnoBol
cucteme (yaaneHve uav nepemellieHve Garnos v T. N.) UK 3amnyctute aHTUBMPYCHOE
nporpaMmmHoe obecneverve (M0O), ycTaHOBAEHHOE Ha HUX.

2. MoHuTOopuHr obpaLeHuii K pannam:

¢ B PpaiinoBoii cucteme OC. OTcnexunBatotcs obpalleHms K arinam ¢ JaHHbIMU U

NonbITKM 3aMycka NCNoAHAEMbIX GaioB. 3TO MO3BONAET OOHapPY>KMBaTb U
HEeWTPaNM30BbIBaTb BPEAOHOCHbIE MPOrpaMMbl HEMOCPEACTBEHHO NPU MOMbITKaX
nHOVUMpOBaHNA MU GanIoBOW cncTeMbl cepBepa. loMMMO CTaHAApPTHOTO pexnma
MOHUTOPUHIa UMEEeTCS BO3MOXHOCTb BKIHOUNTb YCUNEHHbBIN («NapaHOouAanbHbIA»)
pex1M, B KOTOPOM AOCTyn K davinam byaet 610kMpoBaTbCsi MOHUTOPOM 0 MOMEHTA
OKOHYaHWUS UX NPOBEPKM (3TO NO3BONSAET NPEAOTBPATUTL CyYaun JoCTyna K danny, koraa
OH COZEP>XMUT Yrpo3y, HO pe3yabTaT ero NPOBepPKM CTAHOBUTCA U3BECTHLIM Yy>XXe nocae
TOro, Kak MPUIOXeHMe ycneao noayumTb AoCTyn K Ganny). YCUneHHbl pexnm
MOHWTOPWHTIa NOBbIWaeT ypoBeHb 6€30MacHOCTY, HO 3aMeaNAeT JOCTYN NMPUIOXKEHNI K
eLle He NpPoBepPeHHbIM daniam.

| OyHKUMA MOHUTOPUWHIa GaioBOM CUCTEMbI AOCTyNHa Toabko ana OC cemencTea
: GNU/Linux. Ans apyrux OC 3 cnvcka noafep>XKnBaeMblX HE NMOCTaBAAETCA KOMMOHEHT,
NpesoCTaBAAOLLNIA 3TY BO3MOXKHOCTb.

¢ B pazpensembix katanorax Samba. OtcnexxunBatoTcs obpalleHns NoKaNbHbIX 1
yAaneHHbIX Nonb3oBaTesnei GpansoBoro cepeepa K dparinam Kak Ha 3anmce, Tak U Ha
yTeHune. 3TO No3BoIAET OBHapPYXXMBaTb N HENTPaM30BbIBaTb BPEJOHOCHbIE NPOrpaMMmbl
HernocpeACTBEHHO MpW MOMbITKaX COXPaHEHNA UX B XPaHWIVLLE, YTO NMpeAoTBpaLLaeT nx
AanbHeNllee pacnpocTpaHeHne no ceTu.

¢ Ha romax Novell Storage Services. OtcnexwvBarotca obpalyeHma noab3oBaTtenen
davinosoro xpaHuaumwa NSS k dannam Ha 3anucb. ITo NO3BOAAET O6HapYyXnBaTb U
HelTpaAn30BbIBaTb BPEAOHOCHbIE MPOrPaMMbl HEMOCPEACTBEHHO MPW MOMbITKaxX
coxpaHeHus nx B xpaHuaunuie NSS, uto npeAoTBpaLlaeT UX AanbHenLlee
pacnpocTpaHeHve no ceTu.

@ ®yHkums moHuTopmHra TomoB Novell Storage Services goctynHa Tonbko aist Novell Open

: Enterprise Server SP2 Ha 6a3e onepaumoHHon cuctembl SUSE Linux Enterprise Server 10
SP3 unu 6onee nosgHer Bepcmn. Ans apyrmx OC n3 cnvcka Noafep>XKMBaeMbiX KOMMOHEHT,
NpeAOCTaBAAOLLMIA 3Ty BO3MOXKHOCTb, He MOCTaBAAETCS.

3. HapexxHasa vzonauua HGULMPOBaHHbIX WM MNOAO3PUTE/IbHbIX 06BbEKTOB,

obHapy>XeHHbIX B paliIOBON CUCTEME CEpPBEPA, B CreLMaibHOM XpaHUANLLE — KapaHTUHe,
YTOObI OHW HE MOTAN HaHecTu yuwepba cucteme. MNpun NepemMeLeHN 06BEKTOB B KapPaHTUH

PyKOBOACTBO aZMUHWCTpaToOpa
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OHU CneumanbHbiM 06pa3oM NePerMeHOBbLIBAOTCA U MOTYT HbiTb BOCCTAHOBJ/IEHbI B
NCXOAHOE MECTO (B Clydae HeEOBXOAMMOCTH) TOJIbKO MO KOMaHZe Moib30oBaTes.

4. ABTOMaTnueckoe o6HOB/IeHNE aHTVBMPYCHOTO A4Pa, COAEPXKMMOTro BUPYCHbIX 6a3 ans
noAsep>KaHMA BbICOKOrO YPOBHSA HaZEXHOCTU 3aLLMTbl OT BPEAOHOCHbIX MPOrpamMmM.

5. C60p CTaTUCTUKM MPOBEPOK U MHLUMAEHTOB, CBA3aHHbIX C BpeAoHOCHbIM [10. BeaeHune
>XypHana obHapyXeHHbIx yrpos. OTnpaBka yBegoMaeHn 06 obHapy>XeHHbIX yrpo3ax no
SNMP BHeLIHMM CMCTEMaM MOHUTOPUHIA U CepBepYy LIeHTPaN30BaHHOW 3aLUuTbl, €Cn
Dr.Web Server Security Suite paboTaeT B pexxvmMe LLeHTpann30BaHHOW 3aUNTbl, @ TakKe
obnauHomy cepsucy Dr.Web Cloud.

6. Ob6ecneueHue paboTbl NoA ynpaBJsieHNEM cepBepa LLeHTPaAM30BaHHOM 3aLuTbl 415
NPUMEHEHNA Ha CcepBepe eAVHbIX NONNTUK 6e300acHOCTM, MPUHATLIX B @HTUBUPYCHOM
cetn noa ynpasneHnem Dr.Web Enterprise Security Suite, B cocTaB KOTOPOW OH BXOAMT. ITO
MO>eT BbITb KaK CETb HEKOTOPOro NpeAnpuATMA (KOpnopaTUBHaA CeTb) UM YacTHas CeTb
VPN, Tak 1 ceTb, OpraHM3oBaHHas NPoBanAepoOM Kaknx-ambo ycayr, Hanpumep, 4OCTyna B
NHTEPHET.

3.2. Crpyktypa Dr.Web Server Security Suite

Dr.Web Server Security Suite npeactaBaseT cobo NporpaMMHbIA KOMMAEKC, COCTOALLMN U3
Habopa KOMMOHEHTOB, KaXAbl/ U3 KOTOPbIX BbINOAHAET CBOW Habop GpyHKLMIA. B
COOTBETCTBMM C 3aZlayamMu, pellaeMbIMy KOMMOHEHTaMW, OHW pa3jesieHbl Ha KaTeropuun:

e ba3oBble aHTMBMPYCHblE KOMOOHEHTLI, 06pa3syrowme agpo npoaykta Dr.Web Server Security
Suite. [pn OTCYTCTBUN KOMMOHEHTOB 3TOW KaTeropmmn NPoAyKT He MOXET BbIMOHATb

CKaHWpoBaHWe GarnoB (M MHbIX JaHHbIX) Ha NPeAMET HalMUnsA BUPYCOB N UHbBIX YTPO3.

o KomMnoHeHTbl noucka yrpo3. /laHHble KOMMOHEHTbI MCMOb3YHOTCA ANA pelueHns 6a30oBbIX
3aga4 Dr.Web Server Security Suite — nouncka BpeJOHOCHbIX M MOTEHLMANBHO OMaCHbIX
06bekTOB. B cBOEN paboTe KOMMOHEHTbLI 3TOM KaTeEropun MCNob3yHoT 6a30Bble
aHTUBMPYCHbIE KOMMOHEHTBI.

e CepBUCHbIe KOMMOHEHTbI, peLlatoLLie BCNoMOoraTesibHble 3a4aum A8 NOAAEPXKKN
aHTUBUPYCHOW 3alumThl (06HOBAEHME BUPYCHbIX 6a3, NOAK/IOUYEHME K CepBEpaMm
LEHTPaAN30BaHHOW 3aLUmMThl, 06LWas koopanHaums paboTbl komnoHeHToB Dr.Web Server
Security Suite n 7. 4.).

e VlHTepdelicHble KOMOOHEHTbI, NPEAOCTaBAAOLLME (NOAb30BATENO U CTOPOHHUM
NpuAoXeHNaM) nHTepdenc ana ynpasneHma paboTton Dr.Web Server Security Suite.

MepeyeHb KOMMOHEHTOB, BXxOAALMX B cocTaB Dr.Web Server Security Suite, nepeuvicneH B
Tabamuax Huxe.

PyKOBOACTBO aZMUHWCTpaToOpa
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3.2.1. ba3oBble aHTUBNPYCHbIE KOMIMOHEHTbI

KomnoHeHT

Dr.Web Virus-Finding Engine

Dr.Web Scanning Engine

BupycHble 6a3bl

Dr.Web File Checker

OnucaHue

AHTUBMPYCHOE AApO0. PeannsyeT afiropuUTMbl MOUCKa 1 Pacrno3HaBaHUs

BMPYCOB U MPOUMX BREAOHOCHBIX MPOrpamm (MCNosb3ys CUFHATYPHbINR 1
3BPUCTUYUECKNIA aHaW3).

PabotaeT nog ynpaeneHnem komnoHeHta Dr.Web Scanning Engine

®dann 6ubavortekn: drweb32.d11.

BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XypHan: CoreEngine

CkaHupytolee aapo. KOMMNOHEeHT, oTBeYaroLLuii 3a 3arpysky
aHTMBMpYcHoro sgapa Dr.Web Virus-Finding Engine v BupycHbIx 6a3.

e [lepefaeT aHTUBMPYCHOMY SIAPY Ha MPOBEPKY cogep kumMoe halinos 1
3arpy30u4HbIX 3amnmcelt ANCKOBbIX YCTPOUCTB.

e OpraHusyeT ouepesb GannoB, OXUAaIOLWNX NPOBEPKU.

e BbinosHAeT neyeHve Tex Yyrpos, gna KOTopbIX JaHHOE AEVICTBVIE
NPUMEHNMO.

MoxkeT paboTaTb Kak nog ynpasneHnem gemoHa Dr.Web ConfigD, Tak
N B aBTOHOMHOM pexvMe.

Vcnonb3yetcs komnoHeHtamu Dr.Web File Checker n Dr.Web Network
Checker. Takxe MOXeT MCMONb30BaTbCs KOMMOHeHTOoM Dr.Web MeshD
(B HEKOTOPBLIX pexxnmMax paboTbl) ¥ BHELLUHUMM (MO OTHOLLEHWIO K
Dr.Web Server Security Suite) npunoxeHusMu, NCNOAb3YHOLLNMU
HenocpegactBeHHo API Dr.Web Scanning Engine

NcnonHsembli dpalin KOMNOHeHTa: drweb-se.

BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XypHaa: ScanEngine

ABTOMaTUYeckn obHOoBAsSIemMan 6a3a JaHHbIX CUTHaTyp BMPYCOB U
NpouYMX yrpo3, a Takke arOpUTMOB Pacrno3HaBaHWA U HEMTPaaM3aLmm
BPEOHOCHOrO NporpaMmMHoOro obecneyeHus.

Vcnonb3yetca aHTMBUpYCcHbIM aapom Dr.Web Virus-Finding Engine u
NOCTaBASAETCS COBMECTHO C HUM

KomnoHeHT npoBepky 06bekToB $HaliioBON CUCTEMbI U MEHEZXKED
KapaHTVHa.

o [IpvHMMaeT OT KOMIMOHEeHTa MoucKa yrpo3 3aZlaHns Ha NPOoBEpPKY
baiinoB, HaxoAALWMNXCS B JoKabHOW (MO oTHOLWeHuo kK Dr.Web
Scanning Engine) daiinosoli cucteme.

o O6x0auT KaTanoru haoBOM CUCTEMbI COFIACHO 3aaHuio, nepesaet
dannbl Ha NpoBepky ckaHupyrowemy aapy Dr.Web Scanning Engine
1 OMOBeLLaeT KOMMOHEHTbI-KIVEHTbI O XOZ€e NMPOBEPKU.

e BoimonHser yaaneHne I/IHCI)I/ILIJ/IpOBaHHbIX ¢a|7u10|3, nepemMeLleHme nx B
KapaHTH 1 BOCCTaHOBJ/IEHNE U3 KapaHTWHA, ynpaBideT KataaoramMmm

KapaHTWHa.

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT

Dr.Web Network Checker

Dr.Web MeshD

O npoaykTe

OnucaHue

o OpraHu3yeT 1 COAEPXKMT B akTyalbHOM COCTOAHUN KELU, XPaHs LM
MHGOPMaLMIO O paHee NPOBEpPEeHHbIX Palinax AN yMeHbLeHNs
4aCTOTbl MOBTOPHbBIX MPOBEPOK Galnos.

Ncnonb3yetcs kOMNOHEHTaMu, NPOBEPAOLW MMM 06 beKTbl PpainoBOl
cuctemsl, Takumm kak SplDer Guard, SplDer Guard ans SMB, SplDer
Guard ana NSS

VicnosHsiembln dainn KomnoHeHTa: drweb-filecheck.

BHyTpeHHee HaVMeHOBaHWe, BbIBOAMMOE B XypHan: FileCheck
AreHT ceTeBOl NPOBEPKN AaHHbIX.

e lcnonbayeTcs a8 nepesaun Ha NPOBEpPKy B CKaHVpytoLLee 14p0
AaHHbIX, OTNPaB/IE€HHbIX KOMMNOHEHTAMM NPOrpaMMHOIo Komnaekca
yepes ceTb (3TO Takme KOMMOHeHTbI, kak Dr.Web ClamD).

e [Mo3Bonset Dr.Web Server Security Suite opraHusoBbiBaTb
pacnpeseneHHyto NpoBepKy AaHHbIX: MPUHUMATbL Ha MPOBePKyY
JaHHble C yAaneHHbIX Y3/10B CeTU 1 NepeAaBaTb NOKalbHbIE JaHHble
Ha NMpoBepKy Ha yzaneHHble y3bl ceTu. Ana nprema n nepegaun
JaHHbIX Ha YAaneHHbIX y31ax Takoke Ao/KeH PYHKLUMOHMPOBaTb
aHTMBMPYCHBIN NpoaykT Dr.Web ans onepaupmoHHbIX cnuctem
cemeiictBa Unix. B pexxume pacnpegeneHHon npoBepku No3sosset
aBTOMaTUYeCKu pacrnpeaensiTe MHTEHCVBHOCTb aHTUBMPYCHOTO
CKaHMPOBaHWA MO AOCTYMHbIM y3/1aM, CHUXaA Harpysky Ha y3bl C
60bLW KM 06bEMOM MPOBEPKM (HAMPUMEP, BbIMOJHAOLLUX POJb
MOUYTOBbLIX CEPBEPOB U MHTEPHET-LU/FO30B).

Mpwn HanUuUK B CETU Y3N0B-NAaPTHEPOB, CMOCOBHbIX MPUHUMATL AaHHbIE
Ha NPOBepKy, KOMMOHEHTbI, ncnosb3ytowne Dr.Web Network Checker
419 MPOBEPKW, MOTYT HE UCMONb30BaTh MOLLHOCTU IOKaNbHOTO
ckaHvpytowero sapa Dr.Web Scanning Engine. Takum obpasowm,
nokanbHoe ckaHupytolee aapo Dr.Web Scanning Engine, Dr.Web
Virus-Finding Engine v BupycHble 6a3bl MOTyT OTCYTCTBOBATb.

Ans obecneyeruns 6e3onacHoCTV Npu nepesave dalinos No cetm
ncnonb3syet SSL

NcnonHsembii dparin KOMNoHeHTa: drweb-netcheck.

BHyTpeHHee HanMeHOBaHWe, BbIBOAMMOE B XypHaa: NetCheck

KoMnoHeHT, ocyLiecTBAsOWMI NoakntoueHne npoaykta Dr.Web Server
Security Suite kK 1okanbHOMY 061aKy, NO3BO/IAIOLLEMY MPOAYKTAM
Dr.Web ans Unix o6bmMeHnBaTbCA OOGHOBAEHMAMK, pe3yibTaTamu
npoBepku $palinos, nepepasatb APYr APYry Ha NpoBepKy paibl, a
TakkKe NPejoCTaBAATb YCAYrM CKaHVPYIOLLErO A4pa Hanpsmyto.

Mpuv HaM4MM 3TOrO KOMMOHEHTa B COCTaBe NMPOJAyKTa 1 NpW Hainumm B
cocTaBe N0KaNbHOro 06/1aka, K KOTOPOMY OH MOAK/IHOYEH, Y3/10B,
NpesoCTaBAAOLLMX YCAYTY CKaHUPYHOLLLEro fAApa, oKaabHoe
ckaHupytowee agpo Dr.Web Scanning Engine, Dr.Web Virus-Finding
Engine v BMpycHble 6a3bl MOTYT OTCYTCTBOBATbL

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT OnucaHue

NcnonHsembii dparin KOMNoHeHTa: drweb-meshd.

BHyTpeHHee HanMeHOBaHMWe, BbIBOAMMOE B XypHaa: MeshD

3.2.2. KoMmnoHeHTbl NOMCKa yrpos

KomnoHeHT OnucaHue
SplDer Guard MonuTop darinosoii cuctembl GNU/Linux.

PaboTaeT B pOHOBOM pexrme v OTCAEXMBAET onepaumm ¢ dainamm
(Takve Kak co3zaHuve, OTKpPbITUE, 3aKpbITVe 1 3anyck daiina) B GannosbIx
cuctemax GNU/Linux. Mocbinaet komnoHeHty Dr.Web File Checker
3anpocChl Ha NPOBEPKY COAEPXKUMOTO HOBbIX U U3MEHUBLUMXCA GalinoB,
a TaKke UCNoHAeMbIX GaioB B MOMEHT 3arycka nporpamMm.

B 3aBmcMMocTM OT Bo3MoxkHoCTen OC 1UCMONb3yeT CUCTEMHBIA MeXaHW3M
fanotify vav cneumanvavpoBaHHbI MOZYNb AApa, pa3paboTaHHbIi
KomnaHven «Joktop Be6» (LKM-moaynb, nocTaBaseTcs COBMECTHO C
SpIDer Guard B otgenbHoM nakeTe). Mpu paboTe Yepes CUCTEMHDIN
MexaHu3M fanotify MOHUTOP MOXeT paboTaTb B YCUIEHHOM WK
«MapaHouaanbHOM» pexume, 610kMpysa foCTyn K dainam, KotTopble
elle He NPOBEPEHbl, JO MOMEHTa OKOHYaHWsA UX NpoBepku. Mo
YMOJIYaHMIO MUCMOb3YeTC 06 bIUHbIA DEXMM MOHUTOPUHTA.

| MocTaBnsieTca TONbKO B COCTaBe AUCTPUOYTMBOB,
* npesaHa3sHayeHHbIx ansa OC cemenctea GNU/Linux.

VcnosHsembln painn KoMmnoHeHTa: drweb-spider.

BHyTpeHHee HaMMeHOBaHVe, BbIBOAVMOE B XypHan: LinuxSpider

3arpy>aemblii MOy b fapa 3arpyxaembliii Mogysb fgpa Linux (LKM-mMopaynb), ncrnosib3yemeiin

Linux gnsa SplDer Guard MoHuTopom SplDer Guard gna goctyna K cobbiTusamM dhannoBom
cuctembl B Tex OC, B koTopbix API fanotify HegocTyneH unm peanvsoBaH
C OrpaHuyeHHbIM HabopPOM PYHKLMIA.

KoMnoHeHT noctaBasieTcs kak B CKOMAWANPOBaHHOM Buge (415 Habopa
OC, B koTOpbIx fanotify He peannsoBaH UM HeAOCTyNeEH), Tak U B BUAe
MCXOZAHOTO KOAA, MO3BONAOLLLErO OCYLLECTBUTb COOPKY U yCTaHOBKY
moayna agpa OC Bpy4Hyto (MHCTPYKUmsA No cbopke npuseseHa B
pa3gene UcnonbzoBaHue moayns aapa ana SplDer Guard).

| MocTaBnsieTca TONbKO B COCTaBe AUCTPUOYTMBOB,
. npeaHa3sHayeHHbIx ana OC cemenctea GNU/Linux.

Ana apxutektyp ARM64, E2K 1 IBM POWER (ppc64el)
paboTa c MoAy/neM fjpa He MoAAep>KMBaeTcs.

PyKOBOACTBO aZMUHWCTpaToOpa
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SplDer Guard ana SMB

SplDer Guard ana NSS

O npoaykTe

OnuncaHue
NcnonHsemblii dpalin KOMNOHeHTa: drweb . ko

MoHuTop pazgensiemsix katanoros Samba.

PaboTaeT B $OHOBOM pexxume 1 oTCaexmBaeT onepauum Gannosot
cuUcTeMbl (Takve Kak co3AaHue, OTKPbITUE U 3aKkpbiTve dalina, a Takke
ornepauymn YTeHVs 1 3anncK) B KaTasiorax, OTBeAeHHbIX Ans GainoBbIx
XpaHunuwy, SMB-cepsepa Samba. Mocblnaet komnoHeHTy Dr.Web File
Checker 3anpocbl Ha NPoBepPKy COAEPXXMMOTO HOBbIX U U3MEHMBLLMXCA
dannos.

Ans vHTerpaumm ¢ GainoBbiM CeEpBEPOM UCMOIb3yeT Moayan VFS SMB,
paboTatoLyme Ha cTOpoHe cepBepa Samba

NcnonHsembli dparin KOMNOHeHTa: drweb-smbspider-daemon.

BHyTpeHHee HavMeHOBaHVe, BbIBOAUMOE B XypHan: SMBSpider

Monutop TomoB NSS (Novell Storage Services).

PaboTaeT B OHOBOM pexxume 1 oTcaexmnBaeT onepauum Gannosor
cuUcTeMbl (Takve Kak co3aHue, OTKPbITUE U 3aKkpbiTve dalina, a Takke
onepaumn 3anmcn) Ha Tomax NSS, CMOHTMPOBAaHHbIX B YKa3aHHYH TOYKY
dannosow cuctemsl. Mocbinaet komnoHeHTy Dr.Web File Checker
3anpochbl Ha NPOBEPKY COAEPXKNMOTO HOBbIX U U3MEHMBLLMXCA GalinoB.

| MocTaBnsieTca TONbKO B COCTaBe AUCTPUOYTMBOB,
: npesaHa3sHayeHHbIx ansa OC cemenctea GNU/Linux.

PaboTocnocobeH Tonbko B Novell Open Enterprise
Server SP2 Ha 6a3e onepaunoHHon cuctembl SUSE
Linux Enterprise Server 10 SP3 nan 6onee no3aHux
BEPCUIA.

NcnonHsemblii dpalin KOMNOHeHTa: drweb-nss.

BHyTpeHHee HanMeHOBaHMe, BbIBOANMOE B XypHaa: NSS

3.2.3. CepBMCHbIE KOMIMOHEHTbI

KomnoHeHT

Dr.Web CloudD

OnucaHue

KomnoHeHT B3aumogencteus ¢ obaakom Dr.Web Cloud.

Otnpasnset URL, nocelwaemble noab3oBaTenem, a Takke CBeAeHna o
npoBepsembix Garinax, B obaauHbln cepsmc Dr.Web Cloud ans mx
NPOBEpPKM Ha Haimume yrpo3s, MHhopmMaLms O KOTOPbIX NoKa
OTCYTCTBYeT B BUPYCHbIX 6a3ax

NcnonHsemblid dpalin KoMnoHeHTa: drweb-cloudd.

BHyTpeHHee HavmMeHOBaHVe, BbIBOAMMOE B XypHaa: CloudD

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT

Dr.Web ConfigD

Dr.Web ES Agent

Dr.Web StatD

Dr.Web Updater

O npoaykTe

OnucaHue

[lemMoH ynpaBaeHus koHourypaupmeii komnaekca Dr.Web Server Security
Suite.

e YnpaBnseT aKTMBHOCTbIO (3amyck U OCTaHOBKA) APYrMx KOMMOHEHTOB
NMPOrpamMmMHOro KOMMieKca B 3aBUCMMOCTU OT HacTpoek.

o [lepe3anyckaeT KOMMOHEHTbI, 3aBepLUMBLLME paboTy B pe3ynbTaTe
cbos, 3amyckaeT OfHMN KOMMOHEHTbI KOMMeKca no TpeboBaHuio
Apyrux, MHGOPMUPYET KOMMOHEHTbI MPOAyKTa 06 M3MEHEHWN COCTaBa
3anyLLeHHbIX KOMMOHEHTOB.

e XpaHuT 1 NpesocTaBaseT BCEM KOMMOHEHTaM MHGOpMaLmo 06
MUMEIOLLMXCA INLEH3MOHHBIX KIOUax 1 HacTpoikax. Monyyaet
M3MEHEHHbIe HAaCTPOMKMN U KIFOUM OT YNOJHOMOYEHHbIX KOMMOHEHTOB
Dr.Web Server Security Suite 1 onoBeLyaeT Bce KOMMOHeHTbI 06
N3MEHEHUM INLEH3MNOHHBIX KAtOYelr U HacTpoek

NcnonHsembli dparin KomMnoHeHTa: drweb-configd.
BHyTpeHHee HavMeHOBaHVe, BbIBOAUMOE B XXypHan: ConfigD

AreHT UeHTpann3oBaHHOW 3awwuTbl. ObecneuvBaeT paboty
nporpamMmMHOro Komrnjiekca B LeHTpaan3oBaHHOM U MOBUNTBHOM

pexvMax.

e OpraHusyeT CBA3b C CEPBEPOM LIeHTPaAN30BaHHOW 3aLLuThI,
nosiyyaeT OT Hero ANLEH3VNOHHBIA KAro4YeBOW daiin, 06HOBAEHUs
BMPYCHbIX 6a3 1 aHTUBUPYCHOTO Aapa.

e [lepesaeT Ha cepBep MHOOPMALMIO O COCTaBE M COCTOSHAM
komnoHeHToB Dr.Web Server Security Suite n HakonneHHyro
CTaTUCTUKY WHLMAEHTOB, CBA3aHHbIX C BPeAoHOCHbIM 1O

NcnonHsembli dpalin KOMNOHeHTa: drweb-esagent.
BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XypHan: ESAgent

KoMnoHeHT ans xpaHeHWs CTaTUCTUKK cObbITUIM KoMNoHeHToB Dr.Web
Server Security Suite.

MonyyaeT v opraHusyeT XxpaHeHUe COBbLITWIA, MOCTyNatoL X o1
KOMTMOHEHTOB NMPOrpaMMHOTO KOMIIeKca, Takux Kak HeOXnaaHHoe
3aBeplueHne paboTbl, 06Hapy>KeHWe yrpo3bl 1 ap.

NcnonHsembli dparin KOMNOHeHTa: drweb-statd.

BHyTpeHHee HaVMeHOBaHVe, BbIBOAVMOR B XypHai: StatD

KoMmnoHeHT o6HOBAEHMS.

OTBeuaeT 3a 3arpysKky C cepBepoB 0HHOBIEHUI KOMMAaHWUK «[loKTop
Be6» 06HOBNEHWN ANs BUPYCHBIX 6a3, aHTUBMPYCHOTO AApa.

O6HOBNEHNA MOTYT 3arpy>aTbCsa Kak aBTOMaTUYeCKy, MO pPacrnmcaHuto,
TaK U HEMOCPEACTBEHHO MO KOMaHAe MoJib3oBaTens (Yepes ytuauty
Dr.Web Ctl unun uepes Be6-uHTEpdENC YyNpaBieHns)

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT

3.2.4. NntepdeicHble

KomnoHeHT

Dr.Web HTTPD

Be6-untepdeiic ynpasaeHus
Dr.Web

Dr.Web Ctl

Dr.Web SNMPD

O npoaykTe

OnucaHue

NcnonHsemblid dpalin KOMNoHeHTa: drweb-update.

BHyTpeHHee HanMeHOBaHWe, BbIBOAMMOE B XypHa: Update

KOMMNMOHEHTDbI

OnucaHue

Beb-cepBep ynpaBneHus komnoHeHTamu Dr.Web Server Security Suite.

MpepocTaBaseT cneumanusnposanHbln HTTP APl ans ynpasieHus
komnoHeHTamu Dr.Web Server Security Suite.

Yka3zaHHbIn APl ncnonbayetcs Beb-nHTepdencom ynpasaeHms.

Ans obecneyeHns 6e30nMacHOCTV NPY NOAKIOYEHUN K BEO-MHTEpdelicy
ynpaBaeHvs ncnosb3yet npotokoa HTTPS.

Ana nepegaumn faHHbIX Ha npoBepky B Dr.Web Scanning Engine
ncnonb3yet Dr.Web Network Checker

VicnosHsembln pain KomnoHeHTa: drweb-httpd.

BHyTpeHHee HavMeHOBaHWe, BbIBOANMOE B XypHaa: HTTPD

Beb-uHTepdeic ynpasaeHus.

Mo>keT 6bITb OTKPBIT B Nt060M 6pay3epe Ha JIOKaNbHOM WK
yAaneHHoM y3ne cetn. Hannuve Beb-uHTepdeiica ynpasaeHus
No3BONAET NPOAYKTY HE UCMOJ/Ib30BaTb CTOPOHHWE Beb-cepBepbl
(Takve, Hanpumep, kak Apache HTTP Server) n yTuautbl yaaneHHoro
aAMUHMCTPUPOBaHUA HanoZobve Webmin.

PaboTtocnocobHocte obecneunBaetcs Beb6-cepsepom Dr.Web HTTPD

Ytunuta, obecneunBatolas uHtepdelic ynpasnerus Dr.Web Server
Security Suite U3 KOMaHAHON CTPOKW.

Mo3BosifieT ocyLecTBAATL 3aMyck NpoBepku dalinos, NpocMaTpmBaTh
COZEPKMMOE KapaHTMHa W ynpaBasaTb MM, 3anyckaTb 06HoBAeHWe
BMPYCHbIX 6a3, nogkntouate Dr.Web Server Security Suite Kk cepsepy
LieHTPaM30BaHHOW 3aLnTbl 1 OTKIKOYATbCA OT Hero, MPocMaTpuBaTb U
M3MEHATb 3HaYEHWUs NMapameTpoB KOHOUrypaLmm NporpaMmMHOro
KoMmnaekca

VicnosHsembiin daiin KoMnoHeHTa: drweb-ct1.

BHyTpeHHee HaVMeHOBaHVe, BbIBOAUMOE B XypHa: Ctl
MpepactaBnset cobot SNMP-areHT.

MpeaHa3HaueH ans nHTerpauum Dr.Web Server Security Suite ¢
BHELLUHUMW CUCTEMaMU MOHUTOPUHra nocpeactsomM npotokona SNMP.
Takasi HTErpaLmMs NO3BOASET OTCAEXMBATL COCTOSIHNE PaboThl
KOMMOHEHTOB KOMI/IeKca, a Takke cobupaTtb CTaTUCTVKY OBHapy>KeHNUs
N HeMTpanmM3aLmm yrpos.

PyKOBOACTBO aZMUHWCTpaToOpa
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1‘{@}‘ O npoaykTe
KommnoHeHT OnuncaHue
Moanep>xwusaet npotokoabl SNMP v2c n v3
NcnonHsembii dpalin KOMNOHeHTa: drweb-snmpd.
BHyTpeHHee HavMeHOBaHwWe, BbIBOAUMOE B XypHaa: SNMPD
Dr.Web ClamD KoMMoHeHT, aMyunpyroLwnin MHTEpPENC aHTVBMPYCHOTO AeMOHa clamd

(KOMMOHEeHT aHTBMpPYCcHOro npoaykta ClamAV ®).

Mo3BonasieT Npo3payHo ncnoab3oBaTb Dr.Web Server Security Suite gns
aHTVBUPYCHOI NPOBEPKU JH0OBIM MPUNOXKEHNAM, KOTOPble MOTYT
MCMONb30BaTh aHTMBUPYCHbIN NpoaykT ClamAV®.

[na nepesaun saHHbIX Ha npoBepky B Dr.Web Scanning Engine, B
3aBMCMMOCTM OT pexxnuma, ucnonbsyet Dr.Web File Checker nan Dr.Web
Network Checker

VcnosnHsiemblin dain kKomnoHeHTa: drweb-clamd.

BHyTpeHHee HaVMeHOBaHVe, BbIBOAVMOE B XypHas: ClamD

Ha pucyHke Huxe noka3aHa cTpyktypa Dr.Web Server Security Suite n ero Bzavmogenctama c
BHELUHUMMW MPUNOXKEHUAMMN.

Cepsuc A
DrWeb Cloud F Dr.Web CloudD

Cepeepbl 06HOBAEHWA

Cepsep
LieHTpanv308aHHoM
3almThI

Dr.Web ans Unix

Dr.Web Server Security Suite (Unix)

Dr.Web HTTPD

Dr.Web ConfigD
HTTPS

Beb-nHTepheiic
ynpasneHua

Dr.Web Scanning Engine

BupycHble 6asbl
Shell, SSH A guunucrparop

Dr.Web

Virus-Finding Engine

D eb
Dr.Web ES Agent Dr.Web ClamD BHellHee NpuaoxeH1e

Andt SMB e # Dr.Web SNMPD H  Meresxep SNMP

|' |
| Moay/b VFS |
|
I -
| Painosas
|
|

cucTeMa
Pasgengemble T
pecypchl Samba

Ha npmneejeHHOM PUCYHKE NCMOJIb30OBaHbI ciedyrouine 0603HaueHus:

]
]

Dr.Web Server Security Suite B Lie/IoM 1 BHELLH/E MO OTHOLUEHWIO K HEMY NMporpamMmMHble MPOAYKTbI
Dr.Web, He BxoaslLMe HEMNOCPEACTBEHHO B €ro COCTaB

BHewwHWe no oTHoweHwuo k Dr.Web Server Security Suite nporpamMmbl 1 nporpaMmMHble KOMMIEKChI, C
KOTOPbIMU OH UHTErpupyeTcs

PykoBoacTBO agMuHUcTpaTtopa
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(06HOBNIEHME BUPYCHBIX 6a3, MOAKIOUEHME K CepBEpPaM LIEHTPANN30BaHHOW 3aLLuTbl, obLLas
KoopAVHaLUpsa paboThbl U T. 4.)

|:| CepBVICHbIe KOMMOHEHTHI, pelakolie KOHKPETHbIE 3aa4n B paMKaX aHTI/IBVIpyCHOI7I 3alunThbl

KoMnoHeHTbl, NpegocTtaBastoLme (M0Ab30BaTENO UK CTOPOHHUM NMPUAOXEHUAM) UHTEPENC Ana
ynpasneHua pabotoit Dr.Web Server Security Suite

KoMnoHeHTbI, ncnosib3yemble AN aHTUBUPYCHOM NPOBEPKM

Ba3oBble aHTUBMPYCHbIE KOMMOHEHTLI, 0bpa3ytolne sapo Dr.Web Server Security Suite.
Wcnonb3ytoTcsd KOMMNOHEHTaMW, OCYLLECTBAAOLWUMU NPOBepKy GaioB 1 AaHHbIX

KomMnoHeHTbl, 0603HauYeHHble MYHKTUPHOW FPaHuLLEeN, MOTYT OTCYTCTBOBATb, B 3aBUCUMOCTM
OT NOCTaBKM AN cueHapus ncnonb3osaHuna Dr.Web Server Security Suite.

Bonee noapo6bHo komnoHeHTbl Dr.\Web Server Security Suite onucaHbl B pa3gene
KomnoHeHTbl Dr.Web Server Security Suite.

3.3. NomewieHne B KapaHTUH

KapaHTnH Dr.Web Server Security Suite npeactaBnseTt cobon cucremy KkaTanoros,
npeaHa3HaueHHbIX AN HafeXHOW n3onaumm GannoB, Coaep>KalumX BblABAEHHbIE YrpO3bl,
KOTOpble B IaHHbI1 MOMEHT He MOTYT ObITb 06e3BpeXeHbl MO KakKUM-AMH0 NpUYMHAM.
Hanpumep, obHapyeHHas yrpo3a MoxeT HbiTb HEM31EUMMOM, MOTOMY YTO elle HeU3BecTHa
Dr.Web Server Security Suite (Hanpumep, oHa 6bi1a 06Hapy>XeHa 3BPUCTUYECKNM
aHanM3aTopoM, a B BUPYCHbIX 6a3ax ee cUrHaTypa, a CiefjoBaTe/IbHO, U METOZ JIeUeHus,
OTCYTCTBYET), U/IN MPW MOMbITKE ee le4eHnsa BO3HMKaT owmrbkun. Kpome Toro, darin Moxert
6bITb NepeMelLeH B KapaHTUH HEMOCPEACTBEHHO MO XeNaHUIo MONb30BaTeNs, eC/Iv OH
BblOpasn COOTBETCTBYHOLLIEE JECTBME B CNUCKE OOHAPY>XKEHHbIX YTPO3 MW yKa3an ero Kak

peakuynto Ha yrposbl onpeaeneHHoro tmna.

Koraa dawnn, cogep>kalumii yrposy, nepemMeLlaeTcs B KapaHTUH, OH cneLlnanbHbiM obpa3om
nepenMeHoBbIBaeTCs, YTOHbI NpesoTBPaTUTb BO3MOXHOCTb €ro MaeHTUdGunKaumm
NoAb30BaTeAAMUN N NMPOrpamMMamu, 1 3aTPYAHUTb AOCTYMN K HEMY, MUHYSA MHCTPYMEHTbI
paboTbl C KapaHTUHOM, peann3oBaHHble B Dr.\Web Server Security Suite. Kpome Toro, npu
nepemMelleHnn darina B KapaHTUH y Hero Bcerga cbpacbiBaeTca 6UT UCNONHEHNS ANA
npefoTBpaLLeHMa 3anycka.

KaTtanoru KapaHTUHa pa3MeLllaroTCA:

e g JomawiHeM Kkamasoze NoJsib3o8amesis (€CNV Ha JAaHHOM KOMMbIOTEPE MMEETCA HECKObKO
yUYeTHbIX 3anncer pa3HbiX NOsb30BaTeseN, TO B JOMALLUHEM KaTaaore KaXzaoro nus atunx
nonb3oBaTeNne MOXeT ObITb CO3JaH CBOM COBCTBEHHbIN KaTanor KapaHTUHA);

® 8 KOpHesoM kamaJsioee Kaxx0020 102U4eck020 momda, CMOHTUPOBAHHOTO B Cl)al‘/’IJ'IOBOI\/’I cncreme.

Katanorun kapaHtnHa Dr.Web Server Security Suite Bcerga nmetot nms
.com.drweb.quarantine 1 CO34at0TCA NO Mepe HEOHBXOAMMOCTM B TOT MOMEHT, KOraa K

PyKOBOACTBO aZMUHWCTpaToOpa

21



Ty
),
A

A
$

O npoaykTe

Kakon-1mbo yrpose npumMeHseTcs gencrere «B kapaHTUH» (QUARANTINE), ApyruMu
CNoBaMu, JO TEX NOP, NOKa Yrpo3 He 0OHapyXXeHO, KaTaslorn KapaHTMHa He co3gatotcs. Mpu
3TOM BCerja co34aeTca TObKO TOT KaTalor KapaHTUHA, KOTopbI TpebyeTcs ans nonaumm
darina. ns onpeaeneHus, B Kako 13 kataaoros TpebyeTcs n3onnposaTb dais, NCNOAb3yeTCs
nMmsa Bnagenoua danna. Ecam npm ABUXeHUN K KOPHHO GalIoBOM cMCTeMbl / OT KaTasora,
cozep>kalero dainn, AoCTUraeTcs JOMallHWIA KaTanor Baagenbua, Gan nsonmpyertcs B
KaTanor KapaHTUHa, HaXOAALWMINCA B HeM. B npoTnBHOM cayuyae dainn byaeT n3o1MpoBaH B
KaTafnor KapaHTUHA, CO34aHHbI B KOPHE TOMa, coZepkallero dainn (KOpHEBOW KaTanor Toma
Heobs3aTeNbHO COBMNAAET C KOPHEM palriNoBoOM cucTeMbl). Takum obpa3om, nrobom
MHOULMPOBaHHbLIN dalin, MoMeLLlaeMblil B KapaHTWH, BCerga octaeTcs Ha TOM TOME, Ha
KOTOPOM OH Bbln 06HapyeH. 9To obecneymBaeT KOPPEKTHY PaboTy KapaHTMHA Npu
Ha/IMUMK B CUCTEME CbEMHbBIX HaKOMUTENEN U APYrUX TOMOB, KOTOPble MOTYT MOHTUPOBATbLCS
B GalnoBOM CMCTEME MNEPUOANYECKM U B PA3NINYHbBIE TOUKMN.

MNonb3oBaTenb MOXET YyNpPaBAATb COAEPXKMMbIM KapaHTWHA U3 KOMaHAHOW CTPOKMU, NCMONb3YA
ytmanty DrWeb Ctl nan yepes peb-untepdenc ynpasnexus. Mpwn 3Tom BCerga
obpabaTbiBaeTCA KOHCONMANPOBAHHbBIN KapaHTWH, 06 beanHAOWMIA B cebe BCe KaTanorm ¢
N30 IMPOBaHHbIMU OB6bEKTaMMU, AOCTYMHbIE B JaHHbIA MOMEHT. C TOUKM 3peHns Nosb3oBaTens,
NPOCMaTPUBAIOLLErO COAEPXMMOE KOHCONMANPOBAHHOTO KapaHTMHa, KaTaaor KapaHTUHa,
pacrnosiaratoLLUmMincs B ero JoMallHeM KaTanore, Ha3blBaeTcs [10/16308ame/ibCKUM KapPaHTUHOM,
a BCe OCTa/IbHble KaTaNorun kapaHTuHa cumtatotca CucmemMHbIM KapaHTUHOM.

PaboTa ¢ KapaHTMHOM BO3MOXHa Aa>Xe Torga, Korga OTCyTCTByeT aKTMBHaA JIVLEH3WA, HO B
° 3TOM C/lydae CTaHOBUTCA HEBO3MOXXHbIM fe4eHne U30NNPOBaHHbIX 06BbEKTOB.

He Bce aHTMBUpYCHble koMMOHeHTbl Dr.Web Server Security Suite ncnosib3ytoT KapaHTUH
NS U30A5UMK yrpos. Hanpumep, ero He nucrnonblyet komnoHeHT Dr.Web ClamD.

3.4. MonHomouusa ansa pabotbl ¢ pansiamm

Mpwn ckaHMpoBaHWM 06bekToB GanIOBOW CMCTEMbI U HenTpanusauum yrpo3 DrWeb Server
Security Suite (TouHee, Nonb30BaTeNb, OT UMEHW KOTOPOTO OH 3anyLueH) Ao/KeH obnaaaThb
CnesyroLLMMMN NOJTHOMOUYNAMMU:

[AelictBue Tpebyemble nosiHOMOUMA

Bbi800 8cex 06HApY KkeHHbIX be3 orpaHuueHuii. CneupanbHbIX NOJTHOMOUMI He TpebyeTcs.
yepo3

Bbigod codepxxumozo be3 orpaHuuermin. CneumanbHbIX NOJHOMOUNIM He TpebyeTcs.

koHmMeliHepa (apxusa,
noymosoeo ¢atina u m. n.)

(OTo6paxeHne TobKO
3/1eMEHTOB, KOTOpPbIE

PyKOBOACTBO aZMUHWCTpaToOpa
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lMepemeuwjeHue 8 kapaHmuH

YOaneHue yepo3

JleyeHue atlinos

BoccmaroeneHue galina u3
KapaHmuHa

YoaneHue ¢patina u3
KkapaHmuHa

O npoaykTe

Tpebyemble nosiHOMouuns

be3 orpaHunueHuit. Monb3oBaTtesb MOXeT OTNPaBAATL B KAPaHTUH BCe
MHGMLMPOBaHHbIE Gail/ibl, HE3aBUCUMO OT Ha/MUMUA Y Hero npas Ha
yTeHWe 1 3anucb ANA nepemellaeMoro daina.

[Tonb3oBaTens AOJKEH MMeTb NpaBa Ha 3anncb B yﬂ,aJ'IFIEMbIVI q)a17u1.

| Ecnv yrpo3a obHapyxeHa B paline, HaxoAsLLEeMCs B
° KOHTEWHepe (apxvB, MOYTOBOE COOBLLEHME U T. M.),

BMECTO Yyza/ieHUs BbIMOJHAETCS nepemMelleHne
KOHTeliHepa B KapaHTUH.

be3 orpaHuyeHuit. Moce BbINOAHEHUs NeYEHNs OCTAETCS BblIEYEHHbIN
balin ¢ NcxoAHLIMU NpaBamMm 4OCTyNa U BAaZeNbLEM.

| ®aiin MOXeT 6bITb yAaNeH, ECAN yaaNeHNEe ABASETCA
: MeTOZ0M NleyeHns 06Hapy>KEHHOW B HEM YrpO3bl.

[Tonb3oBaTens AOJDKEH MMETb pa3pelleHne Ha YTeHne
BOCCTaHaB/MBaeMoOro q)a|7|na N UMETb pa3peLlleHne BbINOJIHATL 3anncb B
KaTanor BOCCTaHOBAEHUA.

Monb3oBaTeNb AOMKEH MMeTb paspeLleHne Ha 3anncb B UCXOAHbIN daiin,
KOTOpPbIV Hbl NepemMelleH B KapaHTUH.

I [Ans 3anycka ytwawtbl ynpaBaeHns ns komaHaHou ctpoku Dr.Web Ctl ¢ npaBamu
: cynepnonb3oBatens (06bIYHO root) NCMOb3YiTe KOMaHAY CMeHbI MoJIb30BaTeNs su UK
KOMaHZy BbIMOJHEHWA OT MEHW APYroro nosb3oBatena sudo.

3.5. Pexxumbl pa6oThbi

B sTom pa3sgene

° rl[:_)VlHul/IﬂbI ueHTpaﬂl/l?;OBaHHOl\/’I 3alNThbI
o HOAKJ'II-O‘-IEHI/IG K CEPBEPY ueHTpaJ’Il/IBOBaHHOIZ 3allNThI
e OTKNHOYEHME OT cepBepa QeHTpaJ'IVBOBaHHOI\/II 3alllNTbI

PyKOBOACTBO aZMUHWCTpaToOpa
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Dr.Web Server Security Suite moxeT paboTaTb kak B aBBTOHOMHOM pPeXunMe, Tak 1 B COCTaBe
KOpPNOpaTUBHOW UM YaCTHOW GHMUBUPYCHOU cemu, ynpaBaseMou Kakum-nnbo cepgepom
yeHmMpanuzosaHHoU 3aujumel. Takou pexxunm paboTbl Ha3bIBAETCA pexuMom
yeHmpanu3oeaHHoU 3aujumel. icnonb3oBaHMe 3TOro pexunma He TpebyeT yCcTaHOBKM
AONONHUTENBHOTO MPOrPaMMHOro obecrneyeHuns, nepeycTaHoBKM Uan yaaneHusa DrWeb
Server Security Suite.

e B asmoHomHOM pexume 3almiLaemMblii KOMMbHOTEP HE BKIFOUEH B @aHTUBUPYCHYHO CETb U
ynpaBaseTca oKasbHO. B 3TOM pexunme KOHOUTYpaLMOHHbIN U INLEH3NOHHbIA KNHOYEBOM
balinbl HaxoAATCA Ha IoKaNbHbIX Anckax, a Dr.Web Server Security Suite noaHocTbto
ynpaBaseTca C 3alimiaemMoro koMmnbrotepa. O6HOBAEHMA BUPYCHBIX 6a3 Noay4YaroTCs C
cepBepoB O6HOBNEHMN KOMMaHUK «[JokTop Beb».

e B pexxume yeHmpanuzosaHHol 3awyumel 3aLLMTOM KOMMbIOTEPa YNpaBaseT cepBep
LeHTpann30BaHHOW 3almnTbl. B 3TOM pexunme HekoTopble GyHKUUM 1 HacTporikm Dr.Web
Server Security Suite MmoryT 6bITb U3MEHEHbI UM 3a610KMPOBaHbI B COOTBETCTBUM C 0OLLEN
(koprnopaTUBHOM) CcTpaTernen aHTUBMPYCHOM 3aLUUTbl, MPUHATOM B aHTUBUPYCHOW ceTu. B
3TOM pexrMe Ha KOMMbITEPE UCMOJIb3yeTC 0COObIN NMLEH3UOHHBIN KIHOUeBOWN dalin,
MOJlyYeHHbIN OT BbIBPaHHOTrO cepBepa LIeHTPaAM30BaHHOW 3aLyThl, K KOTOPOMY
noakntoueH Dr.Web Server Security Suite. JINLLEH3MOHHbBIN NN LEMOHCTPALNOHHbIN
kntoyeBow daiin NoAb30BaTENS, ECIN OH UMEETCA Ha N0KaNbHOM KOMMbIOTEPE, He
ncnonb3lyetca. Ha cepBep LeHTpasM30BaHHOW 3alLMTbl OTCbIIaeTCA CTaTUCTUKa paboTbl
Dr.Web Server Security Suite, Bkatouas cTatMcTuKy MHUMAEHTOB, CBA3aHHbIX C BPEAOHOCHbBIM
MO. O6HoBNEHME BUPYCHbIX 6a3 TakKe BbIMOJHAETCA C CepBepa LieHTpaM30BaHHOM
3almMThl. HacTporka pexxvmMa LieHTpaan3oBaHHOM 3aLuThl onvcaHa B PykoBoacTBe
aaMuHuctpaTtopa Dr.Web Enterprise Security Suite no ynpasneHuto Dr.Web Server Security
Suite.

e B mobuneHom pexume Dr.Web Server Security Suite nonyyaet o6HOBAeHMA BUPYCHbIX 6a3 C
cepBepoB 0H6HOBAEHNIN KOMNaHUKN «/JokTop Beb», HO MCcNoab3yeT 10KabHO XpaHALLMeCcs
HaCTPOWNKN 1 0COBbIV NNLIEH3VMOHHbIN KIto4eBOW dala, NoayyYeHHble OT cepBepa
LeHTpasn30BaHHOW 3aLUmnThbI.

Bo3MOXHOCTb HacTporkn MoHUTOpa dannosor cucteMbl SplDer Guard, a Takke ero
BK/IFOUEHMA U BblKIOUeHMA npu paboTte Dr.Web Server Security Suite noa ynpasieHvem
cepBepa LieHTpasM30BaHHOW 3alLuMTbl 3aBUCUT OT pa3peLLeHnin, 3aflaHHbIX Ha cepBepe.

MpyHUMNbI LLEHTPA/IM30BaHHOM 3aLUThbI

PewweHunsa komnaHun «JJoktop Beb» no opraHmnsaLmm LeHTpannM3oBaHHOMW aHTUBUPYCHOWM
3aLUMTbl UMEHOT KJIMEHT-CEPBEPHYIO apXUTEKTYPY (CM. MANOCTPaLMIO HUXE).

KomMnbroTepbl KOMNaHWUM MAM NONb30BaTeNen NocTaBmKa IT-ycayr 3awmaroTcs oT yrpos
JI0KA/1b HIMU GHMUBUPYCHbIMU KOMNOHeHMamu (B faHHOM caydae npoayktom DrWeb Server
Security Suite), kKOTOpble 0becneynBaloT aHTUBUPYCHYHO 3aLUMUTY U NOAAEPXNBAOT
CcoeANHEHMEe C CEPBEPOM LIEHTPANN30BaHHOM 3aLUMThI.

PyKOBOACTBO aZMUHWCTpaToOpa
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Cepsep
LeHTpanM30BaHHOM
3aLWwmnThl

CeTb Ha ocHoBe TCP, NetBIOS

AamMuHUCTpaTop

aHTUBUPYCHOM ceTn ====[loctyn uepes HTTP/HTTPS

3allMLEeHHbIN Mepenaya o6HOBAEHWMI Uepes
NOKaNbHbIN KOMMbOTEP HTTP

CepBep 06HOBIEHWI
koMnaHun «Jloktop Beb»

0 @ o

PucyHok 2. Jlornueckas CTpyKTypa aHTUBUPYCHOM ceTn

O6HoBneHMEe N KOHPUTYpaLMa NOKaNbHbIX KOMMOHEHTOB MPOW3BOANTCA Yepes cepsep
YeHmpasau3o8aHHol 3aujumel. Becb NOTOK KOMaHA, AaHHbIX U CTaTUCTUYECKOW MHPOpMaLnn B
aHTUBMPYCHOW CETU TakoKe MPOXOAUT Yepes cepBep LIeHTPaan3oBaHHOM 3awmTtbl. O6bem
Tpaduka mexay 3amLLEeHHbIMU KOMMNbOTEPaMK U CEPBEPOM LIEHTPANN30BaHHOW 3aLUMThI
MOXeT 6bITb BECbMa 3HauNTebHbIM, MO3TOMY MpeAycMaTpMBaeTca BO3MOXHOCTb €ro CKatus.
Ncnonb3oBaHue wndpoBaHma Npu nepegaye aHHbIX NO3BOAsSET n3bexaTb pasrialleHms
LeHHbIX CBeAeHWI 1 NOAMEHbl NPOrpaMMHOro obecneyeHuns, 3arpy>aemMmoro Ha
3alMLEeHHblE KOMMbHOTEPSI.

Bce HeobxoanMmble OBHOBNEHMA 3arpy>KaroTca Ha CepBep LieHTPaIM30BaHHOW 3aLmThl C
cepBepoB 06HOBNEHUI KoMMaHuK «/lokTop Beb».

VIameHeHnsa B KOHq)I/II'ypaLI,I/II/I JIOKaJIbHbIX aHTUBUPYCHbBIX KOMMOHEHTOB 1 NMepejada KOMaH4
OCyLlecTBaAETCA CepBEPOM LLeHTpaﬂM3OBaHHOﬁ 3anTbl NO YKasaHNKO aAMUHNCTPATOPOB

PyKOBOACTBO aZMUHWCTpaToOpa
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aHTUBMPYCHOW ceTU. AGMUHUCTPATOPbI YyNPaBAAtOT KOHPUIypaLmen cepeepa
LeHTPaAn30BaHHOM 3alnTbl U1 GOPMMPOBAHNEM aHTUBUPYCHOW CeTU (B HYaCTHOCTH,
NOATBEP>KAAOT NMPaBOMEPHOCTb NMOAKIFOUEHWNS NOKAIbHOM CTaHLMW K CETH), @ Takxke, Npu
HeobXoAMMOCTH, 3aAat0T HAaCTPOWMKM PabOoTbl KOHKPETHBIX JIOKaNbHbIX aHTUBUPYCHbIX
KOMMOHEHTOB.

| JlokanbHble aHTUBUPYCHbIE KOMMOHEHTbI HECOBMECTUMbI C aHTUBUPYCHBIM MPOrPaMMHbIM

A obecneyeHreM Kak ApYrux KOMMaHWM, Tak U aHTUBMPYCHbIMU peLleHnsmn Dr.Web, He
MOAAEPXKMBAO LMY PEXUM LIEHTPAIM30BaHHOM 3aluuTbl (Hanpumep, aHTBMpyc Dr.Web
Bepcuym 5.0). YcTaHOBKa ABYX @aHTUBMPYCHBIX NPOrpaMM Ha OZHOM KOMMbOTEPE MOXKET
MPWBECTU K OTKa3y CUCTEMbI AN NOTEPE BaXKHbIX JaHHbIX.

B pexxunme LleHTpann3oBaHHOW 3aLmMTbl BO3MOXEH 3KCMOPT U COXPaHEHME OTHETOB O
dyHKkumoHnposaHum Dr.Web Server Security Suite c nomoLpto cepBepa LieHTpasn3oBaHHOM
3awmThl. Noaaep>xmBaeTca 3KCNOPT U coxpaHeHue oTyetoB B popmatax HTML, CSV, PDF n
XML.

MoakntoueHne K cepBepy LEeHTPaIN30BaHHOM 3alUTbI

Dr.Web Server Security Suite MoxeT 6bITb MOAKNOYEH K CEPBEPY LLEHTPANN30BaHHOM 3aLLUMThI
aHTUBMPYCHOWM CETU MPU MOMOLUM KOMaH/bl esconnect YTUAUTbI yripaBaeHNs 13 KOMaHAHOW
CTpOKM drweb-ctl.

@ [Ans Bepudvkaumm cepBepa LieHTPaan30BaHHOM 3aLMTbl UICMONb3YeTcs cepTudUKaT,

: COOTBETCTBYOLLMIA YHUKANbHOMY OTKPbITOMY KUYy WNGPOBaHMSA, NCNOb3YyEMOMY
cepBepoMm. 1o yMONUYaHUIO areHT LeHTpaan3oBaHHoOM 3awmtel Dr.Web ES Agent He
MO3BOIUT MPOM3BECTU NMOAKIIOUEHME K CEPBEPY, €CNN Bbl He yKaxkeTe daiin cepTudukaTa
cepBepa, K KOTOPOMY MPOU3BOAMUTCA NOoAKAtOYUeHVe. Pain cepTudukaTa HeOH6XOAMMO
npesBapuTeNbHO MONYYUTb Y aAMUHUCTPATOPa aHTUBUPYCHON ceTn, 06CayviBaemMon
CcepBepoM, K KOTOPOMY Bbl XoTuTe noakitountb Dr.Web Server Security Suite.

Ecnm Dr.\Web Server Security Suite nogxitoueH K cepBepy LLeHTpan30BaHHOW 3aLUuThbl, TO
MMeeTCs BO3MOXHOCTb MNepeBeCcTN ero B MOOBUAbHbIA PEXUM U BEPHYTb Ha3az B PeXum
LEHTPaNM30BaHHOM 3alUmMThl. BkatoueHme 1 BbiKAKOUEHME MOBUABHOTO pexnMa peryampyetcs
napameTpoM KoHburypaumm MobileMode komnoHeHTa Dr.\Web ES Agent.

| BozmoxxHocTb nepexoga Dr.Web Server Security Suite B MO6UALHLIN pexmm paboTsl
: 3aBWCUT OT pa3peLLeHui, 3ajiaHHbIX Ha UCMOb3yeMOM CepBepe LieHTPaan3oBaHHOM
3aLmnThl.

PyKOBOACTBO aZMUHWCTpaToOpa
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OTKNroueHue OoT cepBepa LeHTPa/IM30BaHHOMW 3aLLMUTbI

Dr.Web Server Security Suite MoXeT 6bITb OTKNHOUEH OT CepBepa LLeHTPaN30BaHHOM 3aLmThbl
aHTMBUPYCHOW CETU MPWU NOMOLLM KOMaH/bl esdisconnect YTUAUTbI ypaBaeHUA U3
KOMaHZJHOW CTpOKM drweb-ctl.

PyKOBOACTBO aZMUHWCTpaToOpa

27



1

g
),
A

A
<

CuctemHble TPGGOBaHMﬂ U COBMECTUMOCTb

4. CuctemHble Tpeb6oBaHUA U COBMECTUMOCTb

B atom pasgene

e CncremHble TpeboBaHUA
e [lepeyeHb NoAAEPXKMBAEMbIX BEPCUI ONEPALIMOHHbIX CUCTEM

o GNU/Linux
o FreeBSD

e Tpebyemble JONONHUTENbHbIE NAKETbl U KOMOOHEHTbI
e OrpaHnyeHUs COBMeCTUMOCTH
e MNopsepxrBaemble dalinoBble CEPBEPSI
o Qarnoasa cayxba Samba
o ®Qarinoeas cayxba NSS
e COBMECTMMOCTb € MoacuctemMamu 6€30nacHOCTH

CucremHble TpeboBaHUA

Ncnonb3oBaHune Dr.Web Server Security Suite BO3MOXHO Ha KOMMbOTEPE, YAOBNETBOPAIOLLEM

cnepyrolMm TpeboBaHUAM:

Mapametp

Mnatdopma

OnepaTvBHas
MnaMAaTb

MecTo Ha
>KECTKOM Ancke

OnepaupoHHas
cncTema

Mpouee

Tpe6boBaHus

MoAfepP>K1BAOTCA MPOLIECCOPbI CEAYIOLMUX aPXUTEKTYP U CUCTEM KOMaHA:

e Intel/AMD: 32-6ut (IA-32, X86); 64-6ut (x86-64, x64, amd64);
ARM64;

E2K (3n166pyc);

IBM POWERY, Power10 (ppc64el)

He meHee 500 Mb cBo60aHOM onepaTvBHON NamMaT (pekoMeHayetca 1 b n 6onee)

He meHee 2 Tb CBO6OAHOFO ANCKOBOTO MPOCTPaHCTBa Ha TOME, Ha KOTOPOM
Pa3mMelaroTCa Katanorn yCtaHaBanBaeMoro npoaykra

GNU/Linux (Ha ocHoBe agpa Bepcun 2.6.37 nan 6osiee No3zAHEN, UCMO/b3YtoLLas
6mbavoTeky glibc Bepcum 2.13 nam 6onee No3aHen, cMCTeMy UHULMANN3A LN
systemd Bepcumn 209 unn 6onee nosgHroro), FreeBSD. MNepeyeHb noasep KmMBaembIx
BEPCUA OMepaLMOHHbBIX CUCTEM NMPUBEAEH HIUKE.

OnepaupoHHas cucteMa JOJKHa NOAAepPXMBaTb MexaHu3M ayTeHTudukaumm PAM

Hanwnune ceteBoro NoAKNHOYEHUA:

e MOAKItOYEHME K UHTEPHETY AN OBHOBEHWA BMPYCHbIX 633 1 KOMMOHEHTOB
aHTUBMPYCHOTO MPOAYKTa;

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp Tpe6boBaHusa

e MNpuv paboTe B pexxMe LIEHTPaAN30BaHHOW 3alLWTbl JOCTAaTOYHO TObKO
MOAKNHOUYEHUS K UCMO/Ib3YeMOMY CEPBEPY B pamKax JIoKasbHOW CeTw, ZOCTyn B
VHTEPHET He TpebyeTcs

Ana obecneyeHuns npasuabHon pabotel Dr.Web Server Security Suite fonHbI 6bITb OTKPbITbI
cnegytoLive nopTbl:

HasHaueHue HanpaBnenue Homepa noprtos
[na nonyyeHns ob6HOBAEHUN NCXO A LLL N 80
Ans coeanHeHus ¢ o6aauHbIM NCXOAA LU 2075 (B TOM umncne ana UDP),
cepsucom Dr.Web Cloud 3010 (TCP),
3020 (TCP),
3030 (TCP),
3040 (TCP)

HEPEHEHb noaaep>kxmBaemMbix BepCMﬁ onepaLnoHHbIX CUCTEM

GNU/Linux
Mnatdopma MNoapep>xuBaemblie Bepcun GNU/Linux
%86 64 e Astra Linux Common Edition (Open) 2.12;
) e Astra Linux Special Edition 1.6 (c kyMynATVBHbIM NaTyeM
20200722SE16), 1.7, 1.8;

e CentOS 7, 8;
e Debian 9, 10, 11, 12, 13;
e Fedora 37, 38;
e Red Hat Enterprise Linux 7, 8, 9;
e SUSE Linux Enterprise Server 12 SP3;
e Ubuntu 18.04, 20.04, 22.04, 24.04;
e AnbT 8 CIT;
e AnbT Pabouas ctaHums 9, 10, 11;
o Anbt CepBep 9, 10, 11;
o [ocanHykc IC6;
e PEJ1 OC 7.2 MYPOM, PEZ OC 7.3 MYPOM, PE/J] OC 8

%86 e CentOS 7;
e Debian 10;
e AnbT 8 CIT;

e AnbT Pabouas ctaHums 9, 10

PyKOBOACTBO aZMUHWCTpaToOpa
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Mnatdopma MNoaaepxuBaembie Bepcnn GNU/Linux
ARM64 e Astra Linux Special Edition (HoBopoccuiick) 4.7;
e CentOS 7, 8;

e Debian 11, 12;

e Ubuntu 18.04;

e AnbT 8 CIT;

e AnbT Pabouas ctaHums 9, 10, 11;
e Anbt Cepep 9, 10, 11

E2K e Astra Linux Special Edition (JlenuHrpaga) 8.1 (c KyMynaTVBHbIM
natyem 20200429SE81);

e AnbT 8 CIMT;

e AnbT Pabouas ctaHums 10;

e AnbT Cepaep 10;

e OlNO BK 31b6pyc-8.32 TBI1.00311-28;
e Jnbbpyc-A MUCT 1.4

e CentOS 8;

e Ubuntu 20.04

ppcbdel

iIE B OC Anbt 8 CIM, 2nb6pyc-A MUCT 1.4 n FocanHyke IC6 paboTa ¢ MaHAATHBIMU YPOBHAMM
[OCTyna He nojAep kuBaeTcs.

Ans npounx Bepcnin GNU/Linux, COOTBETCTBYHOLLMX ONMMUCaHHbIM TpeboBaHMAM, NOAHANA
coBmectnMocTb ¢ Dr.Web Server Security Suite He rapaHTupyetca. [1py BO3HUKHOBEHUN
npo6aemM ¢ COBMECTUMOCTbHO C BalMM ANCTPUOYTUBOM OBpaTUTECh B TEXHUYECKYIO

0044 PXKKY.
FreeBSD
Mnatdopma Moapep>xuBaemble Bepcun FreeBSD
x86 11,12, 13, 14
x86_64 11,12, 13, 14,15

| [Ans OC FreeBSD ycraHoBka Dr.Web Server Security Suite BO3MO>XHa TONbKO 13
g HMBepCcaJbHOrO nakeTa.

[ns koppekTHon paboTsl Dr.Web Server Security Suite B8 OC FreeBSD 13, 14 1 15
HEOBXOAMMO YCTaHOBWTb MakeT COBMECTUMOCTU compat12x.

PyKOBOACTBO aZMUHWCTpaToOpa
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Tpe6yeMble AONnoJiIHnTeJ/ibHblie NakeTbl  KOMMNOHEHTbI

Dr.Web Server Security Suite He TpebyeT ycTaHOBKMN AOMONHUTENbHbIX MAaKETOB U
komnoHeHToB OC (KpoMe nporpaMMHOro obecneyeHns 3alLmMLLAEeMOro CEPBEPHOro
peLeHuns, CM. HuXe).

pekomMeHayeTCcAa BKAKYNTb aBTOA40MOJIHEHNE KOMaH/A B I/ICI'IOJ'Ib3yeMOI‘/’I KOMaH/J'HOI\/JI
O6OJ'|O‘-IKe, €CJIN OHO He BKJIFOYEHO.

@ Ons yaobHow pabotel ¢ Dr.Web Server Security Suite U3 komMaHAHON CTPOKM

B cnydyae BO3HUKHOBEHUA npo6neM C yCTaHOBKOI?I Tpe6yeMb|x AONONTHUTENbHBIX NMAaKETOB U
KOMIMOHEHTOB O6paTVITECb K CnpaBOYHbIM PYKOBOACTBAM MCI'IOJ'IbByeMOVI BaMu Bepcumn
OI'IepaLl,MOHHOI;I CNCTEMDI.

OrpaHVI‘-IEHI/If-I COBMECTUMOCTHN

e Pabota SpIDer Guard c ncnonb3osaHvem mogynsa agpa (LKM-mogynsa) He noddepxusaemcs
ansa OC, 3anyLweHHbIX B cpee runepsusopa Xen. [lonbiTka 3arpy3ku moayns agpa SplDer
Guard npu pabote OC B cpege Xen MOXeT NpuBecTn K Kputnyeckor ownbke aapa OC (T. H.
owmnbka «Kernel panic»).

e Paborta SpIDer Guard c ncnosnb3zoBaHmnem mogayna agpa (LKM-moayns) He noddepxxusaemcs
ana apxutektyp ARM64, E2K 1 IBM POWER (ppc64el).

e Paborta SplDer Guard B ycuneHHOM («MapaHOMAabHOM») pexMe C NpeaBapuUTebHON
610KMPOBKOM AOCTyNa K eLle He NPOBepPeHHbIM daiiiaM BO3MOXHa mosbko Yepes fanotify
n npw ycnosuu, yto aapo OC cobpaHo € akTMBHOW onuumen
CONFIG FANOTIFY ACCESS PERMISSIONS.

Mopaep>xnBaembie ¢paisioBble cepBepbl

®dannoBasa cnyxba Samba

Ans yHTerpaunn ¢ parmnoson cayxbom Samba TpebyeTcs yCTaHOBNEHHbIN U HACTPOEHHbIN
cepBep Samba ogHoOM U3 cnegyromx Bepcuin: 3.6-4.24.

PyKOBOACTBO aZMUHWCTpaToOpa
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@ Monutop SplDer Guard ans SMB, Bxogawuii B coctas Dr.Web Server Security Suite,

: MCMONb3YeT ANiA MHTerpaummn ¢ Samba crneupanbHbii Mmogyab VES SMB. CoBmecTHo ¢
komnoHeHToM SplDer Guard ans SMB noctaBnseTcs Heckonbko Bepcuii Moayns VFS SMB,
cobpaHHbIX ANA pa3NnYHbIX BEpCUMA Samba, 0gHaKo OHWM MOTYT OKa3aTbCA HECOBMECTUMbI C
Bepcuein Samba, ycTaHOBNEHHON Ha Ballem GpaiioBOM cepBepe, HanpuUmMep, ecu
YCTaHOB/EHHbIN y Bac cepBep Samba ncnonb3yet onupto CLUSTER SUPPORT.

B cnyyae HecoBMeCTMMOCTM NocTaBasiembix Mogynein VFS SMB ¢ Bawum cepsepomM Samba,
B npoLecce yctaHoBku Dr.Web Server Security Suite Ha akpaH 6ydem gbidaHo
coomeemcmeyroujee coobuyeHue. B sTom cnydvae nepes nHTerpaumeii Heob6xoa1umo
BbINONHUTL NpoLeaypy cbopkn moayns VFS SMB ansa Bawero cepsepa Samba, Bkirovas
noAsep>kky onummn CLUSTER SUPPORT, ecin 370 TpebyeTca.

Mpoueaypa c6opkm moayns VFS SMB u3 ncxosHoro koga onvcaHa B pasgene C6opka
moaynsa VES SMB.

dainoBas cny)x6a NSS

Ans nHterpaunn ¢ dpamnoson cayxb6om Novell Storage Services (NSS) Tpebyetca Novell Open
Enterprise Server SP2 Ha 6a3e onepaunoHHon cnuctembl SUSE Linux Enterprise Server 10 SP3
nnn 6onee nosaHux Bepcuin (11 SP1, SP2).

CoBMeCcTMMOCTb € noacucreMmamm 6es3onacHocTH

Mpwn HacTpownkax no ymonudaHuto Dr\Web Server Security Suite He cOBMeCTMM C MOACUCTEMOM
6e3onacHoctn SELinux. Kpome Toro, no ymonuaHuto Dr.Web Server Security Suite pabotaet B
pexunme orpaHMYeHHoON GyHKUMOHanbHOoCTM B cuctemax GNU/Linux, ncnonb3yroLmx
MaHZaTHble MoAenn JocCTyna (HanpumMep, B CMCTeMax, OCHaLLeHHbIX MOACUCTEMOM
MaHgaTHoro goctyna PARSEC, ocHoBaHHOW Ha NPUCBOEHUN NOAb30OBaATENSAM U daniiam
Pa3/INYHbIX YPOBHEN NPUBUAETNIA, Ha3blBaeMblX MaHAATHbIMUW YPOBHAMM).

B cnyuae HeobxoammocTm yctaHoBku Dr.Web Server Security Suite B cuctemsbl ¢ SELinux (a
TaKkXke B CUCTEMbI, NCMONb3YOLLME MaHAaTHbIE MOAENV A0CTyna) HeOH6XOANMO BbIMONHUTb
AOMNONHUTENbHbIE HACTPONKN NOACUCTEMbI 6€30NaCHOCTU A1 CHATUSA OrPaHUYeHUI B
dyHkumoHnposaHum Dr.Web Server Security Suite. Nogpo6bHee cm. B pa3gene Hactpolika

noacucreMm 6e30nacHOCTHU.

PyKOBOACTBO aZMUHWCTpaToOpa
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5. /lnueHsnpoBaHune

MNpaBa nonb3oBaTtens Ha ncnonb3osaHne konuu Dr\Web Server Security Suite
NOATBEPXKAAOTCA N PETYANPYIOTCA ANLEH3NEN, NpMobpeTeEHHOM NOb30BaTeIeM Y KOMMNaHUK
«[dokTop Beb» nnn ee naptHepos. [MapameTpbl ANLLEH3UK, peryanpyloLme npasa
noJib30BaTens, yCTaHOBJIEHbl B COOTBETCTBMM C JIULIEH3MOHHBIM cornalledvem &, ycnosma
KOTOPOro npuMHMUMatoTcs noab3osatenem npu yctaHoske Dr\Web Server Security Suite Ha cBoi
KomnbtoTep. B nnueH3nm dukcmpyetca nHdopmaumsa o noab3oBaTene U NpoJasLe, a Takke
napameTpbl UCNOAb30BaHUA NPUOBPETEHHOW KOMUWN NPOAYKTa, B YaCTHOCTU:

e NnepeyeHb KOMMOHEHTOB, KOTOPbIE Pa3peLLeHO NCMOb30BaTh AAHHOMY NOAb30BaTENIO;
e Mepunogj, B TeUeHre KOTOPOro paspelueHo ncnonb3oaHue Dr.Web Server Security Suite;

* pyrve orpaHNyeHuns (B YaCTHOCTW, KOIMYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLleHo
ncnosb3oBaTb NpuobpeteHHyto konuto Dr.Web Server Security Suite).

Ka>xaon MueH3nmn Ha ncrnonb3oBaHve NPorpamMMHbIX MPOAYKTOB KOMMNaHun «/Joktop Beb»
COMOCTaBJ/IEH YHWKa/IbHbI CEPUNHBI HOMEP, @ Ha JI0KaJIbHOM KOMMbIOTEPE C IMLLeH3nen
CBA3bIBAETCA CNeunanbHbln Gainn, peryavpyrowmin paboty komnoHeHToB Dr.Web Server
Security Suite B cootBeTcTBUM C NapameTpaMu nnueH3nn. OH Ha3blBaeTCA JIUYeH3UOHHbIM
K/r04YesbiM ¢haliiom.

Ans npesBapuUTENbHOIO 03HAKOMJIEHWUS C BO3MOXHOCTAMU NPOAYKTa Bbl MOXeTe
aKTUBMPOBaTb 0eMOHCMPAayuoHHsIU nepuod. MNpu aKTMBaLUN AEMOHCTPALMOHHOrO Nepnosa
Bbl MOyyYaeTe NPaBoO Ha NOJIHOLEHHOE UCMO/Ib30BaHWe ycTaHoBAeHHOW konun Dr.\Web Server
Security Suite B TeueHMe BCEro 3Toro Nepuoaa, e He HapyLLeHbl YCI0BUS €ro akTUBaLuu.
Mpwn 3TOM Takke aBTOMaTMYeCKN GOpPMUpPYeTCs creLmanbHbIi KntoueBon dain, Ha3biBaeMbli
0eMOHCMpPayUOHHbIM.

Mpw OTCYTCTBUM AEVCTBYIOLLENA INLEH3UN AN aKTUBMPOBAHHOTO EMOHCTPALMOHHOTO
nepvoga (B TOM Uncie, ecam Cpok AeCTBUSA paHee NPUoOBbpPeTEHHOWN NNLIEH3UN UK
AEMOHCTPALMOHHBIN Nepuoa UcTek), aHTMBUpycHble yHKumn Dr.Web Server Security Suite
610KMpPYIOTCA, KPOME TOTO, CEPBUC PErynsipHbix 06HOBAEHNIN BUPYCHbIX 6a3 Dr.Web c
cepBepoB 0H6HOBNAEHNI KOMNaHUK «[lokTop Beb» ctaHOBUTCA HegocTynHbIM. OAHaKo MMeeTcs
BO3MOXHOCTb akTMBuMpoBaTb Dr.Web Server Security Suite, nogkitoumB ero k cepsepy
LEeHTPan30BaHHOM 3aLLUNTbl aHTUBUPYCHON CETU NPEANPUATUSA AN aHTUBUPYCHOM CETH,
OpraHn30BaHHOW MHTepHeT-NpoBanaepoM. B aTom cnyuae ynpaBaeHne aHTUBMPYCHbIMU
GYHKUMAMNU 1 OBHOBNEHMAMMN KOMUW NPOAYKTa, YyCTAaHOBAEHHOWN Ha KOMMblOTEPe B COCTaBe
aHTUBMPYCHOW CETW, BO3/1araeTca Ha cepBep LLeHTPasM30BaHHOW 3almThI.

PyKOBOACTBO aZMUHWCTpaToOpa
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YctaHOBKa v yaaneHue

6. YcTaHOBKa u yaaneHue

B 3TOM paszene onucbiBaloTCA Npoueaypbl ycTaHOBKM 1 yaaneHusa Dr.\Web Server Security
Suite, a Takke NpoLeaypa NoNyyYeHMa Tekymx o6HOBAEHUI 1 NpoLeaypa nepexoaa Ha
HOBYHO BEPCUIO, ECIM Ha BalleM KOMMbtoTepe yxe yctaHoBaeH Dr.Web Server Security Suite
6onee paHHen Bepcum.

Kpome 3TOro, B 3TOM pasgene onvcaHa npoesypa BbIbOPOUYHOMN YCTAHOBKM U yaaneHus
komnoHeHTOB Dr.Web Server Security Suite (Hanpumep, 18 ycTpaHeHUs OWNBOOK, BO3SHUKLLINX
B npouiecce akcnayaTaumm Dr.Web Server Security Suite, nam ans yctaHOBKM NpoaykTa C
OrpaHnYeHHbIM HabopoMm GYyHKLMI) M HAacTpoWNKa paclUMPeHHbIX MoacnucTeM 6e3onacHoCTH
(Takmx kak SELinux), 4to MoxeT noTpeboBaTbCA NPU YCTAHOBKE MM B MPOLLecce 3KCnayaTaumm
Dr.Web Server Security Suite.

[lns ocyulecTBNeHNsA 3TUX onepaLnin HeobxoanMMbl NpaBa cynepnoab3oBaTtens (06bIYHO
nonb3oBatens root). ns nonyyeHuns npae cyneprnosib3oBaTeNs NCNONb3YUTe KOMaHAy CMEHbI
NoAb30BaTeNA su UAM KOMaHZAy BbIMOJHEHWA OT UMEHW APYroro noab3osartens sudo.

| He rapaHtupyetca coBmectumoctb Dr.Web Server Security Suite ¢ aHTMBUPYCHbIMK

A, nporpamMmMamu Apyrux npoussoamntesnei. Tak Kkak yCTaHOBKa ABYX aHTUBUPYCOB Ha OAWH
KOMMbHOTEP MOXKET NMPMBECTU K OLLImbKam B paboTe onepauMoHHONM cUCTEMbI U MoTepe
Ba>KHbIX AaHHbIX, Nepes yctaHoBkol Dr.Web Server Security Suite HacTtosaTenbHo
pekoMeHayeTca yAanuTb C KOMMboTepa aHTUBUPYCHbIE MPOrPamMMbl A4PYrix
npowusBoauTeNen.

Ecnn Ha Ballem KOMMbIOTEPE YXKE UMEeTCs APYron aHTUBMPYCHbIV NpoaykT Dr.Web,
YCTaHOB/IEHHbIV U3 YHVBEPCalbHOIO nakeTa (. run), U Bbl XXeaaeTe yCTaHOBUTb eLle OAWH
aHTUBMPYCHbIV NpoaykT Dr.Web (Hanpumep, y Bac U3 yH1MBepCasbHOro nakeTta yCTaHOB/EH
npoaykt Dr.Web Desktop Security Suite, 1 Bbl XOTWTe B AOMOJHEHME K HEMY YCTaHOBUTb
Dr.Web Server Security Suite), To npesBaputesibHO yOeanTeCh, UTO BEPCUS YKe
YCTaHOBJIEHHOTO MPoAyKTa coBragaeT ¢ Bepcuet Dr.Web Server Security Suite, koTopyto Bbl
naaHuMpyeTe ycTaHOBUTL. ECnm Bepcuma, KOTOpyro Bbl cObMpaeTech yCTaHOBUTb, HOBEE, YeM
BEpCUs NMPOAYKTa, KOTOPbI yXXe YCTaHOB/IEH Ha BalleM KOMMbOTEPE, Nepes HayasioM
YCTaHOBKM JOMOJHUTEIbHOTO NMPoAykTa 06HOBUTE yKe YCTaHOBAEHHbIN NPOAYKT O BEPCUN
Dr.Web Server Security Suite, KOTOpyt0 Bbl XOTUTE YCTaHOBWUTb AOMOJHUTENBHO.

[Ana OC FreeBSD ycraHoBka Dr.Web Server Security Suite BO3MO>Ha TONbKO U3
YHVBEpCaJbHOro naketa.

|El,OI'IOJ'IHI/‘ITGJ'IbHOi

e YcraHoBka Dr.Web Server Security Suite

e O6HoBneHve Dr.Web Server Security Suite

e Ypnanenue DrWeb Server Security Suite

e Hactpoika noacucrem 6e3onacHoCcTu

o [laketbl 1 dannbl Dr.Web Server Security Suite
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° BbI6OpOL1HbIe yCTaHOBKA WU yAa/iIeHNE KOMMNOHEHTOB

6.1. YcraHoBka Dr.Web Server Security Suite

Bbl moxxeTe yctaHoBUTL Dr.Web Server Security Suite ogHMM 13 aBYyX cNOCO60B:

1. 3arpy3uB c cailTa komnaHun «/loktop Beb» ycTaHOBOUHbI dalin, NpeACTaBAAOWMIA cOHOM
yHVBepCanbHblM NakeT Ana Unix-cmcTeM, CHab>KeHHbIN NPOrpaMMon YCTaHOBKM B pexmmMe
KOMaHAHOM CcTpoku. [lns ee paboTbl B pexurmMe rpaduyeckoro paboyero crona
HeobXoAMMO Haanume asmynaTopa TepMuHana.

2. BbinonHue yctaHoBky Dr.Web Server Security Suite B Buge Habopa HaTvBHbIX NakeToB (AN
3TOro noTpebyeTca NOAKIOUNTLCA K COOTBETCTBYIOLLEMY PEMO3UTOPUIO MakeTOB KOMMNaHUM
«[lokTop Beb»).

A

@

[Ans OC FreeBSD ycraHoBka Dr.Web Server Security Suite Bo3MO>XHa TONbKO ©3
YHMBepCanbHOro naketa.

[Ana xoppekTtHoli paboTbl Dr.Web Server Security Suite B OC FreeBSD 13, 14 n 15
HeO6XOAI/IMO YCTaHOBUTb NakKeT COBMECTUMOCTA compatl2x.

B AnbT 8 CI mn apyrmnx OC, NCnonb3yroLmX yCTapeBLL e BEPCMM NMakeTHOTO MeHezXepa,
pekoMeHayeTcs yctaHaBamBaTb Dr.Web Server Security Suite n3 yH1BepcasbHOro naketa.

Mocne yctaHoBkm Dr.Web Server Security Suite nogcucrema IMA/EVM OC Anbt 8 CIM
11100-01 moxkeT BblgaBaTb MpeayrnpexaeHie O BO3MOXHOM HapyLLEHUM LieJIOCTHOCTW.
YTo6bl M36exaTh 3TOro npesynpexaeHuvs, nocie yctaHosku Dr.Web Server Security Suite
BbIMOJIHUTE KOMaHAY:

# integalert fix

OC Anbt 8 CINM 11100-02 1 OC Anbt 8 CIM 11100-03 He noaBep>keHbl 3TON Npobaeme.

Mocne yctaHoBkm Dr.Web Server Security Suite 1t06bIM 13 yKa3aHHbIX B 3TOM PYKOBOZACTBE
Ccnoco6oB B Hauane paboTbl BaM MNOTPELYETC aKTMBMPOBATh JIULEH3VIO UAN YCTaHOBUTb
kntoyeBon pann. Kpome 1oro, Bbl MoxeTe noakntounte Dr.Web Server Security Suite k
cepBepy LEeHTpaan30BaHHOW 3aLuTbl (nogpobHee cMm. pasgen JlvueHsvpoBsarme). Jo Tex
nmop, Noka Bbl 3TOFO He caenaete, PyHKYUU aHmMusupycHol 3awjumel 6y0ym oMK/ YeHsl.
Kpome TOro, B psse ciyyaeB HEO6XOAMMO BbIMOJIHUTE OCHOBHYKO HaCTPOMKy 6a30BOl
dyHKumoHanbHocTn Dr.Web Server Security Suite, kak onuncaHo B pa3gene Hauano pabortbl.

B npouecce paboTbl nporpamMmmbl YCTaHOBKM (Kak U3 YHMBEPCAAbHOMO NakeTa . run, Tak 1 13
HaTMBHbIX NAaKeTOB MNPV MOMOLUM MakeTHOro MeHeAXepa), Ha oKalbHbIN NOYTOBbIN aApec
root@localhost OTNPABAAOTCA COOOLLEHMA INEKTPOHHOM NOYThI, CoOAep Kallme pe3yabTaTbl
yctaHoBku Dr.Web Server Security Suite.
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Dr.Web Server Security Suite, ycTaHOBNEHHbIN N0ObIM U3 PAaCCMOTPEHHbIX B 3TOM paszene
Ccnoco60B, Bbl MOXETE BMOCNEACTBMM YAaIUTh UM OOHOBUTL NPU HAANUMK UCMIPaBAEHUI ANis
BXOAALLMX B HEFO KOMMOHEHTOB MW BbIxoge HoBoW Bepcun Dr.Web Server Security Suite. Mpw
HEeobX0ANMOCTM BbIMONHUTE TakKe HACTPOUKy noacuctem 6esonacHoct GNU/Linux ans
KoppekTHoM paboTbl Dr.Web Server Security Suite. Mpu Bo3HUKHOBEHUN NpobieM ¢
GYHKLUMOHNPOBaHMEM OTAENbHbBIX KOMMOHEHTOB Bbl MOXETE BbIMOJHUTL UX BbI6ODOUHYHO
YCTaHOBKY 1 yaaneHune, He yaansaa Dr.Web Server Security Suite Lenvkom.

6.1.1. YcTaHOBKa yHUBepcasibHOro nakera

YHuBepcanbHbin nakeT Dr.Web Server Security Suite pacnpoctpaHseTtcs B Buje
YyCTaHOBOYHOTO daina ¢ uMeHeM drweb-<8epcusi>-av-srv-<0C>-<naamgopma> . run,
rae <OC> — Unix-nogobHas onepauyoHHas cuctemMa, a <niamgopma> — CTpPOKa,
yKa3sblBatowaa Tmn naathopmel, A4 KoTopon npegHasHaueH Dr.Web Server Security Suite (ans
32-6UTHbIX NAaThopM — x86, Ana 64-O6UTHbIX NNAaTGOPM — amd 64, armé4, e2s U ppcbidel),
Hanpumep:

drweb-11.1.0-av-srv-linux-amd64.run
@ [anee B faHHOM pa3zene pPyKOBO/ACTBa MMs YCTaHOBOUHOro daina, COOTBETCTBYHOLLLEE

dopmaTy, ykazaHHOMY Bbille, 0603HaYaeTca Kak <ums ¢adlaa .run>, a NyTb K 3TomMy pariny
— Kak <nyme k ¢atiny .run>.

Bepcua Dr.Web Server Security Suite onpesensietca nepebiMy AByMS YMCAAMVY,
pa3zeneHHbIMU TOUKOM, B MMEHM YHUMBEPCalbHOTO MakeTa.

UTo6bI ycTaHOBUTL KOMNOHeHTbl Dr.Web Server Security Suite

1. Ecam y Bac OTCyTCTBYET YCTaHOBOUHbI a1 (YHMBEpPCaibHbIM NakeT), 3arpy3mnTe ero ¢
oduumansHoro canta 4 komnaHum «Joktop Beb».

2. CoxpaHuTe yCTaHOBOYHbIN dail Ha XeCTKUI ANCK KOMTMbroTepa B IH060M JOCTYNHbIV A/14
3anucu KaTtanor (Hanpumep, /home/ <username>, rae <username> — VMS TeKYLLEro
MoJ/ib30BaTeNA).

3. PaspewmnTe ncnonHeHune darnna, Hanpumep, KOMaHLOW:
# chmod +x <nyms k ¢atiny .run>

4. 3anycTuTte ero Ha BbINMOJHEHNE KOMAHAOWN:
# <nyme k ¢aliny .run>

WAN BOCMONb3YNTeCh CTaHAAPTHbIM (ariNoBbIM MEHEeAXePOM Ballelr rpapuyeckom
060/104KM KaK AN U3MEHEeHNA CBOUCTB darna (npaB JOCTyna), Tak U A8 ero 3anycka.

PyKOBOACTBO aZMUHWCTpaToOpa
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@ B cnyuae yctaHoBkm Dr.Web Server Security Suite B cpege OC Astra Linux SE Bepcuin 1.6 1

: 1.7, paboTatoLel B pexxvme 3amkHymol npoepammHoli cpedsl (3MC), MOXeT NpounsonTu
OTKa3 B 3anycke NPOrpamMmbl YCTaHOBKM M3-3a OTCYTCTBMA OTKPbLITOrO KAtOYa KOMMaHUM
«[lokTop Beb» B crnvcke AOBEPEHHbIX KtOYen. B 3ToM ciyyae HeOH6XOAMMO BbINMONHUTL

npesBapuTenbHyro HacTpoiky pexxuma 3MC (cm. Hactpoiika 3anycka B peskime 3[1C (Astra
Linux SE, Bepcun 1.6 1 1.7)), nocne 4ero 3anyctutb NPOrpamMmy yCTaHOBKM MOBTOPHO.

Mpw 3TOM ByAeT NpoBepeHa LesoCTHOCTb apX1Ba, 3aTeM paliibl, CoAep Kalumecs B apxuBee,
6yayT pacnakoBaHbl BO BPEMEHHbIN KaTaior U aBTOMaTMUeCKn 3anycTUTCs nporpamMmmMa
yCTaHOBKM. EC/iv 3anyck 6bia OCyLEeCTBIEH He C MpaBaMu Cyneprnosib30BaTens, To
nporpamMmmMa ycTaHOBKM aBTOMAaTUYECKM MOMbITAeTCS MOBLICUTb CBOW MpaBa, 3anpoCymB
naposib (MCMoAb3yeTcs yTuanTa sudo). ECIM NonbITKa NOBbLILLEHWSA MPaB OKOHUMTCS
Heyaauel, ycTaHOBKa OyaeT oTMeHeHa.

@ Ecnv pasgen ¢annoBo cucTeMbl, COAEPIKaLLMA BPEMEHHDIN KaTanor, He uveeTt

: [OCTaTOYHOrO KOMYecTBa CBOHOAHOTO MecTa ANs pacnakoBKu AUCTPMOYTMBA, NpoLiecc
yCTaHOBKM ByaeT 3aBeplLUeH Noc/e BblAaun COOTBETCTBYHOLLErO coobLleHus. B 3Tom cryyae
MOBTOPWTE PacnakoBKy, M3MEHVB 3HaYeHVe CUCTEMHON NePEeMEHHON OKPYXKeHWsi TMPDIR
TakvM 0b6pa3om, UToObl OHa yKka3biBasa Ha KaTanor B pa3gesne Ga0BOW CUCTEMBI,
MMetoLLEeM JOCTaTOUHOE KONNYeCTBO CBOHOAHOTO MecTa. Takke Bbl MOXeTe
BOCMO/1b30BaTbCA KIHOUYOM PacrnakoBKM B yKa3aHHbIA KaTanor ——target (CM. pasgen

BbI60pOl—IHbIe YCTaHOBKa W yAa/leHe KOMMOHEHTOB).

Mocne 3TOro 3anycTUTCa NporpamMmmMa yCTaHOBKW AJ/if pexXnma KOMaHAHOW CTPOKN (A5 ee
paboTbl B pexunme rpaduryeckoro pabouero ctosa HeobXoANMO Haanume amynsTopa

TepMuHana).

5. Cnepyvite MHCTPYKUMAM NPOrpamMMbl YCTaHOBKMW.

VimeeTcss BO3MOXHOCTb 3anyCtuTb NporpaMmy yCTaHOBKM B MONHOCTbHO aBTOMAaTU4€CKOM
pexunme, BbINOJIHNB KOMaHAY:

# <nyme k ¢paliny .run> -- --non-interactive

B 3TOM cnyyae nporpamma ycTaHOBKM byzeT 3anylieHa B MOJHOCTbH aBTOMaTUUYeCKOM
pexunme, 6e3 nokasa Ananoros NPorpaMmbl YCTAaHOBKM ANS peXXrMMa KOMaHAHOW CTPOKMW.
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@ Vcnonb3oBaHue 3TON OMLWM O3HauYaeT, YTo Bbl COr/allaeTech € YyCI0BUAMU JINLEH3NOHHOTO
: cornawenus Dr.Web. O3HakomuTtbca ¢ TekcTOM JIMLIEH3VOHHOTO COornalleHna nocne
yctaHoBku Dr.Web Server Security Suite Bbl MO>eTe, npountaB
dann /opt/drweb.com/share/doc/LICENSE ans GNU/Linux
win /usr/local/libexec/drweb.com/share/doc/LICENSE ana FreeBSD.
Paclwpenwve daina ykasbiBaeT A3blK, Ha KOTOPOM HanmcaH TekcT JIMLEH3MOHHOTrO
cornawenus. Painn LICENSE (6e3 paclimpeHms) XpaHnUT TekCT JIMLEH3MOHHOTO Corlall eHus
Dr.Web Ha aHranickom a3bike. ECau Bbl He cornacHbl € ycnoBuamu JIMLEH3MOHHOTO
cornawlenwvs, Bam cnegyet yaanute Dr.Web Server Security Suite nocne yctaHoBKu.

3anyck NporpaMmbl YyCTaHOBKM B MOJHOCTbIO aBTOMaTUYECKOM pexxumMe TpebyeTt Hanmums
npas cynepnoJsib3oBatesa (06blYHO Nosb3oBaTens root). [ns NOBbILLEHVs NPaB Bbl MOXeTe
MCNO/b30BaTb KOMaHAY su A sudo.

| Ecnm Baw auctpmbymme GNU/Linux ocHalleH noacuctemoi 6esonacHoctu SELinux, To

& BO3MOXHO BO3HWKHOBEHWE CUTyaLmK, Koraa paboTta nporpammbl ycTaHOBKW byzaeTt
npepBaHa noacuctemon 6esonacHocT. B aTom ciyvae Bam HEO6XOAMMO BPEMEHHO
nepesectu SELinux B paspewarowjuli (Permissive) pexxnM, ANS Yero BbINONHUTE KOMaHAY:

# setenforce 0

[Mocne storo nepesanycrtite nporpamMmmy yCtaHOBKW. Takke B 3TOM Ccny4dae Nno OKOHYaHUU
npouecca yCTaHOBKU HEO6XO,£I,VIMO BbIMO/THUTb HaCTQOVle noautuk 6esonacHoctu SELinux,
yTOObLI B AaﬂbHeVlLUEM AHTBUPYCHbIE KOMMOHEHTbI pa60TaJ1|/| KOPPEKTHO.

Bce YCTaHOBO4YHbIE (I)al7|f|b|, N3BJIEYEHHbIE N3 apXUBa, 6yAyT adBTOMaTM4eCKN yaaneHbl no
OKOHYaHUN YCTaHOBKMW.

| PekomeHayeTcs coxpaHutb daia . run, U3 KOTOPOro NPOM3BOAMNACh YCTaHOBKA, ANS
: BO3MOXHOU nepeyctaHoBkn Dr.Web Server Security Suite niv ero KOMNOHEHTOB B
nociegytouem, 6€3 06HOBIEHVS ero BepCum.

6.1.1.1. YctaHOBKa B pe>xnumMme KOMaHAHOW CTPOKU

Mocne 3anycka NporpaMMbl YCTaHOBKM, paboTatoLel B pexrme KOMaHAHOM CTPOKM, Ha
3KpaHe NOSABUTCA TEKCT MPUTaLLIEHUS K YCTaHOBKE.

1. [lna Hayana ycTaHOBKM OTBETbTE Yes UAM Y Ha 3anpoc «Bbl XOTUTe NPOA0NXKNTL?». YTOOBI
0TKa3aTbCs OT YCTaHOBKMW, BBeAWTe No uaum N. B 3ToM cnyyae paboTa nporpammbl yCTaHOBKM
byneT 3aBeplLueHa.

2. [anee nepep Ha4aiOM yCTaHOBKM BaM HEOHXOANMMO O3HAKOMMUTLCS C TEKCTOM
JlnueH3noHHoro cornaweHns kKoMnaHum «loktop Beb», kotopbint 6yaeT BbiBeeH Ha
3KkpaH. [lna nepennctoiBaHnsA TeKCTa COrnalleHns noab3yntech knasuwamm ENTER
(nepenucTbiBaHWe TekcTa Ha oAHY cTpouky BHU3) n NMPOBEJ] (nepenvctbiBaHue TekcTa BHA3
Ha 3KpaH).
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@ ﬂepenMCTblsaHme TEeKCTa ﬂI/ILI,EHBI/IOHHOFO cornawleHva Hasaj (BBer) He npegycMoTpeHO.

3. Mocne npouteHns JIMLLEH3MOHHOTO cornalweHna BaM byaeT NpeAnoXeHO NPUHATL ero
ycnosua. Beegute Yes UM Y, eCauv Bbl NPUHMMAaETe yCNoBUSA, U No UAn N, eCan Bbl He
CornacHbl € ycnosmamm JIMLLEH3MOHHOrO corlalleHus. B cnyyae otkasa ot npuHATMA
yCnoBuUin JINLEH3MOHHOTO coralleHns paboTta nporpaMmbl YCTaHOBKM ByzeT 3aBepLueHa.

4. Tlocne NpuHATUA ycnoBUIN JINLEH3MOHHOIO COorNalleHnsa aBToMaTnyeckun byaeT 3anyLeH
NpoLLecc yCTaHOBKM Ha KOMMbtoTep koMnoHeHToB Dr.\Web Server Security Suite. Mpwu atom
Ha 3KpaH byzeT BbIBOANTLCA MHGOPMALMA O XOAe YCTaHOBKWN (XKypHan yCTaHOBKM),
BK/IFOYatoLasa B ceba nepeyeHb YCTaHaBIMBaEMbIX KOMMOHEHTOB.

5. B cnyuae ycnewHoOro okoH4YaHus npoLecca yCTaHOBKM Ha 3KpaHe NosBUTCS
nHGopMaLMOHHOe coobLLeHMe, coaep Kallee MHCTPYKLMM NO crnocobam ynpasaeHns
pabotoun Dr.Web Server Security Suite.

B cnyyae BO3HMKHOBEHMWSA OLWIMOKN Ha 3KpaH OyZeT BbiBeAEHO COOTBETCTBYHOLLEE COObLeHMe ¢
onucaHnem owmnbku, nocne Yero paboTa NporpamMmmbl YyCTaHOBKM ByaeT 3aBeplueHa. Ecan
ycTaHOBKa 6blna NpepBaHa 1M3-3a oWwWnbKM, ycTpaHUTe Npobaembl, Bbi3BaBLUME OLLNOKY
YCTaHOBKM, N MOBTOPUTE NPOLLECC YCTAHOBKM 3aHOBO.

6.1.2. YcTaHOBKa U3 peno3ntopus

HaTueHble naketbl Dr.Web Server Security Suite HaxoasaTcs B obuumassHoM penosutopun &
Dr.Web. lMocne pobaBneHua penosntopusa Dr.Web B cnncok penosntopmes, NCNonb3yemblx
MeHe>KepOM NakeToB Balleil onepaLyoOHHON CUCTEMbI, Bbl CMOXeTe yCTaHaBANBaTb €ro B
BMAE HaTMBHbIX NMaKeTOB ANA OMepaLyOHHOW CMCTEMbI Tak Xe, Kak 1 tobble apyrne
nporpaMmmMsbl 13 peno3MTopureB Ballelr onepaLMoHHON cucteMbl. Heobxoanmble 3aBUCUMOCTU
6yayT pa3peluatbca aBToMaTnueckn. Kpome toro, npu yctaHoske Dr.Web Server Security Suite
13 NOAKNOUEHHOrO peno3nTopus nakeTHoli MeHeaxkep OC obHapyXnBaeT OGHOBAEHNS BCEX
komnoHeHTOB Dr.Web v npegsnaraeT nx yctaHoBKYy.

@ Ons poctyna k penosutoputo Dr.Web TpebyeTcs nogkitoUeHne K UHTEPHETY.

Bce HmxenpurBegeHHbIe KOMaHAb!l AN MOAKIFOYEHNA PENO3UTOPUEB, UMMOPTUPOBAHUSA

KAt Yel, YCTaHOBKM W YAaNeHWs MakeToB AOJ/IXHbI ObITb BbINMOJAHEHb! C MPaBamMu
cynepno/b3oBaTens (06blYHO MoAb30BaTeENs root). [Jna nosyyeHVs COOTBETCTBYIOLLMX NpaB
NCMO/Ib3YITe KOMaHAy CMeHbl NONb30BaTeNs su WKW KOMaHAy BbIMOJAHEHNUS OT UMEHM
Apyroro nosb3oBartens sudo.

[Ana OC FreeBSD yctaHoBka Dr.Web Server Security Suite BO3MO>XHa TO/IbKO 13
YHMBepCanbHOro naketa.

Hwuxxe npuseaeHbl npoueaypsbl s cnegyrowmx OC (MeHeaKepoB NakeToB):

e Astra Linux, Debian, Mint, Ubuntu (apt);
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e AnbT (apt-rpm);

e Mageia, OpenMandriva Lx (urpmi);

e Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);
e SUSE Linux (zypper).

Astra Linux, Debian, Mint, Ubuntu (apt)

1. Penosutopwuin ans 3tnx OC 3awmieH uyndposon noanuceto «Jokrop Beb». lna goctyna K
Peno3nToOpuMIo MMNOPTUPYIMTE N A06aBbTe B XPaHUIMLLE MakeTHOrO MeHe xXepa Katou
undpOoBOM MOAMNNCK, BBIMONHUB KOMaHAY:

# wget https://repo.drweb.com/drweb/drweb.gpg -0 /etc/apt/trusted.gpg.d/drweb.gpg

@ Kntou umdposoin noanncy «Joktop Beb» paHee yctaHaBavBaiCs C MOMOLLbLIO YTUAUTbI

‘ apt-key, KOTOpas Mpv3HaHa yCTapeBLUEN N HE PEKOMEHAYeTCs AN UCMONb30BaHUs.
Kpome TOro, Tenepb Ans XxpaHeHus Kirouer nognmcy paspabotumkm OC pekomMeHayroT
MCrnosb30BaTh Katanor /etc/apt/trusted.gpg.d BMecTo
danna /etc/apt/trusted.gpg. BBugy atoro npu BbinoaHeHun yctaHosku Dr.Web
Server Security Suite 13 penosuTopusa, ecam KAKY NOANUCU YCTaHOBEH B
Katafaor /etc/apt/trusted.gpg, KOMaH4a apt-get update (CM. HUXKE) BblAACT
cegyrollee npegynpexaeHve: Key is stored in legacy trusted.gpg keyring
(/etc/apt/trusted.gpg), see the DEPRECATION section in apt-key(8)
for details. YcraHoBka Dr.Web Server Security Suite npu 3TomM npogoaxutcs B
06bIUHOM pexvMe, a PYHKLMOHaNbHOCTb NPOAyKTa He nocTpajaet. YTobsbl
npeaynpexgaeHne 60/blie He BbIBOAWNOCH MPUY YCTAaHOBKE AW MepPeyCTaHOBKE MPOAYKTOB
«[lokTtop Beb», ycTaHOBMUTE K/HOY MOAMMCK Kak YKa3aHO BbiLLe.

2. YTO6bI NOAKNOUNTE PEMO3NTOPUI, BbIMOAHNTE KOMAHAY:

# echo "deb https://repo.drweb.com/drweb/debian 11.1 non-free" > /etc/apt/sources.list.d/drweb.list

@ Bbl MO>keTe BbINOAHUTL MyHKTbI 1 1 2, 3arpy3unB crneupanbHbli DEB-naket A yCTaHOBMB
: ero.

3. [nsa yctaHoBkn Dr.Web Server Security Suite n3 peno3ntopmsa BbIMOJHUTE KOMaHZbI:

# apt-get update
# apt-get install drweb-file-servers

YcTaHOBKa TakoKe MOXET OCYLLECTBAATLCSA C MOMOLLbBHO a/lbTEPHATUBHbBIX MEHEAXKEPOB
(Hanpwumep, Synaptic nam aptitude). Kpome TOro, anbTepHaT1BHbIE MeHeaXepbl, Takne Kak
aptitude, pekomeHayeTCs MCNOAb30BaTh AN pa3pelleHns KOHGAMKTa NakeToB, eCNM OH
BO3HUWKHET.

Anbt (apt-rpm)
1. YT06bI MOAKNHOUNTE PENO3UTOPUNA, AO0OaBbTE CIeAYIOLLYHO CTPOKY B
dann /etc/apt/sources.list.d/drweb-apt-rpm-<arch>.list:

PyKOBOACTBO aZMUHWCTpaToOpa
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rpm http://repo.drweb.com/drweb/altlinux 11.1/<arch> drweb
rae <arch> — o6o3HayveHMe NCNOob3yeMOW apXMTEKTYPbl MakeToB:
e ans 32-pa3pAaAHON Bepcmun: 1386;
o anqa apxutektypbl AMD64: x86  64;
e anqa apxutektypbl ARM64: aarch64;
e 1A apxutekTypbl E2K: e2s;
e ans apxutekTypbl IBM POWER (ppcb4el): ppcodle.

2. Mepeg yctaHoBkon Dr.Web Server Security Suite Ha komnbtoTepe apxuTtekTypbl E2K nog,
ynpasaeHnem OC AnbT fobaBbTe B Pann /etc/rpmrc Cresytowme CTPOKN:

arch compat: e2kv4d: eZs
arch compat: e2k: eZs
arch compat: e2s: noarch

3. Y7061l ycTaHOBUTL Dr.Web Server Security Suite n3 penosuntopus, BbINOAHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-file-servers

YcTaHOBKa Takxke MOXET OCyLLeCTBAATLCSA C MOMOLLbIO a/lbTEPHATUBHbBIX MEHEAXEPOB
(Hanpumep, Synaptic nam aptitude).

Mageia, OpenMandriva Lx (urpmi)
1. MoaxntounTe peno3nTopui C MOMOLLIO KOMaHAbI:
# urpmi.addmedia drweb https://repo.drweb.com/drweb/linux/11.1/<arch>/
rae <arch> — o6o3HaveHve NCNob3yeMOW apXMTEKTYPbl MakeToB:
e ana 32-pa3pAaAHON Bepcuun: 1386;
e 1N 64-pa3pAfHON BEPCUN: x86 64,
2. [ns yctaHoBkm Dr.Web Server Security Suite n3 peno3mtopus BbINOJHUTE KOMaHAY:

# urpmi drweb-file-servers

YCTaHOBKa TakXkKe MOXEeT OCYLLECTBAATLCA C MOMOLLbIO a/lbTEPHATUBHBIX MEHEeAXEPOB
(Hanpumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

1. [JobaBbTe palin drweb.repo CO CIeAYIOWMNM COAEPXNUMbIM B
KaTanor /etc/yum.repos.d:

[drweb]

name=DrWeb - 11.1
baseurl=https://repo.drweb.com/drweb/linux/11.1/$basearch/
gpgcheck=1

enabled=1

gpgkey=https://repo.drweb.com/drweb/drweb.key

PyKOBOACTBO aZMUHWCTpaToOpa



A7 L4
i\

-
.

YctaHOBKa v yaaneHue

l Ecan naaHNPYyeTCa 3anncaTtb BbllLleyKa3daHHOE COAEePXMMOE B cba|7u1 NP NOMOLLM KOMaHAbl
TMna echo C nepeHanpaBaeHNEM BbIBOJA, CUMBOJI S cnepyetT sKkpaHMpoOBaTh: \S.

Bbl MO>KeTe BbIMOJIHUTL MyHKT 1, 3arpy3unB cneumanbHbii RPM-naket @ u YCTaHOBWB €ero.

2. [na yctaHoBkn Dr.Web Server Security Suite n3 peno3ntopus BbINOAHUTE KOMaHAY:

# yum install drweb-file-servers

B OC Fedora, HaunHas c Bepcum 22, pekOMeHAyeTCs BMeCTO MeHezxXepa yum
MCNoJib30BaTb MeHeaXXep dnf, Hanpumep:

# dnf install drweb-file-servers

YcTaHOBKa TakKe MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO a/ibTEPHATUBHbBIX MEHEAKEPOB
(Hanpumep, PackageKit nan Yumex).

SUSE Linux (zypper)
1. qT06b|nOAKﬂquTbpenO3MTOpMM,BHHOﬂHMTeKOMaHAM
# zypper ar https://repo.drweb.com/drweb/linux/11.1/\$basearch/ drweb
2. Ansa yctaHoeku DrWeb Server Security Suite 13 peno3utopus BbIMOAHWTE KOMaHAbI:

# zypper refresh
# zypper install drweb-file-servers

YcTaHOBKa TakKe MOXET OCYLLEeCTBAATLCA C MOMOLLBIO albTEPHATUBHbBIX MEHEeKepoB
(Hanpumep, YaST).

PyKOBOACTBO aZMUHWCTpaToOpa
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6.2. O6HoBneHune Dr.Web Server Security Suite

MpepycmoTpeHo ABa pexxnma obHoBneHnsa Dr.Web Server Security Suite:

1. DonyyeHwue Tekyuix 06HOBNEHWI NAKETOB Y KOMMOHEHTOB, BbIMYLLIEHHbIX B pamMKax
aKcnyaTaumn aktyanbHou Bepcun Dr.Web Server Security Suite (kak npaBuno, Takve
06HOBNEHWSA COZep>XaT NCMPaBAEHMS OLWMOOK U MeJIKMe YydlleHns B
GYHKLMOHMPOBAHNN KOMMOHEHTOB).

2. [Nepexos Ha HOBYHO BEPCUIO. ITOT CNOCOH OOHOBNEHNA NCMOAb3YETCH, €CNN KOMMaHWUSA
«[loktop Beb» BbinycTnaa HoByto Bepcuto Dr.Web Server Security Suite, oTanyatowyrocs
HOBbIMU BO3MOXXHOCTAMMW.

| Dr.Web Server Security Suite no3BosseT 0OHOB/ATL BUPYCHble 6a3bl 1 aHTUBUPYCHOE AAPO
: Jaxke Mpu OTCYTCTBUM AOCTyMa B MHTEPHET Ha 3allMLLaeMOM CepBEpe.

6.2.1. NonyueHune TeKkywnx o6HOBNEHN

Mocne yctaHoBkm Dr.Web Server Security Suite 1t06biM 13 cnoco60B, ONMCaHHbIX B

COOTBETCTBYIOLLEM pa3jese, MPOUCXOAMNT aBTOMaTUYECKOE NOAK/IOUYEHE MeHeKepa NakeToB
K peno3utoputo naketos Dr.Web:

e Ecnm yctaHOBKa Npov3BOANAacCh U3 yHMBepPCcanbHOro nakera (Gann . run), a B cucteme
ncnonb3yrotca naketbl B popmate DEB (Hanpumep, OC Astra Linux, Debian, Mint, Ubuntu),
WA B CUCTEME HE NMeeTCA MeHeaxkepa naketoB (FreeBSD), ans paboTbl ¢ naketamu Dr.Web
NCMONb3yeTCsa OTAe/IbHAA BEpPCUA MeHeXKepa NakeToB zypper, aBTOMaTU4eCKu
yCTaHOB/IeHHasA B pamkax yctaHoBku Dr.Web Server Security Suite.

YT06bI NONYUNTb N YCTAaHOBUTL OOHOBAEHHbIE NakeTel Dr.Web 3tnm meHeaxxepom,
neperanTe B Katanor /opt/drweb.com/bin aia GNU/Linux
nnn /usr/local/libexec/drweb.com/bin ana FreeBSD 1 BbINOAHUTE KOMaHAbI:

# ./zypper refresh
# ./zypper update

@ B OC FreeBSD Bepcun 11.x ans nnatdopmbl amd64 Npu 06HOBAEHUM C UCMOb30BaHNEM

‘ MeHeaXKepa zypper MOXET BO3HVKHYTb OLnbka 06HOBAEHWA peno3uTopus. B 3Tom
C/lyyae yCTaHOBUTE MakeT COBMECTMMOCTU compatlOx-amd64 1 NOBTOPUTE MOMbITKY
O0OHOB/IEHMS.

ﬂ,ﬂﬂ YCTaHOBKW NakeTa BbIMOJIHUTE KOMaHAY:

# pkg install compatlOx-amd64

e BO BCcex OCTafbHbIX CAy4Yasx NCMONb3YyMTe KOMaH/Abl OOGHOBAEHMS MakeTHOro MeHeXepa,
ncnonb3syemoro B Bawen OC, Hanpumep:

o B Red Hat Enterprise Linux n CentOS ncnonb3yinte komaHay yum;

PyKOBOACTBO aZMUHWCTpaToOpa
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o

B Fedora ncnonb3yinte komaHay yum uam dnf;

o

B SUSE Linux ncnonb3ynte KOMaHAy zypper;

s B Mageia n OpenMandriva Lx ncnosnb3yite KOMaHay urpmi;

o

B AnbT, Astra Linux, Debian, Mint, Ubuntu ncnonb3yiite komaHay apt-get.

Bbl Takke MOXeTe NCMO/b30BaTh a/bTePHATUBHbIE MeHeKepbl NakeToB, pa3paboTaHHble ANs
BalLei onepaLMoHHOM cnuctembl. [pn HeobxoaAMMOCTM 06paTUTECh K CMPaBOYHOMY
PYKOBOACTBY MO MCMOAb3YEMOMY BaMW MeHeAXepY NakeToB.

B cnyuae Bbinycka HoBo Bepcun Dr.\Web Server Security Suite, nakeTbl, cogep>kalyme ero
KOMMOHEHTbI, MoOMeLlatoTca B pasgen peno3utopus Dr\Web, cooTBeTCTBYHOLLMA HOBOM
Bepcuun. B 3ToM cnyuae ans 06GHOBNEHUS HEOHXOAMMO NEPEKIOUNTL MEHEAXEP NaKeTOB Ha

HOBbIN pa3gen peno3utopma DrWeb (cm. pa3gen [lepexos Ha HOBYHO BEPCUIO).

6.2.2. Nepexoa Ha HOBYIO Bepcuio

B sTom pasgene

e MpesBapuTe/ibHble 3aMeYaHUs
e O6HOB/IEHVE NPebIAYLINX BEPCUM
o OBHOB/IEHWE YCTaHOBKOW YHUBEPCAAbHOIO NakeTa

o O6HOBNEHME 13 PEeNo3nUTOPUS
o [NlepeHOC KNHOYEBOro daiaa

o [1oBTOpHOE NOAKNHOYEHWE K CEpBE EeHTPaJN30BaHHOW 3aLUNTI

I'Ipep,Ba puTeé/ibHbl€ 3aMeYdYaHnA

| Mepes TeM, Kak BbINMONHUTL MEPEXOZ HAa HOBYHO BEPCUO, yOeanTechb, UTo Ball cepBep
OTBEYaeT CUCTEMHbIM TPeBOBAHMAM HOBOW BEPCUM.

MNopaep>xunBaeTcs npouesypa obHoBAeHUs npeapiaywimx Bepcmin Dr.Web Server Security Suite
A0 HoBoOM Bepcuu. MNMepexoa Ha HoByto Bepcuto Dr.Web Server Security Suite BbinonHanTe tem
e cnocobom, kakmMm Hbina yctaHoBneHa Bepcusa Dr.Web Server Security Suite, nognexatias
OB6HOBNEHNIO:

e Ecnn Bepcua Dr.Web Server Security Suite, noanexawaa o6HoBneHMtO, bbina yCcTaHOBEHA
13 penos3nTopus, TO Nepexos Ha HOBYH BEPCUIO BbIMONHANTE NyTeM OOHOBAEHNEM N3
penosuTopus.

e Ecan Bepcua Dr.Web Server Security Suite, noanexauwaa o6HoBaeHMtO, 6bina ycTaHOBAEHA
N3 YHMBEPCaNbHOrO NakeTa, TO A1 Nepexosa Ha HOBYH BEPCUIO YCTaHOBUTE
YHMBEpPCaNbHbIV NaKeT, COAep>Kallnin HOBYH BEPCUIO.

PyKOBOACTBO aZMUHWCTpaToOpa
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@ YT06bl YTOUHUTL CMOCODB, KOTOPbIM Hbina ycTaHoBeHa Bepcus Dr.Web Server Security

‘ Suite, noanexatlias 06HOBNEHUIO, MPOBEPbTE HaNNUME B KaTasiore UCMOHAEMbIX dalinos
Dr.Web Server Security Suite ckpunTta nporpamMmbl yaaneHus uninst . sh. Ecam atot dann
npuvcyTcTByeT, Tekywas Bepcua Dr.Web Server Security Suite 6bina yctaHoBAEHa K3
YHMBEpPCaNbHOIO MakeTa, a B MPOTMBHOM C/lyyae — U3 peno3ntopus.

[Ana OC FreeBSD ycraHoBka Dr.Web Server Security Suite BO3MO>Ha TO/bkO 13
YHMBEPCAZbHOIO NakeTa.

Ecnv Bbl He MMeeTe BO3MOXHOCTM 06HOBUTL Dr.Web Server Security Suite Tem xe cnocobowm,
KakvM OH 6blNl YCTAHOBNEH M3HaYaslbHO, TO NPeABapUTE/IbHO YAannTe TEKYLLYHO BEPCUIO, a
NMOTOM BbIMOJHUTE YCTaHOBKY HOBOW BEPCUM NHOOBIM AOCTYMHbIM ANS BaC CNocobom.
Cnocobbl ycTaHOBKM 1 yaaneHua npeablaywmnx sepcuii Dr\Web Server Security Suite
aHanormyHbl cnocobam yCTaHOBKM W yaaneHus, pacCCMOTPEHHbIM B 3TOM pyKOBOACTBe. 14
AOMONHUTENBHOM MHPOPMaLMK obpaTntech K PykoBOACTBY agMUHMCTPaTOpa no
yCcTaHoB/ieHHOW y Bac Bepcun Dr.Web Server Security Suite.

Ecnm Bepcns Dr.\Web Server Security Suite, noanexaluas obHoBneHMI0, paboTaeT nog,
ynpaBieHVeM cepBepa LeHTPaAn30BaHHOW 3aLMTbL, TO Nepes HauyaioM obHOBAEHUA
pekoMeHAyeTCa CoXpaHWTb aZpec 3Toro cepeepa. Hanpumep, Ana noayyeHus agpeca cepeepa
LEHTPaNM30BaHHOM 3alUmThl, K KOTopomy noakirodeH Dr.Web Server Security Suite ¢ Bepcuen
HoBee 6.0.2, BbINOJIHUTE KOMaHAY:

$ drweb-ctl appinfo
N3 I'llecyTCTByI'OLLI,em B BbIBOAE KOMaHAbl CTPOYKN BMAa

ESAgent; <PID>; RUNNING 1; Connected <adpec>, on-line

COXpaHuUTe YacTb <adpec> (MOXEeT BbIrNAAETb Kak CTpOKa Buga tcp: //<IP-adpec>:<nopm>,
Hanpumep: tcp://10.20.30.40:1234). KpoMe TOro, peKomeHAyeTcs COXpaHuUTb dann
cepTudukara cepsepa.

B cnyyae BO3HMKHOBEHUA 3aTPYAHEHWI C NONyYeHeM NapaMeTPOB TeKYLLEro NOAKIOUEH NS
obpaTuTech k PykoBOACTBY aAMMHMUCTPaTOpa No ycTaHoBAeHHOW Bepcun Dr.Web Server
Security Suite, a Takke K aMUHUCTPATOPY Balle aHTUBUPYCHOM CETH.

O6HoBNEeHMe NpeabIAyLWNX BEepCcUm

O6HoB/1IeHNe YCTaHOBKOW YHUBEpPCa/IbHOro nakerta

BbinonHuTe yctaHoBKy HoBOM Bepcumn Dr.Web Server Security Suite 13 yHuBepcasbHoro
naketa. B cnyyae HeobxoAMMOCTM B NpoLecce yCTaHOBKW BaM ByaeT npeanoxeHo
aBTOMAaTMYeCKM YAaAnTb MMeroLLMecs KOMMOHEHTbI cTapoin Bepcum Dr.\Web Server Security
Suite.

PyKOBOACTBO aZMUHWCTpaToOpa
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| Ecnn B npouecce o6HOBEHUA BaM HEOOXOAMMO BbINONHUTL YaNeHVEe UMEOLLLeNCs BepCum

& Dr.Web Server Security Suite n Ha BallemM cepBepe OAHOBPEMEHHO YCTaHOBAEHO
HecKo/IbKo cepBepHbIXx NpoayktoB Dr.Web (Hanpumep, Dr.Web Server Security Suite,
Dr.Web Mail Security Suite n Dr.Web Gateway Security Suite), To ansa coxpaHeHus
paboToCcnocobHOCTM NPOAYKTOB, He Noasexalinx obHosaeHno (Dr.Web Mail Security Suite
n Dr.Web Gateway Security Suite), cresyeT oTMeTUTb ANS YAANEHUS TONbKO CheayroLne
nakeTbl:

e drweb-file-servers-doc,

e drweb-smbspider.

O6HOBIEeHME U3 peno3uTopus

| Bbl He cMoxeTe 06HOBUTL Dr.Web ana dannosbix cepsepos UNIX Bepcum 6.0.2 1o HoBOW

& BEPCUM 13 PEMO3MTOPUA, €CIN Ha BalleM CepBepe YCTaHOBJ/IEHO OAHOBPEMEHHO
HeCKOJIbKO cepBepHbIX NpoayktoB Dr.Web Bepcum 6.0.2 (Hanpumep, ans Gpainosbix
CepBepoB, 419 MOUYTOBbIX CEPBEPOB M MHTEPHET-LLUJ/IO30B). B 3TOM cayvae Bam caegyeTt
yCTaHOBUTb HOBYHO Bepcuto Dr.Web Server Security Suite Ha oTaenbHyr0 MaLUuHy.

UTo6b1 06HOBUTHL TeKywyto Bepcuio Dr.Web Server Security Suite, yctaHoBeHHyr0 U3
peno3utopua komnaHum «/Lokrop Be6»

B 3aBucnmocTtm ot Tmna MCNONb3yeMbIX MAaKETOB, BbIMOJHUTE Caeayroume AGIZCTBMHI

¢ B cnyuae ncnonbnzoBanusa nakeros RPM (yum, dnf):

1. CMeHUTe NCNO/Ib3yeMblil PENO3UTOPUI (C PEMNO3MUTOPUS NAKETOB TEKYLLEN BEPCUN Ha
pPeno3nToOpunin NakeToB HOBOM BepCUN).

l Nms peno3nTopua, XpaHALLero naketbl HOBOW Bepcun, CM. B pa3gene YcTaHOBKa w3
PENO3UTOPUA. ,ﬂ,]’lﬂ YTOYHEHNA cnocoba cMeHsbl peno3ntopres O6paTVITECb K CNpaBOYHbIM
pykoBOACTBaM UCMNONb3yeMOro BamMu AI/ICTpI/I6yTVIBa Ol'lepaLl,I/IOHHOlZ CNCTEMBDI.

2. YctaHoBuTe HoBYto Bepcuto Dr.\Web Server Security Suite n3 penosmtopus, BbINOAHUB
KOMaHAy:

# yum update

nau, ecam ncnonbsyetca meHexkep dnf (kak, Hanpumep, B OC Fedora Bepcun 22 n
bonee No3gHmx):

# dnf update

@ Ecnn B npouecce 06HOBNEHUA NMAaKETOB BO3HUKHET OLIMOKa, TO BbIMOJHWTE YAaNneHve 1

‘ nocaeAyroLLyto NoBTOpPHyto yctaHoBKy Dr.Web Server Security Suite. Mpu Heob6xoauMocTy
cM. pa3gensl Yaanerve Dr.Web Server Security Suite, ycTaHOBAEHHOIO Y3 peno3nTopus 1
YcTaHoBKa 13 peno3untopus (MyHKTbl, COOTBETCTBYHOLLME 1cnoib3yemMon Bamu OC un
MeHezXepy NakeToB).

PyKOBOACTBO aZMUHWCTpaToOpa
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¢ B chyuae ucnonnsosanusa nakeros DEB (apt-get):

1. CMeHUTe NCNO/Ib3yeMbll PENO3UTOPUI (C PEMO3MTOPUS NAKETOB TEKYLLEN BEPCUN Ha
pPeno3nToOpunin NakeToB HOBOM BepCUN).

2. O6bHoBuTe naketbl Dr.Web Server Security Suite, BeINONHMB KOMaHAbI:

# apt-get update
# apt-get dist-upgrade

MNMepeHoc knroueBoro panna

Mpu ntobom cnocobe obHoBNeHUA Dr.Web Server Security Suite y>xxe nmetowmiics y Bac
JMUEH3NOHHBIV KNtoueBol Gais byaeT aBTOMATUYECKM YCTAaHOBEH B HaA/eXalllee MecTo AJ/is
ncnonb3oBaHusa HoBon Bepcnen Dr.Web Server Security Suite.

@ B cnyuae BO3HMKHOBEHWS Npo6aeM C aBTOMATUYECKOWN YCTaHOBKOM NNLIEH3MOHHOTO

: kntoueBoro daina Bbl MOXeTe BbINOAHWUTL ero ycraHoBKy BpyuHyto. Dr.Web Server Security
Suite xpaHuT K1r0oUYeBon dain B katanore /etc/opt/drweb.com/ ana GNU/Linux
win /usr/local/etc/drweb.com/ ana FreeBSD. B cayyae yTpaTbl AeHCTBYHOLLEFO
JINLEH3MOHHOTO KAto4eBOro daina obpatntech B CyXOy TEXHUYECKOW MO AAE DKM
KomnaHun «loktop Be6».

NoBTOpHOE NoaK/OUEeHME K cepBepy LieHTPa/IM30BaHHOW 3alUTbl

Ecan 310 BO3MOXHO, TO nocne 06HOBAEHWA (ecm 0bHOBAsseMasn Bepcus Bblna NOAKIKOYEHA K
cepBepy LeHTPaAM30BaHHOM 3aLUmMTbl) NOAKNOUEHNE ByaeT BOCCTAaHOBNEHO aBTOMATNYECKM.
Ecam nogkntoueHmne He BOCCTaHOBUIOCh aBTOMATUYECKU, ANs MOAKIOUEHUS OOHOBAEHHON
Bepcuun Dr.Web Server Security Suite K aHTUBMPYCHOW CETU BbINOAHUTE KOMaHAY:

$ drweb-ctl esconnect <adpeccepsepa> --Certificate <nyme k paliny cepmugpukama cepsepa>

B cnyyae BO3HUKHOBEHWSA 3aTPYAHEHWUIN C MOAKIOYEHNEM OBpaTUTECh K aAMUHUCTPATOPY
BalLen aHTUBUPYCHOM CETH.

6.2.3. O6HOB/IeHME 6€3 NOAK/NIIOUEHUA K MHTePHeTY

B ycnoBusix noBbiLeHHbIX TpeboBaHWI K 6€30MacHOCTH, KOrga NOAKIOYEHME K UHTEPHETY
OTCYTCTBYET UV OTPaHNYeHO, OBHOBNEHME BUPYCHBIX 6a3 1 aHTUBMPYCHOTO AApa MOXHO
BbIMO/IHATL 6€3 NOoAK/IOYEHMA K MHTEpHETY. B 3ToM cnyuae obHOBAEHMA 3arpyxatoTcs Ha
KOMMbHOTEP, MOAKNFOUEHHbIN K MHTEPHETY, Konupyrotca Ha USB-Hakonutenb nan ceteBow
ANCK, MOCAe Yero yCTaHaB/MBAOTCA Ha APYrow, He NOAKNHOUYEHHbIA K MHTEPHETY KOMMbHOTEP.
Mpoueaypa 0OHOBNEHWA BbIMOAHAETCA Yepe3 KOMaHAHYH CTPOKY.

Yr106b1 NONYyunTh O6HOBNEHUA

1. Ha KOMMbrOTEPE, NOAK/NHOYEHHOM K MHTEPHETY, BbINONHUNTE KOMaHAY:

$ drweb-ctl update --Path <nyme k kamasozy 014 3az2py3ku 0b6HoeeHUU >

PyKOBOACTBO aZMUHWCTpaToOpa
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CkonupyrTe nonyveHHble 06HOBAEHUs Ha USB-HakonuTenb nav ceTeBORN AUCK.

[MPUMOHTMpPYIMTE CETEBOM ANCK MM HAaKOMUTENb Ha KOMMbIOTEPE, Ha KOTOPbIV TpebyeTcs
yCTaHOBUTb 0BHOBNeHUSA. Ecam Bbl nonyuaete obHoBneHua ¢ USB-HakonuTens, ans storo
noTpebyeTcs BbIMOJHUTb KOMaHZbI:

# mkdir /mnt/usb
# mount <nyme Kk ycmpoticmgy> /mnt/usb

YcTaHOBUTE OBHOBAEHMSA C MOMOLLH KOMaH/bI:

$ drweb-ctl update --From /mnt/usb
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6.3. YaaneHune Dr.Web Server Security Suite

B 3aBucMmocCTM OT cnocoba ycTaHOBKM, Bbl MoXeTe yaanantbe Dr.Web Server Security Suite
OAHWM 13 ABYX CNOCOHOB:

® 3anyCcTnB NporpamMm aJlieHnA YHUBEPCaJIbHOIO rNnakeTa ANnAa pexXxXnmMma KOMaHAHOVI CTPOKW;

e V/a/IVB MakKeTbl, yCTAaHOBJ/IEHHbIE U3 Peno3ntopus komnaHum «Jokrop Beb», ncnonb3ys
CUCTEMHbIA MeHeaKep NakeToB.

@ Mocne ypanenus Dr.Web Server Security Suite BaM HeOBXOAVMO BPYUHYHO YAaNUTb U3

: kaTasnora cepeepa Samba ccbinky Ha Moaynb VFS SMB Dr.Web n otpesaktmpoBaTb dain
KoHbUrypaumm Samba (smb . conf), yaanumB us cekuyin napaMeTpoB pa3genaemMblx
KaTasoros cTpoky vis objects = smb_ spider (rge smb spider — umsa
CUMBOJINYECKOW CCblikn Ha Mogynb VFS SMB Dr.Web).

6.3.1. YpaneHne yHnBepcanbHOro nakera

YpaneHve Dr.Web Server Security Suite, ycTaHOBA€HHOr0 13 yHMBEPCaNbHOrO NakeTa,
BbIMOJIHAETCA MPWY MOMOLLM KOMaHAHOM CTPOKM (B rpadnyeckom pexxmme HeobxoamMmo
Haanume aMynaTopa TepMuHana).

| Mporpamma yaaneHus yaanut He Tonbko Dr.Web Server Security Suite, Ho v 8ce dpyaue
: npoaykTtbl Dr.Web, yctaHoBAn€HHbIe Ha Ballem KOMMblOTepe.

YctaHOBKa v yaaneHue

Ecan Ha Bawem komnbtoTepe, kpome Dr.Web Server Security Suite, yctaHoBAEHbI 1 fpyrve
npoayktbl Dr.\Web, ana yaaneHus tonbko Dr.Web Server Security Suite BMecTo 3anycka

nporpamMmbl yaaneHus BOCNOb3ynTech NPoLeAypOi BbIBOPOYHON YCTaHOBKW U Vaa/leHs
KOMMOHEHTOB.

Ypanenune Dr.Web Server Security Suite n3 komaHaHON CTpOKM

Y1obbl 3aNyCTUTb NPOrpamMMy yaaneHUs ANs pexrmma KOMaHAHON CTPOKM, BbIMOHUTE
KOMaHay:

# /opt/drweb.com/bin/uninst.sh

ana GNU/Linux nau

# /usr/local/libexec/drweb.com/bin/uninst.sh

PyKOBOACTBO aZMUHWCTpaToOpa

49



Ty
),
A

A
<

YctaHOBKa v yaaneHue

ana FreeBSD. Mpoueaypa yaaneHuns DrWeb Server Security Suite paccmoTpeHa B pasgene
YpaneHve B pexxvme KOMaHAHOW CTPOKMW.

YTo6bl 3aNyCTUTL NPOrpamMMy yaaneHuns B NOAHOCTbH aBTOMATMUYECKOM pexxrme 6e3 nokasa
NHTepdeica Nonb3oBaTens (BKIOYas 4Manorv NporpaMmbl yaaneHus ana pexmnma
KOMaHAHOM CTPOKM), BbIMOJIHUTE KOMaHAY:

# env DRWEB NON INTERACTIVE=yes /opt/drweb.com/bin/uninst.sh

| B AnbT 8 CIl u gpyrux OC, ncnonb3yroLmx ycTapeBLLne BEPCUM NakKeTHOro MeHeaXepa, BO
‘ BpPEeMs yAaneHVsi Ha KOHCONb MOTYT BbIBOAUTLCS COOBLLEHMS BUAa:

/etc/init.d/drweb-configd: Her Takoro daina miam karajora

Ha paboty cuctembl 311 coobLeHns HUKak He BavAtoT. MNpoueaypa yaaneHua BbiMosHAETCA
KOPPEKTHO.

6.3.1.1. YaaneHue B peXkume KOMaHAHOWN CTPOKMU

MNocne 3anycka NporpaMmmsbl yaaneHus, paboTatoLern B pexxmuMme KOMaHAHOW CTPOKM, Ha
3KpaHe NOSABUTCA TEKCT NPUTNALLIEHUS K yAaNEHWIO.

1. [Ana Hayana yganeHnsa oTBeTbTe Yes UAN Y Ha 3anpoc «Bbl xotnte npogomxunTs?». YTo6bI
OTKa3aTbCs OT yaaneHus npoayktos Dr.Web c Balwero komnbtotepa, BBegMTe No mam N. B
3TOM cnyyae paboTa nporpammbl yaaneHunsa byaer 3aBeplueHa.

2. [ocne noaTBEpPXAEHMA YAaNeHNA 3anycTUTCA npoueaypa yaaieHns BCcex YCTaHOBAEHHbIX
naketoB Dr.Web. [Mpun 3ToM Ha 3kpaH 6yayT BblaBaTbCA 3anmcK, pUKCUpyeMble B XXypHaa U1
oTpaxkatoLme xoa npouecca yaaneHus.

3. Mo okoHYaHWK Npouecca NporpaMmMa yAaaeHus 3aBepLUnT CBOK paboTy aBTOMaTUUECKM.

6.3.2. YpaneHue Dr.Web Server Security Suite, yctaHoBneHHOro us
peno3sntopus

Huxxe npusegeHbl npoueaypbl ana cnepyrowmx OC (MeHeaxepoB NakeToB):

e Astra Linux, Debian, Mint, Ubuntu (apt);
o AnbT (apt-rom);

e Mageia, OpenMandriva Lx (urpme);

e Red Hat Enterprise Linux, Fedora, CentOS (yvum, dnf):
e SUSE Linux (zypper).

@ Bce HwxenpuBeseHHbIe KOMaHAbl A9 YAANeHWs MakeToB A0J/KHbI ObITb BbIMOJHEHDI C

: npaBamu cynepnosib3oBatesis (06bIYHO NMosb3oBaTens root). [lns 3TOro UCNonb3ynTe
KOMaHAy CMeHbl No/ib30BaTeNsd su WIM KOMaHAy BbIMOJHEHNA OT UMEHU ApPYroro
nosb3oBaTtenda sudo.
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Astra Linux, Debian, Mint, Ubuntu (apt)
Ytobbl yaanute kopHeBoi MeTanakeT Dr.Web Server Security Suite, BbiInosHUTe KOMaHAY:

# apt-get remove drweb-file-servers

|_|pl/l 3TOM OCTaNbHbl€ NMNaKeTbl, KOTOPbIE OblIN aBTOMATUYUECKM YCTaHOBJIEHbI NPW YCTaHOBKE
KOpHEBOIro MeTanakeTa Anda yaoBAETBOPEHUA €ro 3aBI/ICI/IMOCTel\/’I, OCTaHYTCA B CUCTEME.

UT00BbI Y4aINTb KOpHeBOI\/II MeTanaket BMecTe CO BCeMU 3aBUCMMOCTAMMU, BbIMONHUTE
KOMaHAy:

# apt-get remove drweb-file-servers —--autoremove

Mpwn 3TOM 6yayT yaaneHbl Bce bonee He TpebyemMble nakeTbl (a He ToNbko nakeTbl Dr.Web
Server Security Suite), koTOpble 6bIIM aBTOMaTUUECKM YCTaHOBAEHbI ANA YAOBNETBOPEHMUA
3aBMCMMOCTEN APYrnx NakeToB..

Ecan KOpHeBOl\/lI MeTanakeT yxe 6bin Y4aneH, 1o YTOObl aBTOMATUYECKM Y4a/INTb N3 CUCTEMDbI
BCce bonee He NCNONb3yeMblE MaKeTbl, BbINMOJIHNTE KOMaHAY:

# apt-get autoremove

Bbl Takoke moxeTe yaanntb naketbl Dr.Web Server Security Suite ¢ noMoLpto anbTepHaTUBHbIX
MeHezkepoB (Hanpumep, Synaptic nam aptitude).

Anbt (apt-rpm)

Ypanernune Dr.Web Server Security Suite B gaHHOM cnyyae BbinosiHAETCA Tak Xe, kak B OC
Debian n Ubuntu (cMm. BbiLe).

Bbl Takoke moxxeTe yaanntb naketol Dr.Web Server Security Suite ¢ nomoLbro anbTepHaTUBHbIX
MeHezkepoB (Hanpumep, Synaptic nam aptitude).
@ B OC Anbt 8 CIM BO Bpems yAaneHns Ha KOHCONb MOTYT BbIBOAUTLCA COObLLLeHMA BUAa:
/etc/init.d/drweb-configd: Her Takoro daina miam karajora

Ha paboTy crctembl 3T cO0bLLeHNs HYKaK He BAuAtOT. MNpoleaypa yaaneHns BbiNoAHAeTCs
KOPPEKTHO.

Mageia, OpenMandriva Lx (urpme)
YTtobbl yaanuTb kopHeBon meTtanakeT Dr.Web Server Security Suite, BoinonHuTe KomaHay:

# urpme drweb-file-servers
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|_|pl/l 3TOM OCTaNbHbl€ NMNaKeTbl, KOTOPbIE OblNIN aBTOMATUUECKM YCTaHOBJIEHbI NPW YCTaHOBKE
KOpHEBOIro MeTanakeTa Anda yaoBAETBOPEHUA €ro SaBMCMMOCTeVI, OCTaHYTCA B CUCTEME.

UT00BbI Y4aINTb KOpHeBOI\/II MeTarnakeT BMecTe CO BCeEMU 3aBNCUMOCTAMMW, BbINOJIHUNTE
KOMaHAy:

# urpme --auto-orphans drweb-file-servers

Mpwn 3TOM 6yayT yaaneHobl Bce 6bonee He TpebyemMble nNakeTbl (a He ToNbKO nakeTbl Dr.Web
Server Security Suite), koTopble 6bII aBTOMaTUUECKM YCTaHOBAEHbI ANA YAOBNETBOPEHMUA
3aBMCMMOCTEN APYrnx NakeToB..

Bbl Takoke moxeTe yaanntb naketbl Dr\Web Server Security Suite ¢ nomoLLbo anbTepHaTUBHbIX
MeHekepoB (Hanpumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

YTtobbl YaaNnTb BCe yCTaHOB/IEHHbIe NakeTbl Dr.Web, BbinosHUTe KOMaHAy (B HEKOTOPbIX
cucteMax cMMBOA * TpebyeTca akpaHMpoBaThb: \ *):

# yum remove drweb*

B OC Fedora, HaumHasa c Bepcun 22, BMECTO MeHeKepa yum PeKOMEHAYeTCs NCMob30BaThb
MeHeaXep dnf, Hanpumep:

# dnf remove drweb*
ii OTV KOMaHZabl YAANAT U3 CUCTEMbI BCE MaKeTbl, HA3BaHWE KOTOPbIX HaUMHaeTca Ha drweb

(cTaHZapTHOE HaMMeHOBaHWe A5 NMakeToB MPOrpaMMHbIX MpoayktoB Dr.Web). byayt
yAaneHbl BCce NakeTbl C TakKUM UMeEHEM, a He Tobko nakeTbl Dr.Web Server Security Suite.

Bbl Taioke moxxeTe yaanntb naketol Dr.Web Server Security Suite ¢ nomoLpo anbTepHaTUBHbIX
MeHezxepoB (Hanpumep, PackageKit nam Yumex).

SUSE Linux (zypper)
Yto6bl yaanutb kopHeBon MeTanakeT Dr.Web Server Security Suite, BbiInoaHUTe KOMaHAy:

# zypper remove drweb-file-servers

|_|pl/l 3TOM OCTaNbHbl€ NMaKeTbl, KOTOPbIE OblNV aBTOMATLYECKM YCTaHOBJIEHbI NMPW YCTaHOBKE
KOpPHEBOIro MeTanakeTa Ana yaoBNETBOPEHNA €ro 3aBMCMMOCTeVI, OCTaHYTCA B CUCTEME.

UT06b! yaaNNTL BCE YCTaHOBAEHHbIe NakeTsbl Dr.\Web, BbinoAHWTE kKOMaHAY (B HEKOTOPbIX
cMcTEMAax CMMBOA * TpebyeTcs aKpaHUPOBaTh: \ *):

# zypper remove drweb*
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DTa KOMaHZAa yAaauT U3 CUCTEMbl BCE MaKeTbl, Ha3BaHWEe KOTOPbIX HaUMHaeTcA Ha drweb
Z ‘ (cTaHAapTHOE HavMeHOBaHWe A/ MakeToB MpPorpaMMHbIx npogyktos Dr.Web). byayt
yAaseHbl BCe MaKeTbl C TakM UMEHeM, a He Toaibko nakeTbl Dr.Web Server Security Suite.

Bbl Taioke MoxeTe yaanutb naketbl Dr.Web Server Security Suite ¢ noMoLLpto anbTepHaTUBHbIX

MeHezxepoBs (Hanpumep, YaST).

6.4. lonoNnHUTEeNbHO

6.4.1. Naketbl u ¢pannbl Dr.Web Server Security Suite

B aTom pasgene

e [lakeThbl

e Dannbl

MakeTbl

Dr.Web Server Security Suite cocTouT 13 cneayroLmx NakeTos:

Maker

drweb-bases

drweb-boost

drweb-clamd

drweb-cloudd

drweb-common

drweb-configd

drweb-configure

drweb-ctl

drweb-documentation

Copeprxumoe

®aiinbl BUPYCHbIX H6a3

BubavoTekn Boost

®annbl komnoHeHta Dr.Web ClamD

®ainnbl komnoHeHta Dr.Web CloudD

OCHOBHOW KOHOUrypaLUMoHHbIA dainn drweb.ini,
OCHOBHble BVHMOTEKM, JOKYMEHTALMA U CTPYKTYpa
kaTtanoros Dr.Web Server Security Suite, ytuinta c6opa
AaHHbBIX O KOHQUrypauum NpoaykTa v CUCTEMHOM

OKPY>XEHUM.

B npouecce ycTaHOBKM AaHHOTrO nakeTa Takke 6yayT
CO3aHbl NONb30BaTeNb drweb K rpynna drweb

®ainbl komnoHeHTa Dr.Web ConfigD

®ainbl BCoMoraTeNbHOM yTuanTel HacTpoikn Dr.Web
Server Security Suite

®darnbl komnoHeHTa Dr.Web Ctl

®alinbl gokymeHTaumm B popmate HTML no npogykram
Dr.Web ana Unix
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Makert

drweb-engine

drweb-esagent

drweb-filecheck

drweb-file-servers-doc

drweb-file-servers

drweb-httpd

drweb-httpd-bin

drweb-httpd-webconsole

drweb-icu

drweb-1ibs

drweb-netcheck

drweb-nss

drweb-openssl

drweb-protobuf

drweb-se

drweb-smbspider-daemon

drweb-smbspider

drweb-smbspider-modules

drweb-smbspider-modules-src

drweb-snmpd

drweb-spider

drweb-spider-kmod

drweb-update

YctaHOBKa v yaaneHue

Copeprxnmoe

®annbl aHTMBMpYcHoro sapa Dr.Web Virus-Finding Engine
®annbl komnoHeHTa Dr.Web ES Agent

®aiinbl kKomnoHeHTa Dr.Web File Checker

[JoxymeHTauvs B dopmaTte PDF

KopHeBoli meTanaket Dr.Web Server Security Suite

®annbl komnoHeHta Dr.Web HTTPD 1 Be6-uHTepdelica
yrnpasaeHva (MeTanaker)

®ainbl komnoHeHta Dr.Web HTTPD

®ainbl Beb-nHTEpdEica ynpasaeHns

BubanoTekn noaaepkun HTepHaumoHaamnsaumm n Unicode
®ainbl OCHOBHbIX 6MBANOTEK

®ainbl komnoHeHta Dr.Web Network Checker

®ainnbl komnoHeHTa SplDer Guard ans NSS

Brnbanotekn OpenSSL

Bubnunotekn Google Protobuf

®arinbl kKomnoHeHTa Dr.Web Scanning Engine

®ainbl komnoHeHTa SplDer Guard ans SMB (gemoH
MOHUTOpPUHra SMB)

®annbl komnoHeHTa SplDer Guard ans SMB

®aiinbl kKomnoHeHTa SplDer Guard ana SMB (moaynun VFS
SMB)

®ainnbl komnoHeHTa SplDer Guard ans SMB (McxogHbIV KOA
moaynsa VFS SMB)

®dannbl komnoHeHta Dr.Web SNMPD
®ainbl komnoHeHTa SplDer Guard

®ainbl 3arpy>xaemoro Moayns agpa Linux ans paboTbi
SpIDer Guard B pexume LKM

®annbl komnoHeHta Dr.Web Updater
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B pa3aene BoibopouHble ycTaHOBKA U yaaneHne KOMNOHEHTOB NPUBEAEHbI TUMOBbIE HAabOPbI
KOMMOHEHTOB N5 BbIBOPOYHOM YCTaHOBKW, 0becneurBatoLLme peLleHne TUNOBbIX 3ajay

Dr.Web Server Security Suite.

dannbli

®annbl Dr.Web Server Security Suite pa3meluatorca B kaTasorax /opt, /etc n /var gepesa
balrinoBou cucTemsl.

CTpyKTypa UCnosib3yeMblX KaTasoros:

Kartanor Copaeprknmoe

Ynpaeastowmini ckpunt drweb-configd g AeMoHa

Ana GNU/Linux: yrnpaBaeHus koHdurypauvein Dr.Web ConfigD
/etc/init.d/

[Ona FreeBSD:
/usr/local/etc/rc.d/

O6Wnii KOHOUIypaLWOHHBIV Gaiin drweb. ini U KIHOUYEBOWN

Ona GNU/Linux: ¢dann drweb32. key. Kpome 3T0ro, cofep>xut:
/etc/opt/drweb.com/

Ona FreeBSD:

/usr/local/etc/drweb.com/

certs/ — Qaiinbl NCMOJIb3yeMbIX CepTUPUKATOB.

OcHoBHoW kaTanor Dr.Web Server Security Suite. Coaep>xxut

e ns GNU/Linux: B cebe:
/opt/drweb.com/

e [1nqa FreeBSD:

/usr/local/libexec/drweb.com/

bin/ — vcrnosiHAeMble daiiabl BCeX KOMMOHEHTOB (3a
ncknroyeHvem Dr.Web Virus-Finding Engine);

include/ — 3arosIoBOYHble haisibl UCMONb3YEMbIX OUBANOTEK;
lib/ — 1crnonb3yemble 6GubAnOTEKY;
man/ — dalnbl CUCTEMHOW CNpaBKu man;
share/ — BCMOMOTaTeNbHble Galiibl, B TOM YMCe:
doc/ s pokymeHTaums Dr.Web Server Security Suite (Tekct

JIMLUEH3MOHHOTO cornalleHna 1 pyKoBOZACTBa
aAMUHUCTPaTOpa, eCAN NaKeTbl C JOKYMeHTaLUven
YCTaHOBJ/IEHbI),

drweb-bases/ s ¢alinbl BUpYCHbIX 6a3 Dr.Web (ucxogHble o6pasbi,
nocTaB/feMble NPY YyCTaHOBKE),
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Katanor Coaepxxumoe

s dannbl Moayns agpa ana paboTtbl KOMNoHeHTa SplDer
Guard (MCXOAHBIN KOA ANA PYYHOU COOpPKMY),

drweb-spider-kmod/
scripts/ s ¢dainbl BComMoraTesibHbIX CKPUMTOB.

BcnomoraTenbHble ¥ BpeMeHHble $aibl, B TOM UACE:
e [ns GNU/Linux:
/var/opt/drweb.com/

e [1ns FreeBSD:
/var/drweb.com/

bases/ — dalinbl BUpYCcHbIX 6a3 Dr.Web (aktyanbHas o6HOBAEHHas
Bepcus);

cache/ — Kell 06HOBAEHUI;

drl/ — CMUCKM MCMOJIb3YEMbIX CEPBEPOB OOHOBAEHW;

lib/ — aHtBMpYycHoe sgpo Dr.Web Virus-Finding Engine B Buae
AMHaMUYeCKU 3arpy>kaemMon 6mbanotekn drweb32.d1ll un
HaCTPOWKMN pexurma paboTbl C cepBepoM
LeHTPaNM30BaHHOM 3aLLUTbI;

update/ — KaTanor AN BPeMEHHOro XpaHeHVs 06HOBEHWI B

npouecce nx nonyyeHus.

6.4.2. BbibopouHble ycTaHOBKa U yaasieHne KOMMOHEHTOB

B sTom paspene

e T1NoBble KOMNOAEKTbl KOMAOOHEHTOB ANA BbI6OQOl-IHOI‘/’I YCTaHOBKW

e YcTaHOBKa U vianieHne KOMNOHEHTOB Dr.Web Server Security Suite, YCTaHOBNEHHOIO U3
peENno3nTopunA

e YcTaHOBKa U yaaneHune komnoHeHToB Dr.Web Server Security Suite, yctaHOBA€HHOrO 13
YHMUBEPCaNbHOIrO Naketa

o PacnakoBka ycTaHOBOYHOro daiina
o BbibopoyHas yCTaHOBKA KOMMIOHEHTOB
o BbibopoyHoe yaaneHne KOMNOHEHTOB

B cnyvae Heob6Xx0ANMMOCTM Bbl MOXKeTe BbIMOJIHUTL BbIDOPOUHYHO YCTAaHOBKY U yAaneHue
oTAeNbHbIX KOMNoHeHTOB Dr.Web Server Security Suite, yctaHoBUB nan yaanuns
COOTBETCTBYIOLME NaKeTbl. BoIGOPOUHYHO yCTaHOBKY U yaaneHue cneayet Npon3BOANTb TEM Xe
cnocobom, kakum 6bin yctaHoBaeH DrWeb Server Security Suite.

ns nepeycrtaHOBKU Kakoro-nmbo KOMMNOHEeHTa Bbl MOXeTe CHaudana YAannTb €ro, a Nno0ToM
YCTaHOBUTb 3aHOBO.
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TunoBble KOMN/IEKTbl KOMIMOHEHTOB AaAnd Bbl60p0‘-lHOi7I YCTAHOBKM

Ecnun Tpebyetcs yctaHoBuTL Dr.Web Server Security Suite ¢ orpaHnueHHOM
GYHKLNOHANbHOCTbIO, BMECTO YCTaHOBKM KOPHEBOrO MeTanakeTa 13 Perno3ntopus Uan u3
YHUBEPCaJbHOrO NnakeTa, Bbl MOXETE YCTaHOBUTb TOJbKO NMaKeTbl KOMMOHEHTOB,
obecneunBatowmx HeEO6XoAMMY GYyHKLIMOHaNbHOCTb. [MakeTbl, Tpebyemble AN pa3peLleHuns
3aBUCUMOCTeN, ByayT ycTaHOBAEHbI aBTOMaTHUyecku. B Tabanue Huxe npuBeaeHbl KOMMIEKTbI
KOMMOHEHTOB, NpejHa3HaYeHHble 411 pelleHns TMnoBbix 3agay Dr.Web Server Security Suite.
B ctonbue MakeTbl ANA yCTaHOBKM NepeyYncaeHbl NakeTbl, KOTOPble HEOHXOAMMO YCTaHOBUTD
AN NONYYEHUs yKa3aHHOro KOMMAeKTa KOMMOHEHTOB.

BbI6OPOUHbBIV KOMMAEKT
KOMIMOHEHTOB

MUHUMaNbHbIA KOMMNAEKT Aana
KOHCOJIbHOTO CKaHMpOBaHUA

KomnnekT ans MOHUTOpUWHra
dannosoi cuctemsl GNU/Linux

Komnnext AN MOHUTOPWHra
pa3aendaemMbiX Katanoros Samba

KomnnekT s MOHUTOpPUHTra
TtomoB NSS

Maketbi ANA YCTAaHOBKU

drweb-filecheck,

e drweb-se

e drweb-se,

e drweb-spider

e drweb-se,

e drweb-smbspider

e drweb-nss,

e drweb-se

ByayT ycTaHOB/IEHbI

Dr.Web ConfigD,

Dr.Web Ctl,

Dr.Web File Checker,
Dr.Web Scanning Engine,
Dr.Web Updater,
BupycHble 6a3bl

Dr.Web ConfigD,

Dr.Web Ctl,

Dr.Web File Checker,
Dr.Web Scanning Engine,
Dr.Web Updater,

SplDer Guard,

BupycHble 6a3bl

Dr.Web ConfigD,

Dr.Web Ctl,

Dr.Web File Checker,
Dr.Web Scanning Engine,
Dr.Web Updater,

SplDer Guard ans SMB,
BupycHble 6a3bl

Dr.Web ConfigD,

Dr.Web Ctl,

Dr.Web File Checker,
Dr.Web Scanning Engine,
Dr.Web Updater,

SplDer Guard gns NSS,

BupycHble 6a3bl
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BbI60POUHbIIi KOMNIEKT MakeTbl ANA yCTAaHOBKM ByAYT YCTaHOB/IEHbI
KOMMOHEHTOB
Komnnekt gast smynsaumm ClamAy ~ ® drweb-clamd, e Dr.Web ClamD,
(clamd) e drweb-se e Dr.Web ConfigD,

e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Network Checker,
e Dr.Web Scanning Engine,
e Dr.Web Updater,

e BupycHble 6a3bl

YcraHoBka u yaaneHue komnoHeHTtoB Dr.Web Server Security
Suite, ycTaHOBN1I€HHOrO U3 peno3uTopus

Ecnn Dr.Web Server Security Suite 6bin ycTaHOBNEH U3 peNnO3UTOPUSA, AR YCTAHOBKN UK
yAaNeHNsa OTAeNbHOro KOMMOHEHTa UCMONb3yNTe COOTBETCTBYHOLLYHO KOMaHAy MeHeaxepa
naketoB Bawwen OC, Hanpumep:

1. YT06bl yaannts komnoHeHT Dr.Web Network Checker (naket drweb-netcheck) 13
coctaBa Dr.Web Server Security Suite, yctaHoBneHHoro B OC CentOS, BbINONHUTE KOMaHAY:

# yum remove drweb-netcheck

2. Ytobbl fobaBuTh KOMNoHeHT Dr.Web Network Checker (nakeT drweb-netcheck) B cocTaB
Dr.Web Server Security Suite, yctaHoBneHHoro B OC Ubuntu, BeinonHnTe KOMaHAy:

# apt-get install drweb-netcheck

Mpw HeoHXOAMMOCTN BOCMONb3YNTECh CNPABKOM NO MeHezxepy naketos Balen OC.

YcTtaHoBKa u yaaneHne komnoHeHtoB Dr.Web Server Security
Suite, ycTaHOB/IEHHOIO U3 YHMBEPCa/IbHOrO NakeTa

Ecnn Dr.Web Server Security Suite 6bi1n ycTaHOBNEH M3 YHUBEPCANbHOrO MakeTa, 1 Bbl XOTUTE
AOMONHUTENBHO YCTAaHOBUTb MW NepeyCcTaHOBUTb NakeT Kakoro-ambo KOMMNOHeHTa, BaM
NOHaj06UTCA YCTaHOBOYHbIV $ain (C pacluMpeHnem . run), U3 KOTOPOro Hbin ycTaHOBAEH
Dr.Web Server Security Suite. Ecan Bbl He coxpaHuau 3TOT dain, 3arpy3unTe ero c canta
KomnaHun «/loktop Beb».
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PacnakoBka ycTaHoBouHoro gaiina

Mpw 3anycke paina . run Bbl MOXETE UCMOAb30BaTh CAeAyHoLiMe NapamMeTpbl KOMaHAHOWM
CTPOKM:

—--noexec — pacnakoBaTb ycTaHOBOYHble ¢annbl Dr.Web Server Security Suite BMmecTo
3anycka npoLecca yCcTaHOBKMY;

--keep — He yAanaTb ycTaHOBOYHble daninbl Dr.Web Server Security Suite n xypHan
YCTaHOBKM MO OKOHYaHWM YCTaHOBKW;

--target <kamanoz> — pacnakoBaTb ycTaHOBOYHble Parnbl Dr.Web Server Security Suite B
yKa3aHHbIM KaTanor <kamanoa>.

C NosHbIM nepe4vyHemM napamMeTpoB KOMaHAHOIZ CTPOKW, KOTOPbIE MOTYT OblTb MCMO/Nb30BaHbI
Ana yCTaHOBOYHOTO q)aﬁna, MO>XXHO O3HaKOMWTbCA, BbINMOJIHNB KOMaHAY:

$ ./<uwmsdA galina .run> --help

[ins BbIOOPOYHOM yCcTaHOBKM KoMNoHeHTOB Dr.Web Server Security Suite npeasaputensHo
pacnakyrTe coAep>XXMMOe YCTaHOBOYHOrO daina. [1ns 3Toro BbINOAHNTE KOMaHAY:

$ ./<umsdA ¢alina .run> --noexec --target <kamasoez>

Bbi6opouHasa ycTaHOBKa KOMIMOHEHTOB

YCcTaHOBOUHbIV Gaifl . run COAEPXNUT NaKeTbl BCEX KOMMOHEHTOB, U3 KOTOPbIX COCTOUT
Dr.Web Server Security Suite (B8 popmaTe RPM), a Taioke BcnomoraTesnbHble danbl. Parinbl
NakeToB KaXAoro KOMMOHEHTa UMEeOT BUJ;

<UMs_KOMNOHeHmMa> _<eepcus>~1linux_ <niamgopma> .rpm

rae <eepcus> — 3TO CTPOKa, BKAtOYatoLwasn B ceba Bepcuio 1 AaTy BbiNycka nakeTa, a
<n1amgopma> — CTPOKa, yKa3blBatoLas Tun naatGopmbl, 419 KOTOPOW npesHa3HayeH
Dr.Web Server Security Suite. iImeHa Bcex nakeToB, cogep>kaLumx komnoHeHTbl Dr.Web Server
Security Suite, HaunHatoTca ¢ npedurkca drweb.

[Ans yCTaHOBKM MaKeToOB B COCTAB YCTAHOBOYHOIO KOMMJIEKTa BK/IHOUYEH MeHezXep NakeToB
zypper. [na BboIBOPOUHOWN YCTaHOBKM UCMOb3YNTe CAY>KeOHbIN ckpunT installpkg. sh.
[lns 3TOro npeABapuTENbLHO pacnakyirTe CoAep>KMMoe YyCTaHOBOYHOro daiina B ntobown
KaTanor, ZOCTYNHbIN ANs 3anucu.

[Ans ycTaHOBKM NMakeToB HeO6X0AMMbI NMpaBa Cynepnosib3oBaTens (06bIYHO NMoAb30BaTeNs
: root). [lns nonyyeHus npae cynepnonb3oBaTes UCMONb3yTe KOMaHAy CMeHsbI
MoJib30BaTeNsl su Wi KOMaHZy BbIMOJHEHMSI OT UMEHW ApYroro nosib3oBaTens sudo.
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YT06b! BEINONHUTL YCTAHOBKY MakeTa KOMMOHEHTa, NepenanTe B KaTaaor, CoAepKaLlmi
pacnakoBaHHbIN YCTAHOBOUHbIV dalin, U BbINMOJHUTE B KOMaHAHOW CTPOKE UAWN IMYNATOpe
TepMUHana KOMaHay:

# ./scripts/installpkg.sh <ums_nakema>
Hanpumep:
# ./scripts/installpkg.sh drweb-netcheck

Ecnm Tpebyetcs yctaHoBUTbL Dr.Web Server Security Suite uenvkom, 3anyctute ckpunt
YCTaHOBKW, BbIMOJHUB KOMaHAY:

S ./install.sh

Kpome 3T0ro, Bbl MOXeTe ycTaHOBUTbL BCe nakeTol Dr.Web Server Security Suite (B Tom uncne,
4TO6bI YCTAaHOBUTb HEAOCTALOLLME KOMMOHEHTbI, U KOMMOHEHTbI, yAaNeHHble NO OLWnbKe),
3anycTuB YCTaHOBKY KOPHEBOro MeTanakerta:

# ./scripts/installpkg.sh drweb-file-servers

BbIGOPOHHOE yAaJsieHne KOMNnoOHEeHTOB

Ecam B Bawewn OC ncnonbsyetcs opmat naketoB RPM, ana BbIGOPOYHOro yaaneHns naketa
Kakoro-a1m6o KOMMOHEHTa BbINMOJIHUTE COOTBETCTBYHOLLYIO KOMAHAY YAaNeHWs MeHeaxepa
nakeToB Ballelr onepaLnoHHON CUCTEMBI:

e B Red Hat Enterprise Linux n CentOS BbiNnOAHUTE KOMaHAy yum remove <UMS_Nakema>;

B Fedora BbinosiHUTE KOMaHAYy yum remove <UMA_hakema> WIn
dnf remove <uUMA_nhakema>,

B SUSE Linux BbINONHUTE KOMaHAy zypper remove <UMS_Nakema>;

B Mageia, OpenMandriva Lx BbIMONHWUTE KOMaHAy urpme <UMA_Nakema>;

e B ANbT BbINOJIHUTE KOMaHAY apt-get remove <uMA_nakemas.
Hanpumep, ana Red Hat Enterprise Linux:

# yum remove drweb-netcheck

Ecnm Bawa OC ncnonb3yet nakeTbl popmata DEB, ainbo ecnv B coctaBe CMCTEMbl HE MMeeTCA
MeHezxepa nakeToB (FreeBSD), Ans BIOBOPOYHOro yaaneHns BOCNONb3YNTECH MEHEAXKEPOM
nakeToB zypper, NoctaBasemMbimM ¢ Dr.Web Server Security Suite. lns 3toro nepengute B
Katanor /opt/drweb.com/bin ans GNU/Linux

man /usr/local/libexec/drweb.com/bin ana FreeBSD v BbINOAHUTE KOMaHAY:

# ./zypper remove <UMSA_nakema>
Hanpumep:

# ./zypper remove drweb-netcheck
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Ecnum Bbl xotuTe yaanntb Dr.Web Server Security Suite Leavkom, 3anyctmte cKpunT yaaneHus,
BbIMOJIHWB KOMaHAy:

# ./uninst.sh

Ana nepeyctaHOBKM Kakoro-Mb6o KOMMNOHEHTa Bbl MOXeTe CHavana yAaaunTb ero, a NoToM
YCTaHOBUTb, 3aMyCTUB BbIBOPOYHYIO MM MONHYIO YCTaHOBKY.
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6.5. Hactpoiika nogcncrem 6e3onacHocTu

Hanunume B coctaBe OC noacmcteMbl obecneyeHnsa AonoaHuTenbHom 6eszonacHoctn SELinux, a
TalkoKe NCMONb30BaHMe CUCTEM MaHAATHOTO YNpaBAeHUsa AOCTYNOM (B OTAMYMeE OT
KNaccMyeckom AnckpeLmoHHoW mogenm Unix), Takmx kak PARSEC, npuBoaunT k npobaemam B
dyHKkumoHnpoBaHum Dr\Web Server Security Suite npu HacTporikax no ymonvdaHuto. Ans
obecneyeHns koppekTHol paboTel Dr.Web Server Security Suite B 3ToM cnyuae HeobxoaMMo
BHECTM AOMONHUTENbHbIE U3MEHEHWNS B HACTPOWKM NoAcucTeMbl 6e3onacHocTn u/vam DrWeb
Server Security Suite.

| Hactpolika pa3peLueHuii cucteMbl MaHaaTHoro goctyna PARSEC ans Dr.Web Server
‘ Security Suite NO3BOAUT €ro KOMMOHEHTaM 06XOANTb OTPaHNYEHWUS YCTaHOB/IEHHbIX MOJAUTUK
6e30MacHOCTV 1 Nosly4aTb AOCTYN K Gpaiinam pasHbiX ypOBHEN NpUBUIETWIA.

[axke ecnv Bbl He HacTpouTe paspeLleHns cucteMbl MaHgaTHoro goctyna PARSEC ana
Dr.Web Server Security Suite, TO Bbl BCe paBHO CMOXeTe 3amyckaTb NPOBepKy Gpaliios
HenoCcpeACTBEHHO W3 KOMaHAHOW CTPOKK. [118 3TOro Mcnosib3ymte koMaHay drweb-ctl B
aBTOHOMHOM pexumMe paboTbl, yka3aB Mpu 3anycke napameTp —-Autonomous.

B pexknme aBTOHOMHOrO 3k3emnaspa byaet BO3MOXHa npoBepka Gparnos, Ans AocTyna K
KOTOPbIM HEODXOANUM YPOBEHb MPUBMAEMMIA HE BbILLE YPOBHS, C KOTOPbIM paboTaeT
Nno/ab30BaTe b, 3aNyCTUBLUNIA CeaHC NPoBepkn. [JaHHbIN peXxXUM UMeeT caeayrolme
ocobeHHOCTU:

° ﬂ,]’lﬂ 3anycka B peXXmmMe aBTOHOMHOIO 3K3eMrifapa HeO6XOAI/IMO Hanan4yme AeVICTByFOU.LeFO

kntoyesoro daisia, paboTa NoA ynpasieHNeM cepBepa LeHTpasv30BaHHOW 3alNTbl He

noasep>XnBaeTca (MMeeTca BO3MOXHOCTb YCTaHOBUTb K/IHOYeBOW dali, 3KCMOPTUPOBAHHbIN
C cepBepa LieHTpanansoBaHHOW 3awuThl). [pun 3ToMm, saxke ecam Dr.Web Server Security Suite

NOAKIHOUEH K CEPBEPY LEHTPAIN30BAHHOM 3aLUMThl, aBBTOHOMHbIW 3K3eMMAAp He coobuwjaem
cepBepy LEHTPANN30BAHHOM 3aLUMThl 06 yrpo3ax, 06HaPY>KEHHbIX MPU 3anycke B pexxmume
aBTOHOMHOTO 3K3emMnaspa.

e Bce BcnomoratesibHble KOMMNOHEHTbI, 06cny>mBatowme paboTy aBTOHOMHOIO 3K3eMNApa,
OyayT 3anyLueHbl OT UMeHW TekyLLero nosib3osatensa n byayt paboTaTb CO cneumanbHO
chbopMmpoBaHHbIM hanaomM KOHPUrypauuu.

e Bce BpemeHHble pannbl n cokeTbl Unix, nCNosib3yemble AN B3aUMOAENCTBUSA KOMMOHEHTOB
mexay cobou, byayT co3saBaTbCa TONbKO B KaTasiore € yHUKaAbHbIM UMeHeM. ITOT KaTanor
CO3/aeTcs 3anyLleHHbIM aBTOHOMHbIM 3K3eMMIAPOM B KaTajnore BpeMeHHbIX Gpainios
(yka3aHHOM B CUCTEMHOM NepeMeHHOWN OKpyXeHns TMPDIR).

e MyTn K Paitnam BUPYCHbIX 6a3, aHTUBUPYCHOTO AAPa U UCNONHAEMbIM daiiiam CepPBUCHbIX
KOMMOHEHTOB 3aZiaHbl MO YMONUYaHUIO.

e Yuncno OAHOBPEMEHHO pa60Ta+ou.|,1/|x ABTOHOMHDbIX 3K3€MNNAPOB HE OrpPpaHNY€EHO.

e Mpu 3aBepLeHnn paboTbl aBTOHOMHO 3aMyLLEHHOro 3K3eMnisgpa KOMMAEKT
06CNY>KMBAKOLLMX €70 CEPBUCHBIX KOMMOHEHTOB TakxKe 3aBepLuaeT paboTy.
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6.5.1. Hactponka nonntnk 6esonacHoctu SELinux

B atom pasgene

e [Ipobaembl Npun yCcTaHOBKE YHNBEPCAIbHOrO NakKeTa
e [1pobaembl dyHkUMoHMpoBaHua Dr.Web Server Security Suite

Ecnm ncnonbsyembln Bamu anctpunbyte GNU/Linux ocHalleH noacuctemon 6esonacHoOCTM
SELinux (Security-Enhanced Linux — Linux ¢ yny4uweHHoU 6e30nacHoCmeto), T0, UTO6bI
cnyxebHble koMmnoHeHTbl Dr.Web Server Security Suite (Takve kak ckaHVpytollee 4400)
paboTann KOPPEKTHO MOC/ae YCTaHOBKM KOMMOHEHTOB, BaM, BO3MOXHO, NOTpebyeTca BHECTH
N3MEeHeHUA B NONTUKM Be30nacHOCTH, ncnonb3yemble SELinux.

Mpob6aembl Npu ycTaHOBKE YHUBEPCA/IbHOrO nakeTa

Mpw BitoueHHOM SELinux yctaHoBka Dr.Web Server Security Suite B Buae yH1BepcanibHOro
naketa M3 YCTaHOBOYHOTrO daina (. run) MOXET OKOHUYMTLCA HeyAauen, MOCKONbKY byaeT
3ab/s0kMpoOBaHa NOMbITKa CO3JaHNA B CUCTEMeE CMeLManbHOro noab3osatens drweb, ¢
NOAHOMOUMSAMU KOTOpOro paboTaroT komnoHeHTbl Dr.Web Server Security Suite.

Ecnv nonbiTka yctaHoBkm Dr.Web Server Security Suite n3 yctaHoBoyHoro davina (. run) 6bi1a
npepBaHa 13-3a HEBO3MOXHOCTN CO3JaHMA Noab3oBaTens drweb, NpoBepbTe pexum paboTbl
SELinux, Ans yero BbINONHWUTE KOMaHAy getenforce. 3Ta KOMaHAa BbIBOAMT Ha 3KpaH
TEKYLLMIA PEXNM 3aLUMTbI:

e Enforcing — 3almMTa aKTMBHA, UCNO/Ib3YyeTCA 3anpeLlatowasn cTpaterna: Aencrems,
HapyLuatoLme NONNTMKM 6€30MacHOCTU, PETMCTPUPYHOTCS B XXypHaie ayanta u
6roknpyroTcs;

e Permissive — 3allMTa aKTUBHA, HO MCMOJ/Ib3yeTCA pa3peLlarollas cTpaTerms: 4encTeus,
HapyLlatoLme NoanTuKM 6e30nacHOCTM, He 3anpeLaroTcs, a TObKo GUKCHpPYoTCa B
XypHane ayauTa;

e Disabled — SELinux ycTaHOB/IEH, HO HEAKTUBEH.

Ecnun SELinux paboTaet B pexume Enforcing, BpemeHHO (Ha nepuog yctaHoBkn Dr.Web Server
Security Suite) nepeBeaunTe ee B pexum Permissive. Jna 3TOro BbINOJHUTE KOMaHAY:

# setenforce 0

YKa3zaHHaa koMaHAa BpeMeHHO (A0 NepBon nepesarpysku cuctemMbl) nepeseget SELinux B
pexxum Permissive.

KakoW 6bl pexvm 3aluTbl Bbl HA YCTaHOBWAW MPW NOMOLLM KOMaHAbl setenforce, nocie
: nepe3arpy3ku onepaupyoHHon cuctembl SELINUX BEpHETCA B peXXnM 3aluuThbl, 3ajaHHbIV B ee
HacTpoikax (06blyHO dann HacTpoek SELinux HaxoauTcs B katasore /etc/selinux).
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Mocne ycnewHown yctaHoBku Dr.Web Server Security Suite 13 yctaHoBouHoro ¢aina, Ho 40 ero
3anycka v akTMBauumn BepHuTe pexuM Enforcing, pns Yero BbIMOJAHUTE KOMaHAY:

# setenforce 1

NMpo6aembl pyHkumoHnpoBauusa Dr.Web Server Security Suite

B HekoTOpbIx cayvasx npu pabotatowem SELinux otaenbHble komnoHeHTol Dr.Web Server
Security Suite (Takve kak drweb-se U drweb-filecheck) He CMOryT 3anycTnTbCs,
BC/IEACTBME Yero CKaHMpoOBaHMe 06bEKTOB U MOHUTOPUHT $aliioBOW CUCTEMbI CTaHYT
HEBO3MOXHbI. [IPU3HAKOM TOTO, YTO 3T KOMMOHEHTbI HE MOTYT ObITb 3anyLLUeHbl, ABAAETCA
noseaeHune coobuieHn 06 owmnbkax 119 n 120 B cUCTEMHOM XypHae, KOTOpbI BeaeT
cnyxba syslog (06bIUHO 3TOT XXypHan pacnonoXeH B kKaTanore /var/log/).

B cnyuae cpabatbiBaHnA cnctembl 6e3onacHocTu SELinux nHopmauma o6 otkaszax
bunkcnpyetca Takke B CUCTEMHOM XypHase ayauTta. B obuiem cayyae, npy ncnonb3oBaHUn B
cucteMe gemoHa audit, XXypHan ayavTta xpaHutca B panne /var/log/audit/audit.log. B
NPOTMBHOM C/ly4Yae coobLeHMA O 3anpeTe onepaLmm 3anncbiBatoTCA B 0OWmMn Gpain xypHana
(/var/log/messages nan /var/log/sysloq).

Ecnn ycTaHOBNIEHO, UTO KOMMOHEHTBI CKaHWPOBaHMA He QYHKLMOHUPYIOT U3-3a TOTO, YTO OHU
6nokupyrotca SELinux, ckoMnuanpymTe ans HUX cneuunanbHble noaumuku 6esonacHocmu.

| B HekoTopbix anctpubytnBax GNU/Linux yKka3aHHble HUXe YyTUAUTbI MOTYT BbiTb MO
: YMOJIYaHMIO He yCTaHOBEHbI. B 3TOM ciyyae BaM, BO3MOXHO, MOTpebyeTca yCTaHOBUTb UX
JOMOJTHUTENIBHO.

Yr0o6b1 HacTponTb NoanTUKM 6esonacHoctu SELinux

1. Co3panTe HOBbIN dai C NCXOAHBIM KOAOM noanTtnkm SELinux (dbann ¢ paclumpeHuem . te).
[aHHbI dann onpesenseT orpaHNYeHms, OTHOCALLMECA K ONUCbIBAEMOMY MOAYHO.
NcxoaHbi darin noAnTUKM MOXeT BbiTb CO34aH AByMA cnocobamu:

1) C nomMoLpbto yTMANTbl audit2allow. ITO Hanbonee NPOCTON CNOCOH, MOCKONbKY
AaHHas yTUAUTa reHepupyeT paspeLuatolle npasuia Ha OCHOBe coobLleHnn o6 oTkase
B foCTyrne B pannax CMCTEMHbIX XypHasioB. BO3MOXHO 3a4aTb aBTOMaTUUECKMIA MOUCK
coobueHnn B pannax XXypHanoB Uau ykasaTb NyTb K Galniny XXypHana BPyUHYHO.
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@ DTOT CNOCO6 MOXHO UCMOb30BaTh TOJbKO B TOM Cnydae, Korga B CUCTEMHOM XypHaaie

ayAuvTa y>Ke 3aperncTpMpoBaHbl MHLUMAEHTbI HapyLLeHna noantuk 6esonacHoctn SELinux
komnoHeHTamu Dr.Web Server Security Suite. Eciv 370 He Tak, LOXAWUTECH TaKmX
MHUWAEHTOB B npoLecce pabotbl Dr.Web Server Security Suite nnan cosgavite
pa3peluatoLyme NosUTUKLA NPUHYANUTENbHO, BOCMOAb30BaBLUMCh YTUAUTOM policygentool
(cMm. Hmke).

Ymnuta audit2allow Haxo4auTca B nakete policycoreutils-python win
policycoreutils-devel (ans OC Red Hat Enterprise Linux, CentOS, Fedora, B
3aBMCMMOCTU OT BepCun) unmn B nakete python-sepolgen (ana OC Debian, Ubuntu).

MpumMep ncnosib3oBaHua audit2allow:

# grep drweb-se.real /var/log/audit/audit.log | audit2allow -M drweb-se

B saHHOM npuMepe ytanTa audit2allow NPOM3BOAMT NOUCK B
davine /var/log/audit/audit.log coobuieHni 06 oTkaze B AOCTyne Ans
KOMMOHEHTa drweb-se.

B pe3ynbTaTe paboTbl yTMANTBI cO3AatoTCs ABa danina: UCXOAHbIM dhain NOAUTUKN
drweb-se.te 1 roToBbIl K YCTaHOBKE MOZY/Nb NOAUTUKM drweb-se . pp.

Ecan nogxoasaiwmx MHUMAEHTOB B CUCTEMHOM XYypHane He 06HapyXeHo, yTuanTa
BepHeT coobueHne 06 ownbke.

B 60o/blIMHCTBE ClyyaeB BaM He noTpebyeTca BHOCUTb M3MEHEHUS B darin NOANTHKM,
CO3JaHHbIV YTUANTON audit2allow, MO3TOMY PEKOMEHAYETCS Cpa3y NepexoAnTb K
NYHKTY 4 ANA YCTaHOBKW MOJNYYEHHOIO MOAYNA MONUTUKN drweb-se . pp.

@ Mo ymonuaHuo ytmnuta audit2allow B KauecTBe pesynbTaTta CBOel paboTbl BLIBOAUT Ha

3KpaH roToBbIN BbI30B KOMaHAbl semodule. CKOMMPOBAaB ero B KOMaHAHYH CTPOKY U
BbIMOJIHMB, Bbl BbIMOJIHUTE NYHKT 4. MNepeianTe K OyHKTY 2, TONbKO €C/N Bbl XOTUTE BHECTM
M3MEHeHUs B MOAUTUKYM, aBTOMaTUYeCKU COOPMUPOBaHHbIE AN KOMMOoHeHToB Dr.Web
Server Security Suite.

2) C nomMowpro yTnanTel policygentool. s 3TOro ykaxuTe B Ka4ecTBe napamMeTpoB

NMSA KOMMOHEHTA, paboTy C KOTOPbIM Bbl XOTUTE HAaCTPOWUTb, M MOHbBIA MYTb K €r0
ncnosHaemomy dariny.

O Ymnuta policygentool, BXOAALLAA B COCTaB NakeTa selinux-policy ana OC Red Hat

Enterprise Linux n CentOS, MoxeT paboTaTb HEKOPPEKTHO. B TakoM c/iyyae BOCMONb3ynTeCh
yTUAMTON audit2allow.

Mpumep co3gaHnsa NOANTUK NPK NOMOLWM policygentool:
® 114 KOMMNOHeHTa drweb-se:

# policygentool drweb-se /opt/drweb.com/bin/drweb-se.real
e [N KOMMOHeHTa drweb-filecheck:

# policygentool drweb-filecheck /opt/drweb.com/bin/drweb-filecheck.real
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Bam byzeT npeanoxeHo yka3aTb HECKO/IbKO OBLUMX XapaKTepUCTUK JOMEHA, MOCAe Yero
A9 KaXKA0oro KoMnoHeHTa 6yayT co3aaHbl Tpy daina, onpesenstoLmx NOANTUKY:

<module_name> . te, <module name> . fc n <module name> . if.

2. Mpn HeobxoANMOCTN OTPeAaKTUPYNTE CreHEPUPOBAHHbIN NCXOAHbBIA Garn NOANTUKM
<module_name>.te, a 3aTeM, NCNONb3YyA YyTUANTY checkmodule, co3aanTe bUHapHOe
npeactasneHue (bann c paclimpeHnemM . mod) MCXOAHOTO Gaiina OKaNbHON NOSUTUKW.

[nsa ycnewHon paboTbl 3TON KOMaHZAbl B CUCTEME AOJIKEH OblTb YCTAaHOBAEH MakeT
: checkpolicy.

I'Ipvuvlep MCnoJsib30BaHUA:

# checkmodule -M -m -0 drweb-se.mod drweb-se.te

3. Co3palite ycTaHaBAMBAEMbIA MOAY/b NOANTUKM (Dalin C paclUMpeHNEM . pp) C MOMOLLbH
yTmanTbl semodule package.

Mpumep:
# semodule package -o drweb-se.pp -m drweb-se.mod
4. nsa YCTaHOBKM CO34aHHOIOo MOoAysa NONNTUKN BOCI’IOIIb3yI7ITer yTI/IJ'II/ITOI7I semodule.
Mpumep:
# semodule -i drweb-se.pp

Ana nonyyeHnsa JONOAHNTENBbHON MHOPMaLMK O NpuHLUMnax paboTbl u HacTponku SELinux
obpatutech K AOKyMeHTauum no ncnoabzyemomy samu amctpmbytmsy GNU/Linux.

6.5.2. Hactpowka 3anycka B pe>xxume 3IC (Astra Linux SE, Bepcun
1.6 n 1.7)

B OC Astra Linux SE nopzaep>uBaeTtcs 0cobbli pexum 3amkHymou npozpammHol cpedel (311C).
B 3TOM pexume 3anyckaroTcs TONIbKO MPUIOXKEHUSA, NCMOAHAEMble dalinbl KOTOPbIX
noAnucaHbl LMGPOBON NOANUCHIO pa3paboTumka, Yer OTKPbIThIV KoY J06aBaeH B NepeYeHb
kntoyen, kotopbim gosepsieT OC.

HaunHas c Bepcum 1.6, B OC Astra Linux SE mexaHn3m nognucm 6bin nameHeH. 3anyck Dr.Web
Server Security Suite B pexxume 3l1C TpebyeT npegBaputenbHon HacTporku Astra Linux SE 1.6
nil7.

YT106b1 HacTpoutb Astra Linux SE Bepcuin 1.6 u 1.7 ana 3anycka Dr.Web Server Security
Suite B pe>xxume 3IMC

1. YcTaHOBWTe NakeT astra-digsig-oldkeys, €CAN OH elle He YCTaHOBAEH, C
yctaHOBOYHOro aucka OC.
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YcTaHoBKa n yAaneHue

MomecTnTe OTKPbITLIM KNHOY KOMMaHuKn «JJoktop Beb» B
KaTanor /etc/digsig/keys/legacy/keys (B Cayyae OTCyTCTBMSA KaTanora ero
HeobXxoAMMO CcOo34aTh):

# cp /opt/drweb.com/share/doc/digsig.gost.gpg /etc/digsig/keys/legacy/keys
BbinonHuTe kKoMaHay:
# update-initramfs -k all -u

Mepe3arpy3unTe cuctemy.
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67



Ty
),
A

A
<

Hauano pa6otbi

7. Hauano pa6ortbi

1. BbinonHuTe aktnBauuto Dr.Web Server Security Suite.
2. [poBepbTe ero paboToCNoCO6HOCTD.

3. Wuterpupynte Dr.Web Server Security Suite ¢ Tpebyembimu pannoBbiMu cayxb6amm (cMm.

MHCTPYKLMIO Ans Samba, cM. uHcTpykumio ang NSS).

4. TMpn Heob6XOAMMOCTN HACTPOTe NapaMeTpbl MOHUTOPUHIa obaacTen dparinoBom
cuctembl GNU/Linux, Haxoasawmxca BHe ToMoB NSS v BHe pa3gensiembix KaTanoros

Samba.

5. TpoBepbTe cOCTaB 3anyLeHHbIX KOMMOHEHTOB U MPU HEOHBXOANMOCTN BKAOUMTE
AOMONHUTENBHbBIE KOMMOHEHTbI, KOTOPbIE MO YMOAUYAHWUIO OTK/IKOUEHbI, €CIN OHU
HeobxoanMbl ANs 3alLmThl Ballero cepsepa (Hanpumep, SplDer Guard, Dr.Web ClamD
nan DrWeb SNMPD).

G [ns KoppekTHOWM paboTbl JOMONHUTEIbHBIX KOMMOHEHTOB MOXET OKa3aTbCA HeAO0CTaTOYHO

TO/NIbKO WX BKIKOUYEHWUs. BO3MOXHO TaKoke r|OTpe6yeTc;| BHECTUN M3MeHEHNA B UX HE:]CTpOI7IKI/I,
3aZlaHHble NO YMOYaHUIO.

Ana npocMoTpa nepeyHs yCTaHOBJ/IEHHbIX M 3aMnyLLeHHbIX KOMMOHEHTOB, @ TakKe UX
HaCTPOMKM, NCNONb3YNTE:

e VTUAUTY yNpaB/ieHns U3 KomaHaHoW ctpokm Dr.Web Ctl (ncnonb3yinTte koMaHapl drweb-

ctl appinfo, drweb-ctl cfshow U drweb-ctl cfset);

e Beb-uHTEepdelc ynpaeneHma Dr.Web Server Security Suite (no ymonuyaHuio goctyn yepes

6paysep ocyllecTBaseTcA Mo agpecy https://127.0.0.1:4443).

7.1. Perncrpauunsa v aktusauua
B sTom pasgene

e [IprnobpeteHune n perncrpaumnsg AnLEH3NN
o Aktnaums DrWeb Server Security Suite
o 3anNpocC AEMOHCTPALIMOHHOIO Nepunoaa
o YcTaHOBKa Ka1toyeBoro dainsa
e [loBTOpHada permncrpauuna

MprnobpeteHne n perucTpauusa IMLEH3IUN

|_|pl/l np|/|o6peTeH|/w1 JINMLUEH3NN KIIMEHT NMOoJlydaeT BOSMOXHOCTb B TEUEHNE BCETO CPOKa ee

AencTBMA NoayyaTb OOHOB/IEHMA C cepBepOB OOHOBAEHNI KOMNaHuK «[JokTop Beb», a Taicke
noay4Yatb CTaHZAPTHYH TEXHUUECKYH NOAAEePXKKY KOMNaHuu «Joktop Beb» n ee napTHeposB.
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Mprobpectn Ntobon aHTUBUPYCHbIV NpoaykT Dr.Web van cepuiiHbln HOMep ANs HEro Bbl
MOXeTe y Hawux naptHepos O nam vepes untepHer-marasvd . lonosHUTENbHYHO
MHPOPMaLMIO O BO3MOXHbIX BapyaHTax IMLEH3UIA MOXHO HalTK Ha oduLmansHoMm caiite
KomnaHmn «/loktop Beb».

Perncrtpaumsa avueH3nmn NoATBEPXKAAET, UTO Bbl ABASETECh MONHOMPABHbIM MOJ/b30BaTeNIeM
Dr.Web Server Security Suite, n aktnBmpyet ero dyHKLMM, BIoYas GyHKUMN O6HOBAEHNS
BMPYCHbIX 6a3. PekOMeHAyeTCA BbINOAHATL PErMCTpaLMio 1 akTUBaLMIO INLIEH3UK Cpa3y
nocne yCTaHOBKM.

AxktnBauunsa Dr.Web Server Security Suite

MpuobpeTeHHas AMLEH3UA MOXET 6biTh aKTUBMPOBAHa HENOCPEACTBEHHO Ha caiite
KomnaHun «/loktop Beb».

Mpwn akTMBaLMW AN NPOANEHUN TNLIEH3UN TpebyeTcs yka3aTb CEPUNHBIN HOMepP. ITOT HOMep
MO>eT nocTaBaaTbcs BMecTe ¢ Dr.\Web Server Security Suite nav no anekTpoHHoW noute, Npwu
MOKYrMKe AN NPOAJEHNN INLLEH3NN OHNANH.

3anpoc AeMOHCTPaLMOHHOro nepuoga

Bbl MOXeTe ncnosb3oBath KOMaHAy license YTUAUTBI KOMaHAHOW cTpokm Dr.Web Ctl
(drweb-ctl), KOTOpas NO3BOASET aBTOMATUYECKM MONYUYNTb JEMOHCTPALNOHHbIM KNHOUYEBOM
barin AN TMLEH3NOHHBIV KIHOUYEBON dalin ANs CepUMHOro HoMepa 3aperncTpupPoOBaHHOM
NNUEH3MK. [Ins NoayYeHms AeMOHCTPaLMOHHOIO nepmoga Ha ncnosb3sosaHune Dr.Web Server
Security Suite cneayeT 06paTThca K MacTepy 3anpoca AeMo Ha oduLmaisHom caite I
KomnaHun «Joktop Beb». [Mocne BbibOpa NpoAyKTa 1 3aNONHEHUS aHKETbI Bbl NOJAYyYMTE MO
3/IEKTPOHHOM NMOYTE CEPUNHbBIA HOMEP UK KNtOUeBOW Gailn Ans akTuBaLmm
AEMOHCTPALIMOHHOrO nNepuoja.

[leMoHcTpaLmoHHbIV nepurog ncnoab3osaHus Dr.Web Server Security Suite MoxeT 6bITb
: Bbl4aH NMOBTOPHO A/ TOTO Xe KOMMbtoTepa TONbKO MO UCTEYEHUN OMNpesesieHHOTOo
neproja BpeMeHu.

YcraHoBKa katoueBoro gpanna

Ecnm yxe nmeetcsa kntoueBou dainl, COOTBETCTBYHOLUMIA AENCTBYIOLLEN NNLLEH3MN Ha 3TOT
NPOAYKT (HanpumMep, OH 6biN NOAyYeH OT NPOAABL,A MO 3IEKTPOHHOM NnoYTe nocne
pernctpauuu uam Dr.Web Server Security Suite nepeHocKTCa Ha Apyron cepeep), MeeTcs
BO3MOXHOCTb akTMBMpoBaTb Dr.Web Server Security Suite, npocTto yka3zaB nyTb K
NMetoLLEEMYCA KNHOUeBOMY daiy. 3TO MOXHO cAenaTb CefyoLmmM 06pa3om:

e BpyuHyto, Ana 3T10rO0:

1. PacnakynTte kntoueBou dain, eciv OH Hbln BaMy MONYYEH B apXuBe.
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2. [anee BbINOAHUTE Nt0HOE M3 yKa3aHHbIX HUXE AENCTBUN.

e CkonupynTe ero B kaTanor /etc/opt/drweb.com AN
GNU/Linux uan /usr/local/etc/drweb.com gna FreeBSD n nepenmenyiite B
drweb32. key.

e B davine koHburypaumm DrWeb Server Security Suite yctaHOBUMTe 3HaueHMe
napameTpa KeyPath Takum o6pa3om, utobbl OH yKa3biBan Ha kntoueBou dain. B
3TOM CJlydae Ha3BaHWe Kitoya MOXET OT/IMYaTbCA OT drweb32 . key.

3. lMepe3zarpy3unTte koHduUrypaumto Dr.Web Server Security Suite, BbINONHMB KOMaHAY:
# drweb-ctl reload

ANA NpMeHEeHMA BHECEHHDbIX N3MEHEHUN.
Bbl Taikoke MOXeTe BbIMOJAHUTb KOMaHAy:

# drweb-ctl cfset Root.KeyPath <nyme k kaouegomy gatiny >

B nocneaHem cnyyae fonosHUTENBHO Nepesarpyxatbe koHdurypaunto Dr.Web Server Security
Suite He TpebyeTcs. KntoueBol ¢pann He ByaeT ckoNMpoBaH B KaTanor /etc/opt/drweb.com
ans GNU/Linux nan /usr/local/etc/drweb.com ana FreeBSD, a octaHeTcs B MUCXOAHOM
KaTanore.

@ Ecnm kntoueBoi daiin He ckonnpoBaH B kaTanor /etc/opt/drweb.com Ans

* GNU/Linux nan /usr/local/etc/drweb.com ansa FreeBSD, nonb3oBaTtenb cam HeceT
OTBETCTBEHHOCTb 3@ €r0 COXPaHHOCTb. Takol cnocob ycTaHOBKM KIHOUEBOro daiia He
PEKOMEeHAYeTCs U3-3a BO3MOXHOCTU €ro CIyYaHOTO yAaseHus (Hanpumep, eciv OH 6bis
pa3MeLLeH B KaTafore, NoABepraroLLeMCs aBTOMATUUECKOM OUNCTKE CUCTEMOM). MoMHMTE,
YTO B C/lyYae yTpaThbl Bbl MOXETE 3anpoCuTb KAHOUEBOW Palin MOBTOPHO, HO KOJIMYECTBO
3aMpoCOB Ha ero noJy4yeHne orpaHMyeHo.

NMoBTOpHaa perucrtpauus

MoBTOpHas perncrtpaums MoxeT NnoTpeboBaThCs B Ciyyae yTpaThl ANLEH3NOHHOTO
KntoyeBoro dania Npu HaANMUMKM aKTUBHOW ANLEH3MW. [pY NOBTOPHOM perncrTpaumm ykaxmTe
Te XXe NepcoHasbHble AaHHble, KOTOPbIe Bbl BBEAN NPW NEPBOM peructpaLmn anMLeH3num.
[lonyckaeTcs MCNoib30BaTh APYro aApec 31eKTPOHHOW MNOoYTbl — B TakOM C/lyyae
NINLLEH3VNOHHbIN KNtoueBor dainn ByaeT BbiCIaH MO HOBOMY agpecy.

MoNyunTb AMLEH3NOHHBIV KNHOUYeBOW Gaii C MOMOLLBO KOMaHAbl yNpaBaeHUs AnLLeH3veRn
MOXHO OrpaHMYeHHOe KOANYeCTBO pa3. Ecam 3To uncno npesbiWeHO, TO KIOYeBOW dalin
MOXHO MONYUMTh, MOATBEPAVB PErMCTPALIMIO CBOETO CEPUNHOIO HoMepa Ha caiite
kKomnaHun «/loktop Beb». KntoueBor dain byseT BbicIaH Ha agpec 31eKTPOHHOM MoYThI,
KOTOpPbIV Obln yKa3aH Npu NepBOW perncrpauunm.

Mocne nonyyeHuUs kntoUeBOro aiia No 3NEKTPOHHOM NoyTe BaM HEOBXOANMO BbIMOAHUTb
npoLeaypy ero ycraHOBKU.
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7.1.1. KnroueBou ¢aiin

KntoueBown dpann — 310 cneumnanbHbli anin, KOTOPbIA XPaHUTCA Ha 1OKabHOM KOMMblOTEpPEe
N COOTBETCTBYET NPUOBPETEHHOM AULLEH3VM UAN aKTUBUPOBAHHOMY AEMOHCTPALMOHHOMY
nepuogy ana Dr.Web Server Security Suite. B kntoueBom danne dukcnpytotca napameTpbl
MCNONIb30BaHMA NPOAYKTa B COOTBETCTBMU C MPUOBPETEHHOM NLLEH3NEN NN
aKTVBMPOBAHHbLIM AE€MOHCTPALMOHHBIM NEPUOAOM.

KntoueBo dpaiin nmeet paclumpeHune . key 1 ABNSETCA 4eUCTBUTENbHbBIM NPU
OZHOBPEMEHHOM BbIMONHEHWM CNEAYIOWMX YCAOBUIA:

° CpOK AeVICTBMH JIMUEH3NN A AEMOHCTPAUMOHHOIO nepnoja, KOTOpblM OH COOTBETCTBYET,
He nctek.

e PaspelueHune, onpesensemoe AMLEH3NEN AN aKTUBHbBIM AEMOHCTPALMOHHbBIM MEepPUOAOM,
pPacnpoCTpaHAeTcs Ha BCe UCMO/Ib3yeMble MOAYN.

e LlenoctHoCTb palina He HapyLueHa.

Mpwn HapyweHun NHHOro 13 3TUX YCNOBUIN KNHOUeBOW dail CTAaHOBUTCA HEAENCTBUTE/IbHbIM.

| Mpwn pabote Dr.Web Server Security Suite k1toueBoW haiin MO YMONYAHMIO JOKEH
& HaxXxoAWTbCA B KaTanore /etc/opt/drweb.com ana
GNU/Linux nan /usr/local/etc/drweb.com ana FreeBSD n Ha3biBaTbCA
drweb32.key.

KomnoHeHTbl Dr.Web Server Security Suite perynsipHo npoBepstoT Haanuve 1 KOPPEKTHOCTb
kntoueBoro danna. Ero cogep>xmmoe 3aLueHo OT peaakTMpoBaHWa NPy NOMOLLM
MeXaHV3Ma 31eKTPOHHOM UMdPOBOI NOAMMUCK, MOITOMY peAakTpOBaHVe AenaeT K1t YeBOoM
bain HepecTBUTEIbHBIM. He pekoMeHayeTcst OTKpbIBaTb KAHOUYEBON daiin B TEKCTOBbIX
peaakTtopax BO M3bexaHve ciyvaliHOM NopUM ero CoAepP>KMMOro.

|_|pl/| OTCYyTCTBUN AEVICTBMTEHbHOFO KNHO4YeBOro q>a17u1a (J'Il/lLl,eH3VIOHHOI'O man
AEMOHCTpaLI,I/IOHHOFO), a TakKxe no ncreyeHnn Ccpoka ero AEVICTBMQ, AHTBUPYCHbIE beHKLI,VIVI
BCeX KOMMNOHEHTOB 6]10KI/IpyI-OTCF| A0 YCTaHOBKMN AEVICTByPOU.LeFO KAHO4YeBOro ¢a|7|na.

PekomeHayeTcs coXpaHATb UMEROLMNCA NNMLEH3NOHHbBIW KItOYeBOM daiin A0 UCTeYeHNs cpoka
ero gencreus. B aTom cnyyae npu nepeycrtaHoBke Dr.Web Server Security Suite uan nepeHoce
ero Ha Apyron cepsep NOBTOPHas perncrpaumns CepunHoro Homepa ANLEH3NN He
notpebyeTcs, N Bbl CMOXeTe UCMONb30BaTb MNLEH3NOHHbIW KAHOUeBOM dalin, NoayYeHHbIN
npv NepBOM MPOXOXAEHUU NPoLEeaypbl perncrtpaLmm.

@ Mo anekTpoHHOW noute KatoueBble darinbl Dr.Web obbluHO nepesatoTcs 3anakoBaHHbIMY B
apxuBbl . z1ip. ApPXMB, coZep kallnii kKitoueBon damn ans aktmeaumm Dr.Web Server
Security Suite, 06bI4HO VMeeT UMA agent.zip. Ecim B coobLeHnM 3neKTPOHHOW NoYTbI
COLEPIXKUTCA HECKO/IbKO apXMBOB, TO HYXKHO MCMOJ/Ib30BaTb MMEHHO apXuB agent . zip.
Mepes ycTaHOBKOW KItOUEBOTO daiina Bbl OJIXKHbI pacnakoBaTh apXxuB 0ObIM YA0OHbIM
415 BaC CnocoboM U1 M3BNEYb M3 HEro KAtoUeBOM Gaii, COXpaHWB ero B 060M AOCTYMHbIN
KaTanor (Hanpumep, B AOMAaLUHWIA KaTasor UAK Ha CbeMHbI Hocutenb USB flash).

PyKOBOACTBO aZMUHWCTpaToOpa

71



A7

-
¢

g
),
A

Hauano pa6otbi

7.2. NMpoBepka paboTrocnocobHocTN

Ansa npoBepkn paboTOCNOCOOHOCTM aHTUBUPYCHBIX MPOrPaMM, MCMOb3YHOLUUX CUTHATYPHbIE
mMeToabl OBHapy>eHua yrpos, ncnonblyetcs Tect EICAR (European Institute for Computer Anti-
Virus Research), pa3paboTaHHbIi O4HOMMEHHOW opraHu3aumen. 3ToT TecT pa3paboTaH ans
TOro, YtTo6bl NOAb30BaTeNb, HE MOABEPras CBON KOMMbIOTEP ONACHOCTM, MOT MOCMOTPETb, Kak
YCTAaHOBJ/IEHHbIV aHTUBUPYC ByAeT CUTHaAN3NpPOoBaTb 06 OH6HAPYXKEHUN Yrpo3bl.

Mporpamma, ncnosnbsyemas ans Tecta EICAR, He aBnseTca BPeAOHOCHOW, HO crielymanbHO
onpegensetcs 60NbLWMHCTBOM aHTUBUPYCHBIX MPOrpaMM Kak BUPYC. AHTUBMPYCHbIE
npoayktel Dr\Web Ha3sbiBatoT 3TOT «BUpyC» cnepytowmm obpasom: EICAR Test File (NOT a
Virus!). TIpuMepHO Tak ero Ha3bIBakOT U APYrne aHTUBUPYCHbIE MPOrpamMmmbl. TectoBas
nporpamma EICAR npeacraBnser cobon nocnesoBaTenbHOCTb U3 68 6anT, 0b6pasyroLLyto Teno
ncnonHsemoro ¢anna . com ans OC MS-DOS/Windows, B pe3ysibTate UCMONHEHMS KOTOPOTO
B KOHCOJIb MW Ha 3KpaH 3MyAAaTopa TepMUHaNa BbIBOAUTCA TEKCTOBOEe COObLLeHNeE:

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

Teno TecToBOW NPOrpamMMbl COCTOMT TONIbKO M3 TEKCTOBbIX CUMBOJIOB, KOTOPbIE GOPMUPYHOT
CNeZlytoLLYHO CTPOKY:

X50!P$Q@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE ! SH+H*

Ecnv Bbl co3saaMTe TEKCTOBbIN dalin, COCTOALLMNA U3 NPUBEAEHHOM Bbille CTPOKM, TO B
pe3y/nbTaTe NONYYNTCA Nporpamma, kotopas 1 6yaeT OnMcaHHbIM «BUPYCOM>.

B cnyuae koppekTHoi paboTbl Dr.Web Server Security Suite 310T pann gonxeH
obHapyXunBaTbCs Npun NpoBepke 06beKTOB HaIoBOM CMCTEMbI NHOOBIM JOCTYMHbLIM
cnocobowm, ¢ ysegomneHnem ob obHapyxxeHum yrpo3sbl EICAR Test File (NOT a Virus!).

Mprmep KOMaHAbl an1a NnpoBepkun paboTocnocobHoctn Dr.Web Server Security Suite npwm
nomouy TectoBot nporpammsbl EICAR:

S echo 'X50!P%QAP[4\PZX54 (P")7CC) 7}$SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*' > testfile
&& drweb-ctl scan testfile && rm testfile

[laHHas KOMaHJa 3anucbiBaeT CTPOKY, NPeACTaBAsAOLLY0 COBOWN TeNI0 TeCTOBOMW NMPOrpamMmbl
EICAR, B pain testfile B TEKYLLMIA KaTanor, BbINOAHAET MPOBEPKY NOJNYUYEeHHOro dalina,
nocse Yero yaansier Co3faHHbIn dann.

| [ns ycnelwHoro npoBeseHUs Bbilleyka3aHHOTO TecTa Bbl 4OJIKHbI MMETb MpaBa 3anucu B
: TekyLuii kaTanor. Kpome Toro, ybeantecb, Uto B HEM OTCYTCTBYET A C UMEHEM
testfile (Npyn HeOBXOAMMOCTU M3MEHMUTE UMA daina B KOMaHAE).

B cnyuae ycnewHoro obHapyXeHuns TeCTOBOroO «BMpYyca» Ha 3kpaH byaeT BblZaHO caepytoLlee
coobuleHmne:

<nyme K mekyuwjemy kamasoey>/testfile - infected with EICAR Test File (NOT a Virus!)

PyKOBOACTBO aZMUHWCTpaToOpa

72



Ty
),
A

A
$

Hauano pa6otbi

Ecam npu nposepke byaeT nonyyeHo coobuieHne 06 ownbke, obpaTuTech K ONUCaHUIO
U3BECTHbIX OLINBOK.

@ Ecnm B cucteme paboTaet MoHuTOp dannoBoi cuctemsl SplDer Guard, npu o6Hapy>KeHUM

: Yrpo3bl Gaina MoXeT 6biTb TyT e yAaseH UAN NepemMeLleH B KapaHTUH (B 3aBUCUMOCTM OT
HacTpoeKk KOMMOHeHTa). B 3Tom cnyvae nocne coobueHns o6 obHapy>keHUn yrposbl
KOMaHAa rm cooblunt 06 oTcyTcTBUM dQaina. ITa cMTyaLms He ABAAeTCA OLKOKOW, a
CUTHaNU3NPYeT O KOPPEKTHOW paboTe MOHUTOpPA.

7.3. Hactpoiika moHuUTOpUHra ¢ainJioBoul CUCTEMbI

B sTom pasgene

e OCHOBHble HAaCTPOWKM MOHUTOPUHIa GanioB
e VI3MeHeHWe pexnmMa MOHUTOpUHra dannos

Ana HacTporkn MoHUTOpMHra darnoson cnctembl GNU/Linux moHntopom SplDer Guard
HeobXxoAMMO 3aAaTb 3HaUYEHWUA psAja NapaMeTpPOB, HAaXOAALLMXCA B CEKLMM HAaCcTpOeK
[LinuxSpider] KoHGUrypaunoHHoro dainna.

OCHOBHbI€ HACTPOMKN MOHUTOpPUHra pannos

e YCTaHOBUTE A/ MapameTpa Start 3HaUeHUe Yes, YTobbl BKIHOUNTL MOHUTOP.

e YKaXuTe pexumm B3aMMOAeNCTBMA MOHUTOPaA C paliioBOM CMCTEMOW B NapameTpe Mode
(pekomMeHayeTCs UCMONb30BaTh 3HaUeHWe Auto).

e B napametpe ExcludedProc Npu HEOHXOANMOCTN NepeUncanTe Nyt K MCNOAHSAEMbIM
dalinam foBepeHHbIX MPUNOXKEHWI, TO €CTb MPUIOXKEHWUI, LOCTYN KOTOPbIX K painnam He
6yAeT KOHTPOIMPOBATLCA MOHUTOPOM.

e B napametpe ExcludedFilesystem Npyu HEOOXOAMMOCTM Nepeuncamte nMeHa pannoBbIX
cuctem (Hanpumep, cifs), daninbl KOTOPbIX HE ByAyT KOHTPOIMPOBATLCA MOHUTOPOM.

e Onpegenvte obnactb HabaroaeHMa B GaIoBOM cMcTeMe, 3aaB Habop 3alumLaeMblx
npoctpaHcTB. Kaxzoe 3alymiiaeMoe NpoCTPaHCTBO 3aaeTcs OTAE/IbHOM CeKLmen
[LinuxSpider.Space.<umMfa hpocmpaHcmea>]. [Jna KaXxaoro npocTpaHcTea B
napameTpe Path 3ajaniTe NyTb K KaTaaory, B KOTOPOM PacrnoioXeHbl dalinbl, nojiexalime
HabtoAeHUNIO, M YCTaHOBUTE NapaMeTp Enable B 3HaueHMe Yes, 4Tobbl J06aBUTb
3allMLaemMoe NPOCTPaHCTBO K 061aCTV HabatoaeHs MOHUTOPA.

¢ B napametpe ExcludedPath (4ns Bcel $panoBON CUCTEMbI COBMECTHO, UM ANS KaXKA0ro
3aLUMLAEMOro NpoCTpaHCTBa NHAMBUAYaIbHO) onpeaennTe 061acTb NCKIOYEHUA
(nepeyHu nyTen K 06BEKTAM, MOANEXALMM N He MOA/IEXALUMM KOHTPOAO MOHUTOPOM). B
YaCTHOCTW, €C/IM HEKOTOPbIe NYTU HAaXOAATCA Noj ynpasaeHneM dannoBoro cepepa Samba
nan asaatotcs Tomamu NSS, 3T nyTn cnegyet 406aBUTb B 061aCTb MCKIOYEHUS BO
n3bexxaHvie KOHGIMKTOB NpPKU NPOBEPKE Pa3HbIMU MOHUTOPAMM.
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e 3asaniTe napaMeTpbl NpoBepkn GanoB 1 peakLnmn MOHUTOPa Ha OBHapyXXeHue yrpo3
Pa3/INYHbIX TUMOB (B TOM UMC/e, NPU HEOHXOAMMOCTI, ONpPeenTe UX MHANBUAYaAAbHO ANS
KaXk4oro 3allMLlaeMoro NpocTpaHcTBa B 061acT HabAtoAeHNA MOHUTOPA).

N3meHeHne pexxmuma MOHUTOpUHra ¢aiizios

Tonbko ecnv SplDer Guard paboTaet B pexuvme FANOTIFEY, a agpo OC cobpaHo co
BK/IOYEHHON onuveli CONFIG FANOTIFY ACCESS PERMISSIONS.

@ PeXuMbl YyCUNEHHOTO MOHWUTOPUWHIa GalrifioB € UX NpeaBapuUTeIbHOM 6A0KMPOBKOM AOCTYMHbI

Ans nepekntoyenms pexmmoBs paboTsl SplDer Guard HeobxoanMo obiasate NpaBamu
cynepronb3oBaTens. s nosyyeHvs npas Cynepronb30oBaTeNs UCMONb3YiTe KOMaHAy
CMeHbl Mo/b30BaTeNd su AU KOMaHAY BbINOJHEHUA OT UMEHU APYroro noJib3oBartens
sudo.

e Y1066l Nnepekntountb SplDer Guard B pexxum paboTbl FANOTIFY, BbIMOAHUTE KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode FANOTIFY
e YT06bI N3MEHWNTB pPeEXNM MOHUTOPWHIA, BbINONHNTE KOMaHAy:
# drweb-ctl cfset LinuxSpider.BlockBeforeScan <pexum>
rae <pexum> onpepenaet pexXmm 6J'IOKI/IpOBKVI:

o Of £ — 610kMpoOBKa AocTyna He npousBoaunTcs, SplDer Guard ocylecTBafeT 06bIUHbIN (He
60KMPYIOLLNIA) PEXXUM MOHUTOPUHTA;

o Executables — Npou3BoAUTCA BNOKMPOBKa AOCTyNa K UCNosHAeMbIM daitnam, SpiDer
Guard ocyLecTBASeT YCUNEHHbIN KOHTPOAb UCMOAHAEMbIX GaNoB;

o A1l — npomn3BoanTCA 6a0KMpPOBKa AocTyna K tobbiMm darinam, SplDer Guard ocywecteasert
«MapaHounAanbHbIN» PEXNM MOHUTOPUHTA.

e YT06bI M3MEHUTb CPOK aKTyaNlbHOCTU pe3ybTaToOB NPOBepkN Gparnnos, XxpaHnmbix Dr.Web
File Checker B kelue, BbINONHWTE KOMaHAY:

# drweb-ctl cfset FileCheck.Rescanlnterval <nepuod>

rae <nepuod> onpezensieT Nepuos akTyasbHOCTV NpeaplayLiMX pe3yabTaToB NPOBEPKY,
HaxoAALLMXCA B K3Le. [JonycTMMo 3HaueHune oT 0s Ao 1m. Ecam ykasaH nepuog meHee 1
CeKyHAbl, TO CKaHMpPOBaHMWe byAeT OCyLEeCTBAATLCA NMPU KaXKAOM 3anpoce.

MNocne BHECEHMA N3MEHEHWI B HAaCTPOWKM nepesarpysmte koHdurypauuto Dr.\Web Server
Security Suite c nomMOLpIO KOMaHAb:

# drweb-ctl reload

Bbl Taioke moxxeTe nepesanyctute Dr.\Web Server Security Suite, nepe3sanyctne gemoH
ynpasneHusa koHourypaumern DrWeb ConfigD ¢ nomMoLbto KoMaHAab:

# service drweb-configd restart
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7.4. Mnterpauums c ¢ainoBbim cepBepom Samba

B atom pasgene

e |llarn no nHTerpaumnm ¢ Samba

e YTnanta KOHOUrypnpoBaHmsa

@ MoHutop SplDer Guard ans SMB ucnonb3syeT ana nHTerpaummn ¢ Samba cnewmanbHbil

: mogaynb VES SMB. CoBmecTHO ¢ MoHuUTOpoM SplDer Guard ans SMB noctaBasietcs
Heckobko Bepcuii Mogyns VFS SMB, cobpaHHbIx A5 pa3ivyHbIX Bepcmin Samba, ogHako
OHW MOTYT OKa3aTbCsi HECOBMECTUMbI C Bepcuel Samba, ycTaHOBAEHHOW Ha BalleM
dalinoBOM cepBepe, HanpuMep, ecan YCTaHOBEHHbIW Y Bac cepeep Samba ncnonb3yet
onumto CLUSTER SUPPORT.

B cnyyae HecoBMeCTMMOCTM noctaBasiemblx Mogynein VFS SMB ¢ Bawum cepsepomM Samba,
B npouecce yctaHoBku Dr.Web Server Security Suite Ha akpaH 6ydem 8bi10aHO
coomsemcmsyroujee coobujeHue. B aTom cnyvae nepeg vHTerpaLumen Heob6xoamMmo
BbINOAHUTL NpoLeaypy cbopku moaynsa VFS SMB ansa Bawero cepeepa Samba, Bkatovas
noasep>kky onummn CLUSTER SUPPORT, ecin 3T0 TpebyeTcs.

Ans nonyueHns nibopmaumm o npouesype cbopku moayns VFS SMB 13 ncxogHoro koza
cm. pasgen C6opka moayns VES SMB.

LLaru no nHrerpauum ¢ Samba

Ans viHterpaunn SpiDer Guard agna SMB ¢ dannoBbiM cepeepom Samba Heobxoanmo
BbINMOJNHUTb CefytoLee:

1. B katanore VFS-mopynen cepBepa Samba (Mo ymonyaHuto ans
GNU/Linux — /usr/1ib/<apxumekmypa>-1linux-gnu/samba/) co34aTb
CMMBOJIMYECKYHO CCbINKY smb_spider. so, yKa3biBatoLllyto Ha moayab VFS SMB komnaHum
«[lokTop Beb», cOOTBETCTBYHOLLMI NCNONb3YyeMOW Bepcum cepBepa Samba.

Moaynn VFS SMB, noctaBnsiemblie komnaHunen «Joktop Beb», pacnonoxeHbl B katanore ¢
6bubanotekammn /opt/drweb.com/1lib/<apxumekmypa>-linux-gnu/samba/ (B
Debian, Ubuntu, Mint) nan /opt/drweb.com/1ib64/samba/.

®dannbl Mogynen uMeroT UMA BMAa libsmb spider.so.<ver>, rae <ver> — Bepcus
cepBepa Samba, ¢ koTopon paboTaeT MOAy/b.

Hanpumep, /opt/drweb.com/1ib/x86 64-linux-
gnu/samba/libsmb spider.so.4.13.0— mogynb VFS SMB ans cepsepa Samba
Bepcun 4.13.0 gna GNU/Linux, apxutektypa x86_64.
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2. B davine koHdurypaumnm cepsepa Samba smb . conf (no ymonuyanmto ans GNU/Linux B
KaTanore /etc/samba) CO3anTe cekumm Ana pasgensiemMbix katanoron. Cekuus
pa3fensaemMoro Katasora foJ/KHa UMeTb BUA;

[<ums pecypca>]

comment = <KOMMeHMapui>

path = <nyme Kk 3awuwyaemomy kamasnoay >

vis objects = smb spider

writeable = yes

browseable = yes

guest ok = yes

public = yes
rae <ums pecypca> — ntoboe nma pasgensieMoro pecypca, a <koMmeHmapuu> —
NPOM3BObHasA CTPOKa-KOMMeEHTapui (He oba3atenbHo). Mima ob6bekTa, ykazaHHOE B
napameTpe vEfs objects, AONXKHO COBNajaTh C UMeHeM dainia CUMBOANYECKOM CChIIKM

(smb_spider B faHHOM cayyae).

Mocne 3TOro KaTanor, ykasaHHbIA B NapameTpe path, OyaeT HaxoanTbCs Noj
HabaroaeHnem moHuTopa SplDer Guard ans SMB. Mpwu 3Tom B3anmogenicteme SplDer
Guard ans SMB ¢ mogynem VFS SMB 6yzet npoun3ssoautbca vepes Unix-

coket /<samba chroot path>/var/run/.com.drweb.smb_spider vfs.[lyTb K 3TOMYy
Unix-cokeTy no ymonuyaHuto 3agaH B HacTponkax SplDer Guard ans SMB, a Takoke moayns
VFS SMB.

Mogintountb SplDer Guard ans SMB k yxe HacTpoeHHbIM B daline KOHOUrypawumm cepeepa
Samba pa3gensemMbiM KaTasoram Bbl MOXeETE, MCMO/b3YA YIUANTY KOHOUTYPUPOBaHNA

drweb-configure.

3. Ecnv TpebyeTcs M3MEHUTb NyTb K COKETY, TO ero HeoH6XoANMO 3a4aTb He TO/IbKO B
HacTponkax SplDer Guard ans SMB (napameTp SmbSocketPath), HO 1 B danne
KoHdUrypaumm Samba smb . conf. 14 3TOro B cekuuto [ <ums pecypca>] Heobxoanmo
A06aBUTb CTPOKY:

smb_spider:socket = <nyme k cokemy>

rae <nyme K cokemy> fOnXeH 6biTb abCcoNtoTHbIM nyTem K Unix-cokeTy, OTHOCUTENBHO
KOPHA, 3aflaHHOro Ana cepBepa Samba yepes chroot (<samba chroot path>).

4. Mpn HeOb6XOAMMOCTM Bbl MOXETE UCK/IOYaTb 06BEKTbI B 3aLUMLLAEMbIX Pa3aensaMblX
kaTasorax (kak KaTanoru n3 NpoBepKu, Tak U oTaenbHble daiabl). [Jna 3TOro ykaxute nyTu K
3TUM 0b6bekTaM B KayecTBe 3HaYeHU napameTpa ExcludedPath. B kauecTBe 3HaueHMi
napameTpa IncludedPath Bbl MOXeTe yka3aTb MyTW K 06bekTam, KoTopble 0653aTelbHO
AO/XKHbI ObITb BK/IHOYEHbI B MPOBEPKY.

| MapameTp IncludedPath UMeeT NpuopuTeT Haj NapameTpom ExcludedPath: ecan
: OAVH ¥ TOT e daiin unv katanor JobasaeH B 3HaYeHUs 060VX NapaMeTpoB, OH ByaeT
BK/IFOUEH B CMINCOK Ans 06s13aTeNlbHOV MPOBEPKMU.
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5. Ecaun Tpebyetca 3agaTb MHAMBUAYaNbHbIE HACTPONKN NPOBEPKN ANS JAHHOTO
pa3jensieMoro katanaora, OTIMYHble OT HACTPOEK MO YMOAYaHUIO (418 BCEX MOAYNEN), TO
HeobxoanMo 3ajaTb Ter-naeHTMdnkaTop ans moayna VFS SMB, KOHTpoAnpYtOLLLEro 3TOT
KaTanor:

smb_spider:tag = <ums pecypca>
Hanee MHAVNBUAYa/lbHblE HaCTpOIZKM KOHTPOAA 3TOro pa3aendaeMoro kataaora 3ajaroTca B

HacTponkax SplDer Guard ans SMB B Buge 0TAeNbHON CEKLUN
[SMBSpider.Share. <umMmsg pecypca>].

YT106bI 4O6ABMTH HOBYHO CEKLMIO MapaMeTPOB C TErOM <UMs pecypca> Npv NOMOLLM
yTuanTbl ynpasnernuns DrWeb Ctl, BbinoaHuTe komaHay drweb-
ctl cfset SmbSpider.Share.<uUMs pecypca>.<napamemp> <3HadyeHue>, Hanpumep:

# drweb-ctl cfset SmbSpider.Share.AccountingFiles.OnAdware Quarantine
JaHHaa koMmaHAaa ,D,O6aBI/IT B c|)a17|n KOHCI)VIpraLI,VIVI cekumnro
[SMBSpider.Share.AccountingFiles]. 3Ta cekumna bygeTt cogepxaTb BCe NapaMeTpsl
MpPoBepPKK KaTasiora, mpmnyem 3Ha4yeHna BCEX MapaMeTPOB, KpPOMe napameTpa OnAdware,

yKa3aHHOro B KOMaHze, 6yayT coBnagatb CO 3HaYEHUSIMUW NapaMeTPOB 13 0bLLeN cekLmn
[SMBSpider].

6. Bkntounte SplDer Guard ana SMB, 3agaB Ans napameTpa Start 3HayeHue Yes.

Mocne BHECEHUS U3MEHEHWUI B HACTPOMKN Nepe3anyctnte cepep Samba, a Takke
nepe3sarpysunte koHpurypaumo DrWeb Server Security Suite, BoINONHMB KOMaHAY:

# drweb-ctl reload

Bbl Takoke moxxeTe nepesanyctute Dr.\Web Server Security Suite, nepe3sanyctme femMoH
ynpasaeHusa koHdurypaumen DrWeb ConfigD ¢ nomMoLLbto KOMaHAbI:

# service drweb-configd restart

ili [na npesoTBpaLLeHns BO3MOXHbIX KOHGAMKTOB Mexay SplDer Guard ans SMB u SplDer
8 Guard npu nposepke daiioB B pasgensembix katanorax Samba, pekomeHayeTtcs
JonosHutenbHO HacTpoutb SplDer Guard, BbIMOJIHWB OAHO W3 CAEAYHOLLUX AeNCTBUN:

° ,CI,O6aBI/ITb pa3genaemMble Katanoru Samba B 06s1acTb UCKAtOUEHUS (I'Iepe‘-IVICJ'II/ITb 3TN
KaTanoruv B napametpe ExcludedPath);

e 06aBUTbL NpoLecc Samba (smbd) B CNMCOK UTHOPUPYEMBIX MPOLIECCOB (yKa3aTh smbd B
napameTtpe ExcludedProc).
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YTunaura koHpuUrypupoBaHus

Ansa ypobcrea nHterpaumm SplDer Guard ana SMB ¢ HacTpoeHHbIMU B KOHGUTypaumm
darinoBoro cepsepa Samba pa3zgenseMbiMu KaTanoramu (MOAKNOUEHUSA K HAM U
OTKNOUeHMA) pa3paboTaHa crneumanbHas BCnomoratenbHas yTmanta drweb-configure.
Ans Hactpovikn noakntoveHuns SplDer Guard ans SMB k nmerowmmMca pasgensemMbim
KaTasoram WUan OTKIHOUYEHWUA OT HUX, BbIMOJHUTE KOMaHAYy:

# drweb-configure samba [<napamempsi>]
B kauecTBe napamMeTpoB MOXHO yKa3aTb:

e +<pecypc Samba> — nms pasgensemoro pecypca Samba (kak OHO yka3aHo B paline
KOHbUrypaumm smb . conf), KOTOpbIV cnegyeT sobaBuTtb nog 3awmty SplDer Guard gna SMB;

e —<pecypc Samba> — nma pasgensemoro pecypca Samba (kak OHO ykazaHo B paline
KOHPUrypaLmm smb . conf), KOTOPbIV CAeAyeT UCKIOUNTL U3-Nog 3awmTsel SplDer Guard ans
SMB;

e +/all — pobasutb nog 3awmty SplDer Guard ana SMB Bce paszensemble pecypcbl Samba,
yKa3saHHble B painie KOHPUrypaumum smb. conf;

e —/all — nckntoumnTb M3-no4 3awmTbl SplDer Guard ans SMB Bce pa3gensemMble pecypchbl
Samba, yka3zaHHble B dpanine koHdurypauum smb. conf;

e add symlink — cO3/aTb CUMBOJIMYECKYHO CCbINKY smb_spider. so, yKa3blBatOLLyO Ha
moaynb VFS SMB Dr.Web (nyTb kK uCxogHOMY paiiny MOXeT pa3iMyaTbCca B 3aBUCUMOCTU OT
ncnonb3yemoun Bepcumn Samba);

e remove symlink — yAanuTb CUMBOJMYECKYH CCbIIKY smb spider.so;

e <ghalin koHpuypayuu> — nyTb K Ganny kKoHPUrypaumnm dannoBoro cepsepa Samba
(smb.conf), KOTOpbIV cregyeT obpaboTats. Ecan aTOT napameTp onyctuTb, yTnamnta drweb-
configure NonbiTaeTcA aBTOMATUUYECKM OBHaPYXXMTb akTyaabHbI Gain smb.conf.

l MonyunTb cnpaBky MO MOAYAO HacTPOKkM nHTerpaumm SplDer Guard ans SMB ¢
‘ pa3zensembIMM KaTasoramMmv Samba MOXHO € MOMOLLbHO KOMaHZbI:

$ drweb-configure --help samba

7.5. MnTterpaumnsa c romamu NSS

Ans viHterpaunn Dr.Web Server Security Suite c tomamu Novell Storage Services Heobxoarmo
3a/aTb 3HaUeHUs pAja NapamMeTpoB, HAXOAALWMXCA B cekMn [NSS] KOHOUTypauMoHHOTO
davina:

e B napameTtpe ProtectedVolumes nepeuncamte nMmeHa ToMoB parnoson cucrembl NSS,
HaxoAALWMXCA B TOUKe MOHTMpoBaHMA TomoB NSS 1 nognexawmx 3awute. Ecav napametp
OCTaBMWTb MYCTbIM, TO 3almTe ByayT NoasiexaTb BCe TOMa, MPUCYTCTBYHOLLME B TOUKE
MOHTMpOBaHuA TomoB NSS.
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e [Tpn HeobxoaNMMOCTK, 3a,aBas 3HaUeHNA NapaMeTpoB ExcludedPath n IncludedPath,
onpegennte Nyt K o6bekTaM, HaXOAALMMCS Ha 3allMLLaeMblX TOMaX, KOTOPble AONXKHbI
6bITb MCKAOUYEHBI N3 MPOBEPKN 1, HAOHOPOT, NpoBepATbCA MoHUTOpOoM SplDer Guard ans
NSS. [lonyckaeTcs yka3aHue nyTen Kak K kaTasioraMm, Tak U K oTAenbHbIM darinam. Ecam
yKasaH kaTtanor, To byaeT nponyckatbCa UM NPOBEPATLCA BCE COAEPXKMMOe 3TOro KaTaaora,
BK/IFOYas BNIOXEHHble Galbl U KaTanoru.

| MapameTp IncludedPath UMeeT MPMOPUTET Ha4 NapameTpoM ExcludedPath, T. . eciu
OAMH U TOT Xe 06bekT (dann unm katanor) BKItoYeH B 06a napameTpa, To oH byaeT
NMpPOBEpPEH.

MapameTpbl IncludedPath n ExcludedPath AOMNyCcKarOT NCNO/b30BaHWe $alriNoBbIX
Macok (wildcards). Pernctpo3aBUcMMOoCTb NyTer, ykadblBaeMbIX B 3TUX NapameTpax,
onpegenserca HacTponkamm NSS.

e Biirounte komnoHeHT SplDer Guard ana NSS, 3asaB Ans napamMeTpa Start 3HayeHune Yes.

[Nocne BHECEHMA N3MEHEHWI B HAaCTPOWKM nepesarpysmte koHdurypauuto Dr.Web Server
Security Suite, BbINOAHMB KOMaHAY:

# drweb-ctl reload

Bbl Taroke moxeTe nepesanyctute Dr.Web Server Security Suite, nepe3sanyctms gemMoH
ynpasaeHus koHdurypaumen DrWeb ConfigD ¢ nomMoLLbto KOMaHAbI:

# service drweb-configd restart
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8. KpaTkune nHcTpykuum

B atom pasgene

e PaboTa ¢ pannoBbIMU XpaHUAVLLAMMU:
o Kak HaCTpouUTb MOHUTOPUHI dannoBor cuctembl GNU/Linux
o Kak noakntountb DrWeb Server Security Suite k cepepy Samba
o Kak 106aBUTb HOBbIM pa3aendemblin katanor SMB
o Kak noakntountb Dr.Web Server Security Suite k Novell Storage Services
o Kak 106aBUTb HOBbIN 3aulinilaeMbii ToM NSS
e O6wume Bonpockl no ynpasnaeHunto Dr.Web Server Security Suite:
o Kak nepe3zanyctutb Dr.Web Server Security Suite
o Kak NoAKNHOUYNTLCA K CepBEPY LIeHTPaAN30BaHHOM 3aLLNThI
o Kak OTK/IKUUTLCS OT cepBepa LIeHTPaIM30BaHHOWN 3aLNThI
o Kak aktmBupoBate DrWeb Server Security Suite
o Kak o6HoBUWTb Bepcunto Dr.Web Server Security Suite
o Kak go6aButb nan yaanntb komnoHeHT DrWeb Server Security Suite
o Kak ynpaBnate paboton komnoHeHToB Dr.Web Server Security Suite
o Kak npocmotpetb xypHan DrWeb Server Security Suite

Kaxk nogknrountb Dr.Web Server Security Suite k cepsepy Samba
CnepynTe MHCTPYKLUMK, NPeACTaBAeHHOMW B pa3jene MHTerpauma ¢ ¢anaoBbiM CEPBEPOM

Samba.

Kaxk nogknrounts Dr.Web Server Security Suite kK Novell Storage
Services

Cnepyvite MHCTPYKUNUK, NPeACTaBAEHHON B pa3gene VHTterpaumns ¢ tomamum NSS.

Kak HacTpoutb MoHUuTOpUHT pannoBou cuctembl GNU/Linux

Cnepyvite MHCTPYKUNUK, NPeACcTaBNEHHON B pa3jene Hactpolka MOHUTOPUHIa GalninoBou
CUCTEMBL.

PyKOBOACTBO aZMUHWCTpaToOpa
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Kak nepe3sanyctutb Dr.Web Server Security Suite

[na nepesanycka yxe pabotatowero Dr.Web Server Security Suite Bbl MOXeTe ncnonb30BaThb
yNnpaBAAOLWMA CKPUNT AeMOHa ynpasaeHunsa koHdurypaumnen Dr.Web ConfigD. 3anyck,
OCTaHOB M Mepe3anyck 3TOro AeMOHa MPUBOAMNT, COOTBETCTBEHHO, K 3aMyCKy, OCTaAHOBY U
nepesanycky Bcex komnoHeHToB Dr.Web Server Security Suite.

Ckpunt ans ynpasnenusa DrWeb ConfigD pacnonaraetcs B ctaHgaptHoM ana OC kaTanore
(/etc/init.d/ ana GNU/Linux uan /usr/local/etc/rc.d/ ana FreeBSD) n Ha3biBaeTcs
drweb-configd. CKpUNT MMeeT caeayrolme ynpasBastoLe napamMmeTpbl:

Mapametp OnucaHue

start 3anyctutb Dr.Web ConfigD, ecaun oH ele He 3anyweH. Mpwu 3anycke Dr.Web ConfigD
3anycTuT Bce Heobxoammble koMnoHeHTbl Dr.Web Server Security Suite.

stop 3aBepwutb paboty Dr.Web ConfigD, eciv oH 3anyuueH. MNpwu 3aBeplueHur paboTbl
Dr.Web ConfigD 3aBepluunt paboty Bcex komnoHeHToB Dr.Web Server Security Suite.

restart Mepe3anyctutb (3aBepLunTb 1 3anyctutb) Dr.Web ConfigD, koTopbIli 3aBepLuut 1
3anycTut Bce koMnoHeHTbl Dr.Web Server Security Suite. Eciv Dr.Web ConfigD He 6bin
3anyLeH, paBHOCUMNbHO start.

condrestart  [lepesanyctute Dr.Web ConfigD Tonbko B TOM cyyae, ecav OH 6bin 3amyLLeH.

reload Mocnate Dr.Web ConfigD curnan HUP, ecan oH 3anyweH. Dr.Web ConfigD nepelunet
3TOT curHan Bcem koMnoHeHTam Dr.Web Server Security Suite. icnonb3yetcs ans
VHMUMaLMM npoLecca nepeunTbiBaHns KOHUrypaLmm BceMu kommnoHeHtamu Dr.Web
Server Security Suite.

status BbiBeCTM Ha KOHCO/b Tekyllee coctosiHve Dr.Web ConfigD.

Hanpumep, ana nepesanycka Dr.Web Server Security Suite (nan 3anycka, eciv oH He 6bin
3anyuweH) B OC cemencrtea GNU/Linux BbIMONHNTE KOMaHAY:

# /etc/init.d/drweb-configd restart

Kak NOAK/IIOUNTDBCA K cepBepy U,EHTpaIIVBOBaHHOﬁ 3alllnNTbi

1. MonyunTe OT afMUHMCTPATOPa aHTUBMPYCHOW CETU ajpec cepBepa LeHTPaan3oBaHHOM
3aWmThl U Gain ero cepTudurkaTa, a Takxke, NpyM HEOHBXOANMOCTU, AONONHUTENbHbIE
napamMeTpbl, Takne Kak naeHTMdUKaTop CTaHLMN U Naposb, UAN NAEHTUOUKATOPI
OCHOBHOW 1 TapdHOW rpynnbi.

2. Vicnonb3ynte komaHAy esconnect yTuanTel ynpasneHuns Dr.Web Server Security Suite n3
KOMaHgHou ctpokn Dr.Web Ctl.

[na noakntoyeHns obsa3aTeslbHO NCNONb3YWTe NapamMeTp --Certificate, ykasaB nyTb K
danny ceptndukata cepepa. onoaHUTENBHO Bbl MOXeETe yka3zaTb MAEHTUDKUKaTOpP y3/1a
(«CTaHUMM», C TOUKM 3peHUNs cepBepa LEHTPaAN30BaHHOW 3aLUMTbl) U Maposib ANS
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ayTeHTUdUKaLMm Ha cepBepe, eCNM OHU BaM M3BECTHbI, UCMOb3Ys NapaMeTpbl ——Login U
--Password. Ecim 3TM napameTpbl 3agaHbl, TO NOAKNOUYEHME K cepBepy byaeT ycneLwHbiM
TONbKO NMPU yKa3aHWW NPaBUIbHON Napbl naeHTMdUKaTop/naponb. Ecam atm napametpel
He yKa3aHbl, TO MOAK/IOUEHME K cepBepy ByaeT ycneLHbIM TONbKO B C/lyYae ero
onobpeHus Ha cepBepe (aBTOMaTUYECKN UV aAMUHNCTPATOPOM aHTUBUPYCHOW CeTH, B
3aBUCMMOCTM OT HAaCTPOeK cepBepa).

Kpome TOro, Bbl MOXeTe NCMO/b30BaTh NapameTp —-Newbie (NOAKAHOUMTBCA Kak
«HOBWYOK»). ECIM 3TOT pexxnmM NoAKNtoUeHUs pa3peLleH Ha cepBepe, To, Nocae of0bpeHMs
NOAKIHOUYEHNS, CEPBEP aBTOMATUUECKM CTEHEPUPYET A1 XOCTa YHUKaANbHYHO Nnapy
naeHTMdrnKaTOop/Napoab, KOTopas B AanbHelrweM byaeT NCNoNb30BaTbCA AN €ro
NOAKNHOUEHUS K 3TOMY CepBepy.

l Mpwn NoakNtoYEHUM KaK «HOBUYOK», HOBas yYeTHas 3anucb AN XocTa byaeT creHepupoBaHa
: CEepBEPOM LIEHTPaIM30BaHHOM 3aLLMThl JaXke B TOM C/lyyae, eC/IM paHee OH YyXe nMen
YYeTHyO 3amnucb Ha 3TOM cepBepe.

TunoBow Nnpumep KomaHabl nogkatoveHns Dr.Web Server Security Suite k cepBepy
LLleHTPaAN30BaHHOM 3aLUnThI:

# drweb-ctl esconnect <adpeccepgepa> --Certificate <nyme k ¢aliny cepmugpukama cepeepa >

Mocne ycnewHoro NoAKNOUEHUs K CepBepPY LeHTpaan3oBaHHoM 3awmtel Dr.Web Server
Security Suite 6yaeT paboTtaTtb B pexumMe LLeHTpaan30BaHHON 3aLuUTbl UM B MOBUIBHOM
pexunme, B 3aBUCMMOCTN OT pa3peLleHnid, YCTaHOBAEHHbIX Ha CEPBEPE M 3HAYEHUS

napametpa koHburypaumm MobileMode komnoHeHTa Dr.Web ES Agent. insa

NPUHYANTENbHOTO NCMONb30BaHNA MOBUIBHOTO pexrmMma yCTaHOBUTE 3TOT NapameTp B
3HaueHue On. na paboTbl B pexunme LEHTPANIM30BAHHOW 3alUmMThl YCTAHOBUTE NapaMeTp B
3HaueHune Off.

TunoBow npumMep komanabl nepeBoga Dr.Web Server Security Suite, nogxkntoueHHOro K
cepBepy LEHTPAIN30OBAHHON 3aLUMTbI, B MOBUIbHbIA PEXMM:

# drweb-ctl cfset ESAgent.MobileMode On
@ Ecnv ncnosnb3yemblin cepBep LieHTpaM30BaHHOM 3aLLMTbl He NMOAAEePXXMBaET UK

3anpelyaeT MOHGUNbHBIA peXxrM paboTbl, TO M3MEHEHWE 3HaUeHUA NapameTpa
KoHbUrypaumm MobileMode He nepeseset Dr.Web Server Security Suite B MOBUAbHBbIN

PEXUM.

Kak oTk/1lountbCsa OT cepBepa LeHTPaZIM30BaHHON 3alUThI

Ansa otkntoueHnsa Dr.Web Server Security Suite oT cepBepa LleHTpaan30BaHHOW 3aLLyTbl 1
nepeBoja ero B aBTOHOMHbIV PEXMM UCMONb3YyNTe KOMaHAy esdisconnect YyTUAUTBI
ynpasneHua Dr.Web Server Security Suite n3 komaHgHown ctpokn Dr.Web Ctl:

# drweb-ctl esdisconnect
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Kpatkue nHctpykumnmn

[ns ycnewHown pabotel Dr.Web Server Security Suite B aBTOHOMHOM pexnmMe HeobxoAMMO
NMEeTb AEeNCTBYIOLLMIM NNLLEH3VOHHbIN K1toYeBOU dana. B npoTMBHOM cayyae aHTUBUPYCHbIE
dyHkumm Dr\Web Server Security Suite nocne nepexosa B aBTOHOMHbIV pexum 6ydym
3a6/10KUpOBaHEI.

Kak aktnBupoBatb Dr.Web Server Security Suite
1. MpoaunTte pernctpaumio Ha cante & komnaHum «Zloktop Be6».

2. MNonyunte Ha yKasaHHbIA MPU perucTpaumnm agpec 3NeKTPOHHOM NoYTbl (MAKn 3arpy3uTte
HenocpeACTBEHHO C CaillTa NOC/Ne OKOHYAHWA PerncTpaLmmn) apxme, CoOAepKaLLnii
AEVCTBUTENbHbIN IMLLEH3NOHHbIN KAOUeBOWN Gan.

3. BbinonHWTe npoLleaypy YCTaHOBKMN KIHOUYEBOTro dpalina.

Kak po6aBnuTb HOBbIN pa3paenaembiii katasor SMB

1. Otpegaktnpymnte KOHOUrypaunoHHbi dann cepepa Samba smb. conf, so6aBuB B Hero
CeKUMIo onncaHna pasaenaemMoro katanora. Cekuma pa3gensiemMoro Kkatanora AoaKHa
MMeTb BUA;

[ <ums pecypca>1]

comment = <KOMMeHMapui>

path = <nyme k 3awuwaemomy kamasozy >

vis objects = smb_spider

writeable = yes

browseable = yes

guest ok = yes

public = yes
rae <ums pecypca> — noboe nMa passensieMoro pecypca, a <koMMmeHmapu> —
Heobs3aTeNbHasa NPON3BOJIbHAA CTPOKa-KOMMEHTapUK.

2. Ecnv TpebyeTcs 3apaTh A4 4O06ABAEHHOrO pa3zAeseMoro Kataaora HacTpok NPOBeEPKY,
oT/AnuaroLmecs ot 3agaHHbix ans SplDer Guard ans SMB no ymonyaHuto, BOCNOAb3YyNTECH

NyHKTaM¥ 3 1 4 MHCTPYKLUMW, NPUBEAEHHON B pasgene MHTterpaumnsa ¢ daninoBbiM cepBepom

Samba.

3. Mepe3anyctute cepBep Samba n Dr.Web Server Security Suite.

Kak po6aBuTb HOBbIU 3awnwaembivi Tom NSS

1. Ykaxute nms ToMa, nogsexallero 3almnTe, B napameTpe ProtectedVolumes (HaxoamTca
B CeKUMN [NSS] KoHbUrypaumoHHoro darnna). Echm napametp caenatb NycTbiM, TO 3aLimuTe
6yayT noanexatb BCe TOMa, NPUCYTCTBYHOLLME B KaTasore MOHTMpoBaHua TomoB NSS.

2. Mepesanyctute Dr.Web Server Security Suite.

Kak o6HoBUTbL Bepcuto Dr.Web Server Security Suite

ObHoBuTE BEPCUUN KOMMOHEHTOB NN BbIMNOJIHUTE NMepexos Ha HOBYH BEPCUHO.

PyKOBOACTBO aZMUHWCTpaToOpa
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Kpatkue nHctpykumnmn

@ Bam mMoxkeT 6bITb MpeaoxeHo yaanutb Tekylyto Bepcuto Dr.Web Server Security Suite.

Kak po6aButb nam ygannte komnoHeHT Dr.Web Server Security
Suite

Bocnonb3yritech NpoLeaypon BblI6OPOUYHON YCTAHOBKM U YAANEHNS KOMIOHEHTOB.

| MNpw ycTaHOBKE WA YAaNEHUM KOMIMOHEHTA ANS YA0BAETBOPEHMS 3aBUCMMOCTEN MOTYT BbiTb
[OMOJTHATEIbHO YCTaHOBJIEHbI WAN YaaleHbl Apyrie koMroHeHTsl Dr.Web Server Security Suite.

Kak ynpaBnatb paboroin komnoHeHtoB Dr.Web Server Security
Suite

Ana npocmoTpa coctosHMA komnoHeHToB Dr.Web Server Security Suite v ynpaBaeHumsa unx
paboTon ncnonb3ymTe:

e YTUAUTY ynpaBaeHUd U3 KOMaHAHoW ctpokn Dr.Web Ctl. icnonb3yinte koMaHabl drweb-
ctl appinfo, drweb-ctl cfshow n drweb-ctl cfset.YT06bI NPOCMOTPETHL
nepeyeHb AOCTYMHbIX KOMaHZ yNpaBieHWs, BbINOAHUTE KOMaHAy drweb-ctl —-help.

e Beb-uHtepdeic ynpasneHma Dr.Web Server Security Suite. o ymonuaHuto goctyn yepes
6pay3ep ocyliecTBaseTCcA No agpecy https://127.0.0.1:4443.

Kak npocmotpeTtb >xypHan Dr.Web Server Security Suite

Mpwn HacTpomkax NO yMOAYaHUIO 06LLMIA XXypHan Bcex komnoHeHToB Dr.Web Server Security
Suite BbIBOAMTCA B syslog (danin, B KOTOPbIN 3aMnCbiBaeT COOOLLEHNS CUCTEMHBbIN
KOMMOHEHT syslog, 3aBUCUT OT CUCTEMbI U HaXOANTCA B KaTanore /var/log). Obuwue
HaCTPOWMKM BeAeHMsA XypHaia 3agatoTca B KoHQUrypaumnoHHoMm daine B cekimm [Root]
(mnapameTtpsbl Log 1 DefaultLogLevel). s KaXa0ro U3 KOMNOHEHTOB B €70 CeKLnmn
HaCcTpOeK AOCTYNMHbI NapameTpbl Log M LogLevel, 3ajatolime MeCcTo XpaHeHUs XXypHana v
YypOBEeHb NOAPOOBHOCTN COOBLLEHM, BBIBOAMMbBIX KOMMOHEHTOM B XYpPHal.

Takke Bbl MOXETE BbIMOJHUTb KomMaHay drweb-ctl log.

Y106bl N3MEHUTb HAaCTPOWKM BEAEHWUS XYPHana, NCNOAb3yhTe YTUANUTY yNpaBaeHUs U3

KomaHaHou cTpokun Dr.Web Ctl nnn Be6-untepdenc ynpasneHuns Dr.Web Server Security Suite.

YTo6b1 061€rUnNTh NAEHTUOMKALMIO OLIMOOK, HAaCTPOWTE BbIBOA OOLLIEro XypHana Bcex
KOMMOHEHTOB B OTAE/IbHbIV $alin 1 pa3peLlunte BbIBOZA PacLUMPEHHOW OTNaL04YHON
nHPopmMaLmu. [ns 3Toro BbINOAHUTE KOMaHAbL:

# drweb-ctl cfset Root.Log <nymse Kk galiny xypHana>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

PyKOBOACTBO aZMUHWCTpaToOpa
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YT0bbI BEPHYTb HaCTpOIZKM BedeHnA o6u.|,ero >KYpPHaJla BCEX KOMMOHEHTOB MO YMOAYaHUIO,
BbIMOJIHNTE KOMaHAbI:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLoglLevel -r

PyKOBOACTBO aZMUHWCTpaToOpa
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9. KomnoHeHTbl Dr.Web Server Security Suite

B paszene nepeuncneHbl KOMNOHEHThI, BXxoAsALWwmMe B coctaB Dr.Web Server Security Suite. ns
Ka>kaoro KOMMOHEHTa yKa3aHbl €ro Ha3HauYeHWe, NPUHLMMNbI QYHKLUOHUPOBAHMSA, a TakkKe

napameTpbl, KOTOPble OH XPaHUT B banne koHburypauunm.

9.1. Dr.Web ConfigD

AemoH ynpasneHuns koHdurypaumen Dr.Web ConfigD — 3T0 LieHTpanbHbIN yNpaBAs oL
komnoHeHT Dr.Web Server Security Suite. OH obecneurBaeT LLeHTpaAn30BaHHOE XpaHeHne
HacTpoek asa Bcex komnoHeHToB Dr.Web Server Security Suite, ynpaBaseT akTMBHOCTbIO BCeX
KOMMOHEHTOB W OpraHu3yeT 40BEePUTENbHbIN OOMeEH AaHHbIMU MeXAy HUMMU.

Dr.Web ConfigD BbinonHseT cregytowime GyHKLMM:

e 3anyck N octaHoBKa koMrnoHeHToB Dr.Web Server Security Suite B 3aBUCMMOCTM OT HaCTPOEK;
e aBTOMaTUYeCKM Nepe3anyck KOMMOHEHTOB B C/lyyae cH60oeB;

e 3anyck KOMMOHEHTOB MO 3aMpocy OT APYrMX KOMMOHEHTOB;

e OMoBeLLeHNe KOMMOHEHTOB 06 N3MEHEeHUM HaCTpoek;

e NpejocTaBieHNE BO3IMOXHOCTU LLEHTPaM30BaAHHOTO YNpaBAeHUs KOHOUTYPaLMOHHbBIMU
napameTpamu;

e NpefocTaB/ieHMe KOMMNOHEeHTaM MHPOPMaLIMKN U3 NCMONb3YEMOTO KHOUYEBOro Galina;
e NosyyeHVe NMLEH3UOHHON MHPOPMaLMK OT KOMMOHEHTOB;
e MoJyyYeHVe HOBOW JNLEH3NOHHOW MHPOPMaLMM OT Cneunanm3mpoBaHHbIX KOMMNOHEHTOB;

e onoeeleHne 3anyweHHbIX KOMMOHEHTOB 06 M3MeHeHN J'IVILI,eH3I/IOHHOl\/i I/IHCI)OpMaLI,I/IM.

9.1.1. MNpuHUMNbI paboThbl

[emoH ynpaBneHus koHdurypaunen DrWeb ConfigD Bcerga 3anyckaeTca C npaBamu
cynepnonb3oBaTtens (root). OH 3anyckaeT ocTanbHble KOMNOHeHTbl Dr.\Web Server Security
Suite 1 cBA3bIBAETCA C HUMW Yepe3 NpesBapUTENbHO OTKPbITbIN COKET. leMOH ynpaBaeHus
KOHbUrypaumer NnpuHUMaeT NOAKIHYEHMS OT Npounx komnoHeHToB Dr.\Web Server Security
Suite uepe3 MHPOPMALIMOHHbIV COKET (AOCTyneH Ny6ANUYHO) N aAMUHUCTPATUBHbIN COKET
(AOCTyNeH TONIbKO KOMMOHEHTaM, 3anyLeHHbIM C MpaBaMu cynepnosab3oBatens). leMoH
3arpy>aet napamMmeTpbl KOHPUIypaLum 1 ANLEH3NOHHbIE AaHHble 13 GalnaoB Uan
obecneurBaeT UX MNONyYeHNE OT UCMOb3YEMOTrO CepBepa LieHTpaiM30BaHHOW 3almUTbl Yepes
areHT Dr.Web ES Agent, a Takke NoACTaHOBKY KOPPEKTHbIX 3HAaYEHWUN NO YMONYaHWUIO ANf
napameTpoB KOHOuUrypaumm. K MOMeHTy cTapTa 11060ro KOMMOHEHTa UAW OTCbIJIKU eMy
curHana SIGHUP gemoH ynpaBneHunsa KoHOUrypavwmen sceraa MMeeT LeSIOCTHbIN
HeNnpPOTMBOpPEUNBLI Habop HacTpoek Bcex komnoHeHToB Dr.Web Server Security Suite.

PyKOBOACTBO aZMUHWCTpaToOpa
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Mpw nonyuyeHnn curHana SIGHUP Dr.Web ConfigD nepeunTbiBaeT napameTpbl KOHUrypawmm
N faHHblE U3 INLEH3NOHHOTO KatoyeBoro ganna. B cnyuyae Heob6xoa4MMOCTU EMOH Takxke
paccbliiaeT KOMMOHEHTaM yBeAOMAEHMS, YTOObl OHM NMepeunTanm cObCTBEHHbIE MapamMeTphl
KOHUrypaumu.

Mpwn nonyyeHmn curHana SIGTERM Dr.Web ConfigD cHauana 3aBepliaet paboTy Bcex
KOMMOHEHTOB, a MOTOM caMm 3aBeplLuaeT paboty. DrWeb ConfigD obecneunBaet yaaneHune
BCEX BPEMEHHbIX PpaliloB KOMMOHEHTOB MOC/Ie TOrO, Kak OHM 3aBepLuat paboTy.

MpyHUKMNBbI B3aNMOAENCTBUA C APYTMMN KOMIMOHEHTaMM

1. Mpw 3anycke Bce KOMMOHeHTbI nosydatoT oT Dr.Web ConfigD napameTpbl koHdUrypaLmm n
NNLLEH3VOHHYO MHPopMaLumto. B ganbHenwen pabote KOMNOHEHTbI NCMONb3YHOT TONbKO
3TW NONyYEHHbIe HAaCTPOMKM.

2. Dr.Web ConfigD obecneunBaet c6op coobLEeHMI OT BCEX 3anyLeHHbIX MOZ ero
yrnpaB/ieHneM KOMMOHEHTOB B eAnHbIN XypHan. Dr.Web ConfigD cobupaet Bce
coobueHns, BbIBOAMMbIe KOMMOHEHTaMu B stderr, n nomelaet B 06wmm xypHan DrWeb
Server Security Suite c OTMeTKOM, Y KaKOro KOMMOHEHTa U B KAKOM MOMEHT NPOM30LLa
owwmnbkKa.

3. Bce ynpaBnsemblie KOMNOHEHTbI 3aBepLUatoT paboTy c onpeseneHHbIM KoAoM. Ecan koa
3aBepLleHnsa oTanmueH ot 101, 102 1 103, KOMNOHEHT bByaeT nepe3anyLleH, a
COOTBETCTBYIOLEE coobLeHme 13 stderr byaeT 3adumkcmpoBaHo B XXypHane Dr\Web Server
Security Suite.

¢ 3aBepuweHune pabotbl c kogom 101 03HayaeT, YTO KOMMOHEHT HE MOXeT
bYHKLUMOHNPOBATL C NpeAoCTaBieHHON anLeH3nen. KoOMNoHeHT byaeT nepesanylleH
TO/IbKO MPU U3MEHEHUN NapaMeTPOB JIMLEH3NN.

e 3aBepLueHue paboTbl ¢ kogoM 102 03HaYaeT, YUTO OH He MOXeT QYHKLMOHMPOBATb C
Tekywmu napameTpamum koHourypauumn. Dr.Web ConfigD npeanpvmet nonbiTky
nepesanyctnTb KOMMOHEHT, KOrja 6yAeT n3meHeHbl kakne-anbo napameTpbl
KOHUrypaumu.

e 3aBeplueHne paboTbl € KOAOM 103 MPOMCXOANT B pe3ynbTaTe ANNTENIbHOIO OTCYTCTBUSA
obpalleHnin K KOMMOHeHTaM, 3anyckaembiM Dr.Web ConfigD no TpebosaHuto (Dr.Web
Scanning Engine n Dr.Web File Checker). Mepnog, no ncreyeHmmn KOTOPOro KOMMOHEHT
3aBepluaeT paboTy ¢ kogom 103, yKa3biBaeTca B HACTPOMKaxX COOTBETCTBYHOLLETO
KOMnoHeHTa (NapamMeTp IdleTimeLimit).

e Ecnn HoBble 3HaueHVA NapaMeTpoB KOHPUTIypaLmn, MoayYeHHble KOMMOHEHTOM OT
Dr.Web ConfigD, He MOryT 6biTb MPUMEHEHbI «Ha NeTy», KOMMOHEHT 3aBepLuaeT paboTy ¢
kogom 0, utobbl Dr.Web ConfigD nepesanyctuna ero.

e EC/lM KOMNOHEHT He MoxeT nogkitounTbca k Dr.Web ConfigD nan npouncxoamt owmbka
NpOTOKOAa B3aVMOAENCTBUA, KOMMOHEHT OTNPaBAfeT COOTBETCTBYIOLLee COObLIeHne B
stderr v 3aBepluaeT paboTy ¢ KogoMm 1.

PyKOBOACTBO aZMUHWCTpaToOpa
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4. OpraHu3oBaH OOMeH CMTHanamu.

e YTO06bI KOMMNOHEHT MPUMEHWN U3MEHEHHbIEe NapameTpbl KOHOUrypauumn, Dr.Web
ConfigD oTtnpaenset emy curHan SIGHUP.

e YT06bI KOMMNOHEHT 3aBepLunn paboty, DrWeb ConfigD otnpasnasiet emy curHan SIGTERM.
KomnoHeHT gonxeH 3aBepwmnTtb paboTy B TeueHne 30 cekyHZ Nocae NosyyeHus cMrHana.

e EC/In KOMNOHEHT He 3aBepLiaeT paboTy B TeueHne nonoxeHHbix 30 cekyHa, Dr.Web
ConfigD oTtnpasnset emy curHan SIGKILL ans npuHyanTenbHOro 3aBeplueHus paboTbl.

9.1.2. AprymeHTbl KOMaHAHOW CTPOKMU

YTo6bl 3anycTUTL AeMOH ynpasaeHus koHourypauymen Dr.Web ConfigD 13 komaHzaHOR
CTPOKW, BbIMOJIHUTE KOMaHAY:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-configd [<napamempsi>]

e anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-configd [<napamempel>]

Dr.Web ConfigD gonyckaeT ncnonb3oBaHue cneaytoLmx napameTpos:

Mapametp

--help

--version

--config

-—-daemonize

--pid-file

OnucaHue

HasHaueHve: BbiIBOA Ha 3KpaH KOHCOW AW 3MYNATOPa TePMUHaNA KPaTKOM CnpaBKu
Mo MMetoLLMMCA NapamMeTpam KOMaHAHOW CTPOKM 1 3aBeplueHne paboTbl KOMMOHEHTa.
KpaTkuin BapuaHT: -h

AprymeHTbl: Het

HasHaueHue: BbiBOA Ha 3KpaH KOHCOIM UK 3MyNATOpa TepMrHana nHopmaLmm o
BEPCUM KOMMOHEeHTa 1 3aBepLueHne paboTbl.

KpaTkuin BapuaHT: —v

AprymeHTbl: Het

HasHaueHve: Micnonb3oBaTb npu paboTe ykazaHHbIi KOHOUrypaLWIOHHbI datin.
KpaTkuin BapuaHTt: -c

AprymeHTbl: <nyme K ¢galily> — nyTb K UCMONb3yeMOMY KOHUIypaLMOHHOMY daiiny.
HasHaueHuve: 3anycTuTb KOMMOHEHT B pexuMe AeMoHa, T. e. 6e3 JocTyna K TepMuHany.
KpaTkuin BapmaHT: -d

AprymeHTbl: Het

HasHaueHve: icnonb3oBaTb npu paboTe ykasaHHbIv PID-daiin.

KpaTkui BapuaHT: -p

ApryMeHTbl: <nyme Kk ¢haliny> — nyTb K Gaiiny, B KOTOPOM CaesyeT COXPaHUTb
naeHtndukatop npouecca (PID).
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Mpumep:
$ /opt/drweb.com/bin/drweb-configd -d -c /etc/opt/drweb.com/drweb.ini

MNpuBeseHHas koMaHza 3anyctut Dr.Web ConfigD B pexunme geMoHa, 3acTaBuB ero
ncrnonb3osaTbh KOHOUIypaLMOHHbIA dann /etc/opt/drweb. com/drweb.ini.

3ameuaHusa o 3anycke

[ns obecneyeHusa pabotocnocobHoctn Dr.Web Server Security Suite KOMNOHEHT f0IKeEH
6bITb 3aNyLLEH B pexnme ageMoHa. B wratHom pexunme Dr.Web ConfigD 3anyckaetcs npu
cTapTe OnepaLMoOHHOW CUCTEMBI, A/11 YerO OH OCHAaLLEeH CKPUMTOM YynpaBaeHUs C UMEHEM
drweb-configd, pa3mMelleHHbIM B CUCTEMHOM KaTanore (/etc/init.d ana GNU/Linux
nan /usr/local/etc/rc.d ana FreeBSD). Ana ynpaBneHns napametrpamum paboThbl
KOMMOHeHTa ncnonbsymnte ytuanty Dr\Web Ctl, npegHasHaveHHyto ana ynpasneHma Dr.Web
Server Security Suite n3 KOMaHAHOM CTPOKM (3amnyckaeTca KOMaHAoM drweb—-ctl).

| [ns nonyyeHns cnpaBKn O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
° man 1 drweb-configd.

9.1.3. NapameTpbl KOHPUTYpaLUn

AemoH ynpasneHuns koHdurypaumnen Dr.Web ConfigD ncnonb3yet napameTpsl, ykasaHHble B
cekuum [Root] obbeanHeHHOro koHdurypaumoHHoro davina DrWeb Server Security Suite.

B cekumm npeacraBneHbl cnegyrouie napamMeTpbl:

Mapametp OnucaHue

LogLevel YpoBeHb NoapobHOCTM BeAeHWs xypHana komnoHeHta Dr.Web ConfigD.
{yposeHb nodpobHocmuy} 3HaueHWe Mo ymosyaHuo: Notice

Log MeToz BefeHus >kypHana AeMOHa yrpaBaeHns KoHbUrypaumen, a Takke

MeTO  BeAeHWA XXypHana Ana 1eX KOMMOHEHTOB, Yy KOTOPbIX HE YKa3aH

mun Hasa, o o
f xyp / CBOW COBCTBEHHbIN MeTOo  BeAeHWA XypHana.
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Mapametp

PublicSocketPath

{nyme « ¢paliny}
AdminSocketPath

{nyme « cpaliny}

DebugIpc

{noauyeckuli}

UseCloud

{noauyeckuli}

UseMesh

{noauyeckuli}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

| Mpwv HayanbHOW 3arpyske, Noka KOHOUIypaLmoHHbIN
: dalin ele He NpoumnTaH, AeMOH ynpaBaeHys

KOHbUrypauve 6yaeT Ncnonb3oBaTh Cleyrolve
3HaYeHWs 3TOro napameTpa:

e B pexviMe JeMOHa (ecav 6bin 3anyLleH ¢
napametTpom —-d) — SYSLOG: Daemon;

® B MHOM C/lydae — Stderr.

Ecnv komnoHeHT paboTaeT B pOHOBOM pexvme

(3anyLLeH ¢ NapamMeTpPOM KOMaHAHOW CTPOKM —d),

3HauyeHne Stderr He Moxem ObiTb UCMONb30BaHO ana
AAHHOTO NapameTpa.

3HayeHue No ymonyaHuo: SYSLOG: Daemon

MyTb K COKeTY, UCMO/b3yeMOMY A/15 B3aUMOJAENCTBMS BCEX KOMMOHEHTOB
Dr.Web Server Security Suite.

3HauyeHue No ymonyaHuo: /var/run/.com.drweb.public

MyTb K COKETY, UCMONb3yeMOMY ANS B3aUMOAEWUCTBMA KOMMOHEHTOB
Dr.Web Server Security Suite, 061agatoLLmx NOBbILLEHHbIMM
(@AMUHUCTPATUBHBIMU) MPUBUAETUS MU,

3HayeHue No ymonyaHuo: /var/run/.com.drweb.admin

BrkarouaTb Win He BKIOYATb B XXypHaa Ha OTAaf04YHOM YpOBHeE (npw
LogLevel = DEBUG) nogpobHsle coobuenus IPC (B3aumozencTeme
JeMOHa ynpaBaeHus KoHbUrypaumen ¢ Apyrumm KOMMoHeHTamu).

3HauyeHve no YMOAYaHWNO: No

Wcnonb3oBatb unun He ncnonb3osatb cepsuc Dr.Web Cloud ans
MoNyueHVs: CBeAEHWA O BpesoHOCHOCTM dalinos n URL.

3HauyeHve no YMOJIYaHWIO: No

Mcnonb3oBaTb wan He NCMO/Ib30BaTb A/ MPOBEPKM KOMMOHeHT Dr.Web
MeshD. Ecaun 3ToT napameTp BbIKIHOYEH, A5 NpoBepky BmecTo Dr.Web
MeshD wmcnonb3yetcs Dr.Web Scanning Engine.

Bo3MOXHble 3HaUeHus:

e On, Yes, True — ucnonb3osaTtb Dr.Web MeshD;

e Off, No, False — He ucnosnb3osaTb Dr.Web MeshD.

Ecnv komnoHeHT Dr.Web MeshD He ycTaHOBAEH, TO BHE 3aBUCMMOCTM OT
yKa3aHHOTO 3HauyeHus ByAeT UCNob30BaTbCs KOMMOHeHT Dr.Web
Scanning Engine. Ecv HW OAWMH 13 KOMMOHEHTOB He YCTaHOBJIEH, TO
npoBepka 3aBepLuaeTcs ¢ owmnbkonr x119.

3HauyeHve no YMOAYaHNO: No

PyKOBOACTBO aZMUHWCTpaToOpa
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UseVxcube

{noauyeckuli}

KeyPath

{nyme k chaliny}

CoreEnginePath

{nyme « ¢paliny}

VirusBaseDir

{nyme k kamasnozy}

VersionDir

{nyme k kamasnozy}

CacheDir

{nyme k kamasnozy}

TempDir

{nyme k kamasnozy}

RunDir

{nyme k kamasnozy}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

Vicnonb3oBaTtb nam He ncnonb3osate Dr.Web vxCube npu nposepke
MOYTOBBIX BJIOXKEHUN B PeXMMe BHeLHero GuabTpa, NOAKIHYEHHOTO K
MTA.

3HaueHve no YMOYaHWNKO: No

MyTb K KNtOUEBOMY daliny (MUMLEHIVOHHOMY AN AEMOHCTPALMOHHOMY).

3HayveHne No yMONHaHUIO:

e nns GNU/Linux: /etc/opt/drweb.com/drweb32. key

o nnqa FreeBSD: /usr/local/etc/drweb.com/drweb32.key
MyTb K AMHaMUYecKoW 6ubanoTeke aHTMBUPYCHOTrO sapa Dr.Web Virus-
Finding Engine.

3HauyeHue No yMOYaHWIO:

e ans GNU/Linux: /var/opt/drweb.com/1lib/drweb32.d11

o nnqa FreeBSD: /var/drweb.com/1lib/drweb32.d11

MyTb K KaTasory, B KOTOPOM XpaHATCa Gaitibl BUPYCHbIX 6as3.

3HaueHWe Mo yMONYaHWIO:
e ana GNU/Linux: /var/opt/drweb.com/bases
e nna FreeBSD: /var/drweb.com/bases

MyTb K KaTanory, B KOTOPOM XPaHUTCA MHPOPMALIMA O TEKYLLNX BEPCUAX
1Cnoab3yemMbix KomnoHeHToB Dr.Web Server Security Suite.

3HaueHVe no YMOYaHUIO!
e ans GNU/Linux: /var/opt/drweb.com/version
e nnqa FreeBSD: /var/drweb.com/version

MyTb K KaTasory Kewa (MCNoAb3yeTCs KakK ANA Kella 06HOBEHWI, TakK U1
A9 Kela npoBepeHHbIX Gaitnos.).

3HauyeHure no YMONYaHUIO!
e ans GNU/Linux: /var/opt/drweb.com/cache

e nnqa FreeBSD: /var/drweb.com/cache

MyTb K KaTasory A XpaHeHUs BpeMeHHbIX Gainos.

3HaueHVe No yMon4vaHwio: [Tyme, useseyeHHbili U3 cucmemMHoU
nepemeHHoOU okpyxeHus TMPDIR, TMP, TEMP uan TEMPDIR (nepemMeHHble
nepebupatoTca B ykazaHHOM nopsagke). Ecan Hn ogHa 13 HUX He
obHapy>eHa, To UCMONb3yeTcs / tmp.

MyTb K KaTanory, B KOTOpOM Haxoaatcs PID-palinbl 3anyLyeHHbIX
KOMMOHEHTOB U COKETbI, UCMO/Ib3yeMble AN B3aUMOAENCTBUA
komnoHeHToB Dr.Web Server Security Suite.

3HayeHue No ymMonyaHuo: /var/run

PyKOBOACTBO aZMUHWCTpaToOpa
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VarLibDir

{nyme k kamasnozy}

AdminGroup

{ums epynnel | GID}

VersionNotification

{noauyeckuli}

DefaultLogLevel

{yposeHb nodpobHocmu}

VxcubeApiAddress

{cmpoka}

VxcubeApiKey
{cmpoka}
VxcubeProxyUrl

{adpec nodknroyeHus}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

MyTb K KaTanory 6ubnnoTek, NCNosb3yeMbix KOMMoHeHTamu Dr.Web
Server Security Suite.

3HaueHVe no YMOYaHUIO!
e ans GNU/Linux: /var/opt/drweb.com/1lib

o nnqa FreeBSD: /var/drweb.com/1ib

Mpynna nonb3oBaTenei, obaagatownx agMVHUCTPATUBHBIMY NpaBamMu B
pamkax Dr.Web Server Security Suite. [laHHble nonb3oBaTeNW, HapsAAy C
cynepnob3oBaTenem (NMonb30oBaTesieM root), MOryT MOBbIWaTh
npueunerum komnorHeHtos Dr.Web Server Security Suite 4o npvBunervn
cynepnonb3oBaTens.

3HaueHre no ymonyanuo: Onpedesnsemcsa aemomamuyecku B MOMEHT
yctaHoBkn Dr.Web Server Security Suite

yBeAOMJ'IﬂTb My He yBeAOMAATb NOb30BaTeNd O HaJnummn OBHOBNEHUI
ANA Tekylllei yctaHoBAeHHON Bepcumn Dr.Web Server Security Suite.

3HaueHve no YMOYaHUIO: Yes

YpoBeHb NoApOBHOCTM BeAEHWA XypHana 015 ecex KOMNOHeHMOo8
Dr.Web Server Security Suite no ymonuanuto.

WNcnonb3yetcs, eciv B KOHUrypaLmm Kakoro-ambo 13 KOMMOHEHTOB He
yKasaH CBOV ypOBeHb NoApOo6HOCTU BeAeHNs XypHana.

3HauyeHne No ymosyaHuio: Notice

JomenHoe nma (FQDN) nan IP-agpec y3na, Ha KOTOPOM HaxoAMUTCA
cepsep API Dr.Web vxCube.

3HaueHue No ymMonYaHuro: (He 3a0aHo)
Kntou API Dr.Web vxCube.
3HaueHue No ymMmon4aHuo: (He 3a0aHo)

Afpec NpoKcu-cepBepa, KOTOPbIV UCMOIb3YETC AN MOAKIOYEHNS K
Dr.Web vxCube.

Mopaep>xmBatoTcs Tonbko HTTP-npokcn 6e3 aBTopur3aLmm.

Bo3MoXkHble 3HaueHws: <adpec NoOk/IHoYeHUs > — napaMeTpbl
NoAK/IHOYEHNA K MPOKCU-cepBepy B popmaTe
http://<xocm>:<nopm>, rae:

e <xocm> — ajpec y3aa, Ha KOTOpoMm paboTaeT npokcu-cepsep (IP-
agpec unv uma gomena, T. e. FQDN);
e <nopm> — WUCMONb3yeMbI MOPT.

3HaueHWe No ymosvyaHuto: (He 3adaHo)

PyKOBOACTBO aZMUHWCTpaToOpa
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9.2. Dr.Web Ctl

B atom pasgene

e Obuive cBeseHUA
e YjaneHHas npoBepka y3/10B

O6bwue cBeaeHns

NmeeTcsa BO3MOXHOCTb ynpaBaaTe paboton Dr.Web Server Security Suite n3 komaHaHon
CTpOKM. [lns 3TOro B ero coctaB BXOAMT cneymnanbHas ytuamta Dr.Web Ctl (drweb-ct1). Cee
MOMOLLbHO Bbl MOXeTe BbINMOJAHATb U3 KOMaHAHOW CTPOKM CAeayroLlme AeNCTBUS:

e 3anyck npoBepkn $anioB, 3arpy304UHbIX 3aNnCelr AUCKOB U UCMONHAEeMbIX GpalinoB
aKTMBHbIX NPOLLECCOB;

e 3anyck npoBepkn GanNoB Ha yYAaNeHHbIX y3/1ax ceTu (CM. NpuMeyaHue);

® 3aMyck OBHOBAEHNA aHTUBUPYCHbIX KOMMOHEHTOB (BMPYCHbIX 6a3, aHTUBMPYCHOTO A4pa, 1
MPOYMX, B 3aBUCUMOCTM OT MOCTaBKM);

e MPOCMOTP N U3MEHeHWe NnapaMeTpoB KoHPuUrypaumm Dr\Web Server Security Suite;

e NMPOCMOTpP cocToAHNA KoMnoHeHToB Dr.Web Server Security Suite n ctatuctnkm
0BHapY>XEHHbIX Yrpos;

e MPOCMOTP KapaHTMHA 1 yNpaBAeHMe ero coaep>XunmMbiM (Yepe3 komnoHeHT Dr.\Web File
Checker);

® NMNOAKNHOUEHNE K CEPBEPY LLeHTpaﬂMBOBaHHOVI 3aWnTbl W OTKNHOYEHNE OT HETO.

YTo6bl KOMaHAbl yNpaBAeHWs, BBOANUMbIE MOb30BaTeneM, umenn 3pdexT, goaxeH ObiTb
3anyLeH 4eMOH ynpaBaeHus koHourypaunen Dr.\Web ConfigD (no ymonyaHuio oH
aBTOMaTMYeCKM 3aMycKaeTca npu cTapTe onepauuoHHON CUCTEMBI).

I ,ﬂ,ﬂﬂ BbINO/THEHNA HEKOTOPbIX YNPaBAAKOLLNX KOMaHA Tpe6y+0Tcs=| NoOJIHOMOUYKMA
cynepno/sib3oBaTtens.

,ﬂ,ﬂﬂ nosyyeHna NMOJIHOMO UMM cynepnosb3oBaTtena MCﬂOﬂb3yI;1Te KOMaHAYy CMeHbl
noab30BaTeNsd su UIN KOMaHAy BbIMOJHEHNS OT UMEHU APYroro rnoJsib3oBatens sudo.

Ytnnuta drweb-ctl noggep>XunBaeT CTaHAapPTHOE aBTOAOMOJIHEHNE KOMaHJ yripaBieHns
Dr.Web Server Security Suite, ecan dyHKUMA aBTOAONONHEHWA BK/IKOUYEHA B UCMONb3YyeMOWn
BaMu KOMaHAHOM obosiouke. B cnyyae ecnv komaHaHas o60n0uka He NoAAepPKMBaAET
aBTOZOMOJ/IHEHWE, Bbl MOXETe HaCTPOUTb ee Npu HeobxoanmocTu. [ins 3Toro obpaturecs K
CNpPaBOYHOMY PYKOBOACTBY MO UCMONb3yeMOMY BaMU AUCTPUOYTUBY onepaLMOHHOM
CUCTEMBI.

PyKOBOACTBO aZMUHWCTpaToOpa

93



A7

-
¢

g
),
A

KomnoHeHTbl Dr.Web Server Security Suite

| MNpw 3aBeplueHnn paboTbl yTwinTa BO3BpalLaeT KOJ BbIXO4a B COOTBETCTBUN C
: cornawenvem ansa POSIX-coBmectuMbix cuctem: O (Hyab) — ecam onepaums BbiNoAHEHa
YCMEeLHO, X He HyNb — B MPOTVMBHOM C/lyyae.

HeHyneBol ko Bbixoja yTvauTa BO3BpaLlaeT TONbKO B TOM C/lydae, Korga npowusoLuna
BHYTPEHHsA olwunbKa (HampuMep: yTuauTta He CMOTa NMOAKIOUUTLCA K HEKOTOPOMY
KOMTMOHEHTY, 3anpoLLeHHas ornepaLus He MOXeT ObiTb BbiMoJHEHa U T. M.). Ecam ytunnTa
06HapyxvBaeT (M, BO3MOXHO) HENTPaM3yeT HEKOTOPYHD Yrpo3y, OHa BO3BpaLlaeT Koj,
Bbixoga 0, Tak Kak 3anpoLLeHHas onepauus (Takas Kak scan W T. N.) BbINOJHEHa YCMELLIHO.
Ecnn Heob6xoAMMO YCTaHOBUTL MepeyeHb 0OHapPYXKEHHBIX YrpO3 U MPUMEHEHHbIX K HVM
JEVCTBUIA, TO NpOaHaau3MpyiTe COOBLLEHMs, KOTOPbIE YTUIWUTA BbIBOAUT HA KOHCOJIb.

Kogbl Bcex nmetoLmxcs ownbok npmeeseHsl B pasgene [Npwioxenue E. OnucaHue
M3BECTHbIX OLLINBOK.

YpaneHHaa npoBepka y3/10B

Dr.Web Server Security Suite no3BosseT npoBepsaTb Ha Haanume yrpo3 ¢anbl, HaXoAALLMeCS
Ha yAaneHHbIX y3/1ax ceTu. B kauecTBe TakuX y3/10B MOTYT BbICTYNaTb HE TO/bKO MOJIHOLEHHbIe
BblUMCANTE/IbHbIE MaLLWHBI (paboure cTaHUUK 1 cepBepbl), HO 1 poyTepsbl, TB-Nnpuctaskn 1
npoune «yMHble» YCTPONCTBa, Obpa3ytoLlme Tak Ha3biBaeMblil «MHTepHET Belen». [ina
BbIMOJIHEH WA YAaNeHHOW NPOBEPKM TpebyeTcs, UTOObI yAaneHHbIN y3en NpesoCcTaBaA
BO3MOXHOCTb yla/leHHOro focTyna K Hemy uepe3 SSH (Secure Shell) vnwn Telnet. na poctyna x
YCTPOWCTBY Bbl AOMXKHbI 3HaTb ero IP-agpec nan JoMeHHOe UMA, UMA U Mapob
noJsib30BaTenNs, KOTOPbIA MOXET COBEPLUNTb YAaNeHHbIN AOCTYN K cncteme yepes SSH nan
Telnet. Yka3aHHbI NOAb30BaTENb AO/XKEH MMETb MpaBa AOCTyna K nposepseMbiM danam
(KaK MMHUMYM — NpPaBO Ha WX YTeHwne).

[aHHasa GyHKLMA MOXET BbiTb MCMOIb30BaHA TONLKO As1 O6HAPY>KEHWNSA BPEAOHOCHbIX UK
NoZ03pUTENbHbIX GaitNioB Ha YAaNEHHOM Yy3Jie. YCTpaHeHue yrpo3 (To eCcTb U30/1ALNA UX B
KapaHTWUH, yaaneHe Uan NedyeHne BPejOHOCHbIX OObEeKTOB) CpeACTBaMU yaaNeHHOWM
NPOBEPKM HEBO3MOXHO. [l1s ycTpaHeHNs 06HAPYXXeHHbIX Yrpo3 Ha yAaNeHHOM y3ne
BOCMO/Ib3YNTECh CPEACTBAMM YNpPaBAeHMUs, NPesoCTaBASeMbIMU HEMOCPEACTBEHHO 3TUM
y310M. Hanpumep, a1 poyTEPOB M MPOUMX «YMHbIX» YCTPONCTB Bbl MOXKeETe OBOHOBUTD
MPOLUMBKY, @ A/1f BbIYMCAUTE/IbHbIX MALUWH — MOAKNHOUNTLCSA K HUM (B TOM UnCie B
yAaNEHHOM TePMUHANbHOM PeXVMe) N MPOU3BECTU COOTBETCTBYHOLLME OMNEPaLUn B UX
darinoBou cucteme (yaaneHue nav nepemelleHve Gariaos v T. n.) UAK 3aNyCTUTb
YCTaHOBJIEHHOE Ha HKX aHTUBMpYcHoe [MO.

YpaneHHas npoBepka peannsyertcs TONbKO Yepes YTUANTY yrpaBaeHUs U3 KOMaHAHOW CTPOKM
drweb-ctl (MCnonb3yeTca KOMaH/Ja remotescan).

PyKOBOACTBO aZMUHWCTpaToOpa
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9.2.1. ®opmart Bbi30OBa M3 KOMaHAHON CTPOKMU

Ytnnuta ynpasneHus pabotou Dr.Web Server Security Suite nmeet cneayrowmin dopmar
BbI30Ba:

$ drweb-ctl [<obwue onyuu> | <komaHOa> [<apeymeHm>1 [<onyuu komaHObI>] ]
rae:

e <0bwue onyuu> — onuunmn, KOTopble MOryT HbITb UCMOIb30BaHbI NPU 3anycke 6e3 ykasaHus
KOMaHZAbl nan ana nrobon 13 komaHabl. He aBastotca obasatenbHbIMKU A5 3anycka.

e <KOMaHOG> — KOMaHJa, KoTopas Ao/KHa 6biTb BbinonHeHa Dr.Web Server Security Suite
(HanpuMep, 3anycTUTb NpoBepky $GarNoB, BbIBECTU COAEPXKMMOE KapaHTMHA U T. M.).

e <@paymeHm> — apryMeHT KOMaHZAbl. 3aBUCUT OT YKa3aHHOW KOMaHAbl. ¥ HEKOTOPbIX KOMaHJ,
aprymMeHTbl OTCYTCTBYHOT.

e <ONYUU KOMAaHObI> — OMUUK, ynpaBastoLme paboTon yka3zaHHOW KOMaHAbl. 3aBUCAT OT
KOMaHZbl. Y HEKOTOPbIX KOMaHZ OMLUN OTCYTCTBYHOT.

9.2.2. O6wme onunun

[ocTynHbl cnegyrowme obLime onumm:

Onuusa OnucaHue

-h, --help BbiBecTv Ha 3kpaH KpaTkyto obLLyto cnpaBKy 1 3aBeplumnTb paboTty. s BbiBoZa
CnpaBku No Nt060I KOMaHAe UCMOb3YINTe BbI3OB:

$ drweb-ctl <komMaHOa> -h

-v, --version  BbIBeCTU Ha 3KpaH BepCUO MOAYAS U 3aBEPLLUUTL paboTy

-d, --debug MpeanncbiBaeT BbIBOAWUTL Ha 3KPaH pacllMpeHHble AMarHoCTuyeckme cooblieHns Bo
BPEMS BbIMNOJHEHWA YKa3aHHOW KOMaHZbl. He nmeeT cMbicna 6€3 ykazaHus KoMaHzbl.
cnonb3yiite BbI3OB:

$ drweb-ctl <komaHOa> -d

9.2.3. KomaHabl

B satom pasgene

° KOMaHAbI aHTVIBVIQyCHOIZ NPOBEPKHN

o KOMaHAbI ynpaBJeHna yrpo3aMu 1 KapaHTUHOM
° KOMaHAbI ynpaBJaeHnA KOHQDVIpraI:l.I/IeI\/II

L PaCLIJI/IQEHHbIe KOMaHAbI

o KomaHabl ynpaBaeHuns obHoBaeHreM 1 paboTour B pexxrMme LIeHTPaAn30BaHHOM
3aLlnThI

PyKOBOACTBO aZMUHWCTpaToOpa
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o MIHbopMaUMOHHbIE KOMaHAbI

9.2.3.1. KomaHabl aHTUBUPYCHOU NPOBEpPKU

[locTynHbl cneayrowme KOMaHAbl aHTUBUPYCHOW NPoBepKu $GaliNioBON CUCTEMBI:

Komanpa

scan <nyme>

OnucaHue

HasHaueHue: VIHVLMMpOBaTh NMPOBEPKY KOMMOHEHTOM NpPOBepku dalinos
Dr.Web File Checker ykasaHHOro darina wim katanora.

AprymeHTbl
<nyme> — nyTb K Gainy win Katanory, KOTOPbIN Hy>XHO MPOBEPUTL (MOXET
6bITb OTHOCUTEIbHBIM).

DTOT apryMeHT MOXeT 6bITb OMyLLEH B C/lyYae UCMOAb30BaHUs OMNUMN ——
stdin wan --stdin0. s NnpoBepku NnepeyHs Gainos, BbibUpaemMbix
No HEKOTOPOMY YCIIOBWIO, PEKOMEHAYETCA UCMONb30BaTh yTUauTy £ind

(cMm. [pumepbl UCNOJIb30BaHUA) U ONUMKO ——stdin wan —-stdinO.
Onuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHble 3k3emnaspbl Dr.Web
Scanning Engine n Dr.Web File Checker ansi BbINOJIHEHWSA 3a4aHHOM
NpOBEpPKY, 3aBEPLUMB VX PaboTy NOC/e OKOHYAHWS NMPOBEPKN.

| Yrpo3bl, 06Hapy>eHHble MPU aBTOHOMHOM CKaHUPOBaHWW,

& He 6yayT fo6aBaeHbl B 06N CNIMCOK OBHapPY>KEHHbIX
Yrpo3, BbIBOAWMbIN KOMaHAOM threats, TakKe O HUX He
6yzeT coobLLEHO CeEpBEPY LEHTPAM30BaHHOW 3aLLUThl,
ecnn Dr.Web Server Security Suite paboTaeT nog ero
ynpasaeHVeMm.

--Report <mun> — TUMN OTYeTa O NPOBEpPKE.
Bo3MoXkHble 3HaueHws:
e BRIEF — KpaTKuii OTYeT;
e DEBUG — MNoAPOOHbIV OTYET;
e JSON — cepuanv3oBaHHbIn otyeT B dopmaTte JSON.
3HayeHWe No ymoaYaHuio: BRIEF.

--ScanTimeout <uHMeps8as spemMeHU> — TalM-ayT Ha MPOBEPKY
oZHoro daiina B MUINNCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeEMA MPOBEPKN HE OrpaHUNYEHO.
3HauyeHve no ymoayaHuo: 0.

--FollowSymlinks — aBTOMaTUYeCKM pa3pellaTb CUMMBOJNYECKME
CCbIJIKW.

--PackerMaxLevel <YUC/0> — MaKCUMabHbIV YPOBEHb BAOXEHHOCTU
06beKkToB NpU NpoBepKe 3anakoBaHHbIX 06bekToB. o 3anakoBaHHbIM
06bEKTOM MOHUMAETCA UCMOJHAEMbI KOJ, CKaTblA NPU MOMOLLM
cneumanusnpoBaHHbIx MHcTpymeHToB (UPX, PELock, PECompact, Petite,

PyKOBOACTBO aZMUHWCTpaToOpa
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OnucaHue

ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOYaTb Apyrve
3anakoBaHHble 06beKTbl, B COCTaB KOTOPbIX Takoke MOTYT BXOAWTb Apyrue
3amnakoBaHHble 06beKTbl, U T. 4. 3Ha4eHVe 3TOro napameTpa yctaHaBAMBaeT
npeAenbHbIN YPOBEHb MepPapXUM BAOXKEHHOCTH, MOC/e KOTOPOro 06beKThbl
BHYTPM 06beKkToB He ByayT NpOBepPATLHCA.

3HaueHve 0 yKa3blBaeT, UTO BOXeHHbIE 06BEKTbI BYAYT MPOMyLLEHbI.
3HaueHvie Mo ymoauaHwmio: 8.

--ArchiveMaxLevel <Yuc/i10> — MaKCUMabHbIA ypOBEHb
BJIOXKEHHOCTM 06BEKTOB MPUY NPOBepke apXmMBOB (. zip, .rar W 4p.), B
KOTOpble BAOXEeHbI Apyrne apXvBbl, B KOTOPbIE, B CBOK OYepesb, Takoke
MOTYT BbITb BAIOXEHbI apXMBbl, U T. A, 3HaUEHWe 3TOro napameTpa
yCTaHaB/AVBaET Npe/e/ibHbIN YPOBEHb NEPAPXMUN BAOXKEHHOCTH, MocCae
KOTOPOro apxu1Bbl BHYTPWN apX1BOB He ByayT NpoBepATbCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwmto: 8.

--MailMaxLevel <YuUC/I0> — MaKCUMaJbHbIN YPOBEHb BJIOXEHHOCTM
06beKTOB Npu NpoBepke GaliNoB NOYTOBLIX MporpamMm (.pst, . tbb 1 ap.),
B KOTOpPble MOTYT 6bITb BNOXEHbI 06 bEKTbI, B KOTOPbIe Takxke MOTYT HbiTb
BJIOXKEHblI 06BEKTbI, U T. 4. 3HaYeHWe 3TOro NnapameTpa ycTaHaBAMBaeT
npesenbHblli ypOBEHb MepapXun BAOXKEHHOCTW, NOCAE KOTOPOTro 06beKTbl
BHYTPY 0ObEKTOB He HyayT NpoBepPATHCA.

3HayeHVe 0 yka3blBaeT, UTO BJIOXKeHHble 06beKTbl HyAyT MPOMYLLEHbI.
3HauyeHue No yMoYaHWMIo: 8.

--ContainerMaxLevel <4ucC/I0> — MaKCVMaJ/bHbIA yPOBEHb
BJIO>XKEHHOCTV 06BEKTOB MNP NPOBEPKe APYrvX TUMOB OO BEKTOB C
BAOXeHUAMM (cTpanuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa ycTaHaB/AMBaeT Npeje/bHblil YPOBEHb MEepPapXm BAOXKEHHOCTH,
nocae KOTOporo 06beKTbl BHYTPU 06bEKTOB He ByayT NPOBEpPATLCS.

3HaueHve 0 yKa3blBaeT, UTO BJIOXEHHbIE 06BEKTbl BYAyT MPOMyLLEeHbI.
3HaueHvie Mo yMONuaHuo: 8.

--MaxCompressionRatio <cmeneHb> — MaKCMManbHO AOMyCTUMas
CTeneHb CkaTuA NpoBepseMblx 0O beKTOB.

3HayeHVe AOIXKHO ObITb HE MeHee 2.
3HauyeHwue no ymonyaHuo: 3000.

--MaxSizeToExtract <YuC/I0> — OrpaHNYeHVe Ha pa3mep daiinos B
apxvBe. Paiinbl, pa3mep KOTOPbIX NPEBLILIAET 3HAUEHMe 3TOro NapameTpa,
6yayT NponyLLeHbl NPy NpoBepke. Pazmep ykasblBaeTcs Kak UMCIo C
cyddukcom (b, kb, mb, gb). Ecnv Hukakoro cyddukca He ykazaHo, Yncio
VHTEpMNpeTVpYyeTCa Kak pa3mep B Halitax.

3HaueHWe Mo yMoNUaHuio: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ucnonb3oBaTb M 3BPUCTUUECKUN
aHanu3 npu nposepke.

3HauyeHve no yMOA4YaHuMO: On.
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--Exclude <nyme> — nyTb, UCKNtOYaEMbIN 13 NpoBepky. MoxeT ObITb
OTHOCUTENbHBIM W BK/IOUATh B ceb5 GainoByro Macky (CosepiKaliyro
CUMBOJIbI ? U *, @ Takke CUMBOJIbHbIe Knaccbl [ 1, [! 1, [~ 1).

Heobs3aTenbHas onuuAa; MoXxeTt 6bITb YyKa3aHa bonee OAHOTO pa3a.

--OnKnownVirus <Oelicmeue> — [LeNCTBUE, KOTOPOE HY>KHO BbIMOJIHUTB,
eCIn MeToZaMu CUrHaTypHOTO aHanu3a obHapy>KeHa M3BecTHas yrposa.

Bo3Mo>KHbIe ,CI,EI7ICTBI/I$!Z REPORT, CURE, QUARANTINE, DELETE.
3HauyeHve no ymMoa4daHuo: REPORT.

--OnIncurable <Odelicmgue> — feNCTBUE, KOTOPOE HY>KHO BbINOJHUTB,
ecnu neveHve (CURE) 06Hapy>XeHHOW yrpo3bl OKOHUMNOCH Heyaauyen nim
OHO HEeBO3MOXHO.

Bo3MoxkHble gelicTBusA: REPORT, QUARANTINE, DELETE.
3HayeHue No ymMonyaHuo: REPORT.

--OnSuspicious <Qdelicmeue> — AeWCTBUE, KOTOPOE HYXHO BbIMOIHUTB,
€C/IV 3BPUCTUYECKUIA aHaM3 0OHAPYXXUT NOA03PUTENbHBIV OO BEKT.

Bo3MoxxHble aelicTBus: REPORT, QUARANTINE, DELETE.
3HauyeHue No yMoNYaHUO: REPORT.

--OnAdware <0delicmsue> — [eliCTBUE, KOTOPOE HY>KHO BbINONHUTbL, €CN
ob6Hapy»xeHa peknamHas nporpaMma.

Bo3MoxHble aelicTBus: REPORT, QUARANTINE, DELETE.
3HauyeHue No yMoNYaHuo: REPORT.

--OnDialers <Odelicmsue> — feWCTBME, KOTOPOE HY>KHO BbIMOJIHUTD,
ecnm obHapy>keHa nporpamMma J03BOHa.

Bo3mo>kHble AEI‘/IICTBVIFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnJokes <Qdelicmeue> — [eNCTBUE, KOTOPOE HY>KHO BbIMOJIHUTb, EC/IN
o6Hapy»eHa Nporpamma-LyTka.

Bo3Mo>kHble AEI‘/’ICTBI/IFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMmoadaHuo: REPORT.

--OnRiskware <OQelicmeue> — feliCTBUE, KOTOPOE HY>XHO BbINOJIHUTD,
ec/v obHapy>KeHa MoTEHLMANbHO OMnacHas nporpaMma.

Bo3Mo>KHbIe ,D,eVICTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnHacktools <OQelicmeue> — [eNCTBUE, KOTOPOE HY>KHO BbINOJIHUTB,
ecnn obHapyxeHa nporpaMma B3noma.

Bo3mo>kHble AelcTBus: REPORT, QUARANTINE, DELETE.

3HauyeHve no ymMoa4daHumo: REPORT.
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| Ecnn yrposa o6HapyxkeHa B daiine, Haxoaaliemcs B
: KOHTeliHepe (apxuB, MOUYTOBOE COOBLLEHMWE U T. M.), BMECTO

yAaneHus (DELETE) BbINOJHAETCA nepemMelleHne
KOHTeHepa B KapaHTVH (QUARANTINE).

--stdin — MOJYYUTb CIUCOK MyTei AN MPOBEPKM U3 CTaHZAPTHOTO
noToka BBOZa (stdin). MyTn B cnucke AOMXKHbI ObITb Pa3jeneHbl CUMBOJIOM
HoBOM cTpoku (\n).

—--stdin0 — NOAYYWTb CMINCOK MyTel ANS NPOBEPKM U3 CTaHAAPTHOMO
noToka BBoAa (stdin). Myt B cnvcke J0MKHbI ObITb pa3geneHbl HyneBbIM
cumsonom NUL (\0).

@ Mpw ncnonb3oBaHWM ONUMA ——stdin M —-stdin0 Nyt B

: Cr1cKe He AO0/KHbI cogepykaTb LabaoHOB.
MpeanoytuTeNbHOE MCMOAb30BaHWe onuuiA ——stdin U —-
stdin0 — obpaboTka B KOMaHAe scan CnMcKa MnyTew,
CcPOPMUPOBAHHOTO BHELLHEN NPOrpaMMOoN, Hanpmmep,

find (cM. [Ipumepbl ncnoib3oBaHus).

HasHaueHue: /IH1LmMMpoBaTh MPOBEPKY KOMMOHEHTOM NpoBepPkY daiioB
Dr.Web File Checker 3arpy304Holi 3anncm Ha yKasaHHbIX AUCKOBbIX
ycTporictBax. MpoBepsroTcs kak 3anmcy MBR, Tak v 3anuncu VBR.

AprymeHTbl

<ycmpolicmeo> — nyTb K 6104HOMY dainy AUCKOBOrO YCTPOWCTBA,
3arpy3oyHas 3anucb Ha KOTOPOM MOANEXUT NpoBepke. MoXeT 6biTb
yKa3aHO HEeCKOJIbKO AMCKOBBIX YCTPOWCTB Yepes npobesn. O6sa3aTesbHbli
aprymeHT. Ecam BMecTo daiina ycTpoiicTBa ykasaHo ALL, 6yAyT NpoBepeHsbl
BCe 3arpy30yHble 3anncy Ha BCEX AOCTYMHBIX AUCKOBbIX YCTPOUCTBAX.

Oonuuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHbIe 3k3emMraspbl Dr.Web
Scanning Engine n Dr.Web File Checker ans BbINnoOsHEHWs 3a4aHHON
NpoBepPKY, 3aBePLUMB VX PaboTy NOC/e OKOHYaHWS NMPOBEPKN.

| Yrpo3bl, 06Hapy>XeHHbIE MPU aBTOHOMHOM CKaHUPOBaHW,

& He 6yayT fob6aB/ieHbl B 0OLWMIA CMIUCOK OB HaPYKEHHbIX
Yrpo3, BbIBOAUMbIA KOMaHAON threats, TAKXKE O HUX He
6yaeT coobLLeHO cepBepy LEHTPaIN30BaHHOW 3aLLuThI,
ecnn Dr.Web Server Security Suite paboTaeT nog ero
ynpaBJeHVeM.

--Report <mun> — TN OTYeTa O NMPOBepKe.
Bo3MOXHble 3HaUeHus:

e BRIEF — KpaTKuii OTYeT;
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e DEBUG — MNoApObHbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HauyeHue Mo ymMonyaHuo: BRIEF.

--ScanTimeout <uHMeps8as spemMeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUIINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA NMPOBEPKN HE OrPaHNYEHO.
3HauyeHve no ymoayaHuo: 0.

--HeuristicAnalysis <On|Off> — ucnonb3osatb v 3BPUCTUUECKII
aHanu3 npu NpoBepke.

3HauyeHve no yMOAYaHWMO: On.

--Cure <Yes|No> — TpebyeTcs nm AenaTb NMOMbITKA SeYeHUs
06HapyXXeHHbIX Yrpos.

Ecav ykazaHo No, TO MPOU3BOAWTCS TOJIbKO MHGOPMUpOBaHue 06
0bHapy>KeHHOW yrpose.

3HauyeHve no YMOYaHUKO: No.

--ShellTrace — BKIOUYNTb BbIBOZ AOMOJHUTENbHON OTAAZOUYHON
MHbOPMaLMK MpU NPOBepKe 3arpy304YHOM 3anucu

HasHaueHue: VIHLMMpOBaTh NMPOBEPKY KOMMOHEHTOM MpPOBepku halinos
Dr.Web File Checker cosep>v1mMoro ncnoaHsembix Gpannos, cosepkallimx
KOZ, NPOLeCCOB, 3anyLeHHbIX B cucteme. MNpun obHapykeHun yrposbl
BbINOJIHAETCA He TONbKO 0be3BpexmBaHne BPegoHOCHOTO UCNOAHAEMOro
dalina, Ho 1 NpUHyAUTENbHOE 3aBepLleHne paboTbl BCEX NMPOLIECCOB,
3anyLeHHbIX U3 HEro.

AprymeHTbl: Her.
ili OTa KOMaHja npeAHa3HaveHa TONbKO A8 AUCTPUOYTUBOB

Dr.Web Server Security Suite, paboTaroLiux noz
ynpasneHvem OC cemerictBa GNU/Linux.

.

Onuuun

-a [--Autonomous] — 3anycTUTb aBTOHOMHbIe 3k3emnaspbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbiNnosHeHWs 3aZaHHON
NpOBepPKY, 3aBePLUMB VX PaboTy NOC/e OKOHYaHWA NPOBEPKN.

| Yrpo3bl, 06Hapy>XeHHble MPY aBTOHOMHOM CKaHUPOBaHWW,

&) He OyayT AobaBaeHbl B O6LLMIA CMIMCOK OBHaPY>KEHHbIX
Yrpos3, BbIBOAVMbIV KOMaHAOW threats, TaKXKe O HUX He
6yseT COObLLEHO cepBeEpPY LEHTPaAN30BaHHOM 3aLLUThI,
ecnv Dr.Web Server Security Suite paboTaet nog ero
ynpasaeHueMm.

-—-Report <mun> — TN OT4ETa O NPOBEpPKE.
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KomaHnpa OnucaHue

Bo3Mo>KHble 3HaueHws:

e BRIEF — KpaTKuii OTYeT;

e DEBUG — NoApO6HbIV OTYET;

e JSON — cepuanmsoBaHHblin otueT B dopmaTte JSON.
3HauyeHue Mo ymonyaHuo: BRIEF.

--ScanTimeout <UHMep8As pemeHuU> — TaiM-ayT Ha MPOBepPKy
ofHOro daiina B MUANUCEKYHAAX.

3HaueHVe 0 yKa3bIBaeT, YTO BPeMs NMPOBEPKM HE OrpaHUYeHO.
3HaueHvie Mo ymoauaHwmto: 0.

--PackerMaxLevel <Yuc/i0> — MaKCUMa/bHbI/i YPOBEHb BNOXEHHOCTU
06beKkToB Npu NpoBepKe 3anakoBaHHbIX 06bekToB. o 3anakoBaHHbIM
06bEKTOM MOHUMAETCS UCMOHAEMbIN KOZ, CXKaTbli MPY MOMOLLM
cneumanusnpoBaHHbIx nHcTpymMeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine un ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 06BbEeKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb Apyrve
3anakoBaHHble 06beKTbl, U T. 4. 3HayeHWe 3TOro napameTpa ycraHaBavBaeT
npesesibHbI YPOBEHb MepapXun BAOXKEHHOCTY, MOCAE KOTOPOTro 06beKTbI
BHYTPY 0ObEKTOB He ByayT NpoBepAThHCA.

3HayeHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYLLEHbI.
3HayeHVe Mo YMONYaHUIO: 8.

--HeuristicAnalysis <On|Off> — ucnonb3oBaTb N1 3BPUCTUYECKUN
aHanu3 npu nposepke.

3HauyeHve no yMOA4YaHuMO: On.

--ContainerMaxLevel <YuC/0> — MaKCUMabHbIA YPOBEHb
BJIOXXEHHOCTV 06BEKTOB MpW NpOBepKe APYrvX TUMOB 0O bEKTOB C
BAOXeHUAMM (cTpaHuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa yCcTaHaB/AMBaeT Npeje/bHblil YPOBEHb MEPaPXM BAOXKEHHOCTH,
nocse KOTOPOro 06beKTbl BHYTPU 06bEKTOB He ByAyT NPOBepPATLCS.

3HaueHVe 0 yka3bIBaeT, UTO BJIOXKeHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHme No yMonyaHWUio: 8.

--Exclude <nyme> — nyTb, UCK/OYaEMbIV U3 NpoBepKkn. MoxeT
BK/IOYaTh B Cebs daliioByro Macky (cogepikalllyto CUMBOJIbI ? U *, a Takxke
CUMBOJIbHbIe Knaccbl [ 1, [! 1, [~ 1). MyTb (B TOM uncne cogep kallnii
MacKy) AOKEH ObITb abCONOTHBIM.

Heobs3aTenbHas onuuAa; MoxxeTt 6bITb YyKa3aHa bonee OAHOTO pa3a.

--OnKnownVirus <Oelicmgue> — [LeNCTBUE, KOTOPOE HY>KHO BbIMOJIHWTB,
eI MeToZaMu CUrHaTypHOTO aHanu3a obHapy>KeHa M3BecTHas yrposa.

Bo3Mo>KHbIe ,CI,EI7ICTBI/I$!Z REPORT, CURE, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnIncurable <Odelicmgue> — feNCTBUE, KOTOPOE HY>KHO BbINOJHUT,
ecnu neveHre (CURE) 06Hapy>XeHHOW yrpo3bl OKOHUMNOCH Heyaayen nam
OHO HEeBO3MOXHO.

Bo3mo>kHble AelcTBUs: REPORT, QUARANTINE, DELETE.
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3HaueHue No yMoNYaHuo: REPORT.

--OnSuspicious <Odelicmsue> — [eNCTBNE, KOTOPOE HY>KHO BbIMOJIHUTD,
€C/IN 3BPUCTUYECKUI aHaIM3 OBHAPYXXMT NOL03PUTENIbHBIA 0O BbEKT.

Bo3mMo>kHble AEI‘/IICTBVIFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnAdware <Oelicmeue> — [eNCTBUE, KOTOPOE HY>XKHO BbIMOJIHWATb, EC/IN
ob6HapyeHa peknamHas nporpaMma.

Bo3Mo>kHble AEI‘/’ICTBI/IFII REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoadaHuo: REPORT.

--OnDialers <Odelicmeue> — felcTBME, KOTOPOE HY>XHO BbIMOJHUTb,
ec/v obHapy>KeHa NporpaMmMa 403BOHa.

Bo3Mo>KHble ,D,eVICTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoa4daHuo: REPORT.

--OnJokes <Qdelicmeue> — [elCTBUE, KOTOPOE HY>XKHO BbIMOJIHWATL, €C/IN
obHapy>KeHa nporpamma-LyTKa.

Bo3Mo>KHbIe ,D,el7|CTBI/IﬂZ REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4daHumo: REPORT.

--OnRiskware <Odelicmeue> — feWiCTBUE, KOTOPOE HYXXHO BbIMNOJHUTb,
ec/v obHapy>KeHa NOTEHUMANbHO OMnacHas NporpaMma.

Bo3moxkHble gelicTBuA: REPORT, QUARANTINE, DELETE.
3HayeHue No ymonyaHuo: REPORT.

--OnHacktools <Odelicmeue> — felCTBME, KOTOPOE HYXXHO BbIMOHUTD,
ecnun obHapyxeHa nporpamMmMa B3/10Ma.

Bo3mo>kHble AelcTBus: REPORT, QUARANTINE, DELETE.

3HayeHue No ymMonyaHuo: REPORT.

| Mpwn o6HapyXeHWUM Yyrpo3 B UCMONHAEMOM daline Bce
: 3anyLlieHHble U3 Hero MPOoLeCChbl MPUHYAUTENBbHO

3aBeplatoTcs Dr.Web Server Security Suite.

HasHaueHue: VIHMuMmpoBaTh pacnpesesneHHyo NpoBePKyY ykazaHHOTO
dalina wiv kaTanora Yepes areHT ceTeBO NPoBepPKM AaHHbIx Dr.Web

Network Checker. Eciv HacTpO€eHHble COeMHEHUs C APYrMMU y3n1amu, Ha

KoTopbIX UMeeTca npoaykT Dr.Web ana Unix, noaaep>xmBatroLwmin GyHKLMIO
pacnpeseneHHO NPOBEPKY, OTCYTCTBYHOT, TO ByaeT npousseseHa
npoBepKa € UCMONb30BaHWEM CKaHUPYHOLWEero AApa, AOCTYMHOTO I0KabHO
(aHanornyHo KomaHze scan).

AprymeHTbl

<nyme > — nyTb K Galny Mamn katanory, KOTOPbIA HY>XHO MPOBEPUTD.

Ecnun 3TOT aprymMeHT onyLieH, TO NPOW3BOAMUTCS CKAaHUPOBAHWUE JaHHbIX,
NOCTyMNatoLLLMX Yepes BXOAHOM NoTok stdin.
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Onuuu

—--Report <mun> — TN OT4YeTa O NPOBEpKe.
Bo3ModkHble 3HaueHus:
e BRIEF — KpaTKuii OTYET;
e DEBUG — MNoApOb6HbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HayeHne No ymoaYaHuMio: BRIEF.

--ScanTimeout <uHMeps8as spemMeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUIINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymoayaHuo: 0.

--PackerMaxLevel <Yyuc/i0> — MaKCUMaibHbl yPOBEHb BAOXKEHHOCTU
06DBEKTOB MpU NpoBepKe 3anakoBaHHbIX 06beKkToB. o 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMbIN KOA, CKaTblVi MPU MOMOLLM
cneumanusnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 00BbeKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb ApYrue
3anakoBaHHble 06beKTbl, ¥ T. 4. 3HayeHWe 3TOro NnapameTpa ycTaHaBAMBaeT
npeAeNnbHbIN YPOBEHb MePapXUM BAOXKEHHOCTH, MOC/e KOTOPOro 06beKThl
BHYTPY 06bekTOB He ByayT NPOBepPATLHCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwuto: 8.

--ArchiveMaxLevel <yuc/0> — MaKCUMabHbIA ypOBEHb
BJIOXKEHHOCTN 06BEKTOB NPW NPOBEPKE apXMBOB (. zip, .rar W 4p.), B
KOTOPble BJIOXEHbI APYre apxmBbl, B KOTOpPble, B CBOKD ouepesb, Takoke
MOTYT ObITb BIOXKEHbI apXVBbl, U T. A. 3HaYeHWe 3TOro napamMeTpa
yCTaHaB/IVBaET NMpese/ibHbIA YPOBEHb MepapXumn BAOXKEHHOCTY, Mocae
KOTOPOTO apXvBbl BHYTPY apXMBOB He BYAyT MPOBEPSATLCS.

3HaueHWe 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbI HyAyT NPOMyLLEHbI.
3HauyeHue No yMoYaHWUIo: 8.

--MailMaxLevel <Yuc/s0> — MaKCUMabHbIi yPOBEHb BNOXEHHOCTH
06DBEeKTOB Npu NpoBepKe GaiIoB MOYTOBLIX NPOrpamMMm (.pst, . tbb 1 ap.),
B KOTOpble MOTYT HbITb BAOXEHbI 06BEKTbI, B KOTOPbIE Takoke MOTYT ObiTh
BJIO>XKEHbI 06BEKTBI, U T. 4. 3HaUeHWe 3TOro NnapameTpa ycraHaBaMBaeT
npefenbHbI ypOBEHb MepapXumn BAOXKEHHOCTY, NOC/Ie KOTOPOro o6bekThl
BHYTPU 00beKTOB He HyayT NPoBepATLCA.

3HayeHVe 0 yka3blBaeT, UTO BJIOXKeHHble 06bekTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMoNYaHWUIo: 8.

--ContainerMaxLevel <4uc/0> — MaKCUMaibHbIA YPOBEHb
BJIOXKEHHOCTV 06BEKTOB MNP NPOBEPKe APYrvX TUMOB 06 HbEKTOB C
BAOXeHUAMM (cTpanuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa yCTaHaBAMBAET NpejebHbl YPOBEHb MEPAPXM BAOXKEHHOCTH,
nocne KOTOPOro 06bEKTbI BHYTPU 06BbEKTOB He HyAyT MpoBepATLCS.
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3HayeHVe 0 yka3blBaeT, UTO BJIOXKEHHble 0H6BbEKTbl HyAyT MPOMYLLEHbI.
3HayeHVe Mo YMONYaHUIO: 8.

--MaxCompressionRatio <cmeneHb> — MakC/MabHO AonyctnMmasn
CTeneHb OKaTna NpoBepAeMbIX 06beKToB.

3HaueHne AONXKHO BbITb He MeHee 2.
3HaueHve NMo ymoa4aHuio: 3000.

--MaxSizeToExtract <4uci0> — OrpaHnyeHve Ha pa3mep dalinos B
apxvBe. Paiinbl, pa3mep KOTOPbIX NPEBbILLAET 3HaUYeHWe 3TOro napameTpa,
6yayT NponyLLeHbl Npy Nposepke. Pazmep ykasblBaeTcs Kak UMCIo C
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykazaHo, uncio
MHTepnpeTMpyeTCs Kak pa3mep B banTax.

3HauyeHWe No yMoNYaHwuio: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — 1Ucnonb30BaTh M 3BPUCTUYECKUN
aHann3 npu npoBepke.

3HayeHue No yMoa4aHuMo: On.

--Cure <Yes|No> — tpebyeTcs nu Aenatb NOMbITKA eYeHUs
0BHapy>KeHHbIX Yrpos.

Ecnu ykasaHo No, TO MPOM3BOAMUTCS TOJNbKO MHPOPMUPOBaHKE 06
0OHapy>KeHHOW yrpose.

3HaueHue No ymoayaHuo: No

HasHaueHue: /IHMLpMmMpoBaTh «Cbipyto» NPOBEPKY ykazaHHOTO daina uim
KaTasora c UCnonb3oBaHWeM ckaHupyrolero sapa Dr.Web Scanning Engine
HanpsimMyro, 6e3 UCrno/Ib30BaHWA KOMMOHeHTa nposepku dannos Dr.Web
File Checker.

ilf Yrpo3bl, 06Hapy>KeHHbIe MPU «CbIPOM» CKaHUPOBAHWM, He
g 6yayT fo6aBAEHbl B OOLWMIA CNMCOK OBHApPYXKEHHbBIX Yrpos3,
BbIBOAMMbIA KOMaHAOW threats.

PekomeHayeTcs Mcnoab3oBaTb 3Ty KOMaHAY TONbKO AJis
oTtnagku dyHKumoHnposaHua Dr.Web Scanning Engine.
KomaHga vmeeT cresytollyto 0CO6eHHOCTb: OHa BbIBOAWT
3aKtoueHve «cured» (BblEYEH), €CIN HEMTPaIM30BaHa,
Mo MeHbLLeln Mepe, 00Ha 13 yrpo3, 0H6Hapy>KeHHbIX B
danne (He ob6s3aTeNbHO 8Ce U3 HKX). Taknum o6pa3om, He
pekomMeHOyemca UCMo1b30BaTb 3Ty KOMaHAy, ecau
TpebyeTcs HajeXHoe CKaHWpoBaHWe Gaiinos. Bmecto
3TOro 414 nNpoBepku GaioB 1 KaTaloroB pekoMeHAyeTcs
MCNO/Ib30BaTb KOMaHAY scan.

AprymeHTbl

<nyme> — nyTb K baliny Uam Katanory, KOTopbIi Hy>KHO MPOBEPUTS.
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Onuuu

--ScanEngine <nyme> — nyTb K Unix-COKeTY CKaHUPYIOLLLEro fapa
Dr.Web Scanning Engine. Eciv He yka3aH, TO Ans NpoBepku OyaeT 3anyLleH
aBTOHOMHbIV 3K3eMMNAAP CKaHUpytoLero aapa (byaeT 3aBepLueH nocie
OKOHYaHWA NPOBEPKM).

—--Report <mun> — T1n oT4yeTa O NPOBepKe.
Bo3MoXkHble 3HaueHws:
e BRIEF — KpaTKuii OTYeT;
e DEBUG — MNOAPOOHbIN OTUET;
e JSON — cepuanv3oBaHHbIn otyeT B popmaTte JSON.
3HauyeHWe No ymoaYaHuio: BRIEF.

--ScanTimeout <uHMeps8as spemeHu> — TalM-ayT Ha NPOBEPKY
oAHoro gaiina B MUANUCEKYHAAX.

3HaueHve 0 yKa3bliBaeT, YTO BPEMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymoayaHuo: 0.

--PackerMaxLevel <Yuc/i10> — MaKCUMaibHbI YPOBEHb BAOXKEHHOCTA
06BEKTOB MPU NPOBeEpPKe 3anakoBaHHbIX 06beKTOB. 10/ 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMOHAEMBIV KOA, CKaTblii MPU MOMOLLM
cneumanmnsnpoBaHHbix MHCTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n ap.). Takve 06bekTbl MOTYT BKAKOUATh Apyrue
3anakoBaHHble 06beKTbl, B COCTaB KOTOPbIX Takke MOTYT BXOAWTb Apyrue
3amnakoBaHHble 06beKTbl, U T. 4. 3HaueHVe 3TOro napameTpa yctaHaBAMBaeT
npeAenbHbIN YpOBEHb MePapXUM BAOXKEHHOCTH, MOC/Ie KOTOPOro 06beKTbl
BHYTPU 06beKTOB He HyayT NpoBepATbLCA.

3HaueHve 0 yKa3blBaeT, UTO BJIOXKEHHbIE 06BEKTbl BYAyT MPOMyLLEeHbI.
3HaueHvie Mo yMONuaHuo: 8.

--ArchiveMaxLevel <Yuc/10> — MaKCUMabHbIA ypOBEHb
BJIOXKEHHOCTM 06bEKTOB NpW NPOBEpKe apXvBOB (. zip, .rar W 4p.), B
KOTOpPble BJIOXEeHbI Apyrne apxuBbl, B KOTOPbIE, B CBOKO OYepe/b, Takxe
MOTYT ObITb BNOXeHbI apXVBbl, U T. A. 3HaYeHWe 3TOro napameTpa
yCTaHaB/IMBaeT Npe/e/ibHblA YPOBEHb MepapXun BAOXKEHHOCTH, Nocne
KOTOPOro apXvBbl BHYTPW apXx1MBOB He ByAyT MpOoBepATbLCS.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHbI.
3HaueHvie Mo ymMoauaHwmo: 8.

--MailMaxLevel <4uc/l0> — MaKCMMabHbIA YPOBEHb BJIOXEHHOCTU
061BbekToB Npu NpoBepke $palrNoB NOUYTOBbLIX NPorpaMm (.pst, . tbb nap.),
B KOTOPble MOTYT ObITb BJIOXeHbI 06BbEKTbI, B KOTOPbIe Takke MOTyT ObITh
BJIOXKeHbI 06BbeKTbI, U T. A. 3HaueHWe 3TOro NnapameTpa ycTaHaBauBaeT
npesenbHbI ypOBEHb MepapXun BAOXKEHHOCTH, NOCAe KOTOPOro 06beKThl
BHYTPM 06 bekTOB He ByayT NPOBepPATLHCA.

3HayeHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYLLEHbI.

3HaueHvie Mo ymMouaHuto: 8.
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--ContainerMaxLevel <4uUC/I0> — MaKCVMaJ/bHbIA YPOBEHb
BJIOXXEHHOCTV 0H6BEKTOB MNPV NPOBepPKe APYrvX TUMOB 0O bEKTOB C
BAOXeHUAMMN (cTpaHuubl HTML, dainbl . jar 1 ap.). 3HaueHWe 3Toro
napameTpa ycTaHaB/AMBaeT NpejebHblil YPOBEHb MEPaPXW BAOXKEHHOCTH,
nocae KOTOporo 06beKTbl BHYTPU 06bEKTOB He ByAyT NPOBEPATLCS.

3HayeHVe 0 yKa3blBaeT, UTO BJIOXeHHble 06bekTbl HyAyT MPOMYyLLEHbI.
3HayeHne No ymMoYaHuIo: 8.

--MaxCompressionRatio <cmeneHb> — MakKCMMaibHO JOMNyCcTUMasn
CTeneHb CkaTvs NPOBePAEMbIX OObEKTOB.

[onxHa ObITb He MeHee 2.
3HauyeHwue No ymonyaHumo: 3000.

--MaxSizeToExtract <YuC/I0> — OrpaHUYeHVe Ha pa3mep daiinos B
apxvBe. Paisbl, pa3mep KOTOPbIX NPEBLILIAET 3HAUEeHMe 3TOro NapameTpa,
6yayT NponyLeHbl Npy NpoBepke. Pa3Mep ykasbiBaeTcs Kak YncIo ¢
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykasaHo, YnCio
VHTEpMNpeTMpYyeTCca Kak pa3mep B Halitax.

3HaueHwue Mo yMoNYaHuIo: (He 3a0aHO).

--HeuristicAnalysis <On|Off> — ucnonb3osatb v 3BPUCTUUECKIIA
aHanu3 npu NpoBepke.

3HauyeHve no yMOAYaHWMO: On.

--Cure <Yes|No> — TpebyeTcs nm AenaTb NMOMbITKA SEeYeHs
06HapyXeHHbIX yrpos.

Ecav ykazaHo No, TO MPOU3BOAWTCS TOJIbKO MHGOPMUpOBaHue 06
0bHapy>KeHHOW yrpose.

3HauyeHve no YMOYaHUKO: No.

--ListCleanItem — BKIOUYATb BbIBOJ CMMCKa YUCTbIX PpaiiioB Mnpwu
npoBepke KOHTelHepa.

--ShellTrace — BK/IHOYUTb BbIBOA AOMNOJHUTENBbHOM OTNaA04YHOM
nHGOopMaLum Npu npoeepke daina.

--Output <nyme k ¢aliny> — pybavpoBaTb BbIBOZ KOMaHZbl B
yKa3aHHbIi Gpain

HasHaueHue: /IH1upmmpoBaTh NpOBEPKY yKa3aHHOro Galina uam katasora
Ha yKa3aHHOM YyAaNeHHOM y3/e, MOAKAHOUMBLLNCE K HEMY Yepe3 SSH nan
Telnet.

PyKOBOACTBO aZMUHWCTpaToOpa

106



A7

-
¢

g
),
A

KomaHnpa

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

| Yrpo3bl, 06Hapy>XeHHble MPU YAaNEHHOM CKaHUPOBaHWUK,
: He ByayT HelTpanu3oBaHbl, Hoaee TOro, oHU He B6yayT

fobaBeHbl B 00U CNMCOK OBHapYXKeHHbIX Yrpos,
BbIBOAWMbIA KOMaHAOW threats.

Bbl MO>eTe ncnonb3oBaTth 3Ty KOMaHAY TO/bKO ANA
06Hapy>KeHWs BPeAOHOCHbIX WM NMOA03PUTENbHbIX
bainoB Ha yaaneHHoOM y3ne. [ina ycTtpaHeHus
O0BHapy>eHHbIX YrpO3 Ha yAaNeHHOM y3/e Heob6XoAMMO
BOCMOJ/Ib30BaTbCA CPEACTBAMM yNpaBaeHws,
npeAoCTaBAAEMbIMWU HEMOCPEACTBEHHO 3TUM Y3/10M.
Hanpumep, ana poytepos, TB-npuctaBok 1 Npoumx
«YMHBIX» YCTPOWCTB Bbl MOXeTe BOCMO/1b30BaTbCA
MexaHM3MOM OHHOBAEHWS NMPOLUVBKY, @ AN1f
BbIUYNCAUTENbHBIX MaLLWH — BbIMOJIHWB NMOAKAOYEHME K
HVM (B TOM uncie — B yAaJeHHOM TePMUHAbHOM
pexxume) 1 NpounsBess COOTBETCTBYHOLLME OMnepaLym B nX
darinoBoit cucteme (yaaneHve uam nepemelleHne dannos
M T. N.) AN 3anycTuB aHTVBMpPYcHoe IO, ycTaHoBeHHOe
Ha HWX.

AprymeHTbl

e <y3esn> — IP-agpec unn JoOMeHHOE MMA y31a, K KOTOPOMY HeobxoAnMo
NOAKNOUNTLCA 1A MPOBEPKM.

e <nyme> — nyTb K Ganny uam Katanory, KOTOPbIA Hy>XKHO NPOBEPUTbL
(BonKeH 6bITb abCONOTHBIM).

Onuun

-1 [--Login] <umsg> — IOTVH (UMs NOJIb30OBaTENS) A/ aBTOPM3aLIMUM
Ha yAaNeHHOM y3/1e Yepes BbibpaHHbIA MPOTOKO.

Ecav ms nonb3oBaTtens He ykasaHo, 6yeT Npoun3BeseHa MombiTka
NOAKNHOUNTLCA K YAANEHHOMY Y37y OT UMEHM MO/b30BaTENS,
3arMycTVBLUEro KOMaHay.

-1 [--Identity] <nyme Kk gpaliny> — daiin 3aKpbITOro katoya Ans
ayTeHTUbUKaLWM yKa3aHHOTO MoJib30BaTeNs Yepes BblbpaHHbIA MPOTOKO.

@ KomaHga remotescan npeAHa3HayeHa Ans

: ckaHupoBaHusa MaplupyTtusatopos SOHO (Small Office /
Home Office). Kntou B dopmate, ncnosnb3yemom no
YMONIYaHMIO YTUANTON ssh-keygen, He NOAAEPKMBAETCS.
[ns npoBepku yaaneHHoro y3na no SSH tpebyetcs karou
B dopmaTe PEM, KOTOPbIN MOXHO CreHepupoBaTh
KOMaHAO:

$ ssh-keygen -t rsa -m PEM -f rsa pem

PyKOBOACTBO aZMUHWCTpaToOpa
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-m [--Method] <SSH|Telnet> — meToz (MPOTOKO) MOAKNOUEHMA K
yAaneHHOMY y37y.

Ecnv meTog He ykasaH, 6yzeT ucnosbzosaH SSH.

-p [--Port] <4ucso> — HOMep MNopTa Ha yAaneHHOM Yy3ae AN
noAgKNKO4YeHnA vyepes Bbl6paHHbIl7I NPOTOKO.

3HaueHWe No ymosyaHuto: MopT Mo yMONUaHWIO A1 BbIGpaHHOTO
npoTtokosa (22 — ans SSH, 23 — ans Telnet).

--UseChannels <4yuc/s0> — 4YMUCIO KaHaNOB nepegayvn AaHHbIX.
3HauyeHve no YMOJIYaHUIO: 5.

--Password <Nnaposb> — Maposib ANs ayTeHTUdUKALMK YKa3aHHOTO
nosib30BaTeNs yepes BbIGPaHHbIA NPOTOKO.

f | E Maposb Nepesaetca B OTKPbITOM BUAE.

--Report <mun> — TN OT4eTa O NPOBEpKe.
Bo3mo>KHble 3HaueHws:
e BRIEF — KpaTKuii OTYeET;
e DEBUG — NoApObHbIl OTYeT;
e JSON — cepwuanunzoBaHHbIN oTueT B popmate JSON.
3HauyeHue No ymMonyaHuo: BRIEF.

--ScanTimeout <uHMepsas spemeHU> — TalM-ayT Ha MPOBEPKY
ofHoro daiina B MUINCEKYHAAX.

3HaueHve 0 yKa3bIiBaeT, YTO BpeMA MPOBEPKN HE OrPaHUNYEHO.
3HauyeHve no ymMoayaHuio: 0.

--PackerMaxLevel <Yuc/i0> — MaKCUMaibHbl yPOBEHb BAOXKEHHOCTU
06DBEKTOB MpU NpoBepKe 3anakoBaHHbIX 06beKkToB. oy 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMbIN KOA, CKaTblVi MPU MOMOLLM
cneumanusnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine 1 ap.). Takne 06bekTbl MOTYT BKIOUaTb Apyrve
3anakoBaHHble 00beKTbl, B COCTaB KOTOPbIX Takxke MOTYT BXOAUTb ApYrue
3anakoBaHHble 06beKTbl, ¥ T. 4. 3HayeHWe 3TOro NnapameTpa ycTaHaBAuBaeT
npeAenbHbI YyPOBEHb MePapXUM BAOXKEHHOCTH, MOCIe KOTOPOro 06beKThl
BHYTPM 06bekTOB He ByayT NPOBepPATLHCA.

3HaueHve 0 yKa3blBaeT, YTO BJIOXKEHHbIE 06BEKTbI BYAYT MPOMyLLEHDI.
3HaueHve Mo ymoauaHwmto: 8.

--ArchiveMaxLevel <yuc/0> — MaKCUMabHbIA ypOBEHb
BJIOXKEHHOCTN 06bEKTOB NPW NPOBEPKE apXMBOB (. zip, . rar W 4p.), B
KOTOPble BJIOXEHbI APYre apxumBbl, B KOTOPble, B CBOK Ouepesb, Takoke
MOTYT ObITb BIOXKEHbI apXVBbl, U T. A. 3HaYeHWe 3TOro napameTpa
yCTaHaB/IMBaET NMpese/ibHbIA YPOBEHb MepapXumn BAOXKEHHOCTY, MOcae
KOTOPOTO apXvBbl BHYTPY apXMBOB He BYAyT MPOBEPSATLCS.

3HayeHVe 0 yka3blBaeT, UTO BJIOXKEHHble 06beKTbl HyAyT MPOMYLLEHbI.
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3HaueHvie Mo ymMouaHmto: 8.

--MailMaxLevel <Yucs0> — MaKCUMabHbIi yPOBEHb BNOXEHHOCTU
06DBEKTOB MpU NpoBepke GaiIoB MOYTOBLIX NporpamMMm (.pst, . tbb 1 ap.),
B KOTOpPble MOTYT HbITb BAOXEHBI 06BEKTbI, B KOTOPbIE Takoke MOTYT ObiTh
BJIOXeHbl 06BbeKTb, U T. A. 3HaueHWe 3TOro napameTpa ycTaHaBAMBaeT
npesenbHbIl ypOBEHb MepapXumn BAOXKEHHOCTH, MOC/Ie KOTOPOro o6beKThl
BHYTPU 0OBbeKTOB He HyayT NPOBepPATLCA.

3HayeHVe 0 yka3bIBaeT, UTO BJIOXKeHHble 06beKTbl HyAyT MPOMYyLLEHbI.
3HayeHue No yMonyaHuio: 8.

--ContainerMaxLevel <4uc/0> — MaKCUMaibHbIA YPOBEHb
BJIOXKEHHOCTV 06BEKTOB MNP NPOBEPKE APYrvX TUMOB OO HEKTOB C
BAOXeHUAMN (cTpaHuubl HTML, dainbl . jar v ap.). 3HaueHWe 3Toro
napameTpa ycTaHaB/iMBaEeT NpejesibHbIN YPOBEHb MEPAPXMUN BIOXKEHHOCTH,
nocae KOTOPOro o6bekTbl BHYTPU 06bEKTOB He ByAyT NPOBEpPATLCS.

3HaueHve 0 yKa3blBaeT, YTO BIOXEHHbIE 06BEKTbI BYAYT MPOMyLLEHbI.
3HaueHvie Mo ymMoauaHwmio: 8.

--MaxCompressionRatio <cmeneHb> — MakCMMalbHO AonycTMasn
CTeMNeHb CKaTus NPOBEPSEMbIX 0HBEKTOB.

JonxHa 6bITb He MeHee 2.
3HaueHvie No ymoauaHuo: 3000.

--MaxSizeToExtract <4uc/l0> — OrpaHuueHve Ha pasmep ¢aiinos B
apxve. Paiinbl, pa3mep KOTOPbIX NPEBLILIAET 3HAUEHMe 3TOro NapameTpa,
6yayT NponyLLeHbl NPy NpoBepke. Pazmep ykasblBaeTCcs Kak UMCIo C
cyddukcom (b, kb, mb, gb). Ecnm Hukakoro cyddukca He ykazaHo, Uncio
VHTEPMPEeTMPYEeTCa Kak pa3mep B Halitax.

3HaueHWe Mo yMoNUaHuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — vncnonb3oBaTh /M 3BPUCTUYECKMIA
aHanu3 npu nposepke.

3HaueHvie Mo ymMoauaHmio: On.
--Exclude <nyme> — MNyTb, UCKJIFOUAEMbIN 13 NPOBepPKU. MoxeT
BKItOYaTb B cebs dalnoByto MacKy (Cogep Kallyto CUMBObI 2 U *, a Takxke

CUMBOJIbHbIE Knaccbl [ 1, [ 1, [~ 1). Myt (B TOM uncie copepkalymm
Macky) fOKeH b6biTb abCONOTHBIM.

Heobsa3aTenbHaa onumsa; MoxeT ObITb yka3aHa 6osiee ogHOro pasa.

--TransferListenAddress <adpec> — ajpec, NpocaywBaeMbli AnA

npvema dainoB, NnepesaBaembix Ha NPOBEPKY YAaNeHHbIM YCTPONCTBOM.
Heobsa3aTenbHaa onumwsa. Ecam He ykasaHa, MCNOAb3yeTca NPOU3BOJIbHbIN
ajpec.

--TransferListenPort <nopm> — NOpT, NPOCAyLIMBaEMbIV ANA

npvema dainos, nepesaBaembix Ha NPOBEPKY YAaJeHHbIM YCTPONCTBOM.

Heobs3aTtenbHas onuma. Ecam He ykasaHa, MCMO/Ib3yeTCa CyYaliHblii
nopr.
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--TransferExternalAddress <adpec> — afpec ANs nepegauv
¢dannoB Ha NPOBeEpPKY, cOObLLaeMbIV yAaNeHHOMY YCTPOWCTBY.

Heobs3aTenbHas onunA. Ecan He yKa3aHa, NCNoab3yeTca 3Ha4veHne
onumm --TransferListenAddress, MO0 UCXOAALLUIA afpec yxe
yCTaHOBﬂeHHOVI ceccun.

--TransferExternalPort <nopm> — MNopT ANs nepegauv ¢ainoB Ha
NpoBepKy, COObLLIaEMbIN YAasieHHOMY YCTPOWCTBY.

Heobs3aTenbHas onuuAa. Ecnn He YKa3aHa, MCNoab3yeTca nopr,
OﬂpeAeﬂeHHblﬁ aBTOMaTn4yeCKn.

--Forcelnteractive — MCMONb30BaTb UHTEPAKTMBHYHO ceccuto SSH
(Tonbko ana meToda noakntoueHus SSH).

HeobszamenvHas onyus.

9.2.3.2. KomaHabl ynipaBsieHMA yrpo3aMu U KapaHTUHOM

[locTynHbl cneaytowie KOMaHAbl yNpaBAeHUA yrpo3aMum U KaPaHTUHOM:

KomaHpga OnucaHue
threats HasHaueHue: BbinosiHUTL ykazaHHOe AelcTBME C OOHapPYXXeHHbIMU paHee
[<Oelicmeue> <0bbekm>]  yrposamu Mo ux uaeHtudmkatopam. TuUn AeiCcTBKs onpeaensaeTcs

yKa3aHHOW onumer KoMaHAbl.

Ecnu pelicTBMe He yka3aHO, TO BbIBECTW Ha 3KpaH MHGopMaLmto 06
OOHapy>XeHHbIX, HO He 06e3BpeXxeHHbIX yrpo3ax. VIHbopmaums ob yrposax
BbIBOAUTCA B COOTBETCTBMMN C GOPMATOM, 3aJaHHbIM HeObs3aTeIbHO
onuneit --Format. Ecam onuns --Format He yKasaHa, TO ANs KaXzaown
Yrpo3bl BbIBOAUTCA Ceayrolas nHdopmaums:

* AEHTUPMKATOP, MPUCBOEHHBIN yrpo3e (MopPsAKOBbLIA HOMEP);
e MOJIHbIV MyTb K UHOULMPOBAHHOMY daiiny;

e vHbOpMaLmsa 06 yrpose (MMs, TR Mo KaaccudmKaLmm KOMIaHUm
«[loktop Beb»);

e vHbOpMauus o daiine: pa3mep, Nosb3oBaTeNb-BaajeNeL, gaTa
nocneAHero V3MeHeHus;

* UCTOPUS AEUCTBUIA C MHOULMPOBAHHBIM daiinom: o6HapyKeHue,
NPUMEHSBLUMECH AEICTBUS U T. M.

AprymeHTbl: Hert.

Oonuun

--Format "<cmpoka ¢popmama>" — BbIBOAUTb UHGOPMaLMIO 06
yrpo3sax B ykasaHHoM popmarte. OnvcaHune ctpokm dopmaTta npueeseHo
HWXKe.
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| Ecnu 3Ta onums ykasaHa COBMECTHO C t0601 13 onumii-
: [leNCTBUIA, OHa UTHOPUPYETCH.

-f [--Follow] — OXwuaaTb NOCTyraeHNs HOBbIX COObLLeHUI 06 yrpo3ax
" BbIBOAUTb UX cpa3y npu noctyrieHnn (CTRL+C npepbiBaeT oxugaHve).

| Ecav 3ta onums ykaszaHa COBMECTHO C N1t0601 13 onumn-
: LEeVICTBUA, OHA UrHOpUpYeTCs.

--Cure <CNUCOK yep03> — BbINOJIHATb MOMNbITKY Ne4YeHNA NepeyncieHHbIX
yrpo3 (naeHtTndurKaTopbl Yrpo3 NepeyuncaatoTcs Yepes 3anaTyro);

--Quarantine <CNUCOK y2p03> — BbINOJHUTL NepemMelleHne B
KapaHTUH NepeYnCaeHHbIX Yrpo3 (MAeHTUUKATOPbI YrpO3 NepeyncasatoTCcs
yepes 3anaTyro);

--Delete <CNUCOK y2p03> — BbIMOJHUTb YAaNeHNEe NepeyUnCaeHHbIX

yrpo3 (MaeHTMbUKaTopbl Yrpo3 NepeumncistoTcs Yepes 3ansTyto);

--Ignore <CNUCOK y2p03> — UFHOPUPOBATb MEPEUNCIEHHbIE YTPO3bl
(MAeHTUOMKATOPbI YTPO3 NEePeUnCNsaoOTC Yepes 3ansTyro).

Ecnm TpebyeTcs npuMeHWTb AelicTBUE KO BCEM OOHapYXKEHHbIM yrpo3am,
BMECTO <CNUCOK y2p03> ykaxute All. Hanpumep, komaHza:

S drweb-ctl threats --Quarantine All

nepemMeLlaeT B KapaHTVH BCE O6Hapy)KEHHbIe 06BbeKTbI C yrposamu.

--Directory <CNUCOK Kamas0208> — BbIBOAWTb TO/NbKO Te Yrpo3bl,
KoTopble Hbliv 06Hapy>xeHbl B hainax B katanorax u3
<cnucka Kamasnozos >.

| Ecam 3Ta onums ykasaHa COBMECTHO C It0601 13 onumii-
: JEeVICTBUIA, OHa UrHopupyeTcs.

HasHaueHue: [puMeHnTb JelicTBUE K yKa3aHHOMY 06BbeKTy, HaxoAsLWweMycs
B KapaHTuHe.

Ecnun pelicTBMe He ykasaHO, TO BbIBECTW Ha 3KpaH MHPOopMaLmto 06
06beKTax, HaXOAALLMXCA B KapaHTUHE, C yKasaHeM UX UAeHTUMKaTOpOB U
KpaTkol nHGopMaumm 06 UCXOZHbIX dalinax, nepemeLLeHHbIX B KapaHTUH.
NHdbopmaups 06 n30a1MpoBaHHbIX 06bekTax BbIBOAUTCA B COOTBETCTBUM C
dopmaToM, 3aZiaHHbIM HeobA3aTeNbHOM onumen —-Format. Ecan onums
--Format He yKa3zaHa, TO ANS KaXAoro M3oAMpoBaHHOTO 0b6bekTa
BbIBOAUTCA cneaytolas uHdopmaums:

e NaeHTMdMKATOP, NPUCBOEHHDBIN M30ANPOBAHHOMY OObEKTY B KapaHTUHE;
® VCXOZHBIV NMyTb K daiiny, NepeMeLL,eHHOMY B KapaHTUH;

e saTa nepemelleHus dalina B KapaHTuH;
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OnucaHue

e vHPopMaLusa o daiine: pasmep, NoNb3oBaTeNb-BAageNEL, JaTa
MOC/eAHErO V3MEHEHWS;

e MHPOpMaLys 06 yrpose (MMs, TN NO K1acCUbUKaLMM KOMMaHWN
«[loktop Beb6»).

AprymeHTbI: Her.

Onuun

--Format "<cmpoka ¢popmama>" — BbIBOAUTb MHPOPMaLMO 06
06beKTax, HaXoAsALLMXCS B KapaHTMHE, B ykazaHHOM dopmate. OnvcaHue
CTPOKM dopMaTa NPUBEAEHO HUXE.

| Ecnv 3ta onums ykasaHa COBMECTHO C Nt0601 13 onumnid-
: JEVICTBUIA, OHa UrHOpUpYeTCs.

-f [--Follow] — OXwvaaTb NOCTYNAEHWNs HOBbIX COOBLLEeHUI 06 yrpo3ax
n BbIBOAUTL WX cpasy npu noctynaeHun (CTRL+C npepbiBaeT oxugaHve).

| Ecnv 31a onumwsa ykasaHa COBMECTHO C Nt0601 13 onumii-
: JEeVICTBUIA, OHa UrHOpUpYeTCs.

-a [--Autonomous] — 3anycTUTb aBTOHOMHbIM 3K3eMMIAP KOMMOHEHTa
npoeepku ¢annos Dr.Web File Checker ans BbINONHEHWs 3aZaHHOTO
[EeNCTBMA C KapaHTMHOM, 3aBepLUVB paboTy KOMMOHEHTa Moc/ie OKOHYaHWs
AenCTBUSA.

OTa onuma MOXeT HbITb NPUMEHEHa COBMECTHO € Nt060M 13 onumi,
yKa3aHHbIX HUXe.

--Discovery [<ChUCOK Kamasno2o8>,] — MPOU3BECTN MOUCK KaTaloroB
KapaHTMHa B yKa3aHHOM Cr1CKe KaTasoros 1 4o6aBuTb WX K
KOHCONMAVPOBaHHOMY KapaHTUHY B caydyae obHapyxeHus. Ecan

<CNUCOK Kamanozo8> He yKasaH, TO NMPOU3BECTM MOUCK KaTaaoros
KapaHTVHa B CTaHAAPTHbIX MecTax paliNoBOMN CUCTEMbI (TOYKM
MOHTVMPOBaHMA TOMOB W JIOMaLLH/e KaTasorn NnoJjib3oBaTtenei).

DTa onums MOXeT ObITb yKa3aHa COBMECTHO He TONIbKO C onupeln —a (—-
Autonomous) (CM. Bbille), HO U C 1060 U3 ONUUN-AENCTBUN,
nepeuncaeHHbIX Hxe. bonee Toro, eciv kKomaHga quarantine
3anyckaeTcs B pexviMe aBTOHOMHOTO 3K3eMnaspa, T. e. C onuuen —a
(-—Autonomous), HO 6€3 onuuMn —-Discovery, TO 3TO PaBHOCWIbHO
BbI3OBY:

quarantine --Autonomous --Discovery

--Delete <o06bekm> — yjanuTb yKasaHHbIA O6BEKT, MOMEeLLeHHbIV B
KapaHTWH.

i E yp,aneHme obbekTa, NnomMeLweHHOTro B KapaHTnH —
2 Heo6pammaﬂ onepaumua.
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OnucaHue

--Restore <06beKmM> — BOCCTaHOBUTb yKa3aHHbII7I 0b6BbeKT 13
KapaHTHa B UCXO4HOE MeCTO.

@ [ns BbINONIHEHWS 3TOrO AEWCTBUS MOXKET NoTpeboBaThCs,

‘ yTobbl drweb-ctl bblna 3anylieHa OT MEeHU
cynepnoJsib3oBaTens (nonb3osatens root). BocctaHoBUTb
dalin 13 KapaHTMHa MOXHO, faxe ecnn OH UHGULMPOBAH.

--Cure <06bekm> — MonbITaTbCs BbIIEUUTb yKa3aHHbII7I 0b6BbeKT B
KapaHTnHe.

@ [axke ecnv 06bekT Hbi YCNELWHO Bbl1EUEH, TO OH BCe

. paBHO OCTaHeTCsA B KapaHTuHe. [lns n3BnedeHns obbekta
M3 KapaHTVHa BOCMOJ/Ib3yMTeCh OMLUMEN BOCCTaHOB/EHMSA
-—-Restore.

--TargetPath <nyme> — BOCCTaHOBUTb OOBEKT M3 KapaHTUHa B
yKazaHHOe MecTo: KakK ¢pai ¢ ykasaHHbIM UMEHEM, ECIN <NYMb> — 3TO
nyTb K $haiay, WanM B yKaszaHHbIN Katanor (eciv <nymes> — 3TO MyTb K
kaTanory). MoxeT 6bITb yKka3aH Kak abCoNtOTHbIV NyTb, TakK U
OTHOCUTENbHBIN (OTHOCKTENBHO TEKYLLEro KaTaaora).

l Onuus NPUMeHAETCA TOJIbKO COBMECTHO C onuyen
° BOCCTaHOBJ/IEHUA ——Restore

B kauecTBe <06bekm> MCMosb3yeTcs uaeHTMdrKaTop ob6bekTa B
KapaHTHe. Ecnn TpebyeTcs NpyvMeHUTL AeicTBre KO BCeM 0bBbekTaMm,
HaXOAALLMMCA B KapaHTVHE, BMECTO <0b6bekm> ykaxute Al1l. Hanpumep,
KOMaHza

$ drweb-ctl quarantine --Restore All --TargetPath test

BOCCTaHaBJIMBAET M3 KapaHTUHa BCe MMeLWnecsa B HEM 06BbeKTbI,
noMeulasa vUx B nogKatanor test, HaXOAﬂLLI,I/IIZCﬂ B TEKyLLEM KaTanore, N3
KOTOPOro 3anylleHa KoMaHaa drweb-ctl.

| Ecan pna BapmnaHta —--Restore All yka3aHa
‘ AonoJiHUTeIbHaA onuma —--TargetPath, TO OHa JOJKHa

3afaBathb MyTb K KaTanory, a He K Gainy.
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Mapkep
s{n}

s{t}

${ctime}

% {owner}

KomnoHeHTbl Dr.Web Server Security Suite

Ecnn B Hactpoiikax SplDer Guard ans NSS an1s HEKOTOPOro Tvna yrpo3 ykasaHo AencTeve
QUARANTINE, TO NPX BOCCTaHOBJEHWUM YrpO3bl 3TOFO TWMNa 13 kapaHTnHa Ha ToM NSS npwu
MOMOLLM KOMaHAbl quarantine, OHa ByseT CHOBa He3aMeAAUTENbHO NepemeLleHa B
KapaHTWH. HanpumMep, HaCcTPOVKM MO YMOYaHUIO:

NSS.OnKnownVirus = CURE
NSS.OnIncurable = QUARANTINE

MOMELLLALOT BCe Hemsneunmble 06bekTbl B KapaHTWH. [o3ToMy, Npy BOCCTaHOBAEHWN
Hev3euMoro ob6bekTa M3 kKapaHTMHa Ha Tom NSS npu NomoLm KOMaHabl quarantine,
OH OyZeT CHOBa He3aMeJIMTe/IbHO NMepeMELLLEH B KapaHTUH.

®dopmaTUpoOBaHHbIN BbIBOA, AAaHHbIX AnA koMmaHy threats m
quarantine

dopmar BbiBOAA 3ajaeTca CTPOKoW GopmMaTa, ykazaHHOM B Ka4ecTBe aprymeHTa
HeobA3aTeNbHON onunm —-Format. CTpoka ¢popmaTta 0653aTenbHO yKa3biBaeTCA B KaBblyKaXx.
Crpoka popmata MOXKeT BKNtOUaTb B cebs Kak 06bIUHbIe CUMBOJIbI (BYAYT BbiBEAEHbI Ha 3KpPaH
«KaK eCcTb»), Tak ¥ Cneunann3npoBaHHble MapKkepbl, KOTOpblie NP BbiBOAE 6yAyT 3aMeHeHbl
Ha COOTBETCTBYHOLLYO MHGOPpMaLWmto. loCTyrnHbI creayrolme MapKkepsbi:

1. Obwme ans KOMaHA threats U quarantine:

OnucaHue
MNepeBog cTpoKM

Tabynauys

${threat_name} Nms 06Hapy>keHHOM yrpo3bl Mo Kiaccudurkaumm KoMnaHum «Joktop Be6»

5{threat_type} Tun yrposbl («known virus» n 1. 4.) No knaccupmrkaumm kKoMmnaHum «Jokrop

Be6»
{size} Pa3mep ncxoaHoro darina
${origin} MosHOE UMS UCXOAHOTO daiiia ¢ nyTem
s{path} CUHOHMM % {origin}

[Jata/Bpemsa moandvkaumm ucxogHoro daina B popmate "%Y-%b-%d %H:%M:
%S" (Hanpumep, "2018-Jul-20 15:58:01")

s{timestamp} To xe, uTo N 3 {ctime}, HO B dopmaTe BpeMeHun Unix timestamp

Monb3oBaTenb-BRajeel, UCXOLHOTO daiina

${rowner} YpaaneHHbl nosib3oBaTeb-BAajeneL, ucxogHoro danna (eciv He NPUMEHUMO

NN 3Ha4YeHne HEN3BECTHO — 3aMEHAETCA Ha ?)
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MAT
&:

2. Cneunduryeckne ana KOMaHabl threats:

Mapkep OnucaHue
5{hid} NaeHTndrkaTop 3anmcn 06 yrpose B peectpe UCTOpUM COBbITUIA, CBA3aHHBIX C YTPO30WA
s{tid} NaeHtndrkaTtop yrposbl

s{htime} [laTa/Bpems cobbITUsA, CBA3AaHHOTO C YrpO30i
s{app} NaeHntnorkatop komnoHeHta Dr.Web Server Security Suite, o6paboTaBLuero yrposy

S{event} TlocneaHee cobbiTve, CBA3aHHOE C YrpO30i:

e FOUND — yrpo3a bbiia o6HapyxeHa;

e CURE — yrpo3sa 6blaa BblieyeHa;

e QUARANTINE — ain ¢ yrpo3oii 6bin nepemMelleH B KapaHTuH;
e DELETE — ¢aiin C yrpo3oi bbin yaaneH;

e IGNORE — yrpo3a 6bl1a NpouUrHopupoBaHa;

e RECAPTURED — yrpo3a 6bi1a ob6Hapy>eHa ApyruM KOMMOHEHTOM

s{err} TekcT coobuieHns 06 owmbke (ecan OLNOKN HET — 3aMEHSETCA Ha NYCTyH0 CTPOKY)

3. Cneunouryeckme ana KOMaHAbl quarantine:

Mapkep OnwucaHue

5{qid} NaeHTudrKaTop 06BbEKTa B KapaHTVHe

s{gtime} [aTa/Bpems nepemelleHrs obbekTa B KapaHTUH

${curetime} [JaTta/Bpemsa nonbITKM NeyeHns 06bekTa, NepeMeLLeHHOro B KapaHTUH (eCin He

NPVMEHNMO WM 3HaUeHVe HEU3BECTHO — 3aMeHAEeTCs Ha ?)

S{cureres} Pe3yanaT MomMbITKW IeYeHns obbekTa, nepemMeLLeHHOro B KapaHTUH:

e cured — yrpo3a Bbl1€Y€EHa;

e not cured — yrposa He BblieveHa MO0 MOMbITOK NeUYeHVs He
NPOU3BOANNOCH

Mpumep

$ drweb-ctl quarantine --Format "{%{n} %{origin}: %${threat name} - %${gtime}%
{n}}"
[laHHas KOMaHJa BbiBeAeT COAEPXKMMOe KapaHTMHa B BUAE 3aNnCeN CnesyroLlero Buaa:

{
<nyme k gpaliny>: <ums yeposvi> - <dama nepemeujeHus 8 KapaHmMuH>

}
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9.2.3.3. KomaHabl ynpaBsieHns KoHpurypaumemn

[ocTynHbI Cneayrolme KOMaHAbl ynpaBaeHNsa KOHPUrypaumnen:

Komanpa OnucaHue
cfset HasHaueHume: /13MeHUTb aKTVBHOE 3HaYeHVe yKa3aHHOro
<cekyus> .<ndpamemp> <3HadeHue>  napameTpa Tekyliein koHburypaumm Dr.Web Server Security
Suite.
AprymeHTbI

o <cekyus> — VMs CeKUMM KOHdUrypaumoHHoro daiina, B
KOTOPOW HaxoAWTCS U3MeHseMblli MapameTp. Ob6s3aTeNbHbIl
aprymeHr.

e <napamemp> — VMl UI3MEHAEMOrO MapameTpa.
Obsa3aTtenbHbI aprymMmeHT.

e <3Ha4yeHue> — HOBOE 3HaueHve napameTpa. O6sa3aTeNbHbI
aprymeHr.

@ [ns 3apaHnA 3HaueHUa napamMeTpoB Bceraa

ncrnonb3yetca dopmat
<cekyua>.<napamemp > <3HaqeHue>, 3HaK
NPUCBavBaHNA = He UCMONb3YeTCA.

Ecnv Bbl XOTWTE 3ajaTb HECKObKO 3HaUYEHNN
napamMeTpa, TO Hy>HO NMOBTOPUTb BbI3OB
KOMaHZbl cfset CTONbKO pa3, CKONbKO
3HaYeHWn NnapameTpa Bbl XOTUTE J06aBUTb.
Mpw 3TOM An1a AobHaBieHVs HOBOTO 3HaueHus
B CMUCOK 3HAaYEHUI NapameTpa HeOH6XoANUMO
MCMOb30BaTb OMUMIO —a (CM. HKXKe). Henb3s
yKa3blBaTb B KauecTBe aprymeHTa
nocnesoBaTeNbHOCTb

<napamemp> <3HadeHue 1>, <3Ha4yeHue 2>,
TaK KakK CTpoka "<3HauyeHue 1>, <3Ha4yeHue 2>"
OyAeT cunMTaThCs eAMHbIM 3HaYEHNEM
napameTtpa <napamemp>.

OnvcaHve koHbUrypaumoHHoro daina

AocCTynHO B pa3gene [Npunoxerue [

KoHdurypaumoHHbii dann Dr.Web Server
Security Suite, a Takke B AOKyMeHTaLym

man 5 drweb.ini.

Onuumn

-a [--Add] — He 3aMeHsTb Tekylllee 3HaYeHe napameTpa, a
806aBUTb yKazaHHOE 3HaUeHWe B CMIMCOK 3HaYeHWii NnapameTpa
(ZOMYyCTUMO TONBKO A/ MAapaMeTpPOoB, KOTOPbIe MOTYT UMeTb
CMNCOK 3HaueHu). Takoke 3Ty onNuuo Heo6X0AMMO
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[ <cekyus>| .

<napamemp>1 ]
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OnucaHue

Mcnonb3oBaTb ANA AO6aBﬂeHI/IFI HOBbIX TPYyMn napamMeTpoB C
TEerom.

—e [--Erase] — He 3aMeHsATb TeKylllee 3Ha4eHne
napamMeTpa, a yaaantb yKazaHHOe 3HayeHne 13 ero Crvcka
(4ONyCTUMO TONbKO AAS NapaMeTpOB, KOTOPblE UMEROT CNNCOK
3HaYEHUN).

-r [--Reset] — cbpocutb NapamMeTp B 3HaUeHWe Mo
YMOJIUaHWIO. <3HayeHUe> B 3TOM C/lydae B KOMaHAe He
yKa3blBaeTCs, a eC/IM yKazaHO — UrHOPUPYeETCS.

OI'ILI,I/IVI He ABAsAOTCA 06A3aTeNbHbIMU. ECan oHM He YKa3aHbl, TO
TeKyliee 3HavyeHune napamMeTpa (B TOM umcne cnncok 3HaLIEHI/II7I)
3aMeHAETCA Ha yKa3aHHO€E 3Ha4eHune.

[na cexumii, onucbIBatoLWNX MHAMBUAYabHbIE NapamMeTpbl TOUeK
noAktoYeHus komnoHeHta Dr.Web ClamD v pasgensembix
kaTanoros ans MoHutopa SplDer Guard ans SMB, npumeHeHue
OnNuUUM —r NPVBOAWT K 3aMeHe 3HaueHus napameTpa B
VHAVIBUAYaNbHON CEKLMN Ha 3HaYeHVe, yKasaHHoe y
COOTBETCTBYIOLLLEIO «POAUTENLCKOrO» NapameTpa B CeKLum
HacTpoeK KOMMOHeHTa.

Ecnn TpebyeTcs fo6aBUTb HOBYHO TOUKY MOAKIOYEHWNs <point>
ans Dr.Web ClamD wan cekumro napameTtpos Ans
paszensemoro katasora Samba ¢ Terom <tag>, BbINOAHUTE
KOoMaHay

cfset ClamD.Endpoint.<point> -a
HanpvmMep:

cfset ClamD.Endpoint.pointl -a

cfset SmbSpider.Share.<tag> -a
Hanpvmep:

cfset SmbSpider.Share.AccountingFiles -a

@ [ns BbINONHEHNSA 3TOW KOMaHAbI TpebyeTcs,

yTo6bl drweb-ctl Oblna 3anyLieHa OT UMEeHN
cynepnoab3oBaTens (nonb3osatens root). Mpwn
HeoBX0AUMOCTU UCMONb3YITE KOMaHAbl su
min sudo.

HasHaueHue: BbiBeCTU Ha 3KpaH NnapameTpbl TekyLLei
kKoHburypaumm Dr.Web Server Security Suite.

[nsa BbiIBOZa NapameTpOB MO YMOJYaHUIO UCMOJb3yeTcs
dopmart <cekyus>.<napamemp> = <3Ha4deHue>. Cekuum 1
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OnucaHue

napamMeTpbl He YCTAHOBJIEHHbIX KOMIMOHEHTOB MO YMOJIHaHNKO He
BbIBOAATCA.

AprymeHTbI

o <Ccekyus> — VMsl CeKLMM KOHdUrypaLmoHHOTo daiina,
napamMeTpbl KOTOPOU HYXHO BbIBECTU Ha 3KPaH.
Heob6s3aTenbHbl aprymeHT. ECin He ykasaH, TO Ha aKpaH
BbIBOAATCA MapameTpbl BCEX CEKUMIA KOHOUrypaLMOHHOTO
danna.

e <napamemp> — UMs BbIBOAVMMOTO NMapametpa.
Heob6s3aTtenbHblii aprymeHT. Ecin He ykasaH, BbIBOAATCA BCe
napameTpbl ykazaHHOM CeKLyK, B MPOTVBHOM Cayyae
BbIBOAMWTCA TO/bKO 3TOT napameTp. Ecav ykasaH 6e3 nmenm
CeKkuumn, TO BbIBOAATCA BCE BXOXAEHUA 3TOrO NapamMeTpa BO
BCe CEeKUMM KOHdUrypaumoHHoro daina.

Onuun

--Uncut — BbIBECTM Ha 3KpaH BCe MapaMeTpbl KOHGUrypauumy,
a He TOJIbKO Te, KOTOpPble UCMOJIb3YHTCS TEKYLLM
YCTaHOBJ/IEHHBIM HABOPOM KOMMOHEHTOB. Ec/in He ykasaHo, TO
BbIBOAATCA TOJIbKO Te MapaMeTpbl, KOTOPbIE UCMOJb3YHOTCS
UMEIOLLMMUCS KOMMOHEHTaMMU.

—--Changed — BbIBECTM TOJIbKO T€ MapaMeTpbl, 3HaUEHWs
KOTOPbIX OT/IMYALOTCA OT 3HAUEHWIA MO YMOJUAHUIO.

--Ini — BbIBECTM 3HAaYeHUsA NapameTpoB B popmaTe danna
.ini: cHayana B OTAE/IbHOWN CTPOKE BLIBOAWUTCA UMS CEKLMN,
3aK1r0YeHHOe B KBagpaTHble ckobKK, mocae yero napameTpsi,
npvHagnexallyye cekum, NepeyncnsatoTca B Buge nap
<napamemp> = <3Ha4yeHue> (MO OAHOMY B CTPOKE).

--Value — BbIBECTU TO/NbKO 3HAaUYEHWE YKa3aHHOTO
napameTpa. B aTom cnyyae aprymeHT <napamemp >
obAzaTeneH.

HasHaueHume: Mepe3zarpy3unts koHburypaumo Dr.Web Server
Security Suite.

Mpwv 3TOM AeMOH ynpasaeHua koHourypaumen Dr.Web ConfigD
BbINOJHAET CeAyroLLmne feiCTBYA:

e repeunTbiBaeT KOHOUIYPaLWIO N paccbiiaeT ee N3MeHeHus
Bcem KoMnoHeHTam Dr.Web Server Security Suite;
e nepeoTkpbiBaeT XypHan Dr.Web Server Security Suite;

e 3anyckaeT KOMMOHEHTbI, MCMO/b3YHoLLiNe BUPYCHble 6a3bl
(BKItOYAS aHTMBUPYCHOE AA4PO);

® [bITAa€TCA 3anyCTUTb KOMIMOHEHTHI, pa60Ta KOTOPbIX bbina
HeLWTaTHO 3aBepLUeHa.

AprymeHTbl: HerT.
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Onuun: Het

9.2.3.4. PaclumpeHHble KOMaHAbI
B sTom pasgene

e KomaHabl ynpaBneHuns obHoBieHVeM 1 PaboTou B pexxnmMe LIeHTPaAN30BaHHOW 3aUINTbI
e lHbopMaLUMOHHble KOMaHAbI

9.2.3.4.1. KomaHabl ynpaBneHns obHoBneHnem n paborou B
peXxMme U eHTpPa/In30BaHHOMN 3alUThI

[locTynHbI Cnepytolime KOMaHAbl ynpaBieHs o6HOBAEHNEM N pabOTON B pexnme
LEeHTPaNM30BaHHOW 3alUMThI:

KomaHnpa OnucaHue

update HasHaueHnue: VHUmMmMpoBaTh NpoLecc 0OHOBAEHNS aHTUBUPYCHBIX
KOMMOHEHTOB (BMPYCHbIX 6a@3, aHTUBUPYCHOTO fApa U NPouvX, B
3aBVCMMOCTM OT MOCTaBKW) C CepBepOB OOHOBAEHWI KOMMaHWK «JOKTOp
Beb», npepBaTh y>Ke 3anyLueHHbIVi NpoLecc OOHOBAEHWS UAN OTKaTUTb
pe3ynbTaThbl NOCNeAHero 06HOBIEHNS, BOCCTAaHOBMB Npe/blayLie BepCum
06HOBNEHHBIX painoB.

Suite paboTaeT nog ynpas/ieHNeM cepBepa
LiEHTPaA130BaHHOW 3aLLUTbI.

G KomaHga He nmeet addexTa, ecnm Dr.Web Server Security

AprymeHTbl: Hert.

Onuun

—--Stop — npepBaThb yXe UayLwmnii NpoLecc 06HOBAEHNS.

--Rollback — OTKaTUTb NnocaeaHee o6HOBAEHME U BOCCTAHOBUTb
nocnesHVe CoxpaHeHHble KoM 0OHOBAEHHbIX GaitnoB.

-—From <nyme> — BbIMNOJIHNTb ob6bHOBNEHVE U3 YKa3aHHOro Katasora 6e3
NOAKNHOYEHUA K MHTEPHETY.

—--Path <nyme> — COXpPaHWTb B YKa3aHHbIl kaTanor ¢paiibl, KOTOpble
6yayT UCNonb30BaTbCa ANA O6HOBAEHUA 6e3 MOAKNOUYEHNS K UHTEPHETY.
Ecan B 3TOT KaTanor yxe 6binn 3arpy>keHsl Gpaiiibl, TO OHW ByAyT

06HOB/EHBI.
esconnect HasHaueHue: Moakntounts Dr.Web Server Security Suite k ykazaHHOMY
<cepgep> [ : <nopm>] cepBepy LeHTpann3oBaHHOM 3awutbl. O pexuvmax paboTbl CM. B pasgene

Pexxnmbl paboTbl.

PyKOBOACTBO aZMUHWCTpaToOpa
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AprymeHTbI

o <cepsep> — IP-agpec wiv Ums y3ia B CETU, HAa KOTOPOM pacroJiaraercs
cepBep LieHTpasM30BaHHOM 3almTbl. O6s3aTeNbHbIA apryMeHT.

e <nopm> — HOMep MopTa, NCMONb3yEMOrO CEPBEPOM
LeHTpaAn30BaHHOW 3aLwuTbl. Heobs3aTelbHbIV apryMeHT, yka3biBaeTcs
TOJIbKO B C/lyYae, ecv CepBep LeHTPanM30BaHHOW 3aLluTbl UCMONb3YeT
HeCTaHAapTHbIV NOPT.

Oonuun

--Certificate <nyme> — nyTb Kk daiiny ceptudukaTa cepeepa
LEHTPaIM30BaHHOM 3aLLUUTbl, K KOTOPOMY MPOU3BOAUTCS MOAKIHOUEHVE.

--Login <I/D> — norvH (naeHTMdukaTop paboyen ctaHLmW) Ans
NOAKNOUEHWSA K CepBeEpPY LIEHTPaNN30BaHHOM 3aLLUThI.

--Password <napo/ib> — Naposb AN NOAKNOUYEHNA K CepBepy
LieHTPaIM30BaHHOM 3aLLuThI.

--Compress <On|Off> — NpuHyAUTENBHO UHMLMMPOBATL CXKaTue
nepefasaeMbIX AaHHbIX (On) Wan 3anpetutb ero (Off). Ecam onuma He
yKa3aHa, UCMo/ib30BaHMe CkaTus onpesenseTcs CepBepoOM.

—-—Encrypt <On|Off> — NpuHyguTeNbHO UHALMMPOBATL LWNPPOBaHME
nepefaBaeMbIx gaHHbIX (On) wan 3anpetutb ero (Off). Ecam onuma He
yKasaHa, Ucrnoab3oBaHve WwWudpoBaHNa onpeaensierca CepBepoM.

--Newbie — NOAKIIOUNTLCA KaK «HOBUYOK» (MONYUNTb HOBYHO YUYETHYHO
3anncb Ha cepeepe).

--Group <ID> — naeHTMdUKaTop rpynmnbl Ha cepsepe, B KOTOPYHO
cnepyeT NOMeCTUTb pabouyro CTaHLMIO MPW NOAKIHOYeHUN. YKa3biBaeTcs
TO/IbKO COBMECTHO C onupeit ——Password.

--Rate <ID> — vaeHTUdUKaTOP TapUPHOW rpynmbl, KOTOPYHO CiesyeT
NpVYMeHUTb K paboyein CTaHUMM NpY ee BKIKOUYEHMN B TPYMMY Ha cepBepe
LeHTPaNnN30BaHHOM 3aLLuTbl. YKa3blBaeTCs TONbKO COBMECTHO C OnuMen ——
Group.

--CfgFile <nyme> — MOAKIOUUTLCA K CEPBEPY LiEHTPaAN30BaHHOM
3aLUWTbl, UCMONb3YA KOHPUIYpaLMOHHBIM Gaiin ¢ HaCTPOMKaMmN COeAUHEHMS.

| [Ansl BbINONHEHUS 3TOW KOMaHZb! TpebyeTcs, UTo6 bl
: drweb-ctl 6blia 3anyLeHa OT MeHU

cynepnosab3oBaTens (nonb3oBatens root). Mpwn
Heo6X0ANMMOCTN UCMONb3YNTE KOMaHAbl su UAn sudo.

HasnaueHnue: OTitountb Dr.Web Server Security Suite oT cepBepa
Ll.eHTpaﬂI/IBOBaHHOI\/’I 3alnTbl 1 NnepeBecTn ero B aBTOHOMHbIN pexum
paboTbl.

PyKOBOACTBO aZMUHWCTpaToOpa
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KomaHza He nmeet adpdekTa, ecnm Dr.Web Server Security
: Suite y>ke paboTaeT B aBTOHOMHOM pexuMe.

AprymeHTbl: HerT.

Onuuu: Her.

| [Ans BbINONHEHUS 3TOW KOMaHZbl TpebyeTcs, UTo6 bl
: drweb-ctl 6blna 3anyLeHa OT UMeHU

Cynepnosab3oBaTtens (nosb3osatens root). MNpw
HeO6XOANMOCTN UCMONb3YNTEe KOMaHAbl su UAKn sudo.

9.2.3.4.2. N"udopmaLMOHHbIE KOMaHAbI

ﬂ'OCTyI'IHbI cnepgyrouime I/IHCI)OpMaLI,I/IOHHbIe KOMaHAbl:

KomaHnpa OnucaHue

appinfo HasHaueHume: BoiBecTvt Ha 3kpaH MHPopmMaLmto 0 paboTatoLmx
komnoHeHTax Dr.Web Server Security Suite.

[nsa Ka>gaoro 3anyLieHHOro KOMMOHEHTa BbIBOAMUTCS CaeytoLuas
MHGOpMaLuA:

e BHyTpPeHHee NMS;

e yaeHtndukatop npouecca GNU/Linux (PID);

e COCTOSIHMe (3aMyLleH, OCTaHOBJEH W T. M.);

e KO oWwnbKY, ecnn paboTa KOMMOHEHTA 3aBepLUeHa BCIeACTBUE
owmnbKY;

® NONONHUTE/IbHAA I/IHq)OpMaLI,I/IFI (OI'IU|I/IOHaﬂbHO);

[ns pemoHa ynpasaeHuns koHourypauven (drweb-configd) B
KayecTBe JOMOJHUTENIbHOW MHDOPMAaLWMN BbIBOAATCS:

e repeyeHb YCTaHOBJ/IEHHbIX KOMMOHeHTOB — Installed;

e nepeyeHb KOMMOHEHTOB, 3aMycK KOTOPbIX AOJKEH ObITh
obecneueH geMoHoM — Should run.

AprymeHTbl: Hert.

Onuuu

-f [--Follow] — OXuaaTb NOCTYNIEHMs HOBbIX COOOLLEHU 06
M3MEHEHWW COCTOSHUA MOZyAel 1 BbIBOAUTb UX Ha 3KpaH cpasy npw
noctyrieHun (CTRL+C npepbiBaeT oxugaHve)

baseinfo HasHaueHue: BbiBeCTU Ha 3KpaH MHGOpMaLWo O Tekylle Bepcum
aHTVMBUPYCHOTO fApa U COCTOSIHWM BUPYCHBIX 6a3.

PyKOBOACTBO aZMUHWCTpaToOpa
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BoiBoAUTCA Cneaytoltas MHGOpMaLma:

® Bepcua aHTMBMPYCHOTO A/pPa;

e /aTa 1 BpeMs BbiMycka MCMoJb3yeMblX BUPYCHbIX 6as;
e UMCNO AOCTYMHbIX 3amucelt 06 yrposax;

® MOMEHT NOC/IeAHEro ycrnewHoro ob6HoBAEHNA BUPYCHbIX 6a3 1
aHTUBMPYCHOTO A4Pa;

® MOMEHT caegyroLlero 3anjiaHMpoBaHHOIoO aBToMaTn4eCckoro

OBHOBJIEHMS.

AprymeHTbl: Her.

Onuun

-1 [--List] — BbIBECTM NOJHbIN CMINCOK 3arpy>KeHHbIX $palinos
BUPYCHbIX 6a3 AaHHbIX U YNCNO 3anmceit 06 yrpo3ax B KaxkaoMm
danine

HasHaueHume: MpocmoTpeTs cobbitna Dr.Web Server Security Suite.
Kpome 3TOro, KOMaHz4a No3BONAET BbINOJIHUTL yrpaBaeHne
cobbITUAMU (OTMeTKa KaK «MpOYUTaHHbIE>, yp,aneHl/le).

AprymeHTbl: Her.

Onuun

--Report <mun> — TWM oT4YeTa O COBLITUAX.
Bo3MOXHble 3HaueHus:
e BRIEF — KpaTKuli OTYET,;
e DEBUG — nogpobHbIl OTYeT;
e JSON — cepvann3oBaHHbIn oTyeT B popmate JSON.

-f [--Follow] — OXwvAaTb MOCTYM/I€HWS HOBbIX COObITUN U
BbIBOAWTb VX Ha 3KpaH cpasy npu noctynaexHmnn (Haxatme CTRL+C
npepbiBaeT oXuaaHue).

—--ShowSeen — MoKa3aTb Takxke W yXe NpoYnTaHHble COObITUS;

-s [--Since] <dama, spemsa> — noka3blBaTb COObITHSA,
npowusoLllejlie He paHee yka3aHHOrO MOMEHTa BPeMEHM
(<dama, spems> yka3biBaeTca B dopmaTte "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <dama, epems> — nokasbiBaTb COObITUSA,
npousowejuine He nosgHee ykasaHHOro MOMeHTa BpeMeHU
(<dama, spems> ykasbiBaeTcsa B popmaTte "YYYY-MM-DD

hh:mm:ss").

-t [--Types] <Cnucok munog> — Moka3blBaTb COObLITUS TO/IbKO
nepeyUnCcaeHHbIX TUMOB (TUMbl COBLITUI NepPeUnCNfOTCA Yepes
3anaTyto).

PyKOBOACTBO aZMUHWCTpaToOpa
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[JocTtyneH cneaytolmin Tun cobbITui:
UnexpectedAppTermination — HeEOXUJaHHOEe 3aBepLleHne
paboTbl KaKOro-1Mbo KOMMOHEHTa.

[Ans BbIBOZA COBBITUIA BCEX TUMOB UCMOAb3YITe Al1.

—--Show <CNUCcok cobbimuli> — BbIBECTU Ha 3KpaH NepeuncieHHble
Cob6bITMA (MAEHTUPUKATOPLI COBBITUIA NepeuncnsatoTca Yepes
3anaTyro);

--Delete <CNUCOK cOBbIMUU> — yAANUTb NMepeUncieHHble
cobbiTs (MaeHTUPUKATOPbI COBBITUI NepeUncaftoTca Yepes
3anaTyto);

--MarkAsSeen <Cnucok cobbimuli> — OTMETUTb NepeudnCcIeHHble
CobbITUA KaK «MPOYUTaHHbIe» (MAEHTUPUKATOPBI COBLITUR
nepeyvncnatoTca Yepes 3anaTyto).

Ecnn Tpe6yeTc;| OTMETUTb KaK «MPOYUTaHHbIE» WUIWN YAANUTb BCE
COBbITMA, BMECTO <CNUCOK cobbimuli> ykaxute A11. Hanpumep,
KoMaHaa

$ drweb-ctl events --MarkAsSeen All

OTMETUT KaK «MPOYnUTaHHbIE» BCE UMEH L MeCa cobbITns

HaszHaueHue: ChopmupoBaTb oTyeT 0 cobbiTnax Dr.Web Server
Security Suite B Buge ctpanuupl HTML (Teno cTpaHuLpl BbIBOAWUTCA B
yKa3aHHbIA parin).

AprymeHThbl

<mun> — TN COBbITUI, AN KOTOPLIX GOpPMUPYeTCs OTUET
(yka3blBaeTcs oauH TUM). BO3MOXKHbIE 3HaUEHMst CM. B OMUCaHUM
onuumn —-Types KoMarabl events. O6sa3aTeNbHbIA apryMeHT.

Onuun

-0 [--Output] <nyme K ¢alily> — COXpaHUTb OTYET B
yKkasaHHbIV daiin. ObszatesbHas onums.

-s [--Since] <dama, spemsa> — BKIKOUYUTb B OTYET COObLITUS,
npowusoLllejlie He paHee yka3aHHOrO MOMEHTa BPeMEHM
(<dama, spems> yka3biBaeTca B dopmaTte "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <@ama, epeMs> — BKIOUUTb B OTUET COObITHS,
npousoLlealne He No3jHee ykasaHHOrO MOMeHTa BPeMEHH
(<dama, spems> ykasbiBaeTcsa B popmaTte "YYYY-MM-DD
hh:mm:ss").

--TemplateDir <nyme kK kamasnozy> — MyTb K KaTanory, B
KOTOPOM HaxogaTcs arnbl wabnoHos HTML-cTpaHuLbl oTyeTa.

Onumm -s, —u U ——-TemplateDir ABAAOTCA HEOOSA3aTENbHBIMU.

HasHaueHue: BbiBecT Ha 3kpaH MHGopMaLmo 06 akTVBHOM
JINLEH3UWY, NONYUNTb JEMOHCTPALMOHHYHO MLEH3UKO WA NMOAYUUTb

PyKOBOACTBO aZMUHWCTpaToOpa
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KntoueBor Gain A y>ke 3aperncTpMpoBaHHOM AULEH3UN
(HanpuMep, Ha calTe KOMMaHWK).

Ecav He ykazaHa HM O4Ha OMLUys, TO BbIBOAWTCS CledyroLias
MHbOpPMaLWsa (eCAU UCMONb3YeTCH NNLEH3Us ANS aBTOHOMHOTO
pexuma paboTbi):

® HOMEP NnUeH3nKn,
® JaTa N BpeMA OKOHYaHUA AeVICTBVIFI JINLEH3NW.

Ecan MCNoab3yeTca JIMLUEH3NA, BblAaHHAaA CepBepoOM
LI,EHTpafII/IBOBaHHOl‘;I 3amnTbl (,ﬂ,flﬂ pa6OTbI B pexnme
LI,EHTpaﬂVIBOBaHHOlz 3awmnTbl NN B MOBWIbHOM pexmme),
BbIBOAUTCA COOTBETCTBYHOLLIAA VIHq)OpMaLI,I/Iﬂ.

AprymeHTbi: HerT.

Onuun

--GetDemo — 3aMpoOCUTb AEMOHCTPALMOHHbIV KNHOY CPOKOM Ha
MecsL, ¥ MOJYUYNUTb €ro, eC/IN HE HapyLUEHbl YCIOBUSA MOYYeHWs!
JAEMOHCTPALMOHHOTO Nepurosa.

--GetRegistered <cepuliHbili HOMEP> — MONYUUTb
JNIVLEH3NOHHBIV KNtoueBOM daiin 418 yKa3aHHOTO CepUiHOro
HOMepa, eCn He HapyLLeHbl YCNOBKA NONYYEHUS HOBOFO
kntoyeBoro daina (HanpuMep, NpPorpaMma He HaxoAuUTCA B
pexume LeHTPaan30BaHHOM 3aLuThl, KOTAa NULEH3MeR ynpasaseT
cepBep LEeHTPaan30BaHHOM 3aLLunThl).

--NetworkTimeout <uHMep8as epemeHuU> — TaliM-ayT B
MWIIMCEKYHAAX Ha CeTeBble onepaLmn Npu UCMoJib30BaHUM
KOMaHzbl 1icense. Vicnonb3yeTtcs 48 NpoOAOXKEHNS aKTMBaLMM B
cnyyae BpeMeHHoro obpbiBa coeanHeHus. Ecnm ob6opBaHHoe
ceTeBOe CoefVHeHWe ByaeT BOCCTaHOBAEHO 0 UCTEYEHWs TaliM-
ayTa, TO aKkTvBaums OyaeT npogosxkeHa. Ecam ykasaH 0, To TaiM-
ayTa Her.

3HayeHwe no ymMmoayaHuto: 0.

--Proxy http://<umsa none3zosamens>: <napo/v>@<adpec
cepsepa> : <HOMep NopmMa> — NONYYUTb JNLEH3NOHHBINA KIHOY
yepes NPoKCU-cepeep (UCMoNb3yeTcs TONIbKO COBMECTHO C OAHOW
13 NpeaplayLLnx onumii — —-GetDemo UAN —-GetRegistered).

Ecau cepuliHbili HOMep He sA8/15emcs cepuliHbIM HOMEPOM
0eMOoHCMpayuoHHo20 nepuoda, Mo oH 0oskeH bbimeb
npedsapumesibHO 3apeaucmpuposaH Ha catime KOMNAHUU.

MoapobHee o nuLeH3MpoBaHUM Npoayktos Dr.Web cm. pa3gen
JlnueHsnposatve.

PyKOBOACTBO aZMUHWCTpaToOpa
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| Ans pernctpauym cepuiHoro Homepa u Ans
: NOJIyYeHVs EMOHCTPALMOHHOTO nepuoja

Tpe6yeTc;1 HaJinyme noagkNnr4YeHna K MHTEPHETY.

HasHaueHue: BbiBecTV B KOHCO/Ib (MOTOK stdout) nocneaHne 3anmcu
XypHana Dr.Web Server Security Suite (aHanornuHo KkomaHze
tail).

AprymeHTbi: Hert.

Oonuun

-s [--Size] <YUC/IO> — UWCNO MOCAEAHMX 3aM1Cel XypHana,
KOTOpble HY>XHO BbIBECTU Ha 3KPaH.

-c [--Components] <CchUcCok KOMNOHEHMOo8> — CMNCOK
NaeHTUGUKaTOPOB KOMMOHEHTOB, 3aM1CK KOTOPbIX BYAyT BbiIBEAEHbI.
Yka3sbiBatoTcs yepes npoben. Ecnm napameTtp He ykasaH, BbIBOAATCS
BCe JOCTYyMnHble NociefHNe 3anncK, OTnpaB/ieHHble B XXypHan
N06bIM 13 KOMMOHEHTOB.

AKTyaJ'IbeIe VIAeHTVIq)VIKaTOpr YCTaHOBJIEHHbIX KOMIMOHEHTOB
(1. e. BHyTPEeHHME MMEHa KOMMOHEHTOB, BbIBOAUMbIE B )KypHaJ'I)
Bbl MOXKeTe Y3HaTb, UCNOb3YyA KOMaHAy appinfo.

-f [--Follow] — 0oXuaaTb NOCTYI/IEHNS HOBbIX 3amnu1cen B
>KYPHaa 1 BbIBOAUTL VX Ha 3KPaH cpasy Npu NocTyrieHnn (HaxaTne
CTRL+C npepbiBaeT oxvigaHve).

@ [Ans BbINONHEHUS 3TOW KOMaHZbl TpebyeTcs,

yTobbl drweb-ctl Oblna 3anyLieHa OT UMeHN
cynepnonb3oBaTens (06blYHO MOAb30BaTENS rOOt).
Mpu HeOH6XOAMMOCTN NCMONb3YiATE KOMaHZAbI su
nan sudo.

Ha3HaueHume: BbiBeCTU Ha 3KpaH CTaTUCTVKY PaboTbl KOMMOHEHTOB,
obpabatbiBatoLux darnbl, MO0 areHTa CeTEBON NPOBEPKM AaHHbIX
Dr.Web Network Checker (HaxxaTne CTRL+C munn Q npepbiBaet
oTObpakeHve CTaTUCTUKN).

B ctatncTMKe 0TO6 pa>aeTtca:

® Msi KOMMOHEHTA, VHULWMPOBABLLErO NPOBepKy Gaiios;

PID kommnoHeHTa;

e ycpesHeHHOe KonnuecTBo daiinos, obpabaTbiBaeMbIx B CEKYHAY
3a MOC/IEAHIOI0 MUHYTY, 5 MUHYT, 15 MUHYT;

® MPOLEHT NCMOJ/Ib30BaHKA Kella NpOoBepPeHHbIX $palinos;
e CpejHee KOMMYECTBO OLIMOOK MPOBEPKM B CEKYHAY.

[ns areHTa pacnpegeneHHoOM NPOBEPKN Ha 3KPaH BbIBOAUTCA:

PyKOBOACTBO aZMUHWCTpaToOpa
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e MepeyeHb N0KaNbHbIX KINEHTOB, UHULMMPOBABLL WX
CKaHMpPOBaHWe;

e nepeyeHb yAaneHHbIX y3/10B, KOTOPbIM NepeaaHbl Gaiibl Ha
CKaHMpOBaHve;

e repedeHb yaaeHHbIX Y310B, OT KOTOPbIX MOJyYeHbl (I)al‘/llﬂbl Ha
CKaHMpoBaHue.

[ns nokanbHbIX KIVEHTOB areHTa pacnpeseneHHON NpoBepKy
ykasbiBaeTcs uMs 1 PID, a 4ns yaaneHHbIXx — aApec 1 nopT y3na.

ﬂ,}'lﬂ Ka>aoro KjineHTta, Kak JJOKaJbHOTO, TakK U yaaneHHOTo
BbIBOAUTCA:

e CpefiHee 3a CeKyHAy KOMYeCTBO NMPOBepPeHHbIX Galios;

e CpejHee 3a CeKyHAY KOIMYECTBO MepesaHHbIX U MOJYYEHHbIX
6anT;

e CpefaHee 3a CEKYHAY KOJIMYECTBO OLINBOK.

AprymeHTbl: HeT.

Onuun

-n [--Netcheck] — BbIBECTU Ha 3KpaH CTaTUCTUKY paboTbl
areHTa CeTeBOW NPOBEPKM JaHHbIX

9.2.4. NMNpnmepbl UCNO/Ib30BaHUA

B sTom paspene

e [IpoBepka 06bEKTOB
o [1pocCTble KOMaHAbl NPOBEPKU

o [IpoBepka GalrinoB, 0TO6PaHHbBIX O KPUTEPUAM
o [IpoBepka AONONHUTENbHbIX O6BEKTOB

e YnpasneHuve KoHbUrypaumemn

° YHpaBneHme yrpo3amMu
o I'Ipleep pa60TbI B peXXnmMe aBTOHOMHOIO 3K3eMMNJIApa

MNMpoBepka ob6bvekTOB

MNMpocTblie KOMaHAbI NPOBEPKMU

1.

$ drweb-ctl scan /home

BbiNnosHWTL NpoBepKy KaTanora /home € NapaMeTpaMu MO yMOAYaHUIO:

2. BbIMonHUTL NpoBepKy cnuncka nyten K Garinam, nepeuncieHHsiM B parine daily scan
(no ogHOMYy nyTK B cTpoke dainna):

PyKOBOACTBO aZMUHWCTpaToOpa
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$ drweb-ctl scan --stdin < daily_scan
3. BbIinosHUTL NnpoBepky 3arpy30t-|H0|7| 3anncn Ha AMCKOBOM yCTpO[/JICTBe sda:
$ drweb-ctl bootscan /dev/sda

4. BblNOAHNTL NpPoBepPKyYy 3anyweHHbIX MPOoLUECCOB:

$ drweb-ctl procscan

MNMpoBepka ¢ainsioB, 0TO6paHHbIX NO KPUTEPUAM

B Hu>xenpuBeaeHHbIX NpuMepax aia GopMmnpoBaHus Bbibopku Gannos, MoanexaLlimx
NpoBepKe, UCMOb3yeTcs pe3ynbTaT paboTbl yTuanTbl £ind. [oayyeHHbIN NnepeveHb GanioB
nepejgaeTtca kKoMmaHje drweb-ctl scan C NapaMeTpoM —--stdin MamM —-stdinO.

1. BbINOAHUTbL NPOBepKy cnncka GannoB, BO3BPALLEHHbIX YTUAUTON find, N pa3feNeHHbIX
cumBoaom NUL (\0):

$ find -print0 | drweb-ctl scan --stdin0

N

MpoBepuTb BCe dalinbl BCEX KaTaAoros, HauMHas C KOPHEBOTO, HAXOAALUMXCA Ha OAHOM
pa3gene GannoBOWN CUCTEMBI:

$ find / -xdev -type f | drweb-ctl scan --stdin

w

MpoBepunTb BCce dpaiabl BCeX KaTasoroB, Ha4MHas C KOPHEBOTO, KpOMe
davnoB /var/log/messages U /var/log/syslog:

$ find / -type f ! -path /var/log/messages ! -path /var/log/syslog | drweb-ctl scan
--stdin

&

MpoBepunTb BO BCEX KaTasiorax, HauMHas ¢ KOpHeBOoro, Ganibl, NpUHagiexalyme
nosib30BaTeNto root:

$ find / -type f -user root | drweb-ctl scan --stdin

5. TpoBepuTb BO BCEX KaTasiorax, HauUMHas ¢ KOPHEBOro, Galinbl, NpUHaAIexXallme
nonb3oBaTtensm root n admin:
$ find / -type f \( -user root -o -user admin \) | drweb-ctl scan --stdin

6. lNpoBepuTb BO BCEX KaTanorax, HauUMHas ¢ KopHeBoro, danbl, NpUHagaexalmne

nonb3oBatenam c UID n3 ananasoHa 1000-1005:

$ find / -type f -uid +999 -uid -1006 | drweb-ctl scan --stdin

~

npOBepVITb q)al7|f|b| BO BCeX KaTaJiorax, Ha4ynmHaa C KOPHEBOINo, HO HaxXo4ALWNXCA HE bonee
4eM Ha NATOM YpOBHE BAOXEHHOCTN OTHOCUTEJ/IbHO KOPHEBOTO KaTaaora:

$ find / -maxdepth 5 -type f | drweb-ctl scan --stdin

o

npOBepVITb c|>a|7u1b| B KOPHEBOM KaTasiore, He 3aXxo4Aa BO BJIOXKEHHbIE KaTa/l0orn:

$ find / -maxdepth 1 -type f | drweb-ctl scan --stdin

©o

MpoBepnTb daisibl BO BCEX KaTanorax, HauMHas ¢ KOPHEBOTO, MPW 3TOM CeA0BaTh MO
BCTPEYatoLLMMCSH CUMBONNYECKUM CCbIIKAM:

$ find -L / -type f | drweb-ctl scan --stdin
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10. npOBepVITb q)al7|f|b| BO BCEX KaTaJiorax, Ha4ynmHaa C KOpPHEBOIo, Npn 3TOM He CiejoBaTb No
BCTpedarwmnmca CMMBONNYECKNM CCbIJTIKaM:

$ find -P / -type f | drweb-ctl scan --stdin

11. MpoBepunTb BO BCEX KaTanorax, HauMHasa ¢ KOpHeBOro, Gannbl, CO34aHHbIe HE MO3Xe, YeM
1 masa 2017 roaa:

$ find / -type f -newermt 2017-05-01 | drweb-ctl scan --stdin

NMpoBepka AONONAHNTENIbHBIX 06bEKTOB

MNMpoBepka 06beKTOB KaTanora /tmp Ha yaaneHHoM y3ne 192.768.0.1 npn NOAKIHOYEHNM K
HeMmy uepe3 SSH kak nonb3oBaTenb user C NapoaeM passw:

S drweb-ctl remotescan 192.168.0.1 /tmp --Login user --Password passw

YnpaBneHune koHpurypaumemn

1. BbIBECTM Ha 3KpaH MHPOPMaLMIO O 3anyLLeHHbIX kKomnoHeHTax Dr.Web Server Security
Suite:

$ drweb-ctl appinfo
2. BbiBectn Ha JKpaH BCe NMapaMeTpbl N3 Cekunmn [Root]:

$ drweb-ctl cfshow Root

3. 3ajaTb 3HayeHMe No And napameTpa Start B cekumm [LinuxSpider] (3TO NpuBeseT K
OoCTaHOBKe paboTbl MOHUTOpa dannosBon cuctemsl SplDer Guard):

# drweb-ctl cfset LinuxSpider.Start No

[ns 310r0 TPEbyroTCA MOHOMOUMA Cynepnoab3oBaTtens. [Ipymep BbI30Ba 3TOM Xe
KOMaHZAbl C NCMONb30BaHNEM sudo AN BPEMEHHOTrO NMOBbIWEHNSA MOJHOMOUMNA:

$ sudo drweb-ctl cfset LinuxSpider.Start No

4. BbINONHWUTBL NPUHYANTENBHOE OOHOBNEHNE aHTUBMPYCHbIX KOMNOHeHTOB Dr.Web Server
Security Suite:

$ drweb-ctl update
5. BbIMOAHUTL Nepesarpysky KOHOUrypauum ana komnoHeHToB Dr.\Web Server Security Suite:

# drweb-ctl reload

[Ans 310rO TPEbYHOTCA NOJIHOMOUMS Cyrneprnosib3oBaTens. [pMMep Bbi30Ba 3TOM Xe
KOMaHZbl C UICMO/Ib30BaHNEM sudo ANS1 BPEMEHHOIO MOBbIWEHWS MOJHOMOUNIA:

$ sudo drweb-ctl reload

6. Moaknrounte Dr.Web Server Security Suite k cepBepy LLeHTpaM30BaHHOW 3aLUMThI,
paboTarowlemy Ha y3ne 7192.168.0.1, npu ycnoBumu, Uto cepTmdukaT cepBepa pacrnonaraercs
B panne /home/user/cscert.pem

$ drweb-ctl esconnect 192.168.0.1 —--Certificate /home/user/cscert.pem

7. MNoakntounTtb Dr.Web Server Security Suite k cepBepy LLeHTpaNM30BaHHOW 3aLWNThI,
ncnonb3ya Gann HacTpoek NOAKNOYEeHNs install.cfg:
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$ drweb-ctl esconnect --CfgFile <nyme k ¢paliny install.cfg>
8. Otkntoumtb Dr.Web Server Security Suite oT cepBepa LeHTpPaM30BaHHOW 3alUMThI:

# drweb-ctl esdisconnect

ﬂ,l'lﬂ 3TOoro Tpe6y+0Tcn NOAHOMOUYMA Cynepnonb3oBaTeENA. I'Ipvuwep Bbl30Ba 3TOM Xe
KOMaHA bl C NCNONb30BaHNEM SudOAﬂﬂBpeMeHHOFOHOBbHUGHMﬂHOﬂHOMOHMW

$ sudo drweb-ctl esdisconnect

9. MpocMoTpeTb NOC/eAHME 3aNNCK, BHECEHHbIE KOMMOHEHTaMWN drweb-update U drweb-
configd B >ypHan Dr.Web Server Security Suite:

# drweb-ctl log -c Update ConfigD

YnpaBneHue yrpo3amu
1. BblBeCTM Ha 3kpaH MHPOpMaLnto 06 0bHapy>XKeHHbIX yrpo3ax:

S drweb-ctl threats

2. Mepemectntb BCe daibl, cogepKalime Heobe3BpeXEHHbIE YTPO3bl, B KAPAHTUH:
$ drweb-ctl threats --Quarantine All

3. BbiBecT Ha 3KpaH cnNUCcoK GanioB, NepemMeLLeHHbIX B KAPaHTUH:
$ drweb-ctl quarantine

4. BocctaHOBUTL BCe dalinibl 3 KapaHTMHa:

$ drweb-ctl quarantine --Restore All

Mpumep paboTbl B pe)kmme aBTOHOMHOIO 3K3emMnaspa
MpoBepunTb Galinbl n 06paboTaTh KAPAHTUH B PeXMME aBTOHOMHOIO 3K3eMnasApa:

$ drweb-ctl scan /home/user -a —--OnKnownVirus=QUARANTINE
$ drweb-ctl quarantine -a --Delete All

MNepBas kOMaHza NpoBepuT Gainbl B KaTasore /home/user B pexkMuMe aBTOHOMHOTO
ak3emnaspa, n Gannbl, cogep>kalume N3BEeCTHbIe Yrpo3bl, HyAyT MOMeLLEHbl B KAPaHTUH.
Btopas komaHaa obpaboTaeT cogepxmMmoe KapaHTrHa (Takxke B pexXrvMe aBTOHOMHOTO
3K3emMnaspa) U yaanuT Bce cojepKalumecs B HeM 06beKTbl.

9.2.5. MapameTpbl KOHPUTYpaLnu

Y1unuta ynpaBneHus ns komaHgHon ctpoku DrWeb Ctl He nmeeT cob6cTBEHHON cekLmn
napamMeTpoB B 06beAnHEHHOM KoHburypaumoHHom danne Dr.Web Server Security Suite.
YTnavta ncnonb3yeTt napameTpsbl, yka3aHHble B cekun [Root].
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9.3. Be6-uHtepdeiic ynpasneHna Dr.Web

B atom pasgene

e HasHaueHue

e CncremHeble TpeboBaHuns Beb-uHTepdenica
e [locTtyn K ynpaBaeHuto Yyepes Beb-nHTepdenc

e [NaBHOE MEHH

HasHaueHue

Be6-nHTepderic ynpaBneHna Dr.Web Server Security Suite no3BonseT BbINOAHATL CaeayroLme
JEencTBus:

e NpocMaTpuBaTb cOCToAHNEe KoMmnoHeHTOB Dr.Web Server Security Suite, 3anyckaTb u
oCTaHaBAMBaTb PaboTy HEKOTOPbIX U3 HUX;

e MPOCMAaTPMBaThL COCTOAHME OOHOBAEHWNI W 3aMyckaTb OOHOBNEHME BPYYHYHO MpU
HeobxoanmMoCTy;

e MPOCMaTPMBaTb COCTOAHME NNLEH3UN N 3arPy>KaTb JNLEH3NOHHbIW KNHOY NpK
HEeobXoAMMOCTH;

e NpocMaTpuBaTb NepeyveHb 06HAPYXKEHHbIX YrPO3 M YNpaBasaTb COAEPXKUMbIM KapaHTUHa
(oTOBpaxkatoTca TONbKO Yrpo3bl, OBHapY>KeHHble B Galinax AokaabHOW GaioBOM CUCTEMBI
kommnoHeHToM Dr.Web File Checker);

e BbIMONHATb PejakTMpoBaHMe HacTpoek komnoHeHToB Dr.Web Server Security Suite;

e noakntoyatb Dr.Web Server Security Suite kK cepBepy LleHTpanM30BaHHOW 3aLyTbl AN
nepeBoANTb €ro B aBTOHOMHbI pexxuM paboTbl;

e 3anyckaTb NPOBEPKY JIOKaNbHbIX PpaiioB No TpeboBaHUIO (B TOM UMcCie NepeTackMBaHUEM
MX Ha CTpaHMLy, OTKPbITYytO B Hpay3epe).

CuctemHble TpeboBaHuA Beb6-nHTepdenca
KoppekTHas paboTa Beb-nHTepdenica ynpaBaeHUs rapaHTMpyeTcs B Cieaytolmx bpaysepax:

e Microsoft Internet Explorer Bepcuun 11 1 6onee nosgHen;
e Mozilla Firefox Bepcumn 25 1 6onee nosgHen;

e Google Chrome Bepcum 30 1 6onee nosgHen.

AocTyn K ynpaBaeHuto yepes Beb-uHtepdeunc

Ans poctyna Kk Beb6-nHTepdency HeobxoaMMO B agpecHOn cTpoke bpay3epa BBECTU aspec
BMAA:

https://<xocm_drweb>:<nopm>/
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rae <xocm_drweb> — IP-agpec unm nms y3na, Ha kotopom pabotaet Dr.Web Server Security
Suite, B cocTaBe KOTOpPOro dyHKuMoHUpyeT cepBep Beb-nHTepdenca DrWeb HTTPD, a
<nopm> — NOPT Ha 3TOM y3.e, npocnywmnsaembin Dr.Web HTTPD. ins goctyna K
komnoHeHTam Dr.Web Server Security Suite, paboTatoLiero Ha n10kaJbHOM Yy3/e, JOCTaTOUYHO
ncnonb3osatb IP-agpec 127.0.0.1 nam uma localhost. [Npu HacTporikax NO YMOAYaHUIO
MCNO/Ib3yeTcs NopT 4443.

Takum obpasom, ans focTyna kK Beb-nHTepdency Ha 1okaabHOM KOMMbIOTepe Npu
HaCTpoMKax Mo yMONYaHUO HEOHXOAMMO BBECTU ajpec:

https://127.0.0.1:4443/

B cnyuae ycnewHoro nogkaroueHns K cepepy ynpaBaeHUsa Ha 3KpaHe NosaBUTCA CTapToBas
CTpaHuLa, cogepkallasa popmy ayTeHTUdMKaLmK. [Ing fOCTyna K ynpaBieHuo Heob6xoanmo
NPOWTN ayTeHTUdMKaLMIO, BBEAA B COOTBETCTBYHOLME MOA GOPMbl IOTUH M Maposib
nosb3oBatens, obaagaroLiero agMMHUCTPATUBHBIMW NMOJTHOMOUYMAMMW Ha Y3/€e, Ha KOTOPOM
dyHkumoHunpyet Dr.Web Server Security Suite.

Mpn HeOBXOAMMOCTM Bbl MOXeTe obecneunTb aBTOpU3aLMio Ha Beb-nHTepdelice No
JIMYHOMY cepTUdMKaTy noab3oBaTens. Jnsa 3Toro:

1. Co3panTe NMNYHbBIA cepTUdMKAT, MOAMMUCAHHBIN CepTUPMKATOM YAOCTOBEPAIOLLErO LIeHTpa.

2. IMnopTupyinTe NoANMCcaHHbIN cepTUdMKAT B KayecTBe yA0CTOBepAtoLLero ceptudukaTa
nonb3oBaTess B bpay3ep, Yepes KOTOPbIN OCYLLECTBASAETCA NOAKIOUEHWE K BED-
WHTepdency ynpaBneHus.

3. B Hactpovikax komnoHeHTa Dr\Web HTTPD (napameTtp AdminSs1CA) yKaxuTe nyTb K
banny ceptndurkaTta yaoCToBepArOLEro LeHTpa, KOTOPbIM MOAMMCAH Ball NYHbIN
ceptnomkar.

Mpw aBTOpM3aLmMK Ha Beb-UHTepdelice NO IMUHOMY cepTUdMKaTy Nosb3oBaTens popma
aBTOPU3aLMKN He NMOoKa3biBAaeTCs Npu Hauane paboTbl ¢ BeO-MHTepdencom, a nosb3oBaTeb
aBTOPU3YeTCA KakK No/ib30BaTeNb root.

Mpn HeobxoanmMocTn obpaTtntech K MHPopmaumn B pasgene [punoxenve /1. leHepauma
ceptneukartos SSL.

FnaBHOE MeHIo

B neBou vactm cTpaHuy, Beb6-nHTepderica ynpaBaeHMs, OTKPbIBAFOLLMXCA NOC/Ie YCMEeLWwHOoro
NPOXOXAEHMA ayTeHTUDUKALMM, PACNONOXEHO FMaBHOE MEHHD, COCTOSALLEE U3 CeAYHOLLNX
MYHKTOB:

e NNaBHas — OTKPbIBAET [N1IaBHYIO CTPAHULLY, HA KOTOPOM OTOGpaXkaeTcs nepeyeHb
yCTaHOBJ/IeHHbIX KOMMoHeHTOB Dr.Web Server Security Suite n nx coctosHue.

¢ ¥rpo3bl — OTKpPbIBaeT CTPaHMLYy, 0TObpakatoLLyto BCe Yrpo3bl, OBHapy>KeHHbIE Ha CepBepe.
B 3TOM pa3zenie Bbl MOXeTe OCYLLECTBAATh YripaBieHNe OOHapy>XeHHbIMUW yrpo3amu, B TOM

PyKOBOACTBO aZMUHWCTpaToOpa

131



g
),
A

@

KomnoHeHTbl Dr.Web Server Security Suite

yncne, nepemMellatb HGULMpPOBaHHbIE OO6bEKTbI B KAPaHTUH, OCYLLECTBAATL MOBTOPHYHO
NPOBEpPKyY, NeveHne nau yaaneHne BpefoHOCHbIX OO beKTOB.

e HacrpoWkm — oTKpbiBaeT CTpaHuLy yrnpaB/ieHMa HacTporikaMmu KomnoHeHToB Dr.Web
Server Security Suite, ycTaHOB/NIEHHbIX Ha cepBepe.

¢ NHdopmauma — oTKpbiBaeT CTpaHuMLYy NPOCMOTpPa KpaTkoh MHPopmaumnm o Bepcun Beb-
nHTepdenca n CoOCTOAHNM BUPYCHbIX Ba3.

e CnpaBKa — OTKpbIBaeT B HOBOW BKIaAke bpay3epa crnpasky no npoaykram Dr.Web ans
Unix.

e MpoBepuTb ¢aiin — nokasbiBaeT NaHe b ONepaTMBHON NpoBepKkn halinos, koTopas byaer
AOCTyrNHa NoBepx t06oN cTpaHuLbl Beb-UHTepderica 4O MOMEHTa 3aKpbITUs NaHenu.

e BbiiAiTM — 3aBepLuaeT ceaHc paboTbl TeKyLLEero Noab30oBaTens ¢ Beb-nHTeppencom
ynpasieHunsa (HeAOCTyNMHO, eCIM UCMOJb3yeTCA aBTOpM3aLma No AMYHOMY cepTudukaTty
nosib3oBaTens).

9.3.1. YnpaBneHue KOMMNOHEHTaMM

MpocMOTp NepeyuHs KOMMOHEHTOB, BXxoAsLwmMx B coctaB Dr.Web Server Security Suite, u
yrnpaBsieHve nx paboTon ocyLLecTBAAOTCA Ha CTpaHuLue FTnaBHas.

Otobpaxxaemble kKoMNoHeHTbl Dr.Web Server Security Suite pa3geneHbl Ha aBe yacTu:
OCHOBHbIE, BbIMOJIHAOLLME OOHapy>XeHMe Yyrpo3, U CePBUCHbIe, 0becneurBatoLLme
KoppekTHyto paboty Dr.Web Server Security Suite B uesom. [NepeyeHb OCHOBHbIX
KOMMOHEHTOB (3aBUCUT OT NOCTaBKM) OTOOpa>kaeTcs B BUAe TabauLbl, paCcnoONOXEHHOW B
BEPXHEN YacTu cTpaHumLbl. s KaXA0ro KOMNOHEHTa yKa3blBaeTCA:

1. HasBaHme. HaxxmuTe Ha3BaHWe, YTOObI nepe|7|TV| K CTpaHMLle HaCTPOEK KOMMOHEHTa.

2. CocrosHue. COCTOSAHME, B KOTOPOM HaXOAMUTCA KOMMOHEHT, UANKOCTPUPYETCs
nepekaroyaTeENEM 1 TEKCTOBOWM MOAMMCHID, OTOBpaatoLLen Tekyllee COCTOSHME, B KOTOPOM
OH HaxoAWTCsA. YTo6bl 3aMyCTUTb KOMMOHEHT UM NPUOCTAHOBUTL €ro PaboTy, HaxXMuTe
nepekatoyaTenb. BO3MOXHbIe COCTOAHMSA NepektovaTens:

KOMMNOHEHT OTKOUEH 1 He MCnonb3yeTcA.

B |  KoMMoHeHT BK/IHOUEH 1 KOPPEKTHO (GyHKLMOHMPYET.
[0 | KoMnoHeHT BKAtOUEH, HO He GYHKLMOHMPYET BCAGACTBME MPOM3OLLEALIEN OWMBKN.

Ecnv B paboTe KOMMOHEHTa Npou3oLwia ownbKa, BMECTO COCTOSHUS BbIBOANTCS

R o
cooblueHmne 06 owmnbke. Haxmute '/, utobbl OTKPLITH BCM/bIBAIOLLEE OKHO C NOAPOBHOV
nHdopMaLmel o NpounsoLleawen ownbke n pekoMeHAaUUAMHU Mo ee YCTPaHEHWIO.

3. Harpyska. CpesHee uncno ¢painnos, 06paboTaHHbIX KOMMOHEHTOM 3a CEKYHJY B TeueHue
nocnesHe MUHYTbI, 5 MUHYT, 15 MUHYT (TpW Yncna, pa3seneHHbIX KOCON YepTon).

4. Owwmnbkn. CpegHee UMCa0 OLWIMBOK 3a CEKYHAY, MPOMN30LLIeALLIMX B paboTe KOMMOHEHTa B
TeueHne nocnegHen MUHyTbI, 5 MUHYT, 15 MUHYT (TPK uMcna, pasgeneHHbIX KOCOM YepTOW).
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HaBeaunTe ykaszaTenb Ha -/, 4TO6bI MOAYUYNTb BCMJIbIBALOLLYHO NMOACKA3KY.

Moa Tabavuen OCHOBHbIX KOMMOHEHTOB B BMAe Habopa NANTOK NepeuncnatoTca CepBUCHbIE
komnoHeHTbl Dr.Web Server Security Suite (Takne kak Dr.Web Scanning Engine, Dr.Web File
Checker n ap.). lns HMX Takxke yKa3blBatOTCA COCTOAHWE U CTaTUCTUKa UX paboTbl. HaxxmuTe
Ha3BaHVe KOMMOHEeHTa, YTOObl OTKPbITb CTPaHWULY ero HacTpoek. Kak npaBuo, 3tu
KOMMOHEHTbI 3aMyCcKatoTCA 1 3aBepLUAtOTCA aBTOMATUYeCKW, Mo Mepe HeobxoanumocTu. Ecan
KaKoM-NMbHO 13 HUX MOXKET BbITb 3aMyLLEH MAN OCTaHOBJ/IEH MONb30BaTeNIEM BPYYUHYHO, TO,
KpOMe Ha3BaHWA 1 CTaTUCTMKM PaboTbl, B MANTKE CEPBUCHOrO KOMMOHEHTa AOCTYrMeH
BblK/ItOYaTENb ANA YIPaBAEHUS ero 3anyckoMm.

B HU>KHEW YacTu CTpaHMLbl YKa3bliBaeTCs MHPOPMaLMSA O BUPYCHbIX 6a3ax U NMLLEH3VUN.
KHomnka O6HOBUTb NO3BO/SET HavaTb NPUHYANTEbHOE OBHOBAEHME BUPYCHbIX 6a3, a KHOMKa
Mpoanutb (M1 AKTUBUPOBaTb INLLEH3UIO, B 3aBUCMMOCTU OT TEKYLLLEro COCTOAHMUSA
NNUEH3MN) — NPOANNTb AN aKTUBUPOBATb NNLIEH3UIO MyTEM 3arpy3Kkun Ha cepBep
AencTBytoLero kntoueBoro danna, noaxoaswero ana Dr.Web Server Security Suite.

9.3.2. YnpaBneHue yrposamm

O630p nepeuHa 06HapPY>XEHHbIX YTPO3 U ypaBieHMe UMW OCYLLLECTBASIOTCA Ha CTPaHULe
Yrposbl.

Ha 3Tol cTpaHuue NpMBOAUTCA MOJHBIN NEpPeYeHb Yrpo3, 06HapY>KeHHbIX KOMMOHEHTaMM
Dr.Web Server Security Suite, BBINOAHAKOLWUMY MOHUTOPUHT 1 NpoBepKy GalrioBON CUCTEMBI.
B BepxHeW YacTu CTpaHuULbl pacnosiaraeTcsl MeH, No3BoAstoWwee OTGUALTPOBATL YrPO3bl NO
KaTeropusam:

e Bce — 0106paznThb B cnmcke Bce 0H6Hapy>KeHHbIe yrpo3bl (B TOM UMC/e aKTUBHbIE U Te,
KOTOpble OblAN MOMELLEHbI B KAPaHTUH);

e AKTMBHbIe — OTOOpPa3nTb B CMIMCKE TOIbKO aKTUBHbIE YrPO3bl, T. €. Takne, KoTopble Obin
obHapy>KeHbl, HO BCE ellle He HeMTpaan3oBaHbl;

¢ 3abnokupoBaHHble — 0TO6pPa3nTb B CMNCKE Yrpo3bl, KOTOPble He HEUTPAAN30BaHbI, HO
dannbl, cogepxkatyme nx, 6bian 3ab610KMpPoBaHbI A8 JOCTyNa Noab3oBaTesne (akTyanbHO
TONbKO Ans GanNoBbIX XpaHUAUL, KOHTpoanpyeMbix SplDer Guard ans SMB);

¢ B kapaHTUHe — 0TOOpa3unTb B CMIMCKE YrpO3bl, MePEMELLEHHbIE B KAPAHTUH;
e OWM6KU — 0TOOPa3nTL B CMNCKE YrPO3bl, NPY NOMbITKe 06paboTkn KOTOPbLIX Npoun3oLLna

oLwmnbka.

CnpaBa OT Ha3BaHWA KaX>/A0OW KaTeropmmn B MeHto oTobpaxkaeTca UMCIOo, NOKa3biBatoLLee
KONMYeCcTBO OOHapy>XXeHHbIX Yrpo3, COOTBETCTBYIOLUMX AAaHHOW KaTteropuun. [ina otobpaxeHus
B CMUCKe yrpo3 TpebyeMon KaTeropnmn HaxkmumTe ee Ha3BaHWE B MEHHO.

B cnucke yrpo3 ana kaxaou yrpo3bl BbIBOAMTCA Caeytowas nHGopmaums:

e Maiin — nmMAa Panina, cogepkallero BpejOHOCHbIN 06bekT (MyTb K haniny He ykasbliBaeTcs);

e Bnageneu — nms nNosib3oBaTens, ABAAIOLLErOCa BAagebLeM daiina, Coaep>Kallero yrposy;
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¢ KOMMOHEeHT — 1MsA KOMMOHEeHTa, 06Hapy>XXMBLUErO Yrposy;
¢ ¥rposa — 1Ms BpeAOHOCHOro o6bekTa, 0bHapy>eHHOro B daine, no knaccubmkaumm
KomnaHun «[Joktop Beb».

[ns obbekTa, BbIAENEHHOrO B CAMNCKE, CMpaBa OT CMUCKa BbIBOAMTCA NOApPObHas
nHopmauma:

® 1M# yrpo3bl (BbIBOANTCS B BUAE CCbIIKKW, MPU HaXaTUn KOTOPOK B HOBOW BKIazKe bpay3epa
OTKpbIBaeTCcs cTpaHuua BupycHoun 6ubanotekn Dr.Web ¢ onvcaHvem yrpossbl);

e pasmep darina B HanTax;

® M5 KOMMOHEHTa, OOHapPYXXMBLLEFO Yrpo3y;

e faTa N Bpems 0BbHapyXeHWs yrposbl;

e flaTa 1 BpeMs NoCAeHEero n3MeHeHusa garina;

e MSA NMoJsib30BaTeNA-BAaenbLa Gaiina ¢ yrpo3on;

® M# rpynnbl, KOTOPOW MNPUHAANEXUT NONb30BaTeNb-BAAAENEL;

® IMSA yAaNeHHOTrO NMoJib30oBaTeNd, NOMecTMBLIEro Gann B xpaHuauiLe (aktyasbHO TONbKO ANS
bannoBbIX XpaHuauL, KoHTpoaupyemsbix SplDer Guard gns SMB);

e naeHTMdMKaTOP Paisa Cc yrpo3or B KapaHTHe, ecan Gaitn yxke Hbla MOMeLLEH B KapaHTUH;
e MOAHbIV NYTb K daliny B UCXOA4HOM MecTe (TaM, r4ae B HeM 6bina obHapy>KeHa yrposa).
YT10ObI BbIAENINTE OOBEKT B CMINCKE, HAXKMMTE COOTBETCTBYHOLLYIO CTPOKY CnMcKa. YTobbl
BblAe/IMTb 6onee 04HOro 0bbekTa, yCTaHOBUTE GaxKM B CTPOKAX BblAeNsieMbiX 06 bEKTOB.
YT10ObI 33 OAWH pa3 BbIAENNTb BCE OOBEKTbI MW CHATb BblAeNEHME CO BCeX 06bEKTOB B

CrnCKe, YCTaHOBUTE UAN CHUMUKTE GIaXKOK, PacroNOXeHHbIV B nosie Pain B 3aroioske
crmncka yrpos.

Ana npuMeHeHns AeNCTBUA K 06BbeKTaM, BbleNeHHbIM B CMMCKE Yrpo3, HE0BX0AMMO HaxaTb
COOTBETCTBYHOLLYO KHOMKY Ha NaHean MHCTPYMEHTOB, PacroNOXeHHOW HEeNOCPEeACTBEHHO Haj,
CMWCKOM yrpo3. B naHenn MHCTPyMeHTOB AOCTYMHbI CAeAyroLme KHOMKMN:

@ Ypanutb oTMeueHHble paiinbil.

@ BocctaHoBUTE OTMEUEHHbIe q)alﬁﬂbl M3 KapaHTMHa B NCXO4HO€E MEeCTO.

@ MpUMEHUTL AOMOAHUTENBHOE AeCTBME K OTMeUeHHbIM dalinam (BbibupaeTcs u3 BbinajatoLero
cnuncka). JocTynHbl cieayrolme 4ONONHUTEIbHbIE AeACTBUS:

e B KapaHTUH — nepemecTuTb Gaibl C yrpo3amm B KapaHTUH;
e JleunTb — MOMbITaTbCA BbIIEUUTb YTPO3bl;

¢ NrHopupoBaTbh — UrHOPMPOBaTb Yrpo3bl, OOHaPY>XeHHbIE B OTMEUYEHHbIX dalinax, v yaanutb nx
13 crncka o6Hapy>XeHHbIX Yrpos.

@ HeKOTOpre M3 KHOMOK MOTYT ObITb HEAOCTYMHbI B 3aBUCUMOCTU OT TUMa BblAENEHHbIX YrpO3.
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ili Ans pabotamu ¢ yrpo3amu, obHapy>keHHbIMU Ha Tomax NSS, TpebyeTcs, UuToObI Obln
8 ycTaHoBaeH 1 3anyueH SplDer Guard ans NSS.

Ecnn B HacTpowikax MoHuTopa SplDer Guard ans NSS 15 HEKOTOPOro TUMa yrpo3 ykasaHo
Jericteve B KapaHTUH, TO Npuy BOCCTaHOBAEHWUN daiina C yrpo30ii 3TOro TWMa W3 KapaHTMHa
Ha Tom NSS oH byseT cHOBa He3aMeANUTENbHO MepeMeLleH B KapaHTuH. Hanpumep,
HaCTPOMKN MOHUTOPa MO YMOJIYaHMIO NMOMeLLatoT BCe HensieumMble 06beKTbl B KapaHTUH,
MO3TOMY MPW BOCCTAHOBJ/IEHUM HEM3NEUMMOTrO 0b6bekTa U3 kapaHTMHa Ha Tom NSS aToT
06BeKT byAeT CHOBa He3aMeANUTENbHO NepeMeLLleH B KapaHTVH.

Ha cTpaHuue Yrpo3bl Takke A4OCTynHa naHeab GuabTpaLmMm CNncka yrpo3 Ha OCHOBaHUN
NMOMCKOBOTO 3anpoca. YTobbl oTGMAbTPOBaTb CMNCOK YrpO3, OCTaBUB B HEM TOJIbKO Te
06BbeKTbl, B ONUCaHUN KOTOPbIX MPUCYTCTBYET 3aZaHHas CTpokKa, BOCMO/b3yNTeCh CTPOKOM

noncka. OHa pacrnofoxeHa B MPaBOW YacTU MaHeAN MHCTPYMEHTOB 1 OTMeYeHa 3HaUKOM Q
Ana dunbTpaumm cnncka cresyet BBECTV NPOU3BOJIbHOE CIOBO B CTPOKY NOMUCKa, MPWU 3TOM 13
crnvcka yrpo3 6yayT CKpbiTbl BCe 0OBbEKTbI, He coaepyKallme B CBOEM Ha3BaHMUM UM ONMUCaHUM
ykazaHHOro cnoBa (Mounck BbiNonHseTca 6e3 yyeta perncrpa 6ykB). YTobbl ouncTunThb
pe3ynbTaTbl MOWMCKA N BEPHYTbCA K MCXOAHOMY CMNCKY, HaXXMUTe "' B CTpOKe nowvcka nam
yAanvTe NoONCKOBOE CNOBO.

9.3.3. YnpaBsieHne HacTpoMkamm

B sTom pasgene

e [1IpoCMOTp 1 M3MeHeHWEe HAaCTPOEeK KOMMNOHeHTa B TabanyHon dopme
e [1POCMOTP 1 M3MeHeHNe HAaCTPOeK KOMMNOHEHTa B peAakTope ini
e /IONONHUTENBHO

MpOCMOTP 1 M3MEHEHME TeKYLUMX NapaMeTPOB KOHOUIYPALIMU KOMMOHEHTOB, BXOASLLMNX B
coctaB Dr.Web Server Security Suite 1 nepeuncneHHbIX Ha [1IaBHON CTpaHKLLe, MPOU3BOAATCA

Ha cTpaHuue Hactpowku. Kpome TOro, Ha 3Toi cTpaHuLe Bbl MOXeTe nepekatounts Dr.Web
Server Security Suite B pexXvM yeHmpaauzo8aHHol 3aujumes! AN B ABMOHOMHbIU PEXNM
paboTbl (NogpobHee 0 pexnmax paboTbl M. pa3gen Pexumbl paboTbl).

B neBoW yacTv CTpaHWULbl pacnonaraeTcs MeHto, B KOTOPOM NEPEUNCNAIOTCA BCE KOMMOHEHTI
Dr.Web Server Security Suite, HaCTPOVKM KOTOPbIX AOCTYMHbI 418 NPOCMOTPa U
peaakTMpoBaHusa. YTo6bl MPOCMOTPETb M U3MEHUTb HAaCTPOMKN KOMIMOHEHTa, BbibepuTe ero B
MEHI0, HaXkaB ero ums. ViIMs KOMNOHeHTa, HaCTPOMKN KOTOPOTO B AaHHbIA MOMEHT
npocMaTpuBatoTCA B peAakTope, BblAENSETCA B MEHIO C/EBa.

e MyHKT MeHto LieHTpanv3oBaHHas 3aWwuTa No3BOASET NePenTn Ha CTPaHWULLY YNpaBieHUs
paboTol B pexxrmMe LLeHTPaan30BaHHOM 3aLLMThl.

e [MyHKT MeHto Obw e HacTpPoMKM cooTBeTCTBYeT HacTporikam Dr.Web ConfigD,
obecneumBatoLlero obuyto paboty Dr.Web Server Security Suite.
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Ecv KOMMOHEHT MMeeT KpOMe OCHOBHOW CeKLMM HAaCTPOEK TakKe U JOMONHUTENbHbIE,
cneumdurUHble CekLUmM HaCcTpoek (Hanpumep, Takme CeKLUN MMEROTCS Y KOMMOHEHTa
amynsauum nHtepderica ClamAV® DrWeb ClamD — B kaX 01 13 HUX 3a4ar0TCs
NHAMBUAYabHbIE MapamMeTpbl NPOBEPKM AN KIMEHTOB, NCMOIb3YOLWMUX ONpPeAesIeHHbli
aZpec NOAKNOYEHUS), TO C/IeBa OT MMEHN KOMMOHEHTa B MEHHO BbIBOAMTCA 3HAYOK
CBOpauvBaHus/pa3BopauMBaHms JOMNOAHNTENbHbIX (MOAUMHEHHBIX) CEKLMIA HACTPOEK 3TOro
KOMMOHeHTa. Ecin 3TOT 3HaUOK MMeeT BMA ¥, TO LOMNONHUTENbHbIE CEKLUWN CKPbITLI. ECan xe
3TOT 3HAUYOK MMEET BUA ™, TO AOMOJHUTENbHbIE CEKLMM TakoKe OTOBPaKatoTCs B MEHHO MO
OAHOV CTPOKE Ha AOMONHUTENbHYHO CEKLMIO. YTOObI CBEPHYTb UM pa3BepPHYTb CMMCOK
NMOAYMHEHHbIX CEKLNI KOMMOHEHTa, HaXXMUTe 3HaUOK CBOpauMBaHus/pasBopaumBaHms cboky
OT UMEHW HY>XHOTO KOMMOHEHTA B MEHHO.

e [lonosHUTEIbHbIE CEKLMM HAaCTPOEK KOMMOHEHTa 0TOHpaXaroTcs ¢ OTCTYNOM BMpagso.
YTo6bl NPOCMOTPETL MM OTPEeAaKTUPOBaTb NapaMeTpbl ZOMNOJHUTENbHOM CEKL MY,
HaXXMUTe ee Ha3BaHwue.

e YT06bI f06ABUTL AN KOMMOHEHTA HOBYHO MOAYMHEHHYHO CEKLIMIO MapaMeTPOB, €C/IN OH
AOMycKaeT Takyto BO3MOXHOCTb, HaxmuTe . ITOT 3HaUOK pacnoNoXKeH CrpaBa OT MEHN
KOMMOHEHTA 1 NOABAAETCA NPU HaBEAEHUWN yKa3aTens MbIlM Ha MMA KOMMOHeHTa. [lanee
yKaXKuTe yHUKabHOE UMA (Ter) JOMOJHUTENbHOW CEKLMM NapameTpoB 1 Haxmute OK.
UTo6bl OTKazaTbca oT foHaBAeHNS HOBOM CeKLUM, HaxXkmMnTe OTMEHUTD.

e YT06bI YAQNIUTH MOAUMHEHHYHO CEKLMIO MapaMeTpOoB, HaXMMTe X. ITOT 3HaUOK PacroNOXeH
cnpaBa OT MMeHM (Tera) cekunm 1 NoSBASETCA NPU HAaBEAEHWM yKa3aTesis MbIWKN Ha UMS
KOMMNoOHeHTa. [lanee NnoATBEpPAUTE YAaneHWe BblOpaHHOW cekumn, Haxas [la, nau
OTKaXNTeCb OT yaaneHus, Haxas Her.

B BepxHel yacTn cTpaHULbl MPOCMOTPa HacTPOeK pacnoaaraeTcs MeHto, yrpasastoLlee
PEeXMMOM NPOCMOTPa HacTpoek. JoCTynHbI CresyroLme pexvimbl:

e Bce — 0T06pa3nTh B TabAMUHOM pesakTope BCe MapaMeTpbl KOHOUTYPaLMN KOMMOHEHTa,
AOCTYMHble A5 MPOCMOTPA U U3MEHEHMS;

¢ N3ameHeHHble — 0TO6Pa3nTb B TabIMUHOM pesakTope AN NPOCMOTPa U U3MEHEH U
TONbKO T€ NapaMeTpbl KOHOUIypaLMM KOMNOHEHTA, KOTOPbIE UMEIOT 3HAYEHWUS, OTINYHbIE
OT 3HAUEeHU MO YMONYAHUIO;

¢ Pepakrop ini — oTo6pa3nTb napameTpbl KOHOUIypaLMmn KOMMNOHEHTa, KOTOpble MMEerOT
3HaYeHMA, OTIMYHbIE OT 3HAaYEHMI MO YMONYaHWIO, B peAakTope napameTpoB darina

KoHdUIypaumu (B BUAE Nap napaMeTp = 3HaYeHue).

Ha cTpaHuue ynpaBieHUsa HacTpoMKamMum AOCTyNHa Takke naHeb GuabTpaLmm cnmncka
oTobpa>kaeMbIx MapaMeTPOB Ha OCHOBAHUWN NMOMCKOBOro 3anpoca. Ytobbl OTGMALTPOBATb
CNNCOK NapamMeTpoB, OCTaBMB B HEM TOJIbKO Te MapaMeTpbl, B ONUCAHUN KOTOPbIX
NPUCYTCTBYeT 3alaHHas CTpokKa, He0b6xoAMMO BOCMO/b30BaTbCsA CTPOKOW nowmcka. OHa
pacrnosio>XeHa B MPaBOM YacTU MEHHO, YNPaB/AoLEro pexnMomM NpocMoTpa, U oTMeYeHa

3HaUYKOM Q YTtobbl OTGMABTPOBATL CMMCOK MapaMeTpPOB, BBEANTE NMPOU3BOJIbHOE C/IOBO B
CTPOKY MOWCKa, MPW 3TOM U3 Crrcka NapaMeTpoB ByAyT CKPbITbl BCe MapamMeTpbl, He
cofepykallme B CBOEM OMUCAHUK YKa3aHHOrO C/ioBa (MOUCK BbINMOHAETCA 6e3 yyeTa permcrpa

PyKOBOACTBO aZMUHWCTpaToOpa

136



A7

-
¢

g
),
A

KomnoHeHTbl Dr.Web Server Security Suite

6yKkB). YUTOObI OUNCTUTL pe3yNbTaTbl MOUCKA M BEPHYTLCA K MCXOAHOMY CMUCKY NapamMeTpoB,
HaXXMuTe =" B CTPOKe NOUCKa UAK yaaanTe NOMCKOBOE CNOBO.

®dunbTpauma cnncka NnapameTpos paboTaeT TONLKO MPU NMPOCMOTPE CNncka NapamMeTpos B
TabamuHon dopme (pexxvm Bee nnn MsmeHeHHble).

NMpocmMmoTp N N3MeHeHue HaCTPoeK KOMIMOHeHTa B TabanuHomn
dopme

Mpu npocMoTpe cnuncka napameTpoB B TabanuHon popme (pexxvm Bee nnn M3ameHeHHbIe)
Ka>kas CTpoka Tabamubl COAEPXMT MMA N ONMKMcaHKe napameTpa (cieBa) 1 ero Tekyliee
3HauyeHue (cnpaga). [lna napamMeTpoB JOrMUYeCcKoro Tuna (MMerLWwmx TONbKO ABa AONYCTUMbIX
3HaueHua — «/[la» n «HeT») BMecTo 3Ha4eHNsA NnapameTpa oTobpaxkaeTca daaxok
(BKNHOUYEHHOE COCTOAHWE COOTBETCTBYET 3a,aHHOMY 3HaueHuUo «/la», a BbIKNHOYUEeHHOe —
3HauYeHUto «HeT»).

B pe>xumMe npocmoTpa BCex MapameTpoB, a He TONbKO M3MEHEHHbIX, 3HAUEHWS, OT/IMYHbIE
: OT 3HaUEHWI, ONpesesieHHbIX A1 3TVX NapaMeTPOB MO YMOIUaHWIO, BbiAENEHbI B CNIMCKe
SKUPHBIM LLIPUGTOM.

O6Lwmin cNncok napameTpoB Pa3buT Ha pa3gensbl, Takve kak OCHOBHbIe, lononHUTeNbHbIE U
T. &. YTObbI CBEPHYTb MM Pa3BepHYTb pa3zen TabiuvLbl, HaXXMKTe 3aroN0BOK pasgena. Ecim
pa3zen CBEPHYT, a NapaMeTpbl, BXOAsLLME B HETO, He YKa3aHbl B TabsivLe, TO CheBa OT UMEHM
paszena otobpaxaetcs *. Ecam pasgen pa3BepHyT 1 BXOAsALLME B HEFO NapaMeTpbl yKa3aHbl B
Tabavue, cneBa OT UMeHU paszena otobpaxaertcs v.

YT06bl MI3MEHUTL NapamMeTp, HaXXMUTE ero Tekylllee 3HaueHve B Tabanue (419 NnapameTpa
NIOTNYECKOro T1na — YCTaHOBUTE MAN CHUMUTE COOTBETCTBYHOLMIA dnaxok). Ecam napametp
MMeeT CTPOro OrpaHnYeHHbI Habop 3HaYEHWI, TO MPU HAXKATUM 3HAUEHMA OTKPOEeTCA
BblMaatoLLMiA CMIMCOK, B KOTOPOM HeEOBXoaMMO BbibpaTb Tpebyemoe 3HaueHue. Ecan
3HayeHMe NnapamMeTpa — YNCAO, TO MPU HaXKaTUN OHO ByaeT JOCTYMHO B Noae
peAakTMpoBaHusa NpsmMo B Tabauue. B 3Tom cnyuae cnepyet ykasaTb HoBOe Tpebyemoe
3HauveHune n Haxkatb ENTER. Bo Bcex 3Tnx cayyasax MameHeHHOe 3HaueHVe napamMeTpa cpasy
Xe PuKkcMpyeTcs B HaCTpPOMKax KOMMOHEHTa.
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Scanning Engine Q

m
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v OCHOBHbIE

MaxForks 4
LogLevel WMHpopMaUMOHHBIR ~
Log Auto

v [lonoNHWUTeNbHEIE

FixedSocketPath He 3agaHo
dleTimeLimit 1h
Watchdoginterval 155

PucyHok 3. lNpeacraBaeHne HaCTpoeK KOMMOHeHTa B TabanuHoii popme

Ecnv napameTp npuHMMaeT CTPOKOBOE 3HaUeHWe Uan CMMCOK MPOM3BOJIbHbIX 3HAUYEHWI, TO
NpW HaXXaTUW TeKyLLLEero 3Ha4YeHnA napamMeTpa Ha 3KpaHe NosABASETCA BCMJbIBAKOLLEE OKHO, B
KOTOPOM MOXHO OTpeAakTMpoBaTb TeKylllee 3HaueHne napameTpa. Ecam napametp
NPUHUMAET CMNCOK 3HAYEHWNI, TO 31EMEHTbI CMUCKA BbIBOAATCS B MHOTOCTPOYHOM MoJie
pesakTMpOBaHMA MO OAHOMY B CTPOKE, Kak MOKa3aHO Ha PUCYHKe Huxe. YTobbI
OTpeAakTMpOoBaTb 3NEMEHTbI CMUCKA, U3MEHUTE, yaannTe nnu jobaebTe Tpebyemble CTPOKM B
none peAakTMpoBaHuA.

PyKOBOACTBO aZMUHWCTpaToOpa

138



Ty
),
A

A
<

KomnoHeHTbl Dr.Web Server Security Suite

AdminListen

127.9.98.1:4443
127.9.9.1:4444

OTMEHWUTBL COXpaHI-'ITb

PucyHok 4. PegaktupoBaHue cnmucka 3HaueHui

UT00BbI COXPaHNTb BHECEHHbIE N3MEHEHNA U 3aKPbITb OKHO, MNOC/IE peAakKTnpoOBaHUA
3Ha4YeHuA NapaMeTpa HaXXMunTe COXpaHVITb. YT006bI 3aKpbITb OKHO 6e3 COXpaHeHnA
BHECEHHDbIX I/I3MeHeHI/II\/II, HaXXMuTe OTMEHUTb UK B BEPXHEM MNMpPaBOM Yyrjy BCNabliBatoOLWEro
OKHa.

MpocmoTp N n3MeHeHne HacTPoeK KOMMOHEHTa B peaakTope ini

Mpw NnpocMoTpe NapaMeTpoB B pexmme Pegakrop ini oHM 0TO6pa>katoTca B pesakrtope
napameTpoB daina koHdurypauumn (B BUAe Nap napameTp = 3HadeHwue), [4e napameTp —
MMA NapameTpa, 3ajaBaeMoe HeNMoCpPesCTBEHHO B CEKLMM HAaCTPOEK KOMMOHEHTa B
KOHPUrypaLuMoHHOM ¢aline. B 3ToM pexrme oTobpaxatoTcs TONbKO Te mapameTpbl
KOHOUTypaLmn, 3HaYEHNS KOTOPbIX OTAMYAROTCSA OT 3HAYEHUIN, onpeaeneHHbIX Mo YMOAYaHUIO
(T. €. Te NapameTpbl, 3Ha4YeHUSA KOTOPbIX B Tabanue Bce BbIBOAATCA XXUPHBIM LUPUGTOM).
Mprmep oToBpaXkeHNs NapaMeTpoB B BUAE Nap NokasaH Ha PUCYHKe HUXe.
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Scanning Engine

Bce M3medendele PepaxTop in

3Aect BEIBOAATCA NapaMeTphl KOHPUIYPaLMK KOMMOHEHTa, MMEKLLWE 3HaUEHWA, OTAVYHEIE OT 3Ha4EHWIA No
YMOMUaHWID. Bbl MOXETE yKa3aTh 360k 3HAYEHWA NapaMeTpOoB Tak, Kak OHW COXPaHATCA B Gaine koHQurypauwn (8
EWJE CTPOK <MnapaMeTp> = <3HaueHne=). [nA cbpoca NapaMeTpa B 3HaUeHWe No YMOMUaHWK YAANNTE ero U3 pegaktopa.
MNoapobHyo MHGOPMaLWID O MapaMeTpax KoOHPUIypauuK 1 o Habope NapamMeTpoB J1A K400 KOMIMOHEHTa MOXHO
NOMYUUTE B CIIPaBKE.

MaxForks = 1@
LogLevel = Info
IdleTimeLimit = 3@m

A

BHeceHHbIe M3IMEHEHWA eLle He CoXpaHeHsl. Cﬂxpaﬂiﬂ'b CGpOCMTb

PucyHok 5. PepaktupoBaHue HacTpoek B popmate paiina KoHpurypaumm

Ana BHeceHVA n3MeHeHN HeobXOAMMO OTPeaKTPOBaTh TEKCT, yUMTbIBasA Npasuaa
dopmumpoBaHus darina kKoHdUrypauum (Bcerga peaakTmpyeTca ToNbKO cekuma danna
KOHPUrypaLmn, OTHOCALLLAACA K KOMMOHEHTY, Bble/IEHHOMY B MeHIO c/ieBa). [pu
HeobxoAMMOCTM Bbl MOXeTe yka3aTb B peAakrope Ntobow 13 napaMeTpoB, JOCTYMHbIX ANS
KOMMOHeHTa. B 3TOM cnyyae ero 3HauyeHue, yCTaHOBAEHHOE MO YMONYaHWUtO, byaeT 3ameHeHOo
Ha 3HaueHVe, ykazaHHOe BaMu B pegakTtope. Ecan Tpebyetca cbpocuTb napameTp B 3HaueHne
Mo YMOJIYaHWIO, AOCTaTOYHO YaauUTb ero CTPoUYKy U3 pegaktopa. B 3Tom cnyyae nocne
COXpaHEeHWUs U3MeHEeHNn NnapameTpy byaeT NPUCBOEHO 3HaUYEeHWE MO YMONYaHUIO.

YT0bbI COXPaHWUTb BHECEHHbIE N3SMEHEHWA NOC/IE PEAAKTMPOBAHNA, HAXXMUTE COXpaHVITb.
UT0Obl OTMEHUTb BHECEHHbIE U3MEHEHWSA, HaXXMUTe OTMEHUTb.
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@ Mpw HaxaTum CoXpaHUTb BLINOJIHAETCA MPOBEpPKa KOPPEKTHOCTV TeKCTa, BBEEHHOTO B

: pesZakTope: NPOBEPSAETCs, UTO He yKasaHbl HECYLLLeCTBYHOLLMe NapaMeTpbl, @ TakKe, UTo BCe
yKa3aHHble 3HaUeHWs NapameTpoB AONYCTUMbIL. B ciyuae obHapyeHus owmboK Ha aKpaH
BbIAeTCA COOTBETCTBYIOLLEE COObLLEHME.

Moapo6HO 03HAKOMUTLCS € 06 UM onurcaHvem daiina KoHbUrypaLum, ero CTpykTypo u
0COHEHHOCTAMM 3aZlaHMs 3HAYEHM NapaMeTPOB MOXHO B pa3gene [pwioxerue [.

KoHndurypaumorHbi dan Dr.Web Server Security Suite.

AononHurtenbHo

e [apameTpbl KOHbUrypaLmy komnoHeHTa Dr.Web ConfigD (obwue HacTpoikn).
e [lapameTpbl KoHdUrypaLmm komnoHeHTa SplDer Guard.

e [lapameTtpsbl koHbUrypaLmm komnoHeHTa SplDer Guard ans NSS.

e [lapameTpbl kKoHbUrypaunm komnoHeHTa SplDer Guard pns SMB.

e [lapameTpbl kKoHGUrypaumun komnoHeHTa Dr.Web ES Agent.

e [lapameTpbl KoHOUrypaumm komnoHeHTa Dr.Web Updater.

e [lapameTpbl koHOUrypaLmmn komnoHeHTa DrWeb ClamD.

e [lapameTpbl koHbUrypaumm komnoHeHTa Dr.Web File Checker.

e [lapameTpbl kKoHOUrypaumm komnoHeHTa Dr.Web Scanning Engine.
e [lapameTtpbl kKoHGUrypaumm komnoHeHTa Dr.Web Network Checker.
e [lapameTpbl koHOUrypaLmmn komnoHeHTa Dr.Web SNMPD.

e [lapameTpbl kKOHbUrypaumm komnoHeHTa Dr.Web CloudD.

e [lapameTpbl KoHOUrypaumum komnoHeHTa Dr.Web StatD.

e YnpaBieHuve LIeHTPaNIN30BaHHOW 3aLUMTOMN.

9.3.3.1. YnpaBneHue LeHTPaIM30BaHHON 3alUTON

Bbl moxeTe noaknrountb Dr.Web Server Security Suite k cepepy LeHTpaan3oBaHHOM 3aLUUThI
WAV OTKIKOUMTBCA OT HEro, nepeBeas NPOAYKT B aBTOHOMHbIN pexxum paboTbl. [nsa nepexosa
Ha CTpaHWLy ynpaBaeHWs LeHTPaan30BaHHON 3alLMTON BbibepuTe NyHKT LleHTpannsoBaHHas
3aWMTa B MEeHI0 HacTpoeK Ha cTpaHuue Hacrpoiikw.

Y106kl NnogxntounTte Dr.Web Server Security Suite kK cepBepy LLeHTpannM3oBaHHOW 3aWunTbl NN
OTKNHOUNTLCS OT HEro, MCMOJIb3yNTe COOTBETCTBYHOLLMIA GIadKOK Ha 3TOM CTpaHumLe.

MoakntoueHne K cepBepy LLeHTPa/IN30BaHHOM 3alUTbI

Mpwn NonbITKe NOAKNHOUYEHNS K CEPBEPY LEHTPAMIOBAHHOM 3aLLUMTLI Ha 3KpaHe MNOsSBUTCA
BCM/bIBatOLLLEE OKHO, B KOTOPOM TpebyeTcs ykasaTb napameTpbl MOAKIHOUEHNS K CEPBEpY.
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3ajaTb BPY4YHYHO -

v AyTeHTUUKauWA (4ONoNH1TEeNEHO)

MNoAKNHYNTECA K3K «HOBUYOK:
OTMEHWTBE

PucyHok 6. MoaxntoueHne K cepBepy L,eHTPaIM30BaHHON 3al4UTbl

B BbINagatoLemM Cnmcke, pacnoNoXeHHOM B BEPXHEWN YacCTu OKHa, BbibepurTe cnocob
noakatoueHuns k cepsepy. JloctynHo Tpu cnocoba:

e 3azpysume u3 ¢atiaa,
e 3a0ame 8py4Hy!o,

e Onpedenums agmomMamuyecku.

Ecau Bbl BbIGpanv BapuaHT 3agpy3ume u3 ¢aling, ykaxvTte B COOTBETCTBYHOLLEM MOJIe OKHA
nyTb K GaNy HaCTPOEK MNOAKIOUYEHNS K CEPBEPY, NPeAOCTaBNEHHOMY BaM aAMUHUCTPATOPOM
aHTMBUpYCcHOM ceTu. Mpu Bbibope BapuaHTa 3adame 8pyyHyro CnenyeT ykasaTb ajpec U nopT
A/ MOAK/IFOUEHNS K CEPBEPY LIeHTPaNM30BaHHOM 3awumTbl. Kpome Toro, ans cnocobos
nogkatoueHns 3adame epyyHyro u Onpedesums asmomamu4ecku Bbl MOXETe TakoKe ykasaTb
nyTb K Ganny NnybaMUHOro K/toYa cepBepa, eC/iv OH Y Bac MMeeTcs (00bIUHO 3TOT daiin
npeAoCTaBAfeTcs aAMUHUCTPATOPOM aHTUBUPYCHOM CETU AN NPOBANAEPOM).

flononHnTenbHo, B pasgene AyreHTupukauma (4O0NONHUTENLHO), Bbl MOXeTe yKa3aTb
naeHTMounKaTop paboyen cTaHUUN M Napoab ANs ayTeHTUdUKaLMKU Ha cepBepe, eCN OHU BaM
n3BeCTHbI. ECIM 3TV Nona 3anonHeHbl, TO NOAKNOYEeHWe K cepBepy ByaeT yCnewHbIM TObKO
Npw ykasaHuM NpaBuMAbHOW Napbl naeHTUdUKaTOp/Naponb. Ecam 3Tv nons octaBuUTb NyCTbiMK,
TO NOAK/IOUEHME K cepBepy byAeT ycrelHbIM TOAbKO B C/ly4Yae ero ofobpeHuns Ha cepeepe
(aBTOMaTUYECKN AU aAMUHUCTPATOPOM aHTUBMPYCHOM CETH, B 3aBMCMMOCTU OT HaCTpOeK
cepsepa).

Kpome Toro, Bbl MOXeTe ycTaHOBUTb daxKok MoAKAIOUNTLCA KaK «<HOBUYOK». ECnn pexxum
«HOBWYOK» ANA NOAKNHOUYEHNA CTaHLUMI pa3peLleH Ha cepBepe, TO nocae ogobpeHuns
NOAKIHOYEHNA OH aBTOMATUYECKN CreHepupyeT YHUKaNbHYO napy naeHtudukatop/napons,
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KOTOpas B fanbHeWweM byaeT UCNOo/b30BaTbCA A5 MOAK/IHOYEH WS BaLLEro KOMMbloTepa K
3TOMY cepBepy.

I I'Ipvl NOAKNHOYEHUN KaK «HOBUYOK» HOBaA yyeTHad 3anncb A4 Ballero KoMrnbroTepa 6yp,eT
° creHepunpoBaHa cepBepoOM LI,eHTpaﬂI/I3OBaHHOIz 3alKnTbl Ja>XKe B TOM Cay4dae, eC/in paHee OH
YoKE Men yY4eTHYHO 3arnncCb Ha 3TOM CepBepe.

ilf I'Iapameprl noAKNO4YeHA caeayeT 3aaBaTtb B CTODOTOM COOTBETCTBUUN C NHCTPYKUMNAMMN,
- npesocraBJ€HHbIMU a4MUHNCTPATOPOM aHTl/IBVIpyCHOl7I cetTm nan nposaﬁ,u,epom.

[ns noaknrOueHMA K cepBepy Moc/e yka3aHMa BCex NapaMeTpoB HaxmunTte Mogkaountb 1
LOXANTECh OKOHYaHMA npoLecca NoakatoueHns. Ytobbl 3akpbiTh OKHO H6€3 NoAKIHYEeHMS K
cepBepy, HaXXKMnTe OTMEHUTb.

@ Mocne Toro, kak Bbl nogkarounan Dr.Web Server Security Suite kK cepBepy

: LieHTPaIM30BaHHOM 3aLLuThl, OH byaeT paboTaTb Mog ynpas/ieHem cepBepa A0 Tex Mop,
Moka Bbl ero He nepeBeseTe B aBTOHOMHbIV pexuM. MNogkatoueHve K cepsepy byaet
MPOUCXOANTb aBTOMATUYECKM KaXzabli pa3 npu 3anycke Dr.Web Server Security Suite.

9.3.4. NpoBepka NokanbHbIX panioB

B saTom pasgene

e OTKPbITUE NaHean NPOBEPKN JOoKaAbHbIX GarioB U HAaCTPOWKA NapaMeTpOB NPOBEPKU
e 3anyck NpOBEepPKM N0OKaAbHbIX Gannos

Beb-nHTepdenc npesoctaBaseT BO3MOXHOCTb ONepaTMBHOW NPOBEPKN Ha Hanume yrpo3
darinoB, HaXOAALLMXCA Ha 10KaJIbHOM KOMTMbHOTEPE, C KOTOPOro OCYLLEeCTBAAETCA AOCTYN K
Beb-uHTepdelicy ynpasaeHus. MNpu npoBepke NCNOAb3YETCA CKaHMPYHOLLLee AAPO, BXOAALLEe B
coctaB Dr.Web Server Security Suite. [lpoBepsieMble dalinbl 3arpy>atoTca Ha cepBep Mo
npotokony HTTP, HO nocne npoBepky, Aaxke B Ciyyae OOHapy>XeHUs yrpo3, OHU He
COXPaHSAOTCA Ha CepBepe M He NepeMeLLatoTcs B KapaHTUH. lNonb3oBaTtenb, OTNPaBMBLUNIA
dalinbl Ha NpoBepkKy, byAeT TONbKO NPOMHPOPMUPOBAH O ee pesysbTaTe.

OTKpbITME NaHe/In NPOBEPKU JIokaJibHbIX ¢GaliJIoB U HacTpouKa
napameTpoB NMpoBepKn

Bbibop v 3arpy3ka ¢annoB Ans NPOBEPKM OCYLLECTBAAIOTCA Ha MaHeu NPOBepPKM OKalbHbIX
daino., koTopas otobpaxaeTcs Npu Bbibope nyHkTa MpoBeputb ¢aiin B rNaBHOM MEHHO
Beb-MHTepdenca. AKTMBMPOBaHHAas NaHelb OTOHpaXKaeTcs B HUXHEM MPaBOM Yriy CTPaHMLbI
Beb-MHTepdeica. BHelWwHWI BUA NaHeny NpoBepku NokanbHbIX GalioB NokasaH Ha PUCYHKe
HUXKe.
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[NpoBepuTs dain
PucyHok 7. MNaHenb npoBepKu IoKasibHbIX (paios
[lns 3aKpbITUA NaHeNV HaXMUTe - B BEPXHEM MPaBOM yray naHenu. Haxmute =, 4utobbl

nepenTV K HaCTpPOKam NPOBEPKM SIOKaNbHbIX GpaiioB, rae Bbl MOXeTe ykaszaTb
MaKCMManbHOe BpeMs, OTBeEHHOE Ha NpoBepky darina (He cuMTas BPeMeHU ero 3arpysKku
Ha ceBep C IOKaJIbHOrO KOMMbHOTEPA), Pa3peLUnTb MW 3aNPeTUTb IBPUCTUYECKNI aHanuns, a
TakoKe yKa3aTb MaKCMMaJlbHYHO CTEMEHb CKaTUA A/1A CKaTbiX OOEKTOB U rNyOunHY
BJIOXKEHHOCTU /11 OOBEKTOB, yNakOBaHHbIX B KOHTEMHEpPbI (Takne Kak apXvBbl).

HacTpolikn npoBepkun ¢aiinos

3600 ¢

500

L= = I = [« ]

PucyHok 8. Hactpoiika napameTpoB npoBepku
NoKanbHbIX pannos

Ana NnpUMeHeHNs M3MeHEHHbIX HacTpoekK 1 Bo3BpaTa K pexunmy Beibopa danios ana
nposepkun HaxmuTe MpumeHnTb. [1ns Bo3BpaTa K Bbibopy dalinos 6e3 M3MeHeHUs HacTpoek
Ha>XMnTe OTMEHUTb.

3anycK NpoBepKu sIoKa/ibHbIX ¢panios

Ana Havana npoBepkn GalriNoB HaXXMUTE HaaNUCb-MULWeHb Mepetawure ¢panbl ansa
NpPoBepKM Cloga UK HaXKMUTe ANS UX BblI6opa, Npy 3TOM OTKPOETCA CTaHAaPTHOE OKHO
Bbibopa dannoB darinoBoro meHegxepa. Bol MmoxeTe BbibpaTh OAHOBPEMEHHO HECKOJIbKO
dalrinoB aAns npoBepku.
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{ I t Bribop kaTanoroB As NPOBEPKM He AOMycKaeTcs.

Bbl Takoke MOXeTe nepeTawmTb BbibpaHHble A5 NpoBepkn daliibl MblllbO HEMOCPEACTBEHHO
Ha MULLIEeHb 13 OkHa $GannoBOro meHeaxepa. [locne ykasaHusa nposepaembix Gannos
HauyHeTcs MX 3arpyska Ha cepsep ¢ Dr.Web Server Security Suite n npoBepka no mepe
3arpysku. B npouecce 3arpy3kun n npoepku darinoB NnaHenb NpoBepky oTobpaxkaet o6Lwmin
nporpecc npouecca NPoBepKy.

[NpoBepuTL dain
NaeT npoeepka ¢painoe

3unz4d

eicar.7z

OCTaHOBKUTL

PucyHok 9. NMpoBepka fiokanbHbIX ¢aiinos

B cnyuyae HeOBXOAMMOCTM Bbl MOXeETe NnpepBaTh NPOLECC 3arpy3Kku 1 NPoBepky Gannos,
HaXxaB OCTaHOBUTb. [10 OKOHYaHWIM NPOBEPKM Ha MaHeNN oTobpaxkaeTcs OTUET O NPOBEPKE
3arpy>eHHbIx Galrinos.

[MpoBepuTs Gann

@ ObHapyxeHo yrpos: 4

PucyHok 10. Pe3ynbTaT NpoBepKu 10Ka/IbHbIX
dannos

Ecnm Bamu 6b1n10 3arpyxeHo 6onee ogHoro danna, byaeT 4OCTyneH paclUMpPEHHbIN OTYET O
npoBepke ¢pannoB. YToObl NPOCMOTPETL PaCLUMpPEHHbIV OTYeT, HaxkxmuTe MpocmoTpeTb oTueT
no Bcem ¢aiinam.
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@ O6HapyxeHo yrpos: 4

eicar3 ¥rposa: EICAR Test File (NOT a Virus!)
ejcar2 ¥rpoza: EICAR Test File (NOT a Virus!)
- eicar.7z MHPUUWPOBaHHEIA apxME
ejcar3 Yrposa: EICAR Test File (NOT a Virus!)
ejcar2 ¥rposa: EICAR Test File (NOT a Virus!)
ejcar ¥rposa: EICAR Test File (NOT a Virus!)
eicar ¥rpoza: EICAR Test File (NOT a Virus!)

PucyHok 11. PacluMpeHHbI oTUeT 0 NpoBepKe JioKa/ibHbIX ¢aiinos

Y106bl 3aKPbITb OTYET U NMEPEBECTUN MaHEe/b B COCTOAHME FOTOBHOCTM K BbIGOPY HOBbIX ainioB
Ans nposepku, HaxxmumTe OK.

@ 3anyck NpoBepKM NoKanbHbIX GaIoB C TEKYLLMMU HACTPOKaM1 BO3MOXKEH ae TOorza,

: Korga naHenb npoBepky dhainoB 3akpbiTa. [ns Havana 3arpy3ku 1 NPOBEPKN NOKaNbHbIX
dalinoB NPOCTO NepeTaLymTe UX MbllLbIO M3 OKHa GailnoBOro MeHeAXepa Ha OTKPbITYHO B
6pay3epe cTpaHuLy Beb-mHTepdelica ynpaBaeHus.

PyKOBOACTBO aZMUHWCTpaToOpa



Ty
),
A

A
$

KomnoHeHTbl Dr.Web Server Security Suite

9.4. SpiDer Guard

ii KoMMoHeHT noctaB/iseTcs ToNbKO B COCTaBe AUCTPUEYTMBOB, NpesHasHaueHHbix ans OC
J cemerictea GNU/Linux.

MoHuTOop darinoson cuctembl SplDer Guard npesHa3sHauveH AN MOHUTOPUHIra GanaoBow
aKTMBHOCTM Ha TOMax dannoBou cucteMbl onepaumoHHbix cncteM GNU/Linux. KomnoHeHT
paboTaeT B pexunmMme pe3angeHTHOro MOHUTOPa N OTCIEXNBAET OCHOBHbIE COObITUA (aliNoBOM
CUCTEMbI, CBA3aHHbIE C U3MeHeHneM GpannoB (Mx co3jaHune, OTKPbITUE, 3aKpbiTue). Mpu
nepexsare 3TUX COBbITUI MOHUTOP NpoBepAeT, bbiN I U3MeHEH Gain, 1 B 3TOM Caydae
dopmupyet ans komnoHeHTa nposepkun dannos Dr.Web File Checker 3agaHne Ha npoBepky
COZEP>XKMMOTO N3MeHEHHOTOo darina ckaHupyrowmm agpom Dr.Web Scanning Engine.

Kpome Toro, moHutop dpannosou cuctemsl SpiDer Guard otcnexxmeaeT nonbITKX 3anycka
ncnosHaeMblx Gparnos. Ecam nporpamma, cogepkallanca B MCnoaHsaemom daine, no
pe3ynbTaTam NpoBepku byaeT Npu3HaHa BPeAOHOCHOW, BCe MPOLLeCChl, 3anyLLeHHble 13 3TOro
darina, 6yayT NPUHYANTENBHO 3aBEpPLUEHbI.

9.4.1. NMNpuHuMnbl paboTsbl

B sTom pa3sgene

e Obuive cBeseHUS
e OnpeseneHvie obnacren GamnoBOU CUCTEMbI, NoANEXALUINX HABNOAEHWIO
e PexXnMm yCcMneHHoro MoHutopuHra gamnos

O6bwune cBepgeHnn

MoHuTop parnnosor cuctembl SpiDer Guard paboTaeT B Monb30BaTe/IbCKOM NPOCTPAHCTBE
(user mode), ncnonb3ys ANA KOHTPOAA COBbITUI GaiNOBOM CUCTEMbI CUCTEMHbIM MEXaHW3M
fanotify nav cneunanbHblI 3aepy>kaemeoiti Modysae sdpa Linux (LKM — Loadable Kernel Module),
pa3paboTaHHbI/ KOMMaHWen «[loktop Beb». B HacTpolikax pekoMeHayeTcs UCrnoib30oBaTb
asmomamudyeckuli pexxum (Auto), KOTOPbIN NO3BOANT KOMMOHEHTY NPW CTapTe ONpesenunTb 1
MCMoNb30BaTbh HAWYULLMIA PeXXUM paboTbl, MOCKO/IbKY He BCe Bepcum fgpa Linux
noaaepxuneatoT mexaHu3Mm fanotify, ncnonb3yrowmmncs MOHMTOPOM. Eci KOMNOHEHT He
MOXKET MCMO/b30BaTh YKa3aHHbIW B HACTPOMKax PEXUM UHTErpaLmnn, OH 3aBepLuaeTca cpasy
nocne ctapta. Ecam ykazaH aBToMaTnyecknin pexunm, To KOMMOHEHT MNOMbITaeTCs
ncrnonb3osatb cHavana fanotify, a 3atem mogynb sgpa LKM. Ecam He nonyumTcs ncnonb3oBatb
HW OZAVH U3 3TUX PEXMMOB, KOMMOHEHT 3aBepLUnT paboTy.
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| Ans paga OC moaynb sgpa noctaeasetcs coBMmectHo ¢ SplDer Guard yxe B
: ckomnunmpoBaHHoM Buge. Ecim ans OC, B koTopoii ncnonbayetcs SplDer Guard, moaynb

Afpa He NOCTaBAAETCs B CKOMMWIMPOBAHHOM BUAE, UCMO/b3YIMTE UCXOAHBIA KOZ MOAYAS,
npeAocTaBaAseMbli KOMMaHuen «loktop Beb» ans c6opku 1 ycTaHOBKM MOAyAs A4pa

BPYUHYH (MHCTPYKLWS Mo cbopke npuBeaeHa B pasgese Vcnonb3oBaHue Moayns sapa Ans
SplDer Guard).

Mpn 06Hapy>KEHUN HOBbIX UM NU3MEHEHHbIX GalnIoB MOHUTOP OTNPaBAAET 3ajaHne Ha KX
npoBepKy KOMMNOHeHTy npoBepkn pannos Dr\Web File Checker, koTopbii, B CBOtO ouepesp,
NHULMNPYET NX NpoBepKy ckaHupyrowmm aapom Dr.Web Scanning Engine. Mpwu paboTe yepes
CUCTEMHBbIV MexaHu3M fanotify MOHUTOP MoXeT BaoknpoBaTb AOCTyn K darinam (Bcex TMNOB
WAV TONBKO K ncrnonHsembiM ¢avinam — PE, ELF, ckpuntam ¢ npeambynon #!), koTopble eLue
He NPoBepeHbl, ;0 MOMEHTa OKOHYaHMA UX MPOBEPKN (CM. HUXKE).

@ SpIDer Guard aBTOMaTMyecku pacrno3HaeT MOMEHTbl MOHTMPOBAaHWSA Y OTMOHTUPOBAaHMA

8 HOBbIX TOMOB GalifoBOl cucTeMbl (Hanpumep, Ha Hakonutensx USB-flash n CD/DVD,
MaccuBbl RAID 1 T. N.) 1 KOppeKTUpyeT CNNCOK HabatoAaeMbix obaacter no Mepe
HEeobXoAUMOCTN.

OnpegeneHue obnacren ¢painsIoBoi cUCTeMbl, NoA/IEXKaLMNX
HabarogeHuro

Ans onTuMmnsaumm npoeepku GansoBON CUCTEMbI, MOHUTOP dalinoBow cuctembl SplDer
Guard koHTposnmpyeT obpalleHmne ToNbKO K TeM dainaMm, KOTopble HaxoaATca B obiacTax
balinoBOM CMCTEMBI, YKa3aHHbIX B KOHOUrypaumn. Kaxzaas Takas obaactb onpesensercs kak
NyTb K HEKOTOPOMY KaTanory gepeBa $aloBON CUCTEMbI 1 Ha3bIBAETCA 3awyulyaemeim
npocmpaHcmeowm (protected space). COBOKYNMHOCTb BCEX 3alUMLL@eMbIX MPOCTPaHCTB obpa3yeT
B GaniNoBOM cucTeMe eanHyr 061acme HabH00eHUs, KOHTPOANPYEMYD MOHUTOPOM. [ToMunmo
0671aCcTN HabAtOAEeH WS, B HACTPOMKaX KOMMOHEHTa MOXHO 3ajaTb Tak)Ke COBOKYMHOCTb
KaTanoros Ganao0BOWN CUCTEMbI, KOTOPbIE TPEOYeTCs UCKNKOUNTL U3 MOHUTOPUHTa (061acme
Uck/ro4eHus)). Ecnn B HaCcTpolikax KOMMOHEHTA He yka3aHO HW OHOrO 3aluLLaemMoro
npocTpaHcTBa, 0bnacTb HabarogeHUs oxBaTbiBaeT cOH60ON BCe AepeBO KaTasoroB GparnoBom
cuctemsbl. Taknm ob6pasom, HabatoAEHMIO MOABEPratoTCs TOAbKO Te dalinbl, MyTU K KOTOPbIM
npuHaanexat o6aacTn HabAEHWSA, HO He NPUHaA/IexXaT 061acTh UCKNHOYEHNS.

Ncnonb3oBaHme nckatoueHnii 6biBaeT HEOHXOANMO, HanpuMep, eciv HekoTopble danbl
4aCTO M3MEHAOTCA, YUTO MOPOXKAAET X MOCTOAHHYHO NEPENPOBEPKY N TEM CaMbIM Harpyxaet
cucTemy. Ecam TOUHO M3BECTHO, UTO YacToe M3MeHeHne GpainioB B HEKOTOPOM KaTasore He
ABNAETCA CNeACTBUEM BPELOHOCHOW akKTMBHOCTHU, a cneicTBMeM paboTbl HEKOTOPOM
AOBEPEHHOWN NPOrpamMMbl, TO MOXHO A06aBUTb MyTb K 3TOMY KaTanory, Uav U3MeHAeMbIM
darinam B HeM, B CMUCOK UCKIOYeHMI. B 3TOM cnyvae moHuTOp dannoson cuctembl SplDer
Guard He byaeT pearvpoBaTb Ha U3MeHeHUs 3TUX GarNoB, AaxKe eCI OHU NPUHaanexaT
obnactn HabatogeHusA. Kpome Toro, uMeeTcs BO3MOXHOCTb YKa3aTb U camy nporpammy;,
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paboTatoLLyto ¢ parinamu, B CUCKe JOBEPEHHbIX MPOrpamMM (napameTp KoHGUrypaumnm
ExcludedProc), Torga dannoBblie onepayymm, NpoM3BOANMbIE 3TON NMPOrpamMMoMn, TakKe He
6yAyT NPUBOANTL K NpoBepkaM GalrinoB, faxe ecan 3T Galrinbl HaxoaaTca B obaactu
HabtoaeHNA. AHaNOTMYHO, MPU HEOBXOAMMOCTU, MOXHO 3aNpPeTUTb MOHUTOPUHT U MPOBEpPKY
haliNoB, HAXOAALLMXCSA B APYrnxX GarnoBbIX CUCTEMAX, MPUMOHTUPOBAHHbIX K JIOKaJbHOW
darinoBou cucteme (Hanpumep, NPUMOHTMPOBaHHbIe Yepe3 CIFS kaTanorun ¢ BHeLWHMX
darinoBbix cepBepoB). s ykazaHua GparinoBbix cucTeM, Gansibl Ha KOTOPbIX HE AOJIKHbI
npoBepATbCA, UCNOb3yeTca NapameTp ExcludedFilesystem.

3awmilaemMble NPOCTPAHCTBA, Kak YacTh 061acTn HabAAEHUA C YKa3aHHBIMUN A8 HUX
napameTpamu NpoBepKM, 3alat0TCA B HACTPOMKaX KOMMOHEHTA Kak MMEHOBaHHbIe CeKLMN,
cozep>Kalime B CBOEM MMEHWN MPON3BONbHbIN YHUKANbHbIA NAEHTUDUKATOP, MPUCBOEHHDbIN
3awmiLaemMoMy npocTpaHcTBy. Kaxkaaa cekuma, onmcbiBatowas NpoCcTPaHCTBO, COAEPXKMT
napameTp Path, onpeaenstownin nytb B GpaiioBOM CUCTEME, XPAHSALLMIA KaTaaoru 3Toro
3aWMLLIaemMoro npocTpaHcTBa (T. e. dparmeHT aepeBa GalnA0OBON CUCTEMbI, HAXOAALLMICA NOA
HabaroaeHeM B paMKax JaHHOro NPOCTPaHCTBA), a Takke NnapameTp ExcludedPath,
onpeaenstolwmii NoKaabHYH (T. €. OTHOCUTENBHO Path) 06/1acTb UCKAKOUYEHMA BHYTPU
3alyMLaemMoro npoctpaHcTea. NapameTp ExcludedPath MoXxeT cogepxaTtb B cebe
CTaHZapTHble GannoBble Macku (T. e. cogep>kaTb CMMBObI * 1 ?). Kpome nokanbHbIX
obnacTter UCKIOYEHMS, B HACTPOMKax MOXeT ObITb 3aZaHa v rnobanbHas o6aacTb
NCKOYEHUNS, MPY NOMOLWM NnapameTtpa ExcludedPath, yka3aHHOro BHe CEKLNN,
OMMCbIBaOWMX 3aLymLLaeMble MPOCTpaHCTBa. Bce kaTanorm, nonaswwme B 3Ty 061acTb, B TOM
yncae 1 KaTanoru 3allmiaemMblx MPOCTPAHCTB, ByayT nCkatoUeHbl 13 NnpoBepku. K kaxxaomy
3aWwmLLIaeMOMY NPOCTPAHCTBY NMPUMMEHSAETCA TONbKO rnobanbHas n cobcTtBeHHaa obnactu
NCKIIOYEHUNA: €CIN OAHO NPOCTPAHCTBO BIOXKEHO B APYroe, TO K BJOXEHHOMY MPOCTPaHCTBY
He NMPUMEHARTCA HaCTPONKN UCKNOUYEH WS, YKa3aHHbIe 418 BK/IOYAOLWEro ero 3alimaemMoro
npocTpaHcTBa. Kpome TOro, B HaCTpoMKax KaXAoro 3aluiliaeMoro NnpocTpaHCcTBa MMeeTcs
Nornyecknin napameTp Enable, onpeaenstolmii, BKIOYEHO UM HET HabatogeHve 3a
darinamu, Haxogawmmuncs B obaactm HabarogeHMs aHHOro NpocTpaHcTea. Ecam atoT
napameTp yCTaHOBAEH B 3HaueHWe No, TO COAEePXNMOe JaHHOro NPOCTPaHCTBA He
KOHTpO/IMpyeTCA MOHUTOPOM. KpoMe TOro, 3alimiaeMoe NpoCTPaHCTBO HE KOHTPOANPYeTCS
MOHMTOPOM, eCNn napamMeTp Path MMeeT NycToe 3HaueHue.

@ Ecnmny Bcex 3alumiaeMbix NPOCTPAHCTB, YKa3aHHbIX B HACTPOMKax MOHUTOpa, HabaroAeHne

. OTK/NHOUEHO, WK UX MYyTU He 3agaHbl, To SplDer Guard paboTaeT BXOJIOCTYH, MOCKOJIbKY HY
oAvH dalin sepeBa GaoBOM CUCTEMBI HE ByAET HAXOAUTLCA Mo HabatogeHnem. Ecam
HEOHXOAMMO KOHTPOIMPOBaTh BCHO GaIoBYHO CUCTEMY KakK eAnHOe 3allumiaemMoe
NPOCTPaHCTBO, CleayeT YAaNuTb U3 HaCTPOEK BCE MMEHOBAHHbIE CEKLMM 3aLLMLLaeMbIX
NPOCTPaHCTB.

PaccmoTpum npumMep HacTpoek obnactert HabaroAeHMA 1 UCKNtoUYeHUs. TyCTb B HaCTpoMKax
KOMMOHEHTa 3aaHbl CieaytoLie napamMmeTpsbi:

[LinuxSpider]

ExcludedPath = /directoryl/tmp

[LinuxSpider. Space.spacel]
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Path = /directoryl
ExcludedPath = "*.tmp"

[LinuxSpider.Space.space?2]
Path = /directoryl/directory2

[LinuxSpider.Space.space3]
Path = /directory3
Enable = No

DTO O3HauvaeT, UTo Noj HabatogeHNeM HaxoaaTca Gaibl, PaCcNONOXKEHHbIE B

katanore /directoryl, W ero nojkaTtanorax, 3a UCKIrOYeHneM KaTanora /directoryl/tmp.
Kpome TOro, nckirouarotrcs ns HabatogeHns Gannbl, Ybe NOJHOE UMSA COOTBETCTBYET

Macke /directoryl/*.tmp (3TO He KacaeTca BNOXKEHHOM

obnactm /directoryl/directory2, Ha KOTOPYIO AaHHaA Macka He pacrnpocTpaHAeTcs, He
CMOTPS Ha TO, YTo 3Ta 06/1aCTb BIOXKEHa B 3aliMLLiaeMoe npocTpacTso spacel). Pannbl,
Haxoadlmecs B KaTanore /directory3, He KOHTPOAUPYHOTCA.

Pe>xum ycuneHHOro moHutopuHra ¢panios
SplDer Guard MOXeT UCMONb30BaTb TPU PEXUMaA MOHUTOPUHTA:

e O6bI4HbIl (yCTaHOBAEH MO YMONYaHWNIO) — OTC/IEXMBAKOTCA onepauum goctyna K daniam
(co3paHue, OTKpPbITUE, 3aKpbITUE 1 3anyck ¢aina). 3anpalunBaeTtcs nposepka danna, 4oCTyn
K KOTOpOMY 6bin ocylecTBaeH. 1o pe3ynbTataM NpoBepku K Ganay MoryT 6biTb MPUMEHEHbI
AEeNCTBMA NO HeUTpaAn3aumm yrpo3bl, ecin oHa B HeM obHapy>eHa. /1o okoH4YaHus
NPOBEPKM JOCTYN K daniNy CO CTOPOHbI MPUIOXKEHWI, 3aNPOCUBLUNX AOCTYM, HE
orpaHunumBaeTca.

e YcusieHHbIlU KOHMPOJb UCNOHAEMbIX patiiog — Ans GanioB, He CUMTarOLMXCA
MCNONHSAEMbIMU, — Tak Xe, Kak 1 B 06blYHOM pexxume. SplDer Guard 61okupyet
3anpoLUeHHY onepaLnto 4oCTyna K MCnoaHAeMoMy danay o Tex Mop, MoKa He CTaHyT
M3BECTHbI pe3y/ibTaTbl €ro MPOBEPKM Ha Hain4me yrpos.

VcnonHsembimu darinamm cuntatotcs aBounuHble dainbl dopmatos PE n ELF, a Taicke
: TeKCToBble daliNbl CKPUMTOB, cogepXkaLlivie npeambyny «i# ! ».

e «[lapaHoudaneHeliti» pexxum — SplDer Guard 610kMpyeT 3anpoLUeHHY onepaLuto 4ocTyna K
nrobomy danny Ao Tex Nop, Noka He CTaHyT N3BECTHbI pe3y/bTaTbl €ro MPOBEPKM Ha
Ha/inume yrpos.

Dr.Web File Checker B TeueHVe onpeseneHHOro BpeMeHU CoOXpaHseT pe3yabTaTbl MPOBEPKM
dannoB B cneuyasbHOM K3LLUE, MO3TOMY NPWU MOBTOPHOM AOCTyre K TOMy Xe danay, npu
HaAnumMm nHGOpPMaLMK B K3LLe, MOBTOPHOE CKaHMpPOBaHWe dalina He MPON3BOANTCS, B
KauecTBe pe3y/bTaTa MPOBEPKU 3TOro dalisa NCNoab3yeTcs pe3ybTaT, U3BJeUEHHbIN 13 KaLa.
HecMoTps Ha 3TO, Mcnonb3oBaHMe «NapaHOUAANbHOTO» PeXMMa MOHUTOPUHIa MPUBOAUT K
CyLLLeCTBEHHOMY 3amez ieHnto paboTbl Npu JocTyne K Ganiam.
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[Ans HaCTPOWKM pexxMa MOHUTOPUHIA U3MEHNTe 3HaYeHne napamMmeTpa BlockBeforeScan
B HacCTPOMKaX KOMIMOHEHTa.

| MoapobHee o HacTpolike SplDer Guard n pexvmax MOHUTOPWHra GaIoB CM. B pasgene
: Hactporika MoHuTOpuHra ¢pannoBOR CUCTEMBL.

9.4.2. AprymeHTbl KOMaHAHON CTPOKUN

YT1o6bl 3anycTUTh KOMNOHEHT SplDer Guard 13 KOMaHAHOW CTPOKM, BbINMOAHNTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-spider [<napamempesi>]

SpIDer Guard gonyckaeT UCMO/b30BaHMeE CIeAyoLWMX NapaMeTpoB:

Mapametp OnucaHue

--help Ha3HaueHve: BbiBog Ha aKpaH KOHCONM WK IMyAATOpa TepMUHaAa KpaTKon crnpaBku no
MMerLWMMCcA napamMeTpam KOMaHAHON CTPOKM 1 3aBepLueHre paboTbl KOMMOHEHTa.

KpaTtkuin BapmaHT: —h
AprymeHTbl: Het

——version  Ha3sHaueHve: BbiBOA Ha 3KpaH KOHCOIM UAWN SMYAATOPa TepMUHaia UHPopMaLmm o
BepCUM KOMIMOHEHTa ¥ 3aBepLueHne paboTbl.

KpaTkuii BapuaHTt: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-spider --help

[laHHas KOMaHJa BbiBeZET Ha 3KpaH KpaTkyro cripaBkKy komnoHeHTa SplDer Guard.

3ameuaHuA o 3anycke

3anyck KOMMOHeHTa B aBTOHOMHOM peXVMe HenocpeacTBEHHO N3 KOMaHAHOW CTPOKWN He
npesycMoTpeH. KOMMOHEHT 3anyckaeTcs aBTOMaTUYeCK/ JEMOHOM YrpaB/ieHns
kKoHourypaumen Dr.Web ConfigD npu 3arpyske onepauynoHHOM cucTeMbl. s ynpaBaeHus
napameTpamum paboTbl KOMNOHEeHTa ncnoabayrte ytuanty Dr.Web Ctl, npeagHa3HaueHHyto ans
ynpaneHua Dr.Web Server Security Suite 13 kOMaHAHOW CTPOKM.

@ [Ans 3anycka ytuantel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

ﬂ,ﬂﬂ noJsiydeHna CnpaBkn O KOMMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAy
man 1 drweb-spider.
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9.4.3. NapameTpbl KOHPUTypaLmUmn

B atom pasgene

° napaMeTleKOMﬂOHeHTa

o HaCTQOI\/’IKa NHAVMBKWAYAJIbHbIX MAaPaAMETPOB MOHWUTOPWUHIA 3allNLLIdEMbIX NMPOCTPaHCTB

KoMnoHeHT ncnosb3yeT napameTpbl KOHOUTypaLmu, 3ajaHHble B CeKUMN [LinuxSpider]
0bbeanHeHHOro koHburypaunonHoro davna Dr.Web Server Security Suite.

MapameTpbl KOMMNOHEHTa

BCEKHMM npeacTtaB/eHbl Cefyrolmne napameTpbl:

Mapamertp
LogLevel

{yposeHb nodpobHocmu}

Log
{mun xypHanaj}

ExePath

{nyme K cbaliny}

Start

{noauyeckuli}

[*] ExcludedPath

{nyme k ¢paliny unu kamanoay}

OnucaHue

YpoBeHb NoApPo6HHOCTY BeAeHMs XypHaia KOMMOHEHTa.

Ecnun 3HaueHve napamMeTpa He yKa3aHO, NCNOJIb3yeTCA
3Ha4yeHune napamMeTpa DefaultLogLevel n3 cekumn
[Root].

3HaueHue NMo ymMoiyaHuio: Notice

MeTog, BeAeHWA >KypHaJla KOMMNOHEeHTa.

3HaueHVe No yMoAYaHWo: Auto
MyTb K McnonHsemomy dainy KOMMOHeHTa.

3HayeHue no ymonyaHuwo: /opt/drweb.com/bin/drweb-
spider

KomnoHeHT 3anyckaeTcs 4eMOHOM yrpaB/ieHus
KoHourypauvein Dr.Web ConfigD.

YcTaHOBKa AaHHOTo napameTpa B Yes npejnucbiBaeT AeMOHyY
ynpaBneHvs KOHQUrypaLyen Heme/leHHO 3amyCTuTb
KOMMOHEHT, a YCTaHOBKa ero B 3HaueHne No — HeMeZ1eHHO
3aBepLnTb PaboTy KOMMOHEHTa.

3HayeHune No yMOYaHWK: 3aBUCUT OT TOTO, B COCTaBe Kakoro
npoaykta Dr.Web paboTtaeT KOMNOHEeHT.

MyTb K 06BEKTY, KOTOPbIN JOKEH ObITb NPOMYLLEH NPU
MOHUTOPUHre ¢hannoBbIx onepaumin. JJonyckaetca ykasaHve
NyT! Kak K OTaeAbHOMY daliny, Tak 1 K KaTaaory B LeNoM.
Ecnv ykasaH katanor, To ByayT UckntoueHbl U3 HabatoaeHns
BCe dainbl U NojkaTanory (BKIoYas BJOXKEHHbIE) 3TOTO
kaTanora. [lonyckaeTcs ncnonb3oBaTtb daiioBble Macku
(copep>alume CMMBOAbI 2 N *, @ TakXKe CUMBOJIbHbIE KNacchbl

P O PR R B »
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Mapametp

Mode

{LKM | FANOTIFY | AUTO}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

Mo>xHOo yKa3aTb HeCKO/bKO 3HAUEHN B Burae Crnuncka.
3HaueHusa B CMMCKe YKa3bIBaKOTCA Yepes 3anaTyto (kaxgoe
3HayeHue B KaBblykax). JlonyckaeTca NOBTOpPeHVEe napameTpa
B CceKunmn (B 3TOM CJlydae BCe 3Ha4eHna O6'be,q|/IHFHOTC$I B
eNHbIA CMUCOK).

Mpumep: Job6aButb B cincok dann /etc/filel u
KaTanor /usr/bin.

e [lobaBneHmne 3HaUeHN C NOMOLLbIH KOMaHbl drweb-
ctl cfset:

# drweb-ctl cfset LinuxSpider.ExcludedPath -
a /etc/filel

# drweb-ctl cfset LinuxSpider.ExcludedPath -
a /usr/bin

e [lobaBneHne 3HaUEHWA B Galin KOHPUrypaLmu.
o [lBa 3HaueHus B OAHOW CTPOKe:

[LinuxSpider]
ExcludedPath = "/etc/filel"™, "/usr/bin"

o [lBe cTpoku (N0 OAHOMY 3HaUYEHWIO B CTPOKE):

[LinuxSpider]
ExcludedPath /etc/filel
ExcludedPath = /usr/bin

YTo6bl M3MEHeHUa BCTYNWAN B CUY, Nepe3arpysunte
koHpurypaumto Dr.Web Server Security Suite ¢ nomotbto
KOMaH/AbI:

# drweb-ctl reload

@ HeT cmbic/ia yKka3biBaTb 34€eCh NyTH K

CUMBOJIMYECKUM CCbLIKaM, NMOCKOJbKY Mpu
npoBepke daina Bcerga aHanunpyeTcs
NPSMOW MyTb K HEMY.

3HaueHue Mo yMoNyaHuo: /proc, /sys

Pexxum paboTtbl SplDer Guard.

Bo3MOXHble 3HaUeHNs:

e LKM — paboTa yepe3 LKM-moayns Dr.Web,
YCTaHOBJ/IEHHbIA B AAPO OnepaumoHHON cuctemsl (LKM —
Loadable Kernel Module);

e FANOTIFY — paboTa uepes CUCTEMHbIA MexaHw3M fanotify,

e AUTO — aBTOMaTMUeCKOe OnpeseneHre OnTMMaabHOro
pexwvmMa paboTbl.

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp

ExcludedProc

{nyme «k ¢paliny unu cnucok nymedi}
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OnucaHue

| 3MeHATb 3HaUeHUs 3TOro NapameTpa
: cnesyeT NPOV3BOAUTL C KpanHel

OCTOPOXHOCTbHO, MOCKOALKY AApa Linux B
pa3HoON Mepe noaAep>XXMBatoT TOT U APYroW
pexum paboTbl. HacTosaTenbHo
peKkoMeHZayeTCca OCTaB/ATb 3TOT NapameTp B
3HayveHnn AUTO, 4Tobbl Mpu 3anycke 6bin
BblbpaH ONTMMabHBIN PEXWUM MHTerpaLum ¢
avcrnetyepoM painoBoi cuctemsl. Mpwu
3TOM KOMIMOHEHT CHayana rbitaeTcs
MCNoab30BaTb pexuMm FANOTIFY, MOTOM, B
cnydvae Heypaum, — LKM. Ecam He ypanock
MCMONb30BaTb HY OfUH M3 PEXMMOB,
paboTa KOMMOHeHTa 3aBepLuaeTcA.

Mpw HeOBXOAMMOCTU Bbl MOXETe cObpaTh
LKM-moaynb Dr.Web u3 ncxogHoro koga v
YCTaHOBUTb €ro B CUCTEMY, Cesys
WHCTPYKUMKN B pa3gene Vcnonb3oBaHue

Moayna aapa ana SplDer Guard.

3HaueHue No ymonyaHuo: AUTO

Cnvcok npoueccos, GpaitioBas akTMBHOCTb KOTOPbIX He
kKoHTposvpyetcs. Ecnn painosas onepauma 6bina
coBeplUeHa NH06bIM 13 MPOLIECCOB, YKa3aHHbIX B 3HaUYEeHUM
napameTpa, TO U3MeHeHHbIM WK CO3AaHHbIl Gain He byaeT
NpOBepPATLCA.

MO>HO yKka3aTb HECKOJIbKO 3HaUeHWn B BUZe CMcKa.
3HaueHusa B CMMCKe yKa3bIBalOTCA Uepes 3ansaTyto (Kaxkgoe
3HaueHMe B KaBblykax). [lonyckaeTcs NoBTOpEeHVEe NapameTpa
B ceKkuun (B 3TOM C/lydae BCe 3HaYeHUsi 06 beanHArOTCS B
efVHbIN cnncok). JonyckaeTcs ncnoab3oBaTb GpalinoBble
Macku (cogep>kallme CUMBOJbI 2 U *, @ Takke CUMBOJIbHbIE
knaccel [ 1, [! 1, [~ 1)

Mpumep: lo6aBuTb B CNMCOK MPOLECCHl wget U curl.

e [lobaBneHmne 3HaUeHUI C MOMOLLbIO KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset LinuxSpider.ExcludedProc -
a /usr/bin/wget
# drweb-ctl cfset LinuxSpider.ExcludedProc -
a /usr/bin/curl

e [lobaBneHne 3HaUEHWA B Galin KOHPUrypaLmu.
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Mapametp OnucaHue

o [lBa 3HaueHWs1 B OAHOM CTPOKe:

[LinuxSpider]
ExcludedProc = "/usr/bin/wget",
"/usr/bin/curl"

o [lBe cTpoku (MO OAHOMY 3HaUYEHMIO B CTPOKE):

[LinuxSpider]
ExcludedProc = /usr/bin/wget
ExcludedProc = /usr/bin/curl

YT06bl M3MEHEHUsA BCTYNWAW B CUY, Nepe3arpysnte
koHpurypaumo Dr.Web Server Security Suite ¢ nomoLbto
KOMaHAbL:

# drweb-ctl reload

3HaueHne Nno ymosyaHuto: (He 3a0aHo)

BlockBeforeScan BrokunpoBaTb daiibl Mpy 06paLLleHnn K HIM 4O NPOBEPKM
MOHWUTOPOM (YCUNEHHBIV WIW «NapaHOUAANbHBIR» PexuM

{Off | Executables | All} MOHUTOPUHIa).

Jonyctumble 3HaueHNA:

e Off — He H60KMpOBaTL AOCTYN K halinam, faxe ecav OHK
He NpOBepEHbI.

e Executables — 610kMpoOBaTh AOCTYM K NCMOJHAEMbIM
darinam (popmatos PE n ELF 1 ckpunToB, cogepkalymx
npeambyny # !), He NPOBEPEHHLIM MOHUTOPOM.

e A1l — 6a0KMpOBaThb AOCTYN KO BCeM palinam, He
npoBepeHHbIM MOHUTOPOM.

®alinbl 61OKMPYHOTCS TONBKO B pexume FANOTIFY.
3HaueHwve no ymonuaHuto: Of £

ExcludedFilesystem ®dannoBas cuctema, 4OCTyn K Gaiinam KOTOpoM
. . KOHTPONMpOBaThCs He Byaer.
{ums alinosoli cucmemsi}

JaHHas yHKUMA AOCTYMHa TONbKO B pexume FANOTIFY.

MO>HO yKa3aTb HECKOJIbKO 3HaUeHWn B BUZe CrMcKa.
3HaueHus B CMMCKe yKa3bIBarOTCA Uepes 3ansaTyto (Kaxkaoe
3HaueHMWe B KaBblykax). [lonyckaeTcqa NOBTOpeHVe NapameTpa
B CEKUMM (B 3TOM C/lyyae BCe 3HaueHus 06beaVHATCA B
€/VHbIN CMNCOK).

Mpumep: [o6aBuTb B CrNCok q)al‘/'lnosble cucteMbl cifs um
nfs.
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Mapametp

[*] OnKnownVirus

{Oelicmsue}

[*] OnIncurable

{Oelicmesue}

[*] OnSuspicious

{Oelicmsue}

[*] OnAdware

{Oelicmesue}

[*] OnDialers

{Oelicmesue}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

e /[lob6aBneHve 3HaYEHMN C MOMOLLLbIO KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a cifs
# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a nfs

e [lobaBneHne 3HaUEHWA B Galin KOHPUrypaLmu.

o /[lBa 3HaueHWUs B OAHOWN CTPOKe:

[LinuxSpider]
ExcludedFilesystem = "cifs", "nfs"

o [lBe cTpokm (MO OAHOMY 3HaUYEHMIO B CTPOKE):

[LinuxSpider]
ExcludedFilesystem = cifs
ExcludedFilesystem = nfs

UTO6bI M3MEHEHUs BCTYNUAW B CUJTY, Mepe3arpysute
koHpurypaumto Dr.Web Server Security Suite ¢ nomoubto
KOMaH/AbI:

# drweb-ctl reload

3HayeHVe Mo yMoNYaHWo: cifs

JevctBre npu obHapyxeHUn B NnpoBepsemMoM ¢arine
M3BECTHOW yrpo3bl (BMpYyca U T. 4.).

[JonyctyMmble 3HayeHns: CURE, QUARANTINE, DELETE.
3HayeHune no ymonyaHuro: CURE

,U,EVICTBMG B Ciydae HEBO3MOXHOCTU U3neyeHna yrpos3bl.

,ﬂ,OHyCTI/IMbIe 3HaueHus: QUARANTINE, DELETE.
3HauyeHwe no ymMon4YaHno: QUARANTINE

[JencTBre Npy o6Hapy>XeHUN B NPOBEPSEMOM C MOMOLLbIO
3BPUCTMUECKOTO aHanu3za daiine HeM3BeCTHON yrpo3bl (Wiu
NoZO3peHns Ha yrposy).

Jonyctumble 3HaueHna: REPORT, QUARANTINE, DELETE
3HaueHne Mo yMoYaHWro: QUARANTINE

[JenctBre Npu obHapyXeHun B NnpoBepseMoM danne
peKI1aMHOM NporpamMmbl.

,ﬂ,OI‘IyCTI/IMbIe 3HaueHua: REPORT, QUARANTINE, DELETE.
3HayeHwe no yMon4YaHUo: QUARANTINE

[elicTBMe Npu o6HapyXeHWM B NpoBepseMoM daline
nporpammbl aBTOMaTUYECKOTO J03BOHa.
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Mapametp OnucaHue

,ﬂ,OI‘IyCTI/IMbIe 3HaueHus: REPORT, QUARANTINE, DELETE.

3HauyeHwe no ymMon4YaHuo: QUARANTINE

[*] OnJokes JevctBre npu obHapyxeHUn B nposepsemMoM daline
. nporpammMbl-LLYTKW.
{Oelicmsue}
[Jonyctnmble 3HaveHna: REPORT, QUARANTINE, DELETE.
3HaueHune Mo yMONYaHWio: REPORT
[*] OnRiskware [JenctBre Npu obHapyXeHun B NnpoBepseMoM danne
. MOTeHLMaIbHO OMacHOM NporpamMmsi.
{Oelicmesue}
JonycTuMble 3HaueHns: REPORT, QUARANTINE, DELETE.
3HayeHve No yMOYaHWUO: REPORT
[*] OnHacktools [eNcTBre Npu obHapyXeHWU B NpoBepsieMoM daiine B
. npoBepsieMOM daiine xakepckol Nporpammbl.
{Oelicmeue}
JonyctuMble 3HaueHns: REPORT, QUARANTINE, DELETE.
3HayeHve Mo yMOAYaHWUO: REPORT
[*] ScanTimeout Taiim-ayT Ha NMpoBepky oAHoro daiina.

{umepean epemeriu} [Jonyctumble 3HaueHusa: oT 1 cekyHapl (1s) go 1 vaca (1h).

3HauyeHue no ymonyaHuro: 30s

[*] HeuristicAnalysis Vicnosb3oBaTth WAM He UCMOIb30BaTb IBPUCTUYECKMIA aHaIn3

JJ/15 TIOUCKA BO3MOXKHbIX HEU3BECTHbIX YrP0O3. DBPUCTUUYECKMIA
{On | Off} aHaNn3 MoBbIWaeT HaZEXHOCTb NMPOBEPKK, HO yBeANYMBAET
ee ANNTeNIbHOCTb.

[JencTBre Ha cpabaTbiBaHWe 3BPUCTUYECKOrO aHaamM3aTopa
3a/aeTcs napamMeTpom OnSuspicious.

,ﬂ,O nyctMble 3Ha4YeHNA:

e On — 1CMONb30BaTh IBPUCTUYECKUIA aHaIM3 NPU NPOBEPKE.
e Off — He 1UCMONb30BaThb IBPUCTUYECKUIA aHaN3.

3HayeHue No yMon4yaHuio: On

[*] PackerMaxLevel MakKc1ManbHbI YpOBEHb BNOXEHHOCTU A8 3anakoBaHHbIX
06bekToB. Mo 3anakoBaHHbIM 0H6BHEKTOM MOHUMAETCS
NCMONHAEMBIW KOZ, CKaTbl MPY MOMOLLLU
cneuvanm3npoBaHHbIX MHcTpymeHToB (UPX, PELock,
PECompact, Petite, ASPack, Morphine n gp.). Takve 06bekTbI
MOTyT BK/IOUATb ApYrue 3anakoBaHHble 06beKTbl, B COCTaB
KOTOPbIX TakKe MOTYT BXOAUTb ApYyrve 3anakoBaHHble
06beKTbl, U T. 4. 3HaueHWe 3TOro NapameTpa ycTaHaBAMBaeT

{yenoe yucno}
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[*] ArchiveMaxLevel

{yenoe yucno}

[*] MailMaxLevel

{yenoe yucno}

[*] ContainerMaxLevel

{yenoe yucno}

[*] MaxCompressionRatio

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

npesenbHbI ypOBEHb MepapXum BJAOXKEHHOCTW, noce
KOTOpPOro o6bekTbl BHYTPU 06bEKTOB He HyayT NPoBepATLCS.

OrpaHWYeHNiA YpOBHS BAOXEHHOCTM HeT. 3HaueHne 0
yKa3bIBaET, YTO BJOXKEHHbIE 06BEKTbI He MPOBEPAIOTCA.

3HayeHue No ymMonyaHuo: 8

MaKcvMaibHbIN YPOBEHb BJIOXEHHOCTU /1 apXUBOB
(.zip, .rar n ap.), B KOTOPbIE BAOXEHbI APYT1e apXVBbI, B
KOTOPble, B CBOK OYepesb, Takke MOTYT ObiTb BJOXKEHbI
apxuBbl, W T. 4. 3HaUeHVe 3TOro napameTpa ycTaHaBAMBaeT
npeAenbHbI YPOBEHb UEPAPXUM BAOXKEHHOCTH, MOC/IE
KOTOPOrO apXuBbl BHYTPW apXMBOB He BYAyT MPOBEePATLCS.

OrpaHuYeHUin ypOBHsl BJOXKEHHOCTU HeT. 3HaueHve 0
yKa3bIBaeT, UTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCS.

3HayeHwVe No yMonuaHuo: 0

MakcrMmanbHbIN ypOBeHb BAOXKEHHOCTU And Ppainnos
MOYTOBbIX Mporpamm (.pst, .tbb MU T. M.), B KOTOPble MOTYT
6bITb BNIOXKEHBI 06BEKTBI, B KOTOPbIE Talkoke MOTYT 6bITh
BJIOXKeHbl 06BbeKTbl, U T. A. 3HaueHWe 3TOro napamMeTpa
yCTaHaB/IMBaeT Npege/bHbliA ypOBeHb Mepapxun
BJIOXKEHHOCTW, MOC/Ie KOTOPOro 06beKTbl BHYTPU 06 bEKTOB He
6yayT NnpoBepATbHCA.

OrpaHvyeHuUii ypOBHS BJIOXKEHHOCTU HeT. 3HaueHve 0
yKa3bIBaeT, YTO BAOXKEHHblE 06BEKTbI He MPOBEPAOTCA.

3HauyeHwe no ymMoayaHuo: 0

MaKcrMaibHbIN YpOBEHb BJIOXKEHHOCTU AN APYrMX TUMOB
06DBEeKTOB C BAOXKEHUAMU (Hanpumep, cTpaHnubl HTML,
dannbl . jar U T. N.). 3HaUYeHVe 3Toro NapamMeTpa
yCTaHaBAMBaET npejesbHblii ypOBEHb Mepapxum
BJIOXKEHHOCTW, NOC/e KOTOPOro 06beKTbl BHYTPU OO BEKTOB He
6yAyT NpoBepPsATHCS.

OrpaHuyeHUin ypoBHsl BJIOXKEHHOCTU HeT. 3HaueHve 0
yKa3bIBaeT, UTO BIOXKEHHbIE 06bEKTbI He MPOBEPSAOTCS.

3HaueHue No yMonyaHuio: 8

MakcrmanbHO AOI‘IyCTVIMaH CTeneHb OKaThAa NpoBepAEeMbIX
06beKTOB (OTHOLLEHME CKaToro o6bemMa K HecxkaTomy). Ecam
CTeneHb CkaTus 0H6beKTa MPEeBbICUT YKa3aHHY BEINUMHY, OH
6yzeT NponyLLLeH Npy NpoBepkKe.

BennuvHa ctenern cxatus AO0JIXKHa ObITb HE MeHee 2.

3HayeHue Mo ymonyaHuro: 500
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Mapametp OnucaHue
DebugAccess Briitouatb win He BKArOYaTb B XXypPHaa Ha OTAaA04HOM

. ypoBHe (Mpu LogLevel = DEBUG) NogpobHble coobLieHms
{noauueckuti}

0 goctyne kK danam.

3HauyeHwe no YMOJI4YaHNIO: No

Hactpoiika nHanBuayanbHbIX NapamMeTpoB MOHUTOPUHrA
3almLaeMbiX NPOCTPAHCTB

[lns KaXkaoro 3almiiaemMoro npocTpaHcTBa GanaoBon CUCTEMbI B KOHOUTYPaALLMOHHOM
davine, Hapagy c cekumen [LinuxSpider], XpaHALlen Bce napaMeTpbl paboTbl MOHMTOPA,
3ajjaeTcsa oTAeNbHas cekuus, onpeenstowas nytb K Habarogaemon obnactn pannoBom
CUCTEMbI U NapaMeTpbl ee MOHUTOpPUHra. Kaxaas MHAMBUAyanbHaA Cekuma 3aLimiLaeMoro
MPOCTPaHCTBa AOJKHA UMeTb UMA BUAA [LinuxSpider.Space.<uUmMg nhpocmpaHcmsea>],
rae <ums NpoCMpaHcmMea> — YHUKabHbIN MAEHTUOUKATOP 3aLMLLIaeMOro NpoCTpaHCTBa.

NHanBuayanbHas cekums NpoCTpaHCTBa AO/XKHA BKIOYaTb B cebsa ciesytolime napaMeTpsl,
OTCYTCTBYHOLLME B 0bLen cekumm [LinuxSpider]:

Mapametp

Path

{nyme k
kamajozy}

Enable

{noauyeckuli}

@

OnucaHue

OnpegenseT NyTb K KaTasory, XxpaHaLiemy daisbl, KOTOpPble JOXKHbI HAXOANTLCS MOJ,
HabtoeHVeM (BKIKOUash BAOXKEHHbIE KaTaaorm).

Mo ymMonYaHUIO AaHHBIN NapameTp UMeeT MycToe 3HaueHWe, No3ToMy Npu Jo6aBieHUM
3alMLLaeMoro NpocTpaHcTBa K 061acT HabatoZeHrs 065a3aTelbHO CneayeT 3ajaTb
JaHHbIV NapameTp.

3HaueHWe Nno ymoyaHuto: (He 3a0aHo)

Copep>kvMoe 3alMLLaeMoro NpoCTPaHCTBa, PacrnoioXKeHHOe BHYTPU NyTn Path,
AOJIKHO HaXoAUTLCS MoJ HabIA4eHVEM MOHWUTOPA.

YcTaHOBKa i@aHHOrO napamMeTtpa B No NpeAnucbiBaeT MOHUTOPY UCKIOUUTb
COZepP>KMMOe JaHHOTO 3allULLLaeMOro NpoCTpaHcTBa U3 06besMHEHHOW 06aacTy
HabatoaeHNs.

3HaueHue no YMONYaHWNIO: Yes

Ecnn Yy BCeX 3alluulaeMblX MPOCTPaHCTB, yKa3aHHbIX B HaCTpOVIKaX MOHUTOpPa, Ha6mop,eH|/|e
OTK/NFOUEHO, WK UX MYyTU He 3azaHbl, To SplDer Guard paboTaeT BXOJIOCTYH, MOCKOJIbKY HU
oAvH dalin sepea dhaioBOW CUCTEMBI He ByaeT HaxoAUTLCA Nog HabatogeHnem. Ecam
HEOHXOANMO KOHTPOIMPOBaTh BCHO GalIoBYHO CUCTEMY KaK eAMHOE 3allumiaemMoe
NPOCTPaHCTBO, CleayeT YAanuTb U3 HaCTPOEK BCE MMEHOBAHHbIE CEKLMM 3aLLMLLaeMbIX
NPOCTPaHCTB.
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Kpome yka3aHHbIX Bbllle, UHAVMBUAYaNbHbIE CEKLMN 3alUMLLAaEMbIX MPOCTPAHCTB MOTYT
BK/ItOYaTb B ce6A CMMCOK NapamMeTpoB 13 06LLeln CeKLMN HAaCTPOEK KOMIMOHEHTA, OTMEYEHHbIX
ob03HaueHneM [*] B TabauLe Bbille, U Nepeonpesenstowmx napaMeTp, 3ajaHHbl ans
3alWMLLIaeMOro NpoCcTpaHCcTBa (HanpumMep, AeNcTBne Npu obHapy>XeHUn yrposb,
MaKCUManbHY rnybuHy NPOBepPKM apxmMBOB U T. N.). Ecan ana 3awmuiaemoro npocrtpaHcTBa
He yKa3aH Kakon-1mbo 13 napameTpoB, TO MOHUTOPUHI GalaoB B 3TOM MPOCTPaHCTBE
perynnpyertcsa 3HaYeHNAMM COOTBETCTBYHOLLMX MapaMeTPoOB U3 CeKUuMM [LinuxSpider].

Y106b1 106aBUTb HOBYHO CEKLIMIO MapaMeTPOB A/1A 3aLUMLLAeMOro NPOCTPaHCTBa C TErOM
<UMS NPOCMPAHCMBea> Npu NOMoLM yTuanTbl ynpasaeHua Dr\Web Ctl (3anyckaetca
KOMaHAon drweb-ct1), BbINOAHWUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Space -a <umdnpocmpaHcmea>
Mpumep:

# drweb-ctl cfset LinuxSpider.Space -a Spacel
# drweb-ctl cfset LinuxSpider.Space.Spacel.Path /home/userl

MepBas koOMaHAa 206aBUT B paln KOHPUrypaumm cekumnto [LinuxSpider.Space.Spacell,
a BTOpas 3a4acT ANs Hee 3HayeHWe napameTpa Path, ykazaB nyTb K Habarogaemoun obnactu
darinoBou cuctemMsbl. Bce npoune napameTpbl B JaHHOM cekumnm ByayT coBnagaTb CO
3HaueHVAMM NapaMeTpoB M3 obLlen cekumn [LinuxSpider].

9.4.4. cnonb3oBaHue moayna aapa ana SplDer Guard

B sTom pa3sgene

e Obuive cBeseHUS
e VHcTpyKuma no cbopke Moayns aapa
e Bo3moxxHble owmnbkun cbopku

O6bwune cBepgeHnn

Ecnav onepaumoHHas cucteMa He npefocTaBaseT MexaHu3Mm fanotify, ncnonb3yemeiii SplDer
Guard ans MOHUTOPUHIa AeUCTBUI C 0bbekTaMn GarioBON CUCTEMBI, OH MOXET
MCNO/Ib30BaTh CreLmanbHbIv 3arpyxxaembln LKM-mopaynb, paboTatowwmii B npocTpaHCcTBe aapa
(KpoMe TOro, MoAy/b AZpa MOXET UCNONAb30BaTbCA B TEX Cyyasx, korga MexaHunsm fanotify
peann3oBaH C OrpaHUYEeHUAMM MO AOCTYNY K GaiNoBOM cUCTEME).

Mo ymonuyaHuto B coctaBe SplDer Guard noctaBaseTca CKOMNUANPOBAHHbIN MOAYNb A4pa As
Bcex OC, yka3aHHbIX B pa3gene CuctemHble TpeboBaHMA N COBMeCTUMOCTb. Kpome 3Toro
COBMEeCTHO ¢ koMnoHeHToM SplDer Guard nocraensetcs apxus B popmaTe . tar.bz2,
cozep>Kallmi ncxoaHble darinbl 3arpy>Kaemoro Moayna a4pa, Ytobbl ero MOXHO 66110
cobpatb BPYUHYHO.
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| 3arpyxxaemblin Mogynb aapa (LKM), ncnonbsyembii SplDer Guard, npesHasHaveH ans
: paboTbl ¢ agpamu Linux Bepcuii 2.6.* n 6osee No3zHen.

Pabota c LKM He noaaep>kuvBaetcsa ansa apxutektyp ARM64, E2K n IBM POWER (ppc64el).

ApXI/IB C NCXOAHBbIM KOAOM 3arpy>aemMoro Mmoayna agpa pacnojiaraetca B
Katasore /opt/drweb.com/share/drweb-spider-kmod/src/ n nMmeet MA BUAa
drweb-spider-kmod-<gepcus>-<dama>.tar.bz2.

Takke B kaTanore drweb-spider-kmod nmeertcs dann ckpynta check-kmod-install. sh,
MCMOJIHMB KOTOPbIW, Bbl NOAYyYMTEe MHPOPMaLUIO, NOAAEPXKMBAET N UCNOAb3yeMas BaMu
ornepauyoHHaa cucTema NpesBapuTeNbHO CKOMMUANMPOBAHHbIE BEPCUM AAPA, YXKe
BKItOUYeHHble B coctaB Dr.Web Server Security Suite. Ecnim HeT, To Ha 3kpaH byzeT BbiBeAeHa
peKOMeHAaLMA BbIMOJHUTb PYYHYHO COOPKY.

B cnyuae otcytctBMA KaTanora drweb-spider-kmod NO YyKa3aHHOMY MyTW, BbIMOAHUTE
YyCTaHOBKY NnakeTa drweb-spider-kmod (M3 pPENO3MTOPUS UM BbIOOPOYHOWN YCTAaHOBKOW N3
YHVMBEpPCaNbHOro nakeTa, B 3aBMCMMOCTM OT cnocoba, koTopbiM ycTaHoBaeH DrWeb Server
Security Suite).

@ N5 BbINOJIHEHUA PYYHOW COOPKU 3arpy>kaeMoro Moayns siapa u3 UCXOAHOTO KoJa

: HeobxoauMo 06s1azaTh NpaBamu Cyneproib3oBaTens (Nosb3oBatens root). Ans
MOJIyYeHVs MpaB Cyrmeprno/ib3oBaTens Npu cbopKe MUCMob3yiTe KOMaHAY CMeHbI
MoJIb30BaTeNs su WM KOMaHAy BbIMOJIHEHVS OT UMEHMW ApYroro noJsib3oBaTens sudo.

UHcTpykuma no cbopke moayna agpa
1. PacnakynTte apxvB C UCXOAHbBIM KOAOM B At060M KaTasnor. Hanprumep, komaHga

# tar -xf drweb-spider-kmod-<gepcus>-<dama>.tar.bz2

pacnakyeT apxXnB HEMOCPEACTBEHHO B KaTaor, COAep>KallMii caM apXuB, CO3aB B HEM
nogkatanor c umeHem daiina apxvaa.

2. I'Iepel7|,u,v|Te B CO3A<’:1HHbII7I KaTanor ¢ NCXogHblM KOAOM U BbIMOJHUTE KOMaHAY:

# make

B cnyyae BO3HMKHOBEHMA OLWIMOOK Ha 3Tane make caegyeT UX YCTPAHUTb U BbIMOAHUTD
KOMMUAALMIO MOBTOPHO.

3. Tocne yCnewHOro oKOH4YaHMA 3Tana make BbIMOJAHUTE KOMAHAbI:

# make install
# depmod

4. Tocne ycnewHow c6OpkM MOAyna agpa 1 ero perncrpaumnmn B CUCTeMe, BbINMOAHUTE
AONONHUTENBHO HacTpouKy SplDer Guard, ykazas emy pexxum paboTbl ¢ Mogynem a4pa,
BbINMOJIHWB KOMaHAy:

# drweb-ctl cfset LinuxSpider.Mode LKM

PyKOBOACTBO aZMUHWCTpaToOpa

161



A7

-
¢

g
),
A

KomnoHeHTbl Dr.Web Server Security Suite

Takoke gonyckaeTcs yCTaHOBKa 3HauYeHWA AUTO BMeCTO 3HayeHua LKM. B atom cayvae
SpIDer Guard 6yaeT npoboBaTb MCMO/Ib30BaTbh HE TOJILKO MOZAY/b fi4Pa, HO U CUCTEMHbIM
mMexaHu3m fanotify. ns nonyueHns gononHUTENbHOM MHGOPMALMK BbIMOJHUTE KOMaHAY:

$ man 1 drweb-spider

Bo3mMo)xHbIe owmnbku c6opku

Ha stane BbinoaHeHUs cbopkn make MOryT BO3HMKaTb OWMOKK. B cnyyae BO3HMKHOBEHMA
owmnboK NpoBepbTe CeaytoLLee.

e [1na ycnewHou c6opkn Tpebyetca Hannume Perl n komnunatopa GCC. ECv OHW OTCYTCTBYHOT,
YyCTaHOBUTE UX.

e B HekoTopbix OC MOXeT NoTpeboBaThCA NpesBapuTeNbHan YyCTaHOBKA NakeTa kernel -
devel.

e B HekoTopbix OC cbopka MOXeT 3aBepPLUMNTLCA OLIMOKON N3-3a HEMPaBUIbHO
onpezeneHHOro Nyt K Katanaory MCXoAHOro koga agpa. B atom cayuae ncnonbsymre
KOMaHAy make € NnapaMeTpoM KDIR=<nyme K UCXOOHbIM kodam A0pa>. ObblUHO dalinbl
MCXOAHOTO KOAA pa3MeLLatoTcs B KaTanore /usr/src/kernels/<eepcusa A0pa>.

Bepcuwsa sgpa, BblgaBaeMas KOMaHAOM uname —r, MOXET He COBMajaTb C UMEHEM
: KaTanora <eepcus s0pa>.
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9.5. SplDer Guard gna SMB

SpIDer Guard gns SMB — 370 MOHUTOpP KaTasoroB GpanaoBON CUCTEMbI, UCNOb3YEMbIX Kak
pasgensemMble KaTanorn gpannossim SMB-cepBepom Samba. 3TOT KOMMNOHEHT NpeAHa3HauveH
A1 MOHUTOPUHTa AeNCTBUIM ¢ Palinamum B pasgensieMblix katasorax Samba. OH paboTaeT B
pexvMe pe3naeHTHOro MOHUTOPa U KOHTPOAUPYET OCHOBHbIE AeNCTBUS B $alinoBoOM
cuctemMe, oTHocsAWwmecs K panam m katanoram (co3gaHue, oTKpbITUE, 3aKpbITUE, a Takke
onepaunn YTEHUS 1 3anuncK), cogepkallimmcs B 3allmiiaeMblx kaTanorax. Korga KoMnoHeHT
nepexsaTbiBaeT Takoe cobbiTUE, OH NpoBepseT, 6bin v Gain USMEHEH, U eCAn Aa, TO OH
co3gaeT 3aZlauy Ha NPoBepPKy 3TOro Gaisa, KOTOPYHO OTAPABASAET KOMMOHEHTY NPOBEPKYM
darinos Dr.Web File Checker. Ecnv 3anpalwuvBaemblii Gann AencTButenbHO TpebyeT npoBepky,
Dr.Web File Checker, B cBOt0 0uepesb, MHMLMMPYET NPOBEPKY coAepXnmMoro dannia
ckaHupytowmm sapom Dr\Web Scanning Engine. Ecav B patine obHapy>eHa yrposa, dann
6a0KMpyeTca Ana 4OCTyNa Ha Nepuos, yKazaHHbI B HaCTPOMKaX, O MOMEHTa MPUMEHeHUs K
HeMy AeNCTBUA NO HEUTPaAM3aL MM yrpo3bl. Takke B HaCTPOMKax KOMMOHEHTa MOXeT ObITb
3alaHo npeanucaHve 6aoknpoBaTb Gann B Ciyyae OLWMOKN ero NpoBepPKM (B TOM Uncie ecim
OTCYTCTBYET AENCTBYIOLWASA INLEH3MA).

ili [na npepoTBpalLieHns BO3MOXHbIX KOHPMKTOB Mexay SplDer Guard v SplDer Guard ans
s SMB npu npoBepke $aiinos B pasgensemMbix katanorax Samba, pekomeHngyeTcs
AOMNOHUTeNbHO HacTpouTb SplDer Guard, BbINOAHUB OAHO U3 CeAyOLWUX AeNCTBUIN:

e n06aBUTb pasgensemble katasorn Samba B 061acTb UCKIOUEHMA (MEPEUNCANTD ITU
KaTanoru B napametpe ExcludedPath);

e n06aBuTb Npouecc Samba (smbd) B CNMCOK UTHOPUPYEMbIX MPOLIECCOB (yKa3aTb
3HauYeHne smbd B NapameTpe ExcludedProc).

@ Monutop SpIDer Guard ans SMB ucnonb3yet ans nHTerpaumm ¢ Samba crneupanbHbIl

: moaynb VFS SMB. CoBmectHo ¢ MoHuTOpoM SplDer Guard ans SMB noctaBasietcs
Heckobko Bepcuin Moayns VFS SMB, cobpaHHbIX A5 pa3/iMuHbIX BEpCcuin Samba, ogHako
OHV MOTYT OKa3aTbCsl HECOBMECTUMbI C Bepcrein Samba, ycTaHOBAEHHON Ha BalleMm
balinoBOM cepBepe, HanMpuMep, ecan YCTaHOBJEHHbIA Y Bac cepBep Samba ncrnosab3yet
onuuto CLUSTER SUPPORT.

B cnyyae HecoBMecTMMOCTM noctaBasiemblx mogynein VFS SMB ¢ Bawum cepepomM Samba
Heo6X0AMMO BbINONHUTL cObopky Moayna VFS SMB ans Bawero cepeepa Samba, Bkitoyas
noAAep>KKy onuum CLUSTER SUPPORT, ecan 310 TpebyeTca. MNpoueaypa cbopkn Moayns
VFS SMB u3 ncxogHoro koga onvcaHa B pasgene C6opka moaynsa VES SMB.

9.5.1. MNpuHuMNbI paboTsbl

B sTom pa3sgene

e Oblune cBeageHUA
e 3asaHue obnacrer GanNOBOM CUCTEMBI, MOoANEXaULNX HAabAOAEH IO

PyKOBOACTBO aZMUHWCTpaToOpa

163



Ty
),
A

A
$

KomnoHeHTbl Dr.Web Server Security Suite

O6bwue cBeaeHns

MonuTtop SpIDer Guard pgns SMB paboTaet B pexunme geMoHa (06bluHO 3anyckaeTca
AeMOHOM ynpaBneHunsa koHourypaumen Dr.Web ConfigD npu 3anycke cuctemsl). lMocne
3anycka oH paboTaeT B KauecTBe cepBepa, K KOTOPOMY MOAKIOUAKOTCA CreLyvanbHble
nnarvHbl (Mmogynm VFS SMB), paboTatowme Ha cTopoHe cepBepa Samba v KOHTpoaupytoLLme
aKTMBHOCTb MOJb30BaTeNIei B pa3gensemMblix katanorax. [1pn o6Hapy>KeHUN HOBbIX MK
N3MeHeHHbIX GaiiIoB MOHMTOP 3anpalunBaeT X NPOBEPKY KOMMOHEHTOM MpoBepku Gainios

Dr.Web File Checker.

Koraa B paine, npoBepeHHOM MO 3anpocy OT MOHUTOpPa, ObHapy>XnBaeTca Hensneummas
yrposa, uam ecavm ana JaHHOTO TUMa Yrpo3bl B HACTPOKMKax BbIo yka3aHo AericTBUE
«bnokmposaTb» (BLOCK), MOHUTOP AaeT KomaHay moayato VFS SMB, koHTpoanpyroLemy
pa3genseMblli kKaTanor, 6aoknpoBaTb 3TOT Ganin Ans nonb3losaTenen (T. e. 3aNpPeTnTb YTeHne
darna, 3anmcb B HEro 1 ero NCrnoaHeHune). Takxke, eCanM 3TO He OTKIHOYEHO B HaCTPOMKax,
PAAOM C 3a610KMpPOBaHHbBIM GaioM Cco3aeTcs cneLmanbHbIA TEKCTOBbIN dain,
coZep>Kallmi onmcaHmne NpUUnNHbl 610KMPOBKM daina. ITO fenaetca ANa Toro, Ytobbl
npeaoTBpaTUTb 414 Nosib3oBaTens 3GpdeKT «HeOXKNAAHHOrO CcYe3HOBEHMUA daia», KOTOPbIN
Mor 6bl BO3HMKaTb B C/yyae, ecam K dpariny 6bl1o aBTOMaTUYECKN NMPUMEHEHO AeNcTBre
«Ypanntb» (DELETE) nnun «B kapaHTuH» (QUARANTINE). 9TO NO3BO/IA€T NpeAoTBpaTnUTb
MHO>eCTBEHHbIe NMOMbITKN NOb30BaTeNa (MAN NPOrpamMMbl-H4epBs, 3apa3nBLLen KOMMbIOTEP
nosib30BaTens) 3aHOBO CO3JaTbh NEPEMELLEHHbIV AN yaaneHHbIn dalin. Kpome Toro, 310
AencTBMNe ABNAETCA CNOCOboM NPoMHGOPMUPOBaTb NO/b30BATENA, UTO €0 KOMMbIOTEP,
BEPOATHO, MHPMLMPOBAH Kakon-1nMbo BpesOHOCHOW NporpammMoi. MNMoayums Takyro
NHbOpPMaLMIO, MOb30BaTelb MOXET BbIMONHUTL aHTUBUPYCHYIO MPOBEPKY KOMMbIOTEPA,
06Hapy>X1Tb 1 06e3BpeAnTb IoKaabHble Yrpo3bl. lonoNHUTeNbHO dalin (B 3aBUCUMOCTU OT
3HayYeHMA COOTBETCTBYHOLLLEro napamMeTpa koHdurypaumnm) Moxet 6biTb 3ab10kMpoBaH Npu
owmnbke NpoBepKu, B TOM YMC/e, ECNN OTCYTCTBYET akTUBHAaA nLeH3ns, obecrneunsatroas
paboty SpIDer Guard ansa SMB.

3apaHue obnacrteit panzIoBOM CMCTEMbI, NOAJIEXKALLUX
HabaoaeHuro

Bbl MOXeTe 3anpeTnTb KOMMOHEHTY HabtoAaTh 3a YKa3aHHbIMUW KaTanoramu un darinamu,
HaxXoAALLUMMUNCS BHYTPU KOHTPONIMPYEMbIX pa3jensemMblx kKatanoros cepsepa Samba. 31o
MOXEeT NOHaZ0BUTLCA, eCNN Kakne-Nmbo dannbl UIMEHAROTCA CIMLLIKOM YacTo, UTO 3acTaBiseT
MOHMTOP CTOJb Xe YacTo UX MPOBEPATb M MOXET MPUBECTU K 6ONbLIOWN Harpy3ke Ha CUCTEMY.
Ecav npu 3TOM TOYHO M3BECTHO, UTO AN HEKOTOPbIX GaliNoB B XpPaHUANLLE YacToe
N3MEHeHNe — 3TO HOpMa/ibHOe NOBeAeHMe, TO PEKOMEHAYETCA UCKNHOUNTL Takme Gaiibl 13-
noz HabatoaeHns MOHUTOPA. B 3TOM ciydyae OH He ByseT pearnpoBaTtbh Ha UX U3MEHEHUE N He
6yseT MHULMMPOBATbL UX MPOBEPKY KOMMOHEHTOM NpPoBepPKM dhaninos.
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[na onpejeneHna KaTanoros, NOANEXALUMX U HE Mojaexallmx HabatoaeHo, MOHUTOP
darnoBbix xpaHuaunw, Samba SplDer Guard ans SMB ncnonb3yet gBa napameTtpa
KOHUrypaumu:

e IncludedPath — CNNCOK NyTen, NOANEXaLUNX MOHUTOPUHTY («06aacTb HabatoAeHUA»);

e ExcludedPath — CNUCOK NyTeN AN UCKNKOYEHUS U3 MOHUTOPUHIa («obiactb
NCKHOUEHUS»).

CraHzapTHO B KayecTBe obacT HabatoAeHNA paccMaTpmMBaeTCs BeCb Pa3jensiemblil KaTanor.
B cnyuae ykazaHusa obnactein HabaArOAEHUA U UCKIOYEHWs, HaBOAEHWIO NOABEPraroTCs
TONbKO Te pansibl U3 pa3fenaemMoro Kataaora, Nyt K KOTOPbIM He OTHOCATCA K NCKIOUEHMAM
n3 cnucka ExcludedPath nam npuHagnexaT obaactn HabatogeHma, onpesensemMmon
cnnckom IncludedPath. [1pn 3TOM, eCam OAMH 1 TOT Xe NyTb yKa3aH B 060mx cnuckax, To
napameTp IncludedPath nmeer nprvoputetr — 06beKTbI, PAaCNONOXEHHbIE MO JAHHOMY
nyTn, 6yayT HaxoAMTbCs Nog KoHTponem moHutopa SplDer Guard ans SMB. Takum obpaszom,
Bbl MO>ETe MCMo/b30BaTb NapameTp IncludedPath Ana BkatoueHus B obaactb
HabAtoAeHNA OTAeNbHbIX KaTanoros 1 GannoB, HaXOAALLMXCA BHYTPM 06NaCTU NCKIOYEHMA.

Bbl MOXeTe 3ajaTb pasnnyHble NapamMeTpbl 3aLUNUTbl ANA Pa3HbIX pa3je/isemMblX KaTaioros
Samba, Haxogawwmxca nog 3awmTton moHmTopa SplDer Guard ana SMB, Bkitovas pasHble
o6aacTn HabAtoAeHNA 1 UCKIIOYEHMA, a TakKe peakLmm Ha OBHapyXeHHble yrpo3bl. 3TO
AOCTUraeTca 3ajlaHnem B cekumn koHdurypaumm monutopa SplDer Guard ana SMB
NHAMBUAYaNbHbIX HacTpoek ana moayner VFS SMB, kKoHTpoampyowmx 3T pasgensemble
KaTanoru.

| 06 wHTerpauum Dr.Web Server Security Suite ¢ dainoBoi cayx6oi cM. pasgen MHrerpauus
: c GarnoBbiM cepBepoM Samba.

9.5.2. AprymeHTbl KOMaHAHON CTPOKU
Yto6bl 3anycTnth kKoMnoHeHT SplDer Guard ans SMB 13 KOMaHAHOW CTPOKMW, BbIMONHUTE

KOMaHAy:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-smbspider-daemon [<napamempbi>]

o ana FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-smbspider-daemon [<napamempel>]

SplIDer Guard ans SMB gonyckaeT ncnonb3oBaHWe CaeyroLnx napaMeTpos:

Mapametp OnucaHue

——help Ha3HaueHve: BbiBOA Ha 3KpaH KOHCOW WA 3MYNATOpa TEPMUHaNa KpaTKOW CrpaBku Mo
VMeLLMMCS NapamMeTpam KOMaHAHOW CTPOKU 1 3aBepLueHre paboTbl KOMMOHEHTa.
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KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHwue: BbiBOA Ha 3KpaH KOHCOM UAW SMyAATOpa TepMUHana MHbopmaLmm o Bepcum
KOMMOHEHTa 1 3aBepLUeHne paboTbl.

KpaTkuin BapuaHTt: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-smbspider-daemon --help

[laHHas KOMaHJa BbiBeAeT Ha 3KpaH KpaTkyto cnpaBKy komnoHeHTa SplDer Guard gna SMB.

3amMmeuaHusa o 3anycke

3anyck KOMMNOHEHTa B aBBTOHOMHOM peXunMe HenoCcpesCTBEHHO U3 KOMaHAHOMW CTPOKMN He
npeaycmoTpeH. KOMNOHEHT 3anyckaeTcs aBTOMaTUYeCKN JeMOHOM yrnpaBaeHUs
kKoHPurypaumen DrWeb ConfigD npu 3arpy3ke onepaumMoHHON cuctemsl. Ang ynpaBaeHus
napameTpamu paboTbl KOMMNOHEHTa ncnonb3ynte ytanty DrWeb Ctl, npegHa3HauyeHHyo ans
ynpasneHusa Dr.Web Server Security Suite 13 kKOMaHAHOW CTPOKM.

@ [Ana 3anycka ytuautel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

[ns nonyyeHns cnpaBKn O KOMMOHEHTE 13 KOMaHZAHOW CTPOKM BbIMOJHUTE KOMaHAY
man 1 drweb-smbspider-daemon.

9.5.3. NMapameTpbl KOHPUTypaLumn

B sTom pasaene

L I'Iapalvleprl KOMMOHEHTA
° HaCTQOIZKa UHAWBKWAYAJIbHbBIX NMAaPaAMETPOB MOHWUTOPWHIA

KOMMNOHEHT Ncnob3yeT napameTpbl KOHOUTypaLmm, 3aZaHHble B cekuun [SMBSpider]
0b6beanHeHHOro koHburypauvonHoro darvina DrWeb Server Security Suite.

MapameTpbl KOMMNOHEHTa

B cekumm npeacraBnaeHbl chegyrolie napamMeTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoAPOOHOCTY BeAEHNS XypHaia KOMMNOHEHTa.

{yposeHb nodpobHocmuy}
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Mapametp

Log
{mun xypHanaj}

ExePath

{nyme « ¢paliny}

Start

{noauyeckuli}

[*] ExcludedPath

{nyme k cpaliny unu kamanoay}
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OnucaHue

Ecan 3HaveHve napameTpa He yka3aHoO, UCMONb3yeTca 3HayeHne
napameTpa DefaultLogLevel U3 cekuun [Root].

3HauyeHve no yMoaYaHuo: Notice

MeTog, BeAeHWA XXypHaJia KOMMOHEHTa.

3HayeHne No yMONYaHWIO: Auto

MyTs K McnoaHsemomy daiiny KOMNOHEHTa.

3HauyeHue Mo yMONYaHUIO:

e ana GNU/Linux: /opt/drweb.com/bin/drweb-smbspider—
daemon

° aNs
FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
smbspider-daemon

KoMnoHeHT 3anyckaeTcsa 4eMOHOM ynpaB/ieHVs KoHPUrypaLmen
Dr.Web ConfigD.

YcTaHOBKa AaHHOTO napameTpa B Yes MpeAnucbiBaeT AeMOHY
ynpaBaeHusi KOHPUrypaLmen HeMeIeHHO 3amyCTUTb KOMMOHEHT, a
yCTaHOBKa B 3HaueHWe No — HeMeZJ/IEHHO 3aBepLUmnTb ero paboTy.

3HaueHve No ymonyaHumo: No

MyTb kK 06BEKTY BHYTPU pa3fensieMoro katanora, KOTOpbIf JOKeH
6bITb MPOMYLLEH MPY NMPOBEPKe BMeCTe CO BCeMM MoAKaTasoraMm 1
BJIOXKEHHbIMU Painamu. [lonyckaeTcs ykasaHue Nyt OTHOCUTENbHO
KOpHeBoOro katasora ¢gainooro xpaHuivwa SMB (cM. napametp
SambaChrootDir) Kak K OTAeNbHOMY daiiny, Tak U K KaTanory B
Lenom. [lonyckaeTca ucnosib3oBatb $alinoBble Macky, coAepiKallne
CMMBOJIbI ? U *, @ TakxKe CUMBOJbHbIE kacchl [ 1, [ 1, [~ 1.

Mo>eT UMeTb CMUCOK 3HaUeHWIA. 3HaUeHWs B CMIUCKE YKa3bIBatOTCS
yepes 3anAaTyro (KaXkgoe 3HaveHue B kaBblykax). [lonyckaeTcs
MOBTOPEHVE NapaMeTpa B CEKUMM (B 3TOM C/lyyae BCe 3HaYeHws
06BEeAMHAOTCA B eAWHbIV CMNCOK).

Mpumep: JobaButb B cncok ¢dan etc/filel W kaTanor
usr/bin.
1. [obaBneHne 3HaUeHWA B Galin KOHPUrypaLmm.

e [1Ba 3HaUeHWs B OJHOW CTPOKE:

[SMBSpider]
ExcludedPath = "etc/filel", "usr/bin"

e [lBe CTPOKM (NO OAHOMY 3HAUYEHWUIO B CTPOKE):

[SMBSpider]
ExcludedPath = etc/filel
ExcludedPath = usr/bin

PyKOBOACTBO aZMUHWCTpaToOpa

167



g
),
A

MAT
&:

Mapametp

[*] IncludedPath

{nyme K ¢baliny unu kamanozy}
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OnucaHue

2. [Job6aBneHne 3HaUeHU C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset SMBSpider.ExcludedPath -a
etc/filel
# drweb-ctl cfset SMBSpider.ExcludedPath -a usr/bin

Ecan yKa3aH KaTtasor, 1o 6y,£I,ET nponylieHo BCe COAEPXMMOE 3TOTO
KaTanora.

3HaueHue Mo yMoNYaHWUO: (He 3a0aHo)

MyTb K 06BEKTY BHYTPM pa3fensieMoro kataaora, KOTOPbIA AOJIKEH
06f3aTeNbHO NpoBepATbCA. [JonyckaeTcs ykasaHue myTu
OTHOCUTENILHO KOPHEBOTO KaTasiora ¢aioBoro xpaHuiviia SMB
(cM. napameTp SambaChrootDir) Kak K OTAe/bHOMY daliny, Tak v
K kaTanory B Lenom. [lonyckaeTcsa Mcnonb3oBaTb GparnoBble Macky,
cofep>kalyme CMMBOJbI ? U *, a Takoke CMMBOJIbHbIE Knacchbl [ 1,

I P RO

Mo>eT MMeTb CMUCOK 3HAaYEHWUI. 3HaUEHWs B CMINCKE YKa3blBArOTCS
yepes 3anaTyto (KaXkgoe 3HaueHve B KaBblukax). JlonyckaeTtcs
NMOBTOPEHVE NapamMeTpa B cekuun (B 3TOM C/lyyae BCe 3HaYeHus
06BbEeAMHAOTCA B €AWHbIV CMNCOK).

Mpumep: lobaeutb B cnncok ¢pain etc/filel uKkatanor
usr/bin.
1. [obaBneHue 3HaueHU B dpaiin KOHPUrypaLmm.

e [lBa 3HaUYeHMA B OJHOW CTPOKE:

[SMBSpider]
IncludedPath = "etc/filel", "usr/bin"

e [IBe CTPOKM (MO OAHOMY 3HAUEHMIO B CTPOKE):

[SMBSpider]
IncludedPath etc/filel
IncludedPath = usr/bin

2. [Job6aBneHne 3HaUeHU C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset SMBSpider.IncludedPath -a
etc/filel
# drweb-ctl cfset SMBSpider.IncludedPath -a usr/bin

Ecnn ykasaH kaTanor, To 6yayT NpoBepeHbl BCe cofepskalimecs B
3TOM KaTasore danbl v NOAKaTaNOT.

| [JlaHHbI NapameTp VMeeT NPUOpPUTET Haz
: napameTpoM ExcludedPath, T. €. €CM O4WH U

TOT Xe 06bekT (hain unn katanor) BKIHOYEH B 0ba
napameTpa, To OH ByAeT NpoBepPEH.

3HaueHWe Mo yMoYaHuto: (He 3a0aHo)
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[*] AlertFiles

{noauyeckuli}

[*] OnKnownVirus

{Oelicmaue}

[*] OnIncurable

{Oelicmsue}

[*] OnSuspicious

{Oelicmsue}

[*] OnAdware

{Oelicmesue}

[*] OnDialers

{Oelicmsue}

[*] OndJdokes

{Oelicmsue}

[*] OnRiskware

{Oelicmesue}
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OnucaHue

Co3pgaBaTb WW He co3gaBaTb AN 3abaoknpoBaHHoro daina
TEKCTOBbIN daiin ¢ onucaHvem npuunH 6aokmposku. Co3aaBaemblii
darin 6yseT UMeTb UMA <ums 3a6710KUPOBAHHO20
¢alina>.drweb.alert.txt.

ﬂ,Ol‘IyCTI/IMbIe 3Ha4veHua:

e Yes — co3jaBaTb Gai/ibl NPUUMH 6NOKMPOBKY;
e No — He co3gaBaTb Takue dainbl.

3HayeHne No yMONHYaHWIO: Yes

[JelictBre npu oH6Hapy>KeHUM M3BECTHOM Yrpo3bl.

ﬂ,OI‘IyCTI/IMbIe 3HauveHus: BLOCK, CURE, QUARANTINE, DELETE.
3HauyeHve Mo yMoa4YaHuto: CURE

,ﬂ,eﬁCTBMe B C/yyae Heyp,aquVl NOMbITKN n3JiedeHNa yrpo3bl.

Jonyctumble 3HayeHna: BLOCK, QUARANTINE, DELETE.
3HauyeHue No yMonyaHuoo: QUARANT INE

[elicTBMe Npu 06HapyXXeHWUN NOA03PUTENBHOTO 06beKTa.

ﬂ,OI‘IyCTI/IMbIe 3HaueHua: PASS, REPORT, BLOCK, QUARANTINE,
DELETE.

3HauyeHve no yMoOA4YaHno: QUARANTINE

[elicTBMe Npu 06HapPYXXEHWUN PEKNAMHON MPOrpammMbl.

Jonyctumble 3HaueHuna: PASS, REPORT, BLOCK, QUARANTINE,
DELETE.

3HauyeHve no YMOAYaHWUO: PASS

ﬂ'eﬁCTBME npu 06Hapy>|<eH|/||/| nporpamMmMbl aBTOMaTn4e€CKOTro
AO3BOHa.

Jonyctumble 3HadeHuna: PASS, REPORT, BLOCK, QUARANTINE,
DELETE.

3HauyeHve no yMOAYaHWMO: PASS

[JeicTBre Npu 06Hapy>XeHUN NPOrPaMMbI-LLYTKM.

Jonyctumble 3HadeHuna: PASS, REPORT, BLOCK, QUARANTINE,
DELETE.

3HayeHne No ymMoYaHuMo: PASS

[JenctBre npy o6Hapy>XeHWUN NOTEHLMANbHO OMacHOW NPorpamMmbl.
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[*] OnHacktools

{Oelicmesue}

[*] BlockOnError

{noeuyeckuti}

[*] ScanTimeout

{uHmepsan epemeHu}

[*] HeuristicAnalysis

{On | Off}

[*] PackerMaxLevel

{yenoe yucno}
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ﬂ,OI‘IyCTI/IMbIe 3HaueHua: PASS, REPORT, BLOCK, QUARANTINE,
DELETE.

3HauyeHve no YMOAYaHWNKO: PASS

[evicTBMe Npun 06HapyXeHWUN XaKepCKOW MPOrpamm.

Jonyctumble 3HayeHuna: PASS, REPORT, BLOCK, QUARANTINE
DELETE.

3HauyeHve Mo YMOAYaHWUO: PASS

BrokvpoBatb v He 6aokMpoBaTh dain Ans JOCTyNa, eCv B
npoLecce ero NPoOBepKX NpousoLuna ownbka, 1Mbo ecan
OTCYTCTBYeT JeNCTBytOLLan AMLEH3US, pa3peLlatoLlan NnpoBepky
¢davinoe moHutopom SplDer Guard ans SMB.

@ Ecav aTOT NapameTp ycTaHOBJ/IEH B 3HaYeHWe Yes,

: TO MPW OTCYTCTBUM AeWCTBYIOLLEN anLeH3un SplDer
Guard gns SMB 6ynet 610knpoBaTh Bce dannbl,
rnomellaemble B 3alLULLAEMbIA UM pa3zenseMbli
KaTanor.

[JonycTumMble 3HauYeHus:

e Yes — Bs0kMpoBaTh AoCTyn K daiiny;
e No — He 610KMpoOBaTh AOCTYN K dainy.
3HauyeHVie Mo YMONYaHWIO: Yes

TalimM-ayT Ha npoBepky ogHoro daina.

[Jonyctimble 3HaueHusa: oT 1 cekyHabl (1s) go 1 vaca (1h).
3HaueHve No ymonyaHuto: 30s

Vlcnonb3oBaTth WM HE NCMOAb30BaTb BBpVICTI/ILIECKVII‘/’I aHanaus ansa
NMOUCKa BO3MO>KHbIX HEN3BECTHbIX YIrpO3. 3Bpl/ICTVILIECKVIlz aHanms
noBbIWaeT HaAe>XHOCTb NPOBEPKN, HO YBENNYMBAET €€
ANNTEeNbHOCTb.

MapameTp OnSuspicious onpejenseT AeNcTBMe Npu
cpabaTbiBaHWM 3BPUCTMUECKOTO aHaausaTopa.

,D,OI'IyCTVIMbIe 3Ha4veHua:

e On — MCMONb30BaTh IBPUCTUYECKUIA aHa/IM3 MPU NPOBEPKE;
e Off — He 1UCMoNb30BaTh IBPUCTUYECKUIA aHaIM3.
3HayeHne No yMOJYaHMIO: On

MakcuManbHbin YPOBEHb BJIOXKEHHOCTU A/1A 3aNaKOBaHHbIX
061BbEKTOB. I'Iop, 3anakoBaHHbIM 0H6bEKTOM MOHUMaeTCs

PyKOBOACTBO aZMUHWCTpaToOpa

170



g
),
A

MAT
&3

Mapametp

[*] ArchiveMaxLevel

{yenoe yucno}

[*] MailMaxLevel

{yenoe yucno}

[*] ContainerMaxLevel

{uyenoe yucno}
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MCNONHAEMbIV KOJ, CKaTbli NPy NOMOLLM CrieLranm3npoBaHHbIX
nHctpymentoB (UPX, PELock, PECompact, Petite, ASPack, Morphine n
4p.). Takne o6beKTbl MOTYT BKIOUATL APYrie 3anakoBaHHble
06BEeKTbl, B COCTaB KOTOPbIX TakKe MOTYT BXOAUTb Apyrve
3anakoBaHHble 06beKTbl, U T. 4. 3HaueHVe 3Toro napameTpa
ycTaHaBAVBaEeT Npege/bHblil YpOBEHb MepapXun BAOXKEHHOCTH,
nocse KOToporo o6bekTbl BHYTPU 06beKkToB He HyayT npoBepATbLCA.

Bce 061bekTbl, YpOBEHb BIOXEHHOCTU KOTOPbIX 60Jblle YKa3aHHOTO,
6yayT nponyckaTbCA NpW NPOBepKe, MHALMMPOBAHHOM MO 3anpocy
SpIDer Guard ans SMB.

OrpaHnyeHuii ypoBHS BJIOXKEHHOCTW HeT. 3HaueHue 0 yka3blBaeT,
YTO BNIOXKEHHbIE 0OBEKTbI HE NPOBEPSAHOTCA.

3HayeHne No ymMoJYaHuIo: 8

MaKcvMaibHbIN YPOBEHb BJOXEHHOCTU /1 apXMBOB (. z1ip, .rar U
4p.), B KOTOPble BAOXEHbI APYrve apxuBbl, B KOTOPbIe, B CBOLO
ouepesb, Takke MOTYT ObITb BAOXEHbI apXMBbI, U T. A. 3HaveHue
3TOro napameTpa ycTaHaB/VBaEeT Npeje/bHblli ypOBEHb MepapXum
BJIOXKEHHOCTW, MOC/e KOTOPOrO apXvBbl BHYTPY apX1BOB He byayT
NpoBepPATLCA.

OrpaH1YeHNn YpOBHS BNIOXEHHOCTU HET. 3HaueHWe O yKa3biBaerT,
UTO BJIOXKEHHbIE 06BEKTbI HE MPOBEPSAOTCS.

3HaueHvie Mo yMOa4YaHwW: 0

MakKc1MaibHbI YPOBEHb BAOXKEHHOCTU AN GaliioB NOYTOBbIX
nporpamMm (.pst, .tbb MU T. N.), B KOTOPble MOTYT ObITb BAOXEHDI
06BEeKTbI, B KOTOPbIE TakKe MOTYT ObITb BAOXEHbl 06BEKTbI, U T. 4.
3HayeHWe 3TOro NapameTpa ycTaHaBAMBAET NpesesbHbliA ypOBEHb
nepapxmmn BAOXKEHHOCTW, NMOCAEe KOTOPOTro 06beKTbl BHYTPU
06beKkToB He ByayT NPoBepPATLCS.

OrpaHu4eHnn ypoBHS BNIOXEHHOCTU HeT. 3HayeHre O yKa3blBaerT,
YTO BIOXKEHHblE 0O BEKTbI HE MPOBEPAOTCA.

3HauyeHve no yMOYaHUo: 8

MaKcvMabHbIN YPOBEHb BJOXEHHOCTU /1A APYTUX TUMOB 0H6BEKTOB
C BNOXEHWAMK (Hampumep, cTpanuusl HTML, dainbl . jar nT. n.).
3HaueHWe 3TOro napameTpa ycTaHaBAMBaET NPesebHbIN YPOBEHb
nepapxmmn BAOXEHHOCTH, MOCNE KOTOPOTro 06beKTbl BHYTpY
061BeKTOB He ByayT NpoBepATbCA.

OrpaHnyeHuUli ypoBHS BJIOXKEHHOCTW HeT. 3HaueHune 0 ykasblBaeT,
YTO BNIOXXEHHbIE 0OBEKTbI HE NPOBEPSAHOTCA.

3HayeHne No ymMoJYaHuIo: 8
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[*] MaxCompressionRatio

{yenoe yucno}

SmbSocketPath

{nyme « ¢paliny}

SambaChrootDir

{nyme k kamasnozy}

ActionDelay

{uHmepsan epemeHu}

MaxCacheSize

{pasmep}
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MakcumanbHoO AOI‘IyCTI/IMaSI CTeneHb CKaTna NpoBepAeMbIX
06bEeKTOB (OTHOLLEHME CkaToro obbemMa K HecxkaTomy). Ecam
CTeneHb COKatud O6'bEKTa I'IpeBbICI/IT yKa3aHHyI-O Beﬂl/ll—II/IHy, TO OH
6yZeT NponyLLLeH Npy NPOBepKe, MHALMMPOBAHHOM MO 3anpocy
SpIDer Guard ans SMB.

BennumHa cteneHn cxkatnsa AoaXHa ObiTb HE MeHee 2.

3HayeHne No ymonyaHumo: 500

MyTb K Ppaiiny cokeTa ans Blaumogeinctems SplDer Guard ans SMB ¢
moaynam VFS SMB.

JTOT NyTb BCErAa fBASETCA OTHOCUTE/IbHBIM U JOTOJHSET MyTb,
yKa3aHHbIA B 3HaUYeHUM NapameTpa SambaChrootDir (B cayyae
MyCTOro 3HaYeHWUs JOTIOJHAETCA MyTb K KOPHIO $aiinoBoi
cucTemsl /).

3HayeHue No yMoNYaHuo: var/run/
.com.drweb.smb spider vfs

MyTb K KOPHEBOMY KaTanory ¢annosoro xpaHwiviia SMB
(nepeonpegensetcs yepe3 chroot GainoBbIM CEPBEPOM).

Vcnonb3yetcs kak npeduke, NoAcTaBaseMblid B HaYasio BCeX MyTew K
dalinam 1 katanoram, HaxoAaLMMcA B GaliNoBOM XpaHUauLLLE, 1
OnMCbIBaeT NYTb K HUM OTHOCUTENIbHO KOPHSA JI0KabHON palinosoin
cucTeMmbl.

Ecnv 3TOT nyTb He yKasaH, TO UCMOIb3YeTCs MyTb K KOPHIO GalinoBo
CUCTEMBDI /.

3HaueHWe Mo ymMoYaHuto: (He 3a0aHo)

BennuvHa 3agepxku, kotopyto SplDer Guard ana SMB Hy>xHO
BblAep>KaTb MeXay MOMEHTOM O6Hapy>KeHWa yrpo3bl 1
NPVMeHeHNeM AelcTBMA K MHOMLMPOBAHHOMY 06bekTy. B TeueHve
3TOro nepwoga daiin 6yaeT 610KMPOBaH.

3HayeHue No ymonyaHuo: 1d

Pa3mep kewa, otBogumoro moaynam VFS SMB Ha xpaHeHve
MHPOPMaLMM O NPOBEPEHHbIX dainax B KOHTPOANPYEMBIX UMK
kaTanorax SMB.

Ecan yKa3aHo 0, TO Kell He UCMNOb3YyeTcs.

3HauyeHve no ymMoayaHuo: 1 0MB
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Hactpoiika nHaneuayasibHbIX NapaMeTpPoB MOHUTOPUHrA

B koHdurypaumoHHom dpane SMB-cepBepa Samba (06bI4HO 3T0 dain smb. conf) MOXHO
3a/aTb YHUKaNbHbIV Ter ansa kaxaoro moayns VFS SMB, KOHTPOAMPYHOLLErO KaXKAabl M
pa3gensieMblii KaTanor (XxpaHuauile). YHukanoHble Tern ana moaynen VES SMB B datine
smb.conf 3aat0TCA CTPOKOW BUAa:

smb_spider:tag = <umsa>

rae <ums> — 3TO YHUKaNbHbIA Ter (MMs), NPUCBOEHHbIN cepBepoM Samba moaynto VFS SMB,
KOHTPOIMPYHOLLEMY HEKOTOPBIN pa3AenseMblii KaTaor.

Ecnm pna kakoro-nn6o moayns VFS SMB onpeseneH yHUKaNbHbIA Ter <UMs>, TO UMeeTcs
BO3MOXHOCTb 06aBUTb B KOH®UTrypaLnoHHbI dann DrWeb Server Security Suite, Hapsgy ¢
cekumen [SMBSpider], XpaHsaLleln Bce napameTpbl paboTtbl ¢ SMB, oTaenbHyo cekumio,
pPeryavpyoLLyro TOIbKO NapamMeTpbl MPOBEPKM KOHKPETHOro XxpaHuaunwa. Takoe xpaHuanwe
3awmutaetca mogynem VFS SMB, nmerowmMm NnprvcBoeHHbIn Ter. [laHHasa cekuma AOMKHA UMEeTb
uma BUga [SMBSpider.Share.<umg>].

NHpanBuayanbHble cekumnm ana moaynein VES SMB MoryT BkatouaTb B cebs cnmcok
napameTpoB, OTMEUEHHbIX CUMBOJIOM [ * ] B Tabanue Bbiwe. OcTanbHble NapaMeTpbl HE MOTYT
6bITb YKa3aHbl B MHAMBUAYa bHbIX CEKLMAX, MOCKOAbKY OHW BCErAa ONnpeenatoTca cpasy Ans
Bcex mogaynei VFS SMB, c koTopbiMu paboTaeT MOHUTOp KaTasoroB SMB SplDer Guard ans
SMB.

Mogynb VFS SMB 6yaeT 6paTb 3HaueHMs BCEX NapaMeTPOB, He YKa3aHHbIX B UHANBUAYabHOM
cekumMn [SMBSpider.Share.<uma>], KOTOPYH OH UCMO/b3YeT, U3 0bLLen cekummn
[SMBSpider]. Takum obpa3om, ecam BOBCE He 3a/,aBaTh MHAMBUAYANbHbIX CEKLUNA,
NoMeuYeHHbIX Teramu, To Bce Mogynu VFS SMB 6yayT ncnonb3oBaTtb O4MHaKOBbIE HACTPOMKM
3aLWMTbl KOHTPOIMPYEMbIX Pa3zensaemMblX KaTanoros. [1pu 3ToM, ecam ns cekumm
[SMBSpider.Share.<uma>] yAannTb Kakon-nmbo napameTp, TO Ans 3TOW cekumm (n
COOTBETCTBYHOLLErO KaTasora ¢ TeromM <umMms>) byseT NPUMEHSATbCA He 3HaUYeHWe napamMeTpa
Mo YMOJIYaHWIO, @ 3HaUeHMe, ykazaHHOe B COOTBETCTBYHOLLEM OAHOMMEHHOM «POAUTENBCKOM»
napametpe (13 obLien cekumn [SMBSpider]).

Ytobbl f06aBUTL HOBYHO CEKLIMIO MapamMeTpoB /1A pa3senseMoro kataaora Samba c terom
<umMsA> Npwn NoMoLm yTnuanTel ynpasneHuns Dr.Web Server Security Suite n3 komaHgHOM
ctpokun Dr.Web Ctl (3anyckaetca koMaHoM drweb-ctl), BbIMONAHUTE KOMaHAY:

# drweb-ctl cfset SmbSpider.Share -a <ums>
MNpumep:

# drweb-ctl cfset SmbSpider.Share -a AccountingFiles
# drweb-ctl cfset SmbSpider.Share.AccountingFiles.OnAdware QUARANTINE

MNepBas koMaHAa f06aBUT B dalnn KOHOUTYpaLmm cekuuto
[SMBSpider.Share.AccountingFiles], a BTOpas U3MEHUT B HEW 3HaUeHMe NapaMeTpa
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OnAdware. Takum obpasom, gobaBneHHan cekuma byaeT cogep>kaTb BCe NapameTpbl,
OTMeYeHHble CMBOJIOM [*] B TabsiMLe Bbllle, MPUYEeM 3HaYeHUs BCEX MapaMeTpoB, KpoMe
napameTtpa OnAdware, ykazaHHOro B KOMaHze, 6yayT coBnajatb CO 3HaUYEHUAMM
napameTpoB u3 obulen cekumn [SMBSpider].

9.5.4. C6opka moayna VFS SMB

B sTom pasaene

e Obuine ceegeHna
o VHcTpykuma no cbopke moayna VES SMB

Obwue cBeageHun

Ecnm Bepcns Samba Ha Bawem daiioBOM cepBepe He COBMECTMA HU C OAHOW 13
NMEeoLLMXCA B HaANUUKN BepCUIA BcnoMoratenbHoro moayns VFS SMB, ncnonssyemoro
MoHuTopom SplDer Guard ans SMB, Bam noTpebyeTtcsa cobpaTb 3TOT MOAYAb U3 NCXOAHOTO
Koza.

NcxoaHbiv kog BcnomoratenbHoro moayns VFS SMB, ncnonb3yemoro SplDer Guard ans SMB,
MOCTaBASAETCA B OTAE/IbHOM MnakeTe drweb-smbspider-modules—-src ¥ 3anakoBaH B apxuB
dopmarta tar.gz. [1pu yctaHoBKe nakeTa drweb-smbspider-modules-src apxuB C
NCXOAHbIM KOZOM pacnoiaraerca B kaTanore /usr/src/ n uMeet UMA drweb-smbspider-
11.1.src.tar.gz. B cayyae oTcyTcTBMA 3TOrO apxmBa Mo ykasaHHOMY MyTU BbINOAHUTE

yCTaHOBKY MakeTa (M3 peno3nTopus UM BblI6OPOYHON YCTaHOBKOW U3 YHUBEPCAbHOrO
nakeTa, B 3aBUCMMOCTM OT criocoba, koTopbiM ycTaHoBAeH Dr.Web Server Security Suite).

Kpome ncxopgHoro koga moayns VFS SMB, ncnonb3yemoro SplDer Guard ans SMB, Bam Takke
noTpebyeTcs MCXOAHBIN KOA MCMO/b3yeMOM BaMun Bepcum cepeepa Samba. B cayvae
OTCYTCTBMA UCXOAHOTO koga 3arpyavte & ero. [lns onpeseneHus, kakas Bepcma Samba y sac
MCNONb3YEeTCA, BbIMOJHUTE KOMaHAY:

$ smbd -V

@ BcnomoratenbHbii Mmoaynb VES SMB, ncnonb3syembii SplDer Guard ans SMB, gosixeH 6bITb

: cobpaH C ncnonb30oBaHMEeM UCXOAHOTO KoZa Toi Bepcum Samba, koTopas paboTaeT Ha
Balem daliioBOM cepBepe, B MPOTUBHOM C/lyyae pabotocnocobHoctb SplDer Guard ans
SMB He rapaHTtupyeTcs.

[ns BbinosHeHNs c6OpPKM U3 UCXOAHOTO KOAa HeobxoamMmo obnasath NpaBamu
cyneprnob3oBaTtens (06bIYHO NOab30BaTeENs root). Ans nojaydyeHvs npas
cyneprnonb3oBaTess Npu cbOpKe UCMOJb3YiTe KOMaHAY CMeHbl NMoJb30BaTeNs su Win
KOMaHAy BbIMOJJHEHMS OT UIMEHWN ApYyroro nosib3oBatens sudo.
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UHcTpykuma no c6opke moayna VFS SMB

PacnakyiTe apxuB C UCXOAHbIM KOAOM MOAYANsA B Ntoboi katanor. Hanpumep, koMmaHza

# tar -xf drweb-smbspider-11.1l.src.tar.gz

pacnakyeT apxvB HEeMoCpPeACTBEHHO B KaTasior, COAep Kallmii caM apXxuB, CO3JaB B HEM
noZKaTtanor ¢ UMeHeM daiina apxusa.

. YTOouHuWTe BEpPCUIO NCMOAb3YeMOro BaMu cepBepa Samba 1 3arpy3unTe ero UCXOAHbIN KOZ,

€C/IN 3TOTO eLle He 6blN0 caenaHo.

. YTOouHMWTe, NCNOb3yeT N YCTaHOBAEHHbIN Y Bac cepBep Samba onuuto

CLUSTER SUPPORT, BbIMOJHNB KOMaHAy:

$ smbd -b | grep CLUSTER SUPPORT

Ecam onuma CLUSTER SUPPORT MCMOAb3yeTcs YCTaHOBAEHHbIM Y Bac cepBepoM Samba, B
pe3ynbTaTe BbIMOAHEHWNS YKa3aHHOW KOMaH/bl Ha 3KpaH ByaeT BblgaHa CTpoKa
CLUSTER SUPPORT.

MepenanTe B KaTanor ¢ UCXOAHbIM KOAOM Samba 1 BbINONHUTE KOHPUTYpUpPOBaHMe

(./configure) n cbopky (make) cepsepa. lNpn KOHGUTYPMPOBAHUN YKaXKMTe akTyalbHOe

3HayeHue onuuK, oTBeYatroLLen 3a UCNoNb30oBaHNe CLUSTER SUPPORT. B cayvae

npobaem ¢ KOHOUTrypnpoBaHnem 1 cOopkon ncxoaHoro koga Samba, obpaTtmtech kK
OKyMeHTaumu paspabortuvika .

| Cbopka Samba 13 NCXOAHOTO KOZA Hy>KHa TOJIbKO ANS MOC/AeAyHoLen NpaBuabHOM cOopku
: moayns VFS SMB, ncnonssyemoro SplDer Guard gns SMB. 3ameHbl yCTaHOB/IEHHOTO Y Bac
cepBepa Samba Ha cOBpaHHbIA U3 UCXOAHOTO KOAa He noTpebyetcs.

Mocne ycnewHoro okoH4YaHma cbopkn Samba nepenanTe B KaTasor C UCXOAHBIM KOZOM
mogaynsa VFS SMB v BbInosIHUTE KOMaHAy:

# ./configure --with-samba-source=<nyme Kk kKamasoay ucxo0Ho2o koda Samba> && make

rae <nyme k Kamanoay ucxoOHo20 koda Samba> — 3To MyTb K KaTajory, B KOTOPOM
npovsBoamnaack cbopka Samba Ha nNpezbiayLiem Liare.

Mocne ycnewHown c6opkn moayns VFS SMB, ckonupyinTe NoayyeHHbIN daiin

libsmb spider.so U3 CO34aHHOrO B pe3ynbTaTe cbopkn nogkatanora .libs B KaTanor
VFS-mopaynein cepepa Samba (no ymonuaHuio ans

GNU/Linux — /usr/1ib/<apxumekmypa>-1linux-gnu/samba/) C NeperMMeHOBaHNEM
daina B smb_spider.so, BbINOAHWUB, HaNpUMep, KOMaHAy:

# cp ./.libs/libsmb spider.so /usr/lib/x86 64-linux-gnu/samba/smb spider.so

MNMocne konupoBaHus cobpaHHoro moaynsa VFS SMB, katanoru, B KOTOpbIX MPOV3BOANIAaCh
cbopka Moaynsa n cepeepa Samba, MOXHO yaanuTb.

[lanee HeobxoaMMO BbIMONHUTL MHTerpaumto Dr.Web Server Security Suite ¢ cepeepom
Samba, kak 3To onucaHo B COOTBETCTBYIOLLEM pa3jene PykoBoAcTBa agMUHUCTpaTopa. B
AaHHOM C/yyae Ha NepBOM LUare MHTerpaumm He TpebyeTca co3gaBaTb CUMBOJINYECKOWM
ccbIkM smb_spider. so B kaTtanore VFS-mopaynein cepsepa Samba.
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9.6. SplDer Guard ana NSS

fli KoMmnoHeHT noctaBiseTcs TONbKO B COCTaBe AMUCTPUOYTMBOB, NpesHa3HaueHHbIx ansa OC
: cemerictBa GNU/Linux, n pabotaet tonbko B Novell Open Enterprise Server SP2 Ha 6a3e
onepauyoHHoi cucteMbl SUSE Linux Enterprise Server 10 SP3 nan 6onee nosgHen.

MoHuTop TomoB SplDer Guard ans NSS npeaHa3HayeH 41 MOHUTOPUHTa GalriNoBOM
aKTMBHOCTM Ha ToMax darnosou cuctembl NSS (Novell Storage Services). KomnoHeHT
paboTaeT B pexunme pe3ngeHTHOro MOHMTOpa 1 OTCNEXMBaEeT OCHOBHble CObbITMA GainnoBoM
CUCTEMDI, CBA3aHHbIE C MU3MeHeHneM GalnnoB (Co3aaHune, OTKPbITUE, 3aKpbiThe). Mpun
nepexsare 3TUX COObITUI MOHUTOP NPOBepAeT, bbII0 N N3MEHEHO cogepxnmoe daina,
ecnn ga, To bopmupyeT 3ajaHne KOMNoHeHTy npoBepku dannos Dr.\Web File Checker Ha
NpoBepKy COAEPXNUMOro naMeHeHHoro dawnna.

9.6.1. MpuHUMNBbI paboTbl

B sTom pasaene

e Oblune cBegeHUA
e 3ajaHue nyTen K npoBepseMblM 06beKTam

O6bwune cBepgeHna

MoHuTop SplDer Guard ana NSS paboTaet B pexxvme geMoOHa (06blUHO 3anyckaeTcs 4EMOHOM
ynpaneHusa koHourypaumern Dr.Web ConfigD npwu 3anycke cuctembl). OH BbINOAHAET
HabtofeHne ToNbKO Tex TOMOB dannoBou cucteMbl NSS, KOTOpble yka3aHbl B HaCTPOMKaX
MOHMTOpa (NapameTp ProtectedVolumes). Touka GarinoBOM CUCTEMbI, B KOTOPYHO
Npou3BOANTCA MOHTUpPOBaHWe TomoB NSS, onpeaensetcs aBTomaTnyeckn. ABTOMaTUUECKON
KOPPEKTUPOBKM cnncka HabarogaeMbix ToMoB NSS no mepe nx MOHTUPOBaHMA UK
OTMOHTUPOBaHWA He NPon3BOAUTCA. [pn 0bHapy>XEHUN HOBbIX AN U3MEHEHHbIX GaioB Ha
Tomax NSS MOHUTOpP 3anpalunBaeT Ux NPOBEPKY KOMMNOHEHTOM nposepku ¢annos Dr.Web
File Checker.
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| OcobeHHocTbto paboTsl MOHWUTOPa ToMOB NSS aBAAeTCa TO, YTO eC/in yrposa

A; obHapyxvBaeTcs B daline nNpu ero KONMPOBaHUM (KaK Ha 3allMLaemblii TOM, Tak U BHYTPY
ToMa NSS), To SplDer Guard ans NSS oTMeTUT Hannume yrpo3bl TONAbKO B daline-Konum, HO
OCTaBUT He OBHapy>KeHHOW yrpo3y B daine-nctouHvke. Painn-mcTtoyHnk B 3TOM ciydae
6yzeT cumtaTbcs He30nacHbIM 4O TeX MOpP, NMoka K Hemy He ByaeT ocyliecTBAeHa OTAeNbHas
nonbiTka 40CTyna, MpUYeM, eCin OH pacrnofioxeH Ha ToMe NSS, To npoBepeH oH byaeT
TO/IbKO B C/lyYae ero M3MeHeHus.

Ecnun B HacTpolikax MoHUTOpa ToMoB NSS ans kakoro-i1vMbo Tina yrpo3 ykasaHo AeincTeue
QUARANTINE, NP1 BOCCTAHOBJIEHUN O06BbEKTA C YrPO30i4 3TOTO TWMA U3 KapaHTMHA Ha TOM
NSS 310T 06beKT byAeT CHOBa He3aMeaUTENbHO NMepeMeLLeH B KapaHTuH. Hampumep,
HACTPOVKM MO YMOJTHYaHMIO:

NSS.OnKnownVirus = CURE
NSS.OnIncurable = QUARANTINE

MOMELLLAOT BCE HeusneunMble 06bekTbl B KapaHTWH. [103ToMy, Npy BOCCTaHOBAEHWUN
HensseunmMoro obbekTa 13 kapaHTuHa Ha Tom NSS oH 6yaeT cHoBa He3amMeAnUTebHO
nepemeLLeH B KapaHTVH.

3apgaHue nyTeyu K npoBepAaeMbiM 06bekTam

MoHuTop TomoB SplDer Guard ans NSS 6yaeT npoBepATb TONbKO Te 06beKkTbl GaniNoBOM
CUCTEMbI, KOTOPble HaxoAATcA Ha 3awmwaemblx Tomax NSS (napameTp ProtectedVolumes)
M NYTW K KOTOPbIM Ha 3TMX TOMax He COOTBETCTBYHOT MyTAM, yKa3aHHbIM B MapamMeTpe
ExcludedPath, 1 COOTBETCTBYIOT MyTAM, yKa3aHHbIM B NapamMeTpe IncludedPath. [pwu
3TOM napameTp IncludedPath nMeeT NpuopuTeT Hag NnapamMeTpoM ExcludedPath: ecin
nyTb K 06BEKTY COAepXMTCA B 060MX 3TUX NapamMeTpax, TO OH npoBepseTcs. Micnonb3oBaHue
NCKIIOYEHNI MOXeET 6bITb HeobxoanMO, ecin Gannbl B KakoM-1Mbo KaTanore 4acto
N3MEHAIOTCS, YTO MOPOXKAAET UX MOCTOAHHYHO NepenpoBepPKy M TEM CaMbIM Harpy>xaet
cncremy. Ecam TOUHO M3BECTHO, UTO YacToe n3MeHeHne GanaoB B KakoM-mbo kaTanore
ABNAETCA He CNeACTBUEM BPELOHOCHOM aKTUBHOCTY, @ cneacTBnemM paboTbl kakor-nmbo
AOBEPEHHOWN NPOorpamMMbl, Bbl MOXeTe A06aBUTb NyTb K 3TOMY KaTasory uav 3tum daniam B
CNNCOK NCKrOYeHUI. B 3ToM cnyuae MoHuTOp ToMOoB SplDer Guard ana NSS He 6yzet
pearvpoBaTb Ha M3MeHeHMA 3TuX danno.. [MapameTp IncludedPath pa3ymHO
MCNONb30BaTh, €C/IN HYXKHO 0becneunTb NPOBEPKY KakUX-NMBO 0H6BEKTOB, HaXOAALLMXCS
BHYTPW NyTW, yKa3aHHOM B napameTpe ExcludedPath.

PaccMoTpuM nprmMep HacTpoek:

ProtectedVolumes =
ExcludedPath = voll/pathl, voll/path2, vol2/sys
IncludedPath = voll/pathl, voll/path2/incl, vol2/doc

Mpw yKa3aHHbIX HacTpoKax MOHMTOP ByaeT NnpoBepsTb Bce dalinbl Ha ToMe vol3 (He
HaOXEHO HUKaKNX OFPaHUYEHNI Ha NPOBEPKY), BCe Galabl Ha TOMe vol2, 3a UCKIHOUYEHNEM
dannoB., HaxoAAWMXCA B KaTanore /sys n BCcex ero nogkatanorax. Ha tome voll 6yayt
MFHOPMPOBATLCA TONbKO Palbl B KaTasore /path2, HO Npu 3ToM ByayT NpoBepATLCA dalibl
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BO BCEX MPOUMX KaTanorax 3Toro ToMa, KOTopble He HaxXoAATCA B kKaTanore /path?2, a Takke
06BEKTHI, CofepKallumecs B kaTanore /path2/incl.

@ YKka3aHvie OZHOro 1 TOro >e MnyTu (B AaHHOM npumepe — voll/path) B 060mux cnnckax

: 6eccMbIC/IEHHO, MOCKOJIbKY 3TO PaBHOCUIbHO OTCYTCTBUKO OrPaHUYeHUA Ha NPOBEPKY 3TOroO
nytn. Kpome T0ro, ykasaHuve nyt vol2/doc B napametpe IncludedPath Takke
6eCccMbICIEHHO, MOCKONbKY 30Ha UCKIHOYEHWI, 3ajlaHHas 18 TOMa vol2, COAEPIKUT TONbKO
Katasior /sys.

MapameTpbl IncludedPath n ExcludedPath AOMNYyCKatOT NCMOAb30BaHNE GpatioBbIX MacOK
(wildcards). Hanpumep, HacTpolika:

ExcludedPath = voll/*.txt

NCKNtOYaeT U3 NPOBEPKN Ha TOMe voll (TOMe, CMOHTMPOBAHHOM B KaTanor voll TOUKK
MOHTMpOBaHMA ToMoB NSS) Bce daiibl, COOTBETCTBYIOLME MacKe * . txt.
Perncrpo3aBncMMOCTb NyTew, ykasbiBaeMblX B NapameTpax IncludedPath u
ExcludedPath, onpegensercsa HacTporikamum NSS.

| 06 wHTerpauum Dr.Web Server Security Suite ¢ dainoBoi cayx6oi cM. B paszene
: WHterpauma ¢ Tomamu NSS.

9.6.2. AprymeHTbl KOMaHAHOW CTPOKMU

Yto6bl 3anycTuth kKoMnoHeHT SplDer Guard ans NSS 13 koMaHAHOW CTPOKM, BbINMONHUTE
KOMaHay:

$ /opt/drweb.com/bin/drweb-nss [<napamempei>]

SpIDer Guard gna NSS gonyckaeT Mcrno/ib30BaHMe CIeAytoLMX NapameTpoB:

Mapametp OnucaHue

--help HazHaueHve: BbiBOA Ha 3KpaH KOHCOM UK 3MyNATOpa TepMMHaNa KpaTkon crpasku
no MMeRLWMMCA napaMeTpam KOMaHAHON CTPOKM 1 3aBepLUeHre paboTbl KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHwe: BbiBog Ha 3KpaH KOHCOAN WK 3MyAsTopa TepMuHana nHdopmaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLleHne paboTbl.

KpaTkuin BapuaHT: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-nss --help

[laHHas KOMaHJa BbiBeAET Ha 3KpaH KpaTkyto cnpaBkKy komnoHeHTa SplDer Guard ana NSS.
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3ameuaHunAa o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM PeXMMe HENOCPEeACTBEHHO N3 KOMaHAHOW CTPOKU He
npeaycMoTpeH. KoMnoHeHT 3anyckaeTca aBToMaTUyeCckn JEMOHOM yrnpaBaeHua
kKoHPurypaumen DrWeb ConfigD npu 3arpy3ke onepaumoHHON cuctemsl. ns ynpaBaeHums
napametpamu paboTbl KOMMOHeHTa ncnosb3ynte ytnuanty DrWeb Ctl, npegHa3HaueHHyto ana
ynpaeneHusa Dr.Web Server Security Suite 13 KOMaHAHOW CTPOKMN.

@ Ons 3anycka ytmautel Dr.Web Ctl cnonb3yiTte komaHay drweb-ctl.

[ns nonyyeHnst cnpaBki O KOMMOHEHTE M3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-nss.

9.6.3. NapameTpbl KOHPUTYpaLnmn

KoMnoHeHT ncnosb3yeT napameTpbl KOHOUTypaLmn, 3ajaHHble B CEKLUN [NSS]
0bbeanHeHHOro koHburypaumnonHoro davna Dr.Web Server Security Suite.

BCEKMMM npeactaB/eHbl Ciefyrolumne napameTpbl:

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log

{mun xypHanaj}

ExePath

{nymeo k chaliny}

Start

{noauyeckuli}

OnucaHue

YpoBeHb NoApPOHHOCTM BEAEHMSA XypHana KOMMOHEHTa.

Ecnu 3HaueHve napameTpa He yka3aHo, UCMOJIb3YeTcs 3HauYeHve
napameTpa DefaultLogLevel U3 cekuun [Root].

3HayeHwue No ymonyaHuo: Notice

MeToz BeJeHua xypHana KOMMOHEHTa.

3HayeHme No yMONYaHUKO: Auto

MyTb K UcnonHsemomy dainy KOMMOHeHTa.

3HaueHve No ymMonyaHuto: /opt/drweb.com/bin/drweb-nss

KomnoHeHT 3anyckaeTcs f4eMOHOM ynpaBaeHus koHdurypauven Dr.\Web
ConfigD.

YcTaHOBKa A@aHHOTO nMapameTpa B Yes NpeAnucbiBaeT AeMOHY
yrpaBaeHVs KOHQUrypaLyen HemMe/IeHHO 3amyCTUTb KOMMOHEHT, a
yCTaHOBKa ero B 3HaueHue No — HeMeA/IeHHO 3aBepLuuTb paboTy
KOMTOHEeHTa.

3HauyeHue no YMOA4YaHWMO: No
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Mapametp

LogProtocol

{noauyeckuli}

ProtectedVolumes

{ums moma}

ExcludedPath

{nyme «k ¢paliny unu kamanozy}
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OnucaHue

CoxpaHATb WK He COXPaHATb COOBLLEHUA MPOTOKOA B XKypHan
MoHuTopa TomoB NSS SplDer Guard ans NSS.

Bo3MOXHble 3HaUeHus:

® Yes — COXpaHsaTb;

e No — He COXpaHsATb.

3HaueHwue No yMonyaHuo: No

NmeHa TomoB daiinoBoli cucteMbl NSS, HaX0AALLUXCS B TOUKe
MOHTUpOBaHMA TomoB NSS 1 nognexalunx 3awure. Ecam napametp

MycT, TO 3aLyuTe Nnoaaexar Bce TOMa, MPUCYTCTBYHOLLME B TOUKE
MOHTUpOBaHMA TomoB NSS.

Mo>eT MMeTb CMMCOK 3HaYeHWUN. 3HaYeHUsa B CMNCKe yKa3blBatroTCs
yepes 3anAaTyro (KaXxgoe 3HaveHune B KaBblykax). [lonyckaeTcs
MOBTOpEeHVe NapamMeTpa B cekumn (B 3TOM C/lyyae BCe 3HaueHus
06BbEeAMHAOTCA B eAUHbIV CMNCOK).

Mpumep: JobaButb B cincok ToMa voll M vol2.

1. [obaBneHne 3HaueHWA B Galin KOHPUrypaLmm.
o [IBa 3HaueHWs B OHOW CTPOKE:

[NSS]
ProtectedVolumes = "voll", "vol2"

e [lge CTPOK#M (NO OAHOMY 3HAYEHUIO B CTPOKE):

[NSS]
ProtectedVolumes = voll
ProtectedVolumes = vol2

2. [ob6aBneHne 3HaYEHWA C MOMOLLbI KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset NSS.ProtectedVolumes -a voll
# drweb-ctl cfset NSS.ProtectedVolumes -a vol2

3HaueHWe Mo ymoYaHuto: (He 3a0aHo)

MyTb K 06BbeKTy (Palny nan katanory), KOTopbIA AOMKEH ObITb
nponyLeH npu nposepke. Ecan ykasaH katanor, To 6yaeT nponyLeHo
BCe COAepP>KVMOe 3TOro KaTafora, BKItoYas NnoAkaTaaori v BJOXEHHbIe
dalinbl, 3a NCKNOUYEHNEM OOBEKTOB, MyTH K KOTOPbLIM YKa3aHbl B
napameTpe IncludedPath — 3T1 06beKTbl 6ydym nposepsmscs.

MO>HO yKa3aTb HECKOJIbKO 3HaUeHW B BMAE CMCKa. 3HaUeHUs B
CMMCKe YKa3blBatOTCs Yepes 3anaTyto (KaXaoe 3HaueHve B KaBblukax).
[JonyckaeTcs NoBTOpeHWe NnapameTpa B cekumm (B 3TOM ciydae Bce
3HauyeHWs1 06 BEANHAIOTCA B 4MHbIN CIMCOK).

Mpumep: lobasutb B cnncok dain /etc/filel nkatanor /usr/bin.

1. [ob6aBneHve 3HaueHWn B Gpaiin KoHUrypaumm.

PyKOBOACTBO aZMUHWCTpaToOpa
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IncludedPath

{nyme «k ¢paliny unu kamanozy}
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OnucaHue

e /1Ba 3HaUeHWs B OJHOW CTPOKE:

[NSS]
ExcludedPath = "/etc/filel", "/usr/bin"

e [lBe CTPOKM (NO OAHOMY 3HAUYEHUIO B CTPOKE):

[NSS]
ExcludedPath = /etc/filel
ExcludedPath = /usr/bin

2. [obaBneHve 3HaUeHWU C MOMOLLbIO KOMaHabl drweb-ctl cfset:

# drweb-ctl cfset NSS.ExcludedPath -a /etc/filel
# drweb-ctl cfset NSS.ExcludedPath -a /usr/bin

MapameTp gonyckaeT ucnoib3oBaHne danosbix Macok (wildcards).
Pernctpo3aBMCcMMOCTb yKa3biBaeMbixX MyTeli OnpeAensieTcs HacTpokamu
NSS.

yTV B CNWCKe yKa36/8ar0Mca OMHOCUMeNb6HbIMU — OTHOCUTENBHO TOYKM
MOHTUpOBaHMA TomoB NSS.

3HaueHWe Mo ymoYaHuto: (He 3a0daHo)

MyTb K 06BeKTY (Palny nan katanory), KOTopbIA AOMKEH ObITb
ob6sA3aTenbHO nNposepeH. Ecan ykasaH kaTanor, To 6yayT NpoBepeHbI BCe
cojepkallmecs B 3TOM KaTafnore paiiibl U NOAKaTaNOTW.

o707 napamMeTp UCNnoab3yeTca npu HeO6XOAI/IMOCTI/I NPOBEPKN
OTAE/bHbIX 06BEKTOB (haloB WK MOAKATaNoroB), NyTb K KOTOPbLIM
yka3aH B napameTtpe ExcludedPath. Ecam nyTs kK 06bekTy ykasaH B
3HaueHusx napamMeTpoB IncludedPath M ExcludedPath
OJHOBPEMEHHO, TO 3TOT 06BbEKT HyAeT NMPOBEPEH.

Mo>Ho yKa3aTb HECKONbKO 3HaueHul B Burae Crnmncka. 3HaueHus B
CMnCKe YKa3blBakOTCA 4Yepes 3anaTyro (Kaxqqoe 3Ha4yeHVe B KaBbluKax).
,ﬂ,OI'IyCKaeTCFI NOBTOpPEHME NapaMeTpa B CeKUn (B aTOM Ccny4vae BCe
3Ha4veHuAa 06'bEAI/IHFHOTCFI B EAMHbIl)II CM1COK).

Mpumep: [lobaButs B cnucok dain /etc/filel nkatanor /usr/bin.

1. [obaBneHne 3HaueHWA B Galin KOHPUrypaLmm.
e [IBa 3HaueHWs B OLHOW CTPOKE:

[NSS]
IncludedPath = "/etc/filel", "/usr/bin"

e [lBe CTPOKM (NO OAHOMY 3HAUYEHUIO B CTPOKE):

[NSS]
IncludedPath = /etc/filel
IncludedPath = /usr/bin

2. [obaBneHvie 3HaUYeHWIn C MOMOLLbHO KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset NSS.IncludedPath -a /etc/filel
# drweb-ctl cfset NSS.IncludedPath -a /usr/bin
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Mapametp

OnKnownVirus

{Oelicmesue}

OnIncurable

{Oelicmsue}

OnSuspicious

{Oelicmesue}

OnAdware

{Oelicmsue}

OnDialers

{Oelicmesue}

OndJokes

{Oelicmsue}

OnRiskware

{Oelicmesue}

OnHacktools

{Oelicmsue}
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OnucaHue

MapameTp gonyckaeT ncnonb3oBaHne danoBbix Macok (wildcards) v
MOXeT BbITb UyBCTBUTE/IbHBIM K PerncTpy (B 3aBUCMMOCTM OT HacTpoOeK
NSS).

yTV B CMNCKe yKa3b6I8aOMCA OMHOCUMEIbHbIMU — OTHOCUTENBHO TOYKM
MOHTUpOBaHMA TomoB NSS.

3HauyeHWe No ymonYaHuto: (He 3a0aHo)

[JeictBure npn 06Hapy>XeHUN N3BECTHOMN Yrpo3bl.
Jonyctumble 3HayeHna: CURE, QUARANTINE, DELETE
3HayeHVe Mo yMOYaHWtO: CURE

[eicTBue B cnyvae HeyAauHOW NOMbITKN NeYeHns yrposbl.
JonyctuMble 3HaueHns: QUARANTINE, DELETE.
3HaueHvie Mo ymMonuaHuo: QUARANT INE

[JewctBue B cnydae ob6Hapy>KeHUs HEU3BECTHOM Yrpo3bl.
Jonyctumble 3HayeHna: REPORT, QUARANTINE, DELETE
3HaueHue No yMOoNYaHUKO: QUARANT INE

[eiictBue B cnyvae obHapyKeHUs pekiaMHON NpPorpaMmMbl.
JonyctumMble 3HaueHns: REPORT, QUARANTINE, DELETE.
3HaueHvie Mo yMONuYaHWo: REPORT

[elicTBMe B cyyae 0H6Hapy>KeHWs MPOrpamMmMbl aBTOMaTUYECKOro
[03BOHa.

[Jonyctumble 3HaueHna: REPORT, QUARANTINE, DELETE.

3HauyeHvie Mo ymMon4YaHWto: REPORT

[JeictBue B cnyvae obHapy>KeHUs Nporpammbl-LLyTKN.

JonyctuMble 3HaueHns: REPORT, QUARANTINE, DELETE.

3HayeHne No ymoaYaHuo: REPORT

[elictBMe B Cyyae 0H6Hapy>KeHWs NOTeHLMaibHO ONacHOM NporpaMmsi.
[JonyctumMble 3HaueHna: REPORT, QUARANTINE, DELETE.

3HauyeHvie Mo ymMon4YaHWto: REPORT

[JeictBue B cnyvae obHapyKeHUs XakepCcKon NPorpaMmMbl.
JonyctuMble 3HaueHns: REPORT, QUARANTINE, DELETE.

3HayeHne No ymoaYaHuo: REPORT

PyKOBOACTBO aZMUHWCTpaToOpa
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OnError

{Oelicmsue}

ScanTimeout

{uHmepean epemeHu}

HeuristicAnalysis

{on | Off

PackerMaxLevel

{yenoe yucno}

ArchiveMaxLevel

{yenoe yucno}
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OnucaHue
[JelctBre B ciyyae ownbKM BO Bpemsa NpoBepkn datina.

,ﬂ,OI‘IyCTI/IMbIe 3HaveHua: REPORT, QUARANTINE, DELETE.
3HauyeHve no ymMoAa4YaHuo: REPORT

Taim-ayT Ha NpoBepKy OAHOrO dalina no 3anpocy OT MOHUTOpa TOMOB
NSS.

Jonyctumble 3HaueHuna: oT 1 cekyHabl (1s) g4o 1 vaca (1h).
3HayeHue No ymonyaHuo: 30s

Mcnonb3oBaTth UAM HE UCMONb30BaTh 3BPUCTUUYECKUIA aHaNN3 /s MOUCKa
BO3MOXHbIX HEM3BECTHbIX YTPO3 NP NPOBEpPKe Mo 3anpocy oT
MoOHuTOpa TomoB NSS. Vicnonb3oBaHWe 3BPUCTUYECKOTO aHaam3a
MoBbILLaeT HaZeXHOCTb NMPOBEPKY, HO YBEMUMBAET €€ AIUTENbHOCTb.

[JelictBre npu cpabaTbiBaHWM 3BPUCTUYECKOTO aHaan3aTopa 3ajaeTcs
napameTpom OnSuspicious.

Bo3MOXKHble 3HaUeHus:

e On — MUCMNOJ/b30BaThb BBpVICTI/ILIeCKI/IIz aHan3 Npu NnpoBepKe,;
e Off — He ncnosib3oBaTb 3BpI/ICTI/ILIECKI/II7I aHanuns.

3HauyeHve no YMOAYaHMKO: On

MaKkcMManbHbIN YpOBEHb BIIOXKEHHOCTU A/ 3aMakoBaHHbIX OO BEKTOB.
Mog, 3anakoBaHHbIM 0H6bEKTOM MOHUMAETCH UCMOHAEMbIN KOA, CKaTbl
npuv NOMOLLLWX cneuvann3mpoBaHHbix MHCTpyMeHToB (UPX, PELock,
PECompact, Petite, ASPack, Morphine n ap.). Takne o6bekTbl MOTyT
BK/ItOYaTb ApYrue 3anakoBaHHble 06beKTbl, B COCTaB KOTOPbIX Takxke
MOTYT BXOAWUTb ApYrue 3anakoBaHHble 06bekTbl, U T. 4. 3HauYeHve 3Toro
napameTpa ycTaHaB/AVBaeT NpeAebHbIN YPOBEHb NEPAPXMN
BJIOXKEHHOCTW, MOC/Ie KOTOPOro 06beKTbl BHYTPU 0ObEKTOB He HyayT
npoBepATbLCA.

OrpaH1YeHNn YPOBHS BNIOXEHHOCTU HET. 3HayeHWe O yKa3biBaeT, uTo
BJIOXEHHbIe 06bEKTbI He MPOBEPSAOTCS.

3HayeHue No yMoNYaHuo: 8

MakcuManbHbIV ypOBEHb BAOXEHHOCTU AN apXMBOB (. z1ip, .rar U
4p.), B KOTOpPble BJAOXEHbI APYyrvie apXuBbl, B KOTOPble, B CBOIO OYepesb,
Taloke MOTYT 6bITb BNIOXEHbI apXMBBbI, U T. A. 3HaYeHWe 3Toro napameTpa
yCTaHaB/AVBaeT NnpeAe/bHbli YypOBEHb MepapXum BAOXKEHHOCTY, Moc/e
KOTOPOrO apxvBbl BHYTPW apXMBOB He ByayT NpoBepAThHCA.

OrpaHnYeHnli ypOBHS BJIOXKEHHOCTW HeT. 3HaueHue 0 ykasblBaeT, YTo
B/IOXKEHHbIE 00bEKTbI HE MPOBEPSAHOTCS.

3HauyeHve no yMoa4aHuo: 0

PyKOBOACTBO aZMUHWCTpaToOpa
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MailMaxLevel

{yenoe yucno}

ContainerMaxLevel

{yenoe yucno}

MaxCompressionRatio

{yenoe yucno}
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OnucaHue

MakcrManbHbI yPOBEHb BAOXEHHOCTU AN GaliioB NOYTOBbIX
nporpamm (.pst, .tbb 1 4p.), B KOTOpble MOTYT 6bITb BJAOXEHDI
00beKTbl, B KOTOPbIE TaKXKe MOTYT ObITb BJIOXEHbI O6BEKTHI, U T. A.
3HayeHVe 3TOro NapameTpa ycTaHaBAMBAET NpesesbHbIA ypOBEHb
Nepapxmn BAOXKEHHOCTW, MOCAe KOTOPOTro 06beKTbl BHYTPY 06 BEKTOB He
6yAyT NpoBepATbCS.

OrpaHnYeHnn YpOBHS BNIOXEHHOCTU HeT. 3HaueHne O yKasbiBaeT, uTo
BJIOXKEHHble 0O6BEKTbI He MPOBEPSHOTCS.

3HauyeHue No yMONYaHWO: 8

MaKkcrMManbHbIN YPOBEHb BIOXEHHOCTU A5 APYrUX TUMOB OO BEKTOB C
BNOXEHUAMM (Hanpumep, cTpaHuusl HTML, dainbl . jar v ap.).
3HaueHWe 3TOro napameTpa ycTaHaBAMBaET Npese/bHbIA YPOBEHb
nepapxmmn BAOXKEHHOCTW, NMOCAE KOTOPOTo 06beKTbl BHYTPN 0H6BEKTOB He
6yayT NpoBepATLCS.

OrpaHnYeHunli ypOBHS BJIOXKEHHOCTW HET. 3HaueHune 0 yKasblBaeT, YTo
B/IO>KEHHblEe 00 beKTbl He MPOBEPAIOTCA.

3HayveHne No ymMoJvaHuIo: 8

MakcrmanbHO AonyctnMas CTeneHb OKatua npoBepAaeMbIx 06BbEKTOB
(oTHOLLEeHMe CkaToro obbema K HecxkaToMy). Ecm cteneHb cxatus
obbekTa NPEBbLICUT YKa3aHHYHO BEJINUUNHY, TO OH 6yp,eT nponyweH npn
npoBepke, MHULWMMPOBAHHOM Mo 3anpocy MoHuTopa TomoB NSS.

BennumHa cteneHu cxxatus AOJI>XXHa ObITb He MeHee 2.

3HaueHve Mo ymMoauYaHmo: 500

Ecine HaCTpOl;IKaX MOHUTOPa TOMOB NSS AnA OAHOTO NN HECKOJIbKUX TUMOB Yrpo3
YKa3aHO AEIZCTBMG QUARANTINE, TO Npn BOCCTaHOBJEHNN YrpO3bl 3TOFO TUMA U3 KapaHTUHA

Ha ToM NSS oHa byaeT cHOBa He3aMeAUTeIbHO MepemMelleHa B KapaHTWH. Hanpumep,
HaCTPOWKN MO YMOJYaHWIO

NSS.OnKnownVirus = CURE

NSS.OnIncurable

= QUARANTINE

NMnoOMeLWaroT BCE HEN3IEUMMbIE 0b6BbeKTbI B KapaHTWVH. |_|03TOMy npun BOCCTaHOBJIEHUN
Heun3neyrMmoro obbekTa 13 KapaHT/Ha Ha TOM NSS oH 6y/J,ET CHOBa He3aMeagnutesibHO
nepemMeLlieH B KapaHT/H.
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9.7. Dr.Web ClamD

KomnoHeHT Dr.Web ClamD npesaHa3HaueH Ans aMyasaumm nHtepderica aHTMBUPYCHOToO
AeMoHa clamd, ABAAOWErocs LeHTpaabHbIM KOMMOHEHTOM aHTUBMPYCHOro npoaykta Clam
AntiVirus (ClamAV®) ot Sourcefire, Inc. 10T nHTEepdenc No3BONAET BHELLUHUM NMPUIOXKEHUAM,
KOTOpble MOTYT MCMOJ/Ib30BaTb aHTUBMPYCHbIN NpoaykT ClamAV®, npoBepATb Gannbl €
nomouwbto Dr.Web Server Security Suite.

9.7.1. MNpuHuMNbI paboTsbl

KomnoHeHT Dr.Web ClamD no3BosisieT BbINOAHATL MO 3anpocy OT BHELIHNX MPUIOXKEHNN
NPOBepPKy Ha HaanuMe yrpo3 Kak COAep>XMMOro $hannos, pacnosOXKEHHbIX B JIOKabHOW
dannoBomn cncTeme, Tak U HeNOCPEACTBEHHO NMOTOKOB AaHHbIX, MepesaBaeMbiX BHELUHUM
npuaoXeHneM yepes coket. Kpome Toro, KOMMOHEHT MOXET NPOBEPATb COAepPXMUMoe
dannoB, AN KOTOPbIX BHELLHEE MPUIOXKEHWE NepeAano OTPbITbIN 4ECKPUMTOP Yepes COKET.

| MpoBepka dalina No nepesaHHOMY AeCKPUNTOPY OCYLLECTBASETCA TONbKO Yepes
° NokanbHbIM Unix-coker.

Ecnv BHelwwHee NpuioxeHre NnpeAocTaBuao NyTb K paniny B 10KanbHOW GaioBOM CUCTEME,
KOMMOHEHT nepesaeT 3ajaHne Ha NpoBepkKy 3Toro dansa KOMMNOHEHTY NpoBepkn Ganinos
Dr.Web File Checker, nHaue oH nepesaeT AaHHbIe, MONYYEHHbIE OT MPUNOXKEHMUA Yepe3 COKeT,
areHTy pacnpegeneHHoun nposepkn Dr.Web Network Checker.

Mo yMOn4YaHUIO KOMMOHEHT He 3anyckaeTcs aBToMaTtnyeckun npu ctapte Dr.Web Server
Security Suite. YTo6bl 06ecneunTb 3anyck KOMMNOHEHTa, HEOHXOANMO BbINMOAHNTb HE TOJIbKO
ero BK/IFOUYEHMEe HaCTPOMKOW Start, HO U ONPeAeNnTb He MeHee OAHOM TOYKN MOAKIHOUEH U .
MNocne 3anycka KOMMOHEHT OXWAAET NOCTYNAEHNS 3aNPOCOB OT BHELUHWX MPUAOXKEHUI Ha
NPOBepPKY yKazaHHbIX GaliNoB UM NOTOKOB NepejaBaeMblxX AaHHbIX. B HacTpolrikax MOXHO
onpeaennTb Habop pPasNNUHbIX TOUEK MOAKNOUEHNSA BHELLHMX MPUIOXEHWI, yKa3aB Ans
Ka>kKl0/ CBOU COBCTBEHHbIE HAaCTPOWKN NPOBEPKW.

B kauecTBe BHELUHMX NPUIOXKEHWIA MOTYT BbICTYNaTh U HEMOCPEACTBEHHO CePBEPbI GaliNoBbIX
cnyx6 (Takme kak Samba u ProFTPd), ecnv oHn ocHaleHbl Mogynem nHTerpaumm ¢ Dr\Web

ClamD. NMoapobHee cm. B pa3gene MHTterpaums ¢ BHEWWHUMMN NPUNOXKEHNAMUA.

| ObHapy>eHHble yrpo3bl He Helimpanusyromcs cpeactsamum Dr.Web Server Security Suite,

& BHELLHeMY MPUIO>XEHMIO TO/IbKO BO3BpaLLaeTca pe3yabTaT MpoBepku. Takum o6pa3om,
BHELLHee MPUIoXeHMe CaMO HeceT OTBETCTBEHHOCTb 3@ HEMTPaAM3aLMO 0BHapPYy>KEHHOM
yrpos3si.
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9.7.2. AprymeHTbl KOMaHAHOW CTPOKMU

UTt06bl 3anycTnTh KOMNOHeHT Dr.Web ClamD 13 koMaHAHOW CTPOKW, BbINOJHUTE KOMaHAY:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-clamd [<napamempsi>]

o ana FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-clamd [<napamempsi>]

Dr.Web ClamD gonyckaeT ncnosb3oBaHue CefyroLwwmx napamMmeTpos:

Mapametp OnucaHue

--help HasHaueHve: BbIBOA Ha 3KpaH KOHCOIM UK 3MYATOPa TEPMUHANA KPaTKOM CripaBku
Mo VMeRLLMMCA NapaMeTpam KOMaHAHON CTPOKM 1 3aBepLUeHve paboThl
KOMMOHeHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHve: BbiBOZA Ha 3KpaH KOHCOMN UK 3MyAsTopa TepMUHana MHGopmMaLmm o
BEPCUM KOMIMOHEHTa ¥ 3aBeplueHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-clamd --help

[laHHas KOMaHJa BbiBeZeT Ha 3KpaH KpaTkyto cnpaBkKy komnoHeHTa Dr.Web ClamD.

3ameuaHunAa o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM PeXMMe HEeNMOCPEACTBEHHO N3 KOMaHAHOM CTPOKU He
npeaycMoTpeH. KoMMoHeHT 3anyckaeTca aBToMaTUyeCkn JEMOHOM yrpaBaeHus
koHourypaumen Dr.Web ConfigD npu HeobxoammocTu (06bIUHO Npu 3arpyske
onepaumoHHON cuctemsl). ina ynpaBaeHns napameTpamu paboTbl KOMMNOHEHTa UCMNONb3YNTe
ytnanty DrWeb Ctl, npegHa3HaueHHyro ans ynpasaeHusa Dr.Web Server Security Suite n3
KOMaHAHOWM CTPOKM.

@ [Ana 3anycka ytunutel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

[ns nonyyeHns cnpaBKM O KOMMOHEHTE 13 KOMaHZAHOW CTPOKM BbIMOJHUTE KOMaHAY
man 1 drweb-clamd.
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9.7.3. NMNapameTpbl KOHPUTYpaLnmn

B atom pasgene

° napaMeTleKOMﬂOHeHTa

° OCO6eHHOCTbHaCTQOEKKOMHOHeHTa

KoMnoHeHT ncnonb3yeT napameTpbl KOHOUTypaLmu, 3agaHHble B ceKUmMn [ClamD]
0bbeanHeHHOro koHburypaunonHoro davna Dr.Web Server Security Suite.

MapameTpbl KOMMNOHEHTa

BCGKHMM npeacTtaB/eHbl Cefyrolmne napameTpbl:

Mapamertp

LogLevel

{yposeHb nodpobHocmu}

Log
{mun xypHanaj}

ExePath

{nymeo k chaliny}

Start

{noauyveckuli}

Endpoint.<mee>.ClamdSocket

{IP-adpec | Unix-cokem}

OnucaHue

YpoBeHb Noapo6HOCTY BEAEHUS XypHasa
KOMMOHeHTa.

Ecnan 3HauveHve napameTpa He ykasaHo, UCMO/Ib3yeTcs
3HaueHve napameTpa DefaultLogLevel M3 CekUUn
[Root].

3HauyeHve no yMoOAYaHuo: Notice

MeTog, BeJeHWA >KypHasia KOMMOHEeHTa.

3HauyeHve no YMOAYaHNO: Auto

MyTb K McnoaHsemMomy daliny KOMAOHEHTa.

3HayveHne No yMONUaHWIO:

e nnsa GNU/Linux: /opt/drweb.com/bin/drweb-
clamd

e /1A
FreeBSD: /usr/local/libexec/drweb.com/b
in/drweb-clamd

KommoHeHT 3anyckaeTcs AeMOHOM yrnpaBieHus
KoHpurypaupen Dr.Web ConfigD.

YcTaHoBKa AlaHHOrO NapameTpa B Yes NpeAnucbiBaeT
LEMOHyY yrnpaB/ieHus KOHPUrypauyven HeMeaieHHO
3anycTUTb KOMMOHEHT, @ YCTaHOBKa ero B 3HayeHue
No — HeMe//leHHO 3aBepLUnTb PaboTy KOMMOHEHTa.

3HauyeHue No ymonyaHuo: No

Touka NoOAKIHOUYEHNS C UMEHEM <mez> U COKeT (aapec
IPv4 vnn agpec coketa Unix) ans KAMeHTOB,
XenaroLwmnx NpoBepaTb Gaiabl Ha HaMyme yrpos.
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Mapametp

[Endpoint.<mee>.]ReadTimeout

{uHmepean epemeHu}

[Endpoint.<mee>.]StreamMaxLength

{pasmep}

[Endpoint.<mee>.]ScanTimeout

{uHmepean epemeHu}

[Endpoint.<mee>.]HeuristicAnalysis

{on| off

[Endpoint.<mee>.]PackerMaxLevel

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

[na ofHOM TOUKM <me2> MOXeT ObITb 3a/laH TOIbKO
OJMH COKeT.

3HauyeHve no YMOYaHWKO: HE 3a4aHO

Ta|7|M—ayT Ha OXnaaHune AaHHbIX OT KJINEeHTa.

Ecnv ykasaH npedukc Endpoint . <mez>, TO
3HaYeHWe NnapameTpa onpejesieHo TONbKO AN TOUKK
<mez>, VHaye OHO ONpeJjesieHO A/1f BCeX TOYek, Y
KOTOPbIX 3HaUeHWe 3TOro napameTpa He 3ajaHo.

3HauyeHvie Mo YMOUaHWIO: 55

MakcrMasbHbIN pa3Mep AaHHbIX, KOTOpPble MOTYT
6bITb MONYYEHbI OT KAWEHTA (NPY Nepeayde AaHHbIX
415 MPOBEpPKX B BUZE NMoToKa OaiToB).

Ecan ykazaH npedvkc Endpoint . <mee>, TO
3HaueHVe NapameTpa onpejeneHo TOAbKO A/1f TOUKM
<mee>, NHaye OHO OmnpejeseHO ANA BCeX Toyek, Y
KOTOPbIX 3Ha4eHWe 3TOro napameTpa He 3ajaHo.

3HauyeHve no YMOYaHUIO: 2 5mb

TalimM-ayT Ha npoBepky ofHOro daina Ui o4HoOM
nopunn aaHHbIX, NOCTYNMMBLLUKX OT KAVEHTA.

Ecan ykazaH npedvkc Endpoint . <mee>, TO
3HaueHVe NapameTpa onpejeneHo TONbKO A/if TOUKM
<mee>, NHaye OHO OmnpejeseHO ANA BCeX Toyek, Y
KOTOPbIX 3Ha4eHWe 3TOro napameTpa He 3ajaHo.

[Jonyctmble 3HaueHusa: oT 1 cekyHabl (1s) go 1 vaca
(1n).

3HayeHue No yMONYaHUIO: 3m

Vcnonb3oBatb 38p|/|CTI/IHe€KI/II7I aHan3 Npun npoBepke.

Ecan ykazaH npedumkec Endpoint . <mez>, TO
3HaueHWe napameTpa onpegeneHo TOAbKO AN TOUKM
<mee>, nHa4e OHO OMnpejesieHO ANA BCeX TOYeK, y
KOTOPbIX 3Ha4eHWe 3TOro NapameTpa He 3ajaHo.

3HauyeHve no YMOAYaHMO: On

MakcrManbHbIV YpOBEHb BAOXEHHOCTU ANS
3aMakoBaHHbIX 06beKTOB. 3anakoBaHHblE 06BbEKTbI
npeAcTaBAstoT COO0M UCMONHAEMBIN KOZ, CKaTblil Npn
nomMoLLM creupanmsnpoBaHHbIX MHCTpymeHTos (UPX,
PELock, PECompact, Petite, ASPack, Morphine n gp.).
OHuM MOTyT BK/ItOYaTb Apyrue 3anakoBaHHble 0H6bekTbl,
a Te, B CBOKO O4epesb, Takke MOTyT BKIKOYaTb
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Mapametp

[Endpoint.<mee>.]ArchiveMaxLevel

{yenoe yucno}

[Endpoint.<mee>.]MailMaxLevel

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

3aMnakoBaHHble 00bekTbl, U T. 4. MakcManbHbIn
YPOBEHb BAOXEHHOCTM — 3TO Npeje/bHblil YPOBEHD,
rnocae KOTOPOro 3anakoBaHHble 06BbEKTbl BHYTPYU
3anakoBaHHbIX 06BEKTOB HE MPOBEPSAIOTCS.

Ecan ykazaH npedvkc Endpoint . <mee>, TO
3HaueHVe NapameTpa onpeseneHo TONbKO A/1f TOUKM
<mee>, NHaye OHO OmnpejeseHO ANA BCeX Toyek, Y
KOTOPbIX 3Ha4eHWe 3TOro napameTpa He 3ajaHo.

OrpaHnYeHUii ypOBHS BJIOXEHHOCTU HeT. 3HaueHue 0
YKa3bIBaET, UTO BJIOXKEHHbIE OOBEKTHI He
nposepsAtoTCA.

3HayeHue No yMONYaHWo: 8

MaKkcrManbHbIN YpOBEHb BIOXKEHHOCTU A1 apXMBOB
(.zip, .rar n ap.). ApxvBbl MOTYT COfep>aTtb Apyrve
apxuBbl, a Te, B CBOO OYepesb, Takke MOryT
cozepxaTtb apxuBbl, U T. 4. MakcMMasbHbIA ypOBEHb
BJIOXEHHOCTV — 3TO NpejesbHbI YPOBEHb, NOCae
KOTOPOrO apxvBbl BHYTPW apXMBOB He MPOBepAoTCA.

Ecan ykazaH npedvkc Endpoint . <mee>, TO
3HaueHVe NapameTpa onpeseneHo TONbKO /1A TOUKM
<mee>, nHaye OHO onpejesieHo ANA BCeX ToYek, y
KOTOPbIX 3Ha4eHWe 3TOro napameTpa He 3ajaHo.

OrpaHnYeHUii ypOBHS BJIOXKEHHOCTU HeT. 3HaueHne 0
yKa3bIBaeT, YTO BJIOXKEHHble 06 BbEKTbI He
nposepstoTCA.

3HauyeHue No yMONYaHWo: 8

MakcManbHbIA YPOBEHb BAOXEHHOCTM AN hannos
NMouYTOBbIX Nporpamm (.pst, .tbb 1 4p.), B KOTOpble
MOTYT HbITb BJIOXKEHbI 06BEKTI, B KOTOPbIE TaKXKe
MOTYT BbITb BJIOXEHbI 06BbEKTHI, U T. 4. 3HaueHue
3TOro NapameTpa yCTaHaBAMBAET Npese/bHbIN
YPOBEHb, NMOC/ie KOTOPOro 06beKTbl BHYTPU 00 bEKTOB
He ByayT NPoBepPATLCA.

Ecan ykazaH npedumkec Endpoint . <mez>, TO
3HaueHWe napameTpa onpejeneHo TOAbKO AN TOUKM
<mee>, nHa4e OHO OMnpejesieHO ANA BCeX ToYeK, y
KOTOPbIX 3Ha4eHWe 3TOro NapameTpa He 3ajaHo.

OrpaH1YeHNn YpOBHS BIOXKEHHOCTU HET. 3HaueHue 0
yKa3blBaeT, UTO BIOXEHHbIe 06BbEKTbI He
NnpoBepatoTCs.

3HaueHvie Mo yMONYaHWo: 8

PyKOBOACTBO aZMUHWCTpaToOpa
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[Endpoint.<mee>.]ContainerMaxLevel

{yenoe yucno}

[Endpoint.<mee>.]MaxCompressionRatio

{yenoe yucno}

[Endpoint.<mee>.]DetectSuspicious

{noeuyeckuti}

[Endpoint.<mee>.]DetectAdware

{noeuyeckuti}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

MakcrMabHbIN YpOBEHb BIOXEHHOCTU AN APYTriX
TUNOB 0OBEKTOB, COAEPXKALLMX BIOXKEHHbIE O6BEKTDI
(Hanpumep, ctpaHuupl HTML nan dainbl . jar). 3
06DbeKTbl MOTYT Cofiep>kaTb ApYrvie BAOXKeHHbIe
061BbeKTbl, KOTOPbIE, B CBOKO OYepesb, Takxke MOryT
cozep>KaTb BNOXEHHble 06beKTbl, U T. 4.
MaKkcrManbHbI ypOBEHb BIIOXEHHOCTU — 3TO
npesenbHbIli ypOBEHb, MOC/AE KOTOPOTro 06BbeKTb!
BHYTPY OObEKTOB He NMpOoBepArOTCA.

Ecnn ykasaH npedukc Endpoint . <mez>, TO
3HaYeHWe NnapameTpa onpejesieHo TONbKO AN TOUKK
<mez>, Haye OHO OTNpeJjesieHO A/1f BCeX ToYek, Y
KOTOPbIX 3HaUeHWe 3TOro napamMeTpa He 3ajaHo.

OrpaH1YeHUin ypOBHS BNOXEHHOCTU HeT. 3HaueHue 0
yKa3bIBaeT, UTO BNOXKEHHbIE 0O BbEKTbI He
npoBepsArOTCA.

3HauyeHve no YMOAYaHUIO: 8

MakcuMasibHO JOmycTUMas CTemneHb CkaTus
3amnakoBaHHbIX 06BHEKTOB (OTHOLLEHME CKAaTOro
ob6beMa K HeckaToMy). Ecim cteneHb cxxaTus obbekTa
NPEBbLICUT YKa3aHHYH BENUUMHY, OH ByAeT npomnyLLeH
npuv NpoBepke.

Ecnn ykasaH npedukc Endpoint . <mez2>, TO
3HaueHvie napameTpa onpeseneHo ToNbKO ANA TOUKM
<mez>, Haye OHO OMpejeNneHo A1a BCeX ToYek, y
KOTOPbIX 3HaYeHVe 3TOro napameTpa He 3ajaHo.

BennumHa cteneHn cxatnsa fOKHa H6biTb He MeHee 2.
3HaueHwue No ymonyaHuo: 500

CoobuwaTb 0 NoAo3puTeNbHbIX Gainax,
0OHapy>KeHHbIX 3BPUCTUUYECKM aHaIM3aTOPOM.

Ecnn ykasaH npedukec Endpoint . <mez>, TO
3HaYeHWe napameTpa onpejeseHo TONbKO AN TOUKK
<mez>, VHaye OHO ONpeJjesieHO A/1f BCeX TOYek, Y
KOTOPbIX 3HaUeHWe 3TOro napameTpa He 3ajaHo.

3HaueHve no YMOAYaHWNIO: Yes

CoobuwaTb 0 pannax, cogepalmx peknamHble
nporpamMmbl.

Ecnv ykasaH npedukc Endpoint . <me2>, TO
3HaYeHWe napameTpa onpejesieHo TONbKO AN TOUKM
<mez>, VHaye OHO OTNpeJjesieHO A/i1f BCeX TOYek, Y
KOTOPbIX 3HaUeHWe 3TOro napameTpa He 3ajaHo.

PyKOBOACTBO aZMUHWCTpaToOpa
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[Endpoint.<mee>.]DetectDialers

{noeuyeckuti}

[Endpoint.<mee>.]DetectJokes

{noeuyeckuti}

[Endpoint.<mee>.]DetectRiskware

{noeuyeckuti}

[Endpoint.<mee>.]DetectHacktools

{noeuyeckuti}

[Endpoint.<mee>.]
ReportPasswordProtected

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue
3HauyeHue Mo yMOYaHWo: Yes

CoobuwaTb 0 pannax, cogepxaLymx nporpaMml
[03BOHa.

Ecnv ykasaH npedukc Endpoint . <mez>, TO
3HaYeHWe NnapameTpa onpejesieHo TONbKO AN TOUKK
<mez>, VHaye OHO ONpeJjesieHO A/1f BCeX TOYek, Y
KOTOPbIX 3HaUeHWe 3TOro napameTpa He 3ajaHo.

3HaueHue no YMOAYaHWNIO: Yes

CoobuwaTtb 0 painax, cogepaLymx nporpamMmmbil-
LLYTKM.

Ecnn ykasaH npedukec Endpoint . <mez>, TO
3HaYeHWe NnapameTpa onpejeseHo TONbKO AN TOUKK
<mez>, VHaye OHO ONpeJjesieHO A/1f BCeX TOYek, Y
KOTOPbIX 3HaUeHWe 3TOro napameTpa He 3ajaHo.

3HaueHue no YMOA4YaHMO: No

CoobuwaTtb 0 dainax, cogepkalymx NoTeHLMaNbHO
oracHble NPorpamMmbi.

Ecnm ykasaH npedukec Endpoint . <mez>, TO
3HaYeHWe NnapameTpa onpejesieHo TONbKO AN TOUKK
<mez>, VHaye OHO OTNpeJjesieHO A/1f BCeX TOYek, Y
KOTOPbIX 3HaUeHWe 3TOro napameTpa He 3ajaHo.

3HaueHue no YMOA4YaHMO: No

CoobuwaTb 0 pannax, cogepxaLymx nporpaMmel
B3/I0Ma.

Ecnv ykasaH npedukec Endpoint . <mez2>, TO
3HaYeHWe NnapameTpa onpejesieHo TONbKO AN TOUKM
<mez>, VHaye OHO OTNpeJjesieHO A/1f BCeX TOYek, Y
KOTOPbIX 3HaUeHWe 3TOro napameTpa He 3ajaHo.

3HaueHue no YMOA4YaHWMO: No

Coobuwatb 06 owwwnbke, ecnv nposepsemMble daibl
3alUyLLeHbl Mapoem.

Ecnv ykasaH npedukc Endpoint . <me2>, TO
3HaYeHWe napameTpa onpejeseHo TONbKO AN TOUKK
<mez>, Haye OHO OTNpeJjesieHO A/1f BCeX TOYek, Y
KOTOPbIX 3HaUeHWe 3TOro napameTpa He 3ajaHo.

3HaueHve no YMOA4YaHWMO: No

PyKOBOACTBO aZMUHWCTpaToOpa
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Oco6eHHOCTb HacTPoeK KOMMOHEHTa

MapameTpbl, OTMeUYeHHble Heobs3aTeNbHbIM NPedUKcoM Endpoint . <mee>, MOryT 6biTb
crpynnupoBaHbl. Kaxzas Takas rpynna onpegenseT moyky nookatodeHus (endpoint) c
3aZlaBaeMblM YHUKaNbHbIM UAEHTUOUKATOPOM <mee>, NCMONb3YeMYHO KINEHTaMW ANs
NOAKNOUYEHUS K KOMMOHEHTY. Bce napameTpbl MpoBepKW, BKIOUEHHbIE B OAHY rpynny,
onpeaenstoT napaMeTpbl, KOTOpble ByAyT MPUMEHATLCSA NMPU MPOBEPKE AAHHbIX OT KJIVEHTOB,
NOAKNOUMBLLNXCS K 3TOM Touke. Ecam napameTp ykasaH 6e3 npedukca Endpoint. <mee>, T0
OH OnpezensieT 3HaueHre, MPYMeEHAEeMOoe A/ BCEX TOUeK NMOAKIoYeHMs. Ecam 13 Toukn
NOAKNOUYEHUNSA YAAAUTb NapaMeTp, TO 418 TOUKM NOAKIOUEHMSA ByAeT MPUMEHATLCA He
3HaueHWe napameTpa Mo YMOJYaHMIO, @ 3HAYEHWNE, yKazaHHOE B COOTBETCTBYHOLLEM
OZHOMMEHHOM «pPOAUTENbCKOM» NapameTpe (6e3 npedukca Endpoint . <mee>).

ili MapameTp ClamdSocket Ao/xeH 0653aTeNbHO 3a4aBaTbCs C NPedUKcom
Endpoint.<mee>, NOCKOJIbKY OH He TOJIbKO onpejenseT NpocaywBaeMblii COKET, HO 1
onpegenset rpynny (Touky NOAKNOYEHWA), K KOTOPOI 3TOT COKET NPMBSA3bIBAETCS.

Mpumep

MycTb TpebyeTca opraHn3oBaTh ABe TOYKM MOAKIOYEHNA ANA ABYX FPYNM BHELIHMX
npunoxeHnn (cepsepos) serversT u servers2. [pun 3TOM cepBepbl U3 rpynnbl servers’ MoryT
noaknrouatbcs yepes Unix-cokeT, a cepBepbl U3 rpynnbl Servers2 — yepes ceTeBoe
coeanHeHne. Kpome TOro, 3BpUCTUUECKUIA aHaan3 JOJIKEH ObiTb BbIK/IKOYEH MO YMONYaHUIO,
HO N8 CepBEepPOB M3 rPyNbl servers2 ero Hy>XKHO NCNoJ/Ib30BaTh. [TpUMep COOTBETCTBYHOLLIMX
HacTpoek:

1) Ansa 3apaHns B darine kKoHQUrypauunm:

[ClamD]
HeuristicAnalysis = Off

[ClamD.Endpoint.serversl]
ClamdSocket = /tmp/srvl.socket

[ClamD.Endpoint.servers?2]
ClamdSocket = 127.0.0.1:1234
HeuristicAnalysis = On

2) [nda 3agaHna yepes yTuanTy kKomaHaHown ctpokm Dr\Web Ctl:

drweb-ctl cfset ClamD.HeuristicAnalysis Off

drweb-ctl cfset ClamD.Endpoint -a serversl

drweb-ctl cfset ClamD.Endpoint -a servers2

drweb-ctl cfset ClamD.Endpoint.serversl.ClamdSocket /tmp/srvl.socket
drweb-ctl cfset ClamD.Endpoint.servers2.ClamdSocket 127.0.0.1:1234
drweb-ctl cfset ClamD.Endpoint.servers2.HeuristicAnalysis On

e

O6a cnocoba 3azaHns HaCTPOEK MPUBEAYT K OJMHAaKOBOMY pe3y/ibTaTy, HO MPW PyYHOIA
: npaBke dalina KoOHPUrypaLym HeobXoAMMO NPYMEHUTb U3MEHEHHbBIE HAaCTPOWKY C

NnoMoOLb KOMaHabl drweb-ctl reload

PyKOBOACTBO aZMUHWCTpaToOpa
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9.7.4. NNuTerpaums ¢ BHEWWHMMUW NMPUTIOXKEHUAMMU

3a cueT NCNONb30BaHUA MHTepdelca, IMYANpPYLOLLEro NHTepdenC aHTUBMPYCHOTO AeMOHa
clamd, BXOAALLero B coctaB aHTuBMpycHoro pewweHua ClamAV, DrWeb ClamD moxeT 6bI1Tb
COMpPAXEH C II0OBIMY BHELLIHVMU MPUNOXKEHUAMM, CNOCOBHBIMUW NOAKIKOYATLCA K
AHTUBUNPYCHOMY AEMOHY clamd.

B Tabavue Huxe nepeuncaeHbl NpuMepbl MPUAOXKEHWA, KOTOPble MOTYT MCNO/Ib30BaTh clamd
ANA @aHTUBUPYCHOW NMPOBEPKMU:

Mpoaykr WHTerpauma
daiinoBble cNyXX6bl

FTP-cepBep UcnonbzoBaHume clamd

ProFTPd .
MNpoBepka pannos, 3arpy>kaemMbix Ha cepsep no npotokony FTP.

Tpe6oBaHue ana UHTerpaumn

Cb6opka ProFTPd c gonosHutenbHbIM Mogynem mod clamav.
CcbI/IKM Ha JOKYMEHTauuIo

JlokymeHTtauma no npoaykry ProFTPd d.

OnvcaHve n UcxoaHbIv kog Mogyna mod_clamav )

B HacTpoike kOMNOHeHTa, obpalyatolerocs HenocpeactBeHHo kK Dr.\Web ClamD kak k
aHTMBUPYCHOMY AeMOHY clamd, C/iefyeT yka3aTb B KauecTBe ajpeca NoAkItoUeHNs K
aHTMBUPYCHOMY AeMOHY clamd nyTb K Unix-cokeTy nan TCP-cokeTy, npocaylinsaemomy
Dr.Web ClamD Ha oaHOW 13 CO34aHHbIX B €r0 HaCTPOMKax Touek NoAKNtoUeHUs (endpoint).
Mpumep nogkntoueHunsa ProFTPd k Dr.Web ClamD:

1. Hactpownka Dr.Web ClamD:

[ClamD]
Start = yes

[ClamD.Endpoint. ftps]
ClamdSocket = 127.0.0.1:3310

2. Hactpovika ProFTPd:

ClamAV on
ClamServer 127.0.0.1
ClamPort 3310

PyKOBOACTBO aZMUHWCTpaToOpa
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9.8. Dr.Web File Checker

KomnoHeHT nposepkun ¢annos Dr.Web File Checker npegHasHaueH ana npoBepku Ganinos u
kaTanoros ¢annoBon cnctembl. OH CMONb3yeTCa ApyrMmMu kKomnoHeHtamu Dr.\Web Server
Security Suite ans npoBepkn 06bEKTOB ParinoBoOM cucTeMbl. KpomMe 3TOro, KOMMNOHEHT BeseT
NOCTOAHHO XPaHUMbIN peecTp BCex yrpo3, ObHapy>XeHHbIX B GaiioBOM CUCTEME, U
BbINOAHAET QYHKLMIO MeHeXepa KapaHTUHA, yNpaBass COAEPXUMbIM KaTaloros, B KOTOPbIX
pacrnosiaratoTcs U30MpoBaHHble Galibl.

9.8.1. MpuHuMNbI paboThbl

KomnoHeHT Dr.Web File Checker 3anyckaetca ¢ npaBamu cyneprnosib3oBaTena (Mo/sb3oBaTens
root) 1 NCNOb3yeTCa ANA CKaHWPOBaHMA 0H6BEKTOB ParioBOM cuCTeMbI (Palnbl, KaTanoru u
3arpy3ouyHble 3anmcum).

Dr.Web File Checker nHaekcrpyet Bce npoBepeHHble Gaitsibl U KaTalorn 1 COXpaHsAeT JaHHble
O NpOBepPeHHbIX 06bekTax B CrneLnansbHOM Kelle, YUTObbl He BbINMOHATL MOBTOPHYHO NPOBEPKY
06bEKTOB, KOTOPbIE Y>Ke OblNN NPOBEPEHbI PaHee U He N3MEHANNCh C MOMEHTa NOCeHelN
NPOBEPKM (B 3TOM C/lyyae, eCin 3asBka O NPOBepPKe Takoro 06bekTa MocTynaeT NOBTOPHO,
BO3BpaLLaeTCs pe3ynbTaT ero npeablayLler NPoBepPKM, U3BAEUYEHHbIN U3 KeLla).

Mpw nocTynaeHmn 3anpocoB Ha NpoBepky 06bekToB Galnao0BON CUCTEMbBI OT APYrUX
komnoHeHTOB Dr.Web File Checker npoBepsieT, TpebyeTtcs am npoBepka 3anpoLIeHHOro
obbekTa, n ecan fa, To bopMuUpyeT 3agaHne Ha NMPOBEPKY €ro COAEP>KMMOro Ana
ckaHupytowtero agpa Dr.Web Scanning Engine. Ecav npoBepeHHbI 06BEKT COAePXXUT yrposy,
10 Dr.Web File Checker 3aHocuT ero B peectp 06Hapy>KeHHbIX yrpo3 1 NMPUMEHSET K HEMY
HerTpanusyloLlee AeNCTBUE (NeYeHure, yaaneHre nim nepemMeLleHmne B KapaHTuH), eCam 310
AeVCTBME 3a4aHO KIMEHTCKMM KOMMOHEHTOM, MHULMMPOBABLUMM NPOBEPKY, B KauecTse
peakuun Ha yrpo3y. B kauecTBe MHMLMATOPOB MPOBEPKN MOTYT BbICTyNaTb pa3/iyHble
komnoHeHTbl Dr.Web Server Security Suite (Hanpumep, moHuTOop SplDer Guard ana SMB).

B npouecce npoBepku 3anpoLleHHbIX 06bekToB GpanaoBOM CUCTEMbI KOMMOHEHT MPOBEPKM
dannos GopmMumpyeT 1 OTNPaBASET KOMMOHEHTY-KINEHTY, 3aNPOCKBLUEMY NMPOBEPKY, OTUETHLI O
pe3y/nbTaTax MPOBEPKM U MPeANPUHATLIX 4ENCTBUAX NO HEUTPAAN3aLMK YrpO3, eCAN OHU
6b111 OBHapY>KEeHbI.

MoMWMO CTaHAAPTHOTO MeToZa NPOBePKN GalioB, AN BHYTPEHHUX HYXJ NOAAEPKNBAKOTCS
cneumranbHble MeToAbl NpoBepkn Ganios:

e Memo0 «flow» — MeTOA NOTOKOBOW NpoBepkn GarinoB. KOMNOHEHT, MCMO/b3YHOLNA 3TOT
METOZ, OAWH pa3 MHULMaNM3MpPYET MapamMeTpbl NPOBEPKM U 06e3BPEXMBaHMUSA YrPo3, U
fanee 3T NapameTpbl HyAyT NPUMEHATLCA KO BCEMY NMOTOKY 3aSBOK Ha NpoBepKy $hanios,
MOCTyNatoLMX OT 3TOr0 KOMMOHEHTA. ITOT MEeTOA MPOBEPKM UCMONb3YETCA MOHUTOPOM

SplDer Guard.

e Memod «proxy» — meToz NpoBepku $GarnoB, 3aKNH0YaIOLLMICA B TOM, YTO KOMMOHEHT
npoBepkun GanoB BbINOJHAET TONbKO NPOBEPKY GalNoB Ha HaMume yrpos, He NPUMEHAS K

PyKOBOACTBO aZMUHWCTpaToOpa

194



Ty
),
A

A
$

KomnoHeHTbl Dr.Web Server Security Suite

HUM HUKaKMX AEUCTBUI, B TOM YMCE HEe BbIMOAHAN PerncTpaumio obHapy>XeHHbIX yrpos
(3TV AeNCTBMA LeNIMKOM BO3/1araroTcsl Ha KOMMOHEHT, MHULMMPOBABLUUIA NPOBEPKY). ITOT
MeToJ MPOBEPKM ncnoab3lyetca MoHMTopoM SplDer Guard ana SMB 1 KOMMOHEHTOM
DrWeb ClamD.

B npouecce cBoel paboTbl KOMMNOHEHT NPOBEPKM GalnNoB He TONbKO BEAET PeecTp yrpo3 u
yrnpaB/feT KapaHTUHOM, HO 1 cobupaeT obLLyto CTaTUCTMKY NpoBepkn dhanioB, ycpesHaAs
Konm4yecTBO GanoB, MPOBEPEHHbIX B TeUeHMe CeKyHAbl 3a MOCNEAHIO MUHYTY, NocaesHue 5
MUWHYT, nocnegHune 15 MuUHyT.

9.8.2. AprymeHTbl KOMaHAHON CTPOKU

Yto6bl 3anycTuth kKoMnoHeHT Dr.Web File Checker n3 komaHAHORM CTPOKM, BbIMOAHUTE
KOMaHay:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-filecheck [<napamempsi>]
o ana FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-filecheck [<napamempsi>]

Dr.Web File Checker sonyckaeT ncnonb3soBaHue ciesyroLix NnapameTpoB:

Mapametp OnucaHue

——help Ha3HaueHve: BbiBOA Ha 3KpaH KOHCOW WA 3MYATOpa TEPMUHaNa KpaTKOW CrpaBku Mo
VMeRLLMMCS NapamMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHre paboTbl KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHve: BbiBOA Ha 3KpaH KOHCON MAK 3MYAATOpa TepMUHana MHGopmMaLmm o
BEPCUN KOMMOHEHTa ¥ 3aBeplUeH/e paboTbl.

KpaTkuin BapuaHT: -v
AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-filecheck --help

[laHHas KoMaH/a BbiBeAET Ha 3KpaH KpaTkyto cnpaBky komnoHeHTa Dr.Web File Checker.

3ameuaHus O 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM PeX1Me HeNnoCpPeACTBEHHO M3 KOMaHAHOW CTPOKU He
npegycmoTpeH. OH 3anyckaeTca aBTOMaTMYeCckM 4eMOHOM ynpaBaeHusa KoHurypaumein
Dr.Web ConfigD npu noctynaeHun ot gpyrux komnoHeHToB Dr.Web Server Security Suite
3aABOK Ha NpoBepKy 06bekToB PpalrinoBOM cucTeMbl. [lna ynpaBieHns napameTpamu paboTbl
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KOMMOHEHTA, a Takke A5 NpoBepkn GarinoB No TpeboBaHUIO ncnonb3ynte ytuanty Dr.\Web
Ctl, npegHa3HaveHHyto ans ynpasaeHua Dr.Web Server Security Suite 13 KOMaHAHOW CTPOKMW.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

[ns npoBepky Npoun3BOIbHOFO dalina uam katasora komnoHeHtoMm Dr.Web File Checker
MCMONb3yiTe KoMaHay scan ytuautel Dr.Web Ctl:

$ drweb-ctl scan <nyme K ¢paliny uau kamasoay >

[ns nonyyeHns cnpaBKn O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-filecheck.

9.8.3. NMapameTpbl KOHPUTypauumn

KoMMOHeHT ncnosnb3yet napamMeTpbl KOHGUrypaumnm, 3ajaHHble B cekumMn [FileCheck]
0b6beanHeHHOro koHburypaumoHHoro darvina DrWeb Server Security Suite.

3TaCEKHMﬂXpaHMTCHEAyKMuMeHapaMETpHZ

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log
{mun xypHanaj}
ExePath

{nyme « cpaliny}

IdleTimeLimit

{uHmepsan epemeHu}

OnucaHue

yQOBeHb I'IOAQO6HOCTVI BeAeHUA >KypHa/sa KOMIMNOHEeHTa.

Ecnun 3HaueHve napameTpa He yKa3aHo, UCMOJb3yeTca 3HayYeHWe napameTpa
DefaultLogLevel mn3 cekuun [Root].

3HayeHue No ymonyaHuio: Notice

MeTo/ BegeHua >XypHana KOMMOHEHTa.
3HauyeHWe No ymMoiYaHui: Auto

MyTb K UcnonHaemomy daiiny KOMMOHEeHTa.

3HaueHWe Mo yMOJTYaHWHO:

e ana GNU/Linux: /opt/drweb.com/bin/drweb-filecheck

o ana FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
filecheck

MakcrmanbHoe BpemMA NpoCToAa KOMMOHEHTa, Npwu npeBbIlUlEHNN KOTOPOro OH
3aBepLuaeT CBOKO pabory.

Jonyctumble 3HaveHns: oT 10 cekyHg (10s) go 30 aHel (30d).
Ecnun yctaHoBNEHO 3HaueHWe None, KOMMOHEHT byseT paboTaTb NOCTOAHHO; B
Cny4vae OTCYTCTBUS aKTMBHOCTM eMy He byaeT oTnpasaeH curHan SIGTERM.

3HaueHne Mo ymoiyaHuio: 10m

PyKOBOACTBO aZMUHWCTpaToOpa

196



Ty
),
A

A
$

Mapametp

DebugClientIpc

{noauyeckuli}

DebugScan

{noeuyeckuti}

DebugFlowScan

{noauyeckuli}

DebugProxyScan

{noauyeckuli}

DebugCache

{noauyeckuli}

MaxCacheSize

{pasmep}

RescanInterval

{uHmepsan epemeHu}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

CoxpaHaATb AN He COXPaHATb B XXypHaae Ha OTAaj04HOM ypoBHe (npu
LogLevel = DEBUG) noApo6Hble coobuenus IPC.

3HauyeHwe no yMOAYaHNO: No

CoxpaHaTb WIN He COXPaHATb B XXypHasie Ha OTAaZo4YHOM YpOBHe (Mpu
LogLevel = DEBUG) Noapo6Hble coobLyeHuns, NocTynatoLme B npouecce
nposepku ¢annos.

3HaueHue no yMOA4YaHMO: No

CoxpaHsaTb WM He COXPaHATb B XypHaJsie Ha OTAaZo4YHOM YpOBHe (Mpu
LogLevel = DEBUG) NoApob6Hble coobLeHms 0 nposepke daiios
meTogoM «flow». MeTog «flow» 06bIUHO MUcMob3yeTcs MOHUTOPOM SplDer
Guard.

3HauyeHue No ymMonyaHuo: No

CoxpaHsATb UAK He COXPaHATb B XXypHasae Ha OTAaf04YHOM YpOBHe (nMpu
LogLevel = DEBUG) nogpobHble coobleHns o nposepke dainos
MeToZOM «proxy». MeTtog «proxy» 06blYHO UCMONb3yeTca MOHUTOpOM SplDer
Guard ana SMB v komnoHeHToM Dr.Web ClamD.

3HayeHwve no YMOJIYaHNO: No

CoxpaHaTb WKW He COXPaHATb B XXypHasie Ha OTAaZ04YHOM YpOBHe (Mpu
LogLevel = DEBUG) NoApo6Hble COOBLEHUA O COCTOSHUM KeLla
npoBepeHHbIX $ainos.

3HauyeHve no yMOA4YaHNO: No

MakcrManbHbIN paspelleHHbIli pa3mep Kella Ansa XpaHeHua HpopmaLmm o
npoBepeHHbIX Gainax.

Ecnv ykazaHo 0, TO KeluMpoBaHMe OTKIHOYEHO.
3HauyeHue No ymonyaHuo: 50mb

[nuTenbHOCTb MHTepBana, B TeYeHWe KOTOPOTro He NMPOU3BOAMTCA NMOBTOPHaA
nposepka cogepxmmoro ¢annos, MHbopmaLyms o nNpeablayLlen Nnposepke
KOTOPbIX MMeeTcs B Kelle (Nepuos akTyalbHOCTU KELLMPOBaHHOM
MHPopMaLmK).

[Jonyctumble 3HaueHus: oT 0 cekyHg (0s) 4o 1T MUHyTbI (1m).
Ecnv ykasaH nHTepBan MeHee 1s, TO 3aZepkka oTcyTcTByeT, darin byaeT
npoBepaTbCA Npy Ar06OM 3anpoce.

3HayeHVe Mo YMONYaHWIO: 1s
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9.9. Dr.Web Network Checker

KomnoHeHT ceTeBor npoBepku gaHHbix Dr.Web Network Checker npegHa3sHaueH ans
NPOBEPKN B CKaHWUPYHOLLEM AApe AaHHbIX, MONYYEHHbIX Yepes CeTb, a TakKe A1 opraHmM3aumm
pacnpeseneHHon npoeepkn darinoB Ha Haanume yrpo3. OH No3BoNAET OpraHM3oBaTb
coeanHeHne mexay HabopoM y310B CeTu € ycTaHOBAEHHbIM Ha HUXx Dr.Web Server Security
Suite c Lesbto Npuema 1 nepesayn gaHHbix (Hanpumep, COAEPXKMMOro Garinos) Mexay
y3/lamMmu CeTV ANA MPOBEPKN 3TUX AaHHbIX. [1pn B3aMOAENCTBUN Y310B KOMMOHEHT
OopraHu3yeT aBTOMaTnyeckoe pacnpeaeneHue 3ajay Ha NPOBEPKY AaHHbIX (MepeaaBas v
noay4as nx NO CeTn) Ha BCe JOCTYMHbIE y3/bl CETU, C KOTOPbIMU HAaCTPOEHO COeANHEHNE,
obecneumBas 6anaHCUPOBKY UX Harpy3Ku, BbI3BAHHOM MPOBEPKOWN OTMNPABAEHHbIX JAaHHbIX.
Ecim coeanHennsa ¢ yaaneHHbIMUN y31laMy He HacTPOEHbl, KOMMOHEHT nepesaeT Bce
Noay4YeHHble AaHHble Ha MPOBEPKY JI0KaAbHOMY cKaHupyrowemy aapy Dr.Web Scanning
Engine.

@ [laHHbIN KOMMOHEHT BCErja UCno/ib3yeTcs AN NPOBEPKU AaHHbIX, MOJyYeHHbIX yepes

g CeTEBbIE COEAMHEHVS, MO3TOMY, €C/IM OH OTCYTCTBYET WU HeJOCTyneH, byaeT HapyLleHa
paboToCnocobHOCTL KOMMOHEHTOB, OTNPAaBAAIOLLUX AaHHbIE HA MPOBEPKY Yepes ceTeBoe
coeaunHeHne (Dr.Web ClamD).

[JlaHHbIi KOMMOHEHT He MpejHa3HauYeH ANA OpraH13aLWn pacnpeieneHHon NpoBepKn
bainoB, pacnosoXeHHbIX B 10KaAbHON GannoBON cucTeMe, Tak Kak He MOXET 3aMeHUTb
KOMMoHeHT npoeepku ¢parnos Dr.Web File Checker. [lns opraHusaumm pacnpegeneHHowm
npoBepku NokasbHbIX GannoB ncnonb3ynte kommnoHeHT Dr.Web MeshD.

B cnyyae 60bLION MHTEHCMBHOCTM NMPOBEPKU AaHHbIX, MEPeAaBaeMbIX Yepes CceTb,
BO3MO>HO BO3HWKHOBEHWE MPOo6ieM C MPOBEPKOW M3-3a MCUYepMaHKs Yncaa AOCTYMHbIX
dbalinoBbIx AeckpunTopoB. B 3ToM ciyyae HEOH6XOAMMO YBENNYNTL TUMUT Ha YNCNO
bannoBbIX AeckpuntopoB, gocTtynHbix Dr.Web Server Security Suite.

O6bmeH npoBepseMbIMU AaHHBIMW MOXET MPOU3BOAMTLCA Kak MO OTKPbITOMY KaHany, Tak U No
3alneHHoMy, ¢ ucnonb3osaHnem SSL/TLS. Mpu ncnosb3oBaHnY 3aLLMLLEHHONO
coeanHeHna Heobxogmmo obecneunTb y3abl, 06MeHMBatowmecs darinamm, KOpPEKTHbIMU
cepTudukatamu 1 knrodamm SSL. [lns reHepauum katouer 1 cepTMPprkKaToB MOXHO
BOCMO/b30BaTbCA YTUANTOM openssl. [[pyMep NCNoNb30BaHMA YyTUANTLI openssl And
reHepaumn ceptTmdunKaToB 1 3aKpbITbIX KIOUEN NpuBeseH B pa3gene [punoxeHve /.

[eHepaumns ceptudukaton SSL.

9.9.1. MpuHUMNbI paboTbl

KoMnoHeHT no3BonseT nepesath AaHHble, HE NpeAcTaBieHHble B BUAe GpalioB B JIOKaAbHOM
dainoBOI cMCTeME, Ha CKaHMpPOBaHMe B ckaHupytowee aapo DrWeb Scanning Engine,
PacnoNoXeHHOe Ha JI0KabHOM MAW yaaneHHoOM y3ne. C TakKuMU AaHHbIMU paboTatoT
KOMMOHEHTbI, OTNPaBAAIOLWME AaHHbIE HA MPOBEPKY Yepes ceTeBoe coegnHeHmne (Dr.Web
ClamD).
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| DTV KOMMOHeHTbI Bcerga ncnoabytoT Dr.Web Network Checker (gake pacnonoseHHbIV Ha

&; NoKaNbHOM Yy3/1e) Ans nepejauv Gannos Ha NPOBEPKY CKaHupytoLemy aapy Dr.Web
Scanning Engine. Mo3tomy, ecan Dr.Web Network Checker HegocTyneH, 3T KOMMOHEHTbI He
CMO2ym KOppeKmHO (yHKYUOHUpO8aMsb.

Kpome atoro, Dr.Web Network Checker no3sonset opraHnsoBaTb coeanHeHune Dr.\Web Server
Security Suite c 3agaHHbIM HabOpOM y3710B B CETU C yCTaHOBAEHHbIM Ha HUX Dr.Web Server
Security Suite (nan nobbiM gpyrum pewweHnem Dr.Web ana Unix Bepcum He Huxe 10.1) ans
opraHu3aumm pacnpeseneHHon NpPoBepKM Ha Haanume AaHHbIX, He NpeACTaBleHHbIX B BUAe
dannoB B NokanbHOU GariNoOBON cMCTeMe. 3a CYET 3TOrO KOMMOHEHT NO3BONATL CO34aTb U
HaCTPOWUTb CKaHUpyrowul Kaacmep, npeacTaBaatowmin cobom Habop y3noB ceTw,
0bMeHMBatoLWMXCA JaHHBIMW 419 MPOBEPKN (Ha KaXKAOM y3ne Ao/KeH ObiTb 3anyLUeH CBOn
3K3emMnaap areHta pacnpegeneHHon nposepkn Dr.Web Network Checker). Ha kaxgom y3ne
ceTu, BKIFOYEHHOM B ckaHupytowwmi knactep, Dr.Web Network Checker BeinonHset
aBTOMaTM4eckoe pacrnpejesneHne 3ajay Ha NPOBEPKY AaHHbIX, NepejaBas UX No CETV Ha Bce
AOCTYMHbIE Y3/1bl, C KOTOPbIMW HaCTPOEHO coeanHeHne. [pu 3TOM OCyLLEeCTBAAETCS
H6anaHCcMpoBKa HarpysKku Ha y3/bl, BbI3BaHHOW NPOBEPKOM AaHHbIX, B 3aBUCUMOCTN OT
KONMYecTBa pecypcoB, AOCTYMHbIX Ha yAaneHHbIX y3nax. B kauectBe nHAMKaTOpa KONMYecTea
pecypcoB, AOCTYMHbIX A8 Harpy3Ku, BbICTYNaeT KOJIMYECTBO AOYEPHUX CKaHMPYHOLLMX
NpOLLEeCcCcoB, MOPOXAEHHbIX CKaHUpyroLWwmM agpom Dr.Web Scanning Engine Ha y3ne,
BK/IFOYEHHOM B knacTep. Takke OLEeHMBAtOTCA ANVHbI ouepeset GalinoB, JOXKMAAOLLMXCA
NPOBEPKN Ha KaXAOM UCMO/b3yeMOM Y3/e.

Mpwn 3TOM NHO6OW y3en ceTu, BKAKOUYEHHbIV B CKaHVPYIOLLMIA KnacTep, MOXeT BbICTyrnaTb Kak B
PO/ KIMEHTa CKAHUPOBaHWA, MepesatoLLero JaHHble Ha yAaneHHY NPOBEpPKY, Tak U B POAU
cepBepa CKaHVMpPOBaHUA, MPMHMMALOLLLErO C yKa3aHHbIX Y310B CETU AaHHble AN MPOBEPKM.
Mpn Heo6X0AMMOCTU areHT pacnpeseNeHHON NPOBEPKN MOXHO HAaCTPOUTb TakMM obpasom,
4TO6bI Y3€/1 BbICTYNan TONbKO B Ka4ecTBe cepBepa CKaHMPOBaHMUA UM TOIbKO B KayecTBe
KNIMEHTa CKaHWpPOBaHMA.

[JaHHble, NPUHATbIE MO CETV AN NMPOBEPKM, COXPAHAOTCA B IOKaNbHYHO GpailioByt0 CUCTEMbI B
BUAE BPEMeHHbIX GaiifioB 1 nepesatoTcs Ha NpoBepky ckaHupyowemy aapy DrWeb Scanning

Engine, nnbo, B clyyae ero HefoCTYNMHOCTU AN HOAbLLON HAarPy>XeHHOCTWN, Ha APYron y3en
CKaHWpYyoLLero knacrepa.

Nmetowmiica B HacTporikax KOMNOHEeHTa napaMeTp InternalOnly NO3BOAAET yNnpaBaaTb
pexunmom pabotbl Dr.Web Network Checker, onpesensa, ncnonbsyerca v oH AN BKIHOUEHUA
Dr.Web Server Security Suite B ckaHnpyrowmin kractep nam Toibko ans obecneyeHms
BHYTPEHHWX HY>XJ, KOMMOHEHTOB, paboTatowumx nokanbHO B coctaBe Dr.Web Server Security
Suite.

PyKOBOACTBO aZMUHWCTpaToOpa

199



Ty
),
A

A
$

KomnoHeHTbl Dr.Web Server Security Suite

@ Bbl MO>eTe co3aTh CBOM COOCTBEHHDIN KOMMOHEHT (BHELLHEE NMPUNOXEHUE),

: ncnonbsyrowmin Dr.Web Network Checker ana nposepku ¢pannos (B TOM Ymcie nytem
pacnpeseneHvs NPoOBEPKM MO y3naM CKaHUpyroLLero kiactepa). s 3Toro KOMMOHEHT
Dr.Web Network Checker npesoctaBaset cneupanm3mpoBaHHbii APl, OCHOBaHHbIN Ha
TexHonorum Google Protobuf. Onucanune APl Dr.Web Network Checker, a Taicke npumepel
KoZa KINEeHTCKOro npunoxeHus, ncnoabsyrowiero Dr.Web Network Checker, noctaBastotcs
B COCTaBe naketa drweb-netcheck.

MprMep opraHn3aLmmn CKaHUPYHOLLErO KnacTepa npueeeH B pasgene OpraHvzauns
CKaHMPYHOLLero knacrepa.

9.9.2. AprymeHTbl KOMaHAHOW CTPOKMU

Yto6bl 3anycTuth kKoMnoHeHT Dr.Web Network Checker n3 komaHaHOWM CTPOKM, BbIMOAHUTE
KOMaHay:
e ans GNU/Linux:
$ /opt/drweb.com/bin/drweb-netcheck [<napamempsi>]
e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-netcheck [<napamempsbi>]

Dr.Web Network Checker gonyckaeT ncnonb3oBaHue cneayrolmx napameTpos:

Mapametp OnucaHue

-—help Ha3HaueHve: BbiBog Ha aKkpaH KOHCONM WY IMyAsTOpa TepMUHana KpaTkon crnpaBky no
MMerLLMMCS NMapamMeTpam KOMaHAHON CTPOKM 1 3aBepLUeHre paboTbl KOMMOHEHTa.

KpaTkuin BapuaHT: —h
AprymeHTbl: Het

——version  Ha3sHaueHve: BbiBOA Ha 3KpaH KOHCOM UK 3MynaTopa TepMuHana nHGopmMaLumm o
BEPCUM KOMIMOHEHTa ¥ 3aBepLleHne paboTbl.

KpaTkuii BapuaHT: -v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-netcheck --help

[aHHaa KOMaHAa BbIBeAET Ha 3KpaH KpaTkyro cnpaBky komnoHeHTa Dr.Web Network Checker.

3ameuaHusa o 3anycke

3anyck KOMMOHeHTa B aBTOHOMHOM peX1Me HenoCPeACTBEHHO M3 KOMaHAHOW CTPOKU He
npeaycmoTpeH. OH 3anyckaeTcs aBTOMaTUYeckv 4eMOHOM ynpaB/ieHns KoHdurypaumei
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Dr.Web ConfigD no mepe HeobxogmmMocTu (06bIYHO NpK CTapTe ONepaLYoOHHON CUCTEMBI).
Mpw 3TOM, ecan B HacTpoKax KOMNOHEeHTa 3a,aHO 3HauyeHne napameTpa FixedSocket, a
napameTp InternalOnly yCTaHOBJ/EH B 3HauyeHMe No, TO KOMMOHEHT byaeT 3anyLeH
AEMOHOM ynpaBaeHua KOHPUrypaLmen n NOCTOAHHO JOCTyNeH KiveHTam Yepes Unix-coker.
[Ana ynpaeneHna napameTpamm paboTbl KOMMNOHEHTa, a TakKe ANA 3aMnycka CeTeBOro
CKaHMpPOBaHMA (MPY HaZIMYMM HAaCTPOEHHOTO COeAMHEHMA C APYTMMU Y3N1aMmn ceTu)
ncnonbsyinte ytuanty Dr.Web Ctl, npeaHa3sHaueHHyto ansa ynpasneHus Dr.\Web Server Security
Suite 13 KOMaHAHOW CTpoku. Ecamn coeanHeHre ¢ ApyrnmMm y3namm ceTm He HaCTPOEHO, BMECTO
CeTeBOro CkaHMpoBaHMA byaeT 3anyLieHo 0bblYHOE CKaHMPOBaHME Ha CTOPOHE JI0KaIbHOTO
CKaHWpytoLLero aapa.

@ Y1o6bl 3anyctutb ytuauty Dr.Web Ctl, ncnonbayite komaHay drweb-ctl.

YT06bI MPOBEPUTL MPOM3BOJILHLIN dain uan katanor kommnoHeHtom Dr.Web Network
Checker, ncnonb3syire komaHnay netscan ytmautsl Dr.Web Ctl:

$ drweb-ctl netscan <nyme k gpaliny unu kamanozy >

YT06bI MONYUNTL CPaBKy O KOMMOHEHTE U3 KOMaHZAHOWN CTPOKM, BbIMOJHWTE KOMaHAY
man 1 drweb-netcheck.

9.9.3. NapameTpbl KOHPUTYypauun

KomnoHeHT ncnonb3yet napamMmeTpbl KOHGUrypaLmm, 3ajaHHble B cekumn [NetCheck]
obbeanHeHHOro koHburypauvonHoro davina Dr.Web Server Security Suite.

BCEKHMM npeactaB/eHbl Cefyrolmne napameTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoApPobHHOCTY BeAeHMs XXypHaia KOMMOHEHTa.

{ypoeeHb noapo6Hocmu} Ecnn 3HaueHne napameTpa He yKa3aHO, NCMNOoJb3yeTcA

3Ha4yeHne napamMeTpa DefaultLogLevel n3 cekumnmn
[Root].

3HaueHue No ymonyaHuio: Notice

Log Mertoz BeseHWs xypHaia KOMMOHEHTa.
{mun xypHana} 3HauyeHvie No yMONYaHWMO: Auto
ExePath MyTb K UCNoNHgeMoMy daiiny KOMMOHEHTa.
{nyme Kk cpaliny} 3HauyeHVie No YMONYaHMIO:

e ans GNU/Linux: /opt/drweb.com/bin/drweb-
netcheck
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MAT
&3

Mapametp

RunAsUser

{UID | ums nonszogamensy)

IdleTimeLimit

{uHmepsan spemeHu}

FixedSocket

{nyme K ¢patiny | adpec}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

o ANisl
FreeBSD: /usr/local/libexec/drweb.com/bin/dr
web-netcheck

MNMonb3oBaTtenb, OT UMEHN KOTOPOTO 3aMycKaeTca KOMMOHEHT.
Bbl MOXeTe ykazaTb UACNOBON UaeHTUdUKaTOP
nonb3oBatensa (UID) nav ero nmsa (noruvH). Ecam nms
NMob30BaTeNisl COCTOUT U3 LMDP (T. €. MOXOXe Ha YMCIOBOW
UID), To oHO yka3biBaeTca ¢ NpeduKcoM name :, Hanpumep,
RunAsUser = name:123456.

Ecan uma nonb3oBaTtens ykaszaHoO HeKoppekTHo, paboTa
KOMMOHeHTa 3aBepluaeTca oL nOKOW cpa3y nocae nombITKu
3anycka.

3HayeHne Nno ymoayaHuo: drweb

MakcumanbHoe BpemMs MpOCTOs KOMMOHEHTa, Npu
NpeBbILLIeHUM KOTOPOro OH 3aBepluaeT paboTy.

Ecnv 3agaHo 3HavueHWe napameTpa
LoadBalanceAllowFrom mam FixedSocket, TO
HacTpoika UrHopupyeTcs (KOMMOHEHT He 3aBepLUaeT CBOHO
pa60Ty no ncrte4vyeHnn MakCcnMmaaibHOro BpemMeHu I'IpOCTOf-I).

[Jonyctumble 3HaueHus: oT 10 cekyHg (10s) go 30 aHew
(304).

Ecnv yctaHoBNEHO 3HaueHne None, TO KOMMOHEHT ByaeT
paboTaTbh MOCTOAHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy
He bypaeT oTnpasaeH curHan SIGTERM.

3HaueHne no ymoayaHumo: 10m

CokeT GUKCMPOBaHHOTO 3k3emMnaspa areHta Dr.Web
Network Checker.

Mpw 3agaHuM 3TOro NapameTpa AeMOH yrnpasaeHus
koHourypaumern Dr.Web ConfigD cneaut 3a Tem, Uto6bI
BCerAa UMencs 3amnyLleHHbIN 3K3eMMAApP areHTa
pacnpeseneHHo NpoBepKkn GarinoB, JOCTYMHbIA KANeHTam
yepes 3TOT COKeT.

Bo3MokHble 3HaueHUs:
e <nyme k galiny> — nyTb Kk painy nokanbHoro Unix-
cokeTa;

e <adpec> — CeTeBOW COKeT B BUAe napbl </P-
adpec>:<nopm>.
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Mapametp

InternalOnly

{noauyeckuli}

LoadBalanceUseSsl

{noeuyeckuti}

LoadBalanceSslCertificate

{nyme « cpaliny}
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OnucaHue

Y6epautech, Uto KaTanory ¢ Gamiom coketa
{ | ‘ Ha3HaueHbl ClegytoLmne npasa AocTyna:

drwxr-xr-x

YT06bl MPOCMOTPETL MpaBa AOCTyMa,
BbIMOJIHATE KOMaHay:

$ 1s -1d <nyme k kamasno2y>

3HauyeHMe No ymosYaHuto: (He 3adaHo)

Pexxum paboTbl KOMMOHEHTA.

Ecnv 3apaHo 3HaveHne Yes, TO KOMMOHEHT UCMONb3YeTCs
TONIbKO A/1 BHYTPEHHWX HY>Z KOMMoHeHToB Dr.Web Server
Security Suite, HO He 0b6cNy>XMBaeT CKaHMPYHOLLLUI KnacTep
AN BHelLHWe (Mo oTHowweHuto kK Dr.Web Server Security
Suite) KNMEeHTCKMe NPUIOXKEHNA BHE 3aBUCMMOCTU OT
HacTpoek LoadBalance* M 3alaHHOTO 3HauYeHWs
napametpa FixedSocket.

3HauyeHve Mo YyMOYaHWMKO: No

Mcnonb3oBaTtb mam He ncnonb3osatb SSL/TLS gna
CoeAiVHEHUA C APYTUMMW Y31aMMU.

Bo3MO>KHbIe 3HaueHus:

e Yes — ucnosb3oBaTb SSL/TLS;

e No — He ucrnoab3oBatb SSL/TLS.

Ecawn atoT napamMeTp YCTaHOBJIEH B Yes, TO ANA AAHHOIo
y3/1a W 418 BCEX Y3/10B, C KOTOPbIMWU OH B3aUMOJENCTBYET,
[O/KHBI ObITb 0053aTENBHO 3ajaHbl COOTBETCTBYHOLLME APYT
apyry ceptmdmrkaT 1 3aKpbIThIA K1Y (MapaMeTpbl
LoadBalanceSslCertificateun
LoadBalanceSslKey).

3HaueHue no YyMO4YaHMO: No

Myt k Ppariny ceptndukata SSL, ucnonbsyemoro Dr.Web
Network Checker Ha gaHHOM y3/e Ans B3aUMOAEWNCTBMSA C
ApYyrMU y3namu yepes besonacHoe coeanHeHme SSL/TLS.

ilf ®aiin ceptudurkata u paiin 3akpbITOro

Kitoua (onpegenseTcs napameTpom
LoadBalanceSslKey) AOJKHbI
COOTBETCTBOBAThL APYr APYry.

3HaueHue No ymMmon4aHuwo: (He 3a0aHo)

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp

LoadBalanceSslKey

{nyme « ¢paliny}

LoadBalanceSsl1Ca

{nyme}

LoadBalanceServerSocket

{adpec}

LoadBalanceAllowFrom

{IP-adpec}
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OnucaHue

MyTb K Pariny 3akpbITOro kAroya, ncnoabsyemoro Dr.Web
Network Checker Ha gaHHOM y3/ie Ans B3aUMOAEWNCTBMA C
ApYrMK y3namu yepes besonacHoe coeanHeHne SSL/TLS.

ili ®ann ceptudukaTa (onpegensercs

napamMeTpom
LoadBalanceSslCertificate) n pain
3aKpbITOrO K/ItOYa AOJKHBI
COOTBETCTBOBATb APYr APYrY.

3HaueHue No ymMon4aHuwo: (He 3a0aHo)

MyTb K KaTanory uaun ¢ainy, B KOTOPOM pacrnosaraeTcs
nepeyeHb JOBEPEHHbIX KOPHEBbIX cepTudmrkaToB. Cpeam
AaHHbIX CepTUPMKATOB AOMKEH HAXOANTLCA cepTUdMKAT,
YZOCTOBEPAOLWMNIA NMOANNHHOCTb CEPTUDUKATOB,
MCMO/Ib3yeMbIX areHTaMun BHYTPW CKaHUPYHOLLLEro kaactepa
npu obmeHe gaHHbIMK Yepe3 SSL/TLS.

Ecnu 3HaueHne napameTtpa He 3agaHo, To Dr.Web Network
Checker, paboTatoLymin Ha JaHHOM Yy3/e, He NpoBepseT
NOANTNHHOCTb CepTI/IdJI/IKaTOB B3aI/IMOAeI7ICTByIOLLI|I/IX alreHToB,
OZHaKO OHW, B 3aBMCUMOCTM OT 3aZ@HHbIX 4151 HAX HaCcTPOEK,
MOTYT MPOBEPATb MOAJMHHOCTL cepTudMKaTa,
MCMO/Ib3yeMOro areHToM, paboTarolM Ha JaHHOM Y3/e.

3HaueHne No ymosnuaHuto: (He 3a0aHo)

CeTteBow cokeT (IP-agpec v nopT), npocaywmnsaemblii Dr.\Web
Network Checker Ha gaHHOM y3ne ana nonyyeHua palinos
Ha NpoBepKy OT yAaNeHHbIX y310B (Npu paboTe B KayecTBe
cepBepa CETeBOrO CKaHMPOBAHUS).

3HaueHue No ymMon4aHuwo: (He 3a0aHo)

IP-azpec yaaneHHoro y3na cety, ot kotoporo Dr.Web
Network Checker Ha gaHHOM y3/1ie MOXeET NpVHMMaTb Galisibl
Ha NpoBepky (Kak cepBep CETEBOrO CKaHMPOBaHWA).

Mo>eT UMeTb CINCOK 3HaUeHW. 3HaUeHWs B CrMcke
yKasblBatoTCA yepes 3anaTyto (Kaxkgoe 3HayeHvie B
KaBblykax). [lonyckaeTcs NOBTOpeHVe NapamMeTpa B CeKumn
(B 3TOM cnyyae BCe 3HaYEHUA OO6BEAVHATCSA B €4WHbIN
CMNNCOK).

Mpumep: JlobaButb B cnncok agpeca y3nos 192.168.0.1 u
10.20.30.45.

1. [obaBneHve 3HaueHUn B dparin KoHPUrypaLumm.

PyKOBOACTBO aZMUHWCTpaToOpa
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MAT
&:

Mapametp

LoadBalanceSourceAddress

{IP-adpec}

LoadBalanceTo

{adpec}
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OnucaHue

e /lBa 3HaueHVsi B OA4HOW CTPOKE:

[NetCheck]
LoadBalanceAllowFrom = "192.168.0.1",
"10.20.30.45"

e [lBe CTPOKM (MO OAHOMY 3HAYEHUIO B CTPOKE):

[NetCheck]
LoadBalanceAllowFrom 192.168.0.1
LoadBalanceAllowFrom = 10.20.30.45

2. [lobaBneHne 3HaYEHMA C MOMOLLbI KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 192.168.0.1
# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 10.20.30.45

Ecnn napametp nycT, TO yAaneHHble Gaitbl Ha NPOBEPKY He
npuHUMatoTcs (y3en He paboTaeT B pexuvme cepBepa).

3HaueHue No ymMmon4aHuwo: (He 3a0aHo)

IP-azpec ceTeBoro MHTEpdElica, ncnonbsyemoro Dr.Web
Network Checker Ha gaHHOM y3/e ans nepegauv ¢daiioB Ha
YZaNeHHYt0 NPOBEpPKY, eCv y3en paboTaeT Kak KANEHT
CEeTEBOrO CKaHMPOBAaHWS, U €CN Ha y3ae AOCTYrNHO
HECKO/IbKO CETEBbIX MHTEPDENCOB.

Ecnv ykazaTtb nycToe 3HauyeHWe, TO UCMONb3YyeMblli CETEBOM
nHTepdeic byaet aBToMaTnyeckm BbibpaH sgpom OC.

3HaueHue No ymMmon4aHuwo: (He 3a0aHo)

CokerT (IP-agpec v NopT) yAaNeHHOTO y31a, Ha KOTOPbIM
Dr.Web Network Checker Ha gaHHOM y3ne MoxeT
oTNPaBaATb Galibl Ha yaaneHHY0 NpoBepky (KaK KIneHT
CeTeBOro CKaHMpPOBaHWA).

Mo>xeT MMeTb CINCOK 3HaUYeHWI. 3HauYeHVa B CrMcke
yKas3bIBatOTCA Yepes 3anaTyto (KaXgoe 3HayeHve B
KaBblukax). [lonyckaerca NOBTOpPeHMe napameTpa B CeKUMm
(B 3TOM cnyyae BCe 3HaYEHUA 0O6BEAVHAOTCSH B €WHbBIN
CMNNCOK).

Mpumep: JobaButb B cnvcok cokeTbl 192.168.0.1:1234 n
10.20.30.45:5678.

1. [obaBneHne 3HaYeHW B Galin KOHPUrypaLmm.
e /[lBa 3HayeHWs B OAHOW CTPOKE:

[NetCheck]
LoadBalanceTo = "192.168.0.1:1234",
"10.20.30.45:5678"

PyKOBOACTBO aZMUHWCTpaToOpa

205



g
),
A

MAT
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Mapametp

LoadBalanceStatusInterval

{uHmepsan epemeHuy

SpoolDir

{nyme k kamasnozy}

LocalScanPreference

{OpobHoe yucso}

LoadBalanceSslCrl

{nyme}
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OnucaHue

e [IBe CTPOKM (MO OAHOMY 3HAYEHUIO B CTPOKE):

[NetCheck]
LoadBalanceTo = 192.168.0.1:1234
LoadBalanceTo = 10.20.30.45:5678

2. JlobaBneHne 3HaYEHMA C MOMOLLbI KOMaHAbl drweb-
ctl cfset:

# drweb-ctl cfset NetCheck.LoadBalanceTo -a
192.168.0.1:1234
# drweb-ctl cfset NetCheck.LoadBalanceTo -a
10.20.30.45:5678

Ecan napameTp nyct, To noKaabHble dalibl He NepesaroTcs
Ha yZa/eHHyr0 NMpoBepky (y3en He paboTaeT B pexume
KJIVeHTa CEeTEBOTO CKaHMPOBaHWs).

3HaueHne Nno ymosnyaHuto: (He 3a0aHo)

ViHTepBan BpeMeHn Mexay paccbiikamMu AaHHbIM Y3/10M
MHGOPMALMM O CBOEW 3arpy>KeHHOCTU AN BCEX areHTOB
pacnpezeneHHON NPOBEPKYM, MePEUNCNEHHbIX B MapamMeTpe
LoadBalanceAllowFrom.

3HauyeHve Mo YyMOJI4aHUIO: 1s

KaTanor B 1okanbHOW $palinoBoO cucTeme, UCMONb3yeMblii
AN xpaHeHus daiinos, npuHaTteix Dr.Web Network Checker
MO CeTV OT KINEHTOB CKaHWPOBaHWSA s MPOBEPKU.

3HayeHve No yMoaYaHWMo: /tmp/com.drweb.ncheck

OTHOCHTENbHBIN BEC (MpeAnoYTUTENBHOCTL) Y31a Mpu
BblbOpe MecTa A nposepku daina (N1okanbHOTo UK
MPUHATOro no cetw). Ecav B HEKOTOPBIA MOMEHT BPEMEHU
BEeC JIOKaJIbHOTO y3/1a 6oblle CyMMapHOro Beca Bcex
AOCTYMHbIX Y3/10B-CEPBEPOB CKaHMpoBaHusA, darin byaet
OCTaBJ/IEH areHTOM /19 10KaNbHON NPOBEPKW.

MwuHMManbHOe 3HaueHve: 1.
3HauyeHve Mo yMoa4YaHuo: 1

MyTb K KaTanory uan dbanny ¢ nepeyHeM OTO3BaHHbIX
cepTnduKaTos.

Ecnv 3HaueHne napameTpa He 3agaHo, To Dr.Web Network
Checker, paboTatoLmin Ha JaHHOM y3J/e, He NpoBepseT
cepTndMKaThl B3aUMOAENCTBYIOLLMX areHTOB Ha
aKTya/lbHOCTb, OZIHAKO OHW, B 3aBUCMMOCTU OT 3aZaHHbIX A5
HWX HaCTPOeK, MOTYT NPOBEPATb aKkTyalbHOCTb cepTidUKaTa,
MCMO/Ib3YyeMOro areHToM, paboTatolwM Ha AaHHOM y3Je.

3HaueHue No ymon4aHuwo: (He 3a0aHo)

PyKOBOACTBO aZMUHWCTpaToOpa
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9.9.4. OpraHu3aumsa CKaHNpYOLEero Kiacrepa

B atom pasgene

e BBOAHbIE 3aMeyaHNs

e [prMep OpraHn3aLmMm CKaHUPYIOLLEro Kiactepa
e Hactpoiika y3/10B k/iacTepa

e [poBepka paboTbl KNacTepa

BBogHble 3ameuyaHuns

[ns opraHM3aLMn CKaHMPYHOLLLEro KaacTepa, MO3BONAIOLLErO BbIMOJHATL pacnpeseneHHyro
NpPOBEPKY AaHHbIX (MPU CKaHUPOBaHUN GaNIOB UAN UHBIX OO BEKTOB), HEOBXOAMMO UMETb
Habop y3/10B CETU C YCTAHOBNEHHbIM Ha KaXAOM 13 HMX koMnoHeHToM Dr.Web Network
Checker. Ytobbl y3en knactepa MOr He TO/IbKO MPUHUMaTb U NepejaBaTh AaHHbIe,
noasiexallume npoBepke, He0bXoAMMO, UTOObI Ha y31e Takke ObIN0 YCTaHOBNEHO
ckaHupytoLlee aapo Dr.Web Scanning Engine. Takum o6pasom, ana opraHm3saumm y3na
CKaHMpYHOLLLero knacrepa Heobxoammo, UTobbl Ha cepBepe HblIv YCTaHOB/IEHbI Kak MUHUMYM
cnesyrolime KOMMOHeHTbI (Mpoyre komnoHeHTbl Dr.Web Server Security Suite,
yCTaHaB/MBaeMble aBTOMaTMyecku, a1a obecneveHnsa paboTtocnocobHOCTM NpUBEeAEHHbIX
34eCb KOMMOHEHTOB, ONYLLUEHbI):

1. Dr.Web Network Checker (nakeT drweb-netcheck) — KOMNOHEHT Nprema v nepesaun
AaHHbBIX MEXAY y3N1aMun no ceTu.

2. DrWeb Scanning Engine (nakeT drweb-se) — ckaHuMpytoLLee A4po, Heobxoanmoe ans
NPOBEPKM JaHHbIX, MONYYEHHbIX MO ceTn. MoXeT OTCyTCTBOBAaTb, B 3TOM C/y4ae y3en byaet
TONIbKO NepesasBaTb AaHHbIe A1A MPOBEPKN Ha ApYyrve AOCTYrMHble Y3/bl CKaHUPYHOLLEro
KnacTepa.

Y3/bl, cOCTaBAsIOLLME CKAaHUPYHOLWMIA KnacTep, 0bpa3ytoT O4HOPaHTOBYLO (peer to peer) ceTb,

T. €. KaXAbl U3 HMX, B 3aBUCUMOCTMN OT TOTO, Kakne HacTpOUKu 3ajaHbl Y KOMNoHeHTa Dr.Web
Network Checker Ha 3ToM y31e, MOXeT BbICTynaTb Kak B POAN KJUEHMA CKaHUPO8AHUS
(nepegatoLlero JaHHble Ha MPOBEPKY B APYrue y3/bl), Tak U B PON cepeepa CKaHUpO8aHUst
(NPUHMMatOLLErO AaHHbIE HAa NPOBEPKY OT APYrUX y310B). [1pn COOTBETCTBYHOLLMX HACTPOLKaxX
y3eJ1 Ki1acTepa MOXeT ObiTb OZJHOBPEMEHHO U KIMEHTOM, U CEPBEPOM CKaHVUPOBaHUS.

MapameTpbl komnoHeHTa Dr.Web Network Checker, otBeuatome 3a HacTpoiky
CKaHMpPYIOLLEro Knactepa, MMerT UMS, HaunHatolleecs ¢ LoadBalance.

PyKOBOACTBO aZMUHWCTpaToOpa
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Mpumep opraHnsaumMm CKaHUPYHOLWEro KJaacTepa

PaccMOTpUM NpuMep OpraHmn3aLLMm CKaHMPYHOLWEro KiacTepa, Noka3aHHOro Ha pUCyHKe
HUIKeE.

Dr.Web ansa cepsepos Unix (yzen 2) Dr.Web ans Unix (y3en 3)

Dr.Web Dr.Web Dr.Web
Scanning Engine Network Checker Network Checker g Scanning Engine

Dr.Web Dr.Web
Scanning Engine Network Checker il Lmiienl 1T

~

~ [Nons3oBatenn

Dr-WEb Updater ...............
MOAYNb NPOBEPKM

Dr.Web ans cepsepos Unix (y3en 1)

J

PucyHok 12. CrpykTypa cKaHMpyloLero Kiacrepa

B saHHOM cnyyae npegnonaraercs, Yto K1acTep COCTOUT U3 Tpex y310B, 0603HauYeHHbIX Ha
pucyHke Kak y3en 1, yzen 2 v y3en 3. Y3en 1 1 y3en 2 npeacTaBaatoT cobou cepBepbl C
YCTaHOBJ/IEHHbIM MOMHOLeHHbIM Npoayktom Dr\Web ans cepsepos Unix (Hanpumep, Dr.Web
Gateway Security Suite nan Dr.Web Mail Security Suite, Tun npogykta He nMeeT 3HayeHuUs), a
y3en 3 NCnosib3yeTcs TONbKO A1 MOMOLM B CKaHMpPOBaHMK $GaiinoB, NnepesaBaeMbix C Y3108 1
n 2. No3TOMy Ha HEM YCTaHOBAEH TONbKO MUHUMaNbHO HEOBXOANMBIN KOMNAEKT
komnoHeHTOB (Dr.Web Network Checker n Dr.Web Scanning Engine, npoune KOMNOHEeHTbI,
yCTaHaB/AMBaeMble aBTOMaTU4Yeckn ana obecneveHmna pabotocnocobHOCTM y3na, Takme Kak
Dr.Web ConfigD, Ha cxeme He 0603HaueHbl). ¥Y31bl 1 1 2 MOryT GyHKLMOHUPOBATb U Kak
cepBepbl, N KakK KIMEHTbl CKAHUPOBaHWA B OTHOLLUEHWW ApPYr Apyra (BbIMOAHATL B3aMMHOeE
pacnpeseneHune HarpysKku, CBA3aHHOM CO CKaHWpPOBaHMEM), @ y3es 3 — TONbKO B pOAU
cepsepa, NpuUHMMasn 3ajaHna c y3nos 1um 2.

«KnneHTCkmMii Moaynb NpoBepkm» Ha cxeMe 0603HauaeT KOMMOHEHTbI CEPBEPOB,
dopmupytowwmx komnoHeHTy Dr.Web Network Checker Ha y3ne 3agaHna Ha npoBepky,
KoTopble HyayT (B 3aBMCUMOCTN OT COOTHOLLEHUA Harpy3Kun) pacnpeseneHbl Mexay
NoKanbHbIM ckaHupyowmm agpom Dr.Web Scanning Engine v yanamu-naptHepamu knactepa,
BbIMOJHAOLMMMW POJIb CEPBEPOB CKAHVPOBAHUA.

@ B KauecTBe KNMEHTCKOrO MOAYAA NMPOBEPKN MOTYT BbICTYNaTh TOJIbKO KOMMOHEHTBI,

: npoBepstoLLMe AaHHble, He NMpejcTaBaeHHble B BAe dalina B NokasbHOU GainnoBol
cucTeme. TO O3HaYaeT, YTO CKaHVPYHOLLMIA KnacTep He MOXET ObITb UCMOIb30BaH A5
pacnpegeneHHou NpoBepkn GpainoB MOHUTOPOM dalinoBol cucteMbl SplDer Guard u
KOMMOHeHTOM npoBepku dainos Dr.Web File Checker.

PyKOBOACTBO aZMUHWCTpaToOpa
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HacTpouka y3s10B Knacrepa

Ana HaCTPOWKM yKa3aHHON KOHOUrypaLmm knactepa HeEOOXOA4MMO BHECTU U3MEHEHUS B
HacTponkn komnoHeHTa Dr.Web Network Checker Ha Bcex Tpex y3nax knactepa. Bce
npuvBeAeHHble HUXe PparMeHTbl HacTpoek npeacTaBaeHbl B opmate . ini (CM. onncaHue

dopmata danna kKoHOUTrypaumm).

Y3en 1

[NetCheck]

InternalOnly = No

LoadBalanceUseSsl = No

LoadBalanceServerSocket = <IP-adpecYzna 1>:<[lopm Y3na 1>
LoadBalanceAllowFrom = <I/P-adpec Yana 2>
LoadBalanceSourceAddress = </P-adpecY3na 1>
LoadBalanceTo = <IP-adpecY3na 2>:<[lopm ¥Y3na 2>
LoadBalanceTo = <IP-adpec Yana 3>:<[lopm ¥Y3na 3>

Y3en 2

[NetCheck]

InternalOnly = No

LoadBalanceUseSsl = No

LoadBalanceServerSocket = <IP-adpecY3na 2>:<[lopm ¥Y3na 2>
LoadBalanceAllowFrom = <I/P-adpec Yana 1>
LoadBalanceSourceAddress = </P-adpec Y3na 2>
LoadBalanceTo = <IP-adpecY3na 1>:<[lopm Y3na 1>
LoadBalanceTo = <IP-adpec Yana 3>:<[lopm ¥Y3na 3>

Y3en 3

[NetCheck]

InternalOnly=No

LoadBalanceUseSsl = No

LoadBalanceServerSocket = <IP-adpecY3na 3>:<[lopm ¥Y3na 3>

LoadBalanceAllowFrom = <I/P-adpec Yana 1>
LoadBalanceAllowFrom = <I/P-adpec Yana 2>

MprvmMeyaHus:

e [Tpoune (He ykasaHHble 3gecb) napametpbl Dr.Web Network Checker octaBneHbl 6e3
N3MEHEHUS.

e 3HayeHus IP-agpecoB 1 HOMePOB NOPTOB HEOHXOANMO 3aMEHUTb Ha aKTyasbHble.

e Vicnonb3oBaHune SSL npn o6MeHe faHHbIMWU MEXAY y3N1aMUn B JaHHOM MpUMepe OTKIHOUEHO.

UYto6bl cnonb3oBath SSL, HEOH6XOAMMO 3a4aTb 3HAYEHNE Yes AN NapamMeTpa
LoadBalanceUseSsl, a Takke 3aaTb aKTya/ibHble 3HAaUYeHUA NapaMeTpoOB
LoadBalanceSslCertificate, LoadBalanceSslKey M LoadBalanceSsl1Ca.

PyKOBOACTBO aZMUHWCTpaToOpa
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NMpoBepka paboTbl knacrepa

YTobbl NpoBepuTb paboTy KnacTepa B pexxmme pasgeneHunsa AaHHbIX MPU CKAaHMPOBAHUK,
BbIMOJIHWTE Ha y3/1ax 1 1 2 KoMaHAy:

$ drweb-ctl netscan <nyme Kk ¢paliny uau kamasnoay >

Mpwv BbINOAHEHUW 3TOM KOMaHAbl kKomnoHeHT Dr.Web Network Checker npoBepset dannbl 13
yKa3aHHOro KaTafiora, pacnpesenns Harpysky no HaCTPOEHHbIM y31aM knactepa. Ytobbl
MPOCMOTPETb CTaTUCTUKY CETEBON MPOBEPKMN Ha KaXkAOM W3 Y3/10B, Nepes HayanioM NpoBepku
3anyctuTte BbiBog ctatuctukn Dr.Web Network Checker komaHzo:

$ drweb-ctl stat -n

YTobbl NpepBaTh BbIBOA CTaTUCTUKKM, HaxkmuTe CTRL+C nan Q.

PyKOBOACTBO aZMUHWCTpaToOpa
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9.10. Dr.Web Scanning Engine

CkaHupytouee sgpo Dr.Web Scanning Engine npegHasHayeHO Ans nomncka BUPYCOB U APYruX
BPeAOHOCHbIX 06BEKTOB B darnax 1 3arpy3ouHbix 3anucax (MBR — Master Boot Record,

VBR — Volume Boot Record) anckoBbix ycTpoicTB. KOMMNOHEHT BbIMOAHAET 3arpy3ky B namMaTb
n 3anyck aHTMBMpYcHoro aapa Dr.Web Virus-Finding Engine v BupycHbix 6a3 Dr.Web,
MCNOAb3yeMbIX UM AJ/1 MOMKCKa Yyrpos3.

CkaHupyroLee aapo paboTaeT B pexnme JeMOHa, B KauecTBe CepBuca, MPMHUMAtOLLErO OT
Apyrnx komnoHeHToB Dr.Web Server Security Suite 3anpocbkl Ha NpoBepKy 06BbEKTOB
darinoBou cucteMbl Ha Haanume yrpos (3to komnoHeHTol Dr.Web File Checker u Dr.Web
Network Checker n, BoamoxHo, Dr.Web MeshD). Mpwn oTcyTCTBUM MAM HEAOCTYNMHOCTU
komnoHeHToB Dr.Web Scanning Engine n Dr.Web Virus-Finding Engine aHTMBMpYCHbIe
NPOBepPKN Ha AaHHOM Yy3/1e He MPOU3BOAATCA (3a MCKIHOUEHUEM CNy4YaeB, KOrAa B COCTaBe
Dr.Web Server Security Suite npucytctByet komnoHeHT Dr.Web MeshD, B HacTpowkax
KOTOPOro 3afaHo CoeAnHeHre C y31aMu IoKaabHOro obnaka, NpeAoCTaBAAOWNMMY YCAYTy
CKaHWpYHoLLero aapa).

9.10.1. MpnHYUKMNbI paboTbi

KomnoHeHT Dr.Web Scanning Engine, paboTatowuii B pexxume geMoHa, NPUHUMaEeT OT APYrnx
komnoHeHTOB Dr.Web Server Security Suite 3anpocbl Ha npoBepKy 06bEKTOB PpalriNoBOM
cnctembl (banoB, 3arpy30yUHbIX 3aMncer Ha AMCKax) Ha Haanume BHeAPEHHbIX Yyrpo3,
dopmumpyeT ouepean 3asaud Ha NPOBePKY O6BEKTOB 1 BbINMOAHAET MPOBEPKY 3aMpPOLLEHHbIX
061beKTOB, NCNoAb3ya aHTUBMPYCHoe aapo Dr.Web Virus-Finding Engine. Ecan B npoBepeHHOM
ob6bekTe 06Hapy>eHa yrposa, 1 B 3afiaHMW Ha NPOBepPKy CTOUT yKa3aHue BbINOAHATb NeveHune,
CKaHMpytoLLee AAPO MbiTaeTCs BbIMOJHATb JIeUeHMe, eCAN 3TO AeNCTBUE MOXKET ObiTb
NPUMEHEHO K NPOBEPEHHOMY ObObeKTY.

CkaHupytolee 84p0, aHTMBMpPYcHoe Aapo Dr.Web Virus-Finding Engine n BupycHble 6a3bl
06pa3ytoT aToMapHbIA KOMMNAEKC U He MOTYT HbiTb pa3geneHbl. CkaHUpytoLLiee A4po
OCYLLIeCTBASIET 3arpy3Ky BUPYCHbIX 6a3 n obecneumBaet cpesy ans GyHKUMOHMPOBaHMA KPOCC-
nnatdopmMeHHOro aHTMBMpycHoro aapa Dr.\Web Virus-Finding Engine. O6HOBNEeHME BUPYCHbIX
6a3 1 aHTMBMPYCHOTO fA4pa NPOM3BOANTCA KOMMOHeHTOM obHoBaeHnn Dr.Web Updater,
Bxoasawmm B coctaB Dr.Web Server Security Suite, HO He ABASOWMMCA YaCTbHO CKaHMPYHOLLLEro
aapa. KomnoHeHT 06HOBAEHMI 3anycKaeTca 4eMOHOM yrpaBieHua KoHourypaumen DrWeb
ConfigD nepuoanyeckn nav NPUHYANTENBHO B OTBET Ha MOCTYNMUBLLYHO KOMaHAy
nonb3oBatens. Kpome toro, ecnm Dr.Web Server Security Suite dyHKUMOHMPYET B pexxnme
LeHTpan30BaHHOW 3aLLnTbl, TO PYHKLMM OOHOBAEHUA BUPYCHbIX 6a3 1 aHTUBMPYCHOTO Ajpa
H6epet Ha cebs areHT LeHTpaansoBaHHoOW 3awmTel DrWeb ES Agent, koTopbIn
B3aVMMOAENCTBYET C CEPBEPOM LieHTPaN30BaHHON 3aLUMTbl U NONyYaeT OOHOBAEHUA OT Hero.

Dr.Web Scanning Engine moxeT paboTtaTb kak Noj KOHTPOJIeM AeMOHa ynpaBaeHNs
kKoHourypaumen Dr.Web ConfigD, Tak 1 aBTOHOMHO. B nepBom cayuae gemoH obecrneunBaet
3anyck aApa u cBoeBpeMeHHOe 06HOBIEHWE BUPYCHbIX 6a3, MCnoab3yemMblix SApom. Bo
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BTOPOM C/lyyae 3anyck agpa u obHoBAEHMEe BUPYCHbIX 6a3 BO3iaratoTca Ha MCNosib3ytoLee
ero BHelwHee npunoxeHue. KomnoHeHTbl Dr.Web Server Security Suite, BbinoaHstowwme
3anpockl K CKaHMPYHOLLEMY SAPY Ha NpeaMeT NpoBepku GanoB, NCMOb3YHT TOT Xe
NPOrpaMMHbI UHTEPENC, UTO U BHELLHME MPUNOXKEHNS.

@ Bbl MO>eTe co3aTh CBOM COOCTBEHHDIN KOMMOHEHT (BHELLHEE NMPUNOXEHUE),

: ncnonbayrowmin Dr.Web Scanning Engine gns npoeepku ¢annos. 18 3TOro KOMMNOHEHT
Dr.Web Scanning Engine npesoctaBnsieT cneumann3mpoBaHHbii APl, 0CHOBaHHbIA Ha
TexHonorum Google Protobuf. Ans nonyuenus onvcanma APl Dr.Web Scanning Engine, a
TaKke NPUMEPOB KOAa KIMEHTCKOTO MPUAOXeHUs, ucnoab3syrowero Dr.Web Scanning
Engine, o6patuteck B oTaea no pa6ote ¢ naptHepamu (' komnaHum «JJoktop Be6».

MocTynarowme 3a4aum Ha CKaHMPOBaHMe aBTOMaTUUECKN pacrpeenstoTcs Mo Tpem
oyepesAM, UMEOLMM Pa3NNYHbIN NPUOPUTET (BbICOKUI, HOPManbHbIN 1 HU3KKIA). Ouepesb, B
KoTOpyto ByaeT nomMelleHa 3aZaya, ONnpesensieTcs UCXOAsA U3 TOro, Kako KOMMOHEHT ee
chopmupoBan. Hanpumep, 3agaum, nocTynatoLiye oT MOHUTOPOB GaiioBbIX CUCTEM,
MOMELLAIOTCA B OYEpPes M BbICOKOTO NMPUOPUTETA, MOCKONbKY MPY MOHUTOPUHTE BaXKHa
CKOPOCTb peakumu Ha AencTBus ¢ obbekTamu dalinoBoi cnctembl. CkaHUpytoLLee A4p0 BeaeT
CTaTUCTUKY CBOEro UCMONb30BaHUSA, GUKCMPYS KONNMYECTBO MOCTYNUBLLMX 3a4a4 Ha
CKaHWpOBaHMe, a Takoke ANNHbI ouepeseil. B kauecTBe nokasaTens cpesHen Harpysku
CKaHVpYyoLLee AP0 OnpesenseT CPeAHIo AINHY ouepesel B CeKyHAy. DTOT NokasaTeNb
yCpeAHAETCA ANA NoCAeAHEeN MUHYTbI, MOCAeAHMX 5 MUHYT 1 nocnegHux 15 MUHYT.

AHTMBUpYCcHOe aapo Dr.Web Virus-Finding Engine noaaep>unBaeT Kak CUrHaTypHbIN aHann3
(MOMCK N3BECTHBIX YTPO3 Ha OCHOBE CUTHATYP, COAEP XKaLLMXCA B BUPYCHbIX 6a3ax), Tak 1
pa3/InYHble TEXHONOI M IBPUCTUYECKOTO 1 NOBEAEHYECKOro aHan3a, NnpeAaHa3HayvyeHHble As
pacrno3HaBaHWA NOTEHLMaNbHOM ONacHOCTN 06bekTa Ha OCHOBE aHa/n3a
nocnesoBaTeNbHOCTA COAEPKALUMXCA B HEM MALIMHHBIX MHCTPYKLMIA U APYrUX NPU3HaKOB
MCMONHAEMOTO KOJa.

| DBPUCTUYECKUIA aHANM3aTOP He rapaHTUpyeT 4OCTOBEPHOrO pacno3HaBaHWs Yyrpo3 1 MOXET
: JOTycKaTb caeayroLimne owmnbKu:

o Owubku nepsoeo poda — 3TO JIOXKHble cpabaTbiBaHWs aHanv3aTopa, KOrja B Kayectse
BPeLOHOCHOrO OTMeuYaeTcsl 6e3omnacHbI 06BbeKT.

o Owubku 8mopo2o poda — 370 OLWNOOYHOE MpU3HaHNE BPeAOHOCHOTo 0bbekTa
6e30MacHbIM.

Mo3ToMy yrpo3bl, 06HapPY>KEHHbIE 3BPUCTUUECKMM aHaNM3aTOPOM, OTHECEHBI B OCOBYHO
kaTeroputo «lMoao3putenbHbie» (Suspicious).

PekomeHAyeTCs BbINMOAHATL NepemMeLLeHne NoA403pUTeNbHbIX OOBEKTOB B KAPaHTUH C TEM,
yTObbI B Aa/ibHeWLIeM, Moc/ie 06HOBAEHMA BUPYCHBIX 6a3, NpoBepUTb NX MEeTOAaMM
CUrHaTypHOro aHanausa. [lns npeaoTBpalleHns owmnboK BTOPOro posa pekoMeHayeTcs
noajepXnBaTb BUPYCHble 6a3bl B akTyaNbHOM COCTOSIHUW.
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AHTMBUpYCcHOEe aapo Dr.Web Virus-Finding Engine no3BosseT ocyLecTBAATb NPOBEPKY Kak
He3anakoBaHHbIX, Tak U 3arMakoBaHHbIX GalnioB 1 06BEKTOB, COAEPIXKALLMXCA B PA3NNYHbIX
KOHTelHepax, TakmMxX Kak apX1Bbl, COOOLLEHNSA 31eKTPOHHOW NOYTbI U T. A,

9.10.2. AprymMmeHTbl KOMaHAHOW CTPOKM

YTtobbl 3anycTnTb ckaHupyroLwee aapo Dr.Web Scanning Engine 13 KomaHAHOW CTPOKM,
BbIMOJIHNTE KOMaHAY:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-se <cokem> [<napamempel>]

e anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-se <cokem> [<napamempel>]

rae oba3aTeNlbHbIN apryMeHT <cokem > yKa3blBaeT agpec cokeTa, ucrnosbsyemoro DrWeb
Scanning Engine ana o06cny>KMBaHUs 3anpoCoOB KIMEHTCKMX KOMMOHEHTOB. MoXeT 3ajaBaThCs
TO/IbKO B BUAe nyTn K darny (coket Unix).

Dr.Web Scanning Engine gonyckaeT ncnonab3oBaHue caeAyoWwmx napameTpos:

Mapametp OnucaHwue

-—help HasHaueHve: BbiBog Ha 3KpaH KOHCOAN WY 3MyAsTOpa TepMuHana
KpaTKOW CMPaBKM MO MMELLMMCA NapameTpam KOMaHZAHOM CTPOKM 1
3aBepleHne paboTbl KOMMOHEHTa.

KpaTtkuin BapmaHT: —h
AprymeHTbl: Het

——version Ha3HaueHve: BbIBOA Ha 3KpaH KOHCOW UK 3MYAATOpPa TepMUHana
MHGOPMaLMK O BEPCUM KOMIMOHEHTA U 3aBeplueHre paboTbl.

KpaTkuin BapmaHT: -v
AprymeHTbl: Het

JlonosHUMenbHble napamempsl 3anycka (coenadarom ¢ napamempamu U3 KoH@uUypayuoHHo2o gatina u
3amewjarom ux npu HeobxodumMocmu):

--CoreEnginePath Ha3HaueHnue: MyTb k dariny 6ubavoTekn aHTMBMUpYCcHOro aapa Dr.Web
Virus-Finding Engine.
KpaTkuin BapuaHT: Her.

AprymeHTbl: <nyme K ¢alily> — MOoJHbIV NyTb K Gainy ncnonb3yemon
6unbanoTeku.

——VirusBaseDir Ha3HaueHue: MNyTb K KaTanory, cogepatiemy daiinbl BUPYCHbIX 6a3.
KpaTkuin BapumaHT: Her.

AprymMeHTbl: <nyme K Kamasao2y> — MOJHbIN MyTb K KaTaaory BUPYCHbIX
6as.

-—TempDir HasHaueHue: MyTb K KaTanory BpemeHHbIx $paiinos.
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--KeyPath

--MaxForks

--WatchdogInterval

—-—AbortForkOnTimeout

--ShellTrace

—--LogLevel

KomnoHeHTbl Dr.Web Server Security Suite

KpaTkuin BapuaHT: Her.

AprymeHTbl: <nyme K Kamasno2y> — MNOAHbIN MyTb K KaTanory

BPEMeHHbIX palinos.
Ha3HaueHue: MNyTb K NCNonb3yeMoMy KiroyeBomy dainy.

KpaTkuin BapumaHT: Her.

ApryMeHTbl: <nyme Kk ¢baliny> — NONHbIN NyTb K KAtoueBoMy daiiny.

Ha3HaueHve: MakcMmanbHoe paspelleHHoe YMCA0 A0UepPHUX
npouecco., kotopble Dr.Web Scanning Engine mo>xeT nopoauts B
npouecce NPoBEpPKM.

KpaTkuin BapumaHT: Her.

AprymeHTbI: <4UC/10> — MaKCMMa/ibHOe paspeLleHHOe YMCIo
[OYEPHMX NPOLIECCOB.

HazHaueHue: MepuoanuHocTs, ¢ koTopori Dr.Web Scanning Engine
nposepsAeT paboTocnocobHOCTb JOUEPHMX MPOLIECCOB, 3aHVMAFOLLMXCA
NPOBEPKOW COAEPXMMOTO GalrinoBs, A8 OCTaHOBKM 3aBUCLLVX NMPWU
npoBsepke.

KpaTkuin BapuaHT: Her.

AprymMeHTbl: <UHMep8as epemeHuU> — NepuoANYHOCTb NPOBEPKU
AOYEPHMX NMPOLIECCOB.

HasHaueHve: 3aBeplUmnTb NPOLIECCHI CKaHMPOBAHWA NpU TailM-ayTe,
nocnas uMm curHan SIGABRT.

KpaTkuin BapuaHT: Her.

AprymeHTbl: Het

HazHaueHuve: OTcnexunBaHe 060104kM (BbIBOA B XXypHa
paclinpeHHon nHdopmaumm o nposepke danos sgpom Dr.Web Virus-
Finding Engine).

KpaTkuin BapuaHT: Her.

AprymeHTbl: Het

Ha3HaueHve: YpoBeHb NoapoOHOCTU BefeHUs XypHana agpom Dr.Web
Scanning Engine B npouecce paboTsbl.

KpaTkuin BapuaHT: Her.
AprymeHTbl: <yposeHb N0OpobHOoCMU>. BO3MOXKHbIe 3HaYeHNS:

e DEBUG — caMblii NOAPOO6HbIV (OTAaA0uUHbIN) YpOBeHb. BbiBoaATCA
BCe cOObLLeHNs, a Takoke OTNajouHas HbopmaLuums.

e INFO — BbIBOAATCS BCE COOBOLLEHMS.

e NOTICE — BbIBOAATCA cooblieHns o6 owmbkax, npeaynpexaeHus,
yBeZOM/IEHNS.

e WARNING — BbIBOAATCS COObLEHMs 06 olwmnbkax 1
npeaynpexaeHvs.

e ERROR — BbIBOAATCA TO/NIbKO COObLLEHNA 06 oLmMbKax.

Ha3HaueHve: Cnocob BefeHWs XypHana coObLLEHNI KOMMOHEHTa.

KpaTkuin BapuaHT: Her.
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--ForkMemoryLimit

--EngineDallocLimit

KomnoHeHTbl Dr.Web Server Security Suite

AprymMeHTbl: <mun XypHasna>. BO3MOXHble 3HaueHNs:

e Stderr[:ShowTimestamp] — coobLeHms ByayT BbIBOAUTHCA B
CTaHAapPTHBIN NOTOK oWwmnboK stderr.
Onuus ShowTimestamp NpeanucbiBaeT 206aBaATb K KaXkiomy
COOBLWEHNIO METKY BPEMEHM.

e Syslog|:<facility>] — coobueHus byayT nepesaBaTbCs
CUCTEMHON cyxbe XypHanmpoBaHus syslog.
JononnutenbHas MeTka <facility> vcnonb3yeTcs Ana yKasaHus Tvna
XypHana, B KOTOPOM syslog ByseT coxpaHaTb cOObLeHus.
Bo3Mo>KHble 3HaueHws:

o DAEMON — COObLeHMs JEMOHOB;
o0 USER — cOO0bLeHMs Nosb30BaTeNbCKMX NMPOLECCOB;
0 MAIL — CcOOBLLEHMs MOYTOBLIX MPOrpamm;

0 LOCALO — coobLeHns sloKasbHbIX npoleccos 0;

0 LOCAL7 — coobLeHNs NIoKaabHbIX NPOLEccoB 7.

e <path> — nyTb K painy, B KOTOPbIN BYAYT COXPaHATLCA COOBLLEHNs
XypHana.
Mpumepsbr:
--Log /var/opt/drweb.com/log/se.log
--Log Stderr:ShowTimestamp
--Log Syslog:DAEMON
HasHaueHve: MakcuManbHbIi 06bem onepaTUBHONM NaMATH,
Bblgenaembl 414 paboTbl 3K3eMMIApa CKaHMPYHOLLLEro ajpa.
KpaTkuin BapuaHT: Her.

AprymeHTbl: <pasmep 8 balimax> — MaKkCMManbHblA 06Bbem
OI'IepaTI/IBHOI7I naMAaTn.

[Jonyctmble 3HaveHus: ot 1073741824 6ant (1 I6) po 4294967296
6aut (4 I'6).

3HaueHne No ymoiYaHuo: 4294967296 (4 I6)

ZIE DTOT NapamMeTp He 3afeincTByeTcs B 32-pa3psasHbIX
AMCTPMOYTMBaX NpoayKTa.

Ha3HaueHve: MakcManbHbIi 06beM onepaTMBHOMN NaMsATy,
BblJENAEeMbIN 415 XPaHEHUS BPeMEeHHbIX Gainnos.

KpaTkuin BapuaHT: Her.

AprymeHTbl: <pasmep 8 6alimax> — MaKCUMaibHbIi 06BbeM
onepaTUBHOW NaMATH.

[Jonyctmble 3HaveHus: ot 52428800 6ant (50 M6) ao 1073741824
6ant (1 6).

3HaueHWe no ymosiyaHuo: 524288000 (500 M6)
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I HactosatenbHo He pekomMeHayeTCa MEHATb 3Ha4YeHNe
Nno YMOJIYaHUIKO AnA 3TOro napameTpa, eCain Bbl He
YBEPEHbI, YTO 3TO AEVICTBVITEIIbHO HEO6XOAVIMO.

Mpumep:
$ /opt/drweb.com/bin/drweb-se /tmp/drweb.ipc/.se --MaxForks=5

[laHHaa KoMaHZAa 3anycTuT 3k3emnasp ckaHmpyrowero aapa Dr.Web Scanning Engine,
3acTaBuB ero co3gatb Unix-cokeT /tmp/drweb.ipc/ . se AnA B3aMMOAENCTBUA C
KNMEHTCKMMW KOMTMOHEHTaMU 1 NopoxXaaTb He 6osiee 5 ckaHMpPYOLWMX JOUYEePHMX NPOLLECCOB
npwn nposepke $pannos.

3ameuyaHunAa o 3anycke

Mpn HeobxoAMMOCTM MOXKET BbITb 3aMyLeHO NPOM3BObHOE KOINYECTBO IK3eMM/IAPOB
ckaHupytoutero agpa Dr.Web Scanning Engine, npesoctaBaatoLLmx cepBUC MO NpoBepke
dalrnoB Ha HasMume yrpo3 KINEHTCKUM NMPUIOXKEHUAM (He 0653aTeIbHO TONbKO
komnoHeHTam Dr.Web Server Security Suite). [pun 3ToM, ecamn B KoHUIypaLmn KOMNOHEHTa
3aflaHo 3HayeHWe NapameTpa FixedSocketPath, TO OANH 3K3eMMNIAp CKaHWMPYHOLLEro Aapa
Bcerga 6yaet aBTomaTnMyecky 3anyLleH AeMOHOM yrnpaBieHns koHourypaunen Dr.Web
ConfigD n goctyneH kaneHTam yepes Unix-cokeT. Ik3eMMspbl CKAaHMPYHOLLErO A4pa,
3anyckaemble HEMOCPeACTBEHHO M3 KOMaHAHOW CTPOkw, byayT paboTaTb B aBTOHOMHOM
pexunme, 6e3 NOAKNHOUEHUS K AEMOHY ynpaBieHUs KoHUrypaumnen, saxe eCam OH 3anyLeH.
Ana ynpaeneHns napameTpamu paboTbl KOMMOHEHTA, a Takoke A/1A NpoBepku Gainos No
TpeboBaHuto ncnonbaynte ytuanty Dr.\Web Ctl, npegHasHauveHHyro ansa ynpasneHus Dr.\Web
Server Security Suite 3 KOMaHAHOW CTPOKW.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

[ns ckaHMpOBaHWA NPOM3BOJLHOTO daiaa UaK Kkataaora komnoHeHtom Dr.Web Scanning
Engine ncnonb3ywte komaHay rawscan ytunutel Dr.Web Ctl:

$ drweb-ctl rawscan <nyme Kk kamasoey uau gadiny>

[ns nonyyeHnst cnpaBki O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-se

9.10.3. NapameTpbl KOHPUTypauunn

KoMMnoHeHT ncnonb3yeT napameTpbl KOHOUTypaLmu, 3agaHHble B CeKUMN [ScanEngine]
0bbeanHeHHOro koHburypaumronHoro davna Dr.Web Server Security Suite.
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JTa CeKUMA XpaHUT Ciedyrolime napameTpbl:

Mapametp

LogLevel

{yposeHb nodpobHocmu}

Log
{mun xypHanaj}

ExePath

{nyme K chbaliny}

IdleTimeLimit

{uHmepsan epemeHuy

FixedSocketPath

{nymeo k chaliny}

OnucaHue

yQOBeHb I'IOAQO6HOCTI/I BEeAEHNA XypHajsa KOMMOHEHTa.

Ecnn 3HaveHve napamMmeTpa He yKa3aHO, UCNOb3yeTCA 3Ha4veHne
napameTpa DefaultLogLevel u3 cekuun [Root].

3HauyeHue No ymonyaHuo: Notice

METOA BeAeHWA XXypHaJla KOMMOHEHTa.

3HaueHve no YMOAYaHMO: Auto

MyTb K UCnonHsemomy daiiny KOMMOHEHTa.

3HauyeHure no YMOYaHUIO!
e ans GNU/Linux: /opt/drweb.com/bin/drweb-se
o A4

FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-se

MakcumaibHoe BpeMs MPOCTOs KOMMOHEHTa, MPU NMPEeBbIL EHUN
KOTOPOTrO OH 3aBepLLaeT CBO paboTy.

Ecav 3agaHo 3HaveHve napameTpa FixedSocketPath, TO
HacTpoVika UrHopupyeTtcs (KOMMOHEHT He 3aBepLuaeT CBO paboTy
Mo WCTEYEHWHO MaKCUMaJlbHOTO BPEMEHM MPOCTOS).

[Jonyctumble 3HaueHus: oT 10 cekyHg (10s) go 30 aHew (304d).
Ecnan yctaHoBneHO 3HaueHWe None, TO KOMMOHEHT byseT paboTaTb
NMOCTOSIHHO; B C/lydae OTCYTCTBUA aKTUBHOCTU eMy He byaeT
otnpasaeH curHan SIGTERM.

3HauyeHue No ymonyaHuo: 1h

MyTtb Kk dariny Unix-coketa GpUKCUPOBAHHOTO 3K3emnaspa
ckaHvpytowero sapa Dr.Web Scanning Engine.

Mpw 3agaHnm 3TOro NapameTpa AeMOH yrnpaBaeHns KOoHbUrypauven
Dr.Web ConfigD cneaut 3a Tem, Utobbl BCerga UMencs 3anyLleHHbln
3K3EMMNAAP CKaHUPYIOLLEro fgpa, AOCTYMHbIN KINEeHTaM Yepes 3ToT
COKET.

Y6epautech, Uto KaTanory ¢ Gaiiiom cokeTa
{ | ‘ Ha3HaueHbl ClegytoLLme npaBa AocTyna:

drwxr-xr—-x

YT06bI NPOCMOTPETL MPaBa A0CTyNa, BbINOJAHATE
KOMaHAy:

$ 1s -1d <nyms k kamasozy>

3HaueHue No yMonYaHuo: (He 3a0aHo)
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Mapametp

MaxForks

{yenoe yucno}

ForkMemoryLimit

{yenoe yucno}

EngineDallocLimit

{yenoe yucno}

WatchdogInterval

{uHmepsan epemeHuy

BufferedIo

{noau4veckoe 3Ha4eHue}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

MakcrMmanbHoe paspelleHHoe KOMYeCTBO 3K3eMMIAPOB AOYEPHNX
CKaHUPYHOLLUX NMPOLIECCOB, MOPOXAAEMbIX CKaHVPYOLWUM A4POM
Dr.Web Scanning Engine, koTopble MOryT HbiTb 3anyLueHbl
O/IHOBPEMEHHO.

3HaueHWe no ymosnvaHuo: Aesmomamudyecku onpedesisemcs npu
cmapme Kak yABOEHHOE YMCNO AOCTYMHbIX NPOLECCOPHbIX AAep, Uan
4, eCIv NONyYeHHOe YNCNO MeHblLue 4.

MakcvManbHbI 06BbeM onepaTUBHOM NaMATK, BblAensieMbli ANs
paboTbl 3K3emMnaspa cKaHVpyroLLero aapa. 3HayeHve yka3biBaeTcs
Kak Lenoe umcno c cypdukcom (b, kb, mb, gb). Ecnn cydduke He
yKasaH, TO 3HaYeHue UHTepPnpeTUPYeTCs Kak pa3mep B banTax.

[Jonyctmble 3HauveHus: oT 1 rurabaita (1GB) Ao 4 rurabawt (4GB).

3HauveHne No ymMoayaHuio: 4GB

i|§ JTOT NnapaMeTp He 3aAeincTByeTcs B 32-pa3psHbiX
: anctpubytneax Dr.Web Server Security Suite.

MakcrmanbHbll 06beM onepaTMBHOM NaMATH, BblAeNseMbli A5
XpaHeHvs BpeMeHHbIX GainoB. Ecam ykazaHHOe 3HayYeHVe MeHblue
pa3mepa BpemMeHHoro daina, To oH byaeT co3jaH Ha YCTPOWCTBE
XpaHeHus, uto 3ameanut paboty Dr.Web Server Security Suite.
3HaueHMe yka3bIBaeTca Kak Lienoe umicno c cypdukcom (b, kb, mb,
gb). Ecnm cydduke He ykasaH, TO 3HaUeHWe MHTEPNpeTUpyeTcs Kak
pa3mMep B HawTax.

[Jonyctumble 3HaueHus: ot 50 merabant (50MB) go 1 rurabainta
(1GB).

3HauyeHue No ymonyaHuro: 500MB

HacTtosatenbHO He pekomMeHayeTCa MEHATb 3Ha4YeHne
° Nno YMOJIYaHUKO AnA 3TOTro nNapamMeTpa, eCan Bbl He
YBEPEHbI, YTO 3TO AGVICTBMTEHbHO HEO6XOAVIMO.

MeproanyHocTb, ¢ koTopoli Dr.Web Scanning Engine nposepsiet
paboToCnoCcobHOCTL MOPOXKAEHHBIX UM JOUYEPHUX CKaHMPYHOLLLX
npoueccoB Ans obHapy>XeHUs 3aBUCaHWUI NPy NpoBepke
(«cTOpO>KEBOW TaNMep»).

3HauyeHve no YMOJIYaHWMIO: 155

cnonb3oBatb man He Ncnosb3oBaTb bydepr3oBaHHbIN BBOA-BbIBOZ
npv npoeepke dannos.
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Mapametp

AbortForkOnTimeout

{nozuyeckoe 3Ha4eHue}
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OnucaHue

WNcnonb3oBaHuve 6ydepunsoBaHHoro Beoga-BsbiBoga B OC cemelicTBa
GNU/Linux n OC FreeBSD moeT yBennumTb CKOPOCTb MPOBEPKM
banoB, pacnosioXeHHbIX Ha MeAJ/IEHHbIX ANCKOBbIX YCTPOMCTBAX.

BO3MO>Hble 3HaUeHus:
e On, Yes, True — UCMOAb30BaTb 6ydepmn3oBaHHbI BBOA-BbIBO;
e Off, No, False — He UCNoAb30BaTb H6ydepmnsoBaHHbI BBOA-

BbIBOA,

3HaueHwue No ymonyaHuo: Of £

3aBepLlaTb UAN He 3aBepLuaTh NPOLECCHl CKAHMPOBAaHWUSA NpuY Talim-
ayTe, nocnas um curHan SIGABRT.

BO3MO>HbIe 3HaUEeHWs:

e On, Yes, True — 3aBepLUaTb NPOLIECCbl CKAaHUPOBAHWUSA MPU TakiM-
ayTe;

e Off, No, False — He 3aBepLUaTb NPOLECCbl CKaHNPOBaHWA Npu
TalmM-ayTe.

3HauyeHue no ymonyaHuo: Of £
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9.11. Dr.Web Updater

KomnoHeHT o6HoBAeHWI Dr.Web Updater npegHa3HaueH aia noayyeHns o6HOBAEHUI
BMPYCHbIX 6a3 1 aHTMBMpYycHoro sapa Dr.Web Virus-Finding Engine c cepBepoB o6HOBAeHM
kKomnaHun «[loktop Beb».

Ecnm Dr.Web Server Security Suite paboTaeT B pexuvmMe LLeHTpann3oBaHHOW 3aUinTbl, TO B
KayecTBe MCTOYHMKA OBHOBNEHUI UCNONb3YEeTCA CepBEP LLEeHTPaIM30BaHHOW 3aLLunThl,
npuyem Bce 06HOBAEHMSA MoOyyatoTca ¢ cepBepa Yepes Dr.Web ES Agent, a Dr.Web Updater
ANS 3arpy3kn O6HOBAEHWI He UCMONb3YyeTCA.

9.11.1. MpnHUMnNbI paboTbi

KomnoHeHT nogkntoyaeTca kK cepeepam 06HOBAeHUI KoMNaHuu «[loktop Beb» ana nposepku
HaAnuna 1 3arpy3kn o6HOBAEHUW BUPYCHBIX 6a3 1 aHTUBMPYCHOro agpa Dr.Web Virus-Finding
Engine. Cnuckn cepBepoB, 06pa3yroLLmMX JOCTYMHYHO 30HY OOHOBAEHUI, XPaHATCA B
cneunanbHoM daine, KOTOPbIV NOAMUCAH C Lieabt HEBO3MOXHOCTU ero Moandukaumnu. Mpwu
NOAKIFOUEHNN K cepBepaM OOHOBNAEHMI Yepe3 MPOKCK-CepBep NOAAEPKMNBAETCA TObKO
6a3oBas v ganaxecT-ayteHTMdMKaLmA.

Ecnm Dr.Web Server Security Suite He NoAkAtOUEH K cCepBepPY LLeHTPaAN30BaHHOM 3aLLMTbl NN
NOAKIOYEH K HEMY B MObuabHoM pexunme, To Dr\Web Updater aBTomatnueckun 3anyckaetcs
AeMOHOM ynpasneHua koHdurypaumen DrWeb ConfigD ¢ nepnoanyHoCTbIO, ykazaHHOM B
HacTporikax. Takke KOMMNOHEHT MOXeT bbITb 3anyweH Dr.Web ConfigD B oTBeT Ha
NOCTyNMBLLYO KOMaHAY NOoJb30BaTens (BHeoyepesHoe OOHOBAEHME).

Mpy HaAnuMmM Ha cepBepax OBHOBAEHWNI AOCTYMHbIX OOHOBNEHUI, OHUW 3arpy>aroTca B
Katanor /var/opt/drweb.com/cache/ gns GNU/Linux nan /var/drweb.com/cache/
ana FreeBSD, nocne yero pasmeluatorca B pabounx katanorax Dr.Web Server Security Suite.

Mo ymonuaHunto Bce OOHOBNEHUA 3arpy>KaroTca € 30Hbl 0OHOBAEHNSA, 06LLen Ans Bcex
npogayktos Dr.Web. [epeueHb ncnoab3yembix MO yMONYaHWUIO CEPBEPOB, BXOAALLMX B 30HY
06HOB/IEHNS, YKa3biBaeTca B darinax, HaXOAALUMXCA B KaTanorax, ykazaHHbIX B mapameTpax
*Dr1Dir. [pn HeobxoANMMOCTN NO 3aNpPOoCy KIMeHTa MOXeT HbITb co3aaHa ocobas 30Ha
06HOBIEHUNSA (ANA KaXXA0ro BMAa OOHOBAEHMSA), CMNCOK CepBEPOB KOTOPOW yKa3biBaeTCs B
oTaenbHoM danne (MO yMONUYaHMIO C UMeHeM update.drl). 3TOT pann HaxoaMTCA B
KaTasore, yka3zaHHOM B COOTBETCTBYHOLLIEM nMapameTpe *CustomDrl1Dir. B 3TOM cayyae
KOMMOHEHT 06HOBAEHNI ByaeT 3arpy>kaTb OOGHOBAEHMSA TONBKO C 3TUX CEPBEPOB, He
NCNO/Ib3yA CepBepbl U3 30HbI MO YMONYaHUIO.

[ns oTKasa OT NCMNOJiIb30BaHMUsA 0COOOMN 30HbI OOHOBIEHUS AOCTATOUYHO OUYMUCTUTb 3HAUEHME
COOTBETCTBYHOLLEro NnapamMeTpa *CustomDr1Dir B HaCTPOMKax KOMMNOHEHTa.

PyKOBOACTBO aZMUHWCTpaToOpa

220



Ty
),
A

A
$

KomnoHeHTbl Dr.Web Server Security Suite

| Cozep>xmmoe $aiiNnoB CNMCKOB CEPBEPOB MOAMMUCAHO AN HEBO3MOXHOCTMN WX
Moandukaumn. Ecnm Bam HeobxoAMMO co3aaTb 0CObbIV NepeyeHs CepBePOB 06HOBAEHUS,

O6paTVITECb B TEXHUYECKYHO MOAAEPXKKY.

KOMMOHEHT MOXET BbIMONHATL COXPaHEHNE pe3epBHbIX KOMN 06HOBAAEMbIX GpainaoB ana
nocsegytoLLero otkata 06HOBAEHMI MO KOMaHAe Noab3oBaTens. Mecto coxpaHeHus
pe3epBHbIX KOMUN 1 ryBuHa XpaHUMOW NCTOPUN OBHOBAEHWI 3aaK0TC B HACTPOMKax
KoMnoHeHTa. OTKaT O6GHOBAEHWNI BbINOAHAETCA Yepes yTuauTy ynpaeneHus Dr.Web Server
Security Suite n3 komaHaHown ctpokn Dr.Web Ctl (3anyckaeTcs koMaHAOW drweb-ctl).

9.11.2. AprymeHTbl KOMaHAHOW CTPOKW

Y106kl 3anycTnTb KOMNOHeHT Dr.Web Updater 13 komaHAHOW CTPOKM, BbINOHUTE KOMaHAY:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-update [<napamempsi>]

e ans FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-update [<napamempsi>]

Dr.Web Updater gonyckaeT ncnosb3oBaHue ciesyroLmx napameTpos:

Mapametp OnucaHue

--help Ha3HaueHve: BbiBOA Ha 3KpaH KOHCOW AW 3MYNATOPa TEPMMUHANA KPaTKOM CrpaBKu

no MMerLwmnMmca napamMmeTpam KOMaH/J,HOVI CTPOKM U 3aBepLleHne pa6OTbI KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version HasHaueHve: BbiBOA Ha 3KpaH KOHCOM UK 3MYyNATOpPa TepMyHana nHdopmaLmm o
BEPCUM KOMMOHEeHTa 1 3aBepLueHne paboTbi.

KpaTkuii BapuaHT: -v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-update --help

[JaHHas KOMaHAa BbiBeAET Ha 3KpaH KpaTkyto cnpaBky komnoHeHTa Dr.Web Updater.

3ameuaHunAa o 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM PeXMMe HENOCPEeACTBEHHO N3 KOMaHAHOW CTPOKWN He
npeaycmoTpeH. OH 3anyckaeTcs AeMOHOM ynpaBaeHus koHourypaumen Dr.Web ConfigD
aBTOMaTMuecku, No mepe HeobxoammocTu. [lns ynpaBaeHus napametTpaMmun paboTbl
KOMMOHEHTA, a Takxke And OBHOBNIEHNA BUPYCHbIX 6a3 M aHTUBUPYCHOTO AApa no
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TpeboBaHMo Nonb3yntech ytuanton Dr.\Web Ctl, npegHasHaveHHOM ana ynpasaeHuns Dr.\Web
Server Security Suite n3 KOMaHAHOW CTPOKW.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

ﬂ,]’lﬂ noJsiy4eHna CnpaBkn O KOMIMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-update

9.11.3. MNapameTpbl KOHPUTypaLUu

KoMnoHeHT ncnosib3yet napameTpbl KOHGUrypaumm, 3agaHHble B cekumn [Update]
ob6beanHeHHOro koHburypauvonHoro darvina Dr.Web Server Security Suite.

B cekumu npeactaBaeHbl caeayrolme napameTpsi:

Mapametp OnwucaHue
LogLevel YpoBeHb NoApo6HOCTU BeAeHMA XypHana KOMMOHeHTa.

{ypOBEHb I’IO@pO6HOCmU} Ecam 3HaueHne napamMeTpa He yKa3aHO, TO UCNONAb3yeTCA

3Ha4veHue napameTpa DefaultLogLevel n3 cekumum [Root].

3HaueHue No ymonyaHuo: Notice

Log Metoz BeseHWa xypHasia KOMMNOHEHTa.
{mun xypHana} 3HauyeHvie MO yMONYaHWIO: Auto
ExePath MyTb K UcnonHsemomy dainy KOMMOHeHTa.
{nyme Kk cpaliny} 3HaueHvie Mo YMOYaHWIO:

e a1 GNU/Linux: /opt/drweb.com/bin/drweb-update

e nnA
FreeBSD: /usr/local/libexec/drweb.com/bin/drweb
-update

RunAsUser Mosb3oBaTesb, OT MMEHM KOTOPOrO 3anyckaeTcsl KOMMOHEHT. Bbl
MOXeTe yKasaTb YMCI0BOW naeHTUduKaTop noabsosatens (UID)
unu ero ums (noruH). Ecam nmsa nonbsosatens coctout us umdp
(T. e. noxoxe Ha ymcnosoi UID), ToO OHO yka3biBaeTcs C

npeduKcomM name :, Hanpumep, RunAsUser = name:123456.

{UID | ums nonszosamensy}

Ecav ms nosb3oBaTens ykaszaHO HeKOpPpPekTHo, paboTa
KOMTMOHeHTa 3aBepLUaeTcs OWnbKoW cpasy nocae nombITku
3anycka.

3HauyeHue No ymonyaHuo: drweb

IdleTimelLimit MakcnmanbHoe BpeMs NpoCTosa KOMMOHEHTa, Mo NpeBbILLeHNo

KOTOpPOro OH 3aBeplLuaeT CBOO paborTy.
{uHmepsan epemeHu}

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp

Start

{noeuyeckuti}

UpdateInterval

{uHmepean epemeHu}

NetworkTimeout

{uHmepean epemeHu}

RetryInterval

{uHmepsan epemeHu}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

KoMMoHeHT 3anyckaeTca npu ouyepesHOM OH6HOBAEHUM MO
pacnmcaHunto. Mo OKoHYaHWUM O6HOBAEHMA XAET yKa3aHHbIV
MHTEPBaN BPEMEHW, 1, eCIN HOBbIX 3aMpPOCOB He MOCTyrnaeT, TO
3aBepluaeT CBOK paboTy A0 caefytoLel NoMbITKN 06HOBAEHMA.

[Jonyctumble 3HaveHns: ot 10 cekyHg (10s) go 30 aHew (304d).
Ecnn yctaHoBnEHO 3HaueHWe None, KOMMOHEHT byzeT paboTaTtb
MOCTOAHHO; B C/lyYae OTCYTCTBMA aKTUBHOCTM eMy He byaeT
oTnpasfeH curHan SIGTERM.

3HauyeHve no yMoaYaHuo: 10m

3anyckaTb WK He 3amnyckaTb KOMMOHEHT npwu 3arpyske Dr.Web
Server Security Suite. 3TOT napameTp VMeeT NPUOPUTET Haj,
napameTpoMm DwsUpdateEnabled.

[Jonyctnmble 3HaYeHNs:

e Yes — 3amnyckaTb KOMMOHEHT npwu 3arpy3ke Dr.Web Server
Security Suite;

e No — He 3anyckaTb KOMMOHeHT npu 3arpy3ske Dr.Web Server
Security Suite.

3HauyeHve no YMOAYaHUNIO: Yes

YacTtoTa npoBepkM Hasmums 0H6HOBIEHWI Ha cepBepax
obHoBneHus Dr.Web, T. e. nepvos BpeMeHu, KOTOPbIV AONXKEH
MPOWTY OT NpeAbIAyLLeN YCNeLwHOW NOMbITKA NOAKIHYEHNS K
cepBepamM OBHOB/IEHMS (aBTOMATUUECKOTO MM
VMHALMMPOBAHHOTO NOJib30BaTeNeM) 4O CAeAytoLLein NonbITKX
BbINO/IHUTL O6HOBAEHME.

3HaueHvie Mo ymoaYaHuio: 30m

TallM-ayT Ha ceTeBble OMNepauuy KOMMOHEHTa MPW BbIMOJHEHWN
obHoBNEeHWA ¢ cepBepoB Dr.Web.

cnonb3yeTcs Ans oXxugaHus NpoAokeHus o6HOBIeHUs B
cnyyae BpeMeHHOro obpebiBa coeguHerus. Ecan o6opBaHHoe
ceTeBOE COefvHeHVe ByaeT BOCCTaHOBAEHO A0 MUCTeUeHUs TaliM-
ayTa, To 06HOB/IeHVe ByaeT NPOAOIKEHO.

He vmeeT cMbicna yka3blBaTb BeAWUMHY TaiM-ayTa 6onee 75s,
T. K. 32 3TO BPeMsl COeAMHeHVe 3akpoeTcs no Tarim-ayty TCP.

MuHUMabHOEe 3HaueHne: 5s.
3HauyeHme No ymonyaHuo: 60s

YacToTa NMOBTOPHbIX NOMbITOK BbINOAHUTE OBHOBAEHNME C
cepBepos O6HOBJ'IeHI/IF|, eC/in o4vepeaHaa nonbiTka BbIMOJIHUTL
0OHOB/IEHVE 3aBEPLUMNOCH HEYAAUel.

Jonyctumble 3HaueHna: oT 1 MuHyTbl (1m) 40 30 MUHYT (30m).
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MaxRetries

{yenoe yucno}

UseHttps

{Always | ResListOnly | Never}

Proxy

{cmpoka nodkroYeHUs}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue
3HaueHue Mo yMOJYaHUIO: 3m

Konnuectso NOBTOPHbIX MOMbITOK BbINOJIHUTb obHOBAEHME C
cepBepoB o6HoBAeHWs Dr.Web (npeanpuHnmaembix Yepes
NPOMEXYTKN BPEMEHW, YKa3aHHbI€ B NapamMeTpe
RetryInterval), eciv NpeAblAylas nomneitka 06HOBAEHNA
3aKOHYMNach Heyaayen.

Ecnv 3HaveHne napametpa — 0, TO NOBTOPHbIE MOMbITKA
BbINOJHUTL Hey/AaBLLieecs OOHOBEHVE He NPOU3BOAATCS
(cnepyrowiee obHoBeHWe ByeT NPOM3BOANTLCA Yepes Nepuos,
BPEMeHW, yka3aHHbIM B NapameTpe UpdateInterval).

3HauyeHue No ymMonyaHuo: 3

Vicnonb3oBaTb uan He ncnosab3osaTb npoTtokon HTTPS mpwu
CKauvBaHWUN 06HOBAEHUI.

[Jonyctnmble 3HaYeHNs:

e Always — BCerga 1cnosb3osaTb npoTtokoa HTTPS mpwu
CKauMBaHWMN OBHOBEHMWIA.

e ResListOnly — mucnonb3oBatb npotokon HTTPS tonbko mpwm
ckauvBaHuM panna . 1st co cnnuckom dannoB oH6HOBAEHNS.
Camu parinbl o6HOBEHMA ByAyT cKaumMBaTbCA MO NPOTOKONY
HTTP.

e Never — BCerja Ucrnosb3osaTb npotokon HTTP npu
CKaulBaHUM OBHOBAEHWI.

3HauyeHue No ymonyaHumoo: ResListOnly

MapaMeTpbl MOAKIOUEHNS K MPOKCU-CEPBEPY, KOTOPbIV
MCNOb3YyeTcs KOMMNOHeHTOM 0b6HoBAeHWn Dr.Web Updater ans
noAkNtoYeHus k cepsepam obHoeaeHu Dr.Web (Hanpvmep,

ecim HenocpeacTBeHHOE NoAK/IKOYEHNE K BHELWWHUM CepBepam
3anpeweHo rnoanTmkamm 6e30MacHOCTM cetu).

Ecan 3HaueHve napameTpa He 3ajaHo, TO NPOKCU-CEPBEP He
ncnosib3yerca.
Bo3MOXHble 3HaUeHus:

<CMPpOKa NOOK/IHOYEHUsI> — CTPOKa MOAKIOUEHNS K NMPOKCU-
cepBepy. Vimeet cnepyrowmin popmat (URL):

[ <npomokoa>://] [ <no/sb308amesib > : <naposib>Q]
<xocm>:<nopm>

rae:

e <NPOMOKOJ> — TUM UCMONb3YEMOrO NPOTOKO/a (B TEKyLLEN
BEPCUM JOCTYMEH TONbKO http);

e <N0/Ib308aMeNb> — UMS MONb30BaTeNs AN NMOAKIFOUEHMS K
npoKcu-cepBepy;

e <Naposib> — Maposib A5 MOAKIOYUEHMS K MPOKCU-CEPBEPY;
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Mapametp

ExcludedFiles

{ums palina}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

e <Xxocm> — ajpec y3/a, Ha KOTOPOM paboTaeT NPOKCU-CepBEP
(IP-agpec wim ums gomeHa, T. e. FQDN);

e <Nopm> — UCMOJIb3yeMblli MOPT.

Yactn URL <npomokosi> n <nosib3o8amess >:<ndpo/ib> MOTyT
OTCyTCTBOBaTh. AJpec NpoKcn-cepeepa <xocms>:<nopm:>
fBAseTCA 06s3aTeNbHBIM.

Ecan ma nonb3oBaTtena v naponb cogep>kaT CMMBOJbI @, &
WNK :, TO UX CnefyeT 3aMeHUTb Ha cooTBeTcTBytoLe HEX-koabl:
$40, $25 1 $3A COOTBETCTBEHHO.

Mpumepsb:
1. B daiine koHpurypaumu:

o [loakntoueHve K NPOKCU-CepBEPY Ha y3ne
proxyhost.company.org Ha NopT 123:

Proxy = proxyhost.company.org:123

o [loakntoyeHve K NPOKCU-cepBepy Ha y3i1e 10.26.127.0
Ha nopT 3336, ncnoab3ys npotokon HTTP, oT nmerun
nosab3oBatend legaluser C MAapoOJEM passw:

Proxy =
http://legaluser:passw@l10.26.127.0:3336

e [loakntoyeHmne K NPOKCK-cepBepy Ha y3i1e 10.26.127.0
Ha MopT 3336 OT MMeHW NoJib30BaTeNA
user@company.com C NAPOJEM passws123:

Proxy = user%40company.com:passws25123%
3A@10.26.127.0:3336

2. 3ajaHuve Tex ke CaMblX 3HAYEHWN C MOMOLLLbIO KOMaH/bl
drweb-ctl cfset

# drweb-ctl cfset Update.Proxy
proxyhost.company.org:123

# drweb-ctl cfset Update.Proxy
http://legaluser:passw@10.26.127.0:3336

# drweb-ctl cfset Update.Proxy user$%
40company.com:passws25123%3A@10.26.127.0:3336

3HaueHWe Mo ymMoYaHuto: (He 3a0aHo)

Nwms daiina, KOTOpbIN He ByaeT OOHOBAATLCSA KOMMOHEHTOM
o6HoBneHun Dr.Web Updater.

Mo>eT MMeTb CMNCOK 3HaYEHUM. 3HaUeHNs B CrUCKe
YKa3blBatOTCA yepes 3anaTyto (KaXgoe 3HaueHne B KaBbluKax).
[JonyckaeTcs NOBTOpeHVe NapameTpa B cekuun (B 3TOM ciiyyae
BCe 3HaUeHUs 0ObeAUHSAIOTCA B €AMHbIN CMUCOK).

Mpumep: JobaButb B cnncok damnbl 123 .vdb 1 456 . dws.
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Mapametp

BaseUpdateEnabled

{noauyeckuli}

BaseDrlDir

{nyme k kamasnozy}

BaseCustomDrlDir

{nyme k kamasnozy}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

1. [obaBneHne 3HaueHWA B Galin KOHPUrypaLmm.
e [lBa 3HaUeHWs B OHOW CTPOKE:

[Update]
ExcludedFiles = "123.vdb", "456.dws"

e [IBe CTPOKM (NO OAHOMY 3HAUYEHUIO B CTPOKE):

[Update]
ExcludedFiles = 123.vdb
ExcludedFiles = 456.dws

2. [JobaBneHne 3HaUYeHWA C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset Update.ExcludedFiles -a 123.vdb
# drweb-ctl cfset Update.ExcludedFiles -a 456.dws

3HaueHve Mo ymonuaHuio: drweb32.1st

PaspeLlunTb WK 3anpeTuTb 0BGHOBAEHME BUPYCHBIX 6a3 ©
aHTMBUPYCHOTO fapa.

AO nyCcTUMbl€ 3HaYEHNA:

® Yes — obHOBJeHWe pa3peLleHo 1 6yaeT NPOU3BOANUTLCS;

e No — OOHOBJIEHVE He pa3peLleHo 1 He ByAeT MPOU3BOAUTLCS.
3HaueHWe MO YMONUYAHWIO: Yes

MyTb K KaTasory, XpaHalemy Gpaiibl Ans NOAKIOYEHUs K

cepBepaM 13 CTaHAapPTHON 30HbI OOHOBAEHWS, UCMONb3YEMbIM
415 OOHOB/IEHWSI BUPYCHBIX 6a3 1 aHTUBUPYCHOTO fiApa.

3HauyeHue no YMOYaHWIKO!

e a1 GNU/Linux: /var/opt/drweb.com/drl/bases
e anqa FreeBSD: /var/drweb.com/drl/bases

MyTb K KaTasory, XpaHalemMy daiibl 419 NOAKNOUEHMS K

cepBepamM 0cob0W («KINEHTCKOI») 30Hbl OBHOBEHNS,
UCMONb3yeMbIM /i OB6HOBIEHUS BUPYCHBIX 633 1 aHTVBUPYCHOTO

agpa.

Ecnu B kaTanore, Ha KOTOPbIM yKa3blBaeT NapameTp, MMeeTca
HerMyCcTon NoANMCaHHbIA Palin cnncka cepeepos (dain .drl), To
06HOBNEHMe BeAeTCa TOIbKO C 3TUX CEPBEPOB, a CepBepbI
OCHOBHOW 30HbI (CM. BbILLE) He NCMOb3YHOTCA 418 OOHOBIEHUS
BUPYCHbIX a3 1 aHTUBMPYCHOTO AApa.

3HayeHme No yMONYaHWUIO:

e nnsa GNU/Linux: /var/opt/drweb.com/custom-
drl/bases

o ana FreeBSD: /var/drweb.com/custom-drl/bases

PyKOBOACTBO aZMUHWCTpaToOpa

226



A7

-
¢

g
),
A

Mapametp

VersionUpdateEnabled

{noauyeckuli}

VersionDrlDir

{nyme k kamasnozy}

BackupDir

{nyme k kamasnozy}

MaxBackups

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

Paspelwuntb nan 3anpetntb 0OHOBEHNE BEPCUA KOMMOHEHTOB
Dr.Web Server Security Suite.

,D,O nycTMMble 3HaYeHUA:

e Yes — OBHOB/IEHWE pa3peLLleHo 1 byaeT NPOV3BOANTLCS;

e No — OBHOBJ/IEH/E He pa3peLleHo 1 He ByaeT NPOU3BOAUTLCS.
3HaueHvie Mo YMOUaHWIO: Yes

MyTb K KaTasory, XpaHalemy Gaiibl Ans NOAKTHOYEHUs K

cepBepaMm, UCMoJib3yeMbiM A OOHOBIEHWs BEPCUIA
komnoHeHToB Dr.Web Server Security Suite.

3HauyeHue No yMOYaHWIO:

e ana GNU/Linux: /var/opt/drweb.com/drl/version

o nnqa FreeBSD: /var/drweb.com/drl/version

MyTb K KaTasory, B KOTOPbIV COXPaHAOTCA CTapble BEPCUn
obHoBAEMbIX GaioB A/18 BO3MOXKHOCTM OTKaTa OOHOBAEHUIN.

Mpw Ka>xxgoM OBHOBAEHWN COXPAHAROTCA Pe3epBHbIE KOMUK
TONIbKO OH6HOBJ/IEHHBIX Palinos.

3Ha4yeHue no YMOYaHWKO!
e a5 GNU/Linux: /var/opt/drweb.com/backup

o anqa FreeBSD: /var/drweb.com/backup

MakcrMaibHOEe KOJIMUYECTBO COXPAHAEMbIX MPeablAyLLMX BEPCUN
o6HoBAsieMbIX dalinoB. Mpu NpeBbILEHNN 3TON BEMYMHBI Camas
cTapas Konus yaansetcs npu ouepesHOM 0H6HOBAEHUN.

Ecav 3HaueHve napameTpa — 0, TO NpeAblAylie Bepcun dainnos
JJ/151 BOCCTAHOBJIEHMSI HE COXPaHSHOTCS.

3HauyeHve no yMoaYaHuo: 0
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9.12. Dr.Web ES Agent

AreHT LeHTpannsoBaHHOM 3awmTbl Dr.Web ES Agent npesHa3HayeH Ans NOAKAHOUEHMUS
Dr.Web Server Security Suite k cepBepy LLeHTpan30BaHHON 3aLUATHI.

Korga Dr.Web Server Security Suite nogkntoueH K cepepy LLeHTPaAM30BaHHOM 3aLLMThI,
Dr.Web ES Agent cMHXpPOHM3MPYET ANLLEH3NOHHbIN KNtoYeBOW Gais C KIHUaMy,
XPaHALLMMUNCA Ha cepBepe LeHTpaansoBaHHoM 3awmTsel. Kpome Toro, Dr.Web ES Agent
nepejaeT Ha cepBep LEeHTPaAN30BaHHOM 3aLUMTbl, K KOTOPOMY OH NMOAKIIOYEH, CTaTUCTUKY
NHUMAEHTOB, CBA3aHHbIX C BPeAOHOCHbIM 10O, nepeyeHb 3anyLieHHbIX KOMMOHEHTOB U UX
COCTOSIHME.

Tarke Dr.Web ES Agent BoinonHseT o6HoBAeHWe BUpPYCHbIX 6a3 Dr.Web Server Security Suite
HEenocpeACTBEHHO C NMOAKIFOUEHHOIO CEPBEPA LEHTPAIM3OBAHHON 3aLUMTbI, MUHYS
KOMMNOHeHT o6HoBneHna Dr.\Web Updater.

9.12.1. MpnHUKnnbl paboTbl

KomnoHeHT Dr.Web ES Agent ocyLuectBaseT nogkitoueHne K cepBepy LieHTpaiM30BaHHOWM
3aLUWThl, KOTOPbIN NO3BOAAET aAMUHNCTPATOPY CETU peasn3oBaTb Ha BCEM MPOCTPaHCTBE
ceTu efNHYH NOANTUKY 6e30NacHOCTM, B YHaCTHOCTM, HacTPOUTb Ha BCex paboumx cTaHLMAX U
cepBepax CeT! OAMHaKOBbIe CTpaTernu nposepku GanoB 1 Apyrmx o6beKToB GparinoBoM
CUCTEMbI U peakunmn Ha obHapy>KeHHble yrpo3bl. Kpome Toro, cepsep LieHTpann30BaHHOM
3alUMThl BbINMOAHAET B paMKax 3alyMiLaeMoin cet GyHKLUMKN BHYTPEHHEro cepaepa

OBHOBNEHWNI, UTPas POJb XPaHWUAVWLLA aKTyalbHbIX BUPYCHbIX 6a3 (O6HOBNIEHWE B 3TOM Caydae

npomnssoauntca yepes Dr.Web ES Agent, Dr.Web Updater He ncnonb3syetcs).

Mpwu noakntoueHnn Dr.Web ES Agent k cepBepy LieHTpaan30BaHHOW 3aLUMTbl areHT
obecneuvBaeT NpmMeM OT cepBepa akTyaJlbHOW BEPCMM HAaCTPOEK MPOrPaMMHbIX
KOMMOHEHTOB W1 IMLLEH3UOHHOIO K/IHOUEeBOTrO Galifa, KOTopble OH NepesaeT AeMOHY
ynpasaeHusa koHdurypaumen DrWeb ConfigD ans npuMeHeHUs K ynpaBaseMbiM
KOMMNOHeHTaM. KpoMe TOro, oH MOXeT NpUHMUMaTb OT cepBepa LLeHTPaaM30BaHHOM 3aLLMThI
3afjaHunA Ha NpoBepky 06bekToB GannoBON CUCTEMBI Ha paboyen cTaHUUK (B TOM yucae no
pacrnmncaHuio).

Dr.Web ES Agent cobupaeT 1 oTnpaBasieT Ha cepBep, K KOTOPOMY OH MOAKIHOYEH, CTaTUCTUKY
OBHapy>XeHUs Pa3INUHbIX YTPO3 N MPUMEHEHHbIX JENCTBUN.

Ans noaknroueHma Dr.Web ES Agent k cepBepy LieHTpann3oBaHHOW 3aWwuTbl TpebyeTca nmeTb
naponb 1 naeHTMduKaTop y3na («pabouen cTaHUUN» B TEPMUHAX cepBepa
LEeHTPa/M30BaHHOW 3alumThl), @ Takke Gann nybamyHOro kitoua wnudpoBaHus,
MCNO/Ib3yeMOro CepBepPOM ANs NOATBEPXKAEHMA ero NoAIMHHOCTU. BMmecTo naeHtndmnkatopa
CTaHLMM MOXHO yKa3aTb Npu NOAKNOYEHUN AEHTUPUKATOP OCHOBHOM 1 TapudHOW rpynn, B
KOTOpble CTaHLMI0 HeOH6XOANMO BKAOUMTL Ha cepBepe. TpebyeMble naeHTUGMKaTOpbl 1 hann
Ny6AMYHOTO K/toYa MOXKHO MOAYYNTb Y aAMUHUCTPATOPA, YNPaBAAOLLErO aHTUBUPYCHOM
3aLUMTON CeTn Yepes cepBep LIeHTPaAN30BaHHOM 3aLUMThl.
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Kpome TOro, k cepBepy LLeHTPaAM30BaHHOM 3aLWyTbl MOXHO MOAKIOUNTb 3aLUMLLAEeMbl y3en
(«pabouyto CTaHLNIO») B PEXNUME «HOBUYOK», ECIN AaHHAaA BO3MOXHOCTb pa3peLleHa
CepBepoOM LieHTpan30BaHHOW 3almMTbl. B 3TOM cnyuae nocse Toro, kak agMMHUCTPATOP
NOATBEPANT 3aABKY Ha MOAKIOUEHNE CTaHLMN, CEpBEP LEHTPaIM30BaHHOW 3aLUMThl
aBTOMaTMUeCKN CreHepupyeT ANs y3i1a HOBble NAEHTUOMKATOP M Mapoab U OTNPABUT X
areHTy 418 NCMONb30BaHMA NPU MOCAEAYOWNX NOAKIOUEHUSAX.

9.12.2. AprymeHTbl KOMaHAHOWU CTPOKU

Yto6bl 3anycTuTh KOMNoHeHT Dr.Web ES Agent 13 koMaHAHOW CTPOKW, BbIMOJHUTE KOMaHAY:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-esagent [<napamempsi>]

e anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-esagent [<napamempel>]

Dr.Web ES Agent gonyckaeT ncrnosib30BaHMe C/ieAytoLmx NapameTpoB:

Mapametp OnucaHue

--help Ha3HaueHwe: BbiBog Ha 3KpaH KOHCOAN WK IMyAsSTOpa TepMUHaNa KPpaTKOM CrpaBKM
Mo UMERLLMMCS NapaMeTpamM KOMaHAHOW CTPOKM U 3aBepLueHne paboTbl
KOMMOHeHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHwe: BbiBoA Ha 3KpaH KOHCOAN WK 3MyAsTopa TepMuHana nHdopmaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuin BapuaHT: -v
AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-esagent --help

[laHHas KOMaHJa BbiBeZET Ha 3KpaH KpaTkyro cnpaBkKy komnoHeHTa Dr.Web ES Agent.

3ameuaHunAa o 3anycke

3anyck KOMMNOHEHTa B aBTOHOMHOM pPeXnMe HenoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKU He
npesycMoTpeH. KOMMNOHEHT 3anyckaeTcs aBTOMaTUYeCKu, NP cTapTe onepaLyoHHOM
CUCTEMDI, AeMOHOM ynpaBaeHus koHourypaumen Dr.Web ConfigD. ina ynpaBaeHus

napameTpamum paboTbl KOMNOHEHTa, a Takke ans noakntoyeHma Dr.Web Server Security Suite k

cepBepy LEHTPaAN30BaHHON 3aLUMTbl ncnonb3yrTe ytuanty DrWeb Ctl, npegHa3HayeHHyr0
ana ynpasneHuns Dr\Web Server Security Suite n3 komaHZHOW CTPOKM.
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@ [Ans 3anycka ytwantel Dr.Web Ctl ncnoab3syiite komanay drweb-ctl.

,ﬂ,flﬂ noJsiy4eHna CnpaBkn O KOMIMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-esagent.

9.12.3. MNapameTpbl KOHPUrypaLUu

KomMnoHeHT ncnonb3yet napaMeTpbl KOHPUIypaLmm, 3ajaHHble B cekUunn [ESAgent ]
obbeanHeHHOro koHburypauvonHoro davina Dr.Web Server Security Suite.

B cekumu npeacTaBaeHbl caeayrolme napameTpsbi:

Mapametp

LogLevel

{yposeHb nodpobHocmu}

Log
{mun xypHanaj}

ExePath

{nyme K cbaliny}

MobileMode

{On | Off | Auto}

OnucaHue

ypOBeHb I'IO,QQO6HOCTI/I BeAeHNA XypHaJsia KOMMOHEeHTa.

Ecnv 3HaveHme napamMeTpa He yKa3aHO, NCNOJIb3yeTCA 3HaYeHne napamMeTpa
DefaultLoglLevel 13 cekuun [Root].

3HaueHue Mo ymMoiyaHuio: Notice

MeTo/ BefeHMs XXypHaia KOMMOHEHTa.

3HauyeHve no YMOYaHUKO: Auto

MyTb K McnonHsemomy dainy KOMMOHeHTa.

3HaueHve no YMONYaHUIO:
e a1 GNU/Linux: /opt/drweb.com/bin/drweb-esagent

e anqa FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
esagent

Vicnosb3oBaTth MAM He UCMONb30BaTb MOOWIbHBIN pexxkum Dr.Web Server
Security Suite Npv NOAKAOUYEHWM K CEPBEPY LIEHTPaAN30BaHHOM 3aLLUTbI.

ﬂ,O nyctMble 3HaYeHNA:

e On — 1CMoJ/Ib30BaTh MOBWUBHBIN PEXIM, ECIN OH pa3peLleH CEPBEPOM
LieHTpaIM30BaHHOM 3aLLuThl (ycTaHaBAMBaTb OHHOBAEHNS C CEPBEPOB
0bHOBIEHMI KOMMaHUK «[JokTop Beb» ¢ nomouwbio Dr.Web Updater);

e Off — He UCMOo/b30BaTbh MOBUBHbBIN PEXUM, OCTaBaTbCs B pexvMe
LieHTPaNn30BaHHOW 3aLuThbl (BCerga nosyyatb O6HOBAEHNS TONBKO C
cepBepa LeHTpaav30BaHHOM 3aLLnTbI);

e Auto — WCMOJ/Ib30BaTb MOGWIbHBIN PEXUM, ECIV OH pPa3peLLeH CEPBEPOM
LLeHTpaﬂM3OBaHHOﬁ 3alnTbl, a 06HOBNEHUA yCTaHaB/IMBaTb KakK C CEPBEPOB
06HOBNEeHW KoMmnaHun «[lokTtop Beb» ¢ nomowbto Dr.Web Updater, Tak 1
C cepBepa LieHTPaM30BaHHOM 3alluThbl, B 3aBVCMMOCTI OT TOTO, Kakoe
coefvHeHVe JOCTYMHO 1 KauecTBO Kakoro COeAUHEHVs yuLle.
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Mapametp

Discovery

{On | Off}

UpdatePlatform

{HazeaHue nnamgopmei}

DebugIpc

{noauyeckuli}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

I HOBEAEHVIE AAHHOTO NapamMeTpa 3aBUCUT OT pa3peLueHV|17| Ha
° cepBepe: ecnn MOBUNbHBIN PEXNM Ha NUCNOb3yeMOM
cepBepe He pa3pelleH, TO NapaMeTp He MMeeT HUMKaKOro

apdekTa.

3HayeHWe Mo yMoiyaHur: Auto

PaspeLunTb WAW 3anNpeTuTb areHTy NpUHUMaTh discovery-3anpockl oT
MHCMEeKTOpa CeTh, BCTPOEHHOTO B CepBep LEHTPasIM30BaHHON 3aLLnThl
(discovery-3anpocbl UCMONb3YIOTCH MHCMEKTOPOM ANS MPOBEPKM CTPYKTYPbI 1
COCTOAHWA aHTVBUPYCHOM CETH).

ﬂ,O nyctMbl€ 3HaYEeHNA:

e On — paspeLuaTtb areHTy NpuHMMaTh 1 obpabaTbiBaTh discovery-3anpocsl;

e Off — 3anpeTuTb areHTy NpuHUMaTb 1 obpabaTbiBaTb discovery-3anpochl.

| [aHHbI NapaMeTp MMeeT MPUOPUTET Haj HaCcTpOMKaMu
: cepBepa LIeHTPaNM30BaHHOW 3aLLWTbl: €C/IN yKa3aHo

3HaueHve Of £, areHT He ByaeT npvHUMaTh discovery-
3anpochl, Jaxe ecaun 31a GyHKUMA BKIOYEHA Ha CcepBepe.

3HauyeHwe no YMO4YaHUIO: On

O603HaueHvie N1athopMbl, A5 KOTOPOW areHT byAeT noayyatb C cepBepa
LieHTPa30BaHHO 3aLLWTbl OBHOBAEHNS ANS aHTUBMPYCHOTO AApa.

ﬂ,O nyctMble 3HaYEHNA:

o ana GNU/Linux: unix-1linux-32, unix-linux-64-engine64, unix-
linux—-aarch64, unix-linux-e2k, unix-linux-e2k-engine64,

unix-linux-mips, unix-linux-ppc64le;
e anda FreeBSD: unix-freebsd-32, unix-freebsd-64-engine64;

e ana Darwin: unix-darwin-32, unix-darwin-64-engine64, unix-—
darwin-aarché64.

HactosTenbHO He pekoMeHayeTcs M3MEHsATb 3HaueHue
: napameTpa, eC/M Bbl He YBEPEHbI, YTO 3TO AENCTBUTENBHO
HeobxoAnMoO.

3HaueHwve No ymonuaHuo: 3agucum om ucnose3yemMol niamgopmel

Brkatouatb nam He BKAKOYATb B XXYPHaI Ha OTAaL0YHOM YpOBHe (npw
LogLevel = DEBUG) noapo6Hble coobuenus IPC (B3anmogenictene Dr.Web
ES Agent n gemoHa ynpaeneHus KoHdurypaumen Dr.Web ConfigD).

3HayeHue No yMonyaHuo: No
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Mapametp

DebugConfig

{noauyeckuli}

SrvMsgAutoremove

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

[ob6aBnAaTb nnn He A06aBAATbL B XypHaa MHGOPMALMIO O HaCTpOMKax,
MOJIyYEHHbIX OT cepBepa LeHTPaM30BaHHOW 3aLnThl.

3HauyeHwe no yMOAYaHMO: No

CpOK XpaHeHuA COO6U.I,eHI/II7I. Mo 3aBepLeHnn yKazaHHOro Cpoka COO6LU,€HI/IF|
YAANAKTCA U3 6a3bl.

[Jonyctumble 3HaveHns: oT 1 Hegenv (1w) fo 365 aHein (3654).
3HaueHMe napameTpa yKa3blBaeTcA B BUAe LEsoro umcna ¢ cybodumkcom s, m, h,
d, w.

3HaueHue Mo yMoYaHuro: 1w
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9.13. Dr.Web HTTPD

KomnoHeHT Dr.Web HTTPD obecneunBaeT MHGPaCTPYKTypy ANA TOKAAbHOIO UAN YAANEHHOTO
B3anmogencteus ¢ Dr.Web Server Security Suite nocpeactsom npotokona HTTP (Hanpumep,
yepes Beb-6payzep).

NMomumo ynpasneHus DrWeb Server Security Suite uepes Beb-nHTepdeinnc Dr.Web, Bbl MoxeTe
MCNONb30BaTh HEMOCPEACTBEHHO KOMaHAHbIM nHTepdernic (HTTP API) DrWeb HTTPD gns
B3anmmozencTemns ¢ komnoHeHTamu Dr.Web Server Security Suite no npotokony HTTPS.
[aHHaa BO3MOXHOCTb No3BoaseT pa3pabortate ans Dr.Web Server Security Suite
COBCTBEHHbIV YNpaBAaoWmMin nHTepdenc.

HTTP API DrWeb HTTPD onucaH B COOTBETCTBYHOLLEM Da3jene.

Mpn ncnonb3oBaHWMK 3amLLLEeHHOro coeanHeHna HTTPS Heobxoammo obecneunTs cepBep
Dr.Web HTTPD koppekTHbIM cepTudurkaToM u 3aKpbITbiM K1to4Yom SSL. o ymonuaHuio ana
Dr.Web HTTPD cepBepHbI/ cepTduKaT 1 3aKpbliTbl KoY SSL reHepupytoTca aBTOMaTUyeCcku,
B NMpoLecce yCTaHOBKW, HO MPU HEOHXOANMOCTN Bbl MOXETe CreHepupoBaTb ANA cepBepa
CO6CTBEHHYIO Napy cepTudukaT/kntoy. Takoke NepCcoHaibHbIN YAOCTOBEPSAIOLWLMIA cepTUdUKaT
no/ab30BaTens, NOANUCaHHbIN oBepeHHbIM ans Dr.\Web HTTPD ceptudurkatom
YAOCTOBEPAIOLLErO LEHTPA, MOXET MCNOAb30BaThCA A1 aBTOMATUUeCKoW aBTopu3anumnm
KIMeHTOB npwu obpaweHnm k DrWeb HTTPD.

Ana reHepaumn knroYen n cepTMdrKaTtoB MOXHO BOCMONb30BaTbCA YTUANTOW openssl.
MprMepbl NCMOAb30BaHNA YTUANTBI openssl 419 reHepaumn cepTMOnKaToB 1 3aKpPbITbIX

Kntouen npueeseHbl B pasgene [Npunoxexue /[l FeHepauma ceptudukaros SSL.

9.13.1. MpnHYUKMNbI paboTbi

Dr.Web HTTPD npegctaBnset cobon Beb-cepBep, cneunanbHo pa3paboTaHHbIN AN
ynpasneHusa paboton Dr.Web Server Security Suite, n03Bonsis TeM caMbIM He UCMO/b30BaTb
419 3TUX Lenen kak CTopoHHue Beb-cepBepsbl (Takmne kak Apache HTTP Server n Nginx), Tak u
ynpasastoLwme cepBmcbl Hanogobme Webmin. bonee Toro, oH MmoxeT paboTtate C HUMWU Ha
OAHOM Y3/€e, He NPenATcTBYA UX GYHKLNOHUPOBAHMIO.

Cepsep Dr.Web HTTPD ob6cnyxmBaeT 3anpockl, noctynaroLme no npotokonam HTTP n HTTPS
Ha COKeTbl, 3aJlaHHble B €ro HaCTPOWKax, YTo NO3BOAAET eMy He KOHPANKTOBaTb C APYrMMU
Beb-cepBepamu, eCiM OHU TakKe MCNOAb3YHOTCA Ha 3ToM y3ne. [na ynpasneHus Dr.Web
Server Security Suite ncnonb3yetca 6e3onacHbii npoTokoa HTTPS.

| Beb6-uHtepdeiic ynpasneHus Dr.Web He aBasetca obsa3aTenbHbiM AN GYHKLMOHMPOBAHWS
: Dr.Web Server Security Suite © MOXeT OTCyTCTBOBaTb, MO3TOMY COOTBETCTBYHOLLUIA 610K Ha
cxeme o6BeseH NyHKTUPHOW rpaHuLEen.
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KomnoHeHT Dr.Web HTTPD dopmupyeT ynpaBastoLime KOMaHAbl K JeMOHY ynpaBieHUs
koHourypaumen Dr.Web ConfigD, komnoHeHTy npoBepku darinos Dr.\Web File Checker n
APYrMM KOMMOHEHTaM Ha OCHOBaHWM KOMaHJ, noay4veHHbIx yepe3 HTTP API.

OnucaHune Beb-nHTepdenica ynpaBneHus, ncnonb3syrowero Dr.Web HTTPD, npuBeaeHo B
COOTBETCTBYIOLLEM pa3jene.

Ecnm Beb6-nHTepdenc ynpasneHns Dr.Web He BiitoueH B coctaB Dr.\Web Server Security Suite,

Bbl MOXETE MOAKIHOUNTL K MPOAYKTY H060M CTOPOHHUIN NHTepdenc ynpaBaeHums,
ncnonbyrowmin HTTP API (onucaH B pa3gene Onucaxune HTTP API) komnoHeHTa Dr.Web
HTTPD.

9.13.2. AprymMmeHTbl KOMaHAHOW CTPOKM

Y1o6bl 3anycTUTh KOMNOHEHT DrWeb HTTPD 13 koMaHAHOWM CTPOKM, BbIMOJHUTE KOMaHAY:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-httpd [<napamempeoi>]

e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-httpd [<napamemper>]

DrWeb HTTPD ponyckaeT ncnosb3oBaHWe CieAyoLLMX NapamMeTpoB:

Mapametp OnucaHwue

——help Ha3HaueHve: BbiBoA Ha 3KpaH KOHCOMN UAKN 3MYNSTOpa TepPMUHaNa KPaTKOW Crpaskuy no
MMEILLMMCS MapamMeTpamM KOMaHAHOW CTPOKM 1 3aBepLueHre paboTbl KOMMOHEHTa.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version  Ha3HaueHve: BbiBOZ Ha 3KpaH KOHCOM WAM AMynsTOpa TepMyHana nHbopmaumm o
BEPCUM KOMMOHEHTa ¥ 3aBeplueHne paboTbil.

KpaTkuin BapuaHTt: -v
AprymeHTbl: Het
Mpumep:

S /opt/drweb.com/bin/drweb-httpd --help

flaHHas KOMaHAa BbIBEAET Ha 3KpaH KpaTKyto cnpasky komnoHeHTa Dr.Web HTTPD.

3ameuaHuA o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM peXnMe HeNnoCPeACTBEHHO M3 KOMaHAHOW CTPOKU He
npeaycMoTpeH. KoMnoHeHT 3anyckaeTcs aBToMaTUyeCckn JEMOHOM yrpaBaeHms
kKoHourypaumen Dr.Web ConfigD npu HeobxoammocTu (06bIUHO Npu 3arpyske
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onepaunoHHOM cucTeMbl). ECIM KOMMOHEHT 3anyLueH, To 418 ynpaBaeHns paboTon
komnoHeHToB Dr.Web Server Security Suite goctatouHo BbinonHuTe HTTPS-nogkitoueHme k
OAHOMY M3 aZpPecoB, 06CYXMBaKOLWMX QYHKLIMOHMPOBaHMe Be6-MHTepdelica, NPy MOMOLLM
noboro ctaHgapTHOro 6paysepa. na ynpaBaeHuns napameTpaMmun paboTbl KOMMOHEHTa

NCNONb3YNTe YTUANUTY

Dr.Web Ctl, npegHa3HaueHHYyto ansa ynpasneHus Dr.\Web Server Security

Suite N3 KOMaHAHOW CTPOKM.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnonb3syiite komanay drweb-ctl.

,ﬂ,flﬂ noJsiy4eHna CnpaBkM O KOMMOHEHTE N3 KOMaHAHOVI CTPOKWM BbINOJIHUTE KOMaHAYy
man 1 drweb-httpd

9.13.3. NapameTpbl KOHPUTypaLUu

KomMnoHeHT ncnonb3yet napamMmeTpbl KOHGUrypaLmm, 3ajaHHble B cekumm [HTTPD]
ob6beanHeHHOro koHburypauvonHoro darvina Dr.Web Server Security Suite.

B cekumu npeacTaBaeHbl caeayroume napameTpsi:

Mapametp

LogLevel

{yposeHb nodpobHocmu}

Log
{mun xypHanaj}

ExePath

{nyme K cbaliny}

Start

{noeuyeckuti}

OnucaHue

yQOBeHb I'IOAQO6HOCTI/I BEAEHNA XypHajsa KOMMOHEHTa.

Ecnn 3HaveHne napamMmeTpa He yKa3aHO, UCNOb3yeTCA 3Ha4veHne
napameTpa DefaultLogLevel u3 cekuun [Root].

3HauyeHue No ymonyaHuo: Notice

MeToz BegeHUa XypHasia KOMAOHEHTa.
3HauyeHWe Mo yMOYaHMIO: Auto

MyTb K UcronHsaemomy dainy KOMMOHEHTa.

3HauyeHure no YMONYaHUIO!

e ans GNU/Linux: /opt/drweb.com/bin/drweb-httpd

e anqa FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
httpd

3anycTuTb WM OCTaHOBUTb KOMTOHEHT C NMOMOLLbIO AeMOHa KOHOUrypaLmm
Dr.Web ConfigD.

YcTaHOBKa AiaHHOTro mapamMeTpa B Yes NpeAnucbiBaeT JeMOHyY yrpaBaeHus
KOHUrypaupen HeMe1eHHO 3anyCcTUTb KOMIMOHEHT, @ YCTaHOBKa ero B
3HaueHVe No — HeMe//1IeHHO 3aBepLunTb paboTy KOMMOHEHTa.

3HaueHVe Mo YMOYaHWIO: 3a8ucuUm om mozo, ycmaHosJsieH /U 8eb-
uHmepdelic ynpasseHus
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Mapametp

RunAsUser

{UID | ums nonvzosamensy)

AdminListen

{adpec, ...}

AdminSslCertificate

{nyme « ¢paliny}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

MNMonb3oBaTtenb, OT UMEHW KOTOPOTO 3amMycKaeTcsa KOMMOHEHT. Bbl MoxeTe
yKasaTb UMCNOBON naeHTMdukatop nosb3osatens (UID) uam ero mms
(noruwH). Echn nma nonb3oBaTtens coctouTt us Lmdp (T. e. moxoxe Ha
uncnosoi UID), To oHO yka3biBaeTcs ¢ NpeduKCcoM name :, Hanpumep,
RunAsUser = name:123456.

Ecam nms nonb3osatensi ykazaHO HEKOPPEKTHO, paboTa KOMMOHeHTa
3aBepluaeTca oWwmnbKoW cpa3y nocse NomnbITKM 3amnycka.

3HauyeHve no YMOJIYaHUIO: drweb

Cnncok ceTeBbIX COKETOB (KaXkAblli COKET onpeaenseTca napon <IP-
adpec>:<nopm>), npocaywmnsaembix Dr.Web HTTPD B oxugaHum
nogkatoueHun no HTTPS OT KINEHTOB C aZAMUHUCTPATUBHLIMMU
nosHoMounaMN. Micnonb3yeTcs Kak And NOAKNHOUEHMs K Beb-rHTepdency
ynpasaeHus, Tak n ana goctyna Kk HTTP APL

3HaueHUs B CMINCKe YKa3bIBAtOTCS vepes 3anaTyro (KaXkaoe 3HaueHve B
KaBblukax). [lonyckaeTcs NOBTOPEHWe NapameTpa B CeKUMM (B 3TOM Caydae
BCE 3HAaUeHUss 0OBbEANHSAIOTCA B €4NHBIA CMMCOK).

Mpwumep: flobaButb B cnincok cokeTbl 192.168.0.1:1234 1 10.20.30.45:5678.

1. [obaBneHne 3HaUeHU B KOHPUrypaLMOHHbIN dalin.
o [lBa 3HaUeHVs B OAHOW CTPOKE:

[HTTPD]
AdminListen = "192.168.0.1:1234", "10.20.30.45:5678"

e [IBe cTpOKM (NO OAHOMY 3HAaYEHUIO B CTPOKeE):

[HTTPD]
AdminListen = 192.168.0.1:1234
AdminListen = 10.20.30.45:5678

2. [lobaBaeHue 3HaUeHWUI C MOMOLLbIO KOMaHabl drweb-ctl cfset:

# drweb-ctl cfset HTTPD.AdminListen -a 192.168.0.1:1234
# drweb-ctl cfset HTTPD.AdminListen -a 10.20.30.45:5678

Ecnan He ykazaHO HM OAHOTO 3HaueHus, To ucnosblosaHne HTTP APl v Be6-
nHTepdeica ynpasieHs HEBO3MOXHO.

3HauyeHue No ymonyaHuioo: 127.0.0.1:4443

MyTb K Pariny cepepHoro ceptndmkaTta, UCMONb3YEMOrO CepBepPOM Beb-
nHTepdeica ynpasieHys 418 B3aUMOJENCTBUSA C KINEHTaMW,
NOAKNHOYAROLLMMUNCA K aZAMUHUCTPATUBHOMY COKeTy no npoTtokoay HTTPS.

®aiin cepTudurKaTa reHeprpyeTCs aBTOMaTUYECKN MPW YCTaHOBKeE
KOMMOHeHTa.
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AdminSslKey

{nyme « ¢paliny}

AdminSsl1CA

{nyme « cpaliny}

PublicListen

{adpec, ...}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

| ®arin ceptudurkaTa 1 daiin 3aKpbITOro KitoYa
: (onpepensetcs napameTpoM AdminSs1Key) AOMKHbI

COOTBETCTBOBATbL APYr APYry.

3HayeHue No yMONYaHWIO:

e ana GNU/Linux: /etc/opt/drweb.com/certs/serv.crt

o nnqa FreeBSD: /usr/local/etc/drweb.com/certs/serv.crt
MyTb K paliny 3aKpbITOro Kiroua, UCNoNb3yeMOro cepeepom Beb-

WHTepdelica ynpasaeHVa AN B3aVMOAEWCTBUS C KNNEHTaMMU,
NOAKIOYAOLLMMUCA K a4MUHUCTPATUBHOMY COKeTy no npoTtokosy HTTPS.

®dalin 3aKpbITOro KIt0Ya reHepupyeTca aBTOMaTUYEeCKN MPU YCTaHOBKeE
KOMMOHeHTa.

ili ®ainn cepTudukaTa (onpesenseTcs napameTpom
: AdminSslCertificate) n dain 3akpbITOro Kioya

JOJIKHbI COOTBETCTBOBATb APYr APYrY.

3HaueHuVe no YMOYaHWKO!
e ans GNU/Linux: /etc/opt/drweb.com/certs/serv.key

o nnqa FreeBSD: /usr/local/etc/drweb.com/certs/serv.key

MyTb K Pariny cepTmdukaTta LZOBEPEHHOTO LEHTPa cepTuduKaLm ans
cepTMPMKaTOB, NCMONb3YEeMbIX KIUEHTaMK, MOAKIOYAOLLUMUCA K
aZAMVHUCTPaTMBHOMY COKeTy no npoTokosay HTTPS.

Ecan ceptudukat kaveHTa nojnmcaH ykasaHHbIM 34ecb cepTUdrKaToMm, TO
AN KAVEHTa He MPOU3BOAMUTCA ayTeHTUDUKaLWA yKasaHeM napbl NOTUH-
naposb. bonee Toro, 3TOT MeTO/, ayTeHTUdMKaLMM 3anpeLlaeTcsa Ans
KJIMEHTOB, NCMOb3YHOLLMX CepTUPUKaTLI, MOANUCAHHbIE 3TUM
ceptMduKaTom.

KnveHT, npolueslivin ayTeHTUGUKaLmo Npu nomoLm ceptudukaTa, scersa
cuuTaeTcs cynepnosib3oBaTesieM (root).

3HaueHue No ymMmonyaHuwo: (He 3a0aHo)

Cnncok ceTeBbIX COKETOB (KaXkAbl COKET onpeaenseTcs napon </P-
adpec>:<nopm>), npocayweaemblx Dr.Web HTTPD B oxugaHum
nogkatouenHmin no HTTP oT KIMEHTOB C OrpaHUYeHHbIMU NOJHOMOUMSIMMU.

3HaueHUs B CMNCKe yKa3bIBAtOTCS Yepes 3anaTyro (KaXkaoe 3HaueHve B
KaBblukax). [lonyckaeTcs NOBTOPEHWe NMapameTpa B CeKUMM (B 3TOM Caydae
BCE 3HAaUeHNs1 0ObeANHSAIOTCA B €ANHBIA CMNCOK).

Mpwumep: Jlobaeutb B cnincok cokeTbl 192.168.0.1:1234 1 10.20.30.45:5678.

1. [obaBneHne 3HaYeHW B KOHOUrypaLUMOHHbIN dalin.
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Mapametp OnucaHue

e /[lBa 3HaueHWsi B OAHOW CTPOKE:

[HTTPD]
PublicListen = "192.168.0.1:1234", "10.20.30.45:5678"

e [IBe cTpOKM (MO OAHOMY 3HAaYEHUIO B CTPOKeE):

[HTTPD]
PublicListen = 192.168.0.1:1234
10.20.30.45:5678

PublicListen
2. [dobaBneHve 3HaYeHU C MOMOLLb KOMaHabl drweb-ctl cfset:
# drweb-ctl cfset HTTPD.PublicListen -a 192.168.0.1:1234

# drweb-ctl cfset HTTPD.PublicListen -a 10.20.30.45:5678

MNogkntountbes K HTTP APl ¢ nosiHbIM Habopom KoMaHA 1 Beb-uHTepdeicy
ynpas/ieHVa, UCMoNb3ya JaHHble ajpeca, HEBO3MOXHO.

3HaueHne Nno ymosnyaHuto: (He 3a0aHo)

WebconsoleRoot MyTb K KaTanory c dannamv Be6-nHTEpdElica yrnpasaeHus (aHanor

kaTanora htdocs ana Apache HTTP Server).
{nyme k kamasnozy}

3HaueHue no YMOYaHWKO!

e ana GNU/Linux: /opt/drweb.com/share/drweb-
httpd/webconsole

o nnqa FreeBSD: /usr/local/libexec/drweb.com/share/drweb-
httpd/webconsole

HelpRoot MyTb K KaTanory ¢ pannamum JoKyMeHTauum, AOCTynHOW Yepes Beb-

MHTepdenc ynpaBaeHus.
{nyme k kamasnozy}

3HaueHVe no YMOYaHWIKO!
e ans GNU/Linux: /opt/drweb.com/share/doc/html
o anAa

FreeBSD: /usr/local/libexec/drweb.com/share/doc/html

AccessLogPath MyTb K >ypHany 3anpocos HTTP/HTTPS, noctynaroLmx OT KIMEHTOB K

. cepBepy Beb-mHTEpdElica ynpaBaeHUs.
{nyme K cbaliny}

Ecav napameTp He 3ajaH, MHbGOpMaLMsa O 3anpocax B XypHan He
coxpaHseTcs.

3HaueHWe No ymoiyaHuto: (He 3a0aHo)

9.13.4. Onucanue HTTP API

B aTom pasgene

e Obuime nonoxeHns
o Popmat HTTP-otBeTa Ha HTTP-3anpoc

s Koanpoeka cTpok o6bekTos JSON
o Obuine orpaHNYeHns Ha nepejady AaHHbIX
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e ABTOpM3ALIMA N NAEHTUDUKALMA NONb30BATENS

o C NOMOUIbO NornHa 1 napona (SCS)
o ABTOpM3aLMA N0 AMYHOMY cepTudukaty
e YnpaeneHuve DrWeb Server Security Suite
e [IpoBepka 06bEKTOB
e YOpagaeHue COUCKOM Yrpo3
e YnpaBieHue KapaHTUHOM
e [lpuMepbl ncnosbioBaHund HTTP API

O6wue NonoXxeHus

HTTP APl npeacTtaBaseT o0 MHCTPYMEHT ans nHterpaumm Dr.Web Server Security Suite co
CTOPOHHMMW NPUNOXEHNAMMN Yepe3 npoTokon HTTP (ana obecneueHns 6esonacHOCTM
MCNONb3YeTCa 3alpiLeHHbI npoTtokon HTTPS).

Ana B3anmogenctena ¢ APl ncnonbsyetca npotokosn HTTP Bepcuun 1.0. Bo Bcex 3anpocax
NCMONb3YHOTCA CTaHAAPTHbIE MeToAbl NpoTokona HTTP — GET u POST. Bce AgaHHbIe, 3a
nckatoUeHnem ocobo oroBopeHHbIX cyyaeB, nepegatorca B Buge JSSON-o6bekToB. [Mpu
nepegaye JSON-ob6bekTa B Tene 3anpoca HTTP POST 3aronoBok Content-Type : AOMXKEH
6bITb YCTAaHOBNEH B 3HaYeHWe application/json. na acHoctn npumepbl JSON-06bekToB,
npuBeAEeHHbIE HUXE, CHaBXeHbl KOMMEHTapUAMM (HaUMHALOTCA C CUMBOJIOB / /), KOTOPbIE He
noasep>xwmsatorca popmatom JSON 1 npun BCTaBKe B KO AOMKHbI ObITb yAaN€eHbI.

®opmar HTTP-orBeta Ha HTTP-3anpoc

e B otBeT Ha BCe 3anpockl APl Bceraa (3a nckiroyeHnem ocobo oroBOpeHHbIX Cyvaen)
Bo3BpaLyaeT JSON-ob6bekT. B cnyyae Bo3HmMkHoBeHMA owmnbkm APl BosBpaluaet JSSON-
ob6bekT Error.

e Eciv none otBetHOro JSON-0b6bekTa MMEET TUM «MacCUB», HO 3TOT MACCUB HE COAEPKMUT HU
OZlHOTO 3/1eMEeHTa, TO B OTBETE CepBepa Takoe noJsie onyckaercs.

e 3aronoBok Content-Type: B OTBeTe BCerja (3a UckitoueHnem ocobo oroBopeHHbIX
CNy4YaeB) MMeeT 3HaueHne application/json.

e [pu nonbiTke 06 paLLeHNs K HeCyLLEeCTBYHOLEMY pecypcy B oTBeTe Bo3BpaLiaeTtcs JSON-
061bekT Error, B KOTOPOM nosae code MMeeT 3HayeHne EC_ UNEXPECTED MESSAGE.

e Ecnm ncnonbayetcsa SCS (Secure Cookie Sessions for HTTP), To oTBeTbI coaepkaT cookie,
NnoATBep>KAatoLime aBTopmr3aLnto KaneHTa (3aecb n ganee — SCS-cookie).

KoaupoBka cTtpok o6bekToB JSON

e Ctpoku nepepatotcs B koagmposke UTF-8 (6e3 BOM). B 3anpocax cumBOAbl BHe TabauLbl
ASCIl He akpaHUMpyrOTCA NocNeA0BaTeNbHOCTAMMN TUMNA \uXXXX, a NepesaroTca B KOAMPOBKe
UTF-8.
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e B otBeTax 06bekTbl JSON MoOryT cogep>xaTb Kak CUMBOJbI, 3akoAnpoBaHHble B UTF-8, Tak n
3KpaHWpPOBaHHbIE NOCNeA0BaTEbHOCTN \ uXXXX.

O6wue orpaHNUeHUA Ha nepeaavy AaHHbIX

e B POST-3anpocax, B Tesnie kotopbix nepegaetcs JSSON-o6bekT, 4onycTMbl At06ble CUMBOJIbI,
pa3peLieHHble RFC 7159 .

e B GET-3anpocax B URI MOryT ©CNo/ib30BaTbCs Nt06ble CMBOLI, paspelueHHbie RFC 1945 .

e B nt06bIX ApYrux yacTax 3anpoca (3arosioBKu, Tesia) Takke MOTyT 6biTb UCMOJ/Ib30BaHbI
nobble CUMBObI, paspelleHHbie RFC 1945 .

ABTOpM3auuna n naeHTMPunKaLma noab3oBarens

Y1obbl HauaTb paboTy ¢ API, knMeHT fo/kKeH 6bITb aBTOPM30BaH cepBepoM. [1peaycMoTpeHbl
ABa cnocoba aBTopm3aLmun:

1. Wcnonb3oBanwue SCS cornacHo RFC 6896 .

2. Vlcnonb3oBaHune KIMeHTCKMX cepTuduKatos SSL, yAOCTOBEPEHHbIX CepTUPUKATOM

posepeHHoro LIC Ha ctopoHe Dr.Web HTTPD. B 3ToM cnyyae KInMeHT cumMTtaeTcs
aBTOPW30BaAHHbIM KaK Cyrnepnosib3oBaTesb (MCMOAb3YHOTCA KIMEHTCKNE cepTUdUKaTbI
X.509).

Mpw aBTOpUM3aumn ¢ ncnonbloaHmem SCS SCS-cookie nepepatotca B cneayrowmx HTTP-
3arosoBkax: Cookie: — B 3anpoce, Set-Cookie: — B OTBeTE.
Mpw aBTOpM3aLmK € ucnosbloBaHueM SSL-ceptndunkato SCS-cookie He TpebyroTcs.

Mpwn aBTopur3aunmn no SCS pabota c APl HaunHaeTca ¢ oTNpaBkn KOMaHAbl login. B cayvae
YCNEeLWHOro BbIMNOJHEHWA 3TON KOMaHAbl KnneHT noaydaet SCS-cookie, noATBEep XKAQHOLLMIA
aBTOpU3aLunIoO.

Mpw aBTOPM3aLMN C MOMOLLLIO KINEHTCKOTO cepTUdMKaTa BbINOJHATL KOMaHAy login He
TpebyeTcs; Npu NonbiTke ee BbiNOAHeHWA byaeT Bo3BpalueH JSSON-ob6bekT Error.

C nomouwbto norvHa u napons (SCS)

KOMaH,D,bI aBTopM3aLmn 1 VI[],eHTVIq)I/IKaLI,I/II/I KJIneHTa:

Komanpa API OnucaHue

login [JenctBue: BbiNONHWUTL aBTOPU3aLWMIO KIMEHTA MO YKa3aHHbIM UMeHW NoJib30BaTeNs U
naposto Ana fanbHenwen pabotbl ¢ HTTP AP B cayuae ycnelwHon ayTeHTUd MKaLmm
Bo3BpaLaetcs SCS-cookie.

URL /api/10.2/1login

Metop HTTP: POST

PyKOBOACTBO aZMUHWCTpaToOpa
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Komanpa API OnucaHue
BxopaHble napametpbl: 06bekT AuthOptions
Pe3ynbTaT yCnewHOro UCnoiHeHUs: MycTol 06bekT, SCS-cookie
logout [JevictBue: OTo3BaTh (AeakTMBUPOBaThb) BbiAaHHbIA paHee SCS-cookie. B otBeTe Ha
3anpoc ¢ oTo3BaHHbIM SCS-cookie 6yzeT Bo3BpaLyeH 06bekT Error ¢ owmbKom
EC NOT AUTHORIZED.
URI: /api/10.2/1logout
Metog HTTP: GET
BxopaHble napametpbl: SCS-cookie
Pe3ynbTaT MCMONHEHWA: NyCTON 06BbeKT
whoami Jevictre: Monyunts MM aBTOPU3OBAHHOTO MOJb30BaTENS.
URI: /api/10.2/whoami
Metog HTTP: GET

BxopaHble napametpsbl: (SCS-cookie)*

Pe3ynbTaT ncnonHeHus: o6bekT whoami, (SCS-cookie)

*) 3pecb 1 ganee SCS-cookie 3ak/toueH B CKOHOKM, MOCKOJ/IbKY OH HEOHXOANM TO/NBbKO NpU
aBTopu3auunm yepes SCS.

@ KomaHgb! aBTopur3aumm login M logout UCMONb3YIOTCA TONIbKO NMPW aBTOpM3aLmm Yepes
: SCS.

OnuncaHne ucnon b3yeMbIX o6bekToB

1) AuthOptions — 06BEKT, COAEPXALUMN NOTUH U MapoJib NOJb30BaTENS:

{
"user": <Ccmpoka>, //VMsa NOJb30BAaTEJIA
"password": <cmpoka> //llaposib I[OJIb30BATEIIS

}

@ Bbl MOXeTe yka3zaTb 1HO6Oro Mo/b30BaTeNs, BXOAALLEro B rpynny agMUHUCTPATOPOB

8 (sudoers — B Debian n Ubuntu, wheel — B CentOS n Fedora, astra-admin — B Astra
Linux, n 7. n.). Eciv nonb3oBaTeNb He SBASETCA YIeHOM rpynnbl sudoers, B OTBETE Ha
3anpoc Bo3Bpallyaetcs owwnbka EC_NOT AUTHORIZED.

2) whoami — 0b6beKT, cCoAep KalLyMin MM NMoJIb30BaTeNs, aBTOPU3OBAHHOTO A1s PaboThbi ¢
HTTP API:
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{

"whoami":

{

"user": <Ccmpoka> //VMsa MOJIb30BATEIS
}

}

3) Error — 00OBbeKT, coaep>Kallmii MHGOpPMaLMIo O Npoun3oLlesLlen owmnbke:

{
"error":
{
"code": <cmpoka>, //CrpoxoBemt xom oumOkyu Buma EC XXX
*"what": <cmpoka> //OmmcaHme ommMoOKM
}
}

CMMBOJIOM * MOMeyeH Heobs3aTesIbHbIM NapameTp.

@ JSON-06bekT Error, Bo3Bpatyaembivi komaHgzamu HTTP APl npu owmbkax o6paboTku

‘ 3anpocoB, B NoJjie code COAEPXKUT He UNCIIOBOMN KOZ OLINOKM, @ BHYTPEHHWUIN CTPOKOBbIN KOZ,
ncnoab3yroLwmica komnoHeHtamm Dr.\Web Server Security Suite. 310T Koz nNpeacTaBaseT cobomn
CTPOKy BMza EC_XXX. [lna yTOUHEHMA YMCAOBOrO KOJa 1 NONYyYEHWUs OMMCaHWsa OLNGKN

obpatutech k pasgeny [punoxervie E. OnucaHne n3BecTHbIX OLINBOK).

ABTOpUM3auusa No AMUHOMY cepTuduKarty

JTOT cnocob aBTOpM3aUMnM NpeanonaraeT UCNob30BaHNE IMYHOTO YAOCTOBEPSAOLLErO
cepTndurkaTa, NOANNCAHHOTO CepTUONKATOM YAO0CTOBEPAOLLErO LLeHTPa, KOTOPbIW YyKa3aH B
HacTpomnkax Dr.Web HTTPD kak soBepeHHbIW. [pn aBTOpM3aLmm no ceptndukaty Bce
3anpocChkl CYNTAOTCA BbINMOJHAEMbIMU OT UMEHU Cyrneprnosb3oBaTtens (Nosib3oBaTtens root).

UTo6bI aBTOPM3OBaTLCA NO AMUHOMY cepTUdUKaTy NosIb30BaTeNs

1. Co3panTe NMNUHbBIA cepTUdUKaT, MOANUCAHHbIA CepTUPMKATOM YAOCTOBEPSIOLLErO LIeHTpa.

2. B Hactpovikax komnoHeHTa Dr.Web HTTPD (napameTtp AdminSs1CA) ykaxute NyTb K
dariny ceptudnkaTa yA0CTOBEPAIOLLErO LIeHTPa, KOTOPbIM MNOANMCAH Ball INYHBIN
cepTmdunkar.

3. Mpwn kaxzaom nogintoueHnm Kk Dr\Web HTTPD npwu yctTaHOBAEHUWN COefMHEHMA
MCNONb3yNTe NOAMUCAHHbIA cepTudUKaT.

Mpn HeobxoanmMocTn obpaTtntech K MHPopmaumn B pasgene [punoxenve /1. leHepauma
ceptneukartos SSL.
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Ynpasnenne Dr.Web Server Security Suite

KomaHabl APl ans npocMoTpa v U3MEHEeHMNs TeKyLMX 3HaUYeHNn NapamMeTpoB KOHOUrypauum:

Komanpa API

OnucaHue

KomaHde! ynpasneHus KoHgpueypayuel

get lexmap

set lexmap

KomaHOblI 06Ho8/1eHUSs

start update

stop update

Jevicteure: Monyuntb 3HaUeHUs MapaMeTPOB TekyLlieh KOHGUrypaLmm
(«nekcunyeckas KkapTa» napameTpoB).

URL: /api/10.2/get lexmap

MeTtog HTTP: GET

BxoaHble napametpsbl: (SCS-cookie)

Pe3ynbTaT ycnewHoro ucnosHeHus: obbekt LexMaps, (SCS-cookie)
[JenctBue: YcTaHOBUTL MM COPOCUTb 3HAUEHWA yKa3aHHbIX NapamMeTpoB
TekyLwen KoHburypauwm (nepesaHHbiX B BUAE «IEKCUYECKON KapTbl»
napameTpoB).

URE: /api/10.2/set lexmap

MeTog HTTP: POST

BxoaHble napameTpsbl: (SCS-cookie), 06bekT LexMap

Pe3ynbTaT ycrnewHoro ucnosHeHus: o6bekT SetOptionResult, (SCS-cookie)

[JelictBure: 3anyctntb 06HOBEHME.

URL: /api/10.2/start update

MeTopg HTTP: POST

BxoaHble napameTpsbl: (SCS-cookie)

Pe3ynbTaT ycrnewHoro ucnosHeHus: ob6bekT StartUpdate, (SCS-cookie)
[JenctBune: OCTaHOBUTb aKTUBHbIA NPoLEcC 06HOBAEHUS.

URL: /api/10.2/stop update

Metog HTTP: POST

BxoaHble napametpsbl: (SCS-cookie)

Pe3y/nbTaT yCNeLWwHOro UCnoiHeHUs: nycTol 06bekT, (SCS-cookie)
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Komanpa API OnucaHue

baseinfo [Jenctue: NMpocmoTpeTb MHOOPMALMIO O 3arpy>eHHbIX BUPYCHbIX Ha3ax
URL: /api/10.2/baseinfo
MeTog HTTP: GET
BxoaHble napametpsbl: (SCS-cookie)

Pe3ynbTaT ycrnewHoro ucnoaHeHus: ob6bekt BaselnfoResult, cogepkalunii
ob6bekT VirusBaselnfo, (SCS-cookie)

KomarOe! ynpaeneHus auyeHsueti

install_license [JencTBue: YCTaHOBUTL yKa3aHHbIA KNtoueBon dain.
URL: /api/10.2/install license
Metopg HTTP: POST

BxogHble napameTpebl: (SCS-cookie), Teno kntoueBoro danna (Mam apxmea,
coZepxkallero KitoyeBown daiin)

Pe3y/nbTaT yCNeLWwHOro UCnoiHeHWs: nycTol 06bekT, (SCS-cookie)
KomaHOeI nodksitoqeHUs K cepsepy yeHmpasau3o8aHHoU 3awyumsl
esconnect [evictBMe: BKNOUNTb PeXXUM LIEHTPaAU30BaHHOW 3aLLUTbI.

URIL: /api/10.2/esconnect

Metog HTTP: POST

BxoaHble napameTpsbl: (SCS-cookie), 06bekT ESConnection

Pe3y/nbTaT yCnewHoro UcnoHeHus: nycton o6bekT, (SCS-cookie)
esdisconnect [evictBre: BbIKNHOUNTL PEXVM LIEHTPaAN30BaHHOM 3aLLUTbI.

URI: /api/10.2/esdisconnect

Metop HTTP: POST

BxoaHble napameTpsbl: (SCS-cookie)

Pe3y/nbTaT yCNeLWHOro UCNoHEHWs: MycTol 06bekT, (SCS-cookie)
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KoHdurypaLums KOMNOHEHTOB BO3BpaLLaeTcs 1 3aZaeTcs B BUAE Tak Ha3blBaeMOW Jiekcuyeckol
Kapmel, TO €CTb B BUZE NOC/Ne0BaTeIbHOCTA Nap «napameTp»/«3HayeHne». O6bekT LexMaps
BCerga COAep>XKUT TP BIOXKEHHbIX 06bekTa LexMap, cogepykalumx ciegyroLme nekcmyeckme
KapTbl:

e active — aKTUBHble (aKTyaﬂbeIe Ha TeKyLLI,I/Il\/’I MOMEHT) napaMeTpbl;

e hardcoded — 3HaueHWs NO YMONYAHMIO (MPUMEHSAIOTCA ANA MapaMeTPOB, 3HaYeH WS
KOTOPbIX HE YKa3aHbl WV yKa3aHbl HEKOPPEKTHO);

e master — KapTa 3HaYeHUM napamMeTpoB KOHCI)I/II'ypaLI,I/II/I, 3aJaHHbIX KIIMEHTOM ANA
MCMNOJIb30BaHWA.

| KomaHga get lexmap Bcerja Bo3BpallaeT Bce Tpu Habopa 3HaueHU NapamMeTpoB
KOHPUrypaLmm ans BCcex KOMMOHEHTOB, KOTOPble MOTYT MPUCYTCTBOBaTb B cocTaBe Dr.Web
Server Security Suite, @ He TONbKO TeX, KOTOPble YCTaHOB/EHbI 1 paboTatoT.

OnucaHune ucnonbsyembix o6bekros JSON

1) LexMaps — 06BEKT, COAEPKALLNI aKTUBHYHO, MPeAonpeseseHHY U OnpeAeeHHYHo
noJsib3oBaTeNneM JIEKCMYECKMNE KapTbl MapaMeTpOB:
{
"active": <lLexMap>, //AKTYBHHE 3HAUYEHMS [NAPAMETPOB KOHOUIypaumm
"hardcoded": <LexMap>, //llpemonpenesieHHEE 3HAUYEHMS [NAPAMETPOB KOHQUIYypaLym

"master": <lLexMap> //3HaueHus napaMeTpOB KOHOMIypaumy, 3BamaHHEE [10JIb30BaTeJIeM

}

Kaxxzoe 13 ykasaHHbIX Nosiei aBaseTcs 06bekToMm LexMap, KOTopbIi, B CBOKO OYepesb,
cozepXuT maccns ob6bekToB Tna LexOption.

2) LexMap — 0bObeKT, cofep>Kallmii TeKCUUeCKyo KapTy NapameTpoB:

{
"option": [<LexOption>] //Maccus omnumi KOHOUTYpALMU

}

3) LexOption — 06'beKT, cop,ep>|<au_|,|/||7| napamMeTp nin cekumto KOHCI)I/IpraLI,I/II/I (prl‘ll‘ly
napameTpos):
{
"key": <cmpoka>, //ViMa onuuy (napaMeTpa KOHQUIYypaluy WM CEeKLMUM)
*"yalue": <LlexValue>, //Ecnu naHHas omuma ABJIAETCA NapaMeTpoM

*"map": <LexMap> //Eciv maHHas ONUMs SBISETCS CEeKUMen

}
CMMBOJIOM * MOMeYeHbl HeobsA3aTeNbHble MapaMeTpbl.

Ob6bekT LexOption npeacraBaset cobown cekymto nav napameTp koHourypaumm DrWeb
Server Security Suite. OH 06A3aTeNbHO COAEPXUT Noae key, COOTBETCTBYHOLLEE UMEHM
cekUMn nam napameTpa, a Takke amMbo nose value (ecnm o6bekT — 310 NapameTp), AMmbo
nosne map (ecam 3to cekums). Cekuma TakKe npeacTaBaseT cobon ob6bekT Tuna LexMap, a
3HaueHne napameTpa — ob6bekT LexValue, cogep>kalumii none item, onucbiBatoLlee
3HaueHWe NapameTpa B CTPOKOBOM BUJE.

PyKOBOACTBO aZMUHWCTpaToOpa
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4) LexValue — OOBEKT, COAEP>KALUMIMN MAaCCUB 3HAYEHWI NapameTpa:

{

"item": [<cmpoka>] //MaccuB 3HAUEHMM [IapaMeTpa

}

KoMaHga set lexmap NpuvHMMaeT Ha BXoZ 06bekT LexMap, KOTopbIi AOMKEH coaep>KaTb
Te NapameTpbl, 3HaYEHMA KOTOPbIX HEOHXOAMMO 3aMEeHUTb Ha HOBbIE MAN COPOCUTL B
3HauyeHus No ymondaHuto. NMapameTpsbl, KOTOpble caeayeT cOpoCuTb B 3HAUEHUS MO
YMOJIYaHUIO, HE JO/IKHBI coAep>KaTh Nons value. [lapameTpbl, He yNOMSHYTbIE B
Nekcn4ecKkown KapTe, nepeaHHON KOMaHAe set lexmap, OCTaHyTcs 6e3 nsmeHeHuin. B
pe3ynbTaTe UCMONHEHNA KOMaHAa set lexmap BO3BpaLllaeT 06bekT SetOptionResult,
coZep>Kallmii U3MeHEHHbIe 3HaUEeHWUS KaXA0ro M3 yka3aHHbIX B KOMaH/e NapamMeTpoB.

5) SetOptionResult — 06BbEKT, NONE item KOTOPOro COAEPXKNT MAaCCUB C UBMEHEHHbIMU
3HaYeHNAMM NapaMeTpoOB:

{
"item": [<SetOptionResultltem>] //Maccus pesynbTaToB

}

O6bekT cosepxmT MaccnB obbekToB SetOptionResultltem, koTopble cogepxaT
M3MEHEeHHble 3HaYeHMA KaXA0ro 13 ykazaHHbIX B KOMaHAe napaMeTpoB.

6) SetOptionResultItem — 06bekT, cogepxawmin nHdopmaLmo 06 n3IMeHeHUK
3HayeHMA napameTpa:
{
"option": <cmpoka>, //ViMs napaMeTpa
"result": <cmpoka>, //Pe3ynbTaT M3BMEHEHMsS BHaudeHus (Kom OumoKM)
*"lower limit": <cmpoka>, //HwkHAsa momycTuMas TPaHMLa 3HAYEHUM

*"uypper limit": <cmpoka> //BepxHAs IOONyCTHMas TPaHMIA SHAYEHMMA

}
CMMBOIOM * MOMeueHbl Heobs3aTebHble NapaMeTpbl.

Mone option cogepxuT B cebe nMaA napameTpa, K KOTOPOMY NPUMEHANOCH AeUCTBIE, a
result — pe3ynbTaT NOMbITKM N3MEHUTL ero 3HayeHwue. Ecan HoBoe 3HaueHme 6bino
ycrewHo NpUMEHEHO, NoJjie UMeeT 3HayeHre EC_ OK. B cnyvae ownbkun B 06bekte Moryt
npucyTcTBOBaTH MOAA lower limit M upper limit, cogepKalme Hanbonbliee
HanMeHbLlee AOMNYCTUMble 3HaUYeHNs NapameTpa.

7) StartUpdate — 06beKT, cogepkallinin UHPOPMaLMIO O HayaToM npoLecce 06HOBAEHUS:

{

"start update":

{

"attempt id": <uyucro> //UmeHTmdMKaTOP BalyllEHHOTO IpoLecca OOHOBJIEHUS
}
}

8) ESConnection — 06bekT, cogep>awnin UHGopMaL Mo O NOAKNOYEHUN K CepBepy
LLeHTpasM30BaHHOW 3aLLnThbI:

{

*"server": <cmpoka>, //<Ampec ys3mna>:<nopT> (6e3 npedmuxca http/https)
"certificate": <cmpoka>, //Kmwou cepBepa B base64

*"newbie": <6yseg03HayeHue>, //lo ymomuanuo: false

*"login": <cmpoka>, //ViMa mnosb30BaTeNs
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*"password": <cmpoka> //Napoib
}

CUMBONOM * MOMeYeHbl Heoba3aTeNbHble napamMeTpbl.

MapameTpbl login U password YKa3blBatOTCA, €CNV newbie = true.
MNepes NoaKItoUYeHeM ckavalTe C cepBepa LLeHTPaan3oBaHHOM 3aWwmTbl dann
ceptndmKaTta 1 BbINOJHUTE KOMaHAY:

$ cat certificate.pem | base64

CTpOKy, NONYYEHHYHO B pPe3Yy/ibTaTe BbIMOJIHEHNA 3TOM KOMaHAbl, N HY>KHO MCMNONAb30BaTh B
KayecTBe 3HaueHUd napameTpa certificate.

9) BaseInfoResult — 0O6bBEKT, COgepXKalLMii UHPOPMALIMIO O 3arPy>KEHHbIX BUPYCHbIX
bazax:

{
"vdb base stamp": <4yucio>, //BpemenHas MeTka ©Gasbl
"vdb bases": [<VirusBaselnfo>] //OeransHas unbopmaumsa o Gase

}

10)VirusBaseInfo — 00BbeKT, coaep>Kallmii NOAPOGHY MHPOPMaALMIO O BUPYCHOW ba3e:

{

"path": <cmpoka>, //HUyTb mo darna ©Gasel

"virus records": <uyucio>, //KommuecTBO 3ammceir B Oase

"version": <uyucwio>, //Bepcus ©Gasw

"timestamp": <4yucio>, //BpeMeHnHas MeTka OasH

"md5": <cmpoka>, //MD5-xem Gasbl

"load result": <cmpoka>, //Pe3ynbTaT 3arpy3kyu 0asel (B Cllydyae YCIENHOM 3arpys3Ku —
EC_OK)

*"shal": <cmpoka> //SHAl-xem Gase
}

CUMBONOM * MOMeYeH Heoba3aTeNbHbIN napamMeTp.

NMpoBepka 06beKTOB

KomaHgapl APl ana npoBepkun 06beKTOB:

Komanpa API OnucaHue
lposepka daHHbIX (Ucnoab3yemcs gbi308 komnoHeHma Dr.Web Network Checker)

scan_request [JelictBre: 3anpoc Ha co3gaHue NoAkntoueHns (endpoint) Ans NpoBepKu
JlaHHbIX C HEOHXOAUMBIMU NapamMeTpamu.

URI: /api/10.2/scan_request
Metop HTTP: POST
BxoaHble napameTpsbl: (SCS-cookie), 06bekT ScanOptions

Pe3ynbTaT ycrnewHoro ucnosHeHus: ob6bekT ScanEndpoint, (SCS-cookie)
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Komanpa API OnucaHue

scan_endpoint [JenctBue: 3anyck NpoBepKN AaHHbIX (Hanpumep, Tena daina) Ha Co3AaHHOM
nozKkAtoYeHn endpoint.

URI: /api/10.2/scan_endpoint/<endpoint>
Metog HTTP: POST
BxogHble napameTtpbl: (SCS-cookie), npoBepsiemble AaHHble

Pe3ynbTaT ycrnewHoro ucnosHeHus: o6bekT ScanResult, (SCS-cookie)

scan_path Jevictere: CkaHMpoBaHue daiina uam Kkataaora, pacrosoXeHHOTO Mo
yKazaHHOMY MyTu.

URL: /api/10.2/scan_path
Metog HTTP: POST
BxogHble napameTpsbl: (SCS-cookie), o6bekT ScanPathOptions

Pe3ynbTaT yCnewHoro ucnoaHeHus: ob6bekT ScanPathResult, (SCS-cookie)

scan_stat [Jevictue: MonyueHne CTaTUCTUKM CKaHVUPOBaHWS.
URE: /api/10.2/scan_stat
MeTog HTTP: GET
BxoaHbie napametpebl: (SCS-cookie), dopmat ctatnuctkm (JSON mnm CSV)

Pe3ynbTaT yCrnewHoro ncnoaHeHus: o6bekT ScanStat (ecam BeibpaH popmat
JSON), (SCS-cookie)

Ecnv BbiOpaH dopmat CSV, B 0TBET Ha 3anpoc OyAeT Bo3BpallyeHa Tabauua,
CTONBLBI KOTOPOU COOTBETCTBYIOT NOMAM 06bekTa ScanStat.

OnucaHue ucnosblyembix 06bekroB JSON

1) ScanOptions — 06beEKT, coAaep>Kallmii MapaMeTpbl, UCMOb3yeMble Npu CO34aHnK
endpoint ans nposepkn Gannos:

{
"scan_ timeout ms": <yucro>, //TaliM-ayT Ha NpoBepky dalia B MC
"cure": <6yﬂeeo3HaweHue>, //TIpUMEHATEL JIM JledeHre K MHOMUMPOBAHHOMY Ganry
"heuristic analysis": <6ysieg03Ha4yeHue>, //JICIONB30BATL JIM SBPUCTUUECKUMA aAHATIMS
"packer max level": <4uwio>, //MaKCMMAaJIbHEN yPOBEHB BJIOXEHHOCTM IJIS 3alaKOBaHHBIX
ODBEKTOB
"archive max level": <yuwio>, //MaKCUMAaJIbHEI yPOBEHBb BJIOXEHHOCTM IJISI aPXMBOB
"mail max level": <yucwio>, //MaKCHUMAaJIbHED yPOBEHBb BJIOXKEHHOCTM IJIS MOYTOBHIX OOBEKTOB
"container max level": <yuwio>, //MaKCUMAaJbHBEI YyPOBEHB BJIOXEHHOCTM [IJIS MPOUMX CJIOXHBIX
OBBEKTOB (KOHTEMHEPOB)
"max compression ratio": <uucio>, //MakcuMasibHas BeJMuyHa KosbduiumMeHTa CXaTus apXMBOB
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"min_size to scan": <4yucio>, //MuHMMaNbHEIM pasMep OOBEKTa IJIA CKaHMPOBaHUA
"max_size to_scan": <4ucio>, //MakCHMallbHBIM pasMep OOBEKTa IJIA CKaHMPOBaHUA
"threat hash": <bys1e60 3Ha4yeHUe> //TosydaTs Ju xemu OOHAPYXEHHEIX yTPO3

}

2) ScanPathOptions — 0OBEKT, cogep>Kalumin napamMeTpbl ckaHUpoBaHUs danna nam
KaTaaora no ykazaHHoOMY nyTu:

{

"path": <cmpoka>, //AGCONIOTHENI NyTh Qania MM KaTajora IJjiS CKaHMPOBAaHMSI

*"exclude path": [<cmpoka>], //Comcox HyTel, MCKJIOYEHHHX U3 CKaHMPOBAHMA (MOXHO
MCIIOJIb30BATEL MaCKM)

*"scan_timeout ms": <uyuwio>, //TaViM—ayT CKaHMPOBaHMA OIHOTO OOBEKTa

*"archive max level": <yucio>, //MaKCUMaJIbHEN! YyPOBEHb BJIOXEHHOCTM HJIS APXMUBHEIX
OOBEKTOB

*"packer max level": <yucio>, //MaKCUMaJIbHEN! YPOBEHb BJIOXEHHOCTM HJIA 3allaKOBaHHBIX
OOBEKTOB

*"mail max level": <uyuci0>, //MaKCHMaJIbHENI YPOBEHB BJIOXEHHOCTM IJIA IOYTOBEIX COOOCIEHMM

*"container max level": <4yuwio>, //MakCHMMaJIbHEII YPOBEHB BJIOXEHHOCTM IJIS MNPOUMX
CJIOXHBIX OOBEKTOB (KOHTEMHEPOB)

*"max compression ratio": <uuwio>, //MakxcmManbpHas BeJMUMHA KOSbOMLMEHTa CXaTusa
ApPXMBOB

*"heuristic analysis": <6ysee03Ha4yeHue>, //Vcosb30BaTh JM SBPUCTMYECKMI aHams (1o
yMoJiuaHmio true)

*"follow symlinks": <6ysieeo3HaqeHue>, //llepexOmMUTb JIM O CUMBOJMUECKMM CCHUIKAM

*"min size to scan": <4ucio>, //MuHMMAaIBHENI pasMep OOBEKTa IJId CKaHMPOBAHUA

*"max size to scan": <4ucio>, //MaxCuMalbHENI pasMep OOBeKTa IJid CKaHMPOBAHUA
*"timeout ms": <yucno>, //TarM-ayT CKaHMPOBAHUS BCEX OOBEKTOB

*"threat hash": <6yseeo3HadyeHue> //Bosepawarbt ju SHAl- 1 SHA256-xeum yrpos

}

CMMBOJIOM * MoOMeyeHbl Heobs3aTeNbHble NapaMeTpbl.

3) ScanPathResult — 0b6beKT, cogep>Kalumin pe3yabTaTbl CKaHMpoBaHMA bania nam
KaTasiora no ykasaHHOMY MyTu:

{

//ScanPathResult:

"results": [<ScanResult>], //Pe3synbTaThH CKaHUPOBAHMA

*"error": <cmpoka> //Oumbka, ecyiM MPOLEeCcC 3aBepuICs C oumMOKOM (HAmpuMep, 10 TanM-
ayTy)

}
CMMBOJ/IOM * MOMeyeH HeobA3aTebHbIN NapameTp.
Ecaun ckaHnpoBaHMe 3aBepLUEHO YyCMNeLWHO, CTPOKa error ByaeT OTCYyTCTBOBATb B OTBETE.
4) ScanResult — 06beKT, cogep>Kalimin pe3ynbTaTbl CKAHWPOBAHUSA:

{
//ScanResult:
"scan_report": <ScanReport>, //OTueT O CkKaHMPOBAHUU
*"shal": <cmpoka>, //Xem SHAl yTposEH
*"sha256": <cmpoka> //Xem SHA256 yTpO3E
}

CMMBOJIOM * MOMeyYeHbl HeobsA3aTeNbHble NapaMeTpbl.
5) ScanReport — 0b6bekT, cogep>kalmm nHbopmauuto o danne c obHapy>XeHHOWN yrpO30Wu:

{
//ScanReport:
"object": <cmpoka>, //CTpoka, ¥Ms IPOCKAHUPOBAHHOTO OOBEKTAa
// IOna darsa: aBCOJIOTHEI MyTh, IJIS BJIOXEHHOTO OOBekTa — uMmda odaria
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// DIns BEBOBa scan_endpoint OymeTr Bcerpma ykashBaTb Ha BPEMEHHENT baiil
*"size": <yucno>, //Pasmep obBbeKTa

*"compressed size": <uyuci0>, //PasMep OOBEKTa B CXAaTOM COCTOSHMM

*"core fingerprint": <cmpoka>, //OTnevaTok IBIDXKa

*"packer": [<cmpoka>], //CHucCOk yNakOBIMKOB, KOTOPBIMM OBEUI 3alakOBaH OOBEKT

*"compression ratio": <uyuwio>, //KosddmumeHT cCXaTus apxmba

*"archive": <Archive>, //CBemenmsa o Tume apxmbBa (KOHTElMHepa), €Ciiu OBBEeKT Paclo3HaH
KakK TaKOBOMU

*"yirus": [<Virus>], //YTposH, oOHapyXeHHbEe B OOBEKTe (eCyiM HalIeHH)

*"item": [<ScanReport>]1, //OTyeTH O CKAaHMPOBAHMUM BJIOXEHHEIX OOBEKTOB (€CINM OHM ObLIN)

*"error": <cmpoka>, //Ommbka CKaHMPOBAHMA (€CJM BO3HUKJIIA)

*"heuristic analysis": <6ysieg03Ha4yeHue>, //VICLONB30BAJICA JM SBPUCTUUECKMIA AHAJN3

(true — mcnonb30Bajyica, false — HeT)
*"cured": <6yﬂ6603Haquue>, //Beuteuen s o6wekT (true — BouleueH, false — Her)
*"cured by deletion": <bysiego 3HaveHuUe>, //YnaneH smu OBBEKT B xome JiedeHus (true —
ynajied, false — HemT)
*"new path": <cmpoka>, //HOBLIM MyThb K OOBEKTY, [NEPEVMEHOBAHHOMY B XOIE JICUEHUS
*"user time": <yucio>, //BpeMs, NpoBeIEeHHOE B NPOCTPAHCTBE I[10JIb30BATEJA
*"system time": <uyucio> //BpeMs, NpOBeIEHHOE B CUCTEMHHIX BHI3OBaxX BO BpPeMS
CKaHVPOBaHUA

}

CMMBOJIOM * MOMeuYeHbl HeobsA3aTeNbHble MapaMeTpbl.

Mons virus M error MOTYT OTCYTCTBOBATb B OTBETE, €C/IN B XOJ€ CKaHUPOBaHMA He 6bl10
HaAEHO HMKAKUX YrPO3 AN He MPOM30LWA0 HMUKakux owmnbok. [ns Bbi3oBa

scan endpoint nose scan endpoint Bcerja ykasblBaeT Ha BpeMEHHbIN paiin,
co3gaHHbI koMnoHeHToM Dr.Web Network Checker B nokanbHOWM dalinoBow cucteme
cepsepa (B 3TOT daiil NOMELLAOTCA JaHHble A5 MPOBEPKM, OTNPaB/eHHbIE B TeNe
3anpoca scan_endpoint).

6) ScanEndpoint — 06bekT, cogepKawm MHGopMaLMIo O CO34aHHOM endpoint Ans
npoBepku Gpannos:

{
"endpoint": <cmpoka> //YHuKaNbHBEM MIOSHTMOUKATOP cos3maHHOTO endpoint

}

Bo3BpalueHHbIN B Tene o6bekTa naeHTMdrKkaTop endpoint MCNONb3YyeTCa ANA 3anycka
nposepkun paina KOMaHAoN scan _endpoint (kak vactb URI).

7) VirusInfo — 0b6beKT, cogep>alimii uHGopmaumnto 06 obHapy>XeHHOWM yrpo3e:

{
"type": <cmpoka>, //Tun BEIIBJIEHHOM YTPOS3EH
"name": <cmpoka> //HazBaHme yTPO3E

}

Mone type (TN yrpo3bl) — CTpoka BUAa SE XXX:

SE_KNOWN VIRUS — M3BeCTHas yrposa,

SE_VIRUS MODIFICATION — MoAM®UKaL A N3BECTHOM Yrpos3bl,
SE_UNKNOWN VIRUS — Heu3BecCTHas yrpo3sa (NoA0o3puTeNnbHbIi 06BbeKT),
SE ADWARE — pekiamHasa nporpamma,

SE_DIALER — nporpamma aBTOJ03BOH3,

SE_JOKE — nporpamma-LiyTka,

SE_RISKWARE — noTeHUnanbHO onacHoe [0,
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e SE_HACKTOOL — nporpamMma B3JioMa.

8) Archive — 0bbekT, cogepxawmin nHbopmaLmio o6 apxnse, 3anakoBaHHbIX OO beKTax,
MOUTOBbIX COOBLLEHUAX N APYrMX KOHTENHEpaX:

{

"type": <cmpoka> //Tun apxuBa, MOXeT NPMHUMATL ONHO M3 BHAUEHUI:
"SE ARCHIVE" //Apxus
"SE MAIL" //Imcemo
"SE CONTAINER" //IpyToif TuUIl KOHTEeMHepa

,"name": <cmpoka> //dopMar apxusa

}
9) ScanStat — 06beKT, coAep>Kallmii CTaTUCTUKY MPOBEPOK:

{
"origin": <cmpoka>, //lpuioxeHre, MO B3ampPOCy KOTOPOTO OBUIO BHIIOJHEHO CKaHMUPOBaHME
// CUeTuyKy 3apaxxeHHHX OOBLEKTOB:
"known virus": <yucio>, //KommuecTBO 3apaXXeHHEIX M3BECTHEMM yIPO3aMy OOBEKTOB
"virus modification": <uucio>, //KommdecTBO OOBEKTOB, BapPaXeHHHX MoaMdMKaLueit
M3BECTHOM YTPO3B
"unknown virus": <4yucio>, //KoIM4eCTBO BapaXeHHHIX HEM3BECTHEMM yTPO3aMy OOBEKTOB
"adware": <4ucno>, //KommyecTeBo ofwvekToB C SE ADWARE
"dialer": <4ucro>, //KommuecTeo ofbekToB C SE DIALER
"joke": <uyucno>, //KommuecTBo 0O0BEKTOB C SE JOKE
"riskware": <uyucio>, //KommuecTBO 00BeKTOB C SE RISKWARE
"hacktool": <u4ucio>, //KommdecTrso oObekTOoB C SE HACKTOOL
"cured": <4yucio>, //KommdecTBO BEUIEUEHHHX OOBEKTOB
"quarantined": <4yucio>, //KomnuecTBO OOBEKTOB, I[IOMEWEHHEX B KapPaHTUH
"deleted": <yucro> //KoamdecTBO yHOaJIEHHEHX OOBEKTOB

YnpaBseHue CNNCKOM yrpos

[ns ynpaBneHnsa CNMCKOM Yrpo3, o6Hapy>XeHHbIX MPU CKAaHWPOBAHWMW, JOCTYMHbI CleytoLLme
komaHgbl HTTP API:

Komanpa API OnucaHue
threats Jewcteue: Monyunte NepeyeHsb NAEHTUGUKATOPOB BCeX OOHaPY>KEHHbIX Yrpos.
URL: /api/10.2/threats/
MeTtop HTTP: GET
BxogHble napameTpbl: (SCS-cookie)
Pe3ynbTaT yCnewHoOro CNoAHEHWA: MaccvB UAEHTUPUKATOPOB yrpos3

threat info Jewcteue: Monyunte nHGopmaumro 06 yrpose ¢ naeHtudurkatopom <threat
ID>.

URL: /api/10.2/threat info/<threat ID>

MeTtop HTTP: GET
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Komanpa API OnucaHue
BxogHble napameTpebl: (SCS-cookie)
Pe3ynbTtaT ncnonHerus: (SCS-cookie), o6bekT FileThreat
cure_threat [Jevcteue: MNMonbITaTbCs BblEUUTbL Yrpo3y € uaeHTMdrkatopom <threat ID>.
URL: /api/10.2/cure threat/<threat ID>
MeTtop HTTP: POST
BxozHble napameTpsbl: (SCS-cookie)
Pe3ynbTaT ncnoaHeHus: (SCS-cookie), nyctoin ob6bekt

delete_threat [JevictBue: Yaanute Gaiin, cofepkallmi yrposy ¢ uaeHtnourkatopom <threat
ID>.

URL: /api/10.2/delete threat/<threat ID>
Metopa HTTP: POST
BxogHble napameTpbl: (SCS-cookie)
Pe3ynbTaT ncnoaHerus: (SCS-cookie), nyctoin ob6bekt
ignore_threat [JencTere: MNMponrHopunpoBaTb Yrpo3sy ¢ uaeHTdukatopom <threat ID>.
URL: /api/10.2/ignore threat/<threat ID>
Metog HTTP: POST
BxogHble napameTpbl: (SCS-cookie)
Pe3ynbTaT ncnoaHeHus: (SCS-cookie), nyctoin o6bekt
quarantine_ threat [JencTeure: MepemMecTuTb B KapaHTUH yrpo3y C naeHtudukatopom <threat ID>.
URE: /api/10.2/quarantine threat/<threat ID>
Metog HTTP: POST
BxogHble napameTpbl: (SCS-cookie)
Pe3ynbTaT ncnoaHenus: (SCS-cookie), nyctoin o6bekt
Y Kaxzaou HanZeHHOW yrpo3bl UMEEeTCA YHUKabHbIV LIeIOYNCAEHHbIA naeHTudnKaTop <threat
ID>. Cnncok naeHTndunKatopoB Bcex 0OHapy>XeHHbIX yrpo3 BO3BpaLLaeTca KOMaHA0M
threats. B komaHaax threat info, cure threat,delete threat, ignore threatwu

quarantine_threat MOXHO NCMONb30BaTb TOJIbKO VI,D,EHTVICIJI/IKaTOpr yrpos 13 3Toro
Cnncka.
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Bcro nHdopmaumto 06 oTaenbHOM yrpo3e 13 Cnucka, BKaKoYas NCTOPUIO AENCTBUIN C HEW,
BO3BpallaeT 3anpoc threat info B BUAe obvekta FileThreat.

OnucaHue ucnosblyembix 06bekros JSON

1) FileThreat — 06bekT, cogepXalimin B cebe cneayroLyto MHGOPMaLMIO:

{

"threat id": <uucro>, //VimeHTHUOUKATOP yTPOSEH

"detection time": <Unix-epemsa>, //Dara n BpeMs OCHApyXeHMUS yTPO3EL
"report": <ScanReport>, //Oruer o mposepke oanna

"stat": <FileStat>, //Vubopmauusa o bdarine

"origin": <cmpoka>, //VIMS KOMIIOHEHTa, OOHAPYXMBIIETO yIPO3Y

"origin pid": <4ucro>, //PID KOMIOHEHTa, OOHAPYXMBIIEI'O YIPO3Y

"task id": <uucro>, //MnenTnduraTop 3amauM Ha NPOBEPKY B CKAaHMPYOUEM AIpe
"history": [<ActionResult>] //Wcropusa neicTBuMM C yTpos30l (Maccub)

}

MNMone report copepxnt 0b6bekT ScanReport; none stat — obbexT FileStat, a none
history — maccme o6bekToB ActionResult (ncTtopma gencTBuii No OTHOLWEHWMIO K daliny).

2) ScanReport — 0b6beKT, cogepxkalimii nHGopmMaLmio o aie c 06HapYy>KEHHOW YyrpO30iA:

{
"object": <cmpoka>, //OObeKT OQaMIIOBOM CUCTEMH C yTPO30it
"size": <yucro>, //Pasmep bdaiia c yrposon B BanTax

"virus": [<Virusinfo>], //llepeuenr cBemeHuil o6 OBOHAPYXEHHHX yTPO3ax
*"error": <cmpokda>, //Coofmenue 06 oumbke
"heuristic_analysis": <6ysee03Ha4yeHue> //VICHOJIb30BAJICS JIM SBPUCTUYECKMIZ aHamms (true

— wucnoyb30Bayica, false — Hem)

}
CUMBONOM * NMOMeYeH Heoba3aTeNbHbIN napamMeTp.

Mone virus npeacraBnset cobon maccmB 06bekToB Virusinfo, cogepkalymx nHGopmaLmio
060 Bcex 0BbHapyeHHbIX yrpo3ax. [lone error NPUCYTCTBYET, TONBKO €CAN NPOM30LLaa
owmnbka.

3) FileStat — 06BbeEKT, coAep>Kallnii CTaTUCTUYECKY0 MHPOPMaLuto o danne:

{

"dev": <4yucio>, //YCTPOMCTBO

"ino": <yucio>, //ViHOekcHBM meckpuntop (inode)

*"size": <yucno>, //Pasmep bdarina

*"uid": <User>, //UmeHTuUOMKATOP [OJIb30BATEsA-Blanelbla
*"gid": <Group>, //VimeHTHOMKATOP TPYINH BIANEJbLEB
*"mode": <4yucio>, //PexuM mocTyna K banity

*"mtime": <Unix-epems>, //Hata u Bpemsa mommduxauymm odaiia
*"ctime": <Unix-epems>, //Hara u Bpemsa cosmaHusa dalia
*"rsrc size": <4yucio>,

*"finder info": <cmpoka>,

*"ext finder info": <cmpoka>,

*"uchg": <cmpoka>,

*"volume name": <cmpoka>, //Vmsa Toma

*"yolume root": <cmpoka>, //KopeHb (TOuka MOHTMPOBAHMSI) TOMa
*"xattr": [<Xattr>] //PacumpenHas uHbopmaums o odaiise

}

CMMBONIOM * MOMeYeHbl Heoba3aTeNbHble napamMeTpbl.
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Mone xattr npeactaBaseT CO60M MacCMB O6BEKTOB Xattr. ITOT 0HBEKT COAEPXUT ABa
CTPOKOBbIX MO/A name U value. [Mond uid 1 gid NpeacTaBAftOT CO60M 06bekTbl User U
Group, XpaHsaLime nHbopMaLmMo 0 Noab3oBaTeNe-BAaeNbLE W O rpynne BAajenbLeB
cooTBeTcTBeHHO. OHM cozep>kaT No ABa NoAs:

e uid (gid) — uncnoBoOM naeHTUdGMKATOP Nob3oBaTens (rpynnbl);
e username (groupname) — CTPOKOBOE MMA MoaAb30BaTena (rpyneoi).

4) ActionResult — 06beKT, cogep>alimii UHGOPMALMIO O AENCTBUM MO OTHOLLEHMIO K
baniny n ero pesynbraTe:
{
"action": <cmpoka>, //llpyMeHseMoe IeNCTBUE
"action time": <Unix-epemsa>, //DaTa u BpeMs NpMMEHEHNUS

"result": <cmpoka>, //PesynbTaT NPUMEHEHMUS
"cure report": <ScanReport> //OTueT O NPMMEHEHMM HEMUCTBUS

KomaHabl cure threat, delete threat, ignore threat M quarantine threat
BO3BpaLLaroT NycTor 06beKT B C/lyyae YyCreLHOoro BblinoaHeHua. Ecan 3anpolieHHoe gencteme
C Yrpo30#i 3aBepLUnaoCh OWMOKON (Hanpumep, yrpo3sy He yAanocb HenTpaansosaTb), TO
BMeCTO NycToro obbekTa byaeT BO3BpalleH 06bekT Error.

YnpaBneHue KapaHTUHOM

[na ynpasneHnsa cofep>XMMbIM KapaHTUHA, XPaHSALLEro yrpo3bl, JOCTYMHbI caejytoLlme
komaHabl HTTP API:

Komanpa API OnucaHue
quarantine [JencTere: Moayuntb nepeveHb AEHTUPUKATOPOB 0HBEKTOB, MOMELLEHHbIX B
KapaHTUH.

URI: /api/10.2/quarantine/
Metog HTTP: GET
BxoaHble napametpbl: (SCS-cookie)

Pe3ynbTaT ycnewHoro ncnoaHeHus: (SCS-cookie), maccue o6bektoB Quarantineld
(06BEKTOB B KapaHTUHe)

gentry info JOevicteue: Monyunts nHGOpPMaLnio 06 M30ANMPOBAHHOM B KapaHTUHe 06bekTe C
naeHtndukaTopom <entry ID>.

URL: /api/10.2/gentry info/<entry ID>
Metog HTTP: GET
BxoaHble napametpsbl: (SCS-cookie)

Pe3ynbTaT ncnoaHeHus: (SCS-cookie), 06bekT QEntry
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Komanpa API OnucaHue

cure_gentry [JencTere: BbINOHUTL MOMbITKY eYeHns 0bbekTa ¢ naeHTMdrKaTopom <entry
ID>, Haxoaaleroca B KapaHTUHe.

URL: /api/10.2/cure gentry/<entry ID>
Metog HTTP: POST
BxoaHble napametpsbl: (SCS-cookie)
Pe3ynbTaT ncnoaneHus: (SCS-cookie), nyctoin o6bekt
delete_gentry [encTere: Yaanutb n3 KapaHTMHa 06BEKT C naeHTMdukatopom <entry ID>.
URL: /api/10.2/delete gentry/<entry ID>
MeTtog HTTP: POST
BxoaHble napametpbl: (SCS-cookie)
Pe3ynbTaT ncnoaHerus: (SCS-cookie), nyctoin ob6bekt

restore_gentry JevictBue: BocctaHOBUTL (B MCXOAHOE MECTOMOIOXEHWNE) 13 KapaHTMHA 06bekT C
naeHtndunkatopom <entry ID>.

URL: /api/10.2/restore gentry/<entry ID>
Metog HTTP: POST
BxoaHble napametpsbl: (SCS-cookie)

Pe3ynbTaT ncnonHerus: (SCS-cookie), nyctoin o6bekt

KomaHza quarantine Bo3BpallaeT maccmB o6bekToB Quarantineld, B KOTOPOM Kaxabli
06BEKT COAEPXKUT naeHTUdUKaTOp 06bEKTa, HaXOAALErocs B kKapaHTUHe. NaeHTndukaTop
COCTOWT M3 ABYX YacTel: chunk idwu entry id.

OnucaHune ucnonbsyembix o6bekroB JSON

1) QuarantineId — 0OBbEKT, COAEP>KALLMIA YACTU COCTaBHOrO NnaeHTMdMKaTopa
N30NMPOBaHHOro obbekTa:
{
" Chunk_id" : <Cmpoka>,
"entry id": <cmpoka>
}
KombuHauma atux AByx nosnen B Buae <entry_id>@<chunk_id> npeactaBnseT cobomn
NAeHTNOMKATOP M30IMPOBAHHOIO 0HBbEKTA, HAXOAALLEroCa B KapaHTUHe. ITOT
NnAeHTMPMKaTOP yKa3biBaeTCA BO BCEX 3aMpocCax Ha BbIMOJAHEHNE AEUCTBUIA C NHOObIM
06BbEeKTOM B KapaHTMHE Npu NOMOLWM KOMaHA gentry info, cure gentry,
delete gentryu restore gentry.KomaHga gentry info ncnosnb3yerca ans
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nonyyeHns nogpobHon nHdopmaumm 06 N30AMpPoBaHHOM 0H6BeKTe MO ero
naeHTndukaTopy. OHa Bo3BpaLLaeT 06bekT QEntry.

QEntry — ob6bekT, cogepxalmin nHGopMaLmto 06 N30AMPOBAHHOM 0OBbEKTE:

{

"entry id": <cmpoka>, //YacTtm mmeHTMOMKATOPA

*"chunk_id": <cmpoka>, //M30mMpOBaHHOTO OOBEKTa

*"quarantine dir": <cmpoka>, //KaTamor xapaHTMHa

"restore path": <cmpoka>, //lyTb, kyzma OyOeT BOCCTAHOBJIEH OOBEKT
"creation time": <Unix-epems>, //JaTa m BpeMs NOMENEHMS B KapPaHTUH
"report": <ScanReport>, //Oruer o mpoBepke oObekTa (cM. ScanReport Broue)
"stat": <FileStat>, //Craructuueckas mHbopMaums o odaisie (cm. FileStat sbme)
*"history": [<QEntryOperation>], //VcTOpuS MaHUNYJALUMIA C OOBEKTOM

*"who": <RemoteUser>, //Ynmameuuwni Biamesiell Ganna (ecrim Qain ObUT MBOJMPOBAH C
banIoBOTO XpaHMIMIIA C CETEBEM IOCTYIIOM)

*"detection time": <Unix-epemsa>, //DIara m BpeMms OCHapPyXeHMS yTPO3EL
*"origin": <cmpoka> //KOMIOHEHT, OOHAPYXMBIMII yTPO3Y

}
CMMBOIOM * MOMeueHbl Heobs3aTebHble NapaMeTpbl.

Mone report coaepXut o6bekT ScanReport, none stat — ob6bekT FileStat, a B none
history XpaHUTCA NCTOPUA AENCTBMIA MO OTHOLLEHUIO K U30IMPOBAHHOMY OObeKTY.
Kaxxzas 3anucb o genctBum onuncbiBaetcs ob6bektom QEntryOperation. Heobs3aTtensHoe
nosie who cogep>XuT nHpopmaumio o6 ysaneHHOM nosnb3oBaTtene B Buge obbekra

RemoteUser.

QEntryOperation — 06beKT, XxpaHawmm nHGopMaLmio 06 onepaLmm No OTHOLLEHUIO K
06beKTy B KAPaHTUHE:

{
"action": <cmpoka>, //IericTBue, NpUMEHSBIIEeCsS K OOBEKTY (CM. OOO3HAUEHMS HIIKE)
"action time": <Unix-epems>, //llaTa u BpeMms NpPVMEHEHMsS OECTBUS
"result": <cmpoka>, //OumOka NPMMEHEeHMUS OEUCTBMUS (KOO BMIA EC XXX)
*"restore path": <cmpoka>, //IyTe BOCCTaHOBJIEHMS OOBEKTa M3 KapaHTMHa (ecym action =
"QENTRY ACTION RESTORE")
*"rescan report": <ScanReport> //OTduer O HMOBTOPHONM HNpoBepke (ecyim action =
"QENTRY ACTION RESCAN")
}

CMMBONIOM * MOMeYeHbl Heoba3aTeNbHble napamMeTpbl.

Mone action MOXET NPUHUMAaTL CAeaytoLLMe 3HAYEH S

QENTRY ACTION DELETE — nonbiTKa yAaneHusa obbekTa 13 KapaHTUHa;

QENTRY ACTION RESTORE — NOMbITKa BOCCTAaHOBAEHUA obbekTa 13 KapaHTUHa;

QENTRY ACTION RESCAN — MonbITKa I'IOBTOpHOl‘/JI npoBepKn obbekTa B KapaHTUHE;

QENTRY ACTION CURE — monbITKa nevyeHuA obbekTa B KapaHTUHE.

RemoteUser — 0b6bekT, cogepxawmin nHdopmaumio o6 yaaseHHOM nosib3osaTtesne-
Bnagenble darina (ecnn dparin 6bin N30NMPOBAH C CETEBOTO XPaHMANLLA):

{

*"ip": <cmpoka>, //IP-ampecC MOJb30BaTeJs
*"user": <cmpoka>, //ViMs NOJIB30OBATENA
*"domain": <cmpoka> //IOMEH MOJIb30BaTeNs

}

CMMBOJIOM * MoMeyeHbl Heobs3aTeNbHble NapameTpbl.
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KomaHapl cure gentry,delete gentry U restore gentry BO3BpalWaroT nyCTOIP'I 06BbeKT
BcnyqaeyCHGMHOFOBbmonHeHMﬂ.ECﬂMBHHOﬂHeHMeKOMaHAH3aBepMMﬂOCb0uM6KOﬁ,B
oTBeTe BO3BpallaeTca ob6bekT Error.

Mpumepsbl ncnonbzosaHna HTTP API

Ana nposepkun pabotbl HTTP APl MOXHO BOCNONb30BaTbCA YTUANTON curl. CTPpyKTYypYy v
dopmat 3anpoca MOXHO NpeACTaBUTL CleayromM obpa3om:

$ curl https://<HTTPD.AdminListen>/<HTTP APl URI> -k -X <memod HTTP>
[-H 'Content-Type: application/json' --data-binary '@<¢alinJSON-ob6vekma>"]
[-c <cookie-¢palin> [-b <cookie-¢palin>11 [> <cpalin pesynsemama>]

e ONuWA -k yKasbliBaeT, YTO curl MOXET He MPOBEPATb KOPPEKTHOCTb MCNOb3yeMoro SSL-
cepTndukara;
e OnuMa —X UCNOJb3yeTca A/1a yKaszaHuna ncnonbsyemoro metoga HTTP (GET nan POST);

e onuua —H ncnoab3lyetca Ans JobaBneHna 3aronoBka Content-Type:
application/json;

e onuuna --data-binary (Man —d) ncnonb3yeTca 4aa npucoeanHeHunsa K teny 3anpoca JSSON-
obbekTa, B3ATOroO M3 TekcToBoro danna;

e e Ana aBTOopM3aLmm ncnonbsyetca SCS, dannbl, cogepxalume nepesaBaemMblii 1
npuHMMaemblin SCS-cookie, yka3biBaroTCa B NapamMeTpax —b U —c COOTBETCTBEHHO.

MoapobHyto MHPOPMaLMIo 06 ONUUAX YTUANTBI curl MOXHO NOAYYNTb C MOMOLLBIO KOMaHA,
curl —--help M man curl.
1. ABTOpM30BaTb K/INEHTA C YKa3zaHWEM MMeHU noab3osaTens u napons (ana SCS).

B danin user. json npesBapuTesibHO JOMKeH ObiTb 3anncaH o6bekT AuthOptions B
dopmarte JSON, Hanpumep:

{"user":"<usenunne>","password":"<pasaﬁnuse>"}

3anpoc:
$ curl https://127.0.0.1:4443/api/10.2/1login -k -X POST -H 'Content-Type:
application/json' --data-binary 'Quser.json' -c cookie.file

OrtBer:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 2

Set-Cookie: DWToken=6QXy4wn JGov9AlGohWP kvMK3dN6ccKegjNgKcmHpb AgSrHg9cNX yFJIhxPDgr |
MTQ2Mjg3Mzg4NQ==| cWd40Ow==| GywBUVOhU4w2LF BKTS5frg==|kR ripSnrpxWjJ2dfZ7Xfmvi3rE=;
Secure; HttpOnly; Max-Age: 900; Path=/

Pragma: no-cache

{}
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3aronoBok Set-Cookie cogep>xuT SCS-cookie, KOTOPbIN HY>XHO NCNONBL30BaTb BO BCEX
nocneayrowmx 3anpocax K HTTP API. B Tene o6bekTa B ciyyae ycrnewHom ayTeHTudukaLmm
BO3BpalLaeTcsa nycton obbekT. Ecam nonb3oBatenb He aBTOPU30BaH, BO3BpaLlaeTcs
ob6bekT Error:

HTTP/1.0 403 Forbidden
Content-Type: application/json
Content-Length: 35

Pragma: no-cache

{"error":{"code":"EC_AUTH_FAILED"}}

2. Monyuuntb nupopmaumio 06 yrpose c /D = T1:
3anpoc:

$ curl https://127.0.0.1:4443/api/10.2/threat info/l1 -k -X GET -c cookie.file -b
cookie.file

OtBeT:

HTTP/1.0 200 OK

Content-Type: application/json
Content-Length: 574

Set-Cookie: DWToken=<..>;

Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"threat id":1,"detection time":1462881660,
"report":{"object":"/sites/sitel/eicar.com.txt","size":68, "packer":[],
"virus":[{"type":"SE KNOWN VIRUS","name":"EICAR Test File (NOT a Virus!)"}],
"heuristic_analysis":true,"core fingerprint":"0D2DD5A869DAB7AE354153A4D5F70F45",
"item":[],"log":[],"user time":0,"system time":0},"stat":{"dev":2049,"ino":898,
"size":68,"uid": {"uid":1000, "username":"user"},"gid":{"gid":1000, "groupname": "user"},
"mode":33204, "mtime":1441028214,"ctime":1460738554, "xattr":[]},
"origin":"APP_COMMAND LINE TOOL","origin pid":2726,"task id":1,"history":[]}

3. MepemecTuTb B KapaHTUH yrpo3y c /D = T:
3anpoc:

$ curl -v -c cookie.jar -b cookie.jar -k -X POST -H 'Content-Type:application/json'
https://127.0.0.1:4443/api/10.2/quarantine threat/1

OrtBeT:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 2

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{}
4. MpocmoTtpeTb nHpopmaLmio 06 n3oMpoBaHHOM obbeKTe:
3anpoc:

$ curl -v -k -X GET -c cookie.jar -b cookie.jar
https://127.0.0.1:4443/api/10.2/gentry info/3070d3ce-7b6e-4143-9d9f-
89ba3473a781@801:2108d
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OrtBerT:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 781

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"entry id":"3070d3ce-7b6e-4143-9d9f-89ba3473a781", "chunk id":"3830313A3231303864",
"quarantine dir":"2F686F6D652F757365722F2E636F6D2E64727765622E71756172616E74696E65",
"restore path":"2E2E2F7473742F65696361722E636F6D2E747874","creation time":1462888884,
"report":{"object":"/home/user/tst/eicar.com.txt","size":68, "packer":[],
"virus":[{"type":"SE KNOWN VIRUS","name":"EICAR Test File (NOT a Virus!)"}],
"heuristic analysis":true,"core fingerprint":"467CD4C6D423C55448B71CD5B8152776",
"item":[],"log":[],"user time":0,"system time":0},"stat":{"dev":2049,"ino":898,
"size":68,"uid": {"uid":1000, "username":"user"}, "gid":{"gid":1000, "groupname": "user"},
"mode" :33204, "mtime":1441028214,"ctime":1462888421,"xattr":[]},"history":[],
"detection time":1462888667,"origin":"APP_COMMAND LINE TOOL"}

5. N3meHuTb HacTpoukm: Bbikaountb Dr.Web CloudD.

B dann lexmap 1ls off.json npeaBapuTenbHO AOMKeH 6biTb 3anncaH o6bekT LexMap B
dopmate JSON:

{"option":[{"key":"Root", "map":{"option":
[{"key":"UseCloud","value":{"item":["no"]}}1}}]}
3anpoc:

$ curl -v -k -c cookie.jar -b cookie.jar -X POST -H 'Content-Type: application/json'
--data-binary 'Q@lexmap ls off.json' https://127.0.0.1:4443/api/10.2/set_lexmap

OtBeT:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 58

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"item": [{"option":"Root.UseCloud", "result":"EC OK"}]}
N3meHuTb HacTpoiiku: BkatounTte Dr.Web CloudD.

B dalin lexmap ls on.json NpeaBapuTeNbHO AOKeEH 6biTb 3anncaH o6bekT LexMap B
dopmate JSON:

{"option":[{"key":"Root", "map":{"option":

[{"key":"UseCloud", "value":{"item":["yes"]}}1}}1}

3anpoc:

$ curl -v -k -c cookie.jar -b cookie.jar -X POST -H 'Content-Type: application/json'
--data-binary '@lexmap ls on.json' https://127.0.0.1:4443/api/10.2/set lexmap

OrtBeT:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 58

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache
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{"item": [{"option":"Root.UseCloud","result":"EC OK"}]}
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9.14. Dr.Web SNMPD

Dr.Web SNMPD — 310 SNMP-areHT, npeaHa3HayeHHbI ana nHterpaymm Dr\Web Server
Security Suite c cuctemaMmn MOHUTOPUHIa, ncnoab3yrowmmmn npotokon SNMP. Takas
MHTEerpaymnsa no3BOAAET OTCAEXMBATb COCTOAHMNE paboTbl komnoHeHToB Dr.Web Server
Security Suite, a Takke cobupaTtb CTaTUCTUKY OOHaPY>KEHNSA N HEUTPaaM3aLumm yrpos. AreHT
NnoAAep>XXnBaeT NpeoCTaBieHNe CUCTEMAM MOHUTOPUHIa nam ntobeim SNMP-meHexepam
cneayrowie MHGopmauum:

e CocTtosiHme nroboro komnoHeHTa Dr.Web Server Security Suite.
e CyeTumKkmM KOIMYeCTBa OBHaPY>KEHHbIX YrPO3 Pa3/IMYHbIX TUMOB (B COOTBETCTBUM C

knaccndmkaumen DrWeb).

Kpome Toro, areHT MoxeT paccbinate yBegomaeHma SNMP trap no dakty obHapykeHus yrpos
1 No dakTy oWmMbOK NpM NOMNbITKaX HEMTPann3aumnm obHapy>KeHHbIX Yrpo3. AreHT
noasep>xwusaet npotokos SNMP Bepcunii 2c u 3.

OnucaHune nHbopmMaLunm, KOTopas MOXeT ObITb MPesoCTaBAeHa areHTOM, COAEPXKUTCA B
cneunanbHo chopMmMpoBaHHOM KoMnaHuen «Joktop Beb» pasgene MIB (Management
Information Base). B pazgene MIB, onpeageneHHom ana npoaykto Dr.Web ana Unix-nogo6Hbix
OC, onucbiBaetcs cneayrowas nHpopmauyma:

1. ®opmatbl onoBelleHnt SNMP trap 06 o6Hapy>XeHUn n HenTpaaM3aLmm yrpos, a Takke ob
owwnbkax komnoHeHToB Dr.Web Server Security Suite.

2. CraTtuctuka pabotbl Dr.Web Server Security Suite.

3. CoctosHue komnoHeHToB Dr.\Web Server Security Suite.

MNoapobHee 0 fAaHHbIX, KOTOPbIE MOXHO MONY4YNTb, MCNOAb3YysA NpoTokoa SNMP, cm. B
COOTBETCTBYIOLLEM pasjeie.

9.14.1. NMpuHUUNbI paboTbi

B saTom pasgene

e Obuine cBeseHUA
e NHTterpauna c cuctemHbiM SNMP-areHTOM

O6bwue cBeaeHnn

Mo ymonyaHWo KOMMNOHEHT 3anyckaeTca aBTomaTmudecku npu ctapte Dr\Web Server Security
Suite. MNocne 3anycka KOMMNOHEHT GOPMUPYET CTPYKTYPbl AaHHbIX B COOTBETCTBMM CO
CTPYKTYpOW, onncaHHon B Dr\Web SNMP MIB, n HaunHaeT oxxmaaTe NOCTynAeHne 3anpocoB
Ha nosyyeHue nHPopmMaL M oT BHEWHMX MeHeaxepoB SNMP. KomnoHeHT nonyvaert
nHbopmaumto o ctatyce komnoHeHToB Dr.Web Server Security Suite, a Takoke yBegomneHma o6
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OBHapy>XeHUN yrpo3 HeMoOCPeACTBEHHO OT eMOHa ynpaBaeHns KoHpurypauymen Dr.Web
ConfigD.

Ob6Hapy»eHure yrpo3 CkaHMpPYOLWUM S4POM MOXET NPOUCXOANTbL NPpU NpoBepkax Gannos,
NPOM3BOAALLMXCA MO 3anpocaM OT pa3anyHbix koMnoHeHToB Dr.\Web Server Security Suite.
Mpwn 06Hapy>keHUN 1060 Yrpo3bl MPONCXOAUT YBEIMYEHME CUETUMKA KOMYECTBA
0BHapy>XeHHbIX YrpOo3, COOTBETCTBYHOLLLErO TMMY Yrpo3bl, a Bcem MeHeaxepam SNMP,
Noay4YatoLLMM OrnoBeLLeHns, paccbinaeTtca yBegomaneHne SNMP trap ¢ nHpopmaumer 06
obHapy>XeHHOU yrpose.

@ HakonneHHble 3HaueHMA CYETUMKOB (HampuMep, CHETUMKOB OHBHapPY>XeHHbIX Yrpo3) He
coxpaHsatoTcs Mexay 3anyckamu Dr.Web SNMPD. Takum o6pa3om, npu nepesanycke
Dr.Web SNMPD no nto60# npuuvHe (B TOM uncie npu obuiem nepesanycke Dr.Web Server
Security Suite) HakONNeHHble 3HaUYeHMs CYETUMKOB COpPachIBarOTCA B HOJb.

NHterpaumnsa ¢ cuctemubim SNMP-areHTom

Ans koppekTHon paboTel SNMP-areHTa Dr.Web B cnyyae, eciv Ha cepBepe yxe paboTaet
OCHOBHOW cncTeMHbIn SNMP-areHT snmpd (net-snmp), HEOBXOAMMO HaCTPOUTL Nepesavy
SNMP-3anpocos no Betke MIB Dr.Web oT snmpd k Dr.Web SNMPD. 1ns 31oro Heo6xoanmo
oTpeAakTMpoBaTb KOHOUTYpPaLMOHHbIN dann snmpd (06bIYHO /etc/snmp/snmpd. conf And
GNU/Linux nnn /etc/snmpd.config ana FreeBSD), fo6aBnB B HEFO CTPOKY CIeAYHOLLETO
BUAa:

proxy -v <gepcus> -c <community> <adpec>:<nopm> <semsb MIB>
lae:
e <gepcusa> — ncnonb3syemasn sepcma SNMP (2¢, 3);
e <community> — «community string», ncnonb3zyemaa Dr.Web SNMPD;
e <adpec>:<nopm> — ceTeBOW cokeT, npocnywmnsaembin Dr.Web SNMPD;

e <gemab MIB> — OID BeTBU fepeBa MIB, cogepkalliein onmcaHmna nepeMeHHbIX 1
yBegomaeHu SNMP (trap), ncnonb3yembix Dr.Web (atot OID paBeH
.1.3.6.1.4.1.29690).

Mpwn ncnonb3zoBaHun Hactpoek SNMP-areHTa Dr.Web no ymonuaHuto gobaensemas cTpoka
NMeeT Cnesyrowmnin BUA;

proxy -v 2c -c public localhost:50000 .1.3.6.1.4.1.29690
@ Mockonbky B 3TOM caydae nopT 161 6yaeT ncnonb3oBaThCs CTaHAAPTHBIM CUCTEMHbBIM

snmpd, To gna Dr.Web SNMPD B napamMetpe ListenAddress cnefyeT ykasaTb 4pYrou
nopt (50000 B A@HHOM MnpuMepe).
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9.14.2. AprymeHTbl KOMaHAHOW CTPOKM

Y106kl 3anycTnTh KOMNoHeHT Dr.Web SNMPD 13 koMaHAHOW CTPOKMW, BbIMOJHUTE KOMaHAY:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-snmpd [<napamempsi> ]

o ana FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-snmpd [<napamempsi>]

Dr.Web SNMPD gonyckaeT ncnonb3oBaHue caesyrowmx napaMeTpos:

Mapametp OnucaHue

--help HasHaueHve: BbIBOA Ha 3KpaH KOHCOIM WY 3MyATOPa TepPMUHaNa KPaTKoM cripasku No
UMEIOLLMMCS NapameTpaM KOMaHAHOW CTPOKM U 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version  Ha3HaueHue: BbiBOZ Ha 3KpaH KOHCOAW WM 3MyAsTOpa TepMmHana MHGopMaLmm o
BEPCUM KOMMOHEHTa ¥ 3aBeplueHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het
Mpumep:
S /opt/drweb.com/bin/drweb-snmpd --help

[laHHas KOMaHJa BbiBeAET Ha 3KpaH KpaTkyto cnpaBKy koMmnoHeHTa Dr.Web SNMPD.

3ameuaHuAa o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM PeX1Me HenoCpeACTBEHHO M3 KOMaHAHOW CTPOKU He
npeaycMoTpeH. KoMMoHeHT 3anyckaeTca aBToMaTUyeCckn JEMOHOM yrpaBaeHus
kKoHPurypaumen DrWeb ConfigD npu HeobxogmmMocTn (06bIYHO Npu 3arpy3ke
onepauMoHHON cuctemsl). [ina ynpaBaeHns napameTpamum paboTbl KOMMNOHEHTa UCNONb3YNTe
ytmanty DrWeb Ctl, npegHa3HaueHHyro ans ynpasaeHusa Dr.Web Server Security Suite n3
KOMaHZHOW CTPOKM.

@ [Ans 3anycka ytwantel Dr.Web Ctl ncnonb3sywre komaHay drweb-ctl.

,ﬂ,ﬂﬂ noJsiydeHna CnpaBkn O KOMMOHEHTE N3 KOMaHAHOl‘;I CTPOKWM BbINOJIHUTE KOMaHAy
man 1 drweb-snmpd.
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9.14.3. NMapameTpbl KOHPUrypaL N

KoMnoHeHT ncnonb3yet napameTpbl KOHOUTypaLmu, 3agaHHble B CEKLUN [ SNMPD]
0bbeanHeHHOro koHburypaunonHoro davna Dr.Web Server Security Suite.

BCEKMMM npeactaB/eHbl Ciefyrolmne napameTpbl:

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log
{mun xypHanaj}
ExePath

{nyme « cpaliny}

Start

{noeuyeckuti}

RunAsUser

{UID | ums nonszosamensy}

SnmpVersion

Ve | V3

OnucaHue

YpoBeHb NoApPOoHHOCTM BEAEHMS XypHana KOMMOHEHTa.

Ecnu 3HaueHne napameTpa He ykasaHo, TO UCMOb3YeTcs
3HauyeHVe napameTpa DefaultLogLevel M3 cekUUn
[Root].

3HauyeHue No ymonyaHuo: Notice

METOQ, BeAaeHWA XKypHaJla KOMMOHEHTa.

3HauyeHve no YMOAYaHWO: Auto

MyTb K UcnonHsemomy daiiny KOMMOHEHTa.

3HaueHVe no YMONYaHUIO!
e a1 GNU/Linux: /opt/drweb.com/bin/drweb-snmpd

o aNs
FreeBSD: /usr/local/libexec/drweb.com/bin/dr
web-snmpd

3anyckaTb WM He 3amnyckaTb KOMMOHEHT C MOMOLLbHO
JeMoHa yrnpasaeHus koHourypauveii Dr.Web ConfigD.

Ecav napameTp MMeeT 3HaueHve Yes, TO AEMOH yrnpaBaeHus
KOHGUrypauyen HeMeaeHHO 3anyCTUT KOMMOHEHT, a
YCTaHOBKA €ro B 3HaueHue No — HEME/J/IEHHO 3aBepLLIUTb
paboTy KOMMOHEHTa.

3HauyeHve no YMOJIYaHWIO: No

MNonb3oBaTtenb, OT UMEHN KOTOPOTO 3anyckaeTCcAd KOMMOHEHT.
Bbl MOXeTe ykazaTb UACNOBON UAEHTUDUKATOP
nonb3oBatensa (UID) nav ero nmsa (noruvH). Ecam nms
No/Ab30BaTeNst COCTOUT U3 LMPP (T. €. MOXOXe Ha YMCNOBOM
UID), To oHO yka3sbiBaeTca ¢ NpedukCcoM name :, Hanpumep,
RunAsUser = name:123456.

Ecav nms nonb3osatens YKa3aHO HEKOPPEKTHO, pa60Ta
KOMMOHEHTa 3aBepLuaeTca owmnbKom Cpa3sy nocne nonbITkn
3anycka.

3Ha4yeHne No ymoaYaHuo: drweb

Vicnonbsyemas Bepcua npoTtokosa SNMP (SNMPv2c nan
SNMPv3).
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ListenAddress

{adpec}

TrapReceiver

{cnucok adpecos}

V2cCommunity

{cmpoka}
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OnucaHue
3HauyeHue No yMonuaHuo: V2c

Aspec (IP-agpec 1 nopT), NPOCAYLLVBaEMbIA areHTOM
Dr.Web SNMPD B oxugaHuv NOAKIHOUEHU OT KINEHTOB
(MeHepxepos SNMP).

@ [ns coBmecTHOM paboThl € snmpd

: HEOHXOAMMO yKa3zaTb MOPT, OTANYHBIA OT
CTaHgapTHoro (161). Kpome TOro, Yy snmpd
Heo6XO0AMMO HACTPOUTL MPOKCUPOBAHME.

3HaueHvie Nno ymonuaHmo: 127.0.0.1:161

Crincok agpecos (IP-agpec v nopT), Ha koTopbie Dr.Web
SNMPD otnpasnset yBegomaenna SNMP trap npwn
o6HapyxeHun yrpo3 kommnoHeHTamu Dr.Web Server Security
Suite.

Mo>KeT UMeTb CMUCOK 3HAUEHUI. 3HaUEeHWs B CrUCKe
YKa3bIBatOTCA yepes 3anAaTyro (Kaxkgoe 3HaueHue B
KaBblukax). [lonyckaeTcs NOBTOpeHVe NapamMeTpa B CeKuun
(B 3TOM cayyae BCe 3HAYEHUS OOBEAVHSAIOTCA B € WHbIN
CNNCoK).

Mpumep: JobaButb B cnncok cokeTbl 192.168.0.1:1234 n
10.20.30.45:5678.
1. [obaBneHune 3HaueHU B Galin KOHGUrypaLmm.

e /[lBa 3HaueHVs B OAHOW CTPOKE:

[ SNMPD]
TrapReceiver = "192.168.0.1:1234",
"10.20.30.45:5678"

e [IBe cTpOKM (NO OAHOMY 3HAaYEHUIO B CTPOKeE):

[ SNMPD]
TrapReceiver = 192.168.0.1:1234
TrapReceiver 10.20.30.45:5678

2. [lob6aBneHne 3HaYEHMWA C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset SNMPD.TrapReceiver -a
192.168.0.1:1234
# drweb-ctl cfset SNMPD.TrapReceiver -a
10.20.30.45:5678

3HaueHWe No ymosyaHuto: (He 3adaHo)

Crpoka «SNMP read community» ana ayTeHTUdMKa LMK
meHepxepoB SNMP (npotokosn SNMPvZ2c) npu gocTtyne K
nepemenHbiM MIB Dr.Web ans uteHus.

PyKOBOACTBO aZMUHWCTpaToOpa

265



1

g
),
A

A
$

Mapametp

V3EngineId

{cmpoka}

V3UserName

{cmpoka}

V3Auth

{SHA(<pwd>) | MD5(<pwd>) | None}

V3Privacy

{DES(<secret>) | AES128(<secret>) | None}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

MapameTp ncnonb3yeTcs, ecan 3ajaHo
SnmpVersion = V2c

3HauyeHve no yMo4YaHuo: public

Crpoka-ugeHtndukatop Engine ID pna SNMPv3 (cornacHo
REC 3411 O).

3HauyeHue No ymonyaHuo: 800073FA044452574542

Vims nonb3oBaTens ans ayteHTUOMKaLMM MeHeJKepOB
SNMP (npotokon SNMPv3) ansa pgoctyna K nepemexHbivm MIB
Dr.Web.

MapaMeTp UCMO/Ib3yeTCs, eCan 3aZaHo
SnmpVersion = V3.

3HayeHue No ymonyaHuio: noAuthUser

MeTtog ayteHTUdUKaLmm meHegxepos SNMP (npoTtokon
SNMPv3) pna poctyna K nepemenHbiv MIB Dr.Web.

Bo3MoOXHble 3HaueHus:

e SHA (<PWD>) — ucnonb3yetca SHA-xew naponsa (CTpoku
<PWD>);
e MD5 (<PWD>) — ucnonb3yetca MD5-xew naponsa

(cTpokn <PWD>);
e None — ayTeHTUdMKaLMA He MPOM3BOAUTCS;
rae <PWD> — naposb B OTKpbITOM BUze (plain text).
Mpw 3asaHnK 3HaUEHWS NapamMeTpa U3 KOMaHAHOW CTPOKM,
HeKoTOpble KOMaHJAHble NHTEPMNPeTaTopPbl MOTYT

noTpeboBaTth 3KpaHNMPOBaHME CKOHOK MPU MOMOLLM
cuvBona \.

Mpumepsb:
1. 3HaueHue napameTpa B daine KOHPUrypaLmm:

V3Auth = MD5(123456)

2. 3ajaHuve 3TOro e 3HaueHUst U3 KOMaHAHOW CTPOKU C
MOMOLLbIO KOMaHAbl drweb-ctl cfset:

drweb-ctl cfset SNMPD.V3Auth
MD5\ (123456\)

I'IapalvleTp Mcnoab3yeTcd, ecsin 3a4aHo
SnmpVersion = V3.

3HauyeHue No ymonyaHuio: None

MeTog wudposanua cogepxvmoro SNMP-coobLueHni
(npotokon SNMPv3).
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Mapametp OnucaHue

Bo3MoOXHble 3HaueHus:

e DES (<secret>) — UCMOAb3YeTCs aNroput™ LWnppoBaHms
DES;
e AES128 (<secret>) — WCMONb3YeTCca aAropuTm

wndposaHma AEST128;

e None — wudppoBaHue cogepxmumoro SNMP-coobLeHuni
He NPOW3BOAMNTCS;

rae <secret> — CekperT, pasgensieMblii MEHEAXEPOM U
areHToMm (plain text).

Mpw 3asaHnK 3HaUEHWS MapamMeTpa U3 KOMaHAHOW CTPOKM,
HeKOTOpble KOMaHZHble MHTEPMPeTaTopbl MOTYT
noTpeboBaTth 3KpaHMPOBAHME CKOHBOK MPU MOMOLLM
cumBona \.

Mpumepsbr:

1. 3HaueHue napameTpa B daine KOHPUrypaLmm:

V3Privacy = AES128 (supersecret)

2. 3ajaHuve 3TOro e 3HauYeHWs U3 KOMaHAHOMN CTPOKM C
MOMOLLbIO KOMaHAbl drweb-ctl cfset:

drweb-ctl cfset SNMPD.V3Privacy
AES128\ (supersecret))

HapaMeTp ncnoab3yeTcd, ecin 3agaHo
SnmpVersion = V3.

3HauyeHve no YMOAYaHMO: None

9.14.4. NluTerpauna ¢ cuctTeMaMum MOHUTOPUHra

B sTom paspene

e /HTerpauns ¢ cMcteMon MoHutTopuHra Munin

o [NoakntoyeHwue y3na Kk Munin
e VHTerpauns ¢ cucteMom MmoHutopuHra Zabbix

o [NoakntoueHwue y3na Kk Zabbix

o Hactpouka npuema yeegomaenuin SNMP trap ana Zabbix
e VlHTerpauns ¢ cncteMmon moHutopunra Nagios

o [oakntoyeHwe y3na Kk Nagios

s HacTtpownka Nagios

o Hactpouka npuema yBegomnenuin SNMP trap ana Nagios

SNMP-areHT Dr.Web MoxeT BbICTynaTh NOCTaBLLMKOM AAHHbIX AN NHOOON CUCTEMDbI
MOHWUTOPWHTa, ncnonb3ytoent npotokos SNMP Bepcuu 2¢c nam 3. lNepeueHb JaHHbIX,
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AOCTYMHbIX AN MOHUTOPUWHTA, N UX CTPYKTypa onuvcaxbl B hanne onncaHma MIB Dr.Web
DRWEB-SNMPD-MIB. txt, moctaBasemom coBmectHo ¢ Dr.Web Server Security Suite. 1ot
darin HaxoamTca B KaTanore /opt/drweb.com/share/drweb-snmpd/mibs ana GNU/Linux
nan /usr/local/libexec/drweb.com/share/drweb-snmpd/mibs gnsa FreeBSD.

[ns yno6cTBa HaCTPOMKM COBMECTHO C KOMMOHEHTOM MOCTaBAATCA HEOH6X0AMMble LWabNOoHbI
HaCTpoeK A/ MOMNyAAPHbIX CMCTEeM MOHUTOpMHIra Munin, Zabbix n Nagios.

LLlabnoHbI HAaCTPOEK AN CUCTEM MOHUTOPUHIA HAaXOAATCA B
KaTanore /opt/drweb.com/share/drweb-snmpd/connectors ana GNU/Linux

man /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors Anq
FreeBSD.

NHTerpaumnsa ¢ cuctemomt moHutopmHra Munin

Cnctema MoOHUTOPUHIa Munin cCOCTOUT 13 LieHTpan30BaHHOro cepBepa (MacTtepa) munin,
cobupatoLLero CTaTUCTUKy OT KIMEHTOB munin-node, pacrnonararoWwmxcs J10KaabHO Ha y3nax,
nognexatumx HabarogeHmo. Kaxkablii KIMeHT MOHUTOPWHTa Mo 3anpocy OT cepBepa cobupaet
faHHble 0 paboTe HabatogaeMoro y3na, 3anyckas nodkarodaemsie Modyau (plug-ins),
npeAoCTaBAAOWMeE JaHHbIE ANA Nepejayun Ha cepBep.

Ans noakntoyeHma Dr.Web SNMPD k cucteme MOHUTOpUHra Munin B

Katanore /opt/drweb.com/share/drweb-snmpd/connectors/munin/plugins and
GNU/Linux nan /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/munin/plugins ana FreeBSD noctaBaatoTCA rotToBblie MNOAK/IHOYaEMbIE
mMozaynu cbopa aaHHbIx Dr.Web, ncnonb3yemblie munin-node. 311 Moaynn cobmparoT gaHHble
AN NOCTPOEHMA Cheayromnx rpadurkos:

e KO/NIMUYECTBO OBHapPYyXXeHHbIX Yyrpos;

e CTAaTUCTMKa NPOBepKM Gannos.

YKkazaHHble MOAynN NOoAAePXKNBAOT Ucnosib3oBaHMe npotokona SNMP Bepcuia 1, 2c n 3. Ha
OCHOBE 3TMX WabNOHHbIX MOAYNEN MOXHO CO34aTb /t0bble NOAK/IOUYaEMbIE MOAYN,
onpawwwmBatowpme coctoaHne Dr.Web Server Security Suite uepe3 Dr.Web SNMPD.

B katanore /opt/drweb.com/share/drweb-snmpd/connectors/munin ana GNU/Linux
uan /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/munin ans
FreeBSD noctaBasatoTcsa cnegytowme dannbl.

daiin OnwucaHue
plugins/snmp__drweb_malware MoakntoyaeMbli MOAyAb munin-node /s Onpoca
Dr.Web SNMPD uepe3 SNMP ¢ uenbto nonyyeHus
KonnyecTBa yrpos, obHapyeHHbIx Dr.Web Server
Security Suite Ha y3ne.
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®dain OnucaHue

plugins/snmp__drweb_filecheck MoakntoyaeMbli MOAyAb munin-node A/iA onpoca
Dr.Web SNMPD uepe3 SNMP ¢ uenbto nonyyeHus
cTaTucTVkM nposepku dannos Dr.Web Server Security
Suite Ha y3ne.

plugin-conf.d/drweb.cfg MpuMep koHOUrypauum B munin-node 3Ha4eHWA

NepPeMeHHbIX CPpeZbl UCMOTHEHUS MOAKIF0 YaeMbIX
mogayneri Dr.Web.

Mopxntouenue y3na kK Munin

B faHHOW MHCTPYKUMW NpeanosaraeTcsa, YTo CMCTeMa MOHUTOPMHIa Munin yxke KOppPeKTHO
pa3BepHyTa Ha cepBepe MOHUTOPMHTra, a Ha HabarAaeMOoM y3ne yCTaHOB/IEHbl U KOPPEKTHO
dyHkumnoHupyroT Dr.Web SNMPD (BO3MOXHO, B peXnme NpoKcu COBMECTHO ¢ snmpd) u

munin-node.

1. Hactpoiika Ha HabarogaeMom y3ne

e Ckonupynte dannbl snmp  drweb * B KaTanor 6ubanotek nogkatoyaeMbix Moy nen
munin-node. 3TOT NyTb 3aBUCKT OT ncnosnbzyemon OC, Hanpumep, B Debian n Ubuntu
3TO NyTb /usr/share/munin/plugins.

e HactponTe munin-node, NOAKIOUMB K HEMY NOCTaBASeMble NOAKIOYaEMblE MOAY NN
Dr.Web. ina 3T0ro ncnosb3ymte ytuamTy munin-node-configure, KoTopas
NnoCTaBaAETCA COBMECTHO C munin-node.

Hanpumep, komaHaa:

$ munin-node-configure --shell --snmp localhost

BHBeAeTHa3KpaHTepMMHaﬂaCHMCOKKOMaHAAﬂﬂCO3AaHMHHeO6XOAMMbM
CMMBONNYECKNX CCbIJIOK Ha NMOoAKNKOYaeMble MOAYIN. CKonmpy|7|Te M BbIMOJHNTE UX B
KOMaHAHOVI CTpokKe. YKa3aHHas KOMaHZa npejnojaraeT, Yto:

1) munin-node yCTaHOB/NEHa Ha TOM Xe y3sie B ceTn, uto n DrWeb SNMPD. Ecau 310 He
Tak, TO c/iefyeT yka3aTb BMecTo localhost npaBuabHbin FQDN man IP-agpec
HabatogaeMoro y3na.

2) Dr.Web SNMPD ucnonb3yet npotokon SNMP Bepcum 2c. Ecim 310 He Tak, To cheayet
yKa3aTb NpaBubHY0 Bepcuto npoTtokona SNMP B Bbi3oBe KOMaHAbl munin-node-
configure. 3Ta KOMaHAa UMeeT Habop KIKoUen, KOTopblie NO3BOAT FTMHKO
HaCTPOWTb NOAKIOYaeMble MOAYN, B TOM YMCAe yKa3aTb NCNOJb3yeMYO BEPCUIO
npoTtokosia SNMP, nopT, ucnosnbsyemoii SNMP-areHTOM Ha HabatogaeMomMm y3ne,
CTPOKY community string v T. n. Npy He06XOAMMOCTN BOCMO/b3yNTECH CNPAaBKOMW MO
KOMaHge munin-node-configure.

e [Tpn HEO6XOAMMOCTM OnpeaennTe AN NepeonpesenvTe 3HaueHA NapaMeTpoB Cpeapl,
B KOTOPOW AOJ/IKHbI UCMONHATLCA YCTaHOBAEHHbIEe NoakatovaeMble moayan DrWeb ans
munin-node. B kauecTBe NnapameTpoOB Cpesbl NCNOAb3YeTCa 3HaUeHne community string,
ncnonblyembln SNMP-areHTOM MOPT 1 Tak Aanee. 3Tv NapaMeTpbl HEO6XOAMMO
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onpegenntb B davine /etc/munin/plugin-conf.d/drweb (co3ganTte ero npu
HeobxoaumocTw). B kauecTBe npumepa gaHHOro ¢anna NCnonb3ynTe NoCTaBASEMbIN
davin drweb. cfg.

e B panne koHPUrypaumm munin-node (munin-node.conf) ykaxuTte perynsapHoe
BblpaXkeHne, KOTOPOMY JO/IKHbI COOTBETCTBOBATL |IP-agpeca y3/10B ceTh, C KOTOPbIX

cepBepaM (MacTtepam) munin paspeLleHo NoAKAYaTbCA K munin-node Ha AaHHOM y3ne

A5 NONyYeHUs 3HAYEHNI KOHTPOIMPYEMbIX MapaMeTpoB, Hanpumep:

allow ~10\.20\.30\.40$

B saHHOM ciiyyae perynspHoe BbipaXeHue paspeLlaeT nojyyeHme napaMeTpoBs 3TOro
y3n1a TO/IbKO Y31y ¢ |IP-agpecom 10.20.30.40.
e [Nepe3sanyctute munin-node, HaNpPUMep, KOMaHAOW:

# service munin-node restart
Hactpolika Ha cepBepe (MacTepe) Munin

B koHbUrypaumoHHbIn darn mactepa Munin (munin. conf), KOTOPbIV MO YMOAYAHUIO
XpaHuTCA B KaTanore /etc (B cuctemax Debian n Ubuntu — /etc/munin/munin. conf),
AobaBbTe 3anNnChb € aapecoM 1 aeHTUPrMKaTopom HabarogaemMoro ysna:

[<ID>; <hostname> . <domain>]

address <host IP address>
use node name yes

rae <ID> — oTtobpaxkaeMblli MaeHTUdMKATOP y3na; <hostname> — umMs y3na; <domain> —
UMA jomeHa; <host IP address> — IP-agpec y3na.

C odMumanbHOM AOKyMEHTaLMeEN MO HaCTPOMKe CMCTeMbl MOHMUTOPMHIa Munin Bbl MOXeTe
03HaAKOMMUTbCA Mo ccbiake O,

NHTerpauma ¢ cuctemon moHutopuHra Zabbix

Ans noakntoueHma Dr.Web SNMPD k cucteme MoHUTOpuHra Zabbix B

Katanore /opt/drweb.com/share/drweb-snmpd/connectors/zabbix ana GNU/Linux
man /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/zabbix
ana FreeBSD nocraBastotca cneayrowime Garinbl WabaoHOB:

daiin OnucaHue

zbx_drweb.xml LLlabnoH onvcaHus HabatogaeMoro y3na ¢

yctaHoBAeHHbIM Dr.Web Server Security Suite.

HactpoWiku yTmautbl snmptt — nprvemMHvka
yBegomnenuin SNMP trap.

LlabnoH onuncanms Ha6mo,u,ae|v|oro Y3/1a COAEPXKUT:

e Habop onuncaHn cyeTunKoB («items», B TepMmuHonorum Zabbix). Mo ymonyaHuto wabaoH

HaCcTpPOeH Ha ucnoab3oBaHue nportokona SNMP v2.
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e Habop HacTpoeHHbIX rpadunKoB: KOMYECTBO NPOBEPEHHbLIX GaliNoB 1N pacrnpeseneHne
O6Hapy>XXeHHbIX Yyrpo3 no Tunam.

MopxntoueHue y3na k Zabbix

B faHHOW MHCTPYKUMM NpeanonaraeTcs, Yto cuctema MOHUTOpuUHra Zabbix yxe koppekTHo
pa3BepHyTa Ha cepBepe MOHUTOPWHTIa, @ Ha HabArZaeMOM YCTaHOBJ/IEH N KOPPEKTHO
dyHKkumoHnpyet Dr.Web SNMPD (BO3MO>XHO, B peXu1Me NpoKCn COBMECTHO ¢ snmpd). Kpome
TOro, ecan NAaHMpyeTca noayyatb ¢ Habarogaemoro y3na onoseweHmnsa SNMP trap (B
yacTHocTK, 06 obHapyxeHun Dr.Web Server Security Suite yrpos Ha 3awpuiiaemMmom cepsepe),
Ha cepBepe MOHUTOPUHTa TakoKe JO/IKEH ObITb YCTaHOB/IEH NakeT net-snmp (MCNO/b3YOTCA
CTaHAAPTHbIE YTUANTbI snmptt U snmptrapd).

1. B Beb-uHTepdeice Zabbix Ha Bkraake Configuration — Templates mnoptupyiite
wabaoH Habatogaemoro y3na u3 panna /opt/drweb.com/share/drweb-
snmpd/connectors/zabbix/zbx drweb.xml ana GNU/Linux
wan /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/zabbix/zbx drweb.xml ana FreeBSD.

2. [obaBbTe HabatogaeMbll y3en B CNMCOK y310B (Mcnonb3ymnTe ccbinky Hosts — Create
host). YkaxxuTe napameTpsbl y3n1a 1 koppekTHble HacTponkn SNMP-uHTepdeinca (40NKHbI
COOTBETCTBOBATb HacTponkaM drweb-snmpd 1 snmpd Ha y3ne):

e Binaaka Host:
Host name: drweb-host
Visible name: DRWEB_HOST
Groups: BbibepuTe Linux servers

Snmp interfaces: HaxxmuTe Add 1 ykaxxuTe IP-agpec n nopT, ncnonessyembin Dr.Web
SNMPD (no ymonuaHuto npegnonaraetcs, uto Dr.Web SNMPD paboTaeT Ha 10KaNbHOM
y3/ie, NO3TOMY 34ecCb yKka3aH agpec 127.0.0.7, a B kayecTBe nopTa yka3aH CTaHAAPTHbIN
nopt 167).

e Bknagka Templates:
Haxxmute Add, otmetbTe DRWEB, HaxxmuTe Select.
e Bknagka Macros:
Macro: {$SNMP_COMMUNITY}
Value: ykaxxute read community ans SNMP V2c (no ymonuanuto public).

HaxmuTte Save.

@ Makpoc {$SNMP_COMMUNITY} MOXHO yka3aTb HeMocpeACTBeHHO B LabaoHe y3na.

o ymMon4aHWO MMNOPTUPOBaHHBIV WabaoH DRWEB HacTpOeH Ha 1CMONb30BaHNe BepCum
SNMP v2. Ecnn TpebyeTcs ncnonb3osaTtb apyryto Bepcuo SNMP, ero Heob6xoanMo
OTpeAaKkTVpOBaTh Ha COOTBETCTBYIOLLEW CTPaHWLE pefakTMpOoBaHus WabaoHa.
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Mocne NnpuBAskM WabaoHa Kk HabarogaeMomy y3ny, ecan HacTpoikn SNMP koppekTHbl,
cucTemMa MOHUTOPUHTa Zabbix HauHeT cbop AaHHbIX AN CYUETUMKOB (items), cofep KaLumxcs
B WwabnoHe. Ha Bkiagkax Beb6-nHTepderica Monitoring — Latest Data 1 Monitoring —
Graphs 6yayT oTo6paxaTbca cobpaHHble JaHHble CYETUMKOB.

. CneumanbHbIV 3neMeHT (item) drweb-traps cnyxunt ans cbopa ysegomaeHuii SNMP trap ot

Dr.Web SNMPD. XypHan nonyuyeHHbIx onoselleHnin SNMP trap [oCTyneH Ha cTpaHuue
Monitoring — Latest Data — drweb-traps — history. /1ns c6opa onoselueHunin Zabbix
MCNONb3yeT CTaHAapPTHbIE YTUAUTbl snmptt M snmptrapd U3 MakeTa net-snmp. 06 nx
HacTpoike ana nonydeHuns ysegomaeHunin SNMP trap ot DrWeb SNMPD cMm. Huxe.

B cnyyae Heobx0AMMOCTH, Bbl MOXETe HacTPOUTb A/iA AobaBieHHOro HabaogaemMoro y3na
TpUrrep, M3MeHs WM CBOe COCTOAHWE NpwW noayyeHnn yBegomaeHnin SNMP trap ot
Dr.Web SNMPD. VI3ameHeHMe COCTOAHMA 3TOro TpUrrepa MoXHO MCNONb30BaTh Kak
NCTOYHUK COBBITUI A1 GOPMUPOBAHNA COOTBETCTBYHOLLUMX YBEAOMAEHUI. Tpurrep Ans
Habntogaemoro y3na gobasnserca ctaHAZapTHbIM cnocobom. Huxxe nokasaH npumep
BbIPa>eHW#, yka3biBaeMoro B nose trigger expression A15 ON1McaHHOro Tpurrepa.

e 1na Zabbix Bepcum 2.x:

({TRIGGER.VALUE}=0 & {DRWEB:snmptrap[.*\.1\.3\.6\.1\.4\.1\.29690\..*].nodata (60)}
=1 )| ({TRIGGER.VALUE}=1 &
{DRWEB: snmptrap[.*\.1\.3\.6\.1\.4\.1\.29690\..*] .nodata (60) }=0)

e 1na Zabbix Bepcum 3.x:

({TRIGGER.VALUE}=0 and {drweb-host:snmptrap[".29690."].nodata(60)}=1 ) or
({TRIGGER.VALUE}=1 and {drweb-host:snmptrap[".29690."].nodata(60)}=0 )
[aHHbIN Tpurrep cpabaTbiBaeT (ycTaHaBAMBaAETCA B 3HaueHune 1), ecm XypHan
yBegomaeHuit SNMP trap, noctynatowmx otr Dr.Web SNMPD, 6611 06HOB/IEH B TeueHne
MUHYTbI. ECn Xke XXypHan B TeueHne MUHYTbl He OOHOBAANCA, TO TPUTTEP BbIKNHOYAETCA
(MeHsaeT cocTosAHMe Ha 0).

B none Severity ans 3TOro TpUrrepa pekoMeHayeTcs ycTaHaBAUBaTb BUJ YBEAOMAEHMUS,
oTanuHbIn oT Not classified, Hanpumep, Warning.

Hactpoitka npuema yBegomnennn SNMP trap ana Zabbix

Ha HabatogaemoMm y3ne B HacTpoinkax Dr.Web SNMPD (napameTp TrapReceiver)
yKa3blBaeTCs agpec, KOTOpbIM NpocaywmnBaeTca snmptrapd Ha y3ne ¢ Zabbix, Hanpumep:

SNMPD.TrapReceiver = 10.20.30.40:162

2. B koHpUrypaumoHHom ¢anne snmptrapd (snmptrapd.conf) yka3biBaeTcs TOT Xe agpec,

a TalkoKe NpUAoXKeHue, KoTopoe byaeT obpabaTbiBaTb NONAyYeHHble yBegomaeHns SNMP
trap (B 4aHHOM ciyyae, snmptthandler, KOMNOHEHT snmptt):

snmpTrapdAddr 10.20.30.40:162
traphandle default /usr/sbin/snmptthandler

UTobbl snmptt He oTkKioHAN yBegoMaeHna SNMP trap, otnpasneHHble Dr.Web SNMPD, kak
HensBeCTHble, J06aBbTe Takke B 3TOT Ppaiin CTPOKy:

outputOption n
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3. KoMnoHeHT snmptthandler coxpaHaeT NpuHUMaemble yBegomaeHna SNMP trap B danin

Ha AMCKe B COOTBETCTBUU C YKa3aHHbIM GOPMaTOM, KOTOPbIN JOMXKEH COOTBETCTBOBATb
perynsipHoOMy Bblpa>keHWto, 3aZaHHOMY B WwabnoHe y3na ana Zabbix (3nemeHT (item)
drweb-traps). DopmaT coxpaHaeMoro cooblieHnsa o noctynaeHnn ysegomnenuns SNMP trap
nocrasnaetca B pavine /opt/drweb.com/share/drweb-
snmpd/connectors/zabbix/snmptt.drweb.zabbix.conf ans GNU/Linux

nan /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/zabbix/snmptt.drweb.zabbix.conf ana FreeBSD, koTopbiin
HeobxoAMMO CKONMMpPOBAaTL B KaTaior /etc/snmp.

4. Kpowme 370ro, nyTb K Ppannam popmaTa HeOOXOANMO yKa3aTb B KOHUTypaLMOHHOM daiine

snmptt.ini:

[TrapFiles]

# A list of snmptt.conf files (this is NOT the snmptrapd.conf file).
# The COMPLETE path and filename. Ex: '/etc/snmp/snmptt.conf'
snmptt conf files = <<END

/etc/snmp/snmptt.conf

/etc/snmp/snmptt.drweb.zabbix.conf

END

Mocne aToOro, ecaun snmptt 3anyweH B pexXnme geMoHa, TO ero Hajo nepe3anyCctnTb.

5. B koHburypaumoHHom danne cepsepa Zabbix (zabbix-server.conf) HeobxoanMmo
3a4aTb (MM NPOBEPUTL HaNMuUME) CAeAyoLWMX HacTPoeK:

SNMPTrapperFile=/var/log/snmptt/snmptt.log
StartSNMPTrapper=1

rae /var/log/snmptt/snmptt.log — dann XypHana, B KOTOPbIA snmptt 3anucbiBaeT
nHopMaumto o noctynueLinx ysegomaeHnax SNMP trap.

MNoppobHee c opuLManbHOM JOKyMeHTaLmeln no Zabbix Bbl MoXeTe 03HaKOMUTLCA MO

ccbuike 4.

NHTterpauma ¢ cuctemon moHutopuHra Nagios

Ana noakntoueHns Dr.Web SNMPD k cucteme moHutopuHra Nagios B

Katanore /opt/drweb.com/share/drweb-snmpd/connectors/nagios ana GNU/Linux
man /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/nagios
pana FreeBSD noctaBnatotca ciegytowme Gannbl npumMepoB KoHourypaunm Nagios:

®aiin OnucaHue
nagiosgraph/rrdopts.conf-sample

Mpumep koHdurypaumoHHoro daina RRD

objects/drweb.cfg KoHpurypaLpoHHbIl daiin, onvcbiBatoLL i
obbexTbl drweb
objects/nagiosgraph.cfg KoHdpurypaumoHHbin daiin KoMnoHeHTa
noctpoenus rpadumkos Nagiosgraph,
ncnonb3yemoro Nagios
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®dain OnucaHue

plugins/check drweb Ckpwnt ais cbopa gaHHbIx oT y3na ¢ Dr.Web
Server Security Suite

plugins/eventhandlers/submit_check_result  Ckpwnt ans o6paboTkn ysegomnenuin SNMP
trap

snmp/snmptt.drweb.nagios.conf HacTpolku yTuanTel snmptt — MpUeMHIKa

yBegomienuin SNMP trap

MopknroueHue y3na k Nagios

B faHHOW MHCTPYKLUMM NpeanonaraeTcs, Yto cuctema MoHuTopuHra Nagios y>xxe KOppekTHO
pa3BepHyTa Ha cepBepe MOHUTOPWHTIA, BKAKOUas HaCcTPOWKy Beb-cepBepa 1 rpaduryeckoro
cpeactea Nagiosgraph, a Ha HabatofaeMoM y3e YCTaHOBNEH N KOPPEKTHO QYHKLMOHMPYET
Dr.Web SNMPD (BO3MOXHO, B pexunmMme Npokcu coBMecTHo ¢ snmpd). Kpome Toro, ecam
naaHupyeTca nony4vatb ¢ Habatogaemoro y3na ysegomneHuns SNMP trap (B yacTHOCTH, 06
obHapyxeHuu Dr.Web Server Security Suite yrpo3 Ha 3awuiaeMomM cepBepe), Ha cepeepe
MOHWUTOPUHTa TakXke J0KEH ObITb YCTAaHOB/IEH NakeT net-snmp (MCNOb3YHOTCA
CTaHZapPTHbIE YTUAUTBI snmptt U snmptrapd).

B faHHOM pyKOBOZACTBE MO MOAKIHOYEHUIO NCMOb3YHOTCA CAeAyroLLMe COrNaLlleHmsa O NyTax
(peanbHbie nyTn 3aBucAT oT OC n yctaHoBkM Nagios):

o <NAGIOS_PLUGINS_DIR> — katanor nnarnHoB Nagios,
Hanpumep, /usr/1ib64/nagios/plugins.

o <NAGIOS_ETC_DIR> — kaTanor HacTpoek Nagios, Hanpumep, /etc/nagios.

e <NAGIOS_OBJECTS_DIR> — katanor o6bektoB Nagios,
Hanpwumep, /etc/nagios/objects.

e <NAGIOSGRAPH_DIR> — xatanor Nagiosgraph, Hanpumep, /usr/local/nagiosgraph.

e <NAGIOS_PERFDATA LOG> — dain, B koTopbii Nagios 3anuncbiBaeT pesynbTtaTbl
BbINMOJHEHNA KOMaHZ NMPOBEPKM CepBUCOB (fOKeH coBnaaTtb ¢ Ganiom perflog uns
<NAGIOSGRAPH_DIR>/etc/nagiosgraph.conf). 3anncu ns atoro ¢pania cYMTbIBatOTCA

ckpuntom <NAGIOSGRAPH_DIR>/bin/insert.pl 1 3anncbiBatOTCA B COOTBETCTBYHOLLME
RRA-apxmBbl RRDtool.

Hactpoika Nagios

1. Ckonupynte ¢pann check drweb B katanor <NAGIOS_PLUGINS_DIR>, a dpann
drweb.cfg— B kaTanor <NAG/OS_OBJECTS _DIR>.

2. [obasbTe B rpynny drweb y3nbl ¢ yctaHoBAeHHbIM Dr.Web Server Security Suite,
noanexatume HabaroAeHMo (Ha HUX AoaxeH bbiTb 3anyueH Dr.Web SNMPD), no
YMONUaHWIO B JaHHYO FPYNNy BKAKOYEH TONbKO NoKasbHbIN y3en localhost.
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. OTpepakTupywite (Mpy HEOBXOANMMOCTU) KOMaHAy check drweb, B KOTOPOW yKa3blBaeTcs

ob6patyeHne k Dr.Web SNMPD Ha y3nax drweb vepes ytuanty snmplwalk:

snmpwalk -c public -v 2c $HOSTADDRESSS$:161

YkaxuTe npasuabHyto sepcuto npotokona SNMP 1 napameTpebl, Takme kak community
string, nan napameTpbl ayTeHTUdMKaLuK, a Takoke nopT. lNepemMeHHy0 SHOSTADDRESSS
HeobxoAnMO OCTaBUTb B KOMaHe (OHa aBToMaTuyeckn 3ameHsaeTca Nagios Ha
NpaBW/bHbIV agpec y3i1a nNpu Bbi3oBe koMaHAbl). OID B kKoMaHZe yka3biBaTb He TpebyeTcs.
PekomeHayeTcs TakKe yKa3aTb KOMaHZy BMecTe € MOJIHbIM MyTeM K UCoaHaeMomy panny
(0bblYHO — /usr/local/bin/snmpwalk).

MogitounTte 06bekTbl DriVeb B koHPUrypaumoHHOM danne
<NAGIOS_ETC_DIR>/nagios.cfg, sO6aBMB B HEro CTPOKY:

cfg file=<NAGIOS_OBJECTS_DIR>/drweb.cfg

. [lobaBbTe HacTpouikn RRDtool ans rpadumkos DriVeb n3 davina rrdopts.conf-sample B

davin <NAGIOSGRAPH_DIR>/etc/rrdopts.conf.
Ecan komnoHeHT Nagiosgraph elle He HaCTPOEH, TO BbIMOJAHUTE €ro HAaCTPOMKY:

e Ckonupynte dann nagiosgraph.cfg B katanor <NAG/OS_OBJECTS_DIR> v ncnpasbTe
nyTb K paniny ckpunta insert.pl B KOMaHAe process—-service-perfdata-for-
nagiosgraph, Hanpumep, Tak:

$ awk '$1 == "command line" { $2 = "<NAGIOSGRAPH_DIR>/bin/insert.pl" }{ print }'
./objects/nagiosgraph.cfg > <NAGIOS_OBJECTS_DIR>/nagiosgraph.cfg

e [MogkntounTte 3T0T darin B KOHPUrypaumoHHom danne <NAGIOS_ETC_DIR>/nagios.cfgq,
Ao6aBMB B HEro CTpoky:

cfg file=<NAGIOS_OBJECTS_DIR>/nagiosgraph.cfg

MpoBepbTe 3HaUeHUsa NnapameTpoB Nagios B KOHPUrypaumoHHOM daiine
<NAGIOS ETC_DIR>/nagios.cfgq:

check external commands=1
execute_host checks=1

accept passive host checks=1
enable notifications=1
enable event handlers=1

process performance data=1

service perfdata file=/usr/nagiosgraph/var/rrd/perfdata.log

service perfdata file template=$LASTSERVICECHECKS | |$HOSTNAMES | |$SERVICEDESCS | | $SERVIC
EOUTPUTS | | $SERVICEPERFDATAS

service perfdata file mode=a

service perfdata file processing interval=30

service perfdata file processing command=process-service-perfdata-for-nagiosgraph

check service freshness=1
enable flap detection=1
enable embedded perl=1
enable environment macros=1
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Hactpoitka npuema yBeaomnenni SNMP trap ana Nagios

1. Ha Habatopgaemom y3ne B HacTporikax Dr.Web SNMPD (napameTp TrapReceiver)
yKaxxuTe agpec, KOTopblI NpocaywmnBaeTcs snmptrapd Ha y3ne ¢ Nagios, Hanpumep:

SNMPD.TrapReceiver = 10.20.30.40:162

2. MNpoBepbTe Hannune darina ckpunta
<NAGIOS_PLUGINS_DIR>/eventhandlers/submit check result, kOoTOpbli byseT
BbI3bIBaTbCSA MPU NoayyYeHUn yBegomaeHuii SNMP trap. Ecav 3Toro darina HeT, TO cnepyet
CKonupoBaTb B 3TO MeCTO pai submit check result 13
KaTanora /opt/drweb.com/share/drweb-
snmpd/connectors/nagios/plugins/eventhandlers/ ana GNU/Linux
nan /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/nagios/plugins/eventhandlers/ ana FreeBSD. Heobxoanmo B
3TOM daline ncnpaBuTb NyTb, YKa3aHHbIM B NapaMeTpe CommandFile. OH fJOMKEH UMETb
TO e 3HayeHune, YTo 1 napameTp command_ file B danne
<NAGIOS ETC_DIR>/nagios.cfgq.

3. Ckonupynte pann snmptt.drweb.nagios.conf B KaTanor /etc/snmp/snmp/. B 3TOM
daline nsmeHute nytb K Gpaitny ckpunta submit check result, HanpyWMep, BbINMOJIHUB

KOMaHAy:
$ awk '$1 == "EXEC" { $2 = <NAGIOS_PLUGINS_DIR>/eventhandlers/submit check result }
{ print}' ./snmp/snmptt.drweb.nagios.conf > /etc/snmp/snmp/snmptt.drweb.nagios.conf

4. [obasbTe B han /etc/snmp/snmptt.ini CTPOKy
«/etc/snmp/snmptt.drweb.nagios.conf».[locse 37010, e snmptt 3anyLleH B
pexnme geMoHa, TO €ro Hago nepe3anyCctnTb.

Mocne Toro kak Bce Tpebyemble darinbl KoHdUrypaumm Nagios 6biamn fobaBneHbl v
oTpesakTMpoBaHbl, Heo6xoAMMO 3anycTnTb Nagios B pexxvme oTnajkv KOMaHAoM:

# nagios -v <NAGIOS_ETC_DIR>/nagios.cfg

B 3Tom cnyuae Nagios npoBepuT Haanume ownmbok KoHPUrypaumu. Ecav owmnbkm He Hbiam
HaWZeHbl Npu npoBepke, nepesanyctnte Nagios cTaHAapTHbIM cnocobom, Hanpumep,
KOMaH0M:

# service nagios restart

MNoapobHee c opuumanbHOM fokyMeHTaLmeln no Nagios Bbl MOXeTe 03HAaKOMMUTbLCSA MO
ccbinke .

9.14.5. Dr.-Web SNMP MIB

MNepeyeHb NnapameTpoB paboTel Dr.Web Server Security Suite, koTopbie MOryT 6bITb MONYYeEHbI
BHELHUMU cMCTEMaMu MOHUTOpUHra no npoTtokony SNMP, npeacTtaBneH B Tabanue HUXe.

PyKOBOACTBO aZMUHWCTpaToOpa
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OID napametpa

KomnoHeHTbl Dr.Web Server Security Suite

Tun n onucaHme napametpa

O6wuii npeduUKc UMeH: .iso.org.dod.internet.private.enterprises.drweb.drwebSnmpd

O6wmii npedpukc OID: .1.3.6.1.4.1.29690.2

alert

threatAlert

threatAlertFile

threatAlertType

threatAlertName

threatAlertOrigin

threatAlertRemotelp

threatAlertRemoteUser

threatAlertRemoteDomain

threatActionErrorAlert

threatActionErrorAlertFile

threatActionErrorAlertType

threatActionErrorAlertName

threatActionErrorAlertOrigin

threatActionErrorAlertError

threatActionErrorAlertErrorCode

AcUHXpOHHbIe yBegoM/ieHUsa o cobbiTuax (SNMP

traps)

YBegomaeHne 06
0bHapy>keHHO yrpose

Vims nHbuvumpoBaHHoro daina
(cTpoka)

Twn yrpo3bl (uenoe uncno®)
HasBaHwue yrpo3sbl (cTpoka)

VaeHTnomkaTtop KOMMNOHEHTa,
obHapy>XvBLUErO yrpo3y (uenoe
UNCNO***)

IP-agpec yaaneHHoro y3na, ¢
KOTOPOro nNpou3BOANACA AOCTYnN
K dainny (cTpoka)

Vima ypaneHHoro
nosb3oBartesis,
obpalyasLlueroca K daiiny
(cTpoka)

Wms yaanenHoro ysna (FQDN),
C KOTOPOrO NPOU3BOANACS

foctyn K danny (ctpoka)

YBesomneHne o6 owwmbke npu
MOTbITKE HENTPaAM3aLmmn yrpo3bi

Vims nHdurumpoBaHHoro daina
(cTpoka)

Twn yrpo3sbl (Uenoe uncno®)
Ha3BaHwe yrpo3sbl (cTpoka)
MaeHTndrkaTtop KOMMOHEHTa,
obHapy>vBLUEro yrposy (uenoe
UNCNO***)

OnvcaHwve owmbku (cTpoka)

Koa owmnbkn (uenoe uncno,
COOTBETCTBYET KOZaM U3
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threatActionErrorAlertAction

componentFailureAlert

componentFailureAlertName

componentFailureAlertExitCodeDesc

ription

componentFailureAlertExitCode

infectedUrlAlert

infectedUrlAlertUrl

infectedUrlAlertDirection

infectedUrlAlertType

infectedUrlAlertName

infectedUrlAlertOrigin

infectedUrlAlertSrclIp

infectedUrlAlertSrcPort

infectedUrlAlertDstIp

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

Tun n onucaHme napametpa
TabnuLpl KaTanora owmbok)

[JencTBre, NnonbiTka COBEPLUUTD
KoTOopoe npuBena K owunbke
(uenoe uncno: 1 — neunts; 2 —
nepemMecTuTb B KapaHTuH; 3 —
yAanutb; 4 — MHGOPMMPOBaTb;
5 — urHopvpoBaTb)

YBegomneHue o cboe B paboTe
KOMMOHeHTa

NaeHtndrkaTop KOMMNOHEHTa
(uenoe uncno***)

OnucaHve koza 3aBeplLueHus
KOMMOHeHTa (CTpoka)

Kop 3aBepLueHns KOMMNOHeHTa
(uenoe uncno, cooTBeTcTBYET
KoAaM 13 Ta6}1I/ILI,bI KaTaaora
oLwmnbok)

YBesomMaeHne o BAOKMPOBaHUN
JoCTyra K Beb-pecypcy,
cozepkallemy yrposy (ans
coeanHeHun HTTP/HTTPS)

3abnokunposaHHbIi URL
(cTpoka)

Hanpasnenne HTTP-coobuweHns
(uenoe uncno: 1 — 3anpoc, 2 —
oTBET)

Tun yrpossbl (Lenoe uncno®)
HasBaHwue yrpo3sbl (cTpoka)
MaeHTndvKaTtop KOMMOHEHTa,
obHapy>vBLLEro yrposy (uenoe

UMNCNO***)

IP-agpec UcTouHmKa coeanHeHns
(cTpoka)

MMopT UCTOUHUKA COeAMHEHNA
(uenoe uncno)

IP-agpec Toukn Ha3HaueHna
coeanHeHuna (CTpoka)
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infectedUrlAlertDstPort

infectedUrlAlertSniHost

infectedUrlAlertExePath

infectedUrlAlertUserName

categoryUrlAlert

categoryUrlAlertUrl

categoryUrlAlertCategory

categoryUrlAlertOrigin

categoryUrlAlertSrclIp

categoryUrlAlertSrcPort

categoryUrlAlertDstIp

categoryUrlAlertDstPort

categoryUrlAlertSniHost

categoryUrlAlertExePath

OID napametpa

.10

.11

.12

KomnoHeHTbl Dr.Web Server Security Suite

Tun n onucaHme napametpa

MopT TOUKM Ha3HaYeHWs
coeanHeHns (Uenoe Yncio)

SNI Toukun HazHaueHus
coeauHeHuns (ans SSL-
coefnHeHui) (CTpoka)

VicnosHsembln nyTb
nporpamMMbl-uHULMaTOPa
coeanHeHuna (CcTpoka)

VImMa nonb3oBaTtens, C npaBamu
KOTOPOro 1crnosiHAeTcs
nporpamMmMa-mHuumaTop
coefunHeHuna (cTpoka)

YBezomieHe 0 6710KMpOBaHUM
JocTyna K Be6-pecypcy,
BXOAALLEMY B HeXenaTesbHyto
KaTeroputo

3abnokunposaHHbIn URL
(cTpoka)

KaTteropua Beb-pecypcos, k
koTopoii oTHocuTcs URL (uenoe
UnCNo**)

VaeHtndrkatop KOMMNOHeHTa,
obHapy>vBLUErO yrpo3y (uenoe
UnNCNo***)

IP-agpec nctouHmka coegnHeHns
(cTpoka)

|-|OpT NCTOYHMKa coeaMNHeEHNA
(uenoe uncno)

IP-agpec Toukn HazHaYeHus
coeanHeHuna (cTpoka)

MopT TOUKM Ha3HaYeHWs
coeanHeHus (Uenoe Yncio)

SNI Toukn HazHaueHus
coeanHeHuns (ans SSL-
coefnHeHuI) (CTpoka)

VicnosHsembln nyTb
nporpamMMbl-uHULIMaTOPa
coeanHeHuna (CTpoka)
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categoryUrlAlertUserName

expiringLicenseAlert

outdatedBasesAlert

stat

threatCounters

knownVirus

suspicious

adware

dialers

joke

riskware

hacktool

scanErrors

sePathNotAbsolute

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.1.6.10

Tun n onucaHme napametpa

Vims nonb3oBaTens, c npaBamMu
KOTOPOTO UCMONHAETCS
nporpamMmMa-uHiumaTop
coeanHeHuna (CTpoka)

[Hel o0 ucteueHns nnMUeH3nm
(uenoe uncno)

Bpems nocnesHel ycrneLHom
nonbITKN obHoBAeHMA 6a3 (Unix
time)

CraTuctuueckme nokasarenum pa6orol Dr.Web

Server Security Suite

CyeTurkM 0BHapYKEHHBIX YrpO3

Yuncno obHapyKeHHbIX
M3BECTHbIX Yrpo3 (CUETUUK;
Lenoe umcio)

Yncno obHapy>KeHHbIX
MoA03pUTE/IbHBIX 06 BEKTOB
(cueTuuk; Luenoe ymcno)

Yuncno obHapyKeHHbIX
peknaMHbIX MPOrpamMM (CHETUNK;
Lenoe umcio)

Yncno obHapy>KeHHbIX
nporpamMm f03BOHa (CUETUHK;
Lles0e 4ymcno)

Yuncno obHapyKeHHbIX
LUYTOUHBIX MPOTPAMM (CUETUMK;
Lenoe umcio)

Yncno obHapy>KeHHbIX
MOTEHLWMaIbHO OMacHbIX
nporpamm (cyeTuvK; Lesoe
umncno)

Yuncno obHapy>KeHHbIX
nporpamMm B3JOMa (CYETUVK;
Luenoe yncio)

CUeTUnKN NPOU3OLLEeALLIX
ownbok nposepku daiios

Konnuectso BO3HMKHOBEHWI
owmnbkn «He abcontoTHbIN
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seFileNotFound

seFileNotRegular

seFileNotBlockDevice

seNameTooLong

seNoAccess

seReadError

seWriteError

seFileTooLarge

seFileBusy

seUnpackingError

sePasswordProtecetd

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

Tun n onucaHme napametpa
nyTb» (CYETUMK; Lenoe Yncno)

Konnyectso BO3HMKHOBEHUI
owmnbku «damin He
HalgeH» (CYETUMK; Le0e YMCNO)

KonnuectBo BO3HVMKHOBEHI
owmnbkn «CneunanbHbln (He
peryaspHblin) Gann» (cHeTunK;
Lenoe 4ymcno)

Konnuectso BO3HI/IKHOBeHI/II7I
owunbkn «Pann — He BiOUHOE
YCTPOWMCTBO» (CYETUUK; Lenoe
umncao)

KonnuectBO BO3HUKHOBEHWIA
oWMOKM «CANLLIKOM ANNHHBIN
nyTb UAK UMs darina» (CUeTUUK;
Lenoe umcio)

KonnuectBo BO3HMKHOBEHWIA
owwnbkn «Joctyn
3anpeLleH» (cyeTunk; Lesoe
umncno)

Konnyectso BO3HMKHOBEHUM
owmnbkm «Owmnbka
yTeHUs» (CYETUUK, LIEIOE YMCIO)

KonnuectBo BO3HMKHOBEHWI
owmnbkn «Owmnbka
3anncn» (CYETUNK; LENOE UNCAIO)

KoanuectBo BO3HMKHOBEHWUN
OoWKn6KM «Dann CANLLIKOM
6onblOM» (CUETUMK; Lenoe
umncno)

KonnuectBo BO3HMKHOBEHWI
oWKNBKN «Darn 3aHAT» (CUETUKK;
Lesnoe 4ymcno)

KonnuectBo BO3HUKHOBEHWIA
owwnbkn «Owmbka pacnakoBkm»
(cueTumk; uenoe ymcno)

KonnuectBo BO3HMKHOBEHWIA
owmnb KM «3aLmLLeHO Napoaem»
(cueTumk; Luenoe 4mcno)
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seArchCrcError

seArchInvalidHeader

seArchNoMemory

seArchIncomplete

seCanNotBeCured

sePackerLevellLimit

seArchivelevelLimit

seMaillLevelLimit

seContainerLevellimit

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

2.2.22

.2.2.31

.2.2.32

.2.2.33

Tun n onucaHme napametpa

KoanuectBo BO3HMKHOBEHWUN
owmnbkm «OLmnbka
KOHTPO/bHOM CYMMbI

apxuBa» (CYETUMK; Lies1oe YNCO)

KonruectBO BO3HMKHOBEHWI
owwnbKkn «Hegonyctnmblii
3aro/j0BOK apxmBa» (CYeTUuK;
Lesoe 4ymcno)

KoanuectBo BO3HMKHOBEHWN
OLWWBKN «HeaoCTaTOUHO NamsaTh
ana 0bpaboTkm

apxvBa» (CYETUMK; LieJloe YnCo)

KonnuectBo BO3HMKHOBEHWIA
oWnNBKN «HeoxxnaaHHbI KoHel],
apxvBa» (CYeTuuK; Lenoe Ymcao)

KonnuectBo BO3HMKHOBEHWIA
owmnbkn «O6BLEKT HE MOXKET
ObITb BblJleUeH» (CUEeTUUK; Liefoe
umncao)

KonnuectBo BO3HMKHOBEHWUNA
ownbkm «MpeBbileHne
JLONYCTUMOTO YPOBHS
BNO>XEHHOCTU ANA
3aMNakKOBAHHbIX

06BEKTOB» (CUETUUK, Lenoe
umncao)

KonnuectBo BO3HMKHOBEHWUNA
owmnbkm «lpeBbieHve
[LOMNYCTUMOTO YPOBHS
BNOXEHHOCTU ANS

apxvBOB» (CYETUMK; Liesioe
umncno)

KonruectBO BO3HMKHOBEHWI
ownbkm «lMpeBbileHne
JLONYCTUMOTO YPOBHS
BJIOXKEHHOCTU AJ1A MOUTOBbIX
dannoB» (cyetumk; uenoe
uncno)

KoamuecTBO BO3HUKHOBEHMWIA
olwmnbkn «MpeBblleHVe
JOMyCTVMOTO YPOBHS
BJIOXKEHHOCTUN A5
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seCompressionLimit

seReportSizelLimit

seScanTimeout

seEngineCrash

seEngineHangup

seEngineError

seNoLicense

seCuringLimitReached

seNonSupportedDisk

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

Tun n onucaHme napametpa

KOHTEMHEPOB» (CYETUUK; Lienoe
umncao)

KonnyectBo BO3HVKHOBEHNI
owwnbku «MpeBbileHne
J0MYCTUMOWN BENNYUHBI
Ko3dburumeHTa

oKaTua» (CYETUMK; LIeN0e YMCN0)

KonnuectBO BO3HUKHOBEHWIA
ownbkm «lpeBbileHne
JOMNyCcTUMOTO pa3Mepa oTyeTa o
npoBepke» (CHeTuunK; uenoe
umncao)

KonnuectBO BO3HUKHOBEHWIA
ownbkm «Mctekio Bpems Ha
npoeepky danna» (cueTuuk;
Llesoe 4Ymcno)

KonnuectBO BO3HVKHOBEHWI
owwnbkn «ObHapy>eH cboin
CKaHVIpYROLLErO AApa» (CUYETUMK;
Llesi0€e Ymcno)

KonruectBO BO3HMKHOBEHWI
owunbkn «[epectano oTBeyaTb
CKaHupyroLee aapo» (CHeTUmK;
Luenoe yncio)

KonnmuecTBO BO3HUKHOBEHMWIA
OLNOKM «BHYyTpeHHsas owwmbka
CKaHUpYyroLLEero fgpa» (CHeTUmK;
Lesnoe 4ymcno)

KonnuectBo BO3HMKHOBEHWIA
owunbkn «He HageHa
AencTBytoLLas

NNUEH3NA» (CYETUNK; Lesioe
umncao)

KonnuectBo BO3HWMKHOBEHNI
owmnb KN «loCTUrHyT Npeaen
NMonMNbITOK NeYyeHna» (C'-—IeTl-II/IK;
Luenoe yncio)

KonnuectBo BO3HMKHOBEHWIA
ownbkm «He noasepkvBaemMbll
ANCK» (CUETUMK; LEESIOE YMCAO0)
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seUnexpectedError

scanLoadAverage

filesScannedTable

filesScannedEntry

filesScannedIndex

filesScannedOrigin

filesScannedlmin

filesScannedbmin

filesScannedlb5min

bytesScannedTable

bytesScannedEntry

bytesScannedIndex

bytesScannedOrigin

bytesScannedlmin

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.2.2.100

Tun n onucaHme napametpa

KonruectBO BO3HMKHOBEHWI
owmnbkn «HeoxxmnaaHHas
owmnbka» (CUETUMK; Lieaoe
uncno)

[Moka3saTenu Harpy3Kkn NPOBEpPKH
davinos

CkopocTb nposepku Gpannos no
3anpocam OT KOMMOHEHTOB

KoMnoHeHT (cTpoka Tabaunup;
3anuchb)

VIHaeKkc KoMNoHeHTa
(naeHTMdVMKaTOP; Lenoe
UNCNO***)

Mmsa koMnoHeHTa

CpegHee (3a MUHyTY)
KonnyecTBo dainos,
NPOBEPEHHbLIX B CEKYHAY
(cTpoka)

CpeaHee (3a 5 MuHyT)
KonnyecTBO dainos,
NPOBEPEHHbIX B CEKYHAY
(cTpoka)

CpegpHee (3a 15 MUHYT)
Ko/nyecTBO hainos,
NPOBEPEHHBIX B CEKYHAY
(cTpoka)

CkopocTb npoBepku (B baliTax)
Mo 3anpocam OT KOMMOHEHTOB

KoMnoHeHT (cTpoka Tabauupi;
3anuchb)

VIHaekc kKoMnoHeHTa
(naeHTMdMKaTOP; Lenoe
UNCNO***)

VIMsa komMnoHeHTa
CpegaHee (3a MUHyTY)

KONMYecTBO HalT, MpOBEPEHHbIX
B CeKyHay (CTpoka)
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bytesScannedbmin

bytesScannedl5min

cacheHitFilesTable

cacheHitFilesEntry

cacheHitFilesIndex

cacheHitFilesOrigin

cacheHitFileslmin

cacheHitFilesbmin

cacheHitFilesl5min

errorsTable

errorsEntry

errorsIndex

errorsOrigin

errorslmin

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.2.3.2.1.4

Tun n onucaHme napametpa

CpeaHee (3a 5 MuHyT)
KONMYecTBO HalT, MpOBEPEHHbIX
B CeKyHay (CTpoka)

CpegHee (3a 15 MUHYT)
KONM4ecTBO HaliT, NpoBepPeHHbIX

B CeKyHAy (CTpoka)

Mcrnonb3oBaHue kelua
NpoBepeHHbIX $GainoB no
3anpocam OT KOMMOHEHTOB

KoMnoHeHT (cTpoka Tabauupl;
3anuchb)

VHAeKc koMnoHeHTa
(naeHTMdUMKaTOP; Lenoe
UMNCNO***)

Mma koMnoHeHTa

CpegHee (3a MUHyTY)
KOJINYeCTBO OTYETOB O
NpoBepKe, N3BJEYEHHbIX U3
Kella B cekyHay (cTpoka)

CpeaHee (3a 5 MuHyT)
KOIMYeCcTBO OTYETOB O
npoBepKe, U3BNEUYEHHbIX 13
Kella B cekyHay (cTpoka)

CpepHee (3a 15 MuHyYT)
KO/IM4eCTBO OTYETOB O
npoBepke, M3BJEYEHHbIX U3
Kelwa B cekyHay (cTpoka)

Yucno ownbok Nnposepku no
3anpocam OT KOMMOHEHTOB

KoMnoHeHT (cTpoka Tabauup;
3anuchb)

MHAeKC KoMMoHeHTa
(naeHTndmKaTOp; Lenoe
UnNCNO***)

MIma KkomMnoHeHTa
CpegaHee (3a MUHyTY)

KOJIMYEeCTBO OLIMBOK B CeKyHAY
(cTpoka)
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errorsSmin

errorslbmin

net

info

components

configd

configdState

configdExitCode

configdExitTime

configdinstalledApps

configdAppEntry

configdAppIndex

configdAppName

configdAppExePath

configdAppInstallTime

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.2.3.4.1.4

.2.3.4.1.5

Tun n onucaHme napametpa

CpeaHee (3a 5 MuHyT)
KO/IMYeCTBO OLINOOK B CEKYHAY
(cTpoka)

CpegHee (3a 15 MUHYT)
KO/IMYeCTBO OLUMOOK B CEKYHAY
(cTpoka)

Moka3aTenn ceTeBo
aAKTUBHOCTU

NHpopmauusa o cocroaHum Dr.Web Server Security

Suite

.3.1.1.101

.3.1.1.101.1

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.1.101.1.

CocTosiHVMe KOMMOHEHTOB
Dr.Web Server Security Suite

ﬂ,aHHbIe O KOMMNOHeHTe drweb-
configd

CocTosiHMe KOMMOHeHTa (Uenoe
UNCNO***¥)

MocneaHni Ko 3aBepLUEeHus
(uesioe uncio, COOTBETCTBYET
KoAam 13 TabauLpl Katanora
owmnbok)

Bpems 3aBeplueHus paboTbl
(Unix time)

I'Iepequb YCTaHOBJI€HHbIX
KOMMOHEHTOB

VHdopmaums 06
YCTaHOBNEHHOM KOMMOHEHTE
(cTpoka TabauLpl; 3annchb)

WHaekc (Homep)
YCTaHOBJEHHOTO KOMTMOHEHTa
(uenoe uncno)

Vims ycTaHOBAEHHOTO
KOMMOHeHTa (CTpoka)

MyTb K UcnonHsemomy dainy
KOMMOHeHTa (CTpokKa)

Bpems ycTaHOBKM KOMMOHEHTa
(Unix time)
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configdAppIniSection

scanEngine

scanEngineState

scanEngineExitCode

scanEngineExitTime

scanEngineStatus

scanEngineVersion

scanEngineVirusRecords

scanEngineMaxForks

scanEngineQueues

scanEngineQueuesLow

scanEngineQueuelLowOut

scanEngineQueuelLowSize

scanEngineQueuesMedium

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.3.1.1.101.1.5

.3.1.2.101

.3.1.2.102

.3.1.2.103

.3.1.2.104

.3.1.2.105

.3.1.2.105.1

.3.1.2.105.1.1

.3.1.2.105.1.2

.3.1.2.105.2

Tun n onucaHme napametpa

Vima cekupm ¢ napameTtpamm
KOMMOHeHTa B
KOHPUrypaLmMoHHOM daline
(cTpoka)

[JaHHble 0 KOMMNOHeHTe drweb—
se

CocTtosiHMe KOMMOHeHTa (uenoe
UMNCNIO****)

MocnesHni Koz 3aBepLUeHus
(uenoe uncno, cooTseTCTBYET
KoZaMm u3 TabauLpl KaTaaora
oLwmnbok)

Bpems 3aBeplueHus paboTsl
(Unix time)

CocrosHve Dr.Web Virus-
Finding Engine (uenoe uncno)

Bepcua Dr.Web Virus-Finding
Engine (cTpoka)

Yucno 3anwvcert o6 yrposax
(uenoe uncno)

MaxkcrmanbHoe uncno
[OYEPHUX CKAHNPYHOLLMX
npoueccos (Uesoe 4ncno)

Ouepeay 3asay Ha NpoBepky

Ouepesib HU3KOMPUOPUTETHBIX
3agau

Y1CNo HM3KOMPUOPUTETHDIX
3ajlay, M3BJE€YEHHbIX U3
ouepeau, 1 nepesaHHbIX Ha
06paboTky (cueTumnk; Lenoe
umncao)

Yncno HM3KOMPUOPUTETHBIX
3ajay, oxugarowmx obpaboTkm
B ouepean (cyHeTumnk; Lenoe
umncao)

Ouepesb 3asa4 06bIYHOTO
npvopuTeTa

PyKOBOACTBO aZMUHWCTpaToOpa
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Nma napametpa

scanEngineQueueMediumOut

scanEngineQueueMediumSize

scanEngineQueuesHigh

scanEngineQueueHighOut

scanEngineQueueHighSize

scanEngineVirusBasesTable

scanEngineVirusBasesEntry

scanEngineVirusBaseIndex

scanEngineVirusBasePath

scanEngineVirusBaseRecords

scanEngineVirusBaseVersion

scanEngineVirusBaseTimestamp

scankEngineVirusBaseMD5

scanEngineVirusBaseLoadResul
t

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.3.1.2.105.2.

.3.1.2.105.2.

.3.1.2.105.3

.3.1.2.105.3.

.3.1.2.105.3.

.3.1.2.106

.3.1.2.106.1

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

Tun n onucaHme napametpa

Yucno 3agay 06bIYHOTO
npvopwuTeTa, U3BJIEUEHHbIX U3
ouepeau, 1 nepesaHHbIX Ha
06paboTky (cyeTumk; Lesoe
uncno)

Yucno 3agay 06bIYHOTO
npuopuTeTa, 0XnaatoLLUX
06paboTkM B ouepesm (CUeTuunK;
Lenoe 4ymcno)

Ouepefsb BbICOKOMPUOPUTETHBIX
3ajau

Yncao BbICOKOMPUOPUTETHBIX
3ajay, M3BJeYEHHbIX U3
ouepeau, 1 nepesaHHbIX Ha
06paboTky (cueTumk; Lenoe
umncno)

Y1cno BbICOKOMPUOPUTETHBIX
3ajay, oxugarowmx obpaboTku
B ouepean (cyeTuwk; Lesoe
umncao)

MepeueHb BUPYCHbIX 6a3

MHdbopmaups o BupycHoi 6ase
(cTpoka TabauLpl; 3annchb)

WHaeke BupycHol 6a3bl (Uenoe
umncao)

MyTb K Galiny BUpYyCHOM 6asbl
(cTpoka)

Yucno 3anwvcein B BUPYCHOW
6a3ze (uenoe uncno)

Bepcus BupycHo 6a3bl (Lenoe
umncno)

MeTka BpeMeHu ANs BUPYCHOW
6a3bl (Unix time)

KoHTtposibHasa cymma MD5
(cTpoka)

Pe3ynbTaT 3arpy3ku BUpYCHOWN
6a3bl (cTpoka)
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Mma napamverpa OID napametpa
scanEngineQueuesTab -3.1.2.107
scanEngineQueueEntry .3.1.2.107.1
scanEngineQueueIndex .3.1.2.107.1.
scanEngineQueueName .3.1.2.107.1.
scanEngineQueueOut .3.1.2.107.1.
scanEngineQueueSize .3.1.2.107.1.
fileCheck .3.1.3
fileCheckState .3.1.3.1
fileCheckExitCode .3.1.3.2
fileCheckExitTime .3.1.3.3
fileCheckScannedFiles .3.1.3.101
fileCheckScannedBytes .3.1.3.102
fileCheckCacheHitFiles .3.1.3.103
fileCheckScanErrors .3.1.3.104
fileCheckScanStat .3.1.3.105

™
f%‘r KomnoHeHTbl Dr.Web Server Security Suite

Tun n onucaHme napametpa

MepeueHb ouepeseli 3ajay Ha
npoBepky

VHdopmaups 06 ouepean
(cTpoka TabauLpl; 3annchb)

WHaekc (Homep) ouepean
(uenoe uncno)

Vimsa ouepeam (cTpoka)

Yucno 3agauy, U3BAEYUYEHHbIX U3
ouepeau, 1 nepesaHHbIX Ha
06paboTky (cyeTumk; Lesoe
umncao)

Yncno 3agay, 0XXnAaroLLIMX
06paboTkM B ouepesm (CUeTUunK;
Llesoe 4Ymcno)

[JaHHble 0 KOMMNOHeHTe drweb—
filecheck

CoctosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocnesHW Ko 3aBepLUeHus
(uenoe uncno, cooTBeTcTBYET
KoAaM 13 Ta6}1I/ILI,bI KaTaaora
oLwmnbok)

Bpems 3aBeplueHus paboTbl
(Unix time)

Yucno nposepeHHbIx hannos
(cueTuuk; Lenoe 4Ymcno)

Yncno npoBepeHHbIx 6anT
(cueTumk; Luenoe umcno)

Yuncno oT4eToB O NPOBEPKE,
M3BJE€YEHHbIX 13 Kella
NPOBEpPEHHbIX GalIoB (CUETUUK;
Lenoe umcio)

Yncno owmnbok ckaHUPYHOLLLEro
A4pa (CYeTUmnK; Lienoe ymcio)

I'lepet-leHb KIMEeHTOB

PyKOBOACTBO aZMUHWCTpaToOpa



Ty
),
A

A
$

Nma napametpa

fileCheckClientEntry

fileCheckClientIndex

fileCheckClientName

fileCheckClientScannedFiles

fileCheckClientScannedBytes

fileCheckClientCacheHitFiles

fileCheckClientScanErrors

update

updateState

updateExitCode

updateExitTime

updateBytesSent

updateBytesReceived

esagent

esagentState

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.3.1.3.105.1

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.4.101

.3.1.4.102

Tun n onucaHme napametpa

MHdopmauma o knneHTe
(cTpoka TabauLpbl; 3annchb)

VHaekc (Homep) kaveHTa (uenoe
uncno)

MMs KOMMOHEeHTa-KAMEeHTa
(cTpoka)

Yucno paiinos, NpoBepeHHbIX
ANA AlaHHOTO KAMEHTa (CUETUUK;
Lenoe umcio)

Yucno 6aiiT, NpoBepeHHbIX Ans
JAHHOTO KAMEHTa (CUYETUUK;
Llesl0e Ymcno)

Yncno oTyeToB O NPOBEPKE A4
[aHHOTO KAMEeHTa, M3BeYeHHbIX
13 Kella NpoBepeHHbIX Painnos
(cueTtumk; uenoe ymcno)

Yncao owmnbok ckaHUPYHOLLLEro
A4pa ANA JaHHOTO KIMEHTa
(cueTuuk; Luenoe ymcno)

JaHHble 0 KOMMNOHeHTe drweb—
update

CocToAHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocnesHW Ko 3aBepLUeHus
(uesoe uncio, CooTBETCTBYET
KoZaMm u3 TabauLpl kKaTaaora
oL nboK)

Bpems 3aBeplueHus paboTbl
(Unix time)

Yucno oTnpaBaeHHbIx bant
(cueTumk; Luenoe 4mcno)

Yuncno npuHATbIX BalT (CUeTUMK;
Luenoe yncio)

[aHHble O KOMMOHeHTe drweb-
esagent

CocTosiHMe KOMMOHeHTa (uenoe
UNCNIO****)
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Nma napametpa

esagentExitCode

esagentExitTime

esagentWorkStatus

esagentIsConnected

esagentServer

netcheck

netcheckState

netcheckExitCode

netcheckExitTime

netcheckLocalSeForks

netcheckRemoteSeForks

netcheckLocalFilesScanned

netcheckNetworkFilesScanned

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.3.1.5.2

.3.1.5.101

.3.1.5.102

.3.1.5.103

.3.1.6.101

.3.1.6.102

.3.1.6.103

.3.1.6.104

Tun n onucaHme napametpa

MocnesHn Ko 3aBepLUeHus
(uesoe uncio, CooTBETCTBYET
KoZaM 13 TabauLpl kaTanora
oL mnboK)

Bpems 3aBeplueHus paboTbl
(Unix time)

Pe>xum paboTbl KOMMOHEHTa
(uenoe uncno: 1 —
aBTOHOMHbIN, 2 —
noAkatoYaeTcs, 3 — oxuaaer
noakatoueHus, 4 —
noakAtoueHne ojo6peHo)

MopkntoueH nn K cepBepy
(uenoe uncno: 0 — Het, 1 — pga)

AZpec 1Ucnoib3yemMoro cepeepa
LeHTPaNM30BaHHOM 3aLLUTbI
(cTpoka)

[aHHble O KOMMOHeHTe drweb-
netcheck

CoctosiHMe KOMMOHeHTa (uenoe
UNCNIO****)

MocneaHuin kog 3aBepLUEeHNs
(uenoe uncno, cooTBeTcTByeET
KoAaM 13 TabauLpl katanora
o6 oK)

Bpems 3aBeplueHns paboTsl
(Unix time)

Yucno agep ckaHMpoBaHus,
JAOCTYMHbIX IOKaNbHO (uenoe
umncao)

Yuncno JOCTYNHbIX YAaNEHHbIX
ALep CKaHWpOBaHWA (Lenoe
umncno)

Yucno palinos, NpoBepeHHbIX
NoKanbHO (CUeTunK; Lenoe
umncao)

Yucno palinos, NpoBepPEHHbIX
yAaneHHO (cyeTuwnk; Lenoe
umncno)

PyKOBOACTBO aZMUHWCTpaToOpa
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Nma napametpa OID napametpa Tun n onucaHme napametpa

netcheckLocalBytesScanned .3.1.6.105 Yucno 6aiiT, NpoBepeHHbIX
NoKaNbHO (cUeTuunK; Lenoe
umncno)

netcheckNetworkBytesScanned .3.1.6.106 Yucno 6aiiT, NpoBepeHHbIX
yAaneHHo (cyeTunk; Lenoe
umncao)

netcheckLocalBytesIn .3.1.6.107 Yucno 6aiiT, nosyyYeHHbIX OT

JNIOKaNbHbIX KINEHTOB (CYETUNK;
Llesoe 4Ymcno)

netcheckLocalBytesOut .3.1.6.108 Yuncno Baiir, oTnpasaeHHbIX
NIOKa/IbHbIM KIMEHTaM (CYETUMK;
Llesoe ymcno)

netcheckNetworkBytesIn .3.1.6.109 Yucno 6aiiT, nosyyYeHHbIX OT

yAaNeHHbIX Y3N10B (CHETUMK;
Llesoe 4Ymcno)

netcheckNetworkBytesOut .3.1.6.110 Yucno 6aiiT, oTnpaBaeHHbIX Ha
yAaneHHble y3bl (CHETUMK;
Lenoe 4yncio)

netcheckLocalScanErrors .3.1.6.111 Yucno owmnbok n1oKaabHbIX

ALep CKaHMPOBaHWA (CUETUNK;
Llesoe 4Ymcno)

netcheckNetworkScanErrors .3.1.6.112 Yuncno ownboK yaaneHHbIx
Afep CKaHUPOBaHUA (CHETUNUK;
Llesoe ymcno)

httpd .3.1.7 [laHHble 0 KOMMOHeHTe drweb-
httpd
httpdState .3.1.7.1 CocTosHMe KOMMOHeHTa (Uenoe
UNCNO****)
httpdExitCode .3.1.7.2 MocneaHni Ko 3aBepLUeHus

(uesoe uncio, COOTBETCTBYET
KoAam 13 TabauLpl KaTanora
owmnbok)

httpdExitTime .3.1.7.3 Bpems 3aBepLieHus paboTsl
(Unix time)

snmpd .3.1.8 [JaHHble 0 KOMMOHeHTe drweb-
snmpd

snmpdState .3.1.8.1 CocToAaHMe KOMMOHeHTa (LUenoe
UNCNIO****)
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Nma napametpa OID napametpa Tun n onucaHme napametpa

snmpdExitCode .3.1.8.2 MocneAHuU KO 3aBepLUEHNS
(LLeﬂoe 4Yncao, COOTBETCTBYET
KO4aM U3 Ta6f|l/1L||b| KaTasaora

oL mnboK)

snmpdExitTime .3.1.8.3 Bpems 3aBepLieHns paboTsl
(Unix time)

statd .3.1.9 [JlaHHble O KOMMOHeHTe drweb-

statd

statdState .3.1.9.1 CocTosHMe KOMMOHeHTa (Uenoe
UNCNO***¥)

statdExitCode .3.1.9.2 MocneaHnin Koz 3aBepLUeHust

(LI,EJ'IOG Yncao, COOTBETCTBYET
KOAaM 13 Ta6J'IVILI,bI KaTanora

owmnbok)
statdExitTime .3.1.9.3 Bpems 3aBepLueHus paboTbl
(Unix time)
statdConnectionsIn .3.1.9.101 Yncno NpuHATLIX COeAMHEHWI

(cueTuuk; Luenoe ymcno)

statdConnectionsCount .3.1.9.102 TekyLiee uncno OTKpPbITbIX
COeANHEHN (CUeTUnK; Lenoe
uncno)

clamd .3.1.20 [JaHHble 0 KOMMOHeHTe drweb-

clamd

clamdState .3.1.20.1 CocToAaHMe KOMMOHeHTa (Luenoe
UMNCNIO***¥)

clamdExitCode .3.1.20.2 MocneaHui Koz 3aBepLUeHns

(uenoe uncno, cooTBeTCTBYET
KoAam 13 Tabauupl Kataaora

oLwmnbok)
clamdExitTime .3.1.20.3 Bpems 3aBepLueHus paboThbl
(Unix time)
smbspider .3.1.40 [JlaHHble 0 KOMMOHeHTe drweb-

smbspider-daemon

smbspiderState .3.1.40.1 CocTosiHVE KOMMOHEeHTa (Lesoe
UNCNIO***¥)
smbspiderExitCode .3.1.40.2 MocneaHuin KO 3aBepLUEHNS

(uenoe uncno, cooTBeTcTBYET

PyKOBOACTBO aZMUHWCTpaToOpa



Ty
),
A

A
$

Nma napametpa

smbspiderExitTime

smbspiderConnectionsIn

smbspiderConnectionsCount

smbspiderShareTable

smbspiderShareEntry

smbspiderShareIndex

smbspiderSharePath

smbspiderShareConnectionsIn

smbspiderShareConnectionsCou
nt

cloudd

clouddState

clouddExitCode

clouddExitTime

meshd

OID napametpa

KomnoHeHTbl Dr.Web Server Security Suite

.101

.102

.103

.103.

.103.

.103.

.103.

.103.

Tun n onucaHme napametpa

KoAam 13 TabauLpl KaTanora
owmnbok)

Bpems 3aBepLueHus paboThbl
(Unix time)

ObLee YMCNO OTKPbITbIX
COefMHeHUI (CYeTuVK; Lenoe
umncno)

TekyLLee Uncio OTKPbIThIX
COEeIMHEHWNI (CYETUMK; Luenoe
uncno)

CTaTUCTUKa MO 3aLLMLLLaeMbIM
pecypcam Samba

MHbopmauma o 3awmaeMmom
pecypce Samba (cTpoka
TabuLpbl; 3aMnKChb)

MHaekc (Homep) 3almiiaemoro
pecypca Samba (uenoe uncio)

MyTb K 3alLMLLLaEMOMY pecypcy
Samba (cTpoka)

ObLee ynMcno OTKPbITbIX
COeANHEHWN (CUeTUMK; Lenoe
umncno)

Yncno coeamHeHun, oTKPbITbIX B
JaHHbI MOMEHT (CUETUUK;
Lesnoe 4ymcno)

[aHHble 0 KOMMNOHeHTe drweb-
cloudd

CocTosAHMe KOMMOHeHTa (Luenoe
UNCNIO***¥)

MocnesHW Ko 3aBepLUeHus
(uenoe uncio, CooTBETCTBYET
KoAam 13 Tabauupl Katanora
oLwmnboK)

Bpems 3aBeplueHus paboTbl
(Unix time)

ﬂ,aHHbIe O KOMMNOHeHTe drweb-
meshd
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Nma napametpa OID napametpa Tun n onucaHme napametpa

meshdState .3.1.52.1

meshdExitCode

meshdExitTime

linuxspider

linuxspiderState

linuxspiderExitCode

linuxspiderExitTime

linuxspiderWorkStatus

linuxnss

linuxnssState

linuxnssExitCode

linuxnssExitTime

linuxnssScannedFiles

linuxnssScannedBytes

.3.1.201

.3.1.201.

.3.1.201.

.3.1.201.

.3.1.201.

.3.1.202

.3.1.202.

.3.1.202.

.3.1.202.

.3.1.202.

.3.1.202.

101

101

102

CoctosiHMe KOMMOHeHTa (uenoe
UMNCNO****)

MocnesHni Koz 3aBepLUeHVs
(uenoe uncno, cooTBeTCTBYET
KoZaMm u3 TabauLpl KaTaaora
oLwmnbok)

Bpems 3aBeplueHus paboTsl
(Unix time)

[aHHble 0 KOMMNOHeHTe drweb-
spider (ans GNU/Linux)

CocTosiHMe KOMMOHeHTa (uenoe
UNCNIO****)

MocnesHni Koz 3aBepLUeHus
(uenoe uncno, cooTBeTCTBYET
KoZaMm u3 TabauLpl KaTaaora
oLwmnbok)

Bpems 3aBeplueHus paboTsl
(Unix time)

Pexxum paboTbl KOMMOHEHTa
(uenoe uncno: 0 — He 3ajaH,
1 — 3arpyxaerca, 2 — yepes
fanotify, 3 — LKM)

[laHHble 0 KOMMOHeHTe drweb-
nss (ana GNU/Linux)

CocToAHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocnesHW Ko 3aBepLUeHus
(uesoe uncio, CooTBETCTBYET
KoZaMm u3 TabauLpl kKaTaaora
oL nboK)

Bpems 3aBeplueHus paboTbl
(Unix time)

Yucno nposepeHHbIX dhainnos
(cueTumk; Luenoe 4mcno)

Yncno npoBepeHHbIx 6ant
(cueTtumk; uenoe ymcno)
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Nma napametpa OID napametpa Tun n onucaHme napametpa

linuxnssScanErrors .3.1.202.103

Yuncno ownbok ckaHMpoOBaHWA
(cyeTumk; Luenoe 4mcno)

ctl .3.1.300 [JaHHble 0 KOMMNOHeHTe drweb-
ctl
ctlState .3.1.300.1 CocTosiHMEe KOMMOHEeHTa (Uenoe
UNCNIO****)
ctlExitCode .3.1.300.2 MocnesHni Ko 3aBepLleHus
(uenoe uncio, CooTBETCTBYET
KoZam 13 Tabamubl katasora
oLwmnboKk)
ctlExitTime .3.1.300.3 Bpems 3aBeplueHus paboTbl
(Unix time)
license .3.2 CocTosiHVE NULEH3MK
licenseEsMode .3.2.1 JlnueH3unsa BblgaHa cepBepoM
LieHTpaIM30BaHHON 3aLLuThl
(uenoe uncno: 0 — Het, 1 — Aa)
licenseNumber .3.2.2 Howmep nvueH3nm (Lenoe uncio)
licenseOwner .3.2.3 Bnagenew, nvueHsnm (ctpoka)
licenseActivated .3.2.4 [ata aktmBaumm anueHsum (Unix
time)
licenseExpires .3.2.5 [JaTa npekpalyeHvs AeicTBus

anueHsun (Unix time)

) Tvnbl yrpos:

Kop Twvn yrposbi

1 WN3BectHas yrpo3sa (known virus)

2 Mozso3puTeNbHBIN 0H6BEKT (Suspicious)

3 PeknamHas nporpamma (adware)

4 MNMporpamma fo3BoHa (dialer)

5 Mporpamma-LwyTka (joke program)

6 MoTeHuManbHO onacHas nporpamma (riskware)
7 Mporpamma B3nomMa (hacktool)

PyKOBOACTBO aZMUHWCTpaToOpa



A7

-
¢

g
),
A

KomnoHeHTbl Dr.Web Server Security Suite

*%
) KaTteropun URL:

Kop,

1

10
11
12
13
14
15
16
17

20

Twvn yrposbi

WcTouHrk pacnpoctpaHenns yrpos (infectionSource)

He pekomeHayemslii (notRecommended)

Cawntbl anis B3pocabix (adultContent)

Hacunne (violence)

Opyxwe (weapons)

A3zapTHble urpbl (gambling)

HapkoTukm (drugs)

HeueH3ypHas nekcuka (obscenelLanguage)

YaTbl (chats)

Teppopw3wm (terrorism)

BecnnatHas anekTpoHHas nouTta (freeEmail)
CoumanbHble cetn (socialNetworks)

[lobaBneHHble Mo obpalieHnto npaBoobnasatens (ownerNotice)
OHnaliH-urpsbl (onlineGames)

AHOHUMaM3epsbl (anonymizers)

Mynbl gobbium kKpunToBantoT (cryptocurrencyMiningPools)
BakaHcum (Jobs)

YepHbiin cnincok (blackList)

*kk
) Koabl komnoHeHTOB Dr.Web:

Kog

1

KomnoHeHT

Dr.Web ConfigD (drweb-configd)
Dr.Web Scanning Engine (drweb-se)
Dr.Web File Checker (drweb-filecheck)

Dr.Web Updater (drweb-update)
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5 Dr.Web ES Agent (drweb-esagent)

6 Dr.Web Network Checker (drweb-netcheck)
7 Dr.Web HTTPD (drweb-httpd)

8 Dr.Web SNMPD (drweb-snmpd)

20 Dr.Web ClamD (drweb-clamd)

40 SplDer Guard gna SMB (drweb-smbspider-daemon)

50 Dr.Web CloudD (drweb-cloudd)
52 Dr.Web MeshD (drweb-meshd)

201 SplDer Guard (drweb-spider)

202 SpIDer Guard ans NSS (drweb-nss)

300 Dr.Web Ctl (drweb-ctl)

400  CkaHupoBaHMWe Mo 3aflaHuo cepBepa LieHTPasM30BaHHOM 3aLLuThl (He ABAAETCS KOMMOHEHTOM

Dr.Web Server Security Suite)

koK)
CoCTOAHMA KOMMOHEHTOB

Kop, CocrosiHue

0 He yctaHOBnEH

1 YcTaHOB/IEH, HO He 3anyLeH
2 3anyckaetca

3 Pabotaet

4 3aBepliaet paboTy

Ana HenocpeACTBEHHOTO MOAYYEHUA 3HAYEHWI NePEeMEHHbIX NCMONb3YNTe YTUANTY

snmpwalk:

$ snmpwalk -Os -c <community> -v <eepcusa SNMP> <adpecy3na> <OID>

Hanpumep, Ana nonyyeHma cTaTucTMkn No obHapy>KeHHbIM Yrpo3am Ha okKaabHOM y3ne (npu
HacTporikax Dr.Web SNMPD no ymon4yaHuio) BbINOAHUTE KOMaHAY:

$ snmpwalk -Os -c public -v 2c 127.0.0.1

.1.3.6.1.4.1.29690.2.2.1
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9.15. Dr.Web MeshD

KomnoHeHT Dr.Web MeshD npeactaBnset coboli areHT, BKAKOUatoWMIA y3en ¢ YCTaHOBIEHHbIM
Dr.Web Server Security Suite B «n0kanbHOe 061ak0», 06beanHAKOLLEeE Y3/bl, Ha KOTOPbIX
ycTaHoBAeHbl npoaykTel DrWeb ans Unix. JaHHOe o6n1ako no3Bonsetr ogHUM y3nam obnaka
NoAYy4YMTb AOCTYN K CKAHUPYOLWEMY A4PpY APYTUX, APYTMMU CI0BaMW, BOCMOJ/Ib30BaTbCA
yCayron no nposepke ¢aiinos.

Ans o6besMHeHMA y3N10B C yCTaHOBNEHHbIMWU Npoayktamu Dr\Web ans Unix B coctaBe
Ka>KZoro y3n1a JOJIKeH NpucyTcTBoBaTh kKoMnoHeHT Dr.Web MeshD, ob6ecneunBatomia
BK/IFOUEHMeE 3TOro y31a B 0b6s1ako. [NosHOMoumA y3na B pamkax ob1aka M BO3MOXHOCTU
obnaka, ncnonb3yemble y310M, TMOKO peryampyroTcs HacTponkamum koMmnoHeHTa Dr.\Web
MeshD.

O6MeH aaHHbIMU C ApyrMMK y3namMu obaaka Npon3BOANTCA MO 3aLUMLLLEHHOMY KaHany SSH.

9.15.1. MpuHUUNbI paboTbi

B sTom pasgene

e Tnbl NOAKAHOYEHWN

e Pexxvmbl paboTbl

e Ycnyru
o YpaneHHoe ckaHvpoBaHue dannos (Engine)
o [Tepepaya dannoB Ha npoBepky (File)
o [posepka URL (Url)

Dr.Web MeshD wurpaet posb nocpesHumka, obecneunBatoLLero B3aMMoAencTBME MEXAY Y3/10M,
Ha KkoTopoM yctaHoBneH Dr.\Web Server Security Suite, n agpyrumm yanammn obnaka.

Tunbl NnoAKAIOUEHNA

Mpwn pabote Dr.Web MeshD ncnonb3yeT noAkNtOUEHNA CAeAyoWwmMX TUMOB:

e KnueHmckue (cepsucHsie) ncnonb3sytotca Dr.Web MeshD ana nogkatoueHns K HeMy Apyrmx
y3710B 061aKa, KOTOpble ABAAIOTCA KINEHTaMW yCayr, MpeAoCcTaBAfeMbIX JaHHbIM Y3/I0M.

npepocTaBaeHHble ob6nakom, nogkitodatotcs kK Dr.Web MeshD, paboTaroLmin Ha 3ToM e
y3/e, yepes nokanbHbl Unix-cokeT. KnveHTckoe nogkitoyeHre npu 3TOM He UCMONb3YeTcs.

@ KomnoHeHTsl Dr.Web Server Security Suite, paboTatoline Ha y3ae 1 UCNONb3YHoLLNe YCYTY,

e [lapmHepckue (0OHopaHzo8ble) ncnonb3ytotcs DrWeb MeshD ans B3avmopeiicteumsa ¢
paBHOMpPaBHbIMU (B paMKax HEKOTOPOW yCyru) y3namm-naptHepamm obnaka. O6bIUHO
NoA06HbIE TOPU3OHTaIbHbIE CBA3M UCMO/b3YHTCA AN MacliTabupoBaHMs U
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pacnpeaeneHus Harpysku npu B3auMoaencTBmMm ¢ 061akoMm, a Takxke CUHXPOHU3aLmnm
COCTOAHMA y310B 0bnaka.

e Bocxooaujue ncnonb3ytotcs Dr.Web MeshD ana nogkntoueHua gaHHOrO y3ia B poau
KAMEHTa K y31am obaaka, NpefoCcTaBAsOWMUM yCayrn (Hanpumep, nepesada Gpanios Ha

NpPOBEpPKY U T. 4.).

Ncnonb3oBaHWe NoAKIOUEHMIA BCEX TPEX TUMOB HacTpanBaeTcs ANs pasHbiX ycayr obnaka
He3aBNUCUMO Apyr OT apyra. [1pun 3TOM OAMH 1 TOT Xe y3en MOXeT OblTb HaCTPOEH Kak cepBep
ANA 06CNY>KMBaHMA KIMEHTCKMX 3aMPOCOB B paMKaxX OAHOW yCayru (HanpumMep, NpoBepKum
URL) n kaK KIMeHT — B pamMKax ApYron ycayru (Hanpumep, yaaneHHOro CkaHMpoBaHUA
darinos).

B pamkax obnaka y3nbl OCyLLEeCTBAAKOT B3aMMOAENCTBME NO 3alyyLieHHOMY npoTokoay SSH,
T. €. BCE€ CTOPOHbI B paMKax KaXZ0oro Mexy3/10BOro B3aMMOAeNCTBMA BCErAa B3auMMHO
ayTeHTUdNLMpOBaHbl. g ayTeHTMdMKaLMMN MCNONb3YHOTCA y310Bble Katouun (host keys)
cornacHo RFC 4251 . KnmeHTckoe NOAKAOUEHMEe OT NOKaNbHOro KOMMOHEHTa Bceraa
cuUMTaeTCa AOBEPEHHbIM.

Pe>xnmbi paboTbl

Dr.Web MeshD moxeT paboTaTb kak B pexmnme 4eMOHa, Tak K 3anyckaTbCA MO 3anpocam OT
Apyrux komnoHeHToB Dr.\Web Server Security Suite, pacnonoXeHHbIX Ha 10KaAbHOM Y3/1e.
Ecnam DrWeb MeshD HacTpoeH Ha o0bcanyxxnBaHue KNMEeHTCKUX NOAKIOUEeHUI (NapameTp
ListenAddress He MyCT) U aKTMBMPOBaHa BO3MOXHOCTb OKa3aHuA XOT Obl O4HOM U3 YCAyr,
Dr.Web MeshD 3anyckaeTca Kak 4EMOH 1 XAET NOAKIHOUEHNS CO CTOPOHbI KIMEHTOB.

Ecnm Dr.Web MeshD He HacTpoeH Ha 06cny>KrMBaHWe KIMEHTCKUX MOAKNOUEHNI (MapaMeTp
ListenAddress NycT) 1 3anNpocbl K HEMY OTCYTCTBYHOT B TeUEHME Nepuoja BpeMeHH,
yKasaHHoro B napameTpe IdleTimeLimit, paboTa KOMNOHEHTa aBTOMaTUYeCKN
3aBepluaeTcs.

Ycnyrun

YaaneHHoe ckaHupoBaHue ¢annos (Engine)

[aHHas ycnyra nossonset ncnonb3osatb Dr.Web Scanning Engine ana npoBepku yaaneHHbIX
darnoB: y3nbl, paboTatoLime B pov KIMEHTOB, OTNPaBAAOT dalinbl Ha MPOBEPKY Ha
CepBepPHbIN y3en, a cepBepHbIe y3/bl MPeAOCTaBAAIOT YCAYry No npoBepke $Gannos,
OTNpPaBAEHHbIX KIMEHTCKUMMW y31aMu. TUNOBble HAaCTPOWKN KAVEHTa CefytoLlme:

[MeshD]

EngineChannel = On
EngineUplink = <adpec cepsepa>
ListenAddress =

PyKOBOACTBO aZMUHWCTpaToOpa
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Ha y3ne, BbINOAHAIOLLEM PONb JIOKaNbHOTO CepBepa CKaHNPOBaHWA, 3ajaHbl CejytoLme
HaCTPOMKM:

EngineChannel = On
EngineUplink =
ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepd> B BOCXOAALLEM COEAVHEHUMN KIMEHTa JOIKEH YKa3biBaTb Ha Te
<adpec> n <nopm>, KOTOPble UCMOb3YIOTCH CEPBEPHbBIM Y3/I0M A5 OpraHu3aumnm
KNNEHTCKUX NOAKNHOUEH WA,

Mepepaua ¢aitnoB Ha npoBepky (File)

[aHHaa GyHKUMOHANbHOCTb He ncnoab3yeTca (PyHKUMA YAaNeHHOrO CKaHNPOBaHMUA
OKa3blBaeTCca B pamkax ycnyru Engine).

Mposepka URL (Url)

[AaHHas ycnyra npegHa3HaveHa ans nposepku URL Ha npuvHaAnexXHOCTb K MOTeHLManbHO
OMacHbIM W HeXesaTelbHbIM KaTeropusiM: y3/bl, BbICTyMatoLme B POV KINEHTOB,
otnpasastoT URL ans npoBepkm Ha cepBepHbIli y3en. TUNoBble HACTPOMKN KANEHTa
cneayroLime:

[MeshD]

UrlChannel = On

UrlUplink = <adpec cepsepa>
ListenAddress =

Ha y3ne, BbicTynaroLwem B kauectse cepepa ans nposepky URL, 3agaHbl cregytowme
HaCTPOMKM:

UrlChannel = On
UrlUplink =
ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepd> B BOCXOASALLEM COEAMHEHUM KIMEHTA JO/IKEH YKa3blBaTb Ha Te
<adpec> n <nopm:>, KOTOpble UCMOJb3YyITCH CEPBEPHbBIM Y3/I0M A5 OpraHu3auunm
KNNEHTCKUX NOAKNHOUEH WA,

9.15.2. AprymeHTbl KOMaHAHOWU CTPOKU

Yto6bl 3anycTuTh KOMNOHeHT Dr.Web MeshD 13 komaHAHOW CTPOKM, BbIMOAHNTE KOMaHAY:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-meshd [<napamempsi>]

e anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-meshd [<napamempsi>]

PyKOBOACTBO aZMUHWCTpaToOpa
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Dr.Web MeshD gonyckaeT ncnosb3oBaHue CeAytoLMX NapamMmeTpoB:

Mapametp OnucaHue

-—help HasHaueHue: BbiBOA Ha 3KpaH KOHCOW UK 3MYNATOpPa TepMyHana KpaTkon crnpasku no
MMEoLLMMCS MapameTpaM KOMaHAHOM CTPOKU 1 3aBepLueHne paboTbl KOMMOHEHTa.

KpaTkuin BapumaHT: -h

AprymeHTbl: Het

——version HasHaueHve: BbiBOA Ha 3KpaH KOHCON MAK 3MYNATOPa TepMUHana MHPOpPMaLmmM O
BEPCUM KOMMOHEHTa 1 3aBeplueHmne paboTbl.

KpaTkuin BapuaHTt: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-meshd --help

[laHHas KOMaHJa BbiBeAET Ha 3KpaH KpaTkyto cnpaBKy komnoHeHTa Dr.Web MeshD.

3ameuaHusa o 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM pPeXMMe HeNoCpeaCcTBEHHO N3 KOMaHAHOW CTPOKWN He
npeaycmoTpeH. KOMNOHEHT 3anyckaeTcs aBTOMaTUYeCKN JeMOHOM yrnpaBaeHUs
koHPurypaumen DrWeb ConfigD npu HeobxogmumocTtu. [insa ynpaBaeHns napameTpamu
paboTbl KOMNOHEHTa ncrnonbaynte yTanty Dr.Web Ctl, npegHa3HayeHHyto ans ynpaBaeHus
Dr.Web Server Security Suite n3 komaHAHOM CTPOKM.

@ [na 3anycka ytuautel Dr.Web Ctl ncnonb3syite komanay drweb-ctl.

ﬂ,]’lﬂ noay4vyeHna cnpaBkn O KOMMOHEHTe U3 KOMaHAHOVI CTPOKM BbINOJIHUTE KOMaHA4Y
man 1 drweb-meshd.
9.15.3. MNapameTpbl KOHPUrypaLum

KOMMNOHEHT ncnosb3yeT napameTpbl KOHOUTypaLmm, 3aZaHHble B ceKuun [MeshD]
0b6beanHeHHOro koHburypaumonHoro darvina DrWeb Server Security Suite.

B cekumm npeacraBaeHbl cnegyrolie napamMeTpbl:

Mapametp OnucaHue
LogLevel YpoBeHb NoAp06HOCTM BeAeHMA XypHana KOMMOHEeHTa.

{yposeHb nodpobHocmuj}
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Mapametp

Log
{mun xypHanaj}

ExePath

{nyme « ¢paliny}

IdleTimeLimit

{uHmepsan epemeHu}

DebugSsh

{noauyeckuli}

ListenAddress

<IP-adpec>:<nopm>

DnsResolverConfPath

{nyme k chbaliny}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

Ecan 3HaveHve napameTpa He yka3aHO, UCMONb3yeTca 3HaveHne
napametpa DefaultLogLevel m3 cekumm [Root].

3HauyeHve no yMo4aHuo: Notice

I\/IeTog BeAeHWA XKypHaJa KOMMOHEeHTa.

3HauveHne No yMOHaHMIO: Auto

MyTb K McnoaHsemomy daiiny KOMNOHeHTa.

3HauyeHue No yMOYaHWIO:
e ans GNU/Linux: /opt/drweb.com/bin/drweb-meshd

o nnqa FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
meshd

MakcumaibHoe BpeMs MPOCTOA KOMMOHEHTA, MPU MPEeBbILL eHWN
KOTOPOro OH 3aBepLuaeT CBO paboTy.

[Jonyctmble 3HaveHus: oT 10 cekyHg (10s) go 30 aHew (304).

Ecnv yctaHOBNEHO 3HaueHWe None, TO KOMMOHEHT ByaeT paboTaTb
NMOCTOSIHHO; B C/lydae OTCYTCTBMA akTMBHOCTU eMy He ByzeT oTnpaBieH
curHan SIGTERM.

3HauyeHue No ymonyaHuio: 10m

CoxpaHATb WK He CoXpaHATb B XXypHaie cooblieHns npotokona SSH
(ucnonb3yeTcs ANs Nepesayun COOBLLLEHNIA U faHHbIX), MOAYYEHHbIX 1
oTnpaBaeHHbIx komnoHeHToM Dr.Web MeshD, paboTatoLmm Ha
JaHHOM Y3/1e, eCM YCTaHOBJIEH YPOBEHb NOAPOOHOCTH XypHana
LogLevel = Debug

3HauyeHue No ymonyaHuo: No

CeTeBOl COKET (agpec 1 NOPT) KIMEHTCKOTO MOAKNOYEHNS, HA KOTOPOM
KOMMOHEHT OXXunaaet I'IOCTyI'IJ'IeHI/Iﬂ COGAI/IHGHVIVI oT y3.I'IOB o6naKa,
ABNAOLWMXCA KINEHTAMU yCI'IyF, I'IpeAOCTaB}'IﬂeMbIX AaHHbIM y3}10M
obnaka.

YT06bl KOMMOHEHT MOT MPOCAYLIVBaTb MHTepdeiic IPv6 1 onpeaensits
KAVeHTCKWe y3nbl obnaka no IPv6, napameTp AomKeH HbiTh
0653aTe/IbHO YCTaHOB/EH.

Ecav 3HaueHve He 3afaHO, TO KOMMOHEHT He MPUHMMaeT 3anpockl OT
KVIEHTOB.

3HaueHvie no ymonuaHmo: 0.0.0.0:7090, eciv yCTaHOBJIEH NMakeT
drweb-scanning-server, B MIPOTVBHOM C/lyyae 3HaUeHWE He
3ajaHo

MyTb K pariny Hactpoek DNS.

3HayeHue No ymonyaHuo: /etc/resolv.conf
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Mapametp

DiscoveryResponderPort

{Homep nopmaj

FileChannel

{On | Off}

FileUplink

{adpec}

FileDebuglIpc

{noauyeckuli}

EngineChannel

{On | Off}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

MopT, Ha KOTOPOM BbillecToAwWMi y3en MeshD oTsevaeT no npoTokoay
UDP Ha 3anpocbl KIMEHTOB.

MexaHu3m discovery paboTaeT TO/NIbKO eC/iv 3aZlaH napameTp
ListenAddress.

3HaveHne no ymoayaHuo: 18008

Paspelwuntb nan 3anpetntb komnoHeHTy Dr.Web MeshD, paboTtatoemy
Ha JaHHOM Yy3/e, NPUHMMATL yyacTve B ycayre obmeHa dannamu.

Ecnv aToT NnapameTp ycTtaHOB/IEH B 3HaueHWe On, TO KOMMOHeHT Dr.Web
MeshD 6yaeT aBTOMaTMUeCKM 3anyLLeH 4eMOHOM yrpaB/eHus
koHourypaupen Dr.Web ConfigD.

3HauyeHve no yMO4YaHMO: On

Aspec BbiwecTosiwero y3na Dr.Web MeshD, npuHumatoLwero Ha
nposepky daisbl ¢ 3TOro y3na.

Bo3MO>KHble 3HaueHusn:

e 3HayeHue He yKa3aHO — CepBep A/ 3TOW ycIyru He 3agaH, u Dr.Web
MeshD He 6yzeT HU K KOMY MOAKNH0YaTbCS.

e </P-adpec>:<nopm> — Dr.Web MeshD byaeT nogknroyaTbcs K
cepBepy C ykasaHHbIM apecoM 1 MOPTOM.

e dns:<umsa cepguca> [ : <OomeH>] — ajpec 1 NopT cepBepa ycayru
onpeaenstoTcs nytem noucka SRV-3anmcn DNS gomeHa <domeH>.
Ecnm <domeH> He ykasaH, OH bepeTcs u3 danna koHdurypaumm DNS
resolver (NyTb ykasaH B ResolverConfPath) U3 nonen search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HVX BCTpeTUTCA B paline
KOHUrypaLmm nocaeAHnM.

e discover — UCKaTb afpeC BbILIECTOSALLENO y3/1a C MOMOLLbIO
MexaHwu3Ma discovery.

3HaueHWe No ymosyaHuto: (He 3a0aHo)
BbiBOAUTE WM He BbIBOAUTL OTNAA0UHYHO MHOPMALMIO B XXypHan ANs

ycnyrn obmeHa parinamu, ecam yctTaHoBAEH YPOBEHb NOAPOBHOCTM
XypHana LogLevel = Debug.

3HauyeHve no YMOJIYaHWIO: No

Pazpelwuntb v 3anpetutb koMnoHeHTy Dr.Web MeshD, paboTatoiemy
Ha AaHHOM y3/e, NMPUHUMATL yyacTve B ycayre npeaoctaBaeHns
CKaHvpytoLero agpa.

Ecnv aTOT NnapameTp ycTtaHOB/IEH B 3HaueHWe On, TO KOMMOoHeHT Dr.Web
MeshD 6yaeT aBToMaTMUeCKM 3anyLLeH 4eMOHOM yrpaB/eHus
koHourypaupen Dr.Web ConfigD.

3HauyeHve no yMO4YaHMO: On
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Mapametp
EngineUplink

{adpec}

EngineDebuglpc

{noeuyeckuti}

UrlChannel

{on| off

UrlUplink

{adpec}

UrlDebugIpc

{noauyeckuli}
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OnucaHue

Aspec BbiwecToswero y3na Dr.Web MeshD, npegocraBastoLiero
YCNYTN CKaHUPYHOLLEro sgpa ANs JaHHOTO y3na.

Bo3MOXHble 3HaUeHus:

e 3HaueHue He yYKa3aHO — CepBep AJ/if 3TOW yciyru He 3azaH, n Dr.Web
MeshD He 6yzeT HU K KOMY MOAKNH0YATLCS.

e <[P-adpec>:<nopm> — Dr.Web MeshD 6yzeT nogkntouatbcs K
cepBepy C yka3aHHbIM apecoM 1 MOPTOM.

e dns:<uMs cepsuca> [ : <OoMeH>] — ajpec v NMopT cepBepa ycayru
onpegenstoTca nytem nowcka SRV-3anucn DNS gomeHa <domeH>.
Ecnn <domeH> He ykasaH, oH bepeTca n3 paiina koHpurypaumm DNS
resolver (NyTb ykasaH B ResolverConfPath) U3 nosein search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HWX BCTpeTUTCs B daline
KOHOUrypaLmm nocaesHUM.

e discover — 1CKaTb afpec BbILIECTOALLErO y3/1a C MOMOLLbIO
MexaHu3Ma discovery.

3HaueHue No yMon4aHuo: (He 3a0aHo)
BbIBOAUTE WM He BbIBOAUTL OTNAaA0UHYHO MHDOPMALVIO B XXypHaa ANs

YCNYTN CKAHUPOBAHWSA, €CN YCTaHOBNEH YPOBEHb MOAPOOHOCTH
XypHana LogLevel = Debug

3HauyeHue No ymonyaHuo: No

Paspelwntb nan 3anpetuts kKoMnoHeHty Dr.Web MeshD, paboTatoLemy
Ha JaHHOM Yy3Jie, MpuHMUMaTb ydactue B ycayre nposepku URL.

3HaueHve no yMO4YaHMO: On

Agpec BbilwecTtosALero y3na Dr.Web MeshD, nposepstowiero URL ans
AAHHOTO Yy37a.

Bo3MO>HbIe 3HaueHus:

® 3Ha4yeHue He ykaszaHo — cepsep nposepku URL He 3azaH.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yaeT nogknroyaTbcs K
cepBepy C yka3aHHbIM aZpecoM 1 NMOPTOM.

e dns:<ums cepsuca> [ : <OomeH>] — ajpec 1 NopT cepBepa ycayru
onpegenstoTca nytem nowcka SRV-3anucn DNS gomeHa <domeH>.
Ecnm <domeH> He ykasaH, OH bepeTcs u3 daina KoHdurypaumm DNS
resolver (nyTb ykasaH B ResolverConfPath) U3 nosein search u
domain B 3aBUCMMOCTM OT TOTO, Kakoe U3 HWX BCTPeTUTCs B daline
KOHOUrypaLmm nocaeaHuMm.

e discover — 1UCKaTb ajpec BbILIECTOALLErO y3/1a C MOMOLLbIO
MexaHusMa discovery.

3HauyeHne Nno ymosnyaHuto: (He 3a0aHo)

BbIBOAUTL MAU He BbIBOAUTL OTNaZ0uUHYHO MHGOPMAaLWIO B XypHaa Aas
ycayru nposepkun URL, ecim ycTaHOBNEH YpOBEHb NMOAPOBHOCTU
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OnucaHue

XypHana LogLevel = Debug.

3HaueHve no YMOAYaHWNO: No

B Tekywieri Bepcum Dr.Web Server Security Suite yciyra nepegauv ¢annos Ha npoBepky File
He ncnosib3yeTcs. BMecTo Hee cnesyeT UCMONb30BaTh YCAYry CKaHUpyroLLero sapa Engine.
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9.16. Dr.Web CloudD

B atom pasgene

e [MpuHUMNbL PabOThI

e Paborta c cepucom Dr.Web Cloud
e ApryMmeHTbl KOMaHAHOWN CTPOKM

e [lapameTpbl KOHOUTIYPaLNM

MpuHUMNbI paboTbl

KomnoHeHT Dr.Web CloudD npeaHa3HaueH ana obpalueHusa k obnauHomy cepsucy DrWeb
Cloud komnaHuun «loktop Beb6». Cepuc Dr.Web Cloud cobupaet oT Bcex aHTUBMPYCHbIX
npogayktos Dr.Web cBexyto nHpopmauuto 06 obHapy>eHHbIX yrpo3ax, YTo NO3BONSET:

e HelTpann3oBaTb HOBeWLUMNE YrPO3bl, ONUCaHME KOTOPbIX eLle He BHECEHO B BUPYCHbIE
6a3bl;

® CHU3UTb BEPOSATHOCTb JIOXHbIX cpabaTbiBaHUIN ckaHUpytollero sapa Dr.\Web Scanning
Engine.

Ecnm KOMMOHEHT BKAKOUEH, TO OH ByzeT nepuogmyeckn oTnpaBaaTbe 061a4HOMY cepBUCY
Dr.Web Cloud cratnctuky obHapyxeHna nHGMUMpPOBaHHbIX Galnnos.

I Bce AaHHbIE, OTNpaBaAA€Mbleé KOMMNOHEHTOM Ha CepBepPbl KOMMaHUN «ﬂ,OKTOp Be6»,
° ABNAOTCA 06€3/IMYEHHBIMM 1 HE MO3BONAIOT VIAEHTVIq)VILlMpOBaTb nonb3oBaTend.

Dr.Web Server Security Suite no ymonyaHuto He noakntoueH K o6aauHomy cepsucy Dr.Web
Cloud.

O6nauHbin cepeuc Dr.Web Cloud ncnonb3yetcs kak 4OMOJHUTENbHbBIW 3WEN0H 3aLlnTbl NpU
npoBepke pannoBbix cucteM. Ecam komnoHeHT Dr.Web CloudD BkatoueH, To OH 3ageincTByeTca
npw BCcex onepaumax NpoBepkun GanioBbiX CUCTEM.

Pa6ora c cepsucom Dr.Web Cloud

MopxntoueHne Dr.Web Server Security Suite k cepsucy Dr.Web Cloud nponcxoamt
aBTOMATUYECKN MNP BKIOYEHMM KomnoHeHTa Dr.Web CloudD.

Bbl MOXeTe BKIKOUNTL AN OTKAHOUMTL KOMNoHeHT Dr.Web CloudD ¢ nomoulisto:

e viuautbl Dr.\Web Ctl;

e Beb-nHTEepdENca ynpaBaeHUS;
e pesaKTMPOBAHNSA KOHOUTIYPALIMOHHOIO dalina BPYUYHYHO.
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BkatoueHue unm oTkaoueHue ¢ nomoubio ytuautbl Dr.Web Ctl

Y1o6bl BKItOUNTL Dr.Web CloudD, BbinonHuTe KOMaHay:

# drweb-ctl cfset Root.UseCloud Yes

qTO6bIOTKHMHMTb3TOTKOMHOH€HT,BHHOHHMT€KOMaHAM

# drweb-ctl cfset Root.UseCloud No

Bx/itoueHue nam oTiroueHue ¢ oMol bio Be6-nHTepdeinica ynpaBneHusa (Ha npumepe
NOKaNIbHOro KOMMbloTEepa)

1. OTkpoviTe Beb6-6pay3ep v BBeauTe agpec https://127.0.0.1:4443/.

2. YKaxunTte UMf U Napoab Nosb3oBaTens, obnajatoLiero npMBUAErnaMm agMmHuUCTpaTopa.
3. Bbibepute Hactpoiiku, 3atem — O6LLMe HacTPOMKW.

4. YctaHoBuTe dnaxok HanpoTue TekcTa UseCloud, 4tobbl BKNHOUMTD KOMMOHEHT, B

NPOTMBHOM C/ly4ae€ CHUMUTE 3TOT q)na>|<0|<.

NoapobHee npo HacTpownky Dr.Web Server Security Suite ¢ nomoubro Be6-nHTEpderica
ynpaBaeHus.

BkatoueHue unm oTkaoueHue nyTem pefakTMpoBaHUA KOHGUrypawuoHHoro daiina
BPYU4HYIO

ili Bbl 20/15KHBI ObITb YBEPEHbI B KOPPEKTHOCTV U3MEHEHWI, BHOCUMbIX B KOHOUIYpaLMOHHbIN
dann.

1. OTkpoiTe KOHPUIYpaLMOHHbIN Paiin /etc/opt/drweb.com/drweb. ini gna GNU/Linux
man /usr/local/etc/drweb.com/drweb.ini ana FreeBSD B npegnountaemom Bamu
TEKCTOBOM pejakTope ¢ npaBamMu agMuHuUcTpaTopa. Ytobbl noayumTts npasa
aAMWHMCTpaTOpa, MCNO/b3yNTe KOMaHAy CMeHbl MOb30BaTENA su UAN KOMaHAy
BbIMOJNHEHWA OT UMEHU APYroro nosb3osaTens sudo.

2. Ecan B kOHOUrypaumoHHOM ¢aline oTcyTcTByeT cekuma [Root], TO nepenanTe B KOHeL,
darina n gobaBbTE C HOBOW CTPOKM:

° ,ﬂﬂﬂ BK/JIHOYEHNMA KOMMNMOHEHTA M NOAKNHOUYEHNA K CEPBUCY:

[Root]
UseCloud = Yes

° ,ﬂ'flﬂ BbIKNHOYEHNA KOMMOHEHTA N OTKIKOYEHNA OT CepBUCa:

[Root]
UseCloud = No

Ecnv KoHOUrypaumnoHHbIn Gain yxe BKIOYaeT cekumto [Root]:

e Ecv napametp UseCloud OTCyTCTBYeT, fO0b6aBbTe ero, ykasas UseCloud = Yes A4
NoAKNtOYeEHNA K cepBUCY A UseCloud = No AAA OTKJIHOUEHUA OT HEro.

PyKOBOACTBO aZMUHWCTpaToOpa
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e Ecv napameTp UseCloud yXe yka3aH B cekLu [Root], TO U3MEHUTE €ro 3HaueHne Ha
Yes AN8 NOAKIOUYEHUS K CEPBUCY UAM Ha No AN OTK/IOYEHUS OT HEro.
3. Mepe3arpy3nte koHdurypaumto Dr.Web Server Security Suite, BbINOAHMB KOMaHAY:

# drweb-ctl reload

ANA NpMeHEeHMA BHECEHHDbIX N3MEHEHUN.

KomnoHeHT Dr.Web CloudD 3anyckaeTcs aBTOMaTM4eckn A€MOHOM yrnpaB/ieHUs
kKoHPurypaumen DrWeb ConfigD npu HeobxogmumocTtu. [lns ynpaBieHns napameTpamMmu
paboTbl KOMMOHeHTa ncrnonb3ymnte ytmanty DrWeb Ctl, npegHa3HaueHHy0 414 ynpaBaeHua
Dr.Web Server Security Suite n3 koMaHAHOM CTPOKW.

[ns nonyyeHnst cnpaBki O KOMMOHEHTE M3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-cloudd

* c—

AprymeHTbl KOMaHAHON CTPOKMU

YT06bI MOKa3aTh CNpaBoOYHYO MHPOPMaLMo 0 komnoHeHTe Dr.Web CloudD, BeinoaHute
KOMaHAy:

e ans GNU/Linux:
$ /opt/drweb.com/bin/drweb-cloudd [<napamempsi>]
e 115 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-cloudd [<napamempsi>]

drweb-cloudd npnHMMaeT caeayroliie napameTpbl:

Mapametp OnucaHue

--help Ha3HaueHve: BbIBOﬂ| Ha 3KpaH KOHCOJIN Unn 3MyiATOpa TepMnHa a KpaTKOI;I cnpaBKK No
MMernwmmca napamMeTpam KOMaHAHOVI CTPOKM 1 3aBepLUeHne pa6OTbI KOMIMOHEHTa.

KpaTtkuii BapuaHT: -h

AprymeHTbl: Het

——version  Ha3sHaueHve: BbiBOA Ha 3KpaH KOHCOMM UAWN 3MyAATOpPa TepMUHana UHpopmMaLumm o
BepCUM KOMIMOHEHTa ¥ 3aBepLueHne paboTbl.

KpaTtkuii BapuaHTt: -v

AprymeHTbl: Het
Mpumep:
$ /opt/drweb.com/bin/drweb-cloudd --help

JTa KOMaHAa BbIBEZET Ha 3KpaH KpaTKyto cnpaBky o komnoHeHTe Dr.Web CloudD.
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KomnoHeHTbl Dr.Web Server Security Suite

KomnoHeHT Dr.Web CloudD ncnonb3yet napameTpbl KOHGUIypaumm, 3ajaHHble B CEKLMN
[CloudD] obbeanHeHHOro KoHburypaumvoHHoro darina Dr.Web Server Security Suite.

Y106bl NI3MEHUTb 3HaUYeHMe Kakoro-ambo napametpa Dr.Web CloudD, BbinosHWTE KOMaHAY:

# drweb-ctl cfset CloudD.<napamemp> <3Ha4yeHue>

B cexuun [CloudD] NpeAcCTaBAEHbI Cleytolime napameTpsbl:

Mapametp

LogLevel

Log

ExePath

RunAsUser

IdleTimeLimit

Aonyctumbie
3HaueHusA

Debug, Info, Notice,
Warning unu Error

Auto,
Syslog[:< Daemon,
User, Mail unu

Local0..7>] unu <nyme

K ¢hatiny>

nyme k ¢patiny

<UID> unu <ums
no/sib3o8ameisi>

UHMepsan epemeru

OnucaHue

yQOBeHb I'IOAQO6HOCTVI BeJeHNA XypHajia KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yKasaHo, UCMO/b3yeTcs
3HayeHVe napameTpa DefaultLogLevel U3 ceKUUA
[Root].

3HaueHve no yMo4aHuo: Notice

MeTO,Q BeAeHWA XKXypHaJa KOMMOHEeHTa.

3HauveHne No yMONUYaHMIO: Auto

MyTb K UCnonHsemomy daiiny KOMMOHEHTa.

3HaueHve no YMONYaHUIO!

e ans GNU/Linux: /opt/drweb.com/bin/drweb-
cloudd

o aNs
FreeBSD: /usr/local/libexec/drweb.com/bin
/drweb-cloudd

MNonb3oBaTtenb, OT UMEHW KOTOPOTO 3arnycKkaeTcs
KOMMOHEHT. Bbl MOXeTe yka3aTb UMCI0BOMN
naeHtndukaTop nosnvsosatena (UID) nam ero nma
(norwuH). Ecnv ma nonb3oBatens coctout u3 umdp (1. e.
noxoxe Ha uncnosoli UID), To OHO yka3biBaeTcs ¢
npeduKcoM name :, Hanpumep,

RunAsUser = name:123456.

Ecav nms nonb3osatens YKa3aHO HEKOPPEKTHO, pa60Ta
KOMMOHEHTa 3aBepLuaeTca owmnbKom Cpa3sy nocne
NOMNbITKK 3anycka.

3Ha4yeHne No ymoaYaHuo: drweb

MakcumanbHoe BpeMA NpocTtoAa KOMMOHEHTa, npu
MPEeBbILLEHNM KOTOPOTO OH 3aBepLuaeT CBO paboTy.
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Mapametp

FixedSocketPath

PersistentCache

DebugSdk

AonycTtnmble
3HayeHusA

nyme k ¢patiny

On, Yes, True, Off, No
uau False

On, Yes, True, Off, No
unu False

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

[Jonyctumble 3HaveHus: oT 10 cekyHg (10s) go 30 aHew
(304d).

Ecnv yctaHOBIEHO 3HaueHWe None, KOMMOHEHT byaeT
paboTaTb MOCTOAHHO; B C/lyYae OTCYTCTBUS aKTUBHOCTU
emMy He 6yaeT oTnpasneH curHan SIGTERM.

3HauyeHve no yMOJiYaHMtO: 1h

Myt K Ppariny Unix-cokeTa GUKCMPOBAHHOTO 3K3eMnasapa
KOMIMOHEHTa.

Mpwv 3ag@aHnM 3TOro NapameTpa AeMOH yrnpaB/eHus
KoHpurypaupen Dr.Web ConfigD cneawt 3a Tem, utobbi
BCerza UMencs 3amnyLeHHbIN 3K3eMMASP KOMMOHEHTA,
JLOCTYMHBIA KNNEHTaM Yepes 3TOT COKeT.

zl Y6eauntech, uto Katanory ¢ Gpaiom

COKeTa Ha3HaueHbl C/iegyrollve npasa
Aoctyna:

drwxr-xr-x

YT06bI MPOCMOTPETL MpaBa A0CTyna,
BbIMOJIHATE KOMaHay:

$ 1s -1d <nyme kK kamasno2y >

3HaueHne Nno ymosnvaHuto: (He 3a0aHo)

BkntouaTb MAM HET COXPaHeHWe Ha AMUCK Kella OTBETOB,
nonyuaembix ot Dr.Web Cloud.

3HaveHne no ymonyaHuio: Of £

BkntouaTb MAM HET B XXypHa/ Ha OT/af,04HOM YPOBHe
(Npy LogLevel = DEBUG) noapobHbie cooblueHns oT
Dr.Web Cloud.

3HaueHve no YyMO4YaHMO: No

PyKOBOACTBO aZMUHWCTpaToOpa
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9.17. Dr.Web StatD

KomnoHeHT Dr.Web StatD npegHa3HaueH A/a HakOMeHUA CTaTUCTUKN COOBITUI,
BO3HMKatoWwmx B npouecce pabotbl komnoHeHToB Dr.Web Server Security Suite. [onyueHHble
COb6bITVA PErNCTPUPYIOTCA B MOCTOAHHOM XPaHWUANLLE 1 MOTYT ObiTb MOAYYEHbl MO 3aMpocy.

9.17.1. NMNpuHUUNbI paboTbi

KomnoHeHT Dr.Web StatD obecneuvBaeT HakonaeHve U NOCTOAHHOE XpaHeHWe cobbITuI,
noctynarowmx ot komnoHeHToB Dr.Web Server Security Suite B npouecce paboTbl.
Pernctpupyrotca cobbiTMa HEOXMAAHHOrO 3aBeplueHna paboTbl KOMMOHEHTa.

MpocmoTp cobbiTnin 1 ynpaBaeHne nmm obecrneunBaeTca KOMaHA0u events yTuantel Dr.\Web
Ctl.

9.17.2. AprymeHTbl KOMaHAHOWU CTPOKW

Y106kl 3anycTUTb KOMMOHEHT Dr.Web StatD u3 koMaHAHOWM CTPOKM, BbIMOJHUTE KOMaHAY:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-statd [<napamempsi>]

e anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-statd [<napamempsi>]

Dr.Web StatD gonyckaeT ncnonb3oBaHue caeAytoWwmx napameTpos:

Mapametp OnucaHue

--help HasHaueHue: BbiBOZ Ha 3KpaH KOHCOW UK 3MYNATOPa TePMUHaNA KPaTKOM CrpaBKu
Mo MMeLLMMCA napamMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl KOMMOHEHTA.

KpaTkuin BapuaHT: -h
AprymeHTbl: Het

——version Ha3HaueHve: BbiBog Ha 3KpaH KOHCONM UK 3MyAsTOpa TepMuHana nHdopmaumm o
BEPCUM KOMMOHEHTa 1 3aBepLUeHne paboTbl.

KpaTkuin BapuaHTt: -v

AprymeHTbl: Het

MNpumep:
$ /opt/drweb.com/bin/drweb-statd --help

OTa KOMaHAa BbIBEZET Ha 3KpaH KpaTKyto cnpaBky komnoHeHTa Dr.\Web StatD.
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3ameuaHunAa o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM PeXMMe HENOCPEeACTBEHHO N3 KOMaHAHOW CTPOKU He
npeaycMoTpeH. KoMnoHeHT 3anyckaeTca aBToMaTUyeCckn JEMOHOM yrnpaBaeHua
kKoHPurypaumen DrWeb ConfigD npu HeobxogmumocTtu. [lns ynpaBieHns napameTpamMmu
paboTbl KOMMOHeHTa ncnonb3ynte ytmanty DrWeb Ctl, npegHa3HaueHHy0 414 ynpaBaeHua
Dr.Web Server Security Suite n3 koMaHAHOM CTPOKW.

@ Ons 3anycka ytmautel Dr.Web Ctl cnonb3yiTte komaHay drweb-ctl.

[ns nonyyeHnst cnpaBki O KOMMOHEHTE M3 KOMaHAHOM CTPOKM BbIMOJIHUTE KOMaHAY
man 1 drweb-statd

9.17.3. NMapameTpbl KOHPUrypaLmn

KoMnoHeHT ncnosb3yet napameTpbl KOHOUTypaLmu, 3agaHHble B CEKUMN [StatD]
0bbeanHeHHOro koHburypaumnonHoro davna Dr.Web Server Security Suite.

BCEKMMM npeactaB/eHbl Ciefyrolumne napameTpbl:

Mapametp

LogLevel

{yposeHb nodpobHocmuy}

Log
{mun xypHanaj}

ExePath

{nyme « ¢paliny}

IdleTimeLimit

{uHmepsan epemeHu}

OnucaHue

YpoBeHb NoApPoHHOCTM BEAEHMSA XypHana KOMMOHEHTa.

Ecnu 3HaueHne napameTpa He yka3aHo, UCMOJIb3YeTcs 3HauyeHVe napamMeTpa
DefaultLogLevel mn3 cekuum [Root].

3HaueHne No ymoayaHuo: Notice

MeTo/ BeJeHWA xypHaia KOMMOHeHTa.
3Ha4veHne No yMOHYaHMIO: Auto

MyTb K UcnonHsemomy daiiny KOMMOHeHTa.

3HaueHVe no YMOYaHWKO!

e ana GNU/Linux: /opt/drweb.com/bin/drweb-statd

o nnqa FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
statd

MakcumanbHoe BpeMA NpocCTtoA KOMMOHEHTa, Mo NpeBbILWEHND KOTOPOro
OH 3aBepLuaeT CBO pabory.

[Jonyctumble 3HaueHus: oT 10 cekyHg (10s) go 30 aHew (304d).

Ecnan yctaHoBneHO 3HaueHWe None, TO KOMMOHEHT byseT paboTaTb
MOCTOSIHHO; B C/lydae OTCYTCTBUWS akTMBHOCTU eMy He ByzeT oTnpaBieH
curHan SIGTERM.

3HauyeHve no yMoOAYaHMo: 10m
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Mapametp

RunAsUser

{UID | ums none3osamensy

MaxEventStoreSize

{pasmep}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

MNMonb3oBaTtenb, OT UMEHM KOTOPOTO 3amycKaeTcs KOMMOHEHT. Bbl MoxeTe
yKasaTb YMCNOBON naeHTMdukatop nosab3osatens (UID) uam ero mms
(noruwH). Echn nma nonb3oBaTtens coctouTt us Lmdp (T. e. moxoxe Ha
uncnosoi UID), To oHO yka3biBaeTcs ¢ NpeduKCcoM name :, Hanpumep,
RunAsUser = name:123456.

Ecv vMs nonb3oBaTens ykasaHo HEKOPPEKTHO, paboTa KOMMOHEHTa
3aBepluaeTcsa oWMOKOW cpasy nocae NOmMbITKM 3amycka.

3HauyeHve no YMOJIYaHUIO: drweb

MakcrmanbHbIN paspelleHHblli pa3mep 6a3bl cObbITUI. 3asaeTcs B mb,
Hanpumep: MaxEventStoreSize = 100mb.

MwuHMManbHOe 3HaueHne: 50mb.

3HayeHne No ymMoayaHuio: 1GB

PyKOBOACTBO aZMUHWCTpaToOpa
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10. MpunoxxeHuna

10.1. NMpunoxxeHne A. Buabl KOMNbIOTEPHbIX Yrpo3
B sTom pasaene

e KoMNbOTEepHbIE BUPYChI

e KoMnbloTepHble YepBu

e TpoAHCKMe NnporpamMmesl

e [IporpamMmebl B3nOMa

e PeknaMHble NporpamMmel

e [IporpamMmbl-LIYTKN

e [IporpamMmsbl JO3BOHA

e [loTeHUMaNbHO ONacHble NPOrpaMmmebl
e [1loao3puTenbHble 06 BEKTDI

Mo TepMUHOM «ye2po3a» B 3TON knaccmbukaumm NnoHMMaeTca ntoboe nporpammMmHoe
CPeACTBO, KOCBEHHO MM HaMNPSAMYH CMOCOBHOE HaHeCT yepb KOMMbOTEPY, CeTH,
MHbOPMaLMKM AN NpaBaM MNONb30BaTeNA (TO eCTb BPEAOHOCHbIE U NMPOYNE HEXeNaTeslbHble
nporpammel). B 6onee WIMPOKOM CMbIC/IE TEPMUH «yrpo3a» MOXKET 03HauaTh 0Oy
NOTEHLMANbHYO OMacHOCTb AN KOMMbIOTEPa MK CeTU (TO eCTb ee YA3BUMOCTb, KOTOpas
MOXeT 6bITb NCNOJb30BaHa A/ MPOBEAEHNN XaKePCKMX aTak).

Bce TMnbl nporpamm, onmMcaHHble HUXKe, MOTEHLUMaNbHO 061a4ar0T CNOCOBHOCTLIO
NoZBEPrHyTb OMNACHOCTW AaHHble MOAb30BaTeNA UAN UX KOHPUAEHLMaNbHOCTb. [Tporpammsl,
KOTOpble He CKpbIBatOT CBOEro NPUCYTCTBUA B CUCTeMe (Hanpumep, HEKOTOPble MPOrpaMmbl
AN PacCblIKM Cnama UAn aHaau3aTopbl Tpaduka), 06bIYHO He MPUHATO NPUUNCAATD K
KOMMbIOTEPHbBIM Yrpo3am, XOTs Npu onpeAeneHHbIX 06CTOATENbCTBAX OHWN TakxKe MOTyT
HaHecTV Bpes NoNb30BaTento.

KomnbroTepHble BUpYChbI

[aHHbIV TN KOMMbIOTEPHbIX YTPO3 XapaKTepu3yeTcs CNOCOBHOCTbHO BHEAPATb CBOW KOJ, B
NCNONHAEMBIV KOA APYrnX NporpaMm. Takoe BHeApeHWe Ha3biBaeTcs uHguyuposaHuem. B
60/bLUMHCTBE ClyYaeB MHOULMPOBaAHHbIN dalin cam CTaHOBUTCS HOCUTEIEM BUPYCa, a
BHEJPEHHbIV KOA He 06583aTeNbHO NONHOCTbIO COOTBETCTBYET OPUTMHaNY. 3HaunTeNbHOe
YMNCI0 BUPYCOB CO3JAETCA AN MOBPEXAEHUSA AN YHUUTOXEHUA JaHHbIX.
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B komnaHuu «[loktop Beb» Bupychl knaccuduumpyrotca no tunam Gannos, KOTOPble OHU
NHOULMPYHOT:

e Patinossle supycol NHONLMPYIOT Gai/ibl ONepaLMoHHON cUCTeMbl (O6bIYHO NCNOAHAEMbIE
darinbl M AMHaMunyeckme 6UHIMOTEKN) M aKTUBU3INPYHOTCA NpW obpaLleHnm K
MHOVLUMPOBaHHOMY danny.

e Makpo-supycel NHOULNPYHOT AOKYMEHTbI, KOTOPbIe MCMO/Ib3YOT MPOrpaMMbl U3 MakeTa
Microsoft® Office (1 gpyrve nporpaMmebl, KOTOPble NCMOAb3YHOT MAaKPOChl, HANUCaHHbIE,
Hanpumep, Ha sa3bike Visual Basic). Makpocel — 3TO BCTPOEHHbIE MPOrpaMMbl, HaMMCaHHble
Ha MOJIHOLEHHOM f3blKe MPOrPamMMUNPOBAHUS, KOTOPbIE MOTYT 3amnyckaTbCca Npwu
onpezeneHHbIX ycnosusax (Hanpumep, B Microsoft® Word makpocbkl MOryT 3anyckaTbcs npu
OTKPbITUW, 3aKPbITUU UAN COXPAaHEHWU AOKYMEHTA).

o Ckpunm-8upycel NULIYTCSA Ha A3bIKax CKPUMTOB U B BObLUMHCTBE ClyYaeB MHOULMPYHOT
apyrue daninbl CKpUnToB (Hanpumep, cryxxebHble Ganabl onepaumMoHHON cnuctemMbl). OHK
TaKke MoryT MHGULUMpoBaTb dalinbl APYrnX TUMOB, KOTOPbIE MOAAEPXKMNBAIOT UCMOAHEHWE
CKPWUNTOB, 1 MOTYT PaCNpPOCTPaHATLCA, HAaNPUMep, NOCPEeACTBOM YA3BUMbIX BED-
NPUIOXKEHNN.

e 3azpy304Hbie 8UPYCHI MHOULMPYIOT 3arpy30UHble CEKTOPbI ANCKOB 1N Pa3feNoB, a Takxe
rNaBHblE 3arpy30YHble CEKTOPbI XECTKMX ANCKOB. OHU 3aHNMAtOT OYeHb Maio NaMaTh u
OCTatOTCA FOTOBLIMU K BbIMOJHEHWUIO CBOMX GYHKLMIA J0 TeX MOp, Noka He byaeT
npou3BeZeHa BbIrpy3ka, mepesarpyska nam 3aBepLieHune paboTbl CMCTEMBI.

BonbwmHcTBO BUpycoB obnagaet onpeseneHHbIMN MexaHM3MaMy 3aLlUmTbl OT OBHapyXeHUS,
KOTOpble MOCTOAHHO YAy4LlatoTCA, MO3TOMY AN aHTUBUPYCHbIX MPOrpaMM paspabaTtbiBatoTCs
HOBble CNOCOObI NPeoAoNeHMsA 3TOM 3aLlnTbl. BUpYCbl MOXHO pa3aennTb No NpUHLMNIY
3aWmTbl OT OBHapYXXEHUS:

e [llugpposaHHble supycbl LUINPPYHOT CBOWN KO NPU KaXioM HOBOM MHOULMPOBAHUM, UTO
3aTpyAHAEeT ero obHapy>xeHne B daiie, NaMATU UK 3arpy304YHOM cekTope. Kaxkapii
3K3eMMAAP TaKUX BUPYCOB COAEPXKUT TONbKO KOPOTKNI 06LWmMiA dparmMeHT (npoueaypy
pacwmndpPoBKM), KOTOPbIA MOXHO BbIOpaTh B KauecTBe CUrHATYpPbI.

e [TonumopgbHbie 8UpyCebl NCMONb3YHOT MOMUMO WNPPOBaHMsA KoAa CreLnanbHyo NpoLlesypy
paclndpOoBKM, N3MEHSAOLLYHO caMy Cebs B KaX0M HOBOM 3K3eMMJIspe BUPYCa, UYTO BeJEeT K
OTCYTCTBMIO Y TAKOTO BUPYCa HaWTOBbIX CUTHATYP.

e Cmesic-s8upycel (BUPYCbI-HEBUANMKM) NPEANPUHMMALOT CreLnanbHble A4eNCTBUa Ans
MaCKUPOBKWN CBOEN AeATeNbHOCTU C LieJIbH0 COKPbITUA CBOErO MPUCYTCTBUS B
MHOULMPOBaHHbIX 06bekTax. Takor BUPYC CHUMAET XapakTepUCTUkmM obbekTa nepes ero
MHOULMpPOBaHMEM, a 3aTeM MepesaeT CTapble JaHHble NPKW 3anpoce onepaunoHHOM
CUCTEMBI UV NPOrPaMMbl, ULLYLLIEA N3MEHEHHbIE dalinbl.

Bupychl Takke MOXHO KnaccmduumpoBaTh No A3biKy, HA KOTOPOM OHW HanMcaHbl (Hanpumep,
HWU3KOYPOBHEBbLIN TUMa f3blka acceMbiepa AN BbICOKOYPOBHEBLIV TWMa sA3bika GO) U Mo
NHOULMPYEMBIM UMW OMEePaLMOHHBIM CUCTEMAM.
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KomnbrotepHblie uepBu

Kak 1 BMpycbl, NporpaMmMbl TUMa «kOMNbHOMEPHbIU Yepeb» CMOCOBHbI CO34aBaTb CBOW KOMUK,
HO MPW 3TOM OHU He NHPULMPYIOT Apyrve 06beKTbl. YepBb NPOHWKAET HAa KOMMbIOTEP U3 CETU
(Yalle BCero BO BJAOXEHMAX COOOLLEHWI INEKTPOHHOM NMOYUTbI UAN Yepe3 MHTEPHET) 1
paccbinaet cBou QyHKLMOHaNbHbIE KOMUWU Ha Apyrne KOMMboTepbl. YepBuM MCNONb3yrOT
AeNCTBMA Nosib3oBaTens, 6O pacnpoCTPaHAOTC aBTOMaTUYECKM.

YepBu He 06A3aTe/IbHO LIEIMKOM COCTOAT U3 0AHOro darina (tena yepss). Y MHOrMX YepBen
eCTb TaK Ha3blBaeMasa NHPEKLMOHHAaA YacTb (Lenn-Koa), KoTopasa 3arpyxaercs B
onepaTMBHYHO NaMATb KOMMbrOTEPA U «AOrpy>KaeT» Mo CeT HenoCpPeACTBEHHO CaMO Teno
yepBsa B BUAE UCNonHaemoro daiina. lNoka B cucteme HeT Tesla YepBs, OT HEr0 MOXHO
n36aBUTbCA Nepe3arpy3kon KoOMMbtoTepa (Mpun KOTOPON NMPOUCXOAUT COPOC OnepaTUBHOM
namaTtn). Ecam xe B cncteMe okasbiBaeTCca TeNO YepBsA, TO CNPaBUTbLCA C HUM MOXET TO/IbKO
aHTMBMPYC.

3a cYeT MHTEHCMBHOTO PacNpPOCTPaHEHMA YepPBU CNOCOOHBI BbIBECTU U3 CTPOA Liesble CETH,
AaXe eC/I OHN He HEeCyT HMKakKoW MONe3HOW Harpy3ku (He HaAaHOCAT NPAMOW Bpes CUCTeME).

B komnaHuu «[Joktop Beb» uepBel knaccudmumpytoT no cnocoby (cpeae) pacnpocTpaHeHus:

e Cemessle Yepgu pacnpOCTPaAHAOTCA NOCPEACTBOM PA3NNUYHbIX CETEBbIX MPOTOKONO0B U
NpPOTOKO/I0B 06bMeHa dannamu.

e [Toumosslie Yepsu pacrnpoCTPaHAOTCA MOCPEACTBOM NOYTOBLIX NpoToKo0B (POP3, SMTP 1
T.A.).

e Ham-uyepsu pacnpoCTpaHAOTCA, UCMOIb3yA NMONYAAPHblE CUCTEMbl MTHOBEHHOTO 0bMeHa
coobueHnamm (ICQ, IM, IRCu T. 4.).

TposaHcKkne nporpamMmmbl

BpesoHOCHbIe nporpamMMbl 3TOrO TUMa He CnocobHbI K camopenamkaumn. TposaHckme
nporpamMmMsbl BblAatoT cebs 3a O4HY U3 NOMYAAPHbLIX MPOrPamMM U BbIMOAHAIOT ee GyHKLUUN
(MAN UMUTUPYIOT UCMONHEHME 3TUX GYHKLMIA), OLAHOBPEMEHHO NPON3BOAA Kakne-1mbo
BPELOHOCHbIE AeNCTBUA (MOBPEXAEHWE U YAaNeHWe AaHHbIX, Nepecblika KOHQUAEHLMANbHOM
nHbopmaunm 1 T. 4.), "MbO fenasn BO3MOXKHbLIM HECaHKLMOHNPOBAHHOE NCMNONb30BaHMe
KOMMbIOTEPA 3/I0YMbILLIEHHUKOM, HarnpuMep, A1 HaHeCeHUs Bpeja TPeTbUM AULaM.

3TV nporpaMmmbl 061a4ak0T CXOXMMU C BUPYCOM MACKMPOBOYHbBIMUN U BPEAOHOCHbBIMU
bYHKUMAMU 1 faxe MOryT BbITb MOZY/IEM BUPYCa, HO, Kak MPaBuUaO, TPOAHCKME NPOrpamMmbl
PacnpoCTPaHALOTCA Kak OTAe/IbHble UCNoNHAeMble Gaibl (BbikaaablBatoTca Ha GanaoBbIx
cepBepa, 3anncbiBatOTCA Ha HOCUTENN MHDOPMALIMK UAKN NMEPECHINALOTCA B BUAE BJAOXEHUN B
COOBLLEHNAX INEKTPOHHOM MOYThI), KOTOPbIE 3anyckatoTca IMH60 caMuUM nosb3oBaTeneMm, 1Mbo
onpeseneHHbIM NPOLECCOM CUCTEMBI.
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KnaccnoumumpoBaTb TPOAHCKME MPOrpaMMbl O4YEeHb HEMPOCTO, BO-MePBbIX, MOTOMY UTO OHMU
3a4acTyro pacrnpocCTpaHATCA BUPYyCaMu U YePBAMMW, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOpPble MOTYT BbINOAHATLCA APYTMMU TUMAMU Yrpo3, MPUHATO NPUNUCLIBATb TONLKO
TPOAHCKMM nporpammam. Huxe npueeseH CNMcoK HEKOTOPbIX TUMOB TPOAHCKMX MPOrpamMm,
KOoTOpble B KOMNaHun «oktop Beb» BblAensatoT B OTAENbHbIE KNACChI:

e b55k00pbl — 3TO TPOAHCKME NPOrpamMMbl, KOTOpPble MO3BONAIOT MOJyYaTb
NPUBMAErMPOBaHHbIN JOCTYN K CMCTEME B 0OXOJ CYyLLeCTBYHOLLIEro MexaHn3ma
npeaocTaBAeHNA AOCTyna v 3awmTbl. bakaopbl He MHGMLMPYIOT Gainbl.

e Pymkumel npefHa3HayeHbl 414 nepexsaTta CUCTEMHbIX YHKLMI OnepaunoHHOM CUCTEMBI C
Lle/IbF0 COKPbITUSA CBOErO MPUCYTCTBUSA B cucTEME. KpoMe TOro, pyTKUT MOXKET MacKMpOBaThb
npoLecchl Apyrnx Nporpamm, katanoru, Gannbl. PyTknT pacnpoctpaHaeTcs Kak
caMoCTOsITe/IbHas MporpamMmmMa Uau Kak AOnOJHUTEIbHbIA KOMMOHEHT B COCTaBe APYrow
BPELOHOCHOW nporpaMmbl. Mo npuHUmMny cBoer paboTbl PyTKUTbI YCIOBHO pasfenstoT Ha
ABe rpynnbl: PyTKUTbI, paboTatoLLme B pexnme nosb3oBatens (nepexsat GyHKLUMN
6mnbnnoTtek Nnonb3oBaTenbLCKOro pexxuvma) (User Mode Rootkits — UMR), n pyTkuTbl,
paboTatolime B pexnmMe aapa (nepexsaT GyHKLUUIN Ha YPOBHE sipa CUCTEMBI, UTO
3HauUNTENbHO YCIOXHAET obHapyxeHue n obespexmnBaHue) (Kernel Mode Rootkits — KMR).

e KnasuamypHsie nepexaamyuku (kets102eepel) NCNOAb3YHTCA AN cbopa AaHHbIX, KOTOPbIe
no/ab30BaTe/b BBOAUT MPW NOMOLLM KnaBmnaTtypbl. Lienbto Takmx 4eUcTBMIA ABASETCA Kpadka
NNYHOU MHDOPMaLnUK (HanpuMep, CeTeBbIX Mapoien, TIOTMHOB, HOMepPOB BaHKOBCKMX KapT
nT. A).

o Knukepol nepeonpeaensatoT CCbIIKA MPU HaXXaTUW Ha HUX U TakKnM ob6pa3om
nepeHanpasBAAtOT NONb30BaTENEN Ha OonpeseneHHble (BO3MOXHO, BPEJOHOCHbIE) CalTbl.
O6bIYHO NoNb30BaTE/b NEpPeHanpPaBAseTCA C LeNbio YBENMYEHUA PEKNAaMHOro Tpaduka

CaNToOB WUAW ANS OpraHM3aumy pacrnpeseneHHblx atak oTkasa B ob6cnyxxmeaHum (DDoS-aTak).

e [Ipokcu-mposiHel NPEfOCTABAAIOT 3N10YMbILLIEHHUKY aHOHUMHbBIN BbIXOJ, B UHTEPHET Yepes
KOMMbOTEpP XXepPTBbl.

Kpome nepeuncieHHbIX Bbille, TPOSHCKME MPOrpaMMbl MOTYT BbINMOAHATb U Apyrue
BPEAOHOCHbIE AeACTBUSA, HaNnpUMep, NU3MEHATb CTapTOBYHO CTpaHuLYy B Be6-6paysepe nau
yAanatb onpegeneHHble dannbl. OfHaKO TakMe AeACTBUA MOTYT BbIMOJHATLCA U Yrpo3amu
APYrvx TMNOB (HanpuMep, BUpyCcaMu 1 YepBSMH).

Mporpammbl B3/10Mma

MporpamMbl B310Ma CO34aHbl C LieNbo MOMOYb B3/10OMLMKY. Hanbonee pacnpocTpaHeHHbIM
BUZAOM MOAO06HbIX MPOrpaMM sBAAOTCA CKaHepbl MOPTOB, KOTOPbIE MNO3BOAAOT
06Hapy>X1BaTb YA3BUMOCTU B MEXCETEBbIX 3KpaHax (balriepBonax, bpaHaMayspax) 1 Apyrux
KOMMOHeHTax, obecneunsarowmx 6e3onacHoCcTb koMmnbtotepa. Kpome xakepoBs, Taknmm
MHCTPYMEHTaMW MOTYT NOJb30BaTbCA aAMUHUCTPATOPbI A/ MPOBEPKN HAAEXHOCTU CBOMNX
ceTel. VIHorga kK nporpammMam B3/iloMa OTHOCAT MPOrpaMMbl, UCMONb3YHOLLME METOAbI
COLMaNbHOM UHXEHEPUN (INEMEHTBI COLMOTEXHUKN).

PyKOBOACTBO aZMUHWCTpaToOpa
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PexnamHble nporpamMmmbl

Yalle Bcero nog 3tuM TEPMUHOM MOHMMAKOT MPOrPaMMHbIA KOZ, BCTPOEHHbIN B pa3inyHoe
6ecnnaTHoe NnporpaMmMHoe obecneyeHme, Npu NCNoab30BaHNM KOTOPOFrO MO/b30BaTesO
NPUHYANTEbHO NOoKa3biBaeTca peknama. Ho nHoraa Takom Ko MOXKeT CKPbITHO
PacnpOCTPaHATLCA NOCPEACTBOM APYTUX BPEAOHOCHbIX MPOrpamMM 1 AEMOHCTPUPOBATb
pekiamMy, HanpumMmep, B Be6-6payzepax. 3a4acTyto peknaMHble nporpaMMbl paboTatoT Ha
OCHOBaHWU AlaHHbIX, COBPaHHbIX LUMMOHCKMMMN NPOrpaMmMamMu.

MporpaMmmblI-LLYyTKY

3TO TN BPeAOHOCHbIX MPOrpamMmMm, KOTopble, Kak 1 peknaMHble MporpamMmMbl, He HaHOCAT
npsMoro Bpesa cuctemMe. Yalle BCero oHM reHepUpPyHT COODLLEHNS O HEeCYLLEeCTBYHOLMX
OLWMBKax 1 yrpoxatoT AeNCTBUAMMU, KOTOPbIE MOTYT MPUBECTU K MOBPEXAEHWIO AaHHbIX. X
OCHOBHOW QYHKLMEN ABASETCA 3anyrMBaHue nosb3oBaTtens, IMb60 HaBA3UMBOE €ro
pa3zpaxeHue.

MNMporpammbl A03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrpaMMbl, padpaboTaHHble 414 CKAHUPOBAHUA HEKOEro
AnanasoHa TenePpOoHHbIX HOMEPOB /19 HaXOXAEHMA Takoro, Ha KOTOPbI OTBETUT MoAeM. B
AaNbHENLEM 3N10YMbILLIEHHUKN NCNOAb3YHT HalAeHHble HOMepa ANA HAaKPyUYMBaHUA onaaTbl
3a TenedOoH UK ANA HE3aMEeTHOro NOAKNHOYEHMA MONb30BaTeNa Yepes MOAeM K
AOPOroCTOALMM MAATHBIM TeNIePOHHBIM Cy>Kbam.

NoTeHUManbHO onacHble NporpaMmbl

3TV NporpamMMmbl He CO3AaBannCb A4 HaHeCeHWA Bpesa, HO B CUY CBOUX OCOBeHHOCTew
MOTYT NpeacTaBAATb yrpo3y Ans 6e3onacHOCTM cucteMsbl. K TakuMm nporpaMmamM OTHOCATCA He
TONbKO Te, KOTOPblE€ MOTYT CIy4YaiHO MOBPEAUTb WAV YAANUTb AaHHbIe, HO 1 Te, KOTOPble MOryT
MCNOJIb30BaTbCA 3/1I0YMblIWWIEHHUKAMW UAU APYTMMW NporpaMMamu s HaHeceHua Bpeja
cncreme. K noTeHuUManbHO ONacHbIM NporpaMmMamM MOXHO OTHECTU pasinyHbie NporpamMmebl
yAaneHHOro obuweHusa n aaMuHUCTpupoBaHus, FTP-cepeepbl 1 T. 4.

MNMopo3sputenbHble 06bEKTHI

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0Oble NOTEHLMaNbHbIE YTPO3bl, OOHapPY>KEHHbIe
NPV MOMOLLY 3BPUCTMYECKOTO aHaim3a. Takne 06bekTbl MOTyT OTHOCUTLCA K I060MY TUMy
KOMMbHOTEPHBIX YrPo3 (BO3MOXHO, Aaxe HEM3BECTHOMY AN CMeLnaamcToB No
nHOPMaLIMOHHON 6e30NacHOCTM), @ MOTYT OKa3aTbCs 6e30MacHbIMU B ClyYae JIOXXHOro
cpabaTbiBaHuMA. Palinbl, cogepxKalime NoAo3puTenbHble 06beKTbl, PEKOMEHAyeTCs NomMeLlaTb
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B KapaHTWH, a Takke OTNPaBAATb Ha aHaAW3 CneumnannctaM aHTMBUPYCHOW nabopatopun
«[lokTop Beb».
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10.2. NMpunoxxeHune b. YcrpaHeHMe KOMMNbIOTEPHbIX Yrpo3

B atom pasgene

e MeToabl 06Hapy>xXeHns yrpos

o CUrHaTYpPHbIA aHanu3

o QOrigins Tracing™

o DMyNAUMA NCNONHEH NS

o DBPUCTUYECKUA aHaANU3

o ObnayHble TEXHONOTUK OBHaPYXKEHUA YrPo3
e [lelicTBMA C yrpo3amu

Bce aHTMBMPYCHblE NPOAYKTbI, pa3paboTaHHble kKoMnaHuen «[Joktop Beb», npumeHsoT
uenbii Habop MeToA0B OH6HaPY>KEHMA YrPO3, YTO NO3BONAET NPOBEPATb NOAO3PUTENbHbIE
06BbEKTbI MaKCUMaNbHO TLIATENBHO.

MeTtoabl o6Hapy>keHus yrpos

CurHatypHbI# aHanus

OTOT MeToA OBHapyXXeHMA NPUMeEHSAETCs B NepByto ovepesb. OH BbIMONHAETCA NyTeM
NPOBEPKN COAEPXMMOTro aHanM3npyeMoro obbekTa Ha NpeaMeT Halnuma B HEM CUTHaTYp
y>Xe U3BeCTHbIX yrpo3. CUrHaTypOW Ha3blBaeTCA HenpepbiBHas KOHEYHas
nocneaoBaTeNbHOCTb HanT, Heob6Xx0aMMas N JOCTaTOYHAA ANA OAHO3HAYHOW NAEHTUPUKALUN
yrpo3bl. [1py 3TOM CpaBHEHMNE COAEPXKMMOro UCCelyeMOro obbekTa ¢ cMrHaTypamm
NPOM3BOANTCA HE HaNMpPAMYHO, @ MO UX KOHTPOAbHbIM CYMMaM, YTO MO3BOASET 3HAUMUTENbHO
CHW3UTb pa3Mep 3anuncen B BUPYCHbIX Ha3zax, COXpPaHMB NPU 3TOM OAHO3HAYHOCTb
COOTBETCTBMA U, CIeJ0BATENbHO, KOPPEKTHOCTb OOHAPY>KEHMA YrpO3 N IeYeH s
NHOVLMPOBaHHbBIX 06bEKTOB. 3anncK B BUPYCHbIX 6a3ax Dr.Web coctaBneHbl Taknm obpasom,
yTO BMarosapsa OAHOM U TOW XKe 3anncu MOXHO OBHapY>XXMBaTb Lie/ble KNacCbl AN ceMencTBa

yrpos.

Origins Tracing™

370 yHMKanbHasa TexHonorma Dr\Web, koTopas no3BonseT onpesensite HOBblE U
MOANDULMPOBaHHbIE YrPO3bl, NCMOJb3YHOLME Y>Ke N3BECTHbIE M ONMUCaHHbIE B BUPYCHbIX
6a3ax mexaHU3Mbl NHOMLNPOBaHUA N HaHeceHNA yuepba. OHa BbIMOHAETCA MO OKOHYaHUM
CUTHaTYpHOro aHann3a u obecrneunBaeT 3aLLMTy MNOb30BaTeNEeN, NCMONb3YHOLLMX
aHTMBUPYCHble peleHna Dr.Web ot Takux yrpos, kak TposiHCKas mporpaMma-BbiMoraTeb
Trojan.Encoder.18 (Takke n3BecTHas noj Ha3BaHMeM gpcode). Kpome TOro, ncnonb3oBaHme
TexHonorum Origins Tracing™ no3BoAsieT 3HaUUTEbHO CHU3UTb KONMYECTBO JIOXKHbIX
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cpabaTtbiBaHM 3BPUCTUYECKOTO aHaam3aTopa. K HazBaHUAM yrpo3, 06Hapy>KeHHbIX NpK
nomouww Origins Tracing™, gobasnsetca noctoukc .Origin.

3My115| uma ncnojiHeHnA

MeTog, aMyAsaLMmM UCMONHEHMSA MPOrPaMMHOrO KOAa MCMOJb3yeTcs A 06HapyXXeH s
NOIMMOPHbBIX U LWMPOBAHHbIX BUPYCOB, KOTAa NCMOJIb30BAHNE MOWUCKA MO KOHTPObHbIM
CYMMaM CUTHATYp HEMPUMEHUMO UN 3HAUNTESIbHO YCIOKHEHO U3-3@ HEBO3MOXXHOCTM
MOCTPOEHMA HAAEXHbBIX CUTHATYp. MeToA COCTOUT B UMUTALMN UCNOJIHEHUSA aHAAN3NPYeMOTro
KOAa Npu MOMOLLM 3My/19Mopd — NPOTPAMMHON MOAEIM NMPOLLEeCCopa 1 Cpesbl UCMOHEHNUS
nporpaMm. IMyasTop onepupyeT ¢ 3alUmLLeHHOM 061acTbio NaMaTn (bygepom amynayuu).
Mpw 3TOM MHCTPYKLMW HE NepesaroTcs Ha LLeHTPabHbIV MPOLLEeCcCop A8 pPeasbHOro
ncnosHeHuns. Ecam kog, obpabaTtsiBaeMbii SMYAATOPOM, MHOMLMPOBAH, TO pe3yNbTaTOM ero
3IMYNALUN CTAHET BOCCTAaHOB/IEHNE UCXOAHOTO BPEAOHOCHOTO KOAa, AOCTYNHOTO AJ/is
CUFHATYPHOrO aHanu3a.

dBpPUCTUYECKMIA aHaNn3

PaboTa 3BpMCTMUECKOTO aHaM3aTopa OCHOBbIBAETCA Ha Habope 3gpucmuk —
NPeAnoIOXKEHUN O XapaKTepHbIX NpM3HaKax Kak BPeJOHOCHOrO, Tak 1 6e3onacHoro
MCNONHAEMOro KOAa, CTaTUCTMYeCKas 3HaUMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHLIM MyTEM.
Kaxkabli npu3HaKk Koja UMeeT onpeaeneHHbIn gec (T. . UNCNO, MOKa3blBaOLEe BaXKHOCTb U
AOCTOBEPHOCTb 3TOrO NMpPu3HaKa). Bec MoxeT HbITb Kak MONOXKMUTENbHbBIM, €CIN NPU3HaK
yKa3blBaeT Ha Ha/inumne BPeOHOCHOTO NOBeAEHUs KOAA, Tak U OTpULLATENbHbBIM, €CK NPU3HAK
He CBOMNCTBEHEH KOMMbIOTEPHbIM yrpo3aM. Ha oCHOBaHWM CyMMapHOro Beca,
XapakTepPU3YHOLLEro CoAepXKnMoe 06bekTa, 3BPUCTUUECKMIA aHaNN3aTOP BblUMCASET
BEPOATHOCTb COAEP>KaHUA B HEM HEN3BECTHOTO BpeJOHOCHOro obbekTa. Ecim 37a
BEPOATHOCTb MPEBbILLAET HEKOTOPOE NOPOrOBOE 3HAYEHWE, TO BbIZAETCS 3aKIHOUEHNE O TOM,
YTO aHaNM3MPYEMbIA OOBEKT ABNAETCA BPEAOHOCHbIM.

DBPUCTUYECKMIA aHanM3aTop Takxke Ucnosib3yeT TexHonoruto FLY-CODE™ — yHuBepcanbHbii
aNropuTM pacnakoBkn GanaoB. ITOT MexaHW3M MO3BOAAET CTPOUTL IBPUCTUYECKNE
NPeanoa0XKeHNA O HaNNUNN BPEJOHOCHbIX 06beKTOB B 06bekTax, CkaTbIX MporpaMmMamm
yrnakoBku (ynakoBsLUMKamMm), MPUYeM He TObKO M3BeCTHbIMW pa3paboTunkamMm Npoaykra
Dr.Web, HO 1 HOBbIMK, paHee He nccaeaoBaHHbIMU Nporpammamu. MNMpu nposepke
3anakoBaHHbIX O6BEKTOB TakXKe NCMOAb3yeTCs TEXHONIOMMA aHaM3a UX CTPYKTYPHOM
3HTPOMUMK, KOTOpasa NO3BoaAET OOHaPYXXMBaTb YrPO3bl MO OCOBEHHOCTAM PaCMNONOXKEHWNS
yYacTKOB MX KOAA. ITa TEXHOIOTMA MO3BONAET HA OCHOBE OAHOWN 3anmncy BUPYCHON Hasbl
npown3sectn obHapy>XeHne Habopa pPa3NNYHbIX Yrpo3, 3anakoBaHHbIX OANHAKOBbLIM
NONMMOPOHBIM YNaKOBLUMKOM.

MoCcKoNbKY 3BPUCTUYECKNI aHANN3aTOP ABAAETCA CUCTEMOM NPOBEPKM TMMOTE3 B YCNOBUAX
HeonpeAeneHHOCTU, TO OH MOXET AoNycKaTb OWNOKN Kak MepBOro (MPonyck HeM3BEeCTHbIX
yrpos), Tak ¥ BTOporo poja (npu3sHaHve 6e3onacHou nporpamMmMbl Bpe4oHOCHOM). Mo3Tomy
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ob6beKkTaM, OTMEUYEHHbIM IBPUCTNYECKMM aHaNM3aTOpPOM KaK «BPEeAOHOCHbIE», MPUCBaBaeTCA
CTaTyC «NOA03PUTEJIbHbIE>.

Bo BpemMs 110601 13 NpOBEPOK BCE KOMMOHEHTbI aHTUBUPYCHbIX NpoaykTtoB Dr.Web
NCMO/Ib3YHOT CaMYHO CBEXYH MHPOPMaL Mo 060 BCEX M3BECTHbIX BPEAOHOCHbBIX MPOrpaMmax.
CurHatypsbl yrpo3s n nHpopmaumnsa o6 nx nprsHakax U MoAensix noBeseHns 06HOBAAOTCA U
£06aBAAOTCA B BUPYCHblE Ba3bl cpasy Xe, Kak TONbKO CreLmanmcTbl aHTUBUPYCHOM
nabopartopumn «loktop Beb» o6Hapy>xnBatoT HOBbIE YrpO3bl, MHOTAA O HECKO/IbKMX pa3 B
yac. [laxke ecnm HoBeWLLas BpesOHOCHas NporpaMma NPOHUKAEeT Ha KOMMbHOTEP, MUHYS
pe3naeHTHyto 3awmTty Dr.Web, To oHa ByaeT obHapy>keHa B crnucke NpoLLeccoB U
HelTpasn3oBaHa Nocsie NoayyYeHns OOHOBAEHHbIX BUPYCHbIX 6a3.

O6nauHble TeXHO/IOrMN 06HapYy)keHUs yrpos

ObnauHble meToAbl OOHapPY>XeHMA NO3BONAOT MPOBEPUTL NH060MN 06BeKT (dainn,
NpUNOXeHNe, paclumpeHve ana bpaysepa v T. n.) no xew-cymme. OHa nNpeacTaBaseT cobou
YHUKaIbHYIO NOCNef0BaTeIbHOCTb LNPP 1 ByKB 3aaHHON AnnHbL. [pn aHann3e no xeLu-
CyMMe 06beKTbl MPOBEPAIOTCA NO CyLecTByOLen 6ase 1 3aTem KnaccuPULMPYHOTCA Ha
KaTeropum: UnCTble, MOAO3PUTENbHbIE, BPEJOHOCHbIE U T. 4.

MoaobHaa TeXHONOTUSA ONTUMU3NPYET BPEMSA NPOBePKM GariNoB U 3KOHOMUT pecypchbl
ycTpoiicTBa. baarogapsa ToMy, UTo aHanM3MpPyeTCs He caM OOBEKT, @ ero YH1KanbHas XelLu-
CyMMa, peLleHne BbIHOCUTCA NPaKTUUYeckn MOMeHTabHO. [py OTCYTCTBUMN MOAKIOUEHNSA K
cepepam Dr.Web Cloud, dannbl npoBepstoTcs n0kanbHO, a obnayHaa npoBepka
BO30OHOBAAETCA NPU BOCCTAaHOBJEHUN CBA3N.

Takum obpasom, obnauHbin cepuc Dr.Web Cloud cobupaet nHbopmauuto ot
MHOTOUYNC/IEHHbIX MONb30BaTeNe U onepaTMBHO OOHOBASET JjaHHble O paHee HeM3BEeCTHbIX
yrposax, Tem camblM noBbiwasn 3GHeKTMBHOCTb 3aLLUMTbl YCTPOMCTB.

DeicTtBuAa c yrposamm

B npoayktax Dr.Web peann3oBaHa BO3MOXHOCTb NPUMEHATb ONpeAeneHHble AeNCTBMA K
obHapy>KeHHbIM 0bbekTam Ans 06e3BpexKMBaHMA KOMMNbIOTEPHbIX Yrpo3. [Nosb3oBaTenb
MOXEeT OCTaBUTb aBTOMATUUYECKM NMPUMEHAEMbIE K ONpPeAeNeHHbIM TUNaMm yrpo3 AercTBus,
3aZlaHHble MO YMONYaHWIO, U3MEHUTb UX UAN BbIBUPaTb HYy>KHOEe AeCTBUE ANA KaXKAOoTO
obHapy>XeHHOro obbekTa OTAeNbHO. HxKe NprBeseH CNUCOK AOCTYMHbIX AeACTBUIA. B ckobkax
yKasaH napametp, 0603HauatoLWmin COOTBETCTBYIOLLIEE AENCTBME U UCMONb3YEMbIN B
0bbeanHeHHOM KoHbUrypaunoHHom dansie n koMmaHgax ytmantel Dr.Web Cil.

e Coobwartb (REPORT) — yBEAOMUTb O HA/IM4YMM YIPO3bl, HO HUYEro He AenaTb C
MHOVLMPOBAHHBIM 0O BEKTOM.

e NrHopupoBatb (PASS) — NpPonycTUTb O6HaPY>XEHHY Yrpo3y, He NpeanpUHUMan HUKaKMNX
JENCTBUN.
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¢ bnokupoBartb (BLOCK) — 3a6/710kMpoBaTh BCe BUApI AOCTYNa K MHOULMPOBaHHOMY daiiny
(aencTBre MoXeT BbITb AOCTYMHO He AN BCEX KOMMOHEHTOB).

e Jleuntb (CURE) — NOMbITaTbCA BbIIEUNTb MHOULIMPOBAHHLIA OObEKT, yAaNMB U3 HEro
BPeAOHOCHOE COAepPXMMOE, M OCTaBMB B LEeIOCTU NOJIe3HOe COAepPXKMMOe.

@ 3TO feVcTBME NMPUMEHMMO He KO BCEM BUAaM Yrpos3.

¢ B KapaHTUH (QUARANTINE) — nepemMectuTb MHOULMPOBaHHbIN 06bEKT (€C/IM OH gonyckaeT
3Ty onepawuuto) B CreLmabHblil KaTaaor KapaHTVHa C LieNbo ero U30AsaLMN.

e Ypanutb (DELETE) — 6€3B03BPaTHO YAaNnNTb UHOGULMPOBAHHbIN O6BEKT.

Ecnn yrposa o6HapyxeHa B daiine, HaxoAaLLemMcs B KOHTeHepe (apxuB, MOUTOBOE
: COOD6LLEeHME 1 T. M.), BMECTO YAasieHVs BbIMOIHAETCA NepeMeLLEHNE KOHTeHepa B
KapaHTWH.

10.3. NMpunoxxeHne B. TexHnueckaa noaaepikKa

Mpy BO3HMKHOBEHUM NPOBAEM C YCTAaHOBKOM MAM pabOTON NPOAYKTOB KOMMaHWUK, Npexae
yem obpaLaTbCsA 38 MOMOLLBIO B CIY>KOY TEXHNYECKOW MOAAEPKKM, MONpPobynTe HauTH
pelleHne cneayrommm cnocobamum:

1. O3HaKOMbTECh C NOCAEAHUMU BEPCUAMM OrUCcaHN U pykosoacTs .
2. Mpouutaiite paszaen & vacto 3agaBaeMbix BONPOCOB.
3. Mocetnte dopymbl &' koMnaHum «floktop Beb».

Ecan nocne atoro He yaanoch pelwmnTb Nnpobaemy, 3anosHnTe Be6-popmy B COOTBETCTBYHOLLEN
cekumm pazzena & obmumansHOro caita, Utobbl CBA3aTbCA CO CYXKB0M TEXHUUYECKO
NoAJepP>XKn KoMnaHumn «Joktop Beb».

NHPopmMaLmio 0 permoHanbHbIX NpeacTaBUTENbCTBAX M opucax komnaHmm «loktop Be6» Bbl
MOXeTe HalTU Ha obuumaibHoM cante .

Ans ynpouieHnsa paboTbl cay>Kbbl TEXHNYECKOW MNOAAEPKKN MO aHaNM3y BO3HUKLLEN y Bac
npobaembl pekoMeHayeTCa npejBapuTenbHO chopmmpoBaTtb NakeT MHGopmaumnm ob
YCTaHOBJIEHHOM Y BaC MPOAYKTE, ero HaCTPOMKaX U CUCTEMHOM OKpPY>XXeHuW. [lna aToro
npesHa3HayeHa cneuMann3npoBaHHas yTuanTa, Bxoasawas B coctaB Dr.\Web Server Security
Suite.

[ns cbopa nHPopMaLmn Ans Cy>KObl TEXHUUYECKON NOAAEPKKN BBEAMUTE KOMaHAY:
e ans GNU/Linux:

# /opt/drweb.com/bin/support-report.sh <nyme K ¢aliny>
e anqa FreeBSD:

# /usr/local/libexec/drweb.com/bin/support-report.sh <nyme Kk ¢aiiny>

PyKOBOACTBO aZMUHWCTpaToOpa

324


https://download.drweb.com/doc/
https://support.drweb.ru/show_faq/
https://forum.drweb.ru/
https://support.drweb.ru/
https://company.drweb.ru/contacts/

A7

-
¢

g
),
A

MpunoxxeHus

rae <nyme k gaiiny> — NyTb K apxmBy B dopmarTe .tgz, B KOTOPOM HyaeT coxpaHeHa
oTnaZouyHan MHPopmaLma O NPOAYKTE N CUCTEMHOM OKPY>XXEHWNU,

Hanpumep, /tmp/report.tgz. YXXe nmerowmeca dannbl He nepesanunceiBatotca. Ecam nyts He
yKasaH, To apxuB byAeT COXpaHeH B KaTanore Cynepnosib3oBaTtens, 3anyCcTuBLIEro yTUanTy
(Hanpwumep, /root), 1 ByaeT Ha3bIBaTbCA Caeayrowm obpasom:

drweb.report.<timestamp>.tgz

rae <timestamp> — noJjiHas MeTKa BPeMeHU CO3JaHna OTUYeTa, BKIoYas MUANNCEKYHAbI,
Hanpumep: 20190618151718.23625.

3anyckaTb C npaBamu cynepnoJib3osatens (root). [lna nonyyeHva npas cyneprnoab3oBaTens
NCNO/b3yINTe KOMaHAy CMeHbl NOAb30BaTeNA su WK KOMaHAY BbINOJAHEHWS OT MMeHM
APYyroro nojb3oBartens sudo.

@ Yrunuty ans cbopa nHbopmaumm ans cay>bbl TEXHUUYECKOW NOoAAEPIKKA He0HX0ANMO

B npouecce paboTbl yTManTa cCOBMpaeT 1 ynakoBbIBAET B apXMB CEAYHOLLY0 MHHOPMaLMIO:

e Hbopmaumsa 06 OC (Ha3BaHMe, apXMTEKTYPa, BbIBOA KOMaH/Abl uname -a);
® CMWCOK YCTAHOB/IEHHbIX B CUCTEME MAKETOB, B TOM uMcae naketos «/Jloktop Beb»;
® COAEPXNUMOE XYPHaNoB:
s xypHanbl Dr.Web Server Security Suite (ecnv HacTpoeHbl AN OTAE/NbHbIX KOMMOHEHTOB);

8 XYpPHa., BeAyLWwmniics 4eMOHOM XypHaINPOBaHUs syslog
(/var/log/syslog, /var/log/messages);

o XypHan CUCTEMHOrO NakeTHOro MeHeaxepa (apt, yum v T. n.);
@ XYypHan dmesg;

e pe3ysibTaTbl 3anycka koMaHg df, ip a (ifconfig -a), ldconfig -p, iptables-save,
nft export xml.

e NHGOpMaLMa 0 HacTporikax n kKoHdurypaumm DrWeb Server Security Suite:
o MepeyeHb 3arpy>XeHHbIX BUPYCHbIX 6a3 (drweb-ctl baseinfo -1);
o nepeueHb pannos n3 katanoros Dr.Web Server Security Suite n nx MD5-xeLuu;
o Bepcna n MD5-xew dparina aHTMBMpycHoro aapa Dr.Web Virus-Finding Engine;

o MHPOpMaLMa O Nosb30oBaTeNe N pa3peLleHNax, U3BNeYeHHas 13 KItoueBoro gaina, ecau
Dr.Web Server Security Suite paboTaeT He B pexunmMe LieHTpan30oBaHHOWN 3aLUnThI.
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10.4. NMpunoxxenume I'. KonpurypaumoHHbin ¢paiin Dr.Web Server
Security Suite

MNapameTpamu koHPUrypaumm Bcex komnoHeHToB Dr.Web Server Security Suite ynpasaseT
KOOPAVHUPYHOLWMNI AeMOH ynpaBaeHus koHpurypaumen DrWeb ConfigD. Vi3mMeHeHHblie
napameTpbl KOHPUrypaLmnm Bcex KOMNOHEHTOB XpaHATCA B eAMHOM dainne drweb. ini,
KOTOpPbIV MO YMOAYaHWIO pacnonaraercs B kaTasore /etc/opt/drweb.com/ ana GNU/Linux
man /usr/local/etc/drweb.com/ ansa FreeBSD.

@ B TekcToBOM Gaine KoHPUrypaLmm XpaHATCA 3HaUYEeHMs TONbKO TeX NapameTposB,

: YCTaHOB/IEHHbIE 3HAYEHMA KOTOPbIX He COBMaAatoT CO 3HaYeHMEM MO yMOoAYaHuo. Ecam
napameTp OTCyTCTBYeT B daine KOHbUrypaumm, To 3TO 0O3HaYaeT, YTo OH MMeET 3HaYeHue
Mo YMOJIHaHWIO.

Y1ob6bl NPOCMOTPETH NEPEYEHb BCEX MAapPaMETPOB, AOCTYMHbIX AN U3MEHEHMWA, BKIOYasA Te,
KOTOpble OTCYTCTBYHOT B KOHUTYpaLMOHHOM daiine, Tak Kak UMerT 3HaUYeHMA MO YMOAYaHMIO,
BbIMOJIHATE KOMaHAY:

S drweb-ctl cfshow
N3mMeHNTb 3HaueHne ntoboro napaMmeTpa MOXHO ABYyMs cnocobamu:
e BbINO/IHMB KOMaHAy:

# drweb-ctl cfset <cekyusa>.<napamemp> <HOB0e 3Ha4deHue>

| [lna BbIMNONHEHMA 3TOW KOMaHAb! yTuauTa ynpasneHus Dr.Web Ctl gosixHa 3anyckaTbcs OoT
: MMeHW cyrnepnonb3oBaTtens (noab3osaTtens root). [lna nonyyeHns npae cyneprnob3oBaTens
MCMONb3YITe KOMaHAy su UAKn sudo.

CuHTaKcnc kKoMaHg cfshow U cfset ytuautel Dr.Web Ctl (Mogynb drweb-ct1) nogpobHee
onuvcaH B pa3gene Dr.Web Ctl.

e 3asaB 3TOT NapameTp B KOHOUrypaumoHHoM daine (oTpesaktnpoBas dalin B 1t060M
TEeKCTOBOM pejakTope) n nepesanyctms KoHPurypaumto Dr.Web Server Security Suite ans
NPUMeHEHNs BHECEHHbIX B Gaiin M3MEHEHWI C MOMOLLbH KOMaH/bL:

# drweb-ctl reload

10.4.1. Crpykrypa daina

KoHdurypaumoHHbIn dain cdopMmpoBaH B COOTBETCTBUM C MPaBMaaMu, NpUBeAEHHbIMYU
HUXKe.

e Copepxunmoe daina pa3buTo Ha NnocnesoBaTeNbHOCTb UMEHOBaHHbIX CEKLMIA. BO3MOXHbIe
MMeHa CeKLMI XeCTKO 3aJaHbl N He MOTyT BbITb MPON3BOAbHbIMU. IMA cekunn
yKa3blBaeTca B KBaZpaTHbIX ckobkax 1 coBnajaet c MMeHem komnoHeHTa Dr.Web Server
Security Suite, ncnonb3ytoLLero napameTpbl U3 3TON CeKLUK (3a NCKITOYEHNEM CeKLIUK
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[Root], B KOTOPOW XpaHATCA NapamMeTpbl AeMOHa ynpasaeHus koHdurypaumein DrWeb
ConfigD).

e CUMBO/bI ; AW # B Hauane CTPOK KOHOUrypaumoHHoro darina ob6o3HayatoT KOMMEHTapUI.
Takue cTpoku nponyckarotcs komnoHeHTaMmun Dr.Web Server Security Suite npu uteHumn
napameTpoB 13 KOHOUrypaLMOHHOro darina.

e B ogHoOW cTpoke danna coaepknTcs ToAbKO OAMH NapameTp:
<umdA napamempa> = <3HayeHue>
e Bo3MOXHble MMeHa NapaMeTPOB XeCTKO 3ajaHbl U He MOTYT BbITb MPOU3BObHbLIMMU.

e Bce nmeHa cekumi 1 napamMeTpoB PErncTPoHe3aBMUCMMBbl. 3HaYeHNA NapameTposB, 3a
NCKNOUYEHNEM MMeH KaTanoros v ¢pannos B nytax (ans Unix-nogobHeix OC), Takke
pPerncTpoHe3aBnCUMBbI.

e 3HayeHNs NapameTpoB B KOHOUTYPaLMOHHOM daiine AOMKHbI 6biTb 3aKNHOUEHbI B KaBblYKM
B TOM C/lyYae, eC/Iv OHU cogepkaT npobesbl.

e HekoTopble NapameTpbl MOTYT UMETb HECKOIbKO 3HAaUEHWI, B 3TOM C/lyyae 3HaUeH s
napameTpa pa3AenstoTcs 3anaTon UAM 3HaueHVe NapaMeTpa 3a4aeTcs HECKONbKO pa3 B
pa3HbIX CTPOKax KOHOUrypaumoHHoro darna. Mpun nepeuncneHny 3HaueHNn NnapameTpa
yepes 3anATyro Npobenbl Mexay 3HaUeHUEM U 3aNATOW, eCM BCTPEYaroTCs, UTHOPUPYHOTCS.
Ecnv npoben ABnseTca yacTbio 3HaUEHWsA NapamMeTpa, BCe 3HaUeHWe 3aK1ryaeTcs B
KaBblUKW.

I'Iapalvlepr MOXHO NPUCBONTb HECKOJIbKO 3HAUEHUN:
O NepeuncamBe X Yepes 3anATyro:
Parameter = "Valuel", "Value2","Value 3"
O B BUAE nociefoBaTte/ibHOCTU CTPOK!

Parameter = Value2
Parameter = Valuel
Parameter = "Value 3"

MopsafoK 3HaUeHWIA NapaMeTpa TakxkKe HeCyLLeCTBEHEH.

MyTtn Kk Garinam Bcerga 3aknrYatoTCA B KaBblUKM, €CNN OHU NMePEeYnNCaftoTCA Yepes 3ansaTyto,
Hanpvmep:

ExcludedPaths = "/etc/filel", "/etc/file2"

OnwncaHune cekumii KOHGUTypaLMOHHOro Gana NpuBeAeHO B ONMCaHNN NCNOb3YHOLWMNX ero
komnoHeHTOB Dr.Web Server Security Suite.

10.4.2. Tunbl napameTpos

MapameTpbl KOHOUTYpPaLMK MOTYT MPUHAANEXATb K CIeAyoWwUM TUnam:

1. AOpec — appec ceTeBOro coefHeHna B BuAe napsol </Pv4-adpec>:<nopm> nan <IPv6-
adpec>:<nopm>. 3HauyeHune |IPvb-agpeca yka3biBaeTCa B KBagpaTHbIX CKOOKax. B HeKoTopbIx
cyyasx NopT MOXKET ObITb ONyLLeH (B KaXA0M C/lyyae 3TO yKa3blBaeTCA B ONUCaHUM
napametpa).
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. Jloeuyeckuli — napameTp-daar, NPUHUMaKOLLMIA 3HaUYeHUs On, Yes, True (NapamMeTp

BKJIFOUYEH) U Off, No, False (MapaMeTp BbIK/IHOYEH).

3. Llenoe yucso — HeoTpuuaTebHOE LieNoe Yncio.

. ,ﬂpO6HO€ HUuC/10 — B Ka4eCTBE 3Ha4YeHWA NapaMeTpa MOXET ObITb YKa3aHOo

HeoTpuLaTeNIbHOE YNCNO, coaepKallee APOOHYHO YacTb.

. MlHmepean epemeHu — B KauyecTBe 3HaUeHWUs NapaMeTpa yka3blBaeTcs AANHA BPEMEHHOIO

WHTepBana, COCTOALLEro 13 LLeNoro HeoTpuLaTeNbHOro uncna n 6ykebl-cydodukca,
YKa3blBatOLLErO 3aZlaHHYI0 eanHuLYy namepeHuna. MoryTt 6biTb MCMOb30BaHbl CyPPUKChbI,
3ajaroLime eanHNLbI U3MepPeHuns:

e w—Heaenn (1w = 7d);

e d —cytkun (1d = 24h);

e h — yachbl (1h = 60m);

e m — MUHYTbI (Im = 60s);

e s 1an 6e3 cypdrkca — cekyHAbI.

[na BpeMeHHOro nHTepBana, 3ajaHHOro B CeKyHAaX, MOXHO yKa3aTb MUAANCEKYHAbBI NOCe
TOUKK (He bonee Tpex 3HakoB, Hanpumep, 0.5s — 500 muanncekyHa). B 3anncn ogHoro
BPEMEHHOTO MHTEepPBasa MOXHO UCMONb30BaTb COBOKYNMHOCTb MHTEPBA/IOB, U3MEPEHHbIX B
Pa3NNYHbIX eANHULAX, B 3TOM CyYae OH ByaeT 06pa3oBbIBaTbCA X CYMMOM (B peasbHOCTM
B NapameTpax KOHOUrypaumm Bcerja CoxpaHaeTcs KOAMYeCTBO MUAIUCEKYHS, 06pa3yroLmx
yKa3aHHbI1 BDEMEHHOW MHTEPBaN).

B obuwem Bnae 1060 MHTEPBaAN BPEMEHWN MOXET ObITb NPEACTaB/EH BblpaXeHeM
N1wN2dN3hN4mN5[.N6]s, rae N, ..., N6 — UMCNIO COOTBETCTBYHOLLMX EANHUL, BPEMEHM,
BKJIFOUEHHbIX B AaHHbIV MHTepBaa. Hanpumep, roa (kak 365 cyTok) MOXHO npeacTaBuTb
cneayoWMM obpa3oM (Bce 3anmcu 3KBUBaNEHTHbI): 365d, 52wld, 52w24h, 51w7d24h,
51w7d23h60m, 8760h, 525600m, 31536000s.

Mpumepbl 3agaHma nHTepBana aanHou B 30 MUHyT, 2 cekyHapbl, 500 MuanncekyHa;
e B parine KoHOUrypauuu:
UpdateInterval = 30m2.5s
® C MOMOLLbIO KOMaHAbl drweb-ctl cfset:
# drweb-ctl cfset Update.UpdateInterval 1802.5s
e 33/laHe Yepe3 NapameTp KOMaHAHOM CTPOKM (HanpuMmep, AN CKaHMPYIOWEro a4pa):
o ana GNU/Linux:
# /opt/drweb.com/bin/drweb-se <cokem> —--WatchdogInterval 1802.5
o ansa FreeBSD:

# /usr/local/libexec/drweb.com/bin/drweb-se <cokem> --WatchdogInterval 1802.5
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. Pa3/vlep — B Ka4ecCTBE€ 3Ha4YeHUNA NapaMeTpa yKa3blBaeTCA pa3sMep Kakoro-nmb6o obbekTa

(dbanna, bydepa, kewwa v T. N.), COCTOALMI N3 LLEeNOro HEOTPULLATENIBHOTO YNCAa U
cyddunkca, ykasbiBaroLwero 3agaHHyo eanHnLy nsmepeHuns. MoryT 6biTb MCMOAb30BaHbI
cydPuKChbl, 3agarowme eanHMLbI pasmepa:

e GB — rurabantbl (1GB = 1024MB);
e MB — MerabanTtbl (1MB = 1024KB);
e KB — kuobanTbl (1KB = 1024B);
e B— GanThbl.

Ecnn cyddurke onyuieH, cumtaeTcs, Uto pa3Mep 3azaH B 6banTax. B 3anucm ogHoro pasmepa
MOXHO MCNOAb30BaTb COBOKYMHOCTb Pa3MepOB, U3MEPEHHbIX B Pa3/INUYHbIX eMHNLIAX, B
3TOM C/yyae OH ByzeT 06pa30BbIBATLCA UX CYMMOW (dakTnyeckn, B mapameTpax
KOHOUrypaumm pasmep Bcerga coxpaHaetca B banTax).

. Iyme k kamanozy (¢aliny) — B KauecTBe 3HaUeHUs NapamMeTpa BbICTyrnaeT CTPOKa,

npeacTaBaAstolLas cobon AoNyCTUMBbIV MyTb K KaTanory (daniny).

@ MyTb Kk Pariny fJOMKEH 3aKkaHUMBaTLCA UMeHeM daiina.

B Unix-nogo6HbIX onepaLyoHHbIX CMCTEMax MMeHa KaTaioros U ¢ainos
: perncTpo3aBucUMbI. ECIM 3TO HEe OTOBOPEHO HEMOCPEACTBEHHO B OMUCaHWM NapaMeTpa, B
KauecTBe MyTW Hesb3s UCMOJ/Ib30BaTh Macky, CoZepykallive crneumanbHble CUMBOILI (2, *).

. YposeHb noOpobHOoCcMu — NapameTp 3ajaeT ypoBEeHb MNOAPOOHOCTM 3anMnCK B XXyYpHan a4

komnoHeHTa Dr.Web Server Security Suite. Bo3Mo>Hble 3Ha4eHUS:

e Debug — CaMbll NOAPOOHbIN (OTNAL0UHbIN) YpOBEHb. BbiBoasATCA BCce coobLueHMs, a
TakKe oTnajouHas nHdopmaums.

e Info — BbIBOAATCSA BCE COOOLLIEHUS.

e Notice — BbIBOAATCA co0bLWeHNs 06 owmbkax, npeaynpexaeHuns, yBeJOMAEHNS.
e Warning — BbIBOAATCA CO0OLWEHMA 06 owmbkax n npeaynpexaeHus.

e Error — BbIBOAATCA TO/IbKO COODOLLIEHMS 06 owmnbKax.

Tun XypHana — napameTp onpegenset cnocob BeaeHMs XypHana koMmnoHeHToMm Dr.Web
Server Security Suite. BO3MO>XHble 3HaUeHus:

e Stderr[:ShowTimestamp] — coobLeHns ByayT BbIBOAUTLCA B CTaHAAPTHbIN NOTOK
ownbok stderr. JaHHOe 3HaYeHe MOXET BbITb MCMOIb30BAHO MOJILKO B HACTPOMKaX
AEeMOHa ynpasieHus koHdurypaumei. MNpu 3ToM, ecim oH pabotaeT B GOHOBOM pexmme
(«daemonized»), T. e. 3anyLLeH C ykazaHWeM napameTpa —d, 3TO 3HaUeHWNe He Moxem
6bITb MCNOIL30BAHO, MOCKO/IbKY KOMMOHEHTbI, paboTatome B GOHOBOM pexuMe, He
MMEOT AOCTyna K MOTOKaM BBOAA/BbiBOAA TepMUHana). lonoaHWUTEeNbHbBIN NapaMeTp
ShowTimestamp NpeanucbiBaeT 206aBAATb K KaXKAOMY COOBLLEHNIO METKY BPEMEHM.

e Auto — COOBLEHNS A1 COXPAaHEHMSA B XXypHaa NepeAaroTca AeMOHY ynpaBaeHus
kKoHopurypaumen Dr.Web ConfigD, koTopblli cOxpaHSAeT Ux B eAMHOe MecTo B
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COOTBETCTBMU C COBCTBEHHbIMU HacTponkamu (NapaMeTp Log B cekuymm [Root]).
[laHHOE 3HaueHWe onpeseneHo A4/1a BCEX KOMMOHEHTOB, KpoMe OeMOHa ynpasieHust

KOH¢U2ypGL{U€U, N NCMOJIb3YyeTCA KaK 3HayeHne no yMOoa4aHUHo.

e Syslog|: <facility>] — coobweHns byayT nepesaBaTbCd KOMMOHEHTOM CUCTEMHOM

cnyxbe xypHanmpoBaHus syslog.

e [lononHutenbHas Metka <facility> ncnonb3yetcs Ans ykasaHusa TMna XypHana, B
KOTOpPOM syslog byaeT coxpaHATb cOObLeHMA. BO3MOXHbIe 3HaUeHus:

o Daemon — COOBLWEHNSA AEMOHOB,
o User — COOOLEHNS MNOb30BaTE/IbCKNX NMPOLLECCOB,

0 Mail — COO6LU,€HVIFI MOYTOBbLIX MPOrpamMm,

o

Local0 — cooblLeHns nokanbHbIX npoueccos 0,

o Local’l — COO6LLI,€HVI$I JIOKaNbHbIX MpOoUECCOB 7.

e <nymeo K ¢aliny> — coobLueHna ByayT COXpaHATbCA KOMMOHEHTOM HEMOCPEACTBEHHO B

yKa3saHHbIV daiin XypHana.
Mprmepbl 3agaHKa NnapameTpa:
e B Panne KoHOUrypaLmu:
Log = Stderr:ShowTimestamp
e C MOMOLWbI KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset Root.Log /tmp/log

e 33/laHVe Yepes NapameTp KOMaHAHOMW CTPOKM (Hanpumep, AN CKaHMPYIOWEro a4pa):

o ana OC cemenictBa GNU/Linux:

# /opt/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON

o ana OC FreeBSD:

# /usr/local/libexec/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON

10. Jelicmeue — pevictBue komnoHeHTa Dr.Web Server Security Suite npu o6Hapy>xeHumn
yrpo3 onpezAeneHHOro Tuna nuav nNpy BOSHMKHOBEHWM KaKoro-anbo Apyroro cobbiTus.

B0O3MOXHbIe 3HaUeHuUs:

e Coobuwarb (REPORT) — TONbKO cHOPMMpPOBaATb yBEAOMAEHME 00 yrpose, He

npeanpmHnMMan HUKakmnx pyrmx Ael7|(:TBVII7I,'

¢ bnokupoBatb (BLOCK) — OCTaBUTb Gail HEM3MEHHbIM, HO 3a610KMpPOBaThb BCE BMAbI
A0CTyNa K HeMy (JercTBUE MOXKET BbITb JOCTYMHO HE AN BCEX KOMMOHEHTOB);

e Jleuntb (CURE) — NOMbITaTbCA BbINOAHUTbL JeyeHune (yaannTb n3 Tena danna Tonbko

BpeAOHOCHOE COAGp)KI/IMOG),'

e B kapaHTUH (QUARANTINE) — nepemMecTnTb MHOULMPOBaHHbIA Gain B KApPaHTUH;

e Yaanutb (DELETE) — yAannTb MHONLMPOBaHHbIV dan.
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cobbiTa «Owmnbka CKaHMPOBAHUA» HEMPUMEHUMO AelicTBre CURE). MepeueHb
pa3peLleHHbIX AeNCTBUIA BCerja yKasblBaeTCA B OMMCaHWN KaXKAoro napameTpa, MMeroLwero
™Mn delicmeaue.

ili HekoTopble 13 feMCTBUIA MOTYT 6biTb HEMPUMEHUMbI B HEKOTOPLIX Clydyasx (HanpvMep, Ans

I'Ipoqme TUNbl NapaMeTpoOB N UX BO3MO>XHbIE 3Ha4Y€HUA YKa3aHbl HEMOCPEACTBEHHO B
onnmcaHunn NnapamMmeTpoB KOHCI)I/II'ypaLI,I/II/I.
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10.5. NMpunoxxenue A. NeHepauusa ceptupukaros SSL

Ana komnoHeHTOB Dr.\Web Server Security Suite, ncnonb3ytowmx ans obmMeHa gaHHbIMK
3alMLLIEeHHbIN KaHan nepejayun gaHHbix SSL/TLS n ocHOBaHHbIe Ha HEM NpUKNajHble
npotokobl, Takne kak HTTPS, LDAPS, SMTPS u 1. n., Heob6xoammo obecneunTts Hanuume
3aKpbITbIX KAtoUen SSL 1 cOOTBETCTBYHOLLMX UM cepTUdUKaTOB. [N HEKOTOPbIX KOMMOHEHTOB
KIOUM 1 cepTUdUKaTbl TEHEPUPYIOTCA aBTOMATUYECKN, @ ANS APYTUX OHU AOJXKHbI ObITh
npesocTaBieHbl Nnonb3oBaTenem Dr.Web Server Security Suite. Bce KOMMNOHEHTbI UCMONb3YHOT
cepTudukatel, NpeactaBieHHble B popmaTe PEM.

Ana reHepaumm 3aKpbITbIX KIHOUEN 1 cepTUPUKATOB, MCMOTb3YEMbIX A COEANHEHNI Yepe3
SSL/TLS, B TOM uncne ans ygoctosepatolmx ceptnourkaTos LeHTpa ceptudmkaumnm (LIC) n ans
NOAMMCaHHbIX CEPTUPUNKATOB, MOXXHO UCMONb30BaTb YTUANUTY KOMaHAHOW CTPOKM openssl
(BxoamnT B cocTaB Kpuntorpadumyeckoro naketa OpenSSL).

PaccMoTpum nocnesoBaTeNbHOCTb AEUCTBUIA, HEOOXOANMBIX ANS CO3A4aHMA 3aKPbITOrO Kato4a
N COOTBETCTBYHOLWEro eMy ceptnudmkata SSL, a Takke ceptndukaTa SSL, nognmcaHHoro
ypocToBepatowmm ceptndunkatom LIC.

UT106bI1 CreHepMpoBaThb 3aKpbITbIN KItoY SSL n ceptudpmkar
1. [ns reHepaumm 3akpbiToro katova (anroputMm RSA, aavHa kntova — 2048 6u1T) BbINONHUTE
KOMaHAy:

$ openssl genrsa -out keyfile.key 2048

Ecnv TpebyeTcs 3amTUTL KIKOY NapoONeM, AOMONHUTENIbHO UCNONb3YMTe ONuMIo —des 3.
CreHeprpoOBaHHbIV K1tOY HaxoanTca B panne keyfile.key B TeKyLeM KaTanore.

ﬂﬂﬂHpOCMOTpaCFeHepMpOBaHHOFOKﬂmanHHOﬂHMTeKOMaHAM

$ openssl rsa -noout -text -in keyfile.key

2. [1na reHepauum cepTmdumkaTa Ha yKazaHHbIN CPOK Ha OCHOBAHWWN MMEIOLLETOCs 3aKPbITOrO
KiroYa (B JaHHOM nNpuMepe — Ha 365 CyTOK) BbINOJHUTE KOMaHAy:

$ openssl req -new -x509 -days 365 -key keyfile.key -out certificate.crt

l ODTa KOMaHZa 3anpocuT AaHHble, AEHTUOULMPYIOLLIKE CcepTUGULMPYEMBI OBBEKT (Takne Kak
: UM, opraHusaums un 1. n.). CreHepupoBaHHbIN cepTndmKaTt ByaeT nomelLeH B dain
certificate.crt.

[na npoBepKn COAEPXXMMOro CreHeprUpOBaHHOIo ceptTudukaTa BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in certificate.crt

UTo6bI 3apernctpupoBatb ceptudmkar B KauecTtBe AoBepeHHoro ceptudukarta LC

1. MepemecTnte nan ckonupynTte dann ceptmdmrkaTa B CUCTEMHbIN KaTaaor JOBEPEHHbIX
ceptuounkatos (B Debian nam Ubuntu — /etc/ssl/certs).
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2. Co3paiiTe B KaTanore JOBepPeHHbIX CePTUOUKATOB CUMBOINYECKYHO CCbIIKY Ha cepTudmKar,
MMeHeM KOTopoWn ByaeT ABAATLCA Xell cepTudmMKaTa.

3. MNepenHaekcMpynTe COAEPXKMMOE CUCTEMHOTO KaTasora cepTudmKaToB.

MprBeAEHHbIN HMXE NPUMepP BbINMOJHSAET BCE 3TN TpU AelcTBMA. [Tpeanonaraercs, 4to
TeKyLLMM KaTasloroM ABAAETCA CUCTEMHbIN KaTanor JOBEPEHHbIX

cepTndunkatoB /etc/ssl/certs, a cepTMPMKAT, KOTOPbINA PETUCTPUPYETCS B KaUeCcTBe
AOBEpPEeHHOro, pacnonaraetca B anne /home/user/ca.crt:

# cp /home/user/ca.crt
# 1In -s ca.crt “openssl x509 -hash -noout -in ca.crt .0
# c_rehash /etc/ssl/certs

UT06bI CO3AaTb NOANMUCaHHbIN cepTudUKaT

1. CreHepupyiTe dann-3anpoc Ha noanucaHue ceptuounkata (Certificate Signing Request —
CSR) Ha OCHOBaHMWN MMEHOLLErOCA 3aKPbITOro Kitoua. Ecam kntoua HeT, creHepupyuTe ero.

3ar|poc Ha noanmcaHme co3aaeTcd KOM&HAOVIZ

$ openssl req -new -key keyfile.key -out request.csr

OTa KOMaHAa, TaK Xe Kak ¥ KOMaHJa co3aaHus ceptudurkaTa, 3anpallnBaeT JaHHble,
naeHTMobULMpyoLwme ceptuduLmMpyemMblin 06bekT. 34ecb keyfile. key — UMeROLLMIACS
dann 3akpbiTOro katoya. MosyyeHHbI 3anpoc byaeT coxpaHeH B palin request.csr.

ﬂﬂﬂﬂpOBepKMpe3yMNaTaCO3AaHMHBaﬂpocaBMﬂOﬂHMTeKOMaHAy

$ openssl reg -noout -text -in request.csr

2. [lna co3pgaHnda NOANMCAaHHOrIO cepTudunkaTa Ha OCHOBaHUM 3aNpoca N UMetoLLLerocs
ceptndukata LC BbiInonHUTE KOMaHAy:

$ openssl x509 -req -days 365 -CA ca.crt -CAkey ca.key -set serial 01 -in request.csr
-out sigcert.crt

@ [lna co3panva noAnMcaHHOro cepTuduKaTa Hy>KHO UMeTb Tpu dalina: Gpainn KOpHEBOro

‘ cepTudUKaTta ca.crt v ero 3akpbiTbli KNtOY ca . key (B KayecTBe ca.crt U ca.key
MOXHO MCMoNb30BaTh cepTudukaTt certificate.crt nkiod keyfile.key, TOrga
NoayYeHHbI cepTudmkaT byaeT camonoAnucaHHbIMY), a Takoke palin 3anpoca Ha
nognvcaHve ceptmdrkata request.csr. Co3gaHHbIN NOANMCAHHbIA cepTudurkaTt byaeTt
coxpaHeH B dpain sigcert.crt.

Ana npoBepkun pesynbTaTta BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in sigcert.crt

MNoBTOpUTE NpoLEeAypY CO34aHMA KIKOYa 1 cepTudukaTa (Mam noagnmncaHHoro ceptudukara, B
3aBUCUMOCTM OT HEOHXOAMMOCTIN) CTONBKO Pa3, CKONbKO YHUKANbHbIX CEPTUDUKATOB BaM
TpebyeTtcs. Hanpumep, € TOUKM 3peHunsa coobpaxkeHnin 6e30nacHOCTU, KaXAbl areHT
pacnpegeneHHou nposepkn dannos Dr.Web Network Checker, Bxogawmin B ckaHnpyrowmm
Knactep, 4O/KEH MMeTb COOCTBEHHYHO Napy katou/ceptndukar.
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MNpeobpa3oBaHue noanucaHHOro ceptudmKkara

HekoTopble 6pay3epbl MV MOYTOBbIE KAMEHTBI MOTYT NoTpeboBaTh Npeobpa3oBaHms
NoAnncaHHOro cepTndukaTa, NCNOAb3YEeMOro AN YA0CTOBEPEHMA TNUYHOCTK, B dopmaT
PKCS12.

YkazaHHOe npeobpazoBaHe BbINOAHAETCA KOMaHAOM:

# openssl pkcsl2 -export -in sigcert.crt -out sigcert.pfx -inkey keyfile.key

3pecb sigcert.crt — nmerowmnes Gann noagnncaHHoro ceptmdukaTta, a keyfile.key —
darin COOTBETCTBYIOLLErO €My 3aKpbITOrO Katoya. [TosyueHHbI Npeobpa3oBaHHbIN
cepTudukat byaeT coxpaHeH B parin sigcert.pfx.
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10.6. NMpunoxxeHue E. OnncaHue n3BecTHbIX owWN60K

B atom pasgene

e PekoMeHAaLMN NO NAEHTUGUKALMN OLINOBOK

e Koapbl owinbok
e Owinbkm 6e3 koaa

Ecnny Bac Bo3HMK/Ia oLlwnbKa, onvcaHe KOTOPOW OTCYTCTBYET B JaHHOM pa3zene,
° O6paTVITer B TEXHI/ILIECKyI-O nog,g,epm(y. ByAbTe roToBbI COO6LLI|VITb KoA o I/I6KVI N onncaTtb
06CTOATENIbCTBA €€ BO3HUKHOBEHMA.

PekomeHaauum no ngeHtmpukaymm owumbok

e /114 BbIIBNEHMA BO3MOXHOW NPUYMNHBI N OBCTOATENIbCTB BO3HMKHOBEHMA OLIMOKN
03HakoMbTeCb € coZep>XnMMbIM XypHana DrWeb Server Security Suite (npu HacTpolikax no
YMOIYaHWIO €ro MOXHO NPOCMOTPeTb KOMaHAon # Jjournalctl ana GNU/Linux nan #
less /var/log/messages ans FreeBSD). Bbl Takke MoxeTe BbIMONHUTb KOMaHAY #
drweb-ctl log.

e [1na obneruyeHns naeHTMdmkaLmm olwMbKn pekoMeHayeTCs HaCTPOUTb BbIBOJ, XypHana B
OTAEeNbHbIA Gann 1 pa3peLmnTb BbiBOJ PaclUMPEHHOW OT1ag0uHOoN nHdopmaummn. [ns storo
BbIMONHUTE KOMaH/bl:

# drweb-ctl cfset Root.Log <nyme K ¢palisy XypHana>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

° ,D,J'Iﬂ BO3BpaTa HACTpoOeK BeAeHNA XXYPHaia No yMOAYaHUKO BbIMOJHUTE KOMaHAbI:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLogLevel -r

Koabl owunbok

CoobuweHune 06 owmbke: Error on monitor channel (Owubka ces3u ¢ MOHUMOPOM)

Koa, owmnbku: x1
BHyTpeHHee o603HaueHMe owmbkn: EC MONITOR IPC ERROR

OnucaHue: OwnbKa CBA3M OJHOTO WM HECKONbKNX KOMMOHEHTOB C AeMOHOM YrpaBJ/ieHus
koHPurypauven Dr.Web ConfigD.

AN BbIsABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xxkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpPeTb KOMaHAOM # Journalctl ana GNU/Linux uam # less /var/log/messages Ans
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.
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YcrpaHeHue ownbku

1. Tepe3anyctute 4eMOH yrnpaBaeHns KOHbUrypauven:

# service drweb-configd restart

2. Ybepautecb, 4TO B CUCTEME YCTaHOBEH, HACTPOEH U KOPPEKTHO GYHKLMOHMPYET MeXaHW3M
ayTeHTUdMKaumm PAM. Mpy He0BXOAMMOCTM YCTaHOBUTE 1 HACTPOMTE ero (3a NoAPOBHOCTAMM
obpaTutech K pyKoBOZACTBaM MO aAMUHUCTPUPOBaHWIO Ballero aguctpmbytmea OC).

3. Ecnv nepesanyck 4eMOHa ynpaBJ/ieHVsi KOHPUrypaLumen npy KOppPeKTHO HacTpoeHHoM PAM He
rnomoraer, nonpobywre cépocutb HacTpoikn Dr.Web Server Security Suite B 3HaueHus no
YMOJIYaHWIO.

[ns 3TOro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini gns GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs
COXPaHUTb PE3EPBHYHD KOMUK KOHAUIYpaLmMOHHOro dalina), HanpuMep, BbINOJHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ana FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn daiina koHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHGUrypaumen, BbINOAHMB
KOMaHay:

# service drweb-configd restart

4. Ecan feMoH ynpasaeHus KOHUrypaumen 3anycTutb He yaaeTcs, nonpobyiite nepeyctaHOBUTb MakeT
drweb-configd.

WHcTpykumm no yctaHoBke 1 yaaneHnto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoBka Dr.Web Server Security Suite n Yaanexnve Dr.Web Server Security Suite.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Operation is already in progress (Onepayus y>e 86IN0HIEMCS)

Kopa, owmnbku: x2
BHyTpeHHee o603HaueHue owmbku: EC ALREADY IN PROGRESS

OnucaHue: 3anpoLleHHas onepaumsa y>ke BbINOJHAETCA.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM O3HAaKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
NpocMOTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm
MoaoxanTe 3aBepLUeHUs onepaummn 1 Npu HEOBXOAMMOCTM NOBTOPUTE TpebyeMoe AeicTBuE NO3XKe.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ou néxu.
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CoobuweHue 06 owmbke: Operation is in pending state (Onepayus oxxudaem 8biNOJHEHUS)

Koa owmnbku: x3
BHyTpeHHee 0603HaueHMne owmnbkmn: EC_IN PENDING STATE

OnucaHwme: 3aI'IpOUJeHHaF| onepauna oXxnaaeT BbINONHEHUNA (BO3MOXHO, B TeKyUJ|I/II7I MOMEHT
yCTaHaB/IMBaeTCA CceTeBoe CcoegnHeHne Uan NponcxoaunT 3arpyska n nHnupaamsaumna Kakoro-nmbo
KOMIMOHEHTa, Tpe6y+ou.|,aﬂ npoAOIXKNTENIBHOTO BPEMEHI/I).

[ns BbISBAEHVS BO3MOXXHON NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cozepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

I'Iop,o>|<p,|/|Te Ha4aJjia BbIMOJIHEHUA Oonepaunn n npum HeO6XOAI/IMOCTI/I noBToOpwuTE Tpe6yeM0e Ael‘/JICTBI/Ie
nosxe.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobueHne 06 owmbke: Interrupted by user ([pepsaHo nosv3osamenem)

Kopa, owimnbku: x4

BHyTpeHHee 0603HaueHue owmnbkmu: EC_INTERRUPTED BY USER

OnucaHwe: ,D,EVICTBME 6b110 npepBaHO noJsib3oBaTtenemM (BO3MOXHO, OHO BbIMNOAHANOCH CAULLIKOM AOJ’IFO).

[ns BbISBAEHVS BO3MOXXHON NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taioke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
MNoBTopuTe TpebyemMoe AeNCTBME MO3XKE.

Ecnv yctpanutb owmnbky He yaactcs, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHue 06 owmbke: Operation canceled (Onepayus ommeHeHa)

Kopa, owimnbku: x5
BHyTpeHHee 0603HaueHne owmnbkmn: EC_CANCELED

OnucaHue: [lelicTBre 6bi10 OTMEHEHO.

[nsa BbISiBAEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLIMOKM O3HAKOMbTECH C
cofepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

PyKOBOACTBO aZMUHWCTpaToOpa

337



A7

-
¢

g
),
A

MpunoxxeHus

YcrpaHeHue ownbku
MosTOpuUTe Tpebyemoe aeicTBMe.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: /PC connection terminated (CoeduHeHue IPC pazopeaHo)

Koa owmnbku: x6
BHyTpeHHee 0603HaueHMe owmnbku: EC_ LINK DISCONNECTED

OnucaHue: IPC-coeanHeHne ¢ ogHnM 13 komnoHeHToB Dr.Web Server Security Suite pasopaHo
(BO3MOXHO, KOMMOHEHT 3aBepLUMA CBOKO PaboTy M3-3a MPOCTOA UK NO KOMaHAe No/sb3oBaTens).

[nsa BbISBNEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLINOKM O3HAKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaoh # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Ecnv onepaups He 6bina 3aBeplueHa, MOBTOpUTE ee NMo3e. B MpoTMBHOM cilyyae pa3pblB COeANHEHNA
He ABASAETCA OLINOKOWA.

Ecnv yctpanntb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY U COOBLMTE KOZ OLLINOKN.

CoobuieHune 06 owmbke: /nvalid IPC message size (Hedonycmumelli pazmep coobuwjeHus IPC)

Kopa, owinbku: x7
BHyTpeHHee o603HaueHne ownbku: EC_BAD MESSAGE SIZE

OnucaHue: B npouecce o6MeHa AaHHbIMU MEXAY KOMMOHEHTaMW MoJyYeHO COObLLLeHNE HEAOMYCTUMOTO
pasmepa.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Mepesanyctute Dr.Web Server Security Suite:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: /Invalid IPC message format (Hedonycmumeili gpopmam coobuwjeHus IPC)

Kopa, owinbku: x8

BHyTpeHHee 0603HaueHne ownbku: EC_BAD MESSAGE FORMAT
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OnucaHue: B npouecce obmMeHa JaHHbIMY MeXAy KOMMOHEHTaMM NMOyYeHO COObLLeHne Hef0MyCTUMOTO
dopmara.

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Mepesanyctute Dr.Web Server Security Suite:

# service drweb-configd restart

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Not ready (He 20mos)

Kopa, owmnbku: =9
BHyTpeHHee o603HaueHne owmnbku: EC_NOT READY

OnucaHwe: Tpe6ye|vloe ,Cl,el‘/lICTBVIe He MOXET ObITb BbINMOJHEHO, NOTOMY 4TO 3aI'IpOLLIEHHbIVI KOMMOHEHT
nnn yCTpOVICTBO elle He MHNUanm3npoBaHbl.

[ns BbISBAEHVS BO3MOXHON MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
MNoBTopuTe TpebyemMoe AeNCTBME MO3XKE.

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Component is not installed (KomnoHeHm He ycmaHogieH)

Kopa, owumnbku: x10
BHyTpeHHee o603HaueHne owmnbkmn: EC_NOT INSTALLED

Onucanue: KOMMOHEHT, HEOHXOAVMBIV A/ BbIMOAHEHNS TPEOYEMOW GYHKLMW, HE YCTaHOBJEH.

[nsa BbISiBAEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLIMOKM O3HAKOMbTECH C
coepxkummbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaol # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue owmnbku
1. YctaHoBwuTE UAn nepeyctaHoBuUTe TpebyeMblil KOMMOHEHT. ECan HeM3BECTHO, Kakol UMEHHO
KOMMOHEHT HEO6XO MM, MOMPOBYITE 3TO BbISICHUTL, O3HAKOMMBLUUCH C COAEPXKUMBIM >KypHana.

2. Ecnv yctaHoBKa mauv nepeyctaHoBKa TpebyemMoro KOMMOHeHTa He Nnomora, nonpobyire
nepeycraHoButb Dr.Web Server Security Suite.
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NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Unexpected IPC message (HeoxudaHHoe coobujeHue IPC)

Kopa, owimnbku: x11

BHyTpeHHee o603HaueHne ownbku: EC_UNEXPECTED MESSAGE

OnucaHwme: B npouecce obmeHa AaHHBIMU MeXXay KOMIMOHEHTaMW NnoJliydeHO HeaomnyCctmmoe COOGLLI,EHI/Ie.

[nsa BbISBNEHUs BO3MOXHOW MNPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLUNOKM O3HAKOMbTECh C
cogepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue owmnbku
Mepesanyctute Dr.Web Server Security Suite, BbINOAHWB KOMaHAy:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobuweHune 06 owmbke: /PC protocol violation (Hapywerue npomokona IPC)

Kopa, owumnbku: x12
BHyTpeHHee 0603HaueHne owmnbkmn: EC_ PROTOCOL VIOLATION

OnucaHwme: B npouecce obmeHa AAaHHBIMU MeXXAYy KOMMOHEHTaMW NMPOM30LLN0 HapyLlweHne npoToKoaa.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMA OLINOKM 03HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
Mepesanyctute Dr.Web Server Security Suite, BbINOAHVB KOMaHAY:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Subsystem state is unknown (HeuzsecmHoe cocmosiHue nodcucmemsi)

Kopa, owumnbku: x13
BHyTpeHHee 0603HaueHne ownbku: EC_ UNKNOWN STATE

OnucaHue: Moacuctema Dr.Web Server Security Suite, Heo6xoanMas Ans BbINOJAHEHUs onepaLmy,
HaxoAWTCs B HEW3BECTHOM COCTOSHUMN.
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
cofep>xxkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTPeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue owmnbku
1. TosTopuTe onepauuio.
2. lMpw nosBTOpeHun ownbkm nepesanyctute Dr.Web Server Security Suite, BbINONHMB KOMaHAy:

# service drweb-configd restart

nocse Yero NoBTOpWTE oMnepaLmio.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHue 06 owmbke: Path must be absolute (IMyme dosxxeH 6bimb abcooMHbIM)

Koa owmnbku: x20
BHyTpeHHee 0603HaueHne owmbku: EC_NOT ABSOLUTE PATH

OnucaHue: YkazaH OTHOCUTENbHDBIV NyTb K hainy v katanory BMecto abcontoTHOrO.

AN BbIsABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xxkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpPeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue owmbku
3aMeHWTe OTHOCUTENbHBIV NYTb K Gainy Man katanory Ha abCcontoTHbIV 1 MOBTOPUTE OMnepaLyto.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHune 06 owmbke: Not enough memory (HedocmamouHo namsmu 015 3agepuieHus onepayuu)

Kopa, owimnbku: x21
BHyTpeHHee o603HaueHue owmbku: EC NO MEMORY

OnucaHwme: HeAOCTaTOLIHO namMAaTn ANA BbINOJIHEHMA OnepaLunn.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM O3HAaKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
NpocMOTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm

MonpobyiTe yBeanuntb 06bemM namaTy, JOCTynHoW npoueccam Dr.Web Server Security Suite (Hanpumep,
M3MEHWB IMMUTBI MPW NOMOLLM KOMaHAbl ulimit), nepesanyctuts Dr.Web Server Security Suite n
MOBTOPUTL OMepaLyio.
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M3MEHEHNsA IMMUTa. B 3TOM ciyuae oTpegaktnpyite (Unn co3galite, Mpu ero OTCyTCTBUM)
dann /etc/systemd/system/drweb-configd.service.d/limits.conf, yka3zaB
B HEM M3MEHEHHOE 3Ha4YeHne InMnTa, Hanpumep:

@ B HekOTOpbIX Cyvasx CUCTEMHBIN CEPBUC systemd MOXET UTHOPUPOBaTb 3ajaHHble

[Service]
LimitDATA=32767

C nepeyHem JOCTYMHbIX IMMUTOB systemd MOXHO 03HaKOMMUTLCS, BbIMOJHMUB KOMaHAYy
man systemd.exec.

[Ans nepesanycka Dr.Web Server Security Suite BbInonHUTE KOMaHAy:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobuweHue 06 owmnbke: /O error (Owubka 8600a-861800a)

Kopa, owunbku: <22
BHyTpeHHee 0603HaueHue owmnbkmu: EC_ 10 ERROR

OnucaHue: Npovzoluna owmnbka BBOAA/BbIBOAA (HanpuMep, AUCKOBOE YCTPOWCTBO eLle He
VHULWaM3MPOBaHO unn pasgen GaiinoBol cuctemMbl 60ee He JOCTyNeH).

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENICTB BO3HUKHOBEHMWS OLLNOKM 03HaKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
nNpocMoTpeTb KOMaHaoM # journalctl anga GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taioke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Ob6ecrneybTe AOCTYMHOCTL TPEBYEMOTO YCTPOICTBa BBOZA/BbIBOAA WK pa3gena $haliNoBO CUCTEMBI 1
noBTOpUTE OMepaLuio.

Ecnn yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: No such file or directory (Hem makozo ¢palina unu kamanoaa)

Kopa, owunbku: <23
BHyTpeHHee o0603HaueHue owmnbkmn: EC_NO SUCH ENTRY

OnucaHume: MNonbiTka 06paLleHns K HeCyLLLecTBytoLLLeMY daliny uav katanory.

[ns BbISBAEHMS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLNOKM 03HaKOMbTECh C
coepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
nNpocMoTpeTb KOMaHaoM # journalctl gng GNU/Linux miv # less /var/log/messages Ans
FreeBSD). Bbl Taioke MoO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbkm

MpoBepbTe NPaBWILHOCTL YKasaHHOTO MyTW. Mpy HEOH6XOAMMOCTN UCMpaBbTe MyTb U NMOBTOPUTE
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onepaumio.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Permission denied (Jocmyn 3anpeujeH)

Kopa, owumnbku: x24
BHyTpeHHee o603HaueHue owmbku: EC  PERMISSION DENIED

OnucaHue: HegoctaToyHo MpaB A5 AOCTyna K ykazaHHOMY dainy unv katanory.

AN BbIsABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpPeTb KOMaHAOM # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

I'IpOBepre NnpaBuWAbHOCTb YKa3aHHOIO Nyt U Haanvue HeO6XO,CI,I/IMbIX npaB Yy KOMMOHEHTa. Ecan AO0CTyn K
O6'beKTy 3anpelweH, sSMeHuTe npasa A0CTyna K HEMY WM NOBbICbTE MpaBa KOMMNOHEHTa U NOBTOPUTE
onepaumto.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKA.

Coob6uweHune 06 owmbke: Not a directory (He kamasnoe)

Koa owmnbku: x25
BHyTpeHHee o603HaueHne owmnbku: EC_NOT A DIRECTORY

OnucaHue: YKazaHHbI 06BbekT GaliioBOM CUCTEMbI HE ABNAETCA KaTaJlOroMm.

[nsa BbISABNAEHUS BO3MOXHOW MPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECh C
cogepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax MO YMONYaHWIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux miv # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue owmbku
MpoBepbTe NpaBMALHOCTL NyTV K 06beKTy. VicnpaBbTe MyTb 1 MOBTOPUTE OMNepaLyio.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobueHune 06 owmbke: Data file corrupted (Palin daHHbIx nospexdeH)

Koa owmnbku: x26
BHyTpeHHee 0603HaueHne owmnbkmn: EC_DATA CORRUPTED

OnwucaHue: 3anpallvBaeMble AaHHbIE MOBPEXAEHDI.

AN BbIfABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHNS OLINOKM 03HAKOMbTECH C
cofep>xkumbIM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
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NpocMoTpeTb KOMaHZoM # journalctl gna GNU/Linux mivm # less /var/log/messages ANS
FreeBSD). Bbl Taioke MoO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. TloBTopuTe onepauuto.
2. Tpw noBTopeHun owmnbkn nepesanyctute Dr.Web Server Security Suite:

# service drweb-configd restart

nocne 4yero noBTOpUTE ONeEpaunto.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ou noxu.

CoobueHune 06 owmbke: File already exists (Palin yxe cyujecmasyem)

Koa owmnbkn: <27
BHyTpeHHee o603HaueHme owmbkmu: EC_ FILE EXISTS

OnwucaHue: Pain ¢ ykasaHHbIM VMEHEM Yyxe CyLlecTByeT.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLIMOKM O3HAaKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONUYaHWIO ero MOXHO
NpocMoTpeTb KOMaHZoM # journalctl gna GNU/Linux miv # less /var/log/messages ANS
FreeBSD). Bbl Taioke MoO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm

MpoBepbTe NPaBUILHOCTL HaNMcaHWs UMeHW daiina. MNpy He06XOAMMOCTU UCMPaBbTE €ro U MOBTOPUTE
onepauuto.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ou néxun.

CoobuweHune 06 owmbke: Read-only file system (Palinosas cucmema mosibko 015 YMeHus)

Koa owmnbkn: <28
BHyTpeHHee o603HaueHue owmbkn: EC READ ONLY FS

OnucaHue: daiinoBas cuctemMa AOCTYMHA TONbKO ANA UTEHUS.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTECH C
cozepxmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
NpocMoTpeTb KOMaHZoM # journalctl gna GNU/Linux miv # less /var/log/messages ANS
FreeBSD). Bbl Taioke MoO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm

MpoBepbTe NpaBUILHOCTL NyTN K 06beKTy. VicnpaBbTe NyTb Tak, YTOObI OH yKa3biBaa Ha paszen
balinoBo cucTeMbl, ZOCTYMHbIV A1 3aNWCK, Y MOBTOPUTE OMepaLyio.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ou néxu.
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CoobueHne 06 owmbke: Network error (Owiubka cemu)

Koa owmnbkm: x29
BHyTpeHHee 0603HaueHne owmnbkmu: EC_NETWORK ERROR

Onucanue: OwnbKa ceTu (BO3MOXHO, BHE3AMHO nepecrtan otBeyaTb yﬂ,aHEHHbII?’I y3en vnn He yjaeTca
YCTaHOBUTb COEAVIHEHVIG).

[nsa BbISiBAEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLINOKM O3HAKOMbTECH C
coepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaoh # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

MpoBepbTe JOCTYMHOCTb CETU M NPaBWIbHOCTb CETEBbLIX HacTpoekK. Mpn HeoBXOAMMOCTU UCnpaBbTe
CeTeBble HAaCTPOWMKM 1 MOBTOPUTE OMNepaLuio.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Not a drive (He duckosoe ycmpolicmeo)

Kopa, owunbku: x30
BHyTpeHHee o603HaueHue owmnbku: EC_NOT A DRIVE

OnucaHwe: |_|pOVI3BO,£I,VITCFI NnonbITKa O6anJ,EHVIf-I KyCTpOVICTBy BBOAa/BbIBO/J,a, KOTOpOE€ He ABAAETCA
ANCKOBbIM yCTpOVICTBOM.

[ns BbISBAEHVS BO3MOXXHON NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taioke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

MpoBepbTe NPaBUALHOCTb YKa3aHHOTO MMEHMW YCTPOWCTBa. VicnpaBbTe nyTb Tak, YTOObI OH Bes K
AMCKOBOMY YCTPOWCTBY, 1 MOBTOPUTE OMepaLyio.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Unexpected EOF (HeoxudaHHell koHey ¢aliina)

Kopa, owumnbku: x31
BHyTpeHHee 0603HaueHne owmnbkmn: EC_UNEXPECTED EOF

Onwucanue: MNpu YTeHUM JaHHbIX HEOXKMAAHHO BbL1 AOCTUTHYT KOHeL, paiina.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWS OLINOKM 03HaKOMbTECh C
cozepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.
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YcrpaHeHue ownbku

MpoBepbTe NPaBMALHOCTb YKa3aHHOTO UMeHW daitna. Ecam Hy>XHO, ncnpaebTe MyTb Tak, YTOObI OH Ben K
npaBuibHOMY daliny, 1 MOBTOPUTE OnepaLyio.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: File was changed (®alin bbin u3meHeH)

Kopa, owumnbku: x32
BHyTpeHHee o603HaueHne owmnbkmn: EC_FILE WAS CHANGED

Onucanue: NMpoBepsemblii Gaitn Hbi1 U3MEHEH.

[nsa BbISBNEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLINOKM O3HAKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaoh # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
MoBTOpUTE OMNEpPaLMIO CKAHUPOBaHWS.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Not a regular file (Ob6vekm He sensemcs ¢aliiom)

Koa owmnbku: x33
BHyTpeHHee o603HaueHne ownbku: EC_NOT A REGULAR FILE

OnwucaHue: 3anpaluvBaeMblin 06beKT GaiIoBON CUCTEMbI He ABASETCA peryasapHbiM GaiioM (OH MoXeT
HbITb KaTaOroM, COKETOM WY APYrMM OB BbEKTOM).

[nsa BbISBAEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMWS OLLUNOKM O3HAKOMbTECH C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaol # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Taikoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

MpoBepbTe NPaBMALHOCTb YKa3aHHOTO UMeHW daiina. Ecam Hy>XXHO, ncnpaebTe MyTb Tak, YTOObI OH Ben K
perynspHomy dainy, 1 NOBTOPUTE OnepaLuto.

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Name already in use (Vms yxe ucnone3yemcs)

Kopa, owunbku: x34
BHyTpeHHee o603HaueHue ownbku: EC_NAME ALREADY IN USE

Onucanue: O6HEKT C yKasaHHbIM UMEHEM YXe CyLLLeCTBYeT.
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
cofep>xxkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTPeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

MpoBepbTe NPaBUALHOCTb YKa3aHHOTrO MyTwW. VicnpasbTe NyTb 1 MOBTOPUTE OnepaLuuio.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcsa, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobueHue 06 owmbke: Host is offline (Xocm omkitroyeH)

Koa owmnbku: x35
BHyTpeHHee 0603HaueHne ownbku: EC_HOST OFFLINE

OnucaHue: YaneHHbll y3en He4OCTyreH o ceTu.
AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepxmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax no YMONYaHWIO ero MOXHO

NpocMOTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Taioke MoO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

MpoBepbTe AOCTYNHOCTL Tpebyemoro y3na cetu. MNpu HE06XOAMMOCTM UCMPaBbTe ajpec y3na cetv u
MOBTOPWTE OMepaLuto.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobueHune 06 owmbke: Resource limit reached (JocmueHym npedesn ucnosb308aHuUs pecypca)

Koa ownbku: x36
BHyTpeHHee 0603HaueHne owmnbkmu: EC_LIMIT REACHED

Onucanume: JoCTUrHyT npejen 1McnoJsib3oBaHna pecypca.
AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO

NpocMOTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Taioke MoO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm

MpoBepbTe AOCTYNHOCTL Tpebyemoro pecypca. MNpu HE06XOAMMOCTY YBENNUbTE IUMUT Ha
MCroNb30oBaHVe pecypca 1 NoBTOpUTe onepaLyto.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHWYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 o neKun.

CoobuweHune 06 owmbke: Mounting points are different (PazauyHele moyku MOHMUPOBAHUS)
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Koa owmnbku: x37
BHyTpeHHee 0603HaueHne owmnbkmu: EC_CROSS DEVICE LINK

OnucaHue: BocctaHoBneHve daiina npeanonaraet nepemelleHre Mexzay AByMs ToUKamu
MOHTUPOBaHWS.

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Bbibepute apyroi nyTb Ans BOCCTaHOBAEHWs dalina n NoBTOpUTE onepauuto.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcsa, O6paTVITECb B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL néKun.

CoobuweHue 06 owmbke: Unpacking error (Owubka pacnakosku)

Koa owmnbku: x38
BHyTpeHHee o603HaueHue owmbku: EC UNPACKING ERROR

OnucaHue: He yaanocb pacrnakoBaTb apxvB (BO3MOXHO, OH 3allyLLeH NaposeM Wan NOBPEXAeH).
AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM O3HAKOMbTECH C
cozepxmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO

npocMoTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

Y6eautech, uto dalin He noepexaeH. Ecam apxve 3alymiLeH naponem, CHIMUTE 3alLuTy, yKa3as
NpaBWIbHbIV Mapob, 1 MOBTOPUTE OMEPaLMIO.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA oL neKun.

CoobuweHune 06 owmbke: Virus base corrupted (BupycHas 6aza nospexoeHa)

Koa owmnbku: x40
BHyTpeHHee 0603HaueHne owmnbkmn: EC_BASE CORRUPTED

OnucaHue: BrpycHble 6a3bl NOBPeXAEHbI.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
NpocMOTpeTb KOMaHAOW # Journalctl ana GNU/Linux unm # less /var/log/messages ANs
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm

1. TMpoBepbTe NPaBWIbHOCTb MyTU K KaTafory BUPYCHbIX 6a3 1 Npu HeEOHXOAMMOCTU UCMPaBbTE €ro
(napameTp VirusBaseDir B cekumm [Root] daina koHburypaumm).

e [1na npocMoTpa W UcnpasBaeHUs NyTn neperante Ha cTpaHuly O6ume HacTpoWkn Beb-nHTepdeiica
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yrnpasJeHWA.

e TakoKke Bbl MOXeETe BOCMO/b30BaTbCS VTUIUTON VIPaBAEHMS U3 KOMaHAHOVI CTPOKW.

Aﬂﬂ NPOCMOTPa TEKYLLEro 3Ha4YeHUA NnapaMeTpa BBeguTe KOMaHay:
$ drweb-ctl cfshow Root.VirusBaseDir

,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymo >

ﬂ,flﬂ c6poca 3Ha4yeHuA napamMeTpa B 3Ha4YeHMe No yMOJIHaHUKO BBeAUTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir -r

O6HoBUTe BUPYCHbIE Ha3bl:

e Haxxmute O6HOBUTL Ha CTpaHuUe MnaBHasA Be6-vHTep belica yrnpaBieHus;
® WV BbIMOJIHATE KOMaHAY:

$ drweb-ctl update

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcsa, O6paTVITECb B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL néKun.

CoobuweHune 06 owmbke: Non-supported virus database version (Henoddepxusaemas sepcus 8UpyCHbIX
6as)

Kopa, owumnbku: x41

BHyTpeHHee o603HaueHune owmbkn: EC OLD BASE VERSION

OnwucaHue: BupycHbie 6a3bl npeaHa3HayveHbl 418 CTapoil BEpPCUM MPOrpaMMbl.

AN BbIABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM O3HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpeTb KOMaHAoOM # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1.

MpoBepbTe NPaBMALHOCTL MyTW K KaTanory BUPYCHbIX 6a3 1 Npu He0H6X0AMMOCTU UCnpaBbTe ero
(napameTp VirusBaseDir B cekumu [Root] daina koHbuUrypaumm).

e [lna npocMmoTpa 1 UCnpaBaeHUs MyTu nepenante Ha cTpaHuLy O6wmne HacTpoiiku Beb-vHTepdeiica
ypaBAeHUS.

e Takke Bbl MOXETE BOCMO/b30BaTbCS VTUIUTON VIPABAEHMS U3 KOMaHAHOl‘/'I CTPOKMW.

[na npocmoTpa TekyLlero 3HayeHna napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir

,D,J'IFI YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU hymb >

ﬂ,flﬂ c6poca 3Ha4yeHuA nNapamMeTpa B 3Ha4YeHMe No yMOJI4aHUO BBEeAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

O6HoBwWTe BUpPYCHble Ha3bl:
e Haxxmunte O6HOBUTBL Ha cTpaHuLe FnaBHas Beb-uHTepdeiica ynpaBieHus;
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® V1N BbINONHNTE KOMaHAY:

$ drweb-ctl update

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobueHne 06 owmnbke: Empty virus database (BupycHas 6asa nycma)

Kopa, owunbku: <42
BHyTpeHHee o603HaueHue ownbku: EC_EMPTY BASE

OnucaHue: BupycHaa 6a3a nycra.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWS OLINOKM 03HaKOMbTECh C
cozepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TMpoBepbTe NPaBWIbHOCTb MyTWU K KaTaflory BUPYCHbIX 6a3 1 Npu HEOHXOAMMOCTU UCpaBbTe ero
UwpaMen)VirusBaseDirB(EKQMM[Root]@aﬁﬂaKOHQwaauMm.

e [lns npocmoTpa v UCrpaBieHus MyTu Nepeingnte Ha cTpaHuly O6Lme HacTpoiikn Beb-vHTep belica
yrpaBieHus.
e Taloke Bbl MOXETE BOCMOJIb30BaThCs YTWIWUTOW YpPaBAEHNs U3 KOMaHAHOW CTPOKM.

[na npocMoTpa TekyLlero 3HayeHna napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBegnTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme >

[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTE BUpPYCHbIE Ha3bl:

e Haxxmute O6HOBUTL Ha cTpaHuue MnaBHaA Beb-nHTepdelica ynpaBaeHus;

® V1N BbINONHNTE KOMaHAY:

$ drweb-ctl update

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KO OLNOKN.

CoobuweHune 06 owmbke: Object cannot be cured (O6bekm He Moxem 6bimb 8blieyeH)

Kopa, owumnbku: <43
BHyTpeHHee 0603HaueHne owmnbkmn: EC_CAN NOT BE CURED

OnucaHue: [leiictrie Jleuntb 66110 MPUMEHEHO K HEU3NEUMMOMY OB BEKTY.

ﬂ,ﬂﬂ BbIABJIEHNSA BO3MOXKHOM NPUYnHBI U 06CTOATENBCTB BO3HUKHOBEHUA OLIMOKN O3HAKOMbTECH C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
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NpocMoTpeTb KOMaHZoM # journalctl gna GNU/Linux mivm # less /var/log/messages ANS
FreeBSD). Bbl Taioke MoO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku
Boibepute gencteue, ZonycTuMoe A1 JaHHOro 0b6bekTa, U MOBTOPUTE OnepaLyio.

Ecnu yctpaHutb owmbky He yaactcs, obpatntech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KO OLWNOKN.

CoobuweHune 06 owmbke: Non-supported virus database combination (Henoddepxxusaemas kombuHayus
8upYCHbIx 6a3)

Kog owmnbkn: x44
BHyTpeHHee o603HaueHue owmbku: EC_ INVALID BASE SET

OnwucaHue: HecoBmecTMble BUPYCHble Ha3bl.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONUYaHWIO ero MOXHO
NpocMoTpeTb KOMaHZoM # journalctl gna GNU/Linux miv # less /var/log/messages ANS
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. TpoBepbTe NpPaBWIbHOCTb MyTW K KaTaiory BUPYCHbIX 6a3 1 Npu HEOBXOAMMOCTU UCpaBbTe ero
(napameTp VirusBaseDir B cekumv [Root] daina koHburypaumm).

e [lna npocMOTpa 1 UCNpaBaeHUs MyTn Nepenaute Ha cTpaHuLy O6Lme HacTpouKM Beb-nHTepdelica
yrpaBaeHUs.
e Takke Bbl MOXeTe BOCMOJ/Ib30BaTbCs YTWIUTON YpaB/eHns U3 KOMaHAHON CTPOKW.

ﬂ,flﬂ NPOCMOTPa TEKYLLEro 3Ha4YeHUA napaMeTpa BBeguTe KoOMaHay:
$ drweb-ctl cfshow Root.VirusBaseDir

,ﬂ,]’lﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBegUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIl hyme >

,ﬂ,]’lﬂ c6poca 3Ha4yeHuA napamMeTpa B 3Ha4YeHMe No yMOJIHaHUIO BBEeAUTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTe BMPYCHble 6a3bl:

e Haxxmute OGHOBUTb Ha CTpaHuue FnaBHan Be6—|/|HTepq;e|7|ca yrnpaBJeHUA;

® VN BbINONHUTE KOMaHAY:

$ drweb-ctl update

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL nbKun.

CoobueHne 06 owmbke: Scan limit reached (ocmueHym npeden nposepku)

Koa owmnbkn: x45

BHyTpeHHee 0603HaueHne owmnbkmn: EC_SCAN LIMIT REACHED
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Onwucanue: MNpu ckaHMpoBaHUM 06bekTa NpeBbliLleHbl 3aZaHHble OrPaHNYeHVs (HanpuMep, Ha BENNYUNHY
pacnakoBaHHoro daina, Ha rnybuHy ypOBHEW BAOXEHHOCTU U T. .).

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. VI3MeHWTe orpaHnyeHns AN CKaHMPOBaHMA 0OBbEKTOB (B HACTPOWMKaxX COOTBETCTBYHOLLLErO
KOMMOHeHTa) 1t06bIM yA06HBIM BamM cnocobom:

® 1CMOJ/Ib3ysA CTPaHWLY HAaCTPOEK 3TOro KOMMOHEeHTa B Beb-uHTepdelice ynpaBaeHus;
e MNpu nomouwm Komana drweb-ctl cfshow M drweb-ctl cfset.

2. TNocne n3meHeHws HaCTpOeK NoBTOpPUTE Onepauunto.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA oLwnéKun.

CoobueHune 06 owmbke: Authentication failed (HesepHele yyemHbie 0aHHbIE NOb308aMess)

Koa owmnbkun: x47
BHyTpeHHee 0603HaueHne owmnbkmn: EC_AUTH FAILED

OnucaHwme: NMonbiTka I'IpOI7ITVI ayTeHTVI(bVIKaLI,I/II-O C HEBEPHbIMU YyYETHbIMW AaHHbIMW MOJIb3OBaTe/IA.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLIMOKM O3HAaKOMbTECH C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
NpocMoTpeTb KOMaHZoM # journalctl gna GNU/Linux miv # less /var/log/messages ANS
FreeBSD). Bbl Taioke MoO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm

nOBTOpI/ITe NonbITKY ayTEHTI/Iq)I/IKaLI,VIVI, yKa3aB npaBWibHbl€ YY€THbIE AaHHblE NMONb30BaTENA, MMEHOLLETO
HeO6XOAI/IMbIe MOZTHOMOUYUA.

Ecan YCTpaHWTb Ol VI6Ky He yAaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL néKun.

CoobuweHune 06 owmbke: Authorization failed (lMonv3osamens He umeem mpebyemsix npas)

Koa owmnbkn: <48
BHyTpeHHee 0603HaueHne owmnbkmu: EC_NOT AUTHORIZED

OnucaHue: TekyLinii NONb30BaTENb HE MMEET MPaB Ha BbINOJIHEHVE TpebyeMon onepaumn.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUSA OLIMOKM O3HAKOMbTECH C
cozepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
NpocMOTpeTb KOMaHZoM # journalctl gna GNU/Linux miv # less /var/log/messages ANs
FreeBSD). Bbl Taioke MoO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm

nOBTOpI/ITe NONbITKY aBTOPU3aUnn, yKa3aB npaBuibHbl€ y4eTHblE AaHHbIE MOJib30BaTeNd, MMerLero
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HeO6XO,£I,I/IMbIe MOZTHOMOUYUA.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHune 06 owmbke: Access token is invalid (Hedonycmumeili mokeH docmyna)

Koa owmnbku: x49
BHyTpeHHee 0603HaueHne owmnbkmn: EC_INVALID TOKEN

Onwucanue: KomnoHeHT Dr.Web Server Security Suite npeabaBmMa HeKOPPEKTHbIN TOKEH aBTOPM3aLMM Npu
MOMbITKE BbIMOJIHEHMA OnepaLyy, TpebytoLLLen NoBbILLEHHbIe NpaBga.

[nsa BbISBNEHUs BO3MOXHOW MNPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLUNOKM O3HAKOMbTECh C
cogepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

Mponante ayTeHTUGMKALMIO, YKa3aB MpaBWibHble YUYeTHble AaHHble N0/b30BaTeNs, UMELOLLEro
HeoOXxoAMMble MOJHOMOUMSA, N MOBTOPUTE OMNepPaLIO.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKA.

CoobuweHune 06 owmbke: Invalid argument (Hedonycmumeili apaymeHm)

Koa owmnbku: x60
BHyTpeHHee 0603HaueHne ownbku: EC_INVALID ARGUMENT

OnucaHue: KoMaHaa He MOXeT ObITb BbIMNOJHEHA, TaK KaK yKa3aH HeJOMyCTUMbIA apryMeHT.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAaKOMbTECH C
cozepxmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax no YMONYaHWIO ero MOXHO
npocMoTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. MpoBepbTe NPaBWILHOCTL HaMMcaHWs 1 GopmaT KOMaHAbI.

2. TMoeTopuTe Tpebyemoe zelicTBUe, yKa3aB AOMYCTUMbIA apryMeHT.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Invalid operation (Hedonycmumas onepayus)

Kog owmnbku: x61
BHyTpeHHee 0603HaueHne owmnbkmu: EC_INVALID OPERATION

OnucaHwe: CosepmeHa NOMbITKa BbINONHUTL HEAOMYCTUMYHO KOMaHAyY.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONUYaHWO ero MOXHO
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NpocMoTpeTb KOMaHZoM # journalctl gna GNU/Linux mivm # less /var/log/messages ANS
FreeBSD). Bbl Taioke MoO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku
MoBTOpUTe TpebyemMoe AeliCcTBYE, YKazaB JOMYCTUMYH KOMaHZAy.

Ecnu yctpaHutb owmbky He yaactcs, obpatntech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KO OLWNOKN.

CoobuweHune 06 owmbke: Superuser privileges required (Tpebyromcs nosHOMOYUS Cynepnosib3osamers)

Koa owmnbkun: x62
BHyTpeHHee 0603HaueHne owmnbkmn: EC_ROOT ONLY

OnucaHwe: ﬂrﬂﬂ BbIMO/THEHNA Tpe6yeM0ro p,eﬁcmvm Tpe6y+0Tcn NOJIHOMOUYKMA Ccynepnosib3oBaTenAa.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLINOKM O3HaKOMbTECh C
cozepxmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
NpoCcMOTpeTb KOMaHaoM # journalctl gna GNU/Linux miv # less /var/log/messages ANs
FreeBSD). Bbl Taioke Mo>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

[MoBbICbTE CBOM npaea A0 Ccynepnoab3oBaTe/ia N NOBTOPUTE Tpe6yeMoe AeVICTBVIe. ,U,J'IFI NnoBbIlWEHNA
npaB MOXXHO BOCMOJIb30BaTbCA KOMaH,ﬂ,OI7I su Uan sudo.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ou néxun.

CoobuweHune 06 owmbke: Not allowed in centralized protection mode (He pa3speweHo 8 pexume
yeHmMpanu308aHHoU 3awumel)

Koa owmnbku: x63

BHyTpeHHee 0603HaueHne owmnbkmn: EC_STANDALONE MODE ONLY

OnucaHue: Tpebyemoe felcTBME MOXHO BbINOJIHUTL TONbKO Npu paboTte Dr.Web Server Security Suite B
aBTOHOMHOM pexuMe.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpeTb KOMaHAOM # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue owmnbku
Mepeseaunte Dr.Web Server Security Suite B aBTOHOMHbI peXxvM 1 NOBTOPUTE ONepaLyo CHOBa.

[na nepeeoga Dr.Web Server Security Suite B aBTOHOMHbIV pexxum:

o C6pOCbTe q)fla)KOK Bxnrountb pexxmm Ll,eHTpalIVIBOBaHHOFI 3aluThbl Ha CTpaHuLEe HaCTpoek
L',EHTpaIIM3OBaHHai| 3amuTa Be6-MHTep¢eVIC8 ynpaBJEeHNA;

® VI BbINONHNTE KOMaHAY:

# drweb-ctl esdisconnect
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Non-supported OS (Henoddepxxusaemas OC)

Kopa, owumnbku: x64
BHyTpeHHee o603HaueHue owmbku: EC NON SUPPORTED OS

OnucaHue: OnepaLyoHHas cucTema, yCTaHOBEHHas Ha y3/e, He noaaep>usaetca Dr.Web Server
Security Suite.

[nsa BbISABNEHUs BO3MOXHOW MNPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECh C
cogepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux miv # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
YcTaHOBUTE OMEPALMOHHYO CUCTEMY U3 CMINCKA, YKa3aHHOTO B CUCTEMHbIX TPe6OBAHUSX.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Feature not implemented (PyHkyus He peasu308aHa)

Koa owmnbku: x65
BHyTpeHHee o603HaueHme owmbkn: EC_ UNKNOWN OPTION

OnwucaHue: 3anpaluvBaemMble QYHKLMM KOMMOHEHTa OTCYTCTBYHOT B TEKyLL el BEPCUN.
AN BbIsABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO

NpoCcMOTpeTb KOMaHAoOM # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

Monpobyite cbpocutb HacTpoikn Dr.Web Server Security Suite B 3HaueHWs Mo ymoa4daHuto.

[Ana 3TOr0 ounctuTe cogepkvmoe daina /etc/opt/drweb.com/drweb.ini gna GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs
COXPaHUTb PE3EPBHYH KOMUKO KOHAUIYpaLmMOHHOro dalina), HanpuMep, BbINOJHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e nnq FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkm daiina koHbGUrypaumm nepesanyctute AeMoH ynpaBaeHus KOHOUrypaLmer, BbIMOTHVB
KOMaHay:

# service drweb-configd restart
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

Coob6uweHune 06 owmbke: Unknown option (HeuzsecmHsili hapamemp)

Koa owmnbku: x66
BHyTpeHHee o603HaueHme owmnbku: EC_ UNKNOWN OPTION

Onucanue: Daiin koHbUrypaLMm COAEPXKUT MapamMeTpbl, HEU3BECTHbIE WK He NOoAAEepKMBaeMble B
TekyLieli Bepcum Dr.Web Server Security Suite.

[nsa BbISABNEHUs BO3MOXHOW MNPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECh C
cogepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux miv # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. Otkpointe dain /etc/opt/drweb.com/drweb. ini gna GNU/Linux
wanm /usr/local/etc/drweb.com/drweb.ini ans FreeBSD B 1to60M TEeKCTOBOM pesakTope,
yAanute CTPOKy, COep>Kallyto HeZoMyCTUMbIN NapameTp, CoxpaHuTe Gain 1 nepesanycTute 4eMOH
ynpassieHvs koHpurypaumein Dr.\Web ConfigD, BEINOAHMB KOMaHAy:

# service drweb-configd restart

2. Ecnm ato He nomoxkeT, nonpobyiite cbpocutb HacTpoiku Dr.Web Server Security Suite B 3HaueHus no
YMOIYaHWIO.

[Ana 3TOro ounctnte cogepxxvmoe daina /etc/opt/drweb.com/drweb.ini gna GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3TOM pekomeHayeTcs
COXPaHUTb Pe3epBHYH0 KOMMIO KOHOUrypaLUMOHHOTO dalina), HanpuMep, BbINOAHMB KOMaHAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e anqa FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkm daitna koHbUrypaumm nepesanycrute AeMoH ynpaBaeHns KOHGUrypaLmer, BbINOTHVB
KOMaHay:

# service drweb-configd restart

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobueHue 06 owmbke: Unknown section (HeuszeecmHas cekyus)

Kopa, owumnbku: x67
BHyTpeHHee o603HaueHue owmbku: EC UNKNOWN SECTION

Onucanume: Daiin KOHOUrYPaLIMN COAEPIKUT CEKLWW, HEU3BECTHBIE UAN He MOAAEPKVBAEMbIE B TEKYLLEN
Bepcum Dr.Web Server Security Suite.
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
cofep>xxkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTPeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

1. Otkpoute dpain /etc/opt/drweb.com/drweb.ini ana GNU/Linux
win /usr/local/etc/drweb.com/drweb.ini ana FreeBSD B nto60M TEKCTOBOM pefakTtope U
yAanuTe HeM3BECTHYIO CeKLMIO, MocC/e Yero coxpanute dain 1 nepesanyctute AeMOH ynpaBaeHUs
KoHurypauven Dr.Web ConfigD, BbINOSHWB KOMaHAY:

# service drweb-configd restart

2. Ecnuv ato He nomoxkeT, nonpobynte copocutb HacTporikn Dr.Web Server Security Suite B 3HaueHus no
YMOIYaHWIO.

[Ana 31Or0 ouncTuTe cogepxvmoe daina /etc/opt/drweb.com/drweb.ini gna GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs
COXPaHUTb PE3EPBHYHD KOMUIO KOHAUIYpaLmMOHHOro dalina), HanpuMep, BbINOJHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e nnq FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkm daiina koHbGUrypaumm nepesanycrute AeMoH ynpaBaeHUs KOHOUrypaLmer, BbIMOTHVB
KOMaHay:

# service drweb-configd restart

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobuweHue 06 owmbke: Invalid option value (Hedonycmumoe 3HayeHue napamempa)

Koa ownbku: x68
BHyTpeHHee o603HaueHme owmbku: EC INVALID OPTION VALUE

OnucaHwme: ,CL}'IFI OAHOIo N HECKOJIbKUX NapaMeTpoB B gpane KOH@I/IpraQI/II/I yKasaHO HeagonyctmmMmoe
3HaueHue.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xxkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTPeTb KOMaHAOM # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. VI3meHwuTe 3HaueHve napameTpa NtobbiM yaA0OHbBIM 414 Bac cnocobom:

® /CNONb3yA CTPaHULY HaCTpOEeK 3TOro KOMMNOHEHTa B B€6-VIHT€Q¢€I7IC€ yrnpaBJeHUAa;
e Mpu NomMoLwm KomaHg drweb-ctl cfshow U drweb-ctl cfset.

Ecam Bbl He 3HaeTe, Kakoe 3HayeHue napameTpa 40NyCcTMo, O6paTVITECb K CrnpaBKe MO KOMMOHEHTY,
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MCMONb3YHOLLEMY JaHHbIV NapameTp, UAK NonbiTanTecb CHPOCUTL 3HaUeHMe 3TOro NapamMeTpa B
3HayeHue Mo yMONYaHWIO.

2. Takke MOXHO OTpeAakTMpOBaTh HeMocpeAcTBeHHO dan
KoHurypaumm /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wam /usr/local/etc/drweb.com/drweb.ini ans FreeBSD. [lns 3TOro oTkpoite ero B Ato6om
TEKCTOBOM pefakTope, Halaute CTpoKy, COZepKallyto HeAOMNYCTUMOE 3HaueHve NapamMeTpa, 3ajaiTe
JLONyCTUMOe 3HaueHre, coxpaHute dann 1 nepesanyctute AeMOH yrpasaeHus KoHbUrypauven

Dr.Web ConfigD, BbINOAHWB KOMaHAY:

# service drweb-configd restart

3. Ecav npeabigylve waru He nomorau, nonpobyirte copocutb Hactpoiku Dr.Web Server Security Suite
B 3HAUYEHWUS MO YMOJTYaHUIO.

[ns 3toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npu atom pekomeHayeTcs
COXPaHWUTb pe3epBHYHD KOMUK KOHOUrYpaLMOHHOro daiina), HanpuMep, BbIMOJHUB KOMaHAb!:

e ansa GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e anqa FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn paiina kOHPUrypauum nepesanycrmte AeMOH yrnpaBieHus KOHPUrypaLmen, BbINoaHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: /nvalid state (Hedonycmumoe cocmosHue)

Kopa, owunbku: <69
BHyTpeHHee o603HaueHue ownbku: EC_INVALID STATE

OnucaHue: Hegonyctmmoe coctosiHne KommnoHeHTa uav Dr.Web Server Security Suite B uenom ans
BbINOJIHEHUS 3aMPOLLEHHONM onepaumun.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLINOKM 03HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
nNpocMoTpeTb KOMaHaoM # journalctl gng GNU/Linux miv # less /var/log/messages Ans
FreeBSD). Bbl Taioke MoO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbkm

1. MosTopuTe TpebyeMoe AeiCTBME Yepe3 HeKOTOPOe BPeMs.
2. [Mpwv noeTopeHwn ownbkm nepesanyctute Dr.Web Server Security Suite, BbINOAHVB KOMaHAy:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.
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CoobuweHune 06 owmbke: Only one value allowed (Pa3peweHo mosbko 00HO 3Ha4YeHue)

Kopa, owumnbku: x70
BHyTpeHHee o0603HaueHne owmnbkmn: EC_ NOT LIST OPTION
OnwucaHwme: B daiine koHburypaumy ans napameTpa, KOTOPbIA MOXET MMeTb TONIbKO OJHO 3HaueHMe,

3a4aHO 3Ha4yeHne B BnAE CNACKa.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWSI OLLNOKM 03HaKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KOMaHaoM # journalctl gna GNU/Linux miv # less /var/log/messages Ans
FreeBSD). Bbl Taioke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. M3meHwuTe 3HaueHve napameTpa Nto06bIM yA06HbIM 415 BaC CMOCo6oM:

® 1CMOJb3yA CTPaHWULY HaCTPOeK 3TOro KOMMOHeHTa B Beb-uHTepdelice ynpasieHus;
e Mpu NOMoOLWK KoMaHa drweb—-ctl cfshow W drweb-ctl cfset.

Ecnu Bbl He 3HaeTe, Kakoe 3HaueHWe NapameTpa AOMyCTMMO, 06paTUTECh K CPABKe MO KOMMOHEHTY,
UCMO/Ib3YHOLLEMY AaHHbIV MapameTp, WAK MomMbITaliTecb COPOCUTL 3HAaUYEHMe 3TOro NapameTpa B
3HayeHWe Mo YMOJTHaHMIO.

2. Takke MOXHO OTpeAakTMpOBaTbh HEMOCPEeACTBEHHO dain
KoHurypaumm /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wm /usr/local/etc/drweb.com/drweb.ini ans FreeBSD. [lns 3Toro otkpoite ero B Ato6om
TeKCTOBOM pefakTope, Hanaute CTpoKy, COAepKallyto HeJOMNyCTMMOe 3HayeHVe napameTpa, 3agaiTe
JOMNyCTMMOe 3HayeHve, coxpanute Gain 1 nepesanycTute 4eMOH yrnpaBaeHus KoHdurypaupein

Dr.Web ConfigD, BbINOAHWB KOMaHAy:

# service drweb-configd restart

3. Ecav npeabigylyve waru He nomorau, nonpobyinte copocutb Hactpoiiku Dr.Web Server Security Suite
B 3HaUeHVs MO YMOJYaHMIO.

[ns 3TOro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini gns GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs

COXPaHUTb PE3ePBHYHD KOMUKO KOHOUIypaLUmMoHHOro daiina), HanpuMmep, BbINOJHUB KOMaHZAbI:
e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

o nnq FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn daiina koHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHPUrypaumen, BbINoaHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobueHue 06 owmbke: Record not found (3anuce He HatideHa)
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Koa owmnbku: x80
BHyTpeHHee o603HaueHue owmbkn: EC_ RECORD NOT FOUND

OnucaHue: ViHbopmaums o HalgeHHOW yrpo3e oTCyTCTBYeT (BO3MOXHO, Yrpo3a yxe 6bina obpaboTtaHa
APYrMM KOMMOHEHTOM).

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
O6HOBUTE CMMCOK YIrPO3 Yepes HEKOTOPOe Bpems.

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcsa, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ow neKun.

CoobueHune 06 owmbke: Record is in process now (3anuce obpabameisaemcsi 8 OaHHbIlU MOMeHM)

Kopa, owumnbku: x81
BHyTpeHHee o603HaueHue owmbkn: EC RECORD BUSY

OnucaHume: Yrposa yxke obpabaTbiBaeTcs ApPYriMM KOMMOHEHTOM.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM O3HAKOMbTECH C
cozepxmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
npocMoTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku
O6HOBWUTE CMMCOK YrpO3 Yepe3 HeKOTOPOe BPeMms.

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA4 ou néxu.

CoobueHune 06 owmbke: File has already been quarantined (®Palin yxxe Haxodumcs 8 kapaHMuHe)

Koa owmnbkn: <82
BHyTpeHHee 0603HaueHne ownbku: EC_QUARANTINED FILE

OnucaHue: dalin yxe HaxoaMTCA B KapaHTUHe. Bo3MoXHO, yrpo3a yxe 6bina obpaboTaHa gpyrum
KOMMOHEHTOM.

AN BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLINOKM 03HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
NpocMOTpeTb KOMaHAOW # Journalctl ana GNU/Linux unm # less /var/log/messages ANs
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbkm
O6HOBWUTE CMMCOK YrpO3 Yepe3 HeKOTOPOe BPeMms.

Ecan YyCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ou néxun.
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CoobuweHune 06 owmbke: Update zone is not provided by cloud (3oHa obHoseHus 8 obsake HedocmynHa)

Kopa, owunbku: =83
BHyTpeHHee 0603HaueHne owmnbkmn: EC_NO ZONE IN CLOUD

Onucanue: MNMonbiTka 06HOBAEHMsA ¢ nomolybto Dr.Web Cloud 3aBeplunnack Heyaauen.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cozepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku
MoBTopuTe TpebyeMoe AeicTBrE Yepe3 HEKOTOPOE BPems.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHune 06 owmbke: Update zone is not provided on disk (3oHa obHos1eHus1 Ha ducke HedoCMynHa)

Kopa, owunbku: x84
BHyTpeHHee o603HaueHune owmnbkm: EC_NO ZONE ON DISK

OnucaHue: MNonbiTka 06HOBAEHWs BUPYCHbIX 6a3 B pexxme oddaaliH 3aBepLluniack Heyaauel.

[nsa BbISBNEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLINOKM O3HAKOMbTECH C
cofepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux miv # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. Y6eautech, UTo MyTb K YCTPOWCTBY, C KOTOPOTrO MPOM3BOAUTCA OBHOB/IEHWE, YKa3aH BEPHO.

2. Yb6eputecb, UTO MOAb30BaTENb, OT UMEHW KOTOPOTO BbIMNONHAETCA O6HOBEHVe, 0bnagaeT npaBamu
Ha YTeHWe KaTasiora ¢ O6HOBAEHUAMM.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLMUTE KO OLLIMOKA.

CoobuweHune 06 owmbke: Cannot backup before update (He ydasnoce coxpaHume pesepsHyro konuro neped
0bHoB/1eHuUeM)

Kopa, owunbku: =89
BHyTpeHHee 0603HaueHne owmnbkmn: EC_BACKUP FAILED

OnucaHue: Nepey Haya oM 3arpy3ku 0BHOBEHNI C cepBepa 0GHOBAEHWI He YAaN0Ch COXPaHUTb
pe3epBHYH0 KOMUIO MoANexallx 06HOBAEHWIO GaliioB.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
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FreeBSD). Bbl Taioke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbkm

1.

MpoBepbTe NPaBWILHOCTL NYTW K KaTasory, XpaHaLLeMy pe3epBHble KOMUM OBHOB/sEMbIX GaitioB u
npu HeOBXOAMMOCTU UCMpaBbTe ero (MapameTp BackupDir B cekumn [Update] daiina

KoHburypaumm).
e [1ns npocMoTpa 1 UCnpaBaeHUs NyTh neperante Ha cTpaHuly HacTpoek Updater Be6-uHtepdeiica
ynpaBieHus.

e Bbl Takke MOXeTe BOCMOAb30BaTbCA yTVU’W]TOVI ynpaBJaeHUA N3 KOMaH,ﬂ,HOI7I CTPOKMW.
ﬂ,flﬂ NPOCMOTPa TEKYLLEro 3Ha4yeHnAa napamMmeTpa BBegute KoOMaHay:
$ drweb-ctl cfshow Update.BackupDir
ﬂ,!lﬂ YCTaHOBKM HOBOTO 3Ha4eHMA NapaMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Update.BackupDir <H06HUIU”nb>
[ns cObpoca 3HaueHWs napamMeTpa B 3HaYEHME MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Update.BackupDir -r

O6HoBUTEe BUPYCHbIE Hasbl:

e Haxxmute OGHOBUTb Ha CTpaHuue FnaBHan Be6-|/|HTqu2€I7IC3 yrnpaBJe€HUA;
® WJIN BbINONHUTE KOMaHAY:

$ drweb-ctl update

Ecan owmnbka NOBTOPAETCA, NpOBEPbTE, YTO MNONb30BaTE/Ib, OT MMEHUN KOTOPOTO UCMONHAETCA
KOMMOHEHT, MMEET NMpaBa Ha 3anncCb B KaTanor, yKa3aHHbII\/‘I B NapameTpe BackupDir. Nms
nosib3oBaTeNs yka3zaHO B napameTtpe RunAsUser. |-|pVI HeO6XO,£I,I/IMOCTVI M3IMeHnTe nma
no/sib30BaTeNs, USMEHMB 3HaYeHME NapamMeTpa RunAsUser, WK NpegocCTaBbTe HeAOCTaroW e NpaBa
B CBOWCTBax KaTaJsiora.

Ecnv ownbka noBTOpSETCA, NepeycTaHoBUTE NakeT drweb-update.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLNTE KOZ OLWNOKN.

CoobuweHune 06 owwnbke: Invalid DRL file (Hedonycmumebili DRL-¢patin)

Kopa, owunbku: x90

BHyTpeHHee o603HaueHue owmnbku: EC_BAD DRL FILE

OnucaHue: HapylueHa CTpykTypa OZHOro 13 GaiioB co CMMcKaMu CEpBePOB OO HOBAEHWIA.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWS OLINOKM 03HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1.

I'Iposepre NnpPaBUAbHOCTb NYTN K ¢a|7u1y CnMncKa cepBepoB 1 npu HeO6XOAMMOCTM ncnpaebTe €ro
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(napameTpbl ¢ UMeHeM BWaa *Dr1Dir B cekumn [Update] daina kKonburypaumm).

e /1na npocMoOTpa 1 UCnpaBaeHUs NyTn neperante Ha cTpaHuly HacTpoek Updater Be6-uHtepdeiica
yrpaBaeHus.

e Bbl Takoke MOXKeTe BOCMOb30BaAThCA YIWIUTOW yNpaBaeHnus U3 KOMaHAHOIZ CTPOKMW.

[na npocmoTpa TekyLero 3HayeHvs napamMeTtpa BBeaute koMaray (< *DrlDir> Hy>KHO 3aMeHUTb Ha
NUMA KOHKPETHOro mapameTpa. Ecam nma napameTpa HeM3BECTHO, MPOCMOTPUTE 3HaUEHMSA BCEX
napameTpoB B CEKLM, OMYCTMB YaCTb KOMaH/bl, 3aKIHOYEHHYHO B KBaZpaTHble CKOOKW):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[ns ycTaHOBKM HOBOTO 3HaueHUs napameTpa BBeauTe komaHay (< *DrlDir> Hy>KHO 3aMEHWUTb Ha UMS
KOHKpETHOro napametpa):

# drweb-ctl cfset Update.<*DrlDir> <Hosgbslli nyme>

[ns cObpoca 3HaueHWs NapamMeTpa B 3HaYEHME MO YMOYaHUIO BBeauUTe KomaHay (< *DrlDir> HyxHo
3aMeHUTb Ha UMA KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r

O6HoBwWTe BUPYCHble Ha3bl:

e Haxxmunte O6HOBUTBL Ha cTpaHuLe MnaBHas Beb-uHTepdeiica ynpaBieHus;
® VAW BbINONHWUTE KOMaHAY:

$ drweb-ctl update
Ecnv ownbka noBTOpAeTCA, NepeyctaHoBMTE NakeT drweb-update.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecan YCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHUYECKYHO NOAAEDXKKY U COO6LLI,VITe KOA o noKun.

CoobuweHue 06 owmbke: Invalid LST file (Hedonycmumeili LST-¢badin)

Kopa, owumnbku: x91

BHyTpeHHee o0603HaueHne ownbku: EC_BAD LST FILE

OnucaHue: HapyuwieHa cTpyktypa daina ¢ nepeyHeM 0OHOBASAEMBIX BUPYCHbIX 6as.

AN BbIABAEHWS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpeTb KOMaHAOM # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1.

O6HoBMWTe BUPYCHbIe Ha3bl MOBTOPHO Yepe3 HEKOTOPOE BPeMms:

e Haxxmunte O6HOBUTBL Ha cTpaHuLe FnaBHas Beb-uHTepdeiica ynpaBieHus;
® VAW BbINONHWUTE KOMaHAY:

$ drweb-ctl update
Ecnv ownbka noBTOpAeETCA, NepeyctaHoBMTe NakeT drweb-update.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

PyKOBOACTBO aZMUHWCTpaToOpa

363



Ty
),
A

A
$

MpunoxxeHus

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Invalid compressed file (Hedonycmumeili cxxameiti ¢gpadin)

Koa owmnbku: x92
BHyTpeHHee o603HaueHne ownbku: EC_BAD LZMA FILE

OnucaHue: HapylueHa CTpykTypa 3arpy>keHHoOro daina ¢ 06HOBAEHVAMU.

AN BbIABAEHNS BO3MOXHOM NPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xxkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTPeTb KOMaHAOM # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

O6HoBWTE BUPYCHble 6a3bl MOBTOPHO Yepe3 HeEKOTOPOe BPeMs:

e Haxxmunte O6HOBUTBL Ha cTpaHuLe FnaBHas Beb-uHTepdeiica ynpaBieHus;
® VAW BbINONHWUTE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuieHune 06 owmbke: Proxy authentication error (Owubka aymeHmugukayuu Ha Npokcu-cepsepe)

Koa owmnbku: x93
BHyTpeHHee 0603HaueHne owmnbkmu: EC_PROXY AUTH ERROR
OnwucaHue: He ysanocb NoaknroumMTbCa K cepBepam 06HOBEHUI Yepes NPOKCK-CePBEP, YKa3aHHbIN B

HaCTpoOMKax.

[nsa BbISABEHUs BO3MOXHOW MNPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECh C
cogepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax MO YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. MNpoBepbTe NPaBWILHOCTb NMapaMeTPOB MOAKIFOUEHMs K MPOKCU-CEPBEPY (3a4atoTcs B MapameTpe ¢
UMEHeM Proxy B cekuuy [Update] dalina koHbUrypaumm).

e [1na npocMOTpa 1 3aaHns napamMeTpoB MOAKIHOYEHNUs NepenanTe Ha cTpaHuuy Hactpoek Updater
Beb-uHTepdeica ynpasaeHus.

e Bbl Takoke MOXKeTe BOCMOIb30BaAThCA YTWIUTOW yNpaBaeHnus U3 KOMaHAHOI7I CTPOKMW.

[na npocMmoTpa Tekylllero 3HaueHVa napamMeTpa BBeAWTe KOMaHAY:

$ drweb-ctl cfshow Update.Proxy
ﬂ,}'lﬂ YCTaHOBKM HOBOTO 3Ha4eHUA napamMeTpa BBeanTe KOMaHAY:

# drweb-ctl cfset Update.Proxy <HOBble hapamempsbl>
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Ons cbpoca 3HaueHUs napamMeTpa B 3HaUeHWe Mo YMOJYaHUIO BBEAWTE KOMaHAY:
# drweb-ctl cfset Update.Proxy -r

2. O6HoBUTe BUpPYCHbIE Ha3bl:

e Haxxmute O6HOBUTL Ha cTpaHuue MnaBHaA Beb-nHTepdelica ynpaBneHus;

® V1N BbINONHNTE KOMaHAY:

$ drweb-ctl update

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobuweHune 06 owmbke: No update servers available (Hem docmynHeix cepgepos ob6HoseHuUL)

Kopa, owunbku: x94
BHyTpeHHee o603HaueHue owmnbku: EC_NO UPDATE SERVERS

OnucaHwme: He y4anocCb NOAKAHOYNTECA HUN K O4HOMY 13 CEPBEPOB 06HOBNEHMIA.

[ns BbISBAEHVS BO3MOXHOMN NPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWS OLINOKM 03HaKOMbTECh C
coepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWKO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. I'Iposepre LOCTYNMHOCTb CETU N UCNPaBbTE MPU HeO6XOAI/IMOCTI/I ceTeBble HaCTpOI?IKI/I.

2. Ecnv pocTyn K ceTi BO3MOXEH TOJIbKO Yepes MpoKcu-cepsep, 3ajaite napameTpbl MOAKIOYEHMS K
npoKcu-cepBepy (3ajatoTcs B NapameTpe C UMEHeM Proxy B cekumn [Update] daiia

KoHburypaumm).
e /108 npocMOTpa 1 3aaHns NapamMeTpoB MOAKIHOYEHNUS NepenanTe Ha cTpaHuuy Hactpoek Updater

Beb-mHTepdelica ynpasaeHus.

e Bbl Takke MOXeTe BOCMOAb30BaTbCA 1'% WAUTOWN ynpaBJaeHUAa N3 KOMaHAHOl‘;I CTPOKW.
[na npocMmoTpa Tekylero 3HayeHvs napameTpa BBeAUTe KOMaHAY:
$ drweb-ctl cfshow Update.Proxy
ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NapamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset Update.Proxy <HOBble hapamempsbl>
[ns cbpoca 3HaueHVs napamMeTpa B 3HaYeHMe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Update.Proxy -r

3. Ecaum napameTpbl CETEBOrO MOAKIOYEHVS, B TOM UYMC/IE MCMOJIb3YEMOTO MPOKCU-CePBEPa,
npaBWibHble, a OLIMBKa NPOUCXOAUT, YEeaNTeCh B TOM, YTO Bbl UCMOJIb3YeTe AOCTYMHbINA CMMCOK
cepBepoB 06HOB/IEHNS. NepeueHb UCMOb3yeMbIX CEPBEPOB OOHOBAEHWS YKa3blBaeTCs B
napameTpax Buia *Dr1Dir B cekuun [Update] daiina KoHPUrypaLmm.

dalin cnvcka cepBepoB, TO yka3aHHble TaM cepBepbl BYAyT NCMOb30BaTbC BMECTO
CepBEPOB CTaHAAPTHOW 30HbI OOHOB/IEHNS (3HaYeHWe, yKa3aHHOe B COOTBETCTBYHOLLEM
napameTpe *Dr1Dir, UTHOPUPYeTCSH).

@ Ecnv napametpbl BUga *CustomDr1Dir yKa3biBarOT Ha CyLLECTBYHOLLUIA KOPPEKTHbIV

PyKOBOACTBO aZMUHWCTpaToOpa

365



Ty
),
A

A
$

MpunoxxeHus

e /117 npocmoTpa 1 3ajjaHns NapamMeTpoB MOAKIOYEHNS NepeianTe Ha cTpaHuLy Hactpoek Updater
Beb-vHTEpdelica ynpaBaeHUs.

e Bbl Takoke MOXKeTe BOCMOb30BaAThCA YIWIUTOW yNpaBaeHnus U3 KOMaHAHOIZ CTPOKMW.

[ns npocmoTpa TekyLero 3HayeHvs napamMeTtpa BBeaute koMaray (< *DrlDir> Hy>KHO 3aMeHUTb Ha
NUMA KOHKPETHOro napameTpa. Ecam nma napameTpa HeM3BECTHO, MPOCMOTPUTE 3HAaUEHME BCEX
napameTpoB B CEKLM, OMYCTMB YaCTb KOMaH/bl, 3aKIHOYEHHYHO B KBaZpaTHble CKOOKW):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[ns ycTaHOBKM HOBOTO 3HaueHUs napameTpa BBeauTe komaHay (< *DrlDir> Hy>KHO 3aMEHWUTb Ha UMS
KOHKpETHOro napametpa):

# drweb-ctl cfset Update.<*DrlDir> <Hosgbslli nyme>

[ns cObpoca 3HaueHWs NapamMeTpa B 3HaYEHME MO YMOYaHUIO BBeauUTe KomaHay (< *DrlDir> HyxHo
3aMeHUTb Ha UMA KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r

4. O6HoBMTe BMPYCHble Hasbl:

e Haxxmunte O6HOBUTBL Ha cTpaHuLe FnaBHas Beb-uHTepdeiica ynpaBieHus;
® LW BbIMNONHWTE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobueHune 06 owmbke: Invalid key file format (Hedonycmumsili gpopmam karoyesoeo galina)

Koa owmnbku: x95
BHyTpeHHee o0603HaueHne ownbku: EC_BAD KEY FORMAT

OnucaHue: HapylweH dopmat kitoueBoro darina.

AN BbIfABAEHWS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAaKOMbTECH C
cofep>xkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTpeTb KOMaHAoOM # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue owmbku
1. MNposepbTe Hannumne kKNtoUeBOro daiia 1 NPaBMALHOCTM MyTH K HeMy. [yTb K k1toueBoMy dainy
3aZlaeTca B napameTpe KeyPath B cekummn [Root] daiia KOHOUrypaumu.

e [lna npocmoTpa 1 3ajaHns MyTu K KitoueBomy dainy neperaute Ha ctpaHuuy O6Lme HaCTPOMKK
Beb-uHTEepdeiica ynpaBaeHUs.

e Bbl Takoke MOXKeTe BOCMOb30BaThCA YTWIUTOW yNpaBaeHus U3 KOMaHAHOIZ CTPOKMW.

[ns npocMoTpa Tekylllero 3HauyeHVs NapamMeTpa BBeAWTe KOMaHAY:

$ drweb-ctl cfshow Root.KeyPath
[na yctaHOBKM HOBOrO 3HaueHWa napamMeTpa BBeAUTEe KOMaHAIY:

# drweb-ctl cfset Root.KeyPath <nyme Kk ¢haliny>
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Ons cbpoca 3HaueHUs napamMeTpa B 3HaUeHWe Mo YMOJYaHUIO BBEAWTE KOMaHAY:
# drweb-ctl cfset Root.KeyPath -r

2. Ecnmy Bac oTcyTctBYeT KitoUeBOW daita, AN UCMONb3YEMbIV KNtoueBOM dalin MOBPEXAEH,
npuobpeTute 1 yctaHosute ero. OnncaHve KitoueBoro daina, cnocobbl NPUOGPETEHNS 1 YCTaHOBKM

OnncaHbl B pa3aene J'I|/||=|,eH3|/|posaH|/|e.

3. ,ﬂ,]’lﬂ YCTaHOBKN UMEKOLLeroca y BaCc Kio4eBoro q>a17u1a Bbl MOXETE BOCMNO/Ib30BaTbCA TaKXKe q)OpMOVI
aKTnBauUmn NNUEH3UK, paCFIOfIO)KEHHOl‘/’I B HVDKHEN YacTu CTPpaHuLUbI FnaBHas B€6-I/IHTGQQQGIZC6

yapaBaeHus.
4. TlapameTpbl TEKYLLEN NNLEH3UN MOXHO NPOCMOTPETb B ANYHOM KabuHeTe & Moii Dr.Web.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KOZ OLWNOKN.

CoobueHune 06 owmbke: License is already expired (Cpok delicmeus nuyeH3uu ucmek)

Kopa, owunbku: <96
BHyTpeHHee 0603HaueHue owmnbkmn: EC_EXPIRED KEY

OnwucaHune: CpoK AeVCTBUS NNLIEH3UM UCTEK.
[ns BbISBAEHMS BO3MOXHOMN NPUYMHBI U 06CTOATENICTB BO3HUKHOBEHMWS OLLNOKM 03HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWO ero MOXHO

nNpocMoTpeTb KOMaHaoM # journalctl gng GNU/Linux miv # less /var/log/messages Ans
FreeBSD). Bbl Taioke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TprobpeTnte HOBYHO NNLIEH3NKO U YCTAHOBUWTE MOJIYYEHHbIN KatoueBor datin. Cnocobsl
Np1o6peTeHNs NNLEH3UM 1 YCTaHOBKM KItOUeBOro daiina onvcaHsl B pasgene JlvleH3npoBaHue.

2. [ins yctaHOBKM MPUOBPETEHHOTO KIOUEBOTO dalina Bbl Takxke MOXETE BOCMO/Ib30BaThCs GOPMOiA
aKTVBaLWM JIMLIEH3UW, PaCrOIOXEHHON B HUXHEN YacTu cTpaHuvupl FnaBHas Beb6-uHtepdelica

ynpaBaeHus.
3. MapameTpbl TekyLLen TULEH3MU MOXHO MPOCMOTPETh B IMYHOM KabuHeTe & Moii Dr.Web.

Ecnn yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLMTE KO OLWNOKN.

CoobuweHune 06 owmbke: Network operation timed out (Micmek malim-aym cemesoli onepayuu)

Kopa, owunbku: <97
BHyTpeHHee o603HaueHue ownbku: EC_NETWORK TIMEDOUT

OnucaHue: /IcTek1o Bpems OXWiaHWsa CEeTeBOro CoeAmHeHus (BO3MOXHO, BHe3anHo nepecTan oTBedyaTb
YZaNeHHbIN y3en uiv He yaaeTcs YCTaHOBUTb TpebyeMoe coesrHeHue).

[ns BbISBAEHMS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
NpocMOTpeTb KOMaHaoM # journalctl gna GNU/Linux miv # less /var/log/messages ANs
FreeBSD). Bbl Taioke MoO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.
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YcrpaHeHue ownbku

MpoBepbTe JOCTYNHOCTb CETU M NPaBWIbHOCTb CETEBbLIX HacTpoekK. Mpn HeoBXoAMMOCTM UCnpaBbTe
CeTeBble HaCTPOWMKM 1 MOBTOPUTE OMNepaLuio.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: /nvalid checksum (Hedonycmumas koHmponeHas cymma)

Kopa, owunbku: =98
BHyTpeHHee 0603HaueHne owmnbkmu: EC_BAD CHECKSUM

OnucaHue: HeBepHas KOHTPO/IbHAA CyMMa 3arpy>KeHHoro daina ¢ 06HOBAEHUAMU.
[ns BbISBAEHVS BO3MOXHOWN MPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO

npocMoTpeTb KoMaHaoh # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

O6HoBwMTE BUPYCHbIE 6a3bl MOBTOPHO Yepe3 HEKOTOPOeE BPeMS:
e HaxxmuTe O6HOBUTL Ha cTpaHuue FnaBHaA Beb-nHTepdelica ynpaBaeHus;
® VAW BbIMOJHWATE KOMaHAY:

$ drweb-ctl update

Ecnv yctpanutb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKY N COOBLMTE KOZ OLLINOKN.

CoobuieHne 06 owmbke: Invalid trial license (Hedonycmumelili eMoHcmpayuoHHsIl kirodesoli ghalin)

Kopa, owunbku: x99
BHyTpeHHee o603HaueHne owmnbku: EC_BAD TRIAL KEY

OnucaHue: [leMOHCTPaLWOHHBIN KNtoUeBON halin HeAeWcTBUTENEH (HanmpuUMep, OH Bbla MoyYeH AN
ApYroro kommbtoTepa).

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENIbCTB BO3HUKHOBEHMWS OLINOKM 03HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. 3anpocwuTe HOBbIN AEMOHCTPALMOHHLIN Nepuos AN AaHHOTO KOMMbOTepa, WK NpruobpeTute HOBYHO
JINLEH3MIO 1 YCTaHOBUTE MOJTyYEHHBIV KitoueBol dain. Cnocobbl MpuobpeTeHns ANLEH3NN 1
YCTaHOBKM KtoUeBOro ¢alina onvcaHbl B pasgene JlnLeHspoBaHye.

2. [ins yctaHOBKM MPUOBPETEHHOTO KIOUEBOTO dalina Bbl Takke MOXETE BOCMO/Ib30BaThCs GOPMOiA
aKTVBaLWM JIMLIEH3UW, PaCrOIOXEHHON B HUXHEN YacTu cTpaHuvupl FnaBHas Beb6-uHtepdelica
ynpaBieHus.

3. MapameTpbl TekyLLel AULEH3MU MOXHO MPOCMOTPETh B IMYHOM KabuHeTe & Moii Dr.Web.
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Blocked license key (/luyeHauoHHbIl karo4esoli ¢palin 3a610KkUpo8aH)

Koa owmnbku: x100
BHyTpeHHee 0603HaueHne owmnbku: EC_BLOCKED LICENSE
Onucanume: Tekylaa auLeH3va 3a610KMpoBaHa (BO3MOXHO, HapyLLleHbl YCIOBWA JINLEH3UMOHHOTO

cornalleHus Ha ucnonb3oBaHune Dr.Web Server Security Suite).

[nsa BbISABNEHUs BO3MOXHOW MNPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECh C
cogepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux miv # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue owmnbku
1. TprobpeTnte HOBYHO NNLIEH3NKO U YCTaHOBUWTE MOJYYeHHbIN KitoueBor datin. Cnocobsl
nprobpeTeHns NULIEH3UM U YCTaHOBKM K1OUeBOTO dalina onucaHbl B pasgene JlvueHsvpoBaHme.

2. [ns yctaHOBKM NpuobBpeTeHHOro K1toyeBoro daina MOXHO BOCMNOAb30BaTbCd GOPMON akTMBaLMK
NNLEH3UW, PACMOJIOXKEHHOW B HUXKHEW YacTu cTpaHuubl TnaBHas Beb-nHTepdelica yrpasieHus.

3. MapameTpbl Tekyliei AMLEH3UM MOXHO NPOCMOTPETh B InuHoM kabuHete (J Moit Dr.Web.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Invalid license (Hedonycmumas auyeH3us)

Koa, owmnbku: x101
BHyTpeHHee o0603HaueHne owmnbku: EC_BAD LICENSE
Onucanue: Vlcnonb3yemasn NvLeH3VA NpejHa3HayveHa Ana Apyroro NporpaMMHOro npojaykra Wan He

COLEPXKMT HEOOXOAMMbBIX pa3peLleHnii Ans paboTsl komnoHeHToB Dr.Web Server Security Suite.

[nsa BbISABEHUs BO3MOXHOW MNPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECh C
cogepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax MO YMONYaHWIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue owmnbku
1. TprobpeTute HOBYHO NNLIEH3NKO U YCTAHOBMWTE MOJYYeHHbIN KitoueBor datin. Cnocobbl
nprobpeTeHns NNLIEH3UM 1 YCTaHOBKM K1OUeBOTO dalina onucaHbl B pasgene JlvueHsvpoBaHme.

2. [ns yctaHOBKM NpuobpeTeHHOro K1toyeBoro daina MOXHO BOCMNOAb30BaTbcd GOPMON akTMBaLMm
NNLEH3UW, PACMOJIOXKEHHOW B HUXKHEW YacTu cTpaHuubl FnaBHas Beb-nHTepdelica yrpasieHus.

3. MapameTpbl Tekyliei AMLEH3UM MOXHO NPOCMOTPETh B InuHoM kabuHete (J Moit Dr.Web.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

PyKOBOACTBO aZMUHWCTpaToOpa

369


https://support.drweb.com/get+cabinet+link/
https://support.drweb.com/get+cabinet+link/

Ty
),
A

A
$

MpunoxxeHus

CoobuweHue 06 owmbke: Invalid configuration (Hedonycmumas koHguypayus)

Kopa, owimnbku: <102
BHyTpeHHee 0603HaueHne owmnbkmn: EC_BAD CONFIG

Onwucanue: KomnoHeHT Dr.Web Server Security Suite He MoxeT QYHKLMOHMPOBAaTb M3-3a HemnpaBWIbHbIX
HacTpoek KoHbUrypaumm.

[nsa BbISiBAEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLINOKM O3HAKOMbTECH C
coepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaoh # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. Ecanm Ms KOMMOHEHTa, Bbl3BaBLUEro OWwmnbKy, HEM3BECTHO, MOMbITAaTECH €0 OMPEAENUTD,
03HaKOMMUBLLWCb C COAEPXKMUMBIM >KypHana.

2. Ecnv owmbka Bbi3BaHa KoMmnoHeHToM SplDer Guard, To, BeposiTHee BCero, 3aiaH cnocob paboTsl
KOMIMOHEHTa, KOTOprI7I HE Nnoaaep>XXMBaeTCA Ol'lepaLl,I/IOHHOI\/JI CUCTEMOV. I'Iposepre yCTaHOBﬂeHHbII‘/'I
pexuM paboTbl KOMMOHEHTa U NMPU HEOBXOAMMOCTUN MUCTIpaBbTe ero, ykasaB 3HaueHve Auto (MapameTtp

Mode B cekumn [LinuxSpider] dalina koHbuUrypaumm).
e /10 npocMOTpa 1 UCNpaBiAeHUs pexxumMa nepenante Ha cTpaHuly Hactpoek SplDer Guard Be6-

uHTepdeiica ynpaBaeHus.

e Bbl Takke MOXKeTe BOCMOAb30BaTbCA yTI/IﬂI/ITOI7I ynpaBJaeHUA N3 KOMaH,ﬂ,HOI‘;I CTPOKW.

,ﬂ,ﬂﬂ YCTaHOBKW 3Ha4YeHWA Auto BBeAUTE KOMAHAY:
# drweb-ctl cfset LinuxSpider.Mode Auto
[Ons cbpoca 3HaueHUs napamMeTpa B 3HaUeHWe Mo YMOJYaHUIO BBEAWTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode -r

Ecnmn ownbka NOBTOPUTCS, BbIMOJAHUTE PYUHYIO COOPKY U YCTAHOBKY 3arpy>kaeMoro Moayas sapa s
komnoHeHTa SplDer Guard.

TO/NIbKO B TOM Ciaydae, eCanv UCnoab3yemMasa BaMu oC BXOA4UT B CMNUCOK

2 PaboTta komnoHeHTa SplDer Guard v 3arpy>kaeMoro Mozyns sapa rapaHTmpyetcs
noaaep>mBaeMbix (CM. pasgen CucteMHble TpeboBaHWUA YU COBMECTUMOCTD).

3. Ecnv owmnbka BbI3BaHa APYrvM KOMMOHEHTOM, TO COPOCbTEe €r0 HACTPOMKN B 3HAUEHMs MO
YMOJTUYaHMIO F0ObIM YA06HBIM 4151 BaC Cnocobom:

® MCNO/Ib3yA CTPaHULY HaCcTpOeK 3TOro KOMMNOHEHTa B Be6—|/|HTep¢e|7|ce yrnpaBJeHUA;
e Mpu NoMoLwm KomaHa drweb-ctl cfshow U drweb-ctl cfset;

e OTpesaKkTMpOBaB BPYyYHyto daiin KoHburypaumm (yaaave Bce napameTpbl U3 CEKLMM KOMMOHEHTA).

4. Ecav npegpiaylive warn He noMoran, copocbTe Hactpoinkn Dr.Web Server Security Suite B 3HaueHus
Mo YMOJTYaHMIO.

[ns 3toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npu atom pekomeHayeTcs
COXPaHWUTb pe3epBHYH KOMUK KOHOUrYpaLMOHHOro daiina), HanpuMep, BbIMOJHUB KOMaHAb!:

e ans GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini
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o nnqa FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn daiina koHGUrypauum nepesanyctmte AeMOH ynpaBieHus KOHPUrypaumen, BbINoAHVB
KOMaHay:

# service drweb-configd restart

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Invalid executable file (Hedonycmumelili ucnoaHsemeili gpaiin)

Kopa, owumnbku: x104
BHyTpeHHee 0603HaueHne ownbku: EC_BAD EXECUTABLE

OnucaHue: HeBO3MOXHO 3amnyCTUTb KOMMOHEHT. McnonHsembli daiin NnoBpexaeH Uam nyTb K Hemy
yKa3zaH HeBepHO.

Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONUYaHWIO ero MOXHO
NpocMoTpeTb KOMaHZoM # journalctl gna GNU/Linux miv # less /var/log/messages ANS
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. Ecan MA KOMMOHEHTa, Bbi3BaBLUErO OLIJI/I6Ky, HEen3BEeCTHO, nonbITaTecb ero onpeaenuntb,
O3HaKOMMBLUNCb C COAEPXKMMbIM >KXypHana.

2. TpoBepbTe 3HaUeHWe MyT! K UCMoHTeMoMy daiiy KOMMOHeHTa B KoHburypauvmn Dr.Web Server
Security Suite (napameTp ExePath B CeKUMM KOMMOHEHTA), BbIMOJHUB KOMaHAY (3aMeHuTe <cekyus
KOMNOHeHMa> Ha Ha3BaHWe COOTBETCTBYHOLLEN cekuum daiina koHburypaLmm):

$ drweb-ctl cfshow <cekyud KOMNOHeHMa> .ExePath

3. CbpocbTe MyTb B 3HaUEHWE MO YMOAYAHWIO, BbIMOJIHUB KOMaHAY (3aMeHUTE <cekyus KOMNOHeHmMa> Ha
Ha3BaHVe COOTBETCTBYHOLLEl cekumm daiina KoHbUrypaLmum):

# drweb-ctl cfset <cekyus KOMhOHeHmMa> .ExePath -r

4. Ecav npegplaylive warv He NMOMOTAW, NepeycTaHOBUTE MakeT COOTBETCTBYHOLLETO KOMMOHEHTa.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHue 06 owmbke: Core engine is not available (0po Virus-Finding Engine HedocmynHo)

Koa owmnbku: x105
BHyTpeHHee 0603HaueHne owmnbku: EC NO CORE ENGINE

Onwucanue: Pain aHtvBMpycHoro aapa Dr.Web Virus-Finding Engine oTcyTcTBYyeT unm HefocCTyneH.

,ﬂ,]’lﬂ BbISIBI€HWNS BO3MOXHOWN NPUYnHbI N 06CTOATENLCTB BO3HWKHOBEHMS OLLIMOKN O3HAKOMbTECH C
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cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
nNpocMOTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. MNposepbTe NPaBWILHOCTL MYyTW K Gainy aHTUBUPYCHOTO aapa drweb32.d11 v Npu Heo6Xo0AMMOCTH
ncnpasbTe ero (napameTp CoreEnginePath B cekumn [Root] daina koHGurypauum).

e [lna npocMmoTpa 1 UCnpaBaeHUs MyTu nepenante Ha cTpaHuLy O6wmne HacTpoiiku Beb-vHTepdeiica
ypaBAeHUs.

e Bbl Takoke MOXKeTe BOCMOb30BaAThCA YTWIUTOW yNpaBaeHns U3 KOMaHAHOIZ CTPOKMW.

[ns npocMoTpa TekyLlero 3HayeHus napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.CoreEnginePath

,D,J'IFI YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Root.CoreEnginePath <HO8bIU nymoe >

ﬂ,flﬂ c6poca 3Ha4yeHuA nNapamMeTpa B 3Ha4YeHne No yMOJI4aHUO BBEeAUTE KOMaHAY:
# drweb-ctl cfset Root.CoreEnginePath -r

2. O6HoBwuTe BUpYCHble 6a3bl:

e Haxxmunte O6HOBUTBL Ha cTpaHuLe MnaBHas Beb-uHTepdeiica ynpaBieHus;
® VAW BbINONHWUTE KOMaHAY:

$ drweb-ctl update

3. Ecav nytb npaBunbHbIN 1 owMbKa NOBTOPAETCA Nnocae 0O6HOBEHMS BUPYCHbIX 6a3, nepeyctaHoBUTE
rnaket drweb-bases.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLLIMOKA.

CoobuweHune 06 owmbke: No virus databases (BupycHele 6a36i omcymcmayrom)

Koa owmnbku: x106
BHyTpeHHee o603HaueHne owmnbkmu: EC_NO VIRUS BASES

OnucaHue: BupycHble 6a3bl OTCYTCTBYHOT.

[nsa BbISBNEHUs BO3MOXHOW MPUUMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECh C
cogepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax MO YMONYaHWIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue owmbku
1. MNpoBepbTe NPaBWILHOCTL MYTW K KaTasory BUPYCHbIX 6a3 1 Npu He0H6XOAMMOCTU UCMpaBbTe ero
(napameTp VirusBaseDir B cekumu [Root] daina koHbuUrypaumm).

e [1ns npocMoOTpa W UcnpaBiaeHUs nyTn neperante Ha cTpaHuly O6uime HacTpoWkn Beb-nHTepdeiica
yrpaBaeHus.
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e Takke Bbl MOXETE BOCMO/b30BaTbCSA VTUIUTOWN VIPABAEHVS U3 KOMaHAHOl‘/'I CTPOKMW.

[na npocmoTpa TekyLlero 3HayeHna napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Root.VirusBaseDir

,D,J'IFI YCTaHOBKM HOBOTO 3Ha4yeHUA NnapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU hymb >

ﬂ,flﬂ c6poca 3Ha4yeHuA nNapamMeTpa B 3Ha4YeHMe No yMOJIHaHUIO BBEeAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

O6HoBwWTe BUPYCHble Ha3bl:

e Haxxmunte O6HOBUTBL Ha cTpaHuLe MnaBHas Beb-uHTepdeiica ynpaBieHus;

® V1N BbINONHNTE KOMaHAY:

$ drweb-ctl update

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO NOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Process terminated by signal (Mpoyecc 3asepuwieH no cueHay)

Koa, owimnbku: <107

BHyTpeHHee 0603HaueHne owmnbku: EC_APP TERMINATED

OnucaHue: KOMMNOHeHT 3aBepLumi paboTy (BO3MOXHO, 13-3a MPOCTOS UAW BCIEACTBME KOMaHAbI
noab3oBaTens).

[nsa BbISABAEHUS BO3MOXHOW MPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECh C
cogepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWIO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl ana GNU/Linux miv # less /var/log/messages Ans
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1.

Ecnv BbinosHABLUAsACA onepauma He 6blna 3aBeplueHa, TO MOBTOPUTE ee 3aMyck CHOBa. B npoTvBHOM
CNyyae 3aBeplueHve paboTbl He ABASETCA OWNOKON.

Ecnv KOMNOHEHT NOCTOAHHO 3aBepLUaeT CBOK paboTy, Nonpobyiite cOPOCUTb HACTPOIKM
KOMMOHEHTa B 3HaYEHWA MO YMOJYaHUIO IH06bIM YA06HbBIM 415 Bac crnocobom:

® 1CMOJ/Ib3ys CTPaHULY HAaCTPOEK 3TOro KOMMOHEHTa B Beb-uHTepdelice ynpaBaeHus;
e MNpu nomouwm Komana drweb-ctl cfshow ndrweb-ctl cfset;
e OTpeAaKkTMpOBaB BPYyUHyto dain koHburypauum (yaanve Bce napameTpbl U3 CEKUMN KOMMOHEHTa).

Ecnn 310 He nomorno, nonpobyite cbpocutb HacTponkn Dr.Web Server Security Suite B 3HaueHuWs no
YMOJIYaHWIO.

[Ana 3TOr0 ounctuTe cogepkvmoe daina /etc/opt/drweb.com/drweb.ini gna GNU/Linux
mnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomeHayeTcs

COXPaHUTb PE3EPBHYH KOMUKO KOHAUIYpaLmMOHHOro dalina), HanpuMep, BbINOJHUB KOMaHZAbI:
e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e nnq FreeBSD:
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MAT
&3

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn daiina koHGUrypauum nepesanyctute AeMOH ynpaBieHus KOHGUrypaumen, BbINOAHMB
KOMaHay:

# service drweb-configd restart

Ecan YCTpaHWTb Ol VI6Ky He yaacTtcs, O6paTVITer B TEXHUYECKYHO NOAAEPDXKKY U COO6U.I,VITe KOA4 ow noxu.

CoobuweHune 06 owmbke: Unexpected process termination (HenpedsudeHHoe 3agepuieHue npoyecca)

Koa, owimnbku: x108
BHyTpeHHee 0603HaueHne owmnbkmn: EC_APP CRASHED

OnuncaHune: KOMMOHEHT HEOXMAAHHO 3aBepLuwa paboTy No npuunHe cbos.
Ana BbIABAEHNA BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWUS OLIMOKM O3HAKOMbTECH C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONUYaHWIO ero MOXHO

NpocMOTpeTb KOMaHZoM # journalctl gna GNU/Linux miv # less /var/log/messages ANS
FreeBSD). Bbl Taioke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. MoBTOpUTE BLIMOAHABLUYIOCA OMEpaLyio.

2. Ecnv KOMMNOHEHT MOCTOSIHHO aBapuWiHO 3aBepLUaeT CBO paboTy, COPOCbTe HaCTPOWKM KOMMOHeHTa B
3HaYeHUs Mo YyMOoJTYaHUKO NH06bIM YA06HbLIM A BaC CNocoboMm:

® MCNO/Ib3yA CTPaHULY HaCcTpOeK 3TOro KOMMNOHEHTa B Be6-I/IHTepq2€‘I7IC6 yrnpaBJeHUA;
e Mpu NoMoLwm KomaHa drweb-ctl cfshow U drweb-ctl cfset;

e OTpesaKkTVpOBaB BPYUHyto daiin KoHburypaumm (yaaname BCce NapaMeTpbl U3 CeKLMM KOMMOHEHTa).
3. Ecav 310 He nomorno, copocbTe HacTpoikn Dr.Web Server Security Suite B 3HaYeHWs no ymMoa4vaHuto.

[ns atoro ounctute cogepxmmoe daina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
wnn /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npu atoM pekomeHayeTcs

COXPaHUTb PE3EPBHYHD KOMUIO KOHAOUIYPaLIMOHHOTO dalina), HanpuMep, BbIMOJHUB KOMaHZAbI:
e ans GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

o ana FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.save
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkm daitna koHbUrypaumm nepesanycrute 4eMoH ynpasaeHns KOHGUrypaLmen, BbINOTHMB
KOMaHzy:

# service drweb-configd restart

4. Ecam owmnbka noBTopsetcs nocae copoca Hactpoek Dr.Web Server Security Suite, nepeycraHosute
NnakeT KOMMNOHeHTa.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.
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Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY N COOBLLMUTE KOZ OLLIMOKN.

CoobuweHune 06 owmbke: Incompatible software detected (O6HapyxeHo Hecoemecmumoe [10)

Koa owmnbku: x109
BHyTpeHHee o603HaueHue owmbku: EC  INCOMPATIBLE

Onucanume: OAVH UNW HeCKOIbKO KOoMMoHeHToB Dr.Web Server Security Suite He moryT
byHKUMOHMPOBaTb KOPPEKTHO. B cucteme obHapykeHO nporpammHoe obecneveHvie, NpenaTcTBytoLLee
nx pabore.

[nsa BbISBNEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLINOKM O3HAKOMbTECh C
coepxmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHWKO ero MOXHO
npocMoTpeTb KoMaHaoh # journalctl ana GNU/Linux mav # less /var/log/messages ANs
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. OTkNtOUMTE UAN NEPEHACTPOTe KOHPAMKTYIOLLEe NPOrpamMMHoe obecrneyeHne Takum obpasom,
yTOObl OHO He Mewano pabote Dr.Web Server Security Suite.

Ecnv yctpanutb owmnbky He yaactcsa, obpaTtutech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuieHue 06 owmbke: NSS is not available (KomnoHeHm NSS HedocmyneH)

Koa, owmnbku: <111
BHyTpeHHee o603HaueHue owmnbkmu: EC_NO LINUX NSS

Onucanue: KomnoHeHT SplDer Guard asst NSS, Heobxoaumbl Ans nposepku ToMoB NSS, oTcyTcTBYeT.

[nsa BbISBNEHUs BO3MOXHOW MPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMWS OLLINOKM O3HAKOMbTECH C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaol # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. MNpoBepbTe NPaBWILHOCTb MYTW K UCNONHAEMOMY daliny drweb-nss U NPU HEOH6XOANMOCTU
ncnpaBbTe ero (MapamMeTp ExePath B cekumn [NSS] daiina koHburypaumu).
Bbl MOXKeTe BOCMNO/b30BaThCS v WNUTOM ynpaBaeHWA U3 KOMaH/J,HOVI CTPOKW.
,ﬂ,ﬂﬂ NPOCMOTPa TEKYLLEro 3Ha4yeHnA napamMmeTpa BBegunTte KoOMaHay:
$ drweb-ctl cfshow NSS.ExePath
ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NnapamMeTpa BBeguTe KOMaHAY:
# drweb-ctl cfset NSS.ExePath <HO86IU nyms >
[ns cbpoca 3HaueHVs MapameTpa B 3HaUeHMWe MO YMOJIYaHUIO BBEAWUTE KOMaHAY:
# drweb-ctl cfset NSS.ExePath -r

2. [Mpw oTcyTcTBUM HacTpoek koMnoHeHTa SplDer Guard gns NSS B KoHOUrypaumm, nam B ciydae
BO3HWKHOBEHWA OLIMOKN NPW yKa3aHUW MPaBUALHOTO MyTy, YCTaHOBUTE WKW MepeycTaHOBWUTe nakeT
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drweb-nss.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: Kernel module is not available (HedocmyneH modysab s0pa Linux dns SplDer
Guard)

Kopa, owmnbku: <113
BHyTpeHHee o603HaueHne owmnbku: EC_NO KERNEL MODULE

Onucanue: Mogynb sgpa Linux, Heobxoanmbliin ans paboTbl SplDer Guard, oTcyTcTyerT.

[nsa BbISBNEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLINOKM O3HAKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaol # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue owmnbku
1. MpoBepbTe yCTaHOBAEHHBIV PeXVM pPaboTbl KOMMOHEHTa M MPU HEOBXOAVMOCTY UCMPaBbTe ero,
yKka3aB 3HaueHvie Auto (MapameTp Mode B cekumn [LinuxSpider] dalina koHburypaumm).

e /115 npocMOTpa 1 UCMpaBAeHUs pexuMa nepenanTe Ha cTpaHuly Hactpoek SplDer Guard Be6-
uHtepdeica ynpasieHus.

e Bbl Takke MOXeTe BOCMOAb30BaTbCA 1'% WAUTOWN ynpaBJeHUA N3 KOMaHAHOI‘/’I CTPpOKW.

[na yctaHOBKM 3HaueHva Auto BBeAUTe KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode Auto

[na cbpoca 3HaveHVs napameTpa B 3HaUYeHWe MO YMOJYaHUIO BBEAWUTE KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode -r

2. Ecnv owwvbka NOBTOPUTCS, BbIMOJHWATE pPYUHYHO COOPKY U YCTaHOBKY 3arpy>aemMoro Moayis sapa Aans
komnoHeHTa SplDer Guard.

TO/IbKO B TOM C/lyyae, eciv ucnonb3yemas Bamu OC BXOAWT B CMMCOK
noasep>mBaemsblx (CM. pasgen CuctemHble TpeboBaHUA U COBMECTUMOCTb).

CI PaboTa komnoHeHTa SplDer Guard v 3arpy>kaemMoro Moayns sjpa rapaHTMpyeTtcs

Ecnv yctpanntb owmnbky He yaactcs, obpaTtitech B TEXHUYECKYIO MOAAEDXKKY N COOBLMTE KOZ OLLINOKN.

CoobuweHune 06 owmbke: MeshD is not available (KomnoHeHm MeshD HeDocmyneH)

Kopa, owimnbku: <114
BHyTpeHHee 0603HaueHne owmnbkmu: EC_NO MESHD

OnucaHue: OTtcyTcTBYeT KOMMOHeHT Dr.Web MeshD (TpebyeTtcs ans pacnpeseneHns Harpy3ku npu
nposepke ¢annos).
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AN BbIABAEHNS BO3MOXHOM MPUYMHBI 1 06CTOATENBCTB BO3HUKHOBEHWS OLINOKM 03HAKOMbTECH C
cofep>xxkumbiM XypHana Dr.Web Server Security Suite (npu HacTpokax N0 YMOJYaHMKO €ro MOXHO
NpoCcMOTPeTb KOMaHAOM # Journalctl ana GNU/Linux muam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINMONHUTL KOMaHAy # drweb-ctl log.

YcrpaHeHue ownbku

1. MNposepbTe NPaBWILHOCTL MYTW K UCNONHAEMOMY daliny drweb-meshd 1 Npu HEOBXOANMOCTM
ncnpasbTe ero (napameTp ExePath B cekumn [MeshD] daina koHbuUrypaumm).
Bbl MO>XeTe BOCMO/Ib30BaTbCA YTWIWUTOW YIpaBAEHUA U3 KOMaHAHOMN CTPOKW.
[na npocmoTpa TekyLero 3HaYeHvs napameTpa BBeAUTE KOMaHAY:
$ drweb-ctl cfshow MeshD.ExePath
[na ycTaHOBKM HOBOrO 3HaYeHWa nNapameTpa BBeAWUTe KOMaHAY:
# drweb-ctl cfset MeshD.ExePath <HO08bIlU nyme >
[na cbpoca 3HaveHVs NapameTpa B 3HaUYeHWe MO YMOJYaHUIO BBEAWUTE KOMaHAY:

# drweb-ctl cfset MeshD.ExePath -r

2. Tpw oTcyTcTBUM HacTpoek koMnoHeHTa Dr.Web MeshD B koHurypauum, nam B cnyvae
BO3HWKHOBEHWS OLIMOKM NPU yKa3aHWUM NPaBUAbHOTO MyTW, YCTAaHOBWTE WA NepeycTaHOBUTe nakeT
drweb-meshd

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecnu yctpaHutb owmbky He yaactcsa, obpatnTech B TEXHUYECKYO MOAAEPXKKY U COOBLLMTE KOZ OLNOKN.

CoobueHne 06 owmbke: Scankngine is not available (Scanning Engine HedocmyneH)

Kopa, owmnbku: <119
BHyTpeHHee o603HaueHue owmnbku: EC_NO SCAN ENGINE

Onucanue: KomnoHeHT Dr.Web Scanning Engine oTcyTcTByeT Uan He MOXET BbiTb 3anyLLeH.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENICTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. MNpoBepbTe NPaBWILHOCTb MYTW K UCNOAHAEMOMY daliny drweb-se U NPU HEOH6XOANMOCTU
ncnpasbTe ero (mapameTp ExePath B cekumn [ScanEngine] dalina KoHGUrypaumm).

Bbl MOXeTe BOCNOAb30BaTLCA y NAUTOWN yrnpaBJieHna n3 KOMaHAHOVI CTPOKW.
,D,J'IFI NPOCMOTPa TEKYLLEro 3Ha4yeHnAa napamMmeTpa BBegute KOMaHay:
$ drweb-ctl cfshow ScanEngine.ExePath

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NapaMeTpa BBeguTe KOMaHAY:

# drweb-ctl cfset ScanEngine.ExePath <HO8bIlU nyms >
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[ns cbpoca 3HaueHVs MapamMeTpa B 3HaUeHMWe MO YMOJIYAHUIO BBEAWUTE KOMaHAY:
# drweb-ctl cfset ScanEngine.ExePath -r
2. B cnydyae BO3HUKHOBEHUA owmnbKm npwv yKasaHnun npaBuabHOTO NyTU:
e BbinosHuTe KOmaHay:

$ drweb-ctl rawscan /

Ecan B BbIBOAE Ha 3KpaH MPUCYTCTBYET CTpOKa «Error: No valid license provided», TO 3TO
O3HayaeT, UTo OTCYTCTBYeT AEMCTBYOLLMIA KNtoUueBon daiin. 3apeructpupyite Dr.Web Server Security
Suite v noayunTe ANLEH3NKO. ECM NULEH3NA BaMy NOJyYeHa, TO NPOBEPbTE Ha/lNuMe KIHUYEBOrO
dbalina v yctaHoBuTe €ro nNpu HeoH6XoAMMOCTH.

e Ecnn Bawa OC mcnonb3yeT noacuctemy 6esonacHocty SELinux, HacTpoite noantnky 6esonacHoCTu
anA Moayns drweb-se (CM. pa3gen Hactpovika noavtuk 6esonacHoctu SELinux).

3. Tpw oTcyTcTBUM HacTpoek koMnoHeHTa Dr.Web Scanning Engine B koHGUrypauuv, niv ecam
npeAbigyLime Wwarv He NMoMOTIY, YCTaHOBUTE WU NepeyCcTaHOBUTE MakeT drweb-se.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecan ycTpaHuTh ownbKy He yaactcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLMUTE KO OLLIMOKN.

CoobueHune 06 owmbke: FileCheck is not available (File Checker HedocmyneH)

Koa owmnbku: x120
BHyTpeHHee o603HaueHne owmnbkmu: EC NO FILE CHECK

Onwucanue: KomnoHeHT Dr.Web File Checker oTcyTctByeT mam He MO>eT ObITb 3anyLLeH.

[nsa BbISABNAEHUS BO3MOXHOW MPUYMHBI 1 0BCTOATENbCTB BO3HUKHOBEHMWS OLLUNOKM O3HAKOMbTECh C
cogepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax MO YMONYaHMIO ero MOXHO
npocMoTpeTb KoMaHaon # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. MNpoBepbTe NPaBWILHOCTb MYTW K UCMOAHAEMOMY daliny drweb-filecheck v Npu HeO6XOAUMOCTH
ncnpasbTe ero (napameTp ExePath B cekumn [FileCheck] daina koHbuUrypaumm).
Bbl MOXeTe BOCMO/Ib30BaThCA v WINTOWN ynpaBaeHWA U3 KOMaHAHOI7| CTPOKW.
[Ans NpocMoTpa TekyLLlero 3HayeHns mapaMeTpa BBEAWTe KOMaHAY:
$ drweb-ctl cfshow FileCheck.ExePath
,ﬂ,ﬂﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBeguTe KOMaHAY:

# drweb-ctl cfset FileCheck.ExePath <HO8bIU nyme >
[nsa cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset FileCheck.ExePath -r
2. B cnyuvae BO3HMKHOBEHWA OLIMOGKN NPU yKazaHWUM NPaBuabHOTO MyTu:

e Ecnm Bawa OC ucnonb3yet nogcucteMy 6esonacHoctn SELinux, HacTpolite noauntuky 6esonacHoCcTu
ona Mopyns drweb-filecheck (cM. pa3gen Hactporika nonuntmk 6e3onacHocty SELInuX).

3. Tpwu oTtcytcTBMM HacTpoek koMnoHeHTa Dr.Web File Checker B koHbUrypauwm, win ecnn npeasigyiive
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larv He NoOMOraK, yCTaHOBUTE MW NepeycTaHoBUTe NakeT drweb-filecheck.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecan ycTpaHuTh ownbKy He yaacTcs, obpatntech B TEXHUUECKVHO MOAAEDXKKY N COOBLLUTE KO OLLIMOKN.

CoobuweHune 06 owmbke: ESAgent is not available (ES Agent HedocmyneH)

Koa, owmnbku: <121
BHyTpeHHee 0603HaueHMe owmnbkmn: EC NO ESAGENT

Onucanue: OTcyTcTBYyeT KOMMoHeHT Dr.Web ES Agent, HeO6x0aUMbIV AN NOAKNKOYUEHUS K CepBepy
LieHTPaIM30BaHHOM 3aLLUThI.

[nsa BbISBNEHUs BO3MOXHOW MNPUUMHBI 1 0BCTOATENIbCTB BO3HUKHOBEHMS OLLINOKM O3HAKOMbTECh C
coepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax Mo YMONYaHMO ero MOXHO
npocMoTpeTb KoMaHaol # journalctl ana GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbIMOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. TpoBepbTe NPaBWIbHOCTb MyTU K UCMONHSeMOMYy daiiy drweb-esagent U NPU HEOHXOAUMOCTU
ncnpasbTe ero (napameTp ExePath B cekumn [ESAgent] daitia koHburypaumm).

Bbl MOXeTe BOCMONb30BaTbCA VTUIUTON YPaBAEHUs U3 KOMaHZAHON CTPOKM.

[na npocMoTpa Tekylero 3HayeHvs napameTpa BBeAUTe KOMaHAY:
$ drweb-ctl cfshow ESAgent.ExePath

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA napamMeTpa BBegnTe KOMaHAY:
# drweb-ctl cfset ESAgent.ExePath <HO8bIU nyme >

[ns cbpoca 3HaueHVs NapamMeTpa B 3HaYeHWe MO YMOJYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset ESAgent.ExePath -r

2. Tpw oTcyTCTBMM HacTpoek komrnoHeHTa Dr.Web ES Agent B koHduWrypaumm, unm B ciyyae
BO3HWKHOBEHWS OLIMOKN NPU yKa3aHWUM NPaBUAbHOTO MyTW, YCTaHOBWTE UAWN MepeyCcTaHOBUTE nakeT
drweb-esagent.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3senax YctaHoBka Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobueHne 06 owmnbke: NetCheck is not available (Network Checker HedocmyneH)

Kopa, owmnbku: x123
BHyTpeHHee 0603HaueHue owmnbkmn: EC_NO NETCHECK

OnucaHue: OTcytctByeT KoMNoHeHT Dr.Web Network Checker, HeobxoammbI ana nposepku Gpaiiios no
ceTw.

,D,J'IFI BbISIB/IEHWS BO3MOXKHO NPUYnHbI N 06CTOATENbCTB BO3HMKHOBEHMS OLLINOKM O3HAKOMbTECH C
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cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWIO ero MOXHO
nNpocMOTpeTb KOMaHAOW # Journalctl ana GNU/Linux uam # less /var/log/messages ANs
FreeBSD). Bbl Takoke MO>eTe BbINONHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

1. MNposepbTe NPaBWILHOCTL MYTW K UCNOAHAEMOMY daliny drweb-netcheck v Npu Heo6X0ANMMOCTH
ncnpasbTe ero (napameTp ExePath B cekuyn [Netcheck] daitna koHburypaumm).

Bbl MOXKeTe BOCMO/Ib30BaTbCA YTWIWUTOW YIPABAEHUS U3 KOMaHAHON CTPOKW.

[ns npocMoTpa TekyLero 3HayeHus napameTpa BBeAWUTE KOMaHAY:
$ drweb-ctl cfshow Netcheck.ExePath

,D,J'IFI YCTaHOBKM HOBOTO 3Ha4yeHUA NnapamMeTpa BBegUTe KOMaHAY:
# drweb-ctl cfset Netcheck.ExePath <HO8bIU nyms >

ﬂ,flﬂ c6poca 3Ha4yeHuA napamMeTpa B 3Ha4YeHMe No yMOJIHaHUIO BBEeAUTE KOMaHAY:
# drweb-ctl cfset Netcheck.ExePath -r

2. Tpw oTcyTcTBUMM HacTpoek koMnoHeHTa Dr.Web Network Checker B koHburypaumm nam B cnyvae
BO3HUKHOBEHWA OLINOKM NPW yKa3aHUM NPaBWIbHOTO MyTW, YCTaHOBUTE WAW MepeycTaHoBUTe nakeT
drweb-netcheck.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecnv yctpanntb owmnbky He yaactcsa, obpaTtitech B TEXHUYECKYIO MOAAEDXKY U COOBLMTE KOZ OLLINOKN.

Coob6uweHune 06 owmbke: CloudD is not available (KomnoHeHm CloudD HedocmyneH)

Kopa, owimnbku: <124
BHyTpeHHee 0603HaueHne owmnbkmn: EC_NO CLOUDD

Onucanue: OTcyTcTByeT KoMMoHeHT Dr.Web CloudD, Heobxoanmbili Ans obpalyeruns K obaaky Dr.Web
Cloud.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATENICTB BO3HUKHOBEHMWA OLINOKM 03HaKOMbTECh C
cozepxkmmbim xypHana Dr.Web Server Security Suite (npu HacTpolikax No YMONYaHWO ero MOXHO
npocMoTpeTb KoMaHaoM # journalctl gna GNU/Linux mav # less /var/log/messages Ans
FreeBSD). Bbl Taikoke MO>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcrpaHeHue ownbku

1. MpoBepbTe NPaBWILHOCTL NYTH K UCMOJHAEMOMY daliny drweb-cloudd v MPU HEOBXOAMMOCTH
ncnpasbTe ero (mapameTp ExePath B cekumn [CloudD] dalina KoHGUrypaLmm).

Bbl MOXeTe BOCMNO/Ib30BaThCA y WINTON yrnpaBJieHna n3 KOMaHAHOVI CTPOKW.
,D,J'IFI NPOCMOTPa TEKYLLEro 3Ha4yeHnAa napamMmeTpa BBegute KOMaHay:
$ drweb-ctl cfshow CloudD.ExePath

ﬂ,flﬂ YCTaHOBKM HOBOTO 3Ha4YeHUA NapaMeTpa BBeguTe KOMaHAY:

# drweb-ctl cfset CloudD.ExePath <HO8bIlU nymb>
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[ns cbpoca 3HaueHVs MapamMeTpa B 3HaUeHMWe MO YMOJIYAHUIO BBEAWUTE KOMaHAY:

# drweb-ctl cfset CloudD.ExePath -r

2. Tlpw OTCYyTCTBUM HAaCTPOEK KOMMOHEHTa Dr.Web CloudD B KOHOUrypaumm unm B caydae
BO3HWKHOBEHWA OLLIUOKM npwv ykasaHun npaBuabHOTO NyTH, YCTAHOBUTE AW nepeyCcTtaHOBUTE NakeT
drweb-cloudd

NHcTpykumm no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3senax YcraHoBka Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.

Ecnu yctpaHutb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY U COOBLLUTE KOZ OLWNOKN.

CoobuweHune 06 owmbke: Unexpected error (HenpedsudeHHas owiubka)

Koa owmnbkun: x125
BHyTpeHHee 0603HaueHne owmnbkmu: EC_UNEXPECTED ERROR

OnucaHwme: Bo3Hukna HenpeaBunaeHHaA owmnbka B pa60Te OAHOIo A HeCKOJIbKUX KOMMOHEHTOB.

[ns BbISBAEHVS BO3MOXHOMN MNPUYMHBI U 06CTOATEIbCTB BO3HUKHOBEHMWSI OLLNOKM O3HaKOMbTECh C
cozepxkmmbim xypHaia Dr.Web Server Security Suite (npu HacTpolikax no YMONYaHWIO ero MOXHO
NpoCcMOTpeTb KOMaHaoM # journalctl gna GNU/Linux miv # less /var/log/messages ANs
FreeBSD). Bbl Taioke Mo>eTe BbINOAHUTL KOMaHAY # drweb-ctl log.

YcTpaHeHue owmnbku

Mepesanyctute Dr.Web Server Security Suite, BbITOAHVB KOMaHAY:

# service drweb-configd restart

Ecan YyCTpaHWTb OLW VI6Ky He yaacTtcs, O6paTVITECb B TEXHUYECKYHO NOAAEDXKKY U COO6U.I,VITe KOA oL neKun.

OwunbkKn 6e3 Koaa

CumnTtombi: B FreeBSD 13, 14 unu 15 BO3HMKaeT ofHa U3 CeAyrOLLMX OLLNOOK:
e He yaaetca 3anyctutb komnoHeHT Dr.Web ConfigD.

o [lyTV K COKeTaM, yKa3aHHble B napameTpax Root .AdminSocketPath n Root.AdminSocketPath
(mo ymonuanuo /var/run/.com.drweb.public U /var/run/.com.drweb.admin
COOTBETCTBEHHO), He CYLLLeCTBYHOT WM 3TU COKETbl HeAOCTYMHbI.

OnucaHue: Pabota Dr.Web Server Security Suite HeBO3MOXHa M3-3a OTCYTCTBMA MakeTa COBMECTUMOCTU
compatl2x.

YcrpaHeHue ownbku

YcTaHOBUTE MakeT COBMECTMMOCTU compatl2x. [pyMep HEOBXOAUMbIX AN 3TOTO AENCTBUMA NpUBEZEH
HUXKeE.

1. OTKpOVITe KOHCO/b UIN SMYNATOP TePMUHaNa U BbINONHUATE KOMaHAbI

# pkg update
# pkg search compatl2x

B BblBOJE I'IOC!leAHel‘/ﬁ KOMaHAbl 6yp,eT YyKa3aHO NOoJIHOE Ha3BaHME MNakeTa B PENO3UTOPUN Bawewn OC.
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2. YkaxuvTe Ha3BaHve MakeTa W yCTaHOBWUTE ero, Hanpumep:

# pkg install compatl2x-amd64-12.2.1202000.20210406 2

Ecnu yctpanuTtb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY.

CvmnTombl: [ocne yctaHoBKM Moaynsa sgpa SplDer Guard paboTta onepaLyoHHOR CUCTEMbI aBapUINHO
3aBepluaeTcs ¢ owmnbkor agpa «Kernel panic».

OnucaHue: PaboTta mogaynsa sgpa SplDer Guard HeBo3MOXHa B cpege ncnonHerus agapa OC (Hanpumep,
OC pabortaert B cpefe runepsusopa Xen).

YcrpaHeHue ownbku

1. OTmeHwuTe 3arpysky moayns sapa SplDer Guard (Mogynb sgpa vmeeT ums drweb), f06aBuB B
3arpy3umke GNU GRUB ctpoky:

drweb.blacklist=yes

B CTpOKy napameTpoB 3arpy3ku agpa OC.

2. TMocne 3arpyskn OC yganute Mmogynb drweb . ko U3 KaTanora AOMNOAHUTEbHbIX
mMogynelt /1lib/modules/ uname -r' /extra.

3. YcraHoBute ans SplDer Guard pexuvm paboTbl Auto, BBINOAHVB KOMaHAbI:

# drweb-ctl cfset LinuxSpider.Mode Auto
# drweb-ctl reload

4. Ecam ncnonb3yemas Bamm OC He nogaep>kvBaeT MexaHu3M fanotify, nan ncnonb3oBaHue 3TOro
peXxvMa He no3BoJisieT ucnosb3osaTtk SplDer Guard s MOAHOLEHHOTO KOHTPOIA daiioBom
cucTembl U pexxum LKM ctaHoBUTCS 0653aTesIbHbIM, TO OTKaXXUTeCb OT MCMOJ/Ib30BaHWUsA rMnepBu3opa
Xen.

Ecan ycTpaHuTth ownbKy He yaactcs, obpatntech B TEXHUYECKVHO MOAAEDXKKY.

CuMmnToMbI: Takve KOMMOHeHTbl, kak Dr.Web ClamD, He npoBepsatoT cooblueHnus; B xypHane Dr.Web
Server Security Suite HabatogatoTca coobLenHns Too many open files.

OnwucaHue: B cBA3M 60O 3arpy3koli No npoBepke AaHHbIX koMnoHeHT Dr.Web Network Checker
ncyepnan NMMMUT Ha YNCNO JOCTYMHBIX GaliNoBbIX AeCKPUMTOPOB.

YcrpaHeHue ownbku

1. YBenuubTe MMUT Ha YMCIO OTKPbITbIX PaliNoBbIX AECKPUMTOPOB, AOCTYMHbIX MPUAOXKEHWIO, NCMO/b3YS
KOMaHZy ulimit -n (MO YMOAYAHWIO IMMUT Ha Ymcno geckpuntopos ans Dr.Web Server Security
Suite coctaBnsieT 16384).
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I B HEKOTOPbIX C/yHaaX CUCTEMHBIN cepBuc systemd MOXeT UrHOPMPOBATb 3ajaHHble
° N3MEHEHNA NTMUTA.

B aTOM cnyyae oTpesakTupyiite (MAm co3ganTe, NpU ero OTCyTCTBUM)
dan /etc/systemd/system/drweb-configd.service.d/limits.conf,
yKa3aB B HEM U3MEHEHHOEe 3HaueHve AnMuTa:

[Service]
LimitNOFILE=16384

C nepeyHeM JOCTYMHbIX IMMUTOB Sy S temd MOXHO 03HaKOMUTLCA, BbINOIHNB
KOMaHay man systemd.exec.

2. Tocne uameHeHus numuta nepesanyctute Dr.\Web Server Security Suite, BbINOHUB KOMaHAY:

# service drweb-configd restart

Ecnu yctpanuTtb owmbky He yaactcs, obpatnTech B TEXHUYECKYIO MOAAEPXKKY.

CumnToMbl: He yzaeTcs ycTaHOBUTb coefunHeHve ¢ Beb-uHTepdeiicom ynpaeneHns Dr.Web B 6paysepe,
KoMmnoHeHTbl Dr.Web oTcyTcTBYrOT B MepeuHe 3anyLlweHHbIX NPoLeccoB (ps ax | grep drweb),
BbINOJIHEHWE OO0 KOMaHAbl drweb-ctl <koMaHOa>, 3a UCKNOUEHEM KOMaHAbl drweb-

ctl rawscan, BbIBOAUT COObLLEeHME 06 OLINbKe:

Error: connect: No such file or directory: "<nyme>/.com.drweb.public"
nnn
Error: connect: Connection refused: "<nyme>/.com.drweb.public"

Onwucanue: Dr.Web Server Security Suite He MO>XeT 3amycTUTbCS, MOCKONbKY eMOH yrpaBaeHus
koHdurypauven Dr.Web ConfigD HegocTyneH.

YcrpaHeHue ownbku

1. BbInOAHWTE KOMaHAY:

# service drweb-configd restart

ansa nepesanycka Dr.Web ConfigD v Dr.Web Server Security Suite B Lesom.

2. Ecnv ata koMaHZa BepHeT owmnbKy Win He AacT HUKaKoro 3pdekTa, BbIMNOJHUTE OTAEbHYH YCTaHOBKY
naketa drweb-configd

3TO TakKe MOXET O3HauaTb, YTO B CUCTEME AN ayTEHTUOMKALMM NONb30BaTeNEN He
: ncnonbsyetcs PAM. Ecam 370 Tak, TO yCTaHOBUTE M HAacTpOMTe ero, nockoabky 6e3 PAM
KoppekTHas paboTta Dr.Web Server Security Suite HeBO3MO>XHa.

3. Ecav m nocne atoro owwmbka nostopurcs, yaanute Dr.Web Server Security Suite ueankom, nocne yero
yCTaHOBWTE €ro NOBTOPHO.

NHcTpykummn no yctaHoBke v yaanenuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Server Security Suite n Yaanenve Dr.Web Server Security Suite.
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10.7. MNMpunoxxeHue XK. CNMCoK coKpalyeHnn

B ZaHHOM pYKOBOZACTBE C/iefytoLmMe COKPaLLeHNs NCNob30BaHbl 6e3 paclunppoBKu:

0O603HaueHne

AD

FODN

GID

GNU

HTML

HTTP

HTTPS

ID

IMA/EVM

P

LKM

MBR

NSS

OID

PID

PAM

RPM

RRA

RRD

SMB

SNMP

SP

Pacum¢pposka

Microsoft Active Directory

Fully Qualified Domain Name

Group ID (cucTeMHbI naeHTUdMKaTOP rpynnbl NoAb30BaTeNel)
Mpoekt GNU (GNU is Not Unix)

HyperText Markup Language

HyperText Transfer Protocol

HyperText Transfer Protocol Secure (uepes SSL/TLS)
Naentndurkatop

Integrity Measurement Architecture and Extended Verification Module
(noacuctema agpa Linux, no3soastoLas ocyLecTBAATL KOHTPOIb
LieIOCTHOCTU $aiIoBOM CUCTEMDI)

Internet Protocol

Loadable Kernel Module (3arpy>xaembii Mogynb aapa)
Master Boot Record

Novell Storage Services

(SNMP) Object ID

Process ID (cucTeMHbIV naeHTudrKkaTop npoLecca)

Pluggable Authentication Modules

Red Hat Package Manager (popmat naketoB)

Round-Robin Archive

Round-Robin Database

Server Message Block (npoTtokon goctyna K datinam)

Simple Network Management Protocol

Service Pack
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SSH

SSL

TCcP

TLS

uib

URI

URL

VBR

oC
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PacwmnppoBka

Secure Shell

Secure Sockets Layer

Transmission Control Protocol

Transport Layer Security

User ID (cucteMHbIV naeHTUdMKaTOp NoAb30BaTENS)
Uniform Resource Identifier

Uniform Resource Locator

Volume Boot Record

Ol'lepaLl,I/IOHHaﬂ cncrema
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