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6e3onacHocTu.
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AHTMBMPYCHble pelleHns cemerictea Dr.Web pa3pabatbiBatotca ¢ 1992 roga v HeM3MeHHO
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BBeaeHue

1. BBegeHune

Pewenne Dr.Web Desktop Security Suite no3soant Bam obecrneunTb HageXHy 3alMTy Ballero
KOMMNbtOTEPa OT PacnpOCTPaHEHNA KOMMbIOTEPHbIX YIPO3 BCEX BO3MOXHbIX TUMOB, NCMONb3YS
Havnbosee COBpEMEHHbIE TEXHOIOTUM OBHaPY>KEHNA N 06e3BPEXMBaHNA YTPO3.

[laHHOe pyKOBOACTBO NpesHa3HayvyeHo A4J/i9 MOMOLLM MOJib30BaTeNsM KOMMbIOTEPOB,
paboTatoLmnx Nog ynpaBaeHMeM onepaumnoHHbix cnctem cemerictea GNU/Linux (aanee B
[OKYMeHTe byseT ncnonb3oBaHo ob6o3HayeHne Unix), B ycTaHOBKe M ncnonb3osaHuu Dr.Web
Desktop Security Suite.

Ecnmy Bac y>xe yctaHosneH Dr.Web Desktop Security Suite npeapbiayLuen Bepcuun, n Bbl Xenaete
OBHOBUTL €ro A0 aKTyalbHOW BEPCUN, BbINMOJHUTE Ha Hee nepexos (cM. pasaen [lepexos Ha
HOBYIO BEPCUIO).

PyKOBOACTBO noJsib3oBarena
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2. YcnoBHble 0603HaueHUs U coKpaleHUs

B saHHOM pyKOBOACTBE MCMOAb3YHOTCA CeAyHoLLINe YCIOBHbIe 0603HaUeHWS:

O603HaueHune KommeHTapwmii
@ BakHoe 3ameuaHue Ui ykasaHue
ilf MpeaynpexzeHre 0 BO3MOXHbIX OLUMOOUHBIX CUTYaLMAX, @ TakKe BaXKHbIX
: MOMeHTax, Ha KoTopble c/ieyeT obpaTuTb 0coboe BHUMaHMe

AHmusupycHas cems  HOBBI TEPMUH WAN aKLEHT Ha TEPMUHE B OMMUCAHUAX
<IP-address> Mons ans 3aMeHbl GYHKLMOHabHbIX Ha3BaHU GakTUUECKUMM 3HAYEHUAMN

CoxpaHutb Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHIO U APYr1X 31EMEHTOB
nporpamMmmHoro nHTepderica

CTRL O603HayeHs KnaBuLL KaaBraTypsl

/home/user HavmeHoBaHMs dalinos 1 Katanoros, GparMeHTbl MPOrpamMMHOro Kosa

MNpwunoxeHune A MepeKkpecTHble CCbINKM Ha rNaBbl AOKYMEHTa UKW TMNepPCChbIIKA Ha BHELLHNe
pecypchbl

@ KomaHzpl, KoTopble TpebyeTcs BBECTU C KIAaBMATypbl B KOMaHZAHYHO CTPOKY OnepaLyioHHOM

: cucTeMbl (B TEPMUHAE UK IMYIATOPE TEPMUHANA), B PyKOBOACTBE MpeABapsoTcs
CYMBOJIOM MpWrAalleHns K BBOAY $ UAW #, ONpeAenstomnM, Kakme NoJHOMoUNS
NoJib30BaTeNsi HEOHXOAUMbI ANsl BbIMONHEHUS YKa3aHHOW KOMaHAbl. CTaHAapTHLIM A8
Unix-cvcteM 06pa3oM nogpasyMeBaeTcs, YTo:

$ — 419 BbIMOJNIHEHMA KOMaHAbl OCTaTOYHO 06bIYHbIX npaB Noab30BaTesA.

# — 419 BbINOJIHEHMA KOMaHAbl TPebyoTCA NpaBa cynepnosib3osatens (06blYHO — root).
[lns NOBbILEHNA NPaB MOXHO MCMOAb30BaTb KOMaHAbl su 1 sudo.

MNepeyeHb coKpallleHNn NnpuBeseH B pasgene [punoxerve 3. CNNCOK COKPaLLEHWN.

PyKOBOACTBO noJsib3oBarena
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O npopaykre

3. O npoaykre

Ha3sHaueHue

Dr.Web Desktop Security Suite co3aaH ans 3awmtbl GannoB 1 ceTeBoro Tpaduka annapaTHbIX U
BMPTyabHbIX paboumx cTtaHuui, paboTatowmx nog ynpasaeHvem OC cemenctsa GNU/Linux ot
BMPYCOB W1 BCEX MPOYMX BUAOB BPEAOHOCHOIO NPOrpaMMHOro obecneyeHuns, a Takxxe ans
NpeAOTBpPAaLLEHNA PacNpOCTPaHEeHNa Yepes HUX Yrpo3 ANa pasanyHbix naatdopm. MNpu pabote B
pexuMe LeHTpannsoBaHHon 3awmtel Dr.Web Desktop Security Suite koHTpoanpyeTtcs cepepom
nog ynpaesneHvem Dr.Web Enterprise Security Suite.

3awumTa AaHHbIX

OCHOBHble KOMMOHEHTbI (AHTUBMPYCHOE AAPO U BUPYCHbIE 6a3bl) ABAAKOTCA HE TONbKO KpanHe
3pdeKTMBHLIMU 1 HeTpeboBaTeIbHbIMU K CUCTEMHbBIM pecypcam, HO U Kpocc-naatGopMeHHbIMY,
4YTO MO3BOAAET CneumanncTam KomnaHum «loktop Beb» cozgaBatb HageXHble aHTUBMPYCHblE
pelueHuns, obecneymBatoLLme 3aLUTy KOMMNbIOTEPOB, paboTatoLLmx NoA yrnpaBieHeM
pacnpoCcTpaHeHHbIX ONepPaLMOHHbIX CUCTEM, OT Yrpo3, NpejHasHauYeHHbIX AN Pa3ANYHbIX
nnatpopm. B HacToswee Bpems, Hapaay ¢ Dr.Web Desktop Security Suite, B komnaHun «[Joktop
Beb» paspaboTaHbl TakxXe 1 Apyrve aHTUBMPYCHble pelueHnsa aaa Unix-nogobHbIx
onepaumoHHbIx cuctem (GNU/Linux n FreeBSD), macOS n Windows. Kpome Toro, paspaboTtaHsl
aHTMBUPYCHbIe peLleHuns, obecneynBaroLLme 3anTy MOBUAbHbBIX YCTPOWCTB, paboTaroLwmx nog
ynpasaeHvem OC Android n «ABpopa».

KomnoneHTbl Dr.Web Desktop Security Suite nocTosHHO 06HOBAAIOTCA, @ BUPYCHble 6a3bl, 6a3bl
npaBua cnam-ounbTpaLmm CoobLLEHNIA SINEKTPOHHOW NOYThI 1 Ha3bl KaTeropuin Beb-pecypcos
perynspHoO AOMONHAKTCA HOBBIMW 3anmnciMK, UTO obecrneyrBaeT akTyasbHbll YPOBEHb
3alWMLEHHOCTM GannoB 1 ceTeBoro Tpadurka annapaTHbIX U BUPTyasibHbIX pabounx ctaHumi. s
AOMONHUTENbHOW 3aLUTbl OT HEM3BECTHOTO BPEAOHOCHOMO MPOrpamMMHOro obecneveHus
MCNONb3YHOTCA METO/bI 3BPUCTUYECKOTO aHaAn3a, peaan3oBaHHble B aHTUBMPYCHOM SAPE, U
obpalueHne k obnauHomy cepsucy Dr.Web Cloud, xpaHawemy nHbopmMaumnio o HoBenLLMX
yrpo3ax, CMrHaTypbl KOTOPbIX eLlie OTCYTCTBYHOT B 6a3ax.

JononHntensHo:

e OcHoBHble dyHKUMK Dr.Web Desktop Security Suite

Crpykrypa Dr.Web Desktop Security Suite

[MomellleHVe B KapaHTUH

e [NoaHomMouuna anga paboTbl ¢ dannamu

e PeXknMbl paboThl

PyKOBOACTBO noJsib3oBarena
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3.1. OcHoBHble ¢pyHkuun Dr.Web Desktop Security Suite

OcHoBHble dyHKkumm Dr.Web Desktop Security Suite:

1.

Mowuck n obesBperxkmuBaHmne yrpos. ObHapy>xkmBatoTca 1 06e3BpexXmBaroTCa Kak
HenocpesCTBEHHO BPeAOHOCHbIE MPOrpaMMbl BCEX BO3MOXXHbIX TUMOB (Pa3/iyHble BUPYChI,
BKJIHOYAA BUPYCbl, UHGUUMPYLOLLME NOYTOBbIE daibl U 3arpy304Hble 3anncy ANCKOB,
TPOSHCKME MPOrpaMMbl, MOYTOBbIE YEPBU U T. MN.), TaK N HeXenaTesbHble NporpamMmmbl
(peknamMHble NporpamMmebl, MPOrpamMMbl-LLYTKY, MPOrpamMMbl aBTOMATUUYECKOro 403BOHaA).
MoapobHee o BMAax yrpo3 cM. [punoxxeHne A. Buabl KOMObHOTEPHbIX YIPO3.

Ana obHapy>keHna BPeAOHOCHbIX N HeXXenaTeslbHbIX MPOrpamMM MCMOAb3YHOTCA:

o CueHamypHsIl aHanus. MeToa NpoBepKY, NO3BONAIOLLMI OBHAPYXKUTb YXKe U3BECTHbIE
yrpo3bl, HGOPMALMA O KOTOPbIX COAEPXKMTCA B BUPYCHbIX Hazax.

e Sspucmuyeckuli aHasaus. Habop MeToA0B NPOBEPKYM, NO3BOAAIOLLMX OBHaAPY>KMBATh Yrpo3bl,
KOTOpbIe eLLe HEN3BECTHbI.

e Ob6s1a4Hble mexHo02uU 06HApyXkeHUs y2po3. MNpownssoanTcs obpalleHne k cepsucy Dr.Web
Cloud, cobupatowiemy csexyto MHbOpMaLmMio 06 akTyasbHbIX Yrpo3ax, paccbliaeMyto
Pa3/IMUYHBIMU aHTMBUPYCHBIMW NpoaykTamu Dr.Web.

@ DBPUCTUYECKUIA aHAM3aTOP MOXKET JIOXKHO cpabaTbiBaTb Ha MpoOrpamMMHoe obecrnevyeHue,
: He sBAstOLLLeeCs BPeAOHOCHbIM. [10 3TOW NpuymHe 06beKTbI, CogepyKallne 0bHapy>KeHHbIe
MM Yrpo3bl, MONyYatoT CrieLnanbHbld CTaTyC «MoAo3puTebHbIe». PekoMeHayeTcs

roMeLLaTh Takune dalsibl B KapaHTUH, @ Takxke NepesaBaTb Ha aHaan3 B aHTUBUPYCHYHO
nabopatoputo «/Joktop Beb». MNoapobHee 06 MeTofax 06e3BpexmBaHuUs cM. [1punoxxeHue
B. YcTpaHeHWe KOMMbIOTEPHbIX YIPO3.

MNpoBepka GpannoBOM CUCTEMbI MOXKET 3aMnyCcKaTbCA Kak BPYUYHYHO, MO 3anpocy Noab3oBaTens,
Tak 1 aBTOMaTUYeCKn — B COOTBETCTBUM C 3afj@aHHbIM pacnmcaHnem. imeetcs BO3MOXHOCTb
KaK MOJNHOW NpoBepKkM Bcex 06bekToB HanNoOBON CUCTEMbI, AOCTYMHbIX MO/Nb30BATENtO, TaK U
BbIOOPOYHON NPOBEPKM TONBKO YKa3aHHbIX O6BEKTOB (OTAEbHbIX KaTasoros nav ¢Gannos).
Kpome Toro, #0CTynHa BO3MOXHOCTb OTAE/bHOW NPOBEPKM 3arpy30UHbIX 3anmncen TOMOB U
ncnonHaembix Gannos, U3 KOTOPbIX 3aMyLLeHbl MPOLECChI, aKTUBHbIE B CMCTEME B JaHHbIV
MOMeHT. B nocnegHeM cnyyvae npu o6Hapy>KeHUN Yrpo3bl BbIMOJHAETCA HE TONbKO
ob6e3BpexrBaHMe BPeJOHOCHOIO NCMOoAHAEMOro dalina, HoO 1 NPUHYAUTENbHOE 3aBepLueHne
paboTbl BCEX MPOLLECCOB, 3aMnyLlEeHHbIX U3 Hero.

na onepaLoHHbIX CUCTEM, MMELOLLMX cpedy rpaduryeckoro pabouero ctona, peasvsoBaHa
nHTerpauma GyHKLMIN Nnposepky $GaraoB Kak C MaHe bto 3a4ad, Tak 1 ¢ rpadpuyeckum
PannoBbIM MeHeKepOoM. B cuctemax, peanvsyrowmx MaHAaTHYHO Mogenb AocTyna K gainam
C HabOpPOM pa3AnUHbIX YPOBHEW AOCTYNa, CKaHUPOBaHWe $anaoB, HeAOCTYMHbIX Ha TEKYLLEM
YPOBHe 0CTyrna, MOXeT MPOM3BOANTLCA B CNELMaibHOM peXxrMe aBTOHOMHOrO 3K3emMnapa.

Bce ob6bekThbl C yrpo3amu, obHapy>KeHHble B $aiioBOWN CUCTEME, PETUCTPUPYHOTCS B
NMOCTOAHHO XPaHUMOM peecTpe yrpo3, 3a UCKNHOUYEHNEM TeX Yrpo3, KoTopble Obian
06Hapy>eHbl B pexXnme aBTOHOMHOTrO 3Kk3emMnaspa.

PyKOBOACTBO noJsib3oBarena
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YTuauta ynpaBaeHvs U3 KOMaHAHOW CTPOKHK, Bxoaawas B coctaB Dr.Web Desktop Security
Suite, N03BO/AET Tak>Ke MNPOBEPSATb HA HasMuKe yrpo3 dannoBble CUCTEMBI YAANEHHbIX Y3108
ceTu, NPeAOoCTaBAAOLLMX YAANEHHbIV AOCTYN K HUM Yepe3 SSH nan Telnet.

@ Bbl MOXKeTe NCnoab30BaTh yAaNeHHOe CKaHMPOBaHMeE TONAbKO A8 OOHapy>XeHWs

: BPEAOHOCHbIX WM NOAO3PUTENbHBIX GaiIOB Ha yaaneHHOM y3ne. [lna ycTpaHeHus
06Hapy>XeHHbIX Yrpo3 Ha yAaseHHOM Yy3/1e BOCMOJ/Ib3yNTeCh CPeACTBaMU YMPaBieHUS,
npeAoCTaBNfAEMbIMN HEMOCPEACTBEHHO 3TUM y310M. Hanpumep, Ans poyTePOB U MPOUUX
«YMHbIX» YCTPOWCTB Bbl MOXeTe OOHOBUTb MPOLUMBKY, @ A/F BbIUNCAUTENbHBIX MALLUNH —
NOAKOUNTBCA K HAM (B TOM YnCie — B YAaNE€HHOM TEPMUHANbHOM PexvMe) u
npou3Bess COOTBETCTBYHOLLIME Onepauunn B nx GannoBon cucteme (yaaneHve nam
nepemeLleHve GansoB v T. MN.) UAN 3aMyCTUB YCTAHOBIEHHOE Ha HUX aHTMBMUPYCcHOe MO
(nporpammMHoe obecneyeHue).

2. MoHuTOpUHr obpaleHnii Kk pannam. OTciexnBaroTcs obpalleHns K araam ¢ JaHHbIMY U
MOMbITKM 3aMycka NCNoaHAeMbIX $alriaoB. ITO NO3BOAAET O6Hapy>XXmnBaTb U HEUTPaAN30BbIBaTb
BPeAOHOCHbIE NPOrpamMMbl HENOCPEACTBEHHO NPU NOMbITKAaX MHOULMPOBAHMA UMK
KoMnbroTepa. [loMMMO CTaHAApPTHOrO pexXmnmMa MOHUTOPUHIa MMeeTCs BO3MOXHOCTb
BKJFOUNUTb YCUIEHHbIN («NapaHonAanbHbI») PeXMM, B KOTOPOM AOCTyn K darnam byaet
610KMpPOBaTLCA MOHUTOPOM 0 MOMEHTa OKOHYaHWA X NPOBEPKK (3TO No3BoAAeT
npeAoTBPaTUTL CAyYan AocTyna K dainy, Koraa OH COAEeP>XKMT Yrpo3y, HO pe3yabTaT ero
NPOBEPKM CTAHOBUTCA U3BECTHLIM Y>Ke MOoC/e TOro, Kak MpUaoXeHWe ycreno noayynTb AOCTyn
K Ganny). YcuneHHbln pexxmm MOHUTOPWHIa NOBbILLIAeT ypoBeHb 6€30MacHOCTH, HO 3aMeanseTt
AOCTYN MPUIOXKEHWM K eLLle He MPOBEPEHHbIM paliam.

3. MoHUTOPUHT ceTeBbIX coeguHeHnNU. OTCNEXMBAOTCA MOMbITKN ObpalleHns K cepBepam B
nHTepHeTe (Beb-cepBepam, dannosBbiM cepepam) no npotokonam HTTP n FTP ansa
6/10KMPOBKM AOCTyNa Nosb30BaTeNen K canTtaM 1 y3nam, agpeca KOTOpPbIX OTMeYeHbl Kak
He>XkenaTe/ibHble ANS MOCeLLeHs, a TakxkKe AN NpeAoTBpaLLeHns 3arpy3km BPefOHOCHbIX
darinos.

4. MpoBepka coobLeHnA INeKTPOHHOW NOUTbI A1 NPefOTBPALLEHNA NONYYEHNA U OTNPaBKM
COOBLLEHWI 3/1EKTPOHHOM MOUTbI, COAEPXKALLMX MHOULIMPOBaHHbIE dal/ibl U HEXenaTesbHble
CCbINIKM, @ TakXe KAaccMbULMPOBaHHbIX Kak cram.

MpoBepka cOOBLLLEHWNIN 31eKTPOHHOW NOoYThl 1 $alioB, 3arpy>kaembix No CETH, Ha Haan4yve B
HWX BUPYCOB W APYTUX YrPO3, MPON3BOAMUTCA «Ha NeTy». B 3aBUCMMOCTM OT nocTaBky,
komMnoHeHT Dr.Web Anti-Spam moxeT oTcyTcTBOoBaTh B coctaBe Dr.Web Desktop Security
Suite. B 3ToM cniyyae cnam-npoBepka COOBLLEHWI 3NEKTPOHHOW MOYTbl HE MPOU3BOAMUTCH.

[nsa onpeseneHnsa HexxenaTeNbHbIX CCbIIOK MCMOb3YHOTCA Kak NocTaBAseMas BMecTe C
Dr.Web Desktop Security Suite aBTomatnyeckn obHoBnsemasn 6a3a kaTeropui Beb-pecypcos,
Tak 1 YepHble 1 benble CNNCKKY, BeAyLLMecs Nosb3oBaTesemM BpyUHyo. [JonoaHUTeNbHO
Dr.Web Desktop Security Suite moxeT obpaLuatbcs k cepucy Dr.Web Cloud, uTobbl
NPOBEPUTb, HE OTMEYEH X CalT, K KOTOPOMY MbITaeTCA 06paTUTbCA NOb30BaTENb UK
CCbl/IKa Ha KOTOPbIV COAEPXMUTCSA B COODOLLEHMM INEKTPOHHOM NMOYThI, Kak BPeAOHOCHbIV
APYTMMW aHTUBUPYCHbIMU NpoaykTamun Dr.Web.

PyKOBO,D,CTBO noJsib3oBarena
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@ Ecam kakune-n1mbo coobLeHMs 3N1eKTPOHHON NOYTbl HEMPaBWIbHO PaCcMO3HaOTCS

: komnoHeHToM Dr.Web Anti-Spam, pekomeHayeTca oTnpaBaATh UX Ha CneuuanbHble
nouTOBbIE ajpeca ANA aHaAM3a 1 NOBbILEHWA KadyecTBa paboTbl cnam-punbtpa. a5 3Toro
KaXkZoe Takoe COODbLLeHMe COXpaHNUTe B OTAe/bHbIN Gaiin Tvna . eml. CoXxpaHeHHble
dannbl Nnprkpenute K COOBLLEHMIO SN1EeKTPOHHOM MOYThl, KOTOPOe OTMpaBbTe Ha
COOTBETCTBYHOLLMIA CY>KEOHbIN agpec:

e nonspam@drweb.com — ec/iv OHO COAEePXUT dainbl MUCEM, OUOOYHO NPUIHAHHbIX
chamom;

e spam@drweb.com — eciv OHO coaepXUT daibl MUCEM, OLUOBOYHO He onpedesieHHbIX
Kak cnam.

Hape>xHas nsonauusa MHPMUUNPOBaHHBIX NN NOA03PUTENIbHbIX 06bEKTOB B
cneumanbHOM XpaHWaVLLEe — KapaHTUHE, YTOObl OHW He MOTAN HaHecT yuepba cucteme.
Mpun nepemeLLeHnn 06bEKTOB B KaPaHTUH OHW crielanbHbIM 0H6pa3omM neperMeHoBbIBatOTCS
1 MOTYT BbITb BOCCTaHOBNIEHbI B UCXO4HOE MECTO (B C/lyyae HeObX0AMMOCTU) TONbKO MO
KOMaHZze no/b30BaTens.

. ABTOMaTnuyeckoe o6HOBJIEHME COAEPXMMOro BMPYCHbIX 6a3 Dr.Web v aHTrBMpYycHoro aapa

ANnA nojgaep>XXaHma BblICOKOIo YPOBHA HAAEXHOCTU 3alnThbl OT BPEAOHOCHbIX MPOrpamMmm.

. CO6op CTaTUCTUKM NPOBEPOK N MHLUMAEHTOB, CBA3aHHbIX C BpeaoHOCHbIM 10, BegeHne

XypHana obHapy>KeHHbIX Yrpo3 (4OCTYMNEeH TOIbKO Yepes YyTUANTY YNpaBieHNs U3 KOMaHAHOW
CTPOKM), a TakXKe OTMNpaBka CTaTUCTUKM UHLUAEHTOB, CBA3aHHbIX C BPeAOHOCHbIM [0,
obnauHomy cepsucy Dr.Web Cloud.

. O6ecneueHue paboTbl NoA ynpaB/ieHWEM cepBepa LLleHTPa/In30BaHHOMW 3alUTbl /15

NPVMEHEeHNs Ha 3a1LLaeMOM KOMMbIOTEPE eMHbIX MONNTUK 6e30MacHOCTY, NPUHATLIX B
aHTMBMPYCHOW ceTn nog ynpasneHnem Dr.Web Enterprise Security Suite, B cocTaB KOTOpOW OH
BXOAUT. ITO MOXET ObITb Kak CeTb HEKOTOPOro NpeAnpuaT1a (KopnopaTuBHas CeTb) UK
yacTHasa ceTb VPN, Tak 1 ceTb, OpraHn3oBaHHas NpoBangepoM Kakux-anbo ycayr, Hanpumep,
A0CTyrMa B UHTEPHeET.

@ MockosbKy AN UCMOAb30BaHUA NHbOPMaLUK, XpaHsLeincs B obnauHom cepauce Dr.Web

: Cloud, HeobxoauMO nepesaBaTh JaHHble 06 akTUBHOCTU NOb30BaTeNs (Hanpumep,
nepesaBaTb Ha NMPOBEPKY aZpeca NnoceLlaemMblx UM caluToB), To obpalleHve k Dr.Web
Cloud npov3BoAMTCA TOALKO NMOCAE MNOJYUYEHUs COOTBETCTBYHOLLETO pa3peLLeHms
noab3oBatens. MNpu HeobxoanmMocTy, ncnonszosarve Dr.Web Cloud MoxHO 3anpeTuTb B
nrobori MomeHT B HacTpoiikax Dr.Web Desktop Security Suite.

PyKOBO,D,CTBO noJsib3oBarena
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.2. Crpykrypa Dr.Web Desktop Security Suite

Dr.Web Desktop Security Suite npeacraBaseT coboi MporpaMmHbIN KOMMAEKC, COCTOALLMMI U3
Habopa KOMMOHEHTOB, KaXXAbl/ U3 KOTOPbIX BbIMOJHAET CBON Habop GyHKLMIA. B cooTBETCTBUN C
3afjla4amu, peLlaeMbIMy KOMMOHEHTaMW, OHU pa3esieHbl Ha KaTeropum:

ba3oBble aHTMBMPYCHbIE KOMMOHEHThI, 0bpasytoLime aapo npoaykta Dr.Web Desktop Security
Suite. MNpu OTCYTCTBMN KOMMOHEHTOB 3TOW KaTeropmm NpoAyKT He MOXET BbINOJHATb
CKaHvpoBaHve GannoB (U MHbIX AaHHbIX) HA MPeAMET HaMUNA BUPYCOB U UHbIX YTpo3.

KomnoHeHTbl nouncka yrpos. /laHHble KOMMOHEHTbI UCMO/b3YIOTCA 415 pelleHns 6a3oBbIxX 3aja4
Dr.Web Desktop Security Suite — nouncka BpeOHOCHbIX 1 MOTEHLMaAbHO OMacHbIX OO EKTOB.
B cBOelt paboTe KOMMOHEHTbI 3TOW KaTeropumn UCrnosb3ytoT 6a30Bble aHTUBUPYCHbIE
KOMMOHEHTbI.

CepBUCHbIE KOMMOHEHThI, PeLlatoL e BCOMOraTeibHble 3aa4m A8 NOAAEPXKKM
aHTUBMPYCHOM 3aWwnTbl (O6HOBAEHME BUPYCHbIX a3, NOAKIOUEHME K cepBepamM
LEHTPaM30BaHHOM 3alLnThbl, 0bLwas KoopAnHaLmsa paboTbl komnoHeHToB Dr.Web Desktop
Security Suite n 1. 4.).

NHTepdencHble KOMMNOHEHTbI, NPeAOCTaBAAOWME (MOAb30BATENO UM CTOPOHHUM
npuaoxeHunam) nHTepdeinc ana ynpasnenusa paboton Dr.Web Desktop Security Suite.

MNepeyeHb KOMMOHEHTOB, BXxoAALMx B coctaB Dr.Web Desktop Security Suite, nepeuncieH B
Tabamuax Huxe.

3

.2.1. ba3oBble aHTUBNPYCHbIE KOMMOHEHTbI
KomnoHeHT Onwucanwue
Dr.Web Virus-Finding Engine AHTMBUMPYCHOE A4P0. PeannsyeT airopUTMbl MOMCKa U pacrno3HaBaHus

BUPYCOB 1 NMPOYUX BPEAOHOCHbIX MPOrpamMmm (I/ICI'IOJ'IbByﬂ CI/IFHaTyprII‘/’I
n BBpI/ICTI/IL—IECKI/II\/’I aHaJ'II/I3).

Pabotaet nog ynpasneHvem komnoHeHTa Dr.Web Scanning Engine

darin 6ubanoTekn: drweb32.d11.

BHyTpEHHee HanMeHOBaHWe, BbIBOAUMOE B XYypPHal: CoreEngine

Dr.Web Scanning Engine CkaHupytowee aapo. KOMMOHEHT, OTBEYatOLLMIA 3a 3arpy3Ky

aHTMBMpycHoro sapa Dr.Web Virus-Finding Engine 1 BupycHbix 6a3.

e [NepesaeT aHTMBMPYCHOMY A4PY Ha NMPOBEPKY cofepXknMoe Ppannos
W 3arpy304HbIX 3amnmncer JUCKOBbIX YCTPOMCTB.

e OpraHusyet ovepesb GpaiioB, OXNAAOLLMX MPOBEPKU.

e BbinoaHAEeT neyeHme Tex yrpos, 414 KOTopbiX AaHHOE AEI‘/IICTBI/Ie
NPUMEHNMO.

MoxkeT paboTaTb Kak nog yrnpasneHvem gemoHa Dr.Web ConfigD, Tak
N B aBTOHOMHOM pexume.

PyKOBOACTBO noJsib3oBarena
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OnucaHue

Vcnonb3yetcs komnoHeHTamu Dr.Web File Checker n Dr.Web Network
Checker. Takxxe MOXeT MCNOAb30BaTbCs KOMMNOHeHTOM Dr.Web MeshD
(B HEKOTOPBIX pexxrMax paboTbl) U BHELHMMM (MO OTHOLLEHMIO K
Dr.Web Desktop Security Suite) npuaoxeHnaMu, NCMOAb3YHOWUMU
HenocpeacTtBeHHO APl Dr.Web Scanning Engine

VicnonHsembi daiin KOMMNOHeHTa: drweb-se.

BHyTpeHHee HavMeHOBaHWe, BLIBOAMMOE B XypHaa: ScanEngine

ABTOMaTMUeckn 06HOBAsieMas 6as3a JaHHbIX CUrHATYP BUPYCOB U
MpOouUMX Yyrpo3, a Takxe ajropuTMOB PACcMo3HABaHMUsA U HEUTpaan3aLmm
BPEAOHOCHOTO NMPOrPaMMHOro obecneyeHus.

Vicnonb3yeTcs aHTUBMpYCcHbIM aapom Dr.Web Virus-Finding Engine u
MOCTaBAAETCs COBMECTHO C HUM

ABTOMaTMUeckn 0bHoBAsiIeMas 6a3a AaHHbIX, CoAepiKallas nepeyeHb
Beb-pecypcoB, pa3buTbix Ha KaTeropuu, 1 UCNonblyemas Ans
naeHTMdUKaLMM HexenaTesbHbIX CalnToB.

Mcnonb3yeTcsi KOMMOHEHTaMW, MPOBEPSIOLLMMMN CETEBYHO aKTUBHOCTb
nosib3oBaTeNen 1 NPUNoXeHUI, Takumm Kak SplDer Gate, Dr.Web
MailD

KoMnoHeHT npoBepkn 06bekToB $alriioBON CUCTEMbI U MEHeAXEP
KapaHTWHa.

e [IpVHUMAET OT KOMMOHEHTA MOWCKa Yrpo3 3aJaHNs Ha NPOBEPKY
dannoB, HaXoAALLMXCA B JOKaAbHOWM (Mo oTHoweHuto K Dr.\Web
Scanning Engine) darinoBol cucteme.

e O6Xx0AUT KaTanoru GpannoBON CUCTEMbI COTIACHO 3aJaHuIo,
nepezaet dannbl Ha NPOBEPKY CKaHupyrowemy sapy Dr.Web
Scanning Engine n onoBseLLaeT KOMMOHEHTbI-KJVUEHTbI O XOZe
NpPOBEPKH.

e BbinosHseT yaaneHne MHOGMLMPOBaHHbIX GalioB, NepemMeLLeHme NX
B KapaHTVH 1 BOCCTaHOBJIEHVE M3 KapaHTUHa, ynpasaseTt
KaTaJoramv KapaHTuHa.

o OpraHu3yeT 1 COAEPXKUT B akTyaslbHOM COCTOSIHWM KeLl, XpaHALLWIA
MHOOPMaLMIO O paHee NPOBEPEHHbIX Gaitnax Ans yMeHbLIEHWS
YacTOTbl MOBTOPHBIX MPOBEPOK halNoB.

Vicnonb3yeTcs KOMNOHEHTaMK, NPOBEPAOLLUMN 06beKTbI dalioBO
cmcTemsl, Takmmm kak SplDer Guard

VicnonHsiembln daiin KOMMoHeHTa: drweb-filecheck.
BHyTpeHHee HaumeHOBaHWe, BbIBOAMMOE B XypHa: FileCheck
AreHT ceTeBOW NPOBEPKUN JAHHbIX.

e Vlcnonb3yetca ana nepesayn Ha NPOBEPKY B CKaHWpPYtoLLiee A4pO
[aHHBIX, OTNPaBJ/IEHHbIX KOMMOHEHTaMV NPOrPaMMHOro KOMrIeKca

PyKOBOACTBO noJsib3oBarena
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yepes ceTb (3TO Takme KOMMOHeHThI, kak SplDer Gate, Dr.Web
MailD).

e Mo3Bonsetr Dr.Web Desktop Security Suite opraHn3oBbiBaTh
pacrnpezeneHHyto NPoBepPKy AaHHbIX: MPMHUMaTb Ha MPOBEPKY
JaHHble C yJaneHHbIX Y3/10B CETV 1 NnepejaBaTb NOKaAbHble AaHHbIe
Ha NpoBepKy Ha yaneHHble y3bl ceTu. [lna nprvema v nepegaun
JaHHbIX Ha yAaneHHbIX y31ax Takxe JoKeH GyHKLMOHNPOBaTb
aHTUBMPYCHBIN NpoaykT Dr.Web ana onepauunoHHbIx cuctem
cemeiictea Unix. B pexxunme pacnpeseneHHON NpoBepku No3sonset
aBTOMaTMYeCKu pacrnpesenatb UHTEHCUBHOCTb aHTUBUPYCHOTO
CKaHMPOBaHMA MO JOCTYMHbIM y3/1aM, CHMXasa HarpysKy Ha y3/bl C
60/1bLLINM 06BEMOM MPOBEPKM (HanprMep, BbIMOJHAOLLMX POJb
MOYTOBbIX CEPBEPOB U MHTEPHET-LUNLO30B).

Mpw HanMuKMK B CETU Y310B-NaPTHEPOB, CMOCOBHbIX MPUHUMATb
JaHHble Ha NPOBepPKy, KOMMOHEeHTbI, ncnoab3ytowwme Dr.Web Network
Checker ana npoBepku, MOryT He UCMO/b30BaTb MOLLHOCTU
NokanbHoro ckaHmpytowero agpa Dr.Web Scanning Engine. Takum
obpazom, lokanbHoe ckaHupytolee aapo Dr.Web Scanning Engine,
Dr.Web Virus-Finding Engine 1 BupycHble 6a3bl MOryT OTCyTCTBOBATb.

Ana obecneyeHns 6esonacHOCTN Npu Nepesade dGalinoB No cetu
ncnonb3yet SSL

VicnonHsembin dain KoMMnoHeHTa: drweb-netcheck.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XXypHai: NetCheck

KomnoHeHT ana aHanmsa URL Ha npegmeT NpuHaAiIeXHOCTU K
He>kesaTeNbHbIM WY MNOTEHLMaNbHO OMacHbIM KaTeropmam

VicnonHsemblin dainn KoMnoHeHTa: drweb-urlcheck.

BHyTpEHHee HanMeHOBaHWE, BbIBOANMOE B XypHas: UrlCheck

KoMnoHeHT, ocyLecTBAsOWMI NoakatoueHne npogykta Dr.Web
Desktop Security Suite K nokanbHOMy 06.aaKy, MO3BO/AIOLLEMY
npoayktam Dr.Web ans Unix o6MeHnBaTbCsi 0GHOBAEHUAMM,
pe3ysbTaTtamy NpoBepku $alios, nepesasaTb APYr A4PYry Ha
npoBepKy bainbl, a TakKe NPefOoCTaBAATb YCAYTY CKaHVPYHOLLErOo aapa
HanpsMyto.

Mpw HaMYKMK 3TOrO KOMMOHEHTa B COCTaBE NMPOAYKTa U MPU HaAUYNK
B COCTaBe JIoKabHOro obaaka, K KOTOPOMY OH MOAKAHOYEH, Y3/10B,
NPesoCTaBAAIOLLMX YCAYT CKaHVPYHOLLErO A4pa, I0KanbHOe
ckaHupytoLee aapo Dr.Web Scanning Engine, Dr.Web Virus-Finding
Engine 1 BMpycHble 6a3bl MOTyT OTCYTCTBOBATb

VicnonHsembii daiin KoMnoHeHTa: drweb-meshd.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHa: MeshD

PyKOBOACTBO noJsib3oBarena

17



o]
0\

O npopaykre

3.2.2. KoMmnoHeHTbl NoucKa yrpos

KomnoHeHT

CkaHep

SplDer Guard

3arpy>kaemblin MOAYyb AApa
Linux ans SplDer Guard

OnuncaHue

KoMnoHeHT, BbINoNHAIOLWMIA NO TpeboBaHMIO NoNb30BaTeNd UAN MO
3a/jlaHHOMY pacnuncaHunio NPoBepKy 06beKTOB GaikIoBOWK CUCTEMBI
(Paiinbl, KaTanorn 1 3arpy30UHble 3anmncK) Ha Haanume B HUX Yrpos.
Monb3oBaTesib MMeeT BO3MOXHOCTb 3arnyckaTb MPOBEPKY KakK 13
rpadryeckoro pexumma, Tak u U3 KOMaHAHOW CTPOKW.

MoHuTop dannosoii cuctembl GNU/Linux.

PaboTtaet B GOHOBOM pexunme 1 OTCAeXMBAET onepaLmm ¢ parnamm
(Takme Kak co3faHue, OTKPbITUE, 3aKpbITUE 1 3anyck daina) B
dannosbix cuctemax GNU/Linux. Mocbinaet komnoHeHTy Dr.Web File
Checker 3anpocbl Ha NpoBepKy COAEP>KMMOr0o HOBbIX Y M3MEHUBLLMXCA
dalinoB., a Takxke UCMoAHAEMbIX GalNioB B MOMEHT 3anycka nporpamm.

B 3aBMcnmoOcCTM OT Bo3MmoxkHocTer OC MCNO/Ib3yeT CUCTEMHbIN
MexaHu3M fanotify nan cneunann3npoBaHHbI MOAYb SAPA,
pa3paboTaHHbI kKoMMnaHunen «Joktop Beb» (LKM-mopay b,
nocraensetcs coBMecTHo ¢ SplDer Guard B otaensHoOM nakete). MNpwu
paboTe Uepes CMCTEMHbIV MexaHu3M fanotify MOHUTOP MOXET
paboTtaTb B YCUNIEHHOM WK «MapaHOVAaNIbHOM» pexunme, 610knpys
foctyn K darinam, KoTopble elle He NPOBepPeHbl, 0 MOMEHTa
OKOHYaHUA NX NPOBepPKM. Mo yMONUYAHWNIO NCMOb3YETCA OObIYHbIN
pexmm MOHUTOPWHTrA.

| MocTaBAseTCs TONIbKO B COCTAaBE AUCTPUOYTUBOB,
: npegHasHayeHHbIx aia OC cemerictea GNU/Linux.

VicnonHsembii daiin KOMMNOHeHTa: drweb-spider.

BHyTpeHHee HanMeHOBaHMe, BbIBOAMMOE B XypHaa: LinuxSpider

3arpy>aemblin Mogynb aapa Linux (LKM-mogynb), ncnonbsyemblii
MoHuTopom SplDer Guard ans goctyna K cobbiTnam daiinoBow
cuctembl B Tex OC, B koTopbix APl fanotify HegoctyneH nan
peann3oBaH C OrpaHnYeHHbIM HabopPOM QYHKLNIA.

KomnoHeHT nocTaBifeTcsa Kak B CKOMMUAVPOBaHHOM Buge (415
Habopa OC, B koTopbix fanotify He peanvzoBaH nan HeZOCTyNeEH), Tak
1 B BUAE NCXOLHOTO KOZa, MO3BONAIOLLErO OCYLLECTBUTL COOPKY U
ycTaHoBKYy Moayns sapa OC BpyuUHyrO (MHCTPyKLMA no cbopke
npuseseHa B pa3gene [punoxenve E. C6opka Moayns aapa Ans

SplDer Guard).

PyKOBOACTBO noJsib3oBarena
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KomnoHeHT

SplDer Gate

Dr.Web Firewall ana Linux

Dr.Web MailD

O npopaykre

OnucaHue

| MocTaBasieTcs TO/IbKO B COCTaBe AUCTPUOYTUBOB,
: npesHa3HaueHHbIx s OC cemerictea GNU/Linux.

Ana apxutektyp ARM64, E2K n IBM POWER (ppcb4el)
paboTa c MoAyneM fagpa He NoAJep>KMBaeTCcs.

VicnonHsembi darin KOMMNoHeHTa: drweb . ko
KomnoHeHT npoBepku ceteBoro Tpaduka 1 URL.

MpesHa3HayeH 415 NPOBEPKM AaHHbIX, 3arpy>KaeMbIX Ha JIOKaNbHbIiA
y3e/ U3 CeTU 1 nepesaBaemMbIX C HEro BO BHELLHIOK CETb, Ha Haanumne
Yrpos, 1 NpesoTBPaLLEHNs COEANHEHWSA C Y31aMW CETU, BHECEHHbIMU
Kak B HeXesiaTe/ibHble KaTeropumn Beb6-pecypCcoB, Tak 1 B YepHble
cnuckn, dopmMupyemble Nosb3oBaTeNEM.

[ns npoBepkn nosyyaembix AaHHbIX NCMOb3yeT KOMNOHeHT Dr.Web
Network Checker.

Mocbinaet CkaHepy Ha NpoBepky dainbl, 3arpy>kaemMble U3 MHTEpHeTa
(c cepBepoB, AOCTYN K KOTOPbIM Obl1 paspeLueH), 1 6BAOKMpPYeT nx
3arpysKy, eclv OHW coAep>kaT yrpos3bl.

Mpwn HanMuMKM COOTBETCTBYHOLLIErO pa3peLLleHnsa OT NoaAb3oBaTens
nocelnaeT 3anpawmsaemble M URL Ha npoBepky B cepsuc Dr.Web
Cloud.

NcnonHaembli dpain komnoHeHTa: drweb-gated.

BHyTpeHHee HauMeHOBaHWe, BbIBOAMMOE B XXypHa: GateD
MeHeaxep CEeTeBbIX COEAVHEHWN.

WNcnonb3ayetca SplDer Gate n obecneynBaeT NPoxXoxaeHne Yepes Hero
COefMHeHWI, yCcTaHaBANBAEMbIX MPUIOXKEHWAMM, paboTaroWwmnmMuy Ha
y3/e, 4nA NPOBepPKMN NepeAaBaemMoro uepes Hux Tpaduka.

VicnonHsembin danin KoMNoHeHTa: drweb-firewall.

BHyTpeHHee HanMeHOBaHWe, BbIBOAMMOE B XXypHaa: LinuxFirewall
KOMMOHeHT npoBepKu 3NeKTPOHHOM NMOYThI.

Pa3bupaeT coobLieHns 31eKTPOHHOW NOUTbl U MOArOTaBAMBAET UX K
nposepke Ha Haanuuve yrpos. Moxet paboTtaTb B ABYX peXVMax.

1) ®OuabTp ANa cepBEPOB 3NEKTPOHHOM NouThl (Sendmail, Postfix
T. N.), NOAKAOYaeMbl Yyepes nHTepderic Milter, Spamd nnw
Rspamd.

2) Mpo3payHblii MPOKCK MPOTOKOA0B 3/1eKTPOHHON NouThl (SMTP,
POP3, IMAP). B atom pexunme 3agerictByetcs SplDer Gate.

[ns npoBepKn AaHHbIX, N3BIEKAEMbIX N3 COOOLLEHWI 3NEKTPOHHOM
nouyThbl, ncnonb3yet kKomnoHeHT Dr.Web Network Checker

PyKOBOACTBO noJsib3oBarena

19



T,
),
K

A
£
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Dr.Web Anti-Spam

O npopaykre

OnucaHue

VicnonHsembi dain KoMNoHeHTa: drweb-maild.
BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHa: MailD

KomMnoHeHT npoBepKn COO6LLI,€HI/II7I 3ﬂeKTpOHHOI7I MOYTbl Ha Haan4yune
NPU3HaKoB Cnama.

Vicnonb3yetcs komnoHeHTom Dr.Web MailD. MoxeT oTcyTcTBOBaTH, B
3aBUCMMOCTM OT NOCTaBKMW. Ecm oTcyTcTBYeT, NpoBepKka COObLLEeHNI
3NEKTPOHHO MOYTbI Ha HaNYMe NPM3HAKOB CrlamMa KOMMOHEHTOM
Dr.Web MailD He ocyuiectBaseTcs.

KoMMoHeHT He noaAep>KMBaeTCs A8 apXUTEKTYP
: ARM®64, E2K 1 IBM POWER (ppcb4el).

VicnonHsembl dain KOMMNOHeHTa: drweb-ase.

BHyTpeHHee HaviMeHOBaHWE, BbIBOAMMOE B XypHa: Antispam

3.2.3. CepBUCHbIE KOMMOHEHTbI

KomnoHeHT

Dr.Web CloudD

Dr.Web ConfigD

OnuncaHue

KomnoHeHT B3anmogeincteus ¢ obiakom Dr.Web Cloud.

Otnpasnset URL, nocewaemble nonb3oBaTeneMm, a Takxke CBeeHns o
nposepsiembix darinax, B obnauHbivi cepsmc Dr.Web Cloud ans nx
NPOoBepKM Ha Haanume yrpos, MHGopmMaLmsa O KOTOPbIX Noka
OTCYTCTBYET B BUPYCHbIX Ha3ax

NcnonHaembli dpain komnoHeHTa: drweb-cloudd.

BHyTpEHHee HanMeHOBaHWE, BbIBOANMOE B XypHas: CloudD

[JemMoH ynpaBneHus KoHdurypaumen komnaekca Dr.Web Desktop
Security Suite.

o yl'lpaBJ'IFIET AdKTNBHOCTbHO (3aI'IyCK n OCTaHOBKa) APYrnX KOMMNOHEHTOB
nporpaMmMHOro KomMriekca B 3aBUMCUMOCTU OT HaCTPOEK.

e [Nepe3anyckaeT KOMMOHEHTHI, 3aBepLUMBLLME PaboTy B pe3ynbraTe
cbo9, 3anyckaeT OfHN KOMMOHEHTbI KOMIJIeKca No TpeboBaHWo
ApYrvX, HGOPMUPYET KOMMOHEHTbI MPOAYKTa 06 N3MeHeHMN
cocTaBa 3anyLLeHHbIX KOMMOHEHTOB.

e XpaHWT 1 NpeAoCTaBAAeT BCEM KOMMOHeHTaM MHPOopMaLmto 06
VNMEeOLLMXCA NNLLEH3MOHHbBIX KAtoUax 1 HacTpoiikax. Monyyaer
M3MEHEHHbIe HaCTPOWMKM N KNFOUM OT YMOJHOMOYEHHbIX
komnoHeHToB Dr.Web Desktop Security Suite n onoseluaet Bce
KOMMOHEHTbI 06 N3MEHEHUUN INLLEH3NOHHbIX KNFOYEel U HacTpoek

PyKOBOACTBO noJsib3oBarena
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KomnoHeHT

Dr.Web ES Agent

Dr.Web Mail Quarantine

Dr.Web StatD

Dr.Web Updater

O npopaykre

OnucaHue

VicnonHsembln Gaiin KOMMNOHeHTa: drweb-configd.
BHyTpeHHee HauMeHOBaHWe, BbIBOAMMOE B XypHaa: ConfigD

AreHT LeHTpann3oBaHHOW 3awwmTel. ObecneurBaeT paboTy
NPOrpaMMHOro KomrJekca B LieHTpasM30BaHHOM U MOBUILHOM

pexvmax.

e OpraHu3yeT CBfA3b C CEPBEPOM LEHTPAIN30BAHHOW 3aLLUThI,
MoJly4YaeT OT HEro JIMLLEH3NOHHbIN KAtoUeBOW daiia, 06HOBAEHMS
BUPYCHbIX 6a3 1 aHTUBUPYCHOTO spa.

e llepesaet Ha cepBep MHGOPMALMIO O COCTaBE N COCTOAHUN
komnoHeHToB Dr.Web Desktop Security Suite 1 HakonaeHHYytO
CTaTUCTUKY MHLUWAEHTOB, CBA3aHHbIX C BPeAOHOCHbIM 10O

VicnonHsembin darin KOMMNOHeHTa: drweb-esagent.
BHyTpeHHee HavMeHOBaHWe, BLIBOAUMOE B XypHaa: ESAgent

KoMnoHeHT npoBepKM 31eKTPOHHOM MOYThI, OTBEYAOLL M 3a
opraHu3auuio ovepesein NpoBepseMblx COOBLLEHNI.

Vicnonb3yetcs komnoHeHTom Dr.Web MailD. MoxeT oTcyTcTBOBaTH, B
3aBMCKMMOCTK OT noctaBku. Ecam otcytcByeT, pexxumbl SMTP n BCC
komrnoHeHTa Dr.Web MailD He noaaep>kmBatoTcs.

VicnonHsiembln Gainin KOMMNOHeHTa: drweb-mail-quarantine.

BHyTPEHHee HanMeHOBaHWe, BbIBOAUMOE B XYypPHal:
MailQuarantine

KOMMNOHEeHT Ans XpaHeHus CTaTUCTUKM COBbITUIN KoMnoHeHToB Dr.\Web
Desktop Security Suite.

MonyyaeT 1 opraHM3yeT xpaHeHVe COObITUI, NOCTyNatoLLMX OT
KOMMOHEHTOB NMPOrpaMMHOro KOMMaeKca, Takmx Kak HeoXuaaHHoe
3aBeplueHne paboTbl, 06Hapy>XeHMne yrposbl 1 Ap.

VicnonHsembi daiin KoMNoHeHTa: drweb-statd.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XXypHaa: StatD
KomnoHeHT o6HOoBNEHMS.

OTBeuvaerT 3a 3arpy3Ky ¢ cepBepoB 0H6HOBAEHUI KOMMaHUN «[JOKTOp
Be6» 06bHOBNEHUI Ans BUPYCHbIX 6a3 1 6a3 kaTeropuii Beb-pecypcos,
AHTUBMPYCHOTO fapa 1 BMBANOTEKN NPOBEPKN COOBLLEHNI
3NEKTPOHHOM MOYTbI Ha Cram.

O6GHOB/IEHNSA MOTYT 3arpy>KaTbCsi Kak aBTOMaTU4ecky, Mo pacnmucaHuto,
TaK ¥ HEMOCPEACTBEHHO MO KOMaHZE MoJsib30BaTess (Yepes yTuanTy
Dr.Web Ctl)

WcnonHaembl dpainn komnoHeHTa: drweb-update.

BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XypHan: Update

PyKOBOACTBO noJsib3oBarena
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3.2.4. NutepdencHbie KOMMNOHEHTbI
KomnoHeHT OnucaHune
Mpaduryecknin nHTepdelic KoMnoHeHT, NpesocTaBAstoLLMA OKOHHBIN rpaduyecknii MHTepdeinc
yrnpasaeHus ynpasneHus Dr.Web Desktop Security Suite. Mo3sonset

noab30BaTeNto B rpadryeckoM pexxmMMme 3aryckaTb MPpoBepKy
06beKkToB PaIoBOWN CUCTEMBI, YNPaBAATL paboTon MoHuTopos SplDer
Guard n SplDer Gate, npocmaTtpuBaTb COAEP>XKMMOE KapaHTUHA,
BbIMOHATL 3aMyck Nnoay4eHns obHOBAEHWI, a Takxke HacTpavBaTh
paboty Dr.Web Desktop Security Suite.

AreHT yBeOMEHNA KomnoHeHT, paboTatowuii B oHoBOM pexxkmnme. OTobpakaeTt
BCM/bIBatOLLMeE yBEAOMIEHNA O BO3HMKAIOLLMX COOBITUAX U MHAMKATOP
npunoxennsa Dr.Web Desktop Security Suite B o6nactv yBegomneHui,
3anyckaeT NpoBepKM No pacnmncaHunto. Mo ymonyaHmio 3anyckaerca
Npwv Havane ceaHca paboTbl NONb30OBaTeNs B cpese pabouero crona.

MeHegykep nnLLeH3NIA KomnoHeHT, ynpoLyatoLmii paboTy ¢ AvLEeH3UsMU B rpapryeckom
pexxmme. [o3BonseT akTMBMPOBaTh NNLLEH3NIO UK
AEMOHCTPALMOHHbIV Meprnos, NPOCMOTPETb JaHHble O TeKyLLew
JINLLEH3UW, BBIMOJHUTbL ee NPOJAJIEHNE, a TakKe YCTaHOBUTb U yAaINTb
JINLLEH3NOHHBIN KNHOYEBOW daiin.

Dr.Web Ctl Y1unuta, obecneumBatolas nHTepdeinc ynpasneHuns Dr.Web Desktop
Security Suite 13 KOMaHAHOW CTPOKMW.

Mo3BoAsAET OCyLEeCTBAATL 3aMyCck MPOBepPKM GaiioB, NpoCcMaTpnBaTh
COAEPXKMMOE KapaHTUHa 1 YNpaBasTb MM, 3aMyckaTb OOHOB/IEHWE
BMPYCHbIX 6a3, nogkaroyatb Dr.Web Desktop Security Suite k cepsepy
LLleHTPaNN30BaHHOW 3aLUThl Y OTK/IOYATLCA OT HETO, MPOCMaTPUBaTb
M M3MEeHATb 3HaYeHUs NapaMeTPOB KOHOUIypaLum NporpaMMHOro
KoMMiekca

WcnonHaembli dpainn KoMnoHeHTa: drweb-ctl.

BHyTpEHHee HanMeHOBaHWE, BbIBOAVMOE B XypHan: Ctl

Bonee noapobHO koMnoHeHTbl Dr.Web Desktop Security Suite onuncaHbl B pasgene KOMNoHeHTbI
Dr.Web Desktop Security Suite.

3.3. NomeweHne B KapaHTUH

KapaHTtH Dr.Web Desktop Security Suite npeactaBnset coboi cuctemy KaTtanoros,
npeAHa3HayYeHHbIX ANA HajeXXHOWN n3onaumnm GanaoB, Cogep>Kallnx BbiBNEHHbIE YrpO3bl,
KOTOpble B aHHbIi MOMEHT He MOryT 6biTb 06e3BpeXeHbl MO KakMM-1MH0 NpUYMHaM.
Hanpumep, obHapy>XeHHas yrpo3a MoXeT 6bITb HEM31e4YMMOK, MOTOMY UTO eLle Hen3BeCTHa
Dr.Web Desktop Security Suite (Hanpumep, oHa 6bl1a 06HapyKeHa 3BPUCTUUYECKUM
aHa/AM3aTopoM, a B BMPYCHbIX 6a3ax ee cMrHaTypa, a C1ieoBaTeNlbHO, N METOA NeYeHus,
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OTCYTCTBYET), AN MPU MOMbITKE €e NeYeHNs BO3HUKArT ownbku. Kpome Toro, dbarin MoxeT 6biTh
nepemelLeH B KaApaHTUH HEMOCPEACTBEHHO MO XeaHWIO MOJIb30BaTess, eC/IN OH Bblbpan
COOTBETCTBYHOLLEE AEVCTBYME B CMINCKE OBHAPYXKEHHBIX YTPO3 AN YKa3as ero Kak peakuuio Ha
Yrpo3bl ONpeAeNeHHOro Tmna.

Korga dann, cogepxkalymii yrpo3sy, nepemMeLLaeTcs B KapaHTUH, OH cneLyanbHbiM 06pa3om
nepenMeHOBbIBAETCA, YTOObI NPeA0TBPaTUTh BO3MOXHOCTb €ro naeHTudmKaumm
NoNb30BaTeNMM U MPOrpamMMaMu, 1 3aTPYAHWUTb JOCTYN K HEMY, MUHYS MHCTPYMEHTbI paboTbl €
KapaHTUHOM, peann3oBaHHble B Dr.Web Desktop Security Suite. Kpome Toro, npu nepemelueHmnm
dalina B kKapaHTVH y Hero Bcerga copacbiBaeTcst GUT UCMONHEHNA A4 NPesoTBPAaLLEHNA 3amnycKa.

KaTanoru kapaHTVMHa pa3MeLLatoTcs:

e g domMawHeM kamasoze nosb3oeameis (€CIN Ha JaHHOM KOMMbIOTEPE MMEeTC HECKO/IbKO
YYETHbIX 3anuncen pasHblx NOib30BaTesIel, TO B JOMALLHEM KaTasore KaXkaoro u3 aTunx
nosib3oBaTesNIe MOXeT ObITb CO3aH CBON COBCTBEHHbBIN KaTasor KapaHTUHa);

® 8 KOpHe8OM kamaJioece Kax 0020 /102U4ecko20 moma, CMOHTMPOBaAHHOTIO B c|)a17u1030171 cncreme.

Katanorun kapaHtHa Dr.Web Desktop Security Suite Bcerga nmetrot nms
.com.drweb.quarantine 1 CO34at0TCA NO MepPe HEOBXOAMMOCTM B TOT MOMEHT, KOraa K
Kakon-1mbo yrpose npuMeHseTcs geictene «B kapaHTUH» (QUARANTINE), ApYrMMuM CIOBaMK,
A0 Tex nop, noka yrpo3 He obHapy>KeHo, KaTaiorn kapaHTHa He co3aatoTcs. [pm 3Tom Bceraa
CO34aeTcsA TONbKO TOT KaTaNor KapaHTMHa, KOTOpbIN TpebyeTcsa ans nsonauum danna. Ans
onpeaeneHns, B Kakou 13 KaTasoros TpebyeTca n3onnmposatb Gain, NCNoab3yeTca nma
BAagenbla darna. Ecam npu 4BUXKEHNN K KOPHIO GpaliioBOM CUCTEMBI / OT KaTanora,
cosep>kaliero dann, 4oCTUraeTcs AOMAaLLHWI KaTanor Baajenbla, dann nsonmpyetcs B katanor
KapaHTVHa, HaxoAAwWwMnca B Hem. B npotnBHoM ciyyae dann byaeT M30aMpoBaH B KaTanor
KapaHTWHa, CO3A,aHHbIM B KOPHE TOMa, cofep>Kaliero dain (KoOpHeBOW KaTaaor Toma
Heobs3aTeNIbHO COBNAaAET C KOpHeM dannoBon cuctemsl). Takum obpasom, nobon
MHOMLMPOBaHHbIN dain, NoMeLLaeMblil B KapaHTWH, BCerga oCctaeTca Ha TOM TOME, Ha KOTOPOM
OH 6b1n 0H6Hapy>xeH. ITo obecneunBaeT KOPPEKTHYHO PaboTy KapaHTMHA MPU HaANUYUK B CUCTEME
CbEeMHbIX HaKOMUTENEN N APYT1X TOMOB, KOTOPbIe MOTYT MOHTMPOBAaTbLCA B GalioBOM cucteme
NnepuoanyYeckn 1 B pas3INuHble TOUKMN.

Monb3oBaTeslb MOXET yNpaBAATb COAEPXXMMbIM KapaHTMHa Kak B rpaduyeckom pexkume paboTsl,
TaK U U3 KOMaHAHOW CTPOkKK, ncnonb3ya ytmanty Dr.Web Ctl. Mpw aTom BCcerga obpabatbiBaetca
KOHCONNANPOBAHHBIN KapaHTWH, 06bejnHAIOLW NI B cebe BCe KaTanoru ¢ M30AMpPOBaHHbIMM
obbekTamu, AOCTYMHbIe B AaHHbI MOMeHT. C TOUKM 3peHna Nob30BaTeNs, MPOCMaTPMBaOLLLEro
COAEePXXVMMOe KOHCONNANPOBAHHOIO KapaHTUHa, KaTasor KapaHTUHA, pacrnofaratoLLmMinca B ero
AOMaLLHeM KaTanore, Ha3biBaeTcs [10/16308amMeIbCKUM KapaHTMHOM, a BCe OCTa/lbHble KaTasioru
KapaHT1Ha cumTatotca CucmemMHbIM KapaHTUHOM.
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PaboTa c KapaHTUMHOM BO3MO>XHa Aa>ke TorAaa, Korga OTCyTCTByeT akTUBHas JIMLLEH3VA, HO B
3TOM C/lydae CTaHOBUTCA HEBO3MOXHbIM J1e4eHne N30AMPOBaHHbIX 06BbEKTOB.

He Bce aHTMBMpYCHble KOMMOHeHTblI Dr.Web Desktop Security Suite ncnonb3yroT KapaHTWH
ANs n3onaumMn yrpos. Hanpumep, ero He ncnonb3yeTt KomnoHeHT Dr.Web MailD.

3.4. NMonHomouunsa ana pabotbl ¢ pannammn

Mpwv ckaHMpoBaHMM 06BEKTOB GarioBOW CUCTEMbI U HeUTpanmn3auum yrpo3 Dr.Web Desktop
Security Suite (TouHee, Nonb30BaTeNb, OT UMEHN KOTOPOTO OH 3anyLleH) AomkeH obnasathb
CNesyoLWmMMN NOSTHOMOUNAMMU:

AeiicTBne

Be1800 8cex 0bHapykeHHbIX
y2pos3

Be1800 codepxumozo
koHmMeliHepa (apxusea,
noymosozo ¢hatina u m. n.)

(OTObpaxkeHne TONbKO

3/IEMEHTOB, KOTOPblE
cofepykaT ownbKy nam

yrposy)

lNepemeujeHue 8 kKapaHMuH

YOaneHue yzpo3

JleyeHue ¢batinos

BoccmarosneHue ¢gatina us
KapaHmuHa

Tpebyembie nonHoMmouus

be3 orpaHunyeHmii. CneupmanbHbIX MOJHOMOYMI He TpebyeTcs.

be3 orpaHunyeHmii. CneumanbHbIX MOJHOMOUYMI He TpebyeTcs.

Be3 orpaHunyenunii. MNMosb3oBaTelb MOXET OTMNPaBAATL B KapaHTVH BCe
nHOMLUMPOBaHHbIe halibl, HE3aBUCMMO OT Ha/IMUKs Y HEro npas Ha
YTeHVe 1 3anncb Ana nepemMeltaemoro danna.

Monb3oBaTesib AOMKEH UMETb MpaBa Ha 3anuck B yaansemblin dari.

@

Ecam yrposa obHapy>ceHa B daiine, HaxoasLWwemMcs B
KOHTelHepe (apx1B, MOYTOBOE COOOLLEHNE U T. M.),
BMEeCTO yAa/JleHNA BbINOJJHAETCA NepemMeLleHme
KOHTelHepa B KapaHTUH.

be3 orpaHnyeHnit. Nocne BbINOAHEHNS IEeYEHWSA OCTAETCS BblIEYEHHbIN
dalin c UCXOAHBIMW MpaBaMu AOCTyMNa W BAaAENbLEM.

@

[Tonb3oBartenb AOJKEH MMETb pa3pelleHne Ha YTeHne
BOCCTaHaBAMnBaeMoro q)a|7|na N MMEeTb paspelleHne BbIMONHATb 3anuncb B

®aiin MoXeT BbITb YAaNneH, ecan yaaneHve aBnsetca
MeTOZ0M le4eHNa 0bHapy>KEHHOW B HEM Yrpo3bl.
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AeiAcTBue Tpebyembie nonHoMmouus
KaTanor BOCCTaHOBNEHUSA.
YOaneHue ¢patina u3 Monb3oBatesnb AOMXKEH MMETb Pa3peLleHmne Ha 3anncb B UCXOAHbIN daiin,

KapaHmuHa KOTOpPbIN Hbl MepemMelLeH B KapaHTUH.

@ [na BpemeHHoro nosbiweHna npas Dr.Web Desktop Security Suite, 3anyLuieHHoro B

: rpagryeckoM pexviMe, NCMOb3YNTe COOTBETCTBYIOLLYIO KHOMKY Ha okHe Dr.Web Desktop
Security Suite (oHa A0CTynHa 1 OTOBpaXkaeTCs TOIbKO B TeX CyYasx, Korga asis
BbINOJIHEHNA KaKoM-1Mbo onepauum MoXeT NoTpeboBaTbCA MOBbILLEHME NPaB).

[na 3anycka yTuanTbl ynpaBaeHus U3 kKoMaHaHoW cTpokn Dr.Web Ctl ¢ npaBamm
cynepnosib3oBatesis (06bIYHO root) UCMOb3YyTe KOMaHAy CMEHbI MOJIb30BaTeNs su UK
KOMaHJy BbIMOJHEHWS OT MMEHW APYroro nosb3oBatens sudo.

3.5. Pexxumbl paboTbl

B aTom pasaene

e [IPUHLINMBI LIEHTPA/N30BAHHOW 3aLLUThI

e [NoaknrUeHMe K cepBepy LeHTpaan3oBaHHOW 3aLnThbI

e OTKNHOUEHME OT CcepBepa LEeHTPaAN30BaHHOM 3aLUThI

Dr.Web Desktop Security Suite MoxeT paboTaTb Kak B aBTOHOMHOM peXVMe, Tak U B COCTaBe
KOPMOpaTUBHOMN WM YaCTHOW aHMuUBUpPYCcHOU cemu, ynpasisieMon KakuM-ambo cepsepom
yeHmMpanu308aHHoU 3auumel. Takon pexkum paboTbl Ha3bIBAETCA pEXUMOM YeHMpaau308aHHOU
3awjumel. Vicnonb3oBaHMe 3TOro pexxMma He TpebyeT yCTaHOBKW AOMOJHUTENBHOIO
nporpaMMHoOro obecrneyeHus, nepeycraHoBkn nan yaanenns Dr.Web Desktop Security Suite.

e B asmoHoMHOM pexume 3alLmLL@eMblil KOMMbIOTEP HE BKAOUEH B @aHTUBMPYCHYHO CETb U
yrnpaBAseTca NokanabHO. B 3ToM pexxnme KOHOUIypaLMOHHbIV U INLEH3NOHHBIA KNHOUYEBOW
barinbl HaxoAATCA Ha NoKanbHbIX Anckax, a Dr.Web Desktop Security Suite noaHocTbrO
ynpaBAfeTca ¢ 3awmiaeMoro koMmnbtotepa. O6HOBAEHUA BMPYCHbIX 6a3 NoayyaroTcs ¢
cepBepoB OH6HOBAEHWI KOMMNaHUK «/lokTop Beb».

e B pexume yeHmpanusosaHHoU 3auyumel 3aLLMTOM KOMMbIOTEPA YNpaBAseT cepBep
LeHTPaAn30BaHHOW 3aLnTbl. B 3TOM pexxnme HekoTopble yHKUMK 1 HacTponkmn Dr.Web
Desktop Security Suite MoryT 6bITb U3MeHeHbl UM 3ab10KMPOBaHbI B COOTBETCTBUM C 0bLLel
(KopnopaTVBHOW) CTpaTernen aHTMBMPYCHOW 3aLLMTbI, MPUHATON B @aHTUBUPYCHOW ceTu. B aTom
pexunmMe Ha KOMMbIOTEPE MCMOb3YETCH 0COObIM MNMLEH3NOHHbIV KNHOUEBOW $aitn, NOAYUYEHHbIN
OT BbIOpaHHOro cepBepa LeHTPaan30BaHHOW 3aLUuThl, K KOTOpOMy noakatoveH Dr.Web
Desktop Security Suite. JIMUEH3NOHHbIA AN 4EMOHCTPALMOHHbIV KNtoueBOM dainn
noJsb30BaTeNs, €I OH UMEEeTCA Ha JIOKaJIbHOM KOMMbIOTEPe, He ncnoab3yetca. Ha cepsep
LEHTPaN30BaHHOM 3alUMTbl OTCblIAaeTCs cTaTncTnka pabotel Dr.Web Desktop Security Suite,
BK/IFOYaA CTaTUCTUKY MHLMAEHTOB, CBA3aHHbIX C BpefOoHOCHbIM 0. ObHOoBAEHWE BUPYCHbIX 6a3

PyKOBOACTBO noJsib3oBarena
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Tak>Ke BbIMOJIHAETCA C cepBepa LEeHTPann3oBaHHOM 3aLnThbl. HacTpolika pexxrma
LLeHTpasM30BaHHOM 3aLnTbl onucaHa B PykoBoacTBe agMuHucTpaTopa Dr.Web Enterprise
Security Suite no ynpaenenuto Dr.Web Desktop Security Suite.

e B mobussHom pexcume Dr.Web Desktop Security Suite nonyyaet 06HOBAEHUS BUPYCHBIX 6a3 €
cepBepoB 0H6HOBAEHWUI KOMMNaHWUK «[JokTop Beb», HO NCNob3yeT N0KabHO XpaHALLMeCcs
HaCTPOWMKM M OCOBbIA INLEH3NOHHbIA KNtoUeBOW dains, NoNyUYeHHble OT cepBepa
LEeHTPaM30BaHHOM 3aLUUTbI.

Ecnn Dr.Web Desktop Security Suite paboTtaet noa ynpasaeHvem cepBepa LeHTPasn30BaHHOM
3aWWmThl (B TOM YnCae N B MOOBUNBHOM pexXunme), TO CaesytoLme BO3MOXHOCTU BAOKNPYHOTCS:

® yAaneHve INLEH3VOHHOTO Kto4eBoro darnna B MeHeaxxepe MLEH3NR;

e 3anyck O6HOB/IEHWNI BPYYHYIO Y HAaCTPOWKM NapamMeTpoB OOHOBAEHWS;

e HacTpoWKa napaMeTpoB NpoBepkn 06bekTOB PannoBon cucteMbl CkaHEpPOM.

BO3MOXHOCTb HAaCTPOMKN MOHUTOpPa darnosor cucteMsl SplDer Guard, a Tak>ke ero BKAOYeHUs

1 BbikNtoUeHuns npu pabote Dr.Web Desktop Security Suite nog ynpasneHvem cepsepa
LLleHTPaNN30BaHHOM 3alUWTbl 3aBUCUT OT pa3peLLleHnli, 3ajaHHbIX Ha cepBepe.

@ B pexwume LieHTpan“3oBaHHOM 3aLUMTbl HEAOCTYMHA NPOBEPKA MO PaciyCaHuIo.

Ecnun Ha cepBepe LieHTpanM30BaHHOW 3aLUMTbl BK/IHOYEH 3amnpeT Ha 3amyck NpoBepKu
nosb3oBaTeneM, TO CTpaHu1La 3anycka ckaHMpoBaHus U KHorka CkaHep Ha okHe Dr.Web
Desktop Security Suite 6yayT HefOCTYMHbI.

an/IHLI,I/II'IbI LI,EHTpaﬂVI3OBaHHOI7I 3allinTbl

PewweHuns komnaHum «JokTop Beb» no opraHnsauum LLeHTpaaM30BaHHOM aHTUBUPYCHOM 3aLuThl
MMET KINEHT-CEPBEPHYHO apXMUTEKTYPY (CM. UANKOCTPALNIO HUXKE).

KomnbroTepbl KOMNaHUM AN NOAb30BaTeNen nocTasLimka [T-ycayr 3awmwarotca oT yrpos
JIOKA/IbHbIMU GHMUBUPYCHLIMU KOMNOHeHmMamu (B AaHHOM cnydae npogyktom Dr.Web Desktop
Security Suite), koTopble obecneumBatoT aHTUBUPYCHYHO 3aLLUTY U NMOALEPXKUBAIOT COEAMHEHNE C
CepBepoOM LeHTPaNN30BaHHOW 3aLLUTbI.

PyKOBOACTBO noJsib3oBarena
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Cepsep
LeHTPaIN30BaHHOM
3aLmnThbl

CeTb Ha ocHoBe TCP, NetBIOS

AgmMuHUCTpaTop

. ====JlocTyn 4epe3 HTTP/HTTPS
aHTUBMPYCHOW ceTn

i a 3alMLLEHHbI Mepenaya obHOBNEHUI Yepe3
NOKaNbHbIA KOMMbIOTEP HTTP

CepBep 06HOBAEHWUI
KoOMnaHun «JJokTtop

Beb»

PucyHok 1. Jlornueckas cTpyKkTypa aHTUBMPYCHOW CETU

O6HoBeHME 1 KOHOUTYpaLMA IOKaNbHbIX KOMMOHEHTOB MPOM3BOANTCA Yepes cepsep
yeHmMpanusosaHHol 3auwjumel. Becb NOTOK KOMaHJ, AaHHbIX U CTaTUCTMYECKON nHbopMauun B
aHTVMBUPYCHOW CeTU TakXe NPOXOAMNT Yepes cepBep LIeHTpaM30BaHHOM 3almTbl. O6bem
Tpaduka Mexay 3alluLLeHHbIMY KOMMbIOTEPAMU U CEPBEPOM LEHTPANIN30BaHHON 3aLUUThI
MO>KeT ObITb BeCbMa 3Ha4MUTeNbHbIM, MO3TOMY NMpeayCcMaTpMBaeTCA BO3MOXHOCTb €ro CkaTus.
Wcnonb3oBaHuve WwindpoBaHus nNpu nepesave AaHHbIX NO3BOASET M3bexaTb pa3rialleHns
LLleHHbIX CBeZeHWN 1 NOAMEHbI NPOrpaMMHOro obecneyeHus, 3arpy>kaemMoro Ha 3aluileHHble
KOMMbHOTEPbI.

Bce HeobxoaVMble OBHOBNEHMSA 3arpy>KatoTCa Ha CepBep LeHTPaAn30BaHHOW 3aLuThbl C
cepBepoB 06HOBAEHN KOMMaHUK «/JokTop Beb».

PyKOBOACTBO nonb3oBaTtend

27



A7

Py
$

A
)
A

O npopaykre

N3mMeHeHns B KOHOUrypaLmMm NOKabHbIX aHTUBUPYCHBIX KOMMOHEHTOB U NepeAada KOMaH/
OCYLLLeCTBNAETCA CEPBEPOM LiEHTPasIM30BaHHOM 3aLUMTbI MO YKa3aHUO aAMUHUCTPATOPOB
aHTUBUPYCHON ceT. ALMUHUCTPATOpPbI YNPaBastoT KOHOUrypaLmen cepBepa LeHTPaan30BaHHOM
3aLWWTbl U GOPMUPOBAHNEM @HTUBUPYCHON CETU (B YaCTHOCTU, MOATBEPXKAAIOT NPaBOMEPHOCTb
NOAKNHOUEHUS IOKaNbHOW CTaHLMM K CETH), @ TakXKe, NPU HEOBXOAMMOCTH, 3a4at0T HaCTPOMKM
PaboTbl KOHKPETHBIX IOKaNbHbIX aHTUBUPYCHBIX KOMMOHEHTOB.

& JNlokanbHble aHTUBUPYCHbIE KOMMOHEHTbI HECOBMECTUMbI C aHTUBUPYCHBIM MPOrPaMMHbIM
obecneyeHnem Kak Apyrmx KOMMaHui, Tak u aHTUBUPYCHbIMU pelueHnamun Dr.Web, He
NoAAEPXKMBAOLLUMK PEXMM LIEHTPasIM30BaHHOM 3almnTel (Hanpumep, Dr.Web gna Linux
Bepcum 5.0). YcTaHOBKa ABYX aHTUBMPYCHbIX MPOrpamMm Ha OAHOM KOMMbIOTEPE MOXEeT
MPVBECTU K OTKa3dy CUCTEMbI WU NOTEPe BaXKHbIX JaHHbIX.

B pexxvme LieHTpann3oBaHHOWM 3aLLMTbl BO3MOXEH 3KCMOPT U COXPaHEHME OTYETOB O
dyHkumoHnposaHun Dr.Web Desktop Security Suite ¢ nomoLLbio cepBepa LieHTpaan3oBaHHOM
3awmThbl. [ogaep>kmBaeTca 3KCNOPT 1 coxpaHeHue otyetoB B dopmaTtax HTML, CSV, PDF n XML.

MoaknoueHme K cepBepy LEeHTPa/IM30BaHHOM 3aLUThI

Dr.Web Desktop Security Suite MoxeT 6bITb MOAKNHOUEH K CEPBEPY LEHTPAIM3OBAHHOM 3aLUUTbI
aHTUBMPYCHOM CETU CaeAyroLwmnMmM cnocobamu:

e Ha Bkaazke Pexum cTpaHuLbl Hactpoek okHa Dr.Web Desktop Security Suite;

® Mpu MNOMOLLM KOMaH/Abl esconnect YyTUANTbI yNpaBAeHNS U3 KOMaHAHOVI CTPOKM drweb-ctl.

@ [nsa BepudukaLmm cepepa LEHTPaNIM30BaHHONM 3aLLMTbl MCMONb3YEeTCA cepTuduKar,

: COOTBETCTBYHOLLMI YHUKANBHOMY OTKPBLITOMY KAHOUY LWMGPOBaHNUA, NCMOAb3YEMOMY
cepBepoM. 10 yMONUaHMIO areHT LieHTpaam3oBaHHoM 3awmutbl Dr.\Web ES Agent He
MO3BO/INT NMPOW3BECTU MOAK/IOUEHME K CEPBEPY, €CNN Bbl He yKaxeTe daiin ceptndumkata
cepBepa, K KOTOPOMY MPOU3BOAUTCA NogkatoveHme. Pann cepTudmrkata HeobxoAMMO
npeABapuTENbHO MNOAYUUTb Y aAMUHUCTPATOPa aHTUBUPYCHOM CeTW, 06CNy>KBaeMOoW
CEpPBEPOM, K KOTOPOMY Bbl XOTUTE noakarounts Dr.Web Desktop Security Suite.

Ecnn Dr.Web Desktop Security Suite nogkaroueH K cepBepy LEeHTPaan30BaHHOM 3aLLUnTbI, TO
MMeeTCA BO3MOXHOCTb NMepeBecTn ero B MOBW/IbHBIV PEXUM W BEPHYTb Ha3aj B PeXnMm
LLeHTpaAn30BaHHOW 3alUmThl. BkatoueHme v Bbik/toUeHe MOBUNBHOTO pexxmnmMa peryampyeTcs
napamMeTpom KoHdurypaumm MobileMode koMmnoHeHTa Dr.Web ES Agent.

| Bo3moxxHocTb nepexoga Dr.Web Desktop Security Suite B MOBWIBHbIN pexxum paboTbl
: 3aBUCUT OT pa3peLleHni, 3aaHHbIX Ha NCMONb3yEMOM CepBepe LieHTPaNn30BaHHOWM
3aLunTbI.

PyKOBOACTBO noJsib3oBarena
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OTK/IlOUEHMe OT cepBepa L,eHTPaIn30BaHHOMN 3alUTbI

Dr.Web Desktop Security Suite MoXeT ObITb OTK/IFOUEH OT cepBepa LieHTPaM30BaHHOM 3alMThbl
aHTUBUPYCHOW CeTU CeAytoLLIMMMN crocobamm:

e Ha BkJazke PeXXum cTpaHuLbl Hactpoek okHa Dr.Web Desktop Security Suite;

e MpyV NOMOLLM KOMaHAbl esdisconnect YTUAWUTbI yNPaBAEHUA N3 KOMaHAHOW CTPOKM drweb—
ctl.

PyKOBOACTBO nonb3oBaTtend
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4. CncremHble TpeboBaHMA N COBMECTUMOCTb

B aTom pasaene

e CuctemMHble TpeboBaHus

e [lepeyeHb Nogaep>KMBaeMbIx BeDCI/II\/’I onepaunroHHbIX CNCTEM

e Tpebyemble AOMNOAHUTEbHbIE KOMMOHEHTbI 1 MaKeThbl

o COBMECTMMOCTb C KOMMNOHEHTAMW ONEPALMOHHbIX CUCTEM

e COBMECTUMOCTb C MoAcucTeMaMy 6e30nacHOCTU

CuctemHble TpeboBaHusA

Ncnonb3oeaHue Dr.Web Desktop Security Suite BO3MOXHO Ha KOMMbIOTEPE, YA0BNETBOPAOLLEM
cnesyowmm TpeboBaHmAM:

Mapametp

lMnamgbopma

OnepamusHas
namsamse (RAM)

Mecmo Ha
Xecmkom oucke

OnepayuoHHas
cucmema

lpouee

Tpe6oBaHus

nOA,ﬂ,erMBaI'OTCFI npoueccopbl C1eayroWLnx apxXUTekTyp n CMcteM KOMaHA:

Intel/AMD: 32-6uT (IA-32, x86); 64-6u1T (x86-64, X64, amd64);
ARM®64;

E2K (37166pyc);

IBM POWERY, Power10 (ppc64el)

He meHee 500 Mb cBobosHOM onepaTuBHOM NamsaTh (pekoMeHayetcs 1 b n 6onee).

He meHee 2 b cBOH60OAHOrO ANCKOBOrO MPOCTPaHCTBa Ha TOMe, Ha KOTOPOM
pa3meluatoTcs katanorn Dr.Web Desktop Security Suite.

GNU/Linux Ha ocHoBe sigpa Bepcun 2.6.37 namn 6onee nosgHer, ncnonbsyrowas PAM
n bubanoTeky glibc Bepcumn 2.13 nam 6osee NO3AHIOK, CUCTEMY MHULMAAN3ALMN
systemd Bepcum 209 nam 6osee NO34HIOH.

MepeyeHb noaaep>kmBaeMbix AnctprbyTneos GNU/Linux npuBeseH Huxe.

Hannune ceteBoro NoAKNHOUEHNA!

e [loakntoUeHMEe K MHTEPHETY A5 3arpy3k 0OHOBAEHWIA, a TakxKe Ans obpalleHuns K
Dr.Web Cloud (npn Hannumm cOOTBETCTBYIOLLENO Pa3peLLeHns OT Nob30BaTeNs).

e Npw paboTe B pexkMme LLeHTPaIM30BaHHON 3aLLNThl JOCTaTOYHO TONbKO
NOAK/IHOUEHMS K UCMOIb3YEMOMY CepBepPY B paMKax IOKaNbHOW CeTU, JOCTYN B
WHTEPHET He TpebyeTcs.

PyKOBOACTBO nonb3oBaTtend
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ili [Ana koppekTHOW paboTbl komrnoHeHTa SplDer Gate saapo OC fonxHO HbITb cObpaHo co
: BKJIFOUEHWNEM CIeAYOLLMX OMLIMIA:
o CONFIG_NETLINK_DIAG, CONFIG_INET_TCP_DIAG;

o CONFIG_NF_CONNTRACK_IPV4, CONFIG_NF_CONNTRACK_IPV®6,
CONFIG_NF_CONNTRACK_EVENTS;

o CONFIG_NETFILTER_NETLINK_QUEUE,
CONFIG_NETFILTER_NETLINK_QUEUE_CT, CONFIG_NETFILTER_XT_MARK.

KoHkpeTHbI Habop TpebyeMbix OMNLUIA U3 YKa3aHHOTO MepeYHs MOXEeT 3aBUCETb OT
ncnosnbsyemoro anctpmbytmea OC GNU/Linux.

[na obecneyeHus npaBuabHoM pabotel Dr.Web Desktop Security Suite 4oKHbI ObITb OTKPbITHI
cneayroLme nopTbl:

HasHaueHue HanpaBneHune Homepa noptoB
[ns nonyyeHns obHoOBAEHWMI NCXOAALLNIA 80
[nsa coeamHeHns c obnavHbIM NCXOAALLNIA 2075 (B Tom uncne ana UDP),
cepsucom Dr.Web Cloud 3010 (TCP),
3020 (TCP),
3030 (TCP),
3040 (TCP)

& Dr.Web Desktop Security Suite HeCOBMeCTUM C APYTMMY aHTUBUPYCHBIMW MPOrPaMMamMu.

: Tak KaK ycTaHOBKa ABYX aHTUBUPYCOB Ha OAMH KOMMbIOTEP MOXET MPUBECTU K OLuMbKam B
CUCTEME 1 MoTepe BaxKHbIX AaHHbIX, nepes yctaHoBkor Dr.Web Desktop Security Suite
yAanvTe C KOMMNbroTepa Apyrue aHTMBMPYCHblE NPOrpamMMbl.

nepel-IEHb nogaep>XxnBaemMbix BEpCI/II7I onepaumnoHHbIX CUCTEM

MNoazep>xunsatoTca cnegyrowme anctpubyTmebl GNU/Linux:

Mnardopma Mopaep>xuBaemble Bepcun GNU/Linux

x86_64 e Astra Linux Common Edition (Open) 2.12;

e Astra Linux Special Edition 1.6 (c KyMyAsTUBHbIM NaTyeM
20200722SE16), 1.7, 1.8;

e CentOS 7, 8;

e Debian 9, 10, 11, 12, 13;

e Fedora 37, 38;

e Red Hat Enterprise Linux 7, 8, 9;

e SUSE Linux Enterprise Server 12 SP3;

PyKOBOACTBO noJsib3oBarena
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Mopaep>xuBaemble Bepcun GNU/Linux

e Ubuntu 18.04, 20.04, 22.04, 22.10, 23.10, 24.04;
e Anbt 8 CIT;

e AnbT Pabouas ctaHuuma 9, 10, 11;

e AnbT CepBep 9, 10, 11;

e [ocnmHykc IC6;

e PEJ1 OC 7.2 MYPOM, PEZ OC 7.3 MYPOM, PEZL OC 8
e CentOS 7;

e Debian 10;

e Anbt 8 CIT;

e AnbT Pabouas ctaHums 9, 10

e Astra Linux Special Edition (HoBopoccuiick) 4.7;
e CentOS 7, §;

e Debian 11, 12;

e Ubuntu 18.04;

e Anbt 8 CIT;

e AnbT Pabouas ctaHuuma 9, 10, 11;

e AnbT Cepep 9, 10, 11

e Astra Linux Special Edition (JleHnHrpag) 8.1 (¢ KyMynaTUBHbIM
natuyem 20200429SE81);

e Anbt 8 CIT;

e AnbT Pabouas ctaHuus 10;

e Anbt Cepsep 10;

e OO BK 31b6pyc-8.32 TBI1.00311-28;
e Dnbbpyc-A MUCT 1.4

e CentOS 8;

e Ubuntu 20.04

B OC 2nbb6pyc-A MUCT 1.4 n FocanHykc IC6 paboTta ¢ MaHAATHLIMW YPOBHAMM JOCTYMa He
nojAep>xunBaeTcs.

Ansa npounx anctpunbytmeoB GNU/Linux, COOTBETCTBYOLLMX OMMCAaHHbIM TpeboBaHUAM, MOAHasA
coBMecTMocTb ¢ Dr.Web Desktop Security Suite He rapaHTupyetcs. Mpu BOSHUKHOBEHUN
npobsem ¢ COBMECTUMOCTbIO C BalMM AUCTPUOYTMBOM 06paTUTECh B TEXHUYECKYHD MOALEPXKKY.

TPEGyEMble AONOoJIHUTe/ibHbleé KOMIMOHEHTbI U NaKeTbl

e ins pabotbl Dr.Web Desktop Security Suite B rpadpnueckom pexunme, a Takxe Ans 3anycka
NporpaMm yCTaHOBKMU 1 yAaneHus ans rpaduueckoro pexxmma tpebyetca Haamumne

PyKOBOACTBO noJsib3oBarena
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rpadurueckon nogcucrembl X Window System n nroboro meHegxxepa okoH. Kpome Toro, ansa
KOppeKTHOro otobpaxeHus nHavkatopa Ha naHean Ubuntu Dock moxeT notpeboBatbea
Hasn4yme AOMNONHUTENBHOW B1banoTekn (No ymonyaHuio Tpebyetca bGubamoreka
libappindicatorl).

e [1na paboTbl B rpadryeckom pexmnme NporpaMm yCTaHOBKW U YAaNEHWs, pacCUMTaHHbIX Ha
peXnM KOMaHAHOW CTPOKM, TpebyeTcs Haanume B cucteme AH060ro smynatopa TepMmnHana
(Hanpumep, xterm nan xvt).

e /1N NOBbILLIEHNA NPUBMAETMI NPOrpamMM YCTaHOBKM U yaaneHus TpebyeTtca Haamume ntobown 13
YTUANUT NOBbILWEHNA NpaB: su, sudo, gksu, gksudo, kdesu, kdesudo. Ana KoppeKTHOf/'I
paboTbl Dr.Web Desktop Security Suite Takxxe HeO6Xx0AMMO, YTODObI B CUCTEME MCMO/Ib30BANCA
MexaHun3Mm ayTeHTudpukauumn PAM.

| Ansa ynobHou pabotbl ¢ Dr.Web Desktop Security Suite n3 komaHAHOW CTPOKM
: PeKOMeHyeTCsl BKAHOUMTL aBTOAOMOHEHNE KOMaHJ, B UCMONb3yeMON KOMaHAHOM
060/104Ke, eCNn OHO He BKJIKOYEHO.

B cnyyae BO3HUKHOBEHMSA Npobaem ¢ yCTaHOBKON TpebyeMblx JOMONHUTENbHBIX NakeToB 1
KOMMOHEHTOB 0bpaTUTECh K CMPaBOYHbLIM PYKOBOZACTBAM UCMONb3yEMOro BamMu
ANCTpUbYTBa ONepaLMoHHON CUCTEMBI.

CoBMeCcTUMOCTb C KOMIMOHEHTaMM onepaumnoHHbIX CUCTEM

e MoHuTtop SplDer Guard no ymoa4aHuto MCnosb3yeT cnucteMHbln mexaHusm fanotify, a B Tex OC,
B KOTOpPbIX MexaHu3Mm fanotify He peannzoBaH Man HefOCTYNEH MO MHBLIM NPUYNHAM —
cneumanbHbln 3aepyxkaemelli Modye a0pa (LKM-modyse), noctaBaseMblii B cObpaHHOM Bue. B
coctaBe Dr.Web Desktop Security Suite noctaBastotca LKM-mogyan ana Bcex cuctem
GNU/Linux, yKka3aHHbIX Bbilwe. B cnyyae HEO6XOAMMOCTY Bbl MMeeTe BO3MOXHOCTb cobpaTtb
MOAY/b Apa CAaMOCTOATENbHO N3 MOCTaBASEMOrO UCXOAHOrO Koaa ansa atoboun OC,
ncnonb3yrowen aapo Linux Bepcun 2.6.x 1 HoBee.

ili Onsa apxutektyp ARM64, E2K 1 IBM POWER (ppc64el) paboTa c 3arpy>kaeMbiM MoAyieM s4pa
¢ (LKM) He noaaep>kmBaeTcs.

Pabota SplDer Guard uepe3 LKM He nogaep>xumBaetcs ans OC, 3anyLUeHHbIX B cpese
runepsmopa Xen. MonbITka 3arpy3kn MoAyna aapa, ncnonbsyemoro SplDer Guard, npu
pabote OC B cpese Xen MOXeT MPUBECTU K KPUTUYECKOW OLInbke aapa (T. H. owmnbka «Kernel
panic»).

Pabota SpIDer Guard B ycuneHHOM 1Au «MapaHouAaibHOM» PexXMMe (C NpeaBapuTenbHOM
610KMPOBKOW AOCTYMa K eLlle He NPOBEPEHHbIM daiiaM) BO3MOXHa TONbKO vepes
CUCTEMHBIN MexaHu3M fanotify n npu ycnosum, uto sapo OC cobpaHo ¢ akTUBHOW OnLumei
CONFIG FANOTIFY ACCESS PERMISSIONS.

PyKOBOACTBO noJsib3oBarena

33



N
f\a," CucrtemMHble Tpe6oBaHUA U COBMECTUMOCTb | 34

e MoHuTop SplDer Gate MoxeT KOHGAMKTOBATb C APYrMMY BpaHAMay3pamMy, YCTaHOBAEHHbIMU B
Bawen OC:

o KoHdaukT ¢ Shorewall n SuseFirewall2 (8 OC SUSE Linux Enterprise Server). B cnyuae
KOH®AMKTA € 3TUMK BpaHaMayspamu HabatogaeTcs coobuieHre o6 ownbke SplDer Gate ¢
kKogoMm x109. Cnocob ycTpaHeHusa KOHPAVKTa npuBeseH B pa3gene [Npunoxexue X.
OnwucaHwne N3BECTHbIX OLMOOK.

o KoHpaukT ¢ FirewallD (B OC Fedora, CentOS, Red Hat Enterprise Linux). B cnyyae koHbAnKTa
¢ 3Tum HBpaHamay3pom HabarogaeTca coobueHne 06 owmnbke SplDer Gate ¢ kogom x102.
Cnocob ycTpaHeHus KoHdANKTa NpuseseH B pa3gene [Npunoxenune XK. OnvcaHune
N3BECTHbIX OWKNOOK.

e B cnyuae ecnm B coctaB OC BktoueH NetFilter Bepcumn maadwe 1.4.15, B pabote SplDer Gate
BO3MO>HO BO3HWKHOBEHWE C/iesytoLLein NpobaemMbl, CBS3aHHOM C BHYTPEHHEWN OWNOKOM B
peanunsauuum NetFilter: npu BoikntoueHun SplDer Gate HapyLluaeTcsa paboTa ceTw.
PekomeHayeTcs 06HoBUTL OC g0 Bepcun, Bkatovatowent NetFilter Bepcum 1.4.15 nam Hosee.
Cnocob ycTpaHeHus yka3aHHOW npobaembl npuBeseH B pasgene [punoxeHve X. OnvcaHve
N3BECTHbIX OWMNOOK.

e B wratHom pexume pabotbl MoHMTOp SplDer Gate coBMecTM CO BCEMM MOJ/Ib30BaTENbCKUMU
MPUOXKEHUAMM, UCMOL3YHOLLIMMU CeTb, BKOYas Beb-6pay3epbl 1 NOYTOBbIE KANEHTbI. [ns
KOPPEeKTHOW NPOBEPKM 3aLUMLLEHHbIX COeAVHEHM HeobxoamnMo aobasuTb cepTndmkat Dr.Web
Desktop Security Suite k nepeuHto foBepeHHbIX CepTUPUKATOB TeX NMPUIOXKEHWNI, KOTOpbIe
MCMOb3YHOT 3aLUMLLEHHbIE COEANHEHNA (Hanpumep, Beb6-6pay3epoB 1 MOUTOBBIX KJIVEHTOB).

e [locne BHeceHWsa n3MeHeHM B paboTy MoHuTopa SplDer Gate (BkatoueHue paHee
OTK/IFOYEHHOTO MOHUTOPA, U3MEHEHME PeXMMa MPOBEPKN 3aLLMLLEHHBIX COEAVHEHNN)
HeobXxoANMO nepes3anyckame NOYMoegele KAueHMsl, CNoab3ytoLme npotokon IMAP ana
NONyYeHNs COODLLEHNIA 3N1EKTPOHHOW NOYTbI C MOYTOBOrO CepBepa.

CoBMeCcTUMOCTb € nogcucreMmamm 6e3onacHoOCTn

Mpw HacTpowkax no ymondaHuto Dr.Web Desktop Security Suite He coBMecTUM ¢ NOACUCTEMO
6e3onacHoctu SELinux. Kpome Toro, no ymonuanuio Dr.Web Desktop Security Suite pabotaet B
pexunme orpaHMyYeHHOW PyHKLMOHaNbHOCTM B cuctemax GNU/Linux, MCNOAb3YOWMX MaHAaTHbIe
MOZeNn JoCTyna (HanpuMep, B CUCTeMaX, OCHALLEHHbIX MOACNCTEMON MaHAATHOIO AOCTyNa
PARSEC, oCHOBaHHOW Ha NPUCBOEHUN NOb30BaTeNIM U daiiaM pas3/InyHbIX YPOBHEN
NPUBUAETNI, Ha3biBaeMbIX MaHAATHbIMW YPOBHAMM).

[nsa yctaHosku Dr.Web Desktop Security Suite Ha cuctemax ¢ SELinux, a Tak>xe Ha cUcCTeMb,
NCMoNb3yloLMe MaHAaTHble MOAENN AOCTYNa, MOXET NoTpeboBaTbCA AONONHUTENbHASA
HacTpoWika nogcuctem 6€30MacHOCTU ANA CHATUA OrpaHMYeHnin B GyHKLMoHMpoBaHun Dr.Web
Desktop Security Suite. NMoapobHee cm. pa3gen Hactporika noacvcrem 6e30macHOCTy.

PyKOBOACTBO noJsib3oBarena
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5. /inueHsnpoBaHune

MNpaBa nonb3oBaTens Ha ncnoab3osaHue konun Dr.Web Desktop Security Suite noaTsep>xaatoTcs
W peryanpyroTcs anueH3snen, npuobpeTeHHOM Nosb3oBaTtenem y KomnaHum «Jloktop Beb» nam ee
napTHepoB. [apaMeTpbl IMLIEH3MK, PEryAVpYIoLL e NpaBa Noib30BaTes, yCTaHOBAEHbI B
COOTBETCTBUM C JINLIEH3VOHHBIM cornalieHnem O, ycaosma KOTOPOro NPUHUMAaOTCA
nosb3oBaTtesnem npu yctaHoBke Dr.Web Desktop Security Suite Ha cBor koMnbtoTep. B anueH3unn
bukenpyertcs nHGopmaLms o Nonb3oBaTese U NPOoJaBLEe, a TakxKe NnapaMeTpbl NCMOb30BaHUA
NprobpeTeHHOM KOMUK NPOAYKTa, B YaCTHOCTU:

e NepeyeHb KOMMOHEHTOB, KOTOPble pa3peLLeHO NCNOAb30BaTb AaHHOMY NOAb30BaTeNto;
e Mepunog, B TeUeHMe KOTOPOro paspeLleHo ncrnonbsosaHne Dr.Web Desktop Security Suite;

e Jpyrne orpaHuyeHuns (B YaCTHOCTU, KOANYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLLeHo
ncnonb3oBaTtb NprnobpeteHHyto konuo Dr.Web Desktop Security Suite).

Kaxkgoi nnmueH3nm Ha NCnonb3oBaHMe NPorpaMMHbIX MPOAYKTOB KOMMNaHuW «/Joktop Beb»
COMOCTaB/EH YHMKaNbHbIN CEPUAHBIA HOMEP, @ Ha I0KaJlbHOM KOMMbIOTEPE C INLEH3NEN
CBA3bIBAETCA CreumanbHbl Gann, peryampyrowmnin paboty komnoHeHtos Dr.Web Desktop
Security Suite B cooTBeTCTBUM C NapaMeTpamu AnLieH3nn. OH Ha3bIBAETCA JUYEH3UOHHbIM
K/Iro4YesbIM gatiiom.

[ns npeaBapUTENbHOTO 0O3HAKOMJIEHUS C BO3MOXHOCTAMU NMPOAYKTa Bbl MOXETE aKTUBUPOBATh
deMoHCMpayuoHHsIlU nepuod. MNpun akTMBaLUN 4EMOHCTPALIMOHHOIO Nepuoja Bbl NosyyaeTte
NpaBoO Ha MOJIHOLLEHHOE MCMOAb30BaHWe ycTaHoBeHHOW konun Dr.Web Desktop Security Suite B
TeyeHue BCEro 3TOro Nepunosa, eCan He HapyLLleHbl YCN0BMSA ero aktnaaumu. [Npu aTom Takxke
aBTOMaTM4eckn GopmupyeTcs cneumanbHbIi KNtoueBon dais, HasbiBaeMblin
0eMOHCMPAyUOHHbIM.

Mpw OTCYTCTBUN AEWCTBYOLLLEN NNLEH3UN UM aKTUBUPOBAHHOIO AEMOHCTPALMOHHOIO nepunosa
(B TOM umncne, ecam Cpok AeNCTBUA paHee NPUOBPETEHHOWN INLEH3UW UW AEMOHCTPALMOHHbIN
nepuoga ncrek), aHtmeupycHole dyHkumm Dr.Web Desktop Security Suite 610kupytoTtcs, kpome
TOro, CEPBUC perynspHbiXx 06bHOBAEHMI BUPYCHBIX 6a3 Dr.Web c cepBepoB 06HOBNEHUN
KoMmnaHum «/loktop Beb» ctaHOBUTCA HeAOCTYMNHbIM. OZHAKO MMeeTCst BO3MOXHOCTb
aktusmpoBatb Dr.Web Desktop Security Suite, nogkntoumB ero Kk cepBepy LLeHTPanM30BaHHON
3aLUMTbl QHTUBNPYCHOW CETV NPEANPUATUS UAN aHTUBMPYCHOWN CETWU, OPraHU30BaHHOW MHTEPHET-
npoBangepom. B aTom cnyyae ynpaBaeHne aHTUBUPYCHbIMU QYHKLMAMY 1 OOHOBAEHUAMM
KOMWW NPOAYKTA, YyCTAHOBNEHHOM Ha KOMMbIOTEPE B COCTaBE aHTUBMPYCHOW CeTM, BO31araeTcs Ha
cepBep LeHTPaAn30BaHHOW 3aLLMThbI.

PyKOBOACTBO noJsib3oBarena
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6. YctaHOBKa U yaaneHme

B sTOM pa3zene onucbiBatoTCA npoueaypbl yctaHoBkY 1 yaaneHusa Dr.Web Desktop Security
Suite, a Tak>Xe npoueaypa NosyyYeHns TekyLwmnx 06HOBAEHUIA 1 NpoLeaypa Nepexosa Ha HOBYH
BEPCMIO, ECIN Ha BalleM KoMmnMbtoTepe yxe yctaHoBnaeH Dr.Web Desktop Security Suite 6onee
paHHeW BepCUM.

Kpome 3TOro, B 3TO0M pasgene onvcaHa npoueaypa BbIbOPOUYHON YyCTaHOBKM U yaaneHns
komnoHeHToB Dr.Web Desktop Security Suite (Hanpumep, ans ycTpaHeHNUs OWMOOK, BOZHUKLLNX
B npouecce akcryatauun Dr.Web Desktop Security Suite, nav ans yctaHoBky NpoAyKTa ¢
OrpaHNyeHHbIM HabopoM dYHKLMI) 1 HacTPOKMKa pacLUMpPeHHbIX NOACMCTEM 6e30MacHOCTH
(Takmx kak SELinux), utTo Mo>xeT noTpeboBaTbCA NPM YCTAaHOBKE WM B MpoLecce 3KCrnayaTaumm
Dr.Web Desktop Security Suite.

[na ocywecTBneHns 3TMx onepauni HeobxoanMbl Npasa cynepnosib3oBartens (06bIYHO
nonb3osatens root). na nonyyeHns npas Cyneprnosb3oBaTens UCnonb3ynTte KOMaHAy CMeHbI
MoNb30BaTeNs su WM KOMaHAY BbIMOJHEHWA OT MMEHW ApYroro noab3oBatens sudo.

& He rapaHtupyetcs coBmectumoctb Dr.Web Desktop Security Suite ¢ aHTMBUPYCHBIMK

: nporpammamu apyrvx nponssoanTenen. Tak Kak yCTaHOBKa BYX aHTUBMPYCOB Ha OAWH
KOMMbIOTEP MOXET NPMBECTU K OLMbKam B paboTe onepaLYOHHON CUCTEMbI U NOTepe
BaXHbIX AaHHbIX, nepes yctaHoBkon Dr.Web Desktop Security Suite HacTosTenbHo
peKoOMeHAyeTCs YAaANTb C KOMMbIOTepPa aHTUBUPYCHbIE MPOrpaMMbl APYTunx
Npoun3BOANTENEN.

Ecan Ha Baliem KoMMblOTEpe yXe nMeeTca ApPYroin aHTUBMPYCHbIN NpoaykT Dr.Web,
YCTaHOBJ/IEHHBIWN M3 YHMBEPCaNbHOrO naketa (. run), ¥ Bbl XesaeTe YCTaHOBUTb eLle OAunH
aHTMBMPYCHbIN NpoaykT Dr.Web (Hanpumep, y Bac U3 yHVBepcanbHOro nakeTta yCTaHOBJ/EH
npoaykT Dr.Web Server Security Suite, 1 Bbl XOTWTe B AOMOJHEHNE K HEMY YCTaHOBUTb
Dr.Web Desktop Security Suite), To npesBaputesbHO ybeanTech, UTO BEPCUS yXKe
YCTaHOBAEHHOTO MpoaykTa coBnazgaet ¢ Bepcuein Dr.Web Desktop Security Suite, koTopyro
Bbl MAaHWpyeTe YCTaHOBUTb. ECM Bepcus, KOTOPYHo Bbl COBMpaeTech YCTaHOBUTb, HOBeE,
Yem Bepcus NPOJYKTa, KOTOPbIN y>Ke YCTaHOBJIEH Ha BalleM KOMMbIOTEPE, Nnepes Hayaaom
YCTaHOBKW AOMOJHUTENBHOTO NPOAYKTa 0OHOBUTE YXKe YCTaHOB/IEHHbIN MPOAYKT AO
Bepcum Dr.Web Desktop Security Suite, KOTOpPYIO Bbl XOTUTE YCTaHOBUTL JOMOJIHUTENBHO.

ﬂ'OI'IO.I'IHl/ITe.I'IbHOI

e YctaHoBka Dr.Web Desktop Security Suite

e O6HoBaeHMe Dr.Web Desktop Security Suite

e YpaneHve Dr.Web Desktop Security Suite

HacTpoika noacuctem 6e3onacHoCTm

MakeTbl 1 danasl Dr.Web Desktop Security Suite

BbibopoUHble yCTaHOBKA U YAaJleHNE KOMOOHEHTOB
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6.1. YctaHoBka Dr.Web Desktop Security Suite

Bbl moxeTe yctaHoBuTb Dr.Web Desktop Security Suite ogHum 13 aByx cnoco6os:

1. 3arpysuB c caita koMnaHuu «fJoktop Beb» ycTaHOBOUHBIN daiin, NpeacTaBAAOLLMIA COOOM
YHMBEpPCa/bHbIN NakeT Ana Unix-cuctem, cCHabXXeHHbIV NporpaMMamu yCTaHOBKM B
rpaduyeckom pexnmMe 1 pexxrmMe KOMaHAHOW CTPOKM (B Hayane ycTaHOBKM ByaeT 3anyLieHa
OflHa U3 HWX B 3aBUCMMOCTW OT BO3MOXHOCTEW OKPY>XKEeHMS).

2. BbinosnHme yctaHoBky Dr.Web Desktop Security Suite B Buge Habopa HatnBHbIX NakeToB (414
3TOro noTpebyeTca NOAKNOUNTLCA K COOTBETCTBYHOLLIEMY PEMO3UTOPUIO NakeToB KOMMNaHUu
«[lokTop Beb»).

ili B Anbt 8 CIM n apyrnx OC, ncnonb3yroLmnx ycTapeBLUve BepCuM MakeTHOrO MeHeaXepa,
: pekomeHayeTcs ycTaHaBamatb Dr.Web Desktop Security Suite n3 yHuBepcanabHoro
nakeTa.

Mocne ycraHoskn Dr.Web Desktop Security Suite nogcucrema IMA/EVM OC Anbt 8 CI1
11100-01 moxxeT BblgaBaTh NpeaynpexaeHne o BO3MOXXHOM HapyLUEHWMW LIeJIOCTHOCTH.
YTtobbl M3bexxaTh 3TOro npeaynpexgaexuns, nocne ycraHosku Dr.Web Desktop Security
Suite BbINONHUTE KOMaHAY:

# integalert fix

OC Anbt 8 CIM 11100-02 1 OC AnbT 8 CIM 11100-03 He noaBep>keHbl 3TON Npobaeme.

@ Mocne ycraHoBku Dr.Web Desktop Security Suite 1t06bIM 13 yKa3aHHbIX B 3TOM

: PYKOBOACTBe COCO60B B Hayane paboTbl BaM NoTpebdyeTcs akTMBMPOBATh JINLEH3UIO UK
yCTaHOBUTbL KAtoveBoW dai. Kpome Toro, Bbl MoxeTe nogkntounts Dr.Web Desktop
Security Suite K cepBepy LieHTpasM30BaHHON 3aLUmMTbl (NogpobHee cM. pasgen
JlvueHsnposaHue). [lo Tex Nop, Noka Bbl 3TOr0 He caenaete, PyHKYUU aHmueupycHol
3awumel 6y0ym omkirodeHsl. Kpome Toro, B psge cydaeB HeOOXO4MMO BbINMOAHUTb
OCHOBHYHO HacTpoiiky 6a3oBol dyHkumoHanbHocT Dr.Web Desktop Security Suite, kak

onuvcaHo B pasgene Hayasno paboTbl.

Ecnv B cncTeme 3anylueH NoyToBbI KAMEHT (Takon kak Mozilla Thunderbird),
MNCMONb3YHOLNIA ANS NOJAYYEHNS COOBLLEHNIN SNEKTPOHHOW NoyTbl npotokon IMAP, ero
HeobXxo4MMO Mepe3anycTuTb NoC/e 3aBEPLUEHNSA YCTAHOBKM aHTUBMPYCa Ans obecrneyeHuns
MPOBEPKY BXOAALLMX MUCEM.

Dr.Web Desktop Security Suite, ycTaHOB/A€HHbIV NH0OBIM U3 PaCCMOTPEHHbBIX B 3TOM pa3gese
CnocoboB, Bbl MOXeTe BMOCNEACTBMMN yAaaNTb AN 0OHOBUTL NPW HaNNUYUK UCNIPaBAEHUIA ANd
BXOAALLMX B HEFO KOMMOHEHTOB WK Bbixoge HoBou Bepcun Dr.Web Desktop Security Suite. Mpw
HEOBXOAMMOCTM BbINOJHUTE TakXKe HacTpoliky noacncrem 6esonacHoctn GNU/Linux ans
koppekTHou paboTbl Dr.Web Desktop Security Suite. Npu BO3HMKHOBEHUN Npobriem ¢
bYHKLMOHNPOBAHMEM OTAENbHbIX KOMMOHEHTOB Bbl MOXETE BbINMOJHUTb UX BbIOOPOYHYHO
YCTaHOBKY v yaaneHve, He yaanas Dr.\Web Desktop Security Suite uenvkom.

PyKOBOACTBO noJsib3oBarena
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6.1.1. YctaHOBKa yHUBepcanbHOro nakerta

YHuBepcanbHbii naket Dr.Web Desktop Security Suite pacnpoctpaHsaeTcs B Buge yCTaHOBOYHOIO
danna c meHeM drweb-<8epcus>-av-1inux-<niamgopmas> . run, rae <niamgopma> —
CTPOKa, yKa3sbiBatoLLas Tun naathopmsl, A8 KOTOpOKU npesHasHaueH Dr.Web Desktop Security
Suite (ans 32-6uTHbIX NaaTGopM — x86, ANA 64-O6UTHBIX NaaTPopm — amd64, armé64, e2s un
ppc6del), Hanpumep:

drweb-11.1.0-av-linux-amdé64.run

| [Janee B fJaHHOM pa3zene pyKOBOACTBA MMS YCTaHOBOYHOrO daiina, COOTBETCTBYHOLLLEE
: dopmarty, ykazaHHOMY BblILLEe, 0603HauaeTcs Kak <umMs ¢paliia .run>, a NyTb K 3TOMy daniny
— KaK <nyme Kk ¢hadiny .run>.

Bepcua Dr.Web Desktop Security Suite onpegenseTca nepebiMu AByMSA YMcaamu,
pa3feneHHbIMU TOUKOW, B UMEHW YHUBEPCANbHOMO nakeTa.

Yr10o6bI ycTaHOBUTbL KOMNOHeHTbl Dr.Web Desktop Security Suite

1. Ecamy Bac OTCYTCTBYET YCTaHOBOUHbIA Gann (YHMBEPCaNbHbIA NaKeT), 3arpy3unTte ero ¢
odumansHoro caitta & komnaHum «/Joktop Beb».

2. CoxpaHuTe yCTaHOBOUYHbIN dalin Ha XeCTKMM ANCK KOMMbIoTepa B NHOOOW AOCTYMHbIA ANA
3anucu katanor (Hanpumep, /home/ <username>, rae <username> — UMA TeKyLLEero
Mo/ib30BaTeNs).

3. Paspewwnte ncnonHeHune panna, Hanpumep, KOMaHAON:
# chmod +x <nyme Kk ¢aliny .run>

4. 3aI'IyCTl/ITe €ro Ha BbINoOJIHEHWE KOMaHp,O[/JII
# <nyme k paliny .run>

MAN BOCMONb3YWTECh CTaHAAPTHBIM GaioBbIM MeHeKepoM Baluen rpadpuryeckon 06oaouku
Kak 419 U3MeHeHMsA CBOWCTB dalna (npaB A0CTyna), Tak 1 A/F ero 3anycka.

@ B cnyyae ycraHosku Dr.Web Desktop Security Suite B cpese OC Astra Linux SE Bepcuii 1.6

: n 1.7, pabotatoLLen B pexume 3amkHymol npoepammHoli cpedel (31C), MOXKET NPOU3OUATH
OTKa3 B 3aMycke NporpaMMbl YyCTaHOBKW M3-3a OTCYTCTBMA OTKPbLITOrO KAt04Ya KOMMaHUu
«flokTop Beb» B cnvcke OBEPEHHBIX Ktoyen. B 3Tom ciyyae Heobxo4MMO BbINMOAHUTD
npeaBapuTenbHyro HacTpoiky pexuma 3IMC (cM. Hactpoiika 3anycka B pexkume 3M1C (Astra
Linux SE, Bepcuu 1.6 1 1.7)), nocne yero 3anyctutb NporpaMMy yCTaHOBKM MOBTOPHO.

Mpw 3TOM ByaeT NpoBepeHa LieNOCTHOCTb apx1Ba, 3aTeM dalibl, cogepikallinecs B apxvBe,
6yayT pacrnakoBaHbl BO BPEMEHHbI KaTanor 1 aBTOMaTUYeckm 3anycTuTcs nporpaMmmMa
ycTaHoBkW. Ecnm 3anyck 6611 oCyLLecTBieH He C MpaBaMu Cyneprnosib3oBaTtens, To NporpamMmma
yCTaHOBKM aBTOMAaTMYECKM MOMbITAETCS NMOBbLICUTbL CBOW MPaBa, 3anpocKB Naposib
(ucnonb3yetcsa ytmanta sudo). ECm nonbiTka NoBbILEHUS NPaB OKOHUUTCSA Heyaayel,
yCTaHOBKa byAeT OTMeHeHa.

PyKOBOACTBO noJsib3oBarena
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Ecan pasgen ¢pannoBon cuctemsl, COAep>Kallinii BpeMeHHbI KaTanor, He nMeet
[0CTAaTOYHOrO KOAMYecTBa CBOOOAHOMO MecTa A/ pacnakoBKM AUCTPUBYTUBA, MpoLiecc
YCTaHOBKW ByAeT 3aBepLUeH Noc/ie BblAaun COOTBETCTBYHOLLEro coobLleHuns. B 3Tom ciyyae
MOBTOPWTE PacnakoBKY, U3MEHMB 3HaYeHne CUCTEMHOM NepeMeHHON OKpyXeHus TMPDIR
Takum 06pa3om, YTobbl O