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BBeaeHue

1. BBegeHue

PeweHwne Dr.Web Industrial ans Linux no3BosnT Bam obecneumnTb HaZeXHYH 3aLunTy Ballero
KOMMblOTepa OT pacnpoCTPaHeHNs KOMMbHOTEPHbIX YIPO3 BCEX BO3MOXHbIX TUMOB, UCMOJb3YS
Hanbonee cOBpeMeHHbIe TEXHONOIUN 0OHapyXXeHMA 1 06e3BpeXXMBaHMA Yrpos.

[laHHOe pyKOBOACTBO NpesHa3HayvyeHo A4J/i9 MOMOLLM MOJib30BaTeNsM KOMMbIOTEPOB,
paboTatoLmnx Nog ynpaBaeHMeM onepaumnoHHbix cnctem cemerictea GNU/Linux (aanee B
[OKYMeHTe byseT ncnonb3oBaHo ob6o3HayeHne Unix), B ycTaHOBKe M ncnonb3osaHuu Dr.Web
Industrial ana Linux.

Ecnn 'y Bac y>xe yctaHosneH Dr.Web Industrial gns Linux npegbiayLieri Bepcun, 1 Bbl XXenaete
OBHOBUTL €ro A0 aKTyalbHOW BEPCUN, BbINMOJHUTE Ha Hee nepexos (cM. pasaen [lepexos Ha
HOBYIO BEPCUIO).

PyKOBOACTBO noJsib3oBarena
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2. YcnoBHble 0603HaueHUs U coKpaleHUs

B saHHOM pyKOBOACTBE MCMOAb3YHOTCA CeAyHoLLINe YCIOBHbIe 0603HaUeHWS:

O603HaueHune KommeHTapwmii
@ BakHoe 3ameuaHue Ui ykasaHue
ilf MpeaynpexzeHre 0 BO3MOXHbIX OLUMOOUHBIX CUTYaLMAX, @ TakKe BaXKHbIX
: MOMeHTax, Ha KoTopble c/ieyeT obpaTuTb 0coboe BHUMaHMe

AHmusupycHas cems  HOBBI TEPMUH WAN aKLEHT Ha TEPMUHE B OMMUCAHUAX
<IP-address> Mons ans 3aMeHbl GYHKLMOHabHbIX Ha3BaHU GakTUUECKUMM 3HAYEHUAMN

CoxpaHutb Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHIO U APYr1X 31EMEHTOB
nporpamMmmHoro nHTepderica

CTRL O603HayeHs KnaBuLL KaaBraTypsl

/home/user HavmeHoBaHMs dalinos 1 Katanoros, GparMeHTbl MPOrpamMMHOro Kosa

MNpwunoxeHune A MepeKkpecTHble CCbINKM Ha rNaBbl AOKYMEHTa UKW TMNepPCChbIIKA Ha BHELLHNe
pecypchbl

@ KomaHzpl, KoTopble TpebyeTcs BBECTU C KIAaBMATypbl B KOMaHZAHYHO CTPOKY OnepaLyioHHOM

: cucTeMbl (B TEPMUHAE UK IMYIATOPE TEPMUHANA), B PyKOBOACTBE MpeABapsoTcs
CYMBOJIOM MpWrAalleHns K BBOAY $ UAW #, ONpeAenstomnM, Kakme NoJHOMoUNS
NoJib30BaTeNsi HEOHXOAUMbI ANsl BbIMONHEHUS YKa3aHHOW KOMaHAbl. CTaHAapTHLIM A8
Unix-cvcteM 06pa3oM nogpasyMeBaeTcs, YTo:

$ — 419 BbIMOJNIHEHMA KOMaHAbl OCTaTOYHO 06bIYHbIX npaB Noab30BaTesA.

# — 419 BbINOJIHEHMA KOMaHAbl TPebyoTCA NpaBa cynepnosib3osatens (06blYHO — root).
[lns NOBbILEHNA NPaB MOXHO MCMOAb30BaTb KOMaHAbl su 1 sudo.

MNepeyeHb coKpalleHnn NnpuseseH B pasaene [punoxerre XK. Cnvcok cokpaLLeHni.

PyKOBOACTBO noJsib3oBarena
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O npopaykre

3. O npoaykre

Ha3HaueHue

Dr.Web Industrial ans Linux cozgaH ans 3awutbl GainoB annapaTHbIX 1 BUPTYaabHbIX paboumx
cTaHumn, pabotarowmx nog ynpasnaeHnem OC cemerictea GNU/Linux OT BUPYCOB 1 BCEX MPOUNX
BWJOB BPEJOHOCHOIO NPorpamMMHoro obecrieveHus, a Takxxe 419 NpesoTBpaLLeHna
pacnpoCTpaHeHna Yepes HUX Yrpo3 Aaa pasanyHbix naatdopm. MNpu pabote B pexxnme
LleHTpannsoBaHHoOM 3awwmTbl Dr.Web Industrial gnsa Linux KoHTpoanpyeTca cepBepoM nog,
ynpasneHvem Dr.Web Industrial. Mpwn HacTponkax no ymonyanuto Dr.Web Industrial gns Linux He
BMeLLMBaeTca B paboTy onepaLyoHHON cMCTeMbl, @ 1Llb coobLaeT 06 0bHapy>XeHHbIX yrpo3ax,
YTO MO3BOJAET UCMONb30BaTh 3TO aHTMBUPYCHOE peLleHne B MPOMbILLIEHHOW MHPPACTPYKTYype, B
KOTOpOM aBapuiMHaa ocTaHOBKa 06opyA0BaHWA 1 NPOCTOM B paboTe KpaiHe HexXenaTesbHbl.

3awmTa gaHHbIX

OCHOBHble KOMMOHEHTbI (aHTVBUPYCHOE AAPO M BUPYCHble 6a3bl) ABAAIOTCA He TONbKO KpaviHe
3P PeKTMBHBIMUN N HeTpeboBaTeIbHBIMUN K CUCTEMHBIM pPecypcaMm, HO 1 KpOoCc-naaTtGOpMeHHbIMM,
YTO NO3BOJIAET CreumanncTaMm KomnaHum «Joktop Beb» cosgaBatb HageXHble aHTUBMPYCHbIE
pelueHus, obecrneymBaroLLive 3amUTy KOMMbIOTEPOB, paboTaroLmx NOA yrpaBieHeM
pacnpocTpaHeHHbIX ONepaLMOHHbIX CUCTEM, OT Yrpo3, NpeAHa3HauYeHHbIX A9 Pa3INYHbIX
nnatdopm. B HacTosLee Bpems, Hapagy ¢ Dr.Web Industrial gns Linux, B komnanum «/loktop
Beb» pa3paboTaHbl TakXKe 1 Apyrne aHTUBUPYCHble pelleHna ans Unix-nogo6Hbix
onepaumoHHbIx cuctem (GNU/Linux n FreeBSD), macOS n Windows. Kpome Toro, paspaboTtaHbl
aHTUBMPYCHbIE peLleHns, obecneymBatoLme 3aLnTy MOBUNbHBIX YCTPOWCTB, paboTatoLLmx nog,
ynpasaeHvem OC Android n «ABpopa».

KomnoHneHTbl Dr.Web Industrial gns Linux nocTosHHO 06HOBASAKOTCS, @ BUPYCHble 6a3bl
peryasapHoO AOMNOJHAOTCA HOBbIMM 3aMUCAMU, UTO obecneyumBaeT akTyabHbll yPOBEHb
3aLmLLeHHOCTH GarinoB annapaTHbIX U BUPTYanbHbIX pabounx cTaHuuin. na AONOAHUTENbHOWM
3alUNTbl OT HEM3BECTHOrO BPEAOHOCHOIO MPOrpaMMHOro obecneyvyeHmns NCnoNb3yHoTCA METOAbI
3BPUCTUYECKOrO aHaNn3a, peasn3oBaHHble B aHTUBMPYCHOM Ajpe.

Pa6boTta B MHPppacTpykType

MNepea Hayanom akcnayataumm MO Dr.Web y6eantecb B OTCYTCTBUN KOHDAUKTOB MEXAY
aHTMBUMpPYCHbIM MO 1 NporpaMMHbIM U/UAK NPOrpaMMHO-annapaTHbiM obecneyeHnem
KOprnopaTMBHOW NHPPACTPYKTYypbl. YCTAHOBUTE BCE akTya/lbHble OOHOBNEHWS U BbINOAHWTE BCE
AencTBuA No 6e3onacHoOM HacTpowke, NPUBEAEHHbIE B JaHHOW AOKyMeHTauuu. MNpu Haanumm
0Cc060 UyBCTBUTENBHbIX CETMEHTOB KOPNOpaTUBHOW MHOPACTPYKTYpbl, KOTOPbIe
B3ammMogenctaytoT ¢ MO Dr.Web, HacToaTenbHO pekoMeHAyeTCA NpeABapUTeNbHO TECTUPOBATb
06HOBIEHNA NPOrpaMMHbIX MOZYNEN N BUPYCHbIX 6a3 Ha M30MPOBaHHOM MCMbITaTe/IbHOM
CTeHae.

PyKOBOACTBO noJsib3oBarena
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OcHoBHble dyHKkuMM Dr.Web Industrial ana Linux

e Ctpyktypa Dr.Web Industrial ana Linux

[NlomelleHMe B KapaHTUH

[MosaHoOMoumMA anda paboTtbl ¢ daraamu

PexxnMbl paboThl

3.1. OcHoBHble ¢pyHkuun Dr.Web Industrial ans Linux

OcHoBHble dyHKUMM Dr.Web Industrial gns Linux:

1. Mowuck n o6e3BpexxnBaHme yrpos. O6Hapy>XKMBaAOTCA U 06E3BPEXMBALOTCA Kak
HernocpeACTBEHHO BPEAOHOCHbIE MPOrpaMMbl BCEX BO3MOXKHbIX TUMOB (Pa3inyHble BUPYChI,
BKJIKOYAs BMPYChl, MHOULMPYLOLLME NOUTOBbIE halisibl U 3arpy30UHble 3anncuK AMCKOB,
TPOSHCKME MPOrpamMMmbl, MOYTOBbIE YEPBU M T. MN.), TaK N HeXenaTesbHble NPOrpaMmbl
(peknaMHble NPOrpaMmsbl, MPOrpaMMbl-LIYTKW, MPOrpaMMbl aBTOMATUUYECKOTO A03BOHaA).
MoapobHee o BUAax yrpo3 cMm. [punoxermne A. Buabl KOMNbHOTEPHbIX YrPO3.

,ﬂ,.l'lﬂ o6Hapy>|<eHV|;| BPEAOHOCHbIX N HEXENAaTe/IbHbIX NPOrpaMm NCNob3yHTCA:

o CueHamypHell aHaaus. MeTog NpoBepKy, MO3BONAIOLLNA OOHAPYXUTb Y>Ke U3BECTHbIe
yrpo3sbl, MTHPOPMaLMA O KOTOPbIX COAEPKUTCSA B BUPYCHbIX Ha3ax.

e Jspucmudyeckuli aHaaus. Habop MeToz0B NMpoBepKK, MO3BONAIOLLMUX OBHAPY>KMUBATL YrpO3bl,
KOTOpble eLle HeN3BECTHbI.

@ DBPUCTUYECKUIA aHaM3aTOP MOXKET JIOXKHO cpabaTbiBaTb Ha MpoOrpamMMHoe obecrnevyeHue,
: He sBAstOLLLeeCs BPeAOHOCHbIM. [10 3TOW NpuymHe 06BbeKTbI, CogepyKallne 0bHapy>KeHHbIe
MM Yrpo3bl, MONYYatoT CrieLnanbHbld CTaTyC «MoA03puTeNbHbIe». PekoMeHayeTcs

noMeLLaTth Takune $alsibl B KapaHTUH, @ Takxke NepesaBaTb Ha aHaan3 B aHTUBUPYCHYHO
nabopatoputo «[Joktop Beb». MNoapobHee 06 MeTofax 06e3BpexmBaHuUs cM. [1puaoxxeHue
B. YcTpaHeHWe KOMMbIOTEPHbIX YIPO3.

MNpoBepka GpannoBOM CUCTEMbI MOXKET 3aMnyCcKaTbCA Kak BPYUYHYHO, MO 3anpocy noab3oBaTens,
Tak 1 aBTOMaTUYeCKn — B COOTBETCTBUM C 3afjaHHbIM pacnumcaHnem. imeetcs BO3MOXHOCTb
KaK MOJNHOW NpoBepKkM Bcex 06bekTOB HanNoBON CUCTEMbI, LOCTYMHbIX MO/b30BATENIO, TaK U
BbIOOPOYHON NPOBEPKM TONBKO YKa3aHHbIX OO6BEKTOB (OTAEbHbIX KaTasoros nav ¢Gannos).
Kpome TOro, #0CTynHa BO3MOXHOCTb OTAE/bHOW NPOBEPKM 3arpy304HbIX 3anmncen TOMOB U
ncnonHaembix Gannos, U3 KOTOPbIX 3aMyLleHbl MPOLECChI, aKTUBHbIE B CMCTEME B JaHHbIV
MOMeHT. B nocneaHeM cnyyvae npu o6Hapy>KEHUN Yrpo3bl BbIMOJHAETCA HE TONbKO
ob6e3BpexxrBaHMe BPeJOHOCHOIrO NCMOoAHAEMOro dalina, HoO 1 NPUHYAUTENbHOE 3aBepLueHne
paboTbl BCEX MPOLLECCOB, 3aMnyLLEeHHbIX U3 Hero.

Ana onepaLMoHHbIX CUCTEM, MMELOLLMX cpeay rpaduryeckoro pabouero ctona, peasvsoBaHa
nHTerpauma GyHKLMIN nposepky $GaraoB Kak C MaHe bto 3a4ay, Tak 1 ¢ rpadpuyecknm
PannoBbIM MeHeKepoM. B cuctemax, peanvsyrowmx MaHAATHYHO Mogenb AocTyna K gainam
C HabOpPOM pa3AMNUHbIX YPOBHEW AOCTYNa, CKaHNPOBaHWe $anaoB, HeAOCTYMHbIX Ha TEKYLLEM
YPOBHe J0CTyrna, MOXeT NPOM3BOANTLCA B CNELMaibHOM peXrMe aBTOHOMHOrO 3K3emnapa.

PyKOBOACTBO noJsib3oBarena

11



A7

Py
$

A
)
A

O npopaykre

Bce o6bekThbl C yrpo3amu, obHapy>KeHHble B $aiioBOWN CUCTEME, PETUCTPUPYIOTCS B
NMOCTOAHHO XPaHUMOM peecTpe yrpo3, 3a UCKNHOUYEHNEM TeX Yrpo3, KoTopble Obian
06Hapy>eHbl B pexnme aBTOHOMHOTrO 3k3emMnaspa.

YTuamTta yrnpasaeHus U3 KOMaHAHOW CTPOKMK, Bxoasawas B coctaB Dr.Web Industrial ans Linux,
MO3BOJISIET TaKXKe NPOBEPSATL Ha Hannume yrpo3 GpannoBble CUCTEMbI YAANEHHbIX Y3/10B CETH,
NpeAoCTaBAAOLLNX YAANEHHbIA AOCTYN K HUM Yepe3 SSH nan Telnet.

@ Bbl MOXeTe MCMOAb30BaTh YAaNeHHOE CKaHNPOBaHMWE TOJIbKO A5 OOHapy>XXKeHWs

: BPEAOHOCHbIX WM NOAO3PUTENbHBIX GaIOB Ha yaaneHHOM y3ne. [lnsa ycTpaHeHus
O6Hapy>XeHHbIX Yrpo3 Ha yAaseHHOM Yy3/1e BOCMOJ/Ib3yNTeCh CPeACTBaMU YMpPaBAEHUS,
npeaocTaBAseMbIMN HEMOCPEACTBEHHO 3TUM y310M. Hanprmep, 414 poyTepoB 1 NpoYmx
«YMHbIX» YCTPOWCTB Bbl MOXeTe OOGHOBUTb MPOLUMBKY, @ A/ BbIUUCAUTENbHBIX MaALLUNH —
NOAKNOYNTHCA K HUM (B TOM Yncae — B YAAJI€HHOM TEPMUHANbHOM PEXMME) U
npou3Bess COOTBETCTBYHOLLME Onepauun B Ux dannoBon cucteme (yaaneHve niam
nepemMeLleHne GanioB v T. N.) UK 3anyCTUB YCTaHOBIEHHOE Ha HUX aHTUBUpYcHoe MO
(nporpammMHoe obecrneyeHue).

MoHuTopuHr obpaweHun Kk ¢pamnam. Otcnexmatotca obpalteHms K Gannam € JaHHbIMU U
NonbITKX 3anycka UCNoaHAeMbIX $GalrinoB. OTO NO3BOAAET 06HapyXXMnBaTb M HEWTPaAN30BbIBaTb
BPEAOHOCHbIE MPOrpamMMbl HEMOCPEACTBEHHO NP NOMbITKaX MHPULIMPOBAHNA UMK
KomnbtoTepa. [TOMUMO CTaHAaPTHOrO peXxmMa MOHUTOPMHIa MMEeeTCsl BO3MOXHOCTb
BKIFOUNTb YCUIEHHBIN («MapaHonAanbHbIV») PEXMM, B KOTOPOM AOCTYyn K dpannam byaet
610KMpPOBaTLCA MOHUTOPOM 10 MOMEHTa OKOHYaHWA X NPOBEPKK (3TO No3BonseT
npeAoTBPaTUTL CAyYan AocTyna K dainy, Koraa OH COAEPXKMUT Yrpo3y, HO pe3y/bTaT ero
NPOBEPKM CTAHOBUTCA U3BECTHBIM Y>Ke NMOC/e TOro, Kak MPUIOXKEHMEe yCneno noayymTb JOCTyn
K Ppariny). YCUneHHbIn pexxuM MOHUTOPUHIA MOBbILWAET ypOBEeHb 6€30MacHOCTH, HO 3aMeanaeT
AOCTYN MPUAOKEHWI K eLLe He NPOBEPeHHbIM dariam.

HapexxHas nsonauma MHGULMPOBaHHbIX /N NOAO3PUTE/IbHBIX 06HEKTOB B
crneuvanbHOM XpaHWAvLLe — KapaHTMHe, YTOObl OHW He MOrM HaHecTw ylepba cucrteme.
MNpw nepemelleH 06bEKTOB B KapaHTVH OHW CrieumanbHbiM 06pa3om neperMeHOBbIBatOTCA
“ MOTyT 6bITb BOCCTAHOB/IEHbI B UCXOAHOE MECTO (B Cyyae Heobxo4MMOCTH) TONBLKO MO
KOMaHAe nosib3oBaTesns.

. ABTOMaTMUecKkoe 06HOBNIEHUE COAEPXKMMOro BUPYCHbIX 6a3 Dr.Web v aHTMBMpYyCcHOro sagpa

AnAa noaaep>XaHna BblICOKOro YpPOBHA HaZEXXHOCTU 3alnThbl OT BPEAOHOCHBIX MPOrpamMmm.

. C60p CTaTUCTUKU NPOBEPOK N NHUNAEHTOB, CBA3aHHbIX C BP€4OHOCHbIM Mo, BeaeHune

>XypHana obHapy>XeHHbIX Yrpo3 (4OCTyneH TONbKO Yepe3 yTUANTY yNpaBaeHUs U3 KOMaHAHOM
CTPOKN).

. O6ecneueHure paboTbl NoA ynpaB/ieHUEM cepBepa LLeHTPa/in30BaHHOMW 3alUTbl /15

NPUMeEHEHNs Ha 3alMLLaeMOM KOMMbIOTEPE eAMHbIX MOANTUK 6e30MacHOCTY, NPUHATBIX B
aHTUBMPYCHOW ceTu nog ynpasaeHnem Dr.Web Industrial, B coctaB koTOpow OH BXOAMT.

PyKOBO,D,CTBO noJsib3oBarena
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.2. Crpykrypa Dr.Web Industrial ans Linux

Dr.Web Industrial gna Linux npeacrtaBaset cobor nporpaMMHbIA KOMMAAEKC, COCTOAL NN 13
Habopa KOMMOHEHTOB, KaX/blil 13 KOTOPbIX BbINMOAHAET CBOW Habop GyHKUMA. B cooTBeTCTBUM C
3ajavyamu, peluaemMbiMy KOMMOHEHTaMK, OHWN pa3geeHbl Ha KaTeropum:

ba3oBble aHTMBMPYCHbIe KOMMNOHEHTbI, 0bpa3ytolme agpo npoaykta Dr.Web Industrial gns
Linux. Mpwv oTCyTCTBUM KOMMOHEHTOB 3TOM KaTEropun NPOAYKT HE MOXET BbINOAHATb
CkaHMpoBaHue $GarnoB (M NHbIX AaHHbIX) Ha MPEAMET HaMUMNA BUPYCOB U MHbIX YTPO3.

KomnoHeHTbI novcka yrpo3. [laHHble KOMMOHEHTbI UCNOb3YHTCSA AN pelleHns 6a30BbIX 3a4au
Dr.Web Industrial agns Linux — noncka BpeJOHOCHbIX U MOTEHLMaNbHO OnacHbIX 06bekToB. B
cBOEeN paboTe KOMMOHEHTbI 3TOWN KaTeropun MCnoNb3yroT 6a3oBble aHTUBMPYCHbIE
KOMMOHEHThI.

CepBUCHbIE KOMMOHEHThI, PeLlatoL e BCOMOraTeibHble 3aa4m A8 NOAAEPXKKM
aHTUBMPYCHOM 3aWwnTbl (O6HOBAEHME BUPYCHbIX a3, NOAKIOUEHME K cepBepamM
LEHTPaM30BaHHOM 3alLnThbl, 0bwas KoopAnHaLumsa paboTbl KomnoHeHToB Dr.Web Industrial
ana Linux v T. a.).

NHTepdencHble KOMMNOHEHTbI, NPeAoCTaBAAOLWME (MONb30BATENO UM CTOPOHHUM
NpuAoXKeHnam) nHtepdenc ana ynpasnenuna paborton Dr.Web Industrial gaa Linux.

MNepeyeHb KOMMOHEHTOB, BXxoAALWMX B cocTaB Dr.Web Industrial gns Linux, nepeuncneH B
Tabamuax Huxe.

3

.2.1. ba3oBble aHTUBNPYCHbIE KOMMOHEHTbI
KomnoHeHT Onwucanwue
Dr.Web Virus-Finding Engine AHTMBUMPYCHOE A4P0. PeannsyeT airopUTMbl MOMCKa U pacrno3HaBaHus

BUPYCOB 1 NMPOYUX BPEAOHOCHbIX MPOrpamMmm (I/ICI'IOJ'IbByﬂ CI/IFHaTyprII‘/’I
n BBpI/ICTI/IL—IECKI/II\/’I aHaJ'II/I3).

Pabotaet nog ynpasneHvem komnoHeHTa Dr.Web Scanning Engine

darin 6ubanoTekn: drweb32.d11.

BHyTpEHHee HanMeHOBaHWe, BbIBOAUMOE B XYypPHal: CoreEngine

Dr.Web Scanning Engine CkaHupytowee aapo. KOMMOHEHT, OTBEYatOLLMIA 3a 3arpy3Ky

aHTMBMpycHoro sapa Dr.Web Virus-Finding Engine 1 BupycHbix 6a3.

e [NepesaeT aHTMBMPYCHOMY A4PY Ha NMPOBEPKY cofepXknMoe Ppannos
W 3arpy304HbIX 3amnmncer JUCKOBbIX YCTPOMCTB.

e OpraHusyet ovepesb GpaiioB, OXNAAOLLMX MPOBEPKU.

e BbinoaHAEeT neyeHme Tex yrpos, 414 KOTopbiX AaHHOE AEI‘/IICTBI/Ie
NPUMEHNMO.

MoxkeT paboTaTb Kak nog yrnpasneHvem gemoHa Dr.Web ConfigD, Tak
N B aBTOHOMHOM pexume.

PyKOBOACTBO noJsib3oBarena

13



A
)
A

AT
Q:

KomnoHeHT

BupycHble 6a3bl

Dr.Web File Checker

Dr.Web Network Checker

O npopaykre

OnucaHue

Vcnonb3yetcs komnoHeHTamu Dr.Web File Checker n Dr.Web Network
Checker. Takxxe MOXeT MCNOAb30BaTbCs KOMMNOHeHTOM Dr.Web MeshD
(B HEKOTOPBIX pexxrMax paboTbl) U BHELHMMM (MO OTHOLLEHMIO K
Dr.Web Industrial gnsa Linux) npnaoxXeHnamm, MCNOAb3YHOLL UM
HenocpeacTtBeHHO APl Dr.Web Scanning Engine

VicnonHsembi daiin KOMMNOHeHTa: drweb-se.

BHyTpeHHee HavMeHOBaHWe, BLIBOAMMOE B XypHaa: ScanEngine

ABTOMaTMUeckn 06HOBAsieMas 6as3a JaHHbIX CUrHATYP BUPYCOB U
MpOouUMX Yyrpo3, a Takxe ajropuTMOB PACcMo3HABaHMUsA U HEUTpaan3aLmm
BPEAOHOCHOTO NMPOrPaMMHOro obecneyeHus.

Vicnonb3yeTcs aHTUBMpYCcHbIM aapom Dr.Web Virus-Finding Engine u
MOCTaBAAETCs COBMECTHO C HUM

KoMnoHeHT npoBepkn 06bekToB $alriioBON CUCTEMbI U MEHeAXEP
KapaHTWHa.

e [IpUHUMAET OT KOMMOHEHTA MOWCKa Yrpo3 3aJaHNs Ha NPOBEPKY
dannoB, HaXoAALLMXCA B OKaAbHOW (Mo oTHoweHuto K Dr.Web
Scanning Engine) darinoBol cucteme.

e O6Xx0AUT KaTanoru GpanaoBOWN CUCTEMbI COTIACHO 3aJaHuIo,
nepezaet dannbl Ha NPOBEPKY CKaHupytowemy sapy Dr.Web
Scanning Engine n onoBeLLaeT KOMMOHEHTbI-KJMUEHTbI O XOZe
NpPOBEPKH.

e BbinosHseT yaaneHne nHGMLMpPOBaHHbIX GalioB, NepemMeLLeHme NX
B KapaHTVH N BOCCTaHOBJ/IEHVE 3 KapaHTUHa, ynpasaseTt
KaTaJoramv KapaHTuHa.

o OpraHu3yeT 1 COAEPXKUT B akTyaslbHOM COCTOSIHWM KeLl, XPaHALLMIA
MHOOPMaLMIO O paHee NPOBEPEHHbIX Gaitnax Ans yMeHbLIEHWS
YacTOTbl MOBTOPHBIX MPOBEPOK halNoB.

Vicnonb3yeTcs KOMNOHEHTaMK, NPOBEPAOLLUMN 06beKTbI dalrinoBOW
cmcTeMsl, Takmmm kak SplDer Guard

VicnonHsemblin daiin KOMNoHeHTa: drweb-filecheck.

BHyTpeHHee HaumeHOBaHWe, BbIBOAMMOE B XypHa: FileCheck
AreHT ceTeBOW NPOBEPKUN JAHHBIX.

e Vlcnonb3yetca ana nepesayn Ha NPOBEPKY B CKaHWpPYtoLLiee A4p0
[aHHbIX, OTNPaBAEHHbIX KOMMOHEHTaM1 NPOrPaMMHOro KoMriieKca
yepes ceTb.

e o3Bonset Dr.Web Industrial gna Linux opraHv3oBbiBaTb
pacnpeAeneHHyo NPoBePKY AaHHbIX: MPUHMMATb Ha MPOBEPKY
JaHHble C yaneHHbIX Y310B CeTU U nepesaBaTh JIOKalbHble JaHHble
Ha NPOBEpPKY Ha yAaneHHble y31bl ceTw. [ina npuema v nepegaym
AAaHHBIX Ha YAaNeHHbIX y3/1ax TakxKe JoMKeH GYHKLIMOHNPOBATb
aHTUBMPYCHBIN NpoaykT Dr.Web ana onepauunoHHbIx cuctem

PyKOBOACTBO noJsib3oBarena
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KomnoHeHT OnucaHue

cemeiictBa Unix. B pexxnme pacnpeseneHHON NpoBepku No3sonset
aBTOMaTMUeCKn pacrnpeaensiTb MHTEHCMBHOCTb aHTUBUPYCHOTO
CKaHVWPOBAHWA MO AOCTYMHbIM Y3/1aM, CHWUXas HarpysKy Ha y3/bl C
60/1bLLIMM 06BEMOM MPOBEPKM (HanprMep, BbIMOJHAOLLMX PO/b
MOYTOBbIX CEPBEPOB N MHTEPHET-LUNHO30B).

Mpw HanMuKMK B CETU Y310B-NaPTHEPOB, CMOCOBHBIX MPUHUMATb
JaHHble Ha NPOBepPKy, KOMMOHEeHTbI, ncnoab3ytowwme Dr.Web Network
Checker ana npoBepku, MOryT He UCMO/b30BaTb MOLLHOCTU
NokanbHoro ckaHmpytowero agpa Dr.Web Scanning Engine. Takum
obpazom, okanbHoe ckaHupytolee aapo Dr.Web Scanning Engine,
Dr.Web Virus-Finding Engine 1 BMpycHble 6a3bl MOryT OTCyTCTBOBATb.

Ana obecneyeHns 6esonacHOCTN Npu Nepesade dGalinoB No cetu
ncnonb3yet SSL

VicnonHsembin dain KoMMNoHeHTa: drweb-netcheck.

BHyTpeHHee HavMeHOBaHWe, BbIBOAMMOE B XXypHai: NetCheck

Dr.Web MeshD KoMMoHeHT, ocyLecTBAAOWMI nogkaoveHne npoaykta Dr.Web
Industrial gna Linux kK nokanbHOMy 06aaKy, No3BoAAroLWEeMy
npoayktam Dr.Web ans Unix o6MeHMBaTbCsi 06HOBAEHUAMMY,
pe3ynbTaTamu NpoBepku Gannos, nepesasatb ApYyr Apyry Ha
npoBepKy dalsibl, a TakKe NPesoCTaBAATb YCAYTN CKaHUPYHOLLEro aapa
HanpsaMmyHo.

MpW HaMYKMK 3TOrO KOMMOHEHTA B COCTaBE MPOAYKTa U MPU HaAUYNK
B COCTaBe JIoKaJbHOro obaaka, K KOTOPOMY OH MOAK/IHOYEH, Y3/10B,
NpPesoCTaBASIOLLMX YCAYT CKaHVUPYHOLLETO AAPa, JI0KalbHOE
ckaHupytolee sapo Dr.Web Scanning Engine, Dr.Web Virus-Finding
Engine 1 BMpycHble 6a3bl MOryT OTCYTCTBOBaTb

WcnonHaembli pain komnoHeHTa: drweb-meshd.

BHyTpEHHee HanMEeHOBAHWE, BbIBOANMOE B XYypHa: MeshD

3.2.2. KoMnoHeHTbl NoucKa yrpos

KomnoHeHT OnucaHue

CkaHep KoMnoHeHT, BbIMOAHAOLWMI NO TpeboBaHWIO NOb30BaTeNA UK MO
3aZlaHHOMY pacnucaHuio NPoBepky 06bEKTOB GansioBON CUCTEMBI
(dbawnnbl, kKaTanorn 1 3arpy3oyHble 3anmncn) Ha Haanume B HUX Yrpos.
Monb3oBaTesib MeeT BO3MOXHOCTb 3anyckaTb MPOBEPKY Kak 13
rpadunyeckoro pexmnma, Tak U 3 KOMaHAHOW CTPOKM.

SplDer Guard MoHuTop dainnosor cuctembl GNU/Linux.

PaboTaeT B pOHOBOM pexunmMe 1 OTCAEXMBaET onepauumn ¢ annamu
(Takune Kak co3gaHue, OTKPbITUE, 3aKpbITME 1 3anyck Gaiina) B

PyKOBOACTBO noJsib3oBarena
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dannosbix cnctemax GNU/Linux. Mockinaet komnoHeHTy Dr.Web File
Checker 3anpocbl Ha NpPoBepKy COAEPXXMMOro HOBbIX N U3MEHMBLUMXCA
bannos, a Takxke NCMOAHAEMbIX GanNoB B MOMEHT 3amnycka nporpamm.

Pabotaet ¢ darinooii cuctemon OC yepes CUCTEMHBIN MeXaHU3M
fanotify. MoHWUTOp MOXeT paboTaTb B YCUEHHOM UK
«NapaHouAanbHOM» pexunme, 6aokmpys focTtyn k Gainam, KoTopble
eLe He NPoBepPeHbI, O MOMEHTa OKOHYaHWA X Nposepku. o
YMONYAHUIO NCMONb3YETCA OBbIUHBIA PEXXMM MOHWUTOPYUHTA.

| MocTaBasieTcs TOIbKO B COCTaBe AUCTPUOYTUBOB,
: npesHa3HaueHHbIx s OC cemerictea GNU/Linux.

VicnonHsembln Gainn KOMMNOHeHTa: drweb-spider.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAUMOE B XXypHan: LinuxSpider

3.2.3. CepBUCHbI€ KOMMOHEHTbI

KomnoHeHT

Dr.Web ConfigD

Dr.Web ES Agent

OnucaHue

[emMoH ynpaBaeHus KoHdurypaumen komnaekca Dr.Web Industrial gns
Linux.

o yl'lpaBJ'IFIET AdKTNBHOCTbHO (3aI'IyCK n OCTaHOBKa) APYrnX KOMMNOHEHTOB
NnpPorpaMMHOro KomMrekca B 3aBUMCUMOCTU OT HaCTPOEK.

e [Nepe3anyckaeT KOMMOHEHTHI, 3aBepLUMBLLME PaboTy B pe3ynbraTe
cbo9, 3anyckaeT OfHN KOMMOHEHTbI KOMIJIeKca No TpeboBaHWo
ApYrvX, HGOPMUPYET KOMMOHEHTbI MPOAYKTa 06 N3MeHeHMN
cocTaBa 3anyLLeHHbIX KOMMOHEHTOB.

e XpaHWUT 1 NpesoCTaBAsSET BCEM KOMMOHeHTaM nHdopmMauuto 0b
NMEHIOLLIMXCA TNLEH3NOHHBIX KJIFOUax W HacTpoiikax. Monyyaer
N3MEHEHHble HAaCTPOMKM U KJIHOUM OT YMOJHOMOUYEHHbIX
komnoHeHToB Dr.Web Industrial gns Linux 1 onoBeLlaeT Bce
KOMMOHEHTbI 06 N3MEHEHUW JINLLEH3MOHHbIX KAHOUElN U HacTpoek

VicnonHsemsbln danin KoMNoHeHTa: drweb-configd.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHaa: ConfigD

AreHT LieHTpanmM3oBaHHoOM 3awmTbl. ObecneunBaet paboty
NPOrpamMMHOro KoMraekca B LieHTPaan3oBaHHOM 1 MOBOWIbHOM

peXrmax.

e OpraHu3yeT CBA3b C CEPBEPOM LLEHTPANIN30BaHHOW 3aLLUThI,
noJsly4aeT OT Hero JIMLLEH3VOHHbIN KAKYeBOW Gaiisl, 0bHOBAEHMS
BUPYCHbIX 6a3 1 aHTUBUPYCHOTO sAzpa.

PyKOBOACTBO noJsib3oBarena
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OnucaHue

e NepesaeT Ha cepBep MHPOPMALIMIO O COCTABE U COCTOAHMM
kommnoHeHToB Dr.Web Industrial gns Linux 1 HakonaeHHyto
CTaTUCTUKY MHLIMAEHTOB, CBA3AHHbIX C BPeAOHOCHbIM 10

VicnonHsembi darin KOMMNOHeHTa: drweb-esagent.
BHyTpeHHee HavMeHOBaHWe, BLIBOAUMOE B XypHaa: ESAgent

KOMMOHEeHT a1 XxpaHeHWs CTaTUCTUKKN cOBbITU KoMNoHeHToB Dr.Web
Industrial gas Linux.

MonyyaeT v OpraHn3yeT XpaHeHre COBbITUI, MOCTYMNatoLLMX OT
KOMMOHEHTOB NMPOrpaMMHOro KOMMIEKCa, TakmX Kak HEOXMAaHHOE
3aBepLUeHne paboTbl, OBHapy>KeHWe yrpo3bl 1 Ap.

WcnonHaembli pain KomnoHeHTa: drweb-statd.

BHyTpeHHee HauMeHOBaHWe, BbIBOAMMOE B XXypHa: StatD
KoMnoHeHT 06HOBNEHUS.

OTBeuaert 3a 3arpysKy ¢ cepBepoB OOHOBAEHWIN KOMMNaHWUK «[JOKTOp
Beb» 06HOBNEHWI ANs BUPYCHBIX 6a3, aHTUBMPYCHOTO AApa.

O6HOBNEHWS MOTYT 3arpy>aTbCsl Kak aBTOMaTUUYEeCKK, MO pPacnmncaHuto,
TaK U HeMOCPeACTBEHHO MO KOMaHZe NoJib30BaTeNs (Uepes yTuanTy
Dr.Web Ctl)

VicnonHsembi dain KOMMNoHeHTa: drweb-update.

BHyTpeHHee HavMeHOBaHWe, BbIBOAMMOE B XypHaa: Update

3.2.4. NutepdencHbie KOMMNOHEHTbI

KomnoHeHT

Mpaduryecknin nHTepderic

ynpaBieHus

AreHT yBesOMIEHNI

MeHegxep nnueH3ni

OnuncaHue

KoMMoHeHT, NpesoCcTaBAfOWMIA OKOHHbIV rpaduryecknii uHTepdenc
ynpasnerus Dr.Web Industrial gnsa Linux. Mo3BonseT nonb3oBatento B
rpaduryeckoM pexxrMme 3arnyckaTb MPoBepKy 06beKTOB $alrioBol
cucTeMbl, ynpaeasaTb paboToli MoHuTopa SplDer Guard,
npocMaTpmBaTh COAEPXKMMOE KapaHTMHa, BbIMONHATL 3amnyck
noayyeHnsa obHOBNEHWI, a TakXKe HacTpamBaTb paboTty Dr.Web
Industrial gas Linux.

KomnoHeHT, paboTatowuii B oHoBOM pexxkmume. OTobpakaeTt
BCM/bIBatOLLMeE yBEAOMAEHNA O BO3HMKAIOLLMX COOBITUAX U MHAMKATOP
npunoxennsa Dr.Web Industrial gns Linux B o6nactn yBegomMaeHui,
3anyckaeT NpoBepKM No pacnmncaHunto. Mo ymonyaHmio 3anyckaerca
Npwv Havane ceaHca paboTbl NONb30OBaTeNsA B cpese pabouero crona.

KomnoHeHT, ynpoLyatoLmii paboTy ¢ AvLEeH3UAMU B rpapuyeckom
pexxmme. [o3BonseT akTMBMPOBaTh NNLLEH3NIO UK

PyKOBOACTBO noJsib3oBarena
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AEMOHCTPALMOHHbIV Mepuos, MPOCMOTPETb JaHHbIe O TeKYLLen
JINLLEH3UW, BbIMOJHUTbL €€ NPOJAJIEHNE, a Tak>Ke YCTaHOBUTb U YAaInTb
NNLEH3VOHHbBIN KAtoueBon dain.

Dr.Web Ctl YTnnuta, obecneumsatoLlas nHTepderic ynpasaenuns Dr.Web Industrial
ansa Linux n3 KoMaHZHOW CTPOKM.

Mo3BO/IAET OCYLLLEeCTBAATL 3aMyCck NpoBepkn Gpainios, NpocMaTpmBaThb
COZEP>XKMMOE KapaHTUHa 1 yNpasasaTb UM, 3arnyckaTb OOHOBAEHWE
BMPYCHbIX 6a3, nogkarouate Dr.Web Industrial gna Linux k cepsepy
LEeHTPaAN30BaHHOM 3aLLMTbl U OTK/IHOYATHCA OT HEro, MpoCcMaTpmBaTh
N U3MEHSATb 3HAaUEHWs MapamMeTPOB KOHOUIypaLmm nporpaMmmMHOro
Komniekca

VicnonHsembln dain KOMMNOHeHTa: drweb-ctl.

BHyTpeHHee HavMeHOBaHWe, BLIBOAUMOE B XypHan: Ctl

Bonee noapobHO koMMNoHeHTbl Dr.Web Industrial gns Linux onucaHbl B pa3gene KOMNOHEHTbI
Dr.Web Industrial ans Linux.

3.3. NomeweHne B KapaHTUH

KapaHtiH Dr.Web Industrial gna Linux npeacrtasaset cobou cnctemy KaTanoros,
npesHa3HaYeHHbIX ANA HajeXHOW n3onaumn Gannos, CoAep>KaLlnxX BblSBNEHHbIe Yrpo3bl,
KOTOPbl€ B @HHbII MOMEHT He MOryT ObITb 06e3BpeXxKeHbl MO KakMM-1MH0o MprUYMHaM.
Hanpumep, obHapy>keHHas yrpo3a MOoXeT ObiTb HeM3neUYMOoMu, MOTOMY UTO ellle Hen3BecTHa
Dr.Web Industrial gna Linux (Hanpumep, oHa 6bina 06Hapy>KeHa 3BPUCTUYECKMM aHaAn3aTopom,
a B BMPYCHbIX 6a3ax ee cMrHaTtypa, a C1e;0BaTeNbHO, 1 METOJ IeYeHNA, OTCYTCTBYET), UV NP
MonbITKe ee neyeHns BO3HMKatoT owmnbkn. Kpome Toro, gpainn moxeT 6biTb NepemeLLleH B
KapaHTWH HenmocpeACcTBEHHO MO >KeNaHWIo NoJib30BaTeNsA, eCV OH Bbibpan COOTBETCTBYOLLEe
LeVCTBME B CIMCKE OBHapY>XXeHHbIX YrpO3 UM yKa3as ero Kak peakuuio Ha yrposbl
onpejeneHHOro Tmna.

Koraa dann, cogep>kalymii yrposy, nepemMelLaeTca B KapaHTUH, OH cneLumanbHbiM 06pa3om
neperMeHOBbIBaeTCs, YTOObI NPeAOTBPaTUTb BO3MOXHOCTb €ro naeHTuduKaLumm
No/b30BaTENAMW U MPOrpaMMamMu, U 3aTPYAHUTb AOCTYN K HEMY, MUHYS UHCTPYMEHTbI paboThbl C
KapaHTUHOM, peaansoBaHHble B Dr.Web Industrial gns Linux. Kpome Toro, npu nepemeyeHmm

darina B kKapaHTVH y Hero Bcerga copacbiBaeTcs 6UT UCMOAHEHNA 414 NPefOTBPaLLEHNA 3amnycka.

Katanoru KapaHTWHa pa3sMeLlaroTca:

e 8 doMauwiHeM KkamaJsoze No/ib308amesis (ecan Ha AAHHOM KOMMNbHOTEPE NMEeEeTCA HECKOJIbKO
YUYETHbIX 3anuncen Pa3HbIX Nno/Ab30BaTeNIeN, TO B AOMallHeM KaTanore Ka>aoro n3 aTtux
nosib3oBaTesierl MoXeT ObITb COo34aH CBOW COBCTBEHHbIN KaTanor KapaHTl/IHa)}

® 8 KOpHEBOM Kamasoze Kaxa~oo20 /102U4ecko20 MoMd, CMOHTUPOBAHHOTO B $GalNoBOM CUCTEME.

PyKOBOACTBO noJsib3oBarena
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Katanorn kapaHtHa Dr.Web Industrial ans Linux Bcerga umerot ums . com.drweb.quarantine
W CO34at0TCA MO Mepe HeoHXOAMMOCTM B TOT MOMEHT, KOTAa K Kakon-mbo yrpo3e nprvMeHseTcs
fevictere «B kapaHTUH» (QUARANTINE), APYrMMuK CIOBamMK, AO TeX MOp, MoKa yrpos He
obHapy>eHO, KaTaNorn KapaHTVHa He co3aatoTca. [1pu 3TOM Bcerga co3gaeTca TOAbKO TOT
KaTanor KapaHTWHa, KOTOpbIA TpebyeTcs ana nsonaunu davna. Ana onpeseneHuns, B Kakow 13
KaTanoros TpebyeTcsa n3onmpoBatb Gana, NCNonb3yeTca nms Bnagenola danna. Ecav npu
ABVXKEHMMN K KOPHIO GalioBOM cucTeMbl / OT KaTanora, cogepxkallero dain, gocTmraerca
AOMALUHWIA KaTanor BnagenbLa, Gann n3oanpyercs B KaTanor KapaHTMHa, HaxoAALWMIACA B HeM. B
NPOTUBHOM ciy4yae dann byAeT N30AMpoBaH B KaTasor KapaHTUHA, CO34aHHbIA B KOPHE TOMa,
cosep>kaliero dann (KoOpHeBOW KaTanor Toma Heobs3aTeNbHO COBMNaZeT C KopHeM dainnoBom
cuctemsbl). Takum obpasom, 106or MHPUUMPOBaHHbLIV dalsl, MOMeLLaeMbili B KapPaHTUH, BCceraa
OCTaeTcA Ha TOM TOMe, Ha KOTOPOM OH 6bin 06Hapy>eH. 3To obecrneyrBaeT KOPPEKTHYHO paboTy
KapaHTVHa NpW HalnYnK B CMCTEME CbEMHBIX HaKOMUTeen 1 APYrMx TOMOB, KOTOpPble MOTYT
MOHTMPOBaTLCA B PainloBOM CUCTEME MEPUOANYECKN U B Pa3NYHbIe TOYUKM.

Monb3oBaTenb MOXET YNPaBAATb COAEPXKMMbIM KapaHTUHA KakK B rpadryeckom pexxrme paboTbl,
TakK U U3 KOMaHAHOW CTPOKK, ncnonb3ys ytuamty Dr.Web Ctl. Mpw 3Tom Bcerga obpabatbiBaercs
KOHCO/NIMANPOBAHHbIV KapaHTWH, ob6beaunHsatowmi B cebe BCe KaTanorn ¢ M30AnpoBaHHbIMU
obbekTamu, AOCTYMHble B AaHHbIA MOMeHT. C TOUKM 3peHNs NoAb30BaTeNs, MPOCMaTPMBAKOLLLErO
COAEPXUMOE KOHCOMANPOBAHHOIO KapaHTMHa, KaTasor KapaHTMHa, pacnoaaratowmimics B ero
AOMallHeM KaTanore, Ha3blBaeTcs [10/16308amesIbCKUM KapaHTUHOM, a BCe OCTa/lbHble KaTasoru
KapaHTUHa cuntatotcs CucmemMHbIM KapaHTUHOM.

PaboTa c KapaHTUMHOM BO3MO>XHa Aa>ke TorAa, Korga oTCyTCTByeT akTUBHas JiNLLEH3VA, HO B
: 3TOM C/iydae CTaHOBUTCA HEBO3MOXHbIM J1e4eHNE N30NMPOBaHHbIX 06BbEKTOB.

3.4. NMonHomouunsa ana pabotbl ¢ pannammn

Mpw ckaHMpoBaHUM 06beKTOB HarioBON CUCTEMBI U HeWTpaam3auumn yrpo3 Dr.Web Industrial
Ans Linux (TouyHee, nonb3oBaTeNb, OT IMEHM KOTOPOTroO OH 3anyLeH) fokeH obnasatb
cnepyroLmnMmn NOAHOMOYMAMMU:

AeiicTBue Tpebyembie nonHoMouus

Be1800 8cex 0bHapykeHHbIX be3 orpaHunyeHmii. CneumanbHbIX MOJHOMOUYMI He TpebyeTcs.
y2pos3

Be1800 codepxumozo be3 orpaHunyeHmii. CneupmanbHbIX MOJHOMOUYMI He TpebyeTcs.
koHmMeliHepa (apxusea,
noymoesozo ¢halina u m. n.)

(OTObpaxkeHne TONbKO
3/IEMEHTOB, KOTOPbIE
cofepykaT ownbKy nam

yrposy)

PyKOBOACTBO noJsib3oBarena
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YOanerue ¢patina u3
KapaHmuHa

O npopaykre

Tpebyembie nosHOMOUMNSA

Be3 orpaHunyeruii. MNMosb3oBaTelb MOXET OTMPaBAATL B KapaHTWH BCe
nHOMLMPOBaHHbIe halibl, HE3aBUCMMO OT Ha/IMUKs Y HEro npas Ha
YTeHVe 1 3anncb Ans nepemMelaemoro danna.

Monb3oBaTesib AOKEH MMETb MpaBa Ha 3anuck B yaansemblin dari.

| Ecam yrposa obHapy>ceHa B daiine, HaxoasLWwemcs B
: KOHTelHepe (apx1B, MOYTOBOE COOOLLEHNE U T. I.),

BMECTO Y/JaNeHUNA BbINOAHAETCA NepemMeLleHne
KOHTe/Hepa B KapaHTUH.

Be3 orpaHunyeHnit. Nocne BbINOAHEHNS IEeYEHWSA OCTAETCS BblIEYEHHbIN
dalin C UCXOAHBIMW MpaBaMu AOCTyMNa W BAaENbLEM.

| ®aiin MoXeT BbITb YAaNneH, ecau yaaneHve aBnsetca
: MeTOZ0M leYeHNa 0bHapy>KEHHOW B HEM Yrpo3bl.

[Tonb3oBatenb AOJKEH MMETb pa3pelleHne Ha YTeHune
BOCCTaHaB/AnBaeMoro ¢a|7|na N MMEeTb paspelleHne BbIMONHATb 3anuncb B
KaTasior BOCCTaHOBNEHWA.

[Tonb3oBartenb AOJKEH MMETb pa3pelleHne Ha 3anncb B I/ICXOAHbII‘/II ¢a|7|n,
KOTOprI‘;I Obin nepemMeLlleH B KapaHTUH.

@ [na BpemeHHoro nosbiweHuns npas Dr.Web Industrial gns Linux, 3anyweHHoro B

: rpadryeckom pexmnme, MCMOoNb3yNTe COOTBETCTBYHOLLYO KHOMKY Ha okHe Dr.Web
Industrial gns Linux (OHa AocCTynHa 1 oTobpaxkaeTcs TONbKO B TEX C/y4asx, Korga Ans
BbIMOJIHEHNS KaKOW-NMB0 onepaLmm MOXeT NoTpeboBaThCs NOBbILLEHME NPaB).

[na 3anycka yTManTbl ynpaBaeHnsa M3 KomaHgHow ctpoku Dr.Web Ctl ¢ npaBamu
cynepnosib3oBatena (06bIYHO root) UCMOJb3YITe KOMaHAy CMEHbI MOAb30BaTeNs su UK
KOMaHZy BbIMOJAHEHWS OT MMEHW APYroro nonab3oBatens sudo.

3.5. Pexxumbl paboTbli

B atom paspene

e [TpnHUMNBI Ll,eHTDaJ'II/IBOBaHHOI\/lI 3aLllnThbl

e [loaKAHOYEHVE K CEPBEPY LIEHTPAJN30BAHHOM 3aLLUThI

e OTK/IHOUYEHME OT CepBepa LIeHTPaIM30BaHHOW 3aLLUThI

PyKOBOACTBO noJsib3oBarena
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Dr.Web Industrial ans Linux moxeT paboTaTb kak B aBTOHOMHOM peXu1Me, Tak U B COCTaBe
KOPMOopaTUBHOW WM YaCTHOW aHMuUBUpYCHOU cemu, ynpaBasemMon Kakum-anbo cepgepom
YeHmpasau3o8aHHoU 3auwjumel. Takon pexxum paboTbl Ha3blBaeTCA pexXuMoM YeHMpaau308aHHOU
3auwjumel. Vicnonb3oBaHMe 3TOro pexxrmMa He TpebyeT yCTaHOBKWN JOMOJHUTENbHOTO
nporpaMmmMHoro obecneyeHus, nepeycraHoBkn nan yaaneduna Dr.Web Industrial ana Linux.

e B asmoHoMHOM pexume 3alymLLaemMbli KOMMNbIOTEP HE BKAKOUEH B aHTMBUPYCHYHO CETb U
ynpaBAseTca NoKanbHO. B 3TOM pexrmMe KOHOUTypaunoHHbI U IMLLEH3NOHHbIV KNHOUYEBOW
dalinbl HAXOAATCA Ha NoKaNbHbIX Anckax, a Dr.Web Industrial gns Linux nonaHocTbro
ynpaBAseTca C 3auiaeMoro komnoetotepa. O6HOBNEHNA BUPYCHbIX 6a3 nosy4varoTcs ¢
cepBepoB O6HOBAEHUI KOMMNaHUK «/LokTOp Beb».

e B pexxume yeHmpanu3oeaHHoU 3auyumel 3alMTOM KOMMbIOTEPA YNpaBaAeT cepBep
LleHTpa/sIM30BaHHOW 3aLUnTbl. B 3TOM pexxume HekoTopble GyHKLIMM 1 HacTpoikn Dr.Web
Industrial gna Linux moryT 6bITb M3MeHeHbI AW 3a610KMPOBaHbI B COOTBETCTBUM C 06LLen
(koprnopaTMBHOMW) cTpaTernei aHTUBMPYCHOM 3aLUWTbI, MPUHATON B aHTUBUPYCHOW ceTu. B 3Tom
peXunme Ha KOMMbIOTEPE NCMOb3YeTCs OCOObIV AMLIEH3MOHHbIN K04eBOW Galsi, NoayYeHHbIV
OT BbIbpaHHOro cepBepa LieHTPasM30BaHHOM 3aLUuTbl, K KOTOpOoMy nogkatoueH Dr.Web
Industrial gna Linux. JINLEH3NOHHBIA AN AEMOHCTPALIMOHHbBIV KAtoUYeBOW dalrin noab3oBaTens,
eC/IN OH UMeeTCA Ha I0KaNbHOM KOMIMbIOTepe, He ncrnoab3yeTcs. Ha cepsep
LEeHTPaAN30BaHHOM 3aLUMTbl OTCbIIaeTCs cTatnuctnka pabotel Dr.Web Industrial ans Linux,
BKJIOYAA CTAaTUCTMKY UHLIMAEHTOB, CBA3aHHbIX C BpeAOHOCHbIM 0. O6HOoBNEHWe BUPYCHbIX 6a3
TaKk>Ke BbIMOJHAETCA C CepBepa LeHTpaan3oBaHHOW 3aLwuTbl. HacTporika pexxmma
LileHTpa/sM30BaHHOW 3aLLnTbl onucaHa B PykoBoacTBe agmuHuctpatopa Dr.Web Enterprise
Security Suite no ynpaenenuto Dr.Web Industrial gnsa Linux.

e B mobussHom pexcume Dr.Web Industrial ansa Linux nonyyaet o6HoBAEHWS BUPYCHbIX 6a3 C
cepBepoB 0H6HOBAEHWUI KOMMNaHWK «[JokTop Beb», HO NCNob3yeT N0KabHO XpaHALLMecs
HaCTPOWMKM 1 OCOBbIA INMLEH3NOHHbIA KNtoUeBOW daiis, NoNyyYeHHble OT cepBepa
LEeHTPaM30BaHHOM 3aLUUTbI.

Ecnm Dr.Web Industrial ansa Linux paboTtaet nog ynpaBneHnem cepBepa LeHTPaan3oBaHHOM
3aWWmThl (B TOM YnCae 1N B MOOBUNBHOM pexXunme), TO CaesytoLme BO3MOXHOCTU BAOKNPYHOTCA:

e yAaneHvie INLEH3NOHHOTO Kto4eBoro darnna B MeHeaxxepe MLEH3NR;

e 3anyck O6HOB/IEHWNI BPYYHYIO Y HAaCTPOWKM NapamMeTpoB OOHOBAEHWS;

e HacTpoWKa napaMeTpoB NpoBepkn 06beKTOB PannoBon cucteMbl CkaHEPOM.

BO3MOXHOCTb HAaCTPOMKN MOHUTOpPa darnosor cucteMsl SplDer Guard, a Tak>ke ero BKAOYeHUs

¥ BblK/IIOYeHNa npu pabote Dr.Web Industrial gna Linux nog ynpasneHnem cepsepa
LleHTPaNN30BaHHOM 3alLMTbl 3aBUCUT OT pa3peLleHuni, 3ajaHHbIX Ha cepBepe.

@ B pexwume LieHTpan“3oBaHHOM 3aLUWTbl HEAOCTYMHA NPOBEPKA MO PaciyCaHuHo.

Ecan Ha cepBepe LieHTpann3oBaHHOW 3aLUuTbl BKAKOUEH 3ampeT Ha 3anyck NpoBepku
noab3oBaTenem, To CTpaHuLia 3anycka ckaHMpoBaHusa U kHornka CkaHep Ha okHe Dr.Web
Industrial gna Linux 6yayT HefOCTyMHbI.

PyKOBOACTBO noJsib3oBarena
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an/IHU.VII'IbI LI,EHTpaIIVI3OBaHHOI7I 3alllnTbl

PewweHunsa komnaHuu «JokTop Beb» no opraHm3aumnu LeHTpaan3oBaHHOW aHTUBMPYCHOM 3aLLUTbI
MMET KINEHT-CEPBEPHYHO apXMUTEKTYPY (CM. UANKOCTPALNIO HUXKE).

KomnbroTepbl KOMNaHUM Uan Noab3oBaTenein nocrasLymka IT-ycnyr 3alwmiaroTca oT yrpos
JIOKA/IbHbIMU GHMUBUPYCHLIMU KOMNOHeHMamu (B AaHHOM cnydae npogyktom Dr.Web Industrial
ana Linux), koTopble o6ecneunBatoT aHTUBUPYCHYHO 3aLUKUTY W NOAAEPKMBAOT COeANHEHME C
CepBepoOM LeHTPaNN30BaHHOW 3aLLUTbI.

y\

Cepsep
LLleHTpaNn30BaHHOWM === (CeTb Ha ocHoBe TCP, NetBIOS
EETIZ

L-I AAMUHACTPaTOP ~===[loctyn uepes HTTP/HTTPS
< aHTUBMpPYCHON ceTu

i 0 3alLLEHHbIN Mepesaya o6HOBAEHUI Yepes
NIOKaNbHbIN KOMMbIOTEP HTTP

CepBep 06HOBAEHNMIA
KomnaHum «JokTop
Beb»

PucyHok 1. Jlornueckas cTpyKTypa aHTUBUPYCHO ceTu

O6HoBNEHME N KOHOUTYPALIMA TOKaNbHBIX KOMMOHEHTOB MPOU3BOAUTCA Yepes cepsep
yeHmMpanu3os8aHHol 3aujumel. Becb NOTOK KOMaHJ, AaHHbIX U CTaTUCTMYeCcKon nHGopMaLun B

PyKOBOACTBO nonb3oBaTtend
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aHTUBUPYCHOWN CETW TakXXe NPOXOAMUT Yepes cepBep LieHTpaan3oBaHHOM 3awmntel. O6bem
Tpadurka Mexay 3allMLLEHHbIMU KOMMbIOTEPaMM U CEPBEPOM LIeHTPaNIN30BaHHON 3aLLWTbI
MO>eT 6bITb BeCbMa 3HauMTeNbHbIM, MO3TOMY MpeayCcMaTprBaeTCa BO3IMOXHOCTb ero cxxatus.
cnonb3oBaHuve lWMPpoBaHNA Npu nepesaye AaHHbIX MO3BOASET N3bexaTb pasriaalleHns
LleHHbIX CBeAleHMI 1 NOoAMEHbI MPOrpamMMHOro obecrneyeHuns, 3arpy>aemMoro Ha 3aluieHHble
KOMMbIOTEPbI.

Bce HeobxoAVMble OBHOB/IEHNSA 3arpy>KatoTCs Ha cepBep LIeHTPasM30BaHHOM 3aLLUWTbI C
cepBepoB 06HOBAEHN KOMMaHUK «/JokTop Beb».

N3MeHeHns B KOHOUrypaLmMm NOoKabHbIX aHTUBUPYCHBIX KOMMOHEHTOB U NepeAada KOMaH/
OCYLLeCTBNAETCA CEPBEPOM LiEHTPasIM30BaHHOM 3aLUMTbI MO YKa3aHWO aAMUHUCTPATOPOB
aHTUBUPYCHON ceT. ALMUHUCTPATOpPbI YNPaBastoT KOHOUrypaLmen cepBepa LeHTPaaM30BaHHOM
3aLWWTbl U GOPMUPOBAHNEM aHTUBUPYCHON CETU (B YaCTHOCTU, MOATBEPXKAAIOT NPaBOMEPHOCTb
NOAKNHOUEHUSA IOKaNbHOW CTaHLMM K CETH), @ TakXKe, MPU HEOBXOAMMOCTY, 3a4at0T HaCTPOMKM
PaboTbl KOHKPETHBIX IOKaNbHbIX aHTUBUPYCHBIX KOMMOHEHTOB.

& JNlokanbHble aHTUBUPYCHbIE KOMMOHEHTbI HECOBMECTUMbI C aHTUBUPYCHBIM MPOrPaMMHbIM
obecneyeHnem Kak Apyrmx KOMMaHui, Tak 1 aHTUBUPYCHbIMU pelueHnamun Dr.Web, He
NoAAEPXXMBAOLLUMK PEXMM LIEHTPasIM30BaHHON 3almnTel (Hanpumep, Dr.Web gna Linux
Bepcum 5.0). YcTaHOBKa fBYX aHTUBMPYCHbIX MPOrpamMm Ha OAHOM KOMMbIOTEPE MOXEeT
MPVBECTU K OTKa3y CUCTEMbI MW NOTePe BaXKHbIX JaHHbIX.

B pexxvme LieHTpann3oBaHHOW 3aLLMTbl BO3MOXEH 3KCMOPT U COXPaHEHME OTYETOB O
dyHKumoHnposaHum Dr.Web Industrial gns Linux ¢ momolbto cepBepa LieHTpasv30BaHHOM
3awmThbl. [ogaep>kmBaeTca 3KCNOPT 1 coxpaHeHue otyetoB B dopmaTtax HTML, CSV, PDF n XML.

MoaknoueHme K cepBepy LLEeHTPa/IM30BaHHOM 3aLUThbI

Dr.Web Industrial gns Linux MoeT 6bITb MOAK/IOUEH K CEPBEPY LIEHTPaNN30BaHHON 3aLLUTh
aHTUBUPYCHOW CETU CeAYyHLWUMU Criocobamu:

e Ha Bkaaske Pexxum ctpaHuLibl HacTpoek okHa Dr.Web Industrial ans Linux;

® Mpu MNOMOLLM KOMaH/Abl esconnect YyTUANTbI yNpaBAeHNS U3 KOMaHAHOVI CTPOKM drweb-ctl.

@ [nsa BepudukaLmm cepepa LEHTPaNIM30BaHHONM 3aLLMTbl MCMONb3YeTCA cepTuduKar,

: COOTBETCTBYHOLLMI YHUKANBHOMY OTKPBLITOMY KAtOUY LWMGPOBaHNA, NCMOAb3YEMOMY
cepBepoM. 1o yMONUaHMIO areHT LieHTpaam3oBaHHoM 3awmutbl Dr.\Web ES Agent He
MO3BO/INT MPOW3BECTU MOAK/IOUEHME K CEPBEPY, €CNN Bbl He yKaxeTe daiin ceptndumkata
cepBepa, K KOTOPOMY MPOU3BOAUTCA NogkatoveHme. Pann cepTudmrkaTa HeobXxoAMMO
npeABapuTeNbHO MNOAYUUTb Y aAMUHUCTPATOPa aHTUBUPYCHOM CeTW, 06CNy>KBaeMOoW
CEpPBEPOM, K KOTOPOMY Bbl XOTUTE noakarounts Dr.Web Industrial gns Linux.

Ecnn Dr.Web Industrial gna Linux nogkntoueH K cepBepy LEeHTPaAn30BaHHOM 3aLLnTbI, TO UMEETCS
BO3MOXHOCTb NEPEBECTM €ro B MOOW/bHBIN PEXWM 1 BEPHYTb Ha3ag B PeXuM

PyKOBOACTBO noJsib3oBarena
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LeHTPasM30BaHHOM 3alLnTbl. BkNtoUeHne 1 BbIKIHOUEeHE MOBUIBHOTO pexunMa peryampyeTcs
napameTpom KoHburypaumm MobileMode komnoHeHTa Dr.Web ES Agent.

| Bo3moxkHocTb nepexoga Dr.Web Industrial gns Linux B MOBUAbHBIN pexxnm paboTsbl
: 3aBUCUT OT pa3peLLeHnii, 3ajaHHbIX Ha UCMOJIb3YEMOM CepBEPE LLeHTPaNN30BaHHOWM
3aLWunThI.

OTK/IlOUEeHMe OT cepBepa LLeHTPa/IM30BaHHOMN 3aLUTbI

Dr.Web Industrial gns Linux MoXeT 6bITb OTK/IFOUEH OT CEpBEpa LLeHTPaNN30BaHHON 3aLLUmnTbI
aHTUBUPYCHOW CETU CeAYyoWUMU Criocobamu:

e Ha BkJaake Pexxum ctpaHuLibl HacTpoek okHa Dr.Web Industrial ans Linux;

e NPV NOMOLLUM KOMaHAbl esdisconnect YTUIWUTbI yNPaBAEHUS U3 KOMaHAHOW CTPOKM drweb—
ctl.

PyKOBOACTBO nonb3oBaTtend
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CncremHble TPGGOBaHMﬂ N COBMEeCTUMOCTb

4. CncremHble TpeboBaHMA N COBMECTUMOCTb

B aTom pasaene

e CuctemMHble TpeboBaHus

e [lepeyeHb Nogaep>KMBaeMbIx BeDCI/II\/’I onepaunroHHbIX CNCTEM

e Tpebyemble AOMNOAHUTEbHbIE KOMMOHEHTbI 1 MaKeThbl

o COBMECTMMOCTb C KOMMNOHEHTAMW ONEPALMOHHbIX CUCTEM

e COBMECTUMOCTb C MoAcucTeMaMy 6e30nacHOCTU

CuctemHble TpeboBaHusA

Mcnonb3oBaHue Dr.Web Industrial gns Linux BO3MOXHO Ha KOMMbHOTEPE, YAOBIETBOPSIOLLEM
cnesyowmm TpeboBaHmAM:

Mapametp

lMnamgbopma

OnepamusHas
namsamse (RAM)

Mecmo Ha
Xecmkom oucke

OnepayuoHHas
cucmema

lpouee

Tpe6oBaHus

nOA,ﬂ,erMBaI'OTCFI npoueccopbl C1eayroWLnx apxXUTekTyp n CMcteM KOMaHA:

Intel/AMD: 32-6uT (IA-32, x86); 64-6u1T (x86-64, X64, amd64);
ARM®64;

E2K (37166pyc);

IBM POWERY, Power10 (ppc64el)

He meHee 500 Mb cBobosHOM onepaTuBHOM NamsaTh (pekoMeHayetcs 1 b n 6onee).

He meHee 2 b cBO60OAHOrO AMCKOBOrO NPOCTPAHCTBa Ha TOME, Ha KOTOPOM
pa3mMeLuatotcs katanorn Dr.Web Industrial gns Linux.

GNU/Linux Ha ocHoBe sigpa Bepcun 2.6.37 namn 6onee nosgHer, ncnonbsyrowas PAM
n bubanoTeky glibc Bepcumn 2.13 nam 6osee NO3AHIOK, CUCTEMY MHULMAAN3ALMN
systemd Bepcum 209 nam 6osee NO34HIOH.

MepeyeHb noaaep>kmBaeMbix AnctprbyTneos GNU/Linux npuBeseH Huxe.

Hannune ceteBoro NoAKNHOUEHNA!

e [loaKNHOUEHME K UHTEPHETY A/ 3arpy3kn OOHOBIEHNIA.

e pw paboTe B pexkMme LLeHTPasIM30BaHHON 3aLLNThl JOCTaTOYHO TONbKO
NOAK/IHOUEHNS K UCMO/Ib3YEMOMY CepBepPY B paMKax IOKaNbHOW CeTU, JOCTYN B
WHTEPHET He TpebyeTcs.

[na obecneyeHus npasuabHoW pabotel Dr.Web Industrial gns Linux 4oaKHbI 6bITb OTKPbITHI
cnegyrolime nopTbl:

PyKOBOACTBO nonb3oBaTtend

25



T,
)
A

< @‘P CucrtemMHble Tpe6oBaHUA U COBMECTUMOCTb

Py
v

HasHaueHue HanpaBneHune Homepa noptoB

[ns nonyyeHns obHoOBAEHWMI NCXOAALLNIA 80

& Dr.Web Industrial gnsa Linux HecoBMecT“M C ApYrvMmMun aHTUBMPYCHbIMW Nporpammamu. Tak

: Kak yCTaHOBKa JBYX aHTUBMPYCOB Ha OAUH KOMMbIOTEP MOXKET NMPUBECTM K OwmbKam B
CcUCTEME 1 MoTepe BaxKHbIX AaHHbIX, nepey yctaHoBkor Dr.Web Industrial gna Linux
yfanute ¢ KOMMbtoTepa Apyrne aHTUBUPYCHbIE MPOrpamMmbl.

nepel-IEHb nogaep>XxmnBaemMbix BEpCI/II7I onepaumnoHHbIX CUCTEM

MNopzep>xunsatoTca cnegyrowme anctpnbyTmebl GNU/Linux:

Mnardopma Mopaep>xuBaemble Bepcun GNU/Linux

x86 64 e Astra Linux Common Edition (Open) 2.12;

e Astra Linux Special Edition 1.6 (¢ KyMynaTVBHbIM NaTyem
20200722SE16), 1.7, 1.8;

e CentOS 7, §;

e Debian 9, 10, 11, 12, 13;

e Fedora 37, 38;

e Red Hat Enterprise Linux 7, 8;

e SUSE Linux Enterprise Server 12 SP3;

e Ubuntu 18.04, 20.04, 22.04, 24.04;

e Anbt 8 CIT;

e AnbT Pabouas ctaHuumsa 9, 10, 11;

e AnbT CepBep 9, 10, 11;

e [ocnmHykc IC6;

e PEJ1 OC 7.2 MYPOM, PEZ OC 7.3 MYPOM, PEZL OC 8
%86 e CentOS 7;

e Debian 10;

e Anbt 8 CIT;

e AnbT Pabouas ctaHums 9, 10
ARM64 e Astra Linux Special Edition (HoBopoccwliick) 4.7;

e CentOS 7, §;

e Debian 11, 12;

e Ubuntu 18.04;

e Anbt 8 CIT;

e AnbT Pabouas ctaHuumsa 9, 10, 11;

e AnbT Cepep 9, 10, 11

PyKOBOACTBO noJsib3oBarena
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Mnardopma Mopaep>xuBaemble Bepcun GNU/Linux
E2K e Astra Linux Special Edition (JleHnHrpag) 8.1 (¢ KyMynsTUBHbIM
natyem 20200429SE81);
e Anbt 8 CIT;

e AnbT Pabouas ctaHuus 10;
e Anbt Cepsep 10;
e OO BK 31b6pyc-8.32 TBI1.00311-28;
e Jnbbpyc-4 MUCT 1.4
ppc6del e CentOS 8;
e Ubuntu 20.04

ili B OC 2nbb6pyc-A MUCT 1.4 n FocanHykc IC6 paboTta ¢ MaHAATHLIMW YPOBHAMM JOCTYMa He
nojAep>xunBaeTcs.

Ana npounx anctpunbytmeoB GNU/Linux, COOTBETCTBYIOLLMX OMMCAaHHbIM TpeboBaHUAM, NOAHasA
coBMecTuMocTb ¢ Dr.Web Industrial ans Linux He rapaHTupyetca. lNpu BO3HUKHOBEHUM Npobaem
C COBMECTUMOCTbHO C BaWMM ANCTPUOYTMBOM 06paTUTECh B TEXHUYECKYHD MOALEPXKKY.

TpEGyEMble AONOoJIHNTe/ibHbleé KOMIMOHEHTbI U NaKeTbl

e ins pabotbl Dr.Web Industrial gns Linux B rpadpmyeckom pexxmme Tpebyetcs Hanmume
rpadumueckon nogcucrembl X Window System n nroboro meHegxepa okoH. Kpome Toro, ana
KOppeKTHOro otobpaxeHus nHavikatopa Ha naHean Ubuntu Dock moxeT notpeboBatbea
Hasn4yme AONONHUTENBHOW B1banoTekn (No ymonyaHuio Tpebyetca bGubamoteka
libappindicatorl).

e [1na paboTbl B rpadryeckom pexmnme NporpaMm yYCTaHOBKW U YAaNEHWs, pacCUMTaHHbIX Ha
peXnM KOMaHAHOW CTPOKM, TpebyeTcs Haanume B cucteme AH060ro smynatopa TepMmnHana
(Hanpumep, xterm nan xvt).

e /1N NOBbILLIEHNA NPUBMAETMI NPOrpamMM YCTaHOBKM U yaaneHus TpebyeTtca Haamume ntobown 13
YTUANT NOBbILWEHNA NpaB: su, sudo, gksu, gksudo, kdesu, kdesudo. Ana KoppeKTHOf/'I
paboTbl Dr.Web Industrial gasa Linux Takxxe Heob6xoaMMoO, UTOObI B CUCTEME MCMONb30BaICS
MexaHu3M ayTeHTudpukauumn PAM.

| Ans ynobHou pabotbl ¢ Dr.Web Industrial gnsa Linux n3 komaHaHOM CTPOKM
: PEeKOMEHAYETCA BKIHOUUTb aBTOAOMONHEHNE KOMAHZA B UCMOJIb3yeMOl KOMaHAHOM
060/104UKE, ECZIN OHO HE BKJIKOUEHO.

B cnyyae BO3HUKHOBeHMSA Npobaem ¢ yCTaHOBKON TpebyeMblx JOMONHUTENbHBIX NakeToB 1
KOMMOHEHTOB 0bpaTUTECh K CMPaBOYHbLIM PYKOBOZACTBAM UCMONb3yEMOro BamMu
ANCTpUbYTBa ONepaLMoHHON CUCTEMBI.

PyKOBOACTBO noJsib3oBarena
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CoBMeCcTUMOCTb C KOMIMOHEHTaMM onepaumnoHHbIX CUCTEM

MoHwuTop SplDer Guard ncnosb3yet cucteMHbIn MexaHusm fanotify.

& Pabota SpIDer Guard B ycuneHHOM Uau «MapaHonAasbHOM» PexXnMe (C NpeaBapuTenbHOM
610KMPOBKOW AOCTYMNa K eLlle He NPOBePEHHbIM daiiaM) BO3MOXHa TONbKO vepes
CUCTEMHBIN MexaHun3M fanotify n npu ycnosum, uto sapo OC cobpaHo ¢ akTUBHOW Onumei
CONFIG FANOTIFY ACCESS PERMISSIONS.

CoBmecTMMOCTb € noacmcremamMmmn 6e3onacHoCTH

Mpw HacTpowikax no ymonydanuto Dr.Web Industrial gna Linux He coBmecTM ¢ moacucremonm
6e3onacHoctu SELinux. Kpome Toro, no ymonuanuio Dr.Web Industrial gns Linux pabotaet B
pexvMe orpaHnYeHHon GyHKLUMOHanbHOCTH B cncteMax GNU/Linux, ncnonb3yrowwmx MaHAaTHble
Mogenu AocTyna (Hanpumep, B CUCTeMax, OCHaLLEHHbIX MOACUCTEMOM MaHAATHOro AOCTyna
PARSEC, ocHOBaHHOW Ha MPVCBOEHUM MOAb30BaTENAM U GailiaM Pa3INUHbIX YPOBHEM
NPVBWAErMI, Ha3blBaeMbIX MaHAATHbIMN YPOBHAMMW).

[Onsa yctaHoBku Dr.Web Industrial gns Linux Ha cuctemax ¢ SELinux, a Takxe Ha cucTeMbl,
NCMNONb3yHoLME MaHAATHble MOAENN AOCTYMNa, MOXET NoTpeboBaTbCs AONONHUTEbHAS
HacTpovika noacucrem 6e30nacHOCTU AN CHATUA OrpaHnyeHni B PyHKLMOHMpoBaHum Dr.\Web
Industrial gns Linux. Moapo6Hee cMm. pasgen Hactpoiika noacncrem 6e3onacHoOCTU.

PyKOBOACTBO noJsib3oBarena
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5. /inueHsnpoBaHune

MpaBa nonb3oBaTtens Ha ucnosib3oBaHne konun Dr.Web Industrial ans Linux noateep>xaatoTca u
peryampyroTcs AvLeH3nern, NpuobpeTeHHOW Noab3oBaTenemM y komnanum «Joktop Beb» nam ee
napTHepoB. MNapameTpbl ANLEH3NK, PETYAMPYIOLLME NpaBa NoJb30BaTeNs, yCTaHOB/EHbI B
COOTBETCTBUM C JINLIEH3VOHHBIM cornalieHnem O, ycaosma KOTOPOro NPUHUMAaOTCA
nosb3oBaTtesnem npu yctaHoBke Dr.Web Industrial ans Linux Ha cBov komnbtoTep. B anuyeH3snm
bukenpyertcs nHGopmaLms o Nonb3oBaTese U NPOoJaBLEe, a TakxKe NnapaMeTpbl NCMOb30BaHUA
NprobpeTeHHOM KOMUK NPOAYKTa, B YaCTHOCTU:

e nepeyeHb KOMMOHEHTOB, KOTOPbIE Pa3peLleHo UCNOAb30BaTh JaHHOMY MOJ/b30BaTENIO;
e Mepuog, B TEYEHNE KOTOPOro paspeLleHo ncnoab3oaHne Dr.Web Industrial gas Linux;

e Jpyrvie orpaHuyeHus (B YacTHOCTU, KOJMYECTBO KOMMbIOTEPOB, HAa KOTOPbIX pa3peLleHo
ncnonb3osaTtb NprnobpeteHHyto konuio Dr.Web Industrial gas Linux).

Kaxkgoi nnmueH3nm Ha NCnonb3oBaHMe NPorpaMMHbIX MPOAYKTOB KOMMNaHuW «/Joktop Beb»
COMOCTaB/EH YHMKaNbHbIN CEPUAHBIA HOMEP, @ Ha I0KaJlbHOM KOMMbIOTEPE C INLEH3NEN
CBA3bIBAETCA CreLmanbHblid Gainn, peryampyrowmnin paboty komnoHeHtos Dr.Web Industrial gns
Linux B cOOTBETCTBUM C NapaMeTpamu auLeH3nn. OH Ha3bIBAETCA UYEH3UOHHbLIM KH04eabiM
¢gadinom.

[na npeaBapuTENbHOrO O3HaKOMJIEHMA C BO3MOXHOCTAMMW MPOAYKTa Bbl MOXETe akTVBMPOBaTb
deMOHCMpPayuoHHeIt nepuod. MNMpwn akTMBaLMN 4EMOHCTPALMOHHOIO Neproja Bbl nosyyaeTe
NpaBO Ha NOJIHOLLEHHOE MCMOAb30BaHMe ycTaHoBeHHOW konuu Dr.Web Industrial gnsa Linux B
TeueHue BCero 3Toro nepuoja, eCin He HapyLUeHbl YyCIOBKUA ero akTmeaumm. [pu aToM Takxe
aBTOMaTU4eckn GopmMmpyeTca cneLmanbHbl KNHoYeBon dainn, Ha3blBaeMbil
0eMOHCMPAayUOHHbIM.

Y106bl BOCMO/Ib30BATLCA AEMOHCTPALMOHHBIM NeproAoM, 3anonHute dopmy O, Kaxabli 3anpoc
paccmaTpuBaeTCa B MHAMBUAYaNbHOM nopsagke. B cnyyae nonoXunTesbHOro peLlenns no
yKa3aHHOMY BaMU aApecy 31eKTPOHHOW NouTbl OyAeT BbiCNaH CrieunanbHbI CEPUNHBIN HOMEP
WAV apXMB C IeMOHCTPaLMOHHBIM KOYEBbIM GainoMm.

Mpw OTCYTCTBUN AEVCTBYOLLIEN INLEH3UWN UV aKTUBUPOBAHHOIO AEMOHCTPALMOHHOIO Nepunosa
(B TOM YmcCne, eCIn CPOK AEVCTBUSA paHee NPYOBpPeTEHHON NNLIEH3UN UN JeMOHCTPaLMOHHbIN
nepunog ncrek), aHTmsmpycHole ¢yHkuum Dr.Web Industrial gna Linux 6aokumpyroTcs, Kpome Toro,
CepBUC perynsapHbIX 06HOBEHMI BUPYCHbIX 6a3 Dr.Web c cepeepoB o6HOBNEHWIA KOMNaHWUK
«[lokTop Beb» ctaHoBUTCA HegocTynHbIM. OAHAKO MMeeTca BO3IMOXHOCTb akTMBuposaTb Dr.Web
Industrial ans Linux, noakntoumnB ero Kk cepBepy LeHTPaaM30BaHHOM 3alluUTbl aHTUBUPYCHOW CeTU
NPeAnpuATUA UM aHTUBUPYCHOW CETW, OPraHN30BaHHOW MHTEpPHeT-NpoBangepom. B atom
cny4yae yrnpasiaeHne aHTUBUPYCHbIMU QYHKLMAMU 1 OOHOBAEHUAMM KONUKU NPOAYKTA,
YCTaHOBJ/IEHHOM Ha KOMMbIOTEPE B COCTaBe aHTMBUPYCHOW CeTW, BO3/1araeTca Ha cepeep
LLleHTPaNN30BaHHON 3aLLUMnThI.

PyKOBOACTBO noJsib3oBarena
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YcraHoBKa u yaaneHue

6. YctaHOBKa U yaaneHme

B aTOoM pa3gene onucbiBaroTCA NpoLeaypbl yCTaHOBKM 1 yaaneHna Dr.Web Industrial gna Linux, a
Tak>Ke npoliegypa noayyeHus TekyLnx 0OHOBAEHWI 1 NpoLeaypa Nepexosa Ha HOBYHO BEPCUIO,
€C/n Ha BaweM KomnbroTepe yxxe ycraHoBaeH Dr.Web Industrial gna Linux 6onee paHHew
BEpPCUN.

Kpome 3TOro, B 3TO0M pasgene onvcaHa npoueaypa BbIbOPOUYHON YyCTaHOBKM U yaaneHns
komnoHeHToB Dr.Web Industrial gns Linux (Hanpumep, ans ycTpaHeHns olwmbOoK, BO3HUKLLINX B
npouiecce akcnayaTtauun Dr.Web Industrial gaa Linux, nan ana yctaHOBKM NpoaykTa €
OrpaHNyeHHbIM HabopoM dYHKLMI) 1 HacTPOKMKa pacLUMpPeHHbIX NOACMCTEM 6e30MacHOCTH
(Takmx kak SELinux), utTo Mo>xeT noTpeboBaTbCA NPM YCTAaHOBKE WM B MpoLecce 3KCrnayaTaumm
Dr.Web Industrial gns Linux.

[na ocywecTBneHns 3TMx onepauni HeobxoanMbl Npasa cynepnosib3oBartens (06bIYHO
nonb3osatens root). na nonyyeHns npas Cyneprnosb3oBaTens UCnonb3ynTte KOMaHAy CMeHbI
MoNb30BaTeNs su WM KOMaHAY BbIMOJHEHWA OT MMEHW ApYroro noab3oBatens sudo.

& He rapaHtupyetcs coBMmectumoctb Dr.Web Industrial gns Linux ¢ aHTMBUPYCHbIMM

: nporpammamu apyrvx nponssoanTenen. Tak Kak yCTaHOBKa BYX aHTUBMPYCOB Ha OAWH
KOMMbIOTEP MOXET NPMBECTU K OLMbKam B paboTe onepaLYOHHON CUCTEMbI U NOTepe
BaXKHbIX AaHHbIX, nepes yctaHoBkon Dr.Web Industrial gaa Linux HacTtosTensHo
peKoOMeHAyeTCs YAaANTb C KOMMbIOTepPa aHTUBUPYCHbIE MPOrpaMMbl APYTunx
Npoun3BOANTENEN.

Ecan Ha Baliem KoMMblOTEpe yXe nMeeTca ApPYroin aHTUBMPYCHbIN NpoaykT Dr.Web,
YCTaHOBJ/IEHHBIWN M3 YHMBEPCaNbHOrO naketa (. run), ¥ Bbl XesaeTe YCTaHOBUTb eLle OAunH
aHTMBMPYCHbIN NpoaykT Dr.Web (Hanpumep, y Bac U3 yHVBepcanbHOro nakeTta yCTaHOBJ/EH
npoaykT Dr.Web Server Security Suite, 1 Bbl XOTWTe B AOMOJHEHNE K HEMY YCTaHOBUTb
Dr.Web Industrial gna Linux), To npesBapuTensHo ybeamtech, YTO Bepcua yxe
yCTaHOBJIEHHOTO NpoAykTa coBnagaet ¢ Bepcunein Dr.Web Industrial gns Linux, koTopyto Bbl
nAaHvpyeTe yCTaHOBUTb. ECIM Bepcus, KOTOPYHO Bbl CObUpaeTech YCTaHOBWTbL, HOBEee, YeM
BEpCUA NPOAYKTa, KOTOPLIV Y>Ke YCTaHOBNEH Ha BalleM KOMMbIOTEPe, Nepes Hayanom
YCTaHOBKW AOMOJHUTENBHOTO NPOAYKTa 0OHOBUTE YXKe YCTaHOB/IEHHbIN MPOAYKT AO
Bepcum Dr.Web Industrial gna Linux, koTopyto Bbl XOTUTE YCTaHOBUTb AOMOJHUTENBHO.

ﬂ'OI'IO.I'IHl/ITe.I'IbHOI

e YcraHoBka Dr.Web Industrial ana Linux

O6bHoBaeHne Dr.Web Industrial ana Linux

Yananenune Dr.Web Industrial anga Linux

HacTpoika noacuctem 6e3onacHoCTm

Maketbl 1 danasl Dr.Web Industrial ana Linux

BbibopoUHble yCTaHOBKA U YAaJleHNE KOMOOHEHTOB

PyKOBOACTBO noJsib3oBarena
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6.1. YcraHoBka Dr.Web Industrial gna Linux

Bbl moxeTe yctaHoBuTb Dr.Web Industrial a4 Linux ogHum 13 aByx cnoco6boB:

1. 3arpysuB c caita koMnaHuu «fJoktop Beb» ycTaHOBOUHBIN daiin, NpeacTaBAAOLLMIA COOOM
YHVBEpPCaNbHbIA NakeT ans Unix-cucteM, CHabXXeHHbI NPOrpaMMON YCTaHOBKM B peXnme

KOMaHZAHOW CcTpokn. na ee paboTbl B pexxmme rpadurueckoro pabouero crona Heobxoa1Mmo
Ha/snumne aMynsTopa TepMuHana.

2. BbinosnHume yctaHoBky Dr.Web Industrial gna Linux B Buge Habopa HaTVBHbIX NakeToB (414
3TOro noTpebyeTca NOAKNOUNTLCA K COOTBETCTBYHOLLIEMY PEMO3UTOPUIO NakeToB KOMMNaHUu
«[lokTop Beb»).

A

@

B Anbt 8 CIM n apyrnx OC, ncnonb3yroLmnx ycTapeBLUve BepCuM MakeTHOrO MeHeaXepa,
pekomeHayeTcs yctaHaBamsatb Dr.Web Industrial gns Linux n3 yHrBepcasibHOro naketa.

Mocne ycraHoskn Dr.Web Industrial ansa Linux nogcucrema IMA/EVM OC Anbt 8 CI
11100-01 moxxeT BblgaBaTh NpesynpexaeHne 0 BOSMOXHOM HapyLIeHUN LLeJJOCTHOCTH.
Y106bI N36€XaTh 3TOrO NpeaynpexzaeHus, nocne ycraHoBku Dr.Web Industrial gas Linux
BbIMNOJIHATE KOMaHZAY:

# integalert fix

OC Anbt 8 CIM 11100-02 1 OC AnbT 8 CIM 11100-03 He noaBep>keHbl 3TON Npobaeme.

Mocne ycraHoBku Dr.Web Industrial ans Linux ntobbIM 13 yKasaHHbIX B 3TOM PyKOBOACTBE
cnocoboB B Hayasne paboTbl BaM NOTpebyeTcs akTMBUPOBATL JNLLEH3UIO MW YCTaHOBUTb
kntoueBon dain. Kpome Toro, Bbl MoxeTe noakiounte Dr.Web Industrial gas Linux k
cepBepy LLeHTpaan30BaHHOM 3aWwuThbl (NogpobHee cM. pa3gen JuueHsvpoBaHue). Jo Tex
nop, Noka Bbl 3TOTO He caenaete, PyHKYyUU aHMuUBUpycHol 3auyumel 6ydym omK/toYeHsl.
Kpome Toro, B page cnyvaeB HeO6XOAMMO BbIMOJIHUTb OCHOBHYHO HaCcTPOKY 6a30BOM

dyHkumoHanbHocT Dr.Web Industrial ans Linux, kak onucaHo B pa3gene Hayano pabotbl.

Dr.Web Industrial agns Linux, ycTaHOBAEHHbIN NH0OLIM 13 PAaCCMOTPEHHbIX B 3TOM pasjene
CnocoboB, Bbl MOXeTe BNOCNEACTBUMN YAaNNTb AN 0OHOBUTL NPU HANNUUK UCNIPABAEHUIA ANs
BXOAALLMX B HEFO KOMMOHEHTOB WM Bbixoze HoBow Bepcuun Dr.Web Industrial gns Linux. Mpwn
HeobHX0AMMOCTU BbINOHWTE Takxke HacTponky noacucrem 6esonacHoctv GNU/Linux ans
KoppekTHoM paboTbl Dr.Web Industrial gns Linux. Mpw BO3HWKHOBEHUN Npobsiem ¢
bYHKLMOHNPOBAHMEM OTAE/NbHbIX KOMMOHEHTOB Bbl MOXETE BbINOJHUTb UX BbIOOPOUYHYHO
YCTaHOBKY ¥ yaaneHve, He yaanas Dr.Web Industrial gns Linux ueavkom.

PyKOBOACTBO noJsib3oBarena
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6.1.1. YctaHOBKa yHUBepcanbHOro nakerta

YHuBepcanbHbivi naket Dr.Web Industrial ans Linux pacnpoctpaHaeTcsa B BUAe YCTaHOBOYHOIO
darina c uMeHeM drweb-<gepcus>-industrial-1linux-<niamgopma> . run, rae
<naamgopma> — CTpOKa, yKasbiBatowwas Tvn niatGopmel, Ans KOTopor npegHasHaveH Dr.Web
Industrial gns Linux (ans 32-6uTHbix naatdopm — x86, Ana 64-6UTHbIX NaaTpopm — amd64,
arm64, e2s W ppcbdel), Hanpumep:

drweb-11.1.0-industrial-linux-amdé64.run

| [Janee B fJaHHOM pa3zene pyKOBOACTBA MMS YCTaHOBOYHOrO daiina, COOTBETCTBYHOLLLEE
: dopmarty, ykazaHHOMY BblILLEe, 0603HauaeTcs Kak <umMs ¢paliia .run>, a NyTb K 3TOMy daniny
— KaK <nyme Kk ¢hadiny .run>.

Bepcua Dr.Web Industrial gnsa Linux onpesensetca nepBbIMU ABYMSA YNCAAMMU,
pa3feneHHbIMU TOUKOW, B UMEHW YHUBEPCANbHOMO nakeTa.

Yr106bI ycTaHOBUTb KOMNOHeHTbl Dr.Web Industrial gns Linux

1. Ecamy Bac OTCYTCTBYET YCTaHOBOUHbIA Gann (YHMBEPCaNbHbIA NaKeT), 3arpy3unTte ero ¢
odumansHoro caitta & komnaHum «/Joktop Beb».

2. CoxpaHuTe yCTaHOBOUYHbIN dalin Ha XeCTKMM ANCK KOMMbIoTepa B NHOOOW AOCTYMHbIA ANA
3anucu katanor (Hanpumep, /home/ <username>, rae <username> — UMA TeKyLLEero
Mo/ib30BaTeNs).

3. Paspewwnte ncnonHeHune panna, Hanpumep, KOMaHAON:
# chmod +x <nyme Kk ¢aliny .run>

4. 3anyctuTe ero Ha BbINOJHEHVE KOMaHAOW:
# <nyme k paliny .run>

MAN BOCMONb3YWTECh CTaHAAPTHBIM GaioBbIM MeHeKepoM Baluen rpadpuryeckon 06oaouku
Kak 419 U3MeHeHMsA CBOWCTB dalna (npaB A0CTyna), Tak 1 A/F ero 3anycka.

@ B cnyuae ycraHosku Dr.Web Industrial ans Linux B cpege OC Astra Linux SE Bepcuii 1.6 1

: 1.7, paboTatoLLen B pexume 3aMmkHymoUl npoepammHoul cpedel (3MC), MOXET NPON3OUTH
OTKa3 B 3aMycke NporpaMMbl YyCTaHOBKW M3-3a OTCYTCTBMA OTKPbLITOrO KAt04Ya KOMMaHUu
«flokTop Beb» B cnvcke OBEPEHHBIX Ktoyen. B 3Tom ciyyae Heobxo4MMO BbINMOAHUTD
npeaBapuTenbHyro HacTpoiky pexuma 3IMC (cM. Hactpoiika 3anycka B pexkume 3M1C (Astra
Linux SE, Bepcuu 1.6 1 1.7)), nocne yero 3anyctutb NporpaMMy yCTaHOBKM MOBTOPHO.

Mpw 3TOM ByaeT NpoBepeHa LieNOCTHOCTb apx1Ba, 3aTeM dalibl, cogepikallinecs B apxvBe,
6yayT pacrnakoBaHbl BO BPEMEHHbI KaTanor 1 aBTOMaTUYeckm 3anycTuTcs nporpaMmmMa
ycTaHoBkW. Ecnm 3anyck 6611 oCyLLecTBieH He C MpaBaMu Cyneprnosib3oBaTtens, To NporpamMmma
yCTaHOBKM aBTOMAaTMYECKM MOMbITAETCS NMOBbLICUTbL CBOW MPaBa, 3anpocKB Naposib
(ucnonb3yetcsa ytmanta sudo). ECm nonbiTka NoBbILEHUS NPaB OKOHUUTCSA Heyaayel,
yCTaHOBKa byAeT OTMeHeHa.
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Ecan pasgen ¢pannoBon cuctemsl, COAep>Kallinii BpeMeHHbI KaTanor, He nMeet
[0CTAaTOYHOrO KOAMYecTBa CBOOOAHOMO MecTa A/ pacnakoBKM AUCTPUBYTUBA, MpoLiecc
YCTaHOBKW ByAeT 3aBepLUeH Noc/ie BblAaun COOTBETCTBYHOLLEro coobLleHuns. B 3Tom ciyyae
MOBTOPWTE PacnakoBKY, U3MEHMB 3HaYeHne CUCTEMHOM NepeMeHHON OKpyXeHus TMPDIR
Takum 06pa3om, YTobbl OHa yKasblBasa Ha KaTafor B pa3gese $hainioBol CUCTEMDI,
MMEOLLEM OCTaTOYHOE KOJIMYECTBO CBOBOAHOIO MecTa. Takxke Bbl MOXETE
BOCMOJIb30BaThbCs KAKOUYOM PacrnakoBKM B yKa3aHHbIN KaTanor —-target (cM. pasgen
Bbi6opoyHble yCTaHOBKA W yiaieHVe KOMIOHEHTOB).

Mocne 3TOro 3anmycTnTCa NporpamMmma yCTaHOBKM /19 pexkrMa KOMaHAHOW CTPOKK (411 ee
paboTbl B pexxmmMe rpadpuyeckoro paboyero ctosia HeObXOANMO Hannume sMynaTopa
TepMUHana).

5. CneayiiTe MHCTPYKLMSM NPOrpaMMbl YCTaHOBKM.

VimeeTcs BO3MOXHOCTb 3anyCcTtnTb NporpamMmmy yCctaHOBKK B NOJIHOCTbHO aBTOMAaTUYECKOM
pexwnme, BbINOJIHMB KOMaHAY:

# <nyme k paliny .run> -- --non-interactive

B 3TOoM cnyyae nporpamma yctaHoBKM ByzeT 3anyLieHa B NOJHOCTbIO aBTOMaTUUYECKOM pexnme,
6e3 nokasa AnanoroB NporpamMMbl YCTaHOBKM ANS PeXXMMa KOMaHAHOW CTPOKM.

@

Vcnonb3oBaHWe 3TOM OMLMM O3HaYaeT, YTO Bbl COrallaeTech C YCOBUAMM
JNlnueHsnoHHoro cornawenmns Dr.Web. O3HakoMuUTbCA € TeKCTOM JIMLEH3MOHHOTO
cornatweHus nocne ycraHoku Dr.Web Industrial gns Linux Bbl MOXeTe, npoynTas

dann /opt/drweb.com/share/doc/LICENSE. Paclumperune painna ykasbiBaeT A3blK, Ha
KOTOPOM HanucaH TeKcT JINLLeH3NOHHOro cornatleHns. ®ain LICENSE (6e3 paclumpeHus)
XPaHWT TeKCT JInLeH3noHHoro cornawenus Dr.Web Ha aHravinckom sasbike. Eciv Bbl He
CornacHbl € ycnoBuAMM JIMLEH3MOHHOTO coralleHuns, Bam caeayeT yaanute Dr.\Web
Industrial ans Linux nocne yctaHOBKMW.

3anyck nporpamMMbl YCTaHOBKM B MOJHOCTbIO aBTOMaTUYECKOM pexunme TpebyeT Haanums
npae cyrnepnosib3oBaTens (06blYHO Nosb3oBaTens root). s NoBbILWEHMA NPaB Bbl
MO>XeTe MCMOAb30BaTb KOMaHAy su Uan sudo.

Ecnv Baw anctpmnbytme GNU/Linux ocHalieH noacuctemon 6e3onacHoctu SELinux, TO
BO3MOXHO BO3HVMKHOBEHWE CUTyaLuu, Korga paboTta mporpammbl yCTaHOBKM ByaeTt
npepBaHa noacncteMoin 6esonacHoctu. B aTom cnyyae BaM HEOH6XOAMMO BPEMEHHO
nepesecTtu SELinux B paspewarowyuli (Permissive) pexum, AN YEro BbIMOJHNTE KOMaHAY:

# setenforce 0

Mocne 3TOro nepesanycTute NPorpaMMy yCTaHOBKW. Tak>Ke B 3TOM C/lyyae o OKOHYaHUM
npoLiecca yCTaHOBKM HEOHXOAMMO BbIMOAHUTL HacTponky noautnk 6esonacHoctn SELinux,
YTOObI B aIbHENLLEM aHTUBMPYCHbIE KOMMOHEHTbI paboTann KOPPEKTHO.

PyKOBOACTBO noJsib3oBarena
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Bce YyCTaHOBOYHbIE q)aﬁflbl, M3BN€YEHHbIE U3 apXnBa, 6yAyT aBTOMaTU4yeCkn yaanaeHbl Nno
OKOHYaHWMN YyCTaHOBKMW.

| PekomMeHAyeTCs coxpaHuTb dal . run, U3 KOTOPOro NPOM3BOAMAACk YCTAHOBKA, A5
: BO3MOXHOV nepeyctaHoBku Dr.Web Industrial gns Linux uan ero KoMnoHeHTOB B
nocnezyrowem, 6e3 06HOB/IEHMSs €ro BEPCUU.

Mocne 3aBeplLUeHMs yCTaHOBKMW, B rpaduyeckon obonouke paboyero cTtona, B MeH
Mpwunoxkenus, nossutca rpynna Dr.Web, coagep>xawaa nyHkT Dr.Web Industrial gn1qa 3anycka
npoAykTa B rpadryeckom pexxunme.

3HauyoK MHAMKATOpPa COCTOAHMS nporpaMMbl NOABUTCA B obnactu yBEAOMNIEHUNA pa6oqero CTona
aBTOMaTn4eCKM nocane NOBTOPHOIo BXo4a noJib30BaTesia B CUCTEMY.

@ [nsa koppektHon paboTbl Dr.Web Industrial gna Linux gonoaHutensHo MoxeT notpeboBatbes

: YCTaHOBUTb MaKeTbl, MepeyYncieHHble B pa3gene CucreMHble TpeboBaHUsA Y COBMECTYMOCTb
(HanpvMep, 6MBANOTEKY MOAAEPKKM NCMOAHEHWNS 32-BUTHbIX MPUNOXKEHUI Ana 64-6UTHOM
naatdopmbl, a Takxke 6GubanoTeky libappindicatorl ANS KOPPEKTHOrO OTOOpPaXKeHMs
WHAVKATOpa COCTOAHMSA NPOrpaMmbl B 061acTv yBegoMAeHWI paboyero ctoa).

6.1.1.1. YcraHOoBKa B pe)XXumMe KOMaHAHOW CTPOKMU

Mocne 3anycka NporpamMmmbl YyCTaHOBKM, paboTatoLLei B pexkmume KOMaHAHON CTPOKK, Ha IKpaHe
MOSBUTCS TEKCT NPUIIALLIEHNs K YCTaHOBKE.

1. Ana Hayana yCcTaHOBKW OTBETbTE Yes WM Y Ha 3anpoc «Bbl XoTute NpoAoIKMTL?». YTOObI
OTKa3aTbCA OT YCTaHOBKW, BBeAMTe No nan N. B aTom ciyyae paboTta mporpammbl yCTaHOBKM
byaeT 3aBepLUeHa.

2. [lanee nepeg HayanoM yCTaHOBKW BaM HEODBXOAMMO O3HAKOMMUTLCA C TEKCTOM
JIvueH3noHHoro cornawenuns komnaHum «loktop Beb», kotopbin ByaeT BbiBeAeH Ha IKpaH.
[ns nepenncTbiBaHUA TEKCTa COrialleHms Nonb3yntech knasuwamm ENTER (nepenvctbiBanne
TeKCTa Ha oAHy cTpouky BHU3) 1 NMPOBEJ] (nepenncrbiBaHne TeKCTa BHU3 Ha 3KPaH).

@ rlepeJ'II/ICTbIBaHI/Ie TEeKCTa ﬂVILl|6H3I/IOHHOFO cornalleHuma Hasaj (BBer) He npeaycMoTpeHo.

3. Mocne npouteHns JINLEH3NOHHOrO cornallenns BaMm byaet NpeAnoXeHO NPUHATL ero
ycnoBus. BBeaute Yes nam Y, eCam Bbl MPUHUMaeETe yCNoBuA, 1 No Uan N, eCav Bbl He
COrNacHbl € ycnoBuamM JIMLLEH3MOHHOTO cornatleHuns. B cnyyae otkasa oT NPUHATUA YCAOBUIA
JIvueH3noHHoro cornaweHns pabota nporpaMmMbl YCTaHOBKW ByAeT 3aBepLueHa.

4. Tlocne NpUHATMA ycnoBUA JINLLEH3MOHHOTO COoralleHnsa aBToMatnuyeckn byaer 3anyLueH
npoLiecc yCTaHOBKM Ha KOMMbroTep kKoMnoHeHToB Dr.Web Industrial gns Linux. Mpw aToM Ha
3KpaH byaeT BbIBOAUTLCA MHGOPMALIMA O XOAe YCTaHOBKM (KypHas yCTaHOBKWM), BKAtOUatoLLas
B ceb6a mepeyeHb yCTaHaB/MBaeMbIX KOMMOHEHTOB.

5. o okoH4YaHMK NpoLecca YCTaHOBKM NporpaMmmMa yCTaHOBKM 3aBEPLUMT CBOKD paborTy.

PyKOBOACTBO noJsib3oBarena
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B cnyuae BO3HMKHOBEHMA OLWIMOKM Ha 3KpaH byAeT BbiBeJEHO COOTBETCTBYOLLee coobLeHmne C
onuncanvem owwmnbku, nocae yero paborta nporpaMMbl yCTaHOBKM ByaeT 3aBeplueHa. Ecan
yCTaHOBKa 6blna npepBaHa 13-3a oWnbKK, ycTpaHuTe Nnpobaemsl, Bbi3BaBLUME OLLIMOKY
YCTaHOBKMW, N MOBTOPUTE MPOLLECC YCTaHOBKM 3aHOBO.

[nsa Havana pabotbl ¢ yctaHoBAeHHbIM Dr.Web Industrial gns Linux Bocnonb3yintech ntobbim
yA06HbIM Ans Bac cnocobom 3anycka.

6.1.2. YcraHOoBKa U3 peno3utopus

HaTmBHble nakeTbl Dr.Web Industrial gns Linux HaxoaaTca B oduLmanbHoM peno3utopun &
Dr.Web. MNocne gobasnennsa penosmtopusa Dr.Web B cnncok penosutopues, ncnoab3yembix
MeHeJ>KepoM NakeToB Ballelr onepaLviOHHON CUCTEMBI, Bbl CMOXETe yCTaHaBANBaTb €ro B Buje
HaTUBHbIX MaKeTOB ANA OMNepaLMOHHON CUCTEMBI Tak Xe, KakK 1 tobble gpyrve nporpaMmmbl 13
penosnTopreB Ballelr onepaLMoHHON cucTeMbl. HeobxoanMble 3aBUCMMOCTH ByayT
pa3pellatbca aBTomaTnyveckn. Kpome toro, npum ycraHoske Dr.Web Industrial gnsa Linux n3
NOAKIHOUYEHHOTO peno3nTopus nakeTHbln MeHeaxxep OC obHapy>XnBaeT 06HOBIEHNA BCEX
komnoHeHTOoB Dr.Web n npeanaraet nx ycTaHOBKY.

@ [Ans poctyna K penosutopuio Dr.Web TpebyeTcs nogkatoueHne K MHTEPHETY.

Bce HukenpviBeseHHble KOMaHAbI A/18 MOAK/IHOYEHUS PEMO3UTOPUEB, MMMOPTUPOBAHMSA
K/HOYen, YCTaHOBKW U yaneHWs NMakeToB JOJIXKHbI ObiTb BbIMOJIHEHbI C MPaBamMu
cynepnosib3oBaTtens (06bIYHO NMonb3oBaTens root). s NonyyeHms COOTBETCTBYHOLLMNX
npaB UCMoJb3ynTe KOMaHAy CMeHbl MO/b30BaTENS Su WK KOMaHAY BbIMOJAHEHWS OT
MMeHW ApYroro noJsib3oBatens sudo.

Hwxe npueegeHbl npoueaypbl ana cneayrowmx OC (MeHeaXepoB NakeToB.):

e Astra Linux, Debian, Mint, Ubuntu (apt);

AnbT (apt-rpm);

Mageia, OpenMandriva Lx (urpmi);

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);

SUSE Linux (zypper).

Astra Linux, Debian, Mint, Ubuntu (apt)

1. Penosutopun ans 3tux OC 3awmweH undpoBon nognuceto «Joktop Beb». Ana gocryna K
pPeno3nNToOpuIo UMMNOPTUPYINTE N 06aBbTE B XPaHWUNLLE MAaKETHOTO MEHeAXXepa KAHou
uMbpPOBON NOAMUCK, BbIMOJHUB KOMaHAY:

# wget https://repo.drweb.com/drweb/drweb.gpg -0 /etc/apt/trusted.gpg.d/drweb.gpg

PyKOBOACTBO noJsib3oBarena
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@ Kntou undpposoit nognmcn «oktop Beb» paHee ycTaHaBAMBaACSA C MOMOLLBIO YTUANTbI
: apt-key, KOTOpas Npu3HaHa yCcTapeBLUelr U He PeKOMEHAYETCA /1A UCMOb30BaHUSA.
Kpome Toro, Tenepb A xpaHeHWs katouver noanmcn paspabotumkm OC pekoMeHAyHT
NCrnonb30BaThb Katanor /etc/apt/trusted.gpg.d BMecTo
dalina /etc/apt/trusted.gpg. BBMAY 3TOro npu BbinoaHeHWUW yctaHoBkM Dr.Web
Industrial gns Linux 13 peno3ntopus, ecav Koy NOAMNMCU YCTaHOBJIEH B
KaTtanor /etc/apt/trusted.gpg, KOMaHja apt-get update (CM. HMXE) BblAACT

cnepyroulee npeaynpexzaeHme: Key is stored in legacy trusted.gpg keyring
(/etc/apt/trusted.gpg), see the DEPRECATION section in apt-key(8)

for details. YcraHoBka Dr.Web Industrial gns Linux npv 3TOM NpogonxnTcs B
06bIYHOM pexmrMe, a PYHKLIMOHANBHOCTb NPOAYKTa He NocTpasaeT. YTobbl
npegynpexaeHve 6oblie He BbIBOAMIOCh MPU YCTaHOBKE AN MepeyCcTaHOBKe NMPOAYKTOB
«flokTop Beb», ycTaHOBWTE K/IHOY MOAMWUCK KaK YKa3aHo BbliLLe.

2. YTobbl NOAKNHOUNTE PEMNO3UTOPUI, BbINMOJHUTE KOMaHAY:

# echo "deb https://repo.drweb.com/drweb/debian 11.1 non-free" > /etc/apt/sources.list.d/drweb.list

@ Bbl MOXeTe BbIMOAHUTL MyHKThI 1 11 2, 3arpy3ue cneluanbHeiii DEB-naketr & u yctaHosus
: ero.

3. [Onsa ycraHoBku Dr.Web Industrial gnsa Linux 13 peno3ntopusa BbINONHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-industrial-workstations

YcTaHOBKa Tak>Ke MOXET OCYLLEeCTBAATLCA C MOMOLLbHO alibTEPHATUBHBIX MEHEAXKEPOB
(Hanpwumep, Synaptic nam aptitude). Kpome Toro, anbtepHaTUBHbIE MEHEAXKEPDI, TaKMe Kak
aptitude, pekomeHAyeTCs NCMO/b30BaTb ANS paspeLleHns KOHGANKTa NaKeToB, eC/IN OH
BO3HMWKHET.

Anbt (apt-rpm)
1. YT06bI NOAKNOUNTE PEMO3NTOPUNA, JOBaBbTE CIEAYHOLLYHO CTPOKY B
dann /etc/apt/sources.list.d/drweb-apt-rpm-<arch>.list:

rpm http://repo.drweb.com/drweb/altlinux 11.1/<arch> drweb
rae <arch> — ob03HayeHne NCNoNb3yeMON apXUTEKTYPbl MaKeTOB:
e Ana 32-pa3pagHou Bepcmm: 1386;
e ana apxutekTypbl AMD64: x86 64;
o a1 apxutekTypbl ARM64: aarch64;
o /1A apxutekTypbl E2K: e2s;
e ana apxutekTypbl IBM POWER (ppcb4el): ppc6idle.

2. Mepega yctaHoskow Dr.Web Industrial gna Linux Ha komnbtoTepe apxutekTypbl E2K nog
ynpasneHvem OC AnbT f06aBbTe B hanin /etc/rpmrc Cesytowme CTpoKu:

arch compat: eZkvéd: elZs
arch compat: eZk: eZs
arch compat: e2s: noarch

PyKOBO,D,CTBO noJsib3oBarena

36


https://repo.drweb.com/drweb/drweb-repo11.1.deb

A7

Py
$

A
)
A

YcraHoBKa u yaaneHue

3. Ytobbl yctaHoBUTL Dr.Web Industrial agns Linux 13 penosntopus, BbINOJHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-industrial-workstations

YcTaHOBKa TakXe MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO albTePHATUBHbIX MEHEeXKEePOB
(Hanpwumep, Synaptic uam aptitude).

Mageia, OpenMandriva Lx (urpmi)
1. MogknrounTe peno3nTopuii C MOMOLLbIO KOMaHAbI:

# urpmi.addmedia drweb https://repo.drweb.com/drweb/linux/11.1/<arch>/

rae <arch> — ob03HayeHne NCNoNb3yeMON apXUTEKTYPbl MaKeTOB:
e Ana 32-pa3pagHou Bepcmm: 1386;
e 1A 64-pa3pafHON Bepcun: x86  64.
2. [na yctaHosku Dr.Web Industrial gna Linux n3 penosutopusa BbINOJHUTE KOMaHAY:

# urpmi drweb-industrial-workstations

YcTaHOBKa TakKe MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO aNbTePHATUBHbIX MEHEXKEPOB
(Hanpwumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)
1. JobaBbTe pann drweb.repo CO CIEAYIOWMM COAEPXKMMbIM B KaTanor /etc/yum. repos.d:

[drweb]

name=DrWeb - 11.1
baseurl=https://repo.drweb.com/drweb/linux/11.1/$basearch/
gpgcheck=1

enabled=1

gpgkey=https://repo.drweb.com/drweb/drweb.key

l Ecan NAaHNPYyeTca 3anncaTb BbillleyKasaHHOE COAEPXNMMOe B q)a|7|n npn NOMOLLN KOMaHAbl
° Tnna echo € nepeHanpaBAeHNEM BbIBOAA, CUMBOJI S canepyer sKpaHunpoBaTh: \S.

Bbl MOXeTe BbINOAHUTL MyHKT 1, 3arpy3uB cneunanbHelii RPM-naketr ' u yctaHoswB ero.

2. Ans yctaHosku Dr.Web Industrial gns Linux n3 peno3vtopus BbINOJHUTE KOMaHAY:

# yum install drweb-industrial-workstations

B OC Fedora, HaumHas c Bepcum 22, peKOMeHAyeTCA BMECTO MEHeXepa yum UCMOAb30BaTh
MeHegkep dnf, Hanpumep:

# dnf install drweb-industrial-workstations

YcTaHOBKa Tak>ke MOXET OCYLLLeCTBAATLCA C MOMOLLbIO allbTEPHATUBHbIX MEHeAXKEePOB
(Hanpumep, PackageKit nan Yumex).

PyKOBOACTBO noJsib3oBarena
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SUSE Linux (zypper)
1. YTO6bI NOAKNHOUNTL PENO3UTOPUIA, BEINOAHUTE KOMaHAY:

# zypper ar https://repo.drweb.com/drweb/linux/11.1/\S$basearch/ drweb

2. [na yctaHosku Dr.Web Industrial gna Linux n3 peno3utopua BbINOJHUTE KOMaHAbI:

# zypper refresh
# zypper install drweb-industrial-workstations

YcTaHOBKa Tak>Ke MOXEeT OCYLLEeCTBAATLCA C MOMOLLIO aNbTEPHATUBHbBIX MEHEAXEPOB
(Hanpwumep, YaST).

PyKOBOACTBO noJsib3oBarena
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6.2. O6HoBAeHue Dr.Web Industrial ansa Linux

MpeaycmoTpeHo aBa pexunMa obHoBnaeHusa Dr.Web Industrial gns Linux:

1. MNonyyeHue TekyLinx O6HOBAEHWI NAaKETOB N KOMMOHEHTOB, BbIMyLLEHHbIX B pamKax
aKkcnyaTaumm aktyanbsHou Bepcum Dr.Web Industrial gns Linux (kak npaBuio, Takue
0BHOB/IEHNA COAEep>KaT UCNPaBAEHNA OIMOOK U MesIKMe yayULlleHns B GYHKLMOHMPOBAHWM
KOMMOHEHTOB).

2. [Nepexoa Ha HOBYHO BepCUHO. ITOT CNOCO6 OOHOBNEHNA NCMONb3YETCA, €CIN KOMMaHWA
«/lokTop Beb» Bbinyctuna Hosyto Bepcmto Dr.Web Industrial gaa Linux, oTanyaroLwyrocs
HOBbIMW BO3MOXHOCTAMM.

| Dr.Web Industrial ansa Linux no3sonseT 06HOBAATb BUPYCHbIe 6a3bl U aHTUBUPYCHOE SAPO
: JaXe npu OTCYTCTBUM AOCTYMa B MHTEPHET Ha 3aLLMLLAEMOM CEPBEpPE.

6.2.1. MonyueHue TeKkywnx o6HOBAEHUN

Mocne yctaHoBkn Dr.Web Industrial gas Linux ato6biM 13 cnoco60B, OnmncaHHbIX B
COOTBETCTBYIOLLEM Pa3zese, MPOUCXOAUT aBTOMATUUECKOE NOAKIHUYEHNE MeHeAXepa NakeToB K
peno3utoputo naketos Dr.Web:

e Ecam yctaHOBKa Npomv3BOAMAack U3 YHMBEPCANbHOrO nakeTa (paka . run), a B CMCTEME
ncnonb3yrotca naketbl B dopmate DEB (Hanpumep, OC Astra Linux, Debian, Mint, Ubuntu), ans
paboTbl ¢ naketamu Dr.Web ncnonb3yetcs otaenbHas Bepcua MeHeaXXepa NakeToB zypper,
aBTOMaTM4eCKn yCTaHOBAEHHas B pamkax yctaHoBky Dr.Web Industrial gns Linux.

Y106bI NONYUNTbL M YCTAHOBUTb OOHOBAEHHbIe NakeTbl Dr.Web 3Tm MmeHeaxepom, nepenamte
B KaTasior /opt/drweb.com/bin v BbINOJHUTE KOMaHAbI:

# ./zypper refresh
# ./zypper update

e Bo Bcex ocTanbHbIX Cyyasx UCMONb3yliTe KOMaHAbl OBHOBIEHMS MAaKETHOTO MeHeaXKepa,
ncnonbsyemoro B Bawen OC, Hanpumep:

o B Red Hat Enterprise Linux n CentOS ncnosb3ynte KoMaHay yum;
o B Fedora ncnonb3syrte koMaHay yum uam dnf;
o B SUSE Linux ncnonb3ynte KOMaHay zypper;
o B Mageia n OpenMandriva Lx ncnonb3ynte KOMaHay urpmi;
o B AnbT, Astra Linux, Debian, Mint, Ubuntu ncnonb3yiite komaHay apt-get.
Bbl Tak)ke MOXeTe MCNo/Ib30BaTh a/lbTePHATUBHbIE MEHEeKepbl NakeToB, pa3paboTaHHble Ans

BaLLlelr onepaLymoHHOM cuctemsbl. [1pn Heo0bxoaMMOCTM 0bpaTUTeCh K CMPaBOYHOMY PYKOBOACTBY
MO MCMONb3yeMOMY BaMUN MeHeKepy NakeToB.

B cnyuae Bbinycka HoBow Bepcum Dr.Web Industrial gnsa Linux, nakeTsl, cogep>kaiyme ero
KOMMOHEHTbI, NOMeLLaroTCA B pasgen penosutopusa Dr.Web, cootBeTcTBytOWMiA HOBOW Bepcum. B
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3TOM cNyyae Ans 06HOBEHWA HEOOXOANMO NepeKkNtOUNTb MEHEXKEP NaKeTOB Ha HOBbIN pa3gen
peno3utopusa Dr.Web (cm. pasgen [Nepexos Ha HOBYHO BEPCUIO).

6.2.2. lNepexoa Ha HOBYIO BEpCULO

B atom paspene

e [peaBapuTeNnbHble 3aMeyYaHns

e OBHOBAEHME NpeablayLLNX BEPCUN

o OH6HOBNEHME YCTAaHOBKOW YHMUBEPCAILHOIO NakeTa

o OBHOB/MIEHME U3 PEMNO3UTOPUS

o [lepeHoC KJKYeBOro davaa

o [TOBTOpHOE NOAKAKYEHWE K CEPBEPY LIEHTPANIN30BAHHOM 3aLLUThI

o OcobeHHOCTM Npouecca 0bHOBAEHUSA

HPEABapMTEHbeIe 3aMedaHuA

Moanep>xmBaetca npoueaypa obHoBAeHMA Npeapiaywmx Bepcnin Dr.Web Industrial gaa Linux go
HoBoW Bepcuu. [MNepexog Ha HoByto Bepcuto Dr.Web Industrial gns Linux BbINONHAWTE TeM Xe
cnocobom, kakmm bbina yctaHoBneHa Bepcusa Dr.Web Industrial gns Linux, noanexatias
0bHOB/IEHMIO:

e Ecam Bepcua Dr.Web Industrial gns Linux, nognexaluas o6HOBAEHUIO, Obina yCTaHOBAEHA M3
peno3nTopus, TO NEPEXOA Ha HOBYHO BEPCUIO BbIMOIHAWTE NyTeM O6HOBNEHNEM U3
peno3nTopms.

e Ecam Bepcma Dr.Web Industrial ans Linux, nognexaluas o6HOBAeHUIO, bbina ycTaHOBAEHA M3
YHVUBEPCaNbHOrO NakeTa, TO AJ/1f Mepexoia Ha HOBYH BEPCUHO YCTaHOBUTE YHUBEPCANbHbIN
nakeT, CoZep>KaLlnin HOBYHO BEPCUIO.

@ Y106bI YTOUHUTB CNOCOH, KOTOPbLIM Gblna ycTaHoBeHa Bepcus Dr.Web Industrial gas

: Linux, noanexatlas obHOB/IEHMIO, MPOBEPLTE HANNUME B KaTasore NCMOHAEMbIX GaiaoB
Dr.Web Industrial gna Linux ckpvnTta nporpaMmebl yAaneHus uninst . sh. Ecam atot dann
npucyTcTeyeT, TekyLas Bepcus Dr.Web Industrial gnsa Linux 6bina yctaHoBaeHa 13
YHUBEPCANbHOTO NakeTa, a B MPOTMBHOM C/ly4ae — U3 Perno3ntopus.

Ecnv Bbl He nMeeTe BO3MOXHOCTN 06HOBUTL Dr.Web Industrial ana Linux Tem e cnocobowm,
KakyvM OH Obl/l YCTAaHOB/EH U3HaYa/IbHO, TO NPEeABaPUTE/IbHO YyaanuTe TEKYLLYH BEPCUIO, @ MOTOM
BbIMOJIHWTE YCTaHOBKY HOBOM BepCMM IH0ObIM JOCTYMHbIM A5 Bac cnocobom. Cnocobebl
YCTaHOBKMW W yaaneHus npeablaywmx sepcuin Dr.Web Industrial gns Linux aHanormyHel cnocobam
YCTaHOBKW W yAaNneHus, PaCCMOTPEHHbIM B 3TOM PYKOBOACTBE. N5 JONONHUTENbHON
nHPopMauumn obpaTtntech K PyKoBOoACTBY NONb30BaTENS MO YCTAHOB/IEHHOM Y Bac BEPCUM
Dr.Web Industrial gns Linux.

PyKOBOACTBO noJsib3oBarena
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Ecnn Bepcus Dr.Web Industrial gnsa Linux, nognexalias obHOBAeHUIO, paboTaeT noa,
ynpaBAeHVeM cepBepa LeHTPaIM30BaHHOW 3aLKThl, TO Nepes HavyaaoM OOHOBEeHUS
peKoOMeHAyeTCs COXPaHUTb agpec 3TOro cepeepa. Hanpumep, ana nonyyeHns agpeca cepepa
LEeHTPanM30BaHHOM 3alLuTbl, K KOTOpOMy noakatoveH Dr.Web Industrial a4 Linux, BeinoaHute

KOMaHAy:

$ drweb-ctl appinfo
/13 npucyTcTBytOLEN B BbIBOAE KOMaHAbl CTPOYKM BUAa
ESAgent; <PID>; RUNNING 1; Connected <adpec>, on-line

COXpaHuTe YacTb <adpec> (MOXET BbIrAAETb Kak CTpoKa Buaa tcp: // <IP-adpec>:<nopm>,
Hanpumep: tcp://10.20.30.40:1234). Kpome TOro, peKOMeHAyeTCs COXpaHuTb dain
ceptudmkata cepsepa.

B cnyuae BO3HWKHOBEHWSA 3aTPyAHEHWI C NONyYEHNEM NapaMeTPOB TEKYLLEro NoAKAHYEHUS
obpaTnTech K PykoBOACTBY agMUHMCTPaTOpa Mo ycTaHoBAeHHOW Bepcumn Dr.Web Industrial ansa
Linux, a Tak>ke K aAMUHNCTPATOPY Balleh aHTUBUPYCHOW CET.

O6HoBNeHMe NpeabIAYyLNX BEPCU

O6HOBNEHNe YCTaHOBKOW YHMBEPCa/IbHOrO nakera

BbinonHwuTe ycraHoBKy HoBou Bepcumn Dr.Web Industrial ana Linux 13 yHuBepcasbHoro naketa. B
cnyyae HeobXoAMMOCTM B MpoLiecce YCTaHOBKM BaM ByeT NnpeAnoXeHO aBTOMaTUYeCckN yaannTb
MMeroLLMecs KOMMOHeHThI ctapou Bepcun Dr.Web Industrial gns Linux.

O6HoB/IeHNe U3 peno3uTopus

Yr1o6b1 06HOBUTL TeKyLyto Bepcuto Dr.Web Industrial gns Linux, yctaHoBieHHy0 U3
peno3suTopua koMmnaHum «Jlokrop Be6»

B 3aBMCKMMOCTM OT TMNa MCMNOJIb3yEMbIX MaKeTOB, BbIMOJHUTE CieayroLlimne AeVICTBVIﬂi

¢ B cnyuae ncnonbsoBaHus nakeroB RPM (yum, dnf):

1. CMeHUTe UCNOoNb3yeMbliA Peno3nTopun (C peno3nTopmna NakeToB TeKyLLEen BEPCUM Ha
penosnTopui NakeToB HOBOW Bepcum).

Nms peno3nTopuAd, XpaHALLEero rnakeTbl HOBOM BepCumn, CM. B pasjene YcTraHOBKa 13
: penosnTopuAa. ﬂ'flﬂ YTO4YHEHNA cnocoba cMmeHbl penosnTopunes O6paTI/ITECb K CNpaBOYHbIM
pykoBoOACTBaM UCMNOJb3yeEMOro BaMmu AI/ICTpI/I6yTI/IBa OI'IepaLl,I/IOHHOI;I CNCTeMbl.

2. YctaHoBuTe HoBYtO Bepcuto Dr.Web Industrial gnq Linux 13 penosntopus, BbInoHMB

KOMaHAay:

# yum update

PyKOBOACTBO noJsib3oBarena
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nnn, ecnn ncnonbsyetca MeHeaxxep dnf (kak, Hanpumep, B OC Fedora Bepcuun 22 1 6onee
no3aHuX):
# dnf update

@ Ecam B npoLiecce 06HOBAEHWA NakeTOB BO3HMKHET OLIMNOKA, TO BbINOJHUTE yAaneHne u

: nocaeayroLLyro NOBTOPHYtO ycTaHoBKY Dr.Web Industrial gns Linux. Mpwn HeobxogmmocTu
cM. pasgensl Yaanenue Dr.Web Industrial ang Linux, ycTaHOBAEHHOrO 13 penosntopus u
YcTaHOBKa 13 peno3ntopus (MyHKTbI, COOTBETCTBYHOLLME Mcnosib3yemoin Bamm OC u
MeHezXXepy NnakeTos).

e B cnyuyae ncnonbzosaHusa nakeros DEB (apt-get):

1. CMeHUTE UCNOob3yeMblA PENO3UTOPUI (C PENO3UTOPUS NaKETOB TEKYLLEN BEPCUM Ha
pPeno3nTopuii NakeToB HOBOW BEPCUN).
2. ObHoBuTe naketbl Dr.Web Industrial ansa Linux, BbINOJHUB KOMaH/bl:

# apt-get update
# apt-get dist-upgrade

MepeHoc knroueBoro ¢amna

Mpu nrob6om cnocobe obHoBneHus Dr.Web Industrial gas Linux y>e nmetowmiics y Bac
JNNLEH3VOHHBIN KitoYeBon Gani ByaeT aBTOMaTUUECKN YCTaHOB/IEH B Haj/1exXallee MecTo A/s
ncnonb3oBaHMs HoBow Bepcuenn Dr.Web Industrial gas Linux.

@ B cnyyae BO3HWKHOBEHMSA NPo6ieM C aBTOMATUYECKOW YCTaHOBKOW JINLLEH3UOHHOTO

: kntoueBoro daina Bbl MOXeTe BbINMOJHUTL €ro YCTaHoBKY Bpy4Hyto. Dr.Web Industrial ans
Linux xpaHuT KtoueBown pain B katanore /etc/opt/drweb.com/. B ciryyae ytpatbl
LEeVCTBYHOLLErO NNMLEH3NOHHOIO KNtoUeBoro darna obpatntecb B cnyxxby TexHNYeckou
NOALEPXKKM KOMMNaHWKW «[JokTop Beb».

MoBTOpHOE NoAK/OUEHUE K CepBEepPY LieHTPaIn30BaHHOM 3alUThl

Ecnvn 310 BO3MOXHO, TO nocie obHoBAeHMA (ecan 0bHOBAsSIEMasn Bepcusa bbina NoakaroYeHa K
cepBepy LeHTpaAn30BaHHOW 3aLLmMTbl) MOAKAOUYEeHNe ByaeT BOCCTAaHOBIEHO aBTOMaTUUECKM.
Ecam nogkntoueHne He BOCCTaHOBUIOCh aBTOMATUYECKM, ANt MOAKNHOUYEHWS OOHOBIEHHOWM
Bepcum Dr.Web Industrial gns Linux K aHTUBMPYCHOWM CeTM BOCMO/b3YyUTECh N0ObIM 13
CNesyroLnX Cnocobos:

e YcTtaHoBUTe Giaxkok Ha Bkaagke Pexxmnm okHa Hactpoek Dr.Web Industrial ans Linux.

e BbinonHuTe koMaHay:

$ drweb-ctl esconnect <adpec cepgepa> --Certificate <nyme Kk gpaliny cepmugpukama cepsepa>

B cnyyae BO3HVMKHOBEHMA 3aTPYAHEHUI C NOAKAOUEHEeM 0bpaTUTeCh K aAMUHUCTPaTOPY BaLlen
aHTUBMPYCHOU CeTW.

PyKOBOACTBO noJsib3oBarena
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OcobeHHOCTM Npouecca 06HoBAeHUA

MNpwn obHOBAEHMM U3 peno3uTopus Npu pabotatowem Dr.Web Industrial ans Linux obHoBasiemon
BepCUM, NOC/e 3aBepLUeHNA YCTaHOBKM NakeToB HOBoOW Bepcumn Dr.Web Industrial ans Linux,
npoueccol ctapon Bepcum Dr.\Web Industrial gns Linux octaHyTcA 3anyLweHHbIMU 40 BbIXOAa
Noab30BaTeNs U3 CUCTEMbI, B TOM Ynce, B 061acTu yBeAOMAEHNA paboyero ctona (eciu Bbl

paboTaeTe B rpadpnMyeckom pexnme) MOXeT ObiTb JOCTYNEH 3HaYOK MHAMKATOPa CTapoi BepCUm
Dr.Web Industrial gns Linux.

PyKOBOACTBO noJsib3oBarena
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6.3. Yaanenue Dr.Web Industrial ana Linux

B 3aBMcmMOCTM OT cnocoba ycTaHOBKM, Bbl MoXeTe yaanuTb Dr.Web Industrial gns Linux ogHum
“3 ABYX CNocoboB:

® 3aMnyCTunB NporpamMmy yaaneHnda yHUMBepCaibHOIO rnakeTa anad pexnma KOMaHAHOVI CTPOKW;

e yJa//B NMaKkeTbl, yCTAHOBNEHHbIE U3 peno3nTopusa KoMnanun «/oktop Beb», ncnonbsys
CUCTEMHbIN MeHezXep NakeToB.

6.3.1. YapaneHue yHnsepcanbHoOro nakerta

Yananenune Dr.Web Industrial gns Linux, ycTaHOBNIEHHOTO U3 YHMBEPCA/NLHOIO MakeTa,
BbIMONHAETCA NPW NOMOLLY KOMaHAHOW CTPOKM (B rpaduueckoM pexnme HeobxoaMMo Hanmume
IMyNATOpa TEPMUHANA).

flf Mporpamma yaaneHus yaanut He Tonbko Dr.Web Industrial gns Linux, Ho 1 sce dpyzue
g npoaykTbl Dr.Web, ycTaHOBNEHHbIE Ha BalleM KOMMbHOTEPE.

Ecnun Ha Bawem komnbtoTepe, KpoMe Dr.Web Industrial gns Linux, yctaHOBAEHbI U Apyrue
npoaykTbl Dr.Web, ans yaaneHnus tonbko Dr.Web Industrial gnsa Linux BMecTo 3anycka
nporpammsbl yaneHns BOCMO/b3yhTeCk NpoLiesypov BbIBOPOUHOM YCTaHOBKMN U YaaleHNs
KOMMOHEHTOB.

Ypanenue Dr.Web Industrial gnsa Linux ns komaHaHOW CTPOKMN
UTo6bI 3aNyCTUTb NPOrpaMmMy yAaneHns Ans pexkmMma KOMaHAHOW CTPOKMW, BbINMOJAHUTE KOMaHAY:

# /opt/drweb.com/bin/uninst.sh

Mpoueaypa yaaneHns Dr.Web Industrial gns Linux paccmoTpeHa B pasgene YaaneHne B pexunume
KOMaHAHOW CTPOKMW.

YT0b6bI 3aMyCTUTL MpOrpamMmy yzaneHusa B NOJHOCTbIO aBTOMATUYeCKOM pexunme 6e3 nokasa
nHTepderica nonb3osaTena (BKIOYaa Ananorv NporpaMmMbl yaaneHna 4aa pexkuMa KOMaHAHOM
CTPOKMW), BbINMOJHWUTE KOMaHAY:

# env DRWEB NON INTERACTIVE=yes /opt/drweb.com/bin/uninst.sh

| B Anbt 8 CIM n apyrux OC, ncnonb3yroLmx ycrapeBLUMe BEPCMM MaKETHOrO MeHeaXXepa, BO
: BpPeMA yAaneHna Ha KOHCOJ/Ib MOTYT BbIBOAUTLCA COOBLLIEHWA BUAa:

/etc/init.d/drweb-configd: Her Takoro odalia miu KaTajora

Ha paboTy cuctembl 3TV COOBLLEHUSA HMKaK He BAUAOT. MNpoLiesypa yaaneHus
BbIMOJIHAETCS KOPPEKTHO.

PyKOBOACTBO noJsib3oBarena
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6.3.1.1. YpaneHue B pexxume KOMaHAHOMW CTPOKM

Mocne 3anycka NporpamMmsbl yaaneHus, paboTatoLlei B pexkume KOMaHAHOW CTPOKM, Ha 3KpaHe
MOSBUTCS TEKCT NPUIALLIEHUS K YAaNEHMHO.

1. Ana Hayana yaaneHusa oTBeTbTe Yes WM Y Ha 3anpoc «Bbl xoTute Npoao/mkmTb?». YTo6bI
oTKa3aTbCs OT yaaneHusa npoayktos Dr.Web c Bawero komnbtoTepa, BBeanTe No mam N. B
3TOM cayyae paboTta nporpammbl yaaneHuns byaet 3aBepLueHa.

- pete@debian: ~ [ 1]-]] ]

@aiin  MNpaeka Bknagku Cnpaeka

3TOT cueHapuid yganuT BCE ycTaHOBNEeHHble KOMMOHeHTH DI.Web.

EcnM Bbl XenaeTe W3MEeHUTb Habop YyCTaHOBNEHHbIX KOMMOHEHTOB, WCMONbL3YATE YTUAMTY /o
pt/drweb.com/bin/zypper.

Bbl XOTWMTe MPOAONXUTBL? (yes/NO) I

PucyHok 2. MNpurnaweHne K yaaneHuio

2. MNocne NoATBEPXAEHWS yaaneHns 3anyCcTuTca npoueaypa yAaneHns BCcex YCTaHOBNEHHbIX
naketoB Dr.Web. [Mpuv 3ToM Ha 3kpaH 6yayT BblAaBaThCs 3anmcK, GUKCUPYEMbIE B XXYpPHaI U
oTpaxkaroLLme xo npouecca yaaneHus.

3. o oKoOH4YaHUK npouecca nporpaMmma yganeHna sapepimt CBOHO pa60Ty aBTOMaTn4eCcKun.

6.3.2. Yaanenue Dr.Web Industrial ana Linux, yctaHoBneHHOro u3
peno3uTopus

Hwxxe npueeseHbl npoueaypbl ana cnepyrowmx OC (MeHeaKepoB NakeToB.):

e Astra Linux, Debian, Mint, Ubuntu (apt);

AnbT (apt-rpm);

Mageia, OpenMandriva Lx (urpme);

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);

SUSE Linux (zypper).

@ Bce HMxXenpuBeaeHHblE KOMaHAbI AN YAaleHUs NakeToB AONXKHbI ObITb BbIMOJAHEHbI C

: npaBamMu cyrnepnosib3oBatens (06bI4HO Nonb3oBaTens root). [ns 3Toro ncnosnb3ymnte
KOMaHZy CMeHbl MoJib30BaTesid su WK KOMaHAY BbIMOJHEHUA OT UMEHU 4pYyroro
noJsib3oBartesia sudo.

Astra Linux, Debian, Mint, Ubuntu (apt)
Y106kl yaanuTtb kopHeBou MeTanakeT Dr.Web Industrial gna Linux, BbITOAHUTE KOMaHAYy:

# apt-get remove drweb-industrial-workstations

PyKOBOACTBO nonb3oBaTtend
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|_|pl/l 3TOM OCTaJlbHbl€ NMaKeTbl, KOTOPbIE OblI aBTOMaTUYECKN yCTaHOBAEHDbI NpPK yCTaHOBKE
KOPHEBOro MeTanakeTa Anda ya0BAE€TBOPEHNA €ro 3aBUCUMOCTEN, OCTaHYTCA B CUCTEME.

YTobbI YAananTb KOpHeBOVI MeTarnakeT BMecTte Co BCeMU 3aBNCUMOCTAMN, BbINOJIHNTE KOMaHAY:

# apt-get remove drweb-industrial-workstations --autoremove

Mpwv 3TOM ByayT yaaneHbl Bce 6onee He Tpebyemble nakeTbl (a He ToAbko nakeTbl Dr.Web
Industrial gns Linux), koTopble 6bi1M aBTOMaTUYeCKW YCTaHOBAEHbI ANS YAOBNETBOPEHMA
3aBUCMMOCTEN APYrnx NakeToBs.

Ecam KOpHeBOVI MeTarnakeT y>Xe 6bin YAaneH, 10 YTOObI aBTOMATNYECKN YAannTb U3 CUCTEMbI BCe
bonee He NCNoJiblyeMble NakeTbl, BbIMONHUTE KOMaHAY:

# apt-get autoremove

Bbl Takxke moxeTe yaanuTb nakeTbl Dr.Web Industrial gns Linux ¢ nOMOLLbIO anbTepHATUBHbIX
MeHezepoB (Hanpumep, Synaptic nan aptitude).

Anbt (apt-rpm)

Yananenune Dr.Web Industrial ans Linux B gJaHHOM cnyyae BbinosHAeTCs Tak Xe, kak B OC Debian n
Ubuntu (cm. BbiLLe).

Bbl Takke moxeTe yaanutb naketbl Dr.Web Industrial gns Linux ¢ NOMOLLbIO anbTepHATUBHbIX
MeHezXepoB (Hanpumep, Synaptic nan aptitude).
@ B OC AnbT 8 CI BO BpeMs yaaneHns Ha KOHCONb MOTYT BbIBOAUTLCSA COOBOLLEHNS BUAa:

/etc/init.d/drweb-configd: Her Takoro daria miamu karTajora

Ha paboTy cuctembl 3TV COOBLLEHUSA HMKaK He BAUAHOT. MNpoLiesypa yaaneHus
BbIMOJIHAETCS KOPPEKTHO.

Mageia, OpenMandriva Lx (urpme)
Ytobbl yaanute kopHeBon MeTanakeT Dr.Web Industrial gaa Linux, BbInonHUTE KOMaHAYy:

# urpme drweb-industrial-workstations

|_|pl/l 3TOM OCTa/ibHbl€ MaKeTbl, KOTOPbIE OblI aBTOMATUUECKU YCTaHOBAEHbI NPU YCTaHOBKE
KOpPpHEBOIo MeTanakeTa A4 yaoBAeTBOPEHNA €ro 3aBUCMMOCTEN, OCTaHYTCA B CUCTEME.

YT06bI YAANNTb KOpHeBOP’I MeTanakeT BMecCTe CO BCEMU 3aBNCUMOCTAMNW, BbIMOJIHUTE KOMaHAY:

# urpme --auto-orphans drweb-industrial-workstations

PyKOBOACTBO noJsib3oBarena
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Mpw 3TOM ByayT yaaneHbl Bce 6bonee He Tpebyemble nakeTbl (@ He TObKO NakeTbl Dr.Web
Industrial gns Linux), koTopble 6b111 aBTOMaTU4eCKW YCTaHOBAEHbI ANS YAOBAETBOPEHMA
3aBUCMMOCTEN APYriX NakeTos.

Bbl Takke moxeTe yaanutb naketbl Dr.Web Industrial gns Linux ¢ NOMOLLbIO anbTepHATUBHbIX
MeHeaXepoB (Hanpumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

YT0bbI yaanuTb BCe ycTaHOBAEHHble nakeTbl Dr.Web, BbinoaHWTe kKOMaHAy (B HEKOTOPbIX
cucTemax cMMBoJ * TpebyeTca akpaHMpoBaTb: \ *):

# yum remove drweb*

B OC Fedora, HaunHas c Bepcum 22, BMECTO MEHeAXKepa yum PEKOMEHAYETCS MCMONb30BaTb
MeHezXep dnf, Hanpumep:

# dnf remove drweb*

if 3TV KOMaHAbl yAaNAT U3 CUCTEMbI BCE MaKeTbl, Ha3BaHWe KOTOPbIX HauMHaeTca Ha drweb
(cTaHAApPTHOE HauMeHOBaHWe A5 NakeToB MporpamMmHbIx Npogyktos Dr.Web). byayt
yAaneHbl BCe MakeTbl C TaKUM MMeHeM, a He Toabko nakeTbl Dr.Web Industrial ans Linux.

Bbl Takxke moxeTe yaanuTb nakeTbl Dr.Web Industrial gna Linux ¢ noMoLLbio anbTepHaTUBHbIX
MeHeaxepoB (Hanpumep, PackageKit nan Yumex).

SUSE Linux (zypper)
Ytobbl yaanute kopHeBon MeTanakeT Dr.Web Industrial gna Linux, BbinoaHUTe KOMaHAy:

# zypper remove drweb-industrial-workstations

|_|pl/l 3TOM OCTaJlbHbl€ NMaKeTbl, KOTOPbIE OblI aBTOMaTUYECKN yCTaHOBAEHDbI NpPK yCTaHOBKE
KOPHEBOrro MeTanakeTa Anda ya0BAE€TBOPEHNA €ro 3aBUCUMOCTEN, OCTaHYTCA B CUCTEME.

YT0bbl yaanuTb BCe ycTaHOBAEHHble NakeTbl Dr.Web, BbinonHuTe komaHAay (B HEKOTOPbIX
cMcTeMax CMMBOA * TpebyeTcsa 3KpaHMpoBaTh: \ *):

# zypper remove drweb*

(cTaHAapTHOE HaMMeHOBaHWe A1 NMakeToB NporpaMMHbIx Npogyktos Dr.Web). byayt
yAaneHbl BCe MakeTbl C TaKMM MMeHeM, a He ToabKo naketbl Dr.Web Industrial gnsa Linux.

2 JTa KOMaHJa yAannT U3 CUCTEMbI BCE MAKETbl, HA3BaHNE KOTOPbIX HAUMHAETCS Ha drweb

Bbl Takxke moxeTe yaanutb naketbl Dr.Web Industrial gns Linux ¢ NOMOLLbIO anbTepHATUBHbIX
MeHeaxepoBs (Hanpumep, YaST).

PyKOBOACTBO noJsib3oBarena
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6.4.1. NakeTbl n ¢annbl Dr.Web Industrial gasa Linux

B atom paspene

e [lakeThl

e Qannbl

MakeTbl

Dr.Web Industrial agns Linux coctonT 13 cneayrowmx nakeTos:

Maker

drweb-bases

drweb-boost

drweb-common

drweb-configd

drweb-configure

drweb-ctl

drweb-documentation

drweb-engine

drweb-esagent

drweb-filecheck

drweb-industrial-workstations-
doc

drweb-industrial-workstations

Copeprxumoe

®alinbl BUpYCHbIX 6a3

Brubnnotekn Boost

OCHOBHOW KOHOUIypaLMOHHbIN Gain drweb . ini,
OCHOBHble 6UBANOTEKN, AOKYMEHTaLMA 1 CTPYKTypa
katanoros Dr.Web Industrial gnsa Linux, ytuaunta cbopa
AaHHbIX O KOHOUrypaLmm NpoAyKTa U CUCTEMHOM

OKPY>XEHUN.

B npouecce yctaHOBKM flaHHOIO NnakeTa Takxe byayTt
CO3/aHbl Nosib3oBaTeNb drweb W rpynna drweb

®alinbl komnoHeHTa Dr.Web ConfigD

®alinbl BCnomoraTtenbHoOW yTuamnTel HacTponku Dr.Web
Industrial gns Linux

daninbl kKomnoHeHTa Dr.Web Ctl

®alinbl gokyMeHTaummn B dopmate HTML no npogykram
Dr.Web ans Unix

®alinbl aHTMBMPYCHOro aapa Dr.Web Virus-Finding Engine
®arinbl komnoHeHTa Dr.Web ES Agent
®arinbl komnoHeHTa Dr.Web File Checker

[JokymeHTtaumsa B popmare PDF

KopHesoi meTanaket Dr.Web Industrial gnsa Linux

PyKOBOACTBO noJsib3oBarena
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Maker Copeprxnmoe

drweb-icu BrubanoTekn nogaep>kkm MHTepHaumoHanmnsaumm n Unicode
drweb-1libs ®aiinbl OCHOBHbIX B1GMOTEK

drweb-netcheck ®annbl komnoHeHTa Dr.Web Network Checker
drweb-openssl Bubanotekn OpenSSL

drweb-protobuf Bubnmnotekun Google Protobuf

drweb-se ®annbl komnoHeHTa Dr.Web Scanning Engine
drweb-spider ®aiinbl komnoHeHTa SplDer Guard

drweb-update ®arinbl komnoHeHTa Dr.Web Updater

B pa3aene BuibopouHble ycTaHOBKa W yaaneHne KOMNOHEHTOB NPUBEAEHbI TUMOBblE HaboPbI
KOMMOHEHTOB Ans BbIDOPOUYHON yCTaHOBKM, obecneunBatoLime pelleHme Tunosbix 3agay Dr.Web
Industrial ana Linux.

dainbl
®annbl Dr.Web Industrial gns Linux pa3meluatoTcs B kaTasorax /opt, /etc U /var gepesa

bannoBON CUCTEMBI.

CTpyKTypa 1Crob3yembliX KaTaaoros:

Karanor Copeprxnmoe
/etc/init.d/ < .
Ynpasnatowmm ckpunT drweb-configd Ana gemMoHa
ynpaeneHus KoHourypauymen Dr.Web ConfigD

t t/d b. < o o
/etc/opt/drweb. com/ O6WMIA KOHPUTYPaALIMOHHBIN Garin drweb.ini n
KAroyeBon Gann drweb32 . key. Kpome 3T0Oro, cogep>xuT:

certs/ — dalnbl UCnosib3yemblx cepTUdUKaTOB.

t/d b. o . .
/opt/drweb. com/ OcHoBHow katanor Dr.Web Industrial gna Linux. CogepxuT B

cebe:

bin/ — UCrosiHAeMble Galsibl BCEX KOMMOHEHTOB (3a
nckntoveHnem Dr.Web Virus-Finding Engine);

include/ — 3aroN0BOYHble (aiiNbl UCNONb3yeMbIX BrBNOTEK;

lib/ — ncnosib3yemMble 6ubanoTeky;

PyKOBOACTBO noJsib3oBarena
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Karanor Copeprxnmoe
man/ — daliabl CUCTEMHOM CNpaBKW man;
share/ — BCMomMoraTte/bHble Galibl, B TOM YNCE:
doc/ s pokymeHTaums Dr.Web Industrial gns Linux (tekct

JINUEH3MOHHOrO cornalleHns 1 pyKoBoACTBa
aAMUHUCTPATOPa, eC/IN NaKeTbl C JOKYMeHTaL el
yCTaHOBAEHbI),

drweb-bases/ s ¢alinbl BUpYCHbIx 6a3 Dr.Web (ncxoaHble o6pasbl,
nocTaBasiemMble Npu yCTaHOBKE),

scripts/ s ¢ainbl BCoOMOoraTebHbIX CKPUMTOB.

/var/opt/drweb.com/ .
BcnomoraTenbHble Y BpeMeHHble ¢alisibl, B TOM YMCAE:

bases/ — dannbl BUpYcHbIX 6a3 Dr.Web (akTyanbHas 06HOBAEHHas
Bepcus);

cache/ — Kel O6HOBAEHW;

drl/ — CMWCKM UCMONb3yeMblX CEPBEPOB OBHOBAEHWI;

lib/ — aHTVBMpYCHOe Aapo Dr.Web Virus-Finding Engine B Buae
AVHaMUYecKn 3arpy>kaeMomn bubanotekn drweb32.d11
N HaCTPOWKKM pexknma paboTbl C cepBepoOM
LLleHTPaNn30BaHHOW 3aLuThI;

update/ — KaTanor A/s BPEMEHHOrO XpaHeHUs OGHOBNEHUI B

npoLecce VX NOaYyYEHUs.

6.4.2. BbibopouHble ycTaHOBKa U yAasieHne KOMMNOHEHTOB

B atom paspene

e TNMOBbIE KOMMNAEKTbI KOMNOHEHTOB A5 BbI6ODOHHOI\/’I YCTAaHOBKW

e YcTaHoOBKa U yaaneHne komnoHeHToB Dr.Web Industrial ana Linux, ycTaHOBAEHHOIO 13
penosuTopus

e YcTaHoOBKa U yaaneHne komnoHeHToB Dr.Web Industrial ana Linux, ycTaHOBAEHHOIO 13
VHMBEPCaJbHOro nakeTa

o PacnakoBka yCTaAHOBOYHOIo danna

o BblbopoyHas ycTaHOBKa KOMMOHEHTOB

o BbibOpoUHOE yaaseHne KOMNOHEHTOB

B cnyuvae HeOBXOAMMOCTH Bbl MOXKETE BbINOJIHUTb BbIGOPOUHYHO YCTaHOBKY W yaaneHne
oTAeNbHbIX KoMnoHeHToB Dr.Web Industrial gns Linux, ycTaHOBUB naun yaanne COOTBETCTBYHOLNE

PyKOBOACTBO nonb3oBaTtend
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nakeTbl. BoIBOPOUHYIO YCTaHOBKY U yaaneHne cnesyeT Npon3BOAUTL TEM XKe CMocoboMm, Kaknum
6b11 yctaHoBneH Dr.Web Industrial gnsa Linux.

[Ans nepeycTaHOBKM Kakoro-1nmbo KOMMOHEHTa Bbl MOXETe CHayana yAaauTb ero, a noTom
YCTaHOBUTb 3aHOBO.

TunoBble KOMMJIeKTbl KOMMOHEHTOB AnA Bbl60p0‘-lHOl7l YCTAHOBKM

Ecan Tpebyetca yctaHoBuTb Dr.Web Industrial gna Linux ¢ orpaHnyeHHON QyHKLMOHaNbHOCTbIO,
BMECTO YCTaHOBKW KOPHEBOro MeTanakeTa U3 peno3nutopus Uan n3 yHMBepCaJbHOro NakeTa, Bbl
MOXKeTe YCTaHOBUTb TO/IbKO MakeTbl KOMMOHEHTOB, 0becneunBaroLLnX HeO6XoANMYHO
dYHKUMOHaNbHOCTb. [NakeTbl, Tpebyemble Ans pa3peLleHns 3aBUCUMOCTEN, ByAyT yCTaHOBJIEHbI
aBTOMaTmyecku. B Tabanue Huxe nprBegeHbl KOMMAEKTbl KOMMOHEHTOB, NPeAHa3HaYeHHble AnA
pelleHns TMnoBbix 3agad Dr.Web Industrial gns Linux. B ctonbue MakeTbl AnA ycTaHOBKMU
nepeyYncaeHbl NakeTbl, KOTOPble HEOBXOANMO YCTaHOBUTb A1 MONYUYEHMA YKa3aHHOTO
KOMMAeKTa KOMMOHEHTOB.

Bb160pOUHbIii KOMMIEKT Maketbl Ana yctaHoBkM  ByayT ycraHOBAEHbI
KOMMOHEHTOB

MUHAMANbHBI KOMMAEKT AN drweb-filecheck, e Dr.Web ConfigD,
KOHCOJIbHOTO CKaHMPOBaHMA e drweb-se e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Scanning Engine,

e Dr.Web Updater,

e BupycHble 6a3bl
KoMnaekT ans MOHUTOPUHTa * drweb-se, e Dr.Web ConfigD,
dannoson cuctembl GNU/Linux e drweb-spider e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Scanning Engine,

e Dr.Web Updater,

e SplDer Guard,

e BupycHble 6a3bl

YcraHoBka n yganeHue komnoHeHtos Dr.Web Industrial ans Linux,
YCTaHOBJIEHHOIo U3 penosunutopusn
Ecnm Dr.Web Industrial gns Linux 6bln1 yCTaHOBAEH W3 PENO3UTOPUS, ANS1 YCTAHOBKW UK

yAaneHusa OTAEebHOrO KOMMOHEHTa MCNOb3yNTe COOTBETCTBYIOLLYHO KOMaHAy MeHezaxXepa
nakeTtoB Bawen OC, Hanpumep:

PyKOBOACTBO noJsib3oBarena
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1. YTt06bI yaanute komnoHeHT Dr.Web Network Checker (nakeT drweb-netcheck) n3 cocraBa
Dr.Web Industrial gns Linux, yctaHoBnaeHHoro B OC CentOS, BbIMOAHUTE KOMaHAY:

# yum remove drweb-netcheck

2. YT06bI fo6aBuUTbL KOMMoHeHT Dr.Web Network Checker (naket drweb-netcheck) B cocTas
Dr.Web Industrial gns Linux, yctaHoBaeHHoro B OC Ubuntu, BbINOAHUTE KOMaHAY:

# apt-get install drweb-netcheck

Mpy HEOBXOAMMOCTM BOCMO/Ib3YNTECH CNPABKON MO MeHeaXepy nakeTos Bawen OC.

YcraHoBka n yganeHue komnoHeHtos Dr.Web Industrial ans Linux,
YCTaHOBJIEHHOrO U3 YHUBEpPCa/IbHOro nakera

Ecnm Dr.Web Industrial gns Linux 6bln1 yCTaHOBAEH U3 YHUBEPCANLHOIO MakeTa, U Bbl XOTUTE
[AOMONHUTENBHO YCTAaHOBUTb UAW NEPeyCTaHOBUTb MakeT Kakoro-1mbo KOMMNOHeHTa, Bam
NMOHaZ06M1TCA YCTaHOBOYHBIN Gain (C pacluMpeHnem . run), U3 KOTOPOro Bbli yCTaHOBAEH
Dr.Web Industrial ans Linux. Ecan Bbl He coxpaHuam 3ToT $aiin, 3arpy3mnTe ero ¢ canta KOMnaHum
«[lokTop Beb».

PacnakoBka yctaHOBOuYHOro ¢gavna

Mpw 3anycke daina . run Bbl MOXETE UCMONb30BaTh CeAyHoLLMe NapaMeTpbl KOMaHAHOW
CTPOKM:

—--noexec — pacnakoBaTb ycTaHOBOUHble ¢annbl Dr.Web Industrial gns Linux BMecTo 3anycka
npouecca yCTaHOBKY;

--keep — He yAanaTb yctaHoBOUHble Ppanibl Dr.Web Industrial gna Linux 1 >ypHan yctaHOBKM
MO OKOHYaHWWN YCTaHOBKMW;

--target <kamajnoz> — pacnakoBaTb yCTaHOBOYHble dpannbl Dr.Web Industrial gns Linux B
yKa3saHHbIV KaTaaor <kamasoa>.

C nonHbIM nepeyHemM napamMeTpoB KOMaHAHOl‘/JI CTPOKKN, KOTOPbIE MOTYT ObITb MCMNONb30BaHbI Aand
YCTaHOBOYHOTIO q>a17ma, MO>XHO O3HaKOMWUTbCA, BbIMOJIHMB KOMaHAY:

$ ./<ums ¢alina .run> --help

[ns BbI6OpOYHOM ycTaHOBKM KOMMoHeHTOoB Dr.Web Industrial gns Linux npessaputensHo
pacnakynTte cogep>KMMoe YCTaHOBOUHOro darina. [1na 3Toro BbINOAHUTE KOMaHAY:

$ ./<ums galina .run> --noexec --target <kamasnoz>

PyKOBOACTBO noJsib3oBarena
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BbIGOpO‘-IHaH YCTaHOBKa KOMIMOHEHTOB

YCcTaHOBOUYHbIN Galis . run COAEPXMT MakeTbl BCEX KOMMOHEHTOB, 13 KOTOpbIX coctont Dr.Web
Industrial gns Linux (B dopmate RPM), a Tak>ke BcnomMoratenbHble darinbl. Parinbl naketos
KaXA0ro KOMMOHEHTa MEeT BUA:

<UMSA_KOMNOHeHmMa> <eepcusd>~linux < nﬂamg’JopMa >.rpm

rae <eepcusi> — 3TO CTPOKa, BKroYatoLas B cebs BEpCUIO U AaTy BbiMycka nakeTa, a
<naamgopma> — CTPOKa, yKasbiBarowasa TMn niatGopmel, Ans KOTopour npeaHasHaveH Dr.Web
Industrial gns Linux. VimeHa Bcex NnakeToB, cogepxkalinx KomnoHeHTbl Dr.Web Industrial gns
Linux, HaunHatoTca ¢ npedpukca drweb.

[ns yCTaHOBKM MaKeTOB B COCTAB YCTAHOBOYHOIrO KOMMIEKTA BKIFOUEH MeHeKep NakeToB
zypper. s BbIBOPOUYHOM YCTaHOBKMN UCMOAb3YINTE CNY>KEBHbIN cKpUNT installpkg. sh. Ans
3TOro NpezBapuUTE/IbLHO pacnakyinTe CoAepXXMMOe YCTaHOBOYHOIO daiina B Nto6oi KaTtanor,
AOCTYMHbIN A9 3aMWCH.

,ﬂ,fl’il YCTaHOBKW MakKeToB HEO6XOAVIMbI NnpaBa cyrnepnoab3oBaTtensa (O6bNHO NnoJsib3oBaTtens
: I’OOT). ,ﬂ,fl’il noay4vyeHusa rnpae cynepnosib3oBaTesia I/ICI'IOJ'IbByI‘/’ITe KOMaHA4y CMeHblI
MO/Ib30BATENA Su WIN KOMaHAY BbIMOJHEHMA OT MMEHM APYroro noJsib3oBaTtensd sudo.

YT06bI BLINONIHUTL YCTAHOBKY NakeTa KOMMOHEHTa, NepenanTe B KaTanor, CoAep>Kallmm
pacrnakoBaHHbIV YCTAHOBOYHbIV $ali/, 1 BbINMOAHUTE B KOMaHAHOW CTPOKe WV 3MYyAATope
TepMyHana KoMaHay:

# ./scripts/installpkg.sh <uwmsa_nakema>

Hanpumep:

# ./scripts/installpkg.sh drweb-netcheck

Ecam Tpebyetcs yctaHoBuTb Dr.Web Industrial gns Linux uenvkom, 3anycTute CKpunT yCTaHOBKY,
BbINMONHNB KOMaHAy:

$ ./install.sh

Kpome 3Toro, Bbl MOXeTe ycTaHOBUTb BCe nakeTbl Dr.Web Industrial gns Linux (B Tom uncne,
YTOObI YCTAaHOBUTbL HEAOCTAOLLME KOMMOHEHTbI, N KOMMOHEHTbI, YAaAeHHble MO owwunbke),
3anycTuB YCTaHOBKY KOPHEBOro MeTanakerta:

# ./scripts/installpkg.sh drweb-industrial-workstations

Bbi6bopouHoe yaaneHne KOMNOHEHTOB

Ecan B Bawen OC ncnonb3yetcs popmat naketo RPM, a4 BbIGOPOYHOro yAaneHnsa naketa
Kakoro-mbo KOMMOHEHTa BbINOJHWUTE COOTBETCTBYHOLLYIO KOMaHAy YAaneHna MeHeaxxepa
NnakeToB Balleln onepauoHHON CUCTEMBI:

¢ B Red Hat Enterprise Linux n CentOS BbInOAHMTE KOMaHAY yum remove <UMA_Nakemas;

PyKOBOACTBO noJsib3oBarena
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B Fedora BbinoaHuTe KOMaH4Yy yum remove <UMA_nakema> Win
dnf remove <UMSA_nhakema>;

B SUSE Linux BbINOAHWUTE KOMaHAY zypper remove <UMS_nakemas;

B Mageia, OpenMandriva Lx BbINO/HWUTE KOMaHAYy urpme <UMSA_nakemas;

B A/IbT BbINONHUTE KOMaHAY apt-get remove <UMA_nakema>.
Hanpwumep, ana Red Hat Enterprise Linux:

# yum remove drweb-netcheck

Ecam Bawa OC ncnonbsyet naketsl opmata DEB, nmbo ecamn B coctaBe cnctembl He nmeeTca
MeHezKepa NakeToB, A/ BbIBOPOYHOrO yaaneHus BOCNOIb3yUTeCh MEHEAXKEPOM MaKeTOB
zypper, noctaBasembim ¢ Dr.Web Industrial gns Linux. s sToro nepenaute B

Katanor /opt/drweb.com/bin 1 BbIMOJHUTE KOMaHAY:

# ./zypper remove <UMSA_nhakema>
Hanpuwmep:
# ./zypper remove drweb-netcheck

Ecnm Bbl xotute yaanutb Dr.Web Industrial gns Linux uennkom, 3anyctute CKpunT yaaneHus,
BbINOJIHNB KOMaHAY:

# ./uninst.sh

[na nepeycraHOBKM Kakoro-n1nmbo KOMMOHeHTa Bbl MOXETe CHayana yAaauTb ero, a noTom
YCTaHOBWTb, 3aMyCT1B BbIODOPOYHYHO WM MOJIHYHO YCTaHOBKY.

PyKOBO,D,CTBO noJsib3oBarena
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6.5. Hactpoiika noacncrem 6e3onacHoCTU

Hannume B coctaBe OC noacuctembl obecneueHns AonoaHuTenbHom 6esonacHoct SELinux, a
Tak>Ke MCNo/Ib30BaHWe CUCTEM MaHZAATHOrO yrpaB/ieHWsa A4OCTYNOM (B OTIMYME OT KNacCMYeCcKon
avckpeynoHHoun mogenn Unix), Takmx kak PARSEC, npuBogut kK npobaemam B
dyHKUMoHnpoBaHun Dr.Web Industrial gasa Linux npu HacTpoikax no ymonyanuto. Ans
obecneyeHuns koppekTHon paboTbl Dr.Web Industrial a4 Linux B 3TOM cnyyae Heobxoanmo
BHECTW AOMOJHUTE/IbHbIE N3MEHEHNA B HAaCTPOWMKM noacucTembl 6esonacHoctu u/mam Dr.Web
Industrial ana Linux.

| HacTtpoiika paspelueHunin cucteMbl MaHaaTHoro goctyna PARSEC ana Dr.Web Industrial gns
: Linux No3BoAnT ero KOMMNOHEHTaM 06X0AUTb OrpaHNUYEHNs YCTaHOBIEHHbIX MOANTUK
6€e30MacHOCTM 1 Noay4YaTtb AOCTYN K daiknamM pasHbIX YPOBHEW NPUBUIETUNA.

[laxxe ecnu Bbl He HaCTpPOUTe paspeLleHuns CUCTeMbl MaHgaTHoro goctyna PARSEC ans
Dr.Web Industrial gns Linux, To Bbl BCe paBHO CMO>KeTe 3anyckaTb NpoBepKy $painnos,
ncnonb3ya rpadudeckunii nHtepdeic Dr.Web Industrial gna Linux B pexwvme aBTOHOMHOrO
ak3emnasapa. 4na 3Toro Mcnosb3ynTte KoMaHay drweb-gui € NapameTpoMm —-
Autonomous. TakXe Bbl MOXeTe 3amnyckaTb NpoBepky $anoB HeMoCcpeACTBEHHO U3
KOMaHZAHOW CTPOKM. /111 3TOro Mcnosib3ynte kKoMaHay drweb-ctl ¢ 3TUM Xe
napamMeTpom (--Autonomous).

B pexxwunmMe aBTOHOMHOrO 3k3emMnaapa byseT BO3MOXHa nposepka $pannos, AN JocTyna K
KOTOPbIM HEOBXOAVM YPOBEHb NMPUBUIETMIA HE Bbllle YPOBHS, C KOTOPbIM paboTaeT

NoNb30BaTeE b, 3aI'IyCTl/lBLL|l/Il7I CeaHC NpoBepPKN. |Cl,aHHbIVI pPeXnmMm MMeEET cheayrouine 0CcobeHHOCTU:

e [1nAa 3anycka B pexxu1me aBTOHOMHOTO 3K3eMnaspa HeObXoAMMO Haanume AerCTBYOLLEro
kato4eBoro darina, pabota noa ynpaBaeHveM cepBepa LEeHTPaM30BaHHOW 3aLUNTbI He
nogaep>xunBaetca (MMeeTc BO3MOXHOCTb YCTaHOBUTbL KAH0OYEeBOW dari, 3KCNOPTUPOBaHHbIN C
cepBepa LeHTpanrM3oBaHHOW 3awwmThl). [pu 31om, gaxe ecam Dr.Web Industrial gnsa Linux
NOAKNHOYEH K CepBeEpPY LIEHTPaIM30BaHHOM 3alLMTbl, aBTOHOMHbIV 3K3eMNaAp He coobujaem
cepBepy LLeHTpaaM30BaHHOW 3aLmTbl 06 yrpo3ax, 06Hapy>KeHHbIX MPW 3aMycke B pexunme
aBTOHOMHOTO 3K3eMmnaspa.

e Bce BcmomoraTtenbHble KOMMOHEHTbI, 06cny>XumBatoLmne paboTy aBBTOHOMHOTO 3K3eMMnaapa,
6yayT 3anyLUeHbl OT UMEeHW TeKyLLero noab3osaTens n byayTt pabotaTb CO cneuunanbHO
chopmMmnpoBaHHbIM GannomM KOHPUrypaLum.

e Bce BpemeHHble daiinbl 1 cokeTbl Unix, MCnonb3yemble ANS B3aMOAENCTBUA KOMMOHEHTOB
mexay cobown, byayT co3gaBaTbCs TOIbKO B KaTanore C yHUKaAbHbIM MMEeHeM. DTOT KaTasior
co3jaeTca 3anyLeHHbIM aBTOHOMHbIM 3K3eMMIAPOM B KaTasore BpeMeHHbIX Galinos
(yKa3aHHOM B CUCTEMHOW NepeMeHHOW OKpy>XeHuns TMPDIR).

e ABTOHOMHO 3anyLueHHbIN 3K3emMnaap rpaduryeckoro nHtepdenca ynpaBieHns He sanyckaem
MoHuTOop SplDer Guard, paboTatoT ToNbko GYHKLMN NpoBepkM GannoB 1 ynpaBaeHuUs
KapaHTUHOM, noaaep>kmBaemMble CKaHEPOM.

e Myt Kk dparinam BUPYCHbIX 6a3, aHTUBUPYCHOIO AAPa N UCMONHAEMbIM dainam CepBUCHbIX
KOMMOHEHTOB 3aZaHbl MO YMOJYAHUIO.

PyKOBOACTBO noJsib3oBarena
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e Yncno ogHoBpeMeHHO paboTatoLmx aBTOHOMHbIX 3K3EMMIAPOB HE OrpPaHNYEHO.

e [Npu 3aBepLUeHNM PaboTbl aBBTOHOMHO 3arnyLLEHHOrO 3K3eMMAPa KOMMIEKT 06CNY>KMBaAOLWMNX
€ro CEPBUCHbLIX KOMMOHEHTOB TakxKe 3aBepLuaeT paborTy.

6.5.1. HacTtpoika noantmnk 6esonacHoctu SELinux

B aTom pasaene

e [1IpobaemMbl NpU YCTaHOBKE YHVBEPCALHOIO MakeTa

e [Mpobaembl dyHKUMOHUPOoBaHUa Dr.Web Industrial ana Linux

Ecnm ncnonbsyembii Bamu anctpnbytne GNU/Linux ocHalleH noacuctemor 6e3onacHoCcTm
SELinux (Security-Enhanced Linux — Linux ¢ yay4uweHHoU 6e30nacHocmeto), T0, YTOObI
cny>ebHble komnoHeHTbl Dr.Web Industrial gns Linux (Takme kak ckaHupyrollee a4p0) paboTanu
KOPPEKTHO NOC/ie yCTaHOBKN KOMMOHEHTOB, BaM, BO3MOXHO, NOTpebyeTcs BHECTU U3MEHEHWA B
NONNTMKM Be30nacHOCTK, ncnosibdyemble SELinux.

NMpo6nembl Nnpu ycTaHOBKEe YHMBEpPCasbHOro nakera

Mpw BkAtoueHHOM SELinux yctaHoBka Dr.Web Industrial gns Linux B Buge yH1MBEpcaibHOro
nakera 13 yCTaHOBOYHOro darna (. run) MOXeT OKOHUMTLCA HeyAauen, MOCKOAbKy byaeT
3a6/710kMpoBaHa NonbITKa CO34aHNA B CUCTEME CMeLManbHOro nonb3osarens drweb, ¢
MOJHOMOYMAMMN KOTOPOro paboTatoT KoMnoHeHTbl Dr.Web Industrial ans Linux.

Ecnv nonbitka ycraHoBkm Dr.Web Industrial ans Linux n3 yctaHoBouyHoro ¢anna (. run) 6bina
npepBaHa 13-3a HEBO3MOXHOCTN CO3AaHMA Noab3oBaTens drweb, npoBepbTe pexunM paboTbl
SELinux, Ans yero BbINOJHUTE KOMaHAy getenforce. OTa KOMaHAa BbIBOAUT Ha 3KPaH TeKyL MM
PEeXUM 3aLUUTbI:

e Enforcing — 3al4MTa akTMBHA, UCMO/b3YeTCs 3anpeLlaroLas cTpaTerns: 4encTeus,
HapyLlaroLe NoANTUKM 6E30MacHOCTY, PETMCTPUPYHOTCA B XKypHase ayanTa u 6AOKUpYOTCS;

e Permissive — 3alyMTa akTUBHA, HO UCMOJb3YETCA paspeLlatoLlas cTpaTerms: 4eCTBus,
HapyLUlatoLe NoUTMKM 6e30MacHOCTY, He 3anpeLLatoTcs, a TONbKO PUKCUPYHOTCA B XXypHane
ayavTa;

e Disabled — SELinux ycTaHOB/IEH, HO HEAKTUBEH.

Ecnm SELinux paboTtaet B pexume Enforcing, BpeMeHHO (Ha nepuog yctaHosku Dr.Web Industrial
ana Linux) nepeBegute ee B pexxum Permissive. [1na 3TOro BbIMONHUTE KOMaHAY:

# setenforce 0

YKkazaHHas KOMaHZza BpeMeHHO (40 nepBOW nepesarpysku cucteMbl) nepeseseT SELinux B pexxum
Permissive.

PyKOBOACTBO noJsib3oBarena
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@ Kakor 6bl pexxnm 3aLuThbl Bbl HY YCTaHOBWAW NMPW MOMOLLM KOMaHAbl setenforce,
: nocse nepesarpysky onepaumoHHon cuctembl SELinux BepHeTCs B pexuM 3aLluThbl,
3afjaHHbIV B ee HacTporikax (06bl4HO darn HacTpoek SELinux HaxoanTcs B

KaTanore /etc/selinux).

Mocne ycnewHom yctaHosku Dr.Web Industrial gns Linux u3 yctaHoBo4YHoro ¢ainia, Ho A0 ero
3anycka v aKTMBaLmu BepHUTE pexxunm Enforcing, ans 4ero BbINOAHUTE KOMaHAY:

# setenforce 1

Mpo6aembl pyHkumonupoBaHusa Dr.Web Industrial gnsa Linux

B HekoTopbix cayydaax npu pabotatowem SELinux oTaensHble komnoHeHTsl Dr.Web Industrial gna
Linux (Takve kak drweb-se U drweb-filecheck) He CMOryT 3aNyCTUTbCA, BCNEACTBME Yero
CKaHMpoOBaHMe 0H6BEKTOB M MOHUTOPUHT GaiIoBON CUCTEMbI CTAHYT HEBO3MOXHbI. [1pu3Hakom
TOrO, YTO 3TV KOMMOHEHTbI He MOTYT ObITb 3anyLleHbl, ABASETCA NOABAEHNE COObLLIEeHNn 06
owwnbkax 119 n 120 Ha rnaBHom okHe Dr.Web Industrial gns Linux n B CUCTEMHOM XypHane,
KOTOpPbIN BegeT cnyxba syslog (0BbIYHO 3TOT XXypHan pacnosioXeH B katanore /var/log/).

B cnyuae cpabatbiBaHusa cuctembl 6e3onacHocTy SELinux nHpopmaumsa 06 oTkasax Gpukcupyetcs
TaKk>Xe B CUCTEMHOM >XypHane ayauTa. B obuwem cnyvae, npu Mcnonb3oBaHUM B CUCTEME AeMOHa
audit, >XxypHan ayauTa xpaHutca B danne /var/log/audit/audit.log. B npotmBHOM cnyvae
coobLeHVs 0 3anpeTe onepauuy 3anncbiBatoTca B obwmin Gpainn xypHana
(/var/log/messages Win /var/log/syslog).

Ecan ycTaHOBNEHO, UTO KOMMOHEHTbI CKAHMPOBaHNA He QYHKLMOHMPYHOT U3-3a TOTrO, YTO OHM
6nokmpytrotca SELinux, ckomnuampyiTe ana HUX crneumanbHele noumuku 6esonacHocmu.

| B HekoTopbIx anctpnbyTrneax GNU/Linux yKasaHHble HUXKE YyTUAUTBI MOTYT HbITb MO
: YMONYaHWUIO He YCTaHOBEHbI. B 3TOM ciyyae BaM, BO3MOXHO, MOTPebyeTca YCTaHOBUTbL MX
JOMONHNTENIbHO.

Yr1o6b1 HacTpouTb NoAnTUKM 6e3onacHocTn SELinux

1. Co3ganTte HOBbIV dan C UCXOAHBIM KOAOM noanTukn SELinux (dann ¢ paclwumpeHunem . te).
[aHHbI dann onpesenset orpaHUYeHNs, OTHOCALLMECA K OMUCbIBAEMOMY MOAYJIHO.
NcxopHbIn dann noamTmkm MoxeT bbiTb co3saH ABYyMSA cnocobamu:

1) C nomouwpto yTmanTbl audit2allow. TO Hambonee NPOCTON CNOCOH, MOCKO/IbKY AaHHas
YyTUANTa FreHeprpyeT paspeLuatoLye npaeunia Ha oCHoBe cooblleHnin o6 oTkase B OCTyne
B dalinax CUCTEMHBbIX XXypHanoB. BO3MOXHO 3aAaTb aBTOMaTMYeCKMin MONCK COOOLLIEHNI B
dannax >xxypHanoB Uan ykaszatb NyTb K $ariny XypHana BPyUHYHO.
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@ 3TOT cnocob MOXHO MCMOJ/Ib30BaTb TO/IbKO B TOM cayyae, Korga B CUCTEMHOM XYypHasne

ayAmTa y>Ke 3aperucTpupoBaHbl MHLMAEHTbI HapyLleHns noantuk 6esonacHoctu SELinux
komnoHeHTamu Dr.Web Industrial gns Linux. Eciv 370 He Tak, JOXAUTECH TaKuUX
MHUMAEHTOB B npouecce pabotsl Dr.Web Industrial ans Linux nan cosgarite
paspeLlatoLLiie NOAUTUKM NPUHYAUTENBHO, BOCMOJ/Ib30BaBLUNCH YTUANTON
policygentool (CM. HMXeE).

Ytuanta audit2allow HaxoAauTCA B NakeTe policycoreutils-python wam
policycoreutils-devel (ans OC Red Hat Enterprise Linux, CentOS, Fedora, B
3aBUCKMMOCTU OT BEPCUM) AN B NakeTe python-sepolgen (an1a OC Debian, Ubuntu).

MpvMep ncnonb3oBaHWs audit2allow:

# grep drweb-se.real /var/log/audit/audit.log | audit2allow -M drweb-se

B saHHOM npumepe ytnamnta audit2allow NPON3BOAUT NOUCK B
danne /var/log/audit/audit.log coobweHuni 06 OTKase B 4OCTyre A5 KOMMOHEHTa
drweb-se.

B pe3ynbTaTe paboThl yTUAUTLI CO3aat0TCA ABa dalina: UCXOAHbIA dain NoANTUKM drweb-
se.te W roToBbIN K YCTAaHOBKE MOZAY/1b MONINTUKN drweb-se . pp.

Ecam noaxoasaiumx MHUMAEHTOB B CUCTEMHOM XYpHasie He OBHApyXXeHO, yTUAUTa BEPHET
coobuleHne o6 ownbke.

B 60NbLUMHCTBE C/ly4aeB BaM He NoTpebyeTcs BHOCUTb U3MEHEHMWS B Gaii NOANTIKM,
CO3JaHHbIN YyTUAUTON audit2allow, MO3TOMY PEKOMEHAYETCA CPa3y NepPexXoamnTb K
NYHKTY 4 ANS YCTAHOBKW NMOJYYEHHOro MOAYAA NOAUTUKN drweb-se . pp.

@ Mo ymonuaHuto yTuamta audit2allow B KayecTBe pe3dynbTaTa CBOei paboTbl BbIBOAUT Ha

3KpaH roToBbI/ BbI30B KOMaHAbl semodule. CKOMMPOBAaB €ro B KOMaHAHYH CTPOKY U
BbIMOJIHMB, Bbl BbINOAHUTE NYHKT 4. [NepenanTe K NyHKTY 2, TONbKO €C/IN Bbl XOTUTE BHECTU
N3MEHEeHWs B MOJNTUKM, aBTOMATUYECKM CPOPMUPOBaHHbIE AN KoMnoHeHToB Dr.Web
Industrial gas Linux.

2) C nomoLLbto yTMAnTbl policygentool. [lnf 3TOro ykaxkute B KayecTBe NapaMeTpoB NUMS

KOMMOHEHTA, paboTy C KOTOPLIM Bbl XOTUTE HAaCTPOUTb, U MOJIHbIN MyTb K €ro
ncnonHsemomy darny.

YTunuta policygentool, BXOAALLAs B COCTAB nakeTa selinux-policy ana OC Red Hat
: Enterprise Linux n CentOS, MoxeT paboTaTb HEKOPPEKTHO. B Takom cnyuae
BOCMOb3yATECh YTUANTON audit2allow.

MNpumMep co3saHma NOAUTUK NPU MOMOLLN policygentool:
® 119 KOMMOHEHTa drweb-se!

# policygentool drweb-se /opt/drweb.com/bin/drweb-se.real

e )14 KOMMNOHeHTa drweb-filecheck:

# policygentool drweb-filecheck /opt/drweb.com/bin/drweb-filecheck.real
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Bam 6yaeT npeanoxeHo ykaszaTb HECKO/IbKO ODLLMX XapaKTEPUCTUK JOMEHA, MOCae Yero
A1 KaXKA0ro KOMMOHeHTa byayT co3gaHbl Tpy dalina, onpeaenstowmx NoaNTUKY:

<module_name> . te, <module_name> . fc n <module_name> .if.

2. Tpu HeObXOAMMOCTM OTpeaaKTUPYMTEe CreHepUPOBaHHbIM CXOAHbIN Gaii NOANTUKM
<module_name>.te, a 3aTem, UCNOAb3yA YTUANTY checkmodule, co3gante bUHapHoe
npeacTaBaeHve (painn ¢ paclumpennem .mod) NCXOZHOTO daina J0KaNAbHON NOANTUKMN.

[ns ycnewHon paboTbl 3TON KOMaHAbl B CUCTEME JO/IKEH OblTb YyCTaHOBAEH NMakeT
: checkpolicy.

I'IpMMep MCNONb30BaHUA:

# checkmodule -M -m -o drweb-se.mod drweb-se.te

3. Co3pganTe ycTaHaBAMBaEMbI MOAYNb NOAUTUKM (dain C pacluMpeHEM . pp) C MOMOLLbHO
yTnantbl semodule package.

Mpumep:
# semodule package -o drweb-se.pp -m drweb-se.mod

4. ,ﬂ,ﬂﬂ YCTaHOBKW CO34aHHOTO MOoAyaAa NOANTUKN BOCﬂOﬂbByIP’ITer yTVIJWITOVI semodule.
Mpumep:

# semodule -i drweb-se.pp

[na nonyyeHns JOMNOAHWUTENbHOW MHPOPMaLMKM O MpuHLUMNax paboTbl 1 HacTponkm SELinux
obpaTnTech K AOKYyMeHTaL MM No Ncnoabyemomy samu auctpnoéytney GNU/Linux.

6.5.2. Hactpoiika paspewennin PARSEC

B aTom pasaene

e HacTpolika B3aUMOAeNCTBMA KOMMOHEHTOB, 3aMyLLLEHHbIX Ha Pa3HbIX YPOBHSAX NPUBUAETNI

o [cnosib3oBaHue ytuantbl drweb-configure

o /I3aMmeHeHre dainioB KOHOUTYPALIMK BPYUYHYHO

o HaCTDOI\/lIKa dBTOMAaTN4eCKOro 3anycka KOMrnoOHeHTOB Ha ypoBHE I'IDVIBVIIIeFVII\/’I noJsib3oBarend

o |/lcnosb3oBaHue yTuantbl drweb-configure

o [/IsmeHeHue danios KoHburypaumnm PAM BpyyHYHO

e Hactpovika SplDer Guard ans nepexsaTta cObbITUI AOoCTyNa K daniam

B anctpubytnBax GNU/Linux, ocHalweHHbIX nogcuctemon 6e3onacHoctn PARSEC, goctyn
NPUAOXEHUN K daiiam 3aBUCUT OT YPOBHsA npusuaernin. Moatomy no ymonyanuto SplDer Guard
MOXeT nepexBaTbiBaTb COObITUA JOCTyNa K $panam poBHO B TOWN Mepe, B KOTOPOU 3TO
npesyCcCMOTPEHO ero YpoBHEM MpPUBUAETUNA.

Kpome Toro, B ciyyae ecam nonb3oBatenb paboTaeT Ha OTAMUYHOM OT Hysl YPOBHE NPUBUIETUNA,
nHtepdenc nonb3osatens Dr.Web Industrial gns Linux He moxeT B3aumogencteoBath co SplDer

PyKOBOACTBO noJsib3oBarena

59



T,
)
A

A
£

YcraHoBKa u yaaneHue

Guard v cepBUCHBIMU KOMMOHEHTaMWN aHTUBUpPYCa, paboTaroLLMMU Ha APYTrMX YPOBHSX
NPVBWIErWI, B TOM UMNC/IE MOXET OTCYTCTBOBATb JOCTYN K KOHCOMAVPOBAHHOMY KapaHTUHY.

Ecnm B OC ncnonbsyetcs PARSEC 1 nmetoTcs yueTHble 3anncy noab3osatener, paboTarolmx Ha
YPOBHSAX MPUBUAETNIA, OTIMYHbIX OT HY1€BOrO, HEOBXOAMMO BbIMOHUTL CNeLManbHYHO
HacTpoliky Dr.Web Industrial gns Linux, utobbl 06ecneunTb B3auMOAENCTBME €r0 KOMMOHEHTOB,
3anyckaeMblX Ha Pa3NNYHbIX YPOBHSAX NPUBUIETUNA.

| [na ocywiecTsaeHmsa stnx orlepaLl,l/ll7| HeobXoANMbI rnpasa cyrnepno/sib3oBatens

: (monb3oBatens root). lna nonyveHns npae cyneprosib3oBatens |/|C|'|011b3y|7|Te KOMaHAay
CMEHbI MONb30BaTENA sU WA KOMAHAY BbIMOJHEHUS OT UMEHWM APYroro noJsib3oBaTtens
sudo.

Hac1'p0|7|Ka B3aI/IMOAEI7ICTBVIH KOMMOHEHTOB, 3anyweéHHbIX Ha
Pa3HbIX YPOBHAX anvaerMﬁ

MexaHu3Mm privsock npesHasHayeH Ans obecneyeHns GyHKLNOHUPOBAHNSA CUCTEMHBIX CETEBbIX
CepBU1COB, He OCYLLECTBAAIOLWMX 06paboTKy MHPOPMaLMK C UCNOAb30BAaHMEM MaHAATHOrO
KOHTEKCTa, HO B3aMMOJEMNCTBYHOLLMX C NpoLeccamu, paboTarolMMm B MaHAaTHOM KOHTEKCTe
cybbekTa goctyna. drweb-configd — cepBUCHbIK KOMNoHeHT Dr.Web Industrial gnsa Linux,
obecrneunBaroWnii B3aMMOZENCTBME BCEX aHTUBUPYCHBIX KOMMOHEHTOB MeXAy COBO.

Yto6bI AEMOH YynpaBaeHua kKoHdurypauwmen Dr.Web Industrial gnsa Linux (drweb-configd)
NOJly4na NPaBO Ha UCMOb30BaHNE MeXaHW3Ma privsock, He0O6XO0AMMO BHECTU U3MEHEHWA B
CUCTeMHbIN Palnn /etc/parsec/privsock.conf. [1na BHECEHNA N3MEHEHWI Bbl MOXeTe
MCNonb30BaThb YTUAUTY KOHOUTYpUpoBaHusa drweb-configure, Bxoasawyto B coctaB Dr.Web
Industrial gns Linux (pekomeHayeTcs), MMH6O BHECTU U3MEHEHMSA B HEOOXOANMble dalinbl
KOHOUIypauum BpyUHYHo.

Ucnonb3oBaHue ytnautol drweb-configure
Tpe6ye|v|b|e M3MeHeHnA 6y,£I,yT BHeCEHbl aBTOMaTU4YeCKW nocne BbINMOJIHEHNA KOMaHbl:

# drweb-configure session <pexum>

rae <pexum> MOXET MPUHUMATb OAHO U3 CEAYIOLLMX 3HAUEHWIA:
e enable — UCNONBb30BaTb MeXaHW3M privsock;

e disable — He NCNO/b30BaTb MEXaHW3M privsock.

N3meHeHue ¢painnioB KOHPUrypaunm BpyUHyIo

Ana OC Astra Linux SE Bepcum 1.6 n 6onee nosgHen

1. B ntobom TekCTOBOM pegakTope oTkponte pann /etc/parsec/privsock.conf. JobaBbTe
B 3TOT pal/l yKasaHHble CTPOKMU:
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/opt/drweb.com/bin/drweb-configd
/opt/drweb.com/bin/drweb-configd.real

2. CoxpaHute dpann 1 nepesarpysnte CUCTEMY.

HacTpoiika aBToMaTMuecKkoro 3anycka KOMMNOHEHTOB Ha YPOBHe
npuBUernii NosbL3oBaTens

[ns Toro, utobbl KOMNoHeHTbl Dr.Web Industrial gns Linux, ¢ KOTopbiMK B3auMozencTByeT
no/ib30BaTeb, OblIM AOCTYMHbI B €10 OKPY>XeHUn (Npun paboTe Nosb3oBaTeNd Ha YPOBHE
NPUBUAETNI, OTNIMYHOM OT HYNEBOTO), BHECUTE U3MeEHEHUs B dannbl HacTpoek PAM ans
aBTOMaTM4eCcKoro 3anycka tpebyembix komnoHeHToB Dr.Web Industrial gns Linux npu Havane
Ceccum Nosib3oBaTeNa U UX 3aBepLUEHNS NPU OKOHYaHMM Ceccum (MCNob3yeTca crneLmanbHbli
PAM-mogynb pam_drweb session.so, pa3paboTaHHbiin «[loktop Beb», KOTOpbIN 3anyckaeTt
KOMMOHEHT-MOCPeAHMK drweb-session, CBA3bIBAKOLWMNIN MeXAY COOON KOMMOHEHTHI,
3anyLLeHHble B OKPY>XEHUW NO/b30BaTeNs, C KOMMOHEHTaMK, paboTatoLUMM Ha HY1IEBOM YPOBHE
NPVBUAETVIA 1 3anycKaroWwmnmmca aBToMatnyeckn npum 3arpyske OC).

[na BHeCEHMA N3MeHeHMN B HacTponkn PAM Bbl MOXeTe NCMONb30BaTb YTUANTY
KOHOUrypupoBaHusa drweb-configure, Bxoadauyt B coctaB Dr.Web Industrial gns Linux
(pekoMeHayeTcs), IM60 BHECTU N3MEHEHUNS B HEObXOAMMble daisibl KOHOUTypaL MM BPYUHYHO.

Mcnonb3oBaHune ytunutbl drweb-configure

Ans ypobcrBa HaCTPOWMKM HEKOTOPbIX CIOXKHbIX MapaMeTpoB, obecrneynBaroLLInX
paboTtocnocobHocTb Dr.Web Industrial ans Linux, paspaboTaHa cneuvanbHas BcnomoratenbHas
yTnanta drweb-configure.

1. Ana BKAOYEHUA AN OTKIHOYEHMA aBTOMATUYeCKOro 3amnycka HeobXxoAMMbIX KOMMOHEHTOB
Dr.Web Industrial gns Linux B oOkpy>keHnn noab3oBaTens npu ero paboTe Ha ypoBHe
NPWBUAETMIA, OTINYHOM OT HY/JIEBOTO, BbIMONHUTE KOMaHAY:

# drweb-configure session <pexum>

rae <pexum> MOXET NPUHUMaTb O4HO U3 ChefyHoLnX 3HAUEHN:

e enable — BK/JIHOUYUTb PEXMM aBTOMATUYECKONO 3amnycka HY>KHbIX KOMMNOHEHTOB B CECCUN
nosb30BaTeNIA Ha €ro ypoBsHe npmsmnermﬁ.

e disable — OTK/IOYUTb PEXMM aBTOMaTUYECKOTO 3amnycka Hy>KHbIX KOMMOHEHTOB B CECCUM
noJib30BaTeNIfl Ha ero ypoBHe npvsuaernin (Npv atom pag eyHkumn Dr.Web Industrial ana
Linux okaxkeTca HeAOCTYMHbIM).

2. lNepe3sanyctuTe cuctemy.
| [ns nonyyeHus cnpaeku No MCMO/b30BaHUIO drweb-configure Ans HacTponkn PAM

: BbINOJNHUTE KOMaHAy:

$ drweb-configure --help session
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N3meHeHue ¢painnioB koHPpurypaumm PAM BpyuHyto

Ana Astra Linux u gpyrux amctpmbyTtmeos, ncnosb3syrowmx mogysnb PAM
pam_parsec_mac.so

1. YT06bI N3MEHUTL HAaCTPOMKN PAM, HY>KHO OTpeaaKkTUpOBaTb XpaHALLMECS B
KaTanore /etc/pam.d KOHPUrypaLMOHHbIe Gaisibl, B KOTOPbIX Bbi3blBaeTCs MoAyab PAM
pam_parsec mac.so. /g nosyyYeHnsa NOJHOro CNucka Takux Ganios BbIMOAHUTE KOMaHAY:

# grep -R pam parsec_mac.so /etc/pam.d
B kaxabin pann 13 cnmcka sobaBbTe CresyroLLmMe 3anncy Tmna session:

e lNepes nepBoOW 3aNnCbIO TUNa session:

session optional pam drweb session.so type=close

e [locne nocaeaHen 3anncK TMna session:

session optional pam drweb session.so type=open

2. CoxpaHuTe n3MeHeHHble dpaiibl.

3. Co3paviTe CUMBOAMYECKYHO CCbIKY Ha $ann pam drweb session.so U3 CUCTEMHOTO
KaTanora, cogepxatyero PAM-moaynn. ®aiin pam drweb session.so pacnonaraerca B
kaTtanore 6ubanotek Dr.Web Industrial gnq Linux /opt/drweb.com/1ib/ (Hanpumep, ana
64-pa3pagHbix OC — B kaTtasore /opt/drweb.com/1ib/x86 64-linux-gnu/pam/).

4. TlepesanyctuTe cucTemy.

Hacrtpoiika SplDer Guard ansa nepexBarta cobbiTMi gocTyna K
daninam

[nsa npepoctaBneHms pannosomy MoHuTopy SplDer Guard BO3MOXHOCTM OBHapy>XmnBaTb AOCTYN
K pannam, MMerLMM N0 ypoBeHb NPUBMUAETNA JOCTyNa, Heobxoammo nepesectn SplDer
Guard B pexum paboTbl Fanotify.

UTtobbl nepesectu SplDer Guard B pexxum paboTbl Fanotify, BbINONAHUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode Fanotify

AﬂﬂﬂOﬂyHeHMﬂAOHOﬂHMTeﬂbHomMH¢OpMaMMMBbMOﬂHMTeKOMaHAM

$ man drweb-spider

6.5.3. Hacrpoiika Anbt 8 CIN n apyrmnx OC, ncnonb3syrowmx
pam_namespace

B aTom pasaene

e [/cnosb3oBaHuve yTuantbl drweb-configure

e [/I3meHeHune danios koHburypaumrm PAM BpyyHYHO
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[ns Toro, utobbl KOMNoHeHTbl Dr.Web Industrial gns Linux, ¢ KOTopbiMW B3auMozencTByeT
NoNb30BaTeNb, ObIAN AOCTYMHbI B €10 OKPY>XKEHUW, BHECUTE M3MeHeHMs B dalinbl HacTpoek PAM
A5 aBTOMATUYECKOro 3anycka Tpebyembix komnoHeHToB Dr.Web Industrial ans Linux npwu
Hayane ceccum Nosib3oBaTens U X 3aBepLUEHMs NPU OKOHUYAHUW CECCUM.

| Ans OC AnbT 8 CIN n3meHeHus TpebyroTcsa A BCEX YPOBHEN MPUBUAETUN, a AN APYTUX
OC, ncnonb3yrlWmMx pam namespace, — MNpu paboTe NoNb30BaTeNA Ha YPOBHE
MPVBWIErnIA, OTIMYHOM OT HYJIEBOTO.

CneumnanbHbii PAM-Moaynb pam drweb session.so, pa3paboTaHHbI KOMNaHWen «/okTop
Beb», 3anyckaeT KOMMNOHEHT-NOCPEAHUK drweb-session, CBA3bIBALOLLMIA MeXAy cObOM
NOKa/bHble 3K3eMMNAAPbl KOMMOHEHTOB, 3aMnyLEeHHbIX B OKPY>XEHWWN NONb30BaTeNs, C
KOMMOHeHTaMu, paboTaroumMmn Ha Hy1IeBOM YPOBHE NPUBUIETNIA U 3aMyCKaroLLMMUCS
aBToMaTtnuecku npu 3arpyske OC.

[na BHeCEHMA 3MEeHEeHMN B HacTponkn PAM Bbl MOXeTe NCMONb30BaTb YTUANTY
KOHPUrypupoBaHusa drweb-configure, Bxoadawyto B coctaB Dr.Web Industrial gns Linux
(pekomMeHayeTcs), IM60 BHECTU U3MEHEHWNA B HEObXOAMMble Gaisibl KOHOUTypaL MM BPYYHYHO.

@ [o BHeceHUsa nameHeHuit Ha OC AnbT 8 CIM 11100-02 HEOHXOAMMO BbINMOJHUTb
: cnesyrolLme AeNCTBUS:
1. BbINOAHWTL BXOZA NOZA Nosib3oBaTtenem officer.
2. TonyunTb NpaBa cynepno/b3oBaTens:
S su -
3. BbINOAHWUTL yCTaHOBKY MOAUTUKMN:

# semodule -i /opt/drweb.com/share/drweb.pp

4. OBHOBUTb KOHTEKCTbI He30MacHOCTU GainNoB B COOTBETCTBMM C YCTAHOBIEHHOWN
MOJANTUKOMN:

# restorecon -r /opt/drweb.com

Ucnonb3oBaHue ytunutbl drweb-configure

[Ans ypobcTBa HaCTPOWMKM HEKOTOPbIX CIOXKHbIX MapaMeTpoB, 0becneymnBaroLLImMX
paboTtocnocobHocTb Dr.Web Industrial gns Linux, paspaboTtaHa cneymanbHas BCcnomoraTtenbHas
yTuanta drweb-configure.

1. [N BKAHOUEHMS UAN OTKNFOUEHWsS aBTOMATUUECKOro 3amnycka HEO6X0AUMbIX KOMMOHEHTOB
Dr.Web Industrial gns Linux B okpy>eHun nonb3oBatess Npu ero paboTe Ha ypoBHe
NPVBWUAErUIA, OTIMYHOM OT HY/NIEBOTO, BbIMOJHUTE KOMAaHAY:

# drweb-configure session <pexum>
rae <pexum> MOXET NPUHUMaTb O4HO U3 ChedyroLlnX 3HaYeHW:

e enable — BK/IOYNTb PEXMM aBTOMaTUYECKOTO 3amnycka Hy>KHbIX KOMMOHEHTOB B CECCUM
MoJib30BaTeIfl Ha ero ypoBHe MpUBUAETNA.
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e disable — OTK/IOYUTb PEXMM aBTOMaTUYECKOTO 3amnycka Hy>KHbIX KOMMOHEHTOB B CECCUM
noJib30BaTeNIfl Ha ero ypoBHe npvsuaernin (Npv atom pag eyHkumn Dr.Web Industrial ana
Linux okaxxeTca HeAOCTYMNHbIM).

2. lNepesanyctuTe cuctemy.

| [ns nonyyeHus cnpaeku No MCMO/b30BaHUIO drweb-configure Ans HacTponkn PAM
: BbIMOJHUTE KOMaHAy:

$ drweb-configure --help session

N3meHeHue dpaitnoB koHpurypauum PAM BpyuHyto

1. YT06bI M3MEHUTb HacTponkn PAM, Hy>XHO OTpeAakTMpOBaThb XpaHALLMeCs B
KaTanore /etc/pam.d KOHPUrypaLnOHHbIe Gaisibl, B KOTOPbIX Bbi3blBaeTcs MoAyab PAM
pam namespace. so. /118 Nony4YeHns NONHOro cnmcka Takux Gannos BbIMOAHUTE KOMaHAY:

# grep -R pam namespace.so /etc/pam.d
B kaxabli daiin 13 cnmncka gobasbTe caegytoLive 3anmncu Tmna session:
e [lepes nepBOM 3anNunCbto TUNA session:

session optional pam drweb session.so type=close

e [locne I'IOC.I'IeAHeVI 3anuncKy Tuna session:

session optional pam drweb session.so type=open

2. CoxpaHuTe n3meHeHHble Ganbl.

3. Co3paiiTe CUMBOMYECKYHO CCbIIKY Ha $ann pam drweb session.so U3 CUCTEMHOTO
KaTanora, cogepxatyero PAM-moayan. ®aiin pam drweb session.so pacnonaraerca B
kaTanore 6ubnnotek Dr.Web Industrial gns Linux /opt/drweb.com/1ib/ (Hanpumep, Ans
64-paspagHbix OC — B katanore /opt/drweb.com/1ib/x86 64-linux-gnu/pam/).
Mpumep koMaHabl Ans 64-paspagHon OC Anbt 8 CIT:

# 1n -s /opt/drweb.com/lib/x86 64-linux-
gnu/pam/pam_drweb session.so /lib64/security/pam drweb session.so

PyKOBOACTBO noJsib3oBarena
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ili Ana OC Anbt 8 CIM 11100-02 1 Anbt 8 CIM 11100-03 HEOOXOANMO AOMONHUTENIBHO
s BbIMOJIHUTb CejytoLlee:
1. B danine /etc/pam.d/newrole BMecTo cTpokm
session optional pam drweb session.so type=close
yKaxkuTe ciegyroLiee:

session optional pam drweb session.so type=cleanup

2. Otpepaktunpynte dannbl /etc/pam.d/sum /etc/pam.d/sudo, O06aBUB B KOHeL,
CNeAyroLLyo CTPOKY:
session optional pam drweb session.so type=close
CoxpaHute n3MeHeHHble danbl.
4. BbInonHuTe KOMaHAY:

# cp /opt/drweb.com/share/drweb-session/drweb-
session.sh /etc/profile.d/

4. TlepesanyctuTte onepauoOHHY CUCTEMY.

6.5.4. Hactpoiika 3anycka B pexxume 3IC (Astra Linux SE, Bepcun
1.6 n 1.7)

B OC Astra Linux SE nogaep>unBaeTca ocobblin pexxum 3amkHymout npozpammHou cpedsi (3MC). B
3TOM peXXume 3amnyckaroTCst TONbKO MPUAOXKEHWSA, UCNOHAEMble daliabl KOTOPbIX MOANUCaHbI
LMPPOBON NOANNCEIO pa3paboTumka, Yen OTKPbITbIA KNtoY J06aBAeH B MepeyeHb KIoYew,
koTopbiM gosepseT OC.

Haunnas c Bepcum 1.6, B OC Astra Linux SE MmexaHu3m nognvcu 6bin namereH. 3anyck Dr.Web
Industrial ans Linux B pexxume 3IMC TpebyeTt npesBaputenbHon HacTporikm Astra Linux SE 1.6 n
1.7.

Yrto6b1 HacTpouTb Astra Linux SE Bepcuin 1.6 u 1.7 ana 3anycka Dr.Web Industrial gna
Linux B pexxume 3MC

1. YcraHoBuTe nakeT astra-digsig-oldkeys, €CNM OH elle He YCTaHOBAEH, C YCTaHOBOYHOIO
ancka OC.

2. TlomecTuTe OTKPbITLIN KAtOY KoMnaHum «[lokTop Beb» B
Katanor /etc/digsig/keys/legacy/keys (B C/ly4ae OTCyTCTBMA KaTanora ero
HeobxoANMO co34aTh):

# cp /opt/drweb.com/share/doc/digsig.gost.gpg /etc/digsig/keys/legacy/keys

3. BbinonHuTe komaHay:

# update-initramfs -k all -u

4. Tlepesarpy3ute cucremy.

PyKOBOACTBO noJsib3oBarena
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7. Hauano pa6otbli

BbinonnuTe aktnBaunto Dr.Web Industrial ans Linux.
[MpoBepbTe ero paboTocnocobHOCTb.

1
2
3. 3apanTte pexum MOHUTOPUHra Ganios.
4

Onpep,enMTe MCKNKD4YeHnA, eCih OHN MMEKOTCA.

7.1. Perucrpaumsa n aktusaums

B atom paspene

e [IprnobpeTeHne n perncTpauma AnNLEH3NK

e AktmBauwmga Dr.Web Industrial ana Linux

o 3anpoc AEMOHCTPAaLMOHHOIO Nepmnoaa

o YcTaHOBKa KJKOYEBOro Ganna

o [MoAKAHOYEHME K CEPBEPY LIEHTPANN30BAHHOW 3aLUTbI

e [TOBTOpHaA perncrpaums

NMpuobpeTeHue N perncrpayua JNLEeH3Um

Mpv NprobpeTeHnn TMLEH3MN KANEHT NOAyYaeT BO3MOXHOCTb B TEYEHWE BCero Cpoka ee
AencTBMA Noay4vatb OOHOBIEHMA C cepBepOB OOHOBEHMI KOMMaHun «[JokTop Beb», a Takke
noayyaTb CTaHAAPTHYH TEXHUYECKYHO NoAAep>KKY KomnaHun «[loktop Beb» 1 ee napTHepoB.

Mpunobpectn 060N aHTMBMPYCHBIN NpogyKT Dr.Web nav cepuitHbln HOMep A9 HEro Bbl MOXeTe
y Hawmx naptHepos & nan uepes nHtepHet-marasuH 4. lonoaHUTENbHYO MHGOPMaLIO O
BO3MOXHbIX BapUaHTax NNLEH3MI MOXHO HalTV Ha odvumanbHoMm caite & komnaHum «Zloktop
Beb».

Perncrpauma avueH3nm NoATBEPXAAET, UYTO Bbl ABASAETECh MOJHOMPABHbIM NOJAb30BaTeNEM
Dr.Web Industrial agns Linux, n aktTuBupyeT ero pyHKLMM, BKAOYas GYHKLMN OOHOBAEHNUSA
BMPYCHbIX 6a3. PekomeHayeTcs BbINONHATL PErUCTPALMIO U aKTUBALMIO INLEH3MM Cpa3y nocae
YyCTaHOBKMW.

AktnBauyunsa Dr.Web Industrial gaa Linux

I'Ipmo6peTeHHa;| JINLUEH3NA MOXET ObITb aKTMBnpoBaHa NtobbIM U3 YKa3aHHbIX HNXeE CnocoboB:

® Npn NnomMoLwnm Mmacrepa perncrpaLnm, Bxoadawero B CoctaB MeHep,>Kepa ﬂVILI,eH3VIl‘/J1}

e HenocpeaCcTBEHHO Ha caiite (0 komnaHum «/JokTop Beb».
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Mpw aKkTMBaLWUW UAN NPOANEHUN NLEH3UM TpebyeTca yka3aTb CepUiHbIN HOMep. DTOT HOMep
MOXeT nocTtaBaaTbca BMecTe ¢ Dr.Web Industrial gns Linux nav no anekTpoHHOW noyTe, npu
noKynke Uan NPoANEHUN NLEH3NN OHNANH.

@ Ecan nmeetcs KOMNAEKT NNLLEH3UIA, BblJaHHbIX 418 Mcnonb3oBaHusa Dr.Web Industrial ana

: Linux Ha HeCKONbKMX KOMMbHOTEPAX, TO MPU PETUCTPALUN MMEETCS BO3MOXHOCTb YKa3aTb,
yto Dr.Web Industrial gns Linux 6yaet ncnonb3oBaTbCs TONbKO Ha OAHOM KOMMbtoTepE. B
3TOM C/lyyae BCe JIMLLEH3MUN 13 KOMTIeKTa ByayT 06beAHEHBI B OfHY, @ CPOK ee AelCTBUS
OyseT aBTOMATUYECKM YBENYEH.

3anpoc 4eMOHCTPaLMOHHOro neproaa

CTaHAapTHbIN AeMOHCTPaLMOHHbIA Nepuog coctaBaseT 1 mecau,

OkHO MacTepa perucrpaumm MeHezxepa AULLEH3MI NOABAAETCA Ha SKPaHe Npu NepBOM 3anycke
Dr.Web Industrial gna Linux (kak npaBuio, OH aBTOMaTU4YeCKN 3amnycKaeTca cpasy nocne
OKOHYaHWA yCTaHOBKM). Takxxe Bbl MOXeTe B 1060 MOMEHT 3anyCTWUTb MPOLLeCcC perncrpaLmm ns
okHa MeHegxepa nvLeH3nin, Haxas MosayunTb HOBYIO IMLLEH3MIO Ha CTPaHKLLE MPOCMOTpPa
nHGOpPMaLMm O TeKyLLLen NNLEH3NN.

@ ﬂ'flﬂ aKkTMBauum npm noMoLLmn Cepl/ll;lHOFO HOMepa Tpe6yETCﬂ NOAK/NIKOYEHNE K UHTEPHETY.

B cnyuyae akTuBaL MM 4eMOHCTPALIMOHHOTO Nepuoga Uan AnLeH3nmn npu noMmoLum Meneaxepa
NNUEH3UI, KNtoueBon Gaia (TMLEH3NOHHBIA AWM AEMOHCTPALMOHHbIV) byaeT cGopMmnpoBaH Ha
JIOKaNbHOM KOMIMbIOTEPE W YCTaHOBJ/IEH B HaZ/eXallee MecTo aBToMaTnyecku. MNpu nonyyeHnm
KNtoueBoro daina no 31eKTPOHHOW NoYTe Nocae perncTpaLmm Ha caiTe yCTaHOBUTE ero

BPY4HYHO.

YcraHoBKa kiroueBoro ¢aina

Ecnm yxe nmeetca kntoueBown daisi, COOTBETCTBYHOLLMA AEACTBYIOLLEN NLLEH3UM Ha 3TOT
NPOAYKT (Hanpumep, oH 6bia NoNyYeH OT NpojaBLia MO 31eKTPOHHOM NoYTe Nocae perncrpaLmmn
nan Dr.Web Industrial gna Linux nepeHocuTtca Ha Apyro KOMMbHOTEP), UMEETCA BO3MOXHOCTb
akTmempoBaTb Dr.Web Industrial gnsa Linux, npocTto yka3as nyTb K UMEIOLLEMYCA KNH0UYeBOMY
danny. 3T0 MOXHO cAenaTb CaeayowmmM obpasom:

e B MeHeaxxepe avLIeH31N, Nepenasa Ha MepBOM Luare mactepa perncrtpauum no ccolike Apyrme
BUAbI aKTUBaLIMM 1 yKa3aB MyTb K UMetoLLeMyCs KtoueBOMy darly uam cogepkalliemy ero
apxuBy .zip.

e BpyuHyto, gna storo:
1. PacnakynTe katoueBon dais, eciv oH Hbl1 BaMU NMOYYEH B apXmBe.
2. [anee BbinosHuTe Nt060€E 13 yKa3aHHbIX HUXE AEUCTBUN.

e CKonupynTe ero B Katanor /etc/opt/drweb.com U NnepeMMeHyiTe B drweb32 . key.

PyKOBOACTBO noJsib3oBarena
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e B davine koHdurypaumm Dr.Web Industrial ans Linux yctTaHOBUTe 3HauYeHWe napameTpa
KeyPath Takum o6pa3om, UTobbl OH yKa3biBan Ha karoueBon darin. B atom ciyyae
Ha3BaHWe KJo4a MOXET OT/IMYaThCs OT drweb32 . key.

3. Mepe3zarpy3sute koHourypauymto Dr.Web Industrial gns Linux, BbINOAHUB KOMaHAy:

# drweb-ctl reload

ANnA NMPUMEHEHUA BHECEHHDbIX N3MEHEHUA.
Bbl Tak>Ke MO>eTe BbIMOAHUTb KOMaHAYy:

# drweb-ctl cfset Root.KeyPath <nyms Kk karoyesomy cadiny >

B nocnegHeMm cnydae AonosHUTENBHO nepe3arpy>atb KoHPurypaumto Dr.Web Industrial ans
Linux He Tpebyetca. KntoueBow dain He ByaeT ckonmposaH B katanor /etc/opt/drweb.com, a
OCTaHeTCs B UCXOAHOM KaTasore.

@ Ecam kntoueBoi dalin He CKONUPOBaAH B KaTanor /etc/opt/drweb . com, Noib30BaTeNb

: CaM HeceT OTBETCTBEHHOCTb 3a €ro COXPaHHOCTb. Takoi cnocob yCTaHOBKMN KAHOUEBOTrO
dalina He peKoMeHAyeTCs 13-3a BO3MOXHOCTU €ro C/ly4YaliHOro yaaneHus (Hanpumep,
€C/Iv OH b1 pa3melLleH B KaTasiore, NojBepratoLLemMcs aBTOMaTUUYECKON OUnCTKe
cuctemon). NMoMHUTE, UTO B C/lyyae yTpaTbl Bbl MOXETE 3arnpoCcuTb KatoUueBol darin
MOBTOPHO, HO KOJIMYECTBO 3arNpOCOB Ha ero NoJjly4YeHune orpaHnYeHo.

nOAKﬂI'O‘-IeHVIe K cepBepy LI,EHTpaﬂMBOBaHHOﬁ 3allUuTbl

B cnyuae ecav npoBaiigep Wav aZMUHUCTPATOP CETU NPeanpuaTns npeaoctaBun daia Hactpoek
NOAKNHOUYEHNS K CEPBEPY LLEHTPAIM30BaHHOM 3aLUUThI, Bbl MOXeTe akTuBMpoBaTb Dr.Web
Industrial gns Linux, npocTo ykasaB nyTb K MMeroLemMycs Gaiay HacTpOeK NOAKAOUEHUS. DTO
MO>HO cAenaTb cneAytowmnm obpasom:

e B OKHe HacTpoek nNporpaMmbl Ha Bkaazke Pe)xum yctaHoBuTe paaxok Bkarountb pexxum
LieHTpa/In30BaHHOM’ 3aLWUThl, BbibepuTe B MOABUBLLEMCA OKHE MYHKT BbiNaAaroLLero cnmcka
3arpysuTtb 13 dainna, ykaxnTte nyTb K umetowemycsa daniay HacTpoek NOAKAIOUEHNA U
HaxmuTe MoaKnoUNTD.

nOBTOpHaﬂ perncrpauyva

MNoBTOpHaa perucrpauuns MoxeT notpeboBaTbCs B Cayyae yTpaTbl IMLEH3MOHHOTO KNOYEBOroO
dalina Npy HaAMYMM aKTUBHOM AMLLEH3MK. [Tpy NOBTOPHOW PErncTpaLmMm yKaxure Te xe
nepCcoHabHble JaHHble, KOTOPbIE Bbl BBEAW MPY MEPBOW pernctpaumnm anmueHsuu. Jlonyckaerca
MCNoab30BaTb APYrov aApec 31eKTPOHHON MOYTbl — B TaKOM C/lyYae NNLLEH3VOHHbIV K1H0YeBOM
dawnn 6yzet BbiCaH MO HOBOMY ajpecy.

MonyunTb IMLEH3NOHHbIN KNtoUeBOM dain yepe3 MeHeaxXep NMUEH3UI AW C MTOMOLLbIO
KOMaHZbl YyNPaBAeHUA INLEH3MEN MOXHO OrpaHNUYeHHOE KOIMYeCTBO pas. Ecam 3T1o umcno
NPEBbILLEHO, TO KNHOUEBOM daitl MOXKHO MOYUYUTb, MOATBEPANB PETUCTPALIMIO CBOETO
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cepwitHoro Homepa Ha caiite ' komnaHum «/lokTop Beb». Kntoueson paiin byaeT BbicnaH Ha
aApec 31eKTPOHHOW MOYTbI, KOTOPbIV Bbla yKa3aH Npu NepBon perncrpamn.

Mocne nonyyeHna knroyeBoro darvina no 31eKTPOHHOMW NoYTe BaM HEOBXOAMMO BbINONHUTD
npoLiesypy ero yCraHOBKM.

7.1.1. KmoueBou ¢pauin

KntoueBow ¢ain — 370 cneumanbHblin Gaiin, KOTOPbIN XPaHNUTCA Ha IOKabHOM KOMMbOTEPE U
COOTBETCTBYET NPUOBOPETEHHON NNLLEH3NW UK aKTUBUPOBAHHOMY AE€MOHCTPALLMOHHOMY
nepuoay ans Dr.Web Industrial gns Linux. B kntoueBom darine pukcmpyrtotcs napameTpsi
MCNO/Ib30BaHWA MNPOAYKTa B COOTBETCTBUM C MPUOBOPETEHHON NNLEH3NEN AN aKTUBMPOBAHHbIM
AEMOHCTPaLMOHHBIM MEePUOLOM.

KntoueBow dann nmeeT paclumpeHve . key v ABAAETCA A4eNCTBUTENbHBIM MPY OAHOBPEMEHHOM
BbIMOJIHEHWW CIEAYHOLLMNX YCNOBUM:

e CpoK AencTBMA ANLLEH3MN UAN JEMOHCTPALMOHHOTO MNepMoAa, KOTOPbIM OH COOTBETCTBYET, He
ncTek.

o Pa3peLueH|/|e, onpejaenaemoe flVILI,GHBVIGVI NN aKTUBHbIM AEMOHCTPALMOHHbIM MEPUNOLOM,
pacnpocTpaHAeTCA Ha BCE UCMNOJIb3yEMbIE MOAYIN.

e LlenoctHocTb danna He HapyLLeHa.

Mpwv HapyLweHM NH6Oro 13 3TUX YCIOBUIM KAHOUEBOW danin CTaHOBUTCA HEAEUCTBUTENbHBIM.

f!§ Mpw pabote Dr.Web Industrial gnsa Linux kitoueBor Gaiin No yMOAYaHUIO JOKEH
HaxoAUTbCA B KaTanore /etc/opt/drweb. com M Ha3biBaTbC drweb32 . key.

KomnoHeHTsl Dr.Web Industrial gna Linux perynsapHo npoBepsatoT Hannume 1 KOPPeKTHOCTb
kntoyeBoro darina. Ero cogep>kmmoe 3aLlmLLeHO OT pejakTMPOBaHMUA NPY MOMOLLM
MeXaHW3Ma 3N1eKTPOHHOWM LMPPOBOWM NOANMNCK, MOSTOMY pPefakTMpoBaHue AenaeT KoYeBOol
dainn HepelcTBUTENBHBIM. He peKoMeHAyeTca OTKpbIBaTb KAHOUEBOW (aiil B TEKCTOBbIX
pesakTopax BO nsbexaHue ciyyanHom Nopym ero COAep>KMMOro.

I'IpM OTCYTCTBUM AEI‘/IICTBI/ITeJ'IbHOFO Knro4eBoro ¢a|7|na (J'II/ILI,eHBI/IOHHOFO nan
,ﬂ,eMOHCTpaLI,I/IOHHOFO), a Tak>XKe rno ncredyeHnm Cpoka ero ,ﬂ,el;lCTBI/Iﬂ, AHTUBUPYCHbIE CI)yHKLI,I/II/I
BCEX KOMMOHEHTOB 6.I'IOKI/IpyI-OTC’r'| 40 YCTaHOBKU AEI‘/IICTByI-OLLI,EFO Knro4eBsoro q)a|7|na.

PekomeHAyeTCs COXpaHATb MMEHOLLMACA NLLEH3MOHHbIN KAoYeBOW Gain A0 UCTEYEHMSA CPOKa
ero gencraus. B atom cnyyae npu nepeycraHoske Dr.Web Industrial gna Linux nan neperoce ero
Ha 4pYron KOMMbOTep NOBTOPHasA PErMcTpaLmsa CEpUMHOro HoMepa IMLEH3MN He NoTpebyeTcs,
N Bbl CMOXETE MUCMOb30BaTh NNLIEH3VOHHBIN KIHOUEBOW Gal, MONyYEHHbIN NPY NEPBOM
MPOXOXAEHWM NpoLeaypbl PerncTpaLmm.

PyKOBOACTBO noJsib3oBarena
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@ Mo anekTpoHHOW nouTe kAtoveBble Gpaiinbl Dr.Web obbIuHO NepesatoTcs 3anakoBaHHbIMM

: B apxu1Bbl . zip. ApXuUB, cogep>KaLlmin kntoueson darn ana aktneauum Dr.Web Industrial
ans Linux, obbl4HO MeeT Ms agent . zip. Ecam B COOBLLEHMN 31€KTPOHHOW NOYTHI
COLEPXKUTCA HECKO/IbKO apXMBOB, TO HY>XHO MCMONb30BaTh MMEHHO apxMB agent.zip. B
MacTepe perucTpaLv MoXHO yKasblBaTb MyTb HEMOCPEACTBEHHO K apXMBY, HE BbIMOAHASA
€ro npesBapuTeNbHON pacnakoBku. Takxke nepes yCTaHOBKOW KitoueBoro daina Bbl
MO>KeTe pacrnakoBaTb apxuB Nt06bIM YA0OHBIM A4 Bac CMOCOOOM 1 13B/I€Yb U3 HEro
K/toueBOW daiin, COXpaHUB ero B NH0O6ON AOCTYMHbIN KaTasor (HanpuMmep, B JOMaLIHWIA
KaTaJor WKW Ha CbeMHbIN HocuTenb USB flash).

7.1.2. ®ain HacTpoeK NOAKAHOUEHUS

®ain HacTpoek NOAKNHUEHUA NpeAcTaBAseT coObon cneymanbHbIi Gann, XpaHsaLwWwmi BHYTPU cebs
napameTpsbl nogkaroyeHnsa Dr.Web Industrial gna Linux k cepBepy LleHTpasv30BaHHOW 3aLMNThI.
T10T Pann MoXeT 6bITb NpesoCcTaBAEH aAMUHUCTPATOPOM aHTUBUPYCHOMN CETU UAN MHTEPHET-
npoBanaepom (ecam oH obecneunBaeT NOAAEPIXKKY YCAYTU LIEeHTPaAN30BaHHOW aHTUBMPYCHOM
3aWMThbI).

Bbl MOXeTe ncnonb3oBaTh 3TOT darn ana aktmeaumm Dr.Web Industrial gns Linux yepes
NOAKNHOYEHWNE Ero K CepBepy LEHTPAIN30BaHHOM 3aLLnTbl (B 3TOM C/lyYae Bbl HE CMOXETe
ncnonbzosatb Dr.Web Industrial gns Linux B aBBTOHOMHOM pexume, He npruobpeTa
AOMONHUTENBHO IMLIEH3MHO).

7.2. NMpoBepka paboTocnocobHocTN

[nsa nposepkn paboToCNOCOOHOCTM aHTMBMUPYCHBIX MPOrPaMM, UCMONb3YHOLLMX CUTHATYPHbIe
MeTOoZbl 0bHapyeHus yrpos, ncnonbsyetcsa tect EICAR (European Institute for Computer Anti-
Virus Research), pa3paboTaHHbI OAHOMMEHHOW OpraHu3aumein. IToT TecT pa3paboTtaH And TOro,
yTObbI MONb30BaTENb, HE NOABEPras CBOW KOMMbIOTEP ONAaCHOCTW, MOT MOCMOTPETb, Kak
YCTaHOBJ/IEHHbIV aHTUBUPYC ByAeT curHannsmpoBaTb 06 obHapy>KeHUn yrpossbi.

Mporpamma, ncnonblyemas ans tecta E/ICAR, He siBnsieTcs BPeAOHOCHOW, HO crneumanbHO
onpegzensercs 60bLMHCTBOM aHTUBMPYCHbIX MPOrpamMM Kak BUPYC. AHTUBUPYCHbIE NPOAYKTbI
Dr.Web Ha3sbiBatoT 310T «BUpYyC» cneayrowmm obpasom: EICAR Test File (NOT a Virus!).
MprMepHO Tak ero Ha3bIBatOT N ApYyrue aHTUBUPYCHble NporpaMmel. TectoBas nporpamma EICAR
npeacTaBaseT cobor nocneAoBaTelbHOCTb U3 68 6alT, 06pa3ytoLLyto Teno ncnosHsemoro daina
.com ans OC MS-DOS/Windows, B pe3yabTaTe UCNOJHEHUA KOTOPOTrO B KOHCO/b UAW Ha 3KpaH
3MyIATOpa TepMMHaNa BbIBOAUTCA TEKCTOBOE CcoObLeHMe:

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

Teno TeCToBOW NPOrpamMmbl COCTOUT TOJIbKO U3 TEKCTOBbIX CUMBOJIOB, KOTOPble GOPMUPYIOT
CNefyIoLLYHO CTPOKY:

X50!P$Q@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! $SH+H*

PyKOBOACTBO noJsib3oBarena
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Ecam Bbl co3gasanTe TEKCTOBLIN dain, COCTOAWMMN N3 NPUBEAEHHON BbilLe CTPOKM, TO B
pe3ynbTaTte NoAyuYUTCA NporpaMmma, kotopas v byAet onmcaHHbIM «BUPYCOM».

B cnyuae koppekTHOM paboTbl Dr.Web Industrial ansa Linux 3ToT dann gosxkeH obHapyxnBaTbCs
Npv npoBepke 06beKTOB PpanoBOW CMCTEMbI NHOOBIM AOCTYMHBLIM CMOCOHOM, C YyBEAOMIEHVEM
06 o6Hapy>xeHun yrpo3sbl EICAR Test File (NOT a Virus!).

Mpumep KOMarabl Ans npoBepkn pabotocnocobHoctn Dr.Web Industrial gn4 Linux npy nomowum
TectoBon nporpaMmbl EICAR:

S echo 'X50!P%QRAP[4\PZX54 (P")7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!S$H+H*"' >
testfile && drweb-ctl scan testfile && rm testfile

[laHHas komaHAa 3anucbiBaeT CTPOKY, NPeACTaBAAOLLYHO COOOM TeNo TeCTOBOW MporpaMmsl
EICAR, B pain testfile B TEKYLLNA KaTanor, BbIMOAHAET MPOBEPKY NOJyUYeHHOro ¢aina, nocie
yero yAansieT co3faHHbIv dainn.

[ns ycnewwHoro npoBeseHns BbllLeyKa3aHHOro TecTa Bbl AOJXKHbI MMETb MpaBa 3anvcu B
TekyLwmin katanor. Kpome Ttoro, ybeantech, UTO B HEM OTCYTCTBYET Gai C UMEHeM
testfile (Npn HEOBXOANMOCTM U3MEHUTE UMA daiia B KOMaHAE).

B cnyuae ycnewHoro obHapy>KeHns TeCTOBOro «BMpyca» Ha 3KpaH byAeT BblgaHO cresytoluee
COoObLLEHNE:

<nyme K mekywemy kamasno2y>/testfile - infected with EICAR Test File (NOT a Virus!)

Ecnv npu npoBepke 6yzaet nonyyeHo coobuieHne 06 owmnbke, obpaTuTech K ONUCaHNIO
N3BECTHbIX OWMNOOK.

@ Ecnn B cucteme pabotaet MmoHuTOp dannoson cuctembl SplDer Guard, npy o6Hapy>KeHUn

: yrpo3bl has MOXET BbITb TyT Xe yaaneH Win NepemMeLleH B KapaHTUH (B 3aBUCUMOCTU OT
HacTpoek KOMMOHEeHTa). B 3ToM cnyyae nocne cooblueHns 06 06Hapy>KEHUN Yrpo3bl
KOMaHZza rm coobmT 06 oTcyTcTBMM darna. ITa CUTyaLma He SBASETCS OLIMOKON, a
CUTHaN3MPYET O KOPPEKTHOM paboTe MOHUTOPA.

7.3. Pe>kmbl MOHUTOpUHra ¢ainnos

B aTom pasaene

e ObLLMe cBeaeHMs

e //IaMeHeHue pexrmMa MOHUTOPUHra danios

PyKOBOACTBO noJsib3oBarena
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O6wue cBepgeHunn

MoHuTop dpannoson cuctembl SplDer Guard, OCyLLeCTBAAOLWMIN KOHTPOAb A0CTyNna K dhannam,
MO>EeT UCMOAb30BaTb TPU PEXMMA MOHUTOPUHTa:

e O6bIYHbIU (YCTAaHOB/IEH MO YMOYaHUIO) — OTCAEXMBAIOTCA Onepauum no Aoctyny K darnam
(co3paHve, OTKPbITME, 3aKpbITUE 1 3aMnycK). 3anpalwmnBaeTca nposepka dawnna, JOCTyn K
KOTOpOMY 6bln OCyLLLECTB/IEH, MO pe3ybTaTaM MPOBePKM K daisy MOryT 6biTb MPUMEHEHbI
AEVCTBUA NO HEUTPAAM3aLUN yrpo3bl, €CAN OHa B HEM OBHapy>KeHa. [Jo OKOHYaHWs NPOBEPKK
AocTyn K Ganny co CTOPOHbI MPUNOXKEHWNIA, 3aMPOCUBLLMX AOCTYN, HE OrPaHNYNBAETCA.

o YcuneHHbIU KOHMPO/b UCNO/IHAEMbIX ¢halinoe — ana GannoB, HEe CUMTAOLLUXCS
NCMONHAEMbIMW, — TaK Xe, Kak 1 B 06bI4HOM pexkume. SplDer Guard 6aokumpyet
3anpoLUEeHHY0 onepauuio A4oCTyna K UcnoaHaeMmomy danay Ao Tex nop, Noka He CTaHyT
N3BECTHbI pe3y/ibTaTbl €ro NPOBEPKM Ha Hasnuune yrpos.

VicnonHsembiMy dannamm cumTaroTcs ABomdHble darinbl dopmatos PE u ELF, a Takxe
: dannbl CKPUNTOB, coaep Kalume npeambyny #!.

e «[lapaHoudaneHelli» pexkum — SplDer Guard 610KkMpyeT 3anpOLLEHHYHO OnepaLmio 4OCTyna K
nrobomy dariny fo Tex Nop, Noka He CTaHyT M3BECTHbI Pe3yabTaThl €r0 MPOBEPKMN Ha Hanuume

yrpos.

CkaHep B TeueHMe onpeseNeHHOro BpeMeHW COXpaHaeT pesy/bTaTbl NPOBepKn $alinios B
cneumanbHOM Kelle, MO3TOMY Mpv MOBTOPHOM A0CTyre K TOMY e dainy, Npu Haamumnm
nHPOpMaL MK B Kelle, MOBTOPHOE CKaHMpOBaHue dalina He NPOVN3BOANTCS, B KayecTse
pe3y/sbTaTa MPOBePKM 3TOro darina NCnob3yeTca pesybTaT, U3BJeYeHHbIN 13 Kella. HecmoTps

Ha 3TO, NCNOJIb3OBaHNE «MapaHONAANbHOTIO» peXXnMa MOHUTOPUHTa NpmnBOAUT K CyLLLECTBEHHOMY

3amMezneHnto paboTbl Npu JOCTyne K Gparinam.

N3meHeHue pe)kuma MOHUTOpPUHra ¢painsios

| PeXXnMbl yCUEHHOTO MOHUTOPUHIa GaraoB C UX NpeABapUTENbHON BIOKNMPOBKOW
: [OCTYynHbI, ToAbko ecan SplDer Guard paboTaeT B pexumme FANOTIFY, a agpo OC
cobpaHo O BKIOYEHHOW onuuein CONFIG FANOTIFY ACCESS PERMISSIONS.

MepekntoueHune pexmnmo paboTbl SplDer Guard Npon3BOAUTCSA TOAbKO MPY MOMOLLM
KOMaHAbl cfset yTnantbl drweb-ctl.

[nsa nepekntoyeHus pexmnmoB paboTbl SplDer Guard Heobxoammo obnagaTb NpaBamu
cyneprnosib3oBatens. [nsa nonyyeHns npas Cyneprnoib30BaTeNs UCnoab3yinTte KOMaHay
CMeHbl NO/Ib30BaTeNA su AN KOMaHZAy BbIMOJAHEHWUA OT MEHW APYroro nosab3oBartens
sudo.

e ins nepeknroyeHms SplDer Guard B pexxum paboTbl FANOTIFY BbINOAHUTE KOMAHAY:

PyKOBOACTBO noJsib3oBarena

72



A
)
A

i
< %‘P Hauano pa6otbi

Py
v

# drweb-ctl cfset LinuxSpider.Mode FANOTIFY

o ,ﬂ,]’lﬂ N3IMEHEHNA peXXrMMa MOHUTOPWUHIa BbIMOJIHATE KOMaHAY:

# drweb-ctl cfset LinuxSpider.BlockBeforeScan <pexum>

rae <pexum> onpepenaeT pexnm 6J'IOKl/IpOBKl/Ii

o Of f — 610KMpOBKa AocTyna He npomssoauntca, SplDer Guard ocywecTBaseT 0bblUHbIN (He
610KMPYHOLLNIA) PEXNM MOHUTOPUHTS;

o Executables — NPOU3BOANTCA BIOKMPOBKA AOCTyNa K UcnosHaemMblM daninam, SplDer
Guard ocyLLecTBAAET YCUAEHHbIN KOHTPOJIb MCMONHAEMbIX $alinoB.;

o A1l — npousBoanTCca 610KMpoBKa AgocTyna K aobbim dannam, SplDer Guard ocywectBasert
«MapaHoVAaNbHbIA» PEXUM MOHUTOPUHTa.

e [1n5 U3MEHEHMs CpoKa akTyasbHOCTU Pe3y/ibTaToB NPoBepKy daiios, XxpaHUMbIx CkaHEPOM B
Kelle, BbIMOJHUTE KOMaHAY:

# drweb-ctl cfset FileCheck.RescanInterval <nepuod>

rae <nepuod> onpejenset Nepuoj akTyasbHOCTV NPeablayLMX pe3ynbTaToB NPOBEPKMY,
Haxoaawwmxca B kewe. lonyctmmo 3HaveHre oT 0s go 1m. Ecam ykasaH nepuog meHee 1
ceKkyHZbl, TO dann byaeT nposepATbCA Npu 0H6OM 3anpoce.

PyKOBO,D,CTBO noJsib3oBarena
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8. Pa6borta c Dr.Web Industrial ana Linux

Pabota nonb3osatens ¢ Dr.Web Industrial gna Linux MmoxeT npon3BognTbCs Kak B rpadryeckomM
pexxme Npu NOMOLLM KOMMOHEHTa, NPeAoCTaBAAIOLLIEro rpadpuyecknin nHTepderc ynpasneHus,
TaK 1 U3 KOMaHAHOW CTPOKM (BKAtOYas paboTy yepes aMynaTopbl TepMUHaNa B rpadpuyeckom
pexunme).

e [1ns 3anycka rpadpuueckoro nHtepderica ynpasneHms Dr.Web Industrial gns Linux Bbibepute
nyHkT Dr.Web Industrial B cuctemHom meHto Mpunodxenunsa nan BBegute B aMynatope
TepMUHana KoMaHay:

$ drweb-gui &

Mocne 3TOrO, ecan okpy>keHue rpapuveckoro paboyero ctona AoCTynHo, byaeT 3anyLueH
rpaduueckunii nHTepdenc ynpasnenms Dr.Web Industrial gns Linux. s 3anycka npoBepku npu
cTapTe rpaduueckoro nHtepderica v Ans 3anycka ero B pexxmMme aBTOHOMHOIO 3k3eMnspa
BbINOJ/IHUTE aHHYH KOMaHZY C apryMeHTaMu.

¢ YnpasneHue pabotour Dr.Web Industrial gns Linux 13 komaHAHOW CTPOKN pacCMOTPEHO B
pa3aene Dr.Web Ctl.

o ina rpadmuecknx cpes pabouero ctona Takxke NoAAepP>KMBAETCA 3aMnyck NPpoBepkn GarnoBs 13
naHenn 3agaud (takon kak Ubuntu Dock) n n3 rpadumueckoro gparinoBoro MeHegxepa (Takoro
kak Nautilus). Kpome TOro, B obnactu ysegomneHunin pabouero crtona otobpaxaercs MHANKATOP
COCTOAHMSA, UCNOb3yEMbIA 411 MOKa3a BCMJIbIBAOLWMX YBEAOMIEHUI 1N OCTyNa K
KOHTEKCTHOMY MeHI0 npunoxeHus. MiIHankaTop otobparkaeTcs areHTOM yBeAOMAEHUN,
KOTOPbIN, KaK U ApYyrne cepBUCHbIe KOMMOHEHTbI MPUIOXEHWS, 3anycKaeTCs aBTOMaTUYeCku 1
He TpebyeT BMeLLaTenbCcTBa B CBOKO paboTy. MNogpobHee cm. B pasgene MHTerpauma co cpesov
pabouyero cTosa.

e Bi/oueHme pexnma ycmneHHoro MoHuTopuHra ¢annos moHntopoM SplDer Guard onvcaHo B
pa3gene PexxnMbl MOHUTOPWUHra Gannos.

& Mocne ycraHoBku Dr.Web Industrial ans Linux nto6bIM 13 onncaHHbIX B 3TOM PYKOBOACTBE
cnocoboB B Hauase paboTbl BaM NoTpebyeTcs akTMBUPOBATh NNLLEH3UI0, MO0 YCTaHOBUTb
KAtoueBOW daiin, eciv OH Yy Bac yxe umeetcs, nam nogkatounts Dr.Web Industrial gns
Linux k cepBepy LleHTpann3oBaHHOW 3alwuTsl (CM. pasgen Pervcrpaums v aktmsauus). Jo
TeX Mop, NoKa Bbl 3TOF0O He caenaeTe, PyHKYUU aHmusupycHol 3awumel 6ydym
OMKJIHOYEHbI.

PyKOBOACTBO noJsib3oBarena
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8.1. Pabora B rpadpnueckom pexxmme

B aTom pasaene

e ObLLMe cBeaeHMS

e AreHTt yBeaoOMJIEHUN

e [padumyeckmnii MHTEpPpOENC yrpaBaeHus

o BHewHU BUA rpadryeckoro nHTepdenca ynpasieHus

o [naBHasa CTpaHuLa

O6bwue cBepgeHunn

3a paboty Dr.Web Industrial ansa Linux B okpy>eHum pabouero ctona oTBeyatoT ABa
KOMMOHEeHTa:

o AreHT yBeJOMNEHUNI — KOMIMOHEHT, 3anyckaeMblili aBTOMaTUYeCKN Npu Hayane ceaHca paboTbl
nosb3oBaTeNs B OKPY>XeHUM paboyero ctona. TOT KOMMOHEHT Noka3blBaeT BCMJbIBatoLMe
yBefoMaeHua o cobbitusax B pabote Dr.Web Industrial ans Linux, a Takxxe npegocraBaseTt
nHamkaTop coctosiHna Dr.Web Industrial gns Linux B 061acT cncTemMHbIX yBEAOMAEHWUIA U
OCHOBHOE MEHIO AN B3aUMOAENCTBUSA C HUM.

e [paduryecknii MHTEPPenc — KOMMOHEHT, paboTatoLLnii B OKpY>KeHMM rpaduryeckoro paboyero
CTO/1a U NPeAOCTaBAAOLLMI OKOHHbIN MHTepdelnc aAna ynpasaenna paborton Dr.Web Industrial
Ana Linux.

AreHT yBegoMI€HN
AreHT yBegomneHunin Dr.Web Industrial gns Linux npegHa3HaveH ans:

e oTOobpaxeHusa nHankaropa cocroaHua Dr.Web Industrial gna Linux;

e yrpaBJieHUs MOHUTOPaMKN 1N OBHOBAEHMEM, 3anycka rpapuueckoro nHTepderica ynpasaeHus;
e MOKa3sa BCMJIbIBAOLLNX YBEAOMAEHUI O COOBITUAX;

® 3aMfycCKa NpoBepOK No 3agaHHOMY pacnncaHuo.

paduueckuu nHrepdeinc ynpasneHms

Mpaduueckmmn nHtepdenc ynpasneHunsa Dr.Web Industrial gna Linux nossosset pewatsb
cneaytolme 3agaum:

1. MpocmoTp coctoaHus pabotsl Dr.Web Industrial gnsa Linux, Bkatouas akTyanbHOCTb
NMEIOLLINXCA BUPYCHbIX 6a3 1 cpoka AeACTBUSA NLEH3UN.

2. 3anyck n octaHoBKa MOHUTOpa dannoson cuctemol SplDer Guard.

3. 3anyck nposepku daraos No TpeboBaHMIO, B TOM Ymncie:

° EblCmpGﬂ npoeepka CNCTEMHbIX ¢a171n03 n Hanbonee YA3BUMbIX CUCTEMHDbIX 006BbEKTOB.

PyKOBOACTBO noJsib3oBarena
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e [TosHas nposepka Bcex GaoB CUCTEMBbI.

e BbibopoyHas nposepka TONbKO yKa3aHHbIX GaliioB 1 KaTasioroB MW CneLmann3mpoBaHHbIX

06BEKTOB (3arpy304HbIX 3aMncen JUCKOB, aKTUBHbIX MPOLLECCOB).
Bbibop dalinoB Ans NpoBepPKM BbINMOAHAETCA KaK YKa3aHMEM LiesIeBbIX KaTaloroB Wau
dannoB nepea 3anyckom NPoOBEPKW, Tak 1 UX NepeTacknaHneMm («drag and drop») MbiLbtO
13 okHa $alrIoBOro MeHeaXKepa Ha rMaBHY CTPaHULy (CM. HUXE) MW Ha CTPaHWLy
CkaHep okHa Dr.Web Industrial gna Linux.

4. 0630p Bcex yrpos, obHapy>xxeHHbIx Dr.Web Industrial gns Linux BO Bpems TekyLLero ceaHca
paboTbl B rpadryeckoM pexxrme, Bkaovas 0630p HeMTPaan3oBaHHbIX M MPOMYLEHHbIX
yrpos, a Takke 06beKToB, MepeMeLLeHHbIX B KaPaHTUH.

5. O630p 06bekTOB, nepeMeLleHHbIX B KapPaHTUH, C BO3SMO>XHOCTbHO X OKOHYaTe/IbHOTO

yAaNeHUs UAN BOCCTAHOBAEHUS.
6. Hactpoika napameTtpoB pabotbl koMmnoHeHToB Dr.Web Industrial ana Linux, Bkatouas

cnegyrolme napameTpbl:

¢ [leictBuA, koTtopble CkaHep n SplDer Guard 6yayT aBTOMaTtnyeckn NPpUMeHATb K
0bHapy>KeHHbIM yrpo3am (B 3aBUCUMOCTM OT UX TUNA).

e [lepeueHb kaTanoros 1 dannos, KoTopble He byayT npoBepaTbcst CkaHepPOM 1 He ByayT
KOHTPONNMPOBaTbCA MOHUTOPOM darnoBor cuctemsl SplDer Guard.

e PacnvcaHve naaHoBbIX MpoBepoK $HaraoBON CUCTEMBI, BKAKOYAA NEPUOANYHOCTb M TUM
NPOV3BOANMON NPOBEPKK, a TakKe nepeyeHb 06BEKTOB, NOANEXALLNX BbIOOPOYHOM
npoBepKe COrnacHo 3alaHHOMY pacrnmcaHuio.

e Pexxum pabotbl (NogKNKOUEHME K CEPBEPY LEHTPaAN30BaHHOW 3aLUWTbl U OTKAKOYEHME OT
Hero).

7. YnpaBneHue nnueH3naMn (BbINONHAETCA Yepe3 MeHezxxep NNLLEeH3NN).

8. [lpocmoTp coobLieHnI O COCTOAHUM aHTUBMPYCHOW CETW, PacCbliNaeMblX CEPBEPOM
LEeHTPaN30BaHHOM 3alnThbl (ToNbko ecnn Dr.Web Industrial gns Linux pabotaet B cocTaBe
AHTUBMPYCHOWM CETU U TOIbKO €C/IV aAMUHUCTPATOP aHTUBMPYCHOW CETW 3aAacT
COOTBETCTBYHOLLYH HAaCTPOMKY Ha CepBepe LIeHTPaNN30BaHHOW 3aLLUTbl).

& Ana koppekTHoW paboTel Dr.Web Industrial gna Linux Heob6xoanMo, UTobbI
npesBapuTebHO HbINN 3anyLLeHbl ero CepBUCHbIE KOMMOHEHTbI, B MPOTUBHOM C/ly4ae OH
3aBepLUNT CBOKO paboTy HemocpeCcTBEHHO NOC/e 3amnycka, BbljaB COOTBETCTBYOLLLEE
npegynpexaeHve. B wtaTHOM pexumMe Bce HEOHXOAMMbIE CEPBUCHBIE KOMMOHEHTbI
3arnyckaroTca aBTOMaTUyYecku 1 He TpebyroT BMeLLaTeNbCTBa MOJIb30BaTeNs.

BHewHn BUA rpaduueckoro uHtepgenca ynpaBaeHus

Bug rnaBHOro okHa rpagumueckoro nHtepdeiica ynpasneHuns Dr.Web Industrial gns Linux
npeacTaBAeH Ha PUCYHKE HUXKE.

PyKOBOACTBO noJsib3oBarena
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PucyHok 3. F'padpuueckuin untepdeiic ynpasneHmnsa Dr.Web Industrial
ana Linux

B neBow yacTtu okHa pacnonoxeHa HaBraulMoHHaa naHes b, KHOMKM KOTOpOl‘/Jl NMOo3BOJIAKOT
BbIMOJIHNTb lCI,eI\/’ICTBI/IS?I, OMNMncCaHHbIe HIXKe.

KHonka

OnucaHune

1. NocToAHHO AOCTYNHbIE

=1

OTKprBaET r1aBHYHO CTpaHULUY, Ha KOTOpOI\/’I nmeeTca BO3MOXXHOCTb!:

e BKJIFOUUTb WU BbIKNHOUYUTL MOHUTOP dannoBon cuctemsl SplDer Guard;

e 3anycTuTb NPoBepKy 06bekTOB GanNoBON cnucTeMbl (Ppainios, 3arpy30UHbIX 3anmncen) n
3anyLLeHHbIX MPOLLECCoB;

e MPOCMOTPETb COCTOSIHNE aKTya/IbHOCTM BUPYCHbIX 6a3 1 BbIMOJHUTL MX OBHOB/IEHWE MPU
HeobxoANMOCTY;

e 3anycTuTb MeHeaXep NNLEH3MIN A1 NPOCMOTPa COCTOSAHWSA TEKYLLEN NLEH3NIN U
perucTpauum HOBOW, MPU HEOBXOANMOCTH.

OTKprBaET CTpaHuLy paboThbl C KaPaHTUHOM, NO3BOJIAOLLYH NMPOCMOTPETb q)al;l.ﬂbl,
NOoMeLlleHHbIe B KaPaHTWH, a TakKXXe BbINOJHUTb UX yAa/leHne A BOCCTaHOBAEHNE U3
KapaHThHa.

OTkpblBaeT 0KHO HacTpoliku paboTbl Dr.Web Industrial gns Linux, B yacTHOCTM:

e ckaHepa 06bekToB GanioBON CUCTEMDI;
e MoHuTOpa dannoson cuctemsl SplDer Guard;
e 3anycka NpoBepPOK MO pacrnmcaHuio.

Kpome Toro, 3aecb MOXeT ObITb HaCTpOeHa paboTa B peXXMMe LieHTPaan30BaHHOM 3aLLnThI.

MpepocraBaseT 4OCTYN K CNpaBOYHbIM Matepuranam 1 BCrnomMoraTesbHbIM pecypcam
KomnaHun «JokTop Beb»:

e MHDOPMaLMA O MPOAYKTE;
® PYKOBOACTBO MOJIb30BaTENS;

e dopym Dr.Web;

PyKOBOACTBO nonb3oBaTtend
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OnucaHune

e TeXHWYecKas NnojAep>Ka;

e repcoHasbHbIN KabuHeT nosb3oBaTens Mowi Dr.Web.

Bce ccbinkm OTKPbIBAKOTCA B 6pay3epe, YCTaHOBJIEHHOM B CUCTEME.

2. nOﬂBnﬂIOLI.I.VIECH B 3aBUCMMOCTU OT yCI'IOBVIﬁ

OTKprBaET CTpaHuLy CrncKa 3a4a4 NPoBEPKK, B KOTOPOM MMEKOTCA He3aBepLUEHHbIE
(BbII'IOfIHﬂI-OLLI,I/IECﬂ) 3ajayun rnpoBepPKn.

Hpucymcmeyem Ha HGGUZGL{UOHHO& nadesiu moJieko 8 cjiy4yae eciu xomsd 661 00Ha nposepka
B8bIN0J/IHAEMCA.

OTKprBaET CTpaHULYy CnncKa pe3ybTaTOB 3aKOHYEHHbIX MPOBEPOK. OKpaLLII/IBaETCﬂ B
3aBUCUMOCTW OT pe3yabTaTta:

1) 3eneHas — BCe NPOBEPKM 3aKOHUMANCH YCMELLHO, YTPO3 He HaWAEHO, NN BCe
HalZeHHble yrpo3bl 06e3BpeXeHbI;

2) KpacHas — UMetoTCs Heobe3BpeXeHHbIE Yrpo3bl;

3) >enTtas — Kakaf-AmMbo 13 NpoBepPOK 3aBepLUMaach BCAEACTBME OWNOKM.

[Mpucymcmayem Ha Hagu2ayUOHHOU NAaHe/U MOJLKO 8 C/ly4Yae ec/iu 3anyckanace xoms bbl
00Ha nposepka.

OTKpbIBaeT CTpaHuLYy NPOCMOTPa Yrpo3, 0bHapy>XeHHbIX NPy npoBepke $GaliioB ckaHepoM
A MoHuTopoM ¢arnosoi cuctemsl SplDer Guard.

[Mpucymcmaeyem Ha HagU2ayUOHHOU NAHe/U MOJLKO 8 C/ly4Yae eciu UMeromcsi 06HapyxeHHole
y2po3sl.

anIcyTCTByET Ha HaBI/IFaLI,I/IOHHOI‘/II naHeJin TONIbKO B C/lydae eC/i OTKPbITa N aKTUBHa
CTpaHuLa 3anyCcka CKaHMpoBaHWA.

Mpu nepexode Ha A6y Opy2yr0 CMPAHUYY 21a8HO20 OKHA, d MAkxe npu 3anycke
CKAHUPOBAHUS CMPAHUYa 3anycka ckaHupoeaHusi 6ydem asmomamuyecku 3akpeimd, a
KHONKA ybpaHa ¢ Hasu2ayuoHHOU naHesu.

MpucyTCTBYET Ha HaBUraLMOHHOW MaHeNN TOIbKO B ClyYae ecan OTKPbITa U akTUBHA
cTpaHuua ynpasaeHusa SplDer Guard.

lpu nepexode Ha stobyro Opyayro CMpaHuULy e1asHo20 OKHA, cmpaHuya ynpasseHus SplDer
Guard 6ydem asmomamu4ecku 3akpbima, a KHONKa yopaHa ¢ HagueayuoHHoOU naHeu.

anIcyTCTByET Ha HaBI/IFaLI,I/IOHHOI‘/II naHeJin TONIbKO B C/lydae eCin OTKPbITa U aKTUBHa
CTpaHuua yrnpaeaeHns 06HOBAEHUAMMU.

lpu nepexode Ha 06y Opy2yto CMPAHULY 21a8HO20 OKHA, CMPaHUyd ynpasaeHus
06HoseHusaAMU 6ydem asmomMamudyecku 3akpsima, a KHonka yopaHa ¢ HagueayuoHHoU
nadesu.

PyKOBOACTBO noJsib3oBarena
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KHonka  OnwucaHue

i anIcyTCTByET Ha HaBI/IFaLI,I/IOHHOI‘/II naHeJin TONIbKO B C/lydae eCin OTKPbITa U aKTUBHa
ﬂ CTpaHuua MeHeaxepa ANLIEH3NN.

lpu nepexode Ha a0OYH0 Opy2yro CMPAHUYY 21a8HO20 0KHA, cmpaHuya MeHedxepa nuyeH3ul
6ydem asmomamudyecku 3dKkpsima, a KHonka yopaHa ¢ HagueayuoHHoU naHesu.

a OTKprBaET CTpaHuLy NpocMoTpa coobuleHnn oT cepBepa LLEHTpaJ'II/IBOBaHHOI‘/II 3alnThbl.

lpucymcmayem Ha HasuzayuoHHoU naHenu mossko ecau Dr.Web Industrial ons Linux
pabomaem 8 pexume yeHmpaau308aHHoU 3auumel U aOMUHUCMpamop aHmMusupycHol
cemu Hacmpous omnpasky coobweHuli Ha 3my paboyyro CMaHyuio.

FnaBHaA cTpaHMua

Ha rnaBHOW cTpaHuue okHa rpadmyeckoro nHtepderica ynpasneHuns Dr.Web Industrial gns Linux
pacnosioxeHa LieneBas 061acTb («MULLEHb») ANA NepeTackMBaHWsA GannoB 1 KaTanoros,
nognexatmx nposepke. OHa oTMeyeHa Haanvcbto MepeTawmuTe croga panibl LN HAXKMUTE
Ana Bblbopa. [py nepetacknBaHWM 1 OTNycKaHMM $anIoB 1 KaTasoros 13 okHa GpanioBoro
MeHeaxKepa Ha rnaBHyro cTpaHuua okHa Dr.Web Industrial gns Linux 3anyckaertcs mnx
BblbopoyHas npoeepka (ecam CkaHep yxe BbINOJHAET Kakyo-A1bo NpoBepky, TO 3agava
NpPOBepPKM yKa3aHHbIX PainnoB CTaBUTCA B 0Uepeb).

Takoke Ha rnaBHOW CTpaHMLLe OKHa PacroNOXeHbl CaeaytoLme KHOMKM:

o SplDer Guard — oTobpaxaeT Tekyllee COCTOAHNE, B KOTOPOM HaXOAUTCA MOHUTOP dannoBou
cuctembl SplDer Guard. Mpur HaXaTnn OTKPbIBAET CTPaHULLY YNpPaB/ieHUs, Ha KOTOPOI MOXHO
3anycTuTb uam octaHoBuTb SplDer Guard, a Takxke NPOCMOTPETb CTaTUCTUKY ero paboTbl.

e CkaHep — Mo3BO/AET OTKPbITb CTPaHWLLY 3arycka NpoBepkn Gannos, KaTaaoroB n Apyrux
06beKTOB PanoBOM CUCTEMBI (HaMpUMep, 3arpy304Hble 3anuncu).

° I'Iocnep,l-lee obHOBneHue — 0T06pa>|<aeT Tekyliee CoOCToAaHne 0b6HOBNEHMNS BUPYCHbIX 6as.
|_|pl/l Ha>XaTnn OTKpPbIBAET CTPaHWLLY YyNpaBaeHA obHoBNEHMEM, Ha KOTOpOVI MO>HO 3anyCTuUTb
npouecc ob6HOBAEHMS MO Tpe6OBaHVII-O.

¢ JlnueHsna — oTobpaxkaeT COCTOsAHME TeKyLLen nnueH3nmn. Mpu HaxaTum OTKPbIBAET CTPaHuULLy
MeHezykepa JIMLLEH3UIA, Ha KOTOPOW MOXHO 03HaKOMUTLCS ¢ Bonee AeTanbHOM MHOPMaLmen
O TeKyLLeln NMLEH3UN, a TakXKe BbIMONHUTL NpoLeAypy NPUobpeTeHns n perucTpaLm HoBowm
NVLLEH3UW, ecn 3TO TpebyeTcs.

8.1.1. UHTterpauus co cpeaou pabouero crona

B atom paspene

e /lHANKATOP NpUaoXxeHus B 06aactu VBeﬂ,OMerHI/II\/JI

o [Mpobaembl B paboTe MHAMKATOPA MPUIOXKEHNS

o KOHTEKCTHOE MEHHD 3HaYka NaHeaun 3ajay

PyKOBOACTBO noJsib3oBarena
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Pa6ota ¢ Dr.Web Industrial gna Linux

o [Tpobaembl B paboTe 3HayYKa B NaHeaM 3aj4ay

e [MpoBepka GanaoB 1 KaTaJoroB Yepes KOHTEKCTHOE MeH $anloBOro MeHeaXepa

o [1pobaemMbl C UCNOJIb30BAHMEM KOHTEKCTHOIO MeH GalioBOro MeHeaxepa

e [lepeTtackvBaHue danioB 1 KaTaJoros Ha OKHO rpadunyeckoro nHtepdenca ynpasaeHus

Dr.Web Industrial ansa Linux noaaep>uBaeT yeTbipe cnocoba MHTerpaumm ¢ rpapunyeckmm
OoKpy>XeHunem pabouero crona:

e oTObpaxeHne B 0baacTn yBeaomIeHN paboyero cTosia 3Hauka NpUaOXKeHNs, Cy>Kallero
WHANKAaTOPOM COCTOAHWSA, U MO3BONAIOLLLErO OTKPbITh KOHTEKCTHOE MEHIO MPUIOXKEHUS;

® BbI3OB KOHTEKCTHOIO MEHH C OCHOBHbIMW KOMaHZAaMW NMPOBEPKN q>a17mos npwn Ha>XXaTunn 3Hadka
NPUAOXKEHNA B NaHEIN 3aja4 npaBoﬁ KHOMKOM MbILLW;

e 3anyck NpoBepkn GaiioB 1 KaTasoroB Npu NOMOLLM KOMaH/bl KOHTEKCTHOTO MEHHO B
rpadmyeckomMm GanaoBOM MeHeaXKepe;

e 3anyck NpoBepkn GainsoB 1 KaTasoroB Npu NepeTackMBaHNn UX MblLLbHO Ha FaBHOE OKHO
Dr.Web Industrial ans Linux.

UHankaTop npunoXkeHus B obiactv yBegomieHNM

MNocne BxoAa Nonb3oBaTens B cMcteMy B 0ba1actv yBeAomieHu paboyero ctona (ecav oHa
NoAAEePXMBAETCA UCMONb3yeMOol rpadnyeckon cpeson) areHT yBeAoMAeHIn oTobpaxaeT
MHAMKATOP B BMAe 3Hauka ¢ norotunom Dr.Web Industrial gns Linux. MiHamkaTop ncnonb3yetcs
N8 OTOBpaXKeHMA COCTOAHUA MPUIOXKEHNA, a TakxKe ANs AOCTyna K KOHTEKCTHOMY MeHto Dr.Web
Industrial gna Linux. Mpw Haanumm kakmx-1mbo npobaem B pabote (Hanpumep, yctapenm
BMPYCHble H6a3bl AW 3aKaHYMBAETCA CPOK AEMCTBUA NNLLEH3MM) HA MHAMKaTOPe NOBEPX JI0roTmna

Dr.Web Industrial gns Linux oTobpaskaeTcs CUMBOA BOCKANLATENBLHOTO 3HaKa: .

NoMMMO MHAMKATOPa COCTOAHUSA, areHT YyBeAOMIEHWI TakKe OTObpaXkaeT BCMJbIBatoLLNE
YyBEAOMNEHMSA, NHPOPMUPYHOLLIME NMOJIb30BaTENS O BaXKHbIX COObITUAX B paboTte Dr.Web Industrial
Ana Linux, Takux Kak:

e ObHapy>eHa yrpo3sa (B TOM uncne, pe3vaeHTHbIM MoHUTOpoM SplDer Guard);

® 3aKaH4YMBaeTCAa CpOK AeVICTBVIFl JINLUEH3NN.

Mpu HaXaTUKn 3HaYKa NHAMKATOPA Ha dKpaHe OTKPbIBAETCs KOHTeKCTHOoe MeHo Dr.Web Industrial
ans Linux:

PyKOBOACTBO noJsib3oBarena
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Pa6ota ¢ Dr.Web Industrial gna Linux

OBHOBWTE

OTKpbITE Dr.Web Industrial §§

OTKMOUNTL SplDer Guard  [&

PucyHok 4. KoHTeKCTHOe MeHI0 HANKaTopa
Dr.Web Industrial gnsa Linux

Mpu BbIGOpE NyHKTa MeHto OTKpbITL Dr.Web Industrial Ha skpaHe nosaseTca okHO
rpadurueckoro nHtepdenca ynpasneHns Dr.Web Industrial gaa Linux, T. e. nponcxoaut ero
3anyck. Bbibop nyHkTOB MeHo BkarouuTtb SplDer Guard nav Otkarountb SplDer Guard
NO3BO/AET 3anyCTUTb UM 3aBePLUUNTL PaboTy MOHUTOPA.

[Ana BbIKNtOUYEHNsA N0OOro MOHMTOPa HEOBXOAMMO MPONTH ayTEHTUPUKALIMIO, YKa3aB
: JIOTVIH 1 Napob NoJsib3oBaTens, obnagatoLiero agMMHNCTPaTUBHBIMU NpaBamu (CMm.
YnpaB/ieHne npaBamu NpWUIOXeHUs).

Bbibop nyHkTa OBHOBUTBL NPUHYAUTENLHO 3anycKaeT NpoLesypy NoayYeHnss OOHOBIEHWIA.

Ecam nHankaTop ykasbiBaeT Ha Haanume npobsiem B PyHkumoHnposaHum Dr.Web Industrial gna
Linux, TO B MeHI0 3Ha4OK COOTBETCTBYHIOLLLErO MyHKTAa, Bbi3BaBLUEro Npobiemy, Takxxe cHabxaeTcs

CMMBOJIOM BOCKAMUATE/IbHOTO 3HaKa, Hanpumep: ‘

Mpo6nembl B pabote nHAMKaTOpa NPUNOIKEHUA

1. Ecam nHamkatop oTobparkaeTcs C CMMBOJIOM KPUTMYECKOW OLLINOKN @ a BbinagarolLee
MEHIO COLEPXKNUT TONbKO HEAKTUBHbIM NMYyHKT 3anyckK, 3To o3HayaeT, uto Dr.Web Industrial gna
Linux He MOXeT 3anyCTUTbCA M3-3a TOTO, YTO HEKOTOPbIE CEPBUCHbIE KOMMOHEHTI
HeAoCTyMNHbl. ECn 3TO cocTosHME NpoAoIKaeTCA AAUTeNbHOE BpeMs, TO nonpobynTte
YCTpaHWTb 3Ty OLIMOKY CaMOCTOATENbHO AN 0BpaTUTECh B TEXHMYECKYHO MOAAEPXKKY.

2. Ecnv nocne Bxoza nonb3oBaTens B CUCTEMY MHAMKATOP He oTobpasuicsa B obnactu
yBeZOM/IeHWI paboyero ctona, nonpobyiTe yCTpaHUTb 3Ty OLIMOKY CAMOCTOATEIbLHO UK
obpaTnTech B TEXHNYECKYHO MOAAEPXKKY.

B HeKoTOpbIX OKPY>KEHUAX paboyero cTosa BHELLHWI BUA U MOBEAEHUE UHAMKATOPa MOTYT
: OT/IYaTbCA OT OMMCAHHOTO, HaNpPUMepP, MOTyT He 0TObpPaXkaTbCs 3HAUKM B BbiMajatoLLEM
MEHHO.

PyKOBOACTBO nonb3oBaTtend
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Pa6ota ¢ Dr.Web Industrial gna Linux

KOHTeKCcTHOe MeHI0 3HauKa naHenm 3aga4y

3anycTuTb NpuaoXeHe MOXHO nyTtem Bbibopa nyHkTa Dr.Web Industrial B meHto
Mpunoxxenuna. Echn okpyxeHne pabouero ctosna nogaep>XK1MBaeT UCMONb30BaHWE NaHeNu 3a4au,
TO nMpw 3anycke rpadpuueckoro nHtepderica Dr.Web Industrial gnq Linux Ha nanenn 3agau
MOABUTCA KHOMKA CO 3HAaUYKOM MpPUNOXeHUA. HaxaTne KHOMKM 3anyLeHHOro NpuaoXeHus
MpaBOW KHOMKW MbILLM OTKPOET Ha 3KpaHe KOHTEKCTHOE MEHIO, MPUMEPHbIV BUA KOTOPOTO
nokasaH Ha pucyHKke HuxKe (MeHto naHenn Ubuntu Dock).

Bce okHa

Hoeoe okHO

BbiCTpas NpoBepKa

MonHas NpoBepKa

BeibopouHaa npoeepka

YAanuTe M3 u3bpaHHoro

3aKpbiTh

PucyHok 5. KoHtekctHoe meHto Dr.Web Industrial ana
Linux B naHenu 3apau
e Bbibop nyHkTOB MeHo BbicTpasa npoBepka, MonHas npoBepka v BbibopouHasa npoBepka
NO3BO/AET 3aMyCTUTb COOTBETCTBYHOLLYHO 3a4a4y NpoBepku (415 BoibopouHaa npoBepka —
OTKPbITb CTPaHWLy Bblbopa 06beKTOB, NoANEXAaLLMX NPOBEPKE).

e Bbibop nyHkTa meHto Dr.Web Industrial 3anyckaet rpadpuuecknin nHtepdenc (ecam oH He
3anyLleH), a NnyHkTa BbiTn — 3aBepluaet paboty rpadurueckoro nHtepdeinca (ecam oH
3anyLieH B 4aHHbIA MOMEHT).

e Bbibop nyHkTa meHo MpuKpenuTb K NaHen No3BoAsSET 3aKPEnUTb KHOMKY NPUIOXKEHWS Ha
naHenun 3azay ana 6bICTPOro AocTyna K 3anycky rpaduyeckoro nHTepderica 1 OCHOBHbIX 3ajau
npoBepKM.

Ecnm B ouepeay 3a4a4 MMEHOTCA BbINOJHAEMbIE 3afayn NpoBEPKN q)aVIJ'IOBOl‘/JI CNCTEMBbI, MOBEPX
KHOMKW CO 3HAYKOM NMPUNOXKEHNA B NaHENN 3aja4y 0To6pa>|<aeTcs1 NHAVKaTOP CyMMapHOTo
BbIMO/IHEHMA aKTUBHbIX 3a4ay NPOBEPKN.

PyKOBOACTBO noJsib3oBarena
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Pa6ota ¢ Dr.Web Industrial gna Linux

I B PasnnNYHbIX OKPY>XXEeHMNAX pa6oqero CTOJ1a BHELLHWI BU/A rnMaHenn 3agady, KOHTeKCTHOro
: MEHIO N noBejeHUe NMyHKTOB MEHHKO, OT/INYHbIX OT BbICTpaﬂ nposBepka, MonHasn
npoeepka v Bbl60p0'~lHaﬂ npoBepka, MOryT oTJindaTtbCA OT ONMNCAaHHOTO.

Mpo6nembl B paboTte 3HauKa B naHe/u 3agay

Ecam 3Hauok 3anyLeHHoro rpaduyeckoro nHTepdeica otobpaxkaercs Ha NaHenu 3agay, HO
BbiMajatoLLlee MEHIO He COAEPXKUT MYHKTOB 3amnycka 3ajay NpoBepKu, NonpobyinTe oCyLLecTBUTb
3anyck rpaduyeckoro npuaoxeHuns vyepes Bblbop nyHkta Dr.Web Industrial meHto
MpunoxxeHna (BMecTo 3anycka Yepes BbINOJAHEHNE KOMaHAbl drweb-gui B aMynsTope
TepMuHana nam Boeibopa nyHkTa OTKpbITh Dr.Web Industrial B meHto nHavikatopa npunoxexus
B 06/1aCTV yBEAOMAEHWNN).

MNMpoBepka ¢pannioB 1 KaTasI0roB Yepes KOHTEKCTHOE MEHIO
dannoBoro meHeppkepa

Dr.Web Industrial gns Linux no3BoaseT BbINOAHATL NpoBepky GaNoB 1 KaTanoros
HenocpeaCcTBEHHO 13 OKHa rpaduyeckoro dpannoBoro MmeHeaxepa, Hanpumep, Nautilus. Ans
npoBepku GarnoB 1 KaTanoroB He0HXoANMO:

1. Bblaenutb nx B OkHe $HaliIoBOro MeHeAXepa 1 HaXaTb NpaBy KHOMKY MbILLW.
2. B oTKpbIBLIEMCS KOHTEKCTHOM MEHH0 BbibpaTh NyHKT OTKPbITH B A4PYroi nporpaMmme.

3. B nosBMBLUEMCS CMNCKE YCTAHOBAEHHbIX NPUAOXeHWN HarTu Dr.Web Industrial gns Linux.

Kak npaBuio, nocne nepsoro ucnosab3osaHus Dr.Web Industrial gns Linux B kauectse
MPUAOXKEHNA A1A OTKPbITUA GainioB., 3Ta accoumauma byaet 3anoMHeHa $panoBbIM MEHeAXEPOM
N B fafibHENLLIEM B KOHTEKCTHOM MeH0 byaeT aoctyneH nyHKT OTkpbiTh B Dr.Web Industrial.

| B paznunuHbix rpaduueckmnx GannoBbix MeEHeAXEPaX YKa3zaHHOE Ha3BaHWe NMyHKTa
: KOHTEKCTHOrO MeHHO ANA BbIbOopa NPUIoXeHUs, Takxke Kak 1 cnocob Bbibopa NpuioxeHus
M3 CMWCKa YCTaHOBJ/IEHHbIX B CUCTEME, MOTYT OTAIMYATLCA OT OMMCAHHOTO.

Mpo6aembi c NcNoNb30BaHNEM KOHTEKCTHOro MeHio ¢paii/ioBOro MeHeaKepa

Ecnv B dannoBom MeHeaxepe Npu MOMOLLM MYHKTA KOHTEKCTHOTO MeHI0 OTKpPbITb B APYrou
nporpamme BbibpaTe Dr.Web Industrial ans Linux, To HekoTopble rpadurueckme cpeabl ans OC
GNU/Linux MOryT aBTOMaTnyecku HaCTpouTb accoumaunto dannos nam katanoros (no MIME-
TMNy 3TnXx 06bekToB) ¢ Dr.Web Industrial ans Linux. B 3ToM cnyyae oTkpbiTUe Taknx Ganios m

kaTanoros B $pansIoBOM MeHegkepe byaeT npuBoanTsb K 3anycky Dr.Web Industrial gns Linux.

[ns ncnpaBneHWsa 3TON CUTyaLUmM OTMEHNTE HaCTPOEHHYH acCcoLMaLIo.

PyKOBOACTBO noJsib3oBarena
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MNepetacknBaHue ¢aiiNoB N KaTasIoroB Ha OKHO rpagunueckoro
uHTtep¢eiica ynpaBaeHns

Dr.Web Industrial gna Linux no3soaseT BbINONHATL MPOBEPKY $anioB v KaTasoros nyTem
nepeTackvBaHWA MX yKasaTesem Mblln 13 OKHa o63opa $anaoB 1 KaTaaoros rpadpuyeckoro
darnosoro meHeaxepa Ha okHo Dr.Web Industrial gna Linux. Ytobbl Hauanacb npoBepka
dannoB 1 KaTanoros, NePeHeCeHHbIX Ha OKHO NPWIOXEHUA, He0BX0AMMO, YTOBbI OKHO BblN0
OTKPbITO Ha [N1aBHOW CTPaHULLE WM Ha CTpaHuLe Bbibopa Tuna npoBepku. Ecam Ha cTpaHuue
okHa Dr.Web Industrial gns Linux ectb obnactb ¢ Hagnucoto Mepetawure croaa $paiisibl uam
Ha)XKMuTe ANA Bbi6opa, TO Ha 3Ty CTPaHMLY MOXHO nepeTacknBaTb Gpainbl 1 KaTanoru Ans
NpOBepKw.

8.1.2. 3anyck n 3aBepLieHue paboTbl

3anyck rpadpunueckoro nHrepgemca ynpasneHma Dr.Web Industrial
Aana Linux

[nsa 3anycka rpapuyeckoro nHtepdeica ynpasnernus Dr.Web Industrial ansa Linux Heobxogumo:

e BblbpaTh B cMcTeMHOM MeHto Mpunoxxkenus nyHkT Dr.Web Industrial, anm6o

® HaXkaTb NPaBOW KHOMKOW MblWwW Ha nHavkatop Dr.Web Industrial ans Linux B o6nactu
yBeAOM/IeHMI paboyero ctonia 1 BbibpaTh B BbiMNajatoleM MeHto NyHKT OTkpbiTb Dr.Web
Industrial.

Bbl Takoke MoxkeTe 3anyctutb rpadpuyeckunin utepdenc ynpasaernma Dr.Web Industrial gaa Linux
M3 KOMaHAHOW CTPOKY, BBeAA KOMaHAy drweb—-gui & B 3MynaTope TepMuHana.

3aBepluieHue paboTbl rpadpuueckoro nHTepgenca ynpaBaeHus
Dr.Web Industrial gaa Linux

[na 3aBepeHna pabotel rpadpuryeckoro nHTepdenca ynpasaeHna Dr.Web Industrial gna Linux
HeobXxoAMMO 3aKpbITb €r0 OKHO, MCMOJb3YS CTaHAAPTHYHO KHOMKY 3aKPbITUA, PaCroNOXKEHHYHO B
3aro/soBKe OKHa.

I Mpw 3aBepLlueHnn paboTsl rpadpuryeckoro nHtepderica Dr.Web Industrial gns Linux
: CepBUCHbIE KOMMOHEHTbI, BKItOYasa areHT yBeAoMaeHni, MoHuTop SplDer Guard
NPOAO/IKAOT CBOKO PaboTy (€CNN OHW He Bblan OTKAHOUEHbI MO/Ib30BaTENEM).

B wraTHOM pexxnme Bce HeObXOAMMbIE CEPBUCHbBIE KOMMOHEHTBLI He TPpebytoT
BMeLLaTeNbCTBa MOJIb30BaTENS B CBOO paboTy.

PyKOBOACTBO nonb3oBaTtend
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1.3. NMounck n o6e3BpeXxnBaHue yrpos

Mounck 1 obe3BpexrBaHme yrpo3 ocyLuecTBaseTcs kak CkaHepoM (no TpeboBaHuIo NoJib3oBaTens
WAW NO 3aZaHHOMY pacnucaHuio), Tak U B npoLecce paboTbl MOHWUTOPa $alnoBON CUCTEMDI
SplDer Guard.

8.

Bkntouenmne v BoikntoueHme SplDer Guard ocyliectBaseTcs Kak U3 MeHto B obaactu
yBeZlOMNEeHWI, Tak N Ha COOTBETCTBYIOLMX CTPAHMLIAX yNpaBaeHna nx paboTtom (cm.
MOHUTOPUHI GansioBON CUCTEMBI).

O630p TekyLMx 3aaa4 Ha nposepky CkaHepoM 06bEKTOB GaioBON CUCTEMBI U yrNipaB/eHme
VMW OCYLLLECTBIAETCA Ha CTPaHMLE yNpaB/eHNs CMUCKOM MPOBEPOK.

Bce yrpo3bl, 06Hapy>KeHHble CkaHepoOM MAN MOHUTOPOM darnoBoi cuctembl SplDer Guard,
oTObpaxkatoTca B BUAE CMMCKa Ha CTpaHuULe NpocMoTpa 0bHapy >KEHHbIX Yrpo3.

YnpaBnieHune yrpo3amu, NoOMeLLEHHbIMU B KaPaHTUH, OCYLLECTBAAETCSA Ha CTpaHuLEe paboThl C
KapaHTUHOM.

Hactporika peakummn Dr.Web Industrial gns Linux Ha o6Hapy>eHHble yrpo3bl OCyLLeCTBAAETCSA B
OKHe HacTpoek. TaM e UMeeTCs BO3MOXHOCTb BKIKOUWTb U HAaCTPOUTb pacnvcaHve
nepuoANYECKNX NPOBEPOK.

@ Ecnn Dr.Web Industrial ans Linux paboTaeT noz ynpaeaeHvnem cepeepa

: LLeHTPaAn30BaHHOM 3aLlnTbl, HA KOTOPOM BKJFOUEH 3aMpeT Ha 3anyck NpoBepkun Gannos
nosb3oBaTeneM, To cTpaHvLa CkaHep okHa Dr.Web Industrial gas Linux 6yzet
HezoCTynHa. Kpome TOro, B 3TOM C/lyyae areHT yBeAOMAEHWUI 1 rpaduyecknii uHTepdeinc
yrnpaB/ieHVs He ByAyT 3anyckaTb NPOBEPKM MO PaciMCaHUIO.

1.3.1. MpoBepka 06beKTOB NO TpeboBaHMIO

B aTom pasaene

Tunbl BbINOJHAEMbIX MPOBEPOK

3anyck NpoBepKun

JobasaeHve n yaaseHne o6bekToB 13 CrMCKa BbIBOPOYHON MPOBEPKHU

3anyck BbI6ODOL4HOI\/’I MNPOBEPKN N3 CNINCKA

Tunbl BbINOJIHAGMbIX nMpPpoBepPoOK

Mo TpeboBaHmio Nonb3osaTens CkaHep MOXET BbIMOAHATL CleAytoLLMe TUMbl MPOBEpPOK:

beicmpas nposepka — npoBepkKa TONAbKO CTPOro onpeaeneHHoro Habopa KpUTU4eckmx
CUCTEMHbIX O6BEKTOB, MOABEPXKEHHbIX HanbobLLEeMY PUCKY (3arpy304Hble 3anmncu JUCKOB,
cUcTeMHble dalabl v T. ).

lMosHas nposepka — npoBepka BCex 06beKTOB NI0KaNbHOW GanNoBOM CUCTEMBbI, AOCTYMHbIX
Nnosib30BaTesto, OT MUMeHU KoToporo 3anyuieH Dr.Web Industrial gaa Linux.

PyKOBOACTBO nonb3oBaTtend
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e BeibopoyHasa nposepka — npoBepka 06bekToB GanoBON CUCTEMbI NIV HEKOTOPBIX OO6BEKTOB
cneumnanbHOro TUna, HeMoOCPeACTBEHHO YKa3aHHbIX NOlb30BaTeNIEM.

| Ecnn Dr.Web Industrial ans Linux paboTaeT noz ynpaeaeHvnem cepeepa
: LLeHTPaAn30BaHHOM 3allnTbl, HA KOTOPOM BKJFOUYEH 3aMpeT Ha 3anyck NpoBepkun Gannos
nosb3oBaTeneM, TO 3Ta cTpaHuua okHa Dr.Web Industrial gnsa Linux 6yaeT HegocTynHa.

Mpw npoBepke 06EKTOB YBENINUMBAETCSA Harpy3ska Ha NPOLLEccop, YTO MOXKET MPUBECTU K
BbICTPON pa3psaAKe akKyMyasTopa B CyYae UCMOJ/Ib30BaHWUA MOBUAbHBIX YCTPOMCTB.
Mo3TOMy Ha MOPTaTUBHbLIX KOMTMbIOTEPAX PEKOMEHAYETCS NMPOBOAUTL MPOBEPKY CUCTEMDbI
NPV NUTaHWKN OT CETU.

3anyck npoBepKu

3anycTute npoLiecc NpoBepkn 06beKTOB HalnioBOM cUCTEMbI, HaxaB CKaHep Ha [/1aBHOV
CTpaHyLLe OKHa.

Mpw 3TOM OTKpOETCs CTpaHuLa Bbibopa Tvna npoBepkn. YTobbl MHULMNMPOBATL bbicmpyro Uau
[NosHyto NPOBepPKY, HaXXMUTE COOTBETCTBYHOLLYHO KHOMKY. [ocne 3Toro npoeepka Ha4HeTCs

aBTOMaTn4yeCcKu.
%] Dr.Web Industria EI ]
Q EI:ICTpaH npoeepka
EPKa KPUTUYECKHMX ( TEMHBIX ODBEKTOB
Q E MonHaA NnpoBepKa
l FOBEPKE BCEX AOCTYNHLX Davnos M KaTanoros
Meg JATE CH ba | AW Ha M 18 BeiGopa
(? I%l HaxMnTe Ha 3amok gnA Noay4YeHus Npae agMUMHACcTRaTopa

PucyHok 6. Bbi6bop TMna npoBepku

& MpoBepka 06beKTOB BCeraa BbinoaHAeTca CKaHEPOM C TEKYLLUMMU NpPaBaMu MPUAOKEHWS.
Ecnn npunoxkeHve He obnasaeT NoBbILLEHHBIMW MPaBamu, TO Npu NpoBepke byayT
nponyLleHbl Bce Garbl 1 KaTanorn, HeAOCTyMHble Nob30BaTesto, 3anyctusLiemy Dr.Web
Industrial gns Linux. YTo6bl 06€CneunTs NPOBEPKY BCEX TPEbyeMbIX GaliioB, BAajeNbLEeM
KOTOPbIX Bbl HE fIBASIETECh, Mepes HayaloM MPOBEPKMN MOBbICbTE NPaBa NPUAOXKEHMUA (CM.
pa3gen YnpaeaeHve npaBamMuv NPUIOXKeHU).

PyKOBOACTBO nonb3oBaTtend
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Ecan TpebyeTcs BoibopoyHas nposepka Tonbko Tpebyembix $paiiioB 1 KaTasoros, TO 3TO MOXHO
caenatb NH0HLIM 13 CNOCOBOB, YKa3aHHbIX HUXE:

o HEPETaCKVIBaHVIe yKa3saTteJsieM MbIlUn

®annbl 1 KaTanory, noasiexkalime NpPoBepke, MOXHO NepeTaLmTb MbilbHO U3 OKHa $GannoBOro
MeHezXKepa Ha OTKPbITYHO CTpaHuLy Bbibopa TMMna NpoBepKU (B 30HY, OTMEYEHHYHO HaAMUCbHO
MepeTtawure croga ¢paiinbl MM HaXKMUTE ANA BblI6opa). Takxke MOXHO nepeTaLLmTb UX Ha
rNaBHYH cTpaHuLy okHa Dr.Web Industrial gas Linux.

Mpw nepemeLleHnn GainoB UM KaTasoroB ykasaTesleM MbILM Ha OKHO Ha HeM OTobpaxkaeTtcs
obnactb, cogepxkalyas Haanvcoe Momectute ¢ainbl croaa. /15 Havana NPOBepPKM BbIOPaHHbIX
dannoB LOCTaTOUHO «BPOCUTL» X HA CTPaHWLLY, OTNYCTUB KHOMKY MbIlW. Mocae 3Toro
npoBepKa HaYyHeTCs aBTOMaTUYeCcKM.

MomecTUTe hains! Claa

PucyHok 7. O6nactb pobaBneHus ¢aiinos
e dopmupoBaHMe cNcka 06bLEKTOB AN BbIGOPOUHOI NpoBepKn

Ana opmmposaHMa cnmncka 06BbEKTOB AN BbIBOPOYHOW NPOBEPKN HEOBXOAMMO HaxaTb Ha
obnactb fobaBneHns GaininoB. B aToM ciyyae Ha 3kpaHe OTKPOETCSA CMUCOK 06bekToB ANA
BbIBOPOYHOWN NPOBEPKMU.

PyKOBOACTBO noJsib3oBarena
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E BuiGopouyHaa npoeepkKa
ﬁ BribepuTe uaw nepetawmnTe clofa obbekThl ANA NpoOBEpKU.
s 5 [*7] 3arpysounsie 3anucK Boex auckoB
Q "7 CucTemubie ncnonsseMesie dains v GuBAnoTEKN
.............. E'I KaTanorw c painamMy nons30BaTens
v E'I 3anyuleHHble Npoueccsl
v E'I Downloads
'E} + | = MpoBepUTL
l? HamxmuTe Ha 3aMok gna nony4yeHy|A Npas agMAHWUCTpaTopa

PucyHok 8. Cnucok 06beKkToB A/ BbIGOPOUHOW NpoBepKu
B cnucke ecTb yeTbipe cneumanbHbIX MyHKTa, 3a4atoWwmnx npegonpeseneHHble rpynnbi
06BbEKTOB:

o 3aepy304Hble 3anucu 8cex OUCKO8 — BCe 3arpy304Hble 3anmncu BCeX AOCTYMHbIX B CUCTEME
JINCKOB.

s CucmemHeble ucnosiHsaemsle ¢alisel u bubauomeku — BCe KaTanoru, cogepxalime
CUCTeMHble ucnonHaemble dannbl (/bin, /sbin U T. 4.).

o Kamasoau ¢ gpatinamu noas3oeamesis — KaTanoru, cogepkatime Gpainbli Noab30BaTeNa u
TeKylLero ceaHca paboThl (AOMaLLHWIA kKaTanor /home/ <username>
(~), /tmp, /var/mail, /var/tmp).

B 3anyu¢eHHb/e npoyeccel — NCNoOJIHAEMbIE c|>a17|nb|, M3 KOTOPbIX 6bin 3anyuweHbl npouecchbl,

aKTUBHbIE B CMCTEME B AaHHbI MOMeHT. [1pn 3TOM, ecan B ncnosHaemom danne

obHapyXXmnBaeTCs yrpo3a, TO BCe MPOLECChI, 3anyLLeHHbIe U3 3TOro daina, NPUHYAUTENbHO

3aBepLuaroTcs, a Kk Ganny MPUMeHATCA Mepbl MO HEWTPaM3aLmn yrposbl.

[No6aBneHne u yganeHne o6beKToB N3 cNUcKa BbiIbopouHoMn
npoBepKu

I'Ipm HeO6XO,£I|VIMOCTVI Bbl MOXXETE ,£I,O6aBMTb B CNMNCOK BbI6OpO‘-IHOl7I NnpoOBEPKN COBCTBEHHbIE nyTn

ana nposepku. lns 3Toro nepertaiwmte Tpebyemble 06BEKTbI MbiLbO (MyTH, BeayLime K

yKa3zaHHbIM 0bbekTaMm, byayT aBToMaTMUecku A0baBAeHbl B CMUCOK BbIBOPOUYHOW NPOBEPKM) NN

HaXXMuTe + MOZA CMUCKOM. B aToM ciyuae oTkpoeTtcs cTaHAapTHOe OKHO Bbibopa $alinos u
KaTasnoro.. Bbibepute Tpebyembii 06beKT (Ppain nam katanor) u Haxxmute OTKPbITh.

Haxxmute — nog Cnuckom Anda yaaneHusa BCex BblAENEHHbIX MyTen U3 cnmcka (NyTb CYUMTaeTCs
BblAENEHHbIM, €C/IN BbiAENEHA CTPOKA CNIUCKA, coAep Kallas nyTb). Ytobbl BbliaennTs 6onee
OAHOTO NyTW, BblAENANTE 31eMEHTbI Crncka ¢ HaxaTton knasuwen SHIFT nan CTRL.

PyKOBOACTBO nonb3oBaTtend
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@ ®alinbl 1 KaTanory € yCTaHOBEHHBIM aTPUOYTOM «CKPbITbIA» MO YMOAYAHWUIO He

oTOBpaXkaroTcs B OKHe Bblbopa GpainnoB 1 KkaTanoros. YTobbl 0TO6Pa3nTb UX, HAXMUTE (#)
Ha MaHeNn NHCTPYMEHTOB OKHa Bbibopa halisioB 1 KaTasoros.

MepBble YeTbipe NpesonpeseneHHbIX MYHKTa YAaiuTb U3 CMUCKa HEesb3s.

3anyck BbI6OpPOUYHOI NPOBEPKM U3 CNUcKa

UT06bI HauaTb BbIGOPOUHYHO MPOBEPKY, YCTAHOBUTE B CNNCKE bIaXKKn Y BCEX OOBEKTOB,
noAsexalymx npoeepke, 1 HaxxmuTe MpoBepuTtb. [ocie 3TOro 3anycTuUTca NpoBepka.

Mocne 3anycka co3gaHHas 3ajada NPOBEPKU MOMELLAETCS B OUepesb, KOTOPas COAEPXKUT BCe
NpoBepKw, BbiNoHsABLNeCs CKkaHepOM B TeKyLL,eM ceaHce paboThbl, Kak 3aBEPLUEHHbIE, TaK U
BbINMONHAOLLMECS B JAHHbIN MOMEHT W/IM eLlle TOJIbKO OXMAAHOLLIME CBOETO BbINOJHEHUS.
MpocMOoTp crvcka 3agay NPOBEPKM U yNpaB/eHre UM OCYLLLECTBASETCS Ha CTPaHULLEe NPOCMOTpa
Cruvcka 3a/iay NpPoOBEpKMU.

8.1.3.2. NpoBepka 06bEKTOB NO pacnMcaHUIO

B atom paspene

e TuMbl BbINOJIHAEMbIX MPOBEPOK

e 3anyck NpoBepKun

Dr.Web Industrial gna Linux Mo>XeT BbIMOAHATL aBTOMATUYECKMI 3aMyCK NePUOANYECKMX
NpOBepOK 3aZaHHOro nepeyHs o6beKTOB GaoBOM CUCTEMbI MO yKa3aHHOMY pacrnuncaHuio.

| Ecnv Dr.Web Industrial ans Linux paboTaeT nog ynpasieHnem cepeepa
: LLEHTPa/IM30BaHHOW 3aLLKMThl, HA KOTOPOM BKJ/IFOUEH 3ampeT Ha 3anyck NpoBepky $hannos
noJsib3oBaTesieM, TO 3Ta BO3MOXHOCTb Dr.Web Industrial gns Linux 6yaet HegocTynHa.

Tunbl BbINO/IHAEMbIX NPOBEpPOK
Mo pacnnMcaHNo MO>XHO BbINOJIHATb Chedyrolne TUMbl NPOBEPOK:

e boicmpas nposepka — npoBepKa TONbKO XeCTKO onpeaeneHHoro Habopa KpUTU4ecKmnx
CUCTEMHBIX OO6BEKTOB, MOABEPXKEHHbIX HaNBObLLEMY PUCKY (3arpy304UHble 3anncn ANCKOB,
cucTeMHble Galnbl U T. ).

e [lonHasa nposepka — npoBepKa Bcex 06bEKTOB JI0KaIbHOW GanIoBOM CUCTEMBI, AOCTYMHbIX
nosib30BaTesto, OT UMeHWN KoToporo 3anyuieH Dr.Web Industrial gaa Linux.

e BeibopoyHasa nposepka — npoBepka 06bekToB GanoBON CUCTEMBI, N HEKOTOPbIX O6bEKTOB
cneumnanbHOro TMna, HeMoOCPeACTBEHHO YKa3aHHbIX NOlb30BaTeNEM.

PyKOBOACTBO noJsib3oBarena
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3anyck npoBepKu

MpoBepKM 3anyckaroTcs aBTOMATUUECKM, COMIacHO 33, aHHOMY pacrnycaHuio. 3amnyck NPoBEPKM
OCYLLeCTBAETCS:

1. CaMmuM rpaduyecknm nHTepdencom, ecn oH 3anyLlieH B MOMEHT Hayasia NpPOoBEPKMU.

2. AreHTOM yBeJOM/EHWNI, €CIN B MOMEHT Havana NpoBepKu rpadpuueckmin nHtepdenc
HeOCTyMeH.

Mpw Hayane NPOBEPKM MO pacnMCaHNO aBTOMaTUUECKM 3anycKaeTcs rpaduuecknii MHTepdenc
ynpaB/ieHUs (€C/IN OH eLLe He 3aMyLLeH), Co34aHHas 3aZava NPOBEepPKM MOMELLAETCs B OYepeab,
KOTOpas COAEPXXUT BCe MPOBEPKM, BbiNO/HABWMeCH CKaHEPOM B TEKYLLLEM ceaHce paboThl, Kak
3aBEpPLUEHHbIE, TaK U BbIMOJHAKOLLMECS B JaHHbIA MOMEHT WK eLLe TONbKO OXUAatoLLne CBOero
BbINONHEeHMs. [TpOCcMOTp cnuncka 3azay NPOBEPKU M yrNpaB/ieHNE UM OCYLLECTBASETCS Ha
CTpaHyLLe NPOCMOTpPa CNMcka 3a/iay MPOBEPKU.

8.1.3.3. YnpaBneHue cnuckom npoBepok

MepeyeHb co3jaHHbIX 1 BbinoaHALLWMXcA CkaHepOM 3agad MpoBepkn 06bekTOB GainnoBom
CUCTEMbI U UX pe3yabTaToB AOCTYMNeH Ha cneunanbHou cTpaHuLe okHa Dr.Web Industrial ans
Linux. Mpwu Haanumm B ouepean CkaHepa xoTa 6bl OAHOW 3aAauw, Ha HaBUTALLMOHHOW MaHenn
OKHa MOABAAETCA cneLynanbHas KHOMKa, HaXaTne KOTOPOW OTKpbIBaeT CTpaHuLbl 0630pa cnvcka
3aa4 NpoBepku. B 3aBMCMMOCTM OT COCTOAHMA 3aAay MPOBEPKM, 3Ta KHOMKa UMeeT CeAyoLLmm
BUA:

B cnuncke 3asau nmeroTcA HesaBepLUEHHbIe NPOBEPKM (MCMOb3yeTCa aHUMaL ).

Bce npoBepky, MMetOLLMECs B CMINCKE, 3aBEPLLEHBI UKW BblAN OCTaHOBAEHbI MOJb30BaTENEM,
Yrpo3 He HalZAeHO, UK BCe HalAeHHbIe Yyrpo3bl 06e3BpeXeHbI.

0 Bce npoBepky, MMetOLLMECs B CMINCKE, 3aBEPLLEHBI UKW BblAN OCTaHOBAEHbI MOJb30BaTENEM,
NMerTCA Heobe3BPEXKEHHbIE YrPO3bl.

Bce npoBepky, MMetoLLMEeCcs B CNNCKe, 3aBEPLLEHbI UK BblI OCTaHOBAEHbI MOJIb30BaTENEM.
MmetoTcs npoBepky, 3aBepLUMBLLNECS 1M3-3a OLUMOKW.

3aszaum B CNmUcKe ynopsaa0oYeHbl MO MePe UX CO34aHNA CBEpXY BHWU3 (OT caMOM NociaeAHen K
nepBown).

PyKOBOACTBO noJsib3oBarena
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™ Dr.\Web Industria El =]
E WHuuwuposaHa pete
. BLICTpPaA NPoOBepKa 3anyLieHa... 11.12.2023 19:27
ﬁ fopt/drweb.com/lib/xB6_64-linux-gnu/gtSitranslations/qtdeclarative_ru.gm
Yrpos Ofe3epeMeHo MponyweHs Becero
[ ] 0 0 0 10154
@ OcTaHoBUTL| OT4eT

WHuuwmposaHa

ete
11.12.2023 19:27

T, MonHas NnpoBepka ocTaHOBNeHa

¥rpos ObezepemeHo Mponywero Bcero

0 0 0 1926

'E]' 3aKpbiTh OT14er

PucyHok 9. Cnucok nposepok

[ns Kaxzaom 3agaum BbIBOAUTCA Ceaytolas MHbopMaums:

e TUN npoBepku (bbicmpas nposepka, [NosHas nposepka, BoibopoyHas nposepka nan MNMposepka
Nno pacrnucaHuio);

® 1IMA M0Jib30BaTeNd, MHULMNPOBAaBLLEro NPOBEPKY (€C/IV UMA MONb30BaTENA HEU3BECTHO,
BbIBOAMTCA €ro CUCTeMHbIV ngeHtndukatop — UID);

® [1aTa CO34aHWNA 3aayn N ee OKOHYaHNA, eC/IM OHa y>XKe 3aBepLUeHa;

® KOMYECTBO OBHapY>KEHHbIX Yyrpo3, 06e3BpexXeHHbIX Yrpo3, NponyLeHHbIX GanioB 1 obliee
KONIMYECTBO NPOBEPEHHbIX O6BEKTOB.

CocCTOsIHME, B KOTOPOM HaxOAMTCS 3aa4a, YKa3blBAeTCA MNPV NOMOLLY LIBETOBON METKM,
NPUCBOEHHOW 3ajaue B cnvcke. Vicnonb3ytoTcs cnegytolme LBeTa:

I'IpOBepKa elle He 3aBeplleHa nan 4oXnaaeTca cBoel odepean.

MNpoBepka 3aBepLUeHa UAN OCTaHOBJ/IEHA MOJb30BaTeNIeM, YTPO3 He HalAEHO, NN BCe HaleHHble
Yrpo3bl 06e3BpeXeHbI.

I MNpoBepka OCTaHOB/EHA W3-3a BO3HUKLUEN OLUNOKM.

I MNpoBepka 3aBepLUeHa WM OCTaHOBJIEHA MOb30BaTeNEM, MMEHOTCS HeoHe3BpeEXEHHbIE YTPO3bl.

B cnucke otobpaxkaroTca ToNbKO Te NPOBepPKH, BbiNosHseMble CKkaHepoM, KOTopble Bblan
: HemnoCcpeACTBEHHO MHNLMNPOBaHbI Nosib3oBatesiem B okHe Dr.Web Industrial gna Linux, a
Tak>Ke MPOBepKK, 3aMyLLeHHble aBTOMaTUYeCcKn Mo 3aZaHHOMY pacrnmncaHuto.

Ha obnactu onncaHus 3ajayn MOXKET pacnojaratbCa ogHa M3 CeAYHOLLMX KHOMOK:

o OTMEeHUTb — OTMEHUTb NPOBEPKY, 40KNAaHOLLYHOCA cBoen oyepean. ,ﬂ,OCTyI'IHa, €CQn 3aja4a

OXWAaeT BbINoAHeHus. MNocne HaxkaTus 3agava 3aBepluiaeTcs. IHpopmaLms o 3agave octaetcs
B CMMCKe.

PyKOBOACTBO nonb3oBaTtend
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e OCTaHOBUTb — OCTaHOBUTb Ha4yaTyro NMpoOBEpPKY 6e3 BO3MOXXHOCTM ee BO30OHOBIEHMS.
,ﬂ,OCTyI’IHa, eC/in 3aja4a BbINONHAETCA. [Mocne HaxaTus 3ajiladva 3aBepLuaeTcd, a B Crncke
OCTaeTcAa VIHCI)OpMaLI,VIFI O 3aja4ye, cojep>xalasa pe3ysibTatbl MPOBEPKU, MONYyHEHHbIE K MOMEHTY
OCTaHOBKMW.

e 3aKpbITb — 3aKPbITb NHGOPMALMIO O 3aBEPLUEHHON 3ajaue 1 yAaauTb ee 13 crnucka.
[ocTynHa, ecv 3ajava 3aBepLUeHa U He MMeeTcs Heobe3BPeXXEHHbIX Yrpos3.

e O6e3BpeanNTb — BbINOAHUTL 06e3BpeXMBaHMe yrpo3. JocTynHa, eciv 3agaya NpoBepKy
3aBeplLUeHa 1N UMetoTcA Heobe3BpeXXeHHble Yrpo3bl.

e NMoapo6bHee — nepeiiTy K NPOCMOTPY cnuncka yrpo3. JoctynHa, eciv no pesynbratam
ob6e3BpexXMBaHNA HEKOTOPbIE YrPO3bl OCTaINCh Heobe3BPEXEHHBIMU.

Haxatne ccbiikv OTUeT OTKpbIBaeT Ha 3KpaHe OKHO OT4eTa, cofep Kallero nogpobHyro
MHPOpPMaLMIO O NPOBEpPKE, BKIKOYUALOLLYHO B cebs Kak ob6LLyro nHbopMaLmto o 3ajave, Tak U
nepeyeHb 06HAPY>KEHHbIX YTPO3, eC/IN OHM BbINN OBHAPY>KEHbI B XOAE 3TOM MPOBEPKW.

|55 Dr.Web Industrial i |

| JKCMOPT... | 3aKpLITE

PucyHok 10. etanbHaa nHpopmaumsa o nposepke

@ B dannoson cucteme Unix-nogo6HbIX OnepaLmoHHbIX CUCTEM, K KOTOPbIM OTHOCATCA 1 OC
GNU/Linux, MoryT BCTpeyaTbCs creumnanbHble 06bekTbl, KOTOPbIe BbIrAAAT Kak daribl, 1
MMEKOT MMS, HO MO CBOEN NPUpPOoe He aBastoLmeca Garnamu, CogepkallimmMm AaHHble
(Hanpumep, 3TO CMMBOJIMYECKMNE CCbINKW, COKETbI, UMEHOBaHHbIe KaHasbl U Galsbl
YCTPOWCTB). B MpOTMBOMONOXHOCTL K 00b14HbIM (pe2ysiapHbimM) dannam Takme o6bekTbl
HOCAT Ha3BaHWe cneyuasibHelx ¢atinos. CneumnanbHble Ganbl 8ce20a NPonycKaroTCs
Dr.Web Industrial gnsa Linux npv nposepke.

HaxkaTtue ccbinku ¢ HazBaHMeM OBHapY>KEHHOW yrpo3bl OTKpoeT B Beb-bpay3epe, 3a4aHHOM Mo
YMONYaHMIO, CTPaHULy ¢ HbopmaLmen 06 yrpose (NPON3BOAMNTCA NEPEXOA Ha CalT KOMMaHMK
«[lokTop Beb», TpebyeTca Hanmume NOAKNOUEHNSA K UHTEPHETY).

HaxxMuTe IKCMOPT, €CNN Bbl XOTUTE COXPaHUTb OTUYET O MPOBEPKE B TEKCTOBLIA dai. YTobbl
3aKpbITb OKHO NOAPO6HOM MHGOPMaLMK O MPOBEPKE, HAXXMUTE 3aKPbITh.
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K yrpo3am, obHapy>eHHbIM CkaHepom B npoLiecce Ntoboi NpoBepKy, 3anyLLLeHHOW Yepe3 OKHO
Dr.Web Industrial gna Linux (Bkntouyas npoBepKy MO pacnucaHuio), MPUMEHAIOTCA AeVCTBUA MO UX
ob6e3BpexrBaHMIO B COOTBETCTBMM C HACTPOWKaMW, yKa3aHHbIMW Ha Bkaaske CkaHep.

| Hactporikn obe3BpexrBaHus yrpo3, 3afaHHble Ha Bkiagke CKkaHep, He NCMOb3YTCA A5
: YyeHmMpanu308aHHoOU NPoO8EepKU.

Ob6LWMIA CMCOK BCeX OBHApPYKEeHHbIX YrpO3 4OCTYMNEH Ha CTpaHuLEe NPoCcMOoTpa 06Hapy>KEHHbIX
rpos.

8.1.3.4. MoHuTOpUHTr $anNnoBON CUCTEMDI

B saTom pasaene

e ObLLMe cBeaeHMS

YnpasaeHve paboTtot MOHUTOPa GanJioBON CUCTEMDI

Hactpolika paboTbl MOHUTOPa Gani0BOV CUCTEMBI

Mpobaemsbl B pabote SplDer Guard

O6wue cBepgeHunn

®yHKLMA NOCTOAHHOTO KOHTPOISA Hag obbekTaMu $GaliioBON CUCTEMbI PeannsyeTcs MOHUTOPOM
dannosoi cuctembl SplDer Guard.

Mpadurueckm nutepdeic ynpasneHmsa Dr.Web Industrial ans Linux no3sonseT ynpaBastb
paboTou SplDer Guard, a MMeHHO:
e 3anyckaTb W OCTaHaB/AMBaTb MOHUTOP GalIOBON CUCTEMBI;
e pocMaTpuBaTh CTaTUCTUKY PaboTbl KOMMOHEHTA M NepeyYeHb OBHAPY>KEHHbIX Yrpo3;
e HacTpaunBaTb C/esytoLine napameTpbl paboTbl MOHUTOPA GalIOBOM CUCTEMBI:
o peakuma Ha obHapyXeHue yrpos;

B nepeyvyeHb NCKAHOUYEHWNI 13 NnpoOBEPKN.

YnpaBneHue paboroit MoHuTOpa pansioBOU CUCTEMBbI

3anyck 1 octaHOBKa MoHuUTOpa dannoson cuctembl SplDer Guard, a Takxke NPOCMOTpP CTaTUCTUKM
ero paboTbl MPOV3BOAATCA CO CreLmanbHOM cTpaHmLbl okHa Dr.Web Industrial gns Linux. YTo6bI
NnepenTn Ha CTPaHuWLYy ynpaBaeHUa MOHUTOPUHIOM, HaxkmuTe SplDer Guard Ha r1aBHOV

cTpaHuLe.

PyKOBOACTBO noJsib3oBarena
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5 | Dr.Web Industria E1E] ]

liﬁr& SplDer Guard
Me AET CO303BASMbIE M MIMEHAEMbIE hardnkl, Gno KHPYET 3anNyCK Bpe00HOCHbIX

.............. CpenHAR CKOpPOCTe NpoBepky (hann/c) ¥rposz Obe3spexeHo

@ 0.17 1 1

: OTKNHYNTE

% HammuTe Ha 3amok 0na NoONYy4EHMA Npas agMUHUCTpaTopa

PucyHok 11. YnpaBnenune pa6borton SplDer Guard

Ha cTpaHuue ynpaBieHnsa MOHUTOPUHIOM $anioBOM CUCTEMbI BIBOAUTCA CleAytoLuas
nHPopmaLma:

e CcOCTOAAHME MOHUTOpa darnoBow cuctembl SplDer Guard (BKAHOUEH 1AM OTKAKOYEH), @ Takxe
CBeAeHMs O Npowu3oLLesLlei B npoLecce ero paboTbl owmnbke, ecav oHa umena MecTo;
e CTaTUCTMKA MOHUTOPUHTIa $panoBOWN CUCTEMBI:
o CpeAHAA CKOPOCTb NPoBepKn Gannos;

o KOJNIMYECTBO OBHAPY>KEHHbIX 1 06E3BPEXXEHHbIX YTrPO3.

YT06bI BKIHOUUTL MOHUTOPWHT, €C/IN OH OTKNHOYEH, HaXXMUTe BxarounTtb. Y100bI OTKAKOUNTD
MOHWUTOPWUHT, €C/ZI OH BKJKOYEH, HAaXXMUTE OTKNIOUUNTD.

| AN BbIKNHOUYEHNS MOHUTOPWHTa GaliIoBOW CUCTEMbI HEOBXOAMMO, UTODBI NMPUNOXKEHNE
: 06131210 NOBbILWEHHbLIMW MPaBamu, CM. Yrpas/ieHvie npaBaMu Npui0XeHNs.

BO3MOXHOCTb BKAFOUEHWSA U BbIKNHOUEHMA MOHUTOPa dannosoin cuctemsl SplDer Guard
npu pabote Dr.Web Industrial gns Linux nog ynpaBaeHvem cepBepa LLeHTpasM30BaHHON
3allMTbl MOXeT bbiTb 3ab10KMpPOBaHa, eC/N 3TO 3anpeLLeHO CepPBEPOM.

CoctosiHune SplDer Guard (BKNHOYEH UAM OTKAHOUEH) UANKOCTPUPYETCH MHANKATOPOM:

T MoHuTop daiinoBoii cuctembl SplDer Guard Bk/ItOUEH 1 3awuLaeT GainoByro CUCTEMY.

@ MoHuTop daiinoBoii cuctembl SplDer Guard He 3awmiiaeT GannoByro CUCTEMY, MOTOMY YTO OH
: OTKJ/IFOYEH MO/b30BaTENEeM WY NPOM30LLNa OWmbKa.

[Ana 3aKpbITVA CTPaHULbl yNPaBAeHNA MOHUTOPUHIOM $anioBOM CUCTEMbI AOCTaTOYHO NEPEenTH
K NF06ON Apyromn cTpaHuLe Npu MOMOLLM KHOMOK HaBUraLMOHHOW MaHenn.

PyKOBOACTBO nonb3oBaTtend
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MepeyeHb yrpo3, obHapy>xeHHbIx SplDer Guard B TekyLem ceaHce pabotbl Dr.Web Industrial gns
Linux, otobpa>kaeTcs Ha CTpaHuULe NpocMoTpa 06Hapy>KeHHbIX Yrpo3 (3Ta CTpaHnua AOCTynHa
TO/IbKO B TOM Cy4ae, eciv MMeroTca ObHapy>XeHHble yrpo3bl).

Hactpoiika pabotbl MOHUTOpa painioBon cMCTEMbI

Hactpoiika paboTbl MOHUTOpPa dannoBon cuctembl SplDer Guard npon3BoAUTCA B OKHE
HacTpoek:
e Ha Bknaske SplDer Guard — peakuusa Ha obHapy>XeHHble yrpo3bl;

® Ha BKJlagKe UcknroueHna — nckitoueHne o6bekTos 13 Ha6ﬂFOAeHVIF|.

| BkatoueHme ycuneHHoro pexuiMa MoHuTopuHra daiinos moHutopom SplDer Guard
onuvcaHo B pasgene PexxMMbl MOHUTOPUHIa Ganios.

NMpo6aembl B paborte SplDer Guard

B cnyuae BO3HWKHOBEHMS OLWMOOK GyHKLMOHMpPOBaHMA SplDer Guard, Ha CTpaHuue ynpaBaeHus
oTobpaxkaeTca coobLueHve 0 BO3HMKLIeN ownbke. [4na ycTpaHeHna owmnbky BOCMOAb3ynTeCh
onuncaHeMm U3BECTHbIX OWNBOK, NpmBeseHHbIM B [1puaoxkeHnn E.

8.1.3.5. MpocmoTp 06Hapy>KeHHbIX yrpos3

B atom paspene

e ObLVe cBeaeHMS

e Obe3BpexnBaHre 0bHaPY>XEHHbIX Yrpo3

e [MpocMoTp MHOopMaLmu 0b yrposax

O6wue cBepgeHunn

Cnuncok yrpos, obHapy>eHHbIx CkaHepoM 1 MoHUTOpOM ¢annoBon cuctembl SplDer Guard Bo
Bpems TekylLero ceaHca pabotbl Dr.Web Industrial gns Linux, oTobpaxkaetcs Ha cnewumanbHOM
CTpaHuLEe OKHa, KOTOopas AOCTyrMHa TOJbKO B TOM C/lyyae, ecam bbina obHapy>xeHa XxoTs 6bl 0Ha
yrposa.

Ecam 6binmn obHapy>KeHbl yrpo3bl, TO, UTOObI OTKPbITh CTPAHWULLY CO CMMCKOM Yrpo3, HaXXMUTe

Ha HaBMFaLLMOHHOVI naHenwn.

PyKOBOACTBO nonb3oBaTtend
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He obeszBpexeHo yrpos: 4

PexomeHfayeTcA obelspednTs BCE 3TH YIpo3kl Obe3speauTs

L3

Qo m

eicar EICAR Test File ... HeT geicT... o fhome/petejeicar
) NeynTe . )
eicar? ... HeT nelcT... o fhome/pete/jeic...
B KapaHTHH
eicar3 YOanuTe ... Het geicT... & fhome/pete/eic...
eicard ... Het geicr... & fhome/pete/eic...

? £ HaxmMuTe Ha 3aMoK OnA 0TKa3a oT Npas aaAMUHWCTRaTopa

PucyHok 12. O630p yrpos

B cnuncke ana kaxxaon obHapy>KeHHOM yrpo3bl BbIBOAMTCA CaeayroLias nHGopmMaums:

e 1MA 06bekTa, CoAepKaLlero yrposy;
® 1IMf YIrpo3bl, cogepKallenca B obbekTe, Mo knaccubukaumm komnaHmm «Joktop Beb»;

e [eNcTBue, KOTOpoe ByseT MpYMeHeHO K 06BbeKTy AN HenTpanaunsaumm yrposbl (Mam yxe 6bi10
NMPVMEHEHO, eC/IN yrpo3a HeWTpann3oBaHa);

® NyTb K 06beEKTY PariIOBOM CUCTEMBI, B KOTOPOM 3Ta yrpo3a 6bina obHapy>KeHa.

Yxe o6e33pe>KeHHb|e Yrpo3bl B CNNCKE NpeacTaB/i€Hbl B CMUCKE HEAKTUBHbBIMUW CTPOKaMU.

O6e3BpexnBaHue 06HapPYy>KEeHHbIX Yyrpos

Ecan B cnivcke nmerotca Heobe3BpeXkeHHbIe Yrpo3bl, TO Ha CTPaHWLE, HEMOCPEACTBEHHO Haj,
cnuckowm, byaet gocTynHa kHomnka O6e3BpeanTb, MpY HaXkaTUM KOTOPOW K KaxzoMm
Heobe3BpeXEeHHOW yrpo3e, NpeacTaBAeHHON B CNncke, ByaeT NpUMEHeHO AeNCTBUE MO ee
obe3BpexmBaHuIo, ykasaHHoe B nose [lercreBue. Ecam yrposa obesppexxrBaerca ycrnewHo, ee
CTpoka B Tabanue CTaHOBUTCA HeaKTUBHOW. EC/iv nonbiTka 0b6e3BpexxrBaHnA okasblBaeTca
HeyJa4YHOW, TO CTPOKa, cogep Kallian cBeAeHna 06 yrpo3e, ocTaeTca akTUBHOW, TEKCT B CTPOKE
OKpalUMBaeTCA B KpacHbIV LiBeT, a B none JencrBme BoiBOANTCA MHOpMaLma ob owmbke.

Mo ymMONYaHMIO B CMNCKe B KaYecTBe AeNCTBUIN BbIOMpatoTCA AeNCTBUS, 3aZlaHHble B KayecTBe
peakuuin Ha yrpo3y B HaCTPOMKax KOMMOHEHTa, O6Hapy>XMBLLEero yrpo3y. [1eicTBus, KoTopble No
yMONYaHMo BbIOMpatoTca and yrpos, obHapy>kvBaeMbix CkaHepOM 1 MOHUTOPOM dalioBon
cuctemsbl SplDer Guard, MoryT 6bITb M3MEHEHbI Ha COOTBETCTBYHOLLMX BKIaAKaX OKHa HaCTpOeK.

PyKOBOACTBO nonb3oBaTtend
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@ Ecan B HacTporikax CkaHepa waun SplDer Guard 6b110 AN HEKOTOPOro TUMa yrpo3

: BblbpaHo genctene Coobwjams, TO BCe Yrpo3bl 3TOro Tuna byayT oTobpakeHbl B CrincKe
yrpos c gencrsnem Hem delicmsus. Ins HeTpanmsaumm Taknx yrpo3 HeObXoAMMO yKasaTb
N5 KaXAOW U3 HUX AecTBMe B nosie [eAcTBue.

Ecnv yrposa obHapy>keHa B daine, HaxoAsALWEMCA B KOHTeNHepe (apx1B, MOYTOBOE
coobLeHre 1 T. MN.), TO KOHTelrHep ByaeT He yAaseH, a MOMELLEH B KapaHTUH.

Ecan TpebyeTcs NpMMeHUTb K yrpo3e AelCTBUE, OTIMYHOE OT NPeACTaBAEHHOTO B CMUCKe,
HaXxmuTe none JleicTBue B CTPOKe Yrpo3bl 1 BbIbepuTe TpebyeMoe AencTBne B KOHTEKCTHOM
MEeH}HO.

NmeeTca BO3MOXHOCTb BblAeneHns Habopa yrpos B cnvcke. [1ns 3Toro Hy>XKHO BblAenaTb Ux
MBbILLbIO, yaep>knBas Haxxaton knasuwy CTRL nan SHIFT:

e [Mpu yaep>xxaHun knasuwm CTRL yrposbl 6yayT 406aBAATLCA B CMUCOK BbIAENEHWS MO OLHOMN.

o [Mpn yaep>xxaHum knasuwn SHIFT yrpo3bl BblAeNArOTCA HEMPepbIBHbIM CANCKOM.

Mocne BbiboOpa yrpos, AN NPUMEHEHMSA K HUM HEKOTOPOTO AENCTBUSA, HAaXKMUTE NMPaBy KHOMKY
MbILWN B 061aCTU BbiAeneHna 1 Bbibepute Tpebyemoe AencTBMEe B MOSBUBLUEMCA BbiMajaroLLemM
cnucke. BeibpaHHoe aenicTBre ByaeT NPUMEHEHO KO BCEM BbIAE/IEHHbIM Yrpo3am.

Ecam yrposa bbina o6HapykeHa B COCTaBHOM 0bbekTe (apXxvB, COODLLEHVE 31eKTPOHHO
/ | 'y MOuYThl U T.M.), TO BbIGPaHHOE AENCTBNE MPUMEHAETCA HE KO BAOXKEHHOMY
MHOWLMPOBAHHOMY OBBEKTY, @ KO BCEMY KOHTEMHEPY LieIMKOM.

@ JevictBre /leyums MOXET HbITb MPUMEHEHO HE KO BCEM TvMam yrpos.

I'Ipvl HEO6XOAVIMOCTI/I 44 ycnewHoro npuMmeHeHunaA ,ﬂ,el\/’ICTBVII\/’I K yrpo3am rnosBbICbTE MNpaBa
NPpUAOXKEHWA.

Yrpo3bl, K KOTOPbIM NPUMEHEHO AencTBue MeHopuposame, ByayT oTobpaxaTbCs B CNNCKe 40
nepesanycka rpaduyeckoro nHtepdenca ynpaBaeHus.

MpocmoTtp nHpopmaumm 06 yrposax

[na nonyyenus getanbHon nHGopmMauum o Ntobon 0bHapy>XEHHOW Yrpo3e HaXXMUTe CTPOKY
nHdopmauumn ob yrpose npaBori KHOMKOW MbILLW U BbibeprTe B NOABMBLUEMCSH KOHTEKCTHOM
MeHto NyHKT Moapo6Hee. Nocne 3TOro Ha aKpaHe MOABUTCA OKHO, coAepKalliee NoApPObHYyro
nHdopmauuto 06 yrpose 1 cogepxalliem ee obbekTe. Ecam Tpebyetcs nonyuntb Nogpo6Hyro
MHPOPMaLMIO Cpa3y O HECKONbKMX Yrpo3aX, BblAENTE UX B CMINCKE MbILWbLO, YAEPXXNBas HaXaTon
knasuwy CTRL nepes BbI30BOM KOHTEKCTHOFO MEHHO.

PyKOBOACTBO noJsib3oBarena
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| JKCMOPT... | 3aKpLITh

PucyHok 13. Undpopmauma o6 yrpose

B 3TOoM OkHe oTobpaxkaeTca cnegyroltas MHPopMaLms:

® 1IMA Yrpo3bl N0 knaccuburkaumm komnanum «Joktop Beb»;
e Ha3BaHWe koMmnoHeHTa Dr.Web Industrial gnsa Linux, obHapy>uBLLero yrposy;
e aTa 1 BpeMsa 0BHapy>XeHWs yrpos3bl;

e Hbopmauma 06 obbekTe GarIoBOM CUCTEMBI, B KOTOPOM 3Ta yrpo3a 6bina obHapy>KeHa: ums,
nosib3oBaTe/b-BAajesel, 06beKTa, JaTa NOCIEAHErO N3IMEHEHNSA N NYTb K 06BbEKTY B painoBoM
cucTeme;

e nocnefHee JenCTBME, KOTOPOE NMPUMEHANOCH K YTpO3e, U ero pesynbTaT (eC/iM B HacTpomKax
KOMMOHeHTa, 0bHapy>XKMBLUEro yrposy, 3afiaHo aBTOMaTnyeckoe NpuMeHeHne JenCTBUN,
Hanpumep, ana CkaHepa OHO MOXeT ObITb 33aHO Ha COOTBETCTBYHOLLEN CTPAHMULLE OKHA
HaCcTpoeK).

HaxxMuTe CCblIKy C UMEeHeM Yrpo3bl, UTOObI OTKPbITb BEH-CTPaHKLY C ee onucaHnemM (MponcxoamT
nepexos Ha carT KomnaHum «loktop Beb», TpebyeTcs NoAKAOUEHNE K MHTEPHETY).

Haxxmute SKCNOPT, ecau Bbl XOTUTE COXPaHUTbL MHGOPMaLUNIO, MOKa3aHHYH B OKHE, B TEKCTOBIN
daiin (oTKpoeTcs OKHO Bblbopa palina ans coxpaHeHus nHGopmauum). Ytobbl 3aKpbiTb OKHO
noapo6bHon nHdopMaLum 0b yrpose u cosepkallemM ee 06bekTe, HAXMUTE 3aKpPbITh.

8.1.3.6. YnpaBneHune KapaHTUHOM

B aTom pasaene

e ObLMe cBeaeHUS

e [IpriMeHeHVe AeNCTBUN K U30JNPOBaHHbIM 0bbekTam

e [MpocMoTp MHPOPMaLMMN 06 N30ANPOBAHHbBIX 0OBbEKTAX
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O6wue cBepgeHunn

Cnivcok 06bekToB, n3oampoBaHHbix Dr.Web Industrial gna Linux B kapaHTuH, oTobpakaeTtca Ha

L]
y y
cneumnanbHOU CTpaHuLe. YT00bI €€ OTKPbITb, HAXMUTE Ha HaBUIraLWMOHHOW NMaHenn.

= Dr.Web Industria CIEE]

E KapaHTHH BOCCTAHOBMTE

- BOCCTaHOBWTL B...

Voannute

@ 5 eicar YOanuTe - El MepenposepuTs

Moppobres
? I%l HaxmuTe Ha 3amok ONA NoAy4EHWA Npas agMWMHWUCTpaTopa

PucyHok 14. YnpaBneHve KapaHTUHOM

Ecam kapaHTWH He NycT, B cnvcke ANs KaXAoW 06Hapy>XeHHOW yrpo3bl BbIBOAUTCA CAesytoLas
nHPopmauuma:

e 1MA 06beKTa, CoAepKaLlLero yrposy;

e [eNcTBME, KOTOPOe TpebyeTca NPMMEHNUTb K OObeKTy B KapaHTUHE;

e VIMA Yrpo3bl, cogepxkallencs B obbekTe, No knaccndukaumm komnavmm «Joktop Beb».

NMpumeHeHne AeACTBUU K N30/IMPOBaHHbIM 06bekTam

[ns npyMmeHeHWs Kakoro-anbo AencTBmA K M30JMPOBaHHOMY B KapaHTUHE 06bekTy HaxmuTe
CTPOKY, cozep>kallyro nHbopmaLmo 06 obbekTe, NpaBoX KHOMKOW MblLW U Bbibepute
Tpebyemoe aelncTBMe B KOHTEKCTHOM MeHo. Ecim TpebyeTca npuMeHnTb Kakoe-nnbo aencreme K
HEeCKONbKUM M30/IMPOBaHHbIM 06BEKTaM, BblAENNTE X B CMINCKE NepPes BbI30BOM KOHTEKCTHOrO
MEHH0. BblaeneHve ocyLecTBASETCA MblLbiO NPY HaxaTton knasuwe CTRL nan SHIFT:

e [pn yaep>xaHumn knasmwn CTRL n3onnposaHHble 06bekTbl ByayT 06aBASTLCA B CIMCOK
BblAeNeHnsa MO O4HOMY.

o [1pu yaep>xaHun knasuwm SHIFT nsonmpoBaHHble 06bEeKTbI BbIAENAOTCA HEMPEPbIBHbIM
CMNCKOM.

B KOHTEKCTHOM MEHIO AOCTYMHbI CAeAyoLLne AeNCTBUA:

e BocctaHOBUTb — BOCCTAHOB/IEHME BblAe/I€HHbIX OOBEKTOB B UX MCXOAHbIE MecCTa B GpariioBOM
cncteme.

PyKOBOACTBO nonb3oBaTtend
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e BocctaHOBUTb B — BOCCTAHOB/IEHME BblAe/IEHHbIX 06BbEKTOB B BbIbpaHHOE MecTo B $paliioBom
cucTeme (OTKPOEeTCA OKHO Bblbopa KaTanora A1 BOCCTaHOB/IEHMSA).

° yp,al'II/ITb — Heo6paT|/||v|oe YAaneHne BblAENEHHbIX 06BEKTOB.

¢ MepenpoBepuTb — BbINOJAHUTL NOBTOPHYO MPOBEPKY BblAeNEHHbIX OOBEKTOB U UX leUeHue,
eC/In 3TO BO3MOXXHO.

Ecnv BoibpaHHOe fencTBME NPUMEHAETCA K BblAeNeHHOMY 06beKTy yCMeLHO, ero cTtpoka
ncyesaet 13 Tabamubl. ECn nonbiTka okasbiBaeTca HeyAa4yHOW, TO CTPOKa, CoAepiKallas
cBeseHns 06 N301MpPOBaHHOM ObbekTe, OCTaeTCA aKTUBHOW, TEKCT B CTPOKE OKpalUMBaeTCA B
KpacHbIM LBET, a B none [leicTBMe BbiBOAUTCA MHPOPMaLMa 06 owwmbke.

@ [ns ycnewHoro npyMeHeH s AenNcTBUIN K N30IMPOBaHHbIM 06bekTaM MOXXeT
notpeboBaTbCs NOBbILEHWE NPaB NPUAOXKeHV. HanpyumMep, NoBbileHWe npaB
HeobxoAnMO, YTObbl MPUMEHATL AEMCTBUA K OObEKTaM, MOMELLEHHbIM B KaPaHTUH APYrnm
noJib30BaTeIeM.

MpocmoTp nHpopmauum 06 N3oanMpoBaHHbIX 06beKTax

Ans nonyyeHuns agetanbHOM MHOOPMaLMK O NOOOM M30MPOBAHHOM OOBEKTE HAaXXMUTE CTPOKY
nHPopmauum o6 3ToM 06BEKTE NPaBOM KHOMKOW MbILWIN 1 BbiIGepuTe B KOHTEKCTHOM MEHHO
nyHKT Moapo6Hee. [Toc/ie 3TOro Ha 3KpaHe NOABUTCA OKHO, coAepXKallee NoAPO6HYo
nHdopmaumto o6 obbvekTe. Ecim Tpebyetca nonyunts NoApobHyto nHdopmaLmio cpasy o
HEeCKONbKMX M30/IMPOBaHHbIX 06BbEKTaX, BblAEANTE UX B CMIUCKE Nepes BbI30BOM KOHTEKCTHOTO
MEeH}HO.
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PucyHok 15. Undpopmaumsa 06 nsonmposaHHom obbekre

B aTOoM OkHe oTobpaxkaeTca cnegyroltas MHPopMaLms:

® 1IMA Yrpo3bl N0 knaccubukaumm komnanum «Joktop Beb»;

® flaTa U BpeMsa n3onayunu obbekTa B KapaHTUHE;
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® TUM KapaHTHa, B KOTOPOM M30JINPOBaH 0b6beKT,;
® HalMMeHOBaHWe 1 pesynbTaTt nocneaHero AGVICTBMFI, KOTOpOE NPpUMEHANOCh K o61:e|<Ty;

¢ NHPopmaLma 06 n3oanpoBaHHOM obbekTe GpainoBOW CUCTEMDI: UMA, MONb30BaTe/Ib-Blajenel,
obbekTa, fata NocNeAHero N3MeHeH s 1 NyTb K 06bekTy B GaliIoBOW CUCTEME.

Ha>xmuTe ccbinky € MMeHeM yrpo3bl, YTObObl OTKPbITb BEH-CTPaHULYy C ee onucaHneM (MpomcxoanT
nepexog Ha cauT komnaHum «loktop Beb», TpebyeTtca NnogkatoueHne K MHTEPHETY).

HaxxmnTe dkecnopT, UTobbl COXPaHUTL MHOOPMaLMIO, MOKa3aHHYHO B OKHE, B TEKCTOBbIN daiin
(oTKpoeTcA OKHO Bblbopa darina). YTobbl 3aKpbITb OKHO € NoAPO6HON nHPopMaumeln 06 yrpose
W cogepxKallemM ee 06bekTe, HaXXMUTE 3aKpbITh.

8.1.4. O6bHOBNEHME AaHTUBNPYCHOMW 3aLLUTbI

B saTom pasaene

e ObLLMe cBeaeHMS

Hactpolika o6HOBEHUM

O6HoBeHMe 6e3 NOAKAHYEHUA K UHTEPHETY

Mpobaembl B pabote KOMMNOHEHTa 0HHOBJIEHUN

O6wue cBepgeHunn

MNepuoanyeckoe 0b6HOBIEHME BUPYCHbIX 6a3 1 aHTMBUPYCHOTO AApa NPOM3BOANTCA
KomnoHeHTOM 06HOBAEHNA aBTOMaTUYeckn. [POCMOTp COCTOAHMA OBHOBAEHNI K
MPVIHYANTENbHBIN 3anyck 06HOBIEHMA MO TPeOOBaHNIO NPOU3BOAATCA CO CreLanbHON
cTpaHunubl okHa Dr.Web Industrial gns Linux. BupycHble 6a3bl cumTatoTca ycTapeBLUMMM CNyCTs
CYyTKM C MOMEHTa NOCNeAHEro yCrnewHoro obHoBeHNa. YTobbl NepenTn Ha CTpaHuLy
ynpaBneHus obHoBaeHneM, HaxkxmuTe MocnegHee 06HOBEHME Ha [/1aBHOW CTpaHuLLE.

PyKOBOACTBO noJsib3oBarena
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O O6HoBneHWe He TpebyeTca

PerynapHoe obHoBNEHKE
YCTPaHATL YIpo3bl 4NA Bale

® o Mg

MocnegHee obHoBNeHWe

08.12.2023 10:09

) | OBHoBuTL |

naeT DrWeb Ind
KOMMBIOTERE.

istrial 3dpeKTUBHO ERIABNATE W

Cnegyioues obHoENEHWE

08.12.2023 10:39

PucyHok 16. YnpaBneHue o6HoBAeHnEM

Ha ctpaHuue ynpaBneHns o6HOBNEHNEM BbIBOAUTCA caeaytowas nHGopmauums:

® aKTya/lbHOCTb BUPYCHbIX 6a3 u AHTUBUPYCHOTO A4pa;

° MH(I)OpMaLI,MFI O nociegHeM nponssBeseHHOM O6HOBAEHUN 1 BpemMA cieayrouero naaHoBoro

oBbHOBAEHMA.

UT06bl BLINONHUTL NPUHYAUTENILHOE OOHOBAEHME, HAaXXKMUTE OBHOBUTL. [115 3aKpbITUS
CTPaHWLbl ynpaBieHs 06HOBAEHNEM JOCTaTOUHO NEPENTN K NH0OON APYron cTpaHuLe npu

MOMOLLNM KHOMOK HaBI/IFaLJ,I/IOHHOl\/’I rnaHenn.

@

CTpaHuMLa byzeT 3ab10KMPOBaHa.

Hactpoiika o6HoBAeHUA

Ecan Dr.Web Industrial ans Linux paboTtaeT B pexumMe LieHTpaav30BaHHON 3aLliKTbl, 3Ta

Hactpovika o6HoBneHu Dr.Web Industrial gns Linux npon3BoanTCS B OKHE HAacTpOek Ha BkJaziKe

OcHOBHbIe.

O6HoBNeHUEe 6€3 NoAK/NIIOUEHUA K UHTEPHETY

O6HoB/IEHVE aHTUBMPYCHOW 3alLWTbl 6€3 NOAKAOUEHMA K MHTEPHETY JOCTYMHO TOJIbKO Mpw
MCNONb30BaHMN KOMaHAHOW CTPOKMW. MprMepbl KOMaHA MOXHO HaWTW B COOTBETCTBYHOLLLEM

pasjene.

Mpo6aembl B pabote kOMNoHeHTa 06HOBNEHUN

B cnyuae BO3HMKHOBEHUA OLIMO0OK GYHKLMOHNPOBaHMA KOMNOHEHTa OBGHOBAEHWS, Ha CTpaHuLe
ynpas/eHus 06HOBNEHNEM OTOBpaXKaeTcs COOBbLLEHME O BO3HMKLLEN ownbKe. [ns ycTpaHeHus
OLUNBKM BOCMONb3YNTECH OMMCAHWEM M3BECTHbIX OLLUMOOK, MpUBeAeHHbIM B [1punoxkeHmn E.

PyKOBOACTBO nonb3oBaTtend
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8.1.5. MeHep>xep nuueH3nmn

B aTom pasaene

e ObLLMe cBeaeHMS

3anyck MeHeaxepa JNLLEeH3NN

AKTMBaLNS TNLIEH3UN

o AKTMBaUNA NNLLEH3NW NN AEMOHCTPALIMOHHOIO Nepuoa npv NoOMoLLmn CeDI/II\/IIHOFO HOMePa

o YcTaHOBKa MMELLErocs KAr4eBoro davna

e YjaaneHve NNLEeH3NOHHOTo Kato4veBoro damna

O6wue cBepgeHunn

MeHez>xep N1LEeH3MI MO3BOASET NPOCMOTPETb B rpadryeckom pexxmMme MHbopmaLmto o
TeKyLen ANLEH3NK, KOTOopas BblgaHa noab3osatento Dr.Web Industrial gns Linux. JaHHble
JNNLEH3MY, BblAAHHOW NMOAb30BaTENO, XPAHATCA B INLEH3NOHHOM KAtOUEeBOM daline,
obecneunBarowem paboty Dr.Web Industrial gns Linux Ha komnbroTepe noab3oBatens. B cnyyae
OTCYTCTBMSA Ha KOMMbOTEPE JIMLLEH3NOHHOTO UM AEMOHCTPALMOHHOIO KatoveBoro daina Bce
aHTUBMpPYCHble dyHKUMM Dr.Web Industrial gns Linux (npoBepka n MOHUTOPUHI OOBHEKTOB
dannoBon cnctembl, 0GHOBAEHME BMPYCHbIX 6a3) 6yayT 3a610KMpOBaHbI.

3anyck MeHepykepa NMLEH3MA

MeHeg>xep MLeH3nn nHTerpuposaH B okHo Dr.Web Industrial gns Linux. YTobbl OTKpbITE
cTpaHuLy MeHeaxepa AvLeH3ni, HaxkmuTe JIMLLeH3NA Ha [N1aBHOW CTPaHMLLe OKHa.

Ecnm Ha KoMnbrOTEpe y>Ke yCTaHOBJIEH KtoUeBOW dals, CBA3aHHbIM C HEKOTOPOU INLLEH3NEN Ha
ncnonb3osaHue Dr.Web Industrial gnsa Linux, BblgaHHOM NoNb30BaTENtO, UAN C aKTUBHbIM
AEMOHCTPALNOHHBIM MePUOAOM, TO Ha HayalbHOW CTpaHuLe MeHeaxxepa AnueH3nn
0OTObpaXatoTca AaHHble O JIMLIEH3MK, Takme Kak ee HOMep, UMSA BAajenblia, a TakxKe CPpoK
[AENCTBUSA, U3BNIEYEHHbIe U3 KAtoueBoro danna.

BMA CTPpaHULbl NPOCMOTpPa AaHHbIX O NMNUEH3MN NpeacTaB/1eH Ha PUCYHKE HUXKE.

PyKOBOACTBO noJsib3oBarena
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i Dr.Web Industrial =
MHpopMauKuA 0 NULESHIWKA
-
Homep nuueHsni:
it
Enageneu:
[NaTa akTWBaLMK: 18.07.2023
[aTa OKOHY3HKWA: 19.07.2024
OcTanock gHen: 221
IE} | Moay4Te HOBYIO AIULIEH3MIO...

PucyHok 17. Nnpopmauma o nmueHsnm

HaxkaTue Ha ciMBon * cnipaBa OT HOMepa JNLIEH3MM MO3BONAET YaAUTh KAKOUEBOM daiin.

Bbl MOXeTe 3aKkpbITb MeHezXep NNLEH3MIR, Nepeias K NF06oM Apyroin cTpaHuLe npy nomMoLm
KHOMOK HaBUraLMOHHON MaHenw.

AKTI/IBaLI.I/IH JINLEH3NN

UT0bbl aKTMBMPOBATb JIMLLEH3MIO NPU NOMOLLM MeHezxepa ANLEeH3UI (B TOM Ymcie Npruobpectu
HOBYHO JINLLEH3UIO WAV NPOANTL TEKYLLYH) AW AEMOHCTPALMOHHBIA NEPNOZ, N NOAYYNTb Ha
KOMMbIOTEP COOTBETCTBYHOLLMI KAoueBon darn, obecneumBatowmii paboty Dr.Web Industrial
Aans Linux, HaxxmuTe Monyuntb HOBYKO IMLEH3MIO. [1OCNE 3TOrO Ha 3KpaHe NosBUTCA MacTep
peructpauun. Mactep permcrpaLmm Takxke oTobpaxkaercs aBToMaTUyeckn npu NepBoM 3anycke
Dr.Web Industrial gns Linux nocne ero yctaHoBKM.

Ha nepBom 3Tane aktmBaumm HeobxoanMmo BbibpaTth cnocob akTmeaumm. [locTynHo ABa cnocoba:

1. AKTMBaUMA NNLEH3UW UK AEMOHCTPALMOHHOIO Nepuosa no MMeoLLEeMYCs CEPUAHOMY
HoMepy.

2. YcraHoBKa katoveBoro danna, NoNy4YeHHOro paHee.

| [Ans pervctpaunv cepuiiHOro Homepa v Aas NoayYeHUs 4EMOHCTPALIMOHHOrO neproja
: TpebyeTcs Hannume NoAKAOUYEHNS K UHTEPHETY.

AKTUBaLMA TMLEH3UUN WIN AEeMOHCTPaALUOHHOIO nepuoja npy noMmoum
CepuuHOro Homepa

,ﬂ,flﬂ aKTMBauumn anueH3nm Nan 4eMOHCTPaULMOHHOIo nepmnoda npn NnOMOLWM MMeLEroca y
Bac CepMVIHOFO HOMeEpPa BBEAUTE €TI0 B NMOJie BBOAA N HAXKXMUTE AKTVIBVIpOBaTb.

PyKOBOACTBO nonb3oBaTtend

104



T,
)
A

A
$

Pa6ota ¢ Dr.Web Industrial gna Linux

5% ViacTep perncTpauun il el il
AKTUBaLWA NULIEH3INIA

ANA aKTUBALMIN NALEHZWK YKSKUTE CEPUIAHBIA HOMep

1111-1111-1111-1111 AKTMBMPOBATE

JononHUTeNsHeIE BOZMOXHOCTI

0 HOMERA, Bbl MOXETE NPUODPECTH AMUEHIWMID B OHAAWMH-MarasnvHe

NpvoBpecTn NMUEH3WH

ApyTHe BUAbl aKTUBaLAK

3aKpLITh

PucyHok 18. Perncrpauus npyu nomowm cepuimHoro Homepa

| Ecan y Bac HeT cepuiiHOro HomMepa WM AeNCTBYIOLLLErO KIOUEBOro Gaiina, To Bbl MOXeTe
: NprobpecTn IMLEH3MIO B OHNaNH-MarasunHe komnaHum «/loktop Beb», nepengsa no
ccolnke Mpuobpectn AnueHsumio.

O ponosiHMTeNbHbIX cnocobax NpuobpeTeHns AnLeH3nnM Ha Npoayktel Dr.Web cm. B
pasgene Pervcrpauusa v aktmsaums.

Mocne Toro, kak Bbl HaxkMeTe AKTUBUPOBaTb, OyZeT NPov3BeAeHO NOAKIIOUEHNE K CepBepy
perncrpauumn komnaHum «loktop Be6».

Ecav ykasaHHbIV Ha NEPBOM LUare CEPUNHbIN HOMEpP BXOAWUT B KOMTIEKT U3 ABYX CEPUIHbIX
HOMepOB, TO Jajee BaM HY>KHO BblIOpaTh, Ha KAKOM KONMYECTBE KOMMbHOTEPOB Bbl
nnaHupyeTte ncnonbsosatb Dr.Web Industrial ans Linux. Ecav Bbl BbibepeTe BapuaHT Ha aByx
KOMMNblOTEpax, TO BTOPOWN CEPUMHbIA HOMEpP M3 3TOro KOMMJeKTa Bbl CMOXeTe aKTVBMPOBaTb
eLle Ha OL4HOM KOMIMbIOTEPE M NMOJYYNTb BTOPOWN NINLLEH3INOHHbIV KatoueBor darin. MNpu aTom
419 060MX KOMMbIOTEPOB BblJaHHbIE NLEH3UW BYAYT AeCTBUTE/bHBI B TeYeHWe
OZMHAaKOBOro cpoka (Hanpumep, roa). Ecam xe Bbl BbibepeTe BapnaHT Ha ogHom
KOMMNblOTepe, TO BaM HeobxoAnmo ByaeT ykaszaTb BTOPOUW CEPUNHBIA HOMeP 13 KomraekTa. B
AaNbHeNLweM Bbl y>Ke He CMOXETe 3aperncTpMpoBaTh 3TOT CEPUNHBIN HOMEP Ha APYromM
KOMMblOTepe (Tak>Ke Kak 1 MCMOoJIb30BaTb Ha HEM KOMUKO IMLEH3NOHHOIO KAroYeBoro ¢arna,
NOJlyYeHHOro BaMu B pe3y/ibTaTe akTUBaLMWM O6beANHEHHOW NINLLEH3UM), HO ANS TEKYLLErO
KOMMblOTepa CPOK AeNCTBUA AnNLLeH3MM ByaeT yBeanyeH BABOe (Hanpumep, 40 ABYX JIeT, eCau
NNLeH3MA bblna BbljaHa CPOKOM Ha rog,).

PyKOBOACTBO nonb3oBaTtend
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AKTHBALWA NUUESHINUK

MpwoGpeTEHHEIA BaMW KOMMIEKT CEPUAHLIX HOMEPOE NPELHA3HAYEH ANA ABYX
KOMMLIOTEROE.

Ha KaKoM KOIMHEeCTBE KOMMEKTEPOE Bbl XOTUTE MCMONb20BATE 3TH NIMUEHIMK?
(8) Ha OBy KOMMbHTEpaX

() Ha 0fHOM KoMNbIOTEpe

Hasag || Danee |

PucyHok 19. Bbi6op konmuecTBa KOMNbIOTEPOB

Mocne BbibOpa KOMYECTBA KOMMbIOTEPOB, A1 KOTOPOrO MOXeT ObITb aKTUBMPOBaHa
NnueHsns, HaxxmuTe flanee, 1, ecav Bbl Bbibpaan BapnaHT Ha ogHOM KoMnbloTepe, ykaxuTe
Ha NOABMBLUENCA CTPaHKMLe MacTepa BTOPOM CePUIHbIN HOMEpP 13 KOMMIEKTa, Moc/e Yero
ele pa3 Haxmute Janee.

) MacTep perucrTpalnu EEED

AKTHBAUWMA NULEHIUMK

YKamuTe BETOPOWR CEPUAHLIAN HOMED M3 KOMMNeKTa

EEEE-EEEE-EEEE-EEEE |

Bhl HE CMOKETE UCMOML30BATE BETOPON CEPUAHLIA HOMER ANA 3alUMThHl Apyroro
KOMMBIOTEPA.

| Ha3ag || Danee |

PucyHok 20. Yka3aHne BTOPOro cCepuiiHOro Homepa us KomMmriekra
Ana npojomKeHns akTmBauum Haxmute Aanee.

Ha cneayrowiem ware Bam 6yseT NpeanodXXeHO yKasaTh NPesbiayLLyto NNLEH3NIO.

PyKOBOACTBO nonb3oBaTtend
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(®) Yramute npeakLIAYLWY o AMLeH3Iuo
'3::1- Y MeHA HeT npeabIayLen NULEHIKKA

| Hasag || Danee |

PucyHok 21. MpeanoxkeHne ykasatb npeabiAYLLYIO INLLEH3UIO

Ecav Bbl BbIOpanv NyHKT YKaXkuTe npeAbiAyLLYIO IMLLEH3UI0, TO B MOABMBLUEMCA OKHe
yKaXkxuTe CepurHbIA HOMepP MpeablayLLel IMLEH3UM UK NYTb K CBA3aHHOMY C HEl KIH0UYeBOMY

danny.
5] MacTep perdcrpauuu 2E =

YKarXKuTe npeabiayLuLylo NHLLEeH3HIo

| Cepwitreiii Homep ~ | : |EEEE-EEEE-EEEE-EEEE

NuueH3InA, ykasaHHasa Ha JaHHOM ware, ﬁy,ﬂ,eT BBﬁﬂﬂKHpOBaHE.
He yKa3niealTe NUUEH3WI0, KOTOPYIO Bbl MNaHWPYETe WCMoMb30BaTh B a/ibHENWeM.

Hazan || Danee |

PucyHok 22. Yka3aHue npeapbiayuiei IMLEH3UN

Ecnm Bbl yKaxkeTe Ha 3TOM Luare NLEH3MIO, CPOK AENCTBUA KOTOPOW eLle He UCTEK, TO CPOK
AEVCTBUSA aKTUBUPYEMOW NNLEH3MM ByaeT JONOAHUTENBHO NPOAJIEH Ha OCTAaTOK CPOKa
AEVCTBUS CTAPOM NNLEH3UN.

Ans ykazaHua npeapiayLien IMLEH3NN MOXHO BBECTM €€ CEPUMHbIA HOMEP B
COOTBETCTBYHOLL,EE MO/ AN YKa3aTb CBA3aHHbIN C Hel katoveBor dann. Tun npeapiayLiei
NNLEH3MM BbIBMpPaeTCs 13 BbiMaaroLLero Cruncka, pacroioXeHHOro cieBa oT noss Beoga. [ns

YKa3aHuna Knro4eBoro ¢a17|na Bbl MOXKETE!
® BBECTM NYTb K HEMY HENOCPEACTBEHHO B NMO1€ BBOAQ,

e BOCMO/Ib30BATbCS CTaHAAPTHbIM OKHOM Bblbopa dainnoB rpadpuueckoin 060104kK, Haxas
0630p;

e MepeTalnTb ero MbiLlb Ha CTPaHMLY MacTepa PerucTpaumm n3 okHa Gpannoeoro
MeHezxepa.

PyKOBOACTBO nonb3oBaTtend
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Mo>xHO yKka3aTb ¢alin apxmBa . zip, cogepkallero KaroueBor ¢ari. PacnakoBky apxmBa
: npw 3TOM He TpebyeTcs.

[ns NpofokKeHns akTuBaumm Haxmute fanee.

Ha cnepytowiem ware TpebyeTcs ykasaTb KOPPEKTHYH PErMCTPaLMOHHYH MHGOPMALIMIO,
KOTOpas BKAHOUAET CNeytolme JaHHble:

® perncrtpalyoHHOe NMS;
® PervoH (CTpaHa) HaxoXAeHwus, BbIbnpaeTca U3 CNucka;
e KOPPEKTHBIN agpec 3NeKTPOHHOW NMOYThI.

Bce nons peFMCTpaLLMOHHOVI q)OprI ABAAKOTCSA 00A3aTeNbHbIMMU ANnA 3anoJIHEHUA.

5% MacTep pervcTpauun il el il

MocnengHWid war
[Ans 338eplUeHA aKTUEALLMM YKAXWUTE JaHHLIE BN3AensLa NTMLEH3NM.

PerucrpayMoHHoe Mma Pervon

User Mame Poccua -

AJpeC 3NeKTPOHHOW NoYTh

user@mail.com

Hazag 3aKpbiTh | loToBO |

PucyHok 23. PerucrpauunoHHas nipopmaumsa nosb3oBatens
Mocne 3anonHeHns Bcex nonert dGopmbl HaxkmuTe FOTOBO 419 MNOAK/IOYEHUA K CEPBEPY U
NoNyYeHUs NNLEH3NOHHOIO KaroueBoro darna. MNMpu HeobXxoAMMOCTU Bbl MOXKETE NepeHecT
MOYYEHHbIN ILLEH3NOHHBIN KAHOUYEBOKN Galin Ha 060N KOMMbIOTEP MPU YCNOBUW, YTO Bbl
yAaJuTe ero C TeKyLLero KoMnbroTepa.

YcTaHOBKa MMeloLLerocs Karouesoro ¢aiina

Ecnm Bbl y>kKe MeeTe AeNCTBYHOLLYHO IMLLEH3UIO U CBSA3aHHbIW C HEW KNtoYeBOM daiin
(BO3MOXHO, MOJlyY€eHHbIN OT KOMNaHun «/loktop Beb» nin ee napTHepoB NO 31eKTPOHHOM
noute), To Bbl MOXeTe akTuBmposaTtb Dr.Web Industrial gas Linux, ycTaHOBMB 3TOT KNtoUeBOM
dann. [lna 3TOoro Ha NEPBOM Luare akTMBaLIMM LLIEIKHMTE MO ccbinke [pyrne Bugbl
aKTUBaLMK, NOC/Ie Yero yKkaxxuTe B NMOABMBLUEMCS NOJie BBOAA MYTb K MMeEHOLLEMYCS Y Bac
KatoueBoMy danny.

PyKOBOACTBO nonb3oBaTtend
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MacTep permcTpagmmn

AKTWMEaLMWA NocpeacTEOoM daiina

YIKaXMTe MMEHLLWACA KNHYeE0R Gain

fhome/pete/drweb32. key | | 063op

UTo TaKoe NMUEHIWOHHLIA KNHYes0M dann?

| Hazag || loToRO |

PucyHok 24. AKTBaL A NOCpeaCcTBOM KtoueBoro ¢gaina
Ans ykazaHua kntoueBoro dainna Bbl MOXeETE:
e BBECTM MyTb K HEMY HEMNOCPeACTBEHHO B MOJie BBOAS;
e BOCMOJ/Ib30BaTbCA CTaHAAPTHBIM OKHOM Bblbopa darinos rpaduyeckoin 060104KM, HaxaB
0630p;
e nepeTalMTb ero MblllbtO Ha CTPaHULY MacTepa 13 okHa GalrIoBOro MeHeaxepa.

| Mo>HO yKka3aTb ¢alin apxmBa . zip, cogepikallero KaroueBor ¢ari. PacnakoBky apxmBa
: npw 3TOM He TpebyeTcs.
Mocne ykasaHus NyTu K KNtoueBoMy darny (Mav cogepykallemy ero apxmey) HaxmuTe FloToBo

419 aBTOMaTU4eCKOW YCTaHOBKM katoueBoro dawnna. Kntoueson dann byaet npu
HeobxoAMMOCTM pacnakoBaH 1 CKOMMPOBaH B KaTanor ciy>xebHbix dpainnos Dr.Web Industrial

ana Linux. MNoakntoyeHnsa K MHTEPHETY B 3TOM Ciy4yae He TpebyeTcs.

B cnyuae ycnewHoro 3aBepLueHmns npouecca akTmBauum (1F06bIM 13 OMUCaHHbIX Bbille
cnocoboB) Ha 3kpaHe ByaeT nokasaHa GuHanbHas CTpaHULA MacTepa perncrTpaLmum ¢
coobuieHreM 06 yCrnewHoM akTMBaL M ANLEH3UN UK AEMOHCTPALMOHHOro nepuoga. Haxmute
OK 215 3aKkpbITVA MacTepa perncTpaLm 1 BO3BpaLLEHWS Ha [J1aBHYHO CTpaHuLy okHa Dr.Web

Industrial ana Linux.

PyKOBOACTBO nonb3oBaTtend
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5% MacTep pervcTpauun il el il

AKTHMBaLUWA NULEH3IUKA

Bbl yCMewHo akTUBMPOEANA NALEHZWHO. \/

PucyHok 25. CoobuieHune 06 ycnewHoi aKkTuBauum

B cny4yae eCan Ha KakoM-1160 13 3TanoB pernctpaunmn BO3HUKHET owmnbka, nosasuTcs CTpaHuUa C
COOTBETCTBYHOLLMM COO6LLI,eHMeM N KPaTKUM ONMnNCaHneM owmnobkKu. anMep Takomn CTpaHuLbl
MOKa3aH HWXe.

5% MacTep pervcTpauun il el il

Perucrpauus

Owwbka x101. HegonycTkman NMUEH3WA.
CepWiAHEIM HOMED HegoNYCTMMBIRA WK He HAMAEH.

NoapobHee

Hazag | MoBTOpPUTHE

PucyHok 26. CoobuieHne 06 owmnbke

B 3TOM cnyyae Bbl MMeeTe BO3MOXHOCTb BEPHYTbCA Ha NPeAblAyLLMIA Lwar perucrpaumnm, ytobsl
BHECTW 1cnpaB/ieHns (HanprMep, UCMPaBUTb CEPUNHBIA HOMEP WK YKa3aTb NPaBUbHbIA MyTb K
dawnny). Ans sToro HaxkxmuTte Hasag,

B cnyuae ecam owmbka cBA3aHa C BpEMEHHOW HenonaAKon, Hanpumep, BpeMeHHbIM cboeM B
ceTW, TO Bbl MOXETE MOMbITaTbCs MOBTOPUTHL 3TOT Lar, HaxkaB MoBToputk. B cryuae
HeobXoAMMOCTIN Bbl MOXETe HaXkaTb 3aKpbITb, YTOObI MpepBaTh PerncTpaLmio 1 3aKpbiTb MacTep
perncrtpauun. B 3Tom ciyyae BaM NpugeTcs no3gHee NOBTOPUTL NMPOLeAypy perncrpaLmm
3aHoBO. Ec/iv MacTep perncrpauum He CMOXET YCTaHOBUTb COeAMHEHME C CEPBEPOM
perncrpauum koMmnaHum «Jloktop Beb» ana npoBepkn BBEAEHHOrO CEPUAHOTO HOMepa, byaeTt
nokasaHa CTpaHuLia C COOTBETCTBYHOLMUM coobLieHnemM 06 oLwmnbke.

PyKOBOACTBO nonb3oBaTtend
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Perncrpauwna

¥3en gsi.drweb.com He HailgeH

Het cenzm C CepeepomM WK OTCYTCTBYET COedMHEHWE C CeTEH WMHTEpHET.
F|:|:3~:|: bTE COeAWHEHKWE 1 NOBTOPUTE NONBITKY.

HacTpoWkW NpoKCKH-CEpBEpa

Bbl MOXETE 3KTMBMPOBATE NPOrPaMMY, MCMOAL3YA KNHUEB0A GaAN, KOTOPLIA BB NOMYUAIM
Ha CBOW 3APeC 3NeKTPOHHON NOYThL.
Kak yCTaHOBWTL KNKUeBor dalin

| Hasap || MoBTOPUTL || 3aKpbITL |

PucyHok 27. Olumbka noaKIOUEeHUA K cepBepy perncrpauum

Ecav owmnbka cBsA3aHa C TeM, YTO Y BaC OTCYTCTBYET BO3MOXHOCTb MNPSAMOrO MOAKAHOUEHWUS K

WHTEPHETY, HO BO3MOXHO YCTaHOBJIEHVE COEAVMHEHUNS Yepe3 NPOKCU-CePBEP, TO Nepexos no
ccbiike HacTpoiikm npokcu-cepBepa OTKPbIBAET Ha 3KPaHe OKHO HACTPOEK NUCMOJ/Ib30BaHUA
Mpokcu-cepBepa:

Anpec cepeepa MopT

1127.0.0.1 18O |

MmMA NonL30BaTENA

\user |

MNapone

| OTMEHUTL H oK l

PucyHok 28. HacTpoiiku npokcu-cepBepa

B 3TOM OKHe yKkaxuTe napameTpbl JOCTyNa K Npokcu-cepsepy 1 Haxmute OK. 3atem nostopute
MONbITKY NMOAK/IOYEHUS K CEPBEPY PerncTpauunm komnanum «Joktop Beb», Haxxas NMoBTopuTh.

@ Mpw aKkTMBaLMM HOBOW IMLEH3MN 1 GOPMMUPOBaAHMN HOBOTO KatOYeBOro darisa,

: npeAblayLLMIA KIoYeBON daiin, KOTopbl ucnonb3osancs Dr.Web Industrial gns Linux,
aBTOMATMUECKN COXPaHAETCA B BUAe dalina pesepBHON Konum B
KaTanore /etc/opt/drweb.com. B cryuyae He06XOANMMOCTM Bbl MOXKETE BEPHYTLCS K €ro
MCMONb30BaHWIO, BbIMOJIHWB NPOLIeAYPY YCTaHOBKYM K/I0YeBOro darna.

PyKOBOACTBO nonb3oBaTtend
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yaaHEHMe JIMUEH3NOHHOrIo K/iro4yeBoro ¢a|7u1a

B cnyuae HeobxoanmocTu (Hanpvmep, Bbl pewwnan 6onblue He ncnosb3osate Dr.Web Industrial
Ans Linux Ha 3TOM KOMMbOTEpPe, @ NepPeHecT ero Ha ApYro KOMMbOTEP) MOXHO YAaNuUTb
YCTaHOBJ/IEHHbIV INLIEH3MOHHbIN Kato4eBour dawns, ynpasaatowmin paboton Dr.Web Industrial ana
Linux. lns 3TOro oTkpouTe cTpaHuLy nHdopmaumm o AMLEH3MM (HavanbHas cTpaHmLa
MeHe/kepa MLEH3MIA) 1 HaxXMuTe * cnpaBa OT HOMepa TekyLiell IMLEH3NN.

Mocne 3T0ro BaM HeOOXOAMMO B MOABMBLUEMCA OKHE NOATBEPANUTL YAaNeHNE NNLLEH3VOHHOTO
KNtoueBoro dawnna C TekyLlero komnbetoTepa. aa atoro Haxmute Aa. Ecan Bbl peluman
oTKasaTbCA OT yaaneHus, HaxmuTe Her.

Dr.Web Indu Ia L[] []

|
AR Mocne yaaneHWa NUMUEH3INA aHTMEWPYCHAA 3awmnTa ByaeT
K |i OTKNHOYEHa!
-

Bbl DEACTEMTENLHO XOTUTE YAAAWTE TEKYLUMA AULEHINOHHEIR
kNYesol han?

’ @ Het “ @ na |

Iﬁh HammMWuTe Ha 3amoK ONA oTKa3a oT NpaB adMUHWCTpaTopa

PucyHok 29. MoaTBepXxaeHne yaaneHus katouesoro ¢aina

@ ﬂ'ﬂﬂ yAaneHna AMueH3MOoHHOro Kao4eBsoro q>a|7|na NnpuUNo>XKeHne JOJI)KHO O6.ﬂa,ﬂ,aTb

: NOBbIWEHHBIMU MPaBaMW. Echv B MOMEHT NOMbITKK yAaneHua npasa npuioXxeHua He
MOBbILWEHbI, KHOMKa Aa 6y,a,eT HEeAOCTYyMHa. |_|pl/l HeO6XOAVIMOCTI/I Bbl MO>XXeTe NMOBbICUTb
npaea Npuao>XKeHu4d, N B Cayyae yCrnewHoro nx noBbilLeHNA KHOMKa Aa CTaHeT AOCTyI'IHOi;I.

YaaneHune AMLEH3MOHHOTO KAHOYEBOTO dalina He BAVSET HAa CPOK AeNCTBUSA NNLLEH3UN.
Ecav cpok AeicTBUSA IMLLEH3UM elLe He UCTEK, TO Bbl CMOXETE MOyYnTb HOBbIN KIHOUYEBO
darin aia 3TON NMLEH3UN HA OCTaBLUMIACS CPOK.

MNocne yaaneHnsa AMLLEH3MOHHOTO KAOYeBOro gaiia N O MOMEHTa akTBaL M HOBOW INLEH3UN
NN AEMOHCTPALMOHHOIO nepuosa Bce aHTUBMUpYycHble dyHKuUnm Dr.Web Industrial ans Linux
(npoBepka Gannos, 06HOB/IEHVE BUPYCHbIX 6a3 M aHTUBUPYCHOTO AAPa, MOHUTOPUHT GanaoBOM
cnctembl) 6yayT 3ab610KMPOBaHbI.

8.1.6. NMpocmoTp coobuieHun OT cepBepa LLeHTPa/IM30BaHHOMN
3alMThl

B aTom pasaene

e ObLLMe cBeaeHMS

e [IpnMeHeHmne JeNCTBUM K COOBLLEHUSAM

e QuabTpaumsa coobLLeHNN

PyKOBOACTBO nonb3oBaTtend
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O6wue cBepgeHunn

Ecan Dr.Web Industrial gna Linux paboTtaeTt nog ynpasaeHnem cepeepa LeHTPaNN30BaHHON
3alUNThI, JOCTYMNeH HTepdenc Ans NPOCMOTPa COOBLLEHNIN O COCTOAHUMN aHTUBUPYCHOM CeTH,
paccblnaeMbIX CEPBEPOM Ha yrnpaBaseMble UM CTaHLUW. DTOT MHCTPYMEHT MOXeET bbITb
MCNONb30BaH aAMUHNCTPATOPOM aHTUBUPYCHOW CETU ANA OTCNEXMBAHUA COCTOAHUA CETU U
Ba>kHbIX CO6bITMI B paboTe cepBepa LieHTPaan30BaHHOM 3aLnThbl.

@ Co0obLLEHNA O COCTOAHUM U COBLITUAX aHTUBMPYCHOW ceTn ByAyT NOCTynaTb, TONbKO eCn

: aAMVHNCTPaTOP aHTUBUPYCHOW CeTU HaCTPOW OTMPaBKY COOBLLEHNI Ha BaLlly pabouyto
CTaHLMIO Ha TOM CepBepe LIeHTPaaM30BaHHOMN 3aLlWTbl, K KOTOPOMY nogkatoueH Dr.Web
Industrial gns Linux. B npoTyBHOM cnydae NPOCMOTP COOBLLEHWNA HEAOCTYMEH U
COOTBETCTBYHOLLLAA CTpaHuMLLa He oTobpaxaeTcs Ha rnaBHOM okHe Dr.Web Industrial ans
Linux.

NHTepdelic npocmoTpa coobLueHnii oT cepBepa 0TOHPaXKaeTcs Ha CneLymansbHON CTpaHunLe.

YTobbl ee OTKPbITb, HAXKMUTE Ha HaBUTALIMOHHOW NaHenu.

CoobuieHnA cepBepa

Y ounneTp: Mo ymonuanuio (Bee cooblueHnA 3a cerogHa) MamennTs

a
ﬂ CTaHuwA KaTEI’OpHH Tema ronfilnsgag MNaTa - |

BeibpaTk BCe
CocTosHWe cepeepa  TecToBoe cooblleHne

YOanuTe eulfpaHHele

COCTORAHME ... TecToBoe ...

OTMeTHTL BhiBpaHHLIE KaK NPOYMTAHHbIE
CocToRHME ... TecToBOE ... OumcTuTs Basy AaHHbIX coobuieHmi
COCTOAHME ... TecToOROE ... TecToOROE ... 12.12.2023 19:36 b

Tectoeoe coobweHnue

TecToroe cooblleHme.

O

?

PucyHok 30. CoobuieHnn cepBepa LLeHTPaIM30BaHHOW 3aLMUThl

B cnucke ana kaxzaoro coobuieHns BbIBOAUTCA Creaytolias nHpopmMaums:

nms (agpec) ctaHummy, MHGopmMaLma O KOTOPOU COAEPXKUTCA B COOBLLEHNY;

KaTteropuA COO6LLI,€HMFI}

3aroJIoBokK (Tema) coobLleHus;

® [laTa N BpeMA OTNpPaBKN COO6LLI,eHVIF| cepBepoM.

[ns npocMoTpa coobLieHns He0ObX0AMMO BbIAENNTL Ero B CNINCKe, MOC/e 3TOro TeKCT
BblE€NEeHHOro coobueHnsa byaet oTobpaxkeH B MaHeu Noj, CMCKOM COOBLLEHWNI.
HenpocmoTpeHHble COOBLLLEHNS BbIAENAIOTCA B CMUCKE XUPHbLIM LWPUHTOM.

PyKOBOACTBO nonb3oBaTtend
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| TekcT COOBLLEHNI O COCTOAHUN U COBLITUAX aHTUBUPYCHOW ceTN GOPMUPYETCA Ha TOM
: A3blKe, KOTOPbIV 3aflaH B HaCTPOWKax cepBepa LIeHTPaan30BaHHOM 3aLUnThbI.

NMpumeHeHMe AeNCTBUIA K cOObLLeHnaAM

[na npumeHeHna Kakoro-ambo AercTBMA K COOBLLEHNIO HaXKMUTE CTPOKY, CoAep KalLllyto
nHopMaLuto 0 coobLeHnK, MpaBOV KHOMKOW MbILLK 1 BbibepuTe Tpebyemoe aeicTBue B
KOHTEKCTHOM MeH0. ECn HY>XHO NPUMeHNTb Kakoe-1nMbo AeincTBre K HECKONbKUM COObLLeHNAM,
BblAe/INTe NX B CMINCKE Nepes BbI30BOM KOHTEKCTHOrO MeH0. BbigeneHne ocylectBaseTcs
MbILWbHO MK HaxkaTor knasuwe CTRL wam SHIFT:

e [pn yaep>xaHnmn knasmwmn CTRL coobuweHumsa byayT 406aBAsTLCA B CMUCOK BblAeNeHNs NO
OAHOMY.

e [pn yaep>xaHnn knasmwin SHIFT coobLyeHns BbiAENAIOTCS HEMPEPbIBHBIM CMTUCKOM.

[ns BblaeNeHns BCex COOOLLEHUI HaxkmuTe KoMburHaumto knasuiw CTRL+A.

B KOHTEKCTHOM MEHIO AOCTYMHbI CAeAyoLLne AeNCTBUA:

e BblAesieHne B CNUCKe BCEX COODBLLEHMI, MOANAAAoLWMX NOA TEKYLLUA GUAbTP;

e yaneHve BblAeNeHHbIX COOBLLEHWI;

OTMeTKa BblAeNneHHbIX COO6LLI,eHI/Il\;I KakK MPOYNTaHHbIE;

ouncTka 6asbl JaHHbIX COOOLLEHUN.

ili Mpw ounctke 6a3bl AaHHbIX COOOLLEHMI ByayT yAaneHsbl BCe MOCTyNMBLLUME COObLLEeHNA (B
: TOM YNC/IE, HEMPOUMTAHHBIE).

[ns coobLieHni, MOCTYNMBLUMX OT CEPBEpPA LLeHTPaNM30BaHHOW 3aLLMTbl, B HACTPOMKaX
3a/]aeTCA NpefesbHbI CPOK UX XPaHEHUs B 6a3e JaHHbIX, MOCAE YEro OHW YAaNnaroTCs
aBTOMaTUYECKN.

®dunbTpaymna coobuweHnmn

B cBA3M C Tem, UTO OT cepBepa MOXEeT MNOCTyMnaTb 3HaUUTE/ILHOE YNCIO COOBLLEHN,
npesycMOTpeHa BO3MOXHOCTb UX GUAbTPaLIMM KaK Mo aApecy cepBepa-oTnpaBuUTeNs Wi UMeHM
CTaHLWM aHTUBUPYCHOW CeTW, TaK 1 MO KaTeropumn NCKOMbIX COOBLLEHWUI 1 MeprOAY BPEMEHN MX
noctynaenus. Mo ymon4aHuio 3agaHHbln GuabTp oTobpaxkaeT B crnivcke coobLyeHmsa Bcex
KaTeropwui, NoCTynmBLLIME OT BCEX CEPBEPOB B TEYEHME TeKYLLEro AHS.

Mpy HeOBXOAMMOCTH Bbl MOXKETE M3MEHUTb GUALTP NoKasa coobLieHnn. s 3Toro HaxxmuTe Ha
ccbinky M3meHnTb. [Tocne 3Toro B BepxHer YacTn OTKPOETCA NaHesb U3MeHeHusa GuabTpa.

PyKOBOACTBO noJsib3oBarena
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B CoobweHunna cepBepa

ﬁ Y @uneTp: Mo ymonyaHuio (Bce coobulenna 3a ceroaxs)
w Cepeepsi: CTaHuuu: KaTeropuu: Mepuon;
Bce > Bce bt Bce - CerogHa ~ 12.12.202. 0 Cenyac ]
CBpocuTh OTMEHUTEL | MpUMEHUTL
T [COCTORHWE .. TECTOBOE ... TECTOBOE ... LI LZZUZS3 1930
CocToAHMe ... TecToroe ... TecToroe ... 12.12.2023 19:36 b

TecToBoe coobweHne

TecToeoe coobuieHwne,

10,

?

PucyHok 31. NMaHenb ¢punbrpa coobuieHmnmn

B naHesnn dpunbTpa Bbl MOXETE yKazaTb CleAytoLme napameTpbl GuabTpaLmm coobLLeHNN:

CepBepbl — CMWCOK CEPBEPOB, COOBLLEHMS OT KOTOPbIX ByAyT NOKa3aHbl.

CraHL MM — CNUCOK CTaHLMIA, COObLLEeHNs NPOo KOTopble ByayT NOKa3aHbl.

KaTeropum — cnncok kateropuii COobLLeHMI, KOTopble ByayT NoKasaHbl.

Mepwop — neprog popmmnposaHmsa coobLyeHni, KoTopble ByayT nokasaHbl. Kpome Bbibopa
TMNOBOrO NeproAa M3 CNNCKa, Bbl MOXeTe yKa3aTb KOHKPETHble MOMEHTbI Havana u
OKOHYaHuA neproga GopMMPOBaHNSA COODBLLIEHNI CePBEPOM.

[na npUMeHeHVa N3MeHEeHWIN, BHECEHHbBIX B GUAbTP, Haxkmute NMpuMeHnTb. YTO6LI 3aKpPbITH
naHenb UAbTPa, He NPUMEHAA 3MeHeHUs, HaxkmuTe OTMeHuTb. [11a cbpoca 3HaueHw
buabTpa K 3HaYEHMAM MO yMOAYaHUIO HaxkmuTe COpocUTb.

8.1.7. YnpaBneHune npaBaMmu NpuUI0OXKeHNA

HekoTtopble aencteusa B okHe Dr.Web Industrial gns Linux MOXHO BbINOAHWUTL TONBKO B TOM
cnydae, eCam NPUNOXEHME MMEET NOBbILLIEHHbIe NpaBa (Npasa adMuHUCMpamopa),
COOTBETCTBYIOLLME NpaBaM CreLmasbHOro Noib30BaTeNs CUCTEMbl — Cynepnosib3oeameis
(nonb3oBatens root). B yactHOCTW, 0bnasaHMA NOBbIWEHHbIMW NPaBaMu TPebyLOT creaytoLLme

dyHKL MM

e yripaBieHve 0b6bekTamMy, MOMELLEHHbIMW B CUCTEMHBI KapPaHTUH (@ MIMEHHO, B KaTasior
KapaHTWHa, He NpUHaAieXxallmi noab3osatento, 3anycrmewemy Dr.Web Industrial ans Linux);

e npoBepka GansoB ¥ KaTasoros, NPUHaAAeXaLMx ApyruM noab3oBaTensiM (B 4YacTHOCTM,
cyrnepnosib3oBareio);

e BblKJIKOYEHME MOHUTOPa dannoBoin cuctembl SplDer Guard;

e yjaneHne MMUEH3NOHHOIo KJKn4YeBoro q>a17ma, NOoAK/IFOYEHNE N OTKNHOYEHUE OT CEPBEPA
Ll,eHTpaIWI3OBaHHOl7I 3alnThbl.

PyKOBOACTBO nonb3oBaTtend
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Ll,a>|<e ec/in npuioxeHue 6bI/10 3anyweHo us3 yl-IeTHOl‘/’I 3anncu cyrnepnoab3oBaTtens

(HampumMep, € UICNONb30BaHNEM KOMaHZ su Win sudo), OHO MO YMOYaHWto He bydem
o06s1aAaTb MNOBbILEHHBIMW NPaBaMy.

Ha Bcex cTpaHuuax okHa Dr.Web Industrial ans Linux, dyHKLMOHAaNBHOCTb KOTOPbIX 3aBUCKT OT
Ha/ZIMuMA Y NPUNOXEHNA NOBbILLIEHHbIX NPaB, PacrnoaoXeHa cneLunasbHas KHorka ¢
n3obpaxeHnem 3amka. CoCTosiHME 3aMKa Noka3blBaeT, 061aaeT N B JaHHbIA MOMEHT OKHO
Dr.Web Industrial gna Linux noBbIleHHbIMY NpaBaMu:

% I'Ipvmo>|<eH|/|e He o6nap,aeT NOBbIWEHHbIMW MpaBaMW. HaxkaTne 3amka npueeaeT K NonbITke
| NOBbIWEHNA MPaB NPUAOXKeHNA A0 NMpaB Cyrnepnonb3oBaTens.

H i I'IpaBa NPUNOXeHUA NOBbIWEeHbl 40 NpaB CyrnepnoJjib30BaTend. HaxxaTtne 3amka npmeeaet K
| NOHWM>XXEHWIO NMpaB NMPUNOXKeHNA, a UMEHHO, K OTKa3y OT MNMpaB Cynepnosib3oBaTe/ia U BO3BpaTy K
NCXOAHBIM MpaBamM 06bIYHOrO NoAb30BaTENA.

B cnyyae nonbiTKM NOBbILEHWA MPaB MOCAEe HaXaTuA Ha n3obpadkeHne 3aMKa NOoABAAETCA OKHO
ayTeHTUdMKaLmm nonb3osaTens.

BBeguTe NOrMH U Naponk agMUHUCTpaTopa

MmA nonszoBaTEnsA

root

Mapons

Bkl MOeTe BESCTH TOTUH K1 naponke nwoboro
NoNLz0E3TENA, MPWUHaANexallero K rpynne
SdAMUHWUCTRATOROE, MNK CyNepnons30BaTENA (root).

| 4 (Cnpaeka | OTMEHNTE 0K

PucyHok 32. OkHO ayTeHTUMKaLUN

[nsa nonyyeHns NpuaoXeHNMeM nNpas Cyneprnoab3oBaTens ykaxnte uMs (JIOrvH) n naposb
nroboro nonboBaTtens, BKAOYEHHOrO B rpynmny nosib3oBaTtesiel, yKa3aHHYo B HaCTpOMKax
Dr.Web Industrial gna Linux kak epynna adMuHucmpamopos, Wiv JOruH 1 Napob
cynepnosib3oBaTens (nonb3osatens root), n Haxxmute OK. YTobbl 0Tka3aTbCs OT MOBbIWEHNA

npa., 3aKponTe OKHO, HaxkaB OTMeHUTb. [111 NPOCMOTpPa AN CKPbITUS KPaTKOW MNOACKA3KM No
ayTeHTMdUKauumn Haxmute CnpaBka.

PyKOBOACTBO nonb3oBaTtend
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@ Mo ymonuaHwuto npu yctaHoske Dr.Web Industrial gna Linux B kauecte «rpynnbi

: aAMVHNCTPaTOPOB» B HACTPOKKax aBTOMaTUYeCKn GUKCMPYETCAa MMSA CUCTEMHOW rpynmbl
noab3oBaTenen, obaasaroLMx BO3MOXKHOCTLIO MOJTyYeHWs NpaB Cyneproib3oBaTes
(HanpuMmep, rpynna sudo). Ecan nMs Takon CUCTEMHOW rpynbl ONpeAennTb He YAanock, TO
[/19 MOBbILLEHNA NPaB NPUIOXEHNA B OKHE ayTeHTU MKALIMM MOXHO MCNO/Ib30BaTh NOTUH
1 NapoJib Cyrnepnosib3osarensa (NoJib3osaTesis root).

Mpw NOHWXKEHUN NpaB NPUNOXKEHWS A0 NpaB 06bIYHOIO NOJIb30BaTENS BBOAA NapO/is He
TpebyeTca.

8.1.8. CnpaBouHble MaTepuaabl

l?

L] ~
[ns focTyna K cnpaBOYHbIM MaTepuanam Haxmute Ha HaBUraLMOHHOV NaHean OKHa
Dr.Web Industrial gns Linux.

Ha akpaHe nosBuTCsA BbiNajatoLlee MEHIO, CoaepyKallee CleayroLme nyHKTbI:

e CnpaBka — OTKpbITb KpaTkoe PykoBoacTBO nosb3oBatens Dr.Web Industrial gns Linux.

e ®opym Dr.Web — oTkpbITb B Hpay3sepe cTpaHuLy popyma nonb3oBaTenen NnpoAyKTos
KomnaHun «/loktop Beb» (Tpebyetca nogkaroueHne K MHTEPHETY).

¢ TexHMueckas noaaepikka — OTKPbITb B 6pay3epe cTpaHuLy cy>Obl TEXHNYECKOM
noaAep>XXkn komnaHum «Jloktop Beb» (Tpebyetca nogkaroueHne K MHTEPHETY).

e Mow Dr.Web — oTkpbiTb B 6pay3epe nepcoHanbHyO CTpaHWULY Moab30BaTeNs NpoAyKToB
KomnaHun «/loktop Beb» (Tpebyetca nogkaroueHne K MHTEPHETY).

e O nporpamMmme — OTKPbITb OKHO C KpaTkon nHpopmaumeint o Dr.Web Industrial gns Linux n ero
BEpPCUN.

Kpome Toro, korga Ha cTpaHuue rnasHoro okHa Dr.Web Industrial ans Linux otobpaaetcs
coobuieHve 0 npounsoLlesLlen ownbke, Bbl MOXeTe NpocieaoBaTh No ccoike Moapo6bHee ans
nosnyyeHua 6onee nosnHoM nHGopmaumm 06 owmnbke 1 yKazaHWA MO PELUEHNIO BO3HUKLLIEN
npobiembl.

8.1.9. Hactpouka pabotbli

B okHe HacTpoek Dr.Web Industrial gns Linux MOXHO HacTpouTb Cieaytolme napaMeTpbl
paboTbl:
® MNEePUOANYHOCTb BbINOJHEHNA OOHOBAEHWI;

e peakuuo Dr.Web Industrial gnsa Linux Ha obHapy>keHHble yrpo3bl NpY NpoBepKax rno
TpebosaHmo CkaHepOM 1 Npun 0BHapY>XeHM NX MOHUTOPOM dannoBomn cnctemsl SplDer
Guard;

e nepeyeHb 06beKTOB, NckaoUaeMbix CkaHepom 1 SplDer Guard 13 nposepky;

® pacnuncaHune nepnognyeckmnx npoBepok 0b6bekTOoB CKaHepOM}

PyKOBOACTBO noJsib3oBarena
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® peXuM 3aWnTbl (aBTOHOMHbIV WM LIEHTPAIN30BaHHbIN).

ﬂ,/’lﬂ A40CTyNa K OKHY HaCTPOEK Ha>KMuUTe Ha HaBUraLMOHHOW MaHeu.

Ha okHe HacTpoek AOCTYMHbI CieaytoLme BKAAAKN:

e OCHOBHblE — MO3BOAAET HacCTpOUTb NCNOJIb30BaHME yBeAOMﬂeHMVI, a Tak>xXe neprnoanyHoOCTb
aBTOMaTMYeCcKNX OGHOBAEHWI.

e CkaHep — no3BoaseT HacTpouTb peakumto Dr.Web Industrial gaq Linux Ha yrpossi,
obHapyxwuBaemMble CkaHepOM B MpoLecce NpoBepKky No TpeboBaHMIO 1 NO PacnmncaHuio.

e SplDer Guard — no3BoaseT HacTpouTb peakuunto Dr.Web Industrial gns Linux Ha yrpo3sbl,
06Hapy>XrBaemble MOHUTOPOM ¢arnoBoi cuctemsl SplDer Guard.

e VIckntouYeHns — NO3BOJISET HACTPOUTL CMUCOK O6BEKTOB, KOTOPbIE A0/IXKHbI ObITb NCKAHOYEHDI
13 NPOBEPKM MO TPeHOBaHWUIO M MO PacnmMCcaHnIo, a Takxke 13 nepeyHs 06beKToB,
Habatogaembix SplDer Guard.

e [112aHMPOBLLMK — MO3BO/IAET HACTPOUTL MEPUOANYECKIIA 3aMyCK NPOBEPOK MO 334aHHOMY
pacnucaHuio.

e Pexxknm — no3BonseT BblbpaTb PexKMM 3alnTbl (QBTOHOMHBbIA WA LIEHTPANIN30BAHHBIV), B
koTopoMm pabotaet Dr.Web Industrial gns Linux.

f?

- v
ﬂ'flﬂ nony4vyeHnma cripaBkKn HaxkMmumTe Ha COOTBETCTBYHOLLEN CTPaHNLIE OKHa HaCTpPOeEK.

Bce nameHeHus, BHOCUMbIE B HaCTpOVIKM, npeacraB/ieHHbIE Ha 3TUX BKNaAKax,
: NPUMEHAKTCA HEMEANIEHHO.

Ecan Dr.Web Industrial ans Linux paboTtaeT B pexumMe LieHTpaav30BaHHON 3aLliKTbl, TO
HeKOTOpble HAaCTPOWKN MOTYT 6bITb 3a610KMPOBaHbI Y HEAOCTYMHbI AN U3MEHEHWS.

8.1.9.1. OCHOBHbIe HaCTPOMNKM

B atom paspene

e ObLMe cBeaeHMS

e HacTpoliku NpoKcu-cepBepa, UCNOIb3yeMOro Aas NoayYeHUs OOHOBAEHWUI

O6bwue cBepgeHunn

Ha BKJlaAKe OCHOBHBbI€e Bbl MOXETe HaCTPOUTb OCHOBHbIE NMapaMeTpPbl pa6OTbI NPUNOXKEHNA.

PyKOBOACTBO noJsib3oBarena
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OcHOBHLIe QT

SplDer Guard  MWcknoveHua  TINaHWpoBWMK  Pemmnm

v| 3ByKOBOE CONPOBOM¥ AEHNE COBBITUI
V| MoKa3biBaTs BCNNLIBAKWWE YESAOMIEHWA

Mcnons3oeaTth YBEeAOMNEeHWA O COCTOAHMI

3arpy*aTe oBHOBNEHWA | Kaxabie 30 MUHYT - | [I‘Iponcu—cepaep...

B cny4ae _'-IEIprﬂ,HEHHIT'l. BOZHWKLWWX NOoCne W3MEHEHWA HAaCTROEK NPUNOREHWA,
BOCCTaHOBUTE HaCTpGIﬁKIﬂ no YMon4aHWio.

| CHpOCUTL HACTPORKK |

éﬁ HaMWTe Ha 3aMoK ONA oTKa3a oT Npas agMUWHWCTRaTopa ?

dneMeHT ynpaB/ieHus

dnaxkok
3ByKOBOe CONpPoOBOXAEeHNe
cobbiTUM

dnaxkok
Moka3biBaTb BCM/ibiBaloLme
yBeAoMIeHUsA

dnaxkok
Mcnonb3oBatb yBegoOMIEHUA
O COCTOAHUM

PucyHok 33. OCHOBHble HaCTpPOWKu

AeiicTBne

YctaHoBKa 3Toro Gnaxkka npeanucoisaet Dr.Web Industrial gns Linux
NpPOUrpbIBaTh 3BYKOBbIE YBEAOM/IEHUS MPU BO3HUKHOBEHWW TaKUX
CobbITNI, Kak:

e 06Hapy>xeHwue yrpo3sbl (CkaHepom uaum SplDer Guard);
e owmnbka NpoBepkn 06BHEKTS;

® NT. M.

YcraHoBKa 3TOoro dnaxkka npeanucoisaet Dr.Web Industrial gns Linux
npu pabote B pexunme rpadunueckoro pabouyero ctosa otobpaxaTb Ha
3KpaHe BCrJibiBatoLLMe YBEAOMAEHUS NPU BO3SHUKHOBEHWUN TaKmMX
CobbITN, Kak:

e OOHapy>eHue yrposbi;
e owmnbka NpoBepKy;

® NT. M.

YctaHoBKa 3TOoro dnaxkka npeanucoisaet Dr.Web Industrial gns Linux
nokasblBaTb BCMJblBaOLLME YBEAOMIEHUS MPU U3MEHEHUW COCTOSIHUA
KOMMOHEHTOB (HanpuMmep, B Cyyvae UX BKAFOUEHWUS AN OTKAHOYEHUS).
Vcnonb3yetcs anbTepHaTUBHbIA MexaHWU3M OTOBpasKeHwmst
BCMJIbIBALOLLMX YBEAOMIEHUM, UTO MOXET BbITb NONE3HO, Hanpumep,
ecnv cpesa pabouero ctona He NOAAepP>KMBaeT OTOHpaKeHe 3HauKa
Dr.Web Industrial ans Linux B o6nacti yBeoMAeHWIA.

| Ecnv ata dyHKUMA He NOAAepPXKUBAETCA CPesou
: pabouero cTona, To Ha BK1agke OCHOBHbIE 3TOrO

dnaxka He bygerT.

PyKOBOACTBO noJsib3oBarena
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dnemeHT ynpaB/ieHUs

Bbinagatowmin cnmcok
3arpy>xaTb 0o6HOB/IeHUSA

KHonka

Mpokcn-cepBep

KHonka
C6pocuTb HACTPOIKHU

Pa6ota ¢ Dr.Web Industrial gna Linux

JelictBue

Mo3BosseT BbIbpaTh NEPUOANUYHOCTL aBTOMATMUYECKOTO OOHOB/IEHWS
BUPYCHbIX 6a3 1 aHTUBUPYCHOTO AApa.

OTKpbIBaET OKHO HACTPOVKMN MPOKCK-CepBepa AN MNONyUYeHUs
obHoBeHNN. [TpoKcK-cepBep MOXET NOHaZ0buTbCA, ecan obpalleHne

K BHELWWHMM CepBepaM 3anpeleHo noJInTnKamm 6e30MnacHOCTU CeTu.

Mo3BonseT cOPOCUTb HACTPOMKM B 3HAUYEHWUS MO YMOJIYaHWHO.

| [ns ynpaBaeHns napameTpaMu Nosy4veHus 06HOBAEHWUIA 1 cbpoca HaCcTPOeK B 3HaUEHMs
: Mo YMOJIYaHWIO HEOBXOANMO, YTODbI MPUIOXKeHMEe 061a4an0 NOBbILLEHHbIMY NpaBamu
(cM. pa3gen YnpasaeHve npaBamu NPUAOXKEHWNS).

HacTtpoikn npokcun-cepBepa, UCMoOJIb3yeMoro Aas NojiyuyeHus

O6GHOB/IEHUN

B okHe HacTpolikm Npokcn-cepeepa A/14 NoayYeHs O6HOBAEHWNI Bbl MOXeTe HacTPOUTb

cheayrouime rnapamMmeTpbl:

® NCMOJIb30BaTb AN HET NMPOKCKN-CeEpPBEP ANA NMOoNyyHeHnA 0BHOBAEHUI;

® a/pec NPOKCU-cepBepa, KOTOPbIA ByaeT NCNONb30BaTbCA A/1A MONyYeHUA OOHOBAEHN;

® MOPT AN1A NOAKNHOUEHNA K MPOKCU-CEPBEPY;

® /IMA NOJIb30BaTena 1 nNapojb, NCNOAb3yeEMbIE ANA ayTeHTVIq)VIKaLJ,I/IVI Ha MPOKCn-cepBepe.

PyKOBOACTBO noJsib3oBarena
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v MCNonbL30BaTE NPOKCK-CEQBRR

Appec cepeepa Mopt
192.168.0.1 o (2345 |

IMA NonL30EATENA

|U5rEF |

Mapone

| OTMEHNTL H OK ]

PucyHok 34. HacTpoiiku npokcu-cepBepa

@ Obs3aTesIbHO yKaxute agpec 1 NopT AN UCMOAb30BaHUA NPOKCU-cepBepa. B kavecte

: afpeca MOXHO ncrnonb3oBaTh kak IP-agpec, Tak u FQDN y3na, Ha koTopom paboTtaet
npokcun-cepsep. MNockosibky 06HOBAEHME MPOU3BOAUTCA NO NpoTokoay HTTP,
HeobXxoAMMO MCNob30BaTb Npokcu-cepsep HTTP. Vims noab3oBaTtens 1 naposb
0b6s3aTeIbHO yKa3biBaTb TO/IbKO B TOM Cay4yae, ecan npokcn-cepsep HTTP Tpebyet
aBTOpU3aLIUN.

YT06bI 3aKPbITh OKHO C MPUMEHEHMEM BCEX BHECEHHbIX M3MeHeHuM, Haxxmute OK. [ins 3akpbiTus
OKHa 6e3 coxpaHeHUs BHECEHHbIX U3MEHEHWI HaXXMUTe OTMEHUTb.

8.1.9.2. Hactpowukun nposepku ¢painnos

B aTom pasaene

e ObLLMe cBeaeHMS

e [lonoJiHUTEIbHbIe HAaCTPOUKM NPOoBepKU dannos

O6wue cBepgeHunn

Ha Bknaske CkaHep Bbl MOXETE HaCTpOUTb Aencteus, koTopble Dr.Web Industrial gns Linux
[OKEH NMPUMEHATL K Yrpo3am B clyyae obHapyeHus nx CkaHepoM B npoLiecce NpoBepKu
dannos no TpeboBaHVO MAN N0 PaCINCAHUIO.

PyKOBOACTBO nonb3oBaTtend
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OcHoeHble ERERE SplDer Guard  WoknouweHWA  MNaHUPOBLWMK  PermMm

WHpMUMpPOEaHHEIE 0BBEKTHI |Ccnﬁm,a'rb A |
Mopo3puTensHele oBLekThI |CGUﬁI.IJ,aTb - |
¥ [poyee

PeknaMHele NporpamMmMel |Conﬁw,a'rh - |

MporpaMMmel 0O3BOHa |Ccoﬁu.|,a'rh - |
MporpaMMel-LUYTKK |Conﬁm,a'rb b |
MoTeHUWaNLHO ONacHble |Cnnﬁ-m,a'rb - |
MporpaMme! B3nomMa |C006I.I.I,3Tb - |

V| MpUMEHATE AERCTEWA K YTPO3aM AETOMATHHECKH

| LonoNHNTENBHO. .. |

éﬁ HamxmuTe Ha 3aMok Ona oTKas3a oT Npae agMuHUCcTpaTopa ?

PucyHok 35. Hactpoiku CkaHepa

B Bbinagatowmx cnmckax Bbibepute gencrams, kotopble Dr.Web Industrial gna Linux 6yaert
NPUMEHATb K 06bekTam Npu 06HapPy>XeHUW B HUX IF0BOIN 13 yrpo3 COOTBETCTBYIOLLErO TUMa.

Ecnv yrposa obHapy>keHa B dainne, HaxosALWEMCA B KOHTeNHepe (apx1B, MOYTOBOE
: COObLLEHME 1 T. M.), BMECTO YAaneHWs BbIMOJHAETCA NepeMelleHne KOHTEHepa B
KapaHTWH.

YcraHoBuTe pnaxkok MpumeHATb AeCTBMA K Yyrpo3aM aBTOMaTUUECKU, C/IN Bbl XOTUTE,
yto6bl Dr.Web Industrial gns Linux npymeHsn ykasaHHble JeCTBUA Cpa3y B MOMEHT
obHapy>xeHus yrpo3 CkaHepoM B xoze NpoBepku No TpeboBaHUIO UK MO pacnmMcaHuIo (Bbl
bysete NPONHPOPMUPOBaAHbI O HEWTPaAM3aLMK Yrpo3bl, a UHGOPMaLMsA O Hel ByaeT fOCTyNHa B
cnucke yrpo3). Ecam atot dpnaxkok cbpolueH, To yrpo3a, obHapy>xxeHHaa CkaHepoM, byaeT ToAbko
fob6aBneHa B CNUCOK OBHapY>KEHHbIX YIPo3, U BaM NPUAETCA CaMOCTOATENbHO BbIOpaTh, Kakoe
AeACTBME NPUMEHUTD K 06BEKTY, cogepkalleMy 0bHapy>KEeHHYH yrpo3y.

HaxxmunTe [LoNONIHUTENBHO, YTOObI OTKPbITb OKHO AOMOJHUTENbHBIX HACTPOEK NPOBEPKM
davnos.

3amMmeyaHus:

e Hactpolika nckntoueHuns Garnos 1 Katanoros 13 nposepkn CKaHEPOM NPOU3BOANTCS Ha
Bkaaake UcknroueHums.

PyKOBOACTBO nonb3oBaTtend
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e Peakumum Ha oBHapy>eHune yrpos, BKAryas aBTOMaTU4eckoe NpMMeHeHne AenNCcTBUA, 3aaHHble
ana CkaHepa, He BAUAKOT Ha noBeseHne MoHutopa SplDer Guard. Ero peakuuu Ha yrposbl
3a/,at0TCA Ha COOTBETCTBYHOLLEN CTPaAHULLE.

| [ns nameHeHna peakummn CkaHepa Ha yrposbl U ANs AOCTYNa K pacluMpeHHbIM HacTpPOMKam
: HeobxoAnMOo, UTObbI NPUIOXKEHNE 061a4aN0 NOBLILLIEHHBIMY MpaBaMu (CM. pa3zen
YnpaBieHve npaBaMu NpUAOXKEHUS).

Bo3amoxxHocTb HacTpolikn CkaHepa npu pabote Dr.Web Industrial ans Linux nog
ynpaB/ieHVeM cepBepa LIeHTPaNN30BaHHOW 3aLmUTbl MOXET HbITb 3a610KMpPOBaHa, ec/u
3TO 3anpeLLeHo CepBepoOM.

[AononHuTenbHble HaCTPONKM NpoBepKu pannios

B okHe fONONHUTENIbHBIX HACTPOEK NMPOBEPKMN Bbl MOXKETE HAaCTPOUTL CeAytoLLMe NapaMeTpbl
paboTtbl CkaHepa:

e BK/IIOUMTB M OTKNKOUUTL MPOBEPKY COAEPXKUMOTO KOHTENHEPOB:
o apX1BOB;
o MOYTOBbIX $alnNoB.

e 3a4aTb OrpaHMyeHVe Ha BpemMs NpoBePKMN oaHoro daina.

JlononHUTENbHBIE HacTponkn = & &

MpoBepATE COGEPHKUMOE:
V| ApxWBOE (Zip, rar W .4.)

V| Moutoekix daidnoe (pst, thb nt.a.)

OrpaHWUKTE EPEMA NPOBEDKW daina Ao | |c

| OTMEHNTE H OK ]

PucyHok 36. [lonosiHuTeNbHbIe HACTPOWKM
npoBepku ¢ainnos

| Ecan dpnaxkn npoBepkun CoAep>XMMOro KOHTEMHEPOB He BKJIKOUEHBI, TO dalibl-
: KOHTelHepbl BCe paBHO nposepstoTcs CkaHepoM, HO 6e3 oTAeNbHON NPOBepPKHM
BIOXKEHHBIX B HUX QaiiioB.

YTobbI 3aKpbITb OKHO C NpMEeHEHNEM BCEX BHECEHHDbIX n3meHeHui, Haxxmute OK. ﬂ'ﬂﬂ 3aKpbITUA
OKHa 6e3 COXpaHeHMA BHECEHHDbIX N3MEHEHUN HaxXMmuTe OTMEHUTb.

PyKOBOACTBO nonb3oBaTtend
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8.1.9.3. HacTtpoukn moHuTOpUHra ¢ainsIoBou cnMcTemMbl

Ha Bknagke SplDer Guard Bbl MmOXeTe HacTpouTb AencTeus, kotopbele Dr.Web Industrial ans
Linux AoKeH NPUMEHATL K yrpo3aMm B Clydae obHapy>XeHUa X MOHUTOPOM GainloBOMN CUCTEMBI
SplDer Guard.

HacTpoWkun

§ Q ) = g
— — as
OcHoBHble  Ckanep BERPBEFETENGE McknoweHUs  MNaHWpoBWMK  Pemunm
WHpMUMpOBEaHHEIE 00BEKTRI |CGDEII.IJ,EITI: - |
Mopo3puTentHele 0bLekThl |Ccnﬁw,a'rh ¥ |
¥ [lpoyee
PexaMHble NporpamMmel |CGDEII.IJ,-E|TI: b |
lMporpaMmel go3eoHa |Ccoﬁu.|,a'rh - |
MporpaMMel-LUYTKK |Conﬁm,a'rb b |
MoTeHUWankEHo onacHkle |Cuoﬁm,aTb ~ |
MNporpaMmel B3N0Ma |CGDEII.IJ,EITI: hd |
| LononHWTENLHD...
gﬁ HaMWTE Ha 3aMoK ONA OTKa3a oT Npas agMWHWCTRaTopa ?

PucyHok 37. HacTponiku MoHUTOpUHra ¢aii/ioBou cucTembl

DTa BK/ajKa, BKAKOYAs OKHO AOMOJHUTE/IbHbLIX HAaCTPOEK, aHanorMyHa Bkiagke CkaHep, rae
3a/laHbl HACTPOWKM NPOBEPKN HanioB.

Ecan yrpo3a obHapy>eHa B painie, HaxoaALWEMCA B KOHTEHepe (apX1B, MOYTOBOE
: COObLLEeHME 1 T. N.), TO BMECTO YAa/eHNs BbINOJHAETCA NepeMeLLeHne KOHTeNHepa B
KapaHTUH.

3amMeyvaHus:
e HacTtpolika nckntoueHuns GparaoB 1 KataaoroB 13 HabaogeHns ans moHutopa SplDer Guard
Npou3BOANTCA Ha Bkiaske UcknroueHus.

e BKNtOUEHME YCUNEHHOTO pexMa MOHUTOpPUHra GaiinoB ans MoHutopa SplDer Guard onucaHo
B pa3gene PexuMbl MOHUTOPWHIa Garnos.

e PeakLm Ha OBHapy>eHue yrpo3s, 3agaHHble ans MoHutopa SplDer Guard, He BAVAOT Ha
noBeseHne CkaHepa. Peakumm CkaHepa Ha yrpo3bl 3a4at0TCA Ha COOTBETCTBYHOLLEN BKJIAAKE.

PyKOBOACTBO nonb3oBaTtend
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| [na n3meHeHMsA HacTpoek MoHWUTOpa painosoin cuctemsl SplDer Guard Heo6xoAMMO,
: YTOObI NPUNOXKEHME 061a4a10 NOBbLILLEHHBIMW NPaBaMu (CM. pasgen YnpaeaeHune
mpaBaMu NPUIOXKEHW).

Bo3moxxHocTb HacTporiku SplDer Guard npu pabote Dr.Web Industrial gns Linux nog,
yrnpaBJeHVEM CepBepa LLeHTPaIN30BaHHOM 3aLUnThl MOXET HbiTb 3a610KMpPOBaHa, ecnu
3TO 3anpeLyeHO CEPBEPOM.

8.1.9.4. HacTtpowka ncknroueHumn

Ha BKJ1ajaKe UcknroueHusn LOCTYNHbI KHOMKW, NO3BOJIAOWLME HAaCTPOUTb caeayrouimne
NCKNHO4YeHNA:

e Maiinbl M KaTasorM — OTKPbIBaeT OKHO CO CMUCKOM MyTel K o6bekTaM GpainnoBoin cuctemsi,
nckAroYaeMbix 13 npoeepkn CkaHepom 1 MOHUTOPOM dainnosow cuctemsl SplDer Guard.
HacTpoWKKH

5 Q E mEEa 3 O3

OcHoBHble  Ceawep  5SplDer Guard BUUSEGEECTEN MNaHWpoBWMK  Pexum

BribepuTe ainel M KATANOrM, KOTOPLIE AONMHEl BRITE
WCKMKYeHEl W3 Npoeepk CKaHepoM wnun SplDer | DNkl W KaTanoru. .. |
Guard.

gﬁ Hammute Ha 3amok ONA OTKa3a OT NpaB adMAHWCTRaToRa ?

PucyHok 38. HactpoWka nckaroueHmi

| Ans pobaBneHus 1 yaaneHns o6bekToB U3 Crncka UCKIKOUYEHUA HEOBXOAMMO, YTOObI
: npuaoxeHve obaazano NoBbILEHHbIMWU MpaBamMu (CM. pa3gen YnpasiaeHue npasamu

NPUAOXKEHWNS).

8.1.9.4.1. UcknroueHne $painzioB n Kataaoros

B atom paspene

e ObLVe cBeaeHMS

e /lobaBaeHve 1 yaaneHne 06bEKTOB U3 CMUCKOB UCKAKYEHWUI

O6wue cBepgeHunn

YHpaBneHme NCKNHOYEHNEM c|)a17|nos M KaTanoroB 13 NPOBEPKN OCYLLECTBJIAETCA B OKHEe ®daiinbl u
KaTanoru. ﬂ,]’lﬂ OTKPbITA OKHa Ha>XXMuUTe ®dainbl 1 KaTanaorm Ha Bkiagke UcknroueHuns.

3,£I|er Bbl MO>XXETE yKa3aTb NepeyeHb I'IyTel‘/Jl K 06bekTaMm, KOTOpPble Tpe6yeTc7-| MCKAKO4YaTb 13
npoBEPKN CKaHepOM no Tpe6OBaHVII'0 NnoAb30BaTeNs U/Mav No pacnucaHunto, U oT HabaraeHus

PyKOBOACTBO nonb3oBaTtend
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X MOHUTOPOM dannosor cuctemsl SplDer Guard. Ecav ykazaH katanor, To 6yaeT nponyLieHo
BCE COAEP>XXMMOe 3TOro KaTanora, BKiouas nogkaTtanoru v BNoXeHHble danbl.

= Dannel U KaTanorn

BribepiTe Gainbl U KaTanory, KOTOPLIE UCKMKUAKTCA U3 NPOBEPKK

MyTe

/proc
/sys
/home/pete/downloads/eicar

BE

[ -] ]
SplDer Guard CkaH...
v v
L' v
| omewms || ok |

PucyHok 39. HactpoWka ncknroueHunii ¢paiinioB 1 Katazioros

OAVH 1 TOT XXe 06BEKT Bbl MOXeTe 406aBUTb B CMNCOK UCKIKOUEHWI KaK A5 MPOBEPKM
CkaHepom (no 3anpocy n/uam no pacnmcaHuio), Tak n Ansa HabarAeHNs MOHUTOPOM $anoBOK
cuctemsbl SplDer Guard. OTmeTka, 415 Kakoro KOMMOHEHTa 06BbEKT 13 crivcka fobaBsieH B
NCKNtOUeHns, n3obpaxkaetcs GaaxxkoM B COOTBETCTBYHOLLEM CTON6LE Tabanupl.

Do6aBneHne u yganeHme o6bEKTOB U3 CMNCKOB NCKJIFOUEHUN

e YTO6bI 06aBUTb OOBEKT, MPUCYTCTBYIOLLMIA B CMINCKE, B MEPEYEHb MCKIOYaeMbIXx 06beKTOB
pana CkaHepa wav ana SplDer Guard, yctaHOBMUTe COOTBETCTBYHOLMNIA GNaXKOK B CTPOKe obbekTa.
YT106bl NCKNHOUNTL OOBEKT, MPeACTaBAEHHbIV B CMINCKE, N3 NepeYHs 06BbEKTOB, NCKIOYaeMbIX
13 nposepkn CkaHepoMm mam SplDer Guard, cbpocbTe COOTBETCTBYHOLWMI HNAXKOK B CTPOKE

obbekTa.

e YT106bI 106aBWTH B CMNCOK HOBbIN OOBEKT, HAXMMUTE + MOJ CNMUCKOM O06BEKTOB, 1 BbibepuTe
0OBEKT B MOSABMBLLEMCS OKHE BblbOpa KaTanoros n Gpannos. Takxe Bbl MOXeTe 06aBUTb
06BEKTbI B CMMCOK, MepeTaLLnB UX MbILWbIO U3 OKHa GalnioBOro MeHeaxepa.

o YTObbI YAannTb 00BbEKT U3 CNCKa, BblAE/INTE €ro CTPOKY B CMMCKE N HaXXMUTe — Nnoja CNCKOM.

YTobbI 3aKpbITb OKHO C NpMEeHEHNEM BCEX BHECEHHDbIX n3meHeHui, Haxxmute OK; ANA 3aKPbITUA
OKHa 6e3 COXpaHeHMA BHECEHHDbIX N3MEHEHUN HaxXMuTe OTMEHUTb.

8.1.9.5. HacTtpouika npoBepku no pacnucaHuio

B atom paspene

e ObLMe cBeaeHMS

e HacTpolika NpoBepPKM MO PaCUCaHUIO

PyKOBOACTBO nonb3oBaTtend
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O6wue cBepgeHunn

Ha Bknaake I'Inal-mposu.l,m( Bbl MOXETE BKJAKOUNTb aBTOMATUUECKNI 3anycK npoBepoOkK no
pacnncaHnio, 3a4atb pacnmcaHMe 3anycka n Bbl6paTb TN NPOBEPKMN.

B

OcHoBHBEle  CkaHep  SplDer Guard  Wckno4eHWA

| BEINOMHATE NPOBEPKY MO PACNUCaHUID

MH BT Cp W7 nr Cb ¥/ Bc

Bpema l02:00 |3

Tvn nposepkyn | BeibopouHas nposepka ~ |

| NposepsTb ofbekTnl (4)... |

PucyHok 40. Hactpoiika npoBepku No pacnucaHuro

[na BkAOUEHMA aBTOMATUYECKOW NPOBEPKM MO pacnucaHmio ycTaHoBuUTe Gaaxxok BeinonHaTb
npoBepKy No pacnucaHuto. B stom cnyyae Dr.Web Industrial gas Linux cdopmupyet
pacnuncaHne NepuoanYeckoro 3amnycka NPoBepKM BbIBpaHHOro Tuna.

@

MpoBepKkM Mo 3agaHHOMY pacnmcaHunio ByayT 3amyckaTbes C yKa3aHHON NePUOANYHOCTHIO
areHToM yBeZlOMJ/IeHUI, TMHO HEMOCPEACTBEHHO rpaduUecKnM MHTEPdENCcoM yrnpaBaeHus,
€C/IV OH 3anyllleH B MOMEHT Havasia nposepku. MNpoBepky Mo pacnmncaHuio He
3anyckarotcs, ecam Dr.\Web Industrial gnsa Linux paboTtaeT nog ynpaeneHvemM cepeepa

LLeHTPa/IN30BaHHOM 3aLUUTbl UAN OTCyTCTBYET lLI,ei/‘ICTByI-OLI.I,{:U'-l JNLIEH3UA.

[ns npoBepoK, 3anyckaembIX MO PacrmMcaHnio, Kak 1 /s NPOBEPOK MO TpeboBaHMHo,

JEVCTBYIOT HAaCTPOVKM NMPOBEPKY, 3aZaHHble Ha Bkiaake CKaHep.

HacTtpoiika npoBepku No pacnmcaHuio

Bknrouns NPOBEPKY MO pacnncaHUKo, Bbl MOXeETE HAaCTPOUTb ChedyroLllme napamMmeTpbl:

° BbI6paTb AHW Heaenn Ana 3anycka NpoBepPKn (A!’Iﬂ 3TOro yCtaHOBUTE COOTBETCTBYHOLMNE

bnaxkn);

® 3a4aTb BpPeEMA (4acbl n MVIHyTbI) Ha4dana NpoBeEPKU;

e BblbpaTh TMN NnpoBepku (bbicmpas nposepka, MNonHas nposepka nnn BeibopoyHas nposepka).

Ecan Bbl BbIOpanun Tmn npoBepkun BoibopoyHas nposepka, To BaM TakxKe HY>KHO yKa3aTb
nepeyeHb 06BEKTOB, NoAsexallmx nposepke. s 31oro HaxmuTe MpoBepATb 06beKTbI (B

PyKOBOACTBO nonb3oBaTtend
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CcKkobKax yKa3blBaeTC KONMYECTBO OObEKTOB, BbIOPaHHbIX A1 MPOBEPKM MO PacnmnCaHmio).
Mocne 3TOro Ha 3KpaHe OTKPOETCs OKHO BbIBOPOUYHOWN MPOBEPKM 06BEKTOB MO PacnmcaHumio,
aHaNorM4yHoOe OKHY BbIBOPOUYHOW NPOBepKM Mo TpeboBaHuio. Bl MoxeTe 406aBUTL 06BEKTHI B
CMWCOK, HaxaB + , b0 nepeTaLLmB KX B CMMCOK MbILbIO 13 OKHa $aliIoBOro MeHeaxXepa.

Ans OTKNOUEHMS aBTOMATUYECKOW NPOBePKN 06BbEKTOB MO pacnuncaHmnto copocbTe praxok
BbINnoNHATL NPOBepKy no pacnucaHuto. COOTBETCTBYHOLLAsA 3ajaya A/ areHTa yBeAOM/IeHUN
ByAeT aBTOMaTUYeCKM yaaneHa.

8.1.9.6. HacTtpouka pe>xxmma 3almThbl

B aTom pasaene

e ObLLMe cBeaeHMS

e [MoakAHOYEHME K CEPBEPY LIEHTPANN30BAHHOW 3aLLUTbI

e /1OMOJHUTENIbHbIE HACTPOMKMU

O6wue cBepgeHunn

Ha Bknagke Pexxum Bbl MoxeTe noakaounts Dr.Web Industrial gns Linux k cepsepy
LEeHTPasM30BaHHOM 3alUuTbl (MepeBeas ero B pexkuM LIeHTPaAN30BaHHOW 3aLNTbl) UK
OTKNHOUMUTBCA OT CepBepa LieHTpaaM30BaHHOM 3awwuTbl (B 3ToM caydae Dr.Web Industrial ans
Linux 6yaeT paboTatb B aBTOHOMHOM pexume).

B

OcHoBHble  CkaHep  SplDer Guard  MWcknoueHus  MnanupoBwmk  SEEIG

PeXuM LeHTpanM3oBaHHOW 3aLMTeI No3BoNAeT noaknioHuTe Dr.Web Industrial k
KOPNOopaTUEHON SHTUEWPYCHOW CETW MW AHTUBMDYCHOMY CEDBWCY BaLLEro
NMPoEaRaepa M NoNY4aTe NapaMeTpel 3alW T, COOTEETCTEYIOWME NOAUTHKAM
Be3onacHoCT KOMNAaHWMK WK PEKOMEHOYEMbIE MPOBAMAEPOM.

BKAKYKUTE pexum Ll,EHTpEi.I'IH3DBaHHDFI 3allThI

£ HamxmuTe Ha 3aMoK OAA oTKa3a oT Npas agMAHUCTpaTopa ‘?

PucyHok 41. YnpaBneHue pe>knmom pabotbl

Y106k nogxtounTe Dr.Web Industrial gna Linux k cepBepy LieHTpasn30BaHHOWN 3aLWUTbl UK
OTKJIFOUNTBLCA OT HEro, yCTaHOBUTE MW COPOCbTE COOTBETCTBYHOLLMIA (NaXKOK.

Ans noakntoueHuns Dr.Web Industrial gnsa Linux kK cepBepy LEHTPaAN30BaHHOM 3aLLMThbl
: WAN OTKNHOYEHUS OT HEFrO HEOBXOAMMO, UTOObI MpUNOXeHME 06/1a4an0 NOBbILLEHHBIMU
npaesamu (CM. YNpaBieHve npaBamMmu NpUaoXKEHUS).

PyKOBOACTBO nonb3oBaTtend
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MoaknroueHme K cepBepy L,EeHTPa/IM30BaHHOMN 3aLUThI

Mpw NonbITKe NOAKNKOUEHUS K CEPBEPY LIeHTPaAM30BaHHOM 3alLMTbl HA 3KpaHe NOSBUTCA OKHO, B
KOTOPOM TpebyeTcs ykasaTb NapaMeTpbl MOAKNHOUEHWS K CEepBEPY:

| YKazaThk BpYUHY - |

Ajpec cepeepa Mopt
| @ |2193 |

®ain ceptudkaTa cepeepa

| | o6sop.. |
¥ AyTeHTWdHKALWA (LONCNHUTENEHD)
MaeHTHdukaTop pabousi cTaHLMM
Mapone
MoAKNHYMTECA KaK «HOBUUOK:
| OTMEHWMTL |

PucyHok 42. NMopaknroueHue K cepsepy
LLeHTPa/IM30BaHHOMW 3aLLUThbl

B BbiMagatoLLlem cnuncke, pacnoioXXeHHOM B BEPXHEN 4acTh OKHa, BbibepuTe cnocob
NOAKOYEHUs K cepBepy. JocTynHo Tpu cnocoba:

e Ykazame epy4yHyro.

e Onpedenume asmomamuyecku.

e 3azpy3ume u3 ¢gaiina.

B cnyuae Bbibopa BapwmaHTa 3azpy3ume u3 ¢alisag OCTaTOYHO yKa3aTb B COOTBETCTBYHOLLEM MOe
OKHa NyTb K darny HaCTpoeK MNOAK/IOYEHNA K CepBepy, NPeoCcTaBNeHHOMY BaMm
aAMUHUCTPATOPOM aHTMBUPYCHOM ceTu. [Mpu Bbibope BapraHTOB Ykazame 8pyyHyH v
Onpedesnume asmomamuyecku yKaxunte agpec v NopT AN NOAKNHOYEHNS K cepBepy

LEeHTPasM30BaHHOM 3alLUMTbI, @ TakXke NyTb K dparny ceptudmkata (06bI4HO 3TOT dann
NpesoCTaBAAETCA afMUHUCTPATOPOM aHTUBUPYCHOW CETU UM NPOBakEPOM).

JononHuntensHo B pasgene AyTeHTUdUKaLMA Bbl MOXeTe yKasaTb naeHTudmkatop pabouei
CTaHLUMM 1 Napo/b ANA ayTeHTUPMKaLIMM Ha cepBepe, eCM OHN BaM U3BeCTHbI. Ecin aTn nona
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3ano/IHeHbl, TO NOAKOYeHME K cepBepy ByaeT ycrnelHbIM TOAbKO NPW YKa3aHUy NpaBubHON
napbl naeHTuduKaTop/naponb. Ecam 3tm nons octaBUTb NYCTbIMY, TO NMOAKOYEHME K CEpBEPY
ByaeT ycrnelwHbIM TONbKO B C/ly4Yae ero ogobpeHuns Ha cepeepe (aBTOMaTUYeCKn nam
aAMWHUCTPATOPOM aHTMBUPYCHOM CEeTH, B 3aBUCUMOCTM OT HacTpOeK cepBepa).

Kpome Toro, Bbl MoxeTe ycTaHOBUTb daxkok MoaKAUMTLCA KaK «<HOBUUOK». Eciv onuus
«HOBMYOK» pa3pelLleHa Ha cepBepe, TO Noc/ie 0A06PEHNS MOAKNOUEHNS OH aBTOMATUYECKU
CreHepupyeT YHUKaNbHYH Napy naeHTudunKaTop/naponb, KoTopas B JasbHelLeM byaeTt
MCMONb30BaThLCA AN MOAKIHOUEHUS BaLLEro KOMMbOTEPa K 3TOMY CepBepy.

| Mpun NoakAOYEHNUM KaK «<HOBUYOK» HOBas y4YeTHas 3anunchb /18 Ballero KoMnbtotepa byaet
: CreHepvipoBaHa CepPBEPOM LIeHTPaan30BaHHOW 3alUuThl Jaxke B TOM Cly4vae, eciv paHee
OH Y>Ke MMeJ YUETHYHO 3aMWcCb Ha 3TOM cepBepe.

MapameTpbl MOAKNHOUEHWS 3a/jaBaliTe B CTPOrOM COOTBETCTBUM C MHCTPYKLMAMY,
NpesoCcTaBNEHHbIMU aAMUHUCTPATOPOM aHTUBUPYCHOW CETU UM NMPOBaNAEPOM.

[na nogknroueHms K cepBepy nocie ykasaHus Bcex napameTpos HaxmuTe MoakaoumnTb v
AOXANTECH OKOHYaHMA NpoLiecca NoAktoueHna. YTobbl 3aKpbiTb OKHO 6e3 NoAKAYeHNS K
cepBepy, HaxXMuTe OTMEHUTD.

@ Mocne Toro, kak Bbl nogxatounan Dr.Web Industrial ans Linux k cepsepy

: LileHTPaNn30BaHHOW 3aluThl, OH ByseT paboTaTb MOA ynpaBieHWeM cepBepa O Tex Nnop,
MoKa Bbl €ro He NepeBejeTe B aBTOHOMHbIN pexxuM. MNogkatoueHune k cepsepy byaet
MPOVCXOANTb aBTOMATMUECKM KaXkAbli pa3 Mpu 3anycke onepauoHHON cuctemsl (CM.
pa3gen Pexxumbl pabotbl).

Ecnan Ha cepBepe LieHTpann3oBaHHOW 3aLUuThbl BKAKOUEH 3ampeT Ha 3anyck NpoBepku
bannoB nonb3oBaTtesieM, TO CTPaHMLA 3anycka CKaHVpoBaHUA K KHomka CKkaHep Ha OKHe
Dr.Web Industrial gnsa Linux 6yayT HegocTynHbl. Kpome Toro, B 3ToM cayyae CkaHep He
ByfeT BbINOMHATL NPOBEPKY HhannoB Nno 3asaHHOMY pacrmvcaHuIo.

[JononHutenbHble HACTPOUKHN

B Bbinagatowiem cnvcke MakcMmanbHoe Bpemsi XpaHeHUA cooblieHni oT cepBepa Bbl
MOXKeTe yKa3aTb NpeaeNbHbI CPOK XPaHEeHUs COOBLLLEHNI O COCTOSHUM U CODBbITUAX
aHTVMBUPYCHOW CeTW, MOCTyNatoLLMX Ha 3Ty pabouyto CTaHLMIO C cepBepa LeHTpaan3oBaHHOM
3alUnThl, K KOTOpoMy noakatoveH Dr.Web Industrial gaa Linux. o ncreyeHnn ykazaHHOro cpoka
coobueHns byayT yaanaTbCa aBTOMaTMYECKN, JaXKe eCv OHU He BblIv NPOUUTaHBI.
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@ Co0obLLEeHNA O COCTOAHUM U COBLITUAX aHTUBMPYCHOW ceTn ByAyT NOCTynaTb, TOJbKO eCn

: aAMVHNCTPaTOP aHTUBUPYCHOW CETU HaCTPOWA OTMPaBKY COOBLLEHNI Ha BaLlly pabouyto
CTaHLMIO Ha TOM CepBepe LIeHTPaan30BaHHOM 3aLlWTbl, K KOTOPOMY nogkatoueH Dr.Web
Industrial gns Linux. B npoTyBHOM cydae NpOCMOTP COOBLLEHWNA HEAOCTYMEH U
BbiNagatoLwmi cnmcok MakcMmanbHoe BpeMs XpaHeHUA coobLieHuii oT cepBepa He
oTobparkaeTca Ha CTpaHWLLEe HaCTPOeK pexxrma 3alluThbl.

8.1.10. AononHutenbHO

8.1.10.1. AprymeHTbl KOMaHAHOW CTPOKM

Yto6bI 3anycTuTb rpadurueckmnii HTepdenc ynpasnenmsa Dr.Web Industrial gns Linux n3
KOMaHZAHOW CTPOKMW, BbIMOAHUTE KOMaHAY:

$ drweb-gui [<nyme>[ <nyme> ..1 | <napamempel> ]

rae <nyme> — nyTb, NOANEXALUNUMA NpoBepKe. Bbl MOXeTe yKka3aTb CNUCOK NyTew, pa3seneHHbIX
npobenamu.

MapameTpbl KOMaHAHOW CTPOKMU

Mapametp OnwucaHune

--version HasHaueHwe: BbiBeCTW Ha 3KpaH KOHCONN UK 3MYNATOPa TepMuHana MHGOpmMaLmto o
Bepcun rpaduryeckoro nHTepdeiica.
KpaTkuii BapuaHT: -v
AprymeHTbl: Het

--help HasHaueHwe: BbiBeCTM Ha 3KpaH KOHCON WM IMYAATOPa TEPMUHaNA KPaTKyr CrpaBKy
Mo UMetoLLIMMCA NapaMeTpam KOMaHAHOM CTPOKM rpaduyeckoro nHtepderica.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

- HasHaueHue: 3anyctutb rpadpuuecknin nHTepdenc B pexkmme aBTOHOMHOrO 3K3eMraspa.

Autonomous <

KpaTtkuin BapumaHT: —a

AprymeHTbl: Het
- HasHaueHwe: 3anyctutb rpaduuecknin nHTepdenc n cpasy Hayatb HbICTPYHO MPOBEPKY.
ExpressScan

KpaTkmii BapunaHT: Her.

AprymeHTbl: Het

--FullScan Ha3HaueHwue: 3anycTuTb rpapuyecknii MHTEPdEnNC 1 cpasy HayvaTb MONHYHO MPOBEPKY.
KpaTkmii BapunaHT: Her.

AprymeHTbl: Het

- HasHaueHue: 3anyctutb rpadpuuecknin nHTepdEnC 1 oTKpbITh CTPaHULy Bbibopa
CustomScan  o6beKkTOB, MOAJ/IEXALLUX MPOBEPKE.

KpaTkmii BapunaHT: Her.
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AprymeHTbl: Het

Mpumep:
$ drweb-gui /home/user/
JTa KomaHAa 3anycTuT rpaduryecknin nHTepdenc ynpasnenna Dr.Web Industrial gaa Linux, nocne

yero CkaHep HauHeT NpoBepsATb dalbl MO yKazaHHOMY MyTK (COOTBETCTBYHOLLLAA 3aAava
npoBepku ByaeT 0TObpaxkaTbCs B CNUCKE TEKYLIVX MPOBEPOK).

8.1.10.2. 3anyck aBTOHOMHOrO 3K3emMnaspa

Dr.Web Industrial ana Linux nogaep>xuBaeT paboTy B 0CO60OM pexurmMe — pexxrMe agmoHOMHO20
3K3eMnJispa.

Ecam 3anyctute rpadunuecknin nHtepdenc ynpasaenuna Dr.Web Industrial gna Linux B pexxunme
aBTOHOMHOTO 3K3eMmnasapa, To oH byaeT paboTaTb C OTAE/NbHBIM KOMMAEKTOM CEPBUCHBIX
KOMMOHEeHTOB (paboTatowm B poHe demMoHOM ynpaeneHus koHpuaypayuet Dr.Web Industrial
ans Linux (drweb-configd), CkaHEpPOM 1 UCMONb3yeMbIM UM aHTUBUPYCHBIM SAPOM),
3anyLeHHbIM CneLmanbHoO ANa NoaAep>KKn paboTocnocobHOCTM 3anyLLeHHOro 3K3emnaspa
nporpammei.

OcobeHHOCTM GYHKUMOHNPOBaHWS rpaduyeckoro nHtepderica ynpasneHms Dr.Web Industrial
Ans Linux B pexunme aBTOHOMHOrO 3K3eMnaspa:

e [1na 3anycka rpapuyeckoro nHtepdenca ynpasneHna Dr.Web Industrial gna Linux B pexume
aBTOHOMHOTO 3K3eMnaspa HeobXxoAMMO Haanume AenCTBYoLLEero karnyesoro darna, pabota
nog ynpasiaeHneM cepBepa LIeHTPaM30BaHHOW 3alunTbl He NOAJEPXKMBaeTca (MmeeTca
BO3MOXHOCTb YCTaHOBUTb KAOUEBOW Paiisi, 3KCMOPTUPOBAHHbIV C cepBepa LIeHTPaIM30BaHHOM
3awunTbl). Mpu 3ToMm, aaxke ecim Dr.Web Industrial gns Linux nogkntoueH k cepsepy
LileHTpa/IM30BaHHOW 3aLLWTbl, aBTOHOMHbIW 3K3eMNAAp He coobwjaem cepeepy
LeHTPaan30BaHHOW 3aLnTbl 06 yrpo3ax, obHapy>KeHHbIX MpWY 3aMycke B peXnmMe aBTOHOMHOTO
aK3emnaapa.

e Bce BCcmomoraTenbHble KOMMOHEHTbI, 06cny>XXnBatowe paboTy aBBTOHOMHOTO 3K3eMnasapa
rpaduyeckoro nHTepdeica, byayT 3anyLleHbl OT MMEHW TekyLLero noab3osatens n yayt
paboTtaTb CO cneunanbHO CGOPMUPOBAHHBIM GanoM KOHPUrypaLumn.

e Bce BpemeHHble darinbl n cokeTbl Unix, MCnosib3yemMble NS B3aUMOAENCTBUSA KOMMOHEHTOB
mexay cobon, byayT co3aaBaTbCA TONbKO B KaTanore ¢ YHUKaAbHbIM MMEHEM, CO34aHHbIM
3anyLeHHbIM aBTOHOMHbIM 3K3EMMIAPOM B KaTasiore BpeMeHHbIX $GalrinoB (ykazaHHOM B
CUCTEMHOW NepeMeHHOW OKpy>XeHns TMPDIR).

e ABTOHOMHO 3anyLleHHbIN 3K3emMnaap rpaduryeckoro nHtepdenca ynpaBieHns He sanyckaem
MoHuTOop SplDer Guard, paboTtatoT ToNbko GYHKUMM NpoBepky GaNoB U yNpaBaeHs
KapaHTUMHOM, noaaep>kmBaemMble CKaHePOM.

e Myt Kk dparinam BUPYCHbIX 6a3, aHTMBMPYCHOTO AAPa N UCMONHAEMbIM Gainam CepBUCHbIX
KOMMOHEHTOB 3aZaHbl MO YMOJAYAHUIO.

¢ Yncno ogHoBpeMeHHO paboTaroLLx aBTOHOMHbIX 3K3eMMISPOB rpaduueckoro nHtepderica
ynpaBJeHWs He OrpaHMUeHo.
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e MNpu 3aBepLUeHNM paboTbl aBTOHOMHO 3anyLLEeHHOrO 3K3eMnaspa rpapudeckoro nHTepderica
Tak>Ke 3aBepLuaeT paboTy N KOMMIEKT OBCNYXKMBAOLLMX €€ CEPBUCHBIX KOMMOHEHTOB.

8.2. PaboTta 13 KOMaHAHOW CTPOKM

Ytobbl ynpaeaatb pabotor Dr.Web Industrial gns Linux n3 koMaHZHOW CTPOKK, UCNOAb3YHTE
yTMAnTy drweb-ctl komnoHeHTa Dr.Web Ctl, npuHumnbl pabotbl n nprMepbl NCNOAb30BaHUA
KOTOPOW NoAPO6HO OMMcaHbl B COOTBETCTBYHOLLMX pa3jenax.
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9. KomnoHeHTbl Dr.Web Industrial gaa Linux
B pasgene nepeuncieHbl KOMNOHEHTbI, Bxoadawme B coctaB Dr.Web Industrial gns Linux. na

KaXk,0oro KOMNoHeHTa yKa3aHbl €ero HazHayeHune, NPUHLMMNbI GYHKLMOHNPOBAHMS, a TakXKe
napameTpsbl, KOTOPble OH XpaHUT B darine KoHGUrypauum.

9.1. Dr.Web ConfigD

[emoH ynpasneHus koHdurypaumein Dr.Web ConfigD — 370 ueHTpanbHbI ynpaBastoLLUiA
komnoHeHT Dr.Web Industrial gns Linux. OH o6ecneunBaeT LLeHTpasM30BaHHOE XpaHeHWe
HacTpoek ana Bcex komnoHeHToB Dr.Web Industrial gnq Linux, ynpaBaseT akTMBHOCTbIO BCeX
KOMMOHEHTOB M OpraHn3yeT fOBepUTENbHbIN OOMEH AaHHBIMU MeXAY HUMMW.

Dr.Web ConfigD BbinosHseT caeaytoiine GyHKLMN:

e 3anyck 1 octaHoBka KomnoHeHToB Dr.Web Industrial gns Linux B 3aBUCMMOCTN OT HaCTpoOeK;
e aBTOMAaTUYECKNN Nepe3anyck KOMMOHEHTOB B C/lyyae cboesB;

® 3amnyck KOMMOHEHTOB MO 3anpocy OT APYrMX KOMMOHEHTOB;

e OMoBELLEHNE KOMMOHEHTOB 06 M3MEHEHUW HACTPOEK;

e NpesoCTaBaeHVE BO3MOXHOCTU LIEHTPaNN30BaHHOTO yNpaBaeHUA KOHPUrypaLMOHHbIMU
napameTpamu;

e npesfocTaBAeHMEe KOMMOHEHTaM MHPOPMaLMN N3 NCNOIb3YeMOro kKatoueBoro danna;
e MoJlyYyeHne NNLLEH3VOHHON NHGOPMaL KN OT KOMMOHEHTOB;
® MOJyyYeHne HOBOM NLEH3NOHHOW MHDOPMaLMK OT CNeLnanm3mpoBaHHbIX KOMMNOHEHTOB;

® OonoBeweHne 3anylweHHbIX KOMMNOHEHTOB 06 n3meHeHumn J'IVILI,GH3VIOHHOVI VlHq)OpMaLI,VIVI.

9.1.1. MpuHUMNbI paboTbl

JeMoH ynpasneHusa koHpurypaumer Dr.Web ConfigD Bcerga 3anyckaeTcs ¢ npaBamu
cynepnonb3oBatens (root). OH 3anyckaeT ocTanbHble KOMNOHeHTbl Dr.Web Industrial gna Linux un
CBA3bIBAETCA C HAMM Yepes NpeABapuTeNbHO OTKPbITbIA COKeT. leMOH ynpaBaeHuns
KOH}Urypaumen NnprHMMaeT NOAKAHOYEHNS OT Npoyvnx komnoHeHToB Dr.Web Industrial gna Linux
yepes MHOOPMAaLMOHHBIN COKET (4OCTyNneH NyH6ANYHO) M aMUHNCTPATUBHBIA COKET (JOCTymneH
TOJ/IbKO KOMIMOHEHTaM, 3anyLeHHbIM C NpaBaMu cyrnepnosib3oBaTens). [leMoH 3arpy>xaet
napameTpbl KOHPUIYpaLUn 1 INLLEH3MOHHbIE AaHHble 13 GaknoB Uan obecneyunBaeT nx
NoJly4yeHme OT NCMOJIb3YeMOro cepBepa LEeHTPaM30BaHHOM 3alnTbl Yyepes areHT Dr.Web ES
Agent, a Tak)xe NoACTaHOBKY KOPPEKTHbIX 3HaYeHWU MO YMOAYaHUIO A/1f NapaMeTpoB
KOH$urypaumn. K MOMeHTy cTapTa 1t060ro KOMMOHEHTa Uan oTcbikM eMy curHana SIGHUP
AEMOH yrnpaBieHus KOHbUrypaLmen Bceraa MMeeT LeoCTHbIA HEMPOTUBOPEUMNBbIA Habop
HacTpoek Bcex komnoHeHToB Dr.Web Industrial ans Linux.

Mpu nonydeHnn curHana SIGHUP Dr.Web ConfigD nepeuntbiBaeT napameTpbl KOHGUIypaLmm 1
JaHHble 13 NNLEH3MOHHOrO KatoveBoro danna. B cnyyae HeobxoaAMMOCTN AEeMOH Takxe
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paccbliaeT KOMMOHEHTaM yBeAOMJIEHNSA, YUTOObI OHW NepeunTany CobCTBEHHbIE NapameTpbl
KOHpUrypauuu.

Mpwu nony4yeHnn curHana SIGTERM Dr.Web ConfigD cHauana 3aBepLuaet paboTy Bcex
KOMMOHEHTOB, a MOTOM caMm 3aBeplLuaet paboty. Dr.Web ConfigD obecneuvBaeT yaaneHune Bcex
BPEMeHHbIX GailoB KOMMOHEHTOB MOC/E TOrO, Kak OHW 3aBepLuat pabory.

MpuHUMNbI B3aUMOAENCTBUA C APYTMMU KOMIMOHEHTaMMU

1.

Mpw 3anycke Bce KOMMNOHeHTbI nosyyatoT oT Dr.Web ConfigD napameTpbl KoH$uMrypaLumum
NVLIEH3NOHHYI0 MHOpMaLmto. B fanbHeliwen paboTe KOMMNOHEHTbI MCMOb3YHOT TOALKO 3TH
NOJlyYeHHblE HAaCTPOWNKMN.

Dr.Web ConfigD obecneunBaeT cbop coobLLeHMI OT BCeX 3aMyLLEHHbIX MOZ €ro yrnpaBaeHUem
KOMMOHEHTOB B eAunHbI XypHan. Dr.Web ConfigD cobupaet Bce coobLyeHus, BbIBOANMbIE
KOMMOHeHTamu B stderr, n nomelaet B o6wwmii xypHan Dr.Web Industrial gnsa Linux ¢
OTMETKOW, Y KaKOro KOMIMOHEHTa U B KakO MOMEHT NMpoun3oLuia owmnbka.

Bce ynpaBasiemMble KOMMOHEHTbI 3aBepLUalOT paboTy ¢ onpeseneHHbIM KogoMm. Ecam koa
3aBeplleHns oTanyeH o1 101, 102 1 103, KOMNOHEHT ByzeT nepesanyLueH, a
COOTBETCTBYHOLL e coobLeHne u3 stderr byaeT 3adpukcnpoBaHo B xxypHane Dr.Web Industrial
Ana Linux.

e 3aBepueHune paboTbl ¢ kogom 1071 03HaYaeT, UTO KOMMOHEHT He MOXET GYHKLIMOHMPOBATb
C NpesocCTaBNeHHON NnLeH3nen. KoMnoHeHT byaeT nepesanyLueH TONbKO Npu U3MeHeHUn
napamMeTpoB NNLEH3NN.

e 3aBepuieHune paboTbl ¢ kogom 102 03HayaeT, UTO OH He MOXET QYHKLMOHMPOBATb C
TekyWwumn napametpamm KoHourypaummn. Dr.Web ConfigD npeanpumet nonbiTky
nepesanycTnTb KOMMOHEHT, Koraa byaeT n3mMeHeHbl Kakne-nmbo napameTpsl
KOHpUrypauumn.

e 3aBeplueHne paboTbl € KOAOM 103 NPOUCXOAMT B pe3ybTaTe AUTENIbHOrO OTCYTCTBUA
obpalleHnii K KOMNOHeHTaM, 3anyckaembiM Dr.Web ConfigD no tpe6osaHuto (Dr.Web
Scanning Engine n Dr.Web File Checker). MNepwrog, no ncreyeHnn KOTOPOro KOMMOHEHT
3aBepLuaeT paboTy ¢ kogom 103, yKa3biBaeTCA B HACTPOMKax COOTBETCTBYHOLLErO
KOMMOHeHTa (napameTp IdleTimeLimit).

e EC/v HOBble 3HaYeHWs NapaMeTpoB KOHOUIypaLmm, NoayyeHHble KOMNoHeHToM oT Dr.Web
ConfigD, He MOryT 6bITb MPUMEHEHbI «Ha NeTy», KOMMOHEHT 3aBepLuaeT paboTy ¢ KoAoMm 0,
yto6bl Dr.Web ConfigD nepesanyctun ero.

e Ecam KOMMOHEHT He MoxeT noakaountbcs kK Dr.Web ConfigD nam nponcxoant owmbka
NPOTOKO/1a B3aUMOAENCTBUSA, KOMMOHEHT OTNPaBAAET COOTBETCTBYHOLLee COObLLeHE B
stderr v 3aBepLuaet paboTy C KOAOM 1.

OpFaHVBOBaH 0OMeH curHanamm.

¢ YTOObI KOMMOHEHT MPUMEHUA U3MEHEHHbIE NapameTpbl KoHPUrypaumn, Dr.Web ConfigD
oTnpasaset emy curHan SIGHUP.

¢ Y106bI KOMNOHEHT 3aBepLwna paboty, Dr.Web ConfigD otnpasnset emy curHan SIGTERM.
KoMnoHeHT foskeH 3aBepwnTb paboTy B TeueHne 30 cekyHs nocae noayyeHna curHana.
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e ECiv KOMMNOHEHT He 3aBeplLuaeT paboTy B TeueHme nonoxeHHbix 30 cekyHa, Dr.Web ConfigD
oTnpasaseT eMy curHan SIGKILL ans npuHyaMTenbHOro 3aBepLueHms paboThl.

9.1.2. AprymMmeHTbl KOMaHAHOWU CTPOKMU

YTo6bI 3aNyCTUTb 4EMOH ynpaBaeHus koHourypaumen Dr.Web ConfigD 13 komaHAHOW CTPOKY,
BbIMOJIHUTE KOMaHAy:

$ /opt/drweb.com/bin/drweb-configd [<napamempei>]

Dr.Web ConfigD gonyckaeT ncnosab3oBaHue cneayrowmx napameTpos:

Mapametp

--help

--version

--config

--daemonize

--pid-file

Mpumep:

OnucaHue

Ha3zHaueHne: BbIBOA Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMUHaNa KpaTKOVI CrpaBku
no MMEeLWMMCA napamMeTpam KOMaH,CI,HOI?I CTPOKUM M 3aBepLueHne pa6OTbI
KOMMOHEHTa.

KpaTkuit BapuaHT: -h
AprymeHTbl: Het

Ha3zHaueHne: BbIBOA Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMUHaNa I/IHq)OpMaLI,I/II/I o
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

HasHaueHwe: icnonb3oBaTb Npu paboTe ykasaHHbIV KOHGUIypaLMOHHbIN dali.
KpaTkuin BapuaHT: —c

AprymeHTbl: <nyme Kk ¢adily> — nyTb K UCMONb3yeMOMY KOHOUTYypaLMOHHOMY
banny.

Ha3zHaueHne: 3aI'IyCTI/ITb KOMMOHEHT B peXume AemMOHa, T. €. be3 40CTyna K
TepMunHany.

KpaTkuin BapuaHT: -d

AprymeHTbl: Het

HasHaueHwe: icnonb3oBaTb Npw paboTe ykasaHHbIV PID-pann.
KpaTkuit BapuaHT: -p

AprymeHTbl: <nyme Kk ¢aliny> — nyTb K Gaitny, B KOTOPOM ClefyeT COXPaHnUTb
naeHtnukatop npouecca (PID).

$ /opt/drweb.com/bin/drweb-configd -d -c¢ /etc/opt/drweb.com/drweb.ini

MpuBeaeHHas komaHga 3anyctut Dr.Web ConfigD B pexxvme geMoHa, 3acTaBuB ero
MCNonb30BaTb KOHGUIYPaALMOHHbLIN dain /etc/opt/drweb.com/drweb. ini.
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3ameuyaHumna o 3anycke

[na obecneueHmsa paborocnocobHocTtu Dr.Web Industrial ans Linux KOMMOHEHT Ao/XeH BbiTb
3anylLLeH B pexunme gemoHa. B wratHom pexkume Dr.Web ConfigD 3anyckaetca npwu ctapTte
onepaLyoHHOW CUCTEMBI, A1 YEro OH OCHaLLeH CKPUMNTOM YNpaBaeHusa C UMeHeM drweb—
configd, pa3MeLleHHbIM B CUCTEMHOM KaTanore (/etc/init.d). [na ynpasneHus
napameTpamun paboTbl KOMMAOHeHTa ncnoab3ymnte ytuanty Dr.Web Ctl, npegHa3HayeHHyro Ans
ynpasneHusa Dr.Web Industrial ans Linux n3 komaHAHOWM CTPOKM (3anyckaeTcs KOMaHAoW drweb-
ctl).

| [na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-configd.

9.1.3. NMNapameTpbl KOHPUrypaLnmn

JemoH ynpasneHus koHdurypaumen Dr.Web ConfigD ncnonbsyet napameTpsl, ykasaHHble B
cekunn [Root] 0bbeaMHEHHOro KoHGUrypauyoHHoro danna Dr.Web Industrial ansa Linux.

B cekunm npeacrtaBsieHbl Cieayroline napamMeTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb NoApObHOCTY BeaeHus XypHana komnoHeHTa Dr.Web ConfigD.
{yposetb nodpobHocmu} 3HayeHune No ymonyaHuto: Notice

Log MeToz BefieHWs XypHana AeMOoHa ynpaBiaeHus KOHPUrypaLmen, a Takxe

MeTo/ BeAeHUA XypHana Ana TeX KOMMNOHEHTOB, Yy KOTOPbIX HE YKa3aH

{mun xypHana} N ”,
CBOW COBCTBEHHbLIN MeTO/, BEAeHNs XypHana.

| Mpw HauyanbHOW 3arpyske, Moka KOHOUIypPaLMOHHbI
: dain ele He NpoYnUTaH, JEMOH ynpaB/eHWs

KoHUrypauver byaeT ncnosib3oBaTth CaesytoLme
3HayeHusa 3Toro napameTpa:

e B pexume gemMoHa (eciv 6bi1 3anyLeH ¢
napameTpom -d) — SYSLOG: Daemon;

® B IHOM C/lydae — Stderr.

Ecav KoMnoHeHT paboTaeT B OHOBOM pexrmMe
(3anyLLeH ¢ NnapamMeTpoM KOMaHZAHOM CTpoKM —d),
3HaueHue Stderr He Moxem ObITb UCMONb30BaHO AN
[aHHOro napameTpa.

3HaueHue no yMOAYaHNKO: SYSLOG: Daemon

PyKOBOACTBO noJsib3oBarena
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Mapametp
PublicSocketPath

{nyme k ¢paliny}

AdminSocketPath

{nyme k ¢paliny}

DebuglIpc

{noeuyveckuti}

UseMesh

{noeuyveckuti}

UseVxcube

{noeuyveckuti}

KeyPath
{nyme k ¢paliny}
CoreEnginePath

{nyme k ¢paliny}

VirusBaseDir
{nyme Kk kamanozy}
VersionDir

{nyme Kk kamanozy}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune

MyTb K COKETY, NCMO/Ib3yeMOMY A/ B3aUMOZENCTBNS BCEX KOMMOHEHTOB
Dr.Web Industrial gns Linux.

3HayveHne No yMoNYaHuto: /var/run/.com.drweb.public

MyTb K COKETY, UCMOJIb3yeMOMY A/ B3aUMOAENCTBUS KOMMNOHEHTOB
Dr.Web Industrial gns Linux, o6nagatomx noBbILLEHHBIMM
(aAMWHWCTPATMBHbBIMW) NPUBUNETUSMU.

3HayeHne No yMoNYaHuto: /var/run/.com.drweb.admin

BkntouaTb WM He BKAKOUATb B XXYPHaA Ha OT/Ial0uHOM YPOBHe (Npw
LogLevel = DEBUG) nogpobHble coobueHuns IPC (B3avmogaencTeme
JAEeMOHa ynpaBaeHus KOHbUrypaumen ¢ 4pyruMm KOMMOHEHTaMW).

3HauveHne No yMo4aHuto: No

cnonb3oBaTb WAK He MCMOAL30BaTb AN MPOBEPKM KOMMOHeHT Dr.Web
MeshD. Ecnv 3TOT napameTp BbIK/OYEH, ANA NpoBepkn BMecto Dr.Web
MeshD ncnonb3yetca Dr.Web Scanning Engine.

Bo3MoOXHble 3HauUeHus:
e On, Yes, True — ucnosb3oBaTtb Dr.Web MeshD;
e Off, No, False — He ucnonb3osatb Dr.\Web MeshD.

Ecnv komnoHeHT Dr.Web MeshD He ycTaHOB/IEH, TO BHE 3aBMCUMOCTM OT
yKa3aHHOTO 3HaueHus ByaeT ncnosb3oBatbcs KOMMoHeHT Dr.Web
Scanning Engine. Eciv HM OAWH 13 KOMMOHEHTOB HE YCTaHOBJEH, TO
npoBepkKa 3aBepLuaeTcs ¢ owmnbkon x119.

3HauveHne No yMo4aHuto: No

Vcnonb3oBatb nam He ncnonb3osatb Dr.Web vxCube npu nposepke
MOYTOBbIX BJIOXKEHWI B pEXUME BHELLHErO GWAbTPA, NOAKIHOUEHHOTO K
MTA.

3HauveHne No yMo4aHuto: No
MyTb K kKAtOUEBOMY daitny (TMLEH3NOHHOMY UK AEMOHCTPALMOHHOMY).
3HauveHne No yMoNYaHuio: /etc/opt/drweb.com/drweb32. key

MyTb K AMHamMU4Yeckon bubanoteke aHTMBUpPYCHOTO Agpa Dr.Web Virus-
Finding Engine.

3HayeHve no
yMOYaHuKO: /var/opt/drweb.com/1lib/drweb32.d11

MyTb K KaTanory, B KOTOPOM XpaHsATCs daliabl BUPYCHbIX 6a3.
3HayeHne No yMonvaHuio: /var/opt/drweb.com/bases

MyTb K KaTas0ry, B KOTOPOM XPaHUTCH MHPOPMaLMS O TEKYLLMX BEPCUAX
ncrnonbsyembix komrnoHeHToB Dr.Web Industrial gas Linux.

3HauveHne No yMoiYaHuio: /var/opt/drweb.com/version
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Mapametp
CacheDir

{nyme kK kamanozy}

TempDir

{nyme kK kamanozy}

RunDir

{nyme kK kamanozy}

VarLibDir

{nyme kK kamanozy}

AdminGroup

{ums epynnel | GID}

VersionNotification

{noeuyveckuti}

DefaultLoglLevel

{yposeHb nodpobHocmu}

VxcubeApiAddress

{cmpoka}

VxcubeApiKey
{cmpoka}

VxcubeProxyUrl

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune

MyTb K KaTanory kKeta (MCNOAb3yeTCa Kak ANs Kella O6HOBIEHWN, TaK U
A1 Kella NpoBepeHHbIX Gpaiiaos).

3HayveHWe No yMon4yaHuio: /var/opt/drweb.com/cache
MyTb K KaTanory Ans XpaHeHUs BpeMeHHbIX $halinos.

3HaueHure No ymonyaHwuo: [lyme, ussneyeHHsIl U3 cucmemHol
nepemeHHoU okpyxxeHuss TMPDIR, TMP, TEMP uav TEMPDIR
(nepemeHHble NepeburpatoTcs B ykazaHHOM nopsake). Ecav Hu ogHa u3
HWUX He 0BHapy>KeHa, TO NCMOoAb3yeTCs / tmp.

MyTb K KaTanory, B KOTOPOM Haxoasatcs PID-dalinbl 3anyLLeHHbIX
KOMMOHEHTOB U COKETbI, UCMOb3yeMble A/ B3aMMOAENCTBISA
komnoHeHToB Dr.Web Industrial gns Linux.

3HayeHne No yMONYaHuMKo: /var/run

MyTb K KaTanory 6ubaMoTeK, NCNOb3yeMbIX KOMMNOHeHTaMu Dr.Web
Industrial gns Linux.

3HauyeHve No yMon4vaHuto: /var/opt/drweb.com/1ib

lpynna nosnb3oBaTtenel, 06aagarowmnx agMUHNCTPATUBHBIMU MpaBaMu B
pamkax Dr.Web Industrial gns Linux. laHHble nosb3oBaTenu, Hapsay ¢
cynepnosib3oBaTtesieM (Mosib3oBaTeNeM root), MOryT NoBbILLaTh
npveuaernm komnoHeHntoB Dr.Web Industrial ans Linux go npusuaernin
cynepnosib3oBaTens.

3HaueHure no ymonuaHuo: Onpedessemcs asmomamuyecku B MOMEHT
yctaHoBky Dr.Web Industrial gns Linux

YBeZOMAATb UAW He yBEAOMATh MOAb30BaTeNsl O HAMUUU OBOHOBAEHWI
ANA Tekylel yctaHoBaeHHoW Bepcum Dr.Web Industrial gns Linux.

3HayveHne No yMOMYaHUIO: Yes

YpoBeHb NOAPOBHOCTY BeAEHWA XypHana 018 8cex KOMNOHeHMos
Dr.Web Industrial gns Linux no ymonyanuto.

cnonb3yetcs, ecav B KOHPUrypaumum Kakoro-anmbo n3 KOMMOHEHTOB He
yKasaH CBOW ypOBEeHb NOoAPOOHOCTU BeAeHNsA XXypHana.

3HauveHMe No yMon4aHuio: Notice

[JomeHHoe uma (FQDN) nam IP-agpec y3na, Ha KOTOPOM HaxoAauUTca
cepsep APl Dr.Web vxCube.

3HayeHre Mo yMoYaHuIo: (He 3a0aHo)
Kntou API Dr.Web vxCube.
3HayeHuVe Mo YyMoYaHuIo: (He 3a0aHo)

AZpec NpoKcn-cepBepa, KOTOPLIN UCMOAb3YETCS A/F MOAKIHOUEHUS K
Dr.Web vxCube.
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Mapametp OnwucaHune

{adpec nodkntoyerus} Moaaepxusatotcs Tonbko HTTP-npokcy 6e3 aBTopu3sauum.

Bo3MOXkHble 3HaueHus: <adpec NoOK/HYeHUs > — NapameTpbl
NMOAK/OYEHNA K MPOKCU-CepBepPY B popmate
http://<xocm>:<nopm>, rae:

e <xocm> — ajpec y3/1a, Ha KOTOpoM paboTaeT npokcu-cepaep (IP-
ajpec uam nms gomeHa, 1. e. FQDN);
e <Nopm> — WUCMNONb3yeMbI NOPT.

3HayeHure Mo yMoYaHuo: (He 3a0aHo)

2. Dr.Web Ctl

B aTom pasaene

ObLuive cBeaeHUs

YpaneHHas npoBepKa y310B

O6wue cBepgeHunn

NmeeTcs BO3MOXHOCTb ynpasaaTe paboton Dr.Web Industrial gna Linux n3 komaHAHOW CTPOKMW.
[ns 3TOro B ero coctaB BXOAWUT cnelmanbHas ytuamta Dr.Web Ctl (drweb-ct1). C ee noMoLwbto
Bbl MOXETE BbIMNONHATb U3 KOMaHAHOWN CTPOKU CiefytoLLine AeNCTBUS:

3anyck npoBepku $halinoB, 3arpy30UHbIX 3aMnCein ANCKOB 1N UCMONHAEMbIX GaliIoB aKTUBHBIX
MpOLLeccosB;

3anyck npoBepku $haroB Ha yaaneHHbIX y3ax ceTu (CM. nprMeYaHue);

3anyck OBHOBNEHWS aHTUBUPYCHbIX KOMMOHEHTOB (BMPYCHbIX 6a3, aHTUBMPYCHOTO A4pa, U
MPOYUX, B 3aBUCUMOCTN OT MNOCTaBKMW);

NPOCMOTP ¥ N3MeHeHMe napameTpoB kKoHurypauun Dr.Web Industrial gaa Linux;

NPOCMOTpP COCTOAHMA KoMnoHeHToB Dr.Web Industrial gnsa Linux 1 ctaTnctnkn obHapy>KeHHbIX
yrpos;

NPOCMOTpP KapaHTMHAa W ynpaBiaeHne ero Coaep>XXnmbIM (Yepe3 komnoHeHT Dr.Web File
Checker);

noAK/IH4YEHNE K CEpBEPY LI,eHTpa.I'IM3OBaHHOl‘/J1 3alWnTbl NN OTKAKOYEHUE OT HEro.

UTO0bbI KOMaH/AbI yNpaBAeHWs, BBOAMMbIE NONb30BaTeNeM, UMenn 3dPekT, AoMKeH bbiTb
3anyLeH AeMOoH ynpasaeHuns koHpurypaumen Dr.Web ConfigD (mo ymondaHuto oH

a

BTOMaTN4Ye€CKN 3anyCKaeTca npu ctapte OﬂepaLLMOHHOVI CUCTEMBI).
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| [ns BbINOJNIHEHWNS1 HEKOTOPbIX YNPaBASAOLWLMX KOMaHJ, TPEBYHOTCA NOJHOMOUMSA
: cynepnosib3oBaTes.

ﬂ'flﬂ nojiydyeHuna NMOJHOMOUNIA cynepno/sib3oBaTtens I/ICI'IOJ'Ib3yI\/’ITe KOMaHA4y CMeHbl
MoJib30BaTeNA su WA KOMaHAY BbIMOJIHEHMA OT MMEHM APYroro nojab3oBaTensa sudo.

YTunauta drweb-ctl noasepXunBaeT CTaHAapPTHOE aBTOAOMONHEHME KOMaHJ, yrpaBaeHns
Dr.Web Industrial ans Linux, ecam dyHKLUMA aBTOAOMONHEHNA BKAKOYEHA B UCMO/Ib3yeMOM BaMu
KoMaHaHOW obonouke. B cnyuae ecam komaHaHas obonouka He noasep>xuBaeT
aBTOAOMNOJIHEHME, Bbl MOXETe HaCTPOUTb ee Npu HeobxogmumocTu. [ina atoro obpaTturtecs K
CNPaBOYHOMY PYKOBOACTBY MO UCMOAb3yeMOMY BamMu ANCTPUOYTMBY OnepaLuoHHON CUCTEMBI.

| Mpwv 3aBepLUeHUM paboTbl yTUAMTa BO3BPALLAET KOJ BbIXOAa B COOTBETCTBUM C
: cornawexvem ana POSIX-coBmectumbix cuctem: O (Hynb) — ecim onepawms BbiMOAHEHa
YCMeLHo, N He Hy/Ib — B MPOTUBHOM Clyyae.

HeHyneBoM KOA BbixoAa yTUAUTA BO3BPALLE@ET TONbKO B TOM C/ly4Yae, Korga npovsoLuia
BHYTPEHHsSA olWmbKa (Hanmpumep: yTUAUTa He CMOTa MOAKAKOUNTLCA K HEKOTOPOMY
KOMMOHEHTY, 3amnpoLUeHHas onepaLus He MOXET ObITb BbIMOAHeHa U T. Nn.). Ecin yTuauTa
obHapy>unBaeT (1, BOSMOXHO) HeTpasn3yeT HEKOTOPYHO Yrpo3y, OHa BO3BPALLAET KOA
Bbixogda 0, Tak KaK 3anpoLueHHas onepaums (Takas Kak scan W T. M.) BbINOJHEHa YCMeLHO.
Eciv HEO6XOAMMO YCTaHOBUTL NMepeyeHb OBHaAPYXKEHHbIX YIPO3 U MPUMEHEHHbBIX K HAM
[EeNCTBUI, TO MPpOaHanu3vpyiTe COOBLLEHNS, KOTOPbIE YTUINTA BBIBOAUT Ha KOHCOJb.

KOAbI BCEX NMMEKLLNXCA owmnbok npueBeaeHbl B pasjene [Mpunoxxenwne E. OnncaHve
WN3BECTHbIX OLLIBOK.

Yp,aneHHaﬂ npoBepkKa y3sioB

Dr.Web Industrial a4 Linux no3sonseT npoBepsATb Ha Hannume yrpo3 dansibl, HaxoaALmeca Ha
yAaNneHHbIX y31ax ceTu. B kauecTBe Takux y310B MOTYT BbICTyNaTb He TONbKO MONHOLEHHble
BbIUNCANTEIbHBIE MaLMHBI (paboure CTaHLMK 1 cepBepbl), HO 1 poyTepsl, TB-npuctaBku n
npouvne «yMHble» YCTPOMNCTBa, 0bpa3ytoLme Tak Ha3blBaeMbl «MHTEPHET Belen». [ns
BbIMO/NIHEHWA YAaNeHHOW NpoBepkun TpebyeTcs, UTobbl yaaneHHbI y3en NnpesocTaBasn
BO3MOXHOCTb YaNeHHOro AocTyna K Hemy yepes SSH (Secure Shell) nnw Telnet. Ons poctyna Kk
YCTPOWMCTBY Bbl AO/IKHbI 3HaTb ero IP-agpec nav JoMeHHoe MMA, UMSA 1 Napoib NOAb30BaTeNs,
KOTOPbI MOXET COBEPLUNTL YAaNeHHbIN AOCTYN K cucteme Yepes SSH nnun Telnet. YkazaHHbIN
Nnosib30BaTelb AO/KEH MMETb NpaBa AOCTyna K NpoBepseMbiM darinam (kak MUHUMYM — MpaBo
Ha UX UTeHune).

[JaHHasa GyHKUMA MOXKET BbITb MCMOAb30BaHa TOLKO AN OBHAPY>XKeHWs BPEeAOHOCHbIX UK
noAo3puTesbHbIX GaaoB Ha YAaNeHHOM y3ne. YcTpaHeHue yrpo3s (To ecTb U30AALUMs X B
KapaHTWH, yAaneHVe NN IeYeHNe BPeJOHOCHbIX OObEKTOB) CPeACTBaMM YAaNeHHON NPOBEPKHM
HEBO3MOXHO. 1N yCTpaHeHNs 06HapY>KEHHbIX YrpO3 Ha yaleHHOM y3/e BOCMO/b3ynTech
CpeaCcTBaMy yrnpaB/ieHus, NPeAoCTaBAseMbIMU HEMOCPEACTBEHHO 3TUM y3/10M. Hanpumep, ans
POYTEPOB M NMPOYMX «YMHbIX» YCTPOWCTB Bbl MOXeTe OOHOBUTb MPOLLUUBKY, a A5

PyKOBO,D,CTBO noJsib3oBarena

141



T,
)
A

A
£

KomnoHeHTbl Dr.Web Industrial ana Linux

BbIUNCIUTENBHBIX MALLUWH — MOAKAKOUUTLCSA K HAM (B TOM YKC/IE B YAANEHHOM TEPMUHANBHOM
pexx1Me) 1 MPON3BeCTN COOTBETCTBYIOLLME OnepaLmm B UX GannoBon cucteme (yaaneHue nav
nepemelleHve GanioB 1 T. M.) UK 3aMyCTUTb YCTAaHOBAEHHOE Ha HUX aHTUBMpYcHoe TMO.

YaaneHHas npoBepka peannsyeTca TONbKO Yepes yTUANTY yNpaBaeHUs U3 KOMaHAHOW CTPOKM
drweb-ctl (MCnoab3yeTca KoMaH4a remotescan).

9.2.1. ®opmart Bbi30OBa U3 KOMaHAHOMW CTPOKM

YTunauta ynpasneHus pabotor Dr.Web Industrial gns Linux nmeet cnegyrowimii dopmat Bbi3oBa:

$ drweb-ctl [<obujue onyuu> | <komaHOa> [<apeymeHm>] [<onyuu KOMaHObl>] ]
rae:

e <0bwue onyuu> — OnumMK, KOTopbIe MOTYT BbITb MCMO/Ib30BAHbI NP 3anycke 6e3 ykasaHus
KOMaHZbl AN A NH060N M3 KOMaHAbl. He saBastoTcs 0b6s3aTesibHbIMUN 41 3amycKa.

e <KOMaHOa> — KOMaHJa, KoTopasa Ao/mkHa 6biTb BbinonHeHa Dr.Web Industrial gns Linux
(HanpvMep, 3anycTUTb NPoBepKy GanNoB, BLIBECTU COAEPXKMMOE KapaHTMHa U T. .).

e <apz2ymeHm> — apryMeHT KOMaHZbl. 3aBUCUT OT YKa3aHHOM KOMaHAbl. Y HEKOTOPbIX KOMaHA,
apryMeHTbl OTCYTCTBYHOT.

e <onyuu KOMAaHObI> — ONUMW, yNpasaaoLme paboTon ykazaHHOW KOMaHAbl. 3aBUCAT OT
KOMaHZbl. Y HEKOTOPbIX KOMaHJ, OMLMN OTCYTCTBYHOT.

9.2.2. O6wme onuun
[ocTynHbl cnegyrowme obume onumm;

Onuyunsa OnucaHue

-h, --help BbIBECTV Ha 3KpaH KpaTKyro 0bLLyH CrpaBKy 1 3aBepLunTh paboTy. [1a BbiBOAA
cnpaBkK no b0 KoMaHAe NCMOoAb3yNTe BbI30OB:

$ drweb-ctl <komaHda> -h
-V, -—-version  BygecTu Ha 3KpaH BEPCWIO MOAY/A 1 3aBePLINTL paboTy

-d, --debug MpeAnUCbIBAET BLIBOAWTL Ha 3KPaH paclUMpPeHHble AnarHocTnyeckme coobLieHus
BO BpeMs BbIMONHEHMs yKa3aHHOI KOMaHabl. He nMeeT cMbicna 6e3 ykazaHus
KOMaHzbl. Micnonb3yiite BbI3OB:

$ drweb-ctl <komaHOa> -d

9.2.3. KomaHabl

B aTom pasaene

e KOoMaH/ bl aHTUBUPYCHOW NPOBEPKMN
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e KoMaH/Abl ynpaBaeHUsa Yrpo3amMmy 1 KapaHTUHOM

e KoMaHAbl yrpasaeHUsa KoHburypaumemn

e PaculimpeHHble KOMaHAbl

o KomMaH/bl ynpaBaeHs 06HOBAEHNEM U Da6OTOI\/’I B pexunme Ll,eHTDaIII/I3OBaHHOI\/’I 3allNThbI

o /IHbOPMALIMOHHbIE KOMaHJb!

9.2.3.1. KomaHabl aHTUBUPYCHOW NPOBEPKMU
[oCTynHbl cnesyrolime KOMaHAbl aHTUBUPYCHOM NpoBepky GanNoBON CUCTEMDbI:

KomaHga OnucaHue

scan <nyme> HasHaueHwue: VIHNUMMpOBaTb NPOBEPKY KOMMOHEHTOM NMpPOBepPKY Ganios
Dr.Web File Checker ykazaHHoro daina nam katanora.

AprymeHTbI

<nyme> — nyTb K $haliny Uan Katanory, KOTOPbI HY>XHO NPOBEPUTb
(MOXeT 6bITb OTHOCUTE/IbHbLIM).

DTOT apryMeHT MOXeT ObITb OMYLLEH B C/lyYae UCMOJb30BaHUA oMLK
--stdin uam --stdin0. s npoBepku nepeyHs danios,
BbIOMpaeMbIX MO HEKOTOPOMY YC/IIOBUIO, PEKOMEHAYETCS UCMO/Ib30BaTh
yTnanTy £ind (cM. [pyMepbl UCNONb30BaHMA) U ONUUIO ——stdin uan
--stdin0.

Onuumn

-a [--Autonomous] — 3anycTUTb aBTOHOMHbIe 3K3emMnasapbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinoNHeHWs 3a8aHHOW
NPOBEPKM, 3aBEPLUMB NX PabOTy NOCAE OKOHUYAHWUA MPOBEPKMN.

ilf Yrpo3bl, 06Hapy>KeHHble NPV aBTOHOMHOM
: CKaHWpPOBaHMK, He ByayT fobaB/ieHbl B 06N CNMCOK

0b6Hapy>XeHHbIX Yrpo3, BbIBOAVMbIN KOMaHAOW threats,
TaKk>Xe O HMX He ByaeT coobLleHo cepBepy
LeHTpaAn3oBaHHOM 3awwmTbl, ecan Dr.Web Industrial gas
Linux paboTaeT nog ero ynpasseHVeM.

—--Report <mun> — TWM OTYeTa O NPOBEPKE.
Bo3MO>kHble 3HaueHus:
e BRIEF — KpaTKW OTYeT;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIn oTyeT B popmate JSON.
3HayeHve No yMOAYaHMIO: BRIEF.

--ScanTimeout <UHMepsas epemeHuU> — TaliM-ayT Ha NPOBEPKY
oAHoro daiina B MUAANCEKYHAAX.

3HaueHune 0 YKa3blBaeT, UTO BpeMA NPOBEPKN HE OrpaHNYeHO.

PyKOBOACTBO nonb3oBaTtend
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3HayveHne No yMon4aHuto: 0.

--FollowSymlinks — aBTOMaTM4eCcK/ paspeLlaTb CUMBOIMYECKME
CCbIIKN.

--PackerMaxLevel <YuC/i0> — MaKCMMaJbHbI YPOBEHb BNIOXEHHOCTM
06bEKTOB MNPV NPOBEPKE 3anakoBaHHbIX 06beKTOB. oy 3anakoBaHHbIM
06BbEKTOM MOHUMAETCA UCMONHAEMbIV KOJ, CKaTbI MPY MOMOLLM
cneumanmsnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine u gp.). Takne 06beKTbl MOTYT BKAOYATb Apyrve
3aMnakoBaHHble 06beKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro NnapameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPapXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 06BbEKTOB He ByayT NPOBEPATHCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByayT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <Yuc/10> — MakCUMabHbI YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MNPU NPOBEPKe apxMBOB (. zip, .rar 1 4p.), B
KOTOPbl€ BNOXEHbI ApYyrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. J. 3Ha4YeHWe 3TOro napameTpa
yCTaHaBAVBaeT Npeje/bHbl YPOBEHb MepapXmn BNOXKEHHOCTH, Nocae
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbIN YPOBEHb BNOXEHHOCTM
061bekTOB Npw NpoBepke GansoB NOYTOBLIX NMPOrpaMm (.pst, .thb u
4p.), B KOTOpble MOTYT 6bITb BNOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTyT
ObITb BIIOXKEHbI 06bEKTbI, U T. A. 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 06BbEKTOB He ByayT NPOBEPATHCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NMPW NPOBEPKE APYTUX TUMOB O6BEKTOB C
BAOXeHMAMYU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbI YPOBEHb MEPaAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06beKTbl BHYTPM OOBEKTOB He ByAyT NPOBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHb> — MakKCMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06EKTOB.

3HauyeHwue JOKHO ObITb He MeHee 2.
3HauveHne nNo ymoa4aHuto: 3000.

--MaxSizeToExtract <4uci10> — OrpaHUYeHne Ha pa3mep baitnos B
apxvBe. ®alnbl, pasmep KOTOPbIX MPEBbILLAET 3HaYEHWE 3TOrO NapameTpa,
6y4yT NponyLieHbl Npu NpoBepke. PaaMmep yKasbiBaeTCs Kak YMco C
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cyboduvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, Yncno
NHTEPMPeTMpYeTCa Kak pa3Mep B bariTax.

3HayeHure Mo yMoNYaHuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu nNpoBepke.

3HayeHne No yMONYaHMo: On.

--Exclude <nyme> — NyTb, UCKAHOYAEMBIV 13 NPOBepPKN. MOXeT BbiTb
OTHOCWTENbHBIM W BK/IOUaTh B Cebs hannoByro Macky (CoAep>Kalllyro
CUMBOJIbI ? U *, @ Tak>Ke CUMBOJIbHbIE Knacebl [ 1, [! 1, [~ 1)

HeobszatenbHas onuus; MoXeT HbiTb ykazaHa 6osee ogHOro pasa.

--OnKnownVirus <delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMOHUTbL, €CIM METOAAMW CUTHATYPHOrO aHain3a obHapyeHa
M3BECTHas yrposa.

Bo3moxkHble geicTBua: REPORT, CURE, QUARANTINE, DELETE.
3HayveHne No yMONYaHUto: REPORT.

--OnlIncurable <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecnn neyeHune (CURE) OBHapy>KeHHOW yrpo3bl OKOHYMAOCh HeyAauen uam
OHO HEBO3MOXHO.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HauveHne No yMoYaHUto: REPORT.

--OnSuspicious <0delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMOJ/IHUTb, EC/IN 3BPUCTUYECKNI aHaan3 0BHapY>XXUT NOAO3PUTENbHBbIN
06BeKT.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayeHne No yMOYaHUto: REPORT.

--OnAdware <Odelicmsue> — [eNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecin obHapy>KeHa peksiaMHas nporpamMmma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HauveHne No yMoYaHUto: REPORT.

--OnDialers <delicmsue> — AeWCTBUE, KOTOPOE HYXXHO BbIMOJHUTb,
eciv obHapy>keHa nporpaMmMa A03BoHa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMoNYaHUto: REPORT.

--OnJokes <OQelicmeue> — [eACTBNE, KOTOPOE HY>KHO BbIMONHUTb, €C/U
obHapy>eHa nporpamma-LyTKa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMONYaHUto: REPORT.

--OnRiskware <delicmgue> — [eNCTBUE, KOTOPOE HY>KHO BbIMOAHWUTD,
ecin obHapy>keHa NoTeHLMaNbHO OnacHas nporpaMma.

Bo3moxkHble gelncTBus: REPORT, QUARANTINE, DELETE.

3HayveHne No yMoYaHnto: REPORT.
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--OnHacktools <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMONHUTB,
ecin obHapy>KeHa nporpaMma B3soma.

Bo3moxkHble gercTBus: REPORT, QUARANTINE, DELETE.

3HayeHne No yMosYaHnto: REPORT.

| Ecnv yrposa obHapy>ceHa B daiine, Haxoaawemcs B
: KOHTenHepe (apxmB, MOYTOBOE COObLLEHME U T. MN.),

BMECTO yAaneHusa (DELETE) BbINOJHAETCA NepemMeLleHme
KOHTeNHepa B KapaHTUH (QUARANT INE).

—--stdin — MOAYYMTb CMINCOK NyTEN AN MPOBEPKM U3 CTAHAAPTHOTO
notoka BBoga (stdin). Myt B cnucke A0KHbI ObITb pa3geneHbl CMMBOJIOM
HoBoM cTpokn (\n).

—--stdin0 — NONYYWTb CMNCOK MYTEN AN NPOBEPKMN U3 CTAHAAPTHOIO
notoka BBoga (stdin). Myt B cnucke A0KHbI ObITb pa3gesieHbl HyAeBbIM
cumeonom NUL (\0).

@ MpY MCNoNb30BaHUM ONMUUA ——stdin N ——stdin0 NyTK

: B CMMCKE He AO0JKHbI COAep>KaTh LLaboHOB.
MNpeAnoYTUTENBHOE NCMONb30BaHWE ONUUA ——stdin K1
—--stdin0 — o0bpaboTka B KOMaHAe scan Cnucka nyTen,
chopMMpPOBaHHOTO BHELLHEN MPOrpamMMon, Hanpumep,
find (cMm. [IprMepbl UCMOAb30BaHKS).

HasHaueHue: IHMLMMpoBaTh NPOBEPKY KOMMOHEHTOM NPOBepPKY (annos
Dr.Web File Checker 3arpy304Hoi 3anmcu Ha yKa3aHHbIX AVCKOBbIX
yctpotrictBax. [MpoBepsitoTcs kak 3anuncy MBR, Tak 1 3anmcmn VBR.

AprymeHTbl

<ycmpolicmeo > — nyTb K 6104HOMY alny 4MCKOBOrO YCTPOMCTBA,
3arpy304Has 3anucb Ha KOTOPOM MOA/IEXUT NpoBepke. MoxeT BbITb
yKa3aHO HeCcKo/bKO AMCKOBbIX YCTPOMCTB Yepe3 npoben. Obs3aTtesibHbIl
aprymeHT. Ecnv BmecTo daiina yctpoiicTea ykasaHo ALL, OyayT npoBepeHsl
BCe 3arpy304Hble 3aMvcu Ha BCEX AOCTYMHbIX AUCKOBbIX YCTPONCTBAX.

onuum

-a [--Autonomous] — 3anycTuUTb aBTOHOMHbIe 3Kk3eMnaspbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinonHeHMs 3aaHHON
NpoBepKK, 3aBepLUIMB NX PaboTy NOC/ie OKOHYaHWS MPOBEPKU.
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ili Yrpo3bl, 06Hapy>KeHHble NPV aBTOHOMHOM
: CKaHMpOBaHuK, He byayT fo6aB/ieHbl B OBLMIA CMNCOK

OBHapy>KeHHbIX Yrpo3, BbIBOAUMbIA KOMaHAO0W threats,
TakXXe 0 HMX He BbyaeT cooblLLeHO cepBepy
LeHTpaAn3oBaHHoM 3awwumThl, ecan Dr.Web Industrial gas
Linux paboTtaet nog ero ynpaBieHUEM.

—--Report <mun> — TUN OT4eTa O NPOBEpPKE.
Bo3moxkHble 3HaueHus:
e BRIEF — KpaTKU OTYeET;
e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmaTte JSON.
3HayveHVe No yMOYaHUto: BRIEF.

--ScanTimeout <UHMepPBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZHOTO daiina B MUAANCEKYHAAX.

3HaueHue 0 yKasbiBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HauveHne No yMon4aHuto: 0.

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHasv3 npu nNpoBepkKe.

3HauveHne No yMONYaHuo: On.

--Cure <Yes|No> — tpebyeTcs nm genatb NOMbITKA JeYeHNs
OBHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAMTCA TOILKO MHPOPMUpPOBaHMe 06
0BHapy>KeHHOW yrpose.

3HayeHne No yMon4aHuto: No.

--ShellTrace — BKIHOUYMUTb BbIBOZ AOMONHUTENBHOW OTNAA0UHOM
nHdOpMaLUM Npu NPOBEPKe 3arpy304HON 3anncu

HasHaueHue: IH1LMMpoBaTh NPOBEPKY KOMMOHEHTOM NPOBepPKK (annos
Dr.Web File Checker coaep>XMmMoro ncnoaHaemMblx Gainnos, cogepkaLLimx
KOZ, MPOLLeCCoB, 3anyLleHHbIX B cucteme. [Mpu obHapy>KeHUn yrpo3sbl
BbIMONHAETCA HE TOIbKO 06e3BpexnBaHmne BPejoHOCHOTO UCMOAHAEMOro
daina, HO 1 NPUHYANTENbHOE 3aBepLueHne paboTbl BCEX MPOLLECCOoB,
3anyLLeHHbIX 13 Hero.

AprymeHTbl: Hert.

onuum

-a [--Autonomous] — 3anycTuUTb aBTOHOMHbIe 3k3eMnaspbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinonHeHMs 3aaHHON
NpoBepKK, 3aBepLUMB 1X PaboTy NOC/ie OKOHYaHWS MPOBEPKU.
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ili Yrpo3bl, 06Hapy>KeHHble NPV aBTOHOMHOM
: CKaHMpOBaHuK, He ByayT fo6aB/eHbl B O6LWMIA CIMCOK

OBHapy>KeHHbIX Yrpo3, BbIBOAUMbIA KOMaHAO0W threats,
TakXXe 0 HMX He BbyaeT cooblLLeHO cepBepy
LeHTpaAn3oBaHHoM 3awwumThl, ecan Dr.Web Industrial gas
Linux paboTtaet nog ero ynpaBieHUEM.

—--Report <mun> — TUN OT4eTa O NPOBEpPKE.
Bo3moxkHble 3HaueHus:
e BRIEF — KpaTKU OTYeET;
e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmaTte JSON.
3HayveHVe No yMOYaHUto: BRIEF.

--ScanTimeout <UHMepPBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZHOTO daiina B MUAANCEKYHAAX.

3HaueHue 0 yKasbiBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HauveHne No yMon4aHuto: 0.

--PackerMaxLevel <YuC/i10> — MaKCUMaJbHbIN YPOBEHb BNIOXEHHOCTM
06bEKTOB MNPV NPOBEPKe 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06BbEKTOM MOHUMAETCA UCMONHAEMbIV KOJ, CKaTbl MPY MOMOLLM
cneumanmanpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAOYATb Apyrve
3aMnakoBaHHble 06bEKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro napameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu NpoBepkKe.

3HauveHne No yMONYaHMo: On.

--ContainerMaxLevel <YuC10> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHNAMYU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06beKTbl BHYTPM 0OBEKTOB He ByAyT NPoBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByayT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--Exclude <nyme> — MNyTb, UCKJAOYAEMBIN 13 NpoBepkun. MoxeT
BKAtOUaTh B cebs dannoByto Macky (cofep Kallyro CUMBOJIbI ? 1 *, a TakxKe
CMMBOJIbHbIE Knaccol [ 1, [! 1, [~ 1).MyTb (B TOM Uncne cogepkalimni
Macky) AoJskeH ObITb abCONOTHBIM.
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HeobszatenbHas onuus; MoXeT HbITb ykazaHa 6osee ogHOro pasa.

--OnKnownVirus <odelicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMO/HUTbL, €CIM METOAAMW CUTHATYPHOrO aHann3a obHapyeHa
M3BECTHas yrposa.

Bo3moxkHble geicTBua: REPORT, CURE, QUARANTINE, DELETE.
3HayveHne No yMoYaHnto: REPORT.

--OnlIncurable <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecnn neyeHune (CURE) OBHapy>KeHHOW yrpo3bl OKOHYMAOCh HeyAauen uam
OHO HEBO3MOXHO.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMOYaHnto: REPORT.

--OnSuspicious <0delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMOJ/IHUTb, EC/IN 3BPUCTUYECKNI aHann3 0BHapY>XXUT NOAO3PUTENbHBbIN
06beKT.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMoYaHnto: REPORT.

--OnAdware <Odelicmsue> — [eNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecin obHapy>KeHa peksiaMHas nporpamMmma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMOYaHnto: REPORT.

--OnDialers <delicmsue> — AeWCTBUE, KOTOPOE HYXXHO BbIMOJHUTb,
ecin obHapy>keHa nporpaMmMa A03BoHa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMONYaHUto: REPORT.

--OnJokes <OQelicmeue> — [eACTBNE, KOTOPOE HY>KHO BbIMNONHUTb, €C/U
obHapy>eHa nporpamma-LyTKa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMoYaHnto: REPORT.

--OnRiskware <delicmgue> — [eNCTBNE, KOTOPOE HY>KHO BbIMOAHUTD,
ecnin obHapy>keHa NoTeHLMaNbHO OnacHas nporpaMma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMOYaHnto: REPORT.

--OnHacktools <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecin obHapy>KeHa nporpaMma B3/oma.

Bo3moxkHble gencTBus: REPORT, QUARANTINE, DELETE.

3HauveHne No yMosYaHnto: REPORT.

| Mpun 06Hapy>KeHUN yrpo3 B ncnoaHsemom daiine Bce
3anyLLEeHHble U3 Hero NPOLLECChl NMPUHYANTENBHO

3aBepluarotcs Dr.Web Industrial gas Linux.
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HasHaueHue: IHMLnMpoBaTh pacnpesesieHHyo NPoBePKY yKazaHHOro
dalina nam katanora Yepes areHT CeTeBON NPOoBePKMN AaHHbIX Dr.\Web
Network Checker. Ecin HacTpoeHHble cOeMHEHUNs C APYTUMU Y3N1aMK, Ha
KOTOpbIX MMeeTcs NpoaykT Dr.Web ans Unix, noaaep>xmBaroLmin GyHKLNIO
pacrnpeseneHHON NpoBepKK, OTCYTCTBYHOT, TO OyZAeT npounsBeseHa
npoBepKa € UCMONb30BaHWEM CKaHUPYHOLLEro aApa, 4OCTYNHOro I0KaabHO
(aHanormyHo KomaHze scan).

AprymeHTbl

<nyme> — nyTb K Gaiay Wan KaTanory, KOTOPbIV HY>KHO MPOBEPUTD.
Ecam 3TOT aprymMeHT onylLLeH, TO MPOM3BOAMUTCA CKaHUPOBaHWE JaHHbIX,
nocTynaroLmx Yepes BXOAHOM noTok stdin.

onuum

—--Report <mun> — TUN OT4eTa O NPOBEPKE.
Bo3moxkHble 3HaueHus:
e BRIEF — KpaTKU OTYeET;
e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.
3HayeHne No yMOYaHuto: BRIEF.

--ScanTimeout <UHMepBAs speMeHu> — TaiiM-ayT Ha MPOBEPKY
oZHOTO daiina B MUAANCEKYHAAX.

3HaueHue 0 yKa3biBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HauveHne No yMon4aHuto: 0.

--PackerMaxLevel <Yuc/i10> — MaKCUMaJbHbIN YPOBEHb BNIOXEHHOCTM
06bEKTOB NPV NPOBEPKE 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06BbEKTOM MOHUMAETCA UCMONHAEMbIV KOJ, CKaTbl MPY MOMOLLM
cneumanmsnpoBaHHbix MHcTpyMmeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAOYATb Apyrve
3aMakoBaHHble 06beKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro napameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Nocie
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <Yuc/10> — MakCUMabHbI YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar U Ap.), B
KOTOPble BNOXEHbI ApYyrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apPXUBbI, U T. J. 3Ha4YeHWe 3TOro napameTpa
yCTaHaB/NVBaeT Npeje/bHbI YPOBEHb MepapXmn BAOXKEHHOCTU, Nocne
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasbIBaeT, UTO BOXKEHHbIE 06bEKTbI ByAYT NPOMYyLLEHbI.

3HauveHne No yMOMYaHUIO: 8.
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--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNOXEHHOCTM
06bekTOB Npu NpoBepke GansoB NOYTOBLIX NMPOrpaMm (.pst, .thb u
4p.), B KOTOpPble MOTYT 6bITb BNIOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTyT
6bITb BIIOXKEHbI 06bEKTbI, U T. A. 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Nocie
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMaJ/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHMAMYU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaET NpPeseNbHbIN YPOBEHb MEPaAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06beKTbl BHYTPM 0OBEKTOB He ByAyT NPoBepPATLCA.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHb> — MakKCMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06EKTOB.

3HauyeHue JOKHO ObITb He MeHee 2.
3HauveHne nNo ymosn4yaHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHu4YeHVe Ha pa3mep daiiios B
apxve. Paiibl, pa3mMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NapameTpa,
ByayT nponyLeHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydodvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, YNcno
NHTEPMPeTMpYeTCa Kak pa3Mep B baliTax.

3HayeHure No yMoYaHwuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu nNpoBepke.

3HayeHne No yMONYaHMo: On.

--Cure <Yes|No> — TpebyeTcs nm genatb NOMbITKA JeYeHs
0BHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAUTCA TOILKO MHPOPMUpPOBaHMe 06
OBHapy>KeHHOW yrpose.

3HauveHne No yMo4aHuto: No

HasHaueHue: VIHMLMMPOBaTh «Cbipyto» NPOBEPKY ykazaHHOro daina nim
KaTasora c Mcrnosib3oBaHWeM ckaHupytoLero agpa Dr.Web Scanning
Engine Hanpamyto, 6e3 NCcnonb3oBaHWA KOMMOHEHTa NPOBepPKK $painnos
Dr.Web File Checker.
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ili Yrpo3bl, 06Hapy>KeHHbIE NMPU «CbIPOM» CKaHUPOBaHMWK, He
: 6yayT fob6aBaeHbl B OOLLMIA CMUCOK OOHAPY>KEHHbIX
Yrpo3, BbIBOAWMBIV KOMaHAOW threats.

PekomeHAyeTCs MCNoNb30BaTh 3Ty KOMaHAy TONbKO AN
oTnagkn GyHkUoHupoaHua Dr.Web Scanning Engine.
KoMaHza nmeeT cneaytoLyto 0COBEHHOCTb: OHa BbIBOAUT
3akntoyeHne «cured» (BblIEYEH), €CNN HEMTPaNN30BaHa,
no MeHblLUEel Mepe, 00Ha V3 Yrpo3, 06HapYy>KEHHbIX B
daline (He obsa3aTeNbHO 8ce U3 HKX). TakM 0bpa3om, He
pekomeHOyemcsa UCMOAb30BaTb 3Ty KOMaHZAy, ecan
TpebyeTca HageXXHoe ckaHupoBaHue dalinos. Bmecto
3TOro ANA NpoBepKkM GainioB 1 KaTanoros
peKoMeHAyeTca NCMOAb30BaTbh KOMaHAY scan.

AprymeHTbI
<nyme> — nyTb K Gainy Uam Katanory, KOTOPbIA HYXXHO MPOBEPUTD.
Onuumn

--ScanEngine <nyme> — nyTb K Unix-COKeTy CKaHMpyoLero aapa
Dr.Web Scanning Engine. Ecaun He ykasaH, TO An8 npoBepku byaet
3anyLLieH aBTOHOMHBIN 3K3eMNAAp CKaHMpytoLero agpa (byaert 3aBepLueH
nocsie OKOHYaHWA NPOBEPKK).

—--Report <mun> — TWM OTYeTa O NPOBEPKE.
Bo3MO>kHble 3HaueHus:
e BRIEF — KpaTKW OTYeT;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIn oTyeT B popmate JSON.
3HayeHve No yMOAYaHMIO: BRIEF.

--ScanTimeout <UHMepsasn epemeHu> — TaliM-ayT Ha NPOBEPKY
oAHoro daiina B MUAANCEKYHAAX.

3HauyeHue 0 yKasblBaeT, YTO BPeMs NMPOBEPKM He OrpaHNYeHoO.
3HauyeHwue No yMoa4YaHuto: 0.

--PackerMaxLevel <4uc/10> — MaKCUMaJbHbIA YPOBEHb BJIOXKEHHOCTU
06BEKTOB MPY NPOBepKe 3arnakoBaHHbIX 06beKTOB. [0/ 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMBIN KOJ, CKaTbli NPy NOMOLLM
cneymanusnpoBaHHbix nHcTpymeHTtoB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAtOUATb Apyrue
3anakoBaHHble 0ObEeKTbl, B COCTaB KOTOPbIX TakXKe MOTYT BXOAWUTb Apyrue
3anakoBaHHble 06beKTbl, U T. 4. 3HaUeHWe 3TOro napameTpa
yCTaHaBNMBaET NpeseNbHblli YPOBEHb MepapXmK BAOXKEHHOCTY, Noce
KOTOPOro 06bekTbl BHYTPY OOBEKTOB He ByayT NpoBepPsATHCS.

3HaueHue 0 yKasblBaeT, YTO BNOXEHHbIe 06beKTbl OyAyT NPOMyLLEHbI.
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3HauveHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <4uc/0> — MaKCUMa/bHbIA YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar 1 Ap.), B
KOTOPble BNOXEHbI ApYrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. f. 3Ha4YeHWe 3TOro napamMmeTpa
yCTaHaB/NVBaeT Npeje/bHbI YPOBEHb MepapXmn BNOXKEHHOCTY, Nocne
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNOXEHHOCTM
061bekTOB Npu NpoBepke GansoB NOYTOBLIX NMPOrpaMm (.pst, .thb u
4p.), B KOTOpble MOTYT 6bITb BNIOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTYT
ObITb BIIOXKEHbI 06bEKTbI, U T. A. 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6BbEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXEHHbIe 0OBbeKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHNAMU (cTpaHuubl HTML, dannbl . jar v ap.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPaAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06bekTbl BHYTPM OOBEKTOB He ByAyT NPOBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByayT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHsb> — MakKCUMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06EKTOB.

[on>kHa bblTb He MeHee 2.
3HauveHne nNo ymoa4aHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHuYeHve Ha pa3mep daiiios B
apxve. Palibl, pa3mMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NapameTpa,
ByayT nponyLeHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydodukcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, Yncno
NHTEPMPeTMpYeTCa Kak pa3Mep B bariTax.

3HayeHure Mo yMoYaHuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnosb3oBaTh N1 3BPUCTUUECKUNIA
aHanv3 npu NpoBepkKe.

3HauveHne No yMONYaHMo: On.

--Cure <Yes|No> — tpebyeTcs nm genatb NOMbITKA JeYeHUs
0BHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAUTCA TOILKO MHPOPMUMpPOBaHMe 06
O0BHapy>KeHHOW yrpose.

3HayeHne No yMon4aHuto: No.
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--ListCleanItem — BKJIKOUUTb BbIBOJ CMNCKA YNCTbIX GalioB npu
npoBepke KOHTelHepa.

--ShellTrace — BKJIHOUUTb BbIBOJ, JOMONHUTENBHOW OTN1aJ04YHOM
NHPopMauunn nNpu nposepke daina.

--Output <nyme Kk ¢aliny> — pybampoBaTh BbIBOA KOMaH/bl B
yKa3aHHbI daiin

HasHaueHue: /lHMummnpoBaTh NpoBepKy ykasaHHOro daina nav Katasora
Ha yKa3aHHOM YZaNeHHOM Yy3/e, MOAKIHOUMBLLNCE K HEMY Yepe3 SSH nau
Telnet.

& Yrpo3sbl, 06Hapy>KeHHble NPW YAaNeHHOM CKaHMPOBaHWNH,

: He ByayT HelTpann3oBaHbl, 6onee Toro, oHU He ByayT
fo6aBneHbl B 06LLMI CMNCOK OBHapY>KEHHbIX YrPo3,
BbIBOAMMbIN KOMaHA0MN threats.

Bbl MOXeTe ncnonb3osBaTtb 3Ty KOMaHAY TOJIbKO ANA
0bHapy>XeHWsA BPefOHOCHbIX WIW NMOJA03PUTENBbHBIX
dannoB Ha yaaneHHoM ysne. [lns yctpaHeHus
0b6Hapy>KeHHbIX Yrpo3 Ha yAaneHHOM y3/ie HeobXx0ANMO
BOCMO/1b30BaTbCA CPEACTBAMMU YrpaBAeHUs,
npeaocTaB/iseMbIMN HENOCPEACTBEHHO 3TUM Y3/10M.
Hanpumep, ana poytepos, TB-npucraBok 1 npoumnx
«YMHBIX» YCTPOMCTB Bbl MOXETE BOCMO/b30BaThCA
MeXaHW3MOM OBHOBNEHWA MPOLUNBKK, a ANS
BbIYNCANTENbHBIX MaLLVNH — BbINMOJIHUB NMOAK/IOYEHNE K
HUM (B TOM Yncne — B yAaJI€eHHOM TePMUHaAbHOM
pexxumMe) 1 Npounsseaa COOTBETCTBYHOLLME OnepaLmmn B nx
dannoBoin cucteme (yaaneHue nam nepemMeLleHme
dannoB 1 T. N.) MAK 3anycTmMB aHTUBUPYCcHoe [0,
YCTaHOBJIEHHOE Ha HUX.

AprymeHTbI

e <y3en> — |P-agpec v JOMeHHOe UMs y3/a, K KOTOPOMY HeOHXOANMO
NOAKNFOUNTLCA /15 MPOBEPKM.

e <nNyme> — nyTb K Gainy Uan KaTanory, KOTOpblil HY>XHO NPOBEPUTb
(BoKeH BbITb aBCONOTHbBIM).

Onuumn

-1 [--Login] <uUMS> — NIOTUH (MMs NOAb30BaTeNs) AN aBTOPMU3aLMM

Ha yJa/eHHOM y3/ie Yepe3 BblIOpaHHbIA NPOTOKO.

Ecam nmsa nonb3oBatens He YKa3aHo, 6yAET npowvsseaeHa nonbiTka
NOAKNTHOUNTLCA K YAa/IEHHOMY Y3J1y OT UMEeHW NOJIb30BaTeNS,
3anyCcTmBLUEro KomMaHay.
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-i [--Identity] <nyme k ¢aliny> — daiin 3akpbITOro Karouya Ans
ayTeHTMdMKaLLMM yKa3aHHOro NoJib30BaTeNs Yepes3 BbIGpaHHbI MPOTOKO.

| KomaHaa remotescan npesHasHayeHa A4
: CKaHMpoBaHus MapLupyTmzatopoB SOHO (Small Office /

Home Office). Kntou B dpopmarte, ncnosblyemom rno
YMOJIYaHMIO YTUANTON ssh-keygen, He
noaaepxwusaetcs. [lns NpoBepKu yaaneHHOro y3na no
SSH tpebyetca katou B popmate PEM, KOTOPbIA MOXHO
CreHepmpoBaTb KOMaHAOW:

$ ssh-keygen -t rsa -m PEM -f rsa pem

-m [--Method] <SSH|Telnet> — meTog (NPOTOKOJ) MNOAKNOUEHUNS K
yAaNneHHOMY Yy37y.

Ecnn meTtoz He ykasaH, byaeT ncnosab3osaH SSH.

-p [--Port] <yucs0>— HOMep NnopTa Ha yAaleHHOM Yy3/e A/
NOAKNOYEHNS Yepes BbibpaHHbIN NPOTOKO.

3HauyeHve No yMoa4YaHuto: MopT No yMOAYaHWIO A4Jid BbIBpaHHOTO
npoTokona (22 — ans SSH, 23 — ana Telnet).

--UseChannels <YuC/JI0> — YMC/IO KaHANOB Nepeaayun JaHHbIX.
3HayveHne No yMOMYaHUIO: 5.

--Password <napo/ib> — NapoJib A ayTeHTUdMKALMUN YKa3aHHOTO
nosib3oBaTeNs Yepes BbIGpaHHbI MPOTOKO.

f I t I'Iaponb nepeaaeTcda B OTKPbITOM BUAE.

—--Report <mun> — TWM OTYeTa O NPOBEPKE.
Bo3MO>kHble 3HaueHus:
e BRIEF — KpaTKW OTYeT;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuannsoBaHHbIn oTyeT B popmate JSON.
3HauyeHve NO yMOAYaHMWIO: BRIEF.

--ScanTimeout <UHMepsasn epemeHuU> — TaliM-ayT Ha NPOBEPKY
ofAHoro daiina B MUAANCEKYHAAX.

3HauyeHue 0 yKa3blBaeT, YTO BPeMSs NMPOBEPKM He OrpaHNYeHoO.
3HauyeHwue No yMoa4YaHuto: 0.

—--PackerMaxLevel <YuC/10> — MaKCUMaJbHbIN YPOBEHb BNOXEHHOCTM
06beKTOB NP NPoBepkKe 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06bEKTOM MOHUMAETCA UCMONHAEMbIV KOg, CKaTbll NPW MOMOLLM
cneumanusnpoBaHHbix nHcTpymeHTtoB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAtOUATb Apyrue
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3amnakoBaHHble 06bEKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro NnapameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 06BbEKTOB He ByayT NPOBEPATHCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHble 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <4uc/0> — MaKCUMasbHbIA YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar 1 Ap.), B
KOTOPbl€ BNOXEHbI ApYrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. J. 3Ha4YeHWe 3TOro napameTpa
yCTaHaB/NMBaeT Npeje/ibHbI YPOBEHb MepapXmn BNOXKEHHOCTH, nNocae
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbIN YPOBEHb BNOXEHHOCTM
061bekTOB Npw NpoBepke GansoB NOYTOBLIX NMPOrpaMm (.pst, .thb u
4p.), B KOTOpble MOTYT 6bITb BNOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTyT
ObITb BIIOXKEHbI 06bEKTbI, U T. A. 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMaJ/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHMAMYU (cTpaHuubl HTML, dannbl . jar v ap.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPaAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06bekTbl BHYTPM OOBEKTOB He ByAyT NPOBepPATLCA.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHsb> — MakKCMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06 EKTOB.

[on>kHa bbITb He MeHee 2.
3HauveHne nNo ymoa4aHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHuYeHVe Ha pa3mep daiiios B
apxve. Paiibl, pasmMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NnapameTpa,
ByayT nponyLleHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydodvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, YNcno
NHTEPMPETMpPYeTCs Kak pa3Mep B baliTax.

3HayeHure No yMoYaHwuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnosb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu npoBepke.

3HauveHne No yMONYaHMo: On.
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--Exclude <nyme> — MNyTb, UCKJAOYAEMBIN 13 NpoBepkun. MoxeT
BKAtOUaTh B cebs dannoByto Macky (cofep Kallyro CUMBOJIbI ? 1 *, a TakxKe
CMMBOJIbHbIE Knaccol [ 1, [! 1, [~ 1).MyTb (B TOM Uncne cogepkalimni
Macky) AosKeH ObITb abCONOTHBIM.

HeobszatenbHas onuus; MoXeT HbITb ykazaHa 6osee ogHOro pasa.

--TransferListenAddress <adpec> — afpec, NPOCayLINBaEMbIV AN1A
npvemMa bannos, nepesaBaembix Ha MPOBEPKY YAaNeHHbIM YCTPOVCTBOM.

HeobsazatenbHas onuus. Ecam He ykasaHa, ncnoab3yercs
NPOV3BOJIbHbIA azpec.

--TransferListenPort <nopm> — MOpPT, NPOCAYLUNBAEMbIV A/1A
npviema Gannos, NnepesaBaemMbIx Ha NPOBEPKY YAANEHHbBIM YCTPONCTBOM.

HeobszatenbHas onuus. Ecam He ykasaHa, UCroab3yeTcs CyYalHbln
nopr.
--TransferExternalAddress <adpec> — ajpec A nepesayu
dannoB Ha NpoBepky, COOBLLAEMbIN yAaNeHHOMY YCTPOMCTBY.

Heobs3aTenbHas onuus. Ecaim He ykasaHa, UCMO/Ib3yeTcs 3HaYeHue
onuumn —-TransferListenAddress, MMHO NCXOAALLNIA afpec yXKe
YCTaHOBJIEHHOW Ceccum.

--TransferExternalPort <nopm> — nopT Aas nepejaymn dannos Ha
npoBepky, COObLLaeMbIN yaaneHHOMY YCTPOMCTBY.

HeobszatenbHas onuus. Ecam He ykasaHa, ncrnoab3yeTcs nopr,
onpeaeneHHbI aBTOMaTUYeCKN.

--Forcelnteractive — MUCNONb30BaTb MHTEPAKTMBHYIO ceccnto SSH
(TonbKO Ans MmeTtoda noakatoueHms SSH).

HeobszamenvHas onyus.

9.2.3.2. KomaHab! ynpaBsieHUA yrpo3aMmm U KapaHTUHOM

JocTynHbl cregyrolne KOMaHAb! ynpaBaeHns yrpo3aMu U KapaHTUHOM:

KomaHga

threats
[<Oelicmsue> <0bbekm> |

OnuncaHue

HasHaueHue: BbinonHUTb ykazaHHOe AelcTBMe ¢ OOHapY>KEHHbIMU paHee
yrpo3samu no ux naeHtndukatopam. Tun AeicTBUs onpesenseTcs
yKa3aHHOW onuuein KOMaHzbl.

Ecnv pelictBre He yKazaHO, TO BbIBECTU Ha 3KpaH MHPopMaumnto 0b
OBHapy>KeHHbIX, HO He 0b6e3BpexeHHbIX yrpo3ax. VIHdopmaumsa ob
yrpo3sax BbIBOAWTCS B COOTBETCTBUM C GOPMATOM, 3aZaHHbIM
Heobs3aTesIbHOW onuuent ——Format. Ecam onums ——Format He yKasaHa,
TO ANS KaXKAOW Yrpo3bl BbIBOAWTCA CiegytoLas nHdopmaums:

e 1AeHTMdUKATOP, MPUCBOEHHBIN Yrpo3e (NMopPsSAKOBbIA HOMEp);

e MOJIHbIV NYTb K MHOULMPOBaAHHOMY daliny;
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e nHbopmMaLms 06 yrpose (MMs, TMM MO KNacCUPukaLmm KOMnaHnm
«/lokTop Beb»);

e nHbopmaLms o daine: pa3mep, Noib3oBaTeNb-BAaLeNEeL, AaTa
nocneAHero N3MeHeHus;

e VCTOPVA AENUCTBUI C MHOULMPOBaHHLIM GannioM: 0bHapyKeHMe,
NPVIMEHSBLUMECS AENCTBUSA U T. M.

AprymeHTbl: Hert.

onuum

--Format "<cmpoka hpopmama>" — BbIBOAUTb MHDOPMALMIO 06
yrpo3sax B ykasaHHoM ¢opmate. OnucaHue ctpokmn dopmaTta npneeseHo
Hu>Xe.

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ 11060 13 onuni-
: [EeCTBNI, OHa UTHOPUPYETCH.

-f [--Follow] — OXMAaTb MNOCTYMNAEHNA HOBbIX COObLLEeHUI 06
yrposax v BblBOANUTb Ux cpasy npu nocrynaeHnn (CTRL+C npepbiaet
OXunaaHwue).

| Ecnm 31a onums ykasaHa COBMECTHO C 1IH060M 13 OnLUiA-
: [EeNCTBUI, OHa UTHOPUpPYETCA.

—--Cure <CNUCOK y2p03> — BbINMOJHUTb MOMbITKY NeYEHUS
nepeyunciaeHHbIX yrpo3 (MaeHTMdMKaTopbl Yrpo3 NepeymncisioTcs Yyepes
3anAaTyo);

--Quarantine <CNUCOK y2p03> — BbINOJHUTbL NMEPEMELLEHNE B
KapaHTVH NepeyYncneHHbiX yrpo3 (MageHTMdMKaTopbl Yrpo3 nepeymncnatoTcs
yepes 3anAaTyto);

--Delete <CNUCOK y2p03> — BbINOJHUTb YAaNeHVe NepeuncieHHbIX
yrpo3 (MaeHTndurKaTopbl Yrpo3 NepeyumncaatoTca yepes 3anaryto);

--Ignore <CNUCOK y2p03> — WUFHOPUPOBAaTb NepeYncieHHble yrpo3bl
(MaeHTMdMKaATOPLI YTPO3 NEPEUNCAAIOTCA Yepes 3anAaTyto).

Ecnun Tpebyetcs NpuMeHUTb AeCTBNE KO BCEM OBHapPY>KEHHBIM Yrpo3am,
BMECTO <CNUCOK yepo3> ykaxuTte Al1l. Hanpumep, KOMaHzAa:

$ drweb-ctl threats --Quarantine All

nepemeLLaeT B KapaHTUH BCe OBHapy>KeHHble 06BEKTbI C yrpo3amu.

--Directory <CNUCOK Kamasaoz208> — BbIBOAUTb TOJNbKO T€ Yrpo3bl,
KOTOpble OblNM 06Hapy>KeHbl B hainax B Kataaorax us
<cnucka kamasnozoe>.
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OnuncaHue

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ 1t06oin 13 onuni-
: [EeCTBNI, OHa UTHOPUPYETCH.

HasHaueHwue: [TpyMeHNTb feCTBME K YKa3aHHOMY OObEKTY,
HaxoAsLLEeMyCsi B KapaHTUHE.

Ecnun pelictBre He yKazaHo, TO BbIBECTW Ha 3KpaH MHPopMaL Mo 06
06beKTax, HaXOAALMXCSA B KapaHTUHE, C YKa3aHUeM UX AEHTUOUKATOPOB
1 KpaTkon nHbopMaLmm 06 NCXoAHbIX dalinax, nepemelLeHHbIX B
KapaHTWH. VIHdopMaLuma 06 n3oanMpoBaHHbIX 06bekTax BbIBOAUTCS B
COOTBETCTBUU C HOpPMaTOM, 3aZ,aHHbIM Heobs3aTeIbHOW onuuel —-
Format. Ecam onumsa —-Format He yka3aHa, TO AN KaX0ro
N30/IMPOBaHHOrO 0OBbEKTa BbIBOAUTCA Cledyrolas MHbopmaLms:

* NAeHTUPMKATOP, NPUCBOEHHBIN N30ANPOBaHHOMY ObOBEKTY B
KapaHTVHE;

® UCXOAHBIV NyTb K dary, nepemMeLeHHOMY B KapaHTUH;

e /aTa nepemelleHns Gaiina B KapaHTUH;

e MHPOpMaLMa O paine: pa3mep, NoAb3OBaTeNb-BAALENEL, AaTa
nociaesHero U3MeHeHus;

e nHbopmauma 06 yrpose (MM, TUN MO KnaccupukaLmm KoMnaHum
«[lokTop Beb6»).

AprymeHTbl: Her.

Onuumn

--Format "<cmpoka ¢popmama>" — BbIBOAUTb NHOPMaLUio 06
obbekTax, HaxoAALMXCA B KapaHTUHeE, B yka3zaHHOM popmate. OnuncaHune
CTPOKM PpopmMaTa NpUBEAEHO HUXKE.

| Ecnm 31a onums ykasaHa COBMECTHO C 1IF060M 13 OnLUiA-
: [EeNCTBUI, OHa UTHOPUpPYETCA.

-f [--Follow] — OXWAaTb MNOCTYMAEHUS HOBbIX COOBLLEHNN 06
yrpo3sax v BbIBOAUTb nx cpasy npu noctynaeHunn (CTRL+C npepbiBaet
oXuaaHue).

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ 1t06oin 13 onuni-
: LEeCTBUI, OHa UTHOPUPYETCH.

-a [--Autonomous] — 3anyCTUTb aBTOHOMHbI 3K3emMnaap
KoMMoHeHTa npoBepku pannos Dr.Web File Checker ana BbinonHeHus
3a/jaHHOrO AeCTBUA C KapaHTUHOM, 3aBepLUnB paboTy KOMMOHEHTa nocse
OKOHYaHWA JeNCTBUA.

OTa onums MOXET BbITb MPYIMEHEHa COBMECTHO C 11060 13 Onumi,
yKa3aHHbIX HUXe.
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--Discovery [<CNUCOK kamasoz2o8>,] — MPOU3BECTN MOUCK KaTaJioros
KapaHTVHa B yKa3aHHOM CMWCKe KaTaioros 1 406aBuTb 1X K
KOHCONNAMPOBaHHOMY KapaHTWHY B Clyyae obHapyxeHus. Ecan

<CNUCOK Kamasozo8> He yKasaH, TO MPOU3BECTU MOMWCK KaTaaoros
KapaHTVHa B CTaHAAPTHbIX MecTax GannoBon cMcTembl (TOYUKK
MOHTVMPOBAHWA TOMOB M ZJIOMaLLHNE KaTaioru Nosib3oBaTesen).

Ta OnuMs MOXET ObITb YKa3aHa COBMECTHO He TOJIbKO C OMuuen —a
(--Autonomous) (CM. Bbille), HO 1 C OO0V U3 ONUNN-AENCTBUNA,
nepeuncneHHbIxX HUXxe. bonee Toro, ecanm kKoMaHza quarantine
3anyckaeTca B pexKMMe aBTOHOMHOrO 3K3eMMaspa, T. €. C Onuuen -a
(-—Autonomous), HO 6e3 onuun —-Discovery, TO 3TO PaBHOCUIbHO
BbI3OBY:

quarantine --Autonomous --Discovery

--Delete <06bekm> — yAanuTb yKa3aHHbI OOBbEKT, MOMELLEHHbIV B
KapaHTWH.

if YnaneHve ob6bekTa, MOMELLEHHOTO B KapaHTUH —
: HeobpaTiMas onepawuus.

--Restore <06bekm> — BOCCTaHOBUTb YKa3aHHbIN 06bEKT 13
KapaHTVMHa B UCXOLHOE MecCTO.

@ [ns BbINONHEHWS 3TOrO AENCTBUS MOXET NoTpeboBaThCs,

: 4TObbl drweb-ctl 6bli1a 3anyLeHa OT UMEHU
cyrnepnonb3oBatens (mosb3osatens root). BocctaHoBUTb
baln U3 KapaHTUHA MOXHO, JaxKe ecan OH
NHQULIMPOBaH.

—-—Cure <06bekm> — MOMbITaTbCs BbIIEUNTb yKaBaHHbII;I 06beKT B
KapaHTunHe.

@ [Jaxke ecim 06bEKT Bbin YCMELIHO Bbl/JIEYEH, TO OH BCe

° paBHO OCTaHeTCA B KapaHTWHe. [lna nssneveHuns obbekTa
M3 KapaHThHa Bocrlonb3y|7|Ter onuyen BOCCTaHOB/EHMSA
—--Restore.

--TargetPath <nyme> — BOCCTaHOBUTb OOBEKT U3 KapaHTUHa B
yKasaHHOe MecTo: Kak $aln € yKasaHHbIM UMEHEM, eCau <nyme > — 3TO
NyTb K Gaiiny, Nan B yKasaHHbIN KaTanor (ecav <nyme> — 3TO MyTb K
kaTanory). MoxeT 6bITb yKka3aH Kak abcontoTHbIV NyTb, Tak U
OTHOCUTENbHbIV (OTHOCUTENBHO TEKYLLEEro KaTanora).

l Onuus NpuMeHseTcs TObKO COBMECTHO C onuuen
° BOCCTaHOB/I€HUA ——Restore.
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OnuncaHue

B kauectBe <06bekm> ncnosb3yetcs naeHTdnKaTop obbekTa B
KapaHTuHe. Ecam TpebyeTtcs NpUMEHNUTL AeNCTBUE KO BCEM 0ObeKTaM,
HaxXOAALMMCA B KapaHTVHE, BMECTO <06bekm> yKkaxute A11. Hanpumep,
KoMaHza

$ drweb-ctl quarantine --Restore All --TargetPath test

BOCCTaHaB/IMBAET U3 KapaHTUHA BCE UMeRLLMECH B HEM OBBbeKTbI,
nomelLas Mx B MOAKaTaNoOr test, HAXOAALMINCA B TEKYLLEM KaTasore, 13
KOTOPOTO 3anyllieHa KoMaHga drweb-ctl.

| Ecan ansa BapmaHTa -—-Restore All ykasaHa
: AOMNOJIHUTENbHAs onuua —-TargetPath, TO OHa

[OJIKHA 3af,aBaTh NMyTb K KaTanaory, a He K dary.

®dopmaTUpOBaHHbIN BbIBOA, AAaHHbIX A5 KOMaHp, threats un

quarantine

®opmar BbiBOAA 3agaeTca CTpokor dopmaTa, yka3zaHHOM B KayecTBe aprymMeHTa Heobs3zaTtenbHOM
onuun —-Format. Ctpoka dopmaTa ob6s3aTenbHO yKa3biBaeTcsA B KaBblukax. CTpoka popmaTta
MOXKeT BKAtOUaTb B cebs Kak 0BOblYHble CMMBO/bI (BYAYT BbiBeAEHbI Ha 3KPaH «Kak eCTb»), Tak U1
cneumanv3npoBaHHble MapKepbl, KOTOpble NpuY BbiBOAEe OyAyT 3aMeHEeHbl Ha COOTBETCTBYHOLLYHO
nHdopmauuto. JoCTynHbl creayroLine Mapkepbi:

1. Obwwme ans KOMaHA threats U quarantine:

Mapkep

s{n}

s{t}

z{threat name}

Z{threat type}

S{size}
%{origin}
%{path}

S{ctime}

${timestamp}

OnwucaHune

MNepeBog, CTPOKM

Tabynauyus

ViMs 06Hapy>kKeHHOW yrpo3bl No knaccudurkaumm komnanmm «okrtop Beb»

Tun yrpo3sbl («known virus» 1 T. 4.) No knaccudukaLmm KoMnaHum «Joktop
Beb»

Pasmep ncxogHoro danna
MNMonHoe NMs NCXoAHOro dGaiina c nyTem
CVHOHUM % {origin}

[ata/Bpems mogmnburkaumm ncxogHoro darina B dopmate "%Y-%b-%d %H:%
M:%S" (Hanpumep, "2018-Jul-20 15:58:01")

To e, uTo U % {ctime}, HO B popmaTe BpemeHu Unix timestamp

PyKOBOACTBO noJsib3oBarena
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Mapkep OnwucaHune
s{owner} Monb3oBaTenb-BAaAeneL, NCXOAHOTO dalina
${rowner} YaaneHHbI Nonb3oBaTesb-Baajenel, ucxogHoro darina (ecam He NPUMeEHUMO

WAV 3HAYEHME HEM3BECTHO — 3aMeHAEeTCA Ha ?)

2. Cneuyundunyeckme ana KOMaHAbl threats

Mapkep OnucaHue
s{hid} ViaeHTndmrkatop 3anmcy o6 yrpose B peectpe NCTopum COBbITUIA, CBA3AHHbIX C YrPO30ii
s{tid} NaeHtudukatop yrposbl

s{htime}  Narta/spemsa cobbITMS, CBA3AHHOIO C YrpPO30ii
s{app} NaeHTndurkatop komnoHeHTa Dr.Web Industrial gns Linux, o6paboTasLuero yrposy

s{event}  MocnegHee cobbiTue, CBA3AHHOE C YrPO30N:

e FOUND — yrpo3a 6bisa 06HapyxeHa;
e CURE — yrpo3a Oblsia BblleyeHa;

e QUARANTINE — dalin C yrpo3oui 6bi1 nepemeLleH B KapaHTUH;

DELETE — dain ¢ yrpo3on 6bin yaaneH;
e IGNORE — yrpo3a 6bl1a NpoUrHoprpoBaHa;

e RECAPTURED — yrpo3a 6bina obHapyeHa ApYyrMM KOMMOHEHTOM

s{err} TekcT coobleHns 06 owmnbke (ecv OLIMBKN HET — 3aMeHSIeTCS Ha MYCTYHO CTPOKY)

3. Cneunduryeckme ana KOMaHAbl quarantine

Mapkep OnucaHune

${qid} NaeHTndurkatop obbekTa B KapaHTUHE

S{gtime} [ata/Bpems nepemelleHns obbekTa B KapaHTUH

s{curetime} [ata/Bpems nonbITKN NeyeHns obbekTa, MepemMELLEHHOrO B KapaHTUH (ecan He

NPUMEHNMO WUin 3Ha4YyeHNe HEN3BECTHO — 3aMEHAETCA Ha ?)

s{cureres} Pe3ynbTaT NonbITKM Ie4eHns obbekTa, NepeMeLLleHHOro B KapaHTUH:

e cured — yrpo3a BblJeYeHa;

e not cured — yrpo3a He BblieYeHa MO0 MOMbITOK JIeUEHNS He
NpOV3BOANIOCh

Mpumep

$ drweb-ctl quarantine —--Format "{%{n} %{origin}: %{threat name} - %{gtime}%

{n}}"
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[JlaHHas KOMaHZa BbIBEAET COAEPXKMMOE KapaHTVHa B BUAE 3amnncel CleyoLLero Buaa:

{
<nyme K paliny>: <ums yeposel> — <0ama nepemewjeHus 8 KApaGHMUH >
}

9.2.3.3. KomaHabl ynpaBneHna KoHpurypaumen

[oCTynHbI crepytoLMe KOMaHZAbl YrpaBaeHus KOHGUrypaLmen:

KomaHga OnucaHue
cfset Ha3HaueHue: /13MeHNTb akTMBHOE 3HaYeHne yKa3zaHHOro
<cekyuda>.<napamemp> <3Ha4eHUe> napameTpa TekyLlen koHdurypaumm Dr.Web Industrial ansa
Linux.
AprymeHTbI

e <Cekyus> — UMA ceKLMn KOHPUrypaumoHHoro daiina, B
KOTOPOW HaXOAWTCA M3MeHAeMblin NapameTp. Oba3aTenbHbIN
aprymeHT.

e <napamemp> — VMS U3MEHAEMOrO napamMeTpa.
Ob6#43aTeNbHbIV apryMeHT.

e <3Ha4yeHUe> — HOBOe 3HayeHune napametpa. Obs3aTeNbHbIN
apryMeHT.

PyKOBOACTBO noJsib3oBarena
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OnuncaHue

| [ns 3agaHna 3Ha4YeHWa NapameTpoB Bceraa
: ncnonbsyetcs dopmat

<Cekyusa>.<napamemp > <3HadyeHue>, 3HaK
npuceBaBaHMA = HE NCMNONb3YETCA.

Ecan Bbl XOTUTE 33aTb HECKO/IKO 3HAUYEHWN
napameTpa, TO HYy>XHO NMOBTOPUTb BbI3OB
KOMaHZAbl cfset CTONIbKO pas, CKONbKO
3HauYeHWI NapameTpa Bbl XOTUTE J00aBUTD.
Mpw aTOM Ana Ao6aBaeHNA HOBOrO 3HaUYeHWs
B CMWCOK 3HaYeHNn napameTpa Heob6XoANMO
MCMNONb30BaTb ONUMIO —a (CM. HMXe). Henb3s
yKa3blBaTb B Ka4eCTBe aprymeHTa
nociaeAoBaTeNbHOCTb

<napamemp> <3HadyeHue 1>, <3Ha4YyeHue 2>,
Tak Kak CTpoKa

"<3HayeHue 1>, <3Ha4yeHue 2>" BypeT
CUMTaTbCA eAVHbIM 3HaUYeHNeM napameTpa
<napamemp>.

OnucaHne KoHdUrypaLmoHHoro dGanna
JOCTYnHO B pa3sgene [punoxenue .
KoHdurypatimoHHbin dann Dr.Web Industrial
A0 Linux, a Tak>Ke B JOKyMEHTaL MK

man 5 drweb.ini.

onuumn

-a [--Add] — He 3aMeH#ATb TeKylLlee 3HaYeHne napameTpa, a
£,06aBNTb YKa3aHHOEe 3HayeHne B CNUCOK 3HaYeHU napamMeTpa
(ZOMYCTMMO TONIBKO AJ/151 MapaMeTPOB, KOTOPbIE MOTYT UMETb
CMNCOK 3HaueH ). Takxe 3Ty Onumo HeobXoAMMO
MCnob30oBaTh A/ A06aBAEHWS HOBbIX FPYMM NapaMeTpoB C
TErom.

-e [--Erase] — He 3aMeHATb TeKyllee 3HaUeHne
napameTpa, a yAa uTb YKazaHHOE 3HaueHue 13 ero Crnmcka
(BOMYCTMMO TOJIbKO AJ/15 MAapPaMeTPOB, KOTOPbIE UMEHDT CMNCOK
3HAYEHUN).

-r [--Reset] — cbpocuTb NapamMeTp B 3HaYEHME MO
YMONYAHWNIO. <3HA4YeHue> B 3TOM C/y4Yae B KOMaHAe He
YKa3bIBaETCA, @ eC/IM YKazaHO — UTHOPUPYETCs.

Onuun He ABAAOTCA 0b6sA3aTeNbHbIMU. ECIM OHW He yKa3aHbl, TO
Tekyllee 3HayeHWe napameTpa (B TOM UMCe CUCOK 3HAYEHW)
3aMeHAeTCA Ha yKa3zaHHOe 3HauveHue.

,ﬂ'flﬂ CEKLLMVI, OonncbiBavOWUX nHAMBYAYaIbHbIE NapaMeTpbl ,
npuMeHeHne onumn —r NpMBOAUT K 3aMeHe 3Ha4eHUnA
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OnuncaHue

napamMeTpa B I/IH,CI,I/IBI/IAyaJ'IbHOI\/II cekunn Ha 3Ha4veHue,
YKa3aHHOe y COOTBETCTBYHOLLEro «poanTe/IbCKOro» rnapamMeTpa
B CeKunnM HaCcTpoekK KOMIMOHEHTa.

| [nsa BbINONHEHWA 3TOW KOMaHAbl TpebyeTcs,
: yTo6bl drweb—-ctl 6blia 3anyLleHa OT UMEHM

cynepnonb3oBatens (mosb3osartens root). [Npw
HeobX0ANMMOCTU NCMOb3YMTe KOMaHAbl su
nnn sudo.

HasHaueHue: BbiBeCTV Ha 3KpaH napameTpbl TeKyLLen
KoHdurypauwmm Dr.Web Industrial gns Linux.

[ns BbIBOZa MapamMeTpoB MO YMOYAHUIO NCMONb3yeTca
dopmat <cekyus>.<napamemp> = <3HayeHue>. CeKLUN U
napameTpbl He YCTaHOBNEHHbIX KOMMOHEHTOB MO YMOJYaHNIO
He BbIBOAATCS.

AprymeHTbl

o <cekyus> — UM CeKLUN KoHbUrypaumoHHoro darina,
napameTpbl KOTOPOW HY>XHO BbIBECTW Ha 3KPaH.
HeobszatenbHbi aprymeHT. ECin He ykasaH, TO Ha 3KkpaH
BbIBOAATCA MapaMeTpbl BCEX CEKLMN KOHOUTYPALIMOHHOTO
danina.

e <napamemp> — MS BbIBOAVMOrO napameTpa.
Heob6s3aTenbHbl aprymeHT. ECin He ykasaH, BbIBOAATCA BCe
napamMeTpbl yKa3aHHOW CEeKLUK, B MPOTUBHOM Clyyae
BbIBOAMWTCS TONIbKO 3TOT napameTp. Ecav ykasaH 6e3 nmeHn
ceKkLMK, TO BbIBOAATCA BCE BXOXAEHMA 3TOro napameTpa BO
BCE CEeKLUN KOHbUrypaumnmoHHoro daiina.

onuumn

—--Uncut — BbIBECTV Ha 3KpaH BCe NapameTpbl
KOoHbUrypaLmm, a He TONbKO Te, KOTOPbIE UCMOb3YHOTCS
TeKyLLVM YCTaHOBJIEHHbIM HabOPOM KOMMOHEHTOB. Ecin He
yKa3aHo, TO BbIBOAATCA TOJIbKO T€ MapameTpbl, KOTOpble
MCNONb3YHOTCA NMEROLMUMUCA KOMMOHEHTaMW.

—--Changed — BbIBECTW TOJIbKO T€ NMapameTpbl, 3HaYEHNs
KOTOPbIX OT/AINYAKOTCSA OT 3HAUEHWI MO YMONYaHWIO.

—--Ini — BbIBECTU 3HaYeHUs napameTpoB B popmaTe parina
.1ini: cHayana B OTAE/NbHOM CTPOKE BbIBOAUTCA UMS CeKLMN,
3aK/ItoUeHHOe B KBaApaTHble CKOHKM, Mocae Yero napamerpsbl,
npuvHagaexallume cekLmnm, NepeduncaroTca B BuAe nap
<napamemp> = <3Ha4yeHue> (MO OAHOMY B CTPOKe).

—--Value — BbIBECTV TOJIbKO 3HAUYEHWE YKa3aHHOTO
napameTpa. B aToM cnyyae aprymeHT <napamemp >
obdAzaTeneH.
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KomaHnpa OnucaHue

reload HasHaueHue: [Mepe3arpy3untb koHouUrypaumto Dr.\Web
Industrial gas Linux.

Mpw 3TOM AeMOH ynpasaeHus KoHdurypauwmein Dr.\Web
ConfigD BbINoONHAET Creaytolime AeACTBUSA:

e MepeunTbiBaeT KOHOUIYPaLMIO N PacChbiIaeT ee U3MEHEHUS
BceM kommnoHeHTam Dr.Web Industrial gns Linux;

e nepeoTkpbiBaeT xypHan Dr.Web Industrial gas Linux;

e 3anyckaeT KOMMOHEHTbI, UCMOAb3YHOLLME BUPYCHbIe 6a3bl
(BkNFOUAA aHTUBMPYCHOE A4PO0);

e MbITAeTCsA 3aMyCTUTb KOMMOHEHTbI, paboTa KOTOpbIX Oblia
HeLUTaTHO 3aBepLUeHa.

AprymeHTbl: Hert.

Onuwuu: Het

9.2.3.4. PaclunpeHHble KOMaHAbl

B aTom pasaene

e KomMaH/bl ynpaBaeHua obHoBAeHNEM U PabOTON B peXXUME LIEHTPAJIN30BAHHOM 3aLLUThI

e /IHbOpPMALIMOHHbIE KOMaHAbI

9.2.3.4.1. KomaHabl ynpaBneHna ob6HoBneHuem u pabotoi B
peXXnme LeHTPaM30BaHHOMN 3alUThI

[JocTynHbl cregyrowne KOMaHAbl ynpasaeHns obHoBeHEeM 1 paboTon B pexrme
LleHTPaNN30BaHHON 3aLUMnThbI:

KomaHga OnucaHue

update HasHaueHue: IHVLMMpoBaTh NPOLECC OOHOBAEHUS aHTVUBMPYCHbIX
KOMMOHEHTOB (BMPYCHbIX 6a3, aHTMBMPYCHOTO AApa 1 NpoYux, B
3aBUCMMOCTM OT MOCTaBKW) C CepBepPOB OBHOBAEHNI KOMMaHWK «[loKTop
Beb6», npepBaTh y>e 3anyLieHHbI NpoLecc 06HOBAEHUS UAN OTKATUTb
pe3y/ibTaTbl MOCNeAHEr0 OOHOB/EHNS, BOCCTaHOBMB MpPeAblAyLLne BEPCUM
0BHOB/IEHHbIX halinoB.

Komanga He nmeet addekta, ecnm Dr.Web Industrial ans
: Linux pabotaeT nog ynpaeaeHnem cepsepa
LEHTPaNN30BaHHOW 3alUmnTbI.

AprymeHTbl: Her.

PyKOBOACTBO nonb3oBaTtend

166



A7

Py
$

A
)
A

KomaHga

esconnect
<cepsep> [ : <nopm>]

KomnoHeHTbl Dr.Web Industrial ana Linux

OnuncaHue

onuum

—--Stop — npepBaTh yXe UAyLLMI NpoLLecc 06HOBAEHMS.

--Rollback — OTKaTUTb NociesHee 06HOBEHVE U BOCCTAHOBUTb
nocnesHne coxpaHeHHble KOnun 0B6HOBAEHHbIX GalinoB.

-—-From <Nnyme> — BbINOJHUTb OOHOBJIEHME U3 YKa3aHHOrO KaTasora
6e3 NoAK/IOYEHUS K MHTEPHETY.

--Path <nyme> — COXPaHWUTb B yKa3aHHbIV KaTanor Gpanbl, KOTopble
6yAyT NCnoNb30BaTbCs A/ OOHOBAEHWS 6€3 NOAKAUEHNS K UHTEPHETY.
Ecnv B 3TOT KaTanor yxe 6bia1n 3arpy>keHbl Ganibl, TO OHW ByayT
OBHOBAEHDI.

HasHaueHue: Moakntounts Dr.Web Industrial gns Linux k ykazaHHOMY
cepBepy LieHTpann3oBaHHOM 3awmTbl. O pexxrmMax paboTbl CM. B pa3sene
PexxvMbl paboTbl.

AprymeHTbl

e <cepgep> — IP-agpec nan nms y3na B CeTH, Ha KOTOPOM pacrnoaaraeTcs
cepBep LieHTpanm3oBaHHOW 3awmnTbl. O6s3aTeNbHbIA apryMeHT.

e <nopm> — HOMep NopTa, NCMONb3yEMOro CEPBEPOM
LeHTPaAN30BaHHOM 3alUnTbl. HeobsA3aTeIbHbIM apryMeHT, yKa3blBaeTcs
TOJIbKO B C/lyyae, ecu CepBep LEHTPaANN30BaHHOW 3aLLUTbl UCMONb3YET
HecTaHAaPTHbIV NOPT.

onuum

--Certificate <nyme> — nyTb K danny ceptndukata cepaepa
LeHTPaAn30BaHHOM 3aLL1Tbl, K KOTOPOMY NMPON3BOAUNTCS NMOAKIHOYEHNE.

--Login <ID> — noruH (ngeHtndurkatop pabouen ctaHumm) ans
NOAKIHOUYEHNS K CEPBEPY LLeHTPaIM30BaHHOM 3aLUThI.

--Password <Napo/ib> — Napob ANS NOAKIHOUEHNS K CEPBEPY
LLleHTPaNN30BaHHOW 3aLUThI.

--Compress <On|Off> — NpUHYAUTENBHO MHULMNPOBATL CKaTne
nepegaBaembIx faHHbIX (On) uan 3anpetutb ero (O£ f). Ecam onuma He
yKa3aHa, UCMoJ/Ib30BaHMe CKaTua OnpeaenseTca CepBepoOM.

--Encrypt <On|Off> — NpuUHyAUTENBHO NHULIMMPOBATL LWNPPOBaHME
nepeaaBaembIx faHHbIX (On) uan 3anpetutb ero (O£ f). Ecam onuma He
yKa3aHa, UCMoJsib30BaHMe WNPPOBaHNS OMpesenseTcs CepBEPOM.

—--Newbie — NOAKIOUYNTLCA KaK «HOBUYOK» (MOSYUNTb HOBYHO YUYETHYHO
3anncb Ha cepeepe).

--Group <ID> — uaeHtndunkaTop rpynnbl Ha cepeepe, B KOTOPYHO
cnesyeT NOMeCTUTb Pabouyro CTaHLMIO NMPW MOAKAOYEHMN. YKa3blBaeTCs
TOJIbKO COBMECTHO C Onuuen —-Password.

--Rate <I/D> — ngeHTndukaTop TapuPHOWM rpynnbl, KOTOPYH caeayeT
NPUMeHNTb K pabouei CTaHLMM NPK ee BKIKOYEHWUW B TPYNMy Ha cepBepe

PyKOBOACTBO noJsib3oBarena
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OnuncaHue

LEHTPa/IM30BaHHOW 3aLLMThI. YKa3bIBAETCA TOJIbKO COBMECTHO C OMLuuel
--Group.

--CfgFile <nyme> — NOAKIOUUTLCA K CEPBEPY LIEHTPaIM30BaHHOM
3aLUUTbI, UCMOAb3YS KOHOUTYpPaLNOHHbIV daiin C HacTporKamm
COesHEHNS.

| [nsa BbINONHEHMA 3TOW KOMaHAb! TpebyeTcs, UTobbl
: drweb-ctl 6blia 3anyLieHa OT UMeHU

cynepnonb3oBatens (mosb3osartens root). [Npw
HeobX0ANMOCTM UCMOb3YMNTe KOMaHAbl su WK sudo.

HasHaueHue: OTkntounte Dr.Web Industrial gns Linux ot cepsepa
LEeHTPaAN30BaHHOM 3aLLTbl U NMEPEBECTUN €ro B aBTOHOMHbI PEXUM
paboThbl.

| KomaHga He nmeet addekTa, ecnv Dr.Web Industrial ans
: Linux y>xe paboTaeT B aBTOHOMHOM pPeXXMME.

AprymeHTbl: Her.

Onuywuwm: Hert.

| [ns BbINOAHEHWNA 3TOW KOMaHAbl TpebyeTcs, UTOObI
: drweb-ctl bbina 3anyLeHa oT UMeHK

cynepnonb3oBatens (nosb3osartens root). [Npw
HeobXoAMMOCTN UCMOb3YNTE KOMaHAbl su UK sudo.

9.2.3.4.2. NndopmMaLMOHHbIEe KOMaHAbI

[ocTynHbl cnegytowne MHPOPMALMOHHbIE KOMaHAbI:

KomaHga

appinfo

OnucaHue

HasHaueHwue: BbiBecTu Ha 3kpaH nHGOpMaLmMio O paboTaroLLmx
kommnoHeHTax Dr.Web Industrial ans Linux.

[nda Kaxxaoro 3anyL,eHHOro KOMMOHeHTa BbIBOAUTCA ClefyroLas
nHdopmMauua:

e BHYyTpPeHHee 1MS;

e naeHTndumkatop npouecca GNU/Linux (PID);

e COCTOfIHME (3anyLLeH, OCTaHOBAEH U T. M.);

e KOZ OLKMbKK, eciv paboTa KOMMOHEHTa 3aBepLUeHa BCIeACTBUE
oLNBKY;

PyKOBOACTBO noJsib3oBarena
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e fonosiHuUTeNbHas nHGopmMaLuma (ONUMOHaNbHO);

[ns nemMoHa ynpaeneHuns koHourypaumen (drweb-configd) B
KayecTBe AOMNONHUTENbHOW MHbOPMaLIMK BbIBOAATCA:

e rnepeyeHb YCTaHOBEHHbIX KOMMOHEHTOB — Installed,

e repevyeHb KOMMOHEHTOB, 3aMyCK KOTOPbIX JOJKEH ObITb
obecneueH gemoHoM — Should run.

AprymeHTbl: Her.

onuum

-f [--Follow] — OXWAaTb MNOCTYMAEHUS HOBbIX COOBLLEHNN 06
N3MEHEHMM COCTOSHUA MOZYNEN U BbIBOAMTL MX Ha 3KpaH cpasy
npw noctynaeHnn (CTRL+C npepbiBaeT oxXuaaHne)

HasHaueHue: BbiBeCTV Ha 3KpaH MHOOPMaLMIO O TeKyLLEen Bepcun
aHTVMBUPYCHOTO sipa U COCTOAHMM BMPYCHbIX 6a3.

BboiBOAUTCA cneayroltaa MHGopmauums:

e Bepcus aHTUBMPYCHOTO A4Pa;

e JlaTa ¥ BPeMs BbiMycka UCMOb3yeMbIX BUPYCHbIX 6a3;

® UNCIO JOCTYMHbIX 3anuncein ob yrposax;

e MOMEHT MOC/EHEro YCrneLHoro 06HOBAEHNs BUPYCHbIX 6a3 v
aHTUBMPYCHOTO A4pPa;

e MOMEHT C/lefyHOLLLEero 3arnjaHpPOBaHHOTO aBTOMATUYECKOTO
obHOBNEHMA.

AprymeHTbl: Hert.

Oonuumn

-1 [--List] — BbIBECTV MOJHbIV CMINCOK 3arpy>KeHHbIX dparinos
BMPYCHbIX 6a3 AaHHbIX U YNCNO 3anncein ob yrposax B KaxZom
danne

HasHaueHume: MpocmoTpeTtb cobbitna Dr.Web Industrial gas Linux.
Kpome 310ro, KOMaHza No3BOASET BbINOJHUTL YrpaBaeHue
CObbITUAMM (OTMETKA KaK «MpoYnTaHHbIe», yaaneHune).

AprymeHTbl: Hert.

Oonuumn

—--Report <mun> — TUMN OT4YeTa O COBLITUSAX.
Bo3mo>KHble 3HaueHus:
e BRIEF — KpaTKUA OTYeET;
e DEBUG — NOAPOOHbIN OTYET;

e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.

PyKOBOACTBO noJsib3oBarena
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-f [--Follow] — OXWAaTb MNOCTYMNAEHNS HOBbIX COOLITUIA U
BbIBOAWTb X Ha 3KpaH cpasy npu noctynaeHmm (Haxatne CTRL+C
npepbiBaeT OXMAaHNE).

--ShowSeen — nokasaTb TakXe ¥ y>Ke NpouYnTaHHble COObITUS;

-s [--Since] <dama, spemsa> — nokasblBaTb COOLITHSA,
npowusoluesline He paHee ykazaHHOro MOMEHTa BPeMeHH
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <dama, spemsa> — nokasblBaTb COOLITHSA,
npowusoLuealne He nosaHee ykasaHHOro MOMEHTa BPeEMEHM
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-t [--Types] <CNUCOK Munog> — nokasblBaTb COObITUA
TONIbKO NEePEYNCNEHHbIX TUMOB (TUMbl COBLITUIA MepeUncaroTca
yepes 3anAaTyto).

[octyneH cneayrolwmii TUN COBbITUI:
UnexpectedAppTermination — HeOXUjaHHOe
3aBeplUeHne paboTbl KaKOro-1Mbo KOMMOHeHTa.

[nsa BbiBOZa COOLITUIA BCEX TUMOB UCMOb3YyMTe A1 1.

—--Show <cnucok cobeimuli> — BbIBECTW Ha 3KpaH
nepeynciaeHHble cobbITUs (MAEHTUDUKATOPLI COBLITUIA
NepeyYncasatoTca Yepes 3ansaTyro);

--Delete <CNUCOK cObbIMUU> — yAanuUTb NePeUnCIeHHble
CcobbITUA (MAeHTUdMKATOPbI COBLITUI NEpeUncnsatoTca Yepes
3anAaTyo);

--MarkAsSeen <cnucok cobbimuli> — OTMETUTb
nepeyYncieHHble COObITUA KaK «MPOYMTaHHbIe» (MAEHTUdMKATOPI
COBbITUIN NepeYnCfatoTCA Yepes 3anaTyto).

Ecnv TpebyeTtcs OTMeTUTb Kak «MpOoYnUTaHHbIe» WIN YAaAWTb BCe
CObbITUA, BMECTO <cnucok cobeimuli> ykaxute All. Hanpumep,
KoMaHza

$ drweb-ctl events --MarkAsSeen All

OTMETUT KaK «MPOYnNTaHHbIE» BCE MMEROLMeca cobbITuA

HasHaueHue: ChopmupoBatb oT4yeT 0 cobbiTusax Dr.Web Industrial
ana Linux B Buge ctpannupbl HTML (Teno cTpaHuubl BbIBOAUTCA B
yKasaHHbIl paiin).

AprymeHTbl

<mun> — TN COBbITUI, ANA KOTOPbIX GOPMUPYETCA OTYET
(yka3biBaeTcs 04MH TvM). BO3MOXXHbIe 3HaYeHNsA CM. B ONUCaHUm
onuun ——Types KOMaHAbl events. Obs3aTesbHbI apryMeHT.

PyKOBOACTBO noJsib3oBarena
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onuum

-0 [--Output] <nyme k ¢aliny> — COXpPaHUTb OTYET B
yKazaHHbIM dann. Obs3aTesbHas onums.

-s [--Since] <0ama, 8pemMs> — BKNHOUUTb B OTUYET COOLITUS,
npowusoluesline He paHee ykazaHHOro MOMEHTa BPeMeHH
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <0dama, 8peMs> — BKAHOUUTb B OTUYET COOLITUS,
npowusoLuealne He nosaHee ykasaHHOro MOMEHTa BPeEMEHM
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

--TemplateDir <nyme K Kamasaozy> — nyTb K KaTanory, B
KOTOPOM Haxoaatcs darinbl WwabnoHos HTML-cTpaHunLbl oTyeTa.

Oonuun -s, —un ——-TemplateDir ABAAKOTCA HeOHA3aTEIbHbIMU.

HasHaueHwue: BbiBecTn Ha 3kpaH MHPOpMaL Mo 06 aKTUBHOM
JINLLEH3UM MW NONYYNTb KNKOUYEeBOW dalin Ansa yxe
3aperncTpupoBaHHON NNLLEH3UK (HanpuMep, Ha caiTe KOMMaHuK).

Ecam He ykazaHa HM OfjHa OMLMS, TO BbIBOAUTCS ClesytoLlas
nHbopmaums (ecv UCNONb3YETCA INLEH3MS A5 aBTOHOMHOTO
pexunma paboTbl):

e HOMEP JINLLEH3MNY,
e /laTa 1 BPEMS OKOHYaHUSA AeCTBUSA NLEH3UN.

Ecam ncnonb3yetcs nvLeH3wns, BbijaHHas CEpBEPOM
LEeHTPan30BaHHOM 3aluThl (418 paboTbl B pexmnme
LLleHTPaNn30BaHHOW 3alWuThbl UV B MOBUIBHOM pPeXMME),
BbIBOAWTCS COOTBETCTBYHOLLAs MHbOPMaLKs.

AprymeHTbl: Hert.

Oonuumn

--GetRegistered <cepuliHblli HOMep> — NONY4YUTb
NINLEH3VOHHBIN KAtoueBoW dais ANs yKa3aHHOMo CepuUinHOro
HOMepa, eC/IV He HapyLUEHbl YCIOBUA MOAYyYEeHNA HOBOTO
katoueBoro daiia (HanpumMep, NporpamMma He HaxoAuTCs B
pexumMe LeHTPaan30oBaHHOM 3aLuTbl, KOTAa NVLEH3NeN ynpaBaseT
cepBep LeHTPaAn30BaHHOM 3aLuThbl).

--NetworkTimeout <UHMepsas epemMeHuU> — TaliM-ayT B
MWUINCEKYHAAX Ha CETEBbIE OMepaLMn NPy NCMOb30BaHNM
KoMaHAbl 1icense. Micnonb3yetcs Ans NpoAoKEHNS aKTUBaLUK
B C/lydae BpemMeHHOro obpbiBa coegnHeHmns. Ecam obopeaHHoe
CeTeBOe CoeAnHeHne ByaeT BOCCTAHOBIEHO 0O UCTEYEHUS TaliM-
ayTa, TO akTuBaLus ByaeT npogokeHa. Ecam ykasaH 0, To Talm-
ayTa Her.

3HauveHne No yMon4aHuto: 0.
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--Proxy http://<uMs nosb3ogamesns> : <naposv>@<adpec
cepsepa> : <HOMep Nopma> — MONYUYNTb JNLEH3NOHHbBIN KNHOY
uepes NPoKCcu-cepeep (MCMoNb3YeTCA TONLKO COBMECTHO C OnLuel
--GetRegistered).

CepuliHbili Homep dosmkeH bbimb npedsapumessHo
3apeaucmpupo8aH Ha calime KOMNAHUU.

MoapobHee o nLeH3npoBaHuK npoaykTos DrWeb cm. pasgen
JlnueHsvpoBaHve.

[nsa perncrtpaumm cepninHoro Homepa Tpebyercs
Hannume NoAKIOYEHNSA K UHTEPHETY.

HasHaueHue: BbiBecTn B KOHCO/b (MOTOK Stdout) nocneaHue
3anucn xxypHana Dr.Web Industrial gns Linux (aHanormyHo
KOMaHze tail).

AprymeHTbl: Her.

Onuumn

-s [--Size] <YUCI0> — YNCNO MOCAEAHMX 3amnMUCen XypHana,
KOTOPble HY>KHO BbIBECTM Ha 3KPaH.

-c [--Components] <CNUCOK KOMNOHEeHMOo8> — CMnCOK
NAeHTUOUKATOPOB KOMMOHEHTOB, 3amnmncu KoTopbix byayT
BbIBeZeHbl. Yka3biBatoTcs Yepes npoben. Eciv napametp He
yKa3saH, BbIBOAATCA BCe AOCTYMHble NOC/eAHME 3anncu,
OTMpaB/eHHble B XXypHaa Nt06bIM 13 KOMMIOHEHTOB.

AKTyaJ’IbeIe I/I,CI,eHTI/Iq)I/IKaTOpr YCTaHOBJIEHHbIX KOMIMOHEHTOB
(T. €. BHyTpeéHHMe MMeHa KOMIMOHEHTOB, BbIBOAVMbIE B )KypHaJ'I)
Bbl MO>XeTe y3HaTb, NCMOJIb3yA KOMaHAY appinfo.

-f [--Follow] — OXwuAaTb NOCTyMNaeHNs HOBbIX 3anunceli B
>KYpPHan 1 BbIBOAUTb UX Ha 3KpaH cpasy npu noctynieHnm
(Haxxatne CTRL+C npepbiBaeT oxugaHue).

| [nsa BbINONHEHWA 3TOW KOMaHAbl TpebyeTcs,
: yTo6bl drweb—ctl 6blia 3anyLleHa OT UMEHM

cynepnonb3oBaTtens (06blYHO Mob30BaTENS root).
Mpn HEOBXOAMMOCTM UCMONb3YNTE KOMaHZAbI su
nan sudo.

HasHaueHwue: BbiBeCTM Ha 3KpaH CTaTUCTUKY paboThbl
KOMMOHEeHTOB, 0bpabaTbiBatoLmx dansibl, MO0 areHTa CeTeBOW
nposepku gaHHbix Dr.Web Network Checker (Haxatne CTRL+C
nnn Q npepbiBaeT 0TOOpaXKeHMe CTaTUCTUKN).

B cratucTuke oTobpakaeTcs:

PyKOBOACTBO noJsib3oBarena
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® VM5 KOMMOHEHTa, MHULMMPOBABLLEro nposepky ¢alnios;

PID KOMMNOHEeHTa;

yCpeAHeHHOE KONMYecTBO GaiinoBs, obpabaTbiBaeMbIX B CEKYHAY
3a MOCNEAHIO MUHYTY, 5 MUHYT, 15 MUHYT;

e MPOLEHT UCMO/Ib30BaHNs KELLA NMPOBEPEHHbIX GaitioB;
e CpejiHee KOAMYECTBO OWMOOK MPOBEPKM B CEKYHAY.
[ns areHTa pacnpeneseHHON NPOBEPKN Ha 3KPaH BbIBOAUTCS:

® MepeyeHb JIoOKaJibHbIX KTMEHTOB, MHAUMNPOBAaBLLUKX
CKaHnpoBaHWe;

e MepeuyeHb yAaneHHbIX y3/0B, KOTOPbIM NepesaHbl Gaibl Ha
CKaHVpPOBaHWe;

e MepeyeHb yzaneHHbIX Y3/10B, OT KOTOPbIX MOAyYeHbl dainbl Ha
CKaHVpoOBaHMe.

[N noKanbHbIX KNMEHTOB areHTa pacrnpeseneHHOn NpoBepku
yka3biBaetca umsa u PID, a ana yaaneHHbIX — agpec v nopT y3na.

ﬂ,J'IFI Ka>XkAo0ro KJineHTa, Kak J1oKaJlbHOro, Tak 1 yaaieHHOoro
BbIBOAUTCA:

e CpejiHee 3a CeKYHAY KONMUECTBO NPOBEPEHHbIX hainnos;

e CpesHee 3a CeKyHAY KOJIMYECTBO MepesaHHbIX U MOyYeHHbIX
6auT;

e CpejHee 3a CeKyHAy KONMYECTBO OLNOOK.

AprymeHTbl: Hert.

onuum

-n [--Netcheck] — BbIBECTW Ha 3KpaH CTaTUCTUKY paboTbl
areHTa CeTeBON MPOBEPKM JaHHbIX

9.2.4. NMpumepbl NCNO/Ib30BaHUA

B atom paspene

[MpoBepka 06bLEKTOB

o [1pOCTble KOMaH/bl MPOBEPKN

o [IpoBepka dannos, OTOBPaHHbIX MO KPUTEPUAM

o [IpoBepkKa AONOJHUTE/bHbIX OOHEKTOB

YnpasaeHve koHbUrypaumvemn

YnpaeaeHve yrpo3amm

Mprmep PaboTbl B pexXMMe aBTOHOMHOIO 3K3eMnaspa

O6HoBeHMe 6e3 NOAKAHYEHUA K UHTEPHETY

PyKOBOACTBO nonb3oBaTtend
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NMpoBepka 06bekTOB

MpocTblie KOMaHAbI NPOBEPKU
1. BbINOAHWTL NPOBEPKY KaTasora /home C NapaMeTpamm No yMOAYaHMIO:

$ drweb-ctl scan /home

2. BbinonHWTL NpoBepky cnucka nyTten kK Garinam, nepeyncieHHsimM B daine daily scan (Mo
OAHOMY NyTW B CTpoke daina):
$ drweb-ctl scan --stdin < daily scan
3. BbINonHUTL NpOBepKy 3arpy304HOM 3anmncy Ha AMCKOBOM YCTPOWCTBE Sda:

$ drweb-ctl bootscan /dev/sda

4. BbINONHWTb NPOBEPKY 3anyLLEeHHbIX MPOLLECCOB:

$ drweb-ctl procscan

MpoBepka ¢aiinosB, oTo6paHHbIX MO KPUTEPUAM

B HmKenpuBeseHHbIX NpuMepax ans GopMmnpoBaHns Beibopkn dannos, noanexalymx npoBepke,
NCNoNb3yeTcs pe3ynbTaT paboTbl yTUANTLI £ind. MNoayyeHHbI NepeyeHb GannioB nepesaeTcs
KomaHge drweb-ctl scan C napamMeTpom --stdin manm --stdino0.

1. BbINONHUTL NPOBEPKY Crvcka GpalinoB, BO3BPALLEHHbIX YTUANTOM find, U pa3AeneHHbIX
cumosiom NUL (\0):

$ find -print0 | drweb-ctl scan --stdin0

N

MpoBepuTb BCe dalibl BCEX KaTasoros, HaUMHas ¢ KOPHEBOTO, HAXOAALLMXCS Ha OLHOM
pa3zene GpannoBoOu CUCTEMBI:

$ find / -xdev -type f | drweb-ctl scan --stdin

w

MpoBepuTb BCe palisibl BCeX KaTasioro, HaumMHas ¢ KOPHEBOTO, KpOMe
davnoB /var/log/messages U /var/log/syslog:

$ find / -type £ ! -path /var/log/messages ! -path /var/log/syslog | drweb-ctl scan
--stdin

4. TlpoBepuTb BO BCEX KaTanorax, HauMHas c KOPHeBOro, dGawnnbl, NpuHaanexalme
NnoJib30BaTeNto root:
$ find / -type f -user root | drweb-ctl scan --stdin

5. TMpoBepwuTb BO BCEX KaTasorax, HaunmHas ¢ KOpHeBOro, Gaisibl, NPUHaANeXxaLLme
noJsib3oBaTtensam root n admin:

$ find / -type f \( -user root -o -user admin \) | drweb-ctl scan --stdin

o

MNpoBepuTb BO BCEX KaTanorax, HaumMHas C KOPHeBOro, Ganbl, NpuHaanexatme
nonb3oartenam c UID n3 gnanasona 1000-1005:

$ find / -type f -uid +999 -uid -1006 | drweb-ctl scan --stdin

~

MpoBepuTb daliibl BO BCEX KaTanorax, HaumHas ¢ KOPHEBOTO, HO HAXOAALLMXCS He bonee
4eM Ha MATOM YPOBHE BIOXXEHHOCTN OTHOCUTE/IbHO KOPHEBOTO KaTasiora:
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$ find / -maxdepth 5 -type f | drweb-ctl scan --stdin

8. I'Iposepvm: q)aIP’Iﬂbl B KOPHEBOM KaTanore, He 3axo4A BO BNOXKEHHbIE KaTasoru:
$ find / -maxdepth 1 -type f | drweb-ctl scan --stdin
9. ﬂpOBepl/ITb CI)aVIﬂbI BO BCeX KaTa/siorax, HaudnMHaa C KOPHEBOro, Npun 3TOM CnefoBaTtb NO
BCTpevarnwmnmca CMMBOJINYECKNM CCbIIKaM:
$ find -L / -type f | drweb-ctl scan --stdin
10. ﬂpOBepl/ITb CI)aVIﬂbI BO BCeX KaTasiorax, Hau4nMHaAa C KOPHEBOTO, MNPV 3TOM He Cieg0BaTh Mo
BCTpevarnwmnmca CMMBOJINYECKNM CCbIIKaM:
$ find -P / -type f | drweb-ctl scan --stdin
11. ﬂpOBepl/ITb BO BCeX KaTaJiorax, HaudmHaa C KOPHEBOrO, CI)aVIﬂbI, CO34aHHble He MNOo3XKe, Yem 1
masn 2017 roaa:

$ find / -type f -newermt 2017-05-01 | drweb-ctl scan --stdin

MpoBepka AONONHUTE/IbHbIX 06bEKTOB

MNpoBepka 06beKTOB KaTanora /tmp Ha yaaneHHoM y3ne 192.168.0.7 npu NOAKAOUYEHUN K HEMY
yepe3 SSH kak nonb3oBaTenb user ¢ NapoaemM passw:

$ drweb-ctl remotescan 192.168.0.1 /tmp --Login user --Password passw

YnpaBneHue koHurypauuemn

1. BblBeCTW Ha 3kpaH MHGOPMaLMIO O 3anyLLeHHbIX kKoMnoHeHTax Dr.Web Industrial gns Linux:

$ drweb-ctl appinfo

2. BbiBecTn Ha 3kpaH BCe napamMeTpbl U3 cekumn [Root]:
$ drweb-ctl cfshow Root
3. 3apatb 3HaveHuve No A4 napameTpa Start B cekuymm [LinuxSpider] (3TO npuBeaeT K
ocTaHoBKe paboTbl MOHUTOpPa parnoBom cuctembl SplDer Guard):
# drweb-ctl cfset LinuxSpider.Start No
[Ans aToro TpebyroTCs NONHOMOUMSA Cyrneprnonb3oBaTens. [pyMep BbI30Ba 3TOM XXe KOMaHAb! C
Mcnonb3oBaHWeM sudo A/ BPEMEHHOIO MOBbILIEHWS MOJHOMOUNINA:
$ sudo drweb-ctl cfset LinuxSpider.Start No
4. BbIMOAHWTb NPUHYAUTENbHOE OOHOB/IEHME aHTUBMPYCHBIX KOMMOHeHTOB Dr.Web Industrial
ana Linux:

$ drweb-ctl update

5. BbimonHuTb Nepesarpysky koHdurypaumm ans komnoHentos Dr.Web Industrial gna Linux:
# drweb-ctl reload

,U,IIFI 3TOro Tpe6y+0Tc;| NOJIHOMOUYNA Cynepnosib30BaTeNA. I'Ipvnvlep Bbl30Ba 3TOM Xe KOMaHAbl C
MCMoab30BaHMEM sudo ANA BPEMEHHOTO MOBbILWLEHNA NMOJHOMOUYUNIA;

$ sudo drweb-ctl reload
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6. Moaxntountb Dr.Web Industrial gna Linux k cepepy LeHTpain30BaHHOWN 3aLUNThI,
paboTarowemy Ha y3ne 192.168.0.1, npu ycnoBumn, 4to cepTnudukat cepBepa pacnonaraeTcsa B
davne /home/user/cscert.pem:

$ drweb-ctl esconnect 192.168.0.1 --Certificate /home/user/cscert.pem

7. Moaxntountb Dr.Web Industrial gna Linux k cepepy LleHTpa/M30BaHHOWN 3aLLUN1TbI, UCMONb3yA
dain HacTpoek nogkaoveHns install.cfg:

$ drweb-ctl esconnect --CfgFile <nyme k ¢aliny install.cfg>

8. Otkntoumtb Dr.Web Industrial ana Linux oT cepBepa LieHTpaan3oBaHHOW 3aLnThbl:

# drweb-ctl esdisconnect

[Ans 3Toro TpebyroTca NosHOMOUMA Ccynepnonb3oBatens. [Tpumep Bbi30Ba 3TOW XKe KOMaHZAbI C
Mcnonb3oBaHWeM sudo AN BPEMEHHOTO MOBbILLIEHWUA MOJHOMOUNIA:

$ sudo drweb-ctl esdisconnect

9. MNpocMoTpeTb NOCNeAHME 3aMNCK, BHECEHHbIE KOMMOHEHTaMN drweb-update U drweb-
configd B XypHan Dr.Web Industrial gns Linux:

# drweb-ctl log -c Update ConfigD

YnpaBneHue yrposamu

1. BbiBeCTM Ha 3kpaH nHbopmMaLumio 06 0bHapy>KeHHbIX yrpo3ax:

$ drweb-ctl threats

2. MepemecTuTb BCe painbl, cogepxkaline Heobe3BpeXeHHbIE Yrpo3bl, B KAPaHTUH:

$ drweb-ctl threats --Quarantine All

3. BbiBeCTV Ha 3KkpaH cnncok ¢panios, mepeMeLLeHHbIX B KapaHTUH:

$ drweb-ctl quarantine

4. BocctaHOBUTL BCe dalibl U3 KapaHTMHa:

$ drweb-ctl quarantine --Restore All

NMpumep paboTbl B pe)kume aBTOHOMHOrO 3K3eMmnaspa

MpoBepuTb Panibl 1 0bpaboTaTb KaPaHTUH B PeXMME aBTOHOMHOTO 3K3eMmnaspa:

$ drweb-ctl scan /home/user -a --OnKnownVirus=QUARANTINE
$ drweb-ctl quarantine -a --Delete All
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MepBas kKoMaHAa NPoBepuT Gaiibl B kaTasore /home/user B peXvMe aBTOHOMHOTO
3K3eMnaspa, 1 Gannbl, cogepikalime n3BecTHble yrpo3bl, byayT NOMeLLeHbl B KapaHTWH. Bropas
KOMaHaa o6paboTaeT cofep>KMMOoe KapaHTUHa (Tak>Ke B peXXMMe aBTOHOMHOTO 3K3eMMaspa) 1
YAQNUT BCe COZepiKallmecs B HEM OBBEKTbI.

O6HoBNIeHUe 6€e3 NoAK/IIOUEHUS K UHTEPHETY

B ycnoBuax nosbileHHbIX TpeboBaHU K 6e30NacHOCTW, KOrja NoAK/IOUEHNE K MHTEPHETY
OTCYTCTBYET UM OrPaHNYeHO, OBHOB/IEHME BUPYCHbIX 6a3 1 aHTMBUPYCHOTO AApPa MOXHO
BbINONHATL 6€3 NOAK/IOUEHUNA K MHTEPHETY. B 3ToM cnyyae o6HOBAEHMSA 3arpy>atoTca Ha
KOMMbIOTEP, MOAKNFOUYEHHbIN K MHTEPHETY, konupytoTca Ha USB-Hakonutenb nan ceteBoun AnCK,
nocne Yero yCTaHaBAVBAtOTCA Ha APYron, He MOAKNHOUYEHHbIA K MHTEPHETY KOMMbIOTep.

Mpoueaypa 06HOBNEHNA BbINONHAETCA Yepe3 KOMaHAHYH CTPOKY.

YT106b1 NONyUnTb O6HOBNIEHUA

1. Ha KOMnbrOTEPE, NOAK/IFOYEHHOM K MHTEPHETY, BbINMOJIHNTE KOMaHAY:

$ drweb-ctl update —--Path <nyme k kamasnozy, kyda 6ydym 3azpy>keHbl 06HO8/IeHUS >

2. CkonupyriTe nosy4veHHble 06HOBAEHNS Ha USB-Hakonutenb nav CeTEBON AUCK.

3. TpUMOHTMpYWTE CETEBOW AMNCK UM HAaKOMUTENb HA KOMMbIOTEPE, Ha KOTOPbIV TpebyeTca
yCTaHOBWUTb 0H6HOBNEHMA. Ecam Bbl nonyyaete obHoBAeHNA ¢ USB-HakonuTens, Aia 3Toro
notpebyeTcsa BbIMOAHUTb KOMaHAbI:

# mkdir /mnt/usb
# mount <nyme K ycmpolicmey> /mnt/usb
4. YcTtaHOBUTE OBHOBAEHNSA C MOMOLLbHO KOMaHAbI:

$ drweb-ctl update --From /mnt/usb

9.2.5. MNapameTpbl KOHPUrypaLmn

YTunuta ynpaBneHus n3 komaHgHou ctpokun Dr.Web Ctl He nmeeT cobcTBeHHOM cekLmm
napamMeTpoB B 06beANHEHHOM KOHOUrypaumnoHHom darvine Dr.Web Industrial gns Linux. YTuauta
MCnonb3yeT NapaMeTpbl, yka3aHHble B ceklin [Root].
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9.3. SpiDer Guard

ili KoMMoHeHT nocTaBaseTcs TONbKO B COCTaBe ANCTPUOYTMBOB, NpeAHasHauyeHHbix aas OC
cemencrtea GNU/Linux.

MoHuTop dannosor cuctembl SplDer Guard npesHasHaueH AN MOHUTOPUHTa GainoBOW
aKTVBHOCTW Ha ToMax GannoBOM cnucTembl onepaumoHHbix cnctem GNU/Linux. KomnoHeHT
paboTaeT B pexunme pe3nieHTHOro MOHMUTOpPa M OTCIEXMBaET OCHOBHbIe CObbITUA dainoBOM
CUCTeMbI, CBA3aHHbIE C M3MeHeHneM $alrnoB (UX Co3aaHne, OTKPbITUE, 3aKpbiTue). [pu nepexsate
3TUX COBBITUI MOHUTOP NPOBepPAET, 6bin N M3MeHeH daiin, 1 B 3TOM caydae dopmupyeT Ans
KOMMoOHeHTa npoBepku ¢pannos Dr.Web File Checker 3agaHve Ha npoBepkKy coaep>X1MOro
n3MeHeHHoro danna ckaHupyrowmm sapom Dr.Web Scanning Engine.

Kpome Toro, moHutop darnoson cuctembl SplDer Guard oTcaexxmBaeT NonbITKM 3anycka
ncnonHaembix ¢parinos. Ecam nporpamma, cogepikaliaaca B MCnoaHsemMom darine, no
pesynbTaTam NpoBepku byaeT NpusHaHa BPeAOHOCHOW, BCE MPOLLeCChI, 3anyLLeHHbIe 13 3TOro
danna, byayT NPUHYANTENBHO 3aBEPLLEHbI.

9.3.1. MpuHUMNbI paboThbl

B aTom pasaene

e ObLLMe cBeaeHMS

e OnpeneneHne obsacten GanmioBOM CUCTEMBI, NoAnexKallmx HabaraeHU0

e PeXXUM YCUAEHHOTO MOHUTOPUHIa Ganaos

O6wue cBepgeHunn

MoHuTop dannosoi cuctemsl SplDer Guard paboTaeT B nonb30BaTENLCKOM MNPOCTPAHCTBE (User
mode), NCNONb3ys ANA KOHTPOA COObITUI PakNoBON CUCTEMBI CUCTEMHBIN MexaHun3Mm fanotify. B
HacTpoWKax peKoMeHAyeTCs UCMOAb30BaTb asmomMamuyeckuli pexxum (Auto), KOTOPbI MO3BOANUT
KOMMOHEHTY Npw CTapTe onpeAennTb U UCNOAb30BaTb HaUYYLIUA PEXUM PaboTbl, MOCKO/bKY He
BCe Bepcum agpa Linux noaaepxusatoT MexaHunsm fanotify, ncnonbsyrowuiics moHntopom. Ecam
KOMMOHEHT He MOXEeT MCMOb30BaTb YKa3aHHbI B HAaCTPOMKaxX PEXUM UHTErpaLmm, oH
3aBepluaeTca cpasy nocsie crapta. ECiv ykasaH aBTOMaTMyYeCcKnin pexunm, TO KOMMOHEHT
nonbiTaeTca ncnonb3osaTb fanotify. Ecan He nonyuntca ncnonb3oBath 3TOT PEXMM, KOMMOHEHT
3aBepLunT paborty.

Mpwn obHapy>KeHWUM HOBbIX UV N3MEHEHHbIX GanNoB MOHUTOP OTMPaBAAET 3ajaHue Ha UX
npoBepKy KOMMOHeHTy npoeepku ¢pannos Dr.Web File Checker, koTopblii, B CBOIO O4epesb,
NHULMMPYET NX NPOBEPKY cKaHupytowmm sapom Dr.Web Scanning Engine. Mpwu pabote uepes
CUCTEMHbIV MexaHu3M fanotify MoHUTOP MoXxeT 6a1oknpoBaTh A0OCTyn K darnam (Bcex TMMOB UK
TO/IbKO K UcrnonHsembiM pannam — PE, ELF, ckpuntam ¢ npeambynoii #!), KoTopble ele He
NpoBepeHbl, O MOMEHTa OKOHYaHWNA UX MPOBEPKM (CM. HMXeE).
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@ SplDer Guard aBToMaTMUeCKMN pacno3HaeT MOMEHTbl MOHTUPOBaHUA U OTMOHTUPOBAHUSA

° HOBbIX TOMOB $aliI0BON cUCTEMBI (Hanpumep, Ha HakonuTensx USB-flash n CD/DVD,
maccubl RAID 1 T. n.) n KOppekTMpyeT cnncok HabatogaeMbix obaactel no mepe
HEeobXoANMOCTH.

OnpepeneHne obnacren pannoBOoUN CUCTEMbBI, NOAJIEXKALLUX
HabarogeHuro

Ansa onTummnsaumm nposepkn GanioBon cucteMbl, MOHUTOP dannosou cuctemsl SplDer Guard
KOHTpO/IMpyeT obpalleHne ToAbKO K TeM darinam, KoTopble HaxoaAaTCs B 06acTax darnnoBomn
CUCTeMbI, YKa3aHHbIX B KOHOUrypaumun. Kaxzaas Takas ob6aactb onpegensiercs kak nyTb K
HekoTOpOMy KaTasory gepeBa GpannoBOM CUCTEMbI U Ha3blBaeTCA 3aujuuyaeMsim
npocmpaHcmeowm (protected space). COBOKYMHOCTb BCeX 3allMLLaeMbIX MPOCTPAHCTB 0bpasyeT B
dannoBon cucteme eanHyro obsacme HabaOeHUS, KOHTPOUPYEMYHD MOHUTOPOM. NoMKMO
obnactn HabaroAeHWS, B HACTPOMKaX KOMMOHEHTa MOXHO 3a4aTb Tak>ke COBOKYMHOCTb
KaTanoros GansoBOWN CMCTEMbI, KOTOPble TPpebyeTcs NCKAHUNTL U3 MOHUTOpPUHTa (061acme
uckrodeHus). Ecnm B HacTpomnkax KOMMOHEHTa He yka3aHO HM O4HOrO 3alluLL,aemMoro
NpocTpaHCcTBa, 061acTb HabaroAeHNA oxBaTbiBaeT coboW Bce fepeBo KaTasoros GanaoBow
cuctembl. Takum obpasom, HabatoaeHWIo NOABEPratoTCs TONbKO Te daibl, NyTU K KOTOPbIM
npuHagnexar obnactn HabarogeHWs, HO He NpUHagexaT 0b6aacTn NCKAFOYEHMS.

Vicnonb3oBaHme nckatoueHnin 6oiBaeT HEOBXOANMO, HaNpUMep, eciv HekoTopble danbl YacTo

M3MEHAKOTCA, UTO NOPOXKAAET MX MOCTOAHHYHO NMEPENPOBEPKY N TEM CaMbIM Harpy>xaet CUCTEMY.

Ecam TOUYHO M3BECTHO, UTO YacToe n3MeHeHne $anoB B HEKOTOPOM KaTtasore He ABaAeTCA
CneacTBMEM BPeAOHOCHOM akTMBHOCTY, @ CeACTBUEM paboTbl HEKOTOPOW JOBEPEHHOWN
NpOorpaMmebl, TO MOXHO A06aBWTb NyTb K 3TOMY KaTanory, Ui n3mMeHseMbIM GarinamM B HEM, B
CMNCOK UCKAOYEHWUI. B 3TOM ciyuae MmoHuTOp darinosor cuctembl SplDer Guard He byaet
pearmpoBaTb Ha U3MeHeHNsa 3TX GalioB, Jaxe eCan OHW NpUHagaexat obnactn HabarogeHUs.
Kpome Toro, nmeetca BO3MOXHOCTb yKka3aTb U camy nporpammy, paboTatoLuyto ¢ darinamu, B
CrncKe JOBEePeHHbIX MporpaMm (napameTp KoHGurypaumm ExcludedProc), Torga ¢annosble
onepauuu, MPOV3BOANMbIE 3TON MPOrpamMmmon, TakxKe He ByayT NPUBOANTL K MPOBepKaMm
darinoB., gaxke ecnn 3T dariabl HaxoAATCA B 061aCTV HabaoAeHWA. AHANOTMYHO, NPK
HEeObXOANMOCTU, MOXHO 3aMpPeTUTb MOHUTOPWHT Y MPOBEPKY (araoB, HAXOAALLMXCA B APYTUX
dalinoBbIx cMCTEMaX, MPMMOHTUPOBAHHbIX K OKaAbHOW $alinoBOM cucTeme (Hanpumep,
npumMoHTUpoBaHHble yepe3 CIFS kaTtanoru ¢ BHeWwHMx GannoBbix cepeepoB). s ykazaHusa
darinoBbix cucteM, Gainibl Ha KOTOPbIX HE AOMKHbI MPOBEPATLCA, UCMONb3YeTCA NapaMeTp
ExcludedFilesystem.

3alwmiaemMble NPOCTPAHCTBA, Kak YacTn 06nacTm HabatogeHNa C yKa3aHHbIMU A8 HUX
napameTpamun NPOBEPKK, 3a4at0TCA B HAaCTPOMKax KOMMOHEHTa Kak MMEHOBaHHbIe CeKLM,
cofep>Kalime B CBOEM MMEHWN MPOM3BOJIbHBIN YHUKaNbHbIV MAEHTUPUKATOP, MPUCBOEHHbIV
3aLmLLLaeMOMy MpocTpaHCTBY. Kaxkaasn cekums, onvcbiBaroLLas NpOCTPaHCTBO, COAEPXKMNT
napameTp Path, onpeaensatowmi nyTe B $panoBON cMCTEME, XPaHALLMI KaTaaorn 3Toro
3alUMLLAaeMOro NpoCcTpaHCTBa (T. e. dparmMeHT gepeBa GariIoOBOM CUCTEMbI, HAXOAALLNINCA NOZA
HabatogeHneM B pamkax JaHHOrO NPOCTPAHCTBA), a Takxke napameTp ExcludedPath,

PyKOBOACTBO noJsib3oBarena

179



A7

Py
$

A
)
A

KomnoHeHTbl Dr.Web Industrial ana Linux

onpesenstoLLnNA NOKaNbHYHO (T. €. OTHOCUTENBHO Path) 061aCTb UCKAKOUEHMS BHYTPU
3almLLaemMoro npocTpaHcTea. Mapametp ExcludedPath MOXeT coaepxatb B cebe
CTaHAapPTHble GannoBble Macku (T. e. cogepkaTb CUMBOAbLI * U ?). Kpome nokanbHbIx obnacten
NCKNHOYEHUS, B HAaCTPOMKax MOXET ObITb 3aaHa 1 rnobanbHas 061acTb MCKAKOYEHUS, NPK
nomoun napameTpa ExcludedPath, yKazaHHOrO BHe CeKLMA, ONMMUCbIBAtOLLMX 3aLMLLaeMble
npocTpaHcTBa. Bce kaTtanory, nonaswwme B 3Ty 061acTb, B TOM YMC/IE U KaTalorv 3almiLaemMblx
NPOCTPAHCTB, BYAYT NCKKOUEHbI U3 NpoBepKM. K Kaxka0My 3alLMLL,aeMoMy NPOCTPaHCTBY
NPUMEHAETCA TONbKO rnobanbHas u cobCTBEHHas 061acTV NCKOUYEHUSA: €CIN OAHO
NPOCTPAHCTBO BNIOXEHO B APYroe, TO K BJAOXKEHHOMY NMPOCTPAHCTBY HE MPUMEHSAROTCA HAaCTPONKM
NCKNHOYEHNS, yKa3aHHble A1 BKKOYatoLLLEero ero 3almaemMoro npocrpaHcrea. Kpome toro, B
HacTpoMKax KaXkAoro 3alMLiaeMoro NnpocTpaHCTBa MMeEeTCA NorMyeckumii napameTp Enable,
onpesensoLLniA, BKIKOYEHO AN HET HabtoAeHWe 3a darinaMu, HaxoAAWMMNUCA B obiactu
HabatoZeHns AaHHOro NpPocTpaHcTBa. Ecav 3ToT napameTp ycTaHoOBAEH B 3HayeHue No, TO
COAEeP>KMMOEe JaHHOro NPOCTPaHCTBA HE KOHTPOMPYETCA MOHUTOPOM. Kpome Toro,
3almLlaemMoe NpPoCTPaHCTBO HE KOHTPOAMPYETCA MOHUTOPOM, eC/iv MapaMeTp Path nmeer
nycroe 3HayeHue.

@ Ecnv y Bcex 3aLuyLLiaeMbIx MPOCTPAHCTB, YKa3aHHbIX B HAaCTPOMKax MOHWUTOPA,

: HabroAEeHNE OTKAOUEHO, UAN UX MYTW He 3ajaHbl, To SplDer Guard paboTaet BXOA0CTYHO,
NMOCKOJIbKY HW oAMH dann gepeBa GaioBON CUCTEMbI He ByAET HAXOANTLCA MOZ,
HabarogeHneM. Ecim HeobxoaMMO KOHTPOAMPOBaThL BCHO GalioByHO CUCTEMY Kak efnHOe
3allyLLaemMoe NPOCTPaHCTBO, CIeAYEeT YAANUTb U3 HACTPOEK BCE MMEHOBAHHbIE CEKLIN
3aLMLLaeMbIX MPOCTPAHCTB.

PaccmoTpuM npumMep HacTpoek obnacten HabatogeHUs n nckatoueHus. MNyctb B HacTpomkax
KOMMOHEeHTa 3aZaHbl CieytoLLme napameTpbi:

[LinuxSpider]
ExcludedPath = /directoryl/tmp

[LinuxSpider.Space.spacel]
Path = /directoryl
ExcludedPath = "*.tmp"

[LinuxSpider.Space.space?2]
Path = /directoryl/directory?2

[LinuxSpider.Space.space3]
Path = /directory3
Enable = No

DTO O3HayvaeT, 4YTo NoA HabatogeHneM HaxoaAaTca Ganbl, PaCcnoNOXEHHbIE B

KaTanore /directoryl, n ero nojkaranorax, 3a UCKAHOUYeHnem KaTtanora /directoryl/tmp.
Kpome TOro, nckntouarotca n3 HabatogeHns dpanbl, Ybe NOAHOE UMSA COOTBETCTBYET

Macke /directoryl/*.tmp (3TO HE KacaeTcs BAOXKEHHOM

obnactn /directoryl/directory2, Ha KOTOPY AaHHasa Macka He pacnpoCTpaHAeTcs, He
CMOTPSA Ha TO, YTO 3Ta 06/1aCTb BNOXEHa B 3allMLLiaeMoe NpocTpacTtBo spacel). Pawnsi,
Haxoaalmecs B kKatanore /directory3, He KOHTPOJMPYIOTCA.
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Pe>Xum ycuneHHOro MOHUTopuHra ¢pannios
SplDer Guard MOXeT UCNOb30BaTh TPU PeXMMa MOHUTOPUHTa:

e Ob6bIYHbIU (YCTaHOBJ/IEH MO YMOYAHMIO) — OTCAEXMBAOTCA onepauumn octyna K ganiam
(co3paHue, OTKpbITUE, 3aKpbITUE 1 3anyck daiina). 3anpalumBaeTca nposepka darna, AOCTyn K
KoTopoMy 6bin OcCyLecTseH. 1o pe3yabTatam NpPoBepkn K ¢aray MOoryT ObiTb MPUMEHEHDI
AENCTBUA MO HeNTpann3aLmMm yrposbl, eCin OHa B HeM obHapy>eHa. [lo OKOHYaHWA NpoBepKu
AocCTyn K hanay cO CTOPOHbI MPUNOXEHWU, 3aMPOCUBLLMX AOCTYI, HE OrPaHNYNBAETCA.

e YcuseHHbIU KOHMPOJIb UCNOJIHAEMbIX aliiog — Ans Gannos, He CYMTAOLLMXCA
NCNONHAEMbIMW, — TaK Xe, Kak 1 B 06bIvHOM pexume. SplDer Guard 6aokumpyet
3anpoLLEeHHYHO onepauuio 4OCTyna K ncnoaHseMmomy dainny fo Tex nop, noka He cTaHyT
N3BECTHbI pe3y/ibTaTbl €ro NPOBEPKM Ha Hasnume yrpos.

| NcnonHaembiMy dainamm cuntarotcsa ABonuHble Gaiinbl dopmatos PE u ELF, a Takxe
: TeKCToBble daibl CKPUMTOB, CogepKallme npeambyny «i ! ».

e «[lapaHoudaneHelli» pexkum — SplDer Guard 610kMpyeT 3anpoLLEHHYIO OnepaLmio 4OCTyna K
nrobomy darny A0 Tex Mop, NOKa He CTaHyT U3BECTHbI pe3y/ibTaTbl 0 MPOBEPKM Ha Hannume

yrpos.

Dr.Web File Checker B TeueHre onpeaeneHHOro BpeMeHn COXpaHAEeT pe3yabTaTbl MPOBEPKM
dalinoB B cneumnanbHOM K3Lle, MO3TOMY MpW MOBTOPHOM JOCTyne K TOMYy Xe danny, npu
HaM4mMm MHbOpPMaLMKM B K3LUe, MOBTOPHOE CKaHMpOBaHWe Gaina He NPOU3BOAMNTCSH, B KayecTBe
pe3ynbTaTa NpoBepKM 3TOro Gaina NCNoNb3yeTcs pe3ynbTaT, U3BNeYeHHbIV 13 Kala. HecmoTps
Ha 3TO, MCMOJ/Ib30BaHWeE «NapaHOUAANbHOIO» PeXnUMa MOHUTOPMHIA MPUBOAUT K CyLLLECTBEHHOMY
3amegsieHnto paboTbl Npu JocTyne K dannam.

[na HacTpoOnKKM pexkuMa MOHUTOPWUHIa 3MEHMUTE 3HaueHne NapameTpa BlockBeforeScan B
HacTpoViKax KOMMOHEHTa.

9.3.2. AprymMmeHTbl KOMaHAHOWU CTPOKMU

Yto6bI 3anycTUTh KOMMOHEHT SplDer Guard 13 KOMaHAHOW CTPOKMW, BbINOJAHUTE KOMaHAY:
$ /opt/drweb.com/bin/drweb-spider [<napamempsl>]

SpIDer Guard gonyckaeT Ucnob3oBaHme CeAyHoLLMX NapamMeTpoB:

Mapametp OnucaHune

--help Ha3sHaueHwe: BbiBOZ Ha 3KpaH KOHCON WN SMYAATOpa TePMUHaNa KPaTKOW CripaBku Nno
MMELoLLMMCS NapameTpaM KOMaHAHOW CTPOKU 1 3aBeplueHre paboTbl KOMMOHEHTA.

KpaTkuii BapmaHT: —-h

AprymeHTbl: Het
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--version  HasHaueHve: BbiBOA Ha 3KpaH KOHCOAW WK 3MYAATOPAa TepMUHaa MHbOopMaL MK O
BEpPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-spider --help

[aHHaa KomaHAa BbiBeAET Ha 3KpaH KpaTkyro cnpaBky komnoHeHTa SplDer Guard.

3ameuyaHumna o 3anycke

3anyck KOMMOHeHTa B aBTOHOMHOM PeXXMMe HEMOCPEACTBEHHO U3 KOMaHAHOW CTPOKMN He
npesycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeckn JEMOHOM yrnpaBaeHna KoHdurypawmein
Dr.Web ConfigD npw 3arpy3ke onepaunoHHon cuctemsl. s ynpaeaeHna napameTpamu paboTbl
KOMMOHeHTa ucnonb3yinte ytuanty Dr.Web Ctl, npegHa3HaveHHyto ansa ynpasaeHus Dr.Web
Industrial gns Linux n3 KOMaHAHOW CTPOKM.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAy
man 1 drweb-spider.

9.3.3. MNapameTpbl KOHPUrypaLumn

B aTom pasaene

e [TapameTpbl KOMMOHEHTA

° HaCTDOI\/’IKa MHAMBUNAYAJIbHbBIX MapPaMeTpPOB MOHUTOPWHIA 3alliuiliaeMbiX NMPOCTPaHCTB

KoMMNOHEeHT ncnosib3yeT napameTpbl KOHGUIypaLuum, 3agaHHble B cekumm [LinuxSpider]
0bbeAnHEeHHOro koHourypaumoHHoro dana Dr.Web Industrial gns Linux.

NMapameTpbl KOMMNOHEHTA

B cekuynm npeacrtaB/sieHbl Cieayroline napamMmeTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb NoAPOBHOCTY BEAEHWA XYypHaNa KOMMNOHEHTa.

{yposeHb hodpobHocmu}
Ecnv 3HaueHve napamMeTpa He yKa3aHo, UCMoJIb3yeTcs

3HaueHuMe napameTtpa DefaultLogLevel U3 cekUnK
[Root].
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Mapametp

Log
{mun xypHana}
ExePath

{nyme k ¢paliny}

Start

{noeuyveckuti}

[*] ExcludedPath

{nyme k ¢baliny unu kamanozy}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnwucaHune
3HauveHMe No yMon4aHuio: Notice

MeToz BegeHusa XKypHaia KOMMNOHEHTa.

3HauveHne No yMOMYaHNIO: Auto
MyTb K UCnonHsemMomy Gainny KOMMNOHeHTa.

3HaueHue no
YMOYaHUO: /opt/drweb.com/bin/drweb-spider

KoMMoHeHT 3anyckaeTca 4eMOHOM yrnpaB/eHus
koHurypaumeri Dr.Web ConfigD.

YcTaHOBKa AaHHOro napaMeTpa B Yes npejnucbiBaet
AeMOHyY ynpassieHVs KoHGUrypaumen HemeaneHHO
3anyCcTUTb KOMMOHEHT, a YCTaHOBKa ero B 3HauyeHne No —
HemezeHHO 3aBepLUNTb PaboTy KOMMOHEeHTa.

3HauyeHne No yMOMYaHNIO: 3aBMCUT OT TOTO, B COCTaBe
kakoro npogaykta Dr.Web paboTtaeT KOMMNOHEHT.

MyTb K 06BEKTY, KOTOPbIN JOXKEH ObITb NPOMYLLEH NP
MOHUTOpPUHre $alinoBbIx onepauuii. lonyckaeTca ykasaHue
nyTW Kak K OTAeNbHOMY daliny, Tak 1 K KaTanory B LieJOM.
Ecnm ykazaH katanor, To OyAyT UCKAFOYEHbI U3 HabatogeHWs
BCe daiiabl 1 nogkaTanoru (Bkatoyas BAOXKEHHbIE) 3TOrO
kaTanora. [lonyckaetca ncnonb3oBaTb GannoBble Macku
(copep>kallive CUMBOJbI ? U *, a Tak>Ke CMMBOJIbHbIE Knacchl
P R P R D B

MO>HO yKa3aTb HECKONbKO 3HaUeHWI B BUAE CrmcKa.
3HauyeHus B CMCKe yKasblBarOTCA Yepes 3anaTyto (Kaxgoe
3HauYeHwve B KaBblvKax). /lonyckaeTcs NoBTOpeHme
napameTpa B cekLuu (B 3TOM C/lyyae BCe 3Ha4YeHus
06beNHAIOTCA B €4MHbIN CMIUCOK).

Mpumep: Jo6aBnTb B cnncok dpainn /etc/filel u
KaTtasor /usr/bin.

e [lobaBneHne 3HaYEHUN C MOMOLLbH KOMaH/bl drweb-
ctl cfset:

# drweb-ctl cfset LinuxSpider.ExcludedPath -a
/etc/filel

# drweb-ctl cfset LinuxSpider.ExcludedPath -a
/usr/bin

e [lobaBneHune 3HaueHUn B Garin KOHPUrypaLmu.

o [lBa 3HayeHuWs B OAHOW CTPOKE:

[LinuxSpider]
ExcludedPath = "/etc/filel"™, "/usr/bin"
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AT
Q’:

Mapametp OnwucaHune

o [lBe cTpoku (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxSpider]
ExcludedPath /etc/filel
ExcludedPath = /usr/bin

YT06bI U3MEHEHUS BCTYNWAN B CUITY, Mepe3arpysmTe
koHurypaunto Dr.Web Industrial gns Linux ¢ nomouysto

KOMaHAbl:
# drweb-ctl reload

@ Het cmbicia yka3biBaTh 34€eCh NyTH K

CUMBOIMYECKUM CCblIKaM, MOCKObKY MpK
npoBepke dalina Bcerga aHanavsmpyercs
NPSMOW MyTb K HEMY.

3HayeHne No yMONYaHuio: /proc, /sys

Mode Pexxum pabotbl SpiDer Guard.

{FANOTIFY | AUTO} :
Bo3MO>kHble 3HaueHus:
e FANOTIFY — paboTa yepes CUCTEMHbIA MeXaHU3M

fanotify,

e AUTO — aBTOMaTUYeCKOe onpeeneHne onTMMaabHOro
pexunma paboTbl.

3HauveHne No yMoi4YaHuto: AUTO

ExcludedProc Cnncok npoueccos, $paiinosas akTVBHOCTL KOTOPbIX He
KoHTpoaupyeTcs. Ecav dpannosas onepauus 6biia
coBepLUeHa Nto6bIM M3 MPOLLECCOB, YKa3aHHbIX B 3HAaUYeHWN
napameTpa, TO U3MEHEHHbIA WK CO3JaHHbIN Gain He byaeT
npoBepsAThHCS.

{nyme k ¢paliny unu cnucok nymedi}

MO>HO yKa3aTb HECKONIbKO 3HaUeHUI B BUAE CrmcKa.
3HauyeHus B CMMCKe yKa3blBarOTCA Yepes 3anaTyto (Kaxgoe
3HauYeHwue B KaBblvKax). /lonyckaeTcs NoBTOpeHme
napameTpa B cekLuu (B 3TOM C/lyyae BCe 3Ha4YeHus
06befNHAIOTCA B e4MHbIN CNMCOK). [JonyckaeTcs
ncnosb3oBaTth GpaiioBble Mackun (CoAep>Kallme CMMBOJbI ? U
*, a TakXe CMMBOJIbHble Knacebl [ ], [! 1, [~ ).

Mpvmep: Job6aBUTb B CMMCOK NpoLecchl wget U curl.

e [lobaBneHne 3HaYEeHUN C MOMOLLb KOMaH/bl drweb-

ctl cfset:
# drweb-ctl cfset LinuxSpider.ExcludedProc -a
/usr/bin/wget
# drweb-ctl cfset LinuxSpider.ExcludedProc -a
/usr/bin/curl

e [lobaBneHune 3HaueHUn B Galin KOHPUrypaLmu.
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BlockBeforeScan

{Off | Executables | All}

ExcludedFilesystem

{umsa ¢atinosoli cucmemeol}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune

o /[lBa 3HayeHuWs B OAHOW CTPOKE:
[LinuxSpider]

ExcludedProc = "/usr/bin/wget",
"/usr/bin/curl"

o [lBe cTpoku (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxSpider]
ExcludedProc = /usr/bin/wget
ExcludedProc = /usr/bin/curl

YT06bI U3MEHEHUS BCTYNWAN B CUITY, Mepe3arpysmTe
koHurypaunto Dr.Web Industrial gnsa Linux ¢ nomouysto

KOMaHAbl:
# drweb-ctl reload

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

BrokmpoBsaTb painbl Npu obpaLleHnn K HAM 40 NPOBepPKHM
MOHUTOPOM (YCUAEHHBIN UK «NapaHOUAaNbHbIA» PEXUM
MOHUTOPWHTa).

,ﬂ,OI'IyCTI/IMbIe 3HayeHunA:

e Off — He BaokMpoBaTb JOCTYN K dannam, jaxKe ecnm oHK
He MPOBEpPEHDI.

e Executables — 6710KMpPOBaThb AOCTYMN K UCMOJHAEMbIM
dannam (popmatos PE u ELF 1 ckprnToB, cogepkaLimnx
npeambyny #!), He NPOBEPEHHbIM MOHUTOPOM.

e A1l — 670KMpPOBaTb AOCTYN KO BCEM dalinam, He
NpOBepPeHHbIM MOHUTOPOM.
daiinbl 61OKMPYHOTCS TOIbKO B pexuvmMe FANOTIFY.

3HayveHne No ymonyaHuto: Of £

daiinosas cuctema, 4ocTyn K Gannam KOTopom
KOHTPO/IMPOBAThCA He ByaeT.

,ﬂ,aHHaﬂ CI)yHKLI,I/Iﬂ AO0CTyNHa TOJIbKO B pexume FANOTIEFY.

MO>HO yKa3aTb HECKONIbKO 3HaUEHUI B BUAE CrmcKa.
3HauyeHus B CMMCKe yKasblBarOTCA Yepes 3anaTyto (kaxgoe
3HauveHwue B KaBblvKax). /lonyckaeTcs NoBTOpeHme
napameTpa B cekLuu (B 3TOM C/lyyae BCe 3Ha4YeHus
06beNHAITCA B €4MHbIN CMIUCOK).

Mpvmep: 0o6aBUTb B CMUCOK PaitNoBble CUCTEMbI cifs U
nfs.
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Mapametp

[*] OnKnownVirus

{Oelicmsue}

[*] OnIncurable

{Oelicmsue}

[*] OnSuspicious

{Oelicmsue}

[*] OnAdware

{Oelicmsue}

[*] OnDialers

{Oelicmsue}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune

e [lobaBneHne 3HaYEeHUN C MOMOLLbH KOMaH/bl drweb-
ctl cfset:

# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a cifs
# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a nfs

e [lobaBneHune 3HaueHUn B Garin KOHPUrypaLmu.
o [lBa 3HayeHuWs B OAHOW CTPOKE:

[LinuxSpider]
ExcludedFilesystem = "cifs", "nfs"

o [lBe cTpoku (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxSpider]
ExcludedFilesystem = cifs
ExcludedFilesystem = nfs

YT06bI U3MEHEHUS BCTYNWAN B CUITY, Mepe3arpysmTe
koHurypaunto Dr.Web Industrial gnsa Linux ¢ nomouysto

KOMaHAbl:
# drweb-ctl reload

3HayeHne No yMONYaHuMIo: cifs

[JeicTBre npun obHapy>xeHUn B NnpoeepsemMom daiine
N3BECTHOW Yrpo3bl (BUpYyca U T. 4.).

Jonyctnumble 3HaveHnsa: REPORT, CURE, QUARANTINE
DELETE.

3HayeHne No yMONYaHUIo: REPORT

,U,EI‘/‘ICTBI/IG B CJlydae HEBO3MOXHOCTUN UsnevyeHna yrpos3bl.

[Jonyctnmble 3HaueHna: QUARANTINE, DELETE.
3HayveHne No yMonYaHnio: QUARANTINE

[JenctBne npu obHapy>eHN B NPOBEPAEMOM C MOMOLLbHO
3BPUCTUYECKOrO aHaamn3a daline Hem3BeCcTHOW yrpo3bl (Man
NoA03pPeHns Ha yrposy).

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUIo: REPORT

[JeicTBre npu obHapy>xeHUn B nposepsemMom daiine
peknaMHOW NporpaMmbl.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HauyeHne No yMONYaHUio: REPORT

[JeicTBre npu obHapy>xeHWn B NpoBepsemMom daiine
nporpamMmbl aBTOMaTU4eCcKoro J03BOHa.

PyKOBOACTBO noJsib3oBarena

186



A7 A
JA

Py
v

Mapametp

[*] OndJokes

{Oelicmsue}

[*] OnRiskware

{Oelicmsue}

[*] OnHacktools

{Oelicmsue}

[*] ScanTimeout

{uHmepean spemeHu}

[*] HeuristicAnalysis

{on | off

[*] PackerMaxLevel

{yenoe yucno}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUio: REPORT

[JeicTBre npu obHapyxeHUn B NnposepsemMom daiine
nporpamMMbl-LLYTKW.

[JonycTtnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUto: REPORT

[JeiicTBre npu obHapy>xeHWn B NnposepsemMom daiine
NOTeHLMaAbHO OMacHOM Nporpammbl.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHMio: REPORT

[JeiicTBre npun obHapyxeHUn B nposepseMom daiine B
npoeepsaemMoMm ¢daline xakepckor NporpamMmmsi.

,ﬂ,OI'IyCTI/IMbIe 3HaveHusa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUio: REPORT
Taiim-ayT Ha NpoBepKy oZHOro darina.

[Jonyctumble 3HaueHuns: ot 1 cekyHabl (1s) 4o 1 yaca (1h).
3HauveHne No yMon4aHuio: 30s

Vicnonb3oBatb MK He NCMOAb30BaTb 3BpI/ICTI/ILIeCKI/II‘/II aHain3
4719 MONCKa BO3SMO>KHbIX HEN3BECTHbIX YIrPO3. 3BpMCTMHECKMVI
aHaNn3 NoBbIaAeT HaAeXHOCTb NMPOBEPKN, HO yBE/IMYBaET
ee ANNTENIbHOCTb.

[JenctBune Ha cpabaTbiBaHMe 3BPUCTMUECKOrO aHaansaTopa
3a/aeTca NnapamMeTpoMm OnSuspicious.

,ﬂ,OI'IyCTI/IMbIe 3HayeHunA:

e On — WCMOJIb30BaTb 3BPUCTUYECKNIA aHANU3 MpK
npoBepke.

e Of f — He UCMOoJ/Ib30BaTb 3BPUCTUYECKNIA aHaV3.

3HayveHne No yMo4aHuto: On

MakcManbHbI YPOBEHb BAOXEHHOCTU A5 3anakoBaHHbIX
06bekToB. Mo 3anakoBaHHbIM 06bEKTOM MOHMMAETCS
NCMOHAEMbIV KOZ, CKaTblli NPy MOMOLLM
cneuanm3npoBaHHbix nHcTpymeHTtos (UPX, PELock,
PECompact, Petite, ASPack, Morphine n gp.). Takne o6beKTbI
MOTYT BKJIHOUaTh APYrve 3anakoBaHHble 0OBbEKThI, B COCTaB
KOTOpPbIX TakXXe MOTYT BXOANUTb Apyrne 3anakoBaHHble
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Mapametp

[*] ArchiveMaxLevel

{yenoe yucno}

[*] MailMaxLevel

{yenoe yucno}

[*] ContainerMaxLevel

{yenoe yucno}

[*] MaxCompressionRatio

{yenoe yucno}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune

O6'b6KTbI, nT A4 3HaueHwune 3Toro napamMeTpa yCraHaBAMBaeT
npe,a,eﬂbelﬁ YPOBEHb Nepapxmn BJIOXEHHOCTH, Nocne
KOTOpOro 06beKTbI BHYTpU 06bEKTOB He 6yAyT npoBepATbCA.

OrpaHnyeHWI ypOBHSA BNOXKEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No yMOYaHuUto: 8

MakcrManbHbIN YpOBEHb BAOXKEHHOCTU /19 apXUBOB
(.zip, .rar v Ap.), B KOTOPble BAOXKEHbI APYrne apxuBbl, B
KOTOpble, B CBOKO 04epesb, TakxKe MOTyT ObITb BJOXKEHbI
apxwvBbl, 1 T. A. 3Ha4eHWe 3TOro napameTpa ycraHaB/MBaeT
npesenbHbIli ypOBEHb MepapXuu BAOXKEHHOCTH, Noce
KOTOPOro apx1Bbl BHYTPU apX1MBOB He ByAyT NpoBepATbCA.

OrpaHnyeHWin ypOBHSA BNOXKEHHOCTU HeT. 3HaueHure 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No ymon4yaHuto: 0

MakcrmabHbIN YPOBEHb BAOXKEHHOCTU A1A dainnos
MOYTOBbIX MpOrpamMm (.pst, . tbb 1 T. MN.), B KOTOpble MOryT
6bITb BJIOXEHbI 06BEKTLI, B KOTOPbIE Tak>ke MOTyT ObITb
BJIOXEHbl 0OBEKTbI, U T. 4. 3HayYeHmne 3TOro napameTpa
yCTaHaB/IMBaET NpeAebHbIA YPOBEHb Nepapxuu
BJIOXKEHHOCTU, MOC/e KOTOPOro 06beKTbl BHYTPU 0OBEKTOB
He ByAyT NpoBepPATLCA.

OrpaHnyeHWit ypOBHSA BNOXKEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No ymon4yaHuto: 0

MakcrManbHbIN YPOBEHb BAOXKEHHOCTU ANA APYrX TUMOB
06BeKTOB C BAOXKEHUAMYU (Hanpumep, cTpaHuLbl HTML,
darinbl . jar u T. N.). 3HayeHWe 3Toro napameTpa
yCTaHaB/IMBaET NpeAebHbIA YPOBEHb Nepapxuu
BJIOXKEHHOCTU, MOC/e KOTOPOro 06beKTbl BHYTPU 0OBEKTOB
He ByAyT NpoBepPATLCA.

OrpaHnyeHWIn ypOBHSA BNOXEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXKEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No yMOYaHuUto: 8

MakcnmanbHO AONyCcTMMas CTerneHb COKaTua NpoBepsaeMbIX
06bEKTOB (OTHOLLEHWE CKAaTOro 06bemMa K HecxkaTomy). Ecim
cTeneHb CKaTna obbekTa NPeBbICUT YKa3aHHYH BEJVYMNHY,
OH ByaeT nponyLLeH Npu NpoBepkKe.

BennumHa ctreneHn cxatna AO0JI>KHa ObITb HE MeHee 2.
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Mapametp OnwucaHune

3HauveHne No yMmon4yaHuio: 500
DebugAccess BkntouaTb WM He BKAKOYATb B XXYPHaA Ha OT/1IaJ0MHOM
{nozuteckul} ypoBHe (Npu LogLevel = DEBUG) NOAPOOHbIe COOBLLEHMS

0 jgoctyne K painam.

3HauveHne No yMo4aHuto: No

Hacrpoi/'lKa nHANBUAyaJibHbIX NMapamMmeTpoB MOHUTOPUHra
3auinuiaeMbiX NMpoCcTpaHCTB

[nsa kaxkaoro 3awuiaeMoro NnpocTpaHcTBa GannoBOn CUCTEMbI B KOHGUTypaunoHHoM daine,
Hapagy € cekumen [LinuxSpider], XpaHsllen Bce NapaMeTpbl paboTbl MOHUTOPA, 3a4aeTCA
oTAeNbHan cekuma, onpeensatowwas nyTb K Habaogaemon obnact GannoBon cUCTEMbI U
napameTpbl ee MOHUTOpMHra. Kaxzaas nHANBMAYanbHaa CEKLMA 3alLMLL,aeMOro npocTpaHcTea
AOKHA UMETb MMA BUAa [LinuxSpider.Space. <uMsA npocmpaHcmea> ], rae

<UMS NpOCMPAHCMBa> — YHWKaNbHbI AEHTUOUKATOP 3aLLMLLI@eMOro NPOCTPaHCTBa.

NHavBYAayanbHas cekums NpOCTPaHCTBA AOJKHA BKIOYATh B Cebs CesytoLine napaMeTpsi,
OTCYTCTBYHOLME B 0bLLeNn cekunn [LinuxSpider]:

Mapametp
Path

{nyme k
kamanozay}

Enable

{noauyeckuli}

@

OnucaHune

Onpepgensiet nNyTb K KaTanory, xpaHsaiemy daiibl, KOTOpble AOJXHbI HAXOANTLCA MO,
HabatogeHVeM (BKrOYast BJOXKEHHbIE KaTanory).

Mo yMONYaHWUIO AaHHbIV NapaMeTp MMEET NMycToe 3HAUEeHWE, MO3TOMY Mpw
fo6aBaeHNM 3aLLMLLAEMOrO NPOCTPaHCTBa K 061acT HabaroaeHWs 0bsA3aTesIbHO
cnepyet 3asaTh AaHHbIN NapameTp.

3HauyeHve No yMoAYaHuIo: (He 3a0aHo)

Cozep>kKMmoe 3alLMLLaeMOro NPOCTPAHCTBA, PaCcrnoNOXKEHHOe BHYTPY NyTH Path,
[OJIKHO HaxOAWTbCS Nog HabaogeHnemM MOHUTOpA.

YcTaHOBKa AaHHOro napamMeTtpa B No NpPeAnncbiBaeT MOHUTOPY UCKAKOUNTD
COZEPXNMOe JaHHOrO 3aLMLLIaeMOro NPOCTPaHCTBa U3 0bbeAnHEHHON obaacTu
HabnoaeHus.

3HaueHue no YMOAYaHUNIO: Yes

Ecan y Bcex 3aLumLLaeMbIx MPOCTPAHCTB, YKa3aHHbIX B HAaCTPOMKax MOHWUTOPA,
HabarofeHe OTKNKOUEHO, UK UX NMyTW He 3aaaHbl, To SplDer Guard paboTaet BXxoa0cTyto,
MOCKO/IbKY HU OAWH dalin AepeBa GpainioBOi CUCTEMbI He ByeT HaXOAWUTLCA MOJ
HabarogeHnem. Ecim HeobXxoaNMO KOHTPOANPOBaTL BCO GaNoByHO CUCTEMY KaK eAnHOe
3allyLLaeMoe NPOCTPaHCTBO, CeAyeT YAaAUTb N3 HaCTPOeK BCe MMEHOBaHHbIe CeKLiMK
3allMLLaeMbIX MPOCTPAHCTB.
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Kpome yka3aHHbIX Bbllle, MHANBUAYabHbIE CEKLMN 3aLLMLLAEMbIX MPOCTPAHCTB MOTYT BK/IOYaTh
B cebs CNMCOK NapameTpoB M3 06LLEeN CceKLMM HacTPOEK KOMMOHEHTA, OTMEYEHHbIX
obo3HauveHvem [*] B Tabauue Bbile, N NepeonpesenatoLmnx napaMmeTp, 3afaHHbli ANs
3alLMLLI@eMOro NPoCTpaHCTBa (HanprmMep, AelcTBUE Npu 0OHapYy>KeHWW Yrpo3bl, MakCUMabHYHO
rnybuHy NpoBepkn apxmMBOB U1 T. N.). Ecam ans 3awmiiaeMoro npocTpaHCcTBa He ykasaH Kakou-
b0 13 NapamMeTpoB, TO MOHUTOPWHT GalioB B 3TOM NPOCTPaHCTBE PEryanpyeTcs 3HauyeHUsMuU
COOTBETCTBYHOLIMX NapaMeTpoB M3 cekUunM [LinuxSpider].

UYT06bI 4OHABUTL HOBYHO CEKLMIO NAapaMeTPOB A1 3aLLMLLAEMOro NPOCTPAHCTBA C TETOM
<UMSsA npocmpaHcmea> npw NoMoLu yTuanTel ynpasneHuns Dr.Web Ctl (3anyckaeTcs koMaHAOM
drweb-ctl), BbIMOJHUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Space -a <umsg npocmpaHcmea>

Mpumep:

# drweb-ctl cfset LinuxSpider.Space -a Spacel
# drweb-ctl cfset LinuxSpider.Space.Spacel.Path /home/userl

MepBas koMaHzAa fo06aBUT B Gaiin KoHbUrypaumm cekumo [LinuxSpider.Space.Spacell, a
BTOpas 3a4acT A/ Hee 3HaueHWe napameTpa Path, yka3aB nyTb Kk Habarogaemon obnactu
dbannoBon cucteMbl. Bce npoune napameTpbl B JaHHOW cekLmn ByayT coBnasatb CO 3HaYEHUAMM
napameTpoB 13 obuen cekummn [LinuxSpider].
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9.4. Dr.Web File Checker

KomnoHeHT nposepku darinos Dr.Web File Checker npegHa3HaueH gna nposepkun ¢panios u
KaTanoros pannoson cmctembl. OH ncnosblyerca Apyrumu komnoHeHTamu Dr.Web Industrial gns
Linux ana npoeepky 06bekToB PanioBon cncteMbl. Kpome 3TOro, KOMMNOHEHT BeAeT MOCTOAHHO
XPaHWMbIV peecTp BCeX yrpos, 0bHapy>KeHHbIX B GaliIoBOV CUCTEME, U BbIMOAHAET QYHKLNIO
MeHea>Kepa KapaHTWHa, yNpaBaaa COAEPXXMMbIM KaTa/loros, B KOTOPbIX pacrnoaaratoTcs
M30NMpOBaHHble Gaibl.

9.4.1. MpuHUNNbI paboTbl

KomnoneHT Dr.Web File Checker 3anyckaetcs ¢ npaBamu cynepnonb3oBatens (noab3oBaTtens
root) N NCNonb3yeTca AN CKaHMPOBaHMA 06bEKTOB GalioBOM cucTteMbl (Gainbl, KaTanoru un
3arpy3ou4Hsble 3anuncu).

Dr.Web File Checker nHaekcmpyeT Bce npoBepeHHble Gaitnbl 1 KaTanorm N COXpaHseT JaHHble O
NpoBepeHHbIX 06beKTax B CreuuanbHOM Kelle, UTobbl He BbIMOHATb MOBTOPHYH MPOBEPKY
06bEKTOB, KOTOPbIE Y>Ke Bblav NPOBEPEHBI PAaHEE N HE N3MEHSINCL C MOMEHTa NOCEAHEN
NpoBepku (B 3TOM Cy4ae, eCiv 3asiBka O MPOBEpPKe TaKoro o6bekTa NocTynaeT NOBTOPHO,
BO3BpALLAETCs pe3y/bTaT ero npejblayLiein NPoBEPKM, N3BNEUYEHHDBIN U3 KELLa).

Mpu NocTynaeHnn 3aNpoCcoB Ha NPOBepKy 06BEKTOB GpariIOBOM CUCTEMbI OT APYTUX
komnoHeHToB Dr.Web File Checker npoBepsierT, TpebyeTtcs v npoBepKka 3anpoLLIeHHOro 06beKTa,
n ecnn aa, To GopMupyeT 3aZaHne Ha MPOBEPKY ero COAEPXXMMOro ANA CKaHUPYHOLLEro aapa
Dr.Web Scanning Engine. Eciv npoBepeHHbI 06bekT coaepkuT yrpo3y, To Dr.Web File Checker
3aHOCUT ero B peectp 0H6Hapy>KEHHbIX YTPO3 U MPUMEHSET K HEMY HeNTpanu3yroLlee AencTeme
(neyeHve, ypaneHve nav nepemeLLieHne B KapaHTuH), eCan 3TO AeNCTBME 3a4aH0 KANEHTCKUM
KOMMOHEHTOM, MHULMMPOBABLLMM NPOBEPKY, B Ka4ecTBe peakuun Ha yrpo3y. B kauectse
WHMLMATOPOB NPOBEPKMN MOTYT BbICTyNaTb pa3vyHble KOMNoHeHTbl Dr.Web Industrial gns Linux.

B npouecce npoBepku 3anpoLleHHbIX 06beKTOB $HaNoBON CUCTEMbI KOMMOHEHT NPOBEPKU
darinoB popmupyeT 1 OTNPaBASET KOMMOHEHTY-KAUEHTY, 3aNpoCuBLIEMY NMPOBEPKY, OTYETbI O
pe3ysibTaTax MPOBEPKN N MPEANPUHATBIX 4EUCTBUAX MO HEUTPaNM3aLLMK YIpo3, eCan OHW Hblan
obHapy>KeHbl.

MomMMMO CTaHAAPTHOTO MeToAa NPOoBepPKK GanaoB, AN BHYTPEHHNUX HYXXJ NOAAEPXXNBAOTCA
cneunanbHble MeToAbl NPOBEPKN GaiioB:

e Memod «flow» — MeTOoZ NOTOKOBOW NpoBepkn darinoB. KOMMNOHEHT, NCMONb3YHOLWMIA 3TOT
METOJ, OAVH pa3 MHULIMANN3MpPYeT NapamMeTpbl MPOBEPKM N 06e3BpexXmnBaHMs yrpos, u ganee
3TW NapameTpbl ByAyT NPUMEHATLCA KO BCEMY MOTOKY 3aABOK Ha NpoBepKy $annos,
MOCTYNaroLLMX OT 3TOrO KOMMOHEHTa. OTOT MeTO/, NPOBEPKM UCMONb3YeTCsl MOHUTOPOM SplDer
Guard.

e Memod «proxy» — MeTOA NpoBepKy $GannoB, 3aKNHOYAIOLLMIACA B TOM, UTO KOMMOHEHT
nposepky GarinoB BbIMOAHAET TOAbKO NPOBePKY $aliaoB Ha HasMuMe Yrpo3, He NPUMEHAS K
HUM HUKaKWUX AEeNCTBUIM, B TOM YMCAE HE BbINONHAS PErncTpaLmo 06Hapy>XeHHbIX yrpo3 (3T
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AenCTBMA LIeNIMKOM BO3/1araroTCsl Ha KOMMOHEHT, MHULMUPOBABLLMI MPOBEPKY). DTOT METOZ,
NPOBepPKMN NCMOAb3yeTCs .

B npouecce cBoen paboTbl KOMNOHEHT NPOBEPKM PanioB He TOILKO BEAET PeecTp yrpos u
ynpaB/seT KapaHTMHOM, HO 1 cobupaeT obLyto CTaTUCTMKY NPOBePKMN Gainnos, ycpeaHas
KONM4ecTBO $panioB, NPOBEPEHHbIX B TeUYEHME CEeKYH/bl 3a MOCNEAHIO MUHYTY, NocaegHue 5
MWHYT, nocnegnve 15 MuHyT.

9.4.2. AprymMmeHTbl KOMaHAHOWU CTPOKM

Yto6bI 3anycTuTb koMnoHeHT Dr.Web File Checker 13 koMaHAHOW CTPOKM, BbINOJHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-filecheck [<napamempesi>]

Dr.Web File Checker gonyckaeT ncnonb3oBaHue ciesyoLmx napameTpos:

Mapametp OnucaHune

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOAM MM 3MYAATOPa TeEPMUHANA KPaTKOW CpaBKu Mo
NMeRLLMMCS NapaMeTpam KOMaHZAHOM CTPOKU U 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuii BapuaHT: —-h
AprymeHTbl: Het

--version HasHaueHwne: BbiBOA Ha 3KpaH KOHCOAM WK 3MyAaTOopa TepMuHana nHdopmaunm o
BEpPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-filecheck --help

[aHHaa KOMaHAa BbiBeAET Ha 3KpaH KpaTKyro cnpaBky komnoHeHTa Dr.Web File Checker.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXume HernoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npegycmoTpeH. OH 3anyckaeTca aBTOMaTU4eckn JeMOHOM ynpassieHns KoHdurypauuen Dr.Web
ConfigD npw noctynaeHun ot Apyrux komnoHeHToB Dr.Web Industrial gna Linux 3aaBok Ha
npoBepKy 06bekToB $pannoBor cucteMbl. Ana ynpaBaeHus napameTpamy paboTbl KOMMOHEHTa, a
TaKXe 414 NpoBepkn Gpanios no TpebosaHnto ncnonbsymre ytuanty Dr.Web Ctl,
npegHasHayeHHyo anqa ynpasaeHus Dr.Web Industrial agns Linux 13 komaHaHOW CTPOKM.
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@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na npoBepkun nponsBoabHoro danna nam katanora komnoHeHTom Dr.Web File Checker
NCnosb3ynTe KoMaHay scan ytuantel Dr.Web Ctl:

$ drweb-ctl scan <nyme k ¢aliny unu kamanoay>

,ﬂ,.ﬂﬂ noay4vyeHuna CripaBkn O KOMMOHEHTE U3 KOMaH,ﬂ,HOVI CTPOKU BbIMOJAHUTE KOMaHAY
man 1 drweb-filecheck.

9.4.3. NapameTpbl KOHPUrypaLUn

KoMMOHeHT ncrnosb3yeTt napameTpbl KOHPUIypaLum, 3ajaHHble B cekUnn [FileCheck]
0b6beAnNHEeHHOro KoHourypaumoHHoro dana Dr.Web Industrial gns Linux.

DTa ceKUMa XpaHUT Cegytole napameTpbl:

Mapametp
LogLevel

{yposeHb nodpobHocmu}

Log

{mun xypHana}
ExePath

{nyme k ¢paliny}
IdleTimeLimit

{uHmepean epemeHu}

DebugClientIpc

{noeuyveckuti}

DebugScan

{noeuyveckuti}

OnuncaHue

YpoBeHb NoapobHOCTH BeAeHNA XKypHasia KOMIMOHEHTa.

Ecnv 3HaueHre mapamMeTpa He yka3aHo, MCMOJIb3yeTca 3HaueHne napameTpa
DefaultLogLevel 3 cekumn [Root].

3HayeHVe No yMon4YaHuto: Notice

MeToz BeaeHMs XXypHaia KOMMOHEHTa.

3HayeHVe No yMONYaHWIO: Auto
MyTb K UCNOAHAEMOMY hainy KOMMNOHEHTA.
3HayeHVe No yMon4YaHuto: /opt/drweb.com/bin/drweb-filecheck

MakcrmanbHoe BpemMa NpocToa KOMMNOHEHTa, Npu NpeBbILLEHNN KOTOPOro
OH 3aBeplLluaeT CBOHO pa60Ty.

[Jonyctumble 3HayeHus: oT 10 cekyHz (10s) go 30 gHen (30d).
Ecnun ycTaHoBNEHO 3HauveHMe None, KOMMNOHEHT ByzeT paboTaTb NOCTOSHHO;
B C/lyyae OTCYTCTBUS akKTUBHOCTM eMy He byaeT otnpassieH curHan SIGTERM.

3HayeHVe No ymMon4aHuto: 10m

CoxpaHsiTb UK He COXPaHATb B XXypHaae Ha OT/1aJO04HOM YpPOBHe (npwu
LogLevel = DEBUG) noapobHble coobuyeHms IPC.

3HayeHVe No ymMoa4aHuto: No

CoxpaHATb WM He COXPaHATb B XXypHasne Ha OTNaZlo4MHOM YpOBHe (npw
LogLevel = DEBUG) NoApobHble coobLyeHms, MocTynatoLme B npoLiecce
npoBepkn pannos.
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Mapametp

DebugFlowScan

{noeuyveckuti}

DebugProxyScan

{noeuyveckuti}

DebugCache

{noeuyveckuti}

MaxCacheSize

{pazvep}

RescanInterval

{uHmepean epemeHu}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune
3HayeHVe No yMoa4aHuto: No

CoxpaHATb WM He COXPaHATb B XXypHasae Ha OTNaZlo4MHOM YpOBHe (npw
LogLevel = DEBUG) Nogpob6Hble cooblyeHns o nposepke Gannos
metogoM «flow». MeTog «flow» 06bIYHO Ucnonb3lyeTca MOHUTOPOM SplDer
Guard.

3HayeHVe No yMoa4aHuto: No

CoxpaHsTb WM He COXPaHATb B XypHasie Ha OTNaZo4HOM YpOBHe (npw
LogLevel = DEBUG) Nogpob6Hble cooblyeHns o nposepke Gannos
MeToZLOM «proxy». MeTog, «proxy» 06blUHO UCMO/Ib3YeTCs .

3HayeHVe No yMoa4aHuto: No

CoxpaHATb WM He COXPaHATb B XXypHa/e Ha OTNaZ04YHOM YpoBHe (Mpw
LogLevel = DEBUG) NoApobHble COOOLLEHMS O COCTOAHMN Kella
npoBepeHHbIX $hannos.

3HayeHVe No yMoa4aHuto: No

MakcrManbHbIV pa3peLleHHbI pa3mep Kella Aas XpaHeHus nHdopmauum o
NpoBepPeHHbIX dainax.

Ecnm ykazaHo 0, TO KelmpoBaHMe OTKIHOYEHO.
3HayeHve No ymMoa4vaHuto: 50mb

[nnTenbHOCTb MHTEPBana, B Te4eHMe KOTOPOro He NPOU3BOANTCA MOBTOPHas
npoBepKa cofepXXunmMoro Gpaaos, nHGopmauma o NpesbiayLlein nposepke
KOTOpPbIX MMeeTcs B Kelle (Mepunog akTyanbHOCTW KeLUMpPOBaHHOM
nHdopmauun).

Jonyctumble 3HaveHus: ot 0 cekyHa (0s) o 1 MUHYTHI (1m).
Ecnun ykasaH MHTepBan MeHee 1s, TO 3afepykka OTcyTcTBYeT, dhaiin byaet
NpoBepPATLCS MpU H0OOM 3anpoce.

3HayeHVe No yMONYaHWto: 1s
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9.5. Dr.Web Network Checker

KomnoHeHT ceteBou npoBepkn aaHHbix Dr.Web Network Checker npegHa3sHaueH ana npoBepku
B CKaHWPYHOLLIEM AAPe AaHHbIX, MOJyYEHHbIX Yepes CeTb, a Takxke AN OpraHu3auunm
pacnpegeneHHon nposepkn $haraoB Ha Hainume yrpo3. OH Mo3BOAAET OpraHM30BaTh
coeAnHeHWe Mmexay HabopoM y3/10B CeTU C yCTaHOBEeHHbIM Ha HUx Dr.Web Industrial gns Linux c
Lie/Ibio Mprema 1 nepeAaydn AaHHbIX (Hanpumep, CoAep>XXMMOoro $GanaoB) MexAay y3nammn cetn ans
NPOBEPKM 3TUX AaHHbIX. [pY B3aUMOAENCTBMN y3/10B KOMMOHEHT OpraHn3yeT aBTomMaTnyeckoe
pacnpegeneHve 3agay Ha NPOBEPKY AaHHbIX (MepejaBas 1 Moay4Yas 1x No ceth) Ha BCe
AOCTYMHbIE Y3/bl CETU, C KOTOPbIMU HAaCTPOEHO CoeAnHeHMe, obecneyrBas HanaHCMPOBKY KX
Harpy3Ku, BbI3BaHHOW MPOBEPKOW OTNPaBAEHHbIX AaHHbIX. ECv coeanHerna ¢ yaaneHHbIMU
y3/aMW He HaCTPOEHbI, KOMMOHEHT NnepesaeT BCe NOJlyYeHHble JaHHble Ha NPOBepPKY
NnokanbHOMy ckaHupytowemy aapy Dr.Web Scanning Engine.

@ [JaHHbIVi KOMMOHEHT BCErAa UCMoNb3yeTcs ANs MPOBEPKMN AaHHbIX, MONYYEHHbIX Yepes

: ceTeBble COeMHEHMs!, MO3TOMY, €C/IN OH OTCYTCTBYET UM HeZOCTyMeH, ByaeT HapyLleHa
paboToCnoCobHOCTL KOMMOHEHTOB, OTMPABASAOLLMX AaHHbIE HA MPOBEPKY Yepes ceTeBoe
coeauHeHwe.

[JlaHHbIN KOMMOHEHT He NpeAHa3HauYeH A8 OpraHu3aLum pacnpesesieHHON NPoBEPKM
dannoB, pacnosIo>KeHHbIX B 10KaAbHOW $GariloBOM CUCTEME, TakK Kak HE MOXET 3aMEHUTb
KoMnoHeHT npoBepku dannos Dr.Web File Checker. Jns opraHu3aumm pacnpeseneHHoN
NPOBepPKM JI0KaAbHbIX GariaoB NCNoab3ynTe KOMAOHeHT Dr.Web MeshD.

B cnyyae 60/1bLLION MHTEHCUBHOCTM MPOBEPKM AaHHBIX, MepeaaBaeMbix Yepes ceTb,
BO3MOXHO BO3HVMKHOBEHWE NPO6/IeM C MPOBEPKON 13-3a UCHeprnaHnUsa Yncaa AOCTYMHbIX
bannoBbIX 4eCKPUNTOPOB. B 3TOM ciyyae HEOHXOAMMO YBENNUNTE AMMUT Ha YNCIO
dannoBbIx feckpmnTopos, AocTynHbix Dr.Web Industrial gns Linux.

O6meH npoBepAeMbIMU AaHHBbIMU MOXET MPOU3BOAMTLCA KaK MO OTKPbITOMY KaHany, Tak 1 no
3aWuLeHHOMY, € ncnosb3osaHmem SSL/TLS. Mpu ncnonb3oBaHUM 3aLLMLLIEHHOTO COeAMHEHNA
Heobxoanmo obecneunTb y3nbl, obMeHMBatoLWmeca dainamu, KOPPEKTHbIMU cepTUdrKaTammn u
katouamm SSL. ins reHepaumm Karouen n ceptudurkatoB MOXHO BOCMOAb30BATHCA YTUANTON
openssl. [lpyMep NCNOb30BaHNA YTUAUTBI openssl ANA reHepauum cepTuGruKaTos u
3aKpbITbIX KAOYEN NpuBeAeH B pa3gene [Npunoxenne [l. leHepauuns ceptudukaton SSL.

9.5.1. MpuHUMNbI paboThbl

KomnoHeHT no3BonseT nepesatb AaHHblE, He NPeACTaB/ieHHble B BUae GalNoB B JIOKaJIbHON
baninoBoOM cMCTeME, Ha CKaHMpPOBaHMWe B ckaHupytouee sapo Dr.Web Scanning Engine,
PacnosIoXKeHHOE Ha I0KaAbHOM UAN yaaneHHOM y3ne. C TakuMu faHHbIMK paboTatoT
KOMMOHEHTbI, OTNPaBAArOLLME AaHHbIE Ha MPOBEPKY Yepes ceTeBOe COeAMHEHNMe.
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& STV KOMMOHEHTbI Bcerga ncnonb3yrot Dr.Web Network Checker (zaxce pacnonoxeHHbIl
Ha NloKaAbHOM Y3/1e) Ans nepesayun GannoB Ha NpoBepKky ckaHupytowemy aapy Dr.Web
Scanning Engine. Moatomy, ecan Dr.Web Network Checker HegocTyneH, 3T KOMAOHEHTbI
He cMo2ym KOppekmHO (pyHKYUOHUPOBAM®.

Kpome 3toro, Dr.Web Network Checker no3sonsieT opraHusoBatb coegmnHeHuve Dr.Web Industrial
Anq Linux ¢ 3agaHHbIM HabOpPOM y3/10B B CETU C YCTaHOBAEHHbIM Ha Hux Dr.Web Industrial gna
Linux (nan nrobbim apyrim pewwennem Dr.Web ans Unix Bepcun He Huxke 10.1) ans opraHmnsauum
pacnpeseneHHOM NPOBEPKN Ha HaNYMe JaHHbIX, He MPeACTaBAeHHbIX B Buae $hannos B
NnokanbHoW darinoBon cucteme. 3a CHET ITOr0 KOMMOHEHT NO3BOATL CO34aTb U HAaCTPOUTb
CKaHupyrowut kaacmep, NPeAcTaBAAOWMIA cO60M Habop y310B ceTH, 0OMEHMBAIOLLMXCS
AAHHBIMY AN NPOBEPKM (Ha KaXkaoM y3ne AOoMKeH ObiTb 3anyLleH CBOW 3K3eMMAAP areHTa
pacnpegeneHHoun npoeepkn Dr.Web Network Checker). Ha kaxzom y3ne ceTu, BKNIHOYEHHOM B
ckaHupytowwmii knactep, Dr.Web Network Checker BbinonHseT aBTomaTtnueckoe pacnpegeneHune
3afla4y Ha NPOBEPKY JaHHbIX, NepejaBas X Mo CeTu Ha BCe AOCTYMHbIE Y3/bl, C KOTOPbIMU
HacTpoeHo coeanHeHue. MNpun 3TOM ocyLlecTBaseTca banaHCMPOBKa Harpy3Kku Ha y3bl,
BbI3BaHHOW NPOBEPKOW AaHHbIX, B 3aBUCMMOCTI OT KOMYECTBa peCcypCcoB, AOCTYMHbIX Ha
yAaneHHbIX y3nax. B kauectse nHAnKaTopa KoAnYecTsa pecypCcos, AOCTYMHbIX ANA Harpysku,
BbICTYMaeT KOIMYECTBO AOUYEPHMX CKAHUPYIOLLMX MPOLLECCOB, MOPOXKAEHHbIX CKAHUPYHOLLUM
saapom Dr.Web Scanning Engine Ha y31e, BKIHOUEHHOM B kaactep. Tak>ke OLEHMBAOTCS ANNHbI
oyepeger $Gannos, AOKNAAIOLLMXCA MPOBEPKM Ha KaXXAOM MCMO/Ib3yeMOM Y3/e.

Mpw 3TOM NtO6ON y3en ceT, BKAKOUEHHbIN B CKaHUPYHOLLMIA KnacTep, MOXET BbICTynaTb Kak B
PO/IN KNMEHTa CKaHWPOBaHWS, NepeaatoLLero JaHHble Ha yAaneHHYH NPOBepKY, Tak U B POU
cepBepa CKaHMPOBaHMS, NPUHNMAOLLETO C YKa3aHHbIX Y3/10B CeTU AaHHble Ana nposepku. [Mpu
HeobXOANMOCTM areHT pacnpeseneHHON NPOBEPKN MOXHO HAaCTPOUTb TakMM 06pa3oM, UTOObI
y3e/ BbICTyMnas TONbKO B KayecTBe cepBepa CKaHMPOBaHWUA UM TONbKO B Ka4ecTBe KMEeHTa
CKaHMpPOBaHWA.

[JlaHHble, MPUHATLIE MO CETU A8 NPOBEPKM, COXPAHAIOTCA B IOKaNbHYHO GaiioByrO CUCTEMbI B
BUAE BPeMeHHbIX GalifioB 1 NepesatoTcs Ha NPOBepKy ckaHupytowwemy aapy Dr.Web Scanning
Engine, ninbo, B cnyyae ero HEAOCTYMHOCTM UAN BO/IbLLIONM Harpy>KEHHOCTM, Ha APYron y3en
CKaHVpYHoLLLero Knacrepa.

Nmetowmincs B HacTporikax KOMMOHeHTa napameTp InternalOnly NO3BOAAET YNPaBAATb
pexxumom pabotbl Dr.Web Network Checker, onpeaenss, ncnonbsyerca av oH An8 BKAHOYEHMS
Dr.Web Industrial gna Linux B ckaHMPYOLLWIA KAacTep UAn TObKO Anf obecneyeHmns BHYTPEHHUX
HY>/, KOMMOHEeHTOB, paboTaroLmx nokanbHO B coctaBe Dr.Web Industrial ans Linux.

ncnonbytownin Dr.Web Network Checker ans nposepki darinos. 15 3TOro KOMMNOHEHT
Dr.Web Network Checker npesocraBaseT cneunanmsnpoBaHHbii APl, OCHOBaHHbIN Ha
TexHonornn Google Protobuf. Onucarne API Dr.Web Network Checker, a Takxe npvmepbl
KoAa KJAMEHTCKOro npuaoxeHus, ncnoabsytrowero Dr.Web Network Checker,
MOCTaBAAOTCA B COCTaBe MakeTa drweb-netcheck.

@ Bbl MOXeTe co3saTth CBOM COHBCTBEHHbI KOMMOHEHT (BHELLHEE NMPUIOXKEHWE),
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9.5.2. AprymMmeHTbl KOMaHAHOW CTPOKM

Yto6bI 3anycTuTb koMmnoHeHT Dr.Web Network Checker n3 komaHgHoOM cTpoky, BbINOAHUTE
KOMaHay:

$ /opt/drweb.com/bin/drweb-netcheck [<napamempsl>]

Dr.Web Network Checker gonyckaeT ncnonb3oBaHune ciefyroLimnx napameTpos:

Mapametp OnwucaHune

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCO/IM UAN IMYASTOPa TePMUHANA KPaTKON CripaBku Mo
MMerLMMCS NapamMeTpam KOMaHAHOW CTPOKM 1 3aBepLUeHre paboTbl KOMMOHEHTA.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version  HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW MW 3MyaATOpa TepMUHana nHopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-netcheck --help

[aHHaa KomaHAa BbiBeAET Ha 3KpaH KpaTkyto cnpaeky komnoHeHTa Dr.Web Network Checker.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernocpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npegycmoTpeH. OH 3anyckaeTca aBTOMaTU4eckn JeMOHOM ynpassieHns KoHdurypauuen Dr.Web
ConfigD no mepe HeobxoanmMocTh (06bIYHO NpK CTapTe onepaunoHHOW cnuctemsl). Mpu 3Tom,
€C/IM B HacTpovikax KOMMOHEHTa 3a4aHo 3HayeHre napameTpa FixedSocket, a napameTp
InternalOnly yCTaHOBJ/IEH B 3HaYeHWe No, TO KOMMOHEHT byaeT 3anyLleH JeMOHOM
ynpaBaeHvs KOHPUrypawmen n NoCcTOAHHO JOCTyneH KaveHTam yepes Unix-coker. [l
ynpaBieHva napameTpammn paboTbl KOMMOHEHTa, @ TakXXe ANA 3aMnycka CeTeBOro CKaHMpPOBaHWS
(NPV HaIMYKMM HACTPOEHHOTO COeAMHEHWSA C APYTMMU y31aMu CeTU) ncnoab3ymnte ytuanty Dr.Web
Ctl, npeaHasHaueHHyto ans ynpasnenuns Dr.Web Industrial gns Linux n3 komangHown ctpoku. Ecan
CoefMHeHMe C APYrMMW y3n1aMun CETU He HaCTPOEHO, BMECTO CeTeBOro CKaHMpoBaHua byaeTt
3anyLeHo 0bblYHOEe CKaHMPOBaHME Ha CTOPOHE JIOKaIbHOTO CKaHUPYHOLLIEro Agpa.

PyKOBOACTBO noJsib3oBarena
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@ Yrobbl 3anyctutb yTanty Dr.Web Ctl, ncnonb3yiite komaHay drweb-ctl.

YT06bI MPOBEPUTL NPOM3BOLHBIA Gana nan katanor komnoHeHToM Dr.Web Network
Checker, ncnonb3yinte komaHay netscan ytmautsl Dr.Web Ctl:

$ drweb-ctl netscan <nyme K gpaliny uau kamasnozy>

YT106bI MOAYUUTb CriPaBKy O KOMMOHEHTe 13 KOMaHAHOM CTPOKMW, BbINOJIHUTE KOMaHAY
man 1 drweb-netcheck.

9.5.3. NapameTpbl KOHPUrypaLnmn

KOMMNOHEeHT ncnosb3yeT napameTpbl KOHGUrypaLuum, 3ajaHHble B cekumm [NetCheck]
0b6beAnHEeHHOro KoHourypaumoHHoro dana Dr.Web Industrial gnas Linux.

B cekummn npeacraBneHbl creaytolime napameTpsbi:

Mapametp OnucaHune

LoglLevel YpoBeHb N0APOOHOCTM BeAeHMs XypHaia KOMMOHEHTa.

{yposeHb nodpobHocmu}
Ecnun 3HaueHne napameTpa He yKa3aHo, UCMOb3yeTcs

3HayeHne napameTpa DefaultLogLevel M3 CEKLMN
[Root].

3HauveHVe No yMon4YaHuto: Notice

Log MeToz Beenms xypHana KOMMOHeHTa.
{mun xypHana} 3HaueHMe No yMoNYaHMIo: Auto

ExePath MyTb K UCNoaHAEMOMy daiily KOMMOHEHTa.
{nyme k ¢patiny} 3HaueHue no

yMonyaHuto: /opt/drweb.com/bin/drweb-netcheck

RunAsUser Moab3oBaTeNb, OT MMEHU KOTOPOTO 3aMycKaeTcs
KOMTMOHEHT. Bbl MOXeTe yKka3zaTb UNCI0BON naeHTUbUKaTOP
nosab3zosaTens (UID) nan ero nma (norun). Echm nms
Nob30BaTeNst COCTOUT M3 LUP (T. €. MOXOXe Ha UMCIOBOW
UID), To oHO yka3biBaeTcs ¢ NpedrKCOM name :, Hanpumep,
RunAsUser = name:123456.

{UID | ums nose3osamensy}

Ecnn nmsa nonb3oBaTens ykasaHO HEKOPPEKTHO, paboTa
KOMTMOHEHTa 3aBepLUaeTcs oWwmbKol cpasy nocae nonbiTkun
3anycka.

3HayeHVe No yMoN4YaHuto: drweb
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Mapametp
IdleTimeLimit

{uHmepean spemeHu}

FixedSocket

{nymo «k ¢baliny | adpec}

InternalOnly

{noeuyeckuti}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnuncaHue

MakcnmanbHoe BpeMsi MPOCTOst KOMIMOHEHTa, Npu
MpeBbILLEHNN KOTOPOro OH 3aBepLUaeT paboTy.

Ecan 3aAaHO 3Ha4vYeHne napameTpa
LoadBalanceAllowFrom uan FixedSocket, TO
HacTpoWiKa UTHOPUPYeTCs (KOMMOHEHT He 3aBepLUaeT CBOKO
pa60Ty no Ncte4yeHnm MakCMManabHOro BpemMeHu I'IpOCTOﬂ).

[Jonyctumble 3HayeHus: ot 10 cekyHz (10s) 2o 30 gHen
(304).

Ecnun yctaHoBNEHO 3HauveHMe None, TO KOMMOHEHT byaeT
paboTaTb NOCTOSIHHO; B C/lyYae OTCYTCTBUS aKTUBHOCTU eMy
He 6yaeT oTnpasneH curHan SIGTERM.

3HayeHVe No ymMoa4aHuto: 10m

CokeT pukcMpoBaHHOro 3k3emnaspa areHta Dr.Web
Network Checker.

Mpw 3agaHny 3TOro NapameTpa AeMOH yrnpaBaeHus
koHurypaumeit Dr.Web ConfigD cneaut 3a Tem, UtobbI
BCerfa UMencs 3anyLieHHbI 3K3emMnaap areHTa
pacnpezeneHHol Npoeepku Gannos, AOCTYMHbIA KAMEHTaM
yepes 3TOT COKeT.

Bo3MOXHble 3HaueHus:
e <nyme Kk ¢aliny> — nyTb K Garny nokanbsHoro Unix-
COKeTa;

e <gdpec> — CeTeBOW COKET B BuUAe napbl </P-
adpec>:<nopm>.

Y6eaunTech, UTo KaTanory ¢ daiiiom cokeTta
/ | ') HasHaueHbl Cleaylowe Npasa AoCTyna:

drwxr-xr-x

Y106bl MpOCMOTpPETH NpaBa AOCTyna,
BbIMNOJHUTE KOMaHAy:

$ 1s -1d <nyme K KamaJsoey >

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Pexxnm pa6OTbI KOMMOHEHTa.

Ecnan 3apaHo 3HaveHWe Yes, TO KOMMOHEHT MCMOAb3yeTca
TONIbKO ANl BHYTPEHHMX HY>K KOMMNOHeHToB Dr.Web
Industrial gna Linux, HO He 0BCNy>KMBaeT CKaHUPYHOLLMIA
KnacTep Uav BHelwHMe (Mo oTHoweHuo K Dr.Web Industrial
415 Linux) KAneHTCKMe NpuaoXeHns BHe 3aBUCMMOCTH OT
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Mapametp

LoadBalanceUseSsl

{noeuyveckuti}

LoadBalanceSslCertificate

{nyme k ¢paliny}

LoadBalanceSslKey

{nyme k ¢paliny}

LoadBalanceSsl1Ca

{nyme}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnuncaHue

HacTpoeKk LoadBalance* 1 3a@aHHOro 3Ha4YeHUs
napametpa FixedSocket.

3HayeHVe No yMoa4aHuto: No

Vicnonb3oBaTtb nau He ncnoabzoBaTb SSL/TLS ana
COeAVHEHMA C APYTUMU Y3NaMN.

Bo3MO>KHbIe 3HaYeHNA:

e Yes — ucrnonb3oBatb SSL/TLS;

e No — He ucnosab3oBaTb SSL/TLS.

Ecan 3TOT napameTp ycTaHoOBAEH B Yes, TO 419 AaHHOro
y3/1a 1 ANs BCeX Y3/10B, C KOTOPbIMWU OH B3aMMOZENCTBYET,
[OIKHbI BbITb 06513aTeIbHO 3aZaHbl COOTBETCTBYHOLME APYT
Apyry cepTudumKaT v 3aKpbITbiA KAFOY (MapameTpbl
LoadBalanceSslCertificatem
LoadBalanceSslKey).

3HayeHVe No yMoa4aHuto: No

MyTb Kk Ppanny cepTndukara SSL, ncnonbayemoro Dr.Web
Network Checker Ha gaHHOM y3/e A B3aMMOAENCTBUSA C
ApYyrmMun y3namu yepes 6esonacHoe coeanHeHme SSL/TLS.

ili ®ann ceptudurkata n Gaiin 3aKpbITOro

Knroua (onpesenseTcs napameTpom
LoadBalanceSslKey) A0O/XKHbI
COOTBETCTBOBATb APYT APYrY.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

MyTb K Gainy 3aKpbITOro katoya, ucnoablyemoro Dr.Web
Network Checker Ha gaHHOM y3/e A B3aMMOAENCTBUSA C
ApYyrymMuK y3namu yepes 6esonacHoe coeanHeHme SSL/TLS.

ili ®ann ceptndukata (onpesensercs

napameTpom
LoadBalanceSslCertificate) n dann
3aKpbITOro Kjto4a A0JKHbI
COOTBETCTBOBATb APYT APYTY.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

MyTb K KaTanory nan ¢ariny, B KOTOPOM pacrnonaraercs
nepeyveHb AOBEPeHHbIX KOPHEBBIX cepTudurkaToB. Cpean
JaHHbIX CepTUPUKATOB JOIKEH HAXOAMTLCA CepTUduMKaT,
YAOCTOBEPAOLLNIA NOAJNHHOCTL CEPTUPUKATOB,
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Mapametp

LoadBalanceServerSocket

{adpec}

LoadBalanceAllowFrom

{IP-adpec}
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OnuncaHue

MCNONb3yeMbIX areHTaMmu BHYTPU CKaHWpPYHOLLLEro kaactepa
npu obmeHe gaHHbIMK Yepe3 SSL/TLS.

Ecnun 3HaueHne napametpa He 3agaHo, To Dr.Web Network
Checker, paboTatowmin Ha JaHHOM Y3/e, He NpoBepsieT
NOA/IMHHOCTb CEPTUHUKATOB B3aMMOAENCTBYHOLLMX areHTOoB,
OfHaKO OHW, B 3aBMCUMOCTM OT 3aJaHHbIX A9 HUX
HacTpoek, MOryT MPOBepATb NOAJMHHOCTb cepTudmKaTa,
MCMO/Ib3yeMOro areHToM, paboTaroLLMM Ha AaHHOM Y3/ie.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

CeteBoi1 cokeT (IP-agpec v nopT), NpocayLInBaeMbIin
Dr.Web Network Checker Ha sgaHHOM y3ne Ans noayyeHus
$annoB Ha NPoOBepKy OT yAaneHHbIX y3/10B (Mpu paboTe B
KauecTBe cepBepa CeTeBOro CKaHNMPOBaHWS).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

IP-agpec yaaneHHoro y3na cetu, ot kotoporo Dr.Web
Network Checker Ha gaHHOM y31e MOXET NPUHMMaTb
dalnbl Ha NPoBepKy (Kak cepBep CEeTEBOro CKaHMPOBaHWSA).

MoO>eT MMeTb CMNCOK 3HaYeHWI. 3HaUeHUs B CrIUCKE
yKa3bIBarOTCA Yepes 3anaTyro (Kaxzoe 3HaveHve B
KaBblykax). [lonyckaeTca NoBTOpeHWe napamMeTpa B CeKumm
(B 3TOM CNyyae BCe 3HaYeHUs OOBEANHAOTCS B €ANHBIN
CANCOK).

Mpumep: Jo6aBnTb B cnncok agpeca y3noe 192.168.0.1 n
10.20.30.45.

1. [obaBneHuve 3Ha4YeHWn B Garin KOHOUrypaLmu.

e /lBa 3Ha4YeHMA B O4HOWN CTPOKE:

[NetCheck]
LoadBalanceAllowFrom = "192.168.0.1",
"10.20.30.45"

e [IBe cTpoOkM (MO OAHOMY 3HaUEHMIO B CTPOKE):

[NetCheck]
LoadBalanceAllowFrom 192.168.0.1
LoadBalanceAllowFrom = 10.20.30.45

2. [obaBneHue 3HaueHU C MOMOLLbIO KOMaHAbl drweb—
ctl cfset:
# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 192.168.0.1

# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 10.20.30.45

Ecnv napameTp nycT, To yAaneHHble daiibl Ha NMPOBEPKY He
npuHUMatoTcs (y3en He paboTaeT B pexuviMe cepeepa).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)
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Mapametp

LoadBalanceSourceAddress

{IP-adpec}

LoadBalanceTo

{adpec}

LoadBalanceStatusInterval

{uHmepean epemeHu}
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OnuncaHue

IP-agpec ceteBoro nHtepoelica, ncnonbsyemoro Dr.Web
Network Checker Ha gaHHOM y31e ans nepegaun daiinos
Ha yAaNeHHYo NPoBepKy, ecan y3en paboTaeT Kak KANeHT
CeTeBOro CKaHMPOBaHWA, U eCN Ha y3/1e JOCTYNHO
HeCKO/IbKO CeTeBbIX MHTEPpENCOoB.

Ecnu ykasaTb nycToe 3HaueHue, TO UCMO/b3YeMbIil CETEBOM
nHTepdelic byaeT aBTomaTMyeckn BbibpaH sgpom OC.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Coker (IP-agpec v NOpT) yAaNeHHOro y31a, Ha KOTOPbIN
Dr.Web Network Checker Ha saHHOM y3ne MoxeT
oTnpaBATb Gaiibl Ha yaaneHHYH NpoBepKy (Kak KAVEHT
CeTeBOro CKaHMpPoBaHMA).

MoO>eT MMeTb CMNCOK 3HaYeHWI. 3HaUeHUs B CMIUCKE
yKa3bIBarOTCA Yepes 3anaTyro (Kaxzoe 3HaveHve B
KaBblykax). [lonyckaeTca NoBTOpeHue napamMeTpa B CeKuumn
(B 3TOM CNyyae BCe 3HaYeHUs OOBEANHAOTCS B €ANHBIN
CANCOK).

Mpumep: Jo6aBnTb B cnncok cokeTbl 192.168.0.1:1234 n
10.20.30.45:5678.

1. [obaBneHuve 3Ha4YeHWin B Garin KOHOUrypaLmu.

e /lBa 3HauYeHMA B O4HOWN CTPOKE:

[NetCheck]
LoadBalanceTo = "192.168.0.1:1234",
"10.20.30.45:5678"

e [lBe cTpoOkM (MO OAHOMY 3HaUEHMIO B CTPOKE):

[NetCheck]
LoadBalanceTo = 192.168.0.1:1234
LoadBalanceTo 10.20.30.45:5678

2. [obaBneHue 3HaueHU C NOMOLLbIO KOMaHAbl drweb—
ctl cfset:
# drweb-ctl cfset NetCheck.LoadBalanceTo -a
192.168.0.1:1234

# drweb-ctl cfset NetCheck.LoadBalanceTo -a
10.20.30.45:5678

Ecaiv mapametp nycr, To oKasbHble Galinibl He NepesaroTcs
Ha yAaneHHyH NpoBepKy (y3en He paboTaeT B pexume
K/MEHTa CETEBOrO CKaHMPOBaHMS).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

VIHTepBan BpemMeHn Mexay paccblikamun AaHHbIM Y3/10M
nHdOPMaLUM O CBOEW 3arpy>KeHHOCTU A5l BCEX areHTOB
pacrnpeseneHHON NpoBepKK, NEPEUNCNEHHbIX B NapaMeTpe
LoadBalanceAllowFrom.
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Mapametp

SpoolDir

{nyme kK kamanozy}

LocalScanPreference

{OpobHoe Yucno}

LoadBalanceSslCrl

{nyme}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune
3HayeHVe No yMONYaHWIo: 1s

KaTtanor B nokanbHoW $pannoBoin cucteme, MCNoNb3yeMbll
A5 XxpaHeHua gaiinos, NpuHateix Dr.Web Network Checker
Mo CeTn OT KMEHTOB CKaHMPOBAHWUA A1 NPOBEPKM.

3HayeHVe No yMoN4YaHuto: /tmp/com.drweb.ncheck

OTHOCUTeNIbHbIN BEC (MPeAnoYTUTENIbHOCTb) Y3N1a Npu
BblbOpe MecTa ANa NpoBepku paitna (1okasbHOro Uam
MPUHATOrO Mo ceTn). ECin B HEKOTOPbI MOMEHT BpeMeHH
BeC JIOKaNbHOro y3na 60/bLle CyMMapHOro Beca BCex
JOCTYMHBIX Y3/10B-CEPBEPOB CKaHUPOBaHWs, dpain byaet
OCTaBJIEH areHTOM A/ IOKa/IbHON MPOBEPKMN.

MwuHUManbHOe 3HayeHwue: 1.
3HaueHne No ymMonyaHumto: 1

MyTb K KaTanory nam ¢parny ¢ nepeyHem OTO3BaHHbIX
cepTMdurKaToB.

Ecnun 3HaueHne napametpa He 3agaHo, To Dr.Web Network
Checker, paboTatowmin Ha JaHHOM Y3/e, He NpoBepsieT
cepTdurKaTbl B3aMOAENCTBYOLLMX areHTOB Ha
aKTyasbHOCTb, OfHAKO OHW, B 3aBUCMMOCTM OT 3aJaHHbIX
419 HUX HacTpoekK, MOTyT MPOBepPATb akTyalbHOCTb
ceptTudmKaTa, NCMOb3yeMoro areHTom, paboTarowmm Ha
JLaHHOM y3ne.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)
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9.6. Dr.Web Scanning Engine

Ckanupytouyee agpo Dr.Web Scanning Engine npegHasHaveHo 19 noncka BMPYCOB U APYTiX
BPEAOHOCHbIX 06BbeKTOB B daiax 1 3arpy3o4uHbix 3anuncax (MBR — Master Boot Record, VBR —
Volume Boot Record) anckoBbIx yCTponCTB. KOMMOHEHT BbIMOHAET 3arpy3ky B NaMATb 1 3anyck
aHTMBMpYycHoro aapa Dr.Web Virus-Finding Engine n BupycHbix 6a3 Dr.Web, ncnoabsyembix nm
419 MOnCKa yrpos.

CkaHupytolee aapo paboTaeT B pexkMMe AeMOHa, B KaYecTBe CepBuCa, NPUHUMAOLLLEro OT
Apyrux komnoHeHToB Dr.Web Industrial gns Linux 3anpocel Ha npoBepky 06bekToB painioBow
CUCTEMBbI Ha Haanuume yrpo3 (3To komnoHeHTbl Dr.Web File Checker n Dr.Web Network Checker u,
BO3MOXHO, Dr.Web MeshD). lMpu oTcyTCTBMM MM HeAOCTYMHOCTM KOMMoHeHToB Dr.Web
Scanning Engine n Dr.Web Virus-Finding Engine aHTMBMpPYCHble NPOBEPKUN Ha AAaHHOM Y3/1e He
NPOWN3BOAATCA (3a UCKKOUYEHMEM CyyaeB, Korga B coctaBe Dr.Web Industrial gnsa Linux
npwucyTcTByeT KoMnoHeHT Dr.Web MeshD, B HacTpoikax KOTOpPOro 3ajaHO COeAMHEHME C y3n1amu
NokanbHOro obsaaka, NPeAoCTaBAAOLLMMU YCIYTy CKaHUPYHOLLLEro A4pa).

9.6.1. MpuHUMNbI paboTbl

KomnoneHT Dr.Web Scanning Engine, paboTatowmii B pexnme 4eMoHa, MPUHUMAET OT ApYyrnx
komnoHeHTOoB Dr.Web Industrial gn4 Linux 3anpocbkl Ha npoBepKy 06BbeKTOB $palriIoBON CUCTEMBI
(dbarnoB, 3arpy304HbIX 3anNncein Ha AMCKax) Ha Haan4vme BHeAPEHHbIX Yrpo3, opmupyeT ouepeam
3ala4y Ha NpPoBepKy OO6BHEKTOB M BbIMOAHAET MPOBEPKY 3aMpOLUeHHbIX 06 EKTOB, NCMOIb3YS
aHTMBMpYycHoe aapo Dr.Web Virus-Finding Engine. Eciv B npoBepeHHOM 06bekTe 0OHapy>KeHa
yrposa, u B 3aZlaH1N1 Ha NPOBEPKY CTOUT yKa3aHWe BbIMNONHATL IeHeHne, CKaHupyroLee aapo
MbITAETCA BbINONHATb IeYEHNE, €CN 3TO AeNCTBUE MOXKET ObiTb MPMMEHEHO K MPOBEPEHHOMY
obbeKTy.

CkaHupytolee s8apo, aHTuBmpycHoe aapo Dr.Web Virus-Finding Engine 1 BupycHble 6a3bl
06pa3yroT aTOMapHbIN KOMTMIEKC U He MOTYT 6bITb pa3geneHbl. CkaHmpytoLlee A4po
OCyLLLeCTBASET 3arpy3Ky BMPYCHbIX 6a3 1 obecneynBaet cpeay Ans GyHKLUMOHNPOBAHNA KPOCC-
nnatdopMeHHoro aHTnsupycHoro sapa Dr.Web Virus-Finding Engine. O6HOBNEHME BUPYCHbIX
6a3 1 aHTMBMPYCHOTO AApPa MPOU3BOANTCA KOMMNOHEHTOM ob6HoBAeHW Dr.Web Updater,
BxoaawwmmM B coctaB Dr.Web Industrial a4 Linux, HO He ABAAOWMMCA YaCTbHO CKaHMPYHOLLLEro
aapa. KoMNoHeHT 06HOBAEHWI 3anycKaeTca AeMOHOM ynpaBaeHusa KoHburypaumern Dr.Web
ConfigD neproanyeck v NpUHYAMTENbHO B OTBET Ha MOCTYMMUBLLYHO KOMaHAy No/b30BaTeNs.
Kpome Toro, ecam Dr.Web Industrial gns Linux GyHKLUNOHUPYET B peEXMME LEHTPAAN30BAHHOM
3aWmMThl, TO PYHKLUM OBHOBAEHNA BUPYCHbIX 6a3 1 aHTUBMPYCHOTO Aapa bepeT Ha cebs areHT
LeHTpann3oBaHHoOM 3awwuTbl Dr.Web ES Agent, KOTOpbIi B3aUMOZENCTBYET C CEPBEPOM
LleHTPaAn30BaHHOW 3alLMTbl U NoayYaeT OOHOB/IEHMA OT Hero.

Dr.Web Scanning Engine moxeT paboTtaTb Kak Mo KOHTPOIEM JeMOHa yrnpaBaeHns
koHdurypauwmen Dr.Web ConfigD, Tak n aBToHOMHO. B nepBom cnyyae seMoH obecrieyvBaeT
3anyck fsjpa 1 cBoeBpeMeHHOe 06HOBAEHWE BMPYCHbIX 6a3, ncnonb3lyemblx sApoM. Bo BTopom
Clyyae 3anyck aapa n obHOB/IeHMEe BUPYCHBIX 6a3 BO31aratoTca Ha MCMOb3yoLLIee ero BHeLHee
npunoxeHue. KomnoHeHTbl Dr.Web Industrial gns Linux, BbInOAHAOLWME 3anpocChkl K
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CKaHVpYyHOLLLeMy sapy Ha NpeAMeT NpoBepkn $halios, CMOb3YHT TOT Xe MPOrpamMMHbIR
MHTEPdENC, UTO U BHELLHWE MPUIOXKEHUS.

@ Bbl MOXeTe co3aaTh CBOW COBCTBEHHbIN KOMMOHEHT (BHELLHEE MPUNOXKEHWE),

: ncnonbsytowmii Dr.Web Scanning Engine ana npoepku ¢aiinos. [ns 3T0ro KOMNOHEHT
Dr.Web Scanning Engine npegocTtaBaseT cneumannsnpoBaHHbiii APl, oCHOBaHHbINV Ha
TexHonornn Google Protobuf. Ana nonyyeHns onucanma APl Dr.Web Scanning Engine, a
TaKkXKe NPMMEPOB KOJa KJIMEHTCKOrO NpuaoXeHns, ncnoabsytowero Dr.Web Scanning
Engine, o6patuteck B oTaen no pabote ¢ naptHepamu (& komnanum «floktop Be6>.

MocTynatoLime 3aa4um Ha CKaHMPOBaHWe aBTOMaTUYECKM pacnpeAenstoTca No Tpem ovepeaam,
MMERLLMM Pa3NNYHBIA MPUOPUTET (BbICOKNIN, HOPMabHbIA U HU3KKI). Oyepesap, B KOTOPYHO
ByaeT nomelleHa 3aja4a, ONpesensaeTca NCXoAa 13 Toro, Kakor KOMMOHEHT ee chopMMUpoBan.
Hanpumep, 3agaun, noctynarowme oT MOHUTOPOB PailioBbIX CUCTEM, MOMELLAIOTCA B O4epean
BbICOKOrO NMPrOpUTETa, MOCKOJbKY MPU MOHUTOPUHTE BaXXHa CKOPOCTb peakLMn Ha AeNCTBUA C
obbekTamun pannoson cuctemol. CkaHMpytoLLee SAPO BeAeT CTaTUCTMKY CBOErO MCMONb30BaHMS,
dUKCMpya KONMYECTBO NOCTYNMUBLUMX 3aAay Ha CKaHMPOBaHWe, a TakxXe J/IMHbl ovepesen. B
KayecTBe MoKasaTesnsa CpeAHen Harpysku CKaHupytoLLiee SAPO OnpesenseT CPefHIo ANNHY
ouyepesiet B ceKyHAy. DTOT NokasaTesib YCPeAHATCA AF NOCAELHEN MUHYTbI, MOCNEAHNX 5 MUHYT
1 nocneaHnx 15 MUHyT.

AHTMBUpYCHOE sapo Dr.Web Virus-Finding Engine noaaep>xnBaeT kak CUrHaTypPHbIN aHann3
(MOWCK M3BECTHBIX YTPO3 Ha OCHOBE CUTHATYpP, COAEPXKALLMXCA B BUPYCHbIX 6a3zax), Tak 1
pa3NyHble TEXHONOIMN I3BPUCTNYECKOrO 1 NOBEAEHYECKOro aHanns3a, npejHa3HavyeHHble Ans
pacno3HaBaHWA NOTEHLMANbHOW ONAaCHOCTM O6BbEKTa Ha OCHOBE aHa/M3a NOC/eA0BaTeNbHOCTY
CoZlep>KaLLNXCA B HEM MaLLMHHbIX MHCTPYKLMIA W A4PYTX MPU3HAKOB MCMONHAEMOro KOAa.

ili DBPUCTUYECKMIA aHaM3aTOP He rapaHTUPYeT JOCTOBEPHOrO pacrno3HaBaHWs yrpos u
MOXET JoMycKaTb CleAytoLLMe OWNHKM:

e Owubku nepgo2o poda — 3TO NIOXHbIe cpabaTbiBaHNA aHanM3aTopa, KOrAa B Kayectse
BPEAOHOCHOro oTMeuaeTcs 6e30nacHblin 06bekT.

e Owubku 8mMopo2o poda — 3TO OLLUMBOYHOE NpPU3HaHWE BPEAOHOCHOTO 0bbekTa
6e30nacHbIM.

Mo3ToMy yrpo3bl, 06Hapy>KEHHbIE 3BPUCTUYECKUM aHaM3aTOPOM, OTHECEHbI B 0COBYHO
kaTeroputo «logo3putensHbie» (Suspicious).

PekomeHAayeTCs BbIMONHATL NepPeMeLLieHne NOA03PUTE/bHbIX OOBEKTOB B KAPaHTUH C TeM, YTOObI
B Ja/bHelLeM, nocie 06HOBNEHNA BUPYCHbIX 6a3, MPOBEPUTb X METOAaMMU CUTHATYPHOTO
aHanmza. [lna npegoTBpaLleHns owmnbok BTOPOro poAa pekoMeHayeTca NoA4epK1BaTh
BUPYCHble H6a3bl B akTya/lbHOM COCTOSHUW.

AHTnBMpYycHoe aapo Dr.Web Virus-Finding Engine nossosifeT ocyLectBaATb NPOBEPKY Kak
He3amnakoBaHHbIX, TaK M 3anakoBaHHbIX GaoB N OOBEKTOB, COAEPIKALLUXCSA B PA3NNUYHbIX
KOHTEeMHepax, Takux Kak apXuBbl, COOBLLEHNA SNEKTPOHHOW NOYTbI U T. 4.
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9.6.2. AprymMmeHTbl KOMaHAHOW CTPOKM

YTt0obbI 3anycTnTh CKaHupytoLlee aapo Dr.Web Scanning Engine 13 komaHAHOW CTPOKM,
BbINONHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-se <cokem> [<napamempsi>]

rae obs3aTenbHbIN apryMeHT <cokem> yKa3blBaeT agpec cokeTa, ncnoabsyemoro Dr.Web
Scanning Engine gna o6cay>KunBaHna 3anpocoB KANEHTCKMX KOMMOHEHTOB. MoXeT 3aAaBaTbCs
TONBbKO B BUAE NyTu K pany (cokeT Unix).

Dr.Web Scanning Engine gonyckaeT ncnosb3oBaHuWe CiesyoLnx napameTpos:

Mapametp OnucaHue

--help HasHaueHwe: BbiBOZ Ha 3KpaH KOHCOAN WK 3MYAATOpa TepMUHana
KpaTKOW ClpaBky MO MMELLMMCS NapamMeTpaM KOMaHAHON CTPOKM U
3aBepLueHne paboTbl KOMMOHEHTA.

KpaTknin BapmaHT: —h
AprymeHTbl: Het

--version Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOM WA IMyASTOpa TepMUHana
nHdopMaL M O BEPCUM KOMMOHEHTa W 3aBepLUeHne paboTbl.

KpaTknin BapuaHT: —v
AprymeHTbl: Het

ZlononHumMenevHsle napamempesl 3anycka (coenadarom ¢ napamempamu U3 KoHguU2ypayuoHHo20 gatiaa u
3amewarom ux npu Heobxooumocmu,):

--CoreEnginePath HasHaueHwe: MNyTb K panny 6Gubanotekn aHTmBMpycHoro sapa Dr.Web
Virus-Finding Engine.
KpaTkunin BapuaHT: Her.

ApryMeHTbl: <nyme k ¢atily> — NOAHbIV NyTb K $ainy ncnoab3yemoin
6nbanoTekm.

--VirusBaseDir HazHaueHwe: MyTb K KaTanory, cogepkaliemMy Gaibl BUPYCHbIX H6a3.
KpaTkunin BapuaHT: Her.

ApryMeHTbI: <nyme K Kamasoay> — NONHbIV NyTb K KaTanory
BMPYCHbIX 6a3.

--TempDir Ha3zHaueHwe: MyTb K KaTanory BpemeHHbIX Gpaitios.
KpaTkunin BapuaHT: Her.

ApryMeHTbI: <nyme kK Kamasoay> — NONHbIV NyTb K KaTanory
BpeMeHHbIX $arnos.

--KeyPath HazHaueHwe: MyTb K ncnonblyemMomy katoueBomy daiiny.
KpaTkunin BapuaHT: Her.
ApryMeHTbl: <nyme k ¢alily> — NOAHbIV NyTb K KAtoueBOMy daiiny.

--MaxForks HasHaueHune: MakcrManbHOe paspeLleHHOe YMCA0 JOYEPHMX
npotieccos, kotopble Dr.Web Scanning Engine moxeT nopoauTb B
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--WatchdogInterval

—-—AbortForkOnTimeout

--ShellTrace

—--LogLevel

KomnoHeHTbl Dr.Web Industrial ana Linux

npoLiecce NPoOBePKU.
KpaTkmii BapunaHT: Her.

ApPryMeHTbI: <4uc10> — MaKCMalbHOe pa3peLlleHHOe YNCIO
JOYEPHMX MPOLLECCOoB.

HasHaueHwe: MepunoanyHocTb, ¢ kotopo Dr.Web Scanning Engine
npoBepsieT paboToCnocobHOCTL AOYEPHNX NPOLLECCOB,
3aHMMAalOLLMXCS MPOBEPKOW COAEPKMMOro Gainios, A/ OCTaHOBKM
3aBUCLLMX NPU MPOBEPKE.

KpaTkmii BapunaHT: Her.

ApryMeHTbl: <UHMepeas epemMeHu> — NepuogMUYHOCTb MPOBEPKM
[OYEPHMX MPOLLECCOoB.

Ha3sHaueHwe: 3aBepLUnTb NPOLECCHl CKAHWPOBAHWSA MpY TanMm-ayTe,
nocnae um curHan SIGABRT.

KpaTkmii BapunaHT: Her.
AprymeHTbl: Het

HasHaueHume: OTcnexxvBaHne 060104k (BbIBOZ B XKypHan
pacluMpeHHon nHpopmMauumn o nposepke dannos sgpom Dr.Web
Virus-Finding Engine).

KpaTkmii BapunaHT: Her.
AprymeHTbl: Het

Ha3sHaueHwve: YpoBeHb NOAPOOHOCTU BeAeHUs xXypHana sgpom Dr.Web
Scanning Engine B npouecce paboTbl.

KpaTkmii BapunaHT: Her.
AprymeHTbl: <yposeHb no0pobHocmu >. BO3MOXHbIe 3HaUeHUs:

e DEBUG — caMblli NOAPO6HbIN (0TNaL04HbIN) YpOBEHb. BbiBoAATCS
BCe COObLLEeHNs, a TakxKe OTNaZ0uHas nHbopmaLuus.

e INFO — BbIBOAATCS BCE COOBLLEHNS.

e NOTICE — BbIBOAATCA cO0bLeHMs 06 owmbkax, npesynpexaeHus,
YBEAOMEHMS.

e WARNING — BbIBOAATCA COODLEHNSA 06 olwmbKax n
npeaynpexaeHus.

e ERROR — BbIBOAATCA TO/NIbKO COObLLEHNS 06 OLIMOKaX.
HasHaueHwne: Cnocob BeAeHMWs XypHana COOBLLEHNN KOMMOHEHTa.
KpaTkmii BapunaHT: Her.

ApPrymMeHTbl: <mun XypHana>. BO3MOXHble 3HaueHus:

e Stderr[:ShowTimestamp] — COOBLLEHNS ByAYT BbIBOAUTLCS B
CTaHAAPTHbIV NOTOK OLWKNboK stderr.
Onums ShowTimestamp NpegnucbiBaeT 406aBATb K KaXKA0MY
COOBLLEHNIO METKY BPEMEHW.
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--ForkMemoryLimit

--EngineDallocLimit
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e Syslog| : <facility>] — coobuieHns 6yayT nepesaBaTbCs
CNCTEMHOW cny>xbe XXypHannpoBaHua syslog.
JlononHutenbHas meTka <facility> ncnonb3yeTcs 45 yKasaHus Tuna
>XypHana, B KOTOPOM syslog ByaeT coxpaHATb COOOLLEHNS.
Bo3modxxHble 3HaueHus:

o DAEMON — COOBLLEHNS 1€MOHOB;
o0 USER — COODBLLEHMSA NOJIb30BATE/IbCKMX MPOLLECCOB;
0 MAIL — COOBLLEHMSA MOUTOBBIX MPOrPamMm;

o0 LOCALQO — cOO0bLLeHMs oKabHbIX NMpoueccos 0;

o0 LOCAL7 — COOObLLEeHMs IoKa/bHbIX MPOLECCOB 7.

e <path> — nyTb K dainy, B KOTOPbIN BYyAYT COXPaHATLCSA COOBLLLEHNS
XypHana.
Mpumeps:
--Log /var/opt/drweb.com/log/se.log
--Log Stderr:ShowTimestamp
--Log Syslog:DAEMON

Ha3sHaueHve: MakcvMasibHbI 06beM onepaTMBHOM NamaTy,
BblZAeNseMbIV 418 paboTbl 3K3emmspa CKaHUPYHOLLLero sapa.

KpaTkmii BapunaHT: Her.

AprymMeHTbl: <pasmep 8 6alimax> — MaKkCUMasbHbI 06bem
onepaTMBHOWN NaMATH.

Jonyctnmble 3HaueHuns: ot 1073741824 6anTt (1 16) no 4294967296
6anT (4 I6).

3HayeHVe No yMoYaHuo: 4294967296 (4 T6)

ZIE DTOT NapameTp He 3asencTByeTca B 32-pa3psasHbIX
AMCcTpnbyTBaX NPOAyKTa.

Ha3HaueHwve: MakcmanbHbli 06bemM onepaTvBHONM NaMATy,
BblAENAEMbIN A1 XpPaHEHWs1 BPeMEeHHbIX Gpaiiios.

KpaTkunin BapmaHT: Her.

AprymeHTbl: <pasmep g balimax> — MakCUManbHblil 06beM
onepaTMBHOW NaMATH.

[Jonyctnmble 3HaueHus: oT 52428800 6ainT (50 M6) o 1073741824
6ant (1 16).
3HauyeHve No yMon4YaHuto: 524288000 (500 M6)

ilf HactoaTtenbHO He PeKOMeHAYETCA MEHATb 3Ha4YeHUe
Nno YMOJIYaHUKO 414 3TOro napamMmeTpa, ecin Bbl HE
YBEPEHbI, UTO 3TO ,Cl,el‘/’ICTBI/ITEIIbHO HeO6XO,£I,I/IMO.
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Mpumep:

$ /opt/drweb.com/bin/drweb-se /tmp/drweb.ipc/.se --MaxForks=5

[aHHas komaHAa 3anyCcTuT 3Kk3eMnIAp ckaHupytoutero agpa Dr.Web Scanning Engine, 3actasuB
ero co3gatb Unix-cokeT /tmp/drweb.ipc/ . se A1 B3aUMOAENCTBUSA C KIMEHTCKUMU
KOMMOHEHTaMW 1 NopoXaaTh He bonee 5 CKaHMPYHOLLNX AOUYEPHMX NMPOLLECCOB NPW NPOBepKe
dannos.

3ameuyaHumna o 3anycke

Mpy HeOBXOAMMOCTN MOXET BbITb 3aMnyLLEHO NPOU3BOIbHOE KOIMYECTBO 3K3EeMMASPOB
ckaHupytoLero agpa Dr.Web Scanning Engine, npegocrasastowux cepsuc no nposepke dannos
Ha Ha/n4yme yrpo3 KANEHTCKUM NPUAoXKeHnaM (He 06s3aTeNlbHO TOIbKO KoMMoHeHTam Dr.Web
Industrial gns Linux). Mpw 3ToM, ecamn B KOHOUrypaLmMy KOMMOHEHTa 3aaHO 3HaYeHne
napameTpa FixedSocketPath, TO O4MH 3K3eMNAsAP CKaHMPYHOLLLEro sapa Bcerga byaer
aBTOMAaTM4eCKM 3anyLleH 4eMOHOM ynpasaeHusa KoHurypaumen Dr.\Web ConfigD n goctyneH
KaveHTaM vepes Unix-cokeT. DKk3emMnaapbl CKaHMPYHOLLLEro A4pa, 3anyckaemMble HenocpeACcTBEHHO
13 KOMaHAHOW CTpokK, byayT paboTaTb B aBTOHOMHOM pexume, 6€3 NoAKAHYEHUSA K JEMOHY
ynpaBieHusa KOHOUrypaLmen, gaxe eciv oH 3anylieH. [lna ynpaBaeHvsa napamerpamu paboTsbl
KOMMOHEeHTa, a TakxXe Ana npoBepku dpannos no TpebosaHMIo ncnonbynte ytuanty Dr.Web Ctl,
npesHa3HayeHHyto ans ynpasneHuns Dr.Web Industrial gns Linux n3 koMaHgHOW CTPOKW.

@ [na 3anycka ytuautsl Dr.Web Ctl ncnonbsyiite komaHay drweb-ctl.

[na ckaHMpoBaHWA NPoM3BOLHOTO dakia Uan katanora koMnoHeHToM Dr.Web Scanning
Engine ncnone3yite koMaHay rawscan ytuantel Dr.Web Ctl:

$ drweb-ctl rawscan <nyme kK kamasnoay uau ¢paliny>

[na nonyyeHms cnpaBky O KOMMOHEHTE U3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-se.

9.6.3. MNapameTpbl KOHPUrypaLmn

KomnoHeHT ncnonb3yeTt napaMeTpbl KOHGUIrypauun, 3agaHHble B ceKUMK [ScanEngine]
0bbeAnHeHHOro kKoHburypalmoHHoro danna Dr.Web Industrial ans Linux.

JTa cekuyma XpaHUT ciegyroume napamMeTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb NoAPOBHOCTY BEAEHWA XYypHana KOMMNOHEHTa.

{yposeHb nodpobHocmu}
Ecnv 3HaueHve napamMeTpa He yKazaHo, UCMOb3yeTcs 3HaueHne

napametpa DefaultLoglLevel U3 cekuun [Root].
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Mapametp

Log

{mun xypHana}
ExePath

{nyme k ¢paliny}
IdleTimeLimit

{uHmepean spemeHu}

FixedSocketPath

{nyme k ¢paliny}

MaxForks

{yenoe yucno}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnwucaHune
3HauveHne No yMon4aHuio: Notice

MeToz BefeHusa XKypHaia KOMMNOHEHTa.

3HauveHne No yMOMYaHNIO: Auto
MyTb K UCnonHsemMomMy Gainny KOMMNOHeHTa.
3HauveHne No ymMonyaHuto: /opt/drweb.com/bin/drweb-se

MakcvManbHOe BpeMsi MPOCTOs KOMMOHEHTA, MPU MPeBbILLeHNM
KOTOPOTro OH 3aBepLUaeT CBOK paboTy.

Ecnm 3apaHo 3HaueHve napameTpa FixedSocketPath, TO
HacTpoiika UTHOpMpYeTCca (KOMMOHEHT He 3aBepLUaeT CBOHO paboTy
MO UCTEUYEHWIO MaKCYMAJIbHOMO BPEMEHW MPOCTOS).

[Jonyctumble 3HaueHmns: oT 10 cekyHa (10s) go 30 gHel (304).
Ecam yctaHOBNEHO 3HaueHMe None, TO KOMMOHEHT byaeT paboTatb
MOCTOAIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He byaeTt
oTnpasaeH curHan SIGTERM.

3HauyeHue No yMoa4YaHuIo: 1h

MyTtb Kk danny Unix-coketa GUKCMPOBAHHOTO 3K3eMnaspa
ckaHupyrowero sigpa Dr.Web Scanning Engine.

Mpw 3agaHnK 3TOro NapameTpa AEMOH yrpaBaeHns KOHUrypaLmei
Dr.Web ConfigD cneaut 3a TeM, UTOObI BCerga UMescs 3anyLeHHblN
3K3EeMMASAP CKaHUPYHOLWEro AApa, AOCTYMNHbIN KAMEHTaM Yepes 3ToT
COKeT.

Y6eamnTech, uTo KaTanory ¢ daiiom cokeTa
/ | ', HasHaueHbl Creaylolie Npasa AOCTyna:

drwxr-xr-x

YT06bI NPOCMOTpPETbL MNMpaBa A0CTyrMa, BbIMOJIHUTE
KOMaHAy:

$ 1s -1d <nyme k kamanoay>

3HayeHre Mo yMoYaHuIo: (He 3a0aHo)

MakcrmanbHoe paspeLleHHOe KOJNNYECTBO SK3EMMAAPOB JOUYEPHMX
CKaHVPYOLLMX NMPOLLeCCOB, MOPOXKAAEMbIX CKAHVPYHOLWUM A4POM
Dr.Web Scanning Engine, koTopble MOryT 6bITb 3anyLueHbl
OZHOBPEMEHHO.

3HaueHuMe No ymonuaHuo: Aemomamudecku onpedesisemcs npu
cmapme Kak yBOeHHO€e YMCI0 AOCTYMHbIX MPOLLECCOPHbIX AAep,
WAN 4, eCv NONyYeHHOE YNCI0 MeHbLue 4.
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Mapametp
ForkMemoryLimit

{yenoe yucno}

EngineDallocLimit

{yenoe yucno}

WatchdogInterval

{uHmepean epemeHuy}

BufferedIo

{nozuyeckoe 3HayeHue}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnucaHune

MakcManbHbIi 06beM onepaTMBHOM NaMATH, BblAenseMblid Ans
paboTbl 3K3eMMAsfpa CKaHUPYHOLWLEro fapa. 3HaueHre yKa3blBaeTcs
Kak Lienoe ymcno c cybdukcom (b, kb, mb, gb). Ecnn cydpdukc He
yKasaH, TO 3Ha4eHVe HTepnpeTUpyeTcs Kak pasMmep B HanTax.

[Jonyctnmble 3HaueHus: oT 1 rurabarita (LGB) A0 4 rurabaiit (4GB).

3HayveHVe No yMoYaHuto: 4GB

ii DTOT NapameTp He 3asencTByeTca B 32-pa3pasHbIX
: avctpmbytmnsax Dr.Web Industrial gns Linux.

MakcrManbHbI 06beM OrnepaTMBHOM NaMATY, BblAeNSeMbIN ANs
XpaHeHWs BpeMeHHbIX GainoB. Eciv ykazaHHOe 3HaueHne MeHbLue
pa3mepa BpemeHHOro daisa, To OH byAeT co3saH Ha YCTPOoMCTBe
XpaHeHus, uyTo 3ameanmnT paboty Dr.Web Industrial gns Linux.
3HaueHMe yKasblBaeTCs Kak Lenoe uncno ¢ cyddukcom (b, kb, mb,
gb). Echan cyddukc He ykasaH, TO 3HaYeHne NHTEPPETUPYETCS Kak
pa3mep B bauTax.

[Jonyctnmble 3HaueHuns: ot 50 merabant (50MB) go 1 rurabainta
(1GB).

3HauyeHue No yMoa4YaHuo: 500MB

ilf HactoaTtenbHO He peKkoMeHAyeTCA MEHATb
- 3Ha4yeHune No yMmoa4aHuo Anda 3TOro napamMetpa,

€C/IN Bbl He YBEePEeHbI, UTO 3TO AeCTBUTENIbHO
HeobxoAnMO.

MepuoamyHocTb, ¢ KoTopor Dr.Web Scanning Engine nposepsiet
paboTOCNOCOBHOCTL MOPOXKAEHHBIX UM JOUEPHUX CKaHWPYHOLLX
NPOLLEeCCOB AN OOHaPY>KEHUSA 3aBMNCaHWI NPU NPOBepKe
(«CTOPOXKEBOW TaNMep»).

3HaueHue no YMONYaHUIO: 15s

cnonb3oBaTb WM He NCMOAb30BaTh bydepr30BaHHbIA BBOA-
BbIBOJ, NpW npoBepke $Gainios.

Vcnonb3oBaHue bydepmsoBaHHOro BBoga-BbiBoga B OC cemencTBa
GNU/Linux MOXeT yBENNUNTL CKOPOCTb NPOBEPKN Galinos,
pacrnosioXeHHbIX Ha MEAIEHHBIX AVCKOBbIX YCTPOWCTBAX.
Bo3MOXkHble 3HaueHus:

e On, Yes, True — UCMNOJb30BaTb Oydepr30BaHHbI BBOJ-BbIBOZ;

e Off, No, False — He 1cnosb3oBaTh Oydpepn3oBaHHbIN BBOA-
BbIBOJ,
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Mapametp

AbortForkOnTimeout

{noecuyeckoe 3HayeHue}
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OnucaHune
3HauyeHue No yMon4YaHuto: Of £

3aBepLuaTh UAN He 3aBepLUaTb MNPOLLECChl CKAHUPOBaHWUA NPW TakM-
ayTe, nocnas UM curHan SIGABRT.

Bo3MoOXHble 3HauUeHus:

e On, Yes, True — 3aBepLUaTb NPOLECChl CKAHUPOBaHWS Npw Talim-
ayTe;

e Off, No, False — He 3aBepLuaTh NPOLECChI CKAHMPOBAHWSA MpPU
TanMm-ayTe.

3HaueHue no ymMon4YaHuto: Of £
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9.7. Dr.Web Updater

KomnoneHT o6HoBAeHn Dr.Web Updater npegHa3sHaueH ana nonyyeHms 06HOBAEHWI BUPYCHBIX
6a3 1 aHTMBMUpYycHoro aapa Dr.Web Virus-Finding Engine ¢ cepepoB 06HOBAEHNI KOMMAHUN
«[lokTop Beb».

Ecnm Dr.Web Industrial gns Linux paboTtaeTt B pexume LLeHTpasiv30BaHHOW 3allKThl, TO B Ka4ecTBe
NCTOYHMKa OBHOBAEHWN NCMOJb3yeTCA CepBEP LLeHTPaaN30BaHHOW 3alUMTbl, MPUYeM BCe
06HOBIEHMA Noy4aroTCs ¢ cepBepa vepes Dr.\Web ES Agent, a Dr.Web Updater ans 3arpy3ku
OBHOB/IEHNI HEe NCMONb3YETCA.

9.7.1. MpuHuMnbI paboThbl

KoMnoHeHT nogkntoyaeTcs kK cepeepam 06HOBAEHWI KOMNaHuK «[lokTop Beb» ana nposepku
HaNnuMA 1 3arpy3km 06HOBAEHWNI BUPYCHBIX 6a3 1 aHTMBMPYcHoro aapa Dr.Web Virus-Finding
Engine. Cnnckn cepeepoB, 06pasyroLmx AOCTYMHYH 30HY OBHOBIEHWI, XPaHATCA B
cneyynanbHOM daiine, KOTOPbIN MOANNCAH C Liebro HEBO3MOXHOCTH ero Mogudukaumu. Mpu
NOAKNOYEHUN K cepBepaM OOHOBNEHWNIA Yepe3 NPOKCU-CepBep MOALEPXKMNBAETCA TONbKO
6a3oBan 1 JanaxecT-ayTeHTudmKaums.

Ecnm Dr.Web Industrial gns Linux He NoAK/NOUEH K CepBepY LLEHTPAAN30BAHHOW 3aLMTbl UK
MOAK/IIOYEH K HeMy B MObuibHOM pexxnme, To Dr.Web Updater aBTomatnueckn 3anyckaeTca
AEMOHOM ynpasaeHus KoHpurypauwmen Dr.Web ConfigD ¢ nepnoanyHocTbo, yKa3aHHOM B
HacTpoikax. Tak)ke KOMMOHEHT MOXeT 6bITb 3anyLieH Dr.Web ConfigD B oTBeT Ha nocTynuBLLYHO
KOMaHZAy noab3oBaTtens (BHeouyepeaHoe OOHOBIEHNME).

MNpwn Hannunm Ha cepeepax OOHOBAEHMI AOCTYMHbIX OOHOB/IEHWI, OHW 3arpy>KaroTca B
KaTanor /var/opt/drweb.com/cache/, nocne yero pasmeLLatorcs B paboumx kataaorax
Dr.Web Industrial gns Linux.

Mo ymonuaHuto Bce OBHOB/IEHNA 3arpy>KatoTca € 30Hbl OOHOBEHUS, 0bLeln Ana BCeX MPOAYKTOB
Dr.Web. MNepeyeHb NCNO/b3yeMbIX MO YMOYaHUIO CEPBEPOB, BXOAALLNX B 30HY OOHOBNEHWS,
yKa3blBaeTcA B dparinax, HaxoAALLNXCA B KaTanorax, ykasaHHbIx B mapamMeTtpax *Dr1Dir. Mpwm
HeobXoAMMOCTM MO 3anpocCy KAMEHTa MOXeT BbITb Co3aaHa ocobas 30Ha obHoBAeHMA (anA
KaXk4oro BuAa obHOB/IEHMSA), CMMCOK CEPBEPOB KOTOPOW yKa3biBaeTcA B OTAeNbHOM daline (nNo
YMONYaHUIO C UMeHeM update.drl). ITOT Gpann HaxXoAMTCA B KaTaiore, ykazaHHOM B
COOTBETCTBYIOLWEM NapameTpe *CustomDrlDir. B 3TOM cayyae KOMNOHEHT 06HOBAEHWU byaeT
3arpy>aTtb 06HOBNEHMA TONBKO C 3TUX CEPBEPOB, HE UCMOJb3YA CEPBEPbI U3 30HbI MO
YMONYaHWIO.

[ns oTKasa OT MCMo/b30BaHNA 0COBOM 30HbI OOHOBEHWSA AOCTAaTOUYHO OUNCTUTL 3HAUEHME
COOTBETCTBYHOLLErO NapameTpa *CustomDr1Dir B HaCTPOMKax KOMMOHEHTA.
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| Copepxnmoe Gpainnos CNUCKOB CEPBEPOB MOAMMCAHO AN HEBO3MOXHOCTU UX
: mMoandmKaumm. Eciv Bam HeobxoaMMO co3aTb OCObbIV NepeyeHb CEpPBEpPOB 0OHOBAEHMS,
obpatnTech B TEXHUYECKYHO MOAAEPXKKY.

KOMMOHEHT MOXET BbIMOAHATL COXPaHEHME pe3epPBHbIX KOMUA 06HOBASEMbIX GainNoB Ans
nocaeayroLero otkata 06HOBAEHWUI MO KOMaHAe nosib3oBatens. MecTo coxpaHeHusa pe3epBHbIX
KOMWI 1 rnybuHa XxpaHMMOKM NCTOPUN OBHOBNEHMI 33Aat0TCA B HAacTpoMKax KoMnoHeHTa. OTkaTt
O06HOBAEHNI BbINOHAETCA Yepes yTuanTy ynpasaenuna Dr.Web Industrial gna Linux n3
KoMaHaHou ctpokn Dr.Web Ctl (3anyckaeTcs kKomaHAon drweb-ctl).

9.7.2. AprymMmeHTbl KOMaHAHOWU CTPOKM

YT06bI 3anycTnTh KOMNOHeHT Dr.Web Updater 13 koMaHAHOW CTPOKW, BbINOJAHWTE KOMaHAY:
$ /opt/drweb.com/bin/drweb-update [<napamempsi>]

Dr.Web Updater gonyckaeTt ncnonb3oBaHune ciesyoLmx napameTpos:

Mapametp OnwucaHune

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UK IMYAATOPa TEPMUHANA KPaTKOW CrpPaBKu
no VMeLLMMCS NapaMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl
KOMMOHEeHTa.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UK 3MyaaTOpa TepMUHana nHbopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-update --help

[aHHaa komaHAa BbiBeAET Ha 3KpaH KpaTkyro cnpasky komnoHeHTa Dr.Web Updater.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycmoTpeH. OH 3anyckaeTcs 4eMOHOM yrnpaBaeHus KoHpurypauwmer Dr.Web ConfigD
aBTOMaTU4ecky, Mo mepe HeobxognumocTtu. [11a ynpaBaeHua napameTpaMmm paboTbl KOMMOHEHTa,
a TaKkxXe A9 06HOBAEHWNA BMPYCHbIX 6a3 1 aHTUBUPYCHOrO fiApa No TpeboBaHMIO MNOAb3yTeCh
ymuaunton Dr.Web Ctl, npeagHasHaueHHown ana ynpasaenuna Dr.Web Industrial gna Linux n3
KOMaHZAHOW CTPOKMW.
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@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

,D,J'IFI noay4yeHuna CcripaBkn O KOMMOHEHTE U3 KOMaHAHOVI CTPOKWM BbIMOJAHUTE KOMaHAY

man 1 drweb-update.

9.7.3. MNapameTpbl KOHPUrypaLumn

KoMnoHeHT ncnonb3yeTt napamMeTpbl KOHPUrypaumm, 3agaHHble B cekunn [Update]
0bbeAnHeHHOro koHburypalmoHHoro danna Dr.Web Industrial ans Linux.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « cbaliny}

RunAsUser

{UID | ums nose3o8amens}

IdleTimeLimit

{uHmepean epemeHuy}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yka3aHo, TO UCMOJb3yeTca
3HauyeHuMe napameTpa DefaultLogLevel U3 cekuun [Root].

3HauyeHne No yMon4YaHuIo: Notice

MeTtoz BegeHna XKypHana KOMMOHEHTa.

3HayeHVe Mo yMOYaHuMIo: Auto
MyTb K McnoaHsemMomy daliny KOMMOHEHTa.

3HaueHuVe No ymonyaHuto: /opt/drweb.com/bin/drweb-
update

MNMonb3oBaTenb, OT UMEHU KOTOPOTO 3arnyckaeTcs KOMMOHEHT. Bbl
MOXeTe yKasaTb YMCA0BOM naeHTudumkatop nonssosatens (UID)
nan ero nms (noruH). Ecam nma nonb3osatena coctomt us yuodp
(1. e. noxoxe Ha uncnosoin UID), To OHO yKa3blBaeTcs €

npednKcom name :, Hanpumep, RunAsUser = name:123456.

Ecav ums nonb3oBaTens ykaszaHo HEKOPPEKTHO, paboTa
KOMMOHEHTa 3aBepLUaeTcs OWnBKON cpasy nocae nonbITKu
3anycka.

3HaueHue no YyMONYaHUIO: drweb

MakcvManbHOe BpeMs MPOCTOS KOMMOHEHTA, MO NPEBbILIEHNIO
KOTOPOro OH 3aBepLUaeT CBOO paboTy.

KoMMOHeHT 3anyckaeTcs mpu ovepesHOM O6HOBAEHUN MO
pacnuncaHunto. No okoHYaHMM OBHOBIEHWNS XAET yKa3aHHbI
WHTepBa/ BPEMEHW, U, €C/IM HOBbIX 3aMpOCOB He MOCTyMaeT, TO
3aBepLUaeT CBO paboTy A0 crefyrolweln NonbITKA OOHOBAEHHUS.
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Q’:

Mapametp

Start

{noeuyveckuti}

UpdatelInterval

{uHmepean spemeHu}

NetworkTimeout

{uHmepean epemeHu}

RetryInterval

{uHmepean spemeHu}
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OnucaHune

[Jonyctumble 3HaueHuns: oT 10 cekyHa (10s) go 30 gHel (304).
Ecam yctaHOBNEHO 3HauveHMe None, KOMNOHEHT byaeT paboTatb
MOCTOAIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He byzaet
oTnpaBfeH curHan SIGTERM.

3HauveHne No yMon4YaHumio: 10m

3anyckaTb WM He 3anyckaTb KOMMOHEHT npw 3arpy3ke Dr.Web
Industrial gna Linux. 3TOT napameTp nmeet NpruopuTeT Hag
napamMeTpom DwsUpdateEnabled.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — 3anyckaTb KOMMOHEHT npwu 3arpy3ke Dr.Web Industrial
ans Linux;

e No — He 3anyckaTb KOMMOHEHT npwu 3arpy3ke Dr.Web
Industrial gns Linux.

3HauveHne No yMOMYaHUIO: Yes

YacTtoTa NnpoBepky Hannuns 06HOBNEHWNI Ha cepBepax
obHoeneHua Dr.Web, T. e. neprog BpeMeHu, KOTOPbIA AOMKEH
NPOWTW OT NpeAbIAyLLEelN YCNeLHOW NOMbITKM MOAKIOYEHUA K
cepBepam OOHOB/EHMSA (aBTOMATMUYECKOro nan
WHULMMPOBAHHOIO MOJb30BaTeNeM) JO CAeAyroLen MomnbITKN
BbINOJHNTL OBHOBJIEHME.

3HauveHne No yMoNYaHunio: 30m

TalimM-ayT Ha ceTeBble OnepaLuy KOMMOHEHTa MPU BbIMOJHEHWM
obHoBneHui ¢ cepeepos Dr.Web.

WNcnonb3ayetca ans oxxuzaHus NpoAoKeHNs OBHOBEHWS B
cnyyae BpeMeHHOro obpbiBa coesvHeHus. Eciv obopeaHHoe
ceTeBOe CcoeanHeHWNe ByeT BOCCTaHOB/IEHO 0O UCTEYEHNS TalM-
ayTa, To OOHOBNEHWE ByAET NPOAO/IXKEHO.

He nmeeT cMbicna yKasbiBaTb BENNUMHY TaliM-ayTa bonee 75s,
T. K. 3@ 3TO BpPeMs COeANHeHNe 3aKpoeTca no TamM-ayTy TCP.

MuHManbHOe 3HayveHune: 5s.
3HauveHne No yMoNYaHuio: 60s

YacToTa NOBTOPHbLIX MOMBLITOK BbIMNOJHUTL OOHOBAEHME C
cepBepoB OOHOBNEHNA, €CIM OUepesHas MOMbITKa BbIMOJAHUTb
06HOBNEHME 3aBEPLUMIOCh HeyAauel.

[Jonyctumble 3HaueHns: oT 1 MyHYTbI (1m) 0 30 MUHYT (30m).

3HayeHne No yMOYaHMNIO: 3m
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Mapametp
MaxRetries

{yenoe yucno}

UseHttps

{Always | ResListOnly | Never}

Proxy

{cmpoka nodkaroyeHus}
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OnucaHune

KonnuectBo MOBTOPHbIX MOMbITOK BbIMOAHUTE O6HOB/IEHWE C
cepBepoB obHoBAeHNA Dr.Web (npeanpuHrMaeMbix Yepe3
NPOMEXYTKN BpeMeHM, YKa3aHHble B napameTrpe
RetryInterval), ecCin npeablayLas nonbiTka O6HOBAEHA
3aKoHuUMNach HeyAauen.

Ecav 3HaueHne napameTpa — 0, TO MOBTOPHbIE MOMbITKA
BbINOJ/JIHUTL HeyAaBLlleecsl OBHOB/IEHVE He MPOU3BOAATCA
(cnepytolee 06HOBEHWE ByAeT NMPON3BOANTLCA Yepes Nepuos,
BpPEMEHM, yKa3aHHbIV B NapameTpe Updatelnterval).

3HauveHne No yMOYaHuUto: 3

Vcnonb3osatb nan He ncnonb3osatb Npotokon HTTPS npwu
CKa4yMBaHNN OBHOBIEHWA.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Always — BCerja ncnosib3osatb npotokon HTTPS npw
CcKauyvBaHWM OOHOBEHNA.

e ResListOnly — ucnonb3oBatb npotokon HTTPS Tonbko npwu
ckauymBaHWK darina . 1st co cnmuckoM $pannoB 06HOBAEHMS.
Camu darinbl 06HOBNEHUS ByAyT CKauMBaATHCA MO NPOTOKOY
HTTP.

e Never — BCerga Ucnonb3oBaTtb Npotokos HTTP npw
CcKauyvBaHWM OOHOBIEHNA.

3HauveHVe No yMoYaHuto: ResListOnly

MapameTpbl MOAKNOUEHMS K MPOKCU-CEPBEPY, KOTOPbIA
Mcnosb3yeTcs KOMNOHeHTOM obHoBneHu Dr.Web Updater gns
noakatoyeHns K cepeepam obHoBaeHnin Dr.Web (Hanpumep,

€C/IN HeMOCPEACTBEHHOE MOAK/IHOUEHME K BHELUHM CepBepam
3anpeLyeHo noanTMkamm 6e30MnacHoOCTY CeTu).

Ecnv 3HaueHve napameTpa He 3ajaHo, TO MPOKCU-CepBep He
NCMOb3yeTCA.
Bo3MoOXHble 3HauUeHus:

<CMpPOKa NOOK/IKOYEHUs > — CTPOKa MOAKAFOUEHNA K MPOKCU-
cepBepy. VimeeT cneayrowmii dopmat (URL):

[ <npomokon>://] [ <nonb308amesb>: <napose>@]
<xocm>:<nopm>

rae:

e <NPOMOKOJI> — TWM UCMOJb3yeMOro NPOTOKOAA (B TeKyLLen
BEpPCUM JOCTYMEH TONbKO http);

e <N0/1b308aMesb> — NMs NOJIb30BATENS /1 NOAKNOUEHNS K
npoKcu-cepBepy;

e <NApo/ib> — Napob A8 NOAKJIHOYUEHUSA K MPOKCU-CEPBEPY;
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OnucaHune

e <xocm> — ajpec y3/1a, Ha KOTOPOM paboTaeT NpoKcK-cepBep
(IP-agpec nam nmsa gomeHa, T. e. FQDN);

e <nopm> — WUCMNONb3yeMbI NOPT.

Yactn URL <npomokos> v <nose3o8ameso>:<naposo> MOTyT
OTCyTCTBOBaTb. Apec NPOKCK-CePBEPA <XOCM >:<nopm>
ABNAETCA 0653aTeNbHbIM.

Ecin nma nonb3osatens nav napoab Cofep>at CUMBOAbI @, $
WAN :, TO UX CnegyeT 3aMeHUTb Ha cooTeeTcTByrowmne HEX-koabl:
%40, 525 1 $3A COOTBETCTBEHHO.

Mpumeps:
1. B darine koHdurypaymm:

e [losKkNtOUEHMEe K NPOKCN-CEPBEPY Ha Yy3/1e
proxyhost.company.org Ha nopT 123:

Proxy = proxyhost.company.org:123

e [logkntoueHne K NPOKCU-cepBepy Ha y3ne 10.26.127.0
Ha nopT 3336, ncnoab3ysa npotokon HTTP, oT nmeHn
noJsib3oBaTtensa legaluser C MapoJeM passw:

Proxy =
http://legaluser:passw@10.26.127.0:3336

e [logkntoueHne K NPOKCU-cepBepy Ha y3ne 10.26.127.0
Ha NopT 3336 OT MMEHW NoJib30BaTeNA
user@company.com C MapoJieM passws123:

Proxy = user%40company.com:passws25123%
3A@10.26.127.0:3336

2. 3ajaHue Tex XKe caMbIX 3HaYEHUIN C MOMOLLbH KOMaH/bl
drweb-ctl cfset:
# drweb-ctl cfset Update.Proxy
proxyhost.company.org:123
# drweb-ctl cfset Update.Proxy
http://legaluser:passw@l10.26.127.0:3336

# drweb-ctl cfset Update.Proxy user%
40company.com:passw%25123%3A0@10.26.127.0:3336

3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)

Nms daiina, KoTopbI He ByaeT 0BHOBAATHCA KOMMOHEHTOM
obHoeneHn Dr.Web Updater.

Mo>KeT MMeTb CMMCOK 3HaYeHMWI. 3HaueHus B Crincke
YKa3blBarOTCA Yepes 3anaTyro (KaXZoe 3HaueHne B KaBbluKax).
[JonyckaeTcs NOBTOpeHWe napamMeTpa B cekuun (B 3TOM cydae
BCE 3HaYeHWs OOBEANHAIOTCA B €AMHBIA CMNCOK).

Mpumep: JobaBuTb B cnncok dGanabl 123 .vdb 1 456.dws.

1. [obaBneHune 3HaYeHU B Gaiin KOHPUrypaLmu.

e /lBa 3HaYeHMs B OAHOWN CTPOKE:

[Update]
ExcludedFiles = "123.vdb", "456.dws"
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Mapametp

BaseUpdateEnabled

{noeuyveckuti}

BaseDrlDir

{nyme kK kamanozy}

BaseCustomDrlDir

{nyme Kk kamanozy}

VersionUpdateEnabled

{noeuyveckuti}
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e [IBe CTPOKW (MO OAHOMY 3HAYEHMIO B CTPOKE):

[Update]
ExcludedFiles = 123.vdb
ExcludedFiles = 456.dws

2. [dobaBneHne 3HaUeHU C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset Update.ExcludedFiles -a
123.vdb
# drweb-ctl cfset Update.ExcludedFiles -a
456.dws

3HauveHMe No yMonyaHuio: drweb32.1st

Pa3pELIJI/ITb VAW 3anpeTnTb 0b6HOB/IEHME BUPYCHbIX 6a3 u
AHTUBUPYCHOTO A4pa.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — OOHOBJ/IEHMEe pa3peLleHo 1 ByAeT NPpon3BOAUTLCS;

e No — OBHOB/EHME He pa3peLleHOo U He ByaeT NPOU3BOAUTLCS.
3HauveHne No yMOMYaHUIO: Yes

MyTb K KaTanory, xpaHswemy Gannbl AN NOAKAHOUYEHUS K

cepBepam M3 CTaHAAPTHOM 30HbI OOHOB/IEHWS, NCMO/Ib3yeMbIM
ANA 06HOBNEHNA BUPYCHBIX 633 1 aHTUBMPYCHOTO AApa.

3Ha4yeHue no
YMOYaHUIO: /var/opt/drweb.com/drl/bases

MyTb K KaTanory, xpaHawemy danbl a5 NOAKIOUYEHWS K
cepBepamM 0co60W («<KAMEHTCKOW») 30HbI OBGHOBAEHUS,
NCMOb3yeMbIM /15 OBHOBIEHUS BUPYCHbIX 6a3 1
aHTVBMPYCHOTO Agpa.

Ecnm B KaTanore, Ha KOTOpPbIV yKa3biBaeT NapaMeTp, MeeTcs
HenycToW NoAnucaHHbIn daiin cnucka cepeepos (dain .drl),
TO 0OOHOB/EHME BEAETCA TObKO C 3TVX CEPBEPOB, a CepBepbI
OCHOBHOM 30HbI (CM. BbILLE) HE UCMOb3YIOTCA AN8 OOHOBAEHA
BUPYCHbIX 6a3 1 aHTUBUPYCHOTO Agpa.

3HayeHne No yMoN4YaHuio: /var/opt/drweb.com/custom-
drl/bases

Pa3pelmnTb Uan 3anpeTuTb 06HOBAEHNE BEPCUIN KOMIOHEHTOB
Dr.Web Industrial gns Linux.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — OOHOBJ/IEHMEe pa3peLleHo 1 ByAeT NPpon3BOAUTLCS;
e No — OBHOB/EHME He pa3peLleHo U He ByaeT NPOU3BOAUTLCS.

3HauveHne No yMOMYaHUIO: Yes
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VersionDrlDir

{nyme kK kamanozy}

BackupDir

{nyme Kk kamanozy}

MaxBackups

{yenoe yucno}
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MyTb K KaTanory, xpaHswemy Gannbl AN NOAKAHOUYEHUS K
cepBepam, UCMOJb3yeMbIM A5 OOHOBEHWS BEPCUIA
komnoHeHToB Dr.Web Industrial gns Linux.

3Ha4yeHve no
yMOYaHuO: /var/opt/drweb.com/drl/version

MyTb K KaTasory, B KOTOPbI COXPaHAOTCSA CTapble BEPCUM
06HOBAsIEMbIX GaNIOB /18 BO3MOXHOCTM OTKaTa OOHOBEHWIA.
Mpu KaXkaoM 0BHOBIEHMM COXPaHAIOTCA Pe3epBHble KoMK
TO/IbKO OGHOBNEHHBIX Painos..

3HauveHMe No yMonvaHuio: /var/opt/drweb.com/backup

MakcrmanbHOe KONMYECTBO COXpaHAeMbIX NpeAblAyLLUX BepCUii
obHoBAseMbIx dGalinoB. Mpy NPeBbILLIEHNN 3TON BENNYMHI
camas cTapas Konus ygansetcs npu oyepesHOM OOHOBAEHMN.

Ecnv 3HaueHne napameTpa — 0, TO npeabiayuine sepcumn
q)al‘/lIJ'IOB ANnA BOCCTaHOBJ/IEHNA HE COXPaHAROTCA.

3HauveHne No ymon4vaHuto: 0
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9.8. Dr.Web ES Agent

AreHT LeHTpanm3oBaHHoM 3awmTbl Dr.Web ES Agent npeaHasHaueH ans nogkaroyeHma Dr.Web
Industrial ans Linux Kk cepBepy LleHTpaA130BaHHOM 3aLLUTbI.

Koraga Dr.Web Industrial gns Linux noakitoueH K cepBepy LieHTpaanM3oBaHHOW 3awmTbl, Dr.Web
ES Agent CMHXPOHU3MpPYET NNLEH3NOHHbBI KNH0YEeBOW daria C KaovaMu, XpaHAWMMICa Ha
cepBepe LeHTpanan3oBaHHOM 3awwunTbl. Kpome Toro, Dr.Web ES Agent nepepsaet Ha cepBep
LLleHTPaM30BaHHOW 3aLLUMTbl, K KOTOPOMY OH MOAKAOYUEH, CTaTUCTUKY UHLMAEHTOB, CBA3aHHbIX C
BpesOHOCHbIM MO, nepeyeHb 3anyLLeHHbIX KOMMOHEHTOB U UX COCTOSHME.

Takke Dr.Web ES Agent BbinosHseT 06HOBAeHNe BUPYCHbIX 6a3 Dr.Web Industrial gns Linux
HenocpeaCTBEHHO C MOAKNOYEHHOrO cepBepa LLeHTpaM30BaHHOM 3aLLmTbl, MUHYS KOMMOHEHT
obHoBneHns Dr.Web Updater.

9.8.1. MpuHUMNbI paboThbl

KomnoneHT Dr.Web ES Agent ocyLecTBaseT NOAKAOUYEHME K CEPBEPY LEeHTPaAN30BaHHOM
3aLLMTbl, KOTOPbIN NO3BONSET aAMUHUCTPATOPY CETW peann3oBaTb Ha BCEM MPOCTPaHCTBE CeTU
€A VHYI0 MONNTMKY 6e30MacHOCTH, B YaCTHOCTW, HAaCTPOUTb Ha BCeX paboumx CTaHUmMaX v
cepBepax CeTU OANHaKOBble CTpaTernm NpoBepkn Gannos 1 Apyrux obbekTos GannoBowv
CUCTEMbBI W peakummn Ha 0bHapy>KeHHble yrpo3bl. Kpome Toro, cepBep LeHTpasn30BaHHOM
3aLLMTbl BbINMOJHAET B paMKax 3alluiLiaeMoun ceT GyHKLMN BHYTPEHHErO cepBepa 06HOBEHNN,
Urpas poab XpaHWIMLLA aKTyalbHbIX BUPYCHbIX 6a3 (OBHOBAEHWE B 3TOM C/lyyae NpOnN3BOAUNTCS
yepes Dr.Web ES Agent, Dr.Web Updater He ncnonbsyetcs).

Mpwn nogkatoueHnn Dr.Web ES Agent k cepBepy LeHTpann30BaHHOW 3aLUMTbl areHT
obecneunBaeT npuem OT cepBepa akTyalbHOW BEPCUN HAacTPOeK NPOrpaMMHbIX KOMMOHEHTOB U
JMLEH3MOHHOTO K/II04eBOro dania, KoTopble OH NepejaeT AeMOHY yrpaBieHna KoHburypaumen
Dr.Web ConfigD ans npumeHeHUs K yrnpasaseMbiM KOMNOHeHTaM. Kpome Toro, oH MoxeT
NPUHUMATb OT CepBepa LeHTPaIM30BaHHOM 3alUnTbl 3a4aHNsA Ha NPOoBepPKY 06bekToB GansioBou
cucTeMbl Ha paboyer cTaHUUK (B TOM YMCae NO pacnumcaHunio).

Dr.Web ES Agent cobupaet n otnpasaseT Ha cepBep, K KOTOPOMY OH MOAKAFOYEH, CTaTUCTUKY
06Hapy>XeHUs Pa3NNYHBIX YTPO3 M MPUMEHEHHbIX AENCTBUNA.

Ona nopgknroueHna Dr.Web ES Agent k cepBepy LieHTpanvM30BaHHOW 3alLmTbl TpebyeTca MMeTb
naposb 1 naeHTndmKaTop y3na («paboyen cTaHUUU» B TEPMUHAX CepBepa LeHTpaan3oBaHHOW
3alunThI), @ Takke Gann nybanyHoro katoya WmdpoBaHMa, NCMONb3yEMOro CEPBEPOM ANA
NOATBEPXAEHMA ero NOANMHHOCTU. BMecTo naeHTndmKaTopa CTaHLUM MOXHO yKa3aTb Nnpu
NOAKNOYEHUN NAEHTUOUKATOP OCHOBHOW 1 TapudHOW rpynn, B KOTOPble CTaHL MO HEOH6X0AMMO
BK/IHOUUTb Ha cepBepe. Tpebyemble naeHTUdUKaTopbl U darn Ny6aMYHOro Katoua MOXHO
NONyYnTb Y aAMUHNCTPATOPA, YNPaBAAIOLLErO aHTUBMPYCHOWM 3aLUUTOM CETU Yepe3 cepBep
LLleHTPaAn30BaHHOW 3aLLMTbI.
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Kpome Toro, k cepBepy LIeHTPaAN30BaHHON 3aLLMTbl MOXHO MOAKIOUYNTb 3aLULLAEMbIV Y3en
(«pabouyto CTaHLMIO») B peXUME «HOBUYOK», €CIN JaHHas BO3MOXHOCTb pa3pelleHa cepBepoM
LleHTPaNn30BaHHOM 3alUmWTbl. B 3TOM c/lyyae nocsie Toro, Kak aZiMMHUCTPATOP NOATBEPAMNT 3asiBKY
Ha NOAK/OYEHMNEe CTaHLUK, CepBep LIeHTPasIM30BaHHOM 3aLlMTbl aBTOMATUYECKW CreHepupyeT
A1 y371a HOBble MAEHTUdMKATOP M NapoJib U OTNPABUT UX areHTy A/ UCMO/Ib30BaHNUsA Npu
nocaesyoLWmX NOAKAOYEHNSX.

9.8.2. AprymMmeHTbl KOMaHAHOWU CTPOKMU

Yto6bI 3anycTUTb KOMNOHeHT Dr.Web ES Agent 13 KOMaHZAHOW CTPOKMW, BbINOJAHUTE KOMaHAY:
$ /opt/drweb.com/bin/drweb-esagent [<napamempsi>]

Dr.Web ES Agent gonyckaeTt ncnosib3oBaHne CAeAyroLLInX NnapaMeTpoB:

Mapametp OnwucaHune

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UAW 3MYAATOPa TePMUHaNa KPaTKOW
CNpaBKW MO MMEeRLLIMMCS NapaMeTpam KOMaHAHOMW CTPOKW U 3aBepLueHne paboTbl
KOMMOHEeHTAa.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UK 3MyadTOopa TepMUHana nHbopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-esagent —--help

[laHHas komaHAa BbIBeAeT Ha dKpaH KpaTKyto cnpaBky komrnoHeHTa Dr.Web ES Agent.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HenoCcpeACcTBEHHO M3 KOMaHAHOW CTPOKM He
npesycMoTpeH. KOMMNOHeHT 3anyckaeTca aBTOMaTUYecKy, Npu cTapTe onepaLMoHHON CUCTEMBI,
AeMOHOM ynpasaeHusa koHourypaumen Dr.Web ConfigD. [lna ynpaBaeHua napameTpamu paboTsbl
KOMMOHEHTa, a Takxe ana nogknrouenns Dr.Web Industrial gna Linux k cepeepy
LleHTPaAn30BaHHOW 3alUuTbl ncnoab3ymnte ytmanty Dr.Web Ctl, npegHa3HauyeHHyto Ans
ynpasneHusa Dr.Web Industrial gns Linux n3 komaHAHOM CTPOKMU.

@ [na 3anycka ytmuautel Dr.Web Ctl ncnonbsyiite komaHay drweb-ctl.

[ns nonyyeHns cnpaBki O KOMMOHEHTE U3 KOMaHAHOW CTPOKMW BbIMOJAHUTE KOMaHAY
man 1 drweb-esagent.
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9.8.3. MNapameTpbl KOHPUrypaLunmn

KomnoHeHT ncnonb3yeTt napameTpbl KOHGUrypauum, 3agaHHble B cekunn [ESAgent ]
0b6beAnHeHHOro kKoHburypalmoHHoro danna Dr.Web Industrial ans Linux.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log

{mun xypHana}
ExePath
{nyme « cbaliny}
MobileMode

{On | Off | Auto}

Discovery

{On | Off}

OnucaHue

YpoBeHb N0APOOHOCTY BeAEHNSA XXypHana KOMMOHEHTa.

Ecnn 3HaueHme napameTpa He yka3aHO, MCNOAb3yeTCa 3HaYeHne napameTpa
DefaultLogLevel 13 cekunn [Root].

3HaueHune No ymonyaHuto: Notice

MeTtoz BeaeHVA XXypHana KOMMOHEHTa.

3HaueHVe Mo yMoaYaHuo: Auto
MyTb K ncnonHsemomy daiiny KOMMOHEHTa.
3HayeHVe No ymon4aHuo: /opt/drweb.com/bin/drweb-esagent

Vicnonb3oBaTtb Wan He ncnonb3oBaTh MOBUAbLHBIA pexnm Dr.Web Industrial
415 Linux npy noakatoueHnn K cepBepy LeHTPasM30BaHHOM 3alLnThl.

Jonyctnmble 3HaYeHns:

e On — UCMNO/Jb30BaTb MOOW/IbHBIA PEXNM, EC/IV OH pPa3peLleH CepBEPOM
LEeHTPaNN30BaHHOW 3alLmMTbl (yCTaHaBAMBaTb OOHOBNEHMS C CepBEPOB
06HOBAEHNIA KOMMaHWK «[JokTop Beb» ¢ nomouwbto Dr.Web Updater);

e Off — He UCMO/Ib30BaTh MOBWJIbHBIA PEXIMM, OCTaBaTLCs B PeXMME
LieHTPaIM30BaHHOM 3aluThl (BCerga nosyyats 06HOBIEHUS TONBKO C
cepBepa LeHTpaan30BaHHOM 3aLLuThl);

e Auto — MCMO/b30BaTb MOOWABLHbBIV PEXMM, €CIN OH pPa3peLLeH CepBepPOM
LileHTPaNn30BaHHOW 3aLLuThl, @ OOHOBEHWS YCTaHaBANBATb Kak C CEPBEPOB
obHoBNEeHWU KoMnaHun «[lokTop Beb» ¢ nomouubto Dr.Web Updater, Tak u
C cepBepa LeHTpasM30BaHHOM 3aLLMThl, B 3aBUCMMOCTM OT TOTO, Kakoe
coefjMHeHVe AOCTYMHO W Ka4eCTBO Kakoro COejHeHNs ayyLle.

| MoBeseHWe JaHHOTO NMapaMeTpa 3aBUCUT OT pa3peLLeHNi
: Ha cepBepe: ecv MOBW/IbHbIV PEXMM Ha UCMO/Ib3yeMOM

cepBepe He paspeLleH, TO NapameTp He UMEeEeT HUKAKOro

addekTa.

3HaueHue no yMOAYaHWUKO: Auto

Pa3pelnTb WK 3aNpeTuTb areHTy NpUHMMaTh discovery-3anpochl OT
MHCMeKTopa CeTn, BCTPOEHHOTO B CEPBEP LIEHTPaIM30BaHHOM 3aLLWTbI
(discovery-3anpochl NCMONb3YHTCS MHCMEKTOPOM NS MPOBEPKN CTPYKTYPbI U
COCTOSIHUSI @HTVMBMPYCHOMN CETK).
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Mapametp

UpdatePlatform

{HazseaHue nnamgopmel}

DebuglIpc

{noeuyveckuti}

DebugConfig

{noeuyeckuti}

SrvMsgAutoremove

{yenoe yucno}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnuncaHue

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e On — pa3peLlaTtb areHTy NprHMMaTh N 0bpabaTbiBaTb discovery-3anpochi;

e Off — 3anpeTuTb areHTy NpUHMUMaTh U obpabatbiBaTb discovery-3anpochl.

| [aHHbIV napamMeTp UMEET NPUOPUTET Haj HaCTPOMKamM
: cepBepa LEeHTPasIM30BaHHON 3aLLMTbl: €C/IN YKa3aHo

3HaueHuve Of £, areHT He ByaeT NnpuHUMaTh discovery-
3anpocsl, faxe ecau 3Ta GyHKLUUSA BKAKOUEHA Ha CepBepe.

3HayeHVe No yMONYaHWto: On

Ob6o03HaueHVe NnaTopmbl, 418 KOTOPOW areHT byaet noayyaTb ¢ cepBepa
LLleHTPaNn30BaHHOW 3aluTbl OOHOBIEHWSA A8 @HTUBUPYCHOTO AApa.

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e ana GNU/Linux: unix-1linux-32, unix-linux-64-engine64, unix-
linux-aarch64, unix-linux-e2k, unix-linux-e2k-engineo64,
unix-linux-mips, unix-linux-ppcodle,

e ans FreeBSD: unix-freebsd-32, unix-freebsd-64-engine64;

e ana Darwin: unix-darwin-32, unix-darwin-64-engine64, unix-
darwin-aarch64.

ii HactosTenbHo He peKoMeHAYeTCs U3MEHSATb 3HaUeHNe
: napameTpa, eCn Bbl HE YBEPEHbI, UTO 3TO AENCTBUTENBHO
HeobxoAnMo.

3HaueHVe No ymoa4YaHuto: 3agucum om ucnoas3yemoli naamgopmel

BkarouaTb MM He BKIOYATb B XKypHaN Ha OT1af04YHOM ypOBHe (Mpu
LogLevel = DEBUG) noapobHble coobuieHms IPC (B3anmogelicteume
Dr.Web ES Agent n gemoHa ynpasneHuns koHdurypaumer Dr.Web ConfigD).

3HayeHVe No yMoa4aHuto: No

[o6aBnatb nan He 406aBAATb B XXypHaN MHPOPMaLIMIO O HacTPOMKax,
MOJyYEHHBIX OT CepBepa LieHTPaan30BaHHOW 3aLluThI.

3HayeHVe No yMoa4aHuto: No

Cpok xpaHeHusa coobeHuii. o 3aBepLUeHMN yKazaHHOro Cpoka coobLyeHns
ypansarotca u3 6asbl.

[Jonyctumble 3HaueHus: oT 1 Hegenn (1w) Ao 365 aHel (3654d).
3HaueHVe NapamMeTpa yKkasblBaeTcs B BUAE LeNoro yncia ¢ cyphukcom s, m,

h, d, w.

3HaueHne No yMoNYaHuto: 1w
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9.9. Dr.Web MeshD

KomnoneHT Dr.Web MeshD npeacrtaBaset coboi areHT, BKAHOYAKOLLNIA y3eN C YCTaHOBAEHHbIM
Dr.Web Industrial ans Linux B «10KasbHOe 06/1aKk0», 06beAnHSAIOLEE Y3/bl, HA KOTOPbIX
ycTaHoBAeHbl NpoaykTbl Dr.Web ans Unix. JaHHoe ob6aako no3BoaseT ogHUM y3nam obnaka
MONYYUTb JOCTYN K CKaHVPYIOLWEMY A4pY APYrvX, APYrMMY CIOBaMK, BOCMO/b30BaTbCA YCYrou
no nposepke ¢annos.

[ns obbeanHeHMA y310B C ycTaHOBAEHHbIMU NpoaykTamun Dr.Web ana Unix B coctaBe Kaxkgoro
y31a AOKEH NPUCYTCTBOBaTb KOMMNOHeHT Dr.Web MeshD, o6ecneuvBatowmii BKAOUEHWE 3TOro
y3/1a B 0bnako. [NoaHoMoums y3na B pamkax obnaka 1 BO3MOXHOCTM 061aKa, Crnob3yemble
y3/10M, TMBKO peryanpyroTca HacTpokamm komnoHeHTa Dr.Web MeshD.

O6MeH AaHHbIMY C APYrMMU y31aMu obiaka NPOU3BOAUTCS MO 3alLMLLEHHOMY KaHany SSH.

9.9.1. MpuHUMNbI paboThbl

B aTom pasaene

e TuUMbl NOAKJHOYEHN

e PexxrMbl paboThl

e Yayru
o YaaneHHoe ckaHvpoBsaHue danaos (Engine)

o [lepesayva dannos Ha nposepky (File)

o [1poBepka URL (Url)

Dr.Web MeshD wurpaet posb nocpeaHuka, obecneunBatoLLero B3aMMOAENCTBME MEXAY Y3/10M, Ha

koTopom yctaHoBaeH Dr.Web Industrial gna Linux, n gpyrumm yanamm obnaka.

Tunbl noagkAOUEHUNA
Mpn pabote Dr.Web MeshD ncnosb3yeT noagkAtOUEHMA CleayOLLMUX TUMOB:

e KnueHmckue (cepsucHsie) ncnonbsytotca Dr.Web MeshD gna nogxatouennsa kK Hemy apyrux
y310B obnaka, KOTopble ABAAOTCA KAMEHTaMW YCAyT, MPeAoCTaBASEMbIX JaHHbIM Y3/10M.

@ KomnoHeHTsl Dr.Web Industrial gns Linux, paboTaroLme Ha y3ne v MCnosib3ytoLme yCayru,

: npezocTaB/ieHHble obaakoM, nogkntoyatotcs kK Dr.Web MeshD, paboTatowuii Ha 3ToM xe
y37e, yepes nokanbHbIi Unix-cokeT. KaneHTCKoe NoAK/IoYeHMEe NPU 3TOM He
NCMOb3yeTCs.

e [lapmHepckue (0OHopaHzo8ble) ncnonb3ytotca Dr.Web MeshD ansa Bzanmogencreus ¢
paBHOMpPaBHbIMU (B paMKax HEKOTOPOW ycayru) y3namun-naptHepamu obnaka. O6bluHO
Nnofo6HblE TOPM30HTa/bHbIE CBA3M NCMOJIb3YOTCA AN MacITabmupoBaHMA 1 pacnpeseneHuns

Harpysku npu B3aVIMOAeVICTBVIM c obnakom, a Takxe CUHXPOHM3aUNMN COCTOAHMA Y3/10B obnaka.
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e Bocxodauwjue ncnonbsyrotca Dr.Web MeshD ans nogkntoueHus 4aHHOrO y31a B POAW KAMEHTa K
y3nam obnaka, NpesocTaBAfOLWNM YCayrK (HanpuMep, nepegaya GanioB Ha MPOBEPKY U T. 4.).

Vcnonb3oBaHre NOAK/IOUEHNIA BCEX TPEX TUMOB HaCcTpamnBaeTCca A/ pa3HbIxX yciyr obiaka
He3aBMCUMO Apyr OT Apyra. [1pn 3TOM OAMH M TOT Xe y3en MOXeT BbITb HACTPOEH Kak cepBep A/
06CNy>KMBaHUA KJIMEHTCKMX 3aMpPOCOB B pamKax ogHon ycayru (Hanpumep, npoepku URL) 1 kak
KNMEHT — B paMKax ApYron ycayru (Hanpumep, yaaneHHOro ckaHMpoBaHus Gpainnos).

B pamkax obnaka y3abl OCyLLEeCTBASAIOT B3aMMOAENCTBME MO 3aLMLLEHHOMY NpoTokoay SSH, T. e.
BCE CTOPOHbI B paMKax KaXk4oro Mexy3noBOro B3auMoAencTBMSA Bcerga B3aMMHO
ayTeHTUdUUMpPOBaHbl. ns ayTeHTUGUKALMM UCNOb3YHOTCS Y310Bble Katouu (host keys) cornacHo
RFC 4251 . KnmeHTcKoe NoAKAoUeHMe OT I0KaNbHOTO KOMMOHEHTa BCerja cumtaercs
[AOBEPEHHbBIM.

Pe>xnmbl paboTbl

Dr.Web MeshD moxeT paboTaTtb Kak B pexxMMe AeMOHa, Tak 1 3anyckaTbCa Mo 3anpocam oT
Apyrnx komnoHeHToB Dr.Web Industrial gns Linux, pacnonoXeHHbIX Ha 1oKaabHOM y3ne. Ecim
Dr.Web MeshD HacTpoeH Ha 0bcny>knBaHme KIMEHTCKMX NOAKAOYEHWUI (NapameTp
ListenAddress He NyCT) N aKTMUBMPOBaHa BO3MOXHOCTb OKa3aHus XOTa Obl O4HOW U3 YCAYT,
Dr.Web MeshD 3anyckaeTtca kak AeMOH M XAeT NOAKNHOUYEHWNS CO CTOPOHbI KANEHTOB.

Ecnm Dr.Web MeshD He HacTpoeH Ha 06cy>XMBaHNE KIMEHTCKUX MNOAKAKOUYEHMI (MapamMeTp
ListenAddress MycT) 1 3anNpocbl K HEMY OTCYTCTBYIOT B TeUYeHME Nepnoaa BPeEMEHN,
yKa3aHHOro B napametpe IdleTimeLimit, paboTa KOMMNOHEHTa aBTOMATUYECKN 3aBepLLAETCS.

Ycnyru

YpaneHHoe ckaHupoBaHue ¢annoB (Engine)

[JaHHas ycnyra nossonseT ucnosb3osaTb Dr.Web Scanning Engine ana npoBepku yaaneHHbIX
dannoB.: y3nbl, paboTaroLime B pOAN KAMEHTOB, OTNPaBAAIOT Gai/ibl Ha MPOBEPKY Ha CEPBEPHbBIN
y3e/, a cepBepHble y3/bl MPeAOCTaBAAIOT yCAYry No npoBepke GpaiioB, OTNPaBAEHHbIX
KANEHTCKMMM y3namMu. TUMOBble HaCTPOWKMN KINEHTa CeaytoLme:

[MeshD]
EngineChannel = On

EngineUplink = <adpec cepsepa>
ListenAddress =

Iﬁay3ne,BunonHﬂKnueM POJIb NOKaNbHOTO CepBepa CKaHMpPOBaHWA, 3ajaHbl cnegyrouimne
HaCTPOWKW:
EngineChannel = On

EngineUplink =
ListenAddress = <adpec>:<nopm>
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3aecb <adpec cepeepa> B BOCXOAALLEM COEAMHEHUN KAMEHTA JOIKEH YKa3blBaTb Ha Te <adpec>
n <nopm>, KOTOPble UCMOJb3YHOTCH CEPBEPHbLIM Y3/10M A5l OPraHm3aLMm KIUEHTCKMX
NOAKIHOUEHUIN.

Mepepaua ¢pannos Ha nposepky (File)

[aHHasa QYyHKLMOHaNbHOCTb He ncnosib3yetcs (PyHKLUUA YAaNeHHOro CKaHMPOBaHNA OKa3blBaeTCs
B pamkax ycayru Engine).

Mposepka URL (Url)

[aHHasa ycnyra npegHasHaveHa ana nposepkn URL Ha NpuHagneXXHoOCTb K MOTeHLMaNbHO
OracHbIM N HeXKeslaTe/IbHbIM KaTeropuaM: y3/ibl, BbICTyNatoLLME B POJN KINEHTOB, OTMPaBAANOT
URL ans npoBepKkn Ha cepBepHbIN y3e. TUMoBble HaCTPONKMN KANEHTa CaeaytoLme:

[MeshD]
UrlChannel = On

UrlUplink = <adpec cepsepa>
ListenAddress =

Ha y31€, BbICTyNnakoWeEM B KayecCTBe CcepBepa AN4 NPoBEPKK URL, 3ajaHbl cnegyrouine HaCTpOl‘/JIKl/Ii
UrlChannel = On

UrlUplink =
ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepa> B BOCXOAALLEM COEANHEHUM KNNEHTA AOMKEH YKa3blBaTb Ha Te <adpec>
N <nopm>, KOTOPbIE NCMOb3YHOTCA CEPBEPHBLIM Y3/I0M A5l OPraHu3aLmm KINEHTCKUX
NMOAK/IHOUEHUI.

9.9.2. AprymMmeHTbl KOMaHAHOW CTPOKMU

Yto6bI 3anycTUTb KOMMNOHEHT Dr.Web MeshD v3 KOMaHAHOW CTPOKW, BbINOJAHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-meshd [<napamempeol>]

Dr.Web MeshD pgonyckaet ncnosb3oBaHue caeayroLmnx napaMeTpoB:

Mapametp OnucaHune

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOAM MM 3MYAATOPa TeEPMUHANa KPaTKOW CNpaBKu Mo
NMeRLLMMCS NapaMeTpam KOMaHZAHOM CTPOKU U 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuii BapuaHT: —~h
AprymeHTbl: Het

--version HasHaueHwne: BbiBOA Ha 3KpaH KOHCOAM UK 3MyAaTOpa TepMuHana nipopmaunm o
BEPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v
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AprymeHTbl: Het

Mpumep:

KomnoHeHTbl Dr.Web Industrial ana Linux

$ /opt/drweb.com/bin/drweb-meshd --help

[aHHaa KomMaHAa BbiBeAET Ha 3KpaH KpaTKyro cnpaBky koMmnoHeHTa Dr.Web MeshD.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXume HernoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeCckn JEMOHOM yrnpaBaeHNa KoHdurypawmein
Dr.Web ConfigD npun HeobxogumocTtu. [1aa ynpaeaeHusa napameTpamu paboTbl KOMMOHeEHTa
ncnonbsymnte ytuamty Dr.Web Ctl, npeaHasHaueHHyto ans ynpasaenuns Dr.Web Industrial gns

Linux 13 KOMaHZAHOW CTPOKM.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAy
man 1 drweb-meshd

9.9.3. NMNapameTpbl KOHPUrypaLumn

KomnoHeHT ncnonb3yeTt napaMeTpbl KOHGUIypauun, 3agaHHble B cekKumm [MeshD]
0b6beAnHEeHHOro KoHburypalumoHHoro danna Dr.Web Industrial ans Linux.

BCGKMMM npeacraBieHbl chefyrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log

{mun xypHana}
ExePath

{nyme « ¢baliny}
IdleTimelLimit

{uHmepean epemeHu;}

OnuncaHue

YpoBeHb N0APOBHOCTY BeAEHNSA XXypHala KOMMOHEHTa.

Ecnan 3HaueHre napameTpa He yka3aHO, NCMOAb3yeTCa 3HaUeHne
napameTpa DefaultLogLevel 13 cekuun [Root].

3HaueHne No ymonyaHuto: Notice

MeToz BeaeHVA XXypHaia KOMMOHEHTa.

3HauyeHne Mo yMOAYaHMIo: Auto
MyTb K ncnonHsemomy daiiny KOMMOHEHTa.
3HayeHue No yMoA4aHuto: /opt/drweb.com/bin/drweb-meshd

MakcrmanbHoe BpeMs NMPOCTOS KOMMOHEHTA, NMPW NMPEBbILLIEHNN
KOTOPOro OH 3aBepLUaeT CBOH paboTy.

PyKOBOACTBO noJsib3oBarena
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Mapametp

DebugSsh

{noeuyveckuti}

ListenAddress

<IP-adpec>:<nopm>

DnsResolverConfPath
{nyme k ¢paliny}
DiscoveryResponderPort

{Homep nopma}

FileChannel

{on | off

FileUplink

KomnoHeHTbl Dr.Web Industrial ana Linux

OnuncaHue

[Jonyctumble 3HaueHus: oT 10 cekyHz (10s) go 30 gHen (304d).

Ecnun yctaHoBNEHO 3HauveHMe None, TO KOMMOHEHT byzeT paboTatb
MOCTOSIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He ByZeT oTnpasieH
curHan SIGTERM.

3HayeHVe No ymMon4aHuto: 10m

CoxpaHATb WK He COXpaHATb B XXypHase coobLieHns npotokona SSH
(ucnonb3yetca ANA nepefaun COOBLLEHNI U AaHHbIX), MONYYEHHbIX U
oTnpae/ieHHbIX KOMMNoHeHToM Dr.Web MeshD, paboTatoLwum Ha
[aHHOM Yy3/1e, eCv YCTaHOB/IEH YPOBEHb NMOAPOBHOCTU XypHana
LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

CeTeBOW COKeT (aZpec v NMOPT) KANEHTCKOTO MOAK/IHOYEHMS, Ha
KOTOPOM KOMMOHEHT OXWZAAeT NOCTYNIeHWUs COeJUHEHUI OT Y3108
ob1aka, ABAAIOLMXCA KINEHTaMW YCayr, NPeAoCTaBaseMblX AaHHbIM
y3/710M obnaka.

UT06bI KOMMOHEHT MOT MPOC/yLWKBaTL UHTEpdeiic IPv6 1 onpeaensTb
KAMeHTCKMe y3/bl obaka no IPv6, napameTtp AoskeH 6bITh
0653aTeNbHO YCTaHOB/EH.

Ec/v 3HaueHue He 3a4aHo, TO KOMMOHEHT He NMPVHUMAET 3anpochk! OT
K/MEHTOB.

3HauveHve No ymon4aHuto: 0.0.0.0:7090, ecin yCTaHOBAEH MakeT
drweb-scanning-server, B MPOTUBHOM C/ly4Yyae 3Ha4YeHUe He
3afaHo

MyTb Kk Ppanny Hactpoek DNS.
3HauveHVe No yMONYaHuto: /etc/resolv.cont

MopT, Ha KOTOPOM BbllecTos WMl y3en MeshD oTBeyaeT no
npotokony UDP Ha 3anpocbl KnMeHToB.

MexaHun3m diSCOVEI’y pa60TaeT TONbKO eCnn 3a4aH NapamMeTp
ListenAddress.

3HauyeHVe No yMo4YaHuto: 18008

Pa3pewwnTb nan 3anpetntb komnoHeHTy Dr.Web MeshD,
paboTatoLlemMy Ha JaHHOM y3e, MPYHUMaTb yyacTne B yciyre obMeHa
darinamu.

Ecnv 3TOT napameTp ycTaHOBJIEH B 3HaYeHMe On, TO KOMMOHEHT
Dr.Web MeshD 6yseT aBTOMaTyecku 3anyLieH AeMOHOM yrnpaBaeHus
koHurypaumeir Dr.Web ConfigD.

3HayeHVe No yMONYaHWto: On

Azpec BbiwecTtoawero y3na Dr.Web MeshD, npuHuMatoLero Ha
npoBepKy painbl € 3TOro ysna.

PyKOBOACTBO noJsib3oBarena
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Mapametp

{adpec}

FileDebugIpc

{noeuyveckuti}

EngineChannel

{on | off

EngineUplink

{adpec}

KomnoHeHTbl Dr.Web Industrial ana Linux

OnuncaHue

Bo3MO>KHbIe 3HaYeHNA:

® 3HayeHUe He yKa3aHO — CepBep ANs 3TOW yCayru He 3ajaH, u Dr.Web
MeshD He 6yzeT HM K KOMY MOAKAHYATLCA.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yzeT noaknto4atbcs K
cepBepy C yKasaHHbIM ajpecoM 1 MOPTOM.

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepeepa ycayru
onpegenstotcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnm <domeH> He ykasaH, oH bepetcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneu search u
domain B 3aBMCMMOCTM OT TOTrO, Kakoe 13 HMUX BCTPeTUTCA B danne
KOHOUrypaLumm nociesHUM.

e discover — MCKaTb aJpec BbILLECTOALLErO y3/1a C MOMOLLbO
MexaHu3Ma discovery.

3HaueHve No ymMoaYaHuto: (He 3adaHo)

BbIBOANTL MAN He BbIBOAUTL OTAAZO0UHYHO MHPOPMALMIO B XXypHan Ans
ycnyr obmeHa daiinamu, eciv ycTaHoB/IEH YPOBEHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

Pazpelwmntb nan 3anpetntb KoMnoHeHTy Dr.Web MeshD,
paboTatoLlemMy Ha JaHHOM Yy3/e, MPUHMMaTL yYacTve B ycyre
npesoCcTaBieHNsa CKaHMpPYroLLero aapa.

Ecnm 3TOT napameTp ycTaHOBJIEH B 3HaYeHMe On, TO KOMMOHEHT
Dr.Web MeshD 6yseT aBTOMaTyecku 3anyLieH AeMOHOM yrnpaBaeHus
koHurypaumeit Dr.Web ConfigD.

3HayeHVe No yMOoNYaHWto: On

Azpec Bbiwecrtoawero y3na Dr.Web MeshD, npegocraeastoLyero
YCNYri CKaHVpYyHOLLLEro aapa ANA JaHHOro y3na.

Bo3MO>HbIe 3HaYeHNA:

® 3HaYyeHUe He yKa3aHO — CepBep ANS 3TOW yCayru He 3ajaH, u Dr.Web
MeshD He 6yzeT HM K KOMY MOAKAHYATLCA.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yzeT noaknto4atbcs K
cepBepy C yKasaHHbIM ajpecoM 1 MOPTOM.

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepBepa ycayru
onpegenstotcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnn <OdomeH > He ykasaH, oH bepeTtcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneun search u
domain B 3aBMCMMOCTU OT TOTFO, Kakoe 13 HMUX BCTPeTUTCA B danne
KOHOUrypaLumm nociesHUM.

e discover — MCKaTb aJpec BbILLECTOALLErO y3/1a C MOMOLLbIO
MexaHu3Ma discovery.

PyKOBOACTBO noJsib3oBarena
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EngineDebuglpc

{noeuyveckuti}

UrlChannel

{on | off

UrlUplink

{adpec}

UrlDebuglIpc

{noeuyveckuti}
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OnucaHue
3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

BbIBOANTL MAN He BbIBOAUTL OTAAZOUHYHO MHPOPMALMIO B XXypHan Ans
YCNYri CKaHVPOBaHWA, eCNN YCTaHOB/IEH YPOBEHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

PazpelwmnTb nan 3anpetntb KoMnoHeHTy Dr.Web MeshD,
paboTatoLlemy Ha JaHHOM y3/e, NPUHUMAaTb yvacTue B ycayre
nposepku URL.

3HayeHVe No yMON4YaHWto: On

Azpec Bbiwectodawero y3na Dr.Web MeshD, nposepstowtero URL ans
AaHHOTO y3a.

Bo3MO>HbIe 3HaYeHNA:

e 3Ha4YyeHue He ykazaHo — cepsep nposepkn URL He 3asaH.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yzeTt noakntoyatbcs K
cepBepy C yKasaHHbIM ajpecoM 1 MOPTOM.

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepBepa ycayru
onpegenstotcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnm <domeH> He ykasaH, oH bepeTtcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneun search u
domain B 3aBMCMMOCTU OT TOTO, Kakoe 13 HMUX BCTPeTUTCA B danne
KOHOUrypaLumm nociaesHUM.

e discover — MCKaTb aJpec BbILLECTOALLErO y3/1a C MOMOLLbO
MexaHu3Ma discovery.

3HaueHVe No ymMoaYaHuto: (He 3adaHo)

BbIBOANTL MAN He BbIBOAUTL OTAAZOUHYHO MHPOPMALMIO B XXypHan Ans
ycnyru nposepkin URL, ecamn yctaHoB/ieH ypoBeHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

@ B TekyLwel Bepcum Dr.Web Industrial ans Linux ycnyra nepegauv dpannos Ha npoBepky File
: He ncnoab3yeTca. BMecTo Hee cnesyeT ncnonb3oBaTh YCIyry ckaHUpytoLlero sapa Engine.
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9.10. Dr.Web StatD

KomnoneHT Dr.Web StatD npesHasHaueH Ans HaKOMAEHUA CTaTUCTUKM COBbITUIN, BO3HMKAIOLLMNX B
npouecce pabotbl komnoHeHToB Dr.Web Industrial ans Linux. MonyyeHHble cobbiTuA
PEerncTpUpyroTC B MOCTOAHHOM XPaHWUAULLE WU MOTYT BbITb MNOAYYEHbI MO 3anpocy.

9.10.1. MpuHUMNBbI paboTbl

KomnoHeHT Dr.Web StatD obecneunBaeT HakomnieHWe 1 NOCTOSHHOE XpPaHeHMEe COObITUN,
nocTtynatowmx ot komnoHeHToB Dr.Web Industrial gns Linux B npouecce paboTbi.
Perncrpupytotca cobbiTMa HEOXMAAHHOTO 3aBepLUeHNs PaboTbl KOMMOHEHTa.

MpocMoTp cobbITMI 1 ynpaBaeHne uMn obecneymBaeTca KOMaHaou events yTuantbl Dr.\Web

Ctl.

9.10.2. AprymeHTbl KOMaHAHOW CTPOKU

Uto6bI 3anycTUTb KOMMOHeHT Dr.Web StatD 13 koMaHAHOW CTPOKMW, BbINOJHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-statd [<napamempeoi>]

Dr.Web StatD gonyckaeT ncnonb3oBaHune CiesyoLmx NapamMmeTpos:

Mapametp OnwucaHune

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAM MW IMYAATOPa TEPMUHANA KPaTKOW CrpaBKu
no VMeLLMMCS NapamMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl
KOMMOHEeHTa.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UAW 3MyadTOopa TepMUHana nHbopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-statd --help

JTa KOMaHAa BbIBeET Ha 3KpaH KpaTKyro crpaBKy KomnoHeHTa Dr.Web StatD.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HenoCcpeACTBEHHO M3 KOMaHAHOW CTPOKM He
npesycMoTpeH. KOMMNOHEeHT 3anyckaeTca aBTOMaTUYeCckn eMOHOM ynpaB/ieHns KOHUrypaumen
Dr.Web ConfigD npun HeobxogumocTtu. [1aa ynpaeaeHusa napameTpamu paboTbl KOMMOHeEHTa

PyKOBOACTBO noJsib3oBarena
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ncnonbsymnte ytuamty Dr.Web Ctl, npeaHasHaueHHyto ans ynpasaenus Dr.Web Industrial gns
Linux 13 KOMaHZAHOW CTPOKM.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-statd

9.10.3. NapameTpbl KOHPUrypauum

KomnoHeHT ncnonb3syeTt napaMeTpbl KOHGUIypauun, 3agaHHble B cekKumMm [StatD]
0b6beAnHeHHOro kKoHburypalmoHHoro danna Dr.Web Industrial ans Linux.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log

{mun xypHana}
ExePath

{nyme « ¢baliny}
IdleTimelLimit

{uHmepeas epemeHuy}

RunAsUser

{UID | ums nose3oeamens}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWSA XYypPHaia KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yka3aHO, NCMO/b3yeTca 3HaUeHne
napametpa DefaultLoglLevel U3 cekuun [Root].

3HauyeHve No yMoa4YaHuIo: Notice

MeTtoz BeaeHna XKypHaaa KOMMOHEHTa.

3HayeHVe Mo YyMOoYaHMIo: Auto
MyTb K McnoaHseMomy daliny KOMMOHEHTa.
3HayeHuMe No ymonyaHuio: /opt/drweb.com/bin/drweb-statd

MakcrmanbHoe BpeMs MPOCTOst KOMMOHEHTa, MO NMPEBbILLIEHNIO KOTOPOTo
OH 3aBepLUaeT CBOH paborTy.

[Jonyctnmble 3HaueHns: o1 10 cekyHA (10s) go 30 agHen (30d).

Ecnv yctaHOBNIEHO 3HaueHWe None, TO KOMMNOHEHT byaeT paboTaTtb
NMOCTOAHHO; B C/lyYae OTCYTCTBMUA aKTUBHOCTU eMy He ByaeT oTnpaBieH
curHan SIGTERM.

3HauyeHne No yMoa4YaHMIo: 10m

Monb3oBaTesib, OT UMEHW KOTOPOro 3anycKaeTca KOMMOHEHT. Bbl moxeTe
yKasaTb YncnoBon naeHtndukatop nonssosatens (UID) uam ero nms
(noruH). Ecam nma nonb3oBatensa coctonT U3 Lndp (T. e. moxoxe Ha
uncnosoi UID), To OHO yKka3sbiBaeTcs ¢ NpedrKCoOM name :, Hanpumep,
RunAsUser = name:123456.

Ecav ums nonb3oBaTens ykaszaHo HEKOPPEKTHO, paboTa KOMMOHEHTa
3aBepluaeTcs oWMBKOW cpasy nocae NonbITKKU 3anycka.
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Mapametp

MaxEventStoreSize

{pazvep}
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OnwucaHune
3HauveHne No yMoi4YaHuto: drweb

MakcrManbHbIN pa3peLleHHbId pa3mep 6a3bl COObITUIA. 3ajaeTca B mb,
Hanpumep: MaxEventStoreSize = 100mb.

MwuHnManbHoe 3HaveHue: 50mb.

3HauyeHue No yMOAYaHuIo: 1GB

PyKOBOACTBO noJsib3oBarena
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10. MpunoxxeHuns

10.1. MpunoxxeHue A. Buabl KOMMNbIOTEPHbIX Yrpo3

B atom paspene

e KoMnbrOTEPHbIE BUPYCHI

KomMnbroTepHbIE YEePBWU

TposHCcKMe nporpamMmbl

[Mporpammsbl B310OMa

e PeknamMHble nporpamMmbl

e [TporpamMmbI-LLIYTKW

[MporpamMmbl 1O3BOHA

[ToTeHLVaAbHO ONacHble MPOrpaMmmbl

e [Noao3putenbHble 06bEKTHI

Mo TEPMUHOM «yepo3a» B 3TON Knaccubukaumm noHnMaetcs atoboe NporpaMmmMHoe CPeACTBo,
KOCBEHHO WM HanpsMyH CMOCOBHOE HaHeCTU yLiepb KOMMbIOTEpPY, CeTH, MHGOPMaLMN UK
npaBam Mo/ab30BaTeNs (TO eCTb BPeAOHOCHbIE M MPOYMe HeXXenaTebHble Mporpammbl). B 6onee
LIMPOKOM CMbIC/IE TEPMUH «yrpO3a» MOXET 03HauaTb 0Oy NMOTEHLMaNbHYK OMAaCHOCTb A1
KOMMbOTEPA NN CETU (TO eCTb ee YA3BMMOCTb, KOTOpPasi MOXET HbITb MCNONb30BaHa A/
NPOBeAEeHNs XakepCKnx aTak).

Bce tmnbl nporpamMm, onncaHHble HNXXE, NOTEHLMAaIbHO o6nap,ar0T CMOCOBHOCTbLIO noABepPrHyTb
OMNacHOCTWN AaHHble NoNb30BaTeN A NN X KOHq)I/IAeHLI,VIaJ'IbHOCTb. I'IporpaMMb|, KOTOpble HE
CKPbIBAakOT CBOETO MPUCYTCTBNA B CUCTEME (Hanpwvlep, HEKOTOPbIE NMporpamMmmMbl Ana pacCblJikKn
cnaMa Man aHaam3aTopbl Tpaqwu(a), 06bIYHO He NPUHATO NPUYNCAATL K KOMMNbHOTEPHbIM Yyrpo3am,
XOTA Npun onpeaeneHHbIX 0bCTOATENIbCTBAX OHM TakXKe MOTYT HaHeCT\ Bpe NoJib30BaTeNHO.

KomnbloTepHblie BUPYChI

[JaHHbIV TN KOMMNbKOTEPHbIX YIPO3 XapakTepr3yeTcst COCOBHOCTbIO BHEAPSATL CBOM KOZ B
UCMONHAEMBIN KO APYTUX NporpaMM. Takoe BHeApeHWe Ha3biBaeTCsa UHPUYUposaHuem. B
6ONbLINHCTBE ClyYaeB MHOULIMPOBAHHbIN dain caM CTaHOBUTCA HOCUTENEM BUPYCa, a
BHEZAPEHHbIN KO He 0653aTe/IbHO NMONHOCTbIO COOTBETCTBYET OPUTMHANY. 3HAUUTENBHOE YMCIO
BUPYCOB CO3aeTcs A5 MOBPEXAEHUS UM YHUUTOXEHNUSA AaHHbIX.

B komnanum «[loktop Beb» BMpyChl knaccnuumpyrotca no Tmnam Gannos, KOTOpble OHK
NHONLMPYIOT:

e Qatinosele gUpPyCol UHOULIMPYHOT dalibl OnepaLoHHON cucTeMbl (0B6bIYHO UCMONHAEMbIE
dannbl 1 AnHaMmmn4veckne 6MbANOTEKIN) N aKTUBM3UPYHOTCA NPK obpalleHnmn K
NHPULMpPOBaHHOMY dainy.

PyKOBOACTBO noJsib3oBarena
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Mpwunoxxenus

e Makpo-supycel VHOULIMPYIOT OKYMEHTbI, KOTOPbIe UCMOAb3YHOT NPOorpaMMsbl U3 NakeTa
Microsoft® Office (1 gpyrve nporpammbl, KOTOPble NCMOJb3YHOT MaKpOChl, HanNncaHHbIe,
Hanpumep, Ha A3bike Visual Basic). Makpocel — 3T0 BCTPOEHHbIE MPOrpamMMbl, HanMcaHHbIe Ha
MOJIHOLLEHHOM fA3blKe NPOrpaMmMMpoBaHns, KOTOPbIE MOTYT 3amnycKaTbCa Npu onpeaeneHHbIX
ycnoBusx (Hanpumep, B Microsoft® Word Makpocbl MOryT 3anyckaTbCsi Py OTKPbITUN,
3aKpbITUM I COXPAaHEHUN JOKYMEHTA).

e Ckpunm-supycsl MULLYTCA Ha A3blKaxX CKPUMTOB M B HONbLUNMHCTBE CyYaeB MHOULMPYLOT
Apyrve dannbl CKpUnToB (Hanpumep, cay>KebHble Gannbl onepaunoHHON cuctembl). OHM TakxKe
MOTyT MHPULMpOBaTb daliabl APYrvx TUMOB, KOTOPbIE NOAAEPXKMBAKOT UCMONHEHNE CKPUMTOB,
M MOTYT PacrpoCTPaHATLCS, HanpumMep, MOCPEACTBOM YA3BUMbIX BEO-MPUIOKEHNUN.

e 3aepy304Hbie 8UpPYCbl NHOULMPYHOT 3arpy30UHble CEKTOPbI ANCKOB 1 pa3AenoB, a Takxe
rNaBHble 3arpy30YHble CEKTOPbI XECTKUX ANCKOB. OHM 3aHMMatOT OYEHb MasIo NMaMATL U
OCTarOTCA rOTOBLIMYU K BbINOJIHEHUIO CBOMX QYHKLMIA A0 TeX Nop, Noka He byaeT npoun3BeseHa
BbIrpy3Ka, nepesarpyska uamn 3aBepLueHne paboTbl CUCTEMBI.

BoabWWHCTBO BUPYCOB 06/1aAaeT onpeseneHHbIMU MexaHM3MaMu 3aluTbl OT OBHapy>KeHMs,
KOTOPbl€ MOCTOSHHO YNyYLLaOTCA, MO3TOMY A/ aHTMBUPYCHbIX NPOrpamMM pa3pabaTbiBatoTcs
HOBble CNOCOBbI NPEeOAONEHMS 3TOM 3aWuThbl. BUpyCbl MOXHO pa3zenuntb Mo NPUHLMMNY 3aLUThb
OT ObHapy>eHus:

o lllugpposaHHseie supycoel LUINGPYHOT CBON KOA MPU KaXKAOM HOBOM MHPULMPOBAHUM, YTO
3aTpysHAeT ero obHapyxeHwue B daiine, NaMATU UK 3arpy304HOM cekTope. Kaxabiv
3K3eMMNIAP TaknxX BUPYCOB COAEPXKMUT TONbKO KOPOTKMI 0bLwmIn pparmeHT (mpoueaypy
pacwmdpoBKM), KOTOPbIA MOXHO BblIbpaTh B Ka4ecTBe CUrHaTypbI.

o [TonumopgHsie supycol NCMONb3YHOT MOMUMO LWINPPOBaHNA KOAa CNeLmanbHy0 NpoLueaypy
pacWmnPpPOBKM, N3MEHSAIOLLYIO camy cebs B KaXKZIOM HOBOM 3K3eMMAsApe BUPYCa, YTO BeseT K
OTCYTCTBMIO Y TakoOro Bmpyca 6anToBbIX CUTHATYP.

e Cmeic-supycsl (BUPYCbI-HEBUANMKM) MPEANPUHUMAOT CreLnanbHble 4eNCTBUS AN
MaCKMPOBKM CBOEW AeATeNbHOCTU C LieNIbk0 COKPbLITUS CBOErO NPUCYTCTBUSA B MHOULMPOBAHHbBIX
ob6bekTax. TakoW BUPYC CHUMAET XapaKTepucTMkn obbekTa nepes ero MHGULMPOBaHKEM, a
3aTeM nepezaeT cTapble JaHHble NPU 3anpoce onepaLoHHON CUCTEMbI UM NPOTrPaMMbl,
NLLYLLLEN U3MEHEHHble palinbl.

Brpycbl Tak>Ke MOXHO KiaccndumpoBaTh Mo A3blKy, Ha KOTOPOM OHW HamnucaHbl (Hanpumep,
HM3KOYPOBHEBbIN TWMa A3blka accembiepa UM BbICOKOYPOBHEBBIN TvMa A3bika GO) 1 No
MHOULMPYEMBIM MU OMEepPaLMOHHBIM CUCTEMAM.

KomnbloTepHblie uepeu

Kak 1 BMpyCbl, Nporpammebl TMna «kOMNboMepHsIli 4epab» CNOCOOHbI CO3jaBaTb CBOW KOMUW, HO
MNPV 3TOM OHWN He MHAULMPYIOT Apyrine o6bekTbl. YepBb MPOHMKAET Ha KOMMbIOTEP M3 CeTH
(YaLle BCEro BO BNIOXEHMAX COOOLLEHWNIA INEKTPOHHOW NOYTLI MW Yepe3 MHTEPHET) U paccbliaeT
CBOW QYHKLMOHa/bHbIe KOMWUM Ha ApYyre KOMMbioTepbl. YepBy NCMONb3YIOT AeNCTBUA
noab3oBaTens, IMH60 pPacnpPOCTPaHAOTCA aBTOMATUYECKM.
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YepBu He 0653aTeNbHO LIENIMKOM COCTOAT U3 OAHOro daiina (Tena YepBs). Y MHOMMX YepBen ecTb
TaK Ha3biBaeMas MHEKLMOHHAs YacTb (LUeNn-Kog), KoTopas 3arpy>aetcs B onepaTvBHYH
NamMsaTb KOMMbIOTEPA U «AOrPY>XKaeT» MO CETU HEMOCPEACTBEHHO CaMO Te/IO YepBs B BUAE
ncnonHsemoro ¢ainna. MNoka B cucTemMe HeT Tena YepBs, OT HEro MOXHO 136aBUTbCSA
nepesarpysKkor KoMnbroTepa (Npu KOTOPON MPONCXOAMT COpOC onepaTMBHOM NamsTh). Ecam xe B
CMCTeMe OKa3blBAETCS TeNO YepBs, TO CMPaBUTLCS C HUM MOXET TOJIbKO aHTUBUPYC.

3a cyeT MHTEHCMBHOIO PacnpoCTpaHeHWs YepBM CNOCOBHbI BbIBECTM M3 CTPOSA LieNble CETH, Aaxe
€C/I OHW He HeCyT HMKaKOW NONEe3HOW Harpy3kun (He HaAHOCAT MPAMOK Bpes, CUCTeEME).

B komnaHum «JlokTop Beb» uepBel knaccnpuumpytot no cnocoby (cpese) pacnpocTpaHeHus:

o Cemessble Yyepsu pacrpoCTPaHsATCA NOCPEACTBOM Pa3/IMUHbIX CETEBbIX NMPOTOKOJOB U
NPOTOKO/IOB 06MeHa parinamm.

e [loumossie yepsu PacnpPOCTPaHAOTCA MOCPEACTBOM NOYTOBbIX NPOTOK0A0B (POP3, SMTP 1
T. 4.).

e Yam-yepgu pacnpoCTPaHAOTCA, NCNOb3YA MONYASPHbIE CUCTEMbI MTHOBEHHOTO 0bMeHa
coobuweHunsamm (ICQ, IM, IRCu T. a.).

TposHckue nporpamMmmbl

BpesoHOCHbIE NporpaMMbl 3TOTO TMNa He CNOCOBHbI K caMmopenamKaumn. TposHCKMe NporpaMmbl
BblAatoT cebd 3a O4HY U3 NONYAAPHbIX MPOrPaMM W BbIMOAHAIOT ee QYHKLUUW (MY UMUTUPYIOT
NCNONHeHMe 3TX GYHKLNI), OAHOBPEMEHHO NPON3BOAA Kakne-1mbo BpesOoHOCHbIE AeNCTBUA
(noBpexaeHne 1 yaaneHne AaHHbIX, Mepecblika KOHQUAEHLMAAbHOW MHOPMaLIMK 1 T. 4.), Imbo
Aenas BO3MOXHbIM HeCaHKLIMOHMPOBAHHOE NCMO/b30BaHVe KOMMbOTEPa 3/10yMblLLEHHNKOM,
HanpvMep, AN HaHeCeHWA Bpesa TPeTbUM MLaM.

3Tn nporpaMMbl 061a4at0T CXOXMMM C BUPYCOM MacKMPOBOYHBIMU 1 BPEAOHOCHbLIMM
byHKLMAMM 1 faxke MOryT BbITb MOZyAeM BMpPYCa, HO, Kak MPaBuIo, TPOAHCKME NMPOrpaMMbl
pacnpoCTPaHATCA Kak OTAeNbHble NCMONHAeMble dalibl (BbIKNaAbIBAtOTCA Ha panNoBbIx
cepBepa, 3anncbiBatOTCA Ha HOCUTEAW MHPOPMALIMM MV NMEePEChINAtOTCA B BUAE BIOXEHWN B
COOBLLIEHMAX 31EKTPOHHOW MOYThI), KOTOPbIE 3aMycKaroTca MO0 camum noab3osatenem, Ambo
onpeAeneHHbIM NPOLECCOM CUCTEMBI.

KnaccnouumpoBaTtb TpOSHCKME NPOrpamMMbl OYeHb HEMPOCTO, BO-MEPBbIX, MOTOMY YTO OHU
3a4acTyto PacnNpPOCTPAHAOTCA BUPYCaMn U YePBAMMU, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOPble MOTYT BbINMOJHATLCA APYTMMW TUMAMM Yrpo3, MPUHATO NPUMUCBIBaTb TOIbKO TPOAHCKMM
nporpaMmmam. Huxxe npvBegeH CNMCOK HEKOTOPbIX TUMOB TPOAHCKMUX MPOrpamMM, KOTopble B
KomnaHun «/loktop Be6» BblfenstoT B OTAENbHbIE KNACChI:

e b63k00pbl — 3TO TPOSHCKME NPOrPaMMbl, KOTOPbIE MO3BOJIAIOT NONyYaTb NMPUBUAETMPOBAHHbIN
AOCTYMN K cucTeMe B 06X0J, CyLLeCTBYHOLLLEro MexaHn3Ma NpesocTaBAeHNs 4OCTyna U 3alluTbl.
Bakaopbl He UHPULMPYOT daiibl.

e Pymkumel npeAHa3HayveHbl 414 nepexsaTa CUCTEMHBIX GYHKLMI OnepaLMOHHON CUCTEMBI C
Lle/Ibl0 COKPbITUA CBOETO MPUCYTCTBUA B cucTeme. Kpome Toro, pyTKUT MOXET MackMpoBaThb
npoLeccbl Apyrnx NporpamMmM, katanoru, dannbl. PyTkUT pacnpoctpaHaeTca Kak
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camocTosTeNbHasa NporpaMmMa Man Kak JOMOJIHUTENbHbIM KOMMOHEHT B COCTaBe ApYrou
BPefOHOCHOW NporpamMmbl. o npuHLUMNYy cBoei paboTbl pyTKUTbI YCIOBHO Pa3AenstoT Ha ABe
rpynnbl: pyTKUTbI, paboTatoLme B pexunme nosb3osatens (mepexsat GyHKUMI BrubanoTtek
nosib30BaTeNIbCKOro pexunma) (User Mode Rootkits — UMR), n pyTkuTbl, paboTatoLLne B pexnme
aapa (nepexsat GyHKLMI Ha YPOBHE AApa CUCTEMbI, UTO 3HAUNTENbHO YCAOXKHAET
obHapy>eHune n obesspexmnBaHune) (Kernel Mode Rootkits — KMR).

e KnasuamypHsie nepexaamuyuku (kelisi022epbl) UCMONb3YHOTCA Ana cbopa AaHHbIX, KOTOpble
noJsib30BaTe/lb BBOAWT MPU NMOMOLLM KnaBuaTypsbl. Lienbto Taknx AencTBui aBAseTCs Kpaxa
NNYHOWN MHPOPMaLUK (HanprMep, CeTEBbIX Napoaen, TOMMHOB, HOMEPOB BaHKOBCKMX KapT U
T. A4.).

o Kiukepobl nepeonpeaenstoT CCbINKM NPU HaXaTUM Ha HUX U Taknm 06pa3omM nepeHanpaBastoT
noJsb3oBaTesiel Ha onpeaeneHHble (BO3MOXHO, BPeJOHOCHbIE) cainTbl. O6bIYHO NoAb30BaTENb
nepeHanpaBaAeTCs C LeNbto YBENNUEHUSA PEKIAMHOIo Tpaduka CauToB UK A8 OpraHm3aLmm
pacnpeaeneHHbix atak otkasa B obcnyxumBaHum (DDoS-atak).

e [Ipokcu-mposHel NPefOCTaBAAOT 3/I0YMbIWAEHHVKY aHOHUMHbIV BbIXOA B MHTEPHET Uepes
KOMMbIOTEP >KEPTBbI.

Kpome nepeuncieHHbix Bbille, TPOAHCKME NPOrpaMMbl MOTYT BbIMOAHATbL U APYrne BPpefOHOCHbIE
AEeVCTBUA, HanpyMep, N3MeHATb CTapTOBYHO CTpaHuLy B Beb-bpaysepe nan yaanatb
onpegeneHHble Gannbl. OgHaKo Takme AeNCTBUA MOTYT BbINOJHATLCA U yrpo3amMu Apyrnx TUMOB
(Hanpumep, BUpycaMmu 1 YepBaMM).

Mporpammbi B3/10Ma

MporpammMbl B3/10Ma CO34aHbl C Lie/Ibi0 MOMOYb B310MLUUKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NMOAOOGHbIX MPOrpamMmM ABAAKOTCA CKaHepbl MOPTOB, KOTOPbIE NMO3BOAAKT OOHapyXMBaTb
YA3BMMOCTM B MEXCETEBbIX 3KpaHax (banepBonax, bpaHamay3pax) 1 Apyrmx KOMMOHEHTaX,
obecneumBarowmx 6€30nacHOCTb KOMMbtoTepa. Kpome xakepoB, TaKMMU MHCTPYMEHTaMu MOryT
NO/Ib30BaTbCA aAMUHUCTPATOPbI AN NMPOBEPKM HALEXHOCTN CBOMX ceTel. MIHoraa K
nporpaMmamM B3/lOMa OTHOCAT MPOrpaMMbl, UCNOJb3YHOLLME METOAbLI COLMANbHON UHXXEHEPUN
(31eMeHTbI COLMOTEXHUKN).

PexknamHble nporpamMmmubl

YaLue Bcero nog 3TMM TePMUHOM MOHMMAIOT MPOTrPaMMHBbIN KOA, BCTPOEHHbIV B Pa3inyHoe
6ecnnaTtHoe NporpaMMHoe obecreyeHne, NP NCNoNb30BaHUM KOTOPOTO MOJIb30BaTENtO
NPVHYANTENBHO NMOKa3blBaeTca peknama. Ho nHoraa Takow Koz MOXeT CKPbITHO
PacnpoCTPaHATLCA NOCPEACTBOM APYruX BPEAOHOCHBIX MPOrpaMM U AeMOHCTPUPOBaTb pekaamy,
Hanpumep, B Be6-bpay3epax. 3a4acTyto pekiamHble MporpaMMbl paboTatoT Ha OCHOBaHUK
AaHHbIX, COBPaHHbIX LWMMOHCKUMY NPOrpamMmmamu.
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MporpaMmmbl-LIyTKN

OTO TN BPeAOHOCHbIX MPOrpamm, KOTOpble, Kak U pekaamMHble MPOorpaMmsbl, He HaAHOCAT NPAMOTO
BpeAa cucteme. Yalle BCEro OHM reHepupytoT COOBLLEHNA O HECYLLLeCTBYHOLLMX OwnbKax v
YrpoXatoT JeACTBUAMK, KOTOPbIe MOTYT MPMBECTU K MOBPEXAEHNIO JaHHbIX. VIX OCHOBHOM
byHKLUWeW aBnseTca 3anyrvBaHve nosb3osaTens, MMH0 HaBA3UMBOE ero pasjpaxeHue.

NMporpammbl f03BOHa

3TO crneyymanbHble KOMMbHOTEPHbIE MPOrPaMMbl, pa3paboTaHHble A1 CKaHUPOBAHUSA HEKOEro
AnanasoHa TenedOoHHbIX HOMEPOB ANl HAXOXAEHWS TaKOro, Ha KOTOPbIN OTBETUT MOoZeM. B
JAaNbHENULWEM 3/10yMbILWIEHHUKN NCMONb3YHOT HaAEHHbIe HOMepa AN HaKpyuMBaHMA OonaaThl 3a
TenedoH UM AN He3aMEeTHOro NOAKAHOYEHMS NOJIb30BaTeNA Yepe3 MOAEM K AOPOroCTOALLNM
NAATHbIM TeNePOHHbIM Cy>kHam.

NMoTeHUManbHO onacHble NPorpaMmbl

3TV NporpaMMbl He CO3aBanCh A1 HAHeCEeHWS Bpeaa, HO B CUy CBOMX OCOBEHHOCTEeN MOryT
NpeaACTaBAATb Yrpo3y Ana 6esonacHocTu cucteMbl. K Takum nporpammam OTHOCATCA He TOJIbKO
Te, KOTOpble MOTYT Cly4YaiHO MOBPEAUTb UAN YAANUTb AaHHbIE, HO U Te, KOTOpble MOryT
NCMOJIb30BaTbCA 3/10YMbILLIEHHUKAMW WAV APYTUMUW NporpaMmMamu Ajia HaHeceHus Bpeja
cncreme. K noTeHuManbHO OnacHbIM NPorpaMmamM MOXHO OTHECTU PasNnyHble MPorpamMmbl
yAaneHHoro obuieHna n agMmHncTpuposaHus, FTP-cepsepbl 1 T. 4.

NMopao3purtenbHblie 06bEKTDI

K nogo3putenbHbiM 06beKTaM OTHOCATCA Nt0Oble MOTeHLMabHbIe YTPO3bl, OBHaPY>KeHHbIe Npu
NOMOLLN 3BPUCTUYECKOTO aHan3a. Takne ob6beKTbl MOTYT OTHOCUTbCA K J'IFO6OMy Tmny
KOMMbHOTEPHbIX YrPO3 (BO3MOXHO, Jaxe HEM3BECTHOMY A/ CNeLMaancToB no
VlHCI)OpMaLI,VlOHHOlZ 6e30naCHOCTV|), a MOryT OKa3saTtbCA 6e3onacHbIMK B cnyyae JIOXKHOro
cpabaTtbiBaHus. Gainbl, cosepikalyme NoLo3puTeNbHblIE 06BEKTI, PEKOMEHAYeTCs NoMeLLaTh B
KapaHTWH, a TakKXe OTNpaBAATb Ha aHaAun3 cneynaancramMm aHTVIBVIpyCHoﬁ na60paTopl/|M «AOKTOp
Beb».
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10.2. MpunoxxeHue b. YcTpaHeHne KOMIMbIOTEPHbIX Yrpo3

B atom paspene

e MeToabl 0bHapy>XXeHusa yrpos

o CUTHaTypPHbIV aHaaAn3

o Qrigins Tracing™

2 IMYAALMA UCNOAHEHUS

o BPUCTUYECKUM aHaau3

e [1eCTBUA C YIrpO3amMu

Bce aHTMBMpYCHblEe NpoAyKTbI, pa3paboTaHHble KOMNaHven «JokTop Beb», NpuMeHAT Lenbln
Habop MeToA0B OHBHaPY>KEeHWA Yrpo3, YUTO NO3BOASET MPOBEPATb MOAO3PUTENbHbIE OOBEKTDI
MaKCVMMasbHO TLLATENBHO.

MeTtoabl o6Hapy>keHnA yrpos

CurHatypHbI aHann3

JTOT MeTog ObHapy>KeHWA NpuUMeHsaeTca B NepByro oyepedb. OH BbINMOJHAETCA MyTeM NPOBEPKM
COZEP>KMMOrO aHaAN3MpPyeMOro obbekTa Ha NPeAMET HaMuMsA B HEM CUTHATYP y>Ke U3BECTHbIX
yrpo3. CurHaTypon Ha3blBaeTCcA HenpepbiBHasA KOHEYHas Nocief0BaTeIbHOCTb HalT,
Heobxoanmas 1 JocTaTouHasa A1A OAHO3HAYHON naeHTUdMKaumm yrposbl. [pu 3ToM cpaBHeHME
COAEP>XXMMOrOo nccnesyemMoro obbekTa € cMrHaTypammn Npom3BOANTCA HEe HampPAMYHO, a Mo UX
KOHTPOJ/IbHbIM CyMMaMm, YTO MO3BOASET 3HAUUTENIbHO CHU3UTb Pa3Mep 3anuncein B BUPYCHbIX
6a3ax, COXpaHMB NPW 3TOM OAHO3HAYHOCTb COOTBETCTBMSA U, CIeA0BaTe/IbHO, KOPPEKTHOCTb
06Hapy>XeHWs yrpo3 1 neveHns HPULMPOBaHHbIX 06beKTOB. 3anncKn B BUPYCHbIX 6a3ax Dr.Web
CoCTaB/IeHbl TakvM 0bpa3om, uTto Hrarogaps OAHOM 1 TOW Xe 3anncn MOXKHO obHapy>knBaTb
Llesible KNacchl NAN CEMENCTBa Yrpos.

Origins Tracing™

3T0 yHUKanbHasa TexHonorma Dr.Web, koTopas no3Bosifer onpeseniTe HOBbIE U
MOANPULMPOBAHHbIE YTrPO3bl, UCMNOb3YIOLLNE Y>XKe N3BECTHbIE U OMMCaHHbIE B BUPYCHbIX Ha3ax
MexaHM3Mbl UHPULMPOBaAHUA U HaHeceHUs yulepba. OHa BbIMONHAETCA NO OKOHYaHUK
CUrHaTypHOro aHann3a 1 obecneymBaeT 3allMTy Nosb30BaTeNeNn, NCMOAb3YOLWMNX aHTUBUPYCHbIE
peweHuns Dr.Web ot Takmx yrpos, kak TposiHckas nporpaMmma-BbiMoraTenb Trojan.Encoder.18
(Tak>ke n3BecTHaa nog HaseaHueMm gpcode). Kpome Toro, ncnosb3osaHue TexHonorum Origins
Tracing™ no3BonseT 3Ha4YMUTEIbHO CHU3UTb KONNYECTBO JIOXKHbIX CpabaTbiBaHUI 3BPUCTUYECKOTO
aHanmzatopa. K HazBaHMAM yrpo3, obHapy>eHHbIx Npy nomoLuwm Origins Tracing™, gobaBnsertcs
nocTeuKC .Origin.
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3Myl1$|Ll,Vlﬂ ncnosiHeHnAa

MeTog, aMynfaLmMn NCMOAHEHWA MPOrPaMMHOrO KOAa UCMOAb3yeTca Ana ObHapyXeHWs
NONMMOPPHbIX 1 WNPPOBAHHBIX BUPYCOB, KOrAa UCMOb30BaHME NOUCKA MO KOHTPOJIbHbIM
CyMMaM CUTHaTyp HEMPUMEHMMO WM 3HAUUTE/IbHO YCIOXHEHO 13-32 HEBO3MOXHOCTH
NMOCTPOEHMA HaZEXHbIX CUrHaTyp. MeTog COCTOUT B UMUTALUN UCMONHEHWA aHaU3MPYEMOro
KoZa npuv NOMOLLM 3MY/19mopa — MPOrPaMMHON MOAENN MPOLLeccopa 1 Cpesbl MCMONHEHWS
nporpaMmm. dMyATOP ONepupyeT C 3almLeHHON obaacTbro namatn (6ygepom smynayuu). Mpwn
3TOM WHCTPYKLUMUW He NepesaroTCs Ha LeHTpabHbI NPOLLeccop AN peanbHOro MCNONHEHWS.
Ecnv kop, obpabaTtbiBaeMblvi SMYASATOPOM, MHOULIMPOBAH, TO PE3YAbTaTOM €ro SMyAALUN CTaHeT
BOCCTaHOBJ/IEHNE NCXOAHOIO BPEeLOHOCHOTO KOAa, AOCTYMHOrO AN CUrHaTypPHOro aHaaunsa.

DBpPUCTNUECKMW aHanu3

PaboTa 3BpUCTUUECKOrO aHann3aTopa OCHOBLIBAETCA Ha Habope 38pUCMUK — NPEAMNONOXKEHMI O
XapaKTepHbIX NPU3HaKax Kak BPejoHOCHOTO, Tak 1 6€30MacHOro UCMOJIHAEMOro Koaa,
CTaTUCTUYECKAs 3HAYMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHLIM MyTeM. Kax bl NpusHak Koaa
VIMEeT OnpeseNeHHbIN 8ec (T. e. YN0, NOKa3biBatOLLLEe BaXKHOCTb 1 AOCTOBEPHOCTb 3TOrO
npu3Haka). Bec MoXeT 6bITb Kak MOJIOXMTE/bHbIM, ECV NMPU3HAK YKa3blBAET Ha HaAMuve
BPELOHOCHOTO MOBEeAEeHWs KOAQ, TakK U OTpULATE/IbHbIM, €CW NPU3HAK He CBOMCTBEHEH
KOMMbHOTEPHBLIM Yrpo3am. Ha OCHOBaHUM CYMMApHOTO BECA, XapaKTEPU3YHOLWETO COAEPXKMMOE
06beKTa, IBPUCTUYECKUIA aHANN3ATOP BbIUNCASET BEPOATHOCTb COAEPKaHWSA B HEM HEM3BECTHOTO
BPeAOHOCHOro 06bekTa. ECvm aTa BepOATHOCTL NPEBbILLIAET HEKOTOPOE MOPOroBOe 3HaUeHne, TO
BbIZAETCA 3aK/HOUEHME O TOM, UTO aHaAIN3MPYEMbIVi OBBEKT ABISETCS BPELOHOCHbIM.

IBPUCTUYECKMI aHanmn3aTop Takxe ncnoabsyet TexHonornto FLY-CODE™ — yHuBepcaibHbIN
aAropuTM pacnakoBky $pannos. ITOT MeXaHWU3M NO3BONAET CTPOUTb IBPUCTUYECKME
NPeAnONOXKEHNA O HaMUMN BPEJOHOCHBIX O6BEKTOB B 06beKTax, CKaTbix MporpaMmMamu
ynakoBKM (ynakoBLyMKamMu), NpU4emM He TOIbKO U3BeCTHbIMK pa3paboTumnkam npoaykta Dr.Web,
HO 1 HOBbIMW, PaHee He UCCIef0BaHHbIMUN NporpamMmmamu. [Mpu nposBepke 3anakoBaHHbIX
06bEeKTOB TakXXe UCMONb3yeTCA TEXHONOMMA aHaam3a Ux CTPYKTYPHOW SHTPOMMK, KoTopas
no3BoaseT 0bHapy>XXunBaTb Yrpo3bl MO OCOOEHHOCTAM PacroNOXKeHMA YYacTKOB MX Koga. JTa
TEXHOIOTUA MNO3BOISET HAa OCHOBE OZAHOW 3anncy BUPYCHON 6a3bl Npon3BecTn obHapy>keHne
Habopa pasnnYHbIX yrpo3, 3anakoBaHHbIX OA4MHAKOBbLIM MOANMOPOHBIM YMaKOBLLMKOM.

MoCKObKY 3BPUCTUUECKUIA aHaM3aTop ABASETCA CUCTEMON MPOBEPKM TMMOTE3 B YCNOBUAX
HeonpeAeNeHHOCTM, TO OH MOXET AoMyckaTb OWNOKN Kak NepBOro (Npomnyck HEM3BEeCTHbIX
yrpo3s), Tak 1 BTOpPoro poAa (npusHaHme 6e3onacHol nporpaMmMbl BpesoHOCHOM). Mo3atomy
o6bekTaMm, OTMEeUEHHbIM 3BPUCTUYECKMM aHaN3aTOPOM KaK «BPeAOHOCHbIe», NMpUcBanBaeTcs
CTaTyC «MOAO3PUTENbHbIE.

Bo Bpems 1060 13 NPOBEPOK BCE KOMMOHEHTbI aHTUBUPYCHbIX NpoaykTos Dr.Web ncnonb3ytot
Camyto CBeXYyH MHPOopMaLMo 060 BCEX N3BECTHbIX BPEAOHOCHBIX NporpaMmmMax. CurHatypsl
yrpo3 n nidopmauus ob nx NnpmsHakax u Moaensx noBegeHns obHOBAAOTCA U 406aBAAIOTCA B
BUPYCHble H6a3bl Cpasy >e, Kak TOJAbKO CNeLnanncTsl aHTUBUPYCHOM labopaTtopun «okTop Beb»
06Hapy>XMBatOT HOBbIE YrPO3bl, MHOTAA A0 HECKONbKMUX pa3 B yac. [laxke eciv HoBenLwas
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BPeAOHOCHas NporpamMmma npoHUKaeT Ha KOMMbIOTEP, MUHYSA pe3unaeHTHyo 3awuTty Dr.Web, To
OHa byaeT obHapy>KeHa B CNNCKe MPOLLECCOB Y HENTPaan30BaHa Noc/ie NnoayyYeHns
OBHOB/IEHHBIX BUPYCHBbIX Ha3.

DevictBua c yrposamu

B npoayktax Dr.Web peanvnzoBaHa BO3MOXHOCTb NPUMEHATb ONpeeeHHble AeNCTBMA K
06Hapy>XeHHbIM 06bekTam Ans 06e3BpexXmnBaHUA KOMMbIOTEPHbIX Yrpo3. [onb3oBaTenb MOXeT
OCTaBWTb aBTOMATUYECKN NPUMEHSIEMbIE K ONPeAeeHHbIM TUNaMm Yrpo3 AerCTBUs, 3agaHHble No
YMOIYaHWNIO, U3MEHUTb X UAN BbIBUPATb HY>XKHOE AEeUCTBUE ANS KaXKA0ro 06Hapy>KeHHOro
obbekTa oTAenbHO. Huxke nprBeaeH CNNCOK AOCTYMHbIX AeNCTBUIA. B ckobkax ykasaH napameTp,
0603HauvaroLLM COOTBETCTBYHOLLLEE AEUCTBME U UCMOb3YeMbI B 06beAMHEHHOM
KoHdUrypaunoHHom danse n komaHgax ytnamtel Dr.\Web Ctl.

e Coobwatb (REPORT) — YBEAOMUTb O HAJIMYNWN YrPO3bl, HO HAYETO He Aenathb C
NHONLMPOBAHHBIM O6BHEKTOM.

e Jleuntb (CURE) — NOMbITaTbCA BblN€YNTb MHOULNPOBAHHbIV O6BEKT, YAaANB U3 HEro
BPELOHOCHOE COAEPXMMOE, N OCTaBMB B LLEJIOCTU MONE3HOE COAEPKMMOE.

@ o710 lCI,eI‘/’ICTBI/Ie NPUMEHMMO He KO BCeéM BUAaAM Yrpos.

¢ B kapaHTWH (QUARANTINE) — nepemMecTuTb MHPULMPOBaAHHbIN 0OBeKT (ecan OH gomnyckaeTt
3Ty onepaLmio) B CrieLnanbHbIv KaTasor KapaHTVHa C LiesIbio ero n3onauum.

e Ypaanutb (DELETE) — 6e3B03BPaTHO YAaanTb MHOULIMPOBAHHBIN OOBEKT.

Ecnv yrposa obHapy>keHa B daine, HaxoAsALWEMCA B KOHTeNHepe (apXx1B, MOYTOBOE
: COObLLEHME 1 T. M.), BMECTO YAaneHWs BbIMOJHAETCA NepeMelleHne KOHTEHepa B
KapaHTWH.

10.3. NMpunoxxeHune B. TexHnueckasa nogaeprkka

Mpy BO3HMKHOBEHUN NPOHAEM C YCTaHOBKOW MAM paboTon NpoAyKTOB KOMMaHUK, Npexae Yyem
ob6palLaTbCa 3a MOMOLLbIO B C/IYXOY TEXHNUYECKOW NOAAEP>KKM, MONPOBYNTe HAaUTK peLleHne
cnesyowmMn cnocobamu:

1. O3HaKOMbTECb C MOCAEAHUMU BEPCUAMM ONUCaHWi 1 pykoBoacTe .

2. Mpouwuraiite pasaen & yacto 3agaBaembix BONPOCOB.
3. Mocetnte dopymbl 4 komnarnum «lokTop Beb».

Ecnv nocne 3toro He yganocb pewmnTb Npobaemy, 3anonHute Be6-Gopmy B COOTBETCTBYHOLLLEN
cekuum paszgena J opumumanbHOro caita, UTobbl CBA3aTHCA CO CNYXK60M TEXHNUYECKOM
NoaAepP>XKN KoMnanun «/Joktop Beb».

NHdbopmaumio o permoHanbHbIxX NPeACcTaBUTENbCTBAX U oducax komnaHmm «loktop Beb» Bbl
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MOXEeTe HalTW Ha obuLmansHoM calite (.

Ana ynpoueHnsa paboTbl cay>K6bl TEXHNYECKON MOAAEPXKKN MO aHaAN3y BO3HUKLLEN Y BaC
npobaemMbl pekoMeHayeTca npeaBapuTenbHO CPopMMpoBaTh NakeT MHPopmMaLum 06
YCTaHOBJ/IEHHOM Y Bac MPOAYKTE, ero HaCTPOKMKax N CUCTEMHOM OKPY>XeHuW. [lns aToro
npejHasHayeHa crneumanvM3npoBaHHas yTuamTa, Bxoaawas B coctas Dr.Web Industrial gnsa Linux.

[Ans c6opa nHGopmaLum ans ciyx6bl TEXHUUECKON MOAAEPXKKM BBEAUTE KOMaHAY:
# /opt/drweb.com/bin/support-report.sh <nyme Kk gpaiiny>

rae <nyme k gatiny> — nyTb K apxuBy B Gopmarte .tgz, B KOTOPOM ByseT coxpaHeHa OTnagouHas
MHbOpPMaLMA O NPOAYKTE N CUCTEMHOM OKPY>XEHWUW, HanpuMep, /tmp/report.tgz. ¥YXe
nmetromecs Gainnbl He NepesanucbiBaroTcs. ECv nyTb He ykasaH, To apxmB HyaeT coxpaHeH B
KaTasiore cynepnosib3oBaTens, 3anyCcTUBLUEro yTuanTy (Hanpumep, /root),  ByaeT Ha3bliBaTbCH
cnepyrolmnm obpasom:

drweb.report. <timestamp>.tgz

rae <timestamp> — nosnHas MeTka BPeMeHM CO34aHuna oTyeTa, BKIoYasa MUIIUCEKYHABI,
Hanpumep: 20190618151718.23625.

@ YTnauty ana coopa nHGopmaLmm ana cnyxbbl TEXHUYECKOW NoaAepKKM HEOBXO4MMO

: 3anyckaTb C MpaBaMu cynepnosib3oBatens (root). lna nonyyeHua npas
Cynepnosib3oBaTeNs NCMONb3yHTe KOMaHAy CMeHbl NMOJIb30BaTeNA su WU KOMaHAy
BbIMOJHEHNA OT MEHW ApYroro nosab3oBatens sudo.

B npouecce paboTbl yTnanta cobrpaeTt 1 ynakoBbIBaeT B apXvB CAeAyoLLy0 MHGOPMaLnio:

e vHdopmauma o6 OC (Ha3BaHWe, apxXMTEKTYpa, BbIBOA KOMaHAbl uname -a);
® CMNCOK YCTAHOBJ/IEHHbIX B CUCTEME MAKETOB, B TOM umncie nakeToB «okTop Beb»;
® COAEepPXMMOe XYPHaN0B:
o xypHanbl Dr.Web Industrial ans Linux (ecam HacTpoeHbl Ans OTAeNbHbIX KOMMOHEHTOB);

o XKypHa., BeayLWwuics 4eMOHOM XypHaAMpoBaHua syslog
(/var/log/syslog, /var/log/messages);

B OXypHaa CUCTEMHOTO NMakKeTHOro MeHe >Kepa (apt, yumWn T. n.);
B XYypHan dmesg;

e pe3y/bTaTbl 3aMycka KOMaHa df, ip a (ifconfig -a), ldconfig -p, iptables-save,
nft export xml.

e vHdOpMaLma 0 HacTpoiikax u koHourypaumm Dr.Web Industrial gns Linux:
o MepeyYeHb 3arpy>KeHHbIX BUPYCHbIX 6a3 (drweb-ctl baseinfo -1);
o nepeyeHb Gpannos u3 katanoros Dr.Web Industrial gns Linux n nx MD5-xewww;
o Bepcus U MD5-xew darina aHTMBMpYCcHoro sapa Dr.Web Virus-Finding Engine;

5 MHPOPMaLMA O NOMb30BaTENE U Pa3peLLEHNsX, U3BJAeUYEHHas U3 KarueBoro dalina, ecim
Dr.Web Industrial gns Linux paboTaeT He B pexXunme LLeHTpaM30BaHHON 3aLLMThl.
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10.4. Mpunoxxenne I'. KonpurypaumoHHbii pavin Dr.Web
Industrial gaa Linux

MapameTpamun KOHPUrypaumm scex komnoHeHToB Dr.Web Industrial gns Linux ynpasaset
KOOPAWHUPYIOLLMI AeMOH yrnpaBaeHuns koHourypaumein Dr.Web ConfigD. 3meHeHHble
napameTpbl KOHPUrypaLMn BCeX KOMMOHEHTOB XPaHATCA B eANHOM daine drweb. ini, KOTOPbIA
No yMOJIYaHWUIO pacnonaraeTca B Katanore /etc/opt/drweb.com/.

@ B TekcToBOM daiine KOHPUrypaLmm xpaHATCA 3HaUeHNA TOJbKO Tex NMapameTpos,

: YCTaHOBJ/IEHHbIE 3HAYEHNA KOTOPbIX HE COBMaAAtoT CO 3HaYeHWeM Mo ymonyaHuto. Ecan
napameTp OTCyTCTBYeT B daline KOHPUrypaLmm, To 3To 03HaYaeT, UTO OH MMEET 3HaveHne
Mo yMOYaHuIo.

UYT0bbl NPOCMOTPETH NepeyeHb BCeX NapaMeTpPOB, AOCTYMHbIX ANA U3MEHEHWA, BKItOYas Te,
KOTOpble OTCYTCTBYIOT B KOHPUIypaLMOHHOM daline, Tak Kak MMEOT 3HaUeHUA MO YMONYaHMIO,
BbIMNOJHWUTE KOMaHAY:

S drweb-ctl cfshow

N3meHnTb 3HaueHme 1060ro NnapameTpa MOXHO ABYMs Criocobamu:

e BbinoaHWB KOMaHAY:

# drweb-ctl cfset <cekyua>.<napamemp> <HOB80€ 3HAYeHuUe>

| [na BbINONHEHWA 3TOW KOMaHAbl yTuauTta ynpasaenusa Dr.Web Ctl gonkHa 3anyckatbesa oT
: MMeHM cynepnosib3oBaTtens (nonb3oBatens root). And nonyyeHus npas cynepnosib3oBaTens
NCNoNb3ylTe KOMaHAy su Uan sudo.

CuHTakenc kKomaHg cfshow 1 cfset ytmantel Dr.Web Ctl (Mogynb drweb-ctl)
noapobHee onncaH B pa3gene Dr.\Web Ctl.

e 33saB 3TOT NapameTp B KOHPUrypaunmoHHOM daiine (oTpesakTnposas Gai B 1H0H60M
TEKCTOBOM pesakTope) 1 nepesanyctns KoHurypaumto Dr.Web Industrial gasa Linux ans
NPVMeHEeHNs BHECEHHbIX B Gaiil U3MEHEHWU C MOMOLLbIO KOMaHZbl:

# drweb-ctl reload

10.4.1. Crpykrypa Painna

KoHurypaumoHHbI darn chopmMmpoBaH B COOTBETCTBUM C MPaBUAaMU, MPUBEAEHHBIMU HUXKE.

o Cosepxunmoe dparnna pa3dbuto Ha NOCNeAO0BATENbHOCTb UMEHOBaHHbIX CeKLMA. BO3MOXHbIe
MMeHa CeKLMI XeCTKO 3aAaHbl U He MOryT HbITb NPON3BONbHBIMU. IM#A cekLmmn yKa3blBaeTcs B
KBaZpaTHbIX ckobkax 1 coBnagaeT ¢ MMeHeM KommnoHeHTa Dr.Web Industrial ans Linux,
MCMOb3YHOLLEro napaMeTpbl U3 3TOW CeKLMK (3a UCKIOYEeHNeM ceklimn [Root ], B KOTOPOW
XPaHATCA NapamMeTpbl AeMOHa yrnpaBaeHus koHpurypaumer Dr.Web ConfigD).
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e CUMBOJIbI ; AW # B HaYvane CTPOK KOHGUrypaunmoHHoro danna o603Ha4aroT KOMMEHTapUK.
Takue cTpokun nponyckaroTca komnoHeHTamu Dr.Web Industrial gns Linux npu uteHun
napameTpoB 13 KOHOUrypaLmoHHoro danna.

B ogHoOM cTpoke darina cofep>XnTcs ToAbKO OANH NapameTp:

<UMA hapamempa> = <3Ha4eHue>

e BO3MOXHbIE MeHa napamMeTpoB XeCTKO 3aj4aHbl 1 HE MOTYT ObITb NPOn3BOJIbHbIMN.

Bce nmeHa cekumin n napamMeTpoB PErmcTPOHE3aBUCUMbI. 3HAYEHNA NapaMeTpPoOB, 3a
NCKAOYEHNEM UMEH KaTanoros 1 ¢pannos B nyTsax (a1 Unix-nogobHbix OC), Takxe
perncTpoHe3aBnUCUMbI.

3HauyeHus napaMeTpoB B KOHOUIYPaLMOHHOM daitne fOKHbI ObiTb 3aKAHOUEHbI B KaBbIYKM B
TOM CJlyYae, ey OHW CoAepkaT npobensi.

HekoTopble napameTpbl MOryT MMETb HECKOJ/IbKO 3HAYEHWUIA, B 3TOM Clyyae 3HaUYeHus
napameTpa pasjenstoTcsa 3anaTol UAN 3HaUeHVe NapaMeTpa 3a4aeTca HeCKObKO pa3 B PasHbIX
cTpokax KoHdurypaumoHHoro darina. MNpu nepeuncieHnm s3HaueHnin napameTpa yepes
3anATyto Npobesibl MeXAy 3HaUYeHMEM N 3aMATON, eCn BCTPeYatoTcs, urHopupyrotes. Ecam
npoben ABASETCA YaCTbO 3HAYEHUS NapaMeTpa, BCE 3HAUEHMEe 3aK/H0YaeTCs B KaBblUKK.

MNapameTpy MOXHO NPUCBOUTb HECKOBKO 3HAYEHWIA:
O NMepeyYncInB Ux Yepes 3anaTyto:

Parameter = "Valuel", "Value2","Value 3"

O B BMAE nocneoBaTesibHOCTA CTPOK:

Parameter = Value?2
Parameter = Valuel
Parameter = "Value 3"

rlOpFIAOK 3HaAUEHNN napamMeTpa TakxXe HeCyLeCTBEHEH.
ii Mytv K Gaiinam Bcerga 3ak/o4atoTCs B KaBblUKM, EC/IN OHU MEePeUNCASIOTCS Yepes 3arnsTyto,
Hanpumep:

ExcludedPaths = "/etc/filel"™, "/etc/file2"

OnucaHne cekunn KOHPUTypauMoHHOro darina NpUBeAEHO B ONUCAHUN UCMONb3YHOLLNX €ro
komnoHeHToB Dr.Web Industrial gas Linux.

10.4.2. Tunbl napameTpos

MapameTpbl KOHPUrypaLMn MOryT NPUHAANEXATb K CIeAYHOLLMM TUMaMm:

1. Adpec — appec ceTeBOro coegnHeHna B BuAe napbl </Pv4-adpec>:<nopm> nan <IPv6-
adpec>:<nopm>. 3HayeHwue |IPv6-aapeca ykasblBaeTca B KBajpaTHbIX ckobkax. B HekoTopbIx
cnyyasx nopT MOXeT HbITb OnyLLeH (B KaXKAOM C/lyyae 3TO yKa3blBaeTCsH B ONUCaHUN
napametpa).

2. Jloeuyeckuli — napameTp-daar, NPUHUMaKLWMIN 3HaueHns On, Yes, True (MapamMmeTp
BK/IFOUEH) N Of £, No, False (MapaMeTp BbIKJFOYEH).

3. L[eﬂoe HUC/10 — HEOTpPULLATE/IbHOE LLies1oe YNC/O.
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4. [lpobHoe yuc/io — B KauecTBe 3HaUYeHWs napaMeTpa MOXET BbITb yKa3zaHO HeoTpULaTebHOe
unCIo, cosepKallee ApPO6HYH YacTb.

5. MiHmepeasn epemeHuU — B KayecTBe 3HaYeHWs NapameTpa yKasbiBaeTCs J/IMHa BPEMEHHOTO
MHTepBasa, COCTOALLENO M3 LIeNIOr0 HEOTPULLATENBHOIO YMcaa n bykBbl-cybdukca,
yKa3blBatoLEro 3aZlaHHyto eanHuLy nameperus. MoryT 6biTb MCnoab3oBaHbl CyGdUKCbI,
3ajaloLLme efMHNLLbI U3MEPEHUS:

e w— Heaenu (1w = 7d);
e d —cyTku (1d = 24h);
e h — yachl (1h = 60m);

e m — MUHYTHbI (Im = 60s);

s nnm 6e3 cyddukca — cekyHAabl.

[na BpeMeHHOro nHTepBasna, 3alaHHOro B CEKYH/AX, MOXHO yKa3aTb MUIANCEKYHAbI NOC/e
TOUKW (He bonee Tpex 3HakoB, Hanpumep, 0.5s — 500 MuaancekyHa). B 3anmcn ogHoro
BPEMEHHOro MHTepBana MOXHO MCMNO/b30BaTb COBOKYMHOCTb MHTEPBANOB, U3MEPEHHbIX B
Pa3NNYHbIX eAUHNLIAX, B 3TOM Cly4dae OH ByaeT 06pa30BbIBaTbCA MX CYMMOW (B peanbHOCTU B
napameTpax KOHOUrypaLmm Bcerja CoxpaHaeTcs KOMUYeCcTBO MUANNCEKYHZ, 0Bpa3yroLmx
yKa3aHHbI BDEMEHHOW UHTepBaJ).

B obwem Buae nt0601 MHTepBas BPEMEHN MOXET ObITb NpeACTaBAEH BblpaXKeHNEM
N,wN,dN;hN,mN [N ]s, rae N,, ..., Ny — 4nCN0 COOTBETCTBYHOLLNX €AVHNL, BPEMEHN,

BK/IFOYEHHbIX B AaHHbI UHTepBas. Hanpumep, rog (kak 365 cyTok) MOXHO NpeacTaBuTb
cneayrowmm obpasom (Bce 3anmncm 3KBUBaNEHTHbI): 365d, 52wld, 52w24h, 51w7d24h,
51w7d23h60m, 8760h, 525600m, 31536000s.

Mpumepsbl 3agaHna nHTepsana AnnHon B 30 MUHYT, 2 cekyHabl, 500 Muaancekyra:
e B aiine KoHbUrypaumu:
UpdateInterval = 30m2.5s

e C MOMOLbK KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset Update.UpdateInterval 1802.5s

e 33jlaHVe Yepes napameTp KOMaHAHOW CTPOKM (HanpvMep, AN CKaHUPYHOLLEro A4pa):

# /opt/drweb.com/bin/drweb-se <cokem> --WatchdogInterval 1802.5

6. Pasmep — B KauyecTBe 3HaUeHMs NapameTpa ykasblBaeTcs pa3Mep Kakoro-1mbo obbekTa
(barna, bydepa, Kewwa v T. N.), COCTOALMI U3 LLeSIOrO HEOTPULLATENBHOTO Yncaa n cyddukca,
yKa3blBaOLWEro 3aZlaHHy0 eanHULY n3mepeHus. MoryT 6biTb MCNoab30BaHbl CyddUKCI,
3ajaoLne efMHULLbI pa3mepa:

e GB — rurabantbl (1GB = 1024MB);

e MB — Merabantbl (IMB = 1024KB);

e KB — Kunobamtbl (1KB

1024B);
e B — BaunThbl.

Ecam cyddukc onyueH, cumtaetcs, 4to pasmMep 3ajaH B HbanTax. B 3anvcm ogHoro pasmepa
MO>HO MCMO/b30BaTb COBOKYMHOCTb Pa3MepPOB, M3MEPEHHbIX B Pa3/IMUHbIX €AUHMLAX, B 3TOM
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cnyyae oH byaeT 06pa3oBbIBaTLCA MX CYMMOM (PakTuyecky, B napameTpax KoHUrypaumum
pa3Mep Bcerga coxpaHsaeTcs B banTax).

. [lyme k kamanoay (patiny) — B KauecTBe 3HaYeHWs NapaMeTpa BbICTynaeT CTPOKa,

npeAacTaBastoLas cobon AonycTUMbIV NMyTb K KaTanory (danny).

@ MyTb K danny AOKEH 3aKaHUMBATLCA UMEHEM dalina.

ili B Unix-nosobHbIx onepaunoHHbIX CMCTEMax MMeHa KaTasoros 1 ¢anaos
perncTposaBncumsbl. ECiv 3To He OrOBOPEeHO HEMOCPEACTBEHHO B OMUCaHUW NMapameTpa, B
KauecTBe MyTW HeNb3s UCMOJIb30BaTb MacKK, CoAepKalLlme creunanbHble CUMBObI (2, *).

. YposeHb noOpobHOocmMu — napamMeTp 3ajaeT ypoBeHb NOAPOOHOCTM 3anNncK B XXypHan Ans

komnoHeHTa Dr.Web Industrial ana Linux. Bo3aMoxHble 3HaueHus:

e Debug — caMblil MOAPOOHBIN (OTNaJ0UHBIN) yPOBEHb. BbiBOAATCA BCe cOObLLEHNA, a TakxKe
oTnaZouHas nHbopmaums.

e Info — BbIBOAATCA BCE COOBLIEHMS.

e Notice — BbIBOAATCA COObLEHMSA 06 OWIMbBKaX, NpeaynpexaeHus, YBeAOMAEHMS.
e Warning — BbIBOAATCA COObLEHMA 06 OLWIMBKaX 1 NpesynpexaeHus.

e Error — BbIBOAATCA TO/IbKO COObLLEHMS 06 ownbKax.

Tun XypHana — napameTp onpeaenser cnocob BefeHma XXypHana komnoHeHTom Dr.\Web
Industrial ansa Linux. Bo3aMoXHble 3HaueHus:

e Stderr[:ShowTimestamp] — coobueHusa ByayT BbIBOAUTLCA B CTAHAAPTHbIM MOTOK
owmnbok stderr. laHHOE 3HaYeHNe MOXET BbITb MCMOAb30BAHO MOJ/IbKO B HAaCTPOMKaXx
AEMOHa yrpaBaeHuns KoHdurypaumein. Mpwu 3Tom, ecm oH paboTaeT B GOHOBOM pexmme
(«daemonized»), T. e. 3anyLUeH C yka3aHMeM NapameTpa —d, 3TO 3HauYeHne He Moxem ObiTb
MCNONb30BaHO, MOCKO/bKY KOMMOHEHTbI, paboTatome B POHOBOM peXMMe, HE UMEIOT
A0CTyNa K NoTokam BBOZA/BbIBOAA TepMUHana). JONOAHUTENbHBIA NapaMeTp
ShowTimestamp NpeAnucbiBaeT 406aBAATb K KaXA0MY COODLLEHMIO METKY BPEMEHM.

e Auto — coobLeHMA A9 COXPaHEeHNA B XXypHan nepeAaroTcsa AeMOHY ynpaBiaeHns
koHurypauwmen Dr.Web ConfigD, KoTopbIli cOXpaHsieT uUx B e4nHOe MeCTo B COOTBETCTBUN C
cobCTBEHHBIMM HacTporkamu (NnapameTp Log B cekummn [Root]). [laHHOe 3HaveHne
onpeseneHo AN BCeX KOMMNOHEHTOB, kpoMe 0eMOHa ynpasieHus KoHgpuaypayued, v
MCMO/b3yeTCA Kak 3HayeHne Mo yMOAYaHMIO.

e Syslog|:<facility>] — coobweHunsa byayT nepesaBaTbCs KOMMNOHEHTOM CUCTEMHOM
cnyx6e XypHanmpoBaHusa syslog.

e [lononHuTenbHas Metka <facility> ncnonb3yercs Ans yKasaHus TUNa XypHana, B KOTOPOM
syslog byset coxpaHATb cOObLLEeHNA. BO3MOXHbIe 3HaueHus:

8 Daemon — COODBLLEHNSA 1€MOHOB,
o User — COOBLLEHMSA NOIb30BaTENbCKMX NMPOLLECCOB,

o Mail — COOBLLEHMA MOYTOBbIX MPOrpamm,
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o LocalO — COOBLLEHNsA NIOKabHbIX NpoLeccos O,
o cee
o Local7 — COOBLLEHNs JI0KaAbHbIX MPOLLECCOB 7.

e <nyme K ¢atiny> — coobLyeHuns byayT COXPaHATLCA KOMMOHEHTOM HeMOCPeACTBEHHO B
yKasaHHbI darin XypHana.

ﬂpMMepr3aAaHMﬂﬂapaMeTp&
¢ B darine KOHPUrypauuu:
Log = Stderr:ShowTimestamp

e C NOMOLWbI KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset Root.Log /tmp/log

e 3a/laHue Yepes NapameTp KOMaHAHOW CTPOKW (Hanpumep, ANs CKaHUPYHOLWLEro a4pa):

# /opt/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON

10. Jeticmeue — pewvictBne komnoHeHTa Dr.Web Industrial gna Linux npu obHapy>eHun yrpos
onpeAeNeHHoro Tvna wiv npu BO3HNKHOBEHWUM KaKoro-mbo Apyroro cobbiTs. Bo3amodXHble
3HaYeHus:

e Coobwartb (REPORT) — TOJbKO CHOPMUPOBATL YBEAOMIEHNE 06 yrpose, He
NpeAnpUHMMan HUKaKWUX APYrvxX AeACTBUN;

e Jleuntb (CURE) — NOMNbITaTbCA BbIMOAHUTL NeyeHre (yAanuTb 13 Tena Gpanna ToNbKO
BPELOHOCHOE COAEePXKNMOE);

e B kapaHTUH (QUARANTINE) — NepemMecTuTb UHGULMPOBAHHbIN Gaiin B KapaHTUH;

e Yaanutb (DELETE) — yAanuUTb UHPULMPOBaHHbIN daitn.

& HekoTopble 13 feNcTBUIA MOTYT BbiTb HEMPYMEHWMbI B HEKOTOPbIX CAyYasx (Hanpumep,
Ans cobbiTma «Owmnbka ckaHMPOBaHMWSA» HEMPUMEHUMO AencTBre CURE). MepeyeHb
pa3peLLEHHbIX AeNCTBUIA BCErsa yKasbiBaeTCs B OMMCaHUM KaxkA0ro napamerpa,
MMetoLero Tun deticmaue.

Mpouve TUMNbl NapaMeTPOB U MX BO3MOXHbIe 3HAaUEeHWs yKa3aHbl HEMOCPEACTBEHHO B ONUCaHUU
napameTpoB KOHOUIypaLuu.
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10.5. MpunoxxeHue A. NreHepauunsa ceptudpuxkartos SSL

Ona xkomnoHeHToB Dr.Web Industrial gns Linux, ncnonb3ytowmx ans obMeHa AaHHbIMK
3alUMLLEHHBIN KaHan nepesaun ganHHbix SSL/TLS 1 ocHOBaHHbIe Ha HEM MpPUKAaAHble MPOTOKObI,
Takume kak HTTPS, LDAPS, SMTPS u 1. n., HeobxoanMo obecneunTb Hasmume 3aKpbITbIX KAKOYEn
SSL n cooTBeTCTBYOWMX UM cepTUdUKaTOB. JNd HEKOTOPbLIX KOMMOHEHTOB KAKO4M 1
cepTnduKaThl reHepPUPYHOTCA aBTOMATUUECKW, @ A1A APYTVMX OHW AOMXKHbI 6bITb NPeAoCTaB/EHbl
nosnb3oBatesnem Dr.Web Industrial gnsa Linux. Bce KOMMNOHEHTbI MCNOAL3YHOT CEPTUPUKATI,
npeacrasieHHble B popmate PEM.

[ns reHepaumm 3aKpbITbIX KAHOYEN 1 cepTUGUKATOB, UCMOIb3yEMbIX AN COEAVHEHUI Yepe3
SSL/TLS, B TOM uncne Ansa yaoCTOBEPAIOLNX cepTUdUKaToB LieHTpa ceptudurkaumnm (LIC) n ansa
NoAnNncaHHbIX cepTMdUKaTOB, MOXHO MCMOb30BaTh YTUAUTY KOMaHAHOW CTPOKM openssl
(BxoauT B cocTaB Kpuntorpadpuueckoro naketa OpenSSL).

PaccmoTpuM nocnegoBaTenbHOCTb AEUCTBUIN, HEOOXOAMMBIX ANS CO34aHUA 3aKPbITOrO KAto4a 1
COOTBETCTBYHOLLEro eMy ceptudurkaTa SSL, a Takxe ceptudumkarta SSL, nognmcaHHOro
yaoctoseparowmm ceptndmkatom LIC.

YT106bI creHepmpoBaTh 3aKpbITbIW KoY SSL 1 cepTudukar

1. Ana reHepaumu 3akpbITOro katoya (anroputm RSA, aiviHa katoua — 2048 6umT) BbinosHMTE
KOMaHAy:

$ openssl genrsa -out keyfile.key 2048
Ecan TpebyeTcs 3amMTnTL KAKOY NapoieM, JOMOJHUTENbHO UCMOb3YINTe ONumio —des3.
CreHepunpoBaHHbIV K04 HaxoanTcA B panne keyfile. key B TeKyLleM KaTaaore.

[ns npocMoTpa CreHepupOBaHHOTO KKOYa BbIMOAHUTE KOMaHAY:

$ openssl rsa -noout -text -in keyfile.key

2. [ina reHepaunn ceptudrkaTta Ha ykasaHHbIM CPOK Ha OCHOBaHUW MMEIOLLErocsa 3aKpbITOro
K/atoYa (B JaHHOM npumepe — Ha 365 CyTOK) BbINOJHUTE KOMaHAy:

$ openssl req -new -x509 -days 365 -key keyfile.key -out certificate.crt

| DTa KOMaHZa 3anpocuT JaHHble, UAeHTUOULMPYHOLLME cepTUGULMPYEMBIA OOBEKT (Takmne
: KaK MMs, opraHm3aumsa u 1. n.). CreHepupoBaHHbIA cepTudukat byaeT nomelleH B dainn
certificate.crt

[lna NpoBepKn COAEP>XKMMOro CreHepMPOBaAHHOTO cepTUdMKaTa BbIMONHUTE KOMaHAY:
$ openssl x509 -noout -text -in certificate.crt
YT1o6bI 3aperncTpupoBaTth cepTudmKaT B KauecTse JoBepeHHoro ceptudumkara LIC

1. Mepemectute nan ckonupymrte Gainn ceptmdurkaTa B CUCTEMHBIN KaTanor AOBEPEHHbIX
ceptudukaTos (B Debian nam Ubuntu — /etc/ssl/certs).
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2. Co3pavite B KaTasiore AOBEPEHHbIX CEPTUPMKATOB CUMBOINYECKYHO CCbIIKY Ha cepTudmKar,
MMeHeM KoTopou ByaeT ABNATbCA Xell cepTudurKaTa.

3. MepeunHaekcnpyiite coaep>kKMMOe CUCTEMHOTO KaTanora cepTMduKaToB.

MpvBeAeHHbIV HUXE NPUMepP BbIMOJHAET BCe 3TU TpW AencTBuA. MNpeanonaraeTcs, Yto TekyLum
KaTasiorom siBASETCA CUCTEMHbIV KaTalor JOBEepPeHHbIX cepTUdMKaToB /etc/ssl/certs, a
cepTndMKaT, KOTOPbIV PETUCTPUPYETCA B KauecTBe JOBEPEHHOrO, pacrnosiaraeTcs B
davine /home/user/ca.crt:

# cp /home/user/ca.crt

# 1In -s ca.crt ‘openssl x509 -hash -noout -in ca.crt'.0
# c_rehash /etc/ssl/certs

UT06bI cO3paTh NOANUCaHHBbIN cepTudUKaT

1. CreHepupyiTe parin-3anpoc Ha nognucanHue ceptudukata (Certificate Signing Request — CSR)
Ha OCHOBAaHWW MMEIOLLLEroCa 3aKpbITOro katoya. Ecam kntoua Hert, creHepupymTe ero.

3ar|poc Ha noAarnncaHme Cco3gdaeTcA KOMaHAOVIi

$ openssl req -new -key keyfile.key -out request.csr

OJTa KOMaHZAa, Tak Xe Kak U KOMaHAa co3aaHua cepTudurkara, 3anpalumBaeT JaHHbIe,
NnaeHTMOULMpPYOLLNE CepTUPULMPYEMbBI 0OBEKT. 3aech keyfile. key — UMetOWMIAcA dainn
3aKpbITOro Karoya. lNonyyeHHbIn 3anpoc byaeT coxpaHeH B dann request.csr.

,ﬂ,flf-l NPOBEPKWN pe3y/sibTaTa CO34aHMA 3anpoca BbIMOJMHUTE KOMaHAY:

$ openssl reqg -noout -text -in request.csr

2. [lna co3paHna nognucaHHoro ceptudmkata Ha OCHOBaHMM 3anpoca 1 MMetoLLLerocs
ceptndurkaTa LC BbIMOMHNTE KOMaHAY:

$ openssl x509 -req -days 365 -CA ca.crt -CAkey ca.key -set serial 01 -in
request.csr -out sigcert.crt

@ [ns co3gaHuns nognucaHHOro ceptudukata Hy>kHO UMeTb Tpu daiina: dain KOpHEBOTO

: cepTudukaTa ca.crt 1 ero 3aKpbITbl KNtOY ca . key (B KayecTBe ca.crt U ca.key
MOXHO MCMONb30BaTh cepTuduKaT certificate.crt U kNtod keyfile. key, TOraa
MoJlyYeHHbIN cepTUdmKaT byaeT caMonoAnmcaHHbIMK), a Takxke dalin 3anpoca Ha
noznucaHue ceptndukata request . csr. Co3gaHHbIV NOANVCaHHbIN cepTUdUKat dbyaet
coxpaHeH B dpain sigcert.crt.

[ns npoBepKkn pe3yibTaTa BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in sigcert.crt

MoBTOpWTE NpoLeaypy CO34aHMsA Karoua n ceptudmkata (Mav NoAnucaHHoOro ceptnudukara, B
3aBMCUMOCTUN OT HEOHXOAMMOCTI) CTONBKO Pa3, CKONbKO YHWUKaNbHbIX CePTUHUKATOB BaM
TpebyeTca. Hanpumep, € TOUKN 3peHns coobpaxkeHnin 6e30NacHOCTH, KaXK bl areHT
pacnpeaeneHHol nposepkn pannos Dr.Web Network Checker, Bxogsawmin B ckaHnpyroLmnia
Knactep, JOMKEH UMETb COBCTBEHHYHO Mapy Katou/cepTudukar.
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MpeobpasoBaHne noanncaHHoro ceptudukara

HekoTopble 6pay3epbl An NOUYTOBbIE KAMEHTbI MOTYT NoTpeboBaTh Npeobpa3oBaHus
noanucaHHoro ceptudmrkKaTa, UICNOAb3YyeMOro ANs YAOCTOBEPEHUS IMUYHOCTHY, B dopmaT PKCS12.

YkazaHHoe npeo6paaoBaHme BbIMONHAETCA KOMaHAOVIZ
# openssl pkcsl2 -export -in sigcert.crt -out sigcert.pfx -inkey keyfile.key

3pecb sigcert.crt — uMerowmincs dann nognmcaHHoro ceptudukata, a keyfile.key —
dann COOTBETCTBYHOLLErO €My 3aKpbITOro Katoya. MNonyyeHHbi npeobpa3oBaHHbI cepTudukart
byaeT coxpaHeH B danin sigcert.pfx.
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10.6. MpunorxkeHne E. OnucaHne N3BeCTHbIX OLLINGOK

B aTom pasaene

e PekoMeHAaLMN MO naeHTUOUKALMM OLIMOOK

e Koabl olunbok

e OwmnbkM 6e3 Koaa

Ecnn y Bac Bo3HMK/Ia owMbKa, ONMcaHne KOTOPOK OTCYTCTBYET B AaHHOM paszesie,
: 06paTnTeCh B TEXHUYECKYHD MOAAEPXKKY. ByabTe roToBbl COOBLLNTL KOZ OLNOKN 1 OnuncaTtb
0bcTOATENBCTBA €€ BO3HUKHOBEHMUS.

PekomeHaaummn no naeHtnpmkaumm owmbok

e [1ns BbIABNEHWNA BO3MOXHOMW NMPUUYNHBI U OBCTOATENBCTB BOSHUKHOBEHUS OLIMOKM
03HaKOMbTECb C COAepPXXUMbIM XypHana Dr.Web Industrial gas Linux (npv HacTpoiikax no
YMOJTYQHUIO €r0 MOXHO MPOCMOTPETb KOMaHAoM # Jjournalctl). Bel Takke moxere
BbIMOJHUTbL KOMaHAY # drweb-ctl log.

e [lns obneruyeHns naeHTMdUKaLUmM OLLIMOKN PEKOMEHAYETCS HAaCTPOUTL BbIBOA XXypHana B
OTZAENbHbIN dalin N pa3peLLnTb BbIBOJ PacLUMPEHHON OTAaZ0uYHOM UHGopMaLumn. [ns sToro
BbIMOJHUTE KOMaH/bl:

# drweb-ctl cfset Root.Log <Nnymse K galiny XypHana>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

° ,ﬂ,flﬂ BO3BpaTa HaCTpOeEK BeAEHMA XXYPHalia NO YMOAYAHMIO BbIMOJNHNTE KOMaHAbl:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLogLevel -r

Koabl owinbok

CoobuweHune 06 owmbke: Error on monitor channel (Owubka c8s3u ¢ MOHUMOPOM)

Kog ownbkn: x1
BHyTpeHHee o603HaueHne ownmbku: EC MONITOR IPC ERROR

Onwucanume: Ownbka CBA3M OAHOTO UM HECKOJbKMX KOMMOHEHTOB C IeMOHOM yrpaBaeHns
koHurypaumeit Dr.Web ConfigD.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmnmbiM >xypHana Dr.Web Industrial gns Linux (npw HacTpowkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbku

1. TNepe3sanyctute AeMOH ynpaBieHus KOHbUrypaumen:

# service drweb-configd restart
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2. Y6eanTechb, UTO B CUCTEME YCTAHOB/EH, HACTPOEH N KOPPEKTHO PYHKLMOHMPYET MeXaHW3M
ayteHTudmKaymm PAM. Mpn HeoHXOAMMOCTU YCTaHOBUTE N HACTPOKTE ero (3a NoAPOBHOCTAMM
obpatutech K pyKoBOACTBaM MO aAMUHNCTPUPOBaHWIO Ballero anctpmbyTtnaa OC).

3. Ecnum nepesanyck femMoHa ynpasieHus KoHburypaumer npy KOPPekTHO HacTpoeHHoM PAM He
nomoraet, nonpobynte copocntb HacTponki Dr.Web Industrial gnsa Linux B 3HaueHus no
YMOJYaHWIO.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte A4eMOH yrnpaBieHns KoHdurypaumnen,
BbINOJIHMB KOMaHJy:
# service drweb-configd restart
4. Ecnv feMOH ynpaBaeHuns KOHOUrypaumen 3anyctutb He yaaeTtcs, nonpobyliTe nepeycTtaHOBUTb
naket drweb-configd.

WNHcTpykumm no yctaHoBke 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Operation is already in progress (Onepayus yxe 8binoHAEeMCs)

Kog ownbkn: x2
BHyTpeHHee o603HaueHne owmnbku: EC ALREADY IN PROGRESS

OnuncaHwue: 3a|'IpOLLIEHHaﬂ onepayna y>xe BbINOAHAETCA.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENIbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmnmbiM >xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

nOAO)KAI/ITe 3aBepleHna onepaunn 1 npu HEO6XOAI/IMOCTI/I noBTopute Tpe6yeM0e AEI‘/‘ICTBI/IG no3>xe.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Operation is in pending state (Onepayus oxudaem 8bIN0/HeHUs)

Kop, owunbku: x3
BHyTpeHHee o603HaueHne owmnbku: EC_IN PENDING STATE

OnwucaHume: 3anpoLUeHHas ornepaLns OXMAAET BbINOAHEHNS (BO3MOXHO, B TEKYLLUA MOMEHT
yCTaHaB/IMBAETCS CETEBOE COEMHEHME N MPOUNCXOANT 3arpyska 1 MHULMaNn3aLms Kakoro-am6o
KOMMOHEHTa, TPebyroLasn NPOAOCIKNTENBHOTO BPEMEHN).

PyKOBOACTBO noJsib3oBarena

253



A7

Py
$

A
)
A

Mpwunoxxenus

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MogoxauTe Hayasna BbIMOJHEHWA OMepaLyMmn 1 NPU HEOBXOANMOCTU MOBTOPUTE Tpebyemoe AencTBne
nosxe.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 owmnbke: Interrupted by user (lpepsaHo noavzosamesem)

Kog ownbkn: x4
BHyTpeHHee o603HaueHMe owmbku: EC_INTERRUPTED BY USER
Onucanwme: [lelictBre 66110 NpepBaHO NoJb30BaTeNeM (BO3MOXHO, OHO BbIMOJHANOCH CANLLIKOM

40Nro).

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

MoBTOpKWTE TPEbyeMoe AencTBME NO3XKeE.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Operation canceled (Onepayusa ommeHeHa)

Kop, owunbku: x5
BHyTpeHHee o603HaueHune ownbku: EC_CANCELED

OnucaHume: [enctene 66110 OTMEHEHO.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MoBTopuTe Tpebyemoe feicTBME.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.
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CoobueHune 06 owmbke: IPC connection terminated (CoeduHeHue IPC pasopsaHo)

Kopa, ownbku: x6
BHyTpeHHee o603HaueHune ownbku: EC_LINK DISCONNECTED
Onucanwme: |IPC-coegnHeHne ¢ ogHUM 13 KomnoHeHToB Dr.Web Industrial gns Linux pasopsaHo

(BO3MOXHO, KOMIMOHEHT 3aBEPLLN CBOKO PaboTy M3-3a MPOCTOS WA MO KOMaHAe NoJib30oBaTens).

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

Ecnn onepauus He 6bi1a 3aBepLUeHa, MOBTOPUTE ee NMo3xe. B NpoTMBHOM c/lydae pa3pbiB COeAMHEHMS
He ABnAeTCa OWNHBKON.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 owmnbke: Invalid IPC message size (Hedonycmumeili pasmep coobujeHus IPC)

Kog ownbkn: x7
BHyTpeHHee o603HaueHme owmbku: EC_BAD MESSAGE SIZE

OnucaHue: B npouecce o6MeHa AaHHBIMU MeXAY KOMMOHEHTaMMN MoayYeHo coobLeHmne
HeZOoMyCTUMOro pasmMepa.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

Mepezanyctute Dr.Web Industrial gns Linux:

# service drweb-configd restart

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Invalid IPC message format (Hedonycmumeili popmam coobuyeHus IPC)

Kopa, owunbku: <8
BHyTpeHHee o603HaueHue ownbku: EC_ BAD MESSAGE FORMAT
Onucanume: B npouecce o6MeHa AaHHbIMU MeXy KOMMOHEHTaMMN NoayyYeHOo coobleHmne

Hepzonyctumoro dopmara.

Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax no yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
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log.

YcTpaHeHue own6Ku

Mepesanyctute Dr.Web Industrial gns Linux:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEePXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Not ready (He comos)

Kop, owmnbkn: x9
BHyTpeHHee 0603HaueHMe owmbku: EC_NOT READY

OnuncaHwue: Tpe6yeMoe lCI,eI\/’ICTBI/Ie He MOXET BbITb BbIMOJHEHO, NOTOMY 4TO BaI'IpOLIJeHHbII‘/II KOMIMOHEHT
nnn yCTpOI?ICTBO eue He MHNUMaAn3npoBaHbl.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLUMOKM O3HaKOMbTECh C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

MoBTOpUTE TPEbyeMoe AencTBME NO3XKeE.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Component is not installed (KomnoHeHm He ycmaHoesieH)

Kopa, owinbku: x10

BHyTpeHHee o603HaueHne owmnbku: EC_NOT INSTALLED

OnucaHue: KOMNOHEHT, HEOBXOAMMbIA 415 BbINOAHEHUA Tpebyemolr GYHKLUN, He YCTaHOBJIEH.
[Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku
1. YcTaHOBWTe WM NepeycTaHOBUTE TPEOYEMbIN KOMMOHEHT. EC/I HeM3BECTHO, KakoW MMEHHO
KOMMOHEHT HeobXxo1M, MonpobyliTe 3TO BbIACHWUTL, O3HAKOMUBLLMNCH C COAEPXKMMBIM XYpHasa.

2. Ecnvw ycraHoBka nan nepeycraHoBKa TpebyemMoro KOMMOHEHTa He Nomoraa, nonpobyrTte
nepeycraHosutb Dr.Web Industrial gns Linux.

WNHcTpykumm no yctaHoBke 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.
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CoobuieHune 06 ownbke: Unexpected IPC message (HeoxudaHHoe coobuwjeHue IPC)

Kog owmnbkn: x11
BHyTpeHHee o603HaueHne ownMbku: EC_ UNEXPECTED MESSAGE

OnucaHume: B npouecce obMeHa AaHHbIMU MeXAY KOMMOHEHTaMM NoJlyYeHO HeJomnyCcTMMoe
coobuieHue.

[ns BbIABAEHWNA BO3MOXHON NMPUYUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

Mepesanyctute Dr.Web Industrial gnsa Linux, BbINOAHUB KOMaHAy:

# service drweb-configd restart

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 owmnbke: /PC protocol violation (HapyweHue npomokona IPC)

Kopa owmnbku: x12

BHyTpeHHee o603HaueHne ownbku: EC_PROTOCOL VIOLATION

Onwucanme: B npouecce obMeHa AaHHbIMU MeXAY KOMMOHEHTaMM NMPOW30LLIO HapyLUeHWe NPoToKoa.

A BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

Mepe3anyctute Dr.Web Industrial gns Linux, BEINOAHUB KOMaHAY:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHne 06 ownbke: Subsystem state is unknown (HeuzsecmHoe cocmosHue nodcucmemsi)

Kog ownbkn: x13
BHyTpeHHee o603HaueHMe ownMbku: EC_UNKNOWN STATE

Onucanue: MNoacuctema Dr.Web Industrial ans Linux, HeobxoanMas 418 BbINONHEHWS onepaLmy,
HaXOAUTCA B HEU3BECTHOM COCTOSHUN.

s BbIABNIEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepXxmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaYaHUIO ero MOXHO
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NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbINMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. ToBTOpUTE ONepaLmio.

2. Mpw nostopeHun ownbkm nepesanyctute Dr.Web Industrial gns Linux, BbINONHMB KOMaHAYy:

# service drweb-configd restart

nocne 4yero noBTopuTe onepayunto.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Path must be absolute (Iyme dosxeH 6oime abcoromHeIM)

Kog ownbkn: x20
BHyTpeHHee o603HaueHme owmbku: EC_NOT ABSOLUTE PATH

OnucaHue: YKazaH OTHOCUTE/bHbI nyTb K c|>a|7u1y NN Katanory BMecTto abcontoTHOrO.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXxmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun
3amMeHNTe OTHOCUTENbHBIN NyTb K dhaliay WA KaTanory Ha abcoNtOTHbIN U MOBTOPUTE ONepaLLmio.

Ecnv yctpannTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not enough memory (HedocmamoyHo namsmu 015 3asepuieHus: onepayuu)

Kopg owimnbku: x21

BHyTpeHHee o603HaueHue ownbku: EC NO MEMORY

OnuncaHune: HegoctatouyHo NaMATV A/iA BbINMOAHEHWA onepaLmn.

A BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbINMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

MonpobyiiTte yBennunTb 06beM NamsaTh, JOCTYyNHOM npoueccam Dr.Web Industrial gasa Linux (Hanpumep,
N3MEHWB NIMMUTbI NP NMOMOLLM KOMaHAbl ul imit), nepesanyctute Dr.Web Industrial gns Linux n
MOBTOPWTL OMepaLuto.
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N3MeHEeHUA NMMUTa. B 3TOM Ciydae oTpesakTupyinTe (Mav co3ganTe, Npu ero OTCyTCTBUM)
dann /etc/systemd/system/drweb-configd.service.d/limits.conf, yka3aB
B HEM M3MEHEHHOe 3HauYeHne AMMUTa, HanpuMep:

@ B HekoTOpbIX Cyyasix CUCTEMHBIA CEPBUC systemd MOXET UTHOPUPOBATb 3aJaHHble

[Service]
LimitDATA=32767

C nepeyHem AOCTYMHbIX TMMUTOB systemd MOXHO 0O3HAKOMUTLCS, BbIMOJHUB KOMaHAY
man systemd.exec.

Ons nepesanycka Dr.Web Industrial gns Linux BbinonHWUTe KOMaHAYy:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHue 06 owmbke: /O error (Owubka ssoda-sbisoda)

Koa owmbku: <22
BHyTpeHHee o603HaueHne owmbku: EC 10 ERROR

OnucaHume: MpomsoLina owmnbka BBOAA/BbIBOAA (HanpuMep, ANUCKOBOE YCTPOWCTBO elle He
MHULMAAN3MPOBaHO WAV pa3gen daitioBol cucteMbl 6osiee He JOCTYrMeH).

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmnmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

ObecneyubTe AOCTYNHOCTL TPEOYEMOrO YCTPONCTBa BBOAA/BbIBOAA AN pa3jena GaloBOM CUCTEMBI U
MOBTOpUTE OnepaLuto.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: No such file or directory (Hem makozo ¢alina unu kamasnoza)

Kopa, owinbku: x23
BHyTpeHHee o603HaueHue ownbkun: EC NO SUCH ENTRY

Onucanume: NonbiTka obpalLeHns K HecyLLecTBytowemMy Ganny nam katanory.

[Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

MpoBepbTe NPaBUALHOCTL YKazaHHOro NyTu. Mpy HEOBXOAMMOCTM UCMpaBbTe MyTb U MOBTOPUTE
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onepauuo.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Permission denied ([Jocmyn 3anpeujeH)

Koa owmbku: x24
BHyTpeHHee o603HaueHMe owmbku: EC_ PERMISSION DENIED

OnucaHune: HegoctatouHo nNpas A/ 40CTyna K ykasaHHOMY daiiny Wan Katanory.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepXxmmbiM >xypHana Dr.Web Industrial gas Linux (npv HacTponkax no yMOaYaHUO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

I'IpOBepre NpPaBUAbHOCTb YKa3aHHOro nytn n Haan4dme HeO6XO,£I,I/IMbIX npaB y KOMIMNOHEHTa. Ecan
A40CTyn K O6'b6KTy 3anpeweH, UsSMeHUTe npasa 4OCTyna K HeMY Wi MOBbICbTE NMpaBa KOMMOHEHTa 1
noBTOpUTE Onepaumnio.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 owmnbke: Not a directory (He kamasnoz)

Kopa, owinbku: x25
BHyTpeHHee o603HaueHune ownbku: EC NOT A DIRECTORY

OnucaHme: Yka3zaHHbI 06bekT hailoBON CUCTEMbI HE ABASETCSA KaTaloroMm.

[na BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL NMYTH K 06beKTy. McnpaBbTe MyTb 1 MOBTOPUTE OMepaLyio.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmbke: Data file corrupted (Palin daHHbIx hospexdeH)

Kog owmnbkn: x26
BHyTpeHHee o603HaueHMe owmbku: EC_DATA CORRUPTED

OnucaHwue: 3ar|anJ|/|BaeMb|e AaHHbl€ NOBpPEeXAeHbl.

ﬂ,J'IFI BblIBJIEHMS BO3MOXHOM NPUYUNHBI N 06CTOATENBCTB BO3HUKHOBEHMS OLUMOKM 03HAaKOMbTECH C
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cofepxxvMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TloBTOpUTE ONepaLmio.

2. Mpw nostopeHun ownbkm nepesanyctmute Dr.Web Industrial gas Linux:

# service drweb-configd restart

nocne 4yero noBTopuTe onepayunto.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: File already exists (Palin yxe cywecmsyem)

Koa owmbku: <27
BHyTpeHHee o603HaueHne owmnbku: EC FILE EXISTS

OnucaHue: ®aiin ¢ YKa3aHHbIM MMEHEM Yy>Ke CyLUeCTBYyeT.

[ns BbIABAEHWNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 0O3HaKOMbTECh C
copepXxmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

MpoBepbTe NPaBUABLHOCTb HaNWcaHWs UMeHW daina. Mpu Heo6XOAMMOCTN UCNPaBbTE ero ¥ NOBTOPUTE
onepauyto.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 owmnbke: Read-only file system (@alinosas cucmema mosibko 015 YmMeHUs)

Kopa, owinbku: x28
BHyTpeHHee o603HaueHne owmnbku: EC_READ ONLY FS

OnucaHune: PaiiioBas cucTeMa JOCTyMNHA TONbKO AN UTEHUS.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO €ro MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL NYTH K 06beKTY. VicnpaBbTe NyThb Tak, YTOObI OH yKa3biBas Ha pa3zen
$annoBOWN cUCTEMbI, LOCTYMHbIA ANS 3aNUCK, U MOBTOPUTE ornepauuio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoA OLLNBKMN.
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CoobuweHue 06 owmbke: Network error (Owubka cemu)

Kog owmnbkn: x29
BHyTpeHHee o603HaueHne owmnbkun: EC NETWORK ERROR

OnucaHune: OwrbKa ceTu (BO3MOXHO, BHE3arnHO nepecTtan oTBeYath yaseHHbIN y3en an He yaaeTcs
YCTaHOBUTb COEANHEHME).

[ns BbIABAEHWNA BO3MOXHON NMPUYUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

I'IpOBepre LOCTYNMHOCTb CETU U NMPaBUJIbHOCTb CE€TEBbIX HACTPOEK. |_|pl/l HEO6XOAI/IMOCTI/I ncripaebTe
ceTeBble HaCTpOI?IKI/I M NOBTOpPUTE ornepaumnio.

Ecnv yctpaHuTb oWwmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not a drive (He duckosoe ycmpolicmeo)

Kopa, owinbku: x30
BHyTpeHHee o603HaueHne owmnbku: EC_ NOT A DRIVE

OnwucaHume: [por3BOAMTCA MOMbITKa OOpaLLEeHMs K YCTPOWCTBY BBOAA/BbIBOAA, KOTOPOE He AB/IAETCS
LVCKOBBIM YCTPOWCTBOM.

Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL YKa3aHHOTO UMEHM YCTPOWCTBA. VicnpaBbTe NyTh Tak, UTOGbI OH Ben K
[MCKOBOMY YCTPOWCTBY, U MOBTOPUTE ONepaLuio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Unexpected EOF (HeoxudaHHbIU KoHey, ¢haling)

Kog ownbkn: x31

BHyTpeHHee o603HaueHue ownbku: EC UNEXPECTED EOF

OnwucaHume: [py YTEHWM JaHHbIX HEOXMAAHHO BbIN JOCTUTHYT KOHeL, dpaina.

N5 BbIABIEHNA BO3MOXHOMN MPUYNHBI U O6CTOATENBCTB BO3HMKHOBEHWSA OLUMOKN O3HaKOMbTECh C

copepXxmmbiM >xypHaia Dr.Web Industrial gns Linux (npw HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAy # drweb-ctl
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log.

YcTpaHeHue own6Ku

MpoBepbTe NPaBUALHOCTL YKazaHHOrO UMeHN darina. Ecin HyxXHO, cnpaebTe MyTb Tak, UTOObI OH Bes K
npaBuabHOMY daiiny, 1 NOBTOPUTE OMepaLmio.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: File was changed (Patin 6ein usmeHeH)

Koa owmbku: 32
BHyTpeHHee o603HaueHne ownmbkun: EC FILE WAS CHANGED

OnwucaHume: [poBepsaemblit Gaiin 6bl1 UIMEHEH.

[ns BbIABAEHNA BO3MOXHON NPUYMHbBI N OBCTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun
MoBTOpWTE OMepaL o CKaHNPOBaHUS.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not a regular file (O6vekm He sensemcs gatiziom)

Kopa, owinbku: x33
BHyTpeHHee o603HaueHne owmnbku: EC_ NOT A REGULAR FILE

OnucaHme: 3anpallvBaeMblil 06BEKT PariIoBOM CUCTEMBI HE ABAAETCSA peryaspHbiM dainomM (OH MoXKeT
6bITb KaTaNIOroM, COKETOM WAV APYTrUM OOBEKTOM).

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL YKazaHHOTO UMeHN darina. Ecin HyxXHO, cnpaBbTe MyTb Tak, UTOObI OH Bes K
perynsipHoMy daiiny, 1 MoBTOPUTE OMepaLmio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHne 06 owmnbke: Name already in use (Vims yxxe ucnosie3yemcs)

Koa owmbku: x34
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BHyTpeHHee o603HaueHne ownbku: EC_NAME ALREADY IN USE

Onucanme: O6bEKT C yKazaHHbIM MMEHEM Y>Ke CyLLEeCTBYeT.

Ana BbIABNEHWSA BO3MOXHOW NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax no yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL YKazaHHOro NyTu. icnpaBbTe MyTb U MOBTOPUTE OMepaLyio.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Coob6weHune 06 owmnbke: Host is offline (Xocm omkrouer)

Kop, owmnbkn: x35
BHyTpeHHee o603HaueHMe owmbku: EC_HOST OFFLINE

OnucaHune: YaaneHHbl y3en HefoCTyrneH Mo CeTu.
s BbIABNIEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepXxmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaYaHUIO ero MOXHO

NPOCMOTPETb KOMaHZOM # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

MpoBepbTe AOCTYMHOCTL TPebyeMoro y3na cetu. [pn HeoBXOAMMOCTY UCMpaBbTe afpec y3na ceTv
MoBTOpPUWTE OMnepaLuto.

Ecnv yctpaHuTb oWwmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Resource limit reached (JocmuzHym npeden ucnosb308aHus pecypca)

Kopa, owinbku: x36
BHyTpeHHee o603HaueHne owmnbkun: EC_ LIMIT REACHED

OnucaHue: JocTUrHyT npesen UCrnoib30BaHNA pecypca.
[Ana BbIABNEHNSA BO3MOXHOW NMPUUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

MpoBepbTe AOCTYNHOCTL TpebyeMoro pecypca. Mpy HeOBXOAMMOCTY YBENUYLTE IMMUT Ha
MCNob30BaHVEe pecypca 1 NOBTOPUTE orepaLyio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.
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CoobuweHune 06 owmnbke: Mounting points are different (PasauyHele moyku MOHMUPOBAHUS)

Koa owmbku: x37
BHyTpeHHee o603HaueHme owmbku: EC_CROSS DEVICE LINK

OnwucaHume: BocctaHoBAeHWe daiina npegnonaraeT nepemelleHme Mexay AByma Toukamm
MOHTVMPOBAHMA.

[ns BbIABAEHWNA BO3MOXHON NMPUYUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

BbibepuTte apyrov nyTb Ans BOCCTaHOBJEHWs daina 1 NOBTOPUTE OnepaLimio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Unpacking error (Owubka pacnakosku)

Kopa, owinbku: x38
BHyTpeHHee o603HaueHne ownbkun: EC_UNPACKING ERROR

OnucaHue: He yaanocb pacnakoBaTtb apxmB (BO3MOXHO, OH 3aLLMLLEH NapoieM UAN MOBPEXAEH).
Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial ans Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

Y6epuTech, uto dain He noBpexzeH. Ecin apxmB 3alumLLeH NapoaemM, CHUMUTE 3aLuuTy, yKasas
npaBW/bHbIA Mapo/b, N MOBTOPUTE ONepaLiuio.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 owmnbke: Virus base corrupted (BupycHas 6a3a nospexdeHa)

Koa owmnbkn: x40

BHyTpeHHee o603HaueHMe owmbku: EC_BASE CORRUPTED

OnucaHune: BupycHble 6a3bl MOBPeEXAEHbI.

[N BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepXxmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaYaHUIO ero MOXHO

NPOCMOTPETb KOMaHZOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.
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YcTpaHeHue own6Ku

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HeOBXOANMOCTM NCNpaBbTe ero
(napameTp VirusBaseDir B ceklmu [Root] daisia KoHGuUrypaumm). Bel MoxeTe BOCMONb30BaThCS
YTUAUTOW YNpPaBAeHUS U3 KOMaHAHON CTPOKMW.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

S drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymb>

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTE BMpPYCHble Ha3bl: BbIMOAHNTE KOMaHAY:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Non-supported virus database version (Henoddepxxusaemas sepcus 8UpyCHbIX
6as)

Kog owmnbkn: x41

BHyTpeHHee o603HaueHne ownmbku: EC_ OLD BASE VERSION

OnwucaHume: BupycHble 6a3bl NpegHa3HayeHbl 418 CTapoii BEpPCUKU MPOrpammbl.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepXxmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 Npu HEOBXOAMMOCTM UCMpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] daria koHdurypaumm). Bel MoXeTe BOCMOb30BaThCA
YTWIUTOW YrpaBAeHUs U3 KOMaHAHON CTPOKMU.

,ﬂ,flﬂ NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ'flﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HOBUTE BMPYCHble H6a3bl: BbINOAHWUTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpanuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.
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CoobuweHune 06 ownbke: Empty virus database (BupycHas 6a3a nycma)

Kopa, owimnbku: x42

BHyTpeHHee o603HaueHne owmnbku: EC_EMPTY BASE

OnucaHme: BupycHas 6a3a nycra.

[Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxvMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HeOBXOANMOCTM NCNpaBbTe ero
(napameTp VirusBaseDir B ceklmu [Root] daisia KoHGurypaumm). Bel MoxeTe BOCMONb30BaThCSA
YTUAUTOW YNpPaBAeHUS U3 KOMaHAHON CTPOKMW.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymb>

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHUIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTe BMpPYCHble Ha3bl: BbIMOAHNTE KOMaHAY:
$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Object cannot be cured (O6vekm He Moxxem bbimb 8blieyeH)

Kopg ownbkn: x43
BHyTpeHHee o603HaueHme owmbku: EC_CAN NOT BE CURED

OnwucaHue: [leiictBre Jleuntb 66110 MPUMEHEHO K HEU3IEYMMOMY OOBEKTY.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENIbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmnmbiM >xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun
BbibepuTte gencraune, onycTtumoe A AaHHOrO 0OBbeKTa, U MOBTOPUTE OnepaLimio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.
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CoobuweHune 06 ownbke: Non-supported virus database combination (Henoddepxxusaemas
KoMbuHayus supycHsix 6a3)

Kopa, owimnbku: x44

BHyTpeHHee o603HaueHune ownmbku: EC_INVALID BASE SET

OnucaHue: HecoBmecTMble BUPYCHble 6a3bl.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HeOBXOANMOCTM NCNpaBbTe ero
(napameTp VirusBaseDir B ceklmu [Root] daisia KoHGuUrypaumm). Bel MoxeTe BOCNONb30BaThCS
YTUAUTOW YrpaBAeHUs U3 KOMaHAHON CTPOKMW.

[ns npocmoTpa TeKyLLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymb>

[Ans cbpoca 3HaueHUs napameTpa B 3HaYEHME MO YMOJIUAHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTE BMpPYCHble Ha3bl: BbIMOAHUTE KOMaHAY:
$ drweb-ctl update

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Scan limit reached (JocmuzHym npeden nposepku)

Kog ownbkn: x45
BHyTpeHHee o603HaueHMe owmbku: EC_SCAN LIMIT REACHED
OnucaHwue: |_|pl/l CKaHNpOBaHUU obbekTa npeBbllWeHbl 3ajaHHble OrpaHn4YeHuns (HaI'IpI/IMep, Ha

BE/IMYNHY pacrnakoBaHHOro $aina, Ha rayouHy ypoBHEN BAOXEHHOCTU U T. M.).

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENBCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXxmmbiM >xypHana Dr.Web Industrial gns Linux (npw HacTpowkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. M3mMeHUTe orpaHnyeHna ans ckaHMpoBaHWA 06BbEKTOB (B HAaCTPOMKaX COOTBETCTBYHOLLErO
KOMIMOHEeHTa) Npu nomoLum komaHz drweb-ctl cfshow U drweb-ctl cfset.

2. Tocne n3MeHeHWs HaCTpoOeK NOBTOPUTE OMepaLmio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.
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CoobuweHune 06 owmnbke: Authentication failed (HesepHele yyemHsie OaHHele NoJib308ameis)

Koa owmbku: <47
BHyTpeHHee o603HaueHMe owmbku: EC_AUTH FAILED

OnucaHue: NonbITka NPONTN ayTEHTUDUKALMIO C HEBEPHBIMU YUETHLIMW AaHHBIMW MOb30BaTENs.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaAYaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOW # Journalctl). Bl Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

nOBTOpI/ITe nonbITKY ayTeHTI/Iq)I/IKaLI,I/II/I, YKa3aB rnpaBuibHble y4e€THbl€ AaHHbIE NMO/1Ib30BaTeNA,
nMerlulero HEO6XOAI/IMbIe MOJIHOMOUY KA.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Authorization failed (lonv3osamens He umeem mpebyeMoix npas)

Kopa, owinbku: x48
BHyTpeHHee o603HaueHne ownbku: EC_NOT AUTHORIZED

OnucaHme: TekyLLMIA NOAb30BaTE b HE UMEET NpaB Ha BbINOJIHEHWE TpebyeMon onepaLnu.
Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial ans Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

nOBTOpVITe NOMbITKY aBTOPM3aUnW, yKa3aB NpaBU/ibHblIE YYETHbIE AaHHbIE MOJ/Ib30BaTe 14, MMERLEro
HEO6XOAVIMbIe noaHomMou4unA.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Access token is invalid (Hedonycmumsili mokeH docmyna)

Kog owmnbkn: x49
BHyTpeHHee 0603HaueHme owmbkn: EC_INVALID TOKEN

Onwucanume: KomnoHeHT Dr.Web Industrial ans Linux npesbaBua HeKOPPEKTHbIV TOKEH aBTopM3aLmnm
NPV NOMbITKE BbIMOJAHEHWA OnepaLu, TpebytoLLei NoBbILEHHbIe NpaBa.

[ns BbIABAEHWNA BO3MOXHON NMPUYMHbBI N OBCTOATENbCTB BO3HMKHOBEHMA OLUMOKM O3HaKOMbTECh C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku

MpowvanTe ayTeHTMdMKALMIO, YKa3aB NpaBuJibHble YYETHbIE JaHHble NMOJIb30BaTeNs, MMEROLLErO
HeobxoAMMble NMOJHOMOUUS, ¥ MOBTOPUTE OMepaLmio.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 owmbke: Invalid argument (Hedonycmumesili apaymeHm)

Kopa, owunbku: x60
BHyTpeHHee o603HaueHune ownbku: EC_INVALID ARGUMENT

OnucaHume: KomaHza He MOXET ObITb BbINMONHEH], Tak KaK yKa3aH HeJomnyCTUMbIA apryMeHT.

[Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax no yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TlpoBepbTe NPaBMALHOCTb HanucaHma n GopmaTt KOMaHAbI.

2. MNosTopuTe Tpebyemoe felcTBUE, YKa3zaB AOMYCTUMbIA apryMeHT.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 ownbke: Invalid operation (Hedonycmumas onepayus)

Kog owmnbkn: x61
BHyTpeHHee o603HaueHue ownmbku: EC INVALID OPERATION

OnucaHwue: CosepmeHa nonbITKa BbIMOAHUTb HEAOMYCTUMYHO KOMaHAy.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENBCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXxmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun
MoBTOpUTE TPebyeMoe AeNCTBIME, yKa3aB AOMNYCTUMYO KOMaHAY.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Superuser privileges required (Tpebyromcsi NOIHOMOYUS CynepnoJib3o8amesis)

Kopa, owmnbku: x62
BHyTpeHHee o603HaueHue ownmbku: EC_ ROOT ONLY

OnwucaHume: [1ns BbINOJAHEeHWs TPpebyeMoro AeicTBms TPeOYHOTCA NOJHOMOUMS Cyneproib3oBaTens.
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[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MoBbiCbTe CBOM MpaBa A0 Cyrnepro/ib3oBaTens n noBTopute Tpebyemoe gencreve. s nNoBbILEHWS
MpaB MOXHO BOCMO/Ib30BaTbCs KOMaHAOMW su Uan sudo.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Not allowed in centralized protection mode (He pa3peuwieHo 8 pexxume
yeHmpanausoeaHHol 3auyumei)

Kop, owmnbkn: x63

BHyTpeHHee 0603HaueHMe owmbku: EC_ STANDALONE MODE ONLY

OnucaHume: Tpebyemoe AeincTBrE MOXHO BbINMOJHUTL TONbKO NMpu paboTe Dr.Web Industrial ans Linux B
aBTOHOMHOM pexume.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLUMOKM O3HaKOMbTECh C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

Mepeseaute Dr.Web Industrial gnsa Linux B aBTOHOMHbIA peXxumM 1 NoBTOpMTE OnepaLuio CHOBaA.

[Ans nepeeosa Dr.Web Industrial gns Linux B aBTOHOMHBbIN peXMM BbINOJHNTE KOMaHAY:

# drweb-ctl esdisconnect

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Non-supported OS (Henoddepxusaemas OC)

Kopa, owmnbku: x64
BHyTpeHHee o603HaueHne owmnbku: EC_NON SUPPORTED 0OS

OnucaHue: OnepaLMoHHas CUCTEMa, YCTaHOB/IEHHAs Ha y3e, He noaaepxxunsaetcs Dr.Web Industrial
ans Linux.

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OLWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbINMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

YcTaHOBWTE ONEpaLMOHHYHO CUCTEMY M3 CMINCKA, YKa3aHHOTO B CUCTEMHbIX TPEOOBaHMAX.
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Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Feature not implemented (®yHkyus He peasu3osaHa)

Kop, owmnbkn: x65

BHyTpeHHee o603HaueHne ownbku: EC_ UNKNOWN OPTION

OnwucaHue: 3anpatuvBaemble GYHKL MM KOMMOHEHTa OTCYTCTBYIOT B TEKYLLIE BEPCUN.

s BbISABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepXxmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaYaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

Monpobyiite copocutb HacTpoikn Dr.Web Industrial gas Linux B 3HaueHWs no ymoauaHuto.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini (Npu 3TOM
pPEeKOMEHAYeTCs COXPaHUTb PE3EPBHYHO KOMUIO KOHOUIYpaLMOHHOro daiiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daitna KOHPUrypaLmm nepesanycrute A4eMOH ynpaBaeHna KoHpurypawmen,
BbIMOJIHVB KOMaHay:

# service drweb-configd restart

Ecnv yctpaHuTb oWwmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Unknown option (HeussecmHelili napamemp)

Kopa, owinbku: x66

BHyTpeHHee o603HaueHne ownbku: EC_UNKNOWN OPTION

Onwucanume: Paiin KOHOUIYPaLIMN COAEPXKUT MapaMeTPbl, HEN3BECTHbIE WM He MOAJLEPXKMBaEMbIE B
Tekywen Bepcun Dr.Web Industrial gas Linux.

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

1. Otkpowte dann /etc/opt/drweb.com/drweb.ini B Nt06OM TEKCTOBOM pesakTope, yaanute
CTPOKY, COAEpP>KaLLyt HEAOMYCTUMbIV NMapameTp, coxpaHuTe dain 1 nepesanycTute 4eMOoH
ynpasaeHus KoHdurypaumen Dr.Web ConfigD, BbINOAHUB KOMaHAy:

# service drweb-configd restart

2. Ecnum ato He nomoxkeT, nonpobyinTte cbpocutb HacTponkmn Dr.Web Industrial gns Linux B 3HaueHus no
YMOJTYaHWIO.
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[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLnoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte A4eMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHue 06 owmbke: Unknown section (HeuzsecmHas cekyus)

Koa owmbku: <67
BHyTpeHHee o603HaueHne ownbku: EC_ UNKNOWN SECTION

OnucaHune: Pai KOHOUIYpaLNUN COAEPXKUT CEKLIMM, HEM3BECTHbIE MW HE MOAAEPKMBaEMble B TEKYLLEN
Bepcun Dr.Web Industrial gas Linux.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTponkax no yMOaYaHUO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. Otkpowte pain /etc/opt/drweb.com/drweb.ini B NtOBOM TEKCTOBOM PefakTope W yaanuTe
Hen3BEeCTHYO CeKLMIo, MOC/Ie Yero coxpaHuTe Gaiin 1 nepesanycTute 4EMOH ynpaBaeHus
koHurypauwmen Dr.Web ConfigD, BbINONHUB KOMaHAY:

# service drweb-configd restart

2. Ecnm 310 He nomoxkeT, nonpobyite copocnTb HacTpolikn Dr.Web Industrial gns Linux B 3HaueHns no
YyMOTYaHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini (Npu 3TOM
pPEKOMEHAYETCs COXPaHUTb PE3EPBHYHO KOMUIO KOHOUIYpaLMOHHOrO daiiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkn daitna KOHPUrypaLmm nepesanycrute A4eMOH ynpaBaeHna KoHpurypawmen,
BbIMOJIHVB KOMaHay:

# service drweb-configd restart

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: /nvalid option value (Hedonycmumoe 3Ha4yeHue napamempa)

Kopa, owimnbku: x68

BHyTpeHHee o603HaueHne owmnbku: EC_INVALID OPTION VALUE
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OnucaHwme: [115 OLAHOrO UAN HECKONbKMX NMapaMeTpoB B daiie KOHPUrypaLmm ykasaHo HeZomnycTumoe
3HaueHwe.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. V3meHuWTe 3HaueHne napameTpa Npum NOMOLLM KoMaHa drweb-ctl cfshow n drweb-
ctl cfset.

Ecnv Bbl He 3HaeTe, Kakoe 3HaYeHne napamMmeTpa AOnycTMO, 0bpaTUTeCh K CPaBKe MO KOMIMOHEHTY,
MCMoNb3yHoLLEMY AaHHbIV NapamMeTp, v NomnbiTanTecb COPOCUTL 3HaUEHME 3TOro napameTpa B
3HaYeHMe Mo yMONYaHWH.

2. TakXe MOXHO OTpeAakTUpOBaTh HEMOCPEACTBEHHO daiin
KOHPUrypaumm /etc/opt/drweb.com/drweb.ini. a4 3TOro otkponTe ero B Nt060M TeKCTOBOM
peAakTope, HalAWTe CTPOKY, COAepP>Kallyto HeAOoMyCTMMOE 3HaUeHe NapameTpa, 3aganTte
JOMNYCTUMOE 3HaYeHWe, CoOXpaHuTe Gain 1 nepesanycTmTe 4eMOH yrnpaBaeHnsa KoHurypaumein
Dr.Web ConfigD, BbINONHNB KOMaHAy:

# service drweb-configd restart

3. Ecav npepgbiaylive warv He MOMorau, nonpobyinte cépocntb HacTporikm Dr.Web Industrial ans Linux
B 3HAUEHUs MO YMOAYAHWIO.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gana KOHGUrypaLmm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Invalid state (Hedonycmumoe cocmosHue)

Kopa, owmnbkn: x69
BHyTpeHHee o603HaueHMe owmbku: EC_INVALID STATE

OnucaHune: Hegonyctmoe coctosiHne komnoHeHTa uaun Dr.Web Industrial gns Linux B uenom ans
BbIMOJIHEHWSA 3aNpPOLLEHHON onepaLmn.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepXxmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku

1. ToBTOpuTe TpebyeMoe AeNcTBME Yepe3 HEKOTOPOE BPEMS.

2. Mpw nostopeHun ownbkm nepesanyctute Dr.Web Industrial gns Linux, BbINONHMB KOMaHAYy:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Only one value allowed (PaspewieHo mosibko 00HO 3Ha4YeHue)

Kog owmnbkn: x70
BHyTpeHHee o603HaueHne owmbku: EC NOT LIST OPTION

OnucaHue: B ¢a|7|ne KOHCI)I/IpraLI,I/II/I 4N4 NapaMeTpa, KOTOprI‘/lI MOXET MUMeTb TOJIbKO OA4HO 3Ha4YeHne,
3a4aHO 3Ha4deHue B BnAe Cnncka.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXxmmbiM >xypHana Dr.Web Industrial gas Linux (npv HacTpowkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. VI3meHuTe 3HavyeHne napameTpa Npu NoMoLwm komaHs drweb-ctl cfshow u drweb-
ctl cfset.

Ecav Bbl He 3HaeTe, Kakoe 3HauyeHue napamMeTpa A0onyCcTnuMo, O6paTI/ITer K CripaBKe no KOMMOHEHTY,
ncnosibsyrouiemy AaHHbII‘/II napamMeTp, niun MonbITanTech C6pOCI/ITb 3Ha4yeHune 3Toro napamMeTpa B
3Ha4yeHune No yMmoa4aHuto.

2. Takke MOXHO OTpeAaKTVpPOBaTb HEMOCPEACTBEHHO dain
KOHUrypaumm /etc/opt/drweb.com/drweb.ini. [lng 3TOro oTkpomnTe ero B 1t060M TEKCTOBOM
pesfakTope, HanguTe CTPOKY, CoAep>Kalllyto HefonycTMMOe 3HaYeHne napameTpa, 3ajante
[OMYCTUMOe 3HaueHre, CoxpaHuTe Gaiin 1 nepesanycTute 4eMOH ynpasieHns KoHGUrypaumen
Dr.Web ConfigD, BbINOAHMB KOMaHAY:

# service drweb-configd restart

3. Ecam npeabigyLyme warv He MoMoraum, nonpobyite copocutb HacTpoiku Dr.Web Industrial ans Linux
B 3HAYEHMA MO YMONYAHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb. ini (Npu 3TOM
pPeKOMEHAYeTCsl COXPaHUTb PE3EPBHYHO KOMUIO KOHOUIYpaLMOHHOro daiiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkn daitna KOHPUrypaLmm nepesanycTute AeMOH ynpaBaeHna KoHpurypawmen,
BbIMOJIHVB KOMaHay:

# service drweb-configd restart

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.
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Coob6weHune 06 owmnbke: Record not found (3anuce He Hali0eHa)

Kopa, owinbku: x80
BHyTpeHHee o603HaueHne ownmbkun: EC_RECORD NOT FOUND

OnucaHwme: ViHpopmaLmMs 0 HalZeHHOM yrpo3e OTCYTCTBYET (BO3MOXHO, Yrpo3a yxe bbina obpaboTtaHa
APYTMM KOMIMOHEHTOM).

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku
O6HOBMWTE CMMCOK Yrpo3 Yepes HEKOTOPOE BPeMs.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Record is in process now (3anuce obpabameisaemcsi 8 0aHHbIU MOMEHM)

Kog ownbkn: x81
BHyTpeHHee o603HaueHune ownbku: EC RECORD BUSY

OnucaHme: Yrpo3sa y>ke obpabatbiBaeTcs ApyrinM KOMMOHEHTOM.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun
O6HOBMWTE CNMCOK Yrpo3 Yepe3 HEKOTOPOe BPeMs.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: File has already been quarantined (®alin yxe Haxodumcsa 8 kapaHMuHe)

Kopa, owinbku: x82
BHyTpeHHee o603HaueHne owmnbku: EC_QUARANTINED FILE

Onucanme: aiin yxxe HaXOAUTCA B KapaHTUHE. BO3MOXHO, yrpo3a yxxe bbina obpaboTtaHa Apyrum
KOMMOHEHTOM.

[Ana BbIABNEHNSA BO3MOXHOM NMPUUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWSA OLWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax no yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbINMOAHWUTL KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku
O6HOBMTE CMMCOK Yrpo3 Yepes HEKOTOPOE BPeMs.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: Update zone is not provided on disk (3oHa obHoeseHuUs Ha ducke
HedocmynHa)

Kopa, owimnbku: x84

BHyTpeHHee o603HaueHune ownmbkun: EC_ NO ZONE ON DISK

OnucaHwme: NonbiTka 0OHOBNIEHNS BUPYCHbIX 6a3 B pexxnme oddaaliH 3aBepLumnach Heysaden.

[Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax no yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. Y6epmtech, Uto NyTb K YCTPOWCTBY, C KOTOPOTrO NPON3BOANTCS OOHOB/IEHME, YKa3aH BepPHO.

2. Y6eanTtech, UTo MNOJIb30BaTE/Nb, OT MMEHW KOTOPOTO BbIMOHAETCS 06HOB/IEHME, 061aZaeT npaBaMu
Ha YTeHMe KaTasiora C OBHOBIEHVAMMW.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Coob6uweHune 06 owmnbke: Cannot backup before update (He ydanoce coxpaHume pe3epeHyro KONUH
neped obHoseHuUeMm)

Kop, owmnbkn: x89
BHyTpeHHee o603HaueHMe owmbku: EC_BACKUP FAILED
OnwucaHume: [Nepes HavanoMm 3arpy3kv 06HOBNEHWIA C cepBepa OBHOBNEHWNIA He Yan0Ch COXPaHUTb

pe3epBHYH KOMUIO NoAexallx 0OHOBAEHWIO GaliioB.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWUAbHOCTb MYTW K KaTanory, XpaHsLemMy pe3epBHble KONumM 06HOBAsIEMbIX GaliioB u
npuv HeoBXOAMMOCTM UCMpaBbTe ero (MapameTp BackupDir B cekumn [Update] daiina
KOHQUrypauumm).

e [1ns NpocMOTpa 1 UCMpaB/eHUs MyTU BOCMOIb3YNTECh YTUANTON YpaBieHns U3 KOMaHZAHOM
CTPOKM.

,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Update.BackupDir
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,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.BackupDir <HO8bIl nyme>

[ns cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Update.BackupDir -r

2. O6HoBUTe BMpPYCHble H6a3bl: BbIMOAHUTE KOMaHAY:
$ drweb-ctl update

3. Eciv owmrbka NoBTOPsIeTCs, MPOBEPbLTE, UTO MOJIb30BaTE/b, OT UMEHW KOTOPOTO UCMOJIHSETCS
KOMTMOHEHT, MMeeT MpaBa Ha 3anucb B KaTalor, yKa3aHHbIV B napameTpe BackupDir. Mms
nosib30BaTesNs ykasaHo B napameTpe RunAsUser. [pn HEOHBXOANUMOCTU U3MEHUTE UMS
nosib30BaTessl, U3MEHMB 3HaueHWe NapameTpa RunAsUser, WK NPeoCcTaBbTe HeAOCTatoWMe npasa
B CBOWCTBax KaTtajora.

4. Ecam owmbka NOBTOPSETCS, NepeycTaHOBMTe NakeT drweb-update.

WHcTpykumm no yctaHoske 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

Coob6uweHune 06 owmnbke: /nvalid DRL file (Hedonycmumsili DRL-¢badin)

Kop, owmnbkn: x90
BHyTpeHHee 0603HaueHme owmbku: EC_BAD DRL FILE

OnucaHune: HapylueHa cTpykTypa oZHOro 13 ¢haliaoB Co C1ckamm cepBepoB 0OHOBAEHUN.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmnmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBWAbHOCTb MYTW K dalny crmncka cepBepoB 1 NPy HEOBXOAMMOCTN UCMPaBbTE €ro
(napameTpsbl C UMeHeM BUAa *DrlDir B cekumn [Update] daiina KOHDUrypaLumm).
Bocnonb3yintech yTUANTOM yrpaBaeHns n3 KOMaHAHOW CTPOKMN.

[na npocmoTpa TekyLLero 3HayeHna napameTpa BBegute komaray (< *DrlDir> Hy>KHO 3aMeHWUTb Ha
MMA KOHKpeTHOro napametpa. Ecam nms napameTtpa HeM3BECTHO, MPOCMOTPUTE 3HAUEHNSA BCEX
napameTpoB B CEKLMW, OMYCTUB YaCTb KOMaHAbI, 3aK/IFOUEHHYIO B KBajpaTHble CKOBKMN):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[na ycTaHOBKM HOBOrO 3HaueHWs napamMeTpa BBeAnTe KoMaHAy (< *DrlDir> Hy>XHO 3aMeHWUTb Ha UMA
KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> <Hosgblli nyme>

[ns cbpoca 3HaueHMs nNapameTpa B 3HaUEHME MO YMOAYaHUIO BBEAUTE KOMaHAY (< *DrlDir> Hy>HO
3aMEHWUTb Ha UMS KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r
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2. O6HoBUTE BMpPYCHble Ha3bl: BbIMOAHNTE KOMaHAY:
$ drweb-ctl update
3. Ecnv owmbka noBTOpsETCA, NepeycTaHoBUTe NakeT drweb-update.

WHcTpykumm no yctaHoske 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmbke: /nvalid LST file (Hedonycmumeiti LST-gpaiin)

Kog owmnbkn: x91
BHyTpeHHee o603HaueHne owmbku: EC_BAD LST FILE

OnucaHune: HapylieHa cTpykTypa daina ¢ nepeyHem 0H6HOBASEMbIX BUPYCHbIX Ha3.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepXxmmbiM >xypHana Dr.Web Industrial gas Linux (npv HacTponkax no yMOaYaHUO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbku
1. O6HOBWTE BUPYCHble 6a3bl MOBTOPHO Yepe3 HEKOTOPOE BPeMs: BbIMOAHUTE KOMaHAY:
$ drweb-ctl update

2. Ecnv owmbka noBTOpseTcs, nepeyctaHoBMTe NakeT drweb-update.

WHcTpykuum no yctaHoske v yganeHuto Dr.Web Industrial gns Linux 1 ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Industrial ans Linux n Yaanenue Dr.Web Industrial ansa Linux.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Invalid compressed file (Hedonycmumelli cxxameil ¢atin)

Kopa, owimnbku: x92
BHyTpeHHee o603HaueHue owmbkn: EC_BAD LZMA FILE

OnucaHue: HapylieHa CTpykTypa 3arpy>eHHoro danna ¢ 06HOBAEHUAMMN.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

O6HoBWTE BMpYCHble 6a3bl MOBTOPHO Yepe3 HEKOTOPOE BPEMS: BbIMOJIHUTE KOMaHAY:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.
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CoobuieHne 06 ownbke: Proxy authentication error (Owubka aymeHmugpukayuu Ha npokcu-cepaepe)

Kop, owmnbkn: x93
BHyTpeHHee o603HaueHne ownmbkun: EC_ PROXY AUTH ERROR

OnucaHume: He yaanocb NOAKAOUNTLCA K cepBepam OOHOBEHMI Yepe3 NPOoKCU-cepBep, YKasaHHbIN B
HacTpoiKax.

[ns BbIABAEHWNA BO3MOXHON NMPUYUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBMAbHOCTb MapaMeTPOB MOAKIHOUEHMA K MPOKCU-CcepBepy (3a4atoTca B napameTpe C
NMeHeM Proxy B cekumnmn [Update] daiina koHbUrypaumm).

o BOCI'IOJ'IbByI‘/IITer YTUANTOW YNpaBieHs U3 KOMaH,CI,HOI;I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Update.Proxy
,U,J'IFI YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.Proxy <HO8ble hapamempeol>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHME MO YMOJUAHUIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Update.Proxy -r

2. O6HOBUTE BMPYCHble H6a3bl: BEIMOAHWUTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: No update servers available (Hem docmynHeix cepsepos 0b6HoseHUL)

Kopa, owimnbku: x94

BHyTpeHHee o603HaueHne owmnbku: EC_NO UPDATE SERVERS

OnwucaHme: He yaanocb NOAKAOUNTLCA HU K OAHOMY U3 CepBepOB OOHOB/IEHW.

[Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial ans Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

1. TpoBepbTe JOCTYMHOCTb CETU U UCMPaBbTe MPU HEOOXOAMMOCTM CETEBbIE HACTPOMKM.

2. Ecnm pocTyn K ceTi BO3MOXEH TOJIbKO Yepes NMpOoKCU-cepBep, 3aalite napameTpbl NOAKAHOUYEHNs K
NPOKCU-cepBepy (3asatoTcs B mapaMeTpe C MMeHeM Proxy B cekuuu [Update] daiina

KoHduUrypaumm).
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e Bocnonb3yhTtech YTUANTOWN YMpaBAeHVsS U3 KOMaHAHON CTPOKM.

[ns npocmoTpa TeKyLLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Update.Proxy
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.Proxy <HO8ble napamempeol>

[ns cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Update.Proxy -r

3. Ec/v napameTpbl CETEBOrO MOAK/IOYUEHMS, B TOM YMC/IE NCMOb3YeMOro NpoKCU-CcepBepa,
npaBu/bHble, @ OLLINOKA NMPONCXOANT, yOeamMTeCh B TOM, YTO Bbl UCMOJIb3YyeTe JOCTYMHbIA CMNCOK
cepBepoB 0H6HOBEeHWS. [epeyeHb NCMONb3yeMblX CEpBEPOB OOHOBNEHWNSA YKa3bIBAETCA B
napameTpax Buga *Dr1Dir B cekuymmn [Update] darina koHburypaumn.

Ecam napametpbl Buga *CustomDr1Dir yKa3blBaloOT Ha CYLLECTBYIOLLMIA KOPPEKTHbIN

@ daln cnucka cepBepoB, TO YKa3aHHble TaM cepBepbl byAyT MCMOJ/Ib30BaTbCA BMECTO
CepBepOB CTaHAAPTHOW 30HbI O6HOBNEHNA (3HaYEH e, yKa3aHHOe B COOTBETCTBYHOLLIEM
napameTpe *Dr1Dir, UTHOPUPYETCA).

e Bocnonb3yhTtech YTUANTOWN YMpaBAeHVS U3 KOMaHAHON CTPOKM.

[ns npocmoTpa TekyLero 3HaueHns napameTpa Beeaute komaHay (< *DrlDir> Hy>XHO 3aMeHUTb Ha
MMs KOHKPETHOro napametpa. Ecam nms napameTtpa HEM3BECTHO, MPOCMOTPUTE 3HAUYEHNE BCEX
napameTpoB B CEKLMW, OMYCTUB YaCTb KOMaHAbI, 3aK/IFOUEHHYHO B KBajpaTHble CKOOKMN):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[ns ycTaHOBKM HOBOTO 3HauYeHWs napameTpa BBeauTe Komanay (< *DrlDir> Hy>XHO 3aMeHWTb Ha UM#
KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> <Hoegbelli nyme>

[na cbpoca 3HaueHWa NapameTpa B 3HaUYeHMe No YMONYaHWIO BBeAUTE KOMaHAay (< *DrlDir> HyxHO
3aMEHUTb Ha UM KOHKPETHOTO napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r
4. O6HOBUTE BUPYCHble Ba3bl: BbIMOJHNTE KOMaHAY:

$ drweb-ctl update

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: Invalid key file format (Hedonycmumeili popmam karouegozo ¢halina)

Kop, owmnbkn: x95
BHyTpeHHee o603HaueHMe owmbku: EC_BAD KEY FORMAT

OnucaHune: HapylieH dopmat kiaroueBoro dpaina.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepXxmmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaYaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOW # Journalctl). Bl Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.
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YcTpaHeHue own6Ku

1. TpoBepbTe Hanmume kntoueBoro dansia 1 NPaBUAbHOCTL NYTK K HeMY. IyTb K kKatoueBoMy danny
3aflaeTcs B napameTpe KeyPath B ceklimn [Root] daiia koHburypaumm. Bocnonbsynrech
YTUAUTOW YNpPaBAeHUS U3 KOMaHAHON CTPOKMW.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Root.KeyPath
,ﬂ,flf—l YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.KeyPath <nymse Kk gaiiny>

[nsa cbpoca 3HaueHNA NapameTpa B 3HaUEeHMe N0 YMONUYAHWIO BBEAMTE KOMaHAY:
# drweb-ctl cfset Root.KeyPath -r
2. Ecnwny Bac oTcyTtcTBYeT KAtOUEBOW daits, MAN NCMONb3YEMBINA KAFOUEBOW Galia MOBPEXAEH,

nprnobpetute u yctaHosuTe ero. OnuvcaHue kntouesoro dainsa, cnocobbl NpruobpeTeHns 1
YCTaHOBKWM OMMcaHbl B pa3gene JInLeH3npoBaHye.

3. TNapameTpbl TEKYLLEN NNLEH3UM MOXKHO MPOCMOTPETL B IMYHOM KabnHeTe Moia Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: License is already expired (Cpok Oelicmeus nuyeH3uu ucmex)

Kop, owmnbkn: x96
BHyTpeHHee 0603HaueHMe owmnbkn: EC_EXPIRED KEY

OnucaHune: Cpok AeNCTBUSA NNLEH3NM UCTEK.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepXxmmbiM >xypHaia Dr.Web Industrial gns Linux (npv HacTponkax no yMOaAYaHUIO ero MOXHO

NPOCMOTPETb KOMaHZOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. MprobpeTute HOBYIO NNLIEH3MIO 1 YCTAHOBUTE MOJYYEHHbIN KatoueBot dparn. Cnocobel
NprobpeTeHna NLLEH3UN 1 YCTAHOBKMN KNtOUeBOro daina onuncaHsl B pasgene JlvueH3vpoBaHme.

2. [MapameTpbl TekyLLel NLLEH3MN MOXHO NPOCMOTPETb B IMYHOM KabrHeTe Mown Dr.Web no ccobiike
https://support.drweb.com/get+cabinet+link/.

Ecnv yctpaHuTb olwmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobueHune 06 ownbke: Network operation timed out (Micmek malim-aym cemesoli onepayuu)

Kopa, owinbku: x97
BHyTpeHHee o603HaueHune ownbku: EC_ NETWORK TIMEDOUT

OnucaHue: VICTeK/I0 BpeMs OXUAAHUA CETEBOrO coefuHeHNA (BO3MOXHO, BHE3amnHo rnepectan
OoTBeYaTh YAaNEeHHbIN Y36/ AN He YAAeTCs YCTaHOBUTL Tpebyemoe coesvHeHMe).
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[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe AOCTYMHOCTb CETW U MPaBUIbHOCTb CETEBbIX HACTPOEK. [pK HEOBXOAMMOCTM UCMpaBbTe
ceTeBble HAaCTPOWKM 1 MOBTOPUTE OMepaLiyio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Invalid checksum (Hedonycmumas koHmMpoeHas cymma)

Kop, owimnbkn: x98
BHyTpeHHee o603HaueHne ownmbkun: EC BAD CHECKSUM

OnuncaHwue: HEBepHaﬂ KOHTPOJ/IbHaA CyMMa 3arpy>eHHoro ¢a|7|na C OBHOBAEHUAMMW.

[ns BbIABAEHWNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXxmmbiM >xypHaia Dr.Web Industrial gns Linux (npw HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

O6HoBuUTe BUPYCHbIE 6a3bl NMOBTOPHO Yepe3 HEKOTOPOE BPEMA: BbINMOJIHNTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Invalid trial license (Hedonycmumelili demoHcmpayuoHHeIl karoyesol ¢atin)

Kopa, owunbku: x99
BHyTpeHHee o603HaueHue ownmbku: EC_ BAD TRIAL KEY

OnucaHme: [1eMOHCTPaLMOHHBIN KHOUeBOW Gain HefeNncTBUTENEH (HanpuMep, OH Bbla NoayYeH Ans
[APYroro KoOMrnbroTepa).

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxnMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. 3anpocute HOBbI AEMOHCTPALMOHHbIV NEePUOA A5 JAHHOTO KOMMbIOTEPA, UAN MpuobpeTnTe
HOBYHO JINLLEH3UIO N YCTAaHOBUTE MOYYEHHbIV KatoueBor darn. Cnocobbl npnobpeTeHns AnLeH3nm
M YCTaHOBKM K/IHOUEBOro daiina onvcaHbl B pasgene JIMLeH3npoBaHue.

2. MNapameTpbl TEKyLLEN NNLEH3MM MOXKHO MPOCMOTPETL B IMYHOM KabunHeTe Mo Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.
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Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Blocked license key (/luyeH3uoHHbIl karodesol alin 3a610KUpo8aH)

Kopa, owmnbkmn: x100
BHyTpeHHee 0603HaueHMe owmbku: EC_BLOCKED LICENSE
Onucanwme: TekyLan anLeH3ns 3abaokMpoBaHa (BO3MOXHO, HapyLLEHbl YCN0BUSA JNLEH3NOHHOIO

cornaweHus Ha ncnonb3oBaHue Dr.Web Industrial gns Linux).

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 0O3HaKOMbTECh C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. MprobpeTute HOBYIO NNLIEH3NIO 1 YCTAHOBUTE MOJNYYEHHbIN KatoueBot dparn. Cnocobel
NprvobpeTeHNa NLLEH3UN 1N YCTaHOBKMN KNtOUeBOro daina onucaHsl B pasgene JlvueH3vpoBaHme.

2. [MapameTpbl TekyLLel NLLEH3MN MOXHO NPOCMOTPETb B IMYHOM KabrHeTe Mown Dr.Web no ccoiike
https://support.drweb.com/get+cabinet+link/.

Ecnv yctpanuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuieHune 06 owmbke: Invalid license (Hedonycmumas nuyeH3us)

Kop, owumnbku: x101
BHyTpeHHee o603HaueHne owmnbku: EC_BAD LICENSE

OnwucaHume: /lcnosb3yemas NMLEH3MA NpeHa3HaueHa A5 4pyroro NporpaMMHOrO MpPoAykTa Uan He
COAEPXKMNT HEOBXOAMMBIX paspeLLeHnii ana paboTbl komnoHeHToB Dr.Web Industrial gns Linux.

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial ans Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. TprobpeTnTe HOBYHO NINLLEH3NIO W YCTAHOBUTE MOJYUYEHHbIV KatoueBor dain. Cnocobbl
NPVYOBPETEHNS NNLLEH3UN 1 YCTAHOBKW KAtOUeBOro daina onncaHbl B pasgene JlMueH3vpoBaHme.

2. MNapameTpbl TEKYLLEN NNLEH3UM MOXKHO MPOCMOTPETL B IMYHOM KabunHeTe Moia Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuweHune 06 owmnbke: /nvalid configuration (Hedonycmumas koHguzypayus,)

Koa owmnbku: x102
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BHyTpeHHee o603HaueHne ownbku: EC_BAD CONFIG

Onucanume: KomnoHeHT Dr.Web Industrial gnsa Linux He MoxeT GyHKLMOHNPOBATL M3-3a HEMpPaBUIbHbIX
HacTpoek KoHdUrypauunu.

Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OLWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. Ecnm nms KOMMNOHEHTa, BbI3BABLUENO OLUMGKY, HEM3BECTHO, MOMbITANTECH EFO OMPEAENNTD,
03HAKOMMBLLUCH C COAEPXKMMbIM XXypHaa.

2. Ecnv owwbka BbizBaHa koMnoHeHTOM SplDer Guard, 1o, BeposiTHee Bcero, 3asaH cnocob paboTsl
KOMMOHEHTa, KOTOPbIA He NOAJAEP>KMBAETCA ONepaLNoHHON cncTeMON. MNpoBepbTe YCTaHOB/IEHHbIN
pexunm paboTbl KOMMOHEHTa W MPY HEOBXOAMMOCTU UCMPaBbTe €ro, ykasas 3HaueHne Auto
(napameTp Mode B cekmy [LinuxSpider] daisa KOHOUrypaLmm).

e Bocnonb3yhTtech YTUANTOWN YMpaBAeHVS U3 KOMaHAHON CTPOKM.

[na yctaHOBKWM 3HaueHns Auto BBefUTe KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode Auto

[ns cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode -r

ncnoJibsyemasa BaMu ocC BXOAMUT B CMNCOK noAaaep>XnBaemMblX (CM. pasaen CucremHble
TpeboBaHWA N COBMECTUMOCTb).

2 Pabota komnoHeHTa SplDer Guard rapaHTMpyeTCcs TOIbKO B TOM Cly4ae, eciu

3. Ecnv owwmbka Bbi3BaHa APYrnM KOMMOHEHTOM, TO COPOCLTE €ro HAaCTPOMKM B 3HAYEHMSA MO
YMOIYaHMIO Nto6bIM YA0H6HbBIM A8 Bac cnocobom:

e Mpu nomMowm komaHg drweb-ctl cfshow N drweb-ctl cfset;

e OTpefakTUpPOBaB BPYYHY dais KoHDurypaummv (yaaame Bce napaMeTpbl U3 CeKLUU KOMMOHEHTA).

4. Ecav npeablgylime warn He noMoran, copocbte HacTporikm Dr.Web Industrial ans Linux B 3HaueHus
Mo yMOYaHuHo.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIKO KOHOUIypaLoHHoro daiiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gana KOHGUrypaLmm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: Invalid executable file (Hedonycmumelli ucnosiHsembl ¢gadisn)
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Kopa, owinbku: x104
BHyTpeHHee o603HaueHne owmnbku: EC_BAD EXECUTABLE

OnucaHue: HeBO3MOXHO 3anyCcTUTb KOMMOHEHT. VICnoaHAeMbIN Galrin MOBPEXAeH UAN NyTb K HEMY
yKa3aH HeBepHO.

[Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

1. Ecnm nms KOMMNOHEHTa, BbI3BaBLUETO OLUMOKY, HEM3BECTHO, MOMbITANTECh EFO OMPEAENNTD,
03HAKOMMBLLUCH C COAEPXKMMbIM XXypHaa.

2. [poBepbTe 3HaUeHWe NyTN K UCMONHAeMOMY daliny KOMMOHeHTa B KoHGUrypauun Dr.Web Industrial
ans Linux (napameTp ExePath B CEKLUUN KOMMOHEHTA), BbIMOAHNB KOMaHAY (3aMeHUTe <cekyus
KOMNOHeHmMa> Ha Ha3BaHWe COOTBETCTBYHOLLEN cekLmm daiia KOHDUrypaLmm):

$ drweb-ctl cfshow <Cekyusd KOMNOHEHMa> .ExePath

3. CbpocbTe NyTb B 3HAUEHWE MO YMOJYaHWUIO, BbIMONHMB KOMaHAY (3aMeHUTE <cekyus KOMNOHeHma>
Ha Ha3BaHWe COOTBETCTBYHOLLEN cekLmm daiia KOHPUrypaumm):

# drweb-ctl cfset <CeKkyuss KOMNOHeHMa> .ExePath -r

4. Ecnv npegpblayLive Wwarn He NoMOrn, NepeyCcTaHOBUTE MakeT COOTBETCTBYHOLLErO KOMMOHEHTA.

WHcTpykumm no yctaHoske 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Core engine is not available (0po Virus-Finding Engine HedocmynHo)

Kopa, owmnbkmn: x105

BHyTpeHHee 0603HaueHMe ownbku: EC_NO CORE ENGINE

Onwucanue: Paiin aHTMBMpPYCcHOTO aapa Dr.Web Virus-Finding Engine oTcyTcTBYeT Man HegoCTyMeH.
[na BbIABNEHNSA BO3MOXHOM NMPUYNHBI 1 0B6CTOATENBCTB BO3HUKHOBEHWA OLIMOKN O3HaKOMbTECh C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (mpy HacTponkax no yMOaAYaHUIO ero MOXHO

NPOCMOTPETb KOMaHZOW # Journalctl). Bl Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBUAbHOCTb NYTW K daliny aHTUBUPYCHOTO aapa drweb32.d11 v npu
HeobXxoAMMOCTU UcnpaBbTe ero (napameTp CoreEnginePath B cekumm [Root] daiina
KOHbuUrypaumm).

o BOCI'IOJ'IbByI‘/IITer YTUANTOW YNpaBieHs U3 KOMaH,CI,HOI;I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.CoreEnginePath
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,ﬂ,]’lﬂ YCTaHOBKW HOBOIo 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.CoreEnginePath <HO8bIU Nymb>
[na cbpoca 3HayeHWs NnapaMeTpa B 3HaUEeHWE MO YMONYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.CoreEnginePath -r
2. O6HoBUTe BMpPYCHble H6a3bl: BbIMOAHUTE KOMaHAY:

$ drweb-ctl update

3. Ecaum nyTb npaBuabHbIM M oWwMbKa NOBTOPSETCA Nocie OOHOBNEHUS BUPYCHBIX 6a3, nepeycraHoBMUTE
naket drweb-bases.

WNHcTpykuum no yctaHoske 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: No virus databases (BupycHeie 6a3sl omcymcmesyrom)

Kopa, owmnbkn: x106
BHyTpeHHee o603HaueHne owmnbku: EC NO VIRUS BASES

OnwucaHume: BupycHble 6a3bl OTCYTCTBYHOT.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENBCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXxmmbiM >xypHana Dr.Web Industrial gns Linux (npy HacTpowkax no yMOaAYaHUO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 Npu HEOBXOAMMOCTM UCMpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] daria koHdurypaumm). Bel MOXeTe BOCNOb30BaThCA
YTWIUTOW YrpaBAeHUs U3 KOMaHAHON CTPOKMU.

,ﬂ,flﬂ NPOCMOTpPa TeEKYLLEero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ'flﬂ YCTaHOBKWM HOBOIO 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HOBUTE BMPYCHble H6a3bl: BbINOAHWUTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Process terminated by signal (Mpoyecc 3asepwieH no cuzHany)

Kopa, owinbku: x107
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BHyTpeHHee o603HaueHne ownbku: EC_APP TERMINATED
OnucaHue: KoMnoHeHT 3aBepLuna paboTy (BO3IMOXHO, 13-3a NPOCTOA UAN BCAEACTBME KOMaHAbI

rnoab3oBaTens).

Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OLWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. Ecnv BbINOMHABLUAACA onepaLms He Oblia 3aBepLUeHa, TO NMOBTOPUTE ee 3amnyck CHOBa. B npoTvBHOM
clyyae 3aBeplueHme paboTbl He ABASETCS OLUMOKON.

2. Ecnv KoMMoHeHT NoCTOsAHHO 3aBepLuaeT cBoto paboTy, nonpobyite cOpoCUTb HACTPOMKHM
KOMMOHEHTa B 3HaYE€HWs MO YMOJAYaHWIO N0ObIM YA0OHBIM ANs BaC Cnocobom:

e Mpu nomMowm komang drweb-ctl cfshow M drweb-ctl cfset;

e OTpefakTUpPOBaB BPYYHY dais KoHburypaummv (yaaame Bce napaMeTpbl U3 CeKLMU KOMMOHEHTA).

3. Ecam 3to He nomorno, nonpobynte copocuTb HacTpoikn Dr.Web Industrial gns Linux B 3HaueHuns no
YMOJTYaHWIO.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte A4eMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Unexpected process termination (HenpedsudeHHoe 3asepuieHue npoyecca)

Kop, owmnbkn: x108

BHyTpeHHee o603HaueHMe owmbku: EC_APP CRASHED

OnwucaHme: KOMMNOHEHT HEOXMAAHHO 3aBepLuKa PaboTy Mo nNpuymnHe cbos.

s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLWIMOKN O3HAaKOMbTECH C
copepXxmmbiM >xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO

NPOCMOTPETb KOMaHZAOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. ToBTOpWTE BLIMOAHABLUYIOCS OMepaLyio.

2. Ec/v KOMMOHEHT NOCTOSIHHO aBapUIMHO 3aBepLUaeT CBOK paboTy, COPOCbTE HACTPOMKN KOMMOHEHTa
B 3HaYeHWs MO YMOYaHWIO J0ObIM YA06HbBIM A5 BaC CNOCOHOM:

e MNpuy NoMoWM KOMaHA drweb-ctl cfshow U drweb-ctl cfset;
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e OTpefakTUpPOBaB BPYUHY dais KoHburypaummv (yaaame Bce napaMeTpbl U3 CeKLUU KOMMOHEHTA).

3. Ecam 3to He nomorno, cbpocbTe HacTporikn Dr.Web Industrial gns Linux B 3Ha4eHMsA MO yMOAYaHWUIO.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHAyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLnoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:
# service drweb-configd restart
4. Ecam owmbka noeTopsietcs nocie cbpoca Hactpoek Dr.Web Industrial gns Linux, nepeycraHosuTe
nakeT KOMMOHEeHTa.

WHcTpykumm no yctaHoBke 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Industrial gns Linux v Yaanenve Dr.Web Industrial gns Linux.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: Incompatible software detected (ObHapyxeHo Hecoemecmumoe 10)

Kopa, owmnbkmn: x109
BHyTpeHHee o603HaueHne owmnbku: EC INCOMPATIBLE

OnucaHune: OanH NN Heckosbko KomrnoHeHToB Dr.Web Industrial ans Linux He moryT
bYHKLMOHNPOBATb KOPPEKTHO. B cucTeMe 0BHapykeHO nporpamMmHoe obecrneyeHue, NpensaTcTBytoLLee
nx pabore.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (mpy HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. OTkAtOUMTE UK NepeHacTporiTe KOHGANKTYOLLLee NPOorpaMMHoe obecrnedeHne Takum obpasom,
yT0bbI OHO He Mewwano pabote Dr.Web Industrial gnas Linux.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: MeshD is not available (KomnoHeHm MeshD HedocmyneH)

Kop owimnbku: x114

BHyTpeHHee o603HaueHne ownmbku: EC_NO MESHD

Onucanme: OtcytctByeT koMnoHeHT Dr.Web MeshD (tpebyetcs ans pacrnpeseneHns Harpysku npm
nposepke $Gannos.).

A BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO

PyKOBOACTBO noJsib3oBarena

289



T,
)
A

A
£

Mpwunoxxenus

NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. TpoBepbTe NPaBUALHOCTb MNYTN K UCMOAHAEMOMY daliny drweb-meshd U NPy HEOHBXOAMMOCTH
ncnpasbTe ero (napameTp ExePath B cekumn [MeshD] daisia KOHDUrypaLmm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAVTOW YPaBAEHNS U3 KOMaHAHOVI CTPOKMWN.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow MeshD.ExePath
,ﬂ,flf—l YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset MeshD.ExePath <HO8bIU Nymb>

[nsa cbpoca 3HaueHNA NapameTpa B 3HaUEeHMe MO YMONYAHMIO BBEAMTE KOMaHAY:
# drweb-ctl cfset MeshD.ExePath -r
2. Mpw oTcyTCcTBUM HacTpoek komnoHeHTa Dr.Web MeshD B koHburypauum, nam B cayyae

BO3HWKHOBEHMS OWNOKN NPU yKasaHWM NPaBUIbLHOMO MyTW, YyCTAHOBUTE UAW NepeycTaHOBUTE NakeT
drweb-meshd.

WHcTpykuum no yctaHoske 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: ScanEngine is not available (Scanning Engine HedocmyneH)

Koa owmnbkn: x119
BHyTpeHHee 0603HaueHMe ownbku: EC_NO SCAN ENGINE

OnucaHune: KomnoHeHT Dr.Web Scanning Engine oTcyTcTByeT Uan He MOXeT HbITb 3anyLLeH.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepXkmmbiM >xypHana Dr.Web Industrial gns Linux (npv HacTpowkax no yMOaAYaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOW # Journalctl). Bl Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWUAbHOCTb MYTW K UCMOAHSAEMOMY daliny drweb-se U NPy HEOBXOAMMOCTU
ncnpaebTe ero (napametp ExePath B cekuun [ScanEngine] daina kKoHbuUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAUTOW YrpaBAeHNs U3 KOMaH,CI,HOI?I CTPpOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow ScanEngine.ExePath
,ﬂ,]‘lﬂ YCTaHOBKWM HOBOIO 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset ScanEngine.ExePath <HO8bIU Nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUaHWIO BBEAMTE KOMaHAY:

# drweb-ctl cfset ScanEngine.ExePath -r
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2. B ciyyae BO3HMKHOBEHWSs OLLIMOKM NPW yKazaHUWU MPaBUIbHOTO MyTU:

e BbinosHuTe KOMaHAy:

$ drweb-ctl rawscan /

Ecnn B BbIBOAE Ha 3KpaH MPUCYTCTBYET CTPOKa «Error: No valid license provided», TO 3TO
0O3HayaeT, YTo OTCYTCTBYET AeWCTBYHOLWMNIA KatoueBon dain. 3apernctpupyite Dr.Web Industrial gas
Linux n nonyumte nnueHsnto. Ecam anmueHsna Bamum nosyyeHa, To NPOBepbTe HaMuMe KJIHYeBOro
dalisia 1 ycTaHOBMKTE ero npu HeoHXoAMMOCTH.

e Ecam Bawa OC ncnosb3yet nogcmctemy 6esonacHocti SELinux, HacTporiTe NoanTmky
6e3onacHOCTM aa Moayns drweb-se (CM. pa3gen Hacrpoiika noavtuk 6e3onacHocty SELIinux).

3. TMpw oTcyTCTBUM HacTpoek komnoHeHTa Dr.Web Scanning Engine B koH®uUrypaumm, nam ecam
npegblAyLive Wwarn He NOMOrN, YCTaHOBUTE WK NepeycTaHoBKTe NnakeT drweb-se.

WHcTpykumm no yctaHoske 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: FileCheck is not available (File Checker HeDocmyneH)

Kog ownbkn: x120

BHyTpeHHee o603HaueHue owmbkun: EC NO FILE CHECK

Onwucanume: KomnoHeHT Dr.Web File Checker oTcyTcTByeT nam He MOXET 6bITb 3anyLLeH.

A5 BbIABIEHNA BO3MOXHOMN MPUYNHBI U O6CTOATENBCTB BO3HMKHOBEHWA OLUIMOKN O3HaKOMbTECh C
copepXkmnmbiM >xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO

NPOCMOTPETb KOMaHAOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBUABHOCTb NYTW K UCMOAHAEMOMY dainy drweb-filecheck un npwu
HeobxoAMMOCTM UcnpasbTe ero (napametp ExePath B cekumnn [FileCheck] daiina

KOHUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAUTOW YpaBAeHNs U3 KOMaH,CI,HOI?I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEAUTE KOMaHAY:
$ drweb-ctl cfshow FileCheck.ExePath
,ﬂ,.l'lﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset FileCheck.ExePath <HO8bIU nyme>
,U,J'IFI C6pOC8 3Ha4yeHuna napamMmeTpa B 3Ha4eHWe no yMoa4aHMO BBEANTE KOMaHAY:
# drweb-ctl cfset FileCheck.ExePath -r
2. B cayyae BOSHUKHOBEHUA owmnbKu npwv yKasaHnn npasunibHOIo nyTu:

e Ecam Bawa OC mncnonbsyet nogcucremy 6esonacHoctu SELinux, HacTpowite noanTuky
6e3onacHocTn ana mogyna drweb-filecheck (cM. pa3gen Hacrtpoiika nonmntuk 6e3onacHocTu
SELinux).

3. Mpwu oTcyTcTBUM HacTpoek KomnoHeHTa Dr.Web File Checker B koHurypauum, nav ecin
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npegblAyLive Wwarn He NOMOTN, YCTaHOBUTE WK NepeycTaHoBKTe nakeT drweb-filecheck.

WNHcTpykumm no yctaHoske 1 yaaneHuro Dr.Web Industrial gna Linux 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: ESAgent is not available (ES Agent HeDocmyneH)

Kog ownbkn: x121
BHyTpeHHee 0603HaueHMe owmbku: EC_NO ESAGENT

Onwucanume: OTcyTcTBYeT KOMMNOHEHT Dr.Web ES Agent, HeobXoanMbI ANs MOAKNOUEHWS K cepBepy
LLleHTPaNn30BaHHOW 3aLLuThI.

[ns BbIABAEHNA BO3MOXHON NPUUNHbBI N O6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepXxmmbiM xypHana Dr.Web Industrial gns Linux (npy HacTponkax no yMOaAYaHUIO ero MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBWUAbHOCTb MNYTW K UCMOAHSAEMOMY daliny drweb-esagent U NPU HEOBXOAMMOCTU
ncnpaebTe ero (napametp ExePath B cekunn [ESAgent] darina koHdurypaumm).

Bbl MOXeTe BOCMOJ/Ib30BaTbCsA YTWIWTOW YpaBaeH s U3 KOMaHAHOW CTPOKW.
[ns npocmoTpa TekyLlero 3HaueHUs napameTpa BBEAUTE KOMaHAY:

$ drweb-ctl cfshow ESAgent.ExePath
[ns ycTaHOBKM HOBOTO 3HaYeHWs NapaMeTpa BBeANTE KOMaHAY:

# drweb-ctl cfset ESAgent.ExePath <HO8bI Nymb>

[Jna cbpoca 3HaueHNa napameTpa B 3HaYeHMe Mo YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset ESAgent.ExePath -r
2. Tpwu oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web ES Agent B koHuUrypauum, nav B ciydae

BO3HWKHOBEHWSA OLUMOKM MPU yKazaHWM NPaBUIbHOIO MyTW, YCTAHOBUTE AN NepeyCcTaHOBUTE NakeT
drweb-esagent.

WHcTpykuum no yctaHoBke v yganeHuto Dr.Web Industrial gns Linux 1 ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Industrial aas Linux n Yaanenue Dr.Web Industrial ansa Linux.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: NetCheck is not available (Network Checker HedocmyneH)

Kop owimnbku: x123
BHyTpeHHee o603HaueHMe owmbku: EC_NO NETCHECK

Onucanme: OtcytctByeT koMmnoHeHT Dr.Web Network Checker, Heobxoanmbii ans npoBepkun Gariaos
no cetu.

,ﬂ'flﬂ BblIBJIEHMA BO3MOXHOM NPUYNHBI N 06CTOATENBCTB BO3HNUKHOBEHMS OLUINOKM 03HAKOMbTECH C
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cofepxxvMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBWUALHOCTb MYTU K UCMOAHAEMOMY daliny drweb-netcheck U Npu HEOBXOAMMOCTM
ncnpasbTe ero (NnapameTp ExePath B cekumn [Netcheck] danna koHdurypawmm).

Bbl MOXKeTe BOCNOAb30BaTbCA YTUAVTOW YPaBAEHNS U3 KOMaHAHOVI CTPOKMWN.

[ns npocmoTpa TeKyLLero 3HayeHns napamMeTpa BBeAMTE KOMaHAY:

S drweb-ctl cfshow Netcheck.ExePath
ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Netcheck.ExePath <HO08bIlU nyme>

[nsa cbpoca 3HaueHNA NapameTpa B 3HaUEeHMe N0 YMONYAHWIO BBEAMTE KOMaHAY:
# drweb-ctl cfset Netcheck.ExePath -r
2. Mpw oTcyTcTBUKM HacTpoek komnoHeHTa Dr.Web Network Checker B koHdurypauum nam B cayyae

BO3HWKHOBEHMS OWNOKN NPU yKasaHWM NPaBUIbLHOMO NyTW, YyCTAHOBUTE UAW NepeycTaHOBUTE NnakeT
drweb-netcheck.

WNHcTpykumm no yctaHoBke 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 ownbke: Unexpected error (HenpedsudeHHas owiubka)

Kop, owimnbku: x125
BHyTpeHHee o603HaueHMe owmnbkn: EC_UNEXPECTED ERROR

OnucaHune: Bo3Hukia HenpeaBraeHHas olwmnbka B paboTe OAHOTO MU HECKOJIbKUX KOMMOHEHTOB.

A BbIABNEHNA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Industrial gns Linux (npu HacTpoiikax Mo yMONYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

Mepesanyctute Dr.Web Industrial gns Linux, BEINOAHUB KOMaHAY:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Owunbkmn 6e3 Koga

CumnTombl: [1aBHoe okHOo Dr.Web Industrial gns Linux HeakTMBHO, nHAVKaTOp B obaactu
yBefoMaeHMI paboyero ctosia oTobpaXkaeTcs C CMMBOJIOM KPUTUYECKOW OLINMGKY, a BbiMajatoLLee
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MEHIK NHAWMKATOpPa COAEPXUT TONbKO OAUNH HEeaKTUBHbIN MYHKT — 3aI'IYCK.

Onwucanume: Dr.Web Industrial gns Linux He MOXeT 3anycTUTbCS, MOCKO/IbKY AEMOH yrpaBaeHns
koHpurypaumeri Dr.Web ConfigD HegocTyneH.

YcTpaHeHue own6ku

1. BbinonHuTe KOMaHAy:

# service drweb-configd restart

ana nepesanycka Dr.Web ConfigD n Dr.Web Industrial gns Linux B uenom.

2. Ecnv ata komaHza BepHeT OWMBKy nan He Aact HUKkakoro 3ddekTa, BbIMONHUTE OTAE/bHYHO
YyCTaHOBKY MakeTa drweb-configd.

| DTO Tak>Ke MOXET 03HauyaTb, UTO B CUCTEME A4 ayTEHTUDUKALMM NONb30BaTENEN He
: ncnonblyetcsa PAM. Ecam 310 Tak, TO yCTaHOBUTE U HACTPOWTE ero, Mockosibky 6e3 PAM
KoppekTHas pabota Dr.Web Industrial gns Linux HeBo3MoO>KHa.

3. Ecaum n nocne atoro owmnbka nosroputcs, yaanmte Dr.Web Industrial gns Linux uenvkom, nocnie yvero
YCTaHOBWTE €ro MOBTOPHO.

WHcTpykumm no yctaHoske 1 yaaneHuro Dr.Web Industrial gaa Linux 1 ero KOMNOHEHTOB CM. B
pa3genax YcraHoska Dr.Web Industrial gns Linux n Yaanenve Dr.Web Industrial gns Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY.

CuMmnTOoMBI
1. WHavkatop B obnactv yBegomMaeHnii paboyero ctosia He oTobpaXkaeTcs Noc/ie BXoa B CUCTEMY.
2. TMonbiTka BbINOJHUTE KOMaHAy 3anycka rpaduyeckoro nHtepdenca:

$ drweb-gui

NPUBOAMWT K 3anycky rn1asHoro okHa Dr.Web Industrial gas Linux.

OnucaHue: BO3MO>KHO, AaHHaA owmnbka cBsA3aHa C OTCYyTCTBMEM B CUCTEME p,OI'IOﬂHI/ITeanOI‘/'I
6mbnoTekn libappindicatorl.

YcTpaHeHue own6Kku

1. TpoBepbTe HanMuMe B Balleln cucteMe naketa libappindicatorl, BbINOJHUB KOMaHAY:
# dpkg -1 | grep libappindicatorl

2. Ecnm koMaHza He BbIBEJET HUKAKOro pesysibTaTta, TO YCTaHOBUTE 3TOT MakKeT, NCNob3ys 000N 13
NMEFOLLUXCA B CUCTEME MeHeyKep nakeToB. [1oc/ie 3TOro BbIMNOJIHUTE NMOBTOPHbIV BXOZ, B CUCTEMY

(log in).

| DTO Tak>Ke MOXET O3HauaTb, YTO B CUCTEME A1 ayTEHTUDUKALMM NONb30BaTENEN He
‘ ncnonbsyetca PAM. Ecam 370 Tak, UTO yCTaHOBUTE U HACTPOWTE €ro.
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3. Ecnv npegplaylive aeiicteus He nomorau, yaanmte Dr.Web Industrial gas Linux wenvkom, nocne
Yero ycTaHOBUTE ero NOBTOPHO.

WHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Industrial gns Linux 1 ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Industrial aas Linux n Yaanenue Dr.Web Industrial ansa Linux.

Ecam ycTpaHuTb ownbky He yAacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY.

CumnToMmMbl: [IBOMHON LLenyoK Nno 3Hauky darina uam Katanora B rpapuyeckomMm GanoBoM MeHezXepe
BMECTO ero OTKpbITUA 3anyckaeT nposepky B Dr.Web Industrial gas Linux.

Onucanue: Ipadurueckas 060104Ka BbINOAHWAE aBTOMATUUECKYHO accoLmaLmio GaiioB HEKOTOPOro
TMNa u/uan KaTanoros ¢ ferictereM OTKpbITb B Dr.Web Industrial.

YcTpaHeHue own6ku

1. OTMeHuTe accoumaumo Mexay dannamm jaHHoro tmna u npunoxernem Dr.Web Industrial gns
Linux. HacTpoeHHble accoumaumm dpukcmpytotca B danine mimeapps.list mam defaults. list.
daiinbl, onpeaenstoLme JoKaabHble HACTPOKKM, N3MEHEHHbIe B Mpoduie Noab30BaTeNSs, XPaHATCA B
kaTtanore ~/.local/share/applications/ uam ~/.config/ (06bIYHO 3TN KaTaNOr UMEOT
aTpPUBYT «CKPbITbIN»).

2. OtkponTe Gann mimeapps.list uam defaults.list B NtOOOM TEKCTOBOM pesakTope.

| [nsa pefakTMpoBaHUsA CMCTEMHOMO Galina accoumaLlmii BaM NOTpedyoTca NoJHOMOYNSA
: cynepronb3oBatens (06bluHO Nosb3oBaTens root). Npn HEOBXOANMOCTU UCMOb3YINTE
KOMaHAy su uan sudo.

3. Hanigure B darine cekumto [Default Applications], a B Hel CTPOKM accoumauunin Buga <MIME-
mun>=drweb-gui.desktop, Hanpunmep:

[Default Applications]
inode/directory=drweb-gui.desktop
text/plain=drweb-gui.desktop;gedit.desktop

4. Ecav B NpaBoOW YacTu (Noc/ie paBeHCTBa) CTPOKW accoumaumm, kpome drweb-gui . desktop,
coZepxaTcs TakxKe CCbIIKM Ha Apyrve NPUNOXeHWs, yaanmnTe U3 CTPOKM TONbKO CCbINKY Ha
npunoxeHune drweb-gui (drweb-gui.desktop). Ecan accoumauma coaep>XmT CCbiKy TONbKO Ha
npuaoXeHne drweb-gui, yAanunte CTPOKY accoLmaL My NOAHOCTbHO.

5. CoxpaHuTe n3MeHeHHbI dain.
JononHutensHasa nHpopmaums

e [1ns NpOBepKM TEKYLLMX acCOLMaLMN Bbl MOXETE BOCMO/Ib30BaThCA YyTUAUTAMU xdg-mime, xdg-
open N xdg-settings (BXOAAT B COCTaB nMakeTa xdg-utils).

e CBefeHMA 0 paboTte yTnanT xdg CM. B JIOKyMEHTaL MK, Bbi3blIBaEMOW KOMaHAOM man: xdg-mime (1),
xdg-open (1), xdg-settings (1).

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY.
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10.7. MpunoxxeHmne XK. CNnncok cokpaiwieHni

B AaHHOM pyKOBOACTBE C/efytoLLe COKpaLLeHNa NCNoib30BaHbl 6e3 paclundpoBKm:

O6o03HaueHne
AD

FQDN

GID

GNU

HTML

HTTP

HTTPS

ID

IMA/EVM

P
MBR
PID
PAM
RPM
SP
SSH
SsL
TCP
TLS
uID
URI

URL

Pacwmnpposka

Microsoft Active Directory

Fully Qualified Domain Name

Group ID (cucTteMHbIA naeHTUGUKATOP rpynnbl NOJb30BaTeNEN)
Mpoekt GNU (GNU is Not Unix)

HyperText Markup Language

HyperText Transfer Protocol

HyperText Transfer Protocol Secure (4uepe3 SSL/TLS)
NaeHTndunkatop

Integrity Measurement Architecture and Extended Verification Module
(nogcmctema agpa Linux, no3BosisAtoLLas OCyLWwecTBAATb KOHTPOJIb
LenocTHocTM GaNoBON CUCTEMbI)

Internet Protocol

Master Boot Record

Process ID (cucteMHbIN naeHTUGUKaTOp NpoLecca)

Pluggable Authentication Modules

Red Hat Package Manager (popmat nakeToB)

Service Pack

Secure Shell

Secure Sockets Layer

Transmission Control Protocol

Transport Layer Security

User ID (cucTeMHbIN naeHTUdMKaTop Noab3oBaTtens)

Uniform Resource Identifier

Uniform Resource Locator
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VBR

oC

Pacwmnpposka
Volume Boot Record

OnepaunoHHas cuctema
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