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TEXHNYECKMX MapaMeTPOB 1 HE MOXET BbITb MCMO/Ib30BAH NPW OMNpPeAeNeHn COOTBETCTBUS
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Matepuanbl, NpuBeAeHHbIe B JaHHOM JOKYMEHTE, ABNAOTCA COOCTBEHHOCTbIO
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000 «[lokTtop Beb6»

Komnanwusa «[loktop Be6» — poccumickunin paspaboTtumk cpeacts MHGOPMaLMOHHOW
6e3onacHocTu.

Komnanusa «lokTop Beb» npeanaraet sdpPpekTMBHbIE aHTUBMPYCHbIE N aHTUCNAaM-PeLLeHNs Kak
A9 TOCYyJaPCTBEHHbIX OpraHmn3aLmii U KPYMnHbIX KOMMaHWI, Tak 1 AF YaCTHbIX MOb30BaTeNeN.

AHTMBMPYCHble pelleHns cemerictea Dr.Web pa3pabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYHOT NPEBOCXOAHbIE pe3y/ibTaTbl AeTEKTUPOBaAHWA BPEJOHOCHbBIX MPOrpamm,
COOTBETCTBYOT MUPOBbLIM CTaHAapTaM 6e30onacHoCTw.

CepTndukaTbl U Harpasbl, a Takxxe obLMpHas reorpadus nosb3oBaTenein CBUAETENLCTBYHOT 0O
NCKJIKOUNTENBHOM ZOBEPUM K MPOAYKTaM KOMMaHUK.

Mbi 6naropapHbl Nonb3oBaTeNAM 3a NOAAEPIXKKY peweHuii cemeiictea Dr.Web!
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BBeaeHue

1. BBegeHune

Pewenne Dr.Web Server Security Suite no3soanT Bam obecneunts HafeXHyHo 3aLuUTy Ballero
cepBepa OT pacnpoCTpaHeHWs KOMMbIOTEPHbIX YIPO3 BCEX BO3MOXHbIX TUMOB, UCMO/b3YS
Havnbosee COBPEMEHHbIE TEXHONIOTMM OBHaPY>KEHNA K 06e3BPeXMBaHNA YTPO3. ITO NOBLICUT
KayecTBO yC/yr, NpeAoCTaBAfSEMbIX CEPBEPOM.

[laHHOe pyKOBOACTBO NpeAHa3Ha4YeHo A NMOMOLLM aAMUHUCTPATOpPaM CepBepoB, paboTatroLmx
nog ynpaeneHvem Unix-nogo6bHbix OC, Takmx kak OC cemerictea GNU/Linux 1 FreeBSD (ganee B
[LOKYyMeHTe byaeT ncnonb3oBaHo o6o3HauveHne Unix), B ycTaHOBKe M ncnonb3zoaHum Dr.\Web
Server Security Suite.

Ecnn 'y Bac y>xe yctaHosneH Dr.Web Server Security Suite npegbiayLiert Bepcum, 1 Bbl XXenaete
O06HOBUTb €ro A0 aKkTyalbHOW BEPCUW, BbINOJHUTE Ha Hee nepexos (cM. pa3aen [lepexos Ha
HOBYIO BEPCUIO).

PykoBoacTBO agMunHMCTpaTopa
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2. YcnoBHble 0603HaueHUs U coKpaleHUs

B saHHOM pyKOBOACTBE MCMOAb3YHOTCA CeAyHoLLINe YCIOBHbIe 0603HaUeHWS:

O603HaueHune KommeHTapwmii
@ BakHoe 3ameuaHue Ui ykasaHue
ilf MpeaynpexzeHre 0 BO3MOXHbIX OLUMOOUHBIX CUTYaLMAX, @ TakKe BaXKHbIX
: MOMeHTax, Ha KoTopble c/ieyeT obpaTuTb 0coboe BHUMaHMe

AHmusupycHas cems  HOBBI TEPMUH WAN aKLEHT Ha TEPMUHE B OMMUCAHUAX
<IP-address> Mons ans 3aMeHbl GYHKLMOHabHbIX Ha3BaHU GakTUUECKUMM 3HAYEHUAMN

CoxpaHutb Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHIO U APYr1X 31EMEHTOB
nporpamMmmHoro nHTepderica

CTRL O603HayeHs KnaBuLL KaaBraTypsl

/home/user HavmeHoBaHMs dalinos 1 Katanoros, GparMeHTbl MPOrpamMMHOro Kosa

MNpwunoxeHune A MepeKkpecTHble CCbINKM Ha rNaBbl AOKYMEHTa UKW TMNepPCChbIIKA Ha BHELLHNe
pecypchbl

@ KomaHzpl, KoTopble TpebyeTcs BBECTU C KIAaBMATypbl B KOMaHZAHYHO CTPOKY OnepaLyioHHOM

: cucTeMbl (B TEPMUHAE UK IMYIATOPE TEPMUHANA), B PyKOBOACTBE MpeABapsoTcs
CYMBOJIOM MpWrAalleHns K BBOAY $ UAW #, ONpeAenstomnM, Kakme NoJHOMoUNS
NoJib30BaTeNsi HEOHXOAUMbI ANsl BbIMONHEHUS YKa3aHHOW KOMaHAbl. CTaHAapTHLIM A8
Unix-cvcteM 06pa3oM nogpasyMeBaeTcs, YTo:

$ — 419 BbIMOJNIHEHMA KOMaHAbl OCTaTOYHO 06bIYHbIX npaB Noab30BaTesA.

# — 419 BbINOJIHEHMA KOMaHAbl TPebyoTCA NpaBa cynepnosib3osatens (06blYHO — root).
[lns NOBbILEHNA NPaB MOXHO MCMOAb30BaTb KOMaHAbl su 1 sudo.

MNepeyeHb coKpalleHnn NnpuseseH B pasaene [punoxerre XK. Cnvcok cokpaLLeHni.

PykoBoacTBO agMunHMCTpaTopa
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O npopaykre

3. O npoaykre

Ha3sHaueHue

Dr.Web Server Security Suite co3gaH ans 3awmTbl GarinoB annapaTHbIX U BUPTYanbHbIX GanioBbix
cepBepoB, paboTatowmx nog ynpasaeHnem Unix-nogobHeix OC (GNU/Linux n FreeBSD) ot
BMPYCOB W1 BCEX MPOYMX BUAOB BPEAOHOCHOIO NPOrpaMMHOro obecneyeHuns, a Takxxe ans
NnpeAoTBpaLLEHMA PacNpPOCTPaHEHNA Yepe3 HNX YIpo3 A1A Pa3nnyHbix naatdopm. Mpu pabote B
pexuMe LeHTpannsoBaHHon 3awmtel Dr.Web Server Security Suite kKoHTpoanpyeTca cepBepomM
nog ynpaesneHvem Dr.Web Enterprise Security Suite.

3awumTa AaHHbIX

OCHOBHble KOMMOHEHTbI (AHTUBMPYCHOE AAPO U BUPYCHbIE 6a3bl) ABAAKOTCA HE TONbKO KpanHe
3pdeKTMBHLIMU 1 HeTpeboBaTeIbHbIMU K CUCTEMHbBIM pecypcam, HO U Kpocc-naatGopMeHHbIMY,
4YTO MO3BOAAET CneumanncTam KomnaHum «loktop Beb» cozgaBatb HageXHble aHTUBMPYCHblE
pelueHuns, obecneymBatoLLme 3aLUTy KOMMNbIOTEPOB, paboTatoLLmx NoA yrnpaBieHeM
pacnpoCcTpaHeHHbIX ONepPaLMOHHbIX CUCTEM, OT Yrpo3, NpejHasHauYeHHbIX AN Pa3ANYHbIX
nnatpopmM. B HacToswee Bpems, Hapaay ¢ Dr.Web Server Security Suite, B komnaHum «lokTop
Beb» paspaboTaHbl TakxXe 1 Apyrve aHTUBMPYCHble pelueHnsa aaa Unix-nogobHbIx
onepaumoHHbIx cuctem (GNU/Linux n FreeBSD), macOS n Windows. Kpome Toro, paspaboTtaHsl
aHTMBUPYCHbIe peLleHuns, obecneynBaroLLme 3anTy MOBUAbHbBIX YCTPOWCTB, paboTaroLwmx nog
ynpasaeHvem OC Android n «ABpopa».

KomnoHneHTbl Dr.Web Server Security Suite noctosHHO 06HOBAAIOTCA, @ BUPYCHble Ha3bl
perynspHO AOMOHAOTCA HOBbIMW 3anncamu, UTo obecrneyrBaeT akTyabHbIA YPOBEHb
3alUMLLEHHOCTN GalrinoB annapaTHbIX U BUPTYaabHbIX GaNoBbix cepBepoB. g AONONHUTENBHOM
3aLLMTbl OT HEN3BECTHOrO BPEAOHOCHOIO NPOrpaMMHOro obecneyeHns NCNoab3yoTCA METOAbI
3BPUCTUYECKOrO aHaNn3a, peasr3oBaHHble B aHTUBMPYCHOM Ajpe, n obpalleHre Kk obnavyHoMy
cepsucy Dr.Web Cloud, xpaHsiiemy nHdopmaL Mo 0 HOBEWLLINX Yrpo3ax, CUrHaTypbl KOTOPbIX
eLle OTCYTCTBYHOT B H6a3ax.

ﬂ'OI'IO.I'IHl/ITe.I'IbHOI

e OcHoBHble dyHKUMM Dr.Web Server Security Suite

e Ctpyktypa Dr.Web Server Security Suite

e [lomMelleHne B KapaHTUH

[MosaHoOMOouYmMA anda paboTtbl ¢ daraamu

PexxnMbl paboThl

PykoBoacTBO agMunHMCTpaTopa
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3.1. OcHoBHble PpyHKUM Dr.Web Server Security Suite

1. Mowuck n o6e3BpexxuBaHmne yrpos. [NNpor3BoAMTCA NOUCK Kak HEMOCPEACTBEHHO
BPELOHOCHbIX MPOrpaMm BCex BO3MOXHbIX TUMOB (Pa3NnyHbIX BUPYCOB, BKIKOYaa BUPYChI,
NHPUUMPpPYLOLLMe NouToBblE haiibl U 3arpy30UHble 3aMnUCK ANCKOB, @ TakXKe TPOSHCKMX
NporpamMm, NOYTOBbIX YEPBEW U T. M.), TaK U HEXeNaTeNbHbIX NporpamMm (peknamMHbIX
nporpamMm, NporpamMM-LyToOK, NPOrpaMm aBTOMaTMYeCcKoro f03BoHa). MoapobHee o Bugax
yrpos cMm. [Mpunoxerune A. Buabl KOMNbHOTEPHbIX YTPO3.

Ans 06Hapy>KeHWs Yrpo3 UCMONb3YHTCS:

e CU2HaMypHbIl aHaau3 — MeToZ NPOBEPKU, MO3BONAOLLNA OOHAPYXUTb Y>KE N3BECTHbIE
yrpo3bl, MHGOPMaLMA O KOTOPbIX COAEPXKUTCA B BUPYCHbIX Hazax;

e 38pucmuyeckuli aHaau3 — Habop MeToAOB NPOBEPKM, MO3BOAAMOLLMX OOHapYy>KMBaTb
yrpo3sbl, KOTOpble elle HeN3BECTHbI;

e 06/1a4HbIE MexHo/102uU 0OHAPYKeHUs y2p03 — MPOU3BOAUTCA obpalleHne K cepBucy
Dr.Web Cloud, cobupatouiemy csexyto MHGopMaLmio 06 akTyasbHbIX Yrpo3ax,
paccblNaeMyro pasNUHbIMU aHTUBMPYCHbIMK NpoaykTamu Dr.Web.

@ DBPUCTMYECKMI aHaIN3aTOP MOXET IOXKHO pearnpoBaTb Ha NporpaMMHoe obecneyeHue,

: He ABNAIOLLIErocA BPeAOHOCHbIM. [T03TOMy 06beKTbl, cogep Kalle 06Hapy>KeHHble UM
Yrpo3bl, MOYYatoT CreLmanbHbli CTaTyC «MOA03pUTENbHbIE». PeKOMeHAyeTCA noMeLlaTb
Takune Gainbl B KapaHTWH, a Tak>Ke nepesaBaTb Ha aHav3 B aHTUBUPYCHYHO nabopaToputo
«/lokTop Beb». MogpobHee o MeTogax obe3BpexkmBaHusA Yrpo3 cm. [1puiosxeHue b.
YcTpaHeHne KOMMNbHOTEPHbIX YIrPO3.

Mpw npoBepke $anNoBOM CUCTEMbI MO 3aMpPOCy NONb30BaTeN MMEETCA BO3MOXHOCTb Kak
MOJIHOM NPOBEPKM BCEX OOBEKTOB PanoBOM CUCTEMBI, ZOCTYMHbIX NMOJb30BATENHO, TaK U
BbIOOPOYHON NPOBEPKM TONBKO YKa3aHHbIX O6BEKTOB (OTAEbHbIX KaTasoros nav ¢Gannos,
COOTBETCTBYHOLLMX YKa3aHHbIM KpuTepusam). Kpome Toro, 4OCTynHa BO3MOXHOCTb OTAE/IbHOWN
NPOBEPKM 3arpy304HbIX 3anvceri TOMOB U UCMOAHAEMbIX GaliIoB, N3 KOTOPbIX 3anyLLeHbl
NpoLEecchl, akTUBHbIE B CUCTEME B AaHHbIA MOMEHT. B nocnegHem cnyyae npu obHapy>xeHum
Yrpo3bl BbIMOJNHAETCS He TOIbKO 06e3BpexXnBaHne BPeLOHOCHOTO NCNoHAemMoro daina, Ho 1
NPUHYAUTENbHOE 3aBepLueHre paboTbl BCeX MPOLLECCOB, 3anyLLUEeHHbIX U3 Hero. B cnctemax,
peanu3yroLWmnx MaHAaTHY0 MoZenb AocTyna K darinam ¢ HAbopPOM pPasz/IMUHbIX YPOBHEM
AOCTyNa, CKaHMpoBaHWe GanioB, HEAOCTYMHBIX Ha TEKYLLEM YPOBHE AOCTyNa, MOXeT
NPOW3BOANTLCA B CreLaibHOM peXxrMe aBTOHOMHOrO 3k3emMnspa.

Bce o6bekThbl C yrpo3amu, obHapy>KeHHble B $aiioBOWN CUCTEME, PETUCTPUPYHOTCS B
NMOCTOAHHO XPaHUMOM peecTpe yrpo3, 3a UCKNHOUYEHNEM TeX Yrpo3, KoTopble Obian
06Hapy>eHbl B pexXnme aBTOHOMHOTrO 3k3emMnaspa.

YTnnauta ynpasaeHus n3 koMmaHaHou ctpokun Dr.\Web Ctl, Bxoasuwas B coctaB Dr.Web Server
Security Suite, Nno3BoAsET Tak>Ke BbIMONHATL MPOBEPKY Ha Haanume yrpo3 GaraoBbIX CUCTEM
yAaNneHHbIX Y3/10B CETW, MPeAOCTaBAAOWMX YAaNeHHbIN TePMUHaNAbHbIN JOCTyn Yepe3 SSH nan
Telnet.

PykoBoacTBO agMunHMCTpaTopa
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@ Bbl MOXKeTe MCMOAb30BaTh YAaNeHHOE CKaHNPOBaHMWE TOJIbKO A5 OOHapyXXeHWs

: BPEAOHOCHbIX WM NOAO3PUTENbHBIX GalIOB Ha yaaneHHOM y3ne. [lnsa ycTpaHeHus
O06Hapy>XeHHbIX Yrpo3 Ha yAaseHHOM Yy3/1e UCMONb3yTe CPeaCcTBa YNpaBaeHus,
npesocTaBisemMble HeMOCPeACTBEHHO 3TUM Y310M. Hanpumep, Ha poyTepax 1 npoYvmx
«YMHbIX» YCTPOWCTBAX UCMONb3yATE MeXaHN3Mbl OOHOBNEHWA NMPOLUMBKY, a Ha
BbIUNCAUTENBHBIX MaLLUMHAX — MOAKNOUYUTECH K HAM (B TOM YuCae B yAaJlE€HHOM
TEPMUHANILHOM PeXMME) U NMPOU3BEAMTE COOTBETCTBYHOLLME OrepaLmn B ux ¢halinosoin
cucteme (yaaneHve nav nepemMelteHve GaaoB U T. N.) AW 3aMyCTUTE aHTUBMPYCHOE
nporpammHoe obecrneyerue (MO), ycTaHOBNEHHOE Ha HUX.

2. MoHuTOopuHr obpalieHuni k pannam:

e B dpannoBoit cucteme OC. OTcnexxnBaoTcs obpalyeHns K dariaam ¢ JaHHbIMU U NMOMbITKM
3anycka ncnosHaembix Gannos. TO NO3BOASET OOHapPY>XMBaTb U HEUTPaM30BbIBaTb
BPEAOHOCHbIE MPOrpamMMbl HEMOCPEACTBEHHO NP NOMbITKaX NHPULIMPOBAHNA UMK
dannoBoin cnctembl cepeepa. [loMUMMO CTaHAAPTHOTO peXkrMa MOHUTOPUHIa MMeeTCs
BO3MOXHOCTb BKIHOUNTb YCUNEHHbIV («NapaHonAanbHbIN») PeXnM, B KOTOPOM AOCTynN K
dannam bygeT 610KkMpoOBaTHCA MOHUTOPOM A0 MOMEHTa OKOHYaHMA UX MPOBEPKM (3TO
no3BO/IAET NPeAoTBPaTUTL CyYan AocTyna K dariny, Koraa OH COAePXKUT yrposy, HO
pe3ynbTaT ero MpoBepPKM CTAaHOBUTCSA N3BECTHBIM Y>Ke Moc/e TOro, Kak MpuIoXeHne ycneno
NOAYYNTb AOCTYN K Pany). YCUNEHHbIN peXXM MOHUTOPMHIa NOBbILLAET yPOBEHb
6e30MacHOCTY, HO 3amMeANsfeT JOCTYN MPUIOXKEHNUN K eLle He NPoBepPeHHbIM daranam.

®yYHKUMA MOHUTOPUHTa GaNOBOWN CUCTEMbI JOCTYMNHa Toabko ana OC cemelicTBa
: GNU/Linux. Ans apyrux OC 13 cnncka noAaep>KMBaemMblx He MOCTaBAAETCH KOMMOHEHT,
NpeAOCTaBAAOWMNIA 3TY BO3MOXHOCTb.

¢ B pasgensembix katanorax Samba. OtcnexvBatoTcs obpalleHNa NoKaAbHbIX 1N yAaNeHHbIX
nosib3oBaTesnien GpannoBoro cepeepa K Garinam Kak Ha 3anmnchb, Tak M Ha YTeHne. ITO
no3BoaseT 0bHapy>Xu1BaTb N HEWTPAIM30BbIBaTb BPEAOHOCHbIE MPOrpaMMbl
HenocpeaCTBEHHO MPU MOMbITKAX COXPAaHEHMA UX B XPaHWIMLLE, YTO NpeAoTBpaLLaeT UX
faNbHelllee pacnpocTpaHeHWe Mo ceTu.

¢ Ha tomax Novell Storage Services. OtcnexwBatotca obpalleHns nonb3osaTenem
darnosoro xpaHunmiia NSS k dparinam Ha 3anunce. ITo NO3BOASET OOHapPYXXMBaTb U
HenTpann3oBbIBaTb BPEAOHOCHbIE MPOrpaMmbl HEMOCPEACTBEHHO MPW MOMbITKaxX
coxpaHeHua nx B xpaHuauie NSS, uTo NnpesoTBpaLLaeT X JanbHelllee pacnpocTpaHeHne
no ceTw.

@ ®yHkumsa MoHuTopuHra TomoB Novell Storage Services goctynHa Tonbko ana Novell Open

: Enterprise Server SP2 Ha 6a3e onepaunoHHon cuctembl SUSE Linux Enterprise Server 10
SP3 nnu 6onee no3gHen Bepcun. na apyrnx OC 13 cnvcka noaaepXKMBaeMbiX KOMMOHEHT,
NpPeAOCTaBAAOLWMIA 3TY BO3MOXHOCTb, HE MOCTAaBASETCS.

3. HapexxHas nsonauma MHGULMPOBaHHbIX WX NMOAO3PUTE/IbHbIX 06BHEKTOB,
06Hapy>eHHbIX B HanNoBON CUCTeMe CepBepa, B CneumaibHOM XpaHUANLLLE — KapaHTKHE,
4yTObbI OHM HE MOIAW HaHecTy yliepba cucteme. Mpn NnepemeLLeHNN 0O6BEKTOB B KapaHTUH

PykoBoacTBO agMunHMCTpaTopa
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OHW cneunasibHbIM o6pa30M neperMMeHoOBbIBakOTCA N MOTYT ObITb BOCCTAHOB/IEHbI B ncxoaHoe
MecTo (B cnydae HeO6XO,£I|l/IMOCTVI) TOJIbKO MO KOMaHA4€E NoJib30BaTenA.

4. ABTOMaTMuUeckoe O6HOBJIEHWNE aHTVBUPYCHOTO AAPa, COAEPXXMMOro BMPYCHbIX 6a3 Ana
noAAep>XaHNA BbICOKOTO YPOBHA HaZleXXHOCTU 3alLiTbl OT BPEAOHOCHbIX MPOrpamMm.

5. C60p CTaTUCTUKM NMPOBEPOK N NHLUUAEHTOB, CBA3AHHbIX C BpeaoHOCHbIM [10. BegeHune
XypHana obHapy>eHHbIX yrpo3. OTnpaBka yBeAoMAeHNN 06 0BHapy>XeHHbIX yrpo3ax no
SNMP BHeLWHNM cncteMam MOHUTOPUWHTA U CEPBEPY LLeHTPaIM30BaHHOW 3aLLMTbl, €CAN
Dr.Web Server Security Suite paboTtaeT B peXunme LIeHTpaM30BaHHOW 3aLL1Tbl, @ TakxKe
obnauHomy cepsucy Dr.Web Cloud.

6. O6ecneueHue paboTbl Nog ynpaB/ieHMEM cepBepa LLeHTPan3oBaHHOMW 3al4UThbl /15
NPVYMeHeHNs Ha cepBepe eAVHbIX MONNTMK 6e30NacHOCTY, MPUHATBLIX B aHTUBUPYCHOW CeTU
nog ynpasnexHvem Dr.Web Enterprise Security Suite, B cocTaB KOTOPOI OH BXOAWUT. OTO MOXKET
6bITb Kak CeTb HEKOTOPOTro NpeAnpuATUA (KopnopaTuBHasa CceTb) anM YacTHasa ceTb VPN, Tak n
ceTb, OpraHVM3oBaHHas NpPoBanAepPoOM Kakmx-11mbo ycnyr, HanpvumMep, AOCTyrna B MHTEpPHeT.

3.2. Crpyktypa Dr.Web Server Security Suite

Dr.Web Server Security Suite npeactaBaset coboi NporpaMMHbIi KOMMAEKC, COCTOALLUNA U3
Habopa KOMMOHEHTOB, KaX/bll N3 KOTOPbIX BbINMOJHAET CBOW Habop dyHKLMI. B cooTBeTCTBUM C
3ala4amu, peluaemMbiMy KOMMOHEHTaMK, OHW pa3geneHbl Ha KaTeropum:

e ba30Bble aHTMBUPYCHbIE KOMMOHEHTLI, 0bpa3sytowwme aapo npoaykta Dr.Web Server Security
Suite. Mpwn OTCYTCTBMM KOMMOHEHTOB 3TOW KaTeropmmn NPOAYKT HE MOXET BbINOHATb
CKaHMpoBaHue GarnoB (M NHbIX AaHHbIX) Ha MPeAMEeT HalMuna BUPYCOB U MHbIX YTPo3.

e KOMMNOHEHTbI Nouncka yrpo3. JJaHHble KOMMNOHEHTbI UCMOb3YHOTCA ANA pelleHnsa 6a30Bbix 3asau
Dr.Web Server Security Suite — novcka BpeOHOCHbIX 1 MOTEHLMANbHO OMacHbIX 06beKTOB. B
cBOen paboTe KOMMOHEHTbI 3TOW KaTeropun Mcnonb3yroT 6a3oBble aHTUBUPYCHbIE
KOMMOHEHTbI.

e CepBUCHbIE KOMMOHEHTLI, PeLlatoLLe BCoMOoraTebHble 3a4aun AN NOALEPXKKN
aHTUBMPYCHOM 3anTbl (O6HOBAEHME BUPYCHbIX a3, NOAK/IHOUEHME K cepBEpaM
LEeHTPaN30BaHHOM 3aLnThbl, 0bLwas koopanHauma paboTbl komnoHeHToB Dr.Web Server
Security Suite n 1. 4.).

e /IHTepdericHble KOMMOHEHTbI, NPeAOCTaBAAlOLME (MONb30BATENO NN CTOPOHHUM
NPUAOXKEHNAM) MHTepdenc ansa ynpasneHus pabotor Dr.Web Server Security Suite.

MNepeyeHb KOMMOHEHTOB, BXOoAALMX B cocTaB Dr.Web Server Security Suite, nepeuncneH B
Tabamuax Huxe.

3.2.1. ba3oBble aHTUBNPYCHbIE KOMMOHEHTbI

KomnoHeHT OnuncaHue

Dr.Web Virus-Finding Engine AHTUBMPYCHOE AA4p0. PeannsyeT afiropuUTMbl MOKcKa U pacno3HaBaHuWs
BMPYCOB U MPOUNX BPEAOHOCHbIX MPOrpamm (MCNoab3ys CUrHATYpPHbIN

PykoBoacTBO agMunHMCTpaTopa
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N 3BPUCTNYECKNIA aHaNmns).

PaboTaeT nog ynpaeneHnem komnoHeHta Dr.Web Scanning Engine

dann 6nbamnoTekn: drweb32.d11.

BHyTpeHHee HavMeHOBaHWe, BbIBOAMMOE B XypHaa: CoreEngine

CkaHupytolee agpo. KOMMOHEHT, OTBeYatoLLMiA 3a 3arpy3ky
aHTMBMpycHoro aapa Dr.Web Virus-Finding Engine 1 BupycHbix 6a3.

e [lepenaet aHTMBUPYCHOMY SAPY Ha NPOBEPKY codep knmoe Ganios
1 3arpy30YHbIX 3anmcent AUCKOBbIX YCTPOWCTB.

e OpraHu3yeT ouepesb GanNoB, OXUAAFOLLUX MPOBEPKU.

e BbinosHAET neyeHne Tex yrpos, ANs KOTOPbIX JaHHOe AeicTBre
NPVIMEHNMO.

MoxkeT paboTaTb kak nog yrnpaeaeHvem gemoHa Dr.Web ConfigD, Tak
B aBTOHOMHOM peXu1Me.

Vicnonb3yetcs komnoHeHTammn Dr.Web File Checker n Dr.Web Network
Checker. Tak>xe MOXeT MCNOAb30BaTbCA KOMMOHeHTOM Dr.Web MeshD
(B HEKOTOPLIX pexunmax paboTbl) U BHELIHUMM (MO OTHOLLEHUIO K
Dr.Web Server Security Suite) npnaoxeHIMN, NCMONb3Y UMM
HenocpeacTeeHHo APl Dr.Web Scanning Engine

VcnonHaembl dpain KoMnoHeHTa: drweb-se.

BHyTpEHHee HanMeHOBaHWe, BbIBOAUMOE B XYpPHal: ScanEngine

ABTOMaTMYeckn obHOBAsseMas 6a3a JaHHbIX CUrHaTyp BUPYCOB U
MPOYUX Yrpo3, a Tak>Ke aJiropPUTMOB Pacno3HaBaHUA 1 HEMTpanm3aLmm
BPEAOHOCHOIO NMPOrpaMmMHOro obecrneyeHums.

Wcnonb3yetca aHTMBMpPYCHBIM AgpoM Dr.Web Virus-Finding Engine n
MOCTaB/IAETCA COBMECTHO C HUM

KomMnoHeHT npoBepky 06beKTOB GainioBOV CUCTEMbI U MEHEAXKEP
KapaHTVHa.

e [pyHMMaeT OT KOMMOHEeHTa MOoWCKa Yrpo3 3afiaHnsa Ha MPOBepPKY
dannoBs, HaxoAALMXCA B NOKaNbHOW (MO oTHOLeHWto kK Dr.Web
Scanning Engine) ¢alinoBoli cucteme.

e O6X0AUT KaTanoryn GannoBoON CUCTEMbI COTNACHO 3aJaHNIO,
nepegaeT Gannbl Ha NPOBepPKyY ckaHupytowemy aapy Dr.Web
Scanning Engine 1 onoBeLyaeT KOMMNOHEHTbI-KAMEHTbI O XOAe
NpPOBepPKW.

e BbimonHseT yaaneHne MHGUUMpPOBaHHbIX GarinoB, NnepeMeLLeHme nx
B KapaHTWH 1 BOCCTaHOB/IEHWE 13 KapaHTWHa, ynpaBaset
KaTaJoramu KapaHTuHa.

o OpraHu3yeT 1 Cofep>XUT B akTyaslbHOM COCTOAHMM KeLl, XpaHALLNA
NHGOPMaLMIO O paHee NPoBepPeHHbIX Gaitnax AN yMeHbLIEeHNS
YacTOTbl MOBTOPHbIX MPOBEPOK HanNoB.

PykoBoacTBO agMunHMCTpaTopa
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cnonb3yeTca KOMMNOHeHTaMW, NPOBEPSAIOLLIMMUN 00BEKTbI panNoBOn
cucteMbl, Takmmm kak SplDer Guard, SplDer Guard ana SMB, SplDer
Guard ansa NSS

VicnonHsembin dain KoMnoHeHTa: drweb—-filecheck.

BHyTpeHHee HavMeHOBaHWe, BbIBOANMOE B XXypHa: FileCheck
AreHT ceTeBOW NPOBEPKUN JaHHbIX.

e Vicnosnb3yeTcs ANs nepejaun Ha NPoBepKy B CKaHMpPYHOLLee S4po
JaHHbIX, OTNPaBAEHHbIX KOMMOHEHTaMW NPOrPaMMHOro KoMmekca
yepes ceTb (3TO Takme KOMMOHEeHTbI, kak Dr.Web ClamD).

e [lo3BosiseT Dr.Web Server Security Suite opraHn3oBbIBaTb
pacrnpeAeneHHyo NPoOBEPKY AaHHbIX: MPUHMMATb Ha MPOBEPKY
[aHHbIe C yaneHHbIX Y3/10B CeTU U nepesaBaTh JIOKalbHble JaHHble
Ha MPOBEpPKY Ha yAaNeHHble y3/bl ceTW. [lns npuema v nepegavu
JAaHHBIX Ha YAaNEHHBbIX y3/1ax TakxKe JoKeH GYHKLIMOHUPOBaTh
aHTUBUMPYCHBIN NpoaykT Dr.Web an1s onepaunoHHbIx cuctem
cemencta Unix. B pexxnme pacnpegeneHHoM NpoBepKy NO3BOASET
aBTOMaTMUeCKM pacrnpeaensiTb MHTEHCMBHOCTb aHTUBUPYCHOTO
CKaHVMPOBAHWA MO AOCTYMHbIM Y3/1aM, CHUXas HarpysKy Ha y3/bl C
60/1bLUNM 06BEMOM MPOBEPKM (HaNpPUMEp, BbIMOJHAOLLMX POJb
MOYTOBbIX CEPBEPOB Y MHTEPHET-LUIHO30B).

Mpwn HannuMK B CETV Y3N10B-MAPTHEPOB, CMOCOBHbIX MPUHMMATb
JaHHble Ha NPOBEpPKY, KOMMOHEHTbI, ncrnoab3yrowme Dr.Web Network
Checker ans npoBepku, MOryT He UCMOJIb30BaTh MOLLHOCTH
NokanbHoro ckanupyrouero sapa Dr.Web Scanning Engine. Takum
obpazom, siokanbHOe ckaHupytolee sapo Dr.Web Scanning Engine,
Dr.Web Virus-Finding Engine n BupycHble 6a3bl MOTyT OTCYTCTBOBaTb.

[ns obecneyeHuns 6esonacHocT Npu nepesaye GannoB No cetu
ncnonb3yet SSL

VicnonHsemblin dainn KOMNoHeHTa: drweb-netcheck.

BHyTpEHHee HanMeHOBaHWE, BbIBOANMOE B XYypHas: NetCheck

KoMnoHeHT, ocyLecTBAsOWMI NoakatoueHne npogykta Dr.Web
Server Security Suite Kk JokasbHOMY 062Ky, NO3BOASIOLLEMY
npoayktam Dr.Web ans Unix o6MeHnBaTbCs 0GHOBAEHUAMMN,
pe3ysbTaTtamy NpoBepku Galios, nepeaasaTb APYr A4PYry Ha
npoBepKy dannbl, a TakKe NPefoCTaBAATb YCAYTY CKaHVPYHOLLEro aapa
HanpsMyto.

Mpw HaMYKMK 3TOrO KOMMOHEHTa B COCTaBE NPOAYKTa U MPU HaAUYUK
B COCTaBe JIoKabHOro obaaka, K KOTOPOMY OH MOAKAHOYEH, Y3/10B,
NPesoCTaBAAIOLLMX YCAYT CKaHVPYHOLLEro A4pa, I0KanbHOe
ckaHvpytoLee aapo Dr.Web Scanning Engine, Dr.Web Virus-Finding
Engine 1 BMpycHble 6a3bl MOTyT OTCYTCTBOBATb

VicnonHsembi daiin KoMnoHeHTa: drweb-meshd.

PykoBoacTBO agMunHMCTpaTopa
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KomnoHeHT OnucaHue

BHyTpEHHee HanMEeHOBaAHWE, BbIBOANMOE B XYypHa: MeshD

3.2.2. KoMnoHeHTbl NouckKa yrpos

KomnoHeHT OnucaHue
SplDer Guard MoHuTop dannosori cuctembl GNU/Linux.

PaboTaeT B pOHOBOM pexknmMe v OTCAEXMBaET onepauumn ¢ annamu
(Takune Kak co3gaHue, OTKPbITUE, 3aKpbITME 1 3anyck Gaiina) B
dannosbix cnctemax GNU/Linux. Mockinaet komnoHeHTy Dr.Web File
Checker 3anpocbl Ha NPoBepKy COAEPXXMMOro HOBbIX N M3MEHMBLUMXCA
bannos, a Takxke NCMOAHAEMbIX GanNoB B MOMEHT 3amnycka nporpamm.

B 3aBucrmocTy oT Bo3MoxkHocTer OC MCnosib3yeT CUCTEMHbI
MexaHu3M fanotify nan cneunann3npoBaHHbI MOAYb AAPA,
pa3paboTaHHbI KoMnaHuen «[loktop Beb» (LKM-mogynb,
nocrasasetca coBmectHo ¢ SplDer Guard B oTaensHomM nakete). [Mpu
paboTe Yepes CUCTEMHbIN MexaHu3M fanotify MOHUTOP MoXeT
paboTaTb B YCUNEHHOM UAWN «NapaHouAanbHOM» pexume, 610Kmpys
JocTyn Kk darnam, KoTopble elle He NPOoBepPeHbl, O MOMEHTa
OKOHYaHWA Nx NpoBepku. 1o ymonuaHuo ncnonbyetca 06bIUHbIN
PEXMM MOHWUTOPUHTa.

| MocTaBasieTcs TONIbKO B COCTaBe AUCTPUOYTUBOB,
: npesHa3HaueHHbIx s OC cemerictea GNU/Linux.

VicnonHsembln Gainn KOMMNOHeHTa: drweb-spider.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAUMOE B XXypHan: LinuxSpider

3arpy>aemblii MOAY /b A4pa 3arpy>aemsblii Mogyab agpa Linux (LKM-mogynb), ncnonbsyembii

Linux gnsa SplDer Guard MoHuTopom SplDer Guard ana fgoctyna k cobbiTaM $GanioBon
cuctembl B Tex OC, B koTopbix API fanotify HegocTyneH nam
peann3oBaH C orpaHnYeHHbIM Habopom GYHKLINNA.

KomMnoHeHT noctaBaseTca kak B CKOMNWAMPOBaHHOM BuAe (415
Habopa OC, B koTopbix fanotify He peanv3zoBaH uan HegocTyneH), Tak
1 B BUZE NCXOAHOIO KOZA, MO3BOJAIOLLErO OCYLLECTBUTL COOPKY 1
yctaHoBky Mogayns fgpa OC BpyuHyto (MHCTPYKLMA no cbopke
npveefeHa B pasgene Vicnonb3sosaHve Moayaa aapa aaa SplDer
Guard).

PykoBoacTBO agMunHMCTpaTopa
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| MocTaBasieTcs TO/IbKO B COCTaBe AUCTPUOYTUBOB,
: npesHa3HaueHHbIx s OC cemerictea GNU/Linux.

Ana apxutektyp ARM64, E2K n IBM POWER (ppcb4el)
paboTa c MoAyneM fagpa He NoAJep>KMBaeTCcs.

VicnonHsembi darin KOMMNoHeHTa: drweb . ko
MoHuTOp pasgensembix kataaoros Samba.

PaboTaeT B OHOBOM pexunme 1 OTCAeXMBaeT onepaumm dainoBomn
CUCTEMBI (TaKMe Kak Co3AaHue, OTKPbITUE U 3akpbiThe dalina, a Takxke
onepauun YTEHUs 1 3anuncK) B KaTasorax, OTBeAeHHbIX 411 GannoBbix
xpaHuaunw, SMB-cepsepa Samba. Mocbinaet komnoHeHTy Dr.Web File
Checker 3anpocbl Ha NPOBEPKY COAEPXKMMOrO HOBbIX N M3MEHMBLUMXCS
dannos.

Ans viHTerpauum ¢ danoBbIM cepBepoM UcnonbayeT moayam VES
SMB, paboTatoLme Ha CTOPOHe cepBepa Samba

VicnonHsemblin Gainn KOMNOHeHTa: drweb-smbspider-daemon.

BHyTpeHHee HauMeHOBaHWe, BbIBOAMMOE B XXypHaa: SMBSpider
MonuTop TomoB NSS (Novell Storage Services).

PaboTaeT B pOHOBOM pexunme 1 oTcaexxmBaeT onepauumn ¢GaninoBon
CUCTEMBI (Takne Kak co3faHue, OTKpbITUE U 3akpbiThe daiina, a Takxke
onepauun 3anmcn) Ha Tomax NSS, CMOHTMPOBAHHBIX B YKa3aHHYHO
TOuKy darinoBon cuctembl. MNocbinaet koMnoHeHTy Dr.Web File
Checker 3anpocbl Ha NPoBepKy COAEPXXMMOro HOBbIX N U3MEHMBLUMXCA
darinos.

@ MocTaBasieTcs TOIbKO B COCTaBe AUCTPUOYTUBOB,

: npesHa3HayeHHbIx s OC cemerictea GNU/Linux.
PabotocnocobeH Tosnbko B Novell Open Enterprise
Server SP2 Ha 6a3e onepauunoHHoi cuctembl SUSE
Linux Enterprise Server 10 SP3 nan 6onee no3gHux
BEPCUIA.

VicnonHsembl dain KOMMNOHeHTa: drweb-nss.

BHyTpeHHee HaviMeHOBaHWe, BLIBOAUMOE B XypHaa: NSS

PykoBoacTBO agMunHMCTpaTopa
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3.2.3. CepBUCHbIE KOMMOHEHTbI

KomnoHeHT

Dr.Web CloudD

Dr.Web ConfigD

Dr.Web ES Agent

Dr.Web StatD

OnuncaHue

KomnoHeHT B3anmogeincteus ¢ obnakom Dr.Web Cloud.

Otnpasnset URL, nocewaemble nonb3oBateneMm, a Takxke CBeeHns o
nposepsiembix darinax, B obnauHbivi cepsmc Dr.Web Cloud ans nx
NpoBepKM Ha Haanume yrpos, MHGopmMaLmsa O KOTOPbIX Noka
OTCYTCTBYET B BUPYCHbIX Hazax

WcnonHaembli dpainn komnoHeHTa: drweb-cloudd.

BHyTpEHHee HanMeHOBaHWE, BbIBOANMOE B XypHas: CloudD

[eMoH ynpaBneHus KoHdurypaumen komnaekca Dr.Web Server
Security Suite.

o yl'lpaBJ'IFIET AdKTNBHOCTbHO (3aI'IyCK n OCTaHOBKa) APYrnX KOMNOHEHTOB
nporpaMmMHOro KomMrekca B 3aBUMCUMOCTU OT HAaCTPOEK.

e [epe3anyckaeT KOMMOHEHTHI, 3aBepLUMBLLME PaboTy B pe3ynbTaTe
c609, 3anyckaeT OfHN KOMMOHEHTbI KOMIJIeKca no TpeboBaHWo
ApYrvX, HGOPMUPYET KOMMOHEHTbI MPOAYKTa 06 N3MeHeHMN
cocTaBa 3anyLeHHbIX KOMMOHEHTOB.

e XpaHWUT 1 NpesoCTaBAsSET BCEM KOMMOHeHTaM nHdopmauuto 06
NMEHIOLLIMXCA NTNLEH3NOHHBIX KJIFOUax U HacTpoiikax. Monyuaer
N3MEHEeHHble HAaCTPOWMKM U KJIHOUM OT YMOJHOMOUYEHHbIX
komnoHeHToB Dr.Web Server Security Suite n onoBeluaet Bce
KOMMOHEHTbI 06 N3MEHEHUW JINLLEH3MOHHbIX KAHOUEl U HacTpoek

VicnonHsembln danin KoMnoHeHTa: drweb-configd.
BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHaa: ConfigD

AreHT LieHTpanm3oBaHHoOM 3awmTbl. ObecneunBaet paboty
NPOrpamMMHOro KoMraekca B LieHTPaan30BaHHOM 1 MOOWIbHOM

peXrmax.

e OpraHu3yeT CBA3b C CEPBEPOM LLEHTPANIN30BaHHOW 3aLLUThI,
noJsly4aeT OT Hero JIMLLEH3VOHHbIN KAKUYeBOW Gaiisl, 0bHOBAEHMS
BUPYCHbIX 6a3 1 aHTUBUPYCHOTO sAApa.

e [lepepaet Ha cepBep MHPOPMALIMIO O COCTaBe M COCTOAHUM
komrnoHeHToB Dr.Web Server Security Suite 1 HakonaeHHyto
CTaTUCTUKY MHLIMAEHTOB, CBA3aHHbIX C BPeAOHOCHbIM 10O

VicnonHsiembln Gaiin KOMMNOHeHTa: drweb-esagent.

BHyTpEHHee HaMeHOBaHMe, BbIBOANMOE B XYypHan: ESAgent

KOMNOHEeHT Ans XxpaHeHus CTaTUCTUKM COObITUI KoMnoHeHToB Dr.Web
Server Security Suite.

PykoBoacTBO agMunHMCTpaTopa
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KomnoHeHT

Dr.Web Updater

O npopaykre

OnucaHue

MonyyaeT v opraHM3yeT XxpaHeHre COBbITUIA, NOCTYMNatoLLMX OT
KOMMOHEHTOB NMPOrpaMMHOro KOMMIEKCA, TaKMX Kak HEOXMUAaHHOe
3aBepLueHne paboTbl, 0BGHapyXKeHWe yrpo3bl 1 Ap.

VicnonHsembi daiin KoOMMNoHeHTa: drweb-statd.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XXypHan: StatD
KomnoHeHT o6HOBANEHMS.

OTBeuvaeT 3a 3arpy3Ky ¢ cepBepoB 0H6HOBAEHWI KOMMNaHUN «[JOKTOp
Be6» 06HOBNEHWNI ANs BUPYCHBIX 6a3, aHTUBMPYCHOTO Aapa.

OB6HOBNEHMSA MOTYT 3arpy>aTbCsl Kak aBTOMaTUYECKHM, MO PacnmncaHunto,
TaK 1 HeMOCPeACTBEHHO MO KOMaHJe NoJib30oBaTens (Yepes yTuanTy
Dr.Web Ctl nan uepes Beb-nHTepdelic ynpasieHums)

WcnonHaembli dpainn komnoHeHTa: drweb-update.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAUMOE B XypHan: Update

3.2.4. UuTepdencHblie KOMMOHEHTbI

KomnoHeHT

Dr.Web HTTPD

Beb-nHTEepdenc ynpasaeHus

Dr.Web

Dr.Web Ctl

OnucaHue

Beb-cepBep ynpasaeHus komnoHeHTamun Dr.Web Server Security Suite.
MpesocTtaBaseT cneyunanmsmposaHHblid HTTP API ans ynpaeneHus
komnoHeHTamn Dr.Web Server Security Suite.

YkazaHHbIN APl ncnonbsyetcs Beb-MHTEpPPencom yrnpaBaeHums.

[Ana obecneyeHns 6e30MacHOCTA NPU MNOAKAOUEHMMN K BEO-
NHTepdericy ynpaBaeHus ncnoabsyet npotokon HTTPS.

Ana nepepauv gaHHbix Ha Nnpoeepky B Dr.Web Scanning Engine
ncnonbsyet Dr.Web Network Checker

VicnonHsembin dain KoMMNoHeHTa: drweb-httpd.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHaa: HTTPD
Beb-mHTepdeiic ynpasieHms.

MokeT 6bITb OTKPbIT B t060OM Hpay3sepe Ha oKaNbHOM UK
yAaneHHOM y3ne ceTu. Hannuve Beb-nHtepdenca ynpasaeHums
NO3BOASET MPOAYKTY HE NCMOb30BaTb CTOPOHHWE Beb-cepBepb!
(Takne, Hanpumep, kak Apache HTTP Server) 1 yTuanTbl yaaneHHoro
aAMUHUCTpUpoBaHua Hanogobue Webmin.

PaboTtocnocobHocTb 0becrneunBaetcs Beb-cepsepom Dr.Web HTTPD

Ytunuta, obecneunBarowan nHtepdelic ynpasnenus Dr.Web Server
Security Suite 13 KOMaHAHOW CTPOKMW.

PykoBoacTBO agMunHMCTpaTopa
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KomnoHeHT

Dr.Web SNMPD

Dr.Web ClamD

O npopaykre

OnucaHue

Mo3BO/IAET OCYLLEeCTBAATL 3aMyCck NpoBepkn Gainnos, npocMaTpmBaThb
COZEP>XXMMOE KapaHTUHa 1 yNpasasaTb UM, 3arnyckaTb OOHOBAEHWE
BMPYCHbIX 6a3, nogkitouate Dr.Web Server Security Suite k cepsepy
LEHTPaAN30BaHHOM 3aLLMTbl U OTK/IHOYATLCA OT HEro, MpoCcMaTprBaTh
N U3MEHSATb 3HAaUEHWs MapamMeTPOB KOHOUIypaLmm NporpaMmmMHOro
KomMieKca

VicnonHsembln dain KOMMNOHeHTa: drweb-ctl.
BHyTpeHHee HavMeHOBaHWe, BLIBOAUMOE B XypHan: Ctl
MpeacrtaBnset cobot SNMP-areHT.

MpeaHazHaueH ana nHterpaymm Dr.Web Server Security Suite ¢

BHELUHUMM CMCTEeMaMN MOHUTOPWHTa nocpescTBoM npoTtokona SNMP.

Takas vHTerpauus No3BONSET OTCNEXMBATL COCTOAAHME PaboThI
KOMMOHEHTOB KOMIJIEKCa, a Takxke cobupaTb CTaTUCTUKY
OBHapy>XeHNs 1 HeWTpanm3aLum yrpos.

Moapep>xnsaeT npoTokonbl SNMP v2¢ n v3

NcnonHaembl dpain KomnoHeHTa: drweb-snmpd.
BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHaa: SNMPD

KoMMnoHeHT, aMyanpyroLwmin nHtepderc aHTMBMPYCHOrO AeMOHa
clamd (KOMMOHEHT aHTUBMpPYCHOro npogykTa ClamAV ®),

Mo3BosisieT Npo3payHo ncnosb3osatb Dr.Web Server Security Suite
A9 aHTUBUPYCHOW NPOBEPKM NHOOBIM MPUNOXKEHWAM, KOTOPbIE MOTYT
MCNoNb30BaTh aHTMBMPYCHbIV NpoaykT ClamAV ®.

Ana nepepauv gaHHbIX Ha npoeepky B Dr.Web Scanning Engine, B
3aBUCMMOCTY OT pexknuma, ucnosbyet Dr.Web File Checker nan
Dr.Web Network Checker

VicnonHsembi daiin KoMnoHeHTa: drweb-clamd.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHa: ClamD

PykoBoacTBO agMunHMCTpaTopa
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Ha pucyHke Huxe nokasaHa cTpyktypa Dr.Web Server Security Suite 1 ero Bzaumogenctems ¢
BHELUHUMUW NPUAOXKEHNAMMW.

CepBuc |
Dr.Web Cloud DItED il e . - -
SERE .
Cepeepbl 06HOBNEHWA ) Shell, SSH g pmunucrparop

Dr.Web ans Unix

Dr.Web Server Security Suite (Unix)

Dr.Web HTTPD

Dr.Web ConfigD

DrWeb Scanning Engine PEITIE
i ynpasnenus i

HTTPS

Dr.Web
Virus-Finding Engine

D b
Dr.Web ES Agent DrWeb ClamD BHelLHee npuioxeHue

Cepsep
UeHTPaNM30BaHHOK
3aLUMThI

Ak Sl A i DrWeb SNMPD | Merenxep SNMP

|| Moayne VES

Pazzensemble
pecypcel Samba

daiinosan
cuctema
Linux
_________ J

PucyHok 1. Crpyktypa Dr.Web Server Security Suite

Ha npmBeaAeHHOM PUCYHKE UCMONb30BaHbl ciegyroumne ob0o3HaueHus:

Dr.Web Server Security Suite B LlesIOM 1 BHELLHME MO OTHOLUEHWIO K HEMY MPOrpaMMHble MPOAYKTbI
Dr.Web, He BxogALLMe HENOCPEACTBEHHO B €ro COCTaB

BHewwHme no oTHowweHwuto k Dr.Web Server Security Suite nporpammbl 1 NporpaMMHble KOMMAEKChI, C
KOTOPbIMW OH MHTErpupyeTCcs

CepBWCHblE KOMMOHEHTBI, peLlatoLLe KOHKPETHbIE 3aaun B paMKax aHTMBMPYCHON 3aLLnThl
(06HOBIEHNE BMPYCHBIX 6a3, MOAK/IHOUYEHME K CEpPBEPaM LiEHTPaNN30BaHHOW 3aLLmMTbl, 06Las
KoopAuHaLums paboTbl U T. 4.)

KomnoHeHTbI, NpegocTaBstoLme (Mosb30BaTeNto AN CTOPOHHUM MPUIOXKEHUAM) UHTepdenc ans
ynpaBneHus paboToli Dr.Web Server Security Suite

KoMMoHeHTbI, ncnonb3yemble 415 aHTUBUPYCHOM NMPOBEPKM

bazoBble aHTMBMPYCHbIE KOMMOHEHTbI, 06pa3ytowmne aapo Dr.Web Server Security Suite.
Vcnonb3yroTcss KOMMOHEHTaMW, OCYLLECTBASIOLLMMMN MPOBEPKY GainNoB 1 AaHHbIX

KomnoHeHTbl, 0603HaueHHble MYHKTUPHOW rpaHnL,Een, MOryT OTCYyTCTBOBaTb, B 3aBUCMMOCTUN OT
MOCTaBKW UAK cueHapus ncnosnb3oBaHusa Dr.Web Server Security Suite.

Bonee noapobHo komnoHeHTbl Dr.Web Server Security Suite onucaHbl B pa3gene KoMnoHeHThb!
Dr.Web Server Security Suite.

PyKkoBOACTBO agMMHUCTpaTopa
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3.3. NomeweHne B KapaHTUH

KapaHTtH Dr.Web Server Security Suite npeactaBaseTt cobow cucTemy KaTanoros,
npesHa3HaYeHHbIX ANA HajeXHOW n3onaummn Garnos, CoAep>KaLlnxX BblSBNEHHbIe Yrpo3bl,
KOTOpbl€ B @HHbII MOMEHT He MOryT ObiTb 06e3BpeXKeHbl MO KakMM-MHo MpUYMHaM.
Hanpumep, obHapy>keHHas yrpo3a MOXeT ObiTb HeM31eUYMOoMu, MOTOMY UTO ellle Hen3BecTHa
Dr.Web Server Security Suite (Hanpumep, oHa 6bina 0bHapy>KeHa 3BPUCTUYECKMM aHaM3aTOPOM,
a B BMPYCHbIX 6a3ax ee cMrHaTtypa, a C1e;0BaTeNbHO, Y METOJ IeYeHNA, OTCYTCTBYET), AW NP
MomMbITKe ee neyeHns BO3HMKatOT owmnbkn. Kpome Toro, gpainn moxeT 6biTb NepemeLLleH B
KapaHTWH HenocpeACcTBEHHO MO >KeNaHWIo NOJib30BaTeNsA, €CV OH Bbibpan COOTBETCTBYOLLEe
[EeNCTBME B CIMCKe OBHapY>KeHHbIX YIPO3 WM yKa3an ero Kak peakLuio Ha yrposbl
onpejeneHHOro Tmna.

Koraa dann, cogep>alymii yrposy, nepemMelLaeTca B KapaHTUH, OH cneLlmanbHbiM 06pa3om
neperMeHOBbIBaeTCs, YTOObI NPeAOTBPaTUTb BO3MOXHOCTb €ro naeHTuduKaumm
No/b30BaTENAMN U MPOrpaMMamMu, U 3aTPYAHUTb AOCTYN K HEMY, MUHYS UHCTPYMEHTbI paboThbl €
KapaHTUHOM, peann3oBaHHble B Dr.Web Server Security Suite. Kpome T0Oro, npu nepemerieHmm
danina B KapaHTUH y Hero Bcerga cbpacbiBaeTcs 6UT MCNONHEHUA AN NPefOoTBPaLLEHNA 3anycKa.

Katanoru KapaHTWHa pa3sMeLlaroTca:

e 8 doMauwiHeM kamaJsoze No/ib308amesis (ecan Ha AAHHOM KOMMNbHOTEPE NMEeETCA HECKOJIbKO
YYETHbIX 3anuncen Pa3HbIX Nno/sb30BaTeNIeN, TO B AOMallHeM KaTanore Ka>aoro n3 3aTtux
nosib3oBaTesierl MoXeT ObITb COo34aH CBOW COBCTBEHHbIN KaTanor KapaHTl/IHa)}

® 8 KOpHEBOM KamaJsoze Kaxa~oo20 /102U4ecko20 MoMd, CMOHTUPOBAHHOTO B $GalNoBOM CUCTEME.

Katanorn kapaHtHa Dr.Web Server Security Suite Bcerga nmetot nms
.com.drweb.quarantine 1 CO34at0TCA NO Mepe HeOHXOANMOCTN B TOT MOMEHT, Korja K
Kakon-11mbo yrpo3se npuMeHseTcs gencrene «B kapaHTUH» (QUARANTINE), 4pYyrMMuM CIOBaMK,
[0 Tex Nnop, Noka yrpo3 He obHapy>KeHo, KaTaNorn KapaHTMHa He co3aatoTcs. [pw 3Tom Bceraa
CO3JaeTcs TONbKO TOT KaTasor KapaHTUHA, KOTopbiv TpebyeTca ana nsonaumm danna. Ans
onpeaeneHus, B KakoW 13 KaTasoros TpebyeTcs n3oanmposatb Gain, NCNonb3yeTca nms
BAagenbua davna. Ecam npm aBmxkeHUn K KOpHIO GannoBoOK CUCTeMbI / OT KaTanora,
cozepxkawiero dann, JOCTUraeTcs AOMaLUHUA KaTanor Baajenbla, Garn n3oampyetca B katanor
KapaHTWHa, HaxoAALWMINCcA B HeM. B npotuBHOM ciyyae daiin ByaeT n3onmMpoBaH B KaTanor
KapaHTWHa, CO3aHHbI B KOPHE TOMa, cogepkalero dain (KOpHeBOW KaTanor Toma
Heobs3aTeNbHO COBMajeT C KopHeM darinoBon cuctemsbl). Taknm obpasom, ntobon
MHOMLMPOBaHHBIN (aiif, NOMELLAEMbIN B KAPaHTWH, BCerja OCctaeTca Ha TOM TOME, Ha KOTOPOM
OH 6bI1 06Hapy>KeH. ITo obecneunBaeT KOPPEKTHYHO PaboTy KapaHTWHA MPU HaIMYUKN B CUCTEME
CbeMHbIX HaKOMuUTenen n Apyrnx TOMOB, KOTOPble MOTYT MOHTMPOBAaTbLCA B GpalioBOM cucteMe
nepuoaMYeckn 1 B pasinyHble TOUKN.

MNonb3oBaTenb MOXET YNPaBAAiTb COAEPXKMMbIM KapaHTUHA U3 KOMaHAHOW CTPOKM, UCMONb3YA
ytuanty Dr.Web Ctl nan uepes Beb-nHTepdelnic ynpasaenus. MNpw 3Tom Bceraa obpabatbiBaeTca
KOHCO/NIMANPOBAHHbIV KapaHTWH, 0b6beaunHsatowmi B cebe BCe KaTanorn ¢ M30AnpoBaHHbIMU
obbekTamu, AOCTYMHbIe B AaHHbIA MOMeHT. C TOUKM 3peHNs NoAb30BaTeNs, MPOCMaTPMBAKOLLLErO
COAEPXUMOE KOHCONMANPOBAHHOIO KapaHTMHA, KaTasor KapaHTMHa, pacnoaaratowmics B ero

PykoBoacTBO agMunHMCTpaTopa
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AOMallHEM KaTanore, Ha3blBaeTCAa lMose308amensckum KapaHTNHOM, a BCE OCTa/ibHbl€ KaTasorn
KapaHThHa CYNTarTCA CucmemHosiM KapaHTUHOM.

I PaboTa c KapaHTUMHOM BO3MO>XHa Aa>ke TorAa, Korga oTCyTCTByeT akTUBHas JiNLLEH3VA, HO B
: 3TOM C/lydae CTaHOBUTCA HEBO3MOXHbIM J1e4eHNE N30NMPOBaHHbIX 06BbEKTOB.

He Bce aHTMBUpYCHbIe KOMMOHeHTbI Dr.Web Server Security Suite ncnonb3ytoT KapaHTUH
ANS n30naumMn yrpo3s. Hanprmep, ero He ncnosb3yet komnoHeHT Dr.Web ClamD.

3.4. NMonHomouunsa ana pabotbl ¢ pannammn

MNpw ckaHMpoBaHUKN 06beKkTOB HaoBOV CUCTEMBI U HelTpaam3aummn yrpo3 Dr.Web Server
Security Suite (TouHee, Nosb30BaTENb, OT UMEHW KOTOPOrO OH 3anyLLeH) Jo/kKeH obaajatb
cneayroLmnMmn NOAHOMOYMAMMU:

AeiicTBne

Be1800 8cex 0bHapykeHHbIX
y2pos3

Be1800 codepxumozo
koHmMeliHepa (apxusea,
noymoeozo ¢atina u m. n.)

(OTObpaxkeHne TONbKO

3/IEMEHTOB, KOTOPbIE
copepykaT ownbKy nim

yrposy)

lNepemeujeHue 8 kKapaHMuH

YOaneHue yzpo3

JleyeHue ¢batinos

Tpebyembie nonHoMmouus

be3 orpaHunyeHmii. CneumanbHbIX MOJHOMOUYMI He TpebyeTcs.

be3 orpaHunueHmii. CneumanbHbIX MOJHOMOUYMI He TpebyeTcs.

Be3 orpaHunyenuii. MNMosb3oBaTelb MOXET OTMPaBAATL B KapaHTWH BCe
nHOMLUMPOBaHHbIe halibl, HE3aBUCMMO OT Ha/IMUKs Y HEro Npae Ha
YTeHVe 1 3anncb Ana nepemMellaemoro danna.

Monb3oBaTesib AOKEH MMETH MpaBa Ha 3anuck B yaansemblin dari.

| Ecam yrposa obHapy>ceHa B daiine, HaxoasLWwemMcs B
: KOHTelHepe (apx1B, MOYTOBOE COOOLLEHNE U T. I.),

BMECTO Y/JaNeHUNA BbINOAHAETCA NepemMeLLeHne
KOHTe/Hepa B KapaHTUH.

Be3 orpaHnyeHnin. Nocne BbIMOAHEHNS IeYEHWSA OCTAETCS BblIEYEHHbIN
dalin C UCXOAHBIMW MpaBaMu AOCTyMNa W BAaAENbLEM.

| ®aiin MoXeT BbITb YAaNneH, ecan yaaneHve aBnsetca
: MeTOZ0M leYeHNa 0bHapy>KEHHOW B HEM Yrpo3bl.

PykoBoacTBO agMunHMCTpaTopa
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AeiAcTBue Tpebyembie nonHoMmouus

BoccmaroeneHue gatina u3 Monb3oBaTesb AOMKEH UMETH Pa3peLleHne Ha YTeHne
KapaHmuHa BOCCTaHaB/IMBaeMoro daina n MMeTb paspeLleHne BbIMOIHATL 3anunchb B
KaTanor BOCCTaHOBJ/IEHUS.

YOaneHue ¢atina u3 Monb3oBatesnb AOMXKEH MMETb Pa3peLleHne Ha 3anncb B UCXOAHbIN daiin,
KapaHmuHa KOTOpPbIN Hbl MepemMelLleH B KapaHTUH.

[na 3anycka yTManTbl ynpaBaeHnsa M3 KomaHgHow ctpoku Dr.Web Ctl ¢ npaBamu
: cynepnosb3oBatena (06bIYHO root) CMOb3YITe KOMaHAy CMEHbI MOAb30BaTeNs su UK
KOMaHJy BbIMOJAHEHWS OT MMEHW APYroro nosib3oBatens sudo.

3.5. Pexxumbl paboTbli

B atom paspene

e [TpnHUMNBI LI,eHTDaIII/IBOBaHHOI\/’I 3aLlnThbl

e [loKAHOYEHVE K CEPBEPY LIEHTPASN30BAHHOM 3aLLUThI

e OTKNHOUYEHME OT cepBepa LeHTpaan3oBaHHOW 3aLUThI

Dr.Web Server Security Suite MoxeT paboTtaTb kKak B aBTOHOMHOM pexiMe, Tak U B COCTaBe
KOPMOopaTUBHOW WM YaCTHOW aHMuUBUpYCHOU cemu, ynpaBasemMon Kakum-anbo cepgepom
yeHmMpanu3o8aHHoU 3awjumel. Takon pexmnm paboTbl Ha3blBaeTCA peXxuMoM YeHmpaau308aHHOU
3auwjumel. Vicnonb3oBaHMe 3TOro pexxrmMa He TpebyeT yCTaHOBKWN JOMOJHUTENbHOTO
nporpaMMHOro obecrneudeHuns, nepeycraHoBkn nan yaanenns Dr.Web Server Security Suite.

e B asmoHoMHOM pexume 3aLinLLaeMblil KOMMNbOTEP He BKIOUEH B @aHTUBUPYCHYHO CEeTb U
ynpaBAseTca NoKanbHO. B 3TOM pexrmMe KOHOUIypaunoHHbIA U IMLLEH3NOHHbIV KNHOUYEBOM
dalinbl HAXOAATCA Ha NoKaNbHbIX Anckax, a Dr.Web Server Security Suite nonHocTbrO
ynpaBAseTca C 3auaeMoro komnoetotepa. O6HOBNEHNA BUPYCHbIX 6a3 Nosy4varoTcs ¢
cepBepoB 0H6HOBNEHN KOMMNaHUK «/lokTop Beb».

e B pexxume yeHmpanu3o8aHHoU 3auyumel 3alMTOM KOMMbIOTEPA YNpaB/afeT cepBep
LeHTPaNnN30BaHHOW 3aLLnTbl. B 3TOM pexxnme HekoTopble yHKUMK 1 HacTpoikn Dr.Web Server
Security Suite moryT 6bITb M3MeHeHbI UK 3abN0KMPOBaHbI B COOTBETCTBUM C 0bLLEeN
(KopnopaTVBHOW) CTpaTernen aHTUBMPYCHOW 3aLUMTbI, MPUHATON B aHTUBUPYCHOM ceTu. B aTom
peXunme Ha KOMMbIOTEPE NCMOb3yeTCs OCOObIV IMLIEH3MOHHbIN KI04eBOW Galsi, NoayYeHHbIV
OT BbIOpaHHOro cepBepa LeHTPaan30BaHHOW 3aLUnTbl, K KOTOpoMy noakatoveH Dr.Web Server
Security Suite. JINLLEH3VOHHBIN NIV AEMOHCTPALIMOHHBIN KA0OUYeBOW Galin Nonb3oBaTens, ecam
OH MMeEeTCA Ha JI0KalbHOM KOMIMbOTEPE, He Ncnosb3yeTca. Ha cepBep LieHTpasvM30BaHHOM
3alMTbl OTCbINaeTca ctatncTmka pabotel Dr.Web Server Security Suite, Bkitouasa ctatnucrmky
NHLMAEHTOB, CBA3aHHbIX C BpegoHOCHbIM 0. O6HOBNEHME BUPYCHbIX 6a3 TakXKe BbIMOAHAETCS
C cepBepa LieHTpasM30BaHHOW 3awuTbl. HacTpoika pexumMa LeHTPaan3oBaHHOW 3aLUuThl
onucaHa B PykoBogacTee agmuHuctpatopa Dr.Web Enterprise Security Suite no ynpasaeHuto
Dr.Web Server Security Suite.

PykoBoacTBO agMunHMCTpaTopa
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e B mobusbHom pexcume Dr.Web Server Security Suite nonyyaet o6HOBAeHMA BUPYCHbIX 6a3 ¢
cepBepoB O6HOBNEHWNIA KOMNaHUK «/JokTop Beb», HO NCNoab3yeT I0KaNbHO XpaHALLMeCcs
HaCTPOWKM 1 OCODbIN NNLEH3NOHHDBIV KNHoUYeBOW dali, MoNyyYeHHble OT cepBepa
LileHTpasIM30BaHHOW 3aLUUTbI.

BO3MOXHOCTb HAaCTPOMKN MOHUTOpPa darnosor cucteMsl SplDer Guard, a Tak>ke ero BKAOYeHUs
1 BbIkNtoUeHns npu pabote Dr.Web Server Security Suite nog ynpaBaeHvem cepsepa
LLleHTPaAn30BaHHOW 3alLMTbl 3aBUCKT OT pa3peLLeHnid, 3aj,aHHbIX Ha cepBepe.

MpUHUMNDbI LLEeHTPa/IN30BaHHOW 3aLLUTbI

PewweHuns koMmnaHuu «JokTop Beb» no opraHvsauuu LEeHTPaan30BaHHOW aHTUBMPYCHOM 3aLLUTbI
VIMEIOT KJINEHT-CEPBEPHYIO apXUTEKTYPY (CM. MIOCTPALIMIO HUXKeE).

KomnbroTepbl KOMNaHUM UKW NOAb30BaTeNeln NocTaBLmka IT-ycayr 3almiwatoTcsa oT yrpos
JI0KA/IbHbIMU GHMUBUPYCHbIMU KOMNOHeHmMamu (B 4aHHOM caydae npogyktom Dr.Web Server
Security Suite), koTopble obecrneyrBatoT aHTUBUPYCHYHO 3aLLUTY U NOALEP>KMBAIOT COeANHEHME C
CepBEPOM LEHTPAIM30BAHHOM 3aLUUTLI.

PykoBoacTBO agMunHMCTpaTopa
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O npopaykre

Cepsep
LeHTPaIN30BaHHOM
3aLmnThbl

CeTb Ha ocHoBe TCP, NetBIOS

AgmMuHUCTpaTop

. ====JlocTyn 4epe3 HTTP/HTTPS
aHTUBMPYCHOW ceTn

i a 3alMLLEHHbI Mepenaya obHOBNEHUI Yepe3
NOKaNbHbIA KOMMbIOTEP HTTP

CepBep 06HOBAEHWUI
KoOMnaHun «JJokTtop

Beb»

PucyHok 2. Jlornueckas cTpyKTypa aHTUBMPYCHOMW CETU

O6HoBeHME 1 KOHOUTYpaLMA IOKaNbHbIX KOMMOHEHTOB MPOM3BOANTCA Yepes cepsep
yeHmMpanusosaHHol 3auwjumel. Becb NOTOK KOMaHJ, AaHHbIX U CTaTUCTMYECKON nHbopMauun B
aHTVMBUPYCHOW CeTU TakXe NPOXOAMNT Yepes cepBep LIeHTpaM30BaHHOM 3almTbl. O6bem
Tpaduka Mexay 3alluLLeHHbIMY KOMMbIOTEPAMU U CEPBEPOM LEHTPANIN30BaHHON 3aLUUThI
MO>KeT ObITb BeCbMa 3Ha4MUTeNbHbIM, MO3TOMY NMpeayCcMaTpMBaeTCA BO3MOXHOCTb €ro CkaTus.
Wcnonb3oBaHuve WwindpoBaHus nNpu nepesave AaHHbIX NO3BOASET M3bexaTb pa3rialleHns
LLleHHbIX CBeZeHWN 1 NOAMEHbI NPOrpaMMHOro obecneyeHus, 3arpy>kaemMoro Ha 3aluileHHble
KOMMbHOTEPbI.

Bce HeobxoaVMble OBHOBNEHMSA 3arpy>KatoTCa Ha CepBep LeHTPaAn30BaHHOW 3aLuThbl C
cepBepoB 06HOBAEHN KOMMaHUK «/JokTop Beb».

PyKkoBOACTBO agMMHUCTpaTopa
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O npopaykre

N3mMeHeHns B KOHOUrypaLmMm NOKabHbIX aHTUBUPYCHBIX KOMMOHEHTOB U NepeAada KOMaH/
OCYLLLeCTBNAETCA CEPBEPOM LiEHTPasIM30BaHHOM 3aLUMTbI MO YKa3aHUO aAMUHUCTPATOPOB
aHTUBUPYCHON ceT. ALMUHUCTPATOpPbI YNPaBastoT KOHOUrypaLmen cepBepa LeHTPaan30BaHHOM
3aLWWTbl U GOPMUPOBAHNEM @HTUBUPYCHON CETU (B YaCTHOCTU, MOATBEPXKAAIOT NPaBOMEPHOCTb
NOAKNHOUEHUS IOKaNbHOW CTaHLMM K CETH), @ TakXKe, NPU HEOBXOAMMOCTH, 3a4at0T HaCTPOMKM
PaboTbl KOHKPETHBIX IOKaNbHbIX aHTUBUPYCHBIX KOMMOHEHTOB.

& JNlokanbHble aHTUBUPYCHbIE KOMMOHEHTbI HECOBMECTUMbI C aHTUBUPYCHBIM MPOrPaMMHbIM
obecneyeHnem Kak Apyrmx KOMMaHui, Tak u aHTUBUPYCHbIMU pelueHnamun Dr.Web, He
NOAAEPXXMBAOLLUMU PEXMM LIEHTPasM30BaHHOM 3alumThl (Hanpumep, aHTuBupyc Dr.Web
Bepcum 5.0). YcTaHOBKa ABYX aHTUBMPYCHbIX MPOrpamMm Ha OAHOM KOMMbIOTEPE MOXEeT
MPVBECTU K OTKa3dy CUCTEMbI WU NOTEPe BaXKHbIX JaHHbIX.

B pexxvme LieHTpann3oBaHHOWM 3aLLMTbl BO3MOXEH 3KCMOPT U COXPaHEHME OTYETOB O
dyHKkunoHnposaHun Dr.Web Server Security Suite ¢ noMoLbo cepBepa LLeHTPaan30BaHHON
3awmThbl. [ogaep>kmBaeTca 3KCNOPT 1 coxpaHeHue otyetoB B dopmaTtax HTML, CSV, PDF n XML.

MoaknoueHme K cepBepy LEeHTPa/IM30BaHHOM 3aLUThI

Dr.Web Server Security Suite MoXeT ObITb NOAK/IHOUEH K CEPBEPY LIEHTPANIM30BAHHON 3aLLMTbI
aHTUBMPYCHOM CETU MNPW MOMOLLN KOMaH/Abl esconnect YTUANTbI yNPaBAEeHUA U3 KOMaHAHOW
CTPOKM drweb-ctl.

@ [nsa BepudukaLmm cepepa LEHTPaNIM30BaHHOWM 3aLLMTbl MCMONb3YeTCA cepTuduKar,

: COOTBETCTBYHOLLMI YHUKANBHOMY OTKPBLITOMY KAtOUY LWMGPOBaHWUA, NCMOAb3YEMOMY
cepBepoM. 1o yMONUaHMIO areHT LieHTpaam3oBaHHom 3awmutbl Dr.\Web ES Agent He
MO3BO/INT NMPOW3BECTU MOAKIOUEHME K CEPBEPY, €CNN Bbl He ykaxeTe daiin ceptndumkata
cepBepa, K KOTOPOMY MPOU3BOAUTCA NogkatoveHme. Pann cepTudmrkaTa HeobxoaAMMO
npeABapuTENbHO MNOAYUUTb Y aAMUHUCTPATOPa aHTUBUPYCHOM CeTW, 06CNy>KBaeMOow
CeEpPBEPOM, K KOTOPOMY Bbl XOTUTE noakarounts Dr.Web Server Security Suite.

Ecnn Dr.Web Server Security Suite nogkntoueH K cepBepy LIeHTPaAN30BaHHOW 3aLunTbl, TO
MMeeTCA BO3MOXHOCTb NMepeBecTy ero B MOBW/IbHbIV PEXUM U BEPHYTb Ha3az B PeXUM
LEeHTPasM30BaHHOM 3alUnTbl. BkatoueHne 1 BbikIOUeHE MOBUIBHOTO pexxuma peryampyeTcs
napamMeTpom KoHdurypaumm MobileMode komnoHeHTa Dr.Web ES Agent.

| Bo3moxxHocTb nepexoga Dr.Web Server Security Suite B MOBUAbHbBIV pexxnm paboTbl
: 3aBUCUT OT pa3peLleHni, 3aaHHbIX Ha UCMONb3yEMOM CepBepe LieHTPaNn30BaHHOWM
3aLnTbI.

PykoBoacTBO agMunHMCTpaTopa
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OTK/IlOUEHMe OT cepBepa L,eHTPaIn30BaHHOMN 3alUTbI

Dr.Web Server Security Suite MmoxeT 6bITb OTKNHOUEH OT CepBepa LeHTPaaN30BaHHON 3aLUuThI

aHTUBUWPYCHOMN CETV NPW NOMOLLM KOMaH/Abl esdisconnect YTUAUTbI yNpaBaeHNUs 13
KOMaHAHOW CTPOKK drweb-ctl.

PykoBoacTBO agMunHMCTpaTopa
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CncremHble TPGGOBaHMH N COBMEeCTUMOCTb

4. CncremHble TpeboBaHMA N COBMECTUMOCTb

B aTom pasaene

e CuctemMHble TpeboBaHus

e [lepeyeHb Nogaep>KMBaeMbIx BeDCI/II\/’I onepaunroHHbIX CNCTEM

o GNU/Linux
o FreeBSD

e Tpebyemble AOMNOAHUTEbHbIE MAKETbl 1 KOMMOHEHTHI

e OrpaHMYeHnss COBMECTUMOCTH

e [loanepxxrBaemble daioBble CEPBEPDI

o Qansosas cayxkba Samba

o Qannosasa cny>xba NSS

e COBMECTMMOCTb C MoAcucTeMamMuy 6e30nacHoCT

CuctemHble TpeboBaHuA

WNcnonb3osaHme Dr.Web Server Security Suite BO3MOXHO Ha KOMMbIOTEPE, YAOBAETBOPAIOLLEM
cnesytoLMm TpeboBaHUAM:

Mapametp

Mnatdopma

OnepatnBHas
namaTb

MecTo Ha
>XECTKOM Ancke

OnepauvoHHas
cncTema

Mpouee

Tpeb6oBaHus

Moafep>XMBAOTCA MPOLECCOPbI CNEAYHOLWMX aPXUTEKTYP U CUCTEM KOMaHZ;
e Intel/AMD: 32-6uT (IA-32, x86); 64-6UT (x86-64, x64, amd64);

e ARMG64;

o E2K (3s166pyc);

e |IBM POWERY, Power10 (ppct4el)

He meHee 500 Mb cBobosHOM onepaTtnBHOM Namatn (pekomeHayetca 1 T'b n 6onee)

He meHee 2 b cBO6OAHOIO ANCKOBOrO MPOCTPaAHCTBa Ha TOME, Ha KOTOPOM
pa3mMeLLatoTCA KaTasorv ycTaHaBAVBaeEMOro NpoayKTa

GNU/Linux (Ha ocHoBe sigpa Bepcun 2.6.37 nnm 6oaee No3gHen, NCnosb3ytoLas
61banoteky glibce Bepcmm 2.13 nam 6osee No3gHENR, CUCTEMY MHULMaNN3aL MK
systemd Bepcumn 209 nnm 6onee no3gHoto), FreeBSD. MepeueHb noasep>KMBaeMblx
BEPCUIA OMepaLMOHHbIX CUCTEM NMPUBEAEH HUXKE.

OnepaunoHHas cucTema JOMKHa NoAAepXKMBaTb MexaHn3M ayTeHTudukaumm PAM

Hannune ceteBoro NOoAK/IHOYEHNA:

o MOAKNOYEHNE K UHTEPHETY A5l OOHOBEHUSA BUPYCHbIX 6a3 U KOMMNOHEHTOB
aHTVMBUPYCHOTO MPOAYKTa;

PykoBoacTBO agMunHMCTpaTopa
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CncremHble TPGGOBaHMﬂ N COBMEeCTUMOCTb

Mapametp Tpe6oBaHus

e npu paboTe B pexkMMe LLeHTPaNn30BaHHOW 3almThl JOCTAaTOYHO TObKO
MOAKNHOUEHWMS K UCMOb3YEMOMY CepBEPY B paMKax JIOKaNbHOW CeTW, JOCTYMN B
WNHTEPHET He TpebyeTca

[na obecneyeHus npaBuabHoM pabotbl Dr.Web Server Security Suite 40MKHbI 6bITb OTKPbITHI
cnefyrolime noprbl:

HasHaueHue HanpaBneHune Homepa noptoB
[ns nonyyeHns obHoOBAEHWMI NCXOAALLNIA 80
[nsa coeamHeHns c obnavHbIM NCXOAALLNIA 2075 (B Tom uncne ana UDP),
cepsucom Dr.Web Cloud 3010 (TCP),
3020 (TCP),
3030 (TCP),
3040 (TCP)

nepel-IEHb nogaep>XxnBaemMbix BEpCI/II7I onepaumnoHHbIX CUCTEM

GNU/Linux

Mnatdopma Moaaep>xuBaembie Bepcun GNU/Linux

x86 64 e Astra Linux Common Edition (Open) 2.12;

e Astra Linux Special Edition 1.6 (c KyMyAsTUBHbIM NaTyeM
20200722SE16), 1.7, 1.8;

e CentOS 7, 8;

e Debian 9, 10, 11,12, 13;

e Fedora 37, 38;

e Red Hat Enterprise Linux 7, 8, 9;

e SUSE Linux Enterprise Server 12 SP3;

e Ubuntu 18.04, 20.04, 22.04, 24.04;

e AnbT 8 CI;

e AnbT Pabouasd ctaHums 9, 10, 11;

e Anbt Cepep 9, 10, 11;

e [ocnuHykc IC6;

e PEJ1 OC 7.2 MYPOM, PEZ] OC 7.3 MYPOM, PEJ] OC 8
x86 e CentOS 7;

e Debian 10;

e AnbT 8 CI;

e AnbT Pabouasd ctaHums 9, 10

PykoBoacTBO agMunHMCTpaTopa
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Mnardopma Mopaep>xuBaemble Bepcun GNU/Linux
ARM64 e Astra Linux Special Edition (HoBopoccwliick) 4.7;
e CentOS 7, §;

e Debian 11, 12;

e Ubuntu 18.04;

e Anbt 8 CIT;

e AnbT Pabouas ctaHuumsa 9, 10, 11;
e AnbT Cepep 9, 10, 11

E2K e Astra Linux Special Edition (JleHnHrpag) 8.1 (¢ KyMynsTUBHbIM
natyem 20200429SE81);

e Anbt 8 CIT;

e AnbT Pabouas ctaHuus 10;

e Anbt Cepsep 10;

e OO BK 31b6pyc-8.32 TBI1.00311-28;
e Jnbbpyc-4 MUCT 1.4

e CentOS 8;

e Ubuntu 20.04

ppcbdel

ili B OC Anbt 8 Cr, 2nbbpyc-A MUCT 1.4 n FocanHykce IC6 paboTta ¢ MaHAaTHBIMUW YPOBHAMM
AO0CTyNa He NojAep>KMBaeTcs.

Ans npoumnx Bepcnin GNU/Linux, COOTBETCTBYHOLLMX OMMUCAHHBIM TpeboBaHWAM, NoHas
coBMecTuMocTb ¢ Dr.Web Server Security Suite He rapaHTupyeTcs. [1py BO3HUKHOBEHWM
npobsem ¢ COBMEeCTUMOCTbIO C BalMM AUCTPUOYTMBOM 06paTUTECh B TEXHUYECKYHO

NoAAepPXKY.
FreeBSD
Mnatdopma MoppepxuBaemblie Bepcun FreeBSD
x86 11,12,13, 14
x86_64 11,12,13, 14,15

/|\ [Ona OC FreeBSD ycraHoska Dr.Web Server Security Suite BO3MOXHa TOAbKO 13
* 5  YHMBEpPCaAbHOrO Makerta.

[Jna koppekTHON paboTel Dr.Web Server Security Suite B8 OC FreeBSD 13, 14 1 15
HeobXx0AMMO YCTaHOBUTL MakKeT COBMECTUMOCTN compatl2x.

PykoBoacTBO agMunHMCTpaTopa
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TPEGyEMble AONOJIHUTEe/ibHbl€ NaKeTbl U KOMIMOHEHTbI

Dr.Web Server Security Suite He TpebyeT yCTaHOBKM AOMONHUTENbHbIX NAaKeTOB U KOMMOHEHTOB
OC (kpoMe nporpammMHoOro obecrneyeHms 3aLLMULLAEMOrO CEPBEPHOrO PELLEHWS, CM. HUXKE).

| Ans ynobHou pabotel ¢ Dr.Web Server Security Suite 13 kKomaHAHOW CTPOKM
: PeKOMeHayeTCsl BKAKOUMTL aBTOAOMOHEHNE KOMaHJ, B UCMONb3yeMON KOMaHAHOM
060/104Ke, eCNn OHO He BKJIOYEHO.

B cnyuae BO3HMKHOBEHWsA NPO6/eM C YCTaHOBKOV TpebyeMbIX AOMOAHUTE/IbHbBIX NAKETOB U
KOMMOHEHTOB 06paTMTeCh K CMPaBOYHbIM PYKOBOACTBaM UCMO/b3yEMOW BaMUn BEPCUN
onepaumoHHOM CUCTEMBI.

OrpaHVI‘-IEHI/IiI COBMEeCTUMOCTMA

e Pabota SplDer Guard c nucnonbsosaHnem mogynsa agpa (LKM-moayns) He noddepxxusaemcs pns
OC, 3anyLeHHbIX B cpese runepausopa Xen. MNonbiTka 3arpy3ku moayns aapa SplDer Guard
npw pabote OC B cpese Xen MOXeT NpMBeCTU K kputndeckon owrnbke agpa OC (1. H. owmnbka
«Kernel panic»).

e Pabota SplDer Guard c nucnonbsosaHnem mogaynsa agpa (LKM-moayns) He noddepxxusaemcs ans
apxutekTyp ARM64, E2K 1 IBM POWER (ppcb4el).

e Paborta SplDer Guard B ycuneHHOM («MapaHoVAanbHOM») pexxnuMe C NpeABapUTeIbHON
6710KMPOBKOWN AOCTYMa K eLLe He MPOBEPEHHBIM daiiam BO3MOXKHa mosibko vepes fanotify n
npw ycnosuu, uto agapo OC cobpaHo € akTUBHOM onumen
CONFIG FANOTIFY ACCESS PERMISSIONS.

Moaaep>xuBaembie ¢paisioBble cepBepbl

®dannosBasa cny)xb6a Samba

Ana nHterpaumun ¢ pannoson cnyxxbor Samba TpebyeTca yCTaHOBAEHHbIVN U HACTPOEHHbIN
cepBep Samba ogHoM 13 cneayrowmx Bepcuii: 3.6—4.23.

PykoBoacTBO agMunHMCTpaTopa
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@ MotuTop SplDer Guard ana SMB, Bxoaswumin B coctas Dr.Web Server Security Suite,

: ncnonb3yeT AN UHTerpaumm ¢ Samba cneumansHelin Mogynb VFS SMB. CoBMeCTHO ¢
komnoHeHTom SplDer Guard ans SMB nocraBasetca Heckoabko Bepcuin Moayna VFS SMB,
CobpaHHbIX ANA pa3nyHbIX Bepcuii Samba, ofHaKo OHM MOTYT OKa3aTbCs HECOBMECTUMBI
¢ Bepcmert Samba, ycTaHOB/NIEHHOW Ha BalleM GpaiiloBOM CepBepe, Hanpumep, ecau
YCTaHOBJIEHHBIN Y Bac cepeep Samba ncnosb3dyet onuymto CLUSTER SUPPORT.

B cnyuae HecoBMecTUMOCTM noctaBaseMblx mogynei VFS SMB ¢ Bawnm cepsepom Samba,
B npouecce ycraHoBku Dr.Web Server Security Suite Ha 3kpaH 6ydem gbi0aHo
coomeemcmayrowjee coobuyjeHue. B aTom cnyyae nepeg nHTerpawmeli Heo6xoAMMOo
BbINOJHUTL MpoLueaypy cbopkun moayna VES SMB ans Balero cepeepa Samba, Bkarouas
noaAep XKy onuuun CLUSTER SUPPORT, eC/in 370 Tpebyetcs.

Mpoueaypa cbopkn moayns VFS SMB n3 ncxogHoro koga onvcaHa B passgene Cbopka
moayna VES SMB.

®dainnoBasa cny)xba NSS

Ansa nuterpaunn ¢ dannosown cnyxx6om Novell Storage Services (NSS) Tpebyetca Novell Open
Enterprise Server SP2 Ha 6a3e onepauymoHHom cuctembl SUSE Linux Enterprise Server 10 SP3 nan
6onee no3gHmx Bepcum (11 SP1, SP2).

CoBMecTMMOCTb € noacucreMmamm 6esonacHoCcTm

Mpu HacTpowkax no ymondaHuto Dr.Web Server Security Suite He coBMeCTUM ¢ noacncTeMon
6e3onacHoctu SELinux. Kpome Toro, no ymonuanuro Dr.Web Server Security Suite paboTtaeT B
pexumMe orpaHMyYeHHOW QyHKLMOHaNbHOCTK B cuctemax GNU/Linux, MCNOAb3yOWMX MaHAaTHbIe
MOAeNn JoCTyna (HanpuMep, B CUCTEMAX, OCHALLEHHbIX MOACNCTEMON MaHAATHOIO AOCTyNa
PARSEC, oCHOBaHHOW Ha NPUCBOEHUN NOb30BaTENAM U daiiam pas3InYHbIX YPOBHEN
NPUBUAETNI, Ha3biBaeMbIX MaHAATHbIMW YPOBHAMM).

B cnyuae HeobxoammocTn yctaHoBk Dr.Web Server Security Suite B cctemsl ¢ SELinux (a Takxe
B CUCTEMbI, NCMOb3YHOLLME MaHAATHbIE MOZENN AOCTyNa) HEOHXOAMMO BbINMONHUTb
AOMNOIHUTENbHbIE HACTPOMKM NOACUMCTEMbI 6€30MaCHOCTU A1 CHATUA OFPaHNYEHWU B
dyHkunoHnposaHum Dr.Web Server Security Suite. Nogpo6bHee cm. B pasgene Hactpovika
noacmcrem 6e30nacHoOCTy.

PykoBoacTBO agMunHMCTpaTopa
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5. /inueHsnpoBaHune

MNpaBa nonb3oBaTens Ha ncnonb3osaHune konun Dr.Web Server Security Suite noaTsepxgatotca u
peryampyroTcs AvLeH3nern, NpuobpeTeHHOW Noab3oBaTenemM y komnanum «Joktop Beb» nam ee
napTHepoB. [apaMeTpbl IMLIEH3MK, PEryAVpYIoLL e NpaBa Noib30BaTes, yCTaHOBAEHbI B
COOTBETCTBUM C JINLIEH3VOHHBIM cornalieHnem O, ycaosma KOTOPOro NPUHUMAaOTCA
nosb3oBaTtenem npu yctaHoBke Dr.Web Server Security Suite Ha cBoW komnbtoTep. B anuyeH3znm
bukenpyertcs nHGopmaLms o Nonb3oBaTese U NPOoJaBLEe, a TakxKe NnapaMeTpbl NCMOb30BaHUA
NprobpeTeHHOM KOMUK NPOAYKTa, B YaCTHOCTU:

e NepeyeHb KOMMOHEHTOB, KOTOPble pa3peLLeHO NCNOAb30BaTb AaHHOMY NOAb30BaTeNto;
e Mepunog, B TeUeHMe KOTOPOro paspeLleHo ncnonbsosaHne Dr.Web Server Security Suite;

e Jpyrne orpaHuyeHuns (B YaCTHOCTU, KOANYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLLeHo
ncnonb3osaTtb NpuobpeteHHyto konuto Dr.Web Server Security Suite).

Kaxxaom nMueH3mm Ha Mcnoab3oBaHne NporpaMMHbIX MPOAYKTOB KoMnaHumn «/loktop Be6»
COMOCTaB/EH YHMKaNbHbIN CEPUAHBIA HOMEP, @ Ha I0KaJlbHOM KOMMbIOTEPE C INLEH3NEN
CBA3bIBAETCA CreumanbHbIi Gainn, peryanpyrowmii paboty komnoHeHntos Dr.Web Server Security
Suite B COOTBETCTBMM C MapameTpamu anueH3nn. OH Ha3blBaeTCA JIUYEH3UOHHbIM KJIH0Ye8bIM
¢gadinom.

[ns npeaBapUTENbHOTO 0O3HAKOMJIEHUS C BO3MOXHOCTAMU NMPOAYKTa Bbl MOXETE aKTUBUPOBATh
deMoHCMpayuoHHsIlU nepuod. MNpun akTMBaLUN 4EMOHCTPALIMOHHOIO Nepuoja Bbl NosyyaeTte
NpaBoO Ha NOJIHOLLEHHOE MCMOb30BaHMe ycTaHoBAeHHoW konuun Dr.Web Server Security Suite B
TeyeHue BCEro 3TOro Nepunosa, eCan He HapyLLleHbl YCN0BMSA ero aktnaaumu. [Npu aTom Takxke
aBTOMaTM4eckn GopmupyeTcs cneumanbHbIi KNtoueBon dais, HasbiBaeMblin
0eMOHCMPAyUOHHbIM.

Mpwn OTCYTCTBUN AEVCTBYOLLIEN INLEH3UWN UV aKTUBUPOBAHHOIO AEMOHCTPALMOHHOIO Nepunosa
(B TOM YmcCne, eCn CPOK AEVCTBUSA paHee NPYOBPeTEHHON NNLIEH3UN UN JeMOHCTPaLMOHHbIN
nepuog ncrek), aHTnsmpycHole pyHkuumn Dr.Web Server Security Suite 6aokumpyroTcs, Kpome Toro,
CepBUC perynapHbIX 06HOBEHMI BUPYCHbIX 6a3 Dr.Web ¢ cepeepoB o6HOBAEHWIA KOMNaHWUK
«[lokTop Beb» ctaHoBUTCA HegocTynHbIM. OAHAKO MMeeTca BO3MOXHOCTb akTueuposaTb Dr.Web
Server Security Suite, NoAK/ItOUMB €ro K cepBepy LeHTPaaM30BaHHOW 3alUTbl aHTUBUPYCHOW CeTu
NPeAnpuATUA AN aHTUBUPYCHOW CETW, OPraHN30BaHHOWN MHTEpPHeT-NpoBangepom. B atom
cny4yae yrnpasiaeHne aHTUBUPYCHbIMU QYHKLMAMU M OOHOBAEHUAMM KONUKU NPOAYKTA,
YCTaHOBJ/IEHHOM Ha KOMMbIOTEPE B COCTaBe aHTMBUPYCHOW CeTW, BO3/1araeTca Ha cepeep
LleHTPaNN30BaHHON 3aLUMnThI.

PykoBoacTBO agMunHMCTpaTopa
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YcraHoBKa u yaaneHue

6. YctaHOBKa U yaaneHme

B 3TOM pa3zene onucbiBatoTCA Npoueaypbl ycTaHOBKU U yaanenusa Dr.\Web Server Security Suite,
a Takke npoueaypa noayyYeHus TekyLmx 06HOBNEHNI 1 NpoLiesypa nepexosa Ha HOBYHO
BEPCMIO, ECIN Ha BalleM KOoMMbroTepe yxe yctaHoBaeH Dr.Web Server Security Suite 6onee
paHHeW BepCUM.

Kpome 3TOro, B 3TO0M pasgene onvcaHa npoueaypa BbIbOPOUYHON YyCTaHOBKM U yaaneHns
komnoHeHToB Dr.Web Server Security Suite (Hanpumep, Ans yCcTpaHeHWs oWNB0K, BO3HMKLINX B
npouecce skcnayataunn Dr.Web Server Security Suite, nan ans yctaHoBKM npogykTa C
OrpaHNyeHHbIM HabopoM dYHKLMI) 1 HacTPOKMKa pacLUMpPeHHbIX NOACMCTEM 6e30MacHOCTH
(Takmx kak SELinux), utTo Mo>xeT noTpeboBaTbCA NPM YCTAaHOBKE WM B MpoLecce 3KCrnayaTaumm
Dr.Web Server Security Suite.

[na ocywecTBneHns 3TMx onepauni HeobxoanMbl Npasa cynepnosib3oBartens (06bIYHO
nonb3osatens root). na nonyyeHns npas Cyneprnosb3oBaTens UCnonb3ynTte KOMaHAy CMeHbI
MoNb30BaTeNs su WM KOMaHAY BbIMOJHEHWA OT MMEHW ApYroro noab3oBatens sudo.

& He rapaHtupyetcs coBmectumoctb Dr.Web Server Security Suite ¢ aHTUBMpPYCHbIMK

: nporpammamu apyrvx nponssoanTenen. Tak Kak yCTaHOBKa BYX aHTUBMPYCOB Ha OAWH
KOMMbIOTEP MOXET NPMBECTU K OLMbKam B paboTe onepaLYOHHON CUCTEMbI U NOTepe
BaXKHbIX AaHHbIX, nepes yctaHoBkon Dr.Web Server Security Suite HacToAaTenbHo
peKoOMeHAyeTCs YAaANTb C KOMMbIOTepPa aHTUBUPYCHbIE MPOrpaMMbl APYTunx
Npoun3BOANTENEN.

Ecnun Ha BalleM KOMMbIOTEPE Y>Ke MMeeTCs APYrovi aHTMBMPYCHbIN npoaykT Dr.Web,
YCTAHOBAEHHbIV U3 YHUBEPCAJIbHOIO MakeTa (. run), U Bbl XelaeTe YCTaHOBUTb eLle OANH
aHTMBUPYCHbIM NpoaykT Dr.Web (Hanpumep, y Bac 13 yHUBepCcasibHOro nakeTa yCTaHOBEH
npoaykt Dr.Web Desktop Security Suite, n Bbl XOTUTe B AOMONHEHNE K HEMY YCTaHOBUTb
Dr.Web Server Security Suite), To npesBapuTesbHO y6eanTech, UTO BEPCUSA yKe
YCTaHOBNEHHOTO MpoAyKTa coBnagaet ¢ Bepcuein Dr.Web Server Security Suite, koTopyto
Bbl NMJ1aHMpyeTe yCTaHOBUTb. ECiv Bepcus, KOTOPYHO Bbl COBMpaeTech YCTaHOBUTL, HOBEE,
yeM Bepcus NPOAYKTa, KOTOPbIN y>Ke YCTaHOBEH Ha BalleM KOMMbHOTEPE, Mepes HayaaoMm
YCTaHOBKM AOMONHUTENBHOMO MNPOAYKTa OOHOBUTE Y>Ke YCTaHOBAEHHbIV NPOAYKT A0
Bepcumn Dr.Web Server Security Suite, KOTOpPYHO Bbl XOTUTE YCTaHOBUTb AOMOJAHUTENBHO.

[Ons OC FreeBSD yctaHoBka Dr.Web Server Security Suite BO3MO>XHa To/IbkO U3
YHMBEPCaNbHOrO nakerta.

JononHntenbHo:

YctaHoBka Dr.Web Server Security Suite

O6HoBaeHne Dr.Web Server Security Suite

Yaanenve Dr.Web Server Security Suite

Hactpovika noacmnctem 6e3onacHoOCTy
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e [lakeTbl 1 davabl Dr.Web Server Security Suite

e BbIOOpPOYUHbIE YCTAHOBKA W YaJeHNE KOMMNOHEHTOB

6.1. YctaHoBka Dr.Web Server Security Suite

Bbl MmoxeTe yctaHoBUTbL Dr.Web Server Security Suite ogHUM 13 ABYyX cnOCO6OB:

1. 3arpy3uB c caita kKoMnaHun «[Joktop Beb» ycTaHOBOUHbLIN Qalin, NpeacTaBAArOLLNA COBOM
yHVBepca/ibHbIV nakeT Ana Unix-cucrteM, CHabXXeHHbIM NporpamMMon YCTaHOBKM B pexrMe
KOMaHAHOW cTpoku. Ana ee paboTbl B pexumMe rpaduyeckoro pabouero crtona Heobxoanmo
Hannume smynsTopa TepMuHana.

2. BbinonHume yctaHoBky Dr.Web Server Security Suite B BUuae Habopa HaTUBHbIX NakeToB (415
3TOro noTpebyeTcs NOAKJOUNTLCA K COOTBETCTBYHOLLEMY PEMO3UTOPUIO NAKETOB KOMMaHUN
«[lokTop Beb»).

/l\ [Ans OC FreeBSD ycraHoBka Dr.Web Server Security Suite BO3M0O>XHa T0bKO 13
* )  YHMBEpCaJbHOrO Makerta.

B Anbt 8 CIM n apyrnx OC, ncnonb3yroLmnx ycTapeBLUve BepCUM MakeTHOrO MeHeaXepa,
pekomeHayeTcs ycTaHaBamatb Dr.Web Server Security Suite 13 yH1BepcasbHOro nakerta.

Mocne ycraHoBkn Dr.Web Server Security Suite nogcucrema IMA/EVM OC Anbt 8 CI1
11100-01 moxeT BblgaBaTh NpesynpexaeHne 0 BOSMOXHOM HapyLUeHUN LLeJJOCTHOCTH.
YT1o6bl n36€eXaTh 3TOrO NpeaynpexzaeHus, nocae yctaHoBku Dr.Web Server Security Suite
BbIMOJIHNTE KOMaHAY:

# integalert fix

OC Anbt 8 CIM 11100-02 1 OC AnbT 8 CIM 11100-03 He noaBep>keHbl 3TON Npobaeme.

@ Mocne ycraHoBku Dr.Web Server Security Suite 1t06bIM 13 yKa3aHHbIX B 3TOM PyKOBOACTBE

: cnocoboB B Hauvase paboTbl BaM NOTpebyeTcs akTUBUPOBATL JNLLEH3UIO MW YCTaHOBUTb
kntoueBon dainn. Kpome Toro, Bbl MoxeTe noakiounte Dr.Web Server Security Suite
cepBepy LLeHTpaan30BaHHOM 3aWwuThbl (NogpobHee cM. pa3gen JuueHsvpoBaHue). Jo Tex
nop, Noka Bbl 3TOTO He caenaete, PyHKYyUU aHMuUBUpPycHoU 3auyumel 6ydym omK/toYeHsl.
Kpome Toro, B page cnyvaeB HeO6XOAMMO BbIMOJIHUTb OCHOBHYHO HaCcTPOKY 6a30BOM
dyHkumoHansHocT Dr.Web Server Security Suite, kak onvcaHo B pa3gene Hayano

paboTbl.

B npouecce paboTbl NnporpamMMbl yCTaHOBKW (Kak U3 YHMBEPCAAbHOrO NakeTa . run, Tak 1 13
HaTUBHbIX NakeTOB NPV MOMOLLW NaKeTHOro MeHeayKepa), Ha IOKabHbI MOYTOBbIN aspec
root@localhost OTNPaBAAOTCA COOOLLEHUA 3NEKTPOHHOW MNOYThI, COAepXKaLlme pe3ynbTaThbl
yctaHoBku Dr.Web Server Security Suite.

Dr.Web Server Security Suite, ycTaHOBNEHHbIN H06bIM M3 PaCCMOTPEHHbIX B 3TOM pa3zese
cnocoboB, Bbl MOXeTe BMOCNEACTBUN YAANTb UM OOHOBUTL NPU HAIMYNKU UCTIPABAEHNI ANS
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BXOAALLUX B HETO KOMMOHEHTOB WM Bbixoze HoBow Bepcum Dr.Web Server Security Suite. Mpwn
HeobXOANMOCTU BbINOJHUTE TakXe HAaCcTPouKy noacucrem 6esonacHoctv GNU/Linux ans
KoppekTHoM paboTbl Dr.Web Server Security Suite. [py1 BO3HUKHOBEHWW NpobaeM ¢
bYHKUMOHNPOBAHNEM OTAE/bHbIX KOMMOHEHTOB Bbl MOXETE BbIMOJHUTb UX BblIOOPOYHYHO
YCTaHOBKY ¥ yaaneHuve, He yaanas Dr.Web Server Security Suite ueavkom.

6.1.1. YctaHOBKa yHUBepcanbHOro nakerta

YHuBepcanbHbi naket Dr.Web Server Security Suite pacnpoctpaHseTcsa B BUAe YCTaHOBOYHOIO
danina c meHeMm drweb-<8epcus>-av-srv-<0C>-<naamgopma> . run, rge <OC> — Unix-
nofo6Has onepaLMoHHas cuctemMa, a <njaamgopma> — CTPOKa, yKasbiBatoLwwas TMn niatopmel,
Ana koTopown npeaHasHayeH Dr.Web Server Security Suite (ans 32-6utHbix niatdopm — x86, Ana
64-6UTHbIX NNaTGopM — amd 64, arm64, e2s N ppc64del), HaNnpumep:

drweb-11.1.0-av-srv-linux-amd64.run

| [Janee B fJaHHOM pa3zene pyKOBOACTBA MMS YCTaHOBOYHOrO daiina, COOTBETCTBYHOLLLEE
: dopmarty, ykazaHHOMY BblILLe, 0603HauaeTcs Kak <umMs ¢paliia .run>, a nyTb K 3TOMy paniny
— KaK <nyme Kk ¢hadiny .run>.

Bepcua Dr.Web Server Security Suite onpegensetca nepebiMu AByMSA YMcaamy,
pa3feneHHbIMU TOUKOW, B UMEHW YHUBEPCANbHOMO nakeTa.

YT106b1 ycTaHOBUTL KOMNOHeHTbl Dr.Web Server Security Suite

1. Ecamy Bac OTCYTCTBYET YCTaHOBOUYHbI dain (YHMBEpPCaNbHbIA MaKeT), 3arpy3nTe ero ¢
odumansHoro caitta & komnaHum «/loktop Beb».

2. CoxpaHuTe yCTaHOBOUYHbIN dalin Ha XeCTKMM ANCK KOMMbIoTepa B NHOOOW AOCTYMHbIA ANA
3anucu katanor (Hanpumep, /home/<username>, rae <username> — UMA TeKyLLEero
rMo/ib30BaTeNs).

3. Paspewwnte ncnonHeHune panna, Hanpumep, KOMaHAON:
# chmod +x <nyme Kk ¢aliny .run>

4. 3aI'IyCTl/ITe €ro Ha BblNoJIHEHWE KOMaHAOVII
# <nyme Kk paliny .run>

MM BOCMONb3YWTECh CTaHAAPTHBIM GaioBbIM MeHeKepoM Baluel rpadpuryeckoin 06oaouku
Kak 419 M3MeHeHMsA CBOWCTB dalina (npaB A0CTyna), Tak 1 AF ero 3anycka.

@ B cnyuae ycraHosku Dr.Web Server Security Suite B cpese OC Astra Linux SE Bepcuii 1.6 u

: 1.7, paboTatoLLenn B pexume 3aMmkHymoUl npoepammHoUl cpedel (3MNC), MOXET NPON3OUTH
OTKa3 B 3aMnycke NporpaMMbl YyCTaHOBKW M3-3a OTCYTCTBMA OTKPbITOrO KAt04Ya KOMMaHUu
«flokTop Beb» B cnvcke AOBEPEHHBIX Kitouen. B 3Tom ciyyae Heobxo4MMO BbINMOAHUTD
npeaBapuTenbHyro HacTpoiky pexuma 3IC (cM. Hactpoiika 3anycka B pexkume 3M1C (Astra
Linux SE, Bepcuu 1.6 1 1.7)), nocne yero 3anyctutb NporpaMMy YCTaHOBKM MOBTOPHO.

PykoBoacTBO agMunHMCTpaTopa
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Mpw 3TOM ByaeT NpoBepeHa LIeNOCTHOCTb apx1Ba, 3aTeM dalibl, cogepkallinecs B apxvBe,
ByayT pacrnakoBaHbl BO BPEMEHHbI KaTanor 1 aBTOMaTUYeckm 3anycTuTcs nporpaMmmMa
ycTaHoBkW. Ecnm 3anyck 6611 oCyLLecTBAeH He C MpaBaMu Cyneprnosib3oBaTtens, To NporpamMmma
yCTaHOBKM aBTOMAaTMYECKM MOMbITAETCS NMOBbLICUTbL CBOW MpaBa, 3anpocKB Naposib
(ucnonb3yetcsa ytmamta sudo). ECam nonbiTka NoBbILEHUS NPaB OKOHUUTCA Heyaayel,
yCTaHOBKa byAeT OTMeHeHa.

@ Ecnv pazgen GpannoBor cnuctemMbl, Cofep KalLmii BPEMEHHbIV KaTanor, He UMeeT

: [OCTaTOYHOrO KOJIMYecTBa CBOOOAHOIO MecTa ANs pacnakoBku ANCTpubyTrBa, npoLecc
YCTaHOBKM OyZEeT 3aBEpPLUEH MOC/E BblJAUM COOTBETCTBYHOLLETO cCOObLeHNs. B 3ToM ciyyae
MOBTOPWTE PacrnakoBKY, U3MEHMB 3HaYEHNe CUCTEMHOM NMepeMeHHON OKpyXeHns TMPDIR
TakuM 0bpa3om, UTobbl OHa yKa3biBasa Ha KaTanor B pa3gene GaioBOWN CUCTEMBI,
MMeroLLEM JOCTaTOYHOE KONNYECTBO CBOHBOAHOrO MecTa. Tak>Ke Bbl MOXeTe
BOCMOJ/Ib30BaTbCS KJIFOUOM PacrnakoBKM B yKa3aHHbIW KaTanor ——target (CM. pasgen
BbI6ODOl—IHbIe YCTaHOBKa U yaaJieHne KOMI'IOHeHTOB).

Mocne 3TOro 3anycTnTcsa NporpamMma YCTaHOBKM A/1A pexkriMa KOMaHAHOW CTPOKK (AN ee
paboTbl B pexxnme rpadpuyeckoro pabouero ctosa HEOH6XOANMO HaAnume 3MynaTopa
TepMunHana).

5. Cnepynte HCTPYKLMAM NPOrpaMMbl YCTaHOBKM.

VimeeTcsi BO3MOXHOCTb 3anyCcTnuTb NporpamMmy yCTaHOBKW B NMOJIHOCTbHO aBTOMaTU4€CKOM
pexnme, BbINOJIHB KOMaHAY:

# <nyme k gpaliny .run> -- --non-interactive

B 3TOM cnyyae nporpamma yctaHOBKM ByaeT 3anyLieHa B MOJHOCTbIO aBTOMATUUYECKOM PeXUME,
6e3 nokasa Ananoros NporpaMMbl YCTaHOBKM ANS peXnMa KOMaHAHOW CTPOKM.

@ Vicnosnb3oBaHWe 3TOM OMNLMM O3HAYaEeT, YTO Bbl COr/allaeTech C YCIOBUAMM

: JlnueH3noHHoro cornaweHuns Dr.Web. O3HakoMnTbCS € TEKCTOM JINLEH3NOHHOTO
cornaweHusa nocne ycraHoku Dr.Web Server Security Suite Bbl MOXeTe, npounTaB
dann /opt/drweb.com/share/doc/LICENSE ana GNU/Linux
wnn /usr/local/libexec/drweb.com/share/doc/LICENSE ansa FreeBSD.
PacwmnpeHnmve daina ykasblBaeT A3blK, Ha KOTOPOM HamnmcaH TekcT JINLEH3NOHHOIo
cornawenusa. ®ann LICENSE (6e3 paclumpeHus) XpaHUT TekcT JIMLEH3NOHHOTO
cornaweHua Dr.Web Ha aHraninckom s3bike. Eciv Bbl HE cOrnacHbl C YyCA0BUAMM
JIMLeH3NOHHOTO cornalleHms, BaM cneayeT yaanute Dr.Web Server Security Suite nocne
YCTaHOBKM.

3aI'IyCK nporpamMmmMbl YCTaHOBKW B MOJIHOCTbHO aBTOMaTU4YE€CKOM pexnme Tpe6yeT Hanan4vmsa
npae CyrnepnoJjib3oBaTena (O6bIHHO noJsib3oBartenda f'OOt). ﬂ'flﬂ NOBbIWEHNA MpPaB Bbl
MO>XETE NCMONAb30BaTb KOMaHAY su UK sudo.
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& Ecnm Baw anctpmbyte GNU/Linux ocHaweH noacuctemoin 6esonacHoctu SELinux, To

: BO3MOXHO BO3HMKHOBEHWE CUTyaLuu, Korga paboTta mporpammsl yCTaHOBKMW byaeTt
npepBaHa nogcucremori 6esonacHocTu. B 3Tom ciyyae Bam HeO6XOAMMO BPEMEHHO
nepesectu SELinux B paspewarowjuli (Permissive) pexxum, AN Yero BbIMOJHUTE KOMaHAY:

# setenforce 0
[Mocne 3TOro nepesanyctute nporpamMmmMmy yCtTaHOBKWN. Tak>ke B 3TOM clydae no OKOHYaHnn

npoLecca yCTaHOBKM HEOBXOAMMO BbINOAHUTL HACTPOWKY NonTUK 6e3onacHoctu SELinu,
4TOObI B fla/ibHENLLEM aHTVBUPYCHbIE KOMMOHEHTbI paboTanu KOPPEKTHO.

Bce YyCTaHOBOYHbIE c|)a17mu, M3BN€YEHHbIE U3 apXnBa, 6yAyT aBTOMaTn4yeCkn yganeHbl no
OKOHYaHWMN YyCTaHOBKMW.

| PekomeHzyeTcs coxpaHuTb Gain . run, U3 KOTOPOro NPOM3BOAMAACk YCTAaHOBKA, A
: BO3MOXHOV nepeycraHoBku Dr.Web Server Security Suite nam ero KOMNoHeHTOB B
nocnezyrowem, 6e3 06HOB/IEHMSs €ro BEPCUU.

6.1.1.1. YcTtaHOBKa B pe)XXumMe KOMaHAHOW CTPOKMU

Mocne 3anycka NporpaMmbl YCTaHOBKMW, paboTatoLent B pexxmmMe KOMaHAHOW CTPOKM, Ha SKpaHe
MOABMWTCA TEKCT NPUrNaLLeHNs K yCTaHOBKeE.

1. [na Havana yCTaHOBKWM OTBETbTE Yes MAN Y Ha 3anpoc «Bbl XoTUTe NpoAOIKUTE?». YTOObI
OTKa3aTbCs OT YCTaHOBKMW, BBeAuTe No maum N. B atom cnyyae paboTta nporpamMmbl yCTaHOBKM
byAeT 3aBepLUeHa.

2. [lanee nepep HayasOM YyCTaHOBKW BaM HEOBXOAMMO O3HAaKOMMUTLCA C TEKCTOM
JIvueH3noHHoro cornaweHuns komnaHum «loktop Beb», koTopbin ByaeT BbiBeAeH Ha 3KpaH.
[na NnepenncTbiBaHWA TEKCTa COralleHns nonb3yntech knasnwamm ENTER (mepesvcreiBaHne
TekcTa Ha ogHy cTpouky BHU3) 1 NMPOBEJ] (nepenncroiBaHme TeKCTa BHU3 Ha dKPaH).

@ MNepenncrbiBaHWe TekcTa JIMLLEH3MOHHOTO CornalleHma Halag, (BBepx) He NpesyCMOTPEHO.

3. lMocne npoyTeHnA ﬂl/ILI,eH3l/IOHHOI'O cornawieHmAa samMm 6yp,eT npeano>XXeHo NPUHATL ero
ycnoBusa. Beegute Yes nan Y, ecan Bbl npuHMMaeTe ycioBua, 1 No nan N, eC/i Bbl He
cornacCHbl C ycnoBmamMmn JInueH3noHHoro cornaweHns. B cniydae OoTKasa OT NPUHATUA nyIOBI/IVI
.nl/lLl,eH3l/lOHHOFO cornaweHuA pa60Ta nporpamMmbl YCTaHOBKHA 6yp,eT 3aBepLlleHa.

4. MNocne NpuHATMA ycnoBum JIMLLEH3MOHHOTO COrnalleHns aBToMaTuyeckm byaeT 3anyLueH
npoLecc yCTaHOBKM Ha KoMnMbtoTep KomnoHeHToB Dr.Web Server Security Suite. MNpu 3TOM Ha
3kpaH byaeT BbIBOAUTLCA MHOOPMALIMA O XO4e YCTaHOBKM (3KYpHas YCTaHOBKM), BKIHOYAOLLLAS
B ce6s nepeyeHb yCTaHaB/MBaeMbIX KOMMOHEHTOB.

5. B cnyyae ycnewHOro okoH4YaHus npoLiecca yCTaHOBKW Ha 3KpaHe NosiBUTCA
nHbOpMaLMOHHOE coobLLEHNe, coAep>Kalllee NHCTPYKLMM Mo cnocobam ynpasieHus
paboTon Dr.Web Server Security Suite.
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B cnyuae BO3HMKHOBEHMA OLWIMOKM Ha 3KpaH byAeT BbiBeJEHO COOTBETCTBYOLLee coobLeHmne C
onuncanvem owwmnbku, nocae yero paborta nporpaMMbl yCTaHOBKM ByaeT 3aBeplueHa. Ecan
yCTaHOBKa 6blna npepBaHa 13-3a oWnbKK, ycTpaHuTe Nnpobaemsl, Bbi3BaBLUME OLLIMOKY
YCTaHOBKMW, N MOBTOPUTE MPOLLECC YCTaHOBKM 3aHOBO.

6.1.2. YctaHOoBKa U3 peno3utopus

HaTueHble nakeTsbl Dr.Web Server Security Suite HaxoaaTcs B oduLmansHom penosutopunt &
Dr.Web. MNocne gobasnennsa penosmtopusa Dr.Web B cnncok penosutopues, Ncnoab3yembix
MeHe>KepoM NakeToB Ballel onepaLviOHHON CUCTEMBI, Bbl CMOXETe yCTaHaBAMBaTb €ro B BuAe
HaTUBHbIX MaKeTOB ANA OMNepaLMOHHON CUCTEMBI Tak Xe, KakK 1 tobble gpyrve nporpaMmmbl 13
penosnTopreB Ballelr onepaLMoOHHON cucTeMbl. HeobxoanMble 3aBUCMMOCTH ByayT
pa3pellatbca aBTomaTnyveckn. Kpome toro, npum ycraHoBke Dr.Web Server Security Suite n3
NOAKIHOUYEHHOTO peno3nTopus nakeTHbln MeHeaxxep OC obHapy>XnBaeT 06HOBIEHNA BCEX
komnoHeHTOB Dr.Web n npeanaraet nx ycTaHOBKY.

@ [Ans poctyna K penosutopuio Dr.Web TpebyeTcs nogkatoueHne K MHTEPHETY.

Bce HukenpviBeseHHble KOMaHAb! A/18 MOAK/IHOYEHUS PENO3UTOPUEB, UMMOPTUPOBAHMSA
K/HOYEn, YCTaHOBKW U yaneHWs NMakeToB JOJIXKHbI ObiTb BbIMOJIHEHbI C MPaBamMu
cynepnosib3oBaTtens (06bIYHO NMonb3oBaTens root). s NonyyeHns COOTBETCTBYHOLLMNX
npaB MCMoJb3ynTe KOMaHAy CMeHbI MO/Ib30BaTENS Su WM KOMaHAY BbIMOJHEHWS OT
MMeHW ApYroro noJsib3oBatens sudo.

[Ana OC FreeBSD ycraHoBka Dr.Web Server Security Suite BO3MO>Ha TO/IbKO 13
YHVBEpCaNbHOro Mmakerta.

Hwuxe npueeseHbl npoueaypbl ana cnepyrowmx OC (MeHeKepoB NakeToB.):

e Astra Linux, Debian, Mint, Ubuntu (apt);

AnbT (apt-rpm);

Mageia, OpenMandriva Lx (urpmi);

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);

SUSE Linux (zypper).

Astra Linux, Debian, Mint, Ubuntu (apt)

1. Penosutopuii ans 3tmx OC 3awmeH umdposBon nognuceto «Joktop Beb». Ana goctyna K
peno3nTopmio UMMNOPTUPYNTE N 06aBbTE B XPaHUAMLLE MAaKETHOTO MEHeAXXepa KAHou
UMPPOBON NOAMUCK, BbIMOJHNB KOMaHAY:

# wget https://repo.drweb.com/drweb/drweb.gpg -0 /etc/apt/trusted.gpg.d/drweb.gpg
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@ Kntou undpposoit nognmcn «oktop Beb» paHee ycTaHaBAMBaACSA C MOMOLLBIO YTUANTbI
: apt-key, KOTOpas Npu3HaHa yCcTapeBLUelr U He PeKOMEHAYETCA /1A UCMOb30BaHUSA.
Kpome Toro, Tenepb A xpaHeHWs katouver noanmcn paspabotumkm OC pekoMeHAyHT
NCrnonb30BaThb Katanor /etc/apt/trusted.gpg.d BMecTo
dalina /etc/apt/trusted.gpg. BBMAY 3TOro npu BbinoaHeHWUW yctaHoBkM Dr.Web
Server Security Suite 13 peno3nTopus, eciv KoY NOANNCK YCTaHOB/EH B
KaTtanor /etc/apt/trusted.gpg, KOMaHja apt-get update (CM. HMXE) BblAACT

cnepyroulee npeaynpexzaeHme: Key is stored in legacy trusted.gpg keyring
(/etc/apt/trusted.gpg), see the DEPRECATION section in apt-key(8)

for details. YctaHoBka Dr.Web Server Security Suite npu 3Tom NpoAoaKu1TCA B
06bIYHOM pexmrMe, a PYHKLIMOHANBHOCTb NPOAYKTa He NocTpasaeT. YTobbl
npegynpexaeHve 6oblie He BbIBOAMIOCh MPU YCTaHOBKE AN MepeyCcTaHOBKe NMPOAYKTOB
«flokTop Beb», ycTaHOBWTE K/IHOY MOAMWUCK KaK YKa3aHo BbliLLe.

2. YTobbl NOAKNHOUNTE PEMNO3UTOPUI, BbINMOJHUTE KOMaHAY:

# echo "deb https://repo.drweb.com/drweb/debian 11.1 non-free" > /etc/apt/sources.list.d/drweb.list

@ Bbl MOXeTe BbIMOAHUTL MyHKThI 1 11 2, 3arpy3ue cneluanbHeiii DEB-naketr & u yctaHosus
: ero.

3. [Onsa yctaHoBku Dr.Web Server Security Suite n3 penosutopus BbINOJHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-file-servers

YcTaHOBKa Tak>Ke MOXET OCYLLEeCTBAATLCA C MOMOLLbHO alibTEPHATUBHBIX MEHEAXKEPOB
(Hanpwumep, Synaptic nam aptitude). Kpome Toro, anbtepHaTUBHbIE MEHEAXKEPDI, TaKMe Kak
aptitude, pekomeHAyeTCs NCMO/b30BaTb ANS paspeLleHns KOHGANKTa NaKeToB, eC/IN OH
BO3HMWKHET.

Anbt (apt-rpm)
1. YT06bI NOAKNOUNTE PEMO3NTOPUNA, JOBaBbTE CIEAYHOLLYHO CTPOKY B
dann /etc/apt/sources.list.d/drweb-apt-rpm-<arch>.list:

rpm http://repo.drweb.com/drweb/altlinux 11.1/<arch> drweb
rae <arch> — ob03HayeHne NCNoNb3yeMON apXUTEKTYPbl MaKeTOB:
e Ana 32-pa3pagHou Bepcmm: 1386;
e ana apxutekTypbl AMD64: x86 64;
o a1 apxutekTypbl ARM64: aarch64;
o /1A apxutekTypbl E2K: e2s;
e ana apxutekTypbl IBM POWER (ppcb4el): ppc6idle.

2. Mepepa yctaHoskow Dr.Web Server Security Suite Ha komnbtoTepe apxutekTypbl E2K nog
ynpasneHvem OC AnbT f06aBbTe B hanin /etc/rpmrc Cesytowme CTpoKu:

arch compat: eZkvéd: elZs
arch compat: eZk: eZs
arch compat: e2s: noarch

PykoBoacTBO agMunHMCTpaTopa
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3. Ytobbl yctaHoBUTL Dr.Web Server Security Suite 13 penosntopus, BbINOJHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-file-servers

YcTaHOBKa TakXe MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO albTePHATUBHbIX MEHEeXKEePOB
(Hanpwumep, Synaptic uam aptitude).

Mageia, OpenMandriva Lx (urpmi)
1. MogknrounTe peno3nTopuii C MOMOLLbIO KOMaHAbI:

# urpmi.addmedia drweb https://repo.drweb.com/drweb/linux/11.1/<arch>/

rae <arch> — obo3HayeHne UCMoAb3yeMOWN apXMUTEKTYPbl NakeToB:
e Ana 32-pa3pagHou Bepcmm: 1386;
e 1A 64-pa3pafHON Bepcun: x86  64.
2. Ans yctaHoBku Dr.Web Server Security Suite n3 peno3ntopuvs BbINOAHUTE KOMaHAY:

# urpmi drweb-file-servers

YcTaHOBKa TakKe MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO aNbTePHATUBHbIX MEHEXKEPOB
(Hanpwumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)
1. JobaBbTe pann drweb.repo CO CIEAYIOWMM COAEPXKMMbIM B KaTanor /etc/yum. repos.d:

[drweb]

name=DrWeb - 11.1
baseurl=https://repo.drweb.com/drweb/linux/11.1/$basearch/
gpgcheck=1

enabled=1

gpgkey=https://repo.drweb.com/drweb/drweb.key

I Ecan NAaHNPYyeTca 3anncaTb BbillleyKasaHHOE COAEPXNMMOe B q)a|7|n npn NOMOLLN KOMaHAbl
° Tnna echo € nepeHanpaBAeHNEM BbIBOAA, CUMBOJI S canepyer sKpaHunpoBaTh: \S.

Bbl MOXeTe BbINOAHUTL MyHKT 1, 3arpy3uB cneunanbHelii RPM-naketr ' u yctaHoswB ero.

2. Ans yctaHoBku Dr.Web Server Security Suite n3 penosutopus BbINOAHUTE KOMaHAY:

# yum install drweb-file-servers

B OC Fedora, HaumHas c Bepcum 22, peKOMeHAyeTCA BMECTO MEHeXepa yum UCMOAb30BaTh
MeHegkep dnf, Hanpumep:

# dnf install drweb-file-servers

YcTaHOBKa Tak>ke MOXET OCYLLLeCTBAATLCA C MOMOLLbIO allbTEPHATUBHbIX MEHeAXKEePOB
(Hanpumep, PackageKit nan Yumex).

PykoBoacTBO agMunHMCTpaTopa
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SUSE Linux (zypper)
1. YTO6bI NOAKNHOUNTL PENO3UTOPUIA, BEINOAHUTE KOMaHAY:

# zypper ar https://repo.drweb.com/drweb/linux/11.1/\S$basearch/ drweb

2. [na yctaHosku Dr.Web Server Security Suite n3 peno3utopusa BbINOJHUTE KOMaHAbI:

# zypper refresh
# zypper install drweb-file-servers

YcTaHOBKa Tak>Ke MOXEeT OCYLLEeCTBAATLCA C MOMOLLIO aNbTEPHATUBHbBIX MEHEAXEPOB
(Hanpwumep, YaST).

PykoBoacTBO agMunHMCTpaTopa
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6.2. O6HoBneHne Dr.Web Server Security Suite

MpeaycmoTpeHo aBa pexrma obHoBneHusa Dr.Web Server Security Suite:

1. MNonyyeHue TekyLinx O6HOBAEHWI NAaKETOB N KOMMOHEHTOB, BbIMyLLEHHbIX B pamKax
aKkcnyaTaumm aktyanbHom Bepcum Dr.Web Server Security Suite (kak npaBuno, Takue
0BHOB/IEHNA COAEep>KaT UCNPaBAEHNA OIMOOK U MesIKMe yayULlleHns B GYHKLMOHMPOBAHWM
KOMMOHEHTOB).

2. [Nepexoa Ha HOBYHO BepCUHO. ITOT CNOCO6 OOHOBNEHNA NCMONb3YETCA, €CIN KOMMaHWA
«/lokTop Beb» BbinycTuna HoByto Bepcuto Dr.Web Server Security Suite, oTamnuarowyrocs
HOBbIMW BO3MOXHOCTAMM.

| Dr.Web Server Security Suite no3soaset 06HOBAATbL BUPYCHble 6a3bl 1 aHTUBUPYCHOE AP0
: JaXe Mpu OTCyTCTBUM AOCTyMa B MHTEPHET Ha 3alL1LLAEMOM CEPBEpE.

6.2.1. MonyueHue TeKkywnx o6HOBAEHUN

Mocne yctaHoBkn Dr.Web Server Security Suite nto6bIM 13 cnOCOBOB, ONMUCaHHbIX B
COOTBETCTBYHOLLEM pa3jee, MPOUCXOAMT aBTOMaTUYeCKOe NOAKNOUEHE MeHeKepa NakeToB K
peno3utoputo naketos Dr.Web:

e Ecam yctaHOBKa Npomv3BOAMAack U3 YHMBEPCANbHOrO nakeTa (paka . run), a B CMCTEME
ncnonb3yrotca naketbl B dopmate DEB (Hanpumep, OC Astra Linux, Debian, Mint, Ubuntu), nan
B CMCTEME He MMeeTca MeHeaepa naketos (FreeBSD), ans pabotbl ¢ naketamu Dr.\Web
NCNOb3yeTca OTAe/IbHasA BEPCUA MeHeKepa MNakeToB zypper, aBTOMaTUYeCcKu
yCTaHOBNEHHas B pamkax yctaHoBku Dr.Web Server Security Suite.

Y1066l MONYUNTb 1 YCTaHOBUTL OOHOB/IEHHbIE NakeTbl Dr.Web 3Tnm meHegxepowm, nepenante
B KaTanor /opt/drweb.com/bin ana GNU/Linux
nan /usr/local/libexec/drweb.com/bin ana FreeBSD v BbInOHUTE KOMaHAbI:

# ./zypper refresh
# ./zypper update

@ B OC FreeBSD Bepcun 11.x ana nnatdpopmbl amd64 Npu 06HOBIEHUN C UCMOb30OBaHEM

: MeHezKepa zypper MOXeT BO3HUKHYTb OLIMbKa 06HOBNEHNA peno3nTopus. B aTom
C/lyyae yCTaHOBMTE NMakeT COBMECTUMOCTU compatlOx—-amd64 1 MOBTOPUTE NOMbITKY
obHOBIEHNMA.

,D,J'IFI YCTaHOBKW MakKeTa BbIMOJIHATE KOMaHAY:

# pkg install compatlOx-amd64

e Bo Bcex ocTanbHbIX Cyyasx UCMONb3yTe KOMaHAbI OBHOBIEHMS MAaKETHOTO MeHeaXKepa,
ncnonbsyemoro B Bawen OC, Hanpumep:

o B Red Hat Enterprise Linux n CentOS ncnosb3ynte KoMaHay yum;

PykoBoacTBO agMunHMCTpaTopa
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o B Fedora ncnonb3syinte koMaHay yum uam dnf;
o B SUSE Linux ncnonb3ynte KOMaHay zypper;
o B Mageia n OpenMandriva Lx ncnonb3ynte KoMaHay urpmi;
o B AnbT, Astra Linux, Debian, Mint, Ubuntu ncnonb3yiite komaHay apt-get.
Bbl Tak)ke MOXeTe MCNo/Ib30BaTh a/lbTePHATUBHbIE MEHEeKepbl NakeToB, pa3paboTaHHble Ans

BaLLlelr onepaLymoHHOW cucTtemsbl. [1pn HeobxoanMMOCTM 0bpaTUTeCh K CMPaBOYHOMY PYKOBOACTBY
MO MCMONb3yeMOMY BaMUN MeHeKepy NakeTos.

B cnyuae Bbinycka HoBow Bepcumn Dr.Web Server Security Suite, nakeTsl, cogep>katme ero
KOMMOHEHTbI, MOMeLLatoTca B pasgen penosutopusa Dr.Web, cooTBeTcTBytoLW M HOBOW Bepcuu. B
3TOM cNyyae Ans 06HOBIEHNA HEOOXOANMO MepPeKIOUNTb MEHEeXKeP NakeTOB Ha HOBbIW pasgen
peno3utopusa Dr.Web (cm. pa3gen [Nepexos Ha HOBYH BEPCUIO).

6.2.2. lNepexoa Ha HOBYIO BEpCUIO

B saTom pasaene

e [IpeaBapuTenbHbie 3aMeYaHmns

e OBHOBAEHME NpeablayLLNX BEpCUN

o OBHOB/IEHME YCTAaHOBKOW YHNBEPCAJbHOIO MakeTa

o OB6HOBJEHME U3 Peno3nTopus

o [lepeHoc katoUeBoro danna

o [TOBTOPHOE NOAKAHYEHME K CEPBEPY LIEHTPAIN30BAHHOW 3aLLNTbI

HPEABapMTEHbeIe 3aMeydaHuA

| MNepes TeM, KaK BbIMOJHUTL NMEPEXOZ HAa HOBYHO BEPCUIO, yHeanTeCh, UYTO Ball cepBep
: OTBEYaeT cUCTeEMHbIM TpeboBaHUAM HOBOW BEPCUN.

Moazep>xuBaeTcs npoueaypa o6HoBAeHUs npeablayLnx Bepcuii Dr.Web Server Security Suite go
HoBoW Bepcun. [Mepexop Ha HoByto Bepcuto Dr.\Web Server Security Suite BeinonHAWTe TemM xe
cnocobom, KakmMm bbina yctaHoBaeHa Bepcusa Dr.\Web Server Security Suite, nognexaluas
O06HOBNEHWMIO:

e Ecam Bepcma Dr.Web Server Security Suite, nognexatias o6HOBAeHUtO, Bblna ycTaHOBAEHA M3
peno3nTopus, TO NEPEXOZ Ha HOBYHO BEPCUIO BbIMOJHANTE NyTEM OOHOBAEHNEM U3
peno3untopus.

e Ecam Bepcma Dr.Web Server Security Suite, nognexatias o6HOBAeHUtO, Oblna yCTaHOBAEHA M3
YHVBEPCaNbHOrO MakeTa, TO A/ Nepexoja Ha HOBYH BEPCUIO YCTaHOBUTE YHUBEPCANbHbIN
nakeT, CoAep>KalLmii HOBYHO BEPCUIO.

PykoBoacTBO agMunHMCTpaTopa
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@ Y106bl YTOUHUTL CNOCODB, KOTOPbIM bObla ycTaHOBAeHa Bepcus Dr.Web Server Security

: Suite, noanexallias 0OHOBAEHWIO, MPOBEPbLTE HAIMYME B KaTasiore UCMONHAEMbIX $aliioB
Dr.Web Server Security Suite ckpunTta nporpammel yaaneHna uninst. sh. Ecav atot dainn
npucyTcTByeT, TekyLiaa Bepcus Dr.Web Server Security Suite 6bina yctaHoB€Ha U3
YHMBEPCaNbHOrO NnakeTa, a B MPOTMBHOM C/ly4ae — 13 perno3ntopus.

[Onsa OC FreeBSD ycraHoBka Dr.Web Server Security Suite BO3MO>XHa To/IbKO 13
YHMBEPCaNbHOrO nakerta.

Ecnv Bbl He nmeeTe BO3MOXHOCTM 06HOBUTL Dr.Web Server Security Suite Tem xe cnocobom,
KakvM OH Bbl1 yCTaHOBAEH U3HaYaNbHO, TO NPeABapUTEebHO yaanunTe TeKYLLY BEPCUIO, a MOTOM
BbIMOJIHWTE YCTaHOBKY HOBOM BepCMM I0ObIM JOCTYMHbIM A5 Bac cnocobom. Cnocobebl
YCTaHOBKMW W yaaneHus npeablayumx sepcunin Dr.Web Server Security Suite aHanormyHbl
cnocobam yCTaHOBKW W YAaleHns, PacCCMOTPEHHbBIM B 3TOM PyKOBOACTBE. /119 AONOAHUTENbHOW
nHdopmauumn obpatutecb kK PykoBoACTBY aZiMUHMCTPaTOpPa MO YCTaHOB/IEHHOMW Y BaC BepCuM
Dr.Web Server Security Suite.

Ecnn Bepcus Dr.Web Server Security Suite, noanexatas obHoBaeHMIO, paboTaeT nog
ynpaBaeHVeM cepBepa LeHTPaM30BaHHOW 3aLUKThl, TO Nepes HavyaaoM OOHOBAEeHUS
peKkoMeHAyeTCa COXPaHUTb agpec 3TOro cepeepa. Hanpumep, Ana nonyvyeHns agpeca cepsepa
LEeHTpasM30BaHHOM 3alLUuThbIl, K KOTOpoMy noakatoveH Dr.Web Server Security Suite ¢ Bepcunen
HoBee 6.0.2, BbINOJIHUTE KOMaHAY:

$ drweb-ctl appinfo

3 npucyTCcTBYIOLLIEN B BbIBOAE KOMaHZAbI CTPOYKM BMAA

ESAgent; <PID>; RUNNING 1; Connected <adpec>, on-line

COXpaHuTe YacTb <adpec> (MOXET BbIrAAETb Kak CTpoKa Buaa tcp: // <IP-adpec>:<nopm>,
Hanpumep: tcp://10.20.30.40:1234). Kpome TOro, peKOMeHAyeTcs COXpaHuTb dain
ceptudmkata cepsepa.

B cnyuae BO3HMKHOBEHWSA 3aTPyAHEHWI C NONyYEHNEM NapaMeTPOB TEKYLLEro NoAKAHYEHUS
obpaTnTech K PykoBOACTBY afMUHMCTPaTOpa Mo ycTaHoBAeHHOW Bepcun Dr.Web Server Security
Suite, a TakXe K agMUHUCTPATOPY Ballen aHTUBUPYCHOWN CETU.

O6HoBNeHMe NpeabIAYyLNX BEPCU

O6HOBNEHNe YCTaHOBKOW YHMBEPCa/IbHOrO nakera

BbinonHuTe yctaHoBKy HoBoW Bepcun Dr.Web Server Security Suite 13 yHuBepcasbHoro nakera. B
cnyyae HeobXoAMMOCTM B MpoLiecce YCTaHOBKM BaM ByeT npeAnoXeHO aBTOMaTUYeCckN yaannTb
MMetoLLIMecs KOMMOHeHTbI ctapon Bepcun Dr.Web Server Security Suite.

PykoBoacTBO agMunHMCTpaTopa
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Ecam B npouecce o6HOBNAEHWA BaM HEOOXOAVMO BbIMONHUTL YAaNeHNe UMeroLLencs
Bepcum Dr.Web Server Security Suite 1 Ha Ballem cepBepe O4HOBPEMEHHO YCTaHOBIEHO
Hecko/IbKO cepBepHbIX NpogykTo Dr.Web (Hanpumep, Dr.Web Server Security Suite,
Dr.Web Mail Security Suite n Dr.Web Gateway Security Suite), To 19 coxpaHeHus
paboToCnocobHOCTN NPOAYKTOB, He noanexalumx obHosaeHuto (Dr.Web Mail Security
Suite n Dr.Web Gateway Security Suite), cregyet oTMeTUTb ANA yAaNEHNA TONbKO
cnepytolime nakeTbl:

o drweb-file-servers-doc,

e drweb-smbspider.

O6HoB/IeHUe U3 peno3uTopus

A

Bbl He cmoxeTe o6HOBKTE Dr.Web ansa ¢arinosbix cepeepos UNIX Bepcun 6.0.2 f0 HOBOW
BEPCUMN 13 PENO3UTOPUA, €CIN Ha BaLLeM cepBepe YCTaHOBAEHO OJHOBPEMEHHO
Hecko/IbKO cepBepHbIx NpoaykTos Dr.Web Bepcun 6.0.2 (Hanpumep, ana ¢ainoBbIx
CepBepOB, ANA MOUYTOBbIX CEPBEPOB M MHTEPHET-LLAIO30B). B 3TOM cnydvae Bam cregyet
yCTaHOBUTL HOBYLO Bepcuto Dr.Web Server Security Suite Ha oTAeNbHYO MaLLWHY.

Yr1o6b1 06HOBUTL TeKyLLyto Bepcuto Dr.Web Server Security Suite, yctaHoBneHHyO 13
peno3suTopua koMmnaHum «Jlokrop Be6»

B 3aBMcKMMOCTM OT TMNa MCMNOJIb3yEMbIX MakKeTOB, BbIMOJHUTE CeayroLlimne AeVICTBVIﬂi

¢ B chryuae ncnonbsoBaHus nakeroe RPM (yum, dnf):

1. CMeHUTe MCNOoNb3yeMbliA Peno3nTopun (C peno3nTopmna NakeToB TeKyLLEN BEPCUM Ha
penosnTopui NakeToB HOBOW Bepcum).

Nms peno3nTopuAd, XpaHALLEero rnakeTbl HOBOM BepCumn, CM. B pasjene YcTraHoOBKa 13
penos3nTopuAa. ﬂ'flﬂ YTO4YHEHNA cnocoba cMeHbl penosnTopunes O6paTI/ITECb K CNpaBOYHbIM
pykoBOACTBaM MUCMNOJb3yeEMOro BaMmu AI/ICTpI/I6yTI/IBa OI'IepaLl,I/IOHHOI;I CNCTeMbl.

2. YcraHoBuTe HoByto Bepcuto Dr.Web Server Security Suite n3 penosutopwus, BbINOAHUB
KOMaHAy:

# yum update

nnn, ecnn ncnonblyetca MeHeaxep dnf (kak, Hanpumep, B OC Fedora Bepcumn 22 1 6onee
no3aHuX):

# dnf update

@

Ecam B npouiecce 06HOBAEHMA NakeTOB BO3HMKHET OLWINOKA, TO BbINONHUTE yAaneHne 1
nocneayroLLyro MOBTOPHYHO ycTaHoBKy Dr.Web Server Security Suite. Mpu HeobxoanmocTu
cM. pasgenbl Yaanenue Dr.Web Server Security Suite, ycTaHOBNEHHOIO 13 PENO3UTOPUA U
YcTaHOBKa 13 peno3ntopus (MyHKTbI, COOTBETCTBYHOLLME Mcnosb3yemoin Bamu OC u
MeHezXXepy nakeTos).

PykoBoacTBO agMunHMCTpaTopa
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e B cnyuyae ncnonbzosaHusa nakeros DEB (apt-get):

1. CMeHUTe NCnonb3yeMbli PEMO3UTOPUIA (C PEMO3UTOPUA NaKeTOB TeKYLLEN BEPCMM Ha
pPeno3nTopuii NakeToB HOBOW BEPCUN).

2. O6bHoBuTe nakeTbl Dr.Web Server Security Suite, BbINONHMB KOMaHAbI:

# apt-get update
# apt-get dist-upgrade

MepeHoc knroueBoro ¢amna

Mpu ntob6om cnocobe obHoBneHUs Dr.Web Server Security Suite y>xe nmerownincsa y Bac
JNNLEH3VOHHBIN KitoYeBon dan ByaeT aBTOMaTUUECKN YCTaHOB/IEH B Haj/1exallee MecTo A/s
ncnonb3oBaHus HoBow Bepcuent Dr.Web Server Security Suite.

katoueBoro daina Bbl MOXeTe BbINMOJHWUTL €ro YCTaHOBKY BPY4HYt0. Dr.Web Server
Security Suite xpaHuT karoueBoW Gain B kaTanore /etc/opt/drweb.com/ Ans
GNU/Linux nnn /usr/local/etc/drweb.com/ ans FreeBSD. B cnyyae ytparhl
LEeVCTBYHOLLErO NMLEH3NOHHOIO KNtoUeBoro darna obpatntecb B cnyxby TexHNYeckou
NOALEPXKKM KOMMNaHWN «[JokTop Beb».

@ B cnyyae BO3HWKHOBEHMS NPo6ieM ¢ aBTOMATUYECKOW YCTaHOBKOW JINLLEH3UOHHOTO

MoBTOpHOE NoAK/OUEHUE K CepBepY LieHTPaIM30BaHHOM 3alUThl

Ecnvn 310 BO3MOXHO, TO nocie obHOBAEHMA (ecn 06HOBAsSIEMasn Bepcua bbina NoaKArOYEeHa K
cepBepy LeHTpaAn30BaHHOW 3alLMTbl) MOAKAOUYEeHNe ByseT BOCCTAaHOBIEHO aBTOMaTUUECKM.
Ecnv noakntoueHne He BOCCTaHOBWAOCh aBTOMATUYECKW, AN MOAKAHOYEHMA OOHOBAEHHOM
Bepcum Dr.Web Server Security Suite K aHTUBMPYCHOM CETU BbINONHNTE KOMaHAY:

$ drweb-ctl esconnect <adpec cepgepa> --Certificate <nyme k ¢aliny cepmugukama cepsepa>

B cnyyae BO3HWMKHOBEHWA 3aTPYyAHEHWI C NOAKAOYEHMeM obpaTuTech K aiMUHNCTPATOPY Ballen
aHTUBUMPYCHON ceTw.

6.2.3. O6HOBNIeHMe 6€3 NOAK/IIOUEHNA K UHTEPHETY

B ycnoBusx noBbIlEeHHbIX TPe6OBaHWUA K 6€30MacHOCTH, KOrAa NOAKAHOUEHWE K MHTEPHETY
OTCYTCTBYET WA OrpaHNYeHO, OBHOBNEHNE BUPYCHbIX 6a3 1 aHTUBMPYCHOTO AApa MOXHO
BbINOHATL 6€3 NOAKNOUEHMS K MHTEPHETY. B 3TOM ciyuae 0OHOBAEHMS 3arpy>KatoTcs Ha
KOMMbIOTEP, MOAK/IHOUEHHBIN K MHTEPHETY, Konupytotcs Ha USB-HakonuTenb nan ceteBom AuncK,
noc/e Yero yCTaHaB/MBAKOTCA Ha APYroW, He MNOAK/IOUYEHHbIA K UHTEPHETY KOMMbIOTEP.
Mpoueaypa 06HOBAEHUS BbIMOIHSAETCA Yepes KOMaHAHYH CTPOKY.

Yr10o6bI NONYyUMTh O6HOBIEHUSA

1. Ha KOMMbOTEPE, MOAKNHOYEHHOM K MHTEPHETY, BbIMOJIHATE KOMAHAY:

$ drweb-ctl update --Path <nyme k kamanozay 015 3az2py3ku 0bHoeeHul >

PykoBoacTBO agMunHMCTpaTopa
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CkonupynTe nonyveHHble obHoBAeHWA Ha USB-Hakonutens nan ceteBomn Anck.

MPYMOHTUPYNTE CETEBOM ANCK UM HaKOMUTENb Ha KOMMbIOTEPE, Ha KOTOPbIN TpebyeTcs
yCTaHOBUTb O6HOBAEHUA. Ecv Bbl nonyyaeTe o6HoBAeHUA ¢ USB-HakonwuTens, Ana 3Toro
noTpebyeTcs BbIMOJIHUTL KOMaHAbI:

# mkdir /mnt/usb
# mount <nyme Kk ycmpolicmey> /mnt/usb

. YcTaHOBUTE OBHOBEHNS C MOMOLLLbIO KOMaHAbI:

$ drweb-ctl update --From /mnt/usb

PykoBoacTBO agMunHMCTpaTopa
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6.3. Yaanenune Dr.Web Server Security Suite

B 3aBucMOCTM OT cnocoba ycTaHoBKY, Bbl MoXeTe yaanutb Dr.Web Server Security Suite ogHum
“3 4BYX CNOCO6OB:

® 3aMnyCTunB NporpamMmy yaaneHnda yHUMBepCaibHOIO rnakeTa anad pexnma KOMaHAHOVI CTPOKW;

e yJa//B NMaKkeTbl, yCTAHOBNEHHbIE U3 peno3nTopusa KoMnanun «/oktop Beb», ncnonbsys
CUCTEMHbIN MeHezXep NakeToB.

@ Mocne ypaneHuns Dr.Web Server Security Suite BaM HEO6X0AMMO BPYUHYHO YAaANUTb U3

: kaTanora cepeepa Samba ccbinky Ha Mogynb VFS SMB Dr.Web n otpesaktvpoBatb dain
KoHUrypaumm Samba (smb . conf), yAanune 13 cekLMin napaMeTpoB pasjensemMbix
KaTanoros cTpoky vEis objects = smb spider (rge smb spider — nma
CYMBOJINYECKOW CCbINKM Ha Mogynb VFS SMB Dr.Web).

6.3.1. YaaneHue yHnsepcanbHOro nakerta

Yananenune Dr.Web Server Security Suite, ycTaHOBNeHHOro 13 yH/MBEPCaNbHOrO MakeTa,
BbIMOJHAETCA NPW NOMOLLMN KOMaHAHOM CTPOKK (B rpadnyeckom pexunme HeobXxoAMMO Haanume
aMynaTopa TepMuHana).

ili Mporpamma yganeHus yaanut He tonbko Dr.Web Server Security Suite, Ho n 8ce dpyzue
g npoaykTbl Dr.Web, ycTaHOB/NIEHHbIE Ha BalleM KOMMbOTEpE.

Ecnv Ha Bawem komnbroTepe, Kpome Dr.Web Server Security Suite, ycTaHOBAEHBI 1 Apyrye
npoayktbl Dr.Web, ans yaaneHuns tonsko Dr.Web Server Security Suite BMecTo 3anycka
nporpaMmel yAaseHns BOCMONb3yNTeCh MPOLEAYPOV BbIBOPOYHOM YCTaHOBKM 1 YAaeHNS
KOMMNOHEHTOB.

Ypanenue Dr.Web Server Security Suite ns komangHown cTtpoku
YT06bI 3anyCcTnTb NporpamMmmy yaaieHua Ana pexmnma KOMaHAHOVI CTPOKW, BbIMONHUTE KOMaHAY:

# /opt/drweb.com/bin/uninst.sh

ana GNU/Linux nam

# /usr/local/libexec/drweb.com/bin/uninst.sh

PykoBoacTBO agMunHMCTpaTopa

50



T,
)
A

A
$

YcraHoBKa u yaaneHue

ansa FreeBSD. Mpoueaypa yaaneHua Dr.Web Server Security Suite paccmoTpeHa B pa3gene
YaaneHve B pexxmme KOMaHAHOW CTPOKMW.

YT0b6bI 3aMyCTUTL MPOrpamMmy yzaneHusa B NOJHOCTbIO aBTOMATUYeCKOM pexunme 6e3 nokasa
nHTepderica nonb3osaTena (BKIOYaa Ananorv NporpamMmMbl yaaneHna 4aa pexkvuMa KOMaHAHOM
CTPOKMW), BbINMOJHWTE KOMaHAY:

# env DRWEB NON INTERACTIVE=yes /opt/drweb.com/bin/uninst.sh

| B Anbt 8 CIM n apyrux OC, ncnonb3yroLmx ycrapeBLUe BEPCMM MaKETHOrO MeHeaXXepa, BO
: BpPeMA yAaneHna Ha KOHCOJ/Ib MOTYT BbIBOAUTLCA COOBLLIEHWA BUAa:

/etc/init.d/drweb-configd: Her Takoro odalia miau KaTajora

Ha paboTy cuctembl 3TV COOBLLEHUSA HMKaK He BAUAOT. MNpoLiesypa yaaneHus
BbIMOJIHAETCS KOPPEKTHO.

6.3.1.1. YpaneHue B pexxume KOMaHAHOMW CTPOKM

Mocne 3anycka NporpamMmmsbl yaaneHus, paboTatoLlen B pexkume KOMaHAHOW CTPOKM, Ha 3KpaHe
MOSBUTCS TEKCT NPUIALLIEHUS K YAANEHMIO.

1. Ana Hayana yaaneHusa oTBeTbTe Yes WM Y Ha 3anpoc «Bbl xoTute Npogo/mkmTb?». YTo6bI
oTKa3aTbCs OT yaaneHusa npoayktos Dr.Web c Bawero komnbtoTepa, BBeanTe No nam N. B
3TOM cayyae paboTta nporpammbl yaaneHus byaet 3aBepLueHa.

2. MNocne NoATBEPXAEHWA yAaneHnsa 3anyCcTuTca npoueaypa yAaleHns BCcex YCTaHOBAEHHbIX
naketoB Dr.Web. Npn aTom Ha 3kpaH 6yayT BblAaBaTbCA 3anncK, GUKCMpyeMble B XXypHaa 1
oTpaxkaroLLme X0 npouecca yaaneHus.

3. Mo okoHYaHUK NpoLiecca NporpamMma yaaneHus 3aBepLunT CBOK pPaboTy aBTOMaTUUECKMU.

6.3.2. Ypanenue Dr.Web Server Security Suite, ycraHoBneHHOro us
peno3uTopus

Hwxe npueegeHbl npoueaypbl ana cneayrowmx OC (MeHeaXepoB NakeToB.):

e Astra Linux, Debian, Mint, Ubuntu (apt);

AnbT (apt-rpm);

Mageia, OpenMandriva Lx (urpme);

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);

SUSE Linux (zypper).

@ Bce HmxenpuBeaeHHble KOMaHAbI ANA YAaNEHUA MakeToB AONKHbI ObITb BbIMOAHEHbI C

: npaBamMu cynepnonb3oBatens (06blYHO Noib30oBaTens root). [lns 3TOro NCnoab3lynTe
KOMaHZy CMeHbl NO/Ib30BaTeNA su UAN KOMaHAY BbIMOJAHEHWUA OT IMEHW ApYyroro
nosib3oBatens sudo.

PykoBoacTBO agMunHMCTpaTopa
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Astra Linux, Debian, Mint, Ubuntu (apt)
YTt0bbI yaanuTtb kopHeBou MeTanakeT Dr.Web Server Security Suite, BbITOAHUTE KOMaHAY:

# apt-get remove drweb-file-servers

|_|pl/l 3TOM OCTaJlbHbl€ MNMaKeTbl, KOTOPbIE BblI aBTOMaTUYECKN yCTaHOBAEHDbI NpK yCTaHOBKE
KOPHEBOrro MeTanakeTa Anda ya0BAE€TBOPEHNA €ro 3aBUCUMOCTEN, OCTaHYTCA B CUCTEME.

YT06bI y4annTb KOpHeBOVI MeTanakeT BMeCTe CO BCEMU 3aBUCUMOCTAMNU, BbIMOJIHUTE KOMaHAY:
# apt-get remove drweb-file-servers --autoremove

Mpwv 3TOoM ByayT yaaneHbl Bce 6bonee He Tpebyemble nakeTbl (a He ToNbko nakeTbl Dr.Web Server
Security Suite), koTopble 6bl1M aBTOMaTUYECKN YCTaHOB/EHbI ANA YA0BAETBOPEHNS 3aBUCUMOCTEN
APYrvX NakeToB.

Ecam KOpHeBOl‘/JI MeTarnakeT y>Xe 6bin YAaneH, 10 YTOObI aBTOMATNYUECKN YAannTb U3 CUCTEMbI BCe
bonee He NCNoJibdyemMble NakeTbl, BbIMONHUTE KOMaHAY:

# apt-get autoremove

Bbl Takxke moxeTe yaanuTb naketbl Dr.Web Server Security Suite ¢ NTOMOLLbIO anbTepHATUBHbIX
MeHezepoB (Hanpumep, Synaptic nam aptitude).

Anbt (apt-rpm)

Yananenune Dr.Web Server Security Suite B JaHHOM cnyyae BbinoaHAETCA Tak Xe, kak B OC Debian
n Ubuntu (cMm. BbliLLe).

Bbl Takxke moxeTe yaanutb naketbl Dr.Web Server Security Suite ¢ NOMOLLbIO anbTepHATUBHbIX
MeHezXepoB (Hanpumep, Synaptic nan aptitude).

@ B OC AnbT 8 CIM BO BpeMs yaaneHns Ha KOHCONb MOTYT BbIBOAUTLCS COOBOLLEHNS BUAa:

/etc/init.d/drweb-configd: Her Takoro daria miamu karTajgora

Ha paboTy cuctembl 3TV COOBLLEHUSA HMKaK He BAUAOT. MNpoLiesypa yaaneHus
BbIMOJIHAETCS KOPPEKTHO.

Mageia, OpenMandriva Lx (urpme)
Ytobbl yaanute kopHeBon MeTanakeT Dr.Web Server Security Suite, BbInosHUTE KOMaHAY:

# urpme drweb-file-servers

PykoBoacTBO agMunHMCTpaTopa
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|_|pl/l 3TOM OCTaJlbHbl€ NMaKeTbl, KOTOPbIE OblI aBTOMaTUYECKN yCTaHOBAEHDbI NpPK yCTaHOBKE
KOPHEBOro MeTanakeTa Anda ya0BAE€TBOPEHNA €ro 3aBUCUMOCTEN, OCTaHYTCA B CUCTEME.

YTobbI YAananTb KOpHeBOVI MeTarnakeT BMecTte Co BCeMU 3aBNCUMOCTAMN, BbINOJIHNTE KOMaHAY:

# urpme --auto-orphans drweb-file-servers

Mpwv 3TOoM ByayT yaaneHbl Bce bonee He Tpebyemble nakeTbl (a He ToNbko nakeTbl Dr.Web Server
Security Suite), koTopble 6blM aBTOMaTUYECKN YCTaHOB/EHbI ANA YA0BAETBOPEHNS 3aBUCUMOCTEN
APYrvX NakeToB.

Bbl Takxke moxeTe yaanuTb naketbl Dr.Web Server Security Suite ¢ NTOMOLLbIO anbTepHATUBHbIX
MeHeZXepoB (Hanpumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

YT0bbl yaanuTb BCe ycTaHOBAEHHble NakeTbl Dr.Web, BbinonHuTe komaHAay (B HEKOTOPbIX
cMcTeMax CMMBOA * TpebyeTcsa 3KpaHMpoBaTh: \ *):

# yum remove drweb*

B OC Fedora, HaunHas ¢ Bepcun 22, BMECTO MeHeXepa yum PeKOMeHAyeTca NCNoNb30BaThb
MeHezxep dnf, Hanpumep:

# dnf remove drweb*
i f TN KOMaHAbl yAanAaT U3 CUCTEMbI BCE MaKeTbl, Ha3BaHMe KOTOPbIX HaYUMHaEeTCA Ha drweb

(cTaHAApTHOE HaMMeHOBaHWe ANs NakeToB NPorpaMMHbIx npoayktos Dr.Web). byayTt
yAaneHbl BCe NakeTbl C TaKMM MMEHEM, a He Tobko nakeTbl Dr.Web Server Security Suite.

Bbl Takxke moxeTe yaanutb naketbl Dr.Web Server Security Suite ¢ nOMOLLbIO anbTepHATUBHbIX
MeHezepoB (Hanpumep, PackageKit namv Yumex).

SUSE Linux (zypper)
Ytobbl yaanute kopHeBon MeTanakeT Dr.Web Server Security Suite, BbInosHUTE KOMaHAY:

# zypper remove drweb-file-servers

|_|pl/l 3TOM OCTa/ibHbl€ MaKeTbl, KOTOPbIE OblI aBTOMATUUECKU YCTaHOBAEHbI NPU YCTaHOBKE
KOPpHEBOIo MeTanakeTa Asa yqoBAeTBOPEHNA €ro 3aBUCMMOCTEN, OCTaHYTCA B CUCTEME.

YT0bbI yaanuTb BCe ycTaHOBAEHHble nakeTbl Dr.Web, BbinoaHWTe kOMaHAy (B HEKOTOPbIX
cucTemax cMMBos * TpebyeTca akpaHMpoBaTb: \ *):

# zypper remove drweb*
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DTa KOMaHJAa yAanuT 13 CUCTeMbl BCe NakeTbl, Ha3BaHWe KOTOPbIX HAYMHAETCA Ha drweb
Z U f} (cTaHZapTHOE HavMeHOoBaHWe ANS NakeToB NPOrpamMmmHbIX NpoaykTtos Dr.Web). byayt
yZaneHbl BCe NakeTbl C TaKUM MMEHEM, a He Tosibko nakeTbl Dr.Web Server Security Suite.

Bbl Takxke moxeTe yaanuTb naketbl Dr.Web Server Security Suite ¢ NTOMOLLbIO anbTepHATUBHbIX
MeHeakepoBs (Hanpumep, YaST).

6.4. lonoNHNTENbHO

6.4.1. NMaketbl n ¢paitnbl Dr.Web Server Security Suite

B aTom pasaene

e [lakeThl

e Dannbl

MakeTnbl

Dr.Web Server Security Suite cocTOMT 13 cresyoLmx NakeToB.:

Maker Copeprxnmoe

drweb-bases ®aninbl BUPYCHbIX 6a3

drweb-boost Bubanotekn Boost

drweb-clamd ®annbl komnoHeHTa Dr.Web ClamD
drweb-cloudd ®annbl komnoHeHTa Dr.Web CloudD
drweb-common OCHOBHOW KOHPUrypaLMoHHbIN Gaiin drweb. ini,

OCHOBHble 6UBANOTEKY, AOKYMEHTALMS U CTPYKTypa
kaTtanoros Dr.Web Server Security Suite, ytunuta cbopa
JaHHbIX O KOHOUrypaLmm NpoayKTa N CUCTEMHOM
OKPY>KEHUW.

B npoLiecce ycTaHOBKM aHHOrO nakeTa Takxe 6yayT
co3zaHbl Nosb3oBaTtenb drweb v rpynna drweb

drweb-configd ®aiinbl komnoHeHTa Dr.Web ConfigD

drweb-configure Daiinbl BCOMOraTenbHo YTUANTBI HacTpoiikv Dr.Web
Server Security Suite

drweb-ctl ®annbl komnoHeHTa Dr.Web Ctl

PykoBoacTBO agMunHMCTpaTopa
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drweb-documentation

drweb-engine

drweb-esagent

drweb-filecheck

drweb-file-servers-doc

drweb-file-servers

drweb-httpd

drweb-httpd-bin

drweb-httpd-webconsole

drweb-icu

drweb-1libs

drweb-netcheck

drweb-nss

drweb-openssl

drweb-protobuf

drweb-se

drweb-smbspider-daemon

drweb-smbspider

drweb-smbspider-modules

drweb-smbspider-modules-src

drweb-snmpd

drweb-spider

YcraHoBKa u yaaneHue

Copeprxnmoe

®annbl fgokymeHTauumn B popmate HTML no npogykrtam
Dr.Web ansa Unix

®annbl aHTMBUPYCHOro aapa Dr.Web Virus-Finding Engine
®annbl komnoHeHTa Dr.Web ES Agent

®aiinbl komnoHeHTa Dr.Web File Checker

[JokymeHTtauns B dopmate PDF

KopHeBon meTtanaket Dr.Web Server Security Suite

®annbl komnoHeHTa Dr.Web HTTPD u Be6-uHTepdelica
yrnpaBieHusa (MeTanaker)

®aiinbl komnoHeHTa Dr.Web HTTPD

®annbl Be6-nHTEpPdECca ynpaBaeHums

BrubnnoTekn noasep Kk MHTepHaumnmoHanamnsaumm n Unicode
®aiinbl OCHOBHbIX 61GMOTEK

®aiinbl komnoHeHTa Dr.Web Network Checker

®annbl komnoHeHTa SplDer Guard gns NSS

Bubnnotekn OpenSSL

Bubanotekn Google Protobuf

®annbl komnoHeHTa Dr.Web Scanning Engine

®annbl komnoHeHTa SplDer Guard gns SMB (aemoH
MOHUTOPWHra SMB)

®annbl komnoHeHTa SplDer Guard gns SMB

®annbl komnoHeHTa SplDer Guard gna SMB (moaynn VFS
SMB)

®annbl komnoHeHTa SplDer Guard ana SMB (McxoaHbIN KOa,
moaynsa VES SMB)

dannbl komnoHeHTa Dr.Web SNMPD

®annbl komnoHeHTa SplDer Guard
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Maker Copeprxnmoe

drweb-spider-kmod Daiinbl 3arpy>kaemoro Moayns sapa Linux ans paboTsl
SpIDer Guard B pexxume LKM

drweb-update ®aiinsl komnoHerTa Dr.Web Updater
B pasgene BbibopoyHble ycTaHOBKA 1 y/AaneHne KOMIOHEHTOB NPUBEAEHbI TUMOBbIE HABOPbI

KOMMOHEHTOB An5 BbIDOPOUYHON yCTaHOBKM, obecneunBatoLime pelleHme Tunosbix 3agay Dr.Web
Server Security Suite.

davnbl

®annbl Dr.Web Server Security Suite pa3mellatotca B katanorax /opt, /etc n /var aepesa
bannoBON CUCTEMBI.

CTpyKTypa 1Croab3yembliX KaTaaoros:

Karanor Copeprxnmoe

Ynpaeastowmin ckpunT drweb-configd Ans JeMoHa
e 1na GNU/Linux: ynpassieHus koHourypaumein Dr.Web ConfigD
/etc/init.d/

e [1na FreeBSD:
/usr/local/etc/rc.d/

O6WMIA KOHPUTYPALIMOHHBIN Garin drweb.ini n
e 1na GNU/Linux: kntoueBon dain drweb32 . key. Kpome 3TOro, cogepxurt:
/etc/opt/drweb.com/

e [1na FreeBSD:
/usr/local/etc/drweb.com/

certs/ — dalnbl UCnosib3yemblx cepTUdUKaATOB.

OcHoHoW katanor Dr.Web Server Security Suite. Coaepxxut
e [1na GNU/Linux: B cebe:
/opt/drweb.com/

e /1na FreeBSD:
/usr/local/libexec/drweb.com/

bin/ — ncnosiHaemMble danibl BCeX KOMMOHEHTOB (3a
nckntoveHnem Dr.Web Virus-Finding Engine);

include/ — 3aroJioBoYHble Palibl UCnosb3yemblx bubanoTek;

lib/ — ncnosib3yemMble 6ubanoTeky;

man/ -

dannbl CUCTEMHOWN CNpaBKK man;

PykoBoacTBO agMunHMCTpaTopa
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Karanor Copeprxnmoe
share/ — BCrOMorarte/ibHble Gaii/ibl, B TOM YMCE:
doc/ s pokymeHTaums Dr.Web Server Security Suite (tekcrt

JINUEH3MOHHOro cornalleHns 1 pyKkoBoACTBa
aAMUHUCTPATOPa, eC/IN NakKeTbl C JOKYMeHTaL el
yCTaHOBAEHbI),

drweb-bases/ s ¢alinbl BUpYCHbIx 6a3 Dr.Web (ncxoaHble o6pasbl,
nocTaBasiemMble Npu yCTaHOBKE),

drweb-spider-kmod/ s ¢dalnbl Moayna aapa Ans paboTbl KOMMoHeHTa SplDer
Guard (MCXOAHBIN KOA AN PYHHOW CHOPKM),

scripts/ 8 ¢ainbl BCOMOraTebHbIX CKPUMTOB.

BcnomoraTenbHble 1 BpeMeHHble aiibl, B TOM YKCAE:
e [1na GNU/Linux:
/var/opt/drweb.com/

e [1na FreeBSD:
/var/drweb.com/

bases/ — daninbl BUpYcHbIX 6a3 Dr.Web (akTyanbHas 06HOBAEHHas
Bepcus);

cache/ — Kel O6HOBAEHW;

drl/ — CMWCKM UCMONb3yeMbIX CEPBEPOB OBHOBAEHWI;

lib/ — aHTVBMpYCHOe Aapo Dr.Web Virus-Finding Engine B Buae
AVHaMUYecKn 3arpy>kaeMomn bubanotekn drweb32.d11
N HaCTPOWKKM pexknma paboTbl C cepBepoOM
LLleHTPaNn30BaHHOW 3aLuThI;

update/ — KaTanor A/s BPEMEHHOrO XpaHeHUs OGHOBNEHUI B

npoLecce VX NOaYyYEHUs.

6.4.2. BbibopouHble yCTaHOBKa U yAasieHne KOMMOHEHTOB

B atom paspene

e TNMOBbIE KOMMNAEKTbl KOMNOHEHTOB A5 BbI6ODOHHOI\/’I YCTAaHOBKW

e YcTaHoBKa M yaaneHne komnoHeHToB Dr.Web Server Security Suite, ycTaHOBAEHHOTO 13
pPENO3nNTOPIUA

e YcTaHoBKa M yaaneHne komnoHeHToB Dr.Web Server Security Suite, ycTaHOBAEHHOTO 13
YHUBEPCAZIbHOIo nakeTa

o PacnakoBka yCTaAHOBOYHOro danna

o BblbopoyHas ycTaHOBKa KOMMOHEHTOB

o BbibOpoUHOEe yaaseHne KOMNOHEHTOB
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B cnyuae HeobxoAMMOCTH Bbl MOXETE BbIMOAHUTL BbIDOPOUHYHO YCTAaHOBKY W yAaneHune
oTAenbHbIX KoMnoHeHToB Dr.Web Server Security Suite, yctaHoBuB v yaanms
COOTBETCTBYHOLLME MaKeTbl. BoiIBOPOUHYHO YCTaHOBKY U yAaneHne caesyeT NPOn3BOANUTL TEM Xe
cnocobom, kakmm bbin yctaHoBneH Dr.Web Server Security Suite.

ﬂ'flﬂ nepeycraHOBKN KaKoro-a1mbo KOMMOHEHTA Bbl MOXETe CHavana YAanunTb €ro, a NnoTom
YCTaHOBWUTb 3aHOBO.

TunoBble KOMMJIeKTbl KOMMOHEHTOB AnA Bbl60p0‘-lHOl7l YCTAHOBKM

Ecnun Tpebyetca yctaHoBute Dr.Web Server Security Suite ¢ orpaHnyeHHON GYHKLMOHANBHOCTbHO,
BMEeCTO YCTaHOBKM KOPHEBOro MeTanakeTta U3 perno3nTopma Uan U3 yHBepCaabHOro rnakeTa, Bbl
MOXKeTe YCTaHOBUTb TO/IbKO MakeTbl KOMMOHEHTOB, obecneunBaroLLnX HeOb6XoANMYHO
byHKLMOHanbHOCTb. MNakeTbl, Tpebyemble ANf pa3peLLleHns 3aBUCMMOCTEN, ByayT yCTaHOBAEHbI
aBTOMaTMyecku. B Tabanue Huxe nprBegeHbl KOMMAEKTbl KOMMOHEHTOB, NPeAHa3HaYeHHble AnA
pelleHns TMNoBbIx 3agay Dr.Web Server Security Suite. B cton6ue MNMakeTbl Ans yCTaHOBKM
nepeyYncaeHbl NakeTbl, KOTOPble HEOBXOANMO YCTaHOBUTb A1 MONYUYEHMA YKa3aHHOTO
KOMMaeKkTa KOMMNOHEHTOB.

Bb160pOUHbIii KOMMIEKT Maketbl Ana yctaHoBkM  ByayT yctaHOBAEHbI
KOMMOHEHTOB

MUHAMAbHBI KOMMAEKT AN e drweb-filecheck, e Dr.Web ConfigD,
KOHCOJ/IbHOTO CKaHNMPOBaHMA e drweb-se e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Scanning Engine,

e Dr.Web Updater,

e BupycHble 6a3bl
KoMniekT ans MOHUTOPUHTa e drweb-se, e Dr.Web ConfigD,
dannoson cuctembl GNU/Linux e drweb-spider e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Scanning Engine,

e Dr.Web Updater,

e SplDer Guard,

e BupycHble 6a3bl
KoMniekT ans MOHUTOPUHTa e drweb-se, e Dr.Web ConfigD,
pa3gensemMbix katanoros Samba e drweb-smbspider e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Scanning Engine,

e Dr.Web Updater,

e SplDer Guard gns SMB,

e BupycHble 6a3bl
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Bbi60pPOUHbI i KOMMJIEKT MakeTbl ANA yCTaHOBKMU ByayTt yctaHOB/AE€HbI
KOMMOHEHTOB

KoMnnekT ans MOHUTOPUHTa * drweb-nss, e Dr.Web ConfigD,
TomoB NSS e drweb-se e Dr.Web Ctl,
e Dr.Web File Checker,
e Dr.Web Scanning Engine,
e Dr.Web Updater,
e SplDer Guard ans NSS,

e BupycHbie 6a3bl

Komnekt anst smynsuum ClamAy  ® drweb-clamd, e Dr.Web ClamD,
(clamd) e drweb-se e Dr.Web ConfigD,
e Dr.Web Ctl,

e Dr.Web File Checker,

e Dr.Web Network Checker,
e Dr.Web Scanning Engine,
e Dr.Web Updater,

e BupycHbie 6a3bl

YcraHoBKka n yaaneHue komnoHeHtoB Dr.Web Server Security Suite,
YCTaHOBJ/IEHHOrO M3 peno3nTopus

Ecnn Dr.Web Server Security Suite 6bin1 ycTaHOBAEH 13 PeNO3UTOPUA, ANA YCTAHOBKU UK
yAaneHusa oTAeNbHOro KOMMOHEHTa NCMOb3yTe COOTBETCTBYHOLLYHO KOMaHAy MeHeaxepa
naketoB Bawen OC, Hanpumep:

1. Yt0bbI yaanute komnoHeHT Dr.Web Network Checker (nakeT drweb-netcheck) n3 cocraBa
Dr.Web Server Security Suite, yctaHoBneHHoro B OC CentOS, BbINosHWUTE KOMaHAY:

# yum remove drweb-netcheck

2. YT06bI fo6aBuUTb KOMMoHeHT Dr.Web Network Checker (naket drweb-netcheck) B cocTas
Dr.Web Server Security Suite, yctaHoBneHHoro B OC Ubuntu, BbINOAHUTE KOMaHAY:

# apt-get install drweb-netcheck

Mpy HEOBXOAMMOCTM BOCMO/Ib3YNTECH CMPABKON MO MeHeaXepy nakeTos Bawen OC.

YcraHoBka n yaaneHme komnoHeHtoB Dr.Web Server Security Suite,
YCTaHOBJIEHHOrO U3 YHMBEpPCa/IbHOro naketa

Ecnn Dr.Web Server Security Suite 6611 yCTaHOBAEH U3 YHUBEPCANLHOIO MakeTa, U Bbl XOTUTE
[AOMONHUTENBHO YCTAaHOBUTb MW NEPEyCTaHOBUTb MakeT Kakoro-1mbo KOMMOHeHTa, Bam
NMOHaf06MTCA YCTaHOBOYHBIN Gain (C pacluMpeHnem . run), U3 KOTOPOro Bbli yCTaHOBAEH
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Dr.Web Server Security Suite. Ecam Bbl He coxpaHuam 3TOT dais, 3arpy3uTe ero ¢ canta KOMmnaHum
«[lokTop Beb».

PacnakoBka yctaHoBouHoro ¢aina

Mpw 3anycke daina . run Bbl MOXETE UCMONb30BaTh CeAyHoLLMe NapaMeTpbl KOMaHAHOW
CTPOKM:

--noexec — pacnakoBaTb ycTaHOBOUHble dansbl Dr.Web Server Security Suite BMecTo 3anycka
npouecca yCTaHOBKY;

—--keep — He yaanatb yctaHoBOYHble dannbl Dr.Web Server Security Suite v XxypHan ycTaHOBKM
MO OKOHYaHWW YCTaHOBKWY;

--target <kamajnoz> — pacnakoBaTb yCTaHOBOYHble dparnbl Dr.Web Server Security Suite B
yKa3zaHHbIV KaTanor <kamasoe>.

C nonHbIM nepeyHemM napamMeTpoB KOMaHAHOVI CTPOKKN, KOTOPbIE MOTYT ObITb MCMONb30BaHbI Aand
YCTaHOBOYHOTIO q>a17ma, MO>XHO O3HaKOMWUTbCA, BbIMOJIHMB KOMaHAY:

$ ./<ums ¢aiina .run> --help

[ns BbibOpOYHOM ycTaHOBKM KOMMoHeHTOB Dr.Web Server Security Suite npeaapuTensHo
pacnakymTe Cofep>XUMoe yCTaHOBOYHOro darina. ns 3Toro BbINOJHUTE KOMaHAy:

$ ./<ums ¢alina .run> --noexec --target <kamasnoe>

BbIGOpO‘-IHaH YCTaHOBKa KOMIMOHEHTOB

YCcTaHOBOUHbIN Gals . run COAEPXMT NakeTbl BCEX KOMMOHEHTOB, 13 KOTOpbIX coctont Dr.Web
Server Security Suite (B popmate RPM), a Takxxe BcnomoratesibHble ¢paisibl. Daiinbl NakeTos
KaXA0ro KOMMOHEHTa MEeT BUA:

<UMSA_KOMNOHeHmMa> <eepcusd>~linux < nﬂamg’JopMa >.rpm

rae <eepcus> — 3TO CTPOKa, BKAKOYatoLan B ceba Bepcuto 1 AaTy BbiNycka naketa, a
<naamgopma> — CTPOKa, yKasbiBarowwasa Tun niatGopmel, Ans KOTopour npeaHasHaveH Dr.Web
Server Security Suite. IMeHa Bcex nakeToB, coaep>Kalymx koMmnoHeHTbl Dr.Web Server Security
Suite, HaunHatoTca ¢ npedurkca drweb.

[lns yCTaHOBKM MaKeTOB B COCTAB YCTAHOBOYHOIrO KOMMIEKTA BKIFOUEH MeHeKep NakeToB
zypper. s BbIBOPOUYHOM YCTaHOBKMN UCMOAb3YINTE CNY>KEOHbIN cKpUNT installpkg. sh. Ans
3TOro NpezBapuUTE/IbHO pacnakyinTe CoAepPXXMMOe YCTaHOBOYHOrO daiina B Nto6oi KaTanor,
AOCTYMHbIN A1 3aMnWCH.

,ﬂ,fl’il YCTaHOBKW MakKeToB HEO6XOAVIMbI NnpaBa cyrnepnoab3oBaTensa (O6bNHO NnoJsib3oBaTtens
: I’OOT). ,ﬂ,fl’il noay4vyeHusa rnpae cynepnosb3oBaTesia I/ICI'IOJ'IbByI‘/’ITe KOMaHA4y CMeéHbl
MO/Ib30BATENA Su WIN KOMaHAY BbIMOJHEHMA OT MMEHM APYroro noJsib3oBaTtensd sudo.
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YT06bI BLINONIHUTL YCTAHOBKY NakeTa KOMMOHEHTa, NepenaunTe B KaTanor, Cogep>allmm
pacrnakoBaHHbIV YCTAHOBOYHbIV $ali/, 1 BbINMOAHUTE B KOMaHAHOW CTPOKe WV 3MYyAATope
TepMuHana KoMaHay:

# ./scripts/installpkg.sh <umsa_nakema>

Hanpumep:

# ./scripts/installpkg.sh drweb-netcheck

Ecnm Tpebyetca yctaHoBuTb Dr.Web Server Security Suite Leankom, 3anycTute cCKpunT YCTaHOBKMY,
BbINOJIHNB KOMaHAY:

$ ./install.sh

Kpome 3Toro, Bbl MOXeTe ycTaHOBUTbL BCe nakeTbl Dr.Web Server Security Suite (B Tom uncne,
YTOObI YCTAaHOBUTbL HEAOCTAOLLME KOMMOHEHTbI, N KOMMOHEHTbI, YAaAeHHble Mo owwunbke),
3anycTuB YCTaHOBKY KOPHEBOro MeTanakerta:

# ./scripts/installpkg.sh drweb-file-servers

Bbi6bopouHoe yaaneHne KOMNOHEHTOB

Ecan B Bawen OC ncnonb3yetcs popmat naketoB RPM, ana BbIGOPOYHOro yAaneHnsa nakera
Kakoro-mbo KOMMOHEHTa BbINOJHWUTE COOTBETCTBYHOLLYIO KOMaHAy YAaneHna MeHeaxxepa
NnakeToB Balleln onepauoHHON CUCTEMBI:

e B Red Hat Enterprise Linux n CentOS BbInOAHMTE KOMaHAY yum remove <UMA_NAaKkemas;

B Fedora BbinoaHuTe KOMaH4Yy yum remove <UMA_nakema> Win
dnf remove <UMSA_nhakema>;

B SUSE Linux BbINOAHWUTE KOMaHAY zypper remove <UMS_nakemas;

B Mageia, OpenMandriva Lx BbINO/HWTE KOMaHAYy urpme <UMSA_nakemas>;

B A/IbT BbIMONHUTE KOMaHAY apt-get remove <UMA_nakema>.
Hanpumep, ana Red Hat Enterprise Linux:

# yum remove drweb-netcheck

Ecam Bawa OC ncnonbsyet nakeTtsl opmata DEB, nmbo ecnmn B coctaBe cnctembl He nmeeTca
MeHezepa naketos (FreeBSD), Ans BbIGOPOUHOTO yAaneHUs BOCMONb3YNTECH MEHEAXKEPOM
nakeToB zypper, noctaBasemMblM ¢ Dr.Web Server Security Suite. [lns 3Toro nepevigute B
Katanor /opt/drweb.com/bin ana GNU/Linux nan /usr/local/libexec/drweb.com/bin
ans FreeBSD v BbinosiHWUTE KOMaHAY:

# ./zypper remove <UMSA_nakema>

Hanpumep:

# ./zypper remove drweb-netcheck
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Ecnm Bbl xotute yaanutb Dr.Web Server Security Suite uennkom, 3anyctute CKpuUnT yaaneHus,
BbINOJIHNB KOMaHAY:

# ./uninst.sh

[na nepeycraHOBKM Kakoro-n1nmbo KOMMNOHEHTa Bbl MOXETe CHayana yAaauTb ero, a noTom
YCTaHOBWTb, 3aMyCT1B BbIODOPOYHYHO W/IM MOJIHYHO YCTaHOBKY.
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6.5. Hactpoiika noacncrem 6e3onacHoCTU

Hannume B coctaBe OC noacuctembl obecneueHns AonoaHuTenbHom 6esonacHoct SELinux, a
Tak>Ke MCNo/Ib30BaHWe CUCTEM MaHZAATHOrO yrpaB/ieHWsa A4OCTYNOM (B OTIMYME OT KNacCMYeCcKon
avckpeynoHHoun mogenn Unix), Takmx kak PARSEC, npuBogut kK npobaemam B
dyHKUMoHnpoBaHun Dr.Web Server Security Suite npu HacTpolikax no ymonyanumio. Jns
obecneyeHuns koppekTHon paboTbl Dr.Web Server Security Suite B 3Tom cnyvae Heobxoammo
BHECTW AOMOJHUTE/IbHbIE N3MEHEHNA B HAaCTPOWMKM noacucTembl 6esonacHoctu u/mam Dr.Web
Server Security Suite.

| HacTtpoiika paspelueHunin cucteMbl MaHaaTHoro goctyna PARSEC ans Dr.Web Server
: Security Suite NO3BOAWT €ro KOMMOHEHTaM OBXOANTb OrPaHNYEeHNsA YCTaHOBAEHHbIX
NoANTUK 6e30MacHOCTU 1 Noay4vaTb AOCTYN K dpainam pasHbiX YPOBHEN MPUBUIETUA.

[axe ecan Bbl He HacTpouTe paspeLLeHns cucteMbl MaHaaTHoro goctyna PARSEC ans
Dr.Web Server Security Suite, To Bbl BCe paBHO CMOXeTe 3aryckaTb NpoBepky Gannos
HEenoCpPeACTBEHHO M3 KOMaHAHOW CTPOKM. [N 3TOro ncnosib3yinte koMaHay drweb-ctl B
aBTOHOMHOM pexumMe paboTbl, ykasaB Mpu 3anycke napametp —-Autonomous.

B pexxunmMe aBTOHOMHOrO 3k3emMnaapa byseT BO3MOXHa nposepka $pannos, Ans JocTyna K
KOTOPbIM HEOBXOAMM YPOBEHb NMPUBWIETMI HE Bbllle YPOBHS, C KOTOPbIM paboTaeT

NnoNb30BaTeE b, 3aI'IyCTl/lBLL|l/Il7I CeaHC NpoBepPKN. |Cl,aHHbIVI peXnm MMeEET cheayrouine 0CcobeHHOCTU:

¢ [1ns 3anycka B pexvMe aBTOHOMHOTO 3K3eMrJisipa HEO6XOAMMO Haanumne AeiCTBYHOLLErO
katoyeBoro daiina, pabota NoA ynpaBiaeHVeM cepBepa LLeHTPaAN30BaHHON 3aLUNTbl He
NOAAEP>XKMBAETCA (MMEEeTCs BO3MOXHOCTb YCTaHOBUTL K/OYEBOW dalisl, IKCMOPTUPOBAHHbIN C
cepBepa LieHTpaan3oBaHHOW 3alumTsl). [pu atom, gaxke ecam Dr.Web Server Security Suite
MOAK/IOYEH K CepBepy LIEHTPaNM30BaHHON 3aLLMTbl, aBTOHOMHbIN 3K3eMNAIsp He coobujaem
cepBepy LieHTpasM30BaHHOM 3aLUuTbl 06 yrpo3ax, 06Hapy>KeHHbIX MPW 3anycke B pexxume
aBTOHOMHOrO 3K3eMnspa.

e Bce BcnmomoraTenbHble KOMMOHEHTbI, 06cny>XmBatoLmne paboTy aBBTOHOMHOTO 3K3eMMaapa,
ByayT 3anyLUeHbl OT UMEHW TeKyLLero noab3osaTtens u byayT pabotaTb Co cneumnanbHO
chopmMmnpoBaHHbIM GanNom KOHPUrypauum.

e Bce BpemeHHble daiinbl 1 cokeTbl Unix, MCnonb3yemble AN B3aMOAENCTBUA KOMMOHEHTOB
mexay cobown, byayT co3gaBaTbCs TOIbKO B KaTanore C yHUKaAbHbIM MMEHeM. DTOT KaTasior
co3jaeTca 3anyLeHHbIM aBTOHOMHbIM 3K3eMMIAPOM B KaTasore BpeMeHHbIX Galinos
(yKa3aHHOM B CUCTEMHOW NepeMeHHOW OKpy>XeHuns TMPDIR).

e [lyTn Kk dparinam BMpPYCHbIX 6a3, aHTMBMPYCHOTO AApPa U UCMOAHAEMbIM paiiaM CEPBUCHbBIX
KOMMOHEHTOB 3afaHbl MO YMOAYAHWIO.

e Yncno ogHoBpeMeHHO paboTatoLmx aBTOHOMHbIX 3K3EMMIAPOB HE OrpaHNYEHO.

e [Npu 3aBepLUeHNM PaboTbl aBBTOHOMHO 3arnyLLEHHOrO 3K3eMMspa KOMMIEKT 06CNY>KMBAOLWMNX
€ro CEPBUCHbLIX KOMMOHEHTOB TakyKe 3aBepLuaeT paborTy.
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6.5.1. HacTtpoika noantmnk 6esonacHoctu SELinux

B aTom pasaene

e [1IpobaemMbl NPU YCTaHOBKE YHVBEPCAIbLHOIO MakeTa

e [Mpobaembl dyHKLUMOHUPOoBaHMA Dr.Web Server Security Suite

Ecnm ncnonbsyembii Bamu anctpmbytne GNU/Linux ocHalleH noacuctemor 6e3onacHocTm
SELinux (Security-Enhanced Linux — Linux ¢ yny4uweHHoU 6e30nacHocmeto), To, YTobbl
cny>ebHble komnoHeHTbl Dr.Web Server Security Suite (Takune kak ckaHupytroulee 54po) paboTtanu
KOPPEKTHO NOC/ie yCTaHOBKN KOMMOHEHTOB, BaM, BO3MOXHO, NOTpebyeTcs BHECTU U3MEHEHWA B
NONUTMKM Be30nacHOCTK, ncnosibdyemble SELinux.

NMpo6nembl Nnpu ycTaHOBKEe YHUBEpPCasbHOro nakera

Mpw BkAtoueHHoM SELinux yctaHoBka Dr.Web Server Security Suite B Buge yH1MBepcaibHOro
nakera 13 yCTaHOBOYHOro darna (. run) MOXeET OKOHUMTLCA HeyAauen, MOCKOAbKY byaeT
3a6/710kMpoBaHa NoMbITKa CO34aHNA B CUCTEME CMeLManbHOro nonb3osartens drweb, ¢
NOJIHOMOUMAMM KOTOPOTro paboTatoT koMnoHeHTbl Dr.Web Server Security Suite.

Ecnv nonbitka ycraHoBkm Dr.Web Server Security Suite n3 yctaHoBouHoro ¢anna (. run) 6bina
npepBaHa 13-3a HEBO3MOXHOCTN CO3AaHMA NoNb3oBaTens drweb, npoBepbTe pexunM paboTbl
SELinux, Ans 4yero BbINOJHUTE KOMaHAy getenforce. 3Ta KOMaHAa BbIBOAWT Ha 3KpaH TeKyL i
PEXMM 3aLUUTbI:

e Enforcing — 3al41Ta akTMBHA, UCMO/b3YeTCs 3anpeLuaroLas cTpaTerns: 4encTeus,
HapyLlaroLe NoANTUKM BE30MacHOCTY, PETMCTPUPYHOTCA B XKypHase ayanTa u 6AOKUpYOTCS;

e Permissive — 3alyMTa akTUBHA, HO UCMOJb3YETCA pa3peLlatoLlas cTpaTerms: 4eCTBus,
HapyLLlatoLe NoUTMKM 6e30MacHOCTY, He 3anpeLLatoTcs, a TONbKO PUKCUPYHOTCA B XXypHane
ayauTa;

e Disabled — SELinux ycTaHOB/IEH, HO HEAKTUBEH.
Ecnm SELinux paboTaeT B pexunme Enforcing, BpeMeHHO (Ha nepuog yctaHosku Dr.Web Server
Security Suite) nepeBeauTe ee B pexxum Permissive. [Jns 3TOro BbINOJHUTE KOMaHAY:

# setenforce 0

YKka3zaHHas KOMaHZza BpeMeHHO (40 nepBoOW nepesarpysku cucteMbl) nepeseseT SELinux B pexxum
Permissive.

@ Kakol 6bl pexxnm 3aLuThbl Bbl HY YCTaHOBWAW NMPW MOMOLLM KOMaHAbl setenforce,
: nocse nepesarpyskv onepaumoHHon cuctembl SELinux BepHeTcs B pexuM 3aLluThbl,
3afjaHHbIV B ee HacTpolikax (06bl4HO darn HacTpoek SELinux HaxoanTcs B

KaTanore /etc/selinux).
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Mocne ycnewHow yctaHosku Dr.Web Server Security Suite 13 yctaHOBOYHOro daiina, Ho A0 ero
3anycka v aKTMBaL MK BepHUTE pexxunm Enforcing, ans 4ero BbINOAHUTE KOMaHAY:

# setenforce 1

NMpo6nembl pyHkumnoHmposaHua Dr.Web Server Security Suite

B HekoTopbIx cayyaax npu pabotatowem SELinux otaensHble komnoHeHTbl Dr.Web Server
Security Suite (Takve kak drweb-se U drweb-filecheck) He CMOTyT 3aNyCTUTbCA, BCIEACTBUE
yero ckaHMpoBaHWe 0H6bEKTOB U MOHUTOPUHT GalriIOBON CUCTEMbI CTaHYT HEBO3MOXKHDbI.
MpU3HaKOM TOrO, YTO 3TV KOMMOHEHTbI He MOTYT ObITb 3aMyLeHbl, ABAAETCA MNOABIEHME
coobueHuni 06 owmnbkax 119 n 120 B cucTeMHOM XXypHane, KOTOpbIn BegeT ciyxba syslog
(0BbbIYHO 3TOT XXypHan pacnosoXeH B katanore /var/log/).

B cnyuae cpabatbiBaHus cucteMbl 6e3onacHocTy SELinux nHpopmaums 06 oTkasax Gpukcupyetcs
TakXXe B CUCTEMHOM XYypHase ayauTa. B obuiem cayyae, npm ncnonb3oBaHWM B CUCTEME LEMOHA
audit, XxypHan ayauta xpaHutca B paiine /var/log/audit/audit.log. B npoTnBHOM ciyyae
coobLeHns 0 3anpeTe onepaLuy 3anncbiBatoTca B obwmin Gann xypHana
(/var/log/messages Wan /var/log/sysloq).

Ecam ycTaHOBNIEHO, YTO KOMMOHEHTbI CKaHUPOBaHUS He GYHKLMOHUPYHOT 13-3a TOTO, YTO OHU
6nokupytotcsa SELinux, ckomnuanpyiite ans HUX cnewyanbHble Noaumuku 6esonacHocmu.

| B HekoTOpbIx aAncTpmbyTnBax GNU/Linux yka3aHHbIe HUXKE YyTUAWTBI MOTYT BbITb MO
: YMOJIYaHWNIO He YCTaHOB/IEHbI. B 3TOM cnyyae BaM, BO3MOXHO, NOTPEOYETCA YCTaHOBUTbL MX
JAOMNONHUTENBHO.

Yr1o6b1 HacTpouTb NoANTUKM 6e3onacHocTn SELinux

1. Co3gainTe HOBbIV AN C UCXOAHBIM KOAOM NoanTukn SELInux (dainn ¢ paclumpeHunem . te).
[aHHbIA danin onpesenseT orpaHMYeHmns, OTHOCALLMECA K OMUCbIBaEMOMY MOAYJIHO.
NcxoaHbIn darin NOANTUKM MOXET BbITb CO34aH ABYMSA cnocobamu:

1) C nomowbto yTUAnTbl audit2allow. OTO Hambonee NPOCTON CNOCO6, MOCKO/IbKY AaHHas
YyTUAUTa reHepupyeT paspeLlatoLe npasBmaa Ha OCHOBe COObLLLeHNA 06 oTkasze B fOCTyne
B darinax cucTeMHbIX XypHanoB. BO3MOXHO 3asaTb aBTOMaTUYECKNA MOUCK COOBLLEHNIA B
darinax XypHasoB nan ykasatb NyTb K Gainy XXypHana BpyYHYHO.

PykoBoacTBO agMunHMCTpaTopa
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@ 3TOT cnocob MOXHO MCMOJ/Ib30BaTb TO/IbKO B TOM cayyae, Korga B CUCTEMHOM XYypHasne

ayAmTa y>Ke 3aperucTpupoBaHbl MHLMAEHTbI HapyLleHns noantuk 6esonacHoctu SELinux
kommnoHeHTamu Dr.Web Server Security Suite. Ecim 370 He Tak, JOXANTECH TaKMX
MHUMAEHTOB B npouecce pabotbl Dr.Web Server Security Suite nau cosgante
paspeLlatoLLiie NOAUTUKM NPUHYAUTENBHO, BOCMOJ/Ib30BaBLUNCH YTUANTON
policygentool (CM. HMXeE).

Ytuanta audit2allow HaxoAauTCA B NakeTe policycoreutils-python wam
policycoreutils-devel (ans OC Red Hat Enterprise Linux, CentOS, Fedora, B
3aBUCKMMOCTU OT BEPCUM) AN B NakeTe python-sepolgen (an1a OC Debian, Ubuntu).

MpvMep ncnonb3oBaHWs audit2allow:

# grep drweb-se.real /var/log/audit/audit.log | audit2allow -M drweb-se

B saHHOM npumepe ytnamnta audit2allow NPON3BOAUT NOUCK B
danne /var/log/audit/audit.log coobweHuni 06 OTKase B 4OCTyre A5 KOMMOHEHTa
drweb-se.

B pe3ynbTaTe paboThl yTUAUTLI CO3aat0TCA ABa dalina: UCXOAHbIA dain NoANTUKM drweb-
se.te W roToBbIN K YCTAaHOBKE MOZAY/1b MONINTUKN drweb-se . pp.

Ecam noaxoasaiumx MHUMAEHTOB B CUCTEMHOM XYpHasie He OBHApyXXeHO, yTUAUTa BEPHET
coobuleHne o6 ownbke.

B 60NbLUMHCTBE C/ly4aeB BaM He NoTpebyeTcs BHOCUTb U3MEHEHMWS B Gaii NOANTIKM,
CO3JaHHbIN YyTUAUTON audit2allow, MO3TOMY PEKOMEHAYETCA CPa3y NepPexXoamnTb K
NYHKTY 4 ANS YCTAHOBKW NMOJYYEHHOro MOAYAA NOAUTUKN drweb-se . pp.

@ Mo ymonuaHuto yTuamta audit2allow B KayecTBe pe3dynbTaTa CBOei paboTbl BbIBOAUT Ha

3KpaH roToBbIN BbI30B KOMaHAbl semodule. CKONUPOBaB ero B KOMaHAHYH CTPOKY 1
BbIMOHMB, Bbl BbINOJHUTE MYHKT 4. [epelianTe K NyHKTY 2, TOJIbKO €CNN Bbl XOTUTE BHECTH
M3MEHEeHMsA B MONINTUKN, aBTOMATUYECKN CPOPMMPOBAHHbIE And KOMNOoHeHToB Dr.Web
Server Security Suite.

2) C nomoLLbto yTMAnTbl policygentool. [lnf 3TOro ykaxkute B KayecTBe NapaMeTpoB NUMS

KOMMOHEHTA, paboTy C KOTOPLIM Bbl XOTUTE HAaCTPOUTb, U MOJIHbIN MyTb K €ro
ncnonHsemomy darny.

YTunuta policygentool, BXOAALLAs B COCTAB nakeTa selinux-policy ana OC Red Hat
: Enterprise Linux n CentOS, MoxeT paboTaTb HEKOPPEKTHO. B Takom cnyuae
BOCMOb3yATECh YTUANTON audit2allow.

MNpumMep co3saHma NOAUTUK NPU MOMOLLN policygentool:
® 119 KOMMOHEHTa drweb-se!

# policygentool drweb-se /opt/drweb.com/bin/drweb-se.real

e )14 KOMMNOHeHTa drweb-filecheck:

# policygentool drweb-filecheck /opt/drweb.com/bin/drweb-filecheck.real
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Bam 6yaeT npeanoxeHo ykaszaTb HECKO/IbKO ODLLMX XapaKTEPUCTUK JOMEHA, MOCae Yero
A1 KaXKA0ro KOMMOHeHTa byayT co3gaHbl Tpy dalina, onpeaenstowmx NoaNTUKY:

<module_name> . te, <module_name> . fc n <module_name> .if.

2. Tpu HeObXOAMMOCTM OTpeaaKTUPYMTEe CreHepUPOBaHHbIM CXOAHbIN Gaii NOANTUKM
<module_name>.te, a 3aTem, UCNOAb3yA YTUANTY checkmodule, co3gante bUHapHoe
npeacraBieHue (dbann ¢ paclwimpeHnemM .mod) MCXOAHOTO dGainia NoKaNbHOM MOANTUKM.

[ns ycnewHon paboTbl 3TON KOMaHAbl B CUCTEME JO/IKEH OblTb YyCTaHOBAEH NMakeT
: checkpolicy.

I'Ipwvlep MCNONb30BaHUA:

# checkmodule -M -m -o drweb-se.mod drweb-se.te

3. Co3pganTe ycTaHaBAMBaEMbI MOAYNb NOAUTUKM (dain C pacluMpeHEM . pp) C MOMOLLbHO
yTnantbl semodule package.

Mpumep:
# semodule package -o drweb-se.pp -m drweb-se.mod
4. ,ﬂ,ﬂﬂ YCTaHOBKW CO34aHHOTO MOoAyaAa NOANTUKN BOCHOﬂbByIP’ITer yTVIﬂVITOVI semodule.
Mpumep:
# semodule -i drweb-se.pp

[na nonyyeHns JOMNOAHWUTENbHOW MHPOPMaLMKM O MpuHLUMNax paboTbl 1 HacTponkm SELinux
obpaTnTech K AOKYyMeHTaL MM No Ncnoabyemomy samu auctpnoéytney GNU/Linux.

6.5.2. Hactpoiika 3anycka B pexxume 3IC (Astra Linux SE, Bepcun
1.6 n 1.7)

B OC Astra Linux SE noaaep>unBaeTca ocobblin pexxum 3amkHymout npozpammHou cpedsi (3M1C). B
3TOM peXXnme 3amnyckaroTCst TONbKO MPUAOXKEHWSA, UCNONHAEMble daliabl KOTOPbIX MOANNCaHbI
LMPPOBON NOANNCHIO pa3paboTumka, Yen OTKPbITbIA KNtoY J06aBAeH B MepeyeHb KIoYew,
koTopbiM gosepseT OC.

Haunnas c Bepcum 1.6, B OC Astra Linux SE MmexaHn3m nognvcu 6bin namereH. 3anyck Dr.Web
Server Security Suite B pexxume 3IMC TpebyeT npeaBapuTenbHoOM HacTporkn Astra Linux SE 1.6 n
1.7.

Yr106b1 HacTpouTb Astra Linux SE Bepcuin 1.6 u 1.7 gna 3anycka Dr.Web Server Security
Suite B pexxume 3MMC

1. YcraHoBuTe nakeT astra-digsig-oldkeys, €CNM OH elle He YCTaHOBJEH, C YCTAHOBOYHOIO
ancka OC.
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MNomecTuTe OTKPbITbIA KAHOY KOMNaHun «JokTtop Be6» B
Katanor /etc/digsig/keys/legacy/keys (B C/ly4ae OTCyTCTBMA KaTanora ero
HeobxoANMO co34aTh):

# cp /opt/drweb.com/share/doc/digsig.gost.gpg /etc/digsig/keys/legacy/keys

BeinoaHwTe KOMaHay:

# update-initramfs -k all -u

Mepe3arpy3unte cuctemy.
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7. Hauano pa6otbli

1. BbinosnHuTe aktmBaunto Dr.Web Server Security Suite.
2. [lpoBepbTe ero paboToCcnocobHOCTb.

3. WHrerpupynte Dr.Web Server Security Suite ¢ TpebyembiMu dpainoBbiMu ciy>k6amm (CMm.
NHCTPYKLMIO and Samba, cM. nHcTpykumto ana NSS).

4. Tlpn HeOBXOANMOCTM HaCTPOWNTE NapaMeTpbl MOHUTOPUHra obiacTen GarinoBOM CUCTEMDI
GNU/Linux, Haxoaawwmxca BHe ToMoB NSS 1 BHe pa3zenseMbix katanoros Samba.

5. TNpoBepbTe cocCTaB 3anyLLeHHbIX KOMMNOHEHTOB U NPU HEOBXOANMOCTM BKAOUNTE
AOMNOIHUTENbHbIE KOMMOHEHTbI, KOTOPbIE MO YMOAYAHUIO OTK/IKOUYEHbI, €C/I OHU
HeobxoAnMbI ANs 3aWwnTbl Bawwero cepepa (Hanpumep, SplDer Guard, Dr.Web ClamD wau
Dr.Web SNMPD).

| [ns KOppPEKTHON PaboTbl AOMONHUTENbHBIX KOMMOHEHTOB MOXET OKa3aTbCs
: HeJ0CTaTOYHO TONbKO WX BKIOUYEHUS. BO3MOXKHO Takxke noTpebyeTcs BHECTM N3MEHEHUS
B WX HaCTPOWKMW, 3aZlaHHble MO YMOJYaHUIO.

[lna NpocMoTpa NnepeyHs yCTaHOBAEHHbIX M 3anyLLeHHbIX KOMMOHEHTOB, a TakXXe UX
HaCTPOMKMW, NCMONb3YyNTE:

e YTUANTY YrpaBaeHVs U3 KOMaHAHOW cTpokun Dr.Web Ctl (ncnonb3yinte KomaHabl drweb-
ctl appinfo, drweb-ctl cfshow M drweb-ctl cfset);

e Beb-mHTepdeic ynpasneHms Dr.Web Server Security Suite (no ymonuaHuto goctyn yepes
6pay3ep ocyLecTBaseTca No agpecy https://127.0.0.1:4443).

7.1. Perucrpaumsa n aktusaums

B saTom pasaene

e [IprnobpeteHne N perncTpaumsa ANLLEH3NN

e AxktuBauusa Dr.Web Server Security Suite

= 3anpoc AEMOHCTPALIMOHHOIO Nepmnoaa

o YcTaHoOBKa KAto4eBoro damna

e [TOBTOpHaA perncrpaums

NMpuobpeTeHue N perncrpayua JNLEeH3UU

Mpw NprobpeTeHnn TMLEH3MN KANEHT NOayYaeT BO3MOXHOCTb B TEYEHWE BCero Cpoka ee
AencTBMA Noay4vatb O6HOBIEHMA C cepBepPOB OOHOBIEHMI KOMMaHun «[JokTop Beb», a Takke
noayyaTb CTaHAAPTHYH TEXHUYECKYHO NoaAep>KKY KomnaHum «[loktop Beb» 1 ee napTHepoB.

Mpuobpectn ntobon aHTUBUPYCHbIN NpoaykT Dr.Web nan cepuiiHbii HOMep A8 HEro Bbl MOXeTe
y Hawwux naptHepos & unn vepes nHtepHet-marasvd &. lonoaHNTeNbHYO MHGOPMaLIO O
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BO3MOXHbIX BapraHTax flVlLl,eH3l/|l‘/J1 MO>XHO HaﬁTM Ha Od)I/ILl,I/IafIbHOM ca|>'|Te C/JI KOMMaHnnm «AOKTOp
Beb».

Perncrpaunsa amueH3nm NoATBEP>KAAET, UTO Bbl ABASETECH MOJHOMPAaBHbIM MOJIb30BaTE/IEM
Dr.Web Server Security Suite, n aktuBupyet ero dyHKLUN, BKAKOYAA GyHKLMM OOHOBAEHUSA
BUPYCHbIX 6a3. PekoMeHayeTCA BbINONHATb PErMCTPALIMIO M aKTUBALMIO INLLEH3MM Cpa3y nocsie
YCTaHOBKW.

AxtnBauyusa Dr.Web Server Security Suite

MprobpeTeHHas NMLEeH3Ua MOXET bbiTh aKTVBMPOBaHa HENOCPeaCTBeHHO Ha caite ' komnaHum
«/lokTop Beb».

Mpw akTMBaLMWN AW MPOANEHUN NLEH3UN TpebyeTcs yKa3aTb CEPUNHBIN HOMEp. OTOT HOMepP
MOXEeT nocTaBasTbcA BMecTe ¢ Dr.Web Server Security Suite namn no anekTpoHHoOM noute, Npwu
MOKYMKe AN NPOAJEHNUN TNLIEH3MN OHNAVH.

3anpoc 4eMOHCTPaLMOHHOrO neproaa

Bbl MOXeTe ncnosb3oBaTh KOMaHAy 1icense YTUAUTBI KOMaHAHOW cTpokun Dr.\Web Ctl (drweb-
ctl), KoTopas No3BOASAET aBTOMATUYECKM NMONYYNTb AEMOHCTPALMOHHbIN Kto4eBOW Gann nam
NMLEH3NOHHbIV KNoYeBOW dalin And CepUMHOro HoMepa 3aperncTprpoBaHHON anueH3nn. ns
NolyYeHMa JeMOHCTPaLMOHHOro nepmnosa Ha ncnonssosaHune Dr.Web Server Security Suite
cneayeT 06paTUTLCA K MacTepy 3anpoca A4eMo Ha oduumansHom caiite ' komnannm «JokTop
Beb6». MNocne BbIbOpa NpoAyKTa 1 3aMOAHEHNSA aHKETbI Bbl MOAYYNTE MO 31EKTPOHHOWN nouTe
CEePUNHBIN HOMEP WA KAOYeBOW Gain Ans akTMBaLMN 4EMOHCTPaLMOHHOrO Neproja.

[JeMOHCTpaLMOHHbIN Nepuog ncnonb3oBaHus Dr.Web Server Security Suite Mo>XeT 6bITb
: BblZaH MOBTOPHO A/l TOFO Xe KOMMbOTepPa TOJIbKO MO UCTEYEHUW OMPEeSeIEHHOTO
nepvioza BpemeHu.

YcraHoBKka kiroueBoro ¢aina

Ecnm yxe nmeetca kntoueBown dais, COOTBETCTBYHOLLMA AEACTBYIOLLEN NLIEH3UM Ha 3TOT
NpoAyKT (HanpvMep, OH Bbln MOAyYeH OT NPOAaBLA NO 31eKTPOHHOW NoYTe Nocae pernctpaumn
nnn Dr.Web Server Security Suite nepeHocuTCA Ha Apyron cepBep), MMeeTCcA BO3MOXHOCTb
aktmBmpoBatb Dr.Web Server Security Suite, npocTo yka3aB nyTb K UMeOLLEMYCS KNHOUEBOMY
danny. 3T0 MOXHO cAenaTb CaeayowmmM obpasom:
e BpyuHyto, A4 310r0:

1. Pacnakynte kntoueBow daiin, eciv oH Obln BaMy NONYYeH B apXmBe.

2. [anee BbinosHuTe Nt060E 13 yKa3aHHbIX HUXE AEVUCTBUN.

PykoBoacTBO agMunHMCTpaTopa
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e CkonupyunTe ero B Katanor /etc/opt/drweb.com Ang
GNU/Linux uan /usr/local/etc/drweb. com ana FreeBSD n nepenmenynte B
drweb32. key.

e B davine koHdurypaumm Dr.Web Server Security Suite yctaHoBUTe 3HaueHne napameTpa
KeyPath Takum o6pa3om, UTobbl OH yKa3biBan Ha karoueBon darn. B atom cayyae
Ha3BaHWe KJo4Ya MOXET OT/IMYaThCs OT drweb32 . key.

3. Mepe3zarpy3ute koHourypauymto Dr.Web Server Security Suite, BbINONHWB KOMaHAY:

# drweb-ctl reload

ANA MPUMEHEHUA BHECEHHDbIX N3MEHEHUA.
Bbl Tak>Ke MoO>eTe BbIMOAHUTb KOMaHAYy:

# drweb-ctl cfset Root.KeyPath <nyms Kk karoyesomy cadiny>

B nocnegHem cnyuae AononHUTENBHO nepesarpyxaTb KoHPurypaunro Dr.Web Server Security
Suite He TpebyeTtca. KntoueBon dann He ByaeT ckonMpoBaH B KaTanor /etc/opt/drweb.com
ana GNU/Linux unm /usr/local/etc/drweb.com ans FreeBSD, a ocTaHeTca B UCXOAHOM
KaTtanore.

@ Ecam kntoueBoi dalin He ckonMpoBaH B KaTtanor /etc/opt/drweb. com Ans

: GNU/Linux nan /usr/local/etc/drweb.com ana FreeBSD, nonb3oBatenb cam HeceT
OTBETCTBEHHOCTb 3a €ro COXPaHHOCTb. Takol cnocob ycTaHOBKM katoueBoro daiina He
peKOMEeHAyeTCs U3-3a BO3MOXHOCTW ero Cly4aHoro yAaneHus (Hanpumep, ecam oH 6bi
pa3MelLeH B KaTasore, MOABEPraroLLeMCcst aBTOMaTUUYECKON OUMNCTKE CUCTEMOW). [TOMHUTE,
YTO B C/lyYae yTpaTbl Bbl MOXETE 3aMpOCUTb K/IHOUEBOMN Gain NOBTOPHO, HO KOJIMYECTBO
3anpoCoB Ha ero NnojayYeHne orpaHnYeHo.

nOBTOpHaﬂ perncrpauyva

MNoBTOpHaa perucrpauuns MoxeT notpeboBaTbCs B Cayyae yTpaTbl IMLEH3MOHHOTO KNHOYEBOrO
dalina Npy HaAMYMM aKTUBHOW NMLLEH3MK. [Tpy NOBTOPHOW PErncTpaLmMm yKkaxure Te xe
NnepCcoHabHble JaHHble, KOTOPbIE Bbl BBEAW MPWU MEPBOWN perncTpaunmn amueHsmm. lonyckaercs
MCNoab30BaTb APYrov aApec 31eKTPOHHON MOYTbl — B TaKOM C/lyYae NNLLEH3VOHHbIV K1H0YeBOM
dawnn 6yzet BbiCaH MO HOBOMY ajpecy.

MonyyYnTb MLEH3NOHHBIN KNHOYEBON daiin C MOMOLLbIO KOMaHAbI YpaBAeHUa AnLieH3nen
MOXHO OrpaHMyYeHHOoe KOANYeCTBO pas. Ecam 370 uncno npeBsbileHo, TO Ko4eBOW Gai MOXHO
MONYUUTb, NOATBEPAMB PEFUCTPALIMIO CBOErO CEePUIMHOro HoMepa Ha caiite 0 komnaHum
«[lokTop Beb». KntoueBon dain byseT BbiCIaH Ha aapec 31eKTPOHHOWN MOYTbl, KOTOPbIV Obi
yKasaH npu nepBoii perncrpauum.

Mocne nonyyeHus kaoUeBOro darina nNo 3NEeKTPOHHOW NoYTe BaM HEOOXOAMMO BbINOAHUTb
npoLiesypy ero yCraHOBKM.

PykoBoacTBO agMunHMCTpaTopa
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7.1.1. KnroueBon painn

KntoueBow dann — 310 cneumanbHbin Gainn, KOTOPbIA XPaHUTCA Ha 1OKaJbHOM KOMMbIOTEPE U
COOTBETCTBYET NPUOBPETEHHOM IMLEH3MN AN aKTUBUPOBAHHOMY AE€MOHCTPaLMOHHOMY
nepvogay ans Dr.Web Server Security Suite. B kntoueBom danne GrKCMpyroTca napamMeTpbl
MCNONb30BaHWA NPOAYKTa B COOTBETCTBMM C NPUOBPETEHHON NNLLEH3MEN AN aKTVUBUPOBaHHbLIM
AEMOHCTPALMOHHBIM MEPUOLOM.

KnroueBoin dalin nmeeT paclumpeHune . key 1 ABASETCA AeACTBUTENbHBIM NPU OL4HOBPEMEHHOM
BbINONHEHUW CNEAYHOLNX YCAOBUIA:

° CpOK AeﬁCTBMﬂ JINLUEH3NN AN AEMOHCTPALMOHHOIO nNepmnoaa, KOTOpblIM OH COOTBETCTBYET, HE
ncTek.

e PazpelueHue, onpeaenseMoe AMLEH3NER UM aKTUBHBIM AEMOHCTPALMOHHBIM NEPUOLOM,
PacnpoCTpaHsAeTCs Ha BCe UCMOb3yeMble MOAYJIN.

e LlenoctHocTb danna He HapyLueHa.

Mpw HapyLweHnn 1HHOro 13 3TUX YCIOBUI KAHOUYEBOM Gain CTaHOBUTCS HeAENCTBUTENbHBIM.

f!§ Mpun pabote Dr.Web Server Security Suite kntoueBou darin No yMOAYaHUIO AOMKEH
HaxoAnTbCA B KaTanore /etc/opt/drweb.com gns
GNU/Linux nau /usr/local/etc/drweb.com ans FreeBSD v Ha3biBaTbcs drweb32 . key.

KomnoHneHTbl Dr.Web Server Security Suite perynspHO NpoBepstoT HaMume U KOPPEKTHOCTb
kntoyeBoro darina. Ero cogep>kmmoe 3aLlmLLeHO OT pesakTMpOBaHMs NPU MOMOLLM
MexaHW3Ma 31eKTPOHHON LMdPOBOIM NOAMNCHK, MOITOMY PefaKTUPOBaHNE AeNaeT KNHoYEeBOM
danin HepencTBUTENBHBIM. He pekoMeHayeTcs OTKpbIBaTh KAHOUYEBON dalin B TEKCTOBbIX
pefakTopax BO M3bexaHue ciyyanHor Nopym ero COAep>KMMOro.

Mpwn OTCYTCTBUN AENCTBUTENBHOTO KAOUYEBOro dGaina (IMLLEH3NOHHOMO NAK
JAEMOHCTPALIMIOHHOTO), @ TakXXe Mo UCTeUYeHUW CPOoKa ero AeNCTBUSA, aHTUBUPYCHbIE GYHKLUN
BCEX KOMMOHEHTOB BIOKMPYHOTCA A0 YCTaHOBKW AENCTBYHOLLErO Kato4eBoro dainna.

PekomeHAayeTCA COXpaHATb UMEROLLMNCA NNLEH3MOHHBIN KAOUYeBOW Gann A0 NCTEYEHNA CPOKa
ero aencrems. B aTom cnyyae npu nepeycraHoske Dr.Web Server Security Suite nnn nepeHoce
€ro Ha Jpyrov cepBep NOBTOPHas PerncrpaLmsa CEpUMHOro Homepa J1LeH3nn He notpebyeTtcs, u
Bbl CMOXETe MCMOb30BaTh MNLEH3NOHHbIA KNHoUeBOW dali, MoNyUYeHHbIN Npu NepBOM
NPOXOXAEHUN NPOLEAYPbl PErMcTpaLLmn.

@ Mo 3neKTPOHHON nouTe KatoueBble Gaiibl Dr.Web ob6bluHO nepesatoTcs 3anakoBaHHbIMU

: B apxuMBbl . zip. ApXuUB, cogep>KaLLmii kntoueBon darin ana aktneauum Dr.Web Server
Security Suite, 0ObIYHO UMeeT UMA agent . zip. ECM B COOBLLEHUM 3NEKTPOHHOM NOYTHI
COZLEPXUTCS HECKO/IbKO apXUBOB, TO HYXHO MCMO/Ib30BaTb MMEHHO apXMB agent . zip.
Mepep ycTaHOBKON KAtoueBoro daina Bbl 4ONXKHbI pacnakoBaTb apXuUB JH0ObIM YA06HbIM
JJ/15 BaC CNocoboM 1 1M3BJ/IeYb U3 HEro KAKUeBOW dalis, coxpaHuUB ero B J1t06oi
[AOCTYMHBIA KaTasor (Hanpumep, B JOMaLLIHWI KaTalaor AW Ha CbeMHbI HocuTenb USB
flash).
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7.2. NMpoBepka paboTocnocobHocTN

[nsa nposepky paboTOCNOCOOHOCTM aHTMBUPYCHBIX MPOrPaMM, UCMOb3YHOLLMX CUTHATYPHbIE
MeToZbl 0bHapyeHus yrpos, ncnonbsyetcsa tect EICAR (European Institute for Computer Anti-
Virus Research), pa3paboTaHHbI OAHOMMEHHOW OpraHu3aumeint. IToT TecT pa3paboTtaH And TOro,
yTObbI MONb30BaTE/Nb, HE MNOABEPras CBOW KOMMbIOTEP ONAaCHOCTW, MOT MOCMOTPETb, Kak
YCTaHOBJ/IEHHbIV aHTUBUPYC ByAeT CurHannsmpoBaTb 06 obHapy>KeHUn yrpossbi.

Mporpamma, ncnonblyemas ans tecta EICAR, He siBnsieTcs BPeAOHOCHOW, HO crneumanbHO
onpegzensercs 60bLLMHCTBOM aHTUBMPYCHbIX MPOrpamMM Kak BUPYC. AHTUBUPYCHbIE NPOAYKTbI
Dr.Web Ha3sbiBatoT 310T «BUpYC» cneayrowmm obpasom: EICAR Test File (NOT a Virus!).
MprMepHO Tak ero Ha3biBatOT N ApYyrue aHTUBUPYCHble NporpaMmel. TectoBas nporpamma EICAR
npeacTaBaseT cobor nocneaoBaTelbHOCTb U3 68 6alT, 06pa3ytoLLyto Teno ncnosHsemoro daina
.com ansa OC MS-DOS/Windows, B pe3yabTaTe UCNOJHEHNA KOTOPOTrO B KOHCO/b UAM Ha 3KpaH
3MyIATOpa TepMMHaNa BbIBOAUTCA TEKCTOBOE CoOobLeHMe:

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!
Teno TeCToBOW NPOrpamMmbl COCTOMT TOJIbKO U3 TEKCTOBbIX CUMBOJIOB, KOTOPble GOPMUPYHOT
CNefyIoLLYHO CTPOKY:

X50!P$Q@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

Ecam Bbl co3gasanTe TEKCTOBLIN dain, COCTOAWMMN N3 NPUBEAEHHON BbilLe CTPOKMK, TO B
pe3ynbTaTte NoAyuYUTCa NporpaMmma, kotopas v byAet onmcaHHbIM «BUPYCOM».

B cnyuae koppekTHOMN paboTbl Dr.Web Server Security Suite 3ToT darin 4oakeH obHapyKMBaTbCs
npv npoBepke 06beKTOB PanoBOW CMCTEMbI NHOOBIM AOCTYMHBLIM CMOCOHOM, C YyBEeAOMIEHVEM
06 o6Hapy>xeHun yrpo3bl EICAR Test File (NOT a Virus!).

Mpumep KOMarAbl Ans NnpoBepkn pabotocnocobHocTn Dr.Web Server Security Suite npwm
nomoLu TectoBor nporpammbl EICAR:

$ echo '"X50!P%@AP[4\PZX54 (P~)7CC)7}$SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*' >
testfile && drweb-ctl scan testfile && rm testfile

[laHHas komaHAa 3anucbiBaeT CTPOKY, NPeACTaBAAIOLLYHO COBOM TeNo TeCTOBOW MPorpaMmsl
EICAR, B pain testfile B TEKYLLNA KaTanor, BbIMOAHAET NPOBEPKY NOJAyUYeHHOro darna, nocie
yero yAansieT co3faHHbIv dainn.

[ns ycnewwHoro npoBeseHns BbllLeyKa3aHHOro TecTa Bbl AOJXKHbI MMETb MpaBa 3anvcu B
TekyLuin katanor. Kpome toro, ybeanteck, UTO B HEM OTCYTCTBYET Gaii C UMEHeM
testfile (Npn HEOBXOANMOCTM U3MEHUTE UMA daiia B KOMaHAE).

B cnyuae ycnewHoro obHapy>keHns TeCTOBOro «BMpyca» Ha 3KpaH byAeT BblgaHO cresytoliee
coobLLEeHNE:

<nyme K mekywemy kamasno2y>/testfile - infected with EICAR Test File (NOT a Virus!)
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Ecam npw nposepke byaeT nonyyeHo coobuyeHmne o6 olwmnbke, obpaTnTech K ONUCaHUO
M3BECTHbIX OLINBOK.

@ Ecam B cucteme pabotaer MoHMTOpP darnoBoi cuctemMbl SplDer Guard, npy o6Hapy>keHWUK

: yrpo3bl Gans MOXeT bbITb TyT XKe yaaneH Win nepemelleH B KapaHTUH (B 3aBUCUMOCTU OT
HacTpoeKk KOMMOHEHTA). B aTom cnyuae nocne cooblieHns 06 obHapy>KeHUN yrpo3bl
KOMaHZAa rm coobLWnT 06 oTCyTCTBUM daina. ITa CUTyaLms He ABASETCA OWMOKOW, a
CUTHaANIM3MpPYeT O KOPPEKTHON paboTe MOHMUTOPA.

7.3. Hactpoiika MOHUTOpUHra ¢avioBOU CUCTEMBbI

B atom paspene

e OCHOBHbIe HAaCTPOWKM MOHUTOPUHra dannos

e /I3MeHeHVe pexnma MOHUTOPUHTra danaos

[Ana HacTponkn MoruTopuHra ¢pannoson cnctembl GNU/Linux moHutopom SplDer Guard
HeobxoAMMO 3aAaTb 3HaYEHNA pAAa NapaMeTPOB, HaXOAALLMXCA B CEKLUM HAaCTPOeK
[LinuxSpider] KOHPUrypaunmoHHoro dawnna.

OCHOBHbIe HAaCTPOUKN MOHUTOPUHra ¢pannos
e YCTaHOBUTE ANA NapameTpa Start 3HaueHue Yes, YTOObl BKAKOUMTb MOHUTOP.

o YKaxuTe pexxMMm B3auMOZAEeNCTBMA MOHUTOPA C GainoBOM CMCTEMOM B MapamMeTpe Mode
(pekoMeHayeTCA MCMOob30BaTh 3HaYeHne Auto).

B napameTtpe ExcludedProc Npu HEOBXOAMMOCTM NepevncanTe Nyt K MCMNOAHAEMbIM
darnam foBepeHHbIX MPUIOXKEHNN, TO eCTb MPUIOXKEHWI, AOCTYN KOTOPbIX K pannam He byaeTt
KOHTPOANPOBATbCA MOHUTOPOM.

e B napametpe ExcludedFilesystem npyu HeOHXOAMMOCTN NepeuncanTe nMeHa GannoBbix
cucteM (Hanpumep, cifs), Gannbl KOTOPbIX HE ByAyT KOHTPOMPOBATLCA MOHUTOPOM.

e Onpegennte obnactb HabaogeHWs B GannoBon cnucteme, 3agaB Habop 3aLLmLLaeMbIX
npoctpaHcTB. Kaxaoe 3alumiLaeMmoe NpoCTPaHCTBO 3aAaeTca OTAe/IbHON ceKumeln
[LinuxSpider.Space. <uMsA npocmpaHcmea>]. Ana KaxAoro NnpocTpaHCcTBa B napameTpe
Path 3afanTe NyTb K KaTanory, B KOTOPOM pacrnofoxXXeHbl Gpansibl, Mojexaline HabaogeHuto,
n yCcTaHOBUTe napameTp Enable B 3HaueHue Yes, 4Tobbl 406aBWTb 3aLiuLaemMmoe
NPOCTPaHCTBO K 061acTK HabArAEHUA MOHUTOPA.

¢ B napametpe ExcludedPath (ans Bcer $alriIoBON CUCTEMbI COBMECTHO, UV ANS KaXKA0ro
3alLMLLLaeMOro NPOCTPaHCTBa MHANBUAYaNbHO) onpeaenvTe 0baacTb NCKNOUYEHWS (NepeYyHm
nyTer K o6bekTaMm, nogaexallm 1 He nogaexallmM KOHTPOIK MOHUTOPOM). B yacTHocTy,
eC/I HeKOTOopble NYTU HaxOAATCA Nog ynpasaeHnemM GannoBoro cepeepa Samba v sBastoTCA
Tomamu NSS, 3Tv nyTn cnegyet fo6aBuTb B 061aCTb UCKIKOUEHUS BO U3bexaHne KOHGANKTOB
npv NpoBepke pasHbIMM MOHUTOPAMMW.
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e 3ajaviTe NapamMeTpbl NPOBePKM GaNoB 1 peakLiM MOHMTOPa Ha ObHapy>XeHne yrpos
Pa3/IMYHbIX TUMOB (B TOM YMCAE, NPU HEOBXOAUMOCTY, ONPeAeNunTe UX UHANBUAYANbHO ANA
Ka>kA0ro 3aLy1LiaemMoro npocTpaHcTea B 061actn HabtogeHna MOHMTOPa).

N3meHeHue peXkuma MOHUTOpPUHra paisioB

| PeXX1Mbl yCMNEHHOrO MOHUTOPUHTa GaikNoB C UX NPeABapUTENbHON BAOKMPOBKO
: AoCTynHbl ToNbko ecnn SplDer Guard paboTtaet B pexunme FANOTIFEY, a agpo OC cobpaHo
CO BK/HOUYEHHOW onumen CONFIG FANOTIFY ACCESS PERMISSIONS.

[nsa nepekntoueHus pexunmoB paboTsl SplDer Guard Heobxoammo obnagatb NpaBamu
cynepnosib3oBatens. [nsa nonyyeHns npas Cyrneprnoib30BaTeNs UCnoab3yinTe KOMaHay
CMeHbl NO/Ib30BaTeNA su AN KOMaHZAy BbIMOAHEHWUA OT MEHW APYroro nosab3oBartens
sudo.

e Y7066l Nepekntountsb SplDer Guard B pexxvm paboTbl FANOTIFY, BbIMOAHUTE KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode FANOTIFY
e YT106bl N3MEHUTb PEXUM MOHUTOPWHTA, BbIMONHUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.BlockBeforeScan <pexum>

rae <pexum> onpeaensier pexvmM 6J10KMPOBKH:

s Of f — 6710KMpOBKa AocTyna He npoussoauntcs, SplDer Guard ocyLecTBaseT OObIUHbIN (He
H6N10KMPYHOLLNIN) PEXUM MOHUTOPUHTS;

s Executables — Npoun3BoanTCA 610KMpOBKa AOCTyna K ncnosHaeMblmM darnam, SplDer Guard
OCYLLLECTBASET YCUNEHHBIN KOHTPOb NCNONHAEMbIX GainosB;

s A1l — npowu3BoauTCa 610KMpPOBKa A0CTyna K ArobbiM daiinam, SplDer Guard ocyuiectBaset
«MapaHoVAaNbHbIA» PEXUM MOHUTOPWUHTA.

e YTO6bI N3MEHNUTb CPOK aKTyasbHOCTM pe3y/bTaToB NpoBepkun Gainios, xpaHuMbix Dr.Web File
Checker B KkeLle, BbINONHUTE KOMaHAY:

# drweb-ctl cfset FileCheck.RescanInterval <nepuod>

rae <nepuod> onpeaenseT Nepuos akTyasbHOCTU NPeAblAyLLMX Pe3yAbTaTOB MPOBEPKY,
HaxoaALmMXca B Kawwe. [lonyctmo 3HaveHue oT Os go 1m. Ecam ykasaH nepuog meHee 1
CeKyHZbl, TO CKaHUPOBaHWe ByaeT OCyLLeCTBAATLCA NMPU KaXkA0M 3anpoce.

Mocne BHECEHWNS N3MEHEHWIA B HACTPOWKN nepe3arpysuTe koHourypauymto Dr.Web Server
Security Suite ¢ NOMOLLIO KOMaHZAbI:

# drweb-ctl reload

Bbl Takxke moxeTe nepesanyctutb Dr.Web Server Security Suite, nepesanyctns geMoH
ynpasneHus koHourypaumen Dr.Web ConfigD ¢ nomoLbto kKoMaHAab!:

# service drweb-configd restart

PykoBoacTBO agMunHMCTpaTopa
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7.4. Muterpauuns ¢ ¢pamnosbim cepBepom Samba

B aTom pasaene

e |llarn no nHTerpaumm ¢ Samba

e YTnanTa KOHOUTYprpoBaHUS

@

MoHuTop SplDer Guard ansa SMB ncnonb3yet ans nHTerpaumm ¢ Samba crneumanbHbil
mogynb VES SMB. CoBmecTHO ¢ MoHMTOpoM SplDer Guard ans SMB nocraBnsetcs
Heckonbko Bepcuii Mmoayns VFS SMB, cobpaHHbIX A5 pa3nnuHbix Bepcuii Samba, ogHako
OHW MOTYT OKa3aTbCs HECOBMECTUMbI C Bepcueid Samba, ycTaHOB/IEHHOM Ha Ballem
balinoBoM cepBepe, HanpuMep, eC/iv YCTaHOBJ/IEHHbIW Y Bac cepBep Samba ncnosnb3yet
onuuto CLUSTER SUPPORT.

B cnyuae HecoBMecTMMOCTM noctaBasieMblx mogynein VFS SMB ¢ Bawnm cepsepom Samba,
B npouecce yctaHoBku Dr.Web Server Security Suite Ha 3kpaH 6ydem gbi0aHo
coomeemcmayrowjee coobuyjeHue. B aTom cnyyae nepeg UHTerpawmeli Heo6xoAMMO
BbINOJHUTL MpoLeaypy coopkun moayna VES SMB ans Balero cepeepa Samba, Bkarouas
noaAep XKy onuuu CLUSTER SUPPORT, eC/n 370 Tpebyetcs.

[Ans nonyyeHns nHdopmaumm o npoueaype cbopkn moayns VES SMB 13 ncxogHoro koga
cm. pasgen Cbopka moaynsa VES SMB.

LLlaru no uHTerpaunm c Samba

Ana nHterpaumm SplDer Guard ana SMB ¢ dpannosbim cepeepom Samba HeOOXOAMMO BbINOAHUTb

cnepytolee:

1.

B katanore VFS-moaynen cepsepa Samba (no ymonyaHuo ans

GNU/Linux — /usr/1lib/<apxumekmypa>-1linux-gnu/samba/) cO34aTb CUMBOINYECKYHO
CCbiNKy smb_spider.so, yKasbiBatollyto Ha mogyab VFS SMB koMnaHum «/Joktop Beb»,
COOTBETCTBYHOLLMNIA NCMOb3yeMOW Bepcum cepeepa Samba.

Moaynu VFS SMB, noctaBnsemble kKoMnaHuen «loktop Beb», pacnonoxeHsl B kKaTtanore ¢
bubamnotekamm /opt/drweb.com/1ib/<apxumekmypa>-1linux-gnu/samba/ (B Debian,
Ubuntu, Mint) uan /opt/drweb.com/1ib64/samba/.

®annbl MOAyNen NMerT UM Buja libsmb spider.so.<ver>, rae <ver> — Bepcus
cepBepa Samba, c koTopoun paboTaeTr MOAyAb.

Hanpumep, /opt/drweb.com/1ib/x86 64-linux-
gnu/samba/libsmb spider.so.4.13.0 — mogynb VFS SMB ana cepsepa Samba Bepcun
4.13.0 gna GNU/Linux, apxutekTypa x86 64.

PykoBoacTBO agMunHMCTpaTopa
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2. B danne koHdurypaumm cepsepa Samba smb. conf (no ymonuanuto ana GNU/Linux B

Katasnore /etc/samba) COBAaIP'ITe cekumnn ana pasgenaeMblx Katanoros. Cekuwns
pasgenaemMoro Katanora JOJi>)KHa UMETb BUA!
[ <umsa pecypca>]

comment = <KOMMeHMapuu >
path = <nyme Kk 3auuwjaeMomy kamasnoay>

vfs objects = smb spider
writeable = yes
browseable = yes

guest ok = yes

public = yes
rae <ums pecypca> — nroboe nms passenseMoro pecypca, a <kommeHmaput> —
NPOu3BOJIbHasA CTPOKa-KOMMeHTapui (He 0bs3aTenbHo). Vima obbekTa, ykasaHHOe B
napameTpe vfs objects, JOMKHO COBNaAaTb C MMeHeM daiia CMMBOANYECKOM CCbIIKU
(smb_spider B JaHHOM cay4ae).

MNocne 3TOro Katanor, ykasaHHbI B MapameTpe path, byAeT HaxoauTbCA NoA HabarogeHnem
mMoHuTopa SplDer Guard ana SMB. MNpu 3tom B3anmogericteune SplDer Guard ans SMB ¢
mogynem VFS SMB 6yaet npounssoguntbcs yepes Unix-

cokeT /<samba chroot path>/var/run/.com.drweb.smb spider vfs.[lyTb kK 3TOMY
Unix-cokeTy no ymonyaHuto 3agaH B Hactporikax SplDer Guard ans SMB, a Takxxe mogyns VFS
SMB.

Moakntountb SplDer Guard ans SMB Kk y>ke HacTpOeHHbIM B paline KoHduUrypaumm cepeepa
Samba pa3gensembiM KaTanoram Bbl MOXETE, UCMONb3YS YTUANTY KOHOUIYPUPOBaHUA
drweb-configure.

Ecan TpebyeTcs N3MeHUTb NyTb K COKETY, TO ero HeobxoAMMO 3aaTb He TOIbKO B HaCTPOMKax
SplDer Guard gna SMB (napameTp SmbSocketPath), HO 1 B darine koHourypauymm Samba
smb.conf. [1nf 3TOro B CeKUMO [ <UMSA pecypca>] Heobxoanmo f06aBUTb CTPOKY:

smb_spider:socket = <nymso Kk cokemy>

rae <nyme kK cokemy > AOMKeH ObiTb abcontoTHbIM nyTem K Unix-cokeTy, OTHOCUTENBHO
KOPHS, 3aaHHOro ana cepsepa Samba uepes chroot (<samba chroot path>).

Mpy HEOHXOANMOCTM Bbl MOXKETE UCKOUYaTh 06beKTbI B 3alLMLLAEMbIX Pa3fensMblx KaTanorax
(KaK KaTasorn n3 NPoBepPKM, Tak 1 oTAeNbHble danbl). A 3TOro ykaxute nyTm K 3Tum
obbekTam B KayecTBe 3HaYeHW napameTpa ExcludedPath. B kauecTBe 3HaueHWi
napametpa IncludedPath Bbl MOXeTe yka3aTb NyTN K 06bekTaM, KOTopble 0653aTeslbHO
AO/MKHbBI 6bITb BKAOYEHbI B MPOBEPKY.

| MapameTp IncludedPath MMeeT NPMOPUTET HaZ NapameTpoM ExcludedPath: ecan
: OAMH W TOT e Gain uau katanor fobaBneH B 3Ha4eHWs 601X NapamMeTpoB, OH byaeTt
BKJIFOUEH B CMUCOK A5 0b6sA3aTeNbHON NPOBEPKMU.

Ecan TpebyeTtca 3ajaTb MHANBUAYabHbIE HACTPOVIKM MPOBEPKUN A8 JAHHOTO pasjensieMoro
KaTasora, OT/IM4YHble OT HaCTPOeK MO YMONUYaHUIO (418 BCEX MOAyel), TO HeOHbX0AMMO 3a4aTb
Ter-naeHtTudukatop ana moayna VES SMB, KOHTpoaupytoLero 3ToT KkaTanor:

smb_spider:tag = <ums pecypca>

PykoBoacTBO agMunHMCTpaTopa
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[anee NHANBUAYaNbHbIE HACTPOWKM KOHTPOA 3TOrO pa3zenfemMoro Kataaora 3afaroTca B
HacTpovikax SplDer Guard ans SMB B BUAe OTAE/1bHOWN CeKLIMY
[SMBSpider.Share. <ums pecypca>].

YT106bI £O06aBUTH HOBYHO CEKLIMIO MapaMeTpoB C TEFOM <UMSA pecypca> npv NOMOLLM YTUANTbI
ynpasneHusa Dr.Web Ctl, BbinoaHute komaHay drweb-
ctl cfset SmbSpider.Share.<ums pecypca>.<napamemp> <3Ha4yeHue>, HanpumMep:

# drweb-ctl cfset SmbSpider.Share.AccountingFiles.OnAdware Quarantine

[laHHas KomaHaa Ao06aBuT B Gann KOHGUrypaLmm CEKLNIO
[SMBSpider.Share.AccountingFiles]. OTa cekumsa byaet cogepxaTb BCce MapameTpbl
NpoBepKM KaTanora, NpUYem 3HaueHns BCex MapaMeTpoB, KpOMe napameTtpa OnAdware,

yKa3aHHOro B KOmMaHze, byayT coBnagaTtb CO 3Ha4YE€HUAMM NapamMeTpoB M3 06LLen cekLmnm
[SMBSpider].

6. Bkntouunte SplDer Guard pna SMB, 3asaB Ans napameTpa Start 3HaUeHWe Yes.
MNocne BHeCEHNs N3MEHEHMI B HACTPOWKM Nepe3anycTute cepep Samba, a Takxe
nepe3arpysute koHourypauymto Dr.Web Server Security Suite, BbINOAHUB KOMaHAY:

# drweb-ctl reload

Bbl Takke moxeTe nepesanyctutb Dr.Web Server Security Suite, nepesanyctns geMoH
ynpasaeHus KoHdpurypaumen Dr.Web ConfigD ¢ noMoLbro KoMaHZAbl:

# service drweb-configd restart

ili [na npegoTtBpalLeHns BO3MOXHbIX KOHGAMKTOB Mexay SplDer Guard ansa SMB u SplDer
: Guard npuv npoBepke GansoB B pasgensembix katasorax Samba, pekomeHayetcs
AOMONHNTENbHO HacTpouTb SplDer Guard, BbINOMHWMB OAHO U3 CEAYOLWMX AENCTBUIA:

e n06aBUTb pasgensieMble katasorm Samba B 061acTb NCKAOUEHNS (MepeUuncanTb 3Tm
KaTasoru B napametpe ExcludedPath);

e 06aBUTb NpoLecc Samba (smbd) B CNMCOK UTHOPUPYEMBbIX MPOLLECCOB (yKka3aTb smbd B
napametpe ExcludedProc).

YTunnta koHpurypmpoBaHus

[nsa ypoberea nHterpaumm SplDer Guard ans SMB ¢ HacTpoeHHbIMK B KOHOUrypaummn $arinosoro
cepBepa Samba pa3zensemMbiMu KaTanoramu (MOAKAHOYEHMA K HUM 1 OTKIKOUEHMA) pa3paboTaHa
cneuyanbHas BCNomoratenbHas yTuamTta drweb-configure. A HaCTPOMKM NOAKNHOYEHWS

SplDer Guard ana SMB K MeroWwmMcs pasgensiemMbiM KaTaaoram Uam oOTKAHOYEHNUS OT HUX,
BbINOJIHNTE KOMaHAYy:

# drweb-configure samba [<napamempsi>]
B kauecTtBe napamMeTpoB MOXHO yKa3aThb:

e +<pecypc Samba> — vima pa3gensemoro pecypca Samba (kak OHO yka3zaHo B daine
KOHGUrypauumn smb . conf), KOTOpbIN cneayet AobaBuTb nog 3awuty SplDer Guard gns SMB;

PykoBoacTBO agMunHMCTpaTopa
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e —<pecypc Samba> — vma pa3gensemoro pecypca Samba (kak OHO yka3aHo B dainne

KOHPUrypaumm smb . conf), KOTOPbIN CaedyeT NCKNHUNTb U3-nog 3awmnTtel SplDer Guard ans
SMB;

+/all — pobaBuTb noa 3awmty SplDer Guard ans SMB Bce pa3gensemble pecypcbl Samba,
yKa3aHHble B Gaine KoHdurypaumm smb . conf;

-/all — uckntountb n3-nog 3awmtel SplDer Guard ana SMB Bce pasgensemble pecypchbl
Samba, ykasaHHble B paiine KoHdUrypaumm smb. conf;

add symlink — co34aTb CMMBOJIMYECKYHO CCbUIKY smb spider. so, yKa3biBatoLyto Ha
moaynb VFS SMB Dr.Web (nyTb K ncxogHOMY daliny MOXET pa3nnyaTbcs B 3aBUCMMOCTU OT
ncnonb3yemon Bepcun Samba);

remove symlink — YyAanuTb CUMBOJNYECKYHO CCbIIKY smb spider.so;

<gpalin koHuypayuu> — nyTb K Garny KoHPUrypaumum Gpannosoro cepsepa Samba
(smb.conf), KOTOpbIM CregyeT obpaboTaTte. ECiv 3TOT NapameTp onycTuTb, yTuanTa drweb-
configure MoOMbITaeTCA aBTOMATUYECKM OBHaAPY>XXWTb akTyaabHbIN pain smb . conf.

| Mony4unTb cnpaBKy Mo MOAYAHO HACTPOWKM UHTerpaummn SplDer Guard ans SMB ¢
: pa3genseMbiMU KaTasioramm Samba MOXHO C MOMOLLbIO KOMaHAb!:

$ drweb-configure --help samba

71.5. Mnterpauunsa c tomamu NSS

[Ansa vinterpaunn Dr.Web Server Security Suite ¢ Tomamu Novell Storage Services Heobxoa1mo
3a4aTb 3HAYEHMA paLa NapaMeTPoOB, HAXOAALWMXCA B CeKLUMN [NSS] KOHPUrypaLMOHHOro darna:

e B napametpe ProtectedVolumes Nepeuyncante MMeHa TomoB dainosor cuctembl NSS,

HaXoAALLMXCA B TOUKe MOHTUpOBaHWA TomoB NSS 1 noanexalymx 3awmre. Ecan napametp
OCTaBUTb MyCTbIM, TO 3awWmTe ByayT NnoanexaTtb BCe TOMa, MPUCYTCTBYIOLLME B TOUKE
MOHTUpOBaHWA TomoB NSS.

e [1pn HeObXOANMMOCTY, 3ajaBast 3HaYeHMA NapaMeTpoB ExcludedPath n IncludedPath,

onpegennTe Nyt K 06bEKTaM, HaXOAALLMMCA Ha 3alLMLLaeMbIX TOMaX, KOTOPbIe AOMKHbI ObiTb
NCKOYEHbI U3 MPOBepKM 1, HA06OoPOT, NpoBepaTbLCA MoHUTOPOM SplDer Guard ans NSS.
[lonyckaeTca ykasaHue nyTeu Kak K KaTasoram, Tak u K otaenbHbiM pannam. Ecam ykasaH
KaTasior, To byAeT NponycKaTbCsa UM MPOBEPATLCA BCE COAEPXKMMOE 3TOro KaTtanora, BKArYas
BJIOXXEHHbIe Palbl 1 KaTanoru.

| MapameTp IncludedPath MMeET NPUOPUTET Haj NapameTpom ExcludedPath, T. e. ecau
: OAVH W TOT >XXe 06beKT (Paiin nam KkaTanor) BKItoYeH B oba napamertpa, To OH byaet
NpoBepeH.

MapameTtpbl IncludedPath M ExcludedPath gonyckatoT NCMOb30BaHWe GanioBbIX MacoK
(wildcards). Perncrpo3aBrMcMMOCTb NyTel, yKa3biBaeMbIX B 3TMX NapamMeTpax, onpesensercs
HacTtporikamu NSS.

e Bkntoumte komnoHeHT SplDer Guard ans NSS, 3agaB 414 napameTtpa Start 3Ha4YeHue Yes.
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Mocne BHECEHWNS N3MEHEHWIA B HACTPOWKM Nepe3arpysunTe koHourypauymto Dr.Web Server
Security Suite, BbINONHMB KOMaHAy:

# drweb-ctl reload

Bbl Takxke moxeTe nepesanyctutb Dr.Web Server Security Suite, nepesanyctns geMoH
ynpasneHus koHourypaumen Dr.Web ConfigD ¢ nomoLbto kKoMaHAab!:

# service drweb-configd restart
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8. KpaTtkue MHCTpyKLUMKN

B aTom pasaene

e Pabota ¢ GpannoBbIMN XPaHUANLLAMMU:

o Kak HaCTpOWUTb MOHUTOPUHT danaosomn cncteMmbl GNU/Linux

o Kak noakntountb Dr.Web Server Security Suite kK cepsepy Samba

o Kak gobaBuUTb HOBbIN pasaensemMbi kataaor SMB

o Kak noakntountb Dr.Web Server Security Suite k Novell Storage Services

o Kak 4obaBuUTb HOBbIN 3awmuiaemMbli ToM NSS

e O6wwme Bonpockl no ynpasaeHuto Dr.Web Server Security Suite:

o Kak nepesanyctutb Dr.Web Server Security Suite

o Kak NOoAKAHUYNTECA K CEPBEPY LIEHTPAIN30BAHHOW 3aLLUThI

o Kak OTKAHYUTLCA OT cepBepa Ll,eHTDaJ'II/I3OBaHHOI\/’I 3allNThbI

o Kak aktuBupoBatb Dr.Web Server Security Suite

o Kak o6HoBUTb Bepcmto Dr.Web Server Security Suite

o Kak gobaBuTb Uan yaaanutb KomnoHeHT Dr.Web Server Security Suite

o Kak ynpasasatb paboTton komrnoHeHTtos Dr.Web Server Security Suite

o Kak npocmoTpeTb XXypHaa Dr.Web Server Security Suite

Kak nogknrountb Dr.Web Server Security Suite kK cepeepy Samba

Cnepyinte UHCTPYKL MK, MpeacTaBieHHON B pa3gene VHTerpaums ¢ danioBbiM cepeepom Samba.

Kak nogknrountb Dr.Web Server Security Suite kK Novell Storage
Services

Cnepynte UHCTPYKLMK, MpeacTaBieHHON B pa3gene VHTerpaums ¢ Tomamu NSS.

Kak HacTpoutb MmoHutopuHr ¢painnosoin cuctembl GNU/Linux

Cnesynte MHCTPYKL MK, NPeacTaBieHHON B pa3gene Hactpoiika MOHUTOpUHra hanioBol
CUCTEMBI.

Kak nepesanyctutb Dr.Web Server Security Suite

[Ana nepesanycka yxe pabotatowero Dr.Web Server Security Suite Bbl MOXeTe ncnonb3osatb
ynpaBAsoWmMn cKpMnT AeMoHa ynpasaeHus koHourypaumert Dr.Web ConfigD. 3anyck, octaHOB 1

PyKkoBOACTBO agMMHUCTpaTopa
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nepesanyck 3Toro AeMoHa NpPUBOAUT, COOTBETCTBEHHO, K 3aMycky, OCTaHOBY M nepe3anycky BCex
komnoHeHToB Dr.Web Server Security Suite.

Ckpunt ans ynpasneHuns Dr.Web ConfigD pacnonaraetcs B ctangaptHom aaa OC kaTanore
(/etc/init.d/ ana GNU/Linux unn /usr/local/etc/rc.d/ ansa FreeBSD) n Ha3biBaeTcs
drweb-configd. CKpUNT MeeT ciesyroLne ynpasastoLine napameTpsl:

Mapametp OnucaHue

start 3anyctutb Dr.Web ConfigD, ecnm oH ewe He 3anyuweH. Mpu 3anycke Dr.Web ConfigD
3anycTuT Bce Heobxoanmble koMnoHeHTbl Dr.Web Server Security Suite.

stop 3aBepwunTb paboty Dr.Web ConfigD, ecnn oH 3anyueH. Mpwu 3aBepLueHnn paboTsl
Dr.Web ConfigD 3aBeplumnT paboTy Bcex kommnoHeHToB Dr.Web Server Security Suite.

restart Mepe3zanyctutb (3aBepLwmnTb 1 3anycTuTb) Dr.Web ConfigD, koTopbiil 3aBepLumnT 1
3anycTuT Bce KoMmroHeHTbl Dr.Web Server Security Suite. Ecin Dr.Web ConfigD He 6bin
3anyLLeH, paBHOCWIbHO start.

condrestart  epesanyctuts Dr.Web ConfigD Tonbko B TOM cAyuae, ecin OH 6bi 3anyLieH.

reload Mocnats Dr.Web ConfigD cvrHan HUP, ecau oH 3anyueH. Dr.\Web ConfigD nepetunet
3TOT curHan Bcem komrnoHeHTam Dr.Web Server Security Suite. Vicnonb3yetcs ana
MHWLMaLMy npoLiecca nepeyumnTbiBaHWs KOHOUIypaLmm Bcemmn kommnoHeHtamm Dr.Web
Server Security Suite.

status BbiBeCTV Ha KOHCOb Tekylee coctoaHune Dr.Web ConfigD.

Hanpumep, ana nepesanycka Dr.Web Server Security Suite (nan 3anycka, eciv oH He 6bin
3anyueH) B OC cemeinctea GNU/Linux BbINOAHUTE KOMaHAY:

# /etc/init.d/drweb-configd restart

Kak noaknountbcsa K cepBepy LLeHTpPa/Iu3oBaHHOMN 3alUUThI

1. Monyunte oT agMUHUCTPaTOPa aHTUBUPYCHOWM CETU aApec cepBepa LieHTPaan30BaHHOM
3aWwnTbl 1 darn ero ceptndurkaTta, a Takxke, NPU HEOBXOAUMOCTH, AOMONHUTENbHbIE
napameTpsbl, Takme Kak UaeHTUPUKAToOp CTaHL MU 1 Napob, UAN UAEHTUGMKATOPbI OCHOBHOM 1
TapydHOW rpynmnbl.

2. Ncnonb3yunte kOMaHAay esconnect yTuauTbl ynpasaenuns Dr.Web Server Security Suite 13
KomaHaHow ctpokun Dr.Web Ctl.

Ana noaknroueHns 06s3aTeNbHO UCMOAb3YINTe NapameTp —-Certificate, ykasaB nyTb K
dbanny ceptnodukata cepepa. JONONHUTENBLHO Bbl MOXETE yKazaTb MAeHTUdMKaTOp y3na
(«CTaHLMM», C TOYKM 3PEHUNS CepBepa LLeHTPaM30BaHHOM 3aLUWTbI) U Napob A
ayTeHTMdMKaL N Ha CepBEpPE, €C/IM OHM BaM M3BECTHbI, UCMONb3Ys NapameTpbl ——Login U —-
Password. Ecv 3Tv napameTpbl 3aaHbl, TO NMOAK/IOUYEHNE K CEpBepY OyAeT yCneLlHbIM
TOJIbKO MPW yKa3aHUW NpaBuIbHON Napbl aeHTUdMKaTop/naponb. Ecam 3tm napameTtpbl He
yKa3aHbl, TO NOAK/IOUEHNE K cepBepy OyAeT ycrnellHbIM TONbKO B C/lyyae ero o4o6peHus Ha

PykoBoacTBO agMunHMCTpaTopa
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cepBepe (aBTOMaTUYECKW UAN aAMUHUCTPATOPOM aHTUBUPYCHOW CeTW, B 3aBUCUMOCTH OT
HacTpoek cepsepa).

Kpome Toro, Bbl MOXeTe NCNOAb30BaTb NapameTp —-Newbie (MOAKNHOUNTLCA KaK
«HOBWYOK»). EC/IM 3TOT pexxnm noaktoueHns pa3peLLeH Ha cepBepe, To, Nocie of0bpeHus
NOAKNHOYEHWNSA, CepBEP aBTOMAaTUYECKM CreHepUpyeT AJiA XOCTa YHUKaAbHY napy
naeHTndurKaTop/naposb, KOTopas B AanbHerweM byaeT nCNoNb30BaTbCA A4 €ro
NOAKNHOYEHWNA K 3TOMY CepBepy.

| MpY NOAKOUEHMMN KaK «HOBMYOK», HOBas y4eTHas 3anucb Ans xocta byaeT
: CreHepupoBaHa CepPBEPOM LIeHTPaIM30BaHHOM 3alL1Thl AaXe B TOM Cyyae, ec/in paHee
OH Y>K€ UMeN YUYETHYH 3amnucb Ha 3TOM CepBepe.

Tunoson NprMep KomaHAbl nogkaroyeHnsa Dr.Web Server Security Suite k cepsepy
LleHTpa/M30BaHHOW 3aLUnTbI:

# drweb-ctl esconnect <adpec cepgepa> --Certificate <nyme k ¢aliny cepmugukama cepsepa>

MNocne ycnewHoOro NogkAOYeHMs K cepBepy LieHTpann3oBaHHOM 3awwmTel Dr.Web Server Security
Suite 6yaet paboTaTb B pexvMe LeHTPaAn30BaHHOM 3aLUNTbl UAN B MOBUABHOM pexunme, B
3aBUCMMOCTW OT pa3peLleHnii, yCTaHOBJ/IEHHbIX Ha CepBEPe M 3HaYeHna napamerpa
KOHdurypaumum MobileMode komnoHeHTa Dr.Web ES Agent. Jna npyHyanTensHoro

NCMONb30BaHNA MOBUABHOTO peXxrMa yCTaHOBUTE 3TOT NapameTp B 3HayeHue On. s paboTbl B
pexnuMe LeHTPasM30BaHHOM 3alUnTbl YCTAaHOBUTE NapamMeTp B 3HayeHue Of f.

Tunosow npumMmep komaHAabl nepesosa Dr.Web Server Security Suite, nogkntoueHHOro K cepsepy
LeHTPa/IM30BaHHOM 3aLLUUTbl, B MOBW/IbHBIN PEXMUM:

# drweb-ctl cfset ESAgent.MobileMode On

@ Ecam ncnosib3yemsblii cepBep LEHTPaNM30BaHHON 3aLLUThl He MOALEPXKMBAET WM

: 3anpeLaeT MOBUbHbIV PEXMM PaboTbl, TO M3MEHEHME 3HaUYeHNs NapameTpa
KoHOUrypauum MobileMode He nepeBegeT Dr.Web Server Security Suite B MOBWAbHbIN
pexXumM.

Kak oTk/1lounTbCA OT CepBepa LLeHTPa/IM30BaHHOMW 3al4UTbl

Ansa otkntoueHms Dr.Web Server Security Suite oT cepBepa LeHTPaAN30BaHHOM 3aLLUNUTbI U
nepeBOJa ero B aBTOHOMHbIV PEXMM UCMOAb3yWTe KOMaHAy esdisconnect YyTUAUTDI
ynpasnenua Dr.Web Server Security Suite n3 komangHown ctpokm Dr.Web Ctl:

# drweb-ctl esdisconnect

[Ansa ycnewHon pabotel Dr.Web Server Security Suite B aBBTOHOMHOM peXrMe HeEOBX0AMMO MMETb
AEVCTBYOLLMI IMLIEH3NOHHBIN KAtoueBon dains. B NpoTMBHOM ciyyae aHTMBUPYCHbIE GYHKLNK
Dr.Web Server Security Suite nocne nepexosa B aBTOHOMHbIN pexxumM 6ydym 3a6/10KUpO8aHsI.

PykoBoacTBO agMunHMCTpaTopa
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Kak aktuBupoBatb Dr.Web Server Security Suite
1. TMpoWiauTe pernctpaumio Ha cate ' komnaHum «/JokTtop Beb».

2. MonyuunTe Ha yKazaHHbIN NP perncTpauumn aapec SN1eKTPOHHOM NoYThl (MK 3arpy3unTte
HernocpeaCTBEHHO C CaillTa MNOC/e OKOHYAHUA PerncTpaLnm) apxms, CogepKaLLmii
AEVNCTBUTENbHBIN INLLEH3VOHHbBIN KAH0UYeBOW panin.

3. BbInOAHWUTE Npoueaypy YCTaHOBKM KatoveBoro daina.

Kak po6aButb HOBbIV pa3gensiemMbiv katasor SMB

1. OTpeaakTnpymnTe KOHPUrypaLMOHHbIN dalin cepeepa Samba smb . conf, fob6aBUB B HEro
ceKkLMIo onucaHna pasgensemoro katanora. Cekums pasgensieMoro Kkatanora AokHa UMeTb
BUA

[ <umsa pecypca>]

comment = <KOMMeHMapuu >
path = <nyme k 3auuwjaeMomy kamasnoay>

vfs objects = smb_ spider
writeable = yes
browseable = yes

guest ok = yes

public = yes

rae <ums pecypca> — ntoboe nms pasaenaemMoro pecypca, a <KOMMeHmGpUﬁ> —
Heobs3aTenbHas Nnpon3BObHaA CTpOKa-KOMMeHTapMP’I.

2. Ecnv Tpebyetca 3apatb Ans f06aBNeHHOrO pa3fensieMoro Kataaora HacTporiku NPOBEPKH,
oTanyarowmecs ot 3agaHHbix ana SplDer Guard ana SMB no ymonyaHuto, BOCMOAb3ynTeCh
NyHKTamMKn 3 1 4 UHCTPYKLMK, NPUBELEHHON B pa3aene VIHTerpaumns ¢ anioBbiM cepBepoM
Samba.

3. Mepe3anycTute cepep Samba n Dr.Web Server Security Suite.

Kak o6aBnTb HOBbIU 3awmiaemMbiii Tom NSS

1. YkaxuTe nms Toma, nog/exalllero 3awute, B napameTpe ProtectedVolumes (Haxogutcs B
cekumy [NSS] kKoHbUrypaumoHHoro darina). Ecaiv napametp caenatb NycTbiM, TO 3aLLuTe
ByayT noasexatb BCe TOMa, NPUCYTCTBYHOLLME B KaTasore MOHTUPOBaHus TomoB NSS.

2. MepeszanycTtute Dr.Web Server Security Suite.

Kak o6HoBUTL Bepcuto Dr.Web Server Security Suite

O6HoBuTte BEPCN KOMMOHEHTOB UK BbINOJIHATE NEPEXO ] Ha HOBYHO BEPCUIO.

@ Bam MoxeT 6bITb MpeAnoXeHOo yaanntb TekyLyto Bepcuto Dr.Web Server Security Suite.

PykoBoacTBO agMunHMCTpaTopa
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KpaTtkue MHCcTpyKuun

Kak pao6aButb nnm yganntb komnoHeHt Dr.Web Server Security
Suite

Bocnonb3yntech npoueaypou BbiIbOPOYHOM YCTaHOBKM U YAANEHNA KOMINOHEHTOB.

| Mpwu ycTaHOBKe WY yAaneHUM KOMMOHEHTaA /s YAOBNETBOPEHUS 3aBUCUMOCTEN MOTYT BbITh
[OMONHUTENbHO YCTaHOBAEHbI UAW YAaNneHbl apyrie KomrnoHeHTbl Dr.\Web Server Security
Suite.

Kak ynpaBasatb pabotoin komnoHeHTOB Dr.Web Server Security
Suite

[nsa npocmoTpa coctoaHma komnoHeHToB Dr.Web Server Security Suite n ynpasaeHus mnx
paboTon NCNonb3ywnTe:

e YTUAUTY yripaBieHns 13 KomaHaHou ctpoku Dr.Web Ctl. icnonb3yiite koMaHabl drweb-
ctl appinfo, drweb-ctl cfshow n drweb-ctl cfset.YTOObl NPOCMOTPETL NEPEYEHD
AOCTYMHbIX KOMaHZ, ynpaBaeHus, BbINOAHUTE KOMaHAy drweb-ctl --help.

e Beb-unHtepderic ynpasnenuns Dr.Web Server Security Suite. Mo ymonuaHuio goctyn vepes
6pay3ep ocylecTBaseTca No agpecy https://127.0.0.1:4443.

Kak npocmotpertb >xypHan Dr.Web Server Security Suite

Mpwv HacTpomkax NO yMOAYaHUIO 0B XXypHan Bcex komnoHeHToB Dr.Web Server Security
Suite BbIBOANTCA B syslog (balin, B KOTOPbIV 3anmnCbiBaeT COOOLLLEHNA CUCTEMHBIA KOMMOHEHT
syslog, 3aBUCUT OT CUCTEMbI U HaXOAWUTCA B KaTanore /var/log). ObLime HacTPOWKM BeAeHNs
XypHana 3agatotcs B KOHGUrypaumoHHom darine B cekummn [Root] (napameTtpbl Log w
DefaultLogLevel). [lnfa KaXa0ro 13 KOMNOHEHTOB B €ro CEKLMN HAaCTPOeK AOCTYMHbI
napameTpbl Log 1 LogLevel, 3aAatoLine MeCTo XpaHeHUs >XXypHana 1 ypoBeHb NOAPOBHOCTM
Co0bLEeHNI, BBIBOANMbIX KOMMOHEHTOM B XXYypPHaJl.

Tak>xe Bbl MOXeTe BbIMOAHUTb KomaHay drweb-ctl log.

UTOObI M3MEHWTb HAaCTPOWVKM BEAEHUA XypHana, UCMOb3yinTe YyTUANTY yNpaBaeHUs 13
KoMaHaHou ctpokn Dr.Web Ctl nan Be6-nHtepdeiic ynpasneHua Dr.Web Server Security Suite.

UT06bI 06METUNTb MAEHTUMKALMIO OWINMOOK, HACTPOWTE BbIBOA OBLLErO XXypHana BCex

KOMMOHEHTOB B OTAE/NbHbIV (a1 pa3peLlumnTe BbIBOJ PaCUMPEHHOWN OTAaA0UYHOW MHPOPMaLIK.

ﬂ,/’lﬂ 3TOro BbIMOJIHNTE KOMaHAbI:

# drweb-ctl cfset Root.Log <nyme Kk ¢aliny xypHana>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

UTO6bI BEPHYTH HACTPOMKM BeAeHMA 0bLLEero XypHaia Bcex KOMMOHEHTOB MO YMOAYaHWIO,
BbIMOJIHUTE KOMaHAbI:

PykoBoacTBO agMunHMCTpaTopa
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# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLogLevel -r

KpaTtkue MHCcTpyKuun
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9. KomnoHeHTbl Dr.Web Server Security Suite
B pasgene nepeuncieHbl KOMNOHEHTHI, BxoaaLme B coctaB Dr.Web Server Security Suite. ns

KaXk,0oro KOMNoHeHTa yKa3aHbl €ero HazHayeHune, NPUHLMMNbI GYHKLMOHNPOBAHMS, a TakXKe
napameTpsbl, KOTOPble OH XpaHUT B darine KoHGUrypauum.

9.1. Dr.Web ConfigD

[emoH ynpasneHus koHdurypaumein Dr.Web ConfigD — 370 ueHTpanbHbI ynpaBastoLLUiA
komnoHeHT Dr.Web Server Security Suite. OH o6ecneunBaeT LeHTpasM30BaHHOE XpaHeHWe
HacTpoek ans Bcex komnoHeHToB Dr.Web Server Security Suite, ynpaBaseT akTMBHOCTbIO BCEX
KOMMOHEHTOB M OpraHn3yeT fOBepUTENbHbIN OOMEH AaHHBIMU MeXAY HUMMW.

Dr.Web ConfigD BbinosHseT caeaytoiine GyHKLMN:

e 3anyck 1 octaHoBka kKomnoHeHToB Dr.Web Server Security Suite B 3aBUCMMOCTM OT HacTpoeK;
e aBTOMAaTUYECKMNIA Nepe3anyck KOMMNOHEHTOB B cy4ae cboes;

® 3anyck KOMMOHEHTOB MO 3anpocy OT APYrMX KOMMOHEHTOB;

e OrMoBeLLEeHME KOMMOHEHTOB 06 N3MEHEHMN HaCTPOEK;

e NpesoCTaBaeHVE BO3MOXHOCTU LIEHTPaNN30BaHHOTO yNpaBaeHUA KOHPUrypaLMOHHbIMU
napameTpamu;

e npesfocTaBAeHMEe KOMMOHEHTaM MHPOPMaLMN N3 NCNOIb3YeMOro kKatoueBoro danna;
e MoJlyYyeHne NNLLEH3VOHHON NHGOPMaL KN OT KOMMOHEHTOB;
® MOJyyYeHne HOBOM NLEH3NOHHOW MHDOPMaLMK OT CNeLnanm3mpoBaHHbIX KOMMNOHEHTOB;

® OonoBeweHne 3anylweHHbIX KOMMNOHEHTOB 06 n3meHeHumn J'IVILI,GH3VIOHHOVI VlHq)OpMaLI,VIVI.

9.1.1. MpuHUMNbI paboTbl

JeMoH ynpasneHusa koHpurypaumer Dr.Web ConfigD Bcerga 3anyckaeTcs ¢ npaBamu
cynepnonb3oBatens (root). OH 3anyckaeT ocTanbHble KOMNOHeHTbl Dr.Web Server Security Suite n
CBA3bIBAETCA C HAMM Yepes NpeABapuTeNbHO OTKPbITbIA COKeT. leMOH ynpaBaeHuns
KOHbUrypaumer npuHMMaeT NOAKNKOYEHNA OT Npoymnx komnoHeHToB Dr.Web Server Security
Suite yepe3 MHPOPMALMOHHBIN COKeT (AOCTYNeH Ny6MYHO) N afMUHUCTPATMBHBIN COKET
(AOCTyneH TONbKO KOMMOHEHTaM, 3anyLeHHbIM C NpaBaMu cyrepnosib3oBaTes). leMoH
3arpy>kaeT napameTpbl KOHOUTypaLmn 1 INLEH3MOHHbIE JaHHble 13 GannoB Ui obecneymsBaert
NX MOJyYeHMe OT UCMONb3yEMOrO CepBepa LIeHTPanM30BaHHOW 3aLwmTbl Yepe3 areHT Dr.Web ES
Agent, a Tak)xe NoACTaHOBKY KOPPEKTHbIX 3HaYeHWU MO YMOAYaHUIO A/1f NapaMeTpoB
KOH$urypaumn. K MOMeHTy cTapTa 1t060ro KOMMOHEHTa Uan oTcbikM eMy curHana SIGHUP
AEMOH yrnpaBieHus KOHbUrypaLmen Bceraa MMeeT LeoCTHbIA HEMPOTUBOPEUMNBbIA Habop
HacTpoek Bcex komnoHeHToB Dr.Web Server Security Suite.

Mpu nonydeHnn curHana SIGHUP Dr.Web ConfigD nepeuntbiBaeT napameTpbl KOHGUIypaLmm 1
JaHHble 13 NNLEH3MOHHOrO KatoveBoro danna. B cnyyae HeobxoaAMMOCTN AEeMOH Takxe
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paccbliaeT KOMMOHEHTaM yBeAOMJIEHNSA, YUTOObI OHW NepeunTany CobCTBEHHbIE NapameTpbl
KOHpUrypauuu.

Mpwu nony4yeHnn curHana SIGTERM Dr.Web ConfigD cHauana 3aBepLuaet paboTy Bcex
KOMMOHEHTOB, a MOTOM caMm 3aBeplLuaet paboty. Dr.Web ConfigD obecneuvBaeT yaaneHune Bcex
BPEMeHHbIX GailoB KOMMOHEHTOB MOC/E TOrO, Kak OHW 3aBepLuat pabory.

MpuHUMNbI B3aUMOAENCTBUA C APYTMMU KOMIMOHEHTaMMU

1.

Mpw 3anycke Bce KOMMNOHeHTbI nosyyatoT oT Dr.Web ConfigD napameTpbl KoH$uMrypaLumum
NVLIEH3NOHHYI0 MHOpMaLmto. B fanbHeliwen paboTe KOMMNOHEHTbI MCMOb3YHOT TOALKO 3TH
NOJlyYeHHblE HAaCTPOWNKMN.

Dr.Web ConfigD obecneunBaeT cbop coobLLeHMI OT BCeX 3aMyLLEHHbIX MOZ €ro yrnpaBaeHUem
KOMMOHEHTOB B eAunHbI XypHan. Dr.Web ConfigD cobupaet Bce coobLyeHus, BbIBOANMbIE
KOMMOHeHTamu B stderr, n nomelyaet B obwmii xxypHan Dr.Web Server Security Suite ¢
OTMETKOW, Y KaKOro KOMIMOHEHTa U B KakO MOMEHT NMpoun3oLuia owmnbka.

Bce ynpaBasiemMble KOMMOHEHTbI 3aBepLUalOT paboTy ¢ onpeseneHHbIM KogoMm. Ecam koa
3aBeplleHns oTanyeH o1 101, 102 1 103, KOMNOHEHT ByzeT nepesanyLueH, a
COOTBETCTBYHOLLEe coobLeHne u3 stderr ByaeT 3adukcnpoBaHo B xypHane Dr.Web Server
Security Suite.

e 3aBepueHune paboTbl ¢ kogom 1071 03HaYaeT, UTO KOMMOHEHT He MOXET GYHKLIMOHMPOBATb
C NpesocCTaBNeHHON NnLeH3nen. KoMnoHeHT byaeT nepesanyLueH TONbKO Npu U3MeHeHUn
napamMeTpoB NNLEH3NN.

e 3aBepuieHune paboTbl ¢ kogom 102 03HayaeT, UTO OH He MOXET QYHKLMOHMPOBATb C
TekyWwumn napametpamm KoHourypaummn. Dr.Web ConfigD npeanpumet nonbiTky
nepesanycTnTb KOMMOHEHT, Koraa byaeT n3mMeHeHbl Kakne-nmbo napameTpsl
KOHpUrypauumn.

e 3aBeplueHne paboTbl € KOAOM 103 NPOUCXOAMT B pe3ybTaTe AUTENIbHOrO OTCYTCTBUA
obpalleHnii K KOMNOHeHTaM, 3anyckaembiM Dr.Web ConfigD no tpe6osaHuto (Dr.Web
Scanning Engine n Dr.Web File Checker). MNepwrog, no ncreyeHnn KOTOPOro KOMMOHEHT
3aBepLuaeT paboTy ¢ kogom 103, yKa3biBaeTCA B HACTPOMKax COOTBETCTBYHOLLErO
KOMMOHeHTa (napameTp IdleTimeLimit).

e EC/v HOBble 3HaYeHWs NapaMeTpoB KOHOUIypaLmm, NoayyeHHble KOMNoHeHToM oT Dr.Web
ConfigD, He MOryT 6bITb MPUMEHEHbI «Ha NeTy», KOMMOHEHT 3aBepLuaeT paboTy ¢ KoAoMm 0,
yto6bl Dr.Web ConfigD nepesanyctun ero.

e Ecam KOMMOHEHT He MoxeT noakaountbcs kK Dr.Web ConfigD nam nponcxoant owmbka
NPOTOKO/1a B3aUMOAENCTBUSA, KOMMOHEHT OTNPaBAAET COOTBETCTBYHOLLee COObLLeHE B
stderr v 3aBepLuaet paboTy C KOAOM 1.

OpFaHVBOBaH 0OMeH curHanamm.

¢ YTOObI KOMMOHEHT MPUMEHUA U3MEHEHHbIE NapameTpbl KoHPUrypaumn, Dr.Web ConfigD
oTnpasaset emy curHan SIGHUP.

¢ Y106bI KOMNOHEHT 3aBepLwna paboty, Dr.Web ConfigD otnpasnset emy curHan SIGTERM.
KoMnoHeHT foskeH 3aBepwnTb paboTy B TeueHne 30 cekyHs nocae noayyeHna curHana.

PykoBoacTBO agMunHMCTpaTopa
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e ECiv KOMMNOHEHT He 3aBeplLuaeT paboTy B TeueHme nonoxeHHbix 30 cekyHa, Dr.Web ConfigD
oTnpasaseT eMy curHan SIGKILL ans npuHyaMTenbHOro 3aBepLueHms paboThl.

9.1.2. AprymMmeHTbl KOMaHAHOWU CTPOKMU

YTo6bI 3aNyCTUTb 4EMOH ynpaBaeHus koHourypaumen Dr.Web ConfigD 13 komaHAHOW CTPOKY,
BbIMOJIHUTE KOMaHAy:

e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-configd [<napamempsi>]

o anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-configd [<napamempsi>]

Dr.Web ConfigD gonyckaet ncnonb3oBaHue cnesyroLimx napaMmeTpos:

Mapametp

--help

--version

--config

-—-daemonize

--pid-file

Mpumep:

OnuncaHue

HasHaueHwe: BbiBOg Ha 3KpaH KOHCO/IM UKW SMYASTOPa TEPMMUHANA KPaTKOM CripaBKu
Mo MMEHLLMMCA NapameTpaM KOMaHAHOW CTPOKM U 3aBepLUeHe paboThbl
KOMMOHEHTAa.

KpaTkuii BapuaHT: —-h
AprymeHTbl: Het

HasHaueHwne: BbiBOA Ha 3KpaH KOHCOAM UK IMYANATOpa TepMMHana nHbopmauum o
BEPCMMN KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Ha3HaueHue: Vicnonb3oBaTtb Npu paboTe yKkaszaHHbIN KOHOUTYpaLMOHHbIN daiin.
KpaTkuii BapuaHT: -c

AprymeHTbl: <nyme K ¢paliny> — nyTb K UCMONb3yeMOMY KOHOUTYpaLNOHHOMY
danny.

Ha3HaueHwue: 3anycTnuTb KOMMOHEHT B pexunme AeMOoHa, T. e. 6e3 gocTyna K
TepMUHaNy.

KpaTkuii BapuaHT: -d

AprymeHTbl: Het

Ha3HaueHue: Vicnonb3oBaTtb npu paboTe ykasaHHbIN PID-darin.
KpaTkuii BapuaHT: -p

ApPryMeHTbl: <nyme K ¢palizy> — nyTb K Gainly, B KOTOPOM CNeAyeT COXPaHUTb
naeHtTndurkatop npouecca (PID).

$ /opt/drweb.com/bin/drweb-configd -d -c /etc/opt/drweb.com/drweb.ini

PykoBoacTBO agMunHMCTpaTopa
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MpuBeaeHHas komaHga 3anyctut Dr.Web ConfigD B pexxvme geMoHa, 3acTaBuB ero
MCNonb30BaTb KOHOUIYPaALMOHHbLIN dain /etc/opt/drweb.com/drweb. ini.

3ameuyaHuMA O 3anycke

[na obecneyenus pabotocnocobHocTn Dr.Web Server Security Suite KOMNOHEHT A0/XeEH ObITh
3anyLieH B pexxuvMe geMoHa. B wratHom pexxume Dr.Web ConfigD 3anyckaetcs npu ctapTe
onepaLmvoHHOM CUCTEMbI, AN YETO OH OCHALLLeH CKPUNTOM YNpaB/ieHus C UMeHeM drweb-
configd, pa3meLLeHHbIM B CUCTEMHOM KaTanore (/etc/init.d gna GNU/Linux

wnn /usr/local/etc/rc.d ana FreeBSD). lna ynpasneHuna napameTpamu paboTbl
KOMMOHeHTa ucnonb3yinte ytuanty Dr.Web Ctl, npegHa3HauveHHyto ansa ynpasaeHus Dr.Web
Server Security Suite 13 KOMaHAHOW CTPOKM (3anycKaeTca KOMaHAOW drweb-ctl).

I ,ﬂ,.ﬂﬂ noay4vyeHuna CripaBkn O KOMMOHEHTE U3 KOMaH,ﬂ,HOI\;I CTPOKU BbIMOJAHUTE KOMaHAY
man 1 drweb-configd.

9.1.3. NMNapameTpbl KOHPUrypaLUmn

[eMoH ynpasneHusa koHpurypaumen Dr.Web ConfigD ncnonb3syet napameTpsl, yka3aHHble B
cekunn [Root] obbeanmHeHHOro KoHburypaumoHHoro darvina Dr.Web Server Security Suite.

B cekummn npeacraBneHbl creaytolime napameTpsbi:

Mapametp OnwucaHune

LogLevel YpoBeHb NoApPOobHOCTM BeAeHMs XypHana komnoHeHTa Dr.Web ConfigD.
{yposeHe nodpobHocmu} 3HayeHvWe No yMonuaHmio: Notice

Log MeToz BefeHus XypHala AeMOHa ynpaBieHnsa KoHPUrypaLumen, a Takxe

MeTOo/  BeAeHUA XXypHana Ana TeéX KOMMNOHEHTOB, Yy KOTOPbIX HE YKa3aH

{mun xypHana} o d
CBOW COBCTBEHHbBIN METO/ BeAeHUs XypHara.

| Mpwn HayanbHOM 3arpy3ke, Noka KOHGUTypPaLMOHHbIN
: bain elle He MpoYUTaH, JEMOH yrpaB/eHus

KoHbUrypauuern byaeT NCNoab3oBaTh CaeayroLme
3Ha4YeHus 3TOro napameTpa:

e B pexuvme geMoHa (eciv Hbi1 3anyLeH ¢
napameTpom -d) — SYSLOG: Daemon;

® B MHOM Ciyyae — Stderr.

Ecnm koMnoHeHT paboTaeT B GOHOBOM pexkmme
(3anyLLeH c napaMeTpoM KOMaHZAHOW CTPOKKN —d),
3HauyeHWe Stderr He Moxem ObITb NCMOAb30BAHO A5
JaHHOro napameTpa.
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Mapametp

PublicSocketPath

{nyme k ¢paliny}

AdminSocketPath

{nyme k ¢paliny}

DebuglIpc

{noeuyveckuti}

UseCloud

{noeuyveckuti}

UseMesh

{noeuyveckuti}

UseVxcube

{noeuyveckuti}

KeyPath

{nyme k ¢paliny}

CoreEnginePath

{nyme Kk ¢paliny}

KomnoHeHTbl Dr.Web Server Security Suite

OnwucaHune
3HauveHne No yMONYaHuMio: SYSLOG: Daemon

MyTb K COKETY, NCMOJIb3yeMOMY A/t B3aUMOZENCTBNS BCEX KOMIMOHEHTOB
Dr.Web Server Security Suite.

3HayveHne No yMoNYaHuto: /var/run/.com.drweb.public

MyTb K COKETY, NCMO/Ib3yeMOMY A/ B3aUMOAENCTBUS KOMMNOHEHTOB
Dr.Web Server Security Suite, o6nazarowmx NoBbILLEHHbIMU
(aAMWHWCTPATMBHbBIMW) NPUBUNETUSMMU.

3HayeHWe No yMoNYaHuto: /var/run/.com.drweb.admin

BkntouaTb WM He BKIKOUATb B XXYPHaa Ha OT/IaJ0uHOM YPOBHeE (Npw
LogLevel = DEBUG) nogpobHble coobleHuns IPC (B3avmogaencTeme
JAEeMOHa ynpaBaeHus KOHGUrypaumen ¢ 4pyruMm KOMMOHEHTaMW).

3HauveHne No yMo4aHuto: No

Wcnonb3oBatb nam He ncnosb3osatb cepauc Dr.Web Cloud ans
NnoslyyeHus cBeZleHnii o BpegoHocHoCTH darinos n URL.

3HauveHne No yMo4aHuto: No

cnonb3oBaTb WaK He MCMOAL30BaTb AN MPOBEPKM KOMMOoHeHT Dr.Web
MeshD. Ecav 3TOT napameTp BbIK/IOYEH, ANA NpoBepkn BMecTo Dr.Web
MeshD ncnonb3yetca Dr.Web Scanning Engine.

Bo3MoOXHble 3HauUeHus:
e On, Yes, True — ucnosb3oBaTtb Dr.Web MeshD;
e Off, No, False — He ucnonb3osatb Dr.\Web MeshD.

Ecnv komnoHeHT Dr.Web MeshD He ycTaHOB/IEH, TO BHE 3aBMCUMOCTM OT
yKa3aHHOTO 3HaueHus ByaeT ncnosib3oBatbCs KOMMoHeHT Dr.Web
Scanning Engine. Eciv HM OAWH 13 KOMMOHEHTOB HE YCTaHOBJ/EH, TO
npoBepkKa 3aBepLuaeTcs ¢ owmnbkon x119.

3HauveHne No yMo4aHuto: No

Wcnonb3oBatb nan He ncnonb3osatb Dr.Web vxCube npu nposepke
MOYTOBbIX BJIOXKEHWI B PEXUME BHELLHErO GWAbTPA, NOAKIHOUYEHHOTO K
MTA.

3HauveHne No yMo4aHuto: No
MyTb K kKAtOUEBOMY daitny (TMLEH3NOHHOMY UK AEMOHCTPALMOHHOMY).

3HauveHVe No yMOJHaHUIO:
e ana GNU/Linux: /etc/opt/drweb.com/drweb32.key
e ans FreeBSD: /usr/local/etc/drweb.com/drweb32.key

MyTb K AMHamMU4Yeckon bubanoteke aHTMBUpPYCHOTo agpa Dr.Web Virus-
Finding Engine.

3HauveHVe No yMOJHaHUIO:

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

VirusBaseDir

{nyme kK kamanozy}

VersionDir

{nyme Kk kamanozy}

CacheDir

{nyme kK kamanozy}

TempDir

{nyme Kk kamanozy}

RunDir

{nyme Kk kamanozy}

VarLibDir

{nyme kK kamanozy}

AdminGroup

{ums epynnel | GID}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune

e ana GNU/Linux: /var/opt/drweb.com/lib/drweb32.d1l1l
e ans FreeBSD: /var/drweb.com/1lib/drweb32.d11

MyTb K KaTanory, B KOTOPOM XpaHATCH paitnbl BUPYCHbIX Ha3.

3HauveHVe No yMOJHaHUIO:

e ana GNU/Linux: /var/opt/drweb.com/bases

e ans FreeBSD: /var/drweb.com/bases

MyTb K KaTanory, B KOTOPOM XpPaHUTCA MHPOPMaLIMA O TEKYLLMX BEPCUAX
ncrnonbsyembix komrnoHeHToB Dr.Web Server Security Suite.

3HauveHVe No yMOJHaHUIO:

e ana GNU/Linux: /var/opt/drweb.com/version

e ans FreeBSD: /var/drweb.com/version

MyTb K KaTanory Kewa (MCNob3yeTcs Kak ANs Kella O6HOBAEHWUH, TaK U
A9 Kella npoBepeHHbIX dainnos).

3HayeHre MO YMOHAHWIO:

e ana GNU/Linux: /var/opt/drweb.com/cache

e ans FreeBSD: /var/drweb.com/cache
MyTb K KaTanory Ans XpaHeHUs BpeMeHHbIX $halinos.

3HaueHure No ymonyaHwuo: [lyme, useneyeHHsIl U3 cucmemHol
nepemeHHoU okpyxxeHuss TMPDIR, TMP, TEMP uav TEMPDIR
(nepemeHHble NepeburpatoTcs B ykazaHHOM nopsake). Ecav Hu ogHa n3
HWUX He 0BHapy>KeHa, TO NCMOoAb3yeTCs / tmp.

MyTb K KaTanory, B KOTOPOM Haxoasatcs PID-dalinbl 3anyLLeHHbIX
KOMMOHEHTOB U COKETbI, UCMOJIb3yeMble 418 B3aUMOAENCTBUA
komnoHeHToB Dr.Web Server Security Suite.

3HayeHne No yMONYaHuMKo: /var/run

MyTb K KaTanory 6ubanoTek, Mcnosb3yemblix KomrnoHeHTamu Dr.Web
Server Security Suite.

3HauveHne No yMOJHaHUIO:

e ana GNU/Linux: /var/opt/drweb.com/1lib

e ans FreeBSD: /var/drweb.com/1ib

lpynna nosnb3oBaTtenel, obaagarowmnx agMUHNCTPATUBHBIMU MpaBaMu B
pamkax Dr.Web Server Security Suite. [laHHble nonb3oBaTeny, Hapsaay ¢
cynepnob3oBaTenem (nosb3oBatesem root), MOryT nosbillaTh

npvemaernm komnoHeHtoB Dr.Web Server Security Suite go npvsmneruii
cyrnepnoib3oBaTens.

3HaueHure no ymonuaHuo: Onpedensemcs asmomamuyecku B MOMEHT
yctaHoBky Dr.Web Server Security Suite

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

VersionNotification

{noeuyveckuti}

DefaultLoglLevel

{yposeHb nodpobHocmu}

VxcubeApiAddress

{cmpoka}

VxcubeApiKey
{cmpoka}
VxcubeProxyUrl

{adpec nodkaroyeHus}

9.2. Dr.Web Ctl

B aTom pasaene

e ObLLMe cBeaeHMS

e YjnaseHHas NpoBepKa y3/0B

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune

YBEAOMAATb UNWN HE YBEAOMAATb NOJb30BaTENS O HAMUNK OBHOBNEHWIA
ANA Tekylelt yctaHoBaeHHoM Bepcun Dr.Web Server Security Suite.

3HayveHne No yMOMYaHUIO: Yes

YpoBeHb NoApobHOCTM BeAeHUs XypHana 015 8cex KOMNOHeHmMos
Dr.Web Server Security Suite no ymonuaHuto.

cnonb3yetcs, ecav B KOHPUIypaLmm Kakoro-anmbo n3 KOMMOHEHTOB He
yKasaH CBOW YpOBEeHb NOAPOOHOCTU BeAeHNsA XXypHana.

3HauyeHne No yMon4aHuio: Notice

[JomeHHoe uma (FQDN) nam IP-agpec y3na, Ha KOTOPOM HaxoauUTca
cepsep APl Dr.Web vxCube.

3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)
Kntou API Dr.Web vxCube.
3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)

AZpec NpoKcn-cepBepa, KOTOPLIN UCMOAb3YETCS A/F NMOAKIHOUEHUS K
Dr.Web vxCube.

Mopaep>uBatotca Tonbko HTTP-npokcn 6e3 aBTopusaLmu.

Bo3MOXkHble 3HaueHus: <adpec NoOK/HYeHUs > — NapameTpbl
NOAK/IOYEHNA K MPOKCU-CcepBepy B popmaTe
http://<xocm>:<nopm>, rae:

e <xocm> — ajpec y3/1a, Ha KOTOpoM paboTaeT npokcu-cepsep (IP-
ajpec uam nms gomeHa, 1. e. FQDN);
e <nopm> — WUCMNONb3yeMbI NOPT.

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

PykoBoacTBO agMunHMCTpaTopa
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O6wue cBepgeHunn

VimeeTca BO3MOXHOCTb ynpaBasaTb paboTton Dr.Web Server Security Suite 13 komMaHAHOW CTPOKW.
[ns 3TOro B ero coctaB BXOAWUT cneumanbHas ytuamta Dr.Web Ctl (drweb-ct1). C ee noMoLbto
Bbl MOXETE BbIMNONHATb U3 KOMaHAHOWN CTPOKU C/iesytoLLine AeNCTBUS:

e 3anyck npoBepky Gannos, 3arpy304HbIX 3aNncen ANCKOB U UCMOAHAEMbIX GalnioB aKTUBHbIX
MpOLLeccosB;
e 3anyck NpoBepky GannoB Ha yaaneHHbIX y3iax ceTu (CM. nprMeYaHue);

e 3anyck OBHOBNEHWNA aHTUBMPYCHbIX KOMMOHEHTOB (BUPYCHbIX 6a3, aHTUBMPYCHOTO A4pPa, U
MPOYUX, B 3aBUCUMOCTN OT MNOCTaBKMW);

® NMPOCMOTP N U3MEHEeHMe napameTpoB KOHPuUrypaumm Dr.Web Server Security Suite;

e NMPOCMOTP COCTOsHMSA KOMMNoHeHToB Dr.Web Server Security Suite n cTaTucTMkn obHapy>KeHHbIX
yrpos;

® MNPOCMOTP KapaHTMHa W ynpaBaeHWe ero coaep>XmmbiM (Yepes komnoHeHT Dr.Web File
Checker);

® NOAK/IHOYEHNE K CEPBEPY LI,eHTpa.I'IVBOBaHHOVI 3alWnTbl NN OTKAKOYEHUE OT HEro.
YT06bI KOMaHAbl yrnpaBsieHnA, BBOAWUMbIE MOJIb30OBaTeE/IEM, UMEJIN Bq)q)eKT, A0JIKEH ObITb

3anyLeH AeMOoH ynpasaeHuns koHpurypaumen Dr.Web ConfigD (mo ymon4aHuto oH
aBTOMaTUYeCKM 3arnycKaeTca Npu ctapTe onepaLioHHOW CUCTEMBI).

| [N BbINOJIHEHWSA HEKOTOPbIX YNPaBASHOLLMX KOMaHZ TPebYHTCS NOJHOMOYMS
: cynepnosib3oBaTess.

[.ns nonyyYeHns NOJIHOMOYMIA Cyneprno/ib30BaTeNs NCMONb3YINTE KOMaHAY CMEHbI
MoJb30BaTeNs su WM KOMaHJY BbINOJHEHWS OT MMEHM APYroro nosb3oBatens sudo.

YTunuta drweb-ctl NoAAep>KMBaeT CTaHZAPTHOE aBTOAOMOHEHNE KOMaHZ yrpaBaeHus
Dr.Web Server Security Suite, ecnm dyHKLMA aBTOAOMNONHEHNA BKAKOYEHA B UCMO/b3YeMOW BaMu
KOMaHAHOW obonouke. B cnyyae ecam komaHAHas 060/104Ka He NOAAEPXKMBAET
aBTOZOMOJIHEHWE, Bbl MOXETE HAaCTPOUTb ee NPK HEObXoAMMOCTM. s 3TOoro obpaTuTech K
CNpPaBOYHOMY PYKOBOZCTBY MO UCMO/b3yeMOMY BaMu AUCTPUOYTMBY OnepaLMoHHON CUCTEMbI.

PykoBoacTBO agMunHMCTpaTopa
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| Mpwv 3aBepLUeHNM paboTbl yTUIMTa BO3BPALLAET KOJ BbIXOa B COOTBETCTBUM C
: cornawexvem ana POSIX-coBmectumbix cuctem: O (Hynb) — ecin onepawms BbiMoAHEHa
YCreLHO, U He HY/lb — B MPOTUBHOM Clyyae.

HeHyneBoW KOA BbixoAa yTUAUTa BO3BPALLE@ET TONbKO B TOM C/ly4Yae, Korga npovsoLuia
BHYTPEHHsSA olwmbKa (Hanmpumep: yTUAUTa He CMOTa MOAKAHOUNTLCA K HEKOTOPOMY
KOMMOHEHTY, 3amnpoLUeHHas onepauus He MOXET ObITb BbIMOAHeHa U1 T. Nn.). Ecin yTuauTa
obHapy>unBaeT (1, BOSMOXHO) HeTpasn3yeT HEKOTOPYHO Yrpo3y, OHa BO3BPALLAET KOA
Bbixoga 0, Tak KaK 3anpoLueHHas onepaums (Takas Kak scan W T. M.) BbINOJHEHa YCMeLHO.
Eciv HEO6XOAMMO YCTaHOBUTL NMepeyUeHb 0BHaAPYXKEHHBIX YITPO3 U MPUMEHEHHbBIX K HAM
[EeNCTBUI, TO MpOaHanu3vpyiTe COOBLLEHNS, KOTOPbIE YTUINTA BBIBOAUT HA KOHCOJb.

KOAbI BCEX NMMERLLNXCA owmnbok npueBeaeHbl B pasjene [Mpunoxxenwne E. OnncaHve
WN3BECTHbIX OLLIMBOK.

Yp,aneHHaﬂ npoBepkKa y3sioB

Dr.Web Server Security Suite no3BosisieT NnpoBepATb Ha HaAnume yrpo3 Ganbl, HaAXOAALLMECS Ha
yAaNneHHbIX y31ax ceTu. B kauecTBe Takux y310B MOTYT BbICTyNaTb He TONbKO MOAHOLEHHblEe
BbIUNCANTENIbHBIE MaLIMHBI (paboure CTaHLMK 1 cepBepbl), HO 1 poyTepsl, TB-npuctaBkn n
npouvne «yMHble» YCTPONCTBa, 0bpa3ytoLmne Tak Ha3blBaeMbI «MHTEPHET Belen». [ns
BbIMO/NIHEHWA YAaNeHHOW NpoBepkun TpebyeTcs, UTobbl yaaneHHbI y3en NnpeocTaBasn
BO3MOXHOCTb YaNeHHOro AocTyna K Hemy yepe3 SSH (Secure Shell) nnw Telnet. Qs poctyna K
YCTPOWMCTBY Bbl AO/IKHbI 3HaTb ero IP-agpec nan JoMeHHoe MMA, UMSA 1 Napoib NOAb30BaTeNs,
KOTOPbI MOXET COBEPLUNTL YAaNeHHbIN AOCTYN K cucteme Yepes SSH nnun Telnet. YkazaHHbIN
Nnosib30BaTeb AO/KEH MMETb NpaBa AOCTyna K npoBepsemMbiM darinam (Kkak MUHUMYM — MpaBo
Ha UX UTeHune).

[JaHHasa GyHKUMA MOXKET BbITb MCMOAb30BaHa TOLKO AN OBHAPY>XXeHWs BPEeAOHOCHbIX UK
noAo3puTesbHbIX GaaoB Ha YAaNeHHOM y3ne. YcTpaHeHue yrpo3s (To ecTb M30AALUMs X B
KapaHTWH, yAaneHVe NN IeYeHNe BPeJOHOCHbIX O6bEKTOB) CPeACTBaMM YAaNeHHON NPOBEPKHU
HEBO3MOXHO. 1N yCTpaHeHNs 06HapY>KEHHbIX YrPo3 Ha yaleHHOM y3/e BOCMO/b3ynTech
CpeAcTBaMy yrnpaBaeHuWs, NpesoCcTaBAsieMbIMIU HEMOCPEACTBEHHO 3TUM y3/10M. Hanpumep, a5
POYTEPOB M NMPOYMX «YMHbIX» YCTPOWCTB Bbl MOXeTe OOHOBUTb MPOLLUUBKY, a A5
BbIUNCIUTENbHBIX MALLUVUH — MOAKAHOUUTLCSA K HAM (B TOM UKC/IE B YAANEHHOM TEPMUHANBHOM
peXx1Me) N MPON3BECTN COOTBETCTBYHOLLME OnepaLmm B Ux dannoBon cucteme (yaaneHune nam
nepemMetleHvie GanaoB 1 T. M.) AN 3aMyCTUTb YCTAaHOBJIEHHOE Ha HKX aHTuBMpYcHoe [MO.

YaaneHHas npoBepka peasnsyeTca TOAbKO Yepes YTUANTY YrpaBieHUs U3 KOMaHAHOW CTPOKM
drweb-ctl (MCnonb3yeTca KoMaHda remotescan).

PykoBoacTBO agMunHMCTpaTopa
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9.2.1. ®opmart Bbi30Ba U3 KOMaHAHOMN CTPOKMN

Ytunuta ynpaeneHus paboton Dr.Web Server Security Suite nmeet cneayrowmii dopmar Bbi30Ba:
$ drweb-ctl [<obwue onyuu> | <komMaHOa> [<apeymeHm>] [<onyuu KOMaHObl>] ]
rae:

e <obuwjue onyuu> — onuuKn, KOTopble MOTYT BbITb NCMONb30BaHbI NP 3anycke 6e3 ykasaHus
KOMaHZbl nan ans ntobon n3 komaHapl. He aBaatoTcs obs3aTenbHbIMM 414 3amnycka.

e <KOMaHOa> — KOMaHJa, KoTopas AO/KHa bbiTb BbinoaHeHa Dr.Web Server Security Suite
(HanpuMmep, 3anyCcTUTb NpPoBepky $GannoB, BEIBECTU COAEPXKMMOE KapaHTMHa U T. M.).

e <@pa2ymeHm> — apryMeHT KOMaHZbl. 3aBUCKT OT YKa3aHHOW KOMaHAbl. Y HEKOTOPbIX KOMaHJ,
apryMeHTbl OTCYTCTBYHOT.

e <onuyuu KOMQ@HObI > — onuunn, ynpasadaroune pa60T0171 yKa3aHHOl‘/J1 KOMaHA4bl. 3aBucAT ot
KOMaHAbl. Y HEKOTOPbIX KOMaHA OnunnM OTCYTCTBYHOT.

9.2.2. O6wume onuum
JocTynHbl cneayrowme obLime onumm:

Oonuwusa OnucaHue

-h, --help BbiBeCTM Ha 3KpaH KpaTkyro obLLyto CnpaBky v 3aBepwinTb paboty. s BbiBOAA
CnpaBKu No N0060N KOMaHZe NCMoJb3yinTe BbI3OB:

$ drweb-ctl <komaHOa> -h

~v, --version  BygecTu Ha 3KpaH BEPCWIO MOAYA U 3aBEPLINTL paboTy

-d, --debug MpeanucbiBaeT BbIBOAWUTL Ha 3KpaH paclUMpeHHble AnarHOCTUYEeCKne COOOLLLeHNs
BO BPEeMsi BbINOJIHEHWs YKa3aHHON KOMaHZAbl. He nmeeT cMbicia 6e3 ykasaHus
KOMaHZbl. /lcnonb3yiTte BbI30B:

$ drweb-ctl <komaHOa> -d

9.2.3. KomaHabl

B atom paspene

KomaHapl aHTVIBVIDVCHOI\/’I npoBepkn

KomaHapbl ynpaBaeHusa yrpo3amMmuy 1 KapaHTUHOM

KomaHab! ynpasaeHusa KOHGUrypaumemn

PaclinpeHHble KOMaHAbI

o KomMaH/bl ynpaBaeHs 06HOBAEHNEM U Da6OTOI\/’I B pexunme Ll,eHTDaIII/IBOBaHHOI\/’I 3allNThbI

o /IHbOPMALIMOHHbIE KOMaHJb!

PykoBoacTBO agMunHMCTpaTopa
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9.2.3.1. KomaHabl aHTUBUPYCHOW NPOBEPKMU

[OCTynHbI creayroLme KOMaHZAbl aHTUBMPYCHOM NPOBepKM $aiioBON CUCTEMbI:

KomaHga

scan <nyme>

OnucaHue

HasHaueHwue: VIHNUMMpoBaTb NPOBEPKY KOMMOHEHTOM NMPOBePKY Gainios
Dr.Web File Checker ykazaHHoro daina nam katanora.

AprymeHTbI

<nyme> — nyTb K $haliny Uanm Katanory, KOTOPbI HY>XHO NPOBEPUTb
(MOXeT 6bITb OTHOCUTE/IbHbIM).

DTOT apryMeHT MOXeT ObITb OMYLLEH B C/lyYae UCMOJb30BaHUA oMLK
--stdin uam --stdin0. s npoBepku nepeyHs danios,
BbIOMpaeMbIX MO HEKOTOPOMY YC/IIOBUIO, PEKOMEHAYETCS UCMO/Ib30BaTh
ytuanty £ind (cm. [1pumMepbl MCNoab30BaHMA) U ONLUKUKO —-stdin uan
--stdin0.

Onuumn

-a [--Autonomous] — 3anyCcTUTb aBTOHOMHbIe 3Kk3emMnasapbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinoNHeHWs 3a8aHHOW
NPOBEPKM, 3aBEPLUMB NX PabOTy NOCAE OKOHUYAHWUA NPOBEPKMN.

ilf Yrpo3bl, 06Hapy>KeHHble NPy aBTOHOMHOM
: CKaHWpoBaHMK, He ByayT fobaB/ieHbl B 06N CNMCOK

0b6Hapy>KeHHbIX Yrpo3, BbIBOAVMbIN KOMaHAOW threats,
TaKk>Xe O HMX He ByaeT coobLleHo cepBepy
LeHTpann3oBaHHOW 3awuTsl, ecan Dr.Web Server Security
Suite paboTaeT nog ero yrnpasjeHUeM.

—--Report <mun> — TWM OTYeTa O NPOBEPKE.
Bo3MO>kHble 3HaueHus:
e BRIEF — KpaTKW OTYeT;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIn oTyeT B popmate JSON.
3HauyeHve No yMOAYaHWIO: BRIEF.

--ScanTimeout <UHMepsasn epemeHu> — TaliM-ayT Ha NPOBEPKY
oAHoro daiina B MUAANCEKYHAAX.

3HaueHue 0 yKa3blBaeT, YTO BPeMs NMPOBEPKM He OrpaHNYeHoO.
3HauyeHwue No ymoa4vaHuto: 0.

--FollowSymlinks — aBTOMaTU4eCKU paspewatb CMMBOJINYHECKNE
CCbINIKN.

--PackerMaxLevel <4uc/10> — MaKCUMaJbHbIA YPOBEHb BJIOXEHHOCTU
06BEKTOB MPY NPOBepKe 3arnakoBaHHbIX 06beKTOB. [0/ 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMOMHAEMBIN KOZ, CKaTbli NPy NOMOLLM
cneymanusnpoBaHHbix nHcTpymeHTtoB (UPX, PELock, PECompact, Petite,

PykoBoacTBO agMunHMCTpaTopa
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OnuncaHue

ASPack, Morphine u gp.). Takne 06beKTbl MOTYT BKAOYATb Apyrve
3amnakoBaHHble 06bEKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHWe 3TOro NnapameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByayT NponyLLeHbI.
3HayeHne No yMOMYaHMIO: 8.

--ArchiveMaxLevel <4uc/0> — MaKCUMa/bHbIA YPOBEHb
BJIOXXEHHOCTW 06BEKTOB NPU NPOBEPKe apxMBOB (. zip, .rar 1 4p.), B
KOTOPble BNOXEHbI ApYrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. J. 3Ha4YeHWe 3TOro napameTpa
yCTaHaBNVBaeT Npeje/ibHbl YPOBEHb MepapXmn BAOXKEHHOCTH, nNocne
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByayT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNOXEHHOCTM
061bekTOB Npu NpoBepke GansoB NOYTOBLIX MPOrpaMm (.pst, .thb u
4p.), B KOTOpble MOTYT 6bITb BNOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTYT
ObITb BJIOXKEHbI 06bEKTbI, U T. A. 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6BbEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMaJbHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB OOBEKTOB C
BAOXeHMAMU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaET NpPeseNbHbI YPOBEHb MEPaAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06beKTbl BHYTPM 0OBEKTOB He ByAyT NPoBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByayT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHsb> — MaKCUMMaJibHO AOonycTuMas
CTeneHb CKaTus NpoBepseMbIXx 06bEKTOB.

3HauyeHwue JOKHO ObITb He MeHee 2.
3HauveHne nNo ymoa4aHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHuYeHVe Ha pa3mep daiiios B
apxve. Palibl, pasmMep KOTOPbIX MPEBbILIAET 3HAUEHME 3TOro NapameTpa,
ByayT nponyLeHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydoduvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, Yncno
NHTEPMPeTMpYeTCa Kak pa3Mep B baliTax.

3HayeHure Mo yMoYaHuIo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnosb3oBaTh NN 3BPUCTUUECKUNIA
aHasv3 npu nNpoBepke.

3HauveHne No yMONYaHMo: On.

PykoBoacTBO agMunHMCTpaTopa
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--Exclude <nyme> — NyTb, UCKAOYAEMBIV 13 NPOBepPKN. MOXeT BbiTb
OTHOCWTENbHBIM W BK/IOUaTh B Cebs hannoByro Macky (CoAep>Kalllyro
CUMBOJIbI ? U *, @ Tak>Ke CUMBOJIbHbIE Knacebl [ 1, [! 1, [~ 1)

HeobszatenbHas onuus; MoXeT HbITb ykazaHa 6osee ogHOro pasa.

--OnKnownVirus <delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMO/IHUTb, €CIM METOAAMW CUTHATYPHOTO aHain3a obHapyeHa
M3BECTHas yrposa.

Bo3moxkHble geicTBua: REPORT, CURE, QUARANTINE, DELETE.
3HayveHne No yMOYaHnto: REPORT.

--OnlIncurable <Qdelicmeue> — LeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecnn neyeHune (CURE) OBHapy>KeHHOW yrpo3bl OKOHYMAOCh HeyAauen uam
OHO HEBO3MOXHO.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayeHne No yMoNYaHnto: REPORT.

--OnSuspicious <0delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMOJ/IHUTb, EC/IN 3BPUCTUYECKNI aHaan3 0BHapY>XXUT NOAO3PUTENbHBbIN
06beKT.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HauveHne No yMONYaHUto: REPORT.

--OnAdware <Odelicmsue> — [eNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecin obHapy>KeHa peksiaMHas nporpamMmma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayeHne No yMOYaHUto: REPORT.

--OnDialers <delicmsue> — AeWCTBUE, KOTOPOE HYXKHO BbIMOJHUTb,
ecin obHapy>keHa nporpaMmMa A03BoHa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HauveHne No yMoYaHUto: REPORT.

--OnJokes <OQelicmeue> — [eACTBNE, KOTOPOE HY>KHO BbIMONHUTb, €C/U
obHapy>keHa nporpamma-LuyTKa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HauveHne No yMONYaHUto: REPORT.

--OnRiskware <delicmgue> — [eNCTBUE, KOTOPOE HY>KHO BbIMOJAHWUTD,
e obHapy>keHa NoTeHLMaabHO OrnacHas nporpaMma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHMio: REPORT.

--OnHacktools <OQdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecnin obHapy>KeHa nporpaMma B3soma.

Bo3moxkHble gelncTBus: REPORT, QUARANTINE, DELETE.

3HayeHne No yMoNYaHnio: REPORT.

PykoBoacTBO agMunHMCTpaTopa
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| Ecnv yrposa obHapy>xeHa B daiine, Haxoaawemcs B
: KOHTenHepe (apxmB, MOYTOBOE COObLLEHME U T. MN.),

BMECTO yAaneHusa (DELETE) BbINOJHAETCA NepemMeLleHme
KOHTeNHepa B KapaHTUH (QUARANT INE).

—--stdin — MOAYYMTb CMINCOK NyTEN AN MPOBEPKU U3 CTAHAAPTHOTO
notoka BBoZa (stdin). Myt B cnucke A0KHbI ObITb pa3geneHbl CMMBOJIOM
HoBo cTpokn (\n).

—--stdin0 — NONYYNTb CMNCOK MYTEN AN NPOBEPKMN U3 CTaHAAPTHOIO
notoka BBoga (stdin). Myt B cnucke A0KHbI ObITh pa3gesieHbl HyAeBbIM
cumsonom NUL (\0).

@ Mpn MCNoNb30BaHUM ONMUUA ——stdin N ——stdin0 NyTK

: B CMMCKE He AO0JKHbI COAep>KaTh LLaboHOB.
MNpeAnoYTUTENBHOE NCMONb30BaHWE ONUUA ——stdin 1
—--stdin0 — 0bpaboTka B KOMaHAe scan Cnucka nyTen,
choOpMMPOBaAHHOTO BHELLHEN MPOrpamMMon, Hanpumep,
find (cMm. [IprMepbl UCMOAb30BaHKS).

HasHaueHue: IHMLMMpoOBaTh NPOBEPKY KOMMOHEHTOM NPOBepPKK Bannos
Dr.Web File Checker 3arpy304Hoi 3anmcu Ha yKa3aHHbIX AVCKOBbIX
ycTporictBax. [MpoBepsitoTcs kak 3anuncu MBR, Tak 1 3anmcu VBR.

AprymeHTbl

<ycmpolicmeo > — nyTb K 6104HOMY Painy 4MCKOBOrO YCTPOMCTBA,
3arpy304Has 3anucb Ha KOTOPOM MOA/IEXUT NpoBepke. MoxeT BbITb
yKa3aHO HeCKo/bKO AMCKOBbIX YCTPOMCTB Yepe3 npoben. Obs3aTtesbHbIl
aprymeHT. Ecnv BmecTo daiina yctpoiicTea ykasaHo ALL, OyayT npoBepeHsl
BCe 3arpy304Hble 3aMnvcu Ha BCeX AOCTYMHbIX AUCKOBbIX YCTPONCTBAX.

onuum

-a [--Autonomous] — 3anycTuUTb aBTOHOMHbIe 3k3eMnaspbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinonHeHMs 3aaHHON
NpoBepKy, 3aBepLUMB 1X PaboTy NOC/e OKOHYaHWS MPOBEPKU.

ili Yrpo3bl, 06Hapy>KeHHble NPV aBTOHOMHOM
: CKaHMpOBaHuK, He byayT fo6aB/ieHbl B OBLMIA CMNCOK

OBHapy>KeHHbIX Yrpo3, BbIBOAUMbIA KOMaHAO0W threats,
TakXXe 0 HMX He BbyaeT cooblLLeHO cepBepy
LeHTpaan3oBaHHOM 3alwmThl, ecan Dr.Web Server Security
Suite paboTaeT nog ero ynpasieHNEM.

--Report <mun> — TN OT4YeTa O NPOBEPKE.
Bo3MoOXHble 3HauUeHus:

e BRIEF — KpaTKUA OTYeET;

PykoBoacTBO agMunHMCTpaTopa
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e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.
3HayveHne No yMoYaHuto: BRIEF.

--ScanTimeout <UHMepBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZiHOTO daiina B MUAANCEKYHAAX.

3HaueHve 0 yKa3biBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HayveHne No yMon4aHuto: 0.

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu npoBepke.

3HayeHne No yMONYaHuo: On.

--Cure <Yes|No> — TpebyeTcs nm genatb NOMbITKA JeYeHs
0BHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAUTCA TOILKO MHPOPMUMpPOBaHMe 06
OBHapy>KeHHOW yrpose.

3HayeHne No yMon4aHuto: No.

--ShellTrace — BKIHOUYUTb BbIBOZ AOMONHUTENBHOW OTNAA0UHOM
nMHdOpPMaLUM Npu NPOBEPKe 3arpy304HON 3anncu

HasHaueHue: IHMLMMpoBaTh NPOBEPKY KOMMOHEHTOM NPOBepPKY (annos
Dr.Web File Checker coaep>XMmMoro ncnoaHaemMbix Gpainnos, cogepkaLlimx
KOZ, MPOLLeCCoB, 3anyLleHHbIX B cucteme. [Mpu obHapy>KeHUn yrpo3sbl
BbIMONHAETCA HE TOIbKO 06e3BpexnBaHmne BPejoHOCHOTO UCMOAHAEMOro
daina, HO 1 NPUHYAMTENbHOE 3aBepLueHne paboTbl BCEX MPOLLECCOoB,
3anyLLeHHbIX 13 Hero.

AprymeHTbl: Hert.

ili JTa KOMaHZa npejHasHayeHa TobKO A5 ANCTPUOYTUBOB
: Dr.Web Server Security Suite, paboTatoLymx noz
ynpasnaeHvem OC cemenctea GNU/Linux.

onuum

-a [--Autonomous] — 3anycTuUTb aBTOHOMHbIe 3Kk3eMnaspbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinonHeHMs 3aaHHON
NpoBepKK, 3aBepLUIMB 1X PaboTy NOC/ie OKOHYaHWS MPOBEPKU.

ili Yrpo3bl, 06Hapy>KeHHble NPV aBTOHOMHOM
: CKaHMpOBaHuK, He byayT fo6aB/ieHbl B OB CNCOK

OBHapy>KeHHbIX Yrpo3, BbIBOAVUMbIA KOMaHAOW threats,
TakXXe 0 HMX He ByzeT cooblLLeHO cepBepy
LeHTpaAn3oBaHHOM 3alwmThl, ecan Dr.Web Server Security
Suite paboTaeT nog ero ynpasieHNEM.

—-—-Report <mun> —Tnn OoT4eTa O NPOBEPKE.

PykoBoacTBO agMunHMCTpaTopa
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Bo3moxkHble 3HaueHus:

e BRIEF — KpaTKU OTYeET;

e DEBUG — NoAPOOHbIN OTYET;

e JSON — cepuann3oBaHHbIv oTyeT B popmaTte JSON.
3HayveHVe No yMOYaHUto: BRIEF.

--ScanTimeout <UHMepPBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZiHOTO daiina B MUAANCEKYHAAX.

3HauyeHue 0 yKa3biBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HauveHne No yMon4aHuto: 0.

--PackerMaxLevel <Yuc/i10> — MaKCUMaJbHbIN YPOBEHb BNIOXEHHOCTM
06BEKTOB MNPV NPOBEPKE 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06BbEKTOM MOHUMAETCA UCMONHAEMbIV KOJ, CKaTbl MPY MOMOLLM
cneumanmanpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine u gp.). Takne 06beKTbl MOTYT BKAOYATb Apyrve
3amnakoBaHHble 06bEKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro napameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu NpoBepkKe.

3HauveHne No yMONYaHuo: On.

--ContainerMaxLevel <YuC10> — MaKCUMaJbHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB OOBEKTOB C
BAOXeHMAMU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaET NpPeseNbHbI YPOBEHb MEPaAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06beKTbl BHYTPM 0OBEKTOB He ByAyT NPoBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--Exclude <nyme> — MNyTb, UCKJAOYAEMBIN 13 NpoBepkun. MoxeT
BKAtOUaTh B cebs dannoByto Macky (cofep Kallyro CUMBOJIbI ? 1 *, a TakxKe
CMMBOJIbHbIE Knaccol [ 1, [! 1, [~ 1).MyTb (B TOM Uncne cogepkalimni
Macky) AoJskeH ObITb abCONOTHBIM.

HeobszatenbHas onuus; MoXeT HbITb ykazaHa 6osee ogHOro pasa.

--OnKnownVirus <delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMO/IHUTbL, €CIM METOAAMW CUTHATYPHOTO aHain3a obHapyeHa
M3BECTHas yrposa.

Bo3moxkHble gelictBus: REPORT, CURE, QUARANTINE, DELETE.

3HayveHne No yMoNYaHUto: REPORT.

PykoBoacTBO agMunHMCTpaTopa
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--OnlIncurable <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecnn neyeHune (CURE) OBHapy>KeHHOW yrpo3bl OKOHYMAOCh HeyAauen uam
OHO HEBO3MOXHO.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUio: REPORT.

--OnSuspicious <0delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMOJ/IHUTb, EC/IN 3BPUCTUYECKNI aHann3 0BHapY>XXUT NOAO3PUTENbHBbIN
06BeKT.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMoYaHnto: REPORT.

--OnAdware <Odelicmsue> — [eNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecin obHapy>KeHa peksiaMHas nporpamMmma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMOYaHnto: REPORT.

--OnDialers <delicmsue> — AeWCTBUE, KOTOPOE HYXXHO BbIMOJHUTb,
ecin obHapy>keHa nporpaMmMa A03BoHa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMONYaHUto: REPORT.

--OnJokes <OQelicmeue> — [eACTBNE, KOTOPOE HY>KHO BbIMONHUTb, €C/U
obHapy>eHa nporpamma-LyTKa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMoYaHnto: REPORT.

--OnRiskware <delicmgue> — [eNCTBNE, KOTOPOE HY>KHO BbIMOAHUTD,
ecnin obHapy>keHa NoTeHLMaNbHO OnacHas nporpaMma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMOYaHnto: REPORT.

--OnHacktools <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XHO BbIMONHUTB,
ecnn obHapy>KeHa nporpaMma B3oma.

Bo3moxkHble gencTBus: REPORT, QUARANTINE, DELETE.

3HayveHne No yMONYaHUto: REPORT.

| Mpuv 06Hapy>KeHUN yrpo3 B ncnoaHsemom daiine Bce
3anyLLEeHHble U3 Hero NPOLEeCChl NMPUHYANTENBHO

3aBepLuarotcs Dr.Web Server Security Suite.

HasHaueHume: VIHVLMMpoOBaTh pacnpeseneHHyo NpoBepKy ykasaHHOro
dalina unun katanora yepes areHT ceTeBOM NPOBepPKM AaHHbIx Dr.\Web
Network Checker. Ecnn HacTpoeHHble CoefUHeHNs C APYrMMU y3a1amu, Ha
KoTopbIx nMeetcsa npogykt Dr.Web ansa Unix, nogaep>xmBatoLmin GyHKL MO
pacnpezeneHHol NPoBepKy, OTCYTCTBYIOT, TO ByAeT npon3BeaeHa

PykoBoacTBO agMunHMCTpaTopa
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npoBepKa € UCMONb30BaHWEM CKaHUPYHOLLEero aApa, 4OCTYNHOro I0KaabHO
(aHanormyHo KomaHzge scan).

AprymeHTbl

<nyme> — nyTb K Gaiay Win KaTanory, KOTOPbIV HY>KHO MPOBEPUTD.
Ecam 3TOT aprymMeHT onylLLeH, TO NMPOV3BOAMUTCA CKaHUPOBaHWE AaHHBbIX,
nocTynaroLmx Yepes BXOAHOM noTok stdin.

onuum

--Report <mun> — TUN OT4eTa O NPOBEpPKE.
Bo3moxkHble 3HaueHus:
e BRIEF — KpaTKU OTYeET;
e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.
3HayeHne No yMOYaHUto: BRIEF.

--ScanTimeout <UHMepBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZHOTO daiina B MUAANCEKYHAAX.

3HaueHue 0 yKa3biBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HauveHne No yMon4aHuto: 0.

--PackerMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNIOXEHHOCTM
06bEKTOB NP NPOBEPKE 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06BbEKTOM MOHUMAETCA UCMONHAEMbIV KOJ, CKaTbl MPU MOMOLLM
cneumanmsnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAOYATb Apyrve
3aMnakoBaHHble 06beKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro NnapameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPapXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <Yuc/10> — MakCUMabHbI YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar U Ap.), B
KOTOPble BNOXEHbI ApYyrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. 4. 3Ha4YeHWe 3TOro napamMmeTpa
yCTaHaB/NMBaeT Npeje/bHbli YPOBEHb MepapXmn BNOXKEHHOCTU, Nocne
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByayT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i0> — MaKCUMaJbHbIN YPOBEHb BNOXEHHOCTM
061bekTOB Npu NpoBepke GansoB NOYTOBLIX NMPOrpaMm (.pst, .thb u
4p.), B KOTOpble MOTYT 6bITb BNIOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTYT
ObITb BIIOXKEHbI 06bEKTbI, U T. A. 3HaUEeHWe 3TOro NapameTpa
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yCTaHaBNVBaeT Npeje/ibHbli YPOBEHb MepapXmn BNOXKEHHOCTH, Nocne
KOTOPOro o6beKkTbl BHYTPU 0H6BbEKTOB He ByayT NPOBEPATHLCS.
3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuCI0> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHMAMYU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaET NpPeseNbHbIN YPOBEHb MEPAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06bekTbl BHYTPM OOBEKTOB He ByAyT NPOBepPATLCA.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByayT NponyLLeHbI.
3HayeHne No yMOMYaHMIO: 8.

--MaxCompressionRatio <cmeneHb> — MakKCUMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06EKTOB.

3HauyeHue JOKHO ObITb He MeHee 2.
3HauveHne nNo ymoa4aHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHu4YeHVe Ha pa3mep daiiios B
apxve. Palibl, pasMep KOTOPbIX MPEBbILIAET 3HAUEHME 3TOro NapameTpa,
ByayT nponyLeHbl Npu NpoBepke. Pa3Mep yKasbiBaeTCs Kak YNC/IO C
cydoduvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, Yncno
NHTEPMPEeTMpPYeTCa Kak pa3Mep B bariTax.

3HayeHure Mo yMoNYaHuIo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnosb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu nNpoBepke.

3HayeHne No yMONYaHMo: On.

--Cure <Yes|No> — TpebyeTcs nm genatb NOMbITKA JeYeHs
0BHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAUTCA TOILKO MHPOPMUMpPOBaHMe 06
O0BHapy>KeHHOW yrpose.

3HauveHne No yMo4aHuto: No

HasHaueHue: VIHMLMMPOBaTh «Cbipyto» NPOBEPKY ykazaHHOro daina nim
KaTasora c Mcrnosib3oBaHWeM ckaHupytoLero agpa Dr.Web Scanning
Engine Hanpamyto, 6e3 NCnonb3oBaHWA KOMMOHEHTa NPOBepPKK $ainnos
Dr.Web File Checker.

PykoBoacTBO agMunHMCTpaTopa
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ili Yrpo3bl, 06Hapy>KeHHbIE NMPU «CbIPOM» CKaHUPOBaHMWK, He
: 6yayT fob6aBaeHbl B OOLLMIA CMUCOK OOHAPY>KEHHbIX
Yrpo3, BbIBOAWMBIV KOMaHAOW threats.

PekomeHAyeTCs MCNoNb30BaTh 3Ty KOMaHAy TONbKO AN
oTnagkn GyHkUoHupoaHua Dr.Web Scanning Engine.
KoMaHza nmeeT cneaytoLyto 0COBEHHOCTb: OHa BbIBOAUT
3akntoyeHne «cured» (BblIEYEH), €CNN HEMTPaNN30BaHa,
no MeHblLUEel Mepe, 00Ha V3 Yrpo3, 06HapYy>KEHHbIX B
daline (He obsa3aTeNbHO 8ce U3 HKX). TakM 0bpa3om, He
pekomeHOyemcsa UCMOAb30BaTb 3Ty KOMaHZAy, ecan
TpebyeTca HageXXHoe ckaHupoBaHue dalinos. Bmecto
3TOro ANA NpoBepKkM GainioB 1 KaTanoros
peKoMeHAyeTca NCMOAb30BaTbh KOMaHAY scan.

AprymeHTbI
<nyme> — nyTb K Gainy Uam Katanory, KOTOPbIA HYXXHO MPOBEPUTD.
Onuumn

--ScanEngine <nyme> — nyTb K Unix-COKeTy CKaHMpyoLero aapa
Dr.Web Scanning Engine. Ecaun He ykasaH, TO An8 npoBepku byaet
3anyLLieH aBTOHOMHBIN 3K3eMNAAp CKaHMpytoLero agpa (byaert 3aBepLueH
nocsie OKOHYaHWA NPOBEPKK).

—--Report <mun> — TWM OTYeTa O NPOBEPKE.
Bo3MO>kHble 3HaueHus:
e BRIEF — KpaTKW OTYeT;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIn oTyeT B popmate JSON.
3HayeHve No yMOAYaHMIO: BRIEF.

--ScanTimeout <UHMepsasn epemeHu> — TaliM-ayT Ha NPOBEPKY
oAHoro daiina B MUAANCEKYHAAX.

3HauyeHue 0 yKasblBaeT, YTO BPeMs NMPOBEPKM He OrpaHNYeHoO.
3HauyeHwue No yMoa4YaHuto: 0.

--PackerMaxLevel <4uc/10> — MaKCUMaJbHbIA YPOBEHb BJIOXKEHHOCTU
06BEKTOB MPY NPOBepKe 3arnakoBaHHbIX 06beKTOB. [0/ 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMBIN KOJ, CKaTbli NPy NOMOLLM
cneymanusnpoBaHHbix nHcTpymeHTtoB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAtOUATb Apyrue
3anakoBaHHble 0ObEeKTbl, B COCTaB KOTOPbIX TakXKe MOTYT BXOAWUTb Apyrue
3anakoBaHHble 06beKTbl, U T. 4. 3HaUeHWe 3TOro napameTpa
yCTaHaBNMBaET NpeseNbHblli YPOBEHb MepapXmK BAOXKEHHOCTY, Noce
KOTOPOro 06bekTbl BHYTPY OOBEKTOB He ByayT NpoBepPsATHCS.

3HaueHue 0 yKasblBaeT, YTO BNOXEHHbIe 06beKTbl OyAyT NPOMyLLEHbI.
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OnuncaHue

3HauveHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <Yuc/10> — MakCUMabHbIA YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar 1 Ap.), B
KOTOPble BNOXEHbI ApYrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. f. 3Ha4YeHWe 3TOro napamMmeTpa
yCTaHaB/NVBaeT Npeje/bHbI YPOBEHb MepapXmn BNOXKEHHOCTY, Nocne
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNOXEHHOCTM
061bekTOB Npu NpoBepke GansoB NOYTOBLIX NMPOrpaMm (.pst, .thb u
4p.), B KOTOpble MOTYT 6bITb BNIOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTYT
ObITb BIIOXKEHbI 06bEKTbI, U T. A. 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6BbEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXEHHbIe 0OBbeKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHNAMU (cTpaHuubl HTML, dannbl . jar v ap.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPaAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06bekTbl BHYTPM OOBEKTOB He ByAyT NPOBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByayT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHsb> — MakKCUMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06EKTOB.

[on>kHa bblTb He MeHee 2.
3HauveHne nNo ymoa4aHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHuYeHve Ha pa3mep daiiios B
apxve. Palibl, pa3mMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NapameTpa,
ByayT nponyLeHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydodukcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, Yncno
NHTEPMPeTMpYeTCa Kak pa3Mep B bariTax.

3HayeHure Mo yMoYaHuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnosb3oBaTh N1 3BPUCTUUECKUNIA
aHanv3 npu NpoBepkKe.

3HauveHne No yMONYaHMo: On.

--Cure <Yes|No> — tpebyeTcs nm genatb NOMbITKA JeYeHUs
0BHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAUTCA TOILKO MHPOPMUMpPOBaHMe 06
O0BHapy>KeHHOW yrpose.

3HayeHne No yMon4aHuto: No.
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OnuncaHue

--ListCleanItem — BKJIKOUUTb BbIBOJ CMNCKA YNCTbIX GalioB npu
npoBepke KOHTelHepa.

--ShellTrace — BKJIHOUUTb BbIBOJ, JOMONHUTENBHOW OTN1aJ04YHOM
NHPopMauunn nNpu nposepke daina.

--Output <nyme Kk ¢aliny> — pybampoBaTh BbIBOA KOMaH/bl B
yKa3aHHbI daiin

HasHaueHue: /lHMummnpoBaTh NpoBepKy ykasaHHOro daina nav Katasora
Ha yKa3aHHOM YZaNeHHOM Yy3/e, MOAKIHOUMBLLNCE K HEMY Yepe3 SSH nau
Telnet.

& Yrpo3sbl, 06Hapy>KeHHble NPW YAaNeHHOM CKaHMPOBaHWNH,

: He ByayT HelTpann3oBaHbl, 6onee Toro, oHU He ByayT
fo6aBneHbl B 06LLMI CMNCOK OBHapY>KEHHbIX YrPo3,
BbIBOAMMbIN KOMaHA0MN threats.

Bbl MOXeTe ncnonb3osBaTtb 3Ty KOMaHAY TOJIbKO ANA
0bHapy>XeHWsA BPefOHOCHbIX WIW NMOJA03PUTENBbHBIX
dannoB Ha yaaneHHoM ysne. [lns yctpaHeHus
0b6Hapy>KeHHbIX Yrpo3 Ha yAaneHHOM y3/ie HeobXx0ANMO
BOCMO/1b30BaTbCA CPEACTBAMMU YrpaBAeHUs,
npeaocTaB/iseMbIMN HENOCPEACTBEHHO 3TUM Y3/10M.
Hanpumep, ana poytepos, TB-npucraBok 1 npoumnx
«YMHBIX» YCTPOMCTB Bbl MOXETE BOCMO/b30BaThCA
MeXaHW3MOM OBHOBNEHWA MPOLUNBKK, a ANS
BbIYNCANTENbHBIX MaLLVNH — BbINMOJIHUB NMOAK/IOYEHNE K
HUM (B TOM Yncne — B yAaJI€eHHOM TePMUHaAbHOM
pexxumMe) 1 Npounsseaa COOTBETCTBYHOLLME OnepaLmmn B nx
dannoBoin cucteme (yaaneHue nam nepemMeLleHme
dannoB 1 T. N.) MAK 3anycTmMB aHTUBUPYCcHoe [0,
YCTaHOBJIEHHOE Ha HUX.

AprymeHTbI

e <y3en> — |P-agpec v JOMeHHOe UMs y3/a, K KOTOPOMY HeOHXOANMO
NOAKNFOUNTLCA /15 MPOBEPKM.

e <nNyme> — nyTb K Gainy Uan KaTanory, KOTOpblil HY>XHO NPOBEPUTb
(BoKeH BbITb aBCONOTHbBIM).

Onuumn

-1 [--Login] <uUMS> — NIOTUH (MMs NOAb30BaTeNs) AN aBTOPMU3aLMM

Ha yJa/eHHOM y3/ie Yepe3 BblIOpaHHbIA NPOTOKO.

Ecam nmsa nonb3oBatens He YKa3aHo, 6yAET npowvsseaeHa nonbiTka
NOAKNTHOUNTLCA K YAa/IEHHOMY Y3J1y OT UMEeHW NOJIb30BaTeNS,
3anyCcTmBLUEro KomMaHay.
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KomaHnpa OnucaHue

-i [--Identity] <nyme k ¢aliny> — daiin 3akpbITOro Karouya Ans
ayTeHTMdMKaLLMM yKa3aHHOro NoJib30BaTeNs Yepes3 BbIGpaHHbI MPOTOKO.

| KomaHaa remotescan npesHasHayeHa A4
: CKaHMpoBaHus MapLupyTmzatopoB SOHO (Small Office /

Home Office). Kntou B dpopmarte, ncnosblyemom rno
YMOJIYaHMIO YTUANTON ssh-keygen, He
noaaepxwusaetcs. [lns NpoBepKu yaaneHHOro y3na no
SSH tpebyetca katou B popmate PEM, KOTOPbIA MOXHO
CreHepmpoBaTb KOMaHAOW:

$ ssh-keygen -t rsa -m PEM -f rsa pem

-m [--Method] <SSH|Telnet> — meTog (NPOTOKOJ) MNOAKNOUEHUNS K
yAaNneHHOMY Yy37y.

Ecnn meTtoz He ykasaH, byaeT ncnosab3osaH SSH.

-p [--Port] <yucs0>— HOMep NnopTa Ha yAaleHHOM Yy3/e A/
NOAKNOYEHNS Yepes BbibpaHHbIN NPOTOKO.

3HauyeHve No yMoa4YaHuto: MopT No yMOAYaHWIO A4Jid BbIBpaHHOTO
npoTokona (22 — ans SSH, 23 — ana Telnet).

--UseChannels <YuC/JI0> — YMC/IO KaHANOB Nepeaayun JaHHbIX.
3HayveHne No yMOMYaHUIO: 5.

--Password <napo/ib> — NapoJib A ayTeHTUdMKALMUN YKa3aHHOTO
nosib3oBaTeNs Yepes BbIGpaHHbI MPOTOKO.

f I t I'Iaponb nepeaaeTcda B OTKPbITOM BUAE.

—--Report <mun> — TWM OTYeTa O NPOBEPKE.
Bo3MO>kHble 3HaueHus:
e BRIEF — KpaTKW OTYeT;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuannsoBaHHbIn oTyeT B popmate JSON.
3HauyeHve NO yMOAYaHMWIO: BRIEF.

--ScanTimeout <UHMepsasn epemeHuU> — TaliM-ayT Ha NPOBEPKY
ofAHoro daiina B MUAANCEKYHAAX.

3HauyeHue 0 yKa3blBaeT, YTO BPeMSs NMPOBEPKM He OrpaHNYeHoO.
3HauyeHwue No yMoa4YaHuto: 0.

—--PackerMaxLevel <YuC/10> — MaKCUMaJbHbIN YPOBEHb BNOXEHHOCTM
06beKTOB NP NPoBepkKe 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06bEKTOM MOHUMAETCA UCMONHAEMbIV KOg, CKaTbll NPW MOMOLLM
cneumanusnpoBaHHbix nHcTpymeHTtoB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAtOUATb Apyrue
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3amnakoBaHHble 06bEKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro NnapameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 06BbEKTOB He ByayT NPOBEPATHCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHble 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <Yuc/10> — MakCUMabHbl YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar 1 Ap.), B
KOTOPbl€ BNOXEHbI ApYrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. J. 3Ha4YeHWe 3TOro napameTpa
yCTaHaB/NMBaeT Npeje/ibHbI YPOBEHb MepapXmn BNOXKEHHOCTH, nNocae
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbIN YPOBEHb BNOXEHHOCTM
061bekTOB Npw NpoBepke GansoB NOYTOBLIX NMPOrpaMm (.pst, .thb u
4p.), B KOTOpble MOTYT 6bITb BNOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTyT
ObITb BIIOXKEHbI 06bEKTbI, U T. A. 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMaJ/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHMAMYU (cTpaHuubl HTML, dannbl . jar v ap.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPaAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06bekTbl BHYTPM OOBEKTOB He ByAyT NPOBepPATLCA.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHsb> — MakKCMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06 EKTOB.

[on>kHa bbITb He MeHee 2.
3HauveHne nNo ymoa4aHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHuYeHVe Ha pa3mep daiiios B
apxve. Paiibl, pasmMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NnapameTpa,
ByayT nponyLleHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydodvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, YNcno
NHTEPMPETMpPYeTCs Kak pa3Mep B baliTax.

3HayeHure No yMoYaHwuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnosb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu npoBepke.

3HauveHne No yMONYaHMo: On.
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--Exclude <nyme> — MNyTb, UCKJAOYAEMBIN 13 NpoBepkun. MoxeT
BKAtOUaTh B cebs dannoByto Macky (cofep Kallyro CUMBOJIbI ? 1 *, a TakxKe
CMMBOJIbHbIE Knaccol [ 1, [! 1, [~ 1).MyTb (B TOM Uncne cogepkalimni
Macky) AosKeH ObITb abCONOTHBIM.

HeobszatenbHas onuus; MoXeT HbITb ykazaHa 6osee ogHOro pasa.

--TransferListenAddress <adpec> — afpec, NPOCayLINBaEMbIV AN1A
npvemMa bannos, nepesaBaembix Ha MPOBEPKY YAaNeHHbIM YCTPOVCTBOM.

HeobsazatenbHas onuus. Ecam He ykasaHa, ncnoab3yercs
NPOV3BOJIbHbIA azpec.

--TransferListenPort <nopm> — MOpPT, NPOCAYLUNBAEMbIV A/1A
npviema Gannos, NnepesaBaemMbIx Ha NPOBEPKY YAANEHHbBIM YCTPONCTBOM.

HeobszatenbHas onuus. Ecam He ykasaHa, UCroab3yeTcs CyYalHbln
nopr.
--TransferExternalAddress <adpec> — ajpec A nepesayu
dannoB Ha NpoBepky, COOBLLAEMbIN yAaNeHHOMY YCTPOMCTBY.

Heobs3aTenbHas onuus. Ecaim He ykasaHa, UCMO/Ib3yeTcs 3HaYeHue
onuumn —-TransferListenAddress, MMHO NCXOAALLNIA afpec yXKe
YCTaHOBJIEHHOW Ceccum.

--TransferExternalPort <nopm> — nopT Aas nepejaymn dannos Ha
npoBepky, COObLLaeMbIN yaaneHHOMY YCTPOMCTBY.

HeobszatenbHas onuus. Ecam He ykasaHa, ncrnoab3yeTcs nopr,
onpeaeneHHbI aBTOMaTUYeCKN.

--Forcelnteractive — MUCNONb30BaTb MHTEPAKTMBHYIO ceccnto SSH
(TonbKO Ans MmeTtoda noakatoueHms SSH).

HeobszamenvHas onyus.

9.2.3.2. KomaHab! ynpaBsieHUA yrpo3aMmm U KapaHTUHOM

JocTynHbl cregyrolne KOMaHAb! ynpaBaeHns yrpo3aMu U KapaHTUHOM:

KomaHga

threats
[<Oelicmsue> <0bbekm> |

OnuncaHue

HasHaueHue: BbinonHUTb ykazaHHOe AelcTBMe ¢ OOHapY>KEHHbIMU paHee
yrpo3samu no ux naeHtndukatopam. Tun AeicTBUs onpesenseTcs
yKa3aHHOW onuuein KOMaHzbl.

Ecnv pelictBre He yKazaHO, TO BbIBECTU Ha 3KpaH MHPopMaumnto 0b
OBHapy>KeHHbIX, HO He 0b6e3BpexeHHbIX yrpo3ax. VIHdopmaumsa ob
yrpo3sax BbIBOAWTCS B COOTBETCTBUM C GOPMATOM, 3aZaHHbIM
Heobs3aTesIbHOW onuuent ——Format. Ecam onums ——Format He yKasaHa,
TO ANS KaXKAOW Yrpo3bl BbIBOAWTCA CiegytoLas nHdopmaums:

e 1AeHTMdUKATOP, MPUCBOEHHBIN Yrpo3e (NMopPsSAKOBbIA HOMEp);

e MOJIHbIV NYTb K MHOULMPOBaAHHOMY daliny;
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e nHbopmMaLms 06 yrpose (MMs, TMM MO KNacCUPukaLmm KOMnaHnm
«/lokTop Beb»);

e nHbopmaLms o daine: pa3mep, Noib3oBaTeNb-BAaLeNEeL, AaTa
nocneAHero N3MeHeHus;

e VCTOPVA AENUCTBUI C MHOULMPOBaHHLIM GannioM: 0bHapyKeHMe,
NPVIMEHSBLUMECS AENCTBUSA U T. M.

AprymeHTbl: Hert.

onuum

--Format "<cmpoka hpopmama>" — BbIBOAUTb MHDOPMALMIO 06
yrpo3sax B ykasaHHoM ¢opmate. OnucaHue ctpokmn dopmaTta npneeseHo
Hu>Xe.

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ 11060 13 onuni-
: [EeCTBNI, OHa UTHOPUPYETCH.

-f [--Follow] — OXMAaTb MNOCTYMNAEHNA HOBbIX COObLLEeHUI 06
yrposax v BblBOANUTb Ux cpasy npu nocrynaeHnn (CTRL+C npepbiaet
OXunaaHwue).

| Ecnm 31a onums ykasaHa COBMECTHO C 1IH060M 13 OnLUiA-
: [EeNCTBUI, OHa UTHOPUpPYETCA.

—--Cure <CNUCOK y2p03> — BbINMOJHUTb MOMbITKY NeYEHUS
nepeyunciaeHHbIX yrpo3 (MaeHTMdMKaTopbl Yrpo3 NepeymncisioTcs Yyepes
3anAaTyo);

--Quarantine <CNUCOK y2p03> — BbINOJHUTbL NMEPEMELLEHNE B
KapaHTVH NepeyYncneHHbiX yrpo3 (MageHTMdMKaTopbl Yrpo3 nepeymncnatoTcs
yepes 3anAaTyto);

--Delete <CNUCOK y2p03> — BbINOJHUTb YAaNeHVe NepeuncieHHbIX
yrpo3 (MaeHTndurKaTopbl Yrpo3 NepeyumncaatoTca yepes 3anaryto);

--Ignore <CNUCOK y2p03> — WUFHOPUPOBAaTb NepeYncieHHble yrpo3bl
(MaeHTMdMKaATOPLI YTPO3 NEPEUNCAAIOTCA Yepes 3anAaTyto).

Ecnun Tpebyetcs NpuMeHUTb AeCTBNE KO BCEM OBHapPY>KEHHBIM Yrpo3am,
BMECTO <CNUCOK yepo3> ykaxuTte Al1l. Hanpumep, KOMaHzAa:

$ drweb-ctl threats --Quarantine All

nepemeLLaeT B KapaHTUH BCe OBHapy>KeHHble 06BEKTbI C yrpo3amu.

--Directory <CNUCOK Kamasaoz208> — BbIBOAUTb TOJNbKO T€ Yrpo3bl,
KOTOpble OblNM 06Hapy>KeHbl B hainax B Kataaorax us
<cnucka kamasnozoe>.
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OnuncaHue

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ 1t06oin 13 onuni-
: [EeCTBNI, OHa UTHOPUPYETCH.

HasHaueHwue: [TpyMeHNTb feCTBME K YKa3aHHOMY OObEKTY,
HaxoAsLLEeMyCsi B KapaHTUHE.

Ecnun pelictBre He yKazaHo, TO BbIBECTW Ha 3KpaH MHPopMaL Mo 06
06beKTax, HaXOAALMXCSA B KapaHTUHE, C YKa3aHUeM UX AEHTUOUKATOPOB
1 KpaTkon nHbopMaLmm 06 NCXoAHbIX dalinax, nepemelLeHHbIX B
KapaHTWH. VIHdopMaLuma 06 n3oanMpoBaHHbIX 06bekTax BbIBOAUTCS B
COOTBETCTBUU C HOpPMaTOM, 3aZ,aHHbIM Heobs3aTeIbHOW onuuel —-
Format. Ecam onumsa —-Format He yka3aHa, TO AN KaX0ro
N30/IMPOBaHHOrO 0OBbEKTa BbIBOAUTCA Cledyrolas MHbopmaLms:

* NAeHTUPMKATOP, NPUCBOEHHBIN N30ANPOBaHHOMY ObOBEKTY B
KapaHTVHE;

® UCXOAHBIV NyTb K dary, nepemMeLeHHOMY B KapaHTUH;

e /aTa nepemelleHns Gaiina B KapaHTUH;

e MHPOpMaLMa O paine: pa3mep, NoAb3OBaTeNb-BAALENEL, AaTa
nociaesHero U3MeHeHus;

e nHbopmauma 06 yrpose (MM, TUN MO KnaccupukaLmm KoMnaHum
«[lokTop Beb6»).

AprymeHTbl: Her.

Onuumn

--Format "<cmpoka ¢popmama>" — BbIBOAUTb NHOPMaLUio 06
obbekTax, HaxoAALMXCA B KapaHTUHeE, B yka3zaHHOM popmate. OnuncaHune
CTPOKM PpopmMaTa NpUBEAEHO HUXKE.

| Ecnm 31a onums ykasaHa COBMECTHO C 1IF060M 13 OnLUiA-
: [EeNCTBUI, OHa UTHOPUpPYETCA.

-f [--Follow] — OXWAaTb MNOCTYMAEHUS HOBbIX COOBLLEHNN 06
yrpo3sax v BbIBOAUTb nx cpasy npu noctynaeHunn (CTRL+C npepbiBaet
oXuaaHue).

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ 1t06oin 13 onuni-
: LEeCTBUI, OHa UTHOPUPYETCH.

-a [--Autonomous] — 3anyCTUTb aBTOHOMHbI 3K3emMnaap
KoMMoHeHTa npoBepku pannos Dr.Web File Checker ana BbinonHeHus
3a/jaHHOrO AeCTBUA C KapaHTUHOM, 3aBepLUnB paboTy KOMMOHEHTa nocse
OKOHYaHWA JeNCTBUA.

OTa onums MOXET BbITb MPYIMEHEHa COBMECTHO C 11060 13 Onumi,
yKa3aHHbIX HUXe.
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OnuncaHue

--Discovery [<CNUCOK kamasoz2o8>,] — MPOU3BECTN MOUCK KaTaJioros
KapaHTVHa B yKa3aHHOM CMWCKe KaTaioros 1 406aBuTb 1X K
KOHCONNAMPOBaHHOMY KapaHTWHY B Clyyae obHapyxeHus. Ecan

<CNUCOK Kamasozo8> He yKasaH, TO MPOU3BECTU MOMWCK KaTaaoros
KapaHTVHa B CTaHAAPTHbIX MecTax GannoBon cMcTembl (TOYUKK
MOHTVMPOBAHWA TOMOB M ZJIOMaLLHNE KaTaioru Nosib3oBaTesen).

Ta OnuMs MOXET ObITb YKa3aHa COBMECTHO He TOJIbKO C OMuuen —a
(--Autonomous) (CM. Bbille), HO 1 C OO0V U3 ONUNN-AENCTBUNA,
nepeuncneHHbIxX HUXxe. bonee Toro, ecanm kKoMaHza quarantine
3anyckaeTca B pexKMMe aBTOHOMHOrO 3K3eMMaspa, T. €. C Onuuen -a
(-—Autonomous), HO 6e3 onuun —-Discovery, TO 3TO PaBHOCUIbHO
BbI3OBY:

quarantine --Autonomous --Discovery

--Delete <06bekm> — yAanuTb yKa3aHHbI OOBbEKT, MOMELLEHHbIV B
KapaHTWH.

if YnaneHve ob6bekTa, MOMELLEHHOTO B KapaHTUH —
: HeobpaTiMas onepawuus.

--Restore <06bekm> — BOCCTaHOBUTb YKa3aHHbIN 06bEKT 13
KapaHTVMHa B UCXOLHOE MecCTO.

@ [ns BbINONHEHWS 3TOrO AENCTBUS MOXET NoTpeboBaThCs,

: 4TObbl drweb-ctl 6bli1a 3anyLeHa OT UMEHU
cyrnepnonb3oBatens (mosb3osatens root). BocctaHoBUTb
baln U3 KapaHTUHA MOXHO, JaxKe ecan OH
NHQULIMPOBaH.

—-—Cure <06bekm> — MOMbITaTbCs BbIIEUNTb yKaBaHHbII;I 06beKT B
KapaHTunHe.

@ [Jaxke ecim 06bEKT Bbin YCMELIHO Bbl/JIEYEH, TO OH BCe

° paBHO OCTaHeTCA B KapaHTWHe. [lna nssneveHuns obbekTa
M3 KapaHThHa Bocrlonb3y|7|Ter onuyen BOCCTaHOB/EHMSA
—--Restore.

--TargetPath <nyme> — BOCCTaHOBUTb OOBEKT U3 KapaHTUHa B
yKasaHHOe MecTo: Kak $aln € yKasaHHbIM UMEHEM, eCau <nyme > — 3TO
NyTb K Gaiiny, Nan B yKasaHHbIN KaTanor (ecav <nyme> — 3TO MyTb K
kaTanory). MoxeT 6bITb yKka3aH Kak abcontoTHbIV NyTb, Tak U
OTHOCUTENbHbIV (OTHOCUTENBHO TEKYLLEEro KaTanora).

l Onuus NpuMeHseTcs TObKO COBMECTHO C onuuen
° BOCCTaHOB/I€HUA ——Restore.
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OnuncaHue

B kauectBe <06bekm> ncnosb3yetcs naeHTdnKaTop obbekTa B
KapaHTuHe. Ecam TpebyeTtcs NpUMEHNUTL AeNCTBUE KO BCEM 0ObeKTaM,
HaxXOAALMMCA B KapaHTVHE, BMECTO <06bekm> yKkaxute A11. Hanpumep,
KoMaHza

$ drweb-ctl quarantine --Restore All --TargetPath test

BOCCTaHaB/IMBAET U3 KapaHTUHA BCE UMeRLLMECH B HEM OBBbeKTbI,
nomelLas Mx B MOAKaTaNoOr test, HAXOAALMINCA B TEKYLLEM KaTasore, 13
KOTOPOTO 3anyllieHa KoMaHga drweb-ctl.

| Ecan ansa BapmaHTa -—-Restore All ykasaHa
: AOMNOJIHUTENbHAs onuua —-TargetPath, TO OHa

[OJIKHA 3af,aBaTh NMyTb K KaTanaory, a He K dary.

Ecnun B Hactpoinkax SplDer Guard ana NSS an1s HEKOTOPOro TUna yrpo3 ykasaHo AencTeue
QUARANTINE, TO NPy BOCCTAHOBAEHUWN YrpO3bl 3TOrO TUMNa M3 KapaHTuHa Ha ToMm NSS npu
MOMOLLM KOMaHAbl quarantine, oHa byaeT CHOBa He3aMeA/INTENbHO NepemMeLLeHa B
KapaHTWH. Hanpumep, HacTPOrKM MO YMONYAHWIO:

NSS.OnKnownVirus = CURE
NSS.OnIncurable = QUARANTINE

NMOMELLaT BCE HeU3NeUYMble 06BEKTbI B KapaHTUH. [TO3TOMY, Npy BOCCTAaHOBAEHWN
Heun3eunmoro obbekTa U3 kapaHTUHa Ha ToM NSS npu NoMoL M KOMaHAbl quarantine,
OH OyZeT CHOBa He3aMeaNNTENBHO NEPEMELLEH B KapaHTUH.

dopmaTpoBaHHbIU BbIBOA, AaHHbIX ANA KOMaHp, threats n
quarantine

®opmart BbiBOAA 3ajaeTCA CTPOKOM dopmaTa, yKazaHHOW B KayecTBe aprymeHTa Heobs3aTelbHOM
onumn --Format. CTpoka popmata 0b6s3aTesIbHO yKa3biBaeTca B kaBblvkax. CTpoka dopmaTa
MOXKET BKrOUaTh B cebs Kak 06blYHble CMBObI (ByAyT BbiBEAEHbI Ha 3KPaH «Kak eCTb»), Tak U
cneumanv3npoBaHHble MapKepbl, KOTOpble NP BbiBOAE ByAyT 3aMeHeHbl Ha COOTBETCTBYHOLLYHO
nHbopmauuto. JoCTynHbl cnegyrolimne Mapkepbi:

1. Obuwme ans KOMaHA threats U quarantine:

Mapkep

${n}

s{t}

OnwucaHune
MNepeBog CTPOKM

Tabynauus

s{threat name} Ims obHapy>keHHOW yrpo3bl No knaccudurkalmm koMmnaHum «Joktop Beb»
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OnucaHune

s{threat type} Tun yrpo3sl (<known virus» u T. 4.) No KnaccudukaLmm KomnaHmm «oktop

${size}

${origin}

S{path}

{ctime}

S{timestamp}

% {owner}

${rowner}

Be6»

Pa3mep ncxogHoro daiina

MosnHoe nms ncxogHoro daiina c nytem
CWMHOHUM % {origin}

[Jata/Bpema mogudmkaLmmn ncxogHoro eaina B opmate "%Y-%b-%d %H:%
M:%S" (Hanpumep, "2018-Jul-20 15:58:01")

To xe, uTo 1 ${ctime}, HO B popmaTe BpemeHun Unix timestamp
Monb3oBaTenb-BRajeneL, NCXoAHoro daina

yAaHEHHbIVI NnoJib3oBaTte/Jib-Baajgenel, NCXoa4HOoro c|>a|7u1a (ecnm He NpUMeHnMo
WAV 3HAYEHME HEM3BECTHO — 3aMeHAEeTCA Ha ?)

2. Cneuyundunyeckme ana KOMaHAbl threats:

Mapkep OnucaHue
s{hid} ViaeHTndmrkatop 3anmcy o6 yrpose B peectpe NCTopum CoBbITUIA, CBA3AHHbIX C YTPO30ii
s{tid} NaeHtudukatop yrposbl

s{htime}  Narta/spemsa cobbITMS, CBA3AHHOIO C YrpPO30ii

s{app} NpeHTnounkatop komnoHeHTa Dr.Web Server Security Suite, obpaboTtaBLuero yrposy

s{event} MocnegHee cobbiTue, CBA3AHHOE C YrPO30N:

FOUND — yrpo3a bbina obHapy>KeHa;

CURE — yrpo3a 6blna BbleyeHa;

QUARANTINE — dalin C yrpo3ou 6bi1 nepemeLleH B KapaHTUH;
DELETE — dain ¢ yrpo3on 6bin yaaneH;

IGNORE — yrpo3a bblna npourHop1MpoBaHa;

RECAPTURED — yrpo3a b6blna o6HapyeHa ApYrMM KOMMOHEHTOM

s{err} TekcT coobueHns 06 owmnbke (ecv OLMBKN HET — 3aMeHSIeTCS Ha MYCTYHO CTPOKY)

3. Cneunduryeckme ans KOMaHAbl quarantine:

Mapkep
5{gid}

${gtime}

OnuncaHue
NpeHTnounkaTop obbekTa B KapaHTUHe

[ata/Bpems nepemMelleHns obbekTa B KapaHTUH
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%{curetime}

%{cureres}
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OnuncaHue

,ﬂ'aTa/BpEMﬂ MOoNbITKN IeveHnA O6'b6KTa, nepemMeleHHOro B KapaHtuH (ECJ'II/I He
NPUMEHNMO WUin 3Ha4yeHNe HEN3BECTHO — 3aMEHAETCA Ha ?)

Pe3yanaT NMOonNbITKN iIeveHNA O6'b6KTa, nepemMeLlleHHOro B KapaHTnH:

e cured — yrpo3a BblJeYeHa;

e not cured — yrpo3a He BblieyeHa MO0 MOMbITOK JIeYEHNS He
NpPOV3BOANIOCh

$ drweb-ctl quarantine —--Format "{%{n} %{origin}: %{threat name} - %{gtime}%

{n}}"

ﬂ'aHHaﬂ KOMaHJa BbIBEAET COAEPXKMNMOE KapaHTHa B BLAE 3anuvcen cneayrouiero smnaa:

{

<nyme K paliny>: <ums yepossl> — <0ama hnepemeujeHus 8 KApaHMuH>

}

9.2.3.3. KomaHab! ynpaBsieHna KoHUrypaumen

[JocTynHbl cregyrolne KOMaHAb! ynpaBaeHnsa KOHPUrypaumen:

KomaHga

cfset

OnuncaHue

HasHaueHwue: /I3MeHNTb aKTUBHOE 3HaYeHne YKa3aHHOTo

<cekyusa>.<napamemp> <3Ha4eHUe> napameTpa TeKkyLlen koHdurypaumm Dr.Web Server Security

Suite.

AprymeHTbl

o <cekyus> — UMs cekummn KoHburypaumoHHoro daina, B
KOTOPOW HaxoAWTCA U3MeHseMblil napameTp. ObasatenbHbIn
apryMeHT.

e <napamemp> — VIMS U3MEHSEMOTO MapamMeTpa.
Obs3aTeNbHbIN apryMeHT.

e <3Ha4yeHUe> — HOBOe 3HauyeHue napameTtpa. ObsA3aTesbHbIN
aprymeHr.
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OnuncaHue

@ [ns 3asaHnsa 3HaYeHNs NapamMeTpoB Bceraa

ncnonbsyetcs dopmat
<cekyus>.<napamemp> <3Ha4yeHue>, 3HaK
NpMCcBaMBaHNA = He NCMO/Ib3YeTCs.

Ecan Bbl XOTUTE 33aTb HECKO/IKO 3HAUYEHWN
napameTpa, TO HYy>XHO NMOBTOPUTb BbI3OB
KOMaHZAbl cfset CTONIbKO pas, CKONbKO
3HauYeHWI NapameTpa Bbl XOTUTE J00aBUTD.
Mpw aTOM Ana Ao6aBaeHNA HOBOrO 3HaUYeHWs
B CMWCOK 3HaYeHNn napameTpa Heob6XoANMO
MCMNONb30BaTb ONUMIO —a (CM. HMXe). Henb3s
yKa3blBaTb B Ka4eCTBe aprymeHTa
nociaeAoBaTeNbHOCTb

<napamemp> <3HadyeHue 1>, <3Ha4YyeHue 2>,
Tak Kak CTpoKa

"<3HayeHue 1>, <3Ha4yeHue 2>" BypeT
CUMTaTbCA eAVHbIM 3HaUYeHNeM napameTpa
<napamemp>.

OnucaHne KoHdUrypaLmoHHoro dGanna
JLOCTYMHO B pa3zene [puioxkenHue [.
KoHdurypalimoHHbiv dain Dr.Web Server
Security Suite, a Tak>e B JOKyMeEHTaL W
man 5 drweb.ini.

onuumn

-a [--Add] — He 3aMeH#ATb TeKylLlee 3HaYeHne napameTpa, a
£,06aBNTb YKa3aHHOEe 3HayeHne B CNUCOK 3HaYeHU napamMeTpa
(ZOMYCTMMO TONIBKO AJ/151 MapaMeTPOB, KOTOPbIE MOTYT UMETb
CMNCOK 3HaueH ). Takxe 3Ty Onumo HeobXoAMMO
MCnob30oBaTh A/ A06aBAEHWS HOBbIX FPYMM NapaMeTpoB C
TErom.

-e [--Erase] — He 3aMeHATb TeKyllee 3HaUeHne
napameTpa, a yAa uTb YKazaHHOE 3HaueHue 13 ero Crnmcka
(BOMYCTMMO TOJIbKO AJ/15 MAapPaMeTPOB, KOTOPbIE UMEHDT CMNCOK
3HAYEHUN).

-r [--Reset] — cbpocuTb NapamMeTp B 3HaYEHME MO
YMONYAHWNIO. <3HA4YeHue> B 3TOM C/y4Yae B KOMaHAe He
YKa3bIBaETCA, @ eC/IM YKazaHO — UTHOPUPYETCs.

Onuun He ABAAOTCA 0b6sA3aTeNbHbIMU. ECIM OHW He yKa3aHbl, TO
Tekyllee 3HayeHWe napameTpa (B TOM UMCe CUCOK 3HAYEHW)
3aMeHAeTCA Ha yKa3zaHHOe 3HauveHue.

[ns cekumin, onMUCbIBatOLLMX UHANBUAYANbHbIE MapaMeTpbl
Touek noaxatoueHus komnoHeHta Dr.Web ClamD u
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cfshow
[ <cekyusa> [ . <napamemp>1]
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OnuncaHue

pa3gensemMbix KaTtanoroe Ana MoHuTopa SplDer Guard ans
SMB, npuMeHeHMe onummn —r NPUBOANUT K 3aMeHe 3HaueHnA
napameTpa B MHAMBUAYaAbHOM CEKLIMN Ha 3HaYeHue,
yKasaHHOe Y COOTBETCTBYIOLLErO «POANTE/IbCKOrO» napamMmerpa
B CEKLIMWN HAaCTPOEK KOMMOHEHTA.

Ecnun Tpebyetcs f06aBUTb HOBYHO TOUKY MOAK/IOYEHWS <point>
ans Dr.Web ClamD van cekumto napametpoB ans
pasfensemMoro katajiora Samba c Terom <tag>, BbINOAHUTE
KOMaHAay

cfset ClamD.Endpoint.<point> -a

Hanpumep:

cfset ClamD.Endpoint.pointl -a

cfset SmbSpider.Share.<tag> -a

Hanpumep:

cfset SmbSpider.Share.AccountingFiles -a

| [nsa BbINONHEHWA 3TOW KOMaHAbl TpebyeTcs,
: yTo6bl drweb—ctl bblia 3anyLleHa OT UMEHM

cynepnonb3oBatens (mosb3osartens root). [Npw
HeobX0ANMMOCTU NCMOb3YMTe KOMaHAbl su
nnn sudo.

HasHaueHwue: BbiBeCTV Ha 3KkpaH NapameTpbl TekyLen
koHpurypaumm Dr.Web Server Security Suite.

[ns BbIBOZa NapamMeTpoB MO YMOYAHWIO NCMONb3yeTca
dopmat <cekyus>.<napamemp> = <3HayeHue>. CeKLUN U
napameTpbl He YCTaHOBNEHHbIX KOMMOHEHTOB MO YMOJUYaHNIO
He BbIBOAATCS.

AprymeHTbl

o <cekyus> — UM CeKLUM KoHbUrypaumoHHoro darna,
napameTpbl KOTOPOW HY>XHO BbIBECTW Ha 3KPaH.
HeobszatenbHbi aprymeHT. ECin He ykasaH, To Ha 3KkpaH
BbIBOAATCA MapaMeTpbl BCEX CEKLMN KOHOUTYPALIMOHHOTO
danina.

e <napamemp> — NMS BbIBOAVMOrO NnapameTpa.
Heob6s3aTenbHbl aprymeHT. ECn He ykasaH, BbIBOAATCA BCe
napameTpbl yKa3aHHOW CEeKLUW, B MPOTUBHOM Clyyae
BbIBOAMWTCS TONIbKO 3TOT NapameTp. Ecav ykasaH 6e3 nmeHn
ceKkL MK, TO BbIBOAATCA BCE BXOXKAEHMA 3TOro napameTpa BO
BCE CEeKLUN KOHbUTypaumnmoHHoro daiina.

PykoBoacTBO agMunHMCTpaTopa

119



T,
),
K

A
£

KomaHga

reload

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

onuumn

—--Uncut — BbIBECTW Ha 3KpaH BCe NapameTpbl
KOoHbUrypaLmm, a He TONbKO T€, KOTOPblE UCMOb3YHOTCS
TeKyLLMM YCTaHOBJIEHHbIM HabOpPOM KOMMOHEHTOB. Ecin He
yKa3aHo, TO BbIBOAATCA TOJIbKO T€ NapameTpbl, KOTOpble
MCNONb3YHOTCA NMERLWMUMUCA KOMMOHEHTaMM.

—--Changed — BbIBECTW TOJIbKO T€ NMapameTpbl, 3HaUEHNs
KOTOPbIX OT/AINYAKOTCS OT 3HAUEHWI MO YMOYaHMIO.

—--Ini — BbIBECTN 3HaYeHUs nNapameTpoB B popmaTe parina
.1ini: cHayana B OTAE/NbHOM CTPOKE BbIBOAUTCA UMS CeKLM,
3aK/Ito4eHHOe B KBaApaTHble CKOBKM, Mocae Yero napameTpsb,
npuvHagaexallune cekLnm, NepeduncaroTca B Buae nap
<napamemp> = <3Ha4yeHue> (MO OAHOMY B CTPOKe).

—--Value — BbIBECTV TOJIbKO 3HAUYEHWE YKa3aHHOTO
napameTpa. B aToM cnyyae aprymeHT <napamemp >
obAzaTeneH.

HasHaueHue: [Mepe3arpy3untb koHpurypaumto Dr.Web Server
Security Suite.

Mpw 3TOM AeMOH ynpasaeHus KoHdurypauwmein Dr.\Web
ConfigD BbInoNHAET Cregytollme AeACTBUSA:

e MepeunTbiBaeT KOHOUIYPALIMIO U PacCbIaeT ee U3MEHEHUS
BceM komnoHeHTam Dr.Web Server Security Suite;
e nepeoTkpbiBaeT xypHan Dr.Web Server Security Suite;

e 3arnyckaeT KOMMOHEHTbI, UCMOAb3YHOLLME BUPYCHble 6a3bl
(BkNFOUAA aHTUBMPYCHOE A4PO);

e MbITAeTCsA 3aMyCTUTb KOMMOHEHTbI, paboTa KOTOpbIX Obiia
HeLUTaTHO 3aBepLUEHa.

AprymeHTbl: Hert.

Onuwuu: Het

9.2.3.4. PaclunpeHHble KOMaHAbl

B aTom pasaene

e KomMaH/bl ynpaBaeHua obHoBAeHNEM U PabOTON B peXMME LIEHTPAJIN30BAHHOM 3aLLUThI

e /IHbOpPMALIMOHHbIE KOMaHAbI
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9.2.3.4.1. KomaHapb! ynpaBneHns obHoBsieHMem n paboton B
peXkume L, eHTPasIM30BaHHOM 3alUThl

[OCTynHbI CreaytoLme KOMaHZAbl yripaBieHs 06HOBAEHNEM 1 paboToN B pexxrme
LLeHTPaNN30BaHHON 3aLUMWThbI:

KomaHga

update

esconnect
<cepsep> [ : <nopm>]

OnuncaHue

HasHaueHue: VIHMLMMpoBaTh NpoLecc 06HOBNEHNA aHTUBMPYCHbBIX
KOMMOHEHTOB (BMPYCHbIX 6a3, aHTMBMPYCHOTO AApa 1 NpoYux, B
3aBUCMMOCTM OT MOCTaBKM) C cepBepoB OOHOBAEHWI KOMMaHUK «/loKTop
Beb», npepBaTh y>e 3anyLleHHbIM NpoLLecCc OOHOBNEHNA NN OTKaTUTb
pe3y/nbTaTbl NOCNeAHEro O6HOBAEHWSA, BOCCTaHOBMB MpeAblyLine Bepcum
06HOBNEHHbIX GaiinoB.

| KomaHga He nmeet addekra, ecnm Dr.Web Server Security
Suite paboTaeT nog ynpaBieHnem cepeepa
LLeHTPaNN30BaHHOM 3aLLM1Thl.

AprymeHTbl: Hert.

onuum

—--Stop — npepBaTh yXe UAyLLMIA NpoLecc 06HOBAEHMS.

--Rollback — OTKaTUTb NociesHee 06HOB/EHVE U BOCCTAHOBUTb
nocnesHne coxpaHeHHble KOnun 0B6HOBAEHHbIX GalinoB.

--From <Nnyme> — BbINOJHUTb OOHOBJIEHME U3 YKa3aHHOrO KaTasora
6e3 NoAK/IOYUEHUS K MHTEPHETY.

--Path <nyme> — COXPaHWUTb B yKa3aHHbIV KaTanor Gpanbl, KOTopble
ByAyT NCNoNb30BaTbCs A/ OOHOBAEHWS 6€3 NOAKAUEHNS K UHTEPHETY.
Ecnv B 3TOT KaTanor yxe 6b1a1n 3arpy>keHbl Ganibl, TO OHW ByayT
O6HOBAEHDI.

HasHaueHue: Moakntounte Dr.Web Server Security Suite K ykazaHHOMY
cepBepy LieHTpann3oBaHHOM 3awmTbl. O pexxrmMax paboTbl CM. B pa3zene
PexxvMbl paboTbl.

AprymeHTbl

e <cepgep> — IP-agpec nanm nms y3na B CeTH, Ha KOTOPOM pacrnosaraercs
cepBep LieHTpanm3oBaHHOW 3awmnTbl. O6s3aTeNbHbIA apryMeHT.

e <nopm> — HOMep NopTa, NCMONb3yEMOro CEPBEPOM
LeHTPaAN30BaHHOM 3alUnTbl. HeobsA3aTeIbHbIM apryMeHT, yKa3blBaeTcs
TOJIbKO B C/lyyae, ecu CepBep LEHTPaANIN30BaHHOW 3aLLUThl UCMONb3YET
HecTaHAaPTHbIV NOPT.

Oonuumn

--Certificate <nyme> — nyTb K danny ceptndukata cepaepa
LeHTPaAn30BaHHOM 3aLL1Tbl, K KOTOPOMY NMPON3BOAUNTCS NMOAKIHOYEHNE.

PykoBoacTBO agMunHMCTpaTopa
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OnuncaHue

--Login <ID>— noruH (ngeHtndurkatop pabouen ctaHumm) Ans
NOAKIHOUYEHNS K CEPBEPY LLeHTPaIM30BaHHOM 3aLUThI.

--Password <Napo/ib> — Napob ANS NOAKIHOUEHNS K CEPBEPY
LLleHTPaNN30BaHHOW 3aLUThI.

--Compress <On|Off> — NpUHYAUTENBHO MHULUNPOBATL CKaTne
nepeaaBaembIx faHHbIX (On) uan 3anpetutb ero (O£ f). Ecam onuma He
yKa3aHa, UCMoJIb30BaHMe CKaTua OnpeaenseTca CepBepoOM.

--Encrypt <On|Off> — NpuHyAUTENbHO NHULIMMPOBATL LWNPPOBaHME
nepeaaBaembIx faHHbIX (On) uan 3anpetutb ero (O£ f). Ecam onuma He
yKa3aHa, UCMoJsib30BaHMe WNPPOBaHNS OMpesenseTcs CepBEPOM.

—--Newbie — NOAKIOUUTLCA KaK «HOBUYOK» (MOSYUNTb HOBYHO YUYETHYHO
3anncb Ha cepeepe).

--Group <ID> — uaeHtndunkaTop rpynnbl Ha cepBepe, B KOTOPYHO
cnesyeT NOMEeCTUTb Pabouyro CTaHLMIO NPW MOAKAOYEHMW. YKa3blBaeTCs
TOJIbKO COBMECTHO C Onuuen —-Password.

--Rate <I/D> — ngeHTndukaTop TapuPHOKM rpynmbl, KOTOPYH caeayet
NPUMeHNTb K pabouei CTaHLMKM NPK ee BKIKOUYEHWUW B TPYNMy Ha cepBepe
LeHTPaAn30BaHHOM 3aLLMTbl. YKa3blBaeTCa TONbKO COBMECTHO C OMLmei
--Group.

--CfgFile <nyme> — NOAKIOUUTLCA K CEPBEPY LIEHTPaIM30BaHHOM
3aLUUTbI, UCMOAb3YS KOHOUTYpPaLMOHHbIM daiin C HacTporKamm
COesHEHNs.

| [nsa BbINONHEHMA 3TOW KOMaHAb! TpebyeTcs, UTobbl
: drweb-ctl 6blia 3anyLieHa OT UMeHU

cynepnonb3oBatens (mosb3osartens root). [Npw
HeobX0ANMOCTM UCMOb3YMNTe KOMaHAbl su WK sudo.

HasHaueHue: OTkntounte Dr.\Web Server Security Suite ot cepsepa
LeHTPaAN30BaHHOM 3aLL1Tbl U NMEPEBECTUN €ro B aBTOHOMHbIA PEXM
paboThbl.

KomaHga He nmeet addekTa, ecnm Dr.Web Server Security
: Suite y>xe paboTaeT B aBTOHOMHOM pPeXunme.

AprymeHTbl: Her.

Onuuum: Hert.

| [ns BbINOAHEHWNSA 3TOW KOMaHAbl TpebyeTcs, UTOObI
: drweb-ctl bbina 3anyLeHa oT UMeHK

cynepnonb3oBatens (nosb3osartens root). [Npw
HeobXoAMMOCTN UCMOb3YNTE KOMaHAbl su UK sudo.
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9.2.3.4.2. NndopMaLMOHHbIEe KOMaHAbI

[ocTynHbl cnegytowne MHPOPMALMOHHbIE KOMaHAbI:

KomaHga

appinfo

baseinfo

OnucaHue

HasHaueHwue: BbiBecTu Ha 3kpaH nHGOpMaLMio O paboTaroLLmx
komMnoHeHTax Dr.Web Server Security Suite.

[nda Kaxxaoro 3anyL,eHHOro KOMMOHeHTa BbIBOAUTCA ClefyroLas
nHdopmauua:

e BHYyTpeHHee 1Ms;

e naeHTndumkatTop npouecca GNU/Linux (PID);

e COCTOfIHME (3anyLLeH, OCTaHOBAEH U T. M.);

e KOZ OLKMbKK, eciv paboTa KOMMOHEHTa 3aBepLUeHa BCIeACTBUE
oLNBKY;

® NOMNONHUTENbHaA I/IHCI)OpMaLI,I/IFI (OI'ILI,I/IOHaJ'IbHO);

[Ans gemoHa ynpasneHus KoHourypaumer (drweb-configd) B
KayecTBe AOMNONHUTENbHOW MHbOPMALIMK BbIBOAATCS:

e repeyeHb yCTaHOBJIEHHbIX KOMMOHeHTOB — Installed;
e MnepeyveHb KOMMOHEHTOB, 3aMyCK KOTOPbIX JOJXKEH ObiTb

obecneueH geMoHoM — Should run.

AprymeHTbl: Her.

Onuumn

-f [--Follow] — OXMAaTb MNOCTYyMNAEHNA HOBbIX COObLLEeHNI 06
M3MEHEHWUW COCTOAHNA MOAYNER 1 BbIBOAWUTL WX Ha 3KpaH cpasy
npw noctynaeHnn (CTRL+C npepbiBaeT oxXuaaHune)

HasHaueHwue: BbiBecTV Ha 3kpaH MHGOPMALMIO O TEKYLLEN BEPCUN
aHTVMBMPYCHOTO Apa U COCTOAHMM BUPYCHbIX 6a3.

BoiBOAUTCA cneaytoltas nHdopmaums:

e Bepcus aHTUBMPYCHOTO A4Pa;

e JlaTa 1 BpPeMs BbIMycka UCMOAb3yeMblX BUPYCHbIX 6as3;

® UNCIO JOCTYMHBIX 3anuncert 06 yrposax;

e MOMEHT MOC/NEHEro yCrnewHoro 06HOBAEHUS BUPYCHbIX 6a3 1
aHTUBUPYCHOTO A4pPa;

e MOMEHT C/leZyHoLLero 3anjaHypoBaHHOIO aBTOMaTUYeCKoro
0b6HOBEHUA.

AprymeHTbl: Her.

PykoBoacTBO agMunHMCTpaTopa

123



A7

Py
$

A
)
A

KomaHga

events

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

onuum

-1 [--List] — BbIBECTV MOJHbIV CMINCOK 3arpy>KeHHbIX dparinos
BMPYCHbIX 6a3 AaHHbIX U YNCNO 3anncein ob yrposax B KaxAom
danne

HasHaueHue: [TpocmoTpeTs cobbiTna Dr.Web Server Security Suite.

KpOMe 3TOro, KOMaHZza Nno3BOJIAET BbINOJHUTL yrpaB/ieHne
cobbITUAMMU (OTMETKa KaK «NMpOYnTaHHbIE», y,a,aneHme).

AprymeHTbl: Her.

Oonuumn

--Report <mun> — TUM OT4YeTa O COOLITUAX.
Bo3moxkHble 3HaueHus:
e BRIEF — KpaTKUA OTYeET;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.

-f [--Follow] — OXWAaTb MOCTYMNAEHUS HOBbIX COOLITUIA U
BbIBOAWTb X Ha 3KpaH cpasy npu noctynaeHmm (Haxatne CTRL+C
npepbiBaeT OXMAaHNE).

--ShowSeen — nokasaTb TakXe ¥ y>Ke NpouYnTaHHble COBbITUS;

-s [--Since] <dama, spemsa> — nokasblBaTb COOLITHSA,
npowusoLuesline He paHee ykazaHHOro MOMEHTa BpeMeHH
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <dama, epemsa> — nokasblBaTb COOLITHSA,
npowusoLueaLne He nosaHee ykasaHHOro MOMEeHTa BPeEMEHM
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-t [--Types] <CNUCOK Munog> — nokasblBaTb COObITUA
TONIbKO NEePEYNCNEHHbIX TUMOB (TUMbl COBLITUIA MepeUncaroTca
yepes 3anAaTyto).

[JoctyneH cneayrolwmii TUN cCOBbITUI:
UnexpectedAppTermination — HeOXUjaHHOe
3aBeplUeHne paboTbl KaKOro-1M6bo KOMMOHeHTa.

[nsa BbiBOZa COOLITUIA BCEX TUMOB UCMOb3YyMTEe A1 1.

—--Show <cnucok cobeimuli> — BbIBECTW Ha 3KpaH
nepeynciaeHHble cobbITUs (MAEHTUDUKATOPLI COBLITUIA
NepeyYncasatoTca Yepes 3ansaTyro);

--Delete <CnNUCOKk cobbiMuli> — yaanuTb NepednciIeHHble
CcobbITUA (MAeHTUdMKATOPbI COBLITUIA NEPeUnCNsatoTCa Yepes
3anAaTyo);

PykoBoacTBO agMunHMCTpaTopa
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OnuncaHue

--MarkAsSeen <cnucok cobbimuli> — OTMETUTb
nepeyYncieHHble COObITUA KaK «MPOYMTaHHbIe» (MAEHTUdMKATOPI
COBLITUIN NepeYnCatoTCA Yepes 3anaTyto).

Ecnv TpebyeTcs OTMETUTb KaK «MpOoYnUTaHHbIe» WIN YAaAWTb BCe
COObITUA, BMECTO <cnucok cobeimuli> ykaxute Al1l. Hanpumep,
KoMaHAa

$ drweb-ctl events --MarkAsSeen All

OTMETUT KaK «MPOYnNTaHHbIE» BCE MMEROLLMeCA cobbITuA

HasHaueHue: ChopmupoBaTb oTHeT 0 cobbiTMsAx Dr.Web Server
Security Suite B Buge ctpaHunubl HTML (Teno cTpaHuubl BbIBOAKTCA
B yKa3aHHbIV pain).

AprymeHTbl

<mun> — TN COBbITUI, ANA KOTOPbIX GOPMUPYETCA OTYET
(yka3biBaeTcs o4MH TuM). BO3MOXXHbIE 3HaYeHNsA CM. B ONUCaHUM
onuun ——Types KOMaHAbl events. Obs3aTesbHbI apryMeHT.

onuum

-0 [--Output] <nyme k ¢aliny> — COXpPaHUTb OTYET B
yKa3aHHbIM dann. ObszaTenbHas onums.

-s [--Since] <0ama, 8pemMs> — BKNHOUUTb B OTUET COOLITUS,
npowusoLuesline He paHee ykazaHHOro MOMeEHTa BpeMeHH
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <0dama, 8pemMs> — BKAHOUUTb B OTUYET COOLITUS,
npowusolueLne He nosaHee ykasaHHOro MOMEHTa BPeEMEHM
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

--TemplateDir <nyme K kKamasao2y> — MyTb K KaTanory, B

KOTOPOM Haxoaatcs darinbl WwabnoHos HTML-cTpaHuLbl oTyeTa.

Oonuun -s, —un ——-TemplateDir ABAAKOTCA HeOHA3aTEIbHbIMU.

HasHaueHwue: BbiBecTn Ha 3kpaH MHPOpMaL Mo 06 akTUBHOM
NNLLEH3UW, NONYUNTb AEMOHCTPALMOHHYIO NLLEH3UIO UK
MONYYNTb KNHOUEBON dalin ANs yXke 3aperncTprpoBaHHOWM
NMLeH3UK (HanpvMep, Ha caliTe KOMMaHuK).

Ecam He ykazaHa HM OfjHa OMLMS, TO BbIBOAUTCS ClesytoLlas
nHbopmaums (eciv UCNONb3YETCA INLEH3US A5 aBTOHOMHOTO
pexunma paboTbl):

e HOMEP JINLLEH3MNY,
e /laTa 1 BPEMS OKOHYaHUSA AeCTBUSA NLEH3UN.

Ecam ncnonb3yetcs nvLeH3wns, BbijaHHas CepBEPOM
LEeHTPan30BaHHOM 3alLuThl (418 paboTbl B pexmnme
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OnuncaHue

LLleHTPaNn30BaHHOW 3alWuThbl UV B MOBUIBHOM pPeXMME),
BbIBOAWTCS COOTBETCTBYHOLLAs MHbOPMaLKs.

AprymeHTbl: Hert.

onuumn

--GetDemo — 3aMnpoCuTb EMOHCTPALMOHHbIV KAHY CPOKOM Ha
MeCsiLL U MOJYYNTb €ro, eCM He HapyLLUEHbI YCIOBUSA MOJTyYeH s
AEMOHCTPALMOHHOIO neproza.

--GetRegistered <cepuliHblli HOMep> — NONY4YUTb
NINLEH3MOHHBIN KAtoueBOW daisl ANs yKa3aHHOMO CepUIHOro
HOMepa, eC/IV He HapyLLEHbl YCIOBUA MOAYYEeHNA HOBOTO
katoueBoro daisia (HanpumMep, NporpamMma He HaxoAuTCs B
pexuMe LeHTPaAn3oBaHHOM 3aLuTbl, KOTAa NVLEH3NeN ynpaBaseT
cepBep LeHTPann3oBaHHOM 3aLuThbl).

--NetworkTimeout <UHMepsas epemMeHU> — TaliM-ayT B
MWUJINCEKYHAAX Ha CETEBbIE OMepaLMn NPy NCMOb30BaHNM
KoMaHAbl 1icense. icnonb3yetcs Ans NpoAOKEHNS aKTUBaLUK
B C/lydae BpemMeHHOro obpbiBa coegnHeHmns. Ecnm obopeaHHoe
CeTeBOe CoeAnHeHne ByaeT BOCCTAHOBNIEHO 0 UCTEYEHUS TaliM-
ayTa, TO akTuBauus ByaeT npogoakeHa. Ecam ykasaH 0, To Talm-
ayTa Her.

3HauveHne No yMon4aHuto: 0.

--Proxy http://<umsa noaszoeamesnsa>: <napose>Q<adpec
cepsepa> : <HOMep Nopma> — MONYUYNTb JNLEH3NOHHbBIN KNHOY
yepes NpoKcu-cepBep (MCMONb3yeTCs TOIbKO COBMECTHO C OfHOM
13 NpeabIAyLNX ONunin — —-GetDemo UAN —-GetRegistered).

Ecnu cepuliHblli HoMep He A8/19emcs cepuliHbIM HOMepoMm
0eMOoHCMpayUuoHHo20 nepuoda, Mo oH Jo/ikeH bbime
npedsapumesibHO 3ape2ucmpupo8aH Ha calime KOMNAHUU.

MoapobHee o nLeH3npoBaHuK npoaykToB DrWeb cm. pasgen
JlnueHsvpoBaHve.

[ns pernctpauuv cepuitHoOro Homepa u ans
: MoJIyYeHNs JEMOHCTPALIMOHHOrO Nneproja
TpebyeTcs Hannume NoAKAOUYEHNS K UHTEPHETY.

HasHaueHue: BbiBecTu B KOHCOb (NOTOK stdout) nocneaHve
3anucm xypHana Dr.Web Server Security Suite (aHanormuHo
KOMaHze tail).

AprymeHTbl: Hert.

PykoBoacTBO agMunHMCTpaTopa
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OnuncaHue

onuum

-s [--Size] <YUCIO> — UYNCNO NOCIAEAHMX 3aMMCEN XYpPHaNa,
KOTOPbI€ HY>KHO BbIBECTM Ha 3KPaH.

-c [--Components] <CNUCOK KOMNOHEHMOo8> — CMnCoK
NaeHTMOMKATOPOB KOMMOHEHTOB, 3amnmncu KoTopbix byayT
BbiBeEeHbl. YKka3biBatoTcA yepes npoben. Ecim napametp He
yKa3aH, BbIBOAATCA BCe AOCTYMHblE MOCAEAHMNE 3anncy,
OTMpaB/ieHHble B XXypHan Nt06bIM 13 KOMMOHEHTOB.

AkTyanbHble NAeHTUGMKATOPbI YCTaHOBIEHHbIX KOMMOHEHTOB
(T. €. BHYTPEHHVE MMeHa KOMIMOHEHTOB, BbIBOAWMbIE B XYypHa)
Bbl MOXETe y3HaTb, CMOJb3ys KOMaHay appinfo.

-f [--Follow] — OXWAaTb MOCTYMNAEHMSs HOBbIX 3anuncen B
>KYpPHan 1 BbIBOAUTb UX Ha 3KpaH cpasy npuv noctynieHnm
(HaxxaTne CTRL+C npepbiBaeT oXungaHue).

| [ns BbINOAHEHUS 3TOW KOMaHAbl TpebyeTcs,
: ytobbl drweb-ctl Bblna 3anyLleHa OT UMeHU

cyrnepnosb3oBartens (06bIYHO NONb30OBaTeNd root).
Mpwn HEeobX0ANMOCTH |/|C|'|011b3y|7|Te KOMaHAbl su
nnan sudo.

HasHaueHwue: BbiBeCTV Ha 3KpaH CTaTUCTMKY paboTbl
KOMMOHeHTOB, 0bpabaTbiBatowux dalibl, NMO60 areHTa CeTeBown
npoBepku AaHHbix Dr.Web Network Checker (HaxaTtne CTRL+C
nan Q npepbiBaeT oTobpaXkeHne CTaTUCTUKKY).

B cTatuctmke otobparkaercs:

® VM5 KOMMOHEHTa, MHULMMPOBABLLEro Nposepky ¢alnios;

PID KOMMNOHeHTa;

e ycpefHeHHoe KonnyectBo dainnoB, obpabaTtbiBaeMblx B CEKYHAY
3a MOCNEAHIOK MUHYTY, 5 MUHYT, 15 MUHYT;

e MPOLEHT UCMO/Ib30BaHMs KELLA NMPOBEPEHHbIX GaitioB;
e CpejHee KOAMYECTBO OWMOOK MPOBEPKM B CEKYHAY.
[ns areHTa pacnpeneseHHON NPOBEPKN Ha 3KPaH BbIBOAUTCS:

® MepeyeHb JIoOKaJibHbIX KTMEHTOB, MHAUMNPOBAaBLLUKX
CKaHnpoBaHWe;

e repeuyeHb yAaneHHbIX y3/0B, KOTOPbIM NepesaHbl Gaibl Ha
CKaHVpPOBaHWE;

e repeyeHb yzaneHHbIX Y3/10B, OT KOTOPbIX NMOAyYeHbl dainbl Ha
CKaHVpoOBaHMe.

[N noKanbHbIX KNMEHTOB areHTa pacrnpeseneHHOn NpoBepku
yka3biBaetca umsa u PID, a ana yaaneHHbIX — agpec v nopT y3na.

ﬂ,J'IFI Ka>XkA0ro KineHTa, Kak J1okaJlbHOro, Tak 1 yaaieHHoro
BbIBOAUTCA:
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OnuncaHue

e CpejiHee 3a CeKYHAY KONMUECTBO NPOBEPEHHbIX hainnos;

e CpesHee 3a CEKYHAY KOJIMYECTBO MepesaHHbIX U MONyYeHHbIX
6auT;

e CpejHee 3a CeKyHAy KONMYECTBO OLNOOK.

AprymeHTbl: Her.

onuumn

-n [--Netcheck] — BbIBECTW Ha 3KpaH CTaTUCTUKY paboThl
areHTa CeTeBOIN MPOBEPKM JaHHbIX

9.2.4. NMpnmepbl NCNO/Ib30BaHUA

B atom paspene

e [1IpoBepka 06bLEKTOB

o [1pOCTble KOMaH/bl MPOBEPKN

o [poBepka dannos, OTOBPaHHbIX MO KPUTEPUAM

o [IpoBepka AONONHUTE/bHbIX OOEKTOB

YnpasaeHve koHbUrypaumvemn

YnpaeaeHve yrpo3amm

Mprmep PaboTbl B pexXMMe aBTOHOMHOIO 3K3eMnaspa

NMpoBepka 06bekTOB

MpocTblie kKOMaHAbl NPOBEPKN

1. BbINOAHWUTL NPOBEpPKY KaTanora

$ drweb-ctl scan /home

/home € napaMeTpamu No yMONYaHMIO:

2. BbinonHWTL NpoBepky cnucka nyTten kK Garinam, nepeyncieHHsimM B daine daily scan (Mo

OAHOMY NyTW B CTpoke daina):

$ drweb-ctl scan --stdin < daily scan

3. BbINONHUTL NpPOBEPKy 3arpy304HOM 3anmncK Ha AMCKOBOM YCTPOWCTBE Sda:

$ drweb-ctl bootscan /dev/sda

4. BbINONHWTb NPOBEPKY 3anyLLEeHHbIX MPOLLECCOB:

$ drweb-ctl procscan
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MpoBepka ¢aiinoB, oTo6paHHbIX MO KPUTEPUAM

B HmxKenpuBeseHHbIX NpuMepax ans GopMmnpoBaHns Beibopkin dannos, noanexalymx npoBepke,
NCNoNb3yeTcs pe3ynbTaT paboTbl yTUANTLI £ind. MNonyyeHHbIV NepeyeHb GannoB nepesaeTcs
KomaHge drweb-ctl scan C NnapamMeTpom —--stdin manm --stdino0.

1. BbINONHUTL NPOBEPKY Crvcka GpalinoB, BO3BPALLEHHbIX YTUAUTOM find, U pa3AeneHHbIX
cumosiom NUL (\0):

$ find -print0 | drweb-ctl scan --stdin0

N

MpoBepuTh BCe dalibl BCEX KaTasoros, HauMHas ¢ KOPHEBOTO, HAXOAALLMXCS Ha OLHOM
pa3zene GpannoBoOu CUCTEMBI:

$ find / -xdev -type f | drweb-ctl scan --stdin

w

MpoBepwuTb BCe paiisibl BCeX KaTasioroB, HauMHas ¢ KOPHEBOTO, KpOMe
davnoB /var/log/messages U /var/log/syslog:

$ find / -type f ! -path /var/log/messages ! -path /var/log/syslog | drweb-ctl scan
--stdin

&>

MNpoBepuTb BO BCEX KaTanorax, HaumMHas C KOPHeBOro, Ganbl, NpuHaanexatme
nosb3oBaTesto root:

$ find / -type f -user root | drweb-ctl scan --stdin

e

MNpoBepuTb BO BCEX KaTanorax, HaumMHas C KOPHeBOro, Ganabl, NpuHaanexatme
nosb3oBaTensiM root n admin:

$ find / -type f \( -user root -o -user admin \) | drweb-ctl scan --stdin

o

MNpoBepuTb BO BCEX KaTanorax, HaumMHas C KOPHeBOro, danbl, NpuHaanexatme
nonb3oartenam c UID n3 gnanasona 1000-1005:

$ find / -type f -uid +999 -uid -1006 | drweb-ctl scan --stdin

~

MpoBepuTb dalibl BO BCeX KaTanorax, HaumHas ¢ KOPHEBOTO, HO HAXOASALLMXCS He bonee
4eM Ha MATOM YPOBHE BIOXXEHHOCTN OTHOCUTE/IBHO KOPHEBOTO KaTasiora:

$ find / -maxdepth 5 -type f | drweb-ctl scan --stdin

oo

MNpoBepuTb Galbl B KOPHEBOM KaTasore, He 3aX0As BO BIOXKEHHbIE KaTanoru:

$ find / -maxdepth 1 -type f | drweb-ctl scan --stdin

o

npOBepl/ITb CI)aVIIIbI BO BCeX KaTajsorax, HadynHaa ¢ KOpHEBOIO, Npn 3TOM C1ieg0BaTh Mo
BCTpevarnwmnmca CMMBOJINYECKNM CCblIKaM:

$ find -L / -type f | drweb-ctl scan --stdin
10. ﬂpOBepl/ITb CI)aVIﬂbI BO BCeX KaTasiorax, HaunMHaAa C KOPHEBOTO, MNPV 3TOM He Cieg0BaTh Mo
BCTpevarnwmnmca CMMBOJINYECKNM CCblIKaM:
$ find -P / -type f | drweb-ctl scan --stdin
11. ﬂpOBepl/ITb BO BCeX KaTaJiorax, HaudmHaa C KOPHEBOrO, CI)aVIﬂbI, CO34aHHbIe He MNOo3XKe, Yem 1
masn 2017 roaa:

$ find / -type f -newermt 2017-05-01 | drweb-ctl scan --stdin
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MpoBepka AONONAHUTE/IbHbIX 06BbEKTOB
MNpoBepka 06beKTOB KaTanora /tmp Ha yaaneHHom y3ne 192.768.0.7 npn NOAKAOUEHUN K HEMY
yepe3 SSH kak nosb3oBaTesb user ¢ NapoaemM passw.

$ drweb-ctl remotescan 192.168.0.1 /tmp --Login user —--Password passw

YnpaBneHue koHpuUrypauuemn
1. BbIBECTM Ha aKpaH MHPOPMaLMIO O 3anyLUeHHbIX KoMnoHeHTax Dr.Web Server Security Suite:

$ drweb-ctl appinfo

2. BbiBecTn Ha 3KkpaH BCe napamMeTpbl U3 cekummn [Root]:
$ drweb-ctl cfshow Root
3. 3apatb 3HayeHve No 414 napamMeTpa Start B cekumn [LinuxSpider] (3TO npuBeseT K
oCTaHOBKe paboTbl MOHUTOpPa parnoBom cuctembl SplDer Guard):
# drweb-ctl cfset LinuxSpider.Start No
[Ans 3Toro TpebyroTca NosHOMOUMA cyneprnoab3oBatens. [prmep Bbi30Ba 3TON XXe KOMaHZbl C
Mcrnonb3oBaHMeM sudo AN BPEMEHHOTO MOBbILIEHWUA MOJHOMOUNIA:
$ sudo drweb-ctl cfset LinuxSpider.Start No
4. BbINOAHWTb NPUHYAUTENBbHOE OBHOB/IEHME aHTUBMPYCHBIX KOMMOHeHTOB Dr.Web Server
Security Suite:

$ drweb-ctl update

5. BbInoaHuUTb Nepesarpysky koHourypaumm ans komnoHeHToB Dr.Web Server Security Suite:
# drweb-ctl reload
[Ans 3Toro TpebyroTca NosHOMOUMA cynepnoab3oBatens. [pumep Bbi30Ba 3TON XXe KOMaHZbl C
Mcnonb3oBaHneM sudo AN BPEMEHHOTO MOBbILLIEHWUA MOJHOMOUNIA:
$ sudo drweb-ctl reload
6. Moakntoumtb Dr.Web Server Security Suite k cepBepy LieHTpa/M30BaHHOWN 3aLUNTbI,

paboTtatowemy Ha y3ne 7192.168.0.1, npu ycnoBumm, 4To cepTudmKaTt cepepa pacrnosiaraeTcs B
darne /home/user/cscert.pem:

$ drweb-ctl esconnect 192.168.0.1 --Certificate /home/user/cscert.pem

7. Moaxntoumtb Dr.Web Server Security Suite k cepBepy LieHTpa/iM30BaHHOW 3aLL1Tbl, UCMONb3YA
dann HacTpoek noakatoueHns install.cfaq:

$ drweb-ctl esconnect --CfgFile <nyme k ¢aliny install.cfg>

8. Otkntoumtb Dr.Web Server Security Suite oT cepBepa LleHTpaAn30BaHHOW 3aLnThbI:

# drweb-ctl esdisconnect

,U,IIFI 3TOro Tpe6y+0Tc;| NOJIHOMOUYNA Cynepnosib30BaTeNA. I'Ipvnvlep Bbl30Ba 3TOM Xe KOMaHAbl C
MCMoab30BaHMEM sudo ANA BPEMEHHOTO MOBbILWLEHNA NMOJHOMOUYUNIA;

$ sudo drweb-ctl esdisconnect

PykoBoacTBO agMunHMCTpaTopa
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9. lNpocmoTpeTb NOCAeAHME 3anncK, BHECEHHbIE KOMMOHeHTaMu drweb-update N drweb-
configd B >xypHan Dr.Web Server Security Suite:

# drweb-ctl log -c Update ConfigD

YnpaBneHue yrposamu
1. BbiBECTW Ha 3kpaH MHPOPMaLMo 06 0BHapPY>KEHHbIX Yrpo3ax:

$ drweb-ctl threats

2. TMepemecTnTb BCe dainbl, cogepkalye Heobe3BpeXXeHHble Yyrpo3bl, B KapaHTWH:

S drweb-ctl threats --Quarantine All

3. BbIBecT” Ha 3KpaH cnncok $arioB, NepeMeLLeHHbIX B KapaHTUH:

$ drweb-ctl quarantine

4. BocctaHOBUTb BCe Palnibl U3 KapaHTMHa:

$ drweb-ctl quarantine --Restore All

Mpumep paboTbl B pe>kmme aBTOHOMHOIO 3K3eMnisapa

MpoBepuTtb Ganbl n 06paboTaTh KapaHTUH B PEXMME aBTOHOMHOIO 3K3eMMNspa:

S drweb-ctl scan /home/user -a —--OnKnownVirus=QUARANTINE
$ drweb-ctl quarantine -a --Delete All

MNepBas kOMaHAa NpoBepUT Gariabl B KaTanore /home/user B pexXnmMme aBTOHOMHOrO
3k3emMnaspa, n Gannbl, cogepkallime N3BecTHble yrpo3bl, OyayT NnoMmeLleHbl B KapaHTUH. BTopas
KomaHza obpaboTaeT cosep>KMMoe KapaHTMHa (TakKe B pexXunme aBTOHOMHOTO 3K3eMmnaspa) u
yAANUT BCe cofepiKallmecs B HeM OObeKTbI.

9.2.5. MNapameTtpbl KOHPUrypaLuumn

YTunuta ynpaBneHus n3 komaHgHou ctpokn Dr.Web Ctl He nmeeT cobcTBeHHOW cekumm
napameTpoB B 06beAnHEHHOM KOHGUrypaunoHHom davine Dr.Web Server Security Suite.
YTunuta ncnonb3lyeT napameTpbl, yKasaHHble B ceklimm [Root].

PykoBoacTBO agMunHMCTpaTopa
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.3. Be6-uHtepdevic ynpaBneHus Dr.Web

B aTom pasaene

Ha3HaueHue

CucteMHble TpeboBaHums Beb-nHTepderica

Joctyn K ynpasaeHuto Yepes Beb-nHtepdenc

[naBHOE MEHH

HasHaueHue

Beb-nHtepdenic ynpasneHuns Dr.Web Server Security Suite no3BosifeT BbINOAHATL CaeytoLme
LencTBUS:

npocmaTpmBaTth COCTosiHME KoMnoHeHToB Dr.Web Server Security Suite, 3anyckaTtb u
OCTaHaB/AMBaTb PabOTy HEKOTOPbIX U3 HUX;

NpoCcMaTpuBaTh COCTOSHME OBHOBAEHWNI U 3amnycKkaTb OBHOBIEHNE BPYUHYH Npwu
HeobxoAMMOCTH;

npocMaTpmBaTb COCTOAHUE JIMLLEH3NN U 3arpy>XaTb .I'IMLI,eH3MOHHbIl‘/J1 KAKOY rnpn HeO6XO,£I|VIMOCTVI}

npocMaTpuBaTh NepeyeHb 06Hapy>XeHHbIX YrPO3 1 YNPaBAsTh COAEPXKUMbIM KapaHTUHA
(oTOBpaxkatoTca TOIbKO Yrpo3bl, OOHapYy>KeHHble B daiinax JoKasibHOW GainioBOM CUCTEMBI
komnoHeHToM Dr.Web File Checker);

BbINOJ/IHATL PeAaKTUpOBaHNe HacTpoek KomnoHeHToB Dr.Web Server Security Suite;

noakntouatb Dr.Web Server Security Suite k cepBepy LLeHTpann30BaHHOW 3aLMTbl NN
nepeBoOAUTb €ro B aBTOHOMHbIV pexxuM paboTbi;

3anyckaTb NPOBEpPKY NOKa/bHbIX GalioB MO TPebOBaHWUIO (B TOM YMCae NepeTackuBaHNEM UX
Ha CTpaHuLly, OTKPbITYtO B bpay3epe).

CuctemHble TpeboBaHMA Beb-nHTepdenca

KoppekTtHas paboTta Beb-mHTepdenca ynpaBaeHns rapaHTUpyeTcsa B cnegytowmx bpaysepax:

e Microsoft Internet Explorer Bepcun 11 1 6onee no3zgHen;

e Mozilla Firefox Bepcun 25 n 6onee nosgHen;

e Google Chrome Bepcuun 30 n 6onee no3gHew.

[ocTtyn kK ynpaBneHuto uepes Be6-uHreppeic

Ans poctyna K Be6-MHTEpdeNcy HeEO6XOANMO B afpecHON CTpoke bpay3epa BBECTU agpec BUAa:

https://<xocm_drweb>: <nopm>/

PykoBoacTBO agMunHMCTpaTopa
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raoe <xocm_drweb> — IP-agpec nam nms y3na, Ha kotopom pabotaet Dr.Web Server Security
Suite, B cocTtaBe KOoTOpOro dyHKUMOHUPYeT cepBep BeH-nHTepderica Dr.Web HTTPD, a <nopm>
— MNOPT Ha 3TOM y31e, npocaywmBaembii Dr.Web HTTPD. Jas goctyna k komnoHeHTam Dr.Web
Server Security Suite, paboTaroLLero Ha 10kaabHOM y3/1e, JOCTaTOYHO MCNOAb30BaTh IP-agpec
127.0.0.1 mam nma localhost. [Tpn HacTporKkax NO yMOAYAHUIO UCMONb3yeTcA NopT 444 3.

Takvm 06pasom, Ans foctyna K Be6-nHTepdelicy Ha 1oKasbHOM KOMMbHOTEPE NPWU HACTPOMKax
MO YMOJYaHMNI0 HeOBXOAMMO BBECTU afpec:

https://127.0.0.1:4443/

B cnyyae ycnewHoro noAkatoueHns K cepBepy ynpaBaeHusa Ha aKpaHe noaBuTCA CTapToBas
CTpaHuua, cogepxalas Gopmy ayteHTMdumKaumm. [ns 4octyna K ynpaBaeHUo HeobXoaAnMo
NPOWTK ayTeHTMdMKaLMIO, BBEAA B COOTBETCTBYHOLLME NOASA GOPMbI IOTUH 1 Napob
nosib3oBaTtens, obnajaroLlero agMMHUCTPATUBHBIMY MOJHOMOUYMSAMN Ha y3/e, Ha KOTOPOM
dyHKumnoHupyet Dr.Web Server Security Suite.

Mpun HeobxoANMMOCTI Bbl MOXeTe obecrneynTb aBTOpM3aLuMio Ha Beb-nHTepderice No IMYHOMY
ceptudumkaty nosbzosatens. [ina aToro:

1. Co3paiTe IMUHBIA cepTUdUKAT, MOAMMUCAHHBIA CEPTUPUKATOM YAOCTOBEPSIOLLErO LLEHTPA.

2. VIMnopTtupynTte NOANMCaHHbIN cepTUPUKaT B KauecTBe YA0CTOBepAoLLEero ceptudmkara
nonb3oBaTens B bpaysep, yepes KOTOPbIM OCYLLLECTBASETCA NOAK/IOYEHNe K Beb-UHTepdeicy
yrnpaB/ieHus.

3. B Hactpovikax komnoHeHTa Dr.Web HTTPD (napameTtp AdminSs1CA) yKaxuTte nyTb K Gpanny
cepTmdukaTa y40CTOBEPAIOLLErO LLeHTPa, KOTOPbIM MOAMUCaH Ball NYHbIA cepTudumKar.

Mpw aBTOpM3aL MM Ha BeO-MHTepderice No AMYHOMY cepTudmKaTy nonb3oBaTens dpopma
aBTOPM3aLLMM He NOKa3bIBAETCA NP Hayane paboTbl ¢ Be6-nHTEpdericom, a NoibL30BaTeNb
aBTOPU3yeTCA Kak Nosb30BaTeslb root.

Mpwn HeobxoanmocTn obpatutecs K MHPopmaLmmn B pasgene [punoxerve [. leHepaums
ceptnomkartos SSL.

FnaBHOE MeHIo

B neBoit yactu cTpaHuL, Beb-nHTepderica ynpaBieHns, OTKPbIBAOLWMUXCSA MOCAE YCMELHOrOo
MPOXOXAEHNS ayTEHTUDMKALMM, PACMONOXKEHO ITAaBHOE MEHHO, COCTOSILLEE U3 CNIeAYHOLLUX
MYHKTOB:

e MnaBHaA — OTKPbIBAET [N1aBHYO CTPaHVLLY, Ha KOTOPOW oTobpaXKaeTcs nepeyeHb
yCTaHOB/IEHHbIX KoMnoHeHToB Dr.Web Server Security Suite n nx coctosHue.

¢ Yrposbl — OTKpbIBaeT CTpaHu1Ly, oTobpaatoLLyo Bce yrpo3bl, 0O6Hapy>KeHHbIe Ha cepBepe. B
3TOM pa3zene Bbl MOXeTe OCYLLEeCTBAATb yrpaB/ieHne 06Hapy>XeHHbIMW Yrpo3amMu, B TOM
yncne, nepemMeLatb UHOMLMPOBaHHbIE O6BEKTHI B KAPAHTUH, OCYLLECTBAATH MOBTOPHYH
NpOBepKy, NeyeHne v yaaneHune BpefOHOCHbIX O6bEKTOB.

e HactpoWiku — OTKpbIBaeT CTpaHWLy ynpaB/ieHus HacTporikaMmu komnoHeHToB Dr.Web Server
Security Suite, ycTaHOBNEHHbIX Ha cepBepe.

PykoBoacTBO agMunHMCTpaTopa
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¢ NHdopmauma — oTKpbIBaeT CTPaHKWLLy NPOCMOTpPa KpaTkon nHdopmaLmmn o Bepcun Beb-
nHTepdeiica n COCTOAHNN BUPYCHbIX 6a3.

e CnpaBka — OTKpbIBaeT B HOBOW Bk/agke bpay3epa cnpasky no npogyktam Dr.Web gna Unix.

¢ MpoBepuTb Ppaitn — NokasbiBaeT NaHesb OnepaTMBHON NpoBepky daraoB, koTopas byaeT
AOCTyMHa nNoBepx Nt060oK CcTpaHuLbl Beb-nHTepdenca O MOMEHTA 3aKPbITUA NaHEeNN.

e BbIiiTM — 3aBepLuaeT ceaHC paboTbl TEKYLLEro NO/b30BaTeNs C Be6-MHTEPDENCOM yrnpaBaeHNs
(HeZOCTYMHO, eCN UCMOb3YeTCs aBTOPMU3aALLUA MO IMYHOMY cepTudmKaTy Nosb3oBaTens).

9.3.1. YnpaBaneHne KOMMNOHEHTaMM

MpocMOoTp NepeyHs KOMMOHEHTOB, BxoaALwmx B coctaB Dr.Web Server Security Suite,
ynpasJ/ieHve nx paboToi OCyLLECTBAAIOTCA Ha CTpaHuLe FnaBHas.

Otobpaxkaemble komnoHeHTbl Dr.Web Server Security Suite pa3zeneHbl Ha ABe 4acTu: OCHOBHbIE,
BbINONHAIOLLME OBHapPYXXEHWNE Yrpo3, 1 CePBUCHbIE, OBECNeUnBatOLLME KOPPEKTHYIO paboTy
Dr.Web Server Security Suite B uenom. NepeyeHb OCHOBHbIX KOMMOHEHTOB (3aBUCUT OT MOCTaBKM)
oTobpaxkaeTcs B BUAE TabAULbl, PAaCMONIOXKEHHOM B BEPXHEN YacTh cTpaHuubl. [as Kaxaoro
KOMMOHEHTA yKa3blBaeTCs:

1. HasBaHue. HaxkxmuTe Ha3sBaHwue, yTObbI rlepe17|T|/| K CTpaHuLe HacTpoeK KOMMOHEHTa.

2. CocrosiHme. COCTOsIHME, B KOTOPOM HaXOAMUTCA KOMMOHEHT, UANKOCTPUPYETCS
nepekoYaTeneM 1 TeKCTOBOM MOAMUCHIO, OTOBpaXkatoLLet TeKyLLee COCTOSIHWE, B KOTOPOM
OH HaxoamnTcs. YTO6bI 3aMyCTUTb KOMMOHEHT UAN MPUOCTAaHOBUTL €ro paboTy, HaXKMUTe
nepeksitouaTeNb. BO3MOXHbIE COCTOAHNA NepekatoyaTens:

KOMMOHEHT OTK/ItOUEH U He NCMOo/b3yeTCs.
B | KoMnoHeHT BKAKOUEH U KOPPEKTHO (BYHKLIMOHMPYET.

[ | KomnoHeHT BKAtOUEH, HO He GyHKLMOHUPYET BCIEACTBIE NPOMU3OLIEALIENH OLMGKM.

Ecan B paboTte koMnoHeHTa Npom3oLuia ownbka, BMECTO COCTOSHNA BbIBOAUTCA cOObLeHne

1 o o
06 owmbke. Haxxmunte 2/, 4to6bl OTKPLITE BCMbIBAKOLLEE OKHO C NOAPO6HOMN NHbOPMaLmen
O Npow3oLuesLlei ownbke N peKoMeHAALMAMM MO ee yCTPaHEHWHO.

3. Harpyska. CpegHee uncno dainos, 06paboTaHHbIX KOMMTOHEHTOM 3a CEKYHZAY B TeYeHne
nocnesHen MUHYTbI, 5 MUHYT, 15 MUHYT (TpW Yncna, pasgeneHHbIX KOCON YePTON).

4. Owmbkn. CpesHee uncno owmnbOK 3a CekyHAy, Npon3oLlesLumnx B paboTe KOMMNOHeHTa B
TeyeHne nocneaHen MMHyTbI, 5 MUHYT, 15 MUHYT (TPK YncCaa, pa3aeneHHbIX KOCON YepTon).

HaBeguTte yka3zaTesnb Ha -, 4TOObI NONYyYMTb BCMJIbIBAOLLYHO MOACKA3KY.

Moz Tabanuelrt OCHOBHbIX KOMMOHEHTOB B BUAe Habopa NANTOK NepeyncastoTca CepBUCHbIE
komnoHeHTbl Dr.Web Server Security Suite (takne kak Dr.Web Scanning Engine, Dr.Web File
Checker n gp.). lns HAX Tak>Ke YKa3bIBatOTCA COCTOSHNE U CTaTUCTUKA UX paboTbl. Haxxmute
Ha3BaHWe KOMIMOHEHTA, YTOObl OTKPbITb CTPaHULY ero Hactpoek. Kak npaBuao, 3T KOMMOHEHTbI
3anyckaroTCs 1 3aBepLUakoTCa aBTOMaTMYeckn, no Mepe HeobxoammocTu. Ecam kakon-nmbo mn3

PykoBoacTBO agMunHMCTpaTopa
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HWUX MOXET ObITb 3anyuweH nam oCtaHoOBAEH MNOJIb30OBaTe/IEM BPYYHYHO, TO, KOOME Ha3BaHUA N
CTaTUCTUKN pa6OTbI, B NANTKE CEPBNCHOINO KOMMNOHEHTa AOCTYMNEH BbIKAKOYaTENb AN1IA YNpaBAeHNA
€ro 3anyckom.

B HM>XKHEeW yacTu cTpaHuMLbl yKa3biBaeTca MHPoOpMaumns o BUPYCHbIX 6a3ax v avueH3nn. KHonka
O6HOBUTb NMO3BOJSET HaUaTb NPUHYANTEIbHOE OOHOB/IEHNE BUPYCHBIX 6a3, a KHOMKa
Mpoanutb (M1 AKTUBMpPOBaTb JIMLLEH3UIO, B 3aBUCUMOCTU OT TEKYLLEro COCTOAHUA NNLLEH3UN)
— NPOANNTb AN aKTUBMPOBATb NNLEH3MIO MYTEM 3arpy3Ku Ha CcepBep AeNCTBYHOLLLEro
katoueBoro danna, noaxoasawero ana Dr.Web Server Security Suite.

9.3.2. YnpaBneHue yrposamu

O630p nepeyHs 06Hapy>XeHHbIX YrPO3 1 yrpaB/ieHe MU OCYLLLECTBAAIOTCA Ha CTpaHuLLe
Yrpo3sbl.

Ha aTOoM cTpaHuLe NPpYBOANTCA MNOJHbLIN NepeYeHb Yrpo3, 06Hapy>KEeHHbIX KOMMOHEHTaMK
Dr.Web Server Security Suite, BBITONHAIOLMMN MOHUTOPUHT 1 NPOBEPKY GannoBOM cnucTembl. B
BEPXHEeW YacTu CTpaHWLIbl pacnonaraeTca MeHto, No3BoasatoLee oTGUALTPOBATL Yrpo3bl NO
KaTeropuam:

e Bce — 0T06paznTh B cnncke Bce 0OH6Hapy>XeHHbIE yrpo3bl (B TOM YMC/IE aKTMBHbIE U Te,
KOTOpble OblAN MOMeLLEeHbl B KapaHTWH);

¢ AKTUBHbIe — O0TO6Pa3nNTb B CMMCKE TONbKO akTMBHbIE YrPO3bl, T. €. Takune, KoTopble bbian
obHapy>eHbl, HO BCe eLlle He HEWTPaAn30BaHbl;

3abnokmnpoBaHHble — O0TOOPa3nTb B CMIMCKE YrPO3bl, KOTOPbIE HE HEMTPaNM30BaHbl, HO
Pannbl, cogepxkatyme nx, 6o 3a610KMpPOBaHbI AN8 AOCTyNa Noab3oBaTesen (akTyaabHO
TONBLKO ANA GanNoBbIX XPaHWAVLL, KOHTpoanpyeMbix SplDer Guard gna SMB);

B KapaHTUHe — OTO6pa3l/ITb B CMUCKe yrpo3bl, nepeMeLlLeHHble B KaPaHTUH;,

Owmnbku — 0T06Pa3nTb B CMcke yrpo3bl, NPU NoMnbiTke 06paboTky KOTOPbIX MPOM30LLAA
owmbka.

CnpaBa OT Ha3BaHWA KaX/A0W KaTeropuv B MeH0 0TobpaxkaeTca YMCao, NokasbliBatoLee
KONIMYeCTBO OBHapy>XeHHbIX YrpO3, COOTBETCTBYHOLMX JaHHOWN KaTeropuu. [na otobpaxkeHns B
crnucke yrpo3s Tpebyemoi KaTeropmm HaXxkMmTe ee Ha3BaHWe B MEHHO.

B cnucke yrpos ana kaxgown yrpo3bl BbIBOAUTCA Caeayrowas nHdopmMauumsa:

e ®ain — nva dainna, cogepkallero BpeAOoHOCHbIN 06beKT (MyTb K darny He yKkasbiBaeTcs);

Bnap,eneu, — MMA NOoNb30BaTeNIA, ABJAOLWEToCA Bhaje/ibLUeEM c|>a17|na, cojep>Kallero yrposy;

KOMNOHEeHT — 1Ms KOMMNOHeHTa, 0BHaPY>XMBLLErO yrpos3y;

¢ Yrpo3a — 1Ms BPejOHOCHOro 06bekTa, 0bHapy>KeHHOro B daine, no kaaccudukaLlmm
KomnaHun «/loktop Beb».

[na o6bekTa, BblAENEHHOrO B CMUCKE, CNpaBa OT CMMcKa BbIBOAUTCA NoApobHas nHbopmaums:

e 1MA yrpo3bl (BbIBOAWTCA B BUAE CCbINKW, MPU HaXaTun KOTOPOW B HOBOW BkiaAke bpay3epa
OTKpbIBaeTCs CTpaHuLa BupycHon ubanotekn Dr.Web c onvcaHunem yrpossl);

PykoBoacTBO agMunHMCTpaTopa

135



A7

Py
$

A
)
A

KomnoHeHTbl Dr.Web Server Security Suite

pa3mep dpanna B HaunTax;

MM$ KOMMOHEHTa, 06HapyXXMBLLErO yrposy;

AaTa n Bpems obHapy>XeHusa yrposbl;

Aiata v Bpems nocnefHero nsMeHeHus danna;

MMA Nonb3oBaTeNs-BAajenbla gaiia C yrposom;

VM$ TPYNMbl, KOTOPOW NPUHAANEXUT NONb30BaTeNb-BAaAeNeL;

NUMS yAaneHHOro Noab3oBaTtens, noMectusLlero Gann B xpaHuauiLe (akTyaabHO TONAbKO ANS
bannoBbIX XpaHUAULL, KoHTpoampyembix SplDer Guard ans SMB);

naeHTndrkaTop gaina € yrpo3on B KapaHTuHe, ecin Gann yxxke 6bl1 MOMELLEH B KAPaHTUH;

NOJHBIV NyTb K daliny B UCXOAHOM MecTe (TaM, r4e B HeM bblia 06Hapy>KeHa yrpo3sa).

YT06bI BbIAENINTL OOBEKT B CMINCKE, HAaXKMUTE COOTBETCTBYHOLLYHO CTPOKY Crincka. YTobebl
BblAenTb 60nee 0AHOro 0bbekTa, yCTaHOBUTE GaxKKM B CTPOKaX BblgensaemMblix 06bekToB. YTobbl
3a OAWH pa3 BblAeNVTb BCe 06beKTbl NN CHATL BblAeNeHne CO Bcex 0OBbEKTOB B CNUCKE,
YCTaHOBUTE WM CHUMUTE GIa>KOK, PacrnosoXeHHbIV B noae Pain B 3arosoBke Cnvcka yrpos.

ﬂ,flf-l npMmeHeHnaA AeVICTBVIVI K 06bekTaMm, BblAe€/IEHHbIM B CMUCKE Yyrpos, HeO6XOAl/IMO Ha>kaTb
COOTBETCTBYHOLLYH KHOMKY Ha NMaHENAN MHCTPYMEHTOB, pacnono>|<eHH017| HEeNnoCcpeACTBEHHO Haj,
CMNCKOM yrpos. B naHenu MHCTPYMEHTOB AOCTYNMHbI Ciegyrowmne KHOMKN:

@ Yaanute oTMeueHHble Gpaiinbl.

@ BocctaHOBWTb OTMEUEHHbIe dalisibl U3 KapaHTUHA B MCXOAHOE MECTO.

@ MPUMEHNTb AOMONHUTENIbLHOE AENCTBME K OTMEUYEHHbIM daitnam (BbIbrpaeTcs 13 BbiMajatoLLero
cnucka). JocTynHbl ciegyrolime 4ONONHUTENbHbIE AeNCTBUS:

e B kapaHTUH — nepemecTuTb Baiibl C yrpo3aMun B KapaHTWH;
o Jleuntb — MOMbITaTbCA BbIIEUYNTb YIPO3bI;

¢ WrHopupoBaTb — UIHOPMPOBaTb YrPo3bl, 06Hapy>XeHHbIe B OTMEUEHHbIX dainnax, v yaanutb
MX U3 CrMcka O6HapY>KeHHbIX Yrpos3.

| HekoTopble 13 KHOMOK MOTYT 6bITb HEAOCTYMHbI B 3aBUCMMOCTM OT TUMa BblAeNeHHbIX
: yrpos.

PykoBoacTBO agMunHMCTpaTopa
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ili [na paboTtamu ¢ yrposamu, obHapy>KeHHbIMKU Ha Tomax NSS, Tpebyetcs, UTo6b! Obin
: ycTaHoBneH 1 3anyuleH SplDer Guard ans NSS.

Ecnun B HacTponkax moHuTopa SplDer Guard ans NSS ans HEKOTOPOro TUna yrpo3 ykasaHo
JAenctBre B KapaHTUH, TO NPWY BOCCTaHOBJ/IEHUWN dalina C yrpo30K 3TOro Tmna us
KapaHTUHa Ha ToMm NSS oH ByaeT cHOBa He3aMeANNTENbHO MepPeMeELLEH B KapaHTUH.
Hanpumep, HaCcTponKkn MOHUTOPA MO YMOAYaHMIO MOMELLALOT BCE Hen3ieUMble 06beKTbl
B KapaHTVH, NO3TOMY NPV BOCCTAHOBNEHNN HEN31eUYNMMOro 0bbekTa 13 KapaHTMHa Ha TOM
NSS 370T 06bekT ByAeT CHOBa HE3aMeANNTENbHO MePEMELLEH B KapaHTUH.

Ha ctpaHuue Yrposbl Takxke OCTynHa NaHe b GuabTpauum Crnmcka yrpo3 Ha OCHOBaHUM
MOMCKOBOrO 3anpoca. Ytobbl oTOUALTPOBATb CMNCOK Yrpo3, OCTaBMB B HEM TOJIbKO Te 06beKTbI, B
OMNCaHWMM KOTOPbIX MPUCYTCTBYET 3afaHHas CTPOKa, BOCMO/b3yWTeCh CTPOoKon nouncka. OHa
pacrnonoXeHa B NPaBOM YacTN NaHen UHCTPYMEHTOB M OTMeYeHa 3Ha4ykoM Q Ans
bunbTpauum cnucka cnegyet BBECTU MPOU3BOJIbHOE CIOBO B CTPOKY MOWCKA, MPW 3TOM M3 Crncka
yrpo3 6yayT CKpbITbl BCe OOBEKTDI, HE CoZep>Kalle B CBOEM Ha3BaHUWN UAN OMMCaHUK
yKa3aHHOro cnoBa (MoMcK BbiNoaHAeTCs 6e3 yueTta pernctpa 6yks). YTobbl 0UMCTUTL pe3ynbTaThl
nomcka 1 BePHYTbCA K UCXOAHOMY CMMCKY, HaXKMUTe "' B CTPOKe NMoucka uan yaanute
MOMCKOBOE C/0BO.

9.3.3. YnpaBaeHue HacTponkamm

B atom paspene

e [1pOCMOTP U N3MEHEHME HACTPOEK KOMMNOHEeHTa B TabanyHon dopme

e [1pOCMOTP N U3MEHEHME HACTPOEK KOMMNOHEHTA B PeAakKTope ini

e J/loNoOJIHNTENBHO

MpocMOTp 1 M3MEHEHWe TeKYLLMX NapaMeTpoB KOHAUIypaLv KOMMOHEHTOB, BXOAALLMX B
coctaB Dr.Web Server Security Suite 1 nepeuyncieHHbIX Ha [1aBHOV CTPaHULLE, MPOU3BOAATCA Ha
cTpaHuue Hactpouku. Kpome Toro, Ha 31Ol CTpaHuue Bbl MoXeTe nepekatountb Dr.Web Server
Security Suite B pexxvmM yeHmpasau3oe8aHHoOU 3aujumel N B ABMOHOMHBbIU pexXnM paboTbl
(noapobHee 0 pexmmax paboTbl CM. pasgen Pexxnmbl paboThbl).

B neBoI YacTu cTpaHuLLbl pacnonaraeTcs MeHo, B KOTOPOM MepPeUncastoTcs BCe KOMMOHEHTI
Dr.Web Server Security Suite, HaCTPONKM KOTOPbIX AOCTYMHbI A5 MPOCMOTPA U PefakTUPOBaHWS.
UT06bl NPOCMOTPETL U U3MEHUTb HAaCTPOWKM KOMMOHEHTA, BbIGepuTe ero B MeHo, HaxaBs ero
UMsl. IM KOMMOHEHTa, HACTPOWMKM KOTOPOTO B AlaHHbI MOMEHT NMPOCMaTPUBaOTCs B pefakTope,
Bbl4E/AETCs B MEHIO C/1EBa.

e MNyHKT MeHto LLeHTpannsoBaHHasA 3awuTa No3Bo/SeT NepeT Ha CTpaHuLYy yipaBaeHmns
paboTol B pexunMe LLeHTPaan30BaHHON 3aLLmThI.

e [yHKT MeHt0O O6LMe HacTpoiikmK cooTBeTCTBYeT HacTpoiikam Dr.Web ConfigD,
obecrneunBatoLLero obuyro paboty Dr.Web Server Security Suite.
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Ecnm KOMMNOHEHT MMeeT KPOME OCHOBHOWM CEKLMWU HAaCTPOEK TakXKe N JOMOSHUTENbHbIE,
cneunduuHble cekLMmn HacTpoek (Hanpumep, Takue ekl MMeOTCA Y KOMMOHEHTa 3MyAsaLmMn
nutepdenica ClamAV® Dr.Web ClamD — B KaXA0W 13 HUX 3a4at0TCA MHAMBUAYaNbHbIE
napameTpbl NPOBEPKM A5 KIMEHTOB, MCMONb3YOLLMX ONPeAeNeHHbI aapec NoAKAUYEHNs), TO
CneBa OT UMEHM KOMMOHEHTA B MEHHO BbIBOAMUTCA 3HAUOK CBOPauMBaHMsA/pa3BopadmBaHmns
AOMNONHUTENbHbIX (MOAUYMHEHHbIX) CEKLMA HAaCTPOEK 3TOro KOMMoHeHTa. Ecam 3ToT 3Hauvok umeet
BWA ¥, TO LOMOJHUTE/IbHbIE CEKLMN CKPbITbI. ECIM >ke 3TOT 3HaUOK UMeeT BUA ~, TO
[AOMNOJIHUTENbHbIE CEKLIMM TakKe OTOBpaXkaroTCsl B MEHIO MO OAHOW CTPOKEe Ha AOMONHUTENbHYHO
cekumto. YTobbl CBEPHYTbL AN Pa3BEPHYTb CMNCOK MOAUYMHEHHbIX CEKLIMIA KOMMOHEHTA, HAXXMUTE
3HaYyOK CBOpayMBaHUs/pa3BopaymBaHmsa COOKY OT UMEHMN HY>XHOrO KOMMOHEHTa B MEHHO.

e /lonosHUTENbHbIE CEKLMN HAaCTPOEK KOMMOHEHTa OTOHpaxatoTcs ¢ OTCTYyNoM BnpaBo. YTobbl
NPOCMOTPETb WM OTPeAaKTUPOBaTb NapamMeTpbl JOMOJHUTENbHON CEKLUN, HaXXMUTE ee
Ha3BaHwe.

e YT06bI #06aBUTL /19 KOMMOHEHTa HOBYHO NOAYMHEHHYHO CEKLIMIO MapamMeTpoB, eC/IN OH
AoNycKaeT Takyto BO3MOXHOCTb, HaxmuTe F. DTOT 3HaUOK pacnonoxeH cnpaga OT MMeHH
KOMMOHEHTa 1 NosABAAETCA NPU HaBeAeHUN YKa3aTeNa MblllY Ha UMA KOMMOHeHTa. [anee
yKaXxuTe yHUKanbHoe UMS (Ter) JONOJHUTEeNbHOWN cekuum napameTpoB 1 HaxkmuTe OK. YTobebl
oTKasaTbCA OT AobaBNeHNA HOBOM CeKLUM, HaxXMunTe OTMEHUTD.

e YT06bl yAaNIUTb MOAYMHEHHYIO CEKLIMIO MAapaMeTPOB, HaXXKMUTe . DTOT 3HAYOK PacrnoNoXeH
cnpaBa OT MMeHW (Tera) CeKLMn 1 NOSABAAETCA NPU HAaBEAEHUN YKa3aTeNs MblLUK Ha UM
KoMMoHeHTa. [lanee noaTBEpAMTE yaaneHne BbibpaHHOM cekunn, Haxas fla, nam oTkaxmTtecb
OT yAaneHus, Haxas Her.

B BepxHel yacTu cTpaHuLbl MPOCMOTPa HAaCTPOEK pacrnofaraeTcs MeH, ynpasastoLiee
PEXVMOM MPOCMOTPa HacTpoeK. [LOCTyMNHbI CleAyoLMe PEXMMbI:

e Bce — 0T06pa3znTh B TabaMyHOM pesakTope BCe NapaMeTpbl KOHOUIypaLMm KOMMOHEHTa,
AOCTYMHblE AN MPOCMOTPA U U3MEHEHWS;

¢ VIameHeHHble — 0TO6pa3nTb B TabMUYHOM pegakTope A/1A MPOCMOTPa U U3MEHEHUSA TONbKO
Te NapamMeTpbl KOHPUTYpaLUmM KOMMOHEHTa, KOTOPblE UMEIOT 3HaYEHUS, OTNNYHbIE OT
3HaYEHWIM MO YMONYAHWIO;

e PepakTop ini — oT06pa3nTb NnapameTpbl KOHPUIypaL MM KOMMOHEHTA, KOTOPbIe UMEHOT
3HaYeHWA, OTINYHbIE OT 3HAYEHWIA MO YMONYAHUIO, B peAakTope napameTpos dansa
KOHbUrypauuu (B BUAE NMap napamMeTp = 3HaueHUe).

Ha cTpaHuue ynpaBaeHns HacTpoMkKaMu AOCTyMHa Takxke naHenb GuabTpaLmm cnmncka
oTobpakaeMblx MapamMeTPOB Ha OCHOBaHWM MOWCKOBOrO 3anpoca. YTobbl OTGUALTPOBaTL CNNCOK
napameTpoB, OCTaBMB B HEM TOJIbKO Te€ MapaMeTpbl, B ONUCAHUN KOTOPbIX MPUCYTCTBYET
3aflaHHasa CTpoka, HeoHXoAMMO BOCMOIb30BaThCA CTPOKOM noucka. OHa pacnosoxeHa B NpaBoMu

YacTV MEHHO, YNPaBAIOLLEro PeXXMMOM NPOCMOTPA, U OTMeYeHa 3HaUKOM Q YT06bI
OTOWABTPOBATL CMNCOK NapaMeTPOB, BBEAUTE MPOU3BOJIbHOE CIOBO B CTPOKY MOMCKa, MPU 3TOM
M3 cnucka napamMeTpoB OyAyT CKpbITbl BCE MapaMeTpbl, He coAepKalluue B CBOEM OMucaHum
yKasaHHOro cs0Ba (Mouck BbINo/HAETCA 6e3 yyeTa perncrpa 6yks). YToObl OUNCTUTL pe3y/ibTaTbl
Moucka 1 BEPHYTbCA K MCXOAHOMY CMMCKY MapaMeTpoB, HaXXMWTe ' B CTpOKe nomucka uim
yAanvTe NoVCKOBOE CNOBO.
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®unbTpauma cnmcka NnapameTpoB paboTaeT TOIbKO NPV NPOCMOTpPE CNWcKa NapameTpoB B
TabanuHon popme (pexxvm Bee v MsmeHeHHbIe).

npOCMOTp N N3aMeHeHne HaCTpoeK KOMNOHeHTa B TabnnuHom
dopme

Mpv NnpocMoTpe cnucka napameTpos B TabanyHon popme (pexkum Bee nanm M3ameHeHHble)
KakAas cTpoka Tabanubl COAEPXUT MMA U ONMcaHWe napameTpa (CeBa) U ero Tekyluee
3HauyeHwue (cnpasga). na napaMeTpoB NOrMYeCcKoro Tuna (MMeroLwmx ToNbKO ABa AOMNYCTUMBIX

3HaveHna — «[la» n «HeTt») BMeCTo 3HaueHns napameTpa oTobpaxkaetcs GNa>kok (BKAHOUEHHOE
COCTOSIHME COOTBETCTBYET 3alaHHOMY 3HauveHUo «/la», a BbIKJIFOYEHHOEe — 3HayeHUto «HeT»).

| B pexwumMe npocMoTpa BCeX NapamMeTpoB, @ He TONbKO M3MEHEHHbIX, 3HaYeHWs, OTANYHbIe
: OT 3HaYeHWI, onpeseneHHbIX A1 3TUX NapaMeTPOB MO YMOAYaHWIO, BblAENEHbI B CIMCKE
SKUPHBIM LLPUGTOM.

O6wmin cnucok NnapameTpoB pa3buT Ha pa3gesnbl, Takme kak OcHOBHbIe, [LonoHUTe NbHbIe U
T. &. YTOObI CBEPHYTL MM pPa3BepPHYTb pa3gen Tabanubl, HAXKMUTE 3aroNoBOK pasaena. Ecau
pasfen CBepHyT, a NapaMeTpbl, BXOASALLME B HEro, He ykasaHbl B TabauLe, TO cieBa OT MMEHM
pa3zena otobpaxaertcs *. Ecam pasgen pa3BepHyT M BXOAALLME B HEroO napameTpbl yKa3aHbl B
Tabnunue, cneBa OT UMEHM pa3zena oTobpaxaeTcs v.

UT06bI M3MEHUTBL NAapaMeTp, HaXXMUTE ero TekyLlee 3HauyeHne B Tabanue (a4 napameTtpa
NOTMYecKoro Tmna — yCTaHOBUTE UAN CHUMUTE COOTBETCTBYHOLWMIA dnaxkok). Ecam napameTp
MMeEeT CTPOro OrpaHNYeHHbIV Habop 3HAYEHWUI, TO MPU HaXKaTUKW 3HaUEHNA OTKPOEeTCA
BbINajatoLLnin CNNCOK, B KOTOPOM HeOBXOAMMO BblibpaTh TpebyemMoe 3HaueHne. Ecam 3HaueHne
napameTpa — YNCNO, TO MPU HaXkaTuM OHO ByAeT AOCTYMHO B NoJie peAakTUPOBaHMA NPAMO B
Tabsavue. B aToM cyyae cregyet ykazatb HOBOe Tpebyemoe 3HaueHure n HaxkaTb ENTER. Bo Bcex
3TUX CNyYasx M3MEHEHHOE 3HauYeHme napameTpa cpasy ke PUKCUPYEeTCA B HACTPOMKax
KOMMOHEHTa.
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Scanning Engine Q

m
[al
[1¢]
I

i

v OCHOBHbIE

MaxForks 4
LogLevel MHpopMaUMOHHBIR ~
Log Auto

v [lonoNHWUTeNLHEIE

FixedSocketPath He 3agaHo
dleTimeLimit 1h
Watchdoginterval 15s

PucyHok 3. NpeacraBneHne HacTpoek KOMMOHeHTa B TabamuHoi ¢popme

Ecav napameTp npuHMMaeT CTPOKOBOE 3HaYeHMe UAN CMIMCOK MPOU3BOJbHbIX 3HaYEHWI, TO Mpu
HaXkaTuM TeKyLLlero 3HayeHns napaMeTpa Ha 3KpaHe NosBAAETCA BCMJIbIBaOLEe OKHO, B
KOTOPOM MOXHO OTpeAaKkTUpOBaTh Tekylliee 3HayeHne napameTpa. Ecam napameTp npuHumMaet
CMMCOK 3HaYeHWW, TO 31eMEHTbI CMCKa BbIBOAATCA B MHOTOCTPOYHOM MOJIE PejaKTUPOBaHWA NO
OZIHOMY B CTPOKe, Kak MoKa3aHO Ha PUCYHKe Huxe. YTobbl 0TpesakTMpoBaTb 31eMeHTbl CNnCKa,
n3MeHuTe, yaanute nav gobasbTte Tpebyemble CTPOKM B NMOJIE PejakTUPOBaHMA.
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AdminListen

127.9.9.1:4443
127.8.9.1: 4444

OTMEHWUTE CoXpaHnTb

PucyHok 4. PepakTMpoBaHue cnucka 3Ha4eHUM

YT06bI COXPaHNTb BHECEHHbIE M3MEHEHWUA U 3aKPbITb OKHO, MOC/E PeEAAaKTNPOBAHUA 3HaYEHNA
napamMeTpa HaXMute COXpaHVITb. YT0bbI 3aKpPbITb OKHO 6e3 COXpaHeHnAa BHECEHHbIX N3MEHeHUN,
HaxXMnTe OTMEHUTb 1an B BEPXHEM MpPaBOM yrny BCr/biBakOWEero okKHa.

MpocmoTp N N3MeHeHne HacTPpoeK KOMIMOHEHTa B pegaKkTope ini

Mpn npocmoTpe napamMeTpoB B pexxume PegakTop ini oHn oTobpa>katoTca B pegakrope
napameTpoB danna koHdurypaumm (B BUAE Nap napamMerp = 3HadeHue), A€ napamMerp —
MMA NapameTpa, 3aZaBaeMoe HeMOCPEACTBEHHO B CEKLIMN HAaCTPOEK KOMMOHEHTa B
KOHPUrypaunoHHoMm daine. B sTom pexknme oTobpaxkatoTcs TOIbKO Te NapamMeTpbl
KOHOUrypauun, 3HaueH1a KOTOPbIX OTNINYALOTCA OT 3HAUEHUM, ONpPeAeeHHbIX MO YMONYaHWNIO
(T. e. Te napamMeTpbl, 3HaYeHNs KOTOpPbIX B Tabanue Bce BbIBOAATCA XXMPHbBIM WpndTom). Mprumep
oTobpaxkeHVsa NapaMeTpoB B BUAE Nap NokasaH Ha PUCYHKe HUXe.

PykoBoacTBO agMunHMCTpaTopa

141



)
xﬂ

A
$

KomnoHeHTbl Dr.Web Server Security Suite

Scanning Engine [scanEngine]
Bce  M3medenHble  PegakTop in

3Aect BEIEOAATCA NMapaMeTpbl KOHPUIYPaLMK KOMMOHEHTE, MMEHILLME 3HAUEHWA, OTAWYHLIE OT 3HaYeHWA No
YMOMUaHWI. Bbl MOXETE yKa3aTk 34eck 3HaUEHWA NapaMeTpoB Tak, Kak OHW COXPaHATCA B hanne koHgurypauwu (e
EWJE CTPOK <napamMeTp> = <3HaueHwe>). [lnA cbpoca napameTpa B 3HaUeHWe No YMOMYaHWK YaanuTe ero U3 peaaktopa.
MNoapobHYyH MHPOPMALWKD 0 NapaMeTpax KOHPUIypauwm 1 o Habope NapameTpoB AR KaX40ro KOMMNOHEHTa MOXHO
NOMYYUTE B CNPaBKe.

MaxForks = 1@
LogLevel = Info
IdleTimeLimit = 3em

4

BHeCeHHbI2 M3MEHEHWA eLe He COXpaHeHbl. C{]xpaHHTb CﬁpOCMTb

PucyHok 5. PegaktupoBaHue HacTpoek B ¢popmare Ppaiina koHpurypaumm

[na BHeCeHMA n3MeHeHU HeobX0AMMO OTPeaKTUPOBaTb TEKCT, yUMTbIBas NpaBuia
dopmMunpoBaHus darina koHdUrypaumm (Bcerga peaakTmpyeTcs ToNbKo cekums dainna
KOH®Urypauum, OTHOCALLAACA K KOMMOHEHTY, BblAeNEHHOMY B MeHt0 c/ieBa). [1pu
HeobxoAMMOCTI Bbl MOXETe yKasaTb B pefakTope Ntobor 13 napaMeTpoB, JOCTYMHbIX 415
KOMMOHeHTa. B 3TOM cnyyae ero 3HaueHwme, yCTaHOBJIEHHOE MO YMOJIYaHWto, byAeT 3aMeHeHOo Ha
3HauyeHwue, ykasaHHoe Bamu B pegaktope. Ecam TpebyeTcs cbpocnTb NnapameTp B 3HaUYeHMe no
YMONYaHWIO, JOCTaTOYHO YAannTb ero CTPoUKy M3 pegaktopa. B atom ciyyae nocne coxpaHeHus
M3MeHeHW napameTpy byAeT NPUCBOEHO 3HaYeHMe MO YMONYAHWIO.

YTObbI COXPaHUTL BHECEHHbIE N3MEHEHMNA NOCae peAakTMpoBaHua, HaxxMmTe CoxpaHuTb. YTobbI
OTMEHWUTb BHECEHHbIe U3MeHeHUs, HaxkKMuTe OTMEHUTb.
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@ I'IpM Ha>XaTtunun Coxpanrb BbINONHAETCA NpOBepKa KOPPEKTHOCTUN TEKCTA, BBEAEHHOIO B

: peaakTope: NnpoBepAaAeTCd, UTO He YKa3aHbl HECYLLECTBYHOLKME NapaMeTpPbl, a TakXe, YTO BCe
YKa3aHHbl€ 3Ha4Y€eHUA napamMeTpoB AOMYCTUMbI. B cnyyae 06Hapy)KEHI/Iﬂ OLINBOK Ha 3KpaH
BblJae€TCA COOTBETCTBYHOLLEE COO6LL|,eHVIe.

MNoapo6bHO 03HaKOMUTLCA € OBLMM onncaHnem darina KoHdUrypaumnm, ero CTPYKTypou 1
0COBEHHOCTAMM 3aZlaHWs 3HAaYEHWUA NapaMeTPOB MOXHO B pa3zene [NpunoxeHue I.
KoHdurypaumoHHbiin darin Dr.Web Server Security Suite.

AononHntenbHo
e [lapameTpbl KOHOUrypaumm komnoHeHTa Dr.Web ConfigD (o6Lme HacTporiku).

e [lapameTpbl KOHOUrypaumm koMmnoHeHTa SplDer Guard.

e [lapameTpbl KOHUrypauun komnoHeHTa SplDer Guard ana NSS.

e [lapameTpbl KOHOUrypaumm komnoHeHTa SplDer Guard ans SMB.

e [lapameTpbl KOHOUrypaumm komnoHeHTa Dr.Web ES Agent.

e [lapameTpbl KOHOUrypaumnm komnoHeHTa Dr.Web Updater.

e [lapameTpbl KOHOUrypaumy komnoHeHta Dr.Web ClamD.

e [lapameTpbl KOHOUrypaumy komnoHeHTa Dr.Web File Checker.

e [lapameTpbl KOHUrypauum komnoHeHta Dr.Web Scanning Engine.

e [lapameTpbl KOHOUrypaumy komnoHeHTa Dr.Web Network Checker.

e [lapameTpbl KOHOUrypaumy komnoHeHta Dr.\Web SNMPD.

e [lapameTpbl KOHOUrypaumy komnoHeHTa Dr.Web CloudD.

e [lapameTpbl KOHOUrypaumy komnoHeHta Dr.Web StatD.

YnpaBaeHue LeHTPaan30BaHHOM 3aLMTON.

9.3.3.1. YnpaBneHune LeHTpa/sm30BaHHOMN 3alUTOMN

Bbl moxeTe noakntountb Dr.Web Server Security Suite k cepBepy LleHTpanM30BaHHOW 3aLLUTbl
WA OTKAOUUTBCSA OT HEro, nepeBess NPOAYKT B aBTOHOMHbIN pexxum paboTbl. [1n1a nepexosa Ha
CTPaHWLYy ynpaBieHNa LeHTPaAN30BaHHOM 3alunTon BeibepuTe nyHKT LieHTpasnn3oBaHHan
3alMTa B MEHI0 HacTpoek Ha cTpaHuue HacTtponkm.

YTtobbl mogkatounT Dr.Web Server Security Suite k cepBepy LieHTpasM30BaHHOW 3aLWUTbl UK
OTKJIFOUNTLCA OT HEro, UCMOJb3yHTe COOTBETCTBYOLLMIA GAaXKOK Ha 3TON CTpaHuLe.

MoaknoueHme K cepBepy LLEeHTPa/IM30BaHHOM 3aLUThbI

Mpw NonbITKe NOAKNHOYEHUS K CEPBEPY LIeHTPaAn30BaHHOM 3alLMTbl Ha IKpaHe NoABUTCA
BCMJIbIBatOLLLEE OKHO, B KOTOPOM TpebyeTcs yka3aTb NapamMeTpbl MOAKIOUEHUS K CEPBEPY.

PykoBoacTBO agMunHMCTpaTopa
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3ajaTb BPY4YHYHO -

v AyTeHTUQUKauWA (40NoNHUTENEHO)

MoAKNHYNTECA KaK «HOBWYOK»

OTMEHWTE

PucyHok 6. MoakntoueHne K cepBepy LLeHTPasn30BaHHOMW 3aLUThbl

B BbiMajatoLLlem crnuncke, pacrnoioXXeHHOM B BEPXHEN 4acTh OKHa, BbibepuTe Crnocob
NOAKAOUEHUS K cepBepy. JocTynHO Tpu cnocoba:

e 3azpy3ums u3 ¢galina,
e 3a0ame 8pyu4Hyio,

° Onpeaeﬂumb asmomMamu4ecku.

Ecav Bbl BbIOpanu BapuaHT 3azpy3ume u3 ¢aling, yKaxute B COOTBETCTBYHOLLLEM MOJe OKHa NyTb
K panny HacTpoek NOAKNHOUYEHWNS K CepBepy, MpefoCTaBleHHOMY BaM aAMUHUCTPaTOPOM
aHTMBMpYycHon ceTu. [Mpun BbIbOpe BapnaHTa 3a0ame 8py4YHyHo CnesyeT ykasaTb afpec U nNopT AnA
MOAKIOUEHNA K CepBepPY LieHTPaM30BaHHON 3awuTbl. Kpome Toro, Ana cnocoboB NoAKat0UeHNs
3adame epy4Hyro n Onpedesumes asmomMamuyecku Bbl MOXeTe TakxKe yKasaTb NyTb K painny
ny6AnYHOro K/toYa cepBepa, eCam OH y Bac meeTtca (06bIYHO 3TOT dalin NpesocTaBaseTcs
aAMWHNCTPATOPOM aHTVBUPYCHOW CeTU UV NPOBanAepoM).

JononHutensHo, B pasgene AyTeHTudgukauma (A0NONHUTENbLHO), Bbl MOXETe yKa3aTb
naeHTMuKaTop paboyeint CTaHLUM U NapOb ANA ayTEHTUPUKALMK Ha CcepBepe, eC/IN OHU BaM
n3BeCTHbl. ECM 3T Nonada 3ano/HeHbl, TO NOAKAOYEHNE K cepBepy byAeT yCrnelHbIM TONbKO Npwu
yKasaHuv NpaBuibHOW Napbl ngeHTMduKaTop/naponb. Ecam atm nons octaBUTb NyCTbiMK, TO
NoAKIOYEeHMe K cepBepy byAeT ycrneLlHbIM TObKO B Clyyae ero ogobpeHns Ha cepeepe
(aBTOMaTUYECKN MW aAMUHUCTPATOPOM aHTUBUPYCHOW CeTU, B 3aBUCMMOCTU OT HacTpoeK
cepsepa).

Kpome Toro, Bbl MoxeTe ycTaHOBUTb daxkok MoaKAUMTLCA KaK «<HOBUUOK». ECv pexnm
«HOBWYOK» A/11 MOAK/OUEHNS CTAaHLMI pa3peLLeH Ha cepBepe, TO Noc/e 0A06peHws
NOAKNHOUEHWUS OH aBTOMATUYECKUN CTEHEPUPYET YHUKa/bHYHO Napy naeHTudukatop/naposs,
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KOTOpas B Aa/bHeNLweM ByeT NCMoNb30BaThCA 415 MOAKNOUEHNS BALLEro KOMMbOTEPa K 3TOMY
cepsepy.

| Mpu NoAKIOYEHUM KaK «HOBMYOK» HOBas y4YeTHas 3anunch /1 Ballero koMmnbtotepa byaet
: CreHeprpoBaHa CepBepPOM LIEHTPaAN30BaHHOM 3aLUWTbl AaXKe B TOM CAy4ae, eCin paHee
OH Y>Ke VIMeN YUeTHYHO 3anucb Ha 3TOM cepBepe.

flf I'Iapalvlepr| NnoAKNIHYEHNA cheayeT 3a4aBatb B CTPOITOM COOTBETCTBUU C MHCTPYKLUAMMU,
npeaocraBi€HHbIMW aAMUHNCTPATOPOM aHTI/IBI/IpyCHOI;I cetm nan I'IpOBaI;IAepOM.

[na nogknroueHms K cepeepy nocie ykasaHus Bcex napameTpos HaxmuTe MoakaroumnTb v
AOXANTECH OKOHYaHMA NpoLiecca NoAkatoYeHna. YTobbl 3aKpbiTb OKHO 6e3 NoAKAYeHNS K
cepBepy, HaxXMuTe OTMEHUTD.

@ Mocne Toro, kak Bbl nogkatoumam Dr.Web Server Security Suite k cepsepy

: LEeHTPaAN30BaHHOW 3alLunTbl, OH byzeT paboTaTb NOZ yrnpaBAeHNEM CepBEpPa A0 TeX Nop,
rMoka Bbl €ro He NepeBejeTe B aBTOHOMHbIV pexum. MNogkntoueHmne K cepsepy byaet
NPOUCXOAMTb aBTOMAaTUYECKM Kaxablli pa3 npu 3anycke Dr.Web Server Security Suite.

9.3.4. MNMpoBepka s10KaNbHbIX ¢pannoB

B atom paspene

o OTKpbITME NaHeAV NPOBEPKM NOKANbHbIX d)al\/’IJ'IOB n HaCTDOI\/lIKa MnapaMeTpPOB MPOBEPKN

e 3anycK MpoOBepKM JOKaJbHbIX HaniioB

Beb6-mHTepdeinc npesocTaBaseT BO3MOXHOCTb ONepaTUBHOM NMPOBEPKM Ha Hasnume yrpos
balrinoB, HaXOAALLMXCSA Ha IOKaNbHOM KOMMbIOTEPE, C KOTOPOro OCYLLEeCTBASETCA AOCTYN K Beb-
nHTepdency ynpasaeHus. [Mpm npoBepke NCNOb3YeTCs CKaHMpYtoLLee AAP0, BXOAALLEe B COCTaB
Dr.Web Server Security Suite. NpoBepsieMble dpaiinbl 3arpy>aroTcs Ha CepBeP MO MNPOTOKONY
HTTP, HO nocne npoBepku, Aaxe B caydyae OBHapPY>KEHWS Yyrpo3, OHU He COXPaHAKOTCA Ha
cepBepe 1 He NepeMeLLatoTca B KapaHTuH. [Tonb3oBaTenb, oTnpaBuBLLMIA daliibl Ha MPOBEPKY,
ByzeT ToNbKO NPONHPOPMUPOBaAH O ee pe3y/bTaTe.

OTKprTI/Ie naHeJIn NpoBepPKU JIOKaJibHbIX CI)EHZIIOB n Hacrpof/'u(a
napamMmeTpoB NMpoBepKu

Bbibop v 3arpy3ka GpainnoB And NPOBEPKM OCYLLLECTBASOTCA Ha MNaHeAu NPOoBepPKN NOKabHbIX
dannos, koTopas otobpaxkaeTtcs npw Boibope nyHkTa MpoBepuTb ¢aitn B rnaBHOM MeHO Be6-
nHTepderica. AKTMBMPOBaHHasA NaHelb 0TObpaXkaeTcs B HUXKHEM NPaBOM Yy CTpaHuULbl BeO-
nHTepdelica. BHelWHWI BUA NaHenm NpoBepkn NoKanbHbIX GalriioB NoKasaH Ha PUCYHKE HUXE.
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[NpoBepuTs dain

PucyHok 7. MNaHenb npoBepKu Jioka/ibHbIX (paiioB

[ns 3aKpbITVUSA NaHeAn HaXxMuTe - B BEPXHEM NPaBOM Yray naHenn. Haxmure *+, 4yTobbl
nepenTn K HacTporikaM NPOBEPKM NoKabHbIX GaliNoB, rae Bbl MOXeTe yKazaTb MakcMMaibHOe
BpPEeMSA, OTBeZleHHOe Ha NpoBepky dara (He cumTas BpeMeHM ero 3arpy3ku Ha ceBep C
JIOKaNbHOTrO KOMMbIOTEPA), Pa3peLLnTb UAN 3anpPeTUTb 3BPUCTUYECKMI aHaNN3, a Takxke yKasaTb
MaKCUMasbHYHO CTemneHb CKaTuaA ANf OKaTblX OObEKTOB U ry6UHY BAOXEHHOCTN ANs OOBEKTOB,
yrnakoBaHHbIX B KOHTEHepPbI (Takue Kak apXuBbl).

HacTpolikn NpoBepkn Gaiinos

3600 ¢

500

[= I~ R = <R <]

MpPMMEHNTE OTMEHWTb

PucyHok 8. Hactpoiika napameTpoB NpoBepKu
NoKasibHbIX pannos

[na npuMeHeHNA N3MEeHEeHHbIX HaCTPOeK ¥ BO3BpaTa K pexxvMy Bbibopa Gpainnos Ana NpoBepKm
HaxxmuTe MpumeHnTb. [114 BO3BpaTa K BbIbopy daninos 6e3 n3mMeHeHna HacTpoeK HaxMuTe
OTMeHUTb.

3anyck npoBepKu NIoKaJbHbIX paiinos

Ana Havana npoBepkn GannoB HaxkMUTe HaanUCb-MuLeHb Mepetawmre panbl ana
NpoBepPKM Clofa WM HaXKMuUTe A1 X Bblbopa, Npy 3TOM OTKPOETCA CTaHAaPTHOE OKHO
Bblbopa darinos darinoBoro meHeaxepa. Bol MoxeTe Bbi6paTh OHOBPEMEHHO HECKOJIbKO
dannoB ana npoBepku.

_/_ | t Bbibop KaTanoros A/1s NPOBEPKUN HE AOMyCKaeTcs.
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Bbl Tak)ke MOXeTe nepeTaLinTb BblbpaHHble A8 MPOBePKM Galsibl MbllbO HEMOCPEACTBEHHO Ha
MULLIEHb N3 OKHa GparnoBOro MeHeaxepa. locne ykasaHuna nposepsemMblx GaiNoB HAUHETCA UX
3arpyska Ha cepep c Dr.Web Server Security Suite n nposepka no mepe 3arpysku. B npouecce
3arpysku n nposepku ¢hannoB NaHenb NPOBepPKM O0TobpaxkaeT 06K Nporpecc npouecca
NpoBepKMN.

[NpoBepuTb dainn

NaeT npoeepka ¢painos

ERTEY:

eicar.7z

OCTaHOBKUTL

PucyHok 9. NMpoBepka nokanbHbIX PpaiizioB

B cnyuae Heob6xoaMMOCTM Bbl MOXETe NpepBaTb MPOLECC 3arpy3Kn 1 NPOBePKN GalninoB, HaxkaB
OctaHOBUTb. [10 OKOHYaHUWN NPOBEPKM Ha NaHenn oTobpakaeTca OTYeT O NpoBepKe

3arpy>keHHbIX $annos.

[NpoBepuTs daln
@ O6HapyxeHo yrpos: 4

4

DETE OTYET NO BCeM -’.t'\.'l HMam

PucyHok 10. Pe3ynbTaT npoBepKun JI0Ka/ibHbIX
daiinos

Ecnv Bamu 661010 3arpy>keHo 6onee ogHoro dawnna, byaet 4OCTyNeH paclUMPEHHbIA OTYET O
npoBepke dainnoB. YToObl NPOCMOTPETbL paclUMPEHHbIN 0TYeT, HaxkMuTe MpocMmoTpeTb oTueT

no scem dannam.
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@ O6HapyxeHo yrpos: 4

ejcar3 Yrpoza: EICAR Test File (NOT a Virus!)
ejcar2 ¥rpoza: EICAR Test File (NOT a Virus!)
- ejcar.7z MHPUUMPOEaHHEIN apxUE
ejcar3 Yrposa: EICAR Test File (NOT a Virus!)
ejcar2 Yrposa: EICAR Test File (NOT a Virus!)
ejcar Yrpoza: EICAR Test File (NOT a Virus!)
ejcar ¥rpoza: EICAR Test File (NOT a Virus!)

PucyHok 11. PaclumpeHHbIA oTUeT O NpoBepKe JIoKanbHbIX ¢aiisoB

UT06bI 3aKPbITh OTHET U NEPEBECTUN NaHeNb B COCTOAHME TOTOBHOCTU K BbIGOPY HOBbIX (ainioB
ANna nposepkun, Haxmnte OK.

@ 3anyck NpoBepKM NoKaNbHbIX GaroB € TEKYLLMMM HAaCTPOMKaMM BO3MOXKEH Jaxe Toraa,

: Korga naHenb NpoBepky GainnoB 3akpbiTa. s Hauana 3arpy3kn 1 NPOBEPKU OKaNbHbIX
bannoB NPOCTo nepeTaLLnTe X MbILLbIO 13 OKHa GanNoBOro MeHeaKepa Ha OTKPbITYHO B
6pay3epe cTpaHuLy Beb-nHTepdenca ynpaBaeHus.
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9.4. SplDer Guard

ili KoMMoHeHT nocTaBaseTcs TONbKO B COCTaBe ANCTPUOYTMBOB, NpeAHasHauyeHHbix aas OC
cemencrtea GNU/Linux.

MoHuTop dannosor cuctembl SplDer Guard npesHasHaueH AN MOHUTOPUHTa GainoBOW
aKTVBHOCTW Ha ToMax GannoBOM cnucTembl onepaumoHHbix cnctem GNU/Linux. KomnoHeHT
paboTaeT B pexunme pe3nieHTHOro MOHMUTOpPa M OTCIEXMBaET OCHOBHbIe CObbITUA dainoBOM
CUCTeMbI, CBA3aHHbIE C M3MeHeHneM $alrnoB (UX Co3aaHne, OTKPbITUE, 3aKpbiTue). [pu nepexsate
3TUX COBBITUI MOHUTOP NPOBepPAET, 6bin N M3MeHeH daiin, 1 B 3TOM caydae dopmupyeT Ans
KOMMoOHeHTa npoBepku ¢pannos Dr.Web File Checker 3agaHve Ha npoBepkKy coaep>X1MOro
n3MeHeHHoro danna ckaHupyrowmm sapom Dr.Web Scanning Engine.

Kpome Toro, moHutop darnoson cuctembl SplDer Guard oTcaexxmBaeT NonbITKM 3anycka
ncnonHaembix ¢parinos. Ecam nporpamma, cogepikaliaaca B MCnoaHsemMom darine, no
pesynbTaTam NpoBepku byaeT NpusHaHa BPeAOHOCHOW, BCE MPOLLeCChI, 3anyLLeHHbIe 13 3TOro
danna, byayT NPUHYANTENBHO 3aBEPLLEHbI.

9.4.1. MpuHUMNbI paboThbl

B aTom pasaene

e ObLLMe cBeaeHMS

e OnpeneneHne obsacten GanmioBOM CUCTEMBI, NoAnexKallmx HabaraeHU0

e PeXXUM YCUAEHHOTO MOHUTOPUHIa Ganaos

O6wue cBepgeHunn

MoHuTop dannosoi cuctemsl SplDer Guard paboTaeT B nonb30BaTENLCKOM MNPOCTPAHCTBE (User
mode), NCNOoNb3ys ANA KOHTPOA COObITUI GaitNoBON CUCTEMbI CUCTEMHBIN MexaHu3Mm fanotify
WAN cneumanbHblid 3aepyxkaemelli Modye adpa Linux (LKM — Loadable Kernel Module),
pa3paboTaHHbIN KomnaHuen «[JokTop Beb». B HacTporikax pekoMeHAyeTca Ncnoab3oBaTth
asmomamudyeckuli pexxum (Auto), KOTOPbI MO3BOANT KOMMOHEHTY NPW CTapTe onpeaenvTb U
MCNONb30BaTb HAUYULLNI pexXnmM paboTbl, MOCKONbKY He BCe BEpCUM Aapa Linux noaaep>kmBatoT
MexaHu3m fanotify, ncnonb3yrowmincs MOHUMTOPOM. ECIM KOMMOHEHT He MOXET UCMONb30BaTh
yKa3aHHbI/ B HaCTpOMKax Pexum MHTerpaLmuy, OH 3aBepLuaeTcs cpasy nocne crapta. Ecam ykasaH
aBTOMaTUYECKMI PeXKMM, TO KOMMOHEHT NOMbITAETCA MCMOAb30BaTh CHayana fanotify, a 3atem
moaynb aapa LKM. Ecav He nonyuntca ncnoib3oBaTb HY OAWH U3 3TUX PEXKMMOB, KOMMOHEHT
3aBepLunT paborty.
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@ Ans psga OC Mogynb aapa noctaBasercs coBmectHo ¢ SplDer Guard yxe B

: ckoMnuanpoBaHHoM Buge. Ecam ana OC, B koTopoit ncnonbdyerca SplDer Guard, mogyb
A4pa He NOCTaBAAETCA B CKOMMUANPOBAHHOM BUAE, UCMOb3YNTE NCXOAHBIA KO MOAYASA,
npesocTaBaseMblli KoMnaHuen «[loktop Beb» ana cbopku 1 ycTaHOBKM MOAY NS Aapa
BPYUYHYH (MHCTPYKLMA No cbopke NpuBeaeHa B pasgene Vcnons3oBaHne moayns agpa
ana SplDer Guard).

Mpwn o6Hapy>KeHWUM HOBbIX UV N3MEHEHHbIX GPanNoB MOHUTOP OTMPaBAAET 3ajaHue Ha UX
npoBepKy KOMMOHeHTy npoeepku ¢pannos Dr.Web File Checker, koTopblii, B CBOIO O4epesb,
NHULMMPYET NX NPOBEPKY cKaHumpytowmm sapom Dr.Web Scanning Engine. Mpwu pabote uepes
CUCTEMHbIV MexaHu3m fanotify MoHUTOP MoxeT 6a1oknpoBaTh AOCTyn K darnam (Bcex TUMOB UK
TO/IbKO K UcrnonHsembiM pannam — PE, ELF, ckpuntam ¢ npeambynoii #!), KoTopble eLye He
NpoBepeHbl, O MOMEHTa OKOHYaHWNA UX MPOBEPKM (CM. HMXeE).

@ SpIDer Guard aBTOMaTM4eCKM pacno3HaeT MOMEHTbl MOHTUPOBAHUSA U OTMOHTUPOBaHUS

: HOBbIX TOMOB aliI0BOI CUCTEMBI (HanpuMep, Ha HakonuTensx USB-flash n CD/DVD,
Maccuebl RAID 1 T. N.) 1 KOPPEKTMpPYET CNUCOK Habatogaembix obnacter No mepe
HEeobXoANMOCTMU.

OnpegeneHne obnacren ¢pansioBoin CMCTEMbI, NOAJIEXKALLNX
HabsloaeHuro

Ans ontummnsaymm nposepkn GansoBomn cucteMbl, MOHUTOP darinoBor cuctemsl SplDer Guard
KOHTpoAupyeT obpalleHre TONbKO K TeM palianam, KOTopble HaxoAAaTCs B 06nacTax dbannosomn
CUCTeMbI, YKa3aHHbIX B KOHOUrypaumn. Kaxgaaa Takas obnactb onpegensercs Kak nyTb K
HeKOTOpOMYy KaTanory gepeBa $paNOBON CUCTEMbI U Ha3bIBAETCA 3awjuuyaemMsiM
npocmpaHcmeowm (protected space). COBOKYNHOCTb BCEX 3alLMLLaEMbIX MPOCTPAHCTB 0bpa3yeT B
dannoBon cucteme eanHyro obsacme HabaOEHUS, KOHTPOAUPYEMYHO MOHUTOPOM. [ToMKMO
obn1acTn HabaoAeHWA, B HAaCTPOMKax KOMMOHEHTa MOXHO 3a4aTb Tak>ke COBOKYMHOCTb
KaTanoroe GpanaoBOM CUCTEMBI, KOTOPble TPeBYeTCA NCKAKUNTL U3 MOHUTOPWHTa (061acme
uckao4eHus). Ecam B HacTporikax KOMMOHEHTa He yKa3aHo HY OAHOrO 3alLMLLaeMOro
npocTpaHcTBa, 06/1acTb HabaroAeHNa oxBaTbiBaeT cObOW BCe JepeBO KaTasoros GpanaoBowu
cuctembl. Takum obpasom, HabarogeHWo NoABEPratoTca ToNbKO Te daibl, NyTU K KOTOPbIM
npuHaaaexar obaactn HabatoAeHNs, HO He NMpUHaanexaT 06aacTh UCKAHUYEHWA.

Ncnonb3oBaHne nckntoveHnin GoiBaeT HEO6XOANMO, Hanpumep, ecn HekoTopble $albl YacTo
M3MEHAKOTCA, UTO MOPOXKAAET MX MOCTOAHHYIO MepenpoBePKy 1 TEM CaMbIM Harpy>aeT cuctemy.
Ecav TOUHO M3BeCTHO, UTO YacToe n3MeHeHre $panioB B HEKOTOPOM KaTasore He ABAAETCA
CneacTBMEM BPeAOHOCHOMW akTUBHOCTY, @ CNeACTBMEM paboTbl HEKOTOPOW JOBEPEHHOW
nporpamMmbl, TO MOXHO f06aBWTb NMyTb K 3TOMY KaTanory, Uan n3meHaemMbiM painnam B HeM, B
CMNCOK UCKAOYEeHUI. B 3ToM cnyuae moHuTOp dparnosom cuctembl SplDer Guard He 6yaet
pearnpoBaTb Ha U3MeHeHWs 3TUX GainoB, Aaxke eci OHU NpUHaanexat obnactn HabatogeHus.
Kpome Toro, nmeetca BO3MOXHOCTb yKa3aTb U camy nporpammy, paboTatoLyro ¢ dparinamu, B
Cr1CKe JOBepPeHHbIX MporpaMM (napameTp KoHpurypaummn ExcludedProc), Toraa Gannosble
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onepauuu, NPoOV3BOANMbIE 3TON NPOrpamMmMon, Takxke He ByayT NPUBOAWTL K MPOBepKaMm
dannos, fgaxke ecnv 3T dhannbl HaxoAATCA B obnacTn HabatogeHns. AHanoOrnMyHo, Npwm
HeoHX0AMMOCTIN, MOXHO 3anpPeTUTb MOHUTOPWHT 1 NPOBePKY GannoB, HAXOAALLMXCA B APYTNX
dannoBbIx cMcTeMax, MPMMOHTUPOBAHHbIX K 1OKaAbHOW $HaiioBOW cUcTeMe (Hanpumep,
NPUMOHTUpPOBaHHble Yepe3 CIFS kaTanorn ¢ BHeWHUX GainnoBbix cepBepoB). s ykazaHus
darnoBbix cuctem, Gaisibl Ha KOTOPbIX He AOKHbI MPOBEPATLCA, UCMONb3yeTCa NapaMeTp
ExcludedFilesystem.

3almiaemMble NPOCTPAHCTBA, KaK YacTn 061acT HabAtoAEeHNA C YKa3aHHbIMU A8 HUX
napameTpamu NPOBEPKM, 3alar0TCA B HACTPOMKaX KOMMOHEHTa Kak MMEHOBaHHbIe CeKLInK,
cozepkaline B CBOEM UMEHM MPOU3BOJIbHBIA YHUKANAbHbIV AEHTUGUKATOP, MPUCBOEHHbIN
3aluMLaeMoMy NPOCTPaHCTBY. Kaxaaa cekums, OnmcbiBatoLLas NpoCTPaHCTBO, COAEPXKUT
napameTp Path, onpeaenstownin nyTb B GaiioBOM CUCTEME, XPaHALLMIA KaTaaorn 3Toro
3alUMLLAEeMOro NPOCTPaHCTBa (T. e. dparMeHT aepeBa GpariioBOM CUCTEMbI, HAXOAALLMNINCS NOZA
HabatoZeHneM B paMkax JaHHOro NPOCTPAHCTBA), @ TakKe napameTp ExcludedPath,
onpesensoLLniA NOKaNbHYHO (T. €. OTHOCUTENBHO Path) 061aCTb UCKAKOUYEHMA BHYTPU
3aluMLaeMoro npocTpaHcTea. [apameTp ExcludedPath MOXeT cosepxkaTb B cebe
CTaHAapTHble $annoBble Macku (T. e. cogep>kaTb CMMBOJbI * 1 ?). Kpome nokaibHbIx obnacten
NCKNHOYEHMS, B HAaCTPOMKax MOXeT bbITb 3asaHa 1 rnobanbHaa 061acTb MCKAKOYEHNS, NPU
nomoLn napameTpa ExcludedPath, yKazaHHOIrO BHe CeKLMA, ONMUCbIBAtOLLMX 3aLMLLLAEMblE
npocTpaHCcTBa. Bce kaTtanory, nonaswme B 3Ty 061acTb, B TOM YMC/IE U KaTaNoru 3alimiaemMbIx
NPOCTPaHCTB, ByAyT NCKAKOUEHbI U3 NpoBepkM. K KaxaoMy 3aluMLL,aeMOMy NPOCTPaHCTBY
NPUMEHAETCA TONbKO rnobanbHas U COBCTBEHHas 061acTU NCKAKOUYEHUS: €CIN OAHO
NPOCTPAHCTBO BNOXEHO B APYroe, TO K BJAOXKEHHOMY NPOCTPAHCTBY HE MPUMEHAIOTCA HaCTPONKM
NCKNHOYEHNS, YKa3aHHble A5 BKAKOYAKOLLEro ero 3alwmuaemMoro npoctpaHcrea. Kpome toro, B
HacTpoMKax KaXkAoro 3aluiiaeMoro npocTpaHCTBa MMeeTCA Normyeckmi napameTp Enable,
onpesensoLLniA, BKIKOYEHO AN HET HabtoaeHne 3a darinamu, HaxoaAaWwmMMnca B obiactu
HabaroAeHNsA JaHHOro NpocTpaHcTBa. Ecam 3TOT NnapameTp ycTaHOBAEH B 3HayYeHMe No, TO
COAEPXKMMOE AAaHHOTO NPOCTPAHCTBA He KOHTPOAMpPYeTCa MOHUTOPOM. Kpome Toro,
3aluMLaeMoe NPOCTPAHCTBO HE KOHTPOIMPYETCA MOHUTOPOM, eC/iv NapamMeTp Path nmeer
nycToe 3HayeHue.

@ Ecam y Bcex 3aLumLLiaeMbIx MPOCTPAHCTB, YKa3aHHbIX B HAaCTPOMKax MOHWUTOPA,

: HabarofeHe OTKNKOUEHO, UK UX NYTW He 3aaaHbl, To SplDer Guard paboTaeTt BXoa0CTyto,
MOCKO/IbKY HU OAWH dalin AepeBa GpainioBOi CUCTEMbI He ByeT HaXOAWUTLCA MOJ
HabarogeHnem. Ecim HeobXxoaNMO KOHTPOAMPOBaTL BCO GaNoByHO CUCTEMY KaK eAnHOe
3allyLLaemMoe NPOCTPaHCTBO, CeAyeT YAaAUTb N3 HaCTPOeK BCe MMEHOBAaHHbIe CeKLMK
3allMLLaeMblX MPOCTPaHCTB.

PaccMoTpyM NpuMep HacTpoek obnactein HabaAEHNA U NCKNOUeHUs. [TyCTb B HacTpolikax
KOMMOHEHTA 3a/jaHbl CNefytoLine napaMeTpsi:

[LinuxSpider]
ExcludedPath = /directoryl/tmp

[LinuxSpider.Space.spacel]
Path = /directoryl
ExcludedPath = "*.tmp"
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[LinuxSpider.Space.space?2]
Path = /directoryl/directory?2

[LinuxSpider.Space.space3]
Path = /directory3
Enable = No

DTO O3HaYaeT, YTo NOA HabAOAEHNEM HaXOAATCA Galibl, PACNONOXEHHbIE B

KaTanore /directoryl, N ero nogkaranaorax, 3a UCKJIoUeHneM KaTasiora /directoryl/tmp.
Kpome Toro, nckatouarotca ns HabarogeHua Gannbl, Ube NOAHOE MMA COOTBETCTBYET

Macke /directoryl/*.tmp (3TO He KacaeTcs BNOXKEHHOM

obnactn /directoryl/directory2, Ha KOTOPYIO AaHHasA Macka He PacnpoCTPaHAETCs, He
CMOTpPS Ha TO, YTO 3Ta 06/1aCTb BJOXKEHA B 3allMLLaeMoe NpocTpacTBo space ). Paiinbl,
HaxodLmeca B katasore /directory3, HE KOHTPOANPYHOTCA.

Pe>xum YCNNIEHHOIo MOHUTOPUHra ¢aﬁn03
SplDer Guard MOXeT UCNOoIb30BaTh TPU PEXMMA MOHUTOPUHTa:

o O6bIYHbIU (YCTAaHOB/IEH MO YMONYaHMIO) — OTCAEXMBAIOTCA Onepauumn foctyna K dannam
(co3paHuve, OTKPbITME, 3aKpbIiTUe 1 3anyck darna). 3anpallmBaeTca NnpoBepka danna, JOCTyn K
KOTopoMy 6bin ocyLecTB/eH. o pe3ynbTatam NpoBepkn K daray MoryT 6biTb NPUMEHEHDI
AEVCTBUA NO HEUTPaAAM3aLUKM yrpo3bl, €CAN OHa B HEM OBHapy>KeHa. [Jo OKOHYaHWs NPOBEpPKMU
AocTyn K Ganny co CTOPOHbI MPUNOXKEHWNIA, 3aMPOCUBLLMX AOCTYN, HE OrPaHNYNBAETCA.

o YcuneHHbIU KOHMPO/b UCNOIHAEMbIX ¢halinoe — ana GannoB, HE CUMTAOLLUXCS
NCMONHAEMbIMW, — TaK Xe, Kak 1 B 06bl4HOM pexume. SplDer Guard 6aokumpyet
3anpoLUEeHHY0 onepauuio A4oCTyna K ucnoaHaeMmomy danay o Tex nop, Noka He CTaHyT
N3BECTHbI pe3y/ibTaTbl €ro NPOBEPKM Ha Hasnuune yrpos.

VicnonHsembiMy dannamm cumTaroTcs ABomdHble darinbl dopmatos PE u ELF, a Takxe
: TeKCTOBble (Gaisibl CKPUMTOB, coAep KaLyme npeamobyny «# ! ».

e «[lapaHoudaneHelli» pexkum — SplDer Guard 610KkMpyeT 3anpOLLEHHYHO OnepaLmio 4OCTyna K
nrobomy darny fo Tex Nop, Noka He CTaHyT M3BECTHbI Pe3yabTaThl €r0 MPOBEPKMN Ha Hannume

yrpos.

Dr.Web File Checker B TeueHve onpeseneHHOro BpeMeHu CoXxpaHseT pesy/ibTaTbl MPOBEPKM
dannoB B cneumanbHOM K3lle, MO3TOMY NPWY MOBTOPHOM OCTyrne K TOMy e dainy, npu
HaAMuYMM MHPOpPMaLIMK B K3LLe, MOBTOPHOE CKaHMpPOBaHVe paiina He MPOU3BOANTCA, B KayecTBe
pe3ynbTaTa NPOBePKM 3TOro darina NCnonb3yeTca pesybTaT, U3BAeYeHHbIN 13 KaLwa. HecMoTps
Ha 3TO, MCMONb30BaHWNE «MapaHOMAaNbHOIO» PeXNMa MOHUTOPUHIA MPUBOAUT K CyLLLECTBEHHOMY
3amegsieHnto paboTel Npu JocTyne K Gpaniam.

[na HacTpoOMKKM pexkMa MOHUTOPWUHIa 3MEHMTE 3HaueHWe NapamMeTpa BlockBeforeScan B
HaCTponKax KOMMOHEHTa.
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| MoapobHee o HacTpolike SplDer Guard v pexunmax MOHUTOpPWHra GaliioB cM. B pasgesne
: HacTpoiika MOHUTOpPUHIa $aliiIoBON CUCTEMBI.

9.4.2. AprymeHTbl KOMaHAHOW CTPOKM

YT106bI 3anycTnuTb KOMMoHeHT SplDer Guard 13 KOMaHAHOW CTPOKW, BbINMOJHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-spider [<napamempel>]

SplDer Guard gonyckaeT NCNo/b30BaHWeE CAeAyHOLNX NapaMeTpoB:

Mapametp OnucaHue

--help HasHaueHwue: BbiBog Ha 3KpaH KOHCOIM UK SMYAATOPa TePMMUHaNa KPaTKOM CripaBKu Mo
MMeroLWMMCS NnapameTpam KOMaHAHOM CTPOKW 1 3aBepLueHre paboTbl KOMMOHEHTA.
KpaTkuit BapuaHT: -h
AprymeHTbl: Het

--version Ha3zHaueHne: BbIBOﬁI| Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMUHaNa I/IHq)OpMaLI,I/II/I (¢}
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-spider --help

[aHHas KomaHAa BbIBeAET Ha 3KpaH KpaTkyro cnpaBky komnoHeHTa SplDer Guard.

3ameuaHusA O 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXVMe HEMOCPeACTBEHHO U3 KOMaHAHOW CTPOKW He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTca aBTOMaTMYeCckn JEMOHOM ynpaBaeHna KOHdurypaumein
Dr.Web ConfigD npwu 3arpy3ke onepaLyOHHOW cucTteMbl. [lna ynpaBaeHna napaMmetpamm paboTbi
KOMMOHeHTa ncnonbsywte ytuanty Dr.Web Ctl, npegHasHaveHHyto ana ynpasaernusa Dr.Web
Server Security Suite 13 KOMaHAHOW CTPOKMW.

@ [na 3anycka ytmautel Dr.Web Ctl ncnonbsyiite komanay drweb-ctl.

,q.ﬂﬂ noay4vyeHuna CripaBkn O KOMMOHEHTE U3 KOMaH,ﬂ,HOVI CTPOKU BbIMNOJAHUTE KOMaHAY
man 1 drweb-spider.

PykoBoacTBO agMunHMCTpaTopa
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9.4.3. MNapameTpbl KOHPUrypaLumn

B aTom pasaene

e [TapameTpbl KOMMOHEHTA

° HaCTDOI\/’IKa MHAMBUNAYAJIbHbBIX MapPaMeTPOB MOHUTOPWHIA 3alluiliaeMbiX MPOCTPaHCTB

KoMMnoHeHT ncnonb3yeT napameTpbl KOHPUrypaLmy, 3agaHHble B cekumm [LinuxSpider]
06beAMHeHHOro KoHburypaumnoHHoro davina Dr.Web Server Security Suite.

NMapameTpbl KOMMNOHEHTA

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « cbaliny}

Start

{noauyeckuli}

[*] ExcludedPath

{nyme k ¢adiny unu kamanoay}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnm 3HaueHre napameTpa He yka3aHO, NCMOob3yeTca
3HauyeHuMe napameTtpa DefaultLogLevel U3 cekUnK
[Root].

3HauyeHMe No yMoa4YaHuIo: Notice

MeTtoz BeaeHna XXKypHaaa KOMMOHEHTa.

3HayeHVe Mo yMOoYaHuWIo: Auto
MyTb K McnoaHseMomy daliny KOMMOHEHTa.

3HaueHune no
ymMoa4vaHuto: /opt/drweb.com/bin/drweb-spider

KOMMOHeHT 3anyckaeTcs JEMOHOM YyrpaB/ieHus
KoHdurypaumen Dr.Web ConfigD.

YcTaHOBKa flaHHOTO napamMeTpa B Yes npejnuncbiBaet
LEMOHY ynpas/ieHns KoHbUrypaumen HemeaneHHO
3anyCcTUTb KOMIMOHEHT, a YCTaHOBKa ero B 3HayeHne No —
HeMezIeHHO 3aBepLUNTb PaboTy KOMMOHEHTa.

3HauyeHMe No YMOYaHMIO: 3aBUCUT OT TOTO, B COCTaBe
kakoro npogaykta Dr.Web pabotaeT KOMMNOHEHT.

MyTb K 06BEKTY, KOTOPbIA JOAXKEH ObITb MPOMYLLEH NPU
MOHUTOPUHre darnoBbIx onepaunin. Jonyckaercs ykasaHuve
nyTW Kak K oTaenbHOMY daiiny, Tak U K KaTasory B Lie/IOM.
Ecan ykaszaH katanor, To 6yayT UCKNtOUEHbI U3 HabaogeHMsA
Bce daisibl 1 nogKkaTanoru (BKAKUas BJOXKEHHbIE) 3TOro
kaTanora. lonyckaetcs ncnosib3oBatb GansoBble Macku
(cogepkallme CMMBOAbI 2 U *, @ Tak)Ke CUMBOJIbHbIE KNacChbl

P S P R 2
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Mapametp

Mode

{LKM | FANOTIFY | AUTO}
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OnucaHune

MO>HO yKa3aTb HECKONIbKO 3HaUeHUWI B BUAE CrmcKa.
3HauyeHus B CMCKe yKasblBarOTCA Yepes 3anaTyto (Kaxgoe
3HaveHwue B KaBblvKax). /lonyckaeTcs NoBTOpeHme
napameTpa B cekLun (B 3TOM C/lyyae BCe 3Ha4YeHus
06beNHAIOTCA B €4MHbIV CMIUCOK).

Mpumep: Jo6aBnTb B cnncok dpainn /etc/filel u
KaTtasor /usr/bin.

e [lobaBneHne 3HaYEeHUN C MOMOLLbH KOMaH/bl drweb-
ctl cfset:
# drweb-ctl cfset LinuxSpider.ExcludedPath -a
/etc/filel

# drweb-ctl cfset LinuxSpider.ExcludedPath -a
/usr/bin

e [lobaBneHune 3HaueHUn B Garin KOHPUrypaLmu.
o [lBa 3HayeHuWs B OAHOW CTPOKE:
[LinuxSpider]
ExcludedPath = "/etc/filel"™, "/usr/bin"
o [lBe cTpoku (MO OAHOMY 3HaAYEHUIO B CTPOKE):

[LinuxSpider]
ExcludedPath = /etc/filel
ExcludedPath = /usr/bin

YT06bI U3MEHEHUS BCTYNWAN B CUITY, Mepe3arpysmTe
koHurypaumto Dr.Web Server Security Suite ¢ nomoLybto
KOMaHAbl:

# drweb-ctl reload

@ Het cmbic/ia yka3biBaTh 34€eCh NyTH K

CUMBOIMYECKUM CCblIKaM, MOCKONbKY MpK
npoBepke dalisa BCerga aHanamsmpyercs
NPSMOW MyTb K HEMY.

3HayeHne No yMONYaHuio: /proc, /sys

Pexxnm pabotsl SplDer Guard.

Bo3MOXHbIe 3HaueHus:

e KM — pabota yepe3 LKM-moaynb Dr.Web,

YCTaHOBJIEHHbIN B AP0 ONnepauoHHon cucteMbl (LKM —
Loadable Kernel Module);

e FANOTIFY — paboTa yepes CMCTEMHbIA MeXaHU3M

fanotify,

e AUTO — aBTOMATM4eCKOe onpeaeneHmne ontTMmaabHOro

pexunma paboTbl.

PykoBoacTBO agMunHMCTpaTopa
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ExcludedProc

{nyme « ¢adiny unu cnucok nymedi}
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OnucaHune

fli 3MeHsATb 3HaueHWs 3Toro napameTpa
: cnesyetT NPou3BOAMUTL C KpaHen

OCTOPOXHOCTb, MOCKOJIbKY sizpa Linux B
pa3HoOM Mepe NOALEP>XKUBAIOT TOT U APYrou
pexxum paboTbl. HactoaTenbHO
peKOMeHAyeTCs OCTaB/IsATb 3TOT MapaMeTp B
3HayeHMM AUTO, 4Tobbl NpK 3anycke Hbia
BblIbpaH ONTVMMasIbHbIN PEXUM MHTErpaLmm
c avucnetyepoM dannoBon cuctemsl. Mpwu
3TOM KOMTMOHEHT CHauasa MbiTaeTcs
MCNo/b30BaTh PeXXMmM FANOTIEY, MOTOM, B
cnyyae Heypaun, — LKM. Ecam He yganoch
MCMOb30BaTh HY OAVH M3 PEXUMOB,
paboTa KOMMOHeHTa 3aBepLUAETCS.

Mpu HEOBXOAMMOCTM Bbl MOXETE cObpaThb
LKM-mogynb Dr.Web 13 ncxogHoro koga un
YCTaHOBUTb €ro B CUCTEMY, Ciiefyn
WHCTPYKLUMK B pasgene Vicnosib3oBaHue
mMoaynsa aapa ana SplDer Guard.

3HaueHue no yMoa4vaHuto: AUTO

Cnuncok npoueccos, GpannoBas akTMBHOCTb KOTOPbIX He
KoHTpoaupyetcsa. Ecan dannosas onepaumsa 6biia
coBepLUeHa Nto6bIM 13 MPOLLeCCOB, YKa3aHHbIX B 3HaYEHUM
napameTpa, TO U3MEHEHHbIV UAWN CO34aHHbIV dain He byaeT
NpoBepPATHCA.

MO>HO yKa3aTb HEeCKOJ/IbKO 3HaUYeHW B BUAe Cnucka.
3HauveHMa B CNUCKe yKa3bIBarOTCA Yepes 3anaTyro (Kaxzgoe
3HauveHue B KaBblukax). lonyckaeTca noBTOpeHme
napameTpa B CeKLun (B 3TOM C/lyyae BCe 3HaUeHuA
0b6beAVHATCSA B eANHbIN cnncok). Jonyckaetcs
ncnosb3oBaTb GanNoBble Macku (CofepiKallme CMMBOJbI 2 1
*, @ TakKe CMMBOJIbHble Knaccbl [ 1, [! 1, [~ ).

Mpumep: JobaBWTb B CMUCOK Npouecchl wget M curl.

e lo6aBneHne 3HaYE€HN C MOMOLLbIO KOMaH/bl drweb-
ctl cfset:
# drweb-ctl cfset LinuxSpider.ExcludedProc -a
/usr/bin/wget

# drweb-ctl cfset LinuxSpider.ExcludedProc -a
/usr/bin/curl

e [/lobaBneHune 3HaueHW B Gaiin KOHPUrypaLmu.

PykoBoacTBO agMunHMCTpaTopa
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BlockBeforeScan

{Off | Executables | All}

ExcludedFilesystem

{umsa ¢atinosoli cucmemeol}
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OnucaHune

o /[lBa 3HayeHuWs B OAHOW CTPOKE:
[LinuxSpider]

ExcludedProc = "/usr/bin/wget",
"/usr/bin/curl"

o [lBe cTpoku (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxSpider]
ExcludedProc = /usr/bin/wget
ExcludedProc = /usr/bin/curl

YT06bI U3MEHEHUS BCTYNWAN B CUITY, Mepe3arpysmTe
koHurypaumto Dr.Web Server Security Suite ¢ nomoLybto

KOMaHAbl:
# drweb-ctl reload

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

BrokmpoBsaTb painbl Npu obpaLleHnn K HAM 40 NPOBepPKHM
MOHUTOPOM (YCUAEHHBIN UK «NapaHOUAaNbHbIA» PEXUM
MOHUTOPWHTa).

,ﬂ,OI'IyCTI/IMbIe 3HayeHunA:

e Off — He BaokMpoBaTb JOCTYN K dannam, jaxKe ecnm oHK
He MPOBEpPEHDI.

e Executables — 6710KMpPOBaThb AOCTYMN K UCMOJHAEMbIM
dannam (popmatos PE u ELF 1 ckprnToB, cogepkaLimnx
npeambyny #!), He NPOBEPEHHbIM MOHUTOPOM.

e A1l — 670KMpPOBaTb AOCTYN KO BCEM dalinam, He
NpOBepPeHHbIM MOHUTOPOM.
daiinbl 61OKMPYHOTCS TOIbKO B pexuvmMe FANOTIFY.

3HayveHne No ymonyaHuto: Of £

daiinosas cuctema, 4ocTyn K Gannam KOTopom
KOHTPO/IMPOBAThCA He ByaeT.

,ﬂ,aHHaﬂ CI)yHKLI,I/Iﬂ AO0CTyNHa TOJIbKO B pexume FANOTIEFY.

MO>HO yKa3aTb HECKONIbKO 3HaUEHUI B BUAE CrmcKa.
3HauyeHus B CMMCKe yKasblBarOTCA Yepes 3anaTyto (kaxgoe
3HauveHwue B KaBblvKax). /lonyckaeTcs NoBTOpeHme
napameTpa B cekLuu (B 3TOM C/lyyae BCe 3Ha4YeHus
06beNHAITCA B €4MHbIN CMIUCOK).

Mpvmep: 0o6aBUTb B CMUCOK PaitNoBble CUCTEMbI cifs U
nfs.

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

[*] OnKnownVirus

{Oelicmsue}

[*] OnIncurable

{Oelicmsue}

[*] OnSuspicious

{Oelicmsue}

[*] OnAdware

{Oelicmsue}

[*] OnDialers

{Oelicmsue}
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OnucaHune

e [lobaBneHne 3HaYEeHUN C MOMOLLbH KOMaH/bl drweb-
ctl cfset:

# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a cifs
# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a nfs

e [lobaBneHune 3HaueHUn B Garin KOHPUrypaLmu.
o [lBa 3HayeHuWs B OAHOW CTPOKE:

[LinuxSpider]
ExcludedFilesystem = "cifs", "nfs"

o [lBe cTpoku (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxSpider]
ExcludedFilesystem = cifs
ExcludedFilesystem = nfs

YT06bI U3MEHEHUS BCTYNWAN B CUITY, Mepe3arpysmTe
koHurypaumto Dr.Web Server Security Suite ¢ nomoLybto

KOMaHAbl:
# drweb-ctl reload

3HayeHne No yMONYaHuMIo: cifs

[JeicTBre npun obHapy>xeHUn B NnpoeepsemMom daiine
N3BECTHOW Yrpo3bl (BUpYyca U T. 4.).

[Jonyctnmble 3HaueHns: CURE, QUARANTINE, DELETE.
3HayeHne No yMoN4YaHunto: CURE

,U,EI‘/‘ICTBI/IG B CJlydae HEBO3MOXHOCTUN UsnevyeHna yrpos3bl.

[Jonyctnmble 3HaueHna: QUARANTINE, DELETE.
3HayveHne No yMonYaHno: QUARANTINE

[JenctBre npu obHapy>eHN B NPOBEPAEMOM C MOMOLLbHO
3BPUCTUYECKOrO aHaamn3a daline Henm3BeCcTHOW yrpo3bl (Man
NoA03PeHns Ha yrposy).

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayveHne No yMonYaHno: QUARANTINE

[JeicTBre npu obHapy>xeHUn B nposepsemMom daiine
peknaMHOW NporpaMmbl.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayveHne No yMonYaHno: QUARANTINE

[JeiicTBre npu obHapy>xeHUn B NposepsemMom daiine
nporpamMmbl aBTOMaTU4eCcKoro J03BOHa.

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

[*] OndJokes

{Oelicmsue}

[*] OnRiskware

{Oelicmsue}

[*] OnHacktools

{Oelicmsue}

[*] ScanTimeout

{uHmepean spemeHu}

[*] HeuristicAnalysis

{on | off

[*] PackerMaxLevel

{yenoe yucno}

OnucaHune

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayveHne No yMonYaHnto: QUARANTINE

[JeicTBre npu obHapyxeHUn B NnposepsemMom daiine
nporpamMMbl-LLYTKW.

[JonycTtnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUto: REPORT

[JeiicTBre npu obHapy>xeHWn B NnposepsemMom daiine
NOTeHLMaAbHO OMacHOM Nporpammbl.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHMio: REPORT

[JeiicTBre npun obHapyxeHUn B nposepseMom daiine B
npoeepsaemMoMm ¢daline xakepckor NporpamMmmsi.

,ﬂ,OI'IyCTI/IMbIe 3HaveHusa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUio: REPORT
Taiim-ayT Ha NpoBepKy oZHOro darina.

[Jonyctumble 3HaueHuns: ot 1 cekyHabl (1s) 4o 1 yaca (1h).
3HauveHne No yMon4aHuio: 30s

Vicnonb3oBatb MK He NCMOAb30BaTb 3BpI/ICTI/ILIeCKI/II‘/II aHain3
4719 MONCKa BO3SMO>KHbIX HEN3BECTHbIX YIrPO3. 3BpMCTMHECKMVI
aHaNn3 NoBbIaAeT HaAeXHOCTb NMPOBEPKN, HO yBE/IMYBaET
ee ANNTENIbHOCTb.

[JenctBune Ha cpabaTbiBaHMe 3BPUCTMUECKOrO aHaansaTopa
3a/aeTca NnapamMeTpoMm OnSuspicious.

,ﬂ,OI'IyCTI/IMbIe 3HayeHunA:

e On — WCMOJIb30BaTb 3BPUCTUYECKNIA aHANU3 MpK
npoBepke.

e Of f — He UCMOoJ/Ib30BaTb 3BPUCTUYECKNIA aHaV3.

3HayveHne No yMo4aHuto: On

MakcManbHbI YPOBEHb BAOXEHHOCTU A5 3anakoBaHHbIX
06bekToB. Mo 3anakoBaHHbIM 06bEKTOM MOHMMAETCS
NCMOHAEMbIV KOZ, CKaTblli NPy MOMOLLM
cneuanm3npoBaHHbix nHcTpymeHTtos (UPX, PELock,
PECompact, Petite, ASPack, Morphine n gp.). Takne o6beKTbI
MOTYT BKJIHOUaTh APYrve 3anakoBaHHble 0OBbEKThI, B COCTaB
KOTOpPbIX TakXXe MOTYT BXOANUTb Apyrne 3anakoBaHHble

PykoBoacTBO agMunHMCTpaTopa
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[*] ArchiveMaxLevel

{yenoe yucno}

[*] MailMaxLevel

{yenoe yucno}

[*] ContainerMaxLevel

{yenoe yucno}

[*] MaxCompressionRatio

{yenoe yucno}
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OnucaHune

O6'b6KTbI, nT A4 3HaueHwune 3Toro napamMeTpa yCraHaBAMBaeT
npe,a,eﬂbelﬁ YPOBEHb Nepapxmn BJIOXEHHOCTH, Nocne
KOTOpOro 06beKTbI BHYTpU 06bEKTOB He 6yAyT npoBepATbCA.

OrpaHnyeHWI ypOBHSA BNOXKEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No yMOYaHuUto: 8

MakcrManbHbIN YpOBEHb BAOXKEHHOCTU /19 apXUBOB
(.zip, .rar v Ap.), B KOTOPble BAOXKEHbI APYrne apxuBbl, B
KOTOpble, B CBOKO 04epesb, TakxKe MOTyT ObITb BJOXKEHbI
apxwvBbl, 1 T. A. 3Ha4eHWe 3TOro napameTpa ycraHaB/MBaeT
npesenbHbIli ypOBEHb MepapXuu BAOXKEHHOCTH, Noce
KOTOPOro apx1Bbl BHYTPU apX1MBOB He ByAyT NpoBepATbCA.

OrpaHnyeHWin ypOBHSA BNOXKEHHOCTU HeT. 3HaueHure 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No ymon4yaHuto: 0

MakcrmabHbIN YPOBEHb BAOXKEHHOCTU A1A dainnos
MOYTOBbIX MpOrpamMm (.pst, . tbb 1 T. MN.), B KOTOpble MOryT
6bITb BJIOXEHbI 06BEKTLI, B KOTOPbIE Tak>ke MOTyT ObITb
BJIOXEHbl 0OBEKTbI, U T. 4. 3HayYeHmne 3TOro napameTpa
yCTaHaB/IMBaET NpeAebHbIA YPOBEHb Nepapxuu
BJIOXKEHHOCTU, MOC/e KOTOPOro 06beKTbl BHYTPU 0OBEKTOB
He ByAyT NpoBepPATLCA.

OrpaHnyeHWit ypOBHSA BNOXKEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No ymon4yaHuto: 0

MakcrManbHbIN YPOBEHb BAOXKEHHOCTU ANA APYrX TUMOB
06BeKTOB C BAOXKEHUAMYU (Hanpumep, cTpaHuLbl HTML,
darinbl . jar u T. N.). 3HayeHWe 3Toro napameTpa
yCTaHaB/IMBaET NpeAebHbIA YPOBEHb Nepapxuu
BJIOXKEHHOCTU, MOC/e KOTOPOro 06beKTbl BHYTPU 0OBEKTOB
He ByAyT NpoBepPATLCA.

OrpaHnyeHWIn ypOBHSA BNOXEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXKEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No yMOYaHuUto: 8

MakcnmanbHO AONyCcTMMas CTerneHb COKaTua NpoBepsaeMbIX
06bEKTOB (OTHOLLEHWE CKAaTOro 06bemMa K HecxkaTomy). Ecim
cTeneHb CKaTna obbekTa NPeBbICUT YKa3aHHYH BEJVYMNHY,
OH ByaeT nponyLLeH Npu NpoBepkKe.

BennumHa ctreneHn cxatna AO0JI>KHa ObITb HE MeHee 2.

PykoBoacTBO agMunHMCTpaTopa
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Mapametp OnwucaHune

3HauveHne No yMmon4yaHuio: 500
DebugAccess BkntouaTb WM He BKAKOYATb B XXYPHaA Ha OT/1IaJ0MHOM
{nozuteckul} ypoBHe (Npu LogLevel = DEBUG) NOAPOOHbIe COOBLLEHMS

0 jgoctyne K painam.

3HauveHne No yMo4aHuto: No

Hacrpoi/'lKa nHANBUAyaJibHbIX NMapamMmeTpoB MOHUTOPUHra
3auinuiaeMbiX NMpoCcTpaHCTB

[nsa kaxkaoro 3awuiaeMoro NnpocTpaHcTBa GannoBOn CUCTEMbI B KOHGUTypaunoHHoM daine,
Hapagy € cekumen [LinuxSpider], XpaHsllen Bce NapaMeTpbl paboTbl MOHUTOPA, 3a4aeTCA
oTAeNbHan cekuma, onpeensatowwas nyTb K Habaogaemon obnact GannoBon cUCTEMbI U
napameTpbl ee MOHUTOpMHra. Kaxzaas nHANBMAYanbHaa CEKLMA 3alLMLL,aeMOro npocTpaHcTea
AOKHA UMETb MMA BUAa [LinuxSpider.Space. <uMsA npocmpaHcmea> ], rae

<UMS NpOCMPAHCMBa> — YHWKaNbHbI AEHTUOUKATOP 3aLLMLLI@eMOro NPOCTPaHCTBa.

NHavBYAayanbHas cekums NpOCTPaHCTBA AOJKHA BKIOYATh B Cebs CesytoLine napaMeTpsi,
OTCYTCTBYHOLME B 0bLLeNn cekunn [LinuxSpider]:

Mapametp
Path

{nyme k
kamanozay}

Enable

{noauyeckuli}

@

OnucaHune

Onpepgensiet nNyTb K KaTanory, xpaHsaiemy daiibl, KOTOpble AOJXHbI HAXOANTLCA MO,
HabatogeHVeM (BKrOYast BJOXKEHHbIE KaTanory).

Mo yMONYaHWUIO AaHHbIV NapaMeTp MMEET NMycToe 3HAUEeHWE, MO3TOMY Mpw
fo6aBaeHNM 3aLLMLLAEMOrO NPOCTPaHCTBa K 061acT HabaroaeHWs 0bsA3aTesIbHO
cnepyet 3asaTh AaHHbIN NapameTp.

3HauyeHve No yMoAYaHuIo: (He 3a0aHo)

Cozep>kKMmoe 3alLMLLaeMOro NPOCTPAHCTBA, PaCcrnoNOXKEHHOe BHYTPY NyTH Path,
[OJIKHO HaxOAWTbCS Nog HabaogeHnemM MOHUTOpA.

YcTaHOBKa AaHHOro napamMeTtpa B No NpPeAnncbiBaeT MOHUTOPY UCKAKOUNTD
COZEPXNMOe JaHHOrO 3aLMLLIaeMOro NPOCTPaHCTBa U3 0bbeAnHEHHON obaacTu
HabnoaeHus.

3HaueHue no YMOAYaHUNIO: Yes

Ecan y Bcex 3aLumLLaeMbIx MPOCTPAHCTB, YKa3aHHbIX B HAaCTPOMKax MOHWUTOPA,
HabarofeHe OTKNKOUEHO, UK UX NMyTW He 3aaaHbl, To SplDer Guard paboTaet BXxoa0cTyto,
MOCKO/IbKY HU OAWH dalin AepeBa GpainioBOi CUCTEMbI He ByeT HaXOAWUTLCA MOJ
HabarogeHnem. Ecim HeobXxoaNMO KOHTPOANPOBaTL BCO GaNoByHO CUCTEMY KaK eAnHOe
3allyLLaeMoe NPOCTPaHCTBO, CeAyeT YAaAUTb N3 HaCTPOeK BCe MMEHOBaHHbIe CeKLiMK
3allMLLaeMbIX MPOCTPAHCTB.

PykoBoacTBO agMunHMCTpaTopa
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Kpome yka3aHHbIX Bbllle, MHANBUAYabHbIE CEKLMN 3aLLMLLAEMbIX MPOCTPAHCTB MOTYT BK/IOYaTh
B cebs CNMCOK NapameTpoB M3 06LLEeN CceKLMM HacTPOEK KOMMOHEHTA, OTMEYEHHbIX
obo3HaueHvem [*] B Tabauue Bbile, U NepeonpesensatoLmnx napamerp, 3agaHHbli Ans
3alLMLLI@eMOro NPoCTpaHCTBa (HanprmMep, AelcTBUE Npu 0OHapYy>KeHWW Yrpo3bl, MakCUMabHYHO
rnybuHy NpoBepkn apxmMBOB U1 T. N.). Ecam ans 3awmiiaeMoro npocTpaHCcTBa He ykasaH Kakou-
b0 13 NapamMeTpoB, TO MOHUTOPWHT GalioB B 3TOM NPOCTPaHCTBE PEryanpyeTcs 3HauyeHUsMuU
COOTBETCTBYHOLIMX NapaMeTpoB M3 cekUunM [LinuxSpider].

UYT06bI 4OHABUTL HOBYHO CEKLMIO NAapaMeTPOB A1 3aLLMLLAEMOro NPOCTPAHCTBA C TETOM
<UMSsA npocmpaHcmea> npw NoMoLu yTuanTel ynpasneHuns Dr.Web Ctl (3anyckaeTcs koMaHAOM
drweb-ctl), BbIMOJHUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Space -a <umsg npocmpaHcmea>
Mpumep:

# drweb-ctl cfset LinuxSpider.Space -a Spacel
# drweb-ctl cfset LinuxSpider.Space.Spacel.Path /home/userl

MepBas koMaHzAa fo06aBUT B Gaiin KoHbUrypaumm cekumo [LinuxSpider.Space.Spacell, a
BTOpas 3a4acT A/ Hee 3HaueHWe napameTpa Path, yka3aB nyTb Kk Habarogaemon obnactu
dbannoBon cucteMbl. Bce npoune napameTpbl B JaHHOW cekLmn ByayT coBnasatb CO 3HaYEHUAMM
napameTpoB 13 obuen cekummn [LinuxSpider].

9.4.4. Ucnonb3oBaHue moayna aapa ansa SplDer Guard

B aTom pasaene

e ObLLMe cBeaeHMS

e VHCTpyKLMA MO cOOpKe MOoAYAsA 84pa

e BO3MOXHble OLNOKM cOOPKM

O6wue cBepgeHunn

Ecnv onepayumoHHas cuctema He npeaoctaBseT MexaHu3m fanotify, ncnonb3yemobii SpliDer
Guard ans MOHUTOPUWHTa AeUCTBUIN C 06bekTamu GaNoBOMN CUCTEMbI, OH MOXET UCMOAb30BaTh
cneumanbHbIn 3arpy>kaembliin LKM-mogaynb, paboTarowmii B NpocTpaHCTBe fgpa (Kpome Toro,
MOZY/b ipa MOXET UCMOJIb30BaThCA B TEX Cy4yasx, Korga MmexaHusm fanotify peannsosaH c
OorpaHuYeHnsMU No Joctyny K GannoBon cucreme).

Mo ymonuanuto B coctase SplDer Guard nocraBaseTca CKOMNUAMPOBAHHBIN MOAY b AApa ANS
Bcex OC, ykasaHHbIx B pa3gene CucremMHble TpeboBaHWA U coBMecTMMOCTb. Kpome 31oro
COBMeCTHO ¢ komnoHeHToM SplDer Guard nocrtaBnsetca apxvs B popmate . tar.bz2,
cozep>Kallnin UCxoaHble Galbl 3arpy>kKaeMoro Moayna aapa, YTobbl ero MoXHo 66110 cobpaTtb
BPYUYHYHO.

PykoBoacTBO agMunHMCTpaTopa
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| 3arpy>caemblin Mmoaynb aapa (LKM), ncnonbsyemsbiin SplDer Guard, npegHasHaveH ans
: paboTbl ¢ agpamu Linux Bepcuii 2.6.* n bonee nosgHen.

Pabota c LKM He nogaep>xwusaetca ansa apxmtektyp ARM64, E2K 1 IBM POWER (ppc64el).

Ale/IB C UCXO4HbIM KOAOM 3arpy>aemMoro Moayna aapa pacnonaraetca B
KaTasore /opt/drweb.com/share/drweb-spider-kmod/src/ U nMmeet nma Buga drweb-
spider-kmod-<gepcus>-<dama>.tar.bz2.

Takke B kaTanore drweb-spider-kmod nmeetca gann ckpmnTta check-kmod-install. sh,
MCNOJIHVB KOTOPBIN, Bbl NONYy4YMTe MHGOPMaLMIO, NOAAEPXKMBAET M UCMOb3yeMas BaMu
onepaumoHHasa cucteMa npesBapuTenbHO CKOMMUAMPOBaHHbIE BEPCUM fAPa, YXKe BKAFOUYEHHbIE
B coctaB Dr.Web Server Security Suite. Ecnm HeT, TO Ha 3kpaH ByaeT BbiBeeHa peKoOMeHaLms
BbINOJHUTb PYYHYytO COOPKY.

B cnyuae otcyTcTBUMA KaTanora drweb-spider-kmod No ykazaHHOMY MyTU, BbIMOAHUTE
yCTaHOBKY nakeTa drweb-spider-kmod (M3 peno3ntopmsa nam BbI6OPOYHON YCTaHOBKOM 13
YHMBEpPCaNbHOro NakeTa, B 3aBUCMMOCTM OT cnocoba, KoTopbim yctaHoBaeH Dr.Web Server
Security Suite).

@ [ns BbINONHEHNA pyYHOU COOPKM 3arpy>kaemMoro Moaynsa afpa 13 UCXOAHOTO Koja

: Heobxoanmo obnazatb NpaBaMu cyrnepnosib3oBaTens (monb3oBatens root). Ans
noJly4eHns nNpas Cyneproib3oBaTens npu cbopke NCnoab3yrTe KOMaHay CMeHbl
nosib30BaTeNs su WM KOMaHAy BbIMOJIHEHUSA OT UMEHU APYroro nosib3oBatens sudo.

UHcTpykuma no cbopke moayna aapa
1. PacnakymnTe apxvB C UCXOAHBIM KOZOM B Ntobon kaTanor. Hanpumep, komaHaa

# tar -xf drweb-spider-kmod-<sepcus>-<dama>.tar.bz?2

pacnakyeT apXmB HENOCPEACTBEHHO B KaTasor, cop,ep>|<au.|,vu71 CaM apxuB, CO34aB B HEM
nozkatanor ¢ umeHem darina apxmsa.
2. I'Iepeﬁp,VlTe B CO3AaHHbIVI Katanor ¢ MCXo4HbIM KOA0M U BbIMNOJIHATE KOMaHAY:
# make
B cnyulae BO3HMKHOBEHUA oLnbok Ha 3Tane make cnep,yeT NX yCTpaHI/ITb N BbINOJIHUTb
KoOMNnaauunro I'IOBTOpHO.
3. Mocne ycnewHoro OKoOH4yaHunA atana make BbIMOAHUTE KOMaHAbI:

# make install
# depmod

4. Tocne ycnewHom c6opkn Moayns sapa n ero pernctpaumm B CUCTEME, BbINMONHNUTE

AoNoHUTENbHO HacTpowiky SplDer Guard, yka3as emMy pexxvm paboTbl C MOAy/eM A4pa,
BbINOJ/IHNB KOMaHAYy:

# drweb-ctl cfset LinuxSpider.Mode LKM

PykoBoacTBO agMunHMCTpaTopa
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Tak>xe gonyckaeTca yCTaHOBKa 3HayeHna AUTO BMeCTO 3HayeHnsa LKM. B atom cayuae SplDer
Guard byaet npo6oBaTb NCMNO/Ib30BaTh HE TOJILKO MOAY/b AA4Pa, HO U CUCTEMHBIA MEXaHW3M
fanotify. lns nonyyeHns AONOAHUTENbHOM MHPOPMALIMM BbIMOAHUTE KOMaHAY:

$ man 1 drweb-spider

Bo3mo>kHble owmnbkn cbopkmn

Ha 3Tane BbinosHeHNs cOOpkn make MOryT BO3HMKaTb OWNOKKN. B cnyyae BOZHMKHOBEHMSA
owmnbok NpoBepbTe CreaytoLLee.

e 1ns ycnewHown cbopku Tpebyetcs Hannume Perl n komnunatopa GCC. Ecam oHM OTCYTCTBYHOT,
yCTaHOBUTE UX.
e B HekoTopbix OC MOXeT noTpeboBaTbCA NpeABapuUTeNbHaA YCTaHOBKA Naketa kernel-devel.

e B HekoTopbix OC cbopka MOXET 3aBepLUNTLCA OLNMOKOW 1U3-3a HENPaBW/IbHO ONpeAeneHHOro
NyTWU K KaTanory NCXOAHOrO Koga fapa. B aTom cayvae ncnonb3yimte KoMaHay make €
napameTpom KDIR=<Nymb K UCXOOHbIM KoOam 0pa>. OBbIYHO daisibl UCXOAHOTO KOAA
pa3melLatoTca B KaTanore /usr/src/kernels/<eepcus 20pa>.

| Bepcus aapa, BblgaBaeMas KOMaHAOW uname —r, MOXET HE COBMaZaTb C MMEHEM
: KaTanora <eepcus s0pa>.

PykoBoacTBO agMunHMCTpaTopa
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9.5. SplDer Guard gna SMB

SplDer Guard ans SMB — 370 MOHUTOP KaTanoros $pariIoBON CUCTEMBI, NCMOAb3YEMbIX Kak
paszensemble katanoru pannosbiM SMB-cepepomM Samba. 3TOT KOMMOHEHT NpeAHa3HaYeH Ans
MOHWTOPWHra AencTBUIM C Gannamm B pasgensembix katanorax Samba. OH paboTaeT B pexxnme
pe3nAeHTHOroO MOHUTOPA M KOHTPOIMPYET OCHOBHbIE AeACTBUA B GaliIOBOWN cUCTEME,
oTHocAWMeca K dparanam v katanoram (cosgaHvie, OTKPbITUE, 3aKPbITUE, a TakKe ornepaLmmn YTeHns
W 3anucu), coaep KalmMmca B 3aLlmiiaemblx Katanorax. Korga KOMnoHeHT nepexsaTtbiBaeT Takoe
cobbiTe, OH NpoBepseT, bbii M Gann N3MEHEH, N eCIK Aa, TO OH CO34aeT 3ajayvy Ha MPOBepPKy
3Toro dawnna, KOTopyro OTNpaBAseT KOMNOHEHTY npoBepku dannos Dr.Web File Checker. Ecan
3anpalumBaembiv dann gencrtemTensHo Tpebyet nposepku, Dr.Web File Checker, B cBoto
oyepesb, MHULUNPYET NPOBEPKY COAEPXMMOro daina ckaHupyrowmm aagpom Dr.Web Scanning
Engine. Ecnm B panne obHapy>xeHa yrpo3a, dann 610knpyeTca ana 4OCTyna Ha Nepuog,
yKa3aHHbI/ B HaCcTpoKiKax, 40 MOMEHTa MPUMEHEHNA K HeMy AeACTBUA NO HeWTpasm3aLmm
yrpo3bl. Takxe B HAaCTPOMKax KOMMOHEHTa MOXET bbITb 3aaHO npeanucaHme 61oknpoBatb dann
B C/lyyae OLIMOKM ero NpoBepKyM (B TOM YMCIe eCNn OTCYTCTBYET AeMCTBYIOLLAA NLLEH3MSA).

ili [na npegoTtBpalleHns BO3MOXKHbIX KOHPAMKTOB Mexxay SplDer Guard u SplDer Guard ans
: SMB npu npoBepke GannoB B pa3gensembix katanorax Samba, pekomeHayetcs
AOMONHNTENbHO HacTpouTb SplDer Guard, BbINOMHWMB OAHO U3 CEAYOLWMX AENCTBUIA:

e n06aBUTb pa3genseMble katasorm Samba B 061acTb NCKAOUEHNS (MepeUuncanTb 3Tm
KaTasoru B napametpe ExcludedPath);

e 06aBUTb NpoLiecc Samba (smbd) B CNMCOK UTHOPUPYEMBbIX NMPOLLECCOB (yKa3aTb
3HayeHuVe smbd B NnapameTpe ExcludedProc).

@ MoHuTop SplDer Guard ans SMB ncnonb3yet ans nHTerpaumm ¢ Samba cneumnanbHbil

: mMoaynb VES SMB. CoBmecTHO ¢ MoHUTOpoMm SplDer Guard ans SMB nocraBasetcs
Heckonbko Bepcnin moayns VFS SMB, cobpaHHbIX A5 pa3ivyHbIX Bepciin Samba, ogHako
OHM MOTYT OKa3aTbCs HECOBMECTUMbI C Bepcunei Samba, yCcTaHOB/IEHHOW Ha BalleM
daninoBOM cepBepe, HanNpUMep, ec/IM YCTaHOBJIEHHbIW Y Bac cepBep Samba ncrnonb3yet
onuuio CLUSTER SUPPORT.

B cnyuae HecoBmMecTMOCT nocTaBasemblix Mogynen VFS SMB ¢ Bawmm cepsepom Samba
HeobxoanMOo BbINOAHUTE cbopky Moayna VFS SMB ansa Bawero cepepa Samba, Bkaroyas
noaaep>ky onuuun CLUSTER SUPPORT, ecin 310 Tpebyetca. [Mpoueaypa cbopkn mogyns
VFS SMB 13 ncxogHoro koga onuvcaHa B pasgene Cbopka moayns VES SMB.

9.5.1. MpuHUMNbI paboThbl

B aTom pasaene

e ObLLMe cBeaeHMS

e 3ajaHue obaacten GannoBOUN CUCTEMBbI, MoAneXaLUKX HabarAeHUIO

PykoBoacTBO agMunHMCTpaTopa
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O6wue cBepgeHunn

MonwuTop SplDer Guard ans SMB paboTaeT B pexxvme geMoHa (06bI4HO 3anyckaeTcs 4eMOHOM
ynpasaeHus KoHpurypaumen Dr.\Web ConfigD npw 3anycke cuctemsl). [Mocne 3anycka oH
paboTaeT B KauecTBe cepBepa, K KOTOPOMY MOAKAHOUANOTCA CneLumanbHble naarvHel (Moayamn VES
SMB), paboTatoLyme Ha cTopoHe cepBepa Samba 1 KOHTPOAMPYHOLLME aKTUBHOCTb
nosib3oBaTeNen B passgensaeMblx katanorax. [pn obHapy>XeHM HOBbIX UV U3MEHEHHbIX (annoB
MOHMWTOP 3anpallrBaeT UX NPOBEPKY KOMMOHEHTOM nposepku dpannos Dr.Web File Checker.

Korga B darine, npoBepeHHOM MO 3anpocy OT MOHWUTOPa, OBHapy>XXMBaeTCA Hem3ieummas yrposa,
WAWN ecan JNA AaHHOTO TUMa Yrpo3bl B HACTpOMKax Hblo yKasaHo AeicTBUe

«bnokmposaTb» (BLOCK), MOHUTOP AaeT KoMaHay moaynto VFS SMB, koHTpoaunpytoemy
pasgensaemMblv Katanor, 610kMpoBaTh 3TOT dana Aia Nosb3oBaTtenei (T. e. 3anpeTuTb UTeHne
dalina, 3anncb B HEroO 1 ero ncnosHeHue). Takxke, ecim 3T0 He OTKAKOUYEHO B HACTPOMKaX, PAAOM
¢ 3abn0KkMpoBaHHbIM GaiNoM CO34aeTCs CneLmanbHbIi TEKCTOBBIN Galn, coaep Kallmi onmcaHme
NpUYnHbI 610KMpPOBKK daina. ITo AenaeTcs ANs Toro, YTobbl NPeAOTBPaTUTL ANA MONb30BaTENS
3P PeKT «HeOXMAAHHOTO NCUYe3HOBeHMA darna», KOTOPbIA MOT Hbl BO3HMKaTb B C/lyYae, ecin K
danny 66110 aBTOMATUUECKM NMPUMEHEHO AeNCTBUE «YAanuTb» (DELETE) uamn «B

KapaHTUH» (QUARANTINE). 9TO NO3BO/AET NPEfOTBPaTUTb MHOXECTBEHHbIE MOMbITKM
nonb3oBaTens (M NpPorpamMMbl-4epBs, 3apa3unBLLE KOMMbIOTEP MOAb30BaTENs) 3aHOBO CO3JaTb
nepeMeLleHHbIV K yaaneHHbI dann. Kpome Toro, 3To fencTBrne ABAseTCs Cnocobom
npovH®OopMMpPOBaTb NOb30BaTENSA, YTO €ro KOMMbIOTEP, BEPOATHO, MHOMLIMPOBaH Kakon-1mbo
BPEAOHOCHOM NporpaMMon. [Nonyuns Takyro nHGOpPMaLo, NOAb30BaTelb MOXET BbIMOJAHUTD
aHTMBUPYCHYIO NPOBEPKY KOMMbOTEPa, 06HapyXuTb 1 06e3BpeAnTb NOKaabHble YTrPo3bl.
JononHntensHo ¢awnn (B 3aBUCUMMOCTM OT 3HAUYEHNA COOTBETCTBYHOLLEro napamMeTpa
KOHdUrypaumm) MoxeT BbITb 3a610KkMpOBaH NpU owWnbKe NPOBEPKYX, B TOM UYNCIE, EC/IU
OTCYTCTBYET akTMBHasA NnLeH3usa, obecneumBatowas paboty SplDer Guard ans SMB.

3apaHune obnacren paninioBON CUCTEMbI, NOAJIEXKaALLUX
HabarogeHuro

Bbl MOXeTe 3anpeTuTb KOMMOHEHTY HabatoAaTh 3a yKa3aHHbIMUW KaTanoramum u dannamu,
HaxoAALLUMMUCA BHYTPY KOHTPOAMPYEMbIX Pa3enseMblx KaTanoros cepsepa Samba. 31o moxet
NMOHaf06UTLCSA, eCIN KaKne-IMb0 Galibl USMEHSAOTCA C/IMLLIKOM YacTo, YTO 3acTaBAsSiET MOHUTOP
CTOJIb XK€ YacTo UX NPOBEPATb N MOXET NPUBECTU K HONbLLOK Harpyske Ha cuctemy. Ecam npum
3TOM TOYHO M3BECTHO, YTO AJ/18 HEKOTOPLIX GaNoB B XpaHW/IMLLE YacTOe N3MEHEHNE — 3TO
HOpMasibHOe MOBeAeHNe, TO PEKOMEHAYETCA UCKNUNTL Takme daiabl n3-nog HabarogeHuns
MOHWTOpPA. B 3TOM cnyyae oH He ByaeT pearpoBaTb Ha UX U3MEHEHWE U He ByAeT MHULUUPOBaTb
MX NPOBEPKY KOMMOHEHTOM NpoBepkn Ganaos.

[na onpeseneHns KaTanoroB, NOANEXALUNX U HE NOoAAeXaLUNX HabNOAEHNIO, MOHUTOP
dannosbix xpaHuauw, Samba SplDer Guard ans SMB ncnonb3yet ABa napamMeTpa KOHPUrypaLuu:

e IncludedPath — CnNUCOK NyTen, MOANEXALLNX MOHUTOPUHTY («06AaCcTb HABNOAEHUN»);

e ExcludedPath — cnncok I'IyTeVI ANA NCKAKYeHNA N3 MOHUTOPKHTa (<<O6.I'IaCTb NCKIHOUEHMSA»).
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CraHzapTHO B kayecTBe obnactn HabatoAeHNs paccMaTpUBaeTCs BeCb pa3aensemMblin katanor. B
cnydae ykazaHua obnactein HabaogeHUs N NCKIOYEHWSs, HabNoAeHNIO NOABEPratoTCa TONbKO Te
dalinbl 3 pasgenseMoro KaTanora, Nyt K KOTOPbIM He OTHOCATCA K UCK/IOYEHMAM M3 CrnCKa
ExcludedPath nam npuHagnexart obnactn HabaroaeHVs, onpeaensieMon CrMckoMm
IncludedPath. [pn 3TOM, €Cam oAMH 1 TOT XKe NyTb YKa3aH B 060Mx cnuckax, TO napameTp
IncludedPath nmeet npmoputeT — 06BEKTDI, PAaCNONOXEHHbIE MO AaHHOMY MyTH, ByayT
HaxoAUTbCA Nog KoHTpoaem moHutopa SplDer Guard ana SMB. Takum 06pa3om, Bbl MOXeTe
ncnonb3oBaTtb NapameTp IncludedPath Ana BKAOUEHUA B 061aCTb HabOAEHWA OTAENbHbIX
KaTanoros 1 GannoB, HAXOAALLMXCA BHYTPU 06NaCTN NCKAFOYEHMS.

Bbl MOXeTe 3a4aTb pa3NnyHble NapaMeTpbl 3aWnTbl A8 Pa3HbIX pa3fenseMblx KaTanoros Samba,
HaXOAALLMXCA NOZ 3awmnTon MoHuTopa SplDer Guard ans SMB, Bkitouas pa3Hble obaactm
HabOAEHNA N NCKTOUEHWS, a TakXke peakunn Ha obHapy>KeHHble Yrpo3bl. ITO A4OCTUraeTcs
3alaHNEM B CeKLMM KOHPUrypaumm moHutopa SplDer Guard ans SMB nHAMBMAYaNnbHbIX
HacTpoek ana mogynein VFS SMB, KOHTPOIMPYIOLWMX 3TV pa3jensemMble KaTaaoru.

| 06 nHTerpauun Dr.Web Server Security Suite ¢ ¢parinoBori cnyxx6oi cm. pasgen
° NHTerpauusa ¢ dannosbiM cepsepom Samba.

9.5.2. AprymMmeHTbl KOMaHAHOW CTPOKM

YTto6bI 3anycTUTh KOMNOHeHT SplDer Guard ana SMB 13 KOMaHAHOW CTPOKW, BbINOJHUTE
KOMaHAy:

e a1 GNU/Linux:
$ /opt/drweb.com/bin/drweb-smbspider-daemon [<napamempel>]
e a1 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-smbspider-daemon [<napamempel>]

SplDer Guard gnsa SMB gonyckaeT MCNob30BaHWeE CAeAyroLWnX NapaMeTpoB:

Mapametp OnucaHue

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOIM UM 3MYNATOPa TePMUHaNa KpaTKoM Crpasku Mo
MMeroLMMCA NapameTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl KOMMOHEHTA.
KpaTknin BapuaHT: —h
AprymeHTbl: Het

--version Ha3zHaueHue: BbIBO,CII Ha 3KpPaH KOHCOJIN U 3MYNIATOpPa TepMUHa a I/IHCI)OpMaLI,I/II/I (6]
BEPCUN KOMMNOHEeHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het
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Mpumep:

$ /opt/drweb.com/bin/drweb-smbspider-daemon --help

[aHHaa KoOMaHAa BbiBeAET Ha 3KpaH KpaTKyro cnpaBky koMmnoHeHTa SplDer Guard gna SMB.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HeMoCpeACcTBEHHO M3 KOMaHAHOW CTPOKM He
npesycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeCckn JeMOHOM yrnpaBaeHna KoHdurypawmein
Dr.Web ConfigD npw 3arpy3ke onepaunoHHon cuctemsl. s ynpaeaeHna napameTpamu paboTsbl
KOMMOHeHTa ucnonb3yinte ytuanty Dr.Web Ctl, npegHa3HaveHHyto ansa ynpasaeHus Dr.\Web
Server Security Suite 13 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE U3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-smbspider-daemon.

9.5.3. MNapameTpbl KOHPUrypaLuumn

B aTom pasaene

e [TapameTpbl KOMMOHEHTA

o HaCTDOI\/’IKa MHAMBUNAYAJIbHbIX MapPaMeTpPoOB MOHUTOPWHIA

KoMMnoHeHT ncnonb3yeTt napameTpbl KOHPUrypaLum, 3aaHHble B ceKLnn [SMBSpider]
06beaMHEeHHOro KoHoburypaumnoHHoro davina Dr.Web Server Security Suite.

NMapameTpbl KOMMNOHEHTA

B cekunm npeacrtaBsieHbl Cieayroline napamMeTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb NoApobHOCTY BEAEHWA XypHana KOMMOHEHTa.

{yposeHb hodpobHocmu}
Ecnv 3HaueHWe napameTpa He yKasaHo, UCMONb3yeTcs 3HaUeHne

napameTpa DefaultLogLevel 13 cekuun [Root].

3HaueHune No ymonyaHuto: Notice

Log MeTo/ BefeHMA XypHaia KOMMNOHEHTa.
{mun xypHana} 3Hau4eHne Mo yMOAYaHumIo: Auto
ExePath MyTb K UCMONHAEMOMY daiiNy KOMMNOHEHTA.

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

{nyme k ¢paliny}

Start

{noeuyveckuti}

[*] ExcludedPath

{nyme k ¢baliny unu kamanozy}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

3HayeHVe No YMOYaHWIO:

e ana GNU/Linux: /opt/drweb.com/bin/drweb-smbspider-
daemon
o AnA

FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
smbspider-daemon

KoMmoHeHT 3anyckaeTcs ZeMOHOM yrpaBieHus KOHbUrypaumen
Dr.Web ConfigD.

YcTtaHoOBKa AAaHHOTO napamMeTpa B Yes NpeanucbiBaeT 4eMOHY
ynpaBJieHusA KOHq)I/IpraLI,I/IEI‘/II HeMeaNeHHO 3anyCTTb KOMMOHEHT, a
yCTaHOBKa B 3Ha4eHne No — HeMe[JIeHHO 3aBepLUNTb ero pa60Ty.

3HayeHVe No yMoa4aHuto: No

MyTb K 06bEKTY BHYTPU pa3AensieMoro kataaora, KOTOpbI JOKeH
6bITb MpONYLLEH NPY NPOBEPKe BMeCTe CO BCEMM NogKaTaioramm u
BJIOXKEHHbIMK Painamu. [lonyckaeTcsa ykasaHue nyTu
OTHOCWTENIbHO KOPHEBOTO KaTanora ¢pannoBoro xpaHuaunwa SMB
(cM. mapameTp SambaChrootDir) Kak K OTA€NbHOMY paiiny, Tak 1
K KaTanory B LienoM. [JonyckaeTcs ncnonb3oeatb dGalioBble Mackuy,
cofepxkallme CUMBOJIbI 2 U *, @ Tak)Ke CUMBOJIbHbIE Kiacchbl [ ],
(v

Mo>eT UMeTb CMNCOK 3HaYeHU. 3HaUEeHNs B CMMUCKe YKa3blBatOTCA
yepes 3anaTyro (kaXkAoe 3HauyeHune B KaBblukax). JonyckaeTcs
MOBTOPEHME NapaMeTpa B CekLMm (B 3TOM Cy4vae BCe 3HAYEHUS
006BEANHAIOTCA B €4UHBIN CMNCOK).

Mpumep: Job6aBnTb B cnncok ¢pann etc/filel u katanor
usr/bin.
1. [obaBneHuve 3Ha4eHWin B Garin KOHOUrypaumu.

e /lBa 3HauYeHWA B O4HOWN CTPOKE:

[SMBSpider]
ExcludedPath = "etc/filel", "usr/bin"

e [IBe cTpoOkM (MO OAHOMY 3HAUEHMIO B CTPOKE):

[SMBSpider]
ExcludedPath = etc/filel
ExcludedPath = usr/bin

2. [obaBneHue 3HaueHU C NOMOLLbIO KOMaHAbl drweb—
ctl cfset:

# drweb-ctl cfset SMBSpider.ExcludedPath -a
etc/filel

# drweb-ctl cfset SMBSpider.ExcludedPath -a
usr/bin

Ecan ykaszaH katasior, To 6yAeT NponyLeHO BCe COAEPXKMMOE 3TOrO
KaTasora.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)
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Mapametp
[*] IncludedPath

{nyme k ¢baliny unu kamanozy}

[*] AlertFiles

{noeuyveckuti}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

MyTb K 06BbEKTY BHYTPU pa3AensieMoro kataaora, KOTOpbI JOKeH
obs3aTenbHO NpoBepATbCa. [lonyckaeTca ykasaHve nyTu
OTHOCWTENbHO KOPHEBOTo KaTanora ¢pannoBoro xpaHuaunwa SMB
(cM. mapameTp SambaChrootDir) Kak K OTA€NbHOMY paiiny, Tak 1
K KaTanory B LenoM. [JonyckaeTcs ncnonb3oBatb dGaliioBble Mackuy,
cofepkallme CUMBOJIbI 2 1 *, @ Tak)Ke CUMBOJIbHbIE KAacchbl [ ],
(v

Mo>eT MMeTb CMNCOK 3HaYeHU. 3HaUEeHNsA B CMMUCKe YKa3blBatOTCA
yepes 3anaTyro (KaXkzoe 3HauyeHune B KaBblukax). JonyckaeTcs
MOBTOPEHME NapaMeTpa B cekLMmn (B 3TOM Cy4yae BCe 3HAYEHUS
06BEANHAOTCA B €4NHBIN CMNCOK).

Mpumep: Jo6aBnTb B cnncok ¢pann etc/filel u katanor
usr/bin.

1. [obaBneHuve 3Ha4YeHWin B Garin KOHOUrypaLmu.
e /lBa 3HauYeHMA B O4HOWN CTPOKE:

[SMBSpider]
IncludedPath = "etc/filel", "usr/bin"

e [IBe cTpokM (MO OAHOMY 3HAUEHMIO B CTPOKe):

[SMBSpider]
IncludedPath etc/filel
IncludedPath = usr/bin

2. [obaBneHue 3HaueHU C MOMOLLbIO KOMaHAbl drweb—
ctl cfset:

# drweb-ctl cfset SMBSpider.IncludedPath -a
etc/filel

# drweb-ctl cfset SMBSpider.IncludedPath -a
usr/bin

Ecnun ykasaH katanor, To 6yayT NnpoBepeHbl BCe cogepiKallmecs B
3TOM KaTanore Gpaiibl U NOAKaTaNOrN.

| [JaHHbIN NapaMeTp UMEET NPUOPUTET Hag,
: napametpoM ExcludedPath, T. €. €CIN OAUH 1

TOT XXe 06BbeKT (hanin uan Katanor) BKAKOYEH B
oba napametpa, To OH ByAeT NpoBepeH.

3HaueHve No ymMoa4YaHuto: (He 3a0aHo)

Co3zaBaTb UM He cOo3AaBaTh 415 3a610KMPOBaHHOro daiina
TEKCTOBbIV pain ¢ onuncaHnem npuumH 6aoknposkn. CozgaBaeMblli
dann byaet umetb UMA <UMA 3a6J10KUPOBAHHO20
¢alina>.drweb.alert. txt.

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e Yes — co3gaBaTb Gaisibl NPUUNH BNOKMPOBKY;
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Mapametp

[*] OnKnownVirus

{Oelicmsue}

[*] OnIncurable

{Oelicmsue}

[*] OnSuspicious

{Oelicmsue}

[*] OnAdware

{Oelicmsue}

[*] OnDialers

{Oelicmsue}

[*] OndJokes

{Oelicmsue}

[*] OnRiskware

{Oelicmsue}

[*] OnHacktools

{Oelicmsue}
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OnuncaHue

e No — He co3faBaTb Takme danbl.

3HayeHVe No yMOMYaHUIO: Yes

JevictBre Npu 06Hapy>XeHUW N3BECTHOW Yrpo3bl.

[Jonyctmble 3HayeHuns: BLOCK, CURE, QUARANTINE, DELETE.
3HayeHVe No yMon4aHuto: CURE

,ﬂ'eVICTBMe B C/ly4vae Heyp,aquPl NOMNbITKN U3nevyeHna yrpo3bl.

[Jonyctumble 3HavyeHns: BLOCK, QUARANTINE, DELETE.
3HayeHVe No yMon4YaHuto: QUARANT INE

[JenctBue npu obHapy>XeHUN NoJ03PUTENBbHOTO O6beKTa.

Jonyctnmble 3HaveHnsa: PASS, REPORT, BLOCK, QUARANTINE
DELETE.

3HayeHVe No yMon4YaHuto: QUARANT INE

JevictBre Npv obHapy>XeHWW peknaMHOW NporpaMmbl.

Jonyctnmble 3HaveHnsa: PASS, REPORT, BLOCK, QUARANTINE
DELETE.

3HayeHVe No yMONYaHUto: PASS

[elictBrie Npu 06HapyKeHUU NPOrpamMmMbl aBTOMATUUECKOTO
[03BOHa.

Jonyctnmble 3HaveHnsa: PASS, REPORT, BLOCK, QUARANTINE
DELETE.

3HayeHVe No yMONYaHUto: PASS

[JevictBre Npu o6Hapy>XeHUW NPorpaMMbl-LLYTKM.

Jonyctnumble 3HaveHnsa: PASS, REPORT, BLOCK, QUARANTINE
DELETE.

3HayeHVe No yMONYaHUto: PASS

,ﬂ'eVICTBMe npu O6Hapy)KEHI/II/I noTeHumaabHO onacHom nporpamMmmsbl.

Jonyctnmble 3HaveHnsa: PASS, REPORT, BLOCK, QUARANTINE
DELETE.

3HayeHVe No yMONYaHUto: PASS

[JevictBre Npy obHapy>KeHWM XakepCkoi NporpamMm.

Jonyctnumble 3HaveHnsa: PASS, REPORT, BLOCK, QUARANTINE
DELETE.

PykoBoacTBO agMunHMCTpaTopa



A
)
A

Mapametp

[*] BlockOnError

{noeuyveckuti}

[*] ScanTimeout

{uHmepean spemeHu}

[*] HeuristicAnalysis

{on | off

[*] PackerMaxLevel

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune
3HayeHVe No yMONYaHUtO: PASS

BroknpoBaTb Win He 610KMpoBaTb Gain Ana AOCTyNa, ecau B
npoLecce ero NpoBepku NpomsoLuna owmnbka, mbo ecan
OTCYTCTBYET AeNCTBYIOLLAA NLIEH3UA, pa3peLuatoLas npoBepky
dannos moHuTopom SplDer Guard gna SMB.

| Ecam 3TOT mapamMeTp ycTaHOB/EH B 3HaueHWe Yes,
: TO MPW OTCYTCTBUW AEACTBYHOLLEN NNLEH3NN

SplDer Guard gns SMB 6yget 6a10okmpoBaTh BCe
dannbl, NoOMeLLaemMble B 3aLLMLLAEMbINA UM
pa3zensemMblii KaTaor.

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e Yes — 6G0KMpoBaTh AOCTYN K Gpanny;
e No — He 6/10kMpoBaTh AOCTYN K Ganny.

3HayeHVe No yMOMYaHUIO: Yes
Tam-ayT Ha NpoBepKy oAHoro darina.

Jonyctumble 3HaveHns: ot 1 cekyHapl (1s) go 1 yaca (1h).
3HayeHVe No ymon4vaHuto: 30s

Mlcnonb3oBaTtb UaM He NCMOAb30BaTb BBpI/ICTI/IL—IECKVIﬁ aHanums3 ana
NOnCKa BO3MO>XXHbIX HEVU3BECTHbIX Yrpo3. 3BpI/ICTI/ILIeCKI/II\/II aHain3
NOoBbIWaeT HaAeXXHOCTb MPOBEPKK, HO YBEJINYNMBAET ee
ANNTENIbHOCTb.

MapameTp OnSuspicious onpeaenser A4elcTBME NPU
cpabaTblBaHUN 3BPUCTUYECKOrO aHanm3aTopa.

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e On — WCMOJ/Ib30BaTb 3BPUCTNUECKNI aHaAW3 MPU NPOBEPKE;
e Off — He UCNob30BaTh IBPUCTUYECKUIA aHaIn3.

3HayeHVe No yMONYaHWto: On

MakcrManbHbI YPOBEHb BAOXKEHHOCTU A1 3anakoBaHHbIX
06bekTOB. [og 3anakoBaHHbIM 06bEKTOM MOHUMAETCs
NCMOJIHAEMbIN KOZ, CKaTbli NP MOMOLLM CNeLmMann3npoBaHHbIX
nHcrpymertoB (UPX, PELock, PECompact, Petite, ASPack, Morphine
1 ap.). Takne o6beKTbl MOTYT BKAFOUATh APYrve 3anakoBaHHble
06BEKTBI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrue
3anakoBaHHble 06beKTbl, U T. 4. 3HaUeHne 3TOro napameTpa
yCTaHaBNMBaET NpeseNibHblli YPOBEHb MepapXmn BNOXKEHHOCTY,
nocae KOToporo o6bekTbl BHYTPY 06bEKTOB He ByayT NpoBepPSATLCS.
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[*] ArchiveMaxLevel

{yenoe yucno}

[*] MailMaxLevel

{yenoe yucno}

[*] ContainerMaxLevel

{yenoe yucno}

[*] MaxCompressionRatio

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

Bce 06beKThl, ypOBEHb BNIOXEHHOCTU KOTOPbIX 60/bLUe
yKazaHHOro, byayT NponyckaTbCs Npu NpPoBepKe, NHULIUMPOBAHHOM
no 3anpocy SplDer Guard ans SMB.

OFpaHI/IL—IEHI/II‘/II YPOBHA BNOXEHHOCTU HET. 3HaueHue 0 YKa3blBaeT,
YTO BJIOXKEHHbIE OO6BEKTbI HE npoBepArTCA.

3HayeHVe No yMONYaHWto: 8

MakcrMabHbIN YPOBEHb BNOXKEHHOCTM ANA apXMBOB (. z1ip, . rar
“ Ap.), B KOTOPble BAOXKEHbI APYT1e apX1Bbl, B KOTOPbIE, B CBOO
oyepesb, TakXKe MOTyT ObITb BJOXKEHbI apXuBbl, U T. 4. 3HayYeHue
3TOro napameTpa ycTaHaBAMBaeT Npefe/bHbIN YPOBEHb MepapXunm
BJIOXKEHHOCTH, MOC/NEe KOTOPOro apXMBbl BHYTPU apXx1MBOB He ByayT
NpoBepATHCH.

OFpaHI/IL—IEHI/II‘/II YPOBHA BNOXEHHOCTU HET. 3HaueHue 0 YKa3blBaeT,
YTO BJIOXKEHHbIE OOBbEKTbI He NnpoBepArTCA.

3HayeHVe No ymoa4aHuto: 0

MakcrMabHbIN YPOBEHb BAOXKEHHOCTU A1 GaliioB NOYTOBbIX
nporpamm (.pst, . tbb 1 T. MN.), B KOTOPble MOTYT ObITb BJIOXEHbI
06beKThbl, B KOTOPbIE TakXKe MOTYT ObITb BJOXEHbI OOBEKTBI, U T. 4.
3HaueHKe 3TOro NapamMeTpa ycTaHaBAMBaAET NpeAeNbHbI YPOBEHb
nepapxum BAOXKEHHOCTU, NOC/e KOTOPOro 06beKTbl BHYTPY
06beKkToB He ByAyT NPoBePATLCA.

OFpaHI/IL—IEHI/II‘/II YPOBHA BNOXEHHOCTU HET. 3HaueHue 0 YKa3blBaeT,
UTO BJIOXKEHHbIE OOBEKTbI He npoBepArTCA.

3HayeHVe No yMONYaHWto: 8

MakcrManbHbIN YPOBEHb BNOXKEHHOCTW ANA APYrMX TUMOB
06beKTOB C BAOXKEHUAMYU (Hanpumep, cTpaHuLbl HTML, dpannbi
.jar nT.n.). 3HayeHne 3TOro NapameTpa ycraHaBAMBaeT
npesenbHbIN YPOBEHb MepapXmmn BAOXKEHHOCTH, MOCAe KOTOPOro
06beKTbl BHYTPY 06HEKTOB He ByAyT NMPOBEePATHCS.

OFpaHI/IL—IEHI/II‘/II YPOBHA BNOXEHHOCTU HET. 3HaueHue 0 YKa3blBaeT,
YTO BJIOXKEHHbIE 0ObEKTbI HE npoBepArTCA.

3HayeHVe No yMONYaHWto: 8

MakcnmanbHO AONYCTMMas CTeMeHb CKaTusa NpoBepseMbiX
06BEKTOB (OTHOLLEHME CKAaTOro obbema kK HecxkaTtomy). Ecam
cTeneHb CKaTnsa obbekTa NPeBbICUT YKa3aHHYH BEIUYMHY, TO OH
ByzeT NponyLleH Npy NPoBepKe, MHULUUPOBAHHOW MO 3anpocy
SplIDer Guard ans SMB.

BennumHa cteneHn ckatus Ao/kHa 6biTb HE MeHee 2.

3HayveHVe No yMon4aHuto: 500
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Mapametp
SmbSocketPath

{nyme k ¢paliny}

SambaChrootDir

{nyme Kk kamanozy}

ActionDelay

{uHmepean spemeHu}

MaxCacheSize

{pasmep}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

MyTb Kk panny coketa Ana Blaumogernictama SplDer Guard ana SMB
¢ mogynam VFS SMB.

TOT NyTb BCerga ABAAETCA OTHOCUTENbHbBIM U AOMONHAET NyTh,
yKa3aHHbIl B 3Ha4YeHWUn napameTtpa SambaChrootDir (B caydae
MyCTOro 3Ha4eHus AOMONHAETCSA NYTb K KOPHIO GpainnoBom
CUCTEMDI /).

3HaueHue Mo YyMOAYaHuto: var/run/
.com.drweb.smb_spider vfs

MyTb K KOPHEBOMY KaTanory ¢pannoBoro xpaHuauiia SMB
(nepeonpegensetcs Yepes chroot GalrioBbIM CEPBEPOM).

Mcnonb3yeTca kak npedukc, NogcTaBAseMbld B HaUaN0 BCeX NyTei
K darinaM 1 Katanoram, HaxoAALWMMCA B GaliIOBOM XpaHWAWLLE, U
OnucbIBaeT NyTb K HAM OTHOCUTE/IbHO KOPHSA JI0KaabHOM GaiiioBoiA
CUCTEMBI.

Ecam 3TOT NyTb He yKasaH, TO UCMOJIb3yeTcs MyTb K KOPHHO
dalinoBon cuctemsl /.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

BenunumHa 3agep>xku, kotopyto SplDer Guard ans SMB Hy>HO
BblAep>KaTb MeXJy MOMEHTOM OBHapy>XeHWs yrpo3bl v
NPUMEHeHNeM AeNcTBUA K MHOMLMPOBaHHOMY 06bekTy. B TeueHme
3Toro nepuoga danin byaet 610KMpOBaH.

3HayeHVe No ymon4vaHuto: 1d

Pasmep kewa, otBognmoro mogynam VFES SMB Ha xpaHeHune
nHOpPMaLMK O NPOBepPeHHbIX Paitinax B KOHTPOJANPYEMBIX UMM
kaTanorax SMB.

Ecan YKa3aHo 0, TO KewW He NCrnoJib3yeTcsa.

3HayeHVe No ymon4vaHuto: 10MB

Hac1'p0|7||(a nHANBUAYyaJibHbIX MapamMmeTpoB MOHUTOPUHra

B koHpurypaumoHHom dparine SMB-cepeepa Samba (06b14HO 3TO Pann smb. conf) MOXHO
3a4aTb YHUKaNbHbIN Ter ana kaxzaoro moayns VFS SMB, KOHTpOMpyroLero Kax bl
paszensemMblii KaTanor (XpaHuauLe). YHukanoHble terv ans moaynen VES SMB B daine
smb . conf 3a4ar0TCa CTPOKOM BUAa:

smb_spider:tag =

rae <UMs> — 3TO YHUKaNbHbIN Ter (MMS), MPUCBOEHHbBIN cepBepoM Samba mogyato VFS SMB,
KOHTPOAMPYHOLLLEMY HEKOTOPbIV pa3jensemMblii KaTanor.
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Ecnm ans kakoro-anb6o moayns VFS SMB onpeseneH yHUKaAbHbIN Ter <UMs>, TO UMeeTcs
BO3MOXHOCTb f,06aBUTb B KOHGUrypaumnoHHbii dann Dr.Web Server Security Suite, Hapaay ¢
cekumen [SMBSpider], XxpaHsLien Bce napameTpbl paboTbl ¢ SMB, oTaenbHyto cekumio,
peryavpyroLyo TObKO NnapaMeTpbl NPOBEPKM KOHKPETHOIO XpaHuavia. Takoe xpaHuauie
3awmwaerca mogynem VFS SMB, nmetowMm npucBoeHHbIN Ter. [laHHasa cekums AOMKHaA UMEeTb
uMma Buga [SMBSpider.Share.<uma>].

NHanBuayansHble cekumm ana moaynen VFS SMB MoryT BkatouaTth B cebs CMMCOK NapamMeTposB,
OTMEUYEHHbIX CMMBOAOM [ *] B Tabauue Bbiwe. OcTanbHble NapaMeTpbl He MOTYT ObITb YKa3aHbl B
NHAVMBUAYaNbHbIX CEKLMAX, MOCKONbKY OHU BCerga onpeaensatoTca cpasy ana scex mogynen VFS
SMB, ¢ koTopbiMK paboTaeT MoHUTOpP KaTanoros SMB SplDer Guard ans SMB.

Mogaynb VFS SMB 6ygeT 6paTb 3HaueHMs BCeX MapaMeTPOB, He YKa3aHHbIX B MHAVBUAYaNbHOW
cekuMmn [SMBSpider.Share.<uUMA>], KOTOPY OH UCMOAb3YET, N3 06LLEeN cekLnm
[SMBSpider]. Takum 0bpa3om, ecav BOBCe He 3aaBaTb MHAMBUAYaNbHbIX CEKLNNA,
NMOMEUYEHHbIX Teramu, To Bce Moayam VFS SMB 6yayT ncnosb3oBaTh OAMHAKOBbIE HACTPOWKM
3aLUUTbI KOHTPOIPYEMbIX pasjensembix Katanoros. [1pun 3Tom, ecan ns cekuum
[SMBSpider.Share.<uma>] yAanuTb Kakon-1mbo napameTp, TO ANs 3TOW cekumm (1
COOTBETCTBYIOLLErO KaTasiora ¢ Terom <ums>) byseT NPYMeHATbCA He 3HaYeHre NapameTpa no
YMOJZYaHUIO, @ 3HaYeHMe, yKka3aHHOe B COOTBETCTBYHOLLEM OAHOMMEHHOM «POANTENLCKOM>
napameTpe (13 obuwen cekumm [SMBSpider]).

YT06bI 4OHABUTL HOBYHO CEKLIMIO NAapaMeTPOB A/1a pa3zenseMoro kataaora Samba ¢ terom
<ums> nNpwn noMoLm yTuanTel ynpasaernua Dr.Web Server Security Suite 13 komaHAHOW CTPOKM
Dr.Web Ctl (3anyckaeTcs komMaHA0M drweb-ct1), BbINOAHUTE KOMaHAY:

# drweb-ctl cfset SmbSpider.Share -a <uma>

Mpumep:

# drweb-ctl cfset SmbSpider.Share -a AccountingFiles
# drweb-ctl cfset SmbSpider.Share.AccountingFiles.OnAdware QUARANTINE

MNepBas komaHAa Ao6aBuT B darin KOHGUrypaLmm cekLmto
[SMBSpider.Share.AccountingFiles], a BTOpasa U3MEHUT B Hell 3HaueHWe napameTpa
OnAdware. Takum obpasom, gobaBneHHan cekums byaeT cogepxkatb BCe NapaMeTpsl,
OTMeUYeHHble CMMBOJIOM [ *] B TabavLe Bbllle, NPUYeM 3Ha4YeHNs BCeX NapaMeTpoB, KpoMe
napameTtpa OnAdware, yKka3aHHOro B kKOMaHAe, 6yayT coBnajaTb CO 3Ha4YE€HMAMMN NapaMeTpoB 13
obuen cekumm [SMBSpider].

9.5.4. C6opka mopynsa VFS SMB

B atom paspene

e ObLVe cBeaeHMS

e [/IHcTpyKuma no cbopke moayasa VFS SMB

PykoBoacTBO agMunHMCTpaTopa
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O6wue cBepgeHunn

Ecnv Bepcna Samba Ha Bawem darinoBom cepBepe He COBMECTUMA HU C OAHOWN 13 UMEHOLLUXCA B
Ha/sM4MM Bepcuin BcnomoratensHoro moayns VFS SMB, ncnosb3yemoro moHutopom SplDer
Guard ans SMB, Bam noTpebyetca cobpaTb 3TOT MOAY/b U3 UCXOAHOTO KOAA.

NcxoaHbin kog BcnomoratensHoro moayns VFS SMB, ncnonbsyemoro SplDer Guard ans SMB,
NOCTaBNAETCA B OTAE/IbHOM NakeTe drweb-smbspider-modules—-src W 3anakoBaH B apXxuB
dopmarta tar.gz. lNpwu yctaHoBKe naketa drweb-smbspider-modules-src apxuB C
NCXOAHbIM KOZLOM pacroJiaraerca B Katajore /usr/src/ v umeetr uMa drweb-smbspider—
11.1.src.tar.gz. B ciyyae oTcyTcTBMA 3TOrO apxmsa NO yKasaHHOMY MYTWU BbIMNOJHUTE
yCTaHOBKY naketa (M3 perno3nTopua nam BbiboOpOYHOM YCTaHOBKOW U3 YHUBEPCAIbHOTO NakeTa, B
3aBUCMMOCTU OT cnocoba, koTopbiM ycTaHoBaeH Dr.Web Server Security Suite).

Kpome ncxogHoro koga mogyna VES SMB, ncnonesyemoro SplDer Guard ana SMB, Bam Takxe
noTpebyeTcs UCXOAHBIN KOZ UCMOAb3yeMO BaMu Bepcumn cepBepa Samba. B cryyae oTcyTcTBus
nexogHoro koaa sarpysute O ero. [lns onpeaeneHus, kakas sepcus Samba y Bac ucnonb3syetcs,
BbINMOJIHNTE KOMaHAYy:

$ smbd -V

@ BcnomoratenbHbin mogynb VFS SMB, ncnonb3yembin SplDer Guard ans SMB, gosxeH

: 6bITb COHBpaH C NCMONb30BaHNEM UCXOAHOTO KOZa TOW Bepcumn Samba, koTopas paboTaet
Ha BalleM (ansoBOM CepBEpPE, B MPOTUBHOM ciyyae pabotocnocobHoctb SplDer Guard
ans SMB He rapaHTupyertcs.

[ns BbINONHEHUs COOPKM 13 UCXOAHOTO KoAa HeobXxoaMMO 061asaTb NpaBamu
cyrnepnosb3oBatens (06bI4HO Nonb3oBaTens root). Ans nonyyeHus npas
cyreprnoib3oBaTens Npu cbopke UCNoNb3ynTe KOMaHAY CMeHbl NOJIb30BaTENA su UK
KOMaHZy BbIMOJJHEHUS OT UMEHW APYroro nosb3osaTtens sudo.

UHcTpyKkuma no cbopke moayna VFS SMB
1. PacnakyiTe apxuB C UICXOAHbIM KOZOM MOAYAsA B 060K KaTanor. Hanpumep, KomaHaa

# tar -xf drweb-smbspider-11.l1.src.tar.gz

pacrnakyeT apXuB HEMOCPEACTBEHHO B KaTaor, COAep KallMii caM apXuB, CO34aB B HEM
noAkaTtanor c uMmeHeM daina apxvsa.

2. YTOUHUTE BEPCUIO UCMOb3YEMOrO BaMu cepBepa Samba v 3arpy3ute ero NCXOAHbIN KOA, ecau
3TOro eLle He bblNo caenaHo.

3. YTOUHWTe, NCNONb3YeT N YCTaHOBJ/IEHHbIN y Bac cepBep Samba onumto CLUSTER SUPPORT,
BbINOJIHMB KOMaHAy:

$ smbd -b | grep CLUSTER SUPPORT

PykoBoacTBO agMunHMCTpaTopa
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Ecav onuma CLUSTER SUPPORT MCNOJb3yeTca YCTaHOBJ/IEHHbIM y Bac cepeepomM Samba, B
pe3ynbTaTe BbIMOJHEHNA yKa3aHHOW KOMaH/bl Ha 3KpaH byjeT BblgaHa CTpoka
CLUSTER SUPPORT.

4. TeperianTe B KaTanor ¢ UCXOAHbIM KogoM Samba v BbiNnosHUTE KOHOUTypupoBaHme
(./configure) n cbopky (make) cepsepa. [pn KOHPUIYpMPOBaHUN YKaXKMTe aKTyalbHOe
3HayeHne onuuy, OTBEeYaroLLen 3a Ncnosib3oBaHne CLUSTER SUPPORT. B cayvae npobnem ¢
KOHGUryprpoBaHem 1 cbopkour McxoaHOro koga Samba, obpaTtutech K 4OKyMeHTaLum

paspabotumnka .

| Cbopka Samba 13 NCxofHOro KoAa Hy>KHa TONbKO A/ NMOCAeAyoLLEelN NpaBuabHOM cOopKu
: mogynsa VES SMB, ncnosnesyemoro SplDer Guard ana SMB. 3ameHbl yCTaHOBNIEHHOTO Y Bac
cepBepa Samba Ha cOBpaHHbIl U3 UCXOAHOTO KoAa He NoTpebyeTcs.

5. MNocne ycnewHoOro okoHYyaHusa cbopkm Samba neperignte B KaTanor ¢ UCXOAHbIM KOAOM
moayna VES SMB n BbinosHUTE KOMaHAY:

# ./configure --with-samba-source=<nyme kK Kamanozy ucxo0Hozo koda Samba> && make

rae <nyme K kamasnozy ucxo0Hoz20 koda Samba> — 3T0 nyTb K KaTanory, B KOTOPOM
npovssoguiack cbopka Samba Ha npeabigyLLem Liare.

6. Mocne ycnewHou cbopkn mogyna VFS SMB, ckonnpynte nonyyeHHbI daiin
libsmb spider.so 13 CO3A4aHHOrO B pe3yabTaTe cOOpKM nogkatanora . 1ibs B kaTanor
VFS-moaynen cepsepa Samba (Mo ymonuyaHuwo ans
GNU/Linux — /usr/1lib/<apxumekmypa>-linux-gnu/samba/) C NepenMeHOBaHNEM
daina B smb_spider.so, BbINOJHUB, HaNpUMep, KOMaHay:

# cp ./.libs/libsmb_spider.so /usr/lib/x86 64-linux-gnu/samba/smb_spider.so

7. Mocne konupoBaHua cobpaHHoro moayna VFS SMB, katanoru, B KOTOpPbIX MPON3BOANAACH
cbopka moayna n cepepa Samba, MOXHO yAanuTb.

[anee HeobxoaMMO BbINOAHUTL MHTerpaunto Dr.Web Server Security Suite ¢ cepsepom Samba,
KaK 3TO OMMCaHO B COOTBETCTBYHOLLEM pasaesie PykoBoACTBa agMuHUCTpaTopa. B gaHHoOM ciyyae
Ha NepBOM Luare NHTerpauun He TpebyeTca co3saBaTb CUMBOIMYECKOW CCbIIKM smb spider.so
B katanore VFS-moaynen cepsepa Samba.

PykoBoacTBO agMunHMCTpaTopa
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9.6. SplDer Guard gna NSS

fi KoMMOHeHT nocTaB/ifeTcs TONbKO B COCTaBe AUCTPUOYTMBOB, NpeAHa3HauveHHbIX Ans OC
g cemenctea GNU/Linux, n pabotaet tonbko B Novell Open Enterprise Server SP2 Ha 6a3e
onepaumoHHow cuctembl SUSE Linux Enterprise Server 10 SP3 nan 6onee no3aHen.

MoHwuTtop TomoB SplDer Guard gna NSS npeaHa3HayeH AN MOHUTOPUHIra GpainNoBOM akKTUBHOCTH
Ha Tomax dannoson cuctembl NSS (Novell Storage Services). KoMnoHeHT paboTaet B pexunme
Pe3VAEeHTHOrO MOHNTOPA M OTCIEXMBAET OCHOBHbIE COObITVA $anIoBON CUCTEMBI, CBA3AHHbIE C
n3MeHeHnem darnnoB (co3gaHue, oTKpbITUE, 3aKpbiTHe). [pn NepexBaTte 3TUX COBLITUIN MOHUTOP
nposepseT, 6bI10 M U3MEHEHO coaepXnmoe dainna, n ecan aa, 7o GopMUpyeT 3asaHne
KOMMOHeHTy npoBepkn dpannos Dr.Web File Checker Ha npoBepKy coaep>XMMOro M3MeHeHHOro
danna.

9.6.1. MpuHUMNbI paboThbl

B atom paspene

e ObLVe cBeaeHMS

e 3ajaHne NyTen K NpoBepseMbiM 06beKkTam

O6wue cBepgeHunn

MoHwuTop SplDer Guard ans NSS paboTaeT B pexxvmMe geMoHa (06bI4HO 3anyckaeTcs AEMOHOM
ynpasneHua koHpurypauwmen Dr.Web ConfigD npw 3anycke cuctemsl). OH BbINOSHAET
HabatogeHne ToAbKO Tex ToMOoB darinoBon cuctembl NSS, KOTOpble yKasaHbl B HACTPOMKaXx
MOHWTOpa (NapameTp ProtectedVolumes). Touka $panoBoOn CMCTEMBI, B KOTOPYHO
NpPOn3BOANTCA MOHTUPOBaHMe ToMoB NSS, onpesensercs aBToMaTMyeckn. ABTOMaTUYECKON
KOPPEKTUPOBKM cnncka Habarogaembix TOMOB NSS no mepe nx MOHTMPOBaHMA NN
OTMOHTMPOBaHMA He Npoun3BoanTcs. MNpn 0bHapy>XEHUN HOBbIX UK U3MEHEHHbIX GanNoB Ha
Tomax NSS MOHUMTOp 3anpalumBaeT UX NPOBEPKY KOMMOHEHTOM npoBepku ¢annos Dr.Web File
Checker.

PykoBoacTBO agMunHMCTpaTopa
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& OcobeHHoCTbIo paboTbl MOHUTOPa TOMOB NSS ABAAeTCA TO, UTO eC/In yrpo3a
obHapy>wuBaetca B dalisie Npu ero KONMPOoBaHMM (Kak Ha 3aLLMLLaeMbli TOM, Tak 1 BHYTPK
ToMa NSS), To SplDer Guard ans NSS oTMeTUT Haanumne yrpo3sbl TOAbKO B $aiine-Konuu, Ho
OCTaBUT He OBHapy>XeHHO yrpo3y B darne-nctouHmnke. Pann-McTOUHNK B 3TOM Ciyyae
byneT cumTaTbeca 6e30nacHbIM A0 Tex Nop, Noka K HeMy He byaeT ocyLlecTBieHa
OTAeNbHaA MonbITKa AOCTyna, MPUYeM, eC/iv OH pacrnoaoxeH Ha Tome NSS, To npoBepeH
OH OyAeT TONbKO B C/ly4Yae ero U3MeHeHMs.

Ecnv B HacTponkax MoHMTOpa ToMoB NSS ans kakoro-mbo Trna yrpo3 ykasaHo Aencteume
QUARANTINE, Npy BOCCTaHOB/JEHUW O6BEKTA C YrpO30K 3TOrO TMMa U3 KapaHTUHa Ha TOM
NSS 310T 06beKT ByAeT CHOBa He3aMeANNTENbHO NepeMELLLEH B KapaHTUH. Hanpumep,
HaCTPOVKM MO YMONUYaHMIO:

NSS.OnKnownVirus = CURE
NSS.OnIncurable = QUARANTINE

MOMeLLIaroT BCe Hensneunmble 06beKTbI B KapaHTUH. [103TOMy, Npu BOCCTaHOBAEHUM
Heunsneunmoro obbekTa U3 kapaHTUHa Ha ToM NSS oH byaeT cHoBa He3amMeaAUTENbHO
nepemMeLleH B KapaHTUH.

3apgaHue nyTein K npoBepsaeMbiM o6beKTam

MoHuTop TomoB SplDer Guard ana NSS 6yaeT npoBepsTb TONLKO Te 06BEKTbI GansoBOM
CUCTeMbI, KOTOPblE HaXoAATCA Ha 3awnwaembix Tomax NSS (napameTp ProtectedVolumes) u
NyTW K KOTOPbIM Ha 3TUX TOMax He COOTBETCTBYIOT MyTAM, YKa3aHHbIM B NapamMeTpe
ExcludedPath, N COOTBETCTBYHOT NyTAM, yKa3aHHbIM B napametpe IncludedPath. [pun 3Tom
napameTp IncludedPath umMeeT npuopuTeT Hajg napaMmeTpom ExcludedPath: ecam nyTb K
06BeKTy coaepXxmnTcs B 060mx 3TMX NapameTpax, TO OH nposepsaeTca. icnonb3osaHme
NCKAFOYEHNIN MOXKeT BbITb HeobXxoAMMO, ecan dainbl B KAKOM-IMO0 KaTanore 4acto U3MeHARTCS,
4YTO NOPOXAAET UX MOCTOAHHYHO NepenpoBeEPKY 1 TeEM CaMbIM Harpy>aet cuctemy. Ecam TouHo
M3BECTHO, YTO YacToe M3MeHeHne GanioB B KaKOM-N1MH0 KaTanore ABASETCA He CeACTBMEM
BPEAOHOCHOM aKTUBHOCTH, @ CeACTBMEM PaboTbl Kakon-1Mbo JOBEpPEHHOW NPOrpamMMbl, Bbl
MoxkeTe 206aBUTb NyTb K 3TOMY KaTanory Uam 3Tum darinam B CMCOK UCKAKOUYEHUIA. B 3ToM
cnydyae moHuTop ToMoB SplDer Guard gns NSS He 6yseT pearmpoBaTtb Ha U3MEHEHUS 3TUX
dannos. MNapameTp IncludedPath pa3yMHO MCMOAb30BaTb, €CAN HYXXHO obecrneynTb MpoBepKy
Kakmx-1mbo 06bekToB, HAXOAALLMXCA BHYTPWU NyTW, yKa3aHHOM B napameTtpe ExcludedPath.

PaccmoTpuM npumep HacTpoek:

ProtectedVolumes =
ExcludedPath = voll/pathl, voll/path2, vol2/sys
IncludedPath = voll/pathl, voll/path2/incl, vol2/doc

Mpw yKasaHHbIX HAaCcTPOIKax MOHUTOP ByAeT NpoBepsTh BCe daiabl Ha TOMe vol3 (He HaNoXEHO
HMKaKMX OrpaHUYeHmnin Ha NPOBEPKY), BCe dalibl Ha TOMe vol2, 3a UckaoYeHremM dalinos,
HaxXOASLLMXCA B KaTasore /sys W BCEX ero nogkatanorax. Ha Tome voll 6yayT UrHopmpoBaTbcs
TONIbKO alsibl B KaTanore /path2, HO NpK 3TOM ByAyT NPOBEPATLCSA Gaitibl BO BCEX NMPOYMX

PykoBoacTBO agMunHMCTpaTopa
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KaTasiorax 3Toro Toma, KOTopble He HaxOAATCA B KaTasore /path2, a Takxke 06BbeKTbI,
coaep>kalineca B katanore /path2/incl.

@ YKa3saHue ofHOro 1 Toro xe nytu (B ZaHHOM npumMepe — voll/path) B 060mx cnmckax

: 6eCcCMbICIEHHO, MOCKOJIbKY 3TO PaBHOCW/IbHO OTCYTCTBUIO OFPaHMYEHUI Ha MpoBepKY
3T0ro nytn. Kpome Toro, ykasaHue nytm vol2/doc B napameTrpe IncludedPath Takxe
6eCcCMbICIEHHO, MOCKOJIbKY 30Ha UCKNHOUYEHWI, 3ajaHHas 415 TOMa vol2, COAePXXUT
TOJIbKO KaTtanor /sys.

MapameTpbl IncludedPath n ExcludedPath AOMycKatOT UCMO/b30BaHWe GaiioBbIX Macok
(wildcards). Hanpumep, HacTpoiika:

ExcludedPath = voll/*.txt

NCKNtOYaeT U3 NPOBEPKM Ha TOMe voll (TOMe, CMOHTMPOBAHHOM B KaTasior voll TOUKM
MOHTUpoBaHuA ToMoB NSS) Bce dainbl, COOTBETCTBYHOLME Macke * . txt. Perncrpo3aBncnMMocTb
nyTen, ykasbiBaeMbIx B napameTpax IncludedPath n ExcludedPath, onpegenserca
HacTpovikamum NSS.

| 06 nHTerpauun Dr.Web Server Security Suite ¢ ¢arinoBori cayxboi cMm. B pasgene
: WHTterpauns ¢ Tomamm NSS.

PykoBoacTBO agMunHMCTpaTopa
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9.6.2. AprymeHTbl KOMaHAHOW CTPOKM

YTtobbl 3anycTuTb koMnoHeHT SplDer Guard ana NSS 13 KOMaHAHOW CTPOKW, BbINMOJHUTE
KoMaHay:

$ /opt/drweb.com/bin/drweb-nss [<napamempol>]

SplDer Guard ans NSS gonyckaeT ncnonb3oBaHWe CiefyroLLnx napaMmeTpos:

Mapametp OnucaHune

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOAM MM SMYAATOPa TeEPMUHANA KPaTKOW CripaBKu
Mo MMeLLMMCA NnapamMeTpam KOMaHHOW CTPOKM 1 3aBepLueHre paboTbl
KOMMOHEeHTa.

KpaTkuii BapuaHT: —-h
AprymeHTbl: Het

--version HasHaueHwne: BbiBOA Ha 3KpaH KOHCOAM UK 3MyAATOpa TepMrHana nHdopmaunm o
BEpPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-nss --help

[aHHaa KOmMaHAa BbiBeAET Ha 3KpaH KpaTkyto cnpaBky komnoHeHTa SplDer Guard gna NSS.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernocpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeckn JEMOHOM yrnpaBaeHNa KoHdurypawmein
Dr.Web ConfigD npw 3arpy3ke onepaunoHHon cuctemsl. s ynpaeaeHna napameTpamu paboTbl
KOMMOHeHTa ncnonb3yinte ytuanty Dr.Web Ctl, npegHa3HauveHHyto ansa ynpasaeHus Dr.Web
Server Security Suite 13 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

,ﬂ,ﬂﬂ noay4yeHuna CcripaBkn O KOMMOHEHTE U3 KOMaHAHOVI CTPOKM BbIMONHUTE KOMaHAY
man 1 drweb-nss.
9.6.3. NMapameTpbl KOHPUrypaLumn

KoMMoHeHT ncrnosnb3yeTt napameTpbl KOHPUrypaLum, 3ajaHHble B cekUnm [NSS] obbeaMHEHHOTO
KoHbUrypaumnoHHoro darvina Dr.Web Server Security Suite.

PykoBoacTBO agMunHMCTpaTopa



o]
0\

KomnoHeHTbl Dr.Web Server Security Suite

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb nodpobHocmu}

Log

{mun xypHana}

ExePath

{nyme « ¢baliny}

Start

{noauyeckull}

LogProtocol

{noauyeckuli}

ProtectedVolumes

{umsa moma}

OnucaHune

YpoBeHb NOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yka3aHO, MCMO/b3yeTca 3HaUeHne
napametpa DefaultLoglLevel U3 cekuun [Root].

3HauveHMe No yMon4aHuio: Notice

MeTtoz BeaeHna XKypHaaa KOMMOHEHTa.

3HauveHne No yMOMYaHNIO: Auto
MyTb K McnoaHseMomy daliny KOMMOHEHTa.
3HayveHne No yMon4yaHuto: /opt/drweb.com/bin/drweb-nss

KomnoHeHT 3anyckaeTcs 4eMOHOM yrnpaB/ieHns KoHburypaumen
Dr.Web ConfigD.

YcTaHOBKa flaHHOTO napamMeTpa B Yes NpeanncbiBaeT 4EMOHY
ynpas/ieHus KOHOUrypaumen HemeaneHHO 3anyCcTUTb KOMMOHEHT, a
yCTaHOBKa €ro B 3HaYeHne No — HeMeAIeHHO 3aBepLUnNTb PaboTy
KOMMOHEHTa.

3HaueHue no YMOAYaHWUKO: No

CoxpaHsTb WM He COXPaHATb COOBLLEHMS MPOTOKOIA B XXYpPHas
MoHuTopa ToMoB NSS SplDer Guard ans NSS.

Bo3MoOXHble 3HauUeHus:

® Yes — COXPaHATb;

e No — He COXpaHATb.

3HauyeHMe No yMoAYaHumto: No

VimeHa TomoB dannoBon cnuctembl NSS, HaxoaaLLmMXCA B TOUKe
MOHTMpoBaHusa TomoB NSS 1 noanexalumx 3awmte. Ecav napametp

nycT, TO 3aliMTe nojsexar Bce TOMa, MPUCYTCTBYIOLLME B TOUKE
MOHTMpOBaHus TomoB NSS.

Mo>KeT MMeTb CMMCOK 3HaYeHWI. 3HaueHMs B CMNCKe YKa3biBatOTCS
yepes 3anAaTyro (Kaxaoe 3HaueHve B KaBblukax). [lonyckaercs
NMOBTOPEHVe NapameTpa B cekLMm (B 3TOM Cllyyae BCe 3HaYeHUs
06beANHATCS B €AUHbBIN CMUCOK).

Mpumep: Jo6aBUTb B CMUCOK TOMa voll U vol2.

1. [obaBneHve 3HaueHNn B paiin KOHGUTypaLum.

PykoBoacTBO agMunHMCTpaTopa
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Mapametp OnwucaHune

e /lBa 3HaUYeHMs B OAHOW CTPOKE:

[NSS]
ProtectedVolumes = "voll", "vol2"

e [IBe CTPOKW (MO OAHOMY 3HAYEHMIO B CTPOKE):

[NSS]
ProtectedVolumes = voll
ProtectedVolumes = vol2

2. [dobaBneHne 3HaueHUM C MOMOLLbIO KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset NSS.ProtectedVolumes -a voll
# drweb-ctl cfset NSS.ProtectedVolumes -a vol2

3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)

ExcludedPath MyTb K 06BeKTYy (darny nam Katanory), KOTopblin JOMKEH ObiTb
nponyLyeH npu npoeepke. Ecan ykasaH katasnor, To 6yAeT nponyLeHo
BCe COAEP>KMMOe 3TOro KaTaora, BKAtoUas NoAKaTaaoru U B1OXeHHbIe
dainbl, 3a ckNtOUeHEM 0H6BEKTOB, MYTW K KOTOPbIM YKa3aHbl B
napameTtpe IncludedPath — 3T 06beKTbl Oydym nposepamescs.

{nyme k ¢baliny unu kamanozy}

MO>HO yKa3aTb HECKOJ/IbKO 3HaUeHW B BUAE CNUCKA. 3HAYEHWNs B
CMWCKe yKa3bIBatOTCA Yepes 3anaTyto (KaXAoe 3HaueHne B KaBbluKax).
[JonyckaeTtca noBTOpeHMe napamMeTpa B CekLmn (B 3TOM Cay4yae Bce
3HaYeHWs OOBEANHAOTCA B €4NHBIN CMNCOK).

Mpumep: lobasnTb B cnncok ¢ainn /etc/filel u katanor /usr/bin.

1. [obaBneHune 3HaYeHU B Gaiin KOHPUrypaLmu.

e /lBa 3HaUYeHMs B OAHOWN CTPOKE:

[NSS]
ExcludedPath = "/etc/filel"™, "/usr/bin"

e [IBe CTPOKW (MO OAHOMY 3HAYEHUIO B CTPOKE):

[NSS]
ExcludedPath = /etc/filel
ExcludedPath = /usr/bin

2. [dobaBneHne 3HaUeHUM C MOMOLLbI KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset NSS.ExcludedPath -a /etc/filel
# drweb-ctl cfset NSS.ExcludedPath -a /usr/bin

MapameTp fonyckaeT UCMoab30BaHWe Gannosbix Macok (wildcards).
Perncrpo3aBnMcMMOCTb yKasblBaeMbIx MyTel onpesensercs
HacTpoikamu NSS.

MyTn B CvcKke yKassl8aromcs OmMHOCUMeabHbIMU — OTHOCUTEIbHO
TOYKWN MOHTMpPOBaHMA TomoB NSS.

3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)

IncludedPath MyTb K 06bekTy (daiiny uam Katanory), KOTOpbIi JOKeH 6biTh
obs3aTenbHO NpoBepeH. Ecu ykasaH Katanor, To 6yayT npoBepeHbl

{nyme k ¢baliny unu kamanozy} N
BCE cofepykalliyecs B 3TOM KaTanore daiibl 1 NogKaTanoru.

PykoBoacTBO agMunHMCTpaTopa
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OnKnownVirus

{Oelicmsue}

OnIncurable

{Oelicmsue}

OnSuspicious

{Oelicmsue}
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OnucaHune

DTOT NapameTp UCNOb3YyeTcs MNpU HEOBXOAMMOCTN NPOBEPKM
OTAe/IbHbIX 06BbEKTOB (PanNoB MK MNOAKATANOrOB), NMyTb K KOTOPbLIM
yKasaH B napametpe ExcludedPath. Ecim nyTb K 06bekTy ykasaH B
3Ha4yeHMAX NapamMeTpoB IncludedPath n ExcludedPath
OAHOBPEMEHHO, TO 3TOT 06bEKT ByZAeT NPOBEPEH.

MO>HO yKa3aTb HECKOJ/IbKO 3HaUeHW B BUAE CNUCKA. 3HAYEHWNs B
CMMCKe yKa3bIBatOTCA Yepes 3anaTyto (KaXAoe 3HaueHne B KaBbluKax).
[JonyckaeTtca noBTOpeHMe napamMeTpa B CekLmn (B 3TOM Cay4yae Bce
3HaYeHWs OOBEANHAOTCA B €ANHBIN CMNCOK).

Mpumep: lobaBuTb B cnncok ¢ann /etc/filel u katanor /usr/bin.

1. [obaBneHune 3HaYeHU B Gaiin KOHPUrypaLmu.

e /lBa 3HaUYeHMs B OAHOWN CTPOKE:

[NSS]
IncludedPath = "/etc/filel", "/usr/bin"

e [IBe CTPOKW (MO OAHOMY 3HAYEHUIO B CTPOKE):

[NSS]
IncludedPath = /etc/filel
IncludedPath = /usr/bin

2. [dobaBneHne 3HaUeHUM C MOMOLLbI KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset NSS.IncludedPath -a /etc/filel
# drweb-ctl cfset NSS.IncludedPath -a /usr/bin

MapameTp fonyckaeT UCnoab3oBaHWe Gannosbix Macok (wildcards) n
MOXeT ObITb UyBCTBUTENbHbIM K PEFUCTPY (B 3aBUCMMOCTU OT HAaCTPOeK
NSS).

MyTn B Cnvcke yKassl8aromcs 0mMHOCUMeabHbIMU — OTHOCUTEIbHO
TOYKMN MOHTMpPOBaHMsA TomoB NSS.

3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)

[JeicTBre npun 06Hapy>XeHNW N3BECTHON Yrpo3bl.

[Jonyctnmble 3HaueHns: CURE, QUARANTINE, DELETE.
3HauveHne No yMoN4YaHuMto: CURE

[eicTBre B cnyvae HeyAauHOW NOMbITKA Je4eHNs yrpo3bl.

[Jonyctnmble 3HaueHna: QUARANTINE, DELETE.
3HayveHne No yMoiYaHno: QUARANTINE

[JenctBune B cyyae o6Hapy>KeHUs HEU3BECTHOM Yrpo3bl.

Jonyctnumble 3HaveHnsA: REPORT, QUARANTINE, DELETE

3HayeHne No yMon4YaHno: QUARANTINE

PykoBoacTBO agMunHMCTpaTopa
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OnAdware

{Oelicmsue}

OnDialers

{Oelicmsue}

OnJokes

{Oelicmsue}

OnRiskware

{Oelicmsue}

OnHacktools

{Oelicmsue}

OnError

{Oelicmsue}

ScanTimeout

{uHmepean spemeHu}

HeuristicAnalysis

{on | off
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OnucaHune
[JenctBune B ciyyae obHapy>KeHWUs pekaaMHOM Nporpammbl.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHMe No yMONYaHUto: REPORT

JelictBre B cyyae 0BHapy>KeHUs NporpaMmbl aBTOMATUUECKOro
[03BOHa.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HauveHne No yMONYaHUio: REPORT

[eiicTBre B cnydae 06Hapy>KeHUA NPorpammbl-LUYTKU.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUio: REPORT

[JeicTBre B cnydae obHapy>KeHUA NOTEHLMaNbHO OMacHOM
nporpammsi.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUio: REPORT

[JeicTBre B cnydae obHapy>KeHUA xakepcKor nporpamMmmel.

AOHWHMMHEBHaHeHMﬂZREPORT,QUARANTINE,DELETE
3HayeHne No yMONYaHUto: REPORT
[JenctBune B ciyyae olwMbKM BO BpemMs NpoBepkun daina.
AOHWHMMHEBHaHeHMﬂZREPORT,QUARANTINE,DELETE
3HauyeHne No yMONYaHMto: REPORT

TaliM-ayT Ha MPOBepPKy OfHOro paina no 3anpocy oT MOHUTOPa TOMOB
NSS.

[Jonyctumble 3HaueHuns: ot 1 cekyHabl (1s) 4o 1 yaca (1h).

3HaueHure No ymonyaHuio: 30s

Vcnonb3oBaTb MK He MCMOb30BaTb 3BPUCTUUECKUIA aHaNU3 Ans
NMoMCKa BO3MOXXHbIX HEWM3BECTHbIX YrpO3 Npu NpoBepKe Mo 3anpocy ot
MoHuTOpa ToMoB NSS. Vicnonb3oBaHWe 3BPUCTUYECKOTO aHaamn3a

NOBbIWAeT HaAeXHOCTb NMPOBEPKN, HO yBE/IMUMBaAET ee AJINTEIbHOCTb.

[JeiicTBre npu cpabaTbiBaHUM 3BPUCTMYECKOrO aHaamn3aTopa 3ajaeTcs
rnapameTpomMm OnSuspicious.
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PackerMaxLevel

{yenoe yucno}

ArchiveMaxLevel

{yenoe yucno}

MailMaxLevel

{yenoe yucno}

ContainerMaxLevel

{yenoe yucno}
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OnucaHune

Bo3MOXHbIe 3HaueHus:

e On — MCMO/b30BaTb IBPUCTUUYECKUI aHaaN3 MPU NMPOBEPKE;
e Of f — He UCMOoJIb30BaTb 3BPUCTUYECKNIA aHaM3.

3HayveHne No yMo4aHuto: On

MakcrManbHbI YpOBEHb BAOXEHHOCTU A5 3anakoBaHHbIX 06beKTOB.
Mop 3anakoBaHHbIM 06 bEKTOM MOHMMAETCS UCMONHAEMbIN KOJ,
C©KaTbl NPV NOMOLLM CreLmanm3npoBaHHbIX MHCTpyMeHToB (UPX,
PELock, PECompact, Petite, ASPack, Morphine u gp.). Takne o6bekTbI
MOTYT BKJIFOUaTh ApPYrve 3anakoBaHHble 0OBEKTbI, B COCTaB KOTOPbIX
Tak>Ke MOTyT BXOAWUTb APYrve 3anakoBaHHble 0OBbEKTbI, U T. 4. 3HaUeHne
3TOro napameTpa yCTaHaBAMBAET NpPesLeNbHbIl YPOBEHb MepapXmm
BJIOXKEHHOCTK, NMOCAe KOTOPOro 06bekTbl BHYTPY OOBEKTOB He ByayT
npoBepATbCA.

OrpaHnyeHWIt YpOBHSA BNOXKEHHOCTM HeT. 3HaueHue 0 yka3blBaeT, YTo
BJIOXKEHHbIe 06BbEeKTbI He MPOBEPAIOTCA.

3HaueHue no YMONYaHUIO: 8

MakcrMabHbIN YPOBEHb BAOXKEHHOCTU /18 apXMBOB (. z1ip, .rar U1
4p.), B KOTOPbIE BAIOXEHbI ApYyrie apXuBbl, B KOTOPbIE, B CBOK OYepesb,
TakXKe MOTyT 6bITb BJIOXEHbI apXuBbl, U T. A, 3HaUYeHKe 3Toro
napameTpa yCTaHaB/MBaET NpeAebHbIN YPOBEHb Mepapxmm
BJIOXKEHHOCTW, MOC/Ie KOTOPOrO apXvBbl BHYTPU apXMBOB He byayT
NpoBepATLHCA.

OrpaHnyeHWIt YpOBHSA BNOXKEHHOCTM HeT. 3HaueHre 0 yka3blBaeT, YTo
BJIOXKEHHbIe 06BEeKTbI He MPOBEPAIOTCA.

3HaueHue no YMONYaHUIO: 0

MakcrMabHbIN YPOBEHb BAOXKEHHOCTU 418 PainNoB MOYTOBbIX
nporpamm (.pst, . tbb 1 Ap.), B KOTOPble MOTYT 6bITb BAOXEHbI
06beKTbl, B KOTOPbIe TakXXe MOTYT ObITb BJOXEHbI O6bEKTbI, U T. 4.
3HayeHue 3TOro NapamMeTpa ycTaHaBAMBAET Npese/bHbIA YypOBEHb
nepapxmm BAOXKEHHOCTM, NOCe KOTOPOro 06BbeKTbl BHYTPU 06BbEKTOB
He ByAyT NpPoBepPATLCA.

OrpaHnyeHnit YpOBHSA BNOXKEHHOCTM HeT. 3HaueHue 0 yka3blBaeT, YTo
BJIOXKEHHbIe 06BbEeKTbI He MPOBEPAIOTCA.

3HaueHue no YMONYaHUIO: 8

MakcrMabHbIN YPOBEHb BAOXKEHHOCTM A1 APYrX TUMOB O6BEKTOB C
BJIOXeHUAMM (Hanpumep, cTpaHuLbl HTML, ¢ainbl . jar v ap.).
3HayeHue 3TOro NapaMeTpa ycTaHaBAMBAET NpesebHbI ypOBEHb
nepapxmm BAOXKEHHOCTH, NOCe KOTOPOro 06beKTbl BHYTPU 06BbEKTOB
He ByAyT NpoBepPATLCA.

PykoBoacTBO agMunHMCTpaTopa
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MaxCompressionRatio

{yenoe yucno}
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OnucaHune

OrpaHnyeHnit ypOBHSA BNOXKEHHOCTM HeT. 3HaueHue 0 yka3blBaeT, YTo
BJIOXKEHHbIe 06BbEeKTbI He MPOBEPAIOTCA.

3HauyeHMe No yMOAYaHuIo: 8

MakcvManbHO ZonyCcTuMas CTeneHb CKaTUA NPOBeEPSEMbIX OOBEKTOB
(oTHOLWEHME ©KaToro obbema kK HecxkaToMmy). Ecam cteneHb oxatus
0b6beKTa NPEBLICUT YKa3aHHYH BEMUMHY, TO OH ByAeT NponyLleH npu
npoBepKe, NHULIMMPOBAHHOW MO 3anpocy MoHUTOpa TomoB NSS.

BennumHa cteneHn cxatna AO0JI>KHa ObITb HE MeHee 2.

3HaueHuMe No ymoayaHumo: 500

& Ecam B HacTpolikax MoHUTOpa ToMOB NSS 151 O4HOTO NAN HECKObKUX TUMOB Yrpo3

: yKaszaHo felicTBne QUARANTINE, TO Npu BOCCTAHOBAEHUM YrPO3bl 3TOTO TUMNa u3
KapaHTWHa Ha ToM NSS oHa byaeT cHOBa He3aMea/ITeNbHO NepeMeLleHa B KapaHTUH.
Hanpumep, HacTpoiku No yMoa4aHuto

NSS.OnKnownVirus = CURE
NSS.OnIncurable = QUARANTINE

MOMeLLatoT BCe HerzneuynMble 06beKTbl B KapaHTUH. [103TOMY Npu BOCCTaHOBAEHUM
Heusneummoro obbekTa 13 kapaHTMHa Ha ToM NSS oH byaeT cHOBa He3amesANTeNbHO
nepemeLlleH B KapaHTWH.

PykoBoacTBO agMunHMCTpaTopa
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9.7. Dr.Web ClamD

KomnoHeHT Dr.Web ClamD npegHasHauveH a1 amyaaumnm nHtepdeinca aHTMBMPYCHOroO AeMOHa
clamd, ABASAIOLLEroCs LeHTpabHbIM KOMMNOHEHTOM aHTMBMpPYCHOro npogykrta Clam AntiVirus
(ClamAV ®) ot Sourcefire, Inc. 3T0T MHTEpPdENC NO3BONAET BHELUHUM MPUIOXKEHUAM, KOTOPbIE
MOTYT MCMO/b30BaTb aHTUBUPYCHbIV NpoaykT ClamAV ®, nposepaTtb daniabl ¢ nomolbro Dr.Web
Server Security Suite.

9.7.1. MpuHUMNbI paboThbl

KomnoHeHT Dr.Web ClamD no3BosseT BbIMOAHATL MO 3anpocy OT BHELUHMX NPUIOXKEHN
NPOBepPKy Ha Hain4yre yrpo3s Kak coaep>XXvmMoro GpaiaoB, pacrnosOXeHHbIX B JIOKaAbHOM
darnoBon cucteme, Tak U HEMOCPEACTBEHHO NMOTOKOB AaHHbIX, MepeAaBaeMblX BHELUHUM
npunoxeHnem vepes cokeT. Kpome TOro, KOMNOHEHT MOXEeT NPOBePATb COAep>XKMMOoe Ppainnos,
419 KOTOPbIX BHELLHEee MPUIOXKeHWe nepeAano OTPbITbIN 4eCKPUNTOP Yepes COKeT.

| MNpoBepka daiina no nepesaHHOMY AeCKPUNTOPY OCYLLECTBASAETCS TOJIbKO Yepes
: nokanbHbIn Unix-coker.

Ecnn BHelwHee NpuaoxeHne NpeAoCcTaBuIo NyTb K Gany B 10KasbHOM $aniioBon cucTeMe,
KOMMOHEHT nepejaeT 3ajjaHne Ha NPOBepKy 3TOro daina KOMMNOHEHTY NPoBepkn dalrinos
Dr.Web File Checker, nHaue oH nepegaeT faHHble, MONyYeHHble OT MPUIOXEHNA Yepe3 COKET,
areHTy pacnpegeneHHon nposepkun Dr.Web Network Checker.

Mo ymonuyaHWO KOMMOHEHT He 3arnyckaeTcs aBToMatuyecku npu ctapte Dr.Web Server Security
Suite. YT0bbI 06€CNEUNTb 3anyck KOMMOHEHTa, HEOBXOAMMO BbINMONHUTL HE TOJIbKO ero
BKJIFOUEHME HAaCTPONKOWN Start, HO U OMPeaennTb He MeHee OHOM TOUKWN noakatoueHus. MNocne
3anycka KOMMOHEHT OXMAAeT NOCTYM/IeHNS 3arpoCOB OT BHELLIHUX MPUIOXEHWI Ha NPOBEPKY
yKa3aHHbIX GalioB MAM MOTOKOB NepesaBaeMbIX AaHHbIX. B HacTporikax MOXHO onpesenuntb
Habop pa3IMYHbIX TOUEK NMOAKNHOUEHUS BHELLUHUX NMPUNOXEHW, yKa3aB A5 KaXA0oW CBOM
cobCTBEHHbIE HAaCTPOMKM NPOBEPKW.

B kauecTBe BHELUHWX NPUIOXEHNI MOTYT BbICTYNaTb U HEMOCPEACTBEHHO cepBepbl HannoBbIx
cny6 (Takme kak Samba v ProFTPd), ecam oHM ocHalyeHbl MoayaemM uHTerpaumm ¢ Dr.\Web
ClamD. MNoppobHee cm. B pasgene VHTerpauma ¢ BHELUHVMW NPUAOXKEHUAMMN.

&) ObHapy>keHHble yrpo3bl He Helimpaau3lyromcs cpeactsamun Dr.Web Server Security Suite,

: BHELLHEMY MPUIOXKEHMIO TOJIbKO BO3BPALLLAeTCs pe3ybTaT NpoBepku. Takum obpasom,
BHELLHEee NPUIOXKeHNe CaMO HEeCET OTBETCTBEHHOCTb 3a HEMTpanu3aL o 0bHapy>KeHHOM
Yrpo3sbl.

PykoBoacTBO agMunHMCTpaTopa
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9.7.2. AprymMmeHTbl KOMaHAHOW CTPOKM

YT106bI 3anycTuTb KoMnoHeHT Dr.Web ClamD vn3 koMaHAHOW CTPOKW, BbINOJHUTE KOMaHAY:
e ana GNU/Linux:

$ /opt/drweb.com/bin/drweb-clamd [<napamempsi>]
o anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-clamd [<napamempsi>]

Dr.Web ClamD gonyckaeT ncnonb3oBaHue cieAyroLimx napaMeTpoB:

Mapametp OnucaHune

--help Ha3HaueHwue: BbiBOA Ha 3KpaH KOHCOAM MM SMYAATOPa TEPMUHANa KPaTKOW CripaBKu
Mo MMeLLMMCA NapamMeTpam KOMaHHOW CTPOKM 1 3aBepLueHre paboTbl
KOMMOHEeHTa.

KpaTkuii BapmaHT: -h
AprymeHTbl: Het

--version HasHaueHwne: BbiBOA Ha 3KpaH KOHCOAM UK 3MyAaTOpa TepMuHana nHdopmaunm o
BEpPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-clamd --help

[aHHaa KomaHAa BbiBeAET Ha 3KpaH KpaTKyro cnpaBky koMmnoHeHTa Dr.Web ClamD.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCpeACcTBEHHO M3 KOMaHAHOW CTPOKM He
npesycMoTpeH. KOMMNOHEeHT 3anyckaeTca aBTOMaTUYeCckn eMOHOM yrnpaB/ieHns KOHUrypaLuen
Dr.Web ConfigD npu HeobxoanmocT (06bIYHO Mpw 3arpy3ke onepaunoHHON cnuctemsl). Ans
ynpaBsieHusa napameTpamMu paboTbl KOMMNOHEHTa Ucnonb3ynte ytuamty Dr.Web Ctl,
npeAHa3HayeHHyto ans ynpasneHus Dr.Web Server Security Suite n3 kKomangHOW CTPOKW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHmsa cnpaBky O KOMMOHEHTE U3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAy
man 1 drweb-clamd.
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9.7.3. MNapameTpbl KOHPUrypaLumn

B aTom pasaene

e [TapameTpbl KOMMOHEHTA

e OcobeHHOCTb HacTpoeK KOMMOHEHTa

KOMHOHeHTMCHOﬂb3yeTﬂapaMeprlKOH¢MpraMMM,3aAaHHbKEBCGKMMM [ClamD]

06beAMHeHHOro KoHburypaumnoHHoro davina Dr.Web Server Security Suite.

NMapameTpbl KOMMNOHEHTA

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHanaj}
ExePath

{nyme « cbaliny}

Start

{noauyeckuli}

Endpoint.<mee>.ClamdSocket

{IP-adpec | Unix-cokem}

OnuncaHue

YpoBeHb N0ApPOBHOCTM BeAeHNA XypHana
KOMMOHEeHTa.

Ecnan 3HaueHne napameTpa He yka3aHo, UCNOAb3yeTca
3HayeHne napameTpa DefaultLogLevel M3 CeKLUM
[Root].

3HaueHne No ymonyaHuto: Notice

MeTtoz BeaeHVA XXypHana KOMMOHEHTa.

3HaueHVe Mo yMOoaYaHuo: Auto
MyTb K ncnonHsemomy daiiny KOMMOHEHTa.

3HaueHue no YMOAYaHNIO:

e nns GNU/Linux: /opt/drweb.com/bin/drweb-
clamd
e s

FreeBSD: /usr/local/libexec/drweb.com/b
in/drweb-clamd

KoMMoHeHT 3anyckaeTcs JEMOHOM yrpaB/ieHus
KoHdurypauwmen Dr.Web ConfigD.

YcTaHOBKa ZlaHHOro napamMeTpa B Yes MnpesnucbiBaet
AEMOHY yrnpassieHns KoHbUrypaumen HemeaneHHo
3aMyCcTUTb KOMIMOHEHT, a YCTaHOBKa ero B 3HauYeHne
No — HeMeZIeHHO 3aBepLUNTb PaboTy KOMMOHEHTa.

3HaueHue no YMOA4YaHUIO: No

Touka NOAKNOUEHNSA C UMEHEM <me2> U COKET
(appec IPv4 vnan agpec coketa Unix) ans KAVEHTOB,
>KenaroLmx NpoBepsATs Galsbl Ha Haanume yrpos.

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

[Endpoint.<mee>.]ReadTimeout

{uHmepean spemeHu}

[Endpoint.<mee>.]StreamMaxLength

{pazvep}

[Endpoint.<mee>.]ScanTimeout

{uHmepean epemeHu}

[Endpoint.<mee>.]HeuristicAnalysis

{on | off

[Endpoint.<mee>.]PackerMaxLevel

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

[ns 0gHOM TOUKM <me2> MOXET bbITb 3aZaH TO/bKO
OJAIVH COKET.

3HayeHue no yMOAN4YaHWKO: HE 3alaHO

Ta|7|M—ayT Ha OXXngaHume AaHHbIX OT KJIMEHTa.

Ecnan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapamMeTpa onpeseneHo TOAbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No yMONYaHWUIO: 5s

MakcrMmanbHbIN pa3mep faHHbIX, KOTOPble MOTYT
6bITb MOAYYEHbI OT KAMeHTa (Mpu Nepesaye JaHHbIX
A9 NPOBEPKM B BUAe NoToka HaiToB).

Ecan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapamMeTpa onpeseneHo TOAbKO AN TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No yMOoNYaHuto: 25mb

TaiiM-ayT Ha NpoBepKy ofHOro dakna Uin ofHowM
NOpLMMN JaHHBIX, MOCTYMUBLUUX OT KANEHTA.

Ecan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapamMeTpa onpeseneHo TOAbKO AN TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

[Jonyctumble 3HaveHns: ot 1 cekyHapl (1s) go 1 yaca
(1h).

3HayeHVe No yMOYaHWNIO: 3m

Vcnonb3oBaTb 3BPUCTUYECKMI aHaNN3 Npu
npoBepke.

Ecan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapamMeTpa onpeseneHo TOAbKO AN TOUKM
<mez>, NHaye OHO OMNpeje/eHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No yMON4YaHWto: On

MakcrManbHbIN YPOBEHb BNOXKEHHOCTM ANA
3anakoBaHHbIX 0OBEKTOB. 3anakoBaHHble 06beKTbI
NPeACTaBASOT COBON NCMONHAEMbIN KOZ, CKaTbll
NPV NOMOLLY CNeLrann3npoBaHHbIX UHCTPYMEHTOB
(UPX, PELock, PECompact, Petite, ASPack, Morphine 1
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[Endpoint.<mee>.]ArchiveMaxLevel

{yenoe yucno}

[Endpoint.<mee>.]MailMaxLevel

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

4p.). OHW MOryT BKAtOYaTb Apyrue 3anakoBaHHble
06beKThl, a Te, B CBOKO 0Yepesb, Takke MOryT
BKJ/IOYATb 3aMnakoBaHHble OOBEKTbI, U T. 4.
MakcrMabHbIN YPOBEHb BNOXEHHOCTU — 3TO
npesenbHbIN YpOBEHb, MOCNe KOTOPOro
3anakoBaHHble 06beKTbl BHYTPYM 3aMakoBaHHbIX
06beKTOB He MPOBEPAIOTCA.

Ecnan ykasaH npedukc Endpoint . <mee>, TO
3HaueHne NapameTpa onpeseneHo TOAbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex ToYek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

OrpaHu4YeHnit ypoBHS BAOXKEHHOCTW HET. 3HaUeHne
0 yKa3blBaeT, YTO BNOXKEHHblE OOBEKTbI He
NpoBepAoTCA.

3HayeHVe No yMOYaHWto: 8

MakcrManbHbIN YPOBEHb BNOXKEHHOCTU 18 apX1BOB
(.zip, .rar n Ap.). ApX1Bbl MOTYT coAep>KaTb
Apyrve apxviBbl, a Te, B CBOO o4epe/b, Takxxe MOoryT
cofepxkaTtb apxuBsbl, U T. 4. MakcMMabHbIN YpOBEHb
BJIOXKEHHOCTN — 3TO MpeAeNbHbli YPOBEHb, NOC/e
KOTOPOro apXumBbl BHYTPY apXMBOB He MPOBEPALOTCA.

Ecnan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapameTpa onpeseneHo TONbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

OrpaHnyeHwuli YPOBHSA BNOXKEHHOCTU HeT. 3HaueHne
0 yKa3blBaeT, YTO BNOXKEHHblE OOBEKTbI He
NpoBepAoTCA.

3HayeHVe No yMOYaHWHo: 8

MakcrManbHbI YPOBEHb BAOXKEHHOCTU A1 daiinoB
NOYTOBLIX NpPOrpamMm (.pst, . tbb 1 A4p.), B KOTOpbIe
MOTYT 6bITb BJOXEHbI 0OBEKTbI, B KOTOPbIE TakXKe
MOTYT ObITb BJOXEHbI OOBEKTHI, 1 T. 4. 3HaUEeHne
3TOro napameTpa yCTaHaBAMBaET NpesfeNbHbll
YPOBEHb, NOC/NE KOTOPOro 06bEKTbI BHYTPU
06BEKTOB He ByAyT NPOBEPATHCA.

Ecan ykasaH npedukc Endpoint . <mee>, TO
3HauyeHWe NapamMmeTpa onpeseneHo TONAbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.
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Mapametp

[Endpoint.<mee>.]ContainerMaxLevel

{yenoe yucno}

[Endpoint.<mee>.]MaxCompressionRatio

{yenoe yucno}

[Endpoint.<mee>.]DetectSuspicious

{noeuyeckuti}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

OrpaHu4YeHnit ypoBHS BAOXKEHHOCTM HET. 3HaUeHne
0 yKa3blBaeT, YTO BNOXKEHHblE OOBEKTbI He
NpoBepAoTCA.

3HayeHVe No yMONYaHWHo: 8

MakcrMabHbIN YPOBEHb BAOXKEHHOCTU A1 APYTnX
TVNOB O6BEKTOB, COAEP>KALLMX BNOXKEHHbIE OOBEKTHI
(Hanpumep, cTpaHuubl HTML nan dpannel . jar). 3mn
06beKTbl MOTYT cofep>KaTb Apyrue BJAOXeHHbIe
06beKThbl, KOTOPbIe, B CBOIO OYepesb, TakxKe MOryT
cofep>kaTb BAOXEHHbIEe 06beKTbI, U T. A.
MakcrManbHbIN YPOBEHb BNOXKEHHOCTU — 3TO
npesenbHbIN YPOBEHb, MOCNe KOTOPOro 06beKThI
BHYTPY 06EKTOB He MPOBEPSAOTCA.

Ecan ykasaH npedukc Endpoint . <mee>, TO
3HauyeHne NapamMeTpa onpeseneHo TOAbKO ANA TOUKN
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

OrpaHnyeHwuii YPOBHSA BNOXKEHHOCTU HeT. 3HaueHne
0 yKa3blBaeT, YTO BNOXKEHHblE OOBEKTbI He
NpoBepAoTCA.

3HayeHVe No yMONYaHWHo: 8

MakcnumanbHO AONyCTUMas CTeneHb CKaTuna
3anakoBaHHbIX 06bEeKTOB (OTHOLLEHME CXKaToro
obbeMa K HecxkaTomy). Ecnm cteneHb oxatums
06beKTa NPEBbICUT YKa3aHHYHO BEIMUNHY, OH OyzeT
nponyLeH Npv NpoBepkKe.

Ecan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapamMeTpa onpeseneHo TOAbKO AN TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

BesvumnHa cTeneHn cxatus foaKHa 6biTb HE MeHee 2.
3HayveHVe No yMo4aHuto: 500

CoobLaTb 0 NOA03pUTENbHbIX darinax,
06HapY>XeHHbIX 3BPUCTUHECKUM aHaAM3aTOPOM.

Ecan ykasaH npedukc Endpoint . <mee>, TO
3HauyeHWe NapamMeTpa onpeseneHo TOAbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No yMONYaHUIO: Yes

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

[Endpoint.<mee>.]DetectAdware

{noeuyveckuti}

[Endpoint.<mee>.]DetectDialers

{noeuyveckuti}

[Endpoint.<mee>.]DetectJokes

{noeuyveckuti}

[Endpoint.<mee2>.]DetectRiskware

{noeuyveckuti}

[Endpoint.<mee>.]DetectHacktools

{noeuyveckuti}

[Endpoint.<mee>. ]
ReportPasswordProtected

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

CoobLatb 0 daiinax, cogep kallnx peknamHble
nporpamMmbi.

Ecan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapameTpa onpeseneHo TOAbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No yMOMYaHUIO: Yes

CoobLatb 0 daiinax, cogep kaLlmux nporpamMmmsi
A03BOHa.

Ecan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapameTpa onpeseneHo TONbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No yMOMYaHUIO: Yes

Coobuatb 0 daiinax, cogepkaLlmx nporpamMmmsi-
LYTKM.

Ecnan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapameTpa onpeseneHo TONbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No ymMoa4aHuto: No

Coobuatb 0 painax, cogepkallimx NoTeHLMaabHO
onacHble NpPorpaMMbl.

Ecnan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapameTpa onpeseneHo TONbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No ymMoa4aHuto: No

Coobuatb 0 daiinax, cogep kaLlux nporpamMmmsi
B3/I0Ma.

Ecnan ykasaH npedukc Endpoint . <mee>, TO
3HaueHne NapamMeTpa onpeseneHo TONAbKO ANA TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No yMoa4aHuto: No

Coobuatb 06 oLmnbke, ecau nposepsemMble danbl
3aLUMLLEHbBI MAapoaem.
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Mapametp OnucaHune

Ecnan ykasaH npedumkc Endpoint . <mee>, TO
3HauyeHne NapameTpa onpeseneHo TOAbKO AN TOUKM
<mez>, NHaye OHO OMNpejeNeHo ANa Bcex Toyek, y
KOTOPbIX 3Ha4YeHWe 3TOro napamMeTpa He 3afaHo.

3HayeHVe No yMoa4aHuto: No

Oco6eHHOCTb HacTpoeK KOMMOHEHTa

MNapameTpbl, OTMeYeHHble HeobA3aTeIbHbIM NpePnKcoM Endpoint . <mez>, MOryT 6bITb
crpynnupoBaHsbl. Kaxzaa Takasa rpynna onpeaensieT moyky nookaoyeHus (endpoint) c
3a/laBaeMbIM YHMKa/bHbIM MAEHTUGUKATOPOM <me2>, NCNONb3yeMYHO KNNeHTaMu As
MOAKIOYEHNA K KOMMOHEHTY. Bce napameTpbl NPOBEPKH, BKIOUEHHbIE B OAHY Fpynnmy,
onpeaenaroT napaMeTpbl, KOTOpble ByAyT MPUMEHATLCA NPY NPOBepPKe AaHHbIX OT KINEHTOB,
NOAKNHOUMBLLMXCA K 3TOW TouKe. Ecam napameTp ykasaH 6e3 npedukca Endpoint . <mee>, TO OH
onpeaenseT 3Ha4YeHWe, MPUMEHAEMOE ANA BCeX TOUeK NOAKA0UEeHUNA. ECn 13 Toukm
NOAKOYEHNA YAaNUTb MapaMeTp, TO ANS TOUKWN MNOAKAOUEHUA ByAeT NPUMEHATLCA He 3HaUYeHne
napameTpa no yMOA4YaHWUIO, a 3Ha4YeHne, yKka3zaHHoe B COOTBETCTBYHOLLEM OAHOUMEHHOM
«poANTENbCKOM» Napametpe (6e3 npedukca Endpoint . <mez>).

ii MapameTp ClamdSocket goskeH 0ba3aTeNbHO 3a4aBaTbCa € MPedrKcom
Endpoint.<me2>, NOCKOJbKY OH He TOJIbKO OonpesenseT NpocayLwBaeMblil COKET, HO U
onpegensaet rpynny (Touky NOAKAOYEHWSA), K KOTOPOM 3TOT COKET NPUBA3bIBAETCA.

Mpumep

MycTb TpebyeTcs opraHM30BaTh ABe TOUKM NOAKIOYUEHNA A1 ABYX IPYNM BHELIHWX MPUNOXEHWN
(cepBepoB) servers1 v servers2. [py 3TOM cepBepbl U3 rpynnbl servers1 MOryT NOAK/I0YaTbCA
yepe3s Unix-cokeT, a cepBepbl U3 rpynmnbl servers2 — yepes ceteBoe coeanHeHne. Kpome Toro,
3BPUCTUYECKUIA aHaNN3 AOMKEH ObiTb BbIKNFOYEH MO YMOYAHWIO, HO AN CEPBEPOB U3 rpynmbl
servers2 ero Hy>XHO UCMoNb30BaThb. [prUMep COOTBETCTBYHOLLMX HAaCTPOEK:

1) Ons 3apgaHua B dane KoOHbUrypaumm:

[ClamD]
HeuristicAnalysis = Off

[ClamD.Endpoint.serversl]
ClamdSocket = /tmp/srvl.socket

[ClamD.Endpoint.servers2]
ClamdSocket = 127.0.0.1:1234
HeuristicAnalysis = On

2) [Ans 3agaHuns yepes yTUANTY KOMaHAHoW ctpokm Dr.Web Ctl:

drweb-ctl cfset ClamD.HeuristicAnalysis Off

drweb-ctl cfset ClamD.Endpoint -a serversl

drweb-ctl cfset ClamD.Endpoint -a servers2

drweb-ctl cfset ClamD.Endpoint.serversl.ClamdSocket /tmp/srvl.socket
drweb-ctl cfset ClamD.Endpoint.servers2.ClamdSocket 127.0.0.1:1234
drweb-ctl cfset ClamD.Endpoint.servers2.HeuristicAnalysis On

B S S S S
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| Ob6a cnocoba 3agaHna HacTpoek NPUBEAYT K OAVHAKOBOMY pe3y/ibTaTy, HO Mpu PyYHOW
: npaeke aiina KOHPUrypaLmm Heo6Xo0ANMMO NPUMEHUTb N3MEHEHHbIE HAaCTPOMKHM C
MOMOLLIbIO KOMaHAbl drweb-ctl reload.

9.7.4. NuTerpaumnsa ¢ BHELWWHUMU MPUIOKEHNAMM

3a cueT ncnonb3oBaHMA NHTepdenca, IMyAnpyroLLLEro MHTepdenc aHTUBMPYCHOTO AeMOHa
clamd, BXOAALLEro B cOCTaB aHTUBMpycHoro pewwerHna ClamAV, Dr.Web ClamD moxeT 6bITb
CONPSXEH C 0OBIMU BHELUHNUMUW NMPUIOXKEHUAMM, CMOCOBHBIMUN NOAKOUATLCA K
aHTMBUPYCHOMY AeMOHY clamd.

B TabamLe HUXKE NnepeyncieHbl MpuMepbl NMPUAOXKEHWHR, KOTOPble MOFYT UCMO/b30BaTh clamd
A5 aHTUBMPYCHOWN MPOBEPKU:

Mpoaykr WNHTterpauus
daiinosble cny>6bl

FTP-cepBep Ucnonb3osaHue clamd

ProFTPd .
MNMpoBepka dannos, 3arpy>kaembix Ha cepeep no npoTtokony FTP.

Tpe6oBaHue ana MHTErpauum
Cbopka ProFTPd c gononHutenbHbiM MogyneM mod clamav.
CCbIZIKM Ha AOKYMEHTaLuto

[JokymeHTauuma no npoaykty ProFTPd d.

OnuncaHmne 1 UCXOAHbIN KoZ Moayns mod clamav d

B HacTporke koMnoHeHTa, obpaluatoerocs HenocpeactBeHHo k Dr.Web ClamD kak k
aHTUBMPYCHOMY AeMOHY clamd, cneAyeT ykasaTb B KayecTBe ajpeca NoAKIUEHNs K
aHTUBUPYCHOMY AeMOHY clamd nyTb K Unix-cokety nunm TCP-cokeTy, npocaywmnsaemomy Dr.Web
ClamD Ha ofHOM 13 cO3AaHHbIX B €ro HaCTPOWMKax ToYek NoAKAYeHuns (endpoint).

Mpumep noakatoueHuns ProFTPd k Dr.Web ClamD:

1. Hactpowika Dr.Web ClamD:

[ClamD]
Start = yes

[ClamD.Endpoint. ftps]
ClamdSocket = 127.0.0.1:3310

2. Hactpovika ProFTPd:

ClamAV on
ClamServer 127.0.0.1
ClamPort 3310
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9.8. Dr.Web File Checker

KomnoHeHT nposepku darinos Dr.Web File Checker npegHa3HaueH gna nposepkun ¢panios u
KaTasoros GarinoBom cuctembl. OH MCNOb3yeTCa ApYrMMmn komnoHeHTammn Dr.Web Server
Security Suite ans npoBepky 06BbEKTOB ParinoBon cuctembl. Kpome 3TOro, KOMMNOHEHT BeeT
MOCTOAHHO XPaHWMbI peecTp BCex yrpo3, obHapy>KeHHbIX B GaioBON CUCTEME, U BbIMOAHAET
bYHKLUMIO MeHeaKepa KapaHTUHA, YNpaBass COAEPXUMbIM KaTa/lloroB, B KOTOPbIX
pacrnonaratoTcs M30AnMpoBaHHble Ganbl.

9.8.1. MpuHUMNbI paboThbl

KomnoneHT Dr.Web File Checker 3anyckaetcs ¢ npaBamu cynepnonb3oBatens (noab3oBaTtens
root) N NCNonb3yeTca AN CKaHMPOBaHMA 06bEKTOB GalioBOM cucTteMbl (Gainbl, KaTanoru un
3arpy3ou4Hsble 3anuncu).

Dr.Web File Checker nHaekcmpyeT Bce npoBepeHHble Gaitnbl 1 KaTanorm N COXpaHseT JaHHble O
NpoBepeHHbIX 06beKTax B CreuuanbHOM Kelle, UTobbl He BbIMOHATb MOBTOPHYH MPOBEPKY
06bEKTOB, KOTOPbIE Y>Ke Bblav NPOBEPEHBI PAaHEE N HE N3MEHSINCL C MOMEHTa NOCEAHEN
NpoBepku (B 3TOM Cy4ae, eCiv 3asiBka O MPOBEpPKe TaKoro o6bekTa NocTynaeT NOBTOPHO,
BO3BpALLAETCs pe3y/bTaT ero npejblayLiein NPoBEPKM, N3BNEUYEHHDBIN U3 KELLa).

Mpu NocTynaeHnn 3aNpoCcoB Ha NPOBepKy 06BEKTOB GpariIOBOM CUCTEMbI OT APYTUX
komnoHeHToB Dr.Web File Checker npoBepsierT, TpebyeTtcs v npoBepKka 3anpoLLIeHHOro 06beKTa,
n ecnn aa, To GopMupyeT 3aZaHne Ha MPOBEPKY ero COAEPXXMMOro ANA CKaHUPYHOLLEro aapa
Dr.Web Scanning Engine. Eciv npoBepeHHbI 06bekT coaepkuT yrpo3y, To Dr.Web File Checker
3aHOCUT ero B peectp 0H6Hapy>KEHHbIX YTPO3 U MPUMEHSET K HEMY HeNTpanu3yroLlee AencTeme
(neyeHve, ypaneHve nav nepemeLLieHne B KapaHTuH), eCan 3TO AeNCTBME 3a4aH0 KANEHTCKUM
KOMMOHEHTOM, MHULMMPOBABLLMM NPOBEPKY, B Ka4ecTBe peakuun Ha yrpo3y. B kauectse
MHMLMATOPOB NPOBEPKN MOTYT BbICTyMNaTb pa3/ivyHble kKoMnoHeHTbl Dr.Web Server Security Suite
(Hanpumep, monuTop SplDer Guard ana SMB).

B npouecce npoBepkm 3anpoLLeHHbIX 06beKTOB $HanNioBOM CUCTEMbI KOMMOHEHT MPOBEPKM
darinoB popmupyeT 1 OTNPaBASET KOMIMOHEHTY-KJIUEHTY, 3aNpoCuBLIEMY NPOBEPKY, OTUYETbI O
pe3y/bTaTax NPOBEPKM N NPEANPUHATBIX 4ENCTBUAX NO HEUTPAAU3aLMN Yrpo3, C/IN OHM BbIIN
OobHapy>KeHbl.

MNMomMunMo CTaHZaPTHOro MeToZa NPoBepKM GannoB, AN BHYTPEHHMX HYXJ, NOAAeP>KMNBAOTCA
crneuvanbHble MeTOAbl MPOBEPKU GaitioB:

e Memod «flow» — meToa NOTOKOBOW NpoBepkun daninoB. KOMMOHEHT, NCMO/b3YHOLW WA 3TOT
MeTOZA, OAWH pa3 MHULMaAN3MpyeT NnapamMeTpbl NPOBepKn 1 06e3BpexKMBaHNA yrpos, 1 ganee
3TW NapameTpbl OyAyT NPUMEHATLCA KO BCEMY MOTOKY 3aABOK Ha NpoBepKy $anos,
MOCTynatoLLMX OT 3TOr0 KOMMOHeHTa. 3TOT MeTO/ MPOBEPKM UCMOAb3yeTca MOHUTOpPOM SplDer
Guard.

e Memod «proxy» — MeTOA NpoBepKky GannoB, 3aKNH0YAOLLMIACA B TOM, UTO KOMMOHEHT
npoBepku $halrisoB BbINOAHAET TONbKO MPOBEPKY $anNoB Ha Haanume yrpos, He MPUMEHSAS K
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HUM HUKAKWUX AEVUCTBUIN, B TOM YMC/IE HE BbIMOHAA PErMCTPaLLMIO OBHapPY>KEeHHbIX yrpo3 (3Tu
AEeNCTBMA LLeNMKOM BO3/1aratoTcsl Ha KOMMOHEHT, MHULMNPOBABLLMIM NPOBEPKY). DTOT METOZ,
npoBepku ncnonblyetcs MoHmuTopoM SplDer Guard ans SMB n komnoHeHTom Dr.Web ClamD.

B npouecce cBoen paboTbl KOMMOHEHT NPOBEPKM GalIOB He TONbKO BeAET PeecTp Yrpo3 u
ynpaB/isieT KapaHTMHOM, HO 1 cobupaeT obLLyto CTaTUCTUKY NPOBePKN GannoB, ycpeaHss
KonmuyecTBO GannoB, NPOBEPEHHBIX B TEUEHWE CEKYH/bI 3@ MOCAEAHIO MUHYTY, NocaeaHue 5
MUHYT, nocnegHue 15 MuHyT.

9.8.2. AprymMmeHTbl KOMaHAHOW CTPOKM

Y106kl 3anycTnTb KoMnoHeHT Dr.Web File Checker n3s komaHgHOW CTPOKW, BbIMOAHUTE KOMaHAY:

e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-filecheck [<napamempsi>]

o anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-filecheck [<napamempsi>]

Dr.Web File Checker gonyckaeT ncnonb3oBaHue ciesyoLmx napameTpos:

Mapametp OnucaHune

--help Ha3HaueHwue: BbiBOA Ha 3KpaH KOHCOAM WM 3MYAATOPa TeEPMUHANA KPaTKOW CpaBKu Mo
NMeRLLMMCSA NapaMeTpam KOMaHZAHOM CTPOKM U 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuii BapmaHT: -h
AprymeHTbl: Het

--version HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAM UK 3MyAaTOpa TepMuHana nHdopmaunm o
BEpPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-filecheck --help

[aHHaa KomMaHAa BbiBeAET Ha 3KpaH KpaTkyro cnpaBky komnoHeHTa Dr.Web File Checker.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycmoTpeH. OH 3anyckaeTcs aBTOMaTMYeckn AeMOHOM yrnpaBaeHns KoHdurypaumen Dr.Web
ConfigD npw noctynaeHun ot apyrnx komnoHeHToB Dr.Web Server Security Suite 3aaBok Ha
npoBepKy 06beKTOB daroBon cucteMbl. [ns ynpaBaeHns napaMmetTpaMm paboTbl KOMMOHEHTa, a
TaKXe 414 NpoBepkn Gpanios no TpebosaHnto ncnonbsymte ytuanty Dr.Web Ctl,
npeAHa3HayeHHyo ans ynpasaeHuns Dr.Web Server Security Suite n3 komaHAHOM CTPOKM.
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@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na npoBepkun nponsBoabHoro danna nam katanora komnoHeHTom Dr.Web File Checker
NCnosb3ynTe KoMaHay scan ytuantel Dr.Web Ctl:

$ drweb-ctl scan <nyme k ¢aliny unu kamanoay>

,ﬂ,.ﬂﬂ noay4vyeHuna CripaBkn O KOMMOHEHTE U3 KOMaH,ﬂ,HOf/II CTPOKU BbIMOJAHUTE KOMaHAY
man 1 drweb-filecheck.

9.8.3. NapameTtpbl KOHPUrypaLUmn

KoMnoHeHT ncnonb3yeTt napameTpbl KOHPUIypaLum, 3agaHHble B cekumn [FileCheck]
06beaMHeHHOro KoHburypaumnoHHoro davina Dr.Web Server Security Suite.

DTa ceKUMa XpaHUT Cegytole napameTpbl:

Mapametp
LogLevel

{yposeHb nodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme k ¢paliny}

IdleTimeLimit

{uHmepean epemeHu}

DebugClientIpc

{noeuyeckuti}

OnuncaHue

YpoBeHb NoapobHOCTH BeAeHNA XKypHasia KOMIMOHEHTa.

Ecnv 3HaueHre mapamMeTpa He yka3aHo, MCMOJIb3yeTca 3HaueHne napameTpa
DefaultLogLevel 3 cekumn [Root].

3HayeHVe No yMon4YaHuto: Notice

MeToz BeaeHMs XXypHaia KOMMOHEHTa.

3HayeHVe No yMONYaHWIO: Auto
MyTb K UCNOAHAEMOMY hainy KOMMNOHEHTA.

3HayeHVe No yMONYaHWIO:
e ana GNU/Linux: /opt/drweb.com/bin/drweb-filecheck

e ans FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
filecheck

MakcrmanbHoe BpemMa NpocCToa KOMMNOHEHTa, Npu NpeBbILLEHNN KOTOPOTo
OH 3aBepLlluaeT CBOKO pa60Ty.

[Jonyctumble 3HaueHus: oT 10 cekyHz (10s) go 30 gHen (304d).
Ecnun yctaHoBNEHO 3HauveHMe None, KOMMNOHEHT ByzeT paboTaTb NOCTOSAHHO;
B C/lyyae OTCYTCTBUS akKTUBHOCTM eMy He byaeT otnpasseH curHan SIGTERM.

3HayeHVe No yMon4aHuto: 10m

CoxpaHsTb WA HE COXPaHATb B XXypHane Ha OT/1aJ04HOM YpPOBHe (npwu
LogLevel = DEBUG) noapobHble coobuieHms IPC.

3HayeHVe No yMoa4aHuto: No
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Mapametp
DebugScan

{noeuyveckuti}

DebugFlowScan

{noeuyveckuti}

DebugProxyScan

{noeuyveckuti}

DebugCache

{noeuyveckuti}

MaxCacheSize

{pasmep}

RescanInterval

{uHmepean epemeHu}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

CoxpaHATb WM He COXPaHATb B XXypHasae Ha OTNaZlo4MHOM YpOBHe (npw
LogLevel = DEBUG) NoApobHblie coobLyeHms, MocTynatoLme B npoLiecce
npoBepkn pannos.

3HayeHVe No yMoa4aHuto: No

CoxpaHATb WM He COXPaHATb B XXypHasie Ha OTNaZlo4MHOM YpOBHe (npw
LogLevel = DEBUG) Nogpob6Hble cooblueHns o nposepke Gannos
metogoM «flow». MeTog «flow» 06bIYHO UcnoNb3yeTca MOHUTOPOM SplDer
Guard.

3HayeHVe No yMoa4aHuto: No

CoxpaHATb UK He COXPaHATb B XXypHane Ha OT1af04YHOM ypOBHe (npwu
LogLevel = DEBUG) Nogpob6Hble cooblyeHns o nposepke Gannos
MeToZOM «proxy». MeTog, «proxy» 0bbl4HO NCMOAb3yeTca MOHMTOPOM SplDer
Guard ana SMB v komnoHeHToM Dr.Web ClamD.

3HayeHVe No yMoa4aHuto: No

CoxpaHsATb WM He COXPaHATb B XXypHaje Ha OTNaZ04YHOM YpoBHe (Mpw
LogLevel = DEBUG) NoApobHble COOOLLEHMS O COCTOAHUN Kella
npoBepeHHbIX $hannos.

3HayeHVe No yMoa4aHuto: No

MakcrManbHbIV pa3peLleHHbIV pa3mep Kella Aas XpaHeHus nHdopmauum o
NpoBepPeHHbIX darnax.

Ecnm ykazaHo 0, TO KelmpoBaHMe OTKIHOYEHO.
3HayeHVe No ymoa4vaHuto: 50mb

[nnTenbHOCTb MHTEPBana, B Te4eHne KOTOPOro He NPOU3BOANTCA MOBTOPHas
npoBepKa cofepXnmoro Gpaaos, nHGopmauma o NpesbiayLlein nposepke
KOTOpPbIX MMeeTcs B Kelle (Mepuog akTyanbHOCTW KeLUMpPOBaHHOM
nHdopmauun).

Jonyctumble 3HaveHus: ot 0 cekyHa (0s) o 1 MUHYTHI (1m).
Ecnun ykasaH MHTepBan MeHee 1s, TO 3afiepykka OoTcyTcTBYyeT, dhaiin byaet
NpoBepPATLCS MU H0OOM 3anpoce.

3HayeHVe No yMONYaHWto: 1s
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9.9. Dr.Web Network Checker

KomnoHeHT ceteBou npoBepkn aaHHbix Dr.Web Network Checker npegHa3sHaueH ana npoBepku
B CKaHWPYHOLLIEM AAPe AaHHbIX, MOJyYEHHbIX Yepes CeTb, a Takxke AN OpraHu3auunm
pacnpegeneHHon nposepkn $haraoB Ha Hainume yrpo3. OH Mo3BOAAET OpraHM30BaTh
coeAnHeHVe Mexay HabopoM y310B CeTH C yCTaHOB/IeHHbIM Ha Hux Dr.Web Server Security Suite
C LlesIblo Mprema v nepegauv AaHHbIX (HanpuMep, cogep>KMMOoro $anaoB) Mexay y3namun cetu
419 NPOBEPKMN 3TUX AaHHbIX. [1py B3anMOAENCTBUN Y3/10B KOMMOHEHT OpraHunsyet
aBTOMaTU4ecKoe pacrpejeneHne 3ajay Ha NPOBePKy AaHHbIX (NepesaBas v Noay4vas ux no cetn)
Ha BCe JOCTYMHble Y3/bl CETH, C KOTOPbIMW HAaCTPOEHO COoeAnHeHMe, obecneunBas banaHCMpPOBKY
WX HarpysKw, BbI3BAHHOW NMPOBEPKOW OTMpPaB/IEHHbIX AaHHbIX. ECn coesnHeHnsa ¢ yaaneHHbIMK
y3/aMW He HaCTPOEHbI, KOMMOHEHT NnepesaeT BCe NOJlyYeHHble JaHHble Ha NPOBepPKY
NnokanbHOMy ckaHupytowemy aapy Dr.Web Scanning Engine.

@ [JlaHHbIN KOMMOHEHT BCersa UCroab3yeTcs /s MPOBEPKUN AaHHbIX, MOJYUYEHHbIX Yepes

: ceTeBble COeAMHEHWs, MO3TOMY, €C/IV OH OTCYTCTBYET WM HEAOCTYNeH, OyaeT HapyLueHa
paboToCnoCOBHOCTb KOMMOHEHTOB, OTNPAaBASAIOLWMX JaHHbIE HA MPOBEPKY Yepe3 CeTeBOE
coeanHenue (Dr.Web ClamD).

[JlaHHbIN KOMMOHEHT He NpeAHa3HauYeH A8 OpraHu3aLum pacnpesesieHHON NPoBEPKM
dannoB, pacnosIo>KeHHbIX B 10KaAbHOW $GariloBOM CUCTEME, TakK Kak HE MOXET 3aMEHUTb
KoMnoHeHT npoBepku dannos Dr.Web File Checker. Jns opraHu3aumm pacnpeseneHHoN
NPOBepPKM JI0KaAbHbIX GariaoB NCNoab3ynTe KOMAOHeHT Dr.Web MeshD.

B cnyyae 60/1bLLION MHTEHCUBHOCTM MPOBEPKM AaHHBIX, MepeaaBaeMbix Yepes ceTb,
BO3MOXHO BO3HVMKHOBEHWE NPO6/IeM C MPOBEPKON 13-3a UCHeprnaHnUsa Yncaa AOCTYMHbIX
bannoBbIX 4eCKPUNTOPOB. B 3TOM ciyyae HEOHXOAMMO YBENIMUNTE AUMUT Ha YNCIO
dannoBbIx feckpmnTopoB, AocTynHbIx Dr.Web Server Security Suite.

O6meH npoBepAeMbIMU AaHHBbIMU MOXET MPOU3BOAMTLCA KaK MO OTKPbITOMY KaHany, Tak 1 no
3aWuLeHHOMY, € ncnosb3osaHmem SSL/TLS. Mpu ncnonb3oBaHUM 3aLLMLLIEHHOTO COeAMHEHNA
Heobxoanmo obecneunTb y3nbl, obMeHMBatoLWmeca dainamu, KOPPEKTHbIMU cepTUdrKaTammn u
katouamm SSL. ins reHepaumm Karouen n ceptudurkatoB MOXHO BOCMOAb30BATHCA YTUANTON
openssl. [lpyMep NCNOb30BaHNA YTUAUTBI openssl ANA reHepauum cepTuGruKaTos u
3aKpbITbIX KAOYEN NpuBeAeH B pa3gene [Npunoxenne [l. leHepauuns ceptudukaton SSL.

9.9.1. MpuHUnNbI paboThbl

KomnoHeHT no3BonseT nepesatb AaHHblE, He NPeACTaB/ieHHble B BUae GalNoB B JIOKaJIbHON
baninoBoOM cMCTeME, Ha CKaHMpPOBaHMWe B ckaHupytouee sapo Dr.Web Scanning Engine,
PacnosIoXKeHHOE Ha I0KaAbHOM UAN yaaneHHOM y3ne. C TakuMu faHHbIMK paboTatoT
KOMMOHEHTbI, OTNPaBAAoLLME AaHHble Ha NPOBePKy Yepes ceTeBoe coeanHeHmne (Dr.Web
ClamD).
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& STV KOMMOHEHTbI Bcerga ncnonb3yrot Dr.Web Network Checker (zaxce pacnonoxeHHbIl
Ha NloKaAbHOM Y3/1e) Ans nepesayun GannoB Ha NpoBepKky ckaHupytowemy aapy Dr.Web
Scanning Engine. Moatomy, ecan Dr.Web Network Checker HegocTyneH, 3T KOMAOHEHTbI
He cMo2ym KOppekmHO (pyHKYUOHUPOBAM®.

Kpome 3toro, Dr.Web Network Checker no3sonsieT opraHusoBath coeanHeHme Dr.Web Server
Security Suite ¢ 3agaHHbIM HABOPOM Yy3/10B B CETU C YyCTaHOBAEHHbIM Ha HMXx Dr.Web Server
Security Suite (nn n06bLIM ApyrmM peleHnem Dr.Web ans Unix Bepcun He Huxke 10.1) ans
opraHv3aunmn pacnpeseneHHoM NPOBEPKN Ha HaMYMe AaHHbIX, He MPeACTaBAEHHbIX B BUAeE
dalinoB B lokanbHON GannoBOM cnucTeme. 3a CHeT 3TOr0 KOMMOHEHT MO3BOATb CO34aThb U
HaCTPOUTb CKaHUpyrowul Kaacmep, NpeacTaBasatowmin cobomn Habop y3nos cetu,
06MEHMBAKOLLMXCA AaHHBIMW 418 MPOBEPKMN (Ha KaXkA0M y3/ie Ao/KeH ObiTb 3anyLyeH CBOM
3K3emMnanap areHTa pacnpegeneHHon nposepku Dr.Web Network Checker). Ha kaxxgom y3ne cetu,
BKJIFOYEHHOM B ckaHupytowmin knactep, Dr.Web Network Checker BbinonHseT aBTomatnyeckoe
pacnpegeneHve 3asay Ha NPOBEPKY AaHHbIX, NepeAaBas UX MO CETU Ha BCE AOCTYMHbIE Y3/bl, C
KOTOPbIMW HAaCTPOEHO coeanHeHwe. Mpun 3ToM ocyLlecTBaseTCs HanaHCMpPOBKa Harpy3Kku Ha y3nbl,
BbI3BaHHOW NPOBEPKOW AaHHbIX, B 3aBUCMMOCTI OT KOMYECTBa peCcypCcoB, AOCTYMHbIX Ha
yAaneHHbIX y3nax. B kauectBe nHAMKaTOpa KOAMYECTBa PECYPCOB, AOCTYMHbIX AN Harpy3Ku,
BbICTYMaeT KOIMYECTBO AOUYEPHMX CKAHUPYIOLLMX MPOLLECCOB, MOPOXKAEHHbIX CKAHUPYHOLLUM
saapom Dr.Web Scanning Engine Ha y31e, BKIHOUEHHOM B kaactep. Tak>ke OLEHMBAOTCS ANNHbI
ouepezen GannoB, LOXKMAAIOLLMXCA NPOBEPKM HA KaXKAOM UCMONb3yEMOM Y3/e.

Mpw 3TOM NtO6ON y3en ceT, BKAKOUEHHbIN B CKaHUPYHOLLMIA KnacTep, MOXET BbICTynaTb Kak B
PO/IN KNMEHTa CKaHWPOBaHWS, NepeaatoLLero JaHHble Ha yAaneHHYH NPOBepKY, Tak U B POU
cepBepa CKaHMPOBaHMS, NPUHNMAOLLETO C YKa3aHHbIX Y3/10B CeTU AaHHble Ana nposepku. [Mpu
HeobXOANMOCTM areHT pacnpeseneHHON NPOBEPKN MOXHO HAaCTPOUTb TakMM 06pa3oM, UTOObI
y3e/ BbICTyMnas TONbKO B KayecTBe cepBepa CKaHMPOBaHWUA UM TONbKO B Ka4ecTBe KMEeHTa
CKaHMpPOBaHWA.

[JlaHHble, MPUHATLIE MO CETU A8 NPOBEPKM, COXPAHAIOTCA B IOKaNbHYHO GaiioByrO CUCTEMbI B
BUAE BPeMeHHbIX GalifioB 1 NepesatoTcs Ha NPOBepKy ckaHupytowwemy aapy Dr.Web Scanning
Engine, ninbo, B cnyyae ero HEAOCTYMHOCTM UAN BO/IbLLIONM Harpy>KEHHOCTM, Ha APYron y3en
CKaHVpYHoLLLero Knacrepa.

Nmetowmiics B HacTporikax KOMMOHEHTa NapameTp InternalOnly NO3BOASET YNPaBAsATb
pexxumom paboTsl Dr.Web Network Checker, onpeaensis, NCnosb3yeTcs v OH A8 BKAKOUEHWS
Dr.Web Server Security Suite B ckaHMpyOLWMIA KNacTep MAN TONAbKO AN obecrneyeHuns
BHYTPEHHMX HYy>X/, KOMMOHEHTOB, paboTaroLLmx JokanbHO B coctaBe Dr.Web Server Security
Suite.
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@ Bbl MOXeTe co3aaTh CBOW COBCTBEHHbIN KOMMOHEHT (BHELLHEE MPUNOXKEHWE),

: ncnonb3ytowmii Dr.Web Network Checker ana nposepku ¢arinos (B TOM uncie nytem
pacnpeAeneHna NPoBepPKM MO y31aM CKaHWpyroLero knactepa). [ns 3Toro KOMMOHeHT
Dr.Web Network Checker npesocraBnsiet cneumannsmposaHHbii APl, OCHOBaHHbINM Ha
TexHonornv Google Protobuf. Onucanmne API Dr.Web Network Checker, a Tak>ke npumepsl
KoZa KNMEHTCKOro npuaoxeHus, ncnoasytowero Dr.Web Network Checker,
MNOCTaBNAKOTCA B COCTaBe MakeTa drweb-netcheck.

MpyvMep opraHn3aLMmn CKaHMPYHOLLErO KaacTepa NpuBeseH B pasgene OpraHusaums
CKaHMpPYHOLLLEro knacrepa.

9.9.2. AprymMmeHTbl KOMaHAHOWU CTPOKMU

Yto6bI 3anycTuTb koMmnoHeHT Dr.Web Network Checker n3 komaHgHOM CTPOKYM, BbIMOAHUTE
KOMaHAy:

e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-netcheck [<napamempeol>]

o anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-netcheck [<napamempei>]

Dr.Web Network Checker gonyckaet ncnonb3oBaHune ciefyroLimnx napameTpos:

Mapametp OnwucaHune

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW MW IMYAATOPa TEPMUHANA KPaTKOW CrpaBKy Mo
MMerLLMMCS NapamMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl KOMMOHEHTA.
KpaTkuii BapuaHT: —h

AprymeHTbl: Het

--version  HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW MW 3MyaATOpa TepMUHana nHbopmMaumm o
BEPCUM KOMIMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: -v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-netcheck --help

[aHHaa KomaHAa BbiBeAET Ha 3KpaH KpaTkyto cnpaeky komnoHeHTa Dr.Web Network Checker.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM PeXVMe HEMOCPEACTBEHHO U3 KOMaHAHOW CTPOKU He
npegycmoTpeH. OH 3anyckaeTcs aBTOMaTUYeckn 4eMOHOM yrpaBsieHus KoHourypaumen Dr.Web
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ConfigD no mepe HeobxoanMMOCTM (0BbIYHO NpK CTapTe onepaunoHHOM cnuctemsl). Mpu 3Tom,
€C/N B HAaCTPOVKax KOMIMOHEHTa 3a4aHo 3HauyeHWe napameTpa FixedSocket, a napameTp

InternalOnly yCTaHOBJ/IEH B 3HayeHWe No, TO KOMMOHEHT ByjeT 3anyLueH JeMOHOM
ynpaBaeHua KoHUrypaLumen 1 NoCTOAHHO JOCTyMNeH KaveHTam yepes Unix-cokert. a4
ynpaBaeHva napamMmetTpamm paboTbl KOMMOHEHTa, a TakXKe ANA 3anycka CeTeBOro CKaHMpPOBaHWA
(NPV HaNNMUMM HaCTPOEHHOTO COeAMHEHWA C APYTVMM y31aMu CeTU) ncnoabsymte ytuanty Dr.Web
Ctl, npegHa3HauveHHyto ansa ynpasneHms Dr.Web Server Security Suite 13 KOMaHAHOW CTPOKW.
Ecamn coegnHeHvne ¢ apyrmmm yanamm ceTm He HaCTPOEHO, BMECTO CETEBOro CKaHMpoBaHuA byaeTt
3anyLueHo 0bblYHOe CKaHMpPOBaHMeE Ha CTOPOHE I0KaNbHOroO CKaHMPYHOLLLero sapa.

@ Y1o6bl 3anyctuTb ytuanty Dr.Web Ctl, nicnonssyite komaHay drweb-ctl.

Y1066l NPOBEPUTL MPON3BOJIbHBIV halin uan Katanor komnoHeHToMm Dr.Web Network
Checker, ncnonb3syvite komaHay netscan ytmantel Dr.Web Ctl:

$ drweb-ctl netscan <nyme Kk galiny unu kamanozy>

YTo6bl NONYYMTL CMPaBKY O KOMMOHEHTE U3 KOMaHAHOW CTPOKW, BbINOJHUTE KOMaHAY

man 1 drweb-netcheck.

9.9.3. NMNapameTpbl KOHPUrypaLumn

KoMMnoHeHT ncnonb3yeT napameTpbl KOHPUrypauuw, 3agaHHble B cekumn [NetCheck]
obbeanHeHHoro koHdurypauvoHHoro dansa Dr.Web Server Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « ¢baliny}

OnuncaHue

YpoBeHb N0APOBHOCTY BeAEHNSA XXypHaNa KOMMOHEHTa.

Ecnan 3HaueHne napameTpa He yka3aHo, UCNOob3yeTca
3HayeHne napameTpa DefaultLogLevel M3 CEKLUM
[Root].

3HaueHue No ymonyaHuto: Notice

MeTtoz BeaeHVA XXypHana KOMMOHEHTa.

3HaueHVe Mo yMOoaYaHuo: Auto
MyTb K ncnonHsemomy daiiny KOMMOHEHTa.

3HaueHue no YMOHaHUKO!

e ana GNU/Linux: /opt/drweb.com/bin/drweb-
netcheck
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AT
Q:

Mapametp

RunAsUser

{UID | ums nose3osamensy}

IdleTimeLimit

{uHmepean epemeHu}

FixedSocket

{nymo «k cbaliny | adpec}
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OnuncaHue

° N8
FreeBSD: /usr/local/libexec/drweb.com/bin/dr
web-netcheck

[Monb3oBatens, OT UMEHU KOTOPOro 3arnyckaeTca
KOMMOHEHT. Bbl MOXeTe yKka3aTb UNCI0BOM naeHTUdMKaTop
nosab3zosatens (UID) nam ero nmsa (norun). Echm nms
No/b30BaTeNst COCTOUT M3 LUP (T. €. MOXOXe Ha UMCI0BOW
UID), To oHO yka3biBaeTcs ¢ NpedrKCOM name :, Hanpumep,
RunAsUser = name:123456.

Ecnn nmsa nonb3oBaTens ykasaHO HEKOPPEKTHO, paboTa
KOMTMOHEHTa 3aBepLUaeTcs oWwmbKOol cpasy nocae nonbiTkun
3anycka.

3HayeHVe No yMoNYaHuto: drweb

MakcnmanbHoe BpeMsi MPOCTOst KOMMOHEHTa, Npu
NpeBbILLEHNN KOTOPOro OH 3aBepLUaeT pabory.

Ecan 3aAaHO 3Ha4vYeHne napameTpa
LoadBalanceAllowFrom uan FixedSocket, TO
HacTpoWiKa UTHOpUpPYeTCs (KOMMOHEHT He 3aBepLUaeT CBOKO
pa60Ty no Ncte4yeHnm MakCMMaabHOro BpemMeHu I'IpOCTOﬂ).

[Jonyctumble 3HayeHus: ot 10 cekyHz (10s) 2o 30 gHen
(304).

Ecnun yctaHoBNEHO 3HauveHMe None, TO KOMMOHEHT bByaeT
paboTaTb NOCTOSIHHO; B C/lyYae OTCYTCTBUS aKTUBHOCTN eMy
He 6yaeT oTnpasneH curHan SIGTERM.

3HayeHVe No ymMoa4aHuto: 10m

CokeT pukcMpoBaHHOro 3k3emnaspa areHta Dr.Web
Network Checker.

Mpw 3agaHny 3TOro NapameTpa AeMOH yrnpaBaeHus
koHurypaumeit Dr.Web ConfigD cneaut 3a Tem, UTobbI
BCerfa UMencs 3anyLieHHbI 3K3emMnaap areHTa
pacnpeseneHHol Npoeepku Gannos, AOCTYMHbIA KAMEHTaM
yepes 3TOT COKeT.

Bo3MOXHble 3HaueHus:
e <nyme Kk ¢aliny> — nyTb K Garny nokanbsHoro Unix-
COKeTa;

e <gdpec> — CeTeBOW COKET B BUAe napbl </P-
adpec>:<nopm>.
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AT
Q:

Mapametp

InternalOnly

{noeuyveckuti}

LoadBalanceUseSsl

{noeuyveckuti}

LoadBalanceSslCertificate

{nyme k ¢paliny}
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OnuncaHue

Y6eaunTech, 4To KaTanory ¢ daitiom cokeTta
/ | ') HasHaueHbl Creaylowe Npasa AoCTyna:

drwxr-xr-x

Y106bl MpOCMOTpPETH NpaBa AOCTyna,
BbIMNOJHUTE KOMaHAy:

$ 1s -1d <nyme Kk kamasnoay>

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Pexxnm pa6OTbI KOMMOHEHTa.

Ecan 3apaHo 3HaveHWe Yes, TO KOMMOHEHT MCMOAb3yeTca
TONbKO AN BHYTPEHHMUX HY>Ka KOMMoHeHToB Dr.Web Server
Security Suite, HO He 0b6CNyXXMBaET CKaHUPYHOLLMI KaacTep
WK BHelHWe (No oTHowweHwuto K Dr.Web Server Security
Suite) KNMeHTCKME NPUIOXKEHNSA BHE 3aBUCMMOCTM OT
HacTpoek LoadBalance* 1 3a@aHHOro 3Ha4YeHUs
napametpa FixedSocket.

3HayeHVe No yMoa4aHuto: No

Vicnonb3oBaTtb nau He ncnoabzoBaTb SSL/TLS ana
COefVHEHMA C APYTUMU Y3N1aMW.

Bo3MO>KHbIe 3HaYeHNA:

e Yes — ucrnonb3oBatb SSL/TLS;

e No — He ucnosab3oBaTb SSL/TLS.

Ecan 3TOT napameTp yCTaHOB/EH B Yes, TO A1 AaHHOro
y3/1a 1 ANs BCeX Y3/10B, C KOTOPbIMWU OH B3aMMOZENCTBYET,
[OJ/IKHbI BbITb 06513aTeIbHO 3aZaHbl COOTBETCTBYHOLME APYT
Apyry cepTudumKaT v 3aKpbITbiA KAOY (MapameTpbl
LoadBalanceSslCertificatewm
LoadBalanceSslKey).

3HayeHVe No yMoa4aHuto: No

MyTb Kk Ppanny ceptndukara SSL, ncnonbayemoro Dr.Web
Network Checker Ha gaHHOM y3/e A B3aMMOAENCTBUSA C
ApYyrymMun y3namu yepes 6esonacHoe coeanHeHme SSL/TLS.

ili ®ann ceptnudurkata n Garn 3aKpbITOro

Knroua (onpesenseTcs napameTpom
LoadBalanceSslKey) A0OMXKHbI
COOTBETCTBOBATb APYT APYrY.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)
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Mapametp
LoadBalanceSslKey

{nyme k ¢paliny}

LoadBalanceSsl1Ca

{nyme}

LoadBalanceServerSocket

{adpec}

LoadBalanceAllowFrom

{IP-adpec}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

MyTb K Gainy 3aKpbITOro katoya, ucrnoablyemoro Dr.Web
Network Checker Ha gaHHOM y3/e A B3aMMOAENCTBUSA C
ApYyryMK y3namu Yepes 6esonacHoe coeanHeHme SSL/TLS.

ili ®ann ceptnudukata (onpesensercs

napameTpom
LoadBalanceSslCertificate) n dann
3aKpbITOro K/to4a A0JKHbI
COOTBETCTBOBATb APYT APYTY.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

MyTb K KaTanory nan ¢ariny, B KOTOPOM pacronaraercs
nepeyeHb AOBEPeHHbIX KOPHEBBIX cepTudurkaToB. Cpean
JaHHbIX CepTUPUKATOB JOJIKEH HAXOAMTLCA cepTUdumKaT,
YAOCTOBEPAOLLNIA NOAJNHHOCTL CEPTUPUKATOB,
MCNONb3yeMbIX areHTaMmu BHYTPU CKaHWpPYHOLLLero knactepa
npu obmeHe gaHHbIMK Yepe3 SSL/TLS.

Ecnun 3HaueHne napametpa He 3agaHo, To Dr.Web Network
Checker, paboTatowmin Ha JaHHOM Y3/e, He NpoBepsieT
NOA/IMHHOCTb CEPTUPUKATOB B3aMMOAENCTBYHOLLMX areHTOoB,
OfHaKO OHW, B 3aBUCUMOCTM OT 3aJaHHbIX 419 HUX
HacTpoek, MOryT MPOBepATb NOAJNHHOCTb cepTudmKaTa,
MCMO/Ib3yeMOrO areHToM, paboTaroLLMM Ha AaHHOM Y3/ie.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

CeteBoi1 cokeT (IP-agpec v nopT), NpocayLLnBaeMbIi
Dr.Web Network Checker Ha sgaHHOM y3ne ans noayyeHus
hannoB Ha NPoOBepKy OT yAaneHHbIX y3/10B (Mpu paboTe B
KauecTBe cepBepa CeTeBOro CKaHMPOBaHWS).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

IP-agpec yaaneHHoro y3na cetu, ot kotoporo Dr.Web
Network Checker Ha gaHHOM y31e MOXET NPUHUMaTb
dalnbl Ha MPoBepKy (Kak cepBep CEeTEBOro CKaHMPOBaHWSA).

MO>eT MMeTb CMNCOK 3HaYeHWI. 3HaUeHUs B CMIUCKE
yKa3bIBarOTCA Yepes 3anaTyro (Kaxzoe 3HaveHve B
KaBblykax). [lonyckaeTca NoBTOpeHWe napamMmeTpa B CeKuumu
(B 3TOM C/lyyae BCe 3HaYeHUs OOBEANHAOTCS B €4NHBIN
CANCOK).

Mpumep: Jo6aBnTb B cnncok agpeca y3nos 192.168.0.1 n
10.20.30.45.

1. [obaBneHuve 3HaYeHWin B Garin KOHOUrypaumu.

PykoBoacTBO agMunHMCTpaTopa
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OnuncaHue

e /lBa 3Ha4YeHMA B O4HOWN CTPOKE:

[NetCheck]
LoadBalanceAllowFrom = "192.168.0.1",
"10.20.30.45"

e [IBe cTpoOkM (MO OAHOMY 3HAUEHMIO B CTPOKE):

[NetCheck]
LoadBalanceAllowFrom = 192.168.0.1
LoadBalanceAllowFrom = 10.20.30.45

2. [obaBneHue 3HaueHU C NOMOLLbIO KOMaHAbl drweb—
ctl cfset:
# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 192.168.0.1

# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 10.20.30.45

Ecnv napameTp nycT, To yAaneHHble daiibl Ha NMPOBEPKY He
npuHUMatoTcs (y3en He paboTaeT B pexuviMe cepeepa).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

IP-agpec ceteBoro nHtepoelica, ncnonbsyemoro Dr.Web
Network Checker Ha gaHHOM y31e ans nepesaun daiinos
Ha yAaneHHYo NpoBepKy, ecan y3en paboTaeT Kak KANeHT
CeTeBOro CKaHMPOBaHWA, U eCNN Ha y31e JOCTYNMHO
HeCKOJIbKO CeTeBbIX MHTEPpENCOoB.

Ecnu ykasaTb nycToe 3HaueHue, TO UCMO/b3YeMbIil CETEBOM
nHTepdelic byaeT aBTomaTMyeckn BbibpaH sgpom OC.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Coker (IP-agpec v NOpT) yAaNeHHOro y31a, Ha KOTOPbIN
Dr.Web Network Checker Ha saHHOM y3ne MoxeT
oTnpaBAATb Gaiibl Ha yaaneHHYH NpoBepKy (Kak KAVEHT
CeTeBOro CKaHMpPoBaHMA).

MOo>eT MMeTb CMNCOK 3HaYeHWI. 3HaUeHUs B CrIUCKE
yKa3bIBarOTCA Yepes 3anaTyro (Kaxzoe 3HaveHve B
KaBblykax). [lonyckaeTca NoBTOpeHWe napamMmeTpa B CeKuumn
(B 3TOM CNyyae BCe 3HaYeHUs OOBEANHAOTCS B €4NHBIN
CANCOK).

Mpumep: Jo6aBnTb B cnmcok cokeTbl 192.168.0.1:1234 n
10.20.30.45:5678.

1. [obaBneHuve 3Ha4eHWin B Garin KOHOUrypaLmu.

e /lBa 3HaUYeHMA B O4HOWN CTPOKE:

[NetCheck]
LoadBalanceTo = "192.168.0.1:1234",
"10.20.30.45:5678"

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

LoadBalanceStatusInterval

{uHmepean spemeHu}

SpoolDir

{nyme kK kamanozy}

LocalScanPreference

{OpobHoe yucno}

LoadBalanceSslCrl

{nyme}
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OnuncaHue

e [IBe cTpoOkM (MO OAHOMY 3HAUEHMIO B CTPOKE):

[NetCheck]
LoadBalanceTo = 192.168.0.1:1234
LoadBalanceTo 10.20.30.45:5678

2. [obaBneHue 3HaueHU C NOMOLLbIO KOMaHAbl drweb—
ctl cfset:
# drweb-ctl cfset NetCheck.LoadBalanceTo -a
192.168.0.1:1234

# drweb-ctl cfset NetCheck.LoadBalanceTo -a
10.20.30.45:5678

Ecaiv mapameTp nycr, To oKasbHble $Galinibl He NepesaroTcs
Ha yAaNeHHyH NpoBepKy (y3en He paboTaeT B pexume
K/MEHTa CETEBOrO CKaHMPOBaHMS).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

VIHTepBan BpemMeHn Mexay paccblikamun AaHHbIM Y3/10M
nHdOpPMaLUM O CBOEW 3arpy>KeHHOCTU A5l BCEX areHTOB
pacrnpeseneHHON NpoBepKy, NEPEUNCIEHHbIX B NapaMeTpe
LoadBalanceAllowFrom.

3HayeHVe No yMONYaHWIo: 1s

KaTtanor B nokanbHoW $pannoBoin cucteme, MCNoNb3yeMbll
A5 XxpaHeHus gaiinos, NpuHaTeix Dr.Web Network Checker
Mo CeTn OT KMEHTOB CKaHMPOBAHUA A1 NPOBEPKM.

3HayeHVe No yMon4YaHuto: /tmp/com.drweb.ncheck

OTHOCUTENIbHbIN BEC (MPeAnoYTUTENIbHOCTb) Y3N1a Npu
BblbOpe MecTa ANa NpoBepku paitna (1okasbHOro Uam
MPVHATOrO Mo ceTn). ECin B HEKOTOPbI MOMEHT BpeMeHH
BeC JIOKaNbHOro y3na 60sbLle CyMMapHOro Beca BCex
[OCTYMHBIX Y3/10B-CEPBEPOB CKaHUPOBaHWs, dpainn byaet
OCTaBJIEH areHTOM A/ IOKa/IbHON MPOBEPKMU.

MwuHUManbHOe 3HayeHwue: 1.
3HaueHne No ymonyaHumto: 1

MyTb K KaTanory namn ¢arny ¢ nepeyHem OTO3BaHHbIX
cepTMdurKaToB.

Ecnun 3HaueHne napametpa He 3agaHo, To Dr.Web Network
Checker, paboTatowuin Ha JaHHOM Y3J/e, He NpoBepsieT
cepTdurKaTbl B3aMOAENCTBYOLLMX areHTOB Ha
aKTya/bHOCTb, OHaKO OHW, B 3aBUCMMOCTM OT 3aJaHHbIX
419 HAX HacTpoekK, MOTyT MPOBepPATb akTyalbHOCTb
cepTudmKaTa, UCMOb3yeMOoro areHTom, paboTarowmm Ha
JaHHOM y3ne.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

PykoBoacTBO agMunHMCTpaTopa
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9.9.4. OpraHusauunsa cKaHMpPYIOLEero Kjacrepa

B aTom pasaene

e BBOAHbIE 3aMeYaHUS

[MpuMep opraHnsaLmm CKaHMpPYHLLEro kaacrepa

HacTponka y310B Kaactepa

MpoBepka paboTbl Kaactepa

BBOAHbIe 3amMeyaHua

[nsa opraHn3aumm CKaHMPYHOLLLEro KiacTepa, MO3BOJIAIOLWErO BbIMOAHATL pacnpeAeeHHyo
NpoBepKy AaHHbIX (MPY CKaHMPOBaHWM GarioB AN NHbIX 06BEKTOB), HEOOXOAMMO MMeTb Habop
Y3/10B CETU C YCTAHOBJIEHHbIM Ha KaXA0M 13 H1x komnoHeHTom Dr.Web Network Checker. YTto6bl
y3en Kaactepa Mor He TONbKO NpUHMMaTh U NepeAaBaTb AaHHble, NOA/eXallne NpoBepke,
HeobxoanMO, UTO6bI Ha y31e Takxke 6bi0 YCTaHOBIEHO ckaHupytolee aapo Dr.Web Scanning
Engine. Taknum obpazom, ana opraHv3aLmmn y3na ckaHpyoLWwero Kaactepa Heo6xoaMmMo, YToObI
Ha cepBepe OblM YCTaHOBAEHbI KakK MUHUMYM CeAytolme KOMMOHEHTbI (MpoYne KOMMOHEHTbI
Dr.Web Server Security Suite, ycTaHaB/vBaeMble aBTOMaTUYeCky, Ana obecneyeHums
paboToCnocobHOCTM NPMBEAEHHBIX 34€Cb KOMMOHEHTOB, OMYyLLEHbI):

1. Dr.Web Network Checker (naket drweb-netcheck) — KOMNOHEHT NpuemMa 1 nepesayv
AAHHBIX MeXAy y31aMu Mo CeTw.

2. Dr.Web Scanning Engine (nakeT drweb-se) — CKaHUpYyroLee 4po, HeobxoaMmoe Ans
NPOBEPKM AaHHbIX, MONYYEHHbIX MO ceTu. MOXeT OTCYTCTBOBaTb, B 3TOM C/yyae y3en byaet
TO/IbKO MepesaBaTb JaHHbIe A1 MPOBEPKN Ha ApYrMe AOCTYMHbIE Y3/bl CKaHMPYHOLWEro
Knacrepa.

Y3/bl, cOCTaBAsAOLWME CKaHNPYHOLLMIA KnacTep, 0bpasyroT O4HOPaHrOBYO (peer to peer) ceTb, T. €.
Ka>XAbIA U3 HUX, B 3aBUCUMOCTM OT TOTO, Kakue HacTporKM 3aAaHbl y KoMnoHeHTa Dr.Web
Network Checker Ha 3TOM y3/1e, MOXeT BbICTyNaTb Kak B POV KIUEHMA cKaHUpOB8aHUs
(NepepatoLLEero faHHbIE Ha MPOBEPKY B APYrue y3/bl), Tak U B POV cepeepd CKaHUPOBAHUS
(NpYHUMatoLLLero AaHHble Ha NPOBEPKY OT APYruX y3/10B). Mpn COOTBETCTBYHOLMX HACTPOIMKAX
y3es KJacTepa MOXeT 6bITb OAHOBPEMEHHO U KJIMEHTOM, U CEPBEPOM CKaHNPOBaHMUS.

MapameTpbl komnoHeHTa Dr.Web Network Checker, oTBeuaroLine 3a HaCTPOWKY CKaHUPYHOLLETO
K/iiacTepa, UMEKT NMsA, HaunHaruleecsa ¢ LoadBalance.

PykoBoacTBO agMunHMCTpaTopa
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Mpumep opraHusauMm cKaHMpYIOLLLETro K1acTepa

PaccMoOTpvM NpUMep OpraHM3aLMy CKaHUPYHOLLLErO K1acTepa, NOKa3aHHOTo Ha PUCYHKE HUXKE.

- -

Dr.Web anda cepeepos Unix (y3en 2) Dr.Web ana Unix (y3en 3)

Dr.Web Dr.Web Dr.Web Dr.Web
Scanning Engine Network Checker Network Checker Scanning Engine

Dr.Web Dr.Web
Scanning Engine Network Checker

~ [Nonb3oBatens

Dr.Web Updater

Dr.Web anqa cepsepos Unix (y3en 1)

J

PucyHok 12. CTpykTypa ckaHMpyloLLero Kaacrepa

B gaHHOM cnyyae npeanonaraeTcs, YTo Kaactep COCTOUT M3 Tpex y3/710B, 0603HaYeHHbIX Ha
pUCyHKe Kak y3en 1, y3en 2 v y3en 3. Y3en 1 v y3en 2 npeactaBastoT cObon cepBepsbl C
YCTaHOBJ/IEHHbIM MOJHOLEHHbIM NpoaykTom Dr.Web ana cepsepos Unix (Hanpumep, Dr.Web
Gateway Security Suite nan Dr.Web Mail Security Suite, Tn npoaykta He MMeeT 3HaueHus), a
y3en 3 UCrnoab3yeTca TONbKO AN MOMOLLM B CKaHMPOBaHMM $panioB, nepesaBaemMbix € y3108 1 u
2. o03TOMY Ha HeM yCTaHOB/EH TOJIbKO MUHMMaNbHO HEOHXOAMMbIA KOMMAEKT KOMMOHEHTOB
(Dr.Web Network Checker n Dr.Web Scanning Engine, npouve KOMMOHEeHTbI, yCTaHaBAMBaeMble
aBTOMaTU4eckm ans obecneyeHns pabotocnocobHocTH y3na, Takme kak Dr.Web ConfigD, Ha
cxeme He 0603HaueHbl). Y3abl 1 1 2 MoryT GyHKLMOHNPOBATL U Kak CePBepPbI, U KaK KANEHTbI
CKaHMpPOBaHMA B OTHOLLEHWM APYT ApYra (BbINMONHATL B3aMMHOE pacrnpesesieHne Harpysku,
CBAA3aHHOW CO CKaHMPOBaHMEM), a y3e/ 3 — TONIbKO B POJIM CepBepa, NPUHNMas 3ajaHunA C y3/10B
Tn2.

«KnneHTCckmni Moy nb NPOBEPKM» Ha cxeme 0603HauYaeT KOMMOHEHTbI CEPBEPOB, GOPMUPYHOLLMX
komnoHeHTy Dr.Web Network Checker Ha y3ne 3agaHua Ha npoBepky, KOTopble byayT (B
3aBMCMMOCTUN OT COOTHOLUEHMA HArpy3Kkun) pacnpeseneHbl Mexay N10KalbHbIM CKaHUPYHOLL MM
sapom Dr.Web Scanning Engine v y3namu-naptHepamu knactepa, BbINMOJHAOWUMMN POb
CepBepoOB CKaHMPOBaHKA.

@ B KayecTBe KNMEHTCKOro MOAyNs MPOBEPKM MOTYT BbICTYMNaTb TONbKO KOMMOHEHTHI,

: npoBepAtoLLMe JaHHble, He NpeAcTaBAeHHbIe B BUje daitna B NoKanbHOW $alriioBoM
cucTeMe. 3TO 03HAYaeT, YTO CKaHWPYHOLLMIA KnacTep He MOXET BbiTb MCMOJIb30BaH AN
pacnpegeneHHou Nnposepkn $GariioB MOHUTOPOM ¢pannosoin cuctemsl SplDer Guard u
KomMnoHeHTOM npoBepku painos Dr.Web File Checker.

PyKkoBOACTBO agMMHUCTpaTopa
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Hactpoliika y3n0oB knacrepa

[na HaCTPOWMKM ykazaHHOW KOHGUrypaLmmn kiactepa HeobxoaMMO BHECTU N3MEHEHMS B
HacTpoliku komnoHeHTa Dr.Web Network Checker Ha Bcex Tpex y3nax knactepa. Bce
npvBeAeHHble HXKe pparMeHTbl HacTpOeK NpeAcTaBaeHbl B opmate . ini (CM. onmncaHune

dopmarta danna koHdUrypaumm).

Y3sen 1

[NetCheck]
InternalOnly = No
LoadBalanceUseSsl = No

LoadBalanceServerSocket = </P-adpec ¥3na 1>:<[lopm Y3na 1>
LoadBalanceAllowFrom = </P-adpec ¥Y3na 2>
LoadBalanceSourceAddress = </P-adpec ¥3na 1>
LoadBalanceTo = <[P-adpec Y3na 2> :<[lopm Y3na 2>
LoadBalanceTo = <[P-adpec Y3na 3>:<[lopm Y3na 3>

Y3en 2

[NetCheck]

InternalOnly = No

LoadBalanceUseSsl = No

LoadBalanceServerSocket = </P-adpec ¥Y31a 2> :<[lTopm ¥Y3na 2>
LoadBalanceAllowFrom = </P-adpec Y3na 1>
LoadBalanceSourceAddress = <[/P-adpec ¥Y31a 2>
LoadBalanceTo = </P-adpec ¥3na 1>:<[lopm Y3na 1>
LoadBalanceTo = </P-adpec ¥3na 3>:<[lopm Y3na 3>

Y3en 3

[NetCheck]
InternalOnly=No
LoadBalanceUseSsl = No

LoadBalanceServerSocket = </P-adpec ¥3na 3>:<[lopm Y3na 3>
LoadBalanceAllowFrom = </P-adpec ¥Y3na 1>
LoadBalanceAllowFrom = </P-adpec ¥Y3na 2>

MNpnmeyvanus:

e [1poune (He yka3zaHHble 3aecb) napameTpbl Dr.Web Network Checker octaBneHbl 6e3
N3MEeHeHWs.

¢ 3HayeHwua IP-agpecoB 1 HOMePOB MOPTOB HEOHXOAMMO 3aMEHUTb Ha aKTyabHble.

e Vicnonb3oBaHwue SSL npn obmeHe gaHHbIMU MeXAY Y3/1aMn B JaHHOM NpUMepe OTK/IFOYEHO.
Y1066l ncnonb3osatk SSL, HeobxoaMMO 3a4aTb 3HaUeHWe Yes Aia napameTpa

LoadBalanceUseSsl, a TakXe 3a4aTb akTya/ibHble 3HAUEHWA NAapaMeTpOB
LoadBalanceSslCertificate, LoadBalanceSslKey M LoadBalanceSsl1Ca.

PykoBoacTBO agMunHMCTpaTopa
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MNpoBepka paboTbl kKnacrepa

Yto6bI NPOBEPUTL PabOTy KNacTepa B pexumMe pasgaeneHns JaHHbIX MPU CKaHNPOBaHNN,
BbIMOJIHUTE Ha y3/1aXx 1 1 2 KOMaHAy:

$ drweb-ctl netscan <nyme K gpaliny uau kamasnozy>

Mpw BbINOAHEHWM 3TON KOMaHAbl komnoHeHT Dr.Web Network Checker nposepset panbl 13
yKa3aHHOro KaTanora, pacnpeAesnvs Harpysky no HacTPOeHHbIM y31am Kaactepa. YTobbl
NPOCMOTPETb CTAaTUCTMKY CETEBOM NMPOBEPKMN Ha KaXXJOM W3 y3/10B, Nepes Hauanom NpoBepKu
3anyctuTe BbiBOA ctatucTnkm Dr.Web Network Checker komaHzo:

$ drweb-ctl stat -n

UYtob6bl NpepBath BbIBOZ cTaTUCTUKK, HaxkmuTe CTRL+C nan Q.

PykoBoacTBO agMunHMCTpaTopa
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9.10. Dr.Web Scanning Engine

Ckanupytouyee agpo Dr.Web Scanning Engine npegHasHaveHo 19 noncka BMPYCOB U APYTiX
BPEAOHOCHbIX 06BbeKTOB B daiax 1 3arpy3o4uHbix 3anuncax (MBR — Master Boot Record, VBR —
Volume Boot Record) anckoBbIx yCTponCTB. KOMMOHEHT BbIMOHAET 3arpy3ky B NaMATb 1 3anyck
aHTMBMpYycHoro aapa Dr.Web Virus-Finding Engine n BupycHbix 6a3 Dr.Web, ncnoabsyembix nm
419 MOnCKa yrpos.

CkaHupytolee aapo paboTaeT B pexkMMe AeMOHa, B KaYecTBe CepBuCa, NPUHUMAOLLLEro OT
Apyrmux komnoHeHToB Dr.Web Server Security Suite 3anpocbl Ha npoBepKy 06bekToB hannoBown
CUCTEMBbI Ha Haanuume yrpo3 (3To komnoHeHTbl Dr.Web File Checker n Dr.Web Network Checker u,
BO3MOXHO, Dr.Web MeshD). lMpu oTcyTCTBMM MM HeAOCTYMHOCTM KOMMoHeHToB Dr.Web
Scanning Engine n Dr.Web Virus-Finding Engine aHTMBMpPYCHble NPOBEPKUN Ha AAaHHOM Y3/1e He
NPOWN3BOAATCA (3a NCKIOUYEHMEM CyyaeB, kKorga B coctaBe Dr.Web Server Security Suite
npwucyTcTByeT KoMnoHeHT Dr.Web MeshD, B HacTpoikax KOTOpPOro 3ajaHO COeAMHEHME C y3n1amu
NokanbHOro obsaaka, NPeAoCTaBAAOLLMMU YCIYTy CKaHUPYHOLLLEro A4pa).

9.10.1. MpuHUMNBbI paboTbl

KomnoneHT Dr.Web Scanning Engine, paboTatowmii B pexnme 4eMoHa, MPUHUMAET OT ApYyrnx
komnoHeHTOoB Dr.Web Server Security Suite 3anpocbl Ha npoBepky 06BeKTOB GpalriIoBOM CUCTEMBI
(dbarnoB, 3arpy304HbIX 3anNncein Ha AMCKax) Ha Haan4vme BHeAPEHHbIX Yrpo3, opmupyeT ouepeam
3ala4 Ha NpPoBepKy O6BEKTOB 1 BbIMOJHAET MPOBEPKY 3aMpPOLLEHHbIX OO EKTOB, MCMOb3YA
aHTMBMpYycHoe aapo Dr.Web Virus-Finding Engine. Eciv B npoBepeHHOM 06bekTe 0OHapy>KeHa
yrpo3a, v B 3a,aH1n Ha NPOBEPKY CTOUT YKa3aHWe BbIMONHATbL JeUeHne, CKaHmpyroLee a4po
MbITAETCA BbINONHATb IeYEHNE, €CN 3TO AeNCTBUE MOXKET ObiTb MPMMEHEHO K MPOBEPEHHOMY
obbeKTy.

CkaHupytolee s8apo, aHTuBmpycHoe aapo Dr.Web Virus-Finding Engine 1 BupycHble 6a3bl
06pa3yroT aTOMapHbIN KOMTMIEKC U He MOTYT 6bITb pa3geneHbl. CkaHmpytoLlee A4po
OCyLLLeCTBASET 3arpy3Ky BMPYCHbIX 6a3 1 obecneynBaet cpeay Ans GyHKLUMOHNPOBAHNA KPOCC-
nnatdopMeHHoro aHTnsupycHoro sapa Dr.Web Virus-Finding Engine. O6HOBNEHME BUPYCHbIX
6a3 1 aHTMBMPYCHOTO AApPa MPOU3BOANTCA KOMMNOHEHTOM ob6HoBAeHW Dr.Web Updater,
Bxoaawwmm B coctaB Dr.Web Server Security Suite, HO He ABAAIOLLMMCA YaCTbO CKaHUPYHOLLErO
aapa. KoMNoHeHT 06HOBAEHWI 3anycKaeTca AeMOHOM ynpaBaeHusa KoHburypaumern Dr.Web
ConfigD nepuoanyecky Wi NPUHYANTENBHO B OTBET Ha MOCTYMMBLUYHO KOMaHJAy No/ib30BaTess.
Kpome Toro, ecam Dr.Web Server Security Suite QyHKLNOHMPYET B peXUME LLEHTPaNN30BaHHON
3aWmMThl, TO PYHKLUM OBHOBAEHNA BUPYCHbIX 6a3 1 aHTUBMPYCHOTO Aapa bepeT Ha cebs areHT
LeHTpann3oBaHHoOM 3awwuTbl Dr.Web ES Agent, KOTOpbIi B3aUMOZENCTBYET C CEPBEPOM
LleHTPaAn30BaHHOW 3alLMTbl U NoayYaeT OOHOB/IEHMA OT Hero.

Dr.Web Scanning Engine moxeT paboTtaTb Kak Mo KOHTPOIEM JeMOHa yrnpaBaeHns
koHdurypauwmen Dr.Web ConfigD, Tak n aBToHOMHO. B nepBom cnyyae seMoH obecrieyvBaeT
3anyck fsjpa 1 cBoeBpeMeHHOe 06HOBAEHWE BMPYCHbIX 6a3, ncnonb3lyemblx sApoM. Bo BTopom
Clyyae 3anyck aapa n obHOB/IeHMEe BUPYCHBIX 6a3 BO31aratoTca Ha MCMOb3yoLLIee ero BHeLHee
npunoxeHue. KomnoHeHTbl Dr.Web Server Security Suite, BbinoaHstoLWwmMe 3anpockl K
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CKaHVpYyHOLLLeMy sapy Ha NpeAMeT NpoBepkn $halios, CMOb3YHT TOT Xe MPOrpamMMHbIR
MHTEPdENC, UTO U BHELLHWE MPUIOXKEHUS.

@ Bbl MOXeTe co3aaTh CBOW COBCTBEHHbIN KOMMOHEHT (BHELLHEE MPUNOXKEHWE),

: ncnonbsytowmii Dr.Web Scanning Engine ana npoepku ¢aiinos. [ns 3T0ro KOMNOHEHT
Dr.Web Scanning Engine npegocTtaBaseT cneumannsnpoBaHHbiii APl, oCHOBaHHbINV Ha
TexHonornn Google Protobuf. Ana nonyyeHns onucanma APl Dr.Web Scanning Engine, a
TaKkXKe NPMMEPOB KOJa KJIMEHTCKOrO NpuaoXeHns, ncnoabsytowero Dr.Web Scanning
Engine, o6patuteck B oTaen no pabote ¢ naptHepamu (& komnanum «floktop Be6>.

MocTynatoLime 3aa4um Ha CKaHMPOBaHWe aBTOMaTUYECKM pacnpeAenstoTca No Tpem ovepeaam,
MMERLLMM Pa3NNYHBIA MPUOPUTET (BbICOKNIN, HOPMabHbIA U HU3KKI). Oyepesap, B KOTOPYHO
ByaeT nomelleHa 3aja4a, ONpesensaeTca NCXoAa 13 Toro, Kakor KOMMOHEHT ee chopMMUpoBan.
Hanpumep, 3agaun, noctynarowme oT MOHUTOPOB PailioBbIX CUCTEM, MOMELLAIOTCA B O4epean
BbICOKOrO NMPrOpUTETa, MOCKOJbKY MPU MOHUTOPUHTE BaXXHa CKOPOCTb peakLMn Ha AeNCTBUA C
obbekTamun pannoson cuctemol. CkaHMpytoLLee SAPO BeAeT CTaTUCTMKY CBOErO MCMONb30BaHMS,
dUKCMpya KONMYECTBO NOCTYNMUBLUMX 3aAay Ha CKaHMPOBaHWe, a TakxXe J/IMHbl ovepesen. B
KayecTBe MoKasaTesnsa CpeAHen Harpysku CKaHupytoLLiee SAPO OnpesenseT CPefHIo ANNHY
ouyepesiet B ceKyHAy. DTOT NokasaTesib YCPeAHATCA AF NOCAELHEN MUHYTbI, MOCNEAHNX 5 MUHYT
1 nocneaHnx 15 MUHyT.

AHTMBUpYCHOE sapo Dr.Web Virus-Finding Engine noaaep>xnBaeT kak CUrHaTypPHbIN aHann3
(MOWCK M3BECTHBIX YTPO3 Ha OCHOBE CUTHATYpP, COAEPXKALLMXCA B BUPYCHbIX 6a3zax), Tak 1
pa3NyHble TEXHONOIMN I3BPUCTNYECKOrO 1 NOBEAEHYECKOro aHanns3a, npejHa3HavyeHHble Ans
pacno3HaBaHWA NOTEHLMANbHOW ONAaCHOCTM O6BbEKTa Ha OCHOBE aHa/M3a NOC/eA0BaTeNbHOCTY
CoZlep>KaLLNXCA B HEM MaLLMHHbIX MHCTPYKLMIA W A4PYTX MPU3HAKOB MCMONHAEMOro KOAa.

ili DBPUCTUYECKMIA aHaM3aTOP He rapaHTUPYeT JOCTOBEPHOrO pacrno3HaBaHWs yrpos u
MOXET JoMycKaTb CleAytoLLMe OWNHKM:

e Owubku nepgo2o poda — 3TO NIOXHbIe cpabaTbiBaHNA aHanM3aTopa, KOrAa B Kayectse
BPEAOHOCHOro oTMeuaeTcs 6e30nacHblin 06bekT.

e Owubku 8mMopo2o poda — 3TO OLLUMBOYHOE NpPU3HaHWE BPEAOHOCHOTO 0bbekTa
6e30nacHbIM.

Mo3ToMy yrpo3bl, 06Hapy>KEHHbIE 3BPUCTUYECKUM aHaM3aTOPOM, OTHECEHbI B 0COBYHO
kaTeroputo «logo3putensHbie» (Suspicious).

PekomeHAayeTCs BbIMONHATL NepPeMeLLieHne NOA03PUTE/bHbIX OOBEKTOB B KAPaHTUH C TeM, YTOObI
B Ja/bHelLeM, nocie 06HOBNEHNA BUPYCHbIX 6a3, MPOBEPUTb X METOAaMMU CUTHATYPHOTO
aHanmza. [lna npegoTBpaLleHns owmnbok BTOPOro poAa pekoMeHayeTca NoA4epK1BaTh
BUPYCHble H6a3bl B akTya/lbHOM COCTOSHUW.

AHTnBMpYycHoe aapo Dr.Web Virus-Finding Engine nossosifeT ocyLectBaATb NPOBEPKY Kak
He3amnakoBaHHbIX, TaK M 3anakoBaHHbIX GaoB N OOBEKTOB, COAEPIKALLUXCSA B PA3NNUYHbIX
KOHTEeMHepax, Takux Kak apXuBbl, COOBLLEHNA SNEKTPOHHOW NOYTbI U T. 4.

PykoBoacTBO agMunHMCTpaTopa
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9.10.2. AprymeHTbl KOMaHAHOMN CTPOKM

YTt0obbI 3anycTnTh CKaHupytoLlee aapo Dr.Web Scanning Engine 13 komaHAHOW CTPOKM,
BbINONHUTE KOMaHAY:

e a1 GNU/Linux:

$ /opt/drweb.com/bin/drweb-se <cokem> [<napamempei>]

e a1 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-se <cokem> [<napamempsi>]

rae obs3aTenbHbl apryMeHT <cokem> yKa3blBaeT agpec cokeTa, ucnonbsyemoro Dr.Web
Scanning Engine ana o6cny>xunBaHns 3anpocoB KANEHTCKMX KOMMNOHEHTOB. MOXeT 3ajaBaTbCA
TO/IbKO B BMAE NyTn K panny (cokeT Unix).

Dr.Web Scanning Engine gonyckaeT ncnosib3oBaHue ClefyoWwmnx napameTpoB:

Mapametp OnwucaHune

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOIV AN IMYNSTOpa TepMUHana
KpaTKOW CrpaBKu Mo MMELLMMCS NapaMeTpaM KOMaHAHOW CTPOKM U
3aBepLUeHne paboTbl KOMMOHEHTA.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version HasHaueHwe: BbiBOZ Ha 3KpaH KOHCONM AN IMYyAATOpa TepMUHana
nHdopMaL MM 0 Bepcuy KOMMOHEHTa ¥ 3aBepLUeHne paboThbl.

KpaTkuii BapuaHT: —v
AprymeHTbl: Het

ZJonosHumeneHsle napamempel 3anycka (coenadarom ¢ napamempamu U3 KoHgu2ypayuoHHozo galina u
3amewjarom ux npu Heobxooumocmuy):

--CoreEnginePath HasHaueHwe: MNyTb Kk danny 6Gubanotekn aHtmBmpycHoro sapa Dr.Web
Virus-Finding Engine.
KpaTkmii BapunaHT: Her.

ApryMeHTbl: <nyme K ¢paliiy> — NOAHbIN NyTb K GaiNy NCNob3yemMon
6ubanoTekm.

--VirusBaseDir HasHaueHwe: TMyTb K kaTanory, cogepxatiemy dannbl BUPYCHbIX 6a3.
KpaTkmii BapunaHT: Her.

ApPryMeHTbI: <Nyme K Kamasnoay > — MNOJIHbIV NMyTb K KaTanaory
BMPYCHbIX 6a3.

--TempDir HasHaueHwue: MNyTb K KaTanory BpemeHHbIx Gainnos.
KpaTkmii BapunaHT: Her.

ApPryMeHTbI: <Nyme K Kamasoay > — MNOJIHbIV NMyTb K KaTanaory
BpeMeHHbIX Gainios.

PykoBoacTBO agMunHMCTpaTopa
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--KeyPath

--MaxForks

--WatchdogInterval

—-—AbortForkOnTimeout

--ShellTrace

—--LogLevel

--Log

KomnoHeHTbl Dr.Web Server Security Suite

HasHaueHue: MyTb K UCMoNb3yeMOMy KAoUeBOMY daliny.
KpaTkmii BapunaHT: Her.
ApryMeHTbl: <nyme K ¢patizny> — NOAHbIN NyTb K KAtoUeBoMy daiiny.

HazHaueHune: MakcMManbHOe pa3peLlleHHOe YNCIO AOYEPHUX
npoueccos, koTopble Dr.Web Scanning Engine Mo>eT nopoauTts B
npouecce NpoBepKu.

KpaTkmii BapunaHT: Her.

ApPryMeHTbI: <4uc10> — MaKCHMabHOe pa3peLleHHOe YNCIO
[LOYEpPHMX MPOLLECCOoB.

HasHaueHwe: MepunoanyHocTb, ¢ kotopoi Dr.Web Scanning Engine
npoBepsieT paboToCnocobHOCTL AOYEPHMX NPOLLECCOB,
3aHMMAalOLLMXCS MPOBEPKOW COAEPKMMOro Gainios, A/ OCTaHOBKM
3aBUCLLMX NPU MPOBEPKE.

KpaTkmii BapunaHT: Her.

ApryMeHTbl: <UHMepeas epemMeHu> — NepuogMUHOCTb MPOBEPKM
JOYEPHMX MPOLLECCOoB.

HasHaueHwve: 3aBepLUnTb NPOLECChl CKAHWPOBaHWSA MpY Tanm-ayTe,
nocnae um curHan SIGABRT.

KpaTkmii BapunaHT: Her.
AprymeHTbl: Het

HasHaueHune: OTcnexxmBaHne 060104k (BbIBOZ B XKypHan
pacluMpeHHon nHpopmMauum o nposepke dannos sgpom Dr.Web
Virus-Finding Engine).

KpaTkmii BapunaHT: Her.
AprymeHTbl: Het

Ha3sHaueHwve: YpoBeHb NOAPOOHOCTU BeAeHUs xXypHana sgpom Dr.Web
Scanning Engine B npouecce paboTbl.

KpaTkmii BapunaHT: Her.
AprymeHTbl: <ypogeHb no0pobHocmu >. BO3MOXHbIe 3HaUeHUs:

e DEBUG — caMmblli NOAPO6HbIN (0TNaL04HbIN) YPOBEHb. BbiBoAATCS
BCe COObLLEeHNs, a TakxKe OTNaZ0uHas nHbopmaLus.

e INFO — BbIBOAATCS BCE COOBLLEHNS.

e NOTICE — BbIBOAATCA cO0bLeHMs 06 owmbkax, npesynpexaeHus,
YBEAOMEHMS.

e WARNING — BbIBOAATCA COODLEHNS 06 olmbKax n
npeaynpexaeHus.

e ERROR — BbIBOAATCA TO/NIbKO COObLLEHNS 06 OLIMOKaX.
HasHaueHwne: Cnocob BeAeHWs XypHana COOBLLEHNN KOMMOHEHTa.
KpaTkmii BapunaHT: Her.

ApPryMeHTbl: <mun XypHana>. BO3MOXHble 3HaueHus:

e Stderr[:ShowTimestamp] — COOBLLEHNS BYAYT BbIBOAUTLCS B
CTaHAAPTHbIV NOTOK OLWKnboK stderr.

PykoBoacTBO agMunHMCTpaTopa
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--ForkMemoryLimit

--EngineDallocLimit
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Onums ShowTimestamp NpegnucbiBaeT 406aBATb K KaKA0MY
COOBLLEHNIO METKY BPEMEHW.

e Syslog| : <facility>] — coobuieHns 6yayT nepesaBaTbCs
CUCTEMHOW cnyxxbe XXypHannpoBaHua syslog.
JlononHutenbHas meTka <facility> ncnonb3yeTcs 45 yKasaHus Tuna
XypHana, B KOTOPOM syslog ByaeT coxpaHATb COOBOLLEHNS.
Bo3modxHble 3HaueHus:

o DAEMON — COOBLLEHNS €MOHOB;
o0 USER — COODBLLEHMSA NOJIb30BATE/IbCKMX MPOLLECCOB;
0 MAIL — COOBLLEHMSA MOUTOBBIX MPOrPamMm;

o0 LOCALQO — cOO0bLLeHMs NoKabHbIX Npoueccos O;

o0 LOCAL7 — COOObLLEeHMs NOoKabHbIX MPOLECCOB 7.

e <path> — nyTb K dainy, B KOTOPbIN BYAYT COXPaHATLCSA COOBLLEHNS
XypHana.
Mpumeps:
--Log /var/opt/drweb.com/log/se.log
--Log Stderr:ShowTimestamp
--Log Syslog:DAEMON

Ha3sHaueHve: MakcvMasibHbI 06beM onepaTMBHOM NamaTy,
BblZAeNseMbIV 415 paboTbl 3K3emmaspa CKaHUPYHoLLLero sapa.

KpaTkmii BapunaHT: Her.

AprymMeHTbl: <pasmep 8 6alimax> — MaKCUMasbHbI 06bem
onepaTMBHOW NaMATH.

[Jonyctnmble 3HaueHuns: ot 1073741824 6anTt (1 16) po 4294967296
6anT (4 I6).

3HaueHVe No yMoYaHuo: 4294967296 (4 T6)

ZIE DTOT NapameTp He 3asecTByeTcA B 32-pa3psasHbIX
AMcTpnbyTrBaXx NPoayKTa.

Ha3HaueHwve: MakcmanbHbli 06bemM onepaTvBHON NaMATy,
BblAENAEMbIN A1 XpPaHEHWs1 BPeMeHHbIX Gpaiiios.

KpaTkuin BapmaHT: Her.

AprymeHTbl: <pasmep g balimax> — MakCUManbHbIl 06beM
onepaTMBHOW NaMATH.

[Jonyctumble 3HaueHus: oT 52428800 6aiT (50 M6) o 1073741824
6ant (1 16).

3HauyeHve No yMon4YaHuto: 524288000 (500 M6)

i E HactoAaTtenbHO He pPeKoOMeHAYETCA MEHATb 3Ha4YeHUe
Nno YMOJIYaHUKO 414 3TOro napamMeTpa, ecin Bbl HeE
YBEPEHbI, UTO 3TO ,ﬂ,el\/’ICTBl/ITe}'IbHO HeO6XO,£I,I/IMO.
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Mpumep:

$ /opt/drweb.com/bin/drweb-se /tmp/drweb.ipc/.se --MaxForks=5

[aHHas komaHAa 3anyCcTuT 3Kk3eMnIAp ckaHupytoutero agpa Dr.Web Scanning Engine, 3actasuB
ero co3gatb Unix-cokeT /tmp/drweb.ipc/ . se A1 B3aUMOAENCTBUSA C KIMEHTCKUMU
KOMMOHEHTaMW 1 NopoXaaTh He bonee 5 CKaHMPYHOLLNX AOUYEPHMX NMPOLLECCOB NPW NPOBepKe
dannos.

3ameuyaHumna o 3anycke

Mpn HeoHXO0ANMOCTN MOXET ObITb 3aMnyLLEHO MPON3BOJ/IbLHOE KONNMYECTBO IK3EMMASPOB
ckaHupytoLero agpa Dr.Web Scanning Engine, npegocrasastowux cepsuc no nposepke dannos
Ha Ha/n4yme yrpo3 KANEHTCKUM NPUAoXKeHnaM (He 06s3aTeNlbHO TOIbKO KoMMoHeHTam Dr.Web
Server Security Suite). MNpwu 3TOM, ecm B KOHOUIYpaLMM KOMAOHEHTa 3a,aHO 3HaYeHne
napameTpa FixedSocketPath, TO OAUH 3K3eMMAAp CKaHMpYroLwero saapa scerga byaet
aBTOMAaTM4eCKM 3anyLleH 4eMOHOM ynpasaeHusa KoHurypaumen Dr.\Web ConfigD n goctyneH
KaveHTaM vepes Unix-cokeT. DKk3emMnaapbl CKaHMPYHOLLLEro A4pa, 3anyckaemMble HenocpeACcTBEHHO
13 KOMaHAHOW CTpokK, byayT paboTaTb B aBTOHOMHOM pexume, 6€3 NoAKAHYEHUSA K JEMOHY
ynpaBieHusa KOHOUrypaLmen, gaxe eciv oH 3anylieH. [lna ynpaBaeHvsa napamerpamu paboTsbl
KOMMOHEeHTa, a TakxXe Ana npoBepku dpannos no TpebosaHMIo ncnonbynte ytuanty Dr.Web Ctl,
npeAHa3HayeHHyo ans ynpasaeHuns Dr.Web Server Security Suite n3 komaHAHOM CTPOKM.

@ [na 3anycka ytuautsl Dr.Web Ctl ncnonbsyiite komaHay drweb-ctl.

[na ckaHMpoBaHWA NPoM3BOLHOTO dakia Uan katanora koMnoHeHToM Dr.Web Scanning
Engine ncnone3yite koMaHay rawscan ytuantel Dr.Web Ctl:

$ drweb-ctl rawscan <nyme kK kamasnoay uau ¢paliny>

[na nonyyeHms cnpaBky O KOMMOHEHTE U3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-se.

9.10.3. NapameTpbl KOHPUrypauum

KoMMnoOHeHT ncnonb3yeTt napameTpbl KOHPUrypaLum, 3ajaHHble B cekUnn [ScanEngine]
obbeanHeHHoro koHdurypauvoHHoro dansa Dr.Web Server Security Suite.

JTa cekuyma XpaHUT ciegyroume napamMeTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb NoAPOBHOCTY BEAEHWA XYypHana KOMMNOHEHTa.

{yposeHb nodpobHocmu}
Ecnv 3HaueHve napamMeTpa He yKazaHo, UCMOb3yeTcs 3HaueHne

napametpa DefaultLoglLevel U3 cekuun [Root].

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

Log
{mun xypHana}
ExePath

{nyme k ¢paliny}

IdleTimeLimit

{uHmepean epemeHu}

FixedSocketPath

{nyme k ¢paliny}

MaxForks

{yenoe yucno}
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OnwucaHune
3HauveHne No yMon4aHuio: Notice

MeToz BefeHusa XKypHaia KOMMNOHEHTa.

3HauveHne No yMOMYaHNIO: Auto
MyTb K UCnonHsemMomMy Gainny KOMMNOHeHTa.

3HauveHVe No yMOJHaHUIO:
e ana GNU/Linux: /opt/drweb.com/bin/drweb-se

e Nnd
FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-se

MakcvManbHOe BpeMsi MPOCTOs KOMMOHEHTA, MPU MPeBbILLeHNM
KOTOPOTro OH 3aBepLUaEeT CBOK paboTy.

Ecnm 3apaHo 3HaueHve napameTpa FixedSocketPath, TO
HacTpoiika UTHOPMpPYeTCca (KOMMOHEHT He 3aBepLUaeT CBOHO paboTy
MO UCTEUYEHWHO MaKCUMAJIbHOMO BPEMEHW MPOCTOS).

[Jonyctumble 3HaueHuns: oT 10 cekyHa (10s) go 30 gHel (304).
Ecam yctaHOBNEHO 3HaueHMe None, TO KOMMOHEHT byaeT paboTatb
MOCTOAIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He byzaeTt
oTnpasaeH curHan SIGTERM.

3HauyeHue No yMoa4YaHuIo: 1h

MyTtb Kk Panny Unix-cokeTa GUKCMPOBAHHOTO 3K3eMnaspa
ckaHupyrowero sigpa Dr.Web Scanning Engine.

Mpw 3agaHnK 3TOro NapameTpa AEMOH yrpaBaeHns KOHGUrypaLmei
Dr.Web ConfigD cneaut 3a TeM, 4TOObI BCerga UMescs 3anyLeHHblN
3K3EeMMASAP CKaHUPYHOLWEro sApa, AOCTYMNHbIN KAMEHTaM Yepes 3ToT
COKeT.

Y6eaunTech, uTo KaTanory ¢ daiiom cokeTa
/ | ', HasHaueHbl Creaylolive Npasa AOCTyna:

drwxr-xr-x

YT06bI NPOCMOTpPETbL MNMpaBa A0CTyrMa, BbIMOJIHUTE
KOMaHAy:

$ 1s -1d <nyms k kKamasoay>

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

MakcrmanbHoe pa3peLleHHOe KONNYECTBO SK3EMMAAPOB JOUYEPHMX
CKaHVPYOLLMX NMPOLLeCCOB, MOPOXKAAEMbIX CKAHVUPYHOLWUM A4POM
Dr.Web Scanning Engine, koTopble MOryT 6bITb 3anyLueHbl
OZHOBPEMEHHO.
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Mapametp

ForkMemoryLimit

{yenoe yucno}

EngineDallocLimit

{yenoe yucno}

WatchdogInterval

{uHmepeas epemeHuy}

BufferedIo

{nozuyeckoe 3HayeHue}
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OnucaHune

3HaueHVe No ymonuaHuo: Aemomamudecku onpedesisemcs npu
cmapme Kak yBOeHHO€e YMCI0 AOCTYMHbIX MPOLLECCOPHbIX AAep,
WAN 4, eCV NONYYEHHOE YNCIO MeHblue 4.

MakcrManbHbIi 06beM onepaTMBHOW NaMATH, BblAenseMblid Ans
paboTbl 3K3eMMAsfpa CKaHUPYHOLWLEro fApa. 3HaueHre yKa3blBaeTcs
Kak Lienoe ymcno c cybdukcom (b, kb, mb, gb). Ecnn cypdukc He
yKasaH, TO 3Ha4eHVe HTepnpeTUpyeTcs Kak pasmep B HanTax.

[Jonyctumble 3HaueHus: oT 1 rurabarita (1LGB) A0 4 rurabaiit (4GB).

3HauveHVe No yMoYaHuto: 4GB

ii DTOT NapameTp He 3asecTByeTcA B 32-pa3pasHbIX
: anctpmbytmnsax Dr.Web Server Security Suite.

MakcrManbHbIn 06beM OrnepaTUBHOM NaMATK, BblAeNSeMbIN ANs
XpaHeHWs BpeMeHHbIX GainoB. Eciv ykazaHHOe 3HaueHne MeHbLue
pa3mepa BpemeHHOro daina, To OH byAeT co3saH Ha YCTPOoMcCTBe
XpaHeHus, uyTo 3ameanmnt paboty Dr.Web Server Security Suite.
3HaueHMe yKa3blBaeTCs Kak Lenoe uncno ¢ cyddukcom (b, kb, mb,
gb). Echn cyddukc He ykasaH, TO 3HaYeHNe NHTEPMNPETUPYETCS Kak
pa3mep B HauTax.

[Jonyctnmble 3HaueHuns: ot 50 merabant (50MB) go 1 rurabainta
(1GB).

3HauyeHue No yMoa4YaHuIo: 500MB

ilf HactoAaTtenbHO He pekoMeHAYyeTCA MEHATb
- 3Ha4yeHune No yMmoa4aHuo An4a 3TOro napamMetpa,

€C/IN Bbl He YBEePEeHbI, UTO 3TO AeUCTBUTEIbHO
HeobxoAnMO.

MepuoamyHocTb, ¢ kKoTopor Dr.Web Scanning Engine nposepsiet
paboTOCNOCOBHOCTL MOPOXKAEHHBIX UM JOUEPHUX CKaHWPYHOLLMX
NPOLLEeCCOB AN OOHaPY>KEHUSA 3aBMNCaHWI NPW NPOBepKe
(«CTOpPO>KEBOW TaMep»).

3HaueHue no YMONYaHUIO: 15s

cnonb3oBaTb WM He NCMOAb30BaTh bydepr30BaHHbIA BBOA-
BbIBOJ, NpW npoBepke $Gainios.

Vcnonb3oBaHue bydepmsoBaHHOro BBoga-BbiBoga B OC cemenctBa
GNU/Linux n OC FreeBSD MO>XeT yBeNMUNTb CKOPOCTb NMPOBEPKM
balinoB, pacnoNOXXeHHbIX Ha MeA/IeHHbIX ANCKOBbIX YCTPOMNCTBAX.

Bo3MOXHbIe 3HaueHus:

e On, Yes, True — UCMNOJb30BaTb Oydepr30BaHHbI BBOJ-BbIBOZ;
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Mapametp

AbortForkOnTimeout

{noecuyeckoe 3HayeHue}
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OnucaHune

e Off, No, False — He UCnoab3oBaTh bydepnsoBaHHbIV BBOS-
BbIBOZ.

3HaueHue no ymon4YaHuto: Of £

3aBepLuaTh UAN He 3aBepLUaTb MNPOLLECChl CKAHUPOBaHWUA NPW TakM-
ayTe, nocnas UM curHan SIGABRT.

Bo3MoOXHble 3HauUeHus:

e On, Yes, True — 3aBepLUaTb NPOLECChl CKAHUPOBaHWS Npw Talim-
ayTe;

e Off, No, False — He 3aBepLuaTh NPOLECChl CKAaHMPOBAHWSA MpU
TanMm-ayTe.

3HaueHue no ymMon4YaHuto: Of £
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9.11. Dr.Web Updater

KomnoneHT o6HoBAeHn Dr.Web Updater npegHa3sHaueH ana nonyyeHms 06HOBAEHWI BUPYCHBIX
6a3 1 aHTMBMUpYycHoro aapa Dr.Web Virus-Finding Engine ¢ cepepoB 06HOBAEHNI KOMMAHUN
«[lokTop Beb».

Ecnm Dr.Web Server Security Suite paboTaeT B pexvmMe LeHTPaAN30BaHHOM 3aLLUNUTbl, TO B
KauyecTBe MCTOYHMKA OBHOBNEHWI UCMONb3YeTCsA CEPBEP LIeHTPaNM30BaHHOW 3aLLUTbl, MPUYEM
BCe OOHOBIEHUNs nosyyatoTcs ¢ cepBepa vepes Dr.Web ES Agent, a Dr.Web Updater ans
3arpy3ku o6HOBNEHUI HE NCMONb3YeTCH.

9.11.1. MpuHUMNBbI paboTbl

KoMnoHeHT nogkntoyaeTcs kK cepeepam 06HOBAEHWI KOMNaHuK «[lokTop Beb» ana nposepku
HaNnuMA 1 3arpy3km 06HOBAEHWNI BUPYCHBIX 6a3 1 aHTMBMPYcHoro aapa Dr.Web Virus-Finding
Engine. Cnnckn cepeepoB, 06pasyroLmx AOCTYMHYH 30HY OBHOBIEHWI, XPaHATCA B
cneyynanbHOM daiine, KOTOPbIN MOANNCAH C Liebro HEBO3MOXHOCTH ero Mogudukaumu. Mpu
NOAKNOYEHUN K cepBepaM OOHOBNEHWNIA Yepe3 NPOKCU-CepBep MOALEPXKMNBAETCA TONbKO
6a3oBan 1 JanaxecT-ayTeHTudmKaums.

Ecnm Dr.Web Server Security Suite He NOAKAOUEH K CEpBEpPY LIEHTPANN30BaHHOW 3aLUTbl UK
MOAK/IIOYEH K HeMy B MObuibHOM pexxnme, To Dr.Web Updater aBTomatnueckn 3anyckaeTca
AEMOHOM ynpasaeHus KoHpurypauwmen Dr.Web ConfigD ¢ nepnoanyHocTbo, yKa3aHHOM B
HacTpoikax. Tak)ke KOMMOHEHT MOXeT 6bITb 3anyLieH Dr.Web ConfigD B oTBeT Ha nocTynuBLLYHO
KOMaHZAy noab3oBaTtens (BHeouyepeaHoe OOHOBIEHNME).

MNpwn Hannunm Ha cepeepax OOHOBAEHMI AOCTYMHbIX OOHOB/IEHWI, OHW 3arpy>KaroTca B
katanor /var/opt/drweb.com/cache/ gns GNU/Linux nam /var/drweb.com/cache/ ana
FreeBSD, nocne uero pa3meluatotcs B paboumx katanorax Dr.Web Server Security Suite.

Mo ymonuaHuto Bce OBHOB/IEHNA 3arpy>KatoTca € 30Hbl OOHOBEHUS, 0bLeln Ana BCeX MPOAYKTOB
Dr.Web. MNepeyeHb NCNO/b3yeMbIX MO YMOYaHUIO CEPBEPOB, BXOAALLNX B 30HY OOHOBNEHWS,
yKa3blBaeTcA B dparinax, HaxoAALLNXCA B KaTanorax, ykasaHHbIx B mapamMeTtpax *Dr1Dir. Mpwm
HeobXoAMMOCTM MO 3anpocCy KAMEHTa MOXeT BbITb Co3aaHa ocobas 30Ha obHoBAeHMA (anA
KaXk4oro BuAa obHOB/IEHMSA), CMMCOK CEPBEPOB KOTOPOW yKa3biBaeTcA B OTAeNbHOM daline (nNo
YMONYaHUIO C UMeHeM update.drl). ITOT Gpann HaxXoAMTCA B KaTaiore, ykazaHHOM B
COOTBETCTBYIOLWEM NapameTpe *CustomDrlDir. B 3TOM cayyae KOMNOHEHT 06HOBAEHWU byaeT
3arpy>aTtb 06HOBNEHMA TONBKO C 3TUX CEPBEPOB, HE UCMOJb3YA CEPBEPbI U3 30HbI MO
YMONYaHWIO.

[ns oTKasa OT MCMo/b30BaHNA 0COBOM 30HbI OOHOBEHWSA AOCTAaTOUYHO OUNCTUTL 3HAUEHME
COOTBETCTBYHOLLErO NapameTpa *CustomDr1Dir B HaCTPOMKax KOMMOHEHTA.

PykoBoacTBO agMunHMCTpaTopa
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| Copepxnmoe Gpainnos CNUCKOB CEPBEPOB MOAMMCAHO AN HEBO3MOXHOCTU UX
: mMoandmKaumm. Eciv Bam HeobxoaMMO co3aTb OCObbIV NepeyeHb CEpPBEpPOB 0OHOBAEHMS,
obpatnTech B TEXHUYECKYHO MOAAEPXKKY.

KOMMOHEHT MOXeT BbIMONHATL COXPaHeHWe pe3epBHbIX KOMUiA 06HOoBAsIEMbIX BalinoB Ans
nocneayroero otkata 06HOBNEHWI MO KOMaHAe Nnoab3oBaTtens. Mecto coxpaHeHMsA pe3epBHbIX
KOMWI 1 rnybuHa XpaHMMOW UCTOpUN OBHOBNEHMI 33/at0TCA B HAaCTPOMKax KOMMOHeHTa. OTkaT
OBHOB/IEHNI BbIMONHAETCA Yepe3 yTuanTty ynpasneHuns Dr.Web Server Security Suite n3
KoMaHaHou ctpokn Dr.Web Ctl (3anyckaeTcs kKomaHAon drweb-ctl).

9.11.2. AprymeHTbl KOMaHAHOMN CTPOKM

UT06bI 3anycTUTh KOMNOHEHT Dr.Web Updater n3 komaHgHOW CTPOKW, BbINOAHWUTE KOMaHAY:

e a1 GNU/Linux:
$ /opt/drweb.com/bin/drweb-update [<napamempel>]
e nnsa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-update [<napamempei>]

Dr.Web Updater gonyckaeT ncnosb3oBaHue ciesyroLLyx NapaMeTpos:

Mapametp OnucaHue

--help HasHaueHwe: BbiBOZ Ha 3KpaH KOHCOAN UK 3MYAATOPa TeEPMUHaa KPaTKOW CrpaBKu
Nno MMeLLMMCS NapamMeTpam KOMaHAHOM CTPOKW 1 3aBepLUueHune paboTbl
KOMMOHEeHTa.

KpaTknin BapuaHT: —h
AprymeHTbl: Het

--version Ha3zHaueHue: BbIBO,CI, Ha 3KpPaH KOHCOJIN U 3MYNIATOpPa TepMnHa a |/|Hc|>op|\/|au,|/||/| (6]
BEpPCUN KOMMNOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTknin BapuaHT: —v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-update --help

[JlaHHas KOMaHZa BbIBEAET Ha 3KpaH KpaTKyr crnpasKy komnoHeHTa Dr.Web Updater.

3ameuaHusA O 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXVMe HEMOCPeACTBEHHO U3 KOMaHAHOW CTPOKW He
npeaycmoTpeH. OH 3anyckaeTcs AeMOHOM ynpasaeHuns kKoHpurypaumen Dr.Web ConfigD
aBTOMaTU4ecku, No Mepe HeobxognumocTu. na ynpasaeHvs napameTpamMu paboTbl KOMMOHEHTA,
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a Takxke 415 OOHOBNEHNS BUPYCHbIX 6a3 M aHTUBUPYCHOTO fApa Mo TPeboBaHWIO MOb3YNTECH
ytunmton Dr.Web Ctl, npeaHa3sHaueHHoW ana ynpasaeHmsa Dr.Web Server Security Suite 13
KOMaHZJHOW CTPOKMW.

@ [na 3anycka ytmuautel Dr.Web Ctl ncnonbsyiite komanay drweb-ctl.

[ns nonyyeHns cnpaBki O KOMMOHEHTE U3 KOMaHAHOW CTPOKMW BbIMOJAHUTE KOMaHAy
man 1 drweb-update.

9.11.3. NapameTpbl KOHPUrypauum

KoMnoHeHT ncnonb3yet napameTpbl KOHGUIypaLmy, 3agaHHble B cekumm [Update]
06beaMHeHHOro KoHburypaumnoHHoro davina Dr.Web Server Security Suite.

B cekummn npeacraBaeHbl creaytolime napameTpsbi:

Mapametp OnwucaHune

LoglLevel YpoBeHb MoAPOBHOCTM BEAEHWA XypPHana KOMMOHEHTa.

{yposeHb nodpobHocmu}
Ecam 3HaueHWe napameTpa He yKasaHo, TO UCMONb3yeTcs

3Ha4yeHne napameTpa DefaultLogLevel u3 cekuuu [Root].

3HauveHMe No yMon4aHuio: Notice

Log MeTo/ BeileHns KypHana KOMMOHEHTa.
{mun xypHana} 3HaueHVe Mo yMOUaHUIO: Auto

ExePath MyTb K MCoAHAEMOMY baiily KOMMOHEHTa.
{nyme k gatiny} 3HaueHwe Mo yMONYaHNIO:

e ana GNU/Linux: /opt/drweb.com/bin/drweb-update

° Ans
FreeBSD: /usr/local/libexec/drweb.com/bin/drweb
-update

RunAsUser MNMonb3oBaTtenb, OT UMEHU KOTOPOTo 3aryckaeTcsa KOMMNOHEHT. Bbl
MOXKeTe yKasaTb YMCNOoBOW naeHTudukaTop nosbsosatens (UID)
WAn ero uma (1orvH). Ecam nma nonb3osatens COCTOUT U3 LUPP
(T. e. noxoxe Ha uncnosoit UID), To OHO yka3sbiBaeTcs €

npepuKcom name :, Hanpumep, RunAsUser = name:123456.

{UID | ums nose3osamesnsy}

Ecam nma nonb3oBaTens ykasaHO HEKOPPEKTHO, paboTa
KOMMOHEeHTa 3aBepLUaeTcs oWnbKoM cpasy Nocae nonbiTKu
3anycka.

3HauveHMe No yMonYaHuto: drweb

PykoBoacTBO agMunHMCTpaTopa
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Mapametp
IdleTimeLimit

{uHmepean spemeHu}

Start

{noeuyveckuti}

UpdatelInterval

{uHmepean epemeHu}

NetworkTimeout

{uHmepean spemeHu}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune

MakcvManbHOe BpeMsi MPOCTOs KOMMOHEHTA, MO MPEBbILIEHWIO
KOTOPOro OH 3aBepLUaeT CBOK paboTy.

KoMmoHeHT 3anyckaetcs npu ovepesHoM OH6HOBEHMM NO
pacnucaHunto. o OKOHUYaHUM OOHOBAEHWNS XAET YKa3aHHbIN
WHTEpBan BPEMEHW, U, eC/IN HOBbIX 3aNpPOCOB He NMOCTynaeT, TO
3aBepLUaeT CBOK paboTy A0 C/iefytoLLen NOMbITKM OOHOBAEHUS.

[Jonyctumble 3HaueHuns: oT 10 cekyHZ (10s) go 30 gHel (304).
Ecam yctaHOBNEHO 3HauveHMe None, KOMNOHEHT byaeT paboTatb
MOCTOAIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He byzaeTt
oTnpaBfeH curHan SIGTERM.

3HayveHne No yMon4YaHumio: 10m

3anyckaTb MK He 3amnyckaTb KOMMOHEHT npw 3arpyske Dr.Web
Server Security Suite. 9TOT napameTp UMeeT NPUOPUTET Haj
napameTpom DwsUpdateEnabled.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — 3anyckaTb KOMMOHEHT npwu 3arpy3ke Dr.Web Server
Security Suite;

e No — He 3anyckaTb KOMMOHEHT npwu 3arpy3ke Dr.Web Server
Security Suite.

3HauveHne No yMOMYaHUIO: Yes

YacTtoTa NnpoBepky Hannumns 06HOBNEHWN Ha cepBepax
obHoBneHua Dr.Web, 1. e. neprog BpeMeHu, KOTOPbIA AOKEH
NPOWTW OT NpeAblAyLLEel YCNeLHOW NOMbITKM MOAKIOUEHUNA K
cepBepam OOHOB/EHMSA (ABTOMATMUYECKOro nan
WHULMMPOBAHHOIO MO/b30BaTeNeM) JO CAeAyroLein MomnbITKN
BbINOJIHUTL OBHOBJIEHME.

3HayeHne No yMoN4YaHunio: 30m

TalimM-ayT Ha ceTeBble OnepaLuy KOMMOHEHTa MPU BbIMOJHEHWM
obHoBNeHWi ¢ cepeepos Dr.Web.

WNcnonb3ayetca ans oxxuzaHus NpoAoKeHNs OBHOBIEHWS B
cnyyae BpeMeHHOro obpbiBa coeanHeHus. Eciv obopeaHHoe
ceTeBOe CcoeanHeHMe ByeT BOCCTaHOB/IEHO 0O UCTEYEHNS TalM-
ayTa, TO OOHOBNEHWE ByAET MPOAOIKEHO.

He nmeeT cMbicna ykasbiBaTb BENNUMHY TaliM-ayTa bonee 75s,
T. K. 3@ 3TO BpPeMs COeANHeHMe 3aKpoeTca no TamM-ayTy TCP.

MwuHMManbHOe 3Ha4veHue: 5s.

3HayveHne No yMoNYaHuio: 60s
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RetryInterval

{uHmepean spemeHu}

MaxRetries

{yenoe yucno}

UseHttps

{Always | ResListOnly | Never}

Proxy

{cmpoka nodkaroyeHus}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune

YacToTa NOBTOPHbIX MOMBLITOK BbIMNOJIHUTL OOHOBEHME C
cepBepoB OOHOBNEHNA, €CIM OUepesHas MOMbITKa BbIMOJAHUTb
06HOBNEHME 3aBEPLUMIOCh HeyAauel.

[Jonyctnmble 3HaueHns: oT 1 MyHYTbI (1m) 0 30 MUHYT (30m).
3HayeHne No yMOYaHMNIO: 3m

KonnuectBo MOBTOPHbIX MOMbITOK BbINMOAHUTE O6HOB/IEHWE C
cepBepoB obHoBAeHNA Dr.Web (npeanpuHrMaeMbix Yepe3
NPOMEXYTKN BpeMeHM, YKa3aHHble B napameTrpe
RetryInterval), ecin npeablayLas nonbiTka O6HOBAEHA
3aKoHuMNach HeyAauen.

Ecav 3HaueHne napameTpa — 0, TO MOBTOPHbIE MOMbITKA
BbINO/JIHUTL HeyAaBLlueecsl OBHOB/IEHVE He MPOU3BOAATCA
(cnepytoliee 06HOBEHWE ByAeT MPON3BOAUTLCA Yepes Nepuos,
BpPEMeHM, yKa3aHHbIV B NapameTpe Updatelnterval).

3HauveHVe No yMOYaHuUto: 3

Vcnonb3osatb nan He ncnonb3osatb Npotokon HTTPS npwu
CKa4MBaHWN OBHOBIEHWIA.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Always — BCerja ncnosib3osatb npotokon HTTPS npw
CcKauyvBaHWM OOHOBIEHNA.

e ResListOnly — ucnonb3oBatb npotokon HTTPS Tonbko npwu
ckauymBaHuK darina . 1st co cnmuckoM $pannoB 06HOBAEHMS.
Camu darinbl 0BHOBNEHUS ByAyT CKauMBaATHCA MO NPOTOKOY
HTTP.

e Never — BCerga Mcnonb3oBaTb Npotokos HTTP npw
CcKayvBaHWM OOHOBEHNA.

3HayveHVe No yMoYaHUto: ResListOnly

MapameTpbl MOAKNOUEHMS K MPOKCU-CEPBEPY, KOTOPbIA
Mcnosb3yeTcs KOMNOHeHTOM obHoBneHu Dr.Web Updater gns
nojkatoyeHns K cepeepam obHosaeHnin Dr.Web (Hanpumep,
€C/IN HeMOCPeACTBEHHOE MOAKNOUEHME K BHELLHUM cepBepam
3anpeLyeHo noanTMkamm 6e30nacHoOCTH ceTh).

Ecnv 3HaueHve napameTpa He 3ajaHo, TO MPOKCU-CcepBep He
NCMOb3yeTCA.
Bo3MoOXHble 3HauUeHus:

<CMPOKa NOOK/IKOYEHUS > — CTPOKa MOAKAFOUEHNA K MPOKCU-
cepBepy. VimeeT cneayrowmii dopmat (URL):

[ <npomokos>://] [ <nonb308amesnb>: <napose>@]
<xocm>:<nopm>

PykoBoacTBO agMunHMCTpaTopa
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ExcludedFiles

{umsa ¢atina}
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rae:

e <NPOMOKOJI> — TWM UCMOJb3yEeMOro NPOTOKOAA (B TeKyLLen
BEpPCUM JOCTYMNEH TONbKO http);

e <N0/b308aMesb> — NMs NOJb30BATENS A/ NOAKNOUEHNS K
npoKcu-cepBepy;

e <NAposib> — Napob A8 NOAKIHOYEHUSA K MPOKCU-CEPBEPY;

e <xocm> — ajpec y3/1a, Ha KOTOPOM paboTaeT NpoKcK-cepBep
(IP-agpec nam nmsa gomeHa, T. e. FQDN);

e <Nnopm> — WUCMONb3yeMbI NOPT.

Yactn URL <npomokos> v <noae3oeameso>:<naposo> MOTyT
OTCyTCTBOBaTb. Afjpec NPOKCK-CePBEPA <XOCM >:<nopm>
ABNAETCA 0653aTeNbHbIM.

Ecin nma nonb3osatens nav napoab Cofep>at CUMBOAbI @, $
WAN :, TO UX CnesyeT 3aMeHUTb Ha cooTeeTcTByrowmne HEX-koabl:
%40, 525 1 $3A COOTBETCTBEHHO.

Mpumeps:
1. B darine koHdurypaymm:

e [losKNtOUEHME K NMPOKCN-CEPBEPY Ha Yy3/1e
proxyhost.company.org Ha nopT 123:

Proxy = proxyhost.company.org:123

e [logkntoueHne K NPOKCU-cepBepy Ha y3ne 10.26.127.0
Ha nopT 3336, ncnonb3ysa npotokon HTTP, oT nmeHn
noJsib3oBaTtensa legaluser C MapoJeM passw:

Proxy =
http://legaluser:passw@10.26.127.0:3336

e [logkntoueHne K NPOKCU-cepBepy Ha y3ne 10.26.127.0
Ha NopT 3336 OT MMEHW NoJib30BaTeNA
user@company.com C MapoJieM passws123:

Proxy = user%40company.com:passws25123%
3A@10.26.127.0:3336

2. 3ajaHue Tex XKe caMbIX 3HaYEHUIN C MOMOLLbH KOMaH/bl
drweb-ctl cfset:
# drweb-ctl cfset Update.Proxy
proxyhost.company.org:123
# drweb-ctl cfset Update.Proxy
http://legaluser:passw@l10.26.127.0:3336

# drweb-ctl cfset Update.Proxy user$%
40company.com:passw%25123%3A0@10.26.127.0:3336

3HayeHure Mo yMoYaHuKo: (He 3a0aHo)

Nms daiina, KoTopbi He ByaeT 0BHOBAATHCA KOMMOHEHTOM
obHoeneHn Dr.Web Updater.

Mo>KeT MMeTb CMMCOK 3HaYeHUI. 3HaueHus B Crncke
YKa3blBarOTCA Yepes 3anaTyro (KaXAoe 3HaueHne B KaBbluKax).
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BaseUpdateEnabled

{noeuyveckuti}

BaseDrlDir

{nyme Kk kamanozy}

BaseCustomDrl1Dir

{nyme kK kamanozy}
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OnucaHune

[JonyckaeTcs NOBTOpeHWe napamMeTpa B cekuun (B 3TOM cydae
BCE 3HaYeHUs OOBEANHAIOTCA B €A4MHBIA CMINCOK).

Mpumep: JobaBuTb B cnncok dGanabl 123 .vdb 1 456.dws.

1. [obaBneHune 3HaYeHU B Gaiin KOHPUrypaLmu.

e /lBa 3HaUYeHMWs B OAHOW CTPOKE:

[Update]
ExcludedFiles = "123.vdb", "456.dws"

e [IBe CTPOKW (MO OAHOMY 3HAUYEHMIO B CTPOKE):

[Update]
ExcludedFiles = 123.vdb
ExcludedFiles = 456.dws

2. [dobaBneHne 3HaUeHUM C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset Update.ExcludedFiles -a
123.vdb
# drweb-ctl cfset Update.ExcludedFiles -a
456.dws

3HauveHMe No yMonyaHuio: drweb32.1st

Pa3pELIJI/ITb VAW 3anpeTnTb 0b6HOB/IEHME BUPYCHbIX 6a3 u
AHTUBUPYCHOTO A4pa.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — OOHOBJ/IEHMe pa3peLleHo 1 ByAeT NPon3BOAUTLCS;

e No — OBHOB/EHME He pa3peLleHo U He ByaeT NPOU3BOAUTLCSA.

3HauveHne No yMOMYaHUIO: Yes

MyTb K KaTanory, xpaHawemy Ganbl 418 NOAKIOUEHUNA K
cepBepam M3 CTaHAAPTHOM 30HbI OOHOB/IEHMS, NCMO/Ib3yeMbIM
AnA 06HOBNEHNA BUPYCHBIX 633 1 aHTUBMPYCHOTO AApa.

3HayveHVe No yMOJHaHUIO:
e ana GNU/Linux: /var/opt/drweb.com/drl/bases

e ans FreeBSD: /var/drweb.com/drl/bases

MyTb K KaTanory, XxpaHswemy danbl a5 NOAKIOUYEHMs K
cepBepamM 0cob0W («<KAMEHTCKOW») 30HbI OBGHOBAEHUS,
MCMOb3yeMbIM A1 OBHOBIEHUS BUPYCHbIX 6a3 1
aHTVBMPYCHOTO Agpa.

Ecnm B KaTanore, Ha KOTOpPbIV yKa3biBaeT MapaMeTp, MeeTcs
HenycToWn NoAnucaHHbIn daiin cnucka cepeepos (dain .drl),
TO 0OOHOB/IEHME BEAETCA TONbKO C 3TVX CEPBEPOB, a CepBepbI
OCHOBHOM 30HbI (CM. BbILLE) HE UCMOb3YOTCA AN18 OOHOBAEHMA
BMPYCHbIX 633 1 aHTUBUPYCHOTO Agpa.

3HauveHVe No yMOJHaHUIO:
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Mapametp

VersionUpdateEnabled

{noeuyveckuti}

VersionDrlDir

{nyme kK kamanozy}

BackupDir

{nyme Kk kamanozy}

MaxBackups

{yenoe yucno}
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e ana GNU/Linux: /var/opt/drweb.com/custom-
drl/bases

e ans FreeBSD: /var/drweb.com/custom-drl/bases

Pa3pelmnTb Uan 3anpeTuTb 06HOBAEHNE BEPCUIN KOMIMOHEHTOB
Dr.Web Server Security Suite.

,ﬂ,OI'IyCTI/IMbIe 3HayeHunA:

e Yes — OOHOBJ/IEHMEe pa3peLleHo 1 ByAeT NPpon3BOAUTLCS;

e No — OBHOB/EHME He pa3peLleHo U He ByaeT NPOU3BOAUTHCS.

3HauveHne No yMOMYaHUIO: Yes

MyTb K KaTanory, xpaHswemy Gannbl AN NOAKAHOUYEHUS K
cepBepam, UCMOoJb3yeMbIM A5 OOHOBEHWS BEPCUIA
komnoHeHToB Dr.Web Server Security Suite.

3HayveHVe No yMOJHaHUIO:

e ana GNU/Linux: /var/opt/drweb.com/drl/version

e ans FreeBSD: /var/drweb.com/drl/version

MyTb K KaTasory, B KOTOPbI COXPaHAOTCSA CTapble BEPCUU
06HOBAsIEMbIX GaIOB A/ BO3MOXHOCTM OTKaTa OOHOBNEHWIA.

Mpw Kaxz0M OBHOBIEHUN COXPAHAIOTCA Pe3epPBHbIe KOMUK
TO/IbKO OGHOBNEHHBIX Painnos.

3HauveHVe No yMOJHaHUIO:

e ana GNU/Linux: /var/opt/drweb.com/backup

e ans FreeBSD: /var/drweb.com/backup

MakcrManbHOe KOAMYECTBO COXPaHAEMbIX NPeAbIAYLLNX BEPCU

obHoBAseMbIx dalinoB. Mpy NPeBbILLEHNN 3TON BEINYMHI
camas cTapas Konus ygansetcs npu oyepesHOM OOHOBAEHMN.

Ecnn 3HaueHne napameTpa — 0, TO npeabiayuine sepcum
q)al‘/lIJ'IOB ANnA BOCCTaHOBJ/IEHNA HE COXPaHAROTCA.

3HauveHne No ymon4yaHuto: 0
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9.12. Dr.Web ES Agent

AreHT LeHTpanm3oBaHHoM 3awmTbl Dr.Web ES Agent npeaHasHaueH ans nogkaroyeHma Dr.Web
Server Security Suite K cepBepy LLeHTPaAN30BaHHOW 3aLLUAThI.

Koraza Dr.Web Server Security Suite nogkaroueH K cepBepy LeHTpanaM3oBaHHOW 3awwmTel, Dr.Web
ES Agent cCHXPOHM3NPYET NNLLEH3UOHHbIN KAHOYEBOW daiin ¢ KAtoYaMK, XPaHALLMMUCA Ha
cepBepe LeHTpanan3oBaHHOM 3awwunTbl. Kpome Toro, Dr.Web ES Agent nepepsaet Ha cepBep
LLeHTPaNN30BaHHOM 3aLLWTbI, K KOTOPOMY OH MOAK/IHOYEH, CTaTUCTUKY MHLUUAEHTOB, CBA3AHHbIX C
BpeAoHOCHbIM 10O, nepeyeHb 3anyLeHHbIX KOMMOHEHTOB U UX COCTOSHME.

Takoke Dr.Web ES Agent BbinosiHseT 06HOBeHNe BUPYCHbIX 6a3 Dr.Web Server Security Suite
HenocpeaCTBEHHO C MOAKNOYEHHOrO cepBepa LLeHTpaM30BaHHOM 3aLLmTbl, MUHYS KOMMOHEHT
obHoBneHns Dr.Web Updater.

9.12.1. MpuHUMNbI paboThbl

KomnoneHT Dr.Web ES Agent ocyLecTBaseT NOAKAOUYEHME K CEPBEPY LEeHTPaAN30BaHHOM
3aLLMTbl, KOTOPbIN NO3BONSET aAMUHUCTPATOPY CETW peann3oBaTb Ha BCEM MPOCTPaHCTBE CeTU
€A VHYI0 MONNTMKY 6e30MacHOCTH, B YaCTHOCTW, HAaCTPOUTb Ha BCeX paboumx CTaHUmMaX v
cepBepax CeTU OANHaKOBble CTpaTernm NpoBepkn Gannos 1 Apyrux obbekTos GannoBowv
CUCTEMbBI W peakummn Ha 0bHapy>KeHHble yrpo3bl. Kpome Toro, cepBep LeHTpasn30BaHHOM
3aLLMTbl BbINMOJHAET B paMKax 3alluiLiaeMoun ceT GyHKLMN BHYTPEHHErO cepBepa 06HOBEHNN,
Urpas poab XpaHWIMLLA aKTyalbHbIX BUPYCHbIX 6a3 (OBHOBAEHWE B 3TOM C/lyyae NpOnN3BOAUNTCS
yepes Dr.Web ES Agent, Dr.Web Updater He ncnonbsyetcs).

Mpwn nogkatoueHnn Dr.Web ES Agent k cepBepy LeHTpann30BaHHOW 3aLUMTbl areHT
obecneunBaeT npuem OT cepBepa akTyalbHOW BEPCUN HAacTPOeK NPOrpaMMHbIX KOMMOHEHTOB U
JMLEH3MOHHOTO K/II04eBOro dania, KoTopble OH NepejaeT AeMOHY yrpaBieHna KoHburypaumen
Dr.Web ConfigD ans npumeHeHUs K yrnpasaseMbiM KOMNOHeHTaM. Kpome Toro, oH MoxeT
NPUHUMATb OT CepBepa LeHTPaIM30BaHHOM 3alUnTbl 3a4aHNsA Ha NPOoBepPKY 06bekToB GansioBou
cucTeMbl Ha paboyer cTaHUUK (B TOM YMCae NO pacnumcaHunio).

Dr.Web ES Agent cobupaet n otnpasaseT Ha cepBep, K KOTOPOMY OH MOAKAFOYEH, CTaTUCTUKY
06Hapy>XeHUs Pa3NNYHBIX YTPO3 M MPUMEHEHHbIX AENCTBUNA.

Ona nopgknroueHna Dr.Web ES Agent k cepBepy LieHTpanvM30BaHHOW 3alLmTbl TpebyeTca MMeTb
naposb 1 naeHTndmKaTop y3na («paboyen cTaHUUU» B TEPMUHAX CepBepa LeHTpaan3oBaHHOW
3alunThI), @ Takke Gann nybanyHoro katoya WmdpoBaHMa, NCMONb3yEMOro CEPBEPOM ANA
NOATBEPXAEHMA ero NOANMHHOCTU. BMecTo naeHTndmKaTopa CTaHLUM MOXHO yKa3aTb Nnpu
NOAKNOYEHUN NAEHTUOUKATOP OCHOBHOW 1 TapudHOW rpynn, B KOTOPble CTaHL MO HEOH6X0AMMO
BK/IHOUUTb Ha cepBepe. Tpebyemble naeHTUdUKaTopbl U darn Ny6aMYHOro Katoua MOXHO
NONyYnTb Y aAMUHNCTPATOPA, YNPaBAAIOLLErO aHTUBMPYCHOWM 3aLUUTOM CETU Yepe3 cepBep
LLleHTPaAn30BaHHOW 3aLLMTbI.
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Kpome Toro, k cepBepy LIeHTPaAN30BaHHON 3aLLMTbl MOXHO MOAKIOUYNTb 3aLULLAEMbIV Y3en
(«pabouyto CTaHLMIO») B peXUME «HOBUYOK», €CIN JaHHas BO3MOXHOCTb pa3pelleHa cepBepoM
LleHTPaNn30BaHHOM 3alUmWTbl. B 3TOM c/lyyae nocsie Toro, Kak aZiMMHUCTPATOP NOATBEPAMNT 3asiBKY
Ha NOAK/OYEHMNEe CTaHLUK, CepBep LIeHTPasIM30BaHHOM 3aLlMTbl aBTOMATUYECKW CreHepupyeT
A1 y371a HOBble MAEHTUdMKATOP M NapoJib U OTNPABUT UX areHTy A/ UCMO/Ib30BaHNUsA Npu
nocaesyoLWmX NOAKAOYEHNSX.

9.12.2. AprymeHTbl KOMaHAHOMN CTPOKM

Yto6bI 3anycTUTb KOMNOHeHT Dr.Web ES Agent 13 KOMaHZAHOW CTPOKMW, BbINOJAHUTE KOMaHAY:

e a1 GNU/Linux:

$ /opt/drweb.com/bin/drweb-esagent [<napamempsi>]
e nnsa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-esagent [<napamempsi>]

Dr.Web ES Agent gonyckaeT ncnosib3oBaHWe CeAyrLLINX NapaMeTpoB:

Mapametp OnucaHue

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UM 3MYAATOPa TEPMUHaNa KPaTKOW
CMpaBKkX MO MMEeRLLMMCS NapaMeTpam KOMaHAHOM CTPOKU U 3aBepLueHne paboTbl
KOMMOHeHTa.

KpaTknin BapmaHT: —h
AprymeHTbl: Het

--version Ha3zHaueHue: BbIBO,CI, Ha 3KpPaH KOHCOJIN U 3MYNIATOpPa TepMnHa a |/|Hc|>op|\/|au,|/||/| (¢]
BEpPCUN KOMMNOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-esagent --help

[aHHas KomaHAa BbIBeAET Ha 3KpaH KpaTKyro cnpaBky komnoHeHTa Dr.Web ES Agent.

3ameuaHusA O 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM peXuMme HeMnocpeAcTBEHHO U3 KOMaHAHOW CTPOKM He
npesycMoTpeH. KOMNOHeHT 3anyckaeTca aBTOMaTMYecku, Mpw CTapTe onepaLMiOHHON CUCTEMBI,
AEMOHOM ynpasaeHus KoHpurypaumen Dr.\Web ConfigD. Jas ynpaBaeHus napameTpamu paboTsbl
KOMMOHeHTa, a Takxe ana nogkatodeHna Dr.Web Server Security Suite k cepsepy
LLleHTPaan30BaHHOW 3alUmnTbl ncnonb3ymte ytuanty Dr.Web Ctl, npegHa3HayeHHyro Ans
ynpasneHua Dr.Web Server Security Suite 13 KOMaHZHOW CTPOKM.
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@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAy
man 1 drweb-esagent

9.12.3. MNapameTpbl KOHPUrypauum

KoMMnoHeHT ncnoab3yeT napameTpbl KOHPUrypaLuuw, 3aaHHble B cekumn [ESAgent ]
obbeanHeHHoro koHdurypauvorHHoro dansa Dr.Web Server Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « cbaliny}

MobileMode

{On | Off | Auto}

OnucaHue

YpoBeHb N0APOBOHOCTY BeAEHNSA XypHana KOMMOHEHTa.

Ecnan 3HaueHne napameTpa He yka3aHO, MCNOAb3yeTCa 3HaYeHne napameTpa
DefaultLogLevel 13 cekunn [Root].

3HaueHne No ymonyaHuio: Notice

MeTtoz BeaeHVA XXypHana KOMMOHEHTa.

3HayeHVe Mo yMOoaYaHuo: Auto
MyTb K ncnonHsemomy daiiny KOMMOHEHTa.

3HayeHVe Mo YMOYaHWUIO:
e nns GNU/Linux: /opt/drweb.com/bin/drweb-esagent

e nns FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
esagent

Vicnonb3oBaTtb WM He Ucnonb3oBaTh MOBUAbLHBIA pexnm Dr.Web Server
Security Suite npu NoAKNHOUEHUN K CEPBEPY LEHTPaNIM30BaHHOM 3aLLMUTbI.

Jonyctnmble 3HaYeHns:

e On — UCMNOJb30BaTb MOOW/IbHBIA PEXNM, EC/IV OH pPa3peLleH CepBEPOM
LEeHTPaNN30BaHHOW 3alLmTbl (yCTaHaBAMBaTb OOHOBNEHMWS C CepBEPOB
06HOBAEHNI KOMMaHwK «[JokTop Beb» ¢ nomowbto Dr.Web Updater);

e Off — He NCMO/Ib30BaTh MOBWJIbHBIA PEXIMM, OCTaBaTLCs B PeXMME
LieHTPaIM30BaHHOM 3aluThl (BCerga nosyyats 06HOBEHUS TONBKO C
cepBepa LeHTpaan30BaHHOM 3aLLunThl);

e Auto — MCMO/b30BaTb MOOWABLHbBIV PEXMM, €CIN OH pPa3peLLeH CepBepOM
LLleHTPaNN30BaHHOW 3aLL1Thbl, @ OOHOBEHWS YCTaHaBANBATb Kak C CEpPBEpPOB
obHoBNeHWU KomnaHun «[lokTop Beb» ¢ nomouubto Dr.Web Updater, Tak
C cepBepa LeHTpasM30BaHHOM 3aLLMTbl, B 3aBUCMMOCTM OT TOTO, Kakoe
coefjMHeHVe AOCTYMHO W Ka4yeCTBO Kakoro COejHeHNs ayyLle.
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Mapametp

Discovery

{on | off

UpdatePlatform

{HazseaHue nnamgopmel}

DebuglIpc

{noeuyveckuti}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

| MNMoBeaeHVEe AaHHOTO MapaMeTpa 3aBUCUT OT pa3peLleHnl
: Ha cepBepe: ec/ii MOBUNbHBIA PEXUM Ha NCMOJ/Ib3YEMOM
CepBepe He paspelLLeH, TO MapaMeTp He UMEET HUKaKOoro

abdexTa.

3HayeHVe No yMONYaHWIO: Auto

Pa3pewwnTb MK 3anpeTuTb areHTy NpUHMMaTh discovery-3anpochl OT
MHCMeKTopa CeTu, BCTPOEHHOTO B CEpBEpP LieHTPaM30BaHHOM 3aLUmnTbl
(discovery-3anpocbl NCMONb3YHOTCA UHCMEKTOPOM ANA MPOBEPKN CTPYKTYPbI U
COCTOSIHUA aHTUBMPYCHON CeTK).

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e On — pa3peLlaTtb areHTy NprHMMaTh N 0bpabaTbiBaTb discovery-3anpochi;

e Off — 3anNpeTuTb areHTy NpUHMUMaThL U obpabatbiBaTb discovery-3anpochl.

| [aHHbIV napamMeTp UMEET NPUOPUTET Haj HaCTPOMKamm
: cepBepa LeHTPasIM30BaHHON 3aLLMTbl: €C/IN YKa3aHo

3HaueHuve Of £, areHT He ByaeT NnpuHUMaTh discovery-
3anpocsl, faxe ecau 3Ta GYHKLUUSA BKAKOUEHa Ha CepBepe.

3HayeHVe No yMONYaHu1to: On

Ob603HaueHVe NnaTopmbl, A1 KOTOPOW areHT byaet noayyaTb ¢ cepBepa
LLleHTPaNn30BaHHOW 3aLluTbl OOHOB/IEHWS A8 @aHTUBUPYCHOTO AApa.

,D,OI'IyCTI/IMbIe 3Ha4YeHnAa:

e ana GNU/Linux: unix-1linux-32, unix-linux-64-engine64, unix-
linux-aarch64, unix-linux-e2k, unix-linux-e2k-engineo64,
unix-linux-mips, unix-linux-ppcodle,

e ans FreeBSD: unix-freebsd-32, unix-freebsd-64-engine64;

e ana Darwin: unix-darwin-32, unix-darwin-64-engine64, unix-
darwin-aarch64.

ii HactosTenbHo He peKoMeHAYeTCs U3MEHATb 3HaUeHne
: napameTpa, eCn Bbl HE YBEPEHbI, UTO 3TO AENCTBUTENBHO
HeobxoAnMo.

3HaueHVe No ymoa4YaHuto: 3agucum om ucnoss3yemoli naamgopmel

BkarouaTb MM He BKIOYATb B XKypHaN Ha OT1aJ04HOM ypOBHe (Mpu
LogLevel = DEBUG) noapobHble coobueHus IPC (B3anmogelicteme
Dr.Web ES Agent n gemoHa ynpasneHuns koHdurypaumer Dr.Web ConfigD).

3HayeHVe No yMon4aHuto: No
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Mapametp
DebugConfig

{noeuyveckuti}

SrvMsgAutoremove

{yenoe yucno}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

[o6aBnatb nan He fJ06aBAATL B XXypHaN MHPOPMaLIMIO O HacTPOMKax,
MONyYEHHBIX OT CepBepa LieHTPaan30BaHHOW 3aLluThl.

3HayeHVe No yMoa4aHuto: No

Cpok xpaHeHusa coobeHuii. o 3aBepLUeHMN yKazaHHOro Cpoka coobLyeHns
ypansarotca n3 6asbl.

[Jonyctumble 3HaueHus: oT 1 Hegenn (1w) Ao 365 aHel (3654d).
3HaueHVe NapamMeTpa yKkasblBaeTcs B BUAE LeNoro yncia ¢ cyphukcom s, m,

h, d, w.

3HaueHne No yMoNYaHuto: 1w
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9.13. Dr.Web HTTPD

KomnoneHT Dr.Web HTTPD obecneunBaeT nHGpacTpyKTypy AN JOKaAbHOIO UAN YAANEHHOTO
B3ammogenctemsa ¢ Dr.Web Server Security Suite nocpeactsom npotokona HTTP (Hanpumep,
yepes Beb-bpaysep).

Momumo ynpaenenus Dr.Web Server Security Suite uepes Be6-uHtepderic Dr.Web, Bbl MoxeTe
MCMONb30BaTb HEMOCPEACTBEHHO KOMaHAHbIA nHTepdenc (HTTP API) Dr.Web HTTPD gns
B3aMMOZAencTBms ¢ koMnoHeHTamu Dr.Web Server Security Suite no npotokony HTTPS. [laHHas
BO3MOXHOCTb NO3Bo/IAeT pa3pabotaTtb ansa Dr.Web Server Security Suite cobcTBEHHbBIN
ynpaBAsoWmMIA NHTepdeNC.

HTTP APl Dr.Web HTTPD onucaH B COOTBETCTBVHOLLLEM pPa3zene.

Mpy NCNoNb30BaHWM 3aLLULLEHHOTO coeanHeHns HTTPS Heobxoanmo obecneunTs cepeep
Dr.Web HTTPD koppeKTHbIM cepTUdUKaToM 1 3aKpbITbiM kKatouom SSL. Mo ymonuaHuto ans
Dr.Web HTTPD cepBepHbIii cepTudukaT 1 3aKpbITbid KNto4 SSL reHepupyoTcs aBToMaTnyecky, B
npouecce YyCTaHOBKW, HO NMPWN HEOBXOANMMOCTM Bbl MOXETE CreHepupoBaTh 414 cepBepa
cobcTBEHHYHO napy cepTudurkaT/katou. TakxKe NnepcoHanbHbIN YAOCTOBEPSAOWMA cepTudunkat
Nno/ib30BaTeNs, MOANUCaHHbIA foBepeHHbIM ana Dr.Web HTTPD ceptudukatom
YAOCTOBEPAOLLErO LIeHTPa, MOXET MCNOIb30BaThCA AJ/19 aBTOMaTUYeCKOW aBTopu3aLum
KAneHTOB Npu obpateHnn k Dr.Web HTTPD.

[ns reHepaumm Knrouen n cepTMdrkaToB MOXHO BOCMO/b30BaThCA YTUANTON openssl.
MpuMepbl NCNONb30BaHWA YTUANUTBI openssl ANA reHepauumn cepTMdGrKaToB 1 3aKPbITbIX KIOYen
npviBedeHbl B pasgene [Mpunoxenve [1. leHepauma ceptndurkaTos SSL.

9.13.1. MpuHUMNbI paboThbl

Dr.Web HTTPD npeactaBaset coboin Beb-cepBep, cnewumanbHO pa3paboTaHHbI ANS yrpaBAeHUS
paboTon Dr.Web Server Security Suite, N03Bo/1As TEM CaMbIM He UCMONb30BaTb A/ 3TUX Lienen
Kak CTOpOHHMe Beb-cepBepsbl (Takune kak Apache HTTP Server n Nginx), Tak 1 ynpasasatoLiue
cepBucbl Hanogobue Webmin. bonee Toro, oH MmoxeT paboTaTb C HUIMU Ha OAHOM Y3/e, He
NpensaTcTByA UX GYHKLMOHNPOBAHUIO.

Cepsep Dr.Web HTTPD obcnysunBaeT 3anpochl, noctynatowime no npotokonam HTTP n HTTPS Ha
COKEeTbl, 3af,aHHble B €r0 HaCTPOMKax, YTO NO3BONAET eMy He KOHPAMKTOBATL C APYrMMu Beb-
cepBepamMu, eCIM OHW TakXXe NCMONb3YyoTCA Ha 3ToM y3ne. [ns ynpasneHuns Dr.Web Server
Security Suite ncnonb3yetca 6esonacHbii npoTokon HTTPS.

| Beb-uHTepdeiic ynpaeneHuna Dr.Web He aBnsetca ob6s3aTenbHbIM 418 GYHKLMOHUPOBaHWA
: Dr.Web Server Security Suite 1 MOXeT OTCyTCTBOBaTb, MO3TOMY COOTBETCTBYHOLLMI 60K Ha
cxemMe 06BefieH MyHKTUPHON rpaHuLLei.
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KomnoneHT Dr.Web HTTPD ¢dopmupyeT ynpaBastoLLne KOMaHAbl K AeMOHY yrnpaBaeHus
koHdurypauwmen Dr.Web ConfigD, komnoHeHTy nposepku darnos Dr.Web File Checker v apyrum
KOMMOHEHTaM Ha OCHOBaHUN KOMaHJ, NosyyeHHbIx Yepe3 HTTP API.

OnwucaHue Beb-mHTepdenca ynpasaeHuns, ncnosabytowero Dr.Web HTTPD, npuBeseHo B
COOTBETCTBYIOLLEM pa3jesie.

Ecan Beb-mHTepdenc ynpasaeHma Dr.Web He BkatoueH B coctaB Dr.Web Server Security Suite, Bbl
Mo>KeTe MOAKNOUNTL K NPOAYKTY NH060N CTOPOHHMI MHTepdEenC ynpaBaeHNsa, NCNONb3YIOLLNIA
HTTP API (onucaH B pasgene Onvcanune HTTP API) komnoHeHTa Dr.Web HTTPD.

9.13.2. AprymeHTbl KOMaHAHOMN CTPOKM

Yto6bI 3anycTuTb KOMNoHeHT Dr.Web HTTPD 13 KOMaHAHOW CTPOKM, BbIMOJAHUTE KOMaHAY:

e a1 GNU/Linux:
$ /opt/drweb.com/bin/drweb-httpd [<napamemper>]
e nnsa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-httpd [<napamempsi>]

Dr.Web HTTPD pgonyckaeT ncnosb30BaHWe CAeAyroLmnx napaMeTpoB:

Mapametp OnucaHue

--help HasHaueHwue: BbiBog Ha 3KpaH KOHCOIM UK SMYAATOPa TePMUHaNa KPaTKOM CripaBKu Mo
MMeroLWMMCS NnapameTpam KOMaHAHOM CTPOKW 1 3aBepLueHre paboTbl KOMMOHEHTA.
KpaTkuit BapuaHT: -h
AprymeHTbl: Het

--version Ha3zHaueHne: BbIBOp| Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMUHaNa I/IHq)OpMaLI,I/II/I o
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-httpd --help

[laHHas KomaHAa BbIBeAET Ha 3KpaH KpaTKyro cnpaBky KomnoHeHTa Dr.Web HTTPD.

3ameuaHusA O 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM peXume HernocpeAcTBEHHO U3 KOMaHAHOW CTPOKW He
npeaycMoTpeH. KOMNOHEHT 3anyckaeTcs aBTOMaTUYeCKn JEMOHOM YNpaBaeHMA KOHPUrypawmen
Dr.Web ConfigD npv Heob6xoanMocT (06bI4YHO NMpu 3arpy3ke onepaumoHHON cuctemsl). Ecam
KOMMOHEHT 3anyLueH, TO Ana ynpasaeHua paboton komnoHeHToB Dr.Web Server Security Suite
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[AOCTAaTOYHO BbINOAHUTL HTTPS-noakntoueHne K 04HOMY 13 afpecoB, 06CY>XXMBAKOLLMX
dyHKLMOHMpPOBaHMe Beb-nHTepdeica, Npy noMoLm ntoboro ctaHgapTHoro bpaysepa. Ans
yrnpaBaeHus napamMmeTpammn paboTbl KOMMOHEHTa Ucnoab3ynte ytuamty Dr.Web Ctl,
npeAHa3HayeHHyto ans ynpasneHuns Dr.Web Server Security Suite n3 kKoMaHZHOW CTPOKW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE U3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-httpd

9.13.3. MNapameTpbl KOHPUrypauum

KoMMoOHeHT ncnonb3yeT napameTpbl KOHGUrypauuy, 3agaHHble B cekumm [HTTPD]
obbeanHeHHoro koHdurypauvoxHHoro dansa Dr.Web Server Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « cbaliny}

Start

{noauyeckull}

RunAsUser

{UID | ums nose3oeamens}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yka3aHO, MCMO/b3yeTca 3HaUeHne
napametpa DefaultLoglLevel U3 cekuun [Root].

3HauyeHue No yMoa4YaHuIo: Notice

MeTtoz BeaeHna XXKypHaaa KOMMOHEHTa.

3HayeHVe Mo YyMOYaHuMIo: Auto
MyTb K McnoaHsemMomy daliny KOMMOHEHTa.

3HayeHVe MO YMOYaHWIO:
e nns GNU/Linux: /opt/drweb.com/bin/drweb-httpd

e nns FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
httpd

3anycTuTb WM OCTaHOBUTb KOMMOHEHT C MOMOLLbHO JEMOHa
KoHdurypaumm Dr.Web ConfigD.

YcTaHOBKa flaHHOTO napamMeTpa B Yes NpeanncbiBaeT 4EMOHY
ynpas/ieHus KOHOUrypaumen HemeaneHHO 3anyCcTUTb KOMMOHEHT, a
yCTaHOBKa ero B 3HaYeHne No — HeMeA/IeHHO 3aBepLUnNTb PaboTy
KOMMOHEHTa.

3HayeHWe Mo yMOIYaHWIo: 3asucum om mozo, ycmaHosJ/ieH /U 8eb-
uHmepdelic ynpasneHus

Mosb3oBaTesb, OT IMEHW KOTOPOrO 3amnyckaeTca KOMMOHEHT. Bbl MoxeTe
yKasaTb YncnoBon naeHtndukatop nonssosatens (UID) uam ero nms
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AdminListen

{adpec, ...}

AdminSslCertificate

{nyme k ¢paliny}
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OnucaHune

(noruH). Ecim nma nosnb3oBatensa coctouT n3 Lmdp (T. e. Moxoxe Ha
uncnosoi UID), To oHo yKka3biBaeTcs ¢ NpedrKCOM name :, HaNnpumep,
RunAsUser = name:123456.

Eciv ms nosib3oBaTens ykasaHO HeKOpPpeKTHO, paboTa KOMMOHEHTa
3aBepLUaeTca OWNHKOW cpasy nocne NomnbITKM 3anycka.

3HauveHne No yMon4YaHuto: drweb

Cnncok ceTeBbIX COKETOB (KaXAbl COKET onpeaensieTcs napon </P-
adpec>:<nopm>), npocaylmsaemblix Dr.Web HTTPD B oxuaaHmm
noakaroueHnn no HTTPS oT KNMEHTOB C aAMUHUCTPATUBHbBIMU
nosHoMoumnaAMN. Vicnonb3yeTcs Kak ANs NOAKIOUEHNUs K Beb-nHTepdhericy
ynpasaeHusa, Tak n gna goctyna Kk HTTP API.

3HauyeHus B CMCKe YKa3biBaOTCA Yepes 3ansaTyto (KaXKAoe 3HayeHne B
KaBblukax). [lonyckaeTcs MOBTOPEHMe NapameTpa B CeKLMM (B 3TOM
Clyyae BCe 3HauYeHWs 0OBbeANHAOTCA B €4UHBIN CMNCOK).

Mpvmep: Jo6aBnTb B cnvcok cokeTsl 192.168.0.1:1234 n
10.20.30.45:5678.

1. [obaBneHune 3HaUeHWI B KOHOUTYPaLMOHHBIN dalin.

e /lBa 3HauYeHMs B OAHOW CTPOKE:

[HTTPD]
AdminListen = "192.168.0.1:1234", "10.20.30.45:5678"

e [IBe CTPOKW (MO OAHOMY 3HAYEHMIO B CTPOKE):

[HTTPD]
AdminListen 192.168.0.1:1234
AdminListen = 10.20.30.45:5678

2. [obaBneHne 3HaUeHUM C MOMOLLbIO KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset HTTPD.AdminListen -a 192.168.0.1:1234
# drweb-ctl cfset HTTPD.AdminListen -a 10.20.30.45:5678

Ecan He ykazaHO HM OAHOrO 3HayveHus, To ucrnonb3osarHne HTTP APl 1
Beb-HTepdeica ynpaBaeHs HEBO3MOXHO.

3HayveHne No yMoiYaHuto: 127.0.0.1:4443

MyTb K Ppainy cepBepHOro cepTudukara, NCNob3yeMoro cepeepoM Beb-
nHTepderica ynpaBaeHus Ansa B3aMMOAEUCTBUA C KAMEHTaMM,
NOAKAFOYAIOLLMMUCA K aMUHNCTPATUBHOMY COKeTy no npoTtokoay HTTPS.

®alin cepTnudmrKaTa reHepupyeTCcs aBTOMaTMyeCckn Npw ycTaHOBKe
KOMMOHEeHTa.

A

®ann ceptndukata n Gann 3aKpbITOro Karoya
(onpepenserca napameTpoM AdminSs1Key) AOMKHbI
COOTBETCTBOBATb APYr APYTY.
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OnucaHune

3HauveHVe No yMOJHaHUIO:
e ana GNU/Linux: /etc/opt/drweb.com/certs/serv.crt

e ans FreeBSD: /usr/local/etc/drweb.com/certs/serv.crt

MyTb K Ppainy 3aKpbITOro KAko4a, CMo/b3yemMoro cepBepom Beb-
nHTepdelica ynpaBaeHus Ansa B3aMMOAEUCTBUA C KIMEHTaMM,
NOAKAFOYAOLLMMUCA K aMUHNCTPATUBHOMY COKeTy no npoTtokoay HTTPS.

®arin 3aKpPbITOro KAKO4a reHepmnpyeTca aBToMaTu4ecku npun ycraHoBKe
KOMIOHEHTa.

ii ®ann ceptndukata (onpesenseTca napamMeTpom
: AdminSslCertificate) n dann 3akpbITOro Karoya

[OJIKHbI COOTBETCTBOBATL APYT APYTY.

3HauveHVe No yMOJHaHUIO:
e ana GNU/Linux: /etc/opt/drweb.com/certs/serv.key

o ans FreeBSD: /usr/local/etc/drweb.com/certs/serv.key

MyTb K Ppainny cepTudukata JOBEPEHHOTO LieHTpa cepTuduKaLnm aAnsa
cepTMPMKaTOB, NCMNOb3YEMbIX KIMEHTaMU, MOAKAOUAFOLLMMMNCA K
aAMUHUCTPaTUBHOMY COKeTy no npotokoay HTTPS.

Ecan ceptndmkat knmeHTa NoAnNMcaH ykasaHHbIM 34eCb cepTudurKaTom, To
ANA KNNEHTa He NPOU3BOANTCA ayTeHTUMKALIMA YKa3aHNeM napbl J1OrMH-
naposib. bonee Toro, 3TOT MeTOZ ayTeHTUDMKALMM 3anpeLtaeTca Ans
KJIMEHTOB, UCMObL3YIOLLNX CePTUPUKATbI, MOAMNCAHHbBIE 3TUM
cepTupumKaToM.

KnuneHT, npolueainin ayteHTMdMKaLmio npu noMoLm ceptndmkara,
BCerja cumTaeTcsa cyneprnosib3oBatesiem (root).

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

Cnncok ceTeBbIX COKETOB (KaXAbl COKET onpeaensieTcs napon </P-
adpec>:<nopm>), npocaylmsaemblix Dr.Web HTTPD B oxungaHmm
noakaroueHni no HTTP OT KAMEeHTOB C OrpaHMYEHHbIMU NMOJTHOMOUUAMMN.

3HauyeHus B CMCKe yKa3blBatOTCA Yepes 3ansaTyto (KaXKJoe 3HayeHne B
KaBblukax). [lonyckaeTcs NOBTOPEHWe NapameTpa B CEKLMM (B 3TOM
C/lyyae BCe 3HaueHUs 0OBbeANHAOTCSA B €4UHBIN CMNCOK).

Mpvmep: ob6aBnTb B cnvcok cokeTbl 192.168.0.1:1234 n
10.20.30.45:5678.
1. [obaBneHune 3HaUeHW B KOHOUTYPaLMOHHBIN dalin.

e /lBa 3HauYeHMWs B OAHOWN CTPOKE:

[HTTPD]
PublicListen = "192.168.0.1:1234", "10.20.30.45:5678"
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Mapametp

WebconsoleRoot

{nyme kK kamanozy}

HelpRoot

{nyme kK kamanozy}

AccessLogPath

{nyme Kk ¢paliny}
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OnucaHune

e [IBe CTPOKW (MO OAHOMY 3HAYEHMIO B CTPOKE):

[HTTPD]
PublicListen = 192.168.0.1:1234
PublicListen 10.20.30.45:5678

2. [dobaBneHue 3HaUeHUM C MOMOLbIO KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset HTTPD.PublicListen -a
192.168.0.1:1234
# drweb-ctl cfset HTTPD.PublicListen -a
10.20.30.45:5678

MNogkntounteca K HTTP APl ¢ nonHbIM HabopoM KOMaHZA 1 Be6-
nHTepdericy ynpasieHuWs, NCNOb3ysa AaHHble aapeca, HEBO3MOXHO.

3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)

MyTb K KaTanory ¢ Gpannamm Beb-nHTEpdeica ynpaBaeHus (aHanor
kaTtanora htdocs gns Apache HTTP Server).
3HauveHVe No yMOJHaHUIO:

e ana GNU/Linux: /opt/drweb.com/share/drweb-
httpd/webconsole

e ans FreeBSD: /usr/local/libexec/drweb.com/share/drweb-
httpd/webconsole

MyTb K KaTanory ¢ pannamm JOKyMeHTaLMK, JOCTYMHON Yepes Beb-
nHTepderic ynpaBaeHus.

3HauveHVe No yMOJHaHUIO:
e ana GNU/Linux: /opt/drweb.com/share/doc/html
o s

FreeBSD: /usr/local/libexec/drweb.com/share/doc/html

MyTb K >XXypHany 3anpocos HTTP/HTTPS, noctynatowmx oT KANEeHTOB K
cepsepy Beb-nHTepdelica ynpaBaeHus.

Ecan napametp He 3asaH, MHGOpMaLMsA O 3anpocax B XXypHan He
coxpaHseTcs.

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

9.13.4. Onucanme HTTP API

B atom paspene

e O6LIME MONOXKEHUS

o QopmaTt HTTP-oT1BeTa Ha HTTP-3anpoc

o Koavposka cTpok o6bekTos JSON

o Obuine orpaHnYeHns Ha nepeaady JaHHbIX

e ABTOpM3aLMa U UAEHTUDUKALLMA NOJAb30BaTeNS

PykoBoacTBO agMunHMCTpaTopa
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o C nomMollbo siorvHa 1 napoada (SCS)

o ABTOpM3aLMg MO JNYHOMY cepTudumnkaty

e YnpasaeHue Dr.Web Server Security Suite

e [1IpoBepka 06bLEKTOB

e YnpaBseHue CMNUCKOM Yrpo3

e YnpaBseHve KapaHTUHOM

e [Ipumepsbl ncnosib3osaHnsa HTTP API

O6Lwme nosnoXxeHusA

HTTP APl npeactaBisieT coboi MHCTPYMeEHT ans uHTerpaumm Dr.Web Server Security Suite co
CTOPOHHMMW NpUaoXeHnamun yepes npotokon HTTP (ans obecneveHuns 6es3onacHOCTM
MCMNONb3yeTCs 3alMLLEHHbIV npoTokon HTTPS).

[Ansa B3anmogenicteus ¢ APl ncnonbsyetca npotokon HTTP Bepcmm 1.0. Bo Bcex 3anpocax
NCNONb3YHOTCA CTaHAaPTHbIE MeToAbl NpoTokona HTTP — GET n POST. Bce gaHHble, 3a
NCKAKOYEHNEM 0COBO OroBOpeHHbIX cy4vaeB, nepesatotcs B Buae JSSON-ob6bekToB. [Mpn
nepegayve JSON-obbekTa B Tene 3anpoca HTTP POST 3aronoBok Content-Type: AOMKEH ObITh
YCTaHOB/IEH B 3HaueHWe application/json. Ana acHoctn npumepbl JSSON-06BeKTOB,
NPUBELEHHbIE HMXE, CHabXXeHbl KOMMEHTaPMAMM (HAaUMHAKOTCA C CUMBOJIOB / /), KOTOPbIE He
noaaep>xmatotrca popmatom JSON 1 npu BCTaBKe B KO AO/XKHbI ObITb YAaNEHbI.

®opmat HTTP-oTtBeta Ha HTTP-3anpoc

e B oTBeT Ha Bce 3anpocbl API Bcerga (3a nckaroyeHnem ocobo OroBOpeHHbIX ClyvaeB)
Bo3BpaLLaeT JSON-06bekT. B cnyyae Bo3HUKHOBEHUs owmnbkn AP| Bo3BpaltaeT JSON-o6bekT
Error.

e Ecam none otBeTHOro JSON-ob6bekTa MMEET TUM «MacCUMB», HO 3TOT MAaCCUB HE COAEPXKUT HU
OAHOrO 21eMeHTa, TO B OTBETE CepBepa Takoe MoJie OnyCcKaeTca.

e 3aroNoBoK Content-Type: B OTBETE BCEraa (3a UCKAr0UYEHNEM 0COH0 OrOBOPEHHbIX CyYaeBs)
NMeeT 3HaueHne application/json.

e [1pu NonbITKe 06paLLEHMA K HECYLLLECTBYHOLLLEMY pecypcy B oTBeTe Bo3Bpaluaetca JSON-
ob6bekT Error, B KOTOPOM none code nMmeeT 3HayeHe EC_UNEXPECTED MESSAGE.

e Ecnv ucnonbsyetca SCS (Secure Cookie Sessions for HTTP), To oTBeTbl cogepkaT cookie,
NOATBEpPXKAaroLLMe aBTOPM3aLIMIO KANEHTa (3aeck 1 ganee — SCS-cookie).

KopgupoBka ctpok o6bekToB JSON

e Ctpoku nepegatotca B kogmpoke UTF-8 (6e3 BOM). B 3anpocax cumsonbl BHe Tabaunubl ASCII
He 3KPaHWpPYTCA NocaefoBaTeNbHOCTAMM TUNa \uXXXX, a nepegatorca B kognposke UTF-8.

e B otBeTax 06bekTbl JSSON MOryT cogep>katb Kak CUMBO/bI, 3aKoaMpoBaHHble B UTF-8, Tak n
3KPaHMpPOBaHHbIE NOCAEA0BATENbHOCTN \UXXXX.
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O6wme orpaHMUYeHNA Ha Nepeaaydy AaHHbIX

e B POST-3anpocax, B Tene koTopbix nepesaercs JSSON-06bekT, 4onyCcTUMbl 1t06ble CUMBOJbI,
paspeLueHHble RFC 7159

e B GET-3anpocax 8 URI MOryT UCMOb30BaTLCA NH06ble CUMBOJIbI, paspelueHHblie RFC 1945 .

e B Nt06bIX Apyrux yacTsx 3anpoca (3aroNoBKy, Tea) Take MOryT 6bITb UCMO/Ib30BaHbI t06ble
CUMBOJIbI, pa3pelueHHble RFC 1945 7.

ABTOpM3auma N ngeHTUPnKaLuma nosib3oBatensa

YT06bI HauaTb paboTy ¢ API, KNIMEHT fo/IKeH BbITb aBTOPU30BaH cepBepoM. MNpesycMOTpeHb! 4Ba
cnocoba aBTopuU3aLum:

1. WUcnoab3oBaHue SCS cornacHo RFC 6896 (.

2. Vlcnonb3oBaHuve kaveHTCckux ceptndrkatoB SSL, yaoCTOBEepEHHbIX cepTUdnKaTom
posepeHHoro LIC Ha ctopoHe Dr.Web HTTPD. B 3ToM cnyyae KAMEHT cumTaeTca
aBTOPWU30BaHHbIM KaK Cyrnepnosib3oBaTesb (MCNOAb3YTCA KNMeHTckue ceptudukatbl X.509).

Mpu aBTOpM3aLMK ¢ ncnosb3oBaHuem SCS SCS-cookie nepeaatoTcs B cnepyrowmx HTTP-
3arosioBkax: Cookie: — B 3anpoce, Set-Cookie: — B OTBeTE.
Mpwv aBTOpPM3aLMK C ncnonb3oBaHuem SSL-cepTudumkator SCS-cookie He TpebyroTcs.

Mpwn aBTOopm3aymm no SCS paboTta ¢ APl HaumMHaeTcs ¢ oTNpaBkM KOMaHAbl 1ogin. B cryvae
YCMeLIHOro BbIMONHEHWNA 3TOW KOMaHAbl KnneHT nony4yaeT SCS-cookie, noaTBep>aatoLwnii
aBTOpM3aLuto.

Mpwv aBTOpPM3aLMK C NOMOLLbIO KIMEHTCKOro cepTudumkaTa BbINMONHATb KOMaHAy login He
TpebyeTcs; Npy NonbITKe ee BbiNosHeHUA byaeT Bo3BpaleH JSSON-06bekT Error.

C nomouyblo nornHa u naponsa (SCS)

KomaHgabl aBTOpM3aLmnmn N naeHTUGUKaLNN KANEHTa:

Komanpga APl OnucaHune

login [JelicTBre: BbINONHWUTb aBTOPMU3aLMIO KAMEHTa MO YKa3aHHbIM MMEHW NoJib30BaTeNs 1
napoAto Ans ganbHerwen pabotsl ¢ HTTP APIL. B cryyae ycnelwHowm ayteHTUdMKaLmMm
Bo3BpaLlaetcs SCS-cookie.
URI: /api/10.2/1ogin
MeTtog HTTP: POST
BxoaHble napameTpbl: 06bekT AuthOptions

Pe3ynbTaT ycnewHoro ncnoaHeHus: nycton obvekt, SCS-cookie

PykoBoacTBO agMunHMCTpaTopa
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Komanpga APl OnucaHune
logout [Jevictene: OTO3BaTh (4€akTMBMPOBATh) BblAaHHbIN paHee SCS-cookie. B otBeTe Ha
3anpoc ¢ oto3BaHHbIM SCS-cookie ByaeT Bo3BpaLLeH 06bekT Error ¢ owmnbkomn
EC NOT AUTHORIZED.
URI: /api/10.2/1logout
Metog HTTP: GET
BxoaHble napameTpsbl: SCS-cookie
Pe3ynbTaT MCNONHEHMSA: NYCTOM 06BEKT
whoami [Jevictue: [onyynTb MMS aBTOPM30BaAHHOMO MOJIb30BaTES.
URI: /api/10.2/whoami
Metog HTTP: GET
BxoaHble napameTpbl: (SCS-cookie)*
PesynbTaT ncnosHeHus: 06bektT whoami, (SCS-cookie)

*) 3aecb 1 panee SCS-cookie 3akntoueH B CKOH6KW, MOCKObKY OH HEOHBXOANM TONLKO Npwu
aBTOpu3auun yepes SCS.

@ KomaHabl aBTOpM3aumm login 1 logout UCMOb3YHOTCSA TONLKO NPU aBTOpPU3aLmMmn yepes
: SCS.

OnucaHue ncnon b3yeMbIX obbeKkToB

1) AuthOptions — 06beKT, cogep>Xalinii 1OTMH 1 NapoJib NOJb30BaTeNS:
{

"user": <cmpoka>, //VMs [OJB30BaTEJS
"password": <cmpoka> //llapoJsib [OJIb30BATENIS

}

(sudoers — B Debian n Ubuntu, wheel — B CentOS u Fedora, astra-admin — B Astra
Linux, n 7. n.). Ecan nonb3oBatesib He ABASETCA YUNEHOM Fpynibl sudoers, B OTBETE Ha
3anpoc Bo3Bpallyaetcs owmnbka EC NOT AUTHORIZED.

@ Bbl MOXceTe YyKa3aTb noboro Nno/b30BaTeNsd, BXOAALLEro B rpynny agMMHUCTPATOPOB

2) whoami — 0b6BEKT, CoAep>KaLLNA UMS NOb30BaTeNs, aBTOPU30BaAHHOMO Ans pabotbl ¢ HTTP
API:

{

"whoami":
{

"user": <cmpoka> //VMs NoJb30BaTEsIS

PykoBoacTBO agMunHMCTpaTopa
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}
}

3) Error — 06beKT, cogep>Kaluii MHGOpPMaLMO O NPOM3OLLeLLEeN OLLNDKe:
{

"error":

{
"code": <cmpoka>, //CrpoxoBemt kom ommBku Buma EC XXX
*"what": <cmpoka> //OnucaHue OmMOKM

}
}

CMBOIOM * MOMeueH Heobs3aTe/IbHbIN napameTp.

@ JSON-06bekT Error, Bo3BpalaeMbini komaHgamy HTTP APl npu owmnbkax obpaboTku

: 3anpocoB, B MNojie code COAEPXUT HE YMCIOBOM KOA OLLIMOKM, a BHYTPEHHWUN CTPOKOBLIN KOA,
ncnonb3yrowmincs komnoHeHTamu Dr.\Web Server Security Suite. 310T Koz npeacTaBaseT
cobou cTpoky Buga EC_XXX. [lnf yTOYHEHUA YNCNOBOro KOoAa 1 NMOoay4eHna onmcaHms
owmnbkn obpaTmTeck K pasgeny [Npunoxerue E. OnvcaHme N3BECTHbIX OLIMOOK).

ABTOpM3aumA Mo IMYHOMY cepTudukary

JTOT cnocob aBTOpM3aL MK NpeanoaaraeT UCNoJib30BaHNe NMYHOTO YA0CTOBEPAOLLErO
ceptTudukata, NOANNCAHHOrO CepTUPMKATOM YAOCTOBEPAIOLLErO LLleHTPa, KOTOPbIN yKa3aH B
HacTpowikax Dr.Web HTTPD kak goBepeHHbIV. [1pn aBTOpM3aLmmn no ceptndmrkaTty BCe 3anpochbl
CUMTAIOTCA BbIMOJIHAEMbIMU OT UMEHW Cyrneprnoab3oBaTens (Noab3oBaTens root).

UT06bI aBTOPM30OBaTLCA NO JIMUHOMY cepTUdUKATy NoJib3oBaTeNs

1. Co3panTe IMUHBIA cepTUdUKAT, MOAMMCAHHBIA CEPTUPUKATOM YAOCTOBEPSIOLLENO LLEHTPA.

2. B Hactpovikax komnoHeHTa Dr.Web HTTPD (napameTp AdminSs1CA) ykaxuTte nyTb K danay
cepTndukaTa y40CTOBEPAIOLLLETO LieHTPa, KOTOPbIM MOAMMCaH Ball NYHbIA cepTuduKar.

3. Mpwn kaxaom noakntoueHnn k Dr.\Web HTTPD npu ycTaHOBAEHWM COEANHEHUSA UCMONb3YNTE
noAnNucaHHbIN cepTudmKar.

Mpwn HeobxoanmocTn obpatutecs K MHPopmaLmmn B pasgene [punoxerve [. leHepaums
ceptnomkartos SSL.

YnpasneHue Dr.Web Server Security Suite

KomaHabl APl ans npocMoTpa 1 U3MEHEHUs TeKYLLMX 3HaUeHWI NapamMeTpoB KOHGUrypaLmu:

Komanpa API OnucaHue
KomaHOb! ynpasneHus koHguzypayueli

get_lexmap [Jenctune: MonyunTb 3HaUEHUs NapaMeTpoB TekyLLeid KoHdUrypaLmm
(«nekcmyeckasn kapTa» napameTpoB).
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Komanpa API

set lexmap

KomaHObI 06HoB/1eHUSA

start update

stop update

baseinfo

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHue

URI: /api/10.2/get lexmap

Metog HTTP: GET

BxogHble napametpsl: (SCS-cookie)

Pe3ynbTaT ycnewHoro ncnoaHeHuns: obbekT LexMaps, (SCS-cookie)
[JelictBue: YCcTaHOBUTb MAN COPOCUTL 3HAUEHMS YKa3aHHbIX MapaMeTpoB
TekyLen KoHbUrypauum (nepesaHHbiX B BUAE «NEKCMYECKOW KapTbl»
napamMmeTpoB).

URI: /api/10.2/set lexmap

Metog HTTP: POST

BxogHble napametpsl: (SCS-cookie), o6bekT LexMap

Pe3ynbTaT ycnewHoro ncnoaHeHuns: obbekt SetOptionResult, (SCS-cookie)

[JelictBue: 3anyctutb obHOBAEHME.

URI: /api/10.2/start update

Metog HTTP: POST

BxogHble napametpsl: (SCS-cookie)

Pe3ynbTat ycnewHoro ncnoaHeHuns: obbekT StartUpdate, (SCS-cookie)
[JevictBne: OCTaHOBUTb aKTUBHbIN NPOLLECC OOHOBNEHUS.

URI: /api/10.2/stop_update

Metog HTTP: POST

BxogHble napametpsl: (SCS-cookie)

Pe3ynbTaT yCnewHoro UCnoaHeHns: nycton obbekT, (SCS-cookie)
[JevictBue: MNpocmoTpeTs MHGOPMaLMIO O 3arpy>KEeHHbIX BUPYCHbIX 6a3ax
URI: /api/10.2/baseinfo

Metog HTTP: GET

BxogHble napametpsl: (SCS-cookie)
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Komanpa API OnucaHue

Pe3ynbTaT ycnewHoro ncnoaHeHuns: ob6bekT BaselnfoResult, cogepxalinin
06bekT VirusBaselnfo, (SCS-cookie)

KomaHOb! ynpasaeHus nuyeHsuel

install license [leiicTBrIe: YCTaHOBUTL yKa3aHHbIN K1HOUEBO daii.
URI: /api/10.2/install license
Metog HTTP: POST

BxogHble napametpsl: (SCS-cookie), Teno karoueBoro Garina (v apxmea,
cozepkaLlero KatouyeBon darin)

Pe3ynbTaT yCnewHoro UCnoaHeHns: nycton obbekT, (SCS-cookie)
KomaHObI nodkroYeHUs K cepsepy 4eHmpaau3o8aHHol 3auumel
esconnect [JenictBrne: BKNHOUNUTb PeXnM LeHTPaAN30BaHHOM 3aLLUThI.
URI: /api/10.2/esconnect
Metog HTTP: POST
BxogHble napametpsl: (SCS-cookie), 06bekT ESConnection
Pe3ynbTaT yCnewHoro UCnoaHeHns: nycton obbekT, (SCS-cookie)
esdisconnect [JelictBue: BbIKNOUNTE PEXUM LLEHTPaNM30BaHHON 3aLnThbI.
URI: /api/10.2/esdisconnect
Metog HTTP: POST
BxogHble napametpsl: (SCS-cookie)
Pe3ynbTaT yCnewHoro UCnoaHeHns: nycton obbekT, (SCS-cookie)
KoHdpurypaLms KOMNOHEHTOB BO3BpaLLLaeTCs 1 3a4aeTca B BUAE Tak Ha3biBaeMOW siekcuyeckol
kapmel, TO €CTb B BUAe NOCAeA0BaTENbHOCTU Map «napameTp»/«3HadeHne». O6bekT LexMaps

BCerfa CoOAep>XMT TPU BIOXKEHHbIX obbekTa LexMap, cogepxkalymx creayrolme nekcnyeckme
KapTbl:

e active — aKTVBHbIe (aKTya/lbHble Ha TeKyLMA MOMEHT) MapameTpbl;

e hardcoded — 3HauyeHUs Nno YMO4aHUKO (I'IpVIMeHFIFOTCﬂ ANA napamMeTpoB, 3HaYeEHMA KOTOPbIX
He yKa3aHbl NN YKa3aHbl HeKOppeKTHO),'

e master — KapTa 3HaYeHul napamMeTpoB KOHq)l/II'ypaLl,l/ll/I, 3a4aHHbIX KIMEHTOM ANA
MCMo1b30BaHMA.
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@ KomaHga get lexmap BCerAa BO3BpaLLAET Bce Tpu Habopa 3Ha4YeHWI NapaMeTpoB

KOHbUrypaLmm 415 BCEX KOMMOHEHTOB, KOTOPbIe MOTYT NPWCYTCTBOBaTh B coctaBe Dr.Web
Server Security Suite, a He TO/JIbKO TeX, KOTOPblE YCTaHOB/IEHbI U paboTatoT.

OnucaHue ncnosibdyemMmbix 06bekToB JSSON

1)

2)

3)

4)

LexMaps — O6'beKT, co,u,ep>|<au_|,|/|17| aKTMBHYHO, NpejgonpeaeneHHyro n onpeaeneHHyro
noJsib3oBatenemM NekKCcn4yeckme KapTbl NapaMeTpoOB:
{
"active": <lexMap>, //AKTUBHHE BHaYeHUS [NAaPaMETPOB KOHQUIYypaLMu

"hardcoded": <LlexMap>, //llpenonpeneseHHHEe SBHAYEHUS [NAPaAMETPOB KOHOUIYypaLumu
"master": <lexMap> //3HaueHus napaMeTpoB KOHOUIypauuy, 3BamaHHHE [I0JIb30BaTeJIeM

}
Kaxxgoe 13 ykazaHHbIx nonen saaseTcs o6bekTom LexMap, KOTOpbIY, B CBOKO ouepesb,
cozep>XXunT Maccue ob6bekToB TMNa LexOption.

LexMap — OBbBEKT, COAep KAl NeKCUYECKYHO KapTy NapaMeTpoB:

{

"option": [<LlexOption>] //MaccuB onumi KOHOUTYypaLUM

}
LexOption — 06beKT, cofep>Kalymii napaMeTp AN CeKLMo KoOHGUrypauum (rpynny
napameTpoB):

{

"key": <cmpoka>, //VMs onumy (napaMeTrpa KOHQUIYypauuu MM CEKLMM)

*"yalue": <LexValue>, //Ecniu manHas onumud SBJISeTCHS NapaMeTpOM

*"map": <lexMap> //Ecyu manHas onums SBJISETCS CeKLMENR

}
CYMBONIOM * MOMeuYeHbl Heobs3aTelbHble NapaMeTpbl.

O6bekT LexOption npeactaBaset cobow cekumto nam napameTp koHourypaumm Dr.Web Server
Security Suite. OH 0b6s3aTenbHO COAEPXMUT NoJsie key, COOTBETCTBYHOLLLEE UMEHW CEKLMN UK
napametpa, a Takxe nnMbo nose value (ecam 06bekT — 3T0 NnapameTp), mbo none map (ecau
310 cekums). Cekuma Takxe npescTaBaseT cobon obvekT Tvna LexMap, a 3HaueHne
napameTpa — 06bekT LexValue, coaep>kalumin none item, ONMCbIBatoLLEe 3HAYEHME
napameTpa B CTPOKOBOM BUze.

LexValue — 06BEKT, cOAep>Kallnin MacCUB 3HAYEHWIA NapamMeTpa:
{

"item": [<cmpoka>] //MaccuB 3HaUeHMM NapaMeTpa

}
KomaHaa set lexmap NpuHMMaeT Ha BXOA 06bekT LexMap, KOTOpbIM JOKEH coaepKaTb Te
napameTpbl, 3HaUEHMA KOTOPbIX HEOHXOAMMO 3aMEHUTb Ha HOBbIE MW COPOCUTb B 3HaUEH WS
no ymonyaHuto. lMapameTpsbl, KOTOpble caesyeT cCOPOCUTb B 3HAUEHWNA MO YMONYAHUIO, He
BODKHBI cofep>KaTb nNons value. [NapaMeTpsbl, HE YNOMAHYTbIE B 1€KCMYECKOW KapTe,
nepesaHHOW KOMaHAe set lexmap, OCTaHyTCA 6e3 nsmeHeHnn. B pesynbrate ncnonHeHms
KOMaHja set lexmap BO3BpaljaeT 06bekT SetOptionResult, cogepxalumit usmeHeHHble
3HaUEHMA KaXAO0ro M3 ykasaHHbIX B KOMaHZe napamMeTpoB.
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7)

8)

9)
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SetOptionResult — 06beKT, MOae item KOTOPOro COAEP>XUT MacCUB C U3MEHEHHbIMU
3HaYeHNAMMN NapamMeTpoB:
{
"item": [<SetOptionResultltem>] //Maccus pesynbTaToB
}
O61bekT cogepxmnT Maccns obbekToB SetOptionResultltem, koTopble cogepkaT M3MeHeHHbIe
3HaYeHMA KaXAO0ro 13 yKasaHHbIX B KOMaHAe napamMeTpos.

SetOptionResultItem — 0BBEKT, cogep>awmnin MHGopMaLmno 06 N3IMEHEeHUN 3HaUEeHNs
napameTpa:
{

"option": <cmpoka>, //UMsa napamerpa

"result": <cmpoka>, //Pe3ynbTaT M3MEHEHMsS BHAUYeHMs (KO OWMOKM)
*"lower limit": <cmpoka>, //HuxHAa momycTUMas TpaHula SHAUYeHUM
*"ypper limit": <cmpoka> //BepxHag HOomyCTuMas TpaHMLa 3HAYEHUM

}
CYMBONIOM * MOMeuYeHbl Heobs3aTelbHble NapaMeTpbl.

Mone option coaepXxuT B cebe nma napameTpa, K KOTOPOMY MPUMEHANOCh AeNCTBIE, a
result — pe3y/abTaT NOMbITKN U3MEHUTb ero 3HayeHve. Ecan HoBoe 3HaueHmne Bbino
yCMeLwHO NpUMeHeHO, Nnoje nMeeT 3HadeHre EC_OK. B cayyae owmnbkn B obbekte MoryT
npucyTCTBOBaTh NOAA lower limit M upper limit, cogepxaline Hanbosbluee un
HavMeHbLUee A0oNyCTUMble 3HaUYeHMs NapameTpa.

StartUpdate — 06beKT, cogepXawmi HGopMaL Mo 0 HayaToM npouecce OOHOBAEHUS:
{

"start update":

{

"attempt id": <yqucro> //VmenHTndMKaATOP BalyleHHOTO MIpoLecca OOHOBJIEHMS
}
}

ESConnection — O6'beKT, COAep>KaIJJ,VIVI VIHCI)OpMaLI,l/IPO O NOoAKNHOYEHUN K CcepBepy
LI,eHTpaJ'Il/I3OBaHHOVI 3alnThbI.
{
*"server": <cmpoka>, //<Ampec yama>:<nopT> (6e3 npedpuxca http/https)
"certificate": <cmpoka>, //Kmnou cepepa B baseb64
*"newbie": <6yse80 3HayeHue>, //Io ymomuanuno: false

*"login": <cmpoka>, //ViMa mnosb30BaTENS
*"password": <cmpoka> //IapoJsb

}
CYMBONIOM * MOMeyYeHbl Heobs3aTelbHble MapaMeTpbl.

MNMapameTpbl login 1 password yKasblBatOTCA, €M newbie = true.
MNepea NoakNtOUEHNEM CKavalTe C cepBepa LeHTpasM30BaHHOM 3awwmTel dann ceptmdumkaTta u
BbIMNO/IHNTE KOMaHAY:

$ cat certificate.pem | base64
CTpoKy, MONyYeHHYO B pe3yJibTaTe BbIMOJHEHWS 3TON KOMaHZAbl, 1 HY>XHO MCNO/Ib30BaTh B
KayecTBe 3Ha4YeHUA NapamMeTpa certificate.
BaseInfoResult — 0b6bekT, cop,ep>|<au.|,vu7| VIHCI)OpMaLI,l/IPO O 3arpy>XeHHbIX BUPYCHbIX ba3zax:
{

"vdb_base stamp": <4ucio>, //BpeMmeHHas MeTka ©Gas3hH
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"vdb bases": [<VirusBaselnfo>] //DeranbHas undopMauus o Hase

}

10)VirusBaseInfo — 06bEKT, coAepXkawnin noapobHyro MHGOPMaLMIO O BUPYCHOM ba3e:

{
"path": <cmpoka>, //Tyre no damna 6Gasw

"virus_records": <uyucjio>, //KojmuecTBO 3ammucer B O6asze

"version": <yucno>, //Bepcusa 6asw

"timestamp": <4yucio>, //BpeMeHHas MeTKa Oas3h

"md5": <cmpoka>, //MD5-xem ©asbl

"load result": <cmpoka>, //PesynbTaT 3arpyskm Oase (B Clydae YCIEWHOM 3arpPy3Ku —
EC OK)

*"shal": <cmpoka> //SHAl-xem ©Gasu
}

CMBOIOM * MOMeueH Heobs3aTe/IbHbIN napameTp.

NMpoBepka 06beKTOB

KomaHgabl APl ans npoBepkin 06bEKTOB:

Komanpa API OnucaHue
lposepka daHHbIx (ucnose3yemcs 8biz08 komnoHeHma Dr.Web Network Checker)

scan_request [JenctBune: 3anpoc Ha co3gaHne nogkarodeHns (endpoint) ans NpoBepKm
JaHHbIX C HEOBXOAMMbIMU MapaMeTpamMu.

URI: /api/10.2/scan request

Metoa HTTP: POST

BxogHble napametpsl: (SCS-cookie), 06bekT ScanOptions

Pe3ynbTaT ycnewwHoro ncnosHexuna: obbekT ScanEndpoint, (SCS-cookie)

scan_endpoint [JeicTBure: 3anyck NpoBepKM JaHHbIX (Hanpumep, Tena dakina) Ha
CO3laHHOM MOAKAtOUeHMN endpoint.

URI: /api/10.2/scan endpoint/<endpoint>

Metoa HTTP: POST

BxoaHble napametpbl: (SCS-cookie), npoBepsieMble faHHble
Pe3y/bTaT ycrnewHoro ncnoaHeHuns: o6vekT ScanResult, (SCS-cookie)

scan_path [Jeicteme: CkaHnpoBaHue darina Uan Katanora, pacrnoNodXKeHHOro no
yKazaHHOMY nyTu.

URl: /api/10.2/scan path

Metoa HTTP: POST

PykoBoacTBO agMunHMCTpaTopa

250



A
)
A

i
< %"‘ KomnoHeHTbl Dr.Web Server Security Suite

Py
v

Komanpa API OnucaHue

BxogHble napametpbl: (SCS-cookie), 06bekT ScanPathOptions

Pe3ynbTaT ycnewHoro ncnoaHeHns: obbekt ScanPathResult, (SCS-cookie)
scan_stat [eiicteue: MonyyeHne CTaTUCTUKN CKaHUPOBAHMS.

URI: /api/10.2/scan_stat

Metog HTTP: GET

BxogHble napametpsl: (SCS-cookie), popmart cratmuctkm (JSON nam CSV)

Pe3ynbTaT ycnewHoro ncnoaHeHuns: obbekT ScanStat (ecam BoibpaH dopmat
JSON), (SCS-cookie)

Ecnv BbibpaH dopmat CSV, B OTBET Ha 3anpoc byaeT Bo3BpalleHa Tabauua,
cTonbubl KOTOPOW COOTBETCTBYHOT MNOAsSIM 06bekTa ScanStat.

OnucaHune ucnosib3yembix o6bekToB JSON

1) ScanOptions — 0BBEKT, COAEPXKALLUMA NapaMeTpbl, UCMOIb3yeMble NPW co3gaHum endpoint
A8 NpoBepkn Gpannos:
{
"scan_timeout ms": <yucno>, //TarM-ayT Ha OpPOBepKy O(anna B MC
"cure": <6ysego 3HayeHue>, //IpuMeHATH JM JedeHMEe K MHOUUUPOBAHHOMY baiiry
"heuristic analysis": <6yseso 3Ha4yeHue>, //JCNOJIb30BATL JIM SBPUCTUUECKMIA AHAIINS

"packer max level": <yuc/o>, //MakKCUMaJIbHEINI yPOBEHBL BJIOXEHHOCTM IJIsI 3alaKOBaHHHX
ODOBEKTOB

"archive max level": <yucso>, //MaKCHMaJbHEM YPOBEHb BJIOXKEHHOCTM IJIS APXMBOB

"mail max level": <yucio>, //MaKCUMaJbHEY YPOBEHL BJIOKEHHOCTM [IJIS MOYUTOBHIX
OOBEKTOB

"container max level": <4yucn0>, //MakKCHUMaJIbHEII yPOBEHB BJIOKEHHOCTM HJIA IPOUYMX
CJIOXHBEIX ODOBEKTOB (KOHTEMHEPOB)

"max compression ratio": <yucio>, //MakcuMmanbHas BeNMYMHa KOSOOMUIMEHTa CXaTus
APXMBOB

"min size to scan": <4yuc/io>, //MuHMMANBHE pPasMep OOBEeKTa IJIA CKaHMPOBaHMA

"max size to scan": <yuc/o>, //MakKCuMaJIbHEINI pasMep OOBEeKTa HOJsd CKaHMPOBAHUS

"threat hash": <6yseeo 3HayeHue> //losy4aTs JM xemwy OOCHAPYXEHHHX yTpO3

}

2) ScanPathOptions — 06beKT, cogepyKalLnii NapaMeTpbl CKaHMPOBaHMsA dalina Uan Katasora
Mo yKasaHHOMY MyTu:

{

"path": <cmpoka>, //AOCOJIOTHEINI NyTh OGaiia MiIM kaTajora Ijis CKaHMPOBAaHUS

*"exclude path": [<cmpoka>], //Cnucox myTelM, MCKIIOYEHHEIX M3 CKaHMPOBAHMA (MOXHO
JCIOJIb30BATE MaCKM)

*"scan timeout ms": <yucsio>, //TaviM-ayT CKaHMPOBAaHMA OIHOT'O OOBLEKTa

*"archive max level": <yuci0>, //MaKCUMaJbHBY YPOBEHb BJIOKEHHOCTM IJIS APXMBHEIX
OOBEeKTOB

*"packer max level": <yucso>, //MaKCHMaJbHBY YPOBEHL BJIOKEHHOCTM IJIS 3alaKOBaHHEIX
OOBLEeKTOB

*"mail max level": <4yucn0>, //MakCHUMaJIbHEII yPOBEHB BJIOXEHHOCTM HJIS IOYTOBEIX
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*"container max level": <yuc/io>, //MaKCUMaJIbHEINI yPOBEHBL BJIOXEHHOCTMU IJIS MPOUMX
CJIOXHBEIX ODOBEKTOB (KOHTEMHEPOB)
*"max compression ratio": <yucn0>, //MaxkcuManbHas BeJMUMHa KO3bdMUMEeHTa cxaTud
APXUBOB
*"heuristic analysis": <6yse80 3Ha4eHue>, //VCHONB30BATEL JIM SBPUCTUYECKMIZ aHaiM3 (IO

yMoJiuaHmio true)
*"follow symlinks": <O6yseeo 3HauyeHue>, //IlepeXOOUTb JMU MO CHMBOJIMYECKMUM CCHIIKAM

*"min size to scan": <4uci10>, //MuHMMAaJNBHENI pasMep OOBEKTa IJIA CKaHMPOBAHMA
*"max size to scan": <4uci10>, //MakCHMMAaJIbHEI pasMep OOBEKTa MJIA CKaHUPOBAaHMUA
*"timeout ms": <yucio>, //TarM-ayT CKaHMPOBAHMUSA BCEX OOBLEKTOB

*"threat hash": <6ysnego 3Ha4eHue> //Bosepamars su SHAl- u SHA256-xemn yrpos
}

CVMMBOJIOM * MoMeYeHbl Heobs3aTesibHble napamMeTpbl.

3) ScanPathResult — 0OBbEKT, coaepKalLmii pe3yabTaTbl CKaHMPOBaHMA dGalina nam kataaora
Nno yKasaHHOMY MyTu:

{

//ScanPathResult:
"results": [<ScanResult>], //Pe3ynbTaTH CKaHMPOBAHMA
*"error": <cmpoka> //Ommubka, ecCaM MNPOLEeCC 3aBepumyCsa C OomMOKONM (HampuMmep, IO

TarM—-ayTy)

}
CVMMBOJIOM * MOoMeYeH Heobs3aTeNbHbIN napameTp.
Ecan CKaHMpOBaHWMe 3aBepLEeHO yCNewHo, CTPOKa error 6yp,eT OTCYyTCTBOBAaTb B OTBETE.

4) ScanResult — 0ObBEKT, cOAepXKaLLMIA pe3yabTaTbl CKAHUPOBAHMSA:

{
//ScanResult:

"scan_report": <ScanReport>, //OrueT O CKaHMPOBAHUM
*"shal": <cmpoka>, //Xem SHAl yTIpoO3H

*"sha256": <cmpoka> //Xewm SHA256 yIpO3EH
}

CVMMBOJ/IOM * nMomeueHbl Heoba3aTeslbHble MapamMeTpbl.
5) ScanReport — 0b6beKT, cogepXalnii MHbopmMaLmio o daine ¢ 0bHapy>KEHHOW yrpo30Mu:
{

//ScanReport:

"object": <cmpoka>, //Crpoka, uMs NPOCKaHMPOBAHHOTO OOBLEKTA
// Ina daina: abCOJOTHEI OYyTh, IJ8 BJOXEHHOTO OOBeKTa — mMA Odalsa
// Ina Be3oBa scan_endpoint OymeT Bcerma yKas3hHBaTbh Ha BPEMEHHEINT bami

*"size": <4yucno>, //Pasmep obbekTa

*"compressed size": <yuc/io>, //Pasmep OOBEKTa B CXAaTOM COCTOSHUM

*"core fingerprint": <cmpoka>, //OTnedaToK IBMXKA

*"packer": [<cmpoka>], //CHMCOK YHNaKOBUMKOB, KOTOPEIMM OBJI 3amakOBaH OOBEKT
*"compression ratio": <yuci0>, //KosdduumeHT cxaTusa apxuba

*"archive": <Archive>, //Ceemenusa o Tumne apxmpa (KOHTelHepa), eciy OBLEeKT pacrno3HaH
KakK TaKOBOM

*"yirus": [<Virus>], //YTposH, OBHApyXeHHEE B OOLEeKTe (eCyM HalICeHH)

*"item": [<ScanReport>], //OTYeThH O CKAHMPOBAHMM BJIOXEHHHX OOBEKTOB (€Ciu OHM OBUIN)
*"error": <cmpoka>, //OmmOkra CKaHMPOBaHMSA (eCJyM BOBHMKJIIA)

*"heuristic analysis": <6ysego 3Ha4eHue>, //VCNOJNB30BAJICS JIM 3BPUCTUYECKUI aHAINU3
(true — mcnonb3oBancsa, false — HeT)

*"cured": <6ysego 3HayeHue>, //Bruieden su oO6BeKT (true — BruledeH, false — Her)

*"cured by deletion": <6yﬂeeo 3Ha4yeHuUe>, //YmaneH Ju OOBLEKT B XOome JeueHusa (true —
ynaneH, false — HemT)

*"new path": <cmpoka>, //HOBH myTb K OOBEKTY, IE€PEMMEHOBAHHOMY B XOIE JIeYeHUS
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*"yser time": <yucn0>, //BpeMs, NPOBEINEHHOE B NPOCTPAHCTBE [OJIb30BATENIS
*"system time": <yuc/io> //BpeMs, NPOBENEHHOE B CUCTEMHHEX BH30BaX BO BpPEMsd
CKaHMPOBAaHMA

}
CYMBONIOM * MOMeuYeHbl Heobs3aTelbHble NapaMeTpbl.

MNona virus M error MOryT OTCYTCTBOBaTb B OTBETE, EC/IN B XOA€E CKaHWPOBaHUA He Bbino
HaAeHO HMKaKMX Yrpo3 UAN He MPOU3OLLIO HUKaKuX ownbok. [nq Bbi3oBa scan _endpoint
none scan_endpoint Bcerga ykasbiBaeT Ha BPeMeHHbIN $alis, CO34aHHbI KOMMOHEHTOM
Dr.Web Network Checker B nokanbHon dpannoBon cucteme cepsepa (B 310T daiin
MOMeLLaroTCA JaHHble ANA MPOBEPKM, OTNpaB/eHHbIe B Tesle 3anpoca scan_endpoint).

6) ScanEndpoint — 06bBeKT, cogepkalwmi HGopmaLmo o co3gaHHOM endpoint Ans
nposepkn $annos:
{

"endpoint": <cmpoka> //YHMKaIbHEM MIOeHTHbMKaTOp cos3maHHOoro endpoint

}

Bo3BpalueHHbIV B Tesile 06bekTa naeHTndumkatTop endpoint UCNonb3yeTcs ANs 3anycka
npoBepku darna kKomaHAoM scan_endpoint (kak 4actb URI).
7) VirusInfo — 0b6bekT, cogepawmm nidbopmaumio o6 obHapy>KeHHOW yrpose:
{

"type": <cmpoka>, //Twun BHSABJIEHHOM yTPO3H
"name": <cmpoka> //HasBaHue yTPO3EH

}
MNone type (TN yrposbl) — CTpOKa BUAA SE XXX:
e SE_KNOWN VIRUS — M3BeCTHas yrposa,
e SE VIRUS MODIFICATION — MOAU}MKALIMA N3BECTHOW yrpo3bl,
e SE_UNKNOWN VIRUS — Heu3BecTHaa yrpo3sa (MoA03puTesibHbIN 06BbeKT),
e SE ADWARE — pek/JamHas nporpamma,
e SE DIALER — nporpamMmMa aBTO403BOHa,
e SE_JOKE — nporpamma-LiyTka,
e SE RISKWARE — noTeHLUMasbHO onacHoe [10,
e SE HACKTOOL — nporpamMma B3/ioma.

8) Archive — 06beKT, cogepyKalnin MHpopmMaLmio 06 apxrBe, 3anakoBaHHbIX OOBbEKTAX,
MOYTOBbIX COOBLLEHMAX U APYTUX KOHTENHEpaX:

{

"type": <cmpoka> //Twun apxuBa, MOXET [IPMHVMMATL OIHO M3 BHAUEHMUIA:
"SE ARCHIVE" //Apxus
"SE MAIL" //Incbmo
"SE CONTAINER" //HpyToif Tum KOHTeMHepa

,"name": <cmpoka> //®opmaT apxupa

}

9) ScanStat — 06beKT, cogep KaLlnii CTaTUCTUKY NPOBEPOK:
{

"origin": <cmpoka>, //IpuioxeHue, OO BaNpoCy KOTOPOT'O OBUIO BHIIOJIHEHO CKAaHMPOBaHMUE
// CUeTumKy BapaxeHHHX OOBLEKTOB:

"known virus": <yucno>, //KoamuecTBO BapaxeHHHX M3BECTHEMM yT'PO3aMy OOBEKTOB
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"virus modification": <yucno>, //KommuecTBO OOBEKTOB, BapPaXeHHHX MOOMpuUKalMeln
M3BECTHOM yTPO3BL

"unknown virus": <yucio>, //KOIMYeCTBO BapPaXeHHHX HEM3BECTHHMM yIPO3aMu OOBEKTOB
"adware": <yucno>, //KomuuecTBO 0OBEKTOB C SE ADWARE

"dialer": <4yucno>, //KommuecTro 0OBekTOB C SE DIALER

"joke": <yucno>, //KommuecTBO 06BeKTOB C SE JOKE

"riskware": <4ucio>, //KomnmdecTeBo 06BeKkTOB C SE_RISKWARE

"hacktool": <yucno>, //KommuecTBO 06BeKTOB C SE HACKTOOL

"cured": <yucno0>, //KoauuecTBO BLUICEUEHHEX OOBLEKTOB

"quarantined": <4yucio>, //KommMuecTBO OOBEKTOB, [NOMENEHHHX B KapaHTUH

"deleted": <uucio> //KonnuecTBO yHAJIEHHHX OOBEKTOB

anaBneHMe CNMUCKOM yrpos

[na ynpaBneHus CNUCKOM Yrpo3, 0BHapy>KeHHbIX MPU CKaHMPOBaHWK, JOCTYMHbI CaeaytoLine
komaHAabl HTTP API:

Komanpa API OnucaHue
threats [Jenctue: MonyunTb nepedeHb AeHTUONKATOPOB BCEX OOHAPY>KEHHbIX
yrpos.

URI: /api/10.2/threats/

Metog HTTP: GET

BxogHble napametpsl: (SCS-cookie)

Pe3ynbTaT yCnewHoro UCNoNHEHNs: MacCUB NAeHTUGMKATOPOB yrpo3

threat info JevictBue: Monyunts MHPopmMaLmto 06 yrpose ¢ naeHtTnudumkatopom <threat
ID>.

URIL: /api/10.2/threat info/<threat ID>
Metog HTTP: GET
BxogHble napametpsl: (SCS-cookie)
PesynbTtaT ncnonHenus: (SCS-cookie), o6bekT FileThreat
cure_threat JevictBure: MonbITaTbCA BbINEUUTL YIPO3Y C MAeHTUdUKaTOpoMm <threat ID>.
URL: /api/10.2/cure_threat/<threat ID>
MeTtog HTTP: POST
BxogHble napametpsl: (SCS-cookie)

PesynbTtaT ncnonnenus: (SCS-cookie), nyctoin obbekt
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ignore threat

quarantine_ threat

{
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OnucaHue

[JevictBue: Yaanutb Gaiin, cogep>kallmii yrposy ¢ naeHtndukatopom <threat
ID>.

URI: /api/10.2/delete threat/<threat D>

Metog HTTP: POST

BxoaHble napameTtpsl: (SCS-cookie)

PesynbTat ncnonHenus: (SCS-cookie), nycton o6bekT

[Jevicteue: NMponrHoprpoBaTb yrpo3y ¢ naeHtudukatopom <threat ID>.
URI: /api/10.2/ignore threat/<threat ID>

Metog HTTP: POST

BxoaHble napameTtpsl: (SCS-cookie)

PesynbTat ncnonHenus: (SCS-cookie), nycton o6bekT

[Jevicteue: NepeMecTnTb B KapaHTUH yrpo3y ¢ naeHTudrkatopom <threat
ID>.

URI: /api/10.2/quarantine threat/<threat ID>
Metog HTTP: POST
BxoaHble napameTtpsl: (SCS-cookie)

PesynbTat ncnonHenus: (SCS-cookie), nycton o6bekT

Y KaXA0n HanAeHHOM yrpo3bl UIMEETCA YHUKa/bHbIN LLeNOUYNCNEHHbIN naeHTudumKaTop <threat
ID>. Cnncok naeHTdMKaTopoB BCeX OOHaAPY>KEHHbIX YrpO3 BO3BpALLAETCA KOMaHA0M threats.
B komaHaax threat info, cure threat, delete threat, ignore threatmn
quarantine threat MOXHO UCNOAb30BaTb TONbKO MAEHTU(MKATOPbI YTPO3 M3 3TOrO Crmncka.

Bcto nHpopmaumto 06 oTaeNbHOM Yyrpo3e U3 CNNCKa, BKAOYas NCTOPUIO AENCTBUM C HEW,
BO3BpallaeT 3anpoc threat info B BUje obbekra FileThreat.

OnucaHune ucnosib3yembix o6bekToB JSON

1) FileThreat — 06beKT, cogepkalwmnin B cebe cneayroLyto MHGopMaLuto:

"threat id": <4ucio>, //VneHTmdMKaTOp YTIPO3H

"detection time": <Unix-epemsa>, //IaTa u BpemMsa OOHaAPyXeHUS yTPO3H

"report": <ScanReport>, //Oruer o mpoBepke oanna

"stat": <FileStat>,
"origin": <cmpoka>,

//Viubopmauus o odaie

//VIMs KOMIIOHEHTa, OOHAPYXMBIUIETO YI'PO3Y
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"origin pid": <yucso>, //PID KOMIOHEHTa, OOHAPYXMBIIEIO yIPO3Y
"task id": <yucio>, //VineHTudMKaTOP 3amauM Ha IPOBEPKY B CKaHMPYWIEM AOpe
"history": [<ActionResult>] //Vicropusa memcTBUM C yIpo30i (MaccCHB)

}

Mone report cogepxut obbvekT ScanReport; none stat — obwvekT FileStat, a none
history — maccvB o6bekToB ActionResult (nctopma AencTBM NO OTHOLWEHWIO K dany).

2) ScanReport — 06bekT, cogep>kalmi nHPopmaLmto o dparane ¢ 0bHapy>XeHHOWN yrpo30i:

{

"object": <cmpoka>, //OBweKT 0aiJIoOBOI CHUCTEMH C YTPO30lt

"size": <yucsno>, //PazmMep bansa c yrpos3ou B BanTax

"virus": [<Virusinfo>], //llepeueHbp cBemeHuit 06 OOHAPYXEHHHX yTPO3ax
*"error": <cmpoka>, //CoobmeHme 00 oummbke

"heuristic analysis": <6y/seg0 3Ha4yeHue> //VICNOJNIb30BAJICA JIM SBPUCTUUECKMUIA AHAINS
(true — ucnomp3zoBasnca, false — HeT)

}
CvMBONIOM * MOMeuyeH Heobs3aTebHbIN NapameTp.

MNone virus npeacraBaset cobon maccme ob6bekToB Virusinfo, cogepxawmx nHdopmaumnto
060 Bcex 0bHapy>XeHHbIX yrpo3ax. [lose error NPUCYTCTBYET, TOIbKO €C/IM MPOM30LLANa
owmbka.

3) FileStat — 06BeKT, cogepkaLlnin CTaTUCTUYeCKyto MHbopMaLmo o Garne:

{

"dev": <yucio>, //YCTpOMCTBO

"ino": <yucno>, //VHmexkcHeli meckpunTop (inode)

*"size": <yucno>, //Pasmep barnsa

*"yid": <User>, //VimeHTudMKaATOpP MOJIb30BATEsA-BJlanesblia
*"gid": <Group>, //UmeHTUOUKATOP TPYNNH BJaLEJbLEB
*"mode": <4ucno>, //Pexum nocTyna K odaniy

*"mtime": <Unix-epems>, //DIara u BpeMa momubmxauum odaria
*"ctime": <Unix-epems>, //Iara u BpeMa cosmaHus Qaina
*"rsrc size": <yucio>,

*"finder info": <cmpoka>,

*"ext finder info": <cmpoka>,

*"uchg": <cmpoka>,

*"yolume name": <cmpoka>, //Vima Toma

*"yvolume root": <cmpoka>, //KopeHb (TOouka MOHTMPOBAHMSA) TOMa
*"xattr": [<Xattr>] //PacumpeHHasa mHbopMauusa o dariie

}
CYMBONIOM * MOMeuyeHbl HeobA3aTebHble MapaMeTpbl.

MNone xattr npeacraBaseT cobon MaccMB O6bEKTOB Xattr. ITOT O6BEKT COAEPXKMT ABa
CTPOKOBbIX NO/IA name M value. MNona uid n gid npeactaBaatoT cobon 06bekTbl User U
Group, XpaHsLwme nHGopmaL Mo 0 Nosb3oBaTesie-BaaseNblie 1 O rpynne BAajenbLes
cooTtBeTcTBEHHO. OHU cozepykaT Nno ABa noas:

e uid (gid) — YNCNOBOW MAEHTUPUKATOP Nosb3oBaTeNs (rpynnbl);

e username (groupname) — CTPOKOBOE MM#A NOAb30BaTeNa (rpynnbl).

4) ActionResult — 0b6bekT, cogep>kanini HGOPMaLMIO O AEUCTBUM MO OTHOLLEHMIO K danay

N ero pesynbrarte:
{

"action": <cmpoka>, //lpumeHseMOe HeMCTBUE
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"action time": <Unix-epems>, //Iara m BpeMs MNPUMEHEHNS
"result": <cmpoka>, //Pe3ynbTaT NPUMEHEHUS
"cure report": <ScanReport> //OruyeT O NPUMEHEHMUM NENCTBUA

}

KomaHgbl cure threat, delete threat, ignore threat M quarantine threat
BO3BpAaLLatOT NMyCTON 06BEKT B C/lyYae YCneLHOro BbinoaHeHns. Eciv 3anpoleHHoe genctame ¢
Yrpo30W 3aBepLUNIOCh OLIMOKON (HanprMep, Yrpo3y He yAanocCb HEUTPaan30BaThb), TO BMECTO
nycroro obbekTa byaeT Bo3BpalleH 06bekT Error.

YnpaBneHne KapaHTUHOM

ﬂ'flﬂ yrnpaBaeHna CoOAepP>XMbIM KapaHTUHAa, XPaHALLEro yrpo3bl, 4OCTYMHbI caedyrouime KOMaHAbl
HTTP API:

Komanpa API OnucaHue
quarantine [Jevictue: Monyuntb nepeyeHb NAeHTUHNKATOPOB 06BHEKTOB, MOMELLEHHbIX B
KapaHTUH.

URI: /api/10.2/quarantine/
Metog HTTP: GET
BxoaHble napameTtpsl: (SCS-cookie)

PesynbTat ycnewHoro ncnoaHenus: (SCS-cookie), MmaccvB 06beKTOB
Quarantineld (06bekTOB B KapaHTUHE)

gentry_info [Jevicteue: Monyuntb nHGopmaLmMio 06 N30N1MPOBaHHOM B KapaHTUHE 0O6beKTE C
naeHtTndukatopom <entry ID>.

URI: /api/10.2/gentry info/<entry ID>
Metog HTTP: GET

BxoaHble napameTtpsl: (SCS-cookie)

PesynbTat ncnonHeHus: (SCS-cookie), o6bekT QEntry

cure_gentry [JevictBre: BbINoNHUTL NOMNbITKY NeveHns obbekTa ¢ naeHTudukaTtopom <entry
ID>, HaxozALerocsa B KapaHTUHe.

URI: /api/10.2/cure gentry/<entry ID>
Metog HTTP: POST
BxoaHble napameTtpsl: (SCS-cookie)

PesynbTat ncnonHenus: (SCS-cookie), nycton o6bekT

PykoBoacTBO agMunHMCTpaTopa

257



A7

Py
$

A
)
A

KomnoHeHTbl Dr.Web Server Security Suite

Komanpa API OnucaHue
delete_gentry [JelictBre: Yaanutb U3 kapaHTMHa o6bekT ¢ naeHTudmkatopom <entry ID>.
URI: /api/10.2/delete gentry/<entry ID>
Metog HTTP: POST
BxoaHble napameTtpsl: (SCS-cookie)
PesynbTat ncnonHenus: (SCS-cookie), nycton o6bekT

restore_gentry [JevictBne: BoccTaHOBUTL (B MCXOLHOE MECTOMONOXEHWE) U3 KapaHTUHa 06BbekT
¢ naeHtudumkatopom <entry ID>.

URI: /api/10.2/restore gentry/<entry ID>
Metog HTTP: POST
BxoaHble napameTtpsl: (SCS-cookie)

PesynbTat ncnonHenus: (SCS-cookie), nycton o6bekT

KomaHga quarantine Bo3spalyaeT maccus o6bekToB Quarantineld, B KOTOPOM KaXAplih 06bekT
COAEPXUT naeHTNdKKaTop obbekTa, HaxOAALLLEroca B KapaHTuHe. ViaeHTndukatop coctonT n3
AByx yacten: chunk idwuentry id.

OnucaHue ncnosibdyemMmbix 06bekToB JSON

1) QuarantineId — 0b6BbeEKT, cOAep>KaLLMMA YAaCTU COCTAaBHOIO UaeHTUdmnKaTopa
N30/MPOBaHHOrO ob6bekTa:
{
"chunk id": <cmpoka>,
"entry id": <cmpoka>
}
KombuHauma 3Tux AByx nonen B Buge <entry_id>@<chunk_id> npepacraBnser coboi
naeHTMdMKaToOp N30IMPOBAHHOTO 06bEKTA, HAXOAALLEroCs B KapaHTUHe. DTOT
naeHTMdMKaTop yKasblBaeTCa BO BCEX 3aMpocax Ha BbINOJHEHWE AeUCTBUM C NH0ObIM
0b6bekTOM B KapaHTVHE Npu NOMOLLKM KOMaHA gentry info, cure gentry,
delete gentrywu restore gentry.KomaHga gentry info ucnonbsyerca ans
nosy4yeHuns nogpobHon nHdopmauum o6 n3oanpoBaHHOM 0bbeKTe Mo ero naeHTudmKaTopy.
OHa Bo3BpaLlaeT 06bekT QEntry.

2) QEntry — 06beKT, cogepyKalnin MHGopmMaLmo 06 N30IMPOBAHHOM OBOBEKTE:
{

"entry id": <cmpoka>, //Yactm uneHTMdMKaTOpa

*"chunk id": <cmpoka>, //u30IMpPOBaHHOTO OOBEKTA

*"quarantine dir": <cmpoka>, //Karajor xapaHTuHAa

"restore path": <cmpoka>, //IyTe, Kyzma 6yIoeT BOCCTAHOBJIEH OOBEKT
"creation time": <Unix-epemsa>, //IlaTa n BpeMsa MOMEWEHMA B KAapaHTUH

PykoBoacTBO agMunHMCTpaTopa

258



A7

Py
$

A
)
A

3)

4)

KomnoHeHTbl Dr.Web Server Security Suite

"report": <ScanReport>, //Oruer o mpoBepke o6BekTa (cM. ScanReport Bruie)
"stat": <FileStat>, //CraTtucrtuueckas uHbopMaumusa o odaine (cm. FileStat sBhme)
*"history": [<QEntryOperation>], //JicTopusa MaHUIYJALUA C OOBEKTOM

*"who": <RemoteUser>, //YnmaneHuwin Bramesiel damnna (ecim dann ObJT MSOJIUMPOBAH C
®anIoBOTO XpaHMUIMIA C CETEBBIM HOOCTYIIOM)

*"detection time": <Unix-epems>, //Iarta u BpeMs OOHapPyXeHMs yTPO3H
*"origin": <cmpoka> //KoMnoHeHT, OOHapyXMUBLMIA yIpPO3y

}
CYMBONIOM * MOMeuYeHbl Heobs3aTelbHble MapaMeTpbl.

MNone report coaepxut o6bvekT ScanReport, none stat — obbekT FileStat, a B none
history XpaHWUTCA NCTOPUA AeACTBUIA MO OTHOLLUEHWIO K N30IMPOBaHHOMY 06bekTy. Kaxaas
3anncb O AeNcTBUM onuncbiBaeTcs obbekTtoM QEntryOperation. Heobs3atenbHoe nose who
cosepXxut nHbopmaumto o6 yaaneHHOM nosib3oBaTesie B BUAe obbekTa RemoteUser.

QEntryOperation — 06BbeKT, XpaHALLNA MHGOPMaLMIO 06 onepaL My NO OTHOLLEHMIO K
06BeKTY B KapaHTUHE:
{
"action": <cmpoka>, //IelicTBue, NpUMeHsBIIEeCs K OOBEKTY (CM. OOO3HAUEHMUS HIIKE)
"action_ time": <Unix-epems>, //Ilava u BpeMs NpPMMEHEHUS NEACTBUS

"result": <cmpoka>, //Oumbka NPUMEHEHMUS HeUCTBUS (KOL BMIa EC XXX)

*"restore path": <cmpoka>, //IlyTe BOCCTaHOBJEHMA OOBEKTa M3 KapaHTuHa (ecnm action
= "QENTRY ACTION RESTORE")

*"rescan_ report": <ScanReport> //OrueT O NOBTOPHOM HpoBepke (ecim action =
'}'QENTRY_ACT ION_ RESCAN")
CMBOIOM * MOMeYeHbl Heobs3aTebHble napamMeTpbl.
MNMone action MOXET NPUHUMATL CAefyroLme 3HaUeHUs:
e QENTRY ACTION DELETE — MNoOnbITKa yAaneHus obbekTa 13 KapaHTUHa;
e QENTRY ACTION RESTORE — MOMbITKa BOCCTaHOBJIEHUA obbekTa 13 KapaHTUHa;
e QENTRY ACTION RESCAN — nonbITKa I'IOBTOpHOVI npoBepPKUn obbekTa B KapaHTUHE;
e QENTRY ACTION CURE — nonbITKa je4yeHuns obbekTa B KapaHTUHe.

RemoteUser — 00bEKT, cogep>awmm nibopmaumo ob yaaneHHOM nosb3oBaTese-
Bnagenble danina (eciv dpann 6bi1 M30AMPOBAH C CETEBOTO XPaHWIMLLLA):
{
*"ip": <cmpoka>, //IP-ampec MNOJb30BaTEIS

*"yser": <cmpoka>, //ViMs nojb30BaTENs
*"domain": <cmpoka> //IOoMeH MNOJb30BaTEIS

}

CMBOIOM * MOMeYeHbl Heobs3aTebHble napamMeTpbl.

KomaHgbl cure gentry, delete gentry u restore gentry BO3BpawaroT rlyCTO|7| 0b6bekT B
C/lyyae yCrnewHoro BbinoaHeHus. Eciv BbinosHeHWe KOMaHAbl 3aBepPLUMNOCh OLMOKOW, B OTBETE
BO3BpallaeTcA ob6bekT Error.
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Mpumepbl ncnonbsosaHua HTTP API

Ana nposepkn pabotsl HTTP APl MOXHO BOCMOAb30BaThCA yTUAMTOM curl. CTpyKTypy 1 popmat
3anpoca MO>XHO MpeAcTaBUTb CefyoLnM obpasom:

$ curl https://<HTTPD.AdminListen>/<HTTP AP/ URI> -k -X <memod HTTP>
[-H 'Content-Type: application/json' --data-binary '@<galin JSSON-o6vekma>"]
[-c <cookie-¢palin> [-b <cookie-¢palin>11 [> <dpalin pezynemama>]

e onumA —k yKasblBaeT, YTO curl MOXET He MPoBepATb KOPPEKTHOCTb NCNOAb3yemoro SSL-
ceptudukaTa;

e OMNuUMA —X UCNOAb3yeTCA ANA YKaszaHma ncnosblyemoro metoga HTTP (GET nam POST);
e onuma —H nucnosb3yetca ana gobasneHns 3aronoska Content-Type: application/json;

e onuna —-data-binary (MWam -d) NCNONb3YETCA A5 NMPUCOeANHeHMa K Teny 3anpoca JSON-
obbekTa, B3ATOrO 13 TEKCTOBOTO daina;

e eC/IM ANs aBTOpM3aLmm ncnonbsyetca SCS, dpanbl, cogepxkallme nepesaBaembii 1
npuHUMaeMbli SCS-cookie, ykasbiBatoTca B MapamMeTpax —b U —c COOTBETCTBEHHO.

MNoapobHyto nHGopmaumnto 06 oNuUMAX YTUANTBI curl MOXHO MOAYUYMTb C MOMOLLbIO KOMaHJ,
curl --help Mman curl.

1. ABTOpM30BaTb K/IMEHTa C YKa3zaHMEM MMeHU Noab3oBaTtena u napons (ana SCS).

B dann user. json npeasapuTenbHO AokeH ObiTb 3anncaH o6vekT AuthOptions B popmate
JSON, Hanpuwmep:

{"user"ﬂ“umaﬂame>","password":"<paﬁphnme>"}

3anpoc:
$ curl https://127.0.0.1:4443/api/10.2/1login -k -X POST -H 'Content-Type:
application/json' --data-binary '@user.json' -c cookie.file

OtgeT:

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 2

Set-Cookie:

DWToken=6QXy4wn JGovIA1GohWP kvMK3dN6ccKegjNgKcmHpb AqSrHg9cNX yFJhxPDgr |
MTQ2M7jg3Mzg4NQ==| cWd40w==| GywBUVOhU4w2LF BKT5frg==|kR ripSnrpxWjJ2dfz7Xfmvi3rE=;
Secure; HttpOnly; Max-Age: 900; Path=/

Pragma: no-cache

{1

3aronoBok Set-Cookie coaepXuT SCS-cookie, KOTOPbIA HY>KHO MCMOJIb30BaTh BO BCEX
nocneaytowmx 3anpocax kK HTTP API. B Tene obbekTa B C/lyyae yCrneLwHOW ayTeHTUGuKaLmm
BO3BpaLlaeTca nycron obbekT. Ecv nosb3oBaTtesnb He aBTOPM30BaH, BO3BpaLLaeTcs 06bekT
Error:

HTTP/1.0 403 Forbidden
Content-Type: application/json
Content-Length: 35

Pragma: no-cache

{"error":{"code":"EC AUTH FAILED"}}

PykoBoacTBO agMunHMCTpaTopa

260



N  sui
f'\%,‘r KomnoHeHTbl Dr.Web Server Security Suite | 261

2. Monyuntb nnpopmaumio 06 yrpose c /D = T:
3anpoc:

$ curl https://127.0.0.1:4443/api/10.2/threat info/l -k -X GET -c cookie.file -b
cookie.file

OTBeT:

HTTP/1.0 200 OK
Content-Type: application/json
Content-Length: 574
Set-Cookie: DWToken=<..>;

Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"threat id":1,"detection time":1462881660,
"report":{"object":"/sites/sitel/eicar.com.txt","size":68, "packer":[],
"virus":[{"type":"SE KNOWN VIRUS","name":"EICAR Test File (NOT a Virus!)"}],
"heuristic analysis":true,"core fingerprint":"OD2DD5A869DAB7AE354153A4D5F70F45",
"item":[],"log":[],"user time":0,"system time":0},"stat":{"dev":2049,"ino":898,
"size":68,"uid":{"uid":1000, "username": "user"}, "gid":

{"gid":1000, "groupname" :"user"},

"mode":33204, "mtime":1441028214,"ctime":1460738554, "xattr":[]},

"origin":"APP COMMAND LINE TOOL","origin pid":2726,"task id":1,"history":[]}

3. NMepemecTuTb B KapaHTUH yrposy c /D = T:
3anpoc:

$ curl -v -c cookie.jar -b cookie.jar -k -X POST -H 'Content-Type:application/json’'
https://127.0.0.1:4443/api/10.2/quarantine threat/1

OTBerT:

HTTP/1.0 200 OK
Content-Type: application/json
Content-Length: 2

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{}

4. MpocmoTtpeTtb MHPpopMaLuio 06 nsonmpoBaHHOM obbekTe:
3anpoc:

$ curl -v -k -X GET -c cookie.jar -b cookie.jar
https://127.0.0.1:4443/api/10.2/gentry info/3070d3ce-7b6e-4143-9d9f-
89ba3473a781@801:2108d

OTBeT:

HTTP/1.0 200 OK
Content-Type: application/json
Content-Length: 781

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"entry id":"3070d3ce-7b6e-4143-9d9f-89ba3473a781", "chunk id":"3830313A3231303864",
"quarantine dir":"2F686F6D652F757365722F2E636F6D2E64727765622E71756172616E74696E65"
"restore path":"2E2E2F7473742F65696361722E636F6D2E747874", "creation time":146288888
4,

"report":{"object":"/home/user/tst/eicar.com.txt","size":68, "packer":[],
"virus":[{"type":"SE KNOWN VIRUS","name":"EICAR Test File (NOT a Virus!)"}],
"heuristic analysis":true,"core fingerprint":"467CD4C6D423C55448B71CD5B8152776",
"item":[],"log":[],"user time":0,"system time":0},"stat":{"dev":2049,"ino":898,
"size":68,"uid": {"uid":1000, "username":"user"}, "gid":

{"gid":1000, "groupname" :"user"},
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"mode":33204, "mtime":1441028214,"ctime":1462888421, "xattr":[]}, "history":[],
"detection time":1462888667,"origin":"APP COMMAND LINE TOOL"}

5. N3meHunTb HacTpowmkum: BbikItoUMTb Dr.Web CloudD.

B dpann lexmap 1ls off.json npeasapuTenbHO AoKeH ObiTb 3anncaH obbekT LexMap B
dopmare JSON:

{"option":[{"key":"Root", "map": {"option": [{"key":"UseCloud", "value":

{"item":["no"]}}]} 11}
3anpoc:
$ curl -v -k -c cookie.jar -b cookie.jar -X POST -H 'Content-Type:

application/json' --data-binary '@lexmap ls off.json’
https://127.0.0.1:4443/api/10.2/set lexmap

OTBeT:

HTTP/1.0 200 OK
Content-Type: application/json
Content-Length: 58

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"item": [{"option":"Root.UseCloud", "result":"EC OK"}]}
MN3meHunTb HacTpounku: Bkatounts Dr.\Web CloudD.

B dann lexmap 1ls on.json npeasapuTenbHO AOKeH ObiTb 3anncaH obbekT LexMap B
dopmare JSON:

{"option":[{"key":"Root", "map": {"option": [{"key":"UseCloud", "value":

{"item":["yes"]}}]1}}1}
3anpoc:

$ curl -v -k -c cookie.jar -b cookie.jar -X POST -H 'Content-Type:
application/json' --data-binary '@lexmap ls on.json'
https://127.0.0.1:4443/api/10.2/set lexmap

OTBeT:

HTTP/1.0 200 OK
Content-Type: application/json
Content-Length: 58

Set-Cookie: DWToken=<..>; Secure; HttpOnly; Max-Age: 900; Path=/
Pragma: no-cache

{"item": [{"option":"Root.UseCloud", "result":"EC OK"}]}
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9.14. Dr.Web SNMPD

Dr.Web SNMPD — 310 SNMP-areHT, npesHa3HauveHHbIV ans uHTerpaumm Dr.Web Server Security
Suite ¢ cnctemamMn MOHUTOPUHTa, ncnonb3yrowmmn npotokon SNMP. Takas nHTerpaums
NO3BO/IAET OTCNEXMBATb COCTOAHME paboTbl koMnoHeHTOB Dr.Web Server Security Suite, a Takxe
cobupatb CTaTUCTUKY OBHaPY>KeHWA 1 HeWTpannsaunm yrpos. AreHT noaaep>vmBaeT
npeAocTaBieHne cucteMamMm MOHUTOPUHTa uam ntobbim SNMP-meHeaxepam cneaytoLen
nHdopmaymm:

e CocTtosiHme ntoboro komnoHeHTta Dr.Web Server Security Suite.

o CUETUMKM KOANYECTBa OOHaAPY>KEHHbIX YIPO3 Pa3INYHbIX TUMNOB (B COOTBETCTBUM C
knaccuomkauymen Dr.Web).

Kpome Toro, areHT MoxeT paccbinatb yBegomaeHms SNMP trap no ¢pakty obHapy>KeHUs yrpos u
no dakTy owmnbOK Npu NOMbITKax HEUTPanmn3aunm obHapy>XeHHbIX Yrpo3. AreHT noajep>xmBaet
npotokon SNMP Bepcuii 2c u 3.

OnwucaHune nHdopmaLmm, KOTopas MOXET BbITb NpesOCTaBAEHa areHTOM, COAEPXUTCS B
cneumanbHo chopMupoBaHHOM KomnaHuven «[loktop Beb» pasgene MIB (Management
Information Base). B pa3zene MIB, onpeaeneHHom ansa npoayktos Dr.Web ans Unix-nogo6Hbix
OC, onucbiBaeTca cheayrowas nHbopmaums:

1. ®opmaTbl onoselleHnin SNMP trap 06 obHapy>XeHWM 1 HEUTPaAU3aLUn yrpos, a Takke 0b
owmnbkax komnoHeHToB Dr.Web Server Security Suite.

2. Cratuctuka pabotbl Dr.Web Server Security Suite.

3. CoctosHune komnoHeHToB Dr.Web Server Security Suite.

MoapobHee 0 faHHbIX, KOTOPbIE MOXHO MOAY4YUTb, UCNOb3ysa NpoTtokon SNMP, cm. B
COOTBETCTBYIOLLIEM pasjene.

9.14.1. MpuHUMNbI paboTbl

B aTom pasaene

e ObLLMe cBeaeHMs

e VlHTerpauus c cucteMHbiM SNMP-areHTOM

O6wue cBepgeHunn

Mo ymonyaHMO KOMMOHEHT 3anyckaeTca aBToMatnyecku npuv ctapte Dr.Web Server Security
Suite. Mocne 3anycka KOMMNOHEHT GOPMUPYET CTPYKTYpPbl AaHHbIX B COOTBETCTBUM CO CTPYKTYPON,
onucanHon B Dr.Web SNMP MIB, n HaumHaeT oxunaaTb NOCTyMNAeHMe 3anpoCcoB Ha NoayyYeHne
nHdopmMaumnm ot BHelwHnX MmeHegxepos SNMP. KomnoHeHT nonyyaeT nHdopmaumto o craTtyce
komnoHeHTOB Dr.Web Server Security Suite, a Takke yBegomaeHns 06 obHapy>KeHUn yrpos
HenoCpeACTBEHHO OT AEMOHa yrnpaBaeHus koHdurypaumen Dr.Web ConfigD.
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O6Hapy>keHwWe yrpo3 CKaHUPYOLLMM S4POM MOXET MPOUCXOANUTL NPW NpoBepkax Ganios,
MPOM3BOAALLMXCA MO 3anpocam OT pas3anyHbIx KoMnoHeHToB Dr.Web Server Security Suite. Mpwu
06Hapy>XeHUn 060K Yrpo3bl MPONCXOANT YBENNUEHNE CHETUMKA KONMYEeCTBa OBHApPY>KEHHbIX
yrpo3, COOTBETCTBYIOLLEro TUMYy Yrpo3bl, a Bcem MeHeaxepam SNMP, noayyarowmm
onoBeLleHus, paccoiiaetcs yegomaneHme SNMP trap ¢ Hpopmaumein 06 obHapykeHHOM
yrpose.

@ HakonneHHble 3HaYeHWA CHETUMKOB (HanNpUMep, CHETUNKOB OBHaPYXKEHHbIX Yrpo3) He
coxpaHatoTca Mexay 3anyckamu Dr.Web SNMPD. Takum obpasom, npu nepesanycke
Dr.Web SNMPD no nto60oi npuumnHe (B TOM Ymciae npu obwem nepesanycke Dr.Web
Server Security Suite) HaKoNNeHHble 3HaUeHWA CHETUMKOB COPaChIBAtOTCA B HOJb.

MNHuterpauuma c cuctemHoim SNMP-areHTom

[Ansa koppekTHon paboTel SNMP-areHTa Dr.Web B cnyuae, ecnm Ha cepBepe yxe paboTaet
OCHOBHOW cucTeMHbIi SNMP-areHT snmpd (net-snmp), HEOHXOAMMO HaCTPOUTL Nepesayy
SNMP-3anpocos no Betke MIB Dr.Web ot snmpd k Dr.Web SNMPD. [1nsa 3Toro Heobxoanmo
oTpeAakTUpoBaTh KOHOUIypauMoHHbIA Gann snmpd (0ObIYHO /etc/snmp/snmpd.conf ANs

GNU/Linux nam /etc/snmpd.config ana FreeBSD), no6aBunB B HErO CTPOKY CeAyrOLLEro BUAA:

proxy -v <gepcus> —c <community> <adpec>:<nopm> <eemee MIB>

lne:

<gepcusa> — ncnonb3yemasn sepcma SNMP (2¢, 3);

<community > — «community string», ncnonssyemas Dr.Web SNMPD;

e <adpec>:<nopm> — CeTeBOW COKeT, npocaywmeaembin Dr.Web SNMPD;

<gemeb MIB> — OID BeTBU fepeBa MIB, cogep>kallert onncanna nepemMeHHbIX 1
yBegomneHui SNMP (trap), ncnonbsyembix Dr.Web (3ot OID paBeH .1.3.6.1.4.1.29690).

Mpw ncnonb3osanun Hactpoek SNMP-areHTa Dr.Web no ymonuanuto gobasnsemas ctpoka
MMeeT CNesyoLnii BUA;

proxy -v 2c -c¢ public localhost:50000 .1.3.6.1.4.1.29690

| Mockoabky B 3TOM cayyae nopt 1671 ByaeT ncnoab3oBaTbCs CTaHAAPTHLIM CUCTEMHBIM
snmpd, T0 a1 Dr.Web SNMPD B napamverpe ListenAddress cnesyeT ykasatb ApYrom
nopt (50000 B JaHHOM NpuMepe).

9.14.2. AprymeHTbl KOMaHAHOMN CTPOKM

YT10bbI 3anycTuTb KoMnoHeHT Dr.Web SNMPD 13 KOMaHAHOW CTPOKM, BbIMOAHWUTE KOMaHAY:
e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-snmpd [<napamempsi>]

e anqa FreeBSD:
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$ /usr/local/libexec/drweb.com/bin/drweb-snmpd [<napamempsi>]

Dr.Web SNMPD gonyckaeT ncnonb3oBaHne CiefyroLnx napaMmeTpos:

Mapametp OnwucaHune

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW MW IMYAATOPa TEPMUHANA KPaTKOW CrpaBKy Mo
NMEeLLMMCA NapamMeTpamM KOMaHAHOW CTPOKM U 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version  HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW MW 3MyaATOpa TepMUHana nHbopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-snmpd --help

[aHHaa KomaHAa BbiBeAET Ha 3KpaH KpaTkyro crnpasky komnoHeHTa Dr.Web SNMPD.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCcpeACcTBEHHO M3 KOMaHAHOW CTPOKM He
npesycMoTpeH. KOMMNOHEeHT 3anyckaeTca aBTOMaTUYeckn eMOHOM yrnpaB/ieHns KOHdUrypaumen
Dr.Web ConfigD npu HeobxoanmocT (06bIYHO Mpw 3arpy3ke onepaunoHHON cuctemsl). Ans
ynpaB/ieHVsa napameTpamMu paboTbl KOMMNOHeEHTa Ucnonb3ynte ytuamty Dr.Web Ctl,
npeAHa3HayeHHyto ans ynpasnaeHuns Dr.Web Server Security Suite n3 kKoMaHZHOW CTPOKW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE U3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-snmpd.

9.14.3. MNapameTpbl KOHPUrypauum

KoMMnoHeHT ncnonb3yeT napameTpbl KOHGUrypauuy, 3agaHHble B ceKUmm [ SNMPD]
obbeanHeHHoro koHdurypauvoxHHoro dansa Dr.Web Server Security Suite.

B cekuynm npeacrtaB/ieHbl Cieayroline napamMmeTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb N0APOBHOCTY BEAEHWA XYypHaNa KOMMNOHEHTa.
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Mapametp

{yposeHb nodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme Kk ¢paliny}

Start

{noeuyveckuti}

RunAsUser

{UID | ums nose3osamensy}

SnmpVersion

V| v3)

ListenAddress

{adpec}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune

Ecnv 3HaueHve napameTpa He yKa3aHo, TO UCMO/b3YyeTcs
3Ha4yeHMe napameTpa DefaultLogLevel U3 cekLnu
[Root].

3HauyeHMe No yMonyaHuio: Notice

MeToz BegeHusa XKypHaia KOMMNOHEHTa.

3HauveHne No yMOMYaHNIO: Auto
MyTb K UCnonHsemMomy Gainny KOMMNOHeHTa.

3HauveHVe No yMOJHaHUIO:
e ana GNU/Linux: /opt/drweb.com/bin/drweb-snmpd

° Ans
FreeBSD: /usr/local/libexec/drweb.com/bin/dr
web-snmpd

3anyckaTtb WY He 3anyckaTb KOMMOHEHT C MOMOLLbHO
AeMoHa ynpasaeHusa KoHdurypauuein Dr.Web ConfigD.

Ecav napametp nmMeeT 3HaueHWe Yes, TO JEMOH
ynpas/ieHus KoHUrypaumen HemeaneHHO 3anyCcTuT
KOMMOHEHT, a yCTaHOBKa ero B 3HaueHue No —
HemezeHHO 3aBepLUNTb PaboTy KOMMOHEeHTa.

3HauveHne No yMo4aHuto: No

MNMonb3oBatens, OT UMEHW KOTOPOro 3anyckaeTcs
KOMTMOHEHT. Bbl MOXeTe yKka3aTb UNCAOBOMN naeHTUdMKaTOp
noab3osatensa (UID) nam ero nma (norun). Ecam nmsa
nosib30BaTeNst COCTOUT M3 LUdp (T. €. MOXOXKe Ha UNCIOBON
UID), To OHO yka3biBaeTcs ¢ NPedUKCOM name :, Hanprmep,
RunAsUser = name:123456.

Ecam nma nonb3oBaTens ykasaHO HEKOPPEKTHO, paboTa
KOMMOHEeHTa 3aBepLUaeTcs oWnbKoM cpasy Nocae NonbiTKu
3anycka.

3HauveHne No yMoiYaHuto: drweb

Vcnonb3yemas Bepcma npotokona SNMP (SNMPv2c nan
SNMPv3).

3HauveHne No yMOYaHUto: V2¢

Azpec (IP-agpec 1 nopT), NPOCAYLUNBAEMbIN areHTOM
Dr.Web SNMPD B oxugaHuv NOAKAKOUEHUIA OT KIVEHTOB
(MeHeaxxepoB SNMP).
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Mapametp

TrapReceiver

{cnucok adpecos}

V2cCommunity

{cmpoka}

V3Engineld

{cmpoka}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune

@ [Ans coBMecTHOM paboTsl ¢ snmpd

HeobXxoAMMO yKazaTb MOPT, OTANYHbIA OT
CTaHgapTHoro (161). Kpome Toro, y snmpd
HeobX0AMMO HaCTPOUTbL MPOKCUPOBaHWE.

3HayveHne No ymon4yaHuto: 127.0.0.1:161

Cnincok agpecos (IP-agpec 1 nopr), Ha koTopble Dr.Web
SNMPD otnpasnseT ysegomneHuna SNMP trap npu
obHapy>xeHuM yrpo3 koMnoHeHTamu Dr.Web Server Security
Suite.

MO>eT MMeTb CMNCOK 3HAaYeHWI. 3HaUeHMA B CrUcke
yKa3bIBalOTCA vepes 3anaTyro (KaXjoe 3HayeHune B
KaBblukax). [lonyckaeTca NnoBTOpeHMe napamMeTpa B CekLmm
(B 3TOM Cnyyae BCe 3HaYeHUs 0OBbEANHAIOTCA B eANHbINA
CMANCOK).

Mpvmep: ob6aBuTb B cnncok cokeTsl 192.168.0.1:1234 n
10.20.30.45:5678.

1. [obaBneHune 3HaYeHU B Gaiin KOHPUrypaLmu.
e /lBa 3HauYeHMs B OAHOW CTPOKE:

[SNMPD]
TrapReceiver = "192.168.0.1:1234",
"10.20.30.45:5678"

e [IBe CTPOKW (MO OAHOMY 3HAUYEHUIO B CTPOKE):

[SNMPD]
TrapReceiver = 192.168.0.1:1234
TrapReceiver = 10.20.30.45:5678

2. [dobaBneHne 3HaUeHUM C MOMOLLbIO KOMaH/Abl drweb-
ctl cfset:
# drweb-ctl cfset SNMPD.TrapReceiver -a
192.168.0.1:1234

# drweb-ctl cfset SNMPD.TrapReceiver -a
10.20.30.45:5678

3HayeHVe Mo YyMoYaHuIo: (He 3a0aHo)

Crpoka «SNMP read community» ans ayteHTUdUKaumnm
meHexeposB SNMP (mpotokon SNMPvZ2c) npu goctyne K
nepemeHHbiM MIB Dr.Web ans uteHus.

MapameTp MCNob3yeTcs, ecv 3a,aH0
SnmpVersion = V2c

3HayeHne No yMOMYaHuio: public

Crpoka-ngeHtnéukatop Engine ID pna SNMPv3 (cornacHo

RFC 3411 &).
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Mapametp

V3UserName

{cmpoka}

V3Auth

{SHA(<pwd>) | MD5(<pwd>) | None}

V3Privacy

{DES(<secret>) | AES128(<secret>) | None}

KomnoHeHTbl Dr.Web Server Security Suite

OnwucaHune
3HauveHne No ymonyaHuto: 800073FA044452574542

imMsa nonb3oBatensa Ana ayTeHTUGMKaLMm MeHeaXXepoB
SNMP (npotokon SNMPv3) ans goctyna K nepemMeHHbIM
MIB Dr.Web.

MapameTp UCNob3yeTcs, eCiv 3a,aH0
SnmpVersion = V3.

3HayveHVe No yMoiYaHuto: noAuthUser

MeTog ayteHTMdMKaumn MeHeaxxepoB SNMP (npoTokon
SNMPv3) pns goctyna Kk nepemenHbiv MIB Dr.Web.

Bo3MOXHbIe 3HaueHus:

e SHA (<PWD>) — ncnonb3yetca SHA-xew napons
(ctpokn <PWD>);
e MD5 (<PWD>) — ncnonb3yetca MD5-xew napons

(ctpokn <PWD>);
e None — ayTeHTUPMKALMNA He MPOU3BOANTCS;
rae <PWD> — naposb B oTKpbITOM Buge (plain text).
Mpw 3agaHnK 3HaUYEHUs MapameTpa U3 KOMaHAHOMN CTPOKMK,
HeKoTOpble KOMaH/Hble UHTEPMPeTaTopbl MOTYT

notpeboBaTh 3KpaHMpPOBaHMe CKOBOK NP NOMOLLM
cummBona \.

Mpumepsi:
1. 3HauyeHuve napametpa B daisie KOHPUrypaLuu:
V3Auth = MD5(123456)

2. 3ajaHue 3TOro Xe 3HayeHns U3 KOMaHAHOW CTPOKM C
NnoMoLb KOMaHabl drweb-ctl cfset

drweb-ctl cfset SNMPD.V3Auth
MD5\ (123456\)

MapameTp UCNob3yeTcs, eciv 3aaH0
SnmpVersion = V3.

3HauveHne No yMoNYaHuio: None

Metog wndposaHus cogepxkmmoro SNMP-coobLeHwni
(npoTtokon SNMPv3).

Bo3MOXHbIe 3HaueHus:

e DES (<secret>) — WCMONb3YETCA aNropuTM LNbpoBaHMs
DES;
e AES128 (<secret>) — WCMONb3YETCA aNrOPUTM

wuodposaHma AES128;
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Mapametp OnwucaHune
e None — wndpoBsaHue cogepxnmoro SNMP-coobiyeHuin
He Npou3BOANTCS;

rae <secret> — CeKpeT, pas3jenseMblli MEHEAXKEPOM U
areHToMm (plain text).

Mpw 3agaHnK 3HaUYEeHUs NapameTpa U3 KOMaHAHOM CTPOKMK,
HeKOTOpble KOMaHAHble MHTEPrPeTaTopbl MOTYT
notpeboBaTh 3KpaHMpPOBaHMe CKOBOK NP NOMOLLM
cnmBoa \.

Mpumepsi:

1. 3HauyeHuve napametpa B daisie KOHPUrypaLuu:
V3Privacy = AES128 (supersecret)

2. 3ajaHue 3TOro Xe 3HayeHns U3 KOMaHAHOW CTPOKM C
NnOoMOLLb KOMaHabl drweb-ctl cfset

drweb-ctl cfset SNMPD.V3Privacy
AES128\ (supersecret))

MapameTp UCNob3yeTcs, eciv 3aaH0
SnmpVersion = V3.

3HayveHne No yMoNYaHuio: None

9.14.4. Mnterpauma c cnctemMaMmym MOHUTOPUHTra

B atom paspene

e [lHTerpaums c cucteMor MoHUTopuHra Munin

o [NoakaryeHme y3aa K Munin

e /lHTerpaumsa c cucteMomr MoHUTOpUHra Zabbix

o [loakaroyeHuve y3aa K Zabbix

o Hactpovika npvema yeeaomaedHun SNMP trap ana Zabbix

e VlHTerpauus ¢ cnctemon MoHutTopuHra Nagios

o [NoaknroueHue y3na K Nagios

o Hactporika Nagios

o Hactpovika npvema yesegomaeHut SNMP trap ana Nagios

SNMP-areHT Dr.Web MoxeT BbiCTynaTb NOCTaBLMKOM AaHHbIX A5 060N CUCTEMDbI
MOHWTOPWHTa, ncnosb3ytowen npotokon SNMP Bepcun 2¢ nam 3. NepeyeHb AaHHbIX, JOCTYMHbIX
AN MOHUTOPWHTIA, U UX CTPYKTYpa onucaHsl B ¢paine onuncanns MIB Dr.Web DRWEB-SNMPD-
MIB.txt, nocTaBaseMom coBmecTHo ¢ Dr.Web Server Security Suite. 9ToT dainn HaxoanTcs B
kaTanore /opt/drweb.com/share/drweb-snmpd/mibs ana GNU/Linux

wi /usr/local/libexec/drweb.com/share/drweb-snmpd/mibs ana FreeBSD.
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[Ans ypobcTBa HaCTPOWMKM COBMECTHO C KOMMOHEHTOM MOCTaBAATCA HeobXxoaUMble LWabNoHbI
HacTpoeK ANs NONyAAPHbIX CUCTEM MOHUTOPUHIa Munin, Zabbix n Nagios.

LLIa6noHbI HacTpoek Ana CMCteM MOHUTOPUHIa HaxoaAaTCA B
Katasore /opt/drweb.com/share/drweb-snmpd/connectors ana GNU/Linux
nan /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors ana FreeBSD.

UHTerpaumsa c cuctemoit MoHntopuHra Munin

Cuctema MOHUTOPMHIa Munin COCTOUT M3 LLeHTPaNM30BaHHOIO cepBepa (Mactepa) munin,
cobuparolLLero CTaTUCTUKY OT KIMEHTOB munin-node, pacnosiaratoLLmxcsa 10KaibHO Ha y3nax,
noanexatymx HabatogeHnro. Kaxxabli KIMeHT MOHUTOPWHTa MO 3amnpocy OT cepBepa cobupaet
JaHHble 0 paboTe Habatogaemoro y3na, 3anyckas nodkrodaemele Modyau (plug-ins),
NpesocTaBAsAoLWMe JaHHble A5 Nepesaun Ha cepBep.

Ana nogknroueHnsa Dr.Web SNMPD k cucteme moHuTopuHra Munin B

KaTtanore /opt/drweb.com/share/drweb-snmpd/connectors/munin/plugins And
GNU/Linux unn /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/munin/plugins Ana FreeBSD noctaBaaroTCA rotoBble MOAKAOYAEMbIE
mMoaynv cbopa aaHHbix Dr.Web, ncnonbsyemblie munin-node. 3T Moayan cobuparoT AaHHble ANs
NOCTPOEHMA Caeayrowmnx rpadurkos:

® KONNYECTBO OBHAPY>KEHHbIX Yrpo3;

e CTaTUCTMKA NPOBEPKMN GainoB.

YKazaHHble MOAYAN NOAAEPKMBALOT UCMONb30BaHWe npoTokona SNMP Bepcuin 1, 2c n 3. Ha
OCHOBeE 3TUX WaBAOHHbBIX MOAYNEN MOXHO CO3AaTh tobble NOAKAOYAaEMbIE MOAY N,
onpawwmsatowme coctosHne Dr.Web Server Security Suite uepe3 Dr.Web SNMPD.

B katanore /opt/drweb.com/share/drweb-snmpd/connectors/munin ana GNU/Linux
mwnn /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/munin Aang
FreeBSD nocrasastotca cregyrowne dpanbl.

®daiin OnucaHune
plugins/snmp__drweb_malware MoakAtouaeMblii MOAyAb munin-node A8 ONPOCa
Dr.Web SNMPD uepe3z SNMP c Lenbto noayyeHus
Koamn4yecTBa yrpos, obHapyxeHHbIx Dr.Web Server
Security Suite Ha y3ne.

plugins/snmp__drweb_filecheck MoakntoUaeMblii Mogynb munin-node A8 onpoca
Dr.Web SNMPD uepe3z SNMP c Lenbto noayyeHus
CTaTUCTUKM NpoBepkmn darinos Dr.Web Server
Security Suite Ha y3ne.
plugin-conf.d/drweb.cfg MpuMep KoHOUrypaLum B munin-node 3HaUYeHUN
nepemMeHHbIX CPesbl UCMONHEHWS MOAKIOYAEMbIX
mogynen Dr.Web.
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MoaknroueHne ysna kK Munin

B AaHHOW MHCTPYKLMM NpeAnonaraeTcs, YTo cmcteMa MOHUTOpMHra Munin yxe KOppekTHO
pa3BepHyTa Ha cepBepe MOHUTOPWHTA, a Ha HabAAaEMOM y3/1e YCTaHOBNEHbI N KOPPEKTHO
dyHKUnoHupyroT Dr.Web SNMPD (BO3MOXHO, B peXXunMe NpoKcy COBMECTHO ¢ snmpd) M munin-
node.

Hactpovika Ha Habatogaemom y3ne

o Ckonupynte ¢pannbl snmp  drweb * B KaTanor 6ubanorek noAkaroUYaeMbix Moaynen
munin-node. 3TOT NyTb 3aBUCUT OT Ucnosb3yemor OC, Hanpumep, B Debian n Ubuntu 310

nytb /usr/share/munin/plugins.

o HaCTpO[/JITe munin-node, MNOAK/NHOUMB K HEMY NOCTaBAAEMble MOAK/IFOUaeMble MOAYIN

Dr.Web. Jns 310ro ncnosb3ymte yTuanty munin-node-configure, KOTOpas NOCTaBAsETCA
COBMECTHO C munin-node.

Hanpumep, komaHaa:

$ munin-node-configure --shell --snmp localhost

BbIBEZET Ha 3KPaH TePMMHaNa CIUCOK KOMaHZA A/1f CO3AaHNs HEOBXOAMMbIX
CUMBOJIMYECKMX CCbIIOK Ha NoAKAoYaeMble Moayan. CKONUPYINTE 1 BbINOJHUTE UX B
KOMaHZAHOW CTpoke. YKa3zaHHas KOMaHZza npegnonaraert, uTo:

1) munin-node yCTaHOBJIEHA Ha TOM Xe y3/e B ceTu, 4To n Dr.Web SNMPD. Ecav 310 He
Tak, TO cneayeT ykasaTb BMeCTO localhost npaBuabHbin FQDN nan IP-agpec
Habatogaemoro y3na.

2) Dr.Web SNMPD wncnonb3syet npotokon SNMP Bepcun 2¢. Ecam 310 He Tak, TO cneayet
ykasaTb npasuabHyto Bepcuto npotokona SNMP B Bbi3oBe KOMaHAbl munin-node-—
configure. 3Ta KOMaHAa MeeT Habop K/tOYen, KOTOpble NO3BOAAIT MMOKO
HaCTPOUTb NOAKAOHaEMble MOAYN, B TOM YMCNe YKa3aTb UCNOJb3yeMYHO BEPCUIO

npotokona SNMP, nopt, ncnonbzyemoiin SNMP-areHTOM Ha HabatoAaeMoM Y3, CTPOKY

community string v T. N. [pn HeOH6XOANMOCTN BOCMOb3YMNTECh CMPABKOW MO KOMaHzje
munin-node-configure.

o |-|pl/l HeO6XOAMMOCTM onpeaennTe Nan nepeonpeseinte sHa4yeHAa napamMeTpoB Cpelbl, B

KOTOPOW JO/KHbI MCMONHATLCA YCTaHOB/EHHbIE NoAKAtoYaemMble Mogyan Dr.Web ans
munin-node. B kauecTBe napamMeTpoB cpeAbl NCMONb3yeTCa 3HauYeHne community string,
ncnonbsyembli SNMP-areHTOM NOpT 1 Tak ganee. OTU NapameTpbl HEOHXOAMMO
onpeaennTb B parne /etc/munin/plugin-conf.d/drweb (co3ganTe ero npu
HeobxoaMmocCTK). B kauecTBe NprMepa AaHHOro darina NCnoab3ynTe NOCTaBaAfEeMbIN Gainn
drweb.cfg.

B daine koHPUrypaumm munin-node (munin-node.conf) yKaxute peryispHoe
BblpaXeHne, KOTOPOMY AOJ/KHbI COOTBETCTBOBATL IP-aapeca y3/10B ceTu, € KOTOPbIX
cepBepam (Mactepam) munin pa3peLleHo NOAKAKYATLCA K munin-node Ha AaHHOM y3ne
ANA MONYYEHMA 3HAUYEHNIN KOHTPOAMPYEMbIX MapaMeTPOB, HanpuMep:

allow ~10\.20\.30\.40$

B ZaHHOM cnyuae peryaspHoe BbipaXKeHWe paspeLlaeT nojayyeHne napameTpoB 3TOro y3na

TONbKO Y3y ¢ IP-agpecom 10.20.30.40.
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e [lepe3anyctnte munin-node, HaNpPUMep, KOMaHAOM:
# service munin-node restart
2. Hactpovika Ha cepBepe (MacTtepe) Munin

B KOHPUrypaumOoHHbIN darin mactepa Munin (munin.conf), KOTOPbIA MO YMOAYAHMIO
XpaHuTCA B kKaTanore /etc (B cuctemax Debian n Ubuntu — /etc/munin/munin. conf),
fobaBbTe 3aNnCb C a4PecoM U NaeHTUdrnKaTopomM HabarogaemMoro ysna:

[<ID>; <hostname> . <domain>]

address <host IP address>
use node name yes

rae <ID> — otobpaxaeMmbln naeHTUdMKaTop ysna; <hostname> — nums y3na; <domain> —
Ums gomeHa; <host IP address> — IP-agpec y3na.

C oprLmanbHON AOKYMEHTaLMen No HaCTPOVKe CUCTEMbI MOHUTOPUHIa Munin Bbl MoXeTe
03HaKOMUTbLCS Mo ccbiike .

UNHTerpaumna c cuctemoinnt MoHntopuHra Zabbix

Ana nogknroueHnsa Dr.Web SNMPD k cucteme MoHuTOpMHra Zabbix B

KaTtanore /opt/drweb.com/share/drweb-snmpd/connectors/zabbix ana GNU/Linux
nan /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/zabbix Ana
FreeBSD nocrtaBnsaroTcsa cneayroline dpanbl WabaoHOB:

dainn OnucaHune

zbx_drweb.xml LLlabnoH onucaHus HabaAaeMoro y3na ¢
ycTtaHoBneHHbIM Dr.Web Server Security Suite.

snmptt.drweb.zabbix.conf HacTpomku yTMAMTbl snmpt t — NpUemMHuMKa

yBegomneHunin SNMP trap.

LLlabnoH onvcaHns HabtoAaeMoro y3na COAEPXHUT:

e Habop onucaHui cyeTumkos («items», B TepMuHonornv Zabbix). Mo ymonyanuto wabaoH
HaCcTpOeH Ha ucnoab3oBaHne npotokona SNMP v2.

e Habop HacTpoeHHbIX rpadnKOB: KONNYECTBO NPOBEPEHHbIX GanNoB 1 pacnpeseneHme
06Hapy>KeHHbIX Yrpo3 no TMnam.
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MoaknroueHne ysna k Zabbix

B AaHHOW MHCTPYKLMM NpeAnoaraeTcs, YTo cmcteMa MOHUTOpUHIa Zabbix yxxe KoppekTHO
pa3BepHyTa Ha cepBepe MOHUTOPUWHTA, @ Ha HabArAaEMOM YCTaHOBEH N KOPPEKTHO
dyHKUnoHupyet Dr.Web SNMPD (BO3MOXHO, B peXnMe MpoKcy COBMECTHO € snmpd). Kpome
TOro, eC/n NAaHWpyeTca noayyaTtb ¢ Habatogaemoro y3na onoseleHns SNMP trap (B YyacTHOCTH,
06 o6Hapy>xeHun Dr.Web Server Security Suite yrpo3 Ha 3awuiLaeMom cepBepe), Ha cepBepe
MOHUTOPWHra TakXKe JO/MKeH BbITb yCTaHOB/IEH NakeT net-snmp (MCNOAL3YHOTCA CTaHAAPTHbIE
YTUAUTBI snmptt U snmptrapd).

1. B Beb6-uHTepdelice Zabbix Ha Bknazke Configuration — Templates nmnoptupyite wabaoH
Habntogaemoro y3na u3 daina /opt/drweb.com/share/drweb-
snmpd/connectors/zabbix/zbx drweb.xml ana GNU/Linux
wan /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/zabbix/zbx drweb.xml ana FreeBSD.

2. [lobaBbTe HabatofaeMbI y3en B CMNCOK y310B (Mcnonb3yinTe ccbinky Hosts — Create host).
Ykaxute napameTpbl y31a 1 KoppekTHble HacTpokn SNMP-nHTepdelica (0MKHbI
COOTBETCTBOBATb HaCTponkaM drweb-snmpd U snmpd Ha y3ne):

e Bknagka Host:
Host name: drweb-host
Visible name: DRWEB_HOST
Groups: BbibepuTe Linux servers

Snmp interfaces: Haxxmute Add 1 ykaxute IP-agpec 1 nopt, ncnonssyemoin Dr.\Web
SNMPD (no ymonuaHuto npeanonaraetcs, uto Dr.\Web SNMPD paboTaeT Ha nokanbHOM
y3/e, NO3TOMY 34€eCb YKazaH agpec 127.0.0.7, a B KauecTBe nopTa yKasaH CTaHAaPTHbIN
nopt 767).

e Bknagka Templates:
Haxxmute Add, otmetbTe DRWEB, HaxxmuTe Select.
e Bknagka Macros:
Macro: {$SNMP_COMMUNITY}
Value: ykaxute read community ans SNMP V2c (no ymonuanuto public).

HaxxmuTte Save.

@ Makpoc {$SNMP_COMMUNITY} MOXHO yKa3aTb HEMOCPEACTBEHHO B LWabaoHe y3na.

Mo yMonyaHmo MMNOPTUPOBaHHbIN WwabaoH DRWEB HacTpOeH Ha UCMo/ib30BaHMe
Bepcumn SNMP v2. Ecamn Tpebyetcs ucnonbsoBatb Apyryto Bepcuto SNMP, ero Heobxoanmo
OTpeAaKTVPOBaTb Ha COOTBETCTBYIOLLLEN CTPaHWLIe peAakTUPOBaHMA LWabnoHa.

3. Mocne npusA3kKM WwabaoHa K HabaogaeMoMy y3ay, ecam Hactponkn SNMP koppekTHbI,
cMcTeMa MOHUTOpPMHra Zabbix HauHeT c6op AaHHbIX ANA CHETUMKOB (items), cofep KaLLnxca B
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wabnoHe. Ha Bknagkax Beb-nHtepdenca Monitoring — Latest Data n Monitoring — Graphs
ByayT oTobpaxaTbcs CObpaHHble JaHHble CYETUNKOB.

CneuuanbHbIv 3nemeHT (item) drweb-traps cny>xt ana cbéopa yBegomnennin SNMP trap ot
Dr.Web SNMPD. XypHan nony4yeHHbix onoselleHnin SNMP trap fOCTyneH Ha cTpaHuLe
Monitoring — Latest Data — drweb-traps — history. 1na c6opa onoselueHnn Zabbix
MCNonb3yeT CTaHAaPTHbIE YyTUANTbI snmptt U snmptrapd U3 NakeTa net-snmp. O6 mx
HacTpolike Ans nony4veHuns ysegomaeHnin SNMP trap ot Dr.Web SNMPD cm. Huxe.

B cnyuae Heo6xo4MMOCTH, Bbl MOXETE HaCTPOUTb Ans fobaBaeHHOro HabatogaemMoro y3na
TpUrrep, N3MeHsHLW NI CBOE COCTOSIHWE NpUY NoaydeHnn ysegomaeHnin SNMP trap ot Dr.Web
SNMPD. M3meHeHme COCTOSHUA 3TOro TPUrrepa MOXHO UCMOAb30BaTh Kak MCTOUYHUK COObITUN
Ana GOpMMpPOBaHNA COOTBETCTBYHOLLMX yBeAOMAEHWI. Tpurrep ans Habatogaemoro y3na
pobaBnseTca CTaHAapTHBIM CNOCcoboM. Huxke nokasaH npumep BblpaXkeHWs, YKa3blBaEMOro B
nose trigger expression 419 ONNUCaHHOro Tpurrepa.

e [ina Zabbix Bepcun 2.x:

({TRIGGER.VALUE}=0 &
{DRWEB:snmptrap[.*\.1\.3\.6\.1\.4\.1\.29690\..*].nodata (60) }=1 ) |
({TRIGGER.VALUE}=1 &
{DRWEB:snmptrap[.*\.1\.3\.6\.1\.4\.1\.29690\..*].nodata (60) }=0)

e ins Zabbix Bepcumn 3.x:
({TRIGGER.VALUE}=0 and {drweb-host:snmptrap[".29690."].nodata(60)}=1 ) or
({TRIGGER.VALUE}=1 and {drweb-host:snmptrap[".29690."].nodata(60) }=0 )
[aHHbIV Tpurrep cpabatbiBaeT (yCTaHaBAMBAETCA B 3HauYeHue 1), eciv XXypHan yBeAOMIEHNI
SNMP trap, noctynatowmx ot Dr.Web SNMPD, 6bin 06HOBAEH B TEUeHNE MUHYTbI. Ecan xe
XXYpHan B TeYeHME MUHYTbl He OBHOBAANCA, TO TPUITEP BbIK/IOYAETCA (MEHAET COCTOAHME Ha
0).
B none Severity ans 3TOoro Tpurrepa pekomeHayeTcs ycTaHaBAUBaTb BUJ, YBEAOMIEHUS,
oTAnYHbIN oT Not classified, Hanpumep, Warning.

Hactpoiika npnema yBegomnennin SNMP trap ana Zabbix

1.

Ha Habatogaemom y3ne B HacTponkax Dr.Web SNMPD (napameTtp TrapReceiver)
yKa3blBaeTCA agpec, KOTOPbIM NPOCayLInBaeTca snmptrapd Ha y3ne ¢ Zabbix, Hanpumep:

SNMPD.TrapReceiver = 10.20.30.40:162

B koHpurypaumoHHom panne snmptrapd (snmptrapd.conf) yka3biBaeTca TOT Xe agpec, a
TaK>XXe NpuaoxeHune, kotopoe byaeT obpabaTbiBaTe MoayyeHHble yBegomaeHnva SNMP trap (B
JaHHOM cnydae, snmptthandler, KOMAOHEHT snmptt):

snmpTrapdAddr 10.20.30.40:162
traphandle default /usr/sbin/snmptthandler

Y106bl snmptt He oTkKNOHAN yBegomMaeHua SNMP trap, otnpaenenHble Dr.Web SNMPD, kak
Hen3BeCTHble, J06aBbTe Tak>Ke B 3TOT Gailn CTPOKY:

outputOption n
KomMnoHeHT snmptthandler coxpaHaeT NnpuHMMaeMble yBegomaeHuna SNMP trap B dain Ha
AMCKe B COOTBETCTBMU C yKa3aHHbIM GOpMaToM, KOTOPbIA AO/XKEH COOTBETCTBOBATb

perynapHoOMy BblpaXKeHWIO, 3ajlaHHOMY B LWabnoHe y3na ana Zabbix (anemeHT (item) drweb-
traps). ®opmat coxpaHaemoro coobuieHns o noctynaeHnn ysegomaenuna SNMP trap
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nocraensercs B panne /opt/drweb.com/share/drweb-
snmpd/connectors/zabbix/snmptt.drweb.zabbix.conf ana GNU/Linux

win /usr/local/libexec/drweb.com/share/drweb-
snmpd/connectors/zabbix/snmptt.drweb.zabbix.conf ana FreeBSD, koTopbin

HeobxoANMO CKOMMpPOBAaTb B KaTanor /etc/snmp.

snmptt.ini:

[TrapFiles]

Kpowme 3Toro, nyts Kk dpannam popmarta Heo6x0AMMO yKasaTb B KOHOUTrypaunoHHoM dainne

# A list of snmptt.conf files (this is NOT the snmptrapd.conf file).
# The COMPLETE path and filename. Ex: '/etc/snmp/snmptt.conf'

snmptt conf files = <<END
/etc/snmp/snmptt.conf
/etc/snmp/snmptt.drweb.zabbix.conf
END

Mocne atoro, ecau snmptt 3anyuweH B PeXXNMe eMOHa, TO ero HaAo nepesanyCcTuThb.

5. B koHUrypaumnmoHHom dainne cepepa Zabbix (zabbix-server.conf) HEO6XOANMO 3a4aTb

(MM NPOBEPUTL HaMUWE) CeAYHOLLMX HACTPOEK:

SNMPTrapperFile=/var/log/snmptt/snmptt.log
StartSNMPTrapper=1

rae /var/log/snmptt/snmptt.log — ¢ann XypHana, B KOTOPbIN snmptt 3anucbiBaeT
MHPopMaLuto 0 nNocTynmsLLKX yBegomaeHnax SNMP trap.

MoapobHee ¢ obvLManbHON AoKyMeHTaumel no Zabbix Bbl MOXeTe 03HaKOMUTbCA Mo ccbiike .

NHTerpauusa c cuctemoin moHmtopuHra Nagios

Ana nogknroueHnsa Dr.Web SNMPD k cucteme moHutopuHra Nagios B

KaTtanore /opt/drweb.com/share/drweb-snmpd/connectors/nagios ana GNU/Linux
nan /usr/local/libexec/drweb.com/share/drweb-snmpd/connectors/nagios Ans
FreeBSD nocrtaBnsaroTcs cieayrolme dariabl npumMepos KoHGUrypaumm Nagios:

daiin
nagiosgraph/rrdopts.conf-sample

objects/drweb.cfg

objects/nagiosgraph.cfg

plugins/check drweb

plugins/eventhandlers/submit check result

Onwucanwue
MpumMep KoHUrypaumnoHHoro darina RRD

KoHpurypaumoHHbIv daitn, onucbiBatoLLmi
06bekTbl drweb

KoHdurypaLmoHHbIl daiin KOMMoHeHTa
noctpoenus rpadumkos Nagiosgraph,

ncnonbsyemoro Nagios

Ckpunt ansa cbopa gaHHbIx OT y3na ¢ Dr.Web
Server Security Suite

CkpunT ans 06paboTkn yBegomaenunii SNMP
trap
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daiin OnucaHue

snmp/snmptt.drweb.nagios.conf HacTpoiikn yTuanTbl snmpt t — npreMHuKa

yBegomneHnii SNMP trap

MoaknroueHne y3na k Nagios

B AaHHOW MHCTPYKLMM NpeAnoaaraeTcs, Yto cmcteMa MoHuTopuHra Nagios y>ke KoppekTHO
pa3BepHyTa Ha cepBepe MOHUTOPUWHTA, BKIKOUAA HacTpPoKKy Beb-cepBepa 1 rpadmyeckoro
cpeactBa Nagiosgraph, a Ha HabatogaeMoOM y3ne yCTaHOBAEH N KOPPEKTHO OYHKLMOHUPYeT
Dr.Web SNMPD (BO3MOXHO, B pexxnmMe npokcy coBmecTHO ¢ snmpd). Kpome Toro, ecan
nAaHMpyeTcs Noay4yatb ¢ Habarogaemoro y3na ysegomnenms SNMP trap (B yacTHOCTU, 06
obHapy>xxeHun Dr.Web Server Security Suite yrpo3s Ha 3awuiiaemMom cepBepe), Ha cepBepe
MOHUTOPWHIa TakXKe JOMKeH BbiTb YCTaHOB/IEH NakeT net-snmp (MCNOAb3YHOTCA CTaHAAPTHbIE
YTUAUTBI snmptt U snmptrapd).

B AaHHOM pyKoBOACTBE MO NOAKNHOUYEHMIO NCMONb3YHOTCA CleAyoLLMe COralleHna o nyTax
(peanbHble nyTn 3aBmcat ot OC n yctaHoBku Nagios):

e <NAGIOS_PLUGINS_DIR> — katanor nnaruHos Nagios,
Hanpumep, /usr/1ib64/nagios/plugins.

o <NAGIOS_ETC_DIR> — «katanor Hactpoek Nagios, Hanpumep, /etc/nagios.
o <NAGIOS_OBJECTS_DIR> — katanor obbekTtoB Nagios, Hanpumep, /etc/nagios/objects.
e <NAGIOSGRAPH_DIR> — katanor Nagiosgraph, Hanpumep, /usr/local/nagiosgraph.

o <NAGIOS_PERFDATA_LOG> — dain, B koTopblii Nagios 3anunceiBaeT pe3yibTaTbl BbIMOAHEHMS
KOMaHZ NpOBEPKMN CEPBMCOB (AOKEH coBMagaTb ¢ parnom perflog m3
<NAGIOSGRAPH_DIR>/etc/nagiosgraph.conf). 3anncu n3 atoro Gpanna cUMTbIBAOTCA
ckpuntoM <NAGIOSGRAPH_DIR>/bin/insert.pl 1 3anNncbiBatoTCA B COOTBETCTBYIOLLNE
RRA-apxusbl RRDtool.

Hacrpowka Nagios

1. Ckonupyute ¢pann check drweb B katanor <NAGIOS_PLUGINS_DIR>, a daiin drweb.cfg —
B kKaTanor <NAGIOS_OBJECTS _DIR>.

2. [obasbTe B rpynny drweb y3nbl ¢ yctaHoBaeHHbIM Dr.Web Server Security Suite, noanexawue
HabaroAeHWIO (Ha HUX JoIKeH bbb 3anyweH Dr.Web SNMPD), no ymonyaHuto B JaHHYHO
rpynny BKAKOUEH TONbKO NoKanbHbIN y3en localhost.

3. OtpepakTupywTe (Mpy HEOHXOAMMOCTHN) KOMaHAy check drweb, B KOTOPOW yKa3blBaeTcA
obpaweHne kK Dr.Web SNMPD Ha y3nax drweb yepe3 yTuanty snmplwalk:
snmpwalk -c public -v 2c SHOSTADDRESSS:161
YKaxute npaBuabHyro Bepcmio npotokosa SNMP 1 napametpsl, Takme kak community string,
WAV NapameTpbl ayTeHTUudurKaumm, a Takxe nopt. NepemeHHyro SHOSTADDRESSS

HeobXOAMMO OCTaBWTb B KOMaHAe (OHa aBToMaTnyecky 3ameHseTcs Nagios Ha NpaBubHbIN
aApec y3na npu BbizoBe komaHZbl). OID B koMaHAe yka3biBaTb He TpebyeTcs. PekomeHayeTcs

PykoBoacTBO agMunHMCTpaTopa

276



A7

Py
$

A
)
A

KomnoHeHTbl Dr.Web Server Security Suite

Tak>Xe yka3zaTb KOMaHAy BMeCTe C MOJIHbIM MyTeM K UcrosHsemomy dariny
(0bblYHO — /usr/local/bin/snmpwalk).

Moakntounte 06bekTbl DriVeb B KOHPUIypaLMOHHOM daiine
<NAGIOS_ETC_DIR>/nagios.cfg, ,ObaBMB B HEFO CTPOKY:

cfg file=<NAGIOS_OBJECTS_DIR>/drweb.cfg

[obasbTe HacTponku RRDtool ans rpadumkos DrivVeb n3 danna rrdopts.conf-sample B
davin <NAGIOSGRAPH_DIR>/etc/rrdopts.conft.

Ecnn komnoHeHT Nagiosgraph ele He HaCTPOeH, TO BbIMOJHUTE €ro HAaCTPOMKY:

e CkonupynTe Parin nagiosgraph.cfg B katanor <NAGIOS_OBJECTS_DIR> v ncnpasbTe
nyTb K hanny ckpunta insert.pl B KOMaHAe process-service-perfdata-for-
nagiosgraph, HanpumMep, Tak:

$ awk '$1 == "command line" { $2 = "<NAGIOSGRAPH_DIR>/bin/insert.pl" }{ print }'
./objects/nagiosgraph.cfg > <NAGIOS_OBJECTS_DIR>/nagiosgraph.cfg

e [oakntounte 3TOT pain B KOHPUrypaumoHHom danne <NAGIOS_ETC _DIR>/nagios.cfg,
f06aBVB B HEro CTPOKY:

cfg file=<NAGIOS_OBJECTS_DIR>/nagiosgraph.cfg

MNpoBepbTe 3HaueHMA napameTpoB Nagios B KOHPUrypaLMOHHOM darine
<NAGIOS_ETC_DIR>/nagios.cfgq:

check external commands=1
execute host checks=1

accept passive host checks=1
enable notifications=1
enable event handlers=1

process performance data=1

service perfdata file=/usr/nagiosgraph/var/rrd/perfdata.log

service perfdata file template=$LASTSERVICECHECKS | |$HOSTNAMES | |$SERVICEDESCS | | $SERV
ICEOUTPUTS | | SSERVICEPERFDATAS

service perfdata file mode=a

service perfdata file processing interval=30

service perfdata file processing command=process-service-perfdata-for-nagiosgraph

check service freshness=1
enable flap detection=1
enable embedded perl=1l
enable environment macros=1

Hactpowka npuema yBegomnennnn SNMP trap ana Nagios

1.

Ha Habatogaemom y3ne B HacTpoikax Dr.Web SNMPD (napameTp TrapReceiver) ykaxuTe
aZpec, KOTopbIv NpocaylwmnBaeTcs snmptrapd Ha y3ne ¢ Nagios, Hanpumep:

SNMPD.TrapReceiver = 10.20.30.40:162

MpoBepbTe Hannume parina ckpunta
<NAGIOS_PLUGINS_DIR>/eventhandlers/submit check result, KOTOpbI ByaeT
BbI3bIBATbCA NpW NoayyveHun ysegomnennin SNMP trap. Ecan sToro danna Her, To cneayet
CKOMMPOBaTb B 3TO MecTo $painn submit check result u3

KaTanora /opt/drweb.com/share/drweb-
snmpd/connectors/nagios/plugins/eventhandlers/ ans GNU/Linux

win /usr/local/libexec/drweb.com/share/drweb-
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snmpd/connectors/nagios/plugins/eventhandlers/ ans FreeBSD. Heobxoanmo B
3TOM danne ncnpasBuTb NyTb, YKa3aHHbIA B NapameTpe CommandFile. OH AOKEH UMETb TO
Xe 3HaueHwue, yto 1 napameTp command file B panne <NAGIOS_ETC_DIR>/nagios.cfq.

3. Ckonupynte pann snmptt.drweb.nagios.conf B Katanor /etc/snmp/snmp/. B 3TOM
daiine nameHuTe NyTb K Garny ckpunta submit check result, HanpuMep, BbIMOJHNB
KOMaHay:

$ awk '$1 == "EXEC" { $2 = <NAGIOS_PLUGINS_DIR>/eventhandlers/submit check result }
{ print}' ./snmp/snmptt.drweb.nagios.conf > /etc/snmp/snmp/snmptt.drweb.nagios.conf

4. [lobasbTe B daitn /etc/snmp/snmptt.ini cTpoOKy

«/etc/snmp/snmptt.drweb.nagios.conf». [locne 3TOro, eciv snmptt 3anyLeH B
pexuMe AeMOoHa, TO ero Hajo nepesanycTuTb.

Mocne Toro kak Bce Tpebyemble Ppainnbl KoHUrypauum Nagios 6bi1m fobaBaeHbl 1
OTpefaKTMpOBaHbl, HeobxoAnMO 3anycTuTb Nagios B pexunme oTaagkv KOMaHAOW:

# nagios -v <NAGIOS_ETC_DIR>/nagios.cfg

B aTom cnyyae Nagios npoBepuT Haanume owmnbok koHburypaumm. Ecam owmbkm He Hbiim
HalzZeHbl Npu NpoBepke, nepesanyctmte Nagios cTaHAAaPTHBIM CNOCOH6OM, HanpuMep, KOMaHAON:

# service nagios restart

MoapobHee ¢ oburLmanbHON gokyMeHTaumeln no Nagios Bbl MOXeTe 03HaKOMUTbCA MO ccbiike .

9.14.5. Dr.Web SNMP MIB

MNepeueHb napameTpoB pabotbl Dr.Web Server Security Suite, kKoTopble MOryT 6bITb MONYYEHbI
BHELUHVMMMW cucTeMaMu MOHUTOpWHra no npotokony SNMP, npeacraBneH B Tabanue Huxe.

Nma napametpa OID napametpa Tun n onucaHue napameTpa

O6wmin NpedurKc UMeH: . iso.org.dod.internet.private.enterprises.drweb.drwebSnmpd

O6wwmin npepurkc OID: .1.3.6.1.4.1.29690.2

AcCUHXpOHHbIe yBegoMaeHus o cobbituax (SNMP

alert traps)
threatAlert -1.1 YBegoMaeHve 06
0bHapy>eHHoI yrpose
threatAlertFile -1.1.1 Nms nHduymposaHHoro daiina
(cTpoka)
threatAlertType -1.1.2 Tvn yrpossi (Lenoe uncio®)
threatAlertName -1.1.3 HasBaHue yrposbl (cTpoka)
threatAlertOrigin -1.1.4 VlaeHTUdMKATOP KOMMOHEHTa,

o6Hapy>uBLUIEero yrposy (uenoe

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

threatAlertRemotelp

threatAlertRemoteUser

threatAlertRemoteDomain

threatActionErrorAlert

threatActionErrorAlertFile

threatActionErrorAlertType
threatActionErrorAlertName

threatActionErrorAlertOrigin

threatActionErrorAlertError

threatActionErrorAlertErrorCode

threatActionErrorAlertAction

componentFailureAlert

componentFailureAlertName

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

Tun n onucaHue napameTpa
UNCNO***)

IP-agpec yaaneHHoro y3na, ¢
KOTOPOro NMpov3BOANACA
poctyn K danny (ctpoka)

Vimsa yaaneHHoro
nosib3oBaTeNs, obpallasLierocs
K parny (cTpoka)

Vimsa yaaneHHoro y3na (FQDN),
C KOTOPOTO MPOU3BOANACS
poctyn K danny (ctpoka)

YBegomeHne 06 ownbke npu
MonbITKE HENTPanM3aLmm
yrposbl

Vims nHdnumposaHHoro danna
(cTpoka)

Twn yrpo3ssbl (Lenoe uncno*)
Ha3BaHue yrposbl (CTpoka)

VaeHTndunkatop KOMMOHEHTa,
obHapy>xuBLLEro yrposy (uenoe
UNCNO***)

OnucaHuve owmnbkm (cTpoka)

Kog owmnbku (uenoe uncno,
COOTBETCTBYET KOAAM U3
Tabanubl KaTasora ownbok)

[JlenctBue, nonbiTka COBEPLUNTD
KOTOpOe npurBesa K olwmnbke
(uenoe uncno: 1 — neuntb; 2 —
nepemMecTuTb B KapaHTWH; 3 —
yaanute; 4 — nHbopmumpoBsarts;
5 — nrHopupoBatb)

YBegomseHune o cboe B paboTe
KOMMOHEHTa

VaeHTndunkatop KOMMOHeHTa
(uenoe uncno***)

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa OID napametpa Tun n onucaHue napameTpa
componentFailureAlertExitCodeDesc .1.3.2 OnwucaHvie KoAa 3aBepLUeHus
ription

KOMMOHeHTa (CTpoKa)

componentFailureAlertExitCode .1.3.3 Kog 3aBepLueHMs KOMMOHeHTa

(uenoe uncno, cooTBeTCTBYET
KoJam un3 Tabanubl KaTanora
oLnboKk)

infectedUrlAlert -1.4 YBeaomeHne o 610KMpPOBaHIK
[oCTyna K Beb-pecypcy,
cofep>kaliemy yrposy (ans
coeanHeHnn HTTP/HTTPS)

infectedUrlAlertUrl .1.4.1 3a6n0kMpoBaHHbIi URL
(cTpoka)
infectedUrlAlertDirection .1.4.2 HanpasneHue HTTP-

coobuleHusa (uenoe umcno: 1 —
3anpoc, 2 — OTBeT)

infectedUrlAlertType .1.4.3 Tun yrpo3ssl (Lenoe uncno®)
infectedUrlAlertName .1.4.4 Ha3BaHue yrposbl (cTpoka)
infectedUrlAlertOrigin .1.4.5 VaeHTUGUKATOP KOMMOHEHTa,
obHapy>xuBLLEro yrposy (uenoe
UnCAo***)
infectedUrlAlertSrclIp .1.4.6 IP-azpec NCTOUHMKa

coeAnHeHnA (CTpoKa)

infectedUrlAlertSrcPort .1.4.7 MopPT NCTOUHVIKA COeAUHEHUS

(uenoe uncno)

coeAnHeHMA (CTpoKa)

infectedUrlAlertDstPort .1.4.9 MopT TOUKM Ha3HaueHWs

coeAnHeHNs (LLenoe Yncno)

infectedUrlAlertSniHost .1.4.10 SNI TOYKM Ha3HaYeHUs

coeanHeHuns (ansa SSL-
coefuHeHU) (cTpoka)

infectedUrlAlertExePath .1.4.11 VicnonHaemblit nyTb

nporpaMmbl-MHULMaTOPa
coeAnHeHMA (CTpoKa)

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

infectedUrlAlertUserName

categoryUrlAlert

categoryUrlAlertUrl

categoryUrlAlertCategory

categoryUrlAlertOrigin

categoryUrlAlertSrclIp

categoryUrlAlertSrcPort

categoryUrlAlertDstlIp

categoryUrlAlertDstPort

categoryUrlAlertSniHost

categoryUrlAlertExePath

categoryUrlAlertUserName

expiringLicenseAlert

OID napametpa

.1.4.

12

.10

KomnoHeHTbl Dr.Web Server Security Suite

Tun n onucaHue napameTpa

Vims nonb3oBaTens, C npaBamu
KOTOPOro UCMONHAETCA
nporpaMma-uHuLmaTop
coeAnHeHnA (CTpoKa)

YBegomneHne o 610KMpoBaHmm
JoCTyna K Beb-pecypcy,
BXOAALLEMY B HEXENATENbHYHO
KaTeropwmo

3abnokmposaHHbI URL
(cTpoka)

Kateropus Be6-pecypcos, k
koTopown otHocutcs URL (uenoe
UNCNO*¥)

VaeHTndnkatop KOMMOHEHTa,
obHapy>xuBLLEro yrposy (uenoe
UNCNO***)

IP-agpec ncTtouHunka
coeAnHeHMA (CTpoKa)

MopT NCTOYHMKA COeANHEH NS
(uenoe uncno)

IP-agpec ToukM HazHaueHua
coeAnHeHnA (CTpoKa)

[MopT TOUKM Ha3HaueHuA
coeAnHeHNs (LLenoe Yncno)

SNI TOYKM Ha3zHaYeHUA
coeanHeHuns (ansa SSL-
coefuHeHU) (cTpoka)

VicnonHsembiv nyTb
nporpamMmbl-MHMLIMaTOPa
coeAnHeHnA (CTpoka)

Vims nonb3oBaTens, C npaBamu
KOTOPOro MUCMONHAETCA
nporpaMma-uHuLmaTop
coeAnHeHMA (CTpoKa)

[Heln f0 ncteueHuns NNLeH3nm
(uenoe uncno)

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

outdatedBasesAlert

stat

threatCounters

knownVirus

suspicious

adware

dialers

Jjoke

riskware

hacktool

scankErrors

sePathNotAbsolute

seFileNotFound
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OID napametpa Tun n onucaHue napameTpa

-1.11 Bpems nocneaHeit ycnelHoi
NMonbITKM 0bHOBAeHUA 6a3 (Unix
time)

CraTuctnueckme nokasartenum pa6orsl Dr.Web
Server Security Suite

2.1 CUeTunkm 0BbHapY>KEHHbIX
yrpos
-2.1.1 Yncno obHapy>KEHHbIX

N3BECTHbIX YrPO3 (CYETUMK;
LLenoe 4Yncao)

-2.1.2 Yncno o6HapyKeHHbIX
NoAO3pPUTE/bHBIX O6BEKTOB
(cyeTuunK; Lenoe 4Yncno)

-2.1.3 Yncno obHapyKeHHbIX
peKNaMHbIX NPOrpamm
(cyeTumnK; Lenoe 4Yncno)

-2.1.4 Yncno o6HapyKeHHbIX
nporpamMm A03BOHa (CYETUUK;
LLenoe 4Yncao)

-2.1.5 Yncno o6HapyKeHHbIX
LIYTOYHBIX MPOrPaMM (CUeTulK;
LLenoe 4Yncao)

-2.1.6 Yncno obHapyKeHHbIX
NOTEeHLMabHO OMacHbIX
nporpamMm (CYeTunK; Lenoe
UmnCno)

-2.1.7 Yncno obHapy>KEHHbIX
nporpaMm B3aoMa (CYETUUK;
LLenoe 4Yncao)

2.2 CYETUVKM MPOV30LLEALLINX
owmnbok nposepku dannos

.2.2.1 KoAMUecTBO BO3HWKHOBEHUI
ownbKM «He abcontoTHbIN

NyTb» (CYETUUK; LLeNoe YNCNO)

.2.2.2 KonnuectBo BO3HUKHOBEHWN
ownbku «Pann He

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

seFileNotRegular

seFileNotBlockDevice

seNameTooLong

seNoAccess

seReadError

seWriteError

seFileTooLarge

seFileBusy

seUnpackingError

sePasswordProtecetd

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.2.2.10

.2.2.20

.2.2.21

Tun n onucaHue napameTpa

HanAeH» (CYETUUK; Luenoe
Umncno)

KonnuectBo BO3HWKHOBEH W
owmnbkm «CneunanbHbin (He
perynspHbiii) Gann» (CHeTunK;
LLenoe 4Yncao)

KonnuectBo BO3HWKHOBEHN
owmnbkm «dPann — He BAOYHOE
YCTPOWCTBO» (CHETUHUK; Lienoe
Umncno)

KonnuectBo BO3HWKHOBEH W
owmnbKM «CANLLIKOM ANVHHBIN
nyTb AN UM dalina» (CYHETUNK;
LLenoe 4Yncao)

KonnuectBo BO3HMKHOBEH W
owmnbkn «Joctyn
3anpeLeH» (CYeTunK; Lenoe
UmnCno)

KonnuectBo BO3HUKHOBEHN
owmnbkm «Owmnbka

UTeHUsA» (CUETUUK; Lenoe
UmnCno)

KonnuectBo BO3HWKHOBEHN
owmnbkm «Owmnbka

3anmcn» (CYETUMK; Lenoe
UmnCno)

KonnuectBo BO3HWKHOBEHN
owmnbkm «dann carwKom
00/bLLIOW» (CUETUMK; Lienoe
UmnCno)

KonnuectBo BO3HWKHOBEHN
owwmnbkm «dann
3aHAT» (CYETYMK; LLeNOE YNCIO)

KonnuectBo BO3HWKHOBEHN
owmnbkm «Owmnbka
pacrnakoBKM» (CUETUMK; Liesoe
UmnCno)

KosnuecTtBo BO3HWKHOBEHWUIA
owmnbkM «3alumLLeHo naponem»

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

seArchCrcError

seArchInvalidHeader

seArchNoMemory

seArchIncomplete

seCanNotBeCured

sePackerLevellLimit

seArchivelLevelLimit

seMaillLevelLimit

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.2.2.22

.2.2.23

.2.2.24

.2.2.25

.2.2.26

.2.2.30

.2.2.31

.2.2.32

Tun n onucaHue napameTpa
(cyeTumK; Lenoe 4Yncio)

KonnuectBo BO3HUKHOBEHN
owmnbkm «Owmnbka
KOHTPONbHOW CyMMbI
apxuBa» (cyetumk; uenoe
UmnCno)

KonnuectBo BO3HWKHOBEHN
owmnbkn «HeponycTnmbii
3aroJIoOBOK apxmBa» (CUYEeTUUK;
LLenoe 4Yncao)

KonnuectBo BO3HWKHOBEH W
owmnbkm «HegoctatouHo
namsT aAns o6paboTkm
apxuBa» (cyeTumk; uenoe
Umncno)

KonnuectBo BO3HWKHOBEH W
OoLNBKM «HeoXnaaHHbIN KOHeL,
apxuBa» (cyetumk; uenoe
UmnCno)

KonnuectBo BO3HUKHOBEHN
owwmnbkm «OBBEKT HE MOXKET
ObITb BblIeUEH» (CUETUUK;
LLenoe 4Yncao)

KonnuectBo BO3HUKHOBEHN
owmnbkn «lMpeBbiweHne
[OMyCTUMOTO YPOBHSA
BJIOXXEHHOCTW AN
3aMnakoBaHHbIX

06beKTOB» (CUHETUUK; Liesoe
UmnCno)

KonnuectBo BO3HWKHOBEHN
owmnbkn «lMpeBbiweHne
[OMyCTUMOTO YPOBHSA
BJIOXXEHHOCTW AN

apXMBOB» (CUETUUK; Liesoe
UmnCno)

KonnuectBo BO3HMKHOBEHWI
owmnbkn «lMpeBbiweHne
[OMYCTUMOrO YPOBHS
BJIOXKEHHOCTU A1 MOYTOBbIX

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

seContainerLevellimit

seCompressionLimit

seReportSizelLimit

seScanTimeout

seEngineCrash

seEngineHangup

seEngineError

seNoLicense

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.2.2.33

.2.2.34

.2.2.35

.2.2.40

.2.2.41

.2.2.42

.2.2.44

.2.2.45

Tun n onucaHue napameTpa

dannoB» (cueTuuk; Liesoe
Umncno)

KonnuectBo BO3HUKHOBEHN
owmnbkn «lMpeBbiweHne
[OMyCTUMOTO YPOBHSA
BJIOXXEHHOCTW AN
KOHTEMHEPOB» (CUETUMK; Liesoe
Umncno)

KonnyectBo BO3HNKHOBEHWN
owmnbkn «lMpeBbiweHne
J4OMNYCTUMOW BEIVYMHBI
koabdnumeHTa

oKaTuA» (CYUeTUnK; Lenoe
UmnCno)

KonnyectBo BO3HNKHOBEHWN
owmnbkn «lMpeBbiweHne
J4OMNYCTUMOro pasmepa oT4yeTa o
npoBepke» (CYeTUUK; Liesoe
UmnCno)

KonnyectBo BO3HNKHOBEHWN
owmnbkn «Victekno Bpems Ha
nposepky darna» (CYeTUmK;
LLenoe 4Yncao)

KonnyectBo BO3HNKHOBEHWN
owmnbkn «ObHapyxeH cobol
CKaHWMpYyoLLEero aapa» (CHeTuuK;
LLenoe 4Yncao)

KonnyectBo BO3HNKHOBEHWN
owmnbkn «lepectano oTBeyaTb
CKaHuMpytoLLee Aapo» (CHeTUMK;
LLenoe 4Yncao)

KonnuectBo BO3HMKHOBEHWI
ownbKM «BHYyTpeHHss owmbka
CKaHVpPYHOLLETO Agpa» (CHETUMK;
LLenoe 4Yncao)

Konnuectso BO3HMKHOBEH W
owmnbkn «He HargeHa
JencTBytoLwas

NIILLEH3MSA» (CUETUUK; Liesioe
UmnCno)

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa OID napametpa Tun n onucaHue napameTpa

seCuringlimitReached -2.2.47 Konnuecto BO3HUKHOBEHMIA
owmbkm «OCTUrHYT Npeaen

NMOMbITOK IeUeHUs» (CYETUNK;
LLenoe 4Yncao)

seNonSupportedDisk -2.2.50 KonnuectBo BO3HUKHOBEHMIA
owmnbkn «He noaaep>KMBaeMbli
ANCK» (CUETYUK; LLeNOe YNCN0)

seUnexpectedError -2.2.100 Konnuecto BO3HUKHOBEHMIA
owmnbkm «HeoxnaaHHas
oLlmnbka» (cUeTunK; uenoe
Umncno)

scanLoadAverage -2.3 MokasaTenu Harpysku
nposepku dannos

filesScannedTable -2.3.1 CKOpOCTb NpoBepku $haiiios no
3aMpocaM OT KOMMOHEHTOB

filesScannedEntry -2.3.1.1 KoMnoHeHT (cTpoka Tabanubl;
3anunch)
filesScannedIndex .2.3.1.1.1 NHAEKC KOMMOHeHTa
(npeHTndumkaTop; Lenoe
YUCO***)
filesScannedOrigin .2.3.1.1.2 IMs KOMMOHEHTa
filesScannedlmin .2.3.1.1.3 CpepaHee (32 MUHYTY)

koanuectso $annos,
NPOBEPEHHbIX B CEKYHAY
(cTpoka)

filesScanned5min .2.3.1.1.4 CpepHee (3a 5 MUHYT)

koanuectso $annos,
NPOBEPEHHbIX B CEKYHAY
(cTpoka)

filesScannedlb5min .2.3.1.1.5 CpeatHee (3a 15 MUHYT)

koanuectso $annos,
NPOBEPEHHbIX B CEKYHAY
(cTpoka)

bytesScannedTable -2.3.2 CKopocTb NpoBepky (B HaiiTax)
MO 3aMpPOCaM OT KOMMOHEHTOB

bytesScannedEntry 2.3.2.1 KomnoHeHT (cTpoka Tabanup;
3anunch)

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

bytesScannedIndex

bytesScannedOrigin

bytesScannedlmin

bytesScanned5min

bytesScannedlS5min

cacheHitFilesTable

cacheHitFilesEntry

cacheHitFilesIndex

cacheHitFilesOrigin

cacheHitFileslmin

cacheHitFilesb5min

cacheHitFilesl5min

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.2.3.2.1.1

Tun n onucaHue napameTpa

MNHaekc KOMNOHEeHTa
(npeHTndwmkaTop; Lenoe
UNCNO***)

Mmsa KoMMnoHeHTa

CpegaHee (3a MUHYTY)
KOJIMYecTBO 6awnT,
NMPOBEPEHHbIX B CEKYHAY
(cTpoka)

CpegHee (3a 5 MUHyYT)
KO/IMYecTBO 6awnT,
NMPOBEPEHHbIX B CEKYHAY
(cTpoka)

CpegHee (3a 15 MuHyT)
KOJINYecTBO 6awnT,
NMPOBEPEHHbIX B CEKYHAY
(cTpoka)

Vicnonb3oBaHue kela
npoBepeHHbIX GannoB no
3anpocam OT KOMMOHEHTOB

KomnoHeHT (cTpoka Tabavubl;
3anunch)

MNHaekc KOMNOHeHTa
(npeHTndumkaTop; Lenoe
UNCNO***)

Mma KOMMoHeHTa

CpegaHee (3a MUHYTY)
KO/IMYeCTBO OTHETOB O
npoBepKe, N3BNEUYEHHbIX 13
Kella B cekyHay (cTpoka)

CpegHee (3a 5 MUHyYT)
KO/IMYeCTBO OTHETOB O
npoBepKe, N3BNEUYEHHbIX 13
Kella B cekyHay (cTpoka)

CpegHee (3a 15 MuHyT)
KO/IMYeCTBO OTHETOB O
npoBepKe, N3BNEUYEHHbIX 13
Kella B ceKkyHay (cTpoka)

PykoBoacTBO agMunHMCTpaTopa
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errorsTable

errorskEntry

errorsIndex

errorsOrigin

errorslmin

errorsbmin

errorslbmin

net

info

components

configd

configdState

configdExitCode

configdExitTime

configdinstalledApps

OID napametpa

L2,

3.

4

KomnoHeHTbl Dr.Web Server Security Suite

Tun n onucaHue napameTpa

Yncno owmbok NnpoBepkm no
3anpocam OT KOMMOHEHTOB

KomMnoHeHT (cTpoka Tabavubl;
3annch)

MNHaekc KOMNOHEeHTa
(npeHTndumkaTop; Lenoe
UNCNO***)

Mma KoMnoHeHTa

CpegaHee (3a MUHYTY)
KO/IMYEeCTBO OLINBOK B CEKyHAY
(cTpoka)

CpegHee (3a 5 MUHyYT)
KOAM4YecTBO OWNHBOK B CEKYHAY
(cTpoka)

CpegHee (3a 15 MuHyT)
KOAM4YecTBO OWNHBOK B CEKYHAY
(cTpoka)

[Moka3saTenu ceteBon
aKTUBHOCTM

Nudpopmauus o cocroaHmm Dr.Web Server

Security Suite

.3,

1

.101

CoCTOsIHME KOMMOHEHTOB
Dr.Web Server Security Suite

[aHHble 0 KOMMOHEHTe drweb-
configd

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocneaHWiA Koz 3aBepLUeHNs
(uenoe uncno, cooTBeTCTBYET
KoJam u3 Tabanubl KaTanora
oLnboKk)

Bpewms 3aBepLueHuns paboTbl
(Unix time)

MepeyeHb YCTaHOBIEHHBbIX
KOMMOHEHTOB

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

configdAppEntry

configdAppIndex

configdAppName

configdAppExePath

configdAppInstallTime

configdAppIniSection

scanEngine

scanEngineState

scanEngineExitCode

scanEngineExitTime

scanEngineStatus

scanEngineVersion

scanEngineVirusRecords

scanEngineMaxForks

scanEngineQueues

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.3.1.1.101.1

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.1.101.1.

.3.1.2.101

.3.1.2.102

.3.1.2.103

.3.1.2.104

.3.1.2.105

Tun n onucaHue napameTpa

VHdopmaumsa 06
YCTAHOBNIEHHOM KOMTMOHEHTE
(cTpoka Tabanubl; 3anmch)

VHaekc (Homep)
YCTaHOBJIEHHOTO KOMTMOHEHTa
(uenoe uncno)

Vimsa yctaHOBAeHHOro
KOMMOHeHTa (CTpoKa)

MyTb K ncnonHsemomy danny
KOMMOHeHTa (CTpokKa)

Bpems ycTaHOBKM KOMMOHEHTA
(Unix time)

Vima cekumm ¢ napameTtpamu
KOMMOHeHTa B
KoHbUrypaunoHHom daine
(cTpoka)

[aHHble 0 KOMMOHEHTe drweb—
se

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocneaHWiA Ko 3aBepLUeHNs
(uenoe uncno, coOoTBeTCTBYET
KoJam u3 Tabanubl KaTanora
oLnboKk)

Bpewms 3aBepLueHuns paboTbl
(Unix time)

CoctosiHue Dr.Web Virus-
Finding Engine (uenoe uncno)

Bepcus Dr.Web Virus-Finding
Engine (cTpoka)

Yucno 3anncen ob yrposax
(uenoe uncno)

MakcnmanbHOe Yncio
[LOYEPHUX CKAHUPYHOLLIMX

NpoLLeccoB (Lesioe Yncno)

Ouepeam 3asay Ha NpoBepKy

PykoBoacTBO agMunHMCTpaTopa
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scanEngineQueuesLow

scanEngineQueueLowOut

scanEngineQueuelLowSize

scanEngineQueuesMedium

scanEngineQueueMediumOut

scanEngineQueueMediumSize

scanEngineQueuesHigh

scanEngineQueueHighOut

scanEngineQueueHighSize

scanEngineVirusBasesTable

scanEngineVirusBasesEntry

scanEngineVirusBaselIndex

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.3.1.2.105.1

.3.1.2.105.1.

.3.1.2.105.1.

.3.1.2.105.2

.3.1.2.105.2.

.3.1.2.105.2.

.3.1.2.105.3

.3.1.2.105.3.

.3.1.2.105.3.

.3.1.2.106

.3.1.2.106.1

.3.1.2.106.1.

Tun n onucaHue napameTpa

Ouepesb HU3KOMPUOPUTETHBIX
3aga4

YnCno HU3KOMPUOPUTETHBIX
3afiay, M3BJEeYEHHbIX 13
ouepeam, N nepeAaHHbIX Ha
06paboTky (cueTumk; uenoe
UmnCno)

Yncno HU3KOMPUOPUTETHbBIX
3ajiay, oxungaroLmx obpaboTkm
B ouepeaun (CUeTumK; Lenoe
Umncno)

Ouepesb 3asa4 06bIYHOTO
npuopwuTeTa

Yucno 3asay 06bIYHOTO
npuopuTeTa, N3BAEYEHHbIX U3
ouepean, N nepesaHHbIX Ha
06paboTky (cueTumk; uenoe
UmnCno)

Yucno 3asay 06bIYHOTO
npuopuTeTa, OXMAALLNX
06paboTkm B ouepesm
(cyeTymK; Lenoe 4Yncno)

Ouepesab
BbICOKOMPUOPUTETHBIX 3a4au

Yncno BbICOKOMPUOPUTETHBIX
3afiay, M3BJEeYEHHbIX 13
ouepeam, N nepeAaHHbIX Ha
06paboTky (cueTumk; uenoe
UmnCno)

Yncno BbICOKONMPUOPUTETHBIX
3ajiay, oxungaroLmx obpaboTkm
B ouepeaun (CUeTumK; Lenoe
UmnCno)

MepeyeHb BUPYCHbIX Ha3

ViHpopmaums o BupycHou baze
(cTpoka Tabanubl; 3anmch)

ViHaekc BupycHon 6a3bl (Lenoe
Umncno)
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Nma napametpa

scanEngineVirusBasePath

scanEngineVirusBaseRecords

scanEngineVirusBaseVersion

scanEngineVirusBaseTimestamp

scanEngineVirusBaseMD5

scanEngineVirusBaseLoadResul
t

scanEngineQueuesTab

scanEngineQueueEntry

scanEngineQueueIndex

scanEngineQueueName

scanEngineQueueOut

scanEngineQueueSize

fileCheck

fileCheckState

fileCheckExitCode
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OID napametpa

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.106.1.

.3.1.2.107

.3.1.2.107.1

.3.1.2.107.1.

.3.1.2.107.1.

.3.1.2.107.1.

.3.1.2.107.1.

Tun n onucaHue napameTpa

MyTb K Ganny BUpycHon Ha3bl
(cTpoka)

Yncno 3anmncein B BUPYCHOWM
6ase (uenoe yncno)

Bepcus BupycHom 6a3bl (Lenoe
Umncno)

MeTka BpeMeHU ANs BUPYCHOW
6a3bl (Unix time)

KoHTponbHaa cymma MD5
(cTpoka)

Pe3ysbTaT 3arpy3ku BUPYCHOM
6a3bl (CTpoKa)

MepeueHb ouepesen 3asau Ha
npoBepky

VHpopmaLmsa 06 ouepeam
(cTpoka Tabanubl; 3anmch)

VHaekc (Homep) ouepeam
(uenoe uncno)

Vimsa ouepean (cTpoka)

Yncno 3agay, M3BaeUYEHHbIX U3
ouepeau, N nepeAaHHbIX Ha
06paboTky (cueTumk; uenoe
UmnCno)

Yuncno 3aaay, OXXnaaroLmx
06paboTkm B ouepesm
(cyeTumnK; Lenoe 4Yncno)

[aHHble 0 KOMMOHEHTe drweb—
filecheck

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocneaHWiA Koz 3aBepLUeHUs
(uenoe uncno, coOoTBeTCTBYET
KoJam un3 Tabanubl KaTanora
oLnboK)

PykoBoacTBO agMunHMCTpaTopa
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fileCheckExitTime

fileCheckScannedFiles

fileCheckScannedBytes

fileCheckCacheHitFiles

fileCheckScanErrors

fileCheckScanStat

fileCheckClientEntry

fileCheckClientIndex

fileCheckClientName

fileCheckClientScannedFiles

fileCheckClientScannedBytes

fileCheckClientCacheHitFiles

fileCheckClientScanErrors

update

updateState

KomnoHeHTbl Dr.Web Server Security Suite

OID napametpa

.3.1.3.3

.3.1.3.101

.3.1.3.102

.3.1.3.103

.3.1.3.104

.3.1.3.105

.3.1.3.105.1

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

.3.1.3.105.1.

Tun n onucaHue napameTpa

Bpewms 3aBepLueHuns paboTbl
(Unix time)

Yncno nposepeHHbIX Ganios
(cyeTumK; Lenoe 4Yncno)

Yncno npoBepeHHbIx Hant
(cyeTumK; Lenoe 4Yncio)

Yncno oTyeToB O NpoBepke,
M3BNEYEHHbIX U3 Kelua
npoBepeHHbIX GainnoB
(cyeTumK; Lenoe 4Yncio)

Yncno owmbok ckaHMpyoLLLEero
A4pa (CYETUMK; LLenoe Yncno)

[MepeyeHb KIMEHTOB

VIHbopmauns o knveHTe
(cTpoka Tabanubl; 3anmch)

VHaekc (Homep) kaneHTa
(uenoe uncno)

VIMs KOMMOHEHTa-KAMeHTa
(cTpoka)

Yncno darinos, npoBepeHHbIX
A9 JAHHOTO KAMEHTa (CYeTuunK;
LLenoe 4Yncao)

Yncno 6anT, NpoBEPEHHbIX A5
JAAHHOTO KAMeHTa (CYeTuunK;
LLenoe 4Yncao)

Yncno oTuetoB O NpoBepke And
[AAHHOTO KNNEHTa, U3BJeYEeHHbIX
13 Kella NPOBEPEHHbIX GaliioB
(cyeTumK; Lenoe 4Yncio)

Yncno owmbok ckaHMpyoLLLEero
A4pa ANA JaHHOTO K/MeHTa
(cyeTuunK; Lenoe 4Yncno)

[aHHble 0 KOMMOHEHTe drweb—
update

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)
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updateExitCode

updateExitTime

updateBytesSent

updateBytesReceived

esagent

esagentState

esagentExitCode

esagentExitTime

esagentWorkStatus

esagentIsConnected

esagentServer

netcheck

netcheckState

netcheckExitCode
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OID napametpa

.3.1.4.2

.3.1.4.101

.3.1.4.102

.3.1.5.101

.3.1.5.102

.3.1.5.103

Tun n onucaHue napameTpa

MocneaHWiA Koz 3aBepLUeHNs
(uenoe uncno, coOoTBeTCTBYET
KoJam u3 Tabanubl KaTanora
oLnboKk)

Bpewms 3aBepLueHuns paboTbl
(Unix time)

Yncno otnpasieHHbIx 6anT
(cyeTuunK; Lenoe 4Yncio)

Yncno npuHATbIX Gant
(cyeTumK; Lenoe 4Yncio)

[aHHble 0 KOMMOHEHTe drweb—
esagent

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocneaHWiA Koz 3aBepLUeHNs
(uenoe uncno, cooTBeTCTBYET
KoJam un3 Tabanubl KaTanora
oLnboKk)

Bpewms 3aBepLueHuns paboTbl
(Unix time)

Pexxnm paboTbl KOMMOHEHTa
(uenoe uncno: 1 —
ABTOHOMHbIN, 2 —
NOAKOYaAETCH, 3 — oXuaaet
noakntoyeHus, 4 —
NoAKAOYEeHNe 0406peHO)

MoakntoueH nn K cepsepy
(uenoe uncno: 0 — Het, 1T — aa)

AJpec ncnosiblyemoro cepeepa
LEHTPa/M30BaHHOM 3aLUUThI
(cTpoka)

[aHHble 0 KOMMOHEHTe drweb—
netcheck

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO****)

MocneaHWiA Koz 3aBepLUeHNs
(uenoe uncno, coOoTBeTCTBYET

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

netcheckExitTime

netcheckLocalSeForks

netcheckRemoteSeForks

netcheckLocalFilesScanned

netcheckNetworkFilesScanned

netcheckLocalBytesScanned

netcheckNetworkBytesScanned

netcheckLocalBytesIn

netcheckLocalBytesOut

netcheckNetworkBytesIn

netcheckNetworkBytesOut

netcheckLocalScanErrors
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OID napametpa

.3.1.6.101

.3.1.6.102

.3.1.6.103

.3.1.6.104

.3.1.6.105

.3.1.6.106

.3.1.6.107

.3.1.6.108

.3.1.6.109

.3.1.6.110

.3.1.6.111

Tun n onucaHue napameTpa

KoAaMm 13 TabaunLbl Katanora
oLnboK)

Bpems 3aBepLueHuns paboTbl
(Unix time)

Yncno agep ckaHMpPOBaHMS,
[OCTYMHBIX JIOKaNbHO (Lenoe
UmnCno)

Yncno AOCTYMHbIX yAaNeHHbIX
A4ep CKaHMpoBaHMA (Lenoe
UmnCno)

Yncno darinos, npoBepeHHbIX
NIOKaNbHO (CUeTunK; Lienoe
UmnCno)

Yncno darinos, npoBepeHHbIX
yAaneHHo (cueTumk; uenoe
UmnCno)

Yucno 6anT, NpoBEepPEHHbIX
NIOKanbHO (CUeTunK; Lienoe
UmnCno)

Yncno 6anT, NpoBEepPEHHbIX
yAaneHHo (cueTumk; uenoe
UmnCno)

Yncno 6anT, MONyUYEHHBIX OT
NOKabHbIX KIVEHTOB (CUeTUHK;
LLenoe 4Yncao)

Yncno 6anT, oTnNpaBAeHHbIX
NOKaNbHbIM KNNEHTaM (CUeTUHnK;
LLenoe 4Yncao)

Yncno 6anT, MONyUYEHHBIX OT
YAaNEeHHbIX Y310B (CUYETUHUK;
LLenoe 4Yncao)

Yncno 6anT, oTNpaB/IeHHbIX Ha
yAaneHHble y3/bl (CHETUMK;
LLenoe 4Yncao)

Yucno owmnbok NoKaNbHbIX
A4ep CKaHUPOBaHUA (CUETUMK;
LLenoe 4Yncao)
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Nma napametpa

netcheckNetworkScanErrors

httpd

httpdState

httpdExitCode

httpdExitTime

snmpd

snmpdState

snmpdExitCode

snmpdExitTime

statd

statdState

statdExitCode

statdExitTime

statdConnectionsIn

OID napametpa

.3.1.6.112

.101

KomnoHeHTbl Dr.Web Server Security Suite

Tun n onucaHue napameTpa

Yncno owmboK yaaneHHbIX
A4ep CKaHUPOBaHMA (CUETUMK;
LLenoe 4Yncao)

[aHHble 0 KOMMOHEHTe drweb—
httpd

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO****)

MocneaHWiA Ko 3aBepLUeHNs
(uenoe uncno, cooTBeTCTBYET
KoJam u3 Tabanubl Katanora
oLnboKk)

Bpewms 3aBepLueHuns paboTbl
(Unix time)

[aHHble 0 KOMMOHEHTe drweb—
snmpd

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocneaHWiA Ko 3aBepLUeHNs
(uenoe uncno, coOoTBeTCTBYET
KoJam u3 Tabanubl KaTanora
oLnboKk)

Bpems 3aBepLueHuns paboTbl
(Unix time)

[aHHble 0 KOMMOHEHTe drweb—
statd

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocneaHWiA Koz 3aBepLUeHNs
(uenoe uncno, coOoTBeTCTBYET
KozZam un3 Tabanubl KaTanora

oLnboK)

Bpewms 3aBepLueHuns paboTbl
(Unix time)

Yncno NpUHATLIX COeANHEHWN
(cyeTumK; Lenoe 4Yncio)

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa

statdConnectionsCount

clamd

clamdState

clamdExitCode

clamdExitTime

smbspider

smbspiderState

smbspiderExitCode

smbspiderExitTime

smbspiderConnectionsIn

smbspiderConnectionsCount

smbspiderShareTable

smbspiderShareEntry

smbspiderShareIndex
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OID napametpa

.3.1.9.102

.101

.102

.103

.103.1

.103.1.

Tun n onucaHue napameTpa

TekyLiee Yncno oTKPbIThbIX
COEMHEHUNN (CUYETUUK; Lenoe
UmnCno)

[aHHble 0 KOMMOHEHTe drweb—
clamd

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO****)

MocneaHWiA Ko 3aBepLUeHNs
(uenoe uncno, cooTBeTCTBYET
KoJam u3 Tabanubl Katanora
oLnboKk)

Bpewms 3aBepLueHuns paboTbl
(Unix time)

[aHHble 0 KOMMOHEHTe drweb—
smbspider-daemon

CocTosiHMe KOMMOHeHTa (uenoe
UNCNO***¥)

MocneaHWiA Ko 3aBepLUeHNs
(uenoe uncno, coOoTBeTCTBYET
KoJam u3 Tabanubl KaTanora
oLnboKk)

Bpems 3aBepLueHuns paboTbl
(Unix time)

O6Lee YMCIo OTKPbLITLIX
COEMHEHUNI (CUYETUUK; Lenoe
UmnCno)

TekyLiee Yncno oTKPbIThbIX
COEAMHEHUNI (CUYETUUK; Lenoe
UmnCno)

CratncTuKa Mo 3aLmLLaeMbiM
pecypcam Samba

VIHbopmauwms o 3awmiiaemMom
pecypce Samba (cTpoka
TabAnLbI; 3aNKUCb)

VHaekc (Homep) 3alumiLaemMoro
pecypca Samba (Lenoe uyncno)

PykoBoacTBO agMunHMCTpaTopa
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Nma napametpa OID napametpa Tun n onucaHue napameTpa

SmbSpiderSharePath .3.1.40.103.1. I-IyTb K3aLU|V|LU|aeMOMy pecypcy
2 Samba (cTpoka)

smbspiderShareConnectionsIn .3.1.40.103.1. O6LLee UNCIO OTKPbITIX

COEAMHEHUNN (CUETUUK; Lenoe
UmnCno)

smbspiderShareConnectionsCou .3.1.40.103.1. YNCNO COEAMHEHNIA, OTKPBITBIX

nt 4 . .
B AJ@HHbIV MOMEHT (CYETYWK;

LLenoe 4Yncao)

cloudd -3.1.50 [laHHble 0 KOMMOHeHTe drweb-
cloudd
clouddState -3.1.50.1 COCTOSIHVE KOMMOHEHTa (Lienoe
UNCNO****)
clouddExitCode -3.1.50.2 MocneaHNi koa 3aBepLIeHNs

(uenoe uncno, coOoTBeTCTBYET
KoJam u3 Tabanubl KaTanora

oLnboKk)

clouddExitTime -3.1.50.3 Bpewmsi 3aBepLueHws paboTsi
(Unix time)

meshd -3.1.52 [laHHble 0 KOMMOHeHTe drweb-

meshd

meshdState .3.1.52.1 CocTosiHMe KOMMOHEHTa (Lenoe
UNCIO****)

meshdExitCode -3.1.52.2 MocneaHni Koa 3aBepLIeHUs

(uenoe uncno, coOoTBeTCTBYET
KoJam u3 Tabanubl KaTanora

oLnboKk)
meshdExitTime -3.1.52.3 Bpems 3aBepLueHus paboTbl
(Unix time)
linuxspider -3.1.201 [laHHble 0 KOMMOHeHTe drweb-

spider (ana GNU/Linux)

linuxspiderState -3.1.201.1 CocTosHMe KOMMOHeHTa (Lenoe
UNCNO***¥)

(uenoe uncno, coOoTBeTCTBYET
KozZam un3 Tabanubl KaTanora
oLnboK)
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Nma napametpa OID napametpa Tun n onucaHue napameTpa
(Unix time)

(uenoe uncno: 0 — He 3ajaH,
1 — 3arpy>xaeTcs, 2 — yepes
fanotify, 3 — LKM)

linuxnss -3.1.202 [laHHble 0 KOMMOHeHTe drweb-
nss (ana GNU/Linux)

linuxnssState .3.1.202.1 CocTosiHMe KOMMOHEHTa (Lenoe
UNCNO****)
linuxnssExitCode -3.1.202.2 MocneaHni Koa 3aBepLIeHUs

(uenoe uncno, cCOoTBeTCTBYET
KozZam un3 Tabanubl KaTanora

oLnboKk)
linuxnssExitTime -3.1.202.3 Bpems 3aBepLueHms paboTbi

(Unix time)
linuxnssScannedFiles .3.1.202.101 Yncno nposepeHHbIX Gpaiinos

(cyeTymK; Lenoe 4Yncio)

linuxnssScannedBytes .3.1.202.102 Yncno NpoBepeHHbIX GaiT

(cyeTuunK; Lenoe 4Yncio)

linuxnssScanErrors .3.1.202.103 Yncno owmboK ckaHMpPOBaHUS

(cyeTuunK; Lenoe 4Yncno)

ctl -3.1.300 [laHHble O KOMNOHeHTe drweb-
ctl
ctlState .3.1.300.1 CocTosiHMe KOMMOHEHTa (Lenoe
YNCNO****)
ctlExitCode -3.1.300.2 MocneaHUI KOy 3aBepLUeHUs

(uenoe uncno, cooTBeTCTBYET
KoJam un3 Tabanubl KaTanora

oLnboKk)
ctlExitTime -3.1.300.3 Bpems 3aBepLueHus paboTbl
(Unix time)
license 3.2 COCTOSIHVE INLLEH3NN

licenseEsMode .3.2.1

JlnueHsnsa BbigaHa cepBepom
LeHTPaAn30BaHHOWM 3aLLnThbl
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Nma napametpa OID napametpa
licenseNumber .3.2.2
licenseOwner .3.2.3
licenseActivated .3.2.4
licenseExpires .3.2.5

) Tunbl yrpos:
Koa

1

*%
) KaTteropwuun
Koa

1

Twun yrposbl

3BecTHas yrpo3sa (known virus)
Moso3puUTenbHbIN 06BEKT (SUspicious)
PeknamHas nporpamma (adware)

Mporpamma go3BoHa (dialer)
MNporpamma-LyTKa (joke program)
MoTeHUManbHO onacHas nporpamma (riskware)

Mporpamma B3s0oMa (hacktool)

URL:

Tun yrposbi

VcTouHmk pacnpoctpaHeHus yrpos (infectionSource)
He pekomeHayembii (notRecommended)

Cawtbl ansa B3pocnbix (adultContent)

Hacunwe (violence)

Opyxwue (weapons)

AzapTHble urpsl (gambling)

HapkoTtuku (drugs)

Tun n onucaHue napameTpa
(uenoe uncno: 0 — Het, 1T — aa)

Homep nvueH3snu (uenoe
Umncno)

Bnagenev nvueHsunm (ctpoka)

[laTta akTmBaLUn TULLEH3UM
(Unix time)

[aTa npekpalieHus fencTBus
nvuensum (Unix time)

PykoBoacTBO agMunHMCTpaTopa
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17

20
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Tuvn yrposbl

HeLeH3ypHas nekcuka (obsceneLanguage)
Yartbl (chats)

Teppopwuam (terrorism)

BecnnatHas anekTpoHHas nouta (freeEmail)

CoumanbHble ceTn (socialNetworks)

[lobaBneHHble No obpalieHuto npasoobnasatens (ownerNotice)

OHnaliH-urpel (onlineGames)

AHoHUMMaM3epbl (anonymizers)

Mynbl 4o6bIUM KpunToBantoT (cryptocurrencyMiningPools)

BakaHcuu (Jobs)

YepHblin cnuncok (blackList)

Koabl komnoHeHToB Dr.Web:

Koa

1

20
40
50

52

KomnoHeHT

Dr.Web ConfigD (drweb-configd)

Dr.Web Scanning Engine (drweb-se)

Dr.Web File Checker (drweb-filecheck)
Dr.Web Updater (drweb-update)

Dr.Web ES Agent (drweb-esagent)

Dr.Web Network Checker (drweb-netcheck)
Dr.Web HTTPD (drweb-httpd)

Dr.Web SNMPD (drweb-snmpd)

Dr.Web ClamD (drweb-clamd)

SplIDer Guard ans SMB (drweb-smbspider-daemon)
Dr.Web CloudD (drweb-cloudd)

Dr.Web MeshD (drweb-meshd)
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Kog KomnoHeHT
201 SplIDer Guard (drweb-spider)
202 SplDer Guard ans NSS (drweb-nss)

300 Dr.Web Ctl (drweb-ct1)

KomnoHeHTbl Dr.Web Server Security Suite

400  CkaHupoBaHWe Mo 3afaHunto cepBepa LeHTPaNN30BaHHOW 3aluThl (He ABAAEeTCA
komnoHeHToM Dr.Web Server Security Suite)

*kwk)
CoCTOAHMSA KOMMOHEHTOB:

Koa CoctosiHue

0 He yctaHoBneH

1 YcTaHOB/IEH, HO He 3anyLueH
2 3anyckaetca

3 PaboTtaet

4 3aBepLuaet paboty

ﬂ'flf-l HenocpeaCcTBEHHOro nNoay4vyeHnA 3HaYeHul nepeMeHHbIX VICI'IOJ'Ib3yl7ITe YyTUANTY snmpwa lk:

$ snmpwalk -Os -c <community> -v <eepcus SNMP> <adpec y3na> <OID>

Hanpwvmep, ans noayveHns cTaTUCTMKM NO 06HapY>KeHHbIM yrpo3am Ha JI0KalbHOM y3ne (npwu
HacTpovikax Dr.Web SNMPD no ymon4aHuto) BbINOSHNTE KOMaHAY:

$ snmpwalk -Os -c public -v 2c 127.0.0.1

.1.3.6.1.4.1.29690.2.2.1

PykoBoacTBO agMunHMCTpaTopa
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9.15. Dr.Web MeshD

KomnoneHT Dr.Web MeshD npeacrtaBaset coboi areHT, BKAHOYAKOLLNIA y3eN C YCTaHOBAEHHbIM
Dr.Web Server Security Suite B «<JjokasbHOe 0671aK0», 06beaNHSAIOLLEE Y3/bl, HA KOTOPbIX
ycTaHoBAeHbl NpoaykTbl Dr.Web ans Unix. JaHHoe ob6aako no3BoaseT ogHUM y3nam obnaka
MONYYUTb JOCTYN K CKaHVPYIOLWEMY A4pY APYrvX, APYrMMY CIOBaMK, BOCMO/b30BaTbCA YCYrou
no nposepke ¢annos.

[ns obbeanHeHMA y310B C ycTaHOBAEHHbIMU NpoaykTamun Dr.Web ana Unix B coctaBe Kaxkgoro
y31a AOKEH NPUCYTCTBOBaTb KOMMNOHeHT Dr.Web MeshD, o6ecneuvBatowmii BKAOUEHWE 3TOro
y3/1a B 0bnako. [NoaHoMoums y3na B pamkax obnaka 1 BO3MOXHOCTM 061aKa, Crnob3yemble
y3/10M, TMBKO peryanpyroTca HacTpokamm komnoHeHTa Dr.Web MeshD.

O6MeH AaHHbIMY C APYrMMU y31aMu obiaka NPOU3BOAUTCS MO 3alLMLLEHHOMY KaHany SSH.

9.15.1. MpuHUMNBbI paboTbl

B aTom pasaene

e TuUMbl NOAKJHOYEHN

e PexxrMbl paboThl

e Yayru
o YaaneHHoe ckaHvpoBsaHue danaos (Engine)

o [lepesayva dannos Ha nposepky (File)

o [1poBepka URL (Url)

Dr.Web MeshD urpaeT ponb nocpegHunka, obecneynBaroLLero B3aMMoencTBne Mexay y3/i10M, Ha
KoTopom yctaHoBneH Dr.Web Server Security Suite, n gpyrumun yanamm obnaka.

Tunbl noagkAOUEHUNA
Mpn pabote Dr.Web MeshD ncnosb3yeT noagkAtOUEHMA CleayOLLMUX TUMOB:

e KnueHmckue (cepsucHsie) ncnonbsytotca Dr.Web MeshD gna nogxatouennsa kK Hemy apyrux
y310B obnaka, KOTopble ABAAOTCA KAMEHTaMW YCAyT, MPeAoCTaBASEMbIX JaHHbIM Y3/10M.

| KomnoHeHTbl Dr.Web Server Security Suite, paboTatoLme Ha y3ne n ncnosb3yroLime
: ycnyru, npeaocTtaBaeHHble obaakoM, nogkatoyatorca k Dr.Web MeshD, paboTarowuii Ha
3TOM Xe y3/e, Yyepe3s AokabHbI Unix-cokeT. KnneHTckoe NogKktoueHne npu 3ToM He

NCroJib3yeTcs.

e [lapmHepckue (0OHopaHzo8ble) ncnonb3ytotca Dr.Web MeshD ansa Bzanmogencreus ¢
paBHOMpPaBHbIMU (B paMKax HEKOTOPOW ycayru) y3namun-naptHepamu obnaka. O6bluHO
Nnofo6HblE TOPM30HTa/bHbIE CBA3M NCMOJIb3YOTCA AN MacITabmupoBaHMA 1 pacnpeseneHuns
Harpysku npu B3anmMozencTBmmn c 061akom, a Takxke CUHXPOHM3aLUmM COCTOSHNSA y310B obnaka.
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e Bocxodauwjue ncnonbsyrotca Dr.Web MeshD ans nogkntoueHus 4aHHOrO y31a B POAW KAMEHTa K
y3nam obnaka, NpesocTaBAfOLWNM YCayrK (HanpuMep, nepegaya GanioB Ha MPOBEPKY U T. 4.).

Vcnonb3oBaHre NOAK/IOUEHNIA BCEX TPEX TUMOB HaCcTpamnBaeTCca A/ pa3HbIxX yciyr obiaka
He3aBMCUMO Apyr OT Apyra. [1pn 3TOM OAMH M TOT Xe y3en MOXeT BbITb HACTPOEH Kak cepBep A/
06CNy>KMBaHUA KJIMEHTCKMX 3aMpPOCOB B pamKax ogHon ycayru (Hanpumep, npoepku URL) 1 kak
KNMEHT — B paMKax ApYron ycayru (Hanpumep, yaaneHHOro ckaHMpoBaHus Gpainnos).

B pamkax obnaka y3abl OCyLLEeCTBASAIOT B3aMMOAENCTBME MO 3aLMLLEHHOMY NpoTokoay SSH, T. e.
BCE CTOPOHbI B paMKax KaXk4oro Mexy3noBOro B3auMoAencTBMSA Bcerga B3aMMHO
ayTeHTUdUUMpPOBaHbl. ns ayTeHTUGUKALMM UCNOb3YHOTCS Y310Bble Katouu (host keys) cornacHo
RFC 4251 . KnmeHTcKoe NoAKAoUeHMe OT I0KaNbHOTO KOMMOHEHTa BCerja cumtaercs
[AOBEPEHHbBIM.

Pe>xnmbl paboTbl

Dr.Web MeshD moxeT paboTaTtb Kak B pexxMMe AeMOHa, Tak 1 3anyckaTbCa Mo 3anpocam oT
Apyrmux komnoHeHToB Dr.Web Server Security Suite, pacnonoxeHHbIx Ha 10KanbHOM y3ne. Ecam
Dr.Web MeshD HacTpoeH Ha 0bcny>knBaHme KIMEHTCKMX NOAKAOYEHWUI (NapameTp
ListenAddress He NycT) U akTMBMPOBAHa BO3MOXHOCTb OKa3aHWs XOTA Bbl O4HOM 13 yCAayr,
Dr.Web MeshD 3anyckaeTcs Kak Ae€MOH 1 XAET NOAKIHYEHMA CO CTOPOHbI KJIEHTOB.

Ecnm Dr.Web MeshD He HacTpoeH Ha 06cy>XMBaHNE KIMEHTCKUX MNOAKAKOUYEHMI (MapamMeTp
ListenAddress MycT) 1 3anNpocbl K HEMY OTCYTCTBYIOT B TeUYeHME Nepnoaa BPeEMEHN,
yKa3aHHOro B napametpe IdleTimeLimit, paboTa KOMMNOHEHTa aBTOMATUYECKN 3aBepLLAETCS.

Ycnyru

YpaneHHoe ckaHupoBaHue ¢annoB (Engine)

[JaHHas ycnyra nossonseT ucnosb3osaTb Dr.Web Scanning Engine ana npoBepku yaaneHHbIX
dannoB.: y3nbl, paboTaroLime B pOAN KAMEHTOB, OTNPaBAAIOT Gai/ibl Ha MPOBEPKY Ha CEPBEPHbBIN
y3e/, a cepBepHble y3/bl MPeAOCTaBAAIOT yCAYry No npoBepke GpaiioB, OTNPaBAEHHbIX
KANEHTCKMMM y3namMu. TUMOBble HaCTPOWKMN KINEHTa CeaytoLme:

[MeshD]
EngineChannel = On

EngineUplink = <adpec cepsepa>
ListenAddress =

Iﬁay3ne,BunonHﬂKnueM POJIb NOKaNbHOTO CepBepa CKaHMpPOBaHWA, 3ajaHbl cnegyrouimne
HaCTPOWKW:
EngineChannel = On

EngineUplink =
ListenAddress = <adpec>:<nopm>

PykoBoacTBO agMunHMCTpaTopa
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3aecb <adpec cepeepa> B BOCXOAALLEM COEAMHEHUN KAMEHTA JOIKEH YKa3blBaTb Ha Te <adpec>
n <nopm>, KOTOPble UCMOJb3YHOTCH CEPBEPHbLIM Y3/10M A5l OPraHm3aLMm KIUEHTCKMX
NOAKIHOUEHUIN.

Mepepaua ¢pannos Ha nposepky (File)

[aHHasa QYyHKLMOHaNbHOCTb He ncnosib3yetcs (PyHKLUUA YAaNeHHOro CKaHMPOBaHNA OKa3blBaeTCs
B pamkax ycayru Engine).

Mposepka URL (Url)

[aHHasa ycnyra npegHasHaveHa ana nposepkn URL Ha NpuHagneXXHoOCTb K MOTeHLMaNbHO
OracHbIM N HeXKeslaTe/IbHbIM KaTeropuaM: y3/ibl, BbICTyNatoLLME B POJN KINEHTOB, OTMPaBAANOT
URL ans npoBepKkn Ha cepBepHbIN y3e. TUMoBble HaCTPONKMN KANEHTa CaeaytoLme:

[MeshD]
UrlChannel = On

UrlUplink = <adpec cepsepa>
ListenAddress =

Ha y3ne, BbicTynatoLlem B kauecte cepsepa ans nposepky URL, 3agaHbl cregyrolme HacTpOKu:

UrlChannel = On
UrlUplink =

ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepa> B BOCXOAALLEM COEANHEHUM KNNEHTA AOMKEH YKa3blBaTb Ha Te <adpec>
N <nopm>, KOTOPbIE NCMOb3YHOTCA CEPBEPHBLIM Y3/I0M A5l OPraHu3aLmm KINEHTCKUX
NMOAK/IHOUEHUI.

9.15.2. AprymeHTbl KOMaHAHOMN CTPOKM

Yto6bI 3anycTUTb KOMMNOHEHT Dr.Web MeshD v3 KOMaHAHOW CTPOKW, BbINOJAHUTE KOMaHAY:

e a1 GNU/Linux:

$ /opt/drweb.com/bin/drweb-meshd [<napamempoi>]

e a1 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-meshd [<napamempsi>]

Dr.Web MeshD gonyckaet ncnosb3oBaHue CieAyroLnX NapaMeTpoB:

Mapametp OnucaHue

--help Ha3zHaueHne: BbIBOp| Ha 3KpaH KOHCOJIN NN SMYNATOPa TepMKUHaNa KpaTKOI?I CrpaBku no
MMerLwnMca napameTpam KOMaH,CI,HOI?I CTPOKUM 1 3aBepLueHne pa6OTbI KOMIOHEHTa.

KpaTkuii BapuaHT: -h

PykoBoacTBO agMunHMCTpaTopa
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AprymeHTbl: Het

--version HasHaueHwne: BbiBOA Ha 3KpaH KOHCOAM WK 3MyAaTOpa TepMuHana nHdopmaunm o
BEpPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-meshd --help

[aHHaa KomMaHAa BbiBeAET Ha 3KpaH KpaTKyro cnpaBky koMmnoHeHTa Dr.Web MeshD.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernocpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeCckn JEMOHOM yrnpaBaeHNa KoHdurypawmein
Dr.Web ConfigD npun HeobxogumocTtu. [1na ynpasaeHusa napameTpamu paboTbl KOMMOHeEHTa
ncnonbsynte ytuamty Dr.Web Ctl, npeaHasHaueHHyto ans ynpaeaenus Dr.Web Server Security
Suite N3 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE U3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-meshd.

9.15.3. MNapameTpbl KOHPUrypauum

KoMMnoOHeHT ncnonb3yeT napameTpbl KOHGUrypauuy, 3agaHHble B cekumm [MeshD]
obbeanHeHHoro koHdurypauvoxHHoro dansa Dr.Web Server Security Suite.

B cekunm npeacrtaB/sieHbl Ceayroline napamMmeTpbl:

Mapametp OnucaHue

LogLevel

YpoBeHb N0APOBHOCTY BeAEHNSA XXypHala KOMMOHEHTa.

{yposeHb hodpobHocmu}
Ecnv 3HaueHWe napameTpa He yKasaHo, UCMONb3yeTcs 3HaUeHne

napameTpa DefaultLogLevel 13 cekuun [Root].

3HaueHne No ymonyaHuto: Notice

Log MeTo/ BefeHWA XypHaia KOMMNOHEHTa.
{mun xypHana} 3HauyeHne Mo yMOAYaHMIo: Auto

ExePath MyTb K UCMONHAEMOMY dalily KOMMOHEHTA.
{nyme k cpatiny} 3HauyeHue No YMOAYaHWIO:

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

IdleTimeLimit

{uHmepean epemeHu}

DebugSsh

{noeuyveckuti}

ListenAddress

<IP-adpec>:<nopm>

DnsResolverConfPath
{nyme k ¢paliny}
DiscoveryResponderPort

{Homep nopma}

FileChannel

{on | off

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

e ana GNU/Linux: /opt/drweb.com/bin/drweb-meshd

e ans FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
meshd

MakcManbHOe BpeMs MPOCTOs KOMMOHEHTA, MPW MPEBbILLEHNM
KOTOPOTro OH 3aBEepLUAET CBOKO paboTy.

[Jonyctumble 3HayeHus: oT 10 cekyHg (10s) go 30 gHen (30d).

Ecnun ycTaHoBNEHO 3HauveHMe None, TO KOMMOHEHT byzeT paboTatb
MOCTOSIHHO; B C/ly4ae OTCYTCTBUA aKTUBHOCTU eMy He DyZeT oTnpasieH
curHan SIGTERM.

3HayeHVe No ymMoa4aHuto: 10m

CoxpaHATb WM He COXpaHATb B XXypHasne coobLieHns npotokona SSH
(ucnonb3yetca ANA nepefaun COOBLLEHNI 1 AaHHbIX), MONYYEHHbIX U
oTnpae/ieHHbIX KoMMNoHeHToM Dr.Web MeshD, paboTatoLwum Ha
JaHHOM Yy3/1e, eCv yCTaHOB/IEH YPOBEHb NMOAPOBHOCTU XypHana
LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

CeTeBOW COKeT (aZpec v NMOpT) KANEHTCKOTO MOAK/IHOYEHWS, Ha
KOTOPOM KOMMOHEHT OXWZAAeT NOCTYNIeHNUs COeJUHEHWI OT Y3108
ob61aka, ABAAOLMXCA KINEHTaMW YCayr, NPeAoCTaBaseMblX AaHHbIM
y3/710M obnaka.

UT06bI KOMMOHEHT MOT MPOC/yLWKBaTL UHTEPdeiic IPv6 1 onpeaensTb
KAMeHTCKMe y3/bl obiaka no IPv6, napameTtp AoskeH 6bITh
0653aTeNbHO YCTaHOB/EH.

Ec/v 3HaueHue He 3a4aHo, TO KOMMOHEHT He NMPVHUMAET 3anpochk! OT
K/MEHTOB.

3HayveHve No ymon4vaHuto: 0.0.0.0:7090, ecin yCTaHOBAEH MakeT
drweb-scanning-server, B MPOTUBHOM C/lyYyae 3Ha4YeHUe He
3afaHo

MyTb Kk Ppanny Hactpoek DNS.
3HayeHVe No yMONYaHuto: /etc/resolv.cont

MopT, Ha KOTOPOM BbIlecTosLWmMl y3en MeshD oTBeyaeT no
npotokony UDP Ha 3anpocbl KnMeHToB.

MexaHun3m diSCOVEI’y pa60TaeT TONbKO eCnn 3a4aH NapamMeTp
ListenAddress.

3HauyeHVe No yMo4aHuto: 18008

Pa3pewwnTb nan 3anpetntb komnoHeHTy Dr.Web MeshD,
paboTatoLlemy Ha JaHHOM y3e, MPYHUMaTb yyacTne B yciyre obMeHa
darinamu.
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Mapametp

FileUplink

{adpec}

FileDebugIpc

{noeuyveckuti}

EngineChannel

{on | off

EngineUplink

{adpec}

KomnoHeHTbl Dr.Web Server Security Suite

OnuncaHue

Ecnv 3TOT napameTp ycTaHOBJIEH B 3HaYeHMe On, TO KOMMOHEHT
Dr.Web MeshD 6yseT aBTOMaTyecku 3anyLieH AeMOHOM yrnpaBaeHus
koHurypaumeir Dr.Web ConfigD.

3HayeHVe No yMOoNYaHuWto: On

Azpec Bbiwectoawero y3na Dr.Web MeshD, npuHuMatoLero Ha
npoBepKy painbl € 3TOro ysna.

Bo3MO>KHbIe 3HaYeHNA:

® 3HayeHUe He yKa3aHO — CepBep ANs 3TOW yCayru He 3ajaH, u Dr.Web
MeshD He 6yzeT HM K KOMY MOAKAHYATLCA.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yzeT noakntoyatbcs K
cepBepy C yKasaHHbIM apecoM 1 MOPTOM.

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepeepa ycayru
onpegenstotcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnm <domeH> He ykasaH, oH bepeTtcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneu search u
domain B 3aBMCMMOCTM OT TOTO, Kakoe 13 HMX BCTPeTUTCA B danne
KOHOUrypaLumm nocaesHUM.

e discover — MCKaTb afpec BbILLECTOALLErO y3/1a C MOMOLLbO
MexaHu3Ma discovery.

3HaueHVe No ymMoaYaHuto: (He 3adaHo)
BbIBOAWTD MM He BbIBOAWTb OTA3A0UYHYH MHDOPMaL MO B XXypHan Ans

ycnyrn obmeHa daiinamu, ecin ycTaHOB/IEH YPOBEHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

PazpewmnTb nan 3anpetntb KoMnoHeHTy Dr.Web MeshD,
paboTatoLlemMy Ha JaHHOM Yy3/e, MPUHUMaTL yYacTve B ycyre
npesoCcTaBieHNsA CKaHMpPYyroLLero aapa.

Ecnv 3TOT napameTp ycTaHOBJIEH B 3HaYeHMe On, TO KOMMOHEHT
Dr.Web MeshD 6yseT aBTOMaTyecky 3anyLieH AeMOHOM yrpaBaeHus
koHurypaumeir Dr.Web ConfigD.

3HayeHVe No yMONYaHWto: On

Azpec Bbiwectoawero y3na Dr.Web MeshD, npegoctaeasatoLero
YCNYri CKaHVpyHoLLEero aapa ANa JaHHOro y3na.

Bo3MOXHble 3HaueHus:
® 3HayeHUe He yKa3aHO — CepBep ANs 3TOW yCayru He 3ajaH, u Dr.Web
MeshD He 6yzeT HM K KOMY MOAKAHYATLCA.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yaeT noakntoyatbcs K
cepBepy C yKasaHHbIM ajpecoM 1 MOPTOM.
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{noeuyveckuti}

UrlChannel

{on | off

UrlUplink

{adpec}

UrlDebuglIpc

{noeuyveckuti}
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OnuncaHue

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepBepa ycayru
onpegenstotcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnm <domeH> He ykasaH, oH bepetcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneun search u
domain B 3aBMCMMOCTU OT TOTFO, Kakoe 13 HMUX BCTPeTUTCA B danne
KOHOUrypaLumm nociesHUM.

e discover — MCKaTb aJpec BbILLECTOALLErO y3/1a C MOMOLLbO
MexaHu3Ma discovery.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)
BbIBOAWTD MM He BbIBOAWTb OTAaA0UYHYH MHDOPMaL MO B XXypHan Ans

YCNYr CKaHVPOBaHWA, eCNN YCTaHOB/IEH YPOBEHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

Pazpelwmntb nan 3anpetntb KoMnoHeHTy Dr.Web MeshD,
paboTatoLlemy Ha JaHHOM y3/e, NPUHUMAaTb y4acTue B ycayre
nposepku URL.

3HayeHVe No yMONYaHWto: On

Azpec Bbiwectoawero y3na Dr.Web MeshD, nposepstowtero URL ans
AaHHOTO y3a.

Bo3MoO>KHbIe 3HaveHNA:

e 3Ha4YyeHue He ykazaHo — cepsep nposepkn URL He 3asaH.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yzeT noakntoyatbcs K
cepBepy C yKasaHHbIM ajpecoM 1 MOPTOM.

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepBepa ycayru
onpegenstorcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnn <OdomeH> He ykasaH, oH bepeTtcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneun search u
domain B 3aBMCMMOCTU OT TOTFO, Kakoe 13 HMUX BCTPeTUTCA B danne
KOHOUrypaLumm nociesHUM.

e discover — MCKaTb aJpec BbILLECTOALLErO y3/1a C MOMOLLbO
MexaHu3Ma discovery.

3HaueHve No ymMoaYaHuto: (He 3a0aHo)

BbIBOANTL MAN He BbIBOAUTL OTAAZOUHYHO MHPOPMALMIO B XXypHan Ans
ycnyru nposepkin URL, ecan yctaHoBIeH ypoBeHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

l B Tekyweli Bepcum Dr.Web Server Security Suite ycnyra nepesaun ¢aninoB Ha npoBepKy
: File He ncnonb3yetcs. BMecTo Hee ciesyeT UCNO/Ib30BaTh YCAYry CKaHUPYHOLLEro fapa

Engine.
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9.16. Dr.Web CloudD

B aTom pasaene

e [puHLUMIbI PaboTbl

Pa6ota c cepsrcom Dr.Web Cloud

e APryMeHTbl KOMaH/AHOW CTPOKM

[NapameTpbl KOHOUTYPAaLIK

MpuHUKMNbI paboTbl

KomnoneHt Dr.Web CloudD npeaHasHaueH ans obpaiyeHuns k obnauHomy cepsucy Dr.Web
Cloud komnaHun «Joktop Beb». Cepuc Dr.Web Cloud cobupaeTt oT Bcex aHTMBUPYCHbIX
npogaykTos Dr.Web csexyto nHdpopmaunto o6 obHapy>KeHHbIX yrpo3ax, YTo NO3BOJIAET:

® HENTPaNN30BaTb HOBEWLLME YrPO3bl, ONUCaHNE KOTOPbIX eLLe He BHECEHO B BUPYCHble 6a3bl;

® CHW3UTb BEPOSATHOCTb JIOXKHbIX CpabaTtbiBaHUI ckaHupytoLero sapa Dr.Web Scanning Engine.

Ec/iM KOMNOHEHT BK/IKOYEH, TO OH ByAeT NepuoAnyeckn oTnpasasTe obnavyHomy cepsucy Dr.Web
Cloud cratnctnky obHapyXeHus MHPULMPOBaHHbIX PpalnioB.

I Bce JaHHblIe, OTNpaBJ/iAeéMbl€ KOMMNOHEHTOM Ha CepBepPbl KOMMNaHNN «,ﬂ,OKTOp Be6»,
: ABNAOTCA 06€3/IMUYEHHBIMU U HE MO3BOAAT I/IAEHTI/ICI)VILI,VIpOBaTb NMoJib30oBaTenA.

Dr.Web Server Security Suite no ymonyaHuto He NoAKAKOYEH K 0BNayHOMY CcepBUCY
Dr.Web Cloud.

O6nauHbin cepsunc Dr.Web Cloud ncnosb3syetcs Kak AOMOAHUTENbHBIN 3LLIENOH 3aLWuUTbl NPy
nposepke ¢pannosbix cncteM. Ecnm komnoHeHT Dr.Web CloudD BkatoueH, TO OH 3aZencTByeTCs
npwv BCex onepawmax NpoBepky GannoBbix CUCTEM.

Pa6orta c cepucom Dr.Web Cloud

MoaxntoueHme Dr.Web Server Security Suite k cepsucy Dr.Web Cloud npovcxoaut
aBTOMaTMYeCKW Npu BKAOUYEHMM KOoMNoHeHTa Dr.Web CloudD.

Bbl MOXKeTe BKAOUUTL AN OTKAOUUTL KoMnoHeHT Dr.Web CloudD ¢ nomollpsto:

e vTuanTbl Dr.\Web Ctl:

e BebH-uHTEepdenca ynpasaeHus:

e pPeJaKTUPOBAHUA KOHOUTYPALIMOHHOIO daitia BPYUHYHO.

PykoBoacTBO agMunHMCTpaTopa
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Bk/itoueHue uam oTkaroueHue ¢ nomouybio yTuautsl Dr.Web Ctl

Yto6bl BktOUNTL Dr.Web CloudD, BbinosHWTE KOMaHAy:

# drweb-ctl cfset Root.UseCloud Yes

qTO6bIOTKﬂmHMTbaTOTKOMHOHeHT,BHHOHHMTGKOMaHAM

# drweb-ctl cfset Root.UseCloud No

BkiitoueHue uam oTkroueHue ¢ noMmoubio Be6-uHTepgeiica ynpasneHus (Ha npumepe
JNIOKa/IbHOTO KOMIMblOTEpa)

1. OTkponTe Beb6-6pay3ep v BBeanTe agpec https://127.0.0.1:4443/.

2. YKaxuTte UMs 1 Napob Nnosib3oBaTens, obnagaroLLlero NpMBUAErMaMmM agMUHUCTpaTopa.
3. Bbibepute Hactpowku, 3atem — O6wwme HacTpomKm.
4

. YcraHoBuTe dnaxok HanpoTtus TekcTa UseCloud, 4uTo6bl BKAHOUNTE KOMMOHEHT, B MPOTUBHOM
cyyae CHMUMUTE 3TOT GIaxKoK.

MNoapobHee npo HacTporiky Dr.Web Server Security Suite ¢ nomowbto Be6-uHTepderica
ynpas/ieHus.

BkaroueHue Uan oTK/IFOUEHME NyTeM pefaKTUpoBaHUA KOHuUrypaumoHHoro ¢aina
BPY4HYIO

ili Bbl Z0/1KHbI BbITb YBEPEHbI B KOPPEKTHOCTU M3MEHEHWI, BHOCKMbIX B KOHOUIYPaLMOHHbIN
dann.

1. OTtkpouTe KOHPUrypaUMOHHbIA dann /etc/opt/drweb. com/drweb. ini gna GNU/Linux
wan /usr/local/etc/drweb.com/drweb.ini ana FreeBSD B npegnoyntaemom Bamu
TEKCTOBOM peZakTope C NpaBamu agMuHuUCTpaTopa. Ytobbl noayunts npaea
aAMWHNCTPATOPa, NCMONb3YyTe KOMaHAY CMeHbl MOb30BaTeNs su UM KOMaHAy BbIMOAHEHUS
OT MEHW APYroro noJsib3oBatens sudo.

2. Ecam B KOHOUrypaumoHHOM daline oTCyTCTBYeT cekimsa [Root], TO NepenanTe B KOHEL,
darina n fobaBbTE C HOBOW CTPOKMU:
e /111 BK/IFOUYEHMA KOMMOHEHTa U NOAKIHUEHUS K CepBUCY:

[Root]
UseCloud = Yes

o ,D,IIFI BbIKNTFOYEHNA KOMMOHEHTa N OTKAKOYEHUA OT CcepBUcCa:

[Root]
UseCloud = No

Ecan koHdUrypaumoHHbI darin yxe BkAtOUaeT cekumnto [Root]:

e Ecam napameTp UseCloud OTCyTCTBYET, 406aBbTe €ro, ykaszaB UseCloud = Yes A4
MoAKNtOUeHNs K cepBUCY AN UseCloud = No AN OTKJAHOYEHUA OT HEro.

PykoBoacTBO agMunHMCTpaTopa
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e Ecnv napameTp UseCloud y>e yKa3aH B cekuum [Root], TO M3MEHWTE ero 3HayeHune Ha
Yes A9 NOAKIOYEHUS K CEPBUCY UM Ha No A/ OTKJIFOUEHUNS OT HETO.

3. TlMepe3arpy3ute koHburypauuto Dr.Web Server Security Suite, BbINOAHUB KOMaHAY:
# drweb-ctl reload

ANA NPpUMEHEHUNA BHECEHHDbIX N3MEHEHWUI.

KomnoHeHT Dr.Web CloudD 3anyckaeTcs aBTOMaTU4eCKN EMOHOM YrNpaBAeHUs KOHPUrypaLmen
Dr.Web ConfigD npun HeobxogumocTtu. [1na ynpasaeHvsa napameTpamu paboTbl KOMMOHeHTa
ncnonbsymnte ytuamty Dr.Web Ctl, npeaHasHaueHHyto ans ynpaeaenus Dr.Web Server Security
Suite N3 KOMaHAHOW CTPOKMW.

l [na nonyyeHmsa cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
° man 1 drweb-cloudd.

AprymeHTbl KOMaHAHOMN CTPOKMU

YTo6bI NOKa3aTb CNpaBoOYHYyt MHOPMaLMIo O koMnoHeHTe Dr.Web CloudD, BbinoaHute
KOMaHAy:

e ana GNU/Linux:
$ /opt/drweb.com/bin/drweb-cloudd [<napamempei>]
o anqa FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-cloudd [<napamempei>]

drweb-cloudd NpUHMUMaET CieayroLle napamMmeTpbl:

Mapametp OnucaHue

--help Ha3zHaueHne: BbIBOp| Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMUHaNa KpaTKOI?I CrpaBku no
MMernLwnMca napameTpam KOMaH,CI,HOI?I CTPOKUM 1 3aBepLueHne pa6OTbI KOMIOHEHTa.

KpaTkuit BapuaHT: -h
AprymeHTbl: Het

--version Ha3zHaueHne: BbIBOp| Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMUHaNa I/IHq)OpMaLI,I/II/I o
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-cloudd --help

DTa KOMaHZAa BbIBEAET Ha 3KpaH KpaTKyro crpaBky o koMmrnoHeHTe Dr.Web CloudD.

PykoBoacTBO agMunHMCTpaTopa
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KomnoHeHT Dr.Web CloudD ncnonb3yet napameTpbl KOHOUIypaLuun, 3ajaHHble B CEKLUN
[CloudD] obbeanHeHHOro koHdurypaumoHHoro dania Dr.Web Server Security Suite.

YT06bI M3MEHUTL 3HaUeHMe Kakoro-anbo napametpa Dr.Web CloudD, BbinosHWTEe KOMaHAy:

# drweb-ctl cfset CloudD.<napamemp> <3Ha4yeHue>

B cekummn [CloudD] npeacTaB/ieHbl CeaytoLe napameTpsi:

Mapametp

LogLevel

Log

ExePath

RunAsUser

Aonyctumbie
3HaueHus

Debug, Info, Notice,
Warning uau Error

Auto,
Syslog[:<Daemon,
User, Mail unu
Local0..7>] unu
<nyme Kk ¢adiny>

nyme k ¢aliny

<UID> unu <ums
nosie3o8ameis>

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnm 3HaueHre napameTpa He yka3aHo, NCNOob3yeTca
3HauyeHuMe napameTtpa DefaultLogLevel U3 cekUnK
[Root].

3HauyeHue No yMon4YaHuIo: Notice

MeTtoz BegeHa XKypHaaa KOMMOHEHTa.

3HaueHue no YMOA4YaHUKO: Auto

MyTb K McnoaHsemMomy daliny KOMMOHEHTa.

3HaueHue no YMONYaHUIO:

e nns GNU/Linux: /opt/drweb.com/bin/drweb-
cloudd
e s

FreeBSD: /usr/local/libexec/drweb.com/bin
/drweb-cloudd

MNMonb3oBaTenb, OT UMEHW KOTOPOro 3amnyckaeTca
KOMMOHEHT. Bbl MOXeTe yKa3aTb YMCI0BOM
naeHtndburkatop nonbzosatens (UID) nam ero nmsa
(noruH). Ecam nma nonb3osatensa coctonT ns undp (1. e.
noxoxe Ha uncnosoi UID), To OHO yKa3blBaeTcs ¢
npednKcom name :, Hanpumep,

RunAsUser = name:123456.

Ecav ums nonb3oBaTens ykaszaHo HEKOPPEKTHO, paboTa
KOMMOHEeHTa 3aBepLUaeTcs ownbKon cpasy nocie
MoMbITKK 3anycka.

3HaueHue no yMONYaHUIO: drweb

PykoBoacTBO agMunHMCTpaTopa
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Mapametp

IdleTimeLimit

FixedSocketPath

PersistentCache

DebugsSdk

Jonyctumbie
3HaueHuA

uHmepsasa epemeHu

nyme k ¢adny

On, Yes, True, Off, No
unu False

On, Yes, True, Off, No
unu False

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune

MakcrmManbHoe Bpemsi MPOCTOsi KOMMOHEHTa, Npwu
NpeBbILLEHNM KOTOPOTrO OH 3aBepLUaeT CBOHO paboTy.

[Jonyctumble 3HaueHuns: oT 10 cekyHz (10s) ao 30 gHel
(304d).

Ecam yctaHOBNEHO 3HaueHVe None, KOMMOHEHT byaeT
paboTaTb MOCTOSHHO; B C/lyYae OTCYyTCTBUS aKTUBHOCTM
eMy He byaeT oTnpasneH curHan SIGTERM.

3HayveHMe No yMmoi4aHuto: 1h

MyTb K Ppanny Unix-coketa GUKCMPOBAHHOTO
3K3emmnaspa KOMMNOHeHTa.

Mpwv 3agaHnK 3TOro NapameTpa AeMOH yrnpaBaeHns
koHurypauwmen Dr.Web ConfigD cnegut 3a Tem, 4tobb!
BCersa UMenca 3anyLleHHbIl 3K3eMMnAap KOMMOHEHTA,
AOCTYMHBIN KAVEHTaM Yepes 3TOT COKeT.

Y6eamnTech, UTO KaTanory ¢ Ganiom
/ I ', COKeTa HasHaueHbl Cneaytolye Npasa

Aoctyna:

drwxr-xr-x

Y106bI NpOCMOTPETL NpaBa A0CTyna,
BbIMNOJIHATE KOMaHZAY:

$ 1s -1d <nyme k kamanozy>

3HauyeHve No yMoAYaHuIo: (He 3a0aHo)

Bk/touaTh WM HET COXpaHeHVe Ha AWCK Kella OTBETOB,
noayydaembix ot Dr.Web Cloud.

3HayveHne No ymonyaHuto: Of £

Bkarouatb MAK HET B XKypHan Ha OT/aZlOMHOM YPOBHe
(Npy LogLevel = DEBUG) NoApo6Hble COOOLLEeHNs OT
Dr.Web Cloud.

3HauveHne No yMo4aHuto: No

PykoBoacTBO agMunHMCTpaTopa
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9.17. Dr.Web StatD

KomnoneHT Dr.Web StatD npesHasHaueH Ans HaKOMAEHUA CTaTUCTUKM COBbITUIN, BO3HMKAIOLLMNX B
npouecce paboTtbl komnoHeHToB Dr.Web Server Security Suite. [Nony4yeHHble cObbITUSA
PEerncTpUpyroTC B MOCTOAHHOM XPaHWUAULLE WU MOTYT BbITb MNOAYYEHbI MO 3anpocy.

9.17.1. MpuHUMNbI paboTbl

KomnoHeHT Dr.Web StatD obecneunBaeT HakomnieHWe 1 NOCTOSHHOE XpPaHeHMEe COObITUN,
noctynatowmx ot komnoHeHToB Dr.Web Server Security Suite B npouecce pabotbl.
Perncrpupytotca cobbiTMa HEOXMAAHHOTO 3aBepLUeHNs PaboTbl KOMMOHEHTa.

MpocMoTp cobbITMI 1 ynpaBaeHne uMn obecneymBaeTca KOMaHaou events yTuantbl Dr.\Web
Ctl.

9.17.2. AprymeHTbl KOMaHAHOW CTPOKN

Uto6bI 3anycTUTb KOMMOHeHT Dr.Web StatD 13 koMaHAHOW CTPOKMW, BbINOJHUTE KOMaHAY:

e a1 GNU/Linux:
$ /opt/drweb.com/bin/drweb-statd [<napamempoi>]
e a1 FreeBSD:

$ /usr/local/libexec/drweb.com/bin/drweb-statd [<napamempsi>]

Dr.Web StatD gonyckaeT ncnonb3oBaHue CefyoLMX NapamMeTpos:

Mapametp OnucaHue

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UK 3MYAATOPa TeEPMUHAa KPaTKOW CrpaBKu
Nno MMeLLMMCS NapamMeTpam KOMaHAHOM CTPOKW 1 3aBepLueHne paboTbl
KOMMOHeHTa.

KpaTkunin BapmaHT: —h
AprymeHTbl: Het

--version Ha3zHaueHue: BbIBO,CI, Ha 3KpPaH KOHCOJIN U 3MYNIATOPa TepMUHa a |/|Hc|>op|v|au,|/||/| (6]
BEPCUN KOMMNOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-statd --help

DTa KOMaHZa BbIBEAET Ha 3KpaH KpaTkyo cnpaBky koMmnoHeHTa Dr.Web StatD.

PykoBoacTBO agMunHMCTpaTopa
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3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCcpeACcTBEHHO M3 KOMaHAHOW CTPOKM He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeCckn JEMOHOM yrnpaBaeHNa KoHdurypawmein
Dr.Web ConfigD npun HeobxogumocTtu. [1aa ynpasaeHusa napameTpamu paboTbl KOMMOHeEHTa
ncnonbsynte ytuamty Dr.Web Ctl, npeaHasHaueHHyto ans ynpaeaenuns Dr.Web Server Security
Suite N3 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAy
man 1 drweb-statd

9.17.3. MNapameTpbl KOHPUrypauum

KoMMnoHeHT ncnonb3yeT napameTpbl KOHGUrypauuy, 3agaHHble B ceKUmmn [StatD]
obbeanHeHHoro koHdurypauvoHHoro dansa Dr.Web Server Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « ¢baliny}

IdleTimeLimit

{uHmepean epemeHu;}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHana KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yka3aHO, NCMO/b3yeTca 3HaUeHne
napametpa DefaultLoglLevel U3 cekuun [Root].

3HauyeHMe No yMoa4YaHuIo: Notice

MeTtoz BegeHna XKypHaaa KOMMOHEHTa.

3HayeHVe Mo yMOoYaHuMIo: Auto
MyTb K McnoaHsemMomy daliny KOMMOHEHTa.

3HayeHVe MO YMOYaHWIO:
e nns GNU/Linux: /opt/drweb.com/bin/drweb-statd

e nns FreeBSD: /usr/local/libexec/drweb.com/bin/drweb-
statd

MakcrmanbHoe BpeMs MPOCTOst KOMMOHEHTa, MO NMPEBbILLIEHNIO KOTOPOro
OH 3aBepLUaeT CBOH paborTy.

[Jonyctnmble 3HaueHmns: o1 10 cekyHA (10s) go 30 agHen (30d).

Ecnv yctaHOBNIEHO 3HaueHWe None, TO KOMMNOHEHT byzaeT paboTaTtb
NMOCTOAHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU emy He ByaeT oTnpaBaeH
curHan SIGTERM.

3HauyeHue No yMoa4YaHuMto: 10m

PykoBoacTBO agMunHMCTpaTopa
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Mapametp
RunAsUser

{UID | ums nose3osamensy}

MaxEventStoreSize

{pazvep}

KomnoHeHTbl Dr.Web Server Security Suite

OnucaHune

MNMonb3oBaTtenb, OT UMEHU KOTOPOro 3arnyckaeTca KOMMNOHEeHT. Bbl MoXxeTe
yKasaTb UMcnoBoit naeHTudukatop nosbsosatens (UID) nav ero nms
(noruH). Ecim nma nosnb3oBatens coctouT n3 Lmdp (T. e. moxoxe Ha
uncnosoi UID), To oHo yKka3biBaeTcs ¢ NpedrKCOM name :, HaNnpumep,
RunAsUser = name:123456.

Eciv ms nosib3oBaTens ykasaHO HeKOpPPeKTHO, paboTa KOMMOHEHTa
3aBepLUaeTca OLWMBKOW cpasy nocne NomnbITKM 3anycka.

3HauveHne No yMoi4YaHuto: drweb

MakcrManbHbIN pa3peLleHHbId pa3mep 6a3bl COObITUIA. 3ajaeTca B mb,
Hanpumep: MaxEventStoreSize = 100mb.

MwuHnManbHoe 3HaveHue: 50mb.

3HauyeHue No yMOAYaHuIo: 1GB

PykoBoacTBO agMunHMCTpaTopa
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10. MpunoxxeHuns

10.1. MpunoxxeHue A. Buabl KOMMNbIOTEPHbIX Yrpo3

B atom paspene

e KoMnbrOTEPHbIE BUPYCHI

KomMnbroTepHbIE YEePBWU

TposHCcKMe nporpamMmbl

[Mporpammsbl B310OMa

e PeknamMHble nporpamMmbl

e [TporpamMmbI-LLIYTKW

[MporpamMmbl 1O3BOHA

[ToTeHLVaAbHO ONacHble MPOrpaMmmbl

e [Noao3putenbHble 06bEKTHI

Mo TEPMUHOM «yepo3a» B 3TON Knaccubukaumm noHnMaetcs atoboe NporpaMmmMHoe CPeACTBo,
KOCBEHHO WM HanpsMyH CMOCOBHOE HaHeCTU yLiepb KOMMbIOTEpPY, CeTH, MHGOPMaLMN UK
npaBam Mo/ab30BaTeNs (TO eCTb BPeAOHOCHbIE M MPOYMe HeXXenaTebHble Mporpammbl). B 6onee
LIMPOKOM CMbIC/IE TEPMUH «yrpO3a» MOXET 03HauaTb 0Oy NMOTEHLMaNbHYK OMAaCHOCTb A1
KOMMbOTEPA NN CETU (TO eCTb ee YA3BMMOCTb, KOTOpPasi MOXET HbITb MCNONb30BaHa A/
NPOBeAEeHNs XakepCKnx aTak).

Bce tmnbl nporpamMm, onncaHHble HNXXE, NOTEHLMAaIbHO o6nap,ar0T CMOCOBHOCTbLIO noABepPrHyTb
OMNacHOCTWN AaHHble NoNb30BaTeN A NN X KOHq)I/IAeHLI,VIaJ'IbHOCTb. I'IporpaMMb|, KOTOpble HE
CKPbIBAakOT CBOETO MPUCYTCTBNA B CUCTEME (Hanpwvlep, HEKOTOPbIE NMporpamMmmMbl Ana pacCblJikKn
cnaMa Man aHaam3aTopbl Tpaqwu(a), 06bIYHO He NPUHATO NPUYNCAATL K KOMMNbHOTEPHbIM Yyrpo3am,
XOTA Npun onpeaeneHHbIX 0bCTOATENIbCTBAX OHM TakXKe MOTYT HaHeCT\ Bpe NoJib30BaTeNHO.

KomnbloTepHblie BUPYChI

[JaHHbIV TN KOMMNbKOTEPHbIX YIPO3 XapakTepr3yeTcst COCOBHOCTbIO BHEAPSATL CBOM KOZ B
UCMONHAEMBIN KO APYTUX NporpaMM. Takoe BHeApeHWe Ha3biBaeTCsa UHPUYUposaHuem. B
6ONbLINHCTBE ClyYaeB MHOULIMPOBAHHbIN dain caM CTaHOBUTCA HOCUTENEM BUPYCa, a
BHEZAPEHHbIN KO He 0653aTe/IbHO NMONHOCTbIO COOTBETCTBYET OPUTMHANY. 3HAUUTENBHOE YMCIO
BUPYCOB CO3aeTcs A5 MOBPEXAEHUS UM YHUUTOXEHNUSA AaHHbIX.

B komnanum «[loktop Beb» BMpyChl knaccnuumpyrotca no Tmnam Gannos, KOTOpble OHK
NHONLMPYIOT:

e Qatinosele gUpPyCol UHOULIMPYHOT dalibl OnepaLoHHON cucTeMbl (0B6bIYHO UCMONHAEMbIE
dannbl 1 AnHaMmmn4veckne 6MbANOTEKIN) N aKTUBM3UPYHOTCA NPK obpalleHnmn K
NHPULMpPOBaHHOMY dainy.

PykoBoacTBO agMunHMCTpaTopa
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e Makpo-supycel VHOULIMPYIOT OKYMEHTbI, KOTOPbIe UCMOAb3YHOT NPOorpaMMsbl U3 NakeTa
Microsoft® Office (1 gpyrve nporpammbl, KOTOPble NCMOJb3YHOT MaKpOChl, HanNncaHHbIe,
Hanpumep, Ha A3bike Visual Basic). Makpocel — 3T0 BCTPOEHHbIE MPOrpamMMbl, HanMcaHHbIe Ha
MOJIHOLLEHHOM fA3blKe NPOrpaMmMMpoBaHns, KOTOPbIE MOTYT 3amnycKaTbCa Npu onpeaeneHHbIX
ycnoBusx (Hanpumep, B Microsoft® Word Makpocbl MOryT 3anyckaTbCsi Py OTKPbITUN,
3aKpbITUM I COXPAaHEHUN JOKYMEHTA).

e Ckpunm-supycsl MULLYTCA Ha A3blKaxX CKPUMTOB M B HONbLUNMHCTBE CyYaeB MHOULMPYLOT
Apyrve dannbl CKpUnToB (Hanpumep, cay>KebHble Gannbl onepaunoHHON cuctembl). OHM TakxKe
MOTyT MHPULMpOBaTb daliabl APYrvx TUMOB, KOTOPbIE NOAAEPXKMBAKOT UCMONHEHNE CKPUMTOB,
M MOTYT PacrpoCTPaHATLCS, HanpumMep, MOCPEACTBOM YA3BUMbIX BEO-MPUIOKEHNUN.

e 3aepy304Hbie 8UpPYCbl NHOULMPYHOT 3arpy30UHble CEKTOPbI ANCKOB 1 pa3AenoB, a Takxe
rNaBHble 3arpy30YHble CEKTOPbI XECTKUX ANCKOB. OHM 3aHMMatOT OYEHb MasIo NMaMATL U
OCTarOTCA rOTOBLIMYU K BbINOJIHEHUIO CBOMX QYHKLMIA A0 TeX Nop, Noka He byaeT npoun3BeseHa
BbIrpy3Ka, nepesarpyska uamn 3aBepLueHne paboTbl CUCTEMBI.

BoabWWHCTBO BUPYCOB 06/1aAaeT onpeseneHHbIMU MexaHM3MaMu 3aluTbl OT OBHapy>KeHMs,
KOTOPbl€ MOCTOSHHO YNyYLLaOTCA, MO3TOMY A/ aHTMBUPYCHbIX NPOrpamMM pa3pabaTbiBatoTcs
HOBble CNOCOBbI NPEeOAONEHMS 3TOM 3aWuThbl. BUpyCbl MOXHO pa3zenuntb Mo NPUHLMMNY 3aLUThb
OT ObHapy>eHus:

o lllugpposaHHseie supycoel LUINGPYHOT CBON KOA MPU KaXKAOM HOBOM MHPULMPOBAHUM, YTO
3aTpysHAeT ero obHapyxeHwue B daiine, NaMATU UK 3arpy304HOM cekTope. Kaxabiv
3K3eMMNIAP TaknxX BUPYCOB COAEPXKMUT TONbKO KOPOTKMI 0bLwmIn pparmeHT (mpoueaypy
pacwmdpoBKM), KOTOPbIA MOXHO BblIbpaTh B Ka4ecTBe CUrHaTypbI.

o [TonumopgHsie supycol NCMONb3YHOT MOMUMO LWINPPOBaHNA KOAa CNeLmanbHy0 NpoLueaypy
pacWmnPpPOBKM, N3MEHSAIOLLYIO camy cebs B KaXKZIOM HOBOM 3K3eMMAsApe BUPYCa, YTO BeseT K
OTCYTCTBMIO Y TakoOro Bmpyca 6anToBbIX CUTHATYP.

e Cmeic-supycsl (BUPYCbI-HEBUANMKM) MPEANPUHUMAOT CreLnanbHble 4eNCTBUS AN
MaCKMPOBKM CBOEW AeATeNbHOCTU C LieNIbk0 COKPbLITUS CBOErO NPUCYTCTBUSA B MHOULMPOBAHHbBIX
ob6bekTax. TakoW BUPYC CHUMAET XapaKTepucTMkn obbekTa nepes ero MHGULMPOBaHKEM, a
3aTeM nepezaeT cTapble JaHHble NPU 3anpoce onepaLoHHON CUCTEMbI UM NPOTrPaMMbl,
NLLYLLLEN U3MEHEHHble palinbl.

Brpycbl Tak>Ke MOXHO KiaccndumpoBaTh Mo A3blKy, Ha KOTOPOM OHW HamnucaHbl (Hanpumep,
HM3KOYPOBHEBbIN TWMa A3blka accembiepa UM BbICOKOYPOBHEBBIN TvMa A3bika GO) 1 No
MHOULMPYEMBIM MU OMEepPaLMOHHBIM CUCTEMAM.

KomnbloTepHblie uepeu

Kak 1 BMpyCbl, Nporpammebl TMna «kOMNboMepHsIli 4epab» CNOCOOHbI CO3jaBaTb CBOW KOMUW, HO
MNPV 3TOM OHWN He MHAULMPYIOT Apyrine o6bekTbl. YepBb MPOHMKAET Ha KOMMbIOTEP M3 CeTH
(YaLle BCEro BO BNIOXEHMAX COOOLLEHWNIA INEKTPOHHOW NOYTLI MW Yepe3 MHTEPHET) U paccbliaeT
CBOW QYHKLMOHa/bHbIe KOMWUM Ha ApYyre KOMMbioTepbl. YepBy NCMONb3YIOT AeNCTBUA
noab3oBaTens, IMH60 pPacnpPOCTPaHAOTCA aBTOMATUYECKM.

PykoBoacTBO agMunHMCTpaTopa
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YepBu He 0653aTeNbHO LIENIMKOM COCTOAT U3 OAHOro daiina (Tena YepBs). Y MHOMMX YepBen ecTb
TaK Ha3biBaeMas MHEKLMOHHAs YacTb (LUeNn-Kog), KoTopas 3arpy>aetcs B onepaTvBHYH
NamMsaTb KOMMbIOTEPA U «AOrPY>XKaeT» MO CETU HEMOCPEACTBEHHO CaMO Te/IO YepBs B BUAE
ncnonHsemoro ¢ainna. MNoka B cucTemMe HeT Tena YepBs, OT HEro MOXHO 136aBUTbCSA
nepesarpysKkor KoMnbroTepa (Npu KOTOPON MPONCXOAMT COpOC onepaTMBHOM NamsTh). Ecam xe B
CMCTeMe OKa3blBAETCS TeNO YepBs, TO CMPaBUTLCS C HUM MOXET TOJIbKO aHTUBUPYC.

3a cyeT MHTEHCMBHOIO PacnpoCTpaHeHWs YepBM CNOCOBHbI BbIBECTM M3 CTPOSA LieNble CETH, Aaxe
€C/I OHW He HeCyT HMKaKOW NONEe3HOW Harpy3kun (He HaAHOCAT MPAMOK Bpes, CUCTeEME).

B komnaHum «JlokTop Beb» uepBel knaccnpuumpytot no cnocoby (cpese) pacnpocTpaHeHus:

o Cemessble Yyepsu pacrpoCTPaHsATCA NOCPEACTBOM Pa3/IMUHbIX CETEBbIX NMPOTOKOJOB U
NPOTOKO/IOB 06MeHa parinamm.

e [loumossie yepsu PacnpPOCTPaHAOTCA MOCPEACTBOM NOYTOBbIX NPOTOK0A0B (POP3, SMTP 1
T. 4.).

e Yam-yepgu pacnpoCTPaHAOTCA, NCNOb3YA MONYASPHbIE CUCTEMbI MTHOBEHHOTO 0bMeHa
coobuweHunsamm (ICQ, IM, IRCu T. a.).

TposHckue nporpamMmmbl

BpesoHOCHbIE NporpaMMbl 3TOTO TMNa He CNOCOBHbI K caMmopenamKaumn. TposHCKMe NporpaMmbl
BblAatoT cebd 3a O4HY U3 NONYAAPHbIX MPOrPaMM W BbIMOAHAIOT ee QYHKLUUW (MY UMUTUPYIOT
NCNONHeHMe 3TX GYHKLNI), OAHOBPEMEHHO NPON3BOAA Kakne-1mbo BpesOoHOCHbIE AeNCTBUA
(noBpexaeHne 1 yaaneHne AaHHbIX, Mepecblika KOHQUAEHLMAAbHOW MHOPMaLIMK 1 T. 4.), Imbo
Aenas BO3MOXHbIM HeCaHKLIMOHMPOBAHHOE NCMO/b30BaHVe KOMMbOTEPa 3/10yMblLLEHHNKOM,
HanpvMep, AN HaHeCeHWA Bpesa TPeTbUM MLaM.

3Tn nporpaMMbl 061a4at0T CXOXMMM C BUPYCOM MacKMPOBOYHBIMU 1 BPEAOHOCHbLIMM
byHKLMAMM 1 faxke MOryT BbITb MOZyAeM BMpPYCa, HO, Kak MPaBuIo, TPOAHCKME NMPOrpaMMbl
pacnpoCTPaHATCA Kak OTAeNbHble NCMONHAeMble dalibl (BbIKNaAbIBAtOTCA Ha panNoBbIx
cepBepa, 3anncbiBatOTCA Ha HOCUTEAW MHPOPMALIMM MV NMEePEChINAtOTCA B BUAE BIOXEHWN B
COOBLLIEHMAX 31EKTPOHHOW MOYThI), KOTOPbIE 3aMycKaroTca MO0 camum noab3osatenem, Ambo
onpeAeneHHbIM NPOLECCOM CUCTEMBI.

KnaccnouumpoBaTtb TpOSHCKME NPOrpamMMbl OYeHb HEMPOCTO, BO-MEPBbIX, MOTOMY YTO OHU
3a4acTyto PacnNpPOCTPAHAOTCA BUPYCaMn U YePBAMMU, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOPble MOTYT BbINMOJHATLCA APYTMMW TUMAMM Yrpo3, MPUHATO NPUMUCBIBaTb TOIbKO TPOAHCKMM
nporpaMmmam. Huxxe npvBegeH CNMCOK HEKOTOPbIX TUMOB TPOAHCKMUX MPOrpamMM, KOTopble B
KomnaHun «/loktop Be6» BblfenstoT B OTAENbHbIE KNACChI:

e b63k00pbl — 3TO TPOSHCKME NPOrPaMMbl, KOTOPbIE MO3BOJIAIOT NONyYaTb NMPUBUAETMPOBAHHbIN
AOCTYMN K cucTeMe B 06X0J, CyLLeCTBYHOLLLEro MexaHn3Ma NpesocTaBAeHNs 4OCTyna U 3alluTbl.
Bakaopbl He UHPULMPYOT daiibl.

e Pymkumel npeAHa3HayveHbl 414 nepexsaTa CUCTEMHBIX GYHKLMI OnepaLMOHHON CUCTEMBI C
Lle/Ibl0 COKPbITUA CBOETO MPUCYTCTBUA B cucTeme. Kpome Toro, pyTKUT MOXET MackMpoBaThb
npoLeccbl Apyrnx NporpamMmM, katanoru, dannbl. PyTkUT pacnpoctpaHaeTca Kak
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camocTosTeNbHasa NporpaMmMa Man Kak JOMOJIHUTENbHbIM KOMMOHEHT B COCTaBe ApYrou
BPefOHOCHOW NporpamMmbl. o npuHLUMNYy cBoei paboTbl pyTKUTbI YCIOBHO Pa3AenstoT Ha ABe
rpynnbl: pyTKUTbI, paboTatoLme B pexunme nosb3osatens (mepexsat GyHKUMI BrubanoTtek
nosib30BaTeNIbCKOro pexunma) (User Mode Rootkits — UMR), n pyTkuTbl, paboTatoLLne B pexnme
aapa (nepexsat GyHKLMI Ha YPOBHE AApa CUCTEMbI, UTO 3HAUNTENbHO YCAOXKHAET
obHapy>eHune n obesspexmnBaHune) (Kernel Mode Rootkits — KMR).

e KnasuamypHsie nepexaamuyuku (kelisi022epbl) UCMONb3YHOTCA Ana cbopa AaHHbIX, KOTOpble
noJsib30BaTe/lb BBOAWT MPU NMOMOLLM KnaBuaTypsbl. Lienbto Taknx AencTBui aBAseTCs Kpaxa
NNYHOWN MHPOPMaLUK (HanprMep, CeTEBbIX Napoaen, TOMMHOB, HOMEPOB BaHKOBCKMX KapT U
T. A4.).

o Kiukepobl nepeonpeaenstoT CCbINKM NPU HaXaTUM Ha HUX U Taknm 06pa3omM nepeHanpaBastoT
noJsb3oBaTesiel Ha onpeaeneHHble (BO3MOXHO, BPeJOHOCHbIE) cainTbl. O6bIYHO NoAb30BaTENb
nepeHanpaBaAeTCs C LeNbto YBENNUEHUSA PEKIAMHOIo Tpaduka CauToB UK A8 OpraHm3aLmm
pacnpeaeneHHbix atak otkasa B obcnyxumBaHum (DDoS-atak).

e [Ipokcu-mposHel NPefOCTaBAAOT 3/I0YMbIWAEHHVKY aHOHUMHbIV BbIXOA B MHTEPHET Uepes
KOMMbIOTEP >KEPTBbI.

Kpome nepeuncieHHbix Bbille, TPOAHCKME NPOrpaMMbl MOTYT BbIMOAHATbL U APYrne BPpefOHOCHbIE
AEeVCTBUA, HanpyMep, N3MeHATb CTapTOBYHO CTpaHuLy B Beb-bpaysepe nan yaanatb
onpegeneHHble Gannbl. OgHaKo Takme AeNCTBUA MOTYT BbINOJHATLCA U yrpo3amMu Apyrnx TUMOB
(Hanpumep, BUpycaMmu 1 YepBaMM).

Mporpammbi B3/10Ma

MporpammMbl B3/10Ma CO34aHbl C Lie/Ibi0 MOMOYb B310MLUUKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NMOAOOGHbIX MPOrpamMmM ABAAKOTCA CKaHepbl MOPTOB, KOTOPbIE NMO3BOAAKT OOHapyXMBaTb
YA3BMMOCTM B MEXCETEBbIX 3KpaHax (banepBonax, bpaHamay3pax) 1 Apyrmx KOMMOHEHTaX,
obecneumBarowmx 6€30nacHOCTb KOMMbtoTepa. Kpome xakepoB, TaKMMU MHCTPYMEHTaMu MOryT
NO/Ib30BaTbCA aAMUHUCTPATOPbI AN NMPOBEPKM HALEXHOCTN CBOMX ceTel. MIHoraa K
nporpaMmamM B3/lOMa OTHOCAT MPOrpaMMbl, UCNOJb3YHOLLME METOAbLI COLMANbHON UHXXEHEPUN
(31eMeHTbI COLMOTEXHUKN).

PexknamHble nporpamMmmubl

YaLue Bcero nog 3TMM TePMUHOM MOHMMAIOT MPOTrPaMMHBbIN KOA, BCTPOEHHbIV B Pa3inyHoe
6ecnnaTtHoe NporpaMMHoe obecreyeHne, NP NCNoNb30BaHUM KOTOPOTO MOJIb30BaTENtO
NPVHYANTENBHO NMOKa3blBaeTca peknama. Ho nHoraa Takow Koz MOXeT CKPbITHO
PacnpoCTPaHATLCA NOCPEACTBOM APYruX BPEAOHOCHBIX MPOrpaMM U AeMOHCTPUPOBaTb pekaamy,
Hanpumep, B Be6-bpay3epax. 3a4acTyto pekiamHble MporpaMMbl paboTatoT Ha OCHOBaHUK
AaHHbIX, COBPaHHbIX LWMMOHCKUMY NPOrpamMmmamu.
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MporpaMmmbl-LIyTKN

OTO TN BPeAOHOCHbIX MPOrpamm, KOTOpble, Kak U pekaamMHble MPOorpaMmsbl, He HaAHOCAT NPAMOTO
BpeAa cucteme. Yalle BCEro OHM reHepupytoT COOBLLEHNA O HECYLLLeCTBYHOLLMX OwnbKax v
YrpoXatoT JeACTBUAMK, KOTOPbIe MOTYT MPMBECTU K MOBPEXAEHNIO JaHHbIX. VIX OCHOBHOM
byHKLUWeW aBnseTca 3anyrvBaHve nosb3osaTens, MMH0 HaBA3UMBOE ero pasjpaxeHue.

NMporpammbl f03BOHa

3TO crneyymanbHble KOMMbHOTEPHbIE MPOrPaMMbl, pa3paboTaHHble A1 CKaHUPOBAHUSA HEKOEro
AnanasoHa TenedOoHHbIX HOMEPOB ANl HAXOXAEHWS TaKOro, Ha KOTOPbIN OTBETUT MOoZeM. B
JAaNbHENULWEM 3/10yMbILWIEHHUKN NCMONb3YHOT HaAEHHbIe HOMepa AN HaKpyuMBaHMA OonaaThl 3a
TenedoH UM AN He3aMEeTHOro NOAKAHOYEHMS NOJIb30BaTeNA Yepe3 MOAEM K AOPOroCTOALLNM
NAATHbIM TeNePOHHbIM Cy>kHam.

NMoTeHUManbHO onacHble NPorpaMmbl

3TV NporpaMMbl He CO3aBanCh A1 HAHeCEeHWS Bpeaa, HO B CUy CBOMX OCOBEHHOCTEeN MOryT
NpeaACTaBAATb Yrpo3y Ana 6esonacHocTu cucteMbl. K Takum nporpammam OTHOCATCA He TOJIbKO
Te, KOTOpble MOTYT Cly4YaiHO MOBPEAUTb UAN YAANUTb AaHHbIE, HO U Te, KOTOpble MOryT
NCMOJIb30BaTbCA 3/10YMbILLIEHHUKAMW WAV APYTUMUW NporpaMmMamu Ajia HaHeceHus Bpeja
cncreme. K noTeHuManbHO OnacHbIM NPorpaMmamM MOXHO OTHECTU PasNnyHble MPorpamMmbl
yAaneHHoro obuieHna n agMmHncTpuposaHus, FTP-cepsepbl 1 T. 4.

NMopao3purtenbHblie 06bEKTDI

K nogo3putenbHbiM 06beKTaM OTHOCATCA Nt0Oble MOTeHLMabHbIe YTPO3bl, OBHaPY>KeHHbIe Npu
NOMOLLN 3BPUCTUYECKOTO aHan3a. Takne ob6beKTbl MOTYT OTHOCUTbCA K J'IFO6OMy Tmny
KOMMbHOTEPHbIX YrPO3 (BO3MOXHO, Jaxe HEM3BECTHOMY A/ CNeLMaancToB no
VlHCI)OpMaLI,VlOHHOlZ 6e30naCHOCTV|), a MOryT OKa3saTtbCA 6e3onacHbIMK B cnyyae JIOXKHOro
cpabaTtbiBaHus. Gainbl, cosepikalyme NoLo3puTeNbHblIE 06BEKTI, PEKOMEHAYeTCs NoMeLLaTh B
KapaHTWH, a TakKXe OTNpaBAATb Ha aHaAun3 cneynaancramMm aHTVIBVIpyCHoﬁ na60paTopl/|M «AOKTOp
Beb».
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10.2. MpunoxxeHue b. YcTpaHeHne KOMIMbIOTEPHbIX Yrpo3

B atom paspene

e MeToabl 0bHapy>XXeHusa yrpos

o CUTHaTypPHbIV aHaaAn3

o Qrigins Tracing™

2 IMYAALMA UCNOAHEHUS

o BPUCTUYECKUM aHaau3

o Ob6J1auHble TEXHONOTUU OBHAPYXKEHNS YIPO3

e [leCcTBUSA C yrpo3amu

Bce aHTMBMPYCHbIE NPOAYKTHI, pa3paboTaHHble KOMMaHnen «[loktop Beb», NpUMeHsoT Lesbil
Habop MEeTOAOB OBHapy>XeHWs Yyrpo3, UTO MO3BONSET NPOBEPATb NOAO3PUTENbHbIE O6BEKTHI
MaKCVMMa/bHO TLLaTEe/IbHO.

MeTtoabl o6Hapy>keHunsa yrpos

CurHaTypHbIN aHanu3

OTOT MeTog 0bHapy>XXeHWA NPUMeHAeTcA B NepByto ovepeb. OH BbINOJHAETCA NyTeM NPOBepPKu
COZEP>KMMOrO aHaAN3MpyeMoro obbekTa Ha MpeAMeT HaMumns B HEM CUTHATYP Y>Ke U3BECTHbIX
yrpo3. CUrHaTypow Ha3blBaeTCs HemnpepblBHaA KOHeYHas Nocaes0BaTe/IbHOCTb 6anT,
Heobxoanmas 1 JocTaTovHasa 414 OAHO3HAaYHON naeHTUdMKaumm yrpossl. [1py 3TomM cpaBHeHWe
COAEPXMMOro nccneayemoro obbekra ¢ CUrHaTypaMu NPOU3BOAUTCA He HaMpPAMYHO, a Mo KX
KOHTPOJ/IbHbIM CyMMaMm, YTO MO3BOAET 3HAUNTEIbHO CHU3UTb pa3Mep 3anuncen B BUPYCHbIX
6a3ax, coxpaHvB Npu 3TOM OAHO3HAYHOCTb COOTBETCTBUA 1, CIeflOBaTe/IbHO, KOPPEKTHOCTb
0bHapy>XeHna yrpo3 1 neyeHns MHPULMPOBaHHbIX 06beKTOB. 3anncn B BUPYCHbIX 6a3ax Dr.Web
cocTaB/ieHbl TakMm obpa3om, 4To 6aarogaps OAHOM 1 TOM e 3anncn MOXHO ObHapy>K1BaThb
Lesble KNnaccbl WAV CEMENCTBA Yrpo3.

Origins Tracing™

370 yHuKanbHas TexHonorusa Dr.Web, koTopas no3sonseT onpeaenats HOBble U
MOAMOULIMPOBaHHbIE YTPO3bl, UCMOJIb3YHOLLME Y>Ke N3BECTHbIE N OMMCaHHbIE B BUPYCHbIX Ha3ax
MexaHW3Mbl UHOULMPOBaAHMA U HaHeceHUs yulepba. OHa BbIMONHAETCA NO OKOHYaHUK
CUrHaTYpPHOTO aHann3a 1 obecneymBaet 3alMTy NOJb30BaTeNEN, NCMOb3YOLWMNX aHTUBUPYCHbIE
peweHns Dr.Web oT Takmx yrpos, kak TposiHCckas nporpaMmma-BbiMoraTesnb Trojan.Encoder.18
(Tak>xe n3BecTHas nog HasBaHvem gpcode). Kpome Toro, ncnonb3zosaHue texHonorum Origins
Tracing™ No3BO/IAET 3HAYNTENBHO CHU3WUTb KOIMYECTBO JIOXKHbIX CpabaTbiBaHNA 3BPUCTUYECKOTO
aHanmzatopa. K HazBaHuAM yrpos, obHapy>xeHHbIx Npy nomouwm Origins Tracing™, gobasnseTtca
nocTduKec .Origin.
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MeTog, aMynfaLmMn NCMOAHEHWA MPOrPaMMHOrO KOAa UCMOAb3yeTca Ana ObHapyXeHWs
NONMMOPPHbIX 1 WNPPOBAHHBIX BUPYCOB, KOrAa UCMOb30BaHME NOUCKA MO KOHTPOJIbHbIM
CyMMaM CUTHaTyp HEMPUMEHMMO WM 3HAUUTE/IbHO YCIOXHEHO 13-32 HEBO3MOXHOCTH
NMOCTPOEHMA HaZEXHbIX CUrHaTyp. MeTog COCTOUT B UMUTALUN UCMONHEHWA aHaU3MPYEMOro
KoZa npuv NOMOLLM 3MY/19mopa — MPOrPaMMHON MOAENN MPOLLeccopa 1 Cpesbl MCMONHEHWS
nporpaMmm. dMyATOP ONepupyeT C 3almLeHHON obaacTbro namatn (6ygepom smynayuu). Mpwn
3TOM WHCTPYKLUMUW He NepesaroTCs Ha LeHTpabHbI NPOLLeccop AN peanbHOro MCNONHEHWS.
Ecnv kop, obpabaTtbiBaeMblvi SMYASATOPOM, MHOULIMPOBAH, TO PE3YAbTaTOM €ro SMyAALUN CTaHeT
BOCCTaHOBJ/IEHNE NCXOAHOIO BPEeLOHOCHOTO KOAa, AOCTYMHOrO AN CUrHaTypPHOro aHaaunsa.

DBpPUCTNUECKMW aHanu3

PaboTa 3BpUCTUUECKOrO aHann3aTopa OCHOBLIBAETCA Ha Habope 38pUCMUK — NPEAMNONOXKEHMI O
XapaKTepHbIX NPU3HaKax Kak BPejoHOCHOTO, Tak 1 6€30MacHOro UCMOJIHAEMOro Koaa,
CTaTUCTUYECKAs 3HAYMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHLIM MyTeM. Kax bl NpusHak Koaa
VIMEeT OnpeseNeHHbIN 8ec (T. e. YN0, NOKa3biBatOLLLEe BaXKHOCTb 1 AOCTOBEPHOCTb 3TOrO
npu3Haka). Bec MoXeT 6bITb Kak MOJIOXMTE/bHbIM, ECV NMPU3HAK YKa3blBAET Ha HaAMuve
BPELOHOCHOTO MOBEeAEeHWs KOAQ, TakK U OTpULATE/IbHbIM, €CW NPU3HAK He CBOMCTBEHEH
KOMMbHOTEPHBLIM Yrpo3am. Ha OCHOBaHUM CYMMApHOTO BECA, XapaKTEPU3YHOLWETO COAEPXKMMOE
06beKTa, IBPUCTUYECKUIA aHANN3ATOP BbIUNCASET BEPOATHOCTb COAEPKaHWSA B HEM HEM3BECTHOTO
BPeAOHOCHOro 06bekTa. ECvm aTa BepOATHOCTL NPEBbILLIAET HEKOTOPOE MOPOroBOe 3HaUeHne, TO
BbIZAETCA 3aK/HOUEHME O TOM, UTO aHaAIN3MPYEMbIVi OBBEKT ABISETCS BPELOHOCHbIM.

IBPUCTUYECKMI aHanmn3aTop Takxe ncnoabsyet TexHonornto FLY-CODE™ — yHuBepcaibHbIN
aAropuTM pacnakoBky $pannos. ITOT MeXaHWU3M NO3BONAET CTPOUTb IBPUCTUYECKME
NPeAnONOXKEHNA O HaMUMN BPEJOHOCHBIX O6BEKTOB B 06beKTax, CKaTbix MporpaMmMamu
ynakoBKM (ynakoBLyMKamMu), NpU4emM He TOIbKO U3BeCTHbIMK pa3paboTumnkam npoaykta Dr.Web,
HO 1 HOBbIMW, PaHee He UCCIef0BaHHbIMUN NporpamMmmamu. [Mpu nposBepke 3anakoBaHHbIX
06bEeKTOB TakXXe UCMONb3yeTCA TEXHONOMMA aHaam3a Ux CTPYKTYPHOW SHTPOMMK, KoTopas
no3BoaseT 0bHapy>XXunBaTb Yrpo3bl MO OCOOEHHOCTAM PacroNOXKeHMA YYacTKOB MX Koga. JTa
TEXHOIOTUA MNO3BOISET HAa OCHOBE OZAHOW 3anncy BUPYCHON 6a3bl Npon3BecTn obHapy>keHne
Habopa pasnnYHbIX yrpo3, 3anakoBaHHbIX OA4MHAKOBbLIM MOANMOPOHBIM YMaKOBLLMKOM.

MoCKObKY 3BPUCTUUECKUIA aHaM3aTop ABASETCA CUCTEMON MPOBEPKM TMMOTE3 B YCNOBUAX
HeonpeAeNeHHOCTM, TO OH MOXET AoMyckaTb OWNOKN Kak NepBOro (Npomnyck HEM3BEeCTHbIX
yrpo3s), Tak 1 BTOpPoro poAa (npusHaHme 6e3onacHol nporpaMmMbl BpesoHOCHOM). Mo3atomy
o6bekTaMm, OTMEeUEHHbIM 3BPUCTUYECKMM aHaN3aTOPOM KaK «BPeAOHOCHbIe», NMpUcBanBaeTcs
CTaTyC «MOAO3PUTENbHbIE.

Bo Bpems 1060 13 NPOBEPOK BCE KOMMOHEHTbI aHTUBUPYCHbIX NpoaykTos Dr.Web ncnonb3ytot
Camyto CBeXYyH MHPOopMaLMo 060 BCEX N3BECTHbIX BPEAOHOCHBIX NporpaMmmMax. CurHatypsl
yrpo3 n nidopmauus ob nx NnpmsHakax u Moaensx noBegeHns obHOBAAOTCA U 406aBAAIOTCA B
BUPYCHble H6a3bl Cpasy >e, Kak TOJAbKO CNeLnanncTsl aHTUBUPYCHOM labopaTtopun «okTop Beb»
06Hapy>XMBatOT HOBbIE YrPO3bl, MHOTAA A0 HECKONbKMUX pa3 B yac. [laxke eciv HoBenLwas
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BPeAOHOCHas NporpamMmma npoHUKaeT Ha KOMMbIOTEP, MUHYSA pe3unaeHTHyo 3awuTty Dr.Web, To
OHa byaeT obHapy>KeHa B CNNCKe MPOLLECCOB Y HENTPaan30BaHa Noc/ie NnoayyYeHns
OBHOB/IEHHBIX BUPYCHBbIX Ha3.

O6nauHble TexHONMOrMN O6Hapy>KeHUs yrpos

ObnayHble MeToAbl OOHapY>KeHMA MO3BONAIOT NMPOBEPUTL 060N 06BEKT (daiin, MPUNOXKEHNE,
paclumpeHue ana 6paysepa 1 T. n.) no xew-cymme. OHa npeAcTaBaseT cobou yHUKaNbHYHO
nocnefoBaTeNbHOCTb LNMPP 1 ByKB 3agaHHOW AviHbI. [1py aHannse no xel-cyMMe o6beKTbl
NPOBepPAIOTCA MO CyLLecTBYyoL el Hase 1 3aTeM KNacCMPULIMPYHOTCA Ha KaTeropum: YNCTble,
NoA03puTe/bHbIE, BPEJOHOCHbIE U T. A.

Moso6Has TeXHONIOTNA ONTUMU3MPYET BPeMs MPOBepKy GannoB N 3KOHOMUT Pecypchbl
ycTporictBa. bnarogaps ToMy, UTO aHaAU3MpPyeTCs He caM OOBEKT, @ ero YHWKabHas XeLl-CyMMa,
peLleHne BbIHOCUTCA MPaKTUYECKN MOMEHTaNbHO. MNpy OTCYTCTBUM NOAKIHOUEHMS K CepBepam
Dr.Web Cloud, ¢annbl npoBepatoTca n0kanbHO, a obnayHas NnpoBepka BO3OOHOBAAETCA Npu
BOCCTAHOBJIEHWM CBSA3M.

Takum obpasom, obnauHbiv cepsuc Dr.Web Cloud cobupaet nHpopmaumo OT MHOTOUNCIEHHbIX
nosb3oBaTeNel N onepaTMBHO OOHOBASET AaHHblE O paHee HeM3BECTHbIX Yrpo3aX, TeM CaMbIM
nosbiwasn 3GHEeKTUBHOCTb 3aLLMTbl YCTPOMNCTB.

DevictBua c yrposamu

B npoayktax Dr.Web peanvnzoBaHa BO3MOXHOCTb NMPUMEHATb ONpeAeneHHble AeNCTBUA K
obHapy>XeHHbIM obbekTam An1a 0b6e3BpexMBaHMA KOMMbIOTEPHbIX Yrpo3. [onb3oBaTtesib MOXeT
OCTaBWTb aBTOMaTMYeCKN MPYMeHAeMbIe K ONpeeeHHbIM TUMam yrpo3 AelCcTBuS, 3ajaHHble Mo
YMONYAHWUIO, U3MEHUTb UX NN BbIBUPATb HY>XXHOE AeNCTBUE A/1F KaXKA0ro 0BHapy>KeHHOro
obbekTa oTAeNbHO. Huke npuBeseH CNMCOK AOCTYMHbIX AeNCTBUI. B ckobkax ykasaH napamerp,
0603HayvaroLL M COOTBETCTBYOLLIEE AENCTBME U UCMOb3yeMblli B 06bejMHEHHOM
KOHduUrypaunoHHom danne n komaHgax ytmantel Dr.Web Cil.

e Coobuwatb (REPORT) — yBEAOMUTb O HA/JIMUYNWN YIPO3bl, HO HUYErO He Aenathb C
NHOMLIMPOBaHHBIM O6BEKTOM.

e NrHopupoBatb (PASS) — NPONyCTUTb OBHAPY>KEHHYH Yrpo3y, He NPeanPUHUMAs HUKaKUX
JNeCTBUN.

¢ baokupoBaTtb (BLOCK) — 3aba0knpoBaTb BCe BUAbI JOCTyNa K MHGULIMPOBaHHOMY dany
(aencTBne MoxeT 6bITb JOCTYMHO He A1 BCEX KOMMOHEHTOB).

e Jleuntb (CURE) — MOMbITAaTbCS BbIIEYUTb MHOMLMPOBAHHbIN OBBEKT, YAANNB U3 HErO
BPEAOHOCHOE COAEP>KMMOE, N OCTaBMB B LIENOCTU NMONE3HOE COAEPKUMOE.

@ 3TO AeNCTBME NMPUMEHUMO He KO BCEM BUAAM Yrpo3.
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e B kapaHTWH (QUARANTINE) — nepemMecTuTb MHPULMPOBaAHHbIN 0OBeKT (ecan OH gomnyckaeTt
3Ty onepaLmio) B CrieLmanbHbIv KaTasor KapaHTMHa C LiesIbio ero n3onauum.

e Ypaanutb (DELETE) — 6e3B03BPaTHO YAaAnTb MHOULIMPOBAHHbIN OOBEKT.

Ecnv yrposa obHapy>keHa B daine, HaxoAsALWEMCA B KOHTeNHepe (apx1B, MOYTOBOE
: CoObLLEeHME 1 T. M.), BMECTO YAaneHWs BbIMOJHAETCA NepeMelleHne KOHTEHepa B
KapaHTWH.

10.3. NMpunoxxeHune B. TexHnueckasa nogaeprkka

Mpv BO3HMKHOBEHUN NPOHAEM C YCTaHOBKOW MAM paboTon NpoAyKTOB KOMMaHUK, NpexXae Yem
ob6palLaTbCa 3a MOMOLLbIO B C/TYXOY TEXHNUYECKOW NOAAEP>KKM, MONPOBYNTe HAaUTK peLleHne
cnesyowmmMmn cnocobamu:

1. O3HaKOMbTECb C MOCAEAHUMU BEPCUAMM ONUCaHWii 1 pykosoacte .

2. MpouurTaiite pazaen & yacTo 3agaBaembix BONPOCOB.
3. Mocetnte dopymbl I komnanum «lokTop Beb».
Ecnv nocne 3toro He yganocb pewmnTb Npobaemy, 3anonHute Beb6-Gopmy B COOTBETCTBYHOLLLEN

cekunn pazgena G oduumansHOro caiita, UTo6bl CBA3ATLCA CO CNYXKBOM TEXHNUECKOV
NoaAepP>XKN KoMnanun «/Joktop Beb».

VHpopmMaLmto O perMoHanbHbIX NpeacTaBuUTeNbCTBax U oducax komnaHmm «Joktop Beb» Bbl
MOXEeTe HalTV Ha obuumansHoM cate .

Ans ynpoueHns paboTbl Cy>Obl TEXHNUECKONM NOAAEPKKMN MO aHan3y BO3HMKLLIEN Y BacC
npobaemMbl peKoMeHAyeTCs npeABapuTeNbHO CGOPMUPOBATL NaKeT MHPopMaLLmMK 06
YCTaHOBJIEHHOM Yy BacC NPOAYKTE, ero HaCTPOMKax 1 CUCTEMHOM OKpY>KeHuu. [1ns 3Toro
npeAHa3HayeHa crneunann3vpoBaHHas yTuanTa, Bxoaawas B coctaB Dr.Web Server Security Suite.

[nsa cbopa nHdopmaumm ana cnyxbbl TEXHUUECKON NOAAEPIKKN BBEAUTE KOMaHAY:
e a1 GNU/Linux:

# /opt/drweb.com/bin/support-report.sh <nyme Kk gaiiny>
e a1 FreeBSD:

# /usr/local/libexec/drweb.com/bin/support-report.sh <nyme Kk ¢aliny>

rae <nyme k gatiny> — nyTb K apxuBy B dopmarte . tgz, B KOTOPOM ByseT coxpaHeHa oTnagouHas
MHbOpPMaLMA O NPOAYKTE N CUCTEMHOM OKPY>XEHWUWN, HanpuMep, /tmp/report.tgz. ¥YXe
nmetromecs Gainnbl He NepesanucbiBaroTcs. ECiv nyTb He ykasaH, TO apxmB HyaeT coxpaHeH B
KaTasiore cynepnosib3oBaTens, 3anyCcTuBLUEro yTuanty (Hanpumep, /root),  ByaeT Ha3biBaTbCH
cnepyrolmm obpasom:

drweb.report. <timestamp>.tgz

rae <timestamp> — NOJIHad METKa BPEMEHU CO34aHNA OTHETA, BKAKOYaA MUNITNCEKYHADI,

PykoBoacTBO agMunHMCTpaTopa

325


https://download.drweb.com/doc/
https://support.drweb.ru/show_faq/
https://forum.drweb.ru/
https://support.drweb.ru/
https://company.drweb.ru/contacts/

A7

Py
$

A
)
A

Mpwunoxxenus

Hanpumep: 20190618151718.23625.

@ YTnanty ana coopa nHGopmaLmm ana cnyxbbl TEXHUYECKOW NoaAepKKM HEOBXOAMMO

: 3anyckaTb C MpaBaMu cynepnosib3oBatens (root). lna nonyyeHua npas
Cynepnosib3oBaTeNs UCMONb3yTe KOMaHAy CMeHbl NMOJIb30BaTeNA su WAV KOMaHAy
BbIMOJHEHWA OT MMEHW ApYroro nosab3oBatens sudo.

B npouecce paboTbl yTnanta cobrpaeTt 1 ynakoBbIBaeT B apXvB CAeAyoLLy0 MHGOPMaLnio:

e vHdopmauma o6 OC (Ha3BaHWe, apxMTEKTYpa, BbIBOA KOMaHAbl uname -a);
® CMNCOK YCTAHOBJ/IEHHbIX B CUCTEME NMAKETOB, B TOM umncie nakeToB «okTop Beb»;
® COAEPXMMOE XYPHaNOB:
o xypHanbl Dr.Web Server Security Suite (ecan HacTpoeHbl ANns OTAENbHbIX KOMMOHEHTOB);

o XKypHa., BeayLWwuics 4eMOHOM XypHaAMpoBaHua syslog
(/var/log/syslog, /var/log/messages);

B OXypHaa CUCTEMHOTO NMakeTHOro MeHe >Kepa (apt, yumWn T. n.);
B XYypHan dmesg;

e pe3y/bTaTbl 3aMycka KOMaH4 df, ip a (ifconfig -a), ldconfig -p, iptables-save,
nft export xml.

e vHdOpMaLma 0 HacTpolikax u koHdurypaumm Dr.Web Server Security Suite:
o MepeYeHb 3arpy>KeHHbIX BUPYCHbIX 6a3 (drweb-ctl baseinfo -1);
o nepeveHb Gpannos n3 katanoros Dr.Web Server Security Suite n nx MD5-xewu;
o Bepcus U MD5-xew darina aHTMBMpYyCcHoro sapa Dr.Web Virus-Finding Engine;

o MHOPMaLMA O NONb30BaTENE U Pa3PELLEHUAX, U3BNEUYEHHAsA U3 KIHOUYEeBOro Garna, ecam
Dr.Web Server Security Suite paboTtaeTt He B pexunMe LeHTPaM30BaHHOM 3aLLNThI.
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10.4. MpunoxxeHune I'. KonpurypaumoHuoiit ¢panin Dr.Web Server
Security Suite

MNMapameTpaMun KOHPUrypaumm Bcex komnoHeHToB Dr.Web Server Security Suite ynpasnset
KOOPAWHUPYIOLLMI AeMOH yrnpaBaeHuns koHourypaumein Dr.Web ConfigD. 3meHeHHble
napameTpbl KOHPUrypaLMn BCeX KOMMOHEHTOB XPaHATCA B eANHOM daine drweb. ini, KOTOPbIA
Mo YMONYaHWIO pacnonaraetca B katanore /etc/opt/drweb.com/ gnia GNU/Linux

nan /usr/local/etc/drweb.com/ gna FreeBSD.

@ B TekcToBOM daiine KOHPUrypaLmm xpaHATCA 3HaUeHUA TOJbKO TeX MapameTpos,

: YCTaHOBJ/IEHHbIE 3HAYEHNA KOTOPbIX HE COBMAaAAtoT CO 3HaYeHMeM Mo ymonyaHuto. Ecan
napameTp OTCyTCTBYeT B daiine KOHPUrypaLmm, To 3To 03HaYaeT, UTO OH MMEET 3HaveHne
Mo yMOYaHuIo.

UYT0bbl NPOCMOTpPETH NepeyeHb BCeX NapaMeTpPOB, AOCTYMHbIX ANA U3MEHEHWA, BKItOYas Te,
KOTOpble OTCYTCTBYIOT B KOHPUIypaLMOHHOM daline, Tak Kak MMET 3HaUeHUA MO YMONYaHMIO,
BbINOJHWUTE KOMaHAY:

S drweb-ctl cfshow

N3meHnTb 3HaueHme 1060ro NnapameTpa MOXHO ABYMs Criocobamu:

e BbinoaHwB KOMaHAY:

# drweb-ctl cfset <cekyua>.<napamemp> <HOB80€ 3HAYeHuUe>

| [Jna BbINONHEHWA 3TOW KOMaHAbl yTuauTta ynpasaenus Dr.Web Ctl gonkHa 3anyckatbcsa oT
: MMeHM cynepnosib3oBaTtens (nonb3oBatens root). And nonyyeHus npas cynepnosib3oBaTens
NCNoNb3ylTe KOMaHAy su Uan sudo.

CuHTakenc KomaHg cfshow 1 cfset ytmantel Dr.Web Ctl (Mogynb drweb-ctl)
noapobHee onncaH B pasgene Dr.\Web Ctl.

e 33saB 3TOT NapamMeTp B KOHPUrypaunmoHHOM daiine (oTpesakTnposas Gai B 1H0H60M
TEKCTOBOM pesakTope) 1 nepesanyctns KoHPurypaumro Dr.Web Server Security Suite gns
NPVMeHEeHNs BHECEHHbIX B Gaiil U3MEHEHWU C MOMOLLbIO KOMaH/bl:

# drweb-ctl reload

10.4.1. Crpykrypa Painna

KoHurypaumoHHbi darn chopmMmpoBaH B COOTBETCTBUM C MPaBUAaMK, MPUBEAEHHBIMU HUXKE.

o Cosepxunmoe dparnna pa3dbuto Ha NOCNeAOBATENbHOCTb UMEHOBaHHbIX CeKLMA. BO3MOXHbIe
MMeHa CeKLMI XeCTKO 3aAaHbl U He MOryT HbITb NPON3BONbHBIMU. IM#A cekummn yKa3blBaeTcs B
KBaZpaTHbIX Ckobkax 1 coBnagaeT ¢ uMeHeM kKomnoHeHTa Dr.Web Server Security Suite,
MCMOb3YHOLLEro napaMeTpbl U3 3TOW CeKLMK (3a UCKIOYEeHNeM ceklimn [Root ], B KOTOPOW
XPaHATCA NapamMeTpbl AeMOHa yrnpaBaeHus koHpurypaumer Dr.Web ConfigD).
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e CUMBOJIbI ; AW # B HaYvane CTPOK KOHGUrypaunmoHHoro danna o603Ha4aroT KOMMEHTapUK.
Takue cTpoku nponyckaroTca komnoHeHTamun Dr.Web Server Security Suite npu uteHum
napameTpoB 13 KOHOUrypaLmoHHoro danna.

B ogHoOM cTpoke darina cofep>XnTcs ToAbKO OANH NapameTp:

<UMA hapamempa> = <3Ha4eHue>

e BO3MOXHbIE MeHa napamMeTpoB XeCTKO 3aj4aHbl 1 HE MOTYT ObITb NPOn3BOJIbHbIMN.

Bce nmeHa cekumin n napamMeTpoB PErmcTPOHE3aBUCUMbI. 3HAYEHNA NapaMeTpPoOB, 3a
NCKAOYEHNEM UMEH KaTanoros 1 ¢pannos B nyTsax (a1 Unix-nogobHbix OC), Takxe
perncTpoHe3aBnUCUMbI.

3HauyeHus napaMeTpoB B KOHOUIYPaLMOHHOM daitne fOKHbI ObiTb 3aKAHOUEHbI B KaBbIYKM B
TOM CJlyYae, ey OHW CoAepkaT npobensi.

HekoTopble napameTpbl MOryT MMETb HECKOJ/IbKO 3HAYEHWUIA, B 3TOM Clyyae 3HaUYeHus
napameTpa pasjenstoTcsa 3anaTol UAN 3HaUeHVe NapaMeTpa 3a4aeTca HeCKObKO pa3 B PasHbIX
cTpokax KoHdurypaumoHHoro darina. MNpu nepeuncieHnm s3HaueHnin napameTpa yepes
3anATyto Npobesibl MeXAy 3HaUYeHMEM N 3aMATON, eCn BCTPeYatoTcs, urHopupyrotes. Ecam
npoben ABASETCA YaCTbO 3HAYEHUS NapaMeTpa, BCE 3HAUEHMEe 3aK/H0YaeTCs B KaBblUKK.

MNapameTpy MOXHO NPUCBOUTb HECKOBKO 3HAYEHWIA:
O NMepeyYncInB Ux Yepes 3anaTyto:

Parameter = "Valuel", "Value2","Value 3"

O B BMAE nocneoBaTesibHOCTA CTPOK:

Parameter = Value?2
Parameter = Valuel
Parameter = "Value 3"

rlOpFIAOK 3HaAUEHNN napamMeTpa TakxXe HeCyLeCTBEHEH.
ii Mytv K Gaiinam Bcerga 3ak/o4atoTCs B KaBblUKM, EC/IN OHU MEePeUNCASIOTCS Yepes 3arnsTyto,
Hanpumep:

ExcludedPaths = "/etc/filel"™, "/etc/file2"

OnucaHve cekLmin KOHOUrypaLmMoHHOro daina NpvBeAeHO B ONMUCAHUIN UCMOb3YHOLLMX ero
komnoHeHToB Dr.Web Server Security Suite.

10.4.2. Tunbl napameTpos

MapameTpbl KOHPUrypaLMn MOryT NPUHAANEXATb K CIeAYHOLLMM TUMaMm:

1. Adpec — appec ceTeBOro coegnHeHna B BuAe napbl </Pv4-adpec>:<nopm> nan <IPv6-
adpec>:<nopm>. 3HayeHwue |IPv6-aapeca ykasblBaeTca B KBajpaTHbIX ckobkax. B HekoTopbIx
cnyyasx nopT MOXeT HbITb OnyLLeH (B KaXKAOM C/lyyae 3TO yKa3blBaeTCsH B ONUCaHUN
napametpa).

2. Jloeuyeckuli — napameTp-daar, NPUHUMaKLWMIN 3HaueHns On, Yes, True (MapamMmeTp
BK/IFOUEH) N Of £, No, False (MapaMeTp BbIKJFOYEH).

3. L[eﬂoe HUC/10 — HEOTpPULLATE/IbHOE LLies1oe YNC/O.

PykoBoacTBO agMunHMCTpaTopa

328



A
)
A

&

Mpwunoxxenus

4, ﬂpO6HO€ HYUC/I0 — B Ka4yeCTBe 3HaYeEHMA NapaMeTpa MOXeET ObITb YKa3aHO HeoTpuuaTtenbHoe

unCIo, cosepKallee ApPO6HYH YacTb.

5. MiHmepeasn epemeHuU — B KayecTBe 3HaYeHWs NapameTpa yKasbiBaeTCs J/IMHa BPEMEHHOTO
MHTepBasa, COCTOALLENO M3 LIeNIOr0 HEOTPULLATENBHOIO YMcaa n bykBbl-cybdukca,
yKa3blBatoLEro 3aZlaHHyto eanHuLy nameperus. MoryT 6biTb MCnoab3oBaHbl CyGdUKCbI,

3ajarowme eanHULLbl N3MepeHns:
e w— Heaenu (1w = 7d);

e d —cyTku (1d = 24h);

e h — yachl (1h = 60m);

e m — MUHYTHbI (Im = 60s);

s nnm 6e3 cyddukca — cekyHAabl.

[na BpeMeHHOro nHTepBana, 3alaHHOro B CEKYHAAX, MOXHO yKa3aTb MUIUCEKYHAbI NOC/e
TOUKW (He bonee Tpex 3HakoB, Hanpumep, 0.5s — 500 MuaancekyHa). B 3anmcn ogHoro
BPEMEHHOro MHTepBana MOXHO MCMNO/b30BaTb COBOKYMHOCTb MHTEPBANOB, U3MEPEHHbIX B
Pa3/IMuHbIX e4MHMLAX, B 3TOM C/lyvae OH byaeT 06pa3oBbIBaTbCA UX CYMMOW (B peasbHOCTU B
napameTpax KOHOUrypaLmm Bcerja CoxpaHaeTcs KOMUYeCcTBO MUANNCEKYHZ, 0Bpa3yroLmx

yKa3aHHbI BDEMEHHOW UHTepBaJ).

B obwem Buae nt0601 MHTepBas BPEMEHN MOXET ObITb NpeACTaBAEH BblpaXKeHNEM
N,wN,dN;hN,mN [N ]s, rae N,, ..., Ny — 4nCN0 COOTBETCTBYHOLLNX €AVHNL, BPEMEHN,

BK/IFOYEHHbIX B AaHHbI UHTepBas. Hanpumep, rog (kak 365 cyTok) MOXHO NpeacTaBuTb
cneayrowmm obpasom (Bce 3anmncm 3KBUBaNEHTHbI): 365d, 52wld, 52w24h, 51w7d24h,

51w7d23h60m, 8760h, 525600m, 31536000s.

Mpumepsbl 3agaHna nHTepsana AnnHon B 30 MUHYT, 2 cekyHabl, 500 Muaancekyra:

e B aiine KoHbUrypaumu:
UpdateInterval = 30m2.5s

e C MOMOLbK KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset Update.UpdateInterval 1802.5s

e 33jlaHVe Yepes napameTp KOMaHAHOW CTPOKM (HanpvMep, AN CKaHUPYHOLLEro A4pa):

o ans GNU/Linux:

# /opt/drweb.com/bin/drweb-se <cokem> --WatchdogInterval 1802.5

o ana FreeBSD:

# /usr/local/libexec/drweb.com/bin/drweb-se <cokem> --WatchdogInterval 1802.5

6. Pasmep — B KauyecCTBe 3HaUeHMs NapameTpa ykasblBaeTcs pa3Mep Kakoro-ambo obbekTa
(barna, bydepa, Kewwa v T. N.), COCTOALMNI U3 LLeSIOrO HEOTPULLATENBHOTO Yncaa n cyddumkca,
yKa3blBaOLWEro 3aZlaHHy0 eanHULY n3MepeHus. MoryT 6biTb MCnoab3oBaHbl CyddUKCI,

3ajarollme eArHULbI pa3mepa:
e GB — rurabantbl (1GB = 1024MB);

e MB — Merabantbl (IMB = 1024KB);
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e KB — Kkunobantbl (1KB = 1024B);
e B — BanThl.

Ecan cyddukc onyueH, cuntaertcs, 4to pa3mep 3agaH B banTtax. B 3anncm ogHoro pasmepa
MO>HO NCMOJ/Ib30BaTb COBOKYMHOCTb Pa3MepOB, U3MEPEHHbIX B PA3NINYHbIX €4NHNLAX, B 3TOM
cnyyae oH byset 06pa3oBbIBaTLCA MX CyMMOW (PakTnyeckn, B mapamMeTpax KoOHGuUrypaumm
pa3mep Bcerga coxpaHserca B HanTax).

. yme k kamanoay (patiny) — B KauecTBe 3HaYeHWs NapaMeTpa BbICTynaeT CTPOKa,

npeAacTaBastoLas cobon onycTUMbIV NMyTb K KaTanory (danny).

@ MyTb K danny AOKEH 3aKaHUMBATLCA UMEHEM dalina.

ili B Unix-nosobHbix onepaunoHHbIX CMCTEMax MMeHa KaTasioros 1 danaos
perncTposaBncumsbl. ECiv 3To He OrOBOPEHO HEMOCPEACTBEHHO B OMUCaHUW NMapameTpa, B
KauecTBe MyTW HeNb3s UCMOJIb30BaTb MacKy, COAepKalLlue creunanbHble CUMBObI (2, *).

. YposeHb noOpobHOoCMu — NapamMeTp 3ajaeT ypoBeHb NOAPOOHOCTM 3anNncK B XXypHan Ans

komnoHeHTa Dr.Web Server Security Suite. BO3MOXHble 3HauUeHMs:

e Debug — CaMblii NOAPOOGHbLIV (OTNaL04YHbIN) YPOBEHb. BbiBOAATCSA BCe coObLLeHMs, a TakxKe
oTnagouHas nHbopmaums.

e Info — BbIBOAATCA BCE COOBLIEHMA.

e Notice — BbIBOAATCA COObLEHMSA 06 OLWINbBKaX, NpeAynpexaeHus, YBeAOMAEHWS.
e Warning — BbIBOAATCA COObLEHMA 06 OWMBKaxX 1 NpesynpexaeHus.

e Error — BbIBOAATCA TO/bKO COObLLEHMS 06 owmnbKax.

Tun XypHana — napameTp onpeaenser cnocob BefeHma XXypHana komnoHeHTom Dr.\Web
Server Security Suite. Bo3MO>XHble 3Ha4eHMs:

e Stderr[:ShowTimestamp] — coobueHusa ByayT BbIBOAUTLCA B CTAaHAAPTHbIM MOTOK
owmnbok stderr. laHHOE 3HaYeHNe MOXET BbITb MCMOAb30BAHO MOJ/IbKO B HAaCTPOMKaXx
AEMOHa yrpaBaeHuns KoHdurypaumein. Mpwu 3Tom, ecm oH pabotaeT B GOHOBOM pexmme
(«daemonized»), T. e. 3anyLLeH C yka3aHMeM NapameTpa —d, 3TO 3HauYeHne He Moxem ObiTb
MCNONb30BaHO, MOCKObKY KOMMOHEHTbI, paboTatowme B POHOBOM peXxXMMe, He UMEIOT
A0CTyna K NoTokam BBOZA/BblIBOAA TepMUHana). JONOAHUTENbHBIA NapaMeTp
ShowTimestamp NpeAnucbiBaeT 06aBAATb K KaXA0MY COODLLEHMIO METKY BPEMEHM.

e Auto — coobLeHMA A9 COXPaHEHNA B XXypHaa nepeAaroTcsa AeMOHY ynpaBaeHns
koHurypauwmen Dr.Web ConfigD, KoTopbIli cOxpaHsieT uUx B e4nHOe MeCTo B COOTBETCTBUN C
cobCTBEHHBIMM HacTporkamu (NnapameTp Log B cekummn [Root]). [laHHOe 3HaveHne
onpegseneHo AN BCex KOMMNOHEHTOB, KpoMe 0eMOHa ynpasieHus KoHgpuaypayued, v
MCMO/b3yeTCA Kak 3HaYeHne Mo yMOAYaHMIO.

e Syslog|:<facility>] — coobweHunsa byayT nepesaBaTbCsl KOMMNOHEHTOM CUCTEMHOM
cnyx6e XypHanmpoBaHusa syslog.
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e [lononHuTenbHas MeTka <facility> ncnonb3yercs Ans ykasaHusa TUMa XypHana, B KOTOPOM
syslog ByseT coxpaHATb COObLLEeHNS. BO3MOXHbIe 3HaUeHUs:

o Daemon — COOBLLEHNA JEMOHOB,

o User — COODLLEHMA NOb30BaTENbCKMX MPOLLECCOB,
o Mail — cOObLEHMA NOYTOBbIX NPOrpPamMm,

o LocalO — coobLieHnsa nokanbHbix npoueccos 0,
oo

o Local7 — cOoObLLEeHNA NOKabHbIX MPOLECCoB 7.

e <nyme Kk ¢haliny> — coobuieHns byayT COXPaHATLCS KOMMOHEHTOM HEMOCPEACTBEHHO B
yKa3aHHbIM $ain XXypHana.

[MprMepbl 3ajaHna napamMeTpa:
e B aiine KoHpUrypauuu:
Log = Stderr:ShowTimestamp
e C MOMOLbK KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset Root.Log /tmp/log

e 33jlaHVe Yepes napameTp KOMaHAHOW CTPOKM (HanpvMep, AN CKaHUPYHOLLLEro A4pa):

o ana OC cemerictea GNU/Linux:

# /opt/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON

o ana OC FreeBSD:

# /usr/local/libexec/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON

10. Jelicmeue — penictBne komnoHeHTa Dr.Web Server Security Suite npu obHapyxeHumn yrpo3
onpeseneHHoOro Tuna Uav Npy BO3HUKHOBEHUWN KaKoro-mbo apyroro cobbitns. BoamoxxHble
3HayeHus:

e Coobwartb (REPORT) — TOAbKO CHOPMMPOBATL yBeAOMAEHNE 06 yrpose, He
NPeAnpPUHMMan HUKAKWUX APYrUX AeUCTBUN;

e BnokupoBaTtb (BLOCK) — 0OCTaBWTb daiil HeU3MEHHbIM, HO 3a610KMPOBaTb BCE BUADbI
A0CTyna K Hemy (4ercTBME MOXKET BbITb AOCTYMHO HE ANsl BCEX KOMMOHEHTOB);

NeunTb (CURE) — NOMbITaTbCA BbIMOAHUTL NeyeHme (yAanuTb n3 Tena Gpanna ToNbKO
BPELOHOCHOE COAEePXKNMOE);

B kapaHTUH (QUARANTINE) — nepemMectuTb MHPULMPOBaHHbIV Gaiin B KapaHTUH;

Ypanntb (DELETE) — yAa/uUTb UHPULMPOBaHHbIA dait.

& HekoTopble 13 feNcTBUIA MOTYT BbiTb HEMPYMEHWMbI B HEKOTOPbIX CAyYasx (Hanpumep,
Ans cobbiTma «Owmnbka CkaHMPOBaHWSA» HEMPUMEHNMO AencTBre CURE). [MepeyeHb
pa3peLLEHHbIX AeNCTBUIA BCerga yKasblBaeTCs B OMUCaHUM KaXA0ro napamerpa,
MMetoLero Tnn deticmaue.

PykoBoacTBO agMunHMCTpaTopa
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10.5. MpunoxxeHue A. NreHepauunsa ceptudpuxkartos SSL

[na komnoHeHToB Dr.\Web Server Security Suite, ncnonbsyrowmx ana obmMeHa faHHbIMU
3alUMLLEHHBIN KaHan nepesaun ganHHbix SSL/TLS 1 ocHOBaHHbIe Ha HEM MpPUKAaAHble MPOTOKObI,
Takume kak HTTPS, LDAPS, SMTPS u 1. n., HeobxoanMo obecneunTb Hasmume 3aKpbITbIX KAKOYEn
SSL n cooTBeTCTBYOWMX UM cepTUdUKaTOB. JNd HEKOTOPbLIX KOMMOHEHTOB KAKO4M 1
cepTnduKaThl reHepPUPYHOTCA aBTOMATUUECKW, @ A1A APYTVMX OHW AOMXKHbI 6bITb NPeAoCTaB/EHbl
nosnb3oBatenem Dr.Web Server Security Suite. Bce KOMNOHEHTbI MCNOAL3YHOT CEPTUPUKATI,
npeacrasieHHble B popmate PEM.

[ns reHepaumm 3aKpbITbIX KAHOYEN 1 cepTUGUKATOB, UCMOIb3yEMbIX AN COEAVHEHUI Yepe3
SSL/TLS, B TOM uncne Ansa yaoCTOBEPAIOLNX cepTUdUKaToB LieHTpa ceptudurkaumnm (LIC) n ansa
NoAnNncaHHbIX cepTMdUKaTOB, MOXHO MCMOb30BaTh YTUAUTY KOMaHAHOW CTPOKM openssl
(BxoauT B cocTaB Kpuntorpadpuueckoro naketa OpenSSL).

PaccmoTpuM nocnegoBaTenbHOCTb AEUCTBUIN, HEOOXOAMMBIX ANS CO34aHUA 3aKPbITOrO KAto4a 1
COOTBETCTBYHOLLEro eMy ceptudurkaTa SSL, a Takxe ceptudumkarta SSL, nognmcaHHOro
yaoctoseparowmm ceptndmkatom LIC.

YT106bI creHepmpoBaTh 3aKpbITbIW KoY SSL 1 cepTudukar

1. Ana reHepaumu 3akpbITOro katoya (anroputm RSA, aiviHa katoua — 2048 6umT) BbinosHMTE
KOMaHAy:

$ openssl genrsa -out keyfile.key 2048
Ecan TpebyeTcs 3amMTnTL KAKOY NapoieM, JOMOJHUTENbHO UCMOb3YINTe ONumio —des3.
CreHepunpoBaHHbIV K04 HaxoanTcA B panne keyfile. key B TeKyLleM KaTaaore.

[ns npocMoTpa CreHepupOBaHHOTO KKOYa BbIMOAHUTE KOMaHAY:

$ openssl rsa -noout -text -in keyfile.key

2. [ina reHepaunn ceptudrkaTta Ha ykasaHHbIM CPOK Ha OCHOBaHUW MMEIOLLErocsa 3aKpbITOro
K/atoYa (B JaHHOM npumepe — Ha 365 CyTOK) BbINOJHUTE KOMaHAy:

$ openssl req -new -x509 -days 365 -key keyfile.key -out certificate.crt

| DTa KOMaHZa 3anpocuT JaHHble, UAeHTUOULMPYHOLLME cepTUGULMPYEMBIA OOBEKT (Takmne
: KaK MMs, opraHm3aumsa u 1. n.). CreHepupoBaHHbIA cepTudukat byaeT nomelleH B dainn
certificate.crt

[lna NpoBepKn COAEP>XKMMOro CreHepMPOBaAHHOTO cepTUdMKaTa BbIMONHUTE KOMaHAY:
$ openssl x509 -noout -text -in certificate.crt
YT1o6bI 3aperncTpupoBaTth cepTudmKaT B KauecTse JoBepeHHoro ceptudumkara LIC

1. Mepemectute nan ckonupymrte Gainn ceptmdurkaTa B CUCTEMHBIN KaTanor AOBEPEHHbIX
ceptudukaTos (B Debian nam Ubuntu — /etc/ssl/certs).

PykoBoacTBO agMunHMCTpaTopa
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2. Co3pavite B KaTasiore AOBEPEHHbIX CEPTUPMKATOB CUMBOINYECKYHO CCbIIKY Ha cepTudmKar,
MMeHeM KoTopou ByaeT ABNATbCA Xell cepTudurKaTa.

3. MepeunHaekcnpyiite coaep>kKMMOe CUCTEMHOTO KaTanora cepTMduKaToB.

MpvBeAeHHbIV HUXE NPUMepP BbIMOJHAET BCe 3TU TpW AencTBuA. MNpeanonaraeTcs, Yto TekyLum
KaTasiorom siBASETCA CUCTEMHbIV KaTalor JOBEepPeHHbIX cepTUdMKaToB /etc/ssl/certs, a
cepTndMKaT, KOTOPbIV PETUCTPUPYETCA B KauecTBe JOBEPEHHOrO, pacrnosiaraeTcs B
davine /home/user/ca.crt:

# cp /home/user/ca.crt

# 1In -s ca.crt ‘openssl x509 -hash -noout -in ca.crt'.0
# c_rehash /etc/ssl/certs

UT06bI cO3paTh NOANUCaHHBbIN cepTudUKaT

1. CreHepupyiTe parin-3anpoc Ha nognucanHue ceptudukata (Certificate Signing Request — CSR)
Ha OCHOBAaHWW MMEIOLLLEroCa 3aKpbITOro katoya. Ecam kntoua Hert, creHepupymTe ero.

3ar|poc Ha noAarnncaHme Cco3gdaeTcA KOMaHAOVIi

$ openssl req -new -key keyfile.key -out request.csr

OJTa KOMaHZAa, Tak Xe Kak U KOMaHAa co3aaHua cepTudurkara, 3anpalumBaeT JaHHbIe,
NnaeHTMOULMpPYOLLNE CepTUPULMPYEMbBI 0OBEKT. 3aech keyfile. key — UMetOWMIAcA dainn
3aKpbITOro Karoya. lNonyyeHHbIn 3anpoc byaeT coxpaHeH B dann request.csr.

,ﬂ,flf-l NPOBEPKWN pe3y/sibTaTa CO34aHMA 3anpoca BbIMOJMHUTE KOMaHAY:

$ openssl reqg -noout -text -in request.csr

2. [lna co3paHna nognucaHHoro ceptudmkata Ha OCHOBaHMM 3anpoca 1 MMetoLLLerocs
ceptndurkaTa LC BbIMOMHNTE KOMaHAY:

$ openssl x509 -req -days 365 -CA ca.crt -CAkey ca.key -set serial 01 -in
request.csr -out sigcert.crt

@ [ns co3gaHuns nognucaHHOro ceptudukata Hy>kHO UMeTb Tpu daiina: dain KOpHEBOTO

: cepTudukaTa ca.crt 1 ero 3aKpbITbl KNtOY ca . key (B KayecTBe ca.crt U ca.key
MOXHO MCMONb30BaTh cepTuduKaT certificate.crt U kNtod keyfile. key, TOraa
MoJlyYeHHbIN cepTUdmKaT byaeT caMonoAnmcaHHbIMK), a Takxke dalin 3anpoca Ha
noznucaHue ceptndukata request . csr. Co3gaHHbIV NOANVCaHHbIN cepTUdUKat dbyaet
coxpaHeH B dpain sigcert.crt.

[ns npoBepKkn pe3yibTaTa BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in sigcert.crt

MoBTOpWTE NpoLeaypy CO34aHMsA Karoua n ceptudmkata (Mav NoAnucaHHoOro ceptnudukara, B
3aBMCUMOCTUN OT HEOHXOAMMOCTI) CTONBKO Pa3, CKONbKO YHWUKaNbHbIX CePTUHUKATOB BaM
TpebyeTca. Hanpumep, € TOUKN 3peHns coobpaxkeHnin 6e30NacHOCTH, KaXK bl areHT
pacnpeaeneHHol nposepkn pannos Dr.Web Network Checker, Bxogsawmin B ckaHnpyroLmnia
Knactep, JOMKEH UMETb COBCTBEHHYHO Mapy Katou/cepTudukar.

PykoBoacTBO agMunHMCTpaTopa
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MpeobpasoBaHne noanncaHHoro ceptudukara

HekoTopble 6pay3epbl An NOUYTOBbIE KAMEHTbI MOTYT NoTpeboBaTh Npeobpa3oBaHus
noanucaHHoro ceptudmrkKaTa, UICNOAb3YyeMOro ANs YAOCTOBEPEHUS IMUYHOCTHY, B dopmaT PKCS12.

YkazaHHoe npeo6paaoBaHme BbIMONHAETCA KOMaHAOVIZ
# openssl pkcsl2 -export -in sigcert.crt -out sigcert.pfx -inkey keyfile.key

3pecb sigcert.crt — uMerowmincs dann nognmcaHHoro ceptudukata, a keyfile.key —
dann COOTBETCTBYHOLLErO €My 3aKpbITOro Katoya. MNonyyeHHbi npeobpa3oBaHHbI cepTudukart
byaeT coxpaHeH B danin sigcert.pfx.

PykoBoacTBO agMunHMCTpaTopa
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10.6. MpunorxkeHne E. OnucaHne N3BeCTHbIX OLLINGOK

B aTom pasaene

e PekoMeHAaLMN MO naeHTUOUKALMM OLIMOOK

e Koabl olunbok

e OwmnbkM 6e3 Koaa

Ecnn y Bac Bo3HMK/Ia owMbKa, ONMcaHne KOTOPOK OTCYTCTBYET B AaHHOM paszesie,
: 06paTnTeCh B TEXHUYECKYHD MOAAEPXKKY. ByabTe roToBbl COOBLLNTL KOZ OLNOKN 1 OnuncaTtb
0bcTOATENBCTBA €€ BO3HUKHOBEHMUS.

PekomeHpauumn no VIAEHTVId)VIKaLI,VIVI owmnbokK

e [1ns BbIABNEHWNA BO3MOXHOMW NMPUUYNHBI U OBCTOATENBCTB BOSHUKHOBEHUS OLIMOKM
03HaKOMbTECb C COAepPXXUMbIM XXypHana Dr.Web Server Security Suite (npv HacTporikax no
YMOJIYaHWNIO €ro MOXHO MPOCMOTPeTb KOMaHAoW # journalctl agna GNU/Linux uam # less
/var/log/messages anqa FreeBSD). Bbl Tak)xe MoOXeTe BbIMONHUTL KOMaHAy # drweb-ctl
log.

o 1ns obneryeHnsa naeHTUGUKaLMM OLIMOKMN PEKOMEHAYETCA HAaCTPOUTb BbIBOJ, XXypHana B

OTZAENbHBIN dalin N pa3peLLnTb BbIBOJ PacLUMPEHHON OTAaf0uYHOM UHGopMaLmn. [ns sToro
BbIMONHUTE KOMaH/b:

# drweb-ctl cfset Root.Log <Nnymse K galiny XypHana>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

° ,ﬂ,flﬂ BO3BpaTa HaCTpOeEK BeAEHMA XXYPHalia NO YMOAYAHWMIO BbIMOJNHNTE KOMaHAbl:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLogLevel -r

Koabl owinbok

CoobuweHune 06 owmnbke: Error on monitor channel (Owubka c8s3u ¢ MOHUMOPOM)

Kog ownbkn: x1
BHyTpeHHee o603HaueHne ownmbkun: EC MONITOR IPC ERROR

Onwucanume: Ownbka CBA3M OAHOTO UM HECKOJbKMX KOMMOHEHTOB C IeMOHOM yrpaBaeHns
koHurypaumeit Dr.Web ConfigD.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbiM >xypHana Dr.Web Server Security Suite (npn HacTpolrikax no yMOsYaHMO ero MOXHO
NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

PykoBoacTBO agMunHMCTpaTopa
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YcTpaHeHue own6Ku

1. Tepe3anycTuTe AeMOH ynpaBieHns koHdurypaumnen:

# service drweb-configd restart

2. Y6eanTechb, UTO B CUCTEME YCTAHOB/EH, HACTPOEH N KOPPEKTHO PYHKLMOHMPYET MeXaHW3M
ayteHTudmKaymm PAM. Mpn HeoHXOAMMOCTU YCTaHOBUTE N HACTPOKTE ero (3a NoAPOBHOCTAMM
obpatutech K pyKoBOACTBaM MO aAMUHNCTPUPOBaHWIO Ballero anctpmbyTtnaa OC).

3. Ecnum nepesanyck femMoHa ynpasieHus KoHburypaumer npy KOPPekTHO HacTpoeHHoM PAM He
nomoraet, nonpobynte copocnTb HacTponki Dr.Web Server Security Suite B 3HaueHus no
YMOJYaHWIO.

[ns atoro ounctute cogepxxmmoe darina /etc/opt/drweb.com/drweb. ini gna GNU/Linux
wan /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (Mpw 3TOM pekomeHAayeTca
COXPaHUTb Pe3ePBHYHD KOMUK KOHOUIYPaLIMIOHHOrO daiisia), HanpyMep, BbIMOJAHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ans FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte A4eMOH yrnpaBieHns KoHdurypaumnen,
BbINOJIHMB KOMaHJy:
# service drweb-configd restart

4. Ecav feMOoH ynpasaeHus KoHGUrypaLmen 3anyctnts He yaaeTtcs, nonpobyrite nepeyctaHOBUTb
naket drweb-configd.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Operation is already in progress (Onepayus yxe 8binoHAEeMCs)

Kog ownbkn: x2
BHyTpeHHee o603HaueHne owmbku: EC ALREADY IN PROGRESS

OnuncaHwue: 3a|'IpOLLIEHHaﬂ onepauna y>xxe BbINOAHAETCA.

[ns BbIsBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN 03HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOAYaHMIO ero MOXHO
NPOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

nOAO)KAI/ITe 3aBepleHna onepaunn 1 npu HEO6XOAI/IMOCTI/I noBTopute Tpe6yeM0e AEI‘/‘ICTBI/IG no3>xe.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

PykoBoacTBO agMunHMCTpaTopa
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CoobuweHune 06 ownbke: Operation is in pending state (Onepayus oxudaem 8bIN0/HeHUs)

Kop, owunbku: x3
BHyTpeHHee o603HaueHne owmnbku: EC_IN PENDING STATE

OnucaHume: 3anpoLUeHHas ornepaLns OXMAAET BbINOAHEHNSs (BO3MOXHO, B TEKYLLUA MOMEHT
yCTaHaB/IMBAETCS CETEBOE COEMHEHME N MPOUNCXOAMNT 3arpyska 1 MHULMaNn3aLms Kakoro-am6o
KOMMOHEHTa, TPebyroLasn NPOAOCIKNTENBHOTO BPEMEHN).

[ns BbIABNEHWNA BO3MOXHOMN NPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
nNpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unam # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

MogoxanuTe Hayasna BbIMOJHEHWS OMepaLyMmn 1 NPU HEOBXOANMOCTU MOBTOPUTE Tpebyemoe AencTBne
nosxe.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 owmnbke: Interrupted by user (lpepsaHo nosnvzosamesem)

Kog ownbkn: x4
BHyTpeHHee o603HaueHMe owmbku: EC_INTERRUPTED BY USER
Onucanwme: [lelictBre 66110 NpepBaHO NoJb30BaTeNeM (BO3MOXHO, OHO BbIMOJHANOCH CANLLIKOM

40Nro).

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0O6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOAYaHMIO ero MOXHO
NPOCMOTPETb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

MoBTOpUTE TPEbyeMoe AeNCTBME NO3XKE.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Operation canceled (Onepayusa ommeHeHa)

Kopa, owunbku: x5

BHyTpeHHee o603HaueHune ownmbku: EC_CANCELED

OnucaHume: [lencterne 66110 OTMEHEHO.

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI U OBCTOATENIbCTB BO3HMKHOBEHMSA OLLMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO

NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>XeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

PykoBoacTBO agMunHMCTpaTopa
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YcTpaHeHue own6Ku

MoBTopuTe Tpebyemoe feicTBMeE.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: /PC connection terminated (CoeduHeHue IPC pasopsaHo)

Kop, owmnbkn: x6
BHyTpeHHee o603HaueHme owmbku: EC_LINK DISCONNECTED

Onucanue: IPC-coegnHeHwne ¢ ogHMM 13 KoMnoHeHToB Dr.Web Server Security Suite pasopsaHo
(BO3MOXHO, KOMMOHEHT 3aBepLUN CBO PaboTy 13-3a NPOCTOA UAN MO KOMaHAe Nnosib3oBaTesns).

[ns BbIsBAEHNS BO3MOXHOW MPUYMHBI 1 0O6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax No yMOAYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

Ecnn onepaums He Hbiia 3aBeplueHa, NOBTOPWTE ee No3xe. B npoTMBHOM ciyyae pa3pbiB COeAMHEHMS
He ABAAeTCA OLMBKON.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Invalid IPC message size (Hedonycmumeili pazmep coobuwjeHus IPC)

Kopa, owinbku: x7
BHyTpeHHee o603HaueHne owmnbku: EC_BAD MESSAGE SIZE
Onucanume: B npouecce o6MeHa AaHHBIMU MeXy KOMMOHEHTaMMN NoayYeHO coobleHmne

HeJoMycTMMOro pasmepa.

[ns BbIABAEHWNA BO3MOXHOMN NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

Mepesanyctute Dr.Web Server Security Suite:

# service drweb-configd restart

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuweHune 06 ownbke: /nvalid IPC message format (Hedonycmumsili popmam coobuweHus IPC)

Kop, owumnbkn: x8

PykoBoacTBO agMunHMCTpaTopa
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BHyTpeHHee o603HaueHune ownbku: EC BAD MESSAGE FORMAT
OnucaHume: B npouecce obMeHa AaHHbIMU MeXy KOMMOHEHTaMMN NoayyYeHO coobLeHmne

Hepzonyctumoro dopmara.

[ns BbIABNEHWNA BO3MOXHOMN NPUYMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Ku

Mepesanyctute Dr.Web Server Security Suite:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobueHune 06 ownbke: Not ready (He comos)

Kop, owmnbkn: x9
BHyTpeHHee 0603HaueHMe owmbku: EC_NOT READY

OnuncaHwue: Tpe6yeMoe lCI,eI\/’ICTBI/Ie HEe MOXET ObITb BbIMOJHEHO, NOTOMY 4TO BaI'IpOLIJeHHbII‘/II KOMIMOHEHT
nnn yCTpOI?ICTBO eue He MHUUMaan3npoBaHbl.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOsYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

MoBTOpUTE TPEbyeMoe AeNcTBME NO3XKeE.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Component is not installed (KomnoHeHm He ycmaHoesieH)

Kopa, owinbku: x10
BHyTpeHHee o603HaueHne owmnbku: EC_NOT INSTALLED

OnucaHue: KOMNOHEHT, HEOBXOAMMbIA 415 BbINOAHEHUA Tpebyemolr GYHKLIUW, He YCTaHOBJIEH.
[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI U 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO

NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Tak)ke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. YcTaHoOBWTe WM NepeycTaHOBUTE TPEOYEMbI KOMMOHEHT. EC/Iv HeM3BECTHO, KakoW MMEHHO
KOMMOHEHT Heobxo1M, MonpobyliTe 3TO BbIACHWUTb, O3HAKOMUBLLMNCL C COAEPXKMMbIM XYpHaa.

PykoBoacTBO agMunHMCTpaTopa
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2. Ecnw ycraHoBka nam nepeycraHoBKa TpebyemMoro KOMMOHeHTa He Nomoraa, nonpobyrTte
nepeyctaHosutb Dr.Web Server Security Suite.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Unexpected IPC message (HeoxudaHHoe coobujeHue IPC)

Kog ownbkn: x11
BHyTpeHHee o603HaueHne ownbkun: EC_ UNEXPECTED MESSAGE
OnwucaHume: B npouiecce obMeHa AaHHbIMN MeXAY KOMMOHEHTaMU NOayYeHO HejomnycTMMoe

coobuieHue.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0O6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOAYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

Mepezanyctute Dr.Web Server Security Suite, BbINOHMB KOMaHAy:

# service drweb-configd restart

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 owmnbke: /PC protocol violation (HapyweHue npomokona IPC)

Kopa owmnbku: x12

BHyTpeHHee o603HaueHne ownbku: EC_ PROTOCOL VIOLATION

Onwucanme: B npouiecce obMeHa AaHHbIMN MeXXAY KOMMOHEHTaMM NMPOW30LLIO HapyLUeHWe NPOTOKoa.

[ns BbIABNEHWNA BO3MOXHOMN MPUYUMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Kku

Mepesanyctute Dr.Web Server Security Suite, BbINONHWB KOMaHAy:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Subsystem state is unknown (HeuzsecmHoe cocmosHue nodcucmemsi)

Kog ownbkn: x13

PykoBoacTBO agMunHMCTpaTopa
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BHyTpeHHee o603HaueHne owmnbku: EC_UNKNOWN STATE
Onucanume: MNogcuctema Dr.Web Server Security Suite, Heobxoanmas 415 BbIMOJHEHUA OonepaLuu,

Haxo4nTcAa B HEM3BECTHOM COCTOAHUN.

[ns BbIABNEHWNA BO3MOXHOMN NPUYMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Ku

1. TloBTOpUTE ONepaLmio.
2. Mpw nosTopeHun ownbkm nepesanyctmute Dr.Web Server Security Suite, BbINONHNB KOMaHAy:

# service drweb-configd restart

nocne 4yero noBTopuTe onepaynto.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Path must be absolute (Iyme dosxxeH 6bime abcoromHeIM)

Koa owmnbkn: x20
BHyTpeHHee o603HaueHme owmnbku: EC_NOT ABSOLUTE PATH

OnucaHue: YKazaH OTHOCUTENbHbIV NYTb K Gainy nav Katanory BMecto abContoTHoro.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECh C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax No yMOAYaHMIO ero MOXHO
NPOCMOTPETb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

3aMeHUTE OTHOCUTE/bHbIN nyTb K c|>a|7u1y NN KaTanory Ha abCoNMOTHBIN 1 noBTOpPUTE Onepaumnio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not enough memory (HedocmamoyHo namsmu 015 3asepuieHuUs: onepayuu)

Kopa, owimnbku: x21
BHyTpeHHee o603HaueHue ownbku: EC NO MEMORY

OnuncaHune: HegoctaTouHo NamMsATH A4/ BbINMOJHEHWS OnepaLymn.

[ns BbIABAEHWNA BO3MOXHOMN MPUUMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Kku

MonpobyiiTte yBennunTb 06beM NamsATH, 4OCTyNHOW npoueccam Dr.Web Server Security Suite

PykoBoacTBO agMunHMCTpaTopa

342



A1 7
yA

Py
v

Mpwunoxxenus

(HanpuMep, N3MEHMB IMMUTLI MPY MOMOLLM KOMaHZAbl ulimit), nepesanyctutb Dr.Web Server Security
Suite n NoBTOPUTL OMepaLmto.

B HekoTOpbIX CNyyasx CUCTEMHbIN CEPBUC systemd MOXET UTHOPUPOBATh 3aaHHble

@ N3MeHEeHUA NMMUTa. B 3TOM ciydae oTpesakTupyinTe (Mav co3ganTe, Npu ero OTCyTCTBUM)
dann /etc/systemd/system/drweb-configd.service.d/limits.conf, yka3aB
B HEM M3MEHEHHOe 3HauYeHne AMMUTA, HanpuMep:

[Service]
LimitDATA=32767

C nepeyHem AOCTYMHbIX TMMUTOB systemd MOXHO O3HAKOMUTLCS, BbIMOJHNB KOMaHAY
man systemd.exec.

[Ans nepesanycka Dr.Web Server Security Suite BbINOAHUTE KOMaHAY:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHue 06 owmbke: /O error (Owubka esoda-sbisoda)

Koa owmbku: <22
BHyTpeHHee o603HaueHne ownmbku: EC 10 ERROR

OnucaHume: MpousoLuna owmnbka BBOAA/BbIBOAA (HanpuMep, AUCKOBOE YCTPOMCTBO elle He
MHULMaAN3MPOBaHO WAV pa3gen daitoBol cucteMbl 6osiee He JOCTYrMEeH).

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOsYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

ObecneyubTe AOCTYNHOCTL TPEOYEMOrO YCTPONCTBa BBOAA/BbIBOAA AN pa3jena GalioBOM CUCTEMBI U
MOBTOpUTE OMepaLuto.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: No such file or directory (Hem makozo ¢alina unu kamasnoza)

Kopa, owinbku: x23

BHyTpeHHee o603HaueHue ownbkun: EC NO SUCH ENTRY

Onucanume: NonbiTka obpalLeHns K HecyLLecTBytowemMy Ganny nam katanory.

[ns BbIABAEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax No yMOAYaHWIO ero MOXHO

NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages Ans
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

PykoBoacTBO agMunHMCTpaTopa
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YcTpaHeHue own6Ku

MpoBepbTe NPaBUALHOCTL YKazaHHOro NyTu. Mpy HEOBXOAMMOCTM UCMpaBbTe MyTb U MOBTOPUTE
onepauuo.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Permission denied ([Jocmyn 3anpeujeH)

Koa owmbku: x24
BHyTpeHHee o603HaueHMe owmbku: EC_ PERMISSION DENIED

OnucaHune: HegoctatouHo nNpas A/ 40CTyna K ykasaHHOMY daiiay Wam Katanory.

[ns BbIsBAEHNS BO3MOXHOW MPUYMHBI 1 0O6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax No yMOAYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

I'IpOBepre NPaBUAbHOCTb YKa3aHHOro nyTn n Haan4dme HeO6XO,£I,I/IMbIX npaB y KOMIMNOHEHTa. Ecan
A40CTyn K O6'b6KTy 3anpeweH, UsMeHUTe npasa 4OCTyna K HeMY WJIN MOBbICbTE NMpaBa KOMIMOHEHTa 1
noBTOpPUTE Onepaumnio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD NMOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobuweHune 06 owmnbke: Not a directory (He kamasnoz)

Kopa, owinbku: x25
BHyTpeHHee o603HaueHue ownbku: EC NOT A DIRECTORY

OnucaHme: Yka3zaHHbI 06bekT haliloBON CUCTEMbI HE ABASETCSA KaTaloroMm.

[ns BbIABAEHWNA BO3MOXHOMN NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL NMYTH K 06beKTy. McnpaBbTe MyTb 1 MOBTOPUTE OMepaLyio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuweHune 06 owmbke: Data file corrupted (Palin daHHbIx hospexdeH)

Kog owmnbkn: x26

BHyTpeHHee o603HaueHne owmbku: EC_DATA CORRUPTED

PykoBoacTBO agMunHMCTpaTopa
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OnucaHue: 3anpallvBaemMble AaHHble MOBPEXAEHbI.

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLLMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>XeTe BbINMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. TloBTOpUTE ONepaLmio.

2. Mpw nostopeHun owmnbkmn nepesanyctute Dr.Web Server Security Suite:

# service drweb-configd restart

nocne 4yero noBTopuTe onepaynto.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: File already exists (Palin yxe cywyecmsyem)

Koa owmbku: <27
BHyTpeHHee o603HaueHne owmnbku: EC FILE EXISTS

OnucaHune: Paiin ¢ ykazaHHbIM MEHEM Yy>Ke CyLLEeCTBYeT.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOAYaHMIO ero MOXHO

NPOCMOTPETb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

MpoBepbTe NPaBUABLHOCTb HaNMcaHWs UMeHW daina. Mpyu Heo6XOAMMOCTN UCNPaBbTE ero ¥ NOBTOPUTE
onepauuto.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Read-only file system (@alinosas cucmema mosibko 015 YmMeHUs)

Kopa, owinbku: x28
BHyTpeHHee o603HaueHne owmnbku: EC_READ ONLY FS

OnucaHue: Palinosas cmctemMa AOCTYNHA TONBKO ANA UTEHUS.
[Ana BbIABNEHNSA BO3MOXHOW NMPUUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Server Security Suite (npv HacTporikax No yMOAYaHWIO ero MOXHO

NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Kku

MpoBepbTe NPaBUALHOCTL NYTH K 06beKTY. VicnpaBbTe NyThb Tak, YTOObI OH yKa3biBas Ha pa3sen
$annoBOWN CUCTEMbI, AOCTYMHbIA ANS 3aNUCK, U MOBTOPUTE ornepaluio.

PykoBoacTBO agMunHMCTpaTopa
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Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHue 06 owmbke: Network error (Owubka cemu)

Kog owmnbkn: x29
BHyTpeHHee o603HaueHne ownbku: EC NETWORK ERROR
Onwucanume: Ownbka ceTn (BO3IMOXHO, BHE3aMHO rnepecTan OTBeYaTb YAaNeHHbIA y3en nan He yaaeTcs

YCTaHOBUTb COEAI/IHEHI/IG).

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOMYaHMO ero MOXHO
NPOCMOTPETb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

I'IpOBepre LOCTYNMHOCTb CETU U NMPaBUJIbHOCTb CE€TEBbLIX HACTPOEK. |_|pl/l HEO6XOAI/IMOCTI/I ncripaebTe
ceTeBble HaCTpOI?IKI/I M NOBTOpPUTE ornepaumnio.

Ecnv yctpannTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not a drive (He duckosoe ycmpolicmeo)

Kopa, owinbku: x30
BHyTpeHHee o603HaueHne owmnbku: EC_ NOT A DRIVE

OnwucaHume: [por3BOAMTCA MOMbITKa OOpaLLEeHWs K YCTPOWCTBY BBOAA/BbIBOAA, KOTOPOE He AB/IAETCS
[VCKOBBIM YCTPOWCTBOM.

[ns BbIABAEHWNA BO3MOXHOMN NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
nNpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Kku

MpoBepbTe NPaBUALHOCTL YKa3aHHOTO UMEHW YCTPOWCTBA. VicnpaBbTe NyTh Tak, UTOGbI OH Ben K
[MCKOBOMY YCTPOWCTBY, U MOBTOPUTE OMepaLuio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Unexpected EOF (HeoxudaHHbIl KoHey, ¢haling)

Kog ownbkn: x31
BHyTpeHHee o603HaueHue ownbku: EC UNEXPECTED EOF

OnuncaHwue: |_|pl/l UTEHUWN AaHHbIX HEOXNAaHHO Obin AOCTUTHYT KOHeL, ¢a|7u1a.

ﬂ,J'IFI BblIBJIEHMS BO3MOXHOM NPUYUNHBI N 06CTOATENBCTB BO3HUKHOBEHMS OLUMOKM 03HAaKOMbTECH C
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cozsep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHAoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL YKazaHHOTO UMeHN darina. Ecin HyxXHO, cnpaebTe MyTb Tak, UTOObI OH Bes K
npaBuabHOMY daiiny, 1 NOBTOPUTE OMepaLmio.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: File was changed (®Patin 6ein usmeHeH)

Koa owmbku: 32
BHyTpeHHee o603HaueHne ownbkun: EC FILE WAS CHANGED

Onwucanume: [poBepsaemblit Garin 6bl1 UIMEHEH.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM 03HAaKOMbTECH C
copepxmmbiM >xypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOsYaHWIO ero MOXHO
NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun
MoBTOpWTE OMNepaL o CKaHNPOBaHUS.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not a regular file (O6vekm He saensemcs gatiziom)

Kopa, owinbku: x33
BHyTpeHHee o603HaueHne owmnbku: EC_ NOT A REGULAR FILE

OnucaHme: 3anpallvBaeMblii 06BEKT GalriIoBOM CUCTEMBI HE ABAAETCSA peryaspHbiM dainiomM (OH MoXKeT
6bITb KaTaNIOroM, COKETOM WAV APYTrUM OOBEKTOM).

[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI U 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Tak)ke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL YKa3aHHOTO UMeHN darina. Ecin HyxXHO, cnpaBbTe MyTb Tak, UTOObI OH Bes K
perynsipHoMy daiiny, 1 NoBTOPUTE OnepaLmio.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

PykoBoacTBO agMunHMCTpaTopa
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CoobuieHune 06 owmbke: Name already in use (Vims yxxe ucnone3yemcs)

Kopa, ownbku: x34
BHyTpeHHee o603HaueHne ownbku: EC_NAME ALREADY IN USE

Onucanme: O6bEKT C yKazaHHbIM MMEHEM Y>Ke CyLLeCcTBYeT.

[ns BbIABAEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHAoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Ku

MpoBepbTe NPaBUALHOCTL YKazaHHOro NyTu. icnpaBbTe MyTb U MOBTOPUTE OMNepaLyio.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Coob6weHune 06 owmnbke: Host is offline (Xocm omkrouer)

Kop, owmnbkn: x35
BHyTpeHHee 0603HaueHMe owmbku: EC_HOST OFFLINE

OnucaHune: YaaneHHbl y3en HeJoCTyrneH Mo CeTu.
s BbIABNIEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOMYaHMO ero MOXHO

NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

MpoBepbTe AOCTYMHOCTL TPebyeMoro y3na cetu. [pn HeOBXOAMMOCTY UCMpaBbTe afpec y3na ceTv u
MoBTOpMWTE OMnepaLuto.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Resource limit reached (JocmuzHym npeden ucnosb308aHus pecypca)

Kopa, owinbku: x36
BHyTpeHHee o603HaueHne owmnbkun: EC_ LIMIT REACHED

OnucaHue: JocTUrHyT npesen UCrnoib30BaHNA pecypca.

[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npv HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages Ans
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

MpoBepbTe AOCTYNHOCTb TPebyeMoro pecypca. Mpy HeOBXOAMMOCTY YBENUYLTE JIMMUT Ha

PykoBoacTBO agMunHMCTpaTopa
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MCNOAb30BaHWe pecypca v MOBTOPUTE OMnepaLmio.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: Mounting points are different (PasauyHele moyku MOHMUPOBAHUS)

Koa owmbku: <37
BHyTpeHHee o603HaueHme owmbku: EC_CROSS DEVICE LINK

OnwucaHume: BocctaHoBAeHWe daiina npegnonaraeT nepemelleHmne Mexay AByma Toukamm
MOHTVMPOBaHMA.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOMYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

Bbibepute apyrov nyTb Ans BOCCTaHOBJEHWs daina 1 MOBTOPUTE OnepaLmio.

Ecnv yctpannTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Unpacking error (Owubka pacnakosku)

Kopa, owinbku: x38
BHyTpeHHee o603HaueHne owmnbkun: EC_UNPACKING ERROR

OnucaHue: He yaanocb pacnakoBaTb apxmB (BO3MOXHO, OH 3alUMLLEH NapoieM UAN MOBPEXAeH).
[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO

NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

Y6epuTech, uto dain He NoBpexaeH. Ecimn apxmB 3alLmLLeH Napoaem, CHUMUTE 3aLuuTy, yKasas
NpaBW/bHbIA Mapo/b, N MOBTOPUTE ONepaLLuio.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 owmnbke: Virus base corrupted (BupycHas 6a3a nospexdeHa)

Kog owmnbkn: x40
BHyTpeHHee o603HaueHMe owmbku: EC_BASE CORRUPTED

OnucaHune: BupycHble 6a3bl MOBPeEXAEHbI.

ﬂ,J'IFI BblIBJIEHMS BO3MOXHOM NPUYUNHBI N 06CTOATENBCTB BO3HUKHOBEHMS OLUMOKM 03HAaKOMbTECH C
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cozsep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHAoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBUAbHOCTbL MYTW K KaTanory BUPYCHbIX 6a3 1 Npu HEOBXOAUMOCTU UCTNPaBbTE Ero
(napameTp VirusBaseDir B ceklmu [Root] daisia KOHDUrypaumm).

e [Ins npocMoTpa 1 UCNpaBAeHUA NYTU NepenmTe Ha cTpaHuLy O6Lme HaCTPOWKK Beb-
NHTepdelica ynpaBieHus.

e Tak>Ke Bbl MOXeTe BOCM0J/1b30BaTbCA YTUINTOWN YNpaBaeHUs N3 KOMaHAHOVI CTPOKMWN.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

S drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHMA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymb>

[na cbpoca 3HayeHWs NnapaMeTpa B 3HaUEeHWE MO YMONYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBUTE BUpPYCHble Ha3bl:

e HaxxmMuTe OBHOBUTDL Ha CcTpaHuLe MnaBHasa Beb-nHTEpdelica ynpaBieHus;

® WAW BbINOJHUTE KOMaHAy:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Non-supported virus database version (Henoddepxxusaemas sepcus 8UpyCcHbIX
6as)

Kog owmnbkn: x41
BHyTpeHHee o603HaueHne ownmbku: EC_ OLD BASE VERSION

OnucaHune: BupycHble 6a3bl NpesHa3HaueHbl 4151 CTapoi BEPCUM NPorpamMmbl.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxkmmbiM xxypHana Dr.Web Server Security Suite (npn HacTporikax No yMONYaHMIO ero MOXHO

NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 Npu HEOBXOAMMOCTM UCMpaBbTe ero
(napameTp VirusBaseDir B cekmn [Root] darna koHdurypaumm).

e [lna npocMoTpa v UcnpaBaeHns NyTn neperanTe Ha cTpaHuLly O6ume HacTpoikm Beb-
nHTEpdelica ynpaBaeHus.

e Tak>Xe Bbl MOXETe BOCMO/1b30BaTbCA YTUINTON YNpPaBaEHNS U3 KOMaH,CI,HOI?I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir

PykoBoacTBO agMunHMCTpaTopa
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,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymb>

[na cbpoca 3HayeHWs NnapaMeTpa B 3HaUEeHWE MO YMONYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBUTE BUpPYCHble Ha3bl:

e HaxxmMuTe OBHOBUTDL Ha CcTpaHuLe MnaBHasa Beb-nHTEpdelica ynpaBieHus;

® WAW BbINOJHUTE KOMaHAy:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Empty virus database (BupycHas 6a3a nycma)

Koa owmbku: <42
BHyTpeHHee o603HaueHne owmnbku: EC_ EMPTY BASE

OnucaHue: BupycHas 6a3a nycra.
[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOAYaHMIO ero MOXHO

NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HEOBXOAMMOCTM UCMpaBbTe ero
(napameTp VirusBaseDir B cekmn [Root] darna koHdurypaumm).

e [lna npocMoTpa v ucnpaeaeHns NyTm neperanTe Ha cTpaHuLly O6ume HacTpoiku Beb-
nHTEpderica ynpaBaeHus.

e Tak>Ke Bbl MOXETe BOCMO/1b30BaTbCA YTUINTON YNpPaBaEHNS U3 KOMaH,CI,HOI?I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ'flﬂ YCTaHOBKWM HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme>

[Jna cbpoca 3HayeHNa napameTpa B 3HaYeHMe MO YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBUTE BMPYCHble Ha3bl:

e HaxxmuTe OGHOBUTDb Ha CTpaHuue FnaBHaa Beb-vHTepdelica ynpaBieHus;

® VAN BbINOJHUTE KOMaHAy:

$ drweb-ctl update

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

PykoBoacTBO agMunHMCTpaTopa
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CoobuweHune 06 ownbke: Object cannot be cured (O6vekm He Moxem 6bimb BblieYeH)

Kopa, owinbku: x43
BHyTpeHHee o603HaueHne ownmbku: EC_CAN NOT BE CURED

Onucanue: [elicteue Jleuntb 66110 MPUMEHEHO K HEN3NEUMMOMY OOBEKTY.

[ns BbIABAEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHAoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Ku

BbibepuTe felnicTBme, 4ONYCTUMOE A5 JaHHOTO 06bEKTa, M MOBTOPUTE OMnepaLuto.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Non-supported virus database combination (Henoddepxxusaemas
KoMbuHayus supycHsix 6as)

Koa owmbku: <44

BHyTpeHHee o603HaueHue owmnbku: EC INVALID BASE SET

OnucaHune: HecoBmecTMble BUPYCHble 6a3bl.
s BbIABNIEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLWIMOKN O3HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOAYaHMIO ero MOXHO

NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HEOBXOAMMOCTM UCMpaBbTe ero
(napameTp VirusBaseDir B cekmn [Root] darna koHdurypaumm).

e [lna npocMoTpa v ucnpaeaeHns NyTm neperanTe Ha cTpaHuLly O6ume HacTpoiku Beb-
vHTepdelica ynpaBaeHus.

e Tak>Ke Bbl MOXETe BOCMO/1b30BaTbCA YTUANTON YNpPaBAEHUS U3 KOMaH,CI,HOI?I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ'.ﬂﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme>

[Jna cbpoca 3HayeHNa napameTpa B 3HaYeHMe Mo YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBUTE BMPYCHble Ha3bl:

e HaxxmMuTe OGHOBUTDb Ha CTpaHuue FnaBHaAa Beb-vHTepdelica ynpaBieHus;

® UAN BbINOJHUTE KOMaHAy:

$ drweb-ctl update

PykoBoacTBO agMunHMCTpaTopa
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Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Scan limit reached (JocmuzHym npeden nposepku)

Kog ownbkn: x45
BHyTpeHHee o603HaueHMe ownbku: EC_SCAN LIMIT REACHED

OnwucaHume: [py ckaHMPOBaHUM 06beKTa NpPeBbILeHbl 3a4aHHble OrpaHnyeHns (HanprmMep, Ha
BE/IMYNHY pacrnakoBaHHOro $anna, Ha rayouHy ypoBHEN BAOXEHHOCTU U T. M.).

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOMYaHMO ero MOXHO
NPOCMOTPETb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. VI3mMeHuWTe orpaHuyeHuns Ans CKaHMpPOBaHUA 06beKTOB (B HAaCcTpOLiKax COOTBETCTBYHOLLENO
KOMMOHeHTa) J1t06bIM YA06HBIM BaM cnocobom:

® NCMNOJib3ysa CTpaHULY HaCTpPOeK 3TOro KOMMNoHeHTa B Beb-mHTEpdElice ynpaBaeHUs;

e MNpuy NoMoWmM KOmMaHA drweb-ctl cfshow U drweb-ctl cfset.

2. Tocne n3MeHeHWs HaCTpOEeK NOBTOPUTE OMepaLmio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Authentication failed (HesepHeie yuemHsie OaHHble nosb308amess)

Kopa, owimnbku: x47
BHyTpeHHee o603HaueHne ownbkun: EC_ AUTH FAILED

OnucaHwme: [MonbiTka NPONTU ayTEHTUDUKALIMIO C HEBEPHBIMU YUYETHBIMU AaHHbBIMY MOJIb30BaTeNs.
[Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxvMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax No yMOAYaHWIO ero MOXHO

NpocMOoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

MoBTOpUTE NOMbLITKY ayTeHTUdUKALUY, YKa3aB NpaBuiibHble YYeTHblE JaHHble MOob30BaTens,
MMeroLLero HeobXoanMble MOJTHOMOYNS.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobweHune 06 ownbke: Authorization failed (Monv3oeamesns He umeem mpebyeMbix npas)

Kog owmnbkn: x48

BHyTpeHHee 0603HaueHMe owmbku: EC_NOT AUTHORIZED

PykoBoacTBO agMunHMCTpaTopa
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OnucaHme: TekyLLMIA NOAb30BaTE b HE UMEET NpaB Ha BbINOJIHEHWE TpebyeMoi onepaLnu.

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLLMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>XeTe BbINMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

nOBTOpVITe NOMbITKY aBTOPM3aUnN, yKa3aB NMpaBUJibHblE YYETHbIE AaHHbIE MOJIb30BaTeN 14, MMERLEro
HEO6XOAVIMbIe noaHomMou4unA.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Access token is invalid (Hedonycmumesili mokeH docmyna)

Kog owmnbkn: x49
BHyTpeHHee 0603HaueHme owmbku: EC_INVALID TOKEN

Onwucanume: KomnoHeHT Dr.Web Server Security Suite npesbaB/MA HEKOPPEKTHBIN TOKEH aBTOPU3aL MK
NPV NOMbITKE BbIMOJAHEHWA OnepaLu, TpebytoLLei NoBbILEHHbIe NpaBa.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN 03HAaKOMbTECH C
copepxmmbiM >xypHana Dr.Web Server Security Suite (npn HacTporikax no yMOMYaHMIO ero MOXHO
NPOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

I'Ip0|7|,c|,|/|Te ayTeHTI/Iq)I/IKaLl'I/II-O, YKa3aB npaBubHbl€ YYETHbIE AaHHbIE MO/b30BaTe A, MMEKLLEro
HeO6XO,£I,I/IMbIe NoJIHOMOUNKA, N MOBTOPUTE ONnepaynio.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuieHne 06 ownbke: Invalid argument (Hedonycmumelil apeymeHm)

Kopa, owmnbkn: x60
BHyTpeHHee 0603HaueHMe owmnbku: EC_INVALID ARGUMENT

OnuncaHwue: KomaH,a,a He MOXEeT BbITb BbIMNOJIHEHA, TaK KaK yKa3aH He,CI,OI'IyCTI/IMbII‘/II apryMmeHT.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0O6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOAYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. MpoBepbTe NPaBWALHOCTb HaMMcaHWa U GopMaT KOMaHAbI.

2. TMoBTopuTe Tpebyemoe felicTBME, yKa3aB AOMYCTUMbINA apryMeHT.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

PykoBoacTBO agMunHMCTpaTopa
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CoobueHune 06 owmbke: Invalid operation (Hedonycmumas onepayus)

Kopa, owimnbku: x61
BHyTpeHHee o603HaueHne ownbku: EC_INVALID OPERATION

Onwucanume: CoBepLleHa MOmMbITKa BbIMOJHUTb HEAOMYCTUMYHO KOMaHZY.

[ns BbIABAEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHAoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Ku
MosTopuTe Tpebyemoe AeicTBIME, yKaszaB JOMNYCTUMYH KOMaHAY.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Superuser privileges required (Tpebyromcs NoIHOMOYUSA Cynepnosis308ameris)

Koa owmbku: <62
BHyTpeHHee o603HaueHme owmbku: EC_ROOT ONLY

OnuncaHwue: ,ﬂ'flﬂ BbIMOJIHEHNA Tpe6yeMoro ,ﬂ,el;lCTBI/Iﬂ Tp66yI-OTCFI NOJHOMOUYMA Cynepnosib3oBaTens.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN 03HAaKOMbTECh C
copepxxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOMYaHMO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

[MoBbicbTe cBOU npaBa A0 cynepnoab3oBaTtesia U NoBTopuUTte Tpe6yeMoe ,ﬂ,el?lCTBI/Ie. ,U,J'IFI NMoBblILLIEeHWA
npaB MOXXHO BOCMNOJIb30BaTbCA KOMaHAOI‘/II su Uanm sudo.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Not allowed in centralized protection mode (He pa3speweHo 8 pexume
yeHmpasau308aHHoU 3aujumsi)

Kopa, owinbku: x63
BHyTpeHHee o603HaueHune ownbku: EC_STANDALONE MODE ONLY
OnucaHume: TpebyemMoe feNcTBME MOXKHO BbIMOAHNTL TONIbKO Npu paboTe Dr.Web Server Security Suite

B aBTOHOMHOM péeXXrnmMe.

[ns BbIABNEHNA BO3MOXHOMN MPUYMHbBI U 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
nNpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unam # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

PykoBoacTBO agMunHMCTpaTopa
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YcTpaHeHue own6Ku

Mepeseante Dr.Web Server Security Suite B aBTOHOMHbI pPeXUM 1 MOBTOPUTE OMepaLLMio CHOBaA.
[ns nepeBosa Dr.Web Server Security Suite B aBTOHOMHbIV PEXUM:

e cObpocbTe PNaxKoK BKAOUUTL PEXXKUM LLeHTPa/IM30BaHHOM 3aLUTbI Ha CTPaHWLLe HacTpoek
LleHTpanu3soBaHHas 3awmra Beb-nHTepdenica ynpaBieHus;

® LN BbINONHUTE KOMaHAY:

# drweb-ctl esdisconnect

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Non-supported OS (Henoddepxusaemas OC)

Koa owmbku: x64
BHyTpeHHee o603HaueHne owmnbku: EC_ NON SUPPORTED OS

OnucaHune: OnepaunoHHas cMcTeMa, YyCTaHOBNEHHAas Ha y3ie, He noaaepxunsaetcs Dr.Web Server
Security Suite.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM 03HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOsYaHMO ero MOXHO
NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

YctaHoBuTe onepauynoHHYH CUCTEMY U3 CMUNCKA, YKa3aHHOTIO B CUCTEMHbIX TpeboBaHUSX.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Feature not implemented (PyHkyua He peaauszosaHa)

Kopa, owinbku: x65

BHyTpeHHee o603HaueHne ownbkun: EC_UNKNOWN OPTION

OnucaHwme: 3anpalinBaemMble QyHKLUM KOMMOHEHTa OTCYTCTBYHOT B TeKyLLei BEPCUN.

[ns BbIABEHNA BO3MOXHOMN MPUYMHBI N O6CTOATENLCTB BO3HMKHOBEHMA OLIMOKN O3HaKOMbTeCh C
cofepxunmMbiM xxypHana Dr.Web Server Security Suite (npu HacTpoiikax N0 YMOAYaHUIO €ro MOXHO

NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

MonpobyiTte cbpocnts HacTponkm Dr.Web Server Security Suite B 3HaueHMsA MO yMOYAHUIO.

[ns atoro ounctute cogepxmmoe darina /etc/opt/drweb.com/drweb. ini ana GNU/Linux
wan /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3TOM pekomeHayeTca
COXPaHUTb Pe3epPBHYH KOMUK KOHOUIYPaLIMIOHHOrO daiisia), HanpyMep, BbIMOJAHUB KOMaHZAbI:

e ana GNU/Linux:

PykoBoacTBO agMunHMCTpaTopa
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# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ans FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ounctkm Gana KOHGUrypaLmm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOA OLLNBKMN.

CoobuieHne 06 ownbke: Unknown option (HeussecmHeili napamemp)

Kop, owmnbkn: x66
BHyTpeHHee o603HaueHne ownbku: EC_ UNKNOWN OPTION

OnucaHune: Pai KOHOUIYpaLUM COAEPXKUT NapaMeTpbl, HEN3BECTHbIE UAN He MOAAEPKMBaEMble B
TekyLeln Bepcum Dr.Web Server Security Suite.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOsYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. Otkpoiite daiin /etc/opt/drweb.com/drweb.ini ana GNU/Linux
unn /usr/local/etc/drweb.com/drweb.ini ans FreeBSD B 1t060M TeKCTOBOM pefakTope,
yAanuTe CTpoky, CoAep>Kallyto HeoMnyCTUMbIN NapaMeTp, CoOXxpaHuTe daiia 1 nepesanycrmTe AemMoH
ynpasneHus koHourypaumein Dr.Web ConfigD, BbINONHNB KOMaHAY:

# service drweb-configd restart
2. Ecnv 370 He nomoxeT, nonpobyiite copocuTb HacTpolikm Dr.Web Server Security Suite B 3HaueHus
Mo YMOJYaHWIO.

[ns 3Toro ounctute cogepxxmmoe darina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
win /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npw 3ToM pekomeHayeTcs
COXPaHWTb Pe3epBHYHO KOMWUK0 KOHAUIYpaLMOHHOIo daisia), HanpuMep, BbINOJHMB KOMaHAbl:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e nns FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ouncTkn daiina KOHPUrypaLmm nepesanycrute A4eMOH ynpaBaeHna KoHpurypawmen,
BbIMOJIHVB KOMaHay:

# service drweb-configd restart

PykoBoacTBO agMunHMCTpaTopa
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Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHue 06 owmbke: Unknown section (HeuzsecmHas cekyus)

Koa owmbku: <67
BHyTpeHHee o603HaueHne owmnbkun: EC_ UNKNOWN SECTION

OnwucaHume: Paiin KOHOUIYPaLIMN COAEPXKUT CEKLIMN, HEU3BECTHbIE UM He MOAJEPXKMBaeMble B TeKyLLen
Bepcum Dr.Web Server Security Suite.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOMYaHMO ero MOXHO
NPOCMOTPETb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. Otkpoiite daiin /etc/opt/drweb.com/drweb.ini ana GNU/Linux
unn /usr/local/etc/drweb.com/drweb.ini ans FreeBSD B 1t060M TeKCTOBOM pefakTope U
yAanuTe Hen3BEeCTHYHO CeKLMIO, MOC/e Yero coxpaHute Gaiin 1 nepesanyctute 4eMOH ynpaB/ieHWs
koHurypauwmen Dr.Web ConfigD, BbINONHUB KOMaHAY:

# service drweb-configd restart
2. Ecnv 370 He nomoxeTt, nonpobylite copocuTb HacTpolikm Dr.Web Server Security Suite B 3HaueHus
Mo YMOJNYaHWIO.

[ns 3Toro ounctute cogepxxmmoe darina /etc/opt/drweb.com/drweb.ini ana GNU/Linux
win /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (npw 3ToM pekomeHayeTcs
COXPaHWTb Pe3epBHYH KOMWUK0 KOHAUIYpaLMOHHOIo daisia), HanpuMep, BbINOJHMB KOMaHAbl:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e nns FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ounctkn daitna KOHPUrypaLmm nepesanycrute A4eMOH ynpaBaeHna KoHpurypawmen,
BbIMOJIHVB KOMaHay:

# service drweb-configd restart

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: /nvalid option value (Hedonycmumoe 3Ha4yeHue napamempa)

Kopa, owinbku: x68
BHyTpeHHee o603HaueHne owmnbku: EC_INVALID OPTION VALUE

OnwucaHume: 1151 OJHOrO UAN HECKOIBKNX NMapameTpoB B Gaite koHburypaLym ykazaHo He4onyCcTuMoe
3HaueHwue.

PykoBoacTBO agMunHMCTpaTopa
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[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. MI3ameHuTe 3HauyeHune napameTpa atobbIM yA06HbIM 15 Bac cnocobom:

® 1CMOJb3ys CTPaHWLLY HAaCTPOEK 3TOrO KOMMOHEHTa B BEDO-MHTepdelice ynpaBaeHus;

e Mpu nomMmowm komaHg drweb-ctl cfshow N drweb-ctl cfset.

Ecnv Bbl He 3HaeTe, Kakoe 3HaYeHne napameTpa AOnycTMO, 0bpaTUTeCh K CPaBKE MO KOMIMOHEHTY,
MCMoNb3yHoLLEMY AaHHbIV NapaMeTp, v NomnbiTanTecb COPOCUTL 3HaUYEHME 3TOro napameTpa B
3HaYeHMe Mo yMONYaHWH.

2. TakXe MOXHO OTpeAakTUpPOBaTb HEMOCPEACTBEHHO daiin
KoHbUrypauum /etc/opt/drweb.com/drweb. ini ans GNU/Linux
win /usr/local/etc/drweb.com/drweb.ini ans FreeBSD. [lns 3Toro oTkpomnTe ero B AH060M
TEKCTOBOM peAakTope, HalAnTe CTPOKY, COAeP>KaLLyro HeAOMYCTMMOE 3HaUeHne napameTpa,
3ajarite JONYCTUMOE 3HaYeHWe, CoOXpaHuTe Gainn 1 nepesanycTmTe 4eMOH yrpaBaeHNUs
koHourypaumern Dr.Web ConfigD, BbINOAHUB KOMaHAY:

# service drweb-configd restart

3. Ecav npegbiaylive warv He MOMorau, nonpobyinte cépocnTb HacTporikm Dr.Web Server Security
Suite B 3HaUeHWs MO YMOYAHUIO.

[ns atoro ounctute cogepxxmmoe darina /etc/opt/drweb.com/drweb. ini gna GNU/Linux
wan /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (Mpw 3TOM pekomeHAayeTca
COXPaHUTb Pe3ePBHYHD KOMUK KOHOUIYPaLIMIOHHOrO daiisia), HanpyMep, BbIMOJAHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ans FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Invalid state (Hedonycmumoe cocmosHue)

Kopa, owmnbkn: x69
BHyTpeHHee o603HaueHMe owmbku: EC_INVALID STATE

OnucaHune: Hegonyctmoe coctosiHne kommnoHeHTa uan Dr.\Web Server Security Suite B Liesnom ans
BbIMOJIHEHWSA 3aNpPOLLEHHON onepaLmn.

PykoBoacTBO agMunHMCTpaTopa
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[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. ToBTOpuTe TpebyeMoe AeNcTBME Yepe3 HEKOTOPOE BPEMS.

2. Mpw nostopeHun ownbkm nepesanyctmute Dr.Web Server Security Suite, BbINTONHNB KOMaHAY:

# service drweb-configd restart

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Only one value allowed (PaspewieHo mosibko 00HO 3Ha4YeHue)

Koa owmnbkn: x70
BHyTpeHHee o603HaueHne owmbku: EC NOT LIST OPTION

OnucaHue: B dainse koHdUryparmm 4N4 NapaMeTpa, KOTOprI‘/II MOXET MUMeTb TOJIbKO OAHO 3Ha4YeHne,
3a4aHO 3Ha4deHue B BnAe Cnnmcka.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEH WS OLUMOKN 03HAaKOMbTECh C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolrikax No yMONYaHMIO ero MOXHO
NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. Vi3meHuTe 3HaueHne napameTpa ArobbIM YA0OHbBIM A/ BaC CNocobom:

® NCMNOJib3ysa CTpaHULY HaCTpPOeK 3TOro KOMMNoHeHTa B Beb-mHTEpPdElice ynpaBaeHUs;

e MNpy NoMoWM KOMaHA drweb-ctl cfshow U drweb-ctl cfset.

Ecav Bbl He 3HaeTe, Kakoe 3HauyeHue napamMeTpa A0onyCcTnuMo, O6paTI/ITer K CrpaBKe no KOMMOHEHTY,
ncnosibsyrouemy AaHHbII‘/II napamMeTp, niun MonbITanTech C6pOCI/ITb 3Ha4yeHune 3Toro napamMeTpa B
3Ha4yeHune nNo yMmoa4aHuto.

2. Take MOXHO OTpeAaKTVpPOBaTb HEMOCPEACTBEHHO dain
KoHourypauum /etc/opt/drweb.com/drweb.ini ana GNU/Linux
unn /usr/local/etc/drweb.com/drweb.ini ans FreeBSD. [lns 3Toro oTkpolite ero B N1t060M
TEKCTOBOM pesakTope, Hangmte CTPOKY, CoAep>KaLllyto HeZonycTMMOe 3HaYeHne napameTpa,
3af,aiTe fONYCTMMOE 3HaYeHWe, coxpaHuTe Gaiin 1 nepesanycTute JEMOH yrpaBieHuWs
koHurypauwmen Dr.Web ConfigD, BbINONHUB KOMaHAY:

# service drweb-configd restart

3. Ecav npegplaylime warn He MOMOrAK, nonpobyiite copocutb HacTpolikm Dr.Web Server Security
Suite B 3HaueHNA MO YyMOAYAHWIO.

[ns 3Toro oumctute cogepxxmmoe darina /etc/opt/drweb.com/drweb. ini ana GNU/Linux
win /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3ToM pekomMeHayeTcs
COXPaHWTb Pe3epBHYH KOMWUK0 KOHAUIYpaLMOHHOIo daisia), HanpumMep, BbINOJHMB KOMaHAbl:

e ana GNU/Linux:
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# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ans FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ounctkm Gana KOHGUrypaLmm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Coob6weHune 06 owmnbke: Record not found (3anuce He Hali0eHa)

Kopa, owinbku: x80
BHyTpeHHee o603HaueHne ownmbkun: EC_RECORD NOT FOUND

OnucaHwme: ViHpopmaLmMs 0 HalZeHHOM yrpo3e OTCYTCTBYET (BO3MOXHO, Yrpo3a yxe bbina obpaboTtaHa
APYTMM KOMIMOHEHTOM).

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI U OBCTOATENIbCTB BO3HMKHOBEHMSA OLLMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages Ans
FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku
O6HOBMTE CMMCOK Yrpo3 Yepes HEKOTOPOE BPeMs.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Record is in process now (3anuce obpabameisaemcsi 8 0aHHbIU MOMEHM)

Kog owmnbkn: x81
BHyTpeHHee o603HaueHune owmbku: EC RECORD BUSY

OnucaHme: Yrpo3sa y>ke obpabatbiBaeTcs ApyrinM KOMMOHEHTOM.

[ns BbIsBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEH WS OLUMOKM O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOAYaHMIO ero MOXHO
NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun
O6HOBMWTE CNMCOK Yrpo3 Yepe3 HEKOTOPOe BPeMs.

Ecnv yctpannTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: File has already been quarantined (®alin yxe Haxodumcsa 8 kapaHMuHe)

PykoBoacTBO agMunHMCTpaTopa
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Kopa, owinbku: x82
BHyTpeHHee o603HaueHne owmnbku: EC_QUARANTINED FILE

Onucanme: aiin yxxe HaXOAUTCA B KapaHTUHE. BO3MOXHO, yrpo3a yxxe bbina obpaboTtaHa Apyrum
KOMMOHEHTOM.

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Kku

O6HOBWTE CNMCOK Yrpo3 Yepes HEKOTOPOE BPeMS.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Update zone is not provided by cloud (3oHa o6bHosseHus 8 obaake
HedocmynHa)

Kop, owimnbkn: x83

BHyTpeHHee o603HaueHne owmbku: EC NO ZONE IN CLOUD

OnwucaHume: [MNonbiTka 06HOBAEHUA ¢ nomoLbio Dr.Web Cloud 3aBeplumnack Heysauyeil.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWKHOBEH WS OLUMOKN 03HAaKOMbTECh C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolrikax No yMONYaHMIO ero MOXHO
NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

MoBTopuTe TpebyemMoe AeNCTBME Yepes HEKOTOPOE BPEMS.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Update zone is not provided on disk (3oHa obHoeeHUs Ha ducke
HedocmynHa)

Kopa, owimnbku: x84

BHyTpeHHee o603HaueHne ownmbkun: EC_ NO ZONE ON DISK

OnucaHwme: NonbiTka 0OHOBNIEHWNS BUPYCHBIX 6a3 B pexxnme oddaaliH 3aBepLumnach Heysaden.

[ns BbIABAEHWNA BO3MOXHOMN MPUUMHbBI N 0B6CTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npv HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHAoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Kku

1. Y6epmtech, Uto NyTb K YCTPOWCTBY, C KOTOPOTrO NPON3BOANTCS OOHOB/IEHWE, YKa3aH BEpPHO.

PykoBoacTBO agMunHMCTpaTopa
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2. Y6eanTtech, UTo MNOJIb30BaTE/b, OT MMEHUW KOTOPOTO BbIMOHAETCS 06HOB/IEHME, 0b1aZaeT npaBaMu
Ha YTeHMe KaTasiora C OBHOBIEHVAMMW.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: Cannot backup before update (He ydanoce coxpaHume pe3epeHyro KONUH
neped obHoseHuUeMm)

Kop, owimnbkn: x89
BHyTpeHHee o603HaueHme owmbku: EC_BACKUP FAILED

OnwucaHume: [Nepes HavanoM 3arpy3kv 06HOBNEHWI C cepBepa OBHOBNEHWNIA He Yan0Ch COXPaHUTb
pe3epBHYH KOMUIO NoAexallx 0OHOBAEHWIO GalioB.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOMYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ansa GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. I'IpOBepre NPaBUAbHOCTb NMYTK K KaTanory, XpaHALWeMy pe3epBHble KON 0bHOBIAEMbIX c|>a|7|nos n
npu HEO6XOAI/IMOCTI/I ncripaBbTe €ro (napameTp BackupDir B cekuumn [Update] gga|7u1a

KOHUrypaumm).

e [lns npocMoTpa v UcnpaBaeHns NyTn neperanTe Ha cTpaHuLy Hactpoek Updater Be6-
nHTEpderica ynpaBaeHus.

e Bbl TakKe MOXeTe BOCMOb30BaThCA YTUANUTOM YPaBAEHUS U3 KOMaHAHOI‘/II CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Update.BackupDir
,ﬂ'flﬂ YCTaHOBKWM HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.BackupDir <HO8bIU Nymes>

[Ana cbpoca 3HaueHNa napameTpa B 3HaYeHMe Mo YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Update.BackupDir -r
2. O6HoBUTE BMPYCHble Ha3bl:

e HaxxmMuTe OGHOBUTDb Ha CTpaHuue FnaBHaa Beb-vHTepdelica ynpaBieHus;

® WWN BbINOJHUTE KOMaHAy:

$ drweb-ctl update

3. Ecam owmnbka NOBTOPAETCA, NPOBEPbTE, UTO NMNONb30BaTe/Ib, OT UMEHN KOTOPOIro UCMNOJIHAETCA
KOMMOHEHT, UMeET NpaBa Ha 3anncb B KaTaJor, yKaBaHHbII\/’I B NMapameTpe BackupDir. Nms
noab30BaTed yKa3aHo B napamMeTpe RunAsUser. I'Ip|/| HeO6XO,£I,I/IMOCTI/I M3MeHUTe nmMA
noab30BaTens, USMEHMB 3HaYeHre NnapamMmeTpa RunAsUser, WK NMPeaoCTaBbTe HeA0CTatoLWMe npasa
B CBOMCTBAXx KaTtasiora.

4. Ecnm owmnbka noBTOpsETCH, NEepeycTaHOBUTE NnakeT drweb-update.

WHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Server Security Suite u Yaanenune Dr.Web Server Security Suite.

PykoBoacTBO agMunHMCTpaTopa
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Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Coob6uweHune 06 owmnbke: /nvalid DRL file (Hedonycmumsili DRL-¢badin)

Kop, owmnbkn: x90
BHyTpeHHee o603HaueHMe owmbku: EC_BAD DRL FILE

OnucaHune: HapylueHa cTpykTypa oZ4HOro 13 ¢haliaoB Co Cnckamm cepBepoB 0OHOBAEHW.
s BbISABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxkmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax No yMONYaHMIO ero MOXHO

NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. TMpoBepbTe NPaBWAbHOCTb MYTW K dalny crmncka cepeepoB U NPy HEOBXOAMMOCTN UCMPaBbTE €ro
(napameTpsbl C UMeHeM BUAa *DrlDir B cekumn [Update] daiina KOHDUrypauumm).

e /1ns NpocMOTpa v UCMpaB/eHus NyTy nepenaute Ha cTpaHuuy Hactpoek Updater e6-
nHTepderica ynpaBaeHus.

e Bbl TakKe MOXeTe BOCMONb30BaThCA YTUANUTOM YIPaBAEHUS U3 KOMaHAHOI‘/II CTPOKW.

[na npocmoTpa TekyLLero 3HayeHna napameTpa BBegute komaray (< *DrlDir> Hy>KHO 3aMeHWUTb Ha
MMA KOHKpeTHOro napametpa. Ecam nms napameTtpa HeM3BECTHO, MPOCMOTPUTE 3HAUEHNSA BCEX
napameTpoB B CEKLMW, OMYCTUB YaCTb KOMaHAbI, 3aK/IFOUEHHYO B KBajpaTHble CKOBKMN):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[na ycTaHOBKM HOBOrO 3HaueHWs napamMeTpa BBeAnTe KoMaHay (< *DrlDir> Hy>XHO 3aMeHWUTb Ha UMA
KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> <Hosgblli nyme>

[ns cbpoca 3HaueHMs NapameTpa B 3HaAUEHME MO YMOAYaHUIO BBEAUTE KOMaHAY (< *DrlDir> Hy>HO
3aMEHWUTb Ha UMS KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r

2. ObHoBUTE BMPYCHble Ha3bl:

e HaxxmMuTe OGHOBUTDb Ha CTpaHuue FnaBHaA Beb-vHTepdelica ynpaBaeHus;

® VAN BbINOJHUTE KOMaHAy:
$ drweb-ctl update
3. Ecav owmbka noBTOpsieTcs, nepeyctaHoBMTe NakeT drweb-update.

WNHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Server Security Suite u Yaanenune Dr.Web Server Security Suite.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Invalid LST file (Hedonycmumeili LST-¢batin)

Kopa owinbku: x91

PykoBoacTBO agMunHMCTpaTopa
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BHyTpeHHee o603HaueHne owmnbku: EC_ BAD LST FILE

OnucaHme: HapyleHa cTpykTypa daiina ¢ nepeyHemMm o6HOBASEMbIX BUPYCHbIX 6a3.

[ns BbIABNEHWNA BO3MOXHOMN MPUYMHbBI N OBCTOATENIbCTB BO3HUKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. O6HOBUTE BUPYCHble Ba3bl MOBTOPHO Yepe3 HEKOTOPOe BPeMS:

e HaxxmMuTe OBHOBUTDL Ha CTpaHuLe MnaBHasa Beb-nHTEpdeNica ynpaBieHus;

® VN BbINOJIHUTE KOMaHAY:
$ drweb-ctl update
2. Ecnv owwmbka noBTOpseTcs, nepeycrtaHoBUTe NakeT drweb-update.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: /nvalid compressed file (Hedonycmumeili cxxamelli ¢paiin)

Koa owmnbku: 92
BHyTpeHHee o603HaueHMe owmbku: EC_BAD LZMA FILE

OnucaHune: HapyLiueHa cTpykTypa 3arpy>KeHHoro daina ¢ 0OHOBAEHNAMMU.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN 03HAaKOMbTECh C
copepxxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOAYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ansa GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

O6HoBuUTE BUPYCHbIE 6a3bl NMOBTOPHO Yepe3 HEKOTOPOE BpeEMA!

e HaxxmMuTe OGHOBUTDb Ha CTpaHuue FnaBHaA Beb-vHTepdelica ynpaBaeHus;

® UAN BbINOJHUTE KOMaHAy:

$ drweb-ctl update

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHue 06 owmnbke: Proxy authentication error (Owubka aymeHmugukayuu Ha npokcu-cepsepe)

Kopa, owinbku: x93
BHyTpeHHee o603HaueHne ownbku: EC_PROXY AUTH ERROR

OnucaHme: He yianocb NOAKAOUYUTLCA K cepBepaM OO6HOBAEHWI Yepes MPOKCK-CepBep, yKa3aHHbIN B
HacTpolKax.

PykoBoacTBO agMunHMCTpaTopa
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[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. TMpoBepbTe NPaBUAbHOCTL MapPaMETPOB MNOAK/IOUEHUS K MPOKCU-CEPBEPY (3a4atoTcs B MapameTpe
MMeHeM Proxy B cekLnn [Update] danna KoHGUrypaLmm).

e [lns npocMoTpa v 3aZjaHns NapaMeTpOB NOAK/IOYEHUNS NEPENANTE Ha CTPaHWLY HacTPOek
Updater Be6-nHTepdeiica ynpasaeHus.

e Bbl Takke MOXeTe BOCNONb30BaAThCA YTUINTOW YIPaBAEHNS U3 KOMaH,D,HOVI CTPOKW.

[ns npocmoTpa TeKyLLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

S drweb-ctl cfshow Update.Proxy
ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.Proxy <HO8ble napamempeol>

[na cbpoca 3HayeHWs NnapamMeTpa B 3HaUEeHWE MO YMONYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Update.Proxy -r
2. O6HoBUTE BUpPYCHble Ha3bl:

e HaxxmMuTe OBHOBUTDL Ha CcTpaHuLe MnaBHasa Beb-nHTEpdelica ynpaBieHus;

® VW BbINOJHUTE KOMaHAy:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: No update servers available (Hem docmynHebix cepeepos 0b6Hos1eHUL)

Koa owmbku: x94

BHyTpeHHee o603HaueHne owmnbku: EC NO UPDATE SERVERS

OnwucaHume: He yaanocb NOAKAOUNTECA HU K OAHOMY 13 CEpBEPOB OOHOB/IEHWI.

s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxkmmbiM xxypHana Dr.Web Server Security Suite (npn HacTporikax No yMONYaHMIO ero MOXHO

NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. I'IpOBepre AOCTYNMHOCTb CETU N NCNpPaBbTe MNMpPU HeO6XO,£I,I/IMOCTI/I ceTeBble HaCTpOI?IKI/I.

2. Eciv focTyn K ceTv BO3MOMKEH TOIbKO Yepes NpoKCcu-cepBep, 3ajaliTe napamMeTpbl MOAKIOUEHMS K
npoKcK-cepBepy (3a4atoTcs B MapaMeTpe ¢ UMeHeM Proxy B cekuun [Update] daina

KOHUrypaumm).

e [lns npocMOTpa 1 3aaHns NapaMeTpoB NMOAKIOUEHUS NepenanTe Ha CTpaHULYy HacTpoek
Updater Be6-nHtepderica ynpasaeHus.

e Bbl TakxKe MOXeTe BOCMONb30BaThCA YTUANUTOW YIPaBAEHUs U3 KOMaHAHOI‘/II CTPOKW.

PykoBoacTBO agMunHMCTpaTopa
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[ns npocmoTpa TeKyLLLero 3HayeHns napamMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Update.Proxy
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.Proxy <HO8ble napamempeol>

[Ans cbpoca 3HaueHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Update.Proxy -r

3. Ec/v napameTpbl CETEBOrO MOAK/IOYUEHMS, B TOM YMC/IE NCMOb3YeMOro NpoKCU-cepBepa,
npaBu/bHble, @ OLLINOKA NMPOUCXOANT, yOeamMTeCh B TOM, YTO Bbl MCMO/Ib3YyeTe JOCTYMHbIA CMNCOK
cepBepoB 0H6HOBEHWMS. [epeyeHb NCMONb3yeMblX CEpBEPOB OOHOBNEHWNSA YKa3bIBAETCA B
napameTpax Buga *Dr1Dir B cekummn [Update] darina koHburypaumn.

Ecan napametpbl Buga *CustomDr1Dir yKa3blBaloOT Ha CYLLECTBYIOLLMIA KOPPEKTHbIN

@ daln cnvcka cepBepoB, TO YKa3aHHble TaM cepBepbl byAyT MCMOJ/Ib30BaTbCA BMECTO
CepBepOB CTaHAAPTHOW 30HbI O6HOBNAEHNA (3HaYEH e, yKa3aHHOe B COOTBETCTBYHOLLIEM
napameTpe *Dr1Dir, UTHOPMPYeETCA).

e [lns npocMoTpa v 3aZjaHns NapaMeTpOB NOAK/IOYEHUS NEPENANTE Ha CTPaHWLY HacTPoek
Updater Be6-nHTepdeiica ynpasaeHus.

e Bbl Takke MOXeTe BOCNONb30BAThCA YTUINTOW YIPaBAEHNS U3 KOMaH,D,HOVI CTPOKW.

[ns npocmoTpa TekyLero 3HayeHns napameTpa Beeaute komaHay (< *DrlDir> Hy>XHO 3aMeHUTb Ha
MMs KOHKPETHOro napametpa. Ecam nms napameTtpa HEM3BECTHO, MPOCMOTPUTE 3HAUYEHNE BCEX
napameTpoB B CEKLMW, OMYCTUB YaCTb KOMaHAbI, 3aK/IFOUEHHYHO B KBajpaTHble CKOOKMN):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[ns ycTaHOBKM HOBOTO 3HaYeHWs napameTpa BBeauTe Komanay (< *DrlDir> Hy>XHO 3aMeHWTb Ha UM#
KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> <Hoegbelli nyme>

[na cbpoca 3HaueHWa NapameTpa B 3HaUYeHWe No YMONYaHWIO BBeAUTE KOMaHAay (< *DrlDir> HyxHO
3aMEHUTb Ha UM KOHKPETHOTO napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r

4. O6HOBWTE BUPYCHbIE Ba3bl:

e HaxxmMuTe OBHOBUTDL Ha CTpaHuLe MnaBHasa Beb-nHTEpdelica ynpaBieHus;

® WAW BbINOJNHUTE KOMaHAy:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuweHune 06 ownbke: Invalid key file format (Hedonycmumeili popmam karouegozo ¢halina)

Kop, owmnbkn: x95
BHyTpeHHee o603HaueHMe owmbku: EC_BAD KEY FORMAT

OnucaHune: HapylieH dopmat kiaroueBoro dpainna.
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[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. TpoBepbTe Hannume kntoueBoro dansia 1 NPaBUAbHOCTL NYTK K HeMy. IyTb K kKatoueBoMy danny
3asaeTca B NnapameTpe KeyPath B cekumn [Root] daina KoHbUrypaumm.

e [Ins npocMoTpa 1 3aZaHns NyTu K KaroyeBomy danny nepenamte Ha ctpaHuuy Obuwme
HaCTPOUKM Beb-nHTepdelica yrnpaBieHuns.

e Bbl Takke MOXeTe BOCNONb30BaAThCA YTUINTOW YIPaBAEHNS U3 KOMaH,D,HOVI CTPOKW.

[ns npocmoTpa TeKyLLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Root.KeyPath
,ﬂ,flf—l YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.KeyPath <nymse Kk gaiiny>

[nsa cbpoca 3HaueHNA NapameTpa B 3HaUEHMe N0 YMONUYAHWIO BBEAMTE KOMaHAY:
# drweb-ctl cfset Root.KeyPath -r
2. Ecnwny Bac otcyTtcTBYeT KAtOUEeBOW daitsl, MAN NCMONb3YEMbINA KAFOUEBOW Galia MOBPEXAEH,

npnobpetnte u yctaHosuTe ero. OnucaHue kntoueBoro dainsia, cnocobbl NpruobpeTeHns 1
YCTaHOBKM OMucaHbl B pa3gene JIMLeH3npoBaHue.

3. [ndA ycTaHOBKM MMERLLErocs Y Bac kato4eBoro daisa Bbl MOXETE BOCMO/b30BaTbCsA Takxke GopMoin
aKTUBALUMN NUNLLEH3MW, PacNONIOKEHHOW B HUXKHEN YacTu cTpaHuubl FnaBHasa Beb-nHtepderica
ynpaBaeHua.

4. TlapameTpbl TeKYLLEN TMLLEH3UN MOXHO NPOCMOTPETbL B IMYHOM KabuHeTe Mowm Dr.Web no ccbinke
https://support.drweb.com/get+cabinet+link/.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: License is already expired (Cpok Oelicmeus nuyeH3uu ucmex)

Kop, owmnbkn: x96
BHyTpeHHee o603HaueHMe owmbkn: EC_EXPIRED KEY

OnucaHune: Cpok AeNCTBUSA NNLEH3NM UCTEK.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLWIMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOsYaHMIO ero MOXHO

NpPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. MprobpeTute HOBYIO NNLIEH3NIO 1 YCTAHOBUTE MOJYYEHHbIN KAtoueBoit dparn. Cnocobel
NprobpeTeHNa INLLEH3UN 1 YCTAHOBKMN KAtOUeBOro daina onucaHsl B pasgene JlvueH3vpoBaHme.

2. ,ﬂ,.l'lﬂ YCTaHOBKMN I'IpI/IO6peTEHHOFO K1ro4eBoro c|>a|7u1a Bbl TakK>XXKe MOXeTe BOCMOJ/Ib30BaTbCA CI)OpMOI‘/II
aKTneaunm nNUeH3nn, pacnonoerHoﬁ B HUXKHEN YacTn CTpaHULUbI FnaBHaa Beb-vHTepdelica
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ynpaBaeHua.

3. TNapameTpbl TEKYLLEN NNLEH3UM MOXKHO MPOCMOTPETL B IMYHOM KabnHeTe Moia Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Network operation timed out (VMicmex matim-aym cemesoli onepayuu)

Koa owmbku: x97
BHyTpeHHee o603HaueHue owmnbku: EC NETWORK TIMEDOUT

OnucaHume: Vctekno BpemMAa OXunaaHua ceTeBoro coeanHeHns (BO3MOXHO, BHE3aMHO nepecran
oTBeYaTb yAaHEHHbIVI y3en nin He yaaetca yCTaHOBUTb Tpe6yeMoe COG,CI,I/IHeHI/IE).

[ns BbIsBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM 03HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOMYaHMO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

I'IpOBepre LOCTYMHOCTb CETU U NMPaBUJIbHOCTb CE€TEBbIX HACTPOEK. |_|pl/l HEO6XOAI/IMOCTI/I ncripaebTe
ceTeBble HaCTpOI?IKI/I M NOBTOpPUTE ornepaumnio.

Ecnv yctpannTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Invalid checksum (Hedonycmumasa KoHMpoaeHaa cymma)

Kopa, owinbku: x98
BHyTpeHHee o603HaueHne owmnbkun: EC_BAD CHECKSUM

OnucaHue: HeBepHas KOHTPO/IbHasA CyMMa 3arpy>eHHoro daiia ¢ 06HOBAEHUAMMU.

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI U OBCTOATENIbCTB BO3HMKHOBEHMSA OLLMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

O6HOBUTE BUPYCHbIE Ba3bl MOBTOPHO Yepes HEKOTOPOE BPeEMS:

e HaxxmMuTe OBHOBUTDL Ha CTpaHuLe MnaBHasa Beb-nHTEpdelica ynpaBieHus;

® AW BbINOJHUTE KOMaHAy:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHne 06 owmnbke: Invalid trial license (Hedonycmumeili demoHcmpayuoHHslIl karodesol ¢alin)
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Kopa, owinbku: x99
BHyTpeHHee o603HaueHue ownmbku: EC BAD TRIAL KEY

OnucaHme: [1eMOHCTPaLMOHHBIN KAHOUeBOW Gain HefeNncTBUTENEH (HanpuMep, OH Bbla NoayYeH Ans
[APYroro KoOMrnbroTepa).

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Kku

1. 3anpocute HOBbI AEMOHCTPALMOHHbIV NePUOA A JAHHOTO KOMMbIOTEPa, UAN MpuobpeTnTe
HOBYHO JINLLEH3UIO N YCTAaHOBUTE MOYYEHHbIV KatoueBor darn. Cnocobbl npnobpeTeHns AnLeH3nm
M YCTaHOBKM K/IFOUEBOrO daiina onvcaHbl B pasgene JIMLeH3npoBaHue.

2. [nsa yctaHOBKM NproOBpeTeHHOro KArYeBOro Garina Bbl Takxke MOXEeTe BOCM0/1b30BaTbCs GOPMOL
aKTUBALUMN NVNLLEH3MW, PacNONIOKEHHOW B HUXKHEN YacTh cTpaHuubl FnaBHasa Beb-nHtepdelica
ynpaBaeHua.

3. TNapameTpbl TEKYLLEN NNLEH3UM MOXKHO MPOCMOTPETL B IMYHOM KabunHeTe Moia Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Blocked license key (/luyeH3uoHHbIl karodesol ¢halin 3a610KkUpo8aH)

Kopa, owmnbkmn: x100
BHyTpeHHee 0603HaueHMe owmbku: EC_BLOCKED LICENSE
Onucanwme: Tekylas nnLeH3ns 3abaokmMpoBaHa (BO3MOXHO, HapyLLEHbl YCN0BUSA JNLEH3NOHHOIO

cornalleHus Ha ncnonb3soBaHue Dr.Web Server Security Suite).

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM O3HAaKOMbTECh C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax No yMOAYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. MprobpeTute HOBYIO NNLIEH3NIO U YCTAHOBUTE MOJNYYEHHbIN KatoueBoit dparn. Cnocobel
NprobpeTeHNa NLLEH3UN 1 YCTaHOBKMN KAtOUeBOro daina onucaHsl B pasgene JlvueH3vpoBaHme.

2. ,ﬂ,.l'lﬂ YCTaHOBKMN I'IpI/IO6peTEHHOFO K1Ho4eBoro c|>a|7u1a MO>HO BOCMO/Ib30BaTbCA CI)OpMOI‘/II aKTnBaunmn
JNINLLEeH3UN, paCHOﬂO)I(EHHOVI B HUXKHEN YacTn CTpaHULUbI FnaBHaa Beb-vHTepdelica ynpaBaeHus.

3. MapameTpbl TekyLLel NLLEH3MN MOXHO NPOCMOTPETb B IMYHOM KabnHeTe Mown Dr.Web no ccobinike
https://support.drweb.com/get+cabinet+link/.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Invalid license (Hedonycmumas nuyeHsus)
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Kopa, owimnbku: x101
BHyTpeHHee o603HaueHne owmnbku: EC_BAD LICENSE

OnwucaHume: /lcnonb3yemas NMLEH3MA NpeHa3HaueHa A5 4pyroro NporpaMMHOrO NPoAykTa Uan He
COAEPXKNT HEOBXOAMMBIX paspeLLeHnii ana paboTbl komnoHeHToB Dr.Web Server Security Suite.

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Kku

1. TprobpeTnTe HOBYHO NINLLEH3NIO U YCTAHOBUTE MOJYYEHHbIV KatoueBor dainn. Cnocobsl
NpVYOBPETEHNS NNLLEH3UN 1 YCTAHOBKM KAtoUeBOro daina onucaHbl B pasgene JlMLeH3vpoBaHme.

2. [nsa yctaHOBKM NPUOBPETEHHOTO KAKOUEBOro Gaiiia MOXHO BOCMOAb30BaThbCsl GOPMON akTMBaL MM
JNINLLEH3MW, PacroNIOXKEHHOW B HUXKHEN YacT cTpaHuLbl FnaBHasa Beb-nHTepdeiica ynpasaeHus.

3. TNapameTpbl TEKYLLEN NNLEH3MM MOXKHO MPOCMOTPETL B INYHOM KabunHeTe Moia Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: /nvalid configuration (Hedonycmumas koHguzypayus,)

Koa owmnbku: x102
BHyTpeHHee o603HaueHue ownmbku: EC BAD CONFIG

OnucaHune: KomnoHeHT Dr.Web Server Security Suite He MOXeT GyHKLMOHUPOBaTb 13-3a
HenpaBW/IbHbIX HACTPOEK KOHPUTypaLmu.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN 03HAaKOMbTECh C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOMYaHMO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. Ecav Mms KOMMOHEHTA, Bbi3BaBLUETO OLIJI/I6Ky, HEN3BECTHO, nonbITanTecb ero onpeaenTb,
O3HAaKOMUBLLUNCb C COAEPXKMMbBIM XXypHaJa.

2. Ecnv owwmbka BbizBaHa KoMrnoHeHToM SplDer Guard, To, BeposiTHee Bcero, 3aZaH cnocob paboThbl
KOMMOHEHTa, KOTOPbIA He NOAAEP>KMNBAETCA ONepaLMOHHOK cMCTeMON. [poBepbTe YCTaHOBAEHHbIN
pexunm paboTbl KOMMOHEHTa U MPY HEOOXOAMMOCTU UCMPaBbTE €ro, yKasaB 3HaueHne Auto
(napameTp Mode B cekumn [LinuxSpider] daina koHburypaLmm).

e [lna npocMoTpa v UCMpaBAeHNs pexumMa nepenamte Ha cTpaHuly Hactpoek SplDer Guard Be6-
nHTEpderica ynpaBaeHus.

e Bbl TakKe MOXeTe BOCMONb30BaThCA YTUANUTOM YPaBAEHUs U3 KOMaHAHOI‘/II CTPOKW.

,ﬂ,.l'lﬂ YCTaHOBKW 3Ha4YeHunA Auto BBeANTE KOMaHAy:

# drweb-ctl cfset LinuxSpider.Mode Auto

PykoBoacTBO agMunHMCTpaTopa

371


https://support.drweb.com/get+cabinet+link/

T,
)
A

A
£

Mpwunoxxenus

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode -r

Ecnv owmnbka NOBTOPUTCSH, BbIMOJHUTE PYUHYHO COOPKY 1 YCTaHOBKY 3arpy>KaeMoro MoAys saapa
Aans komnoHeHTa SplDer Guard.

Pabota komnoHeHTa SplDer Guard v 3arpy>kaemoro Mogyns fApa rapaHTupyetcs
/!,  Tonbko B TOM Cnydae, ecau ncnonbsyemas Bamu OC BXOAUT B CMINCOK
noagep>xviBaembix (CM. pasgen CnucreMHble TpeboBaHUA 1 COBMECTUMOCTb).

3. Ecnv owwbka BbI3BaHa APYrMM KOMMOHEHTOM, TO COPOCLTE €ro HAaCTPOMKM B 3HAYEHMSA MO
YMOIYaHMIO Nt06bIM YA0H6HbBIM 418 Bac cnocobom:

® 1CMOJb3ys CTPaHWLLY HAaCTPOEK 3TOrO KOMMOHEHTa B BED-MHTepdelice ynpaBaeHus;

e Mpun nomMowm komaHg drweb-ctl cfshow M drweb-ctl cfseft;

e OTpefakTUpPOBaB BPYYHY dais KoHburypaummv (yaaame Bce napaMeTpbl U3 CeKLMU KOMMOHEHTA).

4. Ecav npeablgylime warn He noMoran, copocbte HacTporikm Dr.Web Server Security Suite B 3HaueHus
Mo YMOYaHWIo.

[ns aToro ounctute cogepxxmmoe darina /etc/opt/drweb.com/drweb. ini ana GNU/Linux
wan /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (Mpw 3TOM pekomeHAayeTca
COXPaHUTb Pe3ePBHYHD KOMUK KOHOUIYPaLIMIOHHOrO daiisia), HanpyMep, BbIMOJAHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ans FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmUm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: /nvalid executable file (Hedonycmumelli ucnosiHsembil ¢gadin)

Koa owmbku: x104
BHyTpeHHee 0603HaueHMe ownbku: EC_BAD EXECUTABLE
OnucaHune: HeBO3MOXHO 3aMnyCTUTb KOMMOHEHT. VicnoaHAeMblin daitn NoBpexXAeH nav nyTb K Hemy

yKa3zaH HeBepHO.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0B6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECh C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMOsYaHMO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.
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YcTpaHeHue own6Ku

1. Ecnm nms KOMMNOHEHTa, BbI3BaBLUENO OLUMOKY, HEM3BECTHO, MOMbITANTECH EFO OMPEAENNTD,
03HAKOMMUBLLUCH C COAEPXKMMbIM XypHasa.

2. poBepbTe 3HaYeHWe NyTN K UCMONHAEeMOMY daliny KOMMOHeHTa B KOHGUrypaunn Dr.Web Server
Security Suite (napameTp ExePath B CEKLWN KOMMOHEHTA), BbIMOJHMB KOMaHAY (3aMeHUTe <cekyus
KOMNOHeHmMa> Ha Ha3BaHWe COOTBETCTBYHOLLEN cekLmm daiia KOHDUrypaLmm):

$ drweb-ctl cfshow <Cekyusd KOMNOHEHMa> .ExePath

3. CbpocbTe NyTb B 3HAUEHWE MO YMOJYaHWUIO, BbIMONHMB KOMaHAY (3aMeHUTE <cekyus KOMNOHeHmMa>
Ha Ha3BaHWe COOTBETCTBYOLLEN cekLmm dailia KOHPUrypaumm):

# drweb-ctl cfset <CeKkyus KOMNOHeHMa> .ExePath -r

4. Ecnv npegpblayLive Wwarn He NoMOrn, NepeyCcTaHOBUTE MakeT COOTBETCTBYHOLLETO KOMMOHEHTA.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Core engine is not available (0po Virus-Finding Engine HedocmynHo)

Kopa, owmnbkmn: x105

BHyTpeHHee 0603HaueHMe ownbku: EC_NO CORE ENGINE

OnwucaHue: Paiin aHTMBMpPYCcHOTO aapa Dr.Web Virus-Finding Engine oTcyTcTBYeT Man HegoCTyneH.
[na BbIABNEHNSA BO3MOXHOM NMPUYNHBI 1 0B6CTOATENBCTB BO3HUKHOBEHWA OIMOKN O3HaKOMbTECH C
copepxmmbiM >xypHana Dr.Web Server Security Suite (npn HacTporikax No yMOMYaHMIO ero MOXHO

NPOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWABHOCTb NyTW K Gaiiny aHTUBUPYCHOTO aapa drweb32.d11 1 npu
HeobxoAMMOCTM UcnpasbTe ero (napametp CoreEnginePath B cekumn [Root] daiina

KOHUrypaumm).

e [lna npocMoTpa v ucnpaeaeHns NyTm neperanTe Ha cTpaHuLly O6ume HacTpoiku Beb-
nHTEpdelica ynpaBaeHus.

e Bbl TakxKe MOXeTe BOCMONb30BaThCA YTUANUTOW YIPaBAEHUs U3 KOMaHAHOI‘/II CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeEKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.CoreEnginePath
,ﬂ,flﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.CoreEnginePath <HO8bIU Nyme>

[Jna cbpoca 3HayeHNa napameTpa B 3HaYeHMe MO YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.CoreEnginePath -r
2. O6HoBUTE BMPYCHble Ha3bl:

e HaxxmuTe OGHOBUTDb Ha CTpaHuue FnaBHaA Beb-vHTepdelica ynpaBieHus;
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® VW BbINOJNHUTE KOMaHAy:

$ drweb-ctl update

3. Ecav nyTb npaBuabHbIM M oWwMbKa NOBTOPSETCA Nocae OOHOBEHUS BUPYCHBIX 6a3, nepeycraHoBUTE
naket drweb-bases.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Coob6uweHune 06 owmnbke: No virus databases (BupycHele 6a3sbi omcymcmeyrom)

Kopa, owmnbkn: x106
BHyTpeHHee o603HaueHne owmnbku: EC NO VIRUS BASES

OnwucaHume: BupycHble 6a3bl OTCYTCTBYHOT.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLWIMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMONYaHMIO ero MOXHO

NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HEOBXOAMMOCTM UCMpaBbTe ero
(napameTp VirusBaseDir B cekmn [Root] darna koHdurypaumm).

e [lna npocMoTpa v ucnpaeaeHns NyTm neperanTe Ha cTpaHuLly O6ume HacTpoiku Beb-
nHTEpderica ynpaBaeHus.

e Tak>Xe Bbl MOXETe BOCMO/1b30BaTbCA YTUINTON YNpaBaeHUS U3 KOMaH,CI,HOI?I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,qflﬂ YCTaHOBKWM HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme>

[Jna cbpoca 3HayeHNa napameTpa B 3HaYeHMe Mo YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r
2. O6HoBUTE BMPYCHble Ha3bl:

e HaxxmMuTe O6HOBUTDb Ha CTpaHuue FnaBHaA Beb-vHTepdelica ynpaBieHus;

® VAN BbINOJHUTE KOMaHAy:

$ drweb-ctl update

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmnbke: Process terminated by signal (Mpoyecc 3asepuwieH no cuzHany)

Kopa, owinbku: x107

PykoBoacTBO agMunHMCTpaTopa
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BHyTpeHHee o603HaueHne ownbku: EC_APP TERMINATED
OnucaHue: KoMnoHeHT 3aBepLuna paboTy (BO3IMOXHO, 13-3a NPOCTOA UAN BCAEACTBME KOMaHAbI

rnoab3oBaTens).

[ns BbIABNEHWNA BO3MOXHOMN NPUYMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO0 ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Ku

1. Ecnv BbINOMHABLUAACA onepaLms He Oblia 3aBepLUeHa, TO NMOBTOPUTE ee 3amnyck CHOBa. B npoTvBHOM
clyyae 3aBeplueHme paboTbl He ABASETCS OLUMOKON.

2. Ecnv KoMMoHeHT NoCTOsAHHO 3aBepLuaeT cBoto paboTy, nonpobyite cOpoCUTb HACTPOMKHM
KOMMOHEHTa B 3HaYE€HWs MO YMOJAYaHWIO N0ObIM YA0OHBIM ANs BaC Cnocobom:

® 1CMOJb3ys CTPaHWLLY HAaCTPOEK 3TOr0 KOMMOHEHTa B BED-MHTepdelice ynpaBaeHus;

e Mpu nomMowm komaHg drweb-ctl cfshow M drweb-ctl cfset;

e OTpefakTUpPOBaB BPYUHY dais KoHDurypaummv (yaaame Bce napaMeTpbl U3 CeKLMU KOMMOHEHTA).

3. Ecnm 3t0 He nomorno, nonpobynte copocuTb HacTporiku Dr.Web Server Security Suite B 3HaueHus
Mo yMOYaHuHo.

[ns atoro ounctute cogepxxmmoe darina /etc/opt/drweb.com/drweb. ini ana GNU/Linux
wan /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (mpw 3TOM pekomeHAayeTca
COXPaHUTb Pe3epPBHYH KOMUK KOHOUIYPaLIMIOHHOrO daiisia), HanpyMep, BbIMOJAHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ans FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLMm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHne 06 owmnbke: Unexpected process termination (HenpedsudeHHoe 3asepuieHue npoyecca)

Kop, owmnbkn: x108
BHyTpeHHee o603HaueHMe owmbku: EC_APP CRASHED

Onuncanue: KOMNOHEHT HEOXNAaHHO 3aBepLlunn pa60Ty no npunynHe cbos.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0O6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMONYaHMIO ero MOXHO
NPOCMOTPETb KOMaHZon # Journalctl ansa GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

PykoBoacTBO agMunHMCTpaTopa
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YcTpaHeHue own6Ku

1. TloBTOpPWTE BbIMOAHABLLYHOCA OMepaLuto.

2. Ecnv KOMMOHEHT NOCTOAHHO aBapuUHO 3aBepLuaeT cBOH PaboTy, COPOCbTE HACTPOMKM KOMMOHEHTa
B 3HAUYEHMA MO YMOYaHUIO Nt06bIM YA06HbBIM A/15 BaC Cocobom:

® 1CMOJb3ys CTPaHWLLY HAaCTPOEK 3TOrO KOMMOHEHTa B BED-MHTepdelice ynpaBaeHus;

e Mpu nomMowm komaHg drweb-ctl cfshow M drweb-ctl cfset;

e OTpefakTUpPOBaB BPYYHY daisl KoHDurypaummv (yaaame Bce napaMeTpbl U3 CeKLUU KOMMOHEHTA).

3. Ecam 3to He nomorno, cbpocbTe HacTpowkn Dr.Web Server Security Suite B 3HaueHus no
YMOJTYaHWIO.

[ns atoro ounctute cogepxxmmoe darina /etc/opt/drweb.com/drweb. ini ana GNU/Linux
wan /usr/local/etc/drweb.com/drweb.ini ana FreeBSD (Mpw 3TOM pekomeHAayeTca
COXPaHUTb Pe3epPBHYHD KOMUK KOHOUIYPaLIMIOHHOrO daiisia), HanpyMep, BbIMOJHUB KOMaHZAbI:

e ana GNU/Linux:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

e ans FreeBSD:

# cp /usr/local/etc/drweb.com/drweb.ini /usr/local/etc/drweb.com/drweb.ini.sa
ve
# echo "" > /usr/local/etc/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLMm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:
# service drweb-configd restart
4. Ecam owmbka noeTopsieTcs nocie cbpoca Hactpoek Dr.Web Server Security Suite, nepeycraHosute
nakeT KOMMOHEeHTa.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: Incompatible software detected (ObHapyxeHo Hecoemecmumoe 10)

Kopa, owmnbkmn: x109
BHyTpeHHee o603HaueHne owmnbku: EC INCOMPATIBLE

Onwucanume: OAMH nAn Heckonbko KoMnoHeHToB Dr.Web Server Security Suite He moryT
bYHKLMOHNPOBaTb KOPPEKTHO. B cucteme obHapy>KeHO nporpammHoe obecrneveHune, NpenaTcTBytoLLee
nx pabore.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HWUKHOBEH WS OLUMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOsYaHMIO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ansa GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. OTkAtOUMTE UK NepeHacTporiTe KOHGANKTYOLLLee NPOorpaMMHoe obecrnedeHne Takum obpasom,

PykoBoacTBO agMunHMCTpaTopa
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yTOo6bI OHO He Mewwasno pabote Dr.Web Server Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: NSS is not available (KomnoHeHm NSS HedocmyneH)

Kog ownbkn: x111
BHyTpeHHee o603HaueHne owmnbku: EC NO LINUX NSS

Onwucanume: KomnoHeHT SplDer Guard ana NSS, Heobxoaumeblii ans nposepky TomoB NSS, oTcyTcTByeT.
[na BbIABAEHNSA BO3MOXHOM NMPUYNHBI 1 0B6CTOATENBCTB BO3HUKHOBEHWA OIMOKN O3HaKOMbTECH C
copepxkmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax No yMONYaHMIO ero MOXHO

NPoOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWAbHOCTb MYTW K UCMOAHAEMOMY dainy drweb-nss U NPy HEOBXOAMMOCTU
ncnpaebTe ero (napametp ExePath B cekuun [NSS] daina KoHburypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAUTOW YrpaBAeHNs U3 KOMaH,CI,HOI?I CTPpOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBeANTE KOMaHAY:
$ drweb-ctl cfshow NSS.ExePath

Ona YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset NSS.ExePath <HO8bIU Nyme>

[Ana cbpoca 3HaueHNa napameTpa B 3HaYeHMe MO YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset NSS.ExePath -r
2. Tpwu oTcyTcTBUM HacTpoek KomnoHeHTa SplDer Guard ana NSS B KOHUrypauuw, nam B ciydae

BO3HWKHOBEHMUSA OLINOKU Mpwv yKasaHun npaBuibHOro nNyTH, yCTaHOBUTE WM NepeycTaHOBUTE NakeT
drweb-nss.

WHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Server Security Suite v Yaanenne Dr.Web Server Security Suite.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Kernel module is not available (HedocmyneH modyne adpa Linux daa SplDer
Guard)

Kop, owimnbku: x113

BHyTpeHHee o603HaueHne owmnbku: EC_NO KERNEL MODULE

Onucanue: Mogynb aapa Linux, Heobxoanmbii ana paboTtbl SplDer Guard, oTcyTcTBYET.

15 BbIBIEHWS BO3MOXHOMN MPUYNHBI U 06CTOATENBCTB BO3HVKHOBEHMS OLIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Server Security Suite (npv HacTporikax No yMOAYaHWIO ero MOXHO

NpocMoTpeTb KoMaHZoW # journalctl ansa GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

PykoBoacTBO agMunHMCTpaTopa
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YcTpaHeHue own6Ku

1. TpoBepbTe yCTaHOBAEHHbIN PeXXrM PaboTbl KOMMOHEHTa 1 MPY HEOHBXOAMMOCTUN NCNPaBbTe ero,
yKa3aB 3HaueHune Auto (NnapameTp Mode B cekUmn [LinuxSpider] danna koHbUrypaumm).

e [Inf NnpocMoTpa 1 UCNPaBAEHUA pexXmnMa Nepenante Ha cTpaHnuy Hactpoek SplDer Guard Be6-
NHTepdelica ynpasieHus.

e Bbl Takke MOXeTe BOCMNONb30BAThCA YTUINUTOW YIPaBAEHNS U3 KOMaH,D,HOVI CTPOKW.

[na yctaHOBKWM 3HaueHns Auto BBefUTe KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode Auto

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode -r

2. Ecnm owmbka noBTOPUTCA, BbIMOAHWTE PyUHYO cOOPKY 1 YCTaHOBKY 3arpy>kaeMoro Moayns saapa
Aans komnoHeHTa SplDer Guard.

TONbKO B TOM Chy4dae, eCanv UCrnoJsibdyemasa Bamu ocC BXOAUNT B CNMNCOK
noaaep>XnBaembix (CM. pasaen CunctemHble TpeboBaHUA M COBMECTUMOCTD).

2 Pabota komnoHeHTa SplDer Guard v 3arpy>kaeMoro Mozyns siapa rapaHTMpyeTcs

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: MeshD is not available (KomnoHeHm MeshD HedocmyneH)

Koa owmnbku: x114
BHyTpeHHee 0603HaueHme owmbku: EC_NO MESHD
Onucanwme: OtcyTcTByeT KOMMOHeHT Dr.Web MeshD (tpebyeTca ana pacnpeaeneHus Harpysku npm

nposepke ¢alinos).

[ns BbIsBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEH WS OLUMOKM O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOsYaHMO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBUAbHOCTb MNYTW K UCMOAHSAEMOMY daliny drweb-meshd U NPU HEOBXOANMOCTH
ncnpaebTe ero (napametp ExePath B cekunn [MeshD] daina koHbuUrypaLmm).

Bbl MOXeTe BOCNOAb30BaThCA YTUAUTOW YpaBAEeHNs U3 KOMaH,CI,HOI?I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow MeshD.ExePath
,U,J'IFI YCTaHOBKW/ HOBOIO 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset MeshD.ExePath <HO86IU Nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HaAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset MeshD.ExePath -r

PykoBoacTBO agMunHMCTpaTopa
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2. Mpw oTcyTCcTBUM HacTpoek komnoHeHTa Dr.Web MeshD B koHburypauum, nam B cayyae
BO3HWKHOBEHMSA OLINOKM MNP yKa3aHWW NPaBUIbHOIO MyTW, YCTaHOBUTE WA NepeyCcTaHOBUTE MakeT
drweb-meshd.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoBka Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: ScanEngine is not available (Scanning Engine HedocmyneH,)

Koa ownbkn: x119
BHyTpeHHee o603HaueHMe ownbku: EC_NO SCAN ENGINE

OnucaHune: KomnoHeHT Dr.Web Scanning Engine oTcyTcTByeT Uan He MOXeT ObITb 3anyLLeH.
s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLWIMOKN O3HAaKOMbTECH C
copepxmmbiM xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOAYaHMIO ero MOXHO

NPOCMOTPEeTb KOMaHZon # Journalctl ansa GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. TMpoBepbTe NPaBWUAbHOCTb MYTW K UCMOAHAEMOMY daliny drweb-se U NPy HEOBXOAMMOCTU
ncnpaebTe ero (napametp ExePath B cekuun [ScanEngine] daina KoHbuUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAUTOW YpaBAeHNs U3 KOMaH,CI,HOI?I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow ScanEngine.ExePath
,U,J'Iﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset ScanEngine.ExePath <HO8bIU Nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:
# drweb-ctl cfset ScanEngine.ExePath -r
2. B cayyae BOSHUKHOBEHUA owmnbKu npwv yKasaHmn npasunibHOro nyTu:
e BbinonHute KOMaHAy:

$ drweb-ctl rawscan /

Ecnun B BbIBOZE Ha 3KpaH NPUCYTCTBYET CTPOKa «Error: No valid license provided», TO 3TO
03Hau4aeT, YTo OTCYTCTBYeT AeNCTBYOWMIA KtoueBor paiin. 3apernctpupyiite Dr.Web Server Security
Suite 1 nonyunTe AnLEH3MO. ECM IMLEH3MA BaMUW NOJyYeHa, TO MPOBepbTe HaaMumne KNH4YeBOro
dalina 1 ycTaHOBUTE €ro Npu HeOHXOAMMOCTY.

e Ecam Bawa OC mncnonbsyet nogcucremy 6esonacHoctu SELinux, HacTpoite noamTuky
6e30nacHOCTM Ans Moayns drweb-se (cM. pa3gen Hacrtporika noavtuk 6esonacHocty SELinux).

3. Tpwu oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web Scanning Engine B koHurypauum, nav ecamn
npeAblgyLive Wwarv He NOMOT/W, YCTaHOBUTE AN MepeycTaHOBUTE nakeT drweb-se.

WHcTpykuum no yctaHoBke u yaaneHuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Server Security Suite u Yaanenune Dr.Web Server Security Suite.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

PykoBoacTBO agMunHMCTpaTopa
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CoobuieHune 06 ownbke: FileCheck is not available (File Checker HeAocmyneH)

Kog ownbkn: x120

BHyTpeHHee o603HaueHue owmbku: EC NO FILE CHECK

Onwucanume: KomnoHeHT Dr.Web File Checker oTcyTcTByeT nam He MOXET 6bITb 3anyLLeH.

N5 BbIABIEHNA BO3MOXHON MPUYNHBI U O6CTOATENLCTB BO3HMKHOBEHWA OLUIMOKN O3HaKOMbTECh C
copepxmmbiM >xypHana Dr.Web Server Security Suite (npn HacTpolrikax No yMOMYaHWIO ero MOXHO

NPOCMOTPeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBUABHOCTb NYTW K UCMOAHAEMOMY dainy drweb-filecheck n npu
HeobxoAMMOCTM UcnpasbTe ero (napametp ExePath B cekumn [FileCheck] daiina

KOHUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAUTOW YpaBAeHNs U3 KOMaH,CI,HOI?I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow FileCheck.ExePath
,U,J'IFI YCTaHOBKWM HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset FileCheck.ExePath <HO8bIU nyme>

[ns cbpoca 3HaueHWs NapameTpa B 3HaAUEHME MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset FileCheck.ExePath -r

2. B cnyyae BO3SHUKHOBEHUA ownbKm npwv yKasaHmn npasunibHOro nyTu:

e Ecam Bawa OC mncnonbsyet nogcucremy 6esonacHoctu SELinux, HacTpowite noanTuky
6e3onacHocTn ana mogyna drweb-filecheck (cM. pa3gen Hacrtpoiika nonmntuk 6e3onacHocTu
SELinux).

3. Mpwu oTcyTcTBUM HacTpoek kKomnoHeHTa Dr.Web File Checker B koHurypauum, nav ecin
npejblAyLive Wwarn He NOMOTN, YCTaHOBUTE UAW NepeycTaHoBKTe nakeT drweb-filecheck.

WHcTpykuum no yctaHoBke u yaaneHuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Server Security Suite u Yaanenune Dr.Web Server Security Suite.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: ESAgent is not available (ES Agent HedocmyneH)

Kop owimnbku: x121
BHyTpeHHee o603HaueHUne ownbku: EC NO ESAGENT

Onucanme: OTtcytcTByeT KOoMnoHeHT Dr.Web ES Agent, Heo6xoANMbIV A5 MOAKNKOUEHMSA K CEpPBEPY
LeHTPaAn30BaHHOM 3aLLnThbl.

[ns BbIABNEHNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages Ans
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FreeBSD). Bbl Takxke MO>XeTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6Ku

1. TpoBepbTe NPaBMUALHOCTb MYTU K UCMOAHAEMOMY daliny drweb-esagent U NPU HEOBXOANMOCTK
ncnpasbTe ero (NapameTp ExePath B cekumn [ESAgent] danna koHbUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAVTOW YPaBAEHNS U3 KOMaHAHOVI CTPOKMWN.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow ESAgent.ExePath

,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset ESAgent.ExePath <HO8bIU Nymb>

[na cbpoca 3HayeHWs NnapameTpa B 3HaUEeHWE MO YMONYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset ESAgent.ExePath -r

2. Mpw oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web ES Agent B koHbUrypauum, nam B ciyyae
BO3HWKHOBEHWSA OLUINOKM MpU yKa3aHWW NPaBWIbHOIO MyTW, YCTAaHOBUTE UAN NepeyCcTaHOBUTE MakeT
drweb-esagent.

WHcTpykumm no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: NetCheck is not available (Network Checker HedocmyneH)

Kog ownbkn: x123
BHyTpeHHee o603HaueHne ownbkun: EC NO NETCHECK

Onwucanume: OTcyTtcTBYeT KOMMNOHeHT Dr.Web Network Checker, HeobxoanMbIli 4na npoepku dalinos
no cetu.

[ns BbIsBAEHNS BO3MOXHOW MPUYMHBI 1 06CTOATENLCTB BO3HUKHOBEH WS OLUMOKM O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTporikax no yMOsYaHMO ero MOXHO
NPOCMOTPEeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBWUAbHOCTb MYTW K UCMOAHSAEMOMY dainy drweb-netcheck ¥ NpU HEOBXOAMMOCTU
ncnpaebTe ero (napametp ExePath B cekuun [Netcheck] daiina koHdurypaumm).

Bbl MOXeTe BOCNOAb30BaThCA YTUAUTOW YpaBAEeHNs U3 KOMaH,CI,HOI?I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Netcheck.ExePath
,U,J'IFI YCTaHOBKW/ HOBOIO 3Ha4eHWMA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Netcheck.ExePath <HO8bIU NymMos>

[ns cbpoca 3HaueHWa NapameTpa B 3HaAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset Netcheck.ExePath -r
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2. Mpw oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web Network Checker B koHdurypauum nam B cayyae
BO3HWKHOBEHMSA OLINOKM MNP yKa3aHWW NPaBUIbHOIO MyTW, YCTaHOBUTE WA NepeyCcTaHOBUTE MakeT
drweb-netcheck.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoBka Dr.Web Server Security Suite n Yaanenune Dr.Web Server Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Coob6uweHune 06 owmnbke: CloudD is not available (KomnoHeHm CloudD HedocmyneH)

Kog owmbku: x124
BHyTpeHHee o603HaueHue owmnbku: EC NO CLOUDD

Onucanune: OtcytcTByeT KoMmrnoHeHT Dr.Web CloudD, Heobxoanmeblin Ans obpalyeHuns k obnaky Dr.Web
Cloud.

[ns BbISBAEHNS BO3MOXHOW MPUYMHBI 1 0O6CTOATENLCTB BO3HWUKHOBEH WS OLUMOKM O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Server Security Suite (npn HacTpolikax no yMONYaHMIO ero MOXHO
NpPoCMOTpeTb KOMaHZon # Journalctl ana GNU/Linux man # less /var/log/messages ANs
FreeBSD). Bbl Takxxe MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

1. TMpoBepbTe NPaBWAbHOCTb MYTW K UCMOAHAEMOMY dainy drweb-cloudd U NpU HEOBXOANUMOCTH
ncnpaebTe ero (napametp ExePath B cekuun [CloudD] danna koHbuUrypaLmm).

Bbl MOXeTe BOCMOAb30BaTbCSA VTI/IJ'II/ITOI7I ynpasaeHna m3 KOMaH,ﬂ,HOVI CTPOKW.
,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow CloudD.ExePath
,U,J'IFI YCTaHOBKWM HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:

# drweb-ctl cfset CloudD.ExePath <HO8bIU Nyme>

[ns cbpoca 3HaueHWs NapameTpa B 3HaAUEHME MO YMOJUAHUIO BBEAMTE KOMaHAY:
# drweb-ctl cfset CloudD.ExePath -r
2. Tpwu oTcyTcTBUM HacTpoek kKomnoHeHTa Dr.Web CloudD B koHurypauum nav B cnydae

BO3HWUKHOBEHMUSA OLINOKU Mpwv yKasaHun npaBuibHOro nNyTn, yCTaHOBUTE WM NepeycTaHOBUTE NakeT
drweb-cloudd.

WHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Server Security Suite n ero KOMNOHEHTOB CM. B
pasgenax YcraHoBka Dr.Web Server Security Suite u Yaanenne Dr.Web Server Security Suite.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Unexpected error (HenpedsudeHHas owiubka)

Kop, owinbku: x125
BHyTpeHHee o603HaueHMe owmnbkn: EC_UNEXPECTED ERROR

OnucaHune: Bo3Hukia HenpeaBraeHHas owmnbka B paboTe OAHOMO MU HECKOJIbKUX KOMMOHEHTOB.
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[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXMMbIM XypHana Dr.Web Server Security Suite (npu HacTporikax no yMOAYaHMIO ero MOXHO
NpocMoTpeTb KoMaHZoW # journalctl ana GNU/Linux unm # less /var/log/messages And
FreeBSD). Bbl Takke MO>eTe BbINOAHUTb KOMaHAy # drweb-ctl log.

YcTpaHeHue own6ku

Mepe3anyctute Dr.Web Server Security Suite, BbINONHWB KOMaHAy:

# service drweb-configd restart

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Owunbkmn 6e3 Koga

CumnTombl: [ocne yctaHoBKM Moayns sapa SplDer Guard paboTa onepaunmoHHOW CUCTEMbI aBapUNHO
3aBepLuaeTcs ¢ owmnbkom aapa «Kernel panic».

OnucaHme: Pabota moayns sgpa SplDer Guard HeBO3MOXHa B cpese ncnonHeHus aapa OC (Hanpvmep,
OC pabortaet B cpefe runepsm3opa Xen).

YcTpaHeHue ownbkun

1. OTmeHuTe 3arpysky mogyns agpa SplDer Guard (Mogynb agpa umeeT UMa drweb), 406aBKB B
3arpy3unke GNU GRUB ctpoky:

drweb.blacklist=yes

B CTPOKY MapameTpoB 3arpy3ku agpa OC.

2. Mocne 3arpy3km OC ygannte Mogynb drweb . ko 13 Katanora AOMNOJHUTENbHbIX
mogynel /lib/modules/ uname -r’ /extra

3. YcranoBuTe ana SplDer Guard pexum paboTbl Auto, BbINOJHUB KOMaHAbI:

# drweb-ctl cfset LinuxSpider.Mode Auto
# drweb-ctl reload

4. Ecamn ncnonbsyemas Bamm OC He noazep>kuBaeT MexaHusM fanotify, nanm ncnonb3oBaHme 3TOro
pexunma He No3BoAasieT Ucrnonb3losaTb SplDer Guard a/15 NOAHOLLEHHOrO KOHTPOAs GainnoBol
cncTembl U pexxuM LKM ctaHoBUTCS 06513aTesIbHbIM, TO OTKaXKMTECh OT UCMOJIb30BaHMA rMnepBu3opa
Xen.

Ecam ycTpaHuTb ownbky He yAacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY.

CumnTombl: Takve KOMMoHeHTbl, kak Dr.Web ClamD, He npoBepstoT coobLieHus; B xypHane Dr.Web
Server Security Suite HabatogatoTcA coobLeHns Too many open files.

OnwucaHume: B cBA3M 60/1bLLION 3arpy3Koi No npoeepke AaHHbIx komnoHeHT Dr.Web Network Checker
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ncuepnan AMMUT Ha YNCNO AOCTYMHbIX q)al‘/lIJ'IOBbIX LEeCKPUNTOPOB.

YcTpaHeHue owmnbku

1. YBenunubTe NMMMUT Ha YMNCIO OTKPbITbIX GaNoBbIX AECKPUNTOPOB, AOCTYMHbIX MPUIOXKEHWIO,
NCNOb3ys KOMaHAy ulimit -n (MO YMOAYAHWUIO IMMUT Ha YMCAO AeckpunTopos ana Dr.Web
Server Security Suite coctaBnsieT 16384).

| B HeKOTOpBbIX Clyyasx CUCTEMHBIN CEPBUC systemd MOXET UTHOPMPOBaTb 3ajaHHble
: N3MEHEHWS MMUITA.

B aTOM cniyyae oTpesakTmpyiTe (Mam co3fanTe, Mpu ero oTCyTCTBIN)
dann /etc/systemd/system/drweb-configd.service.d/limits.conf,
yKa3aB B HEM M3MEHEHHOe 3HayYeHne AnmuTa:

[Service]
LimitNOFILE=16384

C nepeyHeM JOCTYMHbIX AMMUTOB Sy Stemd MOXHO 03HaKOMUTLCA, BbIMOIHNB
KOMaHAy man systemd.exec.

2. MNocne n3meHeHus numuta nepesanyctmte Dr.Web Server Security Suite, BbINOAHWB KOMaHAy:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY.

CumnToMbl: He yaaeTcs yCcTaHOBUTL coefnHeHMe ¢ Beb-nHTepdeicom ynpasnerms Dr.Web B
bpay3epe, KOMMNOHeHTbl Dr.Web oTcyTcTBYHOT B NepeyHe 3anyLeHHbIX NPOLLeccoB

(ps ax | grep drweb), BbiNoJHeHME NtOOOM KOMaHAbl drweb-ctl <KOMAaHOa>, 3a UCKJAKOYEHNEM
KOMaHAbl drweb-ctl rawscan, BbIBOAUT cOObLLeHNE 06 oLmnbKe:

Error: connect: No such file or directory: "<nyme>/.com.drweb.public"
nnm

Error: connect: Connection refused: "<nyme>/.com.drweb.public".

Onucanme: Dr.Web Server Security Suite He MOXeT 3anycTUTbCS, MOCKONbKY AEMOH yrpaBaeHu s
kKoHdurypauwnen Dr.Web ConfigD HegocTyneH.

YcTpaHeHue ownbkun
1. BbInosHWTE KOMaHAY:

# service drweb-configd restart

ana nepesanycka Dr.Web ConfigD n Dr.Web Server Security Suite B Lienom.

2. EcamaTta KOMaHAa BEepHEeT OLIJI/I6Ky Nan He AacCT HMKaKoro 3c|>q>eKTa, BbINOJIHUTE OTAEJIbHYHO
YyCTaHOBKY MakeTa drweb-configd.

PykoBoacTBO agMunHMCTpaTopa

384



T,
),
K

A
$

Mpwunoxxenus

DTO Tak>Ke MOXET 03HauaTb, UTO B CUCTEME A4 ayTEHTUDUKALMM NONb30BaTENEN He
: ncnonbdyetcsa PAM. Ecnm 310 Tak, TO yCTaHOBUTE U HACTPOWTE ero, Mockosibky 6e3 PAM
KoppekTHas pabota Dr.Web Server Security Suite HeBo3MO>Ha.

3. Ecam n nocne atoro owmnbka nosroputcs, yaanute Dr.Web Server Security Suite uenvkom, nocne
yero ycTaHOBWTE €ro NoBTOPHO.

WHcTpykuum no yctaHoBke 1 yaaneHuto Dr.Web Server Security Suite 1 ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Server Security Suite n YaaneHune Dr.Web Server Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY.
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10.7. MpunoxxeHmne XK. CNnncok cokpaiwieHni

B AaHHOM pyKOBOACTBE C/efytoLLe COKpaLLeHNa NCNoib30BaHbl 6e3 paclundpoBKm:

O6o03HaueHne
AD

FQDN

GID

GNU

HTML

HTTP

HTTPS

ID

IMA/EVM

P
LKM
MBR
NSS
oID
PID
PAM
RPM
RRA
RRD
SMB
SNMP

SpP

Pacwmnpposka

Microsoft Active Directory

Fully Qualified Domain Name

Group ID (cucTteMHbIA naeHTUGUKATOP rpynnbl NOJb30BaTeNEN)
Mpoekt GNU (GNU is Not Unix)

HyperText Markup Language

HyperText Transfer Protocol

HyperText Transfer Protocol Secure (4uepe3 SSL/TLS)
NaeHTndunkatop

Integrity Measurement Architecture and Extended Verification Module
(nogcmctema agpa Linux, no3BosisAtoLLas OCyLWwecTBAATb KOHTPOJIb
LenocTHocTM GaNoBON CUCTEMbI)

Internet Protocol

Loadable Kernel Module (3arpy>aembiii Mogynb aapa)

Master Boot Record

Novell Storage Services

(SNMP) Object ID

Process ID (cucteMHbIN naeHTUGUKaTOp NpoLecca)

Pluggable Authentication Modules

Red Hat Package Manager (popmat nakeToB)

Round-Robin Archive

Round-Robin Database

Server Message Block (npotokon goctyna k dannam)

Simple Network Management Protocol

Service Pack
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SSH

SSL

TCP

TLS

uiD

URI

URL

VBR

oC
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Pacwmnpposka

Secure Shell

Secure Sockets Layer

Transmission Control Protocol

Transport Layer Security

User ID (cMcTeMHbIN naeHTUdMKaTop Noab3oBatens)
Uniform Resource Identifier

Uniform Resource Locator

Volume Boot Record

OnepaunoHHas cuctema

PykoBoacTBO agMunHMCTpaTopa

387



© «[lokTop Beb», 2026



	Dr.Web Server Security Suite (Unix)
	Содержание
	Введение
	Условные обозначения и сокращения
	О продукте
	Основные функции Dr.Web Server Security Suite
	Структура Dr.Web Server Security Suite
	Базовые антивирусные компоненты
	Компоненты поиска угроз
	Сервисные компоненты
	Интерфейсные компоненты

	Помещение в карантин
	Полномочия для работы с файлами
	Режимы работы

	Системные требования и совместимость
	Лицензирование
	Установка и удаление
	Установка Dr.Web Server Security Suite
	Установка универсального пакета
	Установка в режиме командной строки

	Установка из репозитория

	Обновление Dr.Web Server Security Suite
	Получение текущих обновлений
	Переход на новую версию
	Обновление без подключения к интернету

	Удаление Dr.Web Server Security Suite
	Удаление универсального пакета
	Удаление в режиме командной строки

	Удаление Dr.Web Server Security Suite, установленного из репозитория

	Дополнительно
	Пакеты и файлы Dr.Web Server Security Suite
	Выборочные установка и удаление компонентов

	Настройка подсистем безопасности
	Настройка политик безопасности SELinux
	Настройка запуска в режиме ЗПС (Astra Linux SE, версии 1.6 и 1.7)


	Начало работы
	Регистрация и активация
	Ключевой файл

	Проверка работоспособности
	Настройка мониторинга файловой системы
	Интеграция с файловым сервером Samba
	Интеграция с томами NSS

	Краткие инструкции
	Компоненты Dr.Web Server Security Suite
	Dr.Web ConfigD
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации

	Dr.Web Ctl
	Формат вызова из командной строки
	Общие опции
	Команды
	Команды антивирусной проверки
	Команды управления угрозами и карантином
	Команды управления конфигурацией
	Расширенные команды
	Команды управления обновлением и работой в режиме централизованной защиты
	Информационные команды


	Примеры использования
	Параметры конфигурации

	Веб-интерфейс управления Dr.Web
	Управление компонентами
	Управление угрозами
	Управление настройками
	Управление централизованной защитой

	Проверка локальных файлов

	SpIDer Guard
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации
	Использование модуля ядра для SpIDer Guard

	SpIDer Guard для SMB
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации
	Сборка модуля VFS SMB

	SpIDer Guard для NSS
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации

	Dr.Web ClamD
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации
	Интеграция с внешними приложениями

	Dr.Web File Checker
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации

	Dr.Web Network Checker
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации
	Организация сканирующего кластера

	Dr.Web Scanning Engine
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации

	Dr.Web Updater
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации

	Dr.Web ES Agent
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации

	Dr.Web HTTPD
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации
	Описание HTTP API

	Dr.Web SNMPD
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации
	Интеграция с системами мониторинга
	Dr.Web SNMP MIB

	Dr.Web MeshD
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации

	Dr.Web CloudD
	Dr.Web StatD
	Принципы работы
	Аргументы командной строки
	Параметры конфигурации


	Приложения
	Приложение А. Виды компьютерных угроз
	Приложение Б. Устранение компьютерных угроз
	Приложение В. Техническая поддержка
	Приложение Г. Конфигурационный файл Dr.Web Server Security Suite
	Структура файла
	Типы параметров

	Приложение Д. Генерация сертификатов SSL
	Приложение Е. Описание известных ошибок
	Приложение Ж. Список сокращений


