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6e3onacHocTu.
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BBeaeHue

1. BBegeHune

Pewenne Dr.Web Desktop Security Suite no3soant Bam obecrneunTb HageXHy 3alMTy Ballero
KOMMNbtOTEPa OT PacnpOCTPaHEHNA KOMMbIOTEPHbIX YIPO3 BCEX BO3MOXHbIX TUMOB, NCMONb3YS
Havnbosee COBpEMEHHbIE TEXHOIOTUM OBHaPY>KEHNA N 06e3BPEXMBaHNA YTPO3.

[laHHOe pyKOBOACTBO NpesHa3HayvyeHo A4J/i9 MOMOLLM MOJib30BaTeNsM KOMMbIOTEPOB,
paboTatoLmnx Nog ynpaBaeHMeM onepaumnoHHbix cnctem cemerictea GNU/Linux (aanee B
[OKYMeHTe byseT ncnonb3oBaHo ob6o3HayeHne Unix), B ycTaHOBKe M ncnonb3osaHuu Dr.Web
Desktop Security Suite.

Ecnmy Bac y>xe yctaHosneH Dr.Web Desktop Security Suite npeapbiayLuen Bepcuun, n Bbl Xenaete
OBHOBUTL €ro A0 aKTyalbHOW BEPCUN, BbINMOJHUTE Ha Hee nepexos (cM. pasaen [lepexos Ha
HOBYIO BEPCUIO).

PyKOBOACTBO noJsib3oBarena
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2. YcnoBHble 0603HaueHUs U coKpaleHUs

B saHHOM pyKOBOACTBE MCMOAb3YHOTCA CeAyHoLLINe YCIOBHbIe 0603HaUeHWS:

O603HaueHune KommeHTapwmii
@ BakHoe 3ameuaHue Ui ykasaHue
ilf MpeaynpexzeHre 0 BO3MOXHbIX OLUMOOUHBIX CUTYaLMAX, @ TakKe BaXKHbIX
: MOMeHTax, Ha KoTopble c/ieyeT obpaTuTb 0coboe BHUMaHMe

AHmusupycHas cems  HOBBI TEPMUH WAN aKLEHT Ha TEPMUHE B OMMUCAHUAX
<IP-address> Mons ans 3aMeHbl GYHKLMOHabHbIX Ha3BaHU GakTUUECKUMM 3HAYEHUAMN

CoxpaHutb Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHIO U APYr1X 31EMEHTOB
nporpamMmmHoro nHTepderica

CTRL O603HayeHs KnaBuLL KaaBraTypsl

/home/user HavmeHoBaHMs dalinos 1 Katanoros, GparMeHTbl MPOrpamMMHOro Kosa

MNpwunoxeHune A MepeKkpecTHble CCbINKM Ha rNaBbl AOKYMEHTa UKW TMNepPCChbIIKA Ha BHELLHNe
pecypchbl

@ KomaHzpl, KoTopble TpebyeTcs BBECTU C KIAaBMATypbl B KOMaHZAHYHO CTPOKY OnepaLyioHHOM

: cucTeMbl (B TEPMUHAE UK IMYIATOPE TEPMUHANA), B PyKOBOACTBE MpeABapsoTcs
CYMBOJIOM MpWrAalleHns K BBOAY $ UAW #, ONpeAenstomnM, Kakme NoJHOMoUNS
NoJib30BaTeNsi HEOHXOAUMbI ANsl BbIMONHEHUS YKa3aHHOW KOMaHAbl. CTaHAapTHLIM A8
Unix-cvcteM 06pa3oM nogpasyMeBaeTcs, YTo:

$ — 419 BbIMOJNIHEHMA KOMaHAbl OCTaTOYHO 06bIYHbIX npaB Noab30BaTesA.

# — 419 BbINOJIHEHMA KOMaHAbl TPebyoTCA NpaBa cynepnosib3osatens (06blYHO — root).
[lns NOBbILEHNA NPaB MOXHO MCMOAb30BaTb KOMaHAbl su 1 sudo.

MNepeyeHb coKpallleHNn NnpuBeseH B pasgene [punoxerve 3. CNNCOK COKPaLLEHWN.

PyKOBOACTBO noJsib3oBarena
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O npopaykre

3. O npoaykre

Ha3sHaueHue

Dr.Web Desktop Security Suite co3aaH ans 3awmtbl GannoB 1 ceTeBoro Tpaduka annapaTHbIX U
BMPTyabHbIX paboumx cTtaHuui, paboTatowmx nog ynpasaeHvem OC cemenctsa GNU/Linux ot
BMPYCOB W1 BCEX MPOYMX BUAOB BPEAOHOCHOIO NPOrpaMMHOro obecneyeHuns, a Takxxe ans
NpeAOTBpPAaLLEHNA PacNpOCTPaHEeHNa Yepes HUX Yrpo3 ANa pasanyHbix naatdopm. MNpu pabote B
pexuMe LeHTpannsoBaHHon 3awmtel Dr.Web Desktop Security Suite koHTpoanpyeTtcs cepepom
nog ynpaesneHvem Dr.Web Enterprise Security Suite.

3awumTa AaHHbIX

OCHOBHble KOMMOHEHTbI (AHTUBMPYCHOE AAPO U BUPYCHbIE 6a3bl) ABAAKOTCA HE TONbKO KpanHe
3pdeKTMBHLIMU 1 HeTpeboBaTeIbHbIMU K CUCTEMHbBIM pecypcam, HO U Kpocc-naatGopMeHHbIMY,
4YTO MO3BOAAET CneumanncTam KomnaHum «loktop Beb» cozgaBatb HageXHble aHTUBMPYCHblE
pelueHuns, obecneymBatoLLme 3aLUTy KOMMNbIOTEPOB, paboTatoLLmx NoA yrnpaBieHeM
pacnpoCcTpaHeHHbIX ONepPaLMOHHbIX CUCTEM, OT Yrpo3, NpejHasHauYeHHbIX AN Pa3ANYHbIX
nnatpopm. B HacToswee Bpems, Hapaay ¢ Dr.Web Desktop Security Suite, B komnaHun «[Joktop
Beb» paspaboTaHbl TakxXe 1 Apyrve aHTUBMPYCHble pelueHnsa aaa Unix-nogobHbIx
onepaumoHHbIx cuctem (GNU/Linux n FreeBSD), macOS n Windows. Kpome Toro, paspaboTtaHsl
aHTMBUPYCHbIe peLleHuns, obecneynBaroLLme 3anTy MOBUAbHbBIX YCTPOWCTB, paboTaroLwmx nog
ynpasaeHvem OC Android n «ABpopa».

KomnoneHTbl Dr.Web Desktop Security Suite nocTosHHO 06HOBAAIOTCA, @ BUPYCHble 6a3bl, 6a3bl
npaBua cnam-ounbTpaLmm CoobLLEHNIA SINEKTPOHHOW NOYThI 1 Ha3bl KaTeropuin Beb-pecypcos
perynspHoO AOMONHAKTCA HOBBIMW 3anmnciMK, UTO obecrneyrBaeT akTyasbHbll YPOBEHb
3alWMLEHHOCTM GannoB 1 ceTeBoro Tpadurka annapaTHbIX U BUPTyasibHbIX pabounx ctaHumi. s
AOMONHUTENbHOW 3aLUTbl OT HEM3BECTHOTO BPEAOHOCHOMO MPOrpamMMHOro obecneveHus
MCNONb3YHOTCA METO/bI 3BPUCTUYECKOTO aHaAn3a, peaan3oBaHHble B aHTUBMPYCHOM SAPE, U
obpalueHne k obnauHomy cepsucy Dr.Web Cloud, xpaHawemy nHbopmMaumnio o HoBenLLMX
yrpo3ax, CMrHaTypbl KOTOPbIX eLlie OTCYTCTBYHOT B 6a3ax.

JononHntensHo:

e OcHoBHble dyHKUMK Dr.Web Desktop Security Suite

Crpykrypa Dr.Web Desktop Security Suite

[MomellleHVe B KapaHTUH

e [NoaHomMouuna anga paboTbl ¢ dannamu

e PeXknMbl paboThl

PyKOBOACTBO noJsib3oBarena
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3.1. OcHoBHble ¢pyHkuun Dr.Web Desktop Security Suite

OcHoBHble dyHKkumm Dr.Web Desktop Security Suite:

1.

Mowuck n obesBperxkmuBaHmne yrpos. ObHapy>xkmBatoTca 1 06e3BpexXmBaroTCa Kak
HenocpesCTBEHHO BPeAOHOCHbIE MPOrpaMMbl BCEX BO3MOXXHbIX TUMOB (Pa3/iyHble BUPYChI,
BKJIHOYAA BUPYCbl, UHGUUMPYLOLLME NOYTOBbIE daibl U 3arpy304Hble 3anncy ANCKOB,
TPOSHCKME MPOrpaMMbl, MOYTOBbIE YEPBU U T. MN.), TaK N HeXenaTesbHble NporpamMmmbl
(peknamMHble NporpamMmebl, MPOrpamMMbl-LLYTKY, MPOrpamMMbl aBTOMATUUYECKOro 403BOHaA).
MoapobHee o BMAax yrpo3 cM. [punoxxeHne A. Buabl KOMObHOTEPHbIX YIPO3.

Ana obHapy>keHna BPeAOHOCHbIX N HeXXenaTeslbHbIX MPOrpamMM MCMOAb3YHOTCA:

o CueHamypHsIl aHanus. MeToa NpoBepKY, NO3BONAIOLLMI OBHAPYXKUTb YXKe U3BECTHbIE
yrpo3bl, HGOPMALMA O KOTOPbIX COAEPXKMTCA B BUPYCHbIX Hazax.

e Sspucmuyeckuli aHasaus. Habop MeToA0B NPOBEPKYM, NO3BOAAIOLLMX OBHaAPY>KMBATh Yrpo3bl,
KOTOpbIe eLLe HEN3BECTHbI.

e Ob6s1a4Hble mexHo02uU 06HApyXkeHUs y2po3. MNpownssoanTcs obpalleHne k cepsucy Dr.Web
Cloud, cobupatowiemy csexyto MHbOpMaLmMio 06 akTyasbHbIX Yrpo3ax, paccbliaeMyto
Pa3/IMUYHBIMU aHTMBUPYCHBIMW NpoaykTamu Dr.Web.

@ DBPUCTUYECKUIA aHAM3aTOP MOXKET JIOXKHO cpabaTbiBaTb Ha MpoOrpamMMHoe obecrnevyeHue,
: He sBAstOLLLeeCs BPeAOHOCHbIM. [10 3TOW NpuymHe 06beKTbI, CogepyKallne 0bHapy>KeHHbIe
MM Yrpo3bl, MONyYatoT CrieLnanbHbld CTaTyC «MoAo3puTebHbIe». PekoMeHayeTcs

roMeLLaTh Takune dalsibl B KapaHTUH, @ Takxke NepesaBaTb Ha aHaan3 B aHTUBUPYCHYHO
nabopatoputo «/Joktop Beb». MNoapobHee 06 MeTofax 06e3BpexmBaHuUs cM. [1punoxxeHue
B. YcTpaHeHWe KOMMbIOTEPHbIX YIPO3.

MNpoBepka GpannoBOM CUCTEMbI MOXKET 3aMnyCcKaTbCA Kak BPYUYHYHO, MO 3anpocy Noab3oBaTens,
Tak 1 aBTOMaTUYeCKn — B COOTBETCTBUM C 3afj@aHHbIM pacnmcaHnem. imeetcs BO3MOXHOCTb
KaK MOJNHOW NpoBepKkM Bcex 06bekToB HanNoOBON CUCTEMbI, AOCTYMHbIX MO/Nb30BATENtO, TaK U
BbIOOPOYHON NPOBEPKM TONBKO YKa3aHHbIX O6BEKTOB (OTAEbHbIX KaTasoros nav ¢Gannos).
Kpome Toro, #0CTynHa BO3MOXHOCTb OTAE/bHOW NPOBEPKM 3arpy30UHbIX 3anmncen TOMOB U
ncnonHaembix Gannos, U3 KOTOPbIX 3aMyLLeHbl MPOLECChI, aKTUBHbIE B CMCTEME B JaHHbIV
MOMeHT. B nocnegHeM cnyyvae npu o6Hapy>KeHUN Yrpo3bl BbIMOJHAETCA HE TONbKO
ob6e3BpexrBaHMe BPeJOHOCHOIO NCMOoAHAEMOro dalina, HoO 1 NPUHYAUTENbHOE 3aBepLueHne
paboTbl BCEX MPOLLECCOB, 3aMnyLlEeHHbIX U3 Hero.

na onepaLoHHbIX CUCTEM, MMELOLLMX cpedy rpaduryeckoro pabouero ctona, peasvsoBaHa
nHTerpauma GyHKLMIN Nnposepky $GaraoB Kak C MaHe bto 3a4ad, Tak 1 ¢ rpadpuyeckum
PannoBbIM MeHeKepOoM. B cuctemax, peanvsyrowmx MaHAaTHYHO Mogenb AocTyna K gainam
C HabOpPOM pa3AnUHbIX YPOBHEW AOCTYNa, CKaHUPOBaHWe $anaoB, HeAOCTYMHbIX Ha TEKYLLEM
YPOBHe 0CTyrna, MOXeT MPOM3BOANTLCA B CNELMaibHOM peXxrMe aBTOHOMHOrO 3K3emMnapa.

Bce ob6bekThbl C yrpo3amu, obHapy>KeHHble B $aiioBOWN CUCTEME, PETUCTPUPYHOTCS B
NMOCTOAHHO XPaHUMOM peecTpe yrpo3, 3a UCKNHOUYEHNEM TeX Yrpo3, KoTopble Obian
06Hapy>eHbl B pexXnme aBTOHOMHOTrO 3Kk3emMnaspa.

PyKOBOACTBO noJsib3oBarena

12



A1 7
yA

Py
v

O npoaykrte | 13

YTuauta ynpaBaeHvs U3 KOMaHAHOW CTPOKHK, Bxoaawas B coctaB Dr.Web Desktop Security
Suite, N03BO/AET Tak>Ke MNPOBEPSATb HA HasMuKe yrpo3 dannoBble CUCTEMBI YAANEHHbIX Y3108
ceTu, NPeAOoCTaBAAOLLMX YAANEHHbIV AOCTYN K HUM Yepe3 SSH nan Telnet.

@ Bbl MOXKeTe NCnoab30BaTh yAaNeHHOe CKaHMPOBaHMeE TONAbKO A8 OOHapy>XeHWs

: BPEAOHOCHbIX WM NOAO3PUTENbHBIX GaiIOB Ha yaaneHHOM y3ne. [lna ycTpaHeHus
06Hapy>XeHHbIX Yrpo3 Ha yAaseHHOM Yy3/1e BOCMOJ/Ib3yNTeCh CPeACTBaMU YMPaBieHUS,
npeAoCTaBNfAEMbIMN HEMOCPEACTBEHHO 3TUM y310M. Hanpumep, Ans poyTePOB U MPOUUX
«YMHbIX» YCTPOWCTB Bbl MOXeTe OOHOBUTb MPOLUMBKY, @ A/F BbIUNCAUTENbHBIX MALLUNH —
NOAKOUNTBCA K HAM (B TOM YnCie — B YAaNE€HHOM TEPMUHANbHOM PexvMe) u
npou3Bess COOTBETCTBYHOLLIME Onepauunn B nx GannoBon cucteme (yaaneHve nam
nepemeLleHve GansoB v T. MN.) UAN 3aMyCTUB YCTAHOBIEHHOE Ha HUX aHTMBMUPYCcHOe MO
(nporpammMHoe obecneyeHue).

2. MoHuTOpUHr obpaleHnii Kk pannam. OTciexnBaroTcs obpalleHns K araam ¢ JaHHbIMY U
MOMbITKM 3aMycka NCNoaHAeMbIX $alriaoB. ITO NO3BOAAET O6Hapy>XXmnBaTb U HEUTPaAN30BbIBaTb
BPeAOHOCHbIE NPOrpamMMbl HENOCPEACTBEHHO NPU NOMbITKAaX MHOULMPOBAHMA UMK
KoMnbroTepa. [loMMMO CTaHAApPTHOrO pexXmnmMa MOHUTOPUHIa MMeeTCs BO3MOXHOCTb
BKJFOUNUTb YCUIEHHbIN («NapaHonAanbHbI») PeXMM, B KOTOPOM AOCTyn K darnam byaet
610KMpPOBaTLCA MOHUTOPOM 0 MOMEHTa OKOHYaHWA X NPOBEPKK (3TO No3BoAAeT
npeAoTBPaTUTL CAyYan AocTyna K dainy, Koraa OH COAEeP>XKMT Yrpo3y, HO pe3yabTaT ero
NPOBEPKM CTAHOBUTCA U3BECTHLIM Y>Ke MOoC/e TOro, Kak MpUaoXeHWe ycreno noayynTb AOCTyn
K Ganny). YcuneHHbln pexxmm MOHUTOPWHIa NOBbILLIAeT ypoBeHb 6€30MacHOCTH, HO 3aMeanseTt
AOCTYN MPUIOXKEHWM K eLLle He MPOBEPEHHbIM paliam.

3. MoHUTOPUHT ceTeBbIX coeguHeHnNU. OTCNEXMBAOTCA MOMbITKN ObpalleHns K cepBepam B
nHTepHeTe (Beb-cepBepam, dannosBbiM cepepam) no npotokonam HTTP n FTP ansa
6/10KMPOBKM AOCTyNa Nosb30BaTeNen K canTtaM 1 y3nam, agpeca KOTOpPbIX OTMeYeHbl Kak
He>XkenaTe/ibHble ANS MOCeLLeHs, a TakxkKe AN NpeAoTBpaLLeHns 3arpy3km BPefOHOCHbIX
darinos.

4. MpoBepka coobLeHnA INeKTPOHHOW NOUTbI A1 NPefOTBPALLEHNA NONYYEHNA U OTNPaBKM
COOBLLEHWI 3/1EKTPOHHOM MOUTbI, COAEPXKALLMX MHOULIMPOBaHHbIE dal/ibl U HEXenaTesbHble
CCbINIKM, @ TakXe KAaccMbULMPOBaHHbIX Kak cram.

MpoBepka cOOBLLLEHWNIN 31eKTPOHHOW NOoYThl 1 $alioB, 3arpy>kaembix No CETH, Ha Haan4yve B
HWX BUPYCOB W APYTUX YrPO3, MPON3BOAMUTCA «Ha NeTy». B 3aBUCMMOCTM OT nocTaBky,
komMnoHeHT Dr.Web Anti-Spam moxeT oTcyTcTBOoBaTh B coctaBe Dr.Web Desktop Security
Suite. B 3ToM cniyyae cnam-npoBepka COOBLLEHWI 3NEKTPOHHOW MOYTbl HE MPOU3BOAMUTCH.

[nsa onpeseneHnsa HexxenaTeNbHbIX CCbIIOK MCMOb3YHOTCA Kak NocTaBAseMas BMecTe C
Dr.Web Desktop Security Suite aBTomatnyeckn obHoBnsemasn 6a3a kaTeropui Beb-pecypcos,
Tak 1 YepHble 1 benble CNNCKKY, BeAyLLMecs Nosb3oBaTesemM BpyUHyo. [JonoaHUTeNbHO
Dr.Web Desktop Security Suite moxeT obpaLuatbcs k cepucy Dr.Web Cloud, uTobbl
NPOBEPUTb, HE OTMEYEH X CalT, K KOTOPOMY MbITaeTCA 06paTUTbCA NOb30BaTENb UK
CCbl/IKa Ha KOTOPbIV COAEPXMUTCSA B COODOLLEHMM INEKTPOHHOM NMOYThI, Kak BPeAOHOCHbIV
APYTMMW aHTUBUPYCHbIMU NpoaykTamun Dr.Web.

PyKOBO,D,CTBO noJsib3oBarena
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@ Ecam kakune-n1mbo coobLeHMs 3N1eKTPOHHON NOYTbl HEMPaBWIbHO PaCcMO3HaOTCS

: komnoHeHToM Dr.Web Anti-Spam, pekomeHayeTca oTnpaBaATh UX Ha CneuuanbHble
nouTOBbIE ajpeca ANA aHaAM3a 1 NOBbILEHWA KadyecTBa paboTbl cnam-punbtpa. a5 3Toro
KaXkZoe Takoe COODbLLeHMe COXpaHNUTe B OTAe/bHbIN Gaiin Tvna . eml. CoXxpaHeHHble
dannbl Nnprkpenute K COOBLLEHMIO SN1EeKTPOHHOM MOYThl, KOTOPOe OTMpaBbTe Ha
COOTBETCTBYHOLLMIA CY>KEOHbIN agpec:

e nonspam@drweb.com — ec/iv OHO COAEePXUT dainbl MUCEM, OUOOYHO NPUIHAHHbIX
chamom;

e spam@drweb.com — eciv OHO coaepXUT daibl MUCEM, OLUOBOYHO He onpedesieHHbIX
Kak cnam.

Hape>xHas nsonauusa MHPMUUNPOBaHHBIX NN NOA03PUTENIbHbIX 06bEKTOB B
cneumanbHOM XpaHWaVLLEe — KapaHTUHE, YTOObl OHW He MOTAN HaHecT yuepba cucteme.
Mpun nepemeLLeHnn 06bEKTOB B KaPaHTUH OHW crielanbHbIM 0H6pa3omM neperMeHoBbIBatOTCS
1 MOTYT BbITb BOCCTaHOBNIEHbI B UCXO4HOE MECTO (B C/lyyae HeObX0AMMOCTU) TONbKO MO
KOMaHZze no/b30BaTens.

. ABTOMaTnuyeckoe o6HOBJIEHME COAEPXMMOro BMPYCHbIX 6a3 Dr.Web v aHTrBMpYycHoro aapa

ANnA nojgaep>XXaHma BblICOKOIo YPOBHA HAAEXHOCTU 3alnThbl OT BPEAOHOCHbIX MPOrpamMmm.

. CO6op CTaTUCTUKM NPOBEPOK N MHLUMAEHTOB, CBA3aHHbIX C BpeaoHOCHbIM 10, BegeHne

XypHana obHapy>KeHHbIX Yrpo3 (4OCTYMNEeH TOIbKO Yepes YyTUANTY YNpaBieHNs U3 KOMaHAHOW
CTPOKM), a TakXKe OTMNpaBka CTaTUCTUKM UHLUAEHTOB, CBA3aHHbIX C BPeAOHOCHbIM [0,
obnauHomy cepsucy Dr.Web Cloud.

. O6ecneueHue paboTbl NoA ynpaB/ieHWEM cepBepa LLleHTPa/In30BaHHOMW 3alUTbl /15

NPVMEHEeHNs Ha 3a1LLaeMOM KOMMbIOTEPE eMHbIX MONNTUK 6e30MacHOCTY, NPUHATLIX B
aHTMBMPYCHOW ceTn nog ynpasneHnem Dr.Web Enterprise Security Suite, B cocTaB KOTOpOW OH
BXOAUT. ITO MOXET ObITb Kak CeTb HEKOTOPOro NpeAnpuaT1a (KopnopaTuBHas CeTb) UK
yacTHasa ceTb VPN, Tak 1 ceTb, OpraHn3oBaHHas NpoBangepoM Kakux-anbo ycayr, Hanpumep,
A0CTyrMa B UHTEPHeET.

@ MockosbKy AN UCMOAb30BaHUA NHbOPMaLUK, XpaHsLeincs B obnauHom cepauce Dr.Web

: Cloud, HeobxoauMO nepesaBaTh JaHHble 06 akTUBHOCTU NOb30BaTeNs (Hanpumep,
nepesaBaTb Ha NMPOBEPKY aZpeca NnoceLlaemMblx UM caluToB), To obpalleHve k Dr.Web
Cloud npov3BoAMTCA TOALKO NMOCAE MNOJYUYEHUs COOTBETCTBYHOLLETO pa3peLLeHms
noab3oBatens. MNpu HeobxoanmMocTy, ncnonszosarve Dr.Web Cloud MoxHO 3anpeTuTb B
nrobori MomeHT B HacTpoiikax Dr.Web Desktop Security Suite.

PyKOBO,D,CTBO noJsib3oBarena
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.2. Crpykrypa Dr.Web Desktop Security Suite

Dr.Web Desktop Security Suite npeacraBaseT coboi MporpaMmHbIN KOMMAEKC, COCTOALLMMI U3
Habopa KOMMOHEHTOB, KaXXAbl/ U3 KOTOPbIX BbIMOJHAET CBON Habop GyHKLMIA. B cooTBETCTBUN C
3afjla4amu, peLlaeMbIMy KOMMOHEHTaMW, OHU pa3esieHbl Ha KaTeropum:

ba3oBble aHTMBMPYCHbIE KOMMOHEHThI, 0bpasytoLime aapo npoaykta Dr.Web Desktop Security
Suite. MNpu OTCYTCTBMN KOMMOHEHTOB 3TOW KaTeropmm NpoAyKT He MOXET BbINOJHATb
CKaHvpoBaHve GannoB (U MHbIX AaHHbIX) HA MPeAMET HaMUNA BUPYCOB U UHbIX YTpo3.

KomnoHeHTbl nouncka yrpos. /laHHble KOMMOHEHTbI UCMO/b3YIOTCA 415 pelleHns 6a3oBbIxX 3aja4
Dr.Web Desktop Security Suite — nouncka BpeOHOCHbIX 1 MOTEHLMaAbHO OMacHbIX OO EKTOB.
B cBOelt paboTe KOMMOHEHTbI 3TOW KaTeropumn UCrnosb3ytoT 6a30Bble aHTUBUPYCHbIE
KOMMOHEHTbI.

CepBUCHbIE KOMMOHEHThI, PeLlatoL e BCOMOraTeibHble 3aa4m A8 NOAAEPXKKM
aHTUBMPYCHOM 3aWwnTbl (O6HOBAEHME BUPYCHbIX a3, NOAKIOUEHME K cepBepamM
LEHTPaM30BaHHOM 3alLnThbl, 0bLwas KoopAnHaLmsa paboTbl komnoHeHToB Dr.Web Desktop
Security Suite n 1. 4.).

NHTepdencHble KOMMNOHEHTbI, NPeAOCTaBAAOWME (MOAb30BATENO UM CTOPOHHUM
npuaoxeHunam) nHTepdeinc ana ynpasnenusa paboton Dr.Web Desktop Security Suite.

MNepeyeHb KOMMOHEHTOB, BXxoAALMx B coctaB Dr.Web Desktop Security Suite, nepeuncieH B
Tabamuax Huxe.

3

.2.1. ba3oBble aHTUBNPYCHbIE KOMMOHEHTbI
KomnoHeHT Onwucanwue
Dr.Web Virus-Finding Engine AHTMBUMPYCHOE A4P0. PeannsyeT airopUTMbl MOMCKa U pacrno3HaBaHus

BUPYCOB 1 NMPOYUX BPEAOHOCHbIX MPOrpamMmm (I/ICI'IOJ'IbByﬂ CI/IFHaTyprII‘/’I
n BBpI/ICTI/IL—IECKI/II\/’I aHaJ'II/I3).

Pabotaet nog ynpasneHvem komnoHeHTa Dr.Web Scanning Engine

darin 6ubanoTekn: drweb32.d11.

BHyTpEHHee HanMeHOBaHWe, BbIBOAUMOE B XYypPHal: CoreEngine

Dr.Web Scanning Engine CkaHupytowee aapo. KOMMOHEHT, OTBEYatOLLMIA 3a 3arpy3Ky

aHTMBMpycHoro sapa Dr.Web Virus-Finding Engine 1 BupycHbix 6a3.

e [NepesaeT aHTMBMPYCHOMY A4PY Ha NMPOBEPKY cofepXknMoe Ppannos
W 3arpy304HbIX 3amnmncer JUCKOBbIX YCTPOMCTB.

e OpraHusyet ovepesb GpaiioB, OXNAAOLLMX MPOBEPKU.

e BbinoaHAEeT neyeHme Tex yrpos, 414 KOTopbiX AaHHOE AEI‘/IICTBI/Ie
NPUMEHNMO.

MoxkeT paboTaTb Kak nog yrnpasneHvem gemoHa Dr.Web ConfigD, Tak
N B aBTOHOMHOM pexume.

PyKOBOACTBO noJsib3oBarena
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OnucaHue

Vcnonb3yetcs komnoHeHTamu Dr.Web File Checker n Dr.Web Network
Checker. Takxxe MOXeT MCNOAb30BaTbCs KOMMNOHeHTOM Dr.Web MeshD
(B HEKOTOPBIX pexxrMax paboTbl) U BHELHMMM (MO OTHOLLEHMIO K
Dr.Web Desktop Security Suite) npuaoxeHnaMu, NCMOAb3YHOWUMU
HenocpeacTtBeHHO APl Dr.Web Scanning Engine

VicnonHsembi daiin KOMMNOHeHTa: drweb-se.

BHyTpeHHee HavMeHOBaHWe, BLIBOAMMOE B XypHaa: ScanEngine

ABTOMaTMUeckn 06HOBAsieMas 6as3a JaHHbIX CUrHATYP BUPYCOB U
MpOouUMX Yyrpo3, a Takxe ajropuTMOB PACcMo3HABaHMUsA U HEUTpaan3aLmm
BPEAOHOCHOTO NMPOrPaMMHOro obecneyeHus.

Vicnonb3yeTcs aHTUBMpYCcHbIM aapom Dr.Web Virus-Finding Engine u
MOCTaBAAETCs COBMECTHO C HUM

ABTOMaTMUeckn 0bHoBAsiIeMas 6a3a AaHHbIX, CoAepiKallas nepeyeHb
Beb-pecypcoB, pa3buTbix Ha KaTeropuu, 1 UCNonblyemas Ans
naeHTMdUKaLMM HexenaTesbHbIX CalnToB.

Mcnonb3yeTcsi KOMMOHEHTaMW, MPOBEPSIOLLMMMN CETEBYHO aKTUBHOCTb
nosib3oBaTeNen 1 NPUNoXeHUI, Takumm Kak SplDer Gate, Dr.Web
MailD

KoMnoHeHT npoBepkn 06bekToB $alriioBON CUCTEMbI U MEHeAXEP
KapaHTWHa.

e [IpVHUMAET OT KOMMOHEHTA MOWCKa Yrpo3 3aJaHNs Ha NPOBEPKY
dannoB, HaXoAALLMXCA B JOKaAbHOWM (Mo oTHoweHuto K Dr.\Web
Scanning Engine) darinoBol cucteme.

e O6Xx0AUT KaTanoru GpannoBON CUCTEMbI COTIACHO 3aJaHuIo,
nepezaet dannbl Ha NPOBEPKY CKaHupyrowemy sapy Dr.Web
Scanning Engine n onoBseLLaeT KOMMOHEHTbI-KJVUEHTbI O XOZe
NpPOBEPKH.

e BbinosHseT yaaneHne MHOGMLMPOBaHHbIX GalioB, NepemMeLLeHme NX
B KapaHTVH 1 BOCCTaHOBJIEHVE M3 KapaHTUHa, ynpasaseTt
KaTaJoramv KapaHTuHa.

o OpraHu3yeT 1 COAEPXKUT B akTyaslbHOM COCTOSIHWM KeLl, XpaHALLWIA
MHOOPMaLMIO O paHee NPOBEPEHHbIX Gaitnax Ans yMeHbLIEHWS
YacTOTbl MOBTOPHBIX MPOBEPOK halNoB.

Vicnonb3yeTcs KOMNOHEHTaMK, NPOBEPAOLLUMN 06beKTbI dalioBO
cmcTemsl, Takmmm kak SplDer Guard

VicnonHsiembln daiin KOMMoHeHTa: drweb-filecheck.
BHyTpeHHee HaumeHOBaHWe, BbIBOAMMOE B XypHa: FileCheck
AreHT ceTeBOW NPOBEPKUN JAHHbIX.

e Vlcnonb3yetca ana nepesayn Ha NPOBEPKY B CKaHWpPYtoLLiee A4pO
[aHHBIX, OTNPaBJ/IEHHbIX KOMMOHEHTaMV NPOrPaMMHOro KOMrIeKca

PyKOBOACTBO noJsib3oBarena
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yepes ceTb (3TO Takme KOMMOHeHThI, kak SplDer Gate, Dr.Web
MailD).

e Mo3Bonsetr Dr.Web Desktop Security Suite opraHn3oBbiBaTh
pacrnpezeneHHyto NPoBepPKy AaHHbIX: MPMHUMaTb Ha MPOBEPKY
JaHHble C yJaneHHbIX Y3/10B CETV 1 NnepejaBaTb NOKaAbHble AaHHbIe
Ha NpoBepKy Ha yaneHHble y3bl ceTu. [lna nprvema v nepegaun
JaHHbIX Ha yAaneHHbIX y31ax Takxe JoKeH GyHKLMOHNPOBaTb
aHTUBMPYCHBIN NpoaykT Dr.Web ana onepauunoHHbIx cuctem
cemeiictea Unix. B pexxunme pacnpeseneHHON NpoBepku No3sonset
aBTOMaTMYeCKu pacrnpesenatb UHTEHCUBHOCTb aHTUBUPYCHOTO
CKaHMPOBaHMA MO JOCTYMHbIM y3/1aM, CHMXasa HarpysKy Ha y3/bl C
60/1bLLINM 06BEMOM MPOBEPKM (HanprMep, BbIMOJHAOLLMX POJb
MOYTOBbIX CEPBEPOB U MHTEPHET-LUNLO30B).

Mpw HanMuKMK B CETU Y310B-NaPTHEPOB, CMOCOBHbIX MPUHUMATb
JaHHble Ha NPOBepPKy, KOMMOHEeHTbI, ncnoab3ytowwme Dr.Web Network
Checker ana npoBepku, MOryT He UCMO/b30BaTb MOLLHOCTU
NokanbHoro ckaHmpytowero agpa Dr.Web Scanning Engine. Takum
obpazom, lokanbHoe ckaHupytolee aapo Dr.Web Scanning Engine,
Dr.Web Virus-Finding Engine 1 BupycHble 6a3bl MOryT OTCyTCTBOBATb.

Ana obecneyeHns 6esonacHOCTN Npu Nepesade dGalinoB No cetu
ncnonb3yet SSL

VicnonHsembin dain KoMMnoHeHTa: drweb-netcheck.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XXypHai: NetCheck

KomnoHeHT ana aHanmsa URL Ha npegmeT NpuHaAiIeXHOCTU K
He>kesaTeNbHbIM WY MNOTEHLMaNbHO OMacHbIM KaTeropmam

VicnonHsemblin dainn KoMnoHeHTa: drweb-urlcheck.

BHyTpEHHee HanMeHOBaHWE, BbIBOANMOE B XypHas: UrlCheck

KoMnoHeHT, ocyLecTBAsOWMI NoakatoueHne npogykta Dr.Web
Desktop Security Suite K nokanbHOMy 06.aaKy, MO3BO/AIOLLEMY
npoayktam Dr.Web ans Unix o6MeHnBaTbCsi 0GHOBAEHUAMM,
pe3ysbTaTtamy NpoBepku $alios, nepesasaTb APYr A4PYry Ha
npoBepKy bainbl, a TakKe NPefOoCTaBAATb YCAYTY CKaHVPYHOLLErOo aapa
HanpsMyto.

Mpw HaMYKMK 3TOrO KOMMOHEHTa B COCTaBE NMPOAYKTa U MPU HaAUYNK
B COCTaBe JIoKabHOro obaaka, K KOTOPOMY OH MOAKAHOYEH, Y3/10B,
NPesoCTaBAAIOLLMX YCAYT CKaHVPYHOLLErO A4pa, I0KanbHOe
ckaHupytoLee aapo Dr.Web Scanning Engine, Dr.Web Virus-Finding
Engine 1 BMpycHble 6a3bl MOTyT OTCYTCTBOBATb

VicnonHsembii daiin KoMnoHeHTa: drweb-meshd.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHa: MeshD

PyKOBOACTBO noJsib3oBarena
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3.2.2. KoMmnoHeHTbl NoucKa yrpos

KomnoHeHT

CkaHep

SplDer Guard

3arpy>kaemblin MOAYyb AApa
Linux ans SplDer Guard

OnuncaHue

KoMnoHeHT, BbINoNHAIOLWMIA NO TpeboBaHMIO NoNb30BaTeNd UAN MO
3a/jlaHHOMY pacnuncaHunio NPoBepKy 06beKTOB GaikIoBOWK CUCTEMBI
(Paiinbl, KaTanorn 1 3arpy30UHble 3anmncK) Ha Haanume B HUX Yrpos.
Monb3oBaTesib MMeeT BO3MOXHOCTb 3arnyckaTb MPOBEPKY KakK 13
rpadryeckoro pexumma, Tak u U3 KOMaHAHOW CTPOKW.

MoHuTop dannosoii cuctembl GNU/Linux.

PaboTtaet B GOHOBOM pexunme 1 OTCAeXMBAET onepaLmm ¢ parnamm
(Takme Kak co3faHue, OTKPbITUE, 3aKpbITUE 1 3anyck daina) B
dannosbix cuctemax GNU/Linux. Mocbinaet komnoHeHTy Dr.Web File
Checker 3anpocbl Ha NpoBepKy COAEP>KMMOr0o HOBbIX Y M3MEHUBLLMXCA
dalinoB., a Takxke UCMoAHAEMbIX GalNioB B MOMEHT 3anycka nporpamm.

B 3aBMcnmoOcCTM OT Bo3MmoxkHocTer OC MCNO/Ib3yeT CUCTEMHbIN
MexaHu3M fanotify nan cneunann3npoBaHHbI MOAYb SAPA,
pa3paboTaHHbI kKoMMnaHunen «Joktop Beb» (LKM-mopay b,
nocraensetcs coBMecTHo ¢ SplDer Guard B otaensHoOM nakete). MNpwu
paboTe Uepes CMCTEMHbIV MexaHu3M fanotify MOHUTOP MOXET
paboTtaTb B YCUNIEHHOM WK «MapaHOVAaNIbHOM» pexunme, 610knpys
foctyn K darinam, KoTopble elle He NPOBepPeHbl, 0 MOMEHTa
OKOHYaHUA NX NPOBepPKM. Mo yMONUYAHWNIO NCMOb3YETCA OObIYHbIN
pexmm MOHUTOPWHTrA.

| MocTaBAseTCs TONIbKO B COCTAaBE AUCTPUOYTUBOB,
: npegHasHayeHHbIx aia OC cemerictea GNU/Linux.

VicnonHsembii daiin KOMMNOHeHTa: drweb-spider.

BHyTpeHHee HanMeHOBaHMe, BbIBOAMMOE B XypHaa: LinuxSpider

3arpy>aemblin Mogynb aapa Linux (LKM-mogynb), ncnonbsyemblii
MoHuTopom SplDer Guard ans goctyna K cobbiTnam daiinoBow
cuctembl B Tex OC, B koTopbix APl fanotify HegoctyneH nan
peann3oBaH C OrpaHnYeHHbIM HabopPOM QYHKLNIA.

KomnoHeHT nocTaBifeTcsa Kak B CKOMMUAVPOBaHHOM Buge (415
Habopa OC, B koTopbix fanotify He peanvzoBaH nan HeZOCTyNeEH), Tak
1 B BUAE NCXOLHOTO KOZa, MO3BONAIOLLErO OCYLLECTBUTL COOPKY U
ycTaHoBKYy Moayns sapa OC BpyuUHyrO (MHCTPyKLMA no cbopke
npuseseHa B pa3gene [punoxenve E. C6opka Moayns aapa Ans

SplDer Guard).

PyKOBOACTBO noJsib3oBarena
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KomnoHeHT

SplDer Gate

Dr.Web Firewall ana Linux

Dr.Web MailD

O npopaykre

OnucaHue

| MocTaBasieTcs TO/IbKO B COCTaBe AUCTPUOYTUBOB,
: npesHa3HaueHHbIx s OC cemerictea GNU/Linux.

Ana apxutektyp ARM64, E2K n IBM POWER (ppcb4el)
paboTa c MoAyneM fagpa He NoAJep>KMBaeTCcs.

VicnonHsembi darin KOMMNoHeHTa: drweb . ko
KomnoHeHT npoBepku ceteBoro Tpaduka 1 URL.

MpesHa3HayeH 415 NPOBEPKM AaHHbIX, 3arpy>KaeMbIX Ha JIOKaNbHbIiA
y3e/ U3 CeTU 1 nepesaBaemMbIX C HEro BO BHELLHIOK CETb, Ha Haanumne
Yrpos, 1 NpesoTBPaLLEHNs COEANHEHWSA C Y31aMW CETU, BHECEHHbIMU
Kak B HeXesiaTe/ibHble KaTeropumn Beb6-pecypCcoB, Tak 1 B YepHble
cnuckn, dopmMupyemble Nosb3oBaTeNEM.

[ns npoBepkn nosyyaembix AaHHbIX NCMOb3yeT KOMNOHeHT Dr.Web
Network Checker.

Mocbinaet CkaHepy Ha NpoBepky dainbl, 3arpy>kaemMble U3 MHTEpHeTa
(c cepBepoB, AOCTYN K KOTOPbIM Obl1 paspeLueH), 1 6BAOKMpPYeT nx
3arpysKy, eclv OHW coAep>kaT yrpos3bl.

Mpwn HanMuMKM COOTBETCTBYHOLLIErO pa3peLLleHnsa OT NoaAb3oBaTens
nocelnaeT 3anpawmsaemble M URL Ha npoBepky B cepsuc Dr.Web
Cloud.

NcnonHaembli dpain komnoHeHTa: drweb-gated.

BHyTpeHHee HauMeHOBaHWe, BbIBOAMMOE B XXypHa: GateD
MeHeaxep CEeTeBbIX COEAVHEHWN.

WNcnonb3ayetca SplDer Gate n obecneynBaeT NPoxXoxaeHne Yepes Hero
COefMHeHWI, yCcTaHaBANBAEMbIX MPUIOXKEHWAMM, paboTaroWwmnmMuy Ha
y3/e, 4nA NPOBepPKMN NepeAaBaemMoro uepes Hux Tpaduka.

VicnonHsembin danin KoMNoHeHTa: drweb-firewall.

BHyTpeHHee HanMeHOBaHWe, BbIBOAMMOE B XXypHaa: LinuxFirewall
KOMMOHeHT npoBepKu 3NeKTPOHHOM NMOYThI.

Pa3bupaeT coobLieHns 31eKTPOHHOW NOUTbl U MOArOTaBAMBAET UX K
nposepke Ha Haanuuve yrpos. Moxet paboTtaTb B ABYX peXVMax.

1) ®OuabTp ANa cepBEPOB 3NEKTPOHHOM NouThl (Sendmail, Postfix
T. N.), NOAKAOYaeMbl Yyepes nHTepderic Milter, Spamd nnw
Rspamd.

2) Mpo3payHblii MPOKCK MPOTOKOA0B 3/1eKTPOHHON NouThl (SMTP,
POP3, IMAP). B atom pexunme 3agerictByetcs SplDer Gate.

[ns npoBepKn AaHHbIX, N3BIEKAEMbIX N3 COOOLLEHWI 3NEKTPOHHOM
nouyThbl, ncnonb3yet kKomnoHeHT Dr.Web Network Checker

PyKOBOACTBO noJsib3oBarena
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Dr.Web Anti-Spam

O npopaykre

OnucaHue

VicnonHsembi dain KoMNoHeHTa: drweb-maild.
BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XypHa: MailD

KomMnoHeHT npoBepKn COO6LLI,€HI/II7I 3ﬂeKTpOHHOI7I MOYTbl Ha Haan4yune
NPU3HaKoB Cnama.

Vicnonb3yetcs komnoHeHTom Dr.Web MailD. MoxeT oTcyTcTBOBaTH, B
3aBUCMMOCTM OT NOCTaBKMW. Ecm oTcyTcTBYeT, NpoBepKka COObLLEeHNI
3NEKTPOHHO MOYTbI Ha HaNYMe NPM3HAKOB CrlamMa KOMMOHEHTOM
Dr.Web MailD He ocyuiectBaseTcs.

KoMMoHeHT He noaAep>KMBaeTCs A8 apXUTEKTYP
: ARM®64, E2K 1 IBM POWER (ppcb4el).

VicnonHsembl dain KOMMNOHeHTa: drweb-ase.

BHyTpeHHee HaviMeHOBaHWE, BbIBOAMMOE B XypHa: Antispam

3.2.3. CepBUCHbIE KOMMOHEHTbI

KomnoHeHT

Dr.Web CloudD

Dr.Web ConfigD

OnuncaHue

KomnoHeHT B3anmogeincteus ¢ obiakom Dr.Web Cloud.

Otnpasnset URL, nocewaemble nonb3oBaTeneMm, a Takxke CBeeHns o
nposepsiembix darinax, B obnauHbivi cepsmc Dr.Web Cloud ans nx
NPOoBepKM Ha Haanume yrpos, MHGopmMaLmsa O KOTOPbIX Noka
OTCYTCTBYET B BUPYCHbIX Ha3ax

NcnonHaembli dpain komnoHeHTa: drweb-cloudd.

BHyTpEHHee HanMeHOBaHWE, BbIBOANMOE B XypHas: CloudD

[JemMoH ynpaBneHus KoHdurypaumen komnaekca Dr.Web Desktop
Security Suite.

o yl'lpaBJ'IFIET AdKTNBHOCTbHO (3aI'IyCK n OCTaHOBKa) APYrnX KOMMNOHEHTOB
nporpaMmMHOro KomMriekca B 3aBUMCUMOCTU OT HaCTPOEK.

e [Nepe3anyckaeT KOMMOHEHTHI, 3aBepLUMBLLME PaboTy B pe3ynbraTe
cbo9, 3anyckaeT OfHN KOMMOHEHTbI KOMIJIeKca No TpeboBaHWo
ApYrvX, HGOPMUPYET KOMMOHEHTbI MPOAYKTa 06 N3MeHeHMN
cocTaBa 3anyLLeHHbIX KOMMOHEHTOB.

e XpaHWT 1 NpeAoCTaBAAeT BCEM KOMMOHeHTaM MHPOopMaLmto 06
VNMEeOLLMXCA NNLLEH3MOHHbBIX KAtoUax 1 HacTpoiikax. Monyyaer
M3MEHEHHbIe HaCTPOWMKM N KNFOUM OT YMOJHOMOYEHHbIX
komnoHeHToB Dr.Web Desktop Security Suite n onoseluaet Bce
KOMMOHEHTbI 06 N3MEHEHUUN INLLEH3NOHHbIX KNFOYEel U HacTpoek

PyKOBOACTBO noJsib3oBarena
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KomnoHeHT

Dr.Web ES Agent

Dr.Web Mail Quarantine

Dr.Web StatD

Dr.Web Updater

O npopaykre

OnucaHue

VicnonHsembln Gaiin KOMMNOHeHTa: drweb-configd.
BHyTpeHHee HauMeHOBaHWe, BbIBOAMMOE B XypHaa: ConfigD

AreHT LeHTpann3oBaHHOW 3awwmTel. ObecneurBaeT paboTy
NPOrpaMMHOro KomrJekca B LieHTpasM30BaHHOM U MOBUILHOM

pexvmax.

e OpraHu3yeT CBfA3b C CEPBEPOM LEHTPAIN30BAHHOW 3aLLUThI,
MoJly4YaeT OT HEro JIMLLEH3NOHHbIN KAtoUeBOW daiia, 06HOBAEHMS
BUPYCHbIX 6a3 1 aHTUBUPYCHOTO spa.

e llepesaet Ha cepBep MHGOPMALMIO O COCTaBE N COCTOAHUN
komnoHeHToB Dr.Web Desktop Security Suite 1 HakonaeHHYytO
CTaTUCTUKY MHLUWAEHTOB, CBA3aHHbIX C BPeAOHOCHbIM 10O

VicnonHsembin darin KOMMNOHeHTa: drweb-esagent.
BHyTpeHHee HavMeHOBaHWe, BLIBOAUMOE B XypHaa: ESAgent

KoMnoHeHT npoBepKM 31eKTPOHHOM MOYThI, OTBEYAOLL M 3a
opraHu3auuio ovepesein NpoBepseMblx COOBLLEHNI.

Vicnonb3yetcs komnoHeHTom Dr.Web MailD. MoxeT oTcyTcTBOBaTH, B
3aBMCKMMOCTK OT noctaBku. Ecam otcytcByeT, pexxumbl SMTP n BCC
komrnoHeHTa Dr.Web MailD He noaaep>kmBatoTcs.

VicnonHsiembln Gainin KOMMNOHeHTa: drweb-mail-quarantine.

BHyTPEHHee HanMeHOBaHWe, BbIBOAUMOE B XYypPHal:
MailQuarantine

KOMMNOHEeHT Ans XpaHeHus CTaTUCTUKM COBbITUIN KoMnoHeHToB Dr.\Web
Desktop Security Suite.

MonyyaeT 1 opraHM3yeT xpaHeHVe COObITUI, NOCTyNatoLLMX OT
KOMMOHEHTOB NMPOrpaMMHOro KOMMaeKca, Takmx Kak HeoXuaaHHoe
3aBeplueHne paboTbl, 06Hapy>XeHMne yrposbl 1 Ap.

VicnonHsembi daiin KoMNoHeHTa: drweb-statd.

BHyTpeHHee HaviMeHOBaHWe, BbIBOAMMOE B XXypHaa: StatD
KomnoHeHT o6HOoBNEHMS.

OTBeuvaerT 3a 3arpy3Ky ¢ cepBepoB 0H6HOBAEHUI KOMMaHUN «[JOKTOp
Be6» 06bHOBNEHUI Ans BUPYCHbIX 6a3 1 6a3 kaTeropuii Beb-pecypcos,
AHTUBMPYCHOTO fapa 1 BMBANOTEKN NPOBEPKN COOBLLEHNI
3NEKTPOHHOM MOYTbI Ha Cram.

O6GHOB/IEHNSA MOTYT 3arpy>KaTbCsi Kak aBTOMaTU4ecky, Mo pacnmucaHuto,
TaK ¥ HEMOCPEACTBEHHO MO KOMaHZE MoJsib30BaTess (Yepes yTuanTy
Dr.Web Ctl)

WcnonHaembl dpainn komnoHeHTa: drweb-update.

BHyTpeHHee HavMeHOBaHWe, BbIBOAUMOE B XypHan: Update

PyKOBOACTBO noJsib3oBarena
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3.2.4. NutepdencHbie KOMMNOHEHTbI
KomnoHeHT OnucaHune
Mpaduryecknin nHTepdelic KoMnoHeHT, NpesocTaBAstoLLMA OKOHHBIN rpaduyecknii MHTepdeinc
yrnpasaeHus ynpasneHus Dr.Web Desktop Security Suite. Mo3sonset

noab30BaTeNto B rpadryeckoM pexxmMMme 3aryckaTb MPpoBepKy
06beKkToB PaIoBOWN CUCTEMBI, YNPaBAATL paboTon MoHuTopos SplDer
Guard n SplDer Gate, npocmaTtpuBaTb COAEP>XKMMOE KapaHTUHA,
BbIMOHATL 3aMyck Nnoay4eHns obHOBAEHWI, a Takxke HacTpavBaTh
paboty Dr.Web Desktop Security Suite.

AreHT yBeOMEHNA KomnoHeHT, paboTatowuii B oHoBOM pexxkmnme. OTobpakaeTt
BCM/bIBatOLLMeE yBEAOMIEHNA O BO3HMKAIOLLMX COOBITUAX U MHAMKATOP
npunoxennsa Dr.Web Desktop Security Suite B o6nactv yBegomneHui,
3anyckaeT NpoBepKM No pacnmncaHunto. Mo ymonyaHmio 3anyckaerca
Npwv Havane ceaHca paboTbl NONb30OBaTeNs B cpese pabouero crona.

MeHegykep nnLLeH3NIA KomnoHeHT, ynpoLyatoLmii paboTy ¢ AvLEeH3UsMU B rpapryeckom
pexxmme. [o3BonseT akTMBMPOBaTh NNLLEH3NIO UK
AEMOHCTPALMOHHbIV Meprnos, NPOCMOTPETb JaHHble O TeKyLLew
JINLLEH3UW, BBIMOJHUTbL ee NPOJAJIEHNE, a TakKe YCTaHOBUTb U yAaINTb
JINLLEH3NOHHBIN KNHOYEBOW daiin.

Dr.Web Ctl Y1unuta, obecneumBatolas nHTepdeinc ynpasneHuns Dr.Web Desktop
Security Suite 13 KOMaHAHOW CTPOKMW.

Mo3BoAsAET OCyLEeCTBAATL 3aMyCck MPOBepPKM GaiioB, NpoCcMaTpnBaTh
COAEPXKMMOE KapaHTUHa 1 YNpaBasTb MM, 3aMyckaTb OOHOB/IEHWE
BMPYCHbIX 6a3, nogkaroyatb Dr.Web Desktop Security Suite k cepsepy
LLleHTPaNN30BaHHOW 3aLUThl Y OTK/IOYATLCA OT HETO, MPOCMaTPUBaTb
M M3MEeHATb 3HaYeHUs NapaMeTPOB KOHOUIypaLum NporpaMMHOro
KoMMiekca

WcnonHaembli dpainn KoMnoHeHTa: drweb-ctl.

BHyTpEHHee HanMeHOBaHWE, BbIBOAVMOE B XypHan: Ctl

Bonee noapobHO koMnoHeHTbl Dr.Web Desktop Security Suite onuncaHbl B pasgene KOMNoHeHTbI
Dr.Web Desktop Security Suite.

3.3. NomeweHne B KapaHTUH

KapaHTtH Dr.Web Desktop Security Suite npeactaBnset coboi cuctemy KaTtanoros,
npeAHa3HayYeHHbIX ANA HajeXXHOWN n3onaumnm GanaoB, Cogep>Kallnx BbiBNEHHbIE YrpO3bl,
KOTOpble B aHHbIi MOMEHT He MOryT 6biTb 06e3BpeXeHbl MO KakMM-1MH0 NpUYMHaM.
Hanpumep, obHapy>XeHHas yrpo3a MoXeT 6bITb HEM31e4YMMOK, MOTOMY UTO eLle Hen3BeCTHa
Dr.Web Desktop Security Suite (Hanpumep, oHa 6bl1a 06HapyKeHa 3BPUCTUUYECKUM
aHa/AM3aTopoM, a B BMPYCHbIX 6a3ax ee cMrHaTypa, a C1ieoBaTeNlbHO, N METOA NeYeHus,
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OTCYTCTBYET), AN MPU MOMbITKE €e NeYeHNs BO3HUKArT ownbku. Kpome Toro, dbarin MoxeT 6biTh
nepemelLeH B KaApaHTUH HEMOCPEACTBEHHO MO XeaHWIO MOJIb30BaTess, eC/IN OH Bblbpan
COOTBETCTBYHOLLEE AEVCTBYME B CMINCKE OBHAPYXKEHHBIX YTPO3 AN YKa3as ero Kak peakuuio Ha
Yrpo3bl ONpeAeNeHHOro Tmna.

Korga dann, cogepxkalymii yrpo3sy, nepemMeLLaeTcs B KapaHTUH, OH cneLyanbHbiM 06pa3om
nepenMeHOBbIBAETCA, YTOObI NPeA0TBPaTUTh BO3MOXHOCTb €ro naeHTudmKaumm
NoNb30BaTeNMM U MPOrpamMMaMu, 1 3aTPYAHWUTb JOCTYN K HEMY, MUHYS MHCTPYMEHTbI paboTbl €
KapaHTUHOM, peann3oBaHHble B Dr.Web Desktop Security Suite. Kpome Toro, npu nepemelueHmnm
dalina B kKapaHTVH y Hero Bcerga copacbiBaeTcst GUT UCMONHEHNA A4 NPesoTBPAaLLEHNA 3amnycKa.

KaTanoru kapaHTVMHa pa3MeLLatoTcs:

e g domMawHeM kamasoze nosb3oeameis (€CIN Ha JaHHOM KOMMbIOTEPE MMEeTC HECKO/IbKO
YYETHbIX 3anuncen pasHblx NOib30BaTesIel, TO B JOMALLHEM KaTasore KaXkaoro u3 aTunx
nosib3oBaTesNIe MOXeT ObITb CO3aH CBON COBCTBEHHbBIN KaTasor KapaHTUHa);

® 8 KOpHe8OM kamaJioece Kax 0020 /102U4ecko20 moma, CMOHTMPOBaAHHOTIO B c|)a17u1030171 cncreme.

Katanorun kapaHtHa Dr.Web Desktop Security Suite Bcerga nmetrot nms
.com.drweb.quarantine 1 CO34at0TCA NO MepPe HEOBXOAMMOCTM B TOT MOMEHT, KOraa K
Kakon-1mbo yrpose npuMeHseTcs geictene «B kapaHTUH» (QUARANTINE), ApYrMMuM CIOBaMK,
A0 Tex nop, noka yrpo3 He obHapy>KeHo, KaTaiorn kapaHTHa He co3aatoTcs. [pm 3Tom Bceraa
CO34aeTcsA TONbKO TOT KaTaNor KapaHTMHa, KOTOpbIN TpebyeTcsa ans nsonauum danna. Ans
onpeaeneHns, B Kakou 13 KaTasoros TpebyeTca n3onnmposatb Gain, NCNoab3yeTca nma
BAagenbla darna. Ecam npu 4BUXKEHNN K KOPHIO GpaliioBOM CUCTEMBI / OT KaTanora,
cosep>kaliero dann, 4oCTUraeTcs AOMAaLLHWI KaTanor Baajenbla, dann nsonmpyetcs B katanor
KapaHTVHa, HaxoAAwWwMnca B Hem. B npotnBHoM ciyyae dann byaeT M30aMpoBaH B KaTanor
KapaHTWHa, CO3A,aHHbIM B KOPHE TOMa, cofep>Kaliero dain (KoOpHeBOW KaTaaor Toma
Heobs3aTeNIbHO COBNAaAET C KOpHeM dannoBon cuctemsl). Takum obpasom, nobon
MHOMLMPOBaHHbIN dain, NoMeLLaeMblil B KapaHTWH, BCerga oCctaeTca Ha TOM TOME, Ha KOTOPOM
OH 6b1n 0H6Hapy>xeH. ITo obecneunBaeT KOPPEKTHYHO PaboTy KapaHTMHA MPU HaANUYUK B CUCTEME
CbEeMHbIX HaKOMUTENEN N APYT1X TOMOB, KOTOPbIe MOTYT MOHTMPOBAaTbLCA B GalioBOM cucteme
NnepuoanyYeckn 1 B pas3INuHble TOUKMN.

Monb3oBaTeslb MOXET yNpaBAATb COAEPXXMMbIM KapaHTMHa Kak B rpaduyeckom pexkume paboTsl,
TaK U U3 KOMaHAHOW CTPOkKK, ncnonb3ya ytmanty Dr.Web Ctl. Mpw aTom BCcerga obpabatbiBaetca
KOHCONNANPOBAHHBIN KapaHTWH, 06bejnHAIOLW NI B cebe BCe KaTanoru ¢ M30AMpPOBaHHbIMM
obbekTamu, AOCTYMHbIe B AaHHbI MOMeHT. C TOUKM 3peHna Nob30BaTeNs, MPOCMaTPMBaOLLLEro
COAEePXXVMMOe KOHCONNANPOBAHHOIO KapaHTUHa, KaTasor KapaHTUHA, pacrnofaratoLLmMinca B ero
AOMaLLHeM KaTanore, Ha3biBaeTcs [10/16308amMeIbCKUM KapaHTMHOM, a BCe OCTa/lbHble KaTasioru
KapaHT1Ha cumTatotca CucmemMHbIM KapaHTUHOM.
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PaboTa c KapaHTUMHOM BO3MO>XHa Aa>ke TorAaa, Korga OTCyTCTByeT akTUBHas JIMLLEH3VA, HO B
3TOM C/lydae CTaHOBUTCA HEBO3MOXHbIM J1e4eHne N30AMPOBaHHbIX 06BbEKTOB.

He Bce aHTMBMpYCHble KOMMOHeHTblI Dr.Web Desktop Security Suite ncnonb3yroT KapaHTWH
ANs n3onaumMn yrpos. Hanpumep, ero He ncnonb3yeTt KomnoHeHT Dr.Web MailD.

3.4. NMonHomouunsa ana pabotbl ¢ pannammn

Mpwv ckaHMpoBaHMM 06BEKTOB GarioBOW CUCTEMbI U HeUTpanmn3auum yrpo3 Dr.Web Desktop
Security Suite (TouHee, Nonb30BaTeNb, OT UMEHN KOTOPOTO OH 3anyLleH) AomkeH obnasathb
CNesyoLWmMMN NOSTHOMOUNAMMU:

AeiicTBne

Be1800 8cex 0bHapykeHHbIX
y2pos3

Be1800 codepxumozo
koHmMeliHepa (apxusea,
noymosozo ¢hatina u m. n.)

(OTObpaxkeHne TONbKO

3/IEMEHTOB, KOTOPblE
cofepykaT ownbKy nam

yrposy)

lNepemeujeHue 8 kKapaHMuH

YOaneHue yzpo3

JleyeHue ¢batinos

BoccmarosneHue ¢gatina us
KapaHmuHa

Tpebyembie nonHoMmouus

be3 orpaHunyeHmii. CneupmanbHbIX MOJHOMOYMI He TpebyeTcs.

be3 orpaHunyeHmii. CneumanbHbIX MOJHOMOUYMI He TpebyeTcs.

Be3 orpaHunyenunii. MNMosb3oBaTelb MOXET OTMNPaBAATL B KapaHTVH BCe
nHOMLUMPOBaHHbIe halibl, HE3aBUCMMO OT Ha/IMUKs Y HEro npas Ha
YTeHVe 1 3anncb Ana nepemMeltaemoro danna.

Monb3oBaTesib AOMKEH UMETb MpaBa Ha 3anuck B yaansemblin dari.

@

Ecam yrposa obHapy>ceHa B daiine, HaxoasLWwemMcs B
KOHTelHepe (apx1B, MOYTOBOE COOOLLEHNE U T. M.),
BMEeCTO yAa/JleHNA BbINOJJHAETCA NepemMeLleHme
KOHTelHepa B KapaHTUH.

be3 orpaHnyeHnit. Nocne BbINOAHEHNS IEeYEHWSA OCTAETCS BblIEYEHHbIN
dalin c UCXOAHBIMW MpaBaMu AOCTyMNa W BAaAENbLEM.

@

[Tonb3oBartenb AOJKEH MMETb pa3pelleHne Ha YTeHne
BOCCTaHaBAMnBaeMoro q)a|7|na N MMEeTb paspelleHne BbIMONHATb 3anuncb B

®aiin MoXeT BbITb YAaNneH, ecan yaaneHve aBnsetca
MeTOZ0M le4eHNa 0bHapy>KEHHOW B HEM Yrpo3bl.
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AeiAcTBue Tpebyembie nonHoMmouus
KaTanor BOCCTaHOBNEHUSA.
YOaneHue ¢patina u3 Monb3oBatesnb AOMXKEH MMETb Pa3peLleHmne Ha 3anncb B UCXOAHbIN daiin,

KapaHmuHa KOTOpPbIN Hbl MepemMelLeH B KapaHTUH.

@ [na BpemeHHoro nosbiweHna npas Dr.Web Desktop Security Suite, 3anyLuieHHoro B

: rpagryeckoM pexviMe, NCMOb3YNTe COOTBETCTBYIOLLYIO KHOMKY Ha okHe Dr.Web Desktop
Security Suite (oHa A0CTynHa 1 OTOBpaXkaeTCs TOIbKO B TeX CyYasx, Korga asis
BbINOJIHEHNA KaKoM-1Mbo onepauum MoXeT NoTpeboBaTbCA MOBbILLEHME NPaB).

[na 3anycka yTuanTbl ynpaBaeHus U3 kKoMaHaHoW cTpokn Dr.Web Ctl ¢ npaBamm
cynepnosib3oBatesis (06bIYHO root) UCMOb3YyTe KOMaHAy CMEHbI MOJIb30BaTeNs su UK
KOMaHJy BbIMOJHEHWS OT MMEHW APYroro nosb3oBatens sudo.

3.5. Pexxumbl paboTbl

B aTom pasaene

e [IPUHLINMBI LIEHTPA/N30BAHHOW 3aLLUThI

e [NoaknrUeHMe K cepBepy LeHTpaan3oBaHHOW 3aLnThbI

e OTKNHOUEHME OT CcepBepa LEeHTPaAN30BaHHOM 3aLUThI

Dr.Web Desktop Security Suite MoxeT paboTaTb Kak B aBTOHOMHOM peXVMe, Tak U B COCTaBe
KOPMOpaTUBHOMN WM YaCTHOW aHMuUBUpPYCcHOU cemu, ynpasisieMon KakuM-ambo cepsepom
yeHmMpanu308aHHoU 3auumel. Takon pexkum paboTbl Ha3bIBAETCA pEXUMOM YeHMpaau308aHHOU
3awjumel. Vicnonb3oBaHMe 3TOro pexxMma He TpebyeT yCTaHOBKW AOMOJHUTENBHOIO
nporpaMMHoOro obecrneyeHus, nepeycraHoBkn nan yaanenns Dr.Web Desktop Security Suite.

e B asmoHoMHOM pexume 3alLmLL@eMblil KOMMbIOTEP HE BKAOUEH B @aHTUBMPYCHYHO CETb U
yrnpaBAseTca NokanabHO. B 3ToM pexxnme KOHOUIypaLMOHHbIV U INLEH3NOHHBIA KNHOUYEBOW
barinbl HaxoAATCA Ha NoKanbHbIX Anckax, a Dr.Web Desktop Security Suite noaHocTbrO
ynpaBAfeTca ¢ 3awmiaeMoro koMmnbtotepa. O6HOBAEHUA BMPYCHbIX 6a3 NoayyaroTcs ¢
cepBepoB OH6HOBAEHWI KOMMNaHUK «/lokTop Beb».

e B pexume yeHmpanusosaHHoU 3auyumel 3aLLMTOM KOMMbIOTEPA YNpaBAseT cepBep
LeHTPaAn30BaHHOW 3aLnTbl. B 3TOM pexxnme HekoTopble yHKUMK 1 HacTponkmn Dr.Web
Desktop Security Suite MoryT 6bITb U3MeHeHbl UM 3ab10KMPOBaHbI B COOTBETCTBUM C 0bLLel
(KopnopaTVBHOW) CTpaTernen aHTMBMPYCHOW 3aLLMTbI, MPUHATON B @aHTUBUPYCHOW ceTu. B aTom
pexunmMe Ha KOMMbIOTEPE MCMOb3YETCH 0COObIM MNMLEH3NOHHbIV KNHOUEBOW $aitn, NOAYUYEHHbIN
OT BbIOpaHHOro cepBepa LeHTPaan30BaHHOW 3aLUuThl, K KOTOpOMy noakatoveH Dr.Web
Desktop Security Suite. JIMUEH3NOHHbIA AN 4EMOHCTPALMOHHbIV KNtoueBOM dainn
noJsb30BaTeNs, €I OH UMEEeTCA Ha JIOKaJIbHOM KOMMbIOTEPe, He ncnoab3yetca. Ha cepsep
LEHTPaN30BaHHOM 3alUMTbl OTCblIAaeTCs cTaTncTnka pabotel Dr.Web Desktop Security Suite,
BK/IFOYaA CTaTUCTUKY MHLMAEHTOB, CBA3aHHbIX C BpefOoHOCHbIM 0. ObHOoBAEHWE BUPYCHbIX 6a3

PyKOBOACTBO noJsib3oBarena
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Tak>Ke BbIMOJIHAETCA C cepBepa LEeHTPann3oBaHHOM 3aLnThbl. HacTpolika pexxrma
LLeHTpasM30BaHHOM 3aLnTbl onucaHa B PykoBoacTBe agMuHucTpaTopa Dr.Web Enterprise
Security Suite no ynpaenenuto Dr.Web Desktop Security Suite.

e B mobussHom pexcume Dr.Web Desktop Security Suite nonyyaet 06HOBAEHUS BUPYCHBIX 6a3 €
cepBepoB 0H6HOBAEHWUI KOMMNaHWUK «[JokTop Beb», HO NCNob3yeT N0KabHO XpaHALLMeCcs
HaCTPOWMKM M OCOBbIA INLEH3NOHHbIA KNtoUeBOW dains, NoNyUYeHHble OT cepBepa
LEeHTPaM30BaHHOM 3aLUUTbI.

Ecnn Dr.Web Desktop Security Suite paboTtaet noa ynpasaeHvem cepBepa LeHTPasn30BaHHOM
3aWWmThl (B TOM YnCae N B MOOBUNBHOM pexXunme), TO CaesytoLme BO3MOXHOCTU BAOKNPYHOTCS:

® yAaneHve INLEH3VOHHOTO Kto4eBoro darnna B MeHeaxxepe MLEH3NR;

e 3anyck O6HOB/IEHWNI BPYYHYIO Y HAaCTPOWKM NapamMeTpoB OOHOBAEHWS;

e HacTpoWKa napaMeTpoB NpoBepkn 06bekTOB PannoBon cucteMbl CkaHEpPOM.

BO3MOXHOCTb HAaCTPOMKN MOHUTOpPa darnosor cucteMsl SplDer Guard, a Tak>ke ero BKAOYeHUs

1 BbikNtoUeHuns npu pabote Dr.Web Desktop Security Suite nog ynpasneHvem cepsepa
LLleHTPaNN30BaHHOM 3alUWTbl 3aBUCUT OT pa3peLLleHnli, 3ajaHHbIX Ha cepBepe.

@ B pexwume LieHTpan“3oBaHHOM 3aLUMTbl HEAOCTYMHA NPOBEPKA MO PaciyCaHuIo.

Ecnun Ha cepBepe LieHTpanM30BaHHOW 3aLUMTbl BK/IHOYEH 3amnpeT Ha 3amyck NpoBepKu
nosb3oBaTeneM, TO CTpaHu1La 3anycka ckaHMpoBaHus U KHorka CkaHep Ha okHe Dr.Web
Desktop Security Suite 6yayT HefOCTYMHbI.

an/IHLI,I/II'IbI LI,EHTpaﬂVI3OBaHHOI7I 3allinTbl

PewweHuns komnaHum «JokTop Beb» no opraHnsauum LLeHTpaaM30BaHHOM aHTUBUPYCHOM 3aLuThl
MMET KINEHT-CEPBEPHYHO apXMUTEKTYPY (CM. UANKOCTPALNIO HUXKE).

KomnbroTepbl KOMNaHUM AN NOAb30BaTeNen nocTasLimka [T-ycayr 3awmwarotca oT yrpos
JIOKA/IbHbIMU GHMUBUPYCHLIMU KOMNOHeHmMamu (B AaHHOM cnydae npogyktom Dr.Web Desktop
Security Suite), koTopble obecneumBatoT aHTUBUPYCHYHO 3aLLUTY U NMOALEPXKUBAIOT COEAMHEHNE C
CepBepoOM LeHTPaNN30BaHHOW 3aLLUTbI.

PyKOBOACTBO noJsib3oBarena
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Cepsep
LeHTPaIN30BaHHOM
3aLmnThbl

CeTb Ha ocHoBe TCP, NetBIOS

AgmMuHUCTpaTop

. ====JlocTyn 4epe3 HTTP/HTTPS
aHTUBMPYCHOW ceTn

i a 3alMLLEHHbI Mepenaya obHOBNEHUI Yepe3
NOKaNbHbIA KOMMbIOTEP HTTP

CepBep 06HOBAEHWUI
KoOMnaHun «JJokTtop

Beb»

PucyHok 1. Jlornueckas cTpyKkTypa aHTUBMPYCHOW CETU

O6HoBeHME 1 KOHOUTYpaLMA IOKaNbHbIX KOMMOHEHTOB MPOM3BOANTCA Yepes cepsep
yeHmMpanusosaHHol 3auwjumel. Becb NOTOK KOMaHJ, AaHHbIX U CTaTUCTMYECKON nHbopMauun B
aHTVMBUPYCHOW CeTU TakXe NPOXOAMNT Yepes cepBep LIeHTpaM30BaHHOM 3almTbl. O6bem
Tpaduka Mexay 3alluLLeHHbIMY KOMMbIOTEPAMU U CEPBEPOM LEHTPANIN30BaHHON 3aLUUThI
MO>KeT ObITb BeCbMa 3Ha4MUTeNbHbIM, MO3TOMY NMpeayCcMaTpMBaeTCA BO3MOXHOCTb €ro CkaTus.
Wcnonb3oBaHuve WwindpoBaHus nNpu nepesave AaHHbIX NO3BOASET M3bexaTb pa3rialleHns
LLleHHbIX CBeZeHWN 1 NOAMEHbI NPOrpaMMHOro obecneyeHus, 3arpy>kaemMoro Ha 3aluileHHble
KOMMbHOTEPbI.

Bce HeobxoaVMble OBHOBNEHMSA 3arpy>KatoTCa Ha CepBep LeHTPaAn30BaHHOW 3aLuThbl C
cepBepoB 06HOBAEHN KOMMaHUK «/JokTop Beb».

PyKOBOACTBO nonb3oBaTtend
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N3mMeHeHns B KOHOUrypaLmMm NOKabHbIX aHTUBUPYCHBIX KOMMOHEHTOB U NepeAada KOMaH/
OCYLLLeCTBNAETCA CEPBEPOM LiEHTPasIM30BaHHOM 3aLUMTbI MO YKa3aHUO aAMUHUCTPATOPOB
aHTUBUPYCHON ceT. ALMUHUCTPATOpPbI YNPaBastoT KOHOUrypaLmen cepBepa LeHTPaan30BaHHOM
3aLWWTbl U GOPMUPOBAHNEM @HTUBUPYCHON CETU (B YaCTHOCTU, MOATBEPXKAAIOT NPaBOMEPHOCTb
NOAKNHOUEHUS IOKaNbHOW CTaHLMM K CETH), @ TakXKe, NPU HEOBXOAMMOCTH, 3a4at0T HaCTPOMKM
PaboTbl KOHKPETHBIX IOKaNbHbIX aHTUBUPYCHBIX KOMMOHEHTOB.

& JNlokanbHble aHTUBUPYCHbIE KOMMOHEHTbI HECOBMECTUMbI C aHTUBUPYCHBIM MPOrPaMMHbIM
obecneyeHnem Kak Apyrmx KOMMaHui, Tak u aHTUBUPYCHbIMU pelueHnamun Dr.Web, He
NoAAEPXKMBAOLLUMK PEXMM LIEHTPasIM30BaHHOM 3almnTel (Hanpumep, Dr.Web gna Linux
Bepcum 5.0). YcTaHOBKa ABYX aHTUBMPYCHbIX MPOrpamMm Ha OAHOM KOMMbIOTEPE MOXEeT
MPVBECTU K OTKa3dy CUCTEMbI WU NOTEPe BaXKHbIX JaHHbIX.

B pexxvme LieHTpann3oBaHHOWM 3aLLMTbl BO3MOXEH 3KCMOPT U COXPaHEHME OTYETOB O
dyHkumoHnposaHun Dr.Web Desktop Security Suite ¢ nomoLLbio cepBepa LieHTpaan3oBaHHOM
3awmThbl. [ogaep>kmBaeTca 3KCNOPT 1 coxpaHeHue otyetoB B dopmaTtax HTML, CSV, PDF n XML.

MoaknoueHme K cepBepy LEeHTPa/IM30BaHHOM 3aLUThI

Dr.Web Desktop Security Suite MoxeT 6bITb MOAKNHOUEH K CEPBEPY LEHTPAIM3OBAHHOM 3aLUUTbI
aHTUBMPYCHOM CETU CaeAyroLwmnMmM cnocobamu:

e Ha Bkaazke Pexum cTpaHuLbl Hactpoek okHa Dr.Web Desktop Security Suite;

® Mpu MNOMOLLM KOMaH/Abl esconnect YyTUANTbI yNpaBAeHNS U3 KOMaHAHOVI CTPOKM drweb-ctl.

@ [nsa BepudukaLmm cepepa LEHTPaNIM30BaHHONM 3aLLMTbl MCMONb3YEeTCA cepTuduKar,

: COOTBETCTBYHOLLMI YHUKANBHOMY OTKPBLITOMY KAHOUY LWMGPOBaHNUA, NCMOAb3YEMOMY
cepBepoM. 10 yMONUaHMIO areHT LieHTpaam3oBaHHoM 3awmutbl Dr.\Web ES Agent He
MO3BO/INT NMPOW3BECTU MOAK/IOUEHME K CEPBEPY, €CNN Bbl He yKaxeTe daiin ceptndumkata
cepBepa, K KOTOPOMY MPOU3BOAUTCA NogkatoveHme. Pann cepTudmrkata HeobxoAMMO
npeABapuTENbHO MNOAYUUTb Y aAMUHUCTPATOPa aHTUBUPYCHOM CeTW, 06CNy>KBaeMOoW
CEpPBEPOM, K KOTOPOMY Bbl XOTUTE noakarounts Dr.Web Desktop Security Suite.

Ecnn Dr.Web Desktop Security Suite nogkaroueH K cepBepy LEeHTPaan30BaHHOM 3aLLUnTbI, TO
MMeeTCA BO3MOXHOCTb NMepeBecTn ero B MOBW/IbHBIV PEXUM W BEPHYTb Ha3aj B PeXnMm
LLeHTpaAn30BaHHOW 3alUmThl. BkatoueHme v Bbik/toUeHe MOBUNBHOTO pexxmnmMa peryampyeTcs
napamMeTpom KoHdurypaumm MobileMode koMmnoHeHTa Dr.Web ES Agent.

| Bo3moxxHocTb nepexoga Dr.Web Desktop Security Suite B MOBWIBHbIN pexxum paboTbl
: 3aBUCUT OT pa3peLleHni, 3aaHHbIX Ha NCMONb3yEMOM CepBepe LieHTPaNn30BaHHOWM
3aLunTbI.

PyKOBOACTBO noJsib3oBarena
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OTK/IlOUEHMe OT cepBepa L,eHTPaIn30BaHHOMN 3alUTbI

Dr.Web Desktop Security Suite MoXeT ObITb OTK/IFOUEH OT cepBepa LieHTPaM30BaHHOM 3alMThbl
aHTUBUPYCHOW CeTU CeAytoLLIMMMN crocobamm:

e Ha BkJazke PeXXum cTpaHuLbl Hactpoek okHa Dr.Web Desktop Security Suite;

e MpyV NOMOLLM KOMaHAbl esdisconnect YTUAWUTbI yNPaBAEHUA N3 KOMaHAHOW CTPOKM drweb—
ctl.

PyKOBOACTBO nonb3oBaTtend
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4. CncremHble TpeboBaHMA N COBMECTUMOCTb

B aTom pasaene

e CuctemMHble TpeboBaHus

e [lepeyeHb Nogaep>KMBaeMbIx BeDCI/II\/’I onepaunroHHbIX CNCTEM

e Tpebyemble AOMNOAHUTEbHbIE KOMMOHEHTbI 1 MaKeThbl

o COBMECTMMOCTb C KOMMNOHEHTAMW ONEPALMOHHbIX CUCTEM

e COBMECTUMOCTb C MoAcucTeMaMy 6e30nacHOCTU

CuctemHble TpeboBaHusA

Ncnonb3oeaHue Dr.Web Desktop Security Suite BO3MOXHO Ha KOMMbIOTEPE, YA0BNETBOPAOLLEM
cnesyowmm TpeboBaHmAM:

Mapametp

lMnamgbopma

OnepamusHas
namsamse (RAM)

Mecmo Ha
Xecmkom oucke

OnepayuoHHas
cucmema

lpouee

Tpe6oBaHus

nOA,ﬂ,erMBaI'OTCFI npoueccopbl C1eayroWLnx apxXUTekTyp n CMcteM KOMaHA:

Intel/AMD: 32-6uT (IA-32, x86); 64-6u1T (x86-64, X64, amd64);
ARM®64;

E2K (37166pyc);

IBM POWERY, Power10 (ppc64el)

He meHee 500 Mb cBobosHOM onepaTuBHOM NamsaTh (pekoMeHayetcs 1 b n 6onee).

He meHee 2 b cBOH60OAHOrO ANCKOBOrO MPOCTPaHCTBa Ha TOMe, Ha KOTOPOM
pa3meluatoTcs katanorn Dr.Web Desktop Security Suite.

GNU/Linux Ha ocHoBe sigpa Bepcun 2.6.37 namn 6onee nosgHer, ncnonbsyrowas PAM
n bubanoTeky glibc Bepcumn 2.13 nam 6osee NO3AHIOK, CUCTEMY MHULMAAN3ALMN
systemd Bepcum 209 nam 6osee NO34HIOH.

MepeyeHb noaaep>kmBaeMbix AnctprbyTneos GNU/Linux npuBeseH Huxe.

Hannune ceteBoro NoAKNHOUEHNA!

e [loakntoUeHMEe K MHTEPHETY A5 3arpy3k 0OHOBAEHWIA, a TakxKe Ans obpalleHuns K
Dr.Web Cloud (npn Hannumm cOOTBETCTBYIOLLENO Pa3peLLeHns OT Nob30BaTeNs).

e Npw paboTe B pexkMme LLeHTPaIM30BaHHON 3aLLNThl JOCTaTOYHO TONbKO
NOAK/IHOUEHMS K UCMOIb3YEMOMY CepBepPY B paMKax IOKaNbHOW CeTU, JOCTYN B
WHTEPHET He TpebyeTcs.

PyKOBOACTBO nonb3oBaTtend
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ili [Ana koppekTHOW paboTbl komrnoHeHTa SplDer Gate saapo OC fonxHO HbITb cObpaHo co
: BKJIFOUEHWNEM CIeAYOLLMX OMLIMIA:
o CONFIG_NETLINK_DIAG, CONFIG_INET_TCP_DIAG;

o CONFIG_NF_CONNTRACK_IPV4, CONFIG_NF_CONNTRACK_IPV®6,
CONFIG_NF_CONNTRACK_EVENTS;

o CONFIG_NETFILTER_NETLINK_QUEUE,
CONFIG_NETFILTER_NETLINK_QUEUE_CT, CONFIG_NETFILTER_XT_MARK.

KoHkpeTHbI Habop TpebyeMbix OMNLUIA U3 YKa3aHHOTO MepeYHs MOXEeT 3aBUCETb OT
ncnosnbsyemoro anctpmbytmea OC GNU/Linux.

[na obecneyeHus npaBuabHoM pabotel Dr.Web Desktop Security Suite 4oKHbI ObITb OTKPbITHI
cneayroLme nopTbl:

HasHaueHue HanpaBneHune Homepa noptoB
[ns nonyyeHns obHoOBAEHWMI NCXOAALLNIA 80
[nsa coeamHeHns c obnavHbIM NCXOAALLNIA 2075 (B Tom uncne ana UDP),
cepsucom Dr.Web Cloud 3010 (TCP),
3020 (TCP),
3030 (TCP),
3040 (TCP)

& Dr.Web Desktop Security Suite HeCOBMeCTUM C APYTMMY aHTUBUPYCHBIMW MPOrPaMMamMu.

: Tak KaK ycTaHOBKa ABYX aHTUBUPYCOB Ha OAMH KOMMbIOTEP MOXET MPUBECTU K OLuMbKam B
CUCTEME 1 MoTepe BaxKHbIX AaHHbIX, nepes yctaHoBkor Dr.Web Desktop Security Suite
yAanvTe C KOMMNbroTepa Apyrue aHTMBMPYCHblE NPOrpamMMbl.

nepel-IEHb nogaep>XxnBaemMbix BEpCI/II7I onepaumnoHHbIX CUCTEM

MNoazep>xunsatoTca cnegyrowme anctpubyTmebl GNU/Linux:

Mnardopma Mopaep>xuBaemble Bepcun GNU/Linux

x86_64 e Astra Linux Common Edition (Open) 2.12;

e Astra Linux Special Edition 1.6 (c KyMyAsTUBHbIM NaTyeM
20200722SE16), 1.7, 1.8;

e CentOS 7, 8;

e Debian 9, 10, 11, 12, 13;

e Fedora 37, 38;

e Red Hat Enterprise Linux 7, 8, 9;

e SUSE Linux Enterprise Server 12 SP3;

PyKOBOACTBO noJsib3oBarena
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Mopaep>xuBaemble Bepcun GNU/Linux

e Ubuntu 18.04, 20.04, 22.04, 22.10, 23.10, 24.04;
e Anbt 8 CIT;

e AnbT Pabouas ctaHuuma 9, 10, 11;

e AnbT CepBep 9, 10, 11;

e [ocnmHykc IC6;

e PEJ1 OC 7.2 MYPOM, PEZ OC 7.3 MYPOM, PEZL OC 8
e CentOS 7;

e Debian 10;

e Anbt 8 CIT;

e AnbT Pabouas ctaHums 9, 10

e Astra Linux Special Edition (HoBopoccuiick) 4.7;
e CentOS 7, §;

e Debian 11, 12;

e Ubuntu 18.04;

e Anbt 8 CIT;

e AnbT Pabouas ctaHuuma 9, 10, 11;

e AnbT Cepep 9, 10, 11

e Astra Linux Special Edition (JleHnHrpag) 8.1 (¢ KyMynaTUBHbIM
natuyem 20200429SE81);

e Anbt 8 CIT;

e AnbT Pabouas ctaHuus 10;

e Anbt Cepsep 10;

e OO BK 31b6pyc-8.32 TBI1.00311-28;
e Dnbbpyc-A MUCT 1.4

e CentOS 8;

e Ubuntu 20.04

B OC 2nbb6pyc-A MUCT 1.4 n FocanHykc IC6 paboTta ¢ MaHAATHLIMW YPOBHAMM JOCTYMa He
nojAep>xunBaeTcs.

Ansa npounx anctpunbytmeoB GNU/Linux, COOTBETCTBYOLLMX OMMCAaHHbIM TpeboBaHUAM, MOAHasA
coBMecTMocTb ¢ Dr.Web Desktop Security Suite He rapaHTupyetcs. Mpu BOSHUKHOBEHUN
npobsem ¢ COBMECTUMOCTbIO C BalMM AUCTPUOYTMBOM 06paTUTECh B TEXHUYECKYHD MOALEPXKKY.

TPEGyEMble AONOoJIHUTe/ibHbleé KOMIMOHEHTbI U NaKeTbl

e ins pabotbl Dr.Web Desktop Security Suite B rpadpnueckom pexunme, a Takxe Ans 3anycka
NporpaMm yCTaHOBKMU 1 yAaneHus ans rpaduueckoro pexxmma tpebyetca Haamumne

PyKOBOACTBO noJsib3oBarena
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rpadurueckon nogcucrembl X Window System n nroboro meHegxxepa okoH. Kpome Toro, ansa
KOppeKTHOro otobpaxeHus nHavkatopa Ha naHean Ubuntu Dock moxeT notpeboBatbea
Hasn4yme AOMNONHUTENBHOW B1banoTekn (No ymonyaHuio Tpebyetca bGubamoreka
libappindicatorl).

e [1na paboTbl B rpadryeckom pexmnme NporpaMm yCTaHOBKW U YAaNEHWs, pacCUMTaHHbIX Ha
peXnM KOMaHAHOW CTPOKM, TpebyeTcs Haanume B cucteme AH060ro smynatopa TepMmnHana
(Hanpumep, xterm nan xvt).

e /1N NOBbILLIEHNA NPUBMAETMI NPOrpamMM YCTaHOBKM U yaaneHus TpebyeTtca Haamume ntobown 13
YTUANUT NOBbILWEHNA NpaB: su, sudo, gksu, gksudo, kdesu, kdesudo. Ana KoppeKTHOf/'I
paboTbl Dr.Web Desktop Security Suite Takxxe HeO6Xx0AMMO, YTODObI B CUCTEME MCMO/Ib30BANCA
MexaHun3Mm ayTeHTudpukauumn PAM.

| Ansa ynobHou pabotbl ¢ Dr.Web Desktop Security Suite n3 komaHAHOW CTPOKM
: PeKOMeHyeTCsl BKAHOUMTL aBTOAOMOHEHNE KOMaHJ, B UCMONb3yeMON KOMaHAHOM
060/104Ke, eCNn OHO He BKJIKOYEHO.

B cnyyae BO3HUKHOBEHMSA Npobaem ¢ yCTaHOBKON TpebyeMblx JOMONHUTENbHBIX NakeToB 1
KOMMOHEHTOB 0bpaTUTECh K CMPaBOYHbLIM PYKOBOZACTBAM UCMONb3yEMOro BamMu
ANCTpUbYTBa ONepaLMoHHON CUCTEMBI.

CoBMeCcTUMOCTb C KOMIMOHEHTaMM onepaumnoHHbIX CUCTEM

e MoHuTtop SplDer Guard no ymoa4aHuto MCnosb3yeT cnucteMHbln mexaHusm fanotify, a B Tex OC,
B KOTOpPbIX MexaHu3Mm fanotify He peannzoBaH Man HefOCTYNEH MO MHBLIM NPUYNHAM —
cneumanbHbln 3aepyxkaemelli Modye a0pa (LKM-modyse), noctaBaseMblii B cObpaHHOM Bue. B
coctaBe Dr.Web Desktop Security Suite noctaBastotca LKM-mogyan ana Bcex cuctem
GNU/Linux, yKka3aHHbIX Bbilwe. B cnyyae HEO6XOAMMOCTY Bbl MMeeTe BO3MOXHOCTb cobpaTtb
MOAY/b Apa CAaMOCTOATENbHO N3 MOCTaBASEMOrO UCXOAHOrO Koaa ansa atoboun OC,
ncnonb3yrowen aapo Linux Bepcun 2.6.x 1 HoBee.

ili Onsa apxutektyp ARM64, E2K 1 IBM POWER (ppc64el) paboTa c 3arpy>kaeMbiM MoAyieM s4pa
¢ (LKM) He noaaep>kmBaeTcs.

Pabota SplDer Guard uepe3 LKM He nogaep>xumBaetcs ans OC, 3anyLUeHHbIX B cpese
runepsmopa Xen. MonbITka 3arpy3kn MoAyna aapa, ncnonbsyemoro SplDer Guard, npu
pabote OC B cpese Xen MOXeT MPUBECTU K KPUTUYECKOW OLInbke aapa (T. H. owmnbka «Kernel
panic»).

Pabota SpIDer Guard B ycuneHHOM 1Au «MapaHouAaibHOM» PexXMMe (C NpeaBapuTenbHOM
610KMPOBKOW AOCTYMa K eLlle He NPOBEPEHHbIM daiiaM) BO3MOXHa TONbKO vepes
CUCTEMHBIN MexaHu3M fanotify n npu ycnosum, uto sapo OC cobpaHo ¢ akTUBHOW OnLumei
CONFIG FANOTIFY ACCESS PERMISSIONS.

PyKOBOACTBO noJsib3oBarena
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e MoHuTop SplDer Gate MoxeT KOHGAMKTOBATb C APYrMMY BpaHAMay3pamMy, YCTaHOBAEHHbIMU B
Bawen OC:

o KoHdaukT ¢ Shorewall n SuseFirewall2 (8 OC SUSE Linux Enterprise Server). B cnyuae
KOH®AMKTA € 3TUMK BpaHaMayspamu HabatogaeTcs coobuieHre o6 ownbke SplDer Gate ¢
kKogoMm x109. Cnocob ycTpaHeHusa KOHPAVKTa npuBeseH B pa3gene [Npunoxexue X.
OnwucaHwne N3BECTHbIX OLMOOK.

o KoHpaukT ¢ FirewallD (B OC Fedora, CentOS, Red Hat Enterprise Linux). B cnyyae koHbAnKTa
¢ 3Tum HBpaHamay3pom HabarogaeTca coobueHne 06 owmnbke SplDer Gate ¢ kogom x102.
Cnocob ycTpaHeHus KoHdANKTa NpuseseH B pa3gene [Npunoxenune XK. OnvcaHune
N3BECTHbIX OWKNOOK.

e B cnyuae ecnm B coctaB OC BktoueH NetFilter Bepcumn maadwe 1.4.15, B pabote SplDer Gate
BO3MO>HO BO3HWKHOBEHWE C/iesytoLLein NpobaemMbl, CBS3aHHOM C BHYTPEHHEWN OWNOKOM B
peanunsauuum NetFilter: npu BoikntoueHun SplDer Gate HapyLluaeTcsa paboTa ceTw.
PekomeHayeTcs 06HoBUTL OC g0 Bepcun, Bkatovatowent NetFilter Bepcum 1.4.15 nam Hosee.
Cnocob ycTpaHeHus yka3aHHOW npobaembl npuBeseH B pasgene [punoxeHve X. OnvcaHve
N3BECTHbIX OWMNOOK.

e B wratHom pexume pabotbl MoHMTOp SplDer Gate coBMecTM CO BCEMM MOJ/Ib30BaTENbCKUMU
MPUOXKEHUAMM, UCMOL3YHOLLIMMU CeTb, BKOYas Beb-6pay3epbl 1 NOYTOBbIE KANEHTbI. [ns
KOPPEeKTHOW NPOBEPKM 3aLUMLLEHHbIX COeAVHEHM HeobxoamnMo aobasuTb cepTndmkat Dr.Web
Desktop Security Suite k nepeuHto foBepeHHbIX CepTUPUKATOB TeX NMPUIOXKEHWNI, KOTOpbIe
MCMOb3YHOT 3aLUMLLEHHbIE COEANHEHNA (Hanpumep, Beb6-6pay3epoB 1 MOUTOBBIX KJIVEHTOB).

e [locne BHeceHWsa n3MeHeHM B paboTy MoHuTopa SplDer Gate (BkatoueHue paHee
OTK/IFOYEHHOTO MOHUTOPA, U3MEHEHME PeXMMa MPOBEPKN 3aLLMLLEHHBIX COEAVHEHNN)
HeobXxoANMO nepes3anyckame NOYMoegele KAueHMsl, CNoab3ytoLme npotokon IMAP ana
NONyYeHNs COODLLEHNIA 3N1EKTPOHHOW NOYTbI C MOYTOBOrO CepBepa.

CoBMeCcTUMOCTb € nogcucreMmamm 6e3onacHoOCTn

Mpw HacTpowkax no ymondaHuto Dr.Web Desktop Security Suite He coBMecTUM ¢ NOACUCTEMO
6e3onacHoctu SELinux. Kpome Toro, no ymonuanuio Dr.Web Desktop Security Suite pabotaet B
pexunme orpaHMyYeHHOW PyHKLMOHaNbHOCTM B cuctemax GNU/Linux, MCNOAb3YOWMX MaHAaTHbIe
MOZeNn JoCTyna (HanpuMep, B CUCTeMaX, OCHALLEHHbIX MOACNCTEMON MaHAATHOIO AOCTyNa
PARSEC, oCHOBaHHOW Ha NPUCBOEHUN NOb30BaTeNIM U daiiaM pas3/InyHbIX YPOBHEN
NPUBUAETNI, Ha3biBaeMbIX MaHAATHbIMW YPOBHAMM).

[nsa yctaHosku Dr.Web Desktop Security Suite Ha cuctemax ¢ SELinux, a Tak>xe Ha cUcCTeMb,
NCMoNb3yloLMe MaHAaTHble MOAENN AOCTYNa, MOXET NoTpeboBaTbCA AONONHUTENbHASA
HacTpoWika nogcuctem 6€30MacHOCTU ANA CHATUA OrpaHMYeHnin B GyHKLMoHMpoBaHun Dr.Web
Desktop Security Suite. NMoapobHee cm. pa3gen Hactporika noacvcrem 6e30macHOCTy.

PyKOBOACTBO noJsib3oBarena
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5. /inueHsnpoBaHune

MNpaBa nonb3oBaTens Ha ncnoab3osaHue konun Dr.Web Desktop Security Suite noaTsep>xaatoTcs
W peryanpyroTcs anueH3snen, npuobpeTeHHOM Nosb3oBaTtenem y KomnaHum «Jloktop Beb» nam ee
napTHepoB. [apaMeTpbl IMLIEH3MK, PEryAVpYIoLL e NpaBa Noib30BaTes, yCTaHOBAEHbI B
COOTBETCTBUM C JINLIEH3VOHHBIM cornalieHnem O, ycaosma KOTOPOro NPUHUMAaOTCA
nosb3oBaTtesnem npu yctaHoBke Dr.Web Desktop Security Suite Ha cBor koMnbtoTep. B anueH3unn
bukenpyertcs nHGopmaLms o Nonb3oBaTese U NPOoJaBLEe, a TakxKe NnapaMeTpbl NCMOb30BaHUA
NprobpeTeHHOM KOMUK NPOAYKTa, B YaCTHOCTU:

e NepeyeHb KOMMOHEHTOB, KOTOPble pa3peLLeHO NCNOAb30BaTb AaHHOMY NOAb30BaTeNto;
e Mepunog, B TeUeHMe KOTOPOro paspeLleHo ncrnonbsosaHne Dr.Web Desktop Security Suite;

e Jpyrne orpaHuyeHuns (B YaCTHOCTU, KOANYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLLeHo
ncnonb3oBaTtb NprnobpeteHHyto konuo Dr.Web Desktop Security Suite).

Kaxkgoi nnmueH3nm Ha NCnonb3oBaHMe NPorpaMMHbIX MPOAYKTOB KOMMNaHuW «/Joktop Beb»
COMOCTaB/EH YHMKaNbHbIN CEPUAHBIA HOMEP, @ Ha I0KaJlbHOM KOMMbIOTEPE C INLEH3NEN
CBA3bIBAETCA CreumanbHbl Gann, peryampyrowmnin paboty komnoHeHtos Dr.Web Desktop
Security Suite B cooTBeTCTBUM C NapaMeTpamu AnLieH3nn. OH Ha3bIBAETCA JUYEH3UOHHbIM
K/Iro4YesbIM gatiiom.

[ns npeaBapUTENbHOTO 0O3HAKOMJIEHUS C BO3MOXHOCTAMU NMPOAYKTa Bbl MOXETE aKTUBUPOBATh
deMoHCMpayuoHHsIlU nepuod. MNpun akTMBaLUN 4EMOHCTPALIMOHHOIO Nepuoja Bbl NosyyaeTte
NpaBoO Ha MOJIHOLLEHHOE MCMOAb30BaHWe ycTaHoBeHHOW konun Dr.Web Desktop Security Suite B
TeyeHue BCEro 3TOro Nepunosa, eCan He HapyLLleHbl YCN0BMSA ero aktnaaumu. [Npu aTom Takxke
aBTOMaTM4eckn GopmupyeTcs cneumanbHbIi KNtoueBon dais, HasbiBaeMblin
0eMOHCMPAyUOHHbIM.

Mpw OTCYTCTBUN AEWCTBYOLLLEN NNLEH3UN UM aKTUBUPOBAHHOIO AEMOHCTPALMOHHOIO nepunosa
(B TOM umncne, ecam Cpok AeNCTBUA paHee NPUOBPETEHHOWN INLEH3UW UW AEMOHCTPALMOHHbIN
nepuoga ncrek), aHtmeupycHole dyHkumm Dr.Web Desktop Security Suite 610kupytoTtcs, kpome
TOro, CEPBUC perynspHbiXx 06bHOBAEHMI BUPYCHBIX 6a3 Dr.Web c cepBepoB 06HOBNEHUN
KoMmnaHum «/loktop Beb» ctaHOBUTCA HeAOCTYMNHbIM. OZHAKO MMeeTCst BO3MOXHOCTb
aktusmpoBatb Dr.Web Desktop Security Suite, nogkntoumB ero Kk cepBepy LLeHTPanM30BaHHON
3aLUMTbl QHTUBNPYCHOW CETV NPEANPUATUS UAN aHTUBMPYCHOWN CETWU, OPraHU30BaHHOW MHTEPHET-
npoBangepom. B aTom cnyyae ynpaBaeHne aHTUBUPYCHbIMU QYHKLMAMY 1 OOHOBAEHUAMM
KOMWW NPOAYKTA, YyCTAHOBNEHHOM Ha KOMMbIOTEPE B COCTaBE aHTUBMPYCHOW CeTM, BO31araeTcs Ha
cepBep LeHTPaAn30BaHHOW 3aLLMThbI.

PyKOBOACTBO noJsib3oBarena
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6. YctaHOBKa U yaaneHme

B sTOM pa3zene onucbiBatoTCA npoueaypbl yctaHoBkY 1 yaaneHusa Dr.Web Desktop Security
Suite, a Tak>Xe npoueaypa NosyyYeHns TekyLwmnx 06HOBAEHUIA 1 NpoLeaypa Nepexosa Ha HOBYH
BEPCMIO, ECIN Ha BalleM KoMmnMbtoTepe yxe yctaHoBnaeH Dr.Web Desktop Security Suite 6onee
paHHeW BepCUM.

Kpome 3TOro, B 3TO0M pasgene onvcaHa npoueaypa BbIbOPOUYHON YyCTaHOBKM U yaaneHns
komnoHeHToB Dr.Web Desktop Security Suite (Hanpumep, ans ycTpaHeHNUs OWMOOK, BOZHUKLLNX
B npouecce akcryatauun Dr.Web Desktop Security Suite, nav ans yctaHoBky NpoAyKTa ¢
OrpaHNyeHHbIM HabopoM dYHKLMI) 1 HacTPOKMKa pacLUMpPeHHbIX NOACMCTEM 6e30MacHOCTH
(Takmx kak SELinux), utTo Mo>xeT noTpeboBaTbCA NPM YCTAaHOBKE WM B MpoLecce 3KCrnayaTaumm
Dr.Web Desktop Security Suite.

[na ocywecTBneHns 3TMx onepauni HeobxoanMbl Npasa cynepnosib3oBartens (06bIYHO
nonb3osatens root). na nonyyeHns npas Cyneprnosb3oBaTens UCnonb3ynTte KOMaHAy CMeHbI
MoNb30BaTeNs su WM KOMaHAY BbIMOJHEHWA OT MMEHW ApYroro noab3oBatens sudo.

& He rapaHtupyetcs coBmectumoctb Dr.Web Desktop Security Suite ¢ aHTMBUPYCHBIMK

: nporpammamu apyrvx nponssoanTenen. Tak Kak yCTaHOBKa BYX aHTUBMPYCOB Ha OAWH
KOMMbIOTEP MOXET NPMBECTU K OLMbKam B paboTe onepaLYOHHON CUCTEMbI U NOTepe
BaXHbIX AaHHbIX, nepes yctaHoBkon Dr.Web Desktop Security Suite HacTosTenbHo
peKoOMeHAyeTCs YAaANTb C KOMMbIOTepPa aHTUBUPYCHbIE MPOrpaMMbl APYTunx
Npoun3BOANTENEN.

Ecan Ha Baliem KoMMblOTEpe yXe nMeeTca ApPYroin aHTUBMPYCHbIN NpoaykT Dr.Web,
YCTaHOBJ/IEHHBIWN M3 YHMBEPCaNbHOrO naketa (. run), ¥ Bbl XesaeTe YCTaHOBUTb eLle OAunH
aHTMBMPYCHbIN NpoaykT Dr.Web (Hanpumep, y Bac U3 yHVBepcanbHOro nakeTta yCTaHOBJ/EH
npoaykT Dr.Web Server Security Suite, 1 Bbl XOTWTe B AOMOJHEHNE K HEMY YCTaHOBUTb
Dr.Web Desktop Security Suite), To npesBaputesbHO ybeanTech, UTO BEPCUS yXKe
YCTaHOBAEHHOTO MpoaykTa coBnazgaet ¢ Bepcuein Dr.Web Desktop Security Suite, koTopyro
Bbl MAaHWpyeTe YCTaHOBUTb. ECM Bepcus, KOTOPYHo Bbl COBMpaeTech YCTaHOBUTb, HOBeE,
Yem Bepcus NPOJYKTa, KOTOPbIN y>Ke YCTaHOBJIEH Ha BalleM KOMMbIOTEPE, Nnepes Hayaaom
YCTaHOBKW AOMOJHUTENBHOTO NPOAYKTa 0OHOBUTE YXKe YCTaHOB/IEHHbIN MPOAYKT AO
Bepcum Dr.Web Desktop Security Suite, KOTOpPYIO Bbl XOTUTE YCTaHOBUTL JOMOJIHUTENBHO.

ﬂ'OI'IO.I'IHl/ITe.I'IbHOI

e YctaHoBka Dr.Web Desktop Security Suite

e O6HoBaeHMe Dr.Web Desktop Security Suite

e YpaneHve Dr.Web Desktop Security Suite

HacTpoika noacuctem 6e3onacHoCTm

MakeTbl 1 danasl Dr.Web Desktop Security Suite

BbibopoUHble yCTaHOBKA U YAaJleHNE KOMOOHEHTOB
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6.1. YctaHoBka Dr.Web Desktop Security Suite

Bbl moxeTe yctaHoBuTb Dr.Web Desktop Security Suite ogHum 13 aByx cnoco6os:

1. 3arpysuB c caita koMnaHuu «fJoktop Beb» ycTaHOBOUHBIN daiin, NpeacTaBAAOLLMIA COOOM
YHMBEpPCa/bHbIN NakeT Ana Unix-cuctem, cCHabXXeHHbIV NporpaMMamu yCTaHOBKM B
rpaduyeckom pexnmMe 1 pexxrmMe KOMaHAHOW CTPOKM (B Hayane ycTaHOBKM ByaeT 3anyLieHa
OflHa U3 HWX B 3aBUCMMOCTW OT BO3MOXHOCTEW OKPY>XKEeHMS).

2. BbinosnHme yctaHoBky Dr.Web Desktop Security Suite B Buge Habopa HatnBHbIX NakeToB (414
3TOro noTpebyeTca NOAKNOUNTLCA K COOTBETCTBYHOLLIEMY PEMO3UTOPUIO NakeToB KOMMNaHUu
«[lokTop Beb»).

ili B Anbt 8 CIM n apyrnx OC, ncnonb3yroLmnx ycTapeBLUve BepCuM MakeTHOrO MeHeaXepa,
: pekomeHayeTcs ycTaHaBamatb Dr.Web Desktop Security Suite n3 yHuBepcanabHoro
nakeTa.

Mocne ycraHoskn Dr.Web Desktop Security Suite nogcucrema IMA/EVM OC Anbt 8 CI1
11100-01 moxxeT BblgaBaTh NpeaynpexaeHne o BO3MOXXHOM HapyLUEHWMW LIeJIOCTHOCTH.
YTtobbl M3bexxaTh 3TOro npeaynpexgaexuns, nocne ycraHosku Dr.Web Desktop Security
Suite BbINONHUTE KOMaHAY:

# integalert fix

OC Anbt 8 CIM 11100-02 1 OC AnbT 8 CIM 11100-03 He noaBep>keHbl 3TON Npobaeme.

@ Mocne ycraHoBku Dr.Web Desktop Security Suite 1t06bIM 13 yKa3aHHbIX B 3TOM

: PYKOBOACTBe COCO60B B Hayane paboTbl BaM NoTpebdyeTcs akTMBMPOBATh JINLEH3UIO UK
yCTaHOBUTbL KAtoveBoW dai. Kpome Toro, Bbl MoxeTe nogkntounts Dr.Web Desktop
Security Suite K cepBepy LieHTpasM30BaHHON 3aLUmMTbl (NogpobHee cM. pasgen
JlvueHsnposaHue). [lo Tex Nop, Noka Bbl 3TOr0 He caenaete, PyHKYUU aHmueupycHol
3awumel 6y0ym omkirodeHsl. Kpome Toro, B psge cydaeB HeOOXO4MMO BbINMOAHUTb
OCHOBHYHO HacTpoiiky 6a3oBol dyHkumoHanbHocT Dr.Web Desktop Security Suite, kak

onuvcaHo B pasgene Hayasno paboTbl.

Ecnv B cncTeme 3anylueH NoyToBbI KAMEHT (Takon kak Mozilla Thunderbird),
MNCMONb3YHOLNIA ANS NOJAYYEHNS COOBLLEHNIN SNEKTPOHHOW NoyTbl npotokon IMAP, ero
HeobXxo4MMO Mepe3anycTuTb NoC/e 3aBEPLUEHNSA YCTAHOBKM aHTUBMPYCa Ans obecrneyeHuns
MPOBEPKY BXOAALLMX MUCEM.

Dr.Web Desktop Security Suite, ycTaHOB/A€HHbIV NH0OBIM U3 PaCCMOTPEHHbBIX B 3TOM pa3gese
CnocoboB, Bbl MOXeTe BMOCNEACTBMMN yAaaNTb AN 0OHOBUTL NPW HaNNUYUK UCNIPaBAEHUIA ANd
BXOAALLMX B HEFO KOMMOHEHTOB WK Bbixoge HoBou Bepcun Dr.Web Desktop Security Suite. Mpw
HEOBXOAMMOCTM BbINOJHUTE TakXKe HacTpoliky noacncrem 6esonacHoctn GNU/Linux ans
koppekTHou paboTbl Dr.Web Desktop Security Suite. Npu BO3HMKHOBEHUN Npobriem ¢
bYHKLMOHNPOBAHMEM OTAENbHbIX KOMMOHEHTOB Bbl MOXETE BbINMOJHUTb UX BbIOOPOYHYHO
YCTaHOBKY v yaaneHve, He yaanas Dr.\Web Desktop Security Suite uenvkom.

PyKOBOACTBO noJsib3oBarena
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6.1.1. YctaHOBKa yHUBepcanbHOro nakerta

YHuBepcanbHbii naket Dr.Web Desktop Security Suite pacnpoctpaHsaeTcs B Buge yCTaHOBOYHOIO
danna c meHeM drweb-<8epcus>-av-1inux-<niamgopmas> . run, rae <niamgopma> —
CTPOKa, yKa3sbiBatoLLas Tun naathopmsl, A8 KOTOpOKU npesHasHaueH Dr.Web Desktop Security
Suite (ans 32-6uTHbIX NaaTGopM — x86, ANA 64-O6UTHBIX NaaTPopm — amd64, armé64, e2s un
ppc6del), Hanpumep:

drweb-11.1.0-av-linux-amdé64.run

| [Janee B fJaHHOM pa3zene pyKOBOACTBA MMS YCTaHOBOYHOrO daiina, COOTBETCTBYHOLLLEE
: dopmarty, ykazaHHOMY BblILLEe, 0603HauaeTcs Kak <umMs ¢paliia .run>, a NyTb K 3TOMy daniny
— KaK <nyme Kk ¢hadiny .run>.

Bepcua Dr.Web Desktop Security Suite onpegenseTca nepebiMu AByMSA YMcaamu,
pa3feneHHbIMU TOUKOW, B UMEHW YHUBEPCANbHOMO nakeTa.

Yr10o6bI ycTaHOBUTbL KOMNOHeHTbl Dr.Web Desktop Security Suite

1. Ecamy Bac OTCYTCTBYET YCTaHOBOUHbIA Gann (YHMBEPCaNbHbIA NaKeT), 3arpy3unTte ero ¢
odumansHoro caitta & komnaHum «/Joktop Beb».

2. CoxpaHuTe yCTaHOBOUYHbIN dalin Ha XeCTKMM ANCK KOMMbIoTepa B NHOOOW AOCTYMHbIA ANA
3anucu katanor (Hanpumep, /home/ <username>, rae <username> — UMA TeKyLLEero
Mo/ib30BaTeNs).

3. Paspewwnte ncnonHeHune panna, Hanpumep, KOMaHAON:
# chmod +x <nyme Kk ¢aliny .run>

4. 3aI'IyCTl/ITe €ro Ha BbINoOJIHEHWE KOMaHp,O[/JII
# <nyme k paliny .run>

MAN BOCMONb3YWTECh CTaHAAPTHBIM GaioBbIM MeHeKepoM Baluen rpadpuryeckon 06oaouku
Kak 419 U3MeHeHMsA CBOWCTB dalna (npaB A0CTyna), Tak 1 A/F ero 3anycka.

@ B cnyyae ycraHosku Dr.Web Desktop Security Suite B cpese OC Astra Linux SE Bepcuii 1.6

: n 1.7, pabotatoLLen B pexume 3amkHymol npoepammHoli cpedel (31C), MOXKET NPOU3OUATH
OTKa3 B 3aMycke NporpaMMbl YyCTaHOBKW M3-3a OTCYTCTBMA OTKPbLITOrO KAt04Ya KOMMaHUu
«flokTop Beb» B cnvcke OBEPEHHBIX Ktoyen. B 3Tom ciyyae Heobxo4MMO BbINMOAHUTD
npeaBapuTenbHyro HacTpoiky pexuma 3IMC (cM. Hactpoiika 3anycka B pexkume 3M1C (Astra
Linux SE, Bepcuu 1.6 1 1.7)), nocne yero 3anyctutb NporpaMMy yCTaHOBKM MOBTOPHO.

Mpw 3TOM ByaeT NpoBepeHa LieNOCTHOCTb apx1Ba, 3aTeM dalibl, cogepikallinecs B apxvBe,
6yayT pacrnakoBaHbl BO BPEMEHHbI KaTanor 1 aBTOMaTUYeckm 3anycTuTcs nporpaMmmMa
ycTaHoBkW. Ecnm 3anyck 6611 oCyLLecTBieH He C MpaBaMu Cyneprnosib3oBaTtens, To NporpamMmma
yCTaHOBKM aBTOMAaTMYECKM MOMbITAETCS NMOBbLICUTbL CBOW MPaBa, 3anpocKB Naposib
(ucnonb3yetcsa ytmanta sudo). ECm nonbiTka NoBbILEHUS NPaB OKOHUUTCSA Heyaayel,
yCTaHOBKa byAeT OTMeHeHa.

PyKOBOACTBO noJsib3oBarena
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Ecan pasgen ¢pannoBon cuctemsl, COAep>Kallinii BpeMeHHbI KaTanor, He nMeet
[0CTAaTOYHOrO KOAMYecTBa CBOOOAHOMO MecTa A/ pacnakoBKM AUCTPUBYTUBA, MpoLiecc
YCTaHOBKW ByAeT 3aBepLUeH Noc/ie BblAaun COOTBETCTBYHOLLEro coobLleHuns. B 3Tom ciyyae
MOBTOPWTE PacnakoBKY, U3MEHMB 3HaYeHne CUCTEMHOM NepeMeHHON OKpyXeHus TMPDIR
Takum 06pa3om, YTobbl OHa yKasblBasa Ha KaTafor B pa3gese $hainioBol CUCTEMDI,
MMEOLLEM OCTaTOYHOE KOJIMYECTBO CBOBOAHOIO MecTa. Takxke Bbl MOXETE
BOCMOJIb30BaThbCs KAKOUYOM PacrnakoBKM B yKa3aHHbIN KaTanor —-target (cM. pasgen
Bbi6opoyHble yCTaHOBKA W yiaieHVe KOMIOHEHTOB).

B 3aBMCMMOCTM OT BO3MOXHOCTEM TEKYLLEro OKPY>KEHWNS, B KOTOPOM NPOU3BEAEH 3aMycK
AMcTpnbyTrBa, 3aNyCTUTCA OfHa U3 NPOrpaMM YCTaHOBKW, BXOAALLMX B COCTaB AUCTPUOYTMBa:

e MporpamMMa yCtTaHOBKW ANA rpadrueckoro pexmma;

® rNporpamMma yCTaHOBKW ANA PeEXKMa KOMaH/HOW CTPOKM.

Mpwn 3TOM NporpamMmMa yCTaHOBKM ANS pexXMMa KOMaHAHOW CTPOKW 3amnyCcTUTCS
aBTOMaTUYeCKM, eCIM HEBO3MOXHO 3amnyCTUTb MPOrpamMmMy YCTaHOBKM ANt rpaduryeckoro

pexuma.

5. CnesyiiTe MHCTPYKLMSM NPOrpaMMbl YCTaHOBKM.

VimeeTcs BO3MOXHOCTb 3anyCcTtnTb NporpamMmmy yCctaHOBKK B NOJIHOCTbHO aBTOMAaTUYECKOM
pexwnme, BbINOJIHMB KOMaHAY:

# <nyme k paliny .run> -- --non-interactive

B aTOM cnyyae nporpamma ycraHoBKkM ByaeT 3anyLieHa B MOAHOCTbIO aBTOMaTUYECKOM pexmMe,
6e3 nokasa MHTepdeica nosb3oBaTensa (BkAKOUas 4Manorm nporpaMmMbl YCTaHOBKN AN PeXMMa
KOMaHJHOW CTPOKMW).

@

Vicnosnb3oBaHWe 3TOM OMNLMM O3HAYaET, YTO Bbl COr/allaeTech C YCIOBUAMM
JlnueH3noHHoro cornaweHuns Dr.\Web. O3HakoMnTbCS € TEKCTOM JINLEH3NOHHOTO
cornaweHusa nocne ycraHoku Dr.Web Desktop Security Suite Bbl MOXeTe, npounTas

dann /opt/drweb.com/share/doc/LICENSE. PaclumpeHune darnna ykasbiBaeT A3blK, Ha
KOTOPOM HanucaH TekcT JInueH3noHHoro cornaweHms. ®ain LICENSE (6e3 paclumpeHms)
XPaHUT TekCT JILeH3MoHHoro cornawenuns Dr.Web Ha aHranickom a3bike. Ecav Bbl He
CoraacHbl € ycnoBmaMM JINLEH3MOHHOIO CornalleHus, Bam caeayet yaannts Dr.Web
Desktop Security Suite nocne yctaHoOBKM.

3aI'IyCK nporpamMmmbl YCTaHOBKW B MOJIHOCTbHO aBTOMaTU4YE€CKOM pexnme Tpe6yeT Hanan4vmsa
npae CyrnepnoJsib3oBaTena (O6bIHHO noJsib3oBartenda f'OOt). ﬂ'flﬂ NOBbIWEHNA MpPaB Bbl
MO>XETE NCMONb30BaTb KOMaHAY su UK sudo.

PyKOBOACTBO noJsib3oBarena
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& Ecnm Baw anctpmbyte GNU/Linux ocHaweH noacuctemoin 6esonacHoctu SELinux, To

: BO3MOXHO BO3HMKHOBEHWE CUTyaLuu, Korga paboTta mporpammsl yCTaHOBKMW byaeTt
npepBaHa nogcucremori 6esonacHocTu. B 3Tom ciyyae Bam HeO6XOAMMO BPEMEHHO
nepesectu SELinux B paspewarowjuli (Permissive) pexxum, AN Yero BbIMOJHUTE KOMaHAY:

# setenforce 0

Mocne 3TOro nepesanycrMte NPOrpaMmMy yCTaHOBKM. Tak>Ke B 3TOM C/ly4yae Mo OKOHYaHWUK
npoLecca yCTaHOBKM HEOBXOAMMO BbINOAHUTL HACTPOWKY NonTUK 6e3onacHoctu SELinu,
4TOObI B fla/ibHENLLEM aHTVBUPYCHbIE KOMMOHEHTbI paboTanu KOPPEKTHO.

Bce YyCTaHOBOYHbIE q)aﬁflbl, M3BN€YEHHbIE U3 apXnBa, 6yAyT aBTOMaTU4yeCkn yaanaeHbl Nno
OKOHYaHWMN YyCTaHOBKMW.

| PekomMeHAyeTCs coxpaHuTb dal . run, U3 KOTOPOro NPOM3BOANAACH YCTAHOBKA, A5
: BO3MOXHOV nepeyctaHoBkn Dr.Web Desktop Security Suite niv ero KOMNOHEHTOB B
nocnezyrowem, 6e3 06HOB/IEHMSs €ro BEPCUU.

Mocne 3aBepLUeHMs YCTaHOBKMW, B rpaduyeckoi obonouke paboyero cTtona, B MeH
Mpwvnoxkenuns, nossutca rpynna Dr.Web, cogepxxaluas gBa nyHKTa:

e Dr.Web Desktop Security Suite a15 3anycka npogykrta B rpapuyeckomMm pexunme.

e Yaanutb npoayktbl Dr.Web ans yaanenvs npogykra.

3HaYoK MHAMKATOPaA COCTOAHMS nporpamMmMbl NOABUTCA B obnactn yBeaoOMNeHnA pa6oqero CToNa
aBTOMaTn4YeCkn nocae NOBTOPHOro Bxoda Nnoab30BaTeNd B CUCTEMY.

@ [ns koppekTHO paboTbl Dr.Web Desktop Security Suite gonoaHUTeNbHO MOXeET

: noTpeboBaTbCA YCTaHOBUTbL MaKeTbl, NepeyncieHHble B pasgene CuctemHble TpeboBaHma u
COBMECTUMOCTb (Hanpumep, 61banoTeky NoAfEP>KKM NCMONHEHNA 32-6UTHBIX NPUAOXKEHWIA
Ana 64-6uTHOM NaaTtPopMbl, a Takke 6ubanoTteky libappindicatorl AN KOPPEKTHOrO
oTObpaXKeHNa MHAVKATOPa COCTOAHMA NPOrpaMMbl B 061aCT YBeJOMAEHWIA paboyero cTtona).

6.1.1.1. YcraHoBKa B rpadpuueckom pexmme

Ecnv nporpamma yctaHOBKM B Hayane cBoer paboTbl 06HAPYXXMT HaMume Ha KOMMbroTepe paja
npobaem, KOTOopble MOTYT B Aa/ibHEALLEM NPUBECTU K MOJIHOW UAN YaCTUYHOM
HepaboTtocnocobHocTn Dr.Web Desktop Security Suite, Ha akpaHe NOABUTCA COOTBETCTBYHOLLIEE
OKHO C nepeyncieHnem obHapy>xeHHbIX Mpobaem. Bbl MOXxeTe npepBaTh YCTaHOBKY, HaXaB
Bbixopa, 4Tobbl yCTPaHWTL BbIIBNEHHbIE NPO6AEMbI 4O HaYana yCTaHOBKW. B aTom ciyuae, nocne
peLLeHns BbIiBAEHHbIX Mpobaem (ycTaHOBKM TpebyeMbIX A0MONHUTEbHbIX b1ubanoTek,
BPeMeHHOro otkaroyeHna SELInux 1 T. 4.), nporpaMmmMy yCTaHOBKM NoTpebyeTca 3amyCcTutb
NOBTOPHO. Eciv Bbl He xOTUTe nNpepbiBaTh YcTaHOBKY Dr.Web Desktop Security Suite, Haxxmute
MpoaomknTtb. B 3TOM Cnyyae nporpaMmma ycTaHOBKM NMPOAOIKUT CBOKO PaboTy 1 MOKaXKeT OKHO
MacTepa ycraHoBku. OfHako BaMm NOTpebyeTcs yCTPaHUTb BbiiBEHHblE NPo6ieMbl MO34Hee, No
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OKOHYaHMW MpoLecca yCTaHOBKW, UAN NpU 0BHapy>keHun ownbok B pabote Dr.Web Desktop
Security Suite.

Mocne 3anycka NporpamMmmbl yCTaHOBKM, paboTatoLLeit B rpaduyeckoM pexnme, Ha skpaHe
NOSBUTCA OKHO MacTepa yCTaHOBKM.

BnaropapuM Bac 3a Bbibop
Dr.Web gna Linux 11

Dr.web gnaLinux 11 obecne4yvMeaeT MHOMOYPOBHEBYIO
33LUMTY ONepaLVoHHOR CUCTEMBI, MECTKMX JWUCKOB W1
CMEHHBIX HOCUTENEN 0T NPOHUKHOBEHWUA BUPYCOB, TROAHCKMX
NporpamMM, WNWOHCKOTO W PEKNaMHoro Mo, Xakepokux
YTUIWUT W Pa3NnyHbIX BpEAOHOCHbLIX 0BbEKTOB M3 NobkIX
BHELUHUX MCTOYHUKOB.

HaXnmana KHOMKY ¥CTaHOBWTL, Bbl MPUHUMaETe YCNOBWA
NWUEeH3WMOHHOID COrnaleHus.
MpocMoTp JIMLEH3MOHHOTO COrnaweHna

[v| Al xouy MogKNUNTLCA K 0BnadHbiM cepeucam Dr.Web Cloud

[ YcTaHOBUTH l [ OTMEHUTB

PucyHok 2. Macrep yctaHOBKMN

[Ans ycraHoBku Dr.Web Desktop Security Suite Ha cBol KOMMbOTEP HEOBXOAMMO
nocnefoBaTeNbHO BbIMOJAHUTL CleAytolme AeNCTBUS:

1. O3HaKOMbTECh C YCAOBUAMM JINLEH3MOHHOIO CornalleHna komnanum «Joktop Beb». Ansa
3TOro neperanTe No COOTBETCTBYHOLLEN CChIIKE Ha CTAPTOBOW CTPaHULEe MacTepa yCTaHOBKM.
MNocne 3TOro OTKpoeTcsa CTpaHunLLa, MO3BONAIOLLLAA O3HAKOMUTLCA C TEKCTOM JINLEH3MOHHOrO
COrnaleHnsa N ceeseHnaMn 06 aBTOPCKMX NpaBax Ha KOMMOHEHTbI, KOTopble byayT
yCTaHOBJ/IEHbI Ha Ball KOMMbIOTEP.

I'Ipm HeO6XOAMMOCTM, €C/ B Ballen cucteme yCTaHOBAEH N HACTPOEH NPUHTEP, Bbl MOXETE

pacnedvatatb TEKCT ﬂVILI,eHBVIOHHOFO cornaweHma n ceeaeHnAa 06 aBTOPCKKMX NMpaBax. ﬂ'ﬂﬂ 3TOro

OTKPOWTE HY>KHYH BK/IAAKY Ha CTpaHuLe 1 HaxxmuTe Meuatsb.

YT06bI 3aKPbITb CTPaHWULY 03HaKOMAEHUA C JIMLLEH3MOHHbIM COralleHneM 1 aBTOPCKMMM
npasamun Haxmute OK.

2. lMepes HavyanoOM YCTaHOBKM Bbl MOXETE COrNacuTbCA € TeM, YTO nocse yctaHoBkn Dr.Web
Desktop Security Suite aBTomaTnueckn nogkatoumtca k obnauHomy cepsucy Dr.Web Cloud.

[lns 3TOro yCcraHoBMTE COOTBETCTBYHOLWMI GAaXKOK (MO YMONYAHUIO OH YCTaHOBNEH B MOMEHT

3anycka Mactepa yctaHoBkM). Ecam Bbl He xoTute paspeluats Dr.Web Desktop Security Suite

ncrnonb3osatb obnauHbIn cepsuc Dr.Web Cloud, cbpocbTe atoT daaxkok. MNMpu HeobxoaMMOCTK

Bbl B 060N MOMEHT cMOXeTe pa3peLlumnTb nan 3anpetnts Dr.Web Desktop Security Suite
ncrnonb3osatb cepsuc Dr.Web Cloud B HacTponkax nporpammbl.

3. ,ﬂ,.l'lﬂ Hayasla YCTaHOBKU HaXXMuUTe YcraHoBUTb. TeM CaMbIM Bbl O4AHOBPEMEHHO

noareepxgaeTte, UTo NPUHNMaETE yCIoBUA ﬂI/ILJ,eH3I/IOHHOFO cornawieHma KomMmnaHnm <<,ﬂ|OKTOp

Beb6». Ecam Bbl peluman otkazatbes oT yctaHoBky Dr.Web Desktop Security Suite Ha cBol
KOMMbrOTEP, HaXkKMUTe OTMEHMUTB 15 OTKa3a OT YCTaHOBKM 1 3aBepLueHns paboTbl MacTepa
YyCTaHOBKM.
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4. Mocne Hayana yCTaHOBKM OTKPOETCS CTpaHWUL,a MacTepa, coepykallias uHamkaTop,
MoKa3bIBatoLL M MPOrpecc npouecca ycTaHoBKW. ECiv Bbl XOTUTE 03HAKOMUTLCA C 3aMUCAMMU,
nonazaroLLMMmM B XypHas YCTaHOBKM B NpoLiecce yCTaHOBKK, Haxmute Mogpo6Hee.

5. TMocne ycnewHoro okoH4YaHna npouecca KONMpoBaHna $GariaoB NPorpamMmbl U BHECEHMS
HeobXOAMMbIX U3MEHEHWNIA B CUCTEMHbIE HaCTPOMKK, OTKPOeTCA GUHaNbHas CTpaHMLa
MacTepa, oTobpa>karoLan pesybTaT yCTaHOBKM.

6. YTobbI 3aKpPbITb OKHO MacTepa ycTaHoBkK, Haxxmute OK. Ecamn gaHHasa onepauwsa
NoAAEeP>XMNBAETCA BO3SMOXHOCTAMM OKPY>KEHWA, Ha GMHANbHOM Luare NoABUTCA CTpaHULa C
npeanoxenunem 3anyctnte Dr.Web Desktop Security Suite B rpadguueckom pexxume. s
3anycka yctaHoBuTe ¢pnaxok 3anyctutb Dr.Web Desktop Security Suite ceiuac 1 Haxmute
OK.

Ecam yctaHoBKka 6bina npepBaHa 13-3a ownbky, GrHanbHas CTpaHULa Mactepa byaeT cogep>kaTtb
COOTBETCTBYHOLLEE COObLLeHME. B 3TOM cnyyae 3akpoiTe mactep yctaHoBkY, Haxas OK. Mocne
3TOrO yCTpaHuTe Npo6ieMbl, BbI3BaBLUME OLUINOKY YCTaHOBKW, 1 MOBTOPUTE YCTAaHOBKY 3aHOBO.

6.1.1.2. YctaHOBKa B pe)XXuMe KOMaHAHOMW CTPOKMU

Mocne 3anycka NporpaMmbl YCTaHOBKM, paboTatoLent B pexxmmMe KOMaHAHOW CTPOKM, Ha SKpaHe
MOABUTCA TEKCT NPUrNaLLEeHNs K yCTaHOBKeE.

1. [Jna Hayana yCTaHOBKWM OTBETbTE Yes MAN Y Ha 3anpoc «Bbl XoTUTe NpoA0IKUTE?». YTOObI
OTKa3aTbCs OT YCTaHOBKMW, BBeauTe No maum N. B atom cnyyae paboTta nporpamMmbl yCTaHOBKM
byAeT 3aBepLUeHa.

2. [lanee nepep HayasOM YCTaHOBKW BaM HEOBXOAMMO O3HAaKOMMUTLCA C TEKCTOM
JIvueH3noHHoro cornaweHuns komnaHum «loktop Beb», koTopbi ByaeT BbiBeAeH Ha 3KpaH.
[na NnepenncTbiBaHWA TEKCTa COraleHns nonb3yntech knasnwamm ENTER (mepesvcreiBaHne
TekcTa Ha ogHy cTpouky BHU3) 1 NMPOBEJ] (nepenncroiBaHmMe TeKCTa BHU3 Ha dKPaH).

@ MNepenncrbiBaHWe TekcTa JIMLLEH3MOHHOIO CornalleHma Halag, (BBepx) He NpesyCMOTPEHO.

3. lMocne npoyTeHnA ﬂl/ILI,eH3l/IOHHOI'O cornawieHma samMm 6yp,eT npeano>XXeHo NPpUHATL ero
ycnoBusa. Beegute Yes nan Y, ecan Bbl npuHMMaeTe ycioBua, 1 No Uan N, eC/i Bbl He
cornacCHbl C ycnoBmamMmn JInueH3noHHoro cornaweHns. B ciydae OoTKasa OT NPUHATUA nyIOBI/IVI
.nl/lLl,eH3l/lOHHOFO cornaweHuA pa60Ta nporpamMmbl YCTaHOBKHA 6yp,eT 3aBepLlieHa.

4. MNocne NpuHATMA ycnoBum JIMLLEH3MOHHOTO COrnalleHns aBToMaTuyecku byaeT 3anyLueH
npoLecc yCTaHOBKM Ha KoMnbtoTep KomnoHeHToB Dr.Web Desktop Security Suite. Mpwu 3ToM
Ha 3KpaH byaeT BbIBOAUTLCA MHDOPMaLMA O XO4e YCTaHOBKM (KypHai yCTaHOBKM),
BK/tOYatoLLLas B cebs nepeyeHb yCTaHaB/MBaeMbIX KOMMOHEHTOB.

5. Mo oKOHYaHMK NpoLecca YCTaHOBKM NporpaMMa yCTaHOBKM 3aBepLUMT CBOKD paborTy.
B cnyuae BO3HMKHOBEHUS OLIMGKM Ha 3KpaH ByZeT BbIBEAEHO COOTBETCTBYHOLLEE COOBLLEHME C
onuncaHnem oLmnbKK, nocae yero paboTta NporpamMmMbl YCTaHOBKM ByaeT 3aBeplueHa. Ecan

yCTaHoBKa 6blna npepBaHa 13-3a ownbky, ycTpaHuTe Npobaembl, Bbi3BaBLUME OLLMOKY
yCTaHOBKW, 1 NOBTOPUTE NPOLLECC YCTaHOBKM 3aHOBO.
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[nsa Havana pabotbl ¢ yctaHoBAeHHbIM Dr.Web Desktop Security Suite Bocnonb3yntecb ar06bim
yA06HbIM Ans Bac cnocobom 3anycka.

6.1.2. YcraHOoBKa U3 peno3utopus

HaTueHble nakeTbl Dr.Web Desktop Security Suite HaxoaaTtca B opuLmansHom penosutopun &
Dr.Web. MNocne gobasnennsa penosmtopusa Dr.Web B cnncok penosutopues, ncnoab3yembix
MeHe>KepoM NakeToB Ballel onepaLviOHHON CUCTEMBI, Bbl CMOXETe yCTaHaBAMBaTb €ro B Buje
HaTUBHbIX MaKeTOB ANA OMNepaLMOHHON CUCTEMBI Tak Xe, KaK 1 tobble gpyrve nporpaMmmbl 13
penosnTopreB Ballelr onepaLMoOHHON cucTeMbl. HeobxoanMble 3aBUCMMOCTH ByayT
pa3pellatbca aBTomaTnyveckun. Kpome toro, npm ycraHoske Dr.Web Desktop Security Suite 13
NOAKIHOUYEHHOTO peno3nTopus nakeTHbln MeHeaxxep OC obHapy>XnBaeT 06HOBIEHNA BCeX
komnoHeHTOB Dr.Web n npeanaraet nx ycTaHOBKY.

@ [Ans poctyna K penosutopuio Dr.Web TpebyeTcs nogkatoueHne K MHTEPHETY.

Bce HukenpvBeseHHble KOMaHAbI /18 MOAK/IHOYEHUS PENO3UTOPUEB, UMMOPTUPOBAHMSA
K/HOYen, YCTaHOBKW U yaneHWs NMakeToB JOJIXKHbI ObiTb BbIMOJIHEHbI C MPaBamMu
cynepnosib3oBaTtens (06bIYHO NMonb3oBaTens root). s NonyyeHns COOTBETCTBYHOLLMNX
npaB UCMoJb3ynTe KOMaHAy CMeHbI MO/b30BaTENS Su WM KOMaHAY BbIMOJHEHWS OT
MMeHW ApYroro noJsib3oBatens sudo.

Hwxxe npueegeHbl npoueaypbl ana cneayrowmx OC (MeHeaXepoB NakeToB.):

e Astra Linux, Debian, Mint, Ubuntu (apt);

AnbT (apt-rpm);

Mageia, OpenMandriva Lx (urpmi);

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);

SUSE Linux (zypper).

Astra Linux, Debian, Mint, Ubuntu (apt)

1. Penosutopun ans 3tux OC 3awmiweH undpoBon nognuceto «Joktop Beb». na gocryna K
pPeno3nNTOpuIo UMMNOPTUPYINTE N 06aBbTE B XPaHWUINLLE MAaKETHOTO MEHeAXXepa KAHou
uMbpPOBON NOAMUCK, BbIMOJHUB KOMaHAY:

# wget https://repo.drweb.com/drweb/drweb.gpg -0 /etc/apt/trusted.gpg.d/drweb.gpg

PyKOBOACTBO noJsib3oBarena
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@ Kntou undpposoit nognmcn «oktop Beb» paHee ycTaHaBAMBaACSA C MOMOLLBIO YTUANTbI
: apt-key, KOTOpas Npu3HaHa yCcTapeBLUelr U He PeKOMEHAYETCA /1A UCMOb30BaHUSA.
Kpome Toro, Tenepb A xpaHeHWs katouver noanmcn paspabotumkm OC pekoMeHAyHT
NCrnonb30BaThb Katanor /etc/apt/trusted.gpg.d BMecTo
dalina /etc/apt/trusted.gpg. BBMAY 3TOro npu BbinoaHeHWUW yctaHoBkM Dr.Web
Desktop Security Suite 13 peno3utopus, eciv KoY NOANUCA YCTaHOB/EH B
KaTtanor /etc/apt/trusted.gpg, KOMaHja apt-get update (CM. HMXE) BblAACT

cnepyroulee npeaynpexzaeHme: Key is stored in legacy trusted.gpg keyring
(/etc/apt/trusted.gpg), see the DEPRECATION section in apt-key(8)

for details. YctaHoBka Dr.Web Desktop Security Suite npu 3Tom npogoakmTca B
06bIYHOM pexmrMe, a PYHKLIMOHANBHOCTb NPOAYKTa He NocTpasaeT. YTobbl
npegynpexaeHve 6oblie He BbIBOAMIOCh MPU YCTaHOBKE AN MepeyCcTaHOBKe NMPOAYKTOB
«flokTop Beb», ycTaHOBWTE K/IHOY MOAMWUCK KaK YKa3aHo BbliLLe.

2. YTobbl NOAKNHOUNTE PEMNO3UTOPUI, BbINMOJHUTE KOMaHAY:

# echo "deb https://repo.drweb.com/drweb/debian 11.1 non-free" > /etc/apt/sources.list.d/drweb.list

@ Bbl MOXeTe BbIMOAHUTL MyHKThI 1 11 2, 3arpy3ue cneluanbHeiii DEB-naketr & u yctaHosus
: ero.

3. [Onsa yctaHoBku Dr.Web Desktop Security Suite 13 peno3ntopus BbIMOAHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-workstations

YcTaHOBKa Tak>Ke MOXET OCYLLEeCTBAATLCA C MOMOLLbHO alibTEPHATUBHBIX MEHEAXKEPOB
(Hanpwumep, Synaptic nam aptitude). Kpome Toro, anbtepHaTUBHbIE MEHEAXKEPDI, TaKMe Kak
aptitude, pekomeHAyeTCs NCMO/b30BaTb ANS paspeLleHns KOHGANKTa NaKeToB, eC/IN OH
BO3HMWKHET.

Anbt (apt-rpm)
1. YT06bI NOAKNOUNTE PEMO3NTOPUNA, JOBaBbTE CIEAYHOLLYHO CTPOKY B
dann /etc/apt/sources.list.d/drweb-apt-rpm-<arch>.list:

rpm http://repo.drweb.com/drweb/altlinux 11.1/<arch> drweb
rae <arch> — ob03HayeHne NCNoNb3yeMON apXUTEKTYPbl MaKeTOB:
e Ana 32-pa3pagHou Bepcmm: 1386;
e ana apxutekTypbl AMD64: x86 64;
o a1 apxutekTypbl ARM64: aarch64;
o /1A apxutekTypbl E2K: e2s;
e ana apxutekTypbl IBM POWER (ppcb4el): ppc6idle.

2. Mepega yctaHoskon Dr.Web Desktop Security Suite Ha komnbroTepe apxutekTypbl E2K nog
ynpasneHvem OC AnbT f06aBbTe B hanin /etc/rpmrc Cesytowme CTpoKu:

arch compat: eZkvéd: elZs
arch compat: eZk: eZs
arch compat: e2s: noarch

PyKOBO,D,CTBO noJsib3oBarena
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3. Ytobbl yctaHoBUTL Dr.Web Desktop Security Suite 13 peno3utopus, BbINOJHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-workstations

YcTaHOBKa TakXe MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO albTePHATUBHbIX MEHEeXKEePOB
(Hanpwumep, Synaptic uam aptitude).

Mageia, OpenMandriva Lx (urpmi)
1. MogknrounTe peno3nTopuii C MOMOLLbIO KOMaHAbI:

# urpmi.addmedia drweb https://repo.drweb.com/drweb/linux/11.1/<arch>/

rae <arch> — obo3HayeHne UCMoAb3yeMOWN apXMUTEKTYPbl NakeToB:
e Ana 32-pa3pagHou Bepcmm: 1386;
e 1A 64-pa3pafHON Bepcun: x86  64.
2. Ans yctaHoBku Dr.Web Desktop Security Suite 13 peno3nTopumsa BbINONHUTE KOMaHAY:

# urpmi drweb-workstations

YcTaHOBKa TakKe MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO aNbTePHATUBHbIX MEHEXKEPOB
(Hanpwumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)
1. JobaBbTe pann drweb.repo CO CIEAYIOWMM COAEPXKMMbIM B KaTanor /etc/yum. repos.d:

[drweb]

name=DrWeb - 11.1
baseurl=https://repo.drweb.com/drweb/linux/11.1/$basearch/
gpgcheck=1

enabled=1

gpgkey=https://repo.drweb.com/drweb/drweb.key

I Ecan NAaHNPYyeTca 3anncaTb BbillleyKasaHHOE COAEPXNMMOe B q)a|7|n npn NOMOLLN KOMaHAbl
° Tnna echo € nepeHanpaBAeHNEM BbIBOAA, CUMBOJI S canepyer sKpaHunpoBaTh: \S.

Bbl MOXeTe BbINOAHUTL MyHKT 1, 3arpy3uB cneunanbHelii RPM-naketr ' u yctaHoswB ero.

2. Ans yctaHosku Dr.Web Desktop Security Suite 13 peno3nTopus BbINONHNUTE KOMaHAY:

# yum install drweb-workstations

B OC Fedora, HaumHas c Bepcum 22, peKOMeHAyeTCA BMECTO MEHeXepa yum UCMOAb30BaTh
MeHegkep dnf, Hanpumep:

# dnf install drweb-workstations

YcTaHOBKa Tak>ke MOXET OCYLLLeCTBAATLCA C MOMOLLbIO allbTEPHATUBHbIX MEHeAXKEePOB
(Hanpumep, PackageKit nan Yumex).

PyKOBOACTBO noJsib3oBarena
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SUSE Linux (zypper)
1. YTO6bI NOAKNHOUNTL PENO3UTOPUIA, BEINOAHUTE KOMaHAY:

# zypper ar https://repo.drweb.com/drweb/linux/11.1/\S$basearch/ drweb

2. [na yctaHoskn Dr.Web Desktop Security Suite n3 peno3ntopus BbIMOAHUTE KOMaHAbI:

# zypper refresh
# zypper install drweb-workstations

YcTaHOBKa Tak>Ke MOXEeT OCYLLEeCTBAATLCA C MOMOLLIO aNbTEPHATUBHbBIX MEHEAXEPOB
(Hanpwumep, YaST).

PyKOBOACTBO noJsib3oBarena
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6.2. O6HoBneHne Dr.Web Desktop Security Suite

MpeaycmoTpeHo aBa pexunma obHoBneHusa Dr.Web Desktop Security Suite:

1. MNonyyeHue TekyLinx O6HOBAEHWI NAaKETOB N KOMMOHEHTOB, BbIMyLLEHHbIX B pamKax
aKkcnyaTaumm aktyanbsHou Bepcum Dr.Web Desktop Security Suite (kak npaBuio, Takme
0BHOB/IEHNA COAEep>KaT UCNPaBAEHNA OIMOOK U MesIKMe yayULlleHns B GYHKLMOHMPOBAHWM
KOMMOHEHTOB).

2. [Nepexoa Ha HOBYHO BepCUHO. ITOT CNOCO6 OOHOBNEHNA NCMONb3YETCA, €CIN KOMMaHWA
«[lokTop Beb» Bbinyctuna Hosyto Bepcmto Dr.Web Desktop Security Suite, otanyatowyyrocs
HOBbIMW BO3MOXHOCTAMM.

Dr.Web Desktop Security Suite no3Bonsetr 06HOBAATL BUPYCHble 6a3bl U aHTUBUPYCHOE
AAPO Aaxe Npw OTCYTCTBMMW JOCTYNa B MHTEPHET Ha 3allyuLiaeMOM CepBepe.

6.2.1. MonyueHue TeKkywnx o6HOBAEHUN

Mocne yctaHoBkn Dr.Web Desktop Security Suite nt06biM 13 cnoco60oB, ONMCaHHbIX B
COOTBETCTBYHOLLEM pa3jee, MPOUCXOAMT aBTOMaTUYeCKOe NOAKNOUEHE MeHeKepa NakeToB K
peno3utoputo naketos Dr.Web:

e Ecam yctaHOBKa Npomv3BOAMAack U3 YHMBEPCANbHOrO nakeTa (paka . run), a B CMCTEME
ncnonb3yrotca naketbl B dopmate DEB (Hanpumep, OC Astra Linux, Debian, Mint, Ubuntu), ans
paboTbl ¢ naketamu Dr.Web ncnonb3yetcs otaenbHas Bepcua MeHeaXXepa NakeToB zypper,
aBTOMaTM4eCKn yCTaHOB/IEHHas B pamkax yctaHoBku Dr.Web Desktop Security Suite.

Y106bI NONYUNTbL M YCTAHOBUTb OOHOBAEHHbIe NakeTbl Dr.Web 3Tm MmeHeaxepom, nepenamte
B KaTasior /opt/drweb.com/bin v BbINOJHUTE KOMaHAbI:

# ./zypper refresh
# ./zypper update

e Bo Bcex ocTanbHbIX Cyyasx UCMONb3yliTe KOMaHAbl OBHOBIEHMS MAaKETHOTO MeHeaXKepa,
ncnonbsyemoro B Bawen OC, Hanpumep:

o B Red Hat Enterprise Linux n CentOS ncnosb3ynte KoMaHay yum;
o B Fedora ncnonb3syrte koMaHay yum uam dnf;
o B SUSE Linux ncnonb3ynte KOMaHay zypper;
o B Mageia n OpenMandriva Lx ncnonb3ynte KOMaHay urpmi;
o B AnbT, Astra Linux, Debian, Mint, Ubuntu ncnonb3yiite komaHay apt-get.
Bbl Tak)ke MOXeTe MCNo/Ib30BaTh a/lbTePHATUBHbIE MEHEeKepbl NakeToB, pa3paboTaHHble Ans

BaLLlelr onepaLymoHHOM cuctemsbl. [1pn Heo0bxoaMMOCTM 0bpaTUTeCh K CMPaBOYHOMY PYKOBOACTBY
MO MCMONb3yeMOMY BaMUN MeHeKepy NakeToB.

B cnyuae Bbinycka HoBow Bepcumn Dr.Web Desktop Security Suite, makeTbl, cogep>alume ero
KOMMOHEHTbI, MOMeLLatoTcs B pasgen penosmtopus Dr.Web, cootetctBytownii HoBoli Bepcmn. B

PyKOBOACTBO noJsib3oBarena
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3TOM cNyyae Ans 06HOBEHWA HEOOXOANMO NepeKkNtOUNTb MEHEXKEP NaKeTOB Ha HOBbIN pa3gen
peno3utopusa Dr.Web (cm. pasgen [Nepexos Ha HOBYHO BEPCUIO).

6.2.2. lNepexoa Ha HOBYIO BEpCULO

B atom paspene

e [peaBapuTeNnbHble 3aMeyYaHns

e O6HoBAeHMe ¢ Bepcum 9.0 1 HoBee

o OH6HOBNEHME YCTAaHOBKOW YHMUBEPCAILHOIO NakeTa

o OBHOB/MIEHME U3 PEMNO3UTOPUS

o [lepeHoC KJKYeBOro davaa

o [TOBTOpHOE NOAKAKYEHWE K CEPBEPY LIEHTPANIN30BAHHOM 3aLLUThI

o OcobeHHOCTM Npouecca 0bHOBAEHUSA

e O6HoBAeHMEe ¢ Bepcum 6.0.2 1 Bosiee paHHEN

o [lepeHoOC KJKYeBOro davaa

HPEABapMTEHbeIe 3aMedaHuA

MNoazep>xunBaeTcsa npoueaypa obHoBaeHns npeabiayLinx sepcuit Dr.Web Desktop Security Suite
£,0 HoBOW Bepcuu. MNepexos Ha HoByto Bepcuto Dr.Web Desktop Security Suite BbinonHaANTe Tem
Xe cnocobom, kaknm bbiia yctaHosneHa Bepcua Dr.Web Desktop Security Suite, nognexatuas
0bHOB/IEHMIO:

e Ecnm Bepcma Dr.Web Desktop Security Suite, noanexatas o6HoOBAEHMIO, OblNa yCTaHOB/EHA 13
peno3nTopums, TO NEPEXOA Ha HOBYHO BEPCUIO BbIMOHAWTE NyTeM OOHOBNEHNEM U3
penosuntopus.

e Ecnv Bepcma Dr.Web Desktop Security Suite, nognexatasa obHoBaeHWIO, Obina ycTaHOBAEHA U3
YHMBepCcasbHOro nakeTa, TO A8 Nepexoa Ha HOBYHO BEPCUIO YCTaHOBUTE YHUBEPCaNbHbIN
nakeTt, CoZep>KaLlnin HOBYHO BEPCUIO.

@ Y106bI YTOUHUTB CNOCOH, KOTOPbLIM Gblna ycTaHoBeHa Bepcuns Dr.Web Desktop Security

: Suite, nognexalyas 06HOBEHWIO, MPOBEPbLTE HaMUMe B KaTanore UCMONHAEMbIX GalriioB
Dr.Web Desktop Security Suite ckpvnTta nporpammsl yaaneHus uninst. sh. Ecam atot
dann npucytcTeyerT, TekyLias Bepcus Dr.Web Desktop Security Suite 6bii1a yctaHOBAEHA M3
YHUBEPCANbHOTO NakeTa, a B MPOTMBHOM C/ly4ae — U3 Perno3ntopus.

Ecnv Bbl He nMeeTe BO3MOXHOCTM 06HOBUTL Dr.Web Desktop Security Suite Tem >xe cnocobowm,
KakvM OH Bbl1 yCTaHOBAEH U3HaYabHO, TO NPeABapUTENIbHO yaanunTe TeKYLLY BEPCUIO, a MOTOM
BbIMOJIHWTE YCTaHOBKY HOBOM BepCMM JIH0ObIM JOCTYMHbIM A5 Bac cnocobom. Cnocobebl
YCTaHOBKW W yaaneHus npeablaywmx sepcuin Dr.Web Desktop Security Suite aHanornuHbi
cnocobam yCTaHOBKW W YAaleHns, PacCCMOTPEHHbBIM B 3TOM PyKOBOACTBE. /119 AONOAHUTENbHOW
nHdopmauum obpatutecb kK PykoBoACTBY Nosb30BaTeNsi MO YyCTaHOBJIEHHOW Y Bac BepCcum
Dr.Web Desktop Security Suite.

PyKOBOACTBO noJsib3oBarena
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ili Mepexoa ¢ Dr.Web Desktop Security Suite Bepcun 6.0.2 1 MeHbLLE Ha HOBYHO BEPCUIO
BO3MOXEH MOoJ/IbKO NMyTEM MpeaBapuUTebHOro yaaneHuns ctapoin Bepcun Dr.Web Desktop
Security Suite ¢ nocneayroLen yctaHoBKOW HOBOW BEPCUN.

Ecnv Bepcus Dr.Web Desktop Security Suite, nognexatias o6HOBAeHUO, paboTaeT nog
ynpaBieHVeM cepBepa LeHTPaM30BaHHOW 3aLKThl, TO Nepes HavyaaoM OOHOBEeHUS
peKkoMeHAyeTCa COXPaHUTb agpec 3TOro cepeepa. Hanpumep, Ana nonyvyeHns agpeca cepsepa
LEeHTPaM30BaHHOM 3alUnTbl, K KOTOpoMy noakatoueH Dr.Web Desktop Security Suite ¢ Bepcren
HoBee 6.0.2, BbINOJHUTE KOMaHAY:

$ drweb-ctl appinfo
/13 npucyTcTBytOLEN B BbIBOAE KOMaHAbl CTPOYKM BUAa
ESAgent; <PID>; RUNNING 1; Connected <adpec>, on-line

COXpaHuTe YacTb <adpec> (MOXET BbIrAAETb Kak CTpoKa Buaa tcp: // <IP-adpec>:<nopm>,
Hanpumep: tcp://10.20.30.40:1234). Kpome TOro, peKOMeHAyeTCs COXpaHuTb dain
ceptudmkata cepsepa.

B cnyuae BO3HMKHOBEHWSA 3aTPyAHEHMI C NONYYEHNEM NapaMeTPOB TEKYLLEro NoAKAHYEHUS
obpaTnTech K PykoBOACTBY agMUHMCTPaTOPa Mo ycTaHoBAeHHOW Bepcun Dr.Web Desktop
Security Suite, a Takxxe K afMUHUCTPATOPY Ballen aHTUBUPYCHOWN CETU.

O6HoBneHue c Bepcun 9.0 n HoBee

O6HOBNEHNe YCTaHOBKOW YHMBEPCa/IbHOrO nakera

BbinonHuTe yctaHoBKy HoBoW Bepcun Dr.Web Desktop Security Suite n3 yHvBepcanbHoro nakerta.

B cnyuae HeobxoaMMOCTH B MpoLecce YCTaHOBKM BaM ByAeT NpeAnoXKeHO aBTOMaTUYECKM
yAaNNTb MetoLLMeca KOMMOHeHTbI ctapoin Bepcmn Dr.Web Desktop Security Suite.

O6HoBNIEHME U3 peno3uTopus

Yr1o6b1 06HOBUTL TeKyLyto Bepcuto Dr.Web Desktop Security Suite, yctaHoBneHHy0 U3
peno3sutopua koMmnaHum «Jlokrop Be6»

B 3aBMCKMMOCTM OT TMNa MCMNOJIb3yEMbIX MaKeTOB, BbIMOJHUTE CieayroLlimne AeVICTBVIﬂi

¢ B cnyuae ncnonbsoBaHus nakeroB RPM (yum, dnf):

1. CMeHUTe MCNOoNb3yeMblii Peno3nTopun (C peno3nTopmns NakeToB TeKyLLEen BEPCUM Ha
pPenosnTopui NakeToB HOBOW Bepcum).

PyKOBOACTBO noJsib3oBarena
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I Nms peno3nTopuAd, XpaHALLEro rnakeTbl HOBOM BEepCumn, CM. B pasjene YcTraHOBKa 13
: penos3nTopuAa. ﬂ'flﬂ YTO4YHEHNA cnocoba cMeHbl penosnTopunes O6paTI/ITECb K CNpaBOYHbIM
pyKkoBoOACTBaM UCMNOJb3yeEMOro BaMmu AI/ICTpI/I6yTI/IBa OI'IepaLl,I/IOHHOI;I CNCTeMbl.

2. YcraHoBuTe HoByto Bepcmto Dr.Web Desktop Security Suite 13 peno3utopus, BbINONHMB
KOMaHay:

# yum update

nnn, ecnn ncnonbsyetca MeHeaxxep dnf (kak, Hanpumep, B OC Fedora Bepcumn 22 1 6onee
no3aHuX):
# dnf update

@ Ecam B npouecce 0OHOBAEHWS NMaKETOB BO3HMKHET OLLMOKA, TO BbIMOJHUTE YAaNeHWE U

: nocaeayroLLyto NoBTOPHYHO yctaHoBKY Dr.Web Desktop Security Suite. Mpw
HeobxoaMMOCTU cM. pa3genbl YaaneHnve Dr.Web Desktop Security Suite, yctaHOBAEHHOrO
13 PENO3UTOPUSA N YCTaHOBKA M3 Peno3uTopus (MyHKTbl, COOTBETCTBYHOLLME UCMOJ/Ib3YEMOM
BaMy OC 1 MeHezaXepy NakeTos).

e B cnyuyae ncnonbzosaHusa nakeros DEB (apt-get):

1. CMeHUTe NCnonb3yeMbli PEMO3UTOPUIA (C PEMO3NTOPUA NaKeTOB TeKYLLEN BEPCMU Ha
pPeno3nTopuii NakeToB HOBOW BEPCUN).
2. O6bHoBuTe nakeTbl Dr.Web Desktop Security Suite, BbINOIHWB KOMaHAbI:

# apt-get update
# apt-get dist-upgrade

MepeHoc knroueBoro ¢paina

Mpu ntob6om cnocobe obHoBneHUs Dr.Web Desktop Security Suite yxxe nmetrowmiics y Bac
JNNLEH3VOHHBIN KitoYeBon Gani ByaeT aBTOMaTUUECKN YCTaHOB/IEH B Haj/1exXallee MecTo A/s
ncrnonb3osBaHuns Hosow Bepcuenn Dr.Web Desktop Security Suite.

@ B cnyyae BO3HWKHOBEHMS NPo6ieM C aBTOMATUYECKOW YCTaHOBKOW JINLLEH3UOHHOTO

: katoueBoro daina Bbl MOXETe BbIMOJHUTb €ro YCTaHoBKY Bpy4Hyto. Dr.Web Desktop
Security Suite, HaunHas ¢ Bepcun 9.0, xpaHUT katoueBon dain B
kaTtanore /etc/opt/drweb.com/. B cnyyae yTpathl AeACTBYHOLLErO ANLLEH3VOHHOTO
katoueBoro Gaina obpaTmtech B CY>KOy TEXHUYECKON NOAAEPXKKM KOMMaHNN «/JOKTOp
Beb».

PyKOBOACTBO noJsib3oBarena
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MoBTOpHOE NoAKAIOUEHME K CEPBEpPY LIeHTPaIM30BaHHOMN 3aLmUThbI

Ecav 310 BO3MOXHO, TO nocsie 06HOB/IEHMS (eCN OBHOBAsEMasn Bepcus Bblia NOAKIOYEHA K
cepBepy LeHTpaAn30BaHHOW 3alLMTbl) MOAKAOUEHNE ByAeT BOCCTAaHOBIEHO aBTOMATUUECKM.
Ecam nogkatoueHme He BOCCTaHOBWIOCh aBTOMATUYECKU, A1 NMOAKAOYEHNS OBHOBAEHHOM
Bepcum Dr.Web Desktop Security Suite k aHTUBMPYCHOW CETM BOCMONb3yNTECH NHOOBLIM 13
cneayrowmx cnocobos:

e YcTaHoBUTe Giaxkok Ha Bknagke Pexxmnm okHa Hactpoek Dr.Web Desktop Security Suite.

e BbinonaHwTe KOMaHay:

$ drweb-ctl esconnect <adpec cepgepa> --Certificate <nyme k ¢aliny cepmugukama cepsepa>

B cnyyae BO3HWMKHOBEHWA 3aTPyAHEHWI C NOAKAOYEHMeM obpaTuTech K aiMUHNCTPATOPY Ballen
aHTUBUMPYCHON ceTw.

OcobeHHOCTM Npouecca o6HOBNEHUA

e [1pn o6HOBNEHMM 13 peno3uTopusa Npu paboTarowem Dr.Web Desktop Security Suite
obHOB/IIEMOV BepCUK, NOC/e 3aBePLUEHMA YCTaHOBKMN NakeToB HoBou Bepcun Dr.Web Desktop
Security Suite, npouecchl ctapori Bepcun Dr.Web Desktop Security Suite octaHyTca
3anyLeHHbIMW A0 BbIXOAa NOAb30BaTENA U3 CUCTEMBI, B TOM YMC/e, B 061aCTV yBeAOMAEHNI
pabouero cTona (ecnv Bbl paboTaeTe B rpaduyeckom pexmnme) MOXeT BbITb JOCTYMNEH 3Ha4Y0K
nHankatopa crapov sepcun Dr.Web Desktop Security Suite.

e [1pn o6HoBNeHMM Dr.Web Desktop Security Suite Hactponku SplDer Gate moryT 6bITb
cOpoLLeHbl B 3HAUEHWUS MO YMONYAHUIO.

e Ecan B cucteMe 3anyLLeH NoYToBbIN KAMeHT (Takor, kak Mozilla Thunderbird), ncnonb3sytowini
ANA NONyYeHMA COOBLEHNI 31eKTPOHHOW NouTkl NpoTokon IMAP, nepe3anyctuTe ero nocne
3aBepLueHns 06HOBAEHNA A1A obecneyeHns NPOBEPKN BXOAALLUX NMUCEM.

O6HoBneHue ¢ Bepcum 6.0.2 n 6onee paHHen

Mepexoa ¢ Dr.Web Desktop Security Suite Bepcum 6.0.2 1 6onee paHHelr Ha bonee NO34HIOO
BEPCUIO BO3MOXEH TOJIbKO MyTeM npeABapuTesbHOro yaaneHus ctapon Bepcumn Dr.Web Desktop
Security Suite c nocneaytoLen yctaHoBKkoW bonee nosgHen Bepcuu. ns nonyyeHus
AOMONHUTENBHOM MHbOPMaLMK O cnocobax yaaneHus ctapor Bepcumn Dr.Web Desktop Security
Suite obpaTmTech Kk PykoBOACTBY NOAb30BaTeNa yCTaHOBNEHHOW y Bac Bepcun Dr.Web Desktop
Security Suite.

MepeHoc knroueBoro ¢aina

Vimetowwmiics y BaC IMLEH3MOHHBINA katoueBo dans ctapoin Bepcmm Dr.Web Desktop Security
Suite He ByzeT aBTOMATMUYECKN YCTaHOBJIEH S UCMOb30BaHWS HOBOW BepCUEN, HO Bbl MOXETE
BbIMO/NHUTb €ro ycraHoBKY Bpy4YHyto. Dr.Web Desktop Security Suite Bepcum 6.0.2 n paHee
XpaHWT KNto4eBon dalin B Katanore /home/ <username>/ .drweb (KaTanor umeet aTpmbyT

PyKOBOACTBO noJsib3oBarena
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«CKPbITbIN»). B cnyyae yTpaTbl AeMCTBYIOLLETO NNLIEH3MOHHOTO KNtoUYeBOro darna obpatutecs B
cny>x0y TexHMYeckor NoAAEPXKM KOMNaHuKn «[lokTop Beb».

& Dr.Web Desktop Security Suite akTyanbHoW Bepcun He nogaepxunsaeT kapaHTuH Dr.Web

: Desktop Security Suite Bepcuid, npeaLectsytoLimx Bepcumn 9.0. MNpu HanMumm B KapaHTHe
3TOW Bepcuu NPoAyKTa N30MPOBaHHbIX GainNoB, Bbl MOXeETe U3BaeYb UX OTTYAa UK
OKOHYaTeNbHO yAanuTtb BpyuHyro. Dr.Web Desktop Security Suite Bepcum 6.0.2 (1 MeHee)
MCnosib3yeT B KayecTBe KapaHTMHa CefytoLlme KaTanoru:

e /var/drweb/infected — CUCTEMHbIA KapaHTUH;
e /home/<username>/.drweb/quarantine — KapaHTWH Nonb3oBaTens (rae

<username> — NMsi NOJIb30BaTeENS).

Ons ynpoleHns 06paboTkn KapaHTUHA PEKOMEHAYETC MPOU3BECTY PEBU3UIO €ro
COAEP>XXMMOTO HernocpesCcTBEHHO M3 paHHel Bepcun Dr.Web Desktop Security Suite nepeg,
HayasoM nepexoia Ha HOBYHO BEPCHIHO.

PyKOBOACTBO noJsib3oBarena
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6.3. Yaanenue Dr.Web Desktop Security Suite

B 3aBucmMOCTM OT cnocoba ycTaHoBKY, Bbl MoxeTe yaanutb Dr.Web Desktop Security Suite
OZHWM M3 1BYX CNOCOOOB:

e 3anycTuB NporpamMMy yaaleHuns yHMBepcasbHOro naketa (418 rpapuueckoro pexunma nav
peXunma KOMaHAHOW CTPOKM, B 3aBUCMMOCTU OT BO3MOXXHOCTEN OKPY>KEHWS);

® y/a/IMB MakKeTbl, yCTAHOBJIEHHbIE N3 PEMNO3NTOPUNA KOMNaHUN «ﬂ,OKTOp Beb», McnoabsyA
CUCTEMHBbIN MeHe >Kep NakeToB..

6.3.1. YaaneHue yHnsepcanbHOro nakerta

B saTom pasaene

e YaaneHvne Dr.Web Desktop Security Suite Yepe3 MeHH NPUNOXKEHUN

e Yaanenve Dr.Web Desktop Security Suite n3 koMaHAHOW CTPOKMU

Ynanenune Dr.Web Desktop Security Suite, ycTaHOBAEHHOTO M3 YHMBEPCAIbHOIO NakeTa, MOXHO
BbIMONHUTb Kak Yepe3 MeHH MPUIOXKEHUN OKPY>KeHWs rpadmyeckoro pabouyero cTona, Tak 1 npu
MOMOLLM KOMaHAHOW CTPOKM.

flf Mporpamma yaaneHus yaaaut He Tonbko Dr.Web Desktop Security Suite, Ho u 8ce dpyeue
g npoaykTbl Dr.Web, ycTaHOBNEHHbIE Ha BalleM KOMMbHOTEPE.

Ecnn Ha Bawem komnbroTepe, Kpome Dr.Web Desktop Security Suite, yctaHOBAEHbI 1
apyrve npogyktel Dr.Web, ans yaanenus tonsko Dr.Web Desktop Security Suite Bmecto
3arnycka nporpammebl yaaneHunsa BoCnosib3ynTeck NpoLiesypori BbIGOPOYHON YCTaHOBKM 1
yAaJeHns KOMMNOHEHTOB.

Ypanenue Dr.Web Desktop Security Suite uepes meHro
NPUJI0XKEHUN

[Ans atoro BeibepuTe B MeHto npuaoxexun rpynny Dr.Web, B koTopoii Beibepute nyHKT MeHo
Yaanutb npoayktbl Dr.Web. lanee 6yaeT 3anyLieHa nporpamma yganenuns ana rpadpuyeckoro
pexwuma.

Ypanenue Dr.Web Desktop Security Suite us komaHgHou cTpokm

3anyck nporpamMmbl yaaneHns ocyLwecTBAAETCA CKPUNTOM remove . sh, PacroNoXeHHbIM B
kaTtanore /opt/drweb.com/bin. Takum obpa3om, utobel 3anycTuTs yaaneHne Dr.Web Desktop
Security Suite, HeO6XOAMMO BbIMONHNUTL KOMaHAY:

# /opt/drweb.com/bin/remove.sh

PyKOBOACTBO nonb3oBaTtend
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[Janee 3anycTnuTca nporpamma yzaneHus, UCNosb3ytoLlas rpaduyeckmin pexxmum nam pexxum
KOMaHZAHOW CTPOKM B 3aBUCUMOCTN OT BO3MOXXHOCTEN TEKYLLLETO OKPY>KEHUS.

YT06bI HEMOCPEACTBEHHO 3aMyCTUTb MPOrpaMMy yAaneHus Ans pexxmMa KOMaHAHOM CTPOKMY,
BbINMONHUTE KOMaHAY:

# /opt/drweb.com/bin/uninst.sh

Mpoueaypa yaaneHns Dr.Web Desktop Security Suite paccMoTpeHa B COOTBETCTBYHOLLMX
paszenax:

e YnaneHue B rpadbnyeckomM pexxnme,

e YnaneHve B pexmme KOMaHAHOW CTPOKMW.

YT0b6bI 3aMyCTUTL MpOrpamMmy yzaneHusa B NOJHOCTbIO aBTOMAaTUYeCKOM pexunme 6e3 nokasa
nHTepderica nonb3osaTena (BKIOYaa Ananorv NporpamMmMbl yaaneHna 4aa pexkuMa KOMaHAHOM
CTPOKMW), BbINMOJHWUTE KOMaHAY:

# env DRWEB NON INTERACTIVE=yes /opt/drweb.com/bin/uninst.sh

| B Anbt 8 CIM n apyrux OC, ncnonb3yroLmx ycrapeBLUMe BEPCMM MaKETHOrO MeHeaXXepa, BO
: BpPeMA yAaneHna Ha KOHCOJ/Ib MOTYT BbIBOAUTBLCA COOBLLIEHWA BUAa:

/etc/init.d/drweb-configd: Her Takoro odalia miu KarTajora

Ha paboTy cuctembl 3TM COOBLLEHUSA HMKaK He BAUAOT. MNpoLiesypa yaaneHus
BbIMOJIHAETCS KOPPEKTHO.

6.3.1.1. YpaneHue B rpadpnueckom pexxmme

Mocne 3anycka NporpamMmmebl yaaneHus ana rpadpuyeckoro pexkmma Ha aKkpaHe nosaBuTCA OKHO
MacTepa yAaneHus.

PyKOBOACTBO noJsib3oBarena
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YaaneHwe scex npoayktos Dr.Web

[ Ypanutb ] [ OTMEHWTb ]

PucyHok 3. Mactep yaaneHus

. Ansa ypanenusa npogyktos Dr.Web HaxmuTe Yaanutb. Ytobbl npekpatnts paboTty Mactepa

yAaneHusa 1 oTkasaTbCa OT yaaneHuna npoaykrtos Dr.Web ¢ Bawero komnbrotepa, HaxmuTe
OTMeHUTD.

Mocne Hayana npolecca yaaneHna OTKPOeTCs CTpaHuLa MacTepa, oTpaxXkaroLas Xos,
npovecca yaaneHus n cogepkallias COOTBETCTBYHOLWNIA MHAMKATOP nporpecca. Ans
NpocMoTpa coobLLeHnn XXypHana yaaneHma Haxmute Moapo6bHee.

Mocne ycnewHOro okoH4YaHus npotecca yaaneHusa dannos Dr.Web Desktop Security Suite 1
BHECEHWNS HEOOXOANMBIX U3MEHEHUI B CUCTEMHbIE HACTPOMKM, OTKPOEeTCs GuHaNbHasA
CTpaHWUa MacTepa ¢ cooblyeHremM 06 ycneLwHoM yaaneHum.

[ns 3aKkpbITA OKHa MacTepa yAaneHuna HaxmuTte OK.

6.3.1.2. YpaneHue B pexxume KOMaHAHOW CTPOKU

Mocne 3anycka NporpamMmsbl yaaneHus, paboTatoLlen B pexkume KOMaHAHOW CTPOKM, Ha 3KpaHe
MOSBUTCS TEKCT NPUIALLIEHUS K YAANEHMHO.

1.

Ana Hauana yaaneHua oTBeTbTe Yes WM Y Ha 3anpoc «Bbl xoTute Npogo/mkmTb?». YTo6bI
oTKa3aTbCs OT yaaneHusa npoayktos Dr.Web c Bawero komnbtoTepa, BBeanTe No nam N. B
3TOM cayyae paboTta nporpammbl yaaneHus byaert 3aBepLueHa.

PyKOBOACTBO nonb3oBaTtend
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- pete@debian: ~ [ 1]-]] ]

@aiin  MNpaeka Bknagku Cnpaeka

3TOT cueHapuid yganuT BCE ycTaHOBNEeHHble KOMMOHeHTH DI.Web.

EcnM Bbl XenaeTe W3MEeHUTb Habop YyCTaHOBNEHHbIX KOMMOHEHTOB, WCMONbL3YATE YTUAMTY /o
pt/drweb.com/bin/zypper.

Bbl XOTWMTe MPOAONXUTBL? (yes/NO) I

PucyHok 4. MNMpurnaweHue K yaaneHuio

2. MNocne noATBEpPXAEHWA yAaneHnsa 3anyCcTuTca npoueaypa yAaneHns BCcex YCTaHOBAEHHbIX
naketos Dr.Web. Npn aToM Ha 3kpaH 6yayT BblAaBaTbCA 3anncK, GUKCMpyeMble B XXypHaa 1
oTpaxkaroLLme X0z npouecca yaaneHus.

3. Mo okoHYaHUM NpoLiecca NporpamMma yaaneHus 3aBepLunT CBOK pPaboTy aBTOMaTUUECKMU.

6.3.2. Ypanenue Dr.Web Desktop Security Suite, yctaHoBneHHOro us
penosuTopus

Hwxe npueegerbl npoueaypbl ana cneayrowmx OC (MeHeaXepoB NakeToB.):

e Astra Linux, Debian, Mint, Ubuntu (apt);

AnbT (apt-rpm);

Mageia, OpenMandriva Lx (urpme);

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf);

SUSE Linux (zypper).

@ Bce HmxenpuBeaeHHble KOMaHAbI ANA YAaNEHUA MakeToB AONXKHbI ObITb BbIMOAHEHbI C

: npaBamMu cyrnepnosib3oBaTens (06bIYHO Noib3oBaTens root). s 3Toro ncnosb3ymnte
KOMaHZy CMeHbl NOJIb30BaTeNA su UAN KOMaHAYy BbIMOJAHEHWUA OT IMEHW ApYyroro
nosib3oBatens sudo.

Astra Linux, Debian, Mint, Ubuntu (apt)

Ytobbl yaanute kopHeBon MeTanakeT Dr.Web Desktop Security Suite, BbInonHUTE KOMaHAY:

# apt-get remove drweb-workstations

|_|pl/l 3TOM OCTa/ibHbl€ MaKeTbl, KOTOPbIE OblI aBTOMATUUECKU YCTaHOBAEHbI NPU YCTaHOBKE
KOPpHEBOIo MeTanakeTa A4 yqoBAeTBOPEHNA €ro 3aBUCMMOCTEN, OCTaHYTCA B CUCTEME.

YT0b6bI YAANNTb KOpHeBOI7I MeTanakeT BMecTe CO BCEMU 3aBNCUMOCTAMW, BbIMOJIHUTE KOMaHAY:

# apt-get remove drweb-workstations --autoremove

PyKOBOACTBO nonb3oBaTtend
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Mpwv aTom ByAyT yAaneHbl Bce bonee He TpebyeMble nakeTbl (@ He ToNbKO NakeTbl Dr.Web
Desktop Security Suite), koTopble 6bln1 aBTOMaTUYECKN YCTaHOB/IEHbI 419 YA0BAETBOPEHNA
3aBUCUMOCTEN APYTnX NakeToB.

Ecan KOpHeBOVI MeTanakeT y>Xe Obin YAaneH, 10 yTO6bI aBTOMATUYECKN YA4annTb U3 CUCTEMbI BCE
bonee He NCNOoNb3yeMble MNMakKeTbl, BbIMONHNTE KOMaHAY:

# apt-get autoremove

Bbl Takoke moxkeTe yaanuTb naketbl Dr.Web Desktop Security Suite ¢ nOMOLLbIO anbTepHATUBHBIX
MeHezXepoB (Hanpumep, Synaptic nam aptitude).

Anbt (apt-rpm)

Yananenune Dr.Web Desktop Security Suite B sJaHHOM c/lyyae BbINOHAETCA Tak Xe, kak B OC
Debian n Ubuntu (cm. BbiLLe).

Bbl Takke moxeTe yaanutb naketbl Dr.Web Desktop Security Suite ¢ noMoLbio anbTepHaTUBHbIX
MeHezxepoB (Hanpumep, Synaptic nan aptitude).

@ B OC Anbt 8 CI BO Bpems yAaneHns Ha KOHCOJ/Ib MOTYT BbIBOAUTLCA COODLLEHNA BUAa:

/etc/init.d/drweb-configd: Her Takoro odalia miau KaTajora

Ha paboTy cuctembl 311 coobLeHNa HMKak He BauaroT. MNpolesypa yaaneHuns
BbIMOJIHAETCA KOPPEKTHO.

Mageia, OpenMandriva Lx (urpme)
Y106kl yaanuTtb kopHeBou MeTanakeT Dr.Web Desktop Security Suite, BbInosHUTE KOMaHAy:

# urpme drweb-workstations

|_|pl/l 3TOM OCTaJlbHbl€ NMaKeTbl, KOTOPbIE OblI aBTOMaTUYECKN yCTaHOBAEHDbI NpPK yCTaHOBKE
KOPHEBOrro MeTanakeTa Anda ya0BAE€TBOPEHNA €ro 3aBUCUMOCTEN, OCTaHYTCA B CUCTEME.
YTobbI YAannTb KOpHeBOVI MeTarnakeT BMecTte CO BCeMU 3aBNCUMOCTAMN, BbINOJIHNTE KOMaHAY:

# urpme --auto-orphans drweb-workstations

Mpwv 3TOM ByayT yaaneHbl Bce 6onee He Tpebyemble nakeTbl (a He ToAbko nakeTbl Dr.Web
Desktop Security Suite), koTopble Obl1 aBTOMaTUYECKN YCTaHOB/IEHbI 411 YAOBAETBOPEHNA
3aBUCMMOCTEN APYrnx NakeTos.

Bbl Takke moxeTe yaanutb naketbl Dr.Web Desktop Security Suite ¢ noMoLbio anbTepHaTUBHbIX
MeHeZXepoB (Hanpumep, rpmdrake).

PyKOBOACTBO noJsib3oBarena
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Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

YT0bbI yaanuTb BCe ycTaHOBAEHHble nakeTbl Dr.\Web, BbinoaHWTe koMaHAy (B HEKOTOPbIX
cucTemax cMMBos * TpebyeTca akpaHMpoBaTb: \ *):

# yum remove drweb*

B OC Fedora, HaunHas c Bepcum 22, BMECTO MEHeAXKepa yum PEKOMEHAYETCS MCMONb30BaTb
MeHezXep dnf, Hanpumep:

# dnf remove drweb*

ili DTV KOMaHAbl YAANAT U3 CUCTEMbI BCE MaKeTbl, Ha3BaHWe KOTOPbIX HauMHaeTcs Ha drweb

b (cTaHAApTHOE HauMeHOBaHVe A5 MakeToB NporpamMmHbIx npogyktos Dr.Web). byayt
yAaneHbl BCe MakKeTbl C TaKUM MMEHEM, a He Toabko nakeTbl Dr.Web Desktop Security
Suite.

Bbl Takke moxeTe yaanutb naketbl Dr.Web Desktop Security Suite ¢ noMoLLbio anbTepHaTUBHbIX
MeHeaxepoB (Hanpumep, PackageKit nan Yumex).

SUSE Linux (zypper)
YTt0obbI yaanuTtb kopHeBou MeTanakeT Dr.Web Desktop Security Suite, BbInosHUTE KOMaHAy:

# zypper remove drweb-workstations

|_|pl/l 3TOM OCTaJibHbl€ NMaKeTbl, KOTOPbIE OblI aBTOMaTUYECKN yCTaHOBAEHDbI NPK yCTaHOBKE
KOPHEBOro MeTanakeTa aAnda ya0BAE€TBOPEHNA €ro 3aBUCUMOCTEN, OCTaHYTCA B CUCTEME.

YT06bI Y4annTb BCE YCTaHOBJ/IEHHbIE MNakKeTbl Dr.Web, BbinosHute KOMaHAay (B HEKOTOPbIX
cmcrtemax CMMBOJT * Tpe6yeTc;| SKpaHMpoBaThb: \ *):
# zypper remove drweb*
2 JT1a KOMaHAa yaaint U3 CUCTEMbI BCE MNakKeTbl, HA3BaHNE KOTOPbIX HAYNHAETCA Ha drweb

(cTaHAapTHOE HaMMeHOBaHWe A1 NMakeToB NporpaMMHbIx Npogyktos Dr.Web). byayt
yAaneHbl BCe MakeTbl C TaKMM MMeHeM, a He ToabKo nakeTbl Dr.Web Desktop Security Suite.

Bbl Takoke moxkeTe yaanuTb naketbl Dr.Web Desktop Security Suite ¢ nOMOLLbIO anbTepHATUBHBIX
MeHeaxepoBs (Hanpumep, YaST).

PyKOBOACTBO noJsib3oBarena
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6.4.1. NMaketbl n ¢paitnbl Dr.Web Desktop Security Suite

B atom paspene

e [lakeThl

e Qannbl

MakeTbl

Dr.Web Desktop Security Suite coctont U3 cnegyroLimx nakeTos:

Maker

drweb-ase

drweb-bases

drweb-boost

drweb-cloudd

drweb-common

drweb-configd

drweb-configure

drweb-ctl

drweb-documentation

drweb-dws

drweb-engine

drweb-esagent

Copeprxumoe

®alinbl komnoHeHTa Dr.Web Anti-Spam Engine.

Mo>keT OTCYTCTBOBaTb, B 3aBUCUMOCTU OT NMOCTaBKM
daiinbl BUPYCHbIX 6a3

Bubanotekn Boost

®aiinbl komnoHeHTa Dr.Web CloudD

OCHOBHOW KOHOUIypaLMOHHbIN Gain drweb . ini,
OCHOBHble BMBNOTEKM, LOKYMEHTALMA U CTPYKTYpa
katanoros Dr.Web Desktop Security Suite, ytnnuta cbopa
JaHHbIX O KOHOUWrypaLmm npoaykTta u CUCTEMHOM

OKPY>XEHUN.

B npouecce yctaHOBKM flaHHOrO nakeTa Takxe byayTt
Co3/aHbl Nosib3oBaTeNb drweb W rpynna drweb

®alinbl komnoHeHTa Dr.Web ConfigD

®alinbl BCnomoraTtenbHoOW yTuamnTel HacTponku Dr.Web
Desktop Security Suite

dannbl kKomnoHeHTa Dr.Web Ctl

®alinbl gokyMeHTaummn B popmate HTML no npogykram
Dr.Web ans Unix

®alinbl 6a3bl kaTeropuii Beb-pecypcos
®alinbl aHTMBMpYCHOro aapa Dr.Web Virus-Finding Engine

®arinbl komnoHeHTa Dr.Web ES Agent

PyKOBOACTBO noJsib3oBarena
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drweb-filecheck

drweb-workstations-doc

drweb-workstations

drweb-gated

drweb-firewall

drweb-icu

drweb-1libs

drweb-maild

drweb-netcheck

drweb-openssl

drweb-protobuf

YcraHoBKa u yaaneHue

Copeprxnmoe

®annbl komnoHeHTa Dr.Web File Checker
[JokymeHTtauns B dopmate PDF

KopHeBon meTtanaket Dr.Web Desktop Security Suite
®annbl komnoHeHTa SplDer Gate

®annbl komnoHeHTa Dr.Web Firewall ans Linux
BrubnnoTekn noasep Kk MHTepHaumoHaansaumm n Unicode
®ainsibl OCHOBHbIX 61MBAMOTEK

®annbl komnoHeHTa Dr.Web MailD

®annbl komnoHeHTa Dr.Web Network Checker
Bubnnotekn OpenSSL

Bubanotekn Google Protobuf

drweb-se ®aiinsl komnoHerTa Dr.Web Scanning Engine

drweb-spider daiinbl komnoHeHTa SplDer Guard

drweb-update ®aiinel komnoHerTa Dr.Web Updater

drweb-antispam-engine ®daiinbl aHTUCNaM-6MBANOTEKN.

MoxeT OTCYTCTBOBATb, B 3aBUCMOCTW/ OT NOCTaBKK
B pa3aene BbibopoyHble ycTaHOBKa 1 yAaNeHe KOMIOHEHTOB NMPUBEAEHbI TUMOBbIe Habopbl

KOMMOHEHTOB Ans BbIDOPOUYHOM yCTaHOBKM, 0becneunBatoLime pelleHme Tunosbix 3agay Dr.Web
Desktop Security Suite.

dannbi
®annbl Dr.Web Desktop Security Suite pa3melyaroTcs B kaTasorax /opt, /etc n /var fepesa

bannoBON CUCTEMBI.

CTpyKTypa 1Croab3yembliX KaTaaoros:

Karanor Copeprxnmoe

/etc/init.d/ <
Ynpaeastowmin ckpunT drweb-configd Ans JeMoHa
ynpaeneHus KoHourypauymein Dr.Web ConfigD

PyKOBOACTBO noJsib3oBarena
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Karanor Copeprxnmoe

t t/d b. < o o
/etc/opt/drweb. com/ O6WKIA KOHPUTYPALIMOHHBIN Garin drweb.ini n

KAroyeBon Gann drweb32 . key. Kpome 3T0ro, cogep>xuT:

certs/ — dalnbl UCnosib3yemblx cepTUdUKATOB.

t/d b. < . .
/opt/drueb.com/ OcHoBHow kaTanor Dr.Web Desktop Security Suite.

CozepxuTt B cebe:

bin/ — UCrnosiHAeMble Galsibl BCEX KOMMOHEHTOB (3a
nckntoveHnem Dr.Web Virus-Finding Engine);

include/ — 3arofoBOYHble daii/ibl UCMIO/b3yeMbIX BUBANOTEK;
1ib/ — Ucnonb3yemble 6GUBANOTEKY;
man/ — dainbl CUCTEMHOW CNpaBku man;
share/ — BCMomMoraTte/bHble Galibl, B TOM YNCE:
doc/ s pokymeHTaums Dr.Web Desktop Security Suite (tekct
JINEH3MOHHOrO CcoralleHns U PyKOBOACTBA
aAMVHUCTPATOpPa, eC/I NakeTbl C ZOKYyMeHTaLnen
yCTaHOBAEHbI),
drweb-bases/ s ¢alinbl BUpYCHbIx 6a3 Dr.Web (ncxoaHble o6pasbl,
nocTaBasiemMble Npu yCTaHOBKE),
scripts/ = ¢alnbl BCOMOraTe/bHbIX CKPUMTOB.

/var/opt/drweb.com/ .
BcnomoraTenbHble Y BpeMeHHble ¢alisibl, B TOM YNCAE:

bases/ — daninbl BUpYcHbIX 6a3 Dr.Web (akTyanbHas 0bHOBAEHHas
Bepcus);

cache/ — Kel 0B6HOBAEHW;

drl/ — CMWCKM UCMONb3yeMblX CEPBEPOB OBHOBNEHWI;

dws/ — daninbl 6a3bl kKaTeropuii Beb-pecypcos;

lib/ — aHTVBMpYCHOe Aapo Dr.Web Virus-Finding Engine B Buae
AVHaMUYecKn 3arpy>kaemMomn bubanotekn drweb32.d11
N HacCTPOVKK pexknma paboTbl C cepBepoM
LLleHTPaNn30BaHHOM 3awwuThl. TakxKe 3eCb pacnoiaraercs
61bMoTEKa MPOBEPKN MNCEM Ha CMaM, e OHa
BKkAtoueHa B coctaB Dr.Web Desktop Security Suite;

update/ — KaTanor A/is BPEMEHHOrO XpaHeHUs O6HOBNEHUI B

npoLecce VX NOaYYEHUs.

PyKOBOACTBO noJsib3oBarena
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6.4.2. BbibopouHble ycTaHOBKa U yAiaJleHNne KOMIMOHEHTOB

B aTom pasaene

e TUMOBbIE KOMMIEKTbl KOMMNOHEHTOB AJ151 BbIOOPOYHOW YCTAHOBKM

e YcTtaHoBKa U yaaneHne komnoHeHTos Dr.Web Desktop Security Suite, yctaHOBA€HHOIO U3
penosuTopus

e YcTtaHoBKa 1 yaaneHne komnoHeHToB Dr.Web Desktop Security Suite, yctaHOBA€HHOIO 13
VHMBEPCaJbHOrO rnakera

o PacnakoBKa YCTaHOBOYHOro daisa

o BbibopoyHasa ycTaHOBKA KOMIMOHEHTOB

o BbibopoyHoOe yaaneHne KOMMNOHEHTOB

B cnyuvae Heo6x0AMMOCTH Bbl MOXETE BbINMOJIHUTb BbIOOPOUHYHO YCTaHOBKY W yaaneHne
oTAenbHbIx KomnoHeHToB Dr.Web Desktop Security Suite, yctaHoBMB van yaanus
COOTBETCTBYIOLME NaKeTbl. BbIBOPOUHYO yCTaHOBKY U yAaneHve ciesyeT Npov3BOANTL TEM Xe
cnocobom, kakmm bbin yctaHoBneH Dr.Web Desktop Security Suite.

[Ans nepeycTaHOBKM Kakoro-1nmbo KOMMOHEHTa Bbl MOXETe CHayana yAaauTb ero, a noTom
YCTaHOBUTb 3aHOBO.

TunoBble KOMMJIeKTbl KOMMOHEHTOB AnA Bbl60p0‘-lHOl7l YCTAHOBKM

Ecan Tpebyetca yctaHoBuTe Dr.Web Desktop Security Suite ¢ orpaHnueHHoOM
GYHKLMOHANBHOCTBIO, BMECTO YCTaHOBKM KOPHEBOIO MeTanakeTa U3 Penosutopus uim uns
YHMBEPCA/JIbHOrO NnakeTa, Bbl MOXETe YCTaHOBUTb TOJIbKO MakeTbl KOMMOHEHTOB,
obecneyrBatoLLnx HEO6XOAMMYIO GYHKLMOHaNbHOCTb. NakeTbl, Tpebyemble ANs paspeLueHuns
3aBUCMMOCTeN, ByayT ycTaHOBAEHbl aBTOMAaTUYeckn. B Tabavue Hxke npuBeAeHbl KOMMAEKTbI
KOMMOHEHTOB, NpejHa3HayeHHble 415 pelleHns TMNoBbIx 3agay Dr.Web Desktop Security Suite.
B ctonbue MakeTbl ANA yCTaHOBKW Nepeync/ieHbl NakeTbl, KOTOPble HEOBXOANMO YCTaHOBUTb
AN15 MONyYeHMs yKa3aHHOTo KOMMekTa KOMMOHEHTOB.

Bb160pOUHDbIi KOMMIEKT Maketbl Ana yctaHoBkM  ByayT yctaHOBAEHbI
KOMMOHEHTOB

MUHAMANbHBI KOMMAEKT AN drweb-filecheck, e Dr.Web ConfigD,
KOHCOJ/IbHOTO CKaHMPOBaHMA e drweb-se e Dr.Web Ctl,
e Dr.Web File Checker,
e Dr.Web Scanning Engine,
e Dr.Web Updater,
e BupycHble 6a3bl

KomMnaekT ansi MOHUTOPUHTa e drweb-se, e Dr.Web ConfigD,

dannoson cuctembl GNU/Linux e drweb-spider e Dr.Web Ctl,

PyKOBOACTBO nonb3oBaTtend
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Bbi60pPOUHbI i KOMMJIEKT MakeTbl ANA yCTaHOBKMU ByayTt yctaHOB/AE€HbI
KOMMOHEHTOB

Dr.Web File Checker,
Dr.Web Scanning Engine,
Dr.Web Updater,

SplDer Guard,

BupycHble 6a3bl

YcraHoBka n ypaneHme komnoHeHToB Dr.Web Desktop Security
Suite, yctaHOB/IEHHOro U3 peno3uTopus
Ecnn Dr.Web Desktop Security Suite 6bin ycTaHOBNEH 13 peno3nTopus, ANA YCTaHOBKN UK

yAaneHusa oTAeNbHOro KOMMOHEHTa UCMOb3yTe COOTBETCTBYHOLLYHO KOMaHAy MeHeaxepa
naketoB Bawen OC, Hanpumep:

1. Ytobbl yaanute komnoHeHT Dr.Web Network Checker (naket drweb-netcheck) n3 cocraBa
Dr.Web Desktop Security Suite, yctaHoBneHHoro B OC CentQOS, BbINOAHUTE KOMaHAY:

# yum remove drweb-netcheck

2. YT06bI fo6aBuUTb KOMMoHeHT Dr.Web Network Checker (naket drweb-netcheck) B cocTas
Dr.Web Desktop Security Suite, yctaHoBneHHoro B OC Ubuntu, BbINOAHWUTE KOMaHAY:

# apt-get install drweb-netcheck

Mpy HEOBXOAMMOCTM BOCMO/Ib3YNTECH CNPABKON MO MeHeaXepy nakeTos Bawen OC.

YcraHoBka n yaaneHme komnoHeHtoB Dr.Web Desktop Security
Suite, yctaHOB/1I€HHOrO N3 YyHUBEpCabHOrO NaKkeTa

Ecnm Dr.Web Desktop Security Suite 6bin ycTaHOB/IEH U3 YHUBEPCANbHOIO NaKeTa, U Bbl XOTUTE
[AOMONHUTENBHO YCTAaHOBUTb MW NEPeyCTaHOBUTb MakeT Kakoro-1mbo KOMMOHeHTa, Bam
NMOHaf06MTCA YCTaHOBOYHBIN Gain (C pacluMpeHnem . run), U3 KOTOPOro Bbli yCTaHOBAEH
Dr.Web Desktop Security Suite. Eciv Bbl He coxpaHuam 3ToT daiin, 3arpy3uTe ero c caita
KomnaHun «/loktop Beb6».

PacnakoBka yctaHOBOUYHOro ¢gavna

Mpw 3anycke daina . run Bbl MOXETE UCMONb30BaTh CeAyHoLLMe NapaMeTpbl KOMaHAHOW
CTPOKM:

--noexec — pacnakoBaTb ycTaHOBOYHble ¢annbl Dr.Web Desktop Security Suite BMecTo
3anycka npowiecca ycTaHOBKY;

--keep — He yAanaTb yctaHoBouHble dpanibl Dr.Web Desktop Security Suite n >xxypHan
YCTaHOBKMW MO OKOHYaHUWN YCTaHOBKMY;

PyKOBOACTBO noJsib3oBarena
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--target <kamajnoz> — pacnakoBaTb yCTaHOBOYHble dpannbl Dr.Web Desktop Security Suite B
yKa3aHHbIV KaTaaor <kamanoa>.

C No/sHbIM NepeyHeM NapaMeTpoB KOMaHAHOMW CTPOKW, KOTOPble MOTYyT ObITb NCMOAb30BaHbl ANA
yCTaHOBOYHOTrO daiina, MOXHO 03HaKOMUTLCA, BbINMOAHUB KOMaHAy:

$ ./<ums ¢alina.run> --help

[nsa BbibopoyHOM ycTaHOBKM KOMNoHeHTOB Dr.Web Desktop Security Suite npeagsaputensHo
pacnakyuTe cogep>X1MmMoe YCTaHOBOYHOro darina. [1na 3Toro BbIMOAHWUTE KOMaHAY:

$ ./<ums ¢alina .run> --noexec —--target <kamasoz>

Bbi6opouHana ycTaHOBKa KOMIMOHEHTOB

YcTaHOBOUHbIV $ain . run COAEPXKUT NakeTbl BCEX KOMMOHEHTOB, 13 KOTOpbIX coctouT Dr.Web
Desktop Security Suite (B popmate RPM), a Takke BcnomoraTesibHble paibl. Paisibl nakeTos
KaXk,0oro KOMNoHeHTa UMetT BUA;

<UMS_KOMNOHeHmMa>_<gepcusi>~1linux_<naamgopma> . rpm

rae <eepcus> — 3TO CTPOKa, BKArOYatoLas B cebs Bepcuto 1 AaTy BbiMycka nakeTa, a
<naamgopma> — CTpOKa, yKasbiBatowwas Tvn niatGopmel, Ans KOTopor npegHasHayveH Dr.Web
Desktop Security Suite. VimeHa Bcex nakeToB, cogep>kanx komnoHeHTbl Dr.Web Desktop
Security Suite, HaunHatoTCA € npedmrkca drweb.

[lns ycTaHOBKM NakeToB B COCTaB YCTAHOBOYHOIO KOMIM/IEKTa BK/IOYEH MeHeaXep NakeToB
zypper. s BbBIBOPOUHON YCTaHOBKM UCMOb3yITe CNy>XebHbI ckpunT installpkg. sh. And
3TOro NpesBapuTeIbHO pacnakymTe CoAep>XMMOoe yCTaHOBOYHOTO darna B Nt0bou KaTanor,
AOCTYMNHBIN ANA 3anncu.

root). [lns Noay4YeHns npas Cynepnosib3oBaTesis NCMOJ/b3yTe KOMaHAy CMeHbI
noJib30BaTeNs su Wi KOMaHZy BbIMOJHEHWS OT MMEHW APYroro nosib3oBatess sudo.

G [Jns ycTaHOBKM MakeToB HEOOXOAMMBI MpaBa Cyrnepnosib3oBaTtess (06bIYHO NoNb30BaTeNS

UT06bl BbINONHWTL YCTAHOBKY MakeTa KOMMOHEHTa, NepensuTe B KaTaaor, coaepxallui
pacnakoBaHHbIN YCTAHOBOYHbIN dalis, U BbINOJHUTE B KOMaHAHOWN CTPOKE WA 3MysTope
TepMUHaNa KOMaHay:

# ./scripts/installpkg.sh <umd_nakema>

Hanpumep:

# ./scripts/installpkg.sh drweb-netcheck

Ecnun Tpebyetca yctaHoButb Dr.Web Desktop Security Suite Lenvkom, 3anycrute ckpunt
YCTaHOBKW, BbIMOJAHWUB KOMaHAY:

$ ./install.sh

PyKOBOACTBO noJsib3oBarena
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Kpome 3Toro, Bbl MOXeTe ycTaHOBUTb Bce nakeTbl Dr.Web Desktop Security Suite (B Tom uncne,
YTOObI YCTAaHOBUTbL HEAOCTAOLLME KOMMOHEHTbI, NV KOMMOHEHTbI, YAaneHHble Mo owwunbke),
3anycTuB YCTaHOBKY KOPHEBOro MeTanakerta:

# ./scripts/installpkg.sh drweb-workstations

Bbi6bopouHoe yaaneHne KOMNOHEHTOB

Ecan B Bawen OC ncnonb3yetcs popmat naketos RPM, a4 BbIGOPOYHOro yAaneHnsa naketa
Kakoro-mbo KOMMOHEHTa BbINOJHMUTE COOTBETCTBYHOLLYHO KOMaHAy YAaneHna MeHeaxxepa
NnakeToB Balleln onepauoHHON CUCTEMBI:

e B Red Hat Enterprise Linux n CentOS BbInOAHWTE KOMaHAY yum remove <UMA_NAakema>;

B Fedora BbinoaHuTe KOMaH4Yy yum remove <UMA_nakema> Win
dnf remove <UMSA_nhakema>;

B SUSE Linux BbINOAHWUTE KOMaHAY zypper remove <UMS_nakemas>;

B Mageia, OpenMandriva Lx BbINO/HWTE KOMaHAYy urpme <UMSA_nakemas>;

e B ANbT BbINOJHUTE KOMaHAYy apt-get remove <UMA_nakema>.
Hanpwumep, ana Red Hat Enterprise Linux:

# yum remove drweb-netcheck

Ecam Bawa OC ncnonbsyet nakeTtsl opmata DEB, nmbo ecnmn B coctaBe cnctembl He nmeeTca
MeHezKepa NakeToB, A/ BbIBOPOYHOrO yaaneHus BOCNOIb3yUTeCb MEHEAXKEPOM MaKeTOB
zypper, noctaBasembim ¢ Dr.Web Desktop Security Suite. lna sToro nepengute B

Katanor /opt/drweb.com/bin 1 BbIMOJHUTE KOMaHAY:

# ./zypper remove <UMSA_hakema>
Hanpuwmep:
# ./zypper remove drweb-netcheck

Ecnm Bbl xotute yaanntb Dr.Web Desktop Security Suite ueankom, 3anycTute cCKpunT yaaneHus,
BbINOJIHNB KOMaHAY:

# ./uninst.sh

[na nepeycraHOBKM Kakoro-n1nmbo KOMMNOHeHTa Bbl MOXETe CHayana yAaauTb ero, a noTom
YCTaHOBWTb, 3aMyCT1B BbIODOPOYHYHO WM MOJIHYHO YCTaHOBKY.

PyKOBOACTBO noJsib3oBarena
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6.5. Hactpoiika noacncrem 6e3onacHoCTU

Hannume B coctaBe OC noacuctembl obecneueHns AonoaHuTenbHom 6esonacHoct SELinux, a
Tak>Ke MCNo/Ib30BaHWe CUCTEM MaHZAATHOrO yrpaB/ieHWsa A4OCTYNOM (B OTIMYME OT KNacCMYeCcKon
avckpeynoHHoun mogenn Unix), Takmx kak PARSEC, npuBogut kK npobaemam B
dyHKUMoHnpoBaHun Dr.Web Desktop Security Suite npn HacTpolikax no ymondanuto. Ans
obecneyeHnuns koppekTHoW paboTbl Dr.Web Desktop Security Suite B 3ToM cnyyae Heobxoammo
BHECTW AOMOJHUTE/IbHbIE N3MEHEHNA B HAaCTPOWMKM noacucTembl 6esonacHoctu u/mam Dr.Web
Desktop Security Suite.

| HacTtpoiika paspelueHnin cucteMbl MaHgaTHoro goctyna PARSEC ana Dr.Web Desktop
: Security Suite NO3BOAWT €ro KOMMOHEHTaM OBXOANTb OrPaHNYEeHNsA YCTaHOBAEHHbIX
NoANTUK 6e30MacHOCTU 1 Noay4vaTb AOCTYN K dpainam pasHbiX YPOBHEN MPUBUIETUA.

[laxxe ecnu Bbl He HaCTpPOUTe paspeLleHuns CUCTeMbl MaHgaTHoro goctyna PARSEC ans
Dr.Web Desktop Security Suite, To Bbl Bce paBHO CMOXeTe 3anyckaTb NpoBepKy dainios,
ncnonb3ya rpadudeckunii nutepdeiic Dr.Web Desktop Security Suite B pexxume
aBTOHOMHOrO 3k3eMnapa. 414 3Toro ncnonb3yrTte KoMaHAy drweb-gui € napameTpom
--Autonomous. TakXe Bbl MOXeTe 3amnyckaTb NpoBepky $GanisoB HeMocpeACcTBEHHO U3
KOMaHZAHOW CTPOKM. /111 3TOro Mcnosib3ynte kKoMaHay drweb-ctl ¢ 3TUM Xe
napamMeTpom (--Autonomous).

B pexxwunmMe aBTOHOMHOrO 3k3emMnaapa byseT BO3MOXHa nposepka $pannos, AN JocTyna K
KOTOPbIM HEOBXOAVM YPOBEHb NMPUBUIETMIA HE Bbllle YPOBHS, C KOTOPbIM paboTaeT

NoNb30BaTeE b, 3aI'IyCTl/lBLL|l/Il7I CeaHC NpoBepPKN. |Cl,aHHbIVI pPeXnmMm MMeEET cheayrouine 0CcobeHHOCTU:

¢ [1ns 3anycka B pexvMe aBTOHOMHOTO 3K3eMrJisipa HEO6XOAMMO Haanune AeiCTBYHOLLErO
katoyeBoro daiina, pabota NoA ynpaBaeHVeM cepBepa LLeHTPaAN30BaHHON 3aLUNTbl He
NOAAEP>XKMBAETCA (MMEETCs BO3MOXHOCTb YCTaHOBUTL K/OYEBOW dalisl, IKCMOPTUPOBAHHbIN C
cepBepa LieHTpaan3oBaHHOW 3aluTsl). [pu atom, gaxke ecan Dr.Web Desktop Security Suite
MOAK/IOYEH K CepBepy LIEHTPaNM30BaHHON 3aLLMTbl, aBTOHOMHbIN 3K3eMMNAIsp He coobuwjaem
cepBepy LieHTpasM30BaHHOM 3aLUnTbl 06 yrpo3ax, 06Hapy>KeHHbIX MPW 3anycke B pexxume
aBTOHOMHOrO 3K3eMnspa.

e Bce BcmomoraTtenbHble KOMMOHEHTbI, 06cny>XumBatoLmne paboTy aBBTOHOMHOTO 3K3eMMnaapa,
6yayT 3anyLUeHbl OT UMEeHW TeKyLLero noab3osaTens n byayTt pabotaTb CO cneuunanbHO
chopmMmnpoBaHHbIM GannomM KOHPUrypaLum.

e Bce BpemeHHble daiinbl 1 cokeTbl Unix, MCnonb3yemble ANS B3aMOAENCTBUA KOMMOHEHTOB
mexay cobown, byayT co3gaBaTbCs TOIbKO B KaTanore C yHUKaAbHbIM MMEeHeM. DTOT KaTasior
co3jaeTca 3anyLeHHbIM aBTOHOMHbIM 3K3eMMIAPOM B KaTasore BpeMeHHbIX Galinos
(yKa3aHHOM B CUCTEMHOW NepeMeHHOW OKpy>XeHuns TMPDIR).

e ABTOHOMHO 3anyLueHHbIN 3K3emMnaap rpaduryeckoro nHtepdenca ynpaBieHns He sanyckaem
moHuTopsbl SplDer Guard n SplDer Gate, paboTaroT ToNbKO GYHKL MM NPOBEPKK GainioB u
yrnpaBaeHusa KapaHTUHOM, noaaepXvBaemMble CKaHepOM.

e Myt Kk dparinam BUPYCHbIX 6a3, aHTUBUPYCHOIO AAPa N UCMONHAEMbIM dainam CepBUCHbIX
KOMMOHEHTOB 3aZaHbl MO YMOJYAHUIO.
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e Yncno ogHoBpeMeHHO paboTatoLmx aBTOHOMHbIX 3K3EMMIAPOB HE OrpPaHNYEHO.

e [Npu 3aBepLUeHNM PaboTbl aBBTOHOMHO 3arnyLLEHHOrO 3K3eMMAPa KOMMIEKT 06CNY>KMBaAOLWMNX
€ro CEPBUCHbLIX KOMMOHEHTOB TakxKe 3aBepLuaeT paborTy.

6.5.1. HacTtpoika noantmnk 6esonacHoctu SELinux

B aTom pasaene

e [1IpobaemMbl NpU YCTaHOBKE YHVBEPCALHOIO MakeTa

e [Mpobaembl dyHKUMOHUPOoBaHUa Dr.Web Desktop Security Suite

Ecnm ncnonbsyembii Bamu anctpnbytne GNU/Linux ocHalleH noacuctemor 6e3onacHoCcTm
SELinux (Security-Enhanced Linux — Linux ¢ yay4uweHHoU 6e30nacHocmeto), T0, YTOObI
cny>ebHble komnoHeHTbl Dr.Web Desktop Security Suite (Takne Kak ckaHvpytoLlee 84p0)
paboTanu KOPPEeKTHO NOocae YCTaHOBKM KOMMOHEHTOB, BaM, BO3MOXHO, NoTpebyeTcA BHECTM
MU3MeHeHMA B NOIUTUKN Be3onacHOCTK, ncnoab3yemble SELinux.

NMpo6nembl Nnpu ycTaHOBKEe YHMBEpPCasbHOro nakera

Mpw BkAtoueHHOM SELinux yctaHoBka Dr.Web Desktop Security Suite B Buge yHuBepcasibHOro
nakera 13 yCTaHOBOYHOro darna (. run) MOXeT OKOHUMTLCA HeyAauen, MOCKOAbKy byaeT
3a6/710kMpoBaHa NonbITKa CO34aHNA B CUCTEME CMeLManbHOro nonb3osarens drweb, ¢
NMOJIHOMOUMAMM KOTOpOro paboTatoT komnoHeHTbl Dr.Web Desktop Security Suite.

Ecnv nonbitka ycraHoBkm Dr.Web Desktop Security Suite n3 ycraHoBouHoro ¢awna (. run) bbina
npepBaHa 13-3a HEBO3MOXHOCTN CO3AaHMA Noab3oBaTens drweb, npoBepbTe pexunM paboTbl
SELinux, Ans 4yero BbINOJHUTE KOMaHAy getenforce. 3Ta KOMaHAa BbIBOAWUT Ha 3KpaH TeKyL i
PEXMM 3aLUUTbI:

e Enforcing — 3al4MTa akTMBHA, UCMO/b3YeTCs 3anpeLlaroLas cTpaTerns: 4encTeus,
HapyLlaroLe NoANTUKM 6E30MacHOCTY, PETMCTPUPYHOTCA B XKypHase ayanTa u 6AOKUpYOTCS;

e Permissive — 3alyMTa akTUBHA, HO UCMOJb3YETCA paspeLlatoLlas cTpaTerms: 4eCTBus,
HapyLUlatoLe NoUTMKM 6e30MacHOCTY, He 3anpeLLatoTcs, a TONbKO PUKCUPYHOTCA B XXypHane
ayavTa;

e Disabled — SELinux ycTaHOB/IEH, HO HEAKTUBEH.

Ecnm SELinux paboTaeT B pexume Enforcing, BpeMeHHO (Ha nepuog yctaHosku Dr.Web Desktop
Security Suite) nepeBeauTe ee B pexxumM Permissive. [Jns 3TOro BbINOJHUTE KOMaHAy:

# setenforce 0

YKkazaHHas KOMaHZza BpeMeHHO (40 nepBOW nepesarpysku cucteMbl) nepeseseT SELinux B pexxum
Permissive.

PyKOBOACTBO noJsib3oBarena
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@ Kakor 6bl pexxnm 3aLuThbl Bbl HY YCTaHOBWAW NMPW MOMOLLM KOMaHAbl setenforce,
: nocse nepesarpysky onepaumoHHon cuctembl SELinux BepHeTCs B pexuM 3aLluThbl,
3afjaHHbIV B ee HacTporikax (06bl4HO darn HacTpoek SELinux HaxoanTcs B

KaTanore /etc/selinux).

Mocne ycnewHon yctaHoBku Dr.Web Desktop Security Suite n3 yctaHoBouHoro ¢awnna, Ho 4o ero
3anycka v aKTMBaLmu BepHUTE pexxunm Enforcing, ans 4ero BbINOAHUTE KOMaHAY:

# setenforce 1

Mpo6nembl pyHkumnoHmposaHua Dr.Web Desktop Security Suite

B HekoTopbIx caydasax npu pabotatowem SELinux otaensHble komnoHeHTbl Dr.Web Desktop
Security Suite (Takve kak drweb-se U drweb-filecheck) He CMOTyT 3aNyCTUTbCA, BCIEACTBUE
yero ckaHMpoBaHWe 0H6bEKTOB U MOHUTOPUHT GalriIOBON CUCTEMbI CTaHYT HEBO3MOXKHDbI.
MpW3HAKOM TOrO, UTO 3TV KOMMOHEHTbI HE MOTYT BbITb 3aMyLLEHbl, ABAAETCA NOABAEHNE
coobueHnin 06 owmnbkax 119 n 120 Ha rnaBHoM okHe Dr.Web Desktop Security Suite n B
CUCTEMHOM XYypHane, KOTOpbIv BegeT cayxba syslog (OObIYHO 3TOT XXypHan pacrnosioXeH B
KaTasnore /var/log/).

B cnyuae cpabatbiBaHusa cuctembl 6e3onacHocTy SELinux nHpopmaumsa 06 oTkaszax Gpukcupyetcs
Tak>Xe B CUCTEMHOM XypHane ayauTa. B obuwem cnyvae, npu Mcnonb3oBaHUM B CUCTEME AeMOHa
audit, >XxypHan ayauTa xpaHutcs B danne /var/log/audit/audit.log. B npotmBHOM cnyvae
coobLeHna 0 3anpeTe onepauuy 3anncbiBaroTca B obwmin Gpainn xxypHana
(/var/log/messages Win /var/log/syslog).

Ecan ycTaHOBNEHO, UTO KOMMOHEHTbI CKaHMPOBaHNA He QYHKLMOHMPYHOT U3-3a TOTrO, YTO OHM
6nokmpytrotca SELinux, ckomnuampyiTe ana HUX crneumanbHble noumuku 6ezonacHocmu.

| B HekoTopbIx ancTtpnbyTreax GNU/Linux yKasaHHble HUXKE YyTUAUTBI MOTYT HbITb MO
: YMONYaHWUIO He YCTaHOBEHbI. B 3TOM ciyyae BaM, BO3MOXHO, MOTPebyeTca YCTaHOBUTbL KX
JOMONHNTENIbHO.

Yr1o6b1 HacTpouTb NoAnTUKM 6e3onacHocTn SELinux

1. Co3ganTte HOBbIV dan C UCXOAHBIM KOAOM NoanTukn SELinux (dann ¢ paclwuvpeHunem . te).
[aHHbI bann onpesenset orpaHUYeHNs, OTHOCALLMECA K OMUCbIBAEMOMY MOAYJIHO.
NcxogHbIn dann noamTmkm MoxeT BbiTb co3saH ABYMSA cnocobamu:

1) C nomouwpto yTmanTbl audit2allow. 9TO Hanbonee NPOCTON CNOCOH, MOCKO/IbKY AaHHas
YyTUANTa FreHeprpyeT paspeLuatoLe npasnia Ha OCHoBe cooblleHnin o6 oTkase B OCTyne
B darinax CUCTEMHBIX XXypHanoB. BO3MOXHO 3aAaTb aBTOMaTMUeCKMin MONCK COOOLLIEHNI B
dannax >xxypHanoB Uan ykaszaTb NyTb K dariny XypHana BPyUHYHO.

PyKOBOACTBO noJsib3oBarena
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@ 3TOT cnocob MOXHO MCMOJ/Ib30BaTb TO/IbKO B TOM cayyae, Korga B CUCTEMHOM XYypHasne

ayAmTa y>Ke 3aperucTpupoBaHbl MHLMAEHTbI HapyLleHns noantuk 6esonacHoctu SELinux
komnoHeHTamu Dr.Web Desktop Security Suite. Ecan 310 He Tak, 4OXAMTECH TaKmX
MHUMAEHTOB B npoLecce pabotbl Dr.Web Desktop Security Suite uau cosgante
paspeLlatoLLiie NOAUTUKM NPUHYAUTENBHO, BOCMOJ/Ib30BaBLUNCH YTUANTON
policygentool (CM. HMXeE).

Ytuanta audit2allow HaxoAauTCA B NakeTe policycoreutils-python wam
policycoreutils-devel (ans OC Red Hat Enterprise Linux, CentOS, Fedora, B
3aBUCKMMOCTU OT BEPCUM) AN B NakeTe python-sepolgen (an1a OC Debian, Ubuntu).

MpvMep ncnonb3oBaHWs audit2allow:

# grep drweb-se.real /var/log/audit/audit.log | audit2allow -M drweb-se

B saHHOM npumepe ytnamnta audit2allow NPON3BOAUT NOUCK B
danne /var/log/audit/audit.log coobweHuni 06 OTKase B 4OCTyre A5 KOMMOHEHTa
drweb-se.

B pe3ynbTaTe paboThl yTUAUTLI CO3aat0TCA ABa dalina: UCXOAHbIA dain NoANTUKM drweb-
se.te W roToBbIN K YCTAaHOBKE MOZAY/1b MONINTUKN drweb-se . pp.

Ecam noaxoasaiumx MHUMAEHTOB B CUCTEMHOM XYpHasie He OBHApyXXeHO, yTUAUTa BEPHET
coobuleHne o6 ownbke.

B 60NbLUMHCTBE C/ly4aeB BaM He NoTpebyeTcs BHOCUTb U3MEHEHMWS B Gaii NOANTIKM,
CO3JaHHbIN YyTUAUTON audit2allow, MO3TOMY PEKOMEHAYETCA CPa3y NepPexXoamnTb K
NYHKTY 4 ANS YCTAHOBKW NMOJYYEHHOro MOAYAA NOAUTUKN drweb-se . pp.

@ Mo ymonuaHuto yTuamta audit2allow B KayecTBe pe3dynbTaTa CBOei paboTbl BbIBOAUT Ha

3KpaH roToBbIN BbI30B KOMaHAbl semodule. CKOMMPOBAB €ro B KOMaHAHYH CTPOKY 1
BbIMOJIHMB, Bbl BbINOJIHUTE NYHKT 4. [epeianTe K OyHKTY 2, TONbKO €C/N Bbl XOTUTE BHECTU
M3MeHEHUs B MOJANUTMKN, aBTOMAaTUYECKM CHOPMMPOBaHHbIe /15 KoMMnoHeHToB Dr.Web
Desktop Security Suite.

2) C nomoLLbto yTMAnTbl policygentool. [lnf 3TOro ykaxkute B KayecTBe NapaMeTpoB NUMS

KOMMOHEHTA, paboTy C KOTOPLIM Bbl XOTUTE HAaCTPOUTb, U MOJIHbIN MyTb K €ro
ncnonHsemomy darny.

YTunuta policygentool, BXOAALLAs B COCTAB nakeTa selinux-policy ana OC Red Hat
: Enterprise Linux n CentOS, MoxeT paboTaTb HEKOPPEKTHO. B Takom cnyuae
BOCMOb3yATECh YTUANTON audit2allow.

MNpumMep co3saHma NOAUTUK NPU MOMOLLN policygentool:
® 119 KOMMOHEHTa drweb-se!

# policygentool drweb-se /opt/drweb.com/bin/drweb-se.real

e )14 KOMMNOHeHTa drweb-filecheck:

# policygentool drweb-filecheck /opt/drweb.com/bin/drweb-filecheck.real

PyKOBO,D,CTBO noJsib3oBarena
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Bam 6yaeT npeanoxeHo ykaszaTb HECKO/IbKO ODLLMX XapaKTEPUCTUK JOMEHA, MOCae Yero
A1 KaXKA0ro KOMMOHeHTa byayT co3gaHbl Tpy dalina, onpeaenstowmx NoaNTUKY:

<module_name> . te, <module_name> . fc n <module_name> .if.

2. Tpu HeObXOAMMOCTM OTpeaaKTUPYMTEe CreHepUPOBaHHbIM CXOAHbIN Gaii NOANTUKM
<module_name>.te, a 3aTem, UCNOAb3yA YTUANTY checkmodule, co3gante bUHapHoe
npeacTaBaeHve (painn ¢ paclumpennem .mod) NCXOZHOTO daina J0KaNAbHON NOANTUKMN.

[ns ycnewHon paboTbl 3TON KOMaHAbl B CUCTEME JO/IKEH OblTb YyCTaHOBAEH NMakeT
: checkpolicy.

I'IpMMep MCNONb30BaHUA:

# checkmodule -M -m -o drweb-se.mod drweb-se.te

3. Co3pganTe ycTaHaBAMBaEMbI MOAYNb NOAUTUKM (dain C pacluMpeHEM . pp) C MOMOLLbHO
yTnantbl semodule package.

Mpumep:
# semodule package -o drweb-se.pp -m drweb-se.mod

4. ,ﬂ,ﬂﬂ YCTaHOBKW CO34aHHOTO MOoAyaAa NOANTUKN BOCﬂOﬂbByIP’ITer yTVIJWITOVI semodule.
Mpumep:

# semodule -i drweb-se.pp

[na nonyyeHns JOMNOAHWUTENbHOW MHPOPMaLMKM O MpuHLUMNax paboTbl 1 HacTponkm SELinux
obpaTnTech K AOKYyMeHTaL MM No Ncnoabyemomy samu auctpnoéytney GNU/Linux.

6.5.2. Hactpoiika paspewennin PARSEC

B aTom pasaene

e HacTpolika B3aUMOAeNCTBMA KOMMOHEHTOB, 3aMyLLLEHHbIX Ha Pa3HbIX YPOBHSAX NPUBUAETNI

o [cnosib3oBaHue ytuantbl drweb-configure

o /I3aMmeHeHre dainioB KOHOUTYPALIMK BPYUYHYHO

o HaCTDOI\/lIKa dBTOMAaTN4eCKOro 3anycka KOMrnoOHeHTOB Ha ypoBHE I'IDVIBVIIIeFVII\/’I noJsib3oBarend

o |/lcnosb3oBaHue yTuantbl drweb-configure

o [/IsmeHeHue danios KoHburypaumnm PAM BpyyHYHO

e Hactpovika SplDer Guard ans nepexsaTta cObbITUI AOoCTyNa K daniam

B anctpubytnBax GNU/Linux, ocHalweHHbIX nogcuctemon 6e3onacHoctn PARSEC, goctyn
NPUAOXEHUN K daiiam 3aBUCUT OT YPOBHsA npusuaernin. Moatomy no ymonyanuto SplDer Guard
MOXeT nepexBaTbiBaTb COObITUA JOCTyNa K $panam poBHO B TOWN Mepe, B KOTOPOU 3TO
npesyCcCMOTPEHO ero YpoBHEM MpPUBUAETUNA.

Kpome TOro, B cnyyae ecam nosb3oBatesib paboTaer Ha OTAIMYHOM OT HYsl YPOBHE NMPUBUIETUN,
nHtepdenc nonb3osatens Dr.Web Desktop Security Suite He MoXeT B3aMMoencTBOBaTb CO
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SplDer Guard 1 cepBUCHBIMW KOMMOHEHTaMM aHTUBUPYCa, PabOoTatOLLMMU Ha APYTUX YPOBHSX
NPVBWIErWI, B TOM UMNC/IE MOXET OTCYTCTBOBATb JOCTYN K KOHCOMAVPOBAHHOMY KapaHTUHY.

Ecnm B OC ncnonbsyetcs PARSEC 1 nmetoTcs yueTHble 3anncy noab3osatener, paboTarolmx Ha
YPOBHAX MPUBUAETMNIA, OTAUYHBIX OT HY/IEBOTO, HEOHXOAMMO BbIMOJHUTL CreLnanbHyHO
HacTpoliky Dr.Web Desktop Security Suite, uTob6bl 06ecneunTb B3anMoAeNCTBUE ErO
KOMMOHEHTOB, 3amnyCKaeMbIX Ha Pa3INYHbIX YPOBHAX MPUBUAETUNA.

| [na ocywiecTsaeHmsa stnx orlepaLl,l/ll7| HeobXoANMbI rnpasa cyrnepno/sib3oBatens

: (monb3oBatens root). lna nonyveHns npae cyneprosib3oBatens |/|C|'|011b3y|7|Te KOMaHAay
CMEHbI MONb30BaTENA sU WA KOMAHAY BbIMOJHEHUS OT UMEHWM APYroro noJsib3oBaTtens
sudo.

Hac1'p0|7|Ka B3aI/IMOAEI7ICTBVIH KOMMOHEHTOB, 3anyweéHHbIX Ha
Pa3HbIX YPOBHAX anvaerMﬁ

MexaHu3Mm privsock npesHasHayeH Ans obecneyeHns GyHKLNOHUPOBAHNSA CUCTEMHBIX CETEBbIX
CepBU1COB, He OCYLLECTBAAIOLWMX 06paboTKy MHPOPMaLMK C UCNOAb30BAaHMEM MaHAATHOrO
KOHTEKCTa, HO B3aMMOJEMNCTBYHOLLMX C NpoLeccamu, paboTarolMMm B MaHAaTHOM KOHTEKCTe
cybbekTa goctyna. drweb-configd — cepBUCHbIK KOMNoHeHT Dr.Web Desktop Security Suite,
obecrneunBaroWnii B3aMMOZENCTBME BCEX aHTUBUPYCHBIX KOMMOHEHTOB MeXAy COBO.

Utob6bl AEMOH ynpaBaeHua kKoHdurypaumen Dr.Web Desktop Security Suite (drweb-configd)
NOJly4na NPaBO Ha UCMOb30BaHNE MeXaHW3Ma privsock, He0O6XO0AMMO BHECTU U3MEHEHWA B
CUCTeMHbIN Palnn /etc/parsec/privsock.conf. [1na BHECEHNA N3MEHEHWI Bbl MOXeTe
MCNonb30BaThb YTUAUTY KOHOUTYpUpoBaHusa drweb-configure, Bxoasawyto B coctaB Dr.Web
Desktop Security Suite (pekomeHayeTcs), MO0 BHECTU U3MEHEHUS B HEOOXOANMbIE daiibl
KOHOUIypauum BpyUHYHo.

Ucnonb3oBaHue ytnautol drweb-configure
Tpe6ye|v|b|e M3MeHeHnA 6y,£I,yT BHeCEHbl aBTOMaTU4YeCKW nocne BbINMOJIHEHNA KOMaHbl:

# drweb-configure session <pexum>

rae <pexum> MOXET MPUHUMATb OAHO U3 CEAYIOLLMX 3HAUEHWIA:
e enable — UCNONBb30BaTb MeXaHW3M privsock;

e disable — He NCNO/b30BaTb MEXaHW3M privsock.

N3meHeHue ¢painnioB KOHPUrypaunm BpyUHyIo

Ana OC Astra Linux SE Bepcum 1.6 n 6onee nosgHen

1. B ntobom TekCTOBOM pegakTope oTkponte pann /etc/parsec/privsock.conf. JobaBbTe
B 3TOT pal/l yKasaHHble CTPOKMU:

PyKOBOACTBO noJsib3oBarena
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/opt/drweb.com/bin/drweb-configd
/opt/drweb.com/bin/drweb-configd.real

2. CoxpaHute dpann 1 nepesarpysnte CUCTEMY.

HacTpoiika aBToMaTMuecKkoro 3anycka KOMMNOHEHTOB Ha YPOBHe
npuBUernii NosbL3oBaTens

[ns Toro, utobbl KomnoHeHTbl Dr.Web Desktop Security Suite, ¢ kKOTOpbIMU B3auMoaeNCTBYET
no/ib30BaTeb, OblIM AOCTYMHbI B €10 OKPY>XeHUn (Npun paboTe Nosb3oBaTeNd Ha YPOBHE
NPUBUAETNI, OTNIMYHOM OT HYNEBOTO), BHECUTE U3MeEHEHUs B dannbl HacTpoek PAM ans
aBTOMaTM4eCcKoro 3anycka tpebyembix komnoHeHToB Dr.Web Desktop Security Suite npu Hauane
Ceccum Nosib3oBaTeNa U UX 3aBepLUEHNS NPU OKOHYaHMM Ceccum (MCNob3yeTca crneLmanbHbli
PAM-mogynb pam_drweb session.so, pa3paboTaHHbiin «[loktop Beb», KOTOpbIN 3anyckaeTt
KOMMOHEHT-MOCPeAHMK drweb-session, CBA3bIBAKOLWMNIN MeXAY COOON KOMMOHEHTHI,
3anyLLeHHble B OKPY>XEHUW NO/b30BaTeNs, C KOMMOHEHTaMK, paboTatoLUMM Ha HY1IEBOM YPOBHE
NPVBUAETVIA 1 3anycKaroWwmnmmca aBToMatnyeckn npum 3arpyske OC).

[na BHeCEHMA N3MeHeHMN B HacTponkn PAM Bbl MOXeTe NCMONb30BaTb YTUANTY
KOHGUrypupoBaHusa drweb-configure, Bxoaawyto B coctaB Dr.Web Desktop Security Suite
(pekoMeHayeTcs), IM60 BHECTU N3MEHEHUNS B HEObXOAMMble daisibl KOHOUTypaL MM BPYUHYHO.

Mcnonb3oBaHune ytunutbl drweb-configure

Ans ypobcrBa HaCTPOWMKM HEKOTOPbIX CIOXKHbIX MapaMeTpoB, obecrneynBaroLLInX
paboTtocnocobHocTb Dr.Web Desktop Security Suite, pazpaboTtaHa cneunanbHas
BCromMoraTtenbHas yTuamta drweb-configure.

1. [N BKAHOYEHMS UAN OTKNHOUEHWS aBTOMATUUECKOro 3anycka HEO6XOAUMbIX KOMMOHEHTOB
Dr.Web Desktop Security Suite B okpy><eHun nosb3oBaTens npu ero pabote Ha ypoBHe
NPVBWIErUIA, OTIMYHOM OT HYNEBOTO, BbIMOJHUTE KOMaHAY:

# drweb-configure session <pexum>
rae <pexum> MOXET NPUHUMaTb O4HO U3 ChefyHoLnX 3HAUEHN:

e enable — BK/JIHOUYUTb PEXMM aBTOMATUYECKONO 3amnycka HY>KHbIX KOMMNOHEHTOB B CECCUN
nosb30BaTeNIA Ha €ro ypoBsHe npmsmnermﬁ.

e disable — OTK/IOYUTb PEXMM aBTOMaTUYECKOTO 3amnycka Hy>KHbIX KOMMOHEHTOB B CECCUM
nosb30BaTeNIfl Ha ero ypoBHe npvsuaeriin (Mpv atom psag eyHkumi Dr.Web Desktop
Security Suite okaxeTcs HeOCTYMHbIM).

2. lNepe3sanyctuTe cuctemy.

| [ns nonyyeHus cnpaeku No MCMO/b30BaHUIO drweb-configure Ans HacTponkn PAM
: BbIMOJHUTE KOMaHAy:

$ drweb-configure --help session

PyKOBOACTBO noJsib3oBarena
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N3meHeHue ¢painnioB koHPpurypaumm PAM BpyuHyto

Ana Astra Linux u gpyrux amctpmbyTtmeos, ncnosb3syrowmx mogysnb PAM
pam_parsec_mac.so

1. YT06bI N3MEHUTL HAaCTPOMKN PAM, HY>KHO OTpeaaKkTUpOBaTb XpaHALLMECS B
KaTanore /etc/pam.d KOHPUrypaLMOHHbIe Gaisibl, B KOTOPbIX Bbi3blBaeTCs MoAyab PAM
pam_parsec mac.so. /g nosyyYeHnsa NOJHOro CNucka Takux Ganios BbIMOAHUTE KOMaHAY:

# grep -R pam parsec_mac.so /etc/pam.d

B kaxabin pann 13 cnmcka sobaBbTe CresyroLLmMe 3anncy Tmna session:

e lNepes nepBoOW 3aNnCbIO TUNa session:

session optional pam drweb session.so type=close

e [locne nocaeaHen 3anncK TMna session:

session optional pam drweb session.so type=open

2. CoxpaHuTe n3MeHeHHble dpaiibl.

3. Co3paviTe CUMBOAMYECKYHO CCbIKY Ha $ann pam drweb session.so U3 CUCTEMHOTO
KaTanora, cogepxatyero PAM-moaynn. ®aiin pam drweb session.so pacnonaraerca B
kaTanore 6nbanotek Dr.Web Desktop Security Suite /opt/drweb.com/1ib/ (Hanpumep,
Ana 64-paspagHbix OC — B katanore /opt/drweb.com/1ib/x86 64-1linux-gnu/pam/).

4. TlepesanyctuTe cucTemy.

Hacrtpoiika SplDer Guard ansa nepexBarta cobbiTMi gocTyna K
daninam

[nsa npepoctaBneHms pannosomy MoHuTopy SplDer Guard BO3MOXHOCTM OBHapy>XmnBaTb AOCTYN
K pannam, MMerLMM N0 ypoBeHb NPUBMUAETNA JOCTyNa, Heobxoammo nepesectn SplDer
Guard B pexum paboTbl Fanotify.

UTtobbl nepesectu SplDer Guard B pexxum paboTbl Fanotify, BbINONAHUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode Fanotify

AﬂﬂﬂOﬂyHeHMﬂAOHOﬂHMTeﬂbHomMH¢OpMaMMMBbMOﬂHMTeKOMaHAM

$ man drweb-spider

6.5.3. Hacrpoiika Anbt 8 CIN n apyrmnx OC, ncnonb3syrowmx
pam_namespace

B aTom pasaene

e [/cnosb3oBaHuve yTuantbl drweb-configure

e [/I3meHeHune danios koHburypaumrm PAM BpyyHYHO

PyKOBOACTBO noJsib3oBarena
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[nsa Toro, utobbl KomnoHeHTbl Dr.Web Desktop Security Suite, ¢ KOTOpbIMU B3auMoaencTBYEeT
No/ib30BaTeb, OblIM AOCTYMHbI B €10 OKPY>KEHUW, BHECUTE M3MeHeHUs B daisibl HacTpoek PAM
ANs aBTOMATUYeCKOoro 3anycka Tpebyembix komnoHeHToB Dr.Web Desktop Security Suite npu
Hauafe ceccum Noab30BaTeNIA N UX 3aBePLUEHMA MPUN OKOHYaHUM CeCCUN.

| Ans OC AnbT 8 CIN n3meHeHus TpebyroTcsa A BCEX YPOBHEN MPUBUAETUN, a AN APYTUX
OC, ncnonb3yrlWmMx pam namespace, — MNpu paboTe NoNb30BaTeNA Ha YPOBHE
MPVBWIErnIA, OTIMYHOM OT HYJIEBOTO.

CneumnanbHbii PAM-Moaynb pam drweb session.so, pa3paboTaHHbI KOMNaHWen «/okTop
Beb», 3anyckaeT KOMMNOHEHT-NOCPEAHUK drweb-session, CBA3bIBALOLLMIA MeXAy cObOM
NOKa/bHble 3K3eMMNAAPbl KOMMOHEHTOB, 3aMnyLEeHHbIX B OKPY>XEHWWN NONb30BaTeNs, C
KOMMOHeHTaMu, paboTaroumMmn Ha Hy1IeBOM YPOBHE NPUBUIETNIA U 3aMyCKaroLLMMUCS
aBToMaTtnuecku npu 3arpyske OC.

[na BHeCEHMA 3MEeHEeHMN B HacTponkn PAM Bbl MOXeTe NCMONb30BaTb YTUANTY
KOHGUrypupoBaHusa drweb-configure, Bxoaawyto B coctaB Dr.Web Desktop Security Suite
(pekomMeHayeTcs), IM60 BHECTU U3MEHEHWNA B HEObXOAMMble Gaisibl KOHOUTypaL MM BPYYHYHO.

@ [o BHeceHUsa nameHeHuit Ha OC AnbT 8 CIM 11100-02 HEOHXOAMMO BbINMOJHUTb
: cnesyrolLme AeNCTBUS:
1. BbINOAHWTL BXOZA NOZA Nosib3oBaTtenem officer.
2. TonyunTb NpaBa cynepno/b3oBaTens:
S su -
3. BbINOAHWUTL yCTaHOBKY MOAUTUKMN:

# semodule -i /opt/drweb.com/share/drweb.pp

4. OBHOBUTb KOHTEKCTbI He30MacHOCTU GainNoB B COOTBETCTBMM C YCTAHOBIEHHOWN
MOJANTUKOMN:

# restorecon -r /opt/drweb.com

Ucnonb3oBaHue ytunutbl drweb-configure

Ans ynobcTBa HaCTPOMKM HEKOTOPbIX CIOXKHbIX MapaMeTpoB, 0becneymBaroLLnxX
paboTtocnocobHocTb Dr.Web Desktop Security Suite, pazpabotaHa cneumnanbHas
BCMOMoOraTenbHas yTuamTa drweb-configure.

1. [N BKAOUEHMUA UAN OTKIKOUYEHMA aBTOMATUUECKOrO 3amnycka HeobXoAMMbIX KOMMOHEHTOB
Dr.Web Desktop Security Suite B okpy>eHUn nosb3oBaTens nNpu ero pabote Ha ypoBHe
NPWBWAETUIA, OTANYHOM OT HYNEBOTO, BbIMOJHUTE KOMaHAY:

# drweb-configure session <pexum>
rae <pexum> MOXET NPUHUMaTb O4HO U3 ChedyroLlnX 3HaYeHW:

e enable — BK/IOYNTb PEXMM aBTOMaTUYECKOTO 3amnycka Hy>KHbIX KOMMOHEHTOB B CECCUM
MoJib30BaTeIfl Ha ero ypoBHe MpUBUAETNA.
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e disable — OTK/IOYUTb PEXMM aBTOMaTUYECKOTO 3amnycka Hy>KHbIX KOMMOHEHTOB B CECCUM
nosb30BaTeNIfl Ha ero ypoBHe npvsuaeriin (Mpw atom psag eyHkumi Dr.Web Desktop
Security Suite okaxeTcs HeOCTYMHbIM).

2. lNepesanyctuTe cuctemy.

| [ns nonyyeHus cnpaeku No MCMO/b30BaHUIO drweb-configure Ans HacTponkn PAM
: BbIMOJHUTE KOMaHAy:

$ drweb-configure --help session

N3meHeHue dpaitnoB koHpurypauum PAM BpyuHyto

1. YT06bI M3MEHUTb HacTponkn PAM, Hy>XHO OTpeAakTMpOBaThb XpaHALLMeCs B
KaTanore /etc/pam.d KOHPUrypaLnOHHbIe Gaisibl, B KOTOPbIX Bbi3blBaeTcs MoAyab PAM
pam namespace. so. /118 Nony4YeHns NONHOro cnmcka Takux Gannos BbIMOAHUTE KOMaHAY:

# grep -R pam namespace.so /etc/pam.d
B kaxabli daiin 13 cnmncka gobasbTe caegytoLive 3anmncu Tmna session:
e [lepes nepBOM 3anNunCbto TUNA session:

session optional pam drweb session.so type=close

e [locne I'IOC.I'IeAHeVI 3anuncKy Tuna session:

session optional pam drweb session.so type=open

2. CoxpaHuTe n3meHeHHble Ganbl.

3. Co3paiiTe CUMBOMYECKYHO CCbIIKY Ha $ann pam drweb session.so U3 CUCTEMHOTO
KaTanora, cogepxatyero PAM-moayan. ®aiin pam drweb session.so pacnonaraerca B
kaTanore 6ubanotek Dr.Web Desktop Security Suite /opt/drweb.com/1ib/ (Hanpumep,
ana 64-paspagHbix OC — B kaTasiore /opt/drweb.com/1ib/x86 64-1linux-gnu/pam/).
Mpumep koMaHabl Ans 64-paspagHon OC Anbt 8 CIT:

# 1n -s /opt/drweb.com/lib/x86 64-linux-
gnu/pam/pam_drweb session.so /lib64/security/pam drweb session.so
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Ans OC AnbT 8 CIMT 11100-02 n AnbTt 8 CIM 11100-03 HEOBXOANMO AOMONHUTENBHO
BbIMOJIHUTb CejytoLlee:

1. B danine /etc/pam.d/newrole BMecTo cTpokm

session optional pam drweb session.so type=close

yKaxuTe creayroLee:

session optional pam drweb session.so type=cleanup

2. Otpepaktunpynte dannbl /etc/pam.d/sum /etc/pam.d/sudo, O06aBUB B KOHeL,
CNIeLyIOLLYIO CTPOKY:
session optional pam drweb session.so type=close
CoxpaHuTte n3MeHeHHble dansbl.

4. BbInonHuTe KOMaHAY:

# cp /opt/drweb.com/share/drweb-session/drweb-
session.sh /etc/profile.d/

4. TlepesanyctuTte onepauoOHHY CUCTEMY.

6.5.4. Hactpoiika 3anycka B pexxume 3IC (Astra Linux SE, Bepcun
1.6 n 1.7)

B OC Astra Linux SE nogaep>unBaeTca ocobblin pexxum 3amkHymout npozpammHou cpedsi (3MC). B
3TOM peXXume 3amnyckaroTCst TONbKO MPUAOXKEHWSA, UCNOHAEMble daliabl KOTOPbIX MOANUCaHbI
LMPPOBON NOANNCEIO pa3paboTumka, Yen OTKPbITbIA KNtoY J06aBAeH B MepeyeHb KIoYew,
koTopbiM gosepseT OC.

Haunnas c Bepcum 1.6, B OC Astra Linux SE MmexaHu3m nognvcu 6bin namereH. 3anyck Dr.Web
Desktop Security Suite B pexxume 3INC TpebyeT npeasaputensHOM HacTponkm Astra Linux SE 1.6 1
1.7.

Yr1o6b1 HacTpouTb Astra Linux SE Bepcui 1.6 u 1.7 ana 3anycka Dr.Web Desktop Security
Suite B pexxume 3IM1C

1. YcraHoBuTe nakeT astra-digsig-oldkeys, €CNM OH elle He YCTaHOBAEH, C YCTaHOBOYHOIO
ancka OC.

2. TlomecTuTe OTKPbITLIN KAtOY KoMnaHum «[lokTop Beb» B
Katanor /etc/digsig/keys/legacy/keys (B C/ly4ae OTCyTCTBMA KaTanora ero
HeobxoANMO co34aTh):

# cp /opt/drweb.com/share/doc/digsig.gost.gpg /etc/digsig/keys/legacy/keys

3. BbinonHuTe komaHay:

# update-initramfs -k all -u

4. Tlepesarpy3ute cucremy.

PyKOBOACTBO noJsib3oBarena
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7. Hauano pa6otbli

BoinonHute aktnBauunto Dr.Web Desktop Security Suite.
[MpoBepbTe ero paboTocnocobHOCTb.

1
2
3. 3apanTte pexum MOHUTOPUHra Ganios.
4

Onpep,enMTe MCKNKD4YeHnA, eCih OHN MMEKOTCA.

7.1. Perucrpaumsa n aktusaums

B atom paspene

e [IprnobpeTeHne n perncTpauma AnNLEH3NK

e AktmBauwma Dr.Web Desktop Security Suite

o 3anpoc AEMOHCTPAaLMOHHOIO Nepmnoaa

o YcTaHOBKa KJKOYEBOro Ganna

o [MoAKAHOYEHME K CEPBEPY LIEHTPANN30BAHHOW 3aLUTbI

e [TOBTOpHaA perncrpaums

NMpuobpeTeHue N perncrpayua JNLEeH3Um

Mpv NprobpeTeHnn TMLEH3MN KANEHT NOAyYaeT BO3MOXHOCTb B TEYEHWE BCero Cpoka ee
AencTBMA Noay4vatb OOHOBIEHMA C cepBepOB OOHOBEHMI KOMMaHun «[JokTop Beb», a Takke
noayyaTb CTaHAAPTHYH TEXHUYECKYHO NoAAep>KKY KomnaHun «[loktop Beb» 1 ee napTHepoB.

Mpunobpectn 060N aHTMBMPYCHBIN NpogyKT Dr.Web nav cepuitHbln HOMep A9 HEro Bbl MOXeTe
y Hawmx naptHepos & nan uepes nHtepHet-marasuH 4. lonoaHUTENbHYO MHGOPMaLIO O
BO3MOXHbIX BapUaHTax NNLEH3MI MOXHO HalTV Ha odvumanbHoMm caite & komnaHum «Zloktop
Beb».

Perncrpauma avueH3nm NoATBEPXAAET, UYTO Bbl ABASAETECh MOJHOMPABHbIM NOJAb30BaTeNEM
Dr.Web Desktop Security Suite, n aktnBmpyet ero ¢pyHkumm, Bkaouas GyHKLUN 0OHOBAEHMWS
BMPYCHbIX 6a3. PekomeHayeTcs BbINONHATL PErUCTPALMIO U aKTUBALMIO INLEH3MM Cpa3y nocae
YyCTaHOBKMW.

AxtuBauusa Dr.Web Desktop Security Suite

I'Ipmo6peTeHHa;| JINLUEH3NA MOXET ObITb aKTMBnpoBaHa NtobbIM U3 YKa3aHHbIX HNXeE CnocoboB:

® Npn NnomMoLwnm Mmacrepa perncrpaLnm, Bxoadawero B CoctaB MeHep,>Kepa ﬂVILI,eH3VIl‘/J1}

e HenocpeaCcTBEHHO Ha caiite (0 komnaHum «/JokTop Beb».

PyKOBOACTBO nonb3oBaTtend
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Mpw akTMBaLUWN AW MPOANEHUN TNLEH3UN TPebyeTCs yka3aTb CEPUINHbBIN HOMEp. DTOT HOMep
MOXeT nocTaBnsaTbcA BMecTe ¢ Dr.Web Desktop Security Suite v no 3nekTpoHHOW nouTe, Npu
MOKYMKe AN NPOAJEHUN NNLLEH3MUN OHNANH.

@ Ecnv nmeeTcs KOMMNAEKT NNLLEH3UN, BbiAAaHHbIX A5 ncnonb3oBaHus Dr.Web Desktop

: Security Suite Ha HECKO/IbKNX KOMMbHOTEPAX, TO MPW PErUCTPaLIMM MMEETCs BO3MOXKHOCTb
yka3zatb, uto Dr.Web Desktop Security Suite 6yaeT ncnoab3oBaTbCA TObKO Ha O4HOM
KoMMbtoTepe. B 3ToM ciyyae Bce AWLIEH3UM M3 KOMMekTa ByayT 06beAVHEHbI B OAHY, a
CPOK ee genctema ByseT aBTOMaTUYECKN YBENNYEH.

3anpoc 4eMOHCTPaLMOHHOro neproaa

MNMonb3oBaTtenam npoaykToB Dr.Web goctyneH gemoHcTpaunoHHbi nepuog B 1 mecau, Ero
MOXXHO MOJYYUTb HEMOCPEACTBEHHO B OKHE MacTepa perucrpaunmn MeHeaxkepa ANLEH3NN, He
yKasblBas NepcoHaNbHbIX AaHHbIX.

OkHO MacTepa peructpaumm MeHezaxepa MLEH3NI NOABASETCA Ha IKpaHe Npv NepBoOM 3anycke
Dr.Web Desktop Security Suite (kak npaBuao, OH aBTOMaTU4YeCKM 3anyckaeTcsa cpasy nocse
OKOHYaHMsA YCTaHOBKM). Tak>Ke Bbl MOXeTe B /1060 MOMEHT 3anyCTUTb MPOLECC pernctpaumm us
okHa MeHezxepa AnueHsui, Haxas MoayunTb HOBYIO IMLLEH3UIO Ha CTPaHYLLEe MPOCMOTpa
MHbOPMaLMK O TEKYLLLER NNLLEH3NN.

@ ﬂ'flﬂ aKTMBauum npu noOMoLLmn Cepl/ll;lHOFO HOMepa Tpe6yETCﬂ NOAK/NIHOYEHNE K UHTEPHETY.

B cnyuae akTuBaL MM 4@MOHCTPALIMOHHOTO Nepuoga Uan AnLeH3nmn npu noMmoLum Meneaxepa
NNUEH3UI, KNtoueBon daia (TMLEH3NOHHBIA AWM AEMOHCTPALMOHHbIV) byaeT cGopMmnpoBaH Ha
JIOKaNbHOM KOMIMbIOTEPE W YCTaHOBJ/IEH B HaZ/eXallee MecTo aBToMaTnyecku. Mpu nonyyeHunm
KNtoueBoro daina no 31eKTPOHHOW NoYTe Nocae perncTpaLmm Ha caTe yCTaHOBUTE ero

BPY4HYHO.

Mpw OTCYTCTBMN BO3MOXHOCTU UCMOAb30BaTb MacTep perncrpauum (HanprumMep, U3-3a oTCyTCTBUS
rpaduyeckon o6onoukm OC), Bbl MOXETE NCMONb30BaTb KOMaHAy 1icense YTUANTbI KOMaHAHON
ctpokun Dr.Web Ctl (drweb-ct1), kKoTOpas NO3BOASET aBTOMATUUYECKN NOAYUYNTb
AEMOHCTPALUMNOHHbIV KNHOUYEBOM hain UAU TNLEH3NOHHbIV KNHOYEBOM Gain ANs CEpUMHOro
HOMepa 3aperucTpMpoOBaHHON NNLEH3NN.

PyKOBOACTBO noJsib3oBarena
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YcraHoBKa kiroueBoro ¢gaina

Ecnm yxxe nmeetcsa kntoueBown dais, COOTBETCTBYHOLLNA AEACTBYHOLLEN NLLEH3UM Ha 3TOT
NPOAYKT (HanpumMep, OH Obl NOAYyYeH OT NPOAABLA MO 31EKTPOHHOW MoYTe Noc/ie perncTpauum
nnn Dr.Web Desktop Security Suite nepeHocUTCS Ha ApYror KOMMbHOTEP), MMEETCS1 BO3MOXHOCTb
aktnBmpoBatb Dr.Web Desktop Security Suite, npocTo ykasaB nyTb K MUMeHOLLEMYCA KIHOUEBOMY
dariny. 3T0 MOXHO cAenatb caesytowmmM obpasom:

e B MeHeaxxepe NnLLEH3MIN, Nepeiss Ha NePBOM LUare MacTepa peructpauum no ccolike Apyruve
BUAbI aKTUBaALLMU U YKa3aB NyTb K UMEOLLEMYCs KatoueBOMY dainy am copepkallemy ero
apxuBy . zip.

e BpyuHyto, ansa atoro:
1. Pacnakymnte kntoueBow ¢aiia, eciv oH bbin BaMy MONYYEH B apXuMBe.
2. [lanee BbinonHUTe Nt060E 13 yKazaHHbIX HVXE AeACTBUN.
e CkonupywnTe ero B katanor /etc/opt/drweb.com 1 nepeMMeHyiTe B drweb32 . key.

e B davine koHdurypaumm Dr.Web Desktop Security Suite yctaHoBWTE 3HaueHume
napameTpa KeyPath Taknum obpa3om, 4Tobbl OH yKasbiBai Ha katoueBour dan. B aTom
Clyyae Ha3BaHMe KAtYa MOXET OTAnYaThca OT drweb32 . key.

3. Mepe3zarpysunte koHourypauymto Dr.Web Desktop Security Suite, BbINONHMB KOMaHAy:

# drweb-ctl reload

ANA MPUMEHEHUA BHECEHHDbIX N3MEHEHUA.
Bbl Tak>Ke MO>eTe BbIMOAHUTb KOMaHAYy:

# drweb-ctl cfset Root.KeyPath <nyms Kk karoyesomy cadisy>

B nocnegHem cnydae AononHUTENbHO nepesarpy>atb KoHPurypaumro Dr.Web Desktop Security
Suite He TpebyeTca. KntoueBon dainn He ByaeT CKONMPOBaH B KaTtanor /etc/opt/drweb.com, a
OCTaHeTCa B MUCXOAHOM KaTtanore.

@ Ecam kntoueBoW dalin He CKONMUPOBaAH B KaTanor /etc/opt/drweb. com, Noib30BaTeNb

: CaM HeceT OTBETCTBEHHOCTb 3a €ro COXPaHHOCTb. Takoi cnocob yCTaHOBKMN KAHOUEBOTrO
dalina He pekoMeHAyeTCs 13-3a BO3MOXHOCTU €ro C/ly4aliHOro yaaneHus (Hanpumep,
€C/Iv OH b1 pa3melLleH B KaTasiore, NojBepratoLLemMcs aBTOMaTUUYECKON OUnCTKe
cuctemon). NMoMHUTE, UTO B C/lyyae yTpaTbl Bbl MOXETE 3arnpoCcuTb KatoUueBol dalin
MOBTOPHO, HO KOJIMYECTBO 3arNpOCOB Ha ero MoJjly4YeHne orpaHuYeHo.
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nOAKﬂI'O‘-IeHVIe K cepBepy LI,EHTpaﬂMBOBaHHOﬁ 3allUmTbl

B cnyuae ecam npoBangep Man afMUHNCTPATOP CeTU NPeANpPUATUA NpefoCcTaBua dala HacTpoek
NOAKNHOYEHNA K CepBepPY LLeHTPaNM30BaHHOW 3aLuTbl, Bbl MOXeTe akTnBmMpoBaTte Dr.Web
Desktop Security Suite, npocTo yka3aB nyTb K MMetoLemycs dpainy HacTpoek NOAKAUEHNS. DTO
MOXHO CAenaTb ciegyrowmnm obpasom:

e B oKHe HacTpoek NporpaMmbl Ha Bkaazke Pe)xum yctaHoBuTe paaxok Bkarountb pexxum
LieHTpa/In30BaHHOM’ 3aWUThl, BbibepuTe B MOABUBLLEMCA OKHE MYHKT BbiNaAaroLero cnmcka
3arpysuTtb 13 daina, ykaxnTte nyTb K umetowemycsa dpariany HacTpoek NOAKAIOUEHNA U
HaxmuTe MoaKnoUNTD.

nOBTOpHaﬂ perncrpauyva

MNoBTOpHaa perucrpauuns MoxeT notpeboBaTbCs B Cayyae yTpaTbl IMLEH3MOHHOTO KNOYEBOro
dalina Npy HaAMYMM aKTUBHOWM AMLLEH3MK. [Tpy NOBTOPHOWM PErucTpaLmMm yKkaxure Te xe
nepCcoHabHble JaHHble, KOTOPbIE Bbl BBEAWN MPY MEPBOW pernctpaumnm anmueHsuum. Jlonyckaerca
MCNoab30BaTb APYrov aApec 31eKTPOHHON MOYTbl — B TaKOM C/lyYae NNLLEH3VOHHbIV K1H0YeBOM
dawnn 6yzeT BbiCaH MO HOBOMY afpecy.

MonyunTb AMLEH3NOHHBIN KNtoUYeBON daiin yepe3 MeHezaxep NNLEH3NI AW C MOMOLLbIO
KOMaHZAbl ynpaBAeHNA INLEH3NEN MOXHO OrpaHNyYeHHoe KOaAnYecTBo pas. Ecam ato uncno
NPeBbILLIEHO, TO KNHOYEBOW Paiil MOXHO MOJYUNUTb, MOATBEPANB PETUCTPALIMIO CBOETO
cepuiiHoro Homepa Ha caiite ' komnanuu «Joktop Be6». Kntouesoii daiin byaeT BbicaaH Ha
aApec aNeKTPOHHOW NOYTbI, KOTOPbIV Bbl yKa3aH Npu NepBoK perncTpaLmm.

Mocne nonyyeHus kaoUeBOro darina No 3NEeKTPOHHOW NoYTe BaM HEOOXOAMMO BbINOAHUTb
npoLiesypy ero yCraHOBKM.

7.1.1. KnroueBon painn

KntoueBow danin — 310 cneumanbHbln Gainn, KOTOPbIA XPaHUTCA Ha OKabHOM KOMMbIOTEPE U
COOTBETCTBYET NPUOBPETEHHOM IMLEH3MN AN aKTVUBUPOBAHHOMY A€MOHCTPaLMOHHOMY
nepvogy ans Dr.Web Desktop Security Suite. B kntoueBom dpanne pukcnpyrotca napameTpbl
MCNONb30BaHWA NPOAYKTa B COOTBETCTBMM C NPUOBPETEHHON NNLIEH3MEN AN aKTVUBUPOBaHHbLIM
AEMOHCTPALMOHHBIM MEPUOLOM.

KnroueBoin dalin nmeeT paclumpeHune . key 1 ABASETCA AeACTBUTENbHBIM MPU OLAHOBPEMEHHOM
BbINONHEHUW CNEAYHOLWNX YCNOBUIA:

° CpOK AGVICTBMFI JINLEH3NN AN AEMOHCTPALMOHHOIO nNepmnoaa, KOTOpblIM OH COOTBETCTBYET, HE
ncTek.

e PazpelueHve, onpegenseMoe AMLEH3NER UK aKTUBHBIM AEMOHCTPALMOHHBIM NEPUOLOM,
PacnpoCTpaHsAeTCs Ha BCe UCMOb3yeMble MOAYJIN.

e LlenoctHocTb danna He HapyLLeHa.

PyKOBOACTBO noJsib3oBarena
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Mpw HapyLwweHnn 1H6Oro 13 3TUX YCIOBUI KAHOUYEBOM Gain CTaHOBUTCS HeAENCTBUTENbHBIM.

ﬁ} Mpu pabote Dr.Web Desktop Security Suite katoueBo dainn MO yMONUYaHUIO JOMKEH
HaxoANTbCA B KaTanore /etc/opt/drweb.com M Ha3biBaTbCA drweb32. key.

KomnoHeHTbl Dr.Web Desktop Security Suite perynspHo npoBepsroT Haanume un
KOPPEKTHOCTb KntoueBoro daria. Ero cogep>kmmoe 3almieHo OT peakTMpoBaHus npw
MOMOLLM MeXaHV3Ma 3IEKTPOHHOW LiMdPOBOM NOAMMNCY, MOITOMY pesakTMpoBaHue aeaeT
KAr0YeBOW Galn HesencTBMTEbHBIM. He pekoMeHayeTca oTKpbIBaTh KaH0UeBOWN dGain B
TEKCTOBbIX pejakTopax BO M3bexaHue cayyanHom nopym ero Coaep>KMmMoro.

Mpwn OTCYTCTBUN AENCTBUTENBHOTO KAOUYEBOro daina (IMLLEH3MOHHOMO NAK
JAEMOHCTPALIMOHHOTO), @ TakXXe Mo UCTeUYEeHUW CPOoKa ero AeNCTBUSA, aHTUBUPYCHbIE GYHKLUN
BCEX KOMMOHEHTOB BIOKMPYHOTCA A0 YCTaHOBKWN AENCTBYHOLLErO Kato4eBoro dainna.

PekomeHAayeTCA COXpaHATb UMEROLLMNCA NNLEH3MOHHBIN KA0OUYeBOW Gann A0 NCTEYEHNA CPOKa
ero aencreuns. B aTom cayyae npu nepeycraHoske Dr.Web Desktop Security Suite nam nepeHoce
€ro Ha Apyrov KOMMbOTEP MOBTOPHAs PerncTpaumsa CEPUMHOro Homepa NMLEH3NN He
noTpebyeTcs, U Bbl CMOXETE UCMO/b30BaTh JINLEH3NOHHbIN KAHOUEBOWN dain, NosyYeHHbI Npu
nepBOM NPOXOXAEHNN NpoLeAypbl perncrpaumu.

@ Mo anekTpoHHOW noute kAtouveBble Gpaiinbl Dr.Web o6bluHO NepesatoTcs 3anakoBaHHbIMM

: B apxu1Bbl . zip. ApXUB, cogep>KaLlmii kntoueBon darin ana aktneauum Dr.Web Desktop
Security Suite, 0ObIYHO UMeeT UMA agent . zip. ECM B COOBLLEHNN 3NEKTPOHHONM NOYTHI
COLEPXKUTCA HECKO/IbKO apXMBOB, TO HY>XHO MCMONb30BaTb MMEHHO apxMB agent.zip. B
MacTepe perucTpaLv MoXKHO yKasblBaTb MyTb HEMOCPEACTBEHHO K apXMBY, HE BbIMOAHASA
€ro npejBapuTeNbHON pacnakoBku. Takxke nepes yCTaHOBKOW KitoueBoro daina Bbl
MO>KeTe pacrnakoBaTb apxuB Nt06bIM YA0OHBIM A4 Bac CMOCOOOM 1 13B/IeYb U3 HEro
KNtoueBO dalin, CoXpaHUB ero B 06O AOCTYMHbIV KaTasor (Hanpumep, B AOMALLHWUIA
KaTaJor WKW Ha CbeMHbIN HocuTeab USB flash).

7.1.2. ®ain HacTpoeK NOAKAOUEHUS

®ain HacTpoek NOAKAHUEHUA NpeAcTaBAseT cOboN cneymanbHbii Gann, XpaHsaLwWwmi BHYTPU cebs
napameTpbl nogkaroyeHns Dr.Web Desktop Security Suite k cepBepy LeHTpaan3oBaHHOWM
3alMTbl. ITOT darin MoXKeT BbITb NPeAOoCTaBaeH afMVHUCTPATOPOM aHTUBUPYCHOW CETU UK
WNHTEPHET-NPOBanAepoOM (ecam oH obecneumBaeT NOAAEPKKY YCAYTN LEHTPaIN30BaHHOM
aHTVMBUPYCHOW 3aLUUThl).

Bbl MOXeTe ncnonb3oBaTb 3TOT darn ana aktmeauum Dr.Web Desktop Security Suite uepes
NOAKNHOUEHME ero K CepBepPY LEHTPaSIM30BaHHOM 3aLUnTbl (B 3TOM C/yyae Bbl HE CMOXETe
ncnonb3zosatb Dr.Web Desktop Security Suite B aBTOHOMHOM pexume, He npruobpeTs
AOMONHUTENBHO JIMLIEH3NIO).
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7.2. NMpoBepka paboTocnocobHocTN

[nsa nposepky paboTOCNOCOOHOCTM aHTMBUPYCHBIX MPOrPaMM, UCMOb3YHOLLMX CUTHATYPHbIE
MeToZbl 0bHapyeHus yrpos, ncnonbsyetcsa tect EICAR (European Institute for Computer Anti-
Virus Research), pa3paboTaHHbI OAHOMMEHHOW OpraHu3aumeint. IToT TecT pa3paboTtaH And TOro,
yTObbI MONb30BaTE/Nb, HE MNOABEPras CBOW KOMMbIOTEP ONAaCHOCTW, MOT MOCMOTPETb, Kak
YCTaHOBJ/IEHHbIV aHTUBUPYC ByAeT CurHannsmpoBaTb 06 obHapy>KeHUn yrpossbi.

Mporpamma, ncnonblyemas ans tecta EICAR, He siBnsieTcs BPeAOHOCHOW, HO crneumanbHO
onpegzensercs 60bLLMHCTBOM aHTUBMPYCHbIX MPOrpamMM Kak BUPYC. AHTUBUPYCHbIE NPOAYKTbI
Dr.Web Ha3sbiBatoT 310T «BUpYC» cneayrowmm obpasom: EICAR Test File (NOT a Virus!).
MprMepHO Tak ero Ha3biBatOT N ApYyrue aHTUBUPYCHble NporpaMmel. TectoBas nporpamma EICAR
npeacTaBaseT cobor nocneaoBaTelbHOCTb U3 68 6alT, 06pa3ytoLLyto Teno ncnosHsemoro daina
.com ansa OC MS-DOS/Windows, B pe3yabTaTe UCNOJHEHNA KOTOPOTrO B KOHCO/b UAM Ha 3KpaH
3MyIATOpa TepMMHaNa BbIBOAUTCA TEKCTOBOE CoOobLeHMe:

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!
Teno TeCToBOW NPOrpamMmbl COCTOMT TOJIbKO U3 TEKCTOBbIX CUMBOJIOB, KOTOPble GOPMUPYHOT
CNefyIoLLYHO CTPOKY:

X50!P$Q@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

Ecam Bbl co3gasanTe TEKCTOBLIN dain, COCTOAWMMN N3 NPUBEAEHHON BbilLe CTPOKMK, TO B
pe3ynbTaTte NoAyuYUTCa NporpaMmma, kotopas v byAet onmcaHHbIM «BUPYCOM».

B cnyuae koppekTHOM paboTbl Dr.Web Desktop Security Suite atoT dann gonxeH
obHapy>xmBaTbCa Npun NpoBepke 06bEKTOB HaNOBON CUCTEMbI NHOOBIM AOCTYMHBIM CNOCO60M, C
yBegomMaeHnem o6 obHapy>keHun yrpo3sbl EICAR Test File (NOT a Virus!).

Mpumep KOMarabl Ans Nnpoepkn pabotocnocobHocTn Dr.Web Desktop Security Suite npwu
nomoLu TectoBor nporpammbl EICAR:

$ echo '"X50!P%@AP[4\PZX54 (P~)7CC)7}$SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*' >
testfile && drweb-ctl scan testfile && rm testfile

[laHHas komaHAa 3anucbiBaeT CTPOKY, NPeACTaBAAIOLLYHO COBOM TeNo TeCTOBOW MPorpaMmsl
EICAR, B pain testfile B TEKYLLNA KaTanor, BbIMOAHAET NPOBEPKY NOJAyUYeHHOro darna, nocie
yero yAansieT co3faHHbIv dainn.

[ns ycnewwHoro npoBeseHns BbllLeyKa3aHHOro TecTa Bbl AOJXKHbI MMETb MpaBa 3anvcu B
TekyLuin katanor. Kpome toro, ybeanteck, UTO B HEM OTCYTCTBYET Gaii C UMEHeM
testfile (Npn HEOBXOANMOCTM U3MEHUTE UMA daiia B KOMaHAE).

B cnyuae ycnewHoro obHapy>keHns TeCTOBOro «BMpyca» Ha 3KpaH byAeT BblgaHO cresytoliee
coobLLEeHNE:

<nyme K mekywemy kamasno2y>/testfile - infected with EICAR Test File (NOT a Virus!)
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Ecam npw nposepke byaeT nonyyeHo coobuyeHmne o6 olwmnbke, obpaTnTech K ONUCaHUO
M3BECTHbIX OLINBOK.

@ Ecam B cucteme pabotaer MoHMTOpP darnoBoi cuctemMbl SplDer Guard, npy o6Hapy>keHWUK

: yrpo3bl Gans MOXeT bbITb TyT XKe yaaneH Win nepemelleH B KapaHTUH (B 3aBUCUMOCTU OT
HacTpoeKk KOMMOHEHTA). B aTom cnyuae nocne cooblieHns 06 obHapy>KeHUN yrpo3bl
KOMaHZAa rm coobLWnT 06 oTCyTCTBUM daina. ITa CUTyaLms He ABASETCA OWMOKOW, a
CUTHaANIM3MpPYeT O KOPPEKTHON paboTe MOHMUTOPA.

7.3. Pe>kmbl MOHUTOpUHra ¢pannos

B atom paspene

e ObLVe cBeaeHMS

e /I3MeHeHVe pexnma MOHUTOPUHTra danaos

O6wue cBepgeHunn

MoHuTop dannosoii cuctemsl SplDer Guard, ocyLecTBAAOLMNIN KOHTPOAb A0CTyNa K dannam,
MOXEeT UCMO/b30BaTb TPU PeXMMa MOHUTOPUHTa:

e O6bI4HbIU (YCTAHOB/IEH MO YMOAYAHWIO) — OTCAEXMBAOTCA OnepaLmmn no 4octyny K dpannam
(co3gaHue, oTKpbITUE, 3aKPbITUE 1 3amyck). 3anpalumBaeTcs npoBepka darina, JOCTyn K
KOTOPOMY 6bl/1 OCYLLLeCTB/IEH, MO pe3y/ibTaTaM NPOBePKM K Gpainny MoryT 6biTb MPUMEHEHbI
AENCTBUSA MO HENTPaNM3aLLMmM yrpo3bl, eCn OHa B HeM obHapy>eHa. [lo OKOHYaHWs NpoBepKM
A0CTYN K danay co CTOPOHbI MPUNOXEHWI, 3aNPOCUBLLNX AOCTYM, HE OrpaHNYMBaeTCA.

e YcuseHHbIU KOHMPOJIb UCNO/IHAEMbIX aliiog — Ans Gannos, He CYMTAOLLMXCA
NCNONHAEMbIMW, — TaK Xe, Kak 1 B 06bIvHOM pexume. SplDer Guard 6aokumpyet
3anpoLLEeHHYHO onepauuio 4OCTyna K ucnoaHseMmomy dainny Jo Tex nop, noka He cTaHyT
N3BECTHbI pe3y/bTaTbl €ro NPOBEPKM Ha Hasnume yrpos.

NcnonHaembiMy daitnamm cuntarotcsa ABonuHble Gaiinbl dopmatos PE u ELF, a Takxe
: daiinbl CKpUNTOB, cogep>kalle npeambyy # !.

e «[lapaHoudaneHell» pexkum — SplDer Guard 610kMpyeT 3anpoLLEHHYIO OnepaLmio 4OCTyna K
nrobomy darny A0 Tex Mop, NoKa He CTaHyT U3BECTHbI pe3y/ibTaTbl r0 MPOBEPKM Ha Hannume

yrpos.

CkaHep B TeUeHWe OnpesesIeHHOrO BPEMEHWN COXPaHsEeT pe3yabTaTbl MPOBEPKM daitioB B
cneumanbHOM Kelle, MO3TOMY Mpv MOBTOPHOM A0CTyre K TOMY Xe dainy, Npyu Haamumnm
MHpOPMaLMK B KeLLe, MOBTOPHOE CKaHUpPOBaHWe dalisa He MPOU3BOAMNTCSH, B KauecTBe
pe3y/sbTaTa NPOBepKM 3TOro dalina NCNosb3yeTcs pe3y/bTaT, U3BJeYeHHbIM 13 Kella. HecmoTps

Ha 3TO, MCNOIb3OBaHME «NapaHONAaNbHOIo» peXxmnMa MOHUTOPKMHIa NpUBOAUT K CyLLLECTBEHHOMY

3aMezieHnto paboTbl Npw Aoctyne K darnam.
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N3meHeHue pe)kuma MOHUTOpPUHra ¢painsios

| PeXXnMbl yCUE@HHOTO MOHUTOPUHIa GaraoB C UX NpeABapUTENbHON BIOKMPOBKOWN
: [OCTYynNHbI, ToAbko ecan SplDer Guard paboTaeT B pexumme FANOTIFY, a agpo OC
cobpaHo o BKIOYEHHOW onuuein CONFIG FANOTIFY ACCESS PERMISSIONS.

MepekntoueHmne pexmnmo paboTbl SplDer Guard Npon3BOAUTCSA TOAbKO MPY MOMOLLM
KOMaHAbl cfset yTnantbl drweb-ctl.

[nsa nepekntoueHus pexunmon paboTbl SplDer Guard Heobxoammo obnagaTb NpaBamu
cynepnosib3oBatens. [nsa nonyyeHns npas Cyneprnoib3oBaTeNs UCnoab3yinTte KOMaHay
CMeHbl NO/Ib30BaTENA su AN KOMaHZAy BbIMOJAHEHWUA OT MEHW APYroro nosab3oBartens
sudo.

e ins nepeknroyeHms SplDer Guard B pexxum paboTbl FANOTIFY BbINOAHUTE KOMAHAY:
# drweb-ctl cfset LinuxSpider.Mode FANOTIFY
e 119 N3MeHeHVs pexxrmMma MOHUTOPWHTa BbINOJHUTE KOMaHAYy:

# drweb-ctl cfset LinuxSpider.BlockBeforeScan <pexum>

rae <pexum> onpesensieT pexvmM 6J0KMPOBKH:

o Of f — 6JI0KMpPOBKa AocTyna He npoussoauntcs, SplDer Guard ocyLecTBaseT OObIUHbIN (He
H6N10KMPYHOLLNI) PEXUM MOHUTOPUHTS;

o Executables — Npoun3BOAnTCA 610KMPOBKa AOCTyNa K ncnoaHaembolm dannam, SplDer
Guard ocyLLecTBAeT YCUAEHHBIN KOHTPOJIb NCMONHAEMbIX $alniaoB.;

s A1l — npou3BoauTCa 610KMpOBKa A0CTyna K ArobbiM darinam, SplDer Guard ocyuiectBaset
«MapaHoVAaNbHbIA» PEXUM MOHUTOPWUHTa.

e 1N N3MEHEeHNs CPOKa aKTyaNbHOCTU Pe3ynbTaTOB NPOBepPKUN PparnoB, xpaHuMbix CkaHepoOM B
KeLle, BbIMOJAHWTE KOMaHAY:

# drweb-ctl cfset FileCheck.RescanInterval <nepuod>

rae <nepuod> onpeaensieT Nepuos akTyaabHOCTU NpeablayLX pe3ynbTaToB NPOBEPKY,
HaxoAALWMXCA B Kelle. [lonycTMMO 3HayeHune oT Os Ao 1m. Ecim ykasaH nepuog mMeHee 1
cekyHAbl, TO Gaiin byaeT NpoBepsTbCA Npu NHHOM 3anpoce.
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8. Paborta c Dr.Web Desktop Security Suite

Pabota nonb3osatens ¢ Dr.Web Desktop Security Suite moxeT Npon3BoanTLCA Kak B
rpadunyeckom pexxrMe Npu NOMOLLY KOMMOHEHTa, NpesocTaBastowero rpadbnyecknin nHTepdenc
ynpaBAeHuWs, Tak U U3 KOMaHAHOW CTPOKM (BKAtOYas paboTy uepes sMynaTopbl TepMUHana B
rpaduyeckom pexmme).

e [1ns 3anycka rpadpuueckoro nHtepderica ynpasneHms Dr.Web Desktop Security Suite Bbibepute
nyHkT Dr.Web Desktop Security Suite B cuctemHom meHto MpunodxeHunsa nan BeejuTe B
IMyNATOpe TePMUHANA KOMaHAY:

$ drweb-gui &

Mocne 3TOrO, €CNN OKpPY>KeHWe rpaduyeckoro pabouero crtona JOCTynHO, byaeT 3anyLueH
rpaduueckunii nHTepdeinc ynpasnerms Dr.Web Desktop Security Suite. [lnsa 3anycka nposepku
npw ctapTe rpadurueckoro nHtepdenca nam ans 3anycka ero B peXxmme aBTOHOMHOIO

3K3emMnadapa BbIMONHUTE AaHHYHO KOMaHAY C apryMmeHTamMmu.

e YnpaBneHue paboton Dr.Web Desktop Security Suite 13 KOMaHZAHOW CTPOKMN PaCCMOTPEHO B
pa3aene Dr.Web Ctl.

o ina rpadmuecknx cpes pabouero ctona Takxke NoAAepP>KMBAETCA 3aMnyck NPpoBepkn GarnoBs 13
naHenn 3agaud (takon kak Ubuntu Dock) n n3 rpadumueckoro gparinoBoro MeHegxepa (Takoro
kak Nautilus). Kpome TOro, B obnactu ysegomneHunin pabouero crtona otobpaxaercs MHANKATOP
COCTOAHMSA, UCNOb3yEMbIA 411 MOKa3a BCMJIbIBAOLWMX YBEAOMIEHUI 1N OCTyNa K
KOHTEKCTHOMY MeHI0 npunoxeHus. MiIHankaTop otobparkaeTcs areHTOM yBeAOMAEHUN,
KOTOPbIN, KaK U ApYyrne cepBUCHbIe KOMMOHEHTbI MPUIOXEHWS, 3anycKaeTCs aBTOMaTUYeCku 1
He TpebyeT BMeLLaTenbCcTBa B CBOKO paboTy. MNogpobHee cm. B pasgene MHTerpauma co cpesov
pabouyero cTosa.

e Bi/oueHme pexnma ycmneHHoro MoHuTopuHra ¢annos moHntopoM SplDer Guard onvcaHo B
pa3gene PexxnMbl MOHUTOPWUHra Gannos.

& Mocne ycraHosku Dr.Web Desktop Security Suite 1t06bIM 13 OMMUCAHHBIX B 3TOM

: PYKOBOACTBE CNOCO60B B Havane paboTbl BaM NoTpebdyeTca akTMBMPOBATh JINLLEH3MIO,
NnBO yCTaHOBUTL KAOUEBOK daii, ecv OH Y Bac yXe nMeetcs, v nogiatounts Dr.Web
Desktop Security Suite kK cepBepy LieHTpasM30BaHHON 3aLnThbl (CM. pas3gen Perncrpauma u
akTvBaums). [lo Tex nop, moka Bbl 3TOrO He caenaeTe, QyHKYuu aHmueupycHol 3awjumel
6y0ym omkJIHoYeHs!.

MouToBbI NpoTokon IMAP, KOTOpPbIV B 6O/bLUMHCTBE C/yYaeB UCMONb3YETCA MOYTOBLIMM
kaveHTaMu (Takumu Kak Mozilla Thunderbird) ans nonyyeHuns coobLieHnin 31eKTPOHHOM
MOYTbI C MOYTOBOrO CepBepa, ABAAETCA CeaHCOBbIM. [103TOMyY nocne BHECEHUSA N3MEHEHWI
B paboty moHuTopa SplDer Gate (BKAtOUEHME paHEe OTKJIFOUYEHHOIO MOHUTOPA,
N3MEHEeHMe pexxrma NPOBePKN 3aLMLLEHHbIX COeANHEHMIN) HEOBXOANMO 06s3aTeNbHO
nepesanycTUTb NMOYTOBLIN KAUEHT A/ TOro, YTobbl MOHUTOP SplDer Gate cmor NpoBepsTb
BXOAALLME COODLLEHNA NOC/TE UBMEHEHNS PeXMMa CBOE paboThl.

PyKOBOACTBO noJsib3oBarena

85



T,
)
A

A
$

Pa6ota c Dr.Web Desktop Security Suite

8.1. Pabora B rpadpnueckom pexxmme

B aTom pasaene

e ObLLMe cBeaeHMS

e AreHTt yBeaoOMJIEHUN

e [padumyeckmnii MHTEpPpOENC yrpaBaeHus

o BHewHU BUA rpadryeckoro nHTepdenca ynpasieHus

o [naBHasa CTpaHuLa

O6bwue cBepgeHunn

3a paboty Dr.Web Desktop Security Suite B okpy>keHWn pabouero ctosa OTBEYatoT ABa
KOMMOHEeHTa:

o AreHT yBeJOMNEHUNI — KOMIMOHEHT, 3anyckaeMblili aBTOMaTUYeCKN Npu Hayane ceaHca paboTbl
nosb3oBaTeNs B OKPY>XeHUM paboyero ctona. TOT KOMMOHEHT Noka3blBaeT BCMJbIBatoLMe
yBefoMaeHusa o cobbituax B pabote Dr.Web Desktop Security Suite, a Takxxe npegocraBnsert
nHamkatop coctosHua Dr.Web Desktop Security Suite B 061aCTV CUCTEMHBIX YBEAOMAEHNIA U
OCHOBHOE MEHIO AN B3aUMOAENCTBUSA C HUM.

e [paduryecknii MHTEPPenc — KOMMOHEHT, paboTatoLLnii B OKpY>KeHMM rpaduryeckoro paboyero
CTO/1a U NPeAOCTaBAAOLLMI OKOHHbIN MHTepdelc Ana ynpasaeHna paboton Dr.Web Desktop
Security Suite.

AreHT yBegOMIeHUN
AreHT yBegomneHunii Dr.Web Desktop Security Suite npegHa3sHaueH ans:

e oTObpaxeHus nHavkaropa coctoaHua Dr.Web Desktop Security Suite;

e yrpaBJieHUs MOHUTOPaMKN 1N OBHOBAEHMEM, 3anycka rpapuueckoro nHTepderica ynpasaeHus;
e MOKa3sa BCMJIbIBAOLLNX YBEAOMAEHUI O COOBITUAX;

® 3aMfycCKa NpoBepOK No 3agaHHOMY pacnncaHuo.

paduueckuu nHrepdeinc ynpasneHms

Ipadunueckm nutepodeic ynpasneHmsa Dr.Web Desktop Security Suite no3sosset pewaTtb
cnepyroLine 3asaun:

1. MpocmoTp coctoaHus paboTsl Dr.Web Desktop Security Suite, Bkatouas akTyanbHOCTb
NMEIOLLINXCA BUPYCHbIX 6a3 1 cpoka AeACTBUSA NLEH3UN.

2. 3anyck n octaHoBKa MOHUTOpa dannoson cuctemol SplDer Guard.

3anyck 1 0OCTaHOBKa MOHMTOpa ceTeBbIxX coeanHeHni SplDer Gate.

4. 3anyck npoBepku GaisioB No TpeboBaHWUIO, B TOM YUC/E:

PyKOBOACTBO noJsib3oBarena

86



A7

Py
$

A
)
A

Pa6ota c Dr.Web Desktop Security Suite

e bbicmpas nposepka CUCTeMHbIX GainnoB 1 Hanbosiee yA3BUMbIX CUCTEMHBIX O6BbEKTOB.
e [TonHas nposepka Bcex Gannos CUCTEMBI.

e Bbibopo4yHas npogepka TONbKO yKa3aHHbIX GpanioB 1 KaTasoroB Uau CneLmanm3npoBaHHbIX
06bEKTOB (3arpy304HbIX 3aMncen AUCKOB, aKTUBHbIX MPOLLECCOB).

Bbibop dalinoB Ans NpoBEPKM BbINMOAHAETCA KaK YKa3aHMEM LieIeBbIX KaTaNoroB Wau
dbannoB nepes 3anyckom NpoBepKu, Tak 1 UX NepeTackmBaHueM («drag and drop») MbiLbLO
13 OkHa $aliIoBOro MeHeaXKepa Ha rMaBHYH CTPaHULy (CM. HUXE) UK Ha CTpaHuULy
CkaHep okHa Dr.Web Desktop Security Suite.

O630p Bcex yrpos, obHapy>xeHHbIx Dr.Web Desktop Security Suite Bo Bpems TekyLiero
ceaHca paboTbl B rpadmyeckom pexxmme, BKAOYas 0630p HENTPasM30BaHHbIX U
NPOMYLLEHHbIX YIPO3, @ TakKe OOBEKTOB, MePEMELLEHHbIX B KAPAHTUH.

0630p 06BHEKTOB, nepemMeLlleHHbIX B KapaHTUH, C BO3SMO>XHOCTbHO MX OKOHYaTe/IbHOIo
yAaneHna nan BOCCTaHOBAEHNA.

Hactpovika napameTtpoB paboTbl komnoHeHToB Dr.Web Desktop Security Suite, Bkntouas
cneaytoLive napameTpbl:

e [leinctus, koTopble CkaHep v SplDer Guard 6yayT aBToMaTMUYeCKM MPUMEHSATb K
06Hapy>KeHHbIM yrpo3am (B 3aBUCMMOCTU OT UX TUNA).

e [NepeyeHb kaTanoros 1 ¢Gannos, KoTopble He byayT npoBepATbca CkaHepoM v He ByayT
KOHTPO/IMPOBAaTbCA MOHUTOPOM danoBoin cucteMbl SplDer Guard.

e YepHble 1 Hesble CNUCKN CaNTOB N HeXenaTeslbHbIX KaTeropuii Beb-pecypcos,
ncnonb3yemble MoHUTOpoM SplDer Gate, a Tak>ke napameTpbl MpoBepkn $anos,
3arpy>XeHHbIX U3 UHTEPHeTa UM NOJTyYEHHbIX MO NEKTPOHHOW MouyTe.

e PacnucaHuve nnaHoBbIX NPoBepPOK GanNOBON CUCTEMbI, BKAKOYAA NEPUOANYHOCTb U TUM
NPOV3BOANMON NPOBEPKK, a TakxKe nepeyeHb 06BEKTOB, NOANEXALLNX BbIOOPOYHOM
MpoBepKe COrNacHoO 3ajaHHOMY PacnunCcaHumo.

e Pexxvm paboTbl (NOAKAOUEHWNE K CEPBEPY LEHTPAIM30BaAHHOM 3aLUUTbI U OTKAHOYEHUE OT
Hero).

e [lapameTpbl MOHUTOPWUHIa CETEBOV aKTUBHOCTH, BKAKOYAA aHaaM3 3anGpOBaHHOrIO
Tpadpuka.

e PaspelleHre Ha ncnonb3oBaHue cepsuca Dr.Web Cloud.

8. YnpaBneHue nvueH3naMu (BbINONHAETCA Yepe3 MeHeaxxep JULLEH3NN).

9. [NpocmoTp COOBLLEHN O COCTOSHUM aHTUBMPYCHOM CETH, PacCblaeMblX CEPBEPOM

LEeHTpaAn30BaHHOM 3alwunThl (ToNbko ecnn Dr.Web Desktop Security Suite pabotaet B
COCTaBe aHTUBUPYCHOW CETU U TOIbKO €CN aAMUHUCTPATOP aHTUBMPYCHOWN CeTU 3aaacT
COOTBETCTBYHOLLYIO HAaCTPOWMKY Ha cepBepe LieHTPaan30BaHHOW 3aLuThl).

& Ans koppekTHOW paboTbl Dr.Web Desktop Security Suite Heob6xog1MMO, UTOGI

g npesBapvTeNbHO BbiIN 3anyLLeHbl ero CePBUCHbIE KOMMOHEHTbI, B MPOTUBHOM C/lyyae OH
3aBepLUMT CBOKO PaboTy HeMmoCpesCTBEHHO MOC/IE 3aMycKa, Bbl4aB COOTBETCTBYHOLLEE
npegynpexzaeHve. B utatTHoM pexviMe Bce Heo6XoAVMble CePBUCHbIE KOMMOHEHTbI
3anycKatoTcs aBTOMaTUYECKU 1 He TpebyroT BMeLLaTebCTBa MoJib30BaTesNs.

PyKOBOACTBO noJsib3oBarena
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BHewHn BuA rpadpurueckoro nHrepgenca ynpaBieHms

Bug rnaBHoro okHa rpagumueckoro nHtepdeiica ynpasneHuns Dr.Web Desktop Security Suite
npeacTaBAeH Ha PUCYHKE HUXKE.

DrWeb gns Linux

Jﬁz‘ SplDer Guard PafioTaet
fg""
\ , w SplDer Gate PaBoTaer
MepeTawmTe crga Q Crarep
dannbl KNK
i @ MocnenHee o6HOBNEHKE 11.07.2023 14:36
EblDopa
{E} JIMUeH31A ocTanock 249 aHel
?

PucyHok 5. F'padpuueckuit uutepgeiic ynpasneHna Dr.Web Desktop
Security Suite

B neBow yactu OkHa pacnonoxeHa HaBraulMoHHaa naHes b, KHOMKN KOTOpOl‘/Jl NMO3BOJIAKOT
BbIMOJIHNTb l[],el';ICTBI/IS?I, OMNnncCaHHbIe HIXKe.

KHonka

OnucaHune

1. NocToAHHO AOCTYNHbIE

=1

OTKprBaET r1aBHYHO CTpaHULUY, Ha KOTOpOl\/II nmeeTca BO3MOXXHOCTb!:

e BKJIFOUUTb WU BbIKNHOUYUTL MOHUTOP dannoBon cuctemsl SplDer Guard;
e BKJIFOUNUTb WU BbIKNHOUYUTb MOHUTOP CceTeBbIX coeanHeHunin SplDer Gate;

e 3anycTuUTb NPoBepKy 06bekToB GannoBON cnucTeMbl (PpainioB, 3arpy30UHbIX 3anmncen) n
3anyLLeHHbIX MPOLLECCoB;

e MPOCMOTPETb COCTOSIHNE aKTya/lbHOCTM BUPYCHbIX 6a3 1 BbIMOJHUTL MX OBHOB/IEHME MPU
HeobxoANMOCTY;

e 3anycTuTb MeHeaXep NNLEH3UIN A1 NPOCMOTPa COCTOSAHWSA TEKYLLEN NLEH3NN U
perucTpaunm HOBOW, MPU HEOBXOANMOCTH.

OTKprBaET CTpaHuLy paboThbl C KaPaHTUHOM, NO3BOJIAOLLYH NMPOCMOTPETb q)af/ll.ﬂbl,
NOoMeLlleHHbIe B KaPaHTWH, a TakKXXe BbINMOJHUTb UX yAa/leHne A BOCCTaHOBAEHNE U3
KapaHThHa.

OTkpbIBaeT OKHO HacTpolikn paboTel Dr.Web Desktop Security Suite, B yacTHocTw:

e ckaHepa 06bekToB GansioBON CUCTEMDI;
e MoHuTOpa dannoson cuctemsl SplDer Guard;
e MOHUTOPa ceTeBbIX coeanHeHnn SplDer Gate;

e 3anycka NPOBepPOK MO PacrnucaHuio.

PyKOBOACTBO nonb3oBaTtend
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OnwucaHune
Kpome Toro, 3aecb MOXeT ObITb HaCTpOeHa paboTa B peXXmMMe LieHTPaan30BaHHOM 3aLLnThI.

MpepocraBaseT 4OCTYN K CNpaBOYHbIM Matepuranam 1 BCrnomMoraTesibHbIM pecypcam
KomnaHun «JokTop Beb»:

e MHDOPMaLMA O MPOAYKTE;
® PYKOBOACTBO MOJIb30OBaTeNS;
dopym Dr.Web;

e TeXHWYecKas NnojAep>Ka;

nepcoHanbHbI KabuHeT nonb3osatens Moi Dr.Web.

Bce ccbinkm OTKPbIBAKOTCA B 6pay3epe, YCTaHOBJIEHHOM B CUCTEME.

2. nOﬂBnﬂIOLI.I.VIECH B 3aBUCMMOCTU OT yCI'IOBVIﬁ

OTKprBaET CTpaHuLy CrncKa 3a4a4 NpoBEPKK, B KOTOPOM MMEKOTCA HE3aBepLUEHHbIE
(BbII'IOfIHﬂI-OLLI,I/IECﬂ) 3ajayun rnpoBepPKN.

Hpucymcmeyem Ha HG€U20L{UOHHO& nadesiu moJibko 8 cjiy4yae eciu xomsd 661 00Ha nposepka
B8bIN0J/IHAEMCA.

OTKprBaET CTpaHULYy CrncKa pe3ybTaTOB 3aKOHYEHHbIX MPOBEPOK. OKpaLLII/IBaETCﬂ B
3aBUCUMOCTW OT pe3yabTaTta:

1) 3eneHas — BCe NPOBEPKM 3aKOHUMANCH YCMELLHO, YTPO3 He HaWAEHO, NN BCe
HalZeHHble yrpo3bl 06e3BpeXeHbI;
2) KpacHas — UMetoTCs Heobe3BpeXeHHbIE Yrpo3bl;

3) >kenTas — Kakas-n1Mbo U3 NPOBEPOK 3aBEPLUNIACH BCAEACTBME OLWMOKMN.

[Mpucymcmayem Ha Hagu2ayUOHHOU NAaHe/IU MOJLKO 8 C/ly4Yae ec/iu 3anyckanace xoms bbl
00Ha nposepka.

OTKpbIBaeT CTpaHuLYy NPOCMOTPa Yrpo3, 0bHapy>XeHHbIX Mpu npoBepke $GaliioB ckaHepoM
A MoHuTopoM ¢arnosoi cuctemsl SplDer Guard.

[Mpucymcmaeyem Ha HagU2ayUOHHOU NAHe/U MOJLKO 8 C/ly4Yae eciu UMeromcsi 06HapyxeHHole
y2po3sl.

anIcyTCTByET Ha HaBI/IFaLI,I/IOHHOI‘/II naHeJin TONIbKO B C/lydae eCn OTKPbITa U aKTUBHa
CTpaHuLa 3anyCcka CKaHMpoBaHWA.

Mpu nepexode Ha A6y Opy2yr0 CMPAHUYY 21a8HO20 OKHA, d MAkxe npu 3anycke
CKAHUPOBAHUS CMPAHUYa 3anycka ckaHuposaHusi 6ydem asmomamuyecku 3akpeimd, a
KHONKA ybpaHa ¢ Hasu2ayuoHHOU naHesu.

MpuUcyTCTBYET Ha HaBUraLMOHHOW MaHeNN TOIbKO B C1yYae ecan OTKPbITa U akTUBHA
cTpaHuua ynpasaeHua SplDer Guard.

lpu nepexode Ha stobyro Opyayro CMpaHuULy e1asHo20 OKHA, CmpaHuya ynpasseHus SplDer
Guard 6ydem asmomamu4ecku 3akpbima, a KHONKa yopaHa ¢ HagueayuoHHOU naHeu.

PyKOBOACTBO noJsib3oBarena
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KHonka  OnwucaHue

0 MpuUcyTCTBYET Ha HaBUraLMOHHOW MaHeNN TOIbKO B C1yYae ecan OTKPbITa U akTUBHA
cTpaHuua ynpaeaenmna SplDer Gate.

Mpu nepexode Ha A6y Opy2yro CMPAHUYY 21a8HO20 OKHA, CMpaHuya ynpagaeHus SplDer
Gate 6ydem aemomamuyecku 3akpeimd, a KHONKA yopaHa ¢ Hasu2ayuoHHoU naHesu.

@ anIC)/TCTByET Ha HaBI/IFaLI,I/IOHHOI‘/II naHeJin TONIbKO B C/lydae eCin OTKPbITa U aKTUBHa
CTpaHuLa yrnpaeaeHns 06HOBAEHUAMMU.

lpu nepexode Ha 06y Opy2yto CMPAHULY 21a8HO20 OKHA, CMPaHUyd ynpasaeHus
0b6HoseHuUsAMU 6ydem asmomMamudyecku 3akpsima, a KHonka yopaHa ¢ HagueayuoHHoU
nadesu.

i anIcyTCTByET Ha HaBI/IFaLI,I/IOHHOI‘/II naHeJin TONIbKO B C/lydae eCn OTKPbITa U aKTUBHa
ﬂ CTpaHuua MeHeaxepa ANLIEH3NN.

lpu nepexode Ha 0Oy Opy2yro CMPAHUYY 21a8HO20 0KHA, cmpaHuya MeHedxepa nuyeH3ul
6ydem asmomamuyecku 3dKkpsima, a KHonka yoparHa ¢ HagueayuoHHoU naHesu.

a OTKprBaET CTpaHuLy NpocMoTpa coobLLeHnn oT cepBepa LLEHTpaJ'II/IBOBaHHOI‘/II 3alnThbl.

lpucymcmayem Ha HasuzayuoHHoU naHeau moseko eciu Dr.Web Desktop Security Suite
pabomaem e pexumMe yeHmpanu308aHHOU 3auiums U AOMUHUCMPamop aHMuUeuUpycHoU
cemu Hacmpous omnpasky coobwjeHuli Ha 3my padoyyro CMmaHyuro.

FnaBHaA cTpaHMua

Ha rnaBHOW cTpaHuue okHa rpaduyeckoro nHtepdeinca ynpasnenuns Dr.Web Desktop Security
Suite pacnosoxeHa Lenesas ob6aacTb («MVLLEHb») ANA NepeTackvBaHUA Galios 1 KaTajoros,
nognexatmx nposepke. OHa oTMeyeHa Haanvcbto MepeTawmuTe croga panibl LN HAXKMUTE
Ana Bblbopa. [py nepetacknBaHM 1 OTNycKaHUM $anoB 1 KaTasoros 13 okHa GpanioBoro
MeHezKepa Ha rnaBHyo cTpaHuua okHa Dr.Web Desktop Security Suite 3anyckaetcs mx
BblbOpOYHasa nposepka (eciv CkaHep y>Ke BbINMOJHAET Kakyro-1mbo npoBepky, TO 3agava
NpPOBepPKM yKa3aHHbIX painnoB CTaBUTCA B 0Uepeb).

Takoke Ha rnaBHOW CTpaHULLe OKHa PacroNOXeHbl CaeaytoLme KHOMKM:

o SplDer Guard — oTobpaxaeT Tekylee COCTOAHNE, B KOTOPOM HaXOAUTCA MOHUTOP dannoBowu
cuctembl SplDer Guard. Mpur HaxaTnm OTKPbIBAET CTPaHULLY YNpPaB/ieHMs, Ha KOTOPOI MOXHO
3anycTuTb uam octaHoBuTb SplDer Guard, a Takxke NPOCMOTPETb CTaTUCTUKY ero paboTbl.

e SplDer Gate — oTob6paaeT TekyLyee COCTOSHWE, B KOTOPOM HaxOAWUTCS MOHUTOP CETEBbIX
coeavHeHnii SplDer Gate. MNpw HaXkaTUmM OTKPbIBAET CTPaHULLY YNpaBaeH s, Ha KOTOPOW MOXHO
3anycTuTb uam octaHoBuTb SplDer Gate, a Tak)Ke MPOCMOTPETb CTAaTUCTUKY ero paboThbl.

e CKkaHep — MO3BOJISIET OTKPbITb CTPAHWULLY 3arycka NpoBepkn $GaliioB, KaTaJoroB 1 Apyrmx
06beKkTOB GpanNoBON cMCTEMbI (HaNpUMep, 3arpy304UHble 3anuncK).

PyKOBOACTBO noJsib3oBarena
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¢ MocnepHee o6HOBAEHNEe — OTOOpaKaeT TekyLyee COCTOAHNE OBHOBAEHNA BUPYCHbIX 6a3.
Mpw HaxkaTy OTKpPbIBaeT CTPaHuLYy ynpaBaeHns 0OOHOBJIEHVEM, HA KOTOPOWM MOXHO 3amyCTuUTb
npouecc o6HoBNEHNA NO TPpebOBaHMIO.

¢ JInuyeHsna — oTobpakaeT COCTOAHME TeKyLLen nnueH3nmn. Mpu HaxaTum OTKPbIBAET CTPaHuULLy
MeHezepa JMLLEH3NIA, Ha KOTOPOW MOXHO 03HakOMUTLCA ¢ Bonee geTanbHOM MHbOPMaLmen
O TeKyLLen NMLEH3UN, a TakXKe BbIMONHUTL NPoLeAypy NPUObpeTeHns 1 perncTpaLmm HoBom
NNUEH3MK, ecan 3To TpebyeTcs.

8.1.1. HTerpauun co cpeaou pabouero crona

B aTom pasaene

e lHAMKATOP NpuaoXeHus B 061aCTV YBEJOMAEHN

o [MpobieMbl B paboTe MHAMKATOPa NPUAOXKEHUS

KoHTeKkCTHOe MeH0 3Hauka maHeau 3ajay

o [MpobiemMbl B paboTe 3Hayka B NaHeau 3ajad

[MpoBepka dalrioB 1 KaTaJlOroB Yepe3 KOHTEKCTHOE MEHIO GanaoBOro MeHeaxkepa

o [MpobaemMbl C UCMOb30BAHNEM KOHTEKCTHOrO MeH $GaliioBOro MeHeaxxepa

[MepeTackmBaHne GanaoB U KaTaJloroB Ha OKHO rpadmnyeckoro nHtepdeinca ynpabaeHus

Dr.Web Desktop Security Suite noaaep>xvBaet yeTbipe cnocoba nHTerpauunm ¢ rpadpuyecknum
OKpY>KeHMeM pabouero ctona:

° 0To6pa>|<eHme B 0bs1acTu yBeAOMﬂeHMVI pa6oqero CTONa 3HaYKa NMpuao>KeHu4d, cny>kallero
NHANKATOPOM COCTOAHNA, N MO3BONAKOLLENO OTKPbITb KOHTEKCTHOE MEHHKO MPUNOXKEHUA;

® BbI30B KOHTEKCTHOrO MEHIO C OCHOBHbIMM KOMaHAaMu NpoBepkn GaiioB Npu HaxkaTum 3HayKa
NPWAOXEHNA B MaHen 3aja4y NPaBo KHOMKOW MbILW;

e 3anyck NpoBepKku GpansoB 1 KaTasOroB NPU NOMOLLN KOMaHZbl KOHTEKCTHOTO MEHHO B
rpadvryeckomMm GannoBOM MEHeAXKEPE;

e 3anyck npoBepky GannoB 1 KaTasoros Npv nepeTackMBaHUM UX MbILbHO Ha F1aBHOE OKHO
Dr.Web Desktop Security Suite.

UHankaTop npunoXkeHus B 061actv yBegoMIeHNMN

MNMocne BxoAa Nonb3oBaTens B cucteMy B 061acTv yBeAomieHu paboyero ctona (ecam oHa
NOAAEPKMBAETCA NCMONb3yeMON rpadryecKon Cpeson) areHT yBeOMIEeHNA oTobpakaeTt
NHAMKATOP B BUAeE 3Hauka ¢ norotunom Dr.Web Desktop Security Suite. iHankaTop
MCMONb3yeTCA A8 OTOOPA>KEHNA COCTOAHUA NMPUIOXKEHWS, @ TakXKe ANA AOCTyNa K KOHTEKCTHOMY
meHto Dr.Web Desktop Security Suite. Mpun Haanumm Kakux-1mbo npobaem B pabote (Hanpumep,
ycTapenu BUpycHble 6a3bl K 3aKaHUMBAETCA CPOK AENCTBUA IULLEH3UW) Ha MHAMKATOPe NOBepX

norotmna Dr.Web Desktop Security Suite otobpaxkaeTca CMMBOA BOCKMLLATENIbHOTO 3HaKa: @

PyKOBOACTBO nonb3oBaTtend



T,
)
A

A
$

Pa6ota c Dr.Web Desktop Security Suite

MoMUMO MHAMKATOPa COCTORHUA, areHT YBeJOMIEHWI Takxke oTobpaxkaeT BCMbIBatoLL e
yBeAoMIeHus, MHGOPMUPYIOLLME MOAb30BaTENA O BaXKHbIX CObbITMAX B paboTe Dr.Web Desktop
Security Suite, Takmx Kak:

e OOHapy>eHa yrpo3a (B TOM uucie, pe3nmaeHTHbIMM MoHuTopamu SplDer Guard u SplDer Gate);

® 3aKaHUMBAETCHA CPOK AENCTBUA NINLLEH3UN.

Mpwn HaxkaTUm 3HauYKa MHAMKATOPa Ha dKpaHe OTKpbIBaeTCs KOHTEKCTHOe MeHto Dr.Web Desktop
Security Suite:

OBHOBUTE

OTKpbITE DrWeb ona Linux

OTKNO4WTE SpiDer Guard  [&
w

OTKNHYKTE SplDer Gate

PucyHok 6. KoHTekcTHOe MeHIo MHAMKaTopa
Dr.Web Desktop Security Suite

Mpw BbIbOpe nyHKTa MeHto OTKpbITL Dr.Web Desktop Security Suite Ha akpaHe nosasnsaetca
OKHO rpaduryeckoro nHtepdeinica ynpasneHuns Dr.Web Desktop Security Suite, T. e. npoucxoant
ero 3anyck. Beibop nyHkTOB MeHto Bkarountb SplDer Gate nan Otikntountb SplDer Gate v
Bintouutb SplDer Guard van Otkatoumntb SplDer Guard no3BosisieT 3anyCcTuTb UAN 3aBEPLLUTb
paboTy COOTBETCTBYHOLLErO MOHUTOPA.

Ana BbIKNtOUYEHNsA 10OOro MOHMTOPa HEOBXOAMMO MPONTH ayTEHTUPUKALIMIO, YKa3aB
: JIOTVIH 1 Napob NoJsb3oBaTens, obnagatoLiero agMMHNCTPaTUBHBIMU NpaBamu (CMm.
YnpaB/ieHne npaBamu NpWUIOXeHUs).

Bbibop nyHkTa OBHOBUTBL NPUHYAUTENLHO 3anycKaeT NpoLesypy NoayYeHUsi OOHOBIEHWIA.

Ecnv nHankaTop ykasbiBaeT Ha Haanume npobiem B dyHkumoHmposaHum Dr.Web Desktop
Security Suite, TO B MEHIO 3HaYOK COOTBETCTBYHOLLLErO MyHKTa, Bbi3BaBLLEro Npobaemy, Takxe

CHabXaeTcs CMMBOJIOM BOCKAMUATE/IbHOTO 3HaKa, Hanpumep: .

Mpo6nembl B pabote nHAMKaTOpa NPUNOIKEHUA

1. Ecnm nHamkaTop otobpaxkaeTca ¢ CUMBOJIOM KPUTUYECKON OLIMbKM @ a BblNagaroLee
MEHIO COAEP>XXMT TONbKO HEeaKTUBHbIV NMYHKT 3amnyck, 3710 o3Ha4vaeT, yto Dr.Web Desktop
Security Suite He MOXeT 3anyCTUTbCA M3-3a TOrO, YTO HEKOTOPbIE CEPBUCHbIE KOMMOHEHTbI

PyKOBOACTBO nonb3oBaTtend
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HeAOCTyMHbI. Ecan 370 cocToAHMe NpogokaeTca AnTenbHoe Bpems, To nonpobyinTte
YCTPaHWUTb 3Ty OWNOKY CaMOCTOATENbHO MM 0BpaTUTECh B TEXHNYECKYHO MOAAEPXKKY.

2. Ecnv nocne Bxoza nonb3oBaTens B CUCTEMY MHAMKATOP He oTobpa3suicsa B obnactu
yBeZlOM/IeHWI paboyero ctona, NnonpobyiTe yCTpaHUTb 3Ty OLUMOKY CAMOCTOATEIbLHO UK
obpaTtnTech B TEXHNYECKYH MOAAEPKKY.

| B HeKoTOpbIX OKPY>KEHUAX paboyero cTofa BHELIHWI BUA U MOBEAEHUE NHAMKATOPa MOTYT
: OT/IYaTbCA OT OMMCAHHOTO, HaNpPUMepP, MOTyT He 0TObpPaXkaTbCs 3HAUKM B BbiMajatoLLEM
MEHHO.

KoHTeKkCcTHOe MeHI0 3HauKa naHenm 3aaau4

3anycTuTb NPUNOXEHNE MOXHO NyTem Bblibopa nyHkTa Dr.Web Desktop Security Suite B MeHto
Mpunoxxenuna. Ecan okpyxeHne pabouero ctona noaaep>XKMBaeT UCMONb30BaHWeE NaHeNu 3a4ay,
TO Npw 3anycke rpadumyeckoro nHtepderica Dr.Web Desktop Security Suite Ha naHenn 3aaau
NOSABUTCA KHOMKA CO 3HAUKOM NpPUAOXKeHUA. HaxkaTve KHOMKW 3anyLeHHOro NpuaoXKeHns
NpaBOM KHOMKW MbILLM OTKPOET Ha 3KpaHe KOHTEKCTHOE MEHIO, MPUMEPHbIV BUA KOTOPOTO
nokasaH Ha pucyHke Huxe (MeHto naHenn Ubuntu Dock).

Bce okHa

HoBoe OKHO

BbicTpaa npoeepka

MonHas npoBepKa

BeibopoyHan NpoBepKa

Y0anuTb M3 n3bpaHHoro

3aKpbiTh

o e

PucyHok 7. KoHtekctHoe meHto Dr.Web Desktop
Security Suite B naHenu 3apau
e Bbibop nyHkTOB MeHo BbicTpaa npoBepka, MonHas npoBepka 11 BbibopouHasa npoBepka
MO3BO/IAET 3aMnyCTUTb COOTBETCTBYIOLLYHO 3a4a4y nposepku (411 BoibopouHaa npoBepka —
OTKPbITb CTPaHWLly Bbibopa 06beKkTOB, NoAnexallMx NPoBepPKe).

e Bbibop nyHkTa MeHto Dr.Web Desktop Security Suite 3anyckaet rpapuueckmnin uHtepdernic
(ecnv OH He 3anylLueH), a NyHkTa BblTM — 3aBepluaet paboTy rpapuyeckoro nHtepdeinca
(ecnv OH 3anylLueH B JaHHbIA MOMEHT).

PyKOBOACTBO noJsib3oBarena
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¢ Bbibop nyHkTa MeHto MpUKpenuTb K MaHenun No3BoISET 3aKPENUTb KHOMKY MPUIOXKEHUS Ha
naHenu 3azay Ans 6bICTPOro A0CTyna K 3anycky rpapuyeckoro nHtepderica u OCHOBHbIX 3a4ay
NpoBEpPKMU.

Ecan B ouepean 3agay MMEROTCA BbINONHAEMbIE 3a4a4K NpoBeEpPKHN q>a17m03017| CNCTEMbI, NOBEPX
KHOMKW CO 3HAaYKOM NPUIOXKeHNA B NaHENN 3ajau 0To6pa>|<aeTc;| NHAMKATOP CyMMapHOro
BbINMOJMHEHUA aKTVUBHbIX 3aja4 NPOBEPKN.

I B PasNnnNYHbIX OKPY>XEeHMNAX pa6oqero CTOJ1a BHELLHWI BU/A rnMaHenn 3agady, KOHTeKCTHOro
: MEHIO N noBejgeHUe NMyHKTOB MEHHKO, OT/INYHbIX OT BbICTpaﬂ npoBepka, Monnasn
npoBepka v BbIGOpO'-IHaﬂ npoBepka, MOryT oTJindatbCA OT ONMNCAHHOTO.

Mpo6nembl B paboTe 3Hauka B naHenu 3aaay

Ecam 3Hayok 3anyLeHHoro rpaduyeckoro nHTepdeica otobpaxkaercs Ha NaHenu 3agay, HO
BbiMajatoLLlee MEHIO He COAEPXKUT MYHKTOB 3amnycka 3ajay NpoBepKu, MonpobyirTe oCyLLecTBUTb
3anyck rpaduyeckoro npuaoxeHus yepes soibop nyHkta Dr.Web Desktop Security Suite meHto
MpwunoxxeHna (BMeCTo 3anycka yepes BbINOJHEHWE KOMaHAbl drweb-gui B 3MyaaTope
TepMuHana nam Beibopa nyHkTa OTKpbITh Dr.Web Desktop Security Suite B meHto nHavkaTopa
NpUaOXKeHMA B 061aCTN yBEAOMAEHUN).

MNMpoBepka ¢anioB 1 KaTasI0roB Yepes KOHTEKCTHOE MEHIO
dannoBoro meHeppkepa

Dr.Web Desktop Security Suite no3BoasieT BbINOAHATL NPOBEPKY PalioB 1 KaTajioros
HenocpeaCcTBEHHO 13 OKHa rpaduyeckoro dpannoBoro MmeHeaxepa, Hanpumep, Nautilus. Ans
npoBepkn GarinoB 1 KaTanoroB He0HX0ANMO:

1. BblgenuTb nx B okHe GaiioBOro MeHeayKepa 1 HaxkaTb NpPaByt KHOMKY MbILLN.

2. B OTKpbIBLLIEMCA KOHTEKCTHOM MEHHO BbibpaTh NyHKT OTKPbITL B APYroi nporpamme.

3. B nosBMBLUEMCS CNNCKE YCTAHOBAEHHbIX NpUaoXeHnn HaTn Dr.Web Desktop Security Suite.
Kak npaBuno, nocne nepsoro ncnonbzosaHua Dr.Web Desktop Security Suite B kauectse
MPUAOXKEHNA A1A OTKPbITUA GainioB., 3Ta accoumauma byaet 3anoMHeHa $panoBbIM MEHeAXEPOM

W B AaNbHeNLeM B KOHTEKCTHOM MeHHo byaeT focTyneH nyHKT OTkpbiTb B Dr.Web Desktop
Security Suite.

I B PasnnYHbIX Fpaq)l/ll—IECKI/IX q)al\/’IJ'IOBbIX MeHe>Kepax yKasaHHOe Ha3BaHWe MNMyHKTa
: KOHTEKCTHOIoO MeHH AnA Bbl60pa NPUNOXEHUA, TaKXe KakK A cnocob Bbl60pa NPUNIOXeHUA
M3 CNMncKa yCTaHOBNEHHbIX B CUCTEME, MOTYT OT/IMYaTbCA OT OMUCAaHHOTO.

PyKOBOACTBO noJsib3oBarena
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Mpo6aembl ¢ CNO/Ib30BaHMEM KOHTEKCTHOIroO MeHIo ¢paliIoBOro MeHegpKepa

Ecan B pannoBom meHeakepe Npu MOMOLLM NMYyHKTa KOHTEKCTHOrO MeHio OTKpPbITb B ApYroi
nporpamme BbibpaTh Dr.Web Desktop Security Suite, To HekoTopble rpaduueckme cpeabl ana OC
GNU/Linux MOryT aBTOMaTnMyecku HaCTpOUTb accoumaunto pannos nam katasoros (no MIME-
TNy 3Tnx obbekToB) ¢ Dr.Web Desktop Security Suite. B 3Tom cnyyae oTkpbiTve Takmx Gannos u
KaTasoros B GpannoBOM MeHeaxxepe byaeTt npuBoauTb kK 3anycky Dr.Web Desktop Security Suite.
[na vcnpaBneHns 3ToN CUTyaumMm OTMEHUTE HACTPOEHHYH acCoLMaLMIO.

MNepetacknBaHue ¢paiiNoB N KaTa/IoroB Ha OKHO rpadunueckoro
uHTtep¢eiica ynpaBaeHns

Dr.Web Desktop Security Suite no3BonseT BbINOAHATb NPOBepPKY $GannoB 1 KaTaaoros nytem
nepeTackvMBaHWA UX yKasaTeNeM MbIln 13 okHa 0630pa dhaninoB 1 KaTanoros rpadpryeckoro
dannoBoro meHezaxepa Ha okHo Dr.Web Desktop Security Suite. YtTobbl Hauanacb NnpoBepka
dalinoB 1 KaTanoro., NepeHeceHHbIX Ha OKHO MPUIOXKEHNSA, He0HX0AMMO, YTOObI OKHO HbIIO
OTKPbITO Ha [N1IaBHOW CTpaHuLIe UAX Ha CTpaHuue Bbibopa Tnna nposepku. Ecam Ha cTpaHuue
okHa Dr.Web Desktop Security Suite ectb 06nactb ¢ Hagnucoto MepetawuTte croaa panbl AN
Ha)>XmMuTe AnsA Bblbopa, TO Ha 3Ty CTpaHULY MOXHO nepeTtackmBaTb Gaisibl 1 KaTanorn ans
NpoBepKMN.

8.1.2. 3anyck n 3aBepLieHue paboTbl

3anyck rpadpunueckoro nHrepdeica ynpasneHma Dr.Web Desktop
Security Suite

[ns 3anycka rpapuyeckoro nHtepdeiica ynpasneHmsa Dr.Web Desktop Security Suite
HeobxoaMMOo:

e BblbpaThb B cncteMHOM MeHto Mpunoxxenus nyHkT Dr.Web Desktop Security Suite, 6o

e HaXaTb NPaBOM KHOMKOW MblwK Ha nHavkatop Dr.Web Desktop Security Suite B o6nactu
yBeAoOM/IeHMI paboyero ctosia 1 BbibpaTh B BbiMajaroLlweM MeHto nyHKT OTkpbiTb Dr.Web
Desktop Security Suite.

Bbl Tak>ke MoOXeTe 3anycTuTb rpapurueckmii nHTepdeic ynpasaeHuns Dr.Web Desktop Security
Suite 13 KOMaHAHOW CTPOKW, BBEAA KOMaHAy drweb-gui& B 3MynsTOpe TepMuHana.

3aBepLwieHne paboTtbl rpaduueckoro nHTepgeiica ynpassieHns
Dr.Web Desktop Security Suite

[ns 3aBeplieHmns paboTbl rpaduueckoro nHTepdeiica ynpasnexHmsa Dr.Web Desktop Security

Suite HeO6XOAMMO 3aKpPbITb €r0 OKHO, UCMOJb3Ys CTaHAAPTHYHO KHOMKY 3aKpbITuS,
PacrnooXeHHYH B 3aroNoBke OKHa.

PyKOBOACTBO nonb3oBaTtend
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| Mpw 3aBepLlueHny paboTsl rpaduryeckoro nHTepderica Dr.Web Desktop Security Suite
: CepBUCHbIE KOMMOHEHTbI, BK/IKOUas areHT yBeZoMaeHn, MoHuTopsbl SplDer Guard u
SplDer Gate npogoskatoT CBOKO paboTy (ec/v OHW He BbINN OTKAKOUEHBI NMONb30BaTeNEM).

B wraTHOM pexxmme Bce HeOBXOAMMbIE CEPBUCHbBIE KOMMOHEHTBLI He TPebytoT
BMeLLaTeNbCTBa MOJIb30BaTENS B CBOO paboTy.

1.3. NMounck un o6e3BpeXxnBaHue yrpos

Mounck 1 obe3BpexxmBaHmne yrpo3 ocylyecTaseTca kak CkaHepoMm (Mo TpeboBaHVO Noab30BaTens
WAW NO 3aZaHHOMY pacnu1caHuio), Tak 1 B npoLiecce paboTbl MOHUTOPOB $panioBOMN CUCTEMDBI
SplDer Guard v ceteBbix coegnHeHnn SplDer Gate.

8.

Bkntouenwne v BoikntoueHve SplDer Guard u SplDer Gate ocyuecTBafeTca Kak U3 MeHHO B
obnactv yBeJOMNEHMI, Tak N Ha COOTBETCTBYHOLLMX CTPaHMLAX ynpaBaeHna nx paboton (cm.
MOHWTOPWHT $araoBON CUCTEMbI U MOHUTOPWHI CeTEBbIX COEANHEHWNN).

O630p TekyLMx 3aa4y Ha nposepky CkaHepoM 06bEKTOB GaoBON CUCTEMBI U yripaB/eHme
VMW OCYLLLECTB/IAETCA Ha CTPaHMULE YNpaB/ieHNs CUCKOM MPOBEPOK.

Bce yrpo3bl, 06Hapy>KeHHble CkaHepoOM AN MOHUTOPOM darnoBoi cuctembl SplDer Guard,
oTObpaxkatoTca B BUAE CMMCKa Ha CTpaHuULe NpocMoTpa 0bHapy >KEeHHbIX Yrpo3.

YnpaBnieHune yrpo3amu, NoMeLLEeHHbIMU B KAPaHTUH, OCYLLECTBAAETCSA Ha CTpaHuLEe paboThl C
KapaHTVHOM.

Hactporika peakumm Dr.Web Desktop Security Suite Ha 0OHapy>KeHHble yrpo3bl
OCYLLECTBASETCA B OKHE HacTpoek. Tam Xe MMeeTCst BO3MOXHOCTb BK/IHOUUTL U HAaCTPOUTb
pacnucaHve Nepuoamyeckmx NPpoBepPOK, a TakxKe HACTPOUTL NPOBEPKY 3aLMbPOBaHHbIX
COeVHEHUI.

@ Ecnn Dr.Web Desktop Security Suite paboTaeT nog ynpaBieHnem cepaepa

: LLeHTPa/IM30BaHHOW 3alUMThl, HA KOTOPOM BKJIFOUEH 3arpeT Ha 3anyck NpoBepkn Gaiaos
nosib3oBaTenem, To cTpaHuL,a CkaHep okHa Dr.Web Desktop Security Suite 6yaet
HegocTynHa. Kpome TOro, B 3TOM C/ly4yae areHT yBefOMAEHW U rpaduyecknin nHtepdenc
ynpas/eHus He ByayT 3amyckaTb MPOBEPKM MO pacrmcaHuio.

1.3.1. NMpoBepka 06beKTOB NO TpeboBaHMIO

B atom paspene

Tunbl BbINOJIHAEMbIX MPOBEPOK

3anyck NpoBepKun

JNobasneHve n yaaneHne o6beKTOB U3 CMCKa BbIBOPOYHON MPOBEpKM

3anyck BbIGOPOYHOWN MPOBEPKM U3 CNUCKA

PyKOBOACTBO nonb3oBaTtend
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Tunbl BbINOJIHAGMbIX nMpPpoBEepPoOK
Mo TpeboBaHmio Nonb3osaTens CkaHep MOXeT BbIMOAHATL CleAytoLLne TUMbl MPOBEpPOK:

e bbicmpasa npogepka — nNpoBepkKa TOJIbKO CTPOro onpeaeneHHoro Habopa KpUTU4eCcKmx
CUCTEMHbIX O6BEKTOB, MOABEPXKEHHbIX HanbobLLeMY PUCKY (3arpy304Hble 3anmncu JUCKOB,
cUCTeMHble darbl U T. ).

e [lonHas nposepka — NpoBepKa Bcex 06BEKTOB IOKabHOW $HaliIoBOM CUCTEMBI, AOCTYMHbIX
nosib30BaTesto, OT MMeHU KoToporo 3anyuieH Dr.Web Desktop Security Suite.

e BoibopoyHas nposepka — npoBepka 06bekToB $HalriioBOV CUCTEMbI UM HEKOTOPbIX O6EKTOB
CreLuvanbHOro TMna, HEMOCPeACTBEHHO YKa3aHHbIX MOJIb30BaTENEM.

| Ecnn Dr.Web Desktop Security Suite paboTaeT nog ynpaBieHnem cepeepa
: LLleHTPaAn30BaHHOM 3alunTbl, HA KOTOPOM BKJIFOUEH 3ampeT Ha 3anyck NpoBepkun Gannos
nosib3oBaTesieM, TO 3Ta cTpaHuua okHa Dr.Web Desktop Security Suite 6yaeT HegocTynHa.

I'Ipvl nposepke 06beKTOB YBENNYUNBAETCA HArpyska Ha npoLeccop, 4YTo MOXKeT NPpuBeCTn K
6bICTpOI\/’I pa3pagke akkymMmynatopa B Cjiydae UCnoJjib30BaHUA MOBUIbHbIX yCTpOI\/’ICTB.
|_|O3TOMy Ha NMOPTAaTUBHbLIX KOMIMbHOTEPAX PEKOMEHAYETCA MPOBOANTL NMPOBEPKY CUCTEMDbI
npu NMTaHNM OT CETU.

3anyck npoBepKu

3anyctuTe npouecc NpoBepkn 06beKTOB hanNoBON CUCTEMbI, HaxkaB CKaHep Ha [/1aBHOV
CTpaHuLLEe OKHa.

Mpw 3TOM OTKpOeTCA CTpaHuLLa Bbibopa Tvna npoBepkn. YTo6bl MHULMNPOBATL bbicmpyro v
[MonHyro NpoBepKy, HaXxKMUTE COOTBETCTBYHOLLYHO KHOMKY. Mocae 3Toro npoBepka HayHeTcs
aBTOMaTUYECKMN.

PyKOBOACTBO noJsib3oBarena
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DrWeb gns Linux

BeicTpas npoBepka

Jo

- .
n |-||]:'BQ1:' Ka KPUTHYECKUX CUCTEMHBIX ODBEKTOB
: Q E MonHana npoBepka
MpoBepka BCEX 4OCTYNHEIX GAWN0E M KATaNoros
|-|E|]CT-"J_."_C CH3Aa Gannbl MKW HEXMATE 418 BIDOpa

? I%l HammwTe Ha 3amMoK gna nonyYeHWA Npas aqMUHWCTpaTopa

PucyHok 8. Bbibop TMna npoBepku

& MpoBepka 06beKTOB BCeraa BbinoaHAeTca CKaHEPOM C TEKYLLUMMU NPaBaMu MPUIOKEHWS.

: Ecnn npunoxkeHve He obnasaeT NoOBbILLEHHBIMW MPaBamu, TO Npu NpoBepke byayT
nponyLleHbl Bce Garnbl 1 KaTanorn, HeAOCTyMHble Nob30BaTesto, 3anyctusLiemy Dr.Web
Desktop Security Suite. YTobbl 06ecneunTs NPOBEPKY BCEX TPEOYEMbIX GalisioB,
BNafeNbLieM KOTOPbIX Bbl He AB/AETECh, Nepes HauanoM NPOBEPKM NOBbICbTE NpaBa
npuaoXeHns (CM. pa3gen YnpasaeHve npaBamMuy NpUaOXKeHU).

Ecan Tpebyetca BoibopoyHas nposepka ToNbKO TpebyeMbix panioB 1 KaTasoros, TO 3TO MOXHO
caenatb NOOLIM 13 CNOCOBOB, YKazaHHbIX HUXE:

° nep9TaCKVIBaHVIe YKa3aTteJsieM Mbilln

®annbl 1 KaTanory, Noasiexallme NpoBepke, MOXHO NepeTaLmTb MbilbiO 13 OKHa $GannoBOro
MeHezXKepa Ha OTKPbITYHO CTpaHuLYy Bbibopa TMMa NpoBepPKU (B 30HY, OTMEYEHHYH HaAMUCbHO
MepeTawure croga ¢painbl MM HAOXKMUTE ANA Bblbopa). Takxke MOXHO nepeTaLLmTb UX Ha
rnaBHYH cTpaHuLy okHa Dr.Web Desktop Security Suite.

Mpw nepemeLeHny GannoB UaN KaTasoroB ykasaTesieM MbIlW Ha OKHO Ha HeM oTobpaxkaeTtcs
obnactb, copep>kalan Hagnvce Momectute dpannbl croga. [11s Hauyana NpoBepky BbIBpaHHbIX
dannoB AOCTaTOUHO «BPOCUTL» MX Ha CTPaHWLLY, OTNYCTUB KHOMKY MbIlW. Mocne 3Toro
npoBepka Ha4yHeTCs aBTOMaTUYeCcKM.

PyKOBOACTBO nonb3oBaTtend
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MomecTiTe Gainsl coga

PucyHok 9. O6nactb pobaBneHus ¢aiinos
e dopmupoBaHMe cNUcka 06bLEKTOB AN BbIGOPOUHOI NpoBepKn

Ana opmmposaHMa cnmncka 06BbEKTOB AN BbIBOPOYHOW NPOBEPKN HEOBXOAMMO HaxaTb Ha
obnactb fobaBneHVs GaininoB. B aToM cnyyae Ha 3kpaHe OTKPOETCSA CMUCOK 06bekToB ANA
BbIBOPOYHON NPOBEPKMU.

% Dr.Web gnsa Linux C1EI

BbiGopodHas npoBepKa
BribepuTte unn nepetawure coga oG bekTsl 407 NpoBepKu.

[ 2arpyzounsie 3anucw Brex Anckos

______________ 7 Cucremmbie ncnonHAemsle daiins 1 GubnuoTekw
[*7 Karanoru ¢ daiinamm nonk3oeatens

v! 7 3anywenHsie npouecc

v| [*] Downloads

'E]' |E| - MpoBepHTs

? . HammwTe Ha 3amMoK gna nonyYeHWA Npas aqMUHWCTpaTopa
.

PucyHok 10. Cnncok o6beKToB A/ BbIGOPOUHOM NpoBepKun

B cnucke ecTb yeTbipe cneumanbHbIX MyHKTa, 3a4atoWwmnx npegonpeseneHHble rpynnbi
06BbEKTOB:

o 3aepy304Hble 3anucu 8cex OUCKO8 — BCE 3arpy304Hble 3anmncu BCeX AOCTYMHbIX B CUCTEME
JINCKOB.

o CucmemHele ucnosHsaemsle ¢alisel u bubauomeku — BCe KaTanoru, cogepxalime
CUCTeMHbIe ucnonHaemble dannbl (/bin, /sbin U T. 4.).

= Kamanoeu ¢ gpalinamu nose3oeamesss — Katanory, cogepxaiive Gpaiiibl nonb3oBaTens u
TeKyLero ceaHca paboTbl (4OMaLLHWIA KaTanor /home/ <username>
(~), /tmp, /var/mail, /var/tmp).

o 3anyujeHHsle NPoyeccsl — NCNoaHsAeMble dalibl, U3 KOTOPbIX BblAN 3anyLeHbl NPOLLECCHI,
aKTVBHbIE B CUCTEME B J@aHHbIA MOMEHT. [1py 3TOM, eCn B UCMONHAEMOM daiine
obHapy>XXmnBaeTCs yrpo3a, TO BCe MPOLECChI, 3aMnyLeHHbIe U3 3TOro daina, NPUHYAUTENbHO
3aBepLIaloTCs, a K harny NPUMEHSOTC Mepbl MO HENTPaNN3aLmUm yrposbl.

PyKOBOACTBO nonb3oBaTtend
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Do6aBneHne u yganeHne o6beKTOB U3 cNMcKa BbIGOpouHOU
npoBepKun

MNpun Heobxo0ANMMOCTI Bbl MOXeTe f06aBUTb B CMMCOK BbIBOPOYHOW NPOBEPKM COOCTBEHHbIE MYyTH
Ans nposepkn. [lna aToro nepetalumTe Tpebyemble 06BEKTbI MbILWbO (MYTW, BegyLume K
ykasaHHbIM obbekTaMm, byayT aBTomaTnydeckn AobasaeHbl B CMMCOK BbIBOPOYHOW NPOBEPKMN) UK
HaXXMuTe + Mog CrMCKOM. B 3TOM ciyyae oTKpoeTca cTaHAapTHOe OKHO Bbibopa ¢ainos u
KaTanoros. BeibepuTe Tpebyemblin 06beKT (Parn nam Katanor) n Haxxmute OTKpPbITh.

HaxxMuTe — nog Cn1UcKoM Ans yaaneHus BCex BblAENEHHbIX MyTeN U3 cnmcka (NMyTb CYUMTAETCS
BblAENEHHbIM, €C/IN BbiJeNeHa CTPOKa CN1CKa, coaep Kallas nyTtb). Ytobbl BbigennTs Honee
OAHOTO MNyTW, BbIAENANTE 3N1EMEHTbI CrUcKa C HaxaTon knasuwen SHIFT nan CTRL.

@ ®annbl 1 KaTaNoru ¢ yCTaHOBAEHHbIM aTPUBYTOM «CKPbITbIV» MO YMONYaHMIO He

oTobpaxkatoTca B okHe Bbibopa PparinoB 1 KaTasoros. YTobbl 0TOOPasnTb UX, HAXXMUTE (%)
Ha NaHesI UHCTPYMEHTOB OKHa Bbibopa dalioB 1 KaTasoros.

I'IepBble yeTblpe npegonpeaeneHHblX NyHKTa yaaainTb U3 CMUCKa HENb3A.

3anyck BbI6OpOUYHOM NPOBEPKU U3 CNUCKa

UTo6bI HauaTb BEIBOPOUHYO MPOBEPKY, YCTaHOBUTE B Crivcke Gaaxky y Bcex 06beKTOB,
noasaexalynx nposepke, 1 Haxmute MpoBepuTtb. [Tocne 3Toro 3anycTUTca NpoBepka.

Mocne 3anycka co3gaHHas 3aZava NpoBepKn MOMELLAeTCs B 0Uepesb, KOTOpas COAePKUT BCe
npoBepky, BbinoNHsABLWMeCs CKaHEPOM B TeKyLLeM ceaHce paboTbl, Kak 3aBepLUEHHbIE, TaK 1
BbIMOJIHAOLMECS B AAHHbIA MOMEHT WJ/IN eLLe TOIbKO OXMAAOLLME CBOETO BbIMOAHEHUS.
MpocMoTp crincka 3aay NPOBEPKM 1 YMNPaBAEHUE UM OCYLLECTBASAETCA HA CTPaHMLE NPOCMOTpa
Cru1cka 3a/a4 NpPOBEPKMY.

8.1.3.2. NpoBepka 06bLEKTOB NO pacnUCaHUIO

B aTom pasaene

e TuMbl BbINOJIHAEMbIX MPOBEPOK

e 3anyckK NpoBepKU

Dr.Web Desktop Security Suite MOXeT BbIMONHATL aBTOMATUYECKMI 3anyCK NEPUOANYECKUX
MpoBepOK 3aZaHHOro nepeyHsa 06beKToB $ariIoBON CUCTEMBI MO YKazaHHOMY PacnUCaHMIO.

| Ecnn Dr.Web Desktop Security Suite paboTaet nog ynpasaeHnem cepsepa
: LLeHTPaAn30BaHHOM 3allnTbl, HA KOTOPOM BKJFOUYEH 3ampeT Ha 3anyck NpoBepkun Gannos
nosb3oBaTeneM, TO 3Ta BO3MOxHocTb Dr.Web Desktop Security Suite 6yaeT HegoCTyMnHa.

PyKOBOACTBO noJsib3oBarena
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Tunbl BbINOJIHAGMbIX nMpPpoBEepPoOK
Mo pacnmcaHno MOXHO BbIMOAHATL CleAyoLLMe TUMbl MPOBEPOK:

e bbicmpasa npogepka — nNpoBepKa TOJIbKO XEeCTKO onpeaeneHHoro Habopa KpUTU4eckmx
CUCTEMHbIX O6BEKTOB, MOABEPXKEHHbIX HanbobLLeMY PUCKY (3arpy304Hble 3anmncu JUCKOB,
cUCTeMHble darbl U T. ).

e [lonHas nposepka — NpoBepKa Bcex 06BEKTOB IOKabHOW $HaliIoBOM CUCTEMBI, AOCTYMHbIX
nosib30BaTesto, OT MMeHU KoToporo 3anyuieH Dr.Web Desktop Security Suite.

e BoibopoyHas nposepka — npoBepka 06beKTOB $HaliIoBOM CUCTEMbI, UM HEKOTOPbLIX 06bEKTOB
CreLuvanbHOro TMna, HEMOCPeACTBEHHO YKa3aHHbIX MOJIb30BaTENEM.

3anyck npoBepKu

MpoBepKM 3anyckaroTcs aBTOMATUUECKM, COFIacHO 3aZ,aHHOMY pacrimcaHnio. 3anyck NpoBEPKM
OCYLLECTBAETCS:

1. Camum rpapunyecknm nHTepdercom, ecam OH 3anyLleH B MOMEHT Hayasia MpoBepKM.

2. AreHTOM yBEAOMEHWNIA, €CI B MOMEHT Hayana npoBepku rpaduryeckmii nHtepdeic
HeAoCTyMeH.

Mpw Hayane NPOBEPKM MO pacnMCaHWo aBTOMAaTUYeCKM 3anyckaeTcs rpaduyecknii MHTepdenc
ynpasaeHus (eC/iN OH eLlle He 3anyLUeH), Co3jaHHas 3ajaya NPoBepPKM NOMeLLaeTcs B 04epesb,
KOTOpas CoAepPXXUT BCe MPOBEPKM, BbiNOAHABLWMNeCH CKkaHEPOM B TeKyLLLeM ceaHce paboTbl, Kak
3aBepLUEHHblE, TaK 1 BbINOJHAOLLMECS B JaHHbIN MOMEHT WAV eLLie TONbKO OXWUAatoLLne CBOero
BbINONHEeHMA. [TpoCcMOTp cnuncka 3azay NPOBEPKU M ynpaB/ieHNe UM OCYLLECTBAAETCA Ha
CTpaHyLie NPOCMOTpPa CNMcKa 3a/ay MPOBEPKMY.

8.1.3.3. YnpaBneHue cnuckom npoBepok

MepeyeHb co3aaHHbIX 1 BbiNOAHAOLWMXCA CkaHEPOM 3ajay NPOBepPKN 06beKTOB hanioBOM
CUCTEMbBI N UX Pe3yNbTaToOB AOCTYMEH Ha crneLmanbHou cTpaHuue okHa Dr.Web Desktop Security
Suite. Mpwu Hannuum B ouepean CkaHepa xoTs Bbl OAHON 3aJaUu, Ha HABUTALMOHHOWN NaHenu
OKHa NosBAsETCA CrelnanbHas KHOMKa, HaxaTne KOTOPOU OTKPbIBAEeT CTpaHuLLbl 0630pa cnmcka
3a/jay NpoBepKu. B 3aBUCMMOCTM OT COCTOSHMA 3aay NPOBEPKMU, 3Ta KHOMKA MMEET Cesy LU
BUA;

B cnncke 3ajay UMeroTCA He3aBepLUeHHbIe NMPOBEPKN (I/ICI'IOJ'IbByeTCFI aHI/IMaLI,I/Iﬂ).

Bce NPOBEpPKN, MMerLLMeca B CNCKe, 3aBepLUeHbl Nin OblIN OCTAHOB/EHDI noJsib3oBartenem,
yrpo3s He Hal‘/lIAEHO, nan ece Hal?l,ﬂ,eHHbIe Yrpo3bl O6eBBpe>KeHbI.

0 Bce npoBepku, nMetoLLmMecs B CrcKe, 3aBepLLEHbI AN Obl1 OCTaHOB/IEHbI MOJIb30OBaTENEM,
NUMeroTCs Heobe3BPEXEHHbIE YTPO3bl.

PyKOBOACTBO noJsib3oBarena
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Bce NPOBEpPKN, MMerLLMeca B CNCKe, 3aBepLUeHbl Nin OblIN OCTAHOB/IEHbI MO/Ib30BATE/IEM.
Mmetrotca NnpoBepPKK, 3aBepLUnBLLINECA U3-3a OLNBKMN.

3afaum B cnncke ynopsgoueHbl Mo Mepe 1x co3fiaHus CBepxy BHU3 (OT caMoi nocneaHen K
nepsowu).

48| Dr.Web pna Linux 1] [
E WHWuwKHposaHa pete

10.10.2023 15:41
L
fusrflib/pythen3. 11/xmlfparsers/ _pycache_ fexpat.cpython-311.pyc
Yrpos Of6esgpexeHD MponyweHo Bcero

I'..l ] 0 ] 44140

), BuicTpasa NpoBepKa 3anyuieHa...

OCTaHOBWUTE OT4eT

WHuuwuposaHa pete

|, MonHasa NnpoBepka ocTaHOBNEHa 10.10.2023 15:41

Yrpos Of6esgpexeHD MponyweHo Bcero
0 0 0 18882

'E]' 3aKpLITh OT4eT

PucyHok 11. Cnucok nposepok

[ns Kaxzaom 3agaum BbIBOAUTCA Ceaytolas MHbopMaums:

e TUN npoBepku (bbicmpas nposepka, [NosHas nposepka, BoibopoyHas nposepka nan MNMposepka
Nno pacrnucaHuio);

® 1IMA M0Jib30BaTeNs, MHULMNPOBAaBLLEro NPOBEPKY (€C/IM UMA MONb30BaTENA HEU3BECTHO,
BbIBOAMWTCA €ro CUCTeMHbIV ngeHtndukatop — UID);

® [1aTa CO34aHWNA 3aja4n N ee OKOHYaHNA, eC/IM OHa y>XKe 3aBepLUeHa;

® KOMYECTBO OOHapY>KEHHbIX Yyrpo3, 06e3BpedxXeHHbIX Yrpo3, NponyLeHHbIX Ganios 1 obliee
KONIM4ECTBO NPOBEPEHHbIX O6BLEKTOB.

CocCTOsIHME, B KOTOPOM HaxOAMTCS 3aa4a, YKa3blBAeTCA MNPV NOMOLLY LIBETOBON METKM,
NPUCBOEHHOW 3ajaue B crnvcke. Vicnonb3ytoTcs cnegytolme LBeTa:

I'IpOBepKa ele He 3aBeplleHa nan 4oXnaaeTca cBoel odepean.

MNpoBepka 3aBepLUeHa UAN OCTaHOBJ/IEHA MOJIb30BaTeNIeM, YTPO3 He HalAEHO, UM BCe HaleHHble
Yrpo3bl 06e3BpeXeHbI.

I MNpoBepka OCTaHOB/EHA W3-3a BO3HUKLUEN OLUNOKM.

I MNpoBepka 3aBepLUeHa WM OCTaHOBJIEHA MO/b30BaTeNEM, MMEHOTCS He0He3BpEXXEHHbIE YTPO3bl.

PyKOBOACTBO nonb3oBaTtend
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| B cnncke oTobpaxkaroTca TONbKO Te NPOBEPKH, BbiNoaHAeMble CkaHepoM, KOTopble Hbian
: HemocpeACTBEHHO MHULMMPOBaHbI Noab3oBatesemM B okHe Dr.Web Desktop Security Suite,
a TakKe NPOBEepPKM, 3anyLeHHble aBTOMaTMYeCKN MO 3ajaHHOMY pacnuncaHuto.

Ha o6nacti onmcaHus 3ajayn MOXKET pacnojaratbCa ogHa M3 CeAYHOLLMX KHOMOK:

e OTMEHUTb — OTMEHWTb NPOBEPKY, AOXKUAAOLLYHOCSA CBOeN ovepean. [locTynHa, ecam 3azava
OXMAaeT BbiNosHeHUs. MNocne HaxaTus 3ajaua 3aBepliaetcs. VIHpopmauums o 3asaue ocTaetcs
B CMMCKe.

e OCTaHOBUTb — OCTAaHOBUTb Ha4aTy0 NPOBEPKY 6€3 BO3MOXHOCTM ee BO30OHOBNEHMS.
[locTynHa, ecam 3agaya BbinoaHaeTcs. [ocne HaxaTva 3aZaya 3aBepLuaeTcs, a B Crmncke
ocTaeTcs MHbOpMaLMs O 3azade, coaepkalliasn pe3ynbTaTthl MPOBEPKM, MOAYUEHHbIE K MOMEHTY
OCTaHOBKM.

¢ 3aKpbITb — 3aKpbITb MHGOPMALMIO O 3aBEPLUEHHOM 3ajaye U YAaauTb ee 13 Cruncka.
[locTynHa, ecan 3agaya 3aBepLUeHa 1 He MeeTCst Heobe3BPEXKEHHbIX Yrpos.

e O6e3BpeaUTb — BbINOHUTL 06e3BpexmnBaHue yrpos. JocrtynHa, eciv 3agaya NpoBepKn
3aBeplLUeHa 1 UMetoTca Heobe3BpeXXeHHbIe Yrpo3bl.

¢ NMoapo6bHee — nepenTn K NPOCMOTPY Cnncka yrpo3s. locTyrnHa, ecim no pesyabratam
06e3BpexXrBaHMA HEKOTOPbIE YrPO3bl OCTaANCh HEOHE3BPEXEHHBIMM.

Haxkatue ccbinkn OTUET OTKPbIBAET Ha 3KpaHe OKHO OTYeTa, CoAep KalLero nogpobHyto
MHPOPMALMIO O MPOBEpPKe, BKAKOUAOLLYHO B cebs kKak 06LLyto MHPOpMaLMio O 3ajaue, Tak 1
nepeyeHb 06HaPY>KEHHbIX YrPO3, €C/IN OHU BbININ OBHaPY>KEHBI B XOA€ 3TOW NPOBEPKM.

PyKOBOACTBO noJsib3oBarena
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| JKCNOPT... 3aKkpLITL

PucyHok 12. [letanbHaa nHpopmaumsa o nposepke

@ B dannoson cucteme Unix-nogo6HbIX OnepaLmoHHbIX CUCTEM, K KOTOPbIM OTHOCATCA 1 OC
GNU/Linux, MoryT BCTpeyaTbCs CcneumnanbHble 06bekTbl, KOTOPbIe BbIMAAAT Kak daribl, 1
MMEROT MMS, HO MO CBOEN NPUpOoe He aBastoLmeca Garnamu, cogepkallimmMm AaHHble
(Hanpumep, 3TO CMMBOJIMYECKME CCbINKW, COKETbI, UMEHOBaHHbIe KaHasbl U Gansbl
YCTPOWCTB). B MpOTMBOMONOXHOCTL K 00bI4HbIM (pe2ysiapHbimM) dannam Takme o6bekTbl
HOCAT Ha3BaHWe cneyuassHelx gatinos. CneumnanbHble Gannbl gceeda NPOMycKaroTcA
Dr.Web Desktop Security Suite npu nposepke.

Ha>aTtue ccbiikm ¢ Ha3BaHMeM OBHapy>XeHHOM yrpo3bl OTKPOET B Beb-bpay3epe, 3afaHHOM MO
YMOAYaHUIO, CTPaHMLY C MHopMaLmen ob yrpose (NPOM3BOANTCA NEPEXOA Ha CauT KOMMaHUK
«[lokTop Beb», TpebyeTca Hanmume NOAKAHOYEHNA K UHTEPHETY).

HaxxmunTe AKCNOpT, eCan Bbl XOTUTE COXPaHUTb OTHET O MPOBEpPKE B TEKCTOBbLIM dana. YTobbl
3aKpbITb OKHO NOAPO6HOM MHGOPMaLMK O MPOBEPKE, HAXXMUTE 3aKPbITh.

K yrpo3am, obHapy>keHHbiM CkaHepoM B npoLiecce r060M NpoBepPKHK, 3anyLLLEeHHOM Yepe3 OKHO
Dr.Web Desktop Security Suite (Bkntouas npoBepKy Mo pacnucaHuio), MPUMEHAIOTCA AeNCTBUA NO
nx 06e3BpEXMBAHNIO B COOTBETCTBMM C HAaCTPOMKaMK, yKazaHHbIMM Ha Bkaaske CkaHep.

| HacTpownkn obe3BpexxknBaHms yrpos, 3ajaHHble Ha Bkaagke CKaHep, He NCMOo/Ib3YHTCA ANs
YeHmpaau3o8aHHOU nposepKu.

O6wnI cnncok Bcex 0BHapY>KeHHbIX Yrpo3 AOCTYMeH Ha CTpaHuLe NPOocMOoTpa 06HaPY>KEHHbIX
yrpos.
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8.1.3.4. MoHuTOpUHr PpaiizIoBoi CUCTEMDI

B atom paspene

e ObLVe cBeaeHMS

YnpasaeHve paboTtot MOHUTOPa GaJoBON CUCTEMBI

Hactpotika paboTtbl MOHUTOpPAa GanioBOV CUCTEMbI

Mpobaembl B pabote SplDer Guard

O6wue cBepgeHunn

®yHKLMSA MOCTOAHHOTO KOHTPOIA Ha 06bekTamu $pannoBoOV CUCTEMbI Peanv3yeTcs MOHUTOPOM
dannoson cuctembl SplDer Guard.

Ipadurueckmii nHTepdeic ynpasneHuns Dr.Web Desktop Security Suite no3Bosset ynpasasatb
paboTou SplDer Guard, a MMeHHO:
e 3anyckaTb M OCTaHaB/AVBaTb MOHUTOP $aniI0BON CUCTEMBI;
e pocMaTpuBaTbh CTaTUCTUKY PaboTbl KOMMNOHEHTA W NepeyYeHb OBHaPY>XXEHHbIX Yrpo3;
e HacTpaunBaTb CaesytoLine napameTpbl paboTbl MOHUTOPA GalnIoBON CUCTEMBI:
o peakuma Ha obHapyXeHwue yrpos;

o nepeyveHb UCKIHUYEHWUIA 13 MPOBEPKMU.

YnpaBneHue paboroirt MoHUTOpa ¢an/IoBOU CUCTEMBbI

3anyck 1 octaHOBKa MOHUTOpa dannoson cuctemsl SplDer Guard, a Takxke NPOCMOTP CTAaTUCTUKM
ero paboTbl MPON3BOAATCA CO CreymanbHoOM cTpaHmLbl okHa Dr.Web Desktop Security Suite.
UTo6bl NEPENTM Ha CTPaHULY YyrpaBaeHNs MOHUTOPUHTOM, HaxxmuTe SplDer Guard Ha rnasHon

cTpaHuLie.

PyKOBOACTBO nonb3oBaTtend
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@ SplDer Guard

-
ﬂ |-||] OEEPAET CO34ABAEMBIE 1 MIMEHAEMBIE (Garnel, Dnokm PYET 3anyCK EPEA0HOCHEIX NMPOTPamMM.
D CpegHAs CKOpOCTE NpoBepkK (hain/c) ¥rpo3 Obe3BpexeHo
0.37 0 0

OTKNHUNTE

? % HammKTE Ha 3aMOoK ANA NoAYYEHWR NPa6 aaMWUHWCTpaTopa

PucyHok 13. YnpaBneHue pab6otoir SplDer Guard

Ha cTpaHuue ynpaBaeHns MOHUTOPUHIOM $GainioBON CUCTEMbI BbIBOAUTCA CleaytoLLas
nHdopmayms:

e COCTOsIHME MOHUTOpa darnoBoi cuctembl SplDer Guard (BKAHOUEH MAM OTKAHOUYEH), @ Takxke
CBeZleHNs O nNpounsoLlesllen B npowecce ero pabotbl ownbke, eciv oHa MMena MecTo;
® CTaTMCTMKA MOHUTOPUHIa GalriIoBON CUCTEMBI:
o CpefHAA CKOPOCTb NPoBepkn Ganios;

5 KO/IMYECTBO OBHapPY>KEHHbIX 1 06E3BPEXXEHHbIX YrPO3.

YT0Obl BKIOUNTD MOHWUTOPWUHT, €CZI1 OH OTKJIDYEH, HaXXMUTe Bxarountb. YTo0bI OTKAKOUNTD
MOHUTOPWHT, €C/I OH BKAKOYEH, HaXXMUTE OTKNIOUMUTD.

I ﬂ'ﬂﬂ BbIKTOYEHNA MOHUTOPWUHTa q)a|7|n030|7| CNCTEeMbI HEO6XO,£I,I/IMO, yTObbI npuaoxeHue
: o6na,a,ano NOBbIWEHHBIMW MNMPaBaMy, CM. YnpaBaeHve npaBaMu NpPUAOXKEHNS.

BO3MOXHOCTb BKJIFOYEHWSA U BbIKNHOUEHUS MOHUTOPA daiinoBon cuctemMbl SplDer Guard
npu pabote Dr.Web Desktop Security Suite nog ynpasneHnem cepaepa
LLEHTPa/IM30BaHHOW 3aLLKThl MOXET ObITb 3a6/10KMPOBaHa, C/N 3TO 3anpeLLeHo
cepBepom.

Coctosanue SplDer Guard (BKAHOUEH MAN OTK/IOYEH) MANHOCTPUPYETCA MHANKATOPOM:

K MoHuTop darinosoi cnctembl SplDer Guard BK/ItOUEH M 3awWwMLLaeT GakoByrO CUCTEMY.

@ MoHuTop dannosor cuctemsl SplDer Guard He 3awuiaet GarinoByro CUCTEMY, MOTOMY UYTO OH
2 OTKJ/IKOYEH MOJIb30BaTENEM WY NMPOM30LLAA OWKbOKa.

[lns 3aKpbITUS CTPaHULbI yNpaBAeHNS MOHUTOPUHIOM GalioBOM CUCTEMbI JOCTaTOYHO MepemnTu
K Nt06O0M APYyron cTpaHuLe Npy NOMOLLM KHOMOK HaBUraLLMOHHOW NaHen.

PyKOBOACTBO nonb3oBaTtend
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MepeyeHb yrpo3, obHapy>xeHHbIx SplDer Guard B TekyLiem ceaHce pabotbl Dr.Web Desktop
Security Suite, oTobpaxkaeTca Ha cTpaHuLe NpPocMOoTpa 0bHaPY>XKEHHbIX Yrpo3 (3Ta cTpaHuua
AOCTYMHA TO/IbKO B TOM Cyyae, ecivi UMeroTcsi ObHapy>KeHHbIe Yrpo3bl).

Hactpoiika pabotbl MOHUTOpa painioBon cMCTEMbI

Hactpoiika paboTbl MOHUTOpPa dannoBon cuctembl SplDer Guard npon3BoAUTCA B OKHE
HacTpoek:
e Ha Bknaske SplDer Guard — peakuusa Ha obHapy>XeHHble yrpo3bl;

® Ha BKJlagKe UcknroueHna — nckitoueHne o6bekTos 13 Ha6ﬂFOAeHVIF|.

BkntoueHme ycuaeHHOro pexxunma MoHUTopuHra gannos MoHutopom SplDer Guard
: onuncaHo B pasgene PeXknmbl MOHUTOPUHIA QaiaoB.

NMpo6aembl B paborte SplDer Guard

B cnyuae BO3HWKHOBEHMS OLWMOOK GyHKLMOHMpPOBaHMA SplDer Guard, Ha CTpaHuue ynpaBaeHus
oTobpaxkaeTca coobLueHve 0 BO3HMKLIeN ownbke. [4na ycTpaHeHna owmnbky BOCMOAb3ynTeCh
OnuncaHMeM U3BECTHbIX OWNBOK, NpuBeseHHbIM B [1puaoxeHnmn XK.

8.1.3.5. MOHUTOPUHI ceTeBbiX COe4NHEHUMN

B atom paspene

e ObLVe cBeaeHMS

YnpaBaeHve paboTor MOHUTOPA CETEBbIX COEANHEHUN

Hactpotika pabortbl SplDer Gate

Mpobaembl B pabote SplDer Gate

O6wue cBepgeHunn

®yHKLMA NOCTOAHHOTO KOHTPOAA YCTaHOBEHHbIX CETEBbIX COEANHEHWI peannsyeTcs
mMoHuTopom SplDer Gate. OH No3BonseT NpeAoTBpaLLaTh AOCTYN K CalTaM, BHECEHHbIM B YepPHbIe
CMWCKM NOJIb30BaTENA, @ Tak>Ke OTHOCALLMXCA K KaTeropmsaM CanToB, yKazaHHbIX Kak
HexxenatesibHble Ans noceweHusa. Kpome atoro, SplDer Gate BbinosiHAeT NpoBepky:

e OTNpaBAAEMbIX N NTPUHUMAEMbIX C006LLI,eHI/Il\;I 3]'IeKTpOHHOl\;I NOYTbl, a TakKXXe NPUNOXKEHHbIX K
nncbmy BJIOXKEHNI (B TOM umcne Ha Hanmune NPM3HaKOB cnama);

e $annoB., 3arpy>kaembix U3 MHTEPHETA.

PyKOBOACTBO nonb3oBaTtend
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| B 3aBMcMOCTM OT nocTaBku KommnoHeHT Dr.Web Anti-Spam moxeT oTcyTcTBOBaTH B
: coctaBe Dr.Web Desktop Security Suite. B 3Tom cnyyae cnam-npoBepka coobLieHNI He
MPOU3BOANTCH.

B cnyuae obHapy>eHus yrpo3 B NpoBepeHHOM 06bekTe, SplDer Gate 610kMpyeT ero npuem nuam
nepegauy.

Ipadunueckmii nHTepdeic ynpasneHuns Dr.Web Desktop Security Suite no3Bosset ynpasasatb
paboTou SplDer Gate:
e 3anyckaTb W OCTaHaBAMBaTb MOHUTOPWHT CETEBbIX COEANHEHWI;

e NpocMaTpmBaTb KOJIMYECTBO MPOBEPEHHbIX N 3a6J10KMPOBAHHBLIX O6EKTOB M MOMbITOK AOCTYynNa
K canTam;

e HacTpavBaTb C/ieAytoLine NnapamMeTpbl MOHUTOPUHTA CETEBbLIX COEANHEHNIA:
= TMN npoBepsaemMoro Tpaduka (Beb6-Tpaduk, FTP-Tpaduk);
" nepeyeHb KaTeropuin cauToB W Y3/10B, AOCTYN K KOTOPbIM 3anpeLLaeTcs;
" MepcoHasbHble YepHble 1 HBenble CNUCKX Nob30BaTeNa AN CAalTOB U Y3/10B;
* nNapameTpbl NPoBepKn GannoB, 3arpy>kKaemMbix U3 MHTEPHeTa.
Yrpo3bl, cogepxkallumecs B COOOLLIEHNAX INEKTPOHHOW MOYTbI, MOTYT ObITb OOHapY>KeHbI

paboTatownm MoHUTOpOM dannoson cnucteMbl SplDer Guard B MOMEHT X COXpaHeHUs
MOYTOBbLIM KAMEHTOM B BuAe $aliioB B I0KaNbHYHO GaliioByLO cUCTEMY.

YnpaBneHne pabotoit MOHUTOpaA CETEBbIX COeAUHEHNN

3anyck 1 ocTaHOBKa MOHUTOpPa ceTeBbix coeanHeHnin SplDer Gate, a Tak)ke NPOCMOTP CTaTUCTUKM
ero paboTbl MPON3BOAATCA CO CreumanbHoM cTpaHmLbl okHa Dr.Web Desktop Security Suite.
UYTo6bl NEepeinTh Ha 3Ty cTpaHuLy, Haxxmute SplDer Gate Ha r1aBHOW CTpaHULLE.

PyKOBOACTBO noJsib3oBarena
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u spIDer Gate
[4 ]

KioHT| DOAWPYET CETEERIE COEQUHEHMA W DNOKWPYET NEpEaYyy BPEA0OHOCHLIX ODLEKTOB.

@ CpegHAs CKOpOCTE NpoBepkK (hain/c) MpoeepeHo 3abnokmpoBEaHo

0.03 234 3

: OTKNHUNTE

? % HammKTE Ha 3aMOoK ANA NoAYYEHWR NPa6 aaMWUHWCTpaTopa

PucyHok 14. YnpaBneHue pabotoit SplDer Gate
Ha cTpaHuue ynpaBaeHs MOHUTOPUHIOM CETEBbIX COEANHEHWI BbIBOAUTCA CAeAytoLLas
nHdopmayms:
® COCTOsIHME MOHUTOpPa CeTeBbIX coeauHeHnin SplDer Gate (BKAHOUEH UM OTKIFOUEH), @ TaKXKe,
BO3MOXHO, CBeAeHMA O MPOM30LLeALLEN B NpoLecce ero paboTbl OWMOKe;

® CTaTUCTKa MOHUTOPUHra:

" CpefHAA CKOPOCTb MPOBEPKM COOBLLEHNI INEKTPOHHOW NOYThI U GainioB, 3arpy>aembix 13
WHTEPHETa;

= KO/IMYECTBO NPOBEPEHHBIX OOBEKTOB (COOBLLLEHNI 3NEKTPOHHOM MOYThI, $hannos,
3arpy>KeHHbIX U3 MHTepHeTa, a Takxke URL);

= KO/NMYECTBO 3a610KMPOBaHHBIX OOpaLLEeHNI K canTaM 1 06BEKTOB, COAEP>KaLLMX YrPO3bl.

YT06bI BKIHOUUTL MOHUTOPWHT, €C/IN OH OTKNKYEH, HaXXMUTe BxarounTtb. Y100bI OTKAKOUNTD
MOHWUTOPWUHT, €C/ZIM OH BKJKOYEH, HAaXXMUTE OTKNIOUUNTD.

| [ns BbIKNHOUEHWS MOHUTOPUHTA CETEBbIX COEAMHEHUI HEOBXOAMMO, UTOObI NMPUNOXKEHNE
: 0612210 NOBbILEHHBIMY NPaBaMu, CM. pa3gen Ynpas/ieHne npaBaMu NPUAOXKeHN.

BO3MOXHOCTb BK/IKOUEHMS U BbIKNHOUYEHWS MOHUTOPa ceTeBbIx coeanHeHul SplDer Gate
npwu pabote Dr.Web Desktop Security Suite nog ynpasneHvem cepsepa
LLeHTPaAN30BaHHOM 3aLLnTbl MOXET 6bITb 3a6I0KMPOBaHa, eC/IN 3TO 3anpeLLeHo
cepBepoM.

CocTosiHMe MOHUTOPA ceTeBbIx coeanHeHunr SplDer Gate (BK/HOUEH UM OTKAHOYEH)
NANKOCTPUPYETCA MHAMKATOPOM:

"

i) SplDer Gate BkAtOUEH 1 KOHTPOAMPYET CeTeBble COeANHEHMA (NMPUeM 1 nepesaydy 31eKTPOHHOWM
MouTbl, @ Tak)Ke JOCTYMN K MHTEPHETY).

"

Nﬁ SplDer Gate He KOHTPONMPYET ceTeBble COeAMHEHMUA (A4OCTYM K CalTaM He OrpaHn4YMBaeTcs,
CO0bLEHNS SNEKTPOHHOM NOYUTLI MPU X NPUYEMe 1 Nepejade, a TakKe 3arpy>xaemMble U3 cetu

PyKOBOACTBO nonb3oBaTtend
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balinbl He NPOBEPSIOTCA), MOTOMY UTO OTK/IFOUEH MOJb30BaTENEM UAN B CUY NPOU30LLEALLIEN
OLLINBKMN.

@ Ecnu 3anyLueH noyToBbIn KAMeHT, Takol kak Mozilla Thunderbird, ncnonb3ytowmii ans

: MONyYeHNs1 COOBLLLEHNI 3NEKTPOHHOM NoyTbl NpoTtokos IMAP, ero HeobxoanmMo
nepesanycTuTb Noc/e BkAoUeHus MoHuTopa SplDer Gate ans obecneyeHns NpoBepKu
BXOAALLNX MUCEM.

[na 3aKpbITVA CTPaHWLbl yNPaBAeHNA MOHUTOPUHIOM CETEBbIX COeAMHEHWNA A0CTaTOYHO
nepenTu K 060K APYror CTpaHunLe NPy NOMOLLM KHOMOK HaBUTaLMOHHOW NaHeu.

Hacrpowika pa6otbl SplDer Gate
Hactpowika paboTbl MOHMTOpa ceTeBbix coeanHeHnn SplDer Gate Npon3BoANTCA B OKHE
HacTpoek:

e Ha Bkaaake SplDer Gate — ykasaHuve nepeyHs 6J10KMPyeMbIX KaTeropuii cCanToB U peakLms Ha
obHapy>KeHHble yrpo3bi;

e Ha Bkaazke UcknroueHus — ynpasaeHne YepHbIMU 1 BebiIMW CIMCKaMK CalnTOB, a Takxke
NCKAtOYEeHWe 13 HabtogeHNs ceTeBOW aKTUBHOCTU NPUIOXKEHNI;

e Ha BkJaske CeTb — ynpaB/ieHNe NPOBEPKOW 3aLUMLLIEHHbIX CETEBbIX COeauHeHN (SSL/TLS).

NMpo6aembl B pabore SplDer Gate

B cnyuae BO3HMKHOBEHMSA OLWMOOK GYHKLMOHMPOBAHMA MOHUTOPA CETEBbIX COEANHEHWI, Ha
CTpaHuLe ynpasaeHns oTobpaxkaeTcs coobLyeHne 0 BO3HMKLIEN olWwmnbKe. s ycTpaHeHns
OWMBKN BOCNONb3YMUTECH OMMUCAHUEM N3BECTHBIX OWINOOK, MPMBEAEHHBIM B pasjene
MpunoxxeHne X. OnrcaHme N3BeCTHbIX OLLINOOK.

8.1.3.6. MpocmoTp 06Hapy>KEeHHbIX Yyrpos3

B atom paspene

e ObLVe cBeaeHMS

e Obe3BpexnBaHme 0bHaPY>XEHHbIX Yrpo3

e [MpocMoTp MHdopMaLmu ob yrposax

O6wue cBepgeHunn

Cnuncok yrpos, obHapy>xeHHbIx CkaHepoM 1 MOHUTOpOM ¢annoBon cuctembl SplDer Guard Bo
Bpems TekylLero ceaHca pabotbl Dr.Web Desktop Security Suite, oTobpaxkaeTca Ha cneymanbHOM
CTpaHULEe OKHa, KOTopas AOCTyrMHa TOJbKO B TOM C/lyyae, ecam bbina obHapy>xkeHa XxoTs 6bl 0Ha
yrposa.

PyKOBOACTBO noJsib3oBarena
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Ecam 6b11n 0BHapy>KeHbl Yrpo3bl, TO, UTOObI OTKPbITh CTPAHULY CO CMUCKOM Yrpo3, HaxXMuTe

Ha HaBMFaLLMOHHOVI naHenn.

| Dr.\Web gnsa Linux ===
= He obe3Bpe)xeHo yrpos: 4
— PekomeHgyeTcA obe3lspequTs BCE 3TH YTPO3LI Obe3speauTs
B KapaHTWH
o A ... B KapauTwH o Jmedia/sf shared/drweb...
YoanuTe -
Gy B KapaHTWH
[ B KapaHTWH o /media/sf_shared/drweb...
* no_conte... WHduuvposaH... B KapaHTuH & /media/sf_shared/drweb...
.E]. * simple_r... WHduuvposaH... B KapaHTuH & /media/sf_shared/drweb...
>} [% HaMUTE Ha 3aMOK OAA NoAyYEHUA NPaB aAMUHUCTEaTORa

PucyHok 15. O630p yrpos

B cnvcke ans Kaxzaor obHapy>KeHHOM yrpo3bl BbIBOAUTCA caeytowas nHbopmawms:

e 1Ms 06beKTa, COAEPXKALLErO Yrpo3y;
e VIMA Yrpo3bl, cogepxkallencs B obbekTe, No knaccndukaumm komnavmm «Joktop Beb»;

e [leliCTBME, KOTOPOE ByAeT NPUMEHEHO K OOBEKTY AN HEUTPaAM3aLmMm yrpo3bl (Man yxe 66110
NMPVMEHEHO, eC/IN YrpO3a HeUTPaNn3oBaHa);

e MyTb K 06bEKTY PaliIOBOM CUCTEMBI, B KOTOPOM 3Ta yrpo3a bblna obHapy>KeHa.

Yxxe o6e33pe>|<eHHb|e Yyrpo3bl B Cnncke npeacraBaeHbl B CMNCKE HEAKTUBHbIMW CTPOKaMMW.

O6e3Bpe)xxuBaHne 06HapYy>KeHHbIX Yyrpos3

Ecam B cnvcke nmerotcs HeobesBpeXkeHHble Yrpo3bl, TO Ha CTPaHWLE, HEMOCPEACTBEHHO Haj,
cnnckoM, byaeT gocTynHa kHorka O6e3BpeanTb, NPy HaXKaTnM KOTOPOW K KaXAoW
Heobe3BpeXXeHHOW yrpo3e, MPeACTaBleHHOM B cnincke, ByaeT NpYMeHeHO AeiCTBUE MO ee
obe3BpexrBaHuIo, ykasaHHoe B nose Aencreue. Ecam yrposa obe3BpexmnBaeTcs yCnewHo, ee
CTpoka B Tabauue CTaHOBUTCA HeaKTUBHOW. ECiv nonbiTka 06e3BpexkBaHNA OKasblBaeTca
HeyZauyHOoW, TO CTPOKa, coZepkallias cBeAeHUa 06 yrpo3e, ocTaeTca akTUBHOW, TEKCT B CTPOKE
OKpalUMBaEeTCA B KpPacHbIW LiBET, a B none JencrBue BbiBoanTCAa MHdopMauma ob owmbke.

Mo ymonuaHuIo B CNNCKe B KayecTBe AeNCTBUN BbIOMPAKOTCA AeNCTBUSA, 3aj,aHHble B KauecTBe
peakuunin Ha yrpo3y B HaCTPOMKax KOMMOHEHTa, OBHapY>KMBLLEro yrpo3y. [eicTBus, KoTopble No
YMOYaHWUIO BbIGMparoTca Ana yrpos, obHapy>xnBaemMbix CkaHepOM 1 MOHUTOPOM ¢dalioBon
cnctemsbl SplDer Guard, MoryT ObITb M3MEHEHbI Ha COOTBETCTBYHOLLMX BKIaAKaX OKHa HAaCTPOeK.

PyKOBOACTBO nonb3oBaTtend
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@ Ecan B HacTporikax CkaHepa waun SplDer Guard 6b110 AN HEKOTOPOro TUMa yrpo3

: BblbpaHo genctene Coobwjams, TO BCe Yrpo3bl 3TOro Tuna byayT oTobpakeHbl B CrincKe
yrpos c gencrsnem Hem delicmsus. Ins HeTpanmsaumm Taknx yrpo3 HeObXoAMMO yKasaTb
N5 KaXAOW U3 HUX AecTBMe B nosie [eAcTBue.

Ecnv yrposa obHapy>keHa B daine, HaxoAsALWEMCA B KOHTeNHepe (apx1B, MOYTOBOE
coobLeHre 1 T. MN.), TO KOHTelrHep ByaeT He yAaseH, a MOMELLEH B KapaHTUH.

Ecan TpebyeTcs NpMMeHUTb K yrpo3e AelCTBUE, OTIMYHOE OT NPeACTaBAEHHOTO B CMUCKe,
HaXxmuTe none JleicTBue B CTPOKe Yrpo3bl 1 BbIbepuTe TpebyeMoe AencTBne B KOHTEKCTHOM
MEeH}HO.

NmeeTca BO3MOXHOCTb BblAeneHns Habopa yrpos B cnvcke. [1ns 3Toro Hy>XKHO BblAenaTb Ux
MBbILLbIO, yaep>knBas Haxxaton knasuwy CTRL nan SHIFT:

e [Mpu yaep>xxaHun knasuwm CTRL yrposbl 6yayT 406aBAATLCA B CMUCOK BbIAENEHWS MO OLHOMN.

o [Mpn yaep>xxaHum knasuwn SHIFT yrpo3bl BblAeNArOTCA HEMPepbIBHbIM CANCKOM.

Mocne BbiboOpa yrpos, AN NPUMEHEHMSA K HUM HEKOTOPOTO AENCTBUSA, HAaXKMUTE NMPaBy KHOMKY
MbILWN B 061aCTU BbiAeneHna 1 Bbibepute Tpebyemoe AencTBMEe B MOSBUBLUEMCA BbiMajaroLLemM
cnucke. BeibpaHHoe aenicTBre ByaeT NPUMEHEHO KO BCEM BbIAE/IEHHbIM Yrpo3am.

Ecam yrposa bbina o6HapykeHa B COCTaBHOM 0bbekTe (apXxvB, COODLLEHVE 31eKTPOHHO
/ | 'y MOuYThl U T.M.), TO BbIGPaHHOE AENCTBNE MPUMEHAETCA HE KO BAOXKEHHOMY
MHOWLMPOBAHHOMY OBBEKTY, @ KO BCEMY KOHTEMHEPY LieIMKOM.

@ JevictBre /leyums MOXET HbITb MPUMEHEHO HE KO BCEM TvMam yrpos.

I'Ipvl HEO6XOAVIMOCTI/I 44 ycnewHoro npuMmeHeHunaA ,ﬂ,el\/’ICTBVII\/’I K yrpo3am rnosBbICbTE MNpaBa
NPpUAOXKEHWA.

Yrpo3bl, K KOTOPbIM NPUMEHEHO AencTBue MeHopuposame, ByayT oTobpaxaTbCs B CNNCKe 40
nepesanycka rpaduyeckoro nHtepdenca ynpaBaeHus.

MpocmoTtp nHpopmaumm 06 yrposax

[na nonyyenus getanbHon nHGopmMauum o Ntobon 0bHapy>XEHHOW Yrpo3e HaXXMUTe CTPOKY
nHdopmauumn ob yrpose npaBori KHOMKOW MbILLW U BbibeprTe B NOABMBLUEMCSH KOHTEKCTHOM
MeHto NyHKT Moapo6Hee. Nocne 3TOro Ha aKpaHe MOABUTCA OKHO, coAepKalliee NoApPObHYyro
nHdopmauuto 06 yrpose 1 cogepxalliem ee obbekTe. Ecam Tpebyetcs nonyuntb Nogpo6Hyro
MHPOPMaLMIO Cpa3y O HECKONbKMX Yrpo3aX, BblAENTE UX B CMINCKE MbILWbLO, YAEPXXNBas HaXaTon
knasuwy CTRL nepes BbI30BOM KOHTEKCTHOFO MEHHO.

PyKOBOACTBO noJsib3oBarena
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| | DrWeb gna Linux Dl:”:‘

JKCNOPT... 3aKkpLITL

PucyHok 16. Unpopmauma o6 yrpose

B 3TOM OKHe oTob6paxkaeTtcsa creayrowias MHGoOpMaLms:

® 1MS yrpo3bl Mo kaaccupukaLmm komnaHmm «Joktop Beb»;
e Ha3BaHwue komnoHeHTa Dr.Web Desktop Security Suite, obHapy>xuBLLero yrposy;
e /laTa 1 BpeMs OOHapy>KeHUs yrpo3bi;

e nHPopmaLms 06 obbekTe haioBOM CUCTEMBI, B KOTOPOM 3Ta yrpo3a Hbina obHapyKeHa: nms,
nonb3oBaTe/b-BAajenel, obbekTa, jaTa MOCAeAHEro U3MeHEeHMA 1 NyTb K 06bekTy B GannoBou
cucTeme;

e nocnesHee AeNCTBNE, KOTOPOE MPUMEHANOCH K YTPO3e, 1 ero pesybTaT (ecin B HaCTpPOMKax
KOMMOHEeHTa, 06Hapy>XKMBLLErO Yrpo3y, 3aaH0O aBTOMATUYECKOE MPUMEHEHWE AENCTBUN,
Hanpumep, ana CkaHepa OHO MOXeET HbITb 3ajaHO Ha COOTBETCTBYIOLLEN CTPaHULLE OKHa
HacTpoeKk).

Ha>xmuTe ccbinky € MMeHeM yrpo3bl, YTObObl OTKPbITb BEH-CTPaHULYy C ee onucaHneM (MpomcxoaunT
nepexog Ha cant komnaHum «[lokTop Beb», TpebyeTca nogkNtoUeHMEe K MHTEPHETY).

HaxxMuTe IKCMOPT, CN Bbl XOTUTE COXPaHUTb MHGOPMALMIO, MOKa3aHHYH B OKHE, B TEKCTOBBIN
darin (oTkpoeTcs OKHO Bbibopa dalina Ana coxpaHeHns MHPopmMaLmm). YTobbl 3aKpbITb OKHO
noapobHon nHdopmauum ob yrpose 1 cogepkaliem ee obbekTe, HaXXMUTE 3aKpPbITh.

8.1.3.7. YnpaBneHue kapaHTUHOM

B atom paspene

e ObLVe cBeAEeHMS

e [IpyMeHeHMe AeNCTBUN K U30JMPOBaAHHbIM 06bekTaMm

e [IpocMOTp MHbDOPMaLMK 06 N30JMPOBaHHbIX 06beKTax
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O6wue cBepgeHunn

Cnuncok 06bekToB, n3oampoBaHHbix Dr.Web Desktop Security Suite B kapaHTVH, oTobpaxaeTcs

Ha cneu,maanoﬁ CTpaHuLue. UTobbI e OTKPbITb, HAXXMUTE Ha HaBUraLlMOHHOW MaHeNN.

DrWeb gns Linux

= KapaHTuH

BoCCTaHOBKUTL
4| eicarixt Yaanuts - EICAR Test File (NOT a Vi BOCCTAHOBKTE B...
4 eicartxt YaanuTe . EICAR Test File (NOT a Vi Yaanuts
MepenpoeepuTs
MogpobHee

? % HammKTE Ha 3aMOoK ANA NoAYYEHWR NPa6 aaMWUHWCTpaTopa

PucyHok 17. YnpaBneHue kapaHTUHOM

Ecnm kapaHTWH He NycT, B crivcke ANs KaXAoW 0bHapy>XeHHOW yrpo3bl BbIBOAUTCA ClejytoLas
nHdopmayms:

* NMA 06beKTa, coepKallero yrposy;

e [eNcTBue, KOTopoe TpebyeTca MPUMeHNTb K OOBbeKTy B KapaHTUHE;

e 1M Yrpo3bl, coaepKallencs B 06bekTe, Mo knaccupmkaumm komnaHmm «Joktop Beb».

NMpumeHeHne AeNCTBUN K N30 IMPOBaHHbIM ObbekTam

Ana npuMmeHeHns Kakoro-anbo AencTema K M30JMPOBaHHOMY B KapaHTUHE 06beKkTy HaxmuTe
CTPOKY, cozepKallyto MHPopMaL Mo 06 obbekTe, NPaBoi KHOMKOW MbILW 1 Bbibepute
Tpebyemoe felncTBMe B KOHTEKCTHOM MeHH. Ecin TpebyeTca nprMeHnTb kakoe-anbo gencreme K
HECKONbKMM N30MPOBaHHbIM ObbeKTaM, BblAenTe UX B CUCKE Nnepes BbI30BOM KOHTEKCTHOTO
MeHt0. BbigeneHne ocyectBaseTca Mbllwbio Npu Haxkaton knasuwe CTRL nam SHIFT:

e [Mpu yaepxaHun knasmwm CTRL n3onmposaHHble 06bekTbl ByayT 406aBaATHCA B CMMCOK
BblZl€/IEHNA MO OLHOMY.

e [Mpu yaep>xxaHun knasmwu SHIFT n3onmpoBaHHble 06bEKTbI BbIAENAOTCA HEMPEPbIBHbIM
CMNCKOM.

B KOHTEKCTHOM MEeHIO AOCTYMHbI CAejyroLive AeNCTBUA:

e BoccTtaHOBUTL — BOCCTaHOB/IEHWE BblAeNEHHbIX O6bEKTOB B UX MCXOAHbIE MecTa B $aliIoBOW
cncTeme.

e BoccTtaHOBUTL B — BOCCTAHOBJ/IEHME Bblfe/IeHHbIX O6EKTOB B BbiIbpaHHOE MecTo B $aiioBoM
cucteMe (OTKPOETCA OKHO Bblibopa KaTanora A BOCCTaHOBAEHUS).

PyKOBOACTBO nonb3oBaTtend
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° yp,al'II/ITb — Heo6paT|/||v|oe YAaneHne BblAENEHHbIX 06BEKTOB.

¢ MepenpoBepuTb — BbINOAHUTL NMOBTOPHYO MPOBEPKY BblAeNEHHbIX OOBEKTOB U UX IeUeHe,
eC/In 3TO BO3MOXHO.

Ecnv BoibpaHHOe fencTBME NPUMEHAETCA K BblgeNeHHOMY 06beKTy yCMeLHO, ero cTtpoka
ncyesaet 13 Tabamubl. ECn nonbiTka okasbiBaeTca HeyAauyHOW, TO CTPOKa, CoAepiKallas
cBeseHns 06 N301MpPOBaHHOM ObbeKTe, OCTaeTCA aKTUBHOW, TEKCT B CTPOKE OKpaLUMBaeTCA B
KpacHbI LBET, a B none [leicTBMe BbIBOAUTCA MHPOPMaLMa 06 owwmbke.

@ [ns ycnewHoro npuMeHeHus AenCcTBUIN K N30IMPOBaHHbIM 06bekTaM MOXXeT
notpeboBaTbCs NOBbILEHWE NPaB NPUAOXKeHV. Hanpyumep, NoBbileHWe npaB
HeobXxoAnMO, YTObbI MPUMEHATL AEMCTBUA K OObEKTaM, MOMELLEHHbIM B KaPaHTUH APYrnm
noJib30BaTeIeM.

MpocmoTp nHpopmauum 06 N3oNnpoBaHHbIX 06 beKTax

Ans nonyyeHuns agetanbHOM MHOOPMaLMK O OOOM M30MPOBAHHOM OOBEKTE HAaXXMUTE CTPOKY
nHpopmMauum o6 3Tom 06BEKTE NPaBOM KHOMKOW MbIWIN 1 BbiIGepuTe B KOHTEKCTHOM MEHHO
nyHKT Moapo6Hee. [Toc/ie 3TOro Ha 3KpaHe NOABUTCA OKHO, CoAepXKallee NoAPO6HYHO
nHdopmaumto o6 obbvekTe. Ecim Tpebyetca nonyunts NoApobHyto nHdopmaLmio cpasy o
HEeCKONbKMX M30/IMPOBaHHbIX 0OBbEKTaX, BblAEANTE UX B CMIUCKE Nepes BbI30BOM KOHTEKCTHOTO
MEHHO.

| | DrWeb gna Linux Dl:”:‘

JKCNOPT... 3aKkpLITL

PucyHok 18. Unpopmaumsa 06 nsonmposaHHom obbekTe

B 3TOM OKHe oTob6paxkaeTtcsa creayrowias MHGoOpMaLms:

* VIMA Yrpo3bl No Knaccuukaumm komnaHum «Joktop Beb»;

e JlaTa U BpeMA n3onayunn obbekTa B KapaHTUHE;

® TV KapaHTrHa, B KOTOPOM M30JIMPOBaH O6'beKT;
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® HaVMeHOBaHWe 1 pe3yabTaT NOC/IeAHEro AeNCTBIUSA, KOTOPOe MPUMEHANIOCh K 06BbeKTy;

e nHdopmaumsa 06 N30AMpoBaHHOM 06bekTe panNoBON CUCTEMBI: UMSA, MONb30BaTeIb-BAaseNeL,
obbekTa, JaTa NOCAeAHEro U3MEHEHMA 1 NyTb K 06beKkTy B GannoBoOM CUCTEME.

HaxxmMuTe cCbinKy C MMeHeM yrpo3bl, YTOObl OTKPbITb BED-CTPaHULLY C ee onvcaHneM (MPOUCXOANT
nepexoA Ha calT KoMnaHum «/loktop Beb», TpebyeTcs NOAKNOUEHNE K MHTEPHETY).

HaxxmuTe SkcnopT, UTobbl COXpaHUTb MHGOPMaLMIO, MOKa3aHHYHO B OKHE, B TEKCTOBbIA dainn
(oTKpoOeTcs OKHO Bblbopa darina). YTobbl 3aKpbITb OKHO € NoAPO6HON MHPOpMaLmel 06 yrpose
M cogepxkallemM ee 06bekTe, HaXMUTe 3aKpbITb.

8.1.4. O6HOBNIEHME AaHTUBNPYCHOMW 3aLLUThI

B atom paspene

e ObLMe cBeaeHMS

e Hactpolika 06HOBAEHUN

O6HoBJeHVe 6e3 NOAKAHYEHUSA K UHTEPHETY

[Mpobaembl B paboTte KOMMNOHEHTa OH6HOBJIEHUM

O6wue cBepgeHunn

Mepuogmnueckoe 06HOBEHME BUPYCHbIX 6a3, aHTUBMPYCHOTO Aapa v 6a3 kaTeropuin Be6-
pecypcoB npousBoantcs KOMNOHeHTOM 0H6HOBEHNS aBTOMaTUYeckn. NMpocMoTp COCTOAHMS
OBHOBNEHWNIA U MPUHYAUTENBHBIV 3amnyck OBHOBAEHMSs NO TPebOoBaHMIO MPON3BOAATCA CO
cneumanbHou cTpaHunubl okHa Dr.Web Desktop Security Suite. BupycHble 6a3bl cumTatotca
yCTapeBLUVMMM CMYCTS CYyTKM C MOMEHTa NOCNEAHErO YCMeLWwHOro obHoBAeHMs. YTOObI NepeiTn Ha
CTpaHuuy ynpasaeHus obHoBieHeM, Haxmute MocneaHee o6HOBAEGHME Ha [N1aBHOM CTPaHULLE.

= Dr.Web gnsa Linux BiEmim

Fe |

| ObHoBneHue He TpebyeTca

s

W YCTPpaHATE Yrpo3kl ONA BALUErD KOMNbDTERG.

L
n Perynaproe obHoBneHue no3eonaeT Dr\Web gna Linux addeKTHBHD BbIABNATL

MocneaHee ofHosnenne Cnepywouee obHoeneHne
24.07.2023 18:40 24.07.2023 19:10
D) | ObHouTs |

PucyHok 19. YnpaBneHue o6HoBAeHnEM

Ha CTpaHuLe ynpasaeHna obHOBAEHMEM BbIBOAUTCA CieayroLlad MHq)OpMaLI,MFIZ

e aKTya/bHOCTb BUPYCHbIX 6a3, aHTUBUPYCHOTO siApa 1 H6a3 kaTeropuin Beb-pecypcos;

PyKOBOACTBO nonb3oBaTtend
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e NHPOpPMaLMA O NoCNeHEM NPOU3BEAEHHOM OOHOBIEHWM N BPEMS CIeZYHOLLErO MIaHOBOTO
obHoBECHUA.

YT06bI BLINONHUTL NPUHYAUTENBHOE O6HOBIEHME, HaXkMUTe OBHOBUTL. [nA 3aKpbITUA
CTPaHWLbl ynpaBaeHns 06HOBAEHNEM AOCTaTOUYHO NepPenTn K Ntobown Apyrov cTpaHuue npu
MOMOLLM KHOMOK HaBUraLMOHHOW NaHenu.

| Ecnn Dr.Web Desktop Security Suite paboTaet B pexxmme LieHTpaAn30BaHHOW 3allKTbl, 3Ta
: CTpaHuua byzeT 3ab610KMpoBaHa.

Hactpoiika o6HoBAeHUA

Hactpowika o6HoBneHnin Dr.Web Desktop Security Suite nponsBoautcs B OKHe HacTpoek Ha
Bkiagke OCHOBHbIE.

O6HoBneHue 6e3 NoAK/IIoUEeHUS K UHTEePHeTY

O6HoBneHMe aHTMBMpyCHOVI 3alnThbl 6e3 NOAKNHOYEHNA K MHTEPHETY AOCTYNMHO TONIbKO Mpn
NCNONb30BaHUNN KOMaHAHOVI CTPOKW. anMepr KOMaHJ MO>XHO HaWTW B COOTBETCTBYHOLLEM

pasjaene.

Mpo6aembl B pabote KOMNOHeHTa 06HOBAEHUN

B cnyuae BO3HMKHOBEHUA OLWIMOOK PYHKLMOHMPOBaHMA KOMNOHeHTa 06HOBEHWS, Ha CTpaHuLe
ynpaBieHua obHoBAeHMeM OTobpaxkaeTca cooblieHne o BO3HMKLEN owmnbke. [na ycTpaHeHns
OLINOKM BOCMONb3YNTECh OMMUCAHWEM M3BECTHbIX OLLUMOOK, MpuBeAeHHbIM B [1punoxeHmmn X.

8.1.5. MeHep>xep nuueH3nmn

B saTom pasaene

e ObLLMe cBeaeHMS

e 3anyck MeHeaxkepa AnLeH3un

e AKTMBALIVA JNLIEH3NM

o AKTUBaUNA NNLLEH3NW NN AEMOHCTPALIMOHHOIO Neproa npv NoOMoLLmn CeDI/II\/IIHOFO HOMepPa

o [lonyyeHme AEMOHCTPALIMOHHOIO Nepuoaa

o YcTaHOBKa MMeroLLerocs Karyesoro danna

e YjaneHne TNLEH3NOHHOIO KAKYEBOro damna

PyKOBOACTBO nonb3oBaTtend
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O6wue cBepgeHunn

MeHeg>xep MLEH3NIA MO3BOAAET MPOCMOTPETL B rpaduyeckom pexnme MHPopmaLmo O
TekyLlen AnLEeH3NK, KOTopas BblgaHa noab3osatento Dr.Web Desktop Security Suite. laHHble
NNLEH3MY, BblAAHHOM NMOAb30BAaTENO, XPAHATCA B INLEH3NOHHOM KAtOUEeBOM daline,
obecneunBarowem paboty Dr.Web Desktop Security Suite Ha komnbloTepe nosb3oBaTens. B
C/lyyae OTCyTCTBMA Ha KOMMbIOTEPE NNLEH3NOHHOIO WV AEMOHCTPaLMOHHOTO KAtoYeBoro daina
BCe aHTUBMpPYCHble dyHKLMK Dr.Web Desktop Security Suite (npoBepka 1 MOHUTOPUHT O6BEKTOB
darnoBon cucteMbl, 06HOBEHWE BUPYCHBIX 6a3) ByayT 3a610KMpPOBaHbI.

3anyck MeHepykepa NMLEH3MA

MeHeg>xep nnueH3nn nHTerpuposaH B okHO Dr.Web Desktop Security Suite. YTobbl OTKpPbITH
CTpaHuLy MeHeaxepa AnLeH3ni, HaxkmuTe JIMLLeH3NA Ha [N1aBHOW CTpaHMLLe OKHa.

Ecamn Ha KoMMbrOTEpE y>Ke YCTaHOBJIEH KAoUYeBOW dalin, CBA3aHHbIA C HEKOTOPOU IMLEH3MeN Ha
ncrnonb3zosaHune Dr.Web Desktop Security Suite, BbisaHHOM NOAb30BATENHO, AN C aKTUBHbIM
AEMOHCTPALMOHHBIM MepPUoAOM, TO Ha HavalbHOW CTpaHuLe MeHeaxkepa NLEH3NI
oTObpaxkatoTca AaHHble O ANLEH3UK, TaKne Kak ee HOMep, UMA BNajenblLia, a TakxKe CPoK
[AENCTBUSA, U3BNIEYEHHbIe U3 KAtoueBoro danna.

BMA CTPpaHULbl NPOCMOTpPAa AaHHbIX O NMNUEH3NN NpeacTaB/1eH Ha PUCYHKE HUXKE.

) Dr.Web gns Linux —Ew
HMucgpopMaLnA © MMUEH3WH
o
HoMmep nuueH3Inu:
I u
Bnapeney:
OaTa aKTWEBaLWK: 18.07.2023
OaTa OKoOH4aHWA: 19.07.2024
OcTanoce OHeRn: 361
| Mony4ynTe HOBYIO IMLEH3WIO. ..

PucyHok 20. NHpopmauma o nMueHsnm

HaxkaTue Ha ciMBon * cnipaBa OT HOMepa JNLIEH3MM MO3BONAET Y/aAUTh KAKOUEBOM daiin.

Bbl MOXeTe 3aKkpbITb MeHezXep NNLEH3MR, Nepeias K NF06oM Apyroin cTpaHuue npy nomMoLm
KHOMOK HaBUraLMOHHON MaHenw.

PyKOBOACTBO nonb3oBaTtend
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AKTUBaUNA NNLEH3UN

YT06bI aKTMBMPOBATDL JIMLLEH3NIO NPY NOMOLWM MeHeaxepa AnueH3nm (B TOM uncae npmobpectu
HOBYHO JIMLLEH3MIO UM NMPOANNTD TEKYLLYH) UV AE€MOHCTPALMOHHbIV NEPUOA, U MONYYUTb Ha
KOMMbIOTEP COOTBETCTBYHOLMI KAoueBon damn, obecneumBatowmii paboty Dr.Web Desktop
Security Suite, HaxxmuTe MoAyuUNTb HOBYIO IMLLEH3UIO. [TOCNE 3TOrO Ha 3KpaHe NOABUTCA
MacTep perucrtpauuun. Mactep perncrpaumm Takxke otobpaxkaetcs aBToMaTuyecky npy nepBom
3anycke Dr.Web Desktop Security Suite nocne ero ycraHoBKw.

Ha nepBom 3Tane akTvMBauum Heob6xoAMMO BbibpaTh cnocob akTneauuu. [loctynHo Tpu cnocoba:

1. AKTYBaUMA ANLIEH3UN UIW JEMOHCTPALMOHHOIO NeproAa Mo UMeOLLLEMYCH CEPUAHOMY
HoMepy.

2. [NosyyeHvie AEMOHCTPALMOHHOrO Nepurosa.

3. YcraHoBKa knto4veBoro daina, nosy4YeHHOro paHee.

[Ana pernctpauum cepuiiHOro Homepa v AN NoayYeHUs 4eMOHCTPaLMOHHOro neproja
: TpebyeTca Haanume NOAKAOUYEHNA K UHTEPHETY.

AKTVIBaU,I/Iﬂ JINUEH3UN NN AeMOHCTPALMOHHOro nepuoja npu nomouun
CepuuHOro Homepa

Ans akTMBauMmn IMLLEH3UN AN AE@MOHCTPaLMOHHOIO nepmnosa npu NOMOLLN UMEIOLLLErocs y
BaC CEPUMHOro HOMepa BBeAUTE ero B MoJjie BBOAA M HaxkMuTe AKTUBUPOBaTh.

PyKOBOACTBO noJsib3oBarena
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AKTHBALWA NUUESHINUK

IOnA aKTUBaLMK NALEHIWKN YHamnTe CE‘pMIﬁHbIﬁ HoMep

EEEE-EEEE-EEEE-EEEE | AkTUBMpORATS |

JononHnTensHele BO3IMOMHOCTH

, Bbl MOMETE NPUOSPECTA NMUEH3IMIO B CHAAWH-MarasnHe

Ecnw y Bac HeT cepy
KOMMaHw1

AKTWMBWDOBATL AEMOHCTDALUWOHHLIKA Nepwod Ha 30 gHen

NpuobpecT NMUEH3INKD

Joyrve Bunbl aKTWBALIWK

3aKpLITL

PucyHok 21. Peructpauus npm nomMmoLu cepmitHOro Homepa

| Ecnv y Bac HeT cepuIMHOro HOMepa AN AEeACTBYHOLLErNO KNtoueBoro danna, To Bbl MOXeTe
: NpPUoBpPEeCTU NNLEH3MIO B OHJIaH-MarasuHe komnaHum «/loktop Beb», nepenas no
ccbinke Mpuobpectn AnueH3nto.

(0] AONOJIHNTENIbHbIX crnocobax I'IpI/IO6peTEHI/Iﬂ JINLLEH3VW Ha NPOAYKTbI Dr.Web cm. B
pasaene Pervcrpauna v aktmeaums.

Mocne TOro, Kak Bbl HaXXMeTe AKTUBUPOBaTh, byaeT Npon3BeAeHO NOAKAHOYEHME K CEpBEpPY
pernctpauum kKomnaHmm «loktop Beb».

Ecan ykasaHHbIV Ha NepBOM Luare CEpUNHbBIN HOMEP BXOAWT B KOMTIEKT U3 ABYX CEPUMHbIX
HOMEepOB, TO Jasee BaM HY>XHO BblbpaTh, Ha KAKOM KOMYeCTBE KOMMbIOTEPOB Bbl
nnaHupyete ncnonbsosatb Dr.Web Desktop Security Suite. Ecan Bbl BbibepeTe BapuaHT Ha
ABYX KOMMblOTEPaAX, TO BTOPOW CEPUINHBIA HOMEP U3 3TOro KOMMIeKTa Bbl CMOXeTe
aKTMBMPOBATb ellie Ha OA4HOM KOMIMbIOTEPE U MOJYUYNTb BTOPOW ANLLEH3VOHHbIV KIHOYEBOM
dann. MNMpn 3ToM Ana 0601X KOMMNBIOTEPOB BblaHHble NLEH3UN ByayT AeCTBUTENbHBI B
TeyeHne OAMHaKOBOro cpoka (Hanpumep, roa). Ecam xe Bbl BbibepeTe BapvaHT Ha ogHoM
KOMIMbIOTEPE, TO BaM HeobxoaMmo ByaeT ykaszaTb BTOPOW CEPUMHBIN HOMep 13 KoMnaekTa. B
fanbHeWLweM Bbl y>Ke He CMOXETe 3aperncTpMpoBaTh 3TOT CEPUNHBIN HOMEP Ha APYroM
KOMMbtoTepe (Takxke Kak 1 MCMOo/b30BaTb Ha HEM KOMUIO IMLEH3VOHHOTO KAo4eBoro danna,
MOJlyYeHHOro BaMu B pe3y/ibTaTe akTUBaLMW O6beANHEHHOW NLLEH3WM), HO ANS TEKYLLEro
KOMMbtOTEPa CPOK AEVCTBUA LeH3MN ByaeT yBeanyeH BABOe (HanprMep, A0 ABYX JIeT, eCin
NnUeH3MA bbina BbljaHa CPOKOM Ha rog,).

PyKOBOACTBO nonb3oBaTtend
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) MacTep perdcTpaLnu = E =

AKTHBALWA NUUESHINUK

MpwoGpeTEHHEIA BaMW KOMMIEKT CEPUAHLIX HOMEPOE NPELHA3HAYEH ANA ABYX
KOMMLIOTEROE.
Ha KaKoM KOIMHEeCTBE KOMMEKTEPOE Bbl XOTUTE MCMONb20BATE 3TH NIMUEHIMK?

(8) Ha OBy KOMMbHTEpaX

() Ha 0fHOM KoMNbIOTEpe

Hasag || Danee |

PucyHok 22. Bbi6op koaimuecTBa KOMNbIOTEPOB

Mocne BbibOpa KOMYECTBA KOMMbIOTEPOB, A1 KOTOPOrO MOXeT ObITb aKTUBMPOBaHa
NnueHsns, HaxxmuTe flanee, 1, ecav Bbl Bbibpaan BapnaHT Ha ogHOM KoMnbloTepe, ykaxuTe
Ha NOABMBLUENCA CTPaHKMLe MacTepa BTOPOM CePUIHbIN HOMEpP 13 KOMMIEKTa, Moc/e Yero
ele pa3 Haxmute Janee.

ik MacTep pervcrTpaunm CIEIE

AKTHBAUWMA NULEHIUMK

YKamuTe BETOPOWR CEPUAHLIAN HOMED M3 KOMMNeKTa

EEEE-EEEE-EEEE-EEEE |

Bhl HE CMOKETE UCMOML30BATE BETOPON CEPUAHLIA HOMER ANA 3alUMThHl Apyroro
KOMMBIOTEPA.

| Ha3ag || Danee |

PucyHok 23. Yka3aHne BTOPOro cepuiHOro Homepa us KomMmrsiekra
Ana npojomKeHns akTmBauum Haxmute Aanee.

Ha cneayrowiem ware Bam 6yseT NpeanodXXeHO yKasaTh NPesbiayLLyto NNLEH3NIO.

PyKOBOACTBO nonb3oBaTtend
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) MacTep perucTpalnH S

(®) VKamWTe Npebayly TMLEeH3NIo
'3::1- Y MeHA HeT npeabIayLen NULEHIKKA

| Hasag || Danee |

PucyHok 24. MNMpepnoXxeHne ykasaTb NpeabiAyLLYIO JINLLEH3UIO

Ecav Bbl BbIOpanv NyHKT YKaXkuTe npeAbiAyLLYIO IMLLEH3UI0, TO B MOABMBLUEMCA OKHe
yKaXkxuTe CepurHbIA HOMepP MpeablayLLel IMLEH3UM UK NYTb K CBA3aHHOMY C HEl KIH0UYeBOMY

danny.
5] MacTep perdcrpauuu 2E =

YKarXKuTe npeabiayLuLylo NHLLEeH3HIo

| Cepwitreiii Homep ~ | : |EEEE-EEEE-EEEE-EEEE

NWueH3MA, YKa3aHHanA Ha gaHHOoM Lare, ﬁy,ﬂ,eT BBﬁﬂﬂKHpOBaHE.
He yKa3niealTe NUUEH3WI0, KOTOPYIO Bbl MNaHWPYETe WCMoMb30BaTh B a/ibHENWeM.

Hazan || Danee |

PucyHok 25. Yka3aHue npeapbiayuiei IMLEH3UN

Ecnm Bbl yKaxkeTe Ha 3TOM Luare NLEH3MIO, CPOK AENCTBUA KOTOPOW eLle He UCTEK, TO CPOK
AEVCTBUSA aKTUBUPYEMOW NNLEH3MM ByaeT JONOAHUTENBHO NPOAJIEH Ha OCTAaTOK CPOKa
AEVCTBUS CTAPOM NNLEH3UN.

Ans ykazaHua npeapiayLien IMLEH3NN MOXHO BBECTM €€ CEPUMHbIA HOMEP B
COOTBETCTBYHOLL,EE MO/ AN YKa3aTb CBA3aHHbIN C Hel katoveBor dann. Tun npeapiayLiei
NNLEH3MM BbIBMpPaeTCs 13 BbiMaaroLLero Cruncka, pacroioXeHHOro cieBa oT noss Beoga. [ns

YKa3aHuna Knro4eBoro c|)a17|na Bbl MOXKETE!
® BBECTM NYTb K HEMY HENOCPEACTBEHHO B NMO1€ BBOAQ,

e BOCMO/Ib30BATbCS CTaHAAPTHbIM OKHOM Bblbopa dainnoB rpadpuueckoin 060104kK, Haxas
0630p;

e MepeTalnTb ero MbiLlb Ha CTPaHMLY MacTepa PerucTpaumm n3 okHa Gpannoeoro
MeHezxepa.

PyKOBOACTBO nonb3oBaTtend
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Mo>xHO yKka3aTb ¢alin apxmBa . zip, cogepkallero KaroueBor ¢ari. PacnakoBky apxmBa
: npw 3TOM He TpebyeTcs.

[ns NpofokKeHns akTuBaumm Haxmute fanee.

Ha cnepytowiem ware TpebyeTcs ykasaTb KOPPEKTHYH PErMCTPaLMOHHYH MHGOPMALIMIO,
KOTOpas BKAHOUAET CNeytolme JaHHble:

® perncrtpalyoHHOe NMS;
® PervoH (CTpaHa) HaxoXAeHwus, BbIbnpaeTca U3 CNucka;
e KOPPEKTHBIN agpec 3NeKTPOHHOW NMOYThI.

Bce nons peFMCTpaLLMOHHOVI q)OprI ABAAKOTCSA 00A3aTeNbHbIMMU ANnA 3anoJIHEHUA.

5% MacTep pervcTpauun il el il

MocnengHWid war
[Ans 338eplUeHA aKTUEALLMM YKAXWUTE JaHHLIE BN3AensLa NTMLEH3NM.

PerucrpayMoHHoe Mma Pervon

User Mame Poccua -

AJpeC 3NeKTPOHHOW NoYTh

user@mail.com

Hazag 3aKpbiTh | loToBO |

PucyHok 26. PerucrpauunoHHas nipopmaumsa nosb3oBatens

Mocne 3anonHeHwus Bcex noneit Gopmbl HaxxMuTe FOTOBO A5 NOAKNOUEHWMS K CEPBEPY U
NoNyYeHUs NNLEH3NOHHOIO KaroueBoro darna. MNMpu HeobXxoAMMOCTU Bbl MOXKETE NepeHecT
MOYYEHHbIN ILLEH3NOHHBIN KAHOUYEBOKN Galin Ha 060N KOMMbIOTEP MPU YCNOBUW, YTO Bbl
yAaJuTe ero C TeKyLLero KoMnbroTepa.

MonyuyeHne AeMOHCTpPaLLMOHHOrO Neproja

Ecnmn TpebyeTca noayuntb AEMOHCTPALMOHHBIN Nepuog ans pabotel Dr.Web Desktop Security
Suite B TeueHue 30 gHeW, NepenanTe Ha MepPBOM LUare akTMBaLumn Mo ccolike AKTUBMPOBaTh
AEMOHCTPaLMOHHbIA nepuog Ha 30 gHen.

| Mpun noayyYeHNn 4EMOHCTPALMOHHOIO Nepuosa CpokoM Ha 1 mecay, uepes MeHezxep
: JNLEH3UI BaM He TpebyeTcs yKkasbiBaTb CBOU NMEPCOHaNbHbIE JaHHbIE.

PyKOBOACTBO nonb3oBaTtend
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YcraHOBKa umetoLerocs karoueBoro dpaina

Ecan Bbl y>ke nMeeTe feCTBYOLLYHO IMLEH3NIO U CBA3AHHDBIV C Hel katoueBon daiin
(BO3MOXHO, MONyUYEHHbIN OT KOMNaHun «/loktop Beb» nan ee napTHepoB No 31eKTPOHHOM
noute), To Bbl MOXeTe akTnBmposaTb Dr.Web Desktop Security Suite, yctaHoBMB 3TOT
kntoueBon Gann. Jna 3Toro Ha NepBOM LUare akTMBaLMK LWENKHUTE NO cCbiake Apyrue BUAbI
aKTUBaLUK, MOC/Ie Yero yKaxxmTe B MOABMBLUEMCS MOJie BBOAA MYTb K MMeROLLeMyCs y Bac
karoyeBomy dainny.

|| ViacTep permcrTpauin W

AKTWMEaLMWA NocpeacTEOoM daiina

YIKaXMTe MMEHLLWACA KNHYeE0R Gain

fhome/pete/drweb32. key 063op

UTo TaKoe NMUEeHIMOHHLIA KNHYes0M ¢gann?

Hazag | loToRO |

PucyHok 27. AKTUBaL A NocpeacTBOM KatoueBoro ¢gaina

,ﬂ,flﬂ yKa3aHuna K1rn4eBoro q)aﬁna Bbl MOXXETE!
® BBECTM NYTb K HEMY HENOCPEACTBEHHO B NMOJ1€ BBOAQ,

e BOCMO/Ib30BATbCS CTaHAAPTHbIM OKHOM Bblbopa dannoB rpapuueckon 060104KN, Haxas
0630p;

® NepeTawnTb ero Mblillbko Ha CTPpaHMLUY MacTepa U3 OKHa ¢al71nosoro MeHe>Kepa.

Mo>HO yKka3aTb Gain apxvBa . zip, cogepkallero KatoyeBon darnn. PacnakoBku apxusa
: npw 3TOM He TpebyeTcs.

Mocne ykasaHua nyTn K knroueBomy painy (Mam cogepxkatlemMy ero apxmey) HaxmuTte FfloTtoBo
419 aBTOMaTU4eCKOW YCTaHOBKM katoueBoro dawnna. Kntoueson dpann byaet npu
HeobxoAMMOCTI pacnakoBaH 1 CKOMMPOBaH B KaTanor ciy>xxebHbix ¢pannos Dr.Web Desktop
Security Suite. [MogkntoUeHNA K MHTEPHETY B 3TOM C/ly4ae He TpebyeTcs.

B cnyuae ycnewHoro 3aBepLueHmns npouecca aktmeauum (1F06bIM M3 OMUCaHHbIX Bbille
cnocoboB) Ha 3kpaHe ByAeT nokasaHa GuHanbHas CTpaHULA MacTepa perncrTpaLum ¢
coobuieHreM 06 yCrnewHoM akTMBaL M NMNLEH3UN UK AEMOHCTPALMOHHOIo nepuoga. Haxmute
OK 215 3aKkpbITVA MacTepa perncTpaLum 1 BO3BpaLLEHWS Ha [J1aBHYHO CTpaHuLy okHa Dr.Web
Desktop Security Suite.

PyKOBOACTBO nonb3oBaTtend
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5% MacTep pervcTpauun il el il

AKTHMBaLUWA NULEH3IUKA

Bbl yCMewHo akTUBMPOEANA NALEHZWHO. \/

PucyHok 28. CoobuieHune 06 ycnewHoi aKkTuBauum

B cny4yae eCan Ha KakoM-1160 13 3TanoB pernctpaunmn BO3HUKHET owmnbka, nosasuTcs CTpaHuUa C
COOTBETCTBYHOLLMM COO6LLI,eHMeM N KPaTKUM ONMnNCaHneM owmnobkKu. anMep Takomn CTpaHuLbl
MOKa3aH HWXe.

5% MacTep pervcTpauun il el il

Perucrpauus

Owwbka x101. HegonycTkman NMUEH3WA.
CepWiAHEIM HOMED HegoNYCTMMBIRA WK He HAMAEH.

NoapobHee

Hazag | MoBTOpPUTHE

PucyHok 29. CoobuieHne 06 owmnbke

B 3TOM cnyyae Bbl MMeeTe BO3MOXHOCTb BEPHYTbCA Ha NPeAblAyLLMIA Lwar perucrpaumnm, ytobsl
BHECTW 1cnpaB/ieHns (HanprMep, UCMPaBUTb CEPUNHBIA HOMEP WK YKa3aTb NPaBUbHbIA MyTb K
dawnny). Ans sToro HaxkxmuTte Hasag,

B cnyuae ecam owmbka cBA3aHa C BpEMEHHOW HenonaAKon, Hanpumep, BpeMeHHbIM cboeM B
ceTW, TO Bbl MOXETE MOMbITaTbCs MOBTOPUTHL 3TOT Lar, HaxkaB MoBToputk. B cryuae
HeobXoAMMOCTIN Bbl MOXETe HaXkaTb 3aKpbITb, YTOObI MpepBaTh PerncTpaLmio 1 3aKpbiTb MacTep
perncrtpauun. B 3Tom ciyyae BaM NpugeTcs no3gHee NOBTOPUTL NMPOLeAypy perncrpaLmm
3aHoBO. Ec/iv MacTep perncrpauum He CMOXET YCTaHOBUTb COeAMHEHME C CEPBEPOM
perncrpauum koMmnaHum «Jloktop Beb» ana npoBepkn BBEAEHHOrO CEPUAHOTO HOMepa, byaeTt
nokasaHa CTpaHuLia C COOTBETCTBYHOLMUM coobLieHnemM 06 oLwmnbke.

PyKOBOACTBO nonb3oBaTtend
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) MacTep perdcTpaunu HEE
Perncrpauwna

¥3en gsi.drweb.com He HailgeH

Het cenzm C CepeepomM WK OTCYTCTBYET COedMHEHWE C CeTEH WMHTEpHET.
F|:|:3~:|: bTE COeAWHEHKWE 1 NOBTOPUTE NONBITKY.

HacTpoWkW NpoKCKH-CEpBEpa

Bbl MOXETE 3KTMBMPOBATE NPOrPaMMY, MCMOAL3YA KNHUEB0A GaAN, KOTOPLIA BB NOMYUAIM
Ha CBOW 3APeC 3NeKTPOHHON NOYThL.
Kak yCTaHOBWTL KNKUeBor dalin

| Hasap || MoBTOPUTL || 3aKpbITL |

PucyHok 30. Owmbka noaKIOUEeHUA K CepBepy perncrpauum

Ecav owmnbka cBsA3aHa C TeM, YTO Y BaC OTCYTCTBYET BO3MOXHOCTb MNPSAMOrO MOAKAHOUEHWUS K

WHTEPHETY, HO BO3MOXHO YCTaHOBJIEHVE COEAVMHEHUNS Yepe3 NPOKCU-CePBEP, TO Nepexos no
ccbiike HacTpoiikm npokcu-cepBepa OTKPbIBAET Ha 3KPaHe OKHO HACTPOEK NUCMOJ/Ib30BaHUA
Mpokcu-cepBepa:

Anpec cepeepa MopT

1127.0.0.1 18O |

MmMA NonL30BaTENA

\user |

MNapone

| OTMEHUTL H oK l

PucyHok 31. Hactpoiiku npokcu-cepBepa

B 3TOM OKHe yKkaxuTe napameTpbl JOCTyNa K Npokcu-cepsepy 1 Haxmute OK. 3atem nostopute
MONbITKY NMOAK/IOYEHUS K CEPBEPY PerncTpauunm komnanum «Joktop Beb», Haxxas NMoBTopuTh.

@ Mpw aKkTMBaLMM HOBOW IMLEH3MN 1 GOPMMUPOBaAHMN HOBOTO KatOYeBOro darisa,

: npeAblayLLMIA KIoYeBON daiin, KoTopbl ucnonb3osasncs Dr.Web Desktop Security Suite,
aBTOMATMUECKN COXPaHAETCA B BUAe dalina pesepBHON Konum B
KaTanore /etc/opt/drweb.com. B cryuyae He06XOANMMOCTM Bbl MOXKETE BEPHYTLCS K €ro
MCMONb30BaHWIO, BbIMOJIHWB NPOLIeAYPY YCTaHOBKYM K/I0YeBOro darna.

PyKOBOACTBO nonb3oBaTtend
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yaal'IEHI/Ie JIMUEH3NOHHOrIo K/iro4yeBoro q)al‘/'ma

B cnyuae HeobxoanmocTu (Hanpumep, Bbl pewwnan 6onblue He ncnosb3osate Dr.Web Desktop
Security Suite Ha 3TOM KOMMbIOTEPe, @ MePeHeCcTV ero Ha APyror KOMMbHTEP) MOXHO yAanuTb
YCTaHOBJ/IEHHbIV NLIEH3MOHHbIN Kto4eBour daw, ynpasaatowmin paboton Dr.Web Desktop
Security Suite. Jns 3TOro oTkpouTe cTpaHuLy MHGopMaLmnm o IULEeH3UM (HayabHas CTpaHuLa
MeHe/kepa MLEH3MIA) 1 HaxXMuTe * cnpaBa OT HOMepa TekyLiell IMLEH3NN.

Mocne 3T0ro BaM HeOOXOAMMO B MOABMBLUEMCA OKHE NOATBEPANUTL YAaNeHNE NNLLEH3VOHHOTO
KNtoueBoro dawnna C TekyLlero komnbetoTepa. aa atoro Haxmute Aa. Ecan Bbl peluman
oTKasaTbCA OT yaaneHus, HaxmuTe Her.

DrWeb gns Linux

AR Mocne yaaneHuA NMLEH3MM aHTMEWPYCHAA 231ITa By AeT oTknueHal

1

A Bbl AEWCTBUTENEHO XOTUTE YANWTL TEKYLMA NMUEHIWOHHEIRA
KNioueBoi dain?

@ Her ] | @ fa |

gﬁ HaxmuTe Ha samok ANA OTK43a OT Npas agMUHWCTRDaToOpPa

PucyHok 32. MoaTBepiKaeHne yaaneHns karoueBoro ¢gaina

| Ans yaaneHus AMLeH3MOHHOTO KAr4YeBoro daina npuaoxeHne JoaxHo obnagatb
: MOBbILIEHHbIMY NpaBamu. ECIv B MOMEHT MOMbITKX YAaNeHUs MpaBa NPUAOXKEHNS He
noBbiLeHbl, kHoMka Aa byaeT HegocTynHa. MNpu HEOBXOANMOCTM Bbl MOXETE MOBbICUTh

npaea Npuao>XXeHud, n B cayyae yCnewHoro nx noBblleHNAa KHOMKa Aa CTaHeT AOCTyI'IHOVI.

y,a,aneHme JINLUEH3VOHHOTIO KJIKo4eBOoro ¢al7|na He BJIMAET Ha CPOK ,D,EI\/’ICTBVIFI JINLEH3UNN.

Ecan CPpOK ,D,EI‘/’ICTBVIFI JINLEH3NN eLle He NCTEK, TO Bbl CMOXETE NMONYy4YUTb HOBbIV K/IFOUEBO

dalin ana 3TON NMLEH3UN Ha OCTaBLUMIACSA CPOK.

Mocne yaaneHns NMMLEH3MOHHOIO KAHOUYEBOro dGaina 1 40 MOMEHTa akT1BaLUM HOBOW NNLLEH3MN
AN AEeMOHCTPALMOHHOrO nepunoga Bce aHTuBMpycHble dyHkunn Dr.Web Desktop Security Suite

(npoBepka dannos, 06HOBIEHVE BUPYCHbIX 6a3, aHTUBMPYCHOTO Aapa 1 6a3 kaTteropuin Beb-
pecypcoB, MOHUTOPUHT GansoBon cnctemMsbl) ByayT 3ab10KMPOBaHbI.

8.1.6. MpocmoTp coobLieHUN OT cepBepa LLeHTPaJIM30BaHHOMU
3aWunThbl

B atom paspene

e ObLMe cBeaeHMS

e [IpMeHeHne AeNCTBUM K COOBLLEHUAM

PyKOBOACTBO nonb3oBaTtend
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e QuabTpaumsa coobLLeHNN

O6bwue cBepgeHun

Ecnm Dr.Web Desktop Security Suite paboTtaeTt noa ynpaBaeHvem cepBepa LeHTPaIM30BaHHOM
3aLLUMTbl, JOCTYNEH NHTepdenc ANsa NMPOCMOTPa COOBLLEHNN O COCTOAHUN aHTUBUPYCHOW CeTH,
paccblnaeMblX CEPBEPOM Ha yrnpaBaseMble UM CTaHLUW. DTOT MHCTPYMEHT MOXET ObITb
MCNO/b30BaH aMMHNCTPATOPOM aHTUBUPYCHOW CETU ANA OTCNEXMBAHMNA COCTOAHUA CETU U
Ba>kHbIX CO6bITMI B paboTe cepBepa LieHTpaAn30BaHHOM 3aLLuThbl.

@ Co0bLLEHNS O COCTOSHUM W COBBITUAX aHTUBMPYCHOM CETU ByAyT NOCTyNaTh, TONbKO eCu

: aAMVHUCTPATOP aHTUBUPYCHOW CETM HAaCcTPOWUA OTNPaBKy COOBLLEeHMI Ha Bally pabouyto
CTaHLMIO Ha TOM CEpBepe LIeHTPaIM30BaHHOM 3aLUKTbl, K KOTOPOMY nogkitoueH Dr.Web
Desktop Security Suite. B npoTMBHOM Cayyae NPOCMOTP COOBLLEHNN HEAOCTYMEH W
COOTBETCTBYHOLLAsA CTPaHUL,a He oTobpaxkaeTcs Ha rnaBHOM okHe Dr.Web Desktop Security
Suite.

NHTepdenc npocmoTpa coobuieHmii OT cepBepa 0TObpakaeTca Ha CneLmanbHOM CTpaHuLe.

Ytobbl ee OTKPbITb, HAXXMUTE Ha HAaBUTALIMOHHOW MaHeaN.

CoobweHunna cepBepa

Y ®uneTp: Mo yMon4aHunio (Bce cooblueHns 3a cerogHa) MaMernTs

(5]
ﬂ CTaHuwma Kateropua

CocTosHue cepeepa  TecToBoe coobuleHne

YaanuTe BuibpaHHbe

CocToAHuKe ... TecToBOE ...

OTMETUTE BIBpaHHBIE KAK NMPO4MTAHHBIE
CocToAHwme ... TecTogoe ... OuMcTiTs Basy aaHHbIX coobueruni
CocToAHME ... TecToRoe ... TecToRoe ... 24.10.2023 17:18 b

TecToBoe coobweHne

TecToeoe coobuieHwne,

10,

?

PucyHok 33. CoobuieHna cepBepa LLleHTPaIM30BaHHOW 3aLMUThl

B cnuncke ansa Kaxxaoro coobLLeHNs BbIBOAUTCS cneaytollas nHdopmMaums:

nMA (agpec) cTaHuuK, MHGopMaLMsa O KOTOPOWN COAEPKUTCS B COOBLLEHNY;

KaTeropus coobuieHus;

e 3aro/IoBOK (Tema) coobLeHus;

AiaTa v Bpems OTMpaBKM COOOLLEHMS CEPBEPOM.

[ns npocMoTpa coobLieHns HeobX0AMMO BbIAENNTbL €ro B CrINCKe, MOC/e 3TOro TeKCT
Bbl4E€/IEHHOrO Co0bLLeHMs ByAeT OTObpaXKeH B MaHENN NOJ CMUCKOM COOBLLEHMIA.
HenpocmoTpeHHble cOObLLLEHNS BbIAENAIOTCS B CMMUCKE XUPHbLIM LPUHTOM.

PyKOBOACTBO nonb3oBaTtend

128



T,
)
A

A
£

Pa6ota c Dr.Web Desktop Security Suite

| TekcT COOBLLEHNI O COCTOAHUN U COBLITUAX aHTUBUPYCHOW ceTN GOPMUPYETCA Ha TOM
: A3blKe, KOTOPbIV 3aflaH B HaCTPOWKax cepBepa LIeHTPaan30BaHHOM 3aLUnThbI.

NMpumeHeHMe AeNCTBUIA K cOObLLeHnaAM

[na npumeHeHna Kakoro-ambo AercTBMA K COOBLLEHNIO HaXKMUTE CTPOKY, CoAep KalLllyto
nHopMaLuto 0 coobLeHnK, MpaBOV KHOMKOW MbILLK 1 BbibepuTe Tpebyemoe aeicTBue B
KOHTEKCTHOM MeH0. ECn HY>XHO NPUMeHNTb Kakoe-1nMbo AeincTBre K HECKONbKUM COObLLeHNAM,
BblAe/INTe NX B CMINCKE Nepes BbI30BOM KOHTEKCTHOrO MeH0. BbigeneHne ocylectBaseTcs
MbILWbHO MK HaxkaTor knasuwe CTRL wam SHIFT:

e [pn yaep>xaHnmn knasmwmn CTRL coobuweHumsa byayT 406aBAsTLCA B CMUCOK BblAeNeHNs NO
OAHOMY.

e [pn yaep>xaHnn knasmwin SHIFT coobLyeHns BbiAENAIOTCS HEMPEPbIBHBIM CMTUCKOM.

[ns BblaeNeHns BCex COOOLLEHUI HaxkmuTe KoMburHaumto knasuiw CTRL+A.

B KOHTEKCTHOM MEHIO AOCTYMHbI CAeAyoLLne AeNCTBUA:

e BblAesieHne B CNUCKe BCEX COODBLLEHMI, MOANAAAoLWMX NOA TEKYLLUA GUAbTP;

e yaneHve BblAeNeHHbIX COOBLLEHWI;

OTMeTKa BblAeNneHHbIX COO6LLI,eHI/Il\;I KakK MPOYNTaHHbIE;

ouncTka 6asbl JaHHbIX COOOLLEHUN.

ili Mpw ounctke 6a3bl AaHHbIX COOOLLEHMI ByayT yAaneHsbl BCe MOCTyNMBLLUME COObLLEeHNA (B
: TOM YNC/IE, HEMPOUMTAHHBIE).

[ns coobLieHni, MOCTYNMBLUMX OT CEPBEpPA LLeHTPaNM30BaHHOW 3aLLMTbl, B HACTPOMKaX
3a/]aeTCA NpefesbHbI CPOK UX XPaHEHUs B 6a3e JaHHbIX, MOCAE YEro OHW YAaNnaroTCs
aBTOMaTUYECKN.

®dunbTpaymna coobuweHnmn

B cBA3M C Tem, UTO OT cepBepa MOXEeT MNOCTyMnaTb 3HaUUTE/ILHOE YNCIO COOBLLEHN,
npesycMOTpeHa BO3MOXHOCTb UX GUAbTPaLIMM KaK Mo aApecy cepBepa-oTnpaBuUTeNs Wi UMeHM
CTaHLWM aHTUBUPYCHOW CeTW, TaK 1 MO KaTeropumn NCKOMbIX COOBLLEHWUI 1 MeprOAY BPEMEHN MX
noctynaenus. Mo ymon4aHuio 3agaHHbln GuabTp oTobpaxkaeT B crnivcke coobLyeHmsa Bcex
KaTeropwui, NoCTynmBLLIME OT BCEX CEPBEPOB B TEYEHME TeKYLLEro AHS.

Mpy HeOBXOAMMOCTH Bbl MOXKETE M3MEHUTb GUALTP NoKasa coobLieHnn. s 3Toro HaxxmuTe Ha
ccbinky M3meHnTb. [Tocne 3Toro B BepxHer YacTn OTKPOETCA NaHesb U3MeHeHusa GuabTpa.

PyKOBOACTBO noJsib3oBarena
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B CoobweHunna cepBepa

ﬁ Y @uneTp: Mo ymonyaHuio (Bce coobulenna 3a ceroaxs)
w Cepeepsi: CTaHuuu: KaTeropuu: Mepuon;
Bce > Bce bt Bce - CerogHa ~ 24.10.202. O Cenyac ]
CBpocuTh OTMEHUTEL | MpUMEHUTL
T [COCTORHWE .. TECTOBOE ... TECTOBOE ... EZR AU ZUZLZI 1710
CocToAHMe ... TecToroe ... TecToroe ... 24.10.2023 17:18 b

TecToBoe coobweHne

TecToeoe coobuieHwne,

10,

?

PucyHok 34. MNaHenb punbTpa coobweHunin

B naHesnn dpunbTpa Bbl MOXETE yKazaTb CleAytoLme napameTpbl GuabTpaLmm coobLLeHNN:

CepBepbl — CMWCOK CEPBEPOB, COOBLLEHMS OT KOTOPbIX ByAyT NOKa3aHbl.

CraHL MM — CNUCOK CTaHLMIA, COObLLEeHNs NPOo KOTopble ByayT NOKa3aHbl.

KaTeropum — cnncok kateropuii COobLLeHMI, KOTopble ByayT NoKasaHbl.

Mepwop — neprog popmmnposaHmsa coobLyeHni, KoTopble ByayT nokasaHbl. Kpome Bbibopa
TMNOBOrO NeproAa M3 CNNCKa, Bbl MOXeTe yKa3aTb KOHKPETHble MOMEHTbI Havana u
OKOHYaHuA neproga GopMMPOBaHNSA COODBLLIEHNI CePBEPOM.

[na npUMeHeHVa N3MeHEeHWIN, BHECEHHbBIX B GUAbTP, Haxkmute NMpuMeHnTb. YTO6LI 3aKpPbITH
naHenb UAbTPa, He NPUMEHAA 3MeHeHUs, HaxkmuTe OTMeHuTb. [11a cbpoca 3HaueHw
buabTpa K 3HaYEHMAM MO yMOAYaHUIO HaxkmuTe COpocUTb.

8.1.7. YnpaBneHune npaBaMmu NpuUI0OXKeHNA

HekoTtopble aecteusa B okHe Dr.Web Desktop Security Suite MOXHO BbINOAHWUTL TONBKO B TOM
cnydae, eCam NPUNOXEHME MMEET NOBbILLIEHHbIe NpaBa (Npasa adMuHUCMpamopa),
COOTBETCTBYHOLLME NpaBaM CNeLnasbHOro Noib3oBaTeNs CMCTeMbl — Cynepnosis6308amess
(nonb3oBatens root). B yactHOCTW, 0bnasaHMA NOBbIWEHHbIMW NPaBaMu TPebyLOT creaytoLLme

dyHKL MM

e ynpassieHVe 06bekTaMu, MOMELLEHHbIMN B CUCTEMHbIN KapaHTWH (@ UMEHHO, B KaTaior
KapaHTWHa, He NpUHaA/eXxallmi nonb3osatento, 3anyctmsliemy Dr.Web Desktop Security
Suite);

e NpoBepka GaioB 1 KaTaNoros, NPUHaANEXALLMX APYTMM NOAb30BaTeNAM (B YaCTHOCTY,
Cyrnepnosib30BaTenNto);

e BbIKJIKOYEHVe MOHUTOPa dpainnoson cuctemsl SplDer Guard;
e BbIKJIFOYEHME MOHUTOpPaA ceTeBbIX coeamHeHnn SplDer Gate;

e yjaneHne MMUEH3NOHHOIo KJK4YeBoro q>a17ma, NOoAK/IFOYEHNE N OTKNHOYEHUE OT CEPBEPA
Ll,eHTpaIWI3OBaHHOl7I 3alnThbl.

PyKOBOACTBO nonb3oBaTtend
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Ll,a>|<e ec/in npuioxeHue 6bI/10 3anyweHo us3 yl-IeTHOl‘/’I 3anncu cyrnepnoab3oBaTtens

(HampumMep, € UICNONb30BaHNEM KOMaHZ su Win sudo), OHO MO YMOYaHWto He bydem
o06s1aAaTb MNOBbILEHHBIMW NPaBaMy.

Ha Bcex cTpaHuuax okHa Dr.Web Desktop Security Suite, dyHKLMOHaNbHOCTb KOTOPbIX 3aBUCUT
OT HaNuUNA Y MPUNOXKEHWNA MOBbLILLIEHHbIX MPaB, PacnoIoXKeHa crneLmanbHaa KHoMKa ¢
n3obpaxeHnem 3amka. CoCTosiHME 3aMKa Noka3blBaeT, 061aaeT N B JaHHbIA MOMEHT OKHO
Dr.Web Desktop Security Suite noBbILLE€HHbIMY MpaBaMu:

% I'Ipvmo>|<eH|/|e He o6nap,aeT NOBbIWEHHbIMW MpaBaMW. HaxkaTne 3amka npueeaeT K NonbITke
| NOBbIWEHNA MPaB NPUAOXKeHNA A0 NMpaB Cyrnepnonb3oBaTens.

H i I'IpaBa NPUNOXeHUA NOBbIWEeHbl 40 NpaB CyrnepnoJjib30BaTend. HaxxaTtne 3amka npmeeaet K
| NOHWM>XXEHWIO NMpaB NMPUNOXKeHNA, a UMEHHO, K OTKa3y OT MNMpaB Cynepnosib3oBaTe/ia U BO3BpaTy K
NCXOAHBIM MpaBamM 06bIYHOrO NoAb30BaTENA.

B cnyyae nonbiTKM NOBbILEHWA MPaB MOCAEe HaXaTuA Ha n3obpadkeHne 3aMKa NOoABAAETCA OKHO
ayTeHTUdMKaLmm nonb3osaTens.

BBeguTe NOrMH U Naponk agMUHUCTpaTopa

MmA nonszoBaTEnsA

root

Mapons

Bkl MOeTe BESCTH TOTUH K1 naponke nwoboro
NoNLz0E3TENA, MPWUHaANexallero K rpynne
SdAMUHWUCTRATOROE, MNK CyNepnons30BaTENA (root).

| 4 (Cnpaeka | OTMEHNTE 0K

PucyHok 35. OkHO ayTeHTUMKaLUN

[ns nonyyeHns NpuaoxXeHNMeM npae Cyneprosib3oBaTens yKaxnte UMs (JIOrvH) U napob
Nro60oro Nonb3oBaTess, BKAKUYEHHOrO B FPpynmny Nosib30BaTesiel, yka3aHHY B HaCTpOMKax
Dr.Web Desktop Security Suite kak epynna admuHucmpamopos, navi N10rvH 1 Naposb
cyneprionib3oBaTens (nosb3osatens root), n Haxxmute OK. YTobbl 0TKa3aTbCs OT MNOBbIWEHNS

npa., 3aKponTe OKHO, HaxkaB OTMeHUTb. [111 NPOCMOTpPa AN CKPbITUS KPaTKOW MNOACKA3KM No
ayTeHTMdUKauumn Haxmute CnpaBka.

PyKOBOACTBO nonb3oBaTtend

131



A7

Py
$

A
)
A

Pa6ota c Dr.Web Desktop Security Suite

@ Mo ymonuaHwuto npu yctaHoske Dr.Web Desktop Security Suite B kauecTBe «rpynnbl

: aAMVHNCTPaTOPOB» B HACTPOKKax aBTOMaTUYeCKn GUKCMPYETCAa MMSA CUCTEMHOW rpynmbl
noab3oBaTenen, obaasaroLMx BO3MOXKHOCTLIO MOJTyYeHWs NpaB Cyneproib3oBaTes
(HanpuMmep, rpynna sudo). Ecan nMs Takon CUCTEMHOW rpynbl ONpeAennTb He YAanock, TO
[/19 MOBbILLEHNA MPaB NPUAOXKEHNA B OKHE ayTEHTUPUKALIMN MOXKHO MCMOAb30BaTh JIOTUH
1 Naposib cyneprnonb3oBaTtens (Noab3oBaTens root).

Mpw NOHWXKEHUN NpaB NPUNOXKEHWS A0 NpaB 06bIYHOIO NOJIb30BaTENS BBOAA NapO/is He
TpebyeTca.

8.1.8. CnpaBouHble MaTepuaabl

l?

[lns OCTyNa K CPaBOYHbIM MaTepuanam HaKMIUTE - Ha HaBUraLVOHHOM naHeau okHa
Dr.Web Desktop Security Suite.

Ha akpaHe nosBuTCsA BbiNajatoLlee MEHIO, CoaepyKallee CleayroLme nyHKTbI:

e CnpaBkKa — OTKpbITb KpaTkoe PykoBoacTBo nosb3oBatena Dr.Web Desktop Security Suite.

e ®opym Dr.Web — oTkpbITb B Hpay3sepe cTpaHuLy popyma nonb3oBaTenen NnpoAyKTos
KomnaHun «/loktop Beb» (Tpebyetca nogkaroueHne K MHTEPHETY).

¢ TexHMueckas noaaepikka — OTKPbITb B 6pay3epe cTpaHuLy cy>Obl TEXHNYECKOM
noaAep>XXkn komnaHum «Jloktop Beb» (Tpebyetca nogkaroueHne K MHTEPHETY).

e Mow Dr.Web — oTkpbiTb B 6pay3epe nepcoHanbHyO CTpaHWULY Moab30BaTeNs NpoAyKToB
KomnaHun «/loktop Beb» (Tpebyetca nogkaroueHne K MHTEPHETY).

e O nporpamMmme — OTKPbITb OKHO C KpaTkon nHpopmaumern o Dr.Web Desktop Security Suite n
ero Bepcuu.

Kpome Toro, korga Ha ctpaHuue rnasHoro okHa Dr.Web Desktop Security Suite oTobpaxaetcs
coobuieHve 0 npounsoLlesLlen ownbke, Bbl MOXeTe NpocieaoBaTh No ccoike Moapo6bHee ans
nosnyyeHua 6onee nosnHoM nHGopmaumm 06 owmnbke 1 yKazaHWA MO PELUEHNIO BO3HUKLLIEN
npobiembl.

8.1.9. Hactpouka pabotbli

B okHe HacTpoek Dr.Web Desktop Security Suite MOXHO HacTpouTb CaeaytoLLMe NapamMeTpbl
paboTbl:
® MNEePUOANYHOCTb BbINOJHEHNA OOHOBAEHWI;

e peakumro Dr.Web Desktop Security Suite Ha 06Hapy>XeHHble yrpo3bl NPW NPOBeEpPKax Mo
TpebosaHmo CkaHepOM 1 Npun 0BHapY>XeHM NX MOHUTOPOM dannoBomn cnctemsl SplDer
Guard;

e nepeyeHb 06beKTOB, NckaoUaeMbix CkaHepom 1 SplDer Guard 13 nposepky;

® NMapaMeTpPbl KOHTPONA CETEBbIX COGAMHGHMVI}

PyKOBOACTBO noJsib3oBarena
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e pacrnvcaHvie NepUoAMUYeckrx NpoBepok 06bekToB CkaHepoM;
® PEXMM 3aLnTbl (ABTOHOMHbIN WY LEEHTPAAU30BaHHBIN);

e vcnonb3oBaHue cepsuca Dr.Web Cloud.

ﬂ,/’lﬂ A40CTyNa K OKHY HaCTPOEK Ha>KMuTe Ha HaBUTALIMOHHOW MaHEeN.

Ha okHe HacTpoek AOCTYMHbI CreaytoLme BKAAAKN:

e OCHOBHblE — MO3BOAAET HacCTpOUTb NCNOJIb30BaHNE yBeAOMﬂeHMVI, a Tak>xXe neprnoanyHoOCTb
aBTOMaTM4YeCcKnX O6GHOBAEHWI.

e CkaHep — no3BoAseT HacTpouTb peakunto Dr.Web Desktop Security Suite Ha yrpo3b,
obHapyxwunBaemble CkaHepOM B MpoLecce NPOBepPKM Mo TpebOoBaHMIO M MO PacrmncaHuio.

e SplDer Guard — no3BonseT HacTpouTb peakuuto Dr.Web Desktop Security Suite Ha yrpo3bi,
06Hapy>XrBaemble MOHUTOPOM ¢arnoBoi cuctemsl SplDer Guard.

e SplDer Gate — no3BO/IAET HACTPOUTL NapaMeTPbl KOHTPOA CETEBLIX COEANHEHU MOHUTOPOM
SplDer Gate.

e /Ick04eHVs — NO3BOIAET HAaCTPOUTb CMNCOK OHBEKTOB, KOTOPbIE AO/KHbI ObITb NCKHOUYEHDI
13 NpPoBepKM Mo TpeboBaHWIO 1 MO pacnucaHunto, a TakKe U3 nepeyHs 0H6beKTOB,
Habntogaembix SplDer Guard v koHTpoampyembix SplDer Gate.

e [112aHNPOBLLMK — MO3BO/IAET HACTPOUTL MEPUOANYECKIIA 3aMyCK NPOBEPOK MO 334aHHOMY
pacnucaHuio.

e CeTb — N0O3BOAAET BKAOUNTD MAK OTKNOUNTb 414 SplDer Gate pexxrm npoBepku 3aLLmLLLeHHbIX
ceTeBbIX COeAMHEHN (OCHOBaHHbIX Ha SSL/TLS, Takmx kak HTTPS), coxpaHuTb B dainn
ceptndukat Dr.Web, ncnonbsyembivi ans nepexsata 3allMLLEHHbIX CETEBbIX COEANHEHWUN.

e Pexkvm — no3BoAseT BbibpaTb PeXXMM 3aLnTbl (QBTOHOMHbIN WU LLEHTPaAN30BaHHbIN), B
koTopom pabotaet Dr.Web Desktop Security Suite.

e Dr.Web Cloud — no3BonseT pa3pewwmntb nan 3anpetnts Dr.Web Desktop Security Suite
ncnonb3sosatb cepauc Dr.Web Cloud.

l?

[Ln5 NOAYYEHUs CMPaBKM HaXMUTE Ha COOTBETCTBYIOLLEN CTpaHULLE OKHa HACTPOEK.

I Bce n3meHeHuns, BHOCUMbIE B HaCTpOI;IKI/I, npeacraB/ieHHbI€ Ha 3TUX BKAaAKax,
: NPUMEHATCA HeMeANEeHHO.

Ecnn Dr.Web Desktop Security Suite paboTaet B pexxmme LieHTpaAn30BaHHOW 3aLLXTbl, TO
HeKOTOpble HAaCTPOWKN MOTYT ObiTb 3a610KMPOBaHbI Y HEAOCTYMHbI ANS1 U3MEHEHWS.

8.1.9.1. OcHOBHble HAaCTPOMNKM

B aTom pasaene

e ObLLMe cBeaeHMS

PyKOBOACTBO noJsib3oBarena
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e HacTpoliku NpoKcu-cepBepa, UCNOIb3yeMOro As NoayYeHUs OOHOBAEHWUI

O6bwue cBepgeHun

Ha BKJlagdKe OCHOBHBbI€e Bbl MOXETe HaCTPOUTb OCHOBHbIE NMapaMeTpPbl pa6OTbI NPUNOXKEHNA.

GICLECEES CkaHep  SpIDer Guard  SplDer Gate  McknwoueHwa  MnaHupoBuyk  CeTe  Pexxwm  DrWeb Cloud

YMOMYaHWH.

V| 3BykoBOE ConpoBoXgeHWe cobbTui
V| M0Ka3bIBATE BCM/LIBAKOWWNE YEEOOMAEHWS

Wcnone20BaTe YEEAOMAEHWA O COCTOAHWM

3arpy#aTe obHoBNEHWA | Kamable 30 MUHYT hd | [I‘Iponcu—cepBep...

B cny4ae 33prﬂ,HEHlﬁ|ﬁ. BOZHWKIUWX NOCAE W3MEHEHWA HACTPOEK NPUNOMEHWA, BOCCTAHOBUTE HaETpOﬁKH no

| CBpocuTs HacTpoitkn |

ﬁ HasmuTe Ha 3aMok ONA OTKa3a oT Npas agMUHWCTRaTopa ?

dnemMeHT ynpaB/ieHUs

dnaxok
3ByKOBOE CONpoOBOXKAEHME
cobbiTuii

dnaxkok
Moka3sbiBaTb BCN/IbiBalOLMe
yBeAoMIeHUs

dnaxkok
Mcnonb3oBatb yBeaoOM/IEHUA
O COCTOSIHUM

PucyHok 36. OcHOBHble HaCTPOMKU

JelictBue

YcraHoBka 3Ttoro ¢naxka npeanucoiBaet Dr.Web Desktop Security
Suite NpourpbiBaTh 3ByKOBbIE YBEAOMJ/IEHUS NMPY BO3ZHUKHOBEHUM
TaKMx COBbITUR, Kak:

e obHapyxeHue yrpo3sbl (CkaHepoMm uamn SplDer Guard);
e owwnbKa NpoBepkn 06beKTa;

e NT. M

YcraHoBka 3Ttoro ¢naxka npeanucoiBaet Dr.Web Desktop Security
Suite npun paboTte B pexxmMe rpadmyeckoro paboyero crona
oTobpaxkaTb Ha 3KpaHe BCMJbiBatOLLME YBEAOMIEHWS NP
BO3HWKHOBEHUW TaKUX COBbITUN, Kak:

e O0b6Hapy>eHWe yrposbl;
e owwnbKa NpoBepKy;

e NT. M

YcraHoBka 3Ttoro ¢naxka npeanucoisaet Dr.Web Desktop Security
Suite NokasblBaTb BCM/bIBAOLLME YBEAOMAEHUS MPU U3MEHEHUM
COCTOSIHUA KOMIMOHEHTOB (Hanpumep, B Cly4Yae UX BKIHOYEHUS UK
oTK/ItoYeHUs). icnonb3yeTcs anbTePHATUBHBIA MEXaHW3M
OoTObBpaxkeHWs BCMbIBAOLWMX YBEAOMAEHWI, UTO MOXET ObITb NMOJIE3HO,
Harnpumep, ecin cpesa paboyero cTona He NOAAEP>KMBAET
oTobpaxkeHune 3Hauka Dr.Web Desktop Security Suite B o6nactu
yBEAOMAEHUN.

PyKOBOACTBO nonb3oBaTtend
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dnemeHT ynpaB/ieHUs

Bbinagatowmin cnmcok
3arpy>xaTb 0o6HOB/IeHUSA

KHonka

Mpokcn-cepBep

KHonka
C6pocuTb HACTPOIKH
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JelictBue

| Ecnu ata QyHKLMSA HE NOAAEPXKUBAETCA CPeLoW
: pabouero cTona, To Ha BKJ1aske OCHOBHbI@ 3TOTO

dnaxka He byaeT.

Mo3BossieT BbIbpaTh NEPUOANYHOCTL aBTOMATMUYECKOTO OBHOB/IEHWS
BMPYCHbIX 6a3, 6a3 kaTeropuii Beb6-pecypcoB 1 aHTUBUPYCHOTO AApa.

OTKpbIBaET OKHO HACTPOVKMN MPOKCK-CepBeEpPa AN MNONyUYeHUs
obHoBeHNN. [poKcK-cepBep MOXET NOHaZ0buTbCA, ecamn obpalleHne

K BHELWWHMM CepBepaM 3anpeleHo NoJINTnKamm 6e30MnacHOCTU CeTu.

Mo3BonseT cOPOCUTb HACTPOMKM B 3HAUYEHWUS MO YMOJIYAHWHO.

[ns ynpaBaeHns napameTpaMu nosy4veHus 06HOBAEHNUIA 1 cbpoca HaCcTPOeK B 3HaUEHMs
: Mo YMOJYaHWNIO HEOBXOANMO, YTODbI MPUIOXKEHMEe 061a4an0 NOBbILLEHHbIMY NpaBamMu
(cM. pa3gen YnpasaeHve npaBamu NPUAOXKEHWNS).

HactpoWikn npokcu-cepBepa, UCNOJIb3yeMoro A/s NoayvyeHus

O6GHOB/IEHUN

B oKkHe HacTpolikm Npokcn-cepsepa A/14 NoayveHs O6HOBAEHWNI Bbl MOXeTe HacTPOUTb

chepyrouime rnapamMmeTpbl:

® NCMOJIb30BATb AW HET NMPOKCKN-CepBEP ANA NMOoayyHeHnaA 0BHOBAEHUI;

® a/pec NPOKCU-cepBepa, KOTOPbIA ByaeT NCNONb30BaTbCA A/1A MONyYeHMA OOHOBAEHN;

® MOPT AN1A NOAKNHOUYEHNA K MPOKCU-CEPBEPY;

® /IMA NOJIb30BaTena 1 nNapojb, NCNOAb3yeMbIE ANA ayTeHTVIq)VIKaLJ,I/IVI Ha MPOKCn-cepBepe.

PyKOBOACTBO noJsib3oBarena
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v MCNonbL30BaTE NPOKCK-CEQBRR

Appec cepeepa Mopt
192.168.0.1 o (2345 |

IMA NonL30EATENA

|U5rEF |

Mapone

| OTMEHNTL H OK ]

PucyHok 37. HacTpoiiku npokcu-cepBepa

@ Obs3aTesIbHO yKaxute agpec 1 NopT AN UCMOAb30BaHUA NPOKCU-cepBepa. B kavecte

: afpeca MOXHO ncrnonb3oBaTh kak IP-agpec, Tak u FQDN y3na, Ha koTopom paboTtaet
npokcun-cepsep. MNockosibky 06HOBAEHME MPOU3BOAUTCA NO NpoTokoay HTTP,
HeobXxoAMMO MCNob30BaTb Npokcu-cepsep HTTP. Vims noab3oBaTtens 1 naposb
0b6s3aTeIbHO yKa3biBaTb TO/IbKO B TOM Cay4yae, ecan npokcn-cepsep HTTP Tpebyet
aBTOpU3aLIUN.

YT06bI 3aKPbITh OKHO C MPUMEHEHMEM BCEX BHECEHHbIX M3MeHeHuM, Haxxmute OK. [ins 3akpbiTus
OKHa 6e3 coxpaHeHUs BHECEHHbIX U3MEHEHWI HaXXMUTe OTMEHUTb.

8.1.9.2. Hactpowukun nposepku ¢painnos

B aTom pasaene

e ObLLMe cBeaeHMS

e [lonoJiHUTEIbHbIe HAaCTPOUKM NPOoBepKU dannos

O6wue cBepgeHunn

Ha Bknaske CkaHep Bbl MOXETe HaCTPOoUTb AencTeus, koTopble Dr.Web Desktop Security Suite
[O/IKEH MPUMEHATb K Yrpo3am B ciyyae obHapyxkeHus nx CkaHepom B NpoLiecce NpoBepKu
darinoB no TpeboBaHMO MAW MO PaCNNCaHMIO.

PyKOBOACTBO nonb3oBaTtend
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I B w5

OcHOBHBIe [ECELT

O @

SplDer Guard  SpIDer Gate  WMcknwueHnua  MnaHwpoBwwmk  CeTs

Pexunm  Drweb Cloud

|u"|H¢!ML|,IP|pDElaHHhIE 06bEKTEI | NeynTh; HEUZNBUNMEIE — B KEDaHTHH  ~ |

MogoapuTtentHele 0bLeKThl | B kapaHTWH ~ |
¥ [poyee

PeknamHele nporpammel | B kapaHTWH ~ |

MporpaMmel 403B0HAa |B KapaHTWH b |

MporpaMmb-LyTEW |C005I.LI|BTI= hd |

MoTeHUWanbHO oNacHkbIe |C006u.|,aTh hd |

MporpaMme! B2noMa |CO0ElLu,aT|= A |

V| MpUMEHATE AEACTEWA K yTPO3aM SETOMATUUECKM

| JononHuTensHo..

ﬁ HasmuTe Ha 3amok ANA oTKa3a oT npas agMUHWCTPaTopa

PucyHok 38. Hactpoiku CkaHepa

B Bbimagarowmx cnuckax Boibepute genicreus, kotopble Dr.Web Desktop Security Suite 6yaet
NPUMEHSATb K 06beKTam Npu 0B6HaPY>XEHUW B HUX IFOBOIN M3 Yrpo3 COOTBETCTBYHOLLEIO TUMA.

Ecnv yrposa obHapy>keHa B daine, HaxoAsALWEeMCA B KOHTeNHepe (apx1B, MOYTOBOE
: COObLLeHME 1 T. M.), BMECTO YAaneHWs BbIMOJHAETCA NepemMeLleHne KOHTEHepa B

KapaHTWH.

YcraHoBute pnaxkok MpumeHATb AeCTBMA K Yyrpo3aM aBTOMATUUECKU, C/IN Bbl XOTUTE,
yto6bl Dr.Web Desktop Security Suite npumeHsan ykasaHHble AeACTBUS Cpa3y B MOMEHT
obHapy>xeHus yrpo3 CkaHepoM B xoze NpoBepku No TpeboBaHUIO UK MO pacnmcaHuIo (Bbl
bysete NPONHGOPMUPOBaHbI O HEWTPaAM3aLMn Yrpo3sbl, a UHGOpMaLMsa O Hel ByaeT fOCTyNHa B
cnucke yrpo3). Ecam atot dpnaxkok cbpolueH, To yrpo3a, obHapy>xxeHHaa CkaHepoM, byaeT ToAbko
fob6aBneHa B CNUCOK OBHapY>KEHHbIX YrPo3, U BaM NPUAETCA CaMOCTOATENbHO BbIOpaTh, Kakoe
AeACTBME NPUMEHUTD K 06BEKTY, cogepkalleMy 0bHapy>KEeHHYH yrpo3y.

Haxxmute ﬂ,Ol’IOI’IHMTEI’IbHO, yTOObI OTKPbITb OKHO AOMNOJIHATE/IbHbIX HACTPOEK NMPOBEPKU

davnos.

3amMmeyaHus:

e Hactpovika nckntoueHus ¢aiinos 1 katanoros U3 nposepkin CkaHepoOM MPON3BOAUTCA Ha

Bkaaake UcknroueHums.

e Peakuun Ha obHapy>eHWe yrpos, BK/oYas aBTOMaTMyeckoe NnpuMeHeHve AencTBmI, 3ajaHHble
ana CkaHepa, He BAUAKOT Ha noBeseHne MoHuTopa SplDer Guard. Ero peakumu Ha yrposbl

3a4akoTCA Ha COOTBETCTBYHOLLEN CTPAHULLE.

PyKOBOACTBO nonb3oBaTtend
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ﬂ'ﬂﬂ N3MEeHEeHUA peakunn CKaHepa Ha yrpo3sbl U Anda AOCTyna K pacllpeHHbIM HaCTpOl‘/‘IKaM
HeO6XO,£I,I/IMO, yTObbI npuaoxeHue o6nap,ano NOBbIWLEHHBIMU MPpaBamMu (CM. pasaen
YnpaBaeHve npaBaMu NpPUIOXKEHUS).

Bo3moxkHocTb HacTporiku CkaHepa npu pabote Dr.Web Desktop Security Suite nog,
yrnpaBJeHVEM CepBepa LLeHTPaIN30BaHHOM 3aLUnThl MOXET HbiTb 3a610KMpPOBaHa, ecnu
3TO 3anpeLyeHO CEPBEPOM.

[ ononHnTenbHble HACTPONKN NpoBepku painsios

B oKkHe fONONHUTENIbHBIX HACTPOEK NMPOBEPKMN Bbl MOXKETE HAaCTPOUTL CleAyHOLLME NapaMeTpbl
paboTbl CkaHepa:

e BK/IHOUNTB 1 OTKNHOUNTL MPOBEPKY COAEPXKUMOTO KOHTENHEPOB:

B apXmBOB;

o MOYTOBbIX $alnNoB.

e 3ajaTb OrpaHMYeHNe Ha Bpems NpoBepKM ofHOro daina.

@

£ JononHUTENbHBIE HacTponk = & &

MpoBEpATE COLEPHIMOE:
v ApXWBOE (Zip, rar u T.4.)

v TMoutoewix gainoe (pst, thhut.g.)

OrpaHWuWTE BPEMA NpoEepkK $aina go | |c

| OTMEHWTL H 0K ]

PucyHok 39. [lonosHuTeIbHble HACTPOMNKMN
npoBepku ¢aiinos

Ecnm dnaxkm npoBepkn COAEPXKMMOro KOHTEMHEPOB HE BKJIKOUEHbI, TO Galisibl-
KOHTeNHepbl BCce paBHO npoBepstoTcs CkaHepoM, HO 6e3 OTAe/IbHOW NPOBEPKM
BJIOXKEHHbIX B HUX $alinoB.

YT06bI 3aKPbITh OKHO C MPUMEHEHMEM BCEX BHECEHHbIX M3MeHeHuM, Haxxmute OK. [ins 3akpbiTus
OKHa 6e3 coxpaHeHUs BHECEHHbIX U3MEHEHWIN HaXXMUTe OTMEHUTb.

8.1.9.3. HacTtpoukn moHuTOpUuHra ¢ainzIoBou cnMcTemMbl

Ha Bknagke SplDer Guard Bbl MOXeTe HacTpouTb AencTBusA, koTopble Dr.Web Desktop Security
Suite fO/IKEH MPUMEHSATb K Yrpo3am B Clyyae 06HapY>KEHNS UX MOHUTOPOM GalnNoBON CUCTEMDI

SplDer Guard.

PyKOBOACTBO nonb3oBaTtend
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HacTpolkun

8 Q @ o @ &
OcHoBHsle  Ckadep [EROSHENEIGE SplDer Gate  MckntoueHwa  MnaHupoBuwk  CeTe  Pexxwm  DrWeb Cloud
MHOMUMpOBaHHEIE 06beKTEl | NeunTb; HEWZNEUMMEIE — B KBPaHTUH ¥ |
Mogo3puTensHeie 06LeKTsl | B kapaHTWH ~ |
¥ [poyee
PeknamHele nporpammel | B kapaHTWH ~ |
MporpaMmel 403B0HAa |B KapaHTWH b |
MporpaMmb-LYTEW |COD'5I.LI|aTI: v |
MoTeHUMaNLHO ONacHkIE | Coobwats - |
MporpaMMe! BE2N0Ma |C006u.|,aT|, - |
| JononHuTensHo..
£ HaxmuTe Ha 3amoK ANA OTKa3a 0T Npas agMUHUCTpaTopa ?

PucyHok 40. HacTpoiku MOHUTOpUHra ¢paii/ioBoi CUCTEMbI

DTa BKNaZKa, BK/IKOUas OKHO AOMOJIHUTENbHBIX HACTPOEK, aHaNorMuHa Bkiagke CkaHep, rae
3a/laHbl HAaCTPOVIKM NpoBepkn Gannos.

Ecnm yrposa obHapy>keHa B daiine, HaxXoAAWEMCS B KOHTeHepe (apXMB, MOYTOBOE
: CoobLLeHVE 1 T. M.), TO BMECTO yAaleHWs BbINOJHAETCS NepeMeLleHne KOHTENHepa B
KapaHTUH.

3ameuvaHus:
e HacTpovika nckatoveHna Gannos 1 KaTanoros u3 HabaogeHna aia MoHmTopa SplDer Guard
Npou3BoAMTCA Ha Bkaaske UckntoueHus.

e Bi/ItOUeHMe yCMaeHHOro pexxuMa MOHUTOpMHra ¢annos ans moHutopa SplDer Guard onvcaHo
B pa3gene PexxMbl MOHUTOPWHIa Galinos.

e Peakumum Ha oBHapy>eHune yrpos, 3agaHHble ans MoHutopa SplDer Guard, He BAVAOT Ha
nosegeHne CkaHepa. Peakuun CkaHepa Ha yrpo3bl 3aJatoTcA Ha COOTBETCTBYIOLLEN BKIAJKE.

| [Ana n3meHeHMsA HacTpoek MOoHWUTOpPa painosoin cuctemsl SplDer Guard Heo6xoAMMO,
: 4YTOObI NPUNOXKEHME 061a4aN0 NOBbLILLEHHBIMW NPaBaMu (CM. pasgen YnpaeaeHune
mpaBaMu NPWUIOXKEHW).

Bo3moxxHocTb HacTporiku SplDer Guard npu pabote Dr.Web Desktop Security Suite nog,
ynpaBJieHVEM CepBepa LLeHTPaIM30BaHHOM 3aLUnThl MOXET HbiTb 3a610KMpPOBaHa, eciu
3TO 3anpeLLeHO CEPBEPOM.

PyKOBOACTBO nonb3oBaTtend
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8.1.9.4. HacTpoWkn MOHUTOPUHra CeTEBbIX COeANHEHUMN

B aTom pasaene

e ObLLMe cBeaeHMS

e BLIBoOp KaTeropumi cantos

e YnpaBsieHWe napamMeTpamMun NpoBepku Ganaos

O6wue cBepgeHunn

Ha Bknaske SplDer Gate Bbl MOXeTe HaCTPOUTb NOUTUKM 6E€30MaCHOCTH, KOTOPblE MOHUTOP
ceTeBbIx coeanHeHun SplDer Gate 6yaeT ncnoib30BaTh MPU KOHTPOE O6paLLeHNIA K MHTEPHETY.

HacTpoWku

QB E B oo

OcHoBHble  Ckamep  SplDer Guard [EOBERCEIEN cknouedus  Mnadvpoewwk  CeTe  Pewum  Drweb Cloud

MOHUTOPMHT CETEBOM aKTMBHOCTM:

V| MposepaTk Beb-Tpaduk

v MpoeepATs FTP-Tpaduk

V| MpoBEpATE BXOAALLYH MOUTY Ha YTPO3kLI U CNam

| MpoBEpATE MCXOAALLYID NOYTY Ha YTPO3bI W Criam

MapamMeTpsl 6NOKVPOEKK JOCTYNA:

| Bnokupoeate URL, gobaeneHHsie no obpaleHnio npagoobnagarens

| BNOKMPOBATE HEpeKOMEHZYeMbIe CalTEI

¥ BJOKWPOBATE APYrie KaTEropui CaluToe

CaiATe! ANA B3POCALIX Teppopuam

Hacwnne HeueHsypHana nekcuka
Opyxue Yatol

A33PTHBIE Mrpbl 3NeKTpOHHaA noyta
HapkoTykn CoywnanbHble ceTk
OHN3AH-NIPEI AHOHUMaR3epel

Mynbl 4nA AobsMy KpUNTOBaNOT BakaHouu

| MapameTprl NnpoBepkn Gannoe...

gb HaxmwTe Ha 3aMoK 4NA 0TKa3a oT npas agMyHWMCTPaTopa

PucyHok 41. HacTpoWiku KOHTpOS A0CTyna K ceTn

YcraHaBAnBas v cHMMas Gaaxku B pasgene MOHUTOPUHI ceTeBOM aKTUBHOCTM, Bbl MOXeTe
onpesennTb, Kakne TUMbl CETEBOM aKTUBHOCTU KOHTPOIMPYET MOHWUTOP, €C/IN OH BKIFOYEH.

PyKOBOACTBO nonb3oBaTtend
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Bbi6op KaTeropuu camtos

®naxkm B passene NMapameTpbl MOHUTOPUHIA ONPEAENAIOT, AOCTYN K CalTaM U y3naM Kakumx
KaTeropmi 61okMpyeTcs (3TO OTHOCUTCA He TOIbKO K MOMbITKaM JOCTyna K 3TUM cariTam yepes
6pay3ep, HO 1 K NonbiTkam obpaleHusa k FTP-cepepam). YcTaHaBAMBas Uan CHUMas
cooTBeTCTBYIOWME dNaxKKy, Bbl MOXeETe 3anpeTuTb AN Pa3peLwlnTb JOCTYN K canTam 1 y3anam

CNefyoLLNX KaTeropuii:

Kareropus
URL, dobasneHHbIe no

obpauwjeHuro
npasoobsnadamens

HepekomeHdyemele

catimel

Calimei 01 83p0OC/bIX

Hacunue

Opyxue

AzapmHele uepebl

Hapkomuku

HeyeH3ypHas nekcuka
Yamel

Teppopusm
SnekmpoHHaa nouma
CoyuaneHele cemu

OHnaliH-uzpel

AHoHuUMatizepel

OnucaHue

CanTbl, cogep>Kallme MaTepuasbl, HapyLlakoLLMe 3aKOHOAaTeNbCTBO 06
aBTOPCKMX NpaBax (Mo MHEHWIO NpaBoobiasatens MaTtepuranos,
pa3MELLEHHbIX Ha CaliTe). DTO pas/iyHble «MUPaTCKMe» CalTbl, KaTanoru

dannoBbIx cCblNOK, GpannoobmeHHbIe pecypcbl U T. M.

CaliTbl, cogepyKalle COMHUTENbHOE COAEPXKNMOE, 3aro03PEHHbIE B
dVILINHTe, Kpaxke Napoaer n T. .

CawiTbl, cogepkallme Matepuasbl, NpesHa3HaueHHble TOIbKO /1A B3POC/bIX
(3poTnueckoro 1 nopHorpadburyeckoro xapakrepa)

CaWiTbl, cogepykallive OnvcaHne 1 4EMOHCTPALMIO CLEH HAaCcUAUS (BKIroYas
BOVHbI, CLLEHbI TEPPOPUCTUUYECKUX aKTOB U T. M.)

CaiiTbl, NOCBSALLEHHbIE OMUCAHWIO U N3TOTOBAEHWIO OPY>XKMs U B3PbIBYATHIX
BEeLLEeCTB

CaliTbl, NOCBSALLEHHbIE a3apTHbIM UrpamM 1 Urpam Ha AeHbru, B T.4. OHJIANH-
Ka3nHO

Canitbl, NoCBALWEHHbIE HAPKOTNYECKMM BelecTBaM, B T.U. ONNCaHUNKO UX
M3roToBaeHNA NN ONblTa X yI'IOTpe6erHVIFI

CaliTbl, cogepyKallme HELLEH3YPHYH NEKCUKY
CawTbl yaToB

CaiTbl TEPPOPUCTUYECKOWN HaMpPaBJEHHOCTH
CanTbl 6ecnnaTHbIX MOYTOBbIX CAY>KO

CalnTbl coumnanbHbIX CceTel

CaliTbl, Ha KOTOPbIX Pa3MELLeHbl UTPbl, UCMOJb3YHOLLME MOCTOSHHOE
COefMHEHME C MHTEPHETOM

CaliTbl, NO3BOJIAFOLLME MOb30BATENO CKPbIBATh CBOKD IMYHYHD
nHbOpPMaLMo 1 NpesoCTaBAAoLLIME AOCTYN K 3a610KMPOBaHHbIM canTam

PyKOBOACTBO noJsib3oBarena
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Kareropus OnucaHue

[Tyne1 0215 OobbIYU CaiTbl, NpeAoCTaBAsAoOLLIME JOCTYN K CEPBUCaM, OO beANHAOLLUM
Kpunmosasarom NnoJsib30BaTeNEeN C LeNbio A00bIUN («MaHUHIa») KpUNTOBaAtOT
BakaHcuu Cantbl N8 noucka paboTsbl

aBTOMaTUYeCcK/ OBHOBASIETCS COBMECTHO C BUPYCHbIMU 6a3amu. [Mosb3oBaTens He MMeeT
BO3MOXHOCTN pefaKkTMpOoBaTb COAep>KMMOoe ba3bl kaTeropuii Beb-pecypcos.

@ basa kateropwii Beb6-pecypcos nocrasasetcsa B coctaBe Dr.Web Desktop Security Suite n

OZVH 1 TOT XKe cauT MOXeT ObITb OTHECEH CpPa3y K HECKOJIbKMM Pa3nYHbIM KaTeropusm.
MoHuTop ceTeBbix coeanHeHuni SplDer Gate 6yaeT 610kMpoBaTh JOCTYN K CAUTy UAW Y31y, eCAn
OH nonagaet XoTa Obl B OHY U3 KaTeropuii, BKAKOUEHHbIX 411 3anpeTa focTyna. HaxmuTe
Haaznucb BroknpoBaTb Apyrue KaTeropum cautToB, YTOObI MOKa3aTb UAN CKPbITb MepeYeHb
AOCTYMNHbIX KaTEropui.

Ecnm Hy>xHO 3ab10KkMpoBaTh AOCTYN K KAKOMY-AMOO CalTy UM Y37y, He OTHOCALLEMYCA HU K
OZAHOW 13 YKa3aHHbIX KaTeropui, BKIOYMTE ero B YepHblA CMMCOK. ECIM ke HY>KHO pa3peLumnTb
[OCTYN K HEKOTOPOMY CanTy UAW Y31y, HECMOTPS Ha TO, UTO OH OTHOCUTCA K Kakon-anbo mns
HeXkenaTesIbHbIX KaTeropui, BKoUMTe ero B 6enblii Cnncok. Takxke Bbl MOXETe HaCTPOUTb
CMNCOK NPUNOXKEHNI, UbW CETEBbIE COEANHEHUSA HE JOMKHbBI KOHTPOAMPOBATLCA MOHUTOPOM
SplDer Gate.

HacTpowika yepHbIX 1 6enbix CMMCKOB CAUTOB, a TakXXe MPUAOXKEHUI, UCKAHOUYAEMbIX 13
HabatogeHns MoHuTopoM SplDer Gate, nponsBoaunTca Ha Bkiagke UckaroueHuns.

| CywectByeT ocobas kateropus — MIcmoyHuUKu pacnpocmpaHeHus y2po3. JocTyn K catam
: 1 y31aM 13 3TOM KaTeropuu 3anpeLuaetca B 1060M ciyyae, Aaxe ecnn OHU BKAKOUEHbI B
6enblin CNnCok.

YnpaBneHue napameTpamMmu npoBepku ¢aisios

[Ans ynpaBneHuns napametpamu, Kotopble MoHUTOp SplDer Gate byaeT NpUMEHATb NPW NpPoBEpKe
dbainoB., 3arpy>eHHbIX U3 MHTepHeTa, HaxxMuTe MapameTpbl NnpoBepky ¢aiinos.

PyKOBOACTBO noJsib3oBarena
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ENOKMpOBATE Nepefady AaHHBIX MpW oWKbKe NpoBepKK

BNOKWMpOBATE Nepefavy cnegywmy o6 LexToR:

V| MNMoao3pyTentHele

v | PeknamHsIe Nporpammel

| MporpaMmMsl 403B0HA
MporpaMMel-LWYTKW
MporpaMmel B2NOMa

MoTeHUMAansHO ONacHbIE

ONTUMKMZALLAA N POBSDKLL

OrpaHrunTE Bpema NpoBepkl faina go | 30 s

onvewrs

PucyHok 42. HacTpouku npoBepku ¢aiiioB

B nosBMBLUEMCA OKHE Bbl MOXeTe yKa3aTb, KakmMe KaTeropum BpesoHOCHbIX O0ObEKTOB HY>KHO
6n10kmMpoBaTh NpU NOMNbITKe UX Nepegaun. Ecam dnaxok yctaHoBaeH, TO 3arpy3ka ¢annos,
cozep>KaLlmnx yrpo3sy COOTBETCTBYHOLLEro Tnna, byaeT 6aoknposatbcs. Ecam dnaxok cHAT, TO
dannbl, cogepKallme yrpo3sbl 3TOro Tmna, byayT 3arpy>atbCsi U3 MHTEpPHeTa. Takxke Bbl MOXeTe
TaKk>Ke YCTaHOBUTb MaKCMMabHbI MHTEPBaN BPEMEHW, OTBOAMMbIA Ha NPOBEPKY 3arpy>aembix
dawnnos. Ecnv yctaHoBneH dnaxxok bnokupoBaTtb nepegauy gaHHbIX Npu ownbke NPoBepKy,
TO dalnbl, KOTOpble He YAanocb NPOBEPUTb N3-3a BO3HUKHOBEHMWSA OLIMOKY, ByayT
610KkMpoBaTbCsA NPU 3arpyske.

@ Ecnu 3arpy>xaembliii dalin He yaanocb NPOBEPUTb M3-3a TOFO, YTO UCTEK UHTEpBaN

: BPEMEHW, OTBEAEHHbIN Ha ero NpoBepKy, TO Takon dalin He bydem cumnTaTbes
HemnpoBEepPeHHbIM U He ByzeT 610KMPOBATLCSA, Jaxe ec/in yCTaHOB/EeH GaaxKoK
BnoknpoBaTtb Nnepegauy AaHHbIX NpU ownbKke NPOBEPKM.

YTobbI 3aKpbITb OKHO C NpMEeHEHUNEM BCEX BHECEHHDbIX n3meHeHui, Haxxmute OK. ﬂ'flﬂ 3aKpbITUA
OKHa 6e3 COXpaHeHMA BHECEHHDbIX N3MEHEHUN HaxXMmuTe OTMEHUTb.

PyKOBOACTBO noJsib3oBarena
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| [ANna 3MeHeHWA HacTpOeK MOHWUTOpPa ceTeBbIX coeanHeHnn SplDer Gate HeobxoaMMO,
: YTO6bI MPUNOXKEHVE 0613aN10 MOBbILLEHHbIMW NPaBaMy, CM. YrpaB/eHne npaBamu
NPUAOXKEHNS.

MpaBraa MOHUTOPUHIa CETEBbIX COEAMHEHNI MOTYT ObITb OTPEAAKTMPOBAHbI BPYYHYHO.
HacTpoiika KoMMOHeHTa Bpy4YHyto onuvcaHa B PykoBoactee agMmuHmnctpatopa Dr.Web
Gateway Security Suite, pa3gen KomnoHeHTsl Dr.Web Gateway Security Suite = Dr.Web
Firewall gns Linux = MapameTpbl KOHUrypaumm = lMpaBuaa nposepku Tpaduka u
610KMpPOBKM AOCTyna. BHeceHVe 3MEHEHNIN BPYUHYO MOXET MOBANATb Ha CTaHAAPTHYHO
HacTpPoVKy GUALTPOB, BbIMOJHEHHYHO A0 3TOr0 NOCPEACTBOM rpadmyeckoro nHtepdeinca.

8.1.9.5. HacTtpowka ncknroueHumn

Ha Bknaske McknroueHna fOCTYMHbI KHOMKKW, MO3BO/IAIOLLME HACTPOUTL CeaytoLLme
NCKAHOYEHNS:

e Maiinbl M KaTasorM — OTKPbIBaeT OKHO CO CMUCKOM MyTel K o6bekTaM GpainnoBon cuctemsi,
nckAroYaeMbix 13 npoeepkn CkaHepom 1 MOHUTOPOM dainnosor cuctemsl SplDer Guard.

e CaiiTbl — OTKpbIBaeT OKHO YNpaB/ieHNA YePHbIMW 1 BenbiMy CiMckaMy CamToB, JOCTYN K
KOTOpPbIM ByAeT peryampoBaTbCs HE3aBUCUMO OT NMOAUTUK BIOKMPOBKM, 3afaHHbIX ANSA
MOHUTOpa ceTeBbIX coeanHeHnin SplDer Gate.

e Mpuno>xeHNs — OTKPbLIBAET OKHO CO CMUCKOM MPUIOXEHWI, CETEBbIE COEANHEHUS KOTOPbIX
He ByAyT KOHTPOIMPOBATLCS MOHUTOPOM CeTeBbIX coeanHenHul SplDer Gate.

Em
mm

Mcknouerua

= @ W

MnaHwpoewwk  CeTe  Pexwum  DrWeb Cloud

55 Q B @

OcHoBHsle  CkaHep  SpIDer Guard  SplDer Gate

BulfepuTe Gainkl 1 KaTanork, KOTopkle AoMkHE| BbITe MCKNOYEHb! M3 MPOBEPKK

CkaHepom wnw SpIDer Guard. |w|

[obaeste Bef-caiiTsl B UepHLIR WK Benblid cnvcok, YToBkl YNPABNATE 4OCTYNOM K HUM | Beb-CaiiTLl |
He3aBWCKMO OT HacTpoek SplDer Gate. e —
BribepuTe NpMNOXKEHUA, CETEBLIE CORAMHEHWA KOTOPLIX J0MKHEI BbITh MCKMMUEHE! M3 |
MpunoxeHna... |
nposepkw SplDer Gate. e
£ HaxmuTe Ha 3amoK ANA OTKa3a 0T Npas agMUHUCTpaTopa '?

PucyHok 43. Hactpoika nckaroueHumi

| Ans nobasneHns n yaaneHns o6beKTOB M3 CNMCKa CKAKOUYEHMI HEOHXOAMMO, UTOObI
: npuaoxeHve ob1azano NoBbILEHHbIMW MpaBaMu (CM. pasgen YrnpasieHne npasamu

NPUAOXKEHNS).

PyKOBOACTBO nonb3oBaTtend
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8.1.9.5.1. UcknroueHne painsioB n Kataaoros

B aTom pasaene

e ObLLMe cBeaeHMS

e [lobaBjeHne 1 yaaneHne o6bekToB 13 CMUCKOB UCKJHUYEHUN

O6wue cBepgeHunn

YnpasneHune nckntoueHvem Gannos 1 KaTanoros 13 MPOBEPKM OCYyLLEeCTBASETCA B OKHe Palsibl n
KaTanoru. [lna oTkpbITUA OkHa HaxkmuTe Dainbl U KaTanorm Ha Bknaske ckaroueHus.

3zecb Bbl MOXeTe yka3aTb nepeyeHb nyTein kK o6bekTaM, KOTopble TpebyeTca nckatouvatb 13
npoBepky CkaHepom no TpeboBaHMI0 NOAb30BaTeNs U/WUAN NO PacnyCaHWUo, U OT HabsAeHS
nx MoHUTOpOM dannoson cuctembl SplDer Guard. Ecan ykazaH katanor, To 6yaeT nponyLuieHo
BCe COAEPXXMMOe 3TOro KaTanora, BKAKoYas NoAKaTanoru U BAOXKeHHble Gaiibl.

|| Dannbl 1 KaTanor

BribepuTe $aiinkl U KaTANOTW, KOTOPELIE UCKMIOUAKDTCA U3 NPOBEPKM

Myms

/proc
/sys
/home/pete/downloads/eicar

L+ =

e e
SpIDer Guard CkaH...
v v
v v
| OTMEHWTE | [ 0K ]

PucyHok 44. HactpoWika ncknroueHunii ¢paiinioB 1 Kkatasioros

OaVH 1 TOT XXe 06BEeKT Bbl MOXeTe 406aBUTb B CMUCOK UCK/IHOUEHWI KaK A8 NPOBEPKM
CkaHepoMm (no 3anpocy u/uav no pacnmcaHuio), Tak 1 AN HabarAEHNS MOHUTOPOM $anoBOM
cuctemsbl SplDer Guard. OTmeTka, 418 Kakoro KOMMOHEHTa 06BbEeKT 13 crvcka fobaBieH B
NCKArOYEeHUs, n3obpakaetca GAaxKom B COOTBETCTBYHOLEM CTONbLe TabanLbl.

Do6aBneHue u ypaneHne o6beKToB N3 CNUCKOB UCKHOUEHU

e YT06bI 06aBUTL O6BEKT, MPUCYTCTBYIOLMI B CMINCKE, B MEPEYEHb MCKIOYaeMbIX 06bekTOB
ana CkaHepa vam ana SplDer Guard, ycTaHOBWTE COOTBETCTBYHOLLMI BNaXKOK B CTPOKe 0bbekTa.
Y106bI UCKNHOUNTL OOBEKT, MPEeACTaBAEHHbIN B CNUCKE, U3 NepeyHs 06beKTOB, NCKNHOYAEMbIX
13 nposepkn CkaHepom mam SplDer Guard, cOpocbTe COOTBETCTBYHOLMI BAAXKOK B CTPOKE

obbekTa.

e Y106bI 06aBUTL B CMINCOK HOBbIN OBBEKT, HAXMUTE + MOJ CMUCKOM 06beKTOB, 1 BbibepuTe
06beKkT B MOABUBLIEMCA OKHe Bbibopa kaTasoros v ¢pannos. Takxke Bbl MOXeTe f06aBUTb
06beKTbl B CMMCOK, NepeTaLLMB UX MbILLbIO U3 OKHa GpailloBOro MeHezKepa.

PyKOBOACTBO nonb3oBaTtend
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e YTObbI Y4ANNTb 06bekT 13 CNKnCKa, BblAeNNTE €ro CTPOKY B CMNCKE N HaXXMUTE — Nog CMNCKOM.

YT0b6bI 3aKpPbITb OKHO C NpMeHeHNEM BCEX BHECEHHDbIX n3mMeHeHun, Haxmute OK; AN 3aKpbITUA
OKHa 6e3 COXpaHeHnAa BHECEHHbIX N3MEeHeHUN HaxMmntTe OTMEHUTbD.

8.1.9.5.2. YepHbiit u 6enbIV CNNCKN CalTOB

B aTom pasaene

e ObLLMe cBeaeHMS

e [lobaBjieHMe 1 yaajeHne CauToB 13 YepHOro 1 6eaoro cnucka

O6wue cBepgeHunn

YHpaBneHme YEepPHbIMU U 6ebIMK CNCKaMn CanuToB OCyLLecTBaAEeTCA B OKHE anaBnel-me
cnUucKamw. ,ﬂ,flﬂ OTKPbITUA OKHa Ha>XMuUTe CanTbl Ha BK1aaKe UcknroueHms.

3aecb Bbl MOXeTe yKa3aTb NepeyeHb CanToB, A4OCTYN K KOTOpPbIM ByseT Bcerga paspeLleH, nav
HaobopoT, BCerga 3anpeLleH MOHUTOPOM ceTeBbIX coegnHeHni SplDer Gate.

38| UepHBIlA 11 BENLIA CNINCKA CAATOR [P

McnonszynTe Benblid U YepHBIR cnckW, UTobbl yKa3aTe BeB-calThl, AOCTYN K KOTOPLIM A0MKEH
BLITh pa3pelweH, WnM HaobopoT, 3anpelleH. ©ainkl, 3arpyxaemele € CAATOB, BHECEHHLIX B Genwiid
CMUWCOK, BCE PABHO MPOBEPAIITCA Ha HanWuyMe BMPYCOB W BPEAOHOCHLIX Nporpamm.

[I l

Benkid cnucok YepHEIA cnucok

example.com example.net

| OTMEHWTE |l QK ]

PucyHok 45. OkHO ynpaB/sieHMA YepHbIM U 6ebiM cnnckamm

| CyuiectByeT ocobas kaTeropus cantoB — MCmoYHUKU pacnpocmpaHeHus yepos. [loctyn K
: caiiTaM 3TON KaTeropum 3anpeLlaeTcs B AH0H6OM Ciyyae, faxe eCiv OHU BKIFOUEHbI B
NMoJib30BaTeNbCKUM Benblii CMUCOK.

YT106bl 610KMPOBATL CalThbl U3 YEPHOIO CNMCKA, UCMOb3yoLMe npoTokoa HTTPS,
paspelunte MoHUTOPY SplDer Gate npoBepaTb Tpaduk, NepesaBaemblii yepes
3alLMLLEeHHbIe CeTeBble COeMHEHUS.

PyKOBOACTBO nonb3oBaTtend
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AOGaBIIEHVIe nypaneHume CaliToB U3 YyepHorom 6enoro cnucka

e [1na pobaBneHNs calTa B YepHbI UK Hesblil CNNCOK BBEAUTE €ro JOMEH B MoJie BBOAA U
HaX>XMUTE COOTBETCTBYHOLLYHO KHOTKY:

o PaspewwunTb, YTOOLI 406aBUTL BBEAEHHBIN aapec B 6e/1bili CrNCoK.
o 3anpeTuTb, UTOObLI J06aBUTL BBEAEHHBIN agpec B YepHbIli CNCOK.

e [lo6aBneHve HEKOTOPOTrO JOMEHHOIO aapeca B 6enblid UAV YepHbI CMINCOK Pa3peLuaeT, uaw,
Haob0opOT, 3anpeLlaeT AOCTyN KO BCEM pecypcaMm, PacrnoNoXeHHbIM Ha 3TOM AOMEHE.

° ,ﬂ,flﬂ yAanerHnma carita 13 6enoro mau YEPHOro Ccnmcka BblaenTe ero B COOTBETCTBYHOLLEM
CNNCKe U HaxXmuTe YaanuTb.

YT0b6bI 3aKpPbITb OKHO C NpMeHeHNEM BCEX BHECEHHDbIX n3mMeHeHun, Haxmute OK; AN 3aKpbITUA
OKHa 6e3 COXpaHeHnA BHECEHHbIX N3MeHeHUN HaxMmnte OTMEHUTbD.

8.1.9.5.3. UckntoueHue ceTeBbiX COeANHEHNI NPUIOXKEHUN

B saTom pasaene

e ObLLMe cBeaeHMS

e [lobaBjieHMe U yaajeHne NPUIOXKEHUN N3 CNUCKA UCKJFOYEHUN

O6wue cBepgeHunn

YnpaBneHne NCKIHYEHNEM CETEBBIX COEAVHEHWNA MPUNOXEHUI U3 HABNOAEHNA MOHUTOPOM
ceTeBbIx coeanHeHnn SplDer Gate ocywectBaseTcs B okHe MpunodxkeHus. ns oTKpbITUA OKHa
HaxxmuTe MpunoxxeHunsa Ha Bkiaske NcknroueHus.

3zecb Bbl MOXeTe yKa3aTb NepeyeHb NyTen K UCNONHAEMbIM Gaiam NPUIOXKEHNN, bl CETEBbIE
COeANHEHMA He JOMKHbI KOHTPOIMPOBATLCA MOHUTOPOM CeTeBbIX coeamHeHnin SplDer Gate.

PyKOBOACTBO noJsib3oBarena
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BhlﬁEpHTE NPpUNOAEHWA, CETEBLIE COEAMHEHWA KOTOPLIX MCKNHOYaITCA W3 NpOBEPKK

MyTb K MCNONHAEMOMY Daimy

Jusr/binfwget
/home/pete/sklprogs-dictionary-linux-x86_64-glibc2.31.AppImage

L+ =

omenwms || oK

PucyHok 46. HacTpoiika NCK/IlOUeHUI ceTeBbIX COeAUHEHUN
NPWIoXKEeHUN

Dob6aBneHne u yganeHue NpuUIoIKeHUN U3 CMUCKA UCKJTIFOUEHUN

e Y106bI 06aBUTL B CMIMCOK HOBOE MPUIOXKEHWNE, HAXXMUTE + MOZ CMUCKOM MPUIOXEHWUN 1
BblbepuTe ncnonHaembivi Gana NpUIOXKeHVs B MOSBMUBLLEMCA OKHe Bblbopa KaTanoros u
Pannos. Kpome 31oro, Bbl MoxeTe 406aBUTb NPUNOXKEHNS B 3TOT CMINCOK, NepeTaLLnNB MX
ncnonHsemble Ganbl MbIWbO U3 OKHa GanIoBOro MeHeaxepa.

o YTObbI YAannTb NMpunao>XXeHne n3 cnmcka, BblAente ero CTpoyky B CNnCKe N HaXXKMUTE — MO
CMNCKOM.

YT0b6bI 3aKpPbITb OKHO C NpMeHeHNEM BCEX BHECEHHDbIX n3mMeHeHun, Haxmute OK; AN 3aKpbITUA
OKHa 6e3 COXpaHeHnAa BHECEHHbIX N3MeHeHUN HaxxMmntTe OTMEHUTb.

8.1.9.6. HacTpoika npoBepKku no pacnmucaHuio

B aTom pasaene

e ObLLMe cBeaeHMS

o HaCTDOI\/’IKa npoBepPKK Mo pacnncaHnro

O6wue cBepgeHunn

Ha Bknaake n.llaHVIPOBI.I.I,VIK Bbl MOXETE BKJAKOUYNTb aBTOMATUUECKNI 3anycK npoBepokK no
pacnncaHnio, 3a4atb pacnmcaHMe 3anycka n Bbl6paTb TN NPOBEPKMN.

PyKOBOACTBO nonb3oBaTtend
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® &

Cett  Pexum

oQ

OcHoBHsle  CkaHep  SpIDer Guard  SplDer Gate  McknioueHus

MnaHWpoBLLMEK

Drweb Cloud

V| BEINONHATE NPOBEPKY MO PACMIMCAHMI

MH BT Cp W 4T nr 6 v Bc

Bpewms |02:00 %]

Twn NpoBepKKM |Bb|60pouHaﬂ npoBepka = |

| MpoeepATs 06LEKTE (4)... |

PucyHok 47. Hactpoiika npoBepku No pacnucaHuio

[na BkAOUEHMA aBTOMATUYECKON NPOBEPKM MO PacnucaHmio ycTaHoBUTe Gaaxxok BeinonHaTb
npoBepKy no pacnucaHuio. B stom cnyuyae Dr.Web Desktop Security Suite cpopmumpyet
pacnuncaHne NepuoanYeckoro 3amnycka NPoBepKn BbIBpaHHOro Tmna.

@ MpoBepKkM Mo 3agaHHOMY pacnmcaHunio ByayT 3amyckaTbes € yKa3aHHON NePUOANYHOCTHIO

: areHToM yBeZIOMJ/IeHWI, TMHO HEMOCPEACTBEHHO rpadUUEcKM MHTEPdENCcoM yrnpaBaeHNs,
€C/IV OH 3anyllleH B MOMEHT Havasia nposepku. MNpoBepky Mo pacnmncaHuio He
3anyckatotcs, ecam Dr.Web Desktop Security Suite paboTaeT nog ynpasieHnem cepeepa
LLleHTPaNN30BaHHOW 3aLLUMNTbl UAW OTCYTCTBYET AEMCTBYIOLLAs NULIEH3US.

[ns npoBepoK, 3anyckaembIX MO PacrmcaHnio, Kak 1 /s NPOBEPOK MO TpebOoBaHMHO,

LEVCTBYHOT HaCTPOMKM NPOBEPKY, 3ajaHHble Ha Bkaaske CKkaHep.

HacTtpoiika npoBepku No pacnncaHuio

Bksrouns NPOBEPKY MO pacnncaHUKo, Bbl MOXeETE HAaCTPOUTb Chedyrollme napamMmeTpbl:

BbI6paTb AHW HeAenn Ana 3anycka NpoBepPKU (A!’Iﬂ 3TOro yCtaHOBUTE COOTBETCTBYHOLLMNE

bnaxkn);

3ajaTb BpeMA (4acbl n MVIHyTbI) Ha4dana NpoBeEPKU;

BbIOpaTh TMN NpoBepku (bbicmpas nposepka, lNoaHas nposepka v BelbopoyHasa nposepka).

Ecan Bbl BbIOpanun Tmn npoBepkun BoibopoyHas nposepka, To BaM TakxKe HY>KHO yKa3aTb
nepeyeHb 06BEKTOB, NoAsexallmx nposepke. s 3toro HaxmuTe MpoBepATb 06beKTbI (B
ckobKax yKa3blBaeTCA KONMYeCTBO 06beKTOB, BbIOpaHHbIX A1 MPOBEPKM MO PacrnmncaHmio).
Mocne 3TOro Ha 3KpaHe OTKPOETCs OKHO BbIBOPOYHOM NPOBEPKMN OO6BEKTOB MO PaCnmCaHmIo,
aHanormyHoe okHy BbIBOPOYHOM NpoBepku Mo TpeboBaHmio. Bbl MoxeTe f06aBUTL 06bEKTHI B
CMNCOK, HaXaB + , 16O nepeTaLLmB UX B CMMCOK MbILLbIO U3 OKHa $GarIoBOro MeHeaxepa.

[na OTKAOUEeHN aBTOMaTUYECKON NPOBEPKM O6BEKTOB MO pacnmncaHunto cbpocbTe Gpaa>kok
BbINonHATL NpoBepKy No pacnucaHuio. COOTBETCTBYIOLWAA 3a4a4ua 414 areHTa yBeJOMIeHUI
byzeT aBTOMaTUYeCKN yaaneHa.

PyKOBOACTBO noJsib3oBarena
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8.1.9.7. Hactpouka 3awuTbl OT yrpos, nepegaBaeMbiX yepes ceTb

B aTom pasaene

e ObLLMe cBeaeHMS

e Hactpolika NnpoBepKM 3alMLLEHHbIX CETEBbLIX COeANHEHUN

e JlobaBneHve ceptnudukaTa Dr.Web B cnnckm AoBepeHHbIX CEPTUDUKATOB MPUAOKEHN

e JlobaBneHue ceptnouvkata Dr.Web B cnncok foBepeHHbIX cepTUdUKaATOB Yepe3 KOMaHAHYO
CTPOKY

O6wue cBepgeHunn

Ha Bknaske CeTb Bbl MOXETE BK/IHOUNTbL A1 MOHUTOPA CeTeBbIX coeanHeHuii SplDer Gate pexxum
npoBepku Tpaduka, NnepesaBaeMoro Yyepes 3allilieHHble ceTeBble COeANHEHMS, UCMONb3YoLLMe
NPOTOKO/bI Ha ocHoBe SSL n TLS.

5 Q B @ B 8 ¥

OcHoBHsle  CkaHep  SpIDer Guard  SplDer Gate  McknwoueHwa  MnaHupoBuyak [NESES Pexxvm Drweb Cloud

MpoeepATs Tpadwk, NepeaBaeMeli Yepes 2aLUMILEHHEIR COEAMHEHWA SSLITLS

[nA KOppPeKTHOA NpoBepKK Tpadguka, NepejaBaeMoro Yepes 3alMLLeHHIe
coegMHEHNA S5LITLS, cepTudmear Drweb gonxed Buite gobaened B cnnckm
[OBEPEHHBIX CEPTUGUKATOR NPMNDKEHWRA, MCNONb3YHLMK 33LLMLLEHHEIE
coeavHeHWA (Taknx, kak Be6-6pay3ep w mouToBsIn KNueHT). MogpobHee

CoxpaHuTe cepTudukat Drweb... |

£ HasmuTe Ha 3amok ANA oTKa3a oT npas agMUHWCTPaTopa '?

PucyHok 48. HactpoWka 3awmTtbl OT yrpos, nepesaBaeMbix yepe3
ceTb

HacTtpoika npoBepku 3awMLLLEeHHbIX CeTeBbIX COeANHEHUMN

YTtobbI paspewntb MoHUTOPY SplDer Gate npoBepATb Tpaduk, NnepesaBaemMblii yepes
3alMLLEeHHble ceTeBble COeANHEHNSA, UCMONb3YIOLLNE MPOTOKObI Ha ocHoBe SSL 1 TLS,
yctaHoBUTe dnaxkok NMpoBepATb TpadukK, NepepgaBaeMblii Uepes 3aliMLLLEeHHbIe COeAUHEHUA
SSL/TLS. YT06bl OTKAHOUMTb MPOBEPKY 3aLLULLEHHOTO TpadmKa, CHUMUTE Gla>KOK.

| Ana ynpaBaeHus NpoBepKo 3aluLLeHHOro Tpapuka HeobxoAMMO, YUTODbI MPUNOXKEHWE
: 06124310 NOBbILLEHHBIMU NPaBamy (CM. YrpaB/ieH1e npaBamyi MPUIOXKEHUS).

Ecnmn B cucTemMe 3anylueH NOYTOBBIA KANEHT (Takor kak Mozilla Thunderbird), ero
TpebyeTca nepe3anycTuTb Noc/e BKIOYEHUs pexnma NMpoBepatb Tpaduk,
nepepgaBaemblii yepe3s 3allMLLeHHble coeguHeHusa SSL/TLS.

Ana obecneyeHns npaBMIbHON paboTbl MexaHM3Ma NPoBePKM Tpaduka, nepesaBaeMoro vYepes
3aLUMLLIeHHble CeTeBble COEANHEHNSA, SKCMOPTUPYIMTe B Gal cneumnanbHblin ceptudmkat Dr.Web.

PyKOBOACTBO nonb3oBaTtend
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B ganbHenweM 3KCMOPTUPOBaHHbIN cepTUdMKAT HEOOXOAMMO BPYUHYHO 06aBUTbL B NEpPEYHM
[OBEPEHHbIX CepTUOUKATOB NPUIOXKEHNA, NCMOb3YHOLWMX 3allMLLEeHHbIE CoeanHeHMA. B nepByto
oyepesb 3T0 Beb6-Opay3epbl M NOYTOBbIE KAMEHTbI. ECn B NnepeyeHb AoBepeHHbIX cepTndmrKaToB
Beb6-6pay3epa He gobaBuTb cepTndumkat Dr.Web, byaeT HapyLieHa KOPPEKTHOCTb OTOBpaXKeHms
AAaHHbIX, MOJlyYaeMbIX C CAUTOB, AOCTYN K KOTOPbIM OCYLLEeCTBASETCA NO He30nacHOMY MPOTOKONY
HTTPS (HanpvmMep, canToB cucteM OH/IaWH-baHKMHra, a Takxke Be6-nHTepdelricoB NOUTOBbIX
cepsucoB). Ecam ceptudukat Dr.Web He fo6aBuThL B NepeyeHb JOBEPEHHbIX CEPTUDUKATOB
MOUTOBOTO K/MEHTA, ByeT HEBO3MOXXHOW aBTOPM3aLMa Ha MOYTOBbIX CEPBEpPaX, NCMOJIb3YHOLLMX
ANA nepejayn noyTbl 3ayLeHHble NPOTOKOoAbI (Takue kak SMTPS).

Y106kl 3KCNOpTMPOBaTh cepTudukat Dr.Web B dpann, HaxxmmTe CoxpaHuTb cepTudmKar
Dr.Web, a ganee B nosBmBLLEMCA OKHE COXpPaHeHWsA dalina yKaxnTe MecTo ANS ero COXpaHeHMs.
Mo ymonuaHuto Gpann nonyyaer umsa SpIDer Gate Trusted Root Certificate.pem,
KOTOpOEe Bbl MOXeTe N3MEeHUTb NPN HEOOBXOANMOCTH.

[anee BpyuHyto 06aBbTe COXpaHeHHbI dainn ceptudukata Dr.Web B cnvckm goBepeHHbIX
cepTMPUKaATOB TEX MPUNOXKEHMI, B paboTe KOTOpbIX OyAyT 3amMeyeHbl HeMoAaaKu npu
yCTaHOB/NEHUW 3aLUMLLEHHBIX COeAnHeHW. [lobaBneHne cepTudukata B CNUCOK 418 KaKoro-ambo
NPUNOXEHUA OCTAaTOYHO BbINMOJIHWUTL TONbKO OAWH pas. B ganbHenwem npu cbpoce n
NnoBTOpHOW ycTaHoBKe dnaxka MpoBepATb TpadpuK, NnepefaBaemMblil Uepes 3alULLEHHble
coeanHeHna SSL/TLS Ha cTpaHuue HacTpoek CeTb BaM He NPUAETCA 3aHOBO COXPaHATb U
fobaenatb ceptudukat Dr.Web B cnncok goBepeHHbIX cepTUPMKATOB.

HAob6aBnenue ceptnudpukara Dr.Web B cnncku poBepeHHbIX
cepTnPUKaTOB NPUIOIKEHUN

Be6-6pay3ep Mozilla Firefox

1) Breibepwute nyHKT HacTponkm B rnaBHOM MeHIO, 3aTeM (Ha MOABMBLUENCA CTPaHKLLe HacTPOeK)
NyHKT JlononHnUTeNbHbIE, @ Ha OTKPbIBLUENCA CTpaHuLe — pa3gen CepTudukarbl.

2) Haxxmute MpocmoTp cepTMdUKaTOB, B NOABMBLLEMCA OKHE BbibepuTe BKAaaKy LieHTpbl
ceptndukauun n Haxmmte UMmnoprtuposatsb.

3) B nosBuBLIemMcA OkHe Bbibopa dannoBs ykaxute nyTb K panny ceptnukara Dr.Web (no
YMOYaHWIO 3TO danin SpIDer Gate Trusted Root Certificate.pem) U HaXMUTE
OTKpbITb.

4) [anee B NOABMBLUEMCS OKHE NMPW NOMOLLN GNaXKKOB yKaxKuTe TpebyeMytro cTeneHb 4oBepus K
cepTudukaTy. PekoMeHAyeTCs YyCTaHOBUTL BCe TPWU Paiaxkka (AN aeHTMdMKaL MM CanToB, ANs
naeHTMdrKaLm Noab3oBaTeNIen SNEKTPOHHOMW NOYTbI U ANA UAEHTUDUKALUN NPOrPaMMHOro
obecneuenus). NMNocne atoro Haxxmute OK.

5) B cnuncke poBepeHHbIX cepTudukaToB noasutca pasgen DriVeb, copep>canin B kauectse
cepTudukaTa fobaneHHbIn ceptudukart (SplDer Gate Trusted Root Certificate no ymonuaHuto).

6) 3akpownTe OKHO MPOCMOTpa cnucka ceptudurkatos, Haxas OK, nocne yero 3akpowTe cTpaHuLy
HacTpoek bpay3epa (3akpbiB COOTBETCTBYHOLLYIO BKAAAKY Ha NaHenun Bkaajok bpaysepa).

PyKOBOACTBO noJsib3oBarena
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MouTtosbin kaneHT Mozilla Thunderbird

1) Bbeibepwute NyHKT HacTponkmn B rnaBHOM MeHIO, 3aTeM B MOABMBLUEMCS OKHE HacTpoekK
BbibepuTe pasgen JonosnHNUTeNbHbIE, @ Ha OTKPbIBLUENCA CTPaHWLLe — BKAAAKY
Ceptudukarbl.

2) Haxmute MpocmoTtp ceptudmKaToB, B NOSBUBLLEMCSH OKHe BbibepuTe BKNaaKky LLeHTpbl
ceptupumkaumum n Haxxmmte MmnopTupoBarthb.

3) B nosBuBLIEMCS OKHe Bbibopa dannoB ykaxute nyTb kK panny ceptndukata Dr.Web (no
yMoOn4YaHuio 310 dann SpIDer Gate Trusted Root Certificate.pem)” HaXMUTE
OTKpbITH.

4) [lanee B NOABMBLUEMCS OKHE NPW MOMOLLM GAAXKKOB YKaXKMTe TpebyeMyto CTerneHb JoBepus K
ceptuomkaty. PekomMeHAyeTCs yCTaHOBUTb BCe TpW daaxka (415 naeHTudmKaumm caiTos, Ans
naeHTUdMKaLMM NoAb30BaTENEN INEKTPOHHOM NOYUThI U A8 UAEHTUOMKALMM NPOrPaMMHOro
obecneyeHuns). NMocne atoro Haxmute OK.

5) B cnvcke foBepeHHbIx cepTudumkaToB nosButcs pasgen DriVeb, copepxkallinii B kavectse

ceptudukaTa fobaBneHHbIV ceptudmkart (SplDer Gate Trusted Root Certificate no ymonuaHuio).

6) 3aKponTe OKHO MPOCMOTpa crucka ceptudurkatos, HaxaB OK, nocne yero 3akpowite OKHO
HaCTpoeK NOYTOBOrO KJAMEHTa, HaXaB 3aKpbITb.

7) Mepe3anycTnte NOYTOBbIA KAVNEHT.

Do6aBneHmne ceptupuxkara Dr.Web B cnncok gpoBepeHHbIX
cepTudpuKaToB uepes KOMaHAHYIO CTPOKY

CepTndurkaT MOXHO f06aBUTb He TOIbKO Yepe3 rpaduuecknin nHTepdenc, Ho 1 yepes
KOMaHZHY0 CTPOKy. YTobbI creHepupoBaTth cepTUdUKaT, BbINONHUTE KOMaHAy (Heobxoanmo
ykasaTtb uma paina ans coxpaHeHusa B popmate PEM):

$ drweb-ctl certificate > <cert. name>.pem

[anee pobaBbTe cepTMdMKaT B CUCTEMHOE XpaHuauLLe. B pasHbix anctpnbytmeax GNU/Linux 3Ta
ornepauus BbIMOJHAETCA C MOMOLLIO Pa3HbIX KOMaHJ,

e B Ubuntu, Debian, Mint:

apt-get update
apt-get install ca-certificates
mkdir -p /usr/local/share/ca-certificates

cp <cert. name>.pem /usr/local/share/ca-certificates/<cert_name>.crt
update-ca-certificates

e B CentOS un Fedora:

S oS S HE

# cp <cert name>.pem /etc/pki/ca-trust/source/anchors/
# update-ca-trust extract

PyKOBOACTBO noJsib3oBarena
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8.1.9.8. HacTtpouka pe>xxmma 3almThbl

B aTom pasaene

e ObLLMe cBeaeHMS

e [MoakAHOYEHWE K CEPBEPY LIEHTPANN30BAHHOW 3aLLUTbI

e /1OMOJHUTENIbHbIE HACTPOMKMU

O6wue cBepgeHunn

Ha Bknaske Pexxum Bbl MoxeTe noaknrountb Dr.Web Desktop Security Suite k cepsepy
LEeHTPasM30BaHHOM 3alUnTbl (MepeBeas ero B pexkuM LIeHTPaaN30BaHHOW 3aLNTbl) UK
OTKNHOUUTBCA OT CepBepa LieHTpaaM30BaHHOM 3awmnTbl (B 3ToM ciydae Dr.Web Desktop Security
Suite 6yseTt paboTaTb B aBTOHOMHOM peXuMe).

HacTtpoikn

5 Q B @ EHE B ok

OcHoBHsle  CkaHep  SpIDer Guard  SplDer Gate  McknwoueHwa  MnaHupoBwmk  CeTk

SO Drweb Cloud

PeiM LIEHTPANM30BAHHOM 33LUMTEI NO3BONAST NOAKNKUYNTE DrWeb AnA Linux K kopnopaTWEHOR aHTUBUPYCHOR
CETW UKW aHTUBUPYCHOMY CEPBWCY Ballero NpoBaigepa v Noy4yaTe MapaMeTpsl 3aLLWTEl, COOTBETCTEYHILLME
MOMWTIKaM 6830MaCHOCTIA KOMNAHWW WK PEKOMEHAYEMBIE NPOEaAASpOM.

BKNOUNTE PEXMM LIEHTPANMI0BAHHOMN 3aLUWThI

£ HasmuTe Ha 3amok ANA oTKa3a oT npas agMUHWCTPaTopa ’?

PucyHok 49. YnpaBsieHne peXxkuMmom pabotbl

Ytobbl nogkarountb Dr.Web Desktop Security Suite k cepBepy LEeHTpPaan3oBaHHOW 3aLUTbl UK
OTK/IFOYUTBCA OT HErO, YCTaHOBUTE UAN COPOCbTE COOTBETCTBYHOLLMIA BAaXKOK.

| Ans noakntoueHuns Dr.Web Desktop Security Suite k cepBepy LieHTpan“30BaHHOM 3aLuThl
: WAN OTK/IOUEHUS OT HEFrO HEOBXOAMMO, UTOBbI NPUIOXKEHWE 06/1aa10 NOBbILLEHHbIMU
npasamu (CM. YnpassieHvie npaBamMmu NpUAOXKEHUS).

MoaknroueHme K cepBepy LEeHTPa/IM30BaHHOMN 3aLUThI

Mpw NonbITKe NOAKIOYEHUNA K CEPBEPY LIEHTPaAM30BaHHOW 3alUTbl Ha 3KpaHe NOABUTCA OKHO, B
KOTOpPOM TpebyeTcs ykasaTb NapaMeTpbl MOAKNHOUEHWS K CEpBEPY:

PyKOBOACTBO nonb3oBaTtend

153



T,
)
A

A
$

Pa6ota c Dr.Web Desktop Security Suite

| YKa3aTh BRY4HY0D - |

Appec cepeepa Mopt
| o (2103 |

®aiin cepTMdUKaTa cepeepa

| | obaop... |
¥ AyTeHTUDMKALWA (4ON0AHUTENEHO)
MaeHTudukatop pabouei cTaHLmK
Mapons
MoAkNYMTECA KaK «HOBUUOK»
| OTMEHWTL |

PucyHok 50. MNopaknroueHue K cepeepy
LLeHTpa/IM30BaHHOW 3alUTbl

B BbinagatoLLleM CrvcKe, pacrosioXXeHHOM B BEPXHeR YacTu OKHa, BbibepuTe cnocob
NOAKAOUEHUS K cepBepy. JocTynHO Tpu cnocoba:

e Ykasame epyyHyro.

e Onpedesnume asmomMamu4ecku.

e 3aepysume u3 ¢ghadina.

B cnyuae Bbibopa BapuaHTa 3azpy3ume u3 ¢atiia [OCTaTOYHO yKa3aTb B COOTBETCTBYHOLLEM Moe

OKHa NyTb K Paiiy HacTpoek MOAKIOYEHUS K CEPBEPY, NPejOCTaBAeHHOMY Bam
aAMWHUCTPATOPOM aHTUBUPYCHOW ceTu. MNpwu BbIbope BapnaHTOB Yka3ame 8pyyHyHo v
Onpedesiume asmomamuyecku yKaxute agpec v NopT ANA NOAKNIOUYEHMS K cepBepy
LLleHTPaNN30BaHHOM 3alUmMTbl, @ TakxXke NyTb K darny ceptudmkata (06bIYHO 3TOT daiin
npesocTaBAfeTCcAd aAMUHUCTPATOPOM aHTVBUPYCHOM CeTU UM NPOBanaepoMm).

JononHutensHo B pasgene AyTeHTUdUKaLMA Bbl MOXeTe yKazaTb naeHTndukatop paboyen
CTaHLUMM W Napo/b ANs ayTeHTUPMKaLLMM Ha cepBepe, e OHN BaM U3BeCTHbI. Ecin 3T nons
3anoJ/iHeHbl, TO NMOAKAtOYEHME K cepBepy OyAeT yCreLHbIM TObKO NPW yKa3aHWW NpaBubHOM
napbl naeHTuduKaTop/naponb. Ecam 3tm nons octaBUTb NYCTbIMY, TO NMOAKOYEHME K CEpBEPY
ByZeT ycrnewHbIM TONbKO B C/lyYae ero ofAobpeHus Ha cepepe (aBTOMaTUYECKU Un
aAMWHUCTPATOPOM aHTVMBUPYCHOM CEeTH, B 3aBUCUMOCTM OT HacTpOeK cepBepa).

PyKOBOACTBO noJsib3oBarena
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Kpome Toro, Bbl MoxeTe ycTaHOBUTb daxkok MoaKkAUMTLCA KaK «<HOBUUOK». Eciv onuus
«HOBMYOK» pa3pelleHa Ha cepBepe, TO Noc/ie OA06PEHNS MOAKAOUEHNS OH aBTOMATUYECKU
CreHepupyeT YHUKaNbHYH Napy naeHTudunKaTop/naponb, Kotopas B JasbHelLLeM byaeTt
MCMONb30BAThLCA AN MOAKIHOUEHUS BaLLEro KOMMbOTEPA K 3TOMY CepBepy.

| Mpun NoaKAHOYEHNUM KaK «<HOBUYOK» HOBas y4YeTHas 3anunchb /18 Ballero KoMnbtotepa byaet
: CreHepvpoBaHa CepPBEPOM LIeHTPaan30BaHHOW 3alUuThl Jaxke B TOM Cly4vae, eciv paHee
OH Y>Ke MMeJ YUETHYHO 3aMncCb Ha 3TOM cepBepe.

MapameTpbl MOAKNHOUEHWS 3a/jaBaliTe B CTPOrOM COOTBETCTBUM C MHCTPYKLMAMY,
NpesoCcTaBNEHHbIMU aAMUHUCTPATOPOM aHTUBUPYCHOW CETU WY NMPOBaNAEPOM.

[na nogknroueHms K cepBepy nocie ykasaHus Bcex napameTpos HaxmuTe MoakaoumnTb v
AOXANTECH OKOHYaHMA NpoLiecca NoAkatoueHna. YTobbl 3aKpbiTb OKHO 6e3 NoAKAYeHNS K
cepBepy, HaxXMuTe OTMEHUTD.

@ Mocne Toro, kak Bbl nogxatounan Dr.Web Desktop Security Suite k cepsepy

: LleHTPaNn30BaHHOW 3aluThl, OH ByaeT paboTaTb MOA ynpas/ieHeM cepBepa 4O Tex Nnop,
MoKa Bbl €ro He NepeBejeTe B aBTOHOMHbIN pexxuMm. MNogkatoueHune k cepsepy byaet
MPOVCXOANTb aBTOMATMUECKM KaXkAbli pa3 Mpu 3anycke onepauoHHON cuctemsl (CM.
pa3gen Pexxumbl pabotbl).

Ecnan Ha cepBepe LieHTpann3oBaHHOW 3aLUuThbl BKAKOUEH 3ampeT Ha 3anyck NpoBepku
bannoB nonb3oBaTtesieM, TO CTPaHMLA 3anycka CKaHVpoBaHUA 1 KHorka CKkaHep Ha OKHe
Dr.Web Desktop Security Suite 6yayT HegocTynHbl. Kpome Toro, B 3Tom cnyyae CkaHep He
ByaeT BbINONHATL NPOBEPKY halnnoB Nno 3asaHHOMY pacrmvCaHuIo.

[ ononHutenbHble HACTPOUKN

B Bbinagatowem cnvcke MakcMmanbHoe Bpemsi XpaHeHUA cooblieHni oT cepBepa Bbl
MOXKeTe yKa3aTb NpeaeNbHbI CPOK XPaHEeHUs COOBOLLLEHNI O COCTOSHUM U CODBbITUAX
aHTVMBUPYCHOW CeTW, MOCTyNatoLLMX Ha 3Ty pabouyto CTaHLMIO C cepBepa LeHTPaan3oBaHHOM
3alunThIl, K KOTOpoMy noakatoveH Dr.Web Desktop Security Suite. [To ncreueHmm ykasaHHoro
Cpoka coobueHuns byayT yaanaTbCa aBTOMaTUUECKN, JaXe eCM OHW He Obliv NPOUNTaHBI.

@ Co0bLLEHNS O COCTOSHUM W COBBITUAX aHTUBMPYCHOM CETU ByAyT NOCTyNaTh, TONbKO eCu

: aAMVHUCTPATOpP aHTUBUPYCHOW CETM HACcTPOWUA OTNPaBKYy COOOLLEHMI Ha Bally pabouyto
CTaHLMIO Ha TOM CepBepe LIeHTPaIM30BaHHOM 3aLKTbl, K KOTOPOMY nogkitoueH Dr.Web
Desktop Security Suite. B npoTMBHOM cayyae MPOCMOTP COOBLLEHNN HEAOCTYMEH W
BbiNagatoLwumi cnmcok MakcMmanbHoe BpeMsi XxpaHeHUs coobLieHuii oT cepBepa He
0TOBPAXKAETCS Ha CTPaHWLIE HACTPOeK PeXxmnma 3aLLuThl.

PyKOBOACTBO noJsib3oBarena
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8.1.9.9. Hacrtpowka ucnonbzosaHma Dr.Web Cloud

Ha Bknaake Dr.Web Cloud Bbl MmoxeTe paspewwmnTb nam 3anpetuts Dr.Web Desktop Security
Suite ncnonb3osatb cepsuc Dr.Web Cloud.

MoaxntoueHme k Dr.Web Cloud nossonset Dr.Web Desktop Security Suite ncnonbsoBatb cBexyro
nHbopmaumto 06 yrposax, 0O6HOBAsSEMYHO Ha cepBepax KomnaHum «Joktop Beb» B pexxume
peanbHOro BpemeHu. B 3aBMcMMOCTH OT HacTpoek obHoBeHMs, MHGOpMaLus ob yrposax,
MCNoNb3yemMast KOMMOHEHTaMW aHTUBUPYCHOW 3aLLMTbl, MOXET ycTapeBaTb. Vicnosib3oBaHme
06/1a4HbIX CEPBUCOB NMO3BOJIAET raPaHTMPOBAHO OrpajunTb NOJb30BaTe/Ie Ballero KOMnbroTepa
OT CaliTOB C HeXenaTesibHbIM COAEPXMUMBIM, @ TakKe OT MHPULIMPOBaHHbIX GaliioB.

5 Q B @ &

OcHoBHble  CkaHep  SplDer Guard  SplDer Gate  Wcknwudenns  MnaHvpoewnk  CeTb  Pexkmm  [RIANELRE G|

Bbl MOM#ETE MNoAKMOYNTECA K obnavyHomy cepeucy DrWeb Cloud. 3To No3B0NWMT KOMNOHEHTaM BalleR
AHTMBMPYCHON 33LMTEl OCYLWECTBARTE NPOBEPKY AaHHLIX, MCNONL3YA Hanbonee ceexywo MHopMaLUmo of
yrpo3ax, koTopan o6HOBNASTCA Ha CEPBEPaX KOMNaHuM «JokTop Beb» B pemuUMe pealbHOro BpeMeHi. MNpu 3ToM
Ha CepBepsl KOMNaHuW ByAyT SETOMaTUHECKW OTNPABNATLCA CBeAeHnA o paboTe DrWeb ana Linux Ha Bawem
HOMIBIOTEpE.

Mony4yeHHas oT Bac MH(POPMaLIMA He By NeT MCNONL30BATLCA ANA BALIER MAEHTU(WKALWA MAK A8 CBA3N € BAMK.
Monkno4wTeCA K 06na4HeIM cepeucam Dr.Web Cloud (pekoMmeHayeTcA)

ﬁ HammuTe Ha 3aMok NA 0TKa3a oT Npae agMUHUCTRaTopa ?

PucyHok 51. YnpaBnenue cepsucom Dr.Web Cloud

UTtobbl paspewnTb nan 3anpetuts Dr.Web Desktop Security Suite ncnonb3osatb cepsuc Dr.Web
Cloud, ycTaHOBUWTE UM COPOCLTE COOTBETCTBYHOLMI BaXKOK.

@ [ns obpalteHns k cepsucy Dr.Web Cloud Heob6xoanMO coeanHEHNE C UHTEPHETOM.

Ana paspelueHns nam 3anpelueHns Dr.Web Desktop Security Suite ncnonbsoBatb cepBuc
Dr.Web Cloud Heobxoanmo, 4tobbl NpuaoxeHe 0b61aLano NoBbILLEHHbIMW NpaBamu (CM.
pa3zen Ynpas/ieHvie npaBaMu NpUIOXeHs).

8.1.10. JononHuTenbHO

8.1.10.1. AprymeHTbl KOMaHAHOMN CTPOKMU

Yto6bI 3anycTuTb rpadurueckmii nHTepdeinc ynpasaeHms Dr.Web Desktop Security Suite n3
KOMaHZAHOW CTPOKMW, BbIMOAHUTE KOMaHAY:

$ drweb-gui [<nyme>[ <nyme> ..]1 | <napamempei>]

rae <nyme> — nyTb, NOANEXALUNUIA NpoBepKe. Bbl MOXeTe yKa3aTb CMUCOK NyTew, pa3seneHHbIX
npobenamu.

PyKOBOACTBO nonb3oBaTtend
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MapameTpbl KOMaHAHOW CTPOKMU

Mapametp OnwucaHune

--version HasHaueHwe: BbiBeCTW Ha 3KpaH KOHCONN UK 3MYNATOPa TepMuHana MHGOpmMaLmio o
Bepcun rpaduryeckoro nHtepdeiica.
KpaTkuii BapuaHT: —v
AprymeHTbl: Het

--help HasHaueHwe: BbiBeCTM Ha 3KpaH KOHCON WM SMYAATOPa TEPMUHaNa KPaTKyH CrpaBKy
Mo UMeIoLLIMMCA NapaMeTpam KOMaHAHOM CTPOKM rpaduyeckoro nHtepderica.

KpaTkuii BapuaHT: —h

AprymeHTbl: Het

- HasHaueHue: 3anyctutb rpadpuuecknin nHTepdenc B pexkuMme aBTOHOMHOrO 3K3eMaspa.

Autonomous o

KpaTtkni BapuaHT: —a

AprymeHTbl: Het
- HasHaueHwe: 3anyctutb rpaduuecknin nHTepdenc n cpasy Hadatb HbICTPYHO MPOBEPKY.
ExpressScan

KpaTkmii BapunaHT: Her.

AprymeHTbl: Het

--FullScan Ha3HaueHwue: 3anycTuTb rpapuyecknii MHTEPdEnNC 1 cpasy HayvaTb MONHYHO MPOBEPKY.
KpaTkmii BapunaHT: Her.

AprymeHTbl: Het

- HasHaueHue: 3anyctutb rpadpuuecknin nHTepdEnc 1 oTKpbITh CTPaHULYy Bbibopa
CustomScan  o6beKkTOB, MOAJ/IEXALLUX MPOBEPKE.

KpaTkmii BapunaHT: Her.

AprymeHTbl: Het

Mpumep:
$ drweb-gui /home/user/
JTa KOMaHga 3anyctut rpaduyecknin nHtepdenc ynpasneHmna Dr.Web Desktop Security Suite,

nocne yero CkaHep HauYHeT NPoBepATb Gaibl MO yKaszaHHOMY NyTH (COOTBETCTBYHOLLAs 3ajaya
npoBepku ByaeT 0TObpaxkaTbCs B CNUCKE TEKYLIVX MPOBEPOK).

8.1.10.2. 3anycKk aBTOHOMHOrO 3K3emMnaspa

Dr.Web Desktop Security Suite nogaep>xvBaet paboTty B 0CO60M pexunme — pexunme
asmoHOMHO20 3k3eMn/sApa.

Ecam 3anyctuts rpadmnyeckunin nHtepdenc ynpasaenna Dr.Web Desktop Security Suite B pexxume
aBTOHOMHOTO 3K3eMnasapa, To oH byaeT paboTaTb C OTAE/NbHBIM KOMMAEKTOM CEPBUCHbIX
KOMMOHEeHTOB (paboTatownm B poHe demoHoMm ynpasneHus koHgpuypayuet Dr.Web Desktop
Security Suite (drweb-configd), CKaHEpOM N NCNOAb3yEMbIM UM aHTUBUPYCHbLIM AAPOM),
3anyLeHHbIM CneLmanbHO ANA NoaAep>KKn paboTocnocobHOCTM 3anyLLeHHOro aK3emnaspa
nporpamMmei.

PyKOBOACTBO noJsib3oBarena
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OcobeHHOCTM BYHKUNOHNPOBaHWSA rpaduueckoro MHTepderica ynpasnexHus Dr.Web Desktop
Security Suite B pexxvMe aBTOHOMHOTO 3K3emnaspa:

e [1ns 3anycka rpaduueckoro nHtepderica ynpasnenHusa Dr.Web Desktop Security Suite B pexxume
aBTOHOMHOTO 3K3eMrnasipa HeoBX0AMMO Hannume AencTBYHOLLEro kKatoyYeBoro daina, pabota
noJ, ynpaBaeHNeM cepBepa LLeHTPaIM30BaHHOM 3aLlNTbl HE NOAAEPKMBAETCS (MMeeTcs
BO3MOXHOCTb YCTAaHOBUTL KNHOUEBOM daiin, 3KCNOPTUPOBaHHbIN C CepBepa LeHTPaM30BaHHOM
3awwmTbl). Mpu 3ToMm, aaxe ecam Dr.Web Desktop Security Suite nogkntoueH k cepsepy
LLleHTpasIM30BaHHOM 3aLLWTbI, aBTOHOMHBIW 3K3eMMAsp He coobwjaem cepBepy
LLeHTPaNn30BaHHOW 3aLnTbl 06 yrpo3ax, 0bHapy>KeHHbIX NPUY 3anycke B pexXmnmMe aBTOHOMHOTO
sk3emnaspa.

e Bce BCcnmomoraTenbHble KOMMOHEHTbI, 06cny>XnBatoLwe paboTy aBBTOHOMHOTO 3K3eMMasapa
rpaduyeckoro nHTepdeica, byayT 3anyLleHbl OT MMEHW TekyLLero noab3osatens n dyayTt
paboTtaTb CO cneumnanbHO CGOPMUPOBAHHBIM GanoM KOHPUrypaLumn.

e Bce BpemeHHble darinbl n cokeTbl Unix, NCnosib3yemMble NS B3aUMOAENCTBUSA KOMMOHEHTOB
mexay cobon, byayT co3aaBaTbCA TONbKO B KaTanore ¢ YHUKaAbHbIM MMEHEM, CO34aHHbIM
3anyLeHHbIM aBTOHOMHbIM 3K3EMMIAPOM B KaTasiore BpeMeHHbIX $GarinoB (ykazaHHOM B
CUCTEMHOW NepeMeHHOW OKpy>XeHuns TMPDIR).

e ABTOHOMHO 3anyLleHHbIN 3K3emMnaap rpaduryeckoro nHtepdenca ynpaBieHns He sanyckaem
moHuTopsbl SplDer Guard n SplDer Gate, paboTaroT ToNbKO GYHKLMM NpoBepky GainsioB u
ynpaB/ieHVa KapaHTMHOM, noaaepXvBaemMble CKaHepOM.

e Myt Kk darinam BUPYCHbIX 6a3, aHTUBMPYCHOIO AAPa N UCMONHAEMbIM dainam CepBUCHbIX
KOMMOHEHTOB 3aZaHbl MO YMOJYAHUIO.

e Yucno ogHoBpeMeHHO paboTaroLLMx aBTOHOMHbIX 3K3eMMISPOB rpaduueckoro nHtepoerica
ynpaBJeHWs He OrpaHMYeHo.

e [Npu 3aBepLUeHNM paboTbl aBTOHOMHO 3anyLLEHHOr0 3K3eMmnaspa rpaduyeckoro nHTepderica
Tak>Ke 3aBepLiaeT paboTy 1 KOMMIEKT 06CNY>XKMBAIOLLNX €€ CEPBUCHBIX KOMMOHEHTOB.

8.2. PaboTta n3 KoMmaHAHOW CTPOKM

Ytobbl ynpaenatb paboton Dr.Web Desktop Security Suite 13 KOMaHAHOW CTPOKM, NCMONb3YINTE
yTUAnTy drweb-ctl KomnoHeHTa Dr.Web Ctl, npuHumnbl paboTbl M npruMepbl UCNOIb30BaHMS
KOTOpPOW NoAPO6HO OnMcaHbl B COOTBETCTBYHOLLMX pa3genax.
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9. KomnoHeHTbl Dr.Web Desktop Security Suite
B pasgene nepeuncieHbl KOMNOHEHThI, Bxoasawme B coctaB Dr.Web Desktop Security Suite. s

KaXk,0oro KOMNoHeHTa yKa3aHbl €ero HazHayeHune, NPUHLMMNbI GYHKLMOHNPOBAHMS, a TakXKe
napameTpsbl, KOTOPble OH XpaHUT B darine KoHGUrypauum.

9.1. Dr.Web ConfigD

[emoH ynpasneHus koHdurypaumein Dr.Web ConfigD — 370 ueHTpanbHbI ynpaBastoLLUiA
komnoHeHT Dr.Web Desktop Security Suite. OH obecneunBaeT LLeHTPaAN30BaHHOE XpPaHEHNE
HacTpoek ans Bcex komnoHeHToB Dr.Web Desktop Security Suite, ynpaBnseT akTMBHOCTbHO BCEX
KOMMOHEHTOB M OpraHn3yeT fOBepUTENbHbIN OOMEH AaHHBIMU MeXAY HUMMW.

Dr.Web ConfigD BbinosHseT caeaytoiine GyHKLMN:

e 3anyck 1 octaHoBka komnoHeHToB Dr.Web Desktop Security Suite B 3aBMCMMOCTU OT HacTpoek;
e aBTOMAaTUYECKMNIA Nepe3anyck KOMMNOHEHTOB B cy4ae cboes;

® 3anyck KOMMOHEHTOB MO 3anpocy OT APYrMX KOMMOHEHTOB;

e OrMoBeLLEeHME KOMMOHEHTOB 06 N3MEHEHMN HaCTPOEK;

e NpesoCTaBaeHVE BO3MOXHOCTU LIEHTPaNN30BaHHOTO yNpaBaeHUA KOHPUrypaLMOHHbIMU
napameTpamu;

e npesfocTaBAeHMEe KOMMOHEHTaM MHPOPMaLMN N3 NCNOIb3YeMOro kKatoueBoro danna;
e MoJlyYyeHne NNLLEH3VOHHON NHGOPMaL KN OT KOMMOHEHTOB;
® MOJyyYeHne HOBOM NLEH3NOHHOW MHDOPMaLMK OT CNeLnanm3mpoBaHHbIX KOMMNOHEHTOB;

® OonoBeweHne 3anylweHHbIX KOMMNOHEHTOB 06 n3meHeHumn J'IVILI,GH3VIOHHOVI VlHq)OpMaLI,VIVI.

9.1.1. MpuHUMNbI paboTbl

JeMoH ynpasneHusa koHpurypaumer Dr.Web ConfigD Bcerga 3anyckaeTcs ¢ npaBamu
cynepnonb3oBatens (root). OH 3anyckaeT ocTanbHble KOMNoHeHTbl Dr.Web Desktop Security Suite
W CBA3bIBAETCA C HUMMW Yepe3 NpeABapuTeibHO OTKPbITbIN cokeT. leMOH ynpaBieHus
KOHbUrypaumner npuHMMaeT NOAKAHOYEHNA OT Npounx komnoHeHToB Dr.Web Desktop Security
Suite yepe3 MHPOPMALMOHHBIN COKeT (AOCTYNeH Ny6MYHO) N afMUHUCTPATMBHBIN COKET
(AOCTyneH TONbKO KOMMOHEHTaM, 3anyLeHHbIM C NpaBaMu cyrepnosib3oBaTes). leMoH
3arpy>kaeT napameTpbl KOHOUTypaLmn 1 INLEH3MOHHbIE JaHHble 13 GannoB Ui obecneymsBaert
NX MOJyYeHMe OT UCMONb3yEMOrO CepBepa LIeHTPanM30BaHHOW 3aLwmTbl Yepe3 areHT Dr.Web ES
Agent, a Tak)xe NoACTaHOBKY KOPPEKTHbIX 3HaYeHWU MO YMOAYaHUIO A/1f NapaMeTpoB
KOH$urypaumn. K MOMeHTy cTapTa 1t060ro KOMMOHEHTa Uan oTcbikM eMy curHana SIGHUP
AEMOH yrnpaBieHus KOHbUrypaLmen Bceraa MMeeT LeoCTHbIA HEMPOTUBOPEUMNBbIA Habop
HacTpoek Bcex komnoHeHToB Dr.Web Desktop Security Suite.

Mpu nonydeHnn curHana SIGHUP Dr.Web ConfigD nepeuntbiBaeT napameTpbl KOHGUIypaLmm 1
JaHHble 13 NNLEH3MOHHOrO KatoveBoro danna. B cnyyae HeobxoaAMMOCTN AEeMOH Takxe
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KomnoHeHTbl Dr.Web Desktop Security Suite

paccbliaeT KOMMOHEHTaM yBeAOMJIEHNSA, YUTOObI OHW NepeunTany CobCTBEHHbIE NapameTpbl
KOHpUrypauuu.

Mpwu nony4yeHnn curHana SIGTERM Dr.Web ConfigD cHauana 3aBepLuaet paboTy Bcex
KOMMOHEHTOB, a MOTOM caMm 3aBeplLuaet paboty. Dr.Web ConfigD obecneuvBaeT yaaneHune Bcex
BPEMeHHbIX GailoB KOMMOHEHTOB MOC/E TOrO, Kak OHW 3aBepLuat pabory.

MpuHUMNbI B3aUMOAENCTBUA C APYTMMU KOMIMOHEHTaMMU

1.

Mpw 3anycke Bce KOMMNOHeHTbI nosyyatoT oT Dr.Web ConfigD napameTpbl KoH$uMrypaLumum
NVLIEH3NOHHYI0 MHOpMaLmto. B fanbHeliwen paboTe KOMMNOHEHTbI MCMOb3YHOT TOALKO 3TH
NOJlyYeHHblE HAaCTPOWNKMN.

Dr.Web ConfigD obecneunBaeT cbop coobLLeHMI OT BCeX 3aMyLLEHHbIX MOZ €ro yrnpaBaeHUem
KOMMOHEHTOB B eAunHbI XypHan. Dr.Web ConfigD cobupaet Bce coobLyeHus, BbIBOANMbIE
KOMMOHeHTamu B stderr, n nomelyaet B 06wwmii xypHan Dr.Web Desktop Security Suite ¢
OTMETKOW, Y KaKOro KOMIMOHEHTa U B KakO MOMEHT NMpoun3oLuia owmnbka.

Bce ynpaBasiemMble KOMMOHEHTbI 3aBepLUalOT paboTy ¢ onpeseneHHbIM KogoMm. Ecam koa
3aBeplleHns oTanyeH o1 101, 102 1 103, KOMNOHEHT ByzeT nepesanyLueH, a
COOTBETCTBYHOLL e coobLeHne u3 stderr ByaeT 3adpukcnpoBaHo B xypHane Dr.Web Desktop
Security Suite.

e 3aBepueHune paboTbl ¢ kogom 1071 03HaYaeT, UTO KOMMOHEHT He MOXET GYHKLIMOHMPOBATb
C NpesocCTaBNeHHON NnLeH3nen. KoMnoHeHT byaeT nepesanyLueH TONbKO Npu U3MeHeHUn
napamMeTpoB NNLEH3NN.

e 3aBepuieHune paboTbl ¢ kogom 102 03HayaeT, UTO OH He MOXET QYHKLMOHMPOBATb C
TekyWwumn napametpamm KoHourypaummn. Dr.Web ConfigD npeanpumet nonbiTky
nepesanycTnTb KOMMOHEHT, Koraa byaeT n3mMeHeHbl Kakne-nmbo napameTpsl
KOHpUrypauumn.

e 3aBeplueHne paboTbl € KOAOM 103 NPOUCXOAMT B pe3ybTaTe AUTENIbHOrO OTCYTCTBUA
obpalleHnii K KOMNOHeHTaM, 3anyckaembiM Dr.Web ConfigD no tpe6osaHuto (Dr.Web
Scanning Engine n Dr.Web File Checker). MNepwrog, no ncreyeHnn KOTOPOro KOMMOHEHT
3aBepLuaeT paboTy ¢ kogom 103, yKa3biBaeTCA B HACTPOMKax COOTBETCTBYHOLLErO
KOMMOHeHTa (napameTp IdleTimeLimit).

e EC/v HOBble 3HaYeHWs NapaMeTpoB KOHOUIypaLmm, NoayyeHHble KOMNoHeHToM oT Dr.Web
ConfigD, He MOryT 6bITb MPUMEHEHbI «Ha NeTy», KOMMOHEHT 3aBepLuaeT paboTy ¢ KoAoMm 0,
yto6bl Dr.Web ConfigD nepesanyctun ero.

e Ecam KOMMOHEHT He MoxeT noakaountbcs kK Dr.Web ConfigD nam nponcxoant owmbka
NPOTOKO/1a B3aUMOAENCTBUSA, KOMMOHEHT OTNPaBAAET COOTBETCTBYHOLLee COObLLeHE B
stderr v 3aBepLuaet paboTy C KOAOM 1.

OpFaHVBOBaH 0OMeH curHanamm.

¢ YTOObI KOMMOHEHT MPUMEHUA U3MEHEHHbIE NapameTpbl KoHPUrypaumn, Dr.Web ConfigD
oTnpasaset emy curHan SIGHUP.

¢ Y106bI KOMNOHEHT 3aBepLwna paboty, Dr.Web ConfigD otnpasnset emy curHan SIGTERM.
KoMnoHeHT foskeH 3aBepwnTb paboTy B TeueHne 30 cekyHs nocae noayyeHna curHana.
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e ECiv KOMMNOHEHT He 3aBeplLuaeT paboTy B TeueHme nonoxeHHbix 30 cekyHa, Dr.Web ConfigD

KomnoHeHTbl Dr.Web Desktop Security Suite

oTnpasaseT eMy curHan SIGKILL ans npuHyaMTenbHOro 3aBepLueHms paboThl.

9.1.2. AprymMmeHTbl KOMaHAHOWU CTPOKMU

YTo6bI 3aNyCTUTb 4EMOH ynpaBaeHus koHourypaumen Dr.Web ConfigD 13 komaHAHOW CTPOKY,
BbIMOJIHUTE KOMaHAy:

$ /opt/drweb.com/bin/drweb-configd [<napamempei>]

Dr.Web ConfigD gonyckaeT ncnosab3oBaHue cneayrowmx napameTpos:

Mapametp

--help

--version

--config

--daemonize

--pid-file

Mpumep:

OnucaHue

Ha3zHaueHne: BbIBOA Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMUHaNa KpaTKOVI CrpaBku
no MMEeLWMMCA napamMeTpam KOMaH,CI,HOI?I CTPOKUM M 3aBepLueHne pa6OTbI
KOMMOHEHTa.

KpaTkuit BapuaHT: -h
AprymeHTbl: Het

Ha3zHaueHne: BbIBOA Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMUHaNa I/IHq)OpMaLI,I/II/I o
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

HasHaueHwe: icnonb3oBaTb Npu paboTe ykasaHHbIV KOHGUIypaLMOHHbIN dali.
KpaTkuin BapuaHT: —c

AprymeHTbl: <nyme Kk ¢adily> — nyTb K UCMONb3yeMOMY KOHOUTYypaLMOHHOMY
banny.

Ha3zHaueHne: 3aI'IyCTI/ITb KOMMOHEHT B peXume AemMOHa, T. €. be3 40CTyna K
TepMunHany.

KpaTkuin BapuaHT: -d

AprymeHTbl: Het

HasHaueHwe: icnonb3oBaTb Npw paboTe ykasaHHbIV PID-pann.
KpaTkuit BapuaHT: -p

AprymeHTbl: <nyme Kk ¢aliny> — nyTb K Gaitny, B KOTOPOM ClefyeT COXPaHnUTb
naeHtnukatop npouecca (PID).

$ /opt/drweb.com/bin/drweb-configd -d -c¢ /etc/opt/drweb.com/drweb.ini

MpuBeaeHHas komaHga 3anyctut Dr.Web ConfigD B pexxvme geMoHa, 3acTaBuB ero
MCNonb30BaTb KOHGUIYPaALMOHHbLIN dain /etc/opt/drweb.com/drweb. ini.
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KomnoHeHTbl Dr.Web Desktop Security Suite

3ameuyaHumna o 3anycke

[na obecneueHmsa paborocnocobHocTtn Dr.Web Desktop Security Suite KOMNOHEHT fOMKEH BbITh
3anylLLeH B pexunme gemoHa. B wratHom pexkume Dr.Web ConfigD 3anyckaetca npwu ctapTte
onepauvoOHHON CUCTEMBI, AN YETO OH OCHALLLEeH CKPUMTOM YNpaB/ieHus C UMeHeM drweb-
configd, pa3smeLleHHbIM B CUCTEMHOM KaTasiore (/etc/init.d). [aa ynpaBneHus
napameTpamun paboTbl KOMMAOHeHTa ncnoab3ymnte ytuanty Dr.Web Ctl, npegHa3HayeHHyro Ans
ynpasneHus Dr.Web Desktop Security Suite n3 komaHAHOW CTPOKM (3anyckaeTcs KOMaHAOoM
drweb-ctl).

I ,ﬂ,.ﬂﬂ noay4vyeHuna CripaBkn O KOMMOHEHTE U3 KOMaH,ﬂ,HOI\;I CTPOKWU BbIMOJAHUTE KOMaHAY
man 1 drweb-configd.

9.1.3. NapameTpbl KOHPUrypaLUmn

[eMoH ynpasneHusa koHpurypaumern Dr.Web ConfigD ncnonb3syet napameTpsl, yka3aHHble B
cekumn [Root] obbeamHeHHOro koHburypaumnoHHoro darvina Dr.Web Desktop Security Suite.

B cekumnmn npeacraBneHbl creaytolime napameTpsbi:

Mapametp OnwucaHune

LogLevel YpoBeHb NoApOobHOCTM BeAeHMs XypHana komnoHeHTa Dr.Web ConfigD.
{yposeHe nodpobHocmu} 3HayeHvWe No yMonuaHmio: Notice

Log MeToz BefeHus XypHala AeMOHa ynpaBieHnsa KoHPUrypaLmen, a Takxe

MeTo/  BeAeHUA XXypHana Ana TeéX KOMMOHEHTOB, Yy KOTOPbIX HE YKa3aH

{mun xypHana} o d
CBOW COBCTBEHHbBIN METO/ BeAeHUs XypHara.

| Mpwn HayanbHOM 3arpy3ke, Noka KOHGUTypPaLMOHHbIN
: bain elle He MpoYUTaH, JEMOH yrpaB/eHus

KoHbUrypauuern byaeT NCnoab3oBaTh Caeayrome
3HaYeHus 3TOro napameTpa:

e B pexume geMoHa (eciv Hbi1 3anyLeH ¢
napameTpom -d) — SYSLOG: Daemon;

® B MHOM C/lyvyae — Stderr.

Ecnm koMnoHeHT paboTaeT B GOHOBOM pexkmmMe
(3anyLLeH ¢ napaMeTpoM KOMaHZAHOW CTPOKKN —d),
3HayeHWe Stderr He Moxem ObITb NCMOAb30BAHO A/
JaHHOro napameTpa.

3HayveHne No yMoNYaHuMio: SYSLOG: Daemon
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Mapametp
PublicSocketPath

{nyme k ¢paliny}

AdminSocketPath

{nyme k ¢paliny}

DebuglIpc

{noeuyveckuti}

UseCloud

{noeuyveckuti}

UseMesh

{noeuyveckuti}

UseVxcube

{noeuyveckuti}

KeyPath
{nyme k ¢paliny}
CoreEnginePath

{nyme Kk ¢paliny}

VirusBaseDir

{nyme kK kamanozy}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

MyTb K COKETY, NCMO/Ib3yeMOMY A/ B3aUMOZENCTBNS BCEX KOMMOHEHTOB
Dr.Web Desktop Security Suite.

3HayveHne No yMoNYaHuto: /var/run/.com.drweb.public

MyTb K COKETY, MCMOAb3yeMOMY A5 B3aVMOAEACTBMSA KOMMOHEHTOB
Dr.Web Desktop Security Suite, o6aasatoLLmx NOBbILLEHHbIMM
(aAMWHMCTPATUBHbLIMW) MPUBUAETVUAMM.

3HayeHne No yMoNYaHuto: /var/run/.com.drweb.admin

BkntouaTb WM He BKAKOUATb B XXYPHaA Ha OT/Ial0uHOM YPOBHe (Npw
LogLevel = DEBUG) nogpobHble coobueHuns IPC (B3avmogaencTeme
JAEeMOHa ynpaBaeHus KOHbUrypaumen ¢ 4pyruMm KOMMOHEHTaMW).

3HauveHne No yMo4aHuto: No

Wcnonb3oBatb nam He ncnosb3osats cepauc Dr.Web Cloud ans
NnoslyyeHus cBeZleHnii o BpegoHocHoCTH darinos n URL.

3HauveHne No yMo4aHuto: No

cnonb3oBaTb WaK He MCMOAL30BaTb AN MPOBEPKM KOMMOoHeHT Dr.Web
MeshD. Ecav 3TOT napameTp BbIK/IOYEH, ANA NpoBepkn BMecTo Dr.Web
MeshD ncnonb3yetca Dr.Web Scanning Engine.

Bo3MoOXHble 3HauUeHus:
e On, Yes, True — ucnosb3oBaTtb Dr.Web MeshD;
e Off, No, False — He ucnonb3osatb Dr.\Web MeshD.

Ecnv komnoHeHT Dr.Web MeshD He ycTaHOB/IEH, TO BHE 3aBMCUMOCTM OT
yKa3aHHOTO 3HaueHus ByaeT ncnosib3oBatbCs KOMMoHeHT Dr.Web
Scanning Engine. Eciv HM OAWH 13 KOMMOHEHTOB HE YCTaHOBJ/EH, TO
npoBepkKa 3aBepLuaeTcs ¢ owmnbkon x119.

3HauveHne No yMo4aHuto: No

Wcnonb3oBatb nan He ncnonb3osatb Dr.Web vxCube npu nposepke
MOYTOBbIX BJIOXKEHWI B pEXUME BHELLHErO GWAbTPA, NOAKIHOUEHHOTO K
MTA.

3HauveHne No yMo4aHuto: No
MyTb K kAtOUEBOMY daitny (TMLEH3NOHHOMY UK AEMOHCTPALNOHHOMY).
3HauveHne No yMoNYaHumio: /etc/opt/drweb.com/drweb32. key

MyTb K AMHamMU4Yeckon bubanoteke aHTMBMpPYCHOTo Agpa Dr.Web Virus-
Finding Engine.

3Ha4yeHve no
yMOYaHuKO: /var/opt/drweb.com/1lib/drweb32.d11

MyTb K KaTanory, B KOTOPOM XpaHATCH paitnbl BUPYCHbIX Has3.

3HayeHne No yMonYaHuio: /var/opt/drweb.com/bases
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Mapametp
DwsDir

{nyme kK kamanozy}

VersionDir

{nyme kK kamanozy}

AntispamDir

{nyme kK kamanozy}

CacheDir

{nyme Kk kamanozy}

TempDir

{nyme kK kamanozy}

RunDir

{nyme Kk kamanozy}

VarLibDir

{nyme kK kamanozy}

AdminGroup

{ums epynnel | GID}

TrustedGroup

{ums epynnel | GID}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

MyTb K KaTanory, B KOTOPOM XpaHsATCA dalibl aBTOMaTNUecKu
obHoBNseMoi 6a3bl KaTeropuin Beb-pecypcos.

3HayeHMe No yMonYaHuto: /var/opt/drweb.com/dws

MyTb K KaTanory, B KOTOPOM XPaHUTCA MHPOPMaLIMA O TEKYLLMX BePCUAX
ncnonbyemMbix komnoHeHToB Dr.Web Desktop Security Suite.

3HauveHne No yMoiYaHuto: /var/opt/drweb.com/version

MyTb K KaTanory, B KOTOPOM XpaHATCH Gaitbl, UCMOb3yeMble aHTUCNaM-
6UBANOTEKON.

3HayveHMe No yMon4YaHuto: /var/opt/drweb.com/antispam

MyTb K KaTanory kKeta (MCNOAb3yeTCA Kak ANA Kella OBHOBIEHWN, TaK U
A1 Kella NpoBepeHHbIX GpaiiaoB).

3HayeHMe No yMonvyaHuio: /var/opt/drweb.com/cache
MyTb K KaTanory Ans XpaHeHUs BpeMeHHbIX $haliaos.

3HaueHure No ymonyaHwuo: [lyme, useneyeHHsoIl U3 cucmemHol
nepemeHHoU okpyxxeHuss TMPDIR, TMP, TEMP uav TEMPDIR
(nepemeHHble NepeburpatoTcs B ykazaHHOM nopsake). Ecav Hu ogHa n3
HWUX He 0BHapy>KeHa, TO NCMOoAb3yeTCs / tmp.

MyTb K KaTanory, B KOTOPOM Haxoasatcs PID-dalinbl 3anyLueHHbIX
KOMMOHEHTOB U COKETbI, UCMOJIb3yeMble 418 B3aUMOAENCTBUA
komnoHeHToB Dr.Web Desktop Security Suite.

3HayeHne No yMONYaHuKo: /var/run

MyTb K KaTanory 6ubanoTek, NCMOb3yeMblX KOMMOHeHTaMu Dr.Web
Desktop Security Suite.

3HauyeHve No yMon4vaHuto: /var/opt/drweb.com/1ib

lpynna nosnb3oBaTtenel, ob6aagarowmnx agMUHNCTPATUBHBIMUY MpaBaMu B
pamkax Dr.Web Desktop Security Suite. laHHble nonb3oBaTenu, Hapsay
C cynepnosib3oBaTtesnem (Mosib3oBaTenem root), MOryT NoBbILLATb
npusuaernm komnoHeHToB Dr.Web Desktop Security Suite go
NpvBWUAErniA cynepronb3oBaTens.

3HaueHure no ymonuaHuo: Onpedensemcs asmomamuyecku B MOMEHT
yctaHoBky Dr.Web Desktop Security Suite

Fpynna nosnb3oBaTtenel, ABAAIOLLMXCA JOBEPEHHbIMN. MapameTp
ncnosb3yetcs B pabote KOMMNOHEHTa MPOBEPKM CeTeBOro Tpaduka
SplDer Gate. CeTeBol TpaduK Takmx Nosb3oBaTesieli NpornyckaeTcs
SplDer Gate 6e3 npoBepkMm.

3HauveHMe No yMonYaHuto: drweb
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Mapametp
VersionNotification

{noeuyveckuti}

DefaultLoglLevel

{yposeHb nodpobHocmu}

VxcubeApiAddress

{cmpoka}

VxcubeApiKey
{cmpoka}
VxcubeProxyUrl

{adpec nodkaroyeHus}

9.2. Dr.Web Ctl

B aTom pasaene

e ObLLMe cBeaeHMS

e YjnaseHHas NpoBepKa y3/0B

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

YBEAOMAATb UNWN HE YBEAOMAATb NOJb30BaTENS O HAMUNK OBHOBNEHWIA
ANA Tekylueli yctaHoBaeHHoM Bepcum Dr.Web Desktop Security Suite.

3HayveHne No yMOMYaHUIO: Yes

YpoBeHb MOAPOBHOCTY BeAeHWA XypHana 018 8cex KOMNOHeHMos
Dr.Web Desktop Security Suite no ymonudaHuto.

cnonb3yetcs, ecav B KOHPUIypaLmm Kakoro-anmbo n3 KOMMOHEHTOB He
yKasaH CBOW YpOBEeHb NOAPOOHOCTU BeAeHNsA XXypHana.

3HauyeHne No yMon4aHuio: Notice

[JomeHHoe uma (FQDN) nam IP-agpec y3na, Ha KOTOPOM HaxoauUTca
cepsep APl Dr.Web vxCube.

3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)
Kntou API Dr.Web vxCube.
3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)

AZpec NpoKcn-cepBepa, KOTOPLIN UCMOAb3YETCS A/F NMOAKIHOUEHUS K
Dr.Web vxCube.

Mopaep>uBatotca Tonbko HTTP-npokcn 6e3 aBTopusaLmu.

Bo3MOXkHble 3HaueHus: <adpec NoOK/HYeHUs > — NapameTpbl
NOAK/IOYEHNA K MPOKCU-CcepBepy B popmaTe
http://<xocm>:<nopm>, rae:

e <xocm> — ajpec y3/1a, Ha KOTOpoM paboTaeT npokcu-cepsep (IP-
ajpec uam nms gomeHa, 1. e. FQDN);
e <nopm> — WUCMNONb3yeMbI NOPT.

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)
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O6wue cBepgeHunn

VimeeTca BO3MOXHOCTb ynpaBasaTb paboTton Dr.Web Desktop Security Suite n3 komaHgHown
CTPOKW. [lns 3TOro B ero coctaB BXOAWUT cneumanbHas ytuamta Dr.Web Ctl (drweb-ctl). C ee
MOMOLLbHO Bbl MOXETE BbIMOJIHATb M3 KOMaHAHOW CTPOKWU Cneayrolime 4eACTBUS:

e 3anyck npoBepky Gannos, 3arpy304HbIX 3aNncen ANCKOB U UCMOAHAEMbIX GalnioB aKTUBHbIX
MpOLLeccosB;
e 3anyck NpoBepky GannoB Ha yaaneHHbIX y3iax ceTu (CM. nprMeYaHue);

e 3anyck OBHOBNEHWNA aHTUBMPYCHbIX KOMMOHEHTOB (BUPYCHbIX 6a3, aHTUBMPYCHOTO A4pPa, U
MPOYUX, B 3aBUCUMOCTN OT MNOCTaBKMW);

® NPOCMOTP U M3MeHeHne napameTpoB KoHurypaumm Dr.Web Desktop Security Suite;

e NMPOCMOTP cocTosiHMA KoMmnoHeHToB Dr.Web Desktop Security Suite n ctatnctunkm
O06HapY>KEeHHbIX Yrpos;

e MPOCMOTP KapaHTMHA M yrpaBJeHWe ero cogep>XnMbIM (Yepe3 koMnoHeHT Dr.Web File
Checker);

® NOAK/IHOYEHNE K CEPBEPY LI,eHTpa.I'IVBOBaHHOVI 3alWnTbl NN OTKAKOYEHUE OT HEro.
YT06bI KOMaHAbl yrnpaBsieHnA, BBOAWUMbIE MOJIb30OBaTeE/IEM, UMEJIN Bq)q)eKT, A0JIKEH ObITb

3anyLeH AeMOoH ynpasaeHuns koHpurypaumen Dr.Web ConfigD (mo ymon4aHuto oH
aBTOMaTUYeCKM 3arnycKaeTca Npu ctapTe onepaLioHHOW CUCTEMBI).

| [N BbINOJIHEHWSA HEKOTOPbIX YNPaBASHOLLMX KOMaHZ TPebYHTCS NOJHOMOYMS
: cynepnosib3oBaTess.

[.ns nonyyYeHns NOJIHOMOYMIA Cyneprno/ib30BaTeNs NCMONb3YINTE KOMaHAY CMEHbI
MoJb30BaTeNs su WM KOMaHJY BbINOJHEHWS OT MMEHM APYroro nosb3oBatens sudo.

Ytunuta drweb-ctl noafepXXvBaeT CTaHAaPTHOE aBTOAOMOAHEHME KOMaHZ YNpaBaeH s
Dr.Web Desktop Security Suite, ecim ¢yHKLMA aBTOAOMONHEHNA BKAFOYEHA B MCMONb3yeMOM
BaMu KOMaHAHol obosiouke. B ciyyae ecav komaHaHas o6os04ka He Noajep KmBaeT
aBTOZOMOJIHEHWE, Bbl MOXETE HacTPOUTb ee Npu HeobxoanmocTu. [1ns 3Toro obpatutech K
CrpaBOYHOMY PYKOBOZACTBY MO UCMOJb3yeMOMY BaMun AUCTPUBYTUBY OnepaLyoHHOM CUCTEMBI.
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| Mpwv 3aBepLUeHNM paboTbl yTUIMTa BO3BPALLAET KOJ BbIXOa B COOTBETCTBUM C
: cornawexvem ana POSIX-coBmectumbix cuctem: O (Hynb) — ecin onepawms BbiMoAHEHa
YCreLHO, U He HY/lb — B MPOTUBHOM Clyyae.

HeHyneBoW KOA BbixoAa yTUAUTa BO3BPALLE@ET TONbKO B TOM C/ly4Yae, Korga npovsoLuia
BHYTPEHHsSA olwmbKa (Hanmpumep: yTUAUTa He CMOTa MOAKAHOUNTLCA K HEKOTOPOMY
KOMMOHEHTY, 3amnpoLUeHHas onepauus He MOXET ObITb BbIMOAHeHa U1 T. Nn.). Ecin yTuauTa
obHapy>unBaeT (1, BOSMOXHO) HeTpasn3yeT HEKOTOPYHO Yrpo3y, OHa BO3BPALLAET KOA
Bbixoga 0, Tak KaK 3anpoLueHHas onepaums (Takas Kak scan W T. M.) BbINOJHEHa YCMeLHO.
Eciv HEO6XOAMMO YCTaHOBUTL NMepeyUeHb 0BHaAPYXKEHHBIX YITPO3 U MPUMEHEHHbBIX K HAM
[EeNCTBUI, TO MpOaHanu3vpyiTe COOBLLEHNS, KOTOPbIE YTUINTA BBIBOAUT HA KOHCOJb.

KOAbI BCEX NMMERLLNXCA owmnbok npueBeaeHbl B pasjene Mpuaoxxenme XK. OnmncaHue
WN3BECTHbIX OLLIMBOK.

Yp,aneHHaﬂ npoBepkKa y3sioB

Dr.Web Desktop Security Suite no3BonseT npoBepaTb Ha Hasnuune yrpo3 dannbl, HaxoAALMecs
Ha yAaNeHHbIX y31ax ceTu. B kauecTBe Takmx y3/10B MOTYT BbICTyNaTb HE TO/IbKO MOJIHOLLEHHbIE
BbIUNCANTENIbHBIE MaLIMHBI (paboure CTaHLMK 1 cepBepbl), HO 1 poyTepsl, TB-npuctaBkn n
npouvne «yMHble» YCTPONCTBa, 0bpa3ytoLmne Tak Ha3blBaeMbI «MHTEPHET Belen». [ns
BbIMO/NIHEHWA YAaNeHHOW NpoBepkun TpebyeTcs, UTobbl yaaneHHbI y3en NnpeocTaBasn
BO3MOXHOCTb YaNeHHOro AocTyna K Hemy yepe3 SSH (Secure Shell) nnw Telnet. Qs poctyna K
YCTPOWMCTBY Bbl AO/IKHbI 3HaTb ero IP-agpec nan JoMeHHoe MMA, UMSA 1 Napoib NOAb30BaTeNs,
KOTOPbI MOXET COBEPLUNTL YAaNeHHbIN AOCTYN K cucteme Yepes SSH nnun Telnet. YkazaHHbIN
Nnosib30BaTeb AO/KEH MMETb NpaBa AOCTyna K npoBepsemMbiM darinam (Kkak MUHUMYM — MpaBo
Ha UX UTeHune).

[JaHHasa GyHKUMA MOXKET BbITb MCMOAb30BaHa TOLKO AN OBHAPY>XXeHWs BPEeAOHOCHbIX UK
noAo3puTesbHbIX GaaoB Ha YAaNeHHOM y3ne. YcTpaHeHue yrpo3s (To ecTb M30AALUMs X B
KapaHTWH, yAaneHVe NN IeYeHNe BPeJOHOCHbIX O6bEKTOB) CPeACTBaMM YAaNeHHON NPOBEPKHU
HEBO3MOXHO. 1N yCTpaHeHNs 06HapY>KEHHbIX YrPo3 Ha yaleHHOM y3/e BOCMO/b3ynTech
CpeAcTBaMy yrnpaBaeHuWs, NpesoCcTaBAsieMbIMIU HEMOCPEACTBEHHO 3TUM y3/10M. Hanpumep, a5
POYTEPOB M NMPOYMX «YMHbIX» YCTPOWCTB Bbl MOXeTe OOHOBUTb MPOLLUUBKY, a A5
BbIUNCIUTENbHBIX MALLUVUH — MOAKAHOUUTLCSA K HAM (B TOM UKC/IE B YAANEHHOM TEPMUHANBHOM
peXx1Me) N MPON3BECTN COOTBETCTBYHOLLME OnepaLmm B Ux dannoBon cucteme (yaaneHune nam
nepemMetleHvie GanaoB 1 T. M.) AN 3aMyCTUTb YCTAaHOBJIEHHOE Ha HKX aHTuBMpYcHoe [MO.

YaaneHHas npoBepka peasnsyeTca TOAbKO Yepes YTUANTY YrpaBieHUs U3 KOMaHAHOW CTPOKM
drweb-ctl (MCnonb3yeTca KoMaHda remotescan).
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9.2.1. ®opmart Bbi30Ba U3 KOMaHAHOMN CTPOKMN

Ytunuta ynpaenenus paborton Dr.Web Desktop Security Suite nmeet cnegytowmin popmat
Bbl30OBa:

$ drweb-ctl [<obujue onyuu> | <kKomMaHOa> [<apeymeHm>] [<onyuu KOMaHObl>] ]
rae:

e <0bwue onyuu> — OnLMK, KOTOpbIE MOTYT BbITb MCMO/Ib30BAHbI NP 3anycke 6e3 ykasaHus
KOMaHZbl AN A NH060N 13 KOMaHAbl. He saBastoTcs 0b6s3aTesibHbIMUM 415 3amycKa.

e <KOMaHOa> — KOMaHJa, KoTopas Ao/kHa 6biTb BoinonHeHa Dr.Web Desktop Security Suite
(HanpuMmep, 3anycTuTb NPOBepPKy danaoB, BbIBECTM COAEPXKMMOE KapaHTMHa U T. 1.).

e <apz2ymeHm> — apryMeHT KOMaHZbl. 3aBUCKT OT YKa3aHHOM KOMaHAbl. Y HEKOTOPbIX KOMaHA,
apryMeHTbl OTCYTCTBYHOT.

e <ONYuUU KOMaHAbl> — ONuUMK, ynpaBastowme paboTon ykazaHHON KOMaHZAbl. 3aBUCAT OT
KOMaHZAbl. Y HEKOTOPbIX KOMaHZA OMLMK OTCYyTCTBYHOT.

9.2.2. O6wme onuun
[ocTynHbl cnegyrowme obume onumm;

Onuyunsa OnucaHue

-h, --help BbIBECTV Ha 3KpaH KpaTKyro 0bLLyH CrpaBKy 1 3aBepLunTh paboTy. [1a BbiBOAA
cnpaBkK no st0boN KoMaHae NCMOoAb3yNTe BbI30OB:

$ drweb-ctl <komaHOa> -h

~V, —-version  BpigecTu Ha 3KpaH BEPCUIO MOAY/SA U 3aBepLUMTL PaboTy

-d, --debug MpeAnuCbIBAET BLIBOAWTL Ha 3KPaH paclUMpeHHble AnarHocTnyeckme coobLieHus
BO BpPeMs BbIMONHEHMs yKa3aHHOI KOMaHabl. He nMeeT cMbicna 6e3 ykazaHus
KOMaHzbl. Micnonb3yiite BbI3OB:

$ drweb-ctl <komaHOa> -d

9.2.3. KomaHabl!

B aTom pasaene

e KoMaH/ bl aHTUBUPYCHOW NPOBEPKMN

e KoMaH/bl ynpaBaeHUs Yrpo3amMuy 1 KapaHTUHOM

e KoMaHbl ynpaBaeHua KOHOUrypaLmemn

PaclumpeHHble KOMaHAbI

o KoMaH/bl ynpaBaeHua 0bHOoBAeHNEM U PabOTON B pPeXXUME LIEHTPAIN30BAHHOM 3aLLUThI
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o /IHbOPMALIMOHHbIE KOMaHJb!

9.2.3.1. KomaHabl aHTUBUPYCHOW NPOBEPKMU

[OCTynHbI creayroLme KOMaHZAbl aHTUBMPYCHOM NPOBepKM $aiioBOM CUCTEMbI:

KomaHga OnucaHue

scan <nyme> HasHaueHwue: VIHNUMMpoBaTb NPOBEPKY KOMMOHEHTOM NMpPOBepPKY dGanios
Dr.Web File Checker ykazaHHoro daina nam katanora.

AprymeHTbI

<nyme> — nyTb K $haliny UanM Katanory, KOTOPbI HY>XHO NPOBEPUTb
(MOXeT 6bITb OTHOCUTE/IbHbIM).

DTOT apryMeHT MOXeT ObITb OMYLLEH B C/lyYae UCMOJb30BaHUA OMNLUK
--stdin uam --stdin0. s npoBepku nepeyHs danios,
BbIOVpaeMbIX MO HEKOTOPOMY YC/IIOBUIO, PEKOMEHAYETCS UCMO/Ib30BaTh
ytuanty £ind (cm. [1pyumMepbl MCNoab30BaHMA) U ONLUKUKO —-stdin uan
--stdin0.

Onuumn

-a [--Autonomous] — 3anyCTUTb aBTOHOMHbIe 3Kk3emMnasapbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinoNHeHWs 3a4aHHON
NPOBEPKM, 3aBEPLUMB NX PabOTy NOCAE OKOHUYAHWUA NPOBEPKMN.

ilf Yrpo3bl, 06Hapy>KeHHble NPV aBTOHOMHOM
: CKaHWpoOBaHMK, He ByayT fobaB/ieHbl B 06N CNMCOK

0b6Hapy>KeHHbIX Yrpo3, BbIBOAVMbIN KOMaHAOW threats,
TaKk>Xe O HMX He ByaeT coobLleHo cepBepy
LEeHTpaAn3oBaHHOW 3awwmTbl, ecan Dr.Web Desktop
Security Suite paboTaet nog ero ynpasieHnem.

—--Report <mun> — TWM OTYeTa O NPOBEPKE.
Bo3MO>kHble 3HaueHus:
e BRIEF — KpaTKW OTYeT;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIn oTyeT B popmate JSON.
3HauyeHve No yMOAYaHWIO: BRIEF.

--ScanTimeout <UHMepsasn epemeHu> — TaliM-ayT Ha NPOBEPKY
oAHoro daiina B MUAANCEKYHAAX.

3HaueHue 0 yKasblBaeT, YTO BPeMSs NMPOBEPKM He OrpaHNYeHo.
3HauyeHwue No ymMoa4YaHuto: 0.

--FollowSymlinks — aBTOMaTU4eCKU paspewatb CMMBOJINYHECKNE
CCblNIKN.

--PackerMaxLevel <4UC/I0> — MaKCUMabHbIN YPOBEHb BIOXKEHHOCTU
06beKTOB npun NpoBepkKe 3arnakoBaHHbIX 06bEKTOB. I'Iop, 3anakoOBaHHbIM
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169



A7

Py
$

A
)
A

KomaHga

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

06BbEKTOM MOHUMAETCA UCMONHAEMbIN KOJ, CKaTbl MPU MOMOLLM
cneumanmanpoBaHHbix MHcTpyMeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAOUATb Apyrve
3aMakoBaHHble 06beKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. A. 3HaUeHVe 3TOro napameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <4uc/0> — MaKCUMa/bHbIA YPOBEHb
BJIOXXEHHOCTW 06BEKTOB NPU NPOBEPKe apxMBOB (. zip, .rar 1 4p.), B
KOTOPble BNOXEHbI ApYrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. J. 3Ha4YeHWe 3TOro napameTpa
yCTaHaB/NVBaeT Npeje/bHbli YPOBEHb MepapXmn BNOXKEHHOCTH, Nocae
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNOXEHHOCTM
061bekTOB Npw NpoBepke GansioB NOYTOBLIX MPOrpaMm (.pst, .thb u
4p.), B KOTOpPble MOTYT 6bITb BNIOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTyT
ObITb BIIOXKEHbI 06bEKTbI, U T. . 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Nocie
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuCI0> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHMAMYU (cTpaHuubl HTML, dannbl . jar v ap.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06beKTbl BHYTPM 0OBEKTOB He ByAyT NPoBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHsb> — MakKCMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06bEKTOB.

3HauyeHue JOKHO ObITb He MeHee 2.
3HauveHne nNo ymosn4yaHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHu4YeHVe Ha pa3mep daiiios B
apxve. Palibl, pa3mMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NapameTpa,
ByayT nponyLeHbl Npu NpoBepke. Pa3Mep yKasbiBaeTCs Kak YNC/IO C
cydodvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, YNcno
NHTEPMPeTMpyeTCa Kak pa3Mep B bariTax.

3HayeHure Mo yMoNYaHuIo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu nNpoBepke.

PyKOBOACTBO noJsib3oBarena

170



T,
)
A

A
£

KomaHga

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

3HayeHne No yMONYaHMo: On.

--Exclude <nyme> — NyTb, UCKAOYAEMBIV 13 NPOBepPKN. MOXeT BbiTb
OTHOCWTENbHBIM W BK/IOUaTh B Cebs hannoByro Macky (CoAep>Kalllyro
CUMBOJIbI ? U *, @ Tak>Ke CUMBOJIbHbIE Knacebl [ 1, [! 1, [~ 1)

HeobszatenbHas onuus; MoXeT HbITb ykazaHa 6osee ogHOro pasa.

--OnKnownVirus <delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMO/IHUTb, €CIM METOAAMW CUTHATYPHOTO aHain3a obHapyeHa
M3BECTHas yrposa.

Bo3moxkHble geicTBua: REPORT, CURE, QUARANTINE, DELETE.
3HayveHne No yMOYaHnto: REPORT.

--OnlIncurable <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecnn neyeHune (CURE) OBHapy>KeHHOW yrpo3bl OKOHYMAOCh HeyAauen uam
OHO HEBO3MOXHO.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMoNYaHnto: REPORT.

--OnSuspicious <delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMOJ/IHUTb, EC/IN 3BPUCTUYECKNI aHaan3 0BHapY>XXUT NOAO3PUTENbHBbIN
06beKT.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HauveHne No yMONYaHUto: REPORT.

--OnAdware <Odelicmsue> — [eNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecin obHapy>KeHa peksiaMHas nporpamMmma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMOYaHUto: REPORT.

--OnDialers <delicmsue> — AeWCTBUE, KOTOPOE HYXKHO BbIMOJHUTb,
ecin obHapy>keHa nporpaMmMa A03BoHa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HauveHne No yMoYaHUto: REPORT.

--OnJokes <OQelicmeue> — [eACTBNE, KOTOPOE HY>KHO BbIMONHUTb, €C/U
obHapy>keHa nporpamma-LuyTKa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HauveHne No yMONYaHnto: REPORT.

--OnRiskware <delicmgue> — [eNCTBNE, KOTOPOE HY>KHO BbIMOJAHWUTD,
e obHapy>keHa NoTeHLMaabHO OrnacHas nporpaMma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMOsYaHnto: REPORT.

--OnHacktools <OQdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecin obHapy>KeHa nporpaMma B3oma.

Bo3moxkHble gelncTBus: REPORT, QUARANTINE, DELETE.

3HayeHne No yMoNYaHnto: REPORT.
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OnuncaHue

| Ecnv yrposa obHapy>xeHa B daiine, Haxoaawemcs B
: KOHTenHepe (apxmB, MOYTOBOE COObLLEHME U T. MN.),

BMECTO yAaneHusa (DELETE) BbINOJHAETCA NepemMeLleHme
KOHTeNHepa B KapaHTUH (QUARANT INE).

—--stdin — MOAYYMTb CMINCOK NyTEN AN MPOBEPKU U3 CTAHAAPTHOTO
notoka BBoZa (stdin). Myt B cnucke A0KHbI ObITb pa3geneHbl CMMBOJIOM
HoBo cTpokn (\n).

—--stdin0 — NONYYNTb CMNCOK MYTEN AN NPOBEPKMN U3 CTaHAAPTHOIO
notoka BBoga (stdin). Myt B cnucke A0KHbI ObITh pa3gesieHbl HyAeBbIM
cumsonom NUL (\0).

@ Mpn MCNoNb30BaHUM ONMUUA ——stdin N ——stdin0 NyTK

: B CMMCKE He AO0JKHbI COAep>KaTh LLaboHOB.
MNpeAnoYTUTENBHOE NCMONb30BaHWE ONUUA ——stdin 1
—--stdin0 — 0bpaboTka B KOMaHAe scan Cnucka nyTen,
choOpMMPOBaAHHOTO BHELLHEN MPOrpamMMon, Hanpumep,
find (cMm. [IprMepbl UCMOAb30BaHKS).

HasHaueHue: IHMLMMpoOBaTh NPOBEPKY KOMMOHEHTOM NPOBepPKK Bannos
Dr.Web File Checker 3arpy304Hoi 3anmcu Ha yKa3aHHbIX AVCKOBbIX
ycTporictBax. [MpoBepsitoTcs kak 3anuncu MBR, Tak 1 3anmcu VBR.

AprymeHTbl

<ycmpolicmeo > — nyTb K 6104HOMY Painy 4MCKOBOrO YCTPOMCTBA,
3arpy304Has 3anucb Ha KOTOPOM MOA/IEXUT NpoBepke. MoxeT BbITb
yKa3aHO HeCKo/bKO AMCKOBbIX YCTPOMCTB Yepe3 npoben. Obs3aTtesbHbIl
aprymeHT. Ecnv BmecTo daiina yctpoiicTea ykasaHo ALL, OyayT npoBepeHsl
BCe 3arpy304Hble 3aMnvcu Ha BCeX AOCTYMHbIX AUCKOBbIX YCTPONCTBAX.

onuum

-a [--Autonomous] — 3anycTuUTb aBTOHOMHbIe 3k3eMnaspbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinonHeHMs 3aaHHON
NpoBepKy, 3aBepLUMB 1X PaboTy NOC/e OKOHYaHWS MPOBEPKU.

ili Yrpo3bl, 06Hapy>KeHHble NPV aBTOHOMHOM
: CKaHMpOBaHuK, He byayT fo6aB/ieHbl B OBLMIA CMNCOK

OBHapy>KeHHbIX Yrpo3, BbIBOAUMbIA KOMaHAO0W threats,
TakXXe 0 HMX He BbyaeT cooblLLeHO cepBepy
LeHTpaAn3oBaHHOM 3awwmThl, ecan Dr.Web Desktop
Security Suite paboTaeT nog ero ynpasieHNeM.

--Report <mun> — TN OT4YeTa O NPOBEPKE.
Bo3MoOXHble 3HauUeHus:

e BRIEF — KpaTKUA OTYeET;
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OnuncaHue

e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.
3HayveHne No yMoYaHuto: BRIEF.

--ScanTimeout <UHMepBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZiHOTO daiina B MUAANCEKYHAAX.

3HaueHve 0 yKa3biBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HayveHne No yMon4aHuto: 0.

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu npoBepke.

3HayeHne No yMONYaHuo: On.

--Cure <Yes|No> — TpebyeTcs nm genatb NOMbITKA JeYeHs
0BHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAUTCA TOILKO MHPOPMUMpPOBaHMe 06
OBHapy>KeHHOW yrpose.

3HayeHne No yMon4aHuto: No.

--ShellTrace — BKIHOUYUTb BbIBOZ AOMONHUTENBHOW OTNAA0UHOM
nMHdOpPMaLUM Npu NPOBEPKe 3arpy304HON 3anncu

HasHaueHue: IHMLMMpoBaTh NPOBEPKY KOMMOHEHTOM NPOBepPKY (annos
Dr.Web File Checker coaep>XMmMoro ncnoaHaemMbix Gpainnos, cogepkaLlimx
KOZ, MPOLLeCCoB, 3anyLleHHbIX B cucteme. [Mpu obHapy>KeHUn yrpo3sbl
BbIMONHAETCA HE TOIbKO 06e3BpexnBaHmne BPejoHOCHOTO UCMOAHAEMOro
daina, HO 1 NPUHYAMTENbHOE 3aBepLueHne paboTbl BCEX MPOLLECCOoB,
3anyLLeHHbIX 13 Hero.

AprymeHTbl: Hert.

onuum

-a [--Autonomous] — 3anycTuUTb aBTOHOMHbIe 3Kk3eMnaspbl Dr.\Web
Scanning Engine n Dr.Web File Checker ans BbinonHeHMs 3aaHHON
NpoBepKK, 3aBepLUIMB 1X PaboTy NOC/ie OKOHYaHWS MPOBEPKU.

ili Yrpo3bl, 06Hapy>KeHHble NPV aBTOHOMHOM
: CKaHMpOBaHuK, He ByayT fo6aB/eHbl B 06N CIMCOK

OBHapy>KeHHbIX Yrpo3, BbIBOAUMbIA KOMaHAOW threats,
TakXXe 0 HMX He ByaeT cooblLLeHO cepBepy
LeHTpaan3oBaHHOM 3alwmThl, ecan Dr.Web Desktop
Security Suite paboTaeT nog ero ynpasaeHNeM.

—--Report <mun> — TUMN OT4YeTa O NPOBEPKE.
Bo3mo>KHble 3HaueHus:
e BRIEF — KpaTKU OTYeET;
e DEBUG — NoAPOOHbIN OTYET;

e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.

PyKOBOACTBO noJsib3oBarena
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3HayveHne No yMoYaHuto: BRIEF.

--ScanTimeout <UHMepBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZiHOTO daiina B MUAANCEKYHAAX.

3HaueHve 0 yKa3biBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HayveHne No yMon4aHuto: 0.

--PackerMaxLevel <YuC/i0> — MaKCMMaJbHbI YPOBEHb BNIOXEHHOCTM
06bEKTOB MNPV NPOBEPKE 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06BbEKTOM MOHUMAETCA UCMONHAEMbIN KOJ, CKaTbI MPY MOMOLLM
cneumanmsnpoBaHHbix MHcTpyMmeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine u gp.). Takne 06beKTbl MOTYT BKAOYATb Apyrve
3amnakoBaHHble 06bEKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro napameTpa
yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPapXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKTbl BHYTPY 0H6BbEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByayT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--HeuristicAnalysis <On|Off> — ncnosb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu NpoBepke.

3HauveHne No yMONYaHMo: On.

--ContainerMaxLevel <YuC10> — MaKCUMaJ/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHMAMYU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06bekTbl BHYTPM OOBEKTOB He ByAyT NPOBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--Exclude <nyme> — MNyTb, UCKJAHOYAEMBIN 13 NpoBepkun. MoxeT
BKAtOUaTh B cebs dannoByto Macky (cofep Kallyo CUMBOJIbI ? 1 *, a TakxKe
CMMBOJIbHbIE Knaccol [ 1, [! 1, [~ 1).MyTb (B TOM Uncne cogepkalimni
Macky) AoJskeH ObITb abCONOTHBIM.

HeobszatenbHas onums; MoXeT HbiTb ykazaHa 6osee ogHOro pasa.

--OnKnownVirus <odelicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMO/IHUTb, €CIM METOAAMMW CUTHATYPHOrO aHain3a obHapyeHa
M3BECTHas yrposa.

Bo3moxkHble geicTBua: REPORT, CURE, QUARANTINE, DELETE.
3HayeHne No yMoNYaHnto: REPORT.

--OnlIncurable <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecnn neyeHune (CURE) OBHapy>KeHHOW yrpo3bl OKOHYMAOCh HeyAauen uam
OHO HEBO3MOXHO.

Bo3moxkHble gencTBus: REPORT, QUARANTINE, DELETE.

3HayveHne No yMONYaHUto: REPORT.

PyKOBOACTBO noJsib3oBarena
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--OnSuspicious <0delicmsue> — [eNCTBME, KOTOPOE HY>XXHO
BbIMOJ/IHWUTb, EC/IN 3BPUCTUYECKNI aHaAn3 0BHapY>XXUT NOAO3PUTENbHBbIN
06BeKT.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMONYaHMio: REPORT.

--OnAdware <Odelicmsue> — [eNCTBME, KOTOPOE HY>XXHO BbIMOJHUTB,
ecin obHapy>KeHa peksiaMHas nporpamMmma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMoYaHnto: REPORT.

--OnDialers <delicmsue> — AeWCTBUE, KOTOPOE HYXXHO BbIMOJHUTb,
ecnn obHapy>keHa nporpaMmMa A03BoHa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMOYaHnto: REPORT.

--OnJokes <OQelicmeue> — [eACTBNE, KOTOPOE HY>KHO BbIMONHUTb, €C/U
obHapy>keHa nporpamma-LuyTKa.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayveHne No yMoYaHnto: REPORT.

--OnRiskware <delicmgue> — [eNCTBNE, KOTOPOE HY>KHO BbIMOJHWUTD,
ecin obHapy>keHa NoTeHLMaNbHO OrnacHas nporpaMma.

Bo3moxkHble geicTBua: REPORT, QUARANTINE, DELETE.
3HayeHne No yMoYaHnio: REPORT.

--OnHacktools <Qdelicmeue> — AeNCTBME, KOTOPOE HY>XXHO BbIMONHUTB,
ecin obHapy>KeHa nporpaMma B3/oma.

Bo3moxkHble gencTBus: REPORT, QUARANTINE, DELETE.

3HayveHne No yMOYaHnto: REPORT.

| Mpn 06Hapy>KeHUN yrpo3 B UcnonHsemoMm daiine Bce
3anyLLEeHHble U3 Hero NPOLECChl NMPUHYANTENBHO

3aBepLuarotcs Dr.Web Desktop Security Suite.

HasHaueHue: IHMLMMpoBaTh pacnpesesieHHyo NPoBepPKYy yKazaHHOro
dalina nam katanora Yepes areHT CeTeBON NPOoBepPKM AaHHbIX Dr.\Web
Network Checker. Ecain HacTpoeHHble cOeMHEHUNs C APYTUMU Y3n1aMK, Ha
KOTOpbIX MMeeTcs NpoaykT Dr.Web ans Unix, noaaep>xmBaroLmin GyHKLNIO
pacnpeseneHHoON NpoBepKK, OTCYTCTBYHOT, TO OyZAeT npounsBeseHa
npoBepKa € UCMONb30BaHWEM CKaHUPYHOLLEro aApa, 4OCTYNHOro I0KaabHO
(aHanormyHo KomaHze scan).

AprymeHTbl

<nyme> — nyTb K Gaiay Wiv KaTanory, KOTOPbIV HY>KHO MPOBEPUTD.

Ecam 3TOT aprymMeHT onylLLeH, TO MPOV3BOAMNTCA CKaHUPOBaHWE AaHHBbIX,
nocTynaroLmx Yepes BXOAHOM noTok stdin.

PyKOBOACTBO noJsib3oBarena
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onuum

--Report <mun> — TUN OT4eTa O NPOBEPKE.
Bo3moxxHble 3HaueHus:
e BRIEF — KpaTKU OTYeET;
e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmaTte JSON.
3HayveHne No yMOYaHUto: BRIEF.

--ScanTimeout <UHMepBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZiHOTO daiina B MUAANCEKYHAAX.

3HaueHue 0 yKa3blBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HayveHne No yMon4aHuto: 0.

--PackerMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNIOXEHHOCTM
06bEKTOB NPV NPOBEPKE 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06BbEKTOM MOHUMAETCA UCMONHAEMbIV KOJ, CKaTbI MPY MOMOLLM
cneumanmsnpoBaHHbix MHcTpyMeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAKOYATb Apyrve
3amnakoBaHHble 06bEKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. A. 3HaUeHVe 3TOro napameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <Yuc/10> — MakCUMabHbI YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar U Ap.), B
KOTOPble BNOXEHbI ApYrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. 4. 3Ha4YeHWe 3TOro napameTpa
yCTaHaB/AVBaeT Npeje/bHbI YPOBEHb MepapXmn BAOXKEHHOCTU, nNocne
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNIOXEHHOCTM
061bekTOB Npu NpoBepke GansoB NOYTOBLIX NPOrpaMm (.pst, .thb u
4p.), B KOTOpPble MOTYT 6bITb BNIOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTYT
ObITb BNIOXKEHbI 06bEKTbI, U T. A. 3HaUEeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MPeAe/bHbIN YPOBEHb MEPapPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 06bEKTOB He ByayT NPOBEPATHLCS.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 0OBEKTOB C
BAOXeHNAMU (cTpaHuubl HTML, dannbl . jar v ap.). 3HaueHne 3Toro

PyKOBOACTBO noJsib3oBarena



A7

Py
$

A
)
A

KomaHga

rawscan <nyme>

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

napameTpa yCTaHaBAMBaET NpPeseNbHbIN YPOBEHb MEPAPXUMN BIOXKEHHOCTH,

nocse KOToporo 06beKTbl BHYTPM 0OBEKTOB He ByAyT NPoBepPATLCA.
3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHsb> — MakKCMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06 EKTOB.

3HauyeHue JOKHO ObITb He MeHee 2.
3HauveHne nNo ymosn4yaHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHUYeHve Ha pa3mep daiiios B
apxve. Palibl, pa3mMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NnapameTpa,
ByayT nponyLeHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydodurkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, Yncno
NHTEPMPeTMpYeTCs Kak pa3Mep B bariTax.

3HayeHure Mo yMoYaHuo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh N1 3BPUCTUUECKUNIA
aHanv3 npu nNpoBepke.

3HayeHne No yMONYaHMo: On.

--Cure <Yes|No> — TpebyeTcs nm genatb NOMbITKA JeYeHUs
0BHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAUTCA TOILKO MHPOPMUMpPOBaHMe 06
O0BHapy>KeHHOW yrpose.

3HauveHne No yMo4aHuto: No

HasHaueHue: VIHMLMMPOBaTh «Cbipyto» NPOBEPKY ykazaHHOro daina nim
KaTasora c Mcrnosib3oBaHWeM ckaHupytoLero agpa Dr.Web Scanning
Engine Hanpamyto, 6e3 NCnonb3oBaHWA KOMMOHEHTa NPOBePKK Bpainnos
Dr.Web File Checker.

ili Yrpo3bl, 06Hapy>KeHHbIE NMPU «CbIPOM» CKaHUPOBaHWK, He
: 6yayT fobaBaeHbl B 06U CMUCOK OOHAPY>KEHHbIX
Yrpo3, BbIBOAWMBIV KOMaHAOW threats.

PekomeHAyeTCs MCNoNb30BaTh 3Ty KOMaHAy TONbKO AN
oTnagkn GyHkUMoHupoBaHua Dr.Web Scanning Engine.
KoMaHza nmeeT cneaytoLyto 0COBEHHOCTb: OHa BbIBOAUT
3akntoveHne «cured» (BblIEYEH), €CNN HEMTPaNN30BaHa,
no MeHblLUEel Mepe, 00Ha V3 Yrpo3, 06HapYy>KEHHbIX B
daline (He obsa3aTeNbHO 8ce U3 HKX). TaknM 0bpa3om, He
pekomeHOyemcsa NCMoAb30BaTb 3Ty KOMaHZAy, ecaun
TpebyeTca HagexXHoe ckaHupoBaHue dalinos. Bmecto
3TOro ANA NpoBepKku GainoB 1 KaTaaoros
peKoMeHAyeTcA NCMOAb30BaTbh KOMaHAY scan.

PyKOBOACTBO noJsib3oBarena
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AprymeHTbl
<nyme> — nyTb K Gaifly Nan KaTanory, KOTOpbI Hy>XHO MPOBEPUTL.
onuum

--ScanEngine <nyme> — nyTb K Unix-CoOKeTy cKaHWpytoLwero sapa
Dr.Web Scanning Engine. Ecnv He ykasaH, To ans npoBepku byaet
3anyLeH aBTOHOMHbIN 3K3eMMNIAP CKaHMpytoLLero aapa (byseT 3aBeplueH
nocne OKOHYaHMA NPOBEPKMN).

--Report <mun> — TUN OT4eTa O NPOBEpPKE.
Bo3moxkHble 3HaueHus:
e BRIEF — KpaTKU OTYeET;
e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.
3HayveHVe No yMOYaHUto: BRIEF.

--ScanTimeout <UHMepBAs speMeHU> — TaiiM-ayT Ha MPOBEPKY
oZHOTO daiina B MUAANCEKYHAAX.

3HaueHue 0 yKasbiBaeT, YTO BPeMA NPOBEPKM He OrpaHNYeHo.
3HauveHne No yMon4aHuto: 0.

--PackerMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNIOXEHHOCTM
06bEKTOB NP NPOBEPKE 3anakoBaHHbIX 06beKTOB. Moy 3anakoBaHHbIM
06BbEKTOM MOHUMAETCA UCMONHAEMbIV KOJ, CKaTbl MPU MOMOLLM
cneumanmsnpoBaHHbix MHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAOYATb Apyrve
3amnakoBaHHble 06beKTbI, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb Apyrve
3amnakoBaHHble 06beKTbl, U T. . 3HaUeHVe 3TOro NnapameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPapXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkThl BHYTPU 0H6BbEKTOB He ByayT NPOBEPATHLCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <4uc/0> — MaKCUMasbHbIA YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar U Ap.), B
KOTOPble BNOXEHbI ApYyrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. 4. 3Ha4YeHWe 3TOro napamMmeTpa
yCTaHaB/NMBaeT Npeje/bHbI YPOBEHb MepapXmn BAOXKEHHOCTU, nNocae
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 0ObeKTbl ByayT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i0> — MaKCUMaJbHbIN YPOBEHb BNOXEHHOCTM
061bekTOB Npu NpoBepke GansoB NOYTOBLIX MPOrpaMm (.pst, .thb u
4p.), B KOTOpble MOTYT 6bITb BNIOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTYT
ObITb BIIOXKEHbI 06bEKTbI, U T. . 3HaUEeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MPeAebHbIN YPOBEHb MEPapXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkThl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.
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3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC/10> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB 06BEKTOB C
BAOXeHNAMU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06beKTbl BHYTPM 0OBEKTOB He ByAyT NPoBepPATLCA.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HauveHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHt> — MaKCUMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06bEKTOB.

[on>kHa bbITb He MeHee 2.
3HauveHne nNo ymoa4aHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHuYeHve Ha pa3mep daiiios B
apxve. ®alibl, pa3mMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NapameTpa,
ByayT nponyLeHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydoduvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, Yncno
NHTEPMPETMpPYeTCa Kak pa3Mep B bariTax.

3HayeHure Mo yMoNYaHuIo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnosb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu NpoBepke.

3HayeHne No yMONYaHMo: On.

--Cure <Yes|No> — TpebyeTcs nm genatb NOMbITKA JeYeHs
0BHapy>KeHHbIX yrpos.

Ecnv ykazaHo No, TO NPOM3BOAUTCA TOILKO MHPOPMUpPOBaHMe 06
OBHapy>KeHHOW yrpose.

3HayeHne No yMon4aHuto: No.

--ListCleanItem — BKJIKOUUTb BbIBOJ CMNCKA YNCTbIX GalioB npu
npoBepke KOHTelHepa.

--ShellTrace — BKIKOUUTb BbIBOJ, JOMONHUTENBHOW OTNaJ0UYHOM
NHPopMaLunn nNpu nposepke daina.

--Output <nyme Kk ¢aliny> — pybampoBaTh BbIBOA KOMaH/bl B
yKa3aHHbI daiin

HasHaueHue: /IHMummnpoBaTh NpoBepKy ykasaHHOro daina nav katasora
Ha yKa3aHHOM YZaNeHHOM Yy3/e, MOAKIFOUMBLLNCH K HEMY Yepe3 SSH nau
Telnet.

PyKOBOACTBO noJsib3oBarena
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& Yrpo3bl, 06Hapy>KeHHble NPU YAaNeHHOM CKaHWPOBaHWNH,

: He ByayT HelTpann3oBaHbl, 6onee Toro, oHU He ByayT
fob6aBneHbl B 06LLMI CMNCOK OBHapY>KEHHbIX YrPo3,
BbIBOAMMbIN KOMaHA0MN threats.

Bbl MOXeTe ncnonb3osBaTtb 3Ty KOMaHAY TOJIbKO ANA
0bHapy>XeHWsA BPeJOHOCHbIX WV NMOA03PUTENBbHBIX
dannoB Ha yaaneHHoM ysne. [lns ycTtpaHeHus
0b6Hapy>XeHHbIX Yrpo3 Ha yAaneHHOM y3/ie HeobX0ANMO
BOCMO/1b30BaTbCA CPEACTBAMMU YrIpaBAeHUs,
npeaocTaB/iseMbIMN HENOCPEACTBEHHO 3TUM Y3/10M.
Hanpwumep, ana poytepos, TB-npucraBok 1 npoumnx
«YMHBIX» YCTPOMCTB Bbl MOXETE BOCMO/b30BaThCA
MeXaHW3MOM OBHOBNEHWA MPOLUNBKK, a ANS
BbIYNCANTENbHBIX MaLLWNH — BbIMOJIHUB NMOAK/IOYEHNE K
HUM (B TOM UMcne — B yAaJI€eHHOM TePMUHANbHOM
pexxumMe) 1 Npounsseaa COOTBETCTBYHOLLME OnepaLmmn B nx
dannoBoin cucteme (yaaneHue nam nepemMeLleHme
dannoB 1 T. N.) UAK 3anycTmMB aHTUBUPYCcHoe [0,
YCTaHOBJIEHHOE Ha HUX.

AprymeHTbI

e <y3en> — |P-agpec v JOMeHHOe UM y3/a, K KOTOPOMY HEeOHXOANMO
NOAKNOUNTLCA /15 MPOBEPKM.

e <nNyme> — nyTb K Gainy Uan KaTanory, KOTOpblil HY>XHO NPOBEPUTb
(BoKeH BbITb aBCONOTHbBIM).

Onuumn

-1 [--Login] <uUMS> — NIOTWH (MMs NOAb30BaTeNs) AN aBTOPMU3aLMM

Ha yJa/eHHOM y3/ie Yepe3 BblIOpaHHbI NPOTOKO.

Ecam nmsa nonb3oBatens He YKa3aHo, 6yAET npowvsseaeHa nonbiTka
NOAKNTHOUNTLCA K YAa/IEHHOMY Yy3J1y OT UMEeHU NOJIb30BaTeN |,
3anyCcTmBLUEro KomMaHay.

-1 [--Identity] <nymeo Kk ¢paliny> — balin 3akpbITOro Kiroua s
ayTeHTUPMKaLMM YKa3aHHOrO NOJb30BaTeNs Yepes BblOpaHHbIA NPOTOKOI.
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OnuncaHue

| KomaHaa remotescan npesHa3HayeHa A4
: CKaHMpoBaHus MapLupyTmzatopoB SOHO (Small Office /

Home Office). Kntou B dpopmarte, ncnosblyemom rno
YMOJIYaHMIO YTUANTON ssh-keygen, He
noaaepxwusaetcs. [lns NpoBepKuM yaaneHHOro y3na no
SSH tpebyetca kntou B popmate PEM, KOTOPbIA MOXHO
CreHepupoBaTh KOMaHZAOW:

$ ssh-keygen -t rsa -m PEM -f rsa pem

-m [--Method] <SSH|Telnet> — meTog (NPOTOKOJ) MNOAKNOUEHUNS K
yAaNneHHOMY Yy37y.

Ecnn meTtoz He ykasaH, byaeT ncnosab3osaH SSH.

-p [--Port] <yuci0>— HOMep NnopTa Ha yAaNeHHOM y3/e A/
NOAKNOYEHNS Yepes3 BbibpaHHbIN NPOTOKO.

3HauyeHve No yMoa4YaHumto: MopT No yMOAYaHUIO AJid BbIBpPaHHOTO
npoTokona (22 — ansa SSH, 23 — ana Telnet).

--UseChannels <YuC/JI0> — YMC/IO KaHANOB Nepeaayn JaHHbIX.
3HayeHne No yMONYaHUIO: 5.

--Password <napo/ib> — NapoJsb A ayTeHTUdMKALMUN YKa3aHHOTO
nosib3oBaTeNs Yepes BbIbpaHHbI MPOTOKO.

f I : I'Iaponb nepeaaercda B OTKPbITOM BUAE.

—--Report <mun> — TWM OTYeTa O NPOBEPKE.
Bo3MO>kHble 3HaueHus:
e BRIEF — KpaTKW OTYeT;
e DEBUG — NOAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIn oTyeT B popmate JSON.
3HauyeHve No yMOAYaHMWIO: BRIEF.

--ScanTimeout <UHMepsas epemeHu> — TaliM-ayT Ha NPOBEPKY
oAHoro daiina B MUAANCEKYHAAX.

3HauyeHue 0 yKasblBaeT, YTO BPeMSs NMPOBEPKM He OrpaHNYeHoO.
3HauyeHwue No ymMoa4vaHuto: 0.

--PackerMaxLevel <YucC/10> — MaKCUMaJbHbIA YPOBEHb BJIOXKEHHOCTU
06BEKTOB MPY NPOBepKe 3arnakoBaHHbIX 06beKTOB. [0/ 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMBIN KOJ, CKaTbli NPy NOMOLLM
cneymanusnpoBaHHbix nHcTpymeHToB (UPX, PELock, PECompact, Petite,
ASPack, Morphine n gp.). Takne 06beKTbl MOTYT BKAtOUATL Apyrue
3anakoBaHHble 0OBbEeKTbIl, B COCTaB KOTOPbIX TakXKe MOTYT BXOAWUTb Apyrue
3anakoBaHHble 0ObeKTbl, U T. 4. 3HaUeHWe 3TOro napameTpa
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yCTaHaB/IMBaET MpPeAebHbIN YPOBEHb MEPapXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkTbl BHYTPU 0H6BbEKTOB He ByayT NPOBEPATHLCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ArchiveMaxLevel <4uc/0> — MaKCUMasbHbIA YPOBEHb
BJIOXXEHHOCTW 06BEKTOB MPU NPOBEPKe apxMBOB (. zip, .rar 1 Ap.), B
KOTOPble BNOXEHbI ApYrie apxuBbl, B KOTOPbIE, B CBOIO OYepesb, TakxKe
MOTYT ObITb BAOXEHbI apXUBbI, U T. 4. 3Ha4YeHWe 3TOro napameTpa
yCTaHaB/NVBaeT Npeje/bHbli YPOBEHb MepapXmn BNOXKEHHOCTH, Nocae
KOTOPOTrO apXvBbl BHYTPW apXMBOB He ByayT NpoBepATbCA.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MailMaxLevel <Yuc/i10> — MaKCUMaJbHbI YPOBEHb BNOXEHHOCTM
06bekTOB Npu NpoBepke GansoB NOYTOBLIX NMPOrpaMm (.pst, .thb u
4p.), B KOTOpPble MOTYT 6bITb BNIOXEHbI 06bEKTbI, B KOTOPbIE TakXKe MOTyT
ObITb BIIOXKEHbI 06bEKTbI, U T. A. 3HaUeHWe 3TOro NapameTpa
yCTaHaB/IMBaET MpPeAe/bHbIN YPOBEHb MEPaPXMUN BIOXKEHHOCTH, Noce
KOTOPOro o6beKkThl BHYTPU 0H6bEKTOB He ByayT NPOBEPATHLCS.

3HauyeHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--ContainerMaxLevel <YuC10> — MaKCUMa/bHbIA YPOBEHb
BJIOXKEHHOCTN OOBEKTOB NP NPOBEPKE APYTUX TUMOB O6BEKTOB C
BAOXeHNAMYU (cTpaHuubl HTML, dannbl . jar v gp.). 3HaueHne 3Toro
napameTpa yCTaHaBAMBaAET NpPeseNbHbIN YPOBEHb MEPAPXUMN BIOXKEHHOCTH,
nocse KOToporo 06beKTbl BHYTPM 0OBEKTOB He ByAyT NPoBepPATLCA.

3HaueHue 0 yKasblBaeT, YTO BAOXKEHHbIe 06beKTbl ByAyT NponyLLeHbI.
3HayeHne No yMOMYaHUIO: 8.

--MaxCompressionRatio <cmeneHb> — MakKCMMaJibHO JonycTuMas
CTeneHb CKaTus NpoBepseMbIX 06bEKTOB.

[on>kHa bbITb He MeHee 2.
3HauveHne nNo ymoa4vaHuto: 3000.

--MaxSizeToExtract <Yucio> — OrpaHuYeHVe Ha pa3mep daiiios B
apxue. ®aiibl, pa3mMep KOTOPbIX MPEBbILIAET 3HAUYEHME 3TOro NapameTpa,
ByayT nponyLleHbl Npu NpoBepke. Pa3mep yKasbiBaeTCs Kak YNC/IO C
cydodvkcom (b, kb, mb, gb). Echn Hukakoro cyddurkca He ykazaHo, Yncno
NHTEPMPeTMpyeTCcs Kak pa3Mep B bariTax.

3HayeHure Mo yMoNYaHuIo: (He 3a0aHo).

--HeuristicAnalysis <On|Off> — ncnonb3oBaTh NN 3BPUCTUUECKUNIA
aHanv3 npu nNpoBepke.

3HayeHne No yMONYaHMo: On.

--Exclude <nyme> — MNyTb, UCKIHOYAEMbIN U3 MpOBepKM. MoxeT
BK/IOYaTh B cebs hannoByro Macky (CoAep>Kalllyto CMMBOJIbI ? U *, a TakXKe
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OnucaHue
CMMBOJIbHbIE Knaccol [ 1, [! 1, [~ 1).MyTb (B TOM Uncne cogepkalimni
Macky) AosKeH ObITb abCONOTHBIM.

HeobszatenbHas onuus; MoXeT HbITb ykazaHa 6osee ogHOro pasa.

--TransferListenAddress <adpec> — agpec, NPOCayLINBaEMbI AN1A
npvemMa bannos, nepesaBaembix Ha MPOBEPKY YAaNeHHbIM YCTPOCTBOM.

HeobsazatenbHas onuus. Ecam He ykasaHa, ncnoab3yercs
NPOV3BOJIbHbIA aspec.

--TransferListenPort <nopm> — MOpPT, NPOCAYLUNBAEMbIV A/1A
npviema Gannos, NnepesaBaemMbIx Ha NPOBEPKY YAANEHHbBIM YCTPONCTBOM.

HeobszatenbHas onuus. Ecam He ykasaHa, UCMoab3yeTcs CyYalHbln
nopr.
--TransferExternalAddress <adpec> — ajpec A nepesayu
dannoB Ha NpoBepky, COOOLLAEMbIN yAaNeHHOMY YCTPONCTBY.

Heobs3aTenbHas onuus. Ecaim He ykasaHa, UCMO/Ib3yeTcs 3HaYeHue
onuumn —--TransferListenAddress, MMHO NCXOAALLNIA afpec yXKe
YCTaHOBJIEHHOW Ceccum.

--TransferExternalPort <nopm> — nopT Aas nepejaym dannos Ha
npoBepky, COObLLaEMbIN yaaneHHOMY YCTPOMCTBY.

HeobszatenbHas onuus. Ecam He ykasaHa, Mcrnoab3yeTcs nopr,
onpeaeneHHbI aBTOMaTUYeCKN.

--Forcelnteractive — MUCNONb30BaTb MHTEPAKTMBHYIO ceccnto SSH
(TonbKO Ans metoda noakatoueHms SSH).

HeobszamenvHas onyus.

HasHaueHue: 3agaTb HaCTPOWMKN CY>KEOHOTO KOMMOHEHTa yrpaB/ieHns
ouepegamum nucem Dr.Web Mail Quarantine.

AprymeHTbl: Her.

onuum

—--Show — MoOKa3aTb yKa3aHHY oyepesb coobLleHni. TpebyeT ykazaHus
onuuu —-Queue. Vicnonb3yliTe BbI30B:

$ drweb-ctl mailquarantine --Queue <Oqepeab> --Show

—--Stat — nokasaTb CTaTUCTUKY BCEX OUYEpPesen COObLLEeHNN;

—-Flush — NOCTaBUTb OTJIOXEHHbIe COOBLLEHNSA N3 YKa3aHHOW ouepesm
B ouepesb AN HeMeaeHHOW obpaboTku. TpebyeT ykazaHua onuumn —-
Queue. icnonb3yliTe BbI3OB:

$ drweb-ctl mailquarantine --Queue <0qepe6b> --Flush

—--CheckHealth — NpoOBepUTbL COrNMAcOBaHHOCTb B Ha3e JaHHbIX
COObLEeHN;

--FixHealth — ncnpaBuTb OLWINOKM COrNacoBaHHOCTM B Hase faHHbIX
COObOLEeHN;
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KomaHpa OnucaHue

-g [--Queue] <oyepedb> — yKazaTb oyepesb COOOLEHWI, Haz
KOTOpOW ByayT NPOU3BOAMTLCA OMnepaLun.

Bo3MoOXHble 3HaUeHus:

e SmtpFresh — COOBLEHNS, OXMUAAOLLME NPOBEPKM B PEXMME
SMTP;

e SmtpAccepted — cOObLLEHMSA, MPOBEPEHHbBIE U NMPUHATbIE B
pexume SMTP;

e BccFresh — coobueHms, oxungarolme nposepkn B pexxume BCC;

e BccAccepted — cOOOLEHMS, MPOBEPEHHbIE N NMPUHATLIE B PEXUME
BCC.
-1 [--Limit] <4ucn0> — MaKkCUMManabHOE KONMYECTBO OTOBOparkaeMbIx
coobLeHnI 13 BbIBpaHHON oyepeau.

—-d [--Debug] — BbIBECTW Ha 3KpPaH pacLUMPeHHbIe ANarHOCTUYECKME
COObLLEeHMS BO BPEMS BbINOJHEHWUSA YKa3aHHON KOMaHAbl. He nmeeTt
CMbicna 6e3 ykasaHusa KOMaHZabl. Vicnonb3yiTe BbI30OB:

$ drweb-ctl mailquarantine <komaHoa> -d
Mpumepbl
1. YT0ObI NOKa3aTb 3/1eKTPOHHbIE COOBLLEHWS, OXMAAtOLLME MPOBEPKN B

pexxume SMTP, BbINONHNTE KOMaHAY:

$ drweb-ctl mailquarantine -g smtpfresh --show

MpvIMepHbIN pe3y/ibTaT BbIMOAHEHWS KOMaHAbI:

ID: 78541

Sender:

Recipients: buy@drweb.com

Deferred: until 2025-Feb-26 12:32:01
ID: 78534

Sender:

Recipients: pr@drweb.com

Deferred: until 2025-Feb-26 12:37:02

2. YTO6bI NEpeMecTnTb COOBLLEHNS, OXMAAIOLLME MPOBEPKUN B PEXNME
BCC, B ouepesb a5 HeMeaNneHHOM 06paboTKK, BbIMONHUTE KOMaHAY:

$ drweb-ctl mailquarantine -g bccfresh --flush

MpvIMepHbIN pe3y/ibTaT BbIMOAHEHWS KOMaHAbI:

Flushed 2 entries
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9.2.3.2. KomaHab! ynpaBsieHUs yrpo3aMmm U KapaHTUHOM

ﬂ,OCTyI'IHbI cnefyrouime KoMaHAabl ynpaBaeHna yrpo3aMm n KapaHTUHOM:

KomaHga

threats
[ <Belicmeue> <0bvekm> |

OnucaHue

HasHaueHwue: BbinonHUTL yKazaHHOe AelcTBME C OBHapPY>KEHHbIMU paHee
yrpo3amu no ux ngeHtneourkatopam. Tun JeicTBUs onpesensieTcs
yKa3aHHOW onuuen KoMaHAbl.

Ecnun pelictBre He ykazaHo, TO BbIBECTW Ha 3KpaH MHPopMaL Mo 06
06Hapy>XeHHbIX, HO He 06e3BpeXeHHbIX yrpo3ax. MIHpopmauus 0b
yrpo3ax BbIBOAUTCA B COOTBETCTBUM C GOPMATOM, 3aaHHbIM
Heobs3aTesbHOM onuuneln --Format. Ecam onuns --Format He ykasaHa,
TO /181 KaXKA0W yrpo3bl BbIBOAUTCA Cledyrolas MHbopMaLms:

* NAeHTUPMKATOP, NMPUCBOEHHBIN Yrpo3e (MopasKOBbIA HOMEP);
® MOJIHBIV NYyTb K MHGMLMPOBaHHOMY dany;

e nHbopMauusa 06 yrpose (MMs, TUMN MO KaaccMpukaLmm KoMnaHum
«[lokTop Beb»);

e MHPOpMaLMa O paine: pa3mep, NoAb3OBaTENb-BAALENEL, AaTa
nociaesHero U3MeHeHus;

® UCTOPUA JENCTBUIM C MHOULIMPOBaHHbLIM GaiioM: OBHapyXeHwe,
NPVMEHABLUMECA JENCTBUA U T. M.

AprymeHTbl: Her.

Onuumn

--Format "<cmpoka gpopmama>" — BbIBOAUTb MHbOPMaLMIO 06
yrposax B ykazaHHoM ¢opmate. OnncaHune ctpokm Gopmata NpuBeLEHO
HUXKe.

| Ecnm 31a onums ykasaHa COBMECTHO C 1060 13 OMLUiA-
: [EeNCTBUIA, OHa UTHOPUpPYETCA.

-f [--Follow] — OXWAaTb MNOCTYMAEHUS HOBbIX COOBLLEHNN 06
yrpo3sax v BbIBOAUTb nx cpasy npu noctynaeHmn (CTRL+C npepbiBaet
oXuaaHue).

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ 1t06oin 13 onuni-
: LEeNCTBUI, OHa UTHOPUPYETCH.

—-—-Cure <CNUCOK y2p03> — BbINMOJHWUTb MOMbITKY e4YeHNs
nepeyYnciaeHHbIX yrpo3 (MAeHTMdMKaTOpbl Yrpo3 MepeymncaaroTcs Yyepes
3anAaTyo);

--Quarantine <CNUCOK y2p03> — BbINOJHUTL NepemMeLleHne B
KapaHTUH NepeyYncaeHHbIX Yrpo3 (MAeHTU MKATOPbl YIPO3 NepeymnciaroTcs
yepes 3anAaTyto);
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OnuncaHue

--Delete <CNUCOK y2p03> — BbINOJHUTb YAaNeHVe NepeuncieHHbIX
yrpo3 (MaeHTndurKaTopbl Yrpo3 NepeymncaatoTca Yyepes 3anaryro);

—--Ignore <CNUCOK y2p03> — WUFHOPUPOBAaTb NepeYncaeHHble yrpo3bl
(naeHTdMKaATOPLI YTPO3 NEPEUNCASAIOTCA Yepes 3anAaTyto).

Ecnun Tpebyetcs NprMeHUTb AeCTBNE KO BCEM OBHapPY>KEHHBIM Yrpo3am,
BMECTO <CNUCOK yepo3> ykaxuTte Al1l. Hanpumep, KOMaHzaa:

S drweb-ctl threats --Quarantine All

nepemeLLaeT B KapaHTUH BCe OBHapy>KeHHble 06BEKTbI C yrpo3amu.

--Directory <CNUCOK Kamasaoz208> — BbIBOAUTb TOJNbKO T€ Yrpo3bl,
KOTOpble OblNM 06Hapy>KeHbl B dhainax B Kataaorax us
<cnucka kamasnozoe>.

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ 11060 13 onuni-
: [EeCTBNI, OHa UTHOPUPYETCH.

HasHaueHue: [TpyMeHNTb feCTBME K YKa3aHHOMY OObEKTY,
HaxoAsLLEeMyCsi B KapaHTUHE.

Ecnn pelictBre He ykazaHo, TO BbIBECTW Ha 3KpaH MHPOpMaL Mo 06
06beKTax, HAXOAALMXCSA B KaPaHTUHE, C YKa3aHNeM UX AEHTUOUKATOPOB
1 KpaTkon nHbopMaLmm 06 NCXoAHbIX dalinax, NepemelLeHHbIX B
KapaHTWH. VMIHdopMaLuma 06 n30anMpoBaHHbIX 06bekTax BbIBOAUTCS B
COOTBETCTBUU C HOpPMaTOM, 3aZ,aHHbIM Heobs3aTeIbHOW onuueln —-
Format. Ecam onumsa —-Format He yka3aHa, TO AN KaX0ro
N30/IMPOBaHHOrO 0OBbEKTa BbIBOAUTCA Cledyrolas MHbopmaLms:

° I/I,CI,eHTI/Iq)I/IKaTOp, I'IpI/ICBOGHHbII‘/II N30NNPOBAHHOMY O6'b6KTy B
KapaHTnHe,

® UCXOAHBIV NyTb K darny, nepemMeLeHHOMY B KapaHTUH;
e /aTa nepemelleHns Gaiina B KapaHTUH;

e MHPOpMaLMa O paine: pa3mep, NoAb3OBaTeNb-BAALENEL, AaTa
nociaesHero U3MeHeHus;

e nHbopmauma 06 yrpose (MM, TUN MO KnaccupukaLmm KOMnaHum
«[lokTop Beb6»).

AprymeHTbl: Her.

Onuumn

--Format "<cmpoka ¢popmama>" — BbIBOAUTb NHOPMaLUo 06
ob6bekTax, HaxoAALMXCA B KapaHTUHe, B ykazaHHOM popmate. OnuncaHune
CTPOKM PpopmMaTa NpUBEAEHO HIXKE.

| Ecnm 31a onums ykasaHa COBMECTHO C 1IF060M 13 OMLUiA-
: [EeNCTBUIA, OHa UTHOPUpPYETCA.
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-f [--Follow] — OXWAaTb MNOCTYMIEHUS HOBbIX COOBLLEHNN 06
yrpo3sax v BbIBOAUTb nx cpasy npu noctynaeHmnn (CTRL+C npepbiBaet
oxXuaaHue).

| Ecnv 3Ta onums ykasaHa COBMECTHO ¢ t060oin 13 onuni-
: LEeCTBUI, OHa UTHOPUPYETCH.

-a [--Autonomous] — 3anyCTUTb aBTOHOMHbI 3K3eMnAap
KoMMoHeHTa npoBepku pannos Dr.Web File Checker ana BbinonHeHus
3a/jlaHHOrO AeCTBUA C KapaHTUHOM, 3aBepLUnB paboTy KOMMOHEHTa nocse
OKOHYaHWA JeNCTBUA.

OTa onums MOXET BbITb MPVYIMEHEHa COBMECTHO C 1060 13 OnLmA,
yKa3aHHbIX HUXe.

--Discovery [<Chucok kKamasao2o8>,] — npon3BecTn NOUCK Katasioros
KapaHTVHa B YKa3aHHOM CNK1CKe KaTaaoroB u AO6aBI/ITb X K
KOHCONMMANPOBAaHHOMY KapaHTHY B C/ly4dae O6Hapy)K6HI/Iﬂ. Ecam

<CNhUCOK KamaJsioeoe > He yKa3aH, TO NMpPpon3BeCTn NONCK KaTaaoros
KapaHTWHa B CTaHAAPTHbIX MeCTax c|>a|7u10|30|7| CNCTEMbI (TO'«IKI/I
MOHTUPOBAHNA TOMOB U JOMalLUHWE KaTaorn HOﬂb3OBaTeﬂ6ﬁ).

OTa onums MOXET BObITb YKazaHa COBMECTHO He TOJIbKO C Oonuuen -a
(-—Autonomous) (CM. BbILLE), HO U C NHOBON N3 ONUMIA-AENCTBUN,
rnepeyncneHHbix Huxe. bonee Toro, eciv KoMaHza quarantine
3anyckaeTcs B pexkvMe aBTOHOMHOTIO 3K3eMMaspa, T. €. C onuuen -a
(--Autonomous), HO 6€3 onuum —-Discovery, TO 3TO PaBHOCU/IbHO
BbI30BY:

quarantine --Autonomous --Discovery

--Delete <06bekm> — yAanuUTb yKa3zaHHbIN 0OBEKT, MOMELLEHHbIN B
KapaHTWH.

if YpaneHne o6bekTa, MOMELLEHHOTO B KAPaHTUH —
: HeobpaTnMas onepauus.

--Restore <06bekmM> — BOCCTaHOBMWTb yKa3aHHbIM OOBbEKT 13
KapaHTVHa B UCXO4HOE MecTo.

@ [ns BbINONHEHWNA 3TOro AeNCTBMSA MOXET NnoTpeboBaThCs,

: yTObbl drweb-ctl 6blia 3anyLeHa OT UMEHM
cynepnonb3oBatens (mosb3osartens root). BocctaHoBUTb
dalin 13 KapaHTMHa MOXHO, AiaXe ecnn OH
NHOVLMPOBaH.

--Cure <06bekm> — MomnbITaTbCA BbIIEYUTb YKa3aHHbIA OOBbEKT B
KapaHTUHe.
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@ [axe ecnm o6bekT Bbl1 YCNELIHO BbIEYEH, TO OH BCE

: paBHO OCTaHeTCA B KapaHTuHe. [lns nssneyeHns obbekTa
13 KapaHTMHa BOCMOJIb3yMUTeCh OMLMEN BOCCTAHOBIEHNS
—-—-Restore.

--TargetPath <nyme> — BOCCTaHOBUTb OOBEKT U3 KapaHTMHa B
yKazaHHOe MecTO: Kak $alin ¢ ykasaHHbIM UMEeHeM, eCi <nyme> — 3TO
nyTb K Gaiay, AN B yKasaHHbIA KaTanor (eciv <nyme> — 3TO NyTb K
kaTanory). MoxeT BbITb yKka3aH Kak abCONOTHbIN NyTb, TakK 1
OTHOCUTENbHbIV (OTHOCUTENBHO TEKYLLEro KaTanora).

| Onuywms MPUMEHAETCA TOJIbKO COBMECTHO C onuuen
BOCCTAaHOBJIEHNA ——Restore.

B kauectBe <06bekm> ncnonb3yerca naeHTnduKaTop obbekTa B
KapaHTuHe. Ecnmn TpebyeTca NpMMeHUTb JelcTBUe KO BceM O6beKTaM,
HaxoAALLMMCA B KapaHTMHe, BMECTO <obbekm> ykaxute A11. Hanpumep,
KoMaHza

$ drweb-ctl quarantine --Restore All --TargetPath test

BOCCTaHaB/IMBAET U3 KapaHTUHa BCe MMELMeCa B HEM 06beKTbl,
nomMeLlaa nx B nogkatanor test, HaXOAﬂLLU/II?ICﬂ B TeKyLleM KaTtanore, 13
KOTOpOro 3anyuieHa kKomaHga drweb-ctl.

| Ecnn ana BapnaHta --Restore All yka3aHa
: [AOMNOJIHUTENbHAs onuusa --TargetPath, TO OHa

[OJKHA 3afaBaTh NyTb K KaTanaory, a He K dary.

dopmaTpoBaHHbIU BbIBOA, AaHHbIX ANA KOMaHp, threats n

quarantine

dopmart BbiBOAA 3ajaeTCA CTPOKOM dopmaTa, yKazaHHOW B KauecTBe aprymeHTa Heobs3aTelbHOM
onumn --Format. CTpoka popmata 0b6s3aTesIbHO yKa3biBaeTca B kaBblvkax. CTpoka dopmaTa
MOXKET BKrOUaTh B cebs Kak 06blUHble CMBObI (ByAyT BbiBEAEHbI Ha 3KPaH «Kak eCTb»), Tak U
cneumanv3npoBaHHble MapKepbl, KOTOpble NPUY BbiBOAE ByAyT 3aMeHeHbl Ha COOTBETCTBYHOLLYHO
nHbopmauuto. JoCTynHbl cnegyrolimne Mapkepbi:

1. Obuwme ans KOMaHA threats U quarantine:

Mapkep

${n}

s{t}

OnwucaHune
MNepeBog CTPOKK

Tabynauus

PyKOBOACTBO noJsib3oBarena
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Mapkep
%{threat name}

s{threat type}

S{size}
${origin}
S{path}

{ctime}

S{timestamp}
%{owner}

${rowner}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune
ViMs 0BHapy>keHHOW yrpo3bl no knaccuburkalmm komnaHum «oktop Beb»

Tun yrpo3sl (<known virus» u T. 4.) No KnAaccudukaLmm KomnaHmm «Jloktop
Beb6»

Pa3mep ncxogHoro daiina
MosnHoe nms ncxogHoro daiina c nytem
CWMHOHUM % {origin}

[Jata/Bpema mogudmkaummn ncxogHoro Gaina B opmate "%Y-%b-%d %H:%
M:%S" (Hanpumep, "2018-Jul-20 15:58:01")

To xe, uTo 1 ${ctime}, HO B popmaTe BpemeHun Unix timestamp
Monb3oBaTenb-BRageneL, NCXoaHoro daina

yAaHEHHbIVI NnoJib3oBaTte/Jib-Baajgenel, NCXoa4HOoro c|>a|7u1a (ecnm He NPpUMeHNMO
WAV 3HAYEHME HEM3BECTHO — 3aMeHAEeTCA Ha ?)

2. Cneuyundunyeckme ana KOMaHAbl threats:

Mapkep OnucaHue
s{hid} ViaeHTndmrkatop 3anmcy o6 yrpose B peectpe NCTopum COBbITUIA, CBA3AHHbIX C YrPO30ii
s{tid} NaeHtudukatop yrposbl

s{htime}  Narta/spemsa cobbiTUS, CBA3AHHOIO C YrpO30ii

s{app} NpeHTtnounkatop komnoHeHTa Dr.Web Desktop Security Suite, obpaboTtasLuero yrposy

s{event} MocnegHee cobbiTue, CBA3aAHHOE C YrPO30N:

e FOUND — yrpo3a 6bisa 06HapyxeHa;

e CURE — yrpo3a bbl/ia BblleyeHa;

e QUARANTINE — dalin C yrpo3ou 6bin nepemMeLleH B KapaHTUH;

e DELETE — dalin c yrpo3ou 6bin yaaneH;

e IGNORE — yrpo3a 6bl1a NpoUrHopupoBaHa;

e RECAPTURED — yrpo3a 6bina obHapyeHa ApYrMM KOMMOHEHTOM

s{err} TekcT coobuieHns 06 owmnbke (ecv OLIMBKN HET — 3aMeHSIeTCS Ha MYCTYHO CTPOKY)

3. Cneunduryeckme ans KOMaHAbl quarantine:

Mapkep

5{gid}

OnuncaHue

NaeHTndurkaTop 0bbeKTa B KapaHTUHE

PyKOBOACTBO noJsib3oBarena
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Mapkep
${gtime}

%{curetime}

%{cureres}

Mpumep

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue
[ata/Bpems nepemelleHns obbekTa B KapaHTUH

,ﬂ'aTa/BpEMﬂ MOoNbITKN iIeveHnA O6'b6KTa, nepemMeleHHOro B KapaHtunH (ECJ'II/I He
NPUMEHNMO WUin 3Ha4YeHNe HEN3BECTHO — 3aMEHAETCA Ha ?)
Pe3yanaT MOoNbITKN IeveHNA O6'b6KTa, nepemMeLlleHHOro B KapaHTnH:

e cured — yrpo3a BblJeYeHa;

e not cured — yrpo3a He BbleYeHa MO0 MOMbITOK JIEUEHNS He
NpPOV3BOANIOCh

$ drweb-ctl quarantine —--Format "{%{n} %{origin}: %{threat name} - %{gtime}%

{n}}"

ﬂ'aHHaﬂ KOMaHJa BbIBEAET COAEPXKMNMOE KapaHTUHa B BLAE 3anuvcen cheayrouiero smnaa:

{

<nyme K paliny>: <ums yepossl> — <0ama hnepemeujeHus 8 KapaHmMuH>

}

9.2.3.3. KomaHab! ynpaBsieHna KoHUrypaumen

[JocTynHbl cregyrolne KOMaHAb! ynpaBaeHnsa KOHPUrypaumen:

KomaHga

cfset

OnuncaHue

HasHaueHwue: /I3MeHNTb akTUBHOE 3HaYeHne YKa3aHHOTo

<cekyusa>.<napamemp> <3Ha4eHUe> napameTpa TeKkyLlen koHdurypaumm Dr.Web Desktop Security

Suite.

AprymeHTbl

o <cekyus> — UMs ceKunm KoHburypaumoHHoro daina, B
KOTOPOW HaxoAMTCA U3MeHseMblin napameTp. Oba3atenbHbIn
apryMeHT.

e <napamemp> — VIMS U3MEHSEMOTO MapamMeTpa.
Obs3aTeNbHbIN apryMeHT.

e <3Ha4yeHUe> — HOBOe 3HauyeHe napameTpa. ObsA3aTe/bHbIN
aprymeHr.

PyKOBOACTBO noJsib3oBarena
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KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

| [ns 3agaHna 3Ha4YeHWa NapameTpoB Bceraa
: ncnonbsyetcs dopmat

<Cekyusa>.<napamemp > <3HadyeHue>, 3HaK
npuceBaBaHMA = HE NCMNONb3YETCA.

Ecan Bbl XOTUTE 33aTb HECKO/IKO 3HAUYEHWN
napameTpa, TO HYy>XHO NMOBTOPUTb BbI3OB
KOMaHZAbl cfset CTONIbKO pas, CKONbKO
3HauYeHWI NapameTpa Bbl XOTUTE J00aBUTD.
Mpw aTOM Ana Ao6aBaeHNA HOBOrO 3HaUYeHWs
B CMWCOK 3HaYeHNn napameTpa Heob6XoANMO
MCMNONb30BaTb ONUMIO —a (CM. HMXe). Henb3s
yKa3blBaTb B Ka4eCTBe aprymeHTa
nociaeAoBaTeNbHOCTb

<napamemp> <3HadyeHue 1>, <3Ha4YyeHue 2>,
Tak Kak CTpoKa

"<3HayeHue 1>, <3Ha4yeHue 2>" BypeT
CUMTaTbCA eAVHbIM 3HaUYeHNeM napameTpa
<napamemp>.

OnucaHne KoHdUrypaLmoHHoro dGanna
JLOCTYMHO B pa3zene [puioxkenHue [.
KoHdurypaumonHbi dann Dr.Web Desktop
Security Suite, a Tak>e B JOKyMeEHTaL W
man 5 drweb.ini.

onuumn

-a [--Add] — He 3aMeH#ATb TeKylLlee 3HaYeHne napameTpa, a
£,06aBNTb YKa3aHHOEe 3HayeHne B CNUCOK 3HaYeHU napamMeTpa
(ZOMYCTMMO TONIBKO AJ/151 MapaMeTPOB, KOTOPbIE MOTYT UMETb
CMNCOK 3HaueH ). Takxe 3Ty Onumo HeobXoAMMO
MCnob30oBaTh A/ A06aBAEHWS HOBbIX FPYMM NapaMeTpoB C
TErom.

-e [--Erase] — He 3aMeHATb TeKyllee 3HaUeHne
napameTpa, a yAa uTb YKazaHHOE 3HaueHue 13 ero Crnmcka
(BOMYCTMMO TOJIbKO AJ/15 MAapPaMeTPOB, KOTOPbIE UMEHDT CMNCOK
3HAYEHUN).

-r [--Reset] — cbpocuTb NapamMeTp B 3HaYEHME MO
YMONYAHWNIO. <3HA4YeHue> B 3TOM C/y4Yae B KOMaHAe He
YKa3bIBaETCA, @ eC/IM YKazaHO — UTHOPUPYETCs.

Onuun He ABAAOTCA 0b6sA3aTeNbHbIMU. ECIM OHW He yKa3aHbl, TO
Tekyllee 3HayeHWe napameTpa (B TOM UMCe CUCOK 3HAYEHW)
3aMeHAeTCA Ha yKa3zaHHOe 3HauveHue.

,ﬂ'flﬂ CEKLLMVI, OonncbiBavOWUX nHAMBYAYaIbHbIE NapaMeTpbl ,
npuMeHeHne onumn —r NpMBOAUT K 3aMeHe 3Ha4eHUnA

PyKOBOACTBO noJsib3oBarena
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cfshow

[ <cekyua> [ . <napamemp>1 ]

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

napamMeTpa B I/IH,CI,I/IBI/IAyaJ'IbHOI\/II cekunn Ha 3Ha4veHue,
YKa3aHHOe y COOTBETCTBYHOLLEro «poanTe/IbCKOro» rnapamMeTpa
B CeKunnM HaCcTpoekK KOMIMOHEHTa.

| [nsa BbINONHEHWA 3TOW KOMaHAbl TpebyeTcs,
: yTo6bl drweb—-ctl 6blia 3anyLleHa OT UMEHM

cynepnonb3oBatens (mosb3osartens root). [Npw
HeobX0ANMMOCTU NCMOb3YMTe KOMaHAbl su
nnn sudo.

HasHaueHwue: BbiBeCTV Ha 3KkpaH NapameTpbl TekyLlen
koHpurypaumm Dr.Web Desktop Security Suite.

[ns BbIBOZa MapamMeTpoB MO YMOYAHUIO NCMONb3yeTca
dopmat <cekyus>.<napamemp> = <3HayeHue>. CeKLUN U
napameTpbl He YCTaHOBNEHHbIX KOMMOHEHTOB MO YMOJYaHNIO
He BbIBOAATCS.

AprymeHTbl

o <cekyus> — UM CeKLUN KoHbUrypaumoHHoro darina,
napameTpbl KOTOPOW HY>XHO BbIBECTW Ha 3KPaH.
HeobszatenbHbi aprymeHT. ECin He ykasaH, TO Ha 3KkpaH
BbIBOAATCA MapaMeTpbl BCEX CEKLMN KOHOUTYPALIMOHHOTO
danina.

e <napamemp> — MS BbIBOAVMOrO napameTpa.
Heob6s3aTenbHbl aprymeHT. ECin He ykasaH, BbIBOAATCA BCe
napamMeTpbl yKa3aHHOW CEeKLUK, B MPOTUBHOM Clyyae
BbIBOAMWTCS TONIbKO 3TOT napameTp. Ecav ykasaH 6e3 nmeHn
ceKkLMK, TO BbIBOAATCA BCE BXOXAEHMA 3TOro napameTpa BO
BCE CEeKLUN KOHbUrypaumnmoHHoro daiina.

onuumn

—--Uncut — BbIBECTV Ha 3KpaH BCe NapameTpbl
KOoHbUrypaLmm, a He TONbKO Te, KOTOPbIE UCMOb3YHOTCS
TeKyLLVM YCTaHOBJIEHHbIM HabOPOM KOMMOHEHTOB. Ecin He
yKa3aHo, TO BbIBOAATCA TOJIbKO T€ MapameTpbl, KOTOpble
MCNONb3YHOTCA NMEROLMUMUCA KOMMOHEHTaMW.

—--Changed — BbIBECTW TOJIbKO T€ NMapameTpbl, 3HaYEHNs
KOTOPbIX OT/AINYAKOTCSA OT 3HAUEHWI MO YMONYaHWIO.

—--Ini — BbIBECTU 3HaYeHUs napameTpoB B popmaTe parina
.1ini: cHayana B OTAE/NbHOM CTPOKE BbIBOAUTCA UMS CeKLMN,
3aK/ItoUeHHOe B KBaApaTHble CKOHKM, Mocae Yero napamerpsbl,
npuvHagaexallume cekLmnm, NepeduncaroTca B BuAe nap
<napamemp> = <3Ha4yeHue> (MO OAHOMY B CTPOKe).

—--Value — BbIBECTV TOJIbKO 3HAUYEHWE YKa3aHHOTO
napameTpa. B aToM cnyyae aprymeHT <napamemp >
obdAzaTeneH.

PyKOBOACTBO noJsib3oBarena
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KomaHnpa OnucaHue

reload HasHaueHue: [Mepe3arpy3untb koHpurypaumto Dr.Web Desktop
Security Suite.

Mpw 3TOM AeMOH ynpasaeHus KoHdurypauwmein Dr.\Web
ConfigD BbINoONHAET Creaytolime AeACTBUSA:

e MepeunTbiBaeT KOHOUIYPALIMIO U PacCbIaeT ee U3IMEHEHUS
BceM komnoHeHTam Dr.Web Desktop Security Suite;

e nepeoTkpbiBaeT xypHan Dr.Web Desktop Security Suite;

e 3anyckaeT KOMMOHEHTbI, UCMOAb3YHOLLME BUPYCHbIe 6a3bl
(BkNFOUAA aHTUBMPYCHOE A4PO0);

e MbITAeTCsA 3aMyCTUTb KOMMOHEHTbI, paboTa KOTOpbIX Oblia
HeLUTaTHO 3aBepLUeHa.

AprymeHTbl: Hert.

Onuwuu: Het

9.2.3.4. PaclunpeHHble KOMaHAbl

B aTom pasaene

e KomMaH/bl ynpaBaeHua obHoBAeHNEM U PabOTON B peXXUME LIEHTPAJIN30BAHHOM 3aLLUThI

e /IHbOpPMALIMOHHbIE KOMaHAbI

9.2.3.4.1. KomaHabl ynpaBneHna ob6HoBneHuem u pabotoi B
peXXnme LeHTPaM30BaHHOMN 3alUThI

[JocTynHbl cregyrowne KOMaHAbl ynpasaeHns obHoBeHEeM 1 paboTon B pexrme
LleHTPaNN30BaHHON 3aLUMnThbI:

KomaHga OnucaHue

update HasHaueHue: IHVLMMpoBaTh NPOLECC OOHOBAEHUS aHTVUBMPYCHbIX
KOMMOHEHTOB (BMPYCHbIX 6a3, aHTMBMPYCHOTO AApa 1 NpoYux, B
3aBUCMMOCTM OT MOCTaBKW) C CepBepPOB OBHOBAEHNI KOMMaHWK «[loKTop
Beb6», npepBaTh y>e 3anyLieHHbI NpoLecc 06HOBAEHUS UAN OTKATUTb
pe3y/ibTaTbl MOCNeAHEr0 OOHOB/EHNS, BOCCTaHOBMB MpPeAblAyLLne BEPCUM
0BHOB/IEHHbIX halinoB.

| KomaHga He nmeet addekta, ecnm Dr.Web Desktop
Security Suite paboTaet nog ynpasaeHviem cepsepa

LLEHTpa.I]VIBOBaHHOI‘/JI 3alnThbl.

AprymeHTbl: Her.

PyKOBOACTBO nonb3oBaTtend
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esconnect
<cepsep> [ : <nopm>]

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

onuum

—--Stop — npepBaTh yXe UAyLLMI NpoLLecc 06HOBAEHMS.

--Rollback — OTKaTUTb NociesHee 06HOBEHVE U BOCCTAHOBUTb
nocnesHne coxpaHeHHble KOnun 0B6HOBAEHHbIX GalinoB.

-—-From <Nnyme> — BbINOJHUTb OOHOBJIEHME U3 YKa3aHHOrO KaTasora
6e3 NoAK/IOYEHUS K MHTEPHETY.

--Path <nyme> — COXPaHWUTb B yKa3aHHbIV KaTanor Gpanbl, KOTopble
6yAyT NCnoNb30BaTbCs A/ OOHOBAEHWS 6€3 NOAKAUEHNS K UHTEPHETY.
Ecnv B 3TOT KaTanor yxe 6bia1n 3arpy>keHbl Ganibl, TO OHW ByayT
OBHOBAEHDI.

HasHaueHue: Moakntounts Dr.Web Desktop Security Suite k ykazaHHOMY
cepBepy LieHTpann3oBaHHOM 3awmTbl. O pexxrmMax paboTbl CM. B pa3sene
PexxvMbl paboTbl.

AprymeHTbl

e <cepgep> — IP-agpec nan nms y3na B CeTH, Ha KOTOPOM pacrnoaaraeTcs
cepBep LieHTpanm3oBaHHOW 3awmnTbl. O6s3aTeNbHbIA apryMeHT.

e <nopm> — HOMep NopTa, NCMONb3yEMOro CEPBEPOM
LeHTPaAN30BaHHOM 3alUnTbl. HeobsA3aTeIbHbIM apryMeHT, yKa3blBaeTcs
TOJIbKO B C/lyyae, ecu CepBep LEHTPaANN30BaHHOW 3aLLUTbl UCMONb3YET
HecTaHAaPTHbIV NOPT.

onuum

--Certificate <nyme> — nyTb K danny ceptndukata cepaepa
LeHTPaAn30BaHHOM 3aLL1Tbl, K KOTOPOMY NMPON3BOAUNTCS NMOAKIHOYEHNE.

--Login <ID> — noruH (ngeHtndurkatop pabouen ctaHumm) ans
NOAKIHOUYEHNS K CEPBEPY LLeHTPaIM30BaHHOM 3aLUThI.

--Password <Napo/ib> — Napob ANS NOAKIHOUEHNS K CEPBEPY
LLleHTPaNN30BaHHOW 3aLUThI.

--Compress <On|Off> — NpUHYAUTENBHO MHULMNPOBATL CKaTne
nepegaBaembIx faHHbIX (On) uan 3anpetutb ero (O£ f). Ecam onuma He
yKa3aHa, UCMoJ/Ib30BaHMe CKaTua OnpeaenseTca CepBepoOM.

--Encrypt <On|Off> — NpuUHyAUTENBHO NHULIMMPOBATL LWNPPOBaHME
nepeaaBaembIx faHHbIX (On) uan 3anpetutb ero (O£ f). Ecam onuma He
yKa3aHa, UCMoJsib30BaHMe WNPPOBaHNS OMpesenseTcs CepBEPOM.

—--Newbie — NOAKIOUYNTLCA KaK «HOBUYOK» (MOSYUNTb HOBYHO YUYETHYHO
3anncb Ha cepeepe).

--Group <ID> — uaeHtndunkaTop rpynnbl Ha cepeepe, B KOTOPYHO
cnesyeT NOMeCTUTb Pabouyro CTaHLMIO NMPW MOAKAOYEHMN. YKa3blBaeTCs
TOJIbKO COBMECTHO C Onuuen —-Password.

--Rate <I/D> — ngeHTndukaTop TapuPHOWM rpynnbl, KOTOPYH caeayeT
NPUMeHNTb K pabouei CTaHLMM NPK ee BKIKOYEHWUW B TPYNMy Ha cepBepe

PyKOBOACTBO noJsib3oBarena
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esdisconnect

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

LEHTPa/IM30BaHHOW 3aLLMThI. YKa3bIBAETCA TOJIbKO COBMECTHO C OMLuuel
--Group.

--CfgFile <nyme> — NOAKIOUUTLCA K CEPBEPY LIEHTPaIM30BaHHOM
3aLUUTbI, UCMOAb3YS KOHOUTYpPaLNOHHbIV daiin C HacTporKamm
COesHEHNS.

| [nsa BbINONHEHMA 3TOW KOMaHAb! TpebyeTcs, UTobbl
: drweb-ctl 6blia 3anyLieHa OT UMeHU

cynepnonb3oBatens (mosb3osartens root). [Npw
HeobX0ANMOCTM UCMOb3YMNTe KOMaHAbl su WK sudo.

HasHaueHue: OTntounts Dr.Web Desktop Security Suite ot cepBepa
LEeHTPaAN30BaHHOM 3aLLTbl U NMEPEBECTUN €ro B aBTOHOMHbI PEXUM
paboThbl.

| KomaHga He nmeet addekra, ecnm Dr.Web Desktop
Security Suite y>xe paboTaeT B aBTOHOMHOM pPexXume.

AprymeHTbl: Her.

Onuywuwm: Hert.

| [ns BbINOAHEHWNA 3TOW KOMaHAbl TpebyeTcs, UTOObI
: drweb-ctl bbina 3anyLeHa oT UMeHK

cynepnonb3oBatens (nosb3osartens root). [Npw
HeobXoAMMOCTN UCMOb3YNTE KOMaHAbl su UK sudo.

9.2.3.4.2. NndopmMaLMOHHbIEe KOMaHAbI

[ocTynHbl cnegytowne MHPOPMALMOHHbIE KOMaHAbI:

KomaHga

appinfo

OnucaHue

HasHaueHwue: BbiBecTu Ha 3kpaH nHGOpMaLmMio O paboTaroLLmx
komMnoHeHTax Dr.Web Desktop Security Suite.

[nda Kaxxaoro 3anyL,eHHOro KOMMOHeHTa BbIBOAUTCA ClefyroLas
nHdopmMauua:

e BHYyTpPeHHee 1MS;

e naeHTndumkatop npouecca GNU/Linux (PID);

e COCTOfIHME (3anyLLeH, OCTaHOBAEH U T. M.);

e KOZ OLKMbKK, eciv paboTa KOMMOHEHTa 3aBepLUeHa BCIeACTBUE
oLNBKY;

PyKOBOACTBO noJsib3oBarena
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OnuncaHue

e fonosiHuUTeNbHas nHGopmMaLuma (ONUMOHaNbHO);

[ns nemMoHa ynpaeneHuns koHourypaumen (drweb-configd) B
KayecTBe AOMNONHUTENbHOW MHbOPMaLIMK BbIBOAATCA:

e rnepeyeHb YCTaHOBEHHbIX KOMMOHEHTOB — Installed,

e repevyeHb KOMMOHEHTOB, 3aMyCK KOTOPbIX JOJKEH ObITb
obecneueH gemoHoM — Should run.

AprymeHTbl: Her.

onuum

-f [--Follow] — OXWAaTb MNOCTYMAEHUS HOBbIX COOBLLEHNN 06
N3MEHEHMM COCTOSHUA MOZYNEN U BbIBOAMTL MX Ha 3KpaH cpasy
npw noctynaeHnn (CTRL+C npepbiBaeT oxXuaaHne)

HasHaueHue: BbiBeCTV Ha 3KpaH MHOOPMaLMIO O TeKyLLEen Bepcun
aHTVMBUPYCHOTO sipa U COCTOAHMM BMPYCHbIX 6a3.

BboiBOAUTCA cneayroltaa MHGopmauums:

e Bepcus aHTUBMPYCHOTO A4Pa;

e JlaTa ¥ BPeMs BbiMycka UCMOb3yeMbIX BUPYCHbIX 6a3;

® UNCIO JOCTYMHbIX 3anuncein ob yrposax;

e MOMEHT MOC/EHEro YCrneLHoro 06HOBAEHNs BUPYCHbIX 6a3 v
aHTUBMPYCHOTO A4pPa;

e MOMEHT C/lefyHOLLLEero 3arnjaHpPOBaHHOTO aBTOMATUYECKOTO
obHOBNEHMA.

AprymeHTbl: Hert.

Oonuumn

-1 [--List] — BbIBECTV MOJHbIV CMINCOK 3arpy>KeHHbIX dparinos
BMPYCHbIX 6a3 AaHHbIX U YNCNO 3anncein ob yrposax B KaxZom
danne

HasHaueHwue: BbiBeCTV Ha 3KpaH COAepPXXMMOe AOBEPEHHOTrO
ceptudmkata Dr.Web, koTopslii ncnonbdyetca Dr.Web Desktop
Security Suite ana goctyna K 3alMLLEHHbIM COeANHEHUAM C LieNbto
MX NPOBEPKW, eC/IN 3Ta NPoBepKa BKJIOUYEHa B HacTpoiikax. YTobbl
COXpaHWUTL cepTudukat B dpaiin <cert name> . pem, BbINOJHUTE
KOMaHay:

$ drweb-ctl certificate > <cert_ hame>.pem
AprymeHTbl: Hert.

Onuwuu: Het

HasHaueHume: [pocmoTpeTs cobbiTna Dr.Web Desktop Security
Suite. Kpome 3T1Oro, KomMaHAa NO3BOAAET BbIMOAHUTL yripaBaeHne
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OnuncaHune
COObITUAMM (OTMETKA KaK «MPOYUTaHHbIEY, YAaNeH e).
AprymeHTbl: Hert.

onuum

--Report <mun> — TUM OT4YeTa O COOLITUAX.
Bo3moxxHble 3HaueHus:
e BRIEF — KpaTKU OTYeET;
e DEBUG — NoAPOOHbIN OTYET;
e JSON — cepuann3oBaHHbIv oTyeT B popmate JSON.

-f [--Follow] — OXWAaTb MNOCTYMNAEHUS HOBbIX COBLITUI U
BbIBOAWTb X Ha 3KpaH cpasy npu noctynaeHmm (Haxatne CTRL+C
npepbiBaeT OXMAaHNE).

--ShowSeen — nokasaTb TakXe ¥ y>Ke NpouYnTaHHble COObITUS;

-s [--Since] <dama, spemsa> — nokasblBaTb COOLITHSA,
npowusoLuesline He paHee ykazaHHOro MOMEHTa BpeMeHH
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <dama, spemsa> — nokasblBaTb COOLITHSA,
npowusoLueaLne He nosjHee ykasaHHOro MOMEHTa BPeEMEHM
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-t [--Types] <CNUCOK Munog> — nokasblBaTb COObITUA
TONIbKO NEePEYNCNEHHbIX TUMOB (TUMbl COBLITUIA MepeUncaroTca
yepes 3anATyto).

[ocTynHbl cneayrolime TUnbl COBLITUN:

e Mail — obBHapy>eHa yrpo3a B COObLLEHNN 3NEKTPOHHON
nouThbl;

e UnexpectedAppTermination — HeoOXWaaHHoOe
3aBeplueHne paboTbl KaKOro-1Mbo KOMMOHeHTa.

[nsa BbiBOZa COObLITUIA BCEX TUMOB NCMOb3YyMTE A1 1.

—--Show <cnucok cobeimuli> — BbIBECTW Ha 3KpaH
nepeynciaeHHble cobbITUs (MAEHTUDUKATOPLI COBLITUI
NepeyYncNsatoTca Yepes 3ansaTyro);

--Delete <CNUCOK cObbIMuUl> — yAanuUTb NepPeUncIeHHble
CcobbITUA (MAeHTUdMKATOPbI COBLITUI NEepeUncastoTca Yepes
3anAaTyo);

--MarkAsSeen <cnucok cobbimuli> — OTMETUTb
nepeyYncieHHble COObITUA KaK «MPOYMTaHHbIe» (MAEHTUdMKATOPI
COBbITUIN NepeYnCatoTCA Yepes 3anaTyto).

PyKOBOACTBO noJsib3oBarena
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OnuncaHue

Ecnv TpebyeTcs OTMETUTb Kak «MpOoUYnUTaHHbIe» WIN YAanuTb BCe
COObITUA, BMECTO <cnucok cobeimuli> ykaxute All. Hanpumep,
KoMaHAa

$ drweb-ctl events --MarkAsSeen All

OTMETUT KaK «MPO4YnNTaHHbIE» BCE MMEROLMeCa cobbITuA

HasHaueHue: ChopmupoBatb otveT 0 cobbiTMax Dr.Web Desktop
Security Suite B Buge ctpaHunubl HTML (Teno cTpaHuubl BbIBOAKTCA
B yKa3aHHbIV pain).

AprymeHTbl

<mun> — TN COBbITNI, ANA KOTOPbIX GOPMUPYETCA OTYET
(yka3biBaeTcs 04uH TuM). BO3MOXXHbIe 3HaYeHNsA CM. B ONUCaHUM
onuun ——Types KOMaHAbl events. Obs3aTesbHbI apryMeHT.

Oonuumn

-0 [--Output] <nyme k ¢aliny> — COXpPaHUTb OTYET B
yKa3aHHbIM dann. ObszaTenbHas onums.

-s [--Since] <0ama, 8pemMs> — BKNHOUUTb B OTUYET COOLITUS,
npowusoluesline He paHee ykazaHHOrO MOMEHTa BPeMeHH
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

-u [--Until] <0dama, 8pemMs> — BKAHOUUTb B OTUYET COOLITUS,
npowusoLueLne He nosaHee ykasaHHOro MOMEHTa BPeEMEHM
(<dama, spemsa> ykasbiBaeTcs B popmate "YYYY-MM-DD
hh:mm:ss").

--TemplateDir <nyme K Kamasaozy> — MNyTb K KaTanory, B
KOTOPOM Haxoaatcs darinbl WwabnoHos HTML-cTpaHuLbl oTyeTa.

Onumn -s, —u M —-TemplateDir ABAAKOTCA HeOHA3aTENLHBIMM.
Hanpumep, komaHga:

$ drweb-ctl report Mail -o report.html

chopMMpYyeT OTUET MO BCEM MMELLMMCS COOLITUAM OBHapy>KeHUs
Yrpo3 B COOBLLEHMAX 3NEKTPOHHOW NOYThbl Ha OCHOBE LWabaoHa no
YMOJITYaHUIO 1 COXPaHWT pe3yabTaT B Gailn report.html B
TekyLLem KaTanore.

HasHaueHwme: BbiBeCTW Ha 3KpaH Napob, KOTOPbIV Hbin
creHepvpoBaH KOMMOHEHTOM MPOBEPKM COOBLLEHWNI 31eKTPOHHOW
noutel Dr.Web MailD ans noutoBOro coobLeHmns ¢ ykazaHHbIM
NAEHTUGMKATOPOM W NCMOB30BaH A/11 3aLlMTbl BAOXKEHHOTO
apxvBa C yrpo3amu, Bblpe3aHHbIMW 13 NUcbMa (T. e. eC/N B
HacTpoMKkax KOMMOHeHTa NapameTp RepackPassword 6bi
yCTaHOBJIEH B 3HaUeHue HMAC (<secret>)).

AprymeHTbl

PyKOBOACTBO noJsib3oBarena
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OnuncaHue

<udeHmMugukamop > — NAEHTUPNKATOP COOBLLEHNA INEKTPOHHOM
MouyThlI.

onuum

-s [--Secret] <secret> — ceKpeTHOE C/IOBO, NCMONb30BaHHOE
415 TeHepaLuy napos apxmBea.

Ecnm cekpeTHOe CNoBO He yka3aHO Mpu BbI30BE KOMaHZbI,
OyseT NCnosb30BaHO Tekyllee CeKPeTHOe CN0BO <secret>,
yKasaHHoe B HacTporkax Dr.Web MailD. Ecan npu 3tom
napameTp RepackPassword OTCYTCTBYET UK YCTaHOBNEH B
3HauyeHwue, OTIMYHOE OT HMAC (<secret>), KOMaHZa BEpPHeT
oLmnbKy.

| [ns BbINOAHEHUS 3TOW KOMaHAbl TpebyeTcs,
: yTobbl drweb-ctl Bblna 3anyLieHa OT UMeHU

cyrnepnosb3oBartens (06bIYHO NONb30OBaTeNd root).
Mpwn HEeobXoANMOCTH |/|C|'|011b3y|7|Te KOMaHAbl su
nnan sudo.

HasHaueHwue: BbiBecTn Ha 3kpaH MHPOpMaL Mo 06 akTUBHOM
NNLLEH3UW, NONYUNTb AEMOHCTPALMOHHYIO NLLEH3UIO UK
MONYYNTb KNHOUEBON dalin ANs y>ke 3aperncTprpoBaHHOM
NLeH3UK (HanpyMep, Ha caliTe KOMMaHuK).

Ecam He ykazaHa HM OfjHa OMLMS, TO BbIBOAUTCS ClesytoLlas
nHbopmaums (ecv UCNONb3YETCA INLEH3US A5 aBTOHOMHOTO
pexunma paboTbl):

e HOMEP JINLLEH3MNY,
e /laTa 1 BPEMS OKOHYaHUSA AeUCTBUS INLEH3UN.

Ecam ncnonb3yetcs nvLeH3ws, BbijaHHas CEpBEPOM
LEHTPaN30BaHHOM 3alLuThl (418 paboTbl B pexunme
LLleHTPaNn30BaHHOW 3alWuTbl UV B MOBUIBHOM pPeXMME),
BbIBOAWTCS COOTBETCTBYHOLLAs MHbOPMaLus.

AprymeHTbl: Hert.

onuum

--GetDemo — 3aMnpoCuTb EMOHCTPALMOHHbIN KAHY CPOKOM Ha
MeCsiLL U MOJYYNTb €ro, eCM He HapyLLUEHbI YCIOBUSA MOJTyYeH s
AEMOHCTPALMOHHOIO neproza.

--GetRegistered <cepuliHblli HOMep> — NONY4YUTb
NINLEH3VOHHBIN KAtoueBOW dais ANs YKa3aHHOMO CepUIHOro
HOMepa, eC/IV He HapyLUEHbl YCIOBUA MOAYYEHWA HOBOTO
katoueBoro daiia (HanpumMep, NporpamMma He HaxoAuTCs B

PyKOBOACTBO noJsib3oBarena
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OnuncaHue

pexvme LeHTPasM30BaHHOW 3aLlLUThl, KOTAa JULEH3MERN yripaBaseT
cepBep LEHTPasIM30BaHHON 3aLLmnTh).

--NetworkTimeout <UHMepsas spemMeHuU> — TaliM-ayT B
MWUJINCEKYHAAX Ha CETEBbIE OMepaLMn Npu NCMOb30BaHNM
KoMaHAbl 1icense. Micnonb3yetcs Ans NpoAoKEHNS aKTUBaLUK
B C/lydae BpemMeHHOro obpbiBa coegnHeHmns. Ecam obopeaHHoe
CeTeBOe CoeAnHeHNe ByaeT BOCCTAHOBIEHO 0 UCTEYEHUS TaliM-
ayTa, TO akTuBauus ByaeT npogokeHa. Ecam ykasaH 0, To Talm-
ayTa Her.

3HayveHne No yMon4aHuto: 0.

--Proxy http://<umsa noaszoeamensa>: <napose>Q<adpec
cepsepa> : <HOMep Nopma> — MONYUYNTb JNLEH3NOHHbBIN KNHOY
yepes NpoKcu-cepaep (MCNONb3yeTCs TOIbKO COBMECTHO C OfHOM
13 NpeabIAyLNX ONunin — —-GetDemo UAN —-GetRegistered).

Ecnu cepuliHblli HoMep He A8/19emcs cepuliHeIM HOMepoMm
0eMOoHCMpayUoHHo20 nepuoda, Mo oH Jo/ixeH bbime
npedsapumesibHO 3ape2ucmpupo8aH Ha calime KOMNAHUU.

MoapobHee o nLeH3npoBaHuK npoaykToB Dr.Web cm. pasgen
JlnueHsvpoBaHve.

[Ans pernctpauuv cepuitHoOro Homepa u ans
: MoJIyYeHNs JEMOHCTPALIMOHHOrO neproja
TpebyeTcs Hannume NoAKAOUYEHNS K UHTEPHETY.

HasHaueHue: BbiBecTu B KOHCOb (MOTOK stdout) nocneaHue
3anucu xypHana Dr.Web Desktop Security Suite (aHanornuro
KOMaHze tail).

AprymeHTbl: Hert.

onuum

-s [--Size] <YUCIO> — UYNCNO NOCAEAHMX 3aMUCEN XYpPHaNa,
KOTOPbI€ HY>KHO BbIBECTM Ha 3KPaH.

-c [--Components] <CNUCOK KOMNOHEeHMOo8> — CMnCOoK
NaeHTMOMKATOPOB KOMMOHEHTOB, 3amnmncu KoTopbix byayT
BbiBeEeHbl. YKka3biBatoTcA yepes npoben. Ecim napametp He
yKa3aH, BbIBOAATCA BCe AOCTYMHblE MOCAEAHMNE 3anncy,
OTMpaB/ieHHble B XXypHan Nt06bIM 13 KOMMOHEHTOB.

AkTyanbHble NAeHTUGMKATOPbI YCTaHOBIEHHbIX KOMMOHEHTOB
(T. €. BHyTPEHHVE MMeHa KOMIMOHEHTOB, BbIBOAWMbIE B XypHa)
Bbl MOXETe y3HaTb, CMOJb3ys KOMaHay appinfo.

-f [--Follow] — OXWAaTb MOCTYMNAEHMSs HOBbIX 3anuncen B
>KYPHan 1 BbIBOAUTb UX Ha 3KpaH cpasy npuv noctynieHnm
(HaxxaTne CTRL+C npepbiBaeT oXungaHue).

PyKOBOACTBO noJsib3oBarena
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OnuncaHue

| [ns BbINOAHEHUS 3TOW KOMaHAbl TpebyeTcs,
: yTobbl drweb-ctl Bblna 3anyLieHa OT UMeHU

cyrnepnosb3oBartens (06bIYHO NONb30OBaTeNd root).
Mpwn HEeobX0ANMOCTH |/|C|'|011b3y|7|Te KOMaHAbl su
nnan sudo.

HasHaueHwue: BbiBeCTV Ha 3KpaH CTaTUCTMKY paboTbl
KOMMOHEHTOB, 0bpabaTbiBatowux daliabl, NMO60 areHTa CeTeBown
npoBepku gaHHbix Dr.Web Network Checker (HaxaTtne CTRL+C
nan Q npepbiBaeT oTobpaXkKeHne CTaTUCTUKKY).

B cTatuctuke otobparkaercs:

® VM5l KOMMOHEHTa, MHULMMPOBABLLEro nposepky ¢alnios;

PID KOMMNOHeHTa;

e ycpefHeHHoe koanyectBo dainnoB, obpabaTtbiBaeMblx B CEKYHAY
3a MOCNEAHIO MUHYTY, 5 MUHYT, 15 MUHYT;

e MPOLEHT UCMO/Ib30BaHMs KELLA NMPOBEPEHHbIX GaitioB;
e CpejHee KOAMYECTBO OWMOOK MPOBEPKM B CEKYHAY.
[ns areHTa pacnpeneseHHON NPOBEPKN Ha 3KPaH BbIBOAUTCS:

® MepeyeHb JIoOKaJibHbIX KTMEHTOB, MHAUMNPOBAaBLLUKX
CKaHnpoBaHWe;

e repeueHb yAaneHHbIX y3/0B, KOTOPbIM NepesaHbl Gaibl Ha
CKaHVpPOBaHWE;

e MepeyeHb yzaneHHbIX Y3/10B, OT KOTOPbIX NMOAyYeHbl dainbl Ha
CKaHVpOBaHMe.

[N noKanbHbIX KNMEHTOB areHTa pacrnpeseneHHOn NpoBepku
yka3biBaetca umsa u PID, a ana yaaneHHbIX — agpec v nopT y3na.

ﬂ,J'IFI Ka>XkA0ro KineHTa, Kak J1oKkaJlbHOro, Tak 1 yaaieHHoro
BbIBOAUTCA:

e CpejHee 3a CeKYHAY KONMUECTBO NPOBEPEHHbIX Gainnos;

e CpesHee 3a CeKyHAY KOJIMYECTBO MepesaHHbIX U MOyYeHHbIX
6aurT;

e CpejHee 3a CeKyHAy KONMYECTBO OLNOOK.

AprymeHTbl: Hert.

Oonuumn

-n [--Netcheck] — BbIBECTW Ha 3KpaH CTaTUCTUKY paboThl
areHTa CeTeBOIN MPOBEPKM JaHHbIX

PyKOBOACTBO noJsib3oBarena
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9.2.4. NMpumepbl UCNO/Ib30BaHUA

B aTom pasaene

e [IpoBepka 06bEKTOB

o [MpocTble KOMaHAbl NPOBEPKU

o [TpoBepka danioB, 0TO6PAHHbBIX MO KPUTEPUSAM

o [IpoBepKa A0MNOJHUTENbHbIX 06BHEKTOB

e YnpaBsieHne KoHbuUrypaumemn

e YnpaBaeHue yrposammu

e [Tpymep paboThbl B pexknmMe aBTOHOMHOIO 3K3eMmaapa

e OB6bHOBNEHME 6be3 NOAKJYEHNA K MHTepHeTY

NMpoBepka 06bekTOB

MpocTblie KOMaHAbI NPOBEPKU
1. BbImosHWTL NpOBepKyY KaTasora /home € NapameTpamu rno yMONYaHWUIO:
$ drweb-ctl scan /home
2. BbinonHWTL NpoBepky cnucka nyTten kK Garinam, nepeyncieHHsimM B daine daily scan (Mo
OAHOMY NyTW B CTpoke daina):
$ drweb-ctl scan --stdin < daily scan

3. BbINONHUTL NpOBEPKy 3arpy304HOM 3anmncK Ha ANCKOBOM YCTPOWCTBE Sda:

$ drweb-ctl bootscan /dev/sda

4. BbINONHWTb NPOBEPKY 3anyLLEHHbIX MPOLLECCOB:

$ drweb-ctl procscan

MpoBepka ¢ainnoB, oTo6paHHbIX MO KPUTEPUAM

B HmKenpuBeseHHbIX NpuMepax ans GopMmnpoBaHns Beibopkin dannos, noanexalymx npoBepke,
NCNoNb3yeTcs pe3ynbTaT paboTbl yTUANTLI £ind. MNony4YeHHbIV NepeyeHb GannoB nepesaeTcs
KomaHge drweb-ctl scan C napamMeTpom --stdin manm --stdino0.

1. BbINOMHUTL NPOBEPKy Crvcka ¢arioB, BO3BPALLEHHbIX YTUANUTOM find, U pa3AeNeHHbIX
cumosiom NUL (\0):

$ find -print0 | drweb-ctl scan --stdin0

2. [poBepuTb BCe daliibl BCEX KaTasoroB, HaUMHas C KOPHEBOTO, HAXOAALLMXCSA Ha OAHOM
pa3zene GpannoBOU CUCTEMBI:

$ find / -xdev -type f | drweb-ctl scan --stdin

3. TpoBepuTb BCe paliibl BCEX KaTasiOroB, HauMHas C KOPHEBOTO, KpOMe
davnoB /var/log/messages U /var/log/syslog:

PyKOBOACTBO nonb3oBaTtend
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$ find / -type £ ! -path /var/log/messages ! -path /var/log/syslog | drweb-ctl scan
--stdin

4. TlpoBepuTb BO BCEX KaTanorax, HaumMHas C KOPHeBOro, dawnnbl, NpuHaanexalyme
NnoJib30BaTeNto root:
$ find / -type f -user root | drweb-ctl scan --stdin

5. TMpoBepwuTb BO BCEX KaTasorax, HaunmHas ¢ KOpHeBOro, Gaisibl, NPUHaANeXxaLLme
noJsib3oBaTtensam root n admin:

$ find / -type f \( -user root -o -user admin \) | drweb-ctl scan --stdin

o

MNpoBepuTb BO BCEX KaTanorax, HaumMHas C KOPHeBOro, danabl, NpuHaanexatme
nonb3oatenam c UID n3 gnanasona 1000-1005:

$ find / -type f -uid +999 -uid -1006 | drweb-ctl scan --stdin

~

MpoBepuTb dalibl BO BCeX KaTanorax, HaumHas ¢ KOPHEBOTO, HO HAXOASALLMXCS He bonee
4eM Ha MATOM YPOBHE BIOXXEHHOCTN OTHOCUTE/IBHO KOPHEBOTO KaTasiora:

$ find / -maxdepth 5 -type f | drweb-ctl scan --stdin

oo

MNpoBepuTb Galbl B KOPHEBOM KaTasore, He 3aX0As BO BIOXKEHHbIE KaTanoru:

$ find / -maxdepth 1 -type f | drweb-ctl scan --stdin

o

npOBepl/ITb CI)aVIIIbI BO BCeX KaTajsorax, HadmnHaa ¢ KOpHEBOIO, Npn 3TOM C1ieg0BaTh Mo
BCTpevarnwmnmca CMMBOJINYECKNM CCblIKaM:

$ find -L / -type f | drweb-ctl scan --stdin
10. ﬂpOBepl/ITb CI)aVIﬂbI BO BCeX KaTasiorax, Hau4nMHaAa C KOPHEBOTO, NPV 3TOM He Cieg0BaTh Mo
BCTpevarnwmnmca CMMBOJINYECKM CCbIIKaM:
$ find -P / -type f | drweb-ctl scan --stdin
11. ﬂpOBepl/ITb BO BCeX KaTaJiorax, HaudmHaa C KOPHEBOrO, CI)aVIﬂbI, CO34aHHble He MNOo3XKe, Yem 1
masn 2017 roaa:

$ find / -type f -newermt 2017-05-01 | drweb-ctl scan --stdin

MpoBepka AONONHUTE/IbHbIX 06bEKTOB

MNpoBepka 06beKTOB KaTanora /tmp Ha yaaneHHoM y3ne 192.168.0.7 npu NOAKAOUEHUN K HEMY
yepe3 SSH kak nonb3oBaTenb user ¢ NapoaemM passw:

$ drweb-ctl remotescan 192.168.0.1 /tmp --Login user --Password passw

YnpaBneHue koHurypauuemn

1. BblBeCTW Ha 3kpaH MHPOPMaLMIO O 3anyLLeHHbIX koMmrnoHeHTax Dr.Web Desktop Security
Suite:

$ drweb-ctl appinfo

2. BbiBeCTn Ha 3KpaH BCe napameTpbl U3 cekumnm [Root]:

$ drweb-ctl cfshow Root

3. 3apaTtb 3HauyeHue No AnA napameTpa Start B cekumu [LinuxSpider] (37O NnpuBeaeT K
OoCTaHOBKe paboTbl MOHUTOpPa ParnoBom cuctembl SplDer Guard):

PyKOBO,D,CTBO noJsib3oBarena
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# drweb-ctl cfset LinuxSpider.Start No
[Ans 3Toro TpebyroTca NosHOMOUMA cynepnoab3oBatens. [pumep Bbi30Ba 3TON XXe KOMaHZbl C
MCnosb3oBaHeM sudo AN BPEMEHHOIO MOBbILLEHUS NMOJIHOMOYUNIA:

$ sudo drweb-ctl cfset LinuxSpider.Start No
BbinonHntb NpPpUHyANTENbHOE obHoBNEHNE AHTUBUPYCHbIX KOMMNOHEHTOB Dr.Web Desktop
Security Suite:

$ drweb-ctl update

BbinosHWTL Nepe3arpysky KoHpurypauum ans komnoHeHToB Dr.Web Desktop Security Suite:

# drweb-ctl reload
[Ans 3Toro TpebyroTca NosIHOMOUNA cynepnoab3oBatens. [pumep Bbi30Ba 3TON XXe KOMaHZbl C
Mcnonb3oBaHWeM sudo AN BPEMEHHOTO MOBbILLIEHUA MOJHOMOUNIA:

$ sudo drweb-ctl reload

Moakntounts Dr.Web Desktop Security Suite kK cepBepy LeHTPaAN30BaHHOM 3aLUNThI,
paboTatowemy Ha y3ne 7192.168.0.1, npu ycnoBumm, 4To cepTudmKaTt cepepa pacrnosiaraeTcs B
darne /home/user/cscert.pem:

$ drweb-ctl esconnect 192.168.0.1 --Certificate /home/user/cscert.pem

Moakntounts Dr.Web Desktop Security Suite kK cepBepy LeHTPaAN30BaHHOM 3aLUNThI,
ncnonb3ys dann HaCcTpoek NoAKAUeHNs install.cfg:

$ drweb-ctl esconnect --CfgFile <nyme k ¢aliny install.cfg>

Otkntoumntb Dr.Web Desktop Security Suite oT cepBepa LieHTpanM30BaHHOW 3aLLMTbI:

# drweb-ctl esdisconnect
[Ans aToro TpebyroTCs NONHOMOUMSA Cyrneprnonb3oBaTens. [pyMep BbI30Ba 3TOM Xe KOMaHAb! C
Mcnonb3oBaHWeM sudo A/ BPEMEHHOIO MOBbILIEHWS MOJHOMOUMNINA:

$ sudo drweb-ctl esdisconnect
lNpocMoTpeTh Noc/ieHne 3anncy, BHECEHHbIE KOMMOHEHTaMW drweb-update N drweb-
configd B xypHan Dr.Web Desktop Security Suite:

# drweb-ctl log -c Update ConfigD

YnpaBneHue yrpo3amm

BbiBecTr Ha aKkpaH UHGOpMaLMO 06 OBHapy>KeHHbIX yrpo3ax:

$ drweb-ctl threats

2. lMepemecTnTb BCe dainbl, cogepkalye Heobe3BpeXXeHHble Yyrpo3bl, B KapaHTWH:

S drweb-ctl threats --Quarantine All

3. BbIBecT” Ha 3KpaH cnvcok $arioB, NepeMeLLeHHbIX B KapaHTUH:

$ drweb-ctl quarantine

4. BocctaHOBUTL BCe Palnibl U3 KapaHTMHa:

$ drweb-ctl quarantine --Restore All

PyKOBO,D,CTBO noJsib3oBarena
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5. CreHepupoBaTb Naposb 411 3aLLMLLEHHOIO apXmMBa B MOYTOBOM COODLLEHNN C
NAEHTMOMKATOPOM 12345, NpU YCNOBUN, UTO ANS 3TOFO NUCbMa UCMONb30BaNC METOZ
reHepaumm napone HMAC, a akTyasbHOe CEKpeTHOE C/I0BO YKa3aHO B HACTPOMKax
komMmnoHeHTa Dr.Web MailD:

# drweb-ctl idpass 12345

NMpumep paboTbl B pe)kume aBTOHOMHOrO 3K3eMmnaspa

MpoBepuTb Panibl 1 06paboTaTb KaPaHTUH B PeXMME aBTOHOMHOTO 3K3eMmnaspa:

$ drweb-ctl scan /home/user -a --OnKnownVirus=QUARANTINE
$ drweb-ctl quarantine -a --Delete All

MepBas koMaHAa NpoBepuT Gaiibl B kaTasore /home/user B peXvmMe aBTOHOMHOTO
3K3eMnaspa, 1 Gannbl, cogepikalime n3BeCcTHble yrpo3bl, byayT NOMeLLeHbl B KapaHTUH. Bropas
KOMaHaa o6paboTaeT cofep>KMMOoe KapaHTUHa (Tak>Ke B peXXMMe aBTOHOMHOTO 3K3eMMaspa) 1
YAQNUT BCe COZepiKallmecs B HEM OBBEKTbI.

O6HoBNIeHUe 63 NoAK/IIOUEHUSA K UHTEPHETY

B ycnoBuax nosbileHHbIX TpeboBaHU K 6e30NacHOCTW, KOrjaa NOAK/IOUEHNE K MHTEPHETY
OTCYTCTBYET UM OrPaHNYeHO, OBHOB/IEHME BUPYCHbIX 6a3 1 aHTMBUPYCHOTO AApPa MOXHO
BbINONHATL 6€3 NOAK/IOUEHNA K MHTEPHETY. B 3ToM cnyyae 06HOBAEHMA 3arpy>aroTca Ha
KOMMbIOTEP, MOAKAFOUYEHHbIN K MHTEPHETY, konupytoTca Ha USB-Hakonutenb nan ceteBoun AnCK,
nocne Yero yCTaHaBAVBAtOTCA Ha APYron, He MOAKNHOUYEHHbIA K MHTEPHETY KOMMbIoTep.

Mpoueaypa 06HOBNEHNA BbINONHAETCA Yepe3 KOMaHAHYH CTPOKY.

YT106b1 NONYUNTH O6HOBNIEHNA

1. Ha KOMnbrOTEPE, NOAK/IFOYEHHOM K MHTEPHETY, BbINOJIHNTE KOMaHAY:

$ drweb-ctl update —--Path <nyme k kamasnozy, kyda 6ydym 3azpy>eHbl 06HO8/IeHUS >

2. CkonupyriTe nosy4veHHble 06HOBAEHNS Ha USB-Hakonutenb Wan CETEBON AUCK.

3. TpUMOHTMpYWTE CETEBOW AMNCK UM HAaKOMUTENb Ha KOMMbIOTEPE, Ha KOTOPbIV TpebyeTca
yCTaHOBWUTb 06HOBNEHMA. Ecam Bbl nonyyaete obHoBAeHNA ¢ USB-HakonuTens, Ana 3Toro
notpebyeTcsa BbIMOAHUTb KOMaHAbI:

# mkdir /mnt/usb
# mount <nyme K ycmpolicmey> /mnt/usb
4. YcTtaHOBUTE OBHOBAEHNSA C MOMOLLbHO KOMaHAbI:

$ drweb-ctl update --From /mnt/usb
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9.2.5. MNapameTtpbl KOHPUrypaLuumn

YTunuta ynpaBneHus 13 komaHgHou ctpokun Dr.Web Ctl He nmeeT cobcTBeHHOM cekLmm
napameTpoB B 06beANHEHHOM KOoHOUrypaunoHHoMm danne Dr.Web Desktop Security Suite.
YTnauTa ncnonb3yet napamMeTpsbl, ykasaHHble B cekum [Root].

PyKOBOACTBO nonb3oBaTtend
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9.3. SpiDer Guard

ili KoMMoHeHT nocTaBaseTcs TONbKO B COCTaBe ANCTPUOYTMBOB, NpeAHasHauyeHHbix aas OC
cemencrtea GNU/Linux.

MoHuTop dannosor cuctembl SplDer Guard npesHasHaueH AN MOHUTOPUHTa GainoBOW
aKTVBHOCTW Ha ToMax GannoBOM cnucTembl onepaumoHHbix cnctem GNU/Linux. KomnoHeHT
paboTaeT B pexunme pe3nieHTHOro MOHMUTOpPa M OTCIEXMBaET OCHOBHbIe CObbITUA dainoBOM
CUCTeMbI, CBA3aHHbIE C M3MeHeHneM $alrnoB (UX Co3aaHne, OTKPbITUE, 3aKpbiTue). [pu nepexsate
3TUX COBBITUI MOHUTOP NPOBepPAET, 6bin N M3MeHeH daiin, 1 B 3TOM caydae dopmupyeT Ans
KOMMoOHeHTa npoBepku ¢pannos Dr.Web File Checker 3agaHve Ha npoBepkKy coaep>X1MOro
n3MeHeHHoro danna ckaHupyrowmm sapom Dr.Web Scanning Engine.

Kpome Toro, moHutop darnoson cuctembl SplDer Guard oTcaexxmBaeT NonbITKM 3anycka
ncnonHaembix ¢parinos. Ecam nporpamma, cogepikaliaaca B MCnoaHsemMom darine, no
pesynbTaTam NpoBepku byaeT NpusHaHa BPeAOHOCHOW, BCE MPOLLeCChI, 3anyLLeHHbIe 13 3TOro
danna, byayT NPUHYANTENBHO 3aBEPLLEHbI.

9.3.1. MpuHUMNbI paboThbl

B aTom pasaene

e ObLLMe cBeaeHMS

e OnpeneneHne obsacten GanmioBOM CUCTEMBI, NoAnexKallmx HabaraeHU0

e PeXXUM YCUAEHHOTO MOHUTOPUHIa Ganaos

O6wue cBepgeHunn

MoHuTop dannosoi cuctemsl SplDer Guard paboTaeT B nonb30BaTENLCKOM MNPOCTPAHCTBE (User
mode), NCNOoNb3ys ANA KOHTPOA COObITUI GaitNoBON CUCTEMbI CUCTEMHBIN MexaHu3Mm fanotify
WAN cneumanbHblid 3aepyxkaemelli Modye adpa Linux (LKM — Loadable Kernel Module),
pa3paboTaHHbIN KomnaHuen «[JokTop Beb». B HacTporikax pekoMeHAyeTca Ncnoab3oBaTth
asmomamudyeckuli pexxum (Auto), KOTOPbI MO3BOANT KOMMOHEHTY NPW CTapTe onpeaenvTb U
MCNONb30BaTb HAUYULLNI pexXnmM paboTbl, MOCKONbKY He BCe BEpCUM Aapa Linux noaaep>kmBatoT
MexaHu3m fanotify, ncnonb3yrowmincs MOHUMTOPOM. ECIM KOMMOHEHT He MOXET UCMONb30BaTh
yKa3aHHbI/ B HaCTpOMKax Pexum MHTerpaLmuy, OH 3aBepLuaeTcs cpasy nocne crapta. Ecam ykasaH
aBTOMaTUYECKMI PeXKMM, TO KOMMOHEHT NOMbITAETCA MCMOAb30BaTh CHayana fanotify, a 3atem
moaynb aapa LKM. Ecav He nonyuntca ncnoib3oBaTb HY OAWH U3 3TUX PEXKMMOB, KOMMOHEHT
3aBepLunT paborty.
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@ Ans psga OC Mogynb aapa noctaBasercs coBmectHo ¢ SplDer Guard yxe B

: ckoMnuanpoBaHHoM Buge. Ecam ana OC, B koTopoit ncnonbdyerca SplDer Guard, mogyb
A4pa He NOCTaBAAETCA B CKOMMUANPOBAHHOM BUAE, UCMOb3YNTE NCXOAHBIA KO MOAYASA,
npesocTaBaseMblli KoMnaHuen «[loktop Beb» ana cbopku 1 ycTaHOBKM MOAY NS Aapa
BPYYHYH (MHCTPYKLMA No cbopke npuseaeHa B pasgene [NpunoxeHue E. C6opka moayns
aapa ana SplDer Guard).

Mpwn o6Hapy>KeHWUM HOBbIX UV N3MEHEHHbIX GPanNoB MOHUTOP OTMPaBAAET 3ajaHue Ha UX
npoBepKy KOMMOHeHTy npoeepku ¢pannos Dr.Web File Checker, koTopblii, B CBOIO O4epesb,
NHULMMPYET NX NPOBEPKY cKaHumpytowmm sapom Dr.Web Scanning Engine. Mpwu pabote uepes
CUCTEMHbIV MexaHu3m fanotify MoHUTOP MoxeT 6a1oknpoBaTh AOCTyn K darnam (Bcex TUMOB UK
TO/IbKO K UcrnonHsembiM pannam — PE, ELF, ckpuntam ¢ npeambynoii #!), KoTopble eLye He
NpoBepeHbl, O MOMEHTa OKOHYaHWNA UX MPOBEPKM (CM. HMXeE).

@ SpIDer Guard aBTOMaTM4eCKM pacno3HaeT MOMEHTbl MOHTUPOBAHUSA U OTMOHTUPOBaHUS

: HOBbIX TOMOB aliI0BOI CUCTEMBI (HanpuMep, Ha HakonuTensx USB-flash n CD/DVD,
Maccuebl RAID 1 T. N.) 1 KOPPEKTMpPYET CNUCOK Habatogaembix obnacter No mepe
HEeobXoANMOCTMU.

OnpegeneHne obnacren ¢pansioBoin CMCTEMbI, NOAJIEXKALLNX
HabsloaeHuro

Ans ontummnsaymm nposepkn GansoBomn cucteMbl, MOHUTOP darinoBor cuctemsl SplDer Guard
KOHTpoAupyeT obpalleHre TONbKO K TeM palianam, KOTopble HaxoAAaTCs B 06nacTax dbannosomn
CUCTeMbI, YKa3aHHbIX B KOHOUrypaumn. Kaxgaaa Takas obnactb onpegensercs Kak nyTb K
HeKOTOpOMYy KaTanory gepeBa $paNOBON CUCTEMbI U Ha3bIBAETCA 3awjuuyaemMsiM
npocmpaHcmeowm (protected space). COBOKYNHOCTb BCEX 3alLMLLaEMbIX MPOCTPAHCTB 0bpa3yeT B
dannoBon cucteme eanHyro obsacme HabaOEHUS, KOHTPOAUPYEMYHO MOHUTOPOM. [ToMKMO
obn1acTn HabaoAeHWA, B HAaCTPOMKax KOMMOHEHTa MOXHO 3a4aTb Tak>ke COBOKYMHOCTb
KaTanoroe GpanaoBOM CUCTEMBI, KOTOPble TPeBYeTCA NCKAKUNTL U3 MOHUTOPWHTa (061acme
uckao4eHus). Ecam B HacTporikax KOMMOHEHTa He yKa3aHo HY OAHOrO 3alLMLLaeMOro
npocTpaHcTBa, 06/1acTb HabaroAeHNa oxBaTbiBaeT cObOW BCe JepeBO KaTasoros GpanaoBowu
cuctembl. Takum obpasom, HabarogeHWo NoABEPratoTca ToNbKO Te daibl, NyTU K KOTOPbIM
npuHaaaexar obaactn HabatoAeHNs, HO He NMpUHaanexaT 06aacTh UCKAHUYEHWA.

Ncnonb3oBaHne nckntoveHnin GoiBaeT HEO6XOANMO, Hanpumep, ecn HekoTopble $albl YacTo
M3MEHAKOTCA, UTO MOPOXKAAET MX MOCTOAHHYIO MepenpoBePKy 1 TEM CaMbIM Harpy>aeT cuctemy.
Ecav TOUHO M3BeCTHO, UTO YacToe n3MeHeHre $panioB B HEKOTOPOM KaTasore He ABAAETCA
CneacTBMEM BPeAOHOCHOMW akTUBHOCTY, @ CNeACTBMEM paboTbl HEKOTOPOW JOBEPEHHOW
nporpamMmbl, TO MOXHO f06aBWTb NMyTb K 3TOMY KaTanory, Uan n3meHaemMbiM painnam B HeM, B
CMNCOK UCKAOYEeHUI. B 3ToM cnyuae moHuTOp dparnosom cuctembl SplDer Guard He 6yaet
pearnpoBaTb Ha U3MeHeHWs 3TUX GainoB, Aaxke eci OHU NpUHaanexat obnactn HabatogeHus.
Kpome Toro, nmeetca BO3MOXHOCTb yKa3aTb U camy nporpammy, paboTatoLyro ¢ dparinamu, B
Cr1CKe JOBepPeHHbIX MporpaMM (napameTp KoHpurypaummn ExcludedProc), Toraa Gannosble
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onepauuu, NPoOV3BOANMbIE 3TON NPOrpamMmMon, Takxke He ByayT NPUBOAWTL K MPOBepKaMm
dannos, fgaxke ecnv 3T dhannbl HaxoAATCA B obnacTn HabatogeHns. AHanoOrnMyHo, Npwm
HeoHX0AMMOCTIN, MOXHO 3anpPeTUTb MOHUTOPWHT 1 NPOBePKY GannoB, HAXOAALLMXCA B APYTNX
dannoBbIx cMcTeMax, MPMMOHTUPOBAHHbIX K 1OKaAbHOW $HaiioBOW cUcTeMe (Hanpumep,
NPUMOHTUpPOBaHHble Yepe3 CIFS kaTanorn ¢ BHeWHUX GainnoBbix cepBepoB). s ykazaHus
darnoBbix cuctem, Gaisibl Ha KOTOPbIX He AOKHbI MPOBEPATLCA, UCMONb3yeTCa NapaMeTp
ExcludedFilesystem.

3almiaemMble NPOCTPAHCTBA, KaK YacTn 061acT HabAtoAEeHNA C YKa3aHHbIMU A8 HUX
napameTpamu NPOBEPKM, 3alar0TCA B HACTPOMKaX KOMMOHEHTa Kak MMEHOBaHHbIe CeKLInK,
cozepkaline B CBOEM UMEHM MPOU3BOJIbHBIA YHUKANAbHbIV AEHTUGUKATOP, MPUCBOEHHbIN
3aluMLaeMoMy NPOCTPaHCTBY. Kaxaaa cekums, OnmcbiBatoLLas NpoCTPaHCTBO, COAEPXKUT
napameTp Path, onpeaenstownin nyTb B GaiioBOM CUCTEME, XPaHALLMIA KaTaaorn 3Toro
3alUMLLAEeMOro NPOCTPaHCTBa (T. e. dparMeHT aepeBa GpariioBOM CUCTEMbI, HAXOAALLMNINCS NOZA
HabatoZeHneM B paMkax JaHHOro NPOCTPAHCTBA), @ TakKe napameTp ExcludedPath,
onpesensoLLniA NOKaNbHYHO (T. €. OTHOCUTENBHO Path) 061aCTb UCKAKOUYEHMA BHYTPU
3aluMLaeMoro npocTpaHcTea. [apameTp ExcludedPath MOXeT cosepxkaTb B cebe
CTaHAapTHble $annoBble Macku (T. e. cogep>kaTb CMMBOJbI * 1 ?). Kpome nokaibHbIx obnacten
NCKNHOYEHMS, B HAaCTPOMKax MOXeT bbITb 3asaHa 1 rnobanbHaa 061acTb MCKAKOYEHNS, NPU
nomoLn napameTpa ExcludedPath, yKazaHHOIrO BHe CeKLMA, ONMUCbIBAtOLLMX 3aLMLLLAEMblE
npocTpaHCcTBa. Bce kaTtanory, nonaswme B 3Ty 061acTb, B TOM YMC/IE U KaTaNoru 3alimiaemMbIx
NPOCTPaHCTB, ByAyT NCKAKOUEHbI U3 NpoBepkM. K KaxaoMy 3aluMLL,aeMOMy NPOCTPaHCTBY
NPUMEHAETCA TONbKO rnobanbHas U COBCTBEHHas 061acTU NCKAKOUYEHUS: €CIN OAHO
NPOCTPAHCTBO BNOXEHO B APYroe, TO K BJAOXKEHHOMY NPOCTPAHCTBY HE MPUMEHAIOTCA HaCTPONKM
NCKNHOYEHNS, YKa3aHHble A5 BKAKOYAKOLLEro ero 3alwmuaemMoro npoctpaHcrea. Kpome toro, B
HacTpoMKax KaXkAoro 3aluiiaeMoro npocTpaHCTBa MMeeTCA Normyeckmi napameTp Enable,
onpesensoLLniA, BKIKOYEHO AN HET HabtoaeHne 3a darinamu, HaxoaAaWwmMMnca B obiactu
HabaroAeHNsA JaHHOro NpocTpaHcTBa. Ecam 3TOT NnapameTp ycTaHOBAEH B 3HayYeHMe No, TO
COAEPXKMMOE AAaHHOTO NPOCTPAHCTBA He KOHTPOAMpPYeTCa MOHUTOPOM. Kpome Toro,
3aluMLaeMoe NPOCTPAHCTBO HE KOHTPOIMPYETCA MOHUTOPOM, eC/iv NapamMeTp Path nmeer
nycToe 3HayeHue.

@ Ecam y Bcex 3aLumLLiaeMbIx MPOCTPAHCTB, YKa3aHHbIX B HAaCTPOMKax MOHWUTOPA,

: HabarofeHe OTKNKOUEHO, UK UX NYTW He 3aaaHbl, To SplDer Guard paboTaeTt BXoa0CTyto,
MOCKO/IbKY HU OAWH dalin AepeBa GpainioBOi CUCTEMbI He ByeT HaXOAWUTLCA MOJ
HabarogeHnem. Ecim HeobXxoaNMO KOHTPOAMPOBaTL BCO GaNoByHO CUCTEMY KaK eAnHOe
3allyLLaemMoe NPOCTPaHCTBO, CeAyeT YAaAUTb N3 HaCTPOeK BCe MMEHOBAaHHbIe CeKLMK
3allMLLaeMblX MPOCTPaHCTB.

PaccMoTpyM NpuMep HacTpoek obnactein HabaAEHNA U NCKNOUeHUs. [TyCTb B HacTpolikax
KOMMOHEHTA 3a/jaHbl CNefytoLine napaMeTpsi:

[LinuxSpider]
ExcludedPath = /directoryl/tmp

[LinuxSpider.Space.spacel]
Path = /directoryl
ExcludedPath = "*.tmp"
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[LinuxSpider.Space.space?2]
Path = /directoryl/directory?2

[LinuxSpider.Space.space3]
Path = /directory3
Enable = No

DTO O3HaYaeT, YTo NOA HabAOAEHNEM HaXOAATCA Galibl, PACNONOXEHHbIE B

KaTanore /directoryl, N ero nogkaranaorax, 3a UCKJIoUeHneM KaTasiora /directoryl/tmp.
Kpome Toro, nckatouarotca ns HabarogeHua Gannbl, Ube NOAHOE MMA COOTBETCTBYET

Macke /directoryl/*.tmp (3TO He KacaeTcs BNOXKEHHOM

obnactn /directoryl/directory2, Ha KOTOPYIO AaHHasA Macka He PacnpoCTPaHAETCs, He
CMOTpPS Ha TO, YTO 3Ta 06/1aCTb BJOXKEHA B 3allMLLaeMoe NpocTpacTBo space ). Paiinbl,
HaxodLmeca B katasore /directory3, HE KOHTPOANPYHOTCA.

Pe>xum YCNNIEHHOIo MOHUTOPUHra ¢aﬁn03
SplDer Guard MOXeT UCNOoIb30BaTh TPU PEXMMA MOHUTOPUHTa:

o O6bIYHbIU (YCTAaHOB/IEH MO YMONYaHMIO) — OTCAEXMBAIOTCA Onepauumn foctyna K dannam
(co3paHuve, OTKPbITME, 3aKpbIiTUe 1 3anyck darna). 3anpallmBaeTca NnpoBepka danna, JOCTyn K
KOTopoMy 6bin ocyLecTB/eH. o pe3ynbTatam NpoBepkn K daray MoryT 6biTb NPUMEHEHDI
AEVCTBUA NO HEUTPaAAM3aLUKM yrpo3bl, €CAN OHa B HEM OBHapy>KeHa. [Jo OKOHYaHWs NPOBEpPKMU
AocTyn K Ganny co CTOPOHbI MPUNOXKEHWNIA, 3aMPOCUBLLMX AOCTYN, HE OrPaHNYNBAETCA.

o YcuneHHbIU KOHMPO/b UCNOIHAEMbIX ¢halinoe — ana GannoB, HE CUMTAOLLUXCS
NCMONHAEMbIMW, — TaK Xe, Kak 1 B 06bl4HOM pexume. SplDer Guard 6aokumpyet
3anpoLUEeHHY0 onepauuio A4oCTyna K ucnoaHaeMmomy danay o Tex nop, Noka He CTaHyT
N3BECTHbI pe3y/ibTaTbl €ro NPOBEPKM Ha Hasnuune yrpos.

VicnonHsembiMy dannamm cumTaroTcs ABomdHble darinbl dopmatos PE u ELF, a Takxe
: TeKCTOBble (Gaisibl CKPUMTOB, coAep KaLyme npeamobyny «# ! ».

e «[lapaHoudaneHelli» pexkum — SplDer Guard 610KkMpyeT 3anpOLLEHHYHO OnepaLmio 4OCTyna K
nrobomy darny fo Tex Nop, Noka He CTaHyT M3BECTHbI Pe3yabTaThl €r0 MPOBEPKMN Ha Hannume

yrpos.

Dr.Web File Checker B TeueHve onpeseneHHOro BpeMeHu CoXxpaHseT pesy/ibTaTbl MPOBEPKM
dannoB B cneumanbHOM K3lle, MO3TOMY NPWY MOBTOPHOM OCTyrne K TOMy e dainy, npu
HaAMuYMM MHPOpPMaLIMK B K3LLe, MOBTOPHOE CKaHMpPOBaHVe paiina He MPOU3BOANTCA, B KayecTBe
pe3ynbTaTa NPOBePKM 3TOro darina NCnonb3yeTca pesybTaT, U3BAeYeHHbIN 13 KaLwa. HecMoTps
Ha 3TO, MCMONb30BaHWNE «MapaHOMAaNbHOIO» PeXNMa MOHUTOPUHIA MPUBOAUT K CyLLLECTBEHHOMY
3amegsieHnto paboTel Npu JocTyne K Gpaniam.

[na HacTpoOMKKM pexkMa MOHUTOPWUHIa 3MEHMTE 3HaueHWe NapamMeTpa BlockBeforeScan B
HaCTponKax KOMMOHEHTa.
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9.3.2. AprymeHTbl KOMaHAHOW CTPOKM

YT106bI 3anycTnTb KOMMoHeHT SplDer Guard 13 KOMaHAHOW CTPOKW, BbINMOJHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-spider [<napamempel>]

SplDer Guard gonyckaeT NCNob30BaHWe CAeAyHOLNX NapaMeTpoB:

Mapametp OnucaHue

--help HasHaueHwue: BbiBog Ha 3KpaH KOHCOIM UK SMYAATOPa TePMMUHaNa KPaTKOM CripaBku Mo
MMeroLWMMCS NapameTpam KOMaHAHOM CTPOKU 1 3aBepLueHre paboTbl KOMMOHEHTA.
KpaTkuit BapuaHT: -h
AprymeHTbl: Het

--version Ha3zHaueHne: BbIBOﬁI| Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMKUHaNa I/IHq)OpMaLI,I/II/I (¢}
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-spider --help

[aHHas KomaHAa BbIBeAET Ha 3KpaH KpaTkyro cnpaBky KoMmnoHeHTa SplDer Guard.

3ameyaHmMsA O 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXWMe HEMOCPeACTBEHHO U3 KOMaHAHOW CTPOKN He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTca aBTOMaTMYeCckn JEMOHOM ynpaBaeHna KOHdurypaumen
Dr.Web ConfigD npu 3arpy3ke onepauyoHHOW cuctemMbl. [lna ynpaBaeHna napaMmetpamu paboTbi
KOMMOHeHTa ncnonbsywte ytuanty Dr.Web Ctl, npegHasHaveHHyto ana ynpasaernusa Dr.Web
Desktop Security Suite n3 kKOMaHAHOW CTPOKM.

@ [na 3anycka ytuautel Dr.Web Ctl ncnonbsyiite komaHay drweb-ctl.

,q.ﬂﬂ noay4vyeHuna CripaBkn O KOMMOHEHTE U3 KOMaH,ﬂ,HOVI CTPOKU BbIMOJAHUTE KOMaHAY
man 1 drweb-spider.

9.3.3. NapameTpbl KOHPUrypaLUn

B atom paspene

e [lapameTpbl KOMMOHEHTA

e HacTpolika MHAMBUAYAAbHbIX MAaPaMETPOB MOHUTOPWHIA 3aLlMLLaeMbIX NPOCTPAHCTB
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KoMnoHeHT ncnonbayet napameTpbl KOHOUIypaLuum, 3ajaHHble B ceKuun [LinuxSpider]
06beAMHeHHOro koHourypaumnoHHoro danna Dr.Web Desktop Security Suite.

NMapameTpbl KOMMNOHEHTA

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « cbaliny}

Start

{noauyeckuli}

[*] ExcludedPath

{nyme k ¢adiny unu kamanoay}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnm 3HaueHre napameTpa He yka3aHo, NCNOob3yeTca
3HauyeHuMe napameTtpa DefaultLogLevel U3 cekUnK
[Root].

3HauyeHue No yMoa4YaHuIo: Notice

MeTtoz BeaeHna XKypHaaa KOMMOHEHTa.

3HayeHVe Mo yMOAYaHNI: Auto
MyTb K McnoaHseMomy daliny KOMMOHEHTa.

3HayeHune no
yMoyaHuio: /opt/drweb.com/bin/drweb-spider

KOMMOHeHT 3anyckaeTcs JEMOHOM YyrpaB/ieHus
KoHdurypaumen Dr.Web ConfigD.

YcTaHOBKa flaHHOTO napamMeTpa B Yes npegnuncbiBaet
LEMOHY ynpas/ieHns KoHbUrypaumen HemeaneHHO
3anyCcTUTb KOMIMOHEHT, a YCTaHOBKa ero B 3HayeHne No —
HeMezIeHHO 3aBepLUNTb PaboTy KOMMOHEHTa.

3HauyeHMe No YMOAYaHMIO: 3aBUCUT OT TOTO, B COCTaBe
kakoro npogaykta Dr.Web paboTaeT KOMMOHEHT.

MyTb K 06BEKTY, KOTOPbIA JOAXKEH ObITb MPOMYLLEH NPU
MOHUTOPUHre darinoBbIx onepaunin. Jonyckaercs ykasaHue
nyTW Kak K oTaenbHOMY daiiny, Tak U K KaTasory B LieJIoM.
Ecan ykazaH katanor, To 6yayT UCKNtOUEHbI U3 HabatoAeHMA
Bce daisibl 1 nogKkaTanoru (BKAKUas BJOXKEHHbIE) 3TOro
kaTtanora. lonyckaetcs ncnosnb3oBatb GansoBble Macku
(coaepKallive CMMBOJbI 2 U *, @ Tak)Ke CUMBOJIbHbIE KNacChbl

[0 1,0 0)

MO>HO yKa3aTb HEeCKOJ/IbKO 3HaUYeHW B BUAe Cnucka.
3HauveHMa B CNUCKe yKa3bIBarOTCA Yepes 3anaTyro (Kaxzgoe
3HauyeHue B KaBblukax). [lonyckaeTca noBTOpeHme
napameTpa B CeKkLun (B 3TOM C/lyyae BCe 3HaUeHMA
06beANHATCS B €AUHbIN CMUCOK).

PyKOBOACTBO noJsib3oBarena

212



A7

Py
$

A
)
A

Mapametp

Mode

{LKM | FANOTIFY | AUTO}
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OnucaHune

Mpumep: Jo6aBnTb B cnncok dpainn /etc/filel u
KaTtasor /usr/bin.

e [lobaBneHne 3HaYEeHUN C MOMOLLbH KOMaH/bl drweb-
ctl cfset:

# drweb-ctl cfset LinuxSpider.ExcludedPath -a
/etc/filel

# drweb-ctl cfset LinuxSpider.ExcludedPath -a
/usr/bin

e [lobaBneHune 3HaueHUn B Garin KOHPUrypaLmu.
o [lBa 3HauyeHus B OAHOW CTPOKE:
[LinuxSpider]
ExcludedPath = "/etc/filel"™, "/usr/bin"
o [lBe cTpoku (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxSpider]

ExcludedPath = /etc/filel

ExcludedPath = /usr/bin
YT06bl N3MEHEHWSA BCTYMUAW B CUITY, Mepe3arpysnte
koHourypaunto Dr.Web Desktop Security Suite ¢
MOMOLWbHKO KOMaHAbl:
# drweb-ctl reload

@ Het cmbic/ia yka3biBaTh 34€eCh NyTH K

CUMBOJIMYECKUM CCblIKaM, MOCKONbKY MpK
npoBepke dalisa BCerga aHanamsmpyercs
NPSMOW MyTb K HEMY.

3HayeHne No yMONYaHuio: /proc, /sys

Pexxnm pabotsl SplDer Guard.

Bo3MOXHbIe 3HaueHus:

e KM — pabota yepe3 LKM-moaynb Dr.Web,
YCTaHOBJIEHHbIN B AP0 OnepauoHHon cucteMbl (LKM —
Loadable Kernel Module);

e FANOTIFY — paboTa yepes CUCTEMHbIA MeXaHU3M

fanotify,

e AUTO — aBTOMaTUYeCKOe onpeseneHne onTMMaabHOro
pexunma paboTbl.

PyKOBO,D,CTBO noJsib3oBarena

213



A7

Py
$

A
)
A

Mapametp

ExcludedProc

{nyme « ¢adiny unu cnucok nymedi}
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OnucaHune

fli 3MeHsATb 3HaueHWs 3Toro napameTpa
: cnesyetT NPou3BOAMUTL C KpaHen

OCTOPOXHOCTb, MOCKOJIbKY sizpa Linux B
pa3HoOM Mepe NOALEP>XKUBAIOT TOT U APYrou
pexxum paboTbl. HactoaTenbHO
peKOMeHAyeTCs OCTaB/IsATb 3TOT MapaMeTp B
3HayeHMM AUTO, 4Tobbl NpK 3anycke Hbia
BblIbpaH ONTVMMasIbHbIN PEXUM MHTErpaLmm
c avucnetyepoM dannoBon cuctemsl. Mpwu
3TOM KOMTMOHEHT CHauasa MbiTaeTcs
MCNo/b30BaTh PeXXMmM FANOTIEY, MOTOM, B
cnyyae Heypaun, — LKM. Ecam He yganoch
MCMOb30BaTh HY OAVH M3 PEXUMOB,
paboTa KOMMOHeHTa 3aBepLUAETCS.

Mpu HEOBXOAMMOCTM Bbl MOXETE cObpaThb
LKM-mogynb Dr.Web 13 ncxogHoro koga un
YCTaHOBUTb €ro B CUCTEMY, Ciiefyn

WHCTPYKLWMK B pa3gene [Npunoxerve E.
Cbopka moayasa aapa ana SplDer Guard.

3HaueHue no yMoa4vaHuto: AUTO

Cnuncok npoueccos, GpannoBas akTMBHOCTb KOTOPbIX He
KoHTpoaupyetcsa. Ecan dannosas onepaumsa 6biia
coBepLUeHa Nto6bIM 13 MPOLLeCCOB, YKa3aHHbIX B 3HaYEHUM
napameTpa, TO U3MEHEHHbIV UAWN CO34aHHbIV dain He byaeT
NpoBepPATHCA.

MO>HO yKa3aTb HEeCKOJ/IbKO 3HaUYeHW B BUAe Cnucka.
3HauveHMa B CNUCKe yKa3bIBarOTCA Yepes 3anaTyro (Kaxzgoe
3HauveHue B KaBblukax). lonyckaeTca noBTOpeHme
napameTpa B CeKLun (B 3TOM C/lyyae BCe 3HaUeHuA
0b6beAVHATCSA B eANHbIN cnncok). Jonyckaetcs
ncnosb3oBaTb GanNoBble Macku (CofepiKallme CMMBOJbI 2 1
*, @ TakKe CMMBOJIbHble Knaccbl [ 1, [! 1, [~ ).

Mpumep: JobaBWTb B CMUCOK Npouecchl wget M curl.

e lo6aBneHne 3HaYE€HN C MOMOLLbIO KOMaH/bl drweb-
ctl cfset:
# drweb-ctl cfset LinuxSpider.ExcludedProc -a
/usr/bin/wget

# drweb-ctl cfset LinuxSpider.ExcludedProc -a
/usr/bin/curl

e [/lobaBneHune 3HaueHW B Gaiin KOHPUrypaLmu.

PyKOBOACTBO noJsib3oBarena
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OnucaHune

o /[lBa 3HayeHuWs B OAHOW CTPOKE:
[LinuxSpider]

ExcludedProc = "/usr/bin/wget",
"/usr/bin/curl"

o [lBe cTpoku (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxSpider]
ExcludedProc = /usr/bin/wget
ExcludedProc = /usr/bin/curl

YT06bI U3MEHEHUS BCTYNWAN B CUITY, Mepe3arpysmTe
koHurypaunto Dr.Web Desktop Security Suite ¢

MOMOLWbHO KOMaHAbl:
# drweb-ctl reload

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

BrokmpoBsaTb painbl Npu obpaLleHnn K HAM 40 NPOBepPKHM
MOHUTOPOM (YCUAEHHBIN UK «NapaHOUAaNbHbIA» PEXUM
MOHUTOPWHTa).

,ﬂ,OI'IyCTI/IMbIe 3HayeHunA:

e Off — He BaokMpoBaTb JOCTYN K dannam, jaxKe ecnm oHK
He MPOBEpPEHDI.

e Executables — 6710KMpPOBaThb AOCTYMN K UCMOJHAEMbIM
dannam (popmatos PE u ELF 1 ckprnToB, cogepkaLimnx
npeambyny #!), He NPOBEPEHHbIM MOHUTOPOM.

e A1l — 670KMpPOBaTb AOCTYN KO BCEM dalinam, He
NpOBepPeHHbIM MOHUTOPOM.
daiinbl 61OKMPYHOTCS TOIbKO B pexuvmMe FANOTIFY.

3HayveHne No ymonyaHuto: Of £

daiinosas cuctema, 4ocTyn K Gannam KOTopom
KOHTPO/IMPOBAThCA He ByaeT.

,ﬂ,aHHaﬂ CI)yHKLI,I/Iﬂ AO0CTyNHa TOJIbKO B pexume FANOTIEFY.

MO>HO yKa3aTb HECKONIbKO 3HaUEHUI B BUAE CrmcKa.
3HauyeHus B CMMCKe yKasblBarOTCA Yepes 3anaTyto (kaxgoe
3HauveHwue B KaBblvKax). /lonyckaeTcs NoBTOpeHme
napameTpa B cekLuu (B 3TOM C/lyyae BCe 3Ha4YeHus
06beNHAITCA B €4MHbIN CMIUCOK).

Mpvmep: 0o6aBUTb B CMUCOK PaitNoBble CUCTEMbI cifs U
nfs.
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215



A
)
A

AT
Q’:

Mapametp

[*] OnKnownVirus

{Oelicmsue}

[*] OnIncurable

{Oelicmsue}

[*] OnSuspicious

{Oelicmsue}
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OnucaHune

e [lobaBneHne 3HaYEeHUN C MOMOLLbH KOMaH/bl drweb-
ctl cfset:

# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a cifs
# drweb-ctl cfset
LinuxSpider.ExcludedFilesystem -a nfs

e [lobaBneHune 3HaueHUn B Garin KOHPUrypaLmu.
o [lBa 3HayeHuWs B OAHOW CTPOKE:

[LinuxSpider]
ExcludedFilesystem = "cifs", "nfs"

o [lBe cTpoku (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxSpider]
ExcludedFilesystem = cifs
ExcludedFilesystem = nfs

YT06bI U3MEHEHUS BCTYNWAN B CUITY, Mepe3arpysmTe
koHourypaunto Dr.Web Desktop Security Suite ¢

MOMOLWbHO KOMaHAbl:
# drweb-ctl reload

3HayeHne No yMONYaHuMIo: cifs

[JeicTBre npun obHapy>xeHUn B NnpoeepsemMom daiine
N3BECTHOW Yrpo3bl (BUpYyca U T. 4.).

[Jonyctnmble 3HaueHns: CURE, QUARANTINE, DELETE.
3HayeHne No yMoN4YaHunto: CURE

,U,EI‘/‘ICTBI/IG B CJlydae HEBO3MOXHOCTUN UsnevyeHna yrpos3bl.

[Jonyctnmble 3HaueHna: QUARANTINE, DELETE.
3HayveHne No yMonYaHno: QUARANTINE

[JenctBre npu obHapy>eHN B NPOBEPAEMOM C MOMOLLbHO
3BPUCTUYECKOrO aHaamn3a daline Henm3BeCcTHOW yrpo3bl (Man
NoA03PeHns Ha yrposy).

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayveHne No yMonYaHno: QUARANTINE

[JeicTBre npu obHapy>xeHUn B nposepsemMom daiine
peknaMHOW NporpaMmbl.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayveHne No yMonYaHno: QUARANTINE

[JeiicTBre npu obHapy>xeHUn B NposepsemMom daiine
nporpamMmbl aBTOMaTU4eCcKoro J03BOHa.

PyKOBOACTBO noJsib3oBarena
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[*] OndJokes

{Oelicmsue}

[*] OnRiskware

{Oelicmsue}

[*] OnHacktools

{Oelicmsue}

[*] ScanTimeout

{uHmepean spemeHu}

[*] HeuristicAnalysis

{on | off

[*] PackerMaxLevel

{yenoe yucno}

OnucaHune

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayveHne No yMonYaHnto: QUARANTINE

[JeicTBre npu obHapyxeHUn B NnposepsemMom daiine
nporpamMMbl-LLYTKW.

[JonycTtnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUto: REPORT

[JeiicTBre npu obHapy>xeHWn B NnposepsemMom daiine
NOTeHLMaAbHO OMacHOM Nporpammbl.

[Jonyctnmble 3HaueHnsa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHMio: REPORT

[JeiicTBre npun obHapyxeHUn B nposepseMom daiine B
npoeepsaemMoMm ¢daline xakepckor NporpamMmmsi.

,ﬂ,OI'IyCTI/IMbIe 3HaveHusa: REPORT, QUARANTINE, DELETE.
3HayeHne No yMONYaHUio: REPORT
Taiim-ayT Ha NpoBepKy oZHOro darina.

[Jonyctumble 3HaueHuns: ot 1 cekyHabl (1s) 4o 1 yaca (1h).
3HauveHne No yMon4aHuio: 30s

Vicnonb3oBatb MK He NCMOAb30BaTb 3BpI/ICTI/ILIeCKI/II‘/II aHain3
4719 MONCKa BO3SMO>KHbIX HEN3BECTHbIX YIrPO3. 3BpMCTMHECKMVI
aHaNn3 NoBbIaAeT HaAeXHOCTb NMPOBEPKN, HO yBE/IMYBaET
ee ANNTENIbHOCTb.

[JenctBune Ha cpabaTbiBaHMe 3BPUCTMUECKOrO aHaansaTopa
3a/aeTca NnapamMeTpoMm OnSuspicious.

,ﬂ,OI'IyCTI/IMbIe 3HayeHunA:

e On — WCMOJIb30BaTb 3BPUCTUYECKNIA aHANU3 MpK
npoBepke.

e Of f — He UCMOoJ/Ib30BaTb 3BPUCTUYECKNIA aHaV3.

3HayveHne No yMo4aHuto: On

MakcManbHbI YPOBEHb BAOXEHHOCTU A5 3anakoBaHHbIX
06bekToB. Mo 3anakoBaHHbIM 06bEKTOM MOHMMAETCS
NCMOHAEMbIV KOZ, CKaTblli NPy MOMOLLM
cneuanm3npoBaHHbix nHcTpymeHTtos (UPX, PELock,
PECompact, Petite, ASPack, Morphine n gp.). Takne o6beKTbI
MOTYT BKJIHOUaTh APYrve 3anakoBaHHble 0OBbEKThI, B COCTaB
KOTOpPbIX TakXXe MOTYT BXOANUTb Apyrne 3anakoBaHHble

PyKOBOACTBO noJsib3oBarena
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O6'b6KTbI, nT A4 3HaueHwune 3Toro napamMeTpa yCraHaBAMBaeT
npe,a,eﬂbelﬁ YPOBEHb Nepapxmn BJIOXEHHOCTH, Nocne
KOTOpOro 06beKTbI BHYTpU 06bEKTOB He 6yAyT npoBepATbCA.

OrpaHnyeHWI ypOBHSA BNOXKEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No yMOYaHuUto: 8

MakcrManbHbIN YpOBEHb BAOXKEHHOCTU /19 apXUBOB
(.zip, .rar v Ap.), B KOTOPble BAOXKEHbI APYrne apxuBbl, B
KOTOpble, B CBOKO 04epesb, TakxKe MOTyT ObITb BJOXKEHbI
apxwvBbl, 1 T. A. 3Ha4eHWe 3TOro napameTpa ycraHaB/MBaeT
npesenbHbIli ypOBEHb MepapXuu BAOXKEHHOCTH, Noce
KOTOPOro apx1Bbl BHYTPU apX1MBOB He ByAyT NpoBepATbCA.

OrpaHnyeHWin ypOBHSA BNOXKEHHOCTU HeT. 3HaueHure 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No ymon4yaHuto: 0

MakcrmabHbIN YPOBEHb BAOXKEHHOCTU A1A dainnos
MOYTOBbIX MpOrpamMm (.pst, . tbb 1 T. MN.), B KOTOpble MOryT
6bITb BJIOXEHbI 06BEKTLI, B KOTOPbIE Tak>ke MOTyT ObITb
BJIOXEHbl 0OBEKTbI, U T. 4. 3HayYeHmne 3TOro napameTpa
yCTaHaB/IMBaET NpeAebHbIA YPOBEHb Nepapxuu
BJIOXKEHHOCTU, MOC/e KOTOPOro 06beKTbl BHYTPU 0OBEKTOB
He ByAyT NpoBepPATLCA.

OrpaHnyeHWit ypOBHSA BNOXKEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No ymon4yaHuto: 0

MakcrManbHbIN YPOBEHb BAOXKEHHOCTU ANA APYrX TUMOB
06BeKTOB C BAOXKEHUAMYU (Hanpumep, cTpaHuLbl HTML,
darinbl . jar u T. N.). 3HayeHWe 3Toro napameTpa
yCTaHaB/IMBaET NpeAebHbIA YPOBEHb Nepapxuu
BJIOXKEHHOCTU, MOC/e KOTOPOro 06beKTbl BHYTPU 0OBEKTOB
He ByAyT NpoBepPATLCA.

OrpaHnyeHWIn ypOBHSA BNOXEHHOCTU HeT. 3HaueHune 0
yKa3blBaeT, YTO BIOXKEHHbIE 06bEKTbI He MPOBEPSAOTCA.

3HauveHne No yMOYaHuUto: 8

MakcnmanbHO AONyCcTMMas CTerneHb COKaTua NpoBepsaeMbIX
06bEKTOB (OTHOLLEHWE CKAaTOro 06bemMa K HecxkaTomy). Ecim
cTeneHb CKaTna obbekTa NPeBbICUT YKa3aHHYH BEJVYMNHY,
OH ByaeT nponyLLeH Npu NpoBepkKe.

BennumHa ctreneHn cxatna AO0JI>KHa ObITb HE MeHee 2.
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218



T,
)
A

A
£

KomnoHeHTbl Dr.Web Desktop Security Suite

Mapametp OnwucaHune

3HauveHne No yMmon4yaHuio: 500
DebugAccess BkntouaTb WM He BKAKOYATb B XXYPHaA Ha OT/1IaJ0MHOM
{nozuteckul} ypoBHe (Npu LogLevel = DEBUG) NOAPOOHbIe COOBLLEHMS

0 jgoctyne K painam.

3HauveHne No yMo4aHuto: No

Hacrpoi/'lKa nHANBUAyaJibHbIX NMapamMmeTpoB MOHUTOPUHra
3auinuiaeMbiX NMpoCcTpaHCTB

[nsa kaxkaoro 3awuiaeMoro NnpocTpaHcTBa GannoBOn CUCTEMbI B KOHGUTypaunoHHoM daine,
Hapagy € cekumen [LinuxSpider], XpaHsllen Bce NapaMeTpbl paboTbl MOHUTOPA, 3a4aeTCA
oTAeNbHan cekuma, onpeensatowwas nyTb K Habaogaemon obnact GannoBon cUCTEMbI U
napameTpbl ee MOHUTOpMHra. Kaxzaas nHANBMAYanbHaa CEKLMA 3alLMLL,aeMOro npocTpaHcTea
AOKHA UMETb MMA BUAa [LinuxSpider.Space. <uMsA npocmpaHcmea> ], rae

<UMS NpOCMPAHCMBa> — YHWKaNbHbI AEHTUOUKATOP 3aLLMLLI@eMOro NPOCTPaHCTBa.

NHavBYAayanbHas cekums NpOCTPaHCTBA AOJKHA BKIOYATh B Cebs CesytoLine napaMeTpsi,
OTCYTCTBYHOLME B 0bLLeNn cekunn [LinuxSpider]:

Mapametp
Path

{nyme k
kamanozay}

Enable

{noauyeckuli}

@

OnucaHune

Onpepgensiet nNyTb K KaTanory, xpaHsaiemy daiibl, KOTOpble AOJXHbI HAXOANTLCA MO,
HabatogeHVeM (BKrOYast BJOXKEHHbIE KaTanory).

Mo yMONYaHWUIO AaHHbIV NapaMeTp MMEET NMycToe 3HAUEeHWE, MO3TOMY Mpw
fo6aBaeHNM 3aLLMLLAEMOrO NPOCTPaHCTBa K 061acT HabaroaeHWs 0bsA3aTesIbHO
cnepyet 3asaTh AaHHbIN NapameTp.

3HauyeHve No yMoAYaHuIo: (He 3a0aHo)

Cozep>kKMmoe 3alLMLLaeMOro NPOCTPAHCTBA, PaCcrnoNOXKEHHOe BHYTPY NyTH Path,
[OJIKHO HaxOAWTbCS Nog HabaogeHnemM MOHUTOpA.

YcTaHOBKa AaHHOro napamMeTtpa B No NpPeAnncbiBaeT MOHUTOPY UCKAKOUNTD
COZEPXNMOe JaHHOrO 3aLMLLIaeMOro NPOCTPaHCTBa U3 0bbeAnHEHHON obaacTu
HabnoaeHus.

3HaueHue no YMOAYaHUNIO: Yes

Ecan y Bcex 3aLumLLaeMbIx MPOCTPAHCTB, YKa3aHHbIX B HAaCTPOMKax MOHWUTOPA,
HabarofeHe OTKNKOUEHO, UK UX NMyTW He 3aaaHbl, To SplDer Guard paboTaet BXxoa0cTyto,
MOCKO/IbKY HU OAWH dalin AepeBa GpainioBOi CUCTEMbI He ByeT HaXOAWUTLCA MOJ
HabarogeHnem. Ecim HeobXxoaNMO KOHTPOANPOBaTL BCO GaNoByHO CUCTEMY KaK eAnHOe
3allyLLaeMoe NPOCTPaHCTBO, CeAyeT YAaAUTb N3 HaCTPOeK BCe MMEHOBaHHbIe CeKLiMK
3allMLLaeMbIX MPOCTPAHCTB.
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Kpome yka3aHHbIX Bbllle, MHANBUAYabHbIE CEKLMN 3aLLMLLAEMbIX MPOCTPAHCTB MOTYT BK/IOYaTh
B cebs CNMCOK NapameTpoB M3 06LLEeN CceKLMM HacTPOEK KOMMOHEHTA, OTMEYEHHbIX
obo3HauveHvem [*] B Tabauue Bbile, N NepeonpesenatoLmnx napaMmeTp, 3afaHHbli ANs
3alLMLLI@eMOro NPoCTpaHCTBa (HanprmMep, AelcTBUE Npu 0OHapYy>KeHWW Yrpo3bl, MakCUMabHYHO
rnybuHy NpoBepkn apxmMBOB U1 T. N.). Ecam ans 3awmiiaeMoro npocTpaHCcTBa He ykasaH Kakou-
b0 13 NapamMeTpoB, TO MOHUTOPWHT GalioB B 3TOM NPOCTPaHCTBE PEryanpyeTcs 3HauyeHUsMuU
COOTBETCTBYHOLIMX NapaMeTpoB M3 cekUunM [LinuxSpider].

UYT06bI 4OHABUTL HOBYHO CEKLMIO NAapaMeTPOB A1 3aLLMLLAEMOro NPOCTPAHCTBA C TETOM
<UMSsA npocmpaHcmea> npw NoMoLu yTuanTel ynpasneHuns Dr.Web Ctl (3anyckaeTcs koMaHAOM
drweb-ctl), BbIMOJHUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Space -a <umsg npocmpaHcmea>

Mpumep:

# drweb-ctl cfset LinuxSpider.Space -a Spacel
# drweb-ctl cfset LinuxSpider.Space.Spacel.Path /home/userl

MepBas koMaHzAa fo06aBUT B Gaiin KoHbUrypaumm cekumo [LinuxSpider.Space.Spacell, a
BTOpas 3a4acT A/ Hee 3HaueHWe napameTpa Path, yka3aB nyTb Kk Habarogaemon obnactu
dbannoBon cucteMbl. Bce npoune napameTpbl B JaHHOW cekLmn ByayT coBnasatb CO 3HaYEHUAMM
napameTpoB 13 obuen cekummn [LinuxSpider].

9.4. Dr.Web MailD

KomnoneHT Dr.Web MailD npegHa3HayveH ans HeMnocpeACTBEHHOW MPOBEPKUN COOBLLEHNI
3N1EKTPOHHOW NMOYTbI, MOWCKa B HUX BPEAOHOCHOTO COAEPXXUMOTO (He TOIbKO BIOXKEHWN, HO U
CCbIIOK Ha BPEAOHOCHbIE WUV HeXenaTelbHble CaillTbl), @ TakKe aHaan3a coObLEeHNA Ha Hanume
NPV3HaKOB CramMa 1 COOTBETCTBME X KPUTEPUAM 6e30MacHOCTM, 3aZlaHHbIX a4MUHNCTPATOPOM
CUCTEMbI SNIEKTPOHHOM NMOYThI (NPOBEpKa Tena 1 3aroJI0BKOB COOOLLEHMIA MPY MOMOLLM
yKa3aHHbIX aAMUHUCTPATOPOM PEeryNfpPHbIX BbIPAXKEHWUN).

@ Mpun 601bLIOK MHTEHCUBHOCTU NPOBEPKM COOBLLEHWI 3NEKTPOHHOW MOYTbI BO3MOXHO

: BO3HWKHOBEHME NPoHieM C MPOBEPKON COOBLLEHNI U3-3a MCUYEpNaHMsA KOMMOHEHTOM
Dr.Web Network Checker uncna goctynHbix GannoBbIx 4eCKpUNTOPOB. B 3TOM ciyyae
HeobX0AMMO YBENNUMTL BENNYMHY NVIMUTE Ha YMCIO0 GaliioBbIX AECKPUMTOPOB,
poctynHbix Dr.Web Desktop Security Suite.
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9.4.1. MpuHuMNbI paboThbl

KOMMOHEeHT MOXeT oCyLLeCTBAATb 3aLUMTY 31eKTPOHHOW MOYTbI MyTeM OpraHu3aLMy NpokKcu,
BbIMOJIHAIOLLErO NPOBEPKY COOOLLEHNIN 3N1eKTPOHHOW NOYTbI, NepesaBaeMbIX MO NPOTOKOY
SMTP, POP3 nan IMAP4, npo3pa4Ho Ans cepBepOB 31eKTPOHHOW noYTsl. 114 opraHv3auun
JAaHHoOro cnocoba NpoBepkM NCNob3yroTca KoMnoHeHTbl SplDer Gate n Dr.\Web Firewall ans
Linux. B cnny TOro, uto 3T KOMMNOHeHTbl paboTatoT Toabko B cpege GNU/Linux, aToT cnocob
AOCTYMNeH TObKO A1 3TOTO CEMENCTBa OMnepaLMOHHbIX CUCTEM.

KomnoHeHT ncnonb3yet npaBuna 0bpaboTtky, onpeseneHHble B HaCTpokax koMrnoHeHTa Dr.Web
Firewall gns Linux.

[Ana npoeepkn URL, cosepxkalLmnxca B COOBLLEHNAX 3NEKTPOHHOW NOYUTbI, UCMONb3YHOTCA Te Xe
aBTOMaTU4yeckyn obHoBAsseMble Ha3bl KaTeropuin Beb-pecypcoB, KOTOPbIE NCMONb3YHOTCS
komnoHeHToM SplDer Gate. [lns obpaiteHns k obnrauHomy cepsucy Dr.Web Cloud ncnonbsyetca
koMmnoHeHT Dr.Web CloudD (ncnonb3oBaHmne 061a4yHOro cepBmca 3a4aeTcs B OCHOBHbIX
HacTpovikax Dr.Web Desktop Security Suite, n npy HeobxoANMOCTN MOXET BbITb OTK/IFOUEHO).
[ns npoBepku nepesaBaembix faHHbIX Dr.Web MailD ncnonb3yet areHTa ceTeBOW NpoBepKu
AaHHbix Dr.Web Network Checker, koTopbli, B CBOIO O4epesb, MHULMMPYET UX MPOBEPKY
ckaHupytowmnm aapom Dr.Web Scanning Engine.

MpoBepka NOUTOBbIX BJOXEHWIN Ha HaANUMe BPeLOHOCHOTO KOZa BbIMONHAETCA
HenocpeacTBeHHO KoMnoHeHTom Dr.Web MailD.

Ana aHanm3a coobleHnin Ha Haanumne npusHakos cnama Dr.Web MailD ncnonb3yet
creumanbHbii KoMnoHeHT Dr.Web Anti-Spam.

| B 3aBucnmocT oT nocTtaBky, KOMNOHeHT Dr.Web Anti-Spam Mo>eT oTcyTcTBOBaTh B
: coctaBe Dr.Web Desktop Security Suite. B 3tom cnyyae cnam-npoBepka coobLeHn He
NPOW3BOAMNTCA.

9.4.2. AprymMmeHTbl KOMaHAHOW CTPOKM

YT106bI 3anycTuTb KoMNoHeHT Dr.Web MailD 13 komaHAHOW CTPOKW, BBIMOAHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-maild [<napamempei>]

Dr.Web MailD gonyckaeT ncnonb3oBaHune ciesyoLmx NapamMmeTpos:

Mapamerp  OnucaHue

--help HasHaueHwue: BbiBog Ha 3KpaH KOHCOIM UK SMYAATOPa TePMUHaNa KPaTKOM CripaBKu Mo
MMeroLWMMCS NapamMeTpam KOMaHAHOM CTPOKW 1 3aBepLueHre paboTbl KOMMOHEHTA.
KpaTkuii BapuaHT: -h

AprymeHTbl: Het
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Mapamerp  OnwucaHwme

--version Ha3HaueHue: BbiBOJ Ha 3KpaH KOHCOMN UAN 3MYNATOPa TepMunHana MHGopmaum o
BEpPCMM KOMMOHEHTa U 3aBepLueHne paboTbl.
KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-maild --help

[laHHas komaHAa BbIBeAET Ha dKpaH KpaTKyto cnpaBky komrnoHeHTa Dr.Web MailD.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycmoTpeH. OH 3anyckaeTcs aBTOMaTMYeCckn AeMOHOM yrnpaBaeHns KoHdurypaumen Dr.\Web
ConfigD npwu noctynaenunn ot apyrux komnoHeHToB Dr.Web Desktop Security Suite 3asBok Ha
NpoBepKy COObLLEHMI INEKTPOHHOM NoYTbl. N8 ynpaBaeHUa napameTpamun paboTbl
KOMIMOHEHTA, a TakXKe ANS NPOBEPKM COOBLLEHWI 3NEKTPOHHOW MOYTbI NO TpeboBaHMIO
ncnonbsynte ytuanty Dr.Web Ctl, npeaHasHaueHHyto ans ynpaeaenus Dr.Web Desktop Security
Suite N3 KOMaHAHOW CTPOKMW.

@ Yrobbl 3anyctutb yTanty Dr.Web Ctl, ncnonb3yiite komaHay drweb-ctl.

YT06bI MONYUNTL CPaBKYy O KOMMOHEHTE N3 KOMaHAHOW CTPOKM, BbINMOJHUTE KOMaHAY
man 1 drweb-maild.

9.4.3. NMNapameTpbl KOHPUrypaLumn

KoMnoHeHT ncnonb3yeT napameTpbl KOHGUIypaLum, 3ajaHHble B ceKUuUn [MailD]
obbeanHeHHoro koHdurypauvoxHHoro dansa Dr.Web Desktop Security Suite.

B cekunm npeacrtaB/sieHbl Cieayroline napameTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb NoApo6HOCTY BEAEHWA XypHana KOMMOHEHTa.

{yposeHb hodpobHocmu}
Ecnv 3HaueHWe napameTpa He yKasaHo, CMONb3yeTcs 3HaUYeHne

napameTpa DefaultLogLevel 13 cekuun [Root].
3HayeHVe No yMon4YaHuto: Notice

Log MeTtoa BeaeHusa XXypHasia KOMMNOHEHTa.

{mun xypHana}
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Mapametp

ExePath

{nyme k ¢paliny}

FixedSocketPath

{nyme k ¢paliny}

TemplatesDir

{nyme kK kamanozy}

ReportLanguages

{cmpoka}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue
3HaueHue Mo YyMOAYaHMIo: Auto

MyTb K MCnonHAeMoMy daiiy KOMMOHEHTa.

3HayeHVe No yMon4YaHuto: /opt/drweb.com/bin/drweb-
maild

MyTb Kk Ppanny Unix-coketa GMUKCMPOBaAHHOrO 3K3eMnifpa
KOMMOHeHTa.

Mpw 3agaHny 3TOro NapameTpa AeMOH yrnpaBiaeHus
koHurypaumeri Dr.Web ConfigD cneaut 3a Tem, 4toObI BCerga
MMencs 3anyLeHHbIN 3K3eMnaAp KOMMNOHEHTa, JOCTYMHbIN
KNMEeHTaM yepes 3TOT COKeT.

Y6eaunTech, UTo KaTanory ¢ daitiom cokeTta
/ | ', HasHaueHbl Cleaylowe Npasa AoCTyna:

drwxr-xr-x

Y106bl MpOCMOTpPETH NpaBa AOCTyna,
BbIMNOJHUTE KOMaHAy:

$ 1s -1d <nyme Kk kamasnoay>

3HaueHue Mo yMOoAYaHuo: (He 3a0aHo)

MyTb K KaTanory, B KOTOPOM XpaHATcs dalisibl WabsoHOB
MOYTOBbIX COOBLLEHWNH, BO3BPALLL@EMbIX MONb30BATEO MPU
6nokmnpoBke.

3HaueHue no
YMONYaHuo: /var/opt/drweb.com/templates/maild

A3bIKK, NUCMOAb3YeMble ANS reHepaLmm Cy>XebHbIX COOBLLEHMI
(Hanpumep, coobLLEeHWI, BO3BPaLLAaEMbIX NOJIb30BaTEO MPU
6/10KMPOBaHNM COOBLLEHNI SNEKTPOHHOMN NoYThl). Kaxabli a3blk
naeHTMdULMpyeTCs ABYXOYKBEHHbIM 0603HauYeHreM (en, ru U

T. M.

MOXHO yKa3aTb HECKOJIbKO 3HAaUEHWIA B BUAE CNNCKA. 3HAaYeH s
B CMMCKeE YKa3blBaKOTCA Yepes 3ansaTyto (Kaxzoe 3HaueHune B
KaBbluKax). [JonyckaeTcs NoBTOpPeHWe NapameTpa B cekLmm (B
3TOM C/lyyae BCe 3HaYeHUs OOBEANHAIOTCA B €4MHBIN CMNCOK).

Mpumep: l06aBUTb B CMUCOK A3bIKM ru U de.

1. [obaBneHuve 3HaYeHWin B Garin KOHOUrypaLmu.

e /lBa 3Ha4YeHMA B O4HOWN CTPOKE:

[MailD]
ReportLanguages = "ru", "de"
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RepackPassword

{None | Plain(<password>) |
HMAC(<secret>)}

TemplateContacts

{cmpoka}
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OnuncaHue

e [lBe cTpoOkM (MO OAHOMY 3HAUEHMIO B CTPOKE):

[MailD]
ReportlLanguages = ru
ReportLanguages = de

2. [obaBneHue 3HaueHU C MOMOLLbIO KOMaHAbl drweb—
ctl cfset:

# drweb-ctl cfset MailD.ReportLanguages -a ru
# drweb-ctl cfset MailD.ReportLanguages -a de

3HayeHVe No YMONYaHWIO: en

Cnocob popmmnpoBaHmns Napons Ais apXMBOB C BPELOHOCHbLIMU
06beKTamu, NomMeLLlaemMblX B COOOLLEHNs, AOCTaBASEMblE
nosyyatensim:

e None — apxuBbl He ByAyT 3alUMLLeHbl NaposieM (He
pekomeHayeTca);

e Plain (<password>) — BCe apx1Bbl ByAyT 3aLLMLLEHbI
OZHUM ¥ TeM >Xe naposieM <password>;

e HMAC (<secret>) — A/s KaXKAoro apxvea byzet
CreHepupoBaH YHUKa/bHbIA MapOJib Ha OCHOBaHWUM Napbl
(<secret>, <udeHmugbukamop coobuwjeHus>).

YT106bI BOCCTAHOBUTL MapO/b, KOTOPbIM 3aLLULLIEH apXMB, MO
naeHTUdMKaTOPY COOBLLEHNA N M3BECTHOMY CEKPETY,
BbINMONHNUTE KOMaHAy drweb-ctl idpass.

ili Mo ymMonYaHuUo A5 JaHHOro napameTpa
: 3a/jaHo 3HaueHe None, KOTOPOe

PeKOMeHAyeTCs U3MeHWTb B npoLiecce
Hactpolikm Dr.Web Desktop Security Suite.

3HayeHVe No yMon4aHuto: None

KoHTakTHble gaHHble agMuHuUcTpaTopa Dr.Web Desktop Security
Suite ana BCTaBKM B cOO6LLEHNA 06 yrpo3ax (Mcnosib3yertcs B
lwabaoHax coObLLEHUN).

KoHTakTHas nHpopmaums byaet sobaBaeHa B nepenakoBaHHOe
coobLLeHME TONbKO B TOM C/lyyae, eciv K Hemy byaeT
NPUKPenIeH 3alULLEHHbIV NapoieM apXmB C yrpo3aMu Uau
WHBIMW HeXenaTeNbHbIMU 06bekTaMu, Bblpe3aHHbIMUN 13
NCXOZHOro coobLeHuns. Ecaum, cornacHo TekyLemy 3HaUeHNo
napametpa RepackPassword (CM. HUXE), NpUKpenasemMble
apXVBbl He 3aLUMLLArOTCSA NapoieM, TO KOHTakTHasa MHPopmMauma
He gobaBnseTcs B M3MEHeHHOe coobLeHMe.

3HaueHWe Mo yMOoAYaHuo: (He 3a0aHo)
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Mapametp
RunAsUser

{UID | ums nose3osamensy}

DnsResolverConfPath
{nyme k ¢paliny}
IdleTimeLimit

{uHmepean epemeHu}

SpoolDir
{nyme kK kamanozy}
Hostname

{cmpoka}

CaPath

{nyme k ¢baliny unu kamanozy}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

MNonb3oBatesib, OT MIMEHN KOTOPOTO 3aryckaeTcad KOMMOHEHT. Bbl
Mo>KeTe yKkasaTb YMCI0BOW naeHTUdukaTop nosb3osatens (UID)
nnn ero nma (NoruH). Ecam nma nonbsosatens COCTOUT U3 LGP
(1. e. noxoxe Ha umcnooit UID), To OHO yKa3blBaeTcs ¢

npedrKCcoM name :, HanpumMep, RunAsUser = name:123456.

Ecnn nmsa nonb3oBaTens ykasaHO HEKOPPEKTHO, paboTa
KOMTMOHEeHTa 3aBepLUaeTcs oWwmbKol cpasy nocae nonbiTkuy
3anycka.

3HayeHVe No yMon4YaHuto: drweb
MyTb Kk Ppanny Hactpoek DNS (DNS resolver).
3HayeHVe No yMONYaHuto: /etc/resolv.cont

MakcManbHOe BpeMs NMPOCTOs KOMMOHEHTA, MNP MPEBbILLEHNM
KOTOPOTro OH 3aBEepLUAET CBOK paboTy.

3HaueHve napameTpa IdleTimeLimit urHopupyetcs
(KOMMOHEHT He 3aBepLUaeT CBOK paboTy Mo UCTeUeHUM
MaKCUMMaNbHOTO BPEMEHW NPOCTOA), eCIN 3alaHO 3HaYeHne
Kakoro-smbo u3 napameTpoB: FixedSocketPath,
MilterSocket, SpamdSocket, RspamdHttpSocket,
RspamdSocket, SmtpSocket, BccSocket.

[Jonyctumble 3HayeHus: oT 10 cekyHz (10s) go 30 gHen (304d).
Ecnun yctaHoBNEHO 3HauveHWe None, KOMMNOHEHT byzeT paboTatb
MOCTOAIHHO; B C/lyYae OTCYTCTBUSA aKTUBHOCTU eMy He ByaeTt
oTnpaBfeH curHan SIGTERM.

3HayeHVe No ymMoa4aHuto: 10m
Katanor gns BpeMeHHOro xpaHeHus NpoBepsieMblX MUCEM.
3HayeHve No yMon4YaHuto: /tmp/com.drweb.maild

Vimsa y3na (FQDN) otnpasutens. byset ¢urypmpoBsatb B CTPOKe
npusetctBus HELO/EHLO, nonyyeHHon ot SMTP-kaneHTa, 1 Kak
3HayeHve No yMOJNYaHWUIO ANS srvname B 3aro/ioBke
Authentication-Results.

3HauyeHWe Mo yMONYaHWIO: mekyujee UMs Xxocma

MyTb K KaTanory nam ¢arny c nepeyHem JoBepPEHHbIX KOPHEBbIX
cepTMdurKaToB.

3HauyeHne Mo YMONUaHWIO: NYMb K CUCMEMHOMY NepeyHH
dosepeHHbIx cepmugbukamos. 3aBUCUT OT ANCTPUBYTMBa
GNU/Linux.

e [Ins Astra Linux, Debian, Linux Mint, SUSE Linux n Ubuntu
06bI4HO NCnob3yeTcA NyTb /etc/ssl/certs/.
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ProtectedDomains

{cmpoka}
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OnuncaHue

e /1ns CentOS v Fedora — nyTb /etc/pki/tls/certs/ca-
bundle.crt.

o [Ins Apyrux f4McTpubyTMBOB MyTb MOXET ObITb OMpeseneH c
NMOMOLLbK KOMaHAbl openssl version -d

e Ecan 3Ta KOMaHAa HegocTynHa uan auctpunbytms OC
OMo3HaTb He yAanoch, CMOJb3yeTCs
3HayeHue /etc/ssl/certs/

,ﬂ'06aBJ'IFITb B T€J10 NMCbMa npeaynpexaeHne o ToM, YTo JOMeEH
OTrnpaBnTeNa He BKJIIKOYEH B CMUCOK 3allUNLLIEHHBIX JOMEHOB (CM.
napameTp ProtectedDomains) U HeOb6XoAMMO cobatogaTb
Mepbl NPeasOoCTOPOXHOCTU. TexcT npeagynpexaeHna 3ajaertca
napamMeTpoMm ExternalDomainWarning.

Bo3Mo>XHble 3HauUeHus:
e On, Yes, True — A06aBAATb NpeAynpexaeHne;
e Off, No, False — He f06aBATb NpeaynpexaeHue.

3HayeHVe No yMoa4aHuto: No

Cnncok JOMEHOB, 3alMLLeHHbIX NpogykTamu Dr.Web. Ecan
JOMEH OTMpaBUTENs HEe BXOAMUT B 3TOT CMUCOK, TO B Te/I0 M1UCbMa
byzeT fo6aBNEHO NpesynpexXAeHne O TOM, UTO HeOHXOANMO
cobt0aTh Mepbl NPefOCTOPOXKHOCTM (CM. MapamMeTpbl
WarnOfUnknownDomain M ExternalDomainWarning).

MOXHO yKa3aTb HECKOJIbKO 3HaUEHWIA B BUAE CNUCKA. 3HAaYEH WS
B CMMCKe YKa3blBaKOTCA Yepes 3ansaTyto (Kaxzoe 3HaueHue B
KaBbluKax). [JonyckaeTcs NoBTOpPeHWe NapameTpa B cekLmm (B
3TOM C/lyyae BCe 3HaYeHUs OOBEANHAIOTCA B €4MHBIN CMINCOK).

Mpumep: JobaBnTb B CNUCOK AOMEHbl drweb . com U
drweb. ru.
1. [obaBneHuve 3Ha4YeHWin B Garin KOHOUrypaLmu.

e HeckoabKO 3HaUeHWI B OHOM CTPOKE:

[MailD]
ProtectedDomains = "localhost", "drweb.com",
"drweb.ru"

e 10 O4HOMY 3HaYeHWIO B CTPOKE:

[MailD]

ProtectedDomains = localhost
ProtectedDomains = drweb.com
ProtectedDomains = drweb.ru

2. [obaBneHue 3HaueHU C NOMOLLbIO KOMaHAbl drweb—
ctl cfset:

# drweb-ctl cfset MailD.ProtectedDomains -a
drweb.com

# drweb-ctl cfset MailD.ProtectedDomains -a
drweb.ru
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OnucaHune
3HayeHVe No ymon4vaHuto: localhost

Tekct npeaynpexaeHna o TOM, YTo HEO6XOAVIMO CO6J'I|-O,£I|aTb
Mepbl NMPefAOoCTOPOXHOCTH, KOTOprI;I 6y,c|,eT AO6aBJ'IeH B Tesi0
nrMcbMa, ecin JOMeH OTnpaBuUTe/IA He BKJIKOYEH B CMNCOK
3alMLLEeHHbIX ZOMEHOB (CM. MapameTp ProtectedDomains), a
napameTp WarnOfUnknownDomain MMEET 3HaYeHne Yes.

Mpun o6paboTke NMcbMa Ha3BaHWE KOANPOBKMN OMNpesensieTcs
noaeMm charset 3arosoBka nnucbMa. CNnMcok HasBaHUM
KOANPOBOK, COOTBETCTBYHOLWMX CTaHAapTy RFC2047 d, JOCTyneH
no ccoinke . Ecam He yAanocb onpeAennTb KOANPOBKY, TO
ByzeT NCnosb3oBaHO 3HaueHne default. Tekct
npesynpexzeHns B 3TOM C/lyvae PeKOMEHAYEeTCs COCTaBAATh,
NCMosb3ys NaTUHCKWI andaBuT. ECn 3a5aHO HECKONBbKO
3HaUYeHW C OAMHAKOBOW KOAMPOBKOM, TO ANs TaKOW KOAMPOBKM
ByZeT NCNOob30BaH TEKCT, YKa3aHHbIN B NOCAEAHEM TakoM
3HAYEHUN.

Mpumep: Jo6aBnTb TEKCT NPeAynpexAeHNs 415 KOANPOBKM
KOI8-R (Takxe n3BecTHOM Kak csKOIS8R).

1. [obaBneHuve 3HayeHU B Galin KOHPUrypaLmm, no oLHOMy
3HaYEHUIO B CTPOKE:

[MailD]

ExternalDomainWarning = "{""default"",
""Attention: The message was sent from an
external domain. It is not recommended to follow
links, open attachments, or provide confidential
information.""}"

ExternalDomainWarning = "{""utf-8"", ""BuumMaHUe:
OMCHMO OTIIPABJIEHO C BHENHETO noMeHa. He
PEKOMEHIyeTCs [NEePeXOOUTh 10 CCHUJIKaM, OTKPHBATH
BJIOXEHMS WJIM NPENOCTaBJSAThH KOHOMIEHIMAJBLHYIO

nHbopmanmo. """

ExternalDomainWarning = "{""KOI8-R"", ""External
domain warning""}"

ExternalDomainWarning = "{""csKOI8R"",

""External domain warning""}"

2. [obaBneHue 3HaueHU C NOMOLLbIO KOMaHAbl drweb—
ctl cfset:

# drweb-ctl cfset -a MailD.ExternalDomainWarning
'{"KOI8-R", "External domain warning"}'
# drweb-ctl cfset -a MailD.ExternalDomainWarning
'{"csKOI8R", "External domain warning"}'

3HayeHVsA No YMOJYaHUIO:

{"default", "Attention: The message was sent from
an external domain. It is not recommended to
follow links, open attachments, or provide
confidential information."}

{"utf-8", "BHMMaHME: NMCLHMO OTIIPABJIEHO C BHEUHETO
noMeHa. He pexoMeHIyeTCs epexXOoIUThb 10 CChUIKaM,
OTKPHIBATHL BJIOXEHMS MM [IPENOCTaBJIATH
KOHOMIeHUMaNbHyO MHOopMalmo. "}
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ScanTimeout

{uHmepean spemeHu}

HeuristicAnalysis

{noeuyveckuti}

PackerMaxLevel

{yenoe yucno}

ArchiveMaxLevel

{yenoe yucno}

MailMaxLevel

{yenoe yucno}
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OnuncaHue
Tam-ayT Ha NpoBEpPKY OAHOrO COOBLLEHNS.

[Jonyctumble 3HaveHns: ot 1 cekyHapl (1s) go 1 yaca (1h).
3HayeHVe No yMOYaHWIO: 3m

Mcnonb3oBaTh WM He NCMoAb30BaTb IBPUCTUYECKMIA aHanun3
A8 MOMCKa BO3MOXKHbIX HEVM3BECTHBIX YTPO3 Mpu NpoBepKe
CoobLLeHMs, MHULMMPOBaHHOM no 3anpocy Dr.Web MailD.

3BpMCTMHECKMVI aHann3 NoBbILLIAET HaAEeXHOCTb NMPOBEPKN, HO
yBeENNYUBaAET €€ ANNTENIbHOCTb.

Bo3Mo>XHble 3HauUeHus:
e On, Yes, True — UCMO/b30BaTb 3BPUCTUYECKNI aHaNN3;
e Off, No, False — He UCNO/b30BaTb 3BPUCTNUECKMI aHaNu3.

3HayeHVe No yMONYaHWto: On

MakcrMasibHbIN YPOBEHb BAOXKEHHOCTU A1 3anakoBaHHbIX
06bekToB. 104 3anakoBaHHbIM 06BEKTOM MOHMMAETCS
MCMONHAEMBIN KOA, CKaTblil MPU MOMOLLM CreLManm3vpoBaHHbIX
nHcrpymertoB (UPX, PELock, PECompact, Petite, ASPack,
Morphine v ap.). Takne 06bekTbl MOTYT BKAIOYATL Apyrue
3anakoBaHHble 06beKTbI, B COCTaB KOTOPbIX Tak)Ke MOTryT
BXOAWUTb Apyrve 3anakoBaHHble 06beKThl, 1 T. 4. 3Ha4YeHWe 3Toro
napameTpa yCTaHaB/AMBaET NpeAeNbHbI YPOBEHb MepapXxmn
BJIOXKEHHOCTH, MOCNe KOTOPOro 06beKTbl BHYTPU OOBEKTOB He
6yayT NpoBepATLCS.

OrpaHu4YeHnit ypoBHs BAOXKEHHOCTM HET. 3HaueHue 0
YKa3bIBaeT, YTO BJAOXKEHHbIe 06bEKTbl He MPOBEPSAOTCA.

3HayeHVe No yMONYaHWto: 8

MakcrManbHbIN YPOBEHb BNOXKEHHOCTU 18 apX1BOB

(.zip, .rar v Ap.), B KOTOPbIE BAOXEHbI ApYrie apxuBsbl, B
KOTOpble, B CBOKO 0Yepesb, TakxKe MOryT ObITb BJIOXEHbI
apxvBbl, 1 T. . 3Ha4YeHWe 3TOro napameTpa ycraHaBMBaeT
npesenbHbIN YPOBEHb MepapXmmn BJAOXKEHHOCTH, MOCAe KOTOPOro
apXvBbl BHYTPW apXMBOB He ByayT NpoBepATLCS.

OrpaHUYeHnii YpoBHS BAOXEHHOCTU HeT. 3HaueHune 0
YKa3bIBaeT, YTO BJAOXKEHHbIe 06bEKTbl He MPOBEPSAIOTCA.

3HayeHVe No yMONYaHWto: 8

MakcrManbHbI YPOBEHb BAOXEHHOCTU A/ GaliioB MOYTOBbLIX
nporpamm (.pst, .tbb ¥ Ap.), B KOTOPble MOTYT ObITb BAOXKEHbI
06BEKTBI, B KOTOPbIE TakKe MOTYT ObITb BJOXKEHbI OOBEKTHI, U

T. . 3HaUeHWe 3TOro NnapameTpa ycTaHaB/AVBaeT NpeAesibHbIi
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MaxSizeToExtract
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MilterDebugIpc

{noeuyveckuti}
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YPOBEHb Mepapxnm BAOXKEHHOCTY, NOC/AEe KOTOPOro 06BbeKTbI
BHYTPV 06EKTOB He ByAyT NPOBePATHCH.

OrpaHUYeHnii YpoBHS BAOXEHHOCTU HeT. 3HaueHune 0
YKa3bIBaeT, YTO BJAOXKEHHbIe 06beKTbl He MPOBEPSAIOTCA.

3HayeHVe No yMONYaHUHo: 8

MakcrManbHbIN YPOBEHb BNOXKEHHOCTU NPW NPOBEPKe APYrnX
TVNOB O6BHEKTOB C BAOXEHUAMY (HanpuMep, cTpaHuLbl HTML,
dannbl . jar n Ap.). 3HaueHWe 3TOro napameTpa ycraHaBvBaeT
npesenbHbIN YPOBEHb MepapXmn BJAOXKEHHOCTH, MOCAe KOTOPOro
06beKTbl BHYTPY 06HEKTOB He ByAyT NPOBEePATHCS.

OrpaHUyYeHnii YpoBHS BNAOXEHHOCTU HeT. 3HaueHne 0
YKa3bIBaeT, YTO BJAOXKEHHbIe 06bEKTbl He MPOBEPSAOTCA.

3HayeHVe No yMONYaHWto: 8

MakcnmanbHO AONYCTMMAsA CTeMeHb CKaTnA 3arnakoBaHHbIX
06BEKTOB (OTHOLLEHME CKAaTOro obbema kK HecxkaTomy). Ecam
cTeneHb CKatns obbekTa NPeBbICUT YKa3aHHYH BEUYMHY, OH
ByzeT NponyLleH Npy NPoBepKe COOOLLLEHNS, NHULIMMPOBAHHOM
no 3anpocy Dr.Web MailD.

BesvumnHa cTeneHn cxatus foaKHa 6biTb HE MeHee 2.
3HayveHVe No yMon4aHuto: 500

OrpaHunyeHue Ha pa3mMep painos B apxmee. Paiinbl, pasmep
KOTOpPbIX MPeBbILLAET 3HaYeHWe 3TOro napameTpa, byayt
nponyLeHsbl Npu npoeepke. Mo yMoAYaHUI HUKakKux
OorpaHMYeHnii Ha pa3Mep GainoB B apxmBax Her.

3HaueHne 3TOro NapamMeTpa yKasblBaeTca Kak YnC/Io C
cybdmkcom (b, kb, mb, gb). Ecim cyddurke He ykazaH, uncno
NHTepnpeTMpyeTCs Kak pa3mep B balTax.

Ecan yctaHoBneHO 3HaveHne 0, Gaiiabl B apxmBax NpoBepATLCS
He OyayT.

3HayeHVe No yMon4YaHuto: None

CoxpaHsiTb UK He COXPaHATb B XXypHane Ha OT/1a,04HOM
ypoBHe (LogLevel = Debug) cooblueHus npoTokona Milter.

Bo3MoXHble 3HauUeHus:
e On, Yes, True — COXPaHATb B XypPHane,
e Off, No, False — He COXpaHATb B XypHaJse.

3HayeHVe No yMoa4aHuto: No
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CoxpaHsiTb UK He COXPaHATb B XXypHane Ha OT/1a04HOM
YypOBHe (LogLevel = Debug) Tes0 COOBLLEHMWI INEKTPOHHOM
MOYTbI, MONYUYEHHbIX Ha NPOBepPKy vepes nHTepdeiic Milter.

Bo3Mo>XHble 3HauUeHus:
e On, Yes, True — COXPaHATb B XypPHane,
e Off, No, False — He COXpaHATb B XypHaJse.

3HayeHVe No yMoa4aHuto: No

Coket ana nogkntoueHmsa kK MTA kak Milter-¢unbTp coobLueHwnin
3NeKTPOHHOM NoYThI (Ha 3TOT cokeT MTA ByaeT BbINONHATb
noakaroYeHne npu ncnonbsosaHmm Dr.Web MailD B kauectBe
cooTBeTcTBYytOLLero GpuabTpa). [lonyckaercs ncnonb3oBaHne
Unix-cokeTa namn ceteBOro cokerta.

MpaBuna 06paboTkm COOBLLEHMI, MOCTYMNAOLLMX Ha MPOBEPKY
yepes Milter, 3apatoTcs napameTpom MilterHook (CM. HUXe).

3HaueHVe No ymMoa4YaHuto: (He 3adaHo)

Kog ckpunTa Ha s3bike Lua ans 06paboTkn MOUTOBbIX
COOOLLEHWI, MONYYEHHbIX Yepe3 HTepdeic Milter, nnbo nyTb K
danny aToro ckpunra.

Ecav ykasaH HeZoCTynHbI daii, TO Npu 3arpy3ke KOMMOHeHTa
6yzeT BblgaHa owwmnbKa.

3HayeHVe No yMOYaHWIO:

local dw = require "drweb"
local dwcfg = require "drweb.config"

function milter hook(ctx)

—-— OTKJIOHMUTBb COOOLIeHMEe, eCJM OHO IOXOXe Ha clIaMm
if ctx.message.spam.score >= 100 then
dw.notice ("Spam score: "
ctx.message.spam.score)
return {action = "reject"}
else
-- JobaeuThk 3arojoBkm X-Drweb-Spam c oTdueToM O
crame
ctx.modifier.add header field("X-DrWeb-
SpamScore", ctx.message.spam.score)
ctx.modifier.add header field("X-DrWeb-
SpamState", ctx.message.spam.type)
ctx.modifier.add header field("X-DrWeb-
SpamDetail”, ctx.message.spam.reason)
ctx.modifier.add header field("X-DrWeb-
SpamVersion", ctx.message.spam.version)
end

-- [lpoBepUTL NMUCHMO Ha HaJIMUMe yTIpo3 U, E€CJAM OHU
VMEKTCs, INepenakoBaTb €TI0
for threat, path in ctx.message.threats{category
= {"known virus", "virus modification",
"unknown virus", "adware", "dialer"}} do
ctx.modifier.repack ()
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dw.notice (threat.name .. " found in "
(ctx.message.part at (path).name or path))
end

—-- IlepenakoBaTh, €CJM HalIOeH HexejaTellbHeM URL
for url in ctx.message.urls{category =
{"infection source", "not recommended",
"owners notice"}} do
ctx.modifier.repack ()

dw.notice ("URL found: " .. url .. " ("
url.categories[1l] .. ")")
end

—-- Jo6aBuTb 3aroJoBOK X-AntiVirus

ctx.modifier.add header field("X-AntiVirus",
"Checked by Dr.Web [MailD version: "
dwcfg.maild.version .. "]")

- HpI/IHHTb IIMCBEMO CO BCeMM 3allJIaHMPOBAaHHBIMNM
npeobpas30BaHUAMU

return {action = 'accept'}
end

SpamdDebuglpc CoxpaHATb UK He COXPaHATb B XXypHane Ha OTaf04YHOM

(n02usieckui} ypoBHe (LogLevel = Debug) cO0bLieHNs NpoToKona Spamd.

Bo3Mo>XHble 3HaUeHus:
e On, Yes, True — COXPaHATb B XypPHane,
e Off, No, False — He COXpaHATb B XypHaJse.

3HayeHVe No yMoa4aHuto: No

SpamdSocket Coket ana nogkntoueHus k MTA kak Spamd-dunbTp coobuieHui
3NeKTPOHHOM NoYThI (Ha 3TOT cokeT MTA ByaeT BbINONHATb
noakaroueHune npu ncnonbsosaHmm Dr.Web MailD B kauectse
cooTBeTCTBYytOLLEero GpuabTpa). [lonyckaercs ncnonb3oBaHmne
Unix-cokeTa namn ceteBOro cokerta.

{nyms «k ¢paliny | IP-adpec:nopm}

MpaBuna 06paboTkm COOBLLEHMI, MOCTYMNAOLLMX Ha MPOBEPKY
yepes Spamd, 3agatoTcsa NapaMeTpoM SpamdReportHook (CM.
HUXeE).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

SpamdReportHook Kog ckpunTa Ha si3bike Lua ans 06paboTkm coobLieHwi
3NIEKTPOHHOW MOYTbI, MOJYYEHHbIX Yepe3 nHTepdeinc Spamd,

{nyms k ¢aliny | pyHkyus Lua} -
nnbo nyTb K panny, cogepkallieMy 3TOT CKPUMT.

Ecav ykasaH HeZoCTynHbI daiii, To Npu 3arpy3ke KOMMOHEHTa
6yzeT BblgaHa owwmnbKa.

3HayeHve No yMOYaHWIO:
local dw = require "drweb"
function spamd report hook (ctx)

local score = 0
local report = ""
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—-- IlpumbaeuTre 1000 GamnyoB 3a KaxAayl yIpo3y B
coobueHmUn

for threat, path in ctx.message.threats{category
= {"known virus", "virus modification",
"unknown virus", "adware", "dialer"}} do

score = score + 1000

report = report .. "Threat found: "
threat.name .. "\n"

dw.notice (threat.name .. " found in "
(ctx.message.part at (path).name or path))

end

—- IllpubaeuTe 100 GaJsyioB 3a KaXIbM HeXeJlaTeJbHBIN
URL B coobmeHun
for url in ctx.message.urls{category =
{"infection source", "not recommended",
"owners notice"}} do
score = score + 100
report = report .. "Url found: " .. url
" \nll
dw.notice ("URL found: " .. url .. " ("
url.categories([1l] .. ")")
end

-- Jo6aBuUTb ClaM-pPeUTUHT

score = score + ctx.message.spam.score

report = report .. "Spam score: "
ctx.message.spam.score .. "\n"

if ctx.message.spam.score >= 100 then

dw.notice ("Spam score: "

ctx.message.spam.score)

end

-— BepHYTH pes3ysibTaT [IPOBEPKM

return {
score = score,
threshold = 100,
report = report
}
end

COXpaHﬂTb NN HE COXPaHATb B XXypHaJie Ha OT/1lajO4HOM

ypoBHe (LogLevel = Debug) coObLleHNa npoTokona Rspamd.

Bo3MOXHble 3HaueHus:

e On, Yes, True — COXPaHATb B XYypPHane,

e Off, No, False — He COXpaHATb B XypHane.

3HayeHVe No yMon4aHuto: No

Coket ana nogkntoueHns K MTA B kauectBe Rspamd-dunbtpa
COODBLLEHWI NEKTPOHHOM NoYThl (Ha 3TOT cokeT MTA 6yaet
BbIMONHATL MOAKNOUEHME Npu ncnoab3oBaHun Dr.Web MailD B
KayecTBe COOTBETCTBYHOLLLEro GMALTPA, C UCMO/b30BaHNEM

HTTP-BapuaHTa npotokona Rspamd). Jonyckaetca
ncnosab3oBaHue Unix-cokeTa nam ceTeBOro cokerta.

MpaBnna 06paboTkm coobLLEHNMI, NOCTYNatoLLMX Yepe3 Rspamd,
3aZatoTcA napaMmeTpoM RspamdHook (CM. HUXe).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)
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Coket ana nogkntoueHms K MTA B kauectBe Rspamd-dunstpa
COODBLLEHWI NEKTPOHHOM NoYThl (Ha 3TOT cokeT MTA 6yaet
BbIMONHATL MOAKNOUEHME Npu ncnoab3oaHun Dr.Web MailD B
KayecTBe COOTBETCTBYHOLLLEro GMALTPA, C UCMO/b30BaHNEM
legacy-BapwviaHTa npoTokona Rspamd). [lonyckaetcs
ncnosab3oBaHue Unix-cokeTa nam ceTeBOro cokerta.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Kog ckpunTa Ha sa3bike Lua ans 06paboTku coobLLeHui
3NIEKTPOHHOWM NOYTbI, MOJYYEHHbIX Yepe3 nHTepdenc Rspamd,
nmnbo nyTb K daliny, cogepkallemy 3ToT CKPUMT.

Ecav ykasaH HeZoCTynHbI daiii, To Npu 3arpy3ke KOMMOHEHTa
6yzeT BblgaHa owwmbKa.

3HayeHVe No yMONYaHWIO:
local dw = require "drweb"

function rspamd hook (ctx)
local score = 0
local symbols = {}

-- IlpubaBure 1000 GasuioB 3a Kaxayon yIrpo3y B
CcooBueHUMn
for threat, path in ctx.message.threats{category
= {"known virus", "virus modification",
"unknown virus", "adware", "dialer"}} do
score = score + 1000
table.insert (symbols, {name = threat.name,
score = 1000})
dw.notice (threat.name .. " found in "
(ctx.message.part at (path).name or path))
end

-- IpmbasuTe 100 GanyioB 3a KaxXIel HeXeJjaTeJlbHbII
URL B cooOOmeHUn
for url in ctx.message.urls{category =
{"infection source", "not recommended",
"owners notice"}} do
score = score + 100
table.insert (symbols, {name = "URL " .. url,
score = 100})
dw.notice ("URL found: " .. url .. " ("
url.categories[1l] .. ")")
end

-—- Jo6aBUTb CHaM-PEeMTUHI

score = score + ctx.message.spam.score

table.insert (symbols, {name = "Spam score",
score = ctx.message.spam.score})

if ctx.message.spam.score >= 100 then

dw.notice ("Spam score: "

ctx.message.spam.score)

end

—— BepHyTb pesysibTaT [IPOBEPKU
return

score = score,

threshold = 100,

symbols = symbols
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SpfCheckTimeout
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SmtpDebuglpc
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SmtpTraceContent

{noeuyveckuti}

SmtpRetryInterval

{uHmepean epemeHu}

SmtpRequireTls

{Always | IfSupported | Never}
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end

MakcunmanbHoe oblLiee Bpems, OTBeeHHOe Ha nposepky SPF.
3HayeHVe No ymMon4vaHuto: 20s

MakcrmanbHO AOMYCTMMOE YMCNO MYCTbIX OTBETOB BO BPeMS
nposepku SPF.

3HayeHVe No yMONYaHWIO: 2

CoxpaHATb AN He COXPaHATb B XXypHasae Ha OTNaj40uYHOM
ypoBHe (Npu LogLevel = DEBUG) SMTP-kOMaHZbl B pexume
SMTP.

Bo3mo>xHble 3HaueHus:

e On, Yes, True — COXPaHATb B XypPHane,

e Off, No, False — He COXpaHATb B XypHane.

3HayeHVe No yMoa4aHuto: No

CoxpaHATb MM He COXPaHATb B XXypHasae Ha OTNaj40uYHOM
ypoBHe (Npu LogLevel = DEBUG) cOAep>KMMOe MOYTOBbIX
coobLeHnn B pexxume SMTP.

Bo3modxHble 3HaueHus:

e On, Yes, True — COXPaHATb B XypPHane,

e Off, No, False — He COXpaHATb B XypHane.

3HayeHVe No yMoa4aHuto: No

TaiiM-ayT Ha MOBTOPHYO MOMbITKY MPOBEPKM UAN OTMPaBKM
coobLueHuns B ciydae owmnbkm npu pabote B pexkume SMTP.

[Jonyctumble 3HaueHuns: ot 1 cekyHapl (1s) go 1 aHa (14).
3HayeHVe No yMONYaHWNIO: 5m

Monutnka pabotsl ¢ pacwmpeHnem STARTTLS npotokona SMTP
B pexume SMTP.

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e Always — BCerfa MCcrnosib30BaThb 3aLUULLEHHOE COEANHEHME;
npepbiBaTh COEAMHEHWE, ECV CEPBEP He NOAAEPXKMBAET €r0
3aLumTy.

e IfSupported — ewIv cepBep NOAAEPXKMBAET 3alMULLEHHOE
COeAVHEHME, TO MPeAnoYnTaTh €ro; B MIHOM C/lydae
OTMPaBAATb COOBLLEHMS MO HE3AWMLLEHHBIM KaHalaM.

e Never — He UCMO/b30BaTb 3aLUMLLEHHOE COEANHEHME.

3HauveHVe No yMOYaHUIo: Always
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SmtpSslCertificate

{nyme k ¢paliny cepmugpukamay

SmtpSslKey

{nyme k ¢baliny 3akpeimozo karo4ayj

SmtpTimeout

{uHmepean spemeHu}

SmtpTimeoutAction

{Accept|Discard}

SmtpSocket

{nyms «k ¢paliny | IP-adpec:nopm}
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MyTb Kk Ppanny ceptndukata ana nogiatoueHna MTA k Dr.Web
MailD, paboTatolLemy B KayecTBe BHeLLHero GpuabTpa
COOOLLEHWI 31eKTPOHHOW NoYThl B pexkume SMTP nan BCC.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

MyTb K parnny 3aKpbITOro kAroYa Ansa nogkntodeHns MTA k
Dr.Web MailD, paboTatoLemMy B ka4ecTBe BHELLHEro puabTpa
COOOLLEHWI 31eKTPOHHOW NoYThl B pexkume SMTP nan BCC.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

MakcnmanbHOe BpeMsi XpaHeHWs COOOLLLeHNsA B ouepeam (B
MWHYTax), B TeYeHNe KOTOPOro AOJXKHA ObiTb BbINOJHEHA
nposepka npun pabote Dr.Web MailD B pexxume SMTP. Ecnv B
TeyeHue ykazaHHOro BpeMeHU NpoBepka He 3aBepLumaach
yCneLHo, To ByAeT BbINOJHEHO AENCTBUE, YKa3aHHOe B
napametpe SmtpTimeoutAction. Ecam ykasaHo HysneBoe
3HaueHue, NPOBepPKa BbINMOJHAETCA HEMEANEHHO nocae
NMoMeLLeHMs COOBLLEHMS B OYepesb UK NOC/Ie OUepesHON
HeyZa4HOM NomnbITKW NpoBepKkun. Ecin 3HaueHme gaHHOro
napameTpa npeBblLLaeT 3HaYeHne napameTpa
SmtpRetryInterval, TO B TeYEHME YKa3aHHOIO BPEMEHU
OyaAyT NpeanpUHATHLI ABE NOMbITKU NPOBEPKMU.

[onyctnmMble 3HaueHus: 0, An6o oT 1 MuHYThI (1m) Ao 1 Hezenw
(1w).

3HayeHVe No yMoYaHuto: 1h

,ﬂ'eVICTBMe, KOTOPOE BbINOAHAETCA NO NCTEYEHUN NHTEPBAa
BpeMeHU, yKa3aHHOro B fapameTpe SmtpTimeout.

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e Accept — NpUHATbL (pa3pewmnts MTA oTnpaBuTb coobLLeHNe
noayyatento);

e Discard — oT6pocKTb COObLLEHNE, HE YBEAOMASAS
oTnpasuTesns.

3HauyeHne Mo YMOAYaHWIO: Accept

Cokert ana nogxatoverHmsa kK MTA B kauecTBe GuabTpa
COOOLLEHWI 31eKTPOHHOW NoYThl B pexkume SMTP (MTA 6yaet
NOAKNOYATLCA Yepes 3TOT COKeT Npw ucrnosb3osaHuy Dr.Web
MailD B kauecTBe BHelHero ¢punbTtpa). Jonyckaercs
ncnonb3oBaHue Unix-cokeTta nam ceteBoro coketa. Cepsep,
NOAKNHOYAOLMIACA Yepe3 JaHHbIN COKET, NCMONb3yeT
ceptudmKaT, NyTb K $ariny KOTOPOro 3ajaeTca napaMeTpom
SmtpSslCertificate, ¥ 3aKpbITbIA KIOY, NYTb K danny
KOTOPOro 3ajaeTca napameTpom SmtpSslKey.

3HaueHVe No ymMoa4YaHuto: (He 3adaHo)
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SmtpHook

{nyms k ¢aliny | pyHkyus Lua}
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Cokert ans nogkntovenus Dr.Web MailD kK MTA ans otnpasku
npoLueAwnx NpoBepKy cooblueHnin B pexxume SMTP (Dr.Web
MailD, ncnonb3yemsblin B Kauectse BHelLHero dpuabtpa, byaet
noakatouvatbca K MTA yepes 310T coker). [lonyckaeTca
ncnonb3oBaHne Unix-cokeTa UM CEeTEBOrO COKETa.

3HaueHVe No ymMoaYaHuto: (He 3adaHo)

Kog ckpunta Ha s3bike Lua ans 06paboTkn coobLyeHni
3NEeKTPOHHOM MOYTbI, MONYYEeHHbIX Ha MPOBEPKY B pexXmMme
SMTP, ninbo nyTb Kk dariny, cogepkaLliemy 3ToT CKPUMT.

Ecam B cekumm [Root] KOHOUrypaumnoHHoro painna
YCTaHOBJIEHO 3HaueHVe napameTpa UseVxcube=Yes, B Lua-
CKPWNT MO YMOYaHMIo A06aBAfeTCA onepaLmsa NpoBepKu
$annoB NOYTOBLIX BAOXKeEHWI ¢ nomoLbto Dr.Web vxCube.

3HayeHve No yMOYaHWIO:
local dw = require "drweb"

function smtp hook (ctx)
—-— OTKJIOHMUTBb COOOLIeHMEe, €eCJM OHO IOXOXe Ha claMm
if ctx.message.spam.score >= 100 then
dw.notice ("Spam score: "
ctx.message.spam.score)
return {action = "discard"}
else
—-- Job6aeuThk 3arojoBkmu X-Drweb-Spam c oTdeToM
o crawme
ctx.modifier.add header field("X-DrWeb-
SpamScore", ctx.message.spam.score)
ctx.modifier.add header field("X-DrWeb-
SpamState", ctx.message.spam.type)
ctx.modifier.add header field("X-DrWeb-
SpamDetail”, ctx.message.spam.reason)
ctx.modifier.add header field("X-DrWeb-
SpamVersion", ctx.message.spam.version)
end

-- [IpOBEPUTH NMCBMO Ha HaJMUMe yI'PO3 UM, €CJM OHU
VMETCs, [epernakoBaTbh eTro

threat categories = {"known virus",
"virus modification", "unknown virus", "adware",
"dialer"}

if ctx.message.has threat ({category =
threat categories}) then
for threat, path in
ctx.message.threats ({category =
threat categories}) do

dw.notice (threat.name .. " found in "
(ctx.message.part at (path).name or path))
end
ctx.modifier.repack ()
return {action = "accept"}

end

-- IlepenakoBaTh, €CJM HalIOeH HexejaTelbHeEM URL
url categories = {"infection source",

"not recommended", "owners notice"}
if ctx.message.has url ({category =

url categories}) then
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for url in ctx.message.urls ({category =

url categories}) do
dw.notice ("URL found: " .. url .. " ("

url.categories[1l] .. ")")

end

ctx.modifier.repack ()

return {action = "accept"}

end

- HpI/IHHTb IIMCBEMO CO BCeMM 3allJIaHMPOBAaHHBIMNM
npeobpas30BaHUAMU

return {action = 'accept'}
end

Coket ana nogxatoverHmsa kK MTA B kauecTBe GuabTpa
COOOLLEeHMI 31eKTPOHHOW nouTsl B pexkume BCC (MTA byaet
NOAKNOYATLCA Yepes 3TOT COKeT Npw ucrnosab3osaHuy Dr.Web
MailD B kauecTBe BHelHero ¢unbTpa). Jonyckaercs
ncnonb3oBaHue Unix-cokeTta nam ceteBoro coketa. Cepsep,
NOAKNHOYAKOLMIACA Yepe3 JaHHbIN COKET, CMONb3yeT
ceptTudmkaT, NyTb K $ariny KOTOPOro 3ajaeTca napaMeTpom
SmtpSslCertificate, ¥ 3aKpbITbIA KJOY, NYTb K danny
KOTOPOro 3ajaeTca napameTpom SmtpSslKey.

3HaueHVe No ymMoa4YaHuto: (He 3adaHo)

AZpec 31eKTPOHHOW MOYTbI, C KOTOPOro HyAyT OTNPaBAATLCA
oTyeTbl Dr.Web MailD no ntoram npoBepku BAOXKEHWI
nouToBbIX coobLeHNI B pexnme BCC.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Maponb OT MOYTOBOrO ALLMKA, C KOTOPOro ByAyT OTNPaBAATLCS
oTyeTbl Dr.Web MailD no ntoram npoBepku BAOXKEHWI
nouToBbIX coobLeHNi B pexxnme BCC.

Bo3MOXHbIe 3HaveHNA:

e None — AWK He 3alLMLLEH Naponem;

e Plain (<naposb>) — ALMK 3aLLUMLLEH YKa3aHHbIM MaposeM.

3HayeHVe No yMon4YaHuto: None

AZpec 31eKTPOHHOW MOYTbI, Ha KOTOPbIN ByAyT OTNPaBAATLCSA
oTyeTbl Dr.Web MailD no ntoram npoBepku BAOXKEHWNI
nouToBbIX coobLeHNi B pexxnme BCC.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Azpec MTA ans oTnpaBKy MNOYTOBbIX COODBLLEHNI B pexXMMax
SMTP n BCC. [lonyckaeTca ncnonb3oBaHue gomeHa, IP-agpeca
nnan Unix-cokeTa.

3HaueHVe No ymMoa4YaHuto: (He 3adaHo)
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MakcnmanbHOe BpeMsi XpaHeHs COOOLLLeHNsA B ouepeam (B
MWHYTax), B TeYeHNe KOTOPOro AOJKHA ObiTb BbINOJHEHA
nposepka npu pabote Dr.Web MailD B pexume BCC. Ecnm B
TeyeHue ykazaHHOro BpeMeHU NpoBepka He 3aBepLumaach
yCneLHo, To ByAeT BbINOJHEHO AelicTBue Discard. Ecim
yKa3aHOo Hy/neBOe 3HaYeHne, MPOoBepKa BbIMOAHAETCS
HemMeA/leHHO Noc/e NoMeLLLeHNs COObLLEHMSs B ovepesb Uan
nocae oyepesHON HeyAauHOW NOMbITKM NPoBepKu. Ecan
3HaueHue JaHHOro napamMeTpa MpeBbillaeT 3HaYeHne
rnapameTrpa SmtpRetryInterval, TO B TE4EHME YKA3aHHOIO
BpeMeHu ByAyT NpesnpUHATbI ABE NMOMbITKM NPOBEPKY.

[onyctnmMble 3HaueHus: 0, Anbo oT 1 MuHyThI (1m) Ao 1 Hezenw
(1w).

3HayeHVe No yMoYaHuto: 1h

Cnncok nnatdpopm OC And BINOAHEHWS GaiIOB MOUTOBLIX
BJIOXeHWI Npu ncnosnb3osaHum Dr.Web vxCube B kavecTse
WHCTPYMeHTa NPOBEPKMN MOUTOBbIX COODLLEHNI B pexnmMe
BHelHero ¢uabtpa (SMTP nan BCC).

3HaueHVA B CNMCKe yKa3blBatOTCA Yepes 3anATyto (Kaxkgoe
3HaueHVe B KaBblukax). [lonyckaeTca MOBTOpeHMe NapamMeTpa B
ceKumm (B 3TOM Cilyyae BCe 3HaYeHUs 0ObeANHAIOTCA B eANHbI
CANCOK).

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e <naamgopma> — 3HadeHune nons os_code (Ha3BaHue OC ¢
yKa3zaHveM pa3psagHocTn) u3 API-Bbi3oBa platforms B
Dr.Web vxCube (nogpobHee cm. PykoBoacTBO nosib3oBaTens
Dr.Web vxCube, pasgen Platform);

e All — BCe AOCTyMHble NIaTGOPMBbI.

3HaueHue no yMOA4YaHuto: A11

Cnncok popmatoB $aliioB MOUTOBbLIX BJAOXKEHUN, KOTOPbIE
ByaAyT OTNPaBAATLCA Ha aHaAW3 Npwu Ucnosab3osaHum Dr.Web
vxCube B KauecTBe MHCTPYMEHTa NPOBEPKMN NMOUTOBbIX
coobLeHUI B pexxunme BHelwHero ¢uabtpa (SMTP nan BCC).

3HaueHVA B CNMCKe yKa3blBatOTCA Yepes 3anATyto (Kaxkjoe
3HaueHVe B KaBblukax). [lonyckaeTca MOBTOpeHMe NapamMeTpa B
ceKumm (B 3TOM Cilyyae BCe 3HaYeHUs 0ObeANHAIOTCA B eANHbI
CANCOK).

,D,OI'IyCTI/IMbIe 3Ha4YeHnAa:

e <cghopmam> — 3HaueHue nosns name (bykBEHHOE
ob03HaueHne popmarta) n3 APIl-BbizoBa formats B Dr.Web
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vxCube (nogpobHee cM. PykoBoacteo nonb3osatens Dr.Web
vxCube, pa3gen Format);

e A1l — BCe AOCTyrnHble GopMaThl.

3HaueHue no yMOA4YaHuto: A11

VxcubeSampleRunTime Bpemsi BbiNONHEHMs (aiina MOUTOBOTO BIOXKEHWS,
oTnpaB/ieHHOro Ha aHann3 B Dr.Web vxCube npwu
MCMO/Ib30BaHWNM €ro B Ka4ecTBe NHCTPYMEHTa NpoBepKu
MOUTOBbIX COODBLLEHNI B pexuMe BHelHero duabtpa (SMTP
nan BCQ).

{uHmepean spemeHu}

3HayeHVe No yMONYaHWIO: 1m

9.5. Dr.Web Anti-Spam

KomnoHeHT Dr.Web Anti-Spam npegHa3HayeH A8 HENOCPeACTBEHHON NPOBEPKM COOBLLLEHWI
3NIEKTPOHHOW MOYTbl Ha HaMUMe NPU3HAKOB Crama. ITOT KOMMOHEHT UCMOb3yeTca
KOMMOHEHTOM MPOBEPKMN COODLLEHNIN 3NeKTPOHHOM NoyTbl Dr.Web MailD. B 3aBucMmMocTn ot
noctasku, KOMnoHeHT Dr.Web Anti-Spam moxeT oTcyTcTBOBaTh B cocTaBe pelueHusa Dr.Web
Desktop Security Suite (B 3Tom cnyuae Dr.Web MailD He BbinosHsAeT aHann3 coobeHui
3/IEKTPOHHOW MOYTbl Ha HaMYMe NPU3HAKOB Crama).

@ KomnoHeHT He noaaep>xkmBaetca ans apxmtektyp ARM64, E2K n IBM POWER (ppc64el).

9.5.1. MpuHUMNbI paboThbl

AHanuns coobuieHunr, nonyyeHHbix oT Dr.Web MailD (uam MHOro BHeLWHero NpuaoXeHus), Ha
Ha/inymMe NPM3HaKOB CramMa MpPOM3BOANUTCA C UCMOAb30BaHNEM aHTMCNaM-b1banoTekn n
komnoHeHTa Dr.Web Anti-Spam. AHann3 cooblieHnii Npom3BOAMTCA aBTOHOMHO 6e3 obpalyeHuns
K BHELUHMM MCTOYHMKaM MHPopmMaLmm o cname. [laHHoe pelleHne obecneunBaeT BbICOKYHO
CKOPOCTb 06paboTKM MMCEM N MOCTOSHHOE YyYLleHNe KayecTBa aHaan3a coobLeHnin
6narogaps AMHaMU4eckoMy ObHOBAEHMIO 6a3bl NpaBMa cnamM-knaccmdurkaLmm coobLeHmm
(0bHOBNEHME NPOU3BOAMNTCSA aBTOMATMUECKN NOCPEACTBOM KOMMOHEeHTa 06HoBAeHus Dr.\Web

Updater).
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Bbl MOXeTe co3aaTh CBOW COBCTBEHHbIN KOMMOHEHT (BHELLHEE MPUNOXKEHWE),
ncnonbsytowmii Dr.Web Anti-Spam ana npoBepkn MOYTOBbIX COOBLLEHNI Ha cnam. [as
3TOro KomnoHeHT Dr.Web Anti-Spam npegocrtaBaseT cneuunannsmpoBaHHbii AP,
OCHOBaHHbIN Ha TexHonorum Google Protobuf. Ana nonyyeHna onucanma APl Dr.\Web
Anti-Spam, a Tak>e NpYMepoB KoAa KAMEHTCKOro NPuUaoXeHus, ncnonbsytollero Dr.Web
Anti-Spam, o6patutech B 0Tz No pabote ¢ naptHepamu ' komnaHum «[lokTop Be6».

B Dr.Web Desktop Security Suite gns apxutektyp ARM64, E2K 1 IBM POWER (ppc64el)
komMnoHeHT Dr.Web Anti-Spam otcyTtcTByer.

Ecnam kakune-n1mbo coobLeHMs 31eKTPOHHON MOYTbl HEeMPaBWIbHO PaCcMO3HAaOTCS
komnoHeHTom Dr.Web Anti-Spam, pekoMeHayeTcs oTnpaBasTb UX Ha CeLanbHble
nouTOBbIE ajpeca ANA aHaAM3a 1 NOBbILEHWA KadyecTBa paboTbl cnam-punbtpa. a5 3Toro
COXpaHuTe KaxAoe Takoe CoobLeHne B OTAENbHbIV Pain C paclumpeHnem . eml.
CoxpaHeHHble painbl NpuKpenuTe K COODLLLEHMIO 3N1EeKTPOHHOM MOYTbl, KOTOPOe
OTMNpaBbTe Ha COOTBETCTBYIOLLMI CY>XebHbIV afpec:

e nonspam@drweb.com — ec/iv OHO COAEPXUT dainbl MUCEM, OUOOYHO NPUIHAHHbIX
chamom;

e spam@drweb.com — eciv OHO coaepXUT dhaibl MUCEM, OUOBOYHO He onpedesieHHbIX
Kak cnam.

9.5.2. AprymMmeHTbl KOMaHAHOWU CTPOKMU

Yto6bI 3anyCcTUTb KOMMOHeHT Dr.Web Anti-Spam 13 KOMaHAHOWM CTPOKW, BbINONHNTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-ase [<napamempsi>]

Dr.Web Anti-Spam gonyckaeT ncnonb3oBaHve caeayrowmx napaMeTpoB:

Mapametp

--help

--version

Mpumep:

OnwucaHune

HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW MW IMYAATOPa TEPMUHANA KPaTKOW CrpaBKy Mo
MMEeRLLMMCA NapaMeTpamM KOMaHAHOW CTPOKM 1 3aBeplueHne paboTbl KOMMOHEHTa.
KpaTkuii BapuaHT: —h

AprymeHTbl: Het

HazHaueHwme: BbiBOA Ha 3KpaH KOHCOAM UAW IMYASTOpPa TepMUHaNa MHGopmaLmm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

$ /opt/drweb.com/bin/drweb-ase --help

JTa KOMaHAa BbiBeeT Ha 3KpaH KpaTKyro cnpaBKy KOMnoHeHTa Dr.Web Anti-Spam.
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3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCcpeACcTBEHHO M3 KOMaHAHOW CTPOKM He
npeaycmoTpeH. OH 3anyckaeTcs aBTOMaTMYeCckn AeMOHOM yrnpaBaeHns KoHdurypaumen Dr.\Web
ConfigD n koHTpoaupyetca komnoHeHTom Dr.Web MailD npu nposepke coobueHuni
3/IEKTPOHHOW MOYThl Ha cnaM. MNpu 3ToM, eciv B HacTpolikax kKoMnoHeHTa Dr.Web Anti-Spam
3alaHo 3HayeHVe NapameTpa FixedSocket, TO oguH 3k3emnasp Dr.Web Anti-Spam 6yzet
aBTOMaTU4ecku 3anyLeH komnoHeHTom Dr.Web ConfigD 1 nocTosiHHO A0CTyMNeH KaneHTam
yepes ykasaHHbI Unix-cokeT. [lns ynpaBaeHns napaMmetTpaMy paboTbl KOMMOHEHTa, a TakxKe A4
MpOBepKM NOYTOBbIX 06BEKTOB MO TpeboBaHMIO ncnoabdynte ytuanty Dr.Web Ctl,
npeAHa3sHayeHHyo ans ynpasaeHns Dr.Web Desktop Security Suite 13 KOMaHAHOW CTPOKM
(3anyckaetca kOMaHAOW drweb-ctl).

[na nonyyeHns cnpaBky O KOMMOHEHTE U3 KOMaHAHOM CTPOKM BbIMOAHUTE KOMaHAY
man 1 drweb-ase.

9.5.3. NapameTpbl KOHPUrypaLUmn

KoMMoHeHT ncnonbayet napamMeTpbl KOHOUIypaLuum, 3ajaHHble B CeKUUN [Antispam]
06besMHeHHOro koHoburypaumnoHHoro danna Dr.Web Desktop Security Suite.

B cekumnmn npeacraBneHbl creaytolime napameTpsbi:

Mapametp OnwucaHune

LoglLevel YpoBeHb MOAPOBOHOCTM BEAEHWA XypPHana KOMMOHEHTa.

{yposeHb nodpobHocmu}
Ecam 3HaueHne napameTpa He yKa3aHO, UCMONb3yeTcs 3HaueHne

napametpa DefaultLogLevel 13 cekumn [Root].

3HauyeHMe No yMon4aHuio: Notice

Log MeTo/ BefileHns KypHana KOMMOHeHTa.

{mun xypHana} 3HaueHre No yMoNUaHuIo: Auto

ExePath MyTb K MCoAHAEMOMY baiily KOMMOHeHTa.

{nyme « gpatiny} 3HaueHve No yMonuaHwto: /opt /drweb.com/bin/drweb-ase
TdleTimeLimit MakcrManbHoe Bpems MPOCTOs KOMMOHEHTa, MO NPEBbILIEHMIO

KOTOPOro OH 3aBepLUaeT CBOO paboTy.
{uHmepean epemeHu}

Eciv ycTaHOB/IEHO 3HaveHWe napameTpa FixedSocket, TO
HacTpolika UrHopupyeTcs (KOMMOHEHT He 3aBepLUaeT CBOK paboTy
Mo UCTeYeHMN MakKCMMaNbHOrO BPeMeHU NpocTos).

[Jonyctumble 3HaueHmns: oT 10 cekyHa (10s) go 30 gHel (304).
Ecam yctaHOBNEHO 3HauveHMe None, KOMNOHEHT byaeT paboTatb
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MOCTOAIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He byaeTt
oTnpasaeH curHan SIGTERM.

3HayeHne No yMon4yaHumio: 10m

MNMonb3oBaTesib, OT UMEHWN KOTOPOrO 3aryckaeTcs KOMMOHEHT. Bbl
MOXKeTe yKasaTb YMCN0BOW naeHTudukaTop nosbsosatens (UID)
WAn ero uma (NoruK). Ecam nma nonb3osatens COCTOUT U3 LGP

(T. e. noxoxe Ha uncnosoit UID), To 0HO yKka3sbiBaeTcs € Npepukcom
name :, Hanpumep, RunAsUser = name:123456.

Ecam nma nonb3oBaTens ykasaHO HEKOPPEKTHO, paboTa
KOMMOHEeHTa 3aBepLUaeTcs oWnbKoM cpasy Nocae nonbiTKu
3anycka.

3HauveHMe No yMon4YaHuto: drweb

MyTb K Ppainny coketa PUKCMPOBAHHOM KOMUN KOMMOHEHTa.

Mpwv 3agaHnK 3TOro NapameTpa AeMOH yrnpaBaeHns
koHurypauwmern Dr.Web ConfigD cneaut 3a Tem, utobbl BCerga
MMenca 3anyLleHHbI 3K3eMMNAAP KOMMOHEHTa, JOCTYMHbIN
KNMeHTaM Yepes 3TOT COKET.

Y6eamnTech, uTo Katanory ¢ daiiom cokeTa
/ | ', HasHaueHbl Creaylolie Npasa AOCTyna:

drwxr-xr-x

YT06bI NPOCMOTpPETbL MNMpaBa AO0CTyMa, BbIMOJIHUTE
KOMaHAy:

$ 1s -1d <nyms k kKamasoay>

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

BbINONHATL MW He BbIMOAHATL MOJIHYHO MPOBEPKY COOBLLEHNA Ha
Hann4yme npusHakos cnama. Ecam No, To npoBepka byzeT
OCTaHOBJIEHa, KaK TOJbKO YMCI0 BanoB cnama npeBbICUT
BE/IMUYMHY, YKa3aHHYO B MapameTpe FastCheckStopThreshold.

3HauveHne No yMOMYaHUNIO: Yes

[obaBnatb nnn He f06aBAATbL BanNbl B CNaM-pPENTUHT, eCu
COObBLLEHNE COAEPKINT TEKCT Ha kupuanumue. Ecam napametp nmeet
3HauyeHwue No, TO 3a Hanume TeKCTa Ha KUPUAINLLE HAUUCAAROTCA
[OMNONHNTENIbHbIE Ba/bl Crama.

3HauveHne No yMOMYaHUIO: Yes

[o6aBnatb nnn He f06aBAATb BanNbl B CNaM-pPENTUHT, eCn
COObLLEHNE COAEPXKNT TEKCT HA KMTANCKOM, KOPENCKOM, INOHCKOM
A3blkax. Eciv napameTp nMeeT 3HaveHme No, TO 3a Haauume TekcTa
Ha 3TUX A3blKax HAUNCAAOTCA AOMONHUTENbHbIE Banbl Crlama.
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CheckTransactionalEmails
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DetectSpamType

{noeuyveckuti}

FastCheckStopThreshold

{yenoe yucno}
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3HauveHne No YMOMYaHUIO: Yes

WckntouaTb M3 NpoBepku KOMMepUeckne coobLleHns (peknamHble
paccbiky, yBeAoMAeHNA 06 akumax 1 pacnpogaxax u T. n.). Ecan
No, TO Takme coobLeHNa KnaccuuLMpyroTcsa Kak crnam.

3HauveHVe No yMo4aHuto: No

VcknrovaTb m3 NpPoOBEPKN NOAO3PUTENbHBbIE COO6LLI,eHI/IF|
(Hanpmmep, cogep Kawpme npesnoxXeHna AeHEXHbIX I'IepEBO,CI,OB).
Ecam No, To Takme COO6LLI,eHI/IF| KJ'IaCCI/Iq)I/ILI,I/IpyI-OTCﬂ KakK criam.

3HayveHne No yMo4aHuto: No

WckntouaTb M3 NpoBepKkM coobLeHNA OT coLmanbHbIX ceTeid. Ecam
No, TO Takme coobLeHNa KnaccuULMpyroTca Kak crnam.

3HayveHne No yMo4aHuto: No

WckntouaTb M3 NpoBepKM cOOBLLEHNA O TPaH3aKLMAX
(perncrpaums, nokymnka ToBapa uav ycayru u T. n.). Ecam No, 1o
Takue COOOLLEHNA KNacCUPULIMPYHOTCA KaK cnam.

3HayveHne No yMo4aHuto: No

OTi/itouaTth NPOBEPKY Ha TUM cnamMa (MOLLEeHHMYEeCTBO, adepbl).
Ecam No, To Takme coobLieHmns KnaccuPULMpPyoTCs Kak Criam.

3HayveHne No yMo4aHuto: No

I'Ipep,eanoe yncao 6annoB crnama, no LOCTVOKEHNN KOTOPOTro
nposepka COO6LLI,EHI/Iﬂ OCTaHaBJ/INBaeTCA, €C/I NapamMeTp
FullCheck nmeet 3HaueHume No.

3HauveHne No ymMon4aHuio: 300

9.6. Dr.Web Mail Quarantine

MeHezep oyepeamn NoUToBbIX coobuieHnit Dr.Web Mail Quarantine npegHa3HaveH ans
XpaHeHMa Nucem 1 nx MeTanHGopmaLmn Ha XKECTKOM ANCKe BO BPeMA MPOBEPKN NMNCEM.

Dr.Web Mail Quarantine ncnonbsyetcs komnoHeHtom Dr.Web MailD npu paboTe B pexxmmax
SMTP n BCC. Dr.Web Mail Quarantine obecneuvrBaeT coxpaHeHue ouepesmn COOBLLIEHNIN K
6ecnepeboriHoe NpoTeKkaHWe NPOLLECCOB MPOBEPKM M NepeoTnpaBkm COOOLLEHNI B Ciyyae
owmnbok komnoHeHTa Dr.Web MailD nan notepun coegnHeruns ¢ MTA.

9.6.1. MpuHUMNbI paboThbl

KomnoneHTt Dr.Web Mail Quarantine obecneunBaeT BbINONHEHWE ABYX OCHOBHbIX 3aay:
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e CoxpaHeHuve oyepeamn nucem 1 MHGOPMaLMM O HUX Ha XXECTKOM ANCKE Ha BPeMs NpoBepKu
nncem komnoHeHTom Dr.Web MailD. NMucbma xpaHaTcs kak Gaisbl, a UHGoOpMaLms O HUX
CoxpaHsAeTca B penaunoHHoun 6ase gaHHbix SQLite. XpaHeHne nucem Heobxoanmo ana paboTbl
pexumax SMTP n BCC.

e [loBTOpHOE HanpasaeHWe Nncbma B koMmnoHeHT Dr.Web MailD uepe3 onpegeneHHbi TaimayT
B C/ly4ae BO3HWMKHOBEHMA OWMOKM B nNpoLiecce 06paboTky Nucbma (Hanpumep, ecam He
MONyUYNNOCh OCYLLLECTBUTb NepeoTnpaBKy nMcbMa). C MOMOLLbIO KOMMOHEeHTa obecneynBaeTcs
b6ecnepeboliHas nepesava obpaboTaHHOro nuceMa B MTA.

9.6.2. AprymMmeHTbl KOMaHAHOWU CTPOKM

Yto6bI 3anycTuTh KOMMNoHeHT Dr.Web Mail Quarantine n3 KomMaHAHOWM CTPOKM, BbINOAHUTE
KOMaHAy:

$ /opt/drweb.com/bin/drweb-mail-quarantine [<napamempsi>]

Dr.Web Mail Quarantine gonyckaeT UCNOAb30BaHWE CNeAYOLWNX NapaMeTPOB:

Mapamerp OnucaHue

--help HasHaueHwue: BbiBog Ha 3KpaH KOHCOIM UK SMYAATOPa TePMMUHaNa KPaTKOM CripaBKu Mo
MMeroLWMMCS NnapameTpam KOMaHAHOM CTPOKW 1 3aBepLueHre paboTbl KOMMOHEHTA.
KpaTkuit BapuaHT: -h
AprymeHTbl: Het

—-—version Ha3HaueHue: BbIBOp| Ha 3KpaH KOHCOJIN NN SMYNATOPa TePpMKUHaNa I/IHq)OpMaLI,I/II/I o
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-mail-quarantine --help

[laHHaa KomaHAa BbIBeAET Ha 3KpaH KpaTkyro cnpaBky komnoHeHTa Dr.Web Mail Quarantine.

3ameuaHusA O 3anycke

3anyck KOMMOHEHTa B aBTOHOMHOM peXuMe HernocpeAcTBEHHO U3 KOMaHAHOW CTPOKW He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTca aBTOMaTMYeCckn JEMOHOM ynpaBaeHna KOHdurypaumein
Dr.Web ConfigD npu HeobxoanmocTu. s ynpaBaeHns napameTpamMmm paboTbl KOMMNOHEHTA
ncnonbsynte ytnanty Dr.Web Ctl, npegHa3HayeHHyto ans ynpasaeHus Dr.Web Desktop Security
Suite N3 KOMaHAHOW CTPOKMW.
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@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHmsa cnpaBky O KOMMOHEHTE U3 KOMaHAHOW CTPOKW BbIMOJIHUTE KOMaHAY man
1 drweb-mail-quarantine

9.6.3. NMapameTpbl KOHPUrypaLumn

KoMnoHeHT ncnonbsyeT napameTpbl KOHOUIypaLuum, 3agaHHble B ceKUuun [MailQuarantine]
obbeanHeHHoro koHdurypauvoHHoro danaa Dr.Web Desktop Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb nodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « cbaliny}

RunAsUser

{UID | ums nose3o8amens}

IdleTimeLimit

{uHmepean epemeHuy}

OnucaHune

YpoBeHb NOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yka3aHO, NCMO/b3yeTca 3HaUeHne
napametpa DefaultLoglLevel U3 cekuun [Root].

3HauyeHve No yMon4YaHuIo: Notice

MeTtoz BeaeHna XKypHaaa KOMMOHEHTa.

3HayeHVe Mo yMOoYaHuMIo: Auto
MyTb K McnoaHsemMomy daliny KOMMOHEHTa.

3HayeHuMe No ymonyaHuto: /opt/drweb.com/bin/drweb-mail-
quarantine

Monb3oBaTesib, OT UMEHMN KOTOPOro 3anycKaeTcsa KOMMOHEHT. Bbl moxeTe
yKasaTb YncioBon naeHtndukatop nonssosatens (UID) uam ero nms
(noruH). Ecam nma nonb3osatensa coctonT U3 LUndp (T. e. moxoxe Ha
uncnosoi UID), To OHO yKka3sbiBaeTcs ¢ NpedrKCoOM name :, Hanpumep,
RunAsUser = name:123456.

Ecav ums nonb3oBaTens ykaszaHo HEKOPPEKTHO, paboTa KOMMOHEHTa
3aBepluaeTcs oWMBKOW cpasy nocae nonbITKK 3anycka.

3HaueHue no YyMONYaHUIO: drweb

MakcrmanbHoe BpeMs MPOCTOs KOMMOHEHTa, MO MPEBbILLEHNN KOTOPOTro
OH 3aBepLUaeT CBOH paborTy.

[Jonyctnmble 3HaueHns: o1 10 cekyHA (10s) go 30 agHen (30d).

Ecnv yctaHOBIEHO 3HaueHWe None, TO KOMMNOHEHT bysaeT paboTaTtb
MOCTOAHHO; B C/lyYae OTCYTCTBMUA aKTUBHOCTU emy He ByaeT oTrnpaBaeH
curHan SIGTERM.

3HauyeHne No yMoa4YaHMIo: 10m
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Mapametp
SpoolDir

{nyme kK kamanozy}

OnucaHune

KomnoHeHTbl Dr.Web Desktop Security Suite

KaTanor B nokanbHOM c|>a|7u1080|7| cncreme, MCHOﬂb3yEMbIVI 4NA BPEMEHHOro

XpaHeHUsa nncemMm n MeTajaHHbIX.

3HayveHne No yMmon4yaHuto: /var/opt/drweb.com/1lib/mail-

quarantine
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9.7. SplDer Gate

| [JlaHHbIN KOMMOHEHT MOCTaBASETCs TONbKO B COCTaBE ANCTPUOYTUBOB, NpeAHa3HaUYeHHbIX
ana OC cemenctea GNU/Linux.

KomnoHeHT nposepku cetesoro Tpadmka n URL SpIDer Gate npeaHa3HaueH 419 NpoBepKu
JaHHbIX, 3arpy>KaeMbliX Ha JIOKabHbIN y3en U3 CeTU WY NepeaaBaeMbix B CETb C TOKaNbHOTO
y3/1a, Ha HaAn4yme yrpo3 1 NpeAoTBpaLLeHNA COeJNHEHNA C Y31aMUN CETU, BHECEHHbIMU B
He>XenaTe/bHble KaTeropum Beb-pecypcoB 1 B YepHble Crnucky, GOpMMpyemble CUCTEMHBIM
aAMVHUCTPATOPOM CaMOCTOATENbHO.

Bbl MOXeTe yKa3aTb B HacTpoOWKax KOMMOHEHTa, MPOTOKO/bl KakuX TUMOB CaeAyeT NpoBepPATh.
KoMnoHeHT copep>xunT B cebe aHannsaTop TMna NpoToKoa, MCMOb3yeMoro A nepegayv
AAaHHbIX MO MPOBEPSAEMOMY COefMHEHMIO. ECan ycTaHOBAEHO, YTO NPOTOKOA ABAETCA MOYTOBbIM,
A8 @aHan3a AaHHbIX U MOUCKA YrPO3 UCMOJb3yeTca KOMMOHEHT MPOBEPKY COOOLLLeHNI
3NeKTPOHHOW noyTtel Dr.Web MailD.

[nsa nposepkn npuHagnexxHoctn URL Toin nnm nHom kateropum (B paMmkax npoBepkm
COoeAVHEeHWI, ncnonbsyrolmx npotokon HTTP/HTTPS) koMnoHeHT ncnonb3yet kak 6asy
KaTeropwuii Beb-pecypcoB, perynapHo ob6HOBASEMYHO C cepBepOoB OOHOBAEHWI KOMMaHWM
«[lokTop Beb», Tak 1 onpatumsaet obnauHbi cepsmc Dr.Web Cloud. Komnanus «[JokTop Beb»
noAAep>XuBaeT caegytolme KaTeropumn seb-pecypcos:

e InfectionSource — caiTbl, cogep>kalune BpesoHOCHOe MO (<MCTOUHUKN pacnpOCTPaHEeH S
yrpos»).

NotRecommended — caiiTbl, NICNONb3yeMble A1 MOLLEHHNYECTBa («COLManbHOM MHXXEHEPUI»)
N He peKOMeHZAOBaHHbIe K MOCELLEHMIO.

AdultContent — caiTbl, cogep>kallme MaTepmanbl MOPHOrpPadprUUecKoro nan 3poTMYecKoro
cofep>KaHus, CauTbl 3HAKOMCTB U T. A,

e Violence — canTb, cogep>kalime npusbiBbl K HACUINKO, MaTepknaibl O PasIMYHbIX
NPoOnCLIECTBUAX C YENOBEYECKMMUM XKepTBaMU U T. 4.

° WerOI’)S — CaWTbl, NOCBALEHHbIE OPYXWHO U B3PbIBYATbIM BELLeCTBaM, a TakKXXe MaTtepuranbl C
ornncaHmemM nx N3rotoBneHMAa N 1. A.

e Gambling — caiTbl, Ha KOTOpPbIX Pa3MeLLEeHbl OHNAWH-UTPbI HA A€HbMM, MHTEPHET-KA3nHO,
ayKLMOHbI, @ TakXKe NPUHMMAtOLLMe CTaBKU U T. 4.

e Drugs — caWiTbl, nponaraHavpytoLLme ynotpebaeHune, 3rotoBaeHme WM pacnpocTpaHeHme
HapKOTWKOB U T. 4.

e ObscenelLanguage — caiTbl, Ha KOTOPbIX COAEPXKUTCA HELeH3ypHas feKCunKa (B Ha3BaHMAX
pasaenos, craTbax v Mp.).

e Chats — caiitbl a1 06MeHa COOBLLEHNAMN B PeXMME PeasbHOro BPEMEHM.

e Terrorism — caWiTbl, COAep>Kallive MaTepuanbl arpeccUBHO-arMTaLMOHHOTO XapakTepa,
OMMCaHUs TepPakToB U T. 4.
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FreeEmail — cawnTbl, NpeAOCTaBAAIOLLME BO3MOXHOCTb 6ecnnaTHON perncrpaunm
3NEKTPOHHOrO MNOYTOBOrO fALLMKA.

e SocialNetworks — coumanbHble ceTn obLiero xapakrepa, Ae/ioBble, KOPMOPaTUBHbIE U
TeMaTuyeckme coLmanbHble CeTH, a Takxke TemaTUyeckmne canTbl 3HaKOMCTB.

e DueToCopyrightNotice — calTbl, CCbIIKX Ha KOTOpble yKa3aHbl NpaBoobaagatenamum
Npov3BeAeHWI, 3alMLLEHHbIX aBTOPCKUMUN NpaBamun (KUHOPUAbMbI, My3blKaibHble
Npoun3BeAeHnsa N T. 4.).

e OnlineGames — calTbl, Ha KOTOPbIX pa3MeLlleHbl Urpbl, NCNMoab3yrowmne nocTtoaHHOE
coegnHeHne C MHTEPHETOM.

e Anonymizers — caiiTbl, NO3BO/IAOLLME NOJIb30BATENHO CKPbIBaTb CBOKD JINYHYHO MHPOPMaL IO U
npeaocTaBaAroLLIMe AOCTYN K 3a61OKMPOBAHHbBIM CarTaMm.

e CryptocurrencyMiningPool — caiTbl, NpeoCTaBAArOLLINE AOCTYN K CEPBUCAM, OOBEANHAOLLNM
nosib30BaTesIeN C Lesbio A06blun (MaHWMHIA) KPUNTOBAOT.

e Jobs — caliThbl, npegHasHa4dyeHHble 414 NOMCKa BakKaHCUN.

CVCTEMHBIN aMUHUCTPATOP MOXKET ONpeaenaTb, AOCTYN K y3/1aM Kakux KaTeropuin asasercs
HeXxenaTesibHbIM. [loNoNHNTENBbHO MOb30BaTeNb MOXET GOPMMPOBaTh COOCTBEHHbIE YEpHbIe
CMWCKM Y3N10B, AOCTYN K KOTOPbIM ByseT 610KMpoBaThCA, a Takxke Hesble CMCKX y310B, AOCTYN K
KOTOpbIM ByAeT pa3peLuaTtbCs, JaXKe eCM OHWN OTHOCATCA K HeXenaTeNbHbIM Kateropuam. na
URL, nHdopMaLma o0 KOTOPbIX OTCYTCTBYET B JIOKa/IbHbIX YEPHbIX CrMcKax 1 6a3e kaTeropuii Beb-
pecypcoB, KOMMOHEHT MOXET OTMPaBAATb 3anpockl B ob6nauHbin cepsuc Dr.Web Cloud ¢ uensto
NpoBepKM, He UMeeTcs M MHPopMaL MM 06 1X BPeJOHOCHOCTM, MONYYEHHOM OT APYrmxX
npogaykToB Dr.Web B pexxvme peanbHOro BpemeHwm.

| OZVH 1 TOT XKe calT MOXEeT NpUHaANexXaTb HECKONbKUM KaTeropmuam OLHOBPEMEHHO.
: [JocTyn K TakoMy cainty byaeT 3ab10KMPOBaH, €CIN OH MPUHAZNEXUT XOTsA Obl OAHOW 13
KaTeropwi, 4OCTyn K KOTOPOM HexXenaTeneH.

[axe ecam cant BkAtOYeH B Henblid CMMCOK, TO OTNPaBAsSEMbIE U 3arpy>aemble C HEro
[aHHble BCe PaBHO MPOBEPSAIOTCA Ha HalNuUMe Yrpo3.

B cnyyae 60/1bLLION MHTEHCUBHOCTM MPOBEPKM GaiioB, NepesaBaemMbIX MO MPOTOKONY
HTTP, BO3MOXHO BO3HMKHOBEHWE MNPO6/IeM C MPOBEPKOW M3-3a McUeprnaHus
komnoHeHTom Dr.Web Network Checker uncna goctynHbix $pannoBbix 4eCKpUNTOPOB. B
3TOM C/ly4ae HeobXOAMMO YBENNYNTL JIMMUT Ha YNCA0 PaNoBbIX 4ECKPUNTOPOB,
poctynHbix Dr.Web Desktop Security Suite.

9.7.1. MNpuHunnbl paboThbl

KomnoHeHT SplDer Gate BbINONHAET KOHTPOJIb CETEBbIX COEAMHEHWI, YCTaHABANBaEMbIX
NO/b30BaTE/NIbCKUMU MPUAOXKEHUAMU. KOMMOHEHT NpOBepAET, HAXOAUTCA N y3€e, C KOTOPbIM
KNMEHTCKOe NpuaoXeHne cobnpaeTcs yCTaHOBUTb COeANHEHWE, B NF06OIN 13 KaTeropuii Beb-
pecypcoB, OTMEUYEHHOM B HaCTpPOMKax Kak HexenaTesnbHas ans noceweHmsa. Kpome atoro
KOMMOHEHT MOXET OTNpaBAsTb 3anpockl Ha npoepky URL B obnauHbii cepsuc Dr.Web Cloud.
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Ecnm URL obHapy>KeH B Kakon-anbo 13 HexxenatesibHbIX KaTeropuii (B TOM Yncie CEPBUCOM
Dr.Web Cloud) nan B yepHom crivcke, cGOpMMPOBaHHbBIM CUCTEMHbBIM aAMUHUCTPATOPOM, TO
CoefIHeHVe pa3pblBaeTCs, a NoJb30BaTEIO (ECNN COEMHEHME YCTaHaBAMBaNOCh MO NPOTOKONY
HTTP/HTTPS) Bo3Bpaitaetrca HTML-cTpaHuua ¢ cooblieHnemM o 3anpete COeAnHeHNS,
chopmupoBaHHas SplDer Gate Ha ocHOBaHWUW WabaOHa, MOCTaBASIEMOrO COBMECTHO C
KOMMOHeHTOM. [laHHaa CTpaHuLLa COAePXXUT cOObLLeHe O HEBO3MOXHOCTM JOCTyna K
3arpoLLeHHOMY pecypcy 1 onucaHne NpuYmnHbl OTKasa. AHanorMyHas ctpaHuua popmmupyerca u
BO3BpaLLaeTCsa KAMEHTY B Cyyae, eCv B nepeaBaembix JaHHbIx SplDer Gate obHapy>uT yrposy,
noanexatyyro 6aokmposke. Ecnm coeguHeHre ncnonb3yeT NPoTokoA, OTANYHbIN oT HTTP(S), To
KOMMOHEHT BbIMONHAET TOIbKO MPOBEPKY TOrO, Pa3peLLeHo AN YCTaHOBAEHNE COeANHEHNA C
AaHHbIM y310M. Ecam npoTokon asasgetca noutosbiM (SMTP, POP3 nan IMAP), ana aHanusa
JaHHBIX M MOMCKa Yrpo3 UCMNOb3YeTCst KOMMOHEHT MPOBEPKN COODBLLEHN SNEKTPOHHOW NMOYTbI
Dr.Web MailD. 3TOT KOMNOHEHT CaMOCTOATENIbHO pa3bupaeT COOOLLEHNSA SNEKTPOHHOM MOYTHI,
n3Bnekas BaoxeHHble ¢pavabl n URL. [pn 3TOM KOMMAOHEHT NCNo/ib3yeT napameTpbl 610KMPOBKY,
obuwme c komnoHeHToM SplDer Gate.

MNepeHanpaBaeHve COeANHEHNN, YCTaHABANBAEMbIX KNNEHTCKUMU NMPUIOXKEHUAMM C
yAaneHHbIMW cepBepPaMM, OCYLLECTBAAETCA NPO3PaYHO AN KIUEHTCKMX NPUNOXKEHNA CEPBUCHBIM
komnoHeHToM Dr.Web Firewall an5 Linux, BBINOAHAKOLWUM ANHAMUYECKOEe yrpaBaeHne
npasunamu NetFilter, cucteMHoro komnoHeHTa Linux.

[nsa perynsapHoro aBTomatnyeckoro obHoBieHns H6a3bl kateropmi Beb6-pecypcoB ¢ cepBepoB
kKoMnanun «Jloktop Beb» ncnonbsyercs 10T ke koMmnoHeHT Dr.Web Updater, koTopsbii
obHoBAAET BMPYCHble 6a3bl Ana ckanupytowero agpa Dr.\Web Scanning Engine. Ana obpaterus
kK obnauHomy cepsucy Dr.Web Cloud ncnonbsyetcs komnoHeHt Dr.\Web CloudD (ncnonb3oBaHue
061a4HOro cepBuca 3af,aeTca B OCHOBHbIX HacTporikax Dr.Web Desktop Security Suite v npwm
HeobXOANMMOCTM MOXKET BbITb OTKAOUEHO). [s NpoBepku nepesaBaeMbix faHHbIX SplDer Gate
MCNo/b3yeT areHTa ceTeBon Nposepku AaHHbIx Dr.Web Network Checker, koTopbii, B CBOIO
ouepesb, NHULMUPYET UX NPOBEPKY ckaHupyowmnm aapom Dr.Web Scanning Engine.

9.7.2. AprymMmeHTbl KOMaHAHOW CTPOKM

YT106bI 3anycTTb KOMMOHeHT SplDer Gate 13 KOMaHAHOW CTPOKMW, BbIMOJAHWUTE KOMaHAY:
$ /opt/drweb.com/bin/drweb-gated [<napamempei>]

SplDer Gate gonyckaeT ncnonb3oBaHue CiefyroLmx napaMeTpoB:

Mapametp OnucaHue

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCO/IM UM 3MYNATOPa TePMUHaANa KPaTKOM CrpaBku
no MMeKLLMMCA NapaMeTpamM KOMaHAHOW CTPOKM U 3aBepLueHe paboTbl KOMMOHEHTa.
KpaTkunin BapmaHT: —h
AprymeHTbl: Het

--version Ha3zHaueHue: BbIBO,CI, Ha 3KpPaH KOHCOJIN U 3MYNIATOpPa TepMnHa a |/|Hc|>op|\/|au,|/||/| (0]
BEPCUN KOMMNOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v
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AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-gated --help

[JlaHHas KOMaHZa BbIBEAET Ha 3KpaH KpaTKyro crpasKy KomrnoHeHTa SplDer Gate.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXume HernoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeCckn JEMOHOM yrnpaBaeHNa KoHdurypawmein
Dr.Web ConfigD npun HeobxogumocTtu. [1aa ynpaeaeHusa napameTpamu paboTbl KOMMOHeEHTa
ncnonbsynte ytuanty Dr.Web Ctl, npeaHasHaueHHyto ans ynpasaenus Dr.Web Desktop Security
Suite N3 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAy
man 1 drweb-gated.

9.7.3. MNapameTpbl KOHIUrypaLumn

KoMnoHeHT ncnonb3yeT napameTpbl KOHOGUIypaLum, 3ajaHHble B ceKUUn [GateD]
obbeanHeHHoro koHdurypauvoHHoro dansa Dr.Web Desktop Security Suite.

B cekunm npeacrtaB/sieHbl Ceayroline napamMmeTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb NoApo6HOCTY BEAEHWA XypHana KOMMOHEHTa.

{yposeHb hodpobHocmu}
Ecnv 3HaueHWe napameTpa He yKasaHo, UCMONb3yeTcs 3HaUeHne

napameTpa DefaultLogLevel 13 cekuun [Root].

3HaueHne No ymonyaHuio: Notice

Log MeTo/ BefeHMA XypHaia KOMMNOHEHTa.

{mun xypHana} 3HauyeHne Mo yMOAYaHMIo: Auto

ExePath MyTb K MCMONHAEMOMY dalily KOMMOHEHTA.

{nyme k gpatiny} 3HayeHwne No yMoA4aHuto: /opt/drweb.com/bin/drweb-gated
RunAsUser Mosb30BaTeNb, OT MMEHM KOTOPOTO 3aryCcKaeTcs KOMMOHeHT. Bbl MoxeTe

yKasaTb UMcIoBON naeHTudurkatop noabsosatensa (UID) nam ero nms

{UID | ums nose3oeamens}
(noruvH). Ecan nma nonb3osatensa coctouT ns Lundp (T. e. noxoxe Ha

PyKOBOACTBO noJsib3oBarena

250



A
)
A

AT
Q:

Mapametp

IdleTimeLimit

{uHmepean epemeHu}

TemplatesDir

{nyme kK kamanozy}

CaPath

{nyme}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

uncnosoi UID), To oHO yka3blBaeTcs ¢ NpednkCcoM name :, Hanpumep,
RunAsUser = name:123456.

Ecam ums nonb3oBaTens ykazaHO HEKOPPEKTHO, paboTa KOMMOHEHTa
3aBepLUaeTcs oWNHKOM cpasy noc/ie NOMbITKK 3anycka.

3HayeHVe No yMon4YaHuto: drweb

MakcrMasbHOe BpeMs NMPOCTOs KOMMOHEHTA, MW NPEBbILIEHUM KOTOPOTrO
OH 3aBepLuaeT paborTy.

[Jonyctumble 3HayeHus: oT 10 cekyHz (10s) go 30 gHen (304d).

Ecnun yctaHoBNEHO 3HauveHMe None, KOMMNOHEHT byzeT paboTatb
MOCTOSIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He ByZeT oTnpasieH
curHan SIGTERM.

3HayeHVe No ymMoa4aHuto: 10m

MyTb K KaTanory, B KOTOPOM XpaHATca pannbl wabnoHos HTML-cTpaHumLy,
yBeZOMAEHWI O BNOKMPOBKE BeH-pecypcoB.

3HayeHVe No yMonYaHuto: /var/opt/drweb.com/templates/gated

MyTb K KaTanory nam ¢arny ¢ nepeyHem JoBepPEHHbIX KOPHEBbIX
cepTMdurKaTOB.

3HaueHne No ymonuaHuto: [lyme kK cucmemMHOMy nepeyHr0 008epeHHbIX
cepmugbukamos. 3aBncut ot anctpmubytmea GNU/Linux.

e [1ns Astra Linux, Debian, Linux Mint, SUSE Linux n Ubuntu 310 06bI4HO
nytb /etc/ssl/certs/.

e [1ns CentOS n Fedora — /etc/pki/tls/certs/ca-bundle.crt.

o [Ins Apyrux 4MCTPUOYTMBOB MyTb MOXET ObITh OMpeseneH C MOMOLLbHO
KOMaHAbl openssl version -d.

e Ecan komaHaa HepocTyrnHa nam anctpmbytns OC ono3HaTh He yAanoch,
NCNONb3yeTca 3HaveHne /etc/ssl/certs/.

i E VI3meHeHWs, BHECEHHDbIE B HaCTpOI\/’IKI/I NnpoBepKn COG,CI,I/IHeHI/II\/’I, He BJINAKOT Ha NMPOBEPKY
COG,CI,I/IHeHI/II\/’I, KOTOpble yXe Ob1n YCTaHOB/I€HbI MPUIOXEHUAMN A0 BHECEHUNA N3MEHEHUN.

[pyrve napameTpbl HaCTPOWKM NpoBepkmn Tpaduka, BKItOYas NpaBuia NpoBepKy, 3a4at0Tcs B
HacTpolikax cepBMCHOro koMmmnoHeHTa Dr.Web Firewall ansa Linux.

PyKOBOACTBO noJsib3oBarena
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9.8. Dr.Web Firewall ana Linux

fli [laHHbIN KOMMOHEHT MOCTaBASETCS TONbKO B COCTaBE AUCTPUOYTUBOB, NpeAHa3HauYeHHbIX
g ana OC cemenctea GNU/Linux.

[na koppekTHON paboTbl KoMnoHeHTa A4p0 OC AOMKHO ObITb COBPaAHO CO BKAOUEHMEM
cnefyroLLmX OnLniA:
o CONFIG_NETLINK_DIAG, CONFIG_INET_TCP_DIAG;

o CONFIG_NF_CONNTRACK_IPV4, CONFIG_NF_CONNTRACK_IPV®,
CONFIG_NF_CONNTRACK_EVENTS;,

o CONFIG_NETFILTER_NETLINK_QUEUE,
CONFIG_NETFILTER_NETLINK_QUEUE_CT, CONFIG_NETFILTER_XT_MARK.

KoHKkpeTHbIN Habop TpebyeMblx OMLMIA 13 yKa3aHHOTO MepeyvHs MOXET 3aBUCETb OT
ncnonbyemoro anctpmbytnsa OC GNU/Linux.

KomnoneHT Dr.Web Firewall ansa Linux sBaseTcs BcnomoraTesibHbIM U UTPaeT poJib MeHeAXKepa
coegmnHeHu ana SplDer Gate. Dr.Web Firewall ansa Linux obecneunBaet npoxoxaeHue
yCTaHaBAMBaeMbIX coeanHeHn yepes SplDer Gate ans npoBepkn nepesaBaemoro Tpaduka.

9.8.1. MpuHUMNbI paboThbl

B aTom pasaene

e ObLLMe cBeaeHMS

e MexaHn3m nepexsara coe,u,leeHvu‘/'l

o [lenctBua B npasuaax iptables un nftables

o MeTKkn nakeToB 1 Coeﬂ,l/lHeHI/II\/’I

o MapLpyTbl U NOAUTUKK MaplipyTnsauum (ip rule, ip route)

o [paBuna NetFilter (iptables)

o [1paBuna NetFilter (nftables)

e [lopagok nepexsaTta coeanHEHUN

O6wue cBepgeHunn

KomnoHeHT Dr.Web Firewall ana Linux obecneunsaet koppekTHyto paboTy komnoHeHTa SplDer
Gate, aHanun3npysa npasuaa MapLpyTusauunm, 3agaHHble ansa NetFilter (cuctemHoro KomnoHeHTa
Linux), n moanduumpya nx Takum obpa3om, UTOObI yCTaHaBANBaEMble COEANHEHNA
nepeHanpaeaannce Ha SplDer Gate, KOTOPbIN BbICTyMaeT B kKa4eCcTBe MPOMEXYTOUYHOro 3BeHa
(NPOKCK) MeXAy KJIMEHTCKMM MPUIOXKEHNEM U YAATIEHHBIM CEPBEPOM.

PyKOBOACTBO nonb3oBaTtend
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Dr.Web Firewall gns Linux MmoxeT oTAenbHO ynpaBasTb NpaBuaaMu nepeHanpaBaeHuns
NCXOASALLMNX U BXOAALLMX, @ TakXKe TPaH3UTHbIX COeAMHEHNN. [111 TOHKOW HaCTPOMKIN NpaBu
nponycka uav nepeHanpaBaeHNs COeJMHEHUNI KOMMOHEHT MOXET MCMO/b30BaTh Kak NpaBmAa,
BHEAPEHHbIe B HACTPOWKM, Tak U CKPUNT NPOBEPKM, HaNmMCcaHHbIM Ha sA3bike Lua.

Dr.Web Firewall gnsa Linux nogaep>usaeT Hactpoiky Netfilter c nomowbro nHTepdericos
nftables n iptables (NOCNeAHWUIA NCNONL3YETCA 418 COBMECTUMOCTH).

Y1066l Nonyuntb 601ee NoApobHyo MHbopMaLMo 06 NHTepdelicax Ans NOACUCTEMBI
: Netfilter, BbINOAHUTE KOMaHAbl $ man iptables M $ man nftables.

MexaHusm nepexsarta COEAI/IHEHI/II7I

[Ana nepexsata coeanHeHn Dr.Web Firewall ans Linux ncnons3yet Tabanubl mapLupyTtusaumm,
yKasaHHble B 6a3e faHHbIX MOANTMK MapLUpyTU3aLmK, a Takxxe nHtepdenic nf_conntrack
cncteMHoro komnoHeHTa NetFilter. lepexBaueHHble coegnHEHMA 1 NepeaatoLmeca No HUM
MakeTbl C Lie/bio MPaBWIbHOM MapLUpyTU3aLMM MOMeYatoTcd BUTOBbIMU MeTKaMu, KOTopble
nossonatoT Dr.Web Firewall gn4 Linux npvHuMaTh NpaBu/bHble pelleHnsa O NepeHanpaBaeHnn
coefMHeHWU 1 0bpaboTke nepeAaroLLMXCA NaKETOB Ha Pa3/IMYHbIX 3Tarnax NPOXOXAEHWA UMY
uenouek B NetFilter.

| Y106kl Nony4mTb 6onee NogpobHyo MHGopMaLMio 06 ynpaBaeHUN NOANTUKAMN
: MapLupyTU3aummy, BbIMOJAHUTE KOMaHAbl $ man ip, $ man ip routemn $ man ip
rule.

AevictBua B npaBunax iptables u nftables

Dr.Web Firewall gnsa Linux ncnonb3yet cregyrowime AencTBmA B NpaBuiax iptables u
nftables:

e MARK — npucBOounTb NakeTy yKasaHHyH YMCNOBYHO METKY.

e TPROXY — yCTaHOBWUTb M3HaYa bHbIM aApec Ha3HAYeHUs COeANHEHUS U NepPeHanpaBuTb NnakeT
13 uenoykn PREROUTING NetFilter Ha yka3aHHbIV ceTeBOW cOKeT (</P-adpec>:<nopm>), He
MEHAA COoAepPXMMOe MakeTa.

o NFQUEUE — nepegsatb nakeT 13 CETEBOrO CTeKa fApa Ha NPOBEPKy npoLeccy, paboTtarolemy
BHe npocTpaHcTBa sapa. Dr.Web Firewall gns Linux noakntouaetcsa k ouepean NFQUEUE ¢
3aflaHHbIM HOMepPOM yepe3 cneunanbHbi Netlink-cokeT 1 noay4vaeTt nakeTbl, MO KOTOPbIM
HeobX0ANMO BbIHECTU BEPAMKTBI MO AanbHenwen obpaboTke (Dr.Web Firewall gns Linux
o6s3aH coobwutb NetFilter ognH 13 cneayrownx sepaunkToB: DROP, ACCEPT, REPEAT).

JevictreBne CONNMARK (MpUCcBOUTb COEAMHEHUIO YKa3aHHYH UMCIOBYH METKY) NOAAEPKMBAETCA
B iptables, HO He nojaepxuBaeTca B nftables. B npaBunax nftables cnegyet
MCNONb30BaTb BblpaXeHns ct mark uam ct mark set.

PyKOBOACTBO noJsib3oBarena
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MeTkun nakeToB U COEAVIHEHVID’I

[na nometkn naketo Dr.Web Firewall gns Linux ncnonb3yet cnegytowme Tpu buta (13
AOCTYMHbIX 32 6UT) B MeTKax MakeToB U B MeTKe COeANHEHMS:

e but LDM (Local Delivery Mark) — npvi3Hak n0kanbHOro coegnHeHus. NakeTbl, B MeTKe KOTOPbIX
YyCTaHOB/IEH 3TOT BUT, C MOMOLLbHO YCTaHOBAEHHbIX MPaBUA MapLIpyTU3aLMM HaNpPaBAAOTCA Ha
JIOKaNbHbIN XOCT.

e but CPM (Client Packets Mark) — npu3Hak coefnHeHNs MeXAy KIMEHTOM (MHMLMaToOpOoM
coeanHeHus) n Npokcy, T. e. Dr.Web Firewall gns Linux.

e but SPM (Server Packets Mark) — npu3Hak COeAnHeHNs Mexay npokcu, T. e. Dr.Web Firewall
Aansa Linux, n cepeepom (MPUEMHUKOM COeAMHEHMSA).

BuTbl LDM, CPM 1 SPM MOTYT ObITb Nt0ObIMU pasHeiMu BUTaMK, KOTOPbIe He UCMONb3YHOTCA ANA
MOMETKM NaKeToB APYrYMU NPUIOXKEHNAMM, BbINOJHAOLLMMUN MapLUPYTU3aLMIO COELNHEHNI.
Mpw HacTpowikax no ymonydaHnuto Dr.Web Firewall gna Linux BeibrpaeT nogxogaiine (He
Mcnonb3yemble APYrMU NPUNOXKEHNAMMN) BUTbI aBTOMATUYECKM.

MapuwpyTbl 1 noanTukn mapwpytusauum (ip rule, ip route)

[Ana koppekTHoW paboTbl Dr.Web Firewall gna Linux (B 1t060M pexxviMme NpoBepPKK COeANHEHWI) B
cucTeMe Jo/KHa BbiTb HACTpPOeHa NONTUKA MapLUPYTU3aLMn ip rule, MCNOAb3YyHOLLAA TabanLy
MapLpyToB ¢ Homepom 100:

from all fwmark <LDM>/<LDM> lookup 100

B a1y Tabanuy gosmkeH 6biTb Ao6aBAEH MapLUPYT CleAyroLLero B1aa:

local default dev lo scope host

ﬂ'aHHaﬂ NOJINTMKa MapLIpyTU3aunmn rapaHTUpyeT, UTO NakeTbl, B METKE KOTOPbIX YCTAaHOBIEH out
LDV, BCerga HanpaBadarOTCA Ha JIOKaIbHbIN y3en.

@ 3aecb v ganee BbipaxeHue <XXX> ans 6uTa XXX npescrasiseTt cobol

: wecTHaauatepuuHoe (hexadecimal) uncno, pasHoe 2V, rae N — nopsaakosbiin Homep 6uta
XXX B MeTke nakeTa. Hanpumep, ecan B kayectBe 6uta LDM BbIOpaH cambii MAaALLNIA
(HyneBol) 6UT MeTKM nakeTa, To <LDM> = 20 = Ox1.

PyKOBOACTBO noJsib3oBarena
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MpaBuna NetFilter (iptables)

Mpu ncnonb3oBaHUK iptables Ans koppekTHoM paboTbl Dr.Web Firewall gns Linux (B 1ro6om
pexvMe NPOBEPKM COeANHEHN) B Tabamuax nat U mangle COOTBETCTBYHOLLMX Lienoyek
nogcunctembl NetFilter somkHbI NpUcyTCTBOBAaTL CleAytoLLMe LWecTb NpaBu (MpescTaBaeHbl B
dopmate BbiBOZA KOMaHAbl # iptables-save):

*nat

-A POSTROUTING -0 lo -m comment --comment drweb-firewall -m mark --mark <LDM>/<LDM>
-§ ACCEPT

*mangle

-A PREROUTING -m comment —--comment drweb-firewall -m mark --mark 0x0/<CPM+SPM> -m

connmark --mark <SPM>/<CPM+SPM> -j MARK --set-xmark <LDM>/<LDM>
-A PREROUTING -p tcp -m comment —--comment drweb-firewall -m mark ! --mark

<CPM+SPM>/<CPM+SPM> -m connmark --mark <CPM>/<CPM+SPM> -j TPROXY --on-port <nopm>
--on-ip </P-adpec> --tproxy-mark <LDM>/<LDM>

-A OUTPUT -m comment --comment drweb-firewall -m mark --mark <CPM>/<CPM+SPM> -3
CONNMARK --set-xmark <CPM>/0xffffffff

-A OUTPUT -m comment --comment drweb-firewall -m mark --mark <SPM>/<CPM+SPM> -5
CONNMARK --set-xmark <SPM>/Oxffffffff

-A OUTPUT -m comment --comment drweb-firewall -m mark --mark 0x0/<CPM+SPM> -m
connmark ! --mark 0x0/<CPM+SPM> -j MARK --set-xmark <LDM>/<LDM>

| B onuvcaHumn Huxe 3TM npaBmaam NPUCBOEHbI NOPAAKOBbIE HOMepa 1-6 (B ToM nopsake,
: B KOTOPOM OHW 34eCb NepeyncieHsbl). BoipaxeHne <X+Y> obo3HauaeT uncno, paBHoe
no6utosomy «J1IN» (cymme) COOTBETCTBYHOLLMX Ymcen X u Y.

MapameTpbl </P-adpec> n <nopm> B npaBuae N2 3 yka3biBatOT Ha CETEBOWN COKET, Ha KOTOPOM
Dr.Web Firewall gns Linux KOHTpoAMpyeT nepexsayeHHble COeANHEHWS.

Kpome Toro, npu BkitoveHnn B HacTporikax Dr.Web Firewall gns Linux pexxvuma nepexsata
COeMHEHNI (MCXOAALLMX, BXOAALLMX U TPAH3UTHbIX), B Tabamuax mangle COOTBETCTBYHOLLMNX
uenoyek (OUTPUT, INPUT, FORWARD) AOMXHbI NPUCYTCTBOBAaTb C/ieAytoLie AOMOJHUTENbHbIE
npaswuaa (Mo oAHOMY A8 KaXA0ro 13 pexumMoB):

e [1ns nepexsata ncxoaawmx coeanHenmin (OUTPUT):
-A OUTPUT -p tcp -m comment --comment drweb-firewall -m tcp --tcp-flags SYN,ACK SYN
-m mark --mark 0x0/<CPM+SPM> -3j NFQUEUE --queue-num <ONum> --queue-bypass

e [1ns nepexsata BXoAAWMX coeamHennn (INPUT):
-A INPUT -p tcp -m comment --comment drweb-firewall -m tcp --tcp-flags SYN,ACK SYN -
m mark --mark 0x0/<CPM+SPM> -4 NFQUEUE --queue-num </Num> --queue-bypass

e [1ns nepexsata TpaH3UTHbIX coeanHeHnin (FORWARD):

-A FORWARD -p tcp -m comment --comment drweb-firewall -m tcp --tcp-flags SYN,ACK SYN
-m mark --mark 0x0/<CPM+SPM> -3 NFQUEUE --queue-num <FNum> --queue-bypass

| B onucaHum Huxxe 3TMM npaBmaam NPUCBOEHbI NOPAAKOBble HOMepa 7, 8 1 9 (B ToM
: nopszKke, B KOTOPOM OHW 34eCb MepeyUncaeHbl).

PyKOBOACTBO noJsib3oBarena
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3pecb <ONum>, <INum> n <FNum> — Homepa ouepegenn B NFQUEUE, B koTopbix Dr.Web
Firewall gns Linux oxxnaaet nosABAeHUs NaKeTOB, CUTHAAU3MPYHOLLMX 06 YCTaHOBKE COeANHEHNN
COOTBETCTBYIOLLMX HaMpaB/ieHWI (3TO NakeTbl C yCTaHOBAEHHbIM Gaarom SYN, HO CO CHATbIM
dnarom ACK).

MpaBuna NetFilter (nftables)

Mpu ncnonb3oBaHuK nftables Ans kKoppekTHOM paboTbl Dr.Web Firewall gns Linux (B 1ro6om
pexXvMe NPoBEPKN CoeANHEHN) B Tabavue drweb-firewall nogcuctembl NetFilter gomkHbI
NPWCYTCTBOBATb C/eAytoLMe WecTb NpaBua (NpeacTaBaeHbl B GopMaTe BbiIBOZa KOMaHAbl # nft
list ruleset, BbIBOA ByaeT oTanyatbes Ha pasHbix OC):

table ip drweb-firewall ({
chain prerouting {
type filter hook prerouting priority mangle; policy accept;

meta mark & <CPM+SPM> == 0x0 ct mark & <CPM+SPM> == <SPM> meta mark set
meta mark | <LDM> counter packets 0 bytes 0 comment "drweb-firewall"

meta l4proto tcp meta mark & <CPM+SPM> '= <CPM+SPM> ct mark &
<CPM+SPM> == <CPM> tproxy to <IP-adpec>:<nopm> meta mark set meta mark | <LDM>

counter packets 0 bytes 0 accept comment "drweb-firewall"

}

chain output {
type route hook output priority mangle; policy accept;
meta ldproto tcp @th,104,8 & 0x12 == <CPM> meta mark & <CPM+SPM> == 0x0
counter packets 0 bytes 0 queue flags bypass to 0 comment "drweb-firewall"

meta mark & <CPM+SPM> == <CPM> ct mark set ct mark & <CPM> | <CPM>
counter packets 0 bytes 0 comment "drweb-firewall"

meta mark & <CPM+SPM> == <SPM> ct mark set ct mark & <SPM> | <SPM>
counter packets 0 bytes 0 comment "drweb-firewall"

meta mark & <CPM+SPM> == 0x0 ct mark & <CPM+SPM> != 0x0 meta mark set
meta mark | <LDM> counter packets 0 bytes 0 comment "drweb-firewall"

}

chain input {
type filter hook input priority mangle; policy accept;
}

chain forward {
type filter hook forward priority mangle; policy accept;
}

| BbipaxkeHne <X+Y> ob6o3HauaeT uncno, paBHoe nobutoBomy «J1» (cymme)
: COOTBETCTBYIOLLMX Yncen X n Y.

MapameTpbl </P-adpec> v <nopm> yKa3blBatOT Ha CETEBOW COKET, Ha kKoTopoMm Dr.Web
Firewall gns Linux KOHTpOAMpPYeT nepexBayvyeHHble COEANHEHMS.

PyKOBO,D,CTBO noJsib3oBarena
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Mpu BkAtOUeHUM B HacTponkax Dr.Web Firewall gns Linux pexunma nepexsata coeivHEHNI
(MCXOAALLMX, BXOAALLMX U TPAH3UTHbIX), B Tabanue drweb-firewall COOTBETCTBYHOLLMX
uenouek (OUTPUT, INPUT, FORWARD) ponxHbl NpuUCyTCTBOBaTbL CeytoLine npasuaa (no
OAHOMY A/1A KaXA0ro M3 PEXMMOB):

e [1ns nepexeata Ncxoasawmx coeanHenmnin (OUTPUT):

meta ldproto tcp @th,104,8 & 0x12 == <CPM> meta mark & <CPM+SPM> == 0x0 counter
packets 0 bytes 0 queue flags bypass to 0 comment "drweb-firewall"

e [1nsa nepexsata BXoAAWmMX coeamHeHnn (INPUT):

meta l4dproto tcp @th,104,8 & 0x1l2 == <CPM> meta mark & <CPM+SPM> == 0x0 counter
packets 0 bytes 0 queue flags bypass to 1 comment "drweb-firewall"

e [1ns nepexsata TPaH3UTHbIX coeanHeHnin (FORWARD):

meta ldproto tcp @th,104,8 & 0x12 == <CPM> meta mark & <CPM+SPM> == 0x0 counter
packets 0 bytes 0 queue flags bypass to 2 comment "drweb-firewall"

NMopaaok nepexBaTta coeaNHEHNN

CornacHo nobomy 13 npasmn iptables N2 7, 8 n 9, makeTbl, CMTHaM3NPYOLLIME O Havane
HOBOrO CETEBOrO COeANHEHNA COOTBETCTBYIOLLLETO HanpaBAeHWs, €CIN OHN He MOMEeYeHbI
OAHOBpPEMeHHO buTamun CPM 1 SPVM, nomeluatotcs NetFilter B cooTBeTcTBYOLWME OYepean
NFQUEUE, otkypa oHu 6yayT npoumTanbl Dr.Web Firewall gns Linux yepe3 nHtepdeiic
nf_conntrack. NMpaeuna N2 4 n 5 oTMeuYatoT camMo coefMHeHMe KakK NepexBaTbiBaeMoe, T. €. B
MeTKe COefMHEeHNs yCTaHaBAMBaeTca bWT, ykasbiBatoWwMin HanpaBaeHne coeamHeHmsa. Homep
3TOro 61Ta B MeTKe CoeAMHeHNs coBMNasaeT c HOMepoM buTa B MeTke nakeTa. B pesynbtarte 31010
nakeTbl, MOCblNaeMble MO 3TOMY coeanHeHuto, baarogaps npasunam N2 2, 3 n 6, 6yayT nonyyeHsl
Dr.Web Firewall gns Linux. MNpaeuno N2 1 pobasnsercs B Havano uenoukn POSTROUTING
Tabanupl nat, 4Tobbl B ciyyae HacTpoeHHoro NAT He TpaHCAnpoBaTh agpeca A
MapKMpPOBaHHbIX NaKeToB, Tak Kak 3TO HapyLUWUT JIOTMKY nepexsata n 06paboTkn coesMHEHUN
Dr.Web Firewall gns Linux.

Mpuv nosiBNeHUN NakeTa B ogHoM 13 ouepesein NFQUEUE Dr.Web Firewall ansa Linux BbinoaHseT
6a30Byr0 NPOBEPKY MPaBMAbHOCTM NakeTa Ha ToT ciydair, ecnm B NetFilter yctaHoBn€eHbl
HeBepHble npaBuna. Janee Dr.Web Firewall gns Linux nbiTaeTcs CoefMHUTLCA C CEPBEPOM OT
CBOEro MIMEHW C COKeTa, umeroLero Metky PSC. MNpwu aTom cpaboTtaet npasmao N2 5. [Mpasuno
nokanbHou goctaBkn N2 6 He cpaboTaeT, NOCKO/bKY Ha NakeTe CTOMT MeTka SPM, a 3TO MpaBuao
[EeNCTBYeT TONbKO A/A MakeToB ¢ meTkon <CPM+SPM>.

e Ecnu coeduHumecs ¢ cepsepom He yoasnoce, Dr.Web Firewall pgna Linux dopmupyet ans kaveHTta
nakeT € yCTaHOB/IeHHbIM BUTOM RST, 3amMeHAA B NakeTe napy </P-adpec>:<nopm> Ha agpec
CeTeBOro coketa 3anpawmnsaemoro cepsepa. B NFQUEUE npw 3TOM OTNpaBaseTca BepAuKT
DROP. Ha cokeTe, ¢ KOTOpOro byaeT onpasaeH naket ¢ 6uTom RST, yCTaHOBAEHa MeTKa
<CPM+SPM>, TaKk 4UTO HM OAHO U3 YKa3aHHbIX BbILLE NPaBua He cpaboTaeT, 1 3TOT naket byaeT
AOCTaBNEH KJIMEHTY MO 06blYHBIM NPaBMaaM MapLLPYTU3aLLUK.

e Ecnu coeduHeHue ¢ ydaneHHbIM cepgepoM ydasoce ycmaHosums, Dr.\Web Firewall gns Linux
KonupyeT nepexsayeHHbln SYN-nakeT 1 MOBTOPHO OTMNPaB/ISEeT ero C COKeTa, UMEIOLLEro MeTky
<LDM+CPM>, uTobbl OTApaBAeHHbIA NakeT Hbl1 NepeHanpasBiaeH Ha NOKaAbHbIN CETEBOM

PyKOBO,D,CTBO noJsib3oBarena
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cokeT. brarogaps yctaHoBaieHHOMyY 61Ty LDM, B npoLiecce Bbibopa BbIXOAHOTO MHTepdenca,
COrNacHO 3aAaHHbIM NPaBUIaM MapLIPyTM3aLLMK, OTNPABAEHHbIV NakeT NonaseT Ha HTepdeinc
loopback, otkyaa nonaget B Lenouky NetFilter PREROUTING, rae pns Hero cpaboTaeT npaBmao
N2 3. Takum obpa3om, oTnpaBAeHHbIN NakeT B HEM3MEHHOM Buge byaeT nepeHanpasieH Ha
ceteBou cokeT Dr.Web Firewall gns Linux. laHHbIn npuem no3sosset Dr.Web Firewall gns Linux
COXPaHWTb MOJIHYIO afpPeCHYHO YeTBepKY Ans coeanHeHuna (IP-agpec v nopT oTrnipasuTens
naketa, IP-agpec n nopt nonyyatens nakera).

[ns ceteBoro coketa, Ha kotopoM Dr.Web Firewall ans Linux npvHumaeT nepexsaTtbiBaeMble
coeanHeHua cornacHo npasuay N2 3, yctaHoBneHa onuma IP. TRANSPARENT M MeTKa
<LDM+CPM>, 6narogapa 4Yemy nakeTbl, otnpasasemMble Dr.Web Firewall gna Linux ¢ atoro
cokeTta, He nonaayTt B ouepean NFQUEUE. MNMpwn noagkAroUeHUn KNneHTa Npon3BoanTca NOUCK
MmapHOro cokeTa Nno CoXpaHeHHOW aapecHon yeTBepke (IP-agpec n nopt oTnpasuTens, IP-agpec n
nopt nony4atens). llocne Toro, Kak CoOeAnHeHNe C KAMEHTOM U C CEPBEPOM YCTaHOBJIEHO, K
CoeAMHEHMIO NMPUMEHAETCA NpoLueaypa NpoBepKK, 3aZaHHas B BUAE npoLeaypbl Ha A3bike Lua, a
Tak>e npasuaa NpPoBepky, 3ajaHHble B HacTpoikax Dr.Web Firewall gns Linux. Ecav nposepku
NpOViAeHbl YCMELHO N COefMHEHNE He MOANEXUT pa3pbiBy, TO COMOCTaBAeHHas napa COKeTOB,
COeANHAOLLAN KIMEHTCKYHO 1 CEPBEPHYHO CTOPOHY YCTaHOBNEHHOIO COeAMHEHNs, nepeaaeTca
komnoHeHTy SplDer Gate gna aHann3a nepeAaBaeMbix MO COEANHEHWNIO AaHHbIX. [lanbHelliee
B3aMMOZeNCTBME KIMEHTa 1 cepBepa NPOV3BOANTCA Yepe3 NoCpeAHMKa, Poib KOTOPOro urpaet
SplDer Gate. Kpome napbl COKETOB, aCCOLMMPOBAHHbIX C KIMEHTCKOMW 1 CEPBEPHOM CTOPOHOWN
coeamnHeHus, SplDer Gate nonyuaet ot Dr.Web Firewall gns Linux napameTpbl 1 npasuna
NPOBEPKMN YCTaHOBJIEHHOIO COeANHEHMS.

YnpoluieHHo cxeMa paboTbl Dr.Web Firewall gns Linux nokasaHa Ha puCyHKe HUXe.

1
KnueHt > NetFilter ‘ Cepeep ‘
F F
2

3

Dr.Web Firewall
5 5

SplDer Gate
Dr.Web ana Unix

PucyHok 52. Cxema pa6otbl Dr.Web Firewall ans Linux

Lndpamm o603HaueHbl cnegyrome stanbl 06paboTkn coegnHeHns:

1. TonbITKa KANEHTa yCTaHOBUTb COEAMHEHNE C CEPBEPOM.

PyKOBOACTBO nonb3oBaTtend
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2. lMepeHanpasneHne NetFilter yctaHaBanBaemoro coegnHenuns B Dr.Web Firewall ans Linux
COrN1IacHO MpaBuaam MapLUpyTU3aL .

3. MonbiTka Dr.Web Firewall gna Linux ycTaHOBUTb COeANHEHME C CEPBEPOM OT MMEHW K/IMEHTa U
npoBepka coeAnHEHMA.

4. Tepepaya Napbl COKETOB, aCCOLMMPOBAHHbIX C KNIMEHTCKON U CEPBEPHOI CTOPOHaMM
coeamnHenus, SplDer Gate ans 06CNyKMBaHWsA COEAMHEHNS, @ Tak>Ke NapaMeTPOB M NpaBu
ero NpoBepKy.

5. O6bMeH gaHHbIMU MexXay cepBepoMm 1 kKnneHToM yepes SplDer Gate B posiv nocpegHuka.

& [ns npaBuabHOM paboTbl kommnoHeHTa Dr.Web Firewall ans Linux Heob6xoamMmo Hanvumne
YKa3aHHbIX Npasu/ B Tabaunuax MapLupyTM3aLmnm ¢ npaBuibHbIMU HOMepamu 6UTOB
nomeTtku, ouepeseri NFQUEUE v agpecomM CeTeBOro COKeTa A5 nepexsaTta COeNHEHWN.
Mpw HacTpolikax Mo YMOAYaHUIO KOMMOHEHT BbIMOJIHAET HaZlexalllyto HaCTPOMKy npaBu
aBTOMaTMyeckn. Ecnn aBToMaTtnyeckas HacTporika CoOeAMHEHUI KOMMNOHEHTOM OTK/IFOUEHa
B €ro HacTpoikax, Heob6xoanmMo obecrneumnTb HaanumMe HeobXOAMMbIX NPaBUA BPYUHYHO
npu Havane paboTbl KOMMNOHEHTA.

9.8.2. AprymMmeHTbl KOMaHAHOWU CTPOKM
Yto6bI 3anycTuTb KoMMnoHeHT Dr.Web Firewall gns Linux n3 koMaHAHOW CTPOKW, BbINOJAHUTE
KOMaHzy:

$ /opt/drweb.com/bin/drweb-firewall [<napamempsi>]

Dr.Web Firewall g5 Linux gonyckaeTt ncnonb3oBaHve CieayroLmx napaMeTpos:

Mapametp OnucaHue

--help HasHaueHwue: BbiBOg Ha 3KpaH KOHCOIM UK SMYAATOPa TePMMUHaNa KPaTKoM cripaBku
Mo MMeloLMMCA NapameTpamM KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuii BapuaHT: -h

AprymeHTbl: Het

--version Ha3zHaueHne: BbIBOA Ha 3KpaH KOHCOJIN NN SMYNATOPa TePMUHaNa I/IHq)OpMaLI,I/II/I o
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-firewall --help

[JlaHHas KOMaHZa BbIBEAET Ha 3KpaH KpaTKyo cnpasky komrnoHeHTa Dr.Web Firewall gns Linux.

PyKOBOACTBO noJsib3oBarena
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3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCcpeACcTBEHHO M3 KOMaHAHOW CTPOKM He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeCckn JEMOHOM yrnpaBaeHNa KoHdurypawmein
Dr.Web ConfigD npun HeobxogumocTtu. [1aa ynpasaeHusa napameTpamu paboTbl KOMMOHeEHTa
ncnonbsynte ytuanty Dr.Web Ctl, npeaHasHaueHHyto ans ynpasaenus Dr.Web Desktop Security
Suite N3 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[ns nonyyeHns cnpaBki O KOMMOHEHTE U3 KOMaHAHOW CTPOKMW BbIMOJHUTE KOMaHAY
man 1 drweb-firewall.

9.8.3. MNapameTpbl KOHPUrypaLuumn

B aTom pasaene

e [TapameTpbl KOMMOHEHTA

e [MpaBuaa nposBepkn Tpadurka 1 BJOKUMPOBKM AOCTYNa

o [1pOCMOTP U peaakTUPOBaHWE NPABWUJ

o [1pocMOTp MpaBua C MOMOLLLIO KOMaHAbl drweb-ctl cfshow

o PegakTMpoOBaHME MpaBua C MOMOLLbIO KOMaHAbl drweb-ctl cfset

o Habop npaBwi No yMOJYaHUIO

o [TpumMepbl NpaBWa MPOBEPKM Tpadunka U 6JOKNPOBKM AOCTYNA

KoMMnoHeHT ncnosnb3yeT napameTpbl KOHPUrypaLum, 3agaHHble B ceKUMM [LinuxFirewall]
0b6beamHeHHoro koHburypaunoHHoro dauna Dr.Web Desktop Security Suite.

I'Iapame'rpbl KOMIMOHEeHTa

B cekumu npeactaBaeHbl cregyroLine napaMmeTpsbi:

Mapametp OnucaHue

LoglLevel YpoBeHb N0APOBHOCTY BEAEHWA XYypHaNa KOMMNOHEHTa.

{yposeHb noOpobHocmu}
Ecnv 3HaueHve napameTpa He yKa3aHo, UCMOJb3yeTcs

3HauyeHuMe napameTtpa DefaultLogLevel U3 cekUnK
[Root].

3HauyeHve No yMoa4YaHuIo: Notice

Log MeTo/ BeaeHus XXypHaia KOMMOHEHTa.

PyKOBOACTBO nonb3oBaTtend
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Mapametp

{mun xypHana}

ExePath

{nyme « ¢baliny}

AutoconfigurelIptables

{Yes | Noj}

AutoconfigureRouting

{Yes | Noj}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnwucaHune
3HaueHVe Mo yMOAYaHNI: Auto
MyTb K McnoaHseMomy daliny KOMMOHEHTa.

3HaueHune no

yMoyaHuio: /opt/drweb.com/bin/drweb-
firewall

BKAOUNTL UAN OTKAFOUNTL PEXMM HACTPOMKU MpaBu
Ans cucteMHoro komnoHeHTa NetFilter yepes
NMHTEepdenc iptables.

Jonyctnmble 3HaveHus:

e Yes — aBTOMaTW4eCKu HacTpavBaTb NpaBuaa Ans
NetFilter npu 3anycke KOMMOHeHTa ¥ yAaNATb UX NpU
3aBepLUeHUn paboTbl KOMMOHEHTa (pekomeHOyemcs).

e No — He HacTpauBaTb NpaBuia aBTOMaTUYECKN.
MpaBwna AOAXKHbI 6bITb J0OABAEHDI
aAMUHUCTPATOPOM BPYUHYHO Mepes 3amnyckoMm
KOMTMOHEHTa 1 yAaseHbl, Korga OH 3aBepLunT paborTy.

ili Eciv aBTOMaTMUecKkas HacTpoiika
: npaBua Ans iptables He pa3peLueHa,

HeobxoanMo obecrneunTtb Haanumne
HeobxoanMbIX NpaBua iptables K
MOMEHTY Hayasna pPaboTbl KOMMOHEHTa.

3HaueHue no YMOAYaHUNIO: Yes

PeXxnM HacTpouku NpaBua 1 NOANTUK MapLUpyTM3aLLmum
ip routeunip rule.

Jonyctnmble 3HaveHus:

e Yes — aBTOMaTWUeCKM HacTpavBaTb NpaBuaa u
NOAUTMKN MapLlpyTu3aumm ip route M ip rule
Npw 3anycke KOMMOHEHTa 1 yAanaTb UX npu
3aBepLUeHUn paboTbl KOMMOHeHTa (pekomeHOyemcs).

e No — He HacTpauBaTb NpaBuia aBTOMaTUYECKN.
MpaBwna AOAXKHbI 6bITb J06ABAEHDI
aAMUHUCTPATOPOM BPYUHYHO Mepes 3arnyckoMm
KOMTMOHEHTa U1 yAaseHbl, Korga OH 3aBepLunT paborTy.
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261



A7
D,
l‘l

Py
$

Mapametp

LocalDeliveryMark

{yenoe uucno | Auto}

ClientPacketsMark

{yenoe uucno | Auto}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

ilf Ecnn aBTOMatmueckas HaCTpOI\;IKa
o npaBuva U NOANTUK MapLUpyTU3aLnmn

He pa3speLlleHa, HEO6XOAVIMO
obecneunTtb Hannume HEO6XOAI/IMbIX
npaeuwn ip route n ip ruleKk
MOMEHTY Ha4ajla pa6OTbI KOMMOHEHTa.

3HaueHue no YMOAYaHUNIO: Yes

MeTtka <LDM> ana nakeToB, MepeHanpaBasaeMbiX Ha
ceteBoi cokeT Dr.Web Firewall ana Linux
(onpepenserca napameTpoM TproxyListenAddress,
CM. HUXKE) AN1A MepexBaTa COeAMHEHWS.

Jonyctnmble 3HaveHus:

e <yesioe yucio> — MmeTka <LDM>, npucsavBaemMas
naketam. YncnenHo pasHa 2V, rae N — Homep 6uTa
LDM B nakete, 0 =N =31.

e Auto — pa3pewnTb Dr.Web Firewall gna Linux
BbIOpaTh NOAXOAALLMM BUT B METKe NakeTa
aBTOMaTU4ecku (pekomeHOyemcs).

ili Mpwn Ha3HayeHun yncia <LDM>
: BPYYHYytO ybeamntech, 4To

COOTBETCTBYHOLMNIA BUT B MeTKe
NakeToB He MCMOb3YeTCa HUKaKUMu
APYTIMU MPUOXKEHUAMM,
yNpaBAAaoWMMY MapLUpyTU3aLneit
COefMHeHWI 1 NakeToB (B TOM YuKcie,
yepe3 NetFilter). Ecim ykazaHo
HeAoMyCTMMOe 3HaveHwue, 3anycK
KOMMOHEHTa 3aBepLUNTCA OLIMNOKOIA.

YKkazaHHOe uncno <LDM> ponxHo
MNCMOAb30BaTbCA B NpaBuiax
MapLupyT13aLmm, KOTopble
Heobxo4MMO L00aBAATb BPYUHYHO,

ecin
AutoconfigurelIptables = No

n/mnn
AutoconfigureRouting = No

3HaueHue no YMOA4YaHUKO: Auto

MeTka <CPM>, KOTOpPOV NOMeYatoTCs NakeThl,
cnepytrolime Mexay KIMeHToM (MHULMATOPOM
coeanHeHus) n Dr.Web Firewall ans Linux.

PyKOBOACTBO noJsib3oBarena
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Mapametp

ServerPacketsMark

{yenoe uucno | Auto}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

Jonyctnmble 3HaveHus:

e <yesoe yucio> — metka <CPM>, npucsaviBaemas
naketam. YncnenHo pasHa 2V, rae N — Homep 6uTa
CPM B nakete, 0 =N =31.

e Auto — pa3pewunTb Dr.Web Firewall gns Linux
BbIOpaTh NOAXOAALLMI BUT B METKE MakeTa
aBTOMaTUuecku (pekomeHOyemcs).

ili MNpw HazHayeHun yncna <CPM>
: BPYUYHYH HeobxoaMMO ybeanTbCS, UTO

COOTBETCTBYHOLMNIA BUT B MeTKe
NakeToB He MCMOb3yeTCa HUKaKUMu
APYTIMU MPUIOXKEHUAMM,
yNpaBAAoWMMY MapLUpyTU3aLneit
COefMHeHWI 1 NakeToB (B TOM Yuncie,
yepe3 NetFilter). Ecim ykazaHo
HeZoMyCTMMOe 3HaveHwne, TO 3amycK
KOMMOHEHTa 3aBepLUNTCA OLIMNOKO.

Yka3zaHHoe uncno <CPM> fOMXKHO
MCNO/b30BaTbCA B MpasBuiax
MapLipyTu3aLnm, KoTopble
HeobxoAMMO A00aBAATb BPYUHYHO,
ecian

AutoconfigureIptables = No.

3HaueHue no YMOA4YaHUKO: Auto

MeTka <SPM>, KOTOPOW NOMEYarOTCs NaKeThl,
cneayrowme mexay Dr.\Web Firewall gas Linux v
cepBepoM (MPUEMHUKOM COeANHEHNSA).

Jonyctumble 3HaveHus:

e <yesioe Yucio0> — Metka <SPM>, npucsanBaemas
naketam. YncnenHo pasHa 2V, rae N — Homep 6uTa
SPM B nakete, 0 =N =31.

e Auto —pa3pewuntb Dr.Web Firewall gns Linux
BbIOpaTh NOAXOAALLMM BUT B METKE MakeTa
aBTOMaTUyecku (pekomeHOyemcs).

PyKOBOACTBO noJsib3oBarena

263



T,
)
A

A
£

Mapametp

TproxyListenAddress

{cemesoli cokem}

OutputDivertEnable

{Yes | Noj}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

ili MNpw HazHayeHUn uncna <SPM>
: BPYUYHYH Heobxoa1MMO ybeanTbCS, UTO

COOTBETCTBYHOLMNIA BUT B MeTKe
NakeToB He MCMOb3yeTCa HUKaKUMu
APYTIMU MPUIOXKEHUAMM,
yNpaBAAoWMMY MapLUpyTU3aLneit
COefMHeHWI 1 NakeToB (B TOM Yuncie,
yepe3 NetFilter). Ecim ykazaHo
HeAoMyCTMMOe 3HaveHwne, TO 3amycK
KOMMOHEHTa 3aBepLUNTCA OLINOKOIA.

Yka3zaHHOe uncno <SPM> poaxHO
MNCNOAb30BaTbCA B MpaBuiax
MapLupyT13aLmm, KOTopble
HeobxoAMMO A00aBAATb BPYUHYHO,

ecian
AutoconfigurelIptables = No

n/mnn
AutoconfigureRouting = No

3HaueHue no YMOA4YaHUKO: Auto

CeteBoli cokeT (</P-adpec>:<nopm>), Ha KOTOPOM
Dr.Web Firewall gns Linux npvHuMaeT nepexsayveHHble
coesnHeHwus. Ecnm 3agaH HyneBow NopT, TO COKET
BbIOMPAETCA CMCTEMOM aBTOMaTUYECK M.

ili Heobxoanmo ybeantbcs, Uto
: COOTBETCTBYHOLLMI COKET He

NCMOAb3YETCA HUKAKUMU APYrMMU
npunoxeHunamu. Ecam ykaszaHo

HeZonyCcTMMOe 3HaveHwue, TO 3amnyck
KOMTMOHEHTa 3aBePLUMNTCSA OLUMOKON.

Yka3zaHHble IP-agpec n nopTt AOKHbI
MCroJib30BaTbCA B Npasusiax
MapLUpyTU3aLmMK, KOTOPble
HeobxoAMMO [06aBAATL BPYUHY!HO,
ecnu

AutoconfigurelIptables = No

3HayeHuMe No ymonyaHmoo: 127.0.0.1:0

BkAtounTb MAM OTKAOUUTE PEXMM NMepexsata
NCXOAALLNX COeANHEHWN (T. €. COeAUHEHW,
NHULMUNPOBAHHbIX MPUIOXKEHNSMU Ha NOKaNbHOM
y3ne).
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Mapametp

OutputDivertNfqueueNumber

{yenoe uucno | Auto}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

Jonyctnmble 3HaveHus:

e Yes — nepexBaTbiBaTb U 06pabatbiBaTh UCXOAsALLMNE
COeANHEHUS;

e No — He rnepexBaTbiBaTb N HE O6pa6aTbIBaTb
nexogdauimne coeanmHeHumsa.

ili [aHHas HacTpolika jobaBaseT nam

yAanaet NpaBua0O MapLIpyTU3aLNK

N2 5, koTopoe HeobxoANMO f06aBAATL
VNV yAanaTb BPYUHYHO, eCcau
AutoconfigurelIptables = No

3HaueHue no YMOAYaHWUKO: No

Howmep ouepean NFQUEUE, nz kotopon Dr.Web Firewall
ans Linux 6yaet nssnekatb SYN-nakeTbl,
NHULUMPYIOLLME UCXOAALLNE COBAVHEHWS.

Jonyctumble 3HaveHus:

e <yesioe Yucao> — HomMmep ouepean <ONum> ans
oTtcnexunBaHna SYN-naketoB nepexBaTbiBaembix
nexoaawmx coeamHennin 8 NFQUEUE;

e Auto —pa3pewuntb Dr.Web Firewall gns Linux
BbIOpaTh NOAXOAALLMI HOMEP oYepesn
aBTOMaTUyecku (pekomeHOyemcs).

ili MNpw HazHayeHUn yncna <ONum>
: BPYUYHYH HeobxoaMMO ybeanTbCS, UTO

COOTBETCTBYIOLLAA Ovepesb He
NCNONb3YEeTCA HUKaKUMW APYruMun
NPUIOXKEHNAMM, KOHTPOANPYHOLLMMM
COeiHeHMA 1 NakeTbl (B TOM vncne
yepes npasuna NetFilter). Ecan
yKa3aHo HefoMnycTUMoe 3HaveHune, To
3arnyck KOMMOHeHTa 3aBepLumnTCa
OLUNBKOW.

Yka3zaHHoe uncno < ONum> fONKHO
NCMoONb30BaThCA B NpaBuie
MapwpyTtm3aumm N2 5, koTopoe
HeobxoAMMO A00aBAATb BPYUHYHO,
ecn

AutoconfigureIptables = No.

3HaueHue no YMOA4YaHUKO: Auto

PyKOBOACTBO noJsib3oBarena
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Mapametp

OutputDivertConnectTransparently

{Yes | Noj}

OutputDivertMark

{yenoe yucno | Auto | None}

InputDivertEnable

{Yes | Noj}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

BkAOUNTE UM OTKAOUUTE PEXUM IMYAALMM
NoAKAKOYeHNA K noay4datento (cepsepy) ¢ IP-agpeca
OTNpaBuUTeNa NepexBayeHHOro naketa (K1MeHTa) Ans
NCXOAALLNX COEANHEH M.

Jonyctnmble 3HaveHus:

e Yes — Mpu nepexsaTte COeAMHEHNA MOAKNOUATLCS K
cepBepy He CO CBOEro ajpeca, a C agpeca KINeHTa,
KOTOpbIV 3aMpOCKa COeANHEHNE;

e No — MOAKNYATbCA K cepBepy ¢ agpeca Dr.Web
Firewall gns Linux.

MockonbKy B peEXUME NMepexBaTta NCXOAsALLMNX
coefnHeHun agpeca kaveHta n Dr.Web Firewall gna
Linux valle Bcero coBnagaroT, 3HaueHue no
yMOJIYaHuo — No.

3HaueHue no YMOAYaHUKO: No

MeTka, KOTOPOW MOMEeYaroTCs NakeTbl B pexxmme
nepexsaTta UCXOAALLMX COEANHEHUI NPK
MCMOAb30BaHUN MOACUCTEMbI MaHAATHOIO AOCTyna
PARSEC.

Jonyctumble 3HaveHus:

e <yesioe YUC/10> — MeTKa, NpUCcBarBaemMas naketam.
YncneHHo paBHa 2N rpe N — HOMep HuTa MeTKM B
nakete, 0 =N =31.

e Auto — pa3pewntb Dr.Web Firewall gna Linux
BbIOpaTh NOAXOAALLMM BUT B METKe MakeTa
aBTOMaTMYECKM.

e None — He yCTaHaBAMBaATb METKY.
3HauyeHue No yMoa4YaHuIo: None

BKAHOUNTL AW OTKIHOUUTD PEXMM MEPEXBATA BXOASALLMNX
COEAMHEHWN (T. €. COEAVHEHWI, NHNLNNPOBaHHbIX

NPUIOKEHUAMY Ha YAANEHHOM Y3/€, C MPUIOXEHUSMMY,
paboTaoWwMM Ha IOKaNbHOM Y3/e).

Jonyctumble 3HaveHus:
e Yes — nepexBaTbiBaTb 1 0OpabatbiBaTh BXOAsALLME
coefVHeHs;

e No — He nepexsatbiBaTb 1 He 0bpabaTbiBaTh
BXOAALLME COEANHEHMS.

PyKOBOACTBO noJsib3oBarena
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InputDivertNfqueueNumber

{yenoe uucno | Auto}

InputDivertConnectTransparently

{Yes | Noj}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

A

[aHHas HacTpolika jobaBaseT uam
yAanser npaBu/io MapLipyT13aLmm

N2 7, koTopoe HeobxoaAnMO f06aBAATL
VAW yAansaTb BPYYHYHO, eCn
AutoconfigurelIptables = No
Ecnun ykasaHo HegonycTnmoe
3HayeHue, TO 3aMnyCcK KOMMOHEHTa
3aBEpLUNTCS OLUMOKOA.

3HaueHue no YMOAYaHWUKO: No

Howmep ouepean NFQUEUE, nz kotopon Dr.Web Firewall
ans Linux 6yaet nssnekatb SYN-nakeTbl,
NHULMMPYIOLLME BXOASALLNE COEANHEHUS.

Jonyctumble 3HaveHus:

e <yesioe Yucso> — HOMep ovepean <INum> ana
oTtcnexumBaHna SYN-nakeToB nepexBaTbiBaeMbix
BXOAALLUX coeanHeHnii B NFQUEUE;

e Auto — pa3pewnTb Dr.Web Firewall gna Linux
BbIOpaTh NOAXOAALLMI HOMEP oYepean
aBTOMaTUyecku (pekomeHOyemcs).

& Mpw HasHayeHUn yncna <INum>
: BPYUYHYH HeobxoAMMO ybeanTbCS, UTO

COOTBETCTBYIOLLLAA OUepesb He

MCMOAb3YeTCA HUKaKUMU APYrMm

NPUNOXKEHNAMMN, YNIPABAAOLLMMU

KOHTPO/JeM COeAMHEHWN 1 NaKeToB (B

TOM uncne yepes npasuna NetFilter).

Ecnm ykasaHo Hegonyctnmoe

3Hay4eHwue, TO 3aMyCck KOMMOHEeHTa

3aBEpLUNTCS OLUMOKOA.

YkazaHHoOe uncno <INum> AOAXKHO
NCMoONb30BaThCA B NpaBuie
MappyTtunsaumm N2 7, koTopoe
HeobxoAMMO A00aBAATb BPYUHYHO,
ecnu

AutoconfigurelIptables = No

3HaueHue no YMOA4YaHUKO: Auto

BkAOUNTE UM OTKAOUUTE PEXUM IMYAALMM
NoAKAKOYeHNA K noay4datento (cepsepy) ¢ IP-agpeca
OTNpaBuUTeNa NepexBayeHHOro naketa (K1MeHTa) Ans
BXOASLLMX COEANHEHN.
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InputDivertMark

{yenoe yucno | Auto | None}

ForwardDivertEnable

{Yes | Noj}
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OnucaHune

Jonyctnmble 3HaveHus:

e Yes — Npu nepexsaTte COeAMHEHNA MOAKNOUATLCS K
cepBepy He CO CBOEro ajpeca, a C agpeca KIneHTa,
KOTOpbIV 3aMpOCKa COeANHEHNE;

e No — MNOAKNYATbCA K cepBepy ¢ agpeca Dr.Web
Firewall gns Linux.

B pexwumMe nepexsaTa BXOAALLMX COEAVHEHWUM BECh
Tpaduk npoxoant yepes Dr.Web Firewall gns Linux un
MO>HO 6€30MacHO MOAKIFOUNTLCA K CEPBEPY C
bUKTMBHOIO agpeca KAneHTa, MO3TOMY 3HaYeHue no
YMOJTYaHNIO — Yes.

3HaueHue no YMOAYaHUIO: Yes

MeTka, KOTOPOI NOMeYaroTCs NakeTbl B pexmme
nepexeaTa BXOAALLMX COEANHEHWI NMPU NCMOb30BaHUM
nogcucremsl maHaatHoro goctyna PARSEC.

Jonyctumble 3HaveHus:

e <yesioe YUC/10> — MeTKa, NpUcBarBaemMas naketam.
YncneHHo paBHa 2N rpe N — HOMep HuTa MeTKM B
nakete, 0 =N =31.

e Auto — pa3pewnTb Dr.Web Firewall gna Linux
BbIOpaTh NOAXOAALLMM BUT B METKE MakeTa
aBTOMaTUYECKM.

e None — He yCTaHaBAMBaATb METKY.
3HauyeHue No yMoa4YaHuIo: None

BKAHOUNTL AW OTKIHOUUTD PEXMM MEPExBaTa
TPaH3UTHbIX COEANHEHWN (T. €. COEAUNHEHWI,
NHULMMPOBAHHBIX MPUIOXKEHUSMM Ha OLAHOM

yAaNeHHOM Y3/e, C NPUNOXKEHNAMU, paboTaroLwnmMm Ha
LPYrOM yAaNeHHOM y3ne).

Jonyctnmble 3HaveHus:
e Yes — nepexBaTtbiBaTb U 06pabaTtbiBaTh TPaH3UTHbIE
coefVHeHs;

e No — He rnepexBaTbiBaTb N He O6pa6aTbIBaTb
TPaH3UTHblE COEANHEHWNA.
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ForwardDivertNfqueueNumber

{yenoe uucno | Auto}

ForwardDivertConnectTransparently

{Yes | Noj}
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A

[aHHas HacTpolika jobaBaseT uam
yAanser npaBu/io MapLipyT13aLmm

N2 8, koTopoe HeobxoANMO f06aBAATL
WAV YAanaTb BPYYHYHO, €Cau
AutoconfigurelIptables = No

3HaueHue no YMOAYaHWUKO: No

Howmep ouepean NFQUEUE, nz kotopon Dr.Web Firewall
ans Linux 6yaet nssnekatb SYN-nakeTbl,
NHULUMPYIOLLME TPAH3UTHbIE COEANHEHMS.

Jonyctnmble 3HaveHus:

e <yesioe Yucio> — Homep ovepean <FNum> ans
oTtcnexumBaHna SYN-nakeToB nepexBaTbiBaembix
TPaH3UTHbIX coeamHeHnin B NFQUEUE;

e Auto — pa3pewnTb Dr.Web Firewall gna Linux
BbIOpaTh NOAXOAALLMI HOMEP oYepesn
aBTOMaTUyecku (pekomeHOyemcs).

& Mpw HazHayeHun uncna <FNum>
: BPYUYHYH HeobxoaMMO ybeanTbCS, UTO

COOTBETCTBYHOLLLAA OUepesb He

MCMOAb3YeTCA HUKaKUMU APYrMm

NPUNOXKEHNAMMN, YNIPABAAOLLMMU

KOHTPO/JeM COeAMHEHWN 1 NaKeToB (B

TOM uncne yepes npasuna NetFilter).

Ecnun ykasaHo Hegonyctnmoe

3Hay4eHwue, TO 3aMyCck KOMMOHEeHTa

3aBEpLUNTCS OLUMOKOA.

YkazaHHoe uncno <FNum> ponxHo
NCMONb30BaTbLCA B NpaBuie
MapwpyTtrsaumm N2 8, kotopoe
HeobxoAMMO L00aBAATb BPYUHYHO,
ecn

AutoconfigurelIptables = No

3HaueHue no YMOA4YaHUKO: Auto

BkAOUNTE MM OTKAOUUTE PEXUM IMYAALMM
NoAKAKOYeHNA K nony4daTento (cepsepy) ¢ IP-agpeca
OTnpaBuUTeNa nepexBayeHHoOro naketa (K1MeHTa) Ans
TPaH3UTHbIX COEANHEHWN.
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ForwardDivertMark

{yenoe yucno | Auto | None}

Whitelist

{cnucok domeHos}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

Jonyctnmble 3HaveHus:

e Yes — Npu nepexsaTte COeAMHEHNA MOAKNOUATLCS K
cepBepy He CO CBOEro ajpeca, a C agpeca KIneHTa,
KOTOpbIV 3aMpOCKa COeANHEHNE;

e No — MNOAKNYATbCA K cepBepy ¢ agpeca Dr.Web
Firewall gns Linux.

Mockonbky B pexunme nepexsarta TPaH3UTHbIX
COeAVHEHWI HET rapaHTuK, YTo BeCb TPadrK NPOXoanT
yepes OAMH 1 TOT Xe y3en (MapLpyTnsatop), Ha
KoTopom yctaHoBseH Dr.Web Firewall gas Linux, ans
KOppPeKTHOM paboTbl 3HaUEHME MO YMOAYaHNO — No.
Ecnm koHburypauns cetn rapaHTUpyeT, uTo BCe
3aLMLLaeMble MPUIOXKEHNS UCMONb3YOT OAUH U TOT Xe
MapLLpyTM3aTop, NapaMeTp MOXHO YCTaHOBUTL B Yes,
1 B 3TOM C/lyyae Mnpu NOAKAHOUYEHUN K cepBepam
Dr.Web Firewall gns Linux Bcerga 6yaet amyampoBaTtb
NoAKArOUEeHMe C agpeca KaneHTa.

3HaueHue no YMOAYaHUKO: No

MeTka, KOTOPOI NMOMeYatoTCs NakeTbl B pexxmme
nepexeaTta TPaH3UTHbIX COEAUHEHUI MU
MCMOIb30BaHMM NOACMCTEMbI MaHAATHOTO AOCTyrMa
PARSEC.

Jonyctnmble 3HaveHus:

e <yesioe YUC/10> — MeTKa, NpUcBarBaemMas naketam.
YncneHHo paBHa 2N rpe N — HOMep HuTa MeTKM B
nakete, 0 =N =31.

e Auto — pa3pewntb Dr.Web Firewall gna Linux
BbIOpaTh NOAXOAALLMM BUT B METKe MakeTa
aBTOMaTMYECKM.

e None — He yCTaHaB/INBaTb METKY.

3HaueHue no YMOA4YaHUKO: None

benbin cnncok JOMeHOB (JOMEHbI, MOAKAHOUEHNE K
KOTOPbIM pa3peLLeHO, Jaxe ecNn OHWU OTHOCATCA K
610KMpyeEMbIM KaTeropusam Beb-pecypcos. Mpu 3Tom
JLOCTYN nonb3oBaTtenen byAeT pas3peLleH 1 KO BCEM
nosAoMeHaM AOMEHOB, YKa3aHHbIX B 3TOM CMUCKe).

3HaueHus B CNMCKe yKa3blBatOTCA Yepes 3anaTyro
(kaxkaoe 3HaueHue B KaBblukax). [JlonyckaeTca
NOBTOPEHME NapaMeTpa B cekLmm (B 3TOM C/yyae Bce
3HayeHuWs NapamMeTpa 0ObeANHATCA B eANHbIN
CNUCOK).
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Mpumep: Job6aBUTb B CMUCOK JOMEHbI example.com U

example.net.

1. [obaBneHve 3HaueHNn B paiin KOHGUTypaLum.

L4 ,ﬂ'Ba 3HayeHna B O,£I|HOI7I CTpOKe:

[LinuxFirewall]
Whitelist = "example.com", "example.net"

e [lBe CTPOKM (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxFirewall]
Whitelist = example.com
Whitelist = example.net

2. [lobaBneHuve 3HaUEHU C MOMOLLbHO KOMAaH/Ib!
drweb-ctl cfset:

# drweb-ctl cfset LinuxFirewall.Whitelist
-a example.com
# drweb-ctl cfset LinuxFirewall.Whitelist
-a example.net

A

PeasibHOE MCMO/Ib30BaHMeE CrMcka
JLOMEHOB, YKa3aHHOro B JaHHOM
napameTpe, 3aBUCKT OT TOFO, KaK OH
MCMOAb3YyeTCs B MpaBuiax NpoBepKY,
3aaHHbIX ans Dr.Web Firewall ans
Linux.

B nepeyHe npaBwu, 3agaHHbIX MO
YMOAYAHUIO (CM. HUXKE),
rapaHTMpyeTcs, 4To AOCTyN K AOMEHaM
(1 nx nogaoMeHaMm) 13 JaHHOrO
cnvcka byaet obecneyeH, Aaxe ecin
TaM ByAyT HaxOANTbCA JOMEHbI U3
610KMpyeMbIx KaTeropuii Beb-
pecypcoB, HO TOJIbKO ecnu
NPOV3BOAMNTCA 3aMpoC K Y3y C
ncrosb3oBaHnem npotokona HTTP.
Kpome 3toro, ycnosusa npasua no
YMOJTYaHMIO rapaHTUPYHOT, UTO
JaHHble, 3arpy>kaemMble C JOMEHOB U3
6enoro cnucka, 6ydym nposepameca
Ha Haau4ue y2po3 (Tak Kak faHHble
BO3BpaLLatoTCcA B OTBETE, U
nepemeHHas direction umeert
3HauyeHne response).

3HauyeHve No yMoAYaHuIo: (He 3a0aHo)

Blacklist YepHbIl CNMCOK JOMEHOB (JOMeHbI, MOAKIOUeHe K

{cnucok domeHos}

KOTOPbIM 3anpeLleHo, JaxXe eC/in OHU He OTHOCATCA K
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610KMpyeEMbIM KaTeropmsam Beb-pecypcos. Mpu 3Tom
[LOCTYN nonb3oBaTtenen byAeT 3anpeLleH U KO BCEM
noAAOMEHaM JOMEHOB, YKa3aHHbIX B 3TOM CMMCKE).

3HaueHus B CNMCKe yKa3blBatOTCA Yepes 3anAaTyro
(kaxkaoe 3HaueHue B KaBblukax). [Jlonyckaetca
NOBTOPEHME NapaMeTpa B cekLmu (B 3TOM c/yyae Bce
3HayeHuWs NapamMmeTpa 0ObEeANHAOTCA B eANHbIN
CNUCOK).

Mpumep: Job6aBUTb B CMNCOK JOMEHbI example.com U
example.net.

1. [obaBneHve 3HaueHWn B paiin KOHGUIypaLum.
e [lBa 3HaUYeHWs B OAHON CTPOKE:

[LinuxFirewall]
Blacklist = "example.com", "example.net"

e [lBe CTPOKM (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxFirewall]
Blacklist = example.com
Blacklist = example.net

2. [obaBneHure 3HaUEHU C MOMOLLbHO KOMaH/bl
drweb-ctl cfset:
# drweb-ctl cfset LinuxFirewall.Blacklist
-a example.com

# drweb-ctl cfset LinuxFirewall.Blacklist
-a example.net

PyKOBO,D,CTBO noJsib3oBarena
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InspectHttp

{on | off

InspectPop3

{on | off

KomnoHeHTbl Dr.Web Desktop Security Suite
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& PeanbHoe 1Cnosb3oBaHMe crvcka

: JLOMEHOB, YKa3aHHOro B JaHHOM
napameTpe, 3aBUCKT OT TOFO, KaK OH
MCMoNb3yeTCs B NMpaBuiax NpoBepKy,
3aaHHbIX ans Dr.Web Firewall ans
Linux.

YcnoBua npaBuA, 3afaHHbIX MO
YMOYAHUIO (CM. HVXKE), FapaHTUpPYHOT,
YTO AOCTYM K JOMeHaM (1 nX
nogAoMeHaM) 13 JaHHOro crucka no
npotokony HTTP 6yzet 3anpeLyeH
Bcerga. Ecnm gomeH gobaeneH
OAHOBPEMEHHO B CMUCOK Whitelist
M cnucok Blacklist, To NpaBuaa,
3ajlaHHble MO YMOAYaHMIO,
rapaHTMpYOT, YTO AOCTYN
noJib3oBaTenen K JOMeHy no
npotokony HTTP 6yzaet
3ab10KMpPOBaH.

CaiTbl M3 YepHOro cnucka He byayT
6710KMpPOBaTbCA, eC/IN OTK/IHOYEHa
npoBepka ncxoadiero Tpadmka
(ybepmntech, Uto NnapameTp
OutputDivertEnable nmeer
3HaueHue Yes, On uam True). Ecam
3TW CaliTbl MCMOJb3YHOT NMPOTOKO
HTTPS, Takxe ycTaHOBUTe napamerp
UnwrapSsl B 3HaueHue Yes, On Uan
True.

3HayeHure Mo yMoYaHuIo: (He 3a0aHo)

MpoBepATb AaHHble, NepeAaBaemMble Mo NPOTOKONY
HTTP.

[aHHble 6yayT NnpoBepeHbl B COOTBETCTBUN C
3af,aHHbIMW NpaBuaaMu (CM. HUXKeE).

3HayeHne No yMo4aHuto: On

MpoBepATb AaHHble, NepeAaBaemMble Mo NPOTOKONY
POP3 (ncnonbsyetca komnoHeHT Dr.Web MailD).

[aHHble 6yayT NnpoBepeHbl B COOTBETCTBUN C
3af,aHHbIMW NpaBuaaMu (CM. HUXKE).

3HauveHne No yMo4aHuto: On
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InspectImap

{On | Off}

InspectSmtp

{On | Off}

InspectFtp

{On | Off}

ExcludedProc

{nyme « cbaliny}
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MNpoBepATb AaHHble, NepeAaBaemMble Mo NPOTOKONY
IMAP (ncnonbsyetcst kKoMnoHeHT Dr.Web MailD).

[aHHble 6yayT NpoBepeHbl B COOTBETCTBUN C
3af,aHHbIMW NpaBuaaMu (CM. HUXKE).

3HaueHue no YMOA4YaHUKO: On

MNpoBepATb AaHHble, NepeAaBaemMble Mo NPOTOKONY
SMTP (ncnonb3syetcs koMmnoHeHT Dr.Web MailD).

[aHHble 6yayT NpoBepeHbl B COOTBETCTBUN C
3af,aHHbIMW NpaBuaaMu (CM. HUXKE).

3HaueHue no YMOA4YaHUKO: On

MpoBepsATb AaHHble, NepeAaBaemblie No npotokony FTP.

[aHHble 6yayT NpoBepeHbl B COOTBETCTBUN C
3af,aHHbIMW NpaBuaaMu (CM. HMXKE).

3HaueHue no YMOA4YaHUKO: On

Besbln cnncok npoueccos (Mpoueccol, ceTeBas
aKTVBHOCTb KOTOPbIX HE KOHTPOUPYETCH).

MO>HO yKka3aTb HeCKOJIbKO 3HauUeHWI B BUAE crincka.
3HaueHus B CNMCKe yKa3blBatOTCA Yepes 3anAaTyro
(kaxkaoe 3HaueHue B KaBblukax). [Jonyckaetca
NOBTOPEHME NapaMeTpa B cekLmm (B 3TOM C/iyyae Bce
3HayeHuWs NapamMeTpa 06beANHAOTCSA B eANHbIN
CNUCOK).

Mpumep: JobaBWTb B CMUCOK Npouecchl wget M curl.

1. [obaBneHve 3HaueHWn B paiin KOHGUTypaLuum.
e [lBa 3HaUYeHWs B OAHON CTPOKeE:

[LinuxFirewall]
ExcludedProc = "/usr/bin/wget",
"/usr/bin/curl"

e [lBe CTPOKM (MO OAHOMY 3HAYEHUIO B CTPOKE):

[LinuxFirewall]
ExcludedProc = /usr/bin/wget
ExcludedProc = /usr/bin/curl

2. [lobaBneHure 3HaUEHU C MOMOLLbHO KOMAaH/b!
drweb-ctl cfset:

# drweb-ctl cfset
LinuxFirewall.ExcludedProc -
a /usr/bin/wget

# drweb-ctl cfset
LinuxFirewall.ExcludedProc -
a /usr/bin/curl
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& PeanbHoe 1Cnosb3oBaHMe crvcka

: NMpOL,EeCccoB, yKa3aHHOro B JaHHOM
napameTpe, 3aBUCKT OT TOFO, KaK OH
MCMoNb3yeTCs B NMpaBuiax NpoBepKy,
3aaHHbIX ans Dr.Web Firewall ans
Linux.

B nepeyHe npaBu, 3a4aHHbIX Mo
YMOJIYaHUIO, rapaHTMPYyeTCs, YTo
TpaduK BCEX MPOLLECCOB, YKa3aHHbIX B
3TOM CnncKe nponyckaertca 6e3 kakou-
1u6o nposepku.

3HauyeHve No yMoAYaHuIo: (He 3a0aHo)

UnwrapSsl MpoBepsTb UK He NPOBEPATb 3aNPPOBAHHbIN

5 Tpaduk, nepesaBaembln yepes SSL.
{noauyeckudi} pad pea p

@ B TekyLuel peanv3auum 3HaYeHne

[aHHOM NnepemMeHHON He OKa3blBaeT
HMKaKOro BVAHWS Ha NPOBEPKY
3awmuieHHoro Tpaduka. [ns
peasbHOTrO ynpas/eHWs NPOBepPKOW
HY>KHO CO3/aTb NPaBWaO, B KOTOPOM

coaepXuTca AelicTeue
SET Unwrap SSL = true/false.

Ecav 3HaueHne napamMeTpa U3MeHSTb C
MOMOLLbIO KOMaHAbl cfset yTUAUTBI
drweb-ctl, TO 3aBUCUMbIE MpaBuaa
ByaAyT nepecTpavBaThCs
aBTOMaTUYeCKu.

3HaueHue no YMOAYaHWUKO: No

BlockUnchecked BAoKMpoBaTL NONYYEHUE W NepeaYy AaHHbIX, ecn

N, OHUW He MOTYT BbITb MPOBEPEHbI.
{nozuyeckudi} y P P

@ 3HayeHMWe 3TOro napamMeTpa BAuseT Ha

: 06paboTKy NpaBu, B KOTOPbIX
HEBO3MOXHO OMpeAenvTb UCTUHHOCTb
WY JIOXKHOCTb YCIOBUS BCIEACTBME
owwnbku: B cnyyae No npasuao byaer
MpOoMyLLEHO KaK He cpaboTaBluee, a B
cnyyae Yes 6yaeT BbIMOSHEHO
JAenctBne BLOCK as BlackList.
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BlockInfectionSource

{noauyeckuli}

BlockNotRecommended

{noauyeckuli}

BlockAdultContent

{noauyeckull}

BlockViolence

{noauyeckuli}

BlockWeapons

{noauyeckuli}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune
3HayeHVe Mo ymMoYaHuto: No

BaokmpoBaTb NOMbITKM MNOAKNKOUEHUA K CadiTaM,
cogepxalnm spesoHocHoe MO (Bxoaalmm B
KaTeropwto InfectionSource).

[na 6nokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

url category in
"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHUNIO: Yes

BaokunpoBaTb MNOMbITKM MNOAKAOUEHNS K
HepeKkoMeHAyeMbIM cariTaM (BXOAALLMM B KaTeropuro
NotRecommended).

[na 6aokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NMPaBUAO BUAA (CM. HUXKE):

url category in
"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMONYaHWNIO: Yes

BaokunpoBaTb MOMbITKM MOAKNHOUEHWNS K CaliTaM,
cozepKallMM MaTepuasbl A/is B3POC/bIX (BXOAALMM B
kaTteroputo AdultContent).

[na 6nokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

url category in

"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BaokunpoBaTb MNOMbITKM MOAKNHOUEHWNS K CaliTaM,
CoZEepKaLLMM CLEHbI HACUAVS (BXOAALLMM B KaTeropuio
Violence).

[na 6nokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

url category in
"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BaokmpoBaTb NOMbITKM MNOAKAKOUEHUA K CadiTaM,
NMOCBSALLEHHBIM OPYXWUHO (BXOASALLMM B KaTErOPUIO
Weapon:s).
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BlockGambling

{noauyeckuli}

BlockDrugs

{noauyeckull}

BlockObscenelLanguage

{noauyeckuli}

BlockChats

{noauyeckuli}
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[na 6nokmpoBkM HEOBXOAMMO, UTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

url category in
"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BaokunpoBaTb MOMbITKM MOAKNHOUEHWNS K CaliTaM,
MOCBALLEHHbIM a3apTHbIM UFPaM M UTpPaM Ha AeHbru
(Bxoasawmm B Kateropuro Gambling).

[na 6nokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

url category in
"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHUKO: No

BaokmpoBaTb NOMbITKM MNOAKNKOUEHUA K CadiTaM,
NOCBSALEHHBIM HAPKOTUKaM (BXOAALLMM B KaTeropuro
Drugs).

[na 6nokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

url category in
"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BrokunpoBaTb NOMNbITKM NOAKNKOUEHWNSA K CariTaM,
COZlep>KaLLMM HELLeH3YPHYHO JIeKCKKY (BXOAALLMM B
kaTteroputo ObscenelLanguage).

[na 6aokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NMPaBUAO BUAA (CM. HUXKE):

url category in
"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BaokunpoBaTb MNOMbITKA MNOAKAOUEHWS K CaiiTamM YaToB
(Bxoasawmm B kateroputo Chats).

[na 6nokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

url category in
"LinuxFirewall.BlockCategory" : BLOCK as
_match
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BlockTerrorism

{noauyeckuli}

BlockFreeEmail

{noauyeckuli}

BlockSocialNetworks

{noauyeckull}

BlockDueToCopyrightNotice

{noauyeckuli}

BlockOnlineGames

{noauyeckull}
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OnucaHune
3HayeHVe Mo ymMoYaHuto: No

BaokunpoBaTb MNOMbITKM MOAKNKOUEHWNS K CaliTaM,
MOCBALLEHHbBIM TEPPOPU3MY (BXOAALLMM B KaTErOPUIO
Terrorism).

[na 6nokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
url category in

"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BaokunpoBaTb MNOMbITKA MOAKAOUEHWS K CaiTam
6ecnnaTHbIX MOUTOBbIX CY>KO (BXOAALLMM B KaTEroputo
FreeEmail).

[na 6aokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NMPaBUAO BUAA (CM. HUXKE):
url category in

"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHUKO: No

BaokunpoBaTb MNOMbITKA MNOAKAOUEHWS K CaiTam
CouMabHbIX CETEN (BXOAALLMM B KaTEroputo
SocialNetworks).

[na 6nokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
url category in

"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BrokrpoBaTb MOMbITKM MOAK/IOYEHUS K CaiTaM, CCbIKU
Ha KoTopble Bbln A06aBAeHbl MO 06paLLEHMIO
npaBoobiasatenen (BXOAALMM B KaTEFOPUIO
DueToCopyrightNotice).

[na 6nokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
url category in
"LinuxFirewall.BlockCategory" : BLOCK as

_match

3HaueHue no YMOAYaHUNIO: Yes

BaokunpoBaTb MOMbITKA MNOAKAOUEHWS K CaiTam
OHANanH-urp (Bxoasawmm B kateroputo OnlineGames).
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BlockAnonymizers

{noauyeckuli}

BlockCryptocurrencyMiningPools

{noauyeckull}

BlockJobs

{noauyeckull}

BlockKnownVirus

{noauyeckuli}
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[na 6nokmpoBkM HEOBXOAMMO, UTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
url category in

"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BaokunpoBaTb MNOMbITKA MOAKAOUEHWS K CaiTam
aHOHMMal3epoB (BXOAALLMM B KaTEroputo
Anonymizers).

[na 6nokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
url category in

"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHUKO: No

BaokmpoBaTb NOMbITKM MNOAKNKOUEHUA K CadiTaM,
06beANHAKOLLMM MONb30BaTENEN C LieNblo A00biun
(MaHWHra) KPMNTOBaNKOT (BXOASLLMM B KaTEFOPUIO
CryptocurrencyMiningPool).

[na 6nokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
url category in

"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHUKO: No

BaokunpoBaTb MNOMbITKM MOAKNHOUEHWNS K CaliTaM,
npeAHa3HauYeHHbIM A5 NMOUCKA BaKaHCWI (BXOAALLMM B
kaTeropwuto Jobs).

[na 6nokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
url category in

"LinuxFirewall.BlockCategory" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BrokvpoBaTb nonyyeHve 1 nepesaydy AaHHbiX, eCau
OHW CoZEepyKaT M3BECTHYHD Yrpo3y.

[na 6aokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NMPaBUAO BUAA (CM. HUXKE):

threat category in
"LinuxFirewall.BlockThreat" : BLOCK as
_match
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BlockSuspicious

{noauyeckuli}

BlockAdware
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BlockDialers

{noauyeckull}

BlockJokes

{noauyeckull}

BlockRiskware
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KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune
3HayeHVe MO YMOYaHWIO: Yes

BrokvpoBaTb nonyyeHve 1 nepesady AaHHbiX, eCau
OHW CoZepKaT HEM3BECTHYHO Yrpo3y, 0BHapY>KEHHYHO
3BPUCTMYECKMM aHaNN3aTOPOM.

[na 6nokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
threat category in
"LinuxFirewall.BlockThreat" : BLOCK as

_match

3HaueHue no YMOAYaHUNIO: Yes

BrokvpoBaTb nosnyyeHve 1 nepesady AaHHbiX, eCau
OHW coZepyKaT PeKNamMHyHO NMPOorpaMMy.

[na 6nokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
threat category in
"LinuxFirewall.BlockThreat" : BLOCK as

_match

3HaueHue no YMOAYaHUNIO: Yes

BrokvpoBaTb nonyyeHve 1 nepesaydy AaHHblX, eCau
OHW cozepykaT NporpamMmmy A03BOHa.

[na 6nokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):
threat category in
"LinuxFirewall.BlockThreat" : BLOCK as

_match

3HaueHue no YMONYaHWNIO: Yes

BnokunpoBaTb nonyueHve 1 nepesady AaHHbIX, €Ciu
OHW cogep>kaT NPOrpammy-LLIYTKY.
[na 6aokmpoBkM HEOBXOAMMO, UYTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NMPaBUAO BUAA (CM. HUXKE):
threat category in
"LinuxFirewall.BlockThreat" : BLOCK as

_match

3HaueHue no YMOAYaHWUKO: No

BrokvpoBaTb nonyyeHve 1 nepesaydy AaHHbiX, eCau
OHW coZepyKaT MNOTEHLMANBHO OMACHYH NPOrpaMMmy.
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ScanTimeout

{uHmepeas epemeHuy}

HeuristicAnalysis

{On | Off}

PackerMaxLevel
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[na 6nokmpoBkM HEOBXOAMMO, UTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

threat category in
"LinuxFirewall.BlockThreat" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

BrokvpoBaTb nosnyyeHve 1 nepesaydy AaHHblX, eCau
OHW cogepykaT Nporpammy B3jsioma.

[na 6nokmpoBkM HEOBXOAMMO, YTODbI B HAaCTpoOMKax
NPUCYTCTBOBAJIO NPaBUAO BUAA (CM. HUXKE):

threat category in
"LinuxFirewall.BlockThreat" : BLOCK as
_match

3HaueHue no YMOAYaHWUKO: No

TarM-ayT Ha NpoBepKy oaHoro daina no 3anpocy
SplDer Gate.

Jonyctnmble 3HaveHunaA: oT 1 cekyHabl (1s) o 1 yaca
(1n).

3HaueHVe No ymonyaHuto: 30s

Vcnonb3oBaTb MM He MCMOb30BaTb 3BPUCTUUECKNIA
aHanAM3 ANA Nomcka BO3MOXKHbIX HEM3BECTHbBIX Yrpo3
npun nposepke daiia, UHULMMPOBAHHOM MO 3anpocy
SplDer Gate. icnonb30oBaHme 3BPUCTMYECKOrO aHaan3a
MOBbILIAeT HAZEXXHOCTb NMPOBEPKY, HO YBENNUMBAET ee
A/IMTENBHOCTb.

[JelictBrne npu cpabaTtbiBaHUN 3BPUCTMUYECKOTO
aHanuM3zaTopa 3ajaetca napameTpoM
BlockSuspicious.

Jonyctumble 3HaveHus:

e On — WCMOJIb30BaTb 3BPUCTUYECKMIA aHANU3 MpU
npoBepke;

e Off — He ncnosab3oBaTb BBpI/ICTI/IL—IECKVIﬁ aHaans.

3HaueHue no YMOA4YaHUKO: On

MakcManbHbI YPOBEHb BIOXEHHOCTU 414
3anakoBaHHbIX 06bekTOB. o 3anakoBaHHbIM
06BEKTOM MOHUMAETCA UCMONHAEMBIN KOA, CKaTbl Mpu
NMOMOLLM CReLnann3npoBaHHbIX NHCTPYMeHTOB (UPX,
PELock, PECompact, Petite, ASPack, Morphine n ap.).
Takne o6beKTbl MOTYT BKAFOYATb ApYrve 3anakoBaHHble
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ArchiveMaxLevel

{yenoe 4ucno}

MailMaxLevel

{yenoe yucno}

ContainerMaxLevel

{yenoe yucno}

MaxCompressionRatio

{yenoe 4ucno}
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06beKTbl, B COCTaB KOTOPbIX Tak)Ke MOTYT BXOAUTb
Apyrve 3anakoBaHHble 06beKTbI, U T. 4. 3HaUeHWe 3Toro
napameTpa yCTaHaB/IMBaeT Npese/bHbIN YPOBEHb
Mepapxmmn BAOXKEHHOCTY, MNOCE KOTOPOro 06BbEKTbI
BHYTPW 06bEKTOB He ByayT NPOBEPATHLCS.

OrpaHWYeHNn YPOBHS BIIOXKEHHOCTUN HeT. 3HaueHue 0
yKa3blBaeT, UTO BJOXKEHHbIe 0OBEKTbl HE MPOBEPSAIOTCA.

3HaueHue no YMONYaHUIO: 8

MakcrManbHbI YPOBEHb BIOXEHHOCTU A/151 apXMBOB
(.zip, .rar v 4p.), B KOTOPbIe BAOXEHbI Apyrne
apXuBbI, B KOTOPbIE, B CBOKO OYepesb, TakKe MOryT
6bITb BNOXEHbI apXMBbl, U T. A. 3HaYeHne 3TOro
napameTpa yCcTaHaB/MBaeT Npeje/ibHbli YPOBEHb
nepapxmmn BAOXKEHHOCTH, MOC/Ie KOTOPOTrO apX1Bbl
BHYTPV apX1BOB He ByAyT NPOBepPATbCA.

OrpaHWYeHNn YPOBHS BIIOXKEHHOCTUN HeT. 3HaueHue 0
yKa3blBaeT, UTO BJOXEHHbIe 0OBEKTbI He MPOBEPSAIOTCA.

3HaueHue no YMONYaHUIO: 8

MaKcrManbHbIN YPOBEHb BNOXEHHOCTU A5 GainnoB
NMOYTOBbIX NPOrpamMm (.pst, . thb 1 Ap.), B KOTOpbIe
MOTYT ObITb BNOXEHbI 0OBEKTbI, B KOTOPbIE Tak)Ke MOTyT
ObITb BJIOXEHbI OOBEKTbI, U T. 4. 3HaUEHMe 3TOro
napameTpa yCcTaHaB/iMBaeT Npeje/ibHbli YPOBEHb
nepapxmm BAOXEHHOCTH, MOC/Ie KOTOPOro 06beKTbI
BHYTPW 06bEKTOB He ByayT NPOBEPATHLCS.

OrpaHWYeHNN YPOBHS BIIOXKEHHOCTUN HeT. 3HaueHue 0
yKa3blBaeT, UTO BJAOXEHHbIe 0OBEKTbl He MPOBEPSAIOTCA.

3HaueHue no YMONYaHUIO: 8

MaKkcManbHbI YPOBEHb BIOXEHHOCTU 418 APYTUX
TMNOB O0OBEKTOB C BAOXKEHUAMM (cTpaHuy, HTML,
dannoB . jar v ap.). 3aaeT ypoBeHb B Mepapxmm
B/IOXKEHHOCTK, NMOCNe KOTOPOro o6bekTbl BHYTPYH
06bekToB ByaAyT NponyckaTbCs Npu NpoBepKke Gaina,
MHULMMpPOBaHHOM no 3anpocy SplDer Gate.

OrpaHWYeHNn YPOBHS BIIOXKEHHOCTU HeT. 3HaueHwue 0
yKa3blBaeT, UTO BJAOXEHHbIe 0OBEKTbl He MPOBEPSAIOTCA.

3HaueHue no YMONYaHUHO: 8

MakcrManbHO AonyCcTuMas CcTeneHb oKatua
3anakoBaHHbIX 06bEKTOB (OTHOLIEHME cxkaToro ob6bema
K HeckaToMy). Ecim cteneHb oxatus obbekTa NpeBbICUT
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XtablesLockPath
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yKa3aHHYy0 BENNYMHY, OH ByseT nponyLueH npu
nposepke dannia, MHNLMMPOBaHHOW No 3anpocy SplDer
Gate.

BenvunHa creneHn oxatna foaKHa 6biTb He MeHee 2.
3HaueHuMe No ymoayaHumio: 500

CkpunT 06paboTkn coeanHeHN Ha a3bike Lua, imbo
nyTb K Gainy, XpaHaLemMy 3TOT CKPUNT.

Ecnv ykazaHHbIN Gain HefOCTYNeH, TO Npu 3arpyske
KOMMOHeHTa ByaeT BblgaHa owwmnbka.

3HaueHune no YMONYaHUIO:
local dwl = require 'drweb.lookup'
function intercept hook (ctx)

-- do not check if group ==
Root.TrustedGroup

if ctx.divert == "output" and ctx.group ==
"drweb"
then
return "pass"
end

-- do not check connections from
privileged ports
-- except FTP active mode
if ctx.src.port >= 0 and ctx.src.port <=
1024
and ctx.src.port ~= 20
then
return "pass"
end

return "check"
end

MyTb Kk danny 610KMPOBKM Tabany, iptables
(NetFilter). Ecnn 3HaueHne napameTpa He yKasaHo,
npoBepAoTca NyTn /run/xtables.lock

n /var/run/xtables.lock. Ecan pann 6aokmpoBok
He obHapy>KeH Mo ykasaHHOMY MyTW UAW NYTAM MO
YMOJIYaHWI0, 3aMycK KOMMOHEHTa 3aBepLumnTca
OLLNBKOW.

3HauyeHve No yMoAYaHuIo: (He 3a0aHo)

& I3mMeHeHWs, BHECEHHbIe B HAaCTPOWKM NPOBEPKN COEANHEHWI, He BANSIOT Ha MPOBEPKY

: COefMHEHWI, KOTopble y>e BblNN YCTaHOBNEHbI MPUIOXEHUAMU A0 BHECEHWUSA N3MEHEHW.
Ecav HeO6X0AMMO NMPUMEHUTL UX ANA Y>Ke 3anyLLeHHbIX MPUIOXEHW, He0HbX0ANMO
3acTaBWTb MX pa3opBaTh ¥ MOBTOPHO YCTaHOBUTL CETEBOE COEAVHEHWE, Hanpumep, nyTem

nepesarnycka 3TuX NPUIOXKEHUN.
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MNMpaBuna npoBepku Tpadpuka n 610KMPOBKM gocTyna

B gononHeHve K napameTpam, MepeyuncieHHbiM Bbllle, B cekuun npucytcreyeT 11 Habopos
npasus RuleSet* (RuleSet, .., RuleSet10), HEMOCPEACTBEHHO YNPaBAAOLLMX MPOBEPKOM
Tpaduka 1 61O0KMPOBKOW AOCTyNa Nosib3oBaTesnen K Beb-pecypcam, a TakKe 3arpy3koin KOHTeHTa
“3 nHTepHeTa. [119 HEKOTOPbIX 3HAYEHWNI B yCNOBUAX (Hanpumep, AnanasoHsbl IP-agpecos,
nepeyHn KaTeropuii CanToB, YepHble 1 benble CNNCKM CanToB U T. N.) NPeyCMOTPeHa
MOACTaHOBKA 3HAYEHWI, 3arpy>KaeMblx U3 TEKCTOBbIX GaiioB, a Tak)Ke N3BJEYEHHbIX U3 BHELLHWX
NCTOUHUKOB AaHHbIX Yepe3 LDAP. MNpun 06paboTke coeamHEHNA BCe NpaBuia NPOBEPSHOTCA B
nopsAgKke CBepXy BHW3 eANHbIM CMIMCKOM A0 MOMEHTa HaxoXjeHusa cpaboTaBLuero npasunna,
cogep>Kallero puHanbHyr pesosroumio. [ponyckn B Crivcke npasui, ec/iv BCTPeYaroTcs,
UrHOPUPYHOTCA.

MpocmoTp 1 peaakTMpoBaHue NpaBui

Ans ynobcTBa pesakTMpoBaHMs Cnucka Npasus, NO YMONYAHMIO B CMUCKE OCTaB/IEHbI «MYCTOTbI»,
T. €. Habopbl RuleSet<i>, He cogep>kallne npaBun (rae <i> — HoMmep Habopa RuleSet).

| Bbl He Moxxeme [,06aBUTb 3/1EMEHTbI CMINCKA, OTIMYHBIE OT Y>Ke UMEeRLLMXCH RuleSet<i>,
: HO MoOXeTe 206aBUTb UK yaanuTb 10Hoe NpaBmao B 1H0OOM 31emMeHTe RuleSet<i>.

npOCManVIBaTb N pefakTnpoBaTb npasnia MOXHO NtobbIM U3 cnefyrouimnx Cnocobos:

e MyTemM NPOCMOTPa N U3MeHeHUs daiia KoHbUrypaLmm B It06OM TEKCTOBOM pejakTope
(MOMHUTE, UTO B 3TOM (aline COXPaHATCA TONbKO Te NapaMeTpbl, 3HaYEHUA KOTOPbIX
OT/INYALOTCA OT 3HAYEHMI MO YMONUYAHNIO);

e yepes nHTepdenc komaHaHon ctpokn Dr.Web Ctl (komaHabl drweb-ctl cfshow M drweb-
ctl cfset).

| Ecav Bbl pepakTvpoBanu npaBuaa, BHOCA M3MeHeHWs B Gain KoHdurypaumm, ans
: NPVYMEHEHNA BHECEHHbIX 3MeHeHuI nepe3anyctute Dr.Web Desktop Security Suite. Ans
3TOrO BbIMOJHUTE KOMaHAy drweb-ctl reload.

MpocmoTtp npaBua c nomouwbio komaHabl drweb-ctl cfshow

[Ans npocmoTpa cosep>KMMoro Habopa npaBua LinuxFirewall.RuleSetl BbINOJAHUTE
KOMaHAy:

# drweb-ctl cfshow LinuxFirewall.RuleSetl

PyKOBOACTBO noJsib3oBarena
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PepakTupoBaHume npaBui ¢ nomolybio koMmaHabl drweb-ctl cfset
3,£I|er n ganee <npasusio> — TeEKCT NpaBuna.

o3aMeHaBcexnpannBHa6openpasmnLinuxFirewall.RuleSetlHaHOBoenpasmna
# drweb-ctl cfset LinuxFirewall.RuleSetl '<npasusio>'

° ,ﬂ,o6aBneHme ele oaHoro npaswnia B Ha6op npaBun LinuxFirewall .RuleSetl:
# drweb-ctl cfset -a LinuxFirewall.RuleSetl '<npasusio>'

° yAaﬂeHMeKOHerTHOK)HpaBMﬂaM3Ha60paﬂpanﬂLinuxFirewall.RuleSetL

# drweb-ctl cfset -e LinuxFirewall.RuleSetl '<npasusio>'

e Bo3Bpat Habopa npaBua LinuxFirewall.RuleSetl K COCTOSHUIO MO YMONYAHWIO:

# drweb-ctl cfset -r LinuxFirewall.RuleSetl

Mpw MCNOAb30BaHUN YTUANTBI drweb-ct1 ANA pesakTMPOBaHWA NPaBUA 3aK/ItoYaliTe CTPOKY
A06aBAEMOro NpaBuia <NPasusio> B OANHAPHbBIE UIN BOVIHbIE KaBbIYKY, @ BHYTPEHHME
KaBblUKW1, €C/IY OHW BCTPEYAIOTCA B NPaBUIIE, IKPaHUPYHTe CUMBOJIOM 06paTHOM KOCOM UepThl \.

Ba>xHO NOMHUTb cheayrouine 0COBEeHHOCTH XpaHeHMA NpaBua B NepeMeHHbIX KOHCI)V]praLI,VlV]
RuleSet<i(>:

e [Mpu pobaBneHNn 6e3yCNOBHBIX NPABWUA YCIOBHASA YacTb U 4BOETOUME MOTYT ObiTb OMNYLLEHbI,
OZHaKO Takune npaBuaa BCErAa COXPaHATCA B CMNCKe NpaBua B BUAe CTPOKM
' <Qelicmsue>".

e Mpun fobaBneHMN NpaBU, COAEP>KALLNX HECKObKO AeNCTBUI (NpaBuia BMUAa
'<ycnosue> : <Oelicmgue 1>, <Odelicmgue 2>'), Takvue npasuna 6yayT npeobpasoBaHbl B
LenouYKy 31eMeHTapHbIX NpaBua '<ycrogue> : <delicmeue 1>'un
‘<ycnosue> : <delcmeue 2>'.

e Tak Kak B 3aMucu NpaBua He MPesyCMOTPEHO An3bIOHKUMK (nornyveckoe «UJTN») ychosui B
YCNOBHOW 4acTi, Ana peanusaunm nornyeckoro «JI» 3anuwmnte Lenoyky npasus, B yC10BUN
KaXXZ,oro n3 KOTopbIx byAeT yka3aHO yCN0BMe-AN3BIOHKT.

YT0bbI f06aBUTL B Habop NMpaBua LinuxFirewall.RuleSetl npaBuao 6e3ycioBHOro
nponycka (aencTene PASS), BbIMOJHUTE KOMaHAY:

# drweb-ctl cfset -a LinuxFirewall.RuleSetl 'PASS'

YT06bI YAaANTb 3TO NPaBnIO N3 YKa3aHHOTO Ha6opa npaBun, BbINMONHNTE KOMaHAy:

# drweb-ctl cfset -e LinuxFirewall.RuleSetl ' : PASS'

YT06bI 06aBWTb B HA6OP MpaBua LinuxFirewall.RuleSetl NpaBuiO, M3MeHsOLWEee ANs
COeAVHEHNN, CeayroLLMX C Hepa3peLLEHHbIX afpecoB, NyTb K CTaHAAPTHbLIM LaboHaM 1
BbINOHAOLEe 6OKMPOBKY, BbIMOJHUTE KOMaHAY:

# drweb-ctl cfset -a LinuxFirewall.RuleSetl 'src ip not in file("/etc/trusted ip")
set http template dir = "mytemplates", BLOCK'
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DTa KOMaHZza fo6aBuT 08a Npasu/ia B ykasaHHbIA Habop nNpaBus, NO3TOMY, UTOObI yAanuTb KX,
BbIMOJIHNTE ABE KOMaHAbl:
# drweb-ctl cfset -e LinuxFirewall.RuleSetl 'src ip not in file("/etc/trusted ip")
set http template dir = "mytemplates"'

# drweb-ctl cfset -e LinuxFirewall.RuleSetl 'src ip not in file("/etc/trusted ip")
BLOCK'

YT0bbI f06aBUTL B Habop NpaBua LinuxFirewall.RuleSetl npaBuao Buaa «OcyLLecTBUTb
6/10KNPOBKY, e OBHapY>KeH BPeAOHOCHbIN 06bekT Tvna KnownVirus nav URL 13 kateropum
Terrorism», HeobxogMmMo AobaBuTb B 3TOT Habop cpasy ABa npasua:

# drweb-ctl cfset -a LinuxFirewall.RuleSetl 'threat category in (KnownVirus) : BLOCK
as match'

# drweb-ctl cfset -a LinuxFirewall.RuleSetl 'url category in (Terrorism) : BLOCK as
match'

ﬂ'flﬂ X yganeHna takxe r|0Tpe6yeTC$| AB€ KOMaH/bl, KakK B NMpnMepe Bbllle.

Ha6op npaBua no ymonuaHuro

Mo ymonuaHuio 3agaH cegyrowmnin Habop npasui, ynpasastoLwmnx 6J10KMpOBKO:

RuleSet0 =

RuleSetl = divert output : set HttpTemplatesDir = "output"

RuleSetl = divert output : set MailTemplatesDir = "firewall"

RuleSetl = divert input : set HttpTemplatesDir = "input"

RuleSetl = divert input : set MailTemplatesDir = "server"

RuleSetl = proc in "LinuxFirewall.ExcludedProc" : PASS

RuleSetl = : set Unwrap SSL = false

RuleSet2 =

RuleSet3 =

RuleSet4d =

RuleSet5 = protocol in (Http), direction request, url host in
"LinuxFirewall.Blacklist" : BLOCK as BlackList

RuleSet5 = protocol in (Http), direction request, url host in
"LinuxFirewall.Whitelist" : PASS

RuleSet6 =

RuleSet7 = protocol in (Http), direction request, url category in
"LinuxFirewall.BlockCategory" : BLOCK as match

RuleSet8 =

RuleSet9 = protocol in (Http), divert input, direction request, threat category in
"LinuxFirewall.BlockThreat" : BLOCK as match

RuleSet9 = protocol in (Http), direction response, threat category in
"LinuxFirewall.BlockThreat" : BLOCK as match

RuleSet9 = protocol in (Smtp), threat category in "LinuxFirewall.BlockThreat" : REJECT

RuleSet9 = protocol in (Smtp), url category in "LinuxFirewall.BlockCategory" : REJECT
RuleSet9 = protocol in (Smtp), total spam score gt 0.80 : REJECT

RuleSet9 = protocol in (Pop3, Imap), threat category in "LinuxFirewall.BlockThreat"
REPACK as match

RuleSet9 = protocol in (Pop3, Imap), url category in "LinuxFirewall.BlockCategory"
REPACK as match

RuleSet9 = protocol in (Pop3, Imap), total spam score gt 0.80 : REPACK as match
RuleSetl0 =

MNepBOe NpaBMO yKa3biBaeT, UTO eCNN COeANHEHME YCTaHABMBAETCA NPOLECCOM, YKa3aHHbIM B
napameTpe ExcludedProc (CM. Bbile), TO COeANHEHNe nponyckaeTca 6e3 NnpoBepKn Kakmnx-
b0 gononHuTeNbHbIX ycnosuii. Cneayroltee npaBmao (cpabatbiBaeT 6€3ycnoBHO) 3anpeLlaert
NPOBepPKY 3alLMLLEHHbIX COeAMHEHNN. 3TO NPaBWUO, KaK U BCe CeayroLumne Hxe, byaet
aHaNM3MPoBaTbCA TONbKO €CNN COeANHEHME He CBA3aHO C UCKItoYaeMbIM npoleccom. Kpome
TOro, NOCKOJ/IbKY BCe MOCAeAyrOLL e MpaBuaa 3aBUCAT OT onpejeneHnsa Tmna NpoToKoa, To, eCan
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3anpeLleHo NpoBepATh 3allMLLeHHble COeAMHEHNA, a COeANHEHME 3allULLEHHOe, B 3TOM C/lyyae
BCe OHM He cpaboTaroT N3-3a HEBO3MOXKHOCTUN OMpPeAennNTb NCTUHHOCTb YCIOBUNA.

Cnepytrowme Natb NpaBUa pernameHTUpyroT 06paboTky ncxoaawmx HTTP-coeanHeHN:

1. Ecnm y3en, ¢ KOTOpbIM yCTaHaBAVBAETCA COeANHEHNE, BKNOUYEH B YEPHbIN CMNCOK,
coeavHeHWe BaoKMpyeTCs, a AabHelLre NPOBEPKM He MPOU3BOAATCS.

2. Ecan ysen HaxoanTcs B 6enom cnvcke, coeanHeHve NponyckaeTcs, AabHenlllne NpoBepKkn He
NpOou3BOAATCA.

3. Ecam URL, K koTOpOoMy 0bpallaeTcs KAMEHT, OTHOCUTCA K KaTeropumn HexxenaTesbHbIX ANs
noceLeHns Be6-pecypcoB, TO CoefuHEHNe BNOKNPYETCS, a JasbHelLLne NPOBEPKN He
NPOU3BOAATCA.

4. Ecnv oTBET, NOCTYNUBLUNIA OT yAaneHHoro y3na no HTTP, cogep>XuT yrpo3y, OTHOCALLYHOCS K
KaTeropusam, Kotopble cnesyeTt 610KMPOBaTh, TO COeAnHeHMe BAOKNPYeTCs, a AaNbHelLme
NPOBEPKWN HE NMPOU3BOAATCA.

5. Ecnv paHHble, nepesaBaemMble C IOKaAbHOIO y3/1a Ha yAaleHHbIV CepBep, CoaepyKaT yrposy,
OTHOCSALLYOCS K KaTeropusim, KOTopble ciesyet 610KMpoBaTh, TO COeAnHeHne baokmpyeTcs, a
Aa/bHeNLLNe NPOBEPKN HE NPOU3BOAATCS.

37K NaTb NpaBua byayT paboTaTb TOJLKO B TOM C/ly4yae, ecim napaMeTp InspectHttp UMeeT
3HauyeHne On. B NpoTMBHOM cyyae HM OAHO M3 HUX He cpaboTaer.

Cnepyrowme WwecTb NpaBuA, yKasaHHbIX B RuleSet 9, pernaMeHTUpyoT NPOBEePKY AaHHbIX,
nepesaBaeMbIX MO NPOTOKOaM 31eKTPOHHOM nouTbl (SMTP, POP3 nan IMAP), n cpabaTtbiBatoT B
CNeayroLwmx cayyasx:

e CcoObLLEHME COAEPXKUT BAOXKEHUS;
e coobueHure cogepxumT URL 13 kateropuin, nognexatymx 610KMpoBkKe;

e COODOLlEHME OLIEHEHO KaK craMm ¢ MHAeKcoM He meHee 0,8.

Mpw 3TOM K NMCbMaM, NepeAaBaemMbiM Mo npotokony SMTP, npumeHsaeTca felcTBue,
6aokumpyroLee nepesady NnnucbMa (1. €. ero oTnpaBKy UAK Npuem), a Ana npotokonos IMAP n
POP3 npowussoanTca 06paboTka NMcbMa, 3aKNr0YaroLLanca B yAaNe€HUN U3 HEro BPeJOHOCHOTO
COAEPXMMOTO («nepenakoBKa»).

& Ecnv KOMMOHEHT NpOBEPKM COOBLLEHWI 3EKTPOHHOW MNOYThI Ha HalnYMe NPU3HaKOB
cnama Dr.Web Anti-Spam He ycTaHOBAEH, TO MpOBepKa NUCeM Ha Haanymne Npru3HakoB
cnama He npowusBoauTca. B aTom ciyyae npasuna, cogepkallive NpoBepky nopora cnama
(nepemeHHyto total spam score), OTCYTCTBYHOT.

MNpaBWaa NpoBepPKM 3NEKTPOHHOM NouThl 6yayT paboTaTb TONbKO B TOM C/yyae, ecau
COOTBETCTBYHOLLME NapaMeTpbl Inspect<EmailProtocol> nmeroT 3HaueHue On. B
NMPOTUBHOM C/ly4Yae HU OAHO M3 NpaBu/ He cpaboTaer.

ﬂ'flf-l HeI'IOCpeACTBeHHOVI NPOBEPKK nepesaBaemMoro nmMcbMa Ha npeagmMeT Hainyna B HEM
BPe4OHOCHbIX BJIOXXEHUM, @ TakXKe A4N1A4 aHa/in3a Ha NpU3HakKy cnamMa 0JiKeH ObITb yCTaHOB/EH

PyKOBOACTBO noJsib3oBarena

287



A7

Py
$

A
)
A

KomnoHeHTbl Dr.Web Desktop Security Suite

[AOMONHUTENBHBIA KOMMOHEHT NPOBEPKM 31eKTPOHHOMN nouTtel — Dr.Web MailD. Eciv oH He
yCTaHOBJIEH, NepeAaBaemble coobLieHna byayT 610KMpoBaTLCA MO MPUUYNHE OWNOKN
«Heso3moxHO nposepume». YTob6bI pa3peLLnTb NPOXOXKAEHME NMUCEM, KOTOPble HEBO3MOXHO
NpOBEPUTL, yCTaHOBUTE NapameTp BlockUnchecked B 3HaveHue No (cM. Bbiwwe). Kpome TOro0,
Mpv OTCYTCTBUM KOMMOHEHTa NPOBEPKM 3NEKTPOHHOW MOYTbl PEKOMEHAYETCA YCTaHOBUTb
3HaveHne No ANg napamMeTpoB InspectSmtp, InspectPop3 U InspectImap.

Mpumepbl npaBua npoBepku Tpapuka n 610KMPOBKM AOCTYNA

1. Pa3pewwuTb Ans nosb3oBaTenen ¢ gnanasoHoMm IP-agpecos 70.70.0.0-10.10.0.254 poctyn no
npotokony HTTP k caiTam ntobbix kaTeropui, Kpome Kateropun Chats:

protocol in (HTTP), src_ip in (10.10.0.0/24), url category not in (Chats) : PASS
@ Ecam npasuno:
protocol in (HTTP), url host in "LinuxFirewall.Blacklist" : BLOCK as
BlackList

pa3MecTuTb B CMMCKe NpaBWA Bbille (T. €. paHblle) yKa3aHHOro npasuia, To 4OCTyn K
AOMEHaM 13 YepHOro Cnmncka, T. e. JOMeHaM, NepeyncieHHbiM B napamerpe
LinuxFirewall.Blacklist, 6yaer 610knpoBaThCs U A5 Noab30oBaTeNen ¢
AnanasoHoM IP-agpecoe 70.70.0.0-10.70.0.254. A ecam 3TO NpaBMaO Pa3MeCTUTb HUXe
(T. €. NO3Xe), TO Nonb3oBaTeNsM ¢ gnanasoHoM IP-agpecos 70.70.0.0-10.10.0.254 6yayT
[AOCTYMHbI TaKXKe W CalThl U3 YEPHOTO CMMNCKA.

Tak KaK pe3ostouns PASS sABASETCA KOHeUYHON, 6osee HMKakme npasuia He NPOBEPSHOTCS,
cnefoBaTesibHO, MPOBEPKa 3arpy>kKaemMbiX JaHHbIX Ha Hasvumne Yrpo3 Npov3BOANTLCA
Takxe He byger.

Y1obbl pa3pelwnTb NoAb30BaTeNsM C gnana3oHoMm IP-agpecos 70.70.0.0-10.70.0.254 pocTyn K
canTam ntobbix kaTeropum, Kpome kateropumn Chats, eCnm OHN He HaXOAATCA B YePHOM CMUCKeE,
HO MpV 3TOM He pa3peLuaTb 3arpysKky yrpos, UCNoab3ynTe caeytollee NpaBmo:

protocol in (HTTP), url category not in (Chats), url host not in
"LinuxFirewall.Blacklist", threat category not in "LinuxFirewall.BlockCategory"
PASS

2. He BbinoaHATbL MPOBEPKY COAEPXKMMOTO 3azpyrkaeMbslx U3 UHMepHema Bm,u,eoq>a|7|nos (T. e

AaHHbIX ¢ TunoMm MIME video/*, rae * cootsetctByeT ntobomy tuny MIME-knacca video):

direction response, content type in ("video/*") : PASS

| Bbirpy>kaembie ¢ 10kasbHOro KoMnbroTepa darabl (B ToM ynciae u ¢ tunom MIME
: video/*) byayT NpoBepATbCA, Tak Kak OHW NepeAaroTca 8 3anpocax, a He omeemas, T. €.
ANA HUX NepeMeHHasa direction MMeET 3Ha4YeHne request.
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9.9. Dr.Web File Checker

KomnoHeHT nposepku darinos Dr.Web File Checker npegHa3HaueH gna nposepkun ¢panios u
KaTasioroB garinoBomn cnctembl. OH UCNob3yeTcs ApyrMMmn komnoHeHTammn Dr.Web Desktop
Security Suite ans npoBepky 06BbEKTOB ParinoBon cuctembl. Kpome 3TOro, KOMMNOHEHT BeeT
MOCTOAHHO XPaHWMbI peecTp BCex yrpo3, obHapy>KeHHbIX B GaioBON CUCTEME, U BbIMOAHAET
bYHKLUMIO MeHeaKepa KapaHTUHA, YNpaBass COAEPXUMbIM KaTa/lloroB, B KOTOPbIX
pacrnonaratoTcs M30AnMpoBaHHble Ganbl.

9.9.1. MpuHUnNbI paboThbl

KomnoneHT Dr.Web File Checker 3anyckaetcs ¢ npaBamu cynepnonb3oBatens (noab3oBaTtens
root) N NCNonb3yeTca AN CKaHMPOBaHMA 06bEKTOB GalioBOM cucTteMbl (Gainbl, KaTanoru un
3arpy3ou4Hsble 3anuncu).

Dr.Web File Checker nHaekcmpyeT Bce npoBepeHHble Gaitnbl 1 KaTanorm N COXpaHseT JaHHble O
NpoBepeHHbIX 06beKTax B CreuuanbHOM Kelle, UTobbl He BbIMOHATb MOBTOPHYH MPOBEPKY
06bEKTOB, KOTOPbIE Y>Ke Bblav NPOBEPEHBI PAaHEE N HE N3MEHSINCL C MOMEHTa NOCEAHEN
NpoBepku (B 3TOM Cy4ae, eCiv 3asiBka O MPOBEpPKe TaKoro o6bekTa NocTynaeT NOBTOPHO,
BO3BpALLAETCs pe3y/bTaT ero npejblayLiein NPoBEPKM, N3BNEUYEHHDBIN U3 KELLa).

Mpu NocTynaeHnn 3aNpoCcoB Ha NPOBepKy 06BEKTOB GpariIOBOM CUCTEMbI OT APYTUX
komnoHeHToB Dr.Web File Checker npoBepsierT, TpebyeTtcs v npoBepKka 3anpoLLIeHHOro 06beKTa,
n ecnn aa, To GopMupyeT 3aZaHne Ha MPOBEPKY ero COAEPXXMMOro ANA CKaHUPYHOLLEro aapa
Dr.Web Scanning Engine. Eciv npoBepeHHbI 06bekT coaepkuT yrpo3y, To Dr.Web File Checker
3aHOCUT ero B peectp 0H6Hapy>KEHHbIX YTPO3 U MPUMEHSET K HEMY HeNTpanu3yroLlee AencTeme
(neyeHve, ypaneHve nav nepemeLLieHne B KapaHTuH), eCan 3TO AeNCTBME 3a4aH0 KANEHTCKUM
KOMMOHEHTOM, MHULMMPOBABLLMM NPOBEPKY, B Ka4ecTBe peakuun Ha yrpo3y. B kauectse
MHMLMATOPOB NPOBEPKM MOTYT BbICTyNnaTb pa3nyHble KOMNoHeHTbl Dr.Web Desktop Security
Suite.

B npouecce npoBepkm 3anpoLLeHHbIX 06beKTOB $HanNioBOM CUCTEMbI KOMMOHEHT MPOBEPKM
darinoB popmupyeT 1 OTNPaBASET KOMIMOHEHTY-KJIUEHTY, 3aNpoCuBLIEMY NPOBEPKY, OTUYETbI O
pe3y/bTaTax NPOBEPKM N NPEANPUHATBIX 4ENCTBUAX NO HEUTPAAU3aLMN Yrpo3, C/IN OHM BbIIN
OobHapy>KeHbl.

MNMomMunMo CTaHZaPTHOro MeToZa NPoBepKM GannoB, AN BHYTPEHHMX HYXJ, NOAAeP>KMNBAOTCA
crneuvanbHble MeTOAbl MPOBEPKU GaitioB:

e Memod «flow» — meToa NOTOKOBOW NpoBepkun daninoB. KOMMOHEHT, NCMO/b3YHOLW WA 3TOT
MeTOZA, OAWH pa3 MHULMaAN3MpyeT NnapamMeTpbl NPOBepKn 1 06e3BpexKMBaHNA yrpos, 1 ganee
3TW NapameTpbl OyAyT NPUMEHATLCA KO BCEMY MOTOKY 3aABOK Ha NpoBepKy $anos,
MOCTynatoLLMX OT 3TOr0 KOMMOHeHTa. 3TOT MeTO/ MPOBEPKM UCMOAb3yeTca MOHUTOpPOM SplDer
Guard.

e Memod «proxy» — MeTOA NpoBepKky GannoB, 3aKNH0YAOLLMIACA B TOM, UTO KOMMOHEHT
npoBepku $halrisoB BbINOAHAET TONbKO MPOBEPKY $anNoB Ha Haanume yrpos, He MPUMEHSAS K
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HUM HUKAKWUX AEVUCTBUIN, B TOM YMC/IE HE BbIMOHAA PErMCTPaLLMIO OBHapPY>KEeHHbIX yrpo3 (3Tu
AEeNCTBMA LLeNMKOM BO3/1aratoTcsl Ha KOMMOHEHT, MHULMNPOBABLLMIM NPOBEPKY). DTOT METOZ,
NPOBEPKM NCMOb3YeTCs .

B npouecce cBoen paboTbl KOMMOHEHT NPOBEPKM GalIOB He TONbKO BeAET PeecTp Yrpo3 u
ynpaB/isieT KapaHTMHOM, HO 1 cobupaeT obLLyto CTaTUCTUKY NPOBePKN GannoB, ycpeaHss
KonmuyecTBO GannoB, NPOBEPEHHBIX B TEUEHWE CEKYH/bI 3@ MOCAEAHIO MUHYTY, NocaeaHue 5
MUHYT, nocnegHue 15 MuHyT.

9.9.2. AprymMmeHTbl KOMaHAHOW CTPOKM

Y106kl 3anycTnTb KoMnoHeHT Dr.Web File Checker n3s komaHgHOW CTPOKW, BbIMOAHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-filecheck [<napamempei>]

Dr.Web File Checker gonyckaet ncnonb3oBaHue ciesyroLmx NapameTpos:

Mapametp OnucaHue

--help HasHaueHwue: BbiBog Ha 3KpaH KOHCOIM UK SMYAATOPa TePMMUHaNa KPaTKOM CripaBKu Mo
MMeroLWMMCS NapameTpam KOMaHAHOM CTPOKU 1 3aBepLueHre paboTbl KOMMOHEHTA.
KpaTkuit BapuaHT: -h
AprymeHTbl: Het

--version Ha3zHaueHne: BbIBOp| Ha 3KpaH KOHCOJIN NN SMYNATOPa TePMUHaNa I/IHq)OpMaLI,I/II/I o
BEPCUN KOMMOHEHTa 1 3aBepLueHne pa6OTbI.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-filecheck --help

[aHHas KomaHAa BbIBeAET Ha 3KpaH KpaTkyro cnpaBky koMmnoHeHTa Dr.Web File Checker.

3ameuaHusA O 3anycke

3anyck KOMMOHEeHTa B aBTOHOMHOM peXume HernocpeAcTBEHHO U3 KOMaHAHOW CTPOKW He
npeaycmoTpeH. OH 3amnyckaeTcs aBTOMaTMYeckn AeMOHOM yrnpaBaeHnsa KoHpurypaumen Dr.Web
ConfigD npw noctynaeHun ot agpyrnx komnoHeHtoB Dr.Web Desktop Security Suite 3asaBok Ha
npoBepKy 06beKTOB PpanoBon cnctemMsl. [as ynpasaeHnsa napaMmetTpaMmm paboTbl KOMMOHEHTa, a
TakXe A8 NPoBePKN GariioB No TpeboBaHUIo ncnob3ymte ytuanty Dr.Web Ctl,
npeaHa3HayeHHyto ans ynpasnaeHnsa Dr.Web Desktop Security Suite 13 komaHAHOM CTPOKMW.
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@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na npoBepkun nponsBoabHoro danna nam katanora komnoHeHTom Dr.Web File Checker
NCnosb3ynTe KoMaHay scan ytuantel Dr.Web Ctl:

$ drweb-ctl scan <nyme k ¢aliny unu kamanoay>

,ﬂ,.ﬂﬂ noay4vyeHuna CripaBkn O KOMMOHEHTE U3 KOMaH,ﬂ,HOVI CTPOKU BbIMOJAHUTE KOMaHAY
man 1 drweb-filecheck.

9.9.3. NapameTpbl KOHPUrypaLUmn

KoMnoHeHT ncnonbayet napameTpbl KOHOUIypaLum, 3ajaHHble B ceKunn [FileCheck]
06beaMHeHHOro koHburypaumnoHHoro danna Dr.Web Desktop Security Suite.

DTa ceKUMa XpaHUT Cegytole napameTpbl:

Mapametp
LogLevel

{yposeHb nodpobHocmu}

Log

{mun xypHana}
ExePath

{nyme k ¢paliny}
IdleTimeLimit

{uHmepean epemeHu}

DebugClientIpc

{noeuyveckuti}

DebugScan

{noeuyveckuti}

OnuncaHue

YpoBeHb NoapobHOCTH BeAeHNA XKypHasia KOMIMOHEHTa.

Ecnv 3HaueHre mapamMeTpa He yka3aHo, MCMOJIb3yeTca 3HaueHne napameTpa
DefaultLogLevel 3 cekumn [Root].

3HayeHVe No yMon4YaHuto: Notice

MeToz BeaeHMs XXypHaia KOMMOHEHTa.

3HayeHVe No yMONYaHWIO: Auto
MyTb K UCNOAHAEMOMY hainy KOMMNOHEHTA.
3HayeHVe No yMon4YaHuto: /opt/drweb.com/bin/drweb-filecheck

MakcrmanbHoe BpemMa NpocToa KOMMNOHEHTa, Npu NpeBbILLEHNN KOTOPOro
OH 3aBeplLluaeT CBOHO pa60Ty.

[Jonyctumble 3HayeHus: oT 10 cekyHz (10s) go 30 gHen (30d).
Ecnun ycTaHoBNEHO 3HauveHMe None, KOMMNOHEHT ByzeT paboTaTb NOCTOSHHO;
B C/lyyae OTCYTCTBUS akKTUBHOCTM eMy He byaeT otnpassieH curHan SIGTERM.

3HayeHVe No ymMon4aHuto: 10m

CoxpaHsiTb UK He COXPaHATb B XXypHaae Ha OT/1aJO04HOM YpPOBHe (npwu
LogLevel = DEBUG) noapobHble coobuyeHms IPC.

3HayeHVe No ymMoa4aHuto: No

CoxpaHATb WM He COXPaHATb B XXypHasne Ha OTNaZlo4MHOM YpOBHe (npw
LogLevel = DEBUG) NoApobHble coobLyeHms, MocTynatoLme B npoLiecce
npoBepkn pannos.
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Mapametp

DebugFlowScan

{noeuyveckuti}

DebugProxyScan

{noeuyveckuti}

DebugCache

{noeuyveckuti}

MaxCacheSize

{pazvep}

RescanInterval

{uHmepean epemeHu}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune
3HayeHVe No yMoa4aHuto: No

CoxpaHATb WM He COXPaHATb B XXypHasae Ha OTNaZlo4MHOM YpOBHe (npw
LogLevel = DEBUG) Nogpob6Hble cooblyeHns o nposepke Gannos
metogoM «flow». MeTog «flow» 06bIYHO Ucnonb3lyeTca MOHUTOPOM SplDer
Guard.

3HayeHVe No yMoa4aHuto: No

CoxpaHsTb WM He COXPaHATb B XypHasie Ha OTNaZo4HOM YpOBHe (npw
LogLevel = DEBUG) Nogpob6Hble cooblyeHns o nposepke Gannos
MeToZLOM «proxy». MeTog, «proxy» 06blUHO UCMO/Ib3YeTCs .

3HayeHVe No yMoa4aHuto: No

CoxpaHATb WM He COXPaHATb B XXypHa/e Ha OTNaZ04YHOM YpoBHe (Mpw
LogLevel = DEBUG) NoApobHble COOOLLEHMS O COCTOAHMN Kella
npoBepeHHbIX $hannos.

3HayeHVe No yMoa4aHuto: No

MakcrManbHbIV pa3peLleHHbI pa3mep Kella Aas XpaHeHus nHdopmauum o
NpoBepPeHHbIX dainax.

Ecnm ykazaHo 0, TO KelmpoBaHMe OTKIHOYEHO.
3HayeHve No ymMoa4vaHuto: 50mb

[nnTenbHOCTb MHTEPBana, B Te4eHMe KOTOPOro He NPOU3BOANTCA MOBTOPHas
npoBepKa cofepXXunmMoro Gpaaos, nHGopmauma o NpesbiayLlein nposepke
KOTOpPbIX MMeeTcs B Kelle (Mepunog akTyanbHOCTW KeLUMpPOBaHHOM
nHdopmauun).

Jonyctumble 3HaveHus: ot 0 cekyHa (0s) o 1 MUHYTHI (1m).
Ecnun ykasaH MHTepBan MeHee 1s, TO 3afepykka OTcyTcTBYeT, dhaiin byaet
NpoBepPATLCS MpU H0OOM 3anpoce.

3HayeHVe No yMONYaHWto: 1s
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9.10. Dr.Web Network Checker

KomnoHeHT ceteBou npoBepkn aaHHbix Dr.Web Network Checker npegHa3sHaueH ana npoBepku
B CKaHWPYHOLLIEM AAPe AaHHbIX, MOJyYEHHbIX Yepes CeTb, a Takxke AN OpraHu3auunm
pacnpegeneHHon nposepkn $haraoB Ha Hainume yrpo3. OH Mo3BOAAET OpraHM30BaTh
coeAnHeHWe Mmexay HabopoM y3/10B CeTU C yCTaHOBEeHHbIM Ha H1x Dr.Web Desktop Security
Suite ¢ LesIbIO Mprema 1 NepeAaun AaHHbIX (HanpuMep, Coaep>XKMMOro GaraoB) MeXAy y3aamm
ceTu ANs NPOBEPKM 3TUX AaHHbIX. [Py B3aMMOAENCTBMM y310B KOMMOHEHT OpraHu3yet
aBTOMaTU4ecKoe pacrpejeneHne 3ajay Ha NPOBePKy AaHHbIX (NepesaBas v Noay4vas ux no cetn)
Ha BCe JOCTYMHble Y3/bl CETH, C KOTOPbIMW HAaCTPOEHO COoeAnHeHMe, obecneunBas banaHCMpPOBKY
WX HarpysKw, BbI3BAHHOW NMPOBEPKOW OTMpPaB/IEHHbIX AaHHbIX. ECn coesnHeHnsa ¢ yaaneHHbIMK
y3/aMW He HaCTPOEHbI, KOMMOHEHT NnepesaeT BCe NOJlyYeHHble JaHHble Ha NPOBepPKY
NnokanbHOMy ckaHupytowemy aapy Dr.Web Scanning Engine.

@ [JlaHHbIN KOMMOHEHT BCersa UCroab3yeTcs /s MPOBEPKUN AaHHbIX, MOJYUYEHHbIX Yepes

: ceTeBble COeAMHEHWs, MO3TOMY, €C/IV OH OTCYTCTBYET WM HEAOCTYNeH, OyaeT HapyLueHa
paboToCnoCOBHOCTb KOMMOHEHTOB, OTNPAaBASAIOLWMX JaHHbIE HA MPOBEPKY Yepe3 CeTeBOE
coeanHeHve (SplDer Gate, Dr.Web MailD).

[JlaHHbIN KOMMOHEHT He NpeAHa3HauYeH A8 OpraHu3aLum pacnpesesieHHON NPoBEPKM
dannoB, pacnosIo>KeHHbIX B 10KaAbHOW $GariloBOM CUCTEME, TakK Kak HE MOXET 3aMEHUTb
KoMnoHeHT npoBepku dannos Dr.Web File Checker. Jns opraHu3aumm pacnpeseneHHoN
NPOBepPKM JI0KaAbHbIX GariaoB NCNoab3ynTe KOMAOHeHT Dr.Web MeshD.

B cnyyae 60/1bLLION MHTEHCUBHOCTM MPOBEPKM AaHHBIX, MepeaaBaeMbix Yepes ceTb,
BO3MOXHO BO3HVMKHOBEHWE NPO6/IeM C MPOBEPKON 13-3a UCHeprnaHnUsa Yncaa AOCTYMHbIX
bannoBbIX 4eCKPUNTOPOB. B 3TOM ciyyae HEOHXOAMMO YBENIMUNTE AUMUT Ha YNCIO
dannosbix feckpmnTopos, AocTynHbix Dr.Web Desktop Security Suite.

O6meH npoBepAeMbIMU AaHHBbIMU MOXET MPOU3BOAMTLCA KaK MO OTKPbITOMY KaHany, Tak 1 no
3aWuLeHHOMY, € ncnosb3osaHmem SSL/TLS. Mpu ncnonb3oBaHUM 3aLLMLLIEHHOTO COeAMHEHNA
Heobxoanmo obecneunTb y3nbl, obMeHMBatoLWmeca dainamu, KOPPEKTHbIMU cepTUdrKaTammn u
katouamm SSL. ins reHepaumm Karouen n ceptudurkatoB MOXHO BOCMOAb30BATHCA YTUANTON
openssl. [lpyMep NCNOb30BaHNA YTUAUTBI openssl ANA reHepauum cepTuGruKaTos u
3aKpbITbIX KAOYEN NpuBeAeH B pa3gene [Npunoxenne [l. leHepauuns ceptudukaton SSL.

9.10.1. MpuHUMNbI paboThbl

KomnoHeHT no3BonseT nepesatb AaHHblE, He NPeACTaB/ieHHble B BUae GalNoB B JIOKaJIbHON
baninoBoOM cMCTeME, Ha CKaHMpPOBaHMWe B ckaHupytouee sapo Dr.Web Scanning Engine,
PacnosIoXKeHHOE Ha I0KaAbHOM UAN yaaneHHOM y3ne. C TakuMu faHHbIMK paboTatoT
KOMMOHEHTbI, OTNPaBAAIOLLIME AaHHbIe Ha NPOBePKY Yepes ceTeBoe coeamHeHme (SplDer Gate,
Dr.Web MailD).

PyKOBOACTBO noJsib3oBarena

293



A7

Py
$

A
)
A

KomnoHeHTbl Dr.Web Desktop Security Suite

& STV KOMMOHEHTbI Bcerga ncnonb3yrot Dr.Web Network Checker (zaxce pacnonoxeHHbIl
Ha NloKaAbHOM Y3/1e) Ans nepesayun GannoB Ha NpoBepKky ckaHupytowemy aapy Dr.Web
Scanning Engine. Moatomy, ecan Dr.Web Network Checker HegocTyneH, 3T KOMAOHEHTbI
He cMo2ym KOppekmHO (pyHKYUOHUPOBAM®.

Kpome 3toro, Dr.Web Network Checker no3sonsiet opraHnsoBatb coegnHeHme Dr.Web Desktop
Security Suite ¢ 3agaHHbIM HABOPOM y3/10B B CETU C yCTaHOB/IEHHbIM Ha HMX Dr.Web Desktop
Security Suite (nn n06bLIM ApyrmM peleHnem Dr.Web ans Unix Bepcun He Huxke 10.1) ans
opraHv3aunmn pacnpeseneHHoM NPOBEPKN Ha HaMYMe AaHHbIX, He MPeACTaBAEHHbIX B BUAeE
dalinoB B lokanbHON GannoBOM cnucTeme. 3a CHeT 3TOr0 KOMMOHEHT MO3BOATb CO34aThb U
HaCTPOUTb CKaHUpyrowul Kaacmep, NpeacTaBasatowmin cobomn Habop y3nos cetu,
06MEHMBAKOLLMXCA AaHHBIMW 418 MPOBEPKMN (Ha KaXkA0M y3/ie Ao/KeH ObiTb 3anyLyeH CBOM
3K3emMnanap areHTa pacnpegeneHHon nposepku Dr.Web Network Checker). Ha kaxxgom y3ne cetu,
BKJIFOYEHHOM B ckaHupytowmin knactep, Dr.Web Network Checker BbinonHseT aBTomatnyeckoe
pacnpegeneHve 3asay Ha NPOBEPKY AaHHbIX, NepeAaBas UX MO CETU Ha BCE AOCTYMHbIE Y3/bl, C
KOTOPbIMW HAaCTPOEHO coeanHeHwe. Mpun 3ToM ocyLlecTBaseTCs HanaHCMpPOBKa Harpy3Kku Ha y3nbl,
BbI3BaHHOW NPOBEPKOW AaHHbIX, B 3aBUCMMOCTI OT KOMYECTBa peCcypCcoB, AOCTYMHbIX Ha
yAaneHHbIX y3nax. B kauectBe nHAMKaTOpa KOAMYECTBa PECYPCOB, AOCTYMHbIX AN Harpy3Ku,
BbICTYMaeT KOIMYECTBO AOUYEPHMX CKAHUPYIOLLMX MPOLLECCOB, MOPOXKAEHHbIX CKAHUPYHOLLUM
saapom Dr.Web Scanning Engine Ha y31e, BKIHOUEHHOM B kaactep. Tak>ke OLEHMBAOTCS ANNHbI
ouepezen GannoB, LOXKMAAIOLLMXCA NPOBEPKM HA KaXKAOM UCMONb3yEMOM Y3/e.

Mpw 3TOM NtO6ON y3en ceT, BKAKOUEHHbIN B CKaHUPYHOLLMIA KnacTep, MOXET BbICTynaTb Kak B
PO/IN KNMEHTa CKaHWPOBaHWS, NepeaatoLLero JaHHble Ha yAaneHHYH NPOBepKY, Tak U B POU
cepBepa CKaHMPOBaHMS, NPUHNMAOLLETO C YKa3aHHbIX Y3/10B CeTU AaHHble Ana nposepku. [Mpu
HeobXOANMOCTM areHT pacnpeseneHHON NPOBEPKN MOXHO HAaCTPOUTb TakMM 06pa3oM, UTOObI
y3e/ BbICTyMnas TONbKO B KayecTBe cepBepa CKaHMPOBaHWUA UM TONbKO B Ka4ecTBe KMEeHTa
CKaHMpPOBaHWA.

[JlaHHble, MPUHATLIE MO CETU A8 NPOBEPKM, COXPAHAIOTCA B IOKaNbHYHO GaiioByrO CUCTEMbI B
BUAE BPeMeHHbIX GalifioB 1 NepesatoTcs Ha NPOBepKy ckaHupytowwemy aapy Dr.Web Scanning
Engine, ninbo, B cnyyae ero HEAOCTYMHOCTM UAN BO/IbLLIONM Harpy>KEHHOCTM, Ha APYron y3en
CKaHVpYHoLLLero Knacrepa.

Nmetowmiics B HacTporikax KOMMOHEHTa NapameTp InternalOnly NO3BOASET YNPaBAsATb
pexxumom paboTsl Dr.Web Network Checker, onpeaensis, NCnosb3yeTcs v OH A8 BKAKOUEHWS
Dr.Web Desktop Security Suite B ckaHMpyrOLNA K1acTep Uan TONbKO Ana obecneveHns
BHYTPEHHMX HYy>X/ KOMMOHEHTOB, paboTaroLmx nokanbHo B coctaBe Dr.Web Desktop Security
Suite.

@ Bbl MOXeTe co3saTh CBOW COBCTBEHHbIN KOMMOHEHT (BHELLHEE MPUNOXKEHME),

: ncnonesytowmii Dr.Web Network Checker ans nposepku ¢arnnoBs. s 3Toro KOMMNOHEHT
Dr.Web Network Checker npesocraensiet cneumannsmposaHHbii APl, OCHOBaHHbINM Ha
TexHonornn Google Protobuf. Onucanmne API Dr.Web Network Checker, a Tak>ke npumepsl
KoZa KNMEHTCKOro npuaoxeHus, ncnoabytowero Dr.Web Network Checker,
MNOCTaBNAKOTCA B COCTaBe MakeTa drweb-netcheck.
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9.10.2. AprymeHTbl KOMaHAHOMN CTPOKM

Yto6bI 3anycTuTb koMmnoHeHT Dr.Web Network Checker n3 komaHgHoOM cTpoky, BbINOAHUTE
KOMaHay:

$ /opt/drweb.com/bin/drweb-netcheck [<napamempsl>]

Dr.Web Network Checker gonyckaeT ncnonb3oBaHune ciefyroLimnx napameTpos:

Mapametp OnwucaHune

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCO/IM UAN IMYASTOPa TePMUHANA KPaTKON CripaBku Mo
MMerLMMCS NapamMeTpam KOMaHAHOW CTPOKM 1 3aBepLUeHre paboTbl KOMMOHEHTA.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version  HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW MW 3MyaATOpa TepMUHana nHopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-netcheck --help

[aHHaa KomaHAa BbiBeAET Ha 3KpaH KpaTkyto cnpaeky komnoHeHTa Dr.Web Network Checker.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernocpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycmoTpeH. OH 3anyckaeTcs aBTOMaTMYeCckn AeMOHOM yrnpaBaeHns KoHdurypaumen Dr.\Web
ConfigD no mepe HeobxoanmMocTh (06bIYHO NpK CTapTe onepaunoHHOW cnuctemsl). Mpu 3Tom,
€C/IM B HacTpovikax KOMMOHEHTa 3a4aHo 3HayeHre napameTpa FixedSocket, a napameTp
InternalOnly YCTaHOBJ/IEH B 3HaYeHWe No, TO KOMMOHEHT ByaeT 3anyLieH JeMOHOM
ynpaBieHusa KoHbUrypaLmen n NoCTOAHHO A0CTyrneH kaneHTam vepes Unix-cokeT. [ns
ynpaBieHva napameTpammn paboTbl KOMMOHEHTa, @ TakXXe ANA 3aMnycka CeTeBOro CKaHMpPOBaHWS
(NpW HaNNMUMK HaCTPOEHHOTO COeAMHEHWA C APYTUMM Y3N1aMu CeTU) Ucnonb3ymTe ytuanty Dr.Web
Ctl, npeaHasHaueHHyto ans ynpasneHnsa Dr.Web Desktop Security Suite 13 komaHAHOW CTPOKMW.
Ecamn coegnHeHne ¢ apyrumm yanamm cetm He HaCTPOEeHO, BMECTO CETeBOro CKaHMpoBaHuA byaeTt
3anyLeHo 0bblYHOEe CKaHMPOBaHME Ha CTOPOHE JIOKaIbHOTO CKaHUPYHOLLIEro Agpa.
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@ Yrobbl 3anyctutb yTanty Dr.Web Ctl, ncnonb3yiite komaHay drweb-ctl.

YT06bI MPOBEPUTL NPOM3BOLHBIA Gana nan katanor komnoHeHToM Dr.Web Network
Checker, ncnonb3yinte komaHay netscan ytmautsl Dr.Web Ctl:

$ drweb-ctl netscan <nyme K gpaliny uau kamasnozy>

YT106bI MOAYUUTb CriPaBKy O KOMMOHEHTe 13 KOMaHAHOM CTPOKMW, BbINOJIHUTE KOMaHAY
man 1 drweb-netcheck.

9.10.3. NapameTpbl KOHPUrypauum

KoMMoHeHT ncnonbayeT napameTpbl KOHOUIypaLuum, 3ajaHHble B cekKuun [NetCheck]
06besMHeHHOro koHoburypaumnoHHoro danna Dr.Web Desktop Security Suite.

B cekummn npeacraBneHbl creaytolime napameTpsbi:

Mapametp OnucaHune

LoglLevel YpoBeHb N0APOOHOCTM BeAeHMs XypHaia KOMMOHEHTa.

{yposeHb nodpobHocmu}
Ecnun 3HaueHne napameTpa He yKa3aHo, UCMOb3yeTcs

3HayeHne napameTpa DefaultLogLevel M3 CEKLMN
[Root].

3HauveHVe No yMon4YaHuto: Notice

Log MeToz Beenms xypHana KOMMOHeHTa.
{mun xypHana} 3HaueHMe No yMoNYaHMIo: Auto

ExePath MyTb K UCNoaHAEMOMy daiily KOMMOHEHTa.
{nyme k ¢patiny} 3HaueHue no

yMonyaHuto: /opt/drweb.com/bin/drweb-netcheck

RunAsUser Moab3oBaTeNb, OT MMEHU KOTOPOTO 3aMycKaeTcs
KOMTMOHEHT. Bbl MOXeTe yKka3zaTb UNCI0BON naeHTUbUKaTOP
nosab3zosaTens (UID) nan ero nma (norun). Echm nms
Nob30BaTeNst COCTOUT M3 LUP (T. €. MOXOXe Ha UMCIOBOW
UID), To oHO yka3biBaeTcs ¢ NpedrKCOM name :, Hanpumep,
RunAsUser = name:123456.

{UID | ums nose3osamensy}

Ecnn nmsa nonb3oBaTens ykasaHO HEKOPPEKTHO, paboTa
KOMTMOHEHTa 3aBepLUaeTcs oWwmbKol cpasy nocae nonbiTkun
3anycka.

3HayeHVe No yMoN4YaHuto: drweb
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Mapametp
IdleTimeLimit

{uHmepean spemeHu}

FixedSocket

{nymo «k ¢baliny | adpec}

InternalOnly

{noeuyeckuti}
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OnuncaHue

MakcnmanbHoe BpeMsi MPOCTOst KOMIMOHEHTa, Npu
MpeBbILLEHNN KOTOPOro OH 3aBepLUaeT paboTy.

Ecan 3aAaHO 3Ha4vYeHne napameTpa
LoadBalanceAllowFrom uan FixedSocket, TO
HacTpoWiKa UTHOPUPYeTCs (KOMMOHEHT He 3aBepLUaeT CBOKO
pa60Ty no Ncte4yeHnm MakCMManabHOro BpemMeHu I'IpOCTOﬂ).

[Jonyctumble 3HayeHus: ot 10 cekyHz (10s) 2o 30 gHen
(304).

Ecnun yctaHoBNEHO 3HauveHMe None, TO KOMMOHEHT byaeT
paboTaTb NOCTOSIHHO; B C/lyYae OTCYTCTBUS aKTUBHOCTU eMy
He 6yaeT oTnpasneH curHan SIGTERM.

3HayeHVe No ymMoa4aHuto: 10m

CokeT pukcMpoBaHHOro 3k3emnaspa areHta Dr.Web
Network Checker.

Mpw 3agaHny 3TOro NapameTpa AeMOH yrnpaBaeHus
koHurypaumeit Dr.Web ConfigD cneaut 3a Tem, UtobbI
BCerfa UMencs 3anyLieHHbI 3K3emMnaap areHTa
pacnpezeneHHol Npoeepku Gannos, AOCTYMHbIA KAMEHTaM
yepes 3TOT COKeT.

Bo3MOXHble 3HaueHus:
e <nyme Kk ¢aliny> — nyTb K Garny nokanbsHoro Unix-
COKeTa;

e <gdpec> — CeTeBOW COKET B BuUAe napbl </P-
adpec>:<nopm>.

Y6eaunTech, UTo KaTanory ¢ daiiiom cokeTta
/ | ') HasHaueHbl Cleaylowe Npasa AoCTyna:

drwxr-xr-x

Y106bl MpOCMOTpPETH NpaBa AOCTyna,
BbIMNOJHUTE KOMaHAy:

$ 1s -1d <nyme K KamaJsoey >

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Pexxnm pa6OTbI KOMMOHEHTa.

Ecnn 3agaHo 3HayeHne Yes, TO KOMMAOHEHT UCNOJb3yeTcs
TONIbKO ANl BHYTPEHHMX HY>K KOMMNOHeHToB Dr.Web
Desktop Security Suite, HO He 06cay>XunBaeT CKaHVPYOLLMIA
Knactep uau BHelHKe (Mo oTHoweHuto k Dr.Web Desktop
Security Suite) KIMeHTCKMe NPUNOXKEHNSA BHE 3aBUCMMOCTU
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Mapametp

LoadBalanceUseSsl

{noeuyveckuti}

LoadBalanceSslCertificate

{nyme k ¢paliny}

LoadBalanceSslKey

{nyme k ¢paliny}

LoadBalanceSsl1Ca

{nyme}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

OT HacTpoek LoadBalance* 1 3alaHHOrO 3Ha4YeHUA
napametpa FixedSocket.

3HayeHVe No yMoa4aHuto: No

Vicnonb3oBaTtb nau He ncnoabzoBaTb SSL/TLS ana
COeAVHEHMA C APYTUMU Y3NaMN.

Bo3MO>KHbIe 3HaYeHNA:

e Yes — ucrnonb3oBatb SSL/TLS;

e No — He ucnosab3oBaTb SSL/TLS.

Ecan 3TOT napameTp ycTaHoOBAEH B Yes, TO 419 AaHHOro
y3/1a 1 ANs BCeX Y3/10B, C KOTOPbIMWU OH B3aMMOZENCTBYET,
[OIKHbI BbITb 06513aTeIbHO 3aZaHbl COOTBETCTBYHOLME APYT
Apyry cepTudumKaT v 3aKpbITbiA KAFOY (MapameTpbl
LoadBalanceSslCertificatem
LoadBalanceSslKey).

3HayeHVe No yMoa4aHuto: No

MyTb Kk Ppanny cepTndukara SSL, ncnonbayemoro Dr.Web
Network Checker Ha gaHHOM y3/e A B3aMMOAENCTBUSA C
ApYyrmMun y3namu yepes 6esonacHoe coeanHeHme SSL/TLS.

ili ®ann ceptudurkata n Gaiin 3aKpbITOro

Knroua (onpesenseTcs napameTpom
LoadBalanceSslKey) A0O/XKHbI
COOTBETCTBOBATb APYT APYrY.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

MyTb K Gainy 3aKpbITOro katoya, ucnoablyemoro Dr.Web
Network Checker Ha gaHHOM y3/e A B3aMMOAENCTBUSA C
ApYyrymMuK y3namu yepes 6esonacHoe coeanHeHme SSL/TLS.

ili ®ann ceptndukata (onpesensercs

napameTpom
LoadBalanceSslCertificate) n dann
3aKpbITOro Kjto4a A0JKHbI
COOTBETCTBOBATb APYT APYTY.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

MyTb K KaTanory nan ¢ariny, B KOTOPOM pacrnonaraercs
nepeyveHb AOBEPeHHbIX KOPHEBBIX cepTudurkaToB. Cpean
JaHHbIX CepTUPUKATOB JOIKEH HAXOAMTLCA CepTUduMKaT,
YAOCTOBEPAOLLNIA NOAJNHHOCTL CEPTUPUKATOB,
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Mapametp

LoadBalanceServerSocket

{adpec}

LoadBalanceAllowFrom

{IP-adpec}
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OnuncaHue

MCNONb3yeMbIX areHTaMmu BHYTPU CKaHWpPYHOLLLEro kaactepa
npu obmeHe gaHHbIMK Yepe3 SSL/TLS.

Ecnun 3HaueHne napametpa He 3agaHo, To Dr.Web Network
Checker, paboTatowmin Ha JaHHOM Y3/e, He NpoBepsieT
NOA/IMHHOCTb CEPTUHUKATOB B3aMMOAENCTBYHOLLMX areHTOoB,
OfHaKO OHW, B 3aBMCUMOCTM OT 3aJaHHbIX A9 HUX
HacTpoek, MOryT MPOBepATb NOAJMHHOCTb cepTudmKaTa,
MCMO/Ib3yeMOro areHToM, paboTaroLLMM Ha AaHHOM Y3/ie.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

CeteBoi1 cokeT (IP-agpec v nopT), NpocayLInBaeMbIin
Dr.Web Network Checker Ha sgaHHOM y3ne Ans noayyeHus
$annoB Ha NPoOBepKy OT yAaneHHbIX y3/10B (Mpu paboTe B
KauecTBe cepBepa CeTeBOro CKaHNMPOBaHWS).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

IP-agpec yaaneHHoro y3na cetu, ot kotoporo Dr.Web
Network Checker Ha gaHHOM y31e MOXET NPUHMMaTb
dalnbl Ha NPoBepKy (Kak cepBep CEeTEBOro CKaHMPOBaHWSA).

MoO>eT MMeTb CMNCOK 3HaYeHWI. 3HaUeHUs B CrIUCKE
yKa3bIBarOTCA Yepes 3anaTyro (Kaxzoe 3HaveHve B
KaBblykax). [lonyckaeTca NoBTOpeHWe napamMeTpa B CeKumm
(B 3TOM CNyyae BCe 3HaYeHUs OOBEANHAOTCS B €ANHBIN
CANCOK).

Mpumep: Jo6aBnTb B cnncok agpeca y3noe 192.168.0.1 n
10.20.30.45.

1. [obaBneHuve 3Ha4YeHWn B Garin KOHOUrypaLmu.

e /lBa 3Ha4YeHMA B O4HOWN CTPOKE:

[NetCheck]
LoadBalanceAllowFrom = "192.168.0.1",
"10.20.30.45"

e [IBe cTpoOkM (MO OAHOMY 3HaUEHMIO B CTPOKE):

[NetCheck]
LoadBalanceAllowFrom 192.168.0.1
LoadBalanceAllowFrom = 10.20.30.45

2. [obaBneHue 3HaueHU C MOMOLLbIO KOMaHAbl drweb—
ctl cfset:
# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 192.168.0.1

# drweb-ctl cfset
NetCheck.LoadBalanceAllowFrom -a 10.20.30.45

Ecnv napameTp nycT, To yAaneHHble daiibl Ha NMPOBEPKY He
npuHUMatoTcs (y3en He paboTaeT B pexuviMe cepeepa).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)
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Mapametp

LoadBalanceSourceAddress

{IP-adpec}

LoadBalanceTo

{adpec}

LoadBalanceStatusInterval

{uHmepean epemeHu}
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OnuncaHue

IP-agpec ceteBoro nHtepoelica, ncnonbsyemoro Dr.Web
Network Checker Ha gaHHOM y31e ans nepegaun daiinos
Ha yAaNeHHYo NPoBepKy, ecan y3en paboTaeT Kak KANeHT
CeTeBOro CKaHMPOBaHWA, U eCN Ha y3/1e JOCTYNHO
HeCKO/IbKO CeTeBbIX MHTEPpENCOoB.

Ecnu ykasaTb nycToe 3HaueHue, TO UCMO/b3YeMbIil CETEBOM
nHTepdelic byaeT aBTomaTMyeckn BbibpaH sgpom OC.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

Coker (IP-agpec v NOpT) yAaNeHHOro y31a, Ha KOTOPbIN
Dr.Web Network Checker Ha saHHOM y3ne MoxeT
oTnpaBATb Gaiibl Ha yaaneHHYH NpoBepKy (Kak KAVEHT
CeTeBOro CKaHMpPoBaHMA).

MoO>eT MMeTb CMNCOK 3HaYeHWI. 3HaUeHUs B CMIUCKE
yKa3bIBarOTCA Yepes 3anaTyro (Kaxzoe 3HaveHve B
KaBblykax). [lonyckaeTca NoBTOpeHue napamMeTpa B CeKuumn
(B 3TOM CNyyae BCe 3HaYeHUs OOBEANHAOTCS B €ANHBIN
CANCOK).

Mpumep: Jo6aBnTb B cnncok cokeTbl 192.168.0.1:1234 n
10.20.30.45:5678.

1. [obaBneHuve 3Ha4YeHWin B Garin KOHOUrypaLmu.

e /lBa 3HauYeHMA B O4HOWN CTPOKE:

[NetCheck]
LoadBalanceTo = "192.168.0.1:1234",
"10.20.30.45:5678"

e [lBe cTpoOkM (MO OAHOMY 3HaUEHMIO B CTPOKE):

[NetCheck]
LoadBalanceTo = 192.168.0.1:1234
LoadBalanceTo 10.20.30.45:5678

2. [obaBneHue 3HaueHU C NOMOLLbIO KOMaHAbl drweb—
ctl cfset:
# drweb-ctl cfset NetCheck.LoadBalanceTo -a
192.168.0.1:1234

# drweb-ctl cfset NetCheck.LoadBalanceTo -a
10.20.30.45:5678

Ecaiv mapametp nycr, To oKasbHble Galinibl He NepesaroTcs
Ha yAaneHHyH NpoBepKy (y3en He paboTaeT B pexume
K/MEHTa CETEBOrO CKaHMPOBaHMS).

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

VIHTepBan BpemMeHn Mexay paccblikamun AaHHbIM Y3/10M
nHdOPMaLUM O CBOEW 3arpy>KeHHOCTU A5l BCEX areHTOB
pacrnpeseneHHON NpoBepKK, NEPEUNCNEHHbIX B NapaMeTpe
LoadBalanceAllowFrom.
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Mapametp

SpoolDir

{nyme kK kamanozy}

LocalScanPreference

{OpobHoe Yucno}

LoadBalanceSslCrl

{nyme}
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OnucaHune
3HayeHVe No yMONYaHWIo: 1s

KaTtanor B nokanbHoW $pannoBoin cucteme, MCNoNb3yeMbll
A5 XxpaHeHua gaiinos, NpuHateix Dr.Web Network Checker
Mo CeTn OT KMEHTOB CKaHMPOBAHWUA A1 NPOBEPKM.

3HayeHVe No yMoN4YaHuto: /tmp/com.drweb.ncheck

OTHOCUTeNIbHbIN BEC (MPeAnoYTUTENIbHOCTb) Y3N1a Npu
BblbOpe MecTa ANa NpoBepku paitna (1okasbHOro Uam
MPUHATOrO Mo ceTn). ECin B HEKOTOPbI MOMEHT BpeMeHH
BeC JIOKaNbHOro y3na 60/bLle CyMMapHOro Beca BCex
JOCTYMHBIX Y3/10B-CEPBEPOB CKaHUPOBaHWs, dpain byaet
OCTaBJIEH areHTOM A/ IOKa/IbHON MPOBEPKMN.

MwuHUManbHOe 3HayeHwue: 1.
3HaueHne No ymMonyaHumto: 1

MyTb K KaTanory nam ¢parny ¢ nepeyHem OTO3BaHHbIX
cepTMdurKaToB.

Ecnun 3HaueHne napametpa He 3agaHo, To Dr.Web Network
Checker, paboTatowmin Ha JaHHOM Y3/e, He NpoBepsieT
cepTdurKaTbl B3aMOAENCTBYOLLMX areHTOB Ha
aKTyasbHOCTb, OfHAKO OHW, B 3aBUCMMOCTM OT 3aJaHHbIX
419 HUX HacTpoekK, MOTyT MPOBepPATb akTyalbHOCTb
ceptTudmKaTa, NCMOb3yeMoro areHTom, paboTarowmm Ha
JLaHHOM y3ne.

3HaueHVe No ymMoaYaHuto: (He 3a0aHo)
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9.11. Dr.Web Scanning Engine

Ckanupytouyee agpo Dr.Web Scanning Engine npegHasHaveHo 19 noncka BMPYCOB U APYTiX
BPEAOHOCHbIX 06BbeKTOB B daiax 1 3arpy3o4uHbix 3anuncax (MBR — Master Boot Record, VBR —
Volume Boot Record) anckoBbIx yCTponCTB. KOMMOHEHT BbIMOHAET 3arpy3ky B NaMATb 1 3anyck
aHTMBMpYycHoro aapa Dr.Web Virus-Finding Engine n BupycHbix 6a3 Dr.Web, ncnoabsyembix nm
419 MOnCKa yrpos.

CkaHupytolee aapo paboTaeT B pexkMMe AeMOHa, B KaYecTBe CepBuCa, NPUHUMAOLLLEro OT
Apyrmx komnoHeHToB Dr.Web Desktop Security Suite 3anpocbl Ha npoBepky 06bekTOB dpanioBou
CUCTEMBbI Ha Haanuume yrpo3 (3To komnoHeHTbl Dr.Web File Checker n Dr.Web Network Checker u,
BO3MOXHO, Dr.Web MeshD). lMpu oTcyTCTBMM MM HeAOCTYMHOCTM KOMMoHeHToB Dr.Web
Scanning Engine n Dr.Web Virus-Finding Engine aHTMBMpPYCHble NPOBEPKUN Ha AAaHHOM Y3/1e He
NPOWN3BOAATCA (3a UCKKOUYEHMEM cyyaeB, korga B coctaBe Dr.Web Desktop Security Suite
npwucyTcTByeT KoMnoHeHT Dr.Web MeshD, B HacTpoikax KOTOpPOro 3ajaHO COeAMHEHME C y3n1amu
NokanbHOro obsaaka, NPeAoCTaBAAOLLMMU YCIYTy CKaHUPYHOLLLEro A4pa).

9.11.1. MpuHUMNBbI paboTbl

KomnoneHT Dr.Web Scanning Engine, paboTatowmii B pexnme 4eMoHa, MPUHUMAET OT ApYyrnx
komnoHeHToB Dr.Web Desktop Security Suite 3anpocbkl Ha npoBepKy 06bekToB hannoBoOn
cuctembl (darinoB, 3arpy30UHbIX 3aMMcer Ha AMCKax) Ha Haanumne BHeAPEHHbIX yrpo3, bopmMmupyeT
ouepean 3asay Ha NPOBEPKY OOBEKTOB M BbIMOJAHAET MPOBEPKY 3anpoLIEeHHbIX O6BEKTOB,
ncnonb3ys aHTMBMpPYCcHoe aapo Dr.Web Virus-Finding Engine. Eciv B npoBepeHHOM 06beKkTe
obHapy>eHa yrposa, 1 B 3alaHnn Ha NPOBEPKY CTOUT YKa3aHWe BbIMOAHATb JeUYeHMe,
CKaHupytoLLiee SAPO MbITAETCA BbINMONHATb IeUYEHNEe, eC/IN 3TO AEUCTBUE MOXET OblTb NPUMEHEHO
K MpOBEpPEHHOMY OOBEKTY.

CkaHupytolee s8apo, aHTuBmpycHoe aapo Dr.Web Virus-Finding Engine 1 BupycHble 6a3bl
06pa3yroT aTOMapHbIN KOMTMIEKC U He MOTYT 6bITb pa3geneHbl. CkaHmpytoLlee A4po
OCyLLLeCTBASET 3arpy3Ky BMPYCHbIX 6a3 1 obecneynBaet cpeay Ans GyHKLUMOHNPOBAHNA KPOCC-
nnatdopMeHHoro aHTnsupycHoro sapa Dr.Web Virus-Finding Engine. O6HOBNEHME BUPYCHbIX
6a3 1 aHTMBMPYCHOTO AApPa MPOU3BOANTCA KOMMNOHEHTOM ob6HoBAeHW Dr.Web Updater,
Bxoaawwmm B coctaB Dr.Web Desktop Security Suite, HO He ABAAIOLLMMCS YaCTbIO CKaHNPYHOLLErO
aapa. KoMNoHeHT 06HOBAEHWI 3anycKaeTca AeMOHOM ynpaBaeHusa KoHburypaumern Dr.Web
ConfigD nepuoanyecky Wi NPUHYANTENBHO B OTBET Ha MOCTYMMBLUYHO KOMaHJAy No/ib30BaTess.
Kpome Toro, ecam Dr.Web Desktop Security Suite pyHKLMOHMPYET B pexmmMe LeHTPasn30BaHHOM
3aWmMThl, TO PYHKLUM OBHOBAEHNA BUPYCHbIX 6a3 1 aHTUBMPYCHOTO Aapa bepeT Ha cebs areHT
LeHTpann3oBaHHoOM 3awwuTbl Dr.Web ES Agent, KOTOpbIi B3aUMOZENCTBYET C CEPBEPOM
LleHTPaAn30BaHHOW 3alLMTbl U NoayYaeT OOHOB/IEHMA OT Hero.

Dr.Web Scanning Engine moxeT paboTtaTb Kak Mo KOHTPOIEM JeMOHa yrnpaBaeHns
koHdurypauwmen Dr.Web ConfigD, Tak n aBToHOMHO. B nepBom cnyyae seMoH obecrieyvBaeT
3anyck fsjpa 1 cBoeBpeMeHHOe 06HOBAEHWE BMPYCHbIX 6a3, ncnonb3lyemblx sApoM. Bo BTopom
Clyyae 3anyck aapa n obHOB/IeHMEe BUPYCHBIX 6a3 BO31aratoTca Ha MCMOb3yoLLIee ero BHeLHee
npunoxeHue. KomnoHeHTbl Dr.Web Desktop Security Suite, BbInosHsAOLWME 3anNpoch K
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CKaHVpYyHOLLLeMy sapy Ha NpeAMeT NpoBepkn $halios, CMOb3YHT TOT Xe MPOrpamMMHbIR
MHTEPdENC, UTO U BHELLHWE MPUIOXKEHUS.

@ Bbl MOXeTe co3aaTh CBOW COBCTBEHHbIN KOMMOHEHT (BHELLHEE MPUNOXKEHWE),

: ncnonbsytowmii Dr.Web Scanning Engine ana npoepku ¢aiinos. [ns 3T0ro KOMNOHEHT
Dr.Web Scanning Engine npegocTtaBaseT cneumannsnpoBaHHbiii APl, oCHOBaHHbINV Ha
TexHonornn Google Protobuf. Ana nonyyeHns onucanma APl Dr.Web Scanning Engine, a
TaKkXKe NPMMEPOB KOJa KJIMEHTCKOrO NpuaoXeHns, ncnoabsytowero Dr.Web Scanning
Engine, o6patuteck B oTaen no pabote ¢ naptHepamu (& komnanum «floktop Be6>.

MocTynatoLime 3aa4um Ha CKaHMPOBaHWe aBTOMaTUYECKM pacnpeAenstoTca No Tpem ovepeaam,
MMERLLMM Pa3NNYHBIA MPUOPUTET (BbICOKNIN, HOPMabHbIA U HU3KKI). Oyepesap, B KOTOPYHO
ByaeT nomelleHa 3aja4a, ONpesensaeTca NCXoAa 13 Toro, Kakor KOMMOHEHT ee chopMMUpoBan.
Hanpumep, 3agaun, noctynarowme oT MOHUTOPOB PailioBbIX CUCTEM, MOMELLAIOTCA B O4epean
BbICOKOrO NMPrOpUTETa, MOCKOJbKY MPU MOHUTOPUHTE BaXXHa CKOPOCTb peakLMn Ha AeNCTBUA C
obbekTamun pannoson cuctemol. CkaHMpytoLLee SAPO BeAeT CTaTUCTMKY CBOErO MCMONb30BaHMS,
dUKCMpya KONMYECTBO NOCTYNMUBLUMX 3aAay Ha CKaHMPOBaHWe, a TakxXe J/IMHbl ovepesen. B
KayecTBe MoKasaTesnsa CpeAHen Harpysku CKaHupytoLLiee SAPO OnpesenseT CPefHIo ANNHY
ouyepesiet B ceKyHAy. DTOT NokasaTesib YCPeAHATCA AF NOCAELHEN MUHYTbI, MOCNEAHNX 5 MUHYT
1 nocneaHnx 15 MUHyT.

AHTMBUpYCHOE sapo Dr.Web Virus-Finding Engine noaaep>xnBaeT kak CUrHaTypPHbIN aHann3
(MOWCK M3BECTHBIX YTPO3 Ha OCHOBE CUTHATYpP, COAEPXKALLMXCA B BUPYCHbIX 6a3zax), Tak 1
pa3NyHble TEXHONOIMN I3BPUCTNYECKOrO 1 NOBEAEHYECKOro aHanns3a, npejHa3HavyeHHble Ans
pacno3HaBaHWA NOTEHLMANbHOW ONAaCHOCTM O6BbEKTa Ha OCHOBE aHa/M3a NOC/eA0BaTeNbHOCTY
CoZlep>KaLLNXCA B HEM MaLLMHHbIX MHCTPYKLMIA W A4PYTX MPU3HAKOB MCMONHAEMOro KOAa.

ili DBPUCTUYECKMIA aHaM3aTOP He rapaHTUPYeT JOCTOBEPHOrO pacrno3HaBaHWs yrpos u
MOXET JoMycKaTb CleAytoLLMe OWNHKM:

e Owubku nepgo2o poda — 3TO NIOXHbIe cpabaTbiBaHNA aHanM3aTopa, KOrAa B Kayectse
BPEAOHOCHOro oTMeuaeTcs 6e30nacHblin 06bekT.

e Owubku 8mMopo2o poda — 3TO OLLUMBOYHOE NpPU3HaHWE BPEAOHOCHOTO 0bbekTa
6e30nacHbIM.

Mo3ToMy yrpo3bl, 06Hapy>KEHHbIE 3BPUCTUYECKUM aHaM3aTOPOM, OTHECEHbI B 0COBYHO
kaTeroputo «logo3putensHbie» (Suspicious).

PekomeHAayeTCs BbIMONHATL NepPeMeLLieHne NOA03PUTE/bHbIX OOBEKTOB B KAPaHTUH C TeM, YTOObI
B Ja/bHelLeM, nocie 06HOBNEHNA BUPYCHbIX 6a3, MPOBEPUTb X METOAaMMU CUTHATYPHOTO
aHanmza. [lna npegoTBpaLleHns owmnbok BTOPOro poAa pekoMeHayeTca NoA4epK1BaTh
BUPYCHble H6a3bl B akTya/lbHOM COCTOSHUW.

AHTnBMpYycHoe aapo Dr.Web Virus-Finding Engine nossosifeT ocyLectBaATb NPOBEPKY Kak
He3amnakoBaHHbIX, TaK M 3anakoBaHHbIX GaoB N OOBEKTOB, COAEPIKALLUXCSA B PA3NNUYHbIX
KOHTEeMHepax, Takux Kak apXuBbl, COOBLLEHNA SNEKTPOHHOW NOYTbI U T. 4.
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9.11.2. AprymeHTbl KOMaHAHOMN CTPOKM

YTt0obbI 3anycTnTh CKaHupytoLlee aapo Dr.Web Scanning Engine 13 komaHAHOW CTPOKM,
BbINONHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-se <cokem> [<napamempsi>]

rae obs3aTenbHbIN apryMeHT <cokem> yKa3blBaeT agpec cokeTa, ncnoabsyemoro Dr.Web
Scanning Engine gna o6cay>KunBaHna 3anpocoB KANEHTCKMX KOMMOHEHTOB. MoXeT 3aAaBaTbCs
TONBbKO B BUAE NyTu K pany (cokeT Unix).

Dr.Web Scanning Engine gonyckaeT ncnosb3oBaHuWe CiesyoLnx napameTpos:

Mapametp OnucaHue

--help HasHaueHwe: BbiBOZ Ha 3KpaH KOHCOAN WK 3MYAATOpa TepMUHana
KpaTKOW ClpaBky MO MMELLMMCS NapamMeTpaM KOMaHAHON CTPOKM U
3aBepLueHne paboTbl KOMMOHEHTA.

KpaTknin BapmaHT: —h
AprymeHTbl: Het

--version Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOM WA IMyASTOpa TepMUHana
nHdopMaL M O BEPCUM KOMMOHEHTa W 3aBepLUeHne paboTbl.

KpaTknin BapuaHT: —v
AprymeHTbl: Het

ZlononHumMenevHsle napamempesl 3anycka (coenadarom ¢ napamempamu U3 KoHguU2ypayuoHHo20 gatiaa u
3amewarom ux npu Heobxooumocmu,):

--CoreEnginePath HasHaueHwe: MNyTb K panny 6Gubanotekn aHTmBMpycHoro sapa Dr.Web
Virus-Finding Engine.
KpaTkunin BapuaHT: Her.

ApryMeHTbl: <nyme k ¢atily> — NOAHbIV NyTb K $ainy ncnoab3yemoin
6nbanoTekm.

--VirusBaseDir HazHaueHwe: MyTb K KaTanory, cogepkaliemMy Gaibl BUPYCHbIX H6a3.
KpaTkunin BapuaHT: Her.

ApryMeHTbI: <nyme K Kamasoay> — NONHbIV NyTb K KaTanory
BMPYCHbIX 6a3.

--TempDir Ha3zHaueHwe: MyTb K KaTanory BpemeHHbIX Gpaitios.
KpaTkunin BapuaHT: Her.

ApryMeHTbI: <nyme kK Kamasoay> — NONHbIV NyTb K KaTanory
BpeMeHHbIX $arnos.

--KeyPath HazHaueHwe: MyTb K ncnonblyemMomy katoueBomy daiiny.
KpaTkunin BapuaHT: Her.
ApryMeHTbl: <nyme k ¢alily> — NOAHbIV NyTb K KAtoueBOMy daiiny.

--MaxForks HasHaueHune: MakcrManbHOe paspeLleHHOe YMCA0 JOYEPHMX
npotieccos, kotopble Dr.Web Scanning Engine moxeT nopoauTb B

PyKOBOACTBO noJsib3oBarena



A
)
A

AT
Q:

--WatchdogInterval

—-—AbortForkOnTimeout

--ShellTrace

—--LogLevel
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npoLiecce NPoOBePKU.
KpaTkmii BapunaHT: Her.

ApPryMeHTbI: <4uc10> — MaKCMalbHOe pa3peLlleHHOe YNCIO
JOYEPHMX MPOLLECCOoB.

HasHaueHwe: MepunoanyHocTb, ¢ kotopo Dr.Web Scanning Engine
npoBepsieT paboToCnocobHOCTL AOYEPHNX NPOLLECCOB,
3aHMMAalOLLMXCS MPOBEPKOW COAEPKMMOro Gainios, A/ OCTaHOBKM
3aBUCLLMX NPU MPOBEPKE.

KpaTkmii BapunaHT: Her.

ApryMeHTbl: <UHMepeas epemMeHu> — NepuogMUYHOCTb MPOBEPKM
[OYEPHMX MPOLLECCOoB.

Ha3sHaueHwe: 3aBepLUnTb NPOLECCHl CKAHWPOBAHWSA MpY TanMm-ayTe,
nocnae um curHan SIGABRT.

KpaTkmii BapunaHT: Her.
AprymeHTbl: Het

HasHaueHume: OTcnexxvBaHne 060104k (BbIBOZ B XKypHan
pacluMpeHHon nHpopmMauumn o nposepke dannos sgpom Dr.Web
Virus-Finding Engine).

KpaTkmii BapunaHT: Her.
AprymeHTbl: Het

Ha3sHaueHwve: YpoBeHb NOAPOOHOCTU BeAeHUs xXypHana sgpom Dr.Web
Scanning Engine B npouecce paboTbl.

KpaTkmii BapunaHT: Her.
AprymeHTbl: <yposeHb no0pobHocmu >. BO3MOXHbIe 3HaUeHUs:

e DEBUG — caMblli NOAPO6HbIN (0TNaL04HbIN) YpOBEHb. BbiBoAATCS
BCe COObLLEeHNs, a TakxKe OTNaZ0uHas nHbopmaLuus.

e INFO — BbIBOAATCS BCE COOBLLEHNS.

e NOTICE — BbIBOAATCA cO0bLeHMs 06 owmbkax, npesynpexaeHus,
YBEAOMEHMS.

e WARNING — BbIBOAATCA COODLEHNSA 06 olwmbKax n
npeaynpexaeHus.

e ERROR — BbIBOAATCA TO/NIbKO COObLLEHNS 06 OLIMOKaX.
HasHaueHwne: Cnocob BeAeHMWs XypHana COOBLLEHNN KOMMOHEHTa.
KpaTkmii BapunaHT: Her.

ApPrymMeHTbl: <mun XypHana>. BO3MOXHble 3HaueHus:

e Stderr[:ShowTimestamp] — COOBLLEHNS ByAYT BbIBOAUTLCS B
CTaHAAPTHbIV NOTOK OLWKNboK stderr.
Onums ShowTimestamp NpegnucbiBaeT 406aBATb K KaXKA0MY
COOBLLEHNIO METKY BPEMEHW.
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--ForkMemoryLimit

--EngineDallocLimit
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e Syslog| : <facility>] — coobuieHns 6yayT nepesaBaTbCs
CNCTEMHOW cny>xbe XXypHannpoBaHua syslog.
JlononHutenbHas meTka <facility> ncnonb3yeTcs 45 yKasaHus Tuna
>XypHana, B KOTOPOM syslog ByaeT coxpaHATb COOOLLEHNS.
Bo3modxxHble 3HaueHus:

o DAEMON — COOBLLEHNS 1€MOHOB;
o0 USER — COODBLLEHMSA NOJIb30BATE/IbCKMX MPOLLECCOB;
0 MAIL — COOBLLEHMSA MOUTOBBIX MPOrPamMm;

o0 LOCALQO — cOO0bLLeHMs oKabHbIX NMpoueccos 0;

o0 LOCAL7 — COOObLLEeHMs IoKa/bHbIX MPOLECCOB 7.

e <path> — nyTb K dainy, B KOTOPbIN BYyAYT COXPaHATLCSA COOBLLLEHNS
XypHana.
Mpumeps:
--Log /var/opt/drweb.com/log/se.log
--Log Stderr:ShowTimestamp
--Log Syslog:DAEMON

Ha3sHaueHve: MakcvMasibHbI 06beM onepaTMBHOM NamaTy,
BblZAeNseMbIV 418 paboTbl 3K3emmspa CKaHUPYHOLLLero sapa.

KpaTkmii BapunaHT: Her.

AprymMeHTbl: <pasmep 8 6alimax> — MaKkCUMasbHbI 06bem
onepaTMBHOWN NaMATH.

Jonyctnmble 3HaueHuns: ot 1073741824 6anTt (1 16) no 4294967296
6anT (4 I6).

3HayeHVe No yMoYaHuo: 4294967296 (4 T6)

ZIE DTOT NapameTp He 3asencTByeTca B 32-pa3psasHbIX
AMCcTpnbyTBaX NPOAyKTa.

Ha3HaueHwve: MakcmanbHbli 06bemM onepaTvBHONM NaMATy,
BblAENAEMbIN A1 XpPaHEHWs1 BPeMEeHHbIX Gpaiiios.

KpaTkunin BapmaHT: Her.

AprymeHTbl: <pasmep g balimax> — MakCUManbHblil 06beM
onepaTMBHOW NaMATH.

[Jonyctnmble 3HaueHus: oT 52428800 6ainT (50 M6) o 1073741824
6ant (1 16).
3HauyeHve No yMon4YaHuto: 524288000 (500 M6)

ilf HactoaTtenbHO He PeKOMeHAYETCA MEHATb 3Ha4YeHUe
Nno YMOJIYaHUKO 414 3TOro napamMmeTpa, ecin Bbl HE
YBEPEHbI, UTO 3TO ,Cl,el‘/’ICTBI/ITEIIbHO HeO6XO,£I,I/IMO.
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Mpumep:

$ /opt/drweb.com/bin/drweb-se /tmp/drweb.ipc/.se --MaxForks=5

[aHHas komaHAa 3anyCcTuT 3Kk3eMnIAp ckaHupytoutero agpa Dr.Web Scanning Engine, 3actasuB
ero co3gatb Unix-cokeT /tmp/drweb.ipc/ . se A1 B3aUMOAENCTBUSA C KIMEHTCKUMU
KOMMOHEHTaMW 1 NopoXaaTh He bonee 5 CKaHMPYHOLLNX AOUYEPHMX NMPOLLECCOB NPW NPOBepKe
dannos.

3ameuyaHumna o 3anycke

Mpn HeoHXO0ANMOCTN MOXET ObITb 3aMnyLLEHO MPON3BOJ/IbLHOE KONNMYECTBO IK3EMMASPOB
ckaHupytoLero agpa Dr.Web Scanning Engine, npegocrasastowux cepsuc no nposepke dannos
Ha Ha/n4yme yrpo3 KANEHTCKUM NPUAoXKeHnaM (He 06s3aTeNlbHO TOIbKO KoMMoHeHTam Dr.Web
Desktop Security Suite). Mpwu 3TOM, ecm B KOHOUrypaumnum KOMMOHEHTa 3a4aHO 3HaYEHNe
napameTpa FixedSocketPath, TO OAUH 3K3eMMAAp CKaHMpYroLwero saapa scerga byaet
aBTOMAaTM4eCKM 3anyLleH 4eMOHOM ynpasaeHusa KoHurypaumen Dr.\Web ConfigD n goctyneH
KaveHTaM vepes Unix-cokeT. DKk3emMnaapbl CKaHMPYHOLLLEro A4pa, 3anyckaemMble HenocpeACcTBEHHO
13 KOMaHAHOW CTpokK, byayT paboTaTb B aBTOHOMHOM pexume, 6€3 NoAKAHYEHUSA K JEMOHY
ynpaBieHusa KOHOUrypaLmen, gaxe eciv oH 3anylieH. [lna ynpaBaeHvsa napamerpamu paboTsbl
KOMMOHEeHTa, a TakxXe Ana npoBepku dpannos no TpebosaHMIo ncnonbynte ytuanty Dr.Web Ctl,
npeAHa3HayeHHyo ans ynpasaeHus Dr.Web Desktop Security Suite 13 KOMaHAHOM CTPOKMW.

@ [na 3anycka ytuautsl Dr.Web Ctl ncnonbsyiite komaHay drweb-ctl.

[na ckaHMpoBaHWA NPoM3BOLHOTO dakia Uan katanora koMnoHeHToM Dr.Web Scanning
Engine ncnone3yite koMaHay rawscan ytuantel Dr.Web Ctl:

$ drweb-ctl rawscan <nyme kK kamasnoay uau ¢paliny>

[na nonyyeHms cnpaBky O KOMMOHEHTE U3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-se.

9.11.3. MNapameTpbl KOHPUrypauum

KoMnoHeHT ncnonbsyet napameTpbl KOHGUIypaLuy, 3ajaHHble B CeKUUK [ScanEngine]
obbeanHeHHoro koHdurypauvoHHoro danaa Dr.Web Desktop Security Suite.

JTa cekuyma XpaHUT ciegyroume napamMeTpbl:

Mapametp OnucaHue

LoglLevel YpoBeHb NoAPOBHOCTY BEAEHWA XYypHana KOMMNOHEHTa.

{yposeHb nodpobHocmu}
Ecnv 3HaueHve napamMeTpa He yKazaHo, UCMOb3yeTcs 3HaueHne

napametpa DefaultLoglLevel U3 cekuun [Root].
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Mapametp

Log

{mun xypHana}
ExePath

{nyme k ¢paliny}
IdleTimeLimit

{uHmepean spemeHu}

FixedSocketPath

{nyme k ¢paliny}

MaxForks

{yenoe yucno}
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OnwucaHune
3HauveHne No yMon4aHuio: Notice

MeToz BefeHusa XKypHaia KOMMNOHEHTa.

3HauveHne No yMOMYaHNIO: Auto
MyTb K UCnonHsemMomMy Gainny KOMMNOHeHTa.
3HauveHne No ymMonyaHuto: /opt/drweb.com/bin/drweb-se

MakcvManbHOe BpeMsi MPOCTOs KOMMOHEHTA, MPU MPeBbILLeHNM
KOTOPOTro OH 3aBepLUaeT CBOK paboTy.

Ecnm 3apaHo 3HaueHve napameTpa FixedSocketPath, TO
HacTpoiika UTHOpMpYeTCca (KOMMOHEHT He 3aBepLUaeT CBOHO paboTy
MO UCTEUYEHWIO MaKCYMAJIbHOMO BPEMEHW MPOCTOS).

[Jonyctumble 3HaueHmns: oT 10 cekyHa (10s) go 30 gHel (304).
Ecam yctaHOBNEHO 3HaueHMe None, TO KOMMOHEHT byaeT paboTatb
MOCTOAIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He byaeTt
oTnpasaeH curHan SIGTERM.

3HauyeHue No yMoa4YaHuIo: 1h

MyTtb Kk danny Unix-coketa GUKCMPOBAHHOTO 3K3eMnaspa
ckaHupyrowero sigpa Dr.Web Scanning Engine.

Mpw 3agaHnK 3TOro NapameTpa AEMOH yrpaBaeHns KOHUrypaLmei
Dr.Web ConfigD cneaut 3a TeM, UTOObI BCerga UMescs 3anyLeHHblN
3K3EeMMASAP CKaHUPYHOLWEro AApa, AOCTYMNHbIN KAMEHTaM Yepes 3ToT
COKeT.

Y6eamnTech, uTo KaTanory ¢ daiiom cokeTa
/ | ', HasHaueHbl Creaylolie Npasa AOCTyna:

drwxr-xr-x

YT06bI NPOCMOTpPETbL MNMpaBa A0CTyrMa, BbIMOJIHUTE
KOMaHAy:

$ 1s -1d <nyme k kamanoay>

3HayeHre Mo yMoYaHuIo: (He 3a0aHo)

MakcrmanbHoe paspeLleHHOe KOJNNYECTBO SK3EMMAAPOB JOUYEPHMX
CKaHVPYOLLMX NMPOLLeCCOB, MOPOXKAAEMbIX CKAHVPYHOLWUM A4POM
Dr.Web Scanning Engine, koTopble MOryT 6bITb 3anyLueHbl
OZHOBPEMEHHO.

3HaueHuMe No ymonuaHuo: Aemomamudecku onpedesisemcs npu
cmapme Kak yBOeHHO€e YMCI0 AOCTYMHbIX MPOLLECCOPHbIX AAep,
WAN 4, eCv NONyYeHHOE YNCI0 MeHbLue 4.
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Mapametp
ForkMemoryLimit

{yenoe yucno}

EngineDallocLimit

{yenoe yucno}

WatchdogInterval

{uHmepean epemeHuy}

BufferedIo

{nozuyeckoe 3HayeHue}
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OnucaHune

MakcManbHbIi 06beM onepaTMBHOM NaMATH, BblAenseMblid Ans
paboTbl 3K3eMMAsfpa CKaHUPYHOLWLEro fapa. 3HaueHre yKa3blBaeTcs
Kak Lienoe ymcno c cybdukcom (b, kb, mb, gb). Ecnn cydpdukc He
yKasaH, TO 3Ha4eHVe HTepnpeTUpyeTcs Kak pasMmep B HanTax.

[Jonyctnmble 3HaueHus: oT 1 rurabarita (LGB) A0 4 rurabaiit (4GB).

3HayveHVe No yMoYaHuto: 4GB

ii DTOT NapameTp He 3asencTByeTca B 32-pa3pasHbIX
: anctpmbyTtnax Dr.Web Desktop Security Suite.

MakcrManbHbI 06beM OrnepaTMBHOM NaMATY, BblAeNSeMbIN ANs
XpaHeHWs BpeMeHHbIX GainoB. Eciv ykazaHHOe 3HaueHne MeHbLue
pa3mepa BpemeHHOro daisa, To OH byAeT co3saH Ha YCTPOoMCTBe
XpaHeHus, uyTo 3amMeanmnT paboty Dr.Web Desktop Security Suite.
3HaueHMe yKasblBaeTCs Kak Lenoe uncno ¢ cyddukcom (b, kb, mb,
gb). Echan cyddukc He ykasaH, TO 3HaYeHne NHTEPPETUPYETCS Kak
pa3mep B bauTax.

[Jonyctnmble 3HaueHuns: ot 50 merabant (50MB) go 1 rurabainta
(1GB).

3HauyeHue No yMoa4YaHuo: 500MB

ilf HactoaTtenbHO He peKkoMeHAyeTCA MEHATb
- 3Ha4yeHune No yMmoa4aHuo Anda 3TOro napamMetpa,

€C/IN Bbl He YBEePEeHbI, UTO 3TO AeCTBUTENIbHO
HeobxoAnMO.

MepuoamyHocTb, ¢ KoTopor Dr.Web Scanning Engine nposepsiet
paboTOCNOCOBHOCTL MOPOXKAEHHBIX UM JOUEPHUX CKaHWPYHOLLX
NPOLLEeCCOB AN OOHaPY>KEHUSA 3aBMNCaHWI NPU NPOBepKe
(«CTOPOXKEBOW TaNMep»).

3HaueHue no YMONYaHUIO: 15s

cnonb3oBaTb WM He NCMOAb30BaTh bydepr30BaHHbIA BBOA-
BbIBOJ, NpW npoBepke $Gainios.

Vcnonb3oBaHue bydepmsoBaHHOro BBoga-BbiBoga B OC cemencTBa
GNU/Linux MOXeT yBENNUNTL CKOPOCTb NPOBEPKN Galinos,
pacrnosioXeHHbIX Ha MEAIEHHBIX AVCKOBbIX YCTPOWCTBAX.
Bo3MOXkHble 3HaueHus:

e On, Yes, True — UCMNOJb30BaTb Oydepr30BaHHbI BBOJ-BbIBOZ;

e Off, No, False — He 1cnosb3oBaTh Oydpepn3oBaHHbIN BBOA-
BbIBOJ,
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AbortForkOnTimeout

{noecuyeckoe 3HayeHue}
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OnucaHune
3HauyeHue No yMon4YaHuto: Of £

3aBepLuaTh UAN He 3aBepLUaTb MNPOLLECChl CKAHUPOBaHWUA NPW TakM-
ayTe, nocnas UM curHan SIGABRT.

Bo3MoOXHble 3HauUeHus:

e On, Yes, True — 3aBepLUaTb NPOLECChl CKAHUPOBaHWS Npw Talim-
ayTe;

e Off, No, False — He 3aBepLuaTh NPOLECChI CKAHMPOBAHWSA MpPU
TanMm-ayTe.

3HaueHue no ymMon4YaHuto: Of £
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9.12. Dr.Web Updater

KomnoneHT o6HoBAeHn Dr.Web Updater npegHa3sHaueH ana nonyyeHms 06HOBAEHWI BUPYCHBIX
6a3 1 aHTMBMUpYycHoro aapa Dr.Web Virus-Finding Engine ¢ cepepoB 06HOBAEHNI KOMMAHUN
«[lokTop Beb».

Ecnm Dr.Web Desktop Security Suite paboTaeT B peXume LIeHTpanM30BaHHOW 3aL1Tbl, TO B
KauyecTBe MCTOYHMKA OBHOBNEHWI UCMONb3YeTCsA CEPBEP LIeHTPaNM30BaHHOW 3aLLUTbl, MPUYEM
BCe OOHOBIEHUNs nosyyatoTcs ¢ cepBepa vepes Dr.Web ES Agent, a Dr.Web Updater ans
3arpy3ku o6HOBNEHUI HE NCMONb3YeTCH.

9.12.1. MpuHUMNBbI paboTbl

KoMnoHeHT nogkntoyaeTcs kK cepeepam 06HOBAEHWI KOMNaHuK «[lokTop Beb» ana nposepku
HaNnuMA 1 3arpy3km 06HOBAEHWNI BUPYCHBIX 6a3 1 aHTMBMPYcHoro aapa Dr.Web Virus-Finding
Engine, 6a3bl kaTeropuii Beb-pecypcoB, a Tak)xe KOMMOHEHTa NPOBepPKKN Nrucem Ha cnam. Cnmncku
cepBepoB, 06pa3syoLLMX AOCTYMHY 30HY OOHOBNEHWNI, XPaHATCA B cneLuvansHoM dainne,
KOTOpPbIV NOANUCAH C LieNIbFo HEBO3MOXHOCTM ero Mogndukaumm. lNMpu nogkatoveHnn K
cepBepaM OHBHOBAEHWI Yepe3 NPOKCU-CepBep MOAAEP>KMBAETCA TONbKO 6a3oBas 1 fanaxecT-
ayTeHTMdUKauuma.

Ecnn Dr.Web Desktop Security Suite He nogkntoueH K cepBepy LEeHTPaAn30BaHHOM 3aLUnUTbl AN
NOAKIOUEH K HeMy B MObuibHOM pexxume, To Dr.Web Updater aBTomaTnuecku 3anyckaeTcs
AeMOHOM ynpaBneHus koHourypaumeit Dr.Web ConfigD ¢ neprnoamMyHOCTbIO, yKa3aHHOM B
HacTpolikax. Tak>ke KOMMOHEeHT MOXeT bbITb 3anyueH Dr.Web ConfigD B oTBeT Ha nocTynuBLUytO
KOMaHAy Moab30oBaTens (BHeouepeaHoe OOHOBEHME).

Mpwn HannuMm Ha cepBepax OBHOBNEHWI AOCTYMHbIX OOHOBIEHWI, OHU 3arpy>KatoTcs B
KaTanor /var/opt/drweb.com/cache/, nocie 4yero pameLlaroTcs B paboumx katanorax
Dr.Web Desktop Security Suite.

Mo ymonyaHuto Bce OOHOBNEHWS 3arpy>KatoTca € 30Hbl OOHOBNEHMS, 06LLEeN AnA BCeX NPOAYKTOB
Dr.Web. lMNepeyeHb NCNob3yembix MO yMONYaHWIO CEPBEPOB, BXOAALLMX B 30HY OOHOB/IEHNS,
yKka3sbiBaeTcs B pannax, HaXxoAALLMXCA B KaTanorax, ykasaHHbIX B napameTpax *DrlDir,
CrPYyNMNMpPOBaHHbIX MO TUMY BbIMOJHAEMOro 06HOBAEHNA: ANA BUPYCHbIX 6a3 1 aHTUBUPYCHOTO
fapa, ana 6a3bl kKaTeropuii Beb-pecypcoBs, A1 KOMMOHEHTa NPOBEPKM MUCEM Ha cnam). [Npwu
HeobXxoAMMOCTIN MO 3anpocy KAneHTa MOXeT BbITb co3saHa ocobas 30Ha 06HOBAEHUS (AN
KaXZoro Buaa 06HOBNEHMA), CNIMCOK CEPBEPOB KOTOPOW YKa3blBaeTCcsA B OTAeAbHOM danne (o
YMONYaHMIO C UMeHeM update .drl). 3TOT Galn HaxoaMTCA B KaTanore, yka3aHHOM B
COOTBETCTBYIOLEM NapameTpe *CustomDrl1Dir. B 3TOM cayyae KOMNOHEHT 06HOBAEHWI ByaeT
3arpy>kaTb O6HOB/IEHMA TONBbKO C 3TUX CEPBEPOB, HE NUCMO/b3YA CepBEPbl U3 30HbI MO
YMOYaHWUIO.

Ans oTkasa oT MCno/b30BaHWsA 0cob0M 30HbI OBHOB/IEHNA JOCTAaTOYHO OUYNCTUTL 3HAUEHMe
COOTBETCTBYHOLLErO NapaMeTpa *CustomDr1Dir B HACTPOMKAX KOMMOHEHTa.
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| Copepxnmoe Gpainnos CNUCKOB CEPBEPOB MOAMMCAHO AN HEBO3MOXHOCTU UX
: mMoandmKaumm. Eciv Bam HeobxoaMMO co3aTb OCObbIV NepeyeHb CEpPBEpPOB 0OHOBAEHMS,
obpatnTech B TEXHUYECKYHO MOAAEPXKKY.

KOMMOHEHT MOXeT BbIMONHATL COXPaHeHWe pe3epBHbIX KOMUiA 06HOoBAsIEMbIX BalinoB Ans
nocneayroero otkata 06HOBNEHWI MO KOMaHAe Nnoab3oBaTtens. Mecto coxpaHeHMsA pe3epBHbIX
KOMWI 1 rnybuHa XpaHMMOW UCTOpUN OBHOBNEHMI 33/at0TCA B HAaCTPOMKax KOMMOHeHTa. OTkaT
06HOB/IEHNI BbINONHAETCA Yepe3 yTuanty ynpasaeHusa Dr.Web Desktop Security Suite n3
KoMaHaHou ctpokn Dr.Web Ctl (3anyckaeTcs kKomaHAon drweb-ctl).

9.12.2. AprymeHTbl KOMaHAHOMN CTPOKM

YT06bI 3anycTnTh KOMNOHeHT Dr.Web Updater 13 koMaHAHOW CTPOKW, BbINOJAHWTE KOMaHAY:
$ /opt/drweb.com/bin/drweb-update [<napamempsi>]

Dr.Web Updater gonyckaeTt ncnonb3oBaHune ciesyoLmx napameTpos:

Mapametp OnwucaHune

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UK IMYAATOPa TEPMUHANA KPaTKOW CrpPaBKu
no VMeLLMMCS NapaMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl
KOMMOHEeHTa.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UK 3MyaaTOpa TepMUHana nHbopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-update --help

[aHHaa komaHAa BbiBeAET Ha 3KpaH KpaTkyro cnpasky komnoHeHTa Dr.Web Updater.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HernoCpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycmoTpeH. OH 3anyckaeTcs 4eMOHOM yrnpaBaeHus KoHpurypauwmer Dr.Web ConfigD
aBTOMaTU4ecky, Mo mepe HeobxognumocTtu. [11a ynpaBaeHua napameTpaMmm paboTbl KOMMOHEHTa,
a TaKkxXe A9 06HOBAEHWNA BMPYCHbIX 6a3 1 aHTUBUPYCHOrO fiApa No TpeboBaHMIO MNOAb3yTeCh
ytuaunton Dr.Web Ctl, npegHasHaueHHon ana ynpasaenuna Dr.Web Desktop Security Suite n3
KOMaHZAHOW CTPOKMW.
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@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

,D,J'IFI noay4yeHuna CcripaBkn O KOMMOHEHTE U3 KOMaHAHOVI CTPOKWM BbIMOJAHUTE KOMaHAY

man 1 drweb-update.

9.12.3. MNapameTpbl KOHPUrypauum

KoMnoHeHT ncnonb3yeTt napamMeTpbl KOHPUrypaumm, 3agaHHble B cekunn [Update]
obbeanHeHHoro koHdurypauvoHHoro dansa Dr.Web Desktop Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log
{mun xypHana}
ExePath

{nyme « cbaliny}

RunAsUser

{UID | ums nose3o8amens}

IdleTimeLimit

{uHmepean epemeHuy}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yka3aHo, TO UCMOJb3yeTca
3HauyeHuMe napameTpa DefaultLogLevel U3 cekuun [Root].

3HauyeHne No yMon4YaHuIo: Notice

MeTtoz BegeHna XKypHana KOMMOHEHTa.

3HayeHVe Mo yMOYaHuMIo: Auto
MyTb K McnoaHsemMomy daliny KOMMOHEHTa.

3HaueHuVe No ymonyaHuto: /opt/drweb.com/bin/drweb-
update

MNMonb3oBaTenb, OT UMEHU KOTOPOTO 3arnyckaeTcs KOMMOHEHT. Bbl
MOXeTe yKasaTb YMCA0BOM naeHTudumkatop nonssosatens (UID)
nan ero nms (noruH). Ecam nma nonb3osatena coctomt us yuodp
(1. e. noxoxe Ha uncnosoin UID), To OHO yKa3blBaeTcs €

npednKcom name :, Hanpumep, RunAsUser = name:123456.

Ecav ums nonb3oBaTens ykaszaHo HEKOPPEKTHO, paboTa
KOMMOHEHTa 3aBepLUaeTcs OWnBKON cpasy nocae nonbITKu
3anycka.

3HaueHue no YyMONYaHUIO: drweb

MakcvManbHOe BpeMs MPOCTOS KOMMOHEHTA, MO NPEBbILIEHNIO
KOTOPOro OH 3aBepLUaeT CBOO paboTy.

KoMMOHeHT 3anyckaeTcs mpu ovepesHOM O6HOBAEHUN MO
pacnuncaHunto. No okoHYaHMM OBHOBIEHWNS XAET yKa3aHHbI
WHTepBa/ BPEMEHW, U, €C/IM HOBbIX 3aMpOCOB He MOCTyMaeT, TO
3aBepLUaeT CBO paboTy A0 crefyrolweln NonbITKA OOHOBAEHHUS.
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Start

{noeuyveckuti}

UpdatelInterval

{uHmepean spemeHu}

NetworkTimeout

{uHmepean epemeHu}

RetryInterval

{uHmepean spemeHu}
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OnucaHune

[Jonyctumble 3HaueHuns: oT 10 cekyHa (10s) go 30 gHel (304).
Ecam yctaHOBNEHO 3HauveHMe None, KOMNOHEHT byaeT paboTatb
MOCTOAIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He byzaet
oTnpaBfeH curHan SIGTERM.

3HauveHne No yMon4YaHumio: 10m

3anyckaTb MK He 3anyckaTb KOMMOHEHT npw 3arpyske Dr.Web
Desktop Security Suite. 3TOT napameTp UMeeT NPUOPUTET Haj,
napameTpom DwsUpdateEnabled.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — 3anyckaTb KOMMOHEHT npwu 3arpy3ke Dr.Web Desktop
Security Suite;

e No — He 3anyckaTb KOMMNOHeHT npwu 3arpyske Dr.Web Desktop
Security Suite.

3HauveHne No yMOMYaHUIO: Yes

YacTtoTa NnpoBepky Hannuns 06HOBNEHWNI Ha cepBepax
obHoeneHua Dr.Web, T. e. neprog BpeMeHu, KOTOPbIA AOMKEH
NPOWTW OT NpeAbIAyLLEelN YCNeLHOW NOMbITKM MOAKIOYEHUA K
cepBepam OOHOB/EHMSA (aBTOMATMUYECKOro nan
WHULMMPOBAHHOIO MOJb30BaTeNeM) JO CAeAyroLen MomnbITKN
BbINOJHNTL OBHOBJIEHME.

3HauveHne No yMoNYaHunio: 30m

TalimM-ayT Ha ceTeBble OnepaLuy KOMMOHEHTa MPU BbIMOJHEHWM
obHoBneHui ¢ cepeepos Dr.Web.

WNcnonb3ayetca ans oxxuzaHus NpoAoKeHNs OBHOBEHWS B
cnyyae BpeMeHHOro obpbiBa coesvHeHus. Eciv obopeaHHoe
ceTeBOe CcoeanHeHWNe ByeT BOCCTaHOB/IEHO 0O UCTEYEHNS TalM-
ayTa, To OOHOBNEHWE ByAET NPOAO/IXKEHO.

He nmeeT cMbicna yKasbiBaTb BENNUMHY TaliM-ayTa bonee 75s,
T. K. 3@ 3TO BpPeMs COeANHeHNe 3aKpoeTca no TamM-ayTy TCP.

MuHManbHOe 3HayveHune: 5s.
3HauveHne No yMoNYaHuio: 60s

YacToTa NOBTOPHbLIX MOMBLITOK BbIMNOJHUTL OOHOBAEHME C
cepBepoB OOHOBNEHNA, €CIM OUepesHas MOMbITKa BbIMOJAHUTb
06HOBNEHME 3aBEPLUMIOCh HeyAauel.

[Jonyctumble 3HaueHns: oT 1 MyHYTbI (1m) 0 30 MUHYT (30m).

3HayeHne No yMOYaHMNIO: 3m
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MaxRetries

{yenoe yucno}

UseHttps

{Always | ResListOnly | Never}

Proxy

{cmpoka nodkaroyeHus}
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OnucaHune

KonnuectBo MOBTOPHbIX MOMbITOK BbIMOAHUTE O6HOB/IEHWE C
cepBepoB obHoBAeHNA Dr.Web (npeanpuHrMaeMbix Yepe3
NPOMEXYTKN BpeMeHM, YKa3aHHble B napameTrpe
RetryInterval), ecCin npeablayLas nonbiTka O6HOBAEHA
3aKoHuUMNach HeyAauen.

Ecav 3HaueHne napameTpa — 0, TO MOBTOPHbIE MOMbITKA
BbINOJ/JIHUTL HeyAaBLlleecsl OBHOB/IEHVE He MPOU3BOAATCA
(cnepytolee 06HOBEHWE ByAeT NMPON3BOANTLCA Yepes Nepuos,
BpPEMEHM, yKa3aHHbIV B NapameTpe Updatelnterval).

3HauveHne No yMOYaHuUto: 3

Vcnonb3osatb nan He ncnonb3osatb Npotokon HTTPS npwu
CKa4yMBaHNN OBHOBIEHWA.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Always — BCerja ncnosib3osatb npotokon HTTPS npw
CcKauyvBaHWM OOHOBEHNA.

e ResListOnly — ucnonb3oBatb npotokon HTTPS Tonbko npwu
ckauymBaHWK darina . 1st co cnmuckoM $pannoB 06HOBAEHMS.
Camu darinbl 06HOBNEHUS ByAyT CKauMBaATHCA MO NPOTOKOY
HTTP.

e Never — BCerga Ucnonb3oBaTtb Npotokos HTTP npw
CcKauyvBaHWM OOHOBIEHNA.

3HauveHVe No yMoYaHuto: ResListOnly

MapameTpbl MOAKNOUEHMS K MPOKCU-CEPBEPY, KOTOPbIA
Mcnosb3yeTcs KOMNOHeHTOM obHoBneHu Dr.Web Updater gns
noakatoyeHns K cepeepam obHoBaeHnin Dr.Web (Hanpumep,

€C/IN HeMOCPEACTBEHHOE MOAK/IHOUEHME K BHELUHM CepBepam
3anpeLyeHo noanTMkamm 6e30MnacHoOCTY CeTu).

Ecnv 3HaueHve napameTpa He 3ajaHo, TO MPOKCU-CepBep He
NCMOb3yeTCA.
Bo3MoOXHble 3HauUeHus:

<CMpPOKa NOOK/IKOYEHUs > — CTPOKa MOAKAFOUEHNA K MPOKCU-
cepBepy. VimeeT cneayrowmii dopmat (URL):

[ <npomokon>://] [ <nonb308amesb>: <napose>@]
<xocm>:<nopm>

rae:

e <NPOMOKOJI> — TWM UCMOJb3yeMOro NPOTOKOAA (B TeKyLLen
BEpPCUM JOCTYMEH TONbKO http);

e <N0/1b308aMesb> — NMs NOJIb30BATENS /1 NOAKNOUEHNS K
npoKcu-cepBepy;

e <NApo/ib> — Napob A8 NOAKJIHOYUEHUSA K MPOKCU-CEPBEPY;
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OnucaHune

e <xocm> — ajpec y3/1a, Ha KOTOPOM paboTaeT NpoKcK-cepBep
(IP-agpec nam nmsa gomeHa, T. e. FQDN);

e <nopm> — WUCMNONb3yeMbI NOPT.

Yactn URL <npomokos> v <nose3o8ameso>:<naposo> MOTyT
OTCyTCTBOBaTb. Apec NPOKCK-CePBEPA <XOCM >:<nopm>
ABNAETCA 0653aTeNbHbIM.

Ecin nma nonb3osatens nav napoab Cofep>at CUMBOAbI @, $
WAN :, TO UX CnegyeT 3aMeHUTb Ha cooTeeTcTByrowmne HEX-koabl:
%40, 525 1 $3A COOTBETCTBEHHO.

Mpumeps:
1. B darine koHdurypaymm:

e [losKkNtOUEHMEe K NPOKCN-CEPBEPY Ha Yy3/1e
proxyhost.company.org Ha nopT 123:

Proxy = proxyhost.company.org:123

e [logkntoueHne K NPOKCU-cepBepy Ha y3ne 10.26.127.0
Ha nopT 3336, ncnoab3ysa npotokon HTTP, oT nmeHn
noJsib3oBaTtensa legaluser C MapoJeM passw:

Proxy =
http://legaluser:passw@10.26.127.0:3336

e [logkntoueHne K NPOKCU-cepBepy Ha y3ne 10.26.127.0
Ha NopT 3336 OT MMEHW NoJib30BaTeNA
user@company.com C MapoJieM passws123:

Proxy = user%40company.com:passws25123%
3A@10.26.127.0:3336

2. 3ajaHue Tex XKe caMbIX 3HaYEHUIN C MOMOLLbH KOMaH/bl
drweb-ctl cfset:
# drweb-ctl cfset Update.Proxy
proxyhost.company.org:123
# drweb-ctl cfset Update.Proxy
http://legaluser:passw@l10.26.127.0:3336

# drweb-ctl cfset Update.Proxy user%
40company.com:passw%25123%3A0@10.26.127.0:3336

3HayeHVe Mo yMoYaHuIo: (He 3a0aHo)

Nms daiina, KoTopbI He ByaeT 0BHOBAATHCA KOMMOHEHTOM
obHoeneHn Dr.Web Updater.

Mo>KeT MMeTb CMMCOK 3HaYeHMWI. 3HaueHus B Crincke
YKa3blBarOTCA Yepes 3anaTyro (KaXZoe 3HaueHne B KaBbluKax).
[JonyckaeTcs NOBTOpeHWe napamMeTpa B cekuun (B 3TOM cydae
BCE 3HaYeHWs OOBEANHAIOTCA B €AMHBIA CMNCOK).

Mpumep: JobaBuTb B cnncok dGanabl 123 .vdb 1 456.dws.

1. [obaBneHune 3HaYeHU B Gaiin KOHPUrypaLmu.

e /lBa 3HaYeHMs B OAHOWN CTPOKE:

[Update]
ExcludedFiles = "123.vdb", "456.dws"
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Mapametp

BaseUpdateEnabled

{noeuyveckuti}

BaseDrlDir

{nyme kK kamanozy}

BaseCustomDrlDir

{nyme Kk kamanozy}

VersionUpdateEnabled

{noeuyveckuti}
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OnucaHune

e [IBe CTPOKW (MO OAHOMY 3HAYEHMIO B CTPOKE):

[Update]
ExcludedFiles = 123.vdb
ExcludedFiles = 456.dws

2. [dobaBneHne 3HaUeHU C MOMOLLbI KOMaH/Abl drweb-
ctl cfset:

# drweb-ctl cfset Update.ExcludedFiles -a
123.vdb
# drweb-ctl cfset Update.ExcludedFiles -a
456.dws

3HauveHMe No yMonyaHuio: drweb32.1st

Pa3pELIJI/ITb VAW 3anpeTnTb 0b6HOB/IEHME BUPYCHbIX 6a3 u
AHTUBUPYCHOTO A4pa.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — OOHOBJ/IEHMEe pa3peLleHo 1 ByAeT NPpon3BOAUTLCS;

e No — OBHOB/EHME He pa3peLleHOo U He ByaeT NPOU3BOAUTLCS.
3HauveHne No yMOMYaHUIO: Yes

MyTb K KaTanory, xpaHswemy Gannbl AN NOAKAHOUYEHUS K

cepBepam M3 CTaHAAPTHOM 30HbI OOHOB/IEHWS, NCMO/Ib3yeMbIM
ANA 06HOBNEHNA BUPYCHBIX 633 1 aHTUBMPYCHOTO AApa.

3Ha4yeHue no
YMOYaHUIO: /var/opt/drweb.com/drl/bases

MyTb K KaTanory, xpaHawemy danbl a5 NOAKIOUYEHWS K
cepBepamM 0co60W («<KAMEHTCKOW») 30HbI OBGHOBAEHUS,
NCMOb3yeMbIM /15 OBHOBIEHUS BUPYCHbIX 6a3 1
aHTVBMPYCHOTO Agpa.

Ecnm B KaTanore, Ha KOTOpPbIV yKa3biBaeT NapaMeTp, MeeTcs
HenycToW NoAnucaHHbIn daiin cnucka cepeepos (dain .drl),
TO 0OOHOB/EHME BEAETCA TObKO C 3TVX CEPBEPOB, a CepBepbI
OCHOBHOM 30HbI (CM. BbILLE) HE UCMOb3YIOTCA AN8 OOHOBAEHA
BUPYCHbIX 6a3 1 aHTUBUPYCHOTO Agpa.

3HayeHne No yMoN4YaHuio: /var/opt/drweb.com/custom-
drl/bases

Pa3pelmnTb Uan 3anpeTuTb 06HOBAEHNE BEPCUIN KOMIOHEHTOB
Dr.Web Desktop Security Suite.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — OOHOBJ/IEHMEe pa3peLleHo 1 ByAeT NPpon3BOAUTLCS;
e No — OBHOB/EHME He pa3peLleHo U He ByaeT NPOU3BOAUTLCS.

3HauveHne No yMOMYaHUIO: Yes
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Mapametp
VersionDrlDir

{nyme kK kamanozy}

DwsUpdateEnabled

{noeuyveckuti}

DwsDrlDir

{nyme Kk kamanozy}

DwsCustomDrlDir

{nyme Kk kamanozy}

AntispamUpdateEnabled

{noeuyveckuti}

AntispamDrlDir

{nyme Kk kamanozy}
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OnucaHune

MyTb K KaTanory, xpaHawemy Gainnbl 418 NOAKIOUEHUNA K
cepBepam, UCMosib3yeMbIM A5 OBHOBAEHNSA BepCuin
komnoHeHToB Dr.Web Desktop Security Suite.

3Ha4yeHve no
yMOYaHuO: /var/opt/drweb.com/drl/version

Pa3pewunTb WM 3anpeTutb 06HOBAEHWE H6a3bl KaTeropuii Beb-
pecypcos.

,ﬂ,OI'IyCTI/IMbIe 3HayeHunA:

e Yes — OOHOBJ/IEHMEe pa3peLleHo 1 ByAeT NPon3BOAUTLCS;

e No — OBHOB/EHME He pa3peLleHo U He ByaeT NPOU3BOAUTLCSA.
3HauveHne No yMOMYaHUNIO: Yes

MyTb K KaTanory, xpaHswiemy Gannbl Aas NOAKAHOUYEHUS K

cepBepaM CTaHAAPTHON 30HbI OBHOB/IEHUS, NCMOb3yEMbIM A5
obHoBNeHNA 6a3bl kaTeropuin Beb-pecypcos.

3HauveHne No yMoi4YaHuto: /var/opt/drweb.com/drl/dws

MyTb K KaTanory, xpaHswemy Gannbl AN NOAKAHOUYEHUS K
cepBepaM 0co60i («<KAMEHTCKOW») 30HbI OBGHOBAEHUS,
MCMoAb3yeMbIM 151 OOHOBAEHUs 6a3bl KaTeropuin Beb-
pecypcos.

Ecnm B KaTanore, Ha KOTOpPbIV yKa3biBaeT NapaMeTp, UMeeTcs
HenycToW NoAnucaHHbIn daiin cnucka cepeepos (dain .drl),
TO O6HOBNEHMNE BEAETCS TOBKO C 3TUX CEPBEPOB, a CEpBEpbI
OCHOBHOW 30HbI (CM. BbILLE) HE UCMOb3YOTCA AN18 OOHOBAEHUA
6a3bl kaTeropuii Beb-pecypcos.

3HayeHne No yMonYaHuio: /var/opt/drweb.com/custom-
drl/dws

PaBpELIJI/ITb VAW 3anpeTnTb 0b6HOB/IEHVE BUBANOTEKM npoBepKn
nncem Ha cnam.

,ﬂ,OI'IyCTI/IMbIe 3Ha4yeHunA:

e Yes — OOHOBJ/IEHMEe pa3peLleHo 1 ByAeT NPon3BOAUTLCS;

e No — OBHOB/EHME He pa3peLleHo U He ByaeT NPOU3BOAUTLCS.
3HauveHne No yMOMYaHUIO: Yes

MyTb K KaTanory, xpaHswemy Gannbl Ans NOAKAHOUYEHUS K

cepBepam CTaHAaPTHOM 30Hbl OOHOBAEHWS, UCMONb3yeMbIM A5
06HOBEHNS BUBANOTEKN MPOBEPKM MUCEM Ha CMaM.

3HaueHue no
yMONYaHuo: /var/opt/drweb.com/drl/antispam
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AntispamCustomDrlDir

{nyme kK kamanozy}

BackupDir

{nyme kK kamanozy}

MaxBackups

{yenoe yucno}
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OnucaHune

MyTb K KaTanory, XxpaHswemy danbl 415 NOAKIOUYEHWs K
cepBepaM 0co60W («<KAMEHTCKOW») 30HbI OBGHOBAEHUS,
MCMob3yeMbIM /15 OBHOB/IEHUA 6GUBIMOTEKM NMPOBEPKMN MUCEM
Ha crnam.

Ecnm B KaTanore, Ha KOTOpPbIV yKa3biBaeT NapaMeTp, UMeeTcs
HenycToW NoAnucaHHbIn aiin cnucka cepeepos (dain .drl),
TO 0OHOB/IEHME BEAETCA TONbKO C 3TUX CEPBEPOB, a CepBepbI
OCHOBHOM 30HbI (CM. BbILLE) HE UCMOb3YOTCA AN8 OOHOBAEHA
61bANOTEKM NPOBEPKM MUCEM Ha CraMm.

3HayeHne No yMoNYaHuio: /var/opt/drweb.com/custom-
drl/antispam

MyTb K KaTasory, B KOTOPbI COXPaHAOTCSA CTapble BEPCUU
06HOBAsIEMbIX GaIOB /1 BO3MOXHOCTM OTKaTa OOHOBNEHWIA.
Mpu KaXkaoM 0BHOBIEHMM COXPaHSAIOTCA pPe3epBHble KOMnK
TO/IbKO OGHOBNEHHBIX Painos..

3HauveHMe No yMonYaHuio: /var/opt/drweb.com/backup

MakcrmanbHOe KONMYECTBO COXpaHAeMbIX NpeAblAyLLUX BEPCUii
obHoBAseMbIx GalinoB. MNpy NPeBbILLEHNN 3TON BENYMHI
camas cTapas Konus ygansetcs npu oyepesHOM OOHOBAEHMN.

Ecnv 3HaueHne napameTpa — 0, TO npeapiayuine sepcum
q)al‘/lIJ'IOB ANnA BOCCTAaHOBJ/IEHNA HE COXPaHAROTCA.

3HauveHne No ymon4yaHuto: 0
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9.13. Dr.Web ES Agent

AreHT LeHTpanm3oBaHHoM 3awmTbl Dr.Web ES Agent npeaHasHaueH ans nogkaroyeHma Dr.Web
Desktop Security Suite kK cepBepy LeHTPaAN30BaHHOW 3aLUNTbI.

Koraza Dr.Web Desktop Security Suite nogkntoueH K cepBepy LLeHTPaAN30BaHHOW 3aLu1Thbl,
Dr.Web ES Agent CMHXPOHU3NPYET MNLEH3NOHHbIA KNHOUYeBOW daiisl ¢ KAHUaMK, XPaHALLMUMKCA
Ha cepBepe LieHTpanm3oBaHHOW 3awmTbl. Kpome Toro, Dr.Web ES Agent nepegaet Ha cepsep
LLleHTPaM30BaHHOW 3aLLUMTbl, K KOTOPOMY OH MOAKAOYUEH, CTaTUCTUKY UHLMAEHTOB, CBA3aHHbIX C
BpesOHOCHbIM MO, nepeyeHb 3anyLLeHHbIX KOMMOHEHTOB U UX COCTOSHME.

Takoke Dr.Web ES Agent BbinosHseT o6HoBAeHMe BUPYCHbIX 6a3 Dr.Web Desktop Security Suite
HenocpeaCTBEHHO C MOAKNOYEHHOrO cepBepa LLeHTpaM30BaHHOM 3aLLmTbl, MUHYS KOMMOHEHT
obHoBneHns Dr.Web Updater.

9.13.1. MpuHUMNbI paboThbl

KomnoneHT Dr.Web ES Agent ocyLecTBaseT NOAKAOUYEHME K CEPBEPY LEeHTPaAN30BaHHOM
3aLLMTbl, KOTOPbIN NO3BONSET aAMUHUCTPATOPY CETW peann3oBaTb Ha BCEM MPOCTPaHCTBE CeTU
€A VHYI0 MONNTMKY 6e30MacHOCTH, B YaCTHOCTW, HAaCTPOUTb Ha BCeX paboumx CTaHUmMaX v
cepBepax CeTU OANHaKOBble CTpaTernm NpoBepkn Gannos 1 Apyrux obbekTos GannoBowv
CUCTEMbBI W peakummn Ha 0bHapy>KeHHble yrpo3bl. Kpome Toro, cepBep LeHTpasn30BaHHOM
3aLLMTbl BbINMOJHAET B paMKax 3alluiLiaeMoun ceT GyHKLMN BHYTPEHHErO cepBepa 06HOBEHNN,
Urpas poab XpaHWIMLLA aKTyalbHbIX BUPYCHbIX 6a3 (OBHOBAEHWE B 3TOM C/lyyae NpOnN3BOAUNTCS
yepes Dr.Web ES Agent, Dr.Web Updater He ncnonbsyetcs).

Mpwn nogkatoueHnn Dr.Web ES Agent k cepBepy LeHTpann30BaHHOW 3aLUMTbl areHT
obecneunBaeT npuem OT cepBepa akTyalbHOW BEPCUN HAacTPOeK NPOrpaMMHbIX KOMMOHEHTOB U
JMLEH3MOHHOTO K/II04eBOro dania, KoTopble OH NepejaeT AeMOHY yrpaBieHna KoHburypaumen
Dr.Web ConfigD ans npumeHeHUs K yrnpasaseMbiM KOMNOHeHTaM. Kpome Toro, oH MoxeT
NPUHUMATb OT CepBepa LeHTPaIM30BaHHOM 3alUnTbl 3a4aHNsA Ha NPOoBepPKY 06bekToB GansioBou
cucTeMbl Ha paboyer cTaHUUK (B TOM YMCae NO pacnumcaHunio).

Dr.Web ES Agent cobupaet n otnpasaseT Ha cepBep, K KOTOPOMY OH MOAKAFOYEH, CTaTUCTUKY
06Hapy>XeHUs Pa3NNYHBIX YTPO3 M MPUMEHEHHbIX AENCTBUNA.

Ona nopgknroueHna Dr.Web ES Agent k cepBepy LieHTpanvM30BaHHOW 3alLmTbl TpebyeTca MMeTb
naposb 1 naeHTndmKaTop y3na («paboyen cTaHUUU» B TEPMUHAX CepBepa LeHTpaan3oBaHHOW
3alunThI), @ Takke Gann nybanyHoro katoya WmdpoBaHMa, NCMONb3yEMOro CEPBEPOM ANA
NOATBEPXAEHMA ero NOANMHHOCTU. BMecTo naeHTndmKaTopa CTaHLUM MOXHO yKa3aTb Nnpu
NOAKNOYEHUN NAEHTUOUKATOP OCHOBHOW 1 TapudHOW rpynn, B KOTOPble CTaHL MO HEOH6X0AMMO
BK/IHOUUTb Ha cepBepe. Tpebyemble naeHTUdUKaTopbl U darn Ny6aMYHOro Katoua MOXHO
NONyYnTb Y aAMUHNCTPATOPA, YNPaBAAIOLLErO aHTUBMPYCHOWM 3aLUUTOM CETU Yepe3 cepBep
LLleHTPaAn30BaHHOW 3aLLMTbI.
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Kpome Toro, k cepBepy LIeHTPaAN30BaHHON 3aLLMTbl MOXHO MOAKIOUYNTb 3aLULLAEMbIV Y3en
(«pabouyto CTaHLMIO») B peXUME «HOBUYOK», €CIN JaHHas BO3MOXHOCTb pa3pelleHa cepBepoM
LleHTPaNn30BaHHOM 3alUmWTbl. B 3TOM c/lyyae nocsie Toro, Kak aZiMMHUCTPATOP NOATBEPAMNT 3asiBKY
Ha NOAK/OYEHMNEe CTaHLUK, CepBep LIeHTPasIM30BaHHOM 3aLlMTbl aBTOMATUYECKW CreHepupyeT
A1 y371a HOBble MAEHTUdMKATOP M NapoJib U OTNPABUT UX areHTy A/ UCMO/Ib30BaHNUsA Npu
nocaesyoLWmX NOAKAOYEHNSX.

9.13.2. AprymeHTbl KOMaHAHOMN CTPOKM

Yto6bI 3anycTUTb KOMNOHeHT Dr.Web ES Agent 13 KOMaHZAHOW CTPOKMW, BbINOJAHUTE KOMaHAY:
$ /opt/drweb.com/bin/drweb-esagent [<napamempsi>]

Dr.Web ES Agent gonyckaeTt ncnosib3oBaHne CAeAyroLLInX NnapaMeTpoB:

Mapametp OnwucaHune

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UAW 3MYAATOPa TePMUHaNa KPaTKOW
CNpaBKW MO MMEeRLLIMMCS NapaMeTpam KOMaHAHOMW CTPOKW U 3aBepLueHne paboTbl
KOMMOHEeHTAa.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UK 3MyadTOopa TepMUHana nHbopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-esagent —--help

[laHHas komaHAa BbIBeAeT Ha dKpaH KpaTKyto cnpaBky komrnoHeHTa Dr.Web ES Agent.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HenoCcpeACcTBEHHO M3 KOMaHAHOW CTPOKM He
npesycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYecku, Npu CTapTe onepaLYOHHON CUCTEMBI,
AeMOHOM ynpasaeHusa koHourypaumen Dr.Web ConfigD. [lna ynpaBaeHua napameTpamu paboTsbl
KOMMOHEHTa, a Takxe ans noakatoueHuns Dr.Web Desktop Security Suite k cepepy
LleHTPaAn30BaHHOW 3alUuTbl ncnoab3ymnte ytmanty Dr.Web Ctl, npegHa3HauyeHHyto Ans
ynpasneHus Dr.Web Desktop Security Suite n3 komMaHZHOW CTPOKM.

@ [na 3anycka ytmuautel Dr.Web Ctl ncnonbsyiite komaHay drweb-ctl.

[ns nonyyeHns cnpaBki O KOMMOHEHTE U3 KOMaHAHOW CTPOKMW BbIMOJAHUTE KOMaHAY
man 1 drweb-esagent.
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9.13.3. NapameTpbl KOHPUrypauum

KoMMnoHeHT ncnoab3yeTt napameTpbl KOHPUrypaLuum, 3aaHHble B ceKUnn [ESAgent ]

obbeanHeHHoro koHdurypauvorHHoro dansa Dr.Web Desktop Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log

{mun xypHana}
ExePath
{nyme « cbaliny}
MobileMode

{On | Off | Auto}

Discovery

{On | Off}

OnucaHue

YpoBeHb N0APOOHOCTY BeAEHNSA XXypHana KOMMOHEHTa.

Ecnn 3HaueHme napameTpa He yka3aHO, MCNOAb3yeTCa 3HaYeHne napameTpa
DefaultLogLevel 13 cekunn [Root].

3HaueHune No ymonyaHuto: Notice

MeTtoz BeaeHVA XXypHana KOMMOHEHTa.

3HaueHVe Mo yMoaYaHuo: Auto
MyTb K ncnonHsemomy daiiny KOMMOHEHTa.
3HayeHVe No ymon4aHuo: /opt/drweb.com/bin/drweb-esagent

Vicnonb3oBaTtb WK He NCnonb3oBaTh MOBUAbLHBIA pexnm Dr.Web Desktop
Security Suite npu NoAKNHOUEHUN K CEpPBEPY LEHTPaNIM30BaHHOM 3aLLMUTbI.

Jonyctnmble 3HaYeHns:

e On — UCMNO/Jb30BaTb MOOW/IbHBIA PEXNM, EC/IV OH pPa3peLleH CepBEPOM
LEeHTPaNN30BaHHOW 3alLmMTbl (yCTaHaBAMBaTb OOHOBNEHMS C CepBEPOB
06HOBAEHNIA KOMMaHWK «[JokTop Beb» ¢ nomouwbto Dr.Web Updater);

e Off — He UCMO/Ib30BaTh MOBWJIbHBIA PEXIMM, OCTaBaTLCs B PeXMME
LieHTPaIM30BaHHOM 3aluThl (BCerga nosyyats 06HOBIEHUS TONBKO C
cepBepa LeHTpaan30BaHHOM 3aLLuThl);

e Auto — MCMO/b30BaTb MOOWABLHbBIV PEXMM, €CIN OH pPa3peLLeH CepBepPOM
LileHTPaNn30BaHHOW 3aLLuThl, @ OOHOBEHWS YCTaHaBANBATb Kak C CEPBEPOB
obHoBNEeHWU KoMnaHun «[lokTop Beb» ¢ nomouubto Dr.Web Updater, Tak u
C cepBepa LeHTpasM30BaHHOM 3aLLMThl, B 3aBUCMMOCTM OT TOTO, Kakoe
coefjMHeHVe AOCTYMHO W Ka4eCTBO Kakoro COejHeHNs ayyLle.

| MoBeseHWe JaHHOTO NMapaMeTpa 3aBUCUT OT pa3peLLeHNi
: Ha cepBepe: ecv MOBW/IbHbIV PEXMM Ha UCMO/Ib3yeMOM

cepBepe He paspeLleH, TO NapameTp He UMEeEeT HUKAKOro

addekTa.

3HaueHue no yMOAYaHWUKO: Auto

Pa3pelnTb WK 3aNpeTuTb areHTy NpUHMMaTh discovery-3anpochl OT
MHCMeKTopa CeTn, BCTPOEHHOTO B CEPBEP LIEHTPaIM30BaHHOM 3aLLWTbI
(discovery-3anpochl NCMONb3YHTCS MHCMEKTOPOM NS MPOBEPKN CTPYKTYPbI U
COCTOSIHUSI @HTVMBMPYCHOMN CETK).
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Mapametp

UpdatePlatform

{HazseaHue nnamgopmel}

DebuglIpc

{noeuyveckuti}

DebugConfig

{noeuyeckuti}

SrvMsgAutoremove

{yenoe yucno}
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OnuncaHue

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e On — pa3peLlaTtb areHTy NprHMMaTh N 0bpabaTbiBaTb discovery-3anpochi;

e Off — 3anpeTuTb areHTy NpUHMUMaTh U obpabatbiBaTb discovery-3anpochl.

| [aHHbIV napamMeTp UMEET NPUOPUTET Haj HaCTPOMKamM
: cepBepa LEeHTPasIM30BaHHON 3aLLMTbl: €C/IN YKa3aHo

3HaueHuve Of £, areHT He ByaeT NnpuHUMaTh discovery-
3anpocsl, faxe ecau 3Ta GyHKLUUSA BKAKOUEHA Ha CepBepe.

3HayeHVe No yMONYaHWto: On

Ob6o03HaueHVe NnaTopmbl, 418 KOTOPOW areHT byaet noayyaTb ¢ cepBepa
LLleHTPaNn30BaHHOW 3aluTbl OOHOBIEHWSA A8 @HTUBUPYCHOTO AApa.

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

e ana GNU/Linux: unix-1linux-32, unix-linux-64-engine64, unix-
linux-aarch64, unix-linux-e2k, unix-linux-e2k-engineo64,
unix-linux-mips, unix-linux-ppcodle,

e ans FreeBSD: unix-freebsd-32, unix-freebsd-64-engine64;

e ana Darwin: unix-darwin-32, unix-darwin-64-engine64, unix-
darwin-aarch64.

ii HactosTenbHo He peKoMeHAYeTCs U3MEHSATb 3HaUeHNe
: napameTpa, eCn Bbl HE YBEPEHbI, UTO 3TO AENCTBUTENBHO
HeobxoAnMo.

3HaueHVe No ymoa4YaHuto: 3agucum om ucnoas3yemoli naamgopmel

BkarouaTb MM He BKIOYATb B XKypHaN Ha OT1af04YHOM ypOBHe (Mpu
LogLevel = DEBUG) noapobHble coobuieHms IPC (B3anmogelicteume
Dr.Web ES Agent n gemoHa ynpasneHuns koHdurypaumer Dr.Web ConfigD).

3HayeHVe No yMoa4aHuto: No

[o6aBnatb nan He 406aBAATb B XXypHaN MHPOPMaLIMIO O HacTPOMKax,
MOJyYEHHBIX OT CepBepa LieHTPaan30BaHHOW 3aLluThI.

3HayeHVe No yMoa4aHuto: No

Cpok xpaHeHusa coobeHuii. o 3aBepLUeHMN yKazaHHOro Cpoka coobLyeHns
ypansarotca u3 6asbl.

[Jonyctumble 3HaueHus: oT 1 Hegenn (1w) Ao 365 aHel (3654d).
3HaueHVe NapamMeTpa yKkasblBaeTcs B BUAE LeNoro yncia ¢ cyphukcom s, m,

h, d, w.

3HaueHne No yMoNYaHuto: 1w
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9.14. Dr.Web MeshD

KomnoneHT Dr.Web MeshD npeacrtaBaset coboi areHT, BKAHOYAKOLLNIA y3eN C YCTaHOBAEHHbIM
Dr.Web Desktop Security Suite B «nokanbHoe 061ako», 06beanHAOLLEE Y3/bl, HA KOTOPbIX
ycTaHoBAeHbl NpoaykTbl Dr.Web ans Unix. JaHHoe ob6aako no3BoaseT ogHUM y3nam obnaka
MONYYUTb JOCTYN K CKaHVPYIOLWEMY A4pY APYrvX, APYrMMY CIOBaMK, BOCMO/b30BaTbCA YCYrou
no nposepke ¢annos.

[ns obbeanHeHMA y310B C ycTaHOBAEHHbIMU NpoaykTamun Dr.Web ana Unix B coctaBe Kaxkgoro
y31a AOKEH NPUCYTCTBOBaTb KOMMNOHeHT Dr.Web MeshD, o6ecneuvBatowmii BKAOUEHWE 3TOro
y3/1a B 0bnako. [NoaHoMoums y3na B pamkax obnaka 1 BO3MOXHOCTM 061aKa, Crnob3yemble
y3/10M, TMBKO peryanpyroTca HacTpokamm komnoHeHTa Dr.Web MeshD.

O6MeH AaHHbIMY C APYrMMU y31aMu obiaka NPOU3BOAUTCS MO 3alLMLLEHHOMY KaHany SSH.

9.14.1. MpuHUMNbI paboTbl

B aTom pasaene

e TuUMbl NOAKJHOYEHN

e PexxrMbl paboThl

e Yayru
o YaaneHHoe ckaHvpoBsaHue danaos (Engine)

o [lepesayva dannos Ha nposepky (File)

o [1poBepka URL (Url)

Dr.Web MeshD wurpaet posb nocpeaHuka, obecneunBatoLLero B3aMMOAENCTBME MEXAY Y3/10M, Ha
kKoTopom yctaHoBsieH Dr.Web Desktop Security Suite, n gpyrumm yanammn obnaka.

Tunbl noagkAOUEHUNA
Mpn pabote Dr.Web MeshD ncnosb3yeT noagkAtOUEHMA CleayOLLMUX TUMOB:

e KnueHmckue (cepsucHsie) ncnonbsytotca Dr.Web MeshD gna nogxatouennsa kK Hemy apyrux
y310B obnaka, KOTopble ABAAOTCA KAMEHTaMW YCAyT, MPeAoCTaBASEMbIX JaHHbIM Y3/10M.

| KomnoHeHTbl Dr.Web Desktop Security Suite, paboTatoLume Ha y3ne 1 UCnoab3yroLne
: ycnyru, npeaocTtaBaeHHble obaakoM, nogkatoyatorca k Dr.Web MeshD, paboTarowuii Ha
3TOM Xe y3/e, Yyepe3s AokabHbI Unix-cokeT. KnneHTckoe NogKktoueHne npu 3ToM He

NCroJib3yeTcs.

e [lapmHepckue (0OHopaHzo8ble) ncnonb3ytotca Dr.Web MeshD ansa Bzanmogencreus ¢
paBHOMpPaBHbIMU (B paMKax HEKOTOPOW ycayru) y3namun-naptHepamu obnaka. O6bluHO
Nnofo6HblE TOPM30HTa/bHbIE CBA3M NCMOJIb3YOTCA AN MacITabmupoBaHMA 1 pacnpeseneHuns
Harpysku npu B3anmMozencTBmmn c 061akom, a Takxke CUHXPOHM3aLUmM COCTOSHNSA y310B obnaka.
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e Bocxodauwjue ncnonbsyrotca Dr.Web MeshD ans nogkntoueHus 4aHHOrO y31a B POAW KAMEHTa K
y3nam obnaka, NpesocTaBAfOLWNM YCayrK (HanpuMep, nepegaya GanioB Ha MPOBEPKY U T. 4.).

Vcnonb3oBaHre NOAK/IOUEHNIA BCEX TPEX TUMOB HaCcTpamnBaeTCca A/ pa3HbIxX yciyr obiaka
He3aBMCUMO Apyr OT Apyra. [1pn 3TOM OAMH M TOT Xe y3en MOXeT BbITb HACTPOEH Kak cepBep A/
06CNy>KMBaHUA KJIMEHTCKMX 3aMpPOCOB B pamKax ogHon ycayru (Hanpumep, npoepku URL) 1 kak
KNMEHT — B paMKax ApYron ycayru (Hanpumep, yaaneHHOro ckaHMpoBaHus Gpainnos).

B pamkax obnaka y3abl OCyLLEeCTBASAIOT B3aMMOAENCTBME MO 3aLMLLEHHOMY NpoTokoay SSH, T. e.
BCE CTOPOHbI B paMKax KaXk4oro Mexy3noBOro B3auMoAencTBMSA Bcerga B3aMMHO
ayTeHTUdUUMpPOBaHbl. ns ayTeHTUGUKALMM UCNOb3YHOTCS Y310Bble Katouu (host keys) cornacHo
RFC 4251 . KnmeHTcKoe NoAKAoUeHMe OT I0KaNbHOTO KOMMOHEHTa BCerja cumtaercs
[AOBEPEHHbBIM.

Pe>xnmbl paboTbl

Dr.Web MeshD moxeT paboTaTtb Kak B pexxMMe AeMOHa, Tak 1 3anyckaTbCa Mo 3anpocam oT
apyrmux komnoHeHToB Dr.Web Desktop Security Suite, pacnonoxeHHbIX Ha 10KanbHOM y3ne. Ecan
Dr.Web MeshD HacTpoeH Ha 0bcny>knBaHme KIMEHTCKMX NOAKAOYEHWUI (NapameTp
ListenAddress He NycT) U akTMBMPOBAHa BO3MOXHOCTb OKa3aHWs XOTA Bbl O4HOM 13 yCAayr,
Dr.Web MeshD 3anyckaeTcs Kak Ae€MOH 1 XAET NOAKIHYEHMA CO CTOPOHbI KJIEHTOB.

Ecnm Dr.Web MeshD He HacTpoeH Ha 06cy>XMBaHNE KIMEHTCKUX MNOAKAKOUYEHMI (MapamMeTp
ListenAddress MycT) 1 3anNpocbl K HEMY OTCYTCTBYIOT B TeUYeHME Nepnoaa BPeEMEHN,
yKa3aHHOro B napametpe IdleTimeLimit, paboTa KOMMNOHEHTa aBTOMATUYECKN 3aBepLLAETCS.

Ycnyru

YpaneHHoe ckaHupoBaHue ¢annoB (Engine)

[JaHHas ycnyra nossonseT ucnosb3osaTb Dr.Web Scanning Engine ana npoBepku yaaneHHbIX
dannoB.: y3nbl, paboTaroLime B pOAN KAMEHTOB, OTNPaBAAIOT Gai/ibl Ha MPOBEPKY Ha CEPBEPHbBIN
y3e/, a cepBepHble y3/bl MPeAOCTaBAAIOT yCAYry No npoBepke GpaiioB, OTNPaBAEHHbIX
KANEHTCKMMM y3namMu. TUMOBble HaCTPOWKMN KINEHTa CeaytoLme:

[MeshD]
EngineChannel = On

EngineUplink = <adpec cepsepa>
ListenAddress =

Iﬁay3ne,BunonHﬂKnueM POJIb NOKaNbHOTO CepBepa CKaHMpPOBaHWA, 3ajaHbl cnegyrouimne
HaCTPOWKW:
EngineChannel = On

EngineUplink =
ListenAddress = <adpec>:<nopm>
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3aecb <adpec cepeepa> B BOCXOAALLEM COEAMHEHUN KAMEHTA JOIKEH YKa3blBaTb Ha Te <adpec>
n <nopm>, KOTOPble UCMOJb3YHOTCH CEPBEPHbLIM Y3/10M A5l OPraHm3aLMm KIUEHTCKMX
NOAKIHOUEHUIN.

Mepepaua ¢pannos Ha nposepky (File)

[aHHasa QYyHKLMOHaNbHOCTb He ncnosib3yetcs (PyHKLUUA YAaNeHHOro CKaHMPOBaHNA OKa3blBaeTCs
B pamkax ycayru Engine).

Mposepka URL (Url)

[aHHasa ycnyra npegHasHaveHa ana nposepkn URL Ha NpuHagneXXHoOCTb K MOTeHLMaNbHO
OracHbIM N HeXKeslaTe/IbHbIM KaTeropuaM: y3/ibl, BbICTyNatoLLME B POJN KINEHTOB, OTMPaBAANOT
URL ans npoBepKkn Ha cepBepHbIN y3e. TUMoBble HaCTPONKMN KANEHTa CaeaytoLme:

[MeshD]
UrlChannel = On

UrlUplink = <adpec cepsepa>
ListenAddress =

Ha y31€, BbICTyNnakoWeEM B KayecCTBe CcepBepa AN4 NPoBEPKK URL, 3ajaHbl cnegyrouine HaCTpOl‘/JIKl/Ii
UrlChannel = On

UrlUplink =
ListenAddress = <adpec>:<nopm>

3pecb <adpec cepgepa> B BOCXOAALLEM COEANHEHUM KNNEHTA AOMKEH YKa3blBaTb Ha Te <adpec>
N <nopm>, KOTOPbIE NCMOb3YHOTCA CEPBEPHBLIM Y3/I0M A5l OPraHu3aLmm KINEHTCKUX
NMOAK/IHOUEHUI.

9.14.2. AprymeHTbl KOMaHAHOMN CTPOKM

Yto6bI 3anycTUTb KOMMNOHEHT Dr.Web MeshD v3 KOMaHAHOW CTPOKW, BbINOJAHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-meshd [<napamempeol>]

Dr.Web MeshD pgonyckaet ncnosb3oBaHue caeayroLmnx napaMeTpoB:

Mapametp OnucaHune

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOAM MM 3MYAATOPa TeEPMUHANa KPaTKOW CNpaBKu Mo
NMeRLLMMCS NapaMeTpam KOMaHZAHOM CTPOKU U 3aBepLueHne paboTbl KOMMOHEHTa.
KpaTkuii BapuaHT: —~h
AprymeHTbl: Het

--version HasHaueHwne: BbiBOA Ha 3KpaH KOHCOAM UK 3MyAaTOpa TepMuHana nipopmaunm o
BEPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v
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AprymeHTbl: Het

Mpumep:

KomnoHeHTbl Dr.Web Desktop Security Suite

$ /opt/drweb.com/bin/drweb-meshd --help

[aHHaa KomMaHAa BbiBeAET Ha 3KpaH KpaTKyro cnpaBky koMmnoHeHTa Dr.Web MeshD.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXume HernoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npeaycMoTpeH. KOMNOHeHT 3anyckaeTcs aBTOMaTMYeCckn JEMOHOM yrnpaBaeHNa KoHdurypawmein
Dr.Web ConfigD npun HeobxogumocTtu. [1aa ynpaeaeHusa napameTpamu paboTbl KOMMOHeEHTa
ncnonbsynte ytuanty Dr.Web Ctl, npeaHasHaueHHyto ans ynpasaenus Dr.Web Desktop Security

Suite N3 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAy
man 1 drweb-meshd

9.14.3. MNapameTpbl KOHPUrypauum

KoMnoHeHT ncnonbsyeT napameTpbl KOHOUIypaLum, 3ajaHHble B ceKUUn [MeshD]
obbeanHeHHoro koHdurypauvoHHoro dansa Dr.Web Desktop Security Suite.

BCGKMMM npeacraBieHbl chefyrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log

{mun xypHana}
ExePath

{nyme « ¢baliny}
IdleTimelLimit

{uHmepean epemeHu;}

OnuncaHue

YpoBeHb N0APOBHOCTY BeAEHNSA XXypHala KOMMOHEHTa.

Ecnan 3HaueHre napameTpa He yka3aHO, NCMOAb3yeTCa 3HaUeHne
napameTpa DefaultLogLevel 13 cekuun [Root].

3HaueHne No ymonyaHuto: Notice

MeToz BeaeHVA XXypHaia KOMMOHEHTa.

3HauyeHne Mo yMOAYaHMIo: Auto
MyTb K ncnonHsemomy daiiny KOMMOHEHTa.
3HayeHue No yMoA4aHuto: /opt/drweb.com/bin/drweb-meshd

MakcrmanbHoe BpeMs NMPOCTOS KOMMOHEHTA, NMPW NMPEBbILLIEHNN
KOTOPOro OH 3aBepLUaeT CBOH paboTy.
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Mapametp

DebugSsh

{noeuyveckuti}

ListenAddress

<IP-adpec>:<nopm>

DnsResolverConfPath
{nyme k ¢paliny}
DiscoveryResponderPort

{Homep nopma}

FileChannel

{on | off

FileUplink

KomnoHeHTbl Dr.Web Desktop Security Suite

OnuncaHue

[Jonyctumble 3HaueHus: oT 10 cekyHz (10s) go 30 gHen (304d).

Ecnun yctaHoBNEHO 3HauveHMe None, TO KOMMOHEHT byzeT paboTatb
MOCTOSIHHO; B C/lyYae OTCYTCTBUA aKTUBHOCTU eMy He ByZeT oTnpasieH
curHan SIGTERM.

3HayeHVe No ymMon4aHuto: 10m

CoxpaHATb WK He COXpaHATb B XXypHase coobLieHns npotokona SSH
(ucnonb3yetca ANA nepefaun COOBLLEHNI U AaHHbIX), MONYYEHHbIX U
oTnpae/ieHHbIX KOMMNoHeHToM Dr.Web MeshD, paboTatoLwum Ha
[aHHOM Yy3/1e, eCv YCTaHOB/IEH YPOBEHb NMOAPOBHOCTU XypHana
LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

CeTeBOW COKeT (aZpec v NMOPT) KANEHTCKOTO MOAK/IHOYEHMS, Ha
KOTOPOM KOMMOHEHT OXWZAAeT NOCTYNIeHWUs COeJUHEHUI OT Y3108
ob1aka, ABAAIOLMXCA KINEHTaMW YCayr, NPeAoCTaBaseMblX AaHHbIM
y3/710M obnaka.

UT06bI KOMMOHEHT MOT MPOC/yLWKBaTL UHTEpdeiic IPv6 1 onpeaensTb
KAMeHTCKMe y3/bl obaka no IPv6, napameTtp AoskeH 6bITh
0653aTeNbHO YCTaHOB/EH.

Ec/v 3HaueHue He 3a4aHo, TO KOMMOHEHT He NMPVHUMAET 3anpochk! OT
K/MEHTOB.

3HauveHve No ymon4aHuto: 0.0.0.0:7090, ecin yCTaHOBAEH MakeT
drweb-scanning-server, B MPOTUBHOM C/ly4Yyae 3Ha4YeHUe He
3afaHo

MyTb Kk Ppanny Hactpoek DNS.
3HauveHVe No yMONYaHuto: /etc/resolv.cont

MopT, Ha KOTOPOM BbllecTos WMl y3en MeshD oTBeyaeT no
npotokony UDP Ha 3anpocbl KnMeHToB.

MexaHun3m diSCOVEI’y pa60TaeT TONbKO eCnn 3a4aH NapamMeTp
ListenAddress.

3HauyeHVe No yMo4YaHuto: 18008

Pa3pewwnTb nan 3anpetntb komnoHeHTy Dr.Web MeshD,
paboTatoLlemMy Ha JaHHOM y3e, MPYHUMaTb yyacTne B yciyre obMeHa
darinamu.

Ecnv 3TOT napameTp ycTaHOBJIEH B 3HaYeHMe On, TO KOMMOHEHT
Dr.Web MeshD 6yseT aBTOMaTyecku 3anyLieH AeMOHOM yrnpaBaeHus
koHurypaumeir Dr.Web ConfigD.

3HayeHVe No yMONYaHWto: On

Azpec BbiwecTtoawero y3na Dr.Web MeshD, npuHuMatoLero Ha
npoBepKy painbl € 3TOro ysna.
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Mapametp

{adpec}

FileDebugIpc

{noeuyveckuti}

EngineChannel

{on | off

EngineUplink

{adpec}
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OnuncaHue

Bo3MO>KHbIe 3HaYeHNA:

® 3HayeHUe He yKa3aHO — CepBep ANs 3TOW yCayru He 3ajaH, u Dr.Web
MeshD He 6yzeT HM K KOMY MOAKAHYATLCA.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yzeT noaknto4atbcs K
cepBepy C yKasaHHbIM ajpecoM 1 MOPTOM.

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepeepa ycayru
onpegenstotcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnm <domeH> He ykasaH, oH bepetcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneu search u
domain B 3aBMCMMOCTM OT TOTrO, Kakoe 13 HMUX BCTPeTUTCA B danne
KOHOUrypaLumm nociesHUM.

e discover — MCKaTb aJpec BbILLECTOALLErO y3/1a C MOMOLLbO
MexaHu3Ma discovery.

3HaueHve No ymMoaYaHuto: (He 3adaHo)

BbIBOANTL MAN He BbIBOAUTL OTAAZO0UHYHO MHPOPMALMIO B XXypHan Ans
ycnyr obmeHa daiinamu, eciv ycTaHoB/IEH YPOBEHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

Pazpelwmntb nan 3anpetntb KoMnoHeHTy Dr.Web MeshD,
paboTatoLlemMy Ha JaHHOM Yy3/e, MPUHMMaTL yYacTve B ycyre
npesoCcTaBieHNsa CKaHMpPYroLLero aapa.

Ecnm 3TOT napameTp ycTaHOBJIEH B 3HaYeHMe On, TO KOMMOHEHT
Dr.Web MeshD 6yseT aBTOMaTyecku 3anyLieH AeMOHOM yrnpaBaeHus
koHurypaumeit Dr.Web ConfigD.

3HayeHVe No yMOoNYaHWto: On

Azpec Bbiwecrtoawero y3na Dr.Web MeshD, npegocraeastoLyero
YCNYri CKaHVpYyHOLLLEro aapa ANA JaHHOro y3na.

Bo3MO>HbIe 3HaYeHNA:

® 3HaYyeHUe He yKa3aHO — CepBep ANS 3TOW yCayru He 3ajaH, u Dr.Web
MeshD He 6yzeT HM K KOMY MOAKAHYATLCA.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yzeT noaknto4atbcs K
cepBepy C yKasaHHbIM ajpecoM 1 MOPTOM.

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepBepa ycayru
onpegenstotcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnn <OdomeH > He ykasaH, oH bepeTtcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneun search u
domain B 3aBMCMMOCTU OT TOTFO, Kakoe 13 HMUX BCTPeTUTCA B danne
KOHOUrypaLumm nociesHUM.

e discover — MCKaTb aJpec BbILLECTOALLErO y3/1a C MOMOLLbIO
MexaHu3Ma discovery.
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Mapametp

EngineDebuglpc

{noeuyveckuti}

UrlChannel

{on | off

UrlUplink

{adpec}

UrlDebuglIpc

{noeuyveckuti}
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OnucaHue
3HaueHVe No ymMoaYaHuto: (He 3a0aHo)

BbIBOANTL MAN He BbIBOAUTL OTAAZOUHYHO MHPOPMALMIO B XXypHan Ans
YCNYri CKaHVPOBaHWA, eCNN YCTaHOB/IEH YPOBEHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

PazpelwmnTb nan 3anpetntb KoMnoHeHTy Dr.Web MeshD,
paboTatoLlemy Ha JaHHOM y3/e, NPUHUMAaTb yvacTue B ycayre
nposepku URL.

3HayeHVe No yMON4YaHWto: On

Azpec Bbiwectodawero y3na Dr.Web MeshD, nposepstowtero URL ans
AaHHOTO y3a.

Bo3MO>HbIe 3HaYeHNA:

e 3Ha4YyeHue He ykazaHo — cepsep nposepkn URL He 3asaH.

e </P-adpec>:<nopm> — Dr.Web MeshD 6yzeTt noakntoyatbcs K
cepBepy C yKasaHHbIM ajpecoM 1 MOPTOM.

e dns:<ums cepsuca> [ : <OoMeH>] — afpec 1 NopT cepBepa ycayru
onpegenstotcs nytem nouncka SRV-3anvcn DNS gomeHa <domeH >.
Ecnm <domeH> He ykasaH, oH bepeTtcs 13 daina koHburypaumm DNS
resolver (NyTb yka3aH B ResolverConfPath) U3 noneun search u
domain B 3aBMCMMOCTU OT TOTO, Kakoe 13 HMUX BCTPeTUTCA B danne
KOHOUrypaLumm nociaesHUM.

e discover — MCKaTb aJpec BbILLECTOALLErO y3/1a C MOMOLLbO
MexaHu3Ma discovery.

3HaueHVe No ymMoaYaHuto: (He 3adaHo)

BbIBOANTL MAN He BbIBOAUTL OTAAZOUHYHO MHPOPMALMIO B XXypHan Ans
ycnyru nposepkin URL, ecamn yctaHoB/ieH ypoBeHb MOAPOBHOCTM
XypHana LogLevel = Debug

3HayeHVe No yMoa4aHuto: No

| B TekyLweit Bepcun Dr.Web Desktop Security Suite ycnyra nepegayun ¢ainnos Ha npoBepky
: File He ncnonb3yetca. BMecTo Hee ciesyeT NCMONb30BaTh YCIYry CKaHUPYHOLLEro aapa

Engine.

9.15. Dr.Web URL Checker

Dr.Web URL Checker — BcnioMoraTe/ibHbli1 KOMMOHEHT, NpeAHa3HauYeHHbIA 415 MPOBEPKM
CCbIIOK Ha BPEAOHOCHbIE N HeXenaTeNbHble Be6-pecypcbl.

Dr.Web URL Checker ncnonb3yetca cnegytommm KOMNOHEHTaMU:

e Dr.Web MeshD,
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e SplDer Gate,
e Dr.Web MailD

9.15.1. MpuHUMNBbI paboTbl

KomnoneHT Dr.Web URL Checker npegHa3HaueH ans nposepku URL Ha nprvHaanexHoCTb K
He>enaTe/IbHbIM UAM MOTEHLUMANbHO ONACHbIM KaTeropmam.

MpoBepka BbIMNOJHAETCH IMHO C MOMOLLBIO CNeLMann3npoBaHHbIx 6a3 cCbioK, MO0 C MOMOLLLbHO
cepsuca Dr.Web CloudD. Yto6bl ncnonb3osats cepsuc Dr.Web CloudD, BbinosHWTe KOMaHAy:

# drweb-ctl cfset Root.UseCloud Yes

KomnoneHT Dr.Web URL Checker He Mo>eT 6bITb 3anyLeH nosb3oBatenem. OH 3anyckaeTcs
AEMOHOM ynpaBneHus koHourypaument Dr.Web ConfigD no 3anpocy oT gpyrx KOMNOHEHTOB.

9.15.2. AprymeHTbl KOMaHAHOW CTPOKM

Yto6bI 3anycTuTb koMnoHeHT Dr.Web URL Checker 13 komaHAHOWM CTPOKM, BbINOJHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-urlcheck [<napamempsl>]

Dr.Web URL Checker sonyckaeT ncnonb3oBaHue cnegyrowmx napameTpos:

Mapametp OnwucaHune

-~help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOIN UM 3MYNATOPa TepMUHaNa KpaTKon crpasku Mo
MMeroLMMCA NapameTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl KOMMOHEHTA.

KpaTkuii BapuaHT: —h

AprymeHTbl: Het

--version  HasmpaueHue: BbiBog Ha 3KpaH KOHCOMM AW 3MyAATOpa TepMUHana MHGOPMaLmMm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v
AprymeHTbl: Het
Mpumep:

$ /opt/drweb.com/bin/drweb-urlcheck --help

[aHHaa komaHAa BbiBeAET Ha 3KpaH KpaTkyto crnpasky komnoHeHTa Dr.Web URL Checker.

3ameuyaHumna o 3anycke

3anyck KOMMOHEHTa B aBBTOHOMHOM peXuMe HenoCcpeACcTBEHHO U3 KOMaHAHOW CTPOKM He
npesycMoTpeH. KOMMNOHeHT 3anyckaeTca aBTOMaTUYeCckn JeMOHOM yrnpaB/ieHns KOHUrypaumen
Dr.Web ConfigD npun HeobxogumocTtu. [1na ynpasaeHusa napameTpamu paboTbl KOMMOHeEHTa
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ncnonbsynte ytuanty Dr.Web Ctl, npeaHasHaueHHyto ans ynpaeaeHus Dr.Web Desktop Security
Suite N3 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-urlcheck.

9.15.3. MNapameTpbl KOHPUrypauum

KoMnoHeHT ncnonb3yet napameTpbl KOHOUIypaLum, 3agaHHble B cekKunn [Urlcheck]
obbeanHeHHoro koHdurypauvorHHoro dansa Dr.Web Desktop Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{ypogeHsb
nodpobHocmu}

Log

{mun xypHana}
ExePath

{nyme « cbaliny}
IdleTimeLimit

{uHmepsasn
epemMeHU}

RunAsUser

{UID | ums
nosis3o08ameyisi}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnv 3HaueHne napamMeTpa He YKa3aHO, UCMOJIb3yeTCAa 3HaYeHne napamMmeTpa
DefaultLoglevel mn3 cekumm [Root].

3HauyeHue No yMoa4YaHuIo: Notice

MeTtoz BegeHna XKypHaaa KOMMOHEHTa.

3HaueHMe Mo yMONYaHNI: Auto
MyTb K McnoaHseMomy daliny KOMMOHEHTa.
3HaueHuMe No ymonyaHuto: /opt/drweb.com/bin/drweb-urlcheck

MakcrmanbHoe BpeMs MPOCTOs KOMMOHEHTA, MO MPEBbILLIEHWO KOTOPOro OH
3aBepLuUaeT CBOH paborTy.

[Jonyctumble 3HaueHmns: oT 10 cekyHZ (10s) go 30 gHel (304).
Ecam yctaHOBNEHO 3HauveHMe None, TO KOMMOHEHT ByaeT paboTaTb MOCTOAHHO; B
C/lydyae OTCYTCTBMS aKTUBHOCTU eMy He byaeT otnpasieH curHan SIGTERM.

3HaueHue no YMOYaHUIO: None, €C/IN YCTAaHOBJIEH MaKeT drweb-scanning-
server, U 10m B NPOTUBHOM C/lyYae

MNonb3oBaTenb, OT UMEHM KOTOPOTO 3amnyckaeTca KOMMOHEHT. Bbl MOXeTe yka3aTb
yncnoBon naeHtTndrkatop nosbsosatens (UID) nav ero nms (noruH). Ecam nmsa
noJsib3oBaTesis coCToUT 13 Lmdp (T. e. noxoxe Ha uncnosow UID), To oHO
yKa3biBaeTcs € npedrKcom name :, HanpumMep, RunAsUser = name:123456.

Ecav ums nonb3oBaTens ykasaHo HEKOPPEKTHO, paboTa KOMMOHEHTa 3aBepLUaeTcs
OLUIMBKON cpasy nocae NombITKX 3anycka.

3HaueHue no YyMONYaHUIO: drweb

PyKOBOACTBO noJsib3oBarena
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9.16. Dr.Web CloudD

B aTom pasaene

e [puHLUMIbI PaboTbl

Pa6ota c cepsrcom Dr.Web Cloud

e APryMeHTbl KOMaH/AHOW CTPOKM

[NapameTpbl KOHOUTYPAaLIK

MpuHUKMNbI paboTbl

KomnoneHt Dr.Web CloudD npeaHasHaueH ans obpaiyeHuns k obnauHomy cepsucy Dr.Web
Cloud komnaHun «Joktop Beb». Cepuc Dr.Web Cloud cobupaeTt oT Bcex aHTMBUPYCHbIX
npogaykTos Dr.Web csexyto nHdpopmaunto o6 obHapy>KeHHbIX yrpo3ax, YTo NO3BOJIAET:

e HelTpann3oBaTb HOBEWLLME Yrpo3bl, ONMCcaHMe KOTOPbIX eLLe He BHECEHO B BUPYCHble 6a3bl;

e OrpajunTb NOAb30BaTeNEN OT NOCELLEHMSA HEXeNaTeNbHbIX CakTOB, OMMCaHNe KOTOPbIX eLle He
BHeCceHO B 6a3bl kaTeropuin Be6-pecypcos;

® CHW3UTb BEPOSATHOCTb JIOXKHbIX CpabaTtbiBaHUI ckaHupytoLero sapa Dr.Web Scanning Engine.

Ec/iM KOMNOHEHT BK/IKOYEH, TO OH ByAeT NeproAnyeckn oTnpasasTe obnavyHomy cepsucy Dr.Web
Cloud cratnctnky obHapyXeHus MHPULMPOBaHHbIX PpalnioB.

I Bce JaHHble, OTNnpaBJ/iAeéMbl€ KOMMNOHEHTOM Ha CepBepPbl KOMMNaHNN «,U,OKTOp Be6»,
: ABNAOTCA 06€3/IMUEHHBIMU U HE MO3BOAAOT I/IAEHTI/ICI)VILI,VIpOBaTb NMnoJib30oBaTenA.

Mpw yctaHoBke Dr.Web Desktop Security Suite B rpaduyeckomM pexkvme NocpescTsom
YHMBEPCANbHOMO NnakeTa . run GAaxok fl Xxouy noAKAOUNTLCA K 061auHbIM cepBUcam
Dr.Web Cloud ycraHoBieH no ymonyaHuto. Ecam ero He CHATb, TO KOMMOHeHT Dr.Web
CloudD 6yget BkaroyeH. MNpwu yctaHoBke Dr.Web Desktop Security Suite n3 penosutopus
komMnoHeHT Dr.Web CloudD no ymonyaHuIo BbIKAHOYEH.

O6nauHbin cepsunc Dr.Web Cloud ncnosb3syetcs Kak AOMONHUTENbHBIN 3LIENOH 3aLuUTbl NPy
nposepke $pannoBbix cnuctem, ceteBoro Tpadpuka n URL. Ecam komnoHeHT Dr.Web CloudD
BKJIFOUEH, TO OH 3aAe1CTBYeTCA MPpY BCEX OnepaLymax NpoBepkn GannoBbIX CUCTEM.

Pa6orta c cepucom Dr.Web Cloud

MoaxntoueHme Dr.Web Desktop Security Suite k cepsucy Dr.Web Cloud npouncxogut
aBTOMaTMYeCKW Npu BKAOYEHMM KOoMNoHeHTa Dr.Web CloudD.

Bbl MOXKeTe BKAOUUTL AN OTKAOUUTL KoMnoHeHT Dr.Web CloudD ¢ nomollpsto:

e rpadumyeckoro nHrepderica Dr.Web Desktop Security Suite;

PyKOBOACTBO noJsib3oBarena
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e vTuanTbl Dr.\Web Ctl:

e pefaKTUPOBaHMA KOHOUIYpaLUKroHHOro damnaa BpyYHYHO.

BkaitoueHue uam oTkaroueHue ¢ nomoLbio rpadpuueckoro nHrepgeiica Dr.Web Desktop
Security Suite

H W=

Otkpovite okHo Dr.Web ansa Linux 1 Haxxmute ANA Mepexosa K HacTpomKam.
MNepenante Ha Bknaaky Dr.Web Cloud.

Mepeseante Dr.Web Desktop Security Suite B pexxum agmuHucTpaTopa.

Y1061 BKIOUNTL KOMNOHEHT Dr.Web CloudD n noakntountbcs k cepsucy Dr.Web Cloud,
ycTaHoBuTe dpnaxok MogknrounTbea K o6nauHbim cepBucam Dr.Web Cloud
(pekomeHAayeTcsA), B MPOTUBHOM C/lyYae CHUMUTE 3TOT hia>kok.

MNoapobHee npo HacTporky cepsuca Dr.Web Cloud B rpaduueckom pexnme.

Bk/itoueHue uam oTkaroueHue ¢ nomouybio ytuautsl Dr.Web Ctl

Yto6bl BktOUNTL Dr.Web CloudD, BbinosHWTE KOMaHAy:

# drweb-ctl cfset Root.UseCloud Yes

qTO6bIOTKﬂmHMTbaTOTKOMHOHeHT,BHHOHHMTGKOMaHAM

# drweb-ctl cfset Root.UseCloud No

BkaroueHue Uan oTK/IFOUEHME NyTeM pefaKTUpoBaHUA KoOHuUrypaumoHHoro ¢aina
BPY4HYIO

1.

ili Bbl Z0/1KHbI BbITb YBEPEHbI B KOPPEKTHOCTU M3MEHEHWI, BHOCKMbIX B KOHOUIYPaLMOHHbIN
dann.

OtkpovTe KOHOUrypaLMOoHHbIA Gann /etc/opt/drweb.com/drweb. ini ana GNU/Linux B
npeanoyYnMTaeMoM BaMu TEKCTOBOM peAakTope € npaBaMu aiMUHUCTpaTopa. YTobbl NonyumnTb
npaBa agMUHNCTPATOpPa, UCMOb3yNTe KOMaHAY CMeHbl NMOJIb30BaTeNA su MW KOMaHAy
BbIMOJIHEHNA OT MMEHW ApYroro nojb3oBaTens sudo.

Ecam B KOHUrypaLMoHHOM daine oTCyTCTBYeT cekuums [Root ], TO Nepensmte B KOHel,
darina n fobaBbTE C HOBOW CTPOKMU:

° ,ﬂ,]’lﬂ BKJIOYEHNA KOMMNOHEHTa N NOAK/IFOYEHNA K CEPBUCY:

[Root]
UseCloud = Yes

o ,D,IIFI BbIKNFOYEHNA KOMMOHEHTa N OTKAHOYEHUA OT CcepBUCa:

[Root]
UseCloud = No

Ecan koHdUrypaumoHHbI danin yxe BkAtOUaeT cekumnto [Root]:

PyKOBOACTBO noJsib3oBarena

334



A1 7
X

Py
$

KomnoHeHTbl Dr.Web Desktop Security Suite

e Ecam napameTp UseCloud OTCyTCTBYET, 406aBbTe €ro, ykaszaB UseCloud = Yes A/d
MoAKNOUeHNsA K cepBUCY N UseCloud = No AN OTKJAHOYEHUA OT HEro.

e Ecv napameTp UseCloud y>e yKa3aH B cekuun [Root], TO M3MEHWTE ero 3HayeHune Ha
Yes A9 NOAKIOYEHUS K CEPBUCY UM Ha No A/ OTKJIFOUEHUS OT HETO.

3. lMepe3arpy3ute koHbUrypauuto Dr.Web Desktop Security Suite, BbINONHMB KOMaHAY:
# drweb-ctl reload

ANA NPpUMEeHEHUA BHECEHHDbIX N3MEHEHWUI.

KomnoHeHT Dr.Web CloudD 3anyckaeTcs aBTOMaTU4eCKN EMOHOM YMNpaBAeHUs KOHPUrypaLmen
Dr.Web ConfigD npun HeobxogumocTtu. [1na ynpasaeHusa napameTpamu paboTbl KOMMOHeEHTa
ncnonbsynte ytuanty Dr.Web Ctl, npeaHasHaueHHyto ans ynpasaenus Dr.Web Desktop Security
Suite N3 KOMaHAHOW CTPOKMW.

l [na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAY
man 1 drweb-cloudd.

AprymeHTbl KOMaHAHOMN CTPOKMU

YTo6bI NOKa3aTh CNpaBoOYHYyt MHOPMaLMIo 0 koMnoHeHTe Dr.Web CloudD, BbinoaHute
KOMaHAy:

$ /opt/drweb.com/bin/drweb-cloudd [<nhapamempei>]

drweb-cloudd NpuUHMMaET cieaytoLle napameTpbl:

Mapametp OnucaHune

--help Ha3HaueHwe: BbiBOA Ha 3KpaH KOHCOAM MM 3IMYAATOPa TEPMUHANA KPaTKOW CNpaBKu Mo
MMerLWMMCS NapamMeTpam KOMaHAHOM CTPOKU 1 3aBepLueHre paboTbl KOMMOHEHTA.
KpaTkuii BapmaHT: —-h

AprymeHTbl: Het

--version  Ha3HaueHwue: BbiBOA Ha 3KpaH KOHCOAM MW 3MyAATOpa TepMUHana nHopmaunm o
BEpPCMM KOMMOHEHTa U 3aBepLUeHne paboTbl.

KpaTkuii BapuaHT: -v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-cloudd --help

JTa KOMaHAa BbiBeAET Ha 3KpaH KpaTKyto cnpaBky o komnoHeHTe Dr.Web CloudD.

PyKOBOACTBO noJsib3oBarena
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KomnoHeHT Dr.Web CloudD ncnonb3yet napameTpbl KOHOUIypaLuun, 3ajaHHble B CEKLUN
[CloudD] obbeanHeHHOro koHourypaumoHHoro danna Dr.Web Desktop Security Suite.

YT06bI M3MEHUTL 3HaUeHMe Kakoro-anbo napametpa Dr.Web CloudD, BbinosHWTEe KOMaHAy:

# drweb-ctl cfset CloudD.<napamemp> <3Ha4yeHue>

B cekummn [CloudD] npeacTaB/ieHbl CeaytoLe napameTpsi:

Mapametp

LogLevel

Log

ExePath

RunAsUser

IdleTimeLimit

Aonyctumbie
3HaueHus

Debug, Info, Notice,
Warning uau Error

Auto,
Syslog[:<Daemon,
User, Mail unu
Local0..7>] unu
<nyme Kk ¢adiny>

nyme k ¢aliny

<UID> unu <ums
nosie3o8ameis>

UHMep8sasn spemeHu

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHaia KOMMOHEHTa.

Ecnm 3HaueHre napameTpa He yka3aHo, NCNOob3yeTca
3HauyeHuMe napameTtpa DefaultLogLevel U3 cekUnK
[Root].

3HauyeHue No yMon4YaHuIo: Notice

MeTtoz BegeHa XKypHaaa KOMMOHEHTa.

3HaueHue no YMOA4YaHUKO: Auto

MyTb K McnoaHsemMomy daliny KOMMOHEHTa.

3HaueHwue no
yMonyaHuio: /opt/drweb.com/bin/drweb-cloudd

MNMonb3oBaTenb, OT UMEHW KOTOPOro 3amnyckaeTca
KOMMOHEHT. Bbl MOXeTe yKka3aTb YMCI0BOM
naeHtndburkatop nonbzosatens (UID) nam ero nmsa
(noruH). Ecam nma nonb3osatensa coctonT ns undp (1. e.
noxoxe Ha uncnosoin UID), To OHO yKa3biBaeTcs ¢
npednKcom name :, Hanpumep,

RunAsUser = name:123456.

Ecav ums nonb3oBaTens ykaszaHo HEKOPPEKTHO, paboTa
KOMMOHEHTa 3aBepLUaeTcs ownbKon cpasy nocie
MoMbITKK 3anycka.

3HaueHue no yMONYaHUIO: drweb

MakcvManbHOe BpeMs MPOCTOs KOMMOHEHTa, Npu
MPEBbILLIEHNM KOTOPOrO OH 3aBepLLAeT CBOO paboTy.

[Jonyctnmble 3HaueHuns: o1 10 cekyHA (10s) go 30 aHen
(304).
Ecnn yctaHOBNEHO 3HaueHWe None, KOMMOHEHT ByaeT

PyKOBOACTBO noJsib3oBarena
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Mapametp

FixedSocketPath

PersistentCache

DebugsSdk

Jonyctumbie
3HaueHuA

nyme k ¢adiny

On, Yes, True, Off, No
unu False

On, Yes, True, Off, No
unu False

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

paboTaTb MOCTOAHHO; B C/lyvae OTCYTCTBMSA aKTUBHOCTM
eMy He byaeT oTnpasneH curHan SIGTERM.

3HauveHne No yMmoi4aHuto: 1h

MyTb K Ppanny Unix-coketa GUKCMPOBAHHOTO
3K3emmnaspa KOMMNOHeHTa.

Mpwv 3agaHUK 3TOro NapameTpa AeMOH yrnpaBaeHns
koHurypauwmen Dr.Web ConfigD cnegut 3a Tem, 4tobb!
BCersa UMenca 3anyLleHHbIl 3K3eMMNAAp KOMMOHEHTA,
AOCTYMHBIN KAVEHTaM Yepes 3TOT COKeT.

CoKeTa Ha3HaueHbl CleaytoLme npasa
Aoctyna:

jl Y6eamnTech, UTO KaTanory ¢ Ganiom

drwxr-xr-x

Y106bI NpOCMOTPETL NpaBa A0CTyna,
BbIMNOJIHATE KOMaHZAY:

$ 1s -1d <nyme k kamanozy>

3HauyeHve No yMoAYaHuIo: (He 3a0aHo)

BKk/touaTh WM HET COXpaHeHVe Ha AWCK Kella OTBETOB,
noayydaembix ot Dr.Web Cloud.

3HayveHne No ymonyaHuto: Of £

Bkarouatb MAK HET B XKypHan Ha OT/aflOMHOM YPOBHe
(Npy LogLevel = DEBUG) NOApo6Hble COOOLLEHNs OT
Dr.Web Cloud.

3HauveHne No yMo4aHuto: No

PyKOBOACTBO noJsib3oBarena
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9.17. Dr.Web StatD

KomnoneHT Dr.Web StatD npesHasHaueH Ans HaKOMAEHUA CTaTUCTUKM COBbITUIN, BO3HMKAIOLLMNX B
npouecce paboTtbl komnoHeHToB Dr.Web Desktop Security Suite. MonyyeHHble cobbiTUA
PEerncTpUpyroTC B MOCTOAHHOM XPaHWUAULLE WU MOTYT BbITb MNOAYYEHbI MO 3anpocy.

9.17.1. MpuHUMNbI paboTbl

KomnoHeHT Dr.Web StatD obecneunBaeT HakomnieHWe 1 NOCTOSHHOE XpPaHeHMEe COObITUN,
noctynatowmx ot komnoHeHToB Dr.Web Desktop Security Suite B npouecce paboTbl.
Pernctpupytotca cobbiTma cneayroLmx TUNOB:

® HEOXMNAaHHOE 3aBepLlleHne pa6OTbI KOMIMOHEHTa;

e ObHapy>eHue yrpo3bl B COOOLLEHNN SNEKTPOHHOMW NMOYThI.

MpocMoTp cobbiTMI 1 ynpaBaeHne uMn obecneymBaeTca KOmaHaou events yTuantel Dr.\Web
Ctl.

9.17.2. AprymeHTbl KOMaHAHOMW CTPOKN

UYto6bI 3anycTUTb KOMMOHeHT Dr.Web StatD 13 koMaHAHOW CTPOKMW, BbINOJAHUTE KOMaHAY:

$ /opt/drweb.com/bin/drweb-statd [<napamempeol>]

Dr.Web StatD gonyckaeT ncnonb3oBaHune CiefyoLnx NapamMmeTpos:

Mapametp OnwucaHune

--help HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAW UK IMYAATOPa TEPMUHANA KPaTKOW CrpaBKu
no VMeLLMMCS NapaMeTpam KOMaHAHOW CTPOKM 1 3aBepLueHne paboTbl
KOMMOHEeHTa.

KpaTkuii BapuaHT: —h
AprymeHTbl: Het

--version HasHaueHwe: BbiBOA Ha 3KpaH KOHCOAWN UK 3MyadTOopa TepMUHana nibopmMaumm o
BEPCUM KOMMOHEHTa 1 3aBepLueHne paboTbl.

KpaTkuii BapuaHT: —v

AprymeHTbl: Het

Mpumep:

$ /opt/drweb.com/bin/drweb-statd --help

JTa KOMaHAa BbIBeAEeT Ha 3KpaH KpaTKyro crpaBKy KoMmnoHeHTa Dr.Web StatD.

PyKOBOACTBO noJsib3oBarena
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3ameuyaHumna o 3anycke

3aﬂyCK KOMMNOHEeHTa B aBTOHOMHOM peXnmMe HenocpeaCcTBeHHO U3 KOMaHAHOI7I CTPOKM He

npesycMoTpeH. KOMMNOHEeHT 3anyckaeTca aBTOMaTUYeCkn eMOHOM yrnpaB/ieHns KOHUrypaumen
Dr.Web ConfigD npun HeobxogumocTtu. [1aa ynpasaeHusa napameTpamu paboTbl KOMMOHeEHTa

ncnonbsynte ytuanty Dr.Web Ctl, npeaHasHaueHHyto ans ynpasaenus Dr.Web Desktop Security
Suite N3 KOMaHAHOW CTPOKMW.

@ [Ana 3anycka ytuantel Dr.Web Ctl nucnonb3syiite komaHay drweb-ctl.

[na nonyyeHms cnpaBky O KOMMOHEHTE N3 KOMaHZAHOW CTPOKW BbIMOJIHUTE KOMaHAy
man 1 drweb-statd

9.17.3. MNapameTpbl KOHPUrypauum

KomnoHeHT ncnonb3yeTt napaMeTpbl KOHGUIypauun, 3agaHHble B ceKumMm [StatD]

obbeanHeHHoro koHdurypauvorHHoro dansa Dr.Web Desktop Security Suite.

BCGKMMM npeacraBieHbl cheayrouine napamMmeTpbl:

Mapametp
LogLevel

{yposeHb hodpobHocmu}

Log

{mun xypHana}
ExePath

{nyme « ¢baliny}
IdleTimelLimit

{uHmepean epemeHu;}

RunAsUser

{UID | ums nose3o8amens}

OnucaHune

YpoBeHb MNOAPOOHOCTY BEAEHWS XYypPHana KOMMOHEHTa.

Ecnn 3HaueHre napameTpa He yka3aHO, NCMO/b3yeTca 3HaUeHne
napametpa DefaultLoglLevel U3 cekuun [Root].

3HauyeHMe No yMoa4YaHuIo: Notice

MeTtoz BegeHna XKypHaaa KOMMOHEHTa.

3HayeHVe Mo yMOoYaHuMIo: Auto
MyTb K McnoaHsemMomy daliny KOMMOHEHTa.
3HaueHuMe No ymonyaHuio: /opt/drweb.com/bin/drweb-statd

MakcrmanbHoe BpeMs MPOCTOst KOMMOHEHTa, MO NMPEBbILLIEHNIO KOTOPOro
OH 3aBepLuaeT cBOH paborTy.

[Jonyctnmble 3HaueHmns: o1 10 cekyHA (10s) go 30 agHen (30d).

Ecnv yctaHOBNIEHO 3HaueHWe None, TO KOMMOHEHT bysaeT paboTaTtb
NMOCTOAHHO; B C/lyYae OTCYTCTBMUA aKTUBHOCTU emy He ByaeT oTnpaBaeH
curHan SIGTERM.

3HauyeHue No yMoa4YaHuMto: 10m

Mosb3oBaTesb, OT IMEHW KOTOPOro 3amnyckaeTca KOMMOHEHT. Bbl MoxeTe
yKasaTb YncnoBon naeHtndukatop nonssosatens (UID) uam ero nms

PyKOBOACTBO noJsib3oBarena
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Mapametp

MaxEventStoreSize

{pazvep}

KomnoHeHTbl Dr.Web Desktop Security Suite

OnucaHune

(noruH). Ecim nma nosnb3oBatensa coctouT n3 Lmdp (T. e. Moxoxe Ha
uncnosoi UID), To oHo yKka3biBaeTcs ¢ NpedrKCOM name :, HaNnpumep,
RunAsUser = name:123456.

Ecav ums nonb3oBaTens ykasaHoO HEKOPPEKTHO, paboTa KOMMOHEHTa
3aBepLuaeTcs oWnbKoM cpasy nocsie NonbITKM 3anycka.

3HauveHne No yMon4YaHuto: drweb

MakcrMabHbIN pa3peLleHHbId pa3mep 6a3bl COObITUIA. 3a4aeTca B mb,
Hanpumep: MaxEventStoreSize = 100mb.

MunHnManbHoe 3HaveHue: 50mb.

3HauyeHWe No yMOAYaHuIo: 1GB

PyKOBOACTBO noJsib3oBarena
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10. MpunoxxeHuns

10.1. MpunoxxeHue A. Buabl KOMMNbIOTEPHbIX Yrpo3

B atom paspene

e KoMnbrOTEPHbIE BUPYCHI

KomMnbroTepHbIE YEePBWU

TposHCcKMe nporpamMmbl

[Mporpammsbl B310OMa

e PeknamMHble nporpamMmbl

e [TporpamMmbI-LLIYTKW

[MporpamMmbl 1O3BOHA

[ToTeHLVaAbHO ONacHble MPOrpaMmmbl

e [Noao3putenbHble 06bEKTHI

Mo TEPMUHOM «yepo3a» B 3TON Knaccubukaumm noHnMaetcs atoboe NporpaMmmMHoe CPeACTBo,
KOCBEHHO WM HanpsMyH CMOCOBHOE HaHeCTU yLiepb KOMMbIOTEpPY, CeTH, MHGOPMaLMN UK
npaBam Mo/ab30BaTeNs (TO eCTb BPeAOHOCHbIE M MPOYMe HeXXenaTebHble Mporpammbl). B 6onee
LIMPOKOM CMbIC/IE TEPMUH «yrpO3a» MOXET 03HauaTb 0Oy NMOTEHLMaNbHYK OMAaCHOCTb A1
KOMMbOTEPA NN CETU (TO eCTb ee YA3BMMOCTb, KOTOpPasi MOXET HbITb MCNONb30BaHa A/
NPOBeAEeHNs XakepCKnx aTak).

Bce tmnbl nporpamMm, onncaHHble HNXXE, NOTEHLMAaIbHO o6nap,ar0T CMOCOBHOCTbLIO noABepPrHyTb
OMNacHOCTWN AaHHble NoNb30BaTeN A NN X KOHq)I/IAeHLI,VIaJ'IbHOCTb. I'IporpaMMb|, KOTOpble HE
CKPbIBAakOT CBOETO MPUCYTCTBNA B CUCTEME (Hanpwvlep, HEKOTOPbIE NMporpamMmmMbl Ana pacCblJikKn
cnaMa Man aHaam3aTopbl Tpaqwu(a), 06bIYHO He NPUHATO NPUYNCAATL K KOMMNbHOTEPHbIM Yyrpo3am,
XOTA Npun onpeaeneHHbIX 0bCTOATENIbCTBAX OHM TakXKe MOTYT HaHeCT\ Bpe NoJib30BaTeNHO.

KomnbloTepHblie BUPYChI

[JaHHbIV TN KOMMNbKOTEPHbIX YIPO3 XapakTepr3yeTcst COCOBHOCTbIO BHEAPSATL CBOM KOZ B
UCMONHAEMBIN KO APYTUX NporpaMM. Takoe BHeApeHWe Ha3biBaeTCsa UHPUYUposaHuem. B
6ONbLINHCTBE ClyYaeB MHOULIMPOBAHHbIN dain caM CTaHOBUTCA HOCUTENEM BUPYCa, a
BHEZAPEHHbIN KO He 0653aTe/IbHO NMONHOCTbIO COOTBETCTBYET OPUTMHANY. 3HAUUTENBHOE YMCIO
BUPYCOB CO3aeTcs A5 MOBPEXAEHUS UM YHUUTOXEHNUSA AaHHbIX.

B komnanum «[loktop Beb» BMpyChl knaccnuumpyrotca no Tmnam Gannos, KOTOpble OHK
NHONLMPYIOT:

e Qatinosele gUpPyCol UHOULIMPYHOT dalibl OnepaLoHHON cucTeMbl (0B6bIYHO UCMONHAEMbIE
dannbl 1 AnHaMmmn4veckne 6MbANOTEKIN) N aKTUBM3UPYHOTCA NPK obpalleHnmn K
NHPULMpPOBaHHOMY dainy.

PyKOBOACTBO noJsib3oBarena
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e Makpo-supycel VHOULIMPYIOT OKYMEHTbI, KOTOPbIe UCMOAb3YHOT NPOorpaMMsbl U3 NakeTa
Microsoft® Office (1 gpyrve nporpammbl, KOTOPble NCMOJb3YHOT MaKpOChl, HanNncaHHbIe,
Hanpumep, Ha A3bike Visual Basic). Makpocel — 3T0 BCTPOEHHbIE MPOrpamMMbl, HanMcaHHbIe Ha
MOJIHOLLEHHOM fA3blKe NPOrpaMmMMpoBaHns, KOTOPbIE MOTYT 3amnycKaTbCa Npu onpeaeneHHbIX
ycnoBusx (Hanpumep, B Microsoft® Word Makpocbl MOryT 3anyckaTbCsi Py OTKPbITUN,
3aKpbITUM I COXPAaHEHUN JOKYMEHTA).

e Ckpunm-supycsl MULLYTCA Ha A3blKaxX CKPUMTOB M B HONbLUNMHCTBE CyYaeB MHOULMPYLOT
Apyrve dannbl CKpUnToB (Hanpumep, cay>KebHble Gannbl onepaunoHHON cuctembl). OHM TakxKe
MOTyT MHPULMpOBaTb daliabl APYrvx TUMOB, KOTOPbIE NOAAEPXKMBAKOT UCMONHEHNE CKPUMTOB,
M MOTYT PacrpoCTPaHATLCS, HanpumMep, MOCPEACTBOM YA3BUMbIX BEO-MPUIOKEHNUN.

e 3aepy304Hbie 8UpPYCbl NHOULMPYHOT 3arpy30UHble CEKTOPbI ANCKOB 1 pa3AenoB, a Takxe
rNaBHble 3arpy30YHble CEKTOPbI XECTKUX ANCKOB. OHM 3aHMMatOT OYEHb MasIo NMaMATL U
OCTarOTCA rOTOBLIMYU K BbINOJIHEHUIO CBOMX QYHKLMIA A0 TeX Nop, Noka He byaeT npoun3BeseHa
BbIrpy3Ka, nepesarpyska uamn 3aBepLueHne paboTbl CUCTEMBI.

BoabWWHCTBO BUPYCOB 06/1aAaeT onpeseneHHbIMU MexaHM3MaMu 3aluTbl OT OBHapy>KeHMs,
KOTOPbl€ MOCTOSHHO YNyYLLaOTCA, MO3TOMY A/ aHTMBUPYCHbIX NPOrpamMM pa3pabaTbiBatoTcs
HOBble CNOCOBbI NPEeOAONEHMS 3TOM 3aWuThbl. BUpyCbl MOXHO pa3zenuntb Mo NPUHLMMNY 3aLUThb
OT ObHapy>eHus:

o lllugpposaHHseie supycoel LUINGPYHOT CBON KOA MPU KaXKAOM HOBOM MHPULMPOBAHUM, YTO
3aTpysHAeT ero obHapyxeHwue B daiine, NaMATU UK 3arpy304HOM cekTope. Kaxabiv
3K3eMMNIAP TaknxX BUPYCOB COAEPXKMUT TONbKO KOPOTKMI 0bLwmIn pparmeHT (mpoueaypy
pacwmdpoBKM), KOTOPbIA MOXHO BblIbpaTh B Ka4ecTBe CUrHaTypbI.

o [TonumopgHsie supycol NCMONb3YHOT MOMUMO LWINPPOBaHNA KOAa CNeLmanbHy0 NpoLueaypy
pacWmnPpPOBKM, N3MEHSAIOLLYIO camy cebs B KaXKZIOM HOBOM 3K3eMMAsApe BUPYCa, YTO BeseT K
OTCYTCTBMIO Y TakoOro Bmpyca 6anToBbIX CUTHATYP.

e Cmeic-supycsl (BUPYCbI-HEBUANMKM) MPEANPUHUMAOT CreLnanbHble 4eNCTBUS AN
MaCKMPOBKM CBOEW AeATeNbHOCTU C LieNIbk0 COKPbLITUS CBOErO NPUCYTCTBUSA B MHOULMPOBAHHbBIX
ob6bekTax. TakoW BUPYC CHUMAET XapaKTepucTMkn obbekTa nepes ero MHGULMPOBaHKEM, a
3aTeM nepezaeT cTapble JaHHble NPU 3anpoce onepaLoHHON CUCTEMbI UM NPOTrPaMMbl,
NLLYLLLEN U3MEHEHHble palinbl.

Brpycbl Tak>Ke MOXHO KiaccndumpoBaTh Mo A3blKy, Ha KOTOPOM OHW HamnucaHbl (Hanpumep,
HM3KOYPOBHEBbIN TWMa A3blka accembiepa UM BbICOKOYPOBHEBBIN TvMa A3bika GO) 1 No
MHOULMPYEMBIM MU OMEepPaLMOHHBIM CUCTEMAM.

KomnbloTepHblie uepeu

Kak 1 BMpyCbl, Nporpammebl TMna «kOMNboMepHsIli 4epab» CNOCOOHbI CO3jaBaTb CBOW KOMUW, HO
MNPV 3TOM OHWN He MHAULMPYIOT Apyrine o6bekTbl. YepBb MPOHMKAET Ha KOMMbIOTEP M3 CeTH
(YaLle BCEro BO BNIOXEHMAX COOOLLEHWNIA INEKTPOHHOW NOYTLI MW Yepe3 MHTEPHET) U paccbliaeT
CBOW QYHKLMOHa/bHbIe KOMWUM Ha ApYyre KOMMbioTepbl. YepBy NCMONb3YIOT AeNCTBUA
noab3oBaTens, IMH60 pPacnpPOCTPaHAOTCA aBTOMATUYECKM.

PyKOBOACTBO noJsib3oBarena
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YepBu He 0653aTeNbHO LIENIMKOM COCTOAT U3 OAHOro daiina (Tena YepBs). Y MHOMMX YepBen ecTb
TaK Ha3biBaeMas MHEKLMOHHAs YacTb (LUeNn-Kog), KoTopas 3arpy>aetcs B onepaTvBHYH
NamMsaTb KOMMbIOTEPA U «AOrPY>XKaeT» MO CETU HEMOCPEACTBEHHO CaMO Te/IO YepBs B BUAE
ncnonHsemoro ¢ainna. MNoka B cucTemMe HeT Tena YepBs, OT HEro MOXHO 136aBUTbCSA
nepesarpysKkor KoMnbroTepa (Npu KOTOPON MPONCXOAMT COpOC onepaTMBHOM NamsTh). Ecam xe B
CMCTeMe OKa3blBAETCS TeNO YepBs, TO CMPaBUTLCS C HUM MOXET TOJIbKO aHTUBUPYC.

3a cyeT MHTEHCMBHOIO PacnpoCTpaHeHWs YepBM CNOCOBHbI BbIBECTM M3 CTPOSA LieNble CETH, Aaxe
€C/I OHW He HeCyT HMKaKOW NONEe3HOW Harpy3kun (He HaAHOCAT MPAMOK Bpes, CUCTeEME).

B komnaHum «JlokTop Beb» uepBel knaccnpuumpytot no cnocoby (cpese) pacnpocTpaHeHus:

o Cemessble Yyepsu pacrpoCTPaHsATCA NOCPEACTBOM Pa3/IMUHbIX CETEBbIX NMPOTOKOJOB U
NPOTOKO/IOB 06MeHa parinamm.

e [loumossie yepsu PacnpPOCTPaHAOTCA MOCPEACTBOM NOYTOBbIX NPOTOK0A0B (POP3, SMTP 1
T. 4.).

e Yam-yepgu pacnpoCTPaHAOTCA, NCNOb3YA MONYASPHbIE CUCTEMbI MTHOBEHHOTO 0bMeHa
coobuweHunsamm (ICQ, IM, IRCu T. a.).

TposHckue nporpamMmmbl

BpesoHOCHbIE NporpaMMbl 3TOTO TMNa He CNOCOBHbI K caMmopenamKaumn. TposHCKMe NporpaMmbl
BblAatoT cebd 3a O4HY U3 NONYAAPHbIX MPOrPaMM W BbIMOAHAIOT ee QYHKLUUW (MY UMUTUPYIOT
NCNONHeHMe 3TX GYHKLNI), OAHOBPEMEHHO NPON3BOAA Kakne-1mbo BpesOoHOCHbIE AeNCTBUA
(noBpexaeHne 1 yaaneHne AaHHbIX, Mepecblika KOHQUAEHLMAAbHOW MHOPMaLIMK 1 T. 4.), Imbo
Aenas BO3MOXHbIM HeCaHKLIMOHMPOBAHHOE NCMO/b30BaHVe KOMMbOTEPa 3/10yMblLLEHHNKOM,
HanpvMep, AN HaHeCeHWA Bpesa TPeTbUM MLaM.

3Tn nporpaMMbl 061a4at0T CXOXMMM C BUPYCOM MacKMPOBOYHBIMU 1 BPEAOHOCHbLIMM
byHKLMAMM 1 faxke MOryT BbITb MOZyAeM BMpPYCa, HO, Kak MPaBuIo, TPOAHCKME NMPOrpaMMbl
pacnpoCTPaHATCA Kak OTAeNbHble NCMONHAeMble dalibl (BbIKNaAbIBAtOTCA Ha panNoBbIx
cepBepa, 3anncbiBatOTCA Ha HOCUTEAW MHPOPMALIMM MV NMEePEChINAtOTCA B BUAE BIOXEHWN B
COOBLLIEHMAX 31EKTPOHHOW MOYThI), KOTOPbIE 3aMycKaroTca MO0 camum noab3osatenem, Ambo
onpeAeneHHbIM NPOLECCOM CUCTEMBI.

KnaccnouumpoBaTtb TpOSHCKME NPOrpamMMbl OYeHb HEMPOCTO, BO-MEPBbIX, MOTOMY YTO OHU
3a4acTyto PacnNpPOCTPAHAOTCA BUPYCaMn U YePBAMMU, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOPble MOTYT BbINMOJHATLCA APYTMMW TUMAMM Yrpo3, MPUHATO NPUMUCBIBaTb TOIbKO TPOAHCKMM
nporpaMmmam. Huxxe npvBegeH CNMCOK HEKOTOPbIX TUMOB TPOAHCKMUX MPOrpamMM, KOTopble B
KomnaHun «/loktop Be6» BblfenstoT B OTAENbHbIE KNACChI:

e b63k00pbl — 3TO TPOSHCKME NPOrPaMMbl, KOTOPbIE MO3BOJIAIOT NONyYaTb NMPUBUAETMPOBAHHbIN
AOCTYMN K cucTeMe B 06X0J, CyLLeCTBYHOLLLEro MexaHn3Ma NpesocTaBAeHNs 4OCTyna U 3alluTbl.
Bakaopbl He UHPULMPYOT daiibl.

e Pymkumel npeAHa3HayveHbl 414 nepexsaTa CUCTEMHBIX GYHKLMI OnepaLMOHHON CUCTEMBI C
Lle/Ibl0 COKPbITUA CBOETO MPUCYTCTBUA B cucTeme. Kpome Toro, pyTKUT MOXET MackMpoBaThb
npoLeccbl Apyrnx NporpamMmM, katanoru, dannbl. PyTkUT pacnpoctpaHaeTca Kak
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camocTosTeNbHasa NporpaMmMa Man Kak JOMOJIHUTENbHbIM KOMMOHEHT B COCTaBe ApYrou
BPefOHOCHOW NporpamMmbl. o npuHLUMNYy cBoei paboTbl pyTKUTbI YCIOBHO Pa3AenstoT Ha ABe
rpynnbl: pyTKUTbI, paboTatoLme B pexunme nosb3osatens (mepexsat GyHKUMI BrubanoTtek
nosib30BaTeNIbCKOro pexunma) (User Mode Rootkits — UMR), n pyTkuTbl, paboTatoLLne B pexnme
aapa (nepexsat GyHKLMI Ha YPOBHE AApa CUCTEMbI, UTO 3HAUNTENbHO YCAOXKHAET
obHapy>eHune n obesspexmnBaHune) (Kernel Mode Rootkits — KMR).

e KnasuamypHsie nepexaamuyuku (kelisi022epbl) UCMONb3YHOTCA Ana cbopa AaHHbIX, KOTOpble
noJsib30BaTe/lb BBOAWT MPU NMOMOLLM KnaBuaTypsbl. Lienbto Taknx AencTBui aBAseTCs Kpaxa
NNYHOWN MHPOPMaLUK (HanprMep, CeTEBbIX Napoaen, TOMMHOB, HOMEPOB BaHKOBCKMX KapT U
T. A4.).

o Kiukepobl nepeonpeaenstoT CCbINKM NPU HaXaTUM Ha HUX U Taknm 06pa3omM nepeHanpaBastoT
noJsb3oBaTesiel Ha onpeaeneHHble (BO3MOXHO, BPeJOHOCHbIE) cainTbl. O6bIYHO NoAb30BaTENb
nepeHanpaBaAeTCs C LeNbto YBENNUEHUSA PEKIAMHOIo Tpaduka CauToB UK A8 OpraHm3aLmm
pacnpeaeneHHbix atak otkasa B obcnyxumBaHum (DDoS-atak).

e [Ipokcu-mposHel NPefOCTaBAAOT 3/I0YMbIWAEHHVKY aHOHUMHbIV BbIXOA B MHTEPHET Uepes
KOMMbIOTEP >KEPTBbI.

Kpome nepeuncieHHbix Bbille, TPOAHCKME NPOrpaMMbl MOTYT BbIMOAHATbL U APYrne BPpefOHOCHbIE
AEeVCTBUA, HanpyMep, N3MeHATb CTapTOBYHO CTpaHuLy B Beb-bpaysepe nan yaanatb
onpegeneHHble Gannbl. OgHaKo Takme AeNCTBUA MOTYT BbINOJHATLCA U yrpo3amMu Apyrnx TUMOB
(Hanpumep, BUpycaMmu 1 YepBaMM).

Mporpammbi B3/10Ma

MporpammMbl B3/10Ma CO34aHbl C Lie/Ibi0 MOMOYb B310MLUUKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NMOAOOGHbIX MPOrpamMmM ABAAKOTCA CKaHepbl MOPTOB, KOTOPbIE NMO3BOAAKT OOHapyXMBaTb
YA3BMMOCTM B MEXCETEBbIX 3KpaHax (banepBonax, bpaHamay3pax) 1 Apyrmx KOMMOHEHTaX,
obecneumBarowmx 6€30nacHOCTb KOMMbtoTepa. Kpome xakepoB, TaKMMU MHCTPYMEHTaMu MOryT
NO/Ib30BaTbCA aAMUHUCTPATOPbI AN NMPOBEPKM HALEXHOCTN CBOMX ceTel. MIHoraa K
nporpaMmamM B3/lOMa OTHOCAT MPOrpaMMbl, UCNOJb3YHOLLME METOAbLI COLMANbHON UHXXEHEPUN
(31eMeHTbI COLMOTEXHUKN).

PexknamHble nporpamMmmubl

YaLue Bcero nog 3TMM TePMUHOM MOHMMAIOT MPOTrPaMMHBbIN KOA, BCTPOEHHbIV B Pa3inyHoe
6ecnnaTtHoe NporpaMMHoe obecreyeHne, NP NCNoNb30BaHUM KOTOPOTO MOJIb30BaTENtO
NPVHYANTENBHO NMOKa3blBaeTca peknama. Ho nHoraa Takow Koz MOXeT CKPbITHO
PacnpoCTPaHATLCA NOCPEACTBOM APYruX BPEAOHOCHBIX MPOrpaMM U AeMOHCTPUPOBaTb pekaamy,
Hanpumep, B Be6-bpay3epax. 3a4acTyto pekiamHble MporpaMMbl paboTatoT Ha OCHOBaHUK
AaHHbIX, COBPaHHbIX LWMMOHCKUMY NPOrpamMmmamu.
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MporpaMmmbl-LIyTKN

OTO TN BPeAOHOCHbIX MPOrpamm, KOTOpble, Kak U pekaamMHble MPOorpaMmsbl, He HaAHOCAT NPAMOTO
BpeAa cucteme. Yalle BCEro OHM reHepupytoT COOBLLEHNA O HECYLLLeCTBYHOLLMX OwnbKax v
YrpoXatoT JeACTBUAMK, KOTOPbIe MOTYT MPMBECTU K MOBPEXAEHNIO JaHHbIX. VIX OCHOBHOM
byHKLUWeW aBnseTca 3anyrvBaHve nosb3osaTens, MMH0 HaBA3UMBOE ero pasjpaxeHue.

NMporpammbl f03BOHa

3TO crneyymanbHble KOMMbHOTEPHbIE MPOrPaMMbl, pa3paboTaHHble A1 CKaHUPOBAHUSA HEKOEro
AnanasoHa TenedOoHHbIX HOMEPOB ANl HAXOXAEHWS TaKOro, Ha KOTOPbIN OTBETUT MOoZeM. B
JAaNbHENULWEM 3/10yMbILWIEHHUKN NCMONb3YHOT HaAEHHbIe HOMepa AN HaKpyuMBaHMA OonaaThl 3a
TenedoH UM AN He3aMEeTHOro NOAKAHOYEHMS NOJIb30BaTeNA Yepe3 MOAEM K AOPOroCTOALLNM
NAATHbIM TeNePOHHbIM Cy>kHam.

NMoTeHUManbHO onacHble NPorpaMmbl

3TV NporpaMMbl He CO3aBanCh A1 HAHeCEeHWS Bpeaa, HO B CUy CBOMX OCOBEHHOCTEeN MOryT
NpeaACTaBAATb Yrpo3y Ana 6esonacHocTu cucteMbl. K Takum nporpammam OTHOCATCA He TOJIbKO
Te, KOTOpble MOTYT Cly4YaiHO MOBPEAUTb UAN YAANUTb AaHHbIE, HO U Te, KOTOpble MOryT
NCMOJIb30BaTbCA 3/10YMbILLIEHHUKAMW WAV APYTUMUW NporpaMmMamu Ajia HaHeceHus Bpeja
cncreme. K noTeHuManbHO OnacHbIM NPorpaMmamM MOXHO OTHECTU PasNnyHble MPorpamMmbl
yAaneHHoro obuieHna n agMmHncTpuposaHus, FTP-cepsepbl 1 T. 4.

NMopao3purtenbHblie 06bEKTDI

K nogo3putenbHbiM 06beKTaM OTHOCATCA Nt0Oble MOTeHLMabHbIe YTPO3bl, OBHaPY>KeHHbIe Npu
NOMOLLN 3BPUCTUYECKOTO aHan3a. Takne ob6beKTbl MOTYT OTHOCUTbCA K J'IFO6OMy Tmny
KOMMbHOTEPHbIX YrPO3 (BO3MOXHO, Jaxe HEM3BECTHOMY A/ CNeLMaancToB no
VlHCI)OpMaLI,VlOHHOlZ 6e30naCHOCTV|), a MOryT OKa3saTtbCA 6e3onacHbIMK B cnyyae JIOXKHOro
cpabaTtbiBaHus. Gainbl, cosepikalyme NoLo3puTeNbHblIE 06BEKTI, PEKOMEHAYeTCs NoMeLLaTh B
KapaHTWH, a TakKXe OTNpaBAATb Ha aHaAun3 cneynaancramMm aHTVIBVIpyCHoﬁ na60paTopl/|M «AOKTOp
Beb».
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10.2. MpunoxxeHue b. YcTpaHeHne KOMIMbIOTEPHbIX Yrpo3

B atom paspene

e MeToabl 0bHapy>XXeHusa yrpos

o CUTHaTypPHbIV aHaaAn3

o Qrigins Tracing™

2 IMYAALMA UCNOAHEHUS

o BPUCTUYECKUM aHaau3

o Ob6J1auHble TEXHONOTUU OBHAPYXKEHNS YIPO3

e [leCcTBUSA C yrpo3amu

Bce aHTMBMPYCHbIE NPOAYKTHI, pa3paboTaHHble KOMMaHnen «[loktop Beb», NpUMeHsoT Lesbil
Habop MEeTOAOB OBHapy>XeHWs Yyrpo3, UTO MO3BONSET NPOBEPATb NOAO3PUTENbHbIE O6BEKTHI
MaKCVMMa/bHO TLLaTEe/IbHO.

MeTtoabl o6Hapy>keHunsa yrpos

CurHaTypHbIN aHanu3

OTOT MeTog 0bHapy>XXeHWA NPUMeHAeTcA B NepByto ovepeb. OH BbINOJHAETCA NyTeM NPOBepPKu
COZEP>KMMOrO aHaAN3MpyeMoro obbekTa Ha MpeAMeT HaMumns B HEM CUTHATYP Y>Ke U3BECTHbIX
yrpo3. CUrHaTypow Ha3blBaeTCs HemnpepblBHaA KOHeYHas Nocaes0BaTe/IbHOCTb 6anT,
Heobxoanmas 1 JocTaTovHasa 414 OAHO3HAaYHON naeHTUdMKaumm yrpossl. [1py 3TomM cpaBHeHWe
COAEPXMMOro nccneayemoro obbekra ¢ CUrHaTypaMu NPOU3BOAUTCA He HaMpPAMYHO, a Mo KX
KOHTPOJ/IbHbIM CyMMaMm, YTO MO3BOAET 3HAUNTEIbHO CHU3UTb pa3Mep 3anuncen B BUPYCHbIX
6a3ax, coxpaHvB Npu 3TOM OAHO3HAYHOCTb COOTBETCTBUA 1, CIeflOBaTe/IbHO, KOPPEKTHOCTb
0bHapy>XeHna yrpo3 1 neyeHns MHPULMPOBaHHbIX 06beKTOB. 3anncn B BUPYCHbIX 6a3ax Dr.Web
cocTaB/ieHbl TakMm obpa3om, 4To 6aarogaps OAHOM 1 TOM e 3anncn MOXHO ObHapy>K1BaThb
Lesble KNnaccbl WAV CEMENCTBA Yrpo3.

Origins Tracing™

370 yHuKanbHas TexHonorusa Dr.Web, koTopas no3sonseT onpeaenats HOBble U
MOAMOULIMPOBaHHbIE YTPO3bl, UCMOJIb3YHOLLME Y>Ke N3BECTHbIE N OMMCaHHbIE B BUPYCHbIX Ha3ax
MexaHW3Mbl UHOULMPOBaAHMA U HaHeceHUs yulepba. OHa BbIMONHAETCA NO OKOHYaHUK
CUrHaTYpPHOTO aHann3a 1 obecneymBaet 3alMTy NOJb30BaTeNEN, NCMOb3YOLWMNX aHTUBUPYCHbIE
peweHns Dr.Web oT Takmx yrpos, kak TposiHCckas nporpaMmma-BbiMoraTesnb Trojan.Encoder.18
(Tak>xe n3BecTHas nog HasBaHvem gpcode). Kpome Toro, ncnonb3zosaHue texHonorum Origins
Tracing™ No3BO/IAET 3HAYNTENBHO CHU3WUTb KOIMYECTBO JIOXKHbIX CpabaTbiBaHNA 3BPUCTUYECKOTO
aHanmzatopa. K HazBaHuAM yrpos, obHapy>xeHHbIx Npy nomouwm Origins Tracing™, gobasnseTtca
nocTduKec .Origin.
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MeTog, aMynfaLmMn NCMOAHEHWA MPOrPaMMHOrO KOAa UCMOAb3yeTca Ana ObHapyXeHWs
NONMMOPPHbIX 1 WNPPOBAHHBIX BUPYCOB, KOrAa UCMOb30BaHME NOUCKA MO KOHTPOJIbHbIM
CyMMaM CUTHaTyp HEMPUMEHMMO WM 3HAUUTE/IbHO YCIOXHEHO 13-32 HEBO3MOXHOCTH
NMOCTPOEHMA HaZEXHbIX CUrHaTyp. MeTog COCTOUT B UMUTALUN UCMONHEHWA aHaU3MPYEMOro
KoZa npuv NOMOLLM 3MY/19mopa — MPOrPaMMHON MOAENN MPOLLeccopa 1 Cpesbl MCMONHEHWS
nporpaMmm. dMyATOP ONepupyeT C 3almLeHHON obaacTbro namatn (6ygepom smynayuu). Mpwn
3TOM WHCTPYKLUMUW He NepesaroTCs Ha LeHTpabHbI NPOLLeccop AN peanbHOro MCNONHEHWS.
Ecnv kop, obpabaTtbiBaeMblvi SMYASATOPOM, MHOULIMPOBAH, TO PE3YAbTaTOM €ro SMyAALUN CTaHeT
BOCCTaHOBJ/IEHNE NCXOAHOIO BPEeLOHOCHOTO KOAa, AOCTYMHOrO AN CUrHaTypPHOro aHaaunsa.

DBpPUCTNUECKMW aHanu3

PaboTa 3BpUCTUUECKOrO aHann3aTopa OCHOBLIBAETCA Ha Habope 38pUCMUK — NPEAMNONOXKEHMI O
XapaKTepHbIX NPU3HaKax Kak BPejoHOCHOTO, Tak 1 6€30MacHOro UCMOJIHAEMOro Koaa,
CTaTUCTUYECKAs 3HAYMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHLIM MyTeM. Kax bl NpusHak Koaa
VIMEeT OnpeseNeHHbIN 8ec (T. e. YN0, NOKa3biBatOLLLEe BaXKHOCTb 1 AOCTOBEPHOCTb 3TOrO
npu3Haka). Bec MoXeT 6bITb Kak MOJIOXMTE/bHbIM, ECV NMPU3HAK YKa3blBAET Ha HaAMuve
BPELOHOCHOTO MOBEeAEeHWs KOAQ, TakK U OTpULATE/IbHbIM, €CW NPU3HAK He CBOMCTBEHEH
KOMMbHOTEPHBLIM Yrpo3am. Ha OCHOBaHUM CYMMApHOTO BECA, XapaKTEPU3YHOLWETO COAEPXKMMOE
06beKTa, IBPUCTUYECKUIA aHANN3ATOP BbIUNCASET BEPOATHOCTb COAEPKaHWSA B HEM HEM3BECTHOTO
BPeAOHOCHOro 06bekTa. ECvm aTa BepOATHOCTL NPEBbILLIAET HEKOTOPOE MOPOroBOe 3HaUeHne, TO
BbIZAETCA 3aK/HOUEHME O TOM, UTO aHaAIN3MPYEMbIVi OBBEKT ABISETCS BPELOHOCHbIM.

IBPUCTUYECKMI aHanmn3aTop Takxe ncnoabsyet TexHonornto FLY-CODE™ — yHuBepcaibHbIN
aAropuTM pacnakoBky $pannos. ITOT MeXaHWU3M NO3BONAET CTPOUTb IBPUCTUYECKME
NPeAnONOXKEHNA O HaMUMN BPEJOHOCHBIX O6BEKTOB B 06beKTax, CKaTbix MporpaMmMamu
ynakoBKM (ynakoBLyMKamMu), NpU4emM He TOIbKO U3BeCTHbIMK pa3paboTumnkam npoaykta Dr.Web,
HO 1 HOBbIMW, PaHee He UCCIef0BaHHbIMUN NporpamMmmamu. [Mpu nposBepke 3anakoBaHHbIX
06bEeKTOB TakXXe UCMONb3yeTCA TEXHONOMMA aHaam3a Ux CTPYKTYPHOW SHTPOMMK, KoTopas
no3BoaseT 0bHapy>XXunBaTb Yrpo3bl MO OCOOEHHOCTAM PacroNOXKeHMA YYacTKOB MX Koga. JTa
TEXHOIOTUA MNO3BOISET HAa OCHOBE OZAHOW 3anncy BUPYCHON 6a3bl Npon3BecTn obHapy>keHne
Habopa pasnnYHbIX yrpo3, 3anakoBaHHbIX OA4MHAKOBbLIM MOANMOPOHBIM YMaKOBLLMKOM.

MoCKObKY 3BPUCTUUECKUIA aHaM3aTop ABASETCA CUCTEMON MPOBEPKM TMMOTE3 B YCNOBUAX
HeonpeAeNeHHOCTM, TO OH MOXET AoMyckaTb OWNOKN Kak NepBOro (Npomnyck HEM3BEeCTHbIX
yrpo3s), Tak 1 BTOpPoro poAa (npusHaHme 6e3onacHol nporpaMmMbl BpesoHOCHOM). Mo3atomy
o6bekTaMm, OTMEeUEHHbIM 3BPUCTUYECKMM aHaN3aTOPOM KaK «BPeAOHOCHbIe», NMpUcBanBaeTcs
CTaTyC «MOAO3PUTENbHbIE.

Bo Bpems 1060 13 NPOBEPOK BCE KOMMOHEHTbI aHTUBUPYCHbIX NpoaykTos Dr.Web ncnonb3ytot
Camyto CBeXYyH MHPOopMaLMo 060 BCEX N3BECTHbIX BPEAOHOCHBIX NporpaMmmMax. CurHatypsl
yrpo3 n nidopmauus ob nx NnpmsHakax u Moaensx noBegeHns obHOBAAOTCA U 406aBAAIOTCA B
BUPYCHble H6a3bl Cpasy >e, Kak TOJAbKO CNeLnanncTsl aHTUBUPYCHOM labopaTtopun «okTop Beb»
06Hapy>XMBatOT HOBbIE YrPO3bl, MHOTAA A0 HECKONbKMUX pa3 B yac. [laxke eciv HoBenLwas

PyKOBOACTBO noJsib3oBarena

347



A7

Py
$

A
)
A

Mpwunoxxenus

BPeAOHOCHas NporpamMmma npoHUKaeT Ha KOMMbIOTEP, MUHYSA pe3unaeHTHyo 3awuTty Dr.Web, To
OHa byaeT obHapy>KeHa B CNNCKe MPOLLECCOB Y HENTPaan30BaHa Noc/ie NnoayyYeHns
OBHOB/IEHHBIX BUPYCHBbIX Ha3.

O6nauHble TexHONMOrMN O6Hapy>KeHUs yrpos

ObnayHble MeToAbl OOHapY>KeHMA MO3BONAIOT NMPOBEPUTL 060N 06BEKT (daiin, MPUNOXKEHNE,
paclumpeHue ana 6paysepa 1 T. n.) no xew-cymme. OHa npeAcTaBaseT cobou yHUKaNbHYHO
nocnefoBaTeNbHOCTb LNMPP 1 ByKB 3agaHHOW AviHbI. [1py aHannse no xel-cyMMe o6beKTbl
NPOBepPAIOTCA MO CyLLecTBYyoL el Hase 1 3aTeM KNacCMPULIMPYHOTCA Ha KaTeropum: YNCTble,
NoA03puTe/bHbIE, BPEJOHOCHbIE U T. A.

Moso6Has TeXHONIOTNA ONTUMU3MPYET BPeMs MPOBepKy GannoB N 3KOHOMUT Pecypchbl
ycTporictBa. bnarogaps ToMy, UTO aHaAU3MpPyeTCs He caM OOBEKT, @ ero YHWKabHas XeLl-CyMMa,
peLleHne BbIHOCUTCA MPaKTUYECKN MOMEHTaNbHO. MNpy OTCYTCTBUM NOAKIHOUEHMS K CepBepam
Dr.Web Cloud, ¢annbl npoBepatoTca n0kanbHO, a obnayHas NnpoBepka BO3OOHOBAAETCA Npu
BOCCTAHOBJIEHWM CBSA3M.

Takum obpasom, obnauHbiv cepsuc Dr.Web Cloud cobupaet nHpopmaumo OT MHOTOUNCIEHHbIX
nosb3oBaTeNel N onepaTMBHO OOHOBASET AaHHblE O paHee HeM3BECTHbIX Yrpo3aX, TeM CaMbIM
nosbiwasn 3GHEeKTUBHOCTb 3aLLMTbl YCTPOMNCTB.

DevictBua c yrposamu

B npoayktax Dr.Web peanvnzoBaHa BO3MOXHOCTb NMPUMEHATb ONpeAeneHHble AeNCTBUA K
obHapy>XeHHbIM obbekTam An1a 0b6e3BpexMBaHMA KOMMbIOTEPHbIX Yrpo3. [onb3oBaTtesib MOXeT
OCTaBWTb aBTOMaTMYeCKN MPYMeHAeMbIe K ONpeeeHHbIM TUMam yrpo3 AelCcTBuS, 3ajaHHble Mo
YMONYAHWUIO, U3MEHUTb UX NN BbIBUPATb HY>XXHOE AeNCTBUE A/1F KaXKA0ro 0BHapy>KeHHOro
obbekTa oTAeNbHO. Huke npuBeseH CNMCOK AOCTYMHbIX AeNCTBUI. B ckobkax ykasaH napamerp,
0603HayvaroLL M COOTBETCTBYOLLIEE AENCTBME U UCMOb3yeMblli B 06bejMHEHHOM
KOHduUrypaunoHHom danne n komaHgax ytmantel Dr.Web Cil.

e Coobuwatb (REPORT) — yBEAOMUTb O HA/JIMUYNWN YIPO3bl, HO HUYErO He Aenathb C
NHOMLIMPOBaHHBIM O6BEKTOM.

¢ Jleuntb (CURE) — MONbITaTbCS BbIIEYUTb MHOULMPOBAHHbIN OOBEKT, YAANNB U3 HErO
BPEAOHOCHOE COAEP>KMMOE, N OCTaBMB B LLENOCTU NMONE3HOE COAEPKUMOE.

@ OTO AeNCTBME NMPUMEHUMO He KO BCEM BUAAM Yrpo3.

¢ B KapaHTUH (QUARANTINE) — NepemMecTuTb UHPULMPOBAHHbIN 06BbEKT (eC/IM OH AOMNycKaeT
3Ty onepaLmio) B CreLnanbHbIv KaTanor KapaHTHa C Lie/Ibio ero n3onaumm.

e Ypanutb (DELETE) — 6e3B03BpPaTHO yAaNNTb MHOULMPOBAHHbBIM O6BEKT.
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| Ecan yrpo3a obHapy>keHa B painie, HaxoaALWEMCA B KOHTEHepe (apXMB, MOYTOBOE
: COObLLEHME U T. N.), BMECTO YAa/eHNs BbINOJHAETCA NepeMeLLeHne KOHTeNHepa B
KapaHTUH.

K noutoBbIM COObLLEHNAM NpK X NpoBepke KoMNoHeHTOM Dr.Web MailD moryT 6biTb
NPUMEHEHbI AeNCTBUA:

e Mponyctutb (PASS) — NPONYyCTUTb OBHAPY>KEHHYIO Yrpo3y, He NpeAnpUHMMan HUKaKNX
NEeNCTBUN.

e OT6pOoCcnTb (DISCARD) — NPUHATb MUCbMO, HO He JOCTaB/IATb €ro Noay4vaTento.

e OTKNOHUTBL (REJECT) — OTKJIOHWUTb MNUCbMO W HE A0MNYCTUTb €ro A0CTaBKy MoJjiyyartento.

¢ BepHyTb BpeMeHHYyt0 owmnbKy (TEMPFAIL) — BMECTO rnepeayn nMcbmMa BEPHYTb
OTNPABUTENIO WM NOAyYaTeNO NUCbMa coobLeHne 06 owmnbke.

¢ MepenakoBaTtb (REPACK) — nepes A0CTaBKOM NUcbMa noJsiyyatento MoambuumpoBatsb ero,

nepemMecTuB yrpo3bl B KapaHTVH, NPeACTaBAAOLLMIA CODOW apx1B, MPUKPENASEMbIN K MUCbMY, a

TakXe A06aBuUTb B MUCbMO YBeJOM/IeHE 06 OBHapy>XKeHWMW yrpos.

e [lo6aBuTb 3aroNloBoK (ADD HEADER) — Mpu nepejave nnucbMa nosy4yarento 4o6aButhb K
HeMy yKa3aHHbI 3aro/0BOK.

e /I3ameHnTb 3arosIoBoK (CHANGE_HEADER) — npu nepejgadye nncbmMa nonydatento NSMeHNTb
3Ha4yeHne yKa3aHHOro 3arojioBka.

10.3. MpunoxxkeHue B. TexHnueckasa nogaepixka

MNpwn BO3HWKHOBEHUWN NpobaeM C YyCTaHOBKOW nan paboToin NpoayKTOB KOMMaHUK, Mpexae Yyem
obpalaTbCa 3a MOMOLLBHO B CNy>XBOy TEXHUUYECKOW NOoAAeP>KKM, MONpobynTe HaNTK pelleHne
cnepyrownmmn cnocobamm:

1. O3HakoMbTECh C nocnep,anle BEPCUAMMWN ONUCaHNA N PYKOBOACTB d.

2. MpouwTaiite pasaen ' yacto 3agaBaeMbix BONPOCOB.

3. Mocetnte dopymbl J komnaHum «/lokTop Beb».

Ecnv nocne atoro He yAanockb pewntb Npobaemy, 3anosHuTe Beb6-GpopMy B COOTBETCTBYHOLLEN

cexumn paszena ' oduLmanbHOro caita, Utobbl CBA3aTHCA CO CYXKOOM TEXHUUECKOM
noazfep>XKn koMmnaHum «Joktop Beb».

VHdopmaLumto o perrmoHanbHbIX NpeAcTaBUTENbCTBAX M oducax KomnaHum «loktop Beb» Bbl
MOXEeTe HalTW Ha obuLmansHoM calite (.

[Ans ynpoueHnsa paboTbl cy>K6bl TEXHNUYECKOW MOAAEPXKKN MO aHaAn3y BO3HUKLLEW Y BaC
npobaemMbl pekoMeHayeTca npeaBapuTeNbHO CPopMMpPOoBaTh NakeT MHPopmaLum 06
YCTaHOBJ/IEHHOM Y Bac MPOAYKTE, ero HaCTPOMKax N CUCTEMHOM OKPY>XeHuW. [ins aTtoro
npejHas3HayeHa crneumanvM3npoBaHHas yTuamnTa, Bxoasawas B coctas Dr.Web Desktop Security
Suite.
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Ans cbopa MHbopMaumm Ans cay6bl TEXHNUECKONW NOoAAEPKKN BBEAUTE KOMAHAY:
# /opt/drweb.com/bin/support-report.sh <nyme Kk gaiiny>

rae <nyme k gatiny> — nyTb K apxuBy B popmarte . tgz, B KOTOPOM ByseT coxpaHeHa OoT1afo4Has
NHPOpPMaLMA O MPOAYKTE N CUCTEMHOM OKPY>XEHWUW, HanpuMep, /tmp/report. tgz. ¥YXe
nmetolmecs Garnbl He NepesanuncbiBatoTca. ECim nyTb He ykaszaH, To apxmB ByaeT COXpaHeH B
KaTanore cyrneprofb30BaTes, 3anyCTUBLLErO YTUAUTY (Hanpumep, /root), 1 ByaeT Ha3biBaTbCS
cneayowmm obpasom:

drweb. report. <timestamp>.tgz

rae <timestamp> — nonHas MeTKa BPEMEHW CO3aHMA OTUeTa, BKIOYas MUANNCEKYHAbI,
Hanpumep: 20190618151718.23625.

@ Ytunuty pns céopa nHdopmauum ans cayxdbl TEXHUUECKON MOAJEPXKKN HEOBXOAMMO

: 3anyckaTb C NpaBamu cyrnepnoab3oBaTens (root). lns noayyeHns npas
Cynepnosib3oBaTens UCMo/b3yinTe KOMaHAY CMeHbl MOJIb30BaTeNA Su MW KOMaHAY
BbIMONIHEHWA OT UMEHW APYroro nosb3oBatensa sudo.

B npouecce paboTbl yTuANTa COBUPAET 1 yNakoBbIBAET B apXuB CeAyHOLLYH MHPOPMaLMIO:

e vHdopmaumsa 06 OC (Ha3BaHWe, apxMTEKTYpa, BbIBOA KOMaHAbl uname -a);
® CMNCOK YCTaHOBJ/IEHHbIX B CMCTEME NAKeTOB, B TOM umncie naketos «/okTop Beb»;
® COAEPXMMOE XYpPHaOB:
o xypHanbl Dr.Web Desktop Security Suite (ecnv HacTpoeHbl Ans OTAENbHbBIX KOMMOHEHTOB);

o XXypHa., BeAyLWMNCA JEMOHOM XypPHaANPOBaHUs syslog
(/var/log/syslog, /var/log/messages);

o XKYpPHan CUCTEMHOrO NakeTHOro MeHeaxxepa (apt, yum v T. n.);
B XXYypHan dmesg;

e pe3y/bTaTthl 3aMnycka KoMaHa df, ip a (ifconfig -a), ldconfig -p, iptables-save,
nft export xml.

e vHdopmauma o HacTporkax u koHourypaumm Dr.Web Desktop Security Suite:
o MepeyeHb 3arpy>eHHblX BUPYCHbIX 6a3 (drweb-ctl baseinfo -1);
o nepeyeHb pannoB n3 katanoros Dr.Web Desktop Security Suite n nx MD5-xewwy;
o Bepcma U MD5-xew ¢darina aHTuBmpycHoro agpa Dr.Web Virus-Finding Engine;

o MHGOPMaLMS O MO/Ib30BaTENE U Pa3PELLEHUNSAX, MU3BIEYEHHAs U3 KNHOUEBOrO daitna, ecan
Dr.Web Desktop Security Suite paboTaeT He B pexxvMe LieHTPaan30BaHHOW 3aLunThbl.

PyKOBO,D,CTBO noJsib3oBarena

350



AP 4
{e; Mpunoxenna | 351

10.4. Mpunoxxenne I'. KonpurypaumoHHbii pavin Dr.Web
Desktop Security Suite

MapameTpamun KOHPUrypauum scex komnoHeHToB Dr.Web Desktop Security Suite ynpasnaset
KOOPAWHUPYIOLLMI AeMOH yrnpaBaeHuns koHourypaumein Dr.Web ConfigD. 3meHeHHble
napameTpbl KOHPUrypaLMn BCeX KOMMOHEHTOB XPaHATCA B eANHOM daine drweb. ini, KOTOPbIA
No yMOJIYaHWUIO pacnonaraeTca B Katanore /etc/opt/drweb.com/.

@ B TekcToBOM daiine KOHPUrypaLmm xpaHATCA 3HaUeHNA TOJbKO Tex NMapameTpos,

: YCTaHOBJ/IEHHbIE 3HAYEHNA KOTOPbIX HE COBMaAAtoT CO 3HaYeHWeM Mo ymonyaHuto. Ecan
napameTp OTCyTCTBYeT B daline KOHPUrypaLmm, To 3To 03HaYaeT, UTO OH MMEET 3HaveHne
Mo yMOYaHuIo.

UYT0bbl NPOCMOTPETH NepeyeHb BCeX NapaMeTpPOB, AOCTYMHbIX ANA U3MEHEHWA, BKItOYas Te,
KOTOpble OTCYTCTBYIOT B KOHPUIypaLMOHHOM daline, Tak Kak MMEOT 3HaUeHUA MO YMONYaHMIO,
BbIMNOJHWUTE KOMaHAY:

S drweb-ctl cfshow

N3meHnTb 3HaueHme 1060ro NnapameTpa MOXHO ABYMs Criocobamu:

e BbinoaHWB KOMaHAY:

# drweb-ctl cfset <cekyua>.<napamemp> <HOB80€ 3HAYeHuUe>

| [na BbINONHEHWA 3TOW KOMaHAbl yTuauTta ynpasaenusa Dr.Web Ctl gonkHa 3anyckatbesa oT
: MMeHM cynepnosib3oBaTtens (nonb3oBatens root). And nonyyeHus npas cynepnosib3oBaTens
NCNoNb3ylTe KOMaHAy su Uan sudo.

CuHTakenc kKomaHg cfshow 1 cfset ytmantel Dr.Web Ctl (Mogynb drweb-ctl)
noapobHee onncaH B pa3gene Dr.\Web Ctl.

e 33saB 3TOT NapameTp B KOHPUrypaunmoHHOM daiine (oTpesakTnposas Gai B 1H0H60M
TEKCTOBOM pezakTope) 1 nepesanyctne KoHPurypaumro Dr.Web Desktop Security Suite ans
NPVMeHEeHNs BHECEHHbIX B Gaiil U3MEHEHWU C MOMOLLbIO KOMaHZbl:

# drweb-ctl reload

10.4.1. Crpykrypa Painna

KoHurypaumoHHbI darn chopmMmpoBaH B COOTBETCTBUM C MPaBUAaMU, MPUBEAEHHBIMU HUXKE.

o Cosepxunmoe dparnna pa3dbuto Ha NOCNeAO0BATENbHOCTb UMEHOBaHHbIX CeKLMA. BO3MOXHbIe
MMeHa CeKLMI XeCTKO 3aAaHbl U He MOryT HbITb NPON3BONbHBIMU. IM#A cekLmmn yKa3blBaeTcs B
KBaZpaTHbIX Ckobkax 1 coBnagaeT ¢ MMeHeM komnoHeHTa Dr.Web Desktop Security Suite,
MCMOb3YHOLLEro napaMeTpbl U3 3TOW CeKLMK (3a UCKIOYEeHNeM ceklimn [Root ], B KOTOPOW
XPaHATCA NapamMeTpbl AeMOHa yrnpaBaeHus koHpurypaumer Dr.Web ConfigD).
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e CUMBOJIbI ; AW # B HaYvane CTPOK KOHGUrypaunmoHHoro danna o603Ha4aroT KOMMEHTapUK.
Takme cTpokun nponyckaroTca komnoHeHTamu Dr.Web Desktop Security Suite npu uteHun
napameTpoB 13 KOHOUrypaLmoHHoro danna.

B ogHoOM cTpoke darina cofep>XnTcs ToAbKO OANH NapameTp:

<UMA hapamempa> = <3Ha4eHue>

e BO3MOXHbIE MeHa napamMeTpoB XeCTKO 3aj4aHbl 1 HE MOTYT ObITb NPOn3BOJIbHbIMN.

Bce nmeHa cekumin n napamMeTpoB PErmcTPOHE3aBUCUMbI. 3HAYEHNA NapaMeTpPoOB, 3a
NCKAOYEHNEM UMEH KaTanoros 1 ¢pannos B nyTsax (a1 Unix-nogobHbix OC), Takxe
perncTpoHe3aBnUCUMbI.

3HauyeHus napaMeTpoB B KOHOUIYPaLMOHHOM daitne fOKHbI ObiTb 3aKAHOUEHbI B KaBbIYKM B
TOM CJlyYae, ey OHW CoAepkaT npobensi.

HekoTopble napameTpbl MOryT MMETb HECKOJ/IbKO 3HAYEHWUIA, B 3TOM Clyyae 3HaUYeHus
napameTpa pasjenstoTcsa 3anaTol UAN 3HaUeHVe NapaMeTpa 3a4aeTca HeCKObKO pa3 B PasHbIX
cTpokax KoHdurypaumoHHoro darina. MNpu nepeuncieHnm s3HaueHnin napameTpa yepes
3anATyto Npobesibl MeXAy 3HaUYeHMEM N 3aMATON, eCn BCTPeYatoTcs, urHopupyrotes. Ecam
npoben ABASETCA YaCTbO 3HAYEHUS NapaMeTpa, BCE 3HAUEHMEe 3aK/H0YaeTCs B KaBblUKK.

MNapameTpy MOXHO NPUCBOUTb HECKOBKO 3HAYEHWIA:
O NMepeyYncInB Ux Yepes 3anaTyto:

Parameter = "Valuel", "Value2","Value 3"

O B BMAE nocneoBaTesibHOCTA CTPOK:

Parameter = Value?2
Parameter = Valuel
Parameter = "Value 3"

rlOpFIAOK 3HaAUEHNN napamMeTpa TakxXe HeCyLeCTBEHEH.
ii Mytv K Gaiinam Bcerga 3ak/o4atoTCs B KaBblUKM, EC/IN OHU MEePeUNCASIOTCS Yepes 3arnsTyto,
Hanpumep:

ExcludedPaths = "/etc/filel"™, "/etc/file2"

OnucaHve cekLmin KOHOUrypaLmMoHHOro daina NpvBeAeHO B ONMUCAHUIN UCMOb3YHOLLMX ero
komnoHeHToB Dr.Web Desktop Security Suite.

10.4.2. Tunbl napameTpos

MapameTpbl KOHPUrypaLMn MOryT NPUHAANEXATb K CIeAYHOLLMM TUMaMm:

1. Adpec — appec ceTeBOro coegnHeHna B BuAe napbl </Pv4-adpec>:<nopm> nan <IPv6-
adpec>:<nopm>. 3HayeHwue |IPv6-aapeca ykasblBaeTca B KBajpaTHbIX ckobkax. B HekoTopbIx
cnyyasx nopT MOXeT HbITb OnyLLeH (B KaXKAOM C/lyyae 3TO yKa3blBaeTCsH B ONUCaHUN
napametpa).

2. Jloeuyeckuli — napameTp-daar, NPUHUMaKLWMIN 3HaueHns On, Yes, True (MapamMmeTp
BK/IFOUEH) N Of £, No, False (MapaMeTp BbIKJFOYEH).

3. L[eﬂoe HUC/10 — HEOTpPULLATE/IbHOE LLies1oe YNC/O.
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4. [lpobHoe yuc/io — B KauecTBe 3HaUYeHWs napaMeTpa MOXET BbITb yKa3zaHO HeoTpULaTebHOe
unCIo, cosepKallee ApPO6HYH YacTb.

5. MiHmepeasn epemeHuU — B KayecTBe 3HaYeHWs NapameTpa yKasbiBaeTCs J/IMHa BPEMEHHOTO
MHTepBasa, COCTOALLENO M3 LIeNIOr0 HEOTPULLATENBHOIO YMcaa n bykBbl-cybdukca,
yKa3blBatoLEro 3aZlaHHyto eanHuLy nameperus. MoryT 6biTb MCnoab3oBaHbl CyGdUKCbI,
3ajaloLLme efMHNLLbI U3MEPEHUS:

e w— Heaenu (1w = 7d);
e d —cyTku (1d = 24h);
e h — yachl (1h = 60m);

e m — MUHYTHbI (Im = 60s);

s nnm 6e3 cyddukca — cekyHAabl.

[na BpeMeHHOro nHTepBasna, 3alaHHOro B CEKYH/AX, MOXHO yKa3aTb MUIANCEKYHAbI NOC/e
TOUKW (He bonee Tpex 3HakoB, Hanpumep, 0.5s — 500 MuaancekyHa). B 3anmcn ogHoro
BPEMEHHOro MHTepBana MOXHO MCMNO/b30BaTb COBOKYMHOCTb MHTEPBANOB, U3MEPEHHbIX B
Pa3NNYHbIX eAUHNLIAX, B 3TOM Cly4dae OH ByaeT 06pa30BbIBaTbCA MX CYMMOW (B peanbHOCTU B
napameTpax KOHOUrypaLmm Bcerja CoxpaHaeTcs KOMUYeCcTBO MUANNCEKYHZ, 0Bpa3yroLmx
yKa3aHHbI BDEMEHHOW UHTepBaJ).

B obwem Buae nt0601 MHTepBas BPEMEHN MOXET ObITb NpeACTaBAEH BblpaXKeHNEM
N,wN,dN;hN,mN [N ]s, rae N,, ..., Ny — 4nCN0 COOTBETCTBYHOLLNX €AVHNL, BPEMEHN,

BK/IFOYEHHbIX B AaHHbI UHTepBas. Hanpumep, rog (kak 365 cyTok) MOXHO NpeacTaBuTb
cneayrowmm obpasom (Bce 3anmncm 3KBUBaNEHTHbI): 365d, 52wld, 52w24h, 51w7d24h,
51w7d23h60m, 8760h, 525600m, 31536000s.

Mpumepsbl 3agaHna nHTepsana AnnHon B 30 MUHYT, 2 cekyHabl, 500 Muaancekyra:
e B aiine KoHbUrypaumu:
UpdateInterval = 30m2.5s

e C MOMOLbK KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset Update.UpdateInterval 1802.5s

e 33jlaHVe Yepes napameTp KOMaHAHOW CTPOKM (HanpvMep, AN CKaHUPYHOLLEro A4pa):

# /opt/drweb.com/bin/drweb-se <cokem> --WatchdogInterval 1802.5

6. Pasmep — B KauyecTBe 3HaUeHMs NapameTpa ykasblBaeTcs pa3Mep Kakoro-1mbo obbekTa
(barna, bydepa, Kewwa v T. N.), COCTOALMI U3 LLeSIOrO HEOTPULLATENBHOTO Yncaa n cyddukca,
yKa3blBaOLWEro 3aZlaHHy0 eanHULY n3mepeHus. MoryT 6biTb MCNoab30BaHbl CyddUKCI,
3ajaoLne efMHULLbI pa3mepa:

e GB — rurabantbl (1GB = 1024MB);

e MB — Merabantbl (IMB = 1024KB);

e KB — Kunobamtbl (1KB

1024B);
e B — BaunThbl.

Ecam cyddukc onyueH, cumtaetcs, 4to pasmMep 3ajaH B HbanTax. B 3anvcm ogHoro pasmepa
MO>HO MCMO/b30BaTb COBOKYMHOCTb Pa3MepPOB, M3MEPEHHbIX B Pa3/IMUHbIX €AUHMLAX, B 3TOM
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cnyyae oH byaeT 06pa3oBbIBaTLCA MX CYMMOM (PakTuyecky, B napameTpax KoHUrypaumum
pa3Mep Bcerga coxpaHsaeTcs B banTax).

. [lyme k kamanoay (patiny) — B KauecTBe 3HaYeHWs NapaMeTpa BbICTynaeT CTPOKa,

npeAacTaBastoLas cobon AonycTUMbIV NMyTb K KaTanory (danny).

@ MyTb K danny AOKEH 3aKaHUMBATLCA UMEHEM dalina.

ili B Unix-nosobHbIx onepaunoHHbIX CMCTEMax MMeHa KaTasoros 1 ¢anaos
perncTposaBncumsbl. ECiv 3To He OrOBOPEeHO HEMOCPEACTBEHHO B OMUCaHUW NMapameTpa, B
KauecTBe MyTW HeNb3s UCMOJIb30BaTb MacKK, CoAepKalLlme creunanbHble CUMBObI (2, *).

. YposeHb noOpobHOocmMu — napamMeTp 3ajaeT ypoBeHb NOAPOOHOCTM 3anNncK B XXypHan Ans

komnoHeHTa Dr.Web Desktop Security Suite. Bo3MOXHble 3HaueHus:

e Debug — caMblil MOAPOOHBIN (OTNaJ0UHBIN) yPOBEHb. BbiBOAATCA BCe cOObLLEHNA, a TakxKe
oTnaZouHas nHbopmaums.

e Info — BbIBOAATCA BCE COOBLIEHMS.

e Notice — BbIBOAATCA COObLEHMSA 06 OWIMbBKaX, NpeaynpexaeHus, YBeAOMAEHMS.
e Warning — BbIBOAATCA COObLEHMA 06 OLWIMBKaX 1 NpesynpexaeHus.

e Error — BbIBOAATCA TO/IbKO COObLLEHMS 06 ownbKax.

Tun XypHana — napameTp onpeaenser cnocob BefeHma XXypHana komnoHeHTom Dr.\Web
Desktop Security Suite. BO3MOXHble 3HaYeHuUs:

e Stderr[:ShowTimestamp] — coobueHusa ByayT BbIBOAUTLCA B CTAHAAPTHbIM MOTOK
owmnbok stderr. laHHOE 3HaYeHNe MOXET BbITb MCMOAb30BAHO MOJ/IbKO B HAaCTPOMKaXx
AEMOHa yrpaBaeHuns KoHdurypaumein. Mpwu 3Tom, ecm oH paboTaeT B GOHOBOM pexmme
(«daemonized»), T. e. 3anyLUeH C yka3aHMeM NapameTpa —d, 3TO 3HauYeHne He Moxem ObiTb
MCNONb30BaHO, MOCKO/bKY KOMMOHEHTbI, paboTatome B POHOBOM peXMMe, HE UMEIOT
A0CTyNa K NoTokam BBOZA/BbIBOAA TepMUHana). JONOAHUTENbHBIA NapaMeTp
ShowTimestamp NpeAnucbiBaeT 406aBAATb K KaXA0MY COODLLEHMIO METKY BPEMEHM.

e Auto — coobLeHMA A9 COXPaHEeHNA B XXypHan nepeAaroTcsa AeMOHY ynpaBiaeHns
koHurypauwmen Dr.Web ConfigD, KoTopbIli cOXpaHsieT uUx B e4nHOe MeCTo B COOTBETCTBUN C
cobCTBEHHBIMM HacTporkamu (NnapameTp Log B cekummn [Root]). [laHHOe 3HaveHne
onpeseneHo AN BCeX KOMMNOHEHTOB, kpoMe 0eMOHa ynpasieHus KoHgpuaypayued, v
MCMO/b3yeTCA Kak 3HayeHne Mo yMOAYaHMIO.

e Syslog|:<facility>] — coobweHunsa byayT nepesaBaTbCs KOMMNOHEHTOM CUCTEMHOM
cnyx6e XypHanmpoBaHusa syslog.

e [lononHuTenbHas Metka <facility> ncnonb3yercs Ans yKasaHus TUNa XypHana, B KOTOPOM
syslog byset coxpaHATb cOObLLEeHNA. BO3MOXHbIe 3HaueHus:

8 Daemon — COODBLLEHNSA 1€MOHOB,
o User — COOBLLEHMSA NOIb30BaTENbCKMX NMPOLLECCOB,

o Mail — COOBLLEHMA MOYTOBbIX MPOrpamm,
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o LocalO — COOBLLEHNsA NIOKabHbIX NpoLeccos O,
o cee
o Local7 — COOBLLEHNs JI0KaAbHbIX MPOLLECCOB 7.

e <nyme K ¢atiny> — coobLyeHuns byayT COXPaHATLCA KOMMOHEHTOM HeMOCPeACTBEHHO B
yKasaHHbI darin XypHana.

ﬂpMMepr3aAaHMﬂﬂapaMeTp&
¢ B darine KOHPUrypauuu:
Log = Stderr:ShowTimestamp

e C NOMOLWbI KOMaHAbl drweb-ctl cfset:

# drweb-ctl cfset Root.Log /tmp/log

e 3a/laHue Yepes NapameTp KOMaHAHOW CTPOKW (Hanpumep, ANs CKaHUPYHOLWLEro a4pa):

# /opt/drweb.com/bin/drweb-se <cokem> --Log Syslog:DAEMON

10. Jeticmgue — pevictBne komnoHeHTa Dr.Web Desktop Security Suite npn obHapy>xeHnmn yrpos
onpeAeNeHHoro Tvna wiv npu BO3HNKHOBEHWUM KaKoro-mbo Apyroro cobbiTs. Bo3amodXHble
3HaYeHus:

e Coobwartb (REPORT) — TOJbKO CHOPMUPOBATL YBEAOMIEHNE 06 yrpose, He
NpeAnpUHMMan HUKaKWUX APYrvxX AeACTBUN;

e Jleuntb (CURE) — NOMNbITaTbCA BbIMOAHUTL NeyeHre (yAanuTb 13 Tena Gpanna ToNbKO
BPELOHOCHOE COAEePXKNMOE);

e B kapaHTUH (QUARANTINE) — NepemMecTuTb UHGULMPOBAHHbIN Gaiin B KapaHTUH;

e Yaanutb (DELETE) — yAanuUTb UHPULMPOBaHHbIN daitn.

& HekoTopble 13 feNcTBUIA MOTYT BbiTb HEMPYMEHWMbI B HEKOTOPbIX CAyYasx (Hanpumep,
Ans cobbiTma «Owmnbka ckaHMPOBaHMWSA» HEMPUMEHUMO AencTBre CURE). MepeyeHb
pa3peLLEHHbIX AeNCTBUIA BCErsa yKasbiBaeTCs B OMMCaHUM KaxkA0ro napamerpa,
MMetoLero Tun deticmaue.

Mpouve TUMNbl NapaMeTPOB U MX BO3MOXHbIe 3HAaUEeHWs yKa3aHbl HEMOCPEACTBEHHO B ONUCaHUU
napameTpoB KOHOUIypaLuu.
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10.5. MpunoxxeHue A. NreHepauunsa ceptudpuxkartos SSL

Ona komnoHeHToB Dr.Web Desktop Security Suite, ncnonb3yrowmx ans obmeHa gaHHbIMU
3alUMLLEHHBIN KaHan nepesaun ganHHbix SSL/TLS 1 ocHOBaHHbIe Ha HEM MpPUKAaAHble MPOTOKObI,
Takume kak HTTPS, LDAPS, SMTPS u 1. n., HeobxoanMo obecneunTb Hasmume 3aKpbITbIX KAKOYEn
SSL n cooTBeTCTBYOWMX UM cepTUdUKaTOB. JNd HEKOTOPbLIX KOMMOHEHTOB KAKO4M 1
cepTnduKaThl reHepPUPYHOTCA aBTOMATUUECKW, @ A1A APYTVMX OHW AOMXKHbI 6bITb NPeAoCTaB/EHbl
nosnb3oBatenem Dr.Web Desktop Security Suite. Bce KOMNOHEHTbI MCMONL3YOT CEPTUDUKATBI,
npeacrasieHHble B popmate PEM.

[ns reHepaumm 3aKpbITbIX KAHOYEN 1 cepTUGUKATOB, UCMOIb3yEMbIX AN COEAVHEHUI Yepe3
SSL/TLS, B TOM uncne Ansa yaoCTOBEPAIOLNX cepTUdUKaToB LieHTpa ceptudurkaumnm (LIC) n ansa
NoAnNncaHHbIX cepTMdUKaTOB, MOXHO MCMOb30BaTh YTUAUTY KOMaHAHOW CTPOKM openssl
(BxoauT B cocTaB Kpuntorpadpuueckoro naketa OpenSSL).

PaccmoTpuM nocnegoBaTenbHOCTb AEUCTBUIN, HEOOXOAMMBIX ANS CO34aHUA 3aKPbITOrO KAto4a 1
COOTBETCTBYHOLLEro eMy ceptudurkaTa SSL, a Takxe ceptudumkarta SSL, nognmcaHHOro
yaoctoseparowmm ceptndmkatom LIC.

YT106bI creHepmpoBaTh 3aKpbITbIW KoY SSL 1 cepTudukar

1. Ana reHepaumu 3akpbITOro katoya (anroputm RSA, aiviHa katoua — 2048 6umT) BbinosHMTE
KOMaHAy:

$ openssl genrsa -out keyfile.key 2048
Ecan TpebyeTcs 3amMTnTL KAKOY NapoieM, JOMOJHUTENbHO UCMOb3YINTe ONumio —des3.
CreHepunpoBaHHbIV K04 HaxoanTcA B panne keyfile. key B TeKyLleM KaTaaore.

[ns npocMoTpa CreHepupOBaHHOTO KKOYa BbIMOAHUTE KOMaHAY:

$ openssl rsa -noout -text -in keyfile.key

2. [ina reHepaunn ceptudrkaTta Ha ykasaHHbIM CPOK Ha OCHOBaHUW MMEIOLLErocsa 3aKpbITOro
K/atoYa (B JaHHOM npumepe — Ha 365 CyTOK) BbINOJHUTE KOMaHAy:

$ openssl req -new -x509 -days 365 -key keyfile.key -out certificate.crt

| DTa KOMaHZa 3anpocuT JaHHble, UAeHTUOULMPYHOLLME cepTUGULMPYEMBIA OOBEKT (Takmne
: KaK MMs, opraHm3aumsa u 1. n.). CreHepupoBaHHbIA cepTudukat byaeT nomelleH B dainn
certificate.crt

[lna NpoBepKn COAEP>XKMMOro CreHepMPOBaAHHOTO cepTUdMKaTa BbIMONHUTE KOMaHAY:
$ openssl x509 -noout -text -in certificate.crt
YT1o6bI 3aperncTpupoBaTth cepTudmKaT B KauecTse JoBepeHHoro ceptudumkara LIC

1. Mepemectute nan ckonupymrte Gainn ceptmdurkaTa B CUCTEMHBIN KaTanor AOBEPEHHbIX
ceptudukaTos (B Debian nam Ubuntu — /etc/ssl/certs).
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2. Co3pavite B KaTasiore AOBEPEHHbIX CEPTUPMKATOB CUMBOINYECKYHO CCbIIKY Ha cepTudmKar,
MMeHeM KoTopou ByaeT ABNATbCA Xell cepTudurKaTa.

3. MepeunHaekcnpyiite coaep>kKMMOe CUCTEMHOTO KaTanora cepTMduKaToB.

MpvBeAeHHbIV HUXE NPUMepP BbIMOJHAET BCe 3TU TpW AencTBuA. MNpeanonaraeTcs, Yto TekyLum
KaTasiorom siBASETCA CUCTEMHbIV KaTalor JOBEepPeHHbIX cepTUdMKaToB /etc/ssl/certs, a
cepTndMKaT, KOTOPbIV PETUCTPUPYETCA B KauecTBe JOBEPEHHOrO, pacrnosiaraeTcs B
davine /home/user/ca.crt:

# cp /home/user/ca.crt

# 1In -s ca.crt ‘openssl x509 -hash -noout -in ca.crt'.0
# c_rehash /etc/ssl/certs

UT06bI cO3paTh NOANUCaHHBbIN cepTudUKaT

1. CreHepupyiTe parin-3anpoc Ha nognucanHue ceptudukata (Certificate Signing Request — CSR)
Ha OCHOBAaHWW MMEIOLLLEroCa 3aKpbITOro katoya. Ecam kntoua Hert, creHepupymTe ero.

3ar|poc Ha noAarnncaHme Cco3gdaeTcA KOMaHAOVIi

$ openssl req -new -key keyfile.key -out request.csr

OJTa KOMaHZAa, Tak Xe Kak U KOMaHAa co3aaHua cepTudurkara, 3anpalumBaeT JaHHbIe,
NnaeHTMOULMpPYOLLNE CepTUPULMPYEMbBI 0OBEKT. 3aech keyfile. key — UMetOWMIAcA dainn
3aKpbITOro Karoya. lNonyyeHHbIn 3anpoc byaeT coxpaHeH B dann request.csr.

,ﬂ,flf-l NPOBEPKWN pe3y/sibTaTa CO34aHMA 3anpoca BbIMOJMHUTE KOMaHAY:

$ openssl reqg -noout -text -in request.csr

2. [lna co3paHna nognucaHHoro ceptudmkata Ha OCHOBaHMM 3anpoca 1 MMetoLLLerocs
ceptndurkaTa LC BbIMOMHNTE KOMaHAY:

$ openssl x509 -req -days 365 -CA ca.crt -CAkey ca.key -set serial 01 -in
request.csr -out sigcert.crt

@ [ns co3gaHuns nognucaHHOro ceptudukata Hy>kHO UMeTb Tpu daiina: dain KOpHEBOTO

: cepTudukaTa ca.crt 1 ero 3aKpbITbl KNtOY ca . key (B KayecTBe ca.crt U ca.key
MOXHO MCMONb30BaTh cepTuduKaT certificate.crt U kNtod keyfile. key, TOraa
MoJlyYeHHbIN cepTUdmKaT byaeT caMonoAnmcaHHbIMK), a Takxke dalin 3anpoca Ha
noznucaHue ceptndukata request . csr. Co3gaHHbIV NOANVCaHHbIN cepTUdUKat dbyaet
coxpaHeH B dpain sigcert.crt.

[ns npoBepKkn pe3yibTaTa BbIMOJHUTE KOMaHAY:

$ openssl x509 -noout -text -in sigcert.crt

MoBTOpWTE NpoLeaypy CO34aHMsA Karoua n ceptudmkata (Mav NoAnucaHHoOro ceptnudukara, B
3aBMCUMOCTUN OT HEOHXOAMMOCTI) CTONBKO Pa3, CKONbKO YHWUKaNbHbIX CePTUHUKATOB BaM
TpebyeTca. Hanpumep, € TOUKN 3peHns coobpaxkeHnin 6e30NacHOCTH, KaXK bl areHT
pacnpeaeneHHol nposepkn pannos Dr.Web Network Checker, Bxogsawmin B ckaHnpyroLmnia
Knactep, JOMKEH UMETb COBCTBEHHYHO Mapy Katou/cepTudukar.
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MpeobpasoBaHne noanncaHHoro ceptudukara

HekoTopble 6pay3epbl An NOUYTOBbIE KAMEHTbI MOTYT NoTpeboBaTh Npeobpa3oBaHus
noanucaHHoro ceptudmrkKaTa, UICNOAb3YyeMOro ANs YAOCTOBEPEHUS IMUYHOCTHY, B dopmaT PKCS12.

YkazaHHoe npeo6paaoBaHme BbIMONHAETCA KOMaHAOVIZ
# openssl pkcsl2 -export -in sigcert.crt -out sigcert.pfx -inkey keyfile.key

3pecb sigcert.crt — uMerowmincs dann nognmcaHHoro ceptudukata, a keyfile.key —
dann COOTBETCTBYHOLLErO €My 3aKpbITOro Katoya. MNonyyeHHbi npeobpa3oBaHHbI cepTudukart
byaeT coxpaHeH B danin sigcert.pfx.
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10.6. MpunoxxeHune E. C6opka moayna agpa gna SplDer Guard

B aTom pasaene

e ObLLMe cBeaeHMS

e VHCTpyYKLMA MO cOOpKe MOoAYAsA 84pa

e BO3MOXHble OLNOKMN cOOPKM

O6wue cBepgeHunn

Ecam onepaumoHHas cictema He npegocTaBaseT mexaHusm fanotify, ncnonbsyemein SplDer
Guard ans MOHUTOPUWHTa AeUCTBUIN C 06bekTamu GaNoBOMN CUCTEMbI, OH MOXET UCMOAb30BaTh
cnewumanbHbIN 3arpy>KaemMblii MOAy /b, paboTarowmii B npocTpaHcTee sapa (LKM-moaynb).

Mo ymonuanuto B coctase SplDer Guard nocraBaseTca CKOMNUAMPOBAHHBIN MOAY b AApa ANS
OC, He npepocTaBasowmx cepauc fanotify. Takxke coBmectHo co SplDer Guard nocraBasetcs
apxuB B dopmarte .tar.bz2, cogepxXawnii Ganabl NCXOAHOTO KOAA 3arpy>KaemMmoro Moayns
f4pa, YToHbl €ro MOXHO 6b110 COBpaTh BPYUHYHO.

v LKM-moaynb, ncnonbsyemsiin SplDer Guard, npegHa3HaueH ansa paboTbl ¢ agpamu Linux Bepcuii

2.6.* N HOBee.

Ansa apxutektyp ARM64, E2K 1 IBM POWER (ppcb4el) pabota c LKM He noaaep>kmBaetcs.

ApXVB C NCXOAHBIM KOZOM 3arpy>aemMoro Moy s sapa pacrosiaraetcs B kKataaore OCHOBHbIX
dannos Dr.Web Desktop Security Suite (no ymonuaHuo — /opt/drweb.com), B nogKatanore
share/drweb-spider-kmod/src, U UMeeT uMmA BuAa drweb-spider—-kmod-<8epcusa>-
<dama>.tar.bz2. Takxe B KaTanore drweb-spider-kmod MMeeTCs CKPUMT MPOBEPKM
check-kmod-install. sh, 3anycT1B KOTOPbIN, Bbl NOAyUnTE MHGOPMaALMIO, MOALEP>KMBAET AN
ncnosb3yemas BaMu onepaLmoHHas cucteMa npesBapuTenbHO CKOMMUANPOBAHHbIE BEPCUM
MogZynen aapa, y>ke BkatoveHHble B coctaB Dr.Web Desktop Security Suite. Ecan HeT, TO Ha 3kpaH
byseT BbiBeZeHa peKkOMeHaLma BbINMOJHUTb PYYHYHO COOpPKY.

Ecnm ykazaHHbIN kaTanor drweb-spider-kmod OTCyTCTBYET, yCTaHOBUTE NakeT drweb-
spider-kmod.

[ns BbINONHEHMSA pyYHOU cbopkm LKM-moayns 13 ncxogHoro Koga Tpebyrotca npasa
cynepnosib3oBaTtens (06bIYHO Nosb3oBaTess root). Ans nonyyeHus npas cynepnosib3oBaTens
npwv cbopke NCMob3yTe KOMaHAy CMEHbI MOJIb30BaTeNs su UAW KOMaHZY BbINMOAHEHNS OT
VMEeHM ApYroro nosib3oBatens sudo.
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MHcTpykuua no cbopke moayna aapa
1. PacnakyiTe apxvB C UICXOAHbIM KOZOM B /t060I KaTasor. Hanpumep, koMaHaa

# tar -xf drweb-spider-kmod-<gepcus>-<dama>.tar.bz2

pacrnakyeT apXuB HEMOCPEeACTBEHHO B KaTaor, COAep KallMii caM apXuB, CO34aB B HEM
noAkaTtasnor c uMmeHeM daina apxvsa.

@ [ns 3anucun B KaTanor, CoAep>Kallmin apxms, HEOBXOAMMbI NMpaBa CyrneproJib3oBaTens.

2. I'Iepeﬁp,MTe B CO3AaHHbI[/JI Katanor ¢ MCXo4HbIM KOA0M U BbINOJIHATE KOMaHAY:

# make

B cnyyae BO3HMKHOBEHUS OLWIMBOK Ha 3Tane make, YCTPAHWTE WX U BbIMOJIHUTE KOMMUAALMIO
MOBTOPHO.
3. lMocne ycnewHOro okoHYaHus 3tana make BbIMOJHUTE KOMaHZbI:

# make install
# depmod

4. TMocne ycnewHom c6opkn Moayns sapa n ero peructpaumm B CUCTEME, BbINMONHNUTE

AonosHUTENbHO HacTpowiky SplDer Guard, yka3aB eMy pexxvm paboTbl C MOAy/eM A4pa,
BbINMO/JIHNB KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode LKM

Tak>xe gonyckaeTca yCTaHOBKa 3HayeHna AUTO BMeCTO 3HavyeHusa LKM. B atom cayuae SplDer
Guard byaet npo6oBaTb NCMNO/Ib30BaTh HE TOJILKO MOAY/b AA4Pa, HO U CUCTEMHBIA MEXaHW3M
fanotify. lns nonyyeHns AONOAHUTENbHOM MHPOPMALIMM BbIMOAHUTE KOMaHAY:

$ man 1 drweb-spider

Bo3mo>kHble owmnbkn cb6opkmn

Ha sTane BbinosHeHna c6opkn make MoryT BO3HMKaTb oWwnbKn. B 3TOoM ciyyae nposepbTe
cnepytolee:

e [1ns ycnewHon cbopkn Tpebyetcs Haanume nHtepnpetatopa Perl n komnunstopa GCC. Ecam
OHM OTCYTCTBYHOT, yCTAHOBUTE UX.
e B HekoTopbix OC MoxeT noTpeboBaTbCs NpeABapuTebHasn yCTaHOBKa nakeTa kernel-devel.

e B HekoTopbix OC cbopka MOXKET 3aBepLUNTLCSA OLLUMOKOW 13-3a HeMpPaBUAbHO OMpPeAesIEHHOTO
nyTW K Katanory ¢ Gannamm NCXOAHOro Koaa fapa. B aTom cayvae ncnonblyinte KOMaHay make
C NapaMeTpom KDIR=<nyme K UcX0OHOMY kody A0pa>. Obbl4HO OH pa3meLLaeTcs B
KaTanore /usr/src/kernels/<8sepcus A0pa>.

Bepcwus agpa, BblgaBaeMas KOMaHAOW uname —r, MOXET He COBMaaTb C MMEeHeM KaTtanora
<gepcua A0pa>.
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10.7. MpunorxkeHne XK. OnncaHue N3BeCTHbIX oLIN60OK

B aTom pasaene

e PekoMeHAaLMN MO naeHTUOUKALMM OLIMOOK

e Koabl olunbok

e OwmnbkM 6e3 Koaa

Ecnn y Bac Bo3HMK/Ia owMbKa, ONMcaHne KOTOPOK OTCYTCTBYET B AaHHOM paszesie,
: 06paTnTeCh B TEXHUYECKYHD MOAAEPXKKY. ByabTe roToBbl COOBLLNTL KOZ OLNOKN 1 OnuncaTtb
0bcTOATENBCTBA €€ BO3HUKHOBEHMUS.

PekomeHaaummn no naeHtnpmkaumm owmbok

e [1ns BbIABNEHWNA BO3MOXHOMW NMPUUYNHBI U OBCTOATENBCTB BOSHUKHOBEHUS OLIMOKM
03HaKOMbTECh C CoAep>XXnMbIM XypHana Dr.Web Desktop Security Suite (npu HacTpowkax no
YMOJTYQHUIO €r0 MOXHO MPOCMOTPETb KOMaHAoM # Jjournalctl). Bel Takke moxere
BbIMOJHUTbL KOMaHAY # drweb-ctl log.

e [lns obneruyeHns naeHTMdUKaLUmM OLLIMOKN PEKOMEHAYETCS HAaCTPOUTL BbIBOA XXypHana B
OTZAENbHbIN dalin N pa3peLLnTb BbIBOJ PacLUMPEHHON OTAaZ0uYHOM UHGopMaLumn. [ns sToro
BbIMOJHUTE KOMaH/bl:

# drweb-ctl cfset Root.Log <Nnymse K galiny XypHana>
# drweb-ctl cfset Root.DefaultLogLevel DEBUG

° ,ﬂ,flﬂ BO3BpaTa HaCTpOeEK BeAEHMA XXYPHalia NO YMOAYAHMIO BbIMOJNHNTE KOMaHAbl:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLogLevel -r

Koabl owinbok

CoobuweHune 06 owmbke: Error on monitor channel (Owubka c8s3u ¢ MOHUMOPOM)

Kog ownbkn: x1
BHyTpeHHee o603HaueHne ownmbku: EC MONITOR IPC ERROR

Onwucanume: Ownbka CBA3M OAHOTO UM HECKOJbKMX KOMMOHEHTOB C IeMOHOM yrpaBaeHns
koHurypaumeit Dr.Web ConfigD.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbku

1. TNepe3sanyctute AeMOH ynpaBieHus KOHbUrypaumen:

# service drweb-configd restart
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2. Y6eanTechb, UTO B CUCTEME YCTAHOB/EH, HACTPOEH N KOPPEKTHO PYHKLMOHMPYET MeXaHW3M
ayteHTudmKaymm PAM. Mpn HeoHXOAMMOCTU YCTaHOBUTE N HACTPOKTE ero (3a NoAPOBHOCTAMM
obpatutech K pyKoBOACTBaM MO aAMUHNCTPUPOBaHWIO Ballero anctpmbyTtnaa OC).

3. Ecnum nepesanyck femMoHa ynpasieHus KoHburypaumer npy KOPPekTHO HacTpoeHHoM PAM He
nomoraet, nonpobynte cobpocnTb HacTponkin Dr.Web Desktop Security Suite B 3HaueHuns no
YMOJYaHWIO.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte A4eMOH yrnpaBieHns KoHdurypaumnen,
BbINOJIHMB KOMaHJy:
# service drweb-configd restart
4. Ecnv feMOH ynpaBaeHuns KOHOUrypaumen 3anyctutb He yaaeTtcs, nonpobyliTe nepeycTtaHOBUTb
naket drweb-configd.

WHcTpykuum no yctaHoske 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Operation is already in progress (Onepayus yxe 8binoHAEeMCs)

Kog ownbkn: x2
BHyTpeHHee o603HaueHne owmnbku: EC ALREADY IN PROGRESS

OnuncaHwue: 3a|'IpOLLIEHHaﬂ onepayna y>xe BbINOAHAETCA.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENIbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

nOAO)KAI/ITe 3aBepleHna onepaunn 1 npu HEO6XOAI/IMOCTI/I noBTopute Tpe6yeM0e AEI‘/‘ICTBI/IG no3>xe.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Operation is in pending state (Onepayus oxudaem 8bIN0/HeHUs)

Kop, owunbku: x3
BHyTpeHHee o603HaueHne owmnbku: EC_IN PENDING STATE

OnwucaHume: 3anpoLUeHHas ornepaLns OXMAAET BbINOAHEHNS (BO3MOXHO, B TEKYLLUA MOMEHT
yCTaHaB/IMBAETCS CETEBOE COEMHEHME N MPOUNCXOANT 3arpyska 1 MHULMaNn3aLms Kakoro-am6o
KOMMOHEHTa, TPebyroLasn NPOAOCIKNTENBHOTO BPEMEHN).
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[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MogoxauTe Hayasna BbIMOJHEHWA OMepaLyMmn 1 NPU HEOBXOANMOCTU MOBTOPUTE Tpebyemoe AencTBne
nosxe.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 owmnbke: Interrupted by user (lpepsaHo noavzosamesem)

Kog ownbkn: x4
BHyTpeHHee o603HaueHMe owmbku: EC_INTERRUPTED BY USER
Onucanwme: [lelictBre 66110 NpepBaHO NoJb30BaTeNeM (BO3MOXHO, OHO BbIMOJHANOCH CANLLIKOM

40Nro).

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

MoBTOpKWTE TPEbyeMoe AencTBME NO3XKeE.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Operation canceled (Onepayusa ommeHeHa)

Kop, owunbku: x5
BHyTpeHHee o603HaueHune ownbku: EC_CANCELED

OnucaHume: [enctene 66110 OTMEHEHO.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MoBTopuTe Tpebyemoe feicTBME.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

PyKOBOACTBO noJsib3oBarena

363



A7

Py
$

A
)
A

Mpwunoxxenus

CoobueHune 06 owmbke: IPC connection terminated (CoeduHeHue IPC pasopsaHo)

Kopa, ownbku: x6
BHyTpeHHee o603HaueHune ownbku: EC_LINK DISCONNECTED
Onucanwme: |IPC-coegnHeHmne ¢ ogHUM 13 kKomnoHeHToB Dr.Web Desktop Security Suite pazopsaHo

(BO3MOXHO, KOMIMOHEHT 3aBEPLLN CBOKO PaboTy M3-3a MPOCTOS WA MO KOMaHAe NoJib30oBaTens).

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

Ecnn onepauus He 6bi1a 3aBepLUeHa, MOBTOPUTE ee NMo3xe. B NpoTMBHOM c/lydae pa3pbiB COeAMHEHMS
He ABnAeTCa OWNHBKON.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 owmnbke: Invalid IPC message size (Hedonycmumeili pasmep coobujeHus IPC)

Kog ownbkn: x7
BHyTpeHHee o603HaueHme owmbku: EC_BAD MESSAGE SIZE

OnucaHue: B npouecce o6MeHa AaHHBIMU MeXAY KOMMOHEHTaMMN MoayYeHo coobLeHmne
HeZOoMyCTUMOro pasmMepa.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

Mepesanyctute Dr.Web Desktop Security Suite:

# service drweb-configd restart

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Invalid IPC message format (Hedonycmumeili popmam coobuyeHus IPC)

Kopa, owunbku: <8
BHyTpeHHee o603HaueHue ownbku: EC_ BAD MESSAGE FORMAT
Onucanume: B npouecce o6MeHa AaHHbIMU MeXy KOMMOHEHTaMMN NoayyYeHOo coobleHmne

Hepzonyctumoro dopmara.

Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
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log.

YcTpaHeHue own6Ku

Mepesanyctute Dr.Web Desktop Security Suite:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEePXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Not ready (He comos)

Kop, owmnbkn: x9
BHyTpeHHee 0603HaueHMe owmbku: EC_NOT READY

OnuncaHwue: Tpe6yeMoe lCI,eI\/’ICTBI/Ie He MOXET BbITb BbIMOJHEHO, NOTOMY 4TO BaI'IpOLIJeHHbII‘/II KOMIMOHEHT
nnn yCTpOI?ICTBO eue He MHNUMaAn3npoBaHbl.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLUMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

MoBTOpUTE TPEbyeMoe AencTBME NO3XKeE.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Component is not installed (KomnoHeHm He ycmaHoesieH)

Kopa, owinbku: x10

BHyTpeHHee o603HaueHne owmnbku: EC_NOT INSTALLED

OnucaHue: KOMNOHEHT, HEOBXOAMMbIA 415 BbINOAHEHUA Tpebyemolr GYHKLUN, He YCTaHOBJIEH.

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO

NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku
1. YcTaHOBWTe WM NepeycTaHOBUTE TPEOYEMbIN KOMMOHEHT. EC/I HeM3BECTHO, KakoW MMEHHO
KOMMOHEHT HeobXxo1M, MonpobyliTe 3TO BbIACHWUTL, O3HAKOMUBLLMNCH C COAEPXKMMBIM XYpHasa.

2. Ecnvw ycraHoBka nan nepeycraHoBKa TpebyemMoro KOMMOHEHTa He Nomoraa, nonpobyrTte
nepeycraHoButb Dr.Web Desktop Security Suite.

WHcTpykuum no yctaHoBke 1 yaaneHnto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.
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CoobuieHune 06 ownbke: Unexpected IPC message (HeoxudaHHoe coobuwjeHue IPC)

Kog owmnbkn: x11
BHyTpeHHee o603HaueHne ownMbku: EC_ UNEXPECTED MESSAGE

OnucaHume: B npouecce obMeHa AaHHbIMU MeXAY KOMMOHEHTaMM NoJlyYeHO HeJomnyCcTMMoe
coobuieHue.

[ns BbIABAEHWNA BO3MOXHON NMPUYUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHUIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

Mepesanyctute Dr.Web Desktop Security Suite, BbINOAHVB KOMaHAY:

# service drweb-configd restart

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 owmnbke: /PC protocol violation (HapyweHue npomokona IPC)

Kopa owmnbku: x12

BHyTpeHHee o603HaueHne ownbku: EC_PROTOCOL VIOLATION

Onwucanme: B npouecce obMeHa AaHHbIMU MeXAY KOMMOHEHTaMM NMPOW30LLIO HapyLUeHWe NPoToKoa.

A BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

Mepesanyctute Dr.Web Desktop Security Suite, BbINTOAHWB KOMaHAY:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHne 06 ownbke: Subsystem state is unknown (HeuzsecmHoe cocmosHue nodcucmemsi)

Kog ownbkn: x13
BHyTpeHHee o603HaueHMe ownMbku: EC_UNKNOWN STATE

Onucanue: Moacuctema Dr.Web Desktop Security Suite, HeobxoanMmas 415 BbINOAHEHWS OonepaLmm,
HaXOAUTCA B HEU3BECTHOM COCTOSHUN.

s BbIABNIEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
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NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbINMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. ToBTOpUTE ONepaLmio.
2. Mpw nostopeHun owmnbkm nepesanyctute Dr.Web Desktop Security Suite, BbInosHWB KOMaHAy:

# service drweb-configd restart

nocne 4yero noBTopuTe onepayunto.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Path must be absolute (Iyme dosxeH 6oime abcoromHeIM)

Kog ownbkn: x20
BHyTpeHHee o603HaueHme owmbku: EC_NOT ABSOLUTE PATH

OnucaHue: YKazaH OTHOCUTE/bHbI nyTb K q>a|7u1y NN Katanory BMecTto abcontoTHOrO.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

3aMeHUTE OTHOCUTE/bHbIN nyTb K q>a|7u1y NN KaTanory Ha abCoNMOTHBIN 1 noBTOpPUTE Onepaumnio.

Ecnv yctpannTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not enough memory (HedocmamoyHo namsmu 015 3asepuieHus: onepayuu)

Kopg owimnbku: x21
BHyTpeHHee o603HaueHue ownbku: EC NO MEMORY

OnuncaHune: HegoctaTouHo NaMsATH A/ BbINMOJHEHWS OnepaLymu.

A BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cosepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbINMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

MonpobyiiTte yBennunTb 06beM NamsaTv, JOCTYyNHOM npoueccam Dr.Web Desktop Security Suite
(HanpuMep, N3MEHUB TUMUTLI MPY MOMOLLM KOMaHAbl ulimit), nepe3anyctuts Dr.Web Desktop
Security Suite n noBTOPUTL OMepaLmto.
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N3MeHEeHUA NMMUTa. B 3TOM Ciydae oTpesakTupyinTe (Mav co3ganTe, Npu ero OTCyTCTBUM)
dann /etc/systemd/system/drweb-configd.service.d/limits.conf, yka3aB
B HEM M3MEHEHHOe 3HauYeHne AMMUTa, HanpuMep:

@ B HekoTOpbIX Cyyasix CUCTEMHBIA CEPBUC systemd MOXET UTHOPUPOBATb 3aJaHHble

[Service]
LimitDATA=32767

C nepeyHem AOCTYMHbIX TMMUTOB systemd MOXHO 0O3HAKOMUTLCS, BbIMOJHUB KOMaHAY
man systemd.exec.

[ns nepesanycka Dr.Web Desktop Security Suite BbinosHWTe KOMaHAay:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHue 06 owmbke: /O error (Owubka ssoda-sbisoda)

Koa owmbku: <22
BHyTpeHHee o603HaueHne owmbku: EC 10 ERROR

OnucaHume: MpomsoLina owmnbka BBOAA/BbIBOAA (HanpuMep, ANUCKOBOE YCTPOWCTBO elle He
MHULMAAN3MPOBaHO WAV pa3gen daitioBol cucteMbl 6osiee He JOCTYrMeH).

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

ObecneyubTe AOCTYNHOCTL TPEOYEMOrO YCTPONCTBa BBOAA/BbIBOAA AN pa3jena GaloBOM CUCTEMBI U
MOBTOpUTE OnepaLuto.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: No such file or directory (Hem makozo ¢alina unu kamasnoza)

Kopa, owinbku: x23
BHyTpeHHee o603HaueHue ownbkun: EC NO SUCH ENTRY

Onucanume: NonbiTka obpalLeHns K HecyLLecTBytowemMy Ganny nam katanory.

[Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

MpoBepbTe NPaBUALHOCTL YKazaHHOro NyTu. Mpy HEOBXOAMMOCTM UCMpaBbTe MyTb U MOBTOPUTE
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onepauuo.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Permission denied ([Jocmyn 3anpeujeH)

Koa owmbku: x24
BHyTpeHHee o603HaueHMe owmbku: EC_ PERMISSION DENIED

OnucaHune: HegoctatouHo nNpas A/ 40CTyna K ykasaHHOMY daiiny Wan Katanory.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

I'IpOBepre NpPaBUAbHOCTb YKa3aHHOro nytn n Haan4dme HeO6XO,£I,I/IMbIX npaB y KOMIMNOHEHTa. Ecan
A40CTyn K O6'b6KTy 3anpeweH, UsSMeHUTe npasa 4OCTyna K HeMY Wi MOBbICbTE NMpaBa KOMMOHEHTa 1
noBTOpUTE Onepaumnio.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 owmnbke: Not a directory (He kamasnoz)

Kopa, owinbku: x25
BHyTpeHHee o603HaueHune ownbku: EC NOT A DIRECTORY

OnucaHme: Yka3zaHHbI 06bekT hailoBON CUCTEMbI HE ABASETCSA KaTaloroMm.

[na BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL NMYTH K 06beKTy. McnpaBbTe MyTb 1 MOBTOPUTE OMepaLyio.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmbke: Data file corrupted (Palin daHHbIx hospexdeH)

Kog owmnbkn: x26
BHyTpeHHee o603HaueHMe owmbku: EC_DATA CORRUPTED

OnucaHwue: 3ar|anJ|/|BaeMb|e AaHHbl€ NOBpPEeXAeHbl.

ﬂ,J'IFI BblIBJIEHMS BO3MOXHOM NPUYUNHBI N 06CTOATENBCTB BO3HUKHOBEHMS OLUMOKM 03HAaKOMbTECH C
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cofepxxuMbiM XypHana Dr.Web Desktop Security Suite (npw HacTporikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TloBTOpUTE ONepaLmio.

2. Mpw nostopeHun ownbkm nepesanyctute Dr.Web Desktop Security Suite:

# service drweb-configd restart

nocne 4yero noBTopuTe onepayunto.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: File already exists (Palin yxe cywecmsyem)

Koa owmbku: <27
BHyTpeHHee o603HaueHne owmnbku: EC FILE EXISTS

OnucaHue: ®aiin ¢ YKa3aHHbIM MMEHEM Yy>Ke CyLUeCTBYyeT.

[ns BbIABAEHWNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 0O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

MpoBepbTe NPaBUABLHOCTb HaNWcaHWs UMeHW daina. Mpu Heo6XOAMMOCTN UCNPaBbTE ero ¥ NOBTOPUTE
onepauyto.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 owmnbke: Read-only file system (@alinosas cucmema mosibko 015 YmMeHUs)

Kopa, owinbku: x28
BHyTpeHHee o603HaueHne owmnbku: EC_READ ONLY FS

OnucaHune: PaiiioBas cucTeMa JOCTyMNHA TONbKO AN UTEHUS.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL NYTH K 06beKTY. VicnpaBbTe NyThb Tak, YTOObI OH yKa3biBas Ha pa3zen
$annoBOWN cUCTEMbI, LOCTYMHbIA ANS 3aNUCK, U MOBTOPUTE ornepauuio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoA OLLNBKMN.
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CoobuweHue 06 owmbke: Network error (Owubka cemu)

Kog owmnbkn: x29
BHyTpeHHee o603HaueHne owmnbkun: EC NETWORK ERROR

OnucaHune: OwrbKa ceTu (BO3MOXHO, BHE3arnHO nepecTtan oTBeYath yaseHHbIN y3en an He yaaeTcs
YCTaHOBUTb COEANHEHME).

[ns BbIABAEHWNA BO3MOXHON NMPUYUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHUIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

I'IpOBepre LOCTYNMHOCTb CETU U NMPaBUJIbHOCTb CE€TEBbIX HACTPOEK. |_|pl/l HEO6XOAI/IMOCTI/I ncripaebTe
ceTeBble HaCTpOI?IKI/I M NOBTOpPUTE ornepaumnio.

Ecnv yctpaHuTb oWwmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not a drive (He duckosoe ycmpolicmeo)

Kopa, owinbku: x30
BHyTpeHHee o603HaueHne owmnbku: EC_ NOT A DRIVE

OnwucaHume: [por3BOAMTCA MOMbITKa OOpaLLEeHMs K YCTPOWCTBY BBOAA/BbIBOAA, KOTOPOE He AB/IAETCS
LVCKOBBIM YCTPOWCTBOM.

Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL YKa3aHHOTO UMEHM YCTPOWCTBA. VicnpaBbTe NyTh Tak, UTOGbI OH Ben K
[MCKOBOMY YCTPOWCTBY, U MOBTOPUTE ONepaLuio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Unexpected EOF (HeoxudaHHbIU KoHey, ¢haling)

Kog ownbkn: x31

BHyTpeHHee o603HaueHue ownbku: EC UNEXPECTED EOF

OnwucaHume: [py YTEHWM JaHHbIX HEOXMAAHHO BbIN JOCTUTHYT KOHeL, dpaina.

N5 BbIABIEHNA BO3MOXHOMN MPUYNHBI U O6CTOATENBCTB BO3HMKHOBEHWSA OLUMOKN O3HaKOMbTECh C

copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAy # drweb-ctl
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log.

YcTpaHeHue own6Ku

MpoBepbTe NPaBUALHOCTL YKazaHHOrO UMeHN darina. Ecin HyxXHO, cnpaebTe MyTb Tak, UTOObI OH Bes K
npaBuabHOMY daiiny, 1 NOBTOPUTE OMepaLmio.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: File was changed (Patin 6ein usmeHeH)

Koa owmbku: 32
BHyTpeHHee o603HaueHne ownmbkun: EC FILE WAS CHANGED

OnwucaHume: [poBepsaemblit Gaiin 6bl1 UIMEHEH.

[ns BbIABAEHNA BO3MOXHON NPUYMHbBI N OBCTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHUIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun
MoBTOpWTE OMepaL o CKaHNPOBaHUS.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Not a regular file (O6vekm He sensemcs gatiziom)

Kopa, owinbku: x33
BHyTpeHHee o603HaueHne owmnbku: EC_ NOT A REGULAR FILE

OnucaHme: 3anpallvBaeMblil 06BEKT PariIoBOM CUCTEMBI HE ABAAETCSA peryaspHbiM dainomM (OH MoXKeT
6bITb KaTaNIOroM, COKETOM WAV APYTrUM OOBEKTOM).

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cogepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL YKazaHHOTO UMeHN darina. Ecin HyxXHO, cnpaBbTe MyTb Tak, UTOObI OH Bes K
perynsipHoMy daiiny, 1 MoBTOPUTE OMepaLmio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHne 06 owmnbke: Name already in use (Vims yxxe ucnosie3yemcs)

Koa owmbku: x34
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BHyTpeHHee o603HaueHne ownbku: EC_NAME ALREADY IN USE

Onucanme: O6bEKT C yKazaHHbIM MMEHEM Y>Ke CyLLEeCTBYeT.

Ana BbIABNEHWSA BO3MOXHOW NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MpoBepbTe NPaBUALHOCTL YKazaHHOro NyTu. icnpaBbTe MyTb U MOBTOPUTE OMepaLyio.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

Coob6weHune 06 owmnbke: Host is offline (Xocm omkrouer)

Kop, owmnbkn: x35
BHyTpeHHee o603HaueHMe owmbku: EC_HOST OFFLINE

OnucaHune: YaaneHHbl y3en HefoCTyrneH Mo CeTu.
s BbIABNIEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHZOM # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

MpoBepbTe AOCTYMHOCTL TPebyeMoro y3na cetu. [pn HeoBXOAMMOCTY UCMpaBbTe afpec y3na ceTv
MoBTOpPUWTE OMnepaLuto.

Ecnv yctpaHuTb oWwmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Resource limit reached (JocmuzHym npeden ucnosb308aHus pecypca)

Kopa, owinbku: x36
BHyTpeHHee o603HaueHne owmnbkun: EC_ LIMIT REACHED

OnucaHue: JocTUrHyT npesen UCrnoib30BaHNA pecypca.
[ns BbIABAEHWNA BO3MOXHOMN MPUUMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

MpoBepbTe AOCTYNHOCTL TpebyeMoro pecypca. Mpy HeOBXOAMMOCTY YBENUYLTE IMMUT Ha
MCNob30BaHVEe pecypca 1 NOBTOPUTE orepaLyio.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.
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CoobuweHune 06 owmnbke: Mounting points are different (PasauyHele moyku MOHMUPOBAHUS)

Koa owmbku: x37
BHyTpeHHee o603HaueHme owmbku: EC_CROSS DEVICE LINK

OnwucaHume: BocctaHoBAeHWe daiina npegnonaraeT nepemelleHme Mexay AByma Toukamm
MOHTVMPOBAHMA.

[ns BbIABAEHWNA BO3MOXHON NMPUYUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHUIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

BbibepuTte apyrov nyTb Ans BOCCTaHOBJEHWs daina 1 NOBTOPUTE OnepaLimio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Unpacking error (Owubka pacnakosku)

Kopa, owinbku: x38
BHyTpeHHee o603HaueHne ownbkun: EC_UNPACKING ERROR

OnucaHue: He yaanocb pacnakoBaTtb apxmB (BO3MOXHO, OH 3aLLMLLEH NapoieM UAN MOBPEXAEH).
[ns BbIABAEHWNA BO3MOXHOMN NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

Y6epuTech, uto dain He noBpexzeH. Ecin apxmB 3alumLLeH NapoaemM, CHUMUTE 3aLuuTy, yKasas
npaBW/bHbIA Mapo/b, N MOBTOPUTE ONepaLiuio.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 owmnbke: Virus base corrupted (BupycHas 6a3a nospexdeHa)

Koa owmnbkn: x40

BHyTpeHHee o603HaueHMe owmbku: EC_BASE CORRUPTED

OnucaHune: BupycHble 6a3bl MOBPeEXAEHbI.

[N BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHZOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

PyKOBOACTBO noJsib3oBarena

374



A7

Py
$

A
)
A

Mpwunoxxenus

YcTpaHeHue own6Ku

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HeOBXOANMOCTM NCNpaBbTe ero
(napameTp VirusBaseDir B ceklmu [Root] daisia KoHGuUrypaumm). Bel MoxeTe BOCMONb30BaThCS
YTUAUTOW YNpPaBAeHUS U3 KOMaHAHON CTPOKMW.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymb>

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTE BMpPYCHble Ha3bl: BbIMOAHNTE KOMaHAY:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Non-supported virus database version (Henoddepxxusaemas sepcus 8UpyCHbIX
6as)

Kog owmnbkn: x41

BHyTpeHHee o603HaueHne ownmbku: EC_ OLD BASE VERSION

OnwucaHume: BupycHble 6a3bl NpegHa3HayeHbl 418 CTapoii BEpPCUKU MPOrpammbl.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 Npu HEOBXOAMMOCTM UCMpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] daria koHdurypaumm). Bel MoXeTe BOCMOb30BaThCA
YTWIUTOW YrpaBAeHUs U3 KOMaHAHON CTPOKMU.

,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ'.ﬂﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HOBUTE BMPYCHble H6a3bl: BbINOAHWUTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpanuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.
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CoobuweHune 06 ownbke: Empty virus database (BupycHas 6a3a nycma)

Kopa, owimnbku: x42

BHyTpeHHee o603HaueHne owmnbku: EC_EMPTY BASE

OnucaHme: BupycHas 6a3a nycra.

[Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Desktop Security Suite (npw HacTporikax No yMOAYaHWIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HeOBXOANMOCTM NCNpaBbTe ero
(napameTp VirusBaseDir B ceklmu [Root] daisia KoHGurypaumm). Bel MoxeTe BOCMONb30BaThCSA
YTUAUTOW YNpPaBAeHUS U3 KOMaHAHON CTPOKMW.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymb>

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHUIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTe BMpPYCHble Ha3bl: BbIMOAHNTE KOMaHAY:
$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Object cannot be cured (O6vekm He Moxxem bbimb 8blieyeH)

Kopg ownbkn: x43
BHyTpeHHee o603HaueHme owmbku: EC_CAN NOT BE CURED

OnwucaHue: [leiictBre Jleuntb 66110 MPUMEHEHO K HEU3IEYMMOMY OOBEKTY.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENIbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun
BbibepuTte gencraune, onycTtumoe A AaHHOrO 0OBbeKTa, U MOBTOPUTE OnepaLimio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

PyKOBOACTBO noJsib3oBarena
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CoobuweHune 06 ownbke: Non-supported virus database combination (Henoddepxxusaemas
KoMbuHayus supycHsix 6a3)

Kopa, owimnbku: x44

BHyTpeHHee o603HaueHune ownmbku: EC_INVALID BASE SET

OnucaHue: HecoBmecTMble BUPYCHble 6a3bl.

[ins BbISABNEHWS BO3MOXHOW NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECh C
cogepxxvMbIM xypHana Dr.Web Desktop Security Suite (npv HacTporikax No yMOAYaHNIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HeOBXOANMOCTM NCNpaBbTe ero
(napameTp VirusBaseDir B ceklmu [Root] daisia KoHGuUrypaumm). Bel MoxeTe BOCNONb30BaThCS
YTUAUTOW YrpaBAeHUs U3 KOMaHAHON CTPOKMW.

[ns npocmoTpa TeKyLLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU Nymb>

[Ans cbpoca 3HaueHUs napameTpa B 3HaYEHME MO YMOJIUAHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBUTE BMpPYCHble Ha3bl: BbIMOAHUTE KOMaHAY:
$ drweb-ctl update

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Scan limit reached (JocmuzHym npeden nposepku)

Kog ownbkn: x45
BHyTpeHHee o603HaueHMe owmbku: EC_SCAN LIMIT REACHED
OnucaHwue: |_|pl/l CKaHNpOBaHUU obbekTa npeBbllWeHbl 3ajaHHble OrpaHn4YeHuns (HaI'IpI/IMep, Ha

BE/IMYNHY pacrnakoBaHHOro $aina, Ha rayouHy ypoBHEN BAOXEHHOCTU U T. M.).

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENBCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. M3mMeHUTe orpaHnyeHna ans ckaHMpoBaHWA 06BbEKTOB (B HAaCTPOMKaX COOTBETCTBYHOLLErO
KOMIMOHEeHTa) Npu nomoLum komaHz drweb-ctl cfshow U drweb-ctl cfset.

2. Tocne n3MeHeHWs HaCTpoOeK NOBTOPUTE OMepaLmio.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.
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CoobuweHune 06 owmnbke: Authentication failed (HesepHele yyemHsie OaHHele NoJib308ameis)

Koa owmbku: <47
BHyTpeHHee o603HaueHMe owmbku: EC_AUTH FAILED

OnucaHume: NonbiTka I'IpOI?ITI/I ayTeHTI/Iq)I/IKaLI,I/II-O C HEBEPHbIMUN YYE€THbIMW AaHHbIMW NMO/1Ib3OBaTe/IA.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLUMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

nOBTOpI/ITe nonbITKY ayTeHTI/Iq)I/IKaLI,I/II/I, YKa3aB rnpaBuibHble y4e€THbl€ AaHHbIE NMO/1Ib30BaTeNA,
nMerlulero HEO6XOAI/IMbIe MOJIHOMOUY KA.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Authorization failed (lonv3osamens He umeem mpebyeMoix npas)

Kopa, owinbku: x48
BHyTpeHHee o603HaueHne ownbku: EC_NOT AUTHORIZED

OnucaHme: TekyLLMIA NOAb30BaTE b HE UMEET NpaB Ha BbINOJIHEHWE TpebyeMon onepaLnu.

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

nOBTOpVITe NOMbITKY aBTOPM3aUnW, yKa3aB NpaBU/ibHblIE YYETHbIE AaHHbIE MOJ/Ib30BaTe 14, MMERLEro
HEO6XOAVIMbIe noaHomMou4unA.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Access token is invalid (Hedonycmumsili mokeH docmyna)

Kog owmnbkn: x49
BHyTpeHHee 0603HaueHme owmbkn: EC_INVALID TOKEN

Onwucanume: KomnoHeHT Dr.Web Desktop Security Suite npesbaBua HEKOPPEKTHbIN TOKEH aBTOPU3aLIMm
NPV NOMbITKE BbIMOJAHEHWA OnepaLu, TpebytoLLei NoBbILEHHbIe NpaBa.

[ns BbIABAEHWNA BO3MOXHON NMPUYMHbBI N OBCTOATENbCTB BO3HMKHOBEHMA OLUMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHUIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku

MpowvanTe ayTeHTMdMKALMIO, YKa3aB NpaBuJibHble YYETHbIE JaHHble NMOJIb30BaTeNs, MMEROLLErO
HeobxoAMMble NMOJHOMOUUS, ¥ MOBTOPUTE OMepaLmio.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 owmbke: Invalid argument (Hedonycmumesili apaymeHm)

Kopa, owunbku: x60
BHyTpeHHee o603HaueHune ownbku: EC_INVALID ARGUMENT

OnucaHume: KomaHza He MOXET ObITb BbINMONHEH], Tak KaK yKa3aH HeJomnyCTUMbIA apryMeHT.

[Ana BbIABNEHWSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TlpoBepbTe NPaBMALHOCTb HanucaHma n GopmaTt KOMaHAbI.

2. MNosTopuTe Tpebyemoe felcTBUE, YKa3zaB AOMYCTUMbIA apryMeHT.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 ownbke: Invalid operation (Hedonycmumas onepayus)

Kog owmnbkn: x61
BHyTpeHHee o603HaueHue ownmbku: EC INVALID OPERATION

OnucaHwue: CosepmeHa nonbITKa BbIMOAHUTb HEAOMYCTUMYHO KOMaHAy.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENBCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun
MoBTOpUTE TPebyeMoe AeNCTBIME, yKa3aB AOMNYCTUMYO KOMaHAY.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Superuser privileges required (Tpebyromcsi NOIHOMOYUS CynepnoJib3o8amesis)

Kopa, owmnbku: x62
BHyTpeHHee o603HaueHue ownmbku: EC_ ROOT ONLY

OnwucaHume: [1ns BbINOJAHEeHWs TPpebyeMoro AeicTBms TPeOYHOTCA NOJHOMOUMS Cyneproib3oBaTens.
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[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

MoBbiCbTe CBOM MpaBa A0 Cyrnepro/ib3oBaTens n noBTopute Tpebyemoe gencreve. s nNoBbILEHWS
MpaB MOXHO BOCMO/Ib30BaTbCs KOMaHAOMW su Uan sudo.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Not allowed in centralized protection mode (He pa3peuwieHo 8 pexxume
yeHmpanausoeaHHol 3auyumei)

Kop, owmnbkn: x63

BHyTpeHHee 0603HaueHMe owmbku: EC_ STANDALONE MODE ONLY

OnucaHue: Tpebyemoe AeicTBME MOXHO BbINMOAHWUTL TOALKO Npu pabote Dr.Web Desktop Security
Suite B aBTOHOMHOM pexume.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLUMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

Mepeseaute Dr.Web Desktop Security Suite B aBTOHOMHbIV peXXrM 1 MOBTOPUTE OrnepaLiuto CHOBa.

Ana nepeeoga Dr.Web Desktop Security Suite B aBTOHOMHbIV peXyM BbIMOJHUTE KOMaHAY:

# drweb-ctl esdisconnect

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Non-supported OS (Henoddepxusaemas OC)

Kopa, owmnbku: x64
BHyTpeHHee o603HaueHne owmnbku: EC_NON SUPPORTED 0OS

OnucaHue: OnepaLMoHHas CUCTEMa, YCTaHOBIEHHAs Ha y3e, He noaaepxxusaetca Dr.Web Desktop
Security Suite.

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OLWIMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbINMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

YcTaHOBWTE ONEpaLMOHHYHO CUCTEMY M3 CMINCKA, YKa3aHHOTO B CUCTEMHbIX TPEOOBaHMAX.
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Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Feature not implemented (®yHkyus He peasu3osaHa)

Kop, owmnbkn: x65

BHyTpeHHee o603HaueHne ownbku: EC_ UNKNOWN OPTION

OnwucaHue: 3anpatuvBaemble GYHKL MM KOMMOHEHTa OTCYTCTBYIOT B TEKYLLIE BEPCUN.

s BbISABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

Monpobyiite copocutb HacTpoikn Dr.Web Desktop Security Suite B 3HaueHus No yMoa4aHMHO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini (Npu 3TOM
pPEeKOMEHAYeTCs COXPaHUTb PE3EPBHYHO KOMUIO KOHOUIYpaLMOHHOro daiiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daitna KOHPUrypaLmm nepesanycrute A4eMOH ynpaBaeHna KoHpurypawmen,
BbIMOJIHVB KOMaHay:

# service drweb-configd restart

Ecnv yctpaHuTb oWwmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Unknown option (HeussecmHelili napamemp)

Kopa, owinbku: x66
BHyTpeHHee o603HaueHne ownbku: EC_UNKNOWN OPTION

Onwucanume: Paiin KOHOUIYPaLIMN COAEPXKUT MapaMeTPbl, HEN3BECTHbIE WM He MOAJLEPXKMBaEMbIE B
Tekywen Bepcun Dr.Web Desktop Security Suite.

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

1. Otkpowte dann /etc/opt/drweb.com/drweb.ini B Nt06OM TEKCTOBOM pesakTope, yaanute
CTPOKY, COAEpP>KaLLyt HEAOMYCTUMbIV NMapameTp, coxpaHuTe dain 1 nepesanycTute 4eMOoH
ynpasaeHus KoHdurypaumen Dr.Web ConfigD, BbINOAHUB KOMaHAy:

# service drweb-configd restart

2. Ecnuv ato He nomoxkeT, nonpobyiTte cbpocntb HacTponkmn Dr.Web Desktop Security Suite B 3HaueHus
Mo YMOYaHWIo.
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[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLnoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte A4eMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHue 06 owmbke: Unknown section (HeuzsecmHas cekyus)

Koa owmbku: <67
BHyTpeHHee o603HaueHne ownbku: EC_ UNKNOWN SECTION

OnwucaHume: Paiin KOHOUIYPaLMN COAEPXKUT CEKLN, HEU3BECTHbIE UM He MOAJEePXKMBaeMble B TeKyLLen
Bepcum Dr.Web Desktop Security Suite.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. Otkpowte pain /etc/opt/drweb.com/drweb.ini B NtOBOM TEKCTOBOM PefakTope W yaanuTe
Hen3BEeCTHYO CeKLMIo, MOC/Ie Yero coxpaHuTe Gaiin 1 nepesanycTute 4EMOH ynpaBaeHus
koHurypauwmen Dr.Web ConfigD, BbINONHUB KOMaHAY:

# service drweb-configd restart

2. Ecnm 370 He nomoxeT, nonpobyiite copocuTb HacTpolikm Dr.Web Desktop Security Suite B 3HaueHus
Mo YMOJYaHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini (Npu 3TOM
pPEKOMEHAYETCs COXPaHUTb PE3EPBHYHO KOMUIO KOHOUIYpaLMOHHOrO daiiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkn daitna KOHPUrypaLmm nepesanycrute A4eMOH ynpaBaeHna KoHpurypawmen,
BbIMOJIHVB KOMaHay:

# service drweb-configd restart

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: /nvalid option value (Hedonycmumoe 3Ha4yeHue napamempa)

Kopa, owimnbku: x68

BHyTpeHHee o603HaueHne owmnbku: EC_INVALID OPTION VALUE
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OnucaHwme: [115 OLAHOrO UAN HECKONbKMX NMapaMeTpoB B daiie KOHPUrypaLmm ykasaHo HeZomnycTumoe
3HaueHwe.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. V3meHuWTe 3HaueHne napameTpa Npum NOMOLLM KoMaHa drweb-ctl cfshow n drweb-
ctl cfset.

Ecnv Bbl He 3HaeTe, Kakoe 3HaYeHne napamMmeTpa AOnycTMO, 0bpaTUTeCh K CPaBKe MO KOMIMOHEHTY,
MCMoNb3yHoLLEMY AaHHbIV NapamMeTp, v NomnbiTanTecb COPOCUTL 3HaUEHME 3TOro napameTpa B
3HaYeHMe Mo yMONYaHWH.

2. TakXe MOXHO OTpeAakTUpOBaTh HEMOCPEACTBEHHO daiin
KOHPUrypaumm /etc/opt/drweb.com/drweb.ini. a4 3TOro otkponTe ero B Nt060M TeKCTOBOM
peAakTope, HalAWTe CTPOKY, COAepP>Kallyto HeAOoMyCTMMOE 3HaUeHe NapameTpa, 3aganTte
JOMNYCTUMOE 3HaYeHWe, CoOXpaHuTe Gain 1 nepesanycTmTe 4eMOH yrnpaBaeHnsa KoHurypaumein
Dr.Web ConfigD, BbINONHNB KOMaHAy:

# service drweb-configd restart

3. Ecnv npegblaylive warv He Nomorau, nonpobyinte cépocntb HacTporikm Dr.Web Desktop Security
Suite B 3HaUeHWs MO YMOYAHUIO.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gana KOHGUrypaLmm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Invalid state (Hedonycmumoe cocmosHue)

Kopa, owmnbkn: x69
BHyTpeHHee o603HaueHMe owmbku: EC_INVALID STATE

OnwucaHume: Hegonyctnmoe coctosaHme komnoHeHTa uan Dr.Web Desktop Security Suite B Lienom gns
BbIMOJIHEHWA 3aMNPOLLIEHHOW onepaLuu.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

PyKOBOACTBO noJsib3oBarena
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YcTpaHeHue own6Ku

1. ToBTOpuTe TpebyeMoe AeNcTBME Yepe3 HEKOTOPOE BPEMS.

2. Mpw nostopeHun owmnbkm nepesanyctute Dr.Web Desktop Security Suite, BbInosHWB KOMaHAy:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Only one value allowed (PaspewieHo mosibko 00HO 3Ha4YeHue)

Kog owmnbkn: x70
BHyTpeHHee o603HaueHne owmbku: EC NOT LIST OPTION

OnucaHue: B ¢a|7|ne KOHCI)I/IpraLI,I/II/I 4N4 NapaMeTpa, KOTOprI‘/lI MOXET MUMeTb TOJIbKO OA4HO 3Ha4YeHne,
3a4aHO 3Ha4deHue B BnAe Cnncka.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. VI3meHuTe 3HavyeHne napameTpa Npu NoMoLwm komaHs drweb-ctl cfshow u drweb-
ctl cfset.

Ecav Bbl He 3HaeTe, Kakoe 3HauyeHue napamMeTpa A0onyCcTnuMo, O6paTI/ITer K CripaBKe no KOMMOHEHTY,
ncnosibsyrouiemy AaHHbII‘/II napamMeTp, niun MonbITanTech C6pOCI/ITb 3Ha4yeHune 3Toro napamMeTpa B
3Ha4yeHune No yMmoa4aHuto.

2. Takke MOXHO OTpeAaKTVpPOBaTb HEMOCPEACTBEHHO dain
KOHUrypaumm /etc/opt/drweb.com/drweb.ini. [lng 3TOro oTkpomnTe ero B 1t060M TEKCTOBOM
pesfakTope, HanguTe CTPOKY, CoAep>Kalllyto HefonycTMMOe 3HaYeHne napameTpa, 3ajante
[OMYCTUMOe 3HaueHre, CoxpaHuTe Gaiin 1 nepesanycTute 4eMOH ynpasieHns KoHGUrypaumen
Dr.Web ConfigD, BbINOAHMB KOMaHAY:

# service drweb-configd restart

3. Ecam npeabigyLyme warv He moMorau, nonpobyite copocutb HacTpoikn Dr.Web Desktop Security
Suite B 3HaueHNA MO YMOAYAHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb. ini (Npu 3TOM
pPeKOMEHAYeTCsl COXPaHUTb PE3EPBHYHO KOMUIO KOHOUIYpaLMOHHOro daiiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkn daitna KOHPUrypaLmm nepesanycTute AeMOH ynpaBaeHna KoHpurypawmen,
BbIMOJIHVB KOMaHay:

# service drweb-configd restart

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.
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Coob6weHune 06 owmnbke: Record not found (3anuce He Hali0eHa)

Kopa, owinbku: x80
BHyTpeHHee o603HaueHne ownmbkun: EC_RECORD NOT FOUND

OnucaHwme: ViHpopmaLmMs 0 HalZeHHOM yrpo3e OTCYTCTBYET (BO3MOXHO, Yrpo3a yxe bbina obpaboTtaHa
APYTMM KOMIMOHEHTOM).

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku
O6HOBMWTE CMMCOK Yrpo3 Yepes HEKOTOPOE BPeMs.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Record is in process now (3anuce obpabameisaemcsi 8 0aHHbIU MOMEHM)

Kog ownbkn: x81
BHyTpeHHee o603HaueHune ownbku: EC RECORD BUSY

OnucaHme: Yrpo3sa y>ke obpabatbiBaeTcs ApyrinM KOMMOHEHTOM.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun
O6HOBMWTE CNMCOK Yrpo3 Yepe3 HEKOTOPOe BPeMs.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: File has already been quarantined (®alin yxe Haxodumcsa 8 kapaHMuHe)

Kopa, owinbku: x82
BHyTpeHHee o603HaueHne owmnbku: EC_QUARANTINED FILE

Onucanme: aiin yxxe HaXOAUTCA B KapaHTUHE. BO3MOXHO, yrpo3a yxxe bbina obpaboTtaHa Apyrum
KOMMOHEHTOM.

[Ana BbIABNEHNSA BO3MOXHOM NMPUUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWSA OLWIMOKN O3HaKOMbTECh C
cofepxxuMbIM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbINMOAHWUTL KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku

O6HOBWTE CMMCOK Yrpo3 Yepes HEKOTOPOE BPeMS.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Update zone is not provided by cloud (3oHa obHosseHus 8 obaake
HedocmynHa)

Kop, owimnbkn: x83

BHyTpeHHee o603HaueHue owmbku: EC NO ZONE IN CLOUD

OnwucaHume: [MNonbiTka 06HOBAEHUA ¢ nomoLbio Dr.Web Cloud 3aBeplumnack Heysauyeil.

[ns BbIABAEHNA BO3MOXHON NPUUNHbBI N O6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

MoBTopuTE TpEbyemMoe AeNCTBME Yepes HEKOTOPOE BPEMS.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Update zone is not provided on disk (3oHa obHoeeHuUs Ha ducke
HedocmynHa)

Kopa, owinbku: x84
BHyTpeHHee o603HaueHne ownmbkun: EC_ NO ZONE ON DISK

OnucaHwme: NonbiTka 0OHOBNIEHUS BUPYCHbIX 6a3 B pexxnme oddaaliH 3aBepLumnach Heyaden.
[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. Y6epmtech, Uto NyTb K YCTPOWCTBY, C KOTOPOrO NPON3BOANTCS OOHOB/IEHWE, YKa3aH BepPHO.

2. Y6eanTtech, UTo MOJIb30BaTE/b, OT MMEHW KOTOPOTO BbIMOHAETCS 06HOB/IEHME, 0b1aZaeT npaBaMu
Ha YTeHMe KaTasiora C OBHOBIEHVAMMW.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: Cannot backup before update (He ydanoce coxpaHume pe3epeHyro KONUH
neped obHoseHuUeMm)

Kop, owmnbkn: x89

PyKOBOACTBO noJsib3oBarena
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BHyTpeHHee o603HaueHune ownbku: EC_BACKUP FAILED

Onucanume: lNepes HayasoMm 3arpy3ky OB6HOBIEHUI C cepBepa OBHOBAEHUI HE YAaN0Ch COXPaHUTb
pe3epBHYHO KOMKWIO Noanexallnx obHoBaeHno hannos.

[ns BbIABNEHWNA BO3MOXHOMN NPUYMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXnMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MoXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. TpoBepbTe NPaBUAbHOCTb MYTW K KaTanory, XpaHsLemMy pe3epBHble KONnv o6HoBAsIEMbIX GalisioB 1
npu HeobXxoANMMOCTM UCNpaBbTe ero (napameTp BackupDir B cekumn [Update] danna

KOHdUrypaumm).

e [ln15 npocMoTpa v UCrpaBaeHWs NMyTU BOCMONb3YNTECh YTUIVTON YpaBieH s U3 KOMaHHOW
CTPOKM.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Update.BackupDir
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.BackupDir <H06Halﬂﬁnb>

[ns cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Update.BackupDir -r

2. O6HoBUTe BMpPYCHble H6a3bl: BbIMOAHUTE KOMaHAY:
$ drweb-ctl update

3. Eciv owmbka NoBTOPsIeTCs, MPOBEPbLTE, UTO MOJIb30BaTE/b, OT UMEHW KOTOPOTO UCMOJIHSETCS
KOMTMOHEHT, MMeeT NpaBa Ha 3anucb B KaTaor, yKa3aHHbIV B napameTpe BackupDir. Mms
nosib30BaTess ykasaHo B napameTpe RunAsUser. [pn HEOHBXOANUMOCTU U3MEHUTE UMS
nosib30BaTessl, U3MEHMB 3HaueHWe NapameTpa RunAsUser, WK NPeoCcTaBbTe HeAOCTatoWMe npasa
B CBOWCTBax KaTtajora.

4. Ecam owmnbka NOBTOPSETCS, NepeycTaHoBMTe NakeT drweb-update.

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: /nvalid DRL file (Hedonycmumsili DRL-¢badin)

Kop, owmnbkn: x90

BHyTpeHHee o603HaueHne owmbku: EC_BAD DRL FILE

OnucaHune: HapylueHa cTpykTypa oZHOro 13 ¢haliaoB Co C1ckamm cepBepoB 0OHOBAEHW.

s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHZOW # Journalctl). Bl Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.
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YcTpaHeHue own6Ku

1. TpoBepbTe NPaBWUAbHOCTb MyTW K Garsy cnmncka cepBepoB 1 NpU HEOBXOAMMOCTN NCMPaBbTe ero
(napameTpbl C UMeHeM BuAa *DrlDir B cekumu [Update] danna koHdurypaLmm).
Bocrnonb3yntech yTnanTon yrpasaeHus U3 KOMaHAHOW CTPOKMW.

[ns npocmoTpa TekyLero 3HayeHns napameTpa Beeaute komaHay (< *DrlDir> Hy>XHO 3aMeHUTb Ha
MMs KOHKPETHOro napametpa. Ecam nms napameTtpa HEM3BECTHO, MPOCMOTPUTE 3HAUYEHNS BCEX
napameTpoB B CEKLMW, OMYCTUB YaCTb KOMaHAbI, 3aK/IFOUEHHYHO B KBajpaTHble CKOOKMN):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[ns ycTaHOBKM HOBOTO 3HaYeHWs napameTpa BBeauTe Komanay (< *DrlDir> Hy>XHO 3aMeHWTb Ha UM#
KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> <Hogbelli nyme>

[na cbpoca 3HaueHWa NapameTpa B 3HaUYeHWe No YMONYaHWIO BBeAUTE KOMaHAay (< *DrlDir> HyxHO
3aMEHUTb Ha UM KOHKPETHOTO napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r

2. O6HoBUTe BMpPYCHble H6a3bl: BbIMOAHNTE KOMaHAY:
$ drweb-ctl update
3. Ecnv owmbka noBTOpsETCA, NepeycTaHoBUTe NakeT drweb-update.

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmbke: /nvalid LST file (Hedonycmumeiti LST-¢paiin)

Kog owmnbkn: x91
BHyTpeHHee o603HaueHme owmbku: EC_BAD LST FILE

OnucaHune: HapylieHa cTpykTypa paina ¢ nepeyHem 0H6HOBSEMbIX BUPYCHbIX Ha3.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENIbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue own6ku
1. O6HOBWTE BUPYCHble 6a3bl MOBTOPHO Yepe3 HEKOTOPOE BPeMs: BbIMOAHUTE KOMaHAY:
$ drweb-ctl update

2. Ecnv owmbka noBTOpsieTcs, nepeyctaHoBMTe NakeT drweb-update.

WNHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Desktop Security Suite n ero KOMNOHeHTOB CM. B
pasgenax YcraHoBka Dr.Web Desktop Security Suite n Yaanenune Dr.Web Desktop Security Suite.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.
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CoobueHune 06 owmbke: Invalid compressed file (Hedonycmumelli cxxameili ¢atin)

Kopa, owinbku: x92
BHyTpeHHee o603HaueHne owmnbku: EC_BAD LZMA FILE

OnucaHume: HapylieHa CTpyKkTypa 3arpy>eHHoro danna ¢ 06HOBAEHUAMMN.

[Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Desktop Security Suite (npw HacTporikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

O6HoBMWTE BMpYCHble 6a3bl MOBTOPHO Yepe3 HEKOTOPOE BPEMS: BbIMOJIHUTE KOMaHAY:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Proxy authentication error (Owubka aymeHmugukayuu Ha npokcu-cepaepe)

Kop, owmnbkn: x93
BHyTpeHHee o603HaueHMe owmbku: EC_PROXY AUTH ERROR
OnucaHwme: He yjanocb NogkNOUNTLCA K cepBepam 06HOBEHWNIA Yepe3 MPOKCU-CepBep, yKka3aHHbIV B

HacTpoKkax.

[ns BbIABAEHWNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBMAbHOCTb MapaMeTPOB MOAKIHOUEHNA K MPOKCU-CcepBepy (3agatoTca B napameTpe C
NMeHeM Proxy B cekumnmn [Update] daiina koHbUrypaumm).

o BOCI'IOJ'IbByI‘/IITer YTUANTOW YNpaBieHs U3 KOMaH,CI,HOI;I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Update.Proxy
,U,J'IFI YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.Proxy <HO8ble hapamempeol>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset Update.Proxy -r

2. O6HOoBUTE BMPYCHble H6a3bl: BbIMOAHWUTE KOMaHAY:

$ drweb-ctl update

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.
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CoobuweHune 06 ownbke: No update servers available (Hem docmynHeix cepsepos 0b6HoseHUL)

Kopa, owimnbku: x94

BHyTpeHHee o603HaueHne owmnbku: EC_NO UPDATE SERVERS

OnucaHme: He yaanocb NOAKOUNTLCA HU K OAHOMY 13 CepBEPOB OBHOBNEHWIA.

[ns BbIABEHNA BO3MOXHOMN MPUYMHBI N O6CTOATE/NILCTB BO3HMKHOBEHMA OLIMOKN O3HaKOMbTECh C
cogepxunmbiM xxypHana Dr.Web Desktop Security Suite (npu HacTpolikax No yMOAYaHMo ero MoXHO

NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. TpoBepbTe JOCTYMHOCTb CETU U UCMPaBbTe MPU HEOOXOAMMOCTM CETEBbIE HACTPOMKM.

2. Ecnm pocTyn K ceTi BO3MOXEH TOJIbKO Yepes NMpoKCU-cepBep, 3aalite napameTpbl NOAKAHOUYEHNs K
NPOKCU-cepBepy (3asatoTcs B mapaMeTpe C MMeHeM Proxy B cekuuu [Update] daiina

KoHduUrypaumm).

e Bocnonb3yhTtech YTUINTOWN YMpaBAeHVs U3 KOMaHAHON CTPOKM.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow Update.Proxy
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Update.Proxy <HO8ble napamempeol>

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Update.Proxy -r

3. Ec/v napameTpbl CETEBOrO MOAK/IOYUEHMS, B TOM YMC/IE NCMOb3YeMOro NpoKCU-CcepBepa,
npaBu/bHble, @ OLLINOKA NMPOUCXOANT, yOeamMTeCh B TOM, YTO Bbl UCMO/Ib3YyeTe JOCTYMHbIA CMNCOK
cepBepoB 0H6HOBIEHWMS. [epeyeHb NCMONb3yeMblX CEpBEPOB OOHOBNEHNSA YKa3bIBAETCA B
napameTpax Buga *Dr1Dir B cekumm [Update] darina koHburypaumn.

daln cnvcka cepBepoB, TO YKa3aHHble TaM cepBepbl byAyT MCMOJ/Ib30BaTbCA BMECTO
CepBepoB CTaHAAPTHOW 30HbI OBHOBAEHMA (3HaYeHWe, yKazaHHOe B COOTBETCTBYHOLLEM
napameTpe *Dr1Dir, UTHOPUPYeETCA).

@ Ecan napametpbl Buga *CustomDr1Dir yKa3blBaloT Ha CYLLECTBYIOLLMIA KOPPEKTHbIN

e Bocnonb3yhTtech YTUANTOWN YMpaBAeHVS U3 KOMaHAHON CTPOKM.

[ns npocmoTpa TekyLero 3HaueHns napameTpa Beeaute komaHay (< *DrlDir> Hy>XHO 3aMeHUTb Ha
MMs KOHKPETHOro napametpa. Ecam nms napameTtpa HEM3BECTHO, MPOCMOTPUTE 3HAUYEHNE BCEX
napameTpoB B CEKLMW, OMYCTUB YaCTb KOMaHAbI, 3aK/IFOUEHHYHO B KBajpaTHble CKOOKMN):

$ drweb-ctl cfshow Update[.<*DrlDir>]

[ns yctTaHOBKM HOBOTO 3HauYeHWs napameTpa BBeauTe Komanay (< *DrlDir> Hy>XHO 3aMeHWTb Ha UM#
KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlDir> <Hoegbelli nyme>

[na cbpoca 3HaueHWa NapamMeTpa B 3HaUYeHWe No YMONYaHWIO BBeAUTE KOMaHAay (< *DrlDir> HyxHO
3aMEHUTb Ha UM KOHKPETHOTO napameTpa):

# drweb-ctl cfset Update.<*DrlDir> -r
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4. O6HOBUTE BUPYCHble Ba3bl: BbIMOAHNTE KOMaHAY:
$ drweb-ctl update

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: Invalid key file format (Hedonycmumeili popmam karouegozo ¢hatina)

Kop, owmnbkn: x95

BHyTpeHHee o603HaueHMe owmbku: EC_BAD KEY FORMAT

OnucaHune: HapylieH dopmat kiaroueBoro dpanna.

s BbIABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHZOW # Journalctl). Bel TakXke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe Haanume kNtoYeBOro dakina U NPaBUALHOCTU MyTU K HeMy. [yTb K KAtoUeBOMY panny
3afaeTca B NapameTpe KeyPath B cekumu [Root] daiina KoHburypaummn. Bocnonbsyntecs
YTUAUTON YNPaBAEHNSA U3 KOMAHAHOW CTPOKM.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.KeyPath
,ﬂ'flﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.KeyPath <nymse Kk ¢paliny>

[Jna cbpoca 3HaueHNa napameTpa B 3HaYeHMe Mo YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.KeyPath -r
2. Ecnmy Bac oTcyTCTBYeT KNtoUeBOM Galis, UK MCNONb3yeMbli KtoUeBON Gaiin MoBpexeH,

r|p|/|o6peT|/|Te n yCctaHoOBWUTE €ro. OnuncaHmne KAr4YeBoro c|>a|7u1a, crnocobbil I'IpI/IO6pETeHI/IFI n
YCTaHOBKW OMnucCaHbl B pasjene JlvueHsnpoBaHue.

3. MapameTpbl TekyLLel NLLEH3MN MOXHO NPOCMOTPETb B IMYHOM KabrHeTe Mown Dr.Web no ccoiike
https://support.drweb.com/get+cabinet+link/.

Ecnv yctpaHuTb oWwmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: License is already expired (Cpok delicmeus auyeH3uu ucmexk)

Kopa, owinbku: x96

BHyTpeHHee o603HaueHune ownbkun: EC EXPIRED KEY

Onucanue: Cpok JeNCTBUS TULEH3UN UCTEK.

[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI U 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO

NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku

1. TMprobpeTnTe HOBYHO NINLLEH3NIO W YCTAHOBUTE MOJYYEHHbIV KatoueBor dain. Cnocobsl
NpVYOBPETEHNS NNLLEH3UN 1 YCTAHOBKW KAtOUeBOro daina onncaHbl B pasgene JlvLeH3vpoBaHme.

2. MNapameTpbl TEKYLLEN NNLEH3MM MOXKHO MPOCMOTPETL B INYHOM KabunHeTe Moia Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: Network operation timed out (VMicmex matim-aym cemesoli onepayuu)

Koa owmbku: x97
BHyTpeHHee o603HaueHue owmnbku: EC NETWORK TIMEDOUT

OnucaHume: Victekno BpemMAa OXunaaHua ceTeBoro coeanHeHns (BO3MOXHO, BHE3aMHO nepecran
oTBeYaTb yAaHEHHbIVI y3en nin He yaaetca yCTaHOBUTb Tpe6yeMoe COG,CI,I/IHeHI/IE).

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENBCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

I'IpOBepre LOCTYNMHOCTb CETU U NMPaBUJIbHOCTb CETEBbIX HACTPOEK. |_|pl/l HEO6XOAI/IMOCTI/I ncripaBbTe
ceTeBble HaCTpOI?IKI/I M NOBTOpPUTE ornepaumnio.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Invalid checksum (Hedonycmumasa KoHMpoaeHaa cymma)

Kopa, owinbku: x98
BHyTpeHHee o603HaueHne ownbku: EC_BAD CHECKSUM

OnucaHue: HeBepHas KOHTPO/IbHasA CyMMa 3arpy>eHHoro daiia ¢ 06HOBAEHUAMMU.

Ana BbIABNEHNSA BO3MOXHOM NMPUYNHBI U 06CTOATENBCTB BO3HUKHOBEHWA OWIMOKN O3HaKOMbTECh C
cogepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

O6HoBMWTE BMpYCHble 6a3bl MOBTOPHO Yepe3 HEKOTOPOE BPEMS: BbIMOJIHUTE KOMaHAY:

$ drweb-ctl update

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHune 06 owmnbke: Invalid trial license (Hedonycmumeili demoHcmpayuoHHslIl karodesol ¢alin)
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Kopa, owinbku: x99
BHyTpeHHee o603HaueHue ownmbku: EC BAD TRIAL KEY

OnucaHme: [1eMOHCTPaLMOHHBIN KAHOUeBOW Gain HefeNncTBUTENEH (HanpuMep, OH Bbla NoayYeH Ans
[APYroro KoOMrnbroTepa).

[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI N 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Kku

1. 3anpocute HOBbI AEMOHCTPALMOHHbIV NePUOA A JAHHOTO KOMMbIOTEPa, UAN MpuobpeTnTe
HOBYHO JINLLEH3UIO N YCTAaHOBUTE MOYYEHHbIV KatoueBor darn. Cnocobbl npnobpeTeHns AnLeH3nm
M YCTaHOBKM K/IFOUEBOrO daiina onvcaHbl B pasgene JIMLeH3npoBaHue.

2. MNapameTpbl TEKYLLEN NNLEH3MM MOXKHO MPOCMOTPETL B IMYHOM KabunHeTe Moia Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHne 06 ownbke: Blocked license key (/luyeH3uoHHbIl karodesol ¢palin 3a610KUpo8aH)

Kopa, owmnbkmn: x100
BHyTpeHHee o603HaueHne owmnbku: EC BLOCKED LICENSE

OnwucaHume: TekyLlan AnLLeH3na 3abnoknpoBaHa (BO3MOXHO, HapyLUEeHbl YCI0BUA JINLEH3VIOHHOTO
cornatleHus Ha nucnonb3zoBanve Dr.Web Desktop Security Suite).

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTb KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. MprobpeTute HOBYIO NNLIEH3MIO 1 YCTAHOBUTE MOJNYYEHHbIN KatoueBot dparn. Cnocobel
NprobpeTeHNa INLLEH3UN 1 YCTaHOBKMN KAtOUeBOro daina onuncaHsl B pasgene JlvueH3vpoBaHme.

2. [MapameTpbl TekyLLel NLLEH3MN MOXHO NPOCMOTPETb B IMYHOM KabnHeTe Mown Dr.Web no ccobinike
https://support.drweb.com/get+cabinet+link/.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Invalid license (Hedonycmumas nuyeHsus)

Kopa, owimnbku: x101
BHyTpeHHee o603HaueHne owmnbku: EC_BAD LICENSE

OnwucaHume: /lcnonb3yemas NMLEH3MA NpeHasHaueHa A5 4pyroro NporpaMMHOrO MPoAyKTa Uan He
COAEPXKMNT HEOBXOAMMBIX paspeLLeHnii ana paboTsl komnoHeHToB Dr.Web Desktop Security Suite.
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[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TprobpeTnTe HOBYHO NINLLEH3NIO W YCTAHOBUTE MOJYUYEHHbIV KatoueBor dain. Cnocobsl
NPVOBPETEHNS NNLLEH3UN 1 YCTAHOBKW KAtOUeBOro daina onncaHbl B pasgene JlvLeH3vpoBaHme.

2. MNapameTpbl TEKYLLEN NNLEH3MM MOXKHO MPOCMOTPETL B IMYHOM KabunHeTe Moia Dr.Web no ccoinke
https://support.drweb.com/get+cabinet+link/.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: /nvalid configuration (Hedonycmumas koHguzypayus,)

Kog owmnbku: x102
BHyTpeHHee o603HaueHne owmbku: EC BAD CONFIG

Onucanune: KomnoHeHT Dr.Web Desktop Security Suite He MOXxeT dyHKLMOHNPOBaTb M3-3a
HenpaBW/IbHbIX HACTPOEK KOHPUTypaLmu.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. Ecav ms KOMMOHEHTA, Bbi3BaBLUETO OLIJI/I6Ky, HEN3BECTHO, NMonbITanTecb ero onpeaenTb,
O3HAaKOMUBLLUNCb C COAEPXKMMbIM XXypHaJa.

2. Ecnv owwmbka BbizBaHa KoMrnoHeHToM SplDer Guard, To, BeposiTHee Bcero, 3aZaH cnocob paboThbl
KOMMOHEHTa, KOTOPbIA He NOoAAEP>KMNBAETCA ONepaLMOHHOK cMcTeMO. [poBepbTe YCTaHOBAEHHbIN
pexunm paboTbl KOMMOHEHTa U MPY HEOOXOAMMOCTU UCMPaBbTE €ro, ykasaB 3HaueHne Auto
(napameTp Mode B cekumn [LinuxSpider] daina koHburypaLmm).

o BOCI'IOJ'IbByI‘/IITer YTUANTOW YNpaBieHs U3 KOMaH,CI,HOI;I CTPOKW.

,ﬂ'flﬂ YCTaHOBKW 3Ha4YeHunA Auto BBeANTE KOMaHAy:
# drweb-ctl cfset LinuxSpider.Mode Auto

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEAUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode -r

Ecam owmbka NoBTOPUTCSH, BbINOJHUTE PYYHYHO COOPKY 1 YCTaHOBKY 3arpy>aeMoro Moayns sapa
Aana komnoHeHTa SplDer Guard.

TO/IbKO B TOM C/lyYae, ecam ncnosibdyemas Bamu OC BXOAUT B CMUCOK
noaAep>xvBaeMblx (CM. pasgen CuctemHble TpeboBaHWA Y COBMECTUMOCTD).

2 Pabota komnoHeHTa SplDer Guard 1 3arpy>kaeMoro MoAys sfpa rapaHTMpyeTcs

3. Ecnv owwubka Bbi3BaHa koMmrnoHeHToMm Dr.Web Firewall gnsa Linux, To, BeposiTHee Bcero, Habatozaetcs
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KOHOANKT € ApyrM BpaHamayapoM. Hanpumep, nssectHo, uto Dr.Web Firewall gna Linux
koHbAnKTyeT ¢ BpaHamayapom FirewallD B OC Fedora, CentOS, Red Hat Enterprise Linux (npw
kaxzom nepesanycke FirewallD noptut npasuna mapupyTtusaunm tpadmka, 3agasaemblie Dr.Web
Firewall ansa Linux).

[na yctpaHeHus ownbkm nepesarpysmte Dr.Web Desktop Security Suite, BbINONHWMB KOMaHAy:

# service drweb-configd restart

NAn KOMaHAy:
# drweb-ctl reload

MO>ET NMOBTOPATLCA NPU KaxzaoM nepesanycke FirewallD, B Tom uncne npwm
nepe3sanycke OC. Bbl MOXeTe ycTpaHUTb JaHHYo oLnbKy, oTkatoums FirewallD
(obpatuTech Kk pykoBoacTsy FirewallD B coctaBe pykoBogacTsa no Baiein OC).

@ Ecan He 3anpeTuth paboty FirewallD, ykazaHHas owmbka Dr.Web Firewall gns Linux

4. Ecav owmbka Bbi3BaHa APYrMM KOMMOHEHTOM, TO COPOCbTE ero HaCTPOWKWN B 3HAUYEHMSA MO
YMOIYaHMIO Nto6bIM YA0H6HbBIM A8 Bac cnocobom:

e Mpu nomMowm komaHg drweb-ctl cfshow M drweb-ctl cfset;

e OTpefakTUpPOBaB BPYYHY dais KoHburypaummv (yaaame Bce napaMeTpbl U3 CeKLMU KOMMOHEHTA).

5. Ecam npegpigylume waru He nomorau, copocbTte HacTporiku Dr.Web Desktop Security Suite B
3HaYEeHUs MO YMONYaHWHO.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHIyeTCs COXPaHUTb PE3EPBHYIO0 KOMUIO KOHOUIypaLoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gaina KOHGUrypaLmm nepesanycTmte AeMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: Invalid executable file (Hedonycmumelli ucnosiHsembll ¢gadisn)

Koa owmbku: x104
BHyTpeHHee 0603HaueHMe ownbku: EC_BAD EXECUTABLE
OnucaHune: HeBO3MOXHO 3aMnyCTUTb KOMMOHEHT. VicnoaHAeMblin daitn NoBpeXAeH nav nyTb K Hemy

yKa3zaH HeBepHO.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAy # drweb-ctl
log.
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YcTpaHeHue own6Ku

1. Ecnm nms KOMMNOHEHTa, BbI3BaBLUENO OLUMOKY, HEM3BECTHO, MOMbITANTECH EFO OMPEAENNTD,
03HAKOMMUBLLUCH C COAEPXKMMbIM XypHasa.

2. [NpoBepbTe 3HaUeHWe NyTN K UCNoaHsemomy daiiny KoOMMoHeHTa B KoHGurypauun Dr.Web Desktop
Security Suite (napameTp ExePath B CEKLWN KOMMOHEHTA), BbIMOJHMB KOMaHAY (3aMeHUTe <cekyus
KOMNOHeHmMa> Ha Ha3BaHWe COOTBETCTBYHOLLEN cekLmm daiia KOHDUrypaLmm):

$ drweb-ctl cfshow <Cekyusd KOMNOHEHMa> .ExePath

3. CbpocbTe NyTb B 3HAUEHWE MO YMOJYaHWUIO, BbIMONHMB KOMaHAY (3aMeHUTE <cekyus KOMNOHeHmMa>
Ha Ha3BaHWe COOTBETCTBYOLLEN cekLmm dailia KOHPUrypaumm):

# drweb-ctl cfset <CeKkyus KOMNOHeHMa> .ExePath -r

4. Ecnv npegpblayLive Wwarn He NoMOrn, NepeyCcTaHOBUTE MakeT COOTBETCTBYHOLLETO KOMMOHEHTA.

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Core engine is not available (0po Virus-Finding Engine HedocmynHo)

Kopa, owmnbkmn: x105

BHyTpeHHee 0603HaueHMe ownbku: EC_NO CORE ENGINE

OnwucaHue: Paiin aHTMBMpPYCcHOTO aapa Dr.Web Virus-Finding Engine oTcyTcTBYeT Man HegoCTyneH.
[na BbIABNEHNSA BO3MOXHOM NMPUYNHBI 1 0B6CTOATENBCTB BO3HUKHOBEHWA OIMOKN O3HaKOMbTECH C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHZAOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWABHOCTb NyTW K Gaiiny aHTUBUPYCHOTO aapa drweb32.d11 1 npu
HeobxoAMMOCTM UcnpasbTe ero (napametp CoreEnginePath B cekumn [Root] daiina

KOHUrypaumm).

o BOCI'IOJ'IbByI‘/IITer YTUANTOW YNpaBieHs U3 KOMaH,CI,HOI;I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.CoreEnginePath
,ﬂ,flﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.CoreEnginePath <HO8bIU Nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset Root.CoreEnginePath -r

2. O6HOBUTE BMPYCHble H6a3bl: BLIMOAHWUTE KOMaHAY:

$ drweb-ctl update

3. Ecav nytb rlpaB|/|anb||7| M olnbka MnoBTOPsIETCA Noc/e OBHOBAEHMA BUPYCHbIX 6a3, rnepeycraHoBuTe
nakeT drweb-bases.
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WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: No virus databases (BupycHeie 6a3sl omcymcmsyrom)

Kopa, owmnbkn: x106
BHyTpeHHee o603HaueHne owmnbku: EC NO VIRUS BASES

OnwucaHume: BupycHble 6a3bl OTCYTCTBYHOT.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TpoBepbTe NPaBWAbHOCTb MyTW K KaTaaory BUPYCHbIX 6a3 1 npu HEOBXOAMMOCTM UCMpaBbTe ero
(napameTp VirusBaseDir B cekumn [Root] darina koHdurypaumm). Bel MOXeTe BOCMOb30BaThCA
YTWIUTOW YrpaBAeHUs U3 KOMaHAHOMN CTPOKMW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBeANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
,ﬂ'flﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIU nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHME MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HOBUTE BMPYCHble H6a3bl: BEIMOAHWUTE KOMaHAY:
$ drweb-ctl update

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobuweHune 06 ownbke: Process terminated by signal (Mpoyecc 3asepwieH no cuzHany)

Kopa, owinbku: x107
BHyTpeHHee o603HaueHne ownbku: EC_APP TERMINATED

OnucaHue: KoMnoHeHT 3aBepLuna paboTy (BO3MOXHO, 13-3a NPOCTOA UAN BCAEACTBME KOMaHAbI
rnoab3oBaTens).

[ns BbIABAEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXnMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku
1. Ecnv BbINOMHABLUAACA onepaLms He bblna 3aBepLUeHa, TO NMOBTOPUTE ee 3amnyck CHOBa. B NnpoTvBHOM
cly4ae 3aBeplueHme paboTbl He ABASETCS OLUMOKON.

2. Ecnv KoMMoHeHT NoCTOAHHO 3aBepLuaeT cBoto paboTy, nonpobyite cOpoCUTb HACTPOMNKHM
KOMMOHEHTa B 3HaYEHWs MO YMOJAYaHWIO N0ObIM YA0OHBIM ANs BaC cnocobom:

e Mpu nomMowm komaHg drweb-ctl cfshow N drweb-ctl cfset;

e OTpefakTUpPOBaB BPYYHY daisl KoHDurypaummv (yaaame Bce napaMeTpbl U3 CeKLMU KOMMOHEHTA).

3. Ecam 3to He nomorno, nonpobynte copocuTb HacTpoikn Dr.Web Desktop Security Suite B 3HaueHus
Mo yMOYaHuHo.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHAyeTCs COXPaHUTb PE3EPBHYHO0 KOMUIO KOHOUIypaLoHHoro daiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkm Gana KOHGUrypaLmm nepesanycTmte A4eMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 owmnbke: Unexpected process termination (HenpedsudeHHoe 3asepuieHue npoyecca)

Kop, owmnbkn: x108
BHyTpeHHee o603HaueHMe owmbku: EC_APP CRASHED

Onuncanue: KOMNOHEHT HEOXNAaHHO 3aBepLlunn pa60Ty no npunynHe cbos.

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. ToBTOpWTE BLIMOAHABLLYIOCSA OMepaLyto.

2. Ec/v KOMMOHEHT NOCTOSIHHO aBapUIMHO 3aBepLUaeT CBOK paboTy, COPOCbTE HACTPOMKN KOMMOHEHTa
B 3HaYeHWs MO YMOYaHUIO JH0ObIM YA06HbBIM A5 BaC CMOCOHOM:

e MNpuy NoOMoWmM KOMaHA drweb-ctl cfshow U drweb-ctl cfset;

® OTpelaKTUNpoBaB BPYYHYHO dana KoHdUrypaumm (y,ﬂ,afll/IB BC€ NapamMeTpbl N3 cekunm KOMI'IOHeHTa).

3. Ecam 370 He nomorno, cbpocbTe HacTporikm Dr.Web Desktop Security Suite B 3HaueHus no
YMOJTYaHMIO.

[ns 3Toro ounctute cogepxxmmoe dana /etc/opt/drweb.com/drweb.ini (Npu 3TOM
pPEKOMEHAYETCs COXPaHUTb PE3EPBHYHO KOMUIO KOHOUIYpaLMOHHOro daiiaa), Hanpumep, BbIMOJHUB
KOMaHZbl:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini
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Mocne ounctkm Gana KOHGUrypaLmm nepesanycTmte A4eMOH yrnpaBieHns KoHdurypaumnen,
BbIMOJIHNB KOMaHAy:

# service drweb-configd restart

4. Ecam owmbka noBTopsieTcs nocie cbpoca Hactpoek Dr.Web Desktop Security Suite, nepeycraHoBute
nakeT KOMMOHEeHTa.

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: Incompatible software detected (ObHapyxeHo Hecoemecmumoe 10)

Kopa, owmnbkmn: x109
BHyTpeHHee o603HaueHne owmnbku: EC INCOMPATIBLE

OnucaHune: OaunH NN Heckobko KomrnoHeHToB Dr.Web Desktop Security Suite He moryT
bYHKLMOHNPOBaATb KOPPEKTHO. B cucTeMe 0BHapykeHO nporpamMmHoe obecrneyeHue, NpensaTcTBytoLLee
nx pabore.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENBCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. Ecnv owmnbka BbI3BaHa koMnoHeHToM SplDer Gate, To npo6ieMa MOXeT ObITb CBA3aHa C HaMUYNEM
nporpaMmmMHoro obecrieueHuns, opMmpyroLLero Ana cucteMHoro bpaHamayapa NetFilter npasuna,
KOTOpble MNPensTCTBYHOT KOppekTHOM paboTe SplDer Gate — Hanpwumep, Shorewall nau SuseFirewall2
(B OC SUSE Linux). Takve npuaoxeHa NepuoAnYecKm BbIMONHAOT NPOBEPKY LIeNOCTHOCTH
3a/laHHOM UMW CUCTEMbI NMPaBUA U Mepe3anmncbiBatoT UX.

HacTpoiiTe KoH®AVKTYIOLLIEe NpOorpamMMHoe obecrneyeHmne TakuMm 06pa3oM, YTOObl OHO He MeLlano
pabote SplDer Gate. Ecam caenatb 31O He yAaeTcs, OTKAOUMNTE KOHPANKTYIOLLee NPUIoXKeHNe ¢
3anpeToM ero 3arnycka npu nocaeayrownx 3arpyskax OC. MNMpunosxxeHune SuseFirewall2 (8 OC SUSE
Linux) MO>XHO MOMbITaTbCA HACTPOUTL CeAyHOLLIMM 06pa3oMm:

1) oTkponTe daiin koHpurypaumm SuseFirewall2 (no ymonuaHwmto 31o
dann /etc/sysconfig/SuSEfirewall?);

2) HanguTe B Qaiine cnesyrolime CTPOKM:
## Type: yesno
#
# Install NOTRACK target for interface lo in the raw table. Doing so
# speeds up packet processing on the loopback interface. This breaks
# certain firewall setups that need to e.g. redirect outgoing
# packets via custom rules on the local machine.
#
# Defaults to "yes" if not set
#
FW_LO_NOTRACK=""
3) YcraHoBuTe Ana napameTpa FW_LO NOTRACK 3HayeHwue no:

FiW_LO NOTRACK="no"

PyKOBOACTBO noJsib3oBarena
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4) TepezanycTute SuseFirewall2:

# rcSuSEfirewall2?2 restart

Ecan B HacTpolikax SuseFirewall2 napametp FiW 1LO NOTRACK OTCYTCTBYET, ANSA
/ '',  ycTpaHeHus KOH)AMKTa OCTaHOBUTE 3TO MPUOXKEHWE U 3anpeTuTe ero 3amyck npu
nocneayrownx 3arpyskax OC.

Mocne n3MeHeHNA HacTPOeK UM OTKAHOUEHNS KOHPAVKTYIOLLEro NPUAOXKeHUs nepesanycrute
SplDer Gate.

2. Ecnm owmbka BbI3BaHa APYrMM KOMMOHEHTOM, TO OTK/IKOUUTE UAN MEPEHACTPONTE KOHOANKTYIOLLEe
nporpamMmmHoe obecrneyeHne Takum 06pas3om, YTobbl OHO He Mewwano pabote Dr.Web Desktop
Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Invalid anti-spam library (Hedonycmumas aHmucnam-6bubiuomexa)

Kog ownbkn: x110
BHyTpeHHee 0603HaueHue ownbku: EC_BAD ANTISPAM LIB

Onwucanume: OTCyTCTBYET, HEAOCTYMNEH MW NoBpexaeH dalin aHTucnaMm-6ubanoTeky, HeobxoANMON Ans
NPOBEPKM INEKTPOHHOM MOYTHI.

[ns BbIABAEHNA BO3MOXHON NPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM 0O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHUIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBUABHOCTb NYTW K darny 6UH6AMOTEKM U NPU HEOOXOAMMOCTM UCMpPaBbTe ero
(napameTp AntispamCorePath B cekumm [Root] daina KoHbUrypaumm).

o BOCI'IOJ'IbByI‘/IITer YTUANTOW YNpaBieHs U3 KOMaH,CI,HOI;I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:
$ drweb-ctl cfshow Root.AntispamCorePath

,ﬂ,.l'lﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.AntispamCorePath <HO8bIU NymMe>

,U,J'IFI C6pOC8 3Ha4yeHuna napamMmeTpa B 3Ha4eHUe no yMoa4aHo BBEANTE KOMaHAY:
# drweb-ctl cfset Root.AntispamCorePath -r

2. O6HOBUTE BMPYCHble H6a3bl: BLIMOAHWUTE KOMaHAY:
$ drweb-ctl update

3. Ecam nyTb npanmbeu?l n oum6|<a NnOoBTOpPAETCA nocne O6HOBJ'I€HI/IF| BUPYCHbIX 633, nepeycraHoBuTe
naket drweb-maild.

WNHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Desktop Security Suite n ero KOMNOHeHTOB CM. B
pasgenax YcraHoBka Dr.Web Desktop Security Suite n Yaanenune Dr.Web Desktop Security Suite.
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Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: No web resource databases (basel kamezopuli 8eb-pecypcos omcymcmesyrom)

Koa owmnbku: x112
BHyTpeHHee o603HaueHne owmnbku: EC NO DWS BASES

Onwucanume: OTCyTCTBYIOT 6a3bl kKaTeropuin Beb-pecypcos.
s BbISABNEHWS BO3MOXHOW NMPUYNHBI U 0B6CTOATENBCTB BO3HUKHOBEHWS OLIMOKN O3HAaKOMbTECH C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOW # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBWAbHOCTb MYTW K KaTanory 6a3sbl kaTeropuii Beb-pecypcos 1 Npu HeoHXoANMOCTH
ncnpaebTe ero (napametp DwsDir B cekumm [Root] daina KoHburypaumm).

o BOCI'IOJ'IbByI‘/IITer YTUANTOW YNpaBieHs U3 KOMaH,CI,HOI;I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.DwsDir
,ﬂ'.ﬂﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset Root.DwsDir <HO8bIU Nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset Root.DwsDir -r

2. O6HoBUTE 6a3bl kaTeropuii Beb-pecypcos:

® BbINOJHUTE KOMaHAy:
$ drweb-ctl update

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: Kernel module is not available (HedocmyneH modyne adpa Linux daa SplDer
Guard)

Kop owinbku: x113
BHyTpeHHee o603HaueHne owmnbku: EC_NO KERNEL MODULE

Onucanue: Mogynb agpa Linux, Heobxoanmeii ana paboTtbl SplDer Guard, oTcyTcTBYET.

[Ana BbIABNEHWNSA BO3MOXHOM NMPUYNHBI U 0O6CTOATENBCTB BO3HUKHOBEHWA OWMOKN O3HaKOMbTECh C
cofepxxmMbiM XypHana Dr.Web Desktop Security Suite (npw HacTpolikax No yMOAYaHWIO ero MOXHO
NpPOCMOTPeTb KOMaHAOM # journalctl). Bel TakKe MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe YCTaHOB/IEHHbIN PeXXUM PaboTbl KOMMOHEHTa 1 MPU HEOBXOAMMOCTM UCMPaBbTE €ro,
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yKa3aB 3HaueHune Auto (NnapameTp Mode B cekUmn [LinuxSpider] danna koHbuUrypaumm).

e Bocnonb3yhTtech YTUANTOWN YMpaBAeHVsS U3 KOMaHAHON CTPOKM.

[na yctaHOBKWM 3HaueHns Auto BBeUTe KOMaHAY:
# drweb-ctl cfset LinuxSpider.Mode Auto

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode -r

2. Ecnm owmbka noBTOPUTCA, BbIMOAHWTE PyUHYO cOOpKY 1 YCTaHOBKY 3arpy>kaeMoro Moayns sapa
Aans komnoHeHTa SplDer Guard.

Pabota komnoHeHTa SplDer Guard v 3arpy>xaemoro Mogyns fapa rapaHTupyetcs
/!,  Tonbko B TOM Cnydae, ecav ncnonbsyemas samn OC BXOAUT B CMINCOK
noagep>xviBaembix (CM. pasgen CnucreMHble TpeboBaHUA M COBMECTUMOCTb).

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: MeshD is not available (KomnoHeHm MeshD HedocmyneH)

Kog owmbku: x114
BHyTpeHHee o603HaueHme owmbku: EC_NO MESHD
Onucanwme: OtcyTcTByeT KOMMOHeHT Dr.Web MeshD (TpebyeTca aaa pacnpeaeneHus Harpysku npm

nposepke ¢alino.).

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBUAbHOCTb MYTW K UCMOAHSIEMOMY dainy drweb-meshd U NPU HEOBXOANMOCTH
ncnpaebTe ero (napametp ExePath B cekunn [MeshD] daina koHbuUrypaLmm).

Bbl MOXeTe BOCMOAb30BaTbCSA VTI/IJ'II/ITOI7I ynpasaeHna m3 KOMaH,ﬂ,HOVI CTPpOKW.
,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow MeshD.ExePath
,ﬂ,.l'lﬂ YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:

# drweb-ctl cfset MeshD.ExePath <HO8bIU Nyme>

[Ana cbpoca 3HaueHNa napameTpa B 3HaYeHMe Mo YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset MeshD.ExePath -r
2. Tpwu oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web MeshD B koHburypaumm, nam B ciyyae

BO3HWKHOBEHMUSA OLINOKU Mpwv yKasaHun npaBuibHOro nNyTH, yCTaHOBUTE WM NepeycTaHOBUTE NakeT
drweb-meshd.

WHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Desktop Security Suite n ero KOMNOHeHTOB CM. B
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pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke: UrlCheck is not available (KomnoHeHm UrlCheck HedocmyneH)

Kog ownbkn: x116
BHyTpeHHee o603HaueHMe owmbku: EC_NO URL CHECK
Onwucanume: OTcyTtcTByeT KOMNoHeHT Dr.Web URL Checker (Tpebyetca ans nposepku URL Ha

NPUHaANIEXHOCTb K 3anpeleHHbIM Wi NoTeHUWalbHO ONacCHbIM KaTeFOpI/IFIM).

[ns BbIABAEHNA BO3MOXHON NMPUYMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TMpoBepbTe NPaBUAbHOCTb MYTW K UCMOAHSAEMOMY dainy drweb-urlcheck ¥ NpU HEOBXOAMMOCTU
ncnpaebTe ero (napametp ExePath B cekuun [URLCheck] daiina koHdurypawumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAUTOW YpaBAeHNs U3 KOMaH,CI,HOI?I CTPOKW.

,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:
$ drweb-ctl cfshow URLCheck.ExePath

,U,J'IFI YCTaHOBKWM HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset URLCheck.ExePath <HO8bIU Nymo>

[Jna cbpoca 3HayeHNa napameTpa B 3HaYeHMe Mo YMONYaHWIO BBEAUTE KOMaHAY:
# drweb-ctl cfset URLCheck.ExePath -r
2. Tpwu oTcyTcTBUM HacTpoek kKomnoHeHTa Dr.Web URL Checker B koHUrypaumm, unmn B cnyyae

BO3HWUKHOBEHMUSA OLINOKU Mpwv yKasaHun npaBuibHOro nNyTH, yCTaHOBUTE WM NepeycTaHOBUTE NakeT
drweb-urlcheck.

WNHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Desktop Security Suite n ero KOMNOHeHTOB CM. B
pasgenax YcraHoBka Dr.Web Desktop Security Suite n Yaanenune Dr.Web Desktop Security Suite.

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY U COOBLLUTE KOZ, OLUMOKN.

CoobueHune 06 owmbke: GateD is not available (SplDer Gate HedocmyneH)

Kopa owinbku: x117

BHyTpeHHee o603HaueHMe owmbku: EC_NO GATED

Onucanme: OTtcytcTByeT KOMMoHeHT SplDer Gate (TpebyeTtcs 415 NPOBEPKN CETEBLIX COEANHEHWIA).
[ns BbIABNEHWNA BO3MOXHOMN NPUUMHbBI U 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO

NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku

1. TpoBepbTe NPaBUALHOCTb MNYTN K UCMONHAEMOMY daliny drweb-gated U NpyU HEOHBXOAMMOCTH
ncnpasbTe ero (napameTp ExePath B cekuun [GateD] dansia KOHOUrypaLmm).

Bbl MOXKeTe BOCMoO/1Ib30BaThCA VTI/IﬂI/ITOI\/’I yrnpaBaeHna m3 KOMaHAHOVI CTPOKMWN.
[na npocmoTpa TekyLlero 3HaueHna napamMeTpa BBeAUTE KOMaHAY:

$ drweb-ctl cfshow GateD.ExePath
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:

# drweb-ctl cfset GateD.ExePath <HO8bIU Nymb>

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset GateD.ExePath -r

2. [lpw oTcyTcTBUM HacTpoek koMmnoHeHTa SplDer Gate B koH®Urypauum nam B ciyyae BOSHUKHOBEHMA
OLIMBKN NPV yKasaHUM MPaBUIbLHOTO NyTW, YCTaHOBUTE WU NepeyCcTaHoBKTe NakeT drweb-gated.

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHne 06 ownbke: MailD is not available (KomnoHeHm MailD HedocmyneH)

Kog ownbkn: x118
BHyTpeHHee 0603HaueHme owmbku: EC_NO MAILD

Onwucanume: OTcyTcTBYeT KOMMNOHEHT Dr.Web MailD (TpebyeTcs and npoBepKM 31€KTPOHHOW NOYTbI).
[na BbIABNEHNSA BO3MOXHOM NMPUYNHBI 1 0BCTOATENBCTB BO3HUKHOBEHWA OIMOKN O3HAaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO

NPOCMOTPETb KOMaHAOM # Journalctl). Bel Takke MOXeTe BbIMONHUTbL KOMaHAy # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBUAbHOCTb MYTW K UCMOJAHSAEMOMY daliny drweb-maild U NpU HEOBXOANMMOCTHU
ncnpaebTe ero (napameTp ExePath B cekunn [MailD] daina koHbuUrypaLmm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAUTOW YpaBAeHNs U3 KOMaH,CI,HOI?I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow MailD.ExePath
,U,J'IFI YCTaHOBKW/ HOBOIO 3Ha4eHWA NapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset MailD.ExePath <HO86IU Nyme>

[ns cbpoca 3HaueHWs NapameTpa B 3HAUEHME MO YMOJUAHUIO BBEANTE KOMaHAY:

# drweb-ctl cfset MailD.ExePath -r

2. Tpwu oTcyTcTBUM HacTpoek KomnoHeHTa Dr.Web MailD B koHurypauum, nam B ciyyae
BO3HWKHOBEHWA OLLUMOKM NPW yKazaHWUW MPaBUAbLHOTO MyTW, yCTaHOBUTE WW NepeyCcTaHoBMUTE nakeT
drweb-maild.

PyKOBOACTBO noJsib3oBarena

404



T,
)
A

A
£

Mpwunoxxenus

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobueHune 06 owmbke: ScanEngine is not available (Scanning Engine HedocmyneH)

Kopa owmnbku: x119
BHyTpeHHee o603HaueHue ownbku: EC_NO SCAN ENGINE

Onucanue: KomnoHeHT Dr.Web Scanning Engine oTcyTcTBYeT nim He MOXeT ObITb 3anyLUeH.
[ns BbIABNEHWNA BO3MOXHOMN MPUUMHbBI U 0BCTOATENIbCTB BO3HMKHOBEHMSA OLLMOKM O3HaKOMbTECh C
cozep>XXmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO

NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBUALHOCTb MYTU K UCMONHAEMOMY dainy drweb-se U NPU HEOBXOANMOCTI
ncnpasbTe ero (NapameTp ExePath B cekunn [ScanEngine] daisia KOHOUrypaLmm).

Bbl MOXKeTe BOCNOAb30BaTbCA YTUAVTOW YIpaBAEHNS U3 KOMaHAHOVI CTPOKMWN.

[ns npocmoTpa TeKyLLLero 3HayeHns napamMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow ScanEngine.ExePath
ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHWMA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset ScanEngine.ExePath <HO08bIlU Nyme>

[na cbpoca 3HayeHWs NnapaMeTpa B 3HaUEeHWE MO YMONUYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset ScanEngine.ExePath -r
2. B cnyuae BO3HMKHOBEHMA OLWIMOKM NPUY yKa3aHWUW MPaBUIbHOTO NyTU:
e BbinosHuTe KOMaHAy:

$ drweb-ctl rawscan /

Ecnn B BbIBOAE Ha 3KpaH MPUCYTCTBYET CTPOKa «Error: No valid license provided», TO 3TO
O3HayaeT, YTo OTCYTCTBYET AeNCTBYHOLMIA KatoueBon dain. 3apernctpupyinte Dr.Web Desktop
Security Suite 1 nonyumnte avueH3nto. ECv anLeH3nsa Bamu noayyveHa, TO NpoBepbTe Haanuve
KJF0YeBOro daisa 1 ycTaHOBUTE ero Npu HeoHXoAMMOCTH.

e Ecam Bawa OC ncnosb3yet nogcmcremy 6esonacHocti SELinux, HacTpoiiTe NoanTmky
6e3onacHOCTM aa Moayns drweb-se (CM. pa3gen Hacrtpoiika noavtuk 6e3onacHocty SELIinux).

3. TMpw oTcyTCTBUM HacTpoek komnoHeHTa Dr.Web Scanning Engine B koHduUrypaumm, nam ecam
npegblAyLive Wwarn He NOMOrN, YCTaHOBUTE WK NepeycTaHoBKTe NnakeT drweb-se.

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOoAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.
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CoobueHune 06 owmbke: FileCheck is not available (File Checker HedocmyneH)

Kopa, owunbku: x120

BHyTpeHHee o603HaueHune owmbkun: EC_ NO FILE CHECK

Onucanume: KomnoHeHT Dr.Web File Checker oTcyTcTByeT nam He MOXET ObITb 3anyLLeH.

[ns BbIABAEHWNA BO3MOXHOMN MPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cofepxxuMbiM XypHana Dr.Web Desktop Security Suite (npw HacTporikax No yMOAYaHWIO ero MOXHO

NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6Ku

1. TpoBepbTe NPaBUALHOCTb MYTU K UCMOAHAeMOMY daliny drweb-filecheck v npu
HeobXxoAMMOCTM UCnpaBbTe ero (napameTp ExePath B cekummn [FileCheck] dansa

KOHdUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAVTOW YIPaBAEHNS U3 KOMaHAHOVI CTPOKMWN.

[na npocmoTpa TekyLlero 3HaueHna napamMeTpa BBeAUTE KOMaHAY:
S drweb-ctl cfshow FileCheck.ExePath

,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset FileCheck.ExePath <HO8bIU Nymb>

[Ans cbpoca 3HayeHUs napameTpa B 3HaYEHME MO YMOJIUaHUIO BBEAUTE KOMaHAY:

# drweb-ctl cfset FileCheck.ExePath -r

2. B ciyyae BO3HMKHOBEHWS OLINMOBKM NPW yKazaHUW MPaBUIbHOTO MyTU:

e Ecam Bawa OC ncnosb3yet nogcmctemy 6esonacHocti SELinux, HacTpoiiTe NnoanTmky
6e3onacHOCTM ana Moayns drweb-filecheck (cM. pa3gen Hactporika noavTmk 6esonacHoctu
SELinux).

3. Mpw oTcyTCcTBUM HacTpoek komnoHeHTa Dr.Web File Checker B koHurypaumm, nam ecam
npegblAyLive Warn He NOMOTN, YCTaHOBUTE WK NepeycTaHoBKTe nakeT drweb-filecheck.

WHcTpykumm no yctaHoBke 1 yaaneHnto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuieHune 06 ownbke: ESAgent is not available (ES Agent HedocmyneH)

Kog ownbkn: x121
BHyTpeHHee 0603HaueHMe owmbku: EC_NO ESAGENT

Onwucanume: OTcyTCcTBYeT KOMMNOHEHT Dr.Web ES Agent, HeobXoaUMbI AN MOAKNOUEHWS K cepBepy
LLleHTPaNn30BaHHOW 3aLLuThI.

[ns BbIABAEHNA BO3MOXHON NPUUMHbBI N OBCTOATENIbCTB BO3HMKHOBEHMA OLIMOKM 03HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHNIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.
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YcTpaHeHue own6Ku

1. TpoBepbTe NPaBMUALHOCTb MYTU K UCMOAHAEMOMY daliny drweb-esagent U NPU HEOBXOANMOCTK
ncnpasbTe ero (NapameTp ExePath B cekumn [ESAgent] danna koHbUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAVTOW YpaBAEHNS U3 KOMaHAHOVI CTPOKMWN.

[ns npocmoTpa TeKyLLero 3HayeHns napaMeTpa BBeAMTE KOMaHAY:

$ drweb-ctl cfshow ESAgent.ExePath
,ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:
# drweb-ctl cfset ESAgent.ExePath <HO8bIU Nymb>

[nsa cbpoca 3HaueHMA NapameTpa B 3HaUEHMe MO YMONUYAHWIO BBEAMTE KOMaHAY:
# drweb-ctl cfset ESAgent.ExePath -r
2. Mpw oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web ES Agent B koHbUrypauum, nam B ciyyae

BO3HWKHOBEHMS OWNOKN NPU yKasaHWM NPaBUIbLHOMO MyTW, YyCTAHOBUTE UAW NepeycTaHOBUTE NakeT
drweb-esagent.

WHcTpykuum no yctaHoske 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuieHune 06 ownbke: Firewall is not available (KomnoHeHm Firewall dns Linux HedocmyneH)

Koa owmbku: x122
BHyTpeHHee 0603HaueHme owmbku: EC_NO FIREWALL
Onucanwme: OtcyTcTByeT KOMMOHeHT Dr.Web Firewall ans Linux, Heobxoanmblii 418 NPOBEPKM CETEBbLIX

COEANHEHW.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OB6CTOATENbCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xxypHana Dr.Web Desktop Security Suite (Mpv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue ownbkun

1. TMpoBepbTe NPaBUAbHOCTb MYTW K UCMOAHSIEMOMY dainy drweb-firewall v Npu HEOBXOAMMOCTU
ncnpaebTe ero (napametp ExePath B cekunn [LinuxFirewall] daina koHbuUrypawmm).

Bbl MOXeTe BOCNOAb30BaThCA YTUAUTOW YpaBAEeHNs U3 KOMaH,CI,HOI?I CTPOKW.

,ﬂ,flﬂ NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow LinuxFirewall.ExePath
[lna ycTaHOBKM HOBOTO 3HaYeHWs NapameTpa BBeAUTE KOMaHAY:
# drweb-ctl cfset LinuxFirewall.ExePath <HO86IU nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHME MO YMOJUAHUIO BBEAMTE KOMaHAY:

# drweb-ctl cfset LinuxFirewall.ExePath -r

2. Tpwu oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web Firewall gns Linux B KoHGUrypauum unmn B cnyyae
BO3HWKHOBEHWA OLLUMOKM NPW yKazaHWUW MPaBUAbLHOTO MyTW, yCTaHOBUTE WW NepeyCcTaHoBMUTE nakeT
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drweb-firewall.

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: NetCheck is not available (Network Checker HedocmyneH)

Kop owimnbku: x123
BHyTpeHHee o603HaueHMe owmbkn: EC_NO NETCHECK

Onucanme: OtcytctByeT komnoHeHT Dr.Web Network Checker, Heobxoanmbi ans npoBepkun Gariaos
no cetu.

[ns BbIABNEHWNA BO3MOXHOMN MPUYUMHbBI U 0BCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XXnMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBWUALHOCTb MYTU K UCMOAHAEMOMY daliny drweb-netcheck U NpU HEOBXOAMMOCTHM
ncnpasbTe ero (NnapameTp ExePath B cekumn [Netcheck] danna koHdurypawmm).

Bbl MOXKeTe BOCMo/b30BaThCA VTI/I}'II/ITOI\/’I yrnpaBaeHna m3 KOMaHAHOVI CTPOKMWN.
[na npocmoTpa TekyLlero 3HaueHna napamMeTpa BBeAUTE KOMaHAY:

S drweb-ctl cfshow Netcheck.ExePath
ﬂ,ﬂﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTE KOMaHAy:

# drweb-ctl cfset Netcheck.ExePath <HO08bIlU nyme>

[nsa cbpoca 3HaueHMA NapameTpa B 3HaUEHMe MO YMONUYAHWIO BBEAMTE KOMaHAY:
# drweb-ctl cfset Netcheck.ExePath -r
2. Mpw oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web Network Checker B koHdurypauum nam B cayyae

BO3HWKHOBEHMS OWNOKN NPU yKasaHWM NPaBUIbHOMO MyTW, YyCTAHOBUTE UAW NepeycTaHOBUTE NnakeT
drweb-netcheck.

WNHcTpykuum no yctaHoBke 1 yaaneHnto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOoAAEePXKY U COO6LLI,I/ITe KOoA OLLNBKMN.

CoobuweHune 06 owmnbke: CloudD is not available (KomnoHeHm CloudD HedocmyneH)

Kog owmnbku: x124
BHyTpeHHee o603HaueHue ownbku: EC NO CLOUDD

Onucanune: OtcyTcTByeT KoMmrnoHeHT Dr.Web CloudD, Heobxoanmeblin Ans obpalieHuns k obnaky Dr.Web
Cloud.
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[ns BbIABNEHWNA BO3MOXHOMN MPUUNHbBI N OBCTOATENIbCTB BO3HMKHOBEHMSA OLUMOKM O3HaKOMbTECh C
cozep>XmMbIM xypHana Dr.Web Desktop Security Suite (npu HacTpolikax no yMOAYaHUIO ero MOXHO
NPOCMOTPEeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHUTL KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

1. TpoBepbTe NPaBUALHOCTb MNYTU K UCMOAHAeMOMY dainy drweb-cloudd 1 NpPU HEOBXOANMOCTK
ncnpasbTe ero (NnapameTp ExePath B cekumn [CloudD] daisia KOHGUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbCA YTUAVTOW YPaBAEHNS U3 KOMaHAHOVI CTPOKMWN.

[na npocmoTpa TekyLlero 3HaueHna napamMeTpa BBeAUTE KOMaHAY:
$ drweb-ctl cfshow CloudD.ExePath

ﬂ,flﬂ YCTaHOBKW HOBOIo 3Ha4eHnA NnapamMeTpa BBeANTeE KOMaHAy:
# drweb-ctl cfset CloudD.ExePath <HO8bIlU nyme>

[nsa cbpoca 3HaueHMA NapameTpa B 3HaUEHMe N0 YMONYAHWIO BBEAMTE KOMaHAY:
# drweb-ctl cfset CloudD.ExePath -r
2. Mpw oTcyTcTBUM HacTpoek komnoHeHTa Dr.Web CloudD B koHbUrypauum nav B caydae

BO3HWKHOBEHMS OWNOKN NPU yKasaHWM NPaBUIbLHOMO MyTW, YyCTAHOBUTE UAW NepeycTaHOBUTE NakeT
drweb-cloudd.

WHcTpykuum no yctaHoBke 1 yaaneHunto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKY U COO6LLI,I/ITe KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke: Unexpected error (HenpedsudeHHas owiubka)

Kog ownbkn: x125
BHyTpeHHee o603HaueHne ownbku: EC_ UNEXPECTED ERROR

OnucaHwme: BosHukna HenpeasnaeHHasn owmnbka B pa60Te OAHOIo NN HECKOJIbKMX KOMMOHEHTOB.

[ns BbIABAEHNA BO3MOXHON NMPUUMHbBI N OBCTOATENBCTB BO3HMKHOBEHMA OLIMOKM O3HaKOMbTECh C
copepxmmbim xypHana Dr.Web Desktop Security Suite (npv HacTpoikax No yMOAYaHWIO €ro MOXHO
NPOCMOTPeTb KOMaHAOW # journalctl). Bbl Tak)ke MOXeTe BbIMOAHWUTb KOMaHAY # drweb-ctl
log.

YcTpaHeHue own6ku

Mepezanyctute Dr.Web Desktop Security Suite, BbINOAHWMB KOMaHAYy:

# service drweb-configd restart

Ecnv yctpaHuTb owmnbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY U COOBLLMUTE KOZ, OLUMOKN.

Owumnbkmn 6e3 Koga
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CumnTombl: [Mocne yctaHoBkM Mogynsa aapa SplDer Guard pabota onepaLoHHON cUCTeMbl aBapUtHO
3aBepLuaeTca ¢ ownbkon aapa «Kernel panic».

OnwucaHume: Pabota mogaynsa agpa SplDer Guard HeBo3MOXHa B cpese ucnosHeHusa aapa OC (Hanpumep,
OC paboTaeT B cpese runepsusopa Xen).

YcTpaHeHue own6Kku

1. OT™meHwuTe 3arpy3ky moaynsa agpa SplDer Guard (Moaynb sigpa MMeeT uma drweb), 406aBuB B
3arpy3umke GNU GRUB cTtpoky:

drweb.blacklist=yes

B CTPOKY NapameTpoB 3arpy3ku aapa OC.

2. Tocne 3arpy3ku OC yganute moaynb drweb . ko U3 KaTanora AOMOJHUTENbHbIX
Moaynen /lib/modules/ uname -r /extra

3. YcraHoBuTe ans SplDer Guard pexum paboTbl Auto, BbINOAHUB KOMaHAbI:

# drweb-ctl cfset LinuxSpider.Mode Auto
# drweb-ctl reload

4. Ecnm ncnonbsyemas Bamum OC He noazep>KMBaeT MexaHn3M fanotify, nam ncnosb3oBaHme 3TOro
peXrMa He no3soAseT ncrnoablosatb SplDer Guard a5 NONHOLLEHHOrO KOHTPOA GainnoBoM
cncTembl U pexxuM LKM ctaHoBUTCS 0653aTesbHbIM, TO OTKaXXUTeCh OT MCMO/b30BaHNA rMNepBn3opa
Xen.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY.

CumnTombl: Takme KOMMNOHeHThI, kak SplDer Gate, Dr.Web MailD, He npoBepsoT coOobLLEeHNS; B
xypHane Dr.Web Desktop Security Suite HabatogatoTca coobuieHns Too many open files.

OnucaHme: B cBA3M 60abLLIONM 3arpy3kor No NpoBepke AaHHbIx komnoHeHT Dr.Web Network Checker
ncyepnan IMMUT Ha YMUCNO JOCTYMHbIX GaNNoBbIX 4ECKPUMTOPOB.

YcTpaHeHue ownbkun

1. YBenuubTe NMMUT Ha YMCIO OTKPbIThIX GaNoBbIX AECKPUNTOPOB, AOCTYMHbIX MPUAOXKEHWIO,
MCoab3ys KOMaHay ulimit -n (MO YMOAYAHMIO IMMUT Ha YNCNO AeckpunTopos ans Dr.Web
Desktop Security Suite coctaBnsiet 16384).

PyKOBOACTBO noJsib3oBarena
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| B HeKOTOPBbIX Clyyasx CUCTEMHBIN CEPBUC systemd MOXET UTHOPMPOBaTb 3ajaHHble
: N3MEHEHUS MMUITA.

B aTOM cniyyae oTpesakTmpyiTe (Mav co3fanTe, Mpu ero oTCyTCTBUN)
dann /etc/systemd/system/drweb-configd.service.d/limits.conf,
yKa3aB B HEM M3MEHEHHOe 3HayYeHne AnmuTa:

[Service]
LimitNOFILE=16384

C nepeyHeM JOCTYMHbIX AMMUTOB Sy Stemd MOXHO 03HaKOMUTLCA, BbIMOIHNB
KOMaHAy man systemd.exec.

2. MNocne nameHeHus nnmuta nepesanyctmute Dr.Web Desktop Security Suite, BbINONHMB KOMaHAy:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY.

CumnTombi: [1aBHoe okHO Dr.Web Desktop Security Suite HeakTMBHO, MHAMKATOP B 06aacTn
yBefoMAeHMI paboyero ctosia oTobpaXkaeTcs C CMMBOJIOM KPUTUYECKOW OLINMGKY, a BbinajatoLLee
MEHIO MHAMKATOPa COAEPXKMNT TONbKO OANH HEAKTUBHbIN MyHKT — 3amnyck.

Onucanme: Dr.Web Desktop Security Suite He MOXeT 3anyCTUTbCA, MOCKO/IbKY AEMOH YyrpaB/ieHNs
kKoHdurypauwnen Dr.Web ConfigD HegocTyneH.

YcTpaHeHue ownbkun

1. BbINOJHUTE KOMaHAY:

# service drweb-configd restart

ana nepesanycka Dr.Web ConfigD n Dr.Web Desktop Security Suite B Lienom.

2. EcnmaTta KOMaHAa BEepHEeT OLIJI/I6Ky Nnn He A4acCT HMKaKoro 3c|>q>eKTa, BbINOJIHUTE OTAEJIbHYHO
YyCTaHOBKY MakeTa drweb-configd.

| 37O Tak>Ke MOXeT O3HauaTb, UTO B CUCTEME A4 ayTEHTUPUKaLLMM NOob30BaTeNen He
‘ ncnonbsyetcs PAM. Ecam 370 Tak, TO yCTaHOBWTE M HacTpoiTe ero, mockonbky 6e3 PAM
KoppekTHas pabota Dr.Web Desktop Security Suite HeBO3MOXHa.

3. Ecam v nocne storo owmnbka nosToputcs, yaanute Dr.Web Desktop Security Suite uiennkom, nocne
yero yCcTaHOBWUTE ero NoBTOPHO.

WHcTpykuum no yctaHoBke v yaaneHuto Dr.Web Desktop Security Suite n ero KOMNOHeHTOB CM. B
pasgenax YcraHoBka Dr.Web Desktop Security Suite n Yaanenune Dr.Web Desktop Security Suite.

Ecam ycTpaHuTb ownbky He yAacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY.

PyKOBOACTBO noJsib3oBarena
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CumnTombl
1. VHankatop B 06/1acTV yBeAOMIEHUI paboyero cToa He 0TobpaxkaeTcs Nocie BXoZa B CUCTEMY.
2. [MonbiTka BbINOAHWUTL KOMaHZAY 3anycka rpaduyeckoro nHtepdeiica:

$ drweb-gui

NPVBOAUT K 3anycKy rnaBHoro okHa Dr.Web Desktop Security Suite.

OnuncaHmne: Bo3MOXHO, aHHas OlMbKa CBsi3aHa C OTCYTCTBMEM B CUCTEME AOMONHUTEIbHOM
enbanotekn libappindicatorl.

YcTpaHeHue ownbkun

1. TpoBepbTe HaaMuMe B Ballel cMcTemMe nakeTa libappindicatorl, BbINOAHMB KOMaHAY:
# dpkg -1 | grep libappindicatorl
2. Ecnm KOMaHAa He BbiBeAeT HUKaKOro pesy/ibTtata, TO YyCTaHOBUTE 3TOT MaKeT, NCMNOJib3yA nrobown 13

MMEIOLLIMXCA B CUCTEME MEHeXKep NakeToB. [1ocae 3Toro BbINOJHNTE NOBTOPHbIN BXOJ, B CUCTEMY
(log in).

3TO TakXKe MOXET O3HauaTh, UTO B CUCTEME A8 ayTEHTUDUKALMKN NONb30BaTENEN He
: ncnonbsyetcs PAM. Ecam 370 TaK, YToO yCTaHOBMWTE U HACTPOMTE ero.

3. Ecnv npepbiayive genctemsa He nomorau, yaanute Dr.Web Desktop Security Suite uenvkom, nocne
Yyero yCTaHOBUTE ero NMoBTOPHO.

WNHcTpykuum no yctaHoBke 1 yaaneHnto Dr.Web Desktop Security Suite n ero KOMNOHEHTOB CM. B
pa3aenax YcraHoska Dr.Web Desktop Security Suite v Yaanenvne Dr.Web Desktop Security Suite.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY.

CumnTombI

1. TMocne otkntoueHns SplDer Gate nepecTatoT paboTaTb CeTEBbIE COEAMHEHMSA (KaK MCXOAALLME, TaK,
BO3MOXHO, 1 BXOAdALMe — no npoTtokonam SSH, FTP).

2. Mowck B npaBunax NetFilter (iptables) C CNOAb30BaHMEM KOMaHAbI:

# iptables-save | grep "comment --comment --comment"

BblZaeT HeMyCToW pe3ybTar.

OnucaHue: [laHHas owwnbKa cBA3aHa C HekoppekTHoM paboToi NetFilter (iptables) Bepcum maagwe
1.4.15, 3akntovatoLLencs B TOM, UTO NpaBuia C YHUKaNbHON MeTKOM (KoMMeHTapuem) A06aBastoTcs
HekoppekTHO, BcaeacTBme vero SplDer Gate npwu 3aBepLueHUn cBoei paboTbl He MOXET yaanuTb
fob6aBAeHHble M NpaBuia NepeHanpaBieHNs CeTeBbIX COEANHEHUN.

YcTpaHeHue own6ku

1. TMNosTopHo BKkArOuMTe SplDer Gate.

PyKOBOACTBO noJsib3oBarena
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2. Ecnu SplIDer Gate TpebyeTtcs oCTaBUTb BbIKAFOUYEHHBIM, YAanuTe HekoppekTHble npasuaa NetFilter
(iptables), BbINOAHUB KOMaHAY:

# iptables-save | grep -v "comment --comment --comment" | iptables-
restore

l BbI30B KOMaHy iptables-save M iptables-restore TpebyeT HaAN4YMA Npas
: cynepnonb3osatens. [lna nonyyeHuna npas Cyrneprnonb3oBaTens MOXHO
BOCMOJ/1b30BaTbCA KOMaHAOM su UK sudo.

YkazaHHas KoMaHAa yAanuT U3 nepeyHs npaBua BCe NpaBuia ¢ HEKOPPEKTHO
£806aBNEHHBIM KOMMEHTapueM (Hanpumep, Ao6aBeHHbIe APYTMMU MPUNOXKEHUSMMY,
BbIMOHAOLLMMU KOPPEKTUPOBKY MapLLPYTU3aLMN COEAMHEHNUN).

AononuntenbHaa nHpopmauuna
e [lna npesoTBpaLLeHNs BO3HUKHOBEHNSA AaHHOM OWMOKN B JasbHelLleM pekoMeHayeTcs 06HOBUTb
onepaumoHHyto cuctemy (uau, kak MuHumyM, NetFilter go Bepcun 1.4.15 nan HoBee).

e Kpome 3TOro, MOXHO BK/IHOUUTL PYYHOW PEXUM NepeHanpassieHns coeanHernin ansa SplDer Gate,
3afaBas Tpebyemble Npasuaa BPYUHYH NPy MOMOLLM YyTUAUTBI iptables (He pekoMeHAyeTCs).

e /lononHuTenbHble CBeAeHMA CM. B cnpaBke man: drweb-firewall (1), drweb-gated (1),
iptables (8).

Ecam ycTpaHuTb ownbKy He yAacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY.

CumnToMmbl: [IBOMHON Wen4yoK no 3Hauky danna uam katanora B rpadryeckom GanioBoM MeHezxepe
BMECTO ero oTKpbITWA 3anyckaeT nposepky B Dr.Web Desktop Security Suite.

Onucanume: Mpaduryeckas 06os04Ka BbINOSHMAA aBTOMATUUECKYHO accoLmaunto GainoB HEKOTOPOro
TMna u/unu Katanoros ¢ gencterem OTKpbITh B Dr.Web Desktop Security Suite.

YcTpaHeHue ownbkun

1. OTMeHuTe accoumaLmo Mexay Gannamm gaHHoro Trna u npunoxerHvem Dr.Web Desktop Security
Suite. HacTpoeHHble accoumaunm dukcnpyrotca B Ganne mimeapps.list mam defaults.list.
®dalinbl, onpeaenatoLme NoKalbHble HACTPOMKW, U3MEHEHHbIe B Mpoduae Noab30BaTeNs, XpaHATCA B
kaTtanore ~/.local/share/applications/ nam ~/.config/ (0BbIYHO 3TN KaTaNOrM UMEOT
aTpUBYT «CKPbITbIA»).

2. Otkpolte pain mimeapps.list mam defaults.list B N10HGOM TEKCTOBOM peAaKkTope.

| Ana pesakTMpoBaHua ccTeMHoro daria accoumannii BaM notpebytoTcs NoNHOMOUMNA
: cynepnosib3oBatens (06bl4HO Nonb3oBatens root). Mpn HeOBXOAMMOCTM UCMONb3YITE
KOMaHAy su nam sudo.

3. Haigute B daiine cekumto [Default Applications], a B Heil CTPOKM accoumaunin Buaa <MIME-
mun>=drweb-gui.desktop, Hanpunmep:

PyKOBOACTBO noJsib3oBarena
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[Default Applications]
inode/directory=drweb-gui.desktop
text/plain=drweb-gui.desktop;gedit.desktop

4. Ecnu B npaBoli Yactu (Moc/ie paBeHCTBa) CTPOKM accoumaLmm, KpoMe drweb-gui . desktop,
cofep>aTcs TakXKe CCbIKU Ha ApYyrue NpuaoXKeHns, yaanaute n3 CTPoKM TObKO CCbINKY Ha
npunoxeHune drweb-gui (drweb-gui.desktop). Ecan accoumauma coaep>KuT CCbiKy TONbKO Ha
npunoXxeHue drweb-gui, yaganmTe cTpoOKy accoumaLmm NoAHOCTbIO.

5. CoxpaHuTe U3MeHeHHbI pann.
AononHntenbHaa nHpopmauuna

e [In7 NpoBepKu TekyLLMX accoLmMaLmii Bbl MOXKETE BOCMONb30BaTbCsA YyTUAUTaMN xdg-mime, xdg-
open N xdg-settings (BXOAAT B COCTaB nMakeTa xdg—-utils).

e CBesleHVs 0 paboTe yTMANT Xdg CM. B JOKYMEHTaL MK, Bbi3biIBaEMOM KOMaHAOM man: xdg-mime (1),
xdg-open (1), xdg-settings (1l).

Ecam ycTpaHuTb ownbky He yAacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY.

PyKOBOACTBO noJsib3oBarena
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10.8. MpunoxkeHne 3. CNUCok cokpaLLeHUn

B AaHHOM pyKOBOACTBE C/efytoLLe COKpaLLeHNa NCNoib30BaHbl 6e3 paclundpoBKm:

O6o03HaueHne
AD

FQDN

GID

GNU

HTML

HTTP

HTTPS

ID

IMA/EVM

P
LKM
MBR
PID
PAM
RPM
SP
SSH
SsL
TCP
TLS
uID

URI

Pacwmnpposka

Microsoft Active Directory

Fully Qualified Domain Name

Group ID (cucTteMHbIA naeHTUGUKATOP rpynnbl NOJb30BaTeNEN)
Mpoekt GNU (GNU is Not Unix)

HyperText Markup Language

HyperText Transfer Protocol

HyperText Transfer Protocol Secure (4uepe3 SSL/TLS)
NaeHTndunkatop

Integrity Measurement Architecture and Extended Verification Module
(nogcmctema agpa Linux, no3BosisAtoLLas OCyLWwecTBAATb KOHTPOJIb
LenocTHocTM GaNoBON CUCTEMbI)

Internet Protocol

Loadable Kernel Module (3arpy>aembiii Mogynb aapa)

Master Boot Record

Process ID (cucteMHbIN naeHTUGUKaTOp NpoLecca)

Pluggable Authentication Modules

Red Hat Package Manager (popmat nakeToB)

Service Pack

Secure Shell

Secure Sockets Layer

Transmission Control Protocol

Transport Layer Security

User ID (cucTeMHbIN naeHTUdMKaTop Noab3oBatens)

Uniform Resource Identifier

PyKOBOACTBO noJsib3oBarena
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URL

VBR

oC

Pacwmnpposka
Uniform Resource Locator
Volume Boot Record

OnepaunoHHas cuctema
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