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YcnoBHble 0603Ha4YEHUs1 U COKpaLLeHns

YcnoBHble 0603HauYeHna U CoKpalleHus

B 1laHHOM pYKOBO/ICTBE WUCMOMb3YHOTCA ClefyHOLIME YCIIOBHbIE 0603HaYeHNs:

Mony>xupHoe HauepTaHue

3eneHoe n
NMoJIy)KMpPHOE HauepTaHue

3eneHoe 1 nNog4YepKHyToe
HayepTaHue

MOHOWMMPVHHLIL WPKbT

Kypcue

3ATJIABHBIE BYKBbI

3Hak nntoca (+)

BocknmuaTenbHbI 3HaK

Ha3BaHus 2neMeHTOB rpacduyeckoro WHTepdelica M npuMepbl BBOZAA,
KOTOpbIii HEOBXOAMMO BbIMOMHUTL B TOYHOCTU Tak, Kak OH MpUBEAEH B
PYKOBOACTBE.

HauMmeHoBaHus npoaykToB Dr.Web 1iam 1x KOMMNOHEHTOB.
CCbIfIKM Ha CTPaHULibl PyKOBOACTBA U BEG-CANThI.

MpuMepbl KoAa, BBOAA AN KOMAHAHOW CTPOKM M MHGOPMaLIK, BbIBOAUMOM
MOJIb30BATESIO MPUNIOXKEHNEM.

TepMUHbI 1 3aMeLLaloLLMiA TEKCT (NPUBOAUTCS BMECTO MHGOPMALMK, KOTOPYHO
Heo6X0AMMO BBECTU MONb30BaTeNio). B cyyae npuMepoB BBOAA KOMaHAHOV
CTPOKU KypCWB YKa3blBaeT Ha 3HAUYEHMS MapaMeTpoB.

Ha3BaHMsA KNaBuLL KNaBMaTypbl.

YKa3blBaeT Ha OQHOBPEMEHHOCTb HaXXaTusl KnaBWL KnaBuaTypbl. Hanpumep,
3anncb ALT+F1 o6o3HavaeT, 4TO HeobxoAMMO HaxaTb KknaBuwy F1,
YAEPXMBasi HaXaToM knasuwly ALT.

BaxkHoe 3aMeuaHue Wnu npeaynpeXxaeHue O MOTEHUMANbHO OMacHbIX WK
YpeBaTbIX OLIMOKAMU CUTYaLIUSIX.

6
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BBepeHue

BBepeHue

bnarogapvm Bac 3a NPUOBPETEHWME MPOrpaMMHOrO MPOAYKTa

(nanee — WK NpoCTo ). OH NO3BO/UT BaM 06eCNeUYNTb HaAEXHYIO
3alMTy BalLEro KomnbloTepa oT BCEX BO3MOXHbIX TWUMOB, UCMOMb3ys Haubonee
COBPEMEHHbIE 1 06e3BpEXNBaHNS Yrpo3.

[aHHoe pyKOBOACTBO MpeAHa3HayYeHo Ansi MOMOLUM MOJb30BaTENsSIM KOMMbIOTEPOB, paboTarowmx noa
yrpaBfieHNeM onepaunoHHbiX cucteMm cemelictBa GNU/Linux (panee B [O0KyMeHTe 6yder
ncnonb3osBaHo o603HayeHve Linux), B yCTaHOBKE M MCMOb30BaHUM BEpPCUM
10.0.0.

Ecnu y Bac yxe ycTaHOBMEH
Ao Bepcun 10.0.0, BeINoNHUTE npoueaypy

Bepcun 6.0.2 nnn 9.0, 1 Bbl xenaete 06HOBUTL ero

7
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O npoaykre

co3gaH ANA 3aluThl OT BUPYCOB W BCEX MNPOYMX BWAOB BpEJOHOCHOrO
NporpaMMHOro obecreyeHns KoMnbioTepoB, paboTatolwmx noa ynpasneHvem OC cemelicTea Linux.

OCHOBHblE KOMMOHEHTbI MPOrpamMmMel (@HTUBUPYCHOE SIAPO N BUPYCHbIE
6a3bl ) ABNAOTCA HEe TONbKO KpaliHe 3(PheKTUBHBIMM U HETpeboBaTeNIbHbIMA K CUCTEMHbIM
pecypcaM, HO M KpocC-MnaThOpMEHHbIMM, YTO MO3BOMSIET CreuuanicTaM KoMMnaHum

C0o37aBaTb NPEBOCXOAHbIE aHTUBUPYCHBIE PELIEHMS ANS PAa3IMYHbIX ONEPALIMOHHBIX CUCTEM.

KOMMNOHEHTHI NOCTOAHHO 06HOB)'I$HOTCH, a BUPYCHbIE 6a3bl perynsapHo
AOMONHAKTCA HOBbIMU CUIHATYypaMu yrpo3s, 4to obecneunsaer aKTyaJ'IbeIl\;1 YPOBEHb 3alUMLLEHHOCTHU
KOMNbOTEPA, NMpOorpaMMm uU AaHHbIX rosib3oBaTeNen. ans [OMONTHUTENBHON 3alUMTbl OT HEW3BECTHOMO
BpPEAOHOCHOIro nNporpaMMHOro obecneyeHuns MCNosib3yrdTCA METOoAbl 3BPUCTUYECKOro aHamaa,
p€ann3oBaHHbIE B aHTUBUPYCHOM A4pE.

Pewaemblie 3apaum (pyHKUUN)

OCHOBHble (DYHKLMM MpoayKTa

1. Mounck n ob6es3BpexxnuBaHNe Kak HEMNOCPeACTBEHHO BPEOOHOCHbLIX MPOrpPaMM BCEX BO3MOXHbIX
TUNOB (pa3NNyHbIE BUPYChl, BKIIOYAS BUPYChl, MHDULMPYIOLIME MOYTOBbIE SLUMKM U 3arpy304Hble
3anMcy ANCKOB, TPOSIHCKME NPOrpaMMbl, MOYTOBbLIE YEPBU U T.M.), TaK U HEXENATENbHbIX NMPOrpaMm
(peknamHble, LyTOYHbIE, MPOrPaMMbl aBTOMATMYECKOrO A03BOHA).

Ans 06HapyXeHNs BPEAOHOCHBIX U HEXENATENbHbIX NMPOrpPaMM MUCMOSb3YHTCS:

e CUrHaTypHbli aHanu3. MeTon NPOBEPKU, MO3BOJIAIOWMIN OBHAPYXUTb YXXE U3BECTHbIE YrpoO3bl,
MH(OPMaLMS O KOTOPbIX COAEPXXMTCS B BUPYCHbIX 6a3ax;

e 3JBpuUcCTMYECKMi aHann3. Habop MeTOMOB MpOBEpKM, MO3BOMSAOLWMNX OBHAPYXMBaThb Yrpo3bl,
KOTOpbI€ €LLe HEU3BECTHbI.

ObpaTute BHUMaHME, U4TO, Kak W mwobas cucTeMa MPOBEPKM TUMOTE3 B YCIOBUAX
HeonpeaeneHHoCTN, 3BPUCTUYECKMI aHanm3aTop MOXET [OMyckaTb OLWMOKM [BYX TWMOB:
NponyckaTb HEWU3BECTHblE Yrpo3bl WM AONYcKaTb JOXHble cpabaTbiBaHMs ANS MPOrpaMMHOMO
obecrneyeHuns, He ABMSIOLLErocs BPeAOHOCHbIM. MOCKOMbKY AMArHO3 3BPUCTUYECKOrO aHanu3aTopa
MOXET OKa3aTbCA JIOXKHbIM, TO 06bLEKTbI, CoAepXallue OBHapy)KeHHble WM Yrpo3bl, MosyvarT
crneumanbHbIi CTAaTyC «MoA03puUTENbHbIE». PekoMeHayeTCs NoMellaTh Takue dainbl B KapaHTUH, a
TaKKe nepeaaBaTb Ha aHanu3 B

MNMoapobHee 06 MeToaax obe3BpexmBaHue cM. B [punoxeHuu b

MpoBepka 06beKTOB (DaiiI0BOM CUCTEMbI Ha MPeaMET 06HapYXEHUS Yrpo3 MOXKET OCYLLECTBATLCS
KaK Mo 3anpocy Nonb30BaTens, Tak U aBTOMaTUYECKW, B COOTBETCTBMM C 3aaHHbIM pPacrmcaHueM.
MiMeeTcs BO3MOXXHOCTb BbIMOMHATL Kak MOJHYKO MPOBEPKY BCEX AOCTYHbIX MOJIb30BATE/N0 06bEKTOB
alnoBolt cuctembl (BKOYAsi HE TOMbKO aisibl, HO M 3arpy304Hble 3anucu), Tak M TOSbKO
nepeyeHb 06bLEKTOB, BbiOpaHHbIX NMosib3oBaTesieM. Kpome Toro, AOCTyNHa BO3MOXXHOCTb OTAENbHOM
MPOBEPKMN WCMONHSIEMbIX (DainoB, M3 KOTOPbIX 3anyLieHbl MPOLECCHl, aKTUBHbIE B CUCTEMe B
AaHHbI  MOMeHT. [lpyM OBHapyXeHuUM yrposbl B 3TOM C/lyYae BbIMOMHAETCS HE TOJSbKO
obe3BpexvBaHMe BpPeaOHOCHOrO daina, HO M MPUHYAUTENbHOE 3aBeplieHue paboTbl aKTMBHOIO
npotecca.

2. MoHUTOpMHr o6paweHunii k dainam. OTcnexnBaloTcs obpalleHns K dainam ¢ AaHHbIMU U
MOMbITKMA 3arnycka WCMOSIHAEMbIX (alfioB. 3TO MO3BONSET O6HAPYXMBATb U HEWTPaNM30BbIBATb
BPEZIOHOCHbIE NPOrpaMMbl HEMOCPEACTBEHHO NPU MNOMbITKAX MHGULMPOBAHMS UMK KOMMbIOTEPA.

3. MoHuTOpMHIr goctyna K cetn UHTepHeTt. OTCNexXnBaloTCs NOMbITKM 0bpalleHns K cepsepaM B
ceTn WHTepHEeT ansi 6I0KMPOBKM AOCTYNa K Beb-caliTaM, BHECEHHBIM B YEpHbIE CMINCKK, @ Takoke
MPOBEPKN «Ha NeTy» (aisioB, 3arpy>aeMblX Mo CETW, Ha HaNNYME B HUX BMPYCOB W APYrUX yrpos.
[ns orpaHuMuYeHns JoCTyna K HexenaTeNbHbiM Beb-caliTaM MoAAEPXMBAKOTCS Kak aBTOMaTUYECKu
obHOoBNsSieMble TeMaTMYeCcKMe 4YepHble CNUCKM, NOCTaBnsieMble BMecCTe C , TaK ”
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YEPHbIE N 6enbie CNUCKK, BEAYLLMECA NOJSIb30BATENEM BPYYHYIO.

4. HapgexHas us3onsiums MHGULMPOBAHHbIX WK NOAO3PUTENIbHbIX 06bEKTOB B CreLmnasibHOM
XpaHUNWLE — KapaHTWHe, 4To6bl OHM HE MOIIM HaHecTn ylepba cucteme. Mpu nepeMeLleHum
O6BLEKTOB B KapaHTUH OHW CrneuvanbHbiM 06pasoM  MeperMeHOBLIBAOTCS, U MOryT 6biTb
BOCCTQHOB/IEHbI B UCXOAHOE MECTO (B C/lydae Heo6XoaMMOCTM) TONbKO MO KOMaHAe Mosib3oBaTers.

5. ABTOMaTHueckoe O6GHOBJIEHMEe COAEPXMMOro BUpPYCHbIX 6a3 Dr.Web v aHTUBMpYCHOro siapa
ANS NoAZEPXKaHWS! BbICOKOTO YPOBHSI HAZIEXHOCTM 3aLUMTbl OT BPEAOHOCHBIX NPOrpamMMm.

6. O6ecneueHue paboTbl Noa ynpaB/ieHUEM CepBepa LeHTPasIM30BaHHOW 3alMTbl (Takoro,
kak Dr.Web Enterprise Server nnm B pamMkax cepsuca Dr.Web AV-Desk) gns npumeHeHusl Ha
3alUMLLAEMOM KOMMbIOTEPE eAMHbIX NOMMTUK 6€30MacHOCTM, NMPUHSATLIX B HEKOTOPOM CETU, B COCTaB
KOTOPOW OH BXOAWUT. 3TO MOXET OblTb Kak CETb HEKOTOPOro npeanpusitus (KOpriopaTuBHAas CETb)
unn yacTtHas cetb VPN, Tak u ceTb, OpraHM30BaHHasi NPoBaaepoM Kakux-nnbo ycnyr, Hanpumep,
Joctyna K cetu NIHTepHerT.

CucreMHble TpeboBaHus

Wcnonb3oBanne Dr.Web pans Linux BO3MOXHO Ha KOMMbIOTEpe, YAOBETBOPSIOWEM Clleayowmnm
TpeboBaHusM:

Mnatdhopma MoppepxmBatotcss 32-6uTHass (IA-32, x86) U 64-6uTHas (x86-64, x64, amd64)
nnatdopmbl Intel.

MecTo Ha ecTkoM He MeHee 512 M6aiT cBOGOAHOrO AMCKOBOTO MPOCTPAHCTBA Ha TOME, Ha KOTOPOM

Aancke pa3MeLLaloTCs KaTanorn AHTUBUpYCa.
OnepauroHHas Linux ana nnatdopm Intel x86/amd64 Ha ocHOBe siApa C BEPCUEN HE HIKE 2.6.37 U
cucTeMa ncnonb3yrowas 6ubnnoteky glibe BepcMn 2. 13 U BbILe.

MepeyeHb NPOTECTUPOBAHHBIX AUCTPUEYTUBOB Linux nepeuncieH HUxe.

B cnyyae ucnonb3oBaHus 64-6UTHOM BepcMM OMEPALMOHHOM CUCTEMBI, [O/MKHA ObiTh
06513aTeNIbHO BKJIIOYEHA MOAAEPXKKA WCMOMHEHUSI 32-6UTHBIX MPUIOXKEHUN (Ans 3TOro,
BO3MOXHO, NOTPEBYOTCSA AOMONHUTENBHbIE BUBIMOTEKN, CM. HUXKE).

Mpouee Hanuuune ceTeBOro NOAKMIOYEHUS:

MogkntoueHne k cetn MHTepHeT ans o6HOBNEHMSI BUPYCHbIX 633 M aHTMBMPYCHOrO sapa
Dr.Web gns Linux.

Mpy paboTe B pexuMe LIEHTDaNN30BAHHOV 3aLUThl AOCTAaTOMHO TOJbKO MOAKIHOUYEHUS K
1CMO/b3YEMOMY CEPBEPY B PaMKaXx JIOKa/IbHOM CETM, AOCTYN B VIHTEPHET He TpebyeTcs.

PaboTocnocobHOCTL MpOrpaMMHOrO MpoAyKTa MPOTECTMpOBaHa Ha cneaylowmx auctpubyTtneax Linux
(ans 32- n 64-6utHoN nnatdopm):

Debian 7 libc6-i386

Fedora 20 glibc.i686

Mint 16, 17 1ibc6-i386

Ubuntu 12.04 LTS, 13.04, 1libc6-1i386
13.10, 14.04

CentOS 5.10, 6.5, glibc.i686
7 (Tonbko 64-6u1T)

Red Hat Enterprise Linux 5.10, 6.5, glibc.i686

7 (Tonbko 64-6uT)

9
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Mpouve auctpnbytmeBbl Linux, COOTBETCTBYHOLWME OMUCaHHbIM TpeboBaHMAM, He NpoXoannu
TECTMPOBaHME Ha COBMECTUMOCTb C AHTMBMPYCOM, HO MOryT 6bITb COBMECTMMBI. MpU BO3HUKHOBEHMM
npobnemM C COBMECTMMOCTbIO C BalUMM AMCTPUOYTMBOM, 06paTUTECh B TEXHMYECKYHO noaaepxky: http://
support.drweb.com/request/.

/3. B OC Debian, Fedora, Mint 1 Ubuntu komnoHeHT SpIDer Guard (CM. HWXE) MO YMOSYaHUIO
ﬁ paboTaeT yepe3 CUCTEMHbIN MexaHu3M fanotify, a anst OC CentOS n Red Hat Enterprise Linux oH
paboTaeT yepes creumanbHbIi 3arpy>xaeMblii MOAyb sApa, NOCTaBAsieMbIli B COGpaHHOM BUAE.
B cnyyae HeobxoAMMOCTUM UMEETCS BO3MOXHOCTb COOpaTth 3arpykaeMblii MoAy/lb sApa BPYYHYHO U3

MOCTaBNISIEMbIX UCXOAHbLIX KOAOB Anst noboii OC cemelictea GNU/Linux, vcnonb3ytoLeid sapo Bepcum
2.6.x U HOBee.

AdononHuTenbHble NAaKeTbl

e [ina paboTtbl AHTMBMpPYCa B rpaduyeckoM pexuMe, a Takke Afs 3arycka nporpaMM yCTaHOBKM U
yaaneHus npogykta Ans rpacduyeckoro pexuma TpebyeTcs Hanuuue rpaduyeckon nopcmcteMbl X
Window System wu nwoboro MeHemkepa okoH. Kpome TOro, Ansi KOPpPeKTHOro oTobpakeHus
vHavKkatopa B rpaduyeckoM okpyxeHun Ubuntu Unity Tpebyetca Hanuume 6ubunorteku
libappindicatorl.

e [1ns BbINOJIHEHNS MPOBEPOK MO PacnyCcaHNo HEO6XOANM MIaHUPOBLUMK crond .

° ﬂ,ﬂﬂ paGOTbI B Fpad)VI‘-IeCKOM pexunMe nporpaMmMm yCTtaHOBKU U yaaneHnsa npoaykta, paCCH4UTAHHbIX Ha
PEXUM KOMaHAHOM CTPOKWM, HeobXoAMMO HanuuvMe B CUCTeMe Joboro 3Mynsitopa TepMuHana
(Hanpumep, xterm WAM xvt). NS MOBbIWEHUS MPUBUIErUIA MPOrpaMM YCTAHOBKWU W yAaneHust
HeobxoauMo Hanuuue noboi U3 YTUIMT MOBbILWIEHUS NpaB: su, sudo, gksu, gksudo, kdesu,
kdesudo, beesu, beesudo.

Ona  ynobHoi paboTbl C AHTMBMPYCOM M3 KOMaHAHOW CTPOKM PEKOMEHAYETCS BKIOUUTb
aBTO/IONOJIHEHNE KOMaH/ B UCMOJIb3YEMON KOMAHAHOM 060NI0UKE, EC/TN OHO HE BKITIOYEHO.

ne B cnyyae Bo3HMKHOBEHUSA I'IpO6J'IEM C YCTaHOBKOVI Tp66yeMbIX AOMNONTHUTENBHbIX NAaKETOB U KOMIMOHEHTOB
ﬁ O6paTMTECb K CMpaBO4HbIM pyKOBOACTBAaM UCMOJIb3yEMOIro BaMu ﬂVICTpM6YTVIBa OI'IepaLWIOHHOVI CUCTEMBbI.

CTpyKTypa NporpaMMHOro npoaykra

Dr.Web pans Linux COCTOUT U3 Crieayowmx KOMMNOHEHTOB:

CkaHep KOMMOHEHT, BbINOMHSAOWMIA MO TpeboBaHMIO M0SIb30BaTENS WAM MO  3aJaHHOMY
pacnucaHuilo NpoBepKy 06bekToB (aitnoBoli cucTeMbl (hainbl, KaTanorn U
3arpy3o4Hble 3anucu) Ha Hanuume B HUX yrpo3. Monb3oBaTenb MMEET BO3MOXHOCTb
3anyckaTb NPOBEPKY Kak U3 rpachueckoro pexmmMa, Tak U U3 KoMaHaHoM CTPOKM.

MoHuTOop hainoBoii  KOMMOHEHT, paboTalolmii B pe3vAEHTHOM PEXMME U OTCIEXMBAIOLMIA onepaumu C

cucrembl SpIDer dannamu (Takue Kak co3faHue, OTKPLITUE, 3aKkpbiTue M 3anyck daina). Mocbinaer

Guard CkaHepy 3anpockl Ha MPOBEPKY COAEPXKMMOrO HOBbIX M M3MEHMBLUMXCS haiinos, a
TakXke UCMOMHAEMbIX (haiiioB B MOMEHT 3anycka nporpamM.

MoHuTOp AocTyna k  KOMMOHEHT, paboTalolmii B pe3sAeHTOM PEXUME U OTCIEXMBAOWMIA BCE MOMbITKM

cetn UHTepHeT Joctyna K cetn WHTepHeT. lNposBepseT Hanuuve 3anpawvBaembix URL B aKTUBHbIX

SpIDer Gate YepHbIX cnnckax M BGnokupyet goctyn K pecypcam, ecnn ux URL obHapyxeHbl B
cnuckax. lNockinaer CkaHepy 3anpockl Ha NpoBepky (aiinos, 3arpy>KeHHbIX U3 CETH
MHTepHeT (c Beb-cepBepoB, AOCTYM K KOTOpbIM 6bin paspelueH), U 6noKMpyeT ux
3arpysKy, B c/ly4ae eciiv OHW COAEPXKaT Yrpo3bl.

AHTUBMpPYCHOE SiAp0  LleHTpanbHbIli KOMMOHEHT aHTUBMPYCHOW 3aluThbl. Wcnonb3yetca CkaHepom Ans
MOVCKA W Pacro3HaBaHUs BUPYCOB U BPDEAOHOCHLIX MPOrPaMM, a Takke aHanMsa
NMOAO3PUTENBHOTO MOBEAEHMS.
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BupycHbie 6a3bl ABTOMaTM4Yeckn obHoBNsieMasi 6@3a AaHHbIX, UCMOSIb3yeMasi aHTUBMPYCHBIM SAPOM, U

coaepXatlas VIHd)OpMaLIMPO ANA pacno3HaBaHUA U NieYeHUA U3BECTHbLIX YIrpo3.

Mopaynb o6HOBNEHNs KOMMOHEHT, OTBEYAlOWMIi 33 aBTOMATWUYECKYlD 3arpysKy C CEPBEPOB OGHOBMEHWI
KoMnaHum <«[loktop Be6> 06HOBNEHWI BMPYCHbIX 633 U aHTMBMPYCHOrO sapa (Kak
aBTOMaTUYECKU, MO PACMUCaHMIO, Tak M HEMOCPEACTBEHHO MO KOMaHAE Mo/b30BaTess)

MeHemxep NMUeH3Ui KOMMOHEHT, ympowawwmin  paboTy € ULEH3MsSMU B rpaduueckoM  pexuMe.
Mo3BONSET aKTUBMPOBATH JIMLEH3VIO MW AEMOHCTPALIMOHHBIN NEpUOZ, NMPOCMOTPETH
[aHHble O TeKyllel JIMLEH3UM, BbINOSHATL €€ MPOAJSIEHVE, @ TaKkXKe YCTaHOBUTb U
YAQNUTb IMLEH3VOHHBIV KNtoUueBow aii.

Kpome nepeuncrneHHbix B TaGJ'IVILI,e, B coctaB Dr.Web pans Linux BXogsaT Takxe AOMNOMHUTENbHbIE
CEPBUCHbIE KOMIMOHEHTHI, pa60Ta|ou4Me B d)OHOBOM pexmmMe " He Tpe6y}ou.w|e BMELLATENbCTBA
nosib30BaTens.

. MoHwuTOp alinoBoi cuctembl SpIDer Guard MOXET UCMONb30BaTh ABa PeXuUMa paboTbl:
e FANOTIFY - paboTa uyepe3 CUCTEMHbIi MexaHu3M fanotify (moaaepxusaetcs He Bcemum OC
cemeiictea GNU/Linux)
e LKM - paboTa C MCrMonb30BaHWEM 3arpyxaemoro mMoayns sapa Linux (MoxeT 6biTb MCMONb30BaH B
no6oit OC cemelictea GNU/Linux ¢ s5ApoM Bepcun 2. 6. x U HOBeE)
Mo yMOnuYaHuo MOHWUTOP (haiinoBoOM CUCTEMbI aBTOMATUYECKU BbiOMPAEeT MOAXOAAWMI PeXxXuM paboThbl,

ncxoas M3 BO3MOXKHOCTEM OoKpyxeHus. B cnyyae ecnn SplDer Guard He 3anyCcKaeTCs, BbINOJIHUTE
CH0pKY 1 YCTaHOBKY 3arpy>xaemMoro Moayna aapa U3 nocrtaBnsgeMbiX UICXOAHbIX KOAOB.

KaTanoru kapaHTuHa

KapaHTuH Dr.Web pns Linux npeactaBnsieT coboii CMCTEMy KaTasioroB, MpeAHa3HayeHHbIX Ans
HaZeXHOMN n3onaumm ainos, COAEPXKaLLMX BbISIBSIEHHbIE YIPO3bl, KOTOPblE B AaHHbI MOMEHT HE MOrYT
6bITb 06e3BpeXxxeHbl MO KakuM-bo npuumHaMm. Hanpumep, oObHapyXeHHast yrpo3a MOXeT ObiTb
HEW3NeuMMol, MOTOMY YTO elle HeusBecTHa AHTMBMpYcCy (Hanpumep, oHa 6bina O6HapyXxeHa
9BPUCTMYECKMM aHanM3aToOpoM, a B BMPYCHbIX 6asax ee curHatypa, a cnegoBaTeflbHO — U MeToA
NeYyeHuns], OTCYTCTBYET), UM MPY MOMbITKE €€ NIeYeHUs1 BO3HUKAOT owmnbku. Kpome Toro, cain MoxeT
6bITb MepeMelleH B KapaHTUH HENOCPeACTBEHHO MO XXeNaHWio Monb30BaTens, B Clyvyae eciv OH
BbiOpan COOTBETCTBYIOLLEE [E/CTBME B CMUCKE OOHapY)XEHHbIX Yrpo3 WM yKasaa ero Kak peakumio
CkaHepa vunv MoHuTopa (ainosoi cuctembl SpIDer Guard Ha yrposbl ONpeaeneHHoro T1mna.

Korma daiin, copepxawuii yrposy, MepeMellaeTcs B KapaHTUMH, OH CcreuvanbHbiM  06pas3om
NnepeMMeHOBbLIBAETCS, 4YTOObl MpeAoTBpaTUTb BO3MOXHOCTb [AOCTyNna K HEMY CO  CTOPOHbI
nonb3oBaTeNeN U NporpamMM, MUHYSI MHCTPYMEHTbI paboTbl C KApaHTUHOM, peann3oBaHHble B Dr.Web
ansa Linux.

KaTanory KapaHTHa pa3MeLLaloTcs:

e B IOMALLHEM KaTaJsiore nosib3oBatens (eCM Ha AaHHOM KOMMbIOTEPE UMEETCS HECKOJIbKO
YYETHbIX 3anucelt pasHbiX MOMb30BaTeNiel, TO B [JOMAlUHEM KaTasiore KaXaoro W3 3TuX
rnosib3oBaTesnie MoXeT 6biTb CO3/1aH CBOV COBCTBEHHBIV KaTasior KapaHTUHA).

e B KOPHEBOM KaTaJiore Kax1oro JIorMyeckoro ToMa, CMOHTUPOBAHHOrO B (halfioByl0 CUCTEMY
OMEepaLOHHON CUCTEMBI.

Katanorm kapaHTMHa Dr.Web pns Linux Bcerja WMeEKOT WMMSA .com.drweb.quarantine U
CO37al0TC MO Mepe HeobxoAMMOCTM, B TOT MOMEHT, KOrAa K KakoW-mMbo yrpose npuMeHsieTcs
neiicreve «MepemMectuTb B KapaHTuUH» («M3onmnpoBaTb»), T.e. A0 TeX Nop, Noka yrpo3 He 06HapyXeHo,
KaTanorn KapaHTuHa He co3gatoTca. lpwn 3TOM Bcerda CO34aeTcs TOMbKO TOT KaTasor KapaHTWHA,
KoTOpbI TpebyeTca ans wm3onsaumm danna. [na onpepeneHus, B KakoW w3 kaTanoroB Tpebyertcs
n3onupoBsaTb daiin, ucnonb3yercs uMma Bnagenbua daina. Ecnn npu ABMXEHUM K KOPHIO (aitnosom
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cucTeMbl / OT KaTasjora, coaepxxalwlero dain, AoCTUraeTcs AOMalUHMI KaTanor Bnagenbua, gann
M30/IMPYETCA B KaTanor KapaHTMHa, Haxogawuics B HeM. B npoTuBHOM cnyyae daiin 6yaet
M30/IMPOBaH B KaTasor KapaHTMHA, CO3AaHHbIN B KOpHE TOMa, coaepxkalluero ¢ain (KopHeBoW KaTanor
TOMa Heobsi3aTenbHO coBMNageT C KOPHeM ainoBol cucTeMbl). Takum 0b6pasoM, noboi
MHUUMPOBaHHbINM ain, NoMeLlaeMblii B KapaHTWH, BCeraa OCTaeTcsl Ha TOM TOME, Ha KOTOPOM OH 6bli
obHapy)XeH. 3To obecneumBaeT KOPPEKTHY0 paboTy KapaHTWMHA NPU HaIMYMM B CUCTEME CbEMHbIX
HakonuTenem M Apyrmx TOMOB, KOTOpble MOryT MOHTMPOBaTbCA B (PaifioByl0 CUCTEMY OMeEpaLMOHHON
CUCTEMbI MEPUOAMYECKM N B Pa3fIMYHble TOUKMW.

Monb3oBaTeNlb MOXET YNPaBNsTb COAEPXXUMbIM KapaHTUHa Kak B pexumMe paboTbl, TaK W
u3 . MNpun >3ToM Bcerga 06pabaTbiBa€TCS KOHCOMMAMPOBAHHLIA  KapaHTUH,
o6beanHsoWMii B cebe Bce KaTanoru ¢ U30/IMpOBaHHbIMKU 06beKTaMI, AOCTYMHbIE B AaHHbI MOMEHT. C
TOYKM 3pEHMSI MOMb30BATENS, MPOCMATPMBAIOLIErO COAEPXXMMOE KOHCOMMAMPOBAHHOMO KapaHTUHA,
KaTasior, pacrionaratolmincsl B ero JOMallHEM KaTasore, HasblBaeTcs [10/1630BaTe/lbCKUM KapaHTUHOM,
a BCe OCTaslbHble KaTasiorn cYnTaroTcss CMCTEMHbIM KapaHTUHOM.

PaboTa c KapaHTMHOM BO3MOXKHa Aa)ke TorAa, Koraa OTCyTCTBYET , HO B 3TOM cny4yae
L% CTAQHOBUTCS HEBO3MOXHbIM JIEYEHME M30/IMPOBAHHBIX 06EKTOB.

MonHoMmouunsa ansa pa6orbl ¢ parnamm

Mpn cKaHUpoBaHWM O6BLEKTOB (hal/fIoBOM CUCTEMbI M HEUTpanM3aumMu Yyrpo3
(ToyHee, nonb3oBaTeNb, OT WMEHM KOTOPOrO OH 3anyleH) AoMkeH obnafgaTb CleaylowmMm
NOTHOMOUUSAMMU:

[eicTBue TpebyeMbie NOJIOHOMOYMSA

BbIBOD, BCeEX 06Hapy>KEHHbIX be3 OrpaHI/ILIeHI/IIZ. Cneumaanblx MOJIHOMOYUM He Tpe6yETCﬂ.
yrpos

BbIBOD, COAEPXMMOro apxmea be3 OrpaHI/ILIeHI/IIZ. Cneumaanblx MOJIHOMOYUM He Tpe6yETCﬂ.

(OTobpaxkeHne Tonbko
3/1EMEHTOB, KOTOPbIE coaepXaT
owmbKy mnu yrposy)

MepeMelleHVe B KapaHTUH be3 orpaHuueHwii. [Monb3oBaTeNlb MOXET OTNPaBNATb B KapaHTUMH Bce
MHMOULMPOBaHHbIE haliiibl, HE3ABUCKMO OT HA/IMUMS Y HETO MPaB Ha YTEHWE U
3anuch A1 nepeMellaemoro danna.

YnaneHue yrpos Monb30BaTesb AO/MKEH MMETH MpaBa Ha 3amnucb B yaanseMblin daiin.

JleyeHne cba|7|nos be3 orpaHquHMVl. Mocne BbINOMHEHUS NEYEHUSI OCTAETCS BblIEYEHHbIN cba|7|n
C ncxoaHbIMM nNpaBaMmn AOCTyna U BNaaenbLEM.

O6patuTte BHMMaHWe, YTo (haiin MOXET 6biThb AaXe yAaneH, ecin yaaneHue
ABNSAETCA METOLOM NIeYEHNS 06HaAPYXXEHHOW B HEM Yrpo3bl.

BoccTaHoBneHue daina u3 Monb3oBaTeslb AO/MKEH MMETb pPaspelleHne Ha YTEHWE BOCCTaHABMBAEMOro
KapaHTWHa aiina 1 MMeTb paspeLleHne BbIMOMHSATbL 3aMUCb B KaTasior BOCCTAHOB/EHWSI.

Ypnanenve daitna u3 kapaHtMHa  Mosib30oBaTeNlb JO/MKEH MUMETb paspelleHMe Ha 3anucb B UCXOAHbIA chaitn,
KOTOPbII Bbl/1 NEPEMELLEH B KapaHTUH.

[na BpeMeHHOro nosbllLeHUs npas 3anyLweHHoro B Fpad)Ml-IeCKOM pPEXUME, Bbl

MOXXETE BOCMOJIb30BaAThCA , VIMEIOLLENCS Ha OKHe (oHa
JIOCTYMHA U 0TOBpaXkaeTcss TONbKO B TEX CNyYasix, KOraa MoBbllLEHME MPaB MOXET NoTpeboBaTbCs Ans
YCMELIHOro BbINOJIHEHMSI HEKOTOPOM ornepauun). [Ans 3anycka B

nnm YNpaB/ieHUss M3 KOMaHAHOW CTPOKM C MNpaBaMyU Cyneprosib30BaTeNsi Bbl MOXETE

BOCMO/Ib30BaTbCS1 KOMaHAOW CMeHbl MOJSIb30BaTeNS su W/IM KOMaHAOMN BbINMOMHEHMSI OT UMEHU Apyroro
nosib30BaTeNs sudo.
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ObpaTute BHUMaHWE, YTO He MOXeT paboTaTb C dainamu, pasmep KOTopbix 6onblie 4 F6anT
&= (npv nonblTke NPOBEPKU Takmx ainos 6yaeT BbiAaBaThCA OWMOEKa «dain CMLLKOM BOMbLLOKS).

Pe>kuMbl paboTbl AHTUBUpYCaA

MOXET paboTaTb KaKk B OAMHOUYHOM PEXWMME, TaK U B COCTaBE KOPMNOpPaTUBHOW UK
YaCTHOW aHTUBUPYCHOM CeTH, yNpaBNAeMoW KakuM-nnbo cepBepoM LieHTPanan30BaHHOMN 3alyuThl. Takow
peXXnM paboTbl Ha3bIBAETCA PEXUMOM LEHTPAIN30BaHHOM 3aluTkl. ICNONb30BaHWE 3TOMO pexnMa He
TpebyeT YCTaHOBKM [AOMOSIHUTENbHOrO MPOrpaMMHOro obecneyeHusl, NepeycTaHoBKM WU yAaneHus

e B oanHouHoM pexume (standalone mode) 3aWMUIaeMbIi KOMMbIOTEP HE BK/IOYEH B
aHTUBMPYCHYIO CETb W YNpaBAsieTca JioKafibHO. B 3TOM pexmuMme KOHUrypauMOHHLIN U
NMUEH3MOHHBIN  KIloYEBON haiinbl HaxoAsTCsl Ha JIOKANbHbIX AMCKaX, a
NOMHOCTLIO YMpPaBASeTCs C 3almaeMoro komnbtotTepa. O6HOBNEHNS BMPYCHbIX 6a3 nosyyaroTcs C
cepBepoB 06HOBNEHUI KOMMaHUK

¢ B pexxmMe LeHTpaNM30BaHHOM 3aWmnTbl (enterprise mode) 3awWnToN KOMMbIOTEPA YMpaBisieT

CepBep LEHTPann30BaHHOW 3aliuTbl. B 3TOM pexunMe HeKOoTopble YHKUMM M HACTPOMKK
MOryT 6bITb U3MEHEHbI UK 3a6M0KMPOBaHbI B COOTBETCTBUM C 06LUel (KOpnopaTUBHON)
cTpaTerMend aHTUBMPYCHOM 3alUMTbl, MNPUHSTOM B aHTUBUPYCHOW CeTU. B 3TOM pexume Ha
KOMMbIOTEPE WCMOSMb3YETCS OCOBLIA NULEH3UOHHBIN , MONYYEHHbIA C BblIGPAHHOIroO
cepBepa LEeHTpann30BaHHOW 3alliMTbl, K KOTOPOMY MOAK/IOYEH . JINLEH3MOHHBIA KUK
JAEMOHCTPALMOHHBIN KTHOYEBON (baitn Nob30BaTeNs, eCiM OH MMEETCS Ha JIOKa/IbHOM KOMMbIOTEPE,
He wucnonb3yeTcs. Ha cepBep UEHTpanM30BaHHOM 3alUMUTbl OTCLINAETCA CTaTUCTMKA PaboThbl
, BKJOYasi CTaTUCTUKY BMPYCHbIX MHUMAEHTOB. OBHOBNeHMe BUPYCHbIX 6a3 Takke

BbINOMHSAETCS C cepBepa LeHTPann3oBaHHOW 3alUmnThbl.

¢ B Mo6unbHoM pexxume (mobile mode) nosy4yaeT OH6HOBIEHUS BUPYCHbIX
6a3 c cepeepoB OGHOBMEHWI KOMMaHUK , HO MCMONb3YEeT NOKaNbHO XpaHALWMECS!
HaCTPOMKM M 0COBbIN NMLEH3MOHHBIV KNOYEBON haiin, NoyyYeHHbIe OT cepBepa LEHTPaIM30BaHHOM
3alUMThbI.

B cnyyae paborbl noa yrnpaBfieHWEM cepBepa LEHTpasIM30BaHHOM 3alumTbl (B TOM yncie
N B MOBUBHOM pexkume) 6110KMPYIOTCS crneayolme BO3MOXXHOCTHU:

1. BO3MOXHOCTb YAQNEHNUS TMLIEH3MOHHOIO KITHOUEBOro dhaina B ;

2. BO3MOXHOCTb 3anycka 06HOBMIEHUIA BPYUHYIO M HACTPOWKN NapaMeTpoB O6HOBNEHWS;

3. BO3MOXHOCTb HacTpoViK/ NapaMeTpoB NPOBEPKM 06BbEKTOB (hal/ioBOM CUCTEMBI

BO3MOXHOCTb HACTPOMKM MOHUTOpa (haitioBOl CUCTEMBI , @ TaKKe ero BK/IYEHUs U

BbIK/OYEHWSI MNpu  paboTe noa ynpaBleHUEeM cepBepa LEHTPan30BaHHOM 3aluTbl
3aBWCUT OT pa3speLLeHmiA, 3alaHHbIX Ha cepBepe.

ObpaTnTe BHMMAaHWE, YTO €C/IM Ha CepBepe LEHTPaNM30BaHHOW 3alUMThl BK/IOYEH 3ampeT Ha 3anyck
L= npoepkn haiinoB Mosb3oBaTeNeM, TO CTpaHuLa OKHa bynetr HepocTynHa.
KpoMme Toro, B 3ToM cinyvae He 6yAeT BLINONHATL NPOBEPKM (DaiiNoB MO PACrMCcaHUIO, €CIY OHM

MpuMHLUKMNBbI LEeHTPAIN30BaHHOMW 3aLUMUTbI
PeweHuns koMnaHum Mo OpraHv3auMyM LUEHTPann30BaHHOW aHTUBMPYCHOW 3alUMTbl WMMEOT
K/IMEHT-CEPBEPHYIO apXUTEKTYPY (CM. MASTIOCTPALMIO HUXeE).

KoMnbloTepbl KOMNaHWM WK Nosb3oBaTenei noctaswmka IT-ycnyr 3alMLatoTCs OT Yrpo3 slIoKalbHbIMU
aHmMuBUPYCHbIMU KoMIoHeHmamu (B AaHHOM cClyyae — ), KOTOpble obecneunsaioT
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AHTUBUPYCHYIO 3allUTy U NOAAEPXNBAIOT COeANMHEHNE C CEPBEPOM Ll,eHTpaJ'IM3OBaHHOI\;1 3adlnTHhI.

R P
R — 4J
v v
| | | |
I,E_Té CepBep LieHTpanu30BaHHON CeTb Ha ocHoBe TCP, NetBIOS
v 33T
AaMUHUCTpaTop e
|_,_!-e| ¥ SHTMBADYCHOT CeTH Doctyn uepes HTTP/HTTPS
> 3aLUMLLEHHbIV JTOKANbHBbIN MNepenaya o6HOBNEHWI Yepe3
_— KOMMbIOTEP HTTP

— CepBep 06HOBNEHMN
=. KOMMaHuu

PucyHok 1. JlTornueckasi CTpyKTypa aHTUBUPYCHOM CETMH.

O6HoBfEHNE M KOHMUrypauusi  JIOKasbHbIX ~ KOMIMOHEHTOB  MPOM3BOAUTCS  Yepe3  cepeep
LEHTPaNN30BaHHOM 3aluTbl. Becb MOTOK KOMaHA, AaHHbIX M CTaTUCTUYecKoW WHdopMauum B
aHTMBMPYCHOM CETM TakXKe MPOXOAWUT Yepe3 CepBep LEHTPanM30BaHHOW 3awmTbl. O6beM Tpaduka
MeXZy 3alUMLLEHHbIMM KOMMbIOTEPaMU U CEPBEPOM LIEHTPA/IM30BAaHHOM 3aliMTbl MOXKET 6biTb BECbMa
3HAUMTENbHbIM, MO3TOMY MpefyCMaTPUBAETCS BO3MOXHOCTb €ro OkKaTus. Mcnonb3oBaHue WwudpoBaHus
NpyM nepefave [daHHbIX MO3BONSIET M36eXaTb pasrfalleHnsl LEeHHbIX CBeAEHUA W MOAMEHbI
NporpamMMHOro obecrneyeHusi, 3arpy>KaemMoro Ha 3alUMLLEHHbIE KOMMbIOTEPDI.

Bce HeobxoauMble OBGHOBMEHWS 3arpy)kaloTCsl Ha CepBepP LEHTPaNM30BaHHONM 3alUuUTbl C CEPBEPOB
06HOBNEHUIA KOMMAHUK

M3MeHeHNss B KOH(MUWrypauuy NOKasbHbIX aAHTUBMPYCHBIX KOMMOHEHTOB W nepedaya KoMaHa
OCYLLECTB/SIETC  CEPBEPOM  LIEHTPA/M30BaHHOW  3alMTbl MO YKA3aHWIO  agMWMHUCTPATOPOB
aHTUBMPYCHOM ceTW. AAMWHUCTpPATOpbl YNPaBNslOT KOHMUrypauuein cepBepa LEHTPaNN30BaHHOM
3aWmMThl M (OPMMPOBAHMEM QHTUBUPYCHOW CeTM (B YaCTHOCTW, MOATBEPXAAIOT MPaBOMEPHOCTb
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MOAKMOYEHNS NTOKANIbHON CTaHUMK K CeTM), a TaKXxe, npu H606XODMMOCTM, 3aaaloT HaCTpOl\;IKM pa60TbI
KOHKPETHbIX NNOKaJIbHbIX aHTUBUPYCHbIX KOMMNOHEHTOB.

JloKkanbHble aHTUBUPYCHbIE KOMMOHEHTblI HECOBMECTUMbI C @aHTUBMPYCHBLIM MPOrpaMMHbIM obecneyeHneM

4= Kak Apyrux KOMMaHWi, Tak WM aHTUBMPYCHbIMU peLleHUsIMU , He MoALEepXMBAOWNMUN PEXUM
LIeHTpanM30BaHHOM 3aluTbl  (HanpuMep Bepcum 5.0). YcTtaHoBKa AOBYX
AQHTVBMPYCHbIX MPOrpamMM Ha OAHOM KOMMbIOTEPE MOXET MPUBECTM K OTKaly CUCTEMbl U MOTEPE BaXHbIX
[aHHbIX.

MopknroueHne K aHTUBUPYCHOM CETH

MOXET 6bITb NMOAKIIIOUYEH K aHTUBUPYCHOW CETU CeayoWwmMi cnocobamu:

o [lpu -B ;
e Ha Pexum OKHa ;
o [1pn nomoLum esconnect YTUIUTbI YNpaBieHUsl U3 KOMaHAHON CTPOKM drweb-ctl.

OTK/NI0OYEeHue oT aHTMBMPYCHOﬁ ceTum
MOXET ObITb OTK/IIOYEH OT aHTMBMPYCHOﬁ CETU cnegyrwmmm cnocobamu:
e Ha Pexum OKHa ;
o [1pn nomoLum esdisconnect YTWIUTbI YNPaBNeHUsl U3 KOMAHAHOWN CTPOKU drweb-ctl.

NMpoBepka paboTocnocobHOCTU AHTUBUpPYCA

MMeeTcs cTaHAapTHbIA TeCT, NO3BOMISIIOWMNIA NPOBEPUTL PAaboTOCNOCO6HOCTb aHTUBMPYCHBIX MPOrpamm,
UCMONb3YIOWMX CUrHATYpHblE MeToAbl OBHApyXXeHUst yrpo3. [nsl 3TOro MpUMEHSIETCS CrneuManbHbIi
TecT EICAR (European Institute for Computer Anti-Virus Research), pa3paboTaHHbI OAHOMMEHHOM
opraHusaumei. 3ToT TeCT pa3paboTaH Ans Toro, UTobbl NONb30BaTENb, HE NOABEpPrasl CBOM KOMMbIOTEP
OMACHOCTM, MOI NOCMOTPETb, KakK YCTaHOBJIEHHbIN aHTUBMPYC ByAeT CUrHaM3MpoBaTb 06 06Hapy>XXeHUn
BMpYyca.

MporpamMMa, wWcronb3yemass Ansl TecTa EICAR, He SBASETCS BPEAOHOCHOM, HO  CreuumanbHO
onpegenseTcs 60AbWMHCTBOM @aHTUBMPYCHbIX NPOrpaMM Kak BUPYC. AHTUBMPYCHbIE MPOAYKTHI
Ha3blBalOT 3TOT «BMPYC» Cneaylowmm obpa3oM: EICAR Test File (Not a Virus!). [puMepHO
TaK ero HasblBalT M Apyrne aHTUBUpYCHble nporpaMmel. TectoBas nporpamma EICAR npepactasnsieT
coboit nocneaoBaTenbHOCTb M3 68 6aiiT, obpasyioulyo Teno ucnonHsemoro COM-daiina ana OC MS
DOS/MS Windows, B pe3ynbTaTe UCMOSHEHNSI KOTOPOro Ha KOHCOJb BbIBOAUTCS TEKCTOBOE COO0bLeHne

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

Teno TeCTOBOM MNpOrpamMMbl COCTOMT TOMbKO M3 TEKCTOBbIX CMMBOJIOB, KOTOpble (HOpMUPYIOT
CleayHoLLyto CTPOKY:

X50!P$@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

Ecnu Bbl cozpgaauTe aiin, coaepxalMii NpUBEAEHHYIO Bblle CTPOKY, TO B pe3ynbTaTe MosyYnTcs
nporpamMma, koTopast U 6yeT ONMCaHHbIM <BUPYCOM>».

B cnyyae KoppekTHOV paboThl , 9TOT (aiin Jo/mkeH OoBHapyXuMBaTbCa MNpu
npoBepke 06bEKTOB alNIOBOM CUCTEMbI JOBLIM [IOCTYMHbLIM  CMOCOB6OM, C YBEAOM/EHMEM 06
06Hapy>eHUn yrpo3bl EICAR Test File (Not a Virus!).
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JinyeH3unpoBaHue

MpaBa MONb30BaTENs HA WCMOMb30BaHME  KOMUM NOATBEPXKAAIOTCA U
PErynupyloTCa UL EH3NEH, TPUOBPETEHHON MONb30BATENIEM Y KOMMaHWUU wn ee
napTHepoB. [lapaMeTpbl /IMLEH3UM, pErynupylollMe npaBa Mo/Mb30BaTeNsi, YCTaHOBNEHbl B
COOTBETCTBUM C , YC/TIOBUS KOTOPOro NMPUHMMAIOTCS MO/b30BaTeNIeM
npy yCTaHOBKE MPOrpaMMHOro MpoAyKTa Ha CBOWM KOMMblOTep. B nnueH3nn dukcupyeTcs uHdopMaums
0 MoJb30BaTese U NpoAaBLE, a TAKXKE NMapaMeTpbl UCMOb30BaHUA NPUOBPETEHHON KOMWUKM NPOoAYyKTa, B
YACTHOCTMU:

e MepeyeHb KOMMOHEHTOB, KOTOPbIE Pa3peLLeHO UCMONb30BaTh AaHHOMY MO/b30BaTENIO;
e Mepvog, B TEYEHME KOTOPOro paspeLLeHo 1CMosb30BaHNE ;

e [pyrMe orpaHuyeHnss (B YacTHOCTM, KOJIMYECTBO KOMIMbIOTEPOB, HA KOTOPbIX Pa3peLleHo
NCM0JIb30BaTh NPUOBPETEHHYIO KOMMIO ).

MMeeTca Takke BO3MOXHOCTb aKTMBMPOBaTb ANsl  MPUOBPETEHHOW  Komnuu

JEMOHCTPaUMOHHbIV nepuoj. B 3TOM cnyyae, €CnM  He HapyweHbl YCIOBUS — aKTMBaLMK

[AEMOHCTPALMOHHOIO Mepuoaa, Mo/b30BaTeNlb MOJyYaeT MpaBO Ha MOSIHOLEHHOE WCMOJb30BaHWe
B TeYEeHMe JEMOHCTPaALMOHHOIO nepuoaa.

Kaxxgoi JIMUEH3MM HA WCMOSb30BaHWe MpOrpaMMHbIX MPOAYKTOB  KOMMaHMu

COMOCTaB/EH YHUKA/bHbINA CEPUIiHBIN HOMEp, @ Ha JTIOKasIbHOM KOMIMbIOTEPE MOJIb30BaTENS C JIMLIEH3MEN
CBSA3bIBAETCS CreumasbHblid haisl, perynmpyoLimnii paboTy KOMMNOHEHTOB B COOTBETCTBUM
C napaMeTpaMu JNnueH3Mn. OH Ha3bIBAETCSH /UL EH3UOHHbIM . Mpu akTuBauum
JEMOHCTPALIMOHHOrO Mepuoaa TaKXe aBTOMaTMYeckn OopMUPYETCA CreuuanbHbIM KoueBon daiin,
Ha3blBAEMbIV JEMOHCTPALUMUOHHBIM.

B cnyyae oTcytcTBMS Yy Monib3oBaTens  AEWCTBYIOWEW  JIMUEH3MM  WMAM  aKTUBMPOBAHHOMO
[JEMOHCTPALMOHHOI0 MNepuofa, aHTUBMPYCHblE (YHKLUMKM KOMIMOHEHTOB 61oKMpyIoTCS,
KpOMe TOro, HeAoCTYNeH CEpBUC PerynsipHbiX OBHOBNEHWUA BUPYCHbIX 633 C CcepBepoB OBGHOBIEHUI
KOMMaHuu . OfiHaKO MMeeTcsl BO3MOXKHOCTb aKTMBMPOBATb , NOAKNoYMB
€ro K CepBepy LEHTPaIM30BaHHOM 3aluThl npeanpuaTus  unu  CceTw,
OpraHu3oBaHHOW MHTepHeT-npoBaiaepoM. B 3ToM ciiyyae ynpaBfieHne aHTUBUPYCHLIMM (DYHKUMSMU U
OBGHOB/IEHMSIMM  KOMWWM  MPOAYKTa, YCTAHOBMEHHOM HA KOMMbIOTEPE, BK/OYEHHOM B COCTaB
AHTUBMPYCHOM CETK, BO3/1AaraeTcsl Ha cepBep LIEHTPasIM30BaHHOM 3aLlmMThI.

MpuobpeTeHne n perncrTpaums NMLEH3NM

Mpu I'IpMO6peTeHMM JIMUEH3NN KITMEHT NOJlyda€T BO3MOXHOCTb B TE€YEHME BCEr0 CpOKa €ee AENCTBUSI

nosly4yaTb OBHOBNEHMS C CEPBEPOB OBHOBMIEHWUM KOMMAHUM , @ TaKkXe nosy4aTtb
CTQHOAPTHYIO TEXHUYECKYIO NOAAEPXKKY KOMMAHUM N ee NapTHEpPOB.

Mpuobpectn Ntobo aHTUBUPYCHBIV MPOAYKT WKW CEPUIAHBIA HOMEpP AN HEro Bbl MOXETE Yy
HaLLUMX UM Yyepes . JononHUTeNbHY0 MHGOPMaLMIO O CpoKax M TuMax

NMLEH3MPOBAHUA MOXHO HaWTW Ha oduuManbHOM canTe KoMMaHUu

Pernctpaums nuuUeH3uu MNoATBEPXKAAET, YTO Bbl SBNSETECH MOMHOMPABHLIM MOMb30BATENEM

M aKTUBMPYET ero GyHKUMM, BKIOYas QYHKUMM OGHOBNEHMS BUPYCHbIX 6a3.
PekoMeHAyeTCs BbIMOSMHATb PErMCTPaLMI0O U aKTUBALMIO JIULEH3UM Cpa3y Mocie YCTaHOBKM.
MprobpeTeHHas NMLEH3MS MOXET 6biTb aKTUBMPOBAHA NOBbIM U3 YKa3aHHbIX HUKE CrIocO60B:

e MpY NOMOLLU , BXOAALLEro B COCTaB ;
e HEMoCPeACTBEHHO Ha caliTe KOMMaHWM no aapecy

Mpyu aKTUBaLMK MPUOBPETEHHOW NULIEH3UM HEOBXOAMMO YKa3aTb €e CepuiHbIN HOMep. DTOT HoMep
MOXXET MOCTaBNATLCA BMECTE C MPOAYKTOM WK MO 3MEKTPOHHOWM MoyTe, Npu MOKYMNKe WK NpoAieHnu
JIMLEH3MM OHNAMH.
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. B cniyyae peructpauum NMULEH3UM, NPOAJSIEBaOLLEN NIMLEH3MIO, CPOK FOAHOCTM KOTOPOM UCTeK, TpebyeTcs
4= yKasaTb CEPUIiHbIA HOMEP UMW NIULIEH3UOHHBIA KTHOYEBOW hain npefbliayllein NULEeH3UK, B NMPOTUBHOM
C/lyyae CpoK AenCTBUS HOBOW NULIEH3MUM ByaeT cokpalleH Ha 150 aHen.

Ecnv uMeeTcs KOMMMEKT JIMLUEH3UIN, BblA@HHbIX 4SS MCMOSb30BaHUS Ha HECKOJIbKUX
KOMMblOTEPAx, TO MNpPU PEerucTpauuM WMEeeTcsl BO3MOXHOCTb YKas3aTb, YTO 6ynet
MCMONb30BaTbCA TOSIbKO Ha OAHOM KOMMbOTEpe. B 3TOM criyyae BCe NMLEH3NM M3 KOMMeKTa byayT
06beIMHEHbI B OZIHY, U CPOK ee AeNCTBUSI ByAeT aBTOMaTUYECKU YBEMMNYEH.

3anpoc AeMOHCTpPaLMOHHOro nepmoaa

Monb3oBaTensM NpoayKToB [AOCTYMNHO ABa TuMna AEMOHCTPALMOHHOro nepuoaa:
e CpPOKOM Ha 3 Mecsua;
e CpPOKOM Ha 1 mecsau.

YT06bl NONYYNTb AEMOHCTPALMOHHBIN Mepuoa CPoKOM Ha 3 Mecsiua, HeobxoauMo NpouTU npoueaypy
perucTpaummM Ha oduvumanbHOM caliTe KOMMaHWuu M yKasaTb CBOM MNepCOHasIbHble
[laHHble. B 3TOM cnyyae Bbl MOMYUYUTE MO MIEKTPOHHONM MOYTE CEPUMHBIN HOMEp ANs aKTVBaLMK Ballen
KOMum . [1eMOHCTPAUMOHHBLIN Mepuoa  CPOKOM Ha 1 Mecaly MOXHO MOMyYuTb
HEMoCcpeACTBEHHO B OKHE MacTepa perucrpaumu He YyKa3biBasi
NepCOHaNbHbIX AaHHBbIX.

Bbl MoxeTe B No6o/i MOMEHT 3anyCcTUTb MPOLIECC pPerucTpauum WM 3anpoca [AEMOHCTPaLMOHHOMO
nepuoaa U3 okHa , HaXKaB KHOMKY AKTUBUPOBATb JIMLIEH3UIO Ha
NpocMOTpa MHGOPMaLMK O TEKYLLEN NIMLIEH3NUN.

[ns akTBaUMM NpU NMOMOLUM CEPUMHOIO HOMEpa, a TakxKe Afs 3anpoca AEMOHCTPaUMOHHOro rnepuoaa
L% TpebyeTcs NoAKItoYeHue K ceTn VIHTEpHET.

[1eMOHCTpaLMOHHbIN Nepuoa UCNonb30BaHUS MOXET ObITb BblfaH MOBTOPHO [N TOFO Xe
KOMMbIOTEPA TOMBKO MO UCTEUYEHWUM ONPEAENeHHOro Nepnoaa BpeEMEHN.

B cnyyae akTMBauMM JIMLUEH3UM WM AEMOHCTPALMOHHOrO nepuoaa npu MOMOLUM

, Ko4yeBon cann (JIMLUEH3NOHHBLIA WM AEMOHCTPAUMOHHLIN) 6yaeT cchopMMpoBaH Ha
NOKa/IbHOM KOMMbIOTEPE WM YCTAHOBMIEH B HaA/lexallee MecTo aBToMaTuyecku. [pu nonyyeHum
KNtoyeBoro ainia no 3MeKTPOHHON MoYTe B pe3y/bTalun peructpaumMu Ha canTe, BaM Heobxoaumo
BbIMO/IHUTb €ro BPYYHY!HO.

MoBTOpHas perncrpaums

MoBTOpHasi perncrpaumst MOXeT NoTpeboBaTbCs B Clyyae yTpaThl IMLEH3UOHHOIO KJIlo4YeBoro (aina
Npyv HaNMYMM aKTMBHOW NMLEH3uMW. [lpu MOBTOPHOW perucTpauumM HeobxoaMMmo YykasaTb Te Xe
MepcoHanbHble [aHHble, KOTOpblE Bbl BBEMM MPW MEPBOM PErucTpaumu JIMLEH3MKU. [1OnycKaeTcs
MCMO/b30BaTh APYroi aapec 3MEKTPOHHOM MOYThbl — B TAKOM C/y4Yae JIMLIEH3MOHHbIN KTHOUYEBOW aiin
6yneT BbiCN1aH MO HOBOMY afApecy.

KonnuyecTBo 3amnpocoB Ha MoJSlyYeHUE NIMLEH3NOHHOMO KoYeBOro daiina orpaHMYeHo — perucTpaums
JIMLEH3UM C OAHMM M TEM XK€ CEPUMHLIM HOMEPOM [OMycKaeTcss He 6onee 25 pas. Ecnm 310 umcnio
MPEBbILIEHO, JIMLEH3MOHHBIM KtoueBoW ain He 6yaeT BbicnaH. B 3ToM cnydae obpatutech B

(B 3anpoce cnegyeT nogpobHO onucaTb CUMTyauuilo, YykKasaTb
MepCcoHanbHble AaHHblE, BBEAEHHbIE MPU PEFUCTPALMK, U CEPUNHBIN HOMEP NMLEH3NM). JIMLEH3NOHHDBIN
KntoueBoi dain 6yaeT BbiCIaH CNy)X60i TEXHUYECKON NMOAAEPXKKM MO 31EKTPOHHON MOYTE.
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KnroueBoi pbann

KnioueBoi aiin — 3TO cneumanbHblil ain, KOTOPbI XPaHMTCS Ha JIOKafbHOM KOMMbOTEpPE U
COOTBETCTBYET MPUOBPETEHHON JIMLEH3UN WMNW AKTUBUMPOBAHHOMY AEMOHCTPALUMOHHOMY nepuogy Anst
MporpaMMHOro MpoAayKTa . B «knoueBoM dhaine uKcMpyloTca napaMeTpbl
MCMONb30BaHNA MNpoAyKTa B COOTBETCTBMM C MNPUOBPETEHHON NIMUEH3MEN WAN aKTMBMPOBAHHbLIM
[EMOHCTPALMOHHbLIM NEPUOAOM.

KnioueBol ¢aiin MMeeT paclivpeHue .key W SIBASIETCS AEACTBUTENbHBIM MPU  OJHOBPEMEHHOM
BbIMOSIHEHWW CTIEAYIOLLMX YCIIOBUM:

e CPOK AENCTBUS NINLEH3NM WU OEMOHCTPALMOHHOI0 nepmnoaa, KOTopbiM OH COOTBETCTBYET, HE UCTEK;

e paspelleHne, OnpeaensieMoe JfMUEH3Wel WM aKTUBHbIM  [IEMOHCTPALMOHHLIM  MEPUOAOM,
pacnpoCTpaHSETCs Ha BCE UCMOJb3yeMble MOAYN;

e LIENOCTHOCTb (halifia He HapylleHa.

Mpy HapylLeHUM NO6Oro U3 3TUX YC/IOBUI KoUeBOM alin CTaHOBUTCA HEAENCTBUTENbHbIM.

Mpn pabote K/to4eBor halnl Mo YMOSMYaHUIO JO/MKEH HaXOAUTbCS B KaTasnore /
&2 etc/opt/drweb.com U UMETb UMSA drweb32 . key.

KOMMOHEHTHI PErynapHO NpoBEPAOT HaJIMYME U KOPPEKTHOCTb K/KOYEBOIo cba|7|na. Ero
coAep>XMMoe 3almMleHo OT peaakTMpoBaHua npu noMown MeExaHmn3mMa 3J'IeKTpOHHOl7I LlI/ICprBOVI noanucu,
NO3TOMY pEAAKTUPOBaAHNE AENaET KSIo4ueBoM anVIﬂ HefencTBUTENbHBIM. He PEKOMEHAYETCA OTKPbIBATb
KStoueBov anVIﬂ B TEKCTOBbIX peAakTopax BO nsbexaHne cnyqa|7|H017| nop4un ero coaep>xmmMoro.

Mpy OTCYTCTBMM [EMCTBUTENBHOIO KIIHOYEBOrO chaina (MLEH3MOHHOMO WM AEMOHCTPALMOHHOMO), a
Takke Mo UCTEYEHUM CpoKa ero AENCTBUS, aHTUBMPYCHbIE (YHKLMKM BCEX KOMMOHEHTOB G/OKMPYHOTCS A0
YCTaHOBKM [ENCTBYIOLLErO KIloYeBOro daina.

PekoMeHayeTCs COXpaHsATb MMEIOLIMINCA NULEH3UOHHBIA KOYEBOW (aiin [0 WUCTEYEHMS CpoKa €ero
JeNCTBUA. B 3TOM criydae npu nepeycTaHOBKE MPOAYKTa MM MEPEHOCE ero Ha ApYrovi KoMmMbloTep
MOBTOPHasi PErncTpaLmns CEpUNHOrO HOMEpPa JIMLIEH3UK He NOTPeByeTCs, U Bbl CMOXETE UCTONb30BaTh
NALIEH3MOHHBIV K/IH0UEBOI (haiin, NoMyYeHHbIV Npy NEPBOM NPOXOXAEHUM NPOLIEAYPbI PEMUCTPALIN.

YcraHoBKa KknroueBoro ¢ganna

B cnyyae ecnn yxxe uMeeTcs KoueBoln (altsi, COOTBETCTBYHOLIMIA AEUCTBYIOWIENA NULIEH3UM Ha 3TOT
npoayKT (HanpuMep, OH 6bin MoMy4YeH OT NpoAaBLUa MO 3MEKTPOHHON MoYTE MOC/e PerncTpauun Unm
NEepPeHOCUTCS Ha ApYrov KOMMbOTep), MMEeeTCsl BO3MOXHOCTb aKTUBMPOBATb
, MPOCTO yKa3aB MyTb K MMEIOLLEMYCS KJTHoUeBOMY daitny.
3T0 MOXHO cAenaTb CreayoLwmM 06pa3oMm:

e B , epeias Ha NepBOM LIAre Mactepa perucrpaumm no ccolike Apyrue
BMAbI aKTUBALMM 1 YKa3aB MyTb K UMEIOLLEMYCS KNtoYeBOMY dainy.

e BpyuHyto, ans sToro:
1. PacnakyiiTe knoueBor dain, ecnv oH 6bin BaMy MoJyYeH B apXMBE;
2. CkonupyiiTe ero B KaTanor /etc/opt/drweb.com U NepeMMeHyiiTe B drweb32 . key

Bbl MOXeETe TaK >Xe BOCMo/ib30BaTbCA

# drweb-ctl cfset Root.KeyPath </myThb/k/ksmoueBoMy/batimy>

O6paTnTe BHMMaHWE, YTO B MOC/EAHEM C/lydae Ko4veBoin daiin He 6yaeT CKOMUpoBaH B KaTasnior /
etc/opt/drweb.com, a OCTAHETCS B CBOEM UCXOAQHOM KaTtasore. B 3ToM cnydae nonb3oBaTenb CaM
HEeceT OTBETCTBEHHOCTb 32 COXPAHHOCTb Kito4veBoro daina. Takoi crnocob YCTaHOBKM KIOUYEBOro
(altna He peKoMeHAyeTCs M3-3a BO3MOXKHOCTW €ro Ciy4yalHoro yaaneHust (Hanpvmep, ecnv OH 6bin
pasMeLLeH B KaTasiore, NofBEpratolLeMcsl aBTOMAaTUUYECKON OUMUCTKE CUCTEMON).
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®dain HaCTpoeK NoAK/IOUYEHUSA

daiin HacTpoek MOAKIOYEHMS NpeacTaBnseT cobor crneuuanbHbli dain, XpaHAawWwMin BHYTpU cebs
napamMeTpbl NOAKTIOUYEHMS K cepsepy

3TOT ¢haiin MoXeT 6biTb NPEAOCTaBNEH AAMWHWCTPATOPOM aHTUBMPYCHOM ceTu wunuM WUHTepHeT-
npoBaiiaepoM (ecnm oH obecrneumBaeT NOAAEPXKKY YCITyry LEHTPaNM30BaHHOW aHTUBUPYCHOW 3aLMThl).

Bbl MOXeTe Mcnonb3oBaTh 3TOT (bal\;U'I aOnga aKTuBauumn Yepe3 NoakKnyvYeHne ero K
cepeepy U.eHTpaJ'IM3OBaHHOI\;1 3adlnThbI (B 3TOM Cnyda€ Bbl HE CMOXETE WUCNO/1b30BaTb B
dBTOHOMHOM pPEXNME, HE npwo6peTﬂ AOO0MONHUTENTIbHO )

AKTMBaUuA yepes NoAK/IIUYEHNE K CepBepy LeHTPasIM30BaHHOM 3alMUTbl

B cnyyae ecnu npoBangep WM aAMUHUCTPATOP CETW MpeanpusTus npeaocTaBun daiin HacTpoek
NOAKNIOYEHNS] K CepBEPY LEEHTPANM30BaHHOW 3alUMUTbI, Bbl MOXETE aKTMBUPOBaTb , MPOCTO
yKasaB MyTb K UMetoLeMycs dainy HacTpoeK NoaK/IHoUeHUs.

DTO MOXHO caenaTtb cneaytowmm obpasom:

e B Ha MepBOM LUAre MacTtepa perncrpaunn nepenTn no ccobiike Apyrue
BMAbI aKTUBALMM 1 YKa3aTb NyTb K MMEtOLLEMYCS haliny HAacTPoeK NOAKIHOYEHUS.
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YcTtaHoBKa u yaaneHue AHTUBMpyca

YcTaHOBKa U yaaneHue AHTUMBMpYycCa

Hwxe onucbiBaeTcs npoueaypa yCTaHOBKU U yAaneHns NporpaMMHOro Komrnekca
Bepcun 10.0.0. Taoke B 3TOM pasfesnie pacCMOTpPeHa npoueaypa nepexoja Ha HOBYHO BEPCUIO, eClIN Ha
BallleM KOMMbIOTEpE yXe yCTaHOBMEH Bepcum 6.0.2 unm 9.0.

[Na OCyLLeCTBNEHUS 3TUX onepauui HeobxoauMbl npaBa cyrneprnonb3oBaTtens (Monb3oBaTens root) .
[na nonyyeHusi npaB Cynepriofib30BaTenst Mpu YCTAaHOBKE M yAaneHWu MpoAyKTa BOCMONb3yWTeCh

KOMaH.Cl,Ol‘/JI CMeHbl MoNnb30BaTend su WUin KOMaH.Cl,Ol‘/JI BbINO/THEHNUA OT WMMEHW ApYyroro nonb3oBaTens
sudo.

Nepexoan Ha HOBYIO BEPCUIO

NMpeaBapuTesnibHble 3aMevyaHus

OGpaTMTe BHMMaHWE, YTO NEPEXOA Ha HOBYIO BEPCUIO CNeAyeT BbINOJIHATbL TEM Xe
CI'IOC06OM, KakuMm 6bin YCTaHOBJIEHA BEPCUA , noanexaltuas 06HOBNEHMIO:

e ECi Bepcus NpoaykTa, Moanexallass obHOBNeHMto, 6blla YCTaHOB/IEHA W3 PEMo3uTOpusi, TO
nepexof; Ha HOBYIO BEPCUIO C/IEAYET BbINOHSATL OBHOBNIEHUEM U3 PEMNO3UTOPUSI.

e Ecnn Bepcus npoayKkTa, noanexailasi 06HOBNEHNIO, Bblla YCTaHOBIEHA U3 YHUMBEPCANIbHOrO MAKETa,
TO Mepexol] Ha HOBYH BEpCUMI0 CreayeT MpOM3BOAUTL YCTAaHOBKOM YHMBEPCANIbHOMO MaKeTa,
cofepXKalLLero HOBYKO BEPCUIO NPOAYKTa.

YT06bl YTOUYHMTL Crocob, KOTOpbIM Oblfa yCTaHOB/IEHA BepCMS MPOAYKTa, Moanexalas 06HOBMEHUO,
4% npoBepbTe HanMuMe B KaTanore WCMOMHAEMbIX daiinos (/opt/drweb wam /opt/
drweb.com/bin, B 3aBUCMMOCTM OT BEpPCUW) Hanmume remove.sh. ECim aTOT
aiin npucyTcTBYET, TeKyllas Bepcusi MpoaykTa Oblna ycTaHOBNEHa M3 YHMBEPCANbHOrO MakeTa, a B
NMPOTVBHOM CJTy4ae — 13 peno3nTopus.

B cnyyae ecnv Bbl HE MMEETE BO3MOXHOCTM OBHOBWTb MPOAYKT TEM XKE CMOCOBOM, KaKMM OH 6blin
YCTQHOBJIEH M3Ha4asbHO, BaM CleayeT NpeABapuUTENbHO YAANUTb TEKYLLYIO BEPCUIO NMPoayKTa, a NOTOM
BbIMO/IHUTb YCTAHOBKY HOBOW BEPCUM MPOAYKTa AOCTYMHbIM ANs Bac crnocoboM. Cnocobbl YCTaHOBKU U
yaaneHus npeabiaylimnx Bepcui NpoaykTa aHanorvyHbl crnocobam 7

, PaccMOTpPeHHbIM B AaHHOM pykoBoacTBe ans Bepcun 10.0.0. Ana  AONOMHUTENBHOM
nHdopMauum obpaTuTech K PyKOBOACTBY MO/Mb30BaTENsl YCTAHOB/IEHHOW Yy Bac Bepcun

O6HOBIEHUE YCTAaHOBKOI YHMBEpPCasibHOro NakeTa

BbINonHUTE YCTAHOBKY Bepcum 10.0.0 m3 . B npouecce
YCTaHOBKM BaM 6yAeT NpeasioXeHO aBTOMaTUYECKU YAanuTb UMEIOLLMECS KOMMOHEHTbI CTapoi BepCMM
npoaykTa.

O6HoOBNEHMEe U3 peno3nTopus

[na 0BHOBMEHNS TekyLlel Bepcun , YCTQHOBJIEHHOW M3 PEno3uTopusi KOMMAHWUM
B 3aBWCMMOCTM OT TWMA WCMO/b3yeMbIX MaKeTOB, BaM HEO6XOAMMO BbIMOMHWUTD
cneayrowme AencTBus:

e B cnyyae ncnonbn3oBaHusa nakeros RPM (yum):
1. YoanuTte Bce nakeTbl TEKYLLErO ANCTPUOYTUBA KOMaHAOW
# yum remove drweb*
Ecnn TpebyeTca skpaHMpoBaHMe cuMMBONA '*', TO CneayeT ykasaTb drweb\*. DTa KOMaHAa

NPeanoXuT yaanuTb BCE YCTAHOBMIEHHbIE MaKETbI (He TOMbKO TE, KOTOPble BXOASAT B
COCTaB NpoAyKTa ). Mo3ToMy ee creayeT MCMonb30BaTb C OCTOPOXXHOCTbIO,
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€C/IM Y BaC YCTaHOBJ/IEHO HeCKOobKo npoaykTos Dr.Web.

2. CMeHWUTE WCMOMb3yeMbIA  Peno3nTopuit  (C  peno3uTOpusi MaKeTOB TeKyllel BepcuM Ha
penosuTopuit naketoB Bepcun 10.0.0).

Jn.. VIMs penosuTopust, xpaHsiwero naketol Bepcun 10.0.0, cM. B pasaene YCTaHoBKa U3 PernosnTopus.
A [na yTouHeHus cnocoba CMeHbl peno3vTopueB obpaTWTecb K CMpPaBOYHbIM PyKOBOACTBAM
MCMONb3YEMOro BaMu AUCTpMEYTMBa ONePaLOHHON CUCTEMBI.

3. YCcTaHOBUTE HOBYIO BEPCUIO NPOAYKTa U3 PEMO3UTOPYUS, BbIMOHMB KOMaHAY

# yum install drweb-workstations

JIONONHUTENbHO CM. YaaneHue W YCTaHoBKY NAKeTOB MpoAyKTa Mpy MOMOLWM  PernosuTopus
(paspenbl, COOTBETCTBYHOLME Mcnonb3yeMoii BaMu OC U MeHempKepy NakeToB).

e B cnyyae ncnonb3oBaHua nakeros DEB (apt-get):

1. CMeHuTe UCronb3yeMbi  peno3uTopuini  (C  PernosvMTopust MakeToB TeKylledW BepcMu Ha
penosuTopuit naketos Bepcun 10.0.0).

2. O6HOBUTE NaKeThbI NpoAYyKTa, BbIMOHNUB KOMaHAbl:

# apt-get update
# apt-get dist-upgrade

MepeHoc knroueBoro ¢gaina

Mpn noboM crocobe 06HOBNEHMS AHTUBUPYCA WUMEKOLMNACS Y BaC JIMLEH3NOHHbLIN K1104eBoi haiis
6yaeT aBTOMaTUYECKM YCTAHOBMIEH B HaAnexallee MecTo ANs UCMOoSb30BaHMs HOBOWM Bepcueit (nnbo B
npouecce paboTbl MpoOrpammbl YCTaHOBKM, JMGO MNpu  MNEepBOM  3anycke AHTMBMpyca B
rpadprMyecKkoM pexmme).

B cnyyae BO3HWKHOBEHWS MPOBJEM C aBTOMAaTUYECKOW YCTAHOBKOWM JIMLEH3MOHHOIO Kito4eBoro daiina,
Bbl MOXXETE BbIMOSIHUTb €r0 YCTAHOBKY BPYYHYIO.

e Dr.Web pansa Linux Bepcun 6.0.2 XpaHWT ktoyeBol all B kaTtanore /home/<user>/.drweb
(KaTanor UMeeT aTpubyT KCKPbITLINA»)

e Dr.Web gns Linux Bepcun 9.0 XpaHWUT Kto4eBON halin B kaTanore /etc/opt/drweb.com

B cnyyae yTpaTbl [EWCTBYIOLIErO JIMLEH3NOHHOIMO KIHOYeBOro (aiina obpatutecs B Clyxoby
TEXHUYECKOV MOAAEDKKY KOMMAHUKN «[JokTop Be6>,

/p..  Dr.Web ans Linux Bepcumn 10.0.0 He nogaepxwuBaeT kapaHTMH Dr.Web ans Linux Bepcum 6.0.2! Mpu

ﬁ HanMuMM B KapaHTVHE 3TOW BEPCUM aHTMBMPYCA M30NMPOBaHHbBIX (haiinoBs, Bbl MOXETE U3BMEYb UX OTTyAa

WM OKOHYaTeNbHO yAanuTb BPyYHylo. KapaHTuH Dr.Web pans Linux Bepcun 6.0.2 ncnonb3yeTt Ans
u3onsummn Gaiinos cneayroLme Katanoru:

e /var/drweb/infected — CUCTEMHbIN;
e /home/<user>/.drweb/quarantine — Nonb30BaTENbCKUI (FAe <user> — UMS M0JIb30BaTENS).

Ons ynpolleHns 06paboTKM KapaHTMHA PEKOMEHAYETCs MPOM3BECTUM PEBU3UIO €ro  COAEPXUMOro
HenocpeacTeeHHo 13 Dr.Web ans Linux Bepcum 6.0.2 nepes HauanoM nepexoaa Ha HOBYIO BEPCUIO.

Mpu OBHOBMEHUM NPOAYKTA M3 penosuTopus npu paboTtaioweM Dr.Web pnsa Linux o6HoBnsieMon
BEPCMW, MOC/E 3aBEPLLEHUS YCTAHOBKM MAKETOB HOBOM BEPCUM AHTMBMpPYCA, MPOLECChl CTapol Bepcum
AHTMBMpYCa OCTaAHYTCA 3anyLWeHHbIMU A0 BbIXOAa NOJIb30BaTesNsA U3 CUCTEMbI, B TOM YnC/ie — B
obnactv yeefoMneHnit paboyero ctona (ecnv Bbl paboTaeTe B rpaduyeckoM pexuMe) MOXKET 6biTb
AOCTYNEH 3HAaYOK CTapoVi BEPCUMM NMPOAYKTa.
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YcTtaHOBKa AHTMBMpYCa

Bbl MOXeTe ycTaHOBUTb OAHUM U3 ABYX cnocoboB.:

1. 3arpyauB c caiiTa KOMMaHUK YCTaHOBOYHbIA  (halin,  comep xalimi

ans UNIX-cucteM, cHabXeHHbIM NporpaMMaMmn YCTaHOBKWU B rpadMueckoM

peXuMe U pexmMe KOMaHAHOM CTPOKM (MpW Hayane yCTaHOBKM ByAeT 3anylieHa ogHa U3 HuX, B
3aBMCMMOCTM OT BO3MOXKHOCTEN OKPYXXEHWS).

2. BbINONMHMB YCTAHOBKY MNpodykTa B Buae Habopa (ans atoro noTpebyertcs
NOAK/IIOYMTLCS K COOTBETCTBYIOLLEMY PEMO3UTOPUIO MAKETOB KOMMAHUM ).

Mocne ycTaHoBKM NMo6bIM 13 YKa3aHHbIX B AAaHHOM PYyKOBOACTBE CMOCO6OB, B
4= Havane paboTbl, BaM MoTpebyeTcs akTUBMPOBATb JIULEH3MIO WU YCTAHOBUTL KtodeBoW dain. Kpome
TOro, Bbl MOXETE MOAKMOUNTb K cepBepy LeHTPann30BaHHOW 3aLLMThI.

[o Tex MNop MNMOKa Bbl 3TOro0 HE CAENAETE, d)YHKLIVIVI aHTMBMpyCHOVI 3alUTbl GYAYT OTKJTHOYEHbI.

YcTaHOBKa YHUBEpPCaJsibHOro nakerta

MporpaMMHBIA KOMIMJIEKC pacnpoCcTpaHseTcs B BUAE UHCTANNSALUMOHHOrO daina c
UMeHeM drweb-workstations <eepcusi>~linux <mnardpopma>.run, e <sepcuss> - 3T0

CTpOKa, BKIOYalowass B cebs Bepcuto M AaTy BbiMycka MPOAYKTa, a <mmardopma> - CTPOKQ,
yKasblBatollas Tun nnatgopMbl, AN KOTOPOM NpeaHasHaueH npoaykT (x86 Ans 32-6uTHbIX nnatdhopM
n amd64 ansl 64-6utHbix Nnatdopm). Hanpumep:

drweb-workstations 10.0.0.0-1409012000~1inux x86.run

O6paTUTe BHMMaHWe, 4YTO fafiee B [AaHHOM pa3feNie PYKOBOACTBA MMSA YCTaHOBOYHOro daina,
COOTBETCTBYIOLEe (hopMaTy, YKa3aHHOMY BblLLE, YKa3blBAeTCA KaK <mmst_daitma>. run.

YT06bl YCTAHOBUTL KOMMOHEHTLI MPOrPaMMHOr0 KOMM/IeKCa
1. CkavaiiTe MHCTaNNAUMOHHOrO aina ¢ odmuManbHOro caiTa KoMnaHum
2. CoxpaHWUTe €ro Ha XXECTKUIA AMUCK KOMMbIOTEpa.
3. PaspelmTe UcrnonHeHue danna, HanpuMep, KOMaHIou:

# chmod +x <umsa_ odarna>.run

4. 3anyctute ero Ha WUCrOSIHEHNE KOMaHIOoW:

# ./<umsa_damna>.run

WM BOCMONb3yWTECh CTAHAAPTHbIM (hAlOBLIM MEHEMXXEPOM Ballel rpacuyeckon 060/104KN Kak
ANS1 UBMEHEHMS1 CBOWCTB haiina, Tak v A4sis ero 3anycka.

Mpn 3ToM OygeT co3paH KaTanor C UMEHeM <umsa datina>, C HabopoMm avnoB BHYTPU, U
aBTOMATMYECKWN 3anyCcTUTCS MporpaMMa ycTaHoBKW. Ecnm 3anyck 6bln OCyLLeCTBAEH HE C NpaBaMu
Cynepnonb30BaTens, To NporpamMMa yCTaHOBKM MOMbITAETCA NMOBbLICUTL CBOM NpaBa.

B 3aBMCMMOCTM OT BO3MOXHOCTEM TEKYLLEro OKPYXXEHUSl, B KOTOPOM MpOM3BEAEH 3arnyck
ANCTPUBYTMBA, 3anyCTUTCA OfHA M3 NPOrpaMM YCTAHOBKW, BXOASALLMX B COCTaB AMCTPUBYTHBA:

e MporpaMma yCTaHOBKU AJisi ;

e MporpaMMa yCTaHOBKW Ans

lNpn 3TOM nporpamma YCTAHOBKM AN pexuMa KOMaHZHOM CTPOKM 3anyCTUTCA aBTOMaTUYECKHU,
€C/IM HEBO3MOXXHO 3anyCTUTb NporpaMMmy yCTaHOBKK AN rpad)wquKoro pexunmMma.
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5. CneayvTe UHCTPYKUMSM NPOrPaMMbl YCTaHOBKMU.

/y, Toxanyiicta, obpatuTe BHUMaHWe, 4TO €CnM Baw AMCTPUOYTMB Linux OCHaLUeH MOACHCTEMOil

d=lh  6esonacHocTi SELINUX, TO BO3MOXHO BO3HWUKHOBEHME CUTYaLM, KOTa paboTa MmporpamMbl YCTaHOBKM
6yneT npepsaHa nozcucTeMol 6e3omacHocTV. B 3TOM ciyyae BaM HEOBXOAMMO BPEMEHHO MEPEBECTM
SELinux B pa3spelatowmii (Permissive) PeXuUM, AN YEro BbIMOSHUTE KOMaHAY

# setenforce 0

Mocne 3Toro nepesanycTuTe NporpaMmMy YCTaHOBKM.

Takke B 3TOM C/lydae MO  OKOHYaAHMM  Mpouecca YCTAHOBKM  HEOBXOAMMO  BbIMOMHUTb
HacTpolky nonuTtuk 6esonacHocT  SELinUX ansa  Toro, 4To6bl B AaNbHEWILIEM  aHTUBUPYCHbIE
KOMMOHEHTbI paboTann KOppekTHO.

Mocne 3aBepllUeHnst YCTaHOBKKM, B rpacdmyeckoit obonoyke paboyero crona, B MeHio TMpunoxeHus,
nosiButcs rpynna Dr.Web, conepxalliasi Ba NyHKTa:

e Dr.Web ans Linux ans 3anycka Dr.Web pgns Linux B rpacdmyeckom pexmnme

e Yaanutb koMnoHeHTbl Dr.Web ans ero yaanenns.

A Mocne YCI'IeLIJHOl\/'I YCTQHOBKW TMpOAYyKTa Bbl MOXETE YyAanuUTb KaTanor C YCTaHOBOYHbIMU d)al\/'IJ'IaMVI
<umsa_danna>.

B cnyvae HeobxoAMMOCTH Bbl MOXETe BOCMOJ1b30BaTbCS BO3MOXHOCTbIO
BbIOOPOYHON YCTaHOBKM KOMNOHEHTOR NPOAYKTa (HanpuMep, Ons YCTPaHEHWs! OLMGOK, BO3HMKLLUX B
npoLecce aKcryaTauum AHTUBMpYyca).

YcTaHOBKa B rpachMuyeckoM pexxmme

Mocne 3anycka NporpaMMbl YCTaHOBKM, paboTalolei B rpacmMyeckoM pexuMe, Ha 3KpaHe MosiBUTCS
OKHO MacTepa YCTaHOBKM.

m DrWeb pgnsa Linux

BnarogapuM Bac 3a Bblbop
Dr.Web gna Linux 10

Dr.web ana Linux 10 oBbecnedneasT MHOroypOBHEBYHD 3ALLATY
ONEepPaLMOHHDA CUCTEMEI, XECTKUX AMCKOB 1 CMEHHLIX HOCUTENER oT
MPOHUKHOBEHNA BAPYCOB, TROAHCKWUXK NPOrPaMM, LUNUOHCKOrS 1
pexnamHoro MO, XaKepCKUK yTUAWT W PA3NUHHEIX BPESOHOCHbIX

0B LEKTOB M3 MOBEIX BHELIHNX UCTOYHWKOB.

ANA yCTaHOBKK HeobxoAWMo NPUHATE YCNOBWA NULEH3WOHHOMD
COrNaleH s 11 HaxaTe KHOMKy "YCTaHoBWTL".

| MPWUHAMAaK YCNOBWA JTALEHIWOHHOMD CornalleHna

[ OTMEeHNTE ]

D «QoKTop Bebs, 1992-2014

PucyHok 2. CtrpaHmua npMBeTCTBUA MacTepa YCTaHOBKM

Ansa ycraHoBku Dr.Web pans Linux Ha CBOM KOMMbIOTEP HEO6XOAMMO MOCNE0BATENIbHO BbIMOHUTDL
cneayrowme AencTBus:

1. O3HaKOMUTbLCS C yCNoBMAMKN JIMLLEH3MOHHOIO corslalleHus KoMnaHun «Jokrtop Beb>». [ng vero
HY)XHO LUIENIKHYTb NO COOTBETCTBYHOLLEN CChINIKE B HaAMMcK «S npuHMMalo ycnosus JINLEH3UMOHHOIO
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cornaweHus». locne 3Toro OTKPoOeTCa CTpaHuUa MacTepa YCTaHOBKW, MO3BOMAIOLWAS O3HAKOMUTLCH
C TeKCTOM JINLLIEH3MOHHOIr0 COornlalleHna N ceeaeHusIMN 06 dBTOPCKMX MpaBaX Ha KOMMOHEHTHI,
KOTOpblE 6y.qu YCTAQHOBJIEHbI Ha Ball KOMMNbIOTEP.

@™ DrWeb gnsa Linux

MpaBoBble AOKYMEHThbI

-JlMLeH3MoHHoe cornawenue Dr-Web, AeTopckume npaea |

NuueHEWOHHDE CornausHne 8

HacToawee NMuueHzwoHHoe cornawsHue (panes - CornaweHue) 2akNWH3STCR MMy

BamMt, DUSUHECKHM UNM HPWOMMECKWM nuuod (panee - Monezoeatens), u

000 «OQokTop Bef+ (panee - MpaecofnapaTens), AenAwwMMca obnapgaTtenew
WCKNRHUTENEHBIX MMYWSC TESHHEIX NPEE HE WCNoNk30BSHWE Nporpaudddoro ofizcnededun
cemsitcTea Dr.Web (panes - NO), 5 KOTOpOM BOSMONWHO WCNONL3OESHWE paspaBoTok W
TEXHONOr Wit CTOPOHHUX NPOM3BOOMTENSH, NPEESE HA KOTOPRIE NPEfoc TEENEHH B
COOTEETCTEWW © IEKOHOOATENLCTEOM Poccuiickoll DepspauMH M HOPMEMH MEXOYHIpOJHOro
NPEEE, O HUKSCN SOy HLEM:

1. ¥cnoewa HacToAwero COrnaweHWA OTHOCATCR K MCNONEZOBEAHWH COMPOEOKORSMOrO
HacToAwdM Cornawenuew MO,

2. MNonb3oEaTens COrNaWaSTCA € YCNOBWAMW HacToAwero COMNAWEHWA B NONHOM ofkeMe
© MOMEHTE Ha4ana Wononb3oBaHMA N0 B cooTeeToTEMM ¢ n. 3 cT. 1286 MpakpsHCckoro
Kopgekea PoccWilckol PenspauMu.

oK |

PucyHok 3. NMpocMoTp JIMLLEH3UMOHHOr 0 corjaLueHust

@ = DrWeb gna Linux

MpaBoBblE AOKYMEHTHI

JNuueH3noHHoe cornaweHue Dr.web |§ABTOpCKL»1e npaga

Subpackage: drweb-bases 8
Doctor Webk, 1992-2014

Al rights reserved.

See file "Jopt/drweb.com/sharesdoc/LICENSE" for the license text.

Subpackage: drweb-boost151

Boost authars.

ALl rights reserwved.

See file "Jopt/drweb. com/share/doc/drweb-boost151/license. boost" for the license text.
Subpackage: drweb-commen

Doctor Web, 1992-2014

AL rights reserwved.

See file "/opt/drweb. com/share/doc /LICENSE" faor the license text.

Subpackage: drweb-configd
-

Martar Wakh  1992.2074

ok |

PucyHok 4. NMpocMmoTp cBeaeHnii 06 aBTOPCKUX NpaBax

Mpy HeobxoaMMOCTM, €CM B Balle CUCTEME YCTAHOBNEH M HACTPOEH MNPUHTEp, Bbl MOXETe
pacreyaTtaTb TeKCT JIMLIEH3MOHHOIO COrJIalleHMs 1 CBeAeHNs 06 aBTOPCKMX npasax. [ns 3Toro
HeobX0AMMO OTKpbITb HYXHYIO BKIQAKy Ha CTpaHUUE O3HAKOMNEeHUS C  JIMLI@H3MOHHbIM
cornaweHneM 1 aBTOPCKMMM MpaBaMy U HaxxaTb KHOMKy MeyaTkb....

[Onsa 3aKkpbITUaA CTpaHWubl O03HAaKOMNEeHWs C JIMUEeH3UMOHHbIM COrnaweHUueM W aBTOPCKUMMU
npaBaMn HaxkmmTe KHorky OK.

. [Ana Hayana yCTaHOBKW Bbl AO/MKHbI MOATBEPAUTb, YTO NpPUHUMaeTe ycnosus JIMLLEH3UOHHOIo

COrnlaleHnst KoMraHum , ANS Yero cneayeT yCTaHOBUTbL (niaxok S NpMHUMalo
ycnoBusi JIMLLEH3UOHHOIO COrJialleHusl.
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m DrWeb pgnsa Linux

BnarogapuM Bac 3a Bblbop
Dr.Web gna Linux 10

Dr.web ana Linux 10 oBbecnedneasT MHOroypOBHEBYHD 3ALLATY
ONEepPaLMOHHDA CUCTEMEI, XECTKUX AMCKOB 1 CMEHHLIX HOCUTENER oT
MPOHUKHOBEHNA BAPYCOB, TROAHCKWUXK NPOrPaMM, LUNUOHCKOrS 1
pexnamHoro MO, XaKepCKUK yTUAWT W PA3NUHHEIX BPESOHOCHbIX

0B LEKTOB M3 MOBEIX BHELIHNX UCTOYHWKOB.

ANA yCTaHOBKK HeobxoAWMo NPUHATE YCNOBWA NULEH3WOHHOMD
COrNaleH s 11 HaxaTe KHOMKy "YCTaHoBWTL".

¥/l NPUHUMEK YCNOBUA] JIMLEHINCHHOMD COMNALLIEHW

[ YcTaHoBUTE l [ OTMEeHNTE ]

D «QoKTop Bebs, 1992-2014

PucyHok 5. NMoarBepxaeHne NpUHATUA YCI0BUMA JIMLLIEH3MOHHOIO COor/lalleHuns

Ecnu Bbl pelwnny oTKasaTbCA OT YCTAHOBKM AHTMBMPYCA Ha CBOM KOMIMbIOTEP, HAXMUTE KHOMKY
OTMeHa 4115 OTKa3a OT YCTAHOBKM W 3aBeplieHusi paboTbl MacTepa YCTaHOBKW. B npoTvBHOM
CNyyae HaXXMUTe KHOMKY YCTaHOBMUTD /18 Havyasa NpoLecca yCTaHOBKU NpoAyKTa.

Mocne Havyana ycTaHOBKM OTKPOETCSA CTpaHWLA MacTepa, COAEpPXKallas MHAMKATOP, NMoKasblBaloLuii
nporpecc NpoLecca ycTaHoBKU. Mpu HEO6XOAMMOCTM Bbl MOXETE HaXaTb KHOMKy Moapo6Hee ans
NPOCMOTPa COOBLLEHMI XKypHana YCTaHOBKM.

o DrWeb gna Linux

YcTaHOBKa

YcTaHasnmeaeTca Boost, third party C++ libraries needed for Dr.Web v10.0.0.0...

._MNoapoGHee

PucyHok 6. UHAMKaTOp npoLecca YyCTaHOBKU
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m DrWeb gnsa Linux

YcTaHoBKa

YcTaHasnmeaeTca Dr.iweb EPM - Library for X11 epm gui v10.0.0.0...

|

LORYNIQHNL DDCLOT WED, LI392-2014 =
By using this parameter you automatically confirm and accept the Software L
Backing up old versions of files to be installed...

Creating installation directories...

Installing software...

Updating file permissions...

Installation of drweb-dws is complete.

*tk Dr.Web EPM - Library for X11 epm gui ####

Copyright Doctor Web, 1992-2014

By using this parameter you automatically confirm and accept the Software L

Backing up old versions of files to be installed... .
Creating installation directories...
A |

PucyHok 7. NMpocMoTp XypHasia YCTAaHOBKM

4. MNocne YCNEWHOro OKOHYaHMsl MNpouecca KOMuMpoBaHWsl halfiloB  MporpaMMbl M BHECEHMIA
HeobXoAMMbIX W3MEHEHUN B CUCTEMHblEe halifibl, OTKPOETCA MHaNbHas CTpaHuua MacTepa,
oTobpaxarolas pesynbTaT YCTaHOBKM.

m DrWeb gnsa Linux

YcTaHOBKa ycnewHo 3aBepLueHa

OK

PucyHok 8. Pe3ynbTaTbl YCTAaHOBKM

5. UYT0bbl 3aKpbITb OKHO MacTepa YCTaHOBKM, He06X0AMMO HaxaTb KHOMNKy OK.

Ecnm yctaHoBKa 6bifia mpepsaHa u3-3a OlWMOKM, (MHANbHas CTpaHuua Mactepa 6yaer coaepaTb
COOTBETCTBYIOLLEE COobleHne. B 3TOM ciyyae Takxe CfiedyeT 3aKkpbiTb MacTep YCTaHOBKM, HaXas
kHorky OK. [llocne 3TOro ycrpaHuTe npo6/ieMbl, Bbi3BaBLIME OLWWOKY YCTAaHOBKM, W MOBTOPUTE
YCTaHOBKY 3aHOBO.

YCTaHOBKa B pe)KMMe KOMaHAHOW! CTPOKM

Mocne 3anycka NporpamMMbl YCTaHOBKWM, paboTalollen C peXxmMMe KOMaHAHOM CTPOKM, Ha 3KpaHe
MOSIBUTCS TEKCT MPUrMALLIEHNS K YCTAHOBKE.
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1. s Hayana YCTaHOBKM OTBETbTE Yes WAM Y Ha 3anpoc «Bbl XOTUTE NPOAOKUTL?». YTOObI
0TKa3aTbCs OT YCTaHOBKM, BBEAMTE No MM N. B 3TOM ciyyae paboTa nporpamMMmbl YCTaHOBKM ByaeT
3aBepLueHa.

Y

TepMmuHan
root@workstation: /home/drweb-workstations 10.0.0.0-1401141537~1inux_x86# ./setup.sh

DaHHWA YCTAHOBOYHLI CKDUNT MOMOMET BaM YyCTaHoBMTb Dr.Web for Linux

Bu xoTuTe npoponkuTe? (YES/no) _

PucyHok 9. MpurnaweHve K ycraHoBKe

2. [anee nepen HayanoM yCTaHOBKM BaM HeO6XOAMMO O3HAKOMUTBLCS C TEKCTOM JIMLL@H3MOHHOro
cornaweHus koMnanumn «floktop Be6>>, KOTOpbI ByAeT BbiBeAEH Ha 3KpaH. [nsi NponnuCTbIBaHUS
TEKCTa JIMLIEH3MOHHOMO COrfalleHns nonb3ynTeck knaBuwamm ENTER (MponucTbiBaHWe TeKCTa Ha
ofHy cTpouky BHM3) u MPOBEJT (NponmcTeiBaHNe TEKCTa BHM3 Ha 3KpaH). O6paTnte BHMMaHue, 4To
NponCTbIBaHMe TeKkcTa JIMLIEH3MOHHOIo cornalleHmna Hasaj (BBepx) He NpeayCMOTPEHO.

JIMUEH3MOHHOE COrnaweHWwe

HacToAwee JMueH3MoHHOE cornawedwe (pganee - CornaweHue) 3aKMOYaETCA MeMOy
BaMW, QWINYECKUM MNW KPUMOWYECKHM nuuoM (panee - Mons3oeatens), w 000
"NokTop Beb" (panee - Mpaeoobnapatens), AensouwwmcA obnapatenes
MCKMOUMTENBHEX MMYWECTBEHHEIX NPaB Ha WCNOMbL30BaHWE nporpamMHoro obecneuyeHus
cemercTea Dr.Web (panee - M0}, B KOTOPOM BO3MONHO WCNONL30BaHWe paspaboTok
M TEXHONOrWA CTOPOHHMX MPOM3BOOWTENeld, NMPaBa Ha KOTOpWE NpPefoCTaBNeHH B
COOTBETCTEMM C 33KOHOLATENLCTEOM POCCHACKOR Defepaudd W HOpMaMu
MEKOYHAPOOHOrO NPaEa, 0 HHKeCNeywueMm:

1. ¥cnoBua HacToswero CornaweHWs OTHOCATCA K WCNONb30BaHMI CONPOBOMIAEMOro
HacToRAWMM CornaweHwes 0.

2. Mone3oBaTenb cornawaeTcA C YCNOBWAMM HAacToAwero CornaweHWAs B MOMHOM
ofbeMe C MOMEHTAa Havyana Wcnonb3oBaHWA M0 B COOTBETCTEMM € n. 3 cT. 1286
IpaspaHckoro kKopexca Poccuwickol Depepaumu.

3. B cnyuyae ecnu MONb30BATENE HE COTMACEH XOTA Ok C OOHHM W3 MYHKTOE WM
YCNoEWA HacToAWeroc CornaweHwA, MMONB30BAaTENE He MMEET MP3E Ha MCMNONb30E3HME
M0 W He OONKEH YCTAHAaBNMBAThb, KOMNMPOBATh, 3anyckaTs nubo uHeM obpazom
B3auwmopeicTeoeaTte ¢ M0. Wcnonb3oeanue M0 C HapyweHMeM YCNOBWA HacToAWero
CornaweHna cuwTaeTcA Mcnonk3oBaHuem [0 Bez cornacwa (paspeweHnn)
Mpaecobnapatena W eneveT 3a cofoil rpamgaHcKo-NpaBoByw, a Takme
A0MAHMCTPATHEHYI M YT ONOBHYW OTEETCTEBEHHOCTh.

PucyHok 10. MpocMoTp TeKCT JIMLLEH3MOHHOr 0 corsialleHus
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3. Mocne npoyTteHnsi JIMLIEH3MOHHOIO COrJalleHUs BaM ByfeT NPEAIOKEHO MPUHATb Ero YC/IOBUSI.
BBeauTe Yes WM Y, €CnM Bbl MPUHMMAETE YCNOBUS, U No MIM N, €I Bbl HE COMMacHbl C
ycnoBusiMM  JIMUEH3MOHHONO COrlalleHuss. B cnyyae oTkasa OT  MPUHATUS  YCNIOBUM
JINLLIEH3UOHHOIro cornaleHmns paboTa NporpaMMbl YCTaHOBKU ByfIET 3aBepLUEHa.

5.11. N0 npepHazHayeHo ONA WCNONL30BAHWA TONLKO TewM lonb3oBaTenem, KOTOpOMY
oHo BLNO MepeoHAYanbHO MEepefaHo Ha YCNoBMAX HacToAwero CornaweHus.
Mpepoctaenedne M0 TpeTbMM NWUaM 3anpewaeTca.

6. M0 W CONYTCTEYWWAA My NOKYMEHTAUWA NPeRocTAENANTCA Monb3oeatent "KAK
ECTB" (AS IS), B COOTEETCTEWM C OGWENpMHATEM B MEKOYHApOOHOW NpakTWKe
NPHHLMNOM,. 3TO 03HayaeT, uyTo 3a nwbsie npobnemsl W WX NOCNENCTEWA, KOTOpbIE
BO3HMKaNT (NWBO MOTYT BO3HWKHYTL), BKMWYAA (HO He orpaHMuMeance) npobnems B
npouecce YcTaHOBKW, OOHOBNEHMA, NOLOEPHKM W 3KCNAyaTauuw Nonb3osaTenew M0
(B ToM uucne npobnems COBMECTWUMOCTW € OPYTHMA MO PaMMHBMU NPOLYKTaMH,
NporpaMvHEMA MaKeTaMW, ApadeepamMd W Ap.), npobneme, BO3HWKawWME W3-33
HEONHO3HAYHOT O TONKOBAHWA ONB30BATENeM CONPOBOOMTENEHOH MOKYMEHTAUMM,
HECOOTBETCTBHA PE3yNbTaToB WCNoNb3o0BaHuA M0 oxupaHuaM Monb3oBaTens W T.
n.), MpaeoobnagaTens OTBETCTBEHHOCTH HE HeceT.

7. 33 BO3MOKHLIE HETATWBHHE NOCNefcTBMA nwboro xapakTepa, B TOM uucne (HO He
OrPaHWYWEAACH) BH3EB3HHHE HECOEMECTMMOCTER WK KOHHMMKTaMu M0 C OpyruMd
NpOrpaMvHEMA MPOOYKTaMW, YCTAHOBMEHHEMM Ha TOW Xe 3BM, HEeCOEMECTHMOCTRR WNM
KOHQMWKTaM4 C annapaTHeM ycTpodcTeoMm 3BM, MpasoobBnapatens oTBETCTEEHHOCTH
HE HeceT.

8. MpuMeHUMEM NPEBOM K OTHoWeHWAM Mpaeoobnapatena u Monb3oeatens,
EOZHWK3WUMM M3 HacToAwero CornaweHWA, ABNAETCA Npaeo PoccWiCKoW Depepauuu.
Bce cnopw M pa3HOTNAacWA, BO3HWKAWUWWE B CBAZW C PEanu3auWed YCNoBW
HacToAwero COTNAaWeHWA, MOLNEMAT PacCMOTPEHWN B COOTBETCTBYRWMX CynebHeX
MHCTaHUWAX N0 MecTy HaxoxgexwA [paeocobnapatens.

Bu npuHMMaeTe ycnoBWA JIMUEH3MOHHOTO cornaweHua? (yes/NO) _

PucyHok 11. MpuHaTne ycnosuii JIMLLEH3NOHHOrO CorlalleHus

4. Mocne cornaweHus ¢ ycioBnsaMn JIMLLEH3MOHHOrO COrJIallleHUs aBTOMaTUYeCcKn byaeT 3anyLieH
NPOLEeCC YCTAHOBKM Ha KOMMbIOTEP KOMMOHeHTOB Dr.Web pns Linux. MNpy 3TOM Ha 3KpaH 6yaer
BbIBOAMTLCA MHMOPMaUMs O XO4e YCTAHOBKM, BKJOYatowas B cebs mepeyeHb yCTaHaB/IMBAEMbIX
KOMIMOHEHTOB.

ALl rights reserved.

see file "/opt/drweb.com/share/doc/drweb-protobuf7/license.protobuf" for the license text.
Subpackage: drweb-qt

0t authors.

ALl rights reserved.

See file "/opt/drweb.com/share/doc/drweb-qt/license.lgpl2.1" for the license text.
Subpackage: drweb-se

Doctor Web, 1992-2014

ALl rights reserved.

See file "/opt/drweb.com/share/doc/LICENSE" for the license text.

Subpackage: drweb-spider

Doctor Web, 1992-2014

ALl rights reserved.

See file "/opt/drweb.com/share/doc/LICENSE" for the license text.

Subpackage: drweb-updater

Doctor Web, 1992-2014

ALl rights reserved.

See file "/opt/drweb.com/share/doc/LICENSE" for the license text.

Doctor Web, 1992-2014
Mcnone3yA OaHHWA NapaMeTp, B 3ETOMAaTWYECKM CoTnawaeTeck C JIHUSHIMOHHEM COTNALEHWEM W MPHHKA
M3eTe ero.

PucyHok 12. NMpoTokon ycraHOBKU KOMIMOHEHTOB
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5. B cnyyae ycnewHoro OKOHYaHWsi MpOLecca YCTAHOBKM Ha 3KpaH 6yaeT BbiBeAeHO cooblieHue
«YCTaHOBKa 3aBeplieHa» W MNporpaMMa YCTaHOBKM 3aBepluMT cBol paboTy. B cnyuyae
BO3HMKHOBEHMS OWMOKM HA 3KpaH OyaeT BblBEAEHO COOTBETCTBYIOLLEE COODLUEHME C OMUCaHUEM
oLwmnbKK, nocsie Yyero paboTta NPorpamMMbl YCTAHOBKM Takxke ByAeT 3aBepLueHa.

Copyright 2008, Google Inc.

Wcnons3yA AaHHBIA NapaMeTp, Bbl aBTOMAaTMYECKW COTNALAETECH C JIMUEH3MOHHLM COTMAWLEHWEM W MPHHK
MaeTe ero.

B CMCTeMe YCT3HOENEHa CaMand MOCNefHAR BEPCWA KomnoHeHTa drweb-protobuf7.

Copyright 0t authors.

Wcnone3yA AaHHBA napaMeTp, Bul 3ETOMAaTMYECKW COTNALAETECE C JIWUEH3MOHHEM COTMAWLEHWEM W MPHHK
MaeTe ero.

B cucTeMe YCTaHOBNEHa CaMad MOCNE[HAA BEPCWA KoMnoHeHTa drweb-gt.

Doctor Web, 1992-2014

Wcnons3yA AaHHBA NapaMeTp, Bbl aBTOMAaTMUECKW COTNALAETECH C JIMUEH3MOHHLM COTMAWLEHWEM W MPMHK
MaeTe ero.

B cucTeMe YCTaHOENEHa CaMaR NOCNEOHAA BEPCWA KOMNoHeHTa drweb-se.

Doctor Web, 1992-2014

Wcnons3yA AaHHBIA NapaMeTp, Bbl aBTOMAaTMYECKW COTNALAETECH C JIMUEH3MOHHLM COTMAWLEHWEM W MPHHK
MaeTe ero.

B cMCTeMe YCT3HOENEHa CaMaR MOCNEQHAA BEPCWA KoMnoHeHTa drweb-spider.

Doctor Web, 1992-2014

Wcnone3yA AaHHBA napaMeTp, Bul 3ETOMAaTMYECKW COTNALAETECE C JIWUEH3MOHHEM COTMAWLEHWEM W MPHHK
MaeTe ero.

B cucTeMe YCTAHOENEHa CaMam MOCNEfHAR BEPCMA KOMMoHeHTa drweb-esagent.

Doctor Web, 1992-2014

Wcnons3yA AaHHBA NapaMeTp, Bbl aBTOMAaTMUECKW COTNALAETECH C JIMUEH3MOHHLM COTMAWLEHWEM W MPMHK
MaeTe ero.

B cucTeMe YCTAHOENEHa CaMamR MOCNENHAR BEPCWMA KOMMOHeHTa drweb-updater.

YCTaHOBKa 33BEpLEHA.
root@workstation: /home/drweb-workstations 10.0.0.0-1401141537~1inux x86#

PucyHok 13. CoobwieHne 06 OKOHYaHUN YCTAaHOBKM

6. [ns Hayana paboTbl C YCTAHOB/IEHHbLIM BOCMO/Ib3yNTECh /II06bIM YAO6HLIM ANt Bac

Ecnu yctaHoBka 6bina npepBaHa M3-3a OWMOKW, CeAyeT YCTpaHUTb Npo6/eMbl, Bbi3BaBLUME OLIMOKY
YCTQHOBKM, U MOBTOPUTb MPOLIECC YCTAaHOBKM 3aHOBO.

Bbl60pOUYHas yCTaHOBKA KOMMOHEHTOB

Ecnu TpebyeTca ocylLecTBUTb BbIBOPOUHYIO YCTAHOBKY HEKOTOPbIX KOMIMOHEHTOB MpoAykTa, cleayet
pacnakoBaTb MHCTANNSALMOHHLIN (aiin <mmsi_darma>.run, He 3amyckas caM MPOLECC YCTaHOBKY
npoaykTa. 515 3Toro crieayeT BOCMNOb30BaThCA NapaMeTPOM KOMaHAHOM CTPOKM —-noexec:

# ./<uma_damya>.run --noexec

B pe3synbTaTe B kaTanore, cogepxalleM run-caiin, NosBUTCS BIOXEHHbIN KaTanor <wms daiina>.
O6paTuTe BHUMaHMWE, YTO 3TOT KaTasior MOSIBNSETCA U B C/ydae 3anycka 06blYHOM YCTaHOBKM M3 run-
(aiina, Tak Kak pacrnakoBka (aina — atan, 06s3aTenbHO MPEe/LECTBYOLWMIA YCTaHOBKe. KpoMme Toro,
3TOT KaTaslor OCTAeTCs W MOC/E YCTAHOBKM MpPOAyKTa, €CM Bbl €r0 He y[AanuTe BpYYHYH Mocne
3aBEpLUEHNS YCTaHOBKM!.

KaTanor ycTaHOBKM COAEPXUT MAKETbl BCEX KOMMOHEHTOB, U3 KOTOPbIX COCTOMUT NMPOrpaMMHbIN NPOAYKT
, da TaKXe BcrnoMoraTesibHble d)aﬁﬂbl. MakeT KaXaoro KOMMOHEHTA
<component_name> CHabxeH AByMs dannamn <component name>.install "
<component name>.remove. Mo cyt™ 3Tn d)af/'lﬂbl ABNAKOTCA KOMaHAHbIMU CKPpUNTaMU, I'IepBbe/'I n3
KOTOPbIX WCMONb3YyeTCA ANd YCTAaHOBKU MMaKeTa, coAepXXallero KOMMOHEHT, a BTOpOl‘/JI — Aana ero
yAaneHus. MMeHa Bcex NakKeToB, coaep>XallnX KOMMOHEHTbI MPOrpaMMHOro KOMrieKkca
, HauMHaloTCA € npedukca «drweb» .

YT06bl BbINOMHUTD YCTAQHOBKY KOMMOHEHTA, AOCTATO4YHO 3anyCTUTb B KOHCOMN (W'IM B 3MynATOpE
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KOHCOMIM — TepMUHase ans rpaduyeckoro pexmuma) cooTBeTCTBYOWMIA install-chaiin.

[ns 3anycka CKpWMNTOB YCTaHOBKM JItO6OM0 M3 KOMMOHEHTOB HEO6X0oAMMbI MpaBa Cyrneprnosib3oBaTens
L= (nonb3oBaTensi root). NS MoflydeHUs MpaB Cyrneprnosib30oBaTesisi BOCMOSb3yWTeCh KOMaHAOM CMEHbI
Mosib30BaTeNs su UM KOMaHAOW BbIMOSIHEHUSI OT UMEHM ApYroro nosib3oBaTesns sudo.

Mpy ycTaHOBKe NO60ro KOMMOHEHTa NpoayKTa NoafepXXvBaeTcss paboTa C 3aBUCMMOCTSIMU, T.€. eCnn
AN YCTAHOBKM KOMTMOHEHTA AOMMKHbI 6biTb NpeaBapUTENIbHO YCTAHOBEHbI APYrMe KOMMOHEHTbI, TO
NPOBENSETC MX HaMuMe B CUCTEME, U C BJlyyae OTCYTCTBMSI OHM Takke 6yayT YCTaHOBJEHbI
aBTOMAaTUYECKM.

YcTaHOBKa U3 peno3utopus

HaTuBHble MakeTbl NPoAyKTa HaxoaaTcs B oduuManbHOM penosvTopum

. Mocne po6aBneHusi penosuTopus B CMMUCOK PEro3UTOPUEB,
MCMOMb3yeMbIX MEHEIXXEPOM MaKETOB Ballel OnepaLMOHHON CUCTEMbI, Bbl CMOXETE YCTaHaBNMBATL €ro
B BMAE HAaTMBHbIX MaKETOB AJis ONEepaLMOHHON CUCTEMBI TaK Xe, Kak W Nobble Apyrie nporpaMmmbl 13
PEMNO3MTOPVEB BalLEN OMNepaLMoHHOM cucTeMbl. HeobxoauMble 3aBMCMMOCTM 6yayT paspellaTbest
aBTOMAaTUYECKM.

Bce HWKenpuBeAeHHbIe KOMaHAbl ANs  MOAKMIYEHUS  PEMNO3UTOPUEB, WMMOPTUPOBAHUS  KIOUEN,

4% yCTaHOBKMW M y[aNneHusi NakeToB [I0/KHbl ObiTb BbINOJHEHbI C NMpaBaMKU Cyneprofnb3oBaTens. [ns 3Toro
MCNoNb3yWTe KOMaHAY CMeHbl MOMb30BaTeNs su WM KOMaHAy BbINOSHEHUS OT WMMEHM Apyroro
nonb3oBaTensd sudo.

Debian, Mint, Ubuntu (apt)

Penosutopuin ans 3tux OC 3allUMLIEH C MOMOLLbI0 MexaHu3Ma undpoBoi noanucu. [nsi KOpPeKTHOM
paboTbl HY>XHO MMMOPTMPOBATb KJTHOY LMGPOBOI NOANUCY KOMAHAOM

wget -O - http://repo.drweb.com/drweb/drweb.key | apt-key add -

nnn
curl http://repo.drweb.com/drweb/drweb.key | apt-key add -

YTobbl NOAKIIOUYUTL PENO3UTOPUIA, 106aBbTE CleAYIOLLYI0 CTPOKY B haln /etc/apt/sources.list:
deb http://repo.drweb.com/drweb/debian 10.0.0 non-free

KpoMe TOro, Bbl MOXETE BbINOMHUTL ABTOMATUYECKOE MOJSlyYEHME KIOYa W MOAK/IOYEHME K
penosuTopuio Bepcun 10.0.0, ckauaB M ycTaHOBMB cneumanbHblii DEB-naker. Ccbinka Ha CKauuMBaHue
nakeTa:

[ns ycraHoBKM N3 peNno3nTopna BbINOJIHUTE KOMaHAbI:

apt-get update
apt-get install drweb-workstations

YCTaHOBKa TaKXe MOXET OCYLEeCTBASTLCS C MOMOLUbIO anbTePHAaTUBHBLIX MeHemMKepoB (HanpuMmep
Synaptic v aptitude). Kpome ToOro, anbTepHaTvBHbIE MeHegXepbl, Takme kKak aptitude,
PEKOMEHAYETCS UCMOb30BaTh ANS Pa3peLleHns KOHMDIMKTa NaKeToB, €C/IM OH BO3HMKHET.

Red Hat Enterprise Linux, Fedora, CentOS (yum)

[ob6aBbTe aiin co crneayomM COAEPXXMMbIM B KaTanor /etc/yum. repos.d:

Onsa 32-pa3psgHoi Bepcum:

[drweb]
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name=DrWeb - 10.0.0
baseurl=http://repo.drweb.com/drweb/el5/10.0.0/1386/
gpgcheck=1

enabled=1
gpgkey=http://repo.drweb.com/drweb/drweb.key

Ana 64-pa3pagHon Bepcum:

[drweb]

name=DrWeb - 10.0.0
baseurl=http://repo.drweb.com/drweb/el5/10.0.0/x86 64/
gpgcheck=1

enabled=1

gpgkey=http://repo.drweb.com/drweb/drweb.key

Kpome TOro, Bbl MOXeTe BbIMOMHUTL aBTOMATU4YeCcKoe MOAKIYeHne K perno3unTtopuio Bepcun 10.0.0,
CKayaB W YCTaHOBMB crneuuasnbHblii  RPM-nakeT. Ccblika Ha CKauMBaHME MaKeTa:

[nsa ycTtaHOoBKU N3 pENO3UTOPUA BbINOJIHUTE KOMaHAY:

yum install drweb-workstations

YCTaHOBKa TaKXe MOXET OCYLEeCTBASTLCS C MOMOLUbIO anbTePHAaTUBHBLIX MeHemXepoB (Hanpumep
PackageKit nin Yumex).

Hacrtpouka nonutuk 6e3onacHoctu ansa SELinux

Ecnv ucnonb3yembit Bamu ancTpubytneB Linux ocHaleH noacuctemon 6e3onacHoctv SELinux
(Ssecurity-Enhanced Linux — Linux c ynyyweHHoW 6e30MacHOCTbIO), TO Ans TOro, 4Tobbl
cnyxebHble KOMMOHEHTbI MpoaykTa (Takme KakK CKaHupylowee s4po) paboTany KOpPpeKTHO nocne
YCTaHOBKM KOMTMOHEHTOB MPUIIOKEHUS, BaM, BO3MOXHO, MOTPEOYETCS BHECTU M3MEHEHMWS B MOJIMTUKU
6e3onacHocTu, ncnonb3yemole SELinux.

1. Mpo6nemMbl Npu yCTaHOBKE YHUBEPCAJIbHOr0O Nakera

Mpu BkoueHHoM SELinux ycTaHoBKa npoaykTa B BuUAe U3 YCTaHOBOYHOrO
daina (.run) MOXET OKOHUMTBCA Heyaayen, NockosbKy ByaeT 3abroKMpoBaHa MoMbITKA CO3JaHns B
CUCTEME CreumManbHOro nosb3oBaTens drweb, C MOMHOMOYMAMU KOTOPOro paboTaloT Moaynu

B cnyyae ecnm nonbiTka YCTaHOBKM MpOAyKTa M3 YCTAaHOBOYHOrO ¢haiia (.run) 6blia npepBaHa n3-3a
HEBO3MOXXHOCTM CO3A4aHWsi Monb3oBaTens drweb, MNpoBepbTe pexuMm pabotbl SELinux, ans udero
BbINO/IHUTE KOMaHAY getenforce. 3Ta KOMaHAa BbIBOAMT Ha 3KPaH TEKYLLMIA PEXUM 3aLLMTbI:

e Permissive — 3allMTa aKkTMBHA, HO WCMOMb3YETCA paspellatollasl cTpaTerus: AencTBus,
HapyLlarowue noaMTuKM 6e30nacHOCTM, He 3anpeLllatoTcs, a TOJIbKO (PUKCUPYIOTCS B XXypHane
ayauTa.

e Enforced — 3alMTa aKTUBHA, UCMONb3YETCS 3anpeLlatowas crpaTervs: A4enCTBumsl, HapyLiatowme
nonnTUKM 6e30NacHOCTN, PErMCTPUPYIOTCS B XXypHane ayauta u 610KnpytoTcs.

e Disabled — SELinux yCTaHOB/EH, HO HEAKTUBEH.

Ecnm SELinux pabotaeT B pexume Enforced, CliegyeT BPeMeHHO (Ha nepuog yCTaHOBKM MpoAayKTa)
nepeBecT ee B PeXUM Permissive. [ANS 3TOro BbIMOMHUTE KOMaHAY setenforce 0, KoTOpas
BpeMeHHO (A0 nepBoli nepesarpy3ku cuctembl) nepeseaet SELINUX B peXuM Permissive.
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Kakoi 6bl peXXuM 3aluuTbl Bbl HX YCTAHOBWM NMPU MOMOLLM KOMaHAbl setenforce, Moc/e nepesarpysku
£2% onepaumoHHoM cucTteMbl SELINUX BEpHETCS B peXMM 3aluTbl, 3aAaHHbIN B €e HacTporkax (06blYHO
aiin HacTpoek SELinux HaxoaMTcs B kaTanore /etc/selinux) .

Mocne ycnewHon YyCTaHOBKM NMPOAYKTa W3 YCTAHOBOYHOrO (haina, HO A0 ero 3anycka U akTuBauuu
BEPHUTE PEXUM Enforced, AN YEro BbINO/HNTE KOMaHAY setenforce 1.

2. NMpo6nembl PyHKLMOHUPOBAHUSA NPOAYKTA

B HekoTopbIx cnydasx npu pabotatowiem SELInUX oTAaenbHblE BCMOMOraTe/ibHble MOAY M

(Takne, Kak drweb-se U drweb-filecheck, WUCMNONb3yeMble ) He cMoryT 3anyCcTUThbCH,
BC/IEACTBME YEr0 CKAHMPOBaHWE O6BEKTOB M MOHWUTOPUHI (halinoBON CUCTEMbI CTaHYT HEBO3MOXHbI.
MpY3HaAKOM TOro, YTO 3TWU BCMOMoOraTeslbHble MOAYNM HE MOryT 6biTb 3anyLleHbl, SBMSETCS MNOSIBEHUE
coobLleHnin 06 owmnbkax 119 M 120 Ha FNaBHOM OKHe N B CUCTEMHOM >XypHane
syslog (06bI4HO pacnonoxeH B kaTanore /var/log/).

Owmnbku n TaKkXe MOryT CMrHa/IM3MpoBaTb O TOM, YTO Bbl MblTaeTeCh 3anyCTUTb B
£ 64-6UTHON BepcuM orepaLMoHHON CUCTEMbI MPU OTCYTCTBUM BUBNMOTEKM MOAAEPXKKM UCMONHEHUs 32-
BUTHBIX NPUNOXEHMI (CM. pa3aen ).

B cnydae cpabatbiBaHusi cuctembl 6e3onacHoctv SELinux mHdopMaums 06 oTkasax (ukcnpyercs
TaKkKe B CUCTEMHOM >XXypHane ayauTa. B obuwem cnyyae, npu ucnonb3oBaHMM B CUCTEME [AEMOHa
audit, XypHan ayauTta pacnonaraetcs B cdaine /var/log/audit/audit.log. B NpOTMBHOM
cnyyae cooblieHusi O 3anpeTe onepauuu 3anucbiBaloTca B 0bwmi dain XypHana /var/log/
messages.

Ecnn yctaHoBneHo, 4TO BCroMoraTesibHble MOAYNN He CI)YHKLI,MOHMDYlO M3-3a TOro, 4YTO OHU
6J'IOKMpy}OTCFI SELinux, HeobxoaMMo CKOMNnNMpoBaTb And HUX cneunasibHblE NOJIUTUKU 6e3onacHocTy.

B HekoTOpbiX AUCTpUBYTMBax Linux ykasaHHble HWXe YTUAWTbI MOryT OblTb MO YMOMYaHWIO He
4= ycTaHOBNEHbI. B 3TOM C/lyyae BaM, BO3MOXHO, NMOTpedyeTcs AOMOMHUTENBHO YCTaHOBUTL coaepKallume Ux
MaKeTbl.

Co3aaHue nonntuk 6esonacHoctu SELinux:

1. Co3paiiTe HOBbIM al C UCXxodHbIM KoAaoM nonutukyi SELInux (dain c pacluMpeHueM . te) .
[JaHHbl haiin onpeaensieT orpaHNUYEHUs, OTHOCALLMECS K OMMUChIBAEMOMY MoAyio. MicxoaHbli daiin
MOSIMTUKM MOXET 6bITb CO3aH ABYMS Crocobamu:

1) C noMoOLWbIO YTUAINTbI audit2allow. JTO Haubonee NPoOCTon Crnocob, MOCKOMbKY AaHHAs
yTUIUTa FeHEpUPYET paspeluatolime npaBuia Ha OCHOBE COoobLLeHNit 06 oTkase B AOCTyne B
dainax CUMCTeMHbIX >XYpHanoB. BO3MOXHO 3adaTb aBTOMATMUECKMIA MOWCK COODLLEHWIA B
hainax XypHanoB Unm ykasaTb NyTb K aiiny >xypHana BpyuHy!o.

O6paTMTe BHMUMaHWUE, YTO 3TOT Crnocob MOXHO MCMoJib30BaTb TOSIbKO B TOM C/ly4yae€, Koraa B
CUCTEMHOM XXYypHasnie ayauTa Y>Xe 3apernctpmpoBaHbl WHUMAEHTblI HaPYyLWEHUA NONMUTUK
6e3onacHocTv SELinux mMoaynsmu B cnyyae ecnu 3TO He Tak, creayer vnm
[OXAaTbCA TaKuMX WHUMAEHTOB B Mpouecce pa60TbI npoAayKTa , nn
Cc034aTb pa3peLliarowmne NOJINTUKU NPUHYAUTENBHO, BOCMNOJ1b30BaBLUNCb YTMJ'IMTOﬁ
policygentool (CM. HUXe).
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1 Ytunuta audit2allow HaxoAMTCa B MakeTe policycoreutils-python — wn
£ policycoreutils-devel (ans OC RedHat Enterprise Linux, CentOS, Fedora, B
3aBMCMMOCTM OT BEPCUN) WK B MakKeTe python-sepolgen (ans OC Debian, Ubuntu).

ObpaTtute BHMMaHue, yto aAngd OC Fedora Bepcun 20 gononHuTensHO 06s3atenbHO Tpebyetcs
YCTaHOBUTb MaKeT checkpolicy, WHaye BbI30B YTWIWUTbI audit2allow 3aBepLUNTCA
OLLNGKOM.

Mpumep ucnonb3osanunsa audit2allow:
# grep drweb-se.real /var/log/audit/audit.log | audit2allow -M drweb-se

B paHHOM npuMepe yTunnTa audit2allow MPOM3BOAWUT MOUCK B aine audit.log
cooblLeHuii 06 0TKase B AOCTyne ANns Moayns drweb-se.

B pesynbtate paboTbl YTUAWUTBI CO3AalOTCA ABa (haina: UCXoAHbln dain NouTUKN drweb-
se.te M rOTOBbIM K YCTaHOBKE MOAy b MOIMTUKN drweb-se.pp.

Ecnn noaxoaswmx MHUMAEHTOB B CUCTEMHOM XYypHasie He OOHapyXXeHo, YTWIMTa BEPHET
coobLueHne 06 olimbke.

B 6onblUuMHCTBE C/lyyaeB BaM He MNOTpebyeTcss BHOCUTb WM3MEHEHWs B halln MONUTUKMU,
CO3A@HHbIN YTUIUTON audit2allow. [03TOMy peKOMEHAYeTCS Cpa3y NepexoauTb K

QNS YCTQHOBKW MOJTy4EHHOIO MOAYNS MOSIMTUKN drweb-se.pp. OBpaTMTE BHMMaHWE, YTO NO
YMO/YaHMIO YTUAMTA audit2allow B KaYecTBe pesysibTaTa cBoel paboTbl BbIBOAMT Ha 3KpaH
rOTOBbI BbI30B KOMaHAbl semodule. CKOMMPOBAaB €ro B KOMaHAHYHO CTPOKY M BbIMOJSIHWB, Bbl
BbIMOSIHUTE . Nepeiiaute K , TONbKO €C/IM Bbl XOTUTE BHECTU W3MEHEHUS B
NONUTUKKU, aBTOMATUYECKM CHOPMMPOBAHHbIE ANSi KOMIMOHEHTOB

2) C noMoLWbIO YTUANTDbI policygentool. [118 3TOr0 yKaXute B Ka4eCTBe NapaMeTpoB UMS
Moaynsi, paboTy C KOTOPbIM Bbl XOTUTE HACTPOWUTb, M MOJHbIA MyTb K €ro WUCMOHAEMOMY
danny.

ObpaTnTe BHMMaHWe, YTO YTWINTa policygentool, BXOAslWas B COCTaB MakeTa selinux-
£ policy ang OC RedHat Enterprise Linux n CentOS Linux, MoxeT paboTaTb HEKOPPEKTHO.
B TakoM cny4yae BOCMOMb3yMTECh YTUIMTON audit2allow.

MpuMep co3aaHns NOAUTUK NpY NOMOLLM policygentool:
o Ana moayns drweb-se:

# policygentool drweb-se /opt/drweb.com/bin/drweb-se.real

o Ana Moayns drweb-£filecheck:
# policygentool drweb-filecheck /opt/drweb.com/bin/drweb-filecheck.real
Bam 6yaeT npeanoXxeHo yka3aTb HECKOSIbKO OBLLIMX XapaKTepPUCTUK JOMEHa, Mocse Yero Ans
Ka)kgoro Moaynsi 6yayT cosaaHbl Tpu daiina, onpeaensitolmx rnomuTuKky:
<module name>.te, <module name>.fc U <module name>.if.
2. Mpn  HeobxoAMMOCTN  OTpedaKTUPYMTE  CreHEpUPOBaHHbIM  MCXOAHbLIM  daln  NOAUTUKK

<module name>.te, a 3aTeM, WCNOMb3ysa YTUIUTY checkmodule, cosnaiTe 6WHapHoe
npeacrtaenexve (hain ¢ pacluMpeHreM .mod) UCXOAHOro dhaiina NoKanbHOM NOMUTUKM.

O6paT|/|Te BHMMaHKE, 4YTO AN ycrIeUJH017| pa6OTb| 3TOM KOMaHAbl B CUCTEME [0JKEH 6bITb YCTaHOBJIEH
£%% nakeT checkpolicy.
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MpuMep MCnosib30BaHUA:
# checkmodule -M -m -0 drweb-se.mod drweb-se.te

3. CospalTe ycTaHaBIMBaEMBbIi Mody/ib NonuTUkK (aitn ¢ paclUMPEHNEM .pp) C MOMOLLBIO YTUIUTBI
semodule_ package.

Mpumep:
# semodule package -o drweb-se.pp -m drweb-se.mod

4. [ns yCTaHOBKW CO3A@HHOMO MOAY/IS MOJIUTUKU BOCTONb3YNTECh YTUIIUTON semodule.
Mpumep:
# semodule -i drweb-se.pp

Ons nonyyeHust AOMOMHUTENIbHOM MHGOpMauMKM O NpuHUMNax paboTbl M HacTpoiku SELinux
obpaTuTeCh K AOKYMEHTaUMM MO UCMob3yeMOMY Bamn anctpnbytmsy Linux.

PacnonoxeHue painsioB npoaykra

®annbl nporpaMMHoro komnnekca Dr.Web ans Linux nocne yCTaHOBKM pa3MeLLIAloTCs B KaTaniorax /
opt, /etc U /var gepeBa ¢alfioBo CUCTEMI.

CTpyKTypa UCMOoSIb3yEMbIX KaTaloroB:

/opt/drweb.com WcrnonHsiemble  halifibl  KOMMOHEHTOB  MPOAYKTa W OCHOBHblE  GMBAMOTEKM,
HeobxoauMble ansa pabotel Dr.Web ans Linux

/etc/opt/drweb.com  Qaiinbl HACTPOEK KOMMOHEHTOB (MO YMOMYaHWUIO) U NULIEH3MOHHbIN KIoUeBoii daiin
ans pabotsl Dr.Web gns Linux B pexxuMe Standalone

/var/opt/drweb.com  BupycHble 6a3bl, AHTUBMPYCHOE $ApPO, a TaKXe BpEMEHHble ailibl K
AononHuTeNbHble 6ubnnoTekn, Heobxoammble ans pabotbl Dr.Web ans Linux

YaaneHue AHTUBMpYCa

B 3aBucMMOCTM OT criocoba ycTaHOBKM, Bbl MoxeTe yaanutb Dr.Web pns Linux ogHuM u3 AByX
Crnocobos.:

1. 3anyctue nporpammMy yaaneHns yHUBEpCanbHOro mnaketa (ans rpaduyeckoro pexuma  wnm
peX1Ma KOMaHAHOMW CTPOKW, B 3aBUCMMOCTM OT BO3MOXHOCTEWN OKPYXXEHWS).

2. Ypanve nakeTbl NPOAyKTa, YCTAHOB/IEHHbIE W3  peno3vTopust Komnanunm <« [oktop Beb»,
UCMOb3Ysl CUCTEMHbIN MEHEDKEP NaKETOB.

YpaneHue yHMBepCasibHOro nakera

Ypaneuue npoaykta Dr.Web pns Linux, YCTaHOBNEHHOTNO W3 YHMBEDPCA/LHOMO MakeTa, MOXHO
BbIMO/IHUTL KakK 4Yepe3 MEHI0 MPUNIOXKEHUN OKpYXXeHWUs rpaduyeckoro paboyero crona, Tak U npu
MOMOLLM KOMaHAHOW CTPOKM.
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YpaaneHue npoAyKTa yepes MeHH NMpUIoXKeHui

Ona sTtoro BblbepuTe B MeHIO npunoxeHun rpynny Dr.Web, B koTopoi BblbepuTe MNYHKT MEHIO
Yaanutb koMnoHeHTbl Dr.Web.

[Janee 6yaeT 3anyweHa NporpaMMa yaanenust ans rpaduyeckoro pexuma.

YpaaneHue npoAyKTa U3 KOMaHAHOW CTPOKM

3anyck NporpaMMbl yaaNieHUs OCYLLECTBNISETC CKPUMTOM remove.sh, PacrnofioXeHHbIM B KaTtasnore /
opt/drweb.com/bin. Takum o06pa3oM, uTobbl 3anycTUTb YyAaneHue npoaykTa, HeobxoaMMo
BbINO/IHATL C/IEYIOLLYIO KOMaHAY:

# /opt/drweb.com/bin/remove.sh

[anee 3anycTuTcs nporpamMa yaaneHus (UCrnosb3ytolas rpacdmMyecknini peXXMM Un pexxmM KoMaHaHoOM
CTPOKW, B 3aBUCMMOCTM OT BO3MOXHOCTEN TEKYLLENO OKPYXXEHMS).

YTo6bl HEMOCPEACTBEHHO 3amnyCTUTb MPOrpaMMy yhaneHus AN pexuMa KOMaHOHOM CTPOKW,
MCMONb3yITE CNEAYIOLLYIO KOMaHAY:

# /opt/drweb.com/bin/uninst.sh

Mpoueaypa yaaneHus paccMOTpeHa B COOTBETCTBYIOLLMX pasaenax:

YpaneHue B rpacuuecKkoM pexmme

MNocne 3anycka nporpammbl yaaneHua ans FpaCle-IeCKOFO pexXuMa, Ha 3KpaHE NosABUTCA OKHO MacCTepa
yaaneHus. Ha cTpaHvue NpuBETCTBUS Bbl MOXETE Bbl6paTb A3bIK, KOTOprl\;I 6y.qu MCNosib30BaTbCA B
npouecce pa60TbI mactepa. [na 3Toro Bbl6epMTe HY)KHbIl\;1 A3blIK B BbllMagaloWweM Crnucke,
pacnonoXeHHOM B NMpaBOM BEPXHEM Yyrny CTpaHULbl NPUBETCTBUA.

@™ DrWeb gna Linux

p— Ynanenue Dr.Web gna Linux
[

[ Yoanute ][ OTMEHUTB ]

D« oKTop Bele, 1992-2014

PucyHok 14. CTpaHvLa NpuBETCTBUSI MacTepa yaasieHus

[ns ypanenus HeobXoAMMO HaxkaTb KHOMKY YAanuTb. YTobbl NpekpaTtuTb paboTty
MacTepa yAaneHns U oTKa3aTbCs OT yAaneHus , HXXMUTE KHONKY OTMEHUTb.

Mocne Hayana npouecca YyAaneHWs OTKPOEeTCA CTpaHMua MacTepa, OTpaxkalowash Xo4 npouecca
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yAaneHus 1 cofepxallias COOTBETCTBYIOLWIMIM MHAMKATOp nporpecca. Mpyu HeobXoaMMOCTU Bbl MOXETE
HaXkaTb KHOMKy Moapo6Hee A8 NPoCcMOTPa COOBLLEHNI XYpPHana yaaneHus.

o DrWeb gns Linux

YpnaneHwne

Y nanaoTca drweb-se v10.0.0.0...

._MNoapoGHee

PucyHok 15. UHaAukKaTop npoLecca yaaneHms

m DrWeb gnsa Linux

YpnaneHwne

YnanawTtca drwveb-gui v10.0.0.0...

NTIVAUTy LT.VWEL W WEL LTI,
Removal of drweb-bases is complete.
ek Dr.Web Update ##++

Copyright Doctor Web, 1992-2014
Running pre-remove commands...
Removing/restoring installed files...
Removing empty installation directories...
Running post-remove commands...
Reloading Dr.Web drweb-configd...
Removal of drweb-update is complete.
Fkkk Dr.Web GUI #sk

Copyright Doctor Web, 1992-2014
Running pre-remove commands...

Ll

PucyHok 16. lMpocMoTp >KypHana yaaneHus

Mocne ycnewHoro OKOHYaHMs npouecca yaanenus dainos Dr.Web pns Linux M BHECEHWI
HEoBX0AUMbIX M3MEHEHWM B CUCTEMHbIE (alfibl, OTKPOETCA MHaNbHas CTpaHuLa MacTtepa C

coobleHnem 06 ycnewHoM yganeHuu.
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m DrWeb gnsa Linux

YnaneHue YCNewHo 3aBepLlueHo

: oK

PucyHok 17. PeaynbTtatbl paboTbl MacTepa yaaneHus
[ns 3aKpbITUS OKHa MacTepa yaaneHns HeobxoamMo HaxkaTtb KHomnky OK.
YaaneHue B pe)XXMuMe KOMaHAHOW CTPOKM

Mocne 3anmycka MporpaMMbl yAaaneHus, paboTalowen B pexmMe KOMaHAHOW CTPOKM, HA 3KpaHe
MOSIBUTCS TEKCT MPUMMALLEHNS K YAANEHWIO.

1. ns Hauana ypaneHus oOTBeTbTe Yes WAM Y Ha 3anpoc «Bbl xoTuTe npoaomkuTb?». YTO6LI
OTKa3aTbCA OT yaaneHuss AHTuBMpyca, BBeauTe No unm N. B aToM cnydae pabota nporpammbl
yaaneHusi 6yaet 3aBeplieHa.

[aHHWA CKPUNT NOMOMET BaM YOANMTE KOMNOHEHTH Dr.Web

Bw xoTuTe npoponxuTe? (YES/no) _

PucyHok 18. lMpurnaweHue K yaaseHuro

2. [anee Ha 3kpaH 6ygeT BbiBeAEH nepeyveHb YCTaHOBIEHHbIX KOMMOHeHTOB Dr.Web ans Linux.
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BubepUTe KOMMNOHEHTH, KOTOPHE BH XOTHUTE YAANWTE:

Dr.wWeb Bases (10.0.0.0)

Boost, third party C++ libraries needed for Dr.web (10.0.0.8)
Dr.web Common Files (10.0.0.8)

Dr.web Configuration Daemon (10.0.0.0)

.Web DWS bases (16.0.8.0)

Dr.Web EPM - Library for X11 epm gui (10.0.0.0)

Dr.Web EPM - Dr.Web desktop uninstaller (10.8.0.8)

Dr.Web Secutiry Suite agent (10.08.0.0)

9 Dr.web Antivirus Filecheck backend (10.0.0.8)

10 Dr.Web Antivirus Firewall manager (10.0.0.0)

Dr.web GateD (10.0.0.0)

12 Dr.wWeb GUI (10.0.0.0)

13 Essential third party libraries needed for Dr.Web on x86 systems (10.0.0.0)
14 Dr.Web Antivirus Netcheck backend (10.0.8.8)

15 OpenSSL - Secure Sockets Layer and cryptography shared libraries and tools (10.08.0.8)
16 Google protobuf needed for Dr.wWeb (10.0.8.8)

17 Ot, third party C++ libraries needed for Dr.Web (10.0.0.0)
18 Dr.Web Antivirus Daemon SE (10.0.0.8)

19 Dr.Web Spider Kernel Module (8.0.0.8)

20 Dr.Web Spider (10.0.08.8)

21 Dr.wWeb Update (10.0.06.08)

22 Dr.Web for Linux documentation (10.8.0.0)

(== T B = R I R R OE ]
=
=
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Y1066l BHSpEITh NaketT OnA YCTaHOBKKW nubo CHATL BBNENEHWe C Kakoro-nubo paHee
BHﬁpaHHOFO nakeTa - BBeOWTe COOTBE‘TCTBMHIFI HOMED MaKkeTa W HasMuTe Enter.

Beegute A wnu AlLl, yToOw OTMETHTE BCE NakeTw, EEeguTe N unW None, uTobw
CHATbL EBHOENEHHE CO BCEX NaKeToe.

Beepgute R wnu Remove, 4TobW yOanuTe OTMEUEHHHE MaKeTh.

Beepute O, Q wnu Quit, uyTobw BWATW W3 NpOrpamMMsl YCTAHOBKM.

Bce 3HAYEHWA DErMCTPOHEIABMCHMB .

Bubpate:

PucyHok 19. lMpocMoTp nepeyHs UMEoLMXCA KOMMOHEHTOB

3. [Ina npodo/KEeHUst yhaneHus cneayetT OTMETWTb KOMMOHEHTbI, Moanexalve yaanenvo. [Ans
OTMETKM KOHKPETHOrO MNakeTa Heob6xoAMMO BBECTU ero Homep. ObpaTuTe BHUMaHWe, YTO B Clyyae
€CNN OT MaKeTa, OTMEUYEHHOro K YAANEeHMIo, 3aBUCAT KaKMe-TO Apyrve MakeTbl, OHW Takxke 6yayT
OTMeYEeHbl aBTOMATUYECKM.

= Y106bI OTMETUTD Cpa3y BCe UMELNECT KOMMNOHEHTbI, BBEAUTE BMECTO HOMEpPaA C/IOBO All WN
A.

= YTO6bI CEPOCUTL BbIAENIEHME MAKETOB, BBEAWUTE BMECTO HOMEpa C/IOBO None WM N.

= YT106bI OTKa3aThCA OT YAaNeHus, BBeaMTe BMECTO HOMepa 0, Q WM Quit. 3TO NpuBEAET K
3aBepLUeHNIO PaboTbl NPOrpaMMbl yaaneHus.
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BubepUTE KOMNOHEHTH, KOTOPHE BH XOTHTE YHANWTh:
[X] 1 Dr.Web Bases (10.0.0.8)

[X] 2 Boost, third party C++ libraries needed for Dr.wWeb (10.8.0.8)
[¥] 3 Dr.web Common Files (10.0.0.8)

[X] 4 Dr.web Configuration Daemon (10.0.0.8)

[X] 5 Dr.Web DWS bases (16.0.0.8)

[X] & Dr.web EPM - Library for X11 epm gui (10.0.8.0)

[¥] 7 Dr.web EPM - Dr.Web desktop uninstaller (10.0.8.0)

[¥] 8 Dr.web Secutiry Suite agent (10.0.8.8)

[X] 9 Dr.web Antivirus Filecheck backend (10.0.8.8)

[X] 10 Dr.web Antivirus Firewall manager (10.0.8.8)

[¥] 11 Dr.web GateD (10.9.0.0)

[¥] 12 Dr.web GUI (10.0.08.0)

[X] 13 Essential third party libraries needed for Dr.Web on x86 systems (10.0.0.8)
[X] 14 Dr.Web Antivirus Netcheck backend (10.0.8.8)

[¥] 15 DpenSSL - Secure Sockets Layer and cryptography shared libraries and tools (10.0.0.8)
[¥] 16 Google protobuf needed for Dr.web (10.0.8.8)

[¥] 17 0t, third party C++ libraries needed for Dr.Web (10.0.0.08)

[¥] 18 Dr.web Antivirus Daemon SE (10.0.9.8)

[¥] 19 Dr.Web Spider Kernel Module (8.8.0.8)

[¥] 20 Dr.Web Spider (10.0.8.8)

[X] 21 Dr.Web Update (108.0.0.0)

[X] 22 Dr.Web for Linux documentation (10.0.8.0)

Y1066l BHﬁpEITh MnakeT ONA YCTAHOBKKW nubo CHATH BblfeneHWe C Kakoro-nubo paHee
BHﬁpEIHHOFO NakeTa - BEeEOWTe COOTBET{TBMHﬁ HOMED MaKETa W HaKMWUTE Enter.

BeepuTe A vnu All, uTofW OTMETHTE BCE NakeTw, BEeOMTe N WNW Mone, uTobu
CHATbL EHENEHWE CO BCEeX MaKeToE.

Beepgute R wnu Remove, 4TobW yOanuTe OTMEUEHHHE MaKeTh.

Beegute @, O wan Quit, uTobW BWATH W3 NpOrpamMsl YCTAHOBKM.

BCe 3HAYEHWA DErMCTPOHEIABMCHMB .

Bubpate: _

PucyHok 20. Bbi60p KOMNOHEHTOB ANA yAA/IeHUsA

4. Tocne OTMETKM BCeX NoAnexalwmx yaaneHWIo KOMMOHEHTOB, A1 Hadana npouecca yaaneHus,
BBeAUTE CNOBO Remove UIN R.

CNUCOK KOMMNOHEHTOE, OTMEUEHHBIX [NA YOANEHWA:
drweb-bases
drweb-boost151
drweb- common
drweb-configd
drweb-dws
drweb-epml®.0.0-1ibs
drweb-epmlB.0.0-uninst-desktop
drweb-esagent
drweb-filecheck
drweb-firewall
drweb-gated
drweb-gui
drweb-1libs
drweb-netcheck
drweb-openss110
drweb-protobuf?
drweb-qgt
drweb-se
drweb-spider-kmod
drweb-spider
drweb-update
drweb-workstations-doc
Bul yEEpeHs, YTD XOTMTE YOanuTb EBbibpaHHble KoMnoHeHTw? (YES/no) _

PucyHok 21. MoaTeepkAaeHue yaasneHUss OTMeYEHHbIX KOMMOHEHTOB

5. Ha cneaytolieM 3kpaHe HeEO6XOAMMO MPOCMOTPETb CMMCOK MAKETOB, OTMEYEHHLIX ANS YAANEHUS, U
NoATBEPAUTL YAANlEHUE, BBeAs Yes MM Y. UT06bl OTKa3aTbCA OT YAaneHus, CeayeT BBECTM No
WK N. 3TO NpUBEAET K 3aBEPLLEHNIO paboTbl MPOrpaMMbl yaaneHus.
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CNUCOK KOMNOHEHTOE, OTMEUEHHBIX [NA YOINEHMA:

drweb-bases

drweb-boost151

drweb- common

drweb-configd

drweb-dws

drweb-epml®.0.0-1ibs

drweb-epml®.8.0-uninst-desktop

drweb-esagent

drweb-filecheck

drweb-firewall

drweb-gated

drweb-gui

drweb-1libs

drweb-netcheck

drweb-openss110

drweb-protobuf?

drweb-qt

drweb-se

drweb-spider-kmod

drweb-spider

drweb-update

drweb-workstations-doc
Bbl yBEDEHB!, 4YTO XOTWTE YOanWTb BubpaHHwe xomnoHeHTw? (YES/no) y
yes
Sorting by dependencies...
Doctor Web, 2003-2013
Running pre-remove commands...
Removing drweb modules for 3.2.0-54-generic-pae ...
Cleaning up init scripts...
Removing/restoring installed files...
Removing empty installation directories...
Removal of drweb-spider-kmod is complete.
Doctor Web, 1992-2814

PucyHok 22, lMpoTtokosn yaaneHms

6. Mocne 3anycka yaaneHUs OTMEYEHHbIX paHee MaKeToB Ha 3KpaH 6yayT BblAaBaTbCa 3anucy,
(1KcUpyeMble B XXypHan yAaneHus v oTpaXkatolwme Xoz npouecca yaaneHus.

.

TepMHWHanN

J. Hudson

YOanAwTCA/BOCCTAHABNWEANTCA YCTAHOBNEHHBE (aink. . .
YOanAwTCA MYCTHE YCT3HOBOUYHBIE [MPEKTOPWM. . .
Ypanenue drweb-openssll0 3asepueHo.

Doctor Web, 1992-2014

YRanAwTCA/BOCCTAHABNWBANTCA YCTAHOBNEHHBE (ains. . .
YOanAWTCA MYCTHE YCTAHOBOUHBIE OMPEKTODPHM. . .
33BEpUEHHE YOANEHHA. . .

Ypaneuwe drweb-epml®.0.0-uninst zasepueHo.

Doctor Web, 1992-2014

YRanAwTCA/BOCCTAHABNWBANTCA YCTAHOBNEHHBE (ains. . .
Removing empty installation directories...

Removal of drweb-epml0.0.08-1ibs is complete.
Copyright Boost authors.

Removing/restoring installed files...

Removing empty installation directories...

Removal of drweb-boost151 is complete.

Doctor Web, 1992-2014

Removing/restoring installed files...

Removing empty installation directories...

Removal of drweb-libs is complete.

Doctor Web, 1992-2014

Removing/restoring installed files...

Removing empty installation directories...

Removal of drweb-common is complete.

root@workstation: fopt/drweb.com/bin# _

Copyright Copyright 1998-2084 The OpenS5L Project;;;Copyright 1995-1998 Eric A. Young, Tim

PucyHok 23. Coo6weHne 06 oKOH4YaHUM yaaneHust

7. To OKOHYaHMIO MpoLiecca NporpamMma yaaneHus BbIBEAET Ha 3KpaH COOTBETCTBYHOLLEE COOBLIEHME W
3aBEPLUMT CBOK paboTy.
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YaaneHuve npoAaykKTa, YCTAaHOBJIEHHOIO U3 peno3uTopus

Bce HuWkenpuBeaeHHble KOMaHAbl AN YAANeHWs MaKeTOB AO/MKHbl 6biTb BbIMOAHEHLI C MpaBaMu
cynepnonb3oBaTens. [ns 3TOro WCMoMb3yiiTe KOMaHAy CMeHbl MOMb30BaTeNlsl su WAW  KOMaHay
BbIMOJIHEHNS OT UMEHMN APYroro nosnb3osaTens sudo.

Debian, Mint, Ubuntu (apt)
[ns yonaneHns KOpHeBOro Metanaketa npoaykTta Dr.Web ans Linux BbINO/HUTE KOMaHAY:

apt-get remove drweb-workstations

[ns ypaneHus Bcex yCTaHOBNEHHbIX naketoB Dr.Web BbinonHuTe KoMaHay (B HEKOTOPLIX CUCTEMax
cuMBon '*+' TpebyeTcs akpaHupoBaTb: '\ *'):

apt-get remove drweb*

[ns aBTOMaTUYeCcKoro yaaneHns nu3s cuctemol Bcex bonee He MCNOJIb3YyEMbIX MAaKETOB MOXXHO
JIOMOJTHATENBHO BOCMO/1b30BATLCS KOMAaHIO0M:

apt-get autoremove

e O6paTMTe BHUMaHUE Ha cneayoume ocobeHHocTH yAaneHusi € UCnosib30BaHNEM apt-get:

1.MepBblii  BapuaHT KoOMaHAbl YAQNWUT TOMbKO KOPHEBOW MeTanakeT drweb-workstations, a
oCTasbHble MaKeTbl, KOTOPbIE MOM BbITb ABTOMAaTUYECKU YCTAHOB/IEHBI MPU YCTAHOBKE 3TOrO MakeTa
OJ1s1 YOOBNETBOPEHUS €r0 3aBUCUMMOCTEN, OCTaHYTCS B CUCTEME.

2. BTopoll BapuaHT KOMaHAbl YAANUT M3 CUCTEMbl BCE MaKeTbl, Ha3BaHWE KOTOPbIX HAYMHAEeTCs Ha
"drweb" (CTaHAQpTHOE HaMMeHOBaHWe AN MaKeToB nporpamMMHbix npoayktos Dr.Web). Ob6patute
BHMMaHWE, YTO 3Ta KOMaHAa YAanuT U3 CUCTEMbl BCE MakeTbl C TakMM UMEHEM, @ He TOMbKO MaKeTbl
npoaykta Dr.Web ans Linux.

3. TpeTuii BapuaHT KOMaHAbl YAANUT W3 CUCTEMbl BCE MaKeTbl, KOTOpble OblM aBTOMATUYECKM
YCTaHOBMEHbl A1l Y[OBNIETBOPEHWS! 3aBUCMMOCTEN ApYrvX MakeToB, HO 6Gonee He Tpebyemble
(HanpvMep, BBUAY yAANeHUst UCXOAHOTO makeTa). O6paTuTe BHUMaHWE, YTO 3Ta KOMaHAa yAasuT u3
cucTeMbl Bee 6osiee He TpebyeMble MakeTbl, @ He TONbKO MakeTbl npoaykTa Dr.Web ans Linux.

YaaneHne nakeToB MpoAyKTa TakKE MOXET OCYWECTBASATbCA C  MOMOLWbIO  aNlbTEPHATMBHBIX
MeHemkepoB (HanpuMmep Synaptic nnu aptitude).
Red Hat Enterprise Linux, Fedora, CentOS (yum)

[ns ypaneHus Bcex yCTaHOBNEHHbIX naketoB Dr.Web BbinonHuTe KoMaHay (B HEKOTOPbLIX CUCTEMax
cumBon '+' TpebyeTcs akpaHupoBaTb: '\ *'):

yum remove drweb*

. ObpaTnTe BHMMaHWe Ha cneaytoLime 0CO6eHHOCTH yAaNeHMsl C UCMOSb30BaHWEM yum:

=5 OTOT BapuvaHT KOMaHAabl YAANUT W3 CUCTEMbl BCE MaKeTbl, Ha3BaHWE KOTOPbIX HaYMHAETCs Ha
"drweb" (CTaH@apTHOE HauMMEHOBaHME ANs1 MaKeTOB MNpOrpaMMHbix npoayktoB Dr.Web). O6patute
BHMMaHWEe, 4YTO 3Ta KOMaHAa YAa/iuT U3 CUCTEMbI BCE MAKETbl C TaKMM UMEHEM, @ He TOJSIbKO MaKeTbl

npoaykta Dr.Web ans Linux.

YpaaneHne nakeToB MNPOAYKTA TakKXKe MOXET OCYLIECTBASATLCS C  MOMOLLbIO  anbTepHATUBHBIX
meHemxepos (Hanpumep PackageKit nnn Yumex).
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PaboTta ¢ AHTUBMPYCOM

PaboTa nonb3oBatens c MOXET NPoM3BOANTLCS NTHOObIM M3 CrieayroLwmnx cnocoboB.:

o pu noMowwm rpacdmyeckoro nHTepdeiica — B rpadnyeckom pexnme;

e 13 KOMaHAHOM CTPOKK, BK/IOYasi paboTy yepes aMynsaTopbl TEPMUHANA B Fpadyeckoro pexuMe.
[nsa 3anycka B rpacdmyeckoM pexunme Heobxogumo BeibpaTb nyHKT Dr.Web ans Linux
B MEHIO NMPUIIOXKEHNI, NN BBIMOMHUTL B KOMAHAHOWN CTPOKE OMepaLMOHHON CUCTEMBbI KOMaHAy

$ drweb-gui

B aTtom cnydae, ecnm okpyxeHue rpaduyeckoro paboyero crona AOCTYMHO, bynet
3anyLieH B rpacMyeckoM pexxmme.

YnpaBneHve paboTou M3 KOMaHOHOW CTPOKM  pacCMOTPEHO B  pasgene

[ononHnTeNbHO, B WUTAaTHOM pexuMme paboThl , B 0bractv yBeoMneHuin paboyero
crtona (ecim 3TO OKPYXEHWe AOCTYMHO), oTobparkaeTcs , VCMosnb3yeMblit Anst
rMoKasa BCM/IbIBAOWMX YBEAOMIEHMIA M AOCTYNA K KOHTEKCTHOMY MEHIO MpUoXKeHNs. MHAMKATOp, Kak u
BCE CEPBUCHbIE KOMMOHEHTbI MPUIOXKEHWUS, 3amnycKaeTCs aBTOMATMYECKM M He TpebyeT py4qHoro
BMeLlaTeNbCTBa B CBOKO paborty.

Mocne ycTaHoBKM No6bIM M3 yKa3aHHbIX B JaHHOM PyKOBOACTBE Croco60B, B Hauane
4% paboTbl, BaM MOTpebyeTcs aKTUBMPOBATb JIMLEH3MIO, NGO YCTAHOBUTL KOYEBON (haiia, ecrim OH Yy Bac
y)XX€ WMEETCS, WM MOAKIIOYUTb K CepBepy LEHTpaiu30BaHHOW 3awwuTbl. (CM. pasgen

).

[lo Tex nop, rnoka Bbl 3TOro He caenaeTe, hyHKUMN aHTUBUPYCHOM 3alumUTbl 6YAYT OTK/IOUEHDI.
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PaboTta B rpacpuueckoM pexmme

Ipacduuecknin nHTepdeinc paboTaeT B OKpyXeHuM rpadmyeckoro paboyero crona
N UCNONb3YeTCs ANS ynpaBneHus paboToi

HasHaueHue
naBHOE OKHO NO3BOJIAET pELWlaTb cneayrouime 3aa4yu.:
1. rlpOCMOTp COCTOAHUA pa60TbI BK/1IOYasA aKTyas/IbHOCTb UMEOLLNXCA BUPYCHbIX

6a3 1 cpoka AeNCTBUS NIULIEH3UM.
MOHMTOpa haii/IOBOIN CUCTEMBI
MOHMTOPA AOCTYyMa K ceTu UHTepHeT
4. 3anyck no TpeboBaHunio, B TOM YUCNE:
o BbICTpas npoBepka cUCTEMHbIX (paitioB U Hanbonee ysa3BUMbIX CUCTEMHBIX 0OBLEKTOB;
o MonHas npoBepka Bcex GalisioB CUCTEMbI;

¢} BbIGOpO‘-IHaSI npoBepKa TO/IbKO YKa3aHHbIX d)aﬁﬂOB N KaTtanoros uUnn cneumanansnpoBaHHbIX
06BbEKTOB (3arpy3qub|x 3anucei ANCKOB, aKTUBHbIX I'IpOLleCCOB).

Bbibop chaiinoB Ansi NPOBEPKM BbIMOSHSIETCS KaK yKasaHWEM LieneBblX KaTasoroB wiun ainos
nepea 3anyckoM MpOBEpKW, Tak M UX nepeTtackmBaHueM («drag and drop») MbllWbO M3 OKHA
(alnoBoro MeHemkepa Ha rNaBHYKO CTpaHuuy (CM. Hwxke) wunu cTpanuly FpoBepka OkHa

5. , OBHapY>XeHHbIX BO BpeMsi TeKyllero ceaHca paboTbl B
rpaduyeckoM pexuMe, BKIOYass 0630p HENUTpanM30BaHHbIX M MPOMYLIEHHbIX Yrpo3, a TaKxke
06bLEKTOB, NEPEMELLEHHbIX B KaPaHTUH.

6. , NepeMELLEHHbIX B KAPaHTWH, C BO3MOXXHOCTbIO MX OKOHYATENIbHOr0 YAaNEHUS UK
BOCCTQHOBJIEHMSI.
7. KOMMOHEHTOB BK/OYas crneayrowme
napameTpbl:
o [enctausa, KoTopble n cnefyeT aBTOMaTUYECKM MPUMEHSITb K
06Hapy>XeHHbIM yrpo3am (B 3aBMCUMMOCTM OT MX TUMA);
o MepeyeHb kaTanoros u ¢ainoB, KOTOPbIE HE AOMKHbLI NMPOBEPATLCS N He JOSKHbI
KOHTPO/IMPOBaTLCS MOHUTOPOM (haltfIoBOM CUCTEMbI ;

o YepHble n 6enble Cnvcku Be6-CaliToB, UCMONb3yeMble MOHUTOPOM
napameTpbl NpoBepky halioB, 3arpy>KeHHbIX U3 ceTU UHTEpHET;

o PacnvncaHue nnaHoBbIX MPOBEPOK CI)al\;U'IOBOl\;I CUCTEMbI, BK/OYasd NeEpMoan4YHOCTb U TUN
I'Ip0M3BOD,MMOl\;1 NMPOBEPKKN, a TAKXKE NepeYeHb 06'beKTOB, noanexatwunx Bbl60p0‘-IHOl\;1 NMPOBEPKE;

o (NoaktoYeHne K cepBepy LIEHTPANIM30BAaHHOM 3alUMTbl U OTK/IOYEHME OT HEro).

, a Takxke

8. YnpaeneHue NUUEH3UAMU (BbINOHAETCA Yepes ).

[nsa KoppekTHON paboThbl Heo6xoanMOo, YTOBbl MpeaBapuUTeNbHO ObiNM 3anylleHbl ero
L% CepBUCHbIE KOMMOHEHTLI, B MPOTUBHOM C/lyYae OH 3aBEPLUUT CBOK PaboTy HEMOCPEACTBEHHO MocC/ie
3anycka, BbllaB COOTBETCTBYIOLLEE NPEAYNPEXAEHNE.

B wTtaTHOM pexnmMe BcCe HeobxoanMble CEPBUCHbLIE KOMMOHEHTbLI 3alyCKalTCA aBTOMATUYECKNU U HE
Tp86y}OT BMELWATENIbCTBA MNO1b30BaTENA.
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BHewHui BuA
Bua rnaBHoro okHa Dr.Web pansa Linux npefctaBneH Ha pUCyHKE HUXe.

DrWeb gnsa Linux

Dr.Web ona Linux

| SplDer Guard
(=2 BrHOUSH

(] SplDer Gate

BKHOYEH
'L:g CkaHep
MepeTawuTe cloaa MpoeepsTe BalWK Gaitnbl M KaTaN0MM Ha HAZIMYWe yrpos
dainb naun
HaXMUTE ONA (A ObHoBNEHWME
Bblﬁcpa NMocnegHee obHosnedwe: 18:09 11/09/2014
\l/ Af= JIMueH3mnA

NuueH3nA aeRcTenTensHa go 01,/02/2015

PucyHok 24. NaBHoe okHO Dr.Web ans Linux

B neBoii YaCT OKHa pacrnofioXeHa HaBUraUMOHHasi NMaHeslb, KHOMKM KOTOPOM NO3BOSISIOT BbIMOAHUTD
cneayrowme AencTBusl.

MocTossIHHO AOCTYMNHbIE

OTKpbIBAET rNaBHYO CTPaHULLy, Ha KOTOPON MMEETCS BO3MOXHOCTb:
| | e BK/IOYUTb WM BbIKITOYUTL MOHUTOP (aiinoBoit cuctembl SpIDer Guard;

e 3aMyCTUTb MpPOBEPKY O06BLEKTOB (haitnoBoii cucTeMbl (halinoB, 3arpy304HbIX 3amnuceil) |
3anyLLUEeHHbIX MPOLIECCOB;

e MPOCMOTPETb COCTOSIHME aKTYa/lbHOCTU BUPYCHbIX 6a3 W BbINOMHUTL WX OOHOBMEHWE Mpw
HeobxoanMocCTH;

e 3anycTUTb MeHepKep NNLEH3UI ANs NPOCMOTPa COCTOSIHUS TEKYLLEN NIMLEH3NUM 1 PETUCTPALIMK
HOBOIA, Np¥ HEO6XOAMMOCTH.

OTKPbIBAET CTpaHWLy paboTbl C KapaHTWHOM, MO3BOMSIOLYIO MPOCMOTPETb haiifbl, MOMELLEHHbIE B
| | KapaHTWH, a TaKXXe BbINMOMHUTb UX yAANlEHUE UM BOCCTAHOB/IEHME U3 KapaHTUHA.

OTKpbIBaeT CTpaHuWLy 3arycka NpoBepku aliioB, Ha KOTOPOM MOXHO BbIGpaTb PEXMM MPOBEPKM, a
| | Talkoke, npu HeobX0AMMOCTM, NepeyeHb 06LEKTOB, MOANEXALUMX MPOBEPKE, BKOYASA 3aMyLUEHHbIE B
[aHHbIA MOMEHT NPOLIECChI.
OTKpbIBaeT CTpaHWLY HacTPOMKK paboTbl AHTUBMPYCA, B YaCTHOCTU:
| | e CkaHepa 06bekToB (hal/IoBOM CUCTEMBI;
e MoHuTOpa chainoson cuctemMbl SpIDer Guard;
e MoHuTOpa goctyna K cetn NHTepHeT SpIDer Gate;
e 3anycka NpoBEPOK MO pacrnuncaHuio.
Kpome Toro, 3aecb MOXET bbITb HAaCTPOEHa paboTa B PEXMME LIEHTPasIM30BaHHOMN 3alUMThI.
MpenocTaBnsieT AOCTYM K CrNpaBOYHLIM MaTepuanaM W BCMOMOraTeslbHbIM pecypcaM KOMMaHWUM
| | «[okTop Beb>:
e VHdopMauusa o npoaykTe;
e PyKOBOACTBO MOMb30BaTENS;
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o OduLManbHbIN hopyM;
o TexHuyeckas noaaepxka;
o [lepcoHanbHbI KAaBUHET nonb3oBaTens Mo Dr.Web.

Bce cchifikv OTKpbIBAlOTCS B 6pay3epe, YCTaHOB/IEHHOM B CUCTEME.
MosiBNsOWMNEC B 3aBUCUMOCTU OT YCJIOBUIA

a®s OTKpbIBAET CTpaHMUy CMWCKa 3aday MNpoBepku (ainoB, B KOTOPOM WMMEKOTCS He3aBepLUEHHbIE

- (BbIMONHSAOLWMECS) 3aA4a4M MPOBEPKU.

[ | =
- lpucyTcTByeT Ha HaBUraluMOHHOM MaHeNW TOMbKO B C/yvyae, ecnn XoT4d 6bl oaHa npoBepKa

BbIMOJTHAETCA.

OTKPbIBAET CTPaHMLY CMUCKA Pe3yNbTaTOB 3aKOHYEHHbIX MPOBEPOK. OKpPaLUMBAETCs B 3aBUCMMOCTY
o OT pesynbTaTa:

I | . o
— 1) 3eneHas — BCe MPOBEPKM 3aKOHUMINUCHb YCMELIHO, BCE HAWAEHHbIE Yrpo3bl, €CAV HalAeHbl,
0 06e3BpeXxeHbl.
| | 2) KpacHas — nmetotcst Heo6e3BpeKeHHbIE Yrpo3bl.
3) XenTtasa — Kakas-n11Mbo 13 NpoBEpOK 3aBepLUMSIach BCIEACTBUE OLUMOKM.
MpUCYTCTBYET Ha HaBWUraUMOHHOM MAHENM TOMbKO B Cilydae, €Cny 3aryckasacb XOoTs 6bl ogHa
| nposepka.
OTKpbIBaeT CTpaHULly MPOCMOTPa Yrpo3, OBHapy>EHHbIX NpU NpoBepke GaloB CKaHEPOM Wn
MOHUTOPOM (hainoBoii cuctembl SpIDer Guard.

—  TlpuCyTCTBYET Ha HaBUraLMOHHOW NMaHeNM TOMbKO B ClyYae, eC/iN UMEKOTCS OBHApY>KEHHbIE Yrpo3bl.

OTKpbIBaET CTpaHuuy ynpasneHus SpiDer Guard.

| Mpucytcteyet Ha HaBMraLUMOHHOW MaHenu TONbKO B CJlyYae, €C/iM paHee CTpaHvua YrpaBieHus
— SplDer Guard 6bl1a OTKPbITa C FMTaBHOWN CTPaHMULIbI.

OTKpbIBaET CTpaHuuy ynpasneHus SpiDer Gate.

| MpUCYTCTBYET Ha HaBUraUMOHHOM MaHENM TOMbKO B Clly4Yae, €C/iM paHee CTpaHuua YrnpaBneHus
— SplDer Gate 6bina OTKPbITA C [MTABHOM CTPaHULbI.

OTKprBaeT CTpaHuUy ynpaBleHus 06HOBNIEHNEM.

| MpucyTctByet Ha HaBMraLMOHHOW MaHenu TONbKO B CJlyYae, €C/iM paHee CTpaHWua YrpaBieHus
—  06HOBNEHNAMM 6biNa OTKPbITA C MMABHOW CTPaHULIbI.

OTKpbIBaET CTpaHuLly MeHemkepa ULEH3NN.

| MpucyTCTBYET Ha HABMraLMOHHOW MaHenNM TOMbKO B Cllyyae, eCnv paHee CTpaHuua Menemxepa
——  NMUEeH2Mii 6biNa OTKPLITA C MAaBHOM CTPAHMLbL.

FnaBHas cTpaHMua

Ha rnaBHOM CTpaHuLe OKHa AHTMBMpYCa pacrofioXeHa LUeneBass 06nacTb (<MULLIEHb») ANS
nepeTackMBaHus ainoB M KaTanoroB, Moasiexawmx npoBepke. OHa OTMeYEeHa HaAMNWUCbIO
MepetawuTe croga ¢aiinbl LN HAXMUTE ANA BbIGOPA 1 N300paXXEHNEM CTPENIKU, HanpaB/eHHOM
BHM3. [pU NepeTackMBaHWM M OTNycKaHWM ainoB M KaTanoroB M3 okHa aifoBoro MeHemkepa Ha
rMaBHY0 CTpaHWLUA OKHa AHTMBMpYCa 3anyckaeTcs WX BbiOopouHas rnpoBepka (B Clydae, €cnu
CrxaHep yxe BbINOHSAET KaKylo-1nbo NpoBepKy, TO 3aaya NpoBEpKM yKasaHHbIX daiifoB CTaBuUTCs B

oyepensb).

Takoke Ha rMaBHOM CTpaHMLUE OKHa AHTUBMPYCa YrpaBeHNUsl PACcroIOXEHbI CIEAYHOLME KHOMKMU:

o SpIDer Guard — OTO6paxaeT TeKyllee COCTOSHWE, B KOTOPOM HaXOAUTCS MOHUTOp ainoBoii
cuctembl SpIDer Guard. Mpu HaXaTuM OTKPbLIBAET CTpPaHuLly VIPaBieHrs, Ha KOTOPOW MOXXHO
3anycTuTb UM ocTaHoBUTL SpIDer Guard, a Takke NPOCMOTPETb CTATUCTUKY €ro paboTsl

o SpIDer Gate — oTO6pa)xaeT TeKylllee COCTOsiHME, B KOTOPOM HaxOAWUTCA MOHWUTOP AOCTyna K CETW
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NHTepHeT Mpyn HaxaTun OTKpblBaeT , Ha KOTOpOW MOXHO
3anycTuUTb WK OCTaHOBUTb a TaKKe NPOCMOTPETb CTaTUCTMKY ero paboThbl.
o MpoBepka — MNO3BONASET OTKPbITb (alnoB, KaTanoroB M Apyrux

06bekToB (halfoBoi cncTeMbl (HaNnpuUMep, 3arpy304Hble 3anmcu).

e O6HOBNeHne — otTobpakaeT TeKywee CocTosiHMe O6HOBNEHMS BUPYCHbIX 6a3. Mpu HaxaTtuu
OTKpbIBaeT , Ha KOTOPOM MOXHO 3anycTuTb MpouLecc
obHoBNeHNs No TpeboBaHuio.

e JInueH3na — oTo6paXkaeT COCTOSIHME TeKyllen NuUeH3uMW. [pyu HaxaTuuM OTKPbIBAET CTpaHuLy

, Ha KOTOPOi MOXHO O3HAKOMUTLCA C 6onee AeTanbHOW MHGOopMaumen o

TEKyLle JIMUEH3NM, @ TaKXKe BbIMOMHMTL NPOLEAYpPY NPUOBPETEHUS U perucTpauum HOBOM
NULEH3UK, ECNTN 3TO TpebyeTcs.

3anyckK u 3aBepLueHue paboTtbl

3anyck AHTUBMpYCa B rpaphMyecKoM pexume
[ns 3anycka B rpadmyeckoM pexmme HeobxoamnMo:
e BbibpaTb B MeHIo npunoxeHuin nyHkT Dr.Web gnsa Linux.

nnn

e HaxaTb NpaBoil KHOMKOW MbIlUM Ha B 06/1aCTM yBeOoMNeHU paboyero
CTOMa v BbI6paTh B BbiMaAaoWeM MeHI0 MyHKT OTKpbITb AHTUBUPYC.

Bbl Takke MOXeTe 3anyCcTuTb B rpadMueckoM pexunme u3 . 310
BO3MOXXHO TOJIbKO B TOM C/ly4yae, €cnv rpacdmyeckoe OKpYXEHME AOCTYNHO Npu paboTe C KOMaHAHOW
CTPOKOM1, HaNpUMep — U3 OKHa 3MyNATopa TEpPMUHANa.

3aBepuieHue pabotbl AHTUBMpYCa

Ana 3aBeplieHns paboTbl HeobXoAMMO 3aKpbiTb €ro OKHO, MCrOosb3ys
CTaHAAPTHYIO KHOMKY 3aKpbITUS, PacrofioXKeHHYHO B 3arosioBKe OKHa.

Ob6paTuTe BHMMaHMWE, YTO MNpU 3aBeplleHnn paboThl rpacduyeckoro nHTepdeiica CEpBUCHbIE
KOMMOHEHTbI, BK/IOYasi UHAMKATOP U MOHUTOPGI n (ecnn oHU He 6bln
OTKJ/IIOYEHbI MOSIb30BaTeNIEM) NPOAOKAKOT CBOIO paboTy.

B wWTaTHOM pexuMe BCE HeOOXOAMMblE CEPBUCHbIE KOMMOHEHTbI He TpebyloT BMeLlaTenbCTBa
ronb3oBaTens.

MHpukaTop B o651acTy yBegoOMJIEHUMN

Mocne Bxoda MONb30BaTeNs B CUCTEMY, B 06nacTv yBedoMsieHM paboyero crona (ecim oHa
NMoAAEPXKUBAETCS WCMOMb3yeMOn rpacuyeckon cpedoi) oTobpakaeTcs WHAMKATOp, MMEOLWMA BuUA
MUKTOrpaMMbl  C  JIOrOTMIOM MHavkaTop wmcnonb3yeTca Ans oTtobpaxeHus craTyca
NPUIOXKEHNS, @ TaKKe AO0CTYyNa K KOHTEKCTHOMY MEHIO Mpn Hannuum Kakux-nnéo
npobnem B paboTe npoaykTa (HanpuMep, yctapenu BUpycHble 6a3bl UM 3aKaHYMBAETCS CPOK AENCTBUS
MueH3uM) B MHﬂMKaTO% noBepx Jlorotuna oTobpaxaeTcd CMMBON

BOCK/IMLUATENBbHOIO 3HaKa:

MHauKaTop MCrnosnb3yeTcsl Takke Ans OTO6paXkeHWsl BCM/bIBAIOWMX YBEAOMIEHUN, UHMDOPMUPYHOLMX
Mob30BaTeNsl O BaXKHbIX COBbLITUSX B paboTe TaKuX, KaK:
e OB6Hapy»eHa yrpo3a (B TOM YnC/ie — Pe3VAEHTHBIMW MOHUTOPaMM " );

¢ 3akaH4MBaeTCs CPOK [ENCTBUS TMLIEH3UN.

MNpu HaxaTum KNaBULLIEN MbILWIK Ha MUKTOrpaMmMy nNpuUIoXeHna Ha aKpaHe 0To6pa>|<aeTc9| KOHTEKCTHOE
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meHto Dr.Web gnsa Linux.

B T3 4 3:10PM X use

OTKPbITe AHTMBHMPYC

® OrknounTs SpiDer Gate

B orknrounts SplDer Guard
® 06HOBHTDL

Moi Dr.web

PucyHok 25. KoHTtekcTtHoe meHro Dr.Web ans Linux

Mpu BbIGOPE NYyHKTa MeHI0 OTKPbITb AHTUBUPYC Ha 3KpaHe NOSBASETCH [N1aBHOE OKHO AHTUBMpYCaA,
T.€. NPOMCXOANT ero 3aryck B rpadpmyeckoM pexume. Boibop nyHkTa meHio Mo Dr.Web oTkpbiBaeT B
bpay3epe nepcoHanbHYH CTPpaHWULy MOMb30BaTeNst NpoAykTa Ha oduuManbHOM cailTe KOMMaHuu
«[loxTop Beb» (Tpebyerca HanMumne NoakoYeHns K cetn NHTepHerT).

Bbibop nyHkTOB MeHi0 Brktountb/OTkmountb SpIDer Gate n Bxitountb/OTknounTb SpIDer
Guard no3BonseT 3anyCcTUTb WM 3aBeEpWNTb PaboTy COOTBETCTBYIOLWErO MOHMTOpa. Obpatute
BHMMaHWe, 4YTO AN BbIKAOYEHUS paboTbl n06Oro MOHMTOpa BaM OyAeT HeobxoauMo MpOMNTH
ayTeHTU(dUKaUMIo, yKasaB JIOTMH M Mapofb NoMb30BaTens, obnagatowero aaMUHUCTPATUBHBLIMU
npaBamu (CM. Yrpas/eHve npasamm npuioxeHns).

Bbi6op nyHkTa O6HOBUTb NPUHYAUTENBHO 3aMyckaeT npoueaypy noslyyeHnsi O6HOBIEHUIA.

B cnyyae ecnu nHAMKATOp yKa3biBAeT Ha Hanuuune npo6neM B d)YHKLIMOHVIPOBaHMVI AHTHMBMpYCa, TO B
MEHI0 NMUKTOrpaMMa COOTBETCTBYIOLLEIO NyHKTa, Bbi3BABLUEIO npo6neMy, TaKke CHabXaeTcs CMMBOJIOM

BOCKNMNUATENBHOIO 3HakKa, Harnpumep: m

Ex

EcnM nHaMKaTop OTO6GpaXKaeTcs C CUMBOJIOM KPUTMYECKOM OLUIMOKM , @ BbiNagalllee MeHI0
COOEPXMUT TONMbKO HEAKTUBHbIA MYHKT 3anyCK..., 3TO O3HayaeT, 4YTo AHTUBUPYC HE MOXET
3anyCTUTbCA M3-3a TOrO, YTO HEKOTOpPbIE CEPBUCHBIE KOMMOHEHTHI HEAOCTYMNHbLI. ECnM 3TO cocTosiHue
NPOAOIHKAETCH ASIMTENBHOE BpeEMsl, TO MOMPOByMTe YCTPaHWTh 3TY OLWMOKY CaMOCTOSITENIbHO, WK
06paTUTECh B TEXHUYECKYIO MOAAEDKKY.

B HEKOTOPbIX OKPY)XXEHMAX Paboyero CTosa BHELLHWUIA BUA 1 NMOBEAEHWE MHAMKATOPa MOMyT OT/IMYaThCs OT
OMWCAHHOro, HaNpUMep, MOryT HE 0TOBPaXaTbCs MUKTOrpaMMbl B BbiMaZatoLeM MeH!O.

Mouck n o6esBpexxnBaHue yrpos

Mounck n obe3BpexxmBaHMe yrpo3 OCyLEeCTBAsSETCs Kak CkaHepomMm, rno TpeboBaHmnio rnosib30BaTess Uim
Mo 3aaHHOMYy pacrvcaHuio, Tak U B npouecce paboTbl MOHUMTOPOB halinoBoi cucteMsl SpIDer Guard
n goctyna K NHTepHeT SpIDer Gate.

e BkntoueHune m BbiktodeHne SplDer Guard n SpIDer Gate ocylwecTBnsieTcs Kak M3 MeHio obnactu
YBEAOM/IEHWI, TaK W Ha COOTBETCTBYIOWMX CTpaHuMUax ynpasneHus ux paboTtoin  (cMm.
MOHUTOPWHT haiNoBOM CUCTEMBbI M KOHTPO/Ib AOCTYNa K ceTM MHTEpPHET).

e O630p TekylUMX 3aAa4d Ha npoBepky CkaHepom 06bekToB (halifioBoOi CUCTEMbI U YrpaBieHne UMK
OCYLLECTBNSAETCA Ha CTPaHULE YINPAB/IEHNS CIMCKOM MPOBEDOK.,

e Bce yrposbl, obHapyxeHHble CkaHepoM WAM MOHUTOPOM dainoBoi cuctembl SplDer Guard,
oTobpaXkaloTcsl B BUAeE CrucKa Ha CTpaHuLe npocMoTpa 06Hapy»KeHHbLIX Yrpo3.

e YnpaBneHve yrposamu, NnoMeLEHHbIMU B KapaHTWH, OCYyLLECTBNIAETCA Ha CTpaHuue
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e HacTpoiika peakuum Ha OBHapy)XeHHble Yrpo3bl OCYLIECTBNSIETCS Ha
TaM e WMeeTcs BO3MOXHOCTb BKJ/IIOYMTb U HAcCTPOUTb
NepuoanMYECKMX NPOBEPOK.

Ecnun paboTaeT noA YynpaBneHWeM cepsepa , Ha KOTOpOM
4= BKIIOYEH 3anpeT Ha 3anyck MpoBepku alinoB Monb3oBaTeneM, TO CTpaHuua OKHa
OyaeT HeaoCTyMHa.
Kpome TOro, B 3TOM Clyyae He OyaeT 3anyckaTb MPOBEPKM MO PACMMUCAHUIO, €CNU OHM
HaCTPOEHbI.

MpoBepka 06bekTOB NO TpeboBaHUIO

Tunbl BbINOJIHAAEMbIX NPOBEPOK
Mo Tpe6oBaHMIo Nosib30BaTENS MOXET BbIMOSHATb CNeAyioLMe TUMbl NPOBEPOK:

e bbiCcTpas npoBepka — MpoBepKa TOJIbKO XXECTKO OnpeaeneHHoro Habopa KpUTUYECKMX CUCTEMHbIX
06bEKTOB, MOABEP)KEHHBIX HAUBObLIEMY PUCKY (3arpy304Hble 3anncu ANCKOB, CUCTEMHbIE dalisbl U
T.M.).

e [lonHas npoBepka — MNpoOBEpKa BCEX OOGBLEKTOB JIOKaNbHOW (halfoBOM CUCTEMBI, AOCTYMHbIX
Mo/b30BaTESNIO, OT UMEHM KOTOPOro 3anyLleH

e BbibopoyHas npoBepka — NpPOBEpPKa O6BLEKTOB aWNOBOM CUCTEMbI, WM HEKOTOPbIX OOGLEKTOB
CreumanbHoro TMna, HeMmoCPeACTBEHHO YKa3aHHbIX MO/b30BaTEsNEM.

' Ecnun paboTaeT noA YynpaBneHWeM cepsepa , Ha KOTOpOM
4= BK/IOYEH 3anpeT Ha 3anyck npoBepku (ainoB Nonb30BaTeneM, TO 3Ta CTpaHMLa OKHa
6yneT HeaoCTynHa.

Mpu npoBepke OOBLEKTOB YBENIMUMBAETCS Harpy3ka Ha MpoLeccop, 4To, B C/lydyae MCMonb30BaHMUS
MOBUNBHBIX YCTPOMCTB, MOXET NPUBECTU K BbICTPON paspsake akkyMynsitopa. [o3ToOMy Ha MOPTATUBHbLIX
KOMMbOTEPAX PEKOMEHAYETCS NPOBOAUTb MPOBEPKY CUCTEMbI NMPU MUTAHWUK OT CETW.

3anyck npoBepKu

3anycTuTb NPOLIECC NMPOBEPKN 06BEKTOB (haIOBON CUCTEMBbI Bbl MOXETE JI0ObIM U3 YKa3aHHbIX HUXE
Crnoco6os.:

e HaxxaB KHOMKy Ha HaBUraLMOHHOWN MaHesnu.
e HaxaB kHonky CkaHep Ha OKHa.
Mpy 3TOM OTKPOETCA CTpaHuLUa BbliGopa TUMa NpoBepkU. YTobbl MHULMMPOBATL bbICTPylo Unu [10/1HYI0

NpoBepKy, cnegyeT HaXaTb COOTBETCTBYIOWYIO KHOMKYy. [locne 3TOro npoBepka HayvyHeTcH
dBTOMaATUYECKN.
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(’_‘\ BbicTpana npoBepka
f‘"/ MpoBEpPKa KPUTUYECKMX CUCTEMHBIX 06BEKTOB

o ., MonHas npoeBepka
(Y Mpoeepka Bcex AoCTYNHbIX Gainoe M KaTanoros
MepeTawmTe croaa anbl AK HaXMUTe ONA Bbibopa

N

E‘I HaXMWTe Ha 3aMOK NA NOAYYEHHA NPaB aAMMHWCTPaTOpa

PucyHok 26. CtpaHuua Bbibopa Tuna npoBepKu

/g, TpoBepka OOGbEKTOB BCErAa BbINOMHSETCS CkaHepoM C TeKyWAMM MpaBaMu MpUioxenus. Eciu

4% npunoxeHue He o6nafaeT MoBbIEHHLIMIU NPaBaMu, TO NpK NpoBepke ByayT MponylueHbl Bce daiinbl 1
KaTasiory, HegoCTyrHbIE MOJIb30BaATENIO, 3aMyCTUBLIEMY AHTUBMPYC. YTOBLI 06eCNeunTb NPOBEPKY BCEX
TpebyeMbix halifoB, BMadenbLEM KOTOPbIX Bbl HE SIBMISIETECH, CMEAyeT Meped HadvanoM MpoBEpKU
MOBbICUTb NMpaBa NPUSIOXKEHUS, ECIIM OHU He NOBbILEHbI. CM. YrpaBeHye npasamii NpuioxKeHus.

Ecnu TpebyeTca BbINONHUTL Bbi60pOYHYI0 NMPOBEPKY TONbKO TPebyeMbix (aiinoB M KaTanoros, TO 3T0
MOXXHO cienaThb /Ilo6bIM U3 CNoCcoB0B, YKa3aHHbIX HUXE:

¢ MNepeTtacknBaHue KypCcOpoM.

®aiinbl M KaTanoru, MnoAsiexallMe MNpPOBEPKE, MOXHO MNEPETalUUTb MbIllb0 U3 OKHa ¢aliioBoro
MEHeKepa Ha OTKPbITYI0 CTpaHuly Bbi6opa TuMa MNpoBepku (B 30HY, OTMEUEHHYIO HaAMUCHIO
MepetawuTe croga daiinbl UM HAXXMUTE ANA Bbl6Opa 1 CTPESIKOW, HAMPaBNEHHOW BHU3).
TaKKe MOXXHO NepeTaLLUTb UX Ha [11aBHYI0 CTPaHNULY OKHA AHTMBMpYCA.

Mpy HaBeaeHWM nepeMellaeMbix (aitfioB W/WnM KaTanoroB KypcOpOM MblM Ha OKHO, Ha HeM
OTO6paXKaeTcs MMULLEHb, OrPaHUYEHHAst MyHKTUPHOW NMHMEW U Haanucbio Momectute hainbl
cioga. [Ins Havana npoBepku BbiGpaHHbIX (aiifioB AOCTAaTOYHO «B6pOCUTBL» WX Ha CTpaHuuy,
OTMYCTUB KHOMKY MbILK. [locne 3Toro npoBepka HAaYHETCS aBTOMATUYECKH.
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PucyHok 27. MuweHb ana ¢aiinos, noanexalimx nposepke

e ®opMupoBaHMe CNUCKa 06bEKTOB A1 BbIGOPOUHOI NPOBEPKMU.

[nsi bopMnpoBaHnsa crnncka 06bEKTOB A/t BbIGOPOYHON MPOBEPKM HEOBXOAUMO LUESIKHYTb MbILLbIO

no muweHn ans Bbibopa ainoB. B 3ToM cC/lyyae Ha 3KpaHe OTKPOETCS CMMCOK O6BbEKTOB ANs
BbIGOPOYHOM NMPOBEPKM.

m DrWeb gns Linux

BbibopouHan npoBepKa

BoibepuTe MNK NepeTawmMTe cloga 06beKkTsl ANA NPOBEPKM.

| [ 3arpy3ouHble 3anMcKk BCeX AMCKOB

| [ CucTeMHble McnonHAeMsle daitnbl n GubanoTekn
oﬁ | [ KaTanoru ¢ dainamu nons3oeatens

& (& 3anyuieHHble npoueccs!

& [& /home/user/Desktop/to_check

+ [poBepHTL

Eh;ui HaXMWTe Ha 3aMOK NA NOAYYEHHA NPaB aAMMHWCTPaTOpa

PucyHok 28. Cnnucok 06beKToB A/ BbIBOPOUHON NPOBEPKU

B cnuncke Takke MMeEeTCs YeTbipe CrneuManbHbiX MYHKTa, 3ajalowme npeaonpeaeneHHblie rpynnbi
0ObEKTOB:

o 3arpy3o4Hble 3anucu Bcex Auckos. Mpu Bbl60pe 3TOro NyHKTa aBTOMAaTUYECKN BbIAENAIOTCA AN
NPOBEPKN BCE 3arpy304HblIE€ 3aMNncn BCEX AOCTYMNHbIX B CACTEME ANCKOB;

o CuctemHbie ¢aunbl u 6ubanoTexkn. Mpu BLIGOPE 3TOro NyHKTa aBTOMATUYECKM BblIGMpPaOTCs Ans
MPOBEPKMN BCE KaTanoru, CoAepXaliMe CUCTEMHbIE WCMOfHsieMble ¢ainbl (/bin, /sbin K
T.0.);

o Kartanoru ¢ d)al;i/'laMM no/1b30BaTesiA. an Bbl60pe 3TOro NMyHKTa aBTOMaTU4YECKU BbI6MpalOTC$I
ANs NPOBEpKWU KaTanoru, cogepxaluve cannbl Nonb3oBaTeNst M TeKylero ceaHca paboTbl
(noMallHWiA KaTanor /home/<username> (~), /tmp, /var/mail, /var/tmp) .

Pa6oTa c AHTUBMPYCOM | 50
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o 3anyujeHHble npouecchl. Tpu BbiBOpe 3TOro MyHKTa aBTOMATMUYECKM NPOBEPSIOTCS
ncrnosnHsemble dainbl, U3 KOTOPbIX GbIIN 3anyLLEeHbl NMPOLIECCH], aKTUBHbIE B CUCTEME B [laHHbIN
MOMEHT. [lpy 3TOM, €Cc/iv B UCNOSHSEMOM chaiifie 0BHapy)XMBAETCS Yrpo3a, TO BCe MPOLECCHI,
3anyLieHHble U3 3Toro daiina, NpUHYAUTENBHO 3aBepLUaloTcs, a K daiiny NpUMeHSIOTCS Mepbl
no HeWTpanM3aumn yrposbil.

HNo6aBneHune n yganeHne o6beKTOB U3 CNUCKa BbIBOPOUYHON NPOBEPKU

Mpn HeobXoAMMOCTM Bbl MOXKETE A06aBUTb B CMIMCOK BbIGOPOYHON NPOBEPKN COBCTBEHHbIE NMYTH ANS
npoeepku. [na sToro nepetawmte Tpebyemble 06bEKTbI MbIWbO (MyTW, BeAywMe K yKa3aHHbIM
obbekTaM, aBToMaTuyecku 6yayT Ao6aBneHbl B CMWCOK BbIBOPOYHON MPOBEPKMU), WU HAXKMUTE
KHOMKY «+>», pacrnofIoKeHHY0 noj CrUCKOM. B 3TOM criyyae OTKpoeTcs CTaHAapTHOe OKHO Bbibopa
alnoB n kaTanoroB. Bbibepute Tpebyemblli 06bekT (haiin WAM KaTanor) U HaXMWUTE KHOMKY
OTKpbITb. KHOMKa «—», pacrnofioXXeHHast NoA CNMUCKOM, YAANSET U3 CMMCKa BCE MYTH, OTMEYEHHbIE
dnaxkamu.

1 daiinbl 1 KaTanorn C yCTaHOBNEHHbIM aTPUBGYTOM «CKPbITLIM» MO YMOMYaHMIO He OTobpaXatoTcs B

418 okHe Bblbopa halioB M kaTanoroB. YTobbl 0TO6PasnTb KX, LLEIKHUTE B CriMcKe halfioB OKHa Bbibopa

(alinoB MpaBoN KHOMKOW MbIWM U BblbepUTE B KOHTEKCTHOM MeHK MyHKT lMokas3aTb CKpbITble
cainbl.

Henb3s YOannUTb U3 CMCKa NEPBbIE YETbIPE NPEAONPEAENEHHDLIX MYHKTA, AaXXe €C/1M OHU OTMEYEHDI
qJJ'Ia)KKaMI/I. bonee Toro, ecnu cpean 3JIEMEHTOB CNMUCKa, OTMEYEHHbIX qJJ'Ia)KKaMI/I, MMeeTcs XoTs 6bl
OAVH npeaonpeueneHHbM NYHKT, TO KHOMKa «—» HEAQOCTYMNHa.

3anyck BbI6OpOYHOI NPOBEPKMN U3 CNUCKA

YT106bI HauaTb BbLIGOPOYHYIO MPOBEPKY, BaM cnedyeT OTMETUTb (hflaXkkaMu B CMNCKE BCE OOLEKTbI,
noanexatymne nNpoBepke, N HaxkaTb KHoMKy MpoBepuTb. [locne 3Toro 3anycTuTcs nposepka.

MNocne 3anycka co3faHHas 3ajaya NPOBEpPKU TMOMELAeTCsd B oyepedb, KOTopas CoAepXWUT BcCe
NPOBEPKKN, BbIMONHABLUNECA B TEKyLUEM CeaHcCe pa60TbI, KaK 3aBeEpLUEHHbIE, TaK MU
BbINOMHSAOWMECS B AAHHbI MOMEHT WM ELUE TONbKO OXMAAOLWME CBOErO BbIMOMHEHMSI. MNpocMoTp
CNNUCKa 3adady nMNpoOBEPKU WU ynpaBneHUWE WM  OCYWECTBNAAETCA HA CTpaHUMUE NPOCMOTpa

YnpaBsiieHue CMMCKOM NMpPoBepoK

MNepeyeHb cO3a4aHHBLIX N BbIMONHAOLLNXCS 3aia4y NpoBEPKK 06bekToB d)aﬁnoaoﬁ CUCTEMbI U
MX pe3ynbTaTOB AOCTYNEH Ha crneumanbHon CTpaHuUE OKHa MNpn Hanuuun B
oyepean X0Ts 6bl 0AHOW 3aAayun, Ha OKHa NoABNAETCA CneynanbHas

KHOMKa, HaXXaTWU€ Ha KOTOPYK NpuUBOAUT K OTKPbLITUKD CTPaHULbI 0630pa cnucKa 3afad nposepku. B
3aBUCUMOCTU OT COCTOAHUA 3a4a4 NMPOBEPKKU, 3Ta KHOMKa MMEET CJ'Ie[J,YlOLLI,Ml\;I BUAa:

™ B cnncke 3agay MMeKoTCA He3aBepLUEHHbIE NMPOBEPKU (MCI'IOJ'IbBYETCFI aHMMaLI,MFI).

Bce nNpoBepku, UMEIOLNECS B CMIUCKE, 3aBEPLUEHBI UM ObINIM OCTAHOB/IEHDI MOJb30BATENEM, YTPO3 HE
HallAEHO, U BCE HalAEHHbIE Yrpo3bl 06E3BPEXEHDI.

Bce NpoBepky, UMEIOLMECS B CNIUCKE, 3aBEpLUEHbI UK Bbl OCTAHOBMEHbI MOMb30BATENEM, UMEIOTCS
O HEO6E3BPEXXEHHBIE Yrpo3bl.

Bce npoBepky, UMEIOLLIMECS B CIUCKE, 3aBEPLUEHbI UK BbIIM OCTAHOB/EHDI MOMb30BaTeNeM. MMetoTcs
MPOBEPKU, 3aBEPLUMBLIMECS 3-3a OLIMGKM.

3ajaum B CNUCKe ynopsiAoYeHbl MO Mepe UX CO34aHWst CBepXy BHU3 (OT camoit nepBoﬁ K camoii
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rocneaHen).

Dr.Web pna Linux

BbICTpas NpoBepKa 3anylyeHa...
|r'1HI'1LlI'1H|DOElaHa nonb3oBaTenemM user

13:49 11/12/2013
Yrpo3 Obe3epexeHo MponyweHo Bcero
0 0 12 132

OCTaHOBUTE | XypHan

MonHan npoBepKa ocTaHOBAEHA

|r'1HI'1LlI'1H|DOElaHa nonb3oBsaTensmM user
13:49 11/12/2013 - 13:49 11/12/2013

s Yrpo3 ObeagpexeHo MponyweHo Bcero
0 0 9 170

33KpbiTk KypHan

PucyHok 29. CtpaH1ua npocMOTpa CnMcKa npoBepokK

Ons KaXkoM 3aAayun BbIBOAUTCA cneayoulasn MHCI)OpMaLIMHI

e Tun npoBepku (kpome bbicTpos, MosHoi N Bei60poYHOM NPOBEPOK B CMINUCKE MOMYT MPUCYTCTBOBATb
NPOBEPKN AOMONHUTENBHbIX TUMOB, CM. HUXE);

e /M5 nonb3oBaTens, MHULMMPOBABLLErO NPOBEPKY (€C/IM UMS NMOMb30BaTENS! HEM3BECTHO, BbIBOAUTCS
ero cuctemHeoit UID);

e [laTa co3daHus 3aa4dn N ee OKOHYaHUS, eCl OHa YXXe 3aBepLueHa;

e KonnuectBo 0O6HapY)XEHHbIX Yrpo3, 06Ee3BpEXEHHbIX Yrpo3, MPOMYLUEHHbIX GainoB u obllee
KOJIMYECTBO NMpPOBEPEHHbIX 06BLEKTOB.

CocTosiHMe, B KOTOPOM HaxoaUTCS 3aaya, YKasblBAeTCs NMpuU MOMOLUM LBETOBON METKWU, NPUCBOEHHOM
3aflaye B crimcke. Mcnonb3yloTes cneaytowme UBeTa:

— lNpoBepka eLle He 3aBepLUeHa UNU A0XUOaETCH cBoeu odyepeaun.

I — lMNpoBepka 3aBepLieHa WM OCTAHOBMEHA MOSb30OBATENEM, Yrpo3 HEe HaWAeHo, WM BCe
HalAeHHbIE Yrpo3bl 06€3BPEXKEHDI.

— MNpoBepKka OCTaHOB/IEHA M3-3a BO3HMKLLEW OLUMEKM.

I — MNpoBepka 3aBepLUeHa UM OCTaHOB/IEHA NOJIb30BATENEM, MMEIOTCS HEOHE3BPEXKEHHbIE YTrPO3bl.

O6paTute BHUMAHME, YTO B CMMCKE OTOBPaXaloTCA BCE MPOBEPKW, BbIMOSHAEMbIE B
TeKylleM ceaHce paboTbl, a He TOMbkO Te,  KOTopble  6blM  HEMOCPEACTBEHHO
B OKHE 3T0 MOryT ObiTb MPOBEPKU CeaytoLwmx

AOMONHUTENBbHbIX TUMOB:

e KoHconbHas nposepka — NpoBepka, MHULMNPOBaHHas Mosb3oBaTeNeM WK Kakoii-nmbo apyromn
BHELLUHEN NporpaMMon yepes ;

e lleHTpanu3oBaHHas nposepka - npoBepka, MHULMMPOBaHHas cepBepoM
’

e [lpoBepka no pacnucaHuio — TNPOBEPKA, 3anylleHHass aBTOMATUYECKU B COOTBETCTBUM C
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, 3aAadHHbIM B HaCTPOﬁKaX.

Ha obnactn onncaHmsa 3agavm Moxert pacnonaratbCa OAHa U3 cneayrowmx KHOMOK:

o OTMEHUTb — OTMEHWTb NPOBEPKY, AOXKWAAMLLYIOCS CBOel ouyepeau. [ocTynHa, eciv 3apada
OXWAAET BbINOSHeHUs. Mocne HaxaTus 3ajadva 3aBepliaeTca. MHdopMaums o 3aaaye OCTaeTcs B
crnmcke.

o OCTaHOBUTb — OCTQHOBUTb HauyaTyl NPoOBepKy 6e3 BO3MOXHOCTM ee BO306HOBNEHMS. [OCTynHa,
€CM  3afadva BbiMosHsieTcs. [locne HaxaTus 3ajadva 3aBepliaeTcs, a B CrUCKE OCTaeTcs
MHOPMaUMs 0 3aaade, coaepXKallas pesy/bTaTbl MPOBEPKM, MOMYYEHHbIE K MOMEHTY OCTaHOBKM.

o 3aKpbITb — 3aKpbiTb MHGMOPMALMIO O 3aBEPLUEHHON 3ajaye M yaanuTb e€ U3 crnucka. JocTynHa,
€C/IM 3371a4a 3aBepLUEeHa U HE UMEETCS HEOBE3BPEXKEHHDBIX Yrpo3.

o 06e3BpeanUTb — BLINOMHWUTL 06e3BpeXxuBaHne yrpos. [loCTyrnHa, €ecnu 3agada NpoBEPKM
3aBepLLUEHa U UMETCS He06e3BPEXEHHbIE YTrpo3bl.

o NopgpobHee - nepeltT K MPOCMOTPY CMUCKA yrpo3. [OCTynHa, €cnM Mo pesynbTaTtam
06€3BpeXMBaHMS HEKOTOPbIE YrPO3bl OCTA/INCh HEOBE3BPEXEHHBIMM.

Haxatne Ha ccbinky MXKypHanm OTKpbIBaeT Ha 3KPaHE OKHO XXYpHasa MpOBEpKW, COAEepXKallero
noapo6bHyto MHgopMaUmMIO 0 NPOBEPKE, BKIOHAOLWYIO B cebst Kak obulyto MHdopMaLumio 0 3a4aqe, Tak K1
nepeyeHb 06HapYXXEHHbIX Yrpo3, €C/iM OHU 6bIN 0BHAPYXXEeHbI B XOAE 3TOW NMPOBEPKMU.

Dr.Web gna Linux

| JKCNOPT... 3aKpbiTh

PucyHok 30. [letanbHas nHopMmauusi 0 npoBepke

MpumeuaHue: B ¢aiinoBoit cucteMe onepaumoHHbiX cucteM cemeictBa UNIX, K KOTOPbIM OTHOCUTCS
OC Linux, MoryT BCTpeuaTbCs cneumasbHble 06beKTbl, KOTOPbIE BbIFNAAAT Kak (aibl, U UMEIOT UM,
HO NO CBOEM nNpupode He saBRslWMecs dainamMu, coaepXaluMn AaHHble (HanpuMep, 3TO
CUMBOJIMYECKUE CCbISIKM, COKETbI, MMEHOBAHHbIE KaHasbl U ainbl YCTPOMCTB). B NpOTUBOMOMOXHOCTb
K 06blYHbIM (perynsipHbiM) aiinaM Takme OO6beKTbl HOCAT Ha3BaHWe cheuunanbHbiXx (annos.
CneumanbHble ¢ainbl Bcerga nponyckarTcs npuv NpoBepkKe.

HaxkaTve KHOMKM DKCMOPT... MO3BOJISIET COXPAHMTb XYpPHas MPOBEPKM B TEKCTOBLIA hain. HaxaTtue
Ha CCbIJIKY C Ha3BaHWEM OGHapY)XEHHOW Yrpo3bl OTKPOET B 6pay3epe CTpaHuuy C MHdbopmaumen ob
yrpose (Npou3BOAWTCS Mepexod Ha CaWT  KOMMaHuu Tpebyetcs Hannuune
NOAK/IOYEHNS K CETU UHTEpHET).

K yrpo3am, 0B6Hapy>XeHHbIM B npouecce no6oi NpPOBEPKM, 3anyLieHHOW Yepe3 OKHO
(BKNtOUas NPOBEPKY MO PaCrMCaHUIO), NMPUMEHSAIOTCS Mo MX 06e3BPEXMBAHMIO
B COOTBETCTBMM C HACTPOIKaMU, YKa3aHHbIMU Ha CkaHep.

O6paTnTe BHMMaHWE, YTO HACTPOMKM O6E3BpeXMBaHWS Yrpo3s, 3ajaHHble Ha Bkiaake CkaHep, He
i® % vcnonb3yloTca Anst LeHTpann3oBaHHOM 1 KOHCO/IbHOM NMPOBEPOK.
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O6LWuMiA cNMcok BceX 0BHapY)XeHHbIX Yrpo3 AOCTYMNEH Ha CTpaHuUe
MoHUTOpPUMHI (pansIOBOW CUCTEMDI

®DYHKUMA MOCTOSHHOrO MOHWUTOPWHIa 3a 06bekTaMu (hannoBol CUCTEMbI pPeasi3yeTcss MOHUTOPOM
¢haiinoBoli cuctemsl
OkHo No3BOSIAET YNpaBnAaTbL paboTol a VMEHHO:
e 3anyckaTb U OCTaHaBNMBaTb MOHMTOP (haiNOBOW CUCTEMBI;
e [lpocMaTpuBaTh CTAaTUCTUKY paboTbl KOMMOHEHTA M NepeyeHb 06HapY>KEHHbIX Yrpo3s;
e HacTpaueaTb cneaytolme napamMeTpbl paboTbl MOHUTOPA (hanNoBO CUCTEMbI:
o Peakuusi Ha obHapy>XeHWe yrpos;

o NepeyeHb UCKIIYEHWIA U3 NMPOBEPKMU.

YnpaBneHue pabotoit MOHUTOpa (paiIOBON CUCTEMBI

3anyck 1 0CTaHOBKa MOHUTOpa (haiifoBO CUCTEMbI a TaKXe NpOCMOTP CTaTUCTUKM Ero
paboTbl NPOM3BOASATCA CO CreUManbHOW CTPaHuLbl OKHa YToBbl NEPENTM Ha CTpaHuLy
YNpaBNEHNST MOHUTOPUHIOM, HEeOBXOAMMO HaaTb KHornky SpIDer Guard Ha

AHanornyHoe AencTBME BbIMOSHSIET KHOMKA Ha HaBMraLUWMOHHOWN MaHenu (OHa AO0CTYyNHa, TOJIbKO
€CNn CTpaHula ynpasyiEHNA MOHUTOPUHIOM YXXE paHee 6bina OTKpbITa C rnaBHOM CTpaHMLI,bI).

Dr.Web gnsa Linux

SplDer Guard

' | lNpoBepAeT CO3aBaEMbIe M M3MEHAEMBIE aitNbl, BnoknpyeT
3anyck BPeOHOCHBIX MPOTPaMM.

MpoeepeHo Yrpos Obe3spexeHo
1163 0 0

OTKO4YHTL 3aKpeiTe

u’_j” HaxXMWTe Ha 3aMOoK 4nA 0TKasa OoT Npae aAMMHKUCTpaTopa

PucyHok 31. CtpaHuua ynpaBneHus pabotoit SpIDer Guard

Ha cTpaHuue ynpaBneHus MOHUTOPUHIOM Cbal\;U'IOBOl\;I CUCTEMbI BbIBOAUTCA CcneayoLlas MHd)OpMaLI,MFI:

e CocTosiHMe MOHWUTOpa (al/ioBOM CUCTEMBI (BK/KOYEH MM OTK/IKOYEH), a TaKxe,
BO3MOXXHO, CBEAEHMSI O NpoM3oLLesLLel B npouecce ero paboTtbl owmnbke.

e CTaTUCTVMKA MOHWUTOPWHra halioBOM CUCTEMbI (KOSIMYECTBO MPOBEPEHHBIX O6BEKTOB, KOINYECTBO
06HapY>XEHHbIX U 06€3BPEXEHHbIX YrPO3).

YT0o6bl BKIOUYMTb MOHWTOPUHI, €CNIM OH BbIK/IOYEH, CEAyeT HaXaTb KHOMKY BKAKOUMTbL. YUTO6LI
BbIK/IOYNTb MOHUTOPUHT, €C/IM OH BK/IOYEH, CNIeAYET HaXaTb KHOMKY OTK/IOUMUTb.
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[ns  BbIKMIOYEHUS MOHUTOPUHra haltIoBOM CUCTEMbI HEOBXOAMMO, UTOBblI MpUNIOXKeHWe obnadano
L% % noBbIWEHHLIMKU NpaBaMn. CM.

BO3MOXXHOCTb BKJ/IIOYEHWUS U BbIK/IHOYEHWS MOHMTOPa (halifIoBOM CUCTEMBI npu pabote
noz yrnpas/ieHUeM cepBepa MOXET 6bITb 3a6/10KNpOBaHa, ecnun
3TO 3arnpeLLEHO CEPBEPOM.

CocTosiHne (BbIK/TOYEH WU OTKJTHOUEH) UIIOCTPUPYETCS MHANKATOPOM:
— MOHUTOP alNIoBOMN CUCTEMBI BKJIIOYEH U 3alUMILAET dalifoByl0 CUCTEMY.
— MOHUTOP (haltNIoBOV CUCTEMBI He 3almaeT $annoBylo CUCTEMY, MOTOMY

/ I |  4TO OTKIIIOUEH Monb3oBaTenem uim e cuny npousoLeaLwen owmneKu.

HaxaTve KHOMkM 3aKpbITh 3aKpbIBAET CTPAHULLY YrpaBieHUs MOHUTOPUHIOM ¢haltIoBON CUCTEMBI.
MepeyeHb yrpo3, obHapy>eHHbIX B TeKylleM ceaHce paboTbl

oTobpaxaeTcs Ha CTpaHuue (3Ta CTpaHMua AOCTYMHa TOMbKO B TOM
Cny4ae ecnm nMerTcs obHapyXeHHbIE Yrpo3bl).

HacTpoika pa6otbl MOHUTOpaA (PauIOBON CUCTEMBDI

Hactpoiika paboTbl MoHMTOpa  halfioBOM  CUCTEMbI Npou3BOAUTCA  Ha
e Ha SpIDer Guard — peakumsi Ha 0bHapy>XeHHble yrpo3bl;
e Ha UcknroueHna — UCKNoYeHne 06beKTOB U3 HabnoaeHusl.

Mpo6nembl B pabote SpIDer Guard

B cnyyae BO3HMKHOBEHWMSI OLWIMEOK (YHKLUMOHMPOBAHMSI , Ha CTpaHuUe ynpaBfeHust
oTobpaxaeTcs cooblleHMe O BO3HMKWEN owunbke. [ONs ycTpaHeHMsl OLIMOKM BOCMONb3YMTECH
OMMCaAHMEM U3BECTHBIX OLUMGOK, NPUBEAEHHBLIM B

MOHUTOPMHI AOoCTyna K ceTu UHTepHeT

DYHKUMS MOCTOSIHHOMO MOHMTOPUHIa AOCTyrna K ceTu VHTEepHeT peanusyeTtcs MOHWUTOPOM

OH no3BonseT npeaoTBpallaTh MOMbITKUM AOCTyNa K pecypcaM, PacrosioXXEHHbIM Ha caWTax,
BHECEHHbIX B YEPHbIE CMNCKW, @ TaKXXe BbIMOJHATL NPOBepKY (hainoB, 3arpyxaemMbix M3 VIHTEpHET, Ha
Ha/IMYME B HUX BUPYCOB M APYrUX yrpos.

OKHO NO3BOJSET YNPaBnsTb paboToii a UMEHHO:

e 3anyckaTb WU OCTaHaBNMBaTb MOHUTOPWUHI AOCTYrNa K ceTu VIHTepHET;

e [lpocMaTpuBaTbh CTaTUCTUKY pa60TbI KOMMOHEHTA W MNEPEYEHDb 3a6)'IOKMp0BaHHbIX 06BEKTOB MU
NnonbITOK AO0CTYNa,

e HacTtpauBaTb cneayolme napamMeTpbl paboTbl MOHUTOPUHIA AOCTYNA K CETU HTEPHET:
o lNepeyeHb KaTeropumit pecypcoB, AOCTYN K KOTOPbIM 3aMnpeLlaeTcs;
o MepcoHanbHble YepHble 1 6enble CUCKN pecypcoB Nosb30BaTenNs;
o MapameTpbl NpoBepku (aiinos, 3arpy>aemMbix U3 ceTm MHTepHeT.

YnpasneHue paboToit MOHMTOpA AocTyna K cetn UHTepHeT

3anyck U OCTaHOBKA MOHMTOpa AOCTyna K ceTu WHTepHeT a TaKKe NpoCMOTp
CTaTUCTUKKN ero paboTbl MPOU3BOAATCSA CO CELManbHON CTpaHMULIbl OKHA YTo6bl NepeinTu
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Ha CTpaHWLly YrnpaBneHWs MOHWUTOPUHIOM AOCTYMNa K MHTEpHET, HEO6XOAMMO HaxaTb KHomky SpIDer

Gate Ha 71aBHOM CTpaHuLEe. AHANOTMYHOE [AEWCTBME BbIMOJHAET KHOMKA | | Ha HaBWrauuoHHo
naHenu (OHa AOCTYIMHa, TONIbKO €C/M 3Ta CTpaHuLa YXKe paHee 6bla OTKPbITa C rMaBHOW CTPaHULIbI).

-~ Dr.Web gns Linux

SplDer Gate

u KOHTPONUPYET AOCTYN K CETH MHTEPHET W BnokupyeT
! nonyyeHue o6bEKTOB, COAEPXALIWNX BPEAOHOCHLIE MPOTPaMMBI.

MpoeepeHo 3abnoKnpoBaHo
25 0
| 3aKpbITh |

|“:“| HaxMWuTe Ha 3aMoK 1A NoAYyYeHua NpaB aAMMHUCTPaTopa

PucyHok 32. CtpaHuua ynpasneHus paboroi SpIDer Gate
Ha cTpaHvue ynpaBneHuMss MOHMTOPUHIOM JOCTyna K ceTu WHTepHET BbIBOAUTCSA Creaytoas
nHgopMaums:

e CocTosiHMe MOHUTOpa AOCTyna K ceTn UHTepHeT SpIDer Gate (BK/IOYEH WM OTKIIKOYEH), @ TaKxe,
BO3MOXHO, CBEAEHMSI O NpoM3oLLesLLel B npouecce ero paboTtbl owmnbke.

e CTaTUCTMKa MOHMTOPMHIA AOCTyNa K CeTM WUHTEpHET (KONIMYECTBO MPOBEPEHHbIX MOMbITOK AOCTYNa,
KOJIMYECTBO 3ab6/10KMPOBaHHbBIX Yrpos).

YT0o6bl BKIOUYMTb MOHWTOPUHI, €CNIM OH BbIK/IOYEH, CNEAyeT HaXaTb KHOMKY BKAKOUMTbL. YTO6LI
BbIK/IIOYNTb MOHUTOPUHT, €C/IM OH BK/IOYEH, CNIeAYET HaXaTb KHOMKY OTK/IOUMUTb.

A [ns BbIK/IIOYEHUS MOHUTOPUHIa AOCTYMNa K ceTu VHTepHeT HeO6XO£lVIMO, 4TObbI NnpunoXxexHne obnapano
L%  MOBbILWEHHbIMY MPaBaMu. CM. YnpasneHue npaBaMun NpuaIoKeHUS.

BO3MOXHOCTb BKJIIOYEHWS M BbIKMOYEHUSA MOHWTOpa AocTyna K cetn WHTepHeT SplDer Gate npu
pabote AHTMBMpyYca MOA YMpaBfieHWEM CepBepa  LIEHTPanV30BaHHOM 3allyThl  MOXET  ObiTb
3a610KMpOBaHa, €C/in 3TO 3anpeLLeHo CEPBEPOM.

CocrosiHne ™oHuTOpa pJoctyna kK cetn WHTepHeT SpIDer Gate (BbIKAOYEH WM OTK/OYEH)
NANIOCTPUPYETCH MHAMKATOPOM:

‘.,'i 9 — SpIDer Gate BK/IIOYEH U KOHTPONPYET AOCTYN K ceTn UHTepHET.

OrpaHUYMBAETCS, 3arpykaemble M3 CeTu aliibl He MpOBEPSIOTCA), MOTOMY YTO

% —SplDer Gate M He KOHTPONMPYET AOCTYN K CETU WHTepHeT (AocTyn K calTaM He
@ OTKJIIOYEH MOJIb30BATENEM UM B CUIY MPOUBOLLEALLIEN OLLUNGKW.

HaxxaTve KHOMKM 3aKpbITb 3aKpblBAET CTPaHWULy YrpaBfeHUs MOHUTOPUHIOM JOCTyrna K CeTu
NHTepHeT.
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HacTpoika pabotbl MOHUTOpaA AOCTyNa K ceTu UHTepHeT

Hactpoiika paboTbl MOHWTOpa AocTyna K CeTM WHTepHeT NpoM3BOANTCS Ha
, Ha OIHOMMEHHOM SpIDer Gate.

Mpo6nembl B paboTte SpIDer Gate

B cnyyae BO3HMKHOBEHWMS OWMGOK (HYHKLMOHMPOBAHUS , Ha CTpaHuue ynpaBfeHus
oTobpaxkaeTcsl COObLIEHME O BO3HMKIIEN owKnbke. [ONa ycTpaHeHWsl OLIMOGKM BOCMOb3YNTECH
OMMCAHMEM U3BECTHBIX OLUMOOK, NPUBEAEHHBbIM B

MpocMoTp O6HapY>XEeHHbIX Yyrpo3
Cnncok yrpo3s, obHapy»eHHbIX N MOHMTOPOM (halifIoBOW CUCTEMBI BO Bpems

TEKyLLero ceaHca paboTbl oTobpaXkaeTcsl Ha CrneumanbHON CTpaHMLEe OKHa, KoTopasi
AOCTYMHa TOJIbKO B TOM ciiyyae, ecnm 6bina obHapy»keHa xoTs 66l ogHa yrposa.

B cnyyae ecnn 6binvM 0BHapyXeHbl Yrpo3bl, TO, 4YTO6bl OTKPbITb CTPaHWLYy CO CMMCKOM Yrpos,

Heobx0AMMO HaxaTb KHOMKY Ha HaBMrauMOHHOW MaHenu.

Dr.Web gna Linux

He obesspexeHo yrpos: 1

PekoMeHayeTcA obe3epeuTh BCE 3TH YIpOo3kl |. Obeaspeuro .|
MMA ¥rpo3a LeAcTene MyTb
NeynTh
B KapaHTuH
0 YOanuTh
7 MNogpobres

E“ii HaxXMuTe Ha 3aMoK [1A NofyYeHWa Npas aiMMHUCTPaTopa

PucyHok 33. CtpaHuua 0630pa yrpos

B cnucke ans kaxaol obHapy)XeHHOW yrpo3bl BbIBOAMTCS cheaytowas nHdopmMaums:
e /M5 06bekTa, coaepyKallero yrposy;
e Mg , coaepxallerica B o6bekTe (Nno Knaccudmkaumm );

o , koTopoe 6ydeT NMpUMEHEHO K OBBLEKTY ANS HEeWTpanusauun yrposbl (Un yxe 6bi1o
NMPUMEHEHO, €CNN Yrpo3a HEWTPaIM30BaHa);

e [yTb K 06bEKTY HANOBOIN CUCTEMBI, B KOTOPOM 3Ta Yrpo3a 6binia 0bHapyXeHa.
Y>e 0b6e3BpeXxeHHbIe Yrpo3bl B CMUCKE NPeACTaBeHbl B CMINCKE HEAKTUBHBIMU CTPOKaMMU.

O6e3BpexxmBaHMe 06Hapy)>XeHHbIX Yrpo3

B cnyyae ecnm B CrNCKE UMEKOTCS HEOBE3BPEXEHHBLIE Yrpo3bl, Ha CTPAHMULIE, HEMOCPEACTBEHHO Haj
CNWUCKOM, AOCTYMHa KHomka O6e3BpeAnTb, MpU HAXATUM Ha KOTOPYHD KO BCEM Yrpo3aMm,
NPEACTaB/IEHHbIM B CNUCKE, 6yAyT NPUMEHEHbI AEMCTBUA MO MX 06E3BPEXMBAHMIO, YKa3aHHbIE B Mone
OeicTBue y Kaxaon Heobe3BpeXKeHHOM yrpo3bl. B cnyyae ecnn yrposa 06e3BpeXxmMBaeTca YCreLlHo,
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ee CTpoka B Tab/iuUe CTAHOBUTCA HEAKTWMBHOW. B cryyae ecnv nombiTKa OKasbiBAeTCs HeyaauHoM,
CTpOKa, cofepxallas cBefeHus 06 yrpo3e, OCTAaeTCs aKTUBHOW, TEKCT B CTPOKE OKpalUMBAeTCs B
KpacHblIli LBET, @ B none [leidcTBre BbIBOAMTCA MHGOPMaUus 06 oLumbKe.

Mo yMON4YaHWIO B CMIUCKE B KAYeCTBE AEMCTBMI BbIGUPAIOTCS AENCTBUSA, 3afaHHbIe B KaUecTBe peakuui
Ha yrposy B HACTpOMKax KOMMOHEHTa, ObHapyXuBLUEro yrposy. [encTBusi, KOTOpble MO YMONIYaHWUIO
BblbMpaloTcs ans yrpo3, obHapy>XuBaeMbix M MOHUTOPOM haSIOBON CUCTEMBI

MOryT 6bITb U3MEHEHBI Ha COOTBETCTBYIOLUMX BKIaAKaxX

Ecnu TpebyeTca NpUMeHUTb K yrpo3e AENCTBUE, OT/IMYHOE OT MPEeACTaBNEHHOrO B CMUCKE, creayeT
KIVMKHYTb MbilLbl0 MO nono [leicTBUE B CTpoke Yrpo3bl M BblibpaTb TpebyeMoe neicTBME B
NOSABUBLLIEMCS KOHTEKCTHOM MEHIO.

MiMeeTcs BO3MOXHOCTb BblaeneHus Habopa yrpo3 B crnvcke. [ns 3TOro Hy)XKHO BblAeNsTb UX MbIWbIO,
yaepxuBas Haxkatol knasuwy CTRL nnm SHIFT.

e pu yaepxarun CTRL yrpo3sbl 6yayT o6aBnsTbCsl B CNMCOK BblAENEHMS MO OAHOW;

e [1pun yaepkaHumn knasuwim SHIFT yrpo3bl BbIAENAIOTCA HEMPEPbIBHBIM CMIMCKOM.

Mocne Bbibopa yrpo3, 4nst IPUMEHEHUS! K HUIM HEKOTOPOrO AENCTBUS, HAXXMUTE MPaBYHO KHOMKY MbIlUN B

obnactn cnucka m Bbl6€pMTe Tpe6yeMoe [ENCTBME B MOSIBUBLLEMCS BbIMAJaAOWEM MEHIO. ﬂ,el\;lCTBMe,
Bbl6paHHO€ B MEHIO, 6y.qu NMPUMEHEHO KO BCEM BblAENEHHBLIM YIrpO3aM.

1 Ob6paTtute BHMMaHWe, YTO:
&L o Ecm yrposa 6bina o6HapyeHa B COCTaBHOM OBbekTe (apXvB, COOBGLIEHME 3NEKTPOHHOW MOYTHI U
T.M.), TO BbIOpaHHOE AENCTBUE MPUMEHSIETCS HE KO BIOXEHHOMY MHMULMPOBAHHOMY O6bEKTY, a Ko
BCEMY KOHTEWHepY LiefIMKoM;
o [leiicTBue JleunTb MOXET BbITb MPUMEHEHO HE KO BCEM TUMaM yrpos;
e Ecnn dann coaepXuT TOMbKO Yrpo3y WM He COAEPXWUT HMKAKOro MOME3HOr0 COAEPXKMMOro, TO
nelctere JIeUnTb paBHOCUIIBHO AEUCTBUIO YAANUTD.

B cnyyae HeobxoAMMOCTM, Afsl  YCMELWHOrO MPUMEHEHUs [AEUCTBUIA K yrpo3aM, MOBbICbTe

MpocMmoTp nHcgpopmauum 06 yrposax

[nsa nony4yeHust aetanbHON MHGopMaLum o Noboi 0bHapyXXeHHON yrpo3e HEO6X0ANUMO HaXaTb NpaByto
KHOMKY MbIlLK B CTPOKe MHMOPMaLMK 06 yrpo3e 1 BbibpaTbh B MNOSIBUBLLIEMCS KOHTEKCTHOM MEHIO MYHKT
Moapo6bHee. lNocne 3TOro Ha 3KpaHe MOSIBUTCS OKHO, coaep)allee noapobHyto uHdopMaumio o6
yrpo3e u cogepxalleM ee obbekTe. Ecnn TpebyeTcs nonyuntb NoapobHyo MHGOpMauuMio cpasy o
HECKONbKUX Yrpo3ax, MX cneiyeT nepen Bbl30BOM KOHTEKCTHOMO MEHIO BbIIENIUTb B CMUCKE MbILIbIO,
yaepxwuBas HaxaTtoi knasuily CTRL.
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IKCNOPT... 3aKphITh

PucyHok 34. UHcdhopmauus 06 yrpose

B aTOM OKHe oTObpaxkaeTca cneagyowas nHdopmaums:

e MMsa yrpo3bl (Mo knaccudmkaumm );

e HasBaHue KOMMOHeHTa obHapyXXuBLUero yrposy;
e [laTa 1 BpeMs obHapy>XeHus yrposbl;

e MHdopmaumns 06 obbekTe ainoBoi cUCTeMbl, B KOTOPOM 3Ta yrpo3a 6bila obHapyxeHa: UMsi,
rnosib3oBaTesb-B/agenel obbekTa, AaTa MocnefHero M3MeHeHUs U NyTb K 06bekTy B halinioBon
cicTeme.

e [ocneaHee AeincTBMe, KOTOPOE MPUMEHSNIOCh K Yrpo3e, M ero pesynbTaT (ecnn B HaCTpovKax
KOMMOHEHTa, 06HapY>XMBLUEro yrpo3y, 3aA4aH0 aBTOMAaTUYECKOe MPUMEHEHWE AENCTBUI, HaNpUMep,
ans OHO MOXET 6bITb 3a4aHO Ha CTpaHuLe ).

HaxxaTMe Ha CCbiKy C MMEHEM Yyrpo3bl OTKPOeT B 6paysepe Be6-CTpaHMLY C OMWCaHWEM Yrpo3bl
(NponcxoauT nepexod Ha CalT KOMNaHWu TpebyeTcs MOAK/MIOYEHWE K CeTU
NHTepHeT). TMpyv nomowm HaxaTuss KHOMKM DKCAOPT... MMEETCS BO3MOXHOCTb COXPaHWUTb
nHdopMaLMIo, NMoKa3aHHYH B OKHE, B TEKCTOBbLIN hain (Mo HaXXaTuI0 KHOMKW OTKPOETCS OKHO Bblbopa
daina ans coxpaHeHusi MHbOPMaLMK).

UYTobbl 3aKpbiTb OKHO MoapobHoN WHdopMauun 06 yrpose M cofepxalleM ee O6bekTe, HaXMuTe
KHOMKY 3aKpbITb.

YnpaBneHne KapaHTUHOM

Crnmcok 06bEKTOB, M30MPOBAHHbIX B KapaHTWH, O0TO6paXaeTcs Ha creumasibHOM

CTpaHuue. YTobbl ee OTKPbITb, HEO6XOAMMO HaXaTb KHOMKY Ha
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KapaHTHH
Dann NehcTere ¥rpo3a

ﬂ file3 Ownbka BoccTaHoBNEHHA . EICAR Test File (NOT a Virus!)

BoCCTaHOBKMTH
YoanuTb

NoapobHes

ﬁ” HaxMWTe Ha 3aMOoK ANA 0TKa3a oT Npas agMMHUCTpaTopa

PucyHok 35. CtpaHuua ynpaB/sieHUs1 KapaHTUHOM

EcnM kapaHTMH He NycT, B CrMCKe A KaXAol OOHapy>XeHHOW Yrposbl BLIBOAWUTCS Crieaytowas
nHdbopMauus:

o /iMs obbekTa, coaepxaliero yrposy;
o [leiicTBME, KOTOPOE CNneayeT NPUMEHNTb K 06bEKTY B KapaHTUHE;
e ViMgs , coaepxallerica B obbekTe (No Knaccudmkaumm ).

MpuMeHeHue AEUCTBUI K N30/IMPOBAHHbIM 06bEeKTaM

[nsi BbINONHEHMSI KaKoro-1Mbo AEWUCTBUS C U30/IMPOBAHHBLIM B KapaHTUH O6BEKTOM, CNeayeT KAUKHYTb
MpaBoOi KHOMKOM MbIM B CTPOKe, coaepxallen uHgopMaumto o6 obbekTe, M BblibpaTb Tpebyemoe
[ENCTBME B MOSIBUBLLEMCS KOHTEKCTHOM MeHio. Ecnn TpebyeTcsl coBeplunTb HEKOTOPOE AEWCTBUE C
HECKONbKUMM  U30/IMPOBaHHbIMM  06beKkTaMKn, WX cnedyeT neped Bbi30BOM KOHTEKCTHOMO MEHH
BbIAENNTb B CMUCKE. BblaeneHne ocyLecTBASETCS MbllbO Npy HaxkaTon knasuie CTRL nnn SHIFT.

e pu ygepxaHun CTRL um3onmpoBaHHble 06bekTbl 6yayT [06aBAsiTbCd B CNUCOK BblAENEHUS MO
OOHOMY;

e [1pun yaepkaHmm knasuwm SHIFT n3onnpoBaHHblE 06bEKTbI BbIAENSIOTCS HEMPEPLIBHLIM CMTUCKOM.

B MeHI0 AoCTynHbI cneaytowme AencTBUs:

e BOCCTAaHOBUTb — BOCCTaHOB/IEHME WM30/IMPOBAHHOrO OOBHEKTA B MCXOAHOE MECTO B (halnoson
cucTeme;

e Yaanutb — HGOGDaTMMOG yaoaneHme n30amMpoBaHHOrro obbekTa.

B cnyyae ecnu BbibpaHHOE AENCTBME MPUMEHSIETCS K OBGBLEKTY YCMELWHO, €ro CTpoka Mcye3aeT u3
Tabnuubl. B cnyyae ecnn nomnbiTKa OKasblBAETCS HeydauyHoM, CTpoKa, coaepkallas cBefAeHus 06
M30/IMPOBaHHOM OGbLEKTE, OCTAETCS aKTMBHOM, TEKCT B CTPOKE OKPALUMBAETCS B KpacHbIA LBET, a B
none fleMcrTBmue BbIBOAMTCS MHOPMaLmsl 06 oLnbke.

} B cnyyae HeobxoAMMOCTWM, ANS YCMELWHOrO0 MNPUMEHEHWUS AEUCTBUMM K M30/IMPOBaHHbIM 06bLEKTaM,
L% . noBbIcbTE

MpocMmoTp nHdpopmayumn 06 N301MpoBaHHbIX 06 beKTax

Ons nonydyeHus petanbHou uHdopMauum o No60M N30/IMPOBAaHHOM O6bEKTE HEOBXOAMMO HaxaTb
NMpaByl0 KHOMKY MblliM B CTpOKe MHdopmaumnm o6 3TOM obbekTe u BbibpaTb B MOSBMBLUEMCS
KOHTEKCTHOM MeHio nyHKT Moppo6Hee. [locne 3TOr0 Ha 3KpaHe MOSBUTCS OKHO, CoAepallee
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noapobHyto nHbopMauuio 06 obbekTe. Ecnn Tpebyetcs nonyunTb nNoapobHyo MHMOpMaUMIo cpasy o
HECKOJIbKMX W30/IMPOBaHHbIX 06beKTax, UX CneayeT Nepea Bbi30BOM KOHTEKCTHOrO MEHIO BblAENWUTbL B
CMWCKE MbILWbIO, yAepXMBas HaxxaTon knasmwy CTRL.

© DrWeb gns Linux

JKCNOPT... 3aKpbiTh

PucyHok 36. UHdopmaumsa 06 nsonnpoBaHHOM o6bekTe

B 3TOM OKkHe oTobpaxaeTcs cneaytowas MHhopMaums:
e VMs yrpo3bl (Mo Knaccmpukaumm );

[laTa v BpeMs 130nsumMn 06bEKTa B KAapaHTWH;
. , B KOTOpbIV M30/IMPOBaH O6BEKT;

HaumeHoBaHWe 1 pe3ynbTaT NOC/IeAHEro AeNCTBUS, KOTOPOE NMPUMEHSINIOCh K 06beKTY;

MHdopmMaumns o6 m30nMpoBaHHOM 06bekTe haiiloBON cucTeMbl: MMs, nonb3oBaTeNb-Bhagenel
obbekTa, AaTa NOC/IEAHErO U3MEHEHNS U MYTb K 06bEKTY B (haiifloBOMN cUCTEME.

HaxaTne Ha cCbinky C MMeHeM yrpo3bl OTKpoeT B 6pay3epe Beb-CTpaHMUy C OMNMCaHMEM Yrpo3bl
(NpoucxoauT nepexof Ha CaluT KOMMAHWUM TpebyeTcs NOAKIIOYEHME K CeTu
NHTepHeT). TMpy nNOMOWM HaXaTUs KHOMKM DKCMOPT... MMEETCHS BO3MOXHOCTb COXpPaHUTb
nHdOpMaLMIO, NMOKa3aHHYI0 B OKHE, B TEKCTOBbLIN (aln (Mo HaXXaTuI0 KHOMKU OTKPOETCS OKHO Bbibopa
daina ans coxpaHeHust MHbOpMaLUK).

YTo6bl 3aKpbITb OKHO NOAPO6HOM MHOPMaLMK 06 06bEKTE, HAXKMUTE KHOMKY 3aKpbITb.

O6HoBNEeHne BUPYCHbIX 6a3

MNeproaunyeckoe obHoBneHne BUPYCHbIX 6az u AdHTUBUPYCHOIro sA4pa nponsBoanTCA
aBToMaTnyecku. lNpocMOTp COCTOSAHMUSA 06GHOBNEHUIA 1 NpuHyanTENbHOE obHoBneHne

BUPYCHbIX 6a3 nponsBoaATCa Co crneumanbHon CTpaHUUbl OKHa YTobbI nepeﬁTM Ha

CTpaHuuy ynpaBneHua 06HOB)'IeHMEM, HeobxoaMMo HaXaTb KHOMKY O6HoBNEeHne Ha

. AHanorMyHoe [enCTBME BbIMOMHSET KHOMKA Ha HaBMraLMOHHOW MaHenu
(oHa mocTynHa TOMbKO B TOM C/lydae, €C/iM CTPaHMUA YNpaBieHUst OBHOBNIEHWEM YXe paHee 6bina
OTKPbITa C [JTaBHOW CTPaHULbl).
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m DrWeb gns Linux

O6HoBNeHMe He TpebyeTca

DrWeb gna Linux ncnone3yeT BUpYcHble Ba3el ANA BbIABNEHMA
W YCTPAHEHWA BUPYCOB M APYINX HEXEN3TEe bHbIX NPOrPamMM Ha
BalleM KOMMbHTEpe

MocnegHee oBHoBAEHME
16:37 29/08/2014

Cneaywouiee oBHOBNEHME
17:07 29/08/2014

| O6HOBHTb || 3aKpbiTh |

PucyHok 37. CtpaHuua ynpaBneHns o6HoBNneHneM

Ha cTtpaHuue ynpaBneHusi 06HOBEHMEM BbIBOAUTCS Ceayrowast MHhopMaums:

e CocTosiHMe BMPYCHbIX 6a3.

e MHdopMaumss o nocnegHeM npowsBegeHHOM OOHOBAEHMW M BpeMst Criedylowero naaHoBOro
obHoBNEHUS.

YTo6bl BBINOMAHUTL NpuHyanTENbHOE 06HOBJ'I€HM€, CneayeT HaXaTb KHOMKY O6HOBMTbL. HaxaTtue
KHOMKM 3aKpbITb 3aKpblBaeT CTpaHuLy yrnpasrieHus obHOBNEHNEM.

Ecnu Dr.Web pans Linux paboTaeT B peXuMe LEHTParv30BaHHOM 3alunThl, 3Ta CTpaHuua 6yaet
3abnokunposaHa.

HacTtpoitka o6HOBNneHnu

Hactpoiika o6HoBneHuin Dr.Web pnis Linux Npou3BOAMTCA Ha CTpaHMLE HACTPOEK, Ha BKIAAKe
OcCHOBHbIE.

Mpo6nembl B paboTte Moayia 06HOBNIEHUI

B cnyyae BO3HWMKHOBEHMS OLIMGOK QYHKUMOHMPOBaAHUSA Mopynsa oO6HOBNEHWI, Ha CTpaHuue
yNpaBfeHnst OBHOBNEHWEM OTOBPAXKAETCA COOBLLIEHME O BO3HUKLLEW OIMOKe. N1 yCTpaHeHMs OLIMBKM
BOCMOJ/Ib3YMTECh OMUCAHUEM U3BECTHbIX OLWIMOOK, NPUBEAEHHBIM B [1pnI0xeHu [

MeHem)xep NMuUeH3nin

MeHemxep NULEeH3MIA NO3BONSET NMPOCMOTPETh B rPacdMueckoM pexmnMe MHGbOpMaLUMIo O Tekyllen
NMUEH3NM, KoTopas BbldaHa nonb3oBatento Dr.Web pans Linux. [aHHble NMUEH3UW, BblAaHHON
Mosib30BaTes0, XpaHATCS B JIMLEH3MOHHOM KIto4eBOM chaiine, obecreunBaioleM paboty AHTUBUpPYCA
Ha KoOMMbloTepe nmnonb3oBaTens. B cnyyae OTCyTCTBMS HA KOMMbIOTEPE JIMLEH3MOHHOMO MK
[EMOHCTPALMOHHOrO KJlo4eBOro (aina Bce aHTUBUPYCHblE dyHKUMKM Dr.Web ans Linux (NpoBepka u
MOHWTOPUHI 06bEKTOB (PaiIoBOM CUCTEMbI, 0BHOBNEHNE BUPYCHBIX 6a3) 6yayT 3a6/10KMPOBaHDI.

3anyck MeHepxepa NMUEH3UN

MeHemxep NULEeH3MA UHTErpupoBaH B OkHO Dr.Web pansa Linux. YTo6bl OTKpbITb CTpaHULy
MeHemxepa NULEH3MH, HeobXoaMMO HaXaTb KHOMKY JIMLEH3WUsi Ha [/1aBHOV CTPaHuLEe OKHa.
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AHanornyHoe AENCTBME BbIMNOMHAET KHOMKa Ha HaBWUraLMOHHOMN MaHenun (OHa O0CTyNnHa TOJ1bKO
B TOM C/lydae€, eCin CTpaHUUa MEHEKEPA NMUEH3NIA YXXe paHee 6bina OTKpbITa C rnaBHOM CTpaHMLI,bI).

B cnyyae ecnn Ha KOMMbIOTEPE MMEETCS KIOYeBON aiifl, CBSA3AHHBbIA C HEKOTOPOWN JIMLIEH3MEN Ha
MCrosb3oBaHWe BblJ@HHOWN MOJIb30BATENIO, UM C AKTUBHBIM AEMOHCTPALMOHHBIM
NepvoaoM, TO Ha HayanbHOW CTpaHuLe 0TOBpaXKaloTCsl AaHHbIE O JIMLEH3UMK,
Takue, Kak ee HOMep, UMs BnajenbLa, a Takxke CPOK AeNUCTBUS, U3B/IeYEHHbIE U3 KtoUeBoro daina.

Bua cTpaHuubl NpocMOTpa AaHHbLIX O SINLEH3UKU NpeacTaBieH Ha pUCYHKE HUXKE.

Dr.Web pna Linux

= HH'EIJ'ODMEIU,HH O JIMUEH3WK

( ¥ |

\—-;% HoMEp NHUEHINH: 0000000000
Bnagenew: user HamMuTe ANA YOANeHHA NHLEHIHK
[aTa aKTHEAUMHK: 28.01.2013
[aTa OKOHY3HWA: 30.01.2014
QcTanock: 66 OHel

AKTMEMDOBATb NMLIEHIHID 3aKphITb

PucyHok 38. NHcdopMmaumsa o nMueH3nm

HaxaTne Ha CMMBON KpecTuKa, W306paXkeHHbli CO60Ky OT HOMepa JIMLEH3WW, MO3BONSET
KntoueBoro daina.

Bbl MOXeTe 3aKpblTb Ha nobom 3Tane pa60TbI C HMUM, HaXaB KHOMKY
3aKpbITb, PACMOSIOXKEHHYIO B HWDKHEN YacTu CTpaHuubl. B 3TOM cnyyae oTKpoeTcs
OKHa

AKTUBaUMSA IMLIEH3UN

Ana Toro 4to6bl MpW MOMOLLM aKTMBMPOBaTb NMLUEH3n0 (B TOM uucne —
NPMOBPECTM HOBYIO JIMLIEH3UIO ST NPOANWUTD TEKYLLYIO) MM AEMOHCTPALMOHHDBIN Nepuoa, 1 NonyumTb
Ha KOMMbIOTEP COOTBETCTBYIOLMI KoueBoW (ain, obecneunsatolimin paboty

HEeobX0AMMO HaXaTb KHOMKY AKTMBMPOBATb JIMLIEH3MIO. [10C/e 3TOro Ha 3KpaHe MosIBUTCA MacTep
peructpaumn. O6paTuTe BHMMaHWE, YTO MacTep PEerncrpauum oTobpaXkaeTcs Takke aBTOMATUYECKU
npv NepBoM 3anycke nocne ero MHCTanaunm.

Ha nepBoM 3Tane akTuBaLmu Heo6xoanMo BbiGpaTb crocob akTuBauuu. [ocTyrnHO YeTbipe crnocoba:

1. JINLEH3MN UNIN AEMOHCTPALIMOHHOIO NEepPMOAa Mo MMEIOLLEMYCS CEPUIMHOMY HOMEpY;
2 AEMOHCTPALIMOHHOIO Nepuoaa;

3. K/OYEeBOro aiina, Nony4eHHOro paHee;

4 yepe3 MOAKIIIOYEHME K CepBepy LEeHTPann30BaHHOM 3aLUThI.

(] Ons perncrpauunm cep|/||7|Horo HOMEpa U Ana nonyyYyeHnsa AEMOHCTPALUMOHHOIoO nepuoda Tpe6yeTc;|
L% Hanuune NoAKIHYEHUS K CETU MHTepHeT.
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1) AKTMBauus NIMLEH3MM WIM [AEMOHCTPAUMOHHOro nepuoga MNpyU MOMOLUM CEPUAHOro
HoMepa

ANs aKTMBauMM JIMLEH3WM WM AEMOHCTPAUMOHHOrO nepuofa Mpv MOMOLM MMetoLerocs y Bac
CepurMHOro Homepa cnefyeT Bbi6paTb Ha MepBoM wWware paboTbl MacTepa perucTpaumm MyHKT
AKTMBMPOBaTb JIMLIEH3UIO, MOC/IE YEro BBECTM B MOSIBUBLLEECS MO/e BBOAQ, pasAesieHHoe Ha 4
CeKLUMM, CMBOJIbl MMEIOLLEroCs y Bac CEpUMHOr0 HOMEpa M HaxkaTb KHOMKy [lanee.

DrWeb pna Linux

THn perncTpaumm

1 ® AKTHBMPOBaTL NMUEH3NIO
Bbl MOXETe aKTHEMPOBATE NHLUEHINK C MOMOLLLK CEPMRHOTO HOMEPE:

1234 5678 50AB

NMony4yuTs Aemo
Bbl MOXETe aKTHBEMDOBaTb AEMOHCTPALMOHHbIA Nepuog Ha 30 AHeR.

MproSpecty NMUEH3WID

Lpyrve bl aKTHBILMK

[anee 3aKpbITh

PucyHok 39. Perucrpauus npym noMoLm CeEpuiMHOro Homepa

Ecnu Y BaC HeT CepVIVIHOFO HOMEpa Wnn ﬂeVICTBy}OU.leFO KNO4eEBOro cba|7|na, TO Bbl MOXETE

AN, I'IpI/IO6peCTI/I NMUEH3NKO B OHNaMH-MarasMHe KOoMMaHuu nepeﬁp,ﬂ Mo CChblJIKe
Mpno6pecTn nuueH3suio.
(0] AONONTHUTENbHbIX crnocobax I'IpVIOGDETEHVIﬂ IMUEH3NN Ha NpPOAYKTbI CM. B paspgene

Mocne HaxaTus kHoMku [anee 6yaeT Npou3BeAeHO MOAK/IOYEHNE K CEPBEPY pPerMcTpauum
KOMMaHum

Ecnv yKasaHHbIN BaMW CEpUIAHBIN HOMep BbiNT MOJSTlyYeH Ha calTe KOMMaHuu ans
aKTMBaLMKM AEMOHCTPALMOHHOMO Mepuoaa CPOKOM Ha 3 Mecsiua, TO AOMOSIHUTENbHbIX LLaroB Ans
aKTMBaLUMK He noTpebyeTcs.

Ecnv yKkasaHHblii Ha MNEpBOM luare CEepuiiHbIi HOMEp BXOAMT B KOMIUIEKT M3 [BYX CEPUMHbIX
HOMEPOB, TO Aafiee BaM HYXHO Bbl6paTb, Ha KakoM KOMMYECTBE KOMMbIOTEPOB Bbl MaHUpPYETe
MCronb30BaTh NpoaykT. Ecnu Bbl BbibepeTe BapvaHT Ha ABYX KOMMbIOTEpax, TO BTOPOW
CEPUIAHBIA HOMEP M3 3TOr0 KOMMJIEKTA Bbl CMOXETE aKTVMBMPOBaTb Ha €lle OHOM KOMMbIOTEpE U
MoJTlyunTb BTOPOMN JIMLIEH3MOHHbLIN KtoueBor darin. Mpy 3ToM Ans 060MX KOMMbIOTEPOB BblaHHbIE
NULEH3UM BYAYT AEACTBUTENbHBI B TEYEHWE OMHAKOBOrO Cpoka (HanpuMmep, Ha roa). Ecnu xe Bbl
BblbepeTe BapMaHT Ha OAHOM KOMMNbIOTEPE, TO B NOSIBUBLILEMCS MNonie (pa3AaeneHo Ha 4 Cekuun)
BaM HeobXOAMMO Yyka3aTb BTOPOM CEpPUIHBbIA HOMEpP M3 KOMMMeKTa. B AanbHeillueM Bbl yXe He
CMOXEeTe 3aperncTpuvpoBaTb 3TOT CEPUMHBLIN HOMEp Ha ApYyroM KoMmmbloTepe (Takke Kak W
MCMOJb30BaTh Ha HEM KOMWIO JIMLIEH3MOHOIO KIHOUYEBOro daina, noslyYyeHHoOro BaMu B pesynbTaTte
aKTUBaLUMN O6bEAMHEHHON JIMLIEH3MKN), HO ANS TEKYLLEro KOMMbIOTEPA CPOK AEWCTBUSI JIMLIEH3UU
6yneT yBenuueH Basoe (HanpuMep, 40 ABYX JIET, ECNM NIMLEH3MSA 6blNa BbllaHa CPOKOM Ha rop).
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oo Dr.Web gnsa Linux

JlaHHbIA cepUHHBLIA HOMep NocTaBAAeTcA B KopobKe ¢
elle 04HUM CepUHHbLIM HOMEpOoM

Ha KaKoM KOMWYeCTBE KOMMBIOTEPOB Bbl NAAHWPYETE MCNO/b30BaTh AaHHbIE NULEH3MKT

Ha OBYX KOMNbHTepax

! @ Ha OHOM KOMNBHTEpE
1111 2222 3333 4444

YKa¥WTE BTOPOI NMUEHIWOHHDIA HOMED M3 KOMNNEKTa. CPOK ero feidcTenA W GoHye B 150
aHei 6yoyT nobaenexbl K perdcTPMpYEMOoR MMLEH3IHK

Hazag Lanee 3aKpbITh

PucyHok 40. Bbi60op kKonnMuyecTBa KOMMNbIOTEPOB

Mocne Bbl60pa KONMM4yeCTBa KOMMbKOTEPOB, A1 KOTOPOro MOXET 6bITb dKTMBUPOBaHa JNLEH3UA,
HaXxMuTe KHOMKy [lanee.

[danee Bam 6yaeT npeanoXxeHo nonyuntb 6oHyc B 150 OHEN K CpOKy AENCTBUSI aKTUBUPYEMOWA
nvueHsun. ns atoro 6yaeT Heo6XoAMMO yKasaTb MpeapblayLlyto NpUobpeTeHHyYo BaMU JIULIEH3MIO,
€C/IN OHa Y Bac MMeeTcs.

oo Dr.Web gnsa Linux

+150 gHe# K Ballel UL EH3INH!

ECK Bbl Y NONb30BaANCh TMUEH3NOHHONW Bepowed npoaykTa DrWeb cpokom He MeHee 6
MECALEB, TO BaM NpeaocTasnaeTcA BoHyC - NpoAneHKHe CpoKa AeNCTBUA HOBOW NTMLEHIMK
Ha 150 aHed.

YKaXKHTe HOMEp NpeabIAYyILeH NHLLEHIHH

nubo cBA3AHHLIA ¢ HeR KNKvesod dain
/home/userfdrweb32 key | 0O6aop |
Bbl MOXETE BEECTH NYTh K $ainy UK NepeTauyTh ero Goaa

He yKa3biBaiTe ANA NoAy4YeHHA BOHYCa HOBbIE MK AEHCTBYIOWME MLEHIHM, KOTODBIE
Bbl N/IAHNPYETE WCMO/bI0BATE Ha JDYIHMX KOMMbHITEDaX

Hazapn Janee MponycTuTh 3aKpbITh

PucyHok 41. lMpoaneHve nuueH3um

Ecnn Bbl yKa)keTe Ha 3TOM Liare fIMLEH3MI0, CPOK AEWCTBUS KOTOPOM elle He MUCTEK, TO CPOK
AENCTBUSI aKTMBMPYEMOI NULEH3MKM ByAeT AOMNOSHUTENBHO NMPOANEH M Ha OCTATOK CpokKa AEMCTBUSI
CTapoW NMUEH3nW. Bbl MoxkeTe nponyCTWUTb 3TOT war (HaxaB KHonky MponycTuTb), HO B 3TOM
CNyyae Bbl NMOTepsieTe OCTaTOK CpoKa AEMCTBUSI CTApol NIMLEH3MN, @ CPOK AEWCTBUS aKTUBUPYEMOM
NNUEH3NM He 6yaeT yBenuyeH. B cnyyae akTMBauuM KOMMIEKTa M3 ABYX CEPUIMHBLIX HOMEpPOB,
nopsaok 06paboTkn G0Hyca 3aBMCMT OT TOrO, Kakol BapWaHT WMCMNONb30BaHUs 6bln BbibpaH Ha
npeablayLIeM Liare MacTepa perucTpauum:
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e Ha aByx KOMNblOTEpax, M 3TO MEpBbIi KOMMbIOTEP. [N nonydyeHuss 6oHyca AN NepBOro
aKTMBUPYEMOrO CEpUMHOr0 HOMepa Bbl AO/DKHbI MCMOMIb30BaTb Ha AAHHOM Lare npeabiayLuyo
NMLIEH3IO, BbIJAHHYIO 1St 3TOr0 KOMMbIOTEPA, €C/IN OHA UMeeTcs. BTopol cepuiiHbii HoMep 13
KOMM/EKTa 3[eCb YKa3blBaTb HEJIb3S.

o Ha ABYyX KoMMblOTEpaX, M 3TO BTOPON KOMNblOTep. [ns nonyyeHuss 6oHyca Ans BTOPOro
aKTUBUPYEMOIO CEPUMHOrO HOMEpPa Bbl MOXETE WCMOJb30BaTb Ha AaHHOM Luare CEpUMHbIN
HOMEp, aKTMBMPOBaHHbI Ha MEpPBOM KOMMbIOTEpPE, WK MPEeabIAyLLYO JIMLEH3MIO, BblAAHHYIO
A1t 3TOrO KOMIMbIOTEpa, eC/IM OHa MMEETCS.

e Ha opgHOoM KoMmnblOTEpe. B 3TOM C/lyyae He TONMbKO YABauBAaeTCAd CPOK AEWCTBUS
aKTUBUPYEMOI JIMLIEH3UM, HO K HEMy TakXe aBTOMaTMYecku npubasnsercs 6oHyc (MepBbii
CepuiHbI HOoMep AaeT G6OHyC AN BTOPOro Homepa). KpoMme 3TOro, ecim Bbl Ha [AQHHOM Liare
AOMNOJTHUTENBHO YKaXeTe Mpeablayluylo SIMLEH3MI0, BblAaHHY AN 3TOr0 KOMMbloTepa, ecnu
OHa MMeeTCs, TO K YABOEHHOMY CPOKY AEWCTBUSI aKTMBMPYEMOW NNLEH3UN TaKxe npubaBuTcs
HOHYC 1 OCTaTOK CpoKa AEMCTBUS YKa3aHHOMN NINLEH3MKU, €CTIN OH UMEETCS.

Ecnn Bbl akTMBUpYeTe creuuanbHylo JIMLEH3NI0 NPOA/NEHNs, TO, HaXaB Ha 3TOM LIare KHOMKY
L= [ponycTUTb, Bbl HE TOMBbKO NMOTEPSIETE OCTAaTOK CPOKA AEUCTBUSI CTApOW NIULIEH3MM, HO U YMEHbLLUTE
CPOK AENCTBUA HOBOW NULIEH3MK Ha 150 aHel.

NS ykasaHus Ha npeapiayLlyto TUMLEH3MI0 MOXHO BBECTM €€ CEPUIHbIA HOMEP B COOTBETCTBYHOLLEE
roJie UM yKasaTb CBA3AHHbIN C Hel KoueBol dain. Ans ykasaHus Kio4YeBoro daiina Bbl MOXETE:

e BBECTU NYTb K HEMY HENOCPEACTBEHHO B CTPOKY BBOAAQ,

e BOCMOMb30BaTbCA CTAHAAPTHbBIM OKHOM Bblbopa ainoB rpaduyeckoin 060/104KKM, HaXKaB
KHoMKy O630p;

e [EPETALLUNTb €ro MbllblO Ha CTPaHMLYy MacTepa U3 OKHa d)aﬁnoaoro MEHEKEPaA.

ObpaTWTe BHMMaHWE, 4YTO BMECTO K/OYeBOro aiina Bbl MOXETe ykasaTb alin zip-apxvea,
COZEPXALLEro KNOYEBON halifl, pacnakoBKM apx1Ba MNpu 3TOM He TpebyeTcs.

Mocne yKkasaHus npeabiayLlen NMUEH3UM, ANs NPOACHKEHNS] PErMCTPaLMKN HaXXMUTE KHOMKY [lanee.

Ha cneaywowem ware TpebyeTcs yka3aTb KOPPEKTHYIO MHGOpMaumio o cebe, KoTopas BKIOYaeT
cneayloume AaHHbIE:

e PerncrpaunoHHoe MMsl Nosb30BaTens;
e PernoH (CTpaHa) HaxoxaeHus, BbIbupaeTcs u3 CNmcka;
o KOppeKTHbI a[IpeC 3NEKTPOHHONM MOYTHI.

Bce nonsi perncTpaumoHHon hopMbl SBASIOTCS 0693aTeNbHbIMU ANs 3arnofiHeHns. Kpome Toro, Bbl
MOXETE TMOANWCATbCA Ha HOBOCTHYIO PacCbiIKy KOMMAHWUM (HoBOCTM 6YayT
NPUXOAMTb Ha YKa3aHHbIM NpU  perucTpaumyu aapec  3MEeKTPOHHOM  MoYTbl), YCTAHOBUB
COOTBETCTBYIOLMIN haXKOK.
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&5 Dr.Web gna Linux

MHdopMauma o nonb3osaTene

PermcTpauMoHHoe MMA

User's Name

Pervou
2 | Poccun =

Aflpec 3NeKTPOHHOM NOYTLI

usermailbox@usermail.dom

[T} NoanucaTbcA Ha HOBOCTHYIO PACCHLNKY

MNonuTHES KoHGMIEHUMANBHOCTH «[lokTop Bebs

Hazag [ | Danee [ | 3aKpbiTh

PucyHok 42. PerncrpaumoHHas uHopMauusa nosb3oBaTens

YT06bI 03HAKOMUTLCA C MOIUTUKON KOH(MDUAEHLMANBHOCTM, KOTOPYIO NMPUMEHSIET KOMMaHWS «[loKTop
Be6> B OTHOLLEHWUN NEPCOHANbHOW MHGOPMaLMKX MOSb30BaATENS, NEPENANTE N0 UMEIOLLIENCS Ha 3TOW
CTpaHuue MacTepa ccbinke [MMonuTuka koHdMaeHunanbHocT <«JlokTop Be6» (ccbiika

OTKpoeTCs B 6pay3epe).

Mocne KOPPEKTHOro 3anofiHeHMs1 BCeX rnonei opMbl HaXXMUTE KHonky [lanee ans NoAKIYeHUs K
cepBepy U NONYYEHUS NTMLEH3NOHHOIO KoYeBoro daina (obpatute BHUMaHUE, YTO TEM CaMbIM Bbl
OZIHOBPEMEHHO COrNAallaeTeCb C MOMUTUKON KOHDUAEHUMANbHOCTU «[lokTop Be6>» B OTHOLIEHWUM
nepcoHanbHon wHdopMauumM nonb3oBaTens). [pn HeobXoAMMOCTM Bbl CMOXETE MNEpeHeCTU
MOMYYEHHbIA JIMLEH3UOHHBLIN KloYeBON ain Ha noboi KOMMbIOTEP MpU  YCIOBUW, 4YTO Bbl
repecTaHeTe UCNoNb30BaTh €ro Ha 3TOM KOMIbIOTEPE.

2) MonyuyeHne AEeMOHCTPALMOHHOIO Nepuoaa

Ecnvu TpebyeTcs Nony4nTb AEMOHCTPALIMOHHBIN Nepuoa ana pabotel Dr.Web fns Linux B TeyeHue
30 aHel, BbibepUTE NYHKT MOAYyuUnTb AEMO U HAXMUTE KHOMKY Aanee.
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TwUn perucTpaumm

1 ") AKTHBHPOBATb IMLEH3NIO
Bbl MOXETe aKTHEMPOBATE NHLUEHINK C MOMOLLLK CEPMRHOTO HOMEPE:

® nNonyunts gemo
Bbl MOXETE AKTHBMPOBATh IEMOHCTPALMOHHLIA Mepuo Ha 30 aHei.

MproSpecty NMUEH3WID

Apyrve snibl aKTHBALMK

[anee 3aKpbITh

PucyHok 43. 3anpoc nosiy4yeHus AeMo

Mp1 NoMyYeHUM AEMOHCTPALMOHHOMO MepuMoAa CPOKOM Ha 1 Mecsu vepes MeHemuep JIULEH3UNA
BaM He TpebyeTcsl yKasblBaTb CBOW MEpPCOHasibHble AaHHble. OAHAKO Bbl MOXETE 3apermcTprpoBaThCs
Ha oduuManbHOM CcalTe KoMMaHun «[lokTtop Be6» W NoMyunTb  CEpUNHBIA  HOMEP,
NpeaoCTaBAOLWMIA AEMOHCTPALMOHHBIN NEPUOA CPOKOM Ha 3 Mecsaua.

[leMOHCTPALMOHHbIV NEepUoA ANt OAHOMO M TOTO XXE KOMMbloTepa MOXET 6biTb BblAaH MOBTOPHO
TOMbKO MO WCTEYEHMM OMpedeneHHOro nepuoaa BpeMenu. [logpobHee cM. B pasgene

JlnueHsnposaHue.

3) YcTaHoBKa uMelowlerocs knaruveBoro cgaiina

Ecnm Bbl y)Ke MMeEeTe AEWCTBYIOLLYIO JIMLEH3UIO M CBSA3AHHBIA C Hel KtodyeBon daiin (BO3MOXHO,
MoJSTlyYeHHbI OT KoMnaHun <«[lokTtop Be6>» unn ee NMapTHEPOB MO 3/EKTPOHHOM MOYTE), TO Bbl
MOXeTe akTuBupoBaTb Dr.Web pns Linux, ycTaHOBMB 3TOT K/oueBor cain. Ons 31oro Ha
MepBOM LUare akTMBaLuM NepenamTe no ccbiiike [ipyrve Buabl akTMBaALMM, MOC/IE Yero yKaxuTe B
MosiIBUBLUEMCS MOfie BBOAA MyTb K MMEIOWEMYCS Yy Bac Kko4eBoMy aily M HaXMUTE KHOMKY

Aanee.
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AKTHBaLMA ¢ noMolubio daitna

1 YKSXHTE MMEHLMACA MMLUEHIMOHHBIA Kntouesoi dain nnmn dain HacTpoek NogknoUYeHHA
K CEDPBEDY LEHTPANN30BAHHOM 3aLLMThI:

[| 0630p

Bbl MOXETE BEECTW NYTb K Gainy WK NepeTalimTh ero coaa

YT0 Takoe NULIEHIMOHHBIA Knioyeson dain?

YTo Takoe $ain HaCTpoekK NOAKMoYEHHA?

MpuoSpecTk NHUEHIMID

Hazag 3aKpbiTh

PucyHok 44. AKTMBaLMs C NOMOLLbIO KtoueBoro cgaitna

O6paTtnTe BHMMaHue, 4To:
e MOXXHO BBECTM MyTb K (haily HENOCPEACTBEHHO B CTPOKY BBOAQ;

e MOXHO YyKasaTb MyTb K chainy, BOCMOSb30BaBLUMCL CTAHAAPTHBIM OKHOM Bbibopa daiinos
rpacmyeckoit 060/104KK, HaXKaB KHOMKY O630p;

e MOXHO YyKasaTb MyTb K (ainy, NepeTalmB €ro Mbilibl0 Ha CTPaHULY MacTepa M3 OKHa
halnoBoro MeHemxepa.

ObpaTWTe BHWMaHWE, 4YTO BMECTO K/O4YeBOro aiina Bbl MOXETe ykasaTb alin zip-apxvea,
COZEPXALLEro KNOYEBON halifl, pacnakoBKM apx1Ba MNpu 3TOM He TpebyeTcs.

Mocne ykasaHusi NyTM K Ka4eBoMy ainy (MM cogepkalleMy ero apxuBy) HaXXMUTE KHOMKY
[anee 19 aBTOMAaTUYECKOM YCTAaHOBKM KtoyeBoro anna. KnoueBon dain 6yaer npu
HeobXoAMMOCTM pacrakoBaH W CKOMMPOBaH B KaTasor CiyebHbix dainios

MoakntoueHunst K ceTn MHTEpHET B AaHHOM Ciy4dae He TpebyeTcs.

4) AkTMBaUusa AHTUBMPYCA Yepe3 NoaK/IIUEHUE K cepBepy LIeHTPaJIM30BaHHOW 3alUTbI

Ecnv Bal npoBaiiaep WM aAMMHUCTPATOP Ballelt KOpropaTUBHON CETWM MpeaocTaBuin BaM daiin

HACTpPOeK MOAK/YEHNSI Ballel Komuu K cepBepy LEHTPa/nn30BaHHOMN 3aluTbl,

obecrneuvBalolWEeMy LEHTPanM30BaHHOE YMpPaB/iEHWE aHTUBMPYCHOW 3allMTOii  KOMMbIOTEPOB,

BXOASILUMX B CETb, TO Bbl MOXETE aKTVBMPOBATb npwv nomoLuy 3toro (aiina, NoakIYnB

€ro K cepBepy 3aluTbl. B 3TOM criyyae cepBep 3awwmTbl caM ChopMUpYeT ANl BaLLEro 3K3eMnispa
TpebyeMblit Kto4ueBon daiin.

YT06bl BbINOMHUTL NOAKIIOYEHWE K cepBepy LIeHTPa/IM30BaHHOMN 3aLiMTbl, Ha NEPBOM
lare akTMBaLMM NepenauTe no ccbiike Jpyrve Buabl aKTUBaALMM, MOCIE YEro yKaxuTte B
nosiBUBLUEMCA TOMEe BBOAA NyTb K NpefoCTaBleHHOMY BaM dainy K
CepBepy 3alMTbl U HAXMUTE KHOMKY [anee.
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AKTHBaLMA ¢ noMolubio daitna

1 YKSXHTE MMEHLMACA MMLUEHIMOHHBIA Kntouesoi dain nnmn dain HacTpoek NogknoUYeHHA
K CEDPBEDY LEHTPANN30BAHHOM 3aLLMThI:

[| 0630p

Bbl MOXETE BEECTW NYTb K Gainy WK NepeTalimTh ero coaa

YT0 Takoe NULIEHIMOHHBIA Knioyeson dain?

YTo Takoe $ain HaCTpoekK NOAKMoYEHHA?

MpuoSpecTk NHUEHIMID

Hazag 3aKpbiTh

PucyHok 45. AkTMBaums C noMoLblo paitsia HaCTPoeK NOAKOUYEHHUSA

O6paTtnTe BHMMaHue, 4To:
e MOXXHO BBECTM MyTb K (haily HENOCPEACTBEHHO B CTPOKY BBOAQ;

e MOXHO YyKasaTb MyTb K chainy, BOCMOSb30BaBLUMCL CTAHAAPTHBIM OKHOM Bbibopa daiinos
rpacmyeckoit 060/104KK, HaXKaB KHOMKY O630p;

e MOXHO YyKasaTb MyTb K (ainy, NepeTalmB €ro Mbilibl0 Ha CTPaHULY MacTepa M3 OKHa
halnoBoro MeHemxepa.

Ob6paTuTe BHMMaHWe, UYTO BMecTo aina HacTpoeK MOAK/IYEHUS Bbl MOXETe YKasaTb dain
COAEPXKALLEro ero zip-apxvBa, pacnakoBK/ apxuBa Npu 3TOM He TpebyeTcs.

Mocne ykasaHusi NyTu K daiiny HaCTPoeK MOAKMYEHUS (MU COAEPIKALLEMY €ro apXuBy) HaXMuTe
KHOMKy [lasee ans MomnbiTKU MOAK/IIOUYEHUS] K CEpBepy LeHTpasM30BaHHOW 3almTbl (Tpebyetcs
HanMuMe CETEBOrO COEANHEHMS).

B cnyyae ycnewHoro 3aBeplieHust npouecca perucrpauun (1obbiM N3 OnNMcaHHbIX Bbille crnocoboB) Ha

3KpaHe 6yaeT nokasaHa ¢uMHasnbHas CTpaHMUa MacTepa perucrpaumm ¢ cooblieHneM 06 ycrnewHow

peructpauun. Haxxmmute kHonky FOTOBO Ans 3aKpbiTMS MacTepa perucrpaumm M BO3BpalleHus Ha
OKHa
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Peructpauus

PerucTpauMA YCNewHo 33BeplleHa.

[oToBO

PucyHok 46. Coob6wieHme 06 ycnewwHou permcrpauum

B cnyyae ecm Ha KakoM-nM60 M3 3TamoB pPerMcTpaumy BOSHWMKHET OLIMOKA, MOSIBUTCA CTpaHMua C
COOTBETCTBYIOLMM COOBLLUEHMEM M KPAaTKUM OMUCAHWEM OLIMGKM. MMpuMep TakoW CTpaHWubl NMoKasaH
HUXeE.

P

Dr.Web gna Linux

Peructpauus

Owwubka obpaboTtku daina:

@ain WNK KaTanor He cylecTeyeT

Hazag . [ 3aKpbiTh

PucyHok 47. CoobwieHune 06 ownbke

B 3TOM c/lyyae Bbl MMeeTe BO3MOXXHOCTb BEPHYTLCS Ha NMpeablAyLMi War perucTpaumm, Ytobbl BHECTU
ncnpaeneHust (HanpuMep, UCNPaBUTb CEPUIMHBIA HOMEP WK YKa3aTb MpaBWibHbIA NyTb K dainy). Ans
3TOro HaxkMuTe kHorky Hasap. B criydae eciv owmbka CBsisaHa C BPEMEHHOW HEMonaZkoi, Hanpumep,
BPEMEHHbIM C60eM B CETW, TO Bbl MOXETE MOMbITaTbC MOBTOPUTL 3TOT LWAr, HaXaB KHOMKY
MoBTopMuTb. B Criyyae Heo6XOAMMOCTM Bbl MOXETE HaxaTb KHOMKY 3aKpbiTb, 4TOOLI MpepBaTb
PErMCTpaLMio U 3aKpbiTb MacTep perucrtpauuu. B 3ToM cnydae BaM npuaetcs nosgHee MOBTOPUTb
npoueaypy pervcTpaumm 3aHoBo.

B ntoboii MOMeHT pa60TbI C MaACTeEpPOM pPErucTpaunmn Bbl MOXETE NOAYy4YUTb AO0CTYN K CRpaBOYHbIM

mMaTepuanaM, HaxaB KHomky | ° | KpoMme TOro, Ha HEKOTOPbIX CTpaHWLUax MacTepa [AOCTYMHbI
rMNepCCbIKK, Neperas No KOTOpbIM, Bbl MOYYMTE AOMOSHUTENBHYIO MH(OPMaLUMIO.



T4
))
“ﬁ

M
$

Pa6ota c AHTUBUPYCOM

O6paTtuTe BHUMaHWe, YTO MpY aKTMBaLMM HOBOMN NULEH3UM U (hOPMUPOBAHUM HOBOFO KIko4eBoro darna,
npeabiayLmnii KIo4eBo daiin, KoTopbIi UCNoNb30Bancs AHTUBUPYCOM, aBTOMAaTUYECKM COXPaHSIeTcs B
BuAe daiina pesepBHOii Konuu B KaTasnore /etc/opt/drweb.com.

B cnyyae Heob6X0AMMOCTM Bbl MOXETE BEPHYTbCS K €ro MCMosb30BaHWiO, BbIMOMHWMB NpoLeaypy
YCTaHOBKY Kto4eBoro danna.

YaaneHve NULEH3UMOHHOI0 KJloueBoro ¢gaina

B cnyyae HeobxoammocTn (Hanpumep, Bbl pewunnn 6onblie He mcnonb3oBate Dr.Web ans Linux Ha
3TOM KOMMbOTEpPE, @ MEPEHeCTU ero Ha [APYron KOMMbIOTEep) MOXHO YAANWUTb YCTAHOBMEHHbIA Ha
KOMMbIOTEPE JIMLIEH3UOHHLIN KlouyeBon aitn, ynpaensiowmidi paboton AHTMBMpyca. Ons 3Toro
HEeo6XoAMMO OTKPbITb CTpaHuLly MHbopMaumny 0 nuMueH3uM (HadanbHas cTpaHuua Menemxepa
NINLIEH3MIA) U KTMKHYTb MbILWbIO MO CUMBOJY KPECTWKA, PACrofIoKEHHOMY CripaBa OT HOMepa TeKyLlei
JULLEH3MN.

Mocne 3Toro BaM HeOHXOAMMO B MOSIBUBLLEMCA OKHE TMOATBEPAUTb YAANEHUE JNLIEH3UOHHOro
kntoyeBoro (aina C [JaHHOro KoMmrmbtoTepa. [na 3Toro Haxmute KHonky HAa. Ecnu Bbl pelmnu
OTKa3aTbCA OT yAaseHnss C AaHHOMO KOMMbIOTEPA NLIEH3MOHHOIO KNoYeBoro daina, HaxXMUTe KHOMKY

Her.
™ Dr.Web anna Linux

Mocne yaaneHvWa NMUEH3MK aHTMBUPYCHAA 3aluMTa ByneT
oTKAKYeHa!

Bbl 4eACTBUTENIbHO XOTHTE YAANMTE TEKYLLWA JIMLEH3NMOHHbIA
Kntoveson dann?

Het

|“;“| HaxXMuTe Ha 3aMoK [/1A NoJy4eHWA NpaB agMMHUCTpaTopa

PucyHok 48. OkHO noAaTBep)XAeHUa yaaZieHUs IMLLeH3MOHHOIro KJloueBoro ¢gaiina

/p,, DN yAaneHus IMLEH3MOHHOTO KIIOYEBOro (aiina MpunoxeHue AOMKHO 06M1aAaTb MOBbILEHHbIMU

4=\ npaBamu. ECM B MOMEHT MOMbITKW yAaneHus NpaBa MPUIOXEHUS HE MOBbILLEHbI, KHOMKa fla GyaeT
HeAoCTynHa. Mpu Heo6XOAMMOCTU Bbl MOXETE MOBbLICKTL NPaBa MPUIMKEHNS, U B C/ly4ae YCMELHOro Ux
MOBbILIEHUS! KHOMKA fla CTaHET AOCTYMHOM.

YaaneHne ¢ KOMMbIOTEPA JIMLEH3VOHHOIO KJIHOUYEBOro aiina He BAMSIET Ha CPOK AENUCTBUS NIMLIEH3UN.
Ecnn cpok OeiCTBMSt NINLEH3UM ellle He WUCTEK, TO Bbl CMOXETE MOJy4YUTb HOBbIM KIHOUYeBOW aiin ans
3TON NIULIEH3UM Ha OCTaBLLUIACS CPOK.

Mocne yaaneHns NUUEH3WOHHOIO KOYEBOro chaiifia M A0 MOMEHTa aKTMBaLUMW HOBOWM NIULEH3MKU UK
[EMOHCTPALMOHHOr0 nepuoaa Bce aHTUBUPYCHble (yHkummM Dr.Web pns Linux (nposepka haliios,
0OHOB/NEHNE BUPYCHBIX 6a3, MOHUTOPMHT (DaloBON cUCTEMBI) ByayT 3a610KMPOBaHbI.

YnpaBneHue npaBaMy NpUIOKEHUA

HekoTopble AeicTBuss B okHe Dr.Web asisi Linux MOXHO BbIMOMHUTL TOMbKO B TOM Cly4ae, eciu
NMPUNOXEHNE WMEET TMOBbILEHHbIE NpaBa (npaBa agMMHMCTPaTopa), COOTBETCTBYIOIIME NpaBaM
CneuunanbHOro nonb3oBaTensi CUCTEMbl — Cynepriofib3oBaTens (Monb3oBaTens root) . B yacTHocTy,
06nafiaHns NOBbILEHHLIMM NpaBaMy TPeBYIOT cneaytolime hyHKUUN:

1. Ynpasnenve o6bekTamy, NOMELWLEHHbIMU B CUCTEMHbIA KapaHTuH (T.e. B KaTanor KapaHTWHA, He
NpUYHaANEXalUunii NoNb30BaTENI0, 3aMyCTUBLLEMY AHTUBMPYC);

2. lpoBepka dhalios 1 KaTanoros, nNpUHAANEXalMX ApYyruM nosib3oBaTtensaMm (B 4YaCTHOCTM —
Cyrnepronb3oBaTenio);
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3. Bbl1oueHne MoHUTOopa dannosoli cuctembl SpiDer Guard;
4. BolkoveHne MOHUTOpPa AocTyna K MHTepHeT SplDer Gate;

5. Ypanenne AWUEH3UOHHOMO  K/IHOYEBOrO q)aﬁna, NoaKo4yeHne n oTKIrnYeHne  OT  CcepBepa
Ll.eHTpaJ'IM3OBaHHOI\;1 3adlnTHhI.

Jy. Haxe ecnn npunoxerne 6biN0 3aMyleHo M3 YYeTHOW 3amucu cyneprosb3oBaTens (Hanpumep, C
4= )CrnoNb30BaHWEM KOMaHA su WM sudo) , OHO MO yMoOSYaHuiO He 6yaeT o6nagatb MOBbILLEHHBIMU

npaBamu.

Ha Bcex cTpaHuuax okHa Dr.Web ans Linux, dYHKUMOHANBHOCTb KOTOPbLIX 3aBUCUT OT Hanuuusa y
MPUIOXKEHUS TMOBbILEHHbIX MpaB, Pacro/fioKeHa CreumarnbHasl KHOMKa C M306paXXeHVMeM 3aMkKa.
CocTosiHME 3aMKa MokasbiBaeT, 06MafaeT nM B [aHHbIM MOMEHT OkHo Dr.Web pns Linux
MOBbILLEHHbIMM MPaBaMW:

— MNpunoxxeHune He obnagaeT NoBbILWEHHbIMM npaBamMu.

Iu;ul HaxxaTue 3aMka npuBeaeT K MOMbITKE MOBbIWEHUS MpaB MPUIOXKEHUS [0 npas
Cynepnosib3oBaTens.

— MpaBa NpuIoXeHUs NOBbLILEHbI A0 NpaB Cyrneprnosb30BaTessl.

I
ﬂ HaxxaTne 3aMka npumBeaeT K TMOHMKEHUIO MpaB MPWIOXeHUs, T.e. OTKasa OT npas
cynepnonb3oBaTens U BO3BpPaT K UCXOAHbLIM MpaBaM 06bIYHOro Nosib30BaTeNs.

B cryyae MmonbITKM MOBLIWEHWSI MpaB, MOCTE HaXaTUs Ha M306paXxeHWe 3aMKa MOSIBASETCS OKHO
ayTeHTUhUKaLUMM NoNb30BaTeNs.

£ AyTeHTHdHMKaUMA

BeeguTe NOrMH M Napoibe
aAMHHUCTpaTOpa
|
MMA Nnonb3oBaTens
user
Mapone
*hkhkrhid i
| v Momows | | OTmeHa | | OK

PucyHok 49. OkHO ayTeHTU(PMKaummn

[N nony4yeHns NpUIoXKeHWEM NpaB Cyneprosb3oBaTesisi TpebyeTcs NponTU ayTeHTUhUKaLMIO, yKka3aB
NOTVH ¥ naposb Nto6oro Monb3oBaTensi, BKIKOYEHHOrO B TPynny MONb30BaTENEN, YKa3aHHyl B
HaCTpoViKax AHTMEMPYCA KaK «rpynna agMWHUCTPATOPOB», WM JIOTUH W NAposib Cyrnepnosb30BaTens
(y4eTHas 3anucb root), U HaxaTb KHOMKy OK. YTo6bl OTKa3aTbCs OT MOBbILEHUS MpaB, crleayeT
3aKpbiTb OKHO, HaXkaB KHOMKy OTMeHa. HaxaTue kHomku MoMolb 0TO6paXkaeT Ha OKHE KPaTKyto
NoACKasKy Mo ayTeHTUdOUKaALUUKM, UK CKPLIBAET ee.

4y, o yMonuaHuio npu ycTaHOBKE AHTMBMPYCAa B KauecTBe «TPYMMbl aAMMHUCTPATOPOB» B HACTPOWKax

4%, aBTOMaTMYECKM (UKCUPYETCS MMS CUMCTEMHOM Tpynnbl MOSb30BaTeNen, o6nafatolx BO3MOXHOCTbIO
MOSTyYeHUst MpaB Cyneprosib3oBaTens (Hanpumep, rpynna sudo). ECIM UMSt Takol CUCTEMHOW Fpynmbl
onpeAenvTb He yAanocb, TO AJis MOBLIWEHWS MPaB MPUIOXKEHUS B OKHE ayTeHTUdMKALMM MOXHO
UCMOMb30BaThb JIOTMH M Maposib Cyrneprosib3oBaTens.
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MNpun NOHWXeHUU NpaB NPUNOXeHUs A0 nNpas 06bI4HOro nNosb3oBaTens BBOAA napons He Tpe6yeTc9|.

CnpaBouyHble MaTepuasbl

[Ona poctyna K CrpaBOYHbIM Matepuanam MCI'IOJ'Ib3y1\;1Te KHOMKY Ha
OKHa

Mpy HaXaTWM Ha 3Ty KHOMKY Ha 3KpaHe MOsBMSETCA BbiNajalollee MeHIo, cofepxallee cnegytowme
MYHKTbI:

e MomMoLb — OTKpbITUE KPaTKOro PyKoBOACTBa NOSb30BaTENS ;

e OcbmumanbHblit popym Dr.Web — oTkpbiTe B 6pay3epe cCTpaHuubl ¢opyma Mosib3oBaTeseit
NPOAYKTOB KOMMNaHMM (TpebyeTcsa nogktoyeHne K cetn MIHTepHeT);

o TexHUUeckasi NopAepKKa — OTKPbITUE B Bpaysepe CTpaHMLbl CNy>XObl TEXHUUYECKOW MOAAEPIKKM
KOMMaHnn (TpebyeTcsa nogktoUeHne K cetn MIHTepHeT);

e Moii Dr.Web - oTkpbiTe B 6pay3epe nNepcoHanbHOM CTpaHWUbl MOSb30BaTeNs MNPOAYKTOB
KOMMaHnn (TpebyeTcsa nogktoyeHne K cetn MIHTepHeT);

e O nporpaMmMme — OTKPbITME OKHa C KpaTKoi nHdopMaumeii 06 N ero Bepcuu.

Kpome TOro, koraa Ha nobol CTpaHuue rnaBHOMO OKHa oTobpaxkaeTcss cooblieHue o
npovsolleawen olwunbke, Bbl MoXeTe nepeiTn no ccoinke MoapobHee ans nonyyeHuss 6onee
noapo6Hoi nHdhopMaumm 06 oWwmMbKe N yKa3aHMI MO PELEHMIO BO3HMKLLEN NPO6IEMbI.

Hacrpoiika pa6oTbi

HacTpoiika napamMeTpoB paboTbl NMPUMNOXKEHMS, TAKUX, KaK:
e [ep1oANYHOCTb BbINOSIHEHUSI OBHOBNIEHUH;

e Peakuuu Ha OBHapyXXeHHble Yrpo3bl Npu 7
npu 06HapPY>XEHUN UX MOHUTOPOM (DalIOBON CUCTEMBI ;
e [epeyeHb O6BEKTOB, UCKIIOYAEMBIX 7 13 NpPOBEPKM;

e [lapaMeTpbl KOHTPONSA A0CTYNa K CeTU VIHTEpHET;
e PacnucaHune nepnoanyeckmx NpoBepoK 06 bEKTOB ;
e Pexxmm 3awwmThl (OAMHOYHASA, LIEHTpanM30BaHHas);

BbIMO/THAETCA Ha CTPpaHMLE HAaCTPOEK OKHa

[nsa pocTyna K CTpaHuLe HacTpoeK Heo6X0AMMO HaXaTb KHOMKY Ha

Ha cTpaHuue HacTpoek AOCTYMHbI cneayowmne BKIaaKu:

o — MNO3BONIAET HACTPOUTb WCMNO/1Ib30BaHUE YBe,U,OMJ'IeHVIl‘/JI, a TaKxke nepnoanyHoCTb
aBTOMATMYECKNX OBHOBNIEHUA.

. — MO3BOJISAET HACTPOUTh PEAKLMIO
npouecce NPoBEPKM MO TPEGOBAHMIO U MO PaCrMCaHMIO.

Ha yrpo3bl, 06Hapy>XV1BaeMble B

. — MO3BONSAET HACTPOUTb peaKLmio
MOHUTOPOM hanNTOBOM CUCTEMBbI

Ha yrposbl, O6HapyX1BaeMmble

) — MO03BOJIIET HACTPOUTL NapaMeTpbl KOHTPONS MOHWUTOPOM Joctyna K
cetn UHTepHeT.

. — MO3BONSAET HACTPOUTL CNIUCOK O6BLEKTOB, KOTOPbIE CledyeT UCKNOYaTb U3 MPOBEPKU
no TpeboBaHWIO 1 NO PacnMCaHmIo, a TAKXKE U3 NepedHsl 06bEKTOB, HaboaaeMbIX
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e [1/12HMPOBLUVK — TO3BOMIIET HACTPOUTb MNEPUOAMYECKUI 3arycK MPOBEPOK MO  3afaHHOMY
pacnu1caHmio.

e Pexxyum — no3BonsieT BblbpaTb pexnM 3alinThbl (OAMHOYHAs!, LUEHTpPanM30BaHHas), B KOTOPOM
pabotaet Dr.Web ans Linux.

Bce w3MeHeHWs, BHOCMMblE B HaCTpOVIKM, NpeAcTaBNEHHbIE Ha 3TUX BKAaAdKaxX, MNPUMEHAIOTCA
HeMeAEHHO.

Ecnv Dr.Web pns Linux paboTaeT B peXuMe LIEHTPann30BaHHO 3alliuThl, TO HEKOTOPbIE HACTPOMKM
MOryT 6biTb 3a6110KMPOBaHbI ¥ HEAOCTYMHbI ANS U3MEHEHMS.

OCHOBHbI€ HAaCTPOMKH

Ha Bknagke OCHOBHbIE Bbl MOXETE HAaCTPOUTb OCHOBHbIE MapaMeTpbl paboTbl MPUIOXKEHWSI.

DrWeb gnsa Linux

OCHOBHbIE CKaHep SpiDerGuard SplDer Gate | Mcknw4YeHMA | MNNaHWPOBLUKK | PexKm

% 3BYKOBOE CONPOBOXAEHHE CcoBbITWIA

[ MokasbiBaTe BCNAbIBaKOLWME VEEeOOMNEHWA

O6HoBNATE Basbl | Kaxkable nonyaca - | | MNpoKCU-CEpBEp... |

| COpocKTE HACTPOIHKHK |

ﬂ\u HaxmMuTe Ha 3aMoK ANA oTKa3a oT Npas agMUMHMCTpaTopa

PucyHok 50. Bknaagka OCHOBHbIX HaCTpoekK

dnaxok YcTaHoBKa 3TOro (naxkka npeanucbiBaeT AHTMBMPYCY MNPOUTpLIBaTb
3BYKOBOE COMNPOBOXAEHNE  3BYKOBbIE YBEAOM/EHMS NMPU BO3HUKHOBEHUM TaKMX COBbLITUN, KakK:

T e O6Hapy>xeHa yrpo3a (kak Ckanepom Tak n SpIDer Guard)

e Owwubka NpoBepku obbekTa

o UT.M.
dnaxok YcTaHoBKa 3TOro (naXkka npeanucbiBaeT AHTUBMPYCY Mpu pabote B
Moka3biBaTh BCn/biBalOWne pexume rpaduyeckoro paboyero crona oTobpaxaTb Ha  3KpaHe
yBeAoMJIEHUS BCM/IbIBatOLLVE YBEAOMIIEHNS NMPY BO3HUKHOBEHUM TaKMX COBbITUM, KaK:

e Ob6Hapy>xeHa yrposa
e Owwnbka npoBepku

e UT.N.
BbinagatoLmin cnucok Mo3sonser BbIOpaTb  NEPUOAMYHOCTb  ABTOMATMUECKOr0  OOHOBMEHUS
O6HOBNATbL 6a3bl BUPYCHbIX 6a3 1 aHTUBMPYCHOro siapa Mopynem o6HOBIEHUA.
KHomka OTKPbIBAET OKHO HACTPOWKM UCMonb3oBaHWs Mopaynem o6HOBIEHWIA
Mpokcu-cepsep... MpOKCU-cepBepa AN MosydyeHust OBHOBREHWI (MCMONb30BaHWe MPOKCU-

cepBepa MOXET MOHaAoBUTbC B TOM Cillydae ecnv obpalleHne K BHELHUM
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CepBepaM 3arpeLLeHo NonnTMkammn 6e30nacHoOCTU CETK).

KHonka Mo3BoNsieT COPOCUTL HACTPOMKM B 3HAUEHUSI MO YMOTUYAHWIO.
C6poCcUTb HaCTPOKMN

g [na ynpaBneHus napameTpaMmu nosiydeHnst O6HOBMEHWI 1 cBpoca HAacTPOEK B 3HAYEHWs MO YMOMYaHMIO
A HeobXxoAMMo, yTO6bI NpuIoXeHue obnagano MOBbILIEHHBIMU npaBamu. Cm.
YrpaBneH1e npaBamMm NpUIoXKeHUs,

HacTpoikn npokcu-cepBepa, UCMOJIb3yeMOro AJA NoJjiyueHuss o6HOBNEeHUH

B oOkHe HacTpolku ucrnonb3oBaHus Mopynem o06HOBNEHMI NPOKCU-CepBEpa A MOSyYeHus
06HOB/NEHUIA Bbl MOXXETE HACTPOUTL CieAytoLMe NapaMeTpbl:

Mcnonb3oBaTh UK HET NPOKCUM-CEPBEP AN NOyYeHUss OBHOBNIEHUN;
Anpec NpoKcu-cepBepa, KOTOpbIN creyeT UCNONb30BaTb AN MOyYeHUs O6HOBNEHWIA;

MopT ANs NOAK/IOYEHNS K MPOKCU-CEPBEPY;
MIMs nonb3oBaTens v Naposib, UCTONb3yeMble ANS ayTEHTUMUKALMM Ha NMPOKCU-CEPBEPE.

Mcnonb3oBaTh NPOKCH-CEPEEP
Anpec cepeepa MopT
192.168.0.1 : 12345
WMMA nonb3oeatena
user
MNMapons
[ l
| OtMeHa | IT‘

PucyHok 51. HacTpoiiku npokcu-cepBepa

HaxaTtne kHonkn OK 3aKpbIBAET OKHO HaCTpOVIKM C COXpaHEHMEM BHECEHHbIX M3MeHeHMVI, HaXaTtune
KHoMkn OTMeHa 3aKpbIBA€T OKHO 6e3 COXpaHEHNA BHECEHHbIX N3MEHEHU.

HacTpoikn ckaHMpoBaHus

Ha Bknagke CkaHep Bbl MOXeTe HaCTpouTb JencTBus, kotopble Dr.Web pans Linux pomkeH
MpUMeHsATb K yrpo3aM B cCflyuyae obHapyxeHuss ux CkaHepom B npouecce nposepku ainos no
TpeboBaHnio NoNb30BaTeNS UK MO PACMVCAHNIO.
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G Dr.Web gna Linux

OcHoBHble | CKaHep SpIDerGuard SplDer Gate | Mcknw4YeHMA | MNNaHWPOBLUKK | PexKm

BbibepuTe AeAcTEMA, NPUMEHAEMbIE K 0BHAPYKEHHbIM Yrpo3am:

MHdunumpoBsatHble 06bekTel | JleynTe (pekomeHayeTca) =

- |

HeWzneynmble obbekThI | B KapaHTWH (pekomeHayeTca) = |

ik

: MonospuTenbHble 06bekTol | B KapaHTMH (pekoMeHayeTcs)

¥ [poyee
PeknamHble NporpaMmsl | B KapaHTuH (pekoMeHayeTca) =
Mporpammel 0O3BOHA | B KapaHTuH (pekoMeHgyeTca) 2
MporpaMmmbl-LLYTKK | MponycTiTh (peKoMeHayeTcr) =
MoTeHuMaNneHo onacHele | MponycTiThL (peKoMeHayeTcr) =
MNporpamMmesl B310Ma | MponycTuTL (peKoMeHayeTca) = |

& NpumeHaTs AERCTBUA K YTPO3aM aBTOMaTHYECKK

| PacWwnpeHHbIe... |

PucyHok 52. Bknagka HacTpoek CKaHUpOBaHUs

B BbiNaaatoLLmMx Crivckax cneayet Bblbpath [eicTBrE, koTopoe Dr.Web asnis Linux A0MKeH NPUMEHNUTb
K 06BbEKTY B C/lydae 06HAPYXKEHUS B HEM Yrpo3bl OMNpEE/IEHHOr0 TUMa.

BkntoueHne cnaxka [MpuMeHATb AEACTBMA K Yrpo3aM aBTOMAaTMYeCKM MpeanucbiBaeT
AHTMBMPYCY MNMPUMEHSATb YKasaHHOe AelCTBME K OObEKTY, CoAepXKalleMy yrpo3y Cpasy B MOMEHT ee
obHapyxeHusi CkaHepom B Xo4e NpoBepKKU Nno TpeboBaHMIO MK No pacnucaHuto (nonb3osaTenb byger
NPOVHGMOPMMUPOBAH O HEMTpPanM3aLUMmM yrpo3bl, @ MHGopMaums 06 Hel byaeT AOCTYMHa B CrMcKe Vrpos).
B cnyyae ecnm dnaxok OTKIOYEH, yrpo3a, obHapyxeHHas CkaHepom, 6yaeT Tonbko gobaeneHa B
CMMCOK OBHAPYXXEHHBbIX Yrpo3, B KOTOPOM MOJIb30BaTeNO MPUAETCS CaMOCTOSITENbHO BbibpaTh, Kakoe
[ENCTBME K HEW CeflyeT NpPUMEHUTb.

[ns obecneveHns Haunny4llero ypoBHs 6e30nacHoCTH PEKOMEHAYETCA Ha3Ha4yuUTb Ansd BCEX TUMOB Yrpo3
AEI‘/IICTBVIFI, OTMEYEHHbIE B CMNCKaX KakK peKoMeHAyeMbIE, N OCTaBUTb BKJTIOYEHHbLIM cbna»(ox MpumeHaTb
aeincTBus K yrposamMm aBTOMaTUYECKMU.

HaxaTne Ha KHOMKY PacClUMpeHHbIE... OTKPbIBAET OKHO [OMOJIHATENbHbIX HACTPOEK MpOBEpPKU
¢annos.

PaclumpeHHble HaCTPOMKN CKaHUPOBaHUSA

B OKHe AONOSHUTENbHbLIX HACTPOEK MPOBEPKM Bbl MOXETE HACTPOMTb Crieaylowme napaMmeTpbl paboTol
CkaHepa:

e BKNIOUNTb M OTKIOUMTL NPOBEPKY COAEPXKUMOr0 KOHTeVIHepOB:

o ApxuBOB;

o MoyToBbIX halinoB;

e 3a/aTb OrpaHMYeHNe Ha BpeMs NpoBepKu oaHoro daiina.



;4
“ﬁ

M
$

Pa6ota c AHTUBUPYCOM

™ PaclIMpeHHbIE HACTPOHKH

MpOBEPATL COASPHUMOR:
ApxwBoE (zZip, rar v T.4.)
MouToBbx darnos (pst, thbwt.a.)

[] OrpaHWunTb EpEMA NpoBEPKH haina go | 3 ek

| Ommesa || 0K |

PucyHok 53. PacluMpeHHble HaCTPOMKN CKaHMPOBaHUA

.. Ecnv dnaxkkn npoBepKM COAEPXKMMOr0 KOHTEMHEPOB HE BKJIOYEHbI, TO 3TO O3HAYaeT, 4To aiinbl-
ﬁ KOHTEHepbl BCE paBHO MpoBepsloTcs CkaHepoM, HO 6e3 OTAENbHOW MPOBEPKU BIIOXKEHHBLIX B HUX
aiinos.

HaxaTtne kHonkn OK 3aKpbIBA€T OKHO HaCTpOVIKM C COXpaHEHMEM BHECEHHbIX VI3MeHeHVIl‘/II, HaXaTtune

KHOMkn OTMeHa 3aKpbIBA€T OKHO 6e3 COXpaHEHNA BHECEHHbIX N3MEHEHWUN.
HacTpoikn MOHUTOpUHra ¢aitsioBo CUCTEMbI

Ha Bknagke SpIDer Guard Bbl MOXeTe HacTpouTb AencTBus, KoTopble Dr.Web pns Linux gomkeH
MPUMEHSTL K Yrpo3aM B C/ly4ae obHapy»XeHWst MX MOHUTOPOM (aitnoBoli cucteMbl SpIDer Guard.

0 DrWeb pna Linux

OcHoBHele = CkaHep | SplDer Guard | SplDer Gate | McknoveHWA  MNaHMPOBLUMK | Pexum

BbibepuTe AeACTBWA, NPMMEHAEMBbIE K 06HAPYXEHHbIM Yrpo3am:

WMH$uumpoBaHHbie obbekTsl | JleunTs (pekomeHayeTcn)

-

HeWzneynmble obbeKThI | B KapaHTUH (pekomeHayeTca) =

: NopospuTensHbie 06bekTsl | B KapaHTuH (pekomerayetca) 3

¥ [poyee
PeknamHble NporpaMmsl | B KapaHTuH (pekomeHpyeTca) =
Mporpammel 0O3BOHA | B KapaHTuH (pexkomenpgyetca) =
MNporpammbi-lWyTKKW | MponycTute (pekomenayeTca) =
MoTeHuManeHo onacHele | MponycTnT (pekomeHnayeTca) =
MNporpamMmesl B310Ma | MponycTuTh (pekomeHayeTca) =

| PacWwnpeHHbIe... |

ﬂu HaxmMuTe Ha 3aMoK ANA oTKa3a oT Npas agMUMHKMCTpaTopa

PucyHok 54. Bknagka HacTpoek MOHUTOpPUHra ¢aiifioBoit cucTeMbl

OTa BKaAKa, BKAKOYaAsh OKHO paclUMpPeHHbIX HAaCTPOeK, aHanorMyHa BKIagKe HacTpoeK CKaHMPOBaHNS.

Ay, Ana u3MeHeHMs HacTpoek MoHWTOpa (aiinosoit cuctembl SpIDer Guard HeobxoaMmo, 4TOObI
ﬁ npunoxeHune 06n1agano noBblIWEHHLIMU NpaBaMu. CM. YrpaeneHve npasamu npuioKeHus.

Bo3MOXHOCTb HacTpolku SplIDer Guard npu pabote AHTMBMpYcCa MOA YMpaBNEHWEM CepBepa
LIeHTPaNM30BaHHOM 3aLIMThLI MOXKET BbITb 3a6/10KMPOBaHa, €C/M 3TO 3arpeLleHo CEPBEPOM.
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HacTpoiiku KOHTpona aocryna k cetu UHTepHeTt

Ha Bknagke SpIDer Gate Bbl MOXeTe HAaCTPOUTb MOAUTMKM 6€30MacHOCTM, KOTOpPblE MOHUTOP AOCTYMa
K ceT UHTepHeT SplDer Gate 6yaeT UCMo/b30BaTh NpU KOHTPOJE obpalleHnit K MHTepHeT.

i DrWeb gnsa Linux

a Hacunue
Opyxue

HapKOTHKH

OcHOBHBIe | CkaHep  SplDer Guard | SplDer Gate | McknwouyeHHa  TMNaHWPOBLUMK | Pexum

BnokMpoBaTe URL, nobaBneHHsle no obpalleHuto npasoobnanartena

BNIOKHPOBaTe HEPEKOMEHAYEMbIE CaMThI

BNOKWPOBATE CNEAyHOLLME KATErOpUM CaiTOB:
CaiTbl 4NA B3POCIBIX HelLeH3ypHaA Jekcuka

A3apTHLIE UIpPbl

| YepHeli 1 Genblil CIMCKH... | | PacluMpeHHbIe... |

YaTbl
TeppopH3am
3NeKTPOHHAA NoYTa

| CouManesHele CeTH

[-Ll]il HaXMWTe Ha 3aMOoK ONA OTKa3a oT Npas aAMUHUCTpaTopa

PucyHok 55. Bkiaaka HaCcTpoeK KOHTpOossA AocTyna K cetu UIHTepHeT

YcTaHaBnMBas UM CHUMasi COOTBETCTBYIOLIME MEPEKIOHATENN, Bbl MOXETE 3anpeTuTb UM pa3pewunTb
[OCTyn K Beb-caiiTaM crneaytowmx KaTeropuii:

URL, dobasneHHble no obpawieHuro
nasoobnadamernsi

HepekomeHdyembie calimbi

Calimb! 05151 83pOCIIbIX

Hacunue

Opyxue

AsapmHble uzpbi

Hapkomuku

HeueH3ypHas nekcuka
Hamebl

Teppopusm
BrnekmpoHHasi noyma

CoyuarnbHble cemu

CaiiTbl, copepXaliye MaTepuasnbl, HapyLualolme 3aKOHOAATeNbCTBO 06
aBTOPCKMX npaBax (MO MHeHUO npaBoobnagatenss MaTepuasnos,
pa3MeLLeHHbIX Ha canTe ). OTO pasfIMyHble «MUPaTCKUe» CalThl, KaTanoru
(aiinoBbIx CCbINOK, aitnoobMeHHbIe pecypchl U T.M.

CaiiTbl, COAepXallMe COMHUTENbHOE COAEPXXMMOE, 3arof03peHHble B
duLMHre, KpaXxke naponen v T.n.

CaiiTbl, coaepXxalime MaTepuanbl, NpeaHa3HaAYeHHbIe TOSIbKO ANst B3POC/bIX
(3poTMUECKoro 1 NopHorpaduyeckoro xapakrtepa)

CaiiTbl, CcoAepXxallme OnucaHWe U AEMOHCTPALIMIO CLEH Hacunus (BKtoYas
BOWHbI, CLIEHbI TEPPOPUCTUUECKMX aKTOB U T.1.)

Caﬁm, NOCBALLUEHHbIE OMUCAHUIO N U3rOTOBJIEHNIO OPYXXUA U B3PbIBYATbIX
BeLlecTs

CaiiTbl, NMOCBALLEHHbIE a3aPTHLIM UIPaM U UrpaM Ha AeHbr1, B T.4Y. OHAlH-
KasuHoO

Cal‘;lTbI, NOCBALLIEHHbIE HapKOTUYECKMM BeLleCTBaM, B T.4. ONMUCaHUIO WX
U3roToBMEHUA UK OMbiTa UX YI'IOTDE6}'IEHVIFI

CalTbl, coaepiKallume HeLLEH3YPHYH NEKCUKY
CaiiTbl YaToB

CaliTbl, NOCBSLIEHHbIE TEPPOPU3MY

CailtTbl 6ecnnaTHbIX MOYTOBLIX CNYX6

CaliTbl COLManbHbIX CETEN
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Cnvckun Beﬁ-CaIZTOB, OTHOCALUMXCH K [AaHHbIM KaTeropusiM, MOCTaBMAKTCA B COCTaBe AHTMBMUpyca U
) g
L%, aBTOMATM4YeCcKM 0BHOBNSHOTCS npun o6HOBNEHUN BUPYCHbIX 6a3. lMNonb3oBaTenb He MMEET BO3MOXHOCTU
PEAAKTMPOBATb COAEPXMMOE 3TUX CMUCKOB.

OanH n TOT Xe Beb-CallT MOXET OblTb BK/IIOYEH CPa3y B HECKOJSIbKO CMMCKOB Pa3/IMYHbIX KaTEropuia.
MoHuUTOp AdocTyna k cet WHTepHeT SplDer Gate 6yaer 6nokupoBaTb AOCTYN K CalTy, €CnvM OH
nonagaet XoTs 6bl B OAMH U3 CMICKOB, BKJIIOYEHHBIX A1 3anpeTa AocTyna.

Mpn HeobxoaMMOCTM 3ab/IOKMPOBaTb AOCTYM K HEKOTOPOMY Be6-CaiiTy, HE OTHOCSLLEMYCS HU K OAHOM
13 npefonpeaesneHHbIX KaTeropuwin, ero crneayeT BKIOUMTb B MOJSIb30BATENBbCKUIA YEPHbIN CMMCOK. Ecm
HaobopoT, TpebyeTcs NPUHYANUTENIbHO PaspelmnTb AOCTYMN K HEKOTOPOMY CalTy, HE CMOTPSl Ha TO, YTO
OH OTHOCUTCS K KaKOW-IMBO M3 3ampeLleHHbIX KaTeropui, ero CeayeT BKIYUTL B MONb30BATENNbCKUIA
6esbli1 CNncoK.

) CyliecTByeT ocobasi kaTeropusi Beb6-CalTOB — «BpeAOHOCHble». [ocTyn K caWiTaM 3TOM KaTeropuu
418 3anpelyaeTca B IIOOOM Cyyae, AaXe eC/in OHU BKITHOHAlOTCS B MOJIb30BaTENbCKMMN 6esblin CrIUCOK.

YnpaBneHue YyepHbiM 1 6enbiM cnuckamm Beb6-cantos

[Ansa ynpaBneHns YepHbiM 1 6eNbiM CNNCKaMK CleflyeT HaXaTb KHOMKY YepHbIA U 6enblii CUCKM...

@ YnpaBneHWe CNUCKaMM

WMcnonb3yiite Benblid v YepHbIA cCNUCKK, yTobbl yKa3aTk Beb-caiTsbl, AocTyn K
KOTOPbIM AoNKeH BbITe paspelueH, unu HaobopoT, 3anpelyeH. Maiins,
33rpy>KaeMble C CAHTOB, BHECEHbIX B GENbIA CMWMCOK, BCe paBHO NPOBEPAKDTCA HA
Ha/IM4Me BUPYCOB M BPELOHOCHBIX MPOrPamMMm.

Benbii cnucok YepHbIA CNUMCOK
example.com example.net

aasre,

Otmena || OK |

PucyHok 56. OkKHO ynpaBnieHus YepHbIM U 6esbiM cnuckamm

Ana pnobaBneHus caiTa B YEpHbI MnM 6enblii CNUCKM CneayeT BBECTWM ero JOMeH B rnosie BBOAa, W
HaXkaTb COOTBETCTBYHOLLYIO KHOMKY.

e HaxaTue kHOMk1 Pa3pewnTb A06aBNSET BBEEHHLIN aapec B 6enblii CUCOK.
e HaxxaTve KHOMKM 3anpeTuTb A06aBNSET BBEAEHHbIV aApec B YEepHbIi CrIMCOK.

[lo6aBneHne HEKOTOPOro AOMEHHOro agpeca B 6enblii MAM YepHbId CMUCOK paspellaer, Wu,
COOTBETCTBEHHO, 3aMpeLLaeT AOCTYn KO BCEM PecypcaM, PacrosioKeHHbIM Ha JaHHOM [JOMEHE.

Onsa ynaneHus Beb6-caliTa n3 6enoro nnm YEPHOro CnNncKka cneAyeT BblAENINTb €ro B COOTBETCTBYIOLLEM
CMUCKEe U HaXaTb KHOMKY YAanuTb.

YT0o6bl 3aKpbiTb OKHO C MPUWMEHEHMEM BCEX BHECEHHbIX M3MEHEHWUW, CneayeT HaxaTb KHorky OK.
HaaTue kHonku OTMEeHa 3aKpbiBaeT OKHO 6€3 COXpaHEHWSI U3MEHEHWUI, BHECEHHBIX B CMUCKM.
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YnpasneHue napaMeTpamMu nposepku ¢aitnios

[na ynpaBieHusl napaMeTpaMu, KOTOpble MOHWUTOP 6yOeT NpuMeHsITb Mpu MNpoBepke
(alino., 3arpy>eHHbIX U3 VIHTEpHET, crieayeT HaXaTb KHOMKY PacCluMpeHHbIe...

@ nMapaMeTpkl NPOBEPKH

BnokupoBaTk BpeJOHOCHbIE 0BBEKThI:

& NopospuTenkbHele

& PeknamHble nporpamMmel
& Nporpammel 403BOHE
& Nporpammbl-LyTKK

& Nporpammel B3noma

& NoteHuWansHO onacHble

OrpaHW4vTE BpeMA NpoBepKM daina 4o | 1 _| cek.
& BnokupoBaTh HEMNPOBEPEHHBIE ainbl

OTmeHa | | oK |

PucyHok 57. OKHO ynpaB/iieHusi HaCTpolkaMu npoBepku pannios

B nosiBuBLIEMCS OKHE Bbl MOXETe YyKa3aTb, KakuMe KaTeropum BpeAOHOCHbIX OOBLEKTOB cneayeT
6,10kMpPOBaTb NPU MOMbITKE UX 3arpy3ku U3 ceTn MHTepHeT. ECnn HEKOTOPbIN NepeksitoYaTesib BKIIOYEH,
TOo (halnbl, coaepxalMe yrposy COOTBETCTBYIOLWEr0 TuMa, GyayT OTBepratbCs MpW MOMbITKE UX
3arpy3ky Ha KomnbtoTep u3 cet MHTepHeT. Ecin nepekntoyatent OTKYEH, TO dainbl, coaepaliume
yrpo3bl 3TOro Tuna, 6yayT 3arpyxatbcsi. KpoMe 3TOro Bbl MOXKETE TaKXKe YCTaHOBUTb MaKCMMaslbHbIN
MHTEpBan BPEMEHW, OTBOAMMbIN Ha MPOBEPKY 3arpy>xaeMbix ¢ainoB. ECiM BkIOUeH nepeknioyaTesnb
BnokupoBaTb HenpoBepeHHble dainbl, TO ¢aiibl, KOTOpble He YyAanocb MNPOBEPUTb W3-3a
BO3HWMKHOBEHMS oOwMbKM, OyayT O6/10KMpoBaTbCA nNpu  3arpy3ke. [nsi  paspelleHns  3arpysku
HenpoBepeHHbIX aiiioB NepekioyaTelb MOXXHO OTK/IIOUNTL (HE pekoMeHayeTcst).

Ecnu 3arpy>aemblit haiin He yaanocb NpoBEpUTL U3-3a TOrO, YTO UCTEK UHTEPBa BPEMEHM, OTBEAEHHbIN
4= Ha ero npoBepKy, TO Takol dain He ByeT cuMTaTbCsl HEMPOBEPEHHBIM U He ByaAeT 6OKMPOBATLCS, AAXE
€Cnu nepekstoyaTess BriokMpoBaTbh HeEMpoBepeHHble (aiisbl BKIIIOYEH.

YTo6bl 3aKpbiTb OKHO C MPUMEHEHMEM BCEX BHECEHHbIX M3MEHEHWUW, CneayeT HaxaTb KHorky OK.
HaxxaTne kHomky OTMEeHa 3aKpblBaeT OKHO 6€3 COXPaHEHMSI BHECEHHbBIX M3MEHEHU.

[N M3MEeHeHUs HacTpPoeK MOHMTOpa AOCTyrna K ceTu WHTepHeT HeobxoanMo, YTOObI
L% npunoxxeHve 061aaano noBbllLEHHbIMY NpaBaMu. CM.

HacTpoika ucknroueHmn

Ha Bknagke WUckloueHust Bbl MOXETE yKa3aTb MepedeHb NyTeld K obbekTaM, KOTopble cneayet
UCKNIOYaTb U3 NPOBEPKMK MO ronb3oBaTens U/unm no , ot nx
MOHWUTOPOM haliNIOBON CUCTEMBI

81



;«
‘c‘

M
<

Pa6oTa c AHTUBMPYCOM | 82

m DrWeb gnsa Linux

OCHOBHblE CKaHep | SpiDer Guard = SplDer Gate | Mckito4eHMA | MNaHWPOBLUWMK | PexXnM

Bbi6epHTe NyTH, MCK/IHOYAEMBIE W3 NPOBEPKK:

MyTe SpiDer Guard CkaHep
Jhome/user/Documents ] =
Jproc ] %

ﬂu HaXMWTe Ha 3aMOoK ONA OTKa3a oT Npas aAMUHUCTpaTopa

PucyHok 58. Bknagka HaCTPOMKMN UCKJTHOUEHUH

OauH 1 TOT Xe 06bEKT Bbl MOXKETE A06aBUTb B CMIUCOK UCKITIOYEHUIA Kak AN npoBepku CkaHnepom (Mo
3anpocy W/uUaM Mno pacnucaHuio), Tak U Ana HabnoaeHus MOHMTOpPOM alnoBon cucteMbl SplDer
Guard. OTMeTKa, AN KaKoro KOMNOHeHTa 06bEKT U3 Cnucka Ao6aBNeH B UCKIIIOYEHNS, N306paXaeTcs
(bnaxkkom B COOTBETCTBYIOLLEM CTONBLIE TabULIbI.

[o6aBneHune n yganeHme o6beKToB U3 CNUCKOB UCK/THOYEHUN

Ytobbl [106aBUTb O6BLEKT, MPUCYTCTBYIOWMIA B CMWUCKE, B MEpeYeHb WCKIIIOUYAEMbIX OOGLEKTOB Asist
Crxanepa wim ans SplDer Guard, HeobxoAMMO BK/IOYMTL COOTBETCTBYIOLMIN (hNaXKOK B CTPOKe
ob6bekTa. YTobbl NCKIIOUMTL O6BEKT, NPEACTAB/IEHHbIA B CMUCKE, U3 NEepeYHst 06bEKTOB UCKIIOYAEMBbIX

“3 npoBepkun CkaHepom wnm SpIDer Guard, HeoBX0AMMO OTKIHOUYMUTL COOTBETCTBYIOLWMI (DrIaXoK B
CTpoke obbekTa.

YT06bl 106@BUTH B CMIUCOK HOBbIN O6LEKT, CNEAYET HaXaTb KHOMKY «+3, PAacroNOXeHHYH MoA CrIMCKOM
06beKTOB, U Bbi6paTb OOBEKT B MOSABMBLUEMCS OKHE Bbibopa KaTasnoroB M (ainos. KpoMe 3Toro, Bbl
MoXKeTe 106aBUTb 06bEKTLI B 3TOT CMMCOK, NEPETALLMB UX MbILLbIO U3 OKHa (aliioBOro MeHemKepa.

YT06bl yAanMTb 06bEKT U3 CMNCKA, CNeayeT BbiAENWUTb ero CTPOYKY B CMUCKE M HaXaTb KHOMKY «—»,
PaCronoXeHHYH MOA CrIUCKOM.

/y. Dnsi nobaeneHns v ynaneHns oGbeKTOB 13 NEPEUHst UCKIIOYEHMIA MOHUTOPa (aiinoBoii cucTembl SpIDer
A= Guard  Heo6xoMMO,  uTOGbl  MPUNOXKEHWE  OBNafano  MOBbIWEHHbIMM  MpaBaMu.  CM.
Ynpae/eH1e npasamy NpuIoKeHus.

O6paTMTe BHUMaHWE, 4TO 06beKkT Henb3s yoanutb M3 CNUcKa, €eCcsin OH pobaeneH B nepeyeHb

uckntoueHnin ans SplDer Guard, v npunoxeHne He o6nafaeT NpaBaMU Ha KOPPEKTUPOBKY 3TOrO
nepeuyHs.

HacTpo#ka pacnucaHus

Ha Bknagke MNMnaHMPOBLUUK Bbl MOXETE BK/OUUTbL MCMOSIb30BAHWE CUCTEMHOrO MAaHUPOBLUMKA AN

aBTOMaTMYECKOro 3arnycka MpOBEPKM MO pacnucaHuio, 3alaTb pacnucaHuWe 3arnycka v BblbpaTb Tun
NpOBEPKMY.



T4
))
“ﬁ

M
&J

Pa6ora c AHTUBMpycom | 83

-~

- DrWeb gnsa Linux

OCHOBHBIe = CKaHep SpIDerGuard SplDer Gate | MckntoueHHA MNaHWPOBLLWK | Pexmm

[ BbINOMHATL NPOBEPKY NO PaCNHUCaHMID

Enu []Br Cp &yt nr 6 & Bc

Bpemsa | 06:30 | _

{s} Tvn nposepky | BelbopoyHas npoBepka =

MpoeepATh 00BLEKTHI (2)...

PucyHok 59. Bknagka HaCcTpoiiku pacnmcaHus

Ansa BrioyeHns aBTOMaTMYECKOM NPOBEPKKM MO paCnnCaHUio CNefyeT BKIKOYUTb Cb}'la)KOK BbINO/IHATDL
npoBepKy MO pacnucaHurw. B 3ToM cniyyae co3pgact ana  CUCTEMHOro
naaHUPOBLLMKa Cron 3aa4y nepnoanyeckoro 3anycka npoBeEpKHU.

MpoBepkM MO 3adaHHOMY pacnucaHuilo OyayT 3arnyckaTbCs CUCTEMHBIM MJIAHUPOBLUMKOM CFon C

4= yKkazaHHOW NeproOANYHOCTbIO BHE 3aBUCMMOCTY OT TOro, 3aryLueH WK HeT.
Ecnm paboTaeT noa YynpaBneHWeM cepBepa , Ha KOTOpOM
BKJIOYEH 3ampeT Ha 3anyck MpoBepku daiinoB Mosb3oBaTesieM, TO He 6yaeT 3anyckaTb

MPOBEPKU MO PACMNCAHUIO, ECIIN OHU HACTPOEHbI.

[ns npoBepok, 3anyckaeMblX MO pacrvcaHuio, Kak W AN MpOBEpoK , OeNCTByIOT
HACTPOVKM NPOBEPKM, 3aAaHHbIE Ha CkaHep.

HacTpoiika npoBepKu No pacnucaHuio
BkntoumB MPOBEPKY MO pacCrincaHnio, Bbl MOXXETE HACTPOUTb CIEAYIOLLNE NAapaMETPbI:

e BbibpaTb AHM Hepenu, B KOTOPbIE CleayeT 3anyckaTb MNpPoBepKy (BKIKOYMB COOTBETCTBYOLUME
naxkn);

e YCTaHOBWTb BpeMs (4acbl U MUHYThI) Havana NpoBEPKM.
e 3apatb (beicTpas, MonHasa van BbibopoyHas).

e [Ina Bbi60poYHO/ NpoBepkyu NO pacnmcaHUIO Bbl MOXETE 3a4aTb NepeyeHb 06bEeKTOB, MOANEXALLMX
npoBepke. [lns 3TOro ciefyeT HaxaTb KHOMKy MNMpoBepsTb 06beKTbl... (B CKOOKax yKasblBaeTcs
KOJIMYECTBO 06BEKTOB, BbIGPaHHLIX A/t MPOBEPKU MO pacrmncaHuio).

Mocne 3Toro Ha 3KpaHe OTKPOETCS OKHO Bbli6opa 06bEKTOB A/1s BbIGOPOUHONM NPOBEPKN O6BLEKTOB MO
pacnucaHunio, aHanorMYHoOe OKHY ANs1 BbIOOPOYHOI NPOBEPKK MO TpeboBaHuio. Bbl
MoXeTe f06aBUTb 0ObEKTHI B CMIMCOK, KakK UCMOMb3ysl KHOMKY «+», TaK U nepeTackvMBas UX B CIMCOK
MbILIbIO U3 OKHa (haiifoBOro MeHemxepa.

[ns OTK/IIOYEHUS aBTOMATUYECKOW MPOBEPKM O6BLEKTOB MO PacrUCaHUIO CrieayeT OTKMOUUTL (hNaxKoK
BbINOJIHATb NPOBEpPKY No pacnucaHuio. COOTBETCTBYIOLAA 33Ja4ya CUCTEMHOrO MaHMPOBLLMKA
cron, 3anyckaollas NpoBepky, 6yAeT aBTOMaTUYECKN yaasieHa.
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HacTtpoika pexxuMma pa6oTbl

Ha Bknaake PeuM Bbl MOXeTe nogknounte Dr.Web pgns Linux K cepBepy LEHTpanvM30BaHHOM
3awmThl (nepeBeas €ro B DPEXMM  LEHTPANM30BaHHOW 3alUMTbl) WM OTK/IOYUTBCS OT CcepBepa

LieHTpanM30BaHHOM 3awmTthl (B 3TOM ciydae Dr.Web pgns Linux 6yger pabotatb B OAMHOYHOM
pexumMe).

m DrWeb gnsa Linux
OcHOBHble | CkaHep | SplDer Guard = SplDer Gate = McknwueHWa = [MNaHWPOBLIMK | PEXMM

PexKUM LeHTPaIM30BaHHOM 3alKTbl MO3BOMAET NOAKIHYMTE AHTMBKMPYC K KOPNOPaTHBHOM
GHTMBMPYCHO CETH MM aHTMBMUPYCHOMY CEPBMCY Ballero NpoBaiepa v nosy4yatb

NapaMeTpbl 33lMThI, COOTBETCTBYHLIWE NOAMTMKaM Ge30nNacHOCTH KOMMaHWKM MK
PEKOMEHOYEMbIE NPOBaAAEPOM.

1 Beno4nTb PeXWM LLeHTPaNM30BaHHON 3aLUMThI

104

ﬂu HaXMWTe Ha 3aMOoK ONA OTKa3a oT Npas aAMUHUCTpaTopa

PucyHok 60. Bknagka ynpaB/ieHUs1 peXXuMoM paboTbl

Utobbl noakntoumTe Dr.Web ans Linux K cepBepy LeHTPann30BaHHON 3alUuTbl UK OTKIKOUUTLCS OT
HEero, UCMosb3yWTe COOTBETCTBYIOWMIN haXoK.

[Ana noakntoueHns Dr.Web ans Linux K cepepy LEHTPanvM30BaHHOM 3aLUTbl UIN OTKTIOYEHUSI OT HEro
Heobxo0aMMo, yTOObI NpunoXeHne obnapano

NOBbILUEHHBIMU npaBamMu. CMm.
YnpasneHue npasaMu NpuIoXeHus.

MoakntoueHne K cepsepy LeHTPasIM30BaHHOM 3aLUTbI

Mpy MOMbITKE MOAK/IIOYEHUSI K CEPBEPY LEHTPanM30BaHHOW 3alUMTbl Ha 3KpaHe MOSIBUTCS OKHO, B
KOTOpoM TpebyeTcst yka3aTb NapaMeTpbl MOAKIOYEHNSI K CEpBepY.
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Agpec cepsepa Mopt
[ | : [2193

®ann nybnWuHoro KNya cepeepa

0630p...

¥ AyTeHTHhMKaUWA (DONONHHTENBHO)

WMpenTHdHKaTop pabouel cTaHUMK

MNaponb

MNMogKNHYKTBCA KK «HOBHUOK»

OTMeHa

PucyHok 61. OKHO NOAKJIIOUEHUS] K CEpPBEpPY LIeHTPa/IM30BaHHOM 3aLUMUTbI

[N NoAKMOUYEHMSI K CEpPBEPY LIEHTPANM30BAHHOW 3allUWThl CNeayeT ykas3aTb C/eaylolue napaMmeTpsbl
(OHM AoMXHbI 6bITh NMpPeAoCTaBeHbl BaM aIMUHUCTPATOPOM aHTUBMPYCHOW CETU WK NPOBalAepoM):

e AJpec cepBepa LEHTPan30BaHHOW 3aluThl;
e [MOpT, MCMONb3YEMbIN ANS NOAK/IIOYEHUS] K CEPBEPY LIEHTPaNN30BaHHOW 3alUuThl;
e [yTb K harny nybnnmyHoro kiwo4a cepsepa.

[JlononHuTenbHo, B pasgene AyTeHTU(UKALMUA, Bbl MOXETe YyKka3aTb uAeHTUdMKaTop pabodel
CTaHUMM W Naposb AN ayTeHTUMUKAUMM Ha CepBepe, €C/iM OHWM BaM M3BEeCTHbl. Ecnv 3Tm nons
3arMo/iHeHbl, TO MOAK/OYEHNE K cepBepy 6yaeT yCrnewHbIM TOMbKO MPU yKa3aHWM MpaBUIbHON Mapbl
naeHTuduKaTop/naponb. Ecnn 3T nonst ocTaBWTb MyCTbIMKW, TO TMOAK/IOYEHME K cepBepy 6yaer
yCMeWHbIM TONMbKO B C/lyyae ero ofobpeHus Ha cepBepe (aBTOMATUYECKM WM aMUHUCTPATOPOM
aHTMBMPYCHOMN CETH, B 3aBUCMMOCTU OT HACTPOEK cepBepa).

KpoMe TOro, Bbl MOXETe YCTAHOBUTb (nakok FMOAKAIOUMTBCA KaK <«HOBUYOK». Ecnv onums
«HOBMYOK» pa3pelleHa Ha cepBepe, TO Mocsie OAOBGPEHVs MOAKMOYEHWS OH  aBTOMATUYECKu
CreHepupyeT YHWKalnbHYl0 napy uvaeHTUduKaTop/naponb, KoTopas B  AanbHeillem 6yaer
MCMOJb30BaThCA AN MOAK/IHOUEHMSI BalLEro KOMMbloTepa K 3TOMy cepepy. Obpatute BHUMaHue, 4To
npy MNOAK/IOYEHNN KAK <«HOBMYOK», HOBasi YYeTHas 3anucb /s BalIero KoMmmnbloTepa 6yaer
CreHepupoBaHa CEpPBEPOM LIEHTPasM30BaHHOM 3alUMTbl AaXKe B TOM Cllyyae, €C/i paHee OH yXe umen
YYETHYIO 3anucb Ha 3TOM cepBepe.

[Nna noaKnlouYeHUss K CepBepy, MOC/e YKa3aHMs BCEX MapaMeTpoB, ClefdyeT HaXaTb KHOMKY
MoaknunTb M A0XAATbCS OKOHYAHUS TMpouecca MnoAkIodYeHus. YTobbl 3aKpbiTb OKHO 6e3
NOAKIOYEHNSI K CEpBEPY, HAXMUTE KHOMKy OTMeHa.

Mocne Toro, Kak Bbl MOAK/OYMIIMN K cepBepy LieHTpanu130BaHHON 3alUWTbl, OH 6yaeT

4= paboTaTb NOA €ro ynpaBfeHWeM [0 TeX Mop, NoKa Bbl €r0 He OTK/OUMTE. B pexuMe LeHTpanM30BaHHOM
3alMThl NOAKIIIOYEHNE K CepBepy OyAeT MNpoOMCXOAWTb aBTOMATUUECKUM KaXKabli pa3 Mpu  3anycke
orepawumnoHHol cucteMbl. MoapobHee cM. pasaen

ObpaTnTe BHMMAaHWE, YTO €C/IM Ha CepBepe LEeHTPaNM30BaHHOW 3alUMThl BK/OYEH 3ampeT Ha 3anyck
npoBepkn aiinoB nosib3oBaTesieM, TO CTpaHuUa OKHa 6yneT HeoCTynHa.
Kpome TOro, B 3TOM Ciyvae He OydeT 3anyckaTb MPOBEPKM MO PACMUCAHUIO, E€C/IU OHU
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ApryMeHTbl KOMaHAHOW CTPOKM
Ans 3anycka Dr.Web pans Linux B rpaduuyeckoM pexuMe M3 KOMaHAHOW CTPOKM OmnepauvoHHOM
CMCTEMbI UCMOb3YeTCs creaytollas KoMaHaa:

$ drweb-gui [options]

KoMaHaa [onycKaeT UCMoNb30BaHWe CrieayoLmuxX napamMeTpoB:

-h —-help

OnucaHue: BbiBOA Ha 3KpaH KpaTKOW CrpaBKM MO UMEILLMMCA MapaMeTpaM KOMaHAHOW CTPOKU U 3aBepLLeHME
paboTbl MOAynS.

-v --version

OnucaHwe: BblBoA Ha 3KpaH MHMOPMaLMK O BEPCUMM MOAYNS U 3aBepLUEHME paboThl

-d —-—debug

OnucaHve: BkloyeHne BbIBOAA Ha 3KPaH PaclUMPEHHOW OTNaAoyYHoM MHdOopMauuu B Mpolecce paboTh
MPUIOXEHUS.

Npumep:
$ drweb-gui --debug

[daHHas komaHga 3anyctut Dr.Web ansa Linux B rpadmyeckoM pexume C BK/IIOYEHMEM BbIBOAA
pacLUMPEHHON OTNaA04HOM MHGOPMALIMK.

Pa6boTta n3 KOMaHAHON CTPOKM

Dr.Web pns Linux no3BonsieT OCYLECTBNSATb YrpaB/ieHNe cBoen paboToli M3 KOMaHAHON CTPOKM
OrnepaLyoHHONM CUCTEMBI, /ISt YEro B €ro COCTaB BXOAWT CreumanbHast yTuInTa drweb-ctl.

MMeeTcs BOSMOXXHOCTb BbIMOMHATb M3 KOMaHAHOM CTPOKM cneaytowmne LENCTBUS:

e 3anyck npoBepku (aiinoB, 3arpy304HbIX 3anuceil AMCKOB M WCMOMHSEMbIX (DalNoB aKTUBHbIX
NpoLEeCcoB;

3anyck 06bHOBNEHUSI BUPYCHBIX 6a3.

MpOCMOTP M M3MEHEHWE NMAPaMETPOB KOHMUIypauum AHTUBMPYCA.

MpOCMOTP COCTOSIHUS KOMMOHEHTOB MPOrPaMMHOIO KOMMJIEKCA M CTAaTUCTUKM OBHApY)XEHHbIX
yrpos.

MpOCMOTP KapaHTMHA W YNpPaBNEHNE ero COAEPXXUMbIM.

MoaknioyeHne K cepBepy LiEHTPaNM30BaHHOM 3aLUMUTbI M OTKIIOYEHWE OT HEro.

Ansa Toro, 4Tobbl KOMaH/ibl yNpaBfeHust AHTUBMPYCOM, BBOAMMbIE MONb30BaTeNeM, uMenu addekT,
AOJKHbI 6bITb 3anyLLEeHbl CEPBUCHbIE KOMMOHEHTbI AHTUBMpPYCa (MO YMOMYaHWIO OHWM aBTOMATUYECKM
3arnycKalTCs Npu CTapTe ONepaunoHHOW CUCTEMBI).

.ﬁ O6paTuTe BHUMAHWE, YTO [ANS BbIMOSHEHWUSI HEKOTOPbIX YNPaBAOWMX KOMaHA TPebyoTcs MoHOMOUMS
cynepnosib30oBaTens.
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[ns nonyyeHus MoSIHOMOYMIA cynepnonb3oBaTtens l/ICI'IOJ'Ib3YVIT€ KOMaHAy CMEHbl NoNb30BaTeNld su UK
KOMaHAy BbINOSIHEHUSA OT UMEHWN APYroro nosb30BaTens sudo.

YTunuta drweb-ctl MOAAEpPXMBAEeT CTaHAApPTHOE  aBTOMAOMO/IHEHME KOMaHA  YnpaBneHus
AHTUBMpPYCOM, €cnvM GYHKUMS aBTOAOMOSIHEHMSI BKJIIOYEHA B WCMOMb3YEMOM BaMuM KOMaHAHOM
obonouke. B cnyyae ecnim koMaHaHasi 060fioYKa He MOAAEPXMBAET aBTOAOMOSIHEHME, Bbl MOXETE
HacTpouTb ee npu HeobxoaumocTW. [ns 3Toro obpaTWTecb K CrNpaBOYHOMY PYKOBOACTBY MO
MCMNOJIb3yEMOMY BaMy ANCTPUBYTUBY OMepaLMOHHON CUCTEMBI.

dopmart Bbi3OBa

1. ®opmar Bbi30Ba YTUIUTbI YNPaB/IEHUs U3 KOMAHAHOW CTPOKMU

YTunuta ynpaenenus pa6otoin Dr.Web pgnsa Linux umeet cneayowmii popMaT Bbi30Ba:

$ drweb-ctl [<ofume omnor> | <koMaHma> [<aprymeHT>] [<OMpys KOMaHIRD>] ]

lne:

e <ofmme omumi> — OMNUUK, KOTOPblE MOMyT 6biTb MCMOMb30BaHbI MpW 3anycke 6e3 yka3aHus
KOMaHAbl unn ans nobol U3 KoMaHabl. He SBnsaoTca o0bs3aTenbHbIMKY A8 3anycka.

e <xomangma> — KOMaHAa, KOTopasl A0/KHA ObiTb BbINOMHEHA AHTMBMPYCcOM (Hanpumep, 3anyCTuUTb
npoBepKy ¢alinoB, BLIBECTV COAEPXKMMOE KapaHTUHA U T.M.).

e <apryMeHT> — apryMeHT KOMaHAbl. 3aBUCUT OT YKa3aHHOl\;I KOMaHbl. Y HEKOTOpbIX KOMaHA
AdPryMeHTbl OTCYTCTBYIOT.

e <omuMM KOMaHIE> — OMUWM, yrnpaBnsiowme paboTon yKa3aHHOW KOMaHAabl. 3aBUCUT OT KOMaHApbl.
Y HEeKOTOpbIX KOMaHZ ONuunM OTCYTCTBYHOT.
2. O6wume onuyun
JoCTynHbl cneayowme obLume onuum:

-h, BblBECTM Ha 3KpaH KpaTKyto 06LLYy0 CrpaBKy M 3aBepLunTb paboTy.

--help ~ o
[ins BbIBOZA CNIPaBKU MO M0G0 KOMaHAe UCMoMb3yiiTe Bbi30B:
drweb-ctl -h <xomargma> WM drweb-ctl <xomarpma> -h
-v, BbIBECTM Ha 3KpaH BEPCUIO MOZYNIS 1 3aBepLINTL paboTy
--version
-d, MpeanuchiBaeT BbIBOAUTL Ha 3KPaH paclUMpeHHble AMarHoCTMYeckue COOBLIEHWs BO BpeMs
--debug BbIMOSTHEHWS! YKa3aHHOI KOMaHAbI.

He nmeeT cMbicna 6e3 ykasaHusi KoMaHabl. Mcnonb3yinTe BbI30B
drweb-ctl -d <kxomauma>

3. KomaHabl
KoMaHzabl yrpaBnieHns AHTMBUPYCOM pasfesfieHbl Ha cneayowme rpynnbl:
e KoMaHabl aHTUBMPYCHOM NPOBEPKMU.

KoMaHzab! yripaBneHus obHoBNEHNEM 1 pa60Toi/'| B pexunme LI,eHTpaJ'IVI3OBaHHOl\;I 3alUnThI.

KoMaHabl ynpaBneHusi KoHbUrypaumen.

KoMaHab! yripaBnieHust yrpo3amm 1 KapaHTUHOM.

MHbOPMALIMOHHbBIE KOMAHABI.
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3.1. KomaHabl aHTUBMPYCHOW NPOBEPKMU

[OCTynHbI cneayrowme KOMaHAbl aHTUBMPYCHOWM NpoBepky halyioBOM CUCTEMbI:

scan <oyTb> HasHauyeHue:
MH1ummpoBaTb NpoBepky CkaHepoM yKkasaHHoro dainia uam Kkatanora.

ApryMeHTbl:
<myTb> — MyTb K (Daiiny Unv KaTanory, KoTopbii HY)XHO NMPOBEPUT.

10T dpPryMeHT MOXeT 6bITb OonyLeH B Clydae UCNosib30BaHUA OMuUnN —-stdin WK
--stdin0.

Ons  npoBepku nepeuvHs GaiioB, BbIGMPAEMbIX MO HEKOTOPOMY YC/OBUIO,
pEKOMEH/YETCS UCMOb30BaTh YTUANTY £ind (CM. NPUMEDLI) U OMUMK —-stdin UK

--stdinO.
Onuum:

-a [--Autonomous] — 3amyCTUTb OTAENbHYIO KOMWIO AHTMBMPYCHOrO sapa W
CrxaHepa [ans BbIMOSIHEHUS 3a[aHHOM MPOBEPKW, 3aBepWMB KX paboTy nocre
OKOHYaHusi MpoBepku. O6paTuTe BHWMaHWE, YTO Yrpo3bl, OBHapyXXEHHble npu
ABTOHOMHOM CKaHWMPOBaHWK, He 6yayT Ao6aBneHbl B O6LIMI CNIMCOK O6HAPYXEHHbIX
Yrpo3, BbIBOAMMBIA KOMAHAON threats (CM. HUKE).

--stdin — MOMY4YWUTb CIMCOK MyTeW Ans MPOBEPKM M3 CTaHAAPTHOrO MOTOKA BBOAA
(stdin).

IMyT B CNYCKe AO0/MKHBI BbITh pa3aeneHbl CUMBOSIOM HOBOM cTpokm ("\n').
--stdin0 — MOMYYUTb CMIMCOK MyTeN AN NPOBEPKM M3 CTAHAAPTHOIO MOTOKa BBOAA
(stdin).

MyTn B cnncke A0MKHBI 6bITb pasaeneHsl HynesbiM cuMBonom NUL ('\0").
O6paTuTe BHMMAHMWE, YTO MPY UCMOJIb30BaHUN 06ENX STUX OMLMI MYTU B CTIUCKE He
[OJDKHbI coAepykaTb LLabnoHOB.

MpeanoyYTMTENbHOE WUCMONb30BaHME OMUMIA —-stdin U —-stdin0 — obpaboTka B
KOMaHAe scan Crucka nyTel, cchOpMMPOBAHHOTO BHELUHEW YTWIUTOM, HampuMep,

£ind (CM. npuMeps!).

—-Report <BRIEF |DEBUG> — YCTAHOBUTb TWM OTYETA O MPOBEPKE.
B03MOXXHbIE 3HaYeHUs :
e BRIEF — KpaTKMUii OTYET.

e DEBUG — MOAPO6HbIN OTYET.
3HayeHMe Mo YMOIYaHWUIO: BRIEF

--ScanTimeout <umciyio> — YCTAaHOBWUTb TaliM-ayT Ha MPOBEPKY OAHOro danna B
MC.

3HayeHne 0 yKasbIBaeT, YTO BPEMS MPOBEPKM HE OrPaHNYEHO.
3HayeHMe Mo YMOTYaHUIO: O

—--PackerMaxLevel <uympcyio> — YCTaHOBUTb  MaKCUMMaslbHbIi  YPOBEHb
BNOXEHHOCTN 06BEKTOB MpY MPOBEPKE 3amnakoBaHHbIX 06EKTOB.

3HayeHne 0 yKasbiBaeT, YTO BIOXKEHHbIE 06bEKTbI 6yayT MPOMyLLEHbI.
3HayeHue No YMOAYaHUIO: 8

—--ArchiveMaxLevel <upycio> — YCTaHOBWUTb  MaKCUMaslbHbIi  YPOBEHb
B/TOXXEHHOCTN OOBLEKTOB NPV MPOBEPKE apXMBOB (zip, rar v T.1.).

3HayeHne 0 yKasbIBaeT, YTO BIOXKEHHbIE 06bEKTbI 6yAyT MPOMyLLEHbI.
3HayeHue No YMOAYaHUIO: 8

--MailMaxLevel <uuciyo> — YCTaHOBWUTb MaKCMMaslbHbI/i YPOBEHb BJIOXXEHHOCTM
06bEKTOB MpY NMPOBEPKE MOYTOBbLIX CO06LLEHMI (pst, tbb u T.M.).
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3HaueHue 0 yKasblBAET, YTO BIOXKEHHbIE 06BEKTI BYAyT NMPOMYLLEHSI.
3HayeHue Mo YMOYaHUIo: 8

--ContainerMaxlLevel <umcyio> — YCTaHOBUTb MaKCUMasibHblii YPOBEHb
BJIOXXEHHOCTU 06BEKTOB MpyY NMPOBEPKE NPoYMX KOHTeNHepoB (HTML 1 T.1.).

3HayeHue 0 yKasblBAET, YTO BIOXKEHHbIE 06BEKTI BYAyT NMPOMYLLEHSI.
3HayeHue Mo YMOYaHUIo: 8

--MaxCompressionRatio <CcTeneHb> - YCTaHOBUTb MaKCUMarbHYO
A0NyCTUMYIO CTEMEHb OKaTUA NpoBEPAEMbIX 06BbEKTOB.

[omkHa 6bITb HE MeHee 2.
3HayeHne No YMOM4YaHU: 3000

--HeuristicAnalysis <On|Off> — MUCNONb30BaTb /N 3BPMCTMLIeCKMﬁ aHanins.
3HayeHne No YMOAYaHUI0: On

--OnKnownVirus <mevicreme> — [EUCTBUE, KOTOpOE cCneayeT BbINONHUTL B
cry4ae ecnn MeToAaMM CUrHaTyYpPHOro aHanmn3a obHapy)XeHa U3BeCTHas yrposa.

Bo3MoXxHble AeNCTBUS: REPORT, CURE, QUARANTINE, DELETE.
3HayeHne No YMOYaHUK: REPORT

--OnIncurable <meitcTsue> — AENCTBUE, KOTOPOE CMIEAYET BHIMOMHUTL B Clyyae
ecnu neyeHne (CURE) OBHApY>XEHHOW Yrposbl OKOHYMIOCH Heyaauyel Wi OHO
HEBO3MOXHO.

Bo3ModxHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnSuspicious <meticTeme> — [EWCTBME, KOTOPOE CNEAyeT BbIMOMHUTL B
c/lyyae ecny IBPUCTUYECKUIA aHANM3 OBHAPYXKUT NOAO3PUTENbHbI O6bEKT.

Bo3ModxHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnAdware <meitcTBue> — [AEUCTBME, KOTOPOE CMEAYET BHIMOHUTL B Clydae
ecnn obHapy)XeHa pekiamMHas nporpamma.

Bo3MoXxHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnDialers <peitcTBuUe> — [AEUCTBUE, KOTOPOE CNEAYET BLIMNOHWUTL B Clyyae
ecnv obHapy»XeHa nporpaMMa [03BoHa.

Bo3MoyKHble IENCTBUSA: REPORT, QUARANTINE, DELETE.
3HayeHMe Mo YMOIYaHUIO: REPORT

--OnJokes <meticTeme> — AEWCTBUE, KOTOPOE CMIEAYET BLIMOMHUTL B ClyYae eciu
06HapY)XeHa LyToYHasi MporpaMma.

Bo3MoXXHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnRiskware <geitcTBme> — AEUCTBUE, KOTOPOE CNEAYET BHIMOMHUTL B Clyyae
ecnn obHapy>)keHa NoTeHUManbHO onacHasi NporpaMma.

Bo3MoyKHble IENCTBUSA: REPORT, QUARANTINE, DELETE.
3HayeHue Mo YMOIYaHUIO: REPORT

--OnHacktools <pmeitcTBme> — AEMCTBME, KOTOPOE C/IEAYET BbIMOMHUTL B Cllydae
ecnv 06Hapy»eHa NnporpaMma B3ioma.

Bo3MoXXHble AeNCcTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT
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bootscan HasHauyeHue:

<yctporcTso> | ALL  uuummpoBaTb NpoBepky CkaHepoM 3arpy304HON 3anucy Ha yKa3aHHbIX AMCKOBbIX
ycTpoucTBax. MpoBepsatoTcsa Kak 3anvuc MBR, Tak v 3anucu VBR.

ApryMmeHTbl:
<ycrporcTeo> — MyTb K 6/I04HOMY (haiiny AMCKOBOrO YCTPOWCTBA, 3arpy304Has
3anuncb Ha KOTOPOM MOANEXUT NpoBepKe. MoXeT BbiTb YKa3aHO HECKOMbKO ANCKOBbIX
YCTPOMCTB Yepes npober.

Ecnu BMecTo chaiina ycTpoicTBa ykasaHo ALL, 6yAyT NMpoOBEPEHbl BCE 3arpy304Hble
3aMm1cK Ha BCEX AOCTYMHbIX AMCKOBBIX YCTPOMCTBAX.

06s13aTesbHbIN apryMeHT.

Oonuun:

-a [--Autonomous] — 3afyCTUTb OTAENbHYIO KOMWIO AHTMBMPYCHOrO sapa W
CrxaHepa [ans BbIMOSIHEHUS 3aAaHHOM MPOBEPKW, 3aBepWwuB KX paboTy nocre
OKOHYaHusi MnpoBepku. O6paTuTe BHWMaHWE, YTO Yrpo3bl, OOHapYyXXEHHble npu
ABTOHOMHOM CKaHWMPOBaHWK, He 6yayT A06aBneHbl B O6LIMI CMIMCOK O6HAPYXEHHbIX
Yrpo3, BbIBOAMMBIA KOMAHAON threats (CM. HUXE).

—-Report <BRIEF |DEBUG> — YCTAHOBUTb TWUM OTHYETA O MPOBEPKE.
BO3MOXXHbIE 3HaYeHus :
e BRIEF — KpaTKMUii OTYET.

e DEBUG — MNOAPO6HbIN OTYET.
3HayeHMe Mo YMOIYaHWUIO: BRIEF

--ScanTimeout <umciyio> — YCTAaHOBWUTb TaliM-ayT Ha MPOBEPKY OAHOro daina B
MC.

3HayeHne 0 yKasbIBaeT, YTO BPEMS MPOBEPKM HE OrPaHNYEHO.
3HayeHune no ymoa4yaHuto: 0

--HeuristicAnalysis <On|Off> — UCMONb30BaTb N IBPUCTUYECKUI aHAU3.
3HayeHMe Mo YMOYaAHUIO: On

--Cure <Yes|No> — TpebyeTcsa nu Aenatb MOMbITKA feYeHUss OB6Hapy>XEHHbIX
yrpos.
Ecnu ykasaHo no, TO MPOV3BOAMTCS TOMBKO MH(OPMUPOBAHNE 06 06HAPY>KEHHOM
yrpose.
3HayeHune No YMoI4YaHU: No

--ShellTrace — BKIOUYUTb BbIBOA AOMOMHUTENLHOM OTNIAA04HON MHOPMaLIMK MpK
MpOBEPKE 3arpy304HOI 3aMucy.

procscan HasHauyeHue:
MHuummpoBaTb MpoBepky CkaHepoM  COAEPXXMMOro  UCMOMHSEMbIX  halsoB,
coaepXKalumx KoA npoLeccoB, 3amyLUeHHbIX B CUCTEME.

ApryMmeHTbl:
Her.

Onuum:

-a [--Autonomous] — 3afyCTUTb OTAENbHYIO KOMWI AHTUBMPYCHOro sapa U
CkaHepa [Ons BbIMOMHEHWS 3aA4aHHOM MPOBEPKM, 3aBepLUMB KX paboTy nocne
OKOHYaHusi MpoBepku. O6paTUTe BHWMaHME, YTO Yrpo3bl, OOHApPYXXEHHble npu
ABTOHOMHOM CKaHWMPOBaHWK, He 6yayT Ao6aBfieHbl B O6LIMI CUCOK OB6HAPYXKEHHbIX
Yrpo3, BbIBOAMMBI KOMaHAON threats (CM. HUXE).

--Report <BRIEF |DEBUG> — YCTaHOBUTb TUM OTYETA O NPOBEPKE.
BO3MOXHble 3HaYEHMS:
e BRIEF — KpaTKWI OTYET.
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e DEBUG — NOAPO6GHbIN OTYET.
3HayeHue Mo YMONYaHW: BRIEF

--ScanTimeout <umcjo> — YCTAHOBWUTb TaliM-ayT Ha MpPOBEpKy OAHOro daina B
MC.

3HayeHne 0 yKasblBaeT, YTO BPEMS NPOBEPKN HE OrpaHUYeHo.
3HayeHne no ymonyanuo: 0

--HeuristicAnalysis <On|Off> — MUCNOMb30BaTb /N 3BPMCTMLIeCKMﬁ aHanins.
3HayeHne No YMOAYaHU0: On

--PackerMaxLevel <4yucJjo> —  YCTaHOBUTb MaKCUMaslbHbIN YPOBEHb
BNIOXKEHHOCTUN 06BHEKTOB Nnpu NpoBeEpPKE 3anakoBaHHbIX 06bEKTOB.

3HaueHue 0 yKasbIBAET, YTO BIOXKEHHbIE 06BEKTLI BYAyT NMPOMYLLEHSI.
3HayeHue Mo YMONYaHMIo: 8

--OnKnownVirus <memicTeme> — [EUCTBUE, KOTOpOE cCneayeT BbINONMHUTL B
cry4ae ecnn MeToAaMM CUrHaTYpPHOro aHanmn3a obHapy)XeHa U3BeCTHas yrposa.

Bo3MOXXHble AENCTBUS: REPORT, CURE, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnIncurable <meitcTsue> — AENCTBUE, KOTOPOE CMIEAYET BHIMOMHUTL B Clyyae
ecnu neyeHne (CURE) OBHApY>XEHHOW Yrposbl OKOHYMIOCH Heyaauyel WM OHO
HEBO3MOXHO.

Bo3ModxHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnSuspicious <meticTeme> — [EWCTBME, KOTOPOE CNeAyeT BbINOMHUTL B
c/lyyae ecny IBPUCTUYECKUIA aHANM3 OBHAPYXKUT NOAO3PUTENbHDI O6bEKT.

Bo3ModxHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnAdware <meitcTBme> — [AEUCTBME, KOTOPOE CMEAYET BHIMOHUTL B Clydae
ecnn obHapy)XeHa pekiamMHas nporpamma.

Bo3MoXxHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnDialers <peitcTBuUe> — [AEUCTBUE, KOTOPOE CNEAYET BLIMNOHWUTL B Clyyae
ecnv obHapy)XeHa nporpaMMa [03BoHa.

Bo3MoykHble AelCTBUSA: REPORT, QUARANTINE, DELETE.

3HayeHMe Mo YMOIYaHUIO: REPORT

--OnJokes <meticTeue> — AEWCTBUE, KOTOPOE CMIEAYET BLIMOMHUTL B ClyYae eciu
06HapY)XeHa LyToYHasi MporpaMma.

Bo3MoXxHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHune No YMOYaHUK: REPORT

--OnRiskware <geiicTeme> — AEUCTBUE, KOTOPOE CNEAYET BHIMOMHUTL B Cllyyae
ecnn obHapy>)keHa NoTeHUManbHO onacHasi NporpaMma.

Bo3MoykHble AelCTBUSA: REPORT, QUARANTINE, DELETE.

3HayeHue Mo YMOIYaHUIO: REPORT

--OnHacktools <meitcTBme> — AEMCTBME, KOTOPOE C/IEAYET BbINOMHUTbL B Cllydae
ecnv o6Hapy»eHa NnporpaMma B3noma.

Bo3ModxHble AeNCTBUS: REPORT, QUARANTINE, DELETE.
3HayeHne No YMOYaHUK: REPORT
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Ob6paTuTe BHMMAHWE, UYTO MpU OBGHAPYXXEHWM Yrpo3 B WCMONHAEMOM aiine Bce
3anyLUEHHbIE U3 HErO MPOLLECChl MPUHYANUTENBHO 3aBepLUAlOTC AHTUEBUPYCOM.

3.2. KomaHAabl ynpaBnieHusi o6HoBsIeHueM n paboToii B peXkMMe LeHTPasIn30BaHHOW 3aLUUTbI

JocTynHbl crnefyolwimMe KOMaHabl ynpasieHus obHoBNEHNEM U pa60Toi/’| B pexume LleHTpaﬂM3OBaHHOﬁ
3allnThbl:

update Ha3HaueHue:

WMH1umMMpoBaTh Mpouecc 06HoBMeHUs Mopaynem 06HOBNEHMIA BUPYCHbIX 6a3 U
AHTVBMPYCHOrO siipa C CEpBEPOB OGHOBNEHUI KOMMaHWWM <«[oktop Be6>», wum
NpepBaThb Y>Ke 3anyLUeHHbIV MPoLecc 06HOBNEHMUS.

KoMaHza He mMeeT addekTa, ecnm AHTMBMpPYC paboTaeT nog yrnpaBleHWeM cepeepa
LIEHTPan130BaHHOM 3aLLuTHI.

ApryMeHTbI:
Her.

Oonuwmm:
—--Stop — NpepBaTb YXXe UayLniA NpoLecc 06HOBEHUS.

esconnect HasHauyeHue:

<cepmep>[:nopT]  [ogknoumts Dr.Web ans Linux K yKasaHHOMY CepBepy LEHTpanM30BaHHON 3aluTbl
(Hanpumep, Dr.Web Enterprise Server). O pexumax paboTbl AHTMBMpYCa CM. B
pasgene Pexxumbl paboTbl AHTMBMPYCA.

ApryMeHTbi:
e <cepeep> — IP-agpec unu nMsa xocta B CETU, HAa KOTOPOM pacrofiaraercs cepsep
LIeHTpanu30BaHHOM 3aLunTbl. O6s3aTesNbHbIN apryMeHT.
e <mopT> — HOMEpP MOpTa, WCMOSb3YEMOrO CEPBEPOM LIEHTPANM30BaHHOM 3aLUMTHI.
Heobs3aTenbHbIi  apryMeHT, YKasblBaeTCs TONMbKO B Clydyae, €CnuM  cepBep
LIeHTpanM“30BaHHOM 3aLLUMTbl UCMOJIb3YET HECTaHAAPTHbIN MOpT).

onuum:

--Key <myTs> — NyTb K ainy MNybAMYHOro K/oYa CepBepa LEeHTPa/IM30BaHHOW
3aLUMTBI, K KOTOPOMY MPOU3BOAMUTCS MOAKIIHOUEHME.

--Login <ID> — NOrWH (MaeHTUdMKaTOp paboyeir CTaHUMM) ANs MOAK/IHYEHUS K
CEepBEPY LIEHTPaM30BaHHOM 3aLLUTHI.

—--Password <mnapoJb> — Maposib ANs MNOAKIIOYEHUNSA K CEpPBEPY LIEHTpaJWI3OBaHHOVI
3alMnThbl.

--Group <ID> — MAEHTUMMKATOP rpynrbl Ha CepBepe, B KOTOPYHO CreayeT nMoMecTUTb
paboyyto CTaHLMIO MPU MOAKTIOYEHNUN.

--Rate <ID> — MAEHTU(MOUKATOP TapubHOW rpynrbl, KOTOPYK CNeAyeT MPUMEHUTb K
paboyelt CTaHUMK MpU ee BKIOYEHUM B rPyMny Ha CepBEpe LieHTPaM30BaHHON 3alyThl
(MOXeET 6bITb YKa3aHa TOJIbKO COBMECTHO C OMUMEN —-Group).

——Compress <On|Off> — MPUHYAUTENIbHO MHULMMPOBATb CXKaTWe MepesaBaeMbIX
JaHHbIX (On) wnu 3anpetutb ero (Off). Ecnm onuusi He ykasaHa, MCrob30BaHue
oKaTWsl ONpeaensieTcsi CEPBEPOM.

——Encrypt <On|Off> — NPUHYAUTENBHO MHULIMMPOBATL LUMGPOBaHME NepesaBaeMbIX
JaHHbIX (On) wunu 3anpetutb ero (Off). Ecnm onumsi He ykasaHa, MCrob30BaHue
LMDpPOBaHNSA OMNpeaensieTcs cepBepoM.

—-Newbie — MOAKMOYUTLCA KaK «HOBMYOK» (MOSTyYUTb HOBYKO YYETHYIO 3anucb Ha
cepsepe).
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esdisconnect

—--WithoutKey — pa3spelaTtb MOAKIIYaTbCa K cepBepy 6e3 uCnonb30BaHWs
ny6nnyHoOro ko4a cepeepa.

--WrongKey — pa3spellaTb MOAKIIOYATLCA K CepBepy, [AaXe ecau yKasaH
HEKOPPEKTHbIV NY6/IMYHbIN KoY cepaepa.

OonumMnm --Key W --WithoutKey ABAAIOTCA B3auMoOUCKIOYalowmMmn. Mpu 3ToM B
KOMaHae 06513aTenbHO Jo/MKHa 6bITh YKasaHa tobast n3 Hux.

ObpaTuTe BHUMaHWE, YTO ANS BbIMNOJIHEHUS 3TOM KOMaHAbl TpebyeTcsi, YTobbl drweb-
ctl 6bina 3anyLieHa OT UMEHWN Cynepnosib30BaTess.

Ha3HauyeHwue:

OTknounTe Dr.Web ans Linux oT cepBepa LEHTPanvM30BaHHONW 3aluuThl U NEPEBECTY
€ro B aBTOHOMHbI PEXUM paboThl.

KoMaHaa He UMeeT CMbICNa, eCnu AHTUBUPYC HAaXOAUTCA B aBTOHOMHOM peXxuMe.

ApryMeHTbI:
Her.

onuun:
Hert.

06paTVITe BHUMaHUE, 4YTO A9 BbINOJIHEHUA 3TOM KOMaHAbI TpeGYETCH, 4yT06bl drweb-
ctl 6bia 3anyLlleHa OT UMEHN Cynepnosib3oBaTeNs.

3.3. KomaHpb! ynpaBneHusi KOHurypaumen

[loCTynHbI Crieayolme KOMaHAbl ynpaBnieHust KoHdUrypaumeii:

cfset

HasHauyeHue:

<CeKruua>.<mnapamerp> M3MEHWTb  aKTMBHOE  3HAYEHWE  YKa3aHHOTO  MapaMeTpa  TeKyLlew

<3HadveHue>

KOHUrypauum.
ObpaTnTe BHMMaHWE, YTO 3HAK PABEHCTBA HE UCMOJIb3YeTCS.

ApryMmeHTbl:
o <cexuma> — WMS CEKUMM KOHMUrypauMoHHOro chaitia, B KOTOPOW
HaXxoAMTCSl 3MEHSIEMbIN NapaMeTp. O6a3aTesbHbIN apryMeHT.
e <mapameTp> — UMS U3MEHSIEMOr0 napaMeTpa. O6a3aTesNbHbIN apryMeHT.

o <sHaueHume> — 3HAYEHWE, KOTOPOE CreAyeT MPUCBOUTb M3MEHSIEMOMY
napameTpy. O6s3aTeNbHbIf apryMeHT.

Ona  3agaHns  3HadeHus NnapaMeTpoB BCeraa WCNOJb3YETCA (bOpMaT
<cekuus>.<napameTp> <3HadyeHMe>

OnvcaHne KoHMUrypaumMoHHoro aina AOCTYMHO B AOKYMEHTAUMM man
drweb.ini (5) .

Onuun:

-a [--Add] — He 3aMeHsiITb TeKyllee 3Ha4YeHWe napaMeTpa, a Ao6aBuUTb
YKa3aHHOE 3Ha4YeHWe B CMINCOK 3HAYeHM napaMeTpa (AonycTUMO TOMbKO ANs
MapamMeTpoB, KOTOPbIE MOFYT UMETb CMUCOK 3HAYEHWUM).

-e [--Erase] — He 3aMeHsITb TeKyllee 3HayeHWe napaMeTpa, a yAanuTb
YKa3aHHOEe 3HayeHue M3 ero crnucka (AoMyCTUMO TOJSIbKO AN NapaMeTpoB,
KOTOPbIE MUMEIOT CMUCOK 3HAYEHUIA).

-r [--Reset] — COpOCMTb MapaMeTp B 3HAYEHWE MO YMOSYAHMIO.
<3HayeHme> B 3TOM CJly4ae B KOMaHAE HE YKasblBAETCs, a €C/M yKa3aHo —
UrHOpUpYyeTCS.

OnuMM He ABNAIOTCA 06s3aTesbHbIMU. ECM OHM HE yKasaHbl, TO Tekyllee
3HayeHne mapaMeTpa (B TOM 4MCIEe — CMWCOK 3HAYEHW) 3aMeHsieTcs Ha
yKa3aHHOE 3HaueHue.
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cfshow
[<cexuma>] [ .<napameTp>]

ﬂ,ﬂﬂ onumn —-r NpeaycMoTpeH TaKXKe 0CcOob6bli CMHTAKCUC Bbl30Ba KOMaHAbl
cfset:

cfset <cexkumsa>.* -r

B 3ToM cny4ae Bce napaMeTpbl YKa3aHHOM CEeKLMKU COPachIBalOTCA B 3HAYEHMS
Mo YMOJYaHMIO.

OGpaTVITe BHUMaHUE, YTO ANA BbINOJIHEHUA 3TON KOMaHAbI Tpe6yeTcs1, 4TObbI
drweb-ctl 6bina 3anyleHa OT UMEHU Cynepnosib30BaTess.

HasHauyeHue:

BbIBECTM Ha 3KpaH MapaMeTpbl TeKylen KOHMUIypauum nporpaMMHOro
KOMTrJieKca.

[ns BblBOA@ MapaMeTpoB MO  YMOMYaHWIO  MCMonb3yeTcs  dopmar
<cekumsa>.<napameTp> = <3Hauenme>. CeKUMM W napameTpbl He
YCTaHOBJIEHHbIX KOMIMOHEHTOB MO YMOJ1YaHUIO HE BbIBOASATCS.

ApryMeHTbi:

e <cexuma> — WMS CEKUMM KOHMUrypaLUMoHHOro aiina, napameTpbl
KOTOPOM HY>HO BbIBECTW Ha 3KpaH. HeobsizaTenbHbI apryMeHT. Ecnv He
yKasaH, TO Ha 23KpaH BbIBOASTCS MapaMeTpbl  BCEX  CeKLMi
KOHMrypaumoHHoro daiina.

e <napameTp> — WMS BbIBOAMMOrO napameTpa. HeobsizaTenbHbIi apryMeHT.
Ecnu He ykasaH, BbIBOASTCS BCE MapaMeTpbl YKasaHHOM cekuuu, B
NPOTUBHOM C/ly4ae BbIBOAUTCSA TOSIbKO 3TOT MapameTp. Ecnun ykasaH 6e3
MMEHN CeKUMM, TO BbIBOASATCA BCE BXOXAEHWS 3TOrO MapaMeTpa BO BCe
CeKLMM KOHMbUrypaLmMoHHoro daiina.

Onuuu:

—--Uncut — BbIBECTM Ha 3KpaH BCE MapaMeTPpbl KOHPUrypaLun, a He TONbKO
T€, KOTOpble  WCMOMb3YKTCA  TEKYWMM  YCTAHOBMEHHBIM  HabopoMm
KOMMOHEHTOB. B MpOTMBHOM Cflyyae BbLIBOAATCS TOMbKO Te MapaMeTpbl,
KOTOpbIE UCMOJb3YIOTCS UMEIOLLIMMUCS KOMMOHEHTAMM.

--Ini — BbIBECTU 3HAYeHus1 NapameTpoB B dopmate INI-chaina: cHayana B
OTAENbHOM CTPOKE BLIBOAMTCS WMMS CEKLMM, 3aKMOUYEHHOE B KBajpaTHble
CKOBKM, Nnocne Yero napameTpbl, MPUHaANEXalume Cekummn, NepednCcnsioTcs B
BUAE Nap <napameTp> = <3Haueuwue> (MO OAHOMY B CTPOKE).

3.4. KomaHAabl ynpaBieHusl Yrpo3aMm U KapaHTUHOM

[JlOCTyNHbI CrieayroLme KOMaHabl yNpaBieHnst yrpo3aMy U KapaHTUHOM:

threats
[<memicTBUE> <O0OBEKT>]

HasHauyeHue:

BbINOMHATL yKa3aHHOe AelCTBME C O6HapYXXEHHbIMM paHee yrpo3amMu Mo WX
naeHTUdUKaTopaM. Ty AeNCTBUA ONPeAensieTCS YKa3aHHOM Onuuel KoMaHabl.

Ecnv [penctBue He yKasaHo, TO BLIBECTM Ha 3KpaH WHdopMaumio 06
06HapY>XEHHbIX, HO HE 06E3BPEXXEHHBIX Yrpo3ax.

ApryMmeHTbl:
Hert.

Oonuum:

-f [--Follow] — BbIMOHATb OXMAAHWE MOCTYMIEHWSI HOBbIX COOBLLEHUI 06
yrpo3ax 1 BbIBOAWTb MX Cpasy, KaK TOIbKO OHM ByayT noctynate (AC npepbiBaeT
oXuaaHue).

—-—-Cure <comMcok yrpos> — BbIMOJIHAUTb MOMbITKY J1€4YEHUS NepeyYncneHHbIX
yrpo3 (MaeHTUhrKaTopbl Yyrpo3 NepPeYnCISIOTCS Yepes 3anaTyto).
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--Quarantine <cmmcox yTpos> — BbINOJHATL MEPEMELLEHMNE B KapaHTUH
MepeYncneHHblX  yrpo3  (MAeHTUdMKATOPbl Yrpo3  MEpPeunCnsSioTCS  Yepes
3ansTyio)

--Delete <cmmcok yTpos> — BbINOJHUTL YAANEHWE MEPEYMCIIEHHBIX Yrpo3
(MaEeHTUGUKATOPbI YrPo3 NEPEUNCTISIOTCS Yepes 3ansaTyio).

--Ignore <CIOMCOK yIpos> — WrHOPUPOBAaTb MEpPeUNC/IEHHbIE Yrpo3bl
(MAEeHTUUKATOPBI YrPo3 NMEPEYNCTIAIOTCS YEPES 3aMATYHO).

Ecnun Tpe6yeTcn NPUMEHUTb AaHHYIO KOMaHAYy KO BCEM 06HaDY)KeHHbIM yrposam,
BMECTO <cmmcok yIpo3> C/IEAYET yKa3aTb all.

Hanpumep, koMaHaa
drweb-ctl threats --Quarantine all

NepeMeLLAET B KapaHTUH BCe 06HAPY>EHHbIE 06BEKTBI C Yrpo3aMu.

quarantine HasHaueHue:
[<mericTBMe> <OOBEKT>]  [|puMeHUTb AENCTBME K yKa3aHHOMY O6bEKTY, HaXOAALWEMYCS B KapaHTUHE.

Ecnu peicTBre He ykasaHo, TO BbIBECTM Ha 3KpaH MHdbopMauuio 06 o6bekTax,
HaxOAAWMXCS B KapaHTWHE, C YKa3aHUEM WX WAEHTU(UKATOPOB WM KpaTKOM
nHbOopMaLMK 06 NCXOAHBIX (alnax, NepeMeLLEHHbIX B KapaHTUH.

ApryMmeHTbl:
Hert.

Onuwmu:
—--Delete <oBwexT> — YyAAIUTb YKa3aHHbIVI 06BEKT U3 KapaHTMHa.

O6patute BHUMaHWE, 4TO YAaleHuMe W3 KapaHTMHa — HeobpaTuMas
onepaums.

—-—Restore <oOBekT> — BOCCTAHOBUTb YKa3aHHbIl7I 06BbEeKT M3 KapaHTMHa B
MCXOAHOE MECTO.

B kauecTBe <ob6mexT> WCMOJMb3YETCH MAEHTUMMUKATOP O6bLEKTA B KapaHTMHE.
Ecnu TpebyeTcs NpUMEHUTb AaHHYIO KOMaHZy KO BCEM 06beKTaM, HaxoAsLwmuMcs
B KapaHTWHE, BMECTO <o6mexT> C/IEAYET yKasaTb all.

Hanpumep, komaHaa
drweb-ctl quarantine --Restore all

BOCCTaHaB/IMBAET U3 KapaHTUHa BCE UMEIOLLMNECA B HEM 06bEKTHI.

3.5. MHcdpopMaLMOHHbIE KOMaHAbI
[JocTtynHbl cnegytowme MHOOPMaLMOHHbIE KOMaHAbI:

appinfo Ha3HaueHue:
BbIBECTM Ha 3KpaH MHMOPMaLMIO O paboTaloWmX MOAYIsSX AHTHMBMUpYCA.

ApryMeHTbi:
Hert.

Onuwun:

-f [--Follow] — BbIMOMHATb OXWAAHUE MOCTYMIEHWUS HOBbIX COOOLUEHN 06 W3MEHEHWM
COCTOSIHWSI MOAYJE M BbIBOAWTb MX Ha 3KpaH Cpa3y, Kak TONbKO OHM 6yayT noctymatb (~C
NPEepbIBAET OXMAAHNE).

baseinfo  HasHaueHue:
BbiBeCTM Ha 3kpaH MHMOpPMaLMIO O Tekylleln BEepCUMM aHTMBUPYCHOTO sApa W COCTOSIHUM
BMPYCHbIX 6a3.

ApryMeHTbI:
Her.

Onuumm:
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KomaHnpa OnucaHue

Hert.

license HasHaueHue:
BbiBeCTV Ha 3kpaH MHMOPMaLMO 06 aKTUBHOM JIMLIEH3NM.

AprymeHTbl:
Hert.

onuuu:
Hert.

MpumMmepbl UCNOJIb30BaAHUSA
MpuMepbl UCNONL30BaHNS YTUANTLI drweb-ctl:

1) 3anycTuTb NpoBepKy KaTasora /home C NapaMeTpaMu Mo yMOSIYaHUIO:

$ drweb-ctl scan /home

2) BbINOMHWTL MPOBEPKY Cnvcka MyTern, NnepevncneHHbix B daine daily scan (MO OAHOMY NyTv B
cTpoke chaiina):

$ drweb-ctl scan --stdin < daily scan

3) 3anycTuTb NPOBEPKY 3arpy304HON 3annch Ha Ancke sda:

$ drweb-ctl bootscan /dev/sda

4) BbIBECTM Ha 3KpaH BCE MapaMeTpbl U3 CEKUMM [Root] aKTUBHOW KOHdMrypaumm:

$ drweb-ctl cfshow Root

5) 3apaTb 3HauyeHune 'No' AN1a nNapameTpa Start M3 CEKUMM [LinuxSpider] (3TO mpuBedeT K
OCTaHoBKe paboThbl — MOHWTOpa (bainoBoi cuctembl Linux):

# drweb-ctl cfset LinuxSpider.Start No
O6paTMTe BHMMaHWE Ha TO, YTO B AAHHOM Cily4ae Tpe6YIOTCﬂ NOJIHOMO4YKNA Cynepnosib3oBaTeN4.

MpuMep BbI30Ba 3TOM & KOMaHAbl C WCMOMb30BaHWEM sudo /11 BPEMEHHOr0 MOBbILLEHMWS
MOSIHOMOYNIA:

$ sudo drweb-ctl cfset LinuxSpider.Start No

MpUMepbl  MCMONb30BaHWUs YTUAUTBI £ind AN GOPMUPOBaHMA BbIGOPKM alinos, noanexXaLmx
nposepke (KOMaHda drweb-ctl scan --stdin):

1) MpoBepuTb Bce (aitnibl BCeX KaTanoroB, HauYMHas C KOPHEBOro, HaxXxoAALMXCA Ha OAHOM pasfene
(hainoBoit cucTeMsl:

$ find / -xdev -type f | drweb-ctl scan --stdin

2) MpoBepuTb Bce daiinibl BCEX KATANIOroB, Ha4yMHAsi C KOPHEBOro, KpoMe haisioB, HaxXoAsLWMXCA B
KaTtanorax /var/log/messages U /var/log/syslog:

$ find / -type f ! -path /var/log/messages ! -path /var/log/syslog | drweb-ctl
scan —-stdin
3) npOBepMTb BO BCEX KaTanorax, Ha4dnMHad C KOPHEBOIO, d)al\;lflbl, NpuHaanexXxalwine nosib3oBaTesto

root:

$ find / -type f -user root | drweb-ctl scan --stdin
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4) MpoBepuTb BO BCEX KaTaslorax, HauMHas C KOpHEBOro, gainbl, NpuHaanexalimMe mnosib3oBaTeNsaMm
root U admin:

$ find / -type f \( -user root -o -user admin \) | drweb-ctl scan --stdin

5) MpoBepuTb BO BCEX KaTanorax, HaumHasi C KOPHEBOro, alsbl, NpUHAANEXaLLMEe MOJb30BaATENSAM C
UID M3 AvanasoHa 1000 - 1005:

$ find / -type f -uid +999 -uid -1006 | drweb-ctl scan --stdin

6) MpoBepuTb (haifibl BO BCEX KaTasiorax, HauMHAs C KOPHEBOrO, HO HaxoAALMXcA He Bonee yeM Ha
MATOM YPOBHE BJIOXXEHHOCTM OTHOCUTENbHO KOPHEBOO KaTasora:

$ find / -maxdepth 5 -type f | drweb-ctl scan --stdin

7) MpoBepuTb (halsibl B KOPHEBOM KaTasiore, He 3axX04st BO B/IOXKEHHbIE KaTaoru:

$ find / -maxdepth 1 -type f | drweb-ctl scan --stdin

8) MpoBepuTb aiinbl BO Bcex KaTanorax, HayMHas C KOPHEBOro, MpW 3TOM CNefoBaTb MO
BCTPEYaoLLMMC CUMBOJIMYECKUM CChINIKaM:

$ find -1 / -type f | drweb-ctl scan --stdin

9) MpoBepuTb (aiinbl BO BCEX KaTasorax, HauyMHasi C KOPHEBOro, Mpuv 3TOM He cneaoBaTb Mo
BCTPEYAIOLIMMCS CMBOJIMYECKMUM CCblSIKaM:

$ find -P / -type f | drweb-ctl scan --stdin
10) MpoBepuTb BO BCeX KaTanorax, HauuMHasi C KOPHEBOro, aiinbl, CO3AaHHblE HE MO3XKe, YEM
03.07.2013:

$ find / -type f -newermt 2013-07-03 | drweb-ctl scan --stdin
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MpunoxxeHunn

NMpunoxxeHue A. Buabl KOMNbIOTEPHbIX Yrpo3

Moa TEPMUHOM «yepo3a» B AaHHOM KnaccuduKaumm cnegyeT NoHMMaTb Nioboe nporpaMMHOe CPeacTBo,
KOCBEHHO WM HanpsIMylo CNOCOBHOE HaHecTV yuepb KOMMbOTepY, CETW, MHbOPMaUMKM UK npaBaM
nonb3oBaTensl (TO eCTb BPEeAOHOCHbIE M MpOYME HeXenaTesbHble Mporpammbl). B 6onee wmpokom
CMbIC/IE TEPMUH «yrpo3a» MOXET 03HayaTb SOy MOTEHUMANIbHYIO OMAcHOCTb ANSt KOMMbOTEPA MM
ceTu (TO eCTb ee ySI3BUMOCTb, KOTOPasi MOXET 6bITb UCMONb30BaHa A/ NPOBEAEHUSI XaKePCKUX aTak).

Bce Tunbl MporpaMM, OMWCaHHbIE HWKE, MOTEHUMANbHO 06N1afatoT CMOCOBHOCTBIO MOABEPrHYTh
OMacHOCTW AaHHbIE MOJIb30BATENS UM UX KOH(UAEHUMANBHOCTb. MporpaMmbl, KOTOPbIE HE CKPbIBAIOT
CBOEro MNpUCYTCTBUA B CUCTEMe (HamnpuMep, HEKOTOpble MNpOorpamMMbl Afs PaccbUKM cnama Wnu
aHanu3atopbl Tpaduka), OBbIYHO HE MPUHATO MPUYUCNIATb K KOMMbIOTEPHBIM Yrpo3aM, XOTs Mpu
onpefeneHHbIX 06CTOATENBCTBAX OHU TAKXKE MOTYT HAHECTU Bpes MNoJib30BaTesio.

B npoaykTax u AOKYMeHTauun KOMMaHum
COOTBETCTBUM C YPOBHEM OMACHOCTU:

yrpo3bl NPUHSTO pa3fensTb Ha ABa TUNa B

e 3HauUMUTEsIbHble Yrpo3bl — KIacCMYeCcKMe KOMMbIOTEPHbIE Yrpo3bl, KOTOpble camu Mo cebe
CMOCOBHbI BbIMOHATL pasnvyHblE AECTPYKTUBHbBIE M HE3AKOHHbIE AENCTBUSA B cucTeMe (yaaneHue
N Kpaxka BaXkHOV MHdOopMaumK, HapylieHue paboTbl CETU U T.A.). DTOT TUM KOMMbIOTEPHLIX Yrpo3
COCTOMT M3 MpOrpamMM, KOTOpble TPAAULIMOHHO HA3bIBAKOT BPEAOHOCHBIMU (BUPYChbl, YEPBU U
TPOSIHCKME MPOrpaMmsl);

e He3HauyuTeJibHbie Yrpo3bl — KOMMbIOTEPHbIE YrPO3bl, KOTOPbIE CYNTAOTCA MEHEE OMNACHbIMU MO
CpPaBHEHUIO CO 3HAYUTENIbHbIMU YIrpO3aMnu, HO MOryT 6bITb UCMOb30BaHbI TPETbUMU NUUaMN Ans
coBepLlIEHNA BPEAOHOCHbIX nencreui. MNMomMmmo 3TOro, CaMo NpUCyYyTCTBUE HE3HAYUTESIbHbIX Yrpo3
B CuUCteMe 4ABNAETCA HECOMHEHHbIM CBMAETENLCTBOM HU3KOIO0 YpPOBHA €€ 3alUUEHHOCTU.
Cneunanuctol B obnactu MHd)OpMaLI,MOHHOl\;I 6e30MacHOCTM  MHOrAa HasbiBalOT 3TOT  TwN
KOMMbKOTEPHbIX yrpos «CepbIM>» NpOrpaMMHbIM obecneveHvem nnun NOoTEHUMAIbHO
HexxenatenbHbiIMX  nporpammamu. K He3HauuTeslbHbIM  Yyrpo3aM OTHOCATCA  pek/iaMHble
nporpamMmbl, MporpaMmmbl A03BOHA, MPOrpaMMbl-lUYTKW, MOTEHUMASIbHO OMnacCHble€ MNporpamMmmbl U
nporpamMMbl B3/10Ma.

3HauuTenbHble Yrpo3bl

KoMnbroTepHblie BUPYCbI

[laHHbIi  TUM  KOMMbIOTEPHBLIX Yrpo3 XapaKTepU3yeTcs CrocOoBHOCTbIO BHEAPSTb CBOW Kod B
WCMOMHSIEMbIM  KOA  APYrMX nporpaMM. Takoe BHeApPEeHWe HasbliBaeTcsl uHghuyuposaHuem. B
60/bLUMHCTBE CllyYaeB MHOULMPOBaHHbLIM (alin caM CTaHOBWUTCS HOCUTENIEM BMPYCA, @ BHEAPEHHbIN
KoZ He 06513aTeslbHO MOSIHOCTBbIO COOTBETCTBYET OpWUruHany. Bonbluasi YacTb BUMPYCOB CO3AaeTcs ANs
NOBPEXAEHWS UIIN YHUUTOXEHMS AAHHbIX.

B koMnaHuu BUPYCbl AENAT MO TNy (alsioB, KOTOPbIE OHWU MHPULMPYIOT:

o haitnoBble BUPYCbl WHOUUMPYIOT (ainbl OnepaunMoHHON cucTeMbl (0BbIYHO WCMOSHSIEMblE
alnbl M AMHaMuueckue 6MBIMOTEKN) U AKTUBU3MPYIOTCA NpYU 06palLeHnn K MHMMLMPOBAHHOMY
daiiny;

e MaKpO-BUPYCbl MVHMOULUMPYIOT [OKYMEHTbl, KOTOpble WCMOMb3yloT MNporpaMMbl M3 MakeTa
Microsoft® Office (1 apyrve nporpamMmbl, KOTOpblE WCMONb3YOT MakKpoChl, HamnMCaHHbIE,

Hanpumep, Ha a3blke Visual Basic). Makpocbl — 3TO BCTPOEHHble MpOrpaMMbl, HamuCaHHblE Ha
NMOMNHOLEHHOM £3blKe MpOrpaMMMPOBaAHMSl, KOTOPble MOMyT 3anyckaTbCs NpW  onpeaeneHHbIX

ycnoBusix (Hanpumep, B Microsoft® Word Makpocbl MOryT 3anyckaTbCid Mpu  OTKPbITUM,
3aKpPbITUKN UN COXPaHEHUU AOKYMEHTA);
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e CKPUNT-BMPYCbl MULIYTCH Ha s3blkax cuUeHapueB (CKpUNTOB) M B GONbLUMHCTBE CllyyaeB
uHbMUMpyloT apyrue ainbl  cueHapueB (Hanpumep, cnyebHble daiinbl  onepauvoHHOM
cucTeMbl). OHM MOrYT MHGMUMPOBaTL Takxe Apyrve Twnbl (aiinos, KOTOpble MOAAEPXUBAKOT
UCMOSTHEHME CLIEHAPWEB, NOJMb3YSCh YA3BMMbIMU CLIEHAPUSMK B BES-NPUNOXEHUSX;

e 3arpy3ouHble BUPYCbl VHOULMPYIOT 3arpy3odHble CEKTOpa [WCKOB M pas3fdenoB, a Takxe
rNaBHble 3arpy304Hble CEKTOPA XXECTKMX AWUCKOB. OHM 3aHMMAIOT OYeHb Masno NMaMsiTM U OCTakoTCs
rOTOBbIMM K BbIMOJIHEHUIO CBOMX (DYHKUMIA O TeX Mnop, noka He GyaeT npousBeaeHa Bbirpy3ka,
nepesarpyska Wi 3aBeplueHne paboTbl CUCTEMBI.

BonbWMHCTBO BUPYCOB 06MaZaeT onpeaeneHHbIMA 3alMTHBIMU MEeXaHU3MaMn MPOTUB O6HApPYXXEHWS.
MeToabl 3alWuTbl OT O6HAPYXXEHUSI MOCTOSIHHO Y/YYLIAIOTCA, MO3TOMY AN @HTUBUPYCHbIX MPOrpamMm
pa3pabaTbiBalOTC HOBble CrMOCO6bl MPEOAONEHNS 3TOM 3aluTbl. BUpycbl MOXHO pas3gaenutb Mo
MPUHLMNY 3alWmMTbl OT 06Hapy>XeHUs:

e wndpoBaHHbie BUPYCbl WMMPYIOT CBOM KOA4 MpWM KaXZOM HOBOM WHMMUMPOBAHWM, YTO
3aTPYAHSIET ero obHapyxeHune B daiine, NamaTv UM 3arpy304HOM cekTope. Kaxabld aK3eMnnsip
TAaKOrO BMpYyCa COAEPXWUT TONIbKO KOPOTKUMA 06WwmMin dparMeHT (Mpoueaypy paclundpoBKM),
KOTOPbIN MOXHO BbIOpaTb B KaYeCTBE CUIHATYpbI;

e nonuMopdHbIe BUPYCbl UCMOMb3YOT MOMMMO LWMGPOBaHMS KoAa crieumanbHylo npoueaypy
paclindpoBKK, M3MEHSIOLLYI0 caMy cebsi B KaX[OM HOBOM 3K3eMM/Sipe BMpyCa, YTO BedeT K
OTCYTCTBMIO Y TaKoOro BuUpyca 6aiToBbIX CUrHaTyp;

e CTeNIC-BUPYCbl (BMPYCbI-HEBUANMKM) MPEANPUHUMAIOT CrieumanbHble AeUCTBUS AN MaCKUPOBKM
CBOEW AeSTENbHOCTU C LESIbI0 COKPbITUS CBOEMO MPUCYTCTBUS B MHMUUMPOBAHHLIX O6bEKTaXx.
TaKol BMPYC CHMMAET XapaKTEPUCTUKM 06bEKTa nepes ero MHPUUMPOBaHMEM, a 3aTEM NepeaaeT
CTapble AaHHble MpW 3anpoce OnepaumMoHHOM CUCTEMbl MW MPOrpaMMbl, WLLYLLENA WM3MEHEHHbIE
ainnbl.

Bupycbl Takke MOXHO KJ'IaCCMd)MLIMpOBaTb Nno 43blKy, Ha KOTOPOM OHW HaNUCaHbI (60)'IbLIJMHCTBO
NUWYTCA Ha A3bIKE acceM6nepa, HO MMEKTCA TakKXXe U BUPYCbl, HAaNUCaHHblE Ha BbICOKOYPOBHEBbIX
A3bIKaxX MporpaMMnUpoBaHuA, A3blKaX CLUEHaApUEB U T.,Cl,.) n no MH(bMLlMpyeMbIM MMKN onepaunoHHbIM
Ccucremam.

KoMnbroTepHblie yepsu

B nocnegHee BpeMsi BpeOHOCHbIE MPOrpaMMbl TUMA «KOMIMbIOTEPHbI YepBb» CTanu ropasao 6onee
pacnpoCTpaHEeHbl, YEM BUPYCbl U NMPOYME BPEAOHOCHbIE MPOrpamMMbl. Kak U BMPYChl, Takne Nporpammbl
CrocobHbl COo34aBaTb CBOM KOMWWM, HO MPU 3TOM OHW He MHMUUMPYIOT apyrve o6bekTbl. YepBb
MPOHUKAET Ha KOMMbIOTEP M3 CETU (Yallle BCEro Kak BIOXKEHUE B COOBLLEHUAX 3IEKTPOHHOM MOYTbI UK
yepe3 ceTb MHTEpHEeT) M paccbinaeT cBoM (YHKUMOHANbHbIE KOMUM Ha ApyrMe KoMMbiloTepbl. [Ans
Hayana pacnpoCTpPaHEHMs 4YepBM MOTyT WCMOMb30BaTb KakK AEWCTBUS MOSb30BaTeNs, Tak W
aBTOMATUYECKMI peXxmM Bbibopa U aTaku KOMMbloTepa.

UepBu He 0653aTeNbHO LIENIMKOM COCTOSAT M3 OAHOro daina (Tena yepss). Y MHOMMX YepBeN ecTb Tak
Ha3blBaeMas WHMbEKUMOHHass 4YacTb (Wenn-kog), KOoTopas 3arpyXkaeTcs B OnepaTMBHYKD NaMsiTb
KOMMbIOTEPA M «[OTrpYXaeT» MO CETU HEMOCPEACTBEHHO CaMO TENO YepBA B BUAE WCTOSTHAEMOrO
(aiina. MNoka B CUCTEME HET TeNa YepBsi, OT HEr0 MOXHO M36aBUTLCA Nepe3arpy3koi KoMnbloTepa (Npu
KOTOpOW NpoucxoauT cbpoc onepaTMBHOM MamaTh). Ecin e B cucTeMe OKasbiBaeTCa TEI0 YepBs, TO
CMpaBUTLCA C HUM MOXET TOJIbKO aHTUBUPYC.

3a CYET MHTEHCMBHOIO PacrpoCTpaHEHNsl YepBM CroCO6HbI BbIBECTM M3 CTPOS LieNble CETU, AaXe ecnun
OHM HE HEeCYT HMKAKOM MOSIE3HONM Harpysku (He HAHOCSAT NPSIMOV Bpea CUCTEME).

B koMnaHum yepBei aensT no cnocoby (cpeae) pacnpocTpaHeHUs:
e CeTeBble YepBU PaCMpPOCTPaAHSATCA MOCPEACTBOM pasfiMyHbIX CETEBbLIX MPOTOKONOB W
npoToKosioB 06MeHa daitnamu;
e MOYTOBbIE YEPBMU PACMPOCTPAHAIOTCS NOCPEACTBOM NOYTOBbLIX NpoTokonoB (POP3, SMTP u 1.4.);

e yaT-yepBM paACMpPOCTPAHSIOTCSA, WCMONb3ys MOMySspHble MNpPOrpamMMbl  ANS  MEPECHIIKK
MIHOBEHHbIX coobleHnii (ICQ, IM, IRC v T.4.).
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TpostHCKMe nNporpamMmbli

3TOT TUM BPEOOHOCHbIX MpOrpaMM He CnocobeH K CaMopernyiMkauuMn. TpOSIHCKME NpOrpamMbl
NOAMEHSIIOT KaKyl-NMb0o 13 YacTo 3anycKaeMblX NMporpaMM M BbIMOHAOT ee GyHKUMKN (UKW UMUTUPYIOT
UCMOSIHEHME 3TUX YHKUWMIA), OAHOBPEMEHHO MNPOW3BOAA KAKME-IM60 BPEOHOCHbIE AEWCTBUS
(noBpexaeHve 1 yaaneHne AaHHbIX, Nepechisika KoHUAeHUManbHOM nHbopMaummn 1 T.4.), MMbo aenas
BO3MOXHbIM HECAHKLIMOHMPOBAHHOE WUCMOJIb30BaHNE KOMMbIOTEPA 3/I0YMBILLNIEHHUKOM, HaNpuMep, Ons
HaHECEHMSI Bpeaa TPETbUM LM,

3TV nporpaMMbl 06M1a4aIOT CXOXMMM C BUPYCOM MACKMPOBOYHBIMM U BPEAOHOCHBIMM (DYHKUMSMU 1
AaXe MoryT 6biTb MOZAyNeM BMPYCa, HO, Kak MPaBWIO, TPOSIHCKME MPOrpaMMbl pacrpoCTPaHSIIOTCS Kak
OTAeNbHble WCMoSHsieMble hainbl  (BbIKIaabIBAOTCA Ha ((alinoBbiX CepBepa, 3anucbiBaloTCs Ha
HOCUTENIN MHOPMaLMKM UK MEPECHINAOTCS B BUAE BIOXKEHWIA B COOBLLEHUSX SNEKTPOHHOW MOYTHI),
KOTOpbIe 3amnycKalTcs NMMbo caMMM Mob30BaTeNeM, 60 onpeaeneHHbIM NPOLECCOM CUCTEMbI.

KnaccubuumpoBaTb TPOSIHCKME MpOrpaMMbl OYEHb HEMPOCTO, BO-MEPBbIX, MOTOMY YTO OHM 3a4acTylo
pacrnpocTpaHsATCd BUMPYCaMU W YEPBSIMM, BO-BTOPbIX, BPEAOHOCHbIE [EWCTBUS, KOTOpblE MOryT
BbIMOMHATL APYrMe TWUMbl Yrpo3, MPUHATO MPUMNUCLIBATL TONbKO TPOSIHCKMM MNporpaMmaM. Hiuke
NPUBELEH CMMUCOK HEKOTOPbIX TUMOB TPOSIHCKMX MPOrPaMM, KOTOpbIE B KOMMaHWUM

BbIAENSIOT B OTAESbHbIE KNACChl:

e 63KAOPbI — 3TO TPOSIHCKME MNPOrPaMMbl, KOTOpble MO3BOAAIOT MOSyYaTb MPUBUNErMPOBAHHbIN
[OCTYM K cucTeMe B 00X0f4 CyLECTBYHOLEro MexaHuW3Ma MpeaoCTaB/ieHMsl AOCTyMna M 3aliuThbl.
Bakaopbl He NHDUUMPYIOT alifibl; OHX NPONUCKLIBAIOT CeBA B peecTpe, MoandULMpys Kouu;

e PYTKMUTbI NpeiHa3HayeHbl 418 nepexBaTa CUCTEMHbIX (DYHKUMIA ONEepPaLMOHHON CUCTEMBI C LiENbIo
COKPbITUSI CBOEro MpUCYTCTBUSI B CUCTEME. KpoMe TOro, pyTKUT MOXET MacKMpOBaTb MPOLECCH
APYrUX MporpaMM, pasfiyHble KIoYM peectpa, nanku, daiinbl. PyTKUT pacnpocTpaHsieTcs Kak
CcaMoCTosiTeNlbHAsi MNporpaMMa  WAM  KakK  AOMOSIHUTESIbHBIN  KOMMOHEHT B COCTaBe  Apyrow
BPELOHOCHOW nporpaMmbl. Mo MpuHUMMY CBOEW paboTbl PYTKMTbI YCIIOBHO PasAensitoT Ha ABe
rpynnbl: pyTKUTHI, paboTaloliMe B pexuMe Mnonb3oBaTens (nepexsaT QyHKUMA 6ubnmoTtek
nosb3oBaTenbckoro pexuma) (User Mode Rootkits — UMR), n pyTkuTtbl, paboTalowme B pexunme
sapa (nepexeBaT ¢YHKUMMA Ha YPOBHE CUCTEMHOMO $Apa, UTO 3HAUMTENbHO  YCIIOXKHSIET
obHapy>xxeHune n obesspexusanune) (Kernel Mode Rootkits — KMR);

e KJlaBMATypHble nepexBaTuumku (Kennorrepbl) UCMNONb3YylOTCs Ans cbopa AaHHbIX, KOTopble
nosib30BaTeslb BBOAMT MpU MOMOWM KnaBuaTypbl. Llenbio Takux [AeWCTBUSI SIBASIETCS Kpaxka
NMYHOM nHdopMaLuK (HanpuMep, CETEBLIX NMaposieid, TOrMHOB, HOMEPOB 6aHKOBCKUX KapT U T.4.);

e KJIMKEPbI NepeonpeaensioT CCbIIKM MPU HaXaTuM Ha HUX U TakMM 06pa3oM nepeHanpaBnsioT
rnosib3oBaTesiel Ha ornpeaeneHHble (BO3MOXHO, BpPeAoHOCHbIe) calTbl. OB6blYHO MOJSb30BaATESb
MepeHanpaBisieTcss C Uenblo  YBENMYEHWS peknaMHoro Tpadwka Beb-caiToB wnavM  ans
opraHu3aummn pacnpefeneHHblX atak oTkasa B obcnyxmnsaHmm (DDoS-aTak);

e MPOKCU-TPOSIHbI NPEAOCTABNSIOT 3/10YMbILLSIEHHUKY aHOHWUMHBIW BbIXOA B CETb MIHTEPHET Yepes
KOMMbIOTEP XXEPTBbI.

KpoMe nepeyvncneHHbIX BbllE, TPOSIHCKME MPOrpamMmMbl MOTYT BbIMOMHATL W APYrUe BpPefOHOCHbIE
[EeNCTBUSA, HanpuMep, M3MeHsITb CTapTOBYIO CTpaHuLly B Beb-6pay3epe wnv yaansitb OnpeaenieHHble
annbl. OaHaKo Takue AENUCTBUS MOMYT BbIMOMHATLCSA U Yrpo3aMu Apyrux TMMoB (HanpuMep, BUpycaMiu
N YepBAMK).

He3HauuTenbHble yrpo3bli

MporpamMmmbl B3/1I0Ma

MporpamMbl B3M0Ma CO34aHbl C LEMbIO MOMOYb B3MOMWMKY. Hambonee pacnpocTpaHeHHbIM BUAOM
noAobHbIX MPOrpamMM SBMAKOTCA CKaHepbl MOPTOB, KOTOpble MO3BOMSIOT 0OHapyXuBaTb YSA3BMMOCTU B
MexXceTeBblX 3KpaHax (daepsonax, 6paHAMayspax) W APYrMx KOMIMOHeHTax, obecneynBaoLwmx
6e3onacHOCTb  kOMMbtoTepa. KpoMe XakepoB, TaKMMWM WMHCTPYMEHTaMM MOryT  MOJSIb30BaTbCsl
aAMWHUCTPATOPbl ANs MPOBEPKM HAAEXHOCTM CBOWMX ceTeil. MHorga kK mporpamMaM B3jioMa OTHOCAT
MporpaMMmbl, UCMOSb3YHOLME METOAbI COLMASIbHON MHXKEHepUK (3IEMEHTLI COLMOTEXHUKM).
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PeknaMHble NporpamMmbli

Yalle BCero nog 3TuM TEPMUHOM MOHMMAKOT MPOrPaMMHbIN KOZ, BCTPOEHHbIN B pa3fiMyHoe 6ecnnaTHoe
nporpaMMHoe obecrneyeHue, nNpU  WUCMOSb30BaHUM  KOTOPOro  MOJSIb30BATENO  NMPUHYAUTENbHO
MOKa3blBAETCA peknaMa. Ho MHoraa Takol Kofl MOXET CKPbITHO pacrnpoCTPaHATLCA NOCPEACTBOM APYruX
BPEOHOCHbIX MpOrpaMM W [IEMOHCTPUPOBATb PeknaMmy, Hanpumep B Beb-6paysepax. 3ayacTyio
peKnaMHble NPorpaMMbl paboTaloT Ha OCHOBaHMW AAaHHbIX, COBPAHHBbIX LUMMOHCKUMI NMporpaMMaMiu.

MporpaMMbI-LIYTKN

3TO TMN BPEAOHOCHBIX MPOrpaMM, KOTOpble, Kak M peklaMHble MporpaMMbl, He HAHOCAT NPsSIMOro Bpeaa
cicTeMe. Yalle BCEro OHWM TEHEpUpYIOT COODLUEHMSI O HECYLLECTBYIOWMX OWMBKax W yrpoxatoT
AECTBMAMI, KOTOpble MOryT MPUBECTM K MOBPEXAEHUIO [AaHHbIX. VX OCHOBHOW (yHKUMEN SBNSieTCs
3anyrvBaHue nosib3oBaTens, MM60 HaBA3YMBOE €ro pasapaXkeHue.

MporpaMMbl AO3BOHA

3TO cneumasnbHble KOMMbIOTEPHbIE NPOrpaMMbl, pa3paboTaHHbIe AN CKaHMPOBaHUS! HEKOEro AMana3oHa
TenedhoHHbIX HOMEPOB AN HaXOXAEHWS TaKoro, Ha KOTOpbI OTBETUT MoAeM. B panbHeiluem
3/10YMbILLNEHHUKN MCMOSb3YIOT HaWAEHHbIE HOMEPa NS HaKpy4duBaHMs onnathl 32 TenedoH unu ans
HE3aMEeTHOro MOJAK/IYEHUS] MOMb30BaTENS UYepe3 MOJEM K AOpPOroCTOSIMM MNaTHbIM TenedOHHbIM
cnyxb6am.

MoTeHUManbHO ONacHble NPorpaMmbl

3T NporpaMMbl He CO3AaBanuCb AN HaHECEHUst Bpeda, HO B CWTy CBOMX OCOBEHHOCTEN MOryT
npeacTaensATb yrposy ans 6esonacHocTn cuctembl. K TakMMm nporpaMMaM OTHOCSTCS He TOMbKO Te,
KOTOpble MOMyT C/ly4aliHO MOBPEAWTb WM YAQNUTb AaHHbIE, HO U Te, KOTOPble MOMyT WUCMOMb30BaTbCS
Xakepamy Wnu ApyruMu nporpaMMaMu Ans HaHeceHus Bpeda cucteme. K noTeHuMasnbHO OMnacHbIM
nporpaMMaM MOXHO OTHECTU pa3fiMyHble NPOrpamMbl YAANEHHOrO O6LWEeHMs M aAMUHUCTPUPOBAaHUS,
FTP-cepsepa n T.4.

Mopo3purtenbHble 06bEKTbI

K noao3putenbHbIM 06bekTaM OTHOCATCS Ntobble NOTEHUMAsbHbIE YIpo3bl, O6HAPYXXEHHbIE MPY MOMOLLM
3BPUCTUYECKOTO aHanM3a. Takue O06beKkTbl MOryT sBAATbLCS JHOObIM TWUMOB KOMMBIOTEPHBIX Yrpo3
(BO3MOXHO, AaXe HEeu3BEeCTHbIM AN CMeLManucToB Mo MHGOPMaLMOHHOM 6e30MmacHoCTM), a MoryT
OKaszaTbCs 6e30MacHbIMKM B Cly4Yae NOXHOro cpabaTbiBaHusl. Dalnbl, coaepkalume mnofo3puTesibHbIe
0ObeKTbl, PEKOMEHAYETCS MOMeWaTb B KapaHTWMH, @ Takke OTMNpaBisTb Ha aHanu3 crneuvanncram
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NMpuno)xxeHue b. YcTpaHeHue KOMNbIOTEPHbIX Yrpo3

Bce aHTMBMpYCHble NpOAYKTbl, pa3paboTaHHble KOMMaHMWEN , TPUMEHSIOT Lenbii Habop
METOAOB OOHApY)XEHUSI Yrpo3, UTO MO3BOMSET MPOBEPSATb MOAO3PUTESNbHbIE O6BLEKTHI MAKCUMASIbHO
TLATENbHO.

MeToabl 06Hapy)XeHus yrpos

CMrHaTypHbI aHanus3

3TOT MeToa 06HaDY)KeHMﬂ npuMeHsieTc B nepBylo o4vepeab. OH BbIMOMHSAETCA NyTeM MNpPOBEpKM
coAEPXNUMOro aHanan3nmpyemoro obbekTa Ha NpeAMET HaMn4ynga B HEM CUTHATYP YXXE U3BECTHbIX Yrpo3.
CMI’HaTypOMV Ha3blBAa€TCA HEMNPEPbIBHAdA KOHEYHasA MNOoCNeEA0BaTE/IbHOCTb GaﬁT, HeobxoamMMasi
JocTaTouHass [Ans OAHO3HAYHOW MD,eHTM(bMKaLIMM yrpossbl. [lpy 3TOM CpaBHEHWE CoAepPXUMOro
nccneagyemoro obbekTa ¢ CUrHaTypaMn nNponsBoanUTCA HE HaMpsAMyo, a Mo UX KOHTPOJIbHbIM CyMMaM,
YTO NO3BOMAET 3HAYUTENIbHO CHU3UTb pPa3Mep 3anuceli B BUPYCHbIX 6a3ax, COXpaHuB npn 3TOM
OAHO3HA4YHOCTb COOTBETCTBUA W, CNEAOBATEJIbHO, KOPPEKTHOCTb 06Hapy>|<eHM$| yrpos un nevyeHus
MH(DMLlMpOBaHHbIX 06bekToB. 3anucn B COCTaBJIEHbI TAaKUM 06pa30M, 4yTO
6narop,apﬂ OZIHOM W TOW e 3anmncn MoXXHO 06Hapy>KMBaTb Lenble Knaccbl Unu ceMencTea yrpos.

Origins Tracing™

3T0  YyHMKaNbHas  TEXHOMOrusi , KOTOpasi MO3BONSET  OnpeaenuTb  HOBble MMM
MOAMMULMPOBaHHbIE Yrpo3bl, WCMOMb3YIOWME YXKE WM3BECTHbIE M OMUCaHHble B BUPYCHbIX 6a3ax
MEXaHM3Mbl 3apaXKeHUs1 U HaHeceHUs ylep6a. OHa BbIMOHSETCS MO OKOHYAHUM CUFHATYPHOrO aHanm3a

“ obecneynmBaeT 3aluTy Mosb30BaTeNel, UCMOMb3YIOWMNX aHTUBUPYCHbIE PeLIeHNs! OT TaKux
yrpo3, Kak TpOsSiHCKas MporpaMMa-BbiMOraTteslb Trojan.Encoder.18 (TaKke MW3BECTHass noj
Ha3BaHMeM gpcode). KpoMme TOro, WCMoNb30BaHWE TEXHOMOMMM nossonsier

3HAUYUTESIbHO CHU3UTb KOJTIMYECTBO JIOXHbIX CpabaTbiBaHWI 3BPUCTMYECKOrO aHanm3aTopa. K Ha3BaHWsaM
yrpo3, 0bHapy>XeHHbIX NPy MOMOLLM pobasnsetcs NocTHUKC .Origin.

AMyNALMUSA UCNOJTHEHUA

MeToa 3MynsiUMM UCTIONTHEHMSI NPOrpaMMHOIO Koa UCMONb3YETCA NS OBHapYXXeHUSI NMONMMOPMHBIX U
WMDPOBAHHLIX BMPYCOB, KOrAa WCMONb30BaHWE MOMCKA MO KOHTPOSIbHBIM CyMMaM CUrHaTyp
HEMPVYMEHUMO W/IN 3HAUMTENbHO YC/IOXXHEHO M3-338 HEBO3MOXHOCTU MOCTPOEHUS HAAEXHbLIX CUrHaTyp.
MeToa COCTOMT B WMMUTAUMM WCTIONTHEHMSI aHaNM3MPYEMOro Koda nMnpu MOMOWM 3MynaTopa —
NMporpaMMHOM MoZENM MpoLeccopa M Cpeabl WUCMONIHEHMS MporpaMM. JMyNATOp OMnepupyeT ¢
3alUMILEHHON obBnacTblo namatn (6ygepom amynauuu). Tpyu 3TOM WMHCTPYKLMKU He MepeaatoTcs Ha
LieHTpanbHbIM MpoLEeccop AN peanbHOro WCMONHeHus. Ecnn kod, obpabaTbiBaeMbiilt 3MyNISITOPOM,
MHMMUMPOBaH, TO pe3y/ibTaTOM €ro aMyssiLMM CTaHET BOCCTAHOB/IEHME UCXOAHOrO BPEAOHOCHOMO KOAa,
JOCTYMHOrO ANSt CUrHATYPHOro aHanu3a.

IBpPUCTUYECKNIA aHANKU3

PaboTa 3BpPUCTMYECKOTO aHANIM3aToOpa OCHOBLIBAETCA Ha Habope 3BpucTMK (MPEAnOSIOXKEHUN,
CTaTUCTMYECKAs 3HAYMMOCTb KOTOPbIX MOATBEPXAEHA OMbITHBIM MYyTEM) O XapaKTepHbIX MPU3HAKax
BPEAOHOCHOrO M, HaobopoT, 6Ge3omacHOro WCMonHsemoro koga. Kaabli npu3Hak koga MMeeT
onpefeneHHblii Bec (T.e. UMCO, NOKasbliBatloLWee Ba)KHOCTb W [OCTOBEPHOCTb 3TOrO Mpu3Haka). Bec
MOXET ObITb KaK MOSIOXUTENbHBIM, €C/IM MPU3HAK YKa3blBaeT Ha HauMuMe BPEAOHOCHOMO MOBEAEHUS
KoZa, TaK M OTpUUATeNbHbIM, €C/IM NMPU3HaAK HE CBOMCTBEHEH KOMMbIOTEPHBLIM yrpo3aM. Ha ocHoBaHwM
CYMMapHOro Beca, XapaKTepu3YHOLWero COAepXXMMOoe 0bbeKTa, 3BPUCTUYECKMIA aHAaNU3aTop BblUUCISET
BEPOSATHOCTb COAEPXaHWS B HEM HEW3BECTHOr0 BPEAOHOCHOrO0 obbekTa. Ecim 3Ta BEpoOSTHOCTb
MpeBbILUAeT HEKOTOPOE MOPOrOBOE 3HAYEHME, TO BLIZAETCS 3aK/IHOYEHWE O TOM, YTO aHaM3vpyeMbIi
0ObEKT SIBNSIETCS BPEAOHOCHBIM.,

IBPUCTMYECKMUIA aHANM3ATOP TaKXKe MCMOMb3YeT TEXHOMOTUIO — YHMBEpCa/bHbIA anropuTM
pacnakoBku (ainoB. STOT MeXaHW3M MO3BOJISIET CTPOWUTbL 3BPUCTUYECKME MPEAMNOIOXEHNS O HaIMUYUK
BPEIOHOCHbIX OOBEKTOB B 06bEKTAX, OKATbIX MPOrpaMMaMu ynakoBKW (YNakOBLUMKaMM), MpUYEM He
TONbKO WM3BECTHBIMU pa3paboTunkaM MpoayKTa , HO 1 HOBbIMW, paHee He WUCCNeaoBaHHbIMU
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nporpamMmamu. lNpu NpoBepke ynakoBaHHbIX 06bEKTOB Takxe MCNOJIb3YETCA TEXHOJIONMUA aHaln3a UX
CTpYKTypHOﬁ SHTPONMN, KOTOpasa MNMO3BONAET O6HapY)KMBaTb Yrpo3bl no 0cobeHHOCTAM pacnonoXeHun4d
YYaCTKOB MX KOAA. DTa TEXHONOrns No3BOSISIET Ha OCHOBE OfIHOMN 3anucu BMDYCHOI\;I 6a3bl npon3BecTu
06HaDY)KeHMe Ha60pa pa3nnyHbIX Yrpo3, ynakoBaHHbIX OANHAKOBbIM I'IOJ'IMMOpd)HbIM YNaKOBLLMKOM.

MOCKONbKY 3BPUCTMYECKMI aHanM3aTop SBMSIETCS CUCTEMOW MPOBEPKM TUMOTE3 B YC/IOBMUSIX
HeonpeAeneHHOCTN, TO OH MOXET AONycKaTb OWMOKM Kak nepBoro (MponycK HEM3BECTHLIX Yrpo3), Tak
“ BTOporo pogda (npvsHaHue 6e3onacHoi NporpaMMbl BpeAOHOCHOW). M03TOMY 06beKTaM, OTMEYEHHbIM
3BPUCTUYECKMM aHAIM3aTOPOM KaK «BPeAOHOCHbIE», MPUCBAMBAETCS CTaTyC «MOAO3PUTENIbHbIE>.

Bo BpeMs nio6oit U3 NpoBEPOK BCE KOMMOHEHTbI aHTUBUPYCHBIX MPOAYKTOB NCMONb3YIOT CaMyto
CBeXYl0 WHdbopMaumMio 060 BCEX W3BECTHbIX BPEAOHOCHbIX MporpaMMax. CurHaTypbl yrpo3s u
nHdopmMauma 06 1x NpusHakax U MoAensx noBeaeHUs o6HOBNAIOTCA U A06ABNAOTCA B BUPYCHble 6a3bl

Cpasy e, KaK TOJIbKO CMeLUanuncTbl 06Hapy>X1BalOT HOBblE
yrpo3bl, MHOrA@ — [0 HECKONIbKMX pa3 B 4ac. [aXe ecin HoBeilllas BpeaoHOCHasi nporpamMma
MPOHMKAET Ha KOMMbIOTEP, MUHYS PE3UAEHTHYIO 3alUUTY , TO OHa 6yaeT obHapyXeHa B crncke

npoueccoB u HeﬁTpaﬂM3OBaHa nocne nony4yeHund 06HOBNEHHbIX BUPYCHbIX 6as3.

OeiicTBuA C yrposamm

B npoayktax peann3oBaHa BO3MOXHOCTb TMPUMEHATb OMpeAesiEHHbIE [LENCTBUS K
06Hapy>KeHHbIM obbektam ans O6e3Bpe)KMBaHM$I KOMMbIOTEPHBLIX yrpo3. [lonb3oBaTens MOXEeT
OCTaBUTb aBTOMAaTUYECKU MNpPUMEHAEMbIE K OnpeaeneHHbIM TuUnaMm yrpos ,Cl,el\;ICTBMﬂ, 3aflaHHbIE MO
YMOJT4aHUIO, USMEHUTb UX WU BbI6MpaTb HY>XHO€E AENCTBUSI ANS KaXAoro 06Hapy>|<eHHoro obbekTa
0oTAeNbHO. Huke npuBeaeH CNnCcoK AOCTYMHbIX [ENCTBUM:

e Ignore (MrHopupoBatb, [ponyctutb) — [lponycTuTb OGHApyXXEHHYIO Yyrpo3bly, He
npeanpuHMMas HUKaKUX AeNCTBUN;

e Report (MHdopMupoBaTb) — YBEAOMWUTb O HANM4YMM Yrpo3bl, HO HMYEro He pJenatb C
WMH(UUMPOBAHHBIM 06BEKTOM;

e Cure (Jleuntb) — MonbITaTbCA BbINEUATb MHULIMPOBAHHBIA 06BEKT, YAANUB U3 HEMO BPEAOHOCHOE
COAEPXMNMOE, U OCTaBMB B LENOCTM None3Hoe coaepxunmoe. O6paTnte BHUMaHWE, YTO 3TO AENCTBUE
NPVMMEHNMO He KO BCEM BMAaM yrpos;

¢ Quarantine (MepemecTuTb B KapaHTuH, U3onupoBatb) — lMepeMecTUTb WHPULMPOBAHHBIN
06bekT (ecnM OH [OMyCKaeT 3Ty Onepaumio) B CrieuManbHblii KaTanor KapaHTWMHA C LEeNblo ero
nsonauuu;

¢ Delete (YaanuTtb) — be3B03BpaTHO YAaUTb MHMOULIMPOBAHHBIN O6BHEKT.
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NMpunoxeHue B. TexHuyeckana noaaepixKa

CrpanHuua CJ'Iy>K6bI TEXHNYECKOM noAAEPXKXKN KOMMNaHUU HaxoauTCa no agpecy

Mpy BO3HMKHOBEHWMM MPO6SEM C YCTAHOBKOM WM paboTol MpOAYKTOB KOMMaHWW, MNpexae 4em
o6pallaTbCs 3a MOMOLLbI0O B OTAEN TEXHWYECKOW MoAAep)KKM, pekoMeHayeTcss nonpoboBaTb HaUTK
peLleHne OHMM U3 creaytoLmx crnoco6oB:

e O3HAaKOMWUTLCA C MOCNEAHUMM BEPCUAMM  OMWUCAHWIA M PYKOBOACTB MO  aApecy
7

e MpOYNTaThb pasaen YacTo 3aaBaeMbIX BOMPOCOB MO aapecy

e MOCETUTb rno aapecy

Ecnn nocne 3Toro Bam He yaanocb pewwunTb np06neMy, TO Bbl MOXETE 3aNOJIHUTb Be6-d)opMy BOMpocCa B
COOTBeTCTBYlOLIJ.eﬁ CeKumn pasgena

HaiTn 6nuxkaliee nNpeacTaBUTENbCTBO — KOMMaHWM u BClO MHbopMaumio,
HeobXoANMYI0 MOMb30BaTeNo, Bbl MOXETE MO aapecy
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Mpunoxexnue I OnucaHMe N3BeCTHbIX OLUM60K

Ecnm onvcaHve BO3HMKLLEN Y Bac OLWIMOKM OTCYTCTBYET B J@aHHOM pa3ferie, peKoMeHayeTcs o0bpaTuTbCs
A, B , COOBLUMB KOJ OLUMOKM 1 ONMCaB 0BCTOATENLCTBA €e NOSIBNEHMS.

Owunbku, onpenensiemMbie nNo Kogy

CoobuweHune 06 owmnbke: QyHKYUS HE peanu3osaHa.

Koa owunbkn: x65

OnucaHue: HekoTopblii KOMMOHEHT MPOrpaMMHOr0  KOMIJeKca He MOXeT
(bYHKUMOHMPOBaTb, MOCKO/bKY MPOM3BOAATCS MOMbITKU UCMOMb30BaHMS ero (yHKLMI, KOTOpbIe eLle He
peanv3oBaHbl B TEKYLLEW BEPCUM.

YcTrpaHeHue owunbku:

KOMMOHEHT : MOMbITKA UCMONb30BaHMs YHKLMM NPOBEPKM BXOASLUMX COEANHEHWIA.

e BbinonHuTe KoMaHay
# drweb-ctl cfset GateD.InputDivert Off

Ana OTKAKYEHUA NPOBEPKK BXOZASILLUMX COEANHEHWN.

Jpyrne KOMNOHEHThI:

e BbinonHUTe c6pOC HACTPOEK NPOrpaMMHOr0 KOMMIEKCA B 3HAYEHMS MO YMOMYaHMWIO, Ans 3TOro:

1. Ounctute copepxumoe daina /etc/opt/drweb.com/drweb.ini. PekomeHayeTcs
BbINOSIHUTL MpeABapuUTENIbHOE COXpaHeHMe pe3epBHOi konuu daina. Hanpumep:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

2. BbINONHMTE KOMaHay

# service drweb-configd restart
ana nepesanycka nporpaMMHOro KoOMrJiekca

Ecnum ycTtpaHuTb owmnbKy He yaacTtcs, obpatuTech B , coobwmB kog owmnbKu.

CoobuweHue 06 owmnbke: Hedonycmumbili DRL-¢hadin.

Koa ownbkm: <90

Onucanue: O6HOBNEHME HEBO3MOXHO, TaK Kak 06HapyXXun HapylleHue
LI€MIOCTHOCTM MMM OTCYTCTBUE NOANMCAHHOO haisia Co CMMCKOM CEpBEPOB O6HOBNEHMN.

YcTpaHeHue ownbku:

e BbinonHWTE OTAENbHYID YCTAHOBKY KOMMOHEHTOB (I'IaKeTOB) drweb-bases u drweb-dws,
nocsie Yero BbINoHUTE 06HOBMIEHNME.

e Ecnn owwubka NOBTOPUTCA, yAanute nMNpoAyKT LUENMNKOM, nocCne 4yero
YCTaQHOBUTE €ro NoOBTOPHO U BbINOJIHUTE obHoBNEHNME.

e VHCTPYKUMM MO YCTaHOBKE W YOANeHWI0 NpoAyKTa W €ero KOMIMOHEHTOB CM. B pasjesnax
"

Ecnum ycTtpaHuTb owmnbKy He yaacTtcs, obpatuTech B , coobwmB kog owmnbKku.
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CoobeHue 06 owmnbke: Hedornycmumabili cxxambili ghadis.
Kog owmnbku: x92
OnwncaHwe: 06Hapy>XWn HapylUeHUEe LEeNIOCTHOCTM WM OTCyTCTBUE dhaiina
apXu1Ba, NMoJTy4YeHHOro C cepBepa O6HOBNIEHWIA.
YcrpaHeHue ownbku:
e BbinonHute 06HOBNEHME NMOBTOPHO YEpPE3 HEKOTOPOE BpEMSI.
Ecnum ycTtpaHuTb OlIMbBKY He yaacTcs, obpaTuTech B , CO0bWMB KOA OLWNOKN.
CoobuweHue 06 owmnbke: Owubka aymeHmugukayuu Ha rpoKcu-cepeepe.
Koz ownbkm: x93
OnucaHue: He CMOr MOAKJIYMTLCS K CepBepYy OBHOBMIEHMI, MOCKOMbKY He

npowen aYTeHTMCbMKaLIMIO Ha MPOKCU-CeEpBEPE, NCMNOJIb3YEMOM A4 NONydYEHUA 0BHOBNEHWI.

YcrpaHeHue ownbku:

e poBepbTe M UCMpaBbTe MCMOMb3yeMoro npoKcu-cepBepa (MMsi Mosb3oBaTenst W
Naposb, UCMOJb3yEMbIE NS ayTeHTUdUKaLMK).

e ECin owmMbKa MOBTOPUTCH, CMEHWTE WCMOMb3YEMbIA MPOKCUM-CEPBEP WU  OTKAXKUTECH OT
CMOMb30BaHMA MPOKCU-CEepBEpa.

Ecnum ycTtpaHuTb OlIMBKY He yaacTcs, obpaTuTech B , CO0OLWMB KOA OLWMNOKN.

CoobuweHue 06 owmnbke: Hem docmyrHbix cepeepos 06Ho8neHUU.

Kop owwmnbku: x94

OnucaHue: HE CMOr NOAKMHYNTBCA HU K O4HOMY CEPBEPY 0BHOBNEHWI.

YcrpaHeHue ownbku:

e [poBepbTE HaMUMe U paboTOCMOCOBHOCTL CETEBOrO COEAMHEHUS, @ TAKXKE, YTO Ball KOMMbIOTEP
UMeET A0CTYN K ceTu MIHTEpHeT.

e ECM pocTyn B WHTEpHET paspelleH TONMbKO 4Yepe3 MpoKCU-CeEpBep, TO ero
NCMOo/b30BaHNE MNPy NosyYeHU 06HOBEHW.

e EC/iM ncnonb3yeTcs NpoKcu-cepBep, TO NMPOBepbTE U UCMpaBbTe NOAKIOYEHNS K
MpOKCK-CEPBEPY.

Ecnum ycTtpaHuTb owmnbky He yaacTtcs, obpatuTech B , coobwmB kop owmnbKu.

CoobueHune 06 owmnbke: @opmam Kro4yego20 ¢halina Heu3eecmHbIl unu He noddep xusaemcs.

Koa ownbkm: <95

Onucanue:  MMonyyeHne  OGHOBNEHMA  HEBO3MOXHO,  MOCKONbKY — HapylleHa  LEeNoCTHOCTb

YcTpaHeHue ownbku:

. KntoyeBon ain M3 pesepBHOM konuu. Ecin pesepBHasl KOMMSI OTCYTCTBYET,
npuobpeTuTe ero NOBTOpHO, 06paTUBLLMCE B
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Ecnum ycTtpaHuTb OlIMbBKY He yaacTcs, obpaTuTech B , CO06WMB KOA OWNOKN.

CoobuieHue 06 owmnbke: Cpok delicmaus TUUEH3UU yXe UCMEK.

Kop olimnbku: x96

Onwucanwe: MNonyyeHue 06HOBNEHUI HEBO3MOXHO, NOCKOJIbKY CPOK AENCTBUSI IMLEH3NM 3aKOHUMICSL.

YcrpaHeHue ownbku:
e [probpeTuTe HOBYIO N aKTUBUPYWTE NPOAYKT NMpU NMomMoLu

Ecnu Bbl YBEPEHBI, UTO CPOK [AEWCTBUS NIMLEH3MM HE UCTEK, 0BpaTUTECh B ,
CoOobLWNB KOA, OLLINOKN.

CoobuweHue 06 owmnbke: Micmek matiM-aym cemeeol orepauuu.

Koa owmnbkm: x97

Onucanwe: HE CMOr MOJy4YnUTb O6HOBJIEHMSI U3-3a pa3pbiBa COEANHEHMUS.

YcTrpaHeHue owunbku:

e OnpoBepbTe Hanuume U paboTOCNOCOBHOCTbL CETEBOrO COEAMHEHWMs, a TaKxe, YTO Ball
KOMMbIOTEP MMEET AOCTYM K CETU MIHTEpHET.

e EC/IM ncnonb3yeTcs NpoKcu-cepBep, TO NMPOBepbTE U UCMpaBbTe NOAKIOYEHNS K
MpOKCK-CEPBEPY.

e ECin owmMbKa MOBTOPUTCH, CMEHWTE WCMOMb3YEMbIA MPOKCU-CEPBEP WM  OTKAXKUTECH OT
CMOMb30BaHMS MPOKCU-CEpBEpa.

Ecnu ycTtpaHuTb OlIMbBKY He yaacTcs, obpaTuTech B , CO0OLWMB KOA OLNOKN.

CoobuieHue 06 owmnbke: Hedornycmumas KOHMPOIIbHas CyMma.

Kopa olimbku: %98

OnwcaHue: nonyumn caiin O0B6HOBMIEHUS, KOHTPOJIbHasi CyMMa KOTOPOro He
COBMaAaeT C OXUAAEMOMN.

YcrpaHeHue ownbku:
e BbinonHuTe 06HOBNEHME NMOBTOPHO YEPE3 HEKOTOPOE BPEMSI.

Ecnm ycTtpaHuTb owmnbky He yaacTtcs, obpatuTech B , coobwmB kog owmnbKku.

CoobweHue 06 owmnbke: Hedornycmumbili 0eMOHCMpPayUOHHbIU Kirovyegol ¢halis.

Koa ownbku: x99

Onucanwue: MMonyyeHne OBHOBMEHWUA HEBO3MOXHO, MOCKOMbKY MOCKOSIbKY HapylleHa LEeoCTHOCTb
AEMOHCTPaLIMOHHOMO , WM OH MCMOb3yeTcs HECAHKLUMOHUPOBAHHO.

YcTpaHeHue ownbku:
e [lpnobpetute N aKTUBMPYWTE NPOAYKT Npu NOMOLLN

Echn Bbl yBepeHbl, UYTO [EMOHCTPALMOHHbLIA KIoueBon aiin AencTBUTENbHLINM, obpaTuTech B
, CO0OWMB KOA OLWNOKN.
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CoobueHue 06 owmnbke: Krroyesol ¢halin 3abrioKUposaH.

Koa ownbku: <100

Onucanue: TMonydyeHne  OBHOBMEHWA  HEBO3MOXHO,  MOCKOSIbKY — MOCKOJSIbKY — MCMOJIb3yeMbli
3ab10KMpOBaH KOMMNaHuewn

YcTpaHeHue ownbku:
e [lpnobpetute N aKTUBMPYWTE NPOAYKT Npu NOMOLLN

Ecnv Bbl  yBepeHbl, 4UTO WCMOMb3yeMbl KOYeBOM aiin  AEeACTBUTENbHBIA, 0bpaTuTecb B
, CO0bWMB KOA OWNOKN.

CoobuweHue 06 owmnbke: Hedonycmumasi KOHbU2ypayusi.

Kop owwmnbku: x102

OnucaHve: HekoTopblii KOMMOHEHT MPOrpaMMHOIO  KOMMEKCa He MOXeT
(byHKUMOHMPOBATL U3-3a HEMPaBUJIbHbIX HACTPOEK KOHGUrypaLmu.

YcrpaHeHue ownbku:

KOMMNoHeHT : 3afaH cnoco6 paboTbl Moayns, KOTOpbIA He NOAAEPXMBAETCS
OnepaLnoHHON CUCTEMON.

e BbinonHute KOMaHAay
# drweb-ctl cfset LinuxSpider.Mode AUTO

Ans nepesoaa B aBTOMaTMYeCKMI peXuM onpeaenieHns Noaxoasilero crocoba
paboThbl.
e Ecnn owwnbka NoBTOPUTCS, BLINOMHUTE 3arpy>xaeMoro mMoaynsi aapa

ANa KOMIMNOHEHTa

Obpatute BHMMaHWe, 4YTO paboTa KOMMOHEHTa M 3arpyxaeMoro Moayns sapa
L= rapaHTUpyeTcs TOMbKO B TOM C/ly4vae, ecnvM ucnonb3yemas BamMum OC  BXOAWT B CMMUCOK
NpPOTECTUPOBaHHbIX ANCTPMBYTMBOB Linux (cM. pasaen ).

Jpyrne KOMNOHEHTbI:

e BbiNnonHUTe c6pOC HACTPOEK NPOrpaMMHOr0 KOMMIEKCA B 3HAYEHMS MO YMOMYaHMWIO, Ans 3TOro:

3. Ounctute comepxmmoe ana /etc/opt/drweb.com/drweb.ini. PekoMeHayeTcs
BbIMOIHUTL NPeABapUTENbHOE COXPaHEHWE pPe3epBHO konuu daiina. Hanpumep:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

4. BbinonHUTE KOMaHAay

# service drweb-configd restart
ana nepesanycka nNnporpaMMHOro KOMrJiekca

Ecnum ycTtpaHuTb owmnbky He yaacTtcs, obpatuTech B , coobwmB kog owmnbKu.

CoobuweHune 06 owmnbke: Hedornycmumbili ucronHaeMbIl ¢hadis.

Koa ownbku: <104
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OnucaHune: WcnonHsieMblt dain HEKOTOPOro KOMMOHEHTAa MPOrPaMMHOr0 KOMMeKca
OTCYTCTBYET WM UCTMOPYEH.
YcrpaHeHue ownbku:
e BbinosnHUTE OTAENbHYIO YCTAaHOBKY MaKeTa, CoAepXKalLero Tpebyemblil KOMMNOHEHT:
o drweb-spider, €C/IM UCNOPYEH UCNONHAEMbIN dain
o drweb-gated, €C/IM UCMOPYEH UCNONHAEMbIN dain
o drweb-update, €C/IM UCNOPYEH UCNONHAEMbIN dain

e Ecnn owmnbka NOBTOPUTCA, UNN €CNN Bbl HE MOXXETE OMNPEAENTUTD, NCNOMHAEMbIN d)aﬁn KaKoro

KOMMOHEHTA WCMOpYeH, YAanuTe NpoayKT LIE/IMKOM, MOC/e Yero yCTaHoBUTE
€ro NoBTOPHO.

e VHCTPYKUMM MO YCTaHOBKE W YOANeHW0 NpoAyKTa W €ero KOMIMOHEHTOB CM. B pasjenax
"

Ecnum ycTtpaHuTb owmnbKy He yaacTtcs, obpatuTech B , coobwmB Kkop owmnbKu.

CoobuweHune 06 owmnbke: Hedonycmumnbili ghalisn AHmueUpycHoO20 dpa.

Koa ownbkm: <105

OnucaHue: TMporpaMMHbIN  KOMIMIEKC He MOXET (YHKLMOHMPOBaTb, TaK Kak
UCnonHseMbi daiin aHTUBUPYCHOTO siapa OTCYTCTBYET MJIN UCTMIOPYEH.
YcTpaHeHue ownbku:

e BbinonHute BMPYCHbIX 6a3.

e ECiM owubka MOBTOPUTCS, BLIMONHUTE OTAENbHYID YCTAHOBKY MakeTa drweb-bases,
COAEPXKALLEro aHTUBMUPYCHOE SAPO M BUPYCHbIE 6a3bl.

e ECiM owwubka NOBTOPWUTCS, YAQANUTE NPOAYKT LenMKoM, Mocne 4ero
YCTQHOBWTE €ro NoBTOPHO.

e IHCTpYKUMM MO YCTAHOBKE W YOaNeHWI0 MNPOAYKTa W ero KOMMOHEHTOB CM. B pasfenax
n

Ecnu ycTtpaHuTb OlIMbBKY He yaacTcs, obpaTuTech B , CO0OLWMB KOA OLNOKN.

CoobuieHune 06 owmnbke: BupycHble 6a3bl omcymemayom.

Kop owmnbku: x106

OnucaHue: MporpaMMHbIA KOMMNEKC HE MOXET OCYLIECTBNSATb @aHTUBUPYCHYIO
3alNUTY, TaK Kak OTCYTCTBYOT UM UCMIOPYEHbI BUPYCHbIE 6a3bl.
YcrpaHeHue ownbku:

e BbinonHute BMPYCHbIX 6a3.

e ECin owubka NOBTOPWTCS, BLIMOMHUTE OTAENbHYIO YCTAHOBKY MNakeTa drweb-bases,
COAEPXALLEro aHTUBUPYCHOE SAPO M BUPYCHbIE 6a3bl.

e Ecn owmbka NOBTOPUTCA, yOanuTe MNpOAYKT LIEIMKOM, MOCNe Yero
YCTaHOBWTE €ro NoBTOPHO.

e VHCTPYKUMM MO YCTaHOBKE W YOANeHW0 MpoAyKTa W €ero KOMIMOHEHTOB CM. B pasjenax
"

Ecnum ycTtpaHuTb owmnbky He yaacTtcs, obpatuTech B , coobwmB kop owmnbKu.
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CoobweHune 06 owmnbke: ObHapyxeHO Heco8MeCmMUMOE rpoepaMMHoOe obecrevyeHue.
Kog owmnbku: x109
OnwncaHve: HekoTopbli KOMMOHEHT MPOrpPaMMHOIO  KOMMeKca He MoXeT

(bYHKUMOHMPOBaTb, MOCKO/bKY OBHapy>XeHO MporpaMMHoOe obecrnedyeHne, MpPensTCTBYOWME €ro
KOppeKTHoI paboTe.

YcrpaHeHue ownbku:
KoMnoHeHT : obHapyxeHO nporpaMMHoe obecrneveHune, opMupytowee Ans CUCTEMHOMO

6p3aHaMayapa nNpaBua, NPeNSTCTBYIOWME KOPPEKTHOWN paboTe

e OTKIIOUUTE WM MEPEHACTPONTE KOHMIUKTYIOLLEE NMPOrpaMMHOE obecrneyeHne TakuMm 06pasom,
yTObbl OHO He MeLwano paboTe

e B onepauuoHHoit cucteme OpenSuse Linux, npy HacTpoiikax Mo ymonyaHuio,
KOHMIMKTYET € cuctemMHbiM 6paHamayspom SuseFirewall2. [ns ycrpaHeHust KoHdmKTa cnegyet
M3MEHWTb HacTPOMKKM cucTteMHoro 6paHamayspa SuseFirewall2. [ns sToro:

1. OTkpoite danin koHdurypaumn SuseFirewall2 (no ymonuaHuio 370 dann /etc/
sysconfig/SuSEfirewall?2).

2. HaiguTe B chaiine 6510k TeKCTa:

## Type: yesno

#

# Install NOTRACK target for interface lo in the raw table. Doing so
# speeds up packet processing on the loopback interface. This breaks
# certain firewall setups that need to e.g. redirect outgoing

# packets via custom rules on the local machine.
#
#
#
F

Defaults to "yes" if not set

W_LO_NOTRACK=""

3. YCTaHOBUTE 3HaYeHne napaMmeTpa B "no" :
FW_LO NOTRACK="no"

4. NMepezanyctute SuseFirewall2. [1nsa 3Toro ncnonb3syie cneayroLlyo KoMaHay:

# rcSuSEfirewall2 restart

5. Mepesanycrute (oTKMIOUNTE, @ 3aTeM BK/IIOYMTE €ro Ha COOTBETCTBYIOLLEN

O6patTe BHMMaHWe, YTO OMepauMOHHasi cucTeMa OpenSuse Linux He BXoAWT B  CMMCOK

L8\ [poTECcTMPOBaHHbLIX AMCTPUBYTMBOB Linux, Ha KOTOpbIX paboTa rapaHTupyetcs (cMm.
pasgen ).

Apyrve KOMNOHEHTH!:

o OTKNIOUMTE WUAWM MEPEHACTPOMTE KOHMIMKTYIOWEE NPOrpaMMHOE obecneyeHne TakuM 06pasoM,
4YTO6bI OHO HEe MeLano paborte

Ecnu ycTtpaHuTb OlIMbBKY He yaacTcs, obpaTuTech B , CO0OLWMB KOA OLNOKN.

CoobueHue 06 owmnbke: HedocmyneH komroHeHm ScanEngine.

Koa owmnbkmu: x119
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OnucaHne: HeBO3MOXHO MpoBepsTb d)al\;lflbl, MOCKOJIbKY OTCYTCTBYET W/IMW HE 3alyCKaeTCa MoAyJib
drweb-se, MCI'IOJ'II:3y€MbIﬁ Ana NpoBEPKU Hann4dna BpeJOHOCHOIo CoAepXnMoro.

HeBo3Mo)xHa paboTa KOMMOHEHTOB: , , (yacTn4Ho).

YcTpaHeHue ownbku:

e Ecnun Bbl ucnonb3yete 64-6utHyto Bepcuto OC, ybeamTech, 4TO y Bac yCTaHOBMEHblI 6ubnnorekm
noaaepXKn 32-6UTHBIX MPUIOXKEHWUA (CM. paszen ), N yCTaHOBUTE UX B
Cny4dae HeobxoanMocTw.

e Eciv Bawa OC wucnonb3yeT noacucteMy 6e3onacHoct SELInuX, HacTponte MOAUTUKY
6e3onacHocTn ans Moayns drweb-se (c™. pasaen

e BbinonHute komMaHay

# drweb-ctl cfshow ScanEngine.ExePath

€CNN  BbIBEAEHHAs HA 3KpaH CTpOKa OT/IMYaEeTCAd OT ScankEngine.ExePath = /O]_Ot/
drweb.com/bin/drweb-se, TO BbINOJHUTE KOMaHAy

# drweb-ctl cfset ScanEngine.ExePath /opt/drweb.com/bin/drweb-se
* Ecnun npegbigywine warn He nomoriu, BbINONMHUTE OTAENIbHYIO YCTAaHOBKY KOMIMOHEHTa (naKeTa)
drweb-se.

e ECiM owwubka NOBTOPWUTCS, YAQANUTE NPOAYKT LenMKoM, Mocne 4ero
YCTQHOBWTE €ro NoBTOPHO.

NHCTpyKUMM MO YCTAHOBKE W YAANeHUIO NPOAYKTa M ero KOMMOHEHTOB CM. B pasfenax
n

Ecnum ycTtpaHuTb OlIMbBKY He yaacTcs, obpaTuTech B , CO0OLWMB KOA OLNOKN.

CoobuieHue 06 owmnbke: HedocmyneH komroHeHm FileCheck.

Koa olmbku: x120

OnucaHve: HeBO3MOXHO OCYLIECTBNIATb MPOBEPKY halfioB, MOCKOSbKY OTCYTCTBYET KOMMOHEHT
drweb-filecheck, WCMONb3YyeMbIN ANS NpoBepku (ainos.

HeB03MOXXHa paboTa KOMMOHEHTOB: ,

YcTpaHeHue ownbku:

e Ecnun Bbl ucnonb3yete 64-6utHyto Bepcuto OC, ybeamTech, 4TO y Bac yCTaHOBMEHbI 6bubnnorekm
noaaepXKn 32-6UTHbIX MPUIOXKEHWUA (CM. paszen ), N yCTaHOBUTE UX B
Cny4dae HeobxogumocTw.

e Eciv Bawa OC wucnonb3yeT noacucteMy 6e3onacHoct SELInuX, HacTponte MOAUTUKY
6e3onacHocTn ans Moayns drweb-filecheck (cm. pasgen

e BbinonHuTe KoMa HAY
# drweb-ctl cfshow FileCheck.ExePath

€Cn  BbIBEAEHHAsd Ha 3KpaH CTpoKa OT/IMYaeTcd OT FileCheck.ExePath = /O]_Ot/
drweb.com/bin/drweb-filecheck, TO BbIMOJHUTE KOMaHAY

# drweb-ctl cfset FileCheck.ExePath /opt/drweb.com/bin/drweb-filecheck

* Echmn npeabigywine warn He nomoriu, BbINONHUTE OTAENIbHYIO YCTAaHOBKY KOMIMOHEHTa (naKeTa)
drweb-filecheck.
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e ECiM owwubka NOBTOPWUTCS, YAQANUTE NPOAYKT LenMKoM, Mocne 4ero
YCTQHOBWTE €ro NoBTOPHO.

e IHCTpYKUMM MO YCTAHOBKE W YOaNeHWI0 NpPOAyKTa W ero KOMMOHEHTOB CM. B pasfenax
n

Ecnu ycTtpaHuTb OlMbBKY He yaacTcs, obpaTuTech B , CO06WMB KOA OWNOKN.

CoobueHue 06 owmnbke: HedocmyneH komrioHeHm Firewall.

Kop owmnbku: x122

OnucaHue: HeBO3MOXHO KOHTPONMPOBaTb [OCTYN K CETU WMHTEpPHET, MOCKOJSIbKY OTCYTCTBYET WM He
MOXeT ObITb 3anylleH BcrnoMoraTenbHbli MoAyNnb drweb-firewall, npeAHa3HAYeHHbI NS
nepeHanpaBneHns COeAUHEHNI.

HeBo3MoXKHa paboTa KOMNOHEHTOB:

YcTpaHeHue ownbku:
e BbinonHute KOMaHAay
# drweb-ctl cfshow Firewall.ExePath
€C/N BblBEAEHHAA Ha 3KpaH CTPOKa OT/INYAETCA OT Firewall.ExePath = /opt/drweb. com/

bin/drweb-firewall, TO BbINOJIHUTE KOMaHAY

# drweb-ctl cfset Firewall.ExePath /opt/drweb.com/bin/drweb-firewall

* Ecnn owwubka NMOBTOPUTCA, BbINOJIHUTE OTAEJIbHYIO YCTAHOBKY KOMIMOHEHTa (naKeTa) drweb-
firewall.

e Ecn owubka NOBTOPUTCA, ydanuTe MNpOAYKT LIeIMKOM, MOCNe Yero
yCTaHOBWTE €ro NoBTOPHO.

e VHCTPYKUMM MO YCTaHOBKE W YOANEeHWIO MpoAyKTa W €ero KOMIMOHEHTOB CM. B pasjenax
"

Ecnum ycTtpaHuTb owmnbky He yaacTtcs, obpatuTech B , coobwmB kog owmnbKu.

CoobuweHune 06 owmnbke: HedocmyneH komrnoHeHm NetCheck.

Koa ownbkm: x123

Onucanue: HeBO3MOXHO KOHTPONMPOBaTb AOCTYN K CeTU VHTEpHET, MOCKO/bKY OTCYTCTBYET W/IN He
MOXET O6blTb 3amnyleH BCroMoraTeNbHbi Mofy/b drweb-netcheck, NpeaHasHaYeHHbIN Ans
npoBepku (haiinoB, 3arpy>eHHbIX Mo CETW.

HeBo3Mo)kHa paboTa KOMNOHEHTOB: (4acTnyHo).

YcrpaHeHue ownbku:
e BbinonHuTe KoMaHay
# drweb-ctl cfshow NetCheck.ExePath

€CNn BbiBeAEHHas Ha 3KPaH CTPOKa OT/IMYAETCA OT NetCheck.ExePath = /opt/drweb.com/
bin/drweb-netcheck, TO BbIMO/HUTE KOMaHAY

# drweb-ctl cfset NetCheck.ExePath /opt/drweb.com/bin/drweb-netcheck

® Ecnn owmnbka MOBTOPWTCS], BbLINO/HUTE OTAEMbHYIO YCTAHOBKY KOMMOHeHTa (naketa) drweb-
netcheck.
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e ECiM owwubka NOBTOPWUTCS, YAQANUTE NPOAYKT LenMKoM, Mocne 4ero
YCTQHOBWTE €ro NoBTOPHO.

e IHCTpYKUMM MO YCTAHOBKE W YOaNeHWI0 NpPOAyKTa W ero KOMMOHEHTOB CM. B pasfenax
n

Ecnu ycTtpaHuTb OlMbBKY He yaacTcs, obpaTuTech B , CO06WMB KOA OWNOKN.

OwnbkK, He MeloLLMe KOQOoB

CMMnNTOMBDI:

maBHOE OKHO HEeaKTUBHO M BbIBOAWT coobweHne Dr.Web gns Linux 3arpyxaercs... uim
B 0611acT¥ yBe#OM/IEHWUI pabouero cTona OoTobpaXkaeTcsl C CUMBOJIOM KPUTUYECKOM
OLWKMOKM, @ BbINaAaoLLee MEHIO COAEPXKUT TOSIbKO OAMH HEAKTUBHbIA NYHKT 3anycCK...
OnucaHume:
He MOXET 3amnyCTUTbCSl, MOCKOJSIbKY OCHOBHOMN CEPBUCHLIN KOMMOHEHT drweb-configd
HefoCTYyMeH.

YcTrpaHeHue owunbku:

e BbinonHwute KoMaHay

# service drweb-configd restart

Ana nepe3anycka

e Ecn sTa KOMaHZa BepHeT owwubKy WMAM He AacT HUKaKoro 3dd@ekTa, BbIMOMHWUTE OTAENbHYIO
YCTQHOBKY KOMMOHeHTa (nakeTa) drweb-configd.

e Ecnn owmbka NoBTOPUTCS, yAanuTe NpoayKT LIeNMKOM, MOoC/Ie Yero yCTaHoBuTE
€ro NoBTOPHO.

e IHCTpYKUMM MO YCTAaHOBKE W YyAaneHui0 nNpPoAyKTa W ero KOMIMOHEHTOB CM. B pa3jenax
n

Ecnu ycTpaHuTb OlnGKY He yaacTcs, 06paTuTech B
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Mpunoxexnue [1. C6opka moaynsa sapa ansa SpIDer Guard

Ecnu onepauuoHHas cucteMa He NpefoCcTaBnseT MexaHU3M fanotify, WUCMONb3YyeEMbIN
ANs MOHUTOPUHIa AEUCTBUIN C 06bekTaMn anoBOM CUCTEMbI, OH MOXET MCMOMb30BaTh CreLMabHbINI
3arpy)<aemblii Mofly/b, paboTaloLLuit B NMPOCTpaHCTBE Sapa.

Mo yMonuyaHuio B cocTaBe MOCTaB/ISIETCS CKOMMUIMPOBAHHBI Modynb sapa ans OC
CentOS 1 Red Hat Enterprise Linux Bepcuit 5.10 u 6.5, nockonbky 3t OC He npenocTaBnsitoT
fanotify. Takke COBMECTHO CO nocraensieTca apxus B ¢opmate tar.bz2,
coaepXallmii  ucxoaHble aiinbl 3arpy)kaemMoro Moayns sapa, 4tobbl €ro MOXHO 6bi10 cobpaTtb
BPYYHYIO.

3arpyaemblii Moaynb f4pa, UCMoNb3yeMbii
&L= Linux Bepcuii 2.6.* 1 HoBee.

, NpeaHasHayeH Ansi paboTbl C sapamu

ApXMB C MCXOAHbIMM KOAAMWU 3arpy)kaemMoro Mogyns siapa pacrionaraercs B KaTtasore OCHOBHbIX
dannos (no ymonuyaHmio /opt/drweb.com) B Mnogkatanore share/drweb-
spider-kmod/src, U UMEET UMA BNaa drweb-spider-kmod-<Bepcusi>-<marTa>.tar.bz2

Takke B kKaTanore drweb-spider-kmod WMEETCS MPOBEPOYHbIN CKPUNT check-kmod-
install.sh, 3aMyCTUB KOTOPbIN, Bbl NOMy4YMTE MHDOPMALIMIO, NOAAEPKMBAET NIN UCMONb3yeMas BaMu
OnepaLmoHHasl CcUCTEMA MpeaBapuUTENlbHO CKOMMUIIMPOBAHHbIE BEpCUM Sfipa, YXXe BK/IOUYEHHblE B
CoCTaB npoAaykTa. B cnyyae ecnun HeT, Ha akpaH ByaeT BbiBeAeHa PEKOMEHAALMS BbIMNOMHUTb PYy4YHYHO
cbopky.

[ns BbINMOMHEHWSI PY4YHOW COOPKM 3arpy)kaemMoro Mofyns siApa W3 WCXOAHbIX KOAOB HEo6X0AMMO

A% ob6bnagatb npaBaMu cyneprionb3oBaTens. [ns MonydyeHuss npaB  cyrneprosib3oBaTens npu cbopke
BOCTOJIb3YWTECh KOMAHZOW CMEHbl MOSIb30BaTeNS su WM KOMaHAOW BbIMOJIHEHUS OT WMEHW ApYroro
Monb3oBaTensi sudo.

MUHcTpyKumsa no c6opke moaynsa aapa
1. PacnakyiTe apxvB C UCXOAHLIMW KofaMu B noboli kaTtanor. Hanpumep, koMaHaa

# tar -xf drweb-spider-kmod-<Bepcusa>-<pmara>.tar.bz2

pacrakyeT apXxuB HEMOCPELACTBEHHO B KaTasior, cogepyallmil caM apxuB, CO34aB B HEM roaKaTasior
C MMeHeM ¢alina apxuBa (0bpaTuTe BHUMAHWE, YTO [NS 3annCK B KaTasor, COAEPXKallnii apXuB,
HeobxoaMMbl NpaBa Cynepnosb3oBaTens).

2. nepel‘/Jl.ClVlTe B CO3,U,aHHb|l‘/J| KaTtanor ¢ ucxoagHbiM1 KogaMu 1 BbINOMHUTE KOMaHAY:
# make

B cnyyae BO3HMKHOBEHMSI OLIMEOK Ha 3Tane make CreayeT UX YCTpaHUTb (CM. ) W BbINOMHUTb
KOMMUJISILMIO NOBTOPHO.

3. MNMocne YCNELWHOro OKOHYaHUs 3Tana make BbINOAHUTE CNeaylOWME KOMaHAbI:
# make install
# depmod
4. MNMocne YCI'IeLUHOﬁ C60pKM mMoayna aapa n ero perncrpaumm B CUCTEME, BbINOMHUTE AOMOJIHUTENBHO
HaCTpOKy , YKa3aB eMy pexuM paboTbl C MOAYNEM sapa, BbINOAHWMB KOMaHAy
# drweb-ctl cfset LinuxSpider.Mode LKM
Taxe [OonyCKaeTca YCTaHOBKa 3HaydeHUs AUTO BMeCTO 3HayeHusa LKM. B sTOM Ccny4yae

6yneT npoboBaTb WCMONb30BaTb HE TOMbKO MOAY/b $APa, HO U CUCTEMHbI MEXaHW3M
fanotify. [ns nonyyeHus AOMNONMHUTENbHOW MH(OPMaLMKN UCMONb3YMTE KOMaHAY:
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$ man drweb-spider

Bo3MoO)kHble ownbKn c60pkmn

Ha 3Tane BbINONHEHWS COOPKM make MOryT BO3HMKATb OWWGKW. B Ciyyae BO3HMKHOBEHMSI OLUMOOK
npoBepbTe creaytoLlee:

e [1na ycnewHon cbopku Tpebyetcs Hanuume Perl n komnunatopa GCC. ECin OHM OTCYTCTBYIOT,
YCTQHOBUTE UX.

e B HekoTopbix OC MoxeT noTpeboBaTbCs NpeaBapuTebHas YCTaHOBKa NakeTa kernel-devel.

e B HekoTopbix OC cbopka MOXET 3aBEPLUMTLCS OLWIMOKON M3-32 HENPABWU/IbHO OMPEAENEHHOro NyTh K
KaTanory MCXofHbIX KOAOB sapa. B 3ToM cnyyae ncnonb3yiiTe KoMaHay make C NapaMeTpPoM KDIR=/
nyTh/x/mcxonuem/konam/ aapa . OBbIYHO OHM pa3MeLLaloTcs B KaTanore /usr/src/kernels/
<Bepcus sazpa>. ObpaTWTe BHMMaHWe, YTO Bepcusi SApa, BblAaBaeMas KOMaHAOW uname -r,
MOXET He COoBnaaaTh C UMEHEM KaTanora <eepcus_snpa>!
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E

EICAR 15

SplDer Gate 55
SplDer Guard 54

A

ABTOHOMHbII pexxum 13

AKTMBaUMS aHTuBUpyca 62

ApryMeHTbl KOMaHAHOW cTpoku padmryeckoro MHTepdeiica

86

b

besonacHocTb SELinux 31

BbicTpast npoBepka 48

B

Beenenne 7

BBoa cepuiiHoro Homepa 62
Bbi6opouHas npoBepka 48
BbibopoyHas yctaHoBka 29

Bbi3oB cnpaBkn 74

r

Mpacuyeckuit genHctannatop 35
pacnyeckuin uHctannstop 23
pachnuecknin uHTepdelic ynpaenenns 43

A

[JevHcTannaums AHTueupyca 34

3

3aBeplueHue rpacduyeckoro uHTepdeinca 46
3apauw 8

3agauv nposepkn 51

3anyck rpaduyeckoro uHTepdeiica 46
3anyck genHctannstopa 34

3anyck obHoBneHns 61

3anycK yTUNUTbl KOMaHAHOW cTpoku 87

n

M3BecTHble owmnbkn 105
M3onduma 11
MHavkaTop B obnactv yBegomneHnin 46

WHcTannauma AHTueupyca 22

WHTepdeiickl ynpaBneHns 42
Mcknovenne n3 nposepkn 81
Uckntovenns 81

K

KapaHtnH 11, 59

Katanor KapaHtuHa 11

KnioueBoit daiin 18, 62
KoMnoHeHTbl 10

KOMMblOTEPHbIE Yrpo3bl 98
KoHconbHbIN AevHcTannatop 37
KOHCONbHbIN UHCTannsTop 26
KoHTeKCTHoe MeHIo npunoxeHns 46

KoHTponb goctyna K MHTepHeT 55

JI

JIMUEH3MOHHbBIN KntoveBol dain 18

M

MeHemxep nMueHsun 62
Mob6unbHbIN pexxum 13

Moayrm 10

MOHUTOPUHT haiinoBol cucTeMbl 54

H

Hactpoiika SELinux 31

HacTpolika pacnucanust 82

Hactpoiikn 74

Hactpoiiku SplDer Gate 79

Hactporiku SpIDer Guard 78

HacTpoliku MOHMTOpUHra gocTyna k MHTepHeT
HacTpoliku MOHUTOPUHra (aiiNoBol CUCTEMBI
HacTpoliku npoBepkn 76

Hactpoliku CkaHepa 76

Helitpanusaumst yrpos 57

O

06 aHTMBMpYCe 8
O6HoBUTb 6a3bl 61
O6bHoenenne 20, 61
Obo3HayeHns 6
OnepaunoHHble cuctembl 9

OcCHOBHble HacTpovikn 75

II

MapameTpbl AHTUBMpYCa 74

79
78
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Mepexoa Ha HoBylo Bepcuio 20

MNoBTOpHas pernctpaumsa 16 y

MoBblweHue npas 72 YBepomnenmss 46
MoakntoueHne K cepBepy LEHTPann3oBaHHON 3awmtel 19, 84 Yrposel 57

Mouck yrpo3s 48 Ypanenuue AHtuempyca 20, 34
MonHas npoBepka 48 Ypanenune guctpubytmea 34
Momowb 74 Ypanenue u3 penosutopus 41
MoHwxkeHne npas 72 YpaneHune HaTUBHbIX NaketoB 41
MpaBa Ha dain 12 YnpasneHune KapaHtuHoM 59

MNpaBa cynepnonb3osatens 72 YnpaBneHve koyeBbiMu daiinamm 16

npunoXxeHue YnpasneHue nuueHsnamm 16
BMAbl KOMMbIOTEPHbIX Yrpo3 98 YnpaBnenue npasamm 72
yCTpaHeHne KOMMNbIoTEPHbIX yrpo3 102 YcraHoska AHTuBupyca 20, 22

Mpunoxenns 98 YcTaHoBKa U3 .run naketa 22

MpvMepsbI Bbi30Ba M3 KOMaHAHOW CTpokM 96 YcraHoBKka u3 guctpubytnea - 22

MpuobpeTeHne nuueHsmm 62 YcraHoBKa M3 HaTUBHLIX Naketos 30
Mpobnembl SELinux 31 YctaHoBka u3 penosutopusi 30

MNposepka aHTMBMpyca 15 YCTaHOBKa 13 yHMBEpPCANbHbIX NAakeToB 22
MpoBepka No pacnucanunto 82 yCTpaHeHue KOMNbIOTepHbIX yrpo3 102

MpocMmoTp KapaHtMHa 59

MNpocmoTp cnpaskn 74 (I)
®daiin HacTpoek noakntoyeHns 19
P ®dainoBble nonHoMoumst 12
PaboTa 13 koMaHaHOM cTpokn 86 ®alnbl npopykta 34
Pacnucanne 82 OyHkun - 8
Peructpaums 16
Pernctpauus nmueHsnum 62 ]_I
Pexxum pabotel 84 LleHTpanu3oBaHHas 3awmta 13, 84

Pexxumbl pabotbl 13

C

Cbopka mogyns sgpa 114
CucTteMHble TpeboBaHus 9
CkaHvipoBaHue daiinos 48

Cnmncok uckntovenunii 81

Cnncok npoeepok 51

Cnucok yrpos 57

Cnocobbl paboTbl ¢ AHTUBUPYCOM 42
Cnocobbl ycTaHoBKM 22

Cnpaska 74

CrpykTypa npogykta 10

T

TexHu4yeckast noaaepxka 104
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