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BBeneHue

BBepeHue

B HacTosWeN AOKYMEHTAUMU NPeACTaBlEHO OMUCaHUE CleaytowWmx
MPOrpaMMHbIX KOMMEKCOB:

. ans
Linux;

. ans
FreeBSD;

. ans
Solaris x86.

Mockonbky MexAay 3TUMU NPOrPaMMHbBIMK KOMMJIEKCAMU ANS1 PasHbIX
UNIX-CMCTEM HEMHOIO MPUHUMUMUANbHBIX Pasiuyuni, B AanbHEWLEM
B IOKYMeHTaumn pedb byaet natn, B OCHOBHOM, 06 obuweM cnyyae
(panee -
), a oTnuuuam 6yayt

NOCBSILUEHbl OTAE/bHble MaBbl.

PykoBOACTBO afpecoBaHO nuLy, OTBEYalOWeEMY 33 aHTUBUPYCHYIO
6€e30MacHOCTb M HAacTPOMKYy ceTel, HasblBaeMOMY B [aHHOM
pykoBoacTee "AgMUHUCTpaTopoM".

MNMpobnema 3awmTbl UHTEpHeT-Wt030B B UNIX-cuctemax umeeTt Tpu
acnekra:

e Bo-nepsbix, 3TO nposepka Bcero sxopaswero FTP- n HTTP-
Tpaduka Ha HanuumMe BUPYCOB, WX AMArHOCTUKA W
obe3BpexkuBaHue.

Mpu 3ToM BMpYCbl MOryT 6bITb (M B 60NLUMHCTBE Cly4Yaes
ABNSAKOTCA) OTHIOAb He cneumduyHbiMm anga UNIX-cuctem.
Yepe3 WHTepHeT pacnpocTpaHsatoTcs o6bluHble Windows-
BUpYCbl, B TOM 4ucne u Makposupycbl ansa Word, Excel u
APYrMX 0P UCHBIX NPUTOXKEHWUIA.

e Bo-BTOpbIX, 3TO (unbTpaums goctyna Kk HTML-pecypcam kak
no MIME-Tuny n pasmepy, Tak 1 N0 UMeHu y3ana.
e B-TpeTbux, 3TO OrpaHn4eHne [OCTyMa K MHTEPHET-pecypcam

6naronapﬂ MCMO/Ib30BaHMIO OBHOBASIEMBIX TeMaTuyeckmx
YepPHbIX CMNCKOB.
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BBeneHue
MporpamMMHbIA KOMMIEKC
BbINOMHSAET BCE NepeyncneHHble hyHKUUK.
MporpamMMHbIN KOMMNEKC
COCTOWT U3 CNeAyHoWmNX KOMNOHEHTOB:
e KOHCONbHBIA CcKaHep CNyXuT Ans

06HapyXXeHUs1 U Nle4YeHnUsl BUPYCOB Ha NOKalbHOW MalwHe, B
TOM 4yucne u B KaTtanorax oblero ocTyna;

Pe3ngeHTHbIN KOMMOHEHT ncnonb3yeTcs
B KayecTBe MOAK/IOYAEMOr0 BHELWHEro aHTUBMPYCHOMO
punbTpa;

Pe3naeHTHbIi KOMMOHEHT “cnonb3yercs
ANS 3anycka M nepesanycka npoquMx Moaynei B
HY>XHOM NopsAaKe;

Pe3anaeHTHbIi KOMMNOHEHT ucrnonb3yercs
AN ynpaBneHus KoHdUrypaumein moaynen , cbopa

CTaTUCTMYECKOM WHbOPMaUMM M MHTErpauumM c

I

AHTUBUpPYCHOE 5iAPO
06HOBNAEMbIX BUPYCHbIX 633 AaHHbIX;

n H360p NOCTOAHHO

KoMnoHeHT , BbIMOJIHEHHbIN B Buae perl-

CKpUNTa, WCMOMb3yeTca AN aBTOMATUYECKOro OB6HOBNEHMS
BUPYCHbIX 633 [aHHBbIX;

KoMnoHeHT ( )
NMO3BONIIET WMHTErpMpoBaTb BCE KOMMOHEHTbI MPOrPaMMHOMO
KOMMMEeKca C MPUNOXEHUSMU, WCMOMb3YIOWUMKU  MPOTOKON
ICAP (kak npaBuno, ato HTTP/FTP npokcu-cepsep).

Be6-uHTepdeic ynpasneHus
— MOAyNb, MHTErpupylowmiica B
CUCTEMHbIN kOMMOHeHT Webmin ¥ wncnonb3yembit Aans
YNpaBieHns U HaCTPOMKM
yepes Beb-uHTepdeiic c nboro 6paysepa.

10
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CrpykTtypa koMnoHeHToB Dr.Web pans mutepHer-wntosos UNIX

n3o6paxkeHa Ha pUCYHKe HUXe:

Web-
Knueur cepBep ‘ ApMUHMCTRaTOpP
A
| ™y
h 4
| ! Y
Squid ‘ Dr.Web Console =~ Webmin

\

Dr.Web ICAPD —»

4

v 5

Dr.Web 4
Dasii e —» Quarantine

4 t

Dr.Web Dr.Web
Dr.Web Bases ‘—V Engine |_> Scanner

Dr.Web Dr.Web
Dr.Web Updater Agent Monitor ‘

A
L Dr.Web 4¢m WHTepHeT-wnozoe UNIX
" BCO Dr.Web ‘1| i 5\|
| ’ !\ ESS )

Puc. 1. Crpykrypa koMnoHeHTOB Dr.Web ans vHTtepHer-
w0308 UNIX

B HacToslEeM pyKoBOACTBE GyAeT paccCMOTPEH MPOLECC HACTPOMKM

N NCNoNb30BaHUA

NporpaMMHOro

komnnekca Dr.Web pansa

mHTepHeT-wAto308 UNIX, a UMeHHOo:

o O6Las xapakTepuCTHKa NpoayKTa.
e YCTaHOBKa NporpaMMHoro komnnekca Dr.Web gns mHTepHeT-

wnro3o08 UNIX.



T4
)
.‘ﬁ

s,
<

BBeneHue

e 3anyck NporpaMMHOro KoMmnnekca

e lcnonb3oBaHne Moayns 06HOBNEHUS

¢ licnonb3oBaHue Moayns

e llcnonb3oBaHWe KOHCOJIbHOIO CKaHepa
e licnonb3oBaHue aHTUBMPYCHOMO MOAYNS
e licnonb3oBaHue Moayns

¢ licnonb3oBaHue Moayns

e PaboTa c Be6-uHTEpPDECOM

B 3aknioueHuMM PpYKOBOACTBA MNpuBeAeHa WHbopMauus  Ans
KOHTAKTOB CO CNY)X60W TEXHUYECKOW NoAAEP>KKH.

HeobxoanMo OTMETUTb, YTO NPOAYKTbI HaxoasTca B
NOCTOSIHHOM  pa3euTun. O6HOBNEHWs 6a3 AaHHbIX  W3BECTHbIX
BMPYCOB BbIXOAAT eXeAHEeBHO (Kak npaBwfiOo, HECKONbKO pa3 B
AeHb). lNepunognyeckn nosiBASIOTCS HOBblIE BEpCUM  OTAENbHbIX
KOMMOHEHTOB.  M3MeHeHMa B  MpoAyKTax  KacalTCcad  Kak
COBEepLUIEHCTBOBaHNS MPMEMOB AMArHOCTUKN U 6opbbbl ¢ BUpYycamu,
TaK W CPEeACTB WHTerpauMn C ApyrumMu npunoxeHuamu UNIX-
cucteM. KpoMe TOro, NOCTOSHHO pacwmpsieTcs Kpyr npvmo>|<eHvu7|,
cnocobHbIx paboTaTb COBMECTHO C MpPOAYKTaMu

Mo3TOMY HE WCK/IIOYEHO, YTO HEKOTOpble AeTanu HacTPoMKM WU
UCMOJb30BaHNS TeKyLel BepcuM 6yayT OTNIMYaTbCS OT OMMCAaHHbIX
B HaCTOSILLEM PYKOBOACTBE.

12
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BBepeHue

Ucnonb3yemble 0603HaUYEHUs U

COKpalleHus

B [AaHHOM pyKOBOACTBE WCMOMb3YIOTCA Cleaylolme  YCroBHble

0603HauyeHns:

Mony>xuvpHoe
HauyepTaHue

3eneHoe un
MoJ1y>X pHoe
HauyepTaHue

3eneHoe U
NoAYepKHYTOE
HayepTaHue

MOHOWMPYHHEIN
mpudT

Kypcus

3ATJIABHbIE BYKBbI

3Hak nnoca (+)

BOCKﬂMuaTeﬂbHHﬁ3HaK

Ha3BaHus 3/IEMEHTOB rpacuyeckoro
uHTepdenica U npuMepbl BBOAA, KOTOPLIN
HEO6X0AMMO BbIMOMHUTL B TOYHOCTU TaK, Kak
OH MpVBELlEH B PYKOBOZLCTBE.

HaumeHoBaHKs npoaykToB [lokTop Be6 wm
X KOMMOHEHTOB.

CCbIIKM Ha CTpaHuUbl pyKOBOACTBA M Be6-
CauThl.

MpuMepbl Koaa, BBOAA AN KOMAHAHOMN CTPOKM
M WHbOpMALMK, BbIBOAMMOW MOJIb30BATENO
NPUSIOXKEHUEM.

TepMuHbI M 3amMeLLalowmnin TekcT (MpuBoOAUTCA
BMECTO WMH(OPMaLMK, KOTOpPYH HeobXxoAuMo
BBECTM MO/b30BaTEN0). B ciyyae npumepoB
BBOZ@ KOMAHAHOW CTPOKM KYPCUB YKa3blBAeT
Ha 3HaYeHWs napaMeTpoB.

HasBaHusi KNaBULL KNaBKaTypbl.

YKa3blBaeT Ha OAHOBPEMEHHOCTb HaXKaTus
KNaBuW  KnaBumaTypbl. Hampumep, 3anncb
ALT+F1 o603HayaeT, 4To HEOHXOAUMO HaXaTb
knaBuwy F1, yaepxuBasi HaXxaToW KaBuLly
ALT.

BaxkHoe 3amevaHue Wnu npeaynpexaeHue o
MOTEHUMANbHO  OMAcCHbIX WM YpEeBaThIX
OLUMBKaMU CUTYaLMsIX.

13
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BBepeHue

Take ANs yKasaHUs KaTanoros, B KOTOpble YCTaHaBIMBalOTCA
KOMMOHEHTbI MPOrPaMMHOr0 KOMMEKCA, WCMOJMb3YIOTCA YCNOBHbIE
obosHaueHns Sbin dir, %etc dir wu S$var dir. B

3aBncumocTn ot OC 3Tn 0603HaveHus YKa3blBalOT Ha cnejylouwue
KaTtanoru:

Aans Linux u Solaris:
/opt/drweb/
$etc dir = /etc/drweb/

$bin dir

$var _dir = /var/drweb/

ans FreeBSD:
$bin dir = /usr/local/drweb/

$etc _dir = /usr/local/etc/drweb/

$var dir = /var/drweb/

B OKYMEHTE MCMONb3YIOTCA Cleaylolne TEPMUHBI U COKPaLLEHUS:

ASCII American Standard Code for Information Interchange —
aMepuKaHckasi CTaHAapTHasi KOAMPOBOYHas Tabnvua
AN MeYaTHbIX CUMBOJSIOB M HEKOTOPbIX CreurasibHbIX
KOA 0B

CIDR Classless Inter-Domain Routing — meToa IP-agpecaumn,
Mo3BONAOWMIA TMOKO YMpPaBnsTb MPOCTPaHCTBOM IP-
afpecoB, He WUCMOMb3ysl XECTKME paMKM K/iaccoBOM
agpecaumm

DEB PaciumpeHne UMEH halinoB «BUHApPHbBIX» MaKeTOoB AN
pacrnpoCTpaHeHUs M YCTAHOBKM  MPOrpaMMHOro
obecnevennss B OC npoekta Debian u pgpyrux,
MCMOMb3YIOLLMX CUCTEMy ynpaBneHus naketamn dpkg

DNS Domain Name System — KOMMblOTEpHas
pacnpefenéHHasi cuctemMa Ans nostyyYeHns nHgopmaLumm
0 AOMeHax

HTML HyperText Markup Language — $3blk pasMeTku

TUNepTeKkcTa, CTaHAApTHbIM $3blk pa3MeTku Web-
L OKYMEHTOB

14
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1P

IPv4
IPv6
IPC

MD5

PID

POSIX

RFC

RPM

SSL

TCP

Internet Protocol — MaplupyTU3MpyeMbIii MEXCETEBOM
MPOTOKOJ1 CETEBOr0 YPOBHs cemelcTBa TCP/IP

Mpotokon IP, Bepcus 4
Mpotokon IP, Bepcus 6

Inter-Process Communication — Habop cnocoboBs
obMeHa AaHHBbIMA MeXAY MHOXECT BOM MOTOKOB B O4HOM
wnn 6onee npoueccax, 3amnyLleHHbIX Ha OAHOM Wnu
60/1ee KOMMbIoTEpPaXx, CBA3aHHbIX MeX/AY CO60M CETbIO

Message Digest 5 — 128-GUTHbIi  anroputm
XEWWpPOoBaHUs, MpeAHa3HaYeHHbIn Ans  co3paHust
«OTMEeYaTKOB»  WIM  [aliAXecToB  COO6LUEHMS
NMpOM3BOJIbHOW AJIMHBI U MOCNeAYHoLWeNn MPOBEPKM UX
NOAIMHHOCT U

Process IDentifier — yHVKanbHbIM UAEHTUDMKATOP,
npuceamBaembin OC 3K3eMnisipy npouecca npu ero
3anycke

Portable Operating System Interface for Unix — Habop

CTaHAapToB, onpeAensioLwmx VHTepdelich
B3aVMOAEWNCTBUS MeXZy OMnepauMoHHOW CUCTEMOW W
npvKiaaHown nporpamMMoi, CO3AaHHbIN ans

obecrneyeHnss  COBMECTMMOCTM  pas3fnyHbix  UNIX-
noAo6HbIX OMEPALMOHHBIX CUCTEM M MEPEHOCMMOCT U
NPUKNaAHbIX MPOrpaMM Ha yPOBHE UCXOAHOr0 KoAa

Request for Comments — [JOKyMeHT U3 cepuu
NPOHYMEPOBaHHbIX  MH(OPMALMOHHLIX [ OKYMEHTOB
WHTepHeTa, coaepxalumx TexHUYeckme cneumbnkaumm
W CTaH4apThbl, LUMPOKO MpMMEHSIEMbIE BO BCEMUPHOM
cetu

®opMaT MaKeTOB PacMpPOCTPAHEHUsI  MPOrpPaMMHOrO
obecrneyeHmns 1 Ha3BaHWe MeHe[Kepa ynpaBieHns UM

Secure Socket Layers — Tak e kak u TLS -
KpunTorpacuyeckuii  MpoTokon,  obecneyvBaioLime
3aLMLLEHHYIO NepeaaYy AaHHbIX MeXay y3nam1 B CETU
NHTepHeT

Transmission Control Protocol — oAWH M3 OCHOBHbIX
CETEBbIX MPOTOKOJNIOB WHTEpHEeTa, npeAHa3HauyeHHbIN
ONS  ynpaBneHus rnepefayei AaHHbIX B CETAX WU
noacetsix TCP/IP
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TLS Transport Layer Security — KpunTorpaduyeckuin
MpOTOKOJ, obecneurBaloLLMi 3alUMLLEHHYI0 Nepeaady
AaHHbIX Mexay ysnamv B ceTu WHTepHeT. Mcrnonb3yeT
ACUMMET PUYHYI0 KpUnTorpaduio AN obMeHa Kirouamm,
CUMMET pUYHOE LWndpoBaHue ANs KOHMUAEHLUMaNbHOCT U
W KOAbl @yTEHTUYHOCTY ANt COXPAHEHUS LIeNTIOCTHOCT U

CoobLLEeHNM
URL Uniform Resource Locator — einHoo6pa3Hbili 1oKkaTop
(onpepenutenb MECT OHaX0X/ eHNS) pecypca.

CTaHaapTu3MpoBaHHbI Crnocob 3anvcy agpeca pecypca
B CETU NHTepHeT

UuID Unique User IDdentifier — YHUKasbHbIN
UAeHTUbMKaTop Nob3oBaTens

XML eXtensible Markup Language — paclmpsiemblii S13blK
pa3MeTKM, TEKCTOBLIN chopMaT, npesHasHauyeHHbIN 4115t
XPaHEHUS  CTPYKTYPUPOBaHHbIX  AaHHbIX,  06MeHa
WHdOopMaLmeli Mexay nporpaMMaMy, a Takxe Ans
co3/aHus Ha ero ocHoBe 6onee crewumanuaMpoBaHHbIX
S13bIKOB pa3METKM

oC OnepaunoHHas cucteMa — KOMMJIEKC YMPaBsoWwmnx u
obpabaTblBaloLWMX MporpamM, fnpegHa3HayeHHbIX Ans
ynpaBneHust yCTponcTBamMu, BbIYVC/IUT €/IbHBIMA
npoLeccamm, adheKTMBHOro pacrnpezenexus
BbIYMC/IUTE/IbHBIX PECYPCOB MeXAY BblYUCUTEfIbHbIMA
rpoLeccamMi 1 OpraH13aLumn HaZéxHbIX BblYUCIEHUN

B pasgene onucaHus paboTbl koMnoHeHToB Dr.Web ICAPD w
KoHconb Dr.Web ans mHtepHer-wnro3o8 UNIX ucnonbsylotcs
cnegylowme TePMUHbI U COKpaLLEeHMNs:

Cal Common Gateway Interface — craHgapT uHTepdelica,
UCMONb3yEMOro ANs CBA3W BHELLHEN mporpammbl ¢ Be6-
CepBepoM

FTP File Transfer Protocol — cTaHAapTHbIA MpPOTOKON,

npefHa3HauyeHHbI Ans nepegaun dannos no TCP-
CeTaMm, B T.4. IHTepHeT
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HTTP HyperText Transfer Protocol — npoTokon nepeaauu
runepTekcra.  poTokon  MPUKAAZHOFO  YPOBHS
nepegayv pAaHHblX (M3HayanbHo B Buae HTML-
AoKyMeHTOB). Wcnonb3yetca B Web ana nonyyeHus
UHdopMaumn ¢ Web-caiiToB, a TakXe B KayecTBe
TpaHcrnopTa ANd APYrux MpOTOKOMOB MPUKIALHOMO
YPOBHS

HTTPS Hypertext Transfer Protocol Secure — pacwmpeHue
npotokona HTTP, noaaepxusaroliee W1dpoBaHME.
[aHHble, nepenaBaemMble NO npotokony  HTTPS,
«yMaKoBbIBATCA» B KPUMTOrpaduyeckuin npoToKos

SSL wnu TLS

ICAP Internet Content Adaptation Protocol — npoTokon
agantnuum KOHTEHTa. Mcnonb3yeTca ans
noAytoYeHust BHELLHMX bunbTpoB "

npeobpasoBaTenen web-Tpaduka k web-npokcu

JSON JavaScript Object Notation — TekcToBbIM hopmaT
o6MeHa AlaHHbIMX, OCHOBaHHBbIN Ha JavaScript

MIME Multipurpose Internet Mail Extensions — craHgaprt,
OMKWCbIBaKOLLMIA NepefaYy pas/iMyHbIX TUMOB AaHHbIX MO
3MIEKTPOHHOM MOYTE, a TaKxe cneumdukaums Ans
KOAMPOBaHMS  WMHdopmaumm 1 opMaTUPOBaHUS
COODOLLEHNN TaKUM 06pa3oM, YTOBbl MX MOXHO 6blno
nepecbinatb Yepes MHTepHeT

CucreMHble TpeboBaHus

KoMnoHeHTbl nporpaMMHoro komnnekca Dr.Web pns mHTepHer-
wrozoe UNIX coBMECTUMBI:

e C anctpmbytuBamm Linux, yaosneTBopsiiowmM TpeboBaHMAM,

npuBeAeHHbIM B pasgene CoBMECTUMOCTbL C ANCTPUBYTMBaMu
Linux;

e C FreeBSD Bepcun 6.x n Bbile ans nnatdopmbl Intel x86 un
amd64;

e c Solaris Bepcun 10 ana nnatdopmebl Intel x86 n amd64.



T4
))
.‘ﬁ

s,
<

BBepeHue

' Wcnonb3lyemass nnatdopma Ao/mkHa obecrneuyvBaTb  MOJSIHYIO
A= % NOAAEPXKKY CUCTEMbl KOMaHA MpoLeccopa apxuTekTypbl X86 B 32-
6uTHOM M 64-6UTHOM pexmmax. Ha 64-buUTHbIX cucTemax
06513aTeNbHO J0MKHa 6bITh  BK/IOYEHA MOAAEPXKKA BbIMOMHEHUS
32-6UTHbBIX MPUNTOXEHMI.

Mpumep:

Ans noaaepXku 32-6UTHbIX NPUNOXEHUI B CUCTEMaX Ha OCHOBE
Debian/Ubuntu Linux noHagobutcs ycTaHOBUTL 6MGAMOTEKY
ia32-1ibs, a agns cucteM Ha ocHoBe ALT Linux — 6ubnunoteky
i586-glibc-core.

Ana ycnewHol u ctabunbHoi paboTbl
TpebytoTcs:

e YCTQHOBNEHHbLIN W  3aMyLLEHHbIN "
AHTUBUpPYCHOE A4pO BepcuM He Huxke 6.0.2.

e YCTaHOBNEHHbIA M 3anylieHHbIM Squid Bepcun He Huxe 3.0.
STABLE1 nnu SafeSquid Bepcumn He Hmxe 3.0.

e Moaynb 06HOBNEHUS TpebyeT
ycTaHoBneHHbIn Perl 5.8.0 v Bbile.

C Toukm 3peHuss annapatHoro obecneuyeHuss TpeboBaHus
NporpaMMHOro Komniekca

coBnagatoT ¢ TpeboBaHMSAMM KOHCONbHOIO (TEKCTOBOro) peXxuma
OMnepaumMoHHON CUCTEMbl, AN KOTOPOM OH npeaHasHadeH. [ns
YCTaHOBKM TpebyeTcs okono 205 M6alT AUCKOBOro NPOCTPaHCTBA.

Ona  paboTbl rpaduyeckoro MHCTaNnIAaTopa

Tpebyetcs X Window System. [ns
paboTbl YCTAaHOBOYHOrO CKpunTa B rpadpuyeckoM pexume
Heobxoaumo, 4TOo6bl B cucteMe Obl1  YCTQHOBEH 3MyNsSTOp
TepMUHaNa xterm nnu xvt.

Takxke B cucteMe A0MKHbI 6bITb YCTaAHOBNEHbI Cieayowme nakeTbl
N YTUTUTLI:

e base64
® unzip

® crond

18
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[ns KoppekTHON paboThbl
B onepauuoHHoN cucteme FreeBSD cTaple BOCbMOM BepCUM
Heo6xoanMMo Hanunyune 6ubnmoTekn compat7x.

B 3aBMCMMOCTU OT 3aAay, peL@EMbIX NPOrPAMMHbLIM KOMMIEKCOM

, W paboueil Harpysku, K
annapaTtHoMy o6ecneqyeHuto KOMMbloTepa MOryT MpeabsBasATLCA
[OMONIHUTENbHbIE TPe6oBaHMS.

CoBMeCcTUMOCTb C AUCTpUbyTMBaMMN
Linux

MporpamMMHbIA KOMMAEKC
noaaepxuveaeT AncTpubyTuebl Linux x86 1 x86-64.

TpeboBaHusa k Bepcun sgpa OC n 6ubnunoteke glibc 3aBncat ot
TMNa yCTaHOBOYHOIO MakeTa:
e YHuBepcanbHbii nakeT ang UNIX-cuctem (Linux x86):

O Bepcus aapa 2.4.x, Bepcus glibc 2.2 (He
pPEKOMEHAYETCS) U BbllLe,

© nubo Bepcua sappa 2.6.x, sBepcus glibc 2.3 v Boiwe;

¢ YHuBepcanbHbii nakeT ang UNIX-cuctem (Linux x86-64):

© Bepcus sppa 2.6.x, pekoMeHaoBaHa Bepcus glibc 2.3 n
BbliLLE;

e [lakeTbl RPM (rpm-apt, urpmi, yum, zypper):

o Bepcusi sppa 2.6.18 v Bbiwe, Bepcus glibc 2.5 1 Boiwe;
e [akeTbl DEB (apt):

o Bepcus appa 2.6.26 u Boiwe, Bepcusa glibc 2.7 v Boblue;

19
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PaboTocnocobHOCTbL KOMMNEeKkca NpPOTECTUPOBaHa Ha CReayrLmx

AncTpubyTmBax:

C Bepom

. sem eaem
ALT Linux 4.0-5.0 5.0

CIT 6.0 CMnT 6.0

Arch Linux = BCE
ASPLinux 12.0-14.0 =
Debian 3.1-6.0 4.0-6.0
Fedora = 14.0
Gentoo BCE
Mandriva Linux crapuwe 2009, CS4 2010.x
Mandrake 10.x 10.x
openSUSE 10.3-11.0 10.3-11.0
PCLinux 2010 2010
RedHat Enterprise Linux (RHEL) 4.0-6.0 5.0-6.0
Suse Linux Enterprise Server 9.0-11.0 10.0-11.0
Ubuntu 7.04-11.04 7.04-11.04

CosMmecTmMmocTb ¢ OC MCBC

Onctpubytus COBMECTUM co cneayowmMm BEPCUSMM
onepaumoHHoi cuctemsl MCBC:

e MCBC 3.0 80001-12 (u3m. 0, 1, 2, 3);
e MCBC 3.0 80001-14 (u3m. 0, 1, 2);
MCBC 3.0 80001-08;

MCBC 3.0 80001-16;

MCBC 3.0 ®CT3K.

Mpouve  AMCTpuUOYTMBLI  Linux, KOTOpble  COOTBETCTBYIOT
NpUBEAEHHBIM Bbille TPE6GOBaHUAM, TOXE MOAAEPXKMBAKOTCSA, HO He

20
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6bin  MpoTecTupoBaHbl.  [lpy  BO3HWKHOBEHUW npobnemM ¢
COBMECTMMOCTbIO C BaumMM  AUCTpubyTuBOM, oObpatutecb B
TEXHUYECKYIO NOAAEPXKKY:

PacnonoxxeHue pannoB nakera

Mo ymonyaHuo
yCTaHaBnMBaeTCs B Katanorn $bin dir, %etc dir u

$var dir. B 3Tux Katanorax co3aaetcs CTpyKTypa
noAakaTanoros, He 3aBucswas ot OC:

$bin dir/ - WcnonHsemble MOAy/M NPOrpaMMHOrO KOMIEKCa
M MoAynb OOHOBNEHUSI KOMIMOHEHTOB (perl-
ckpunT update. pl).

$bin dir/doc/ - [HokyMmeHTauuss no npoaykty. Bcs
[NOKYMeHTauusi npeacTaBleHa B BuAe TeKCTOBbIX dalnos wu
npucyTcTByeT B  [ABYX BapuaHTax —  a@HrNos3bMHOM U

PYCCKOA3bIMHOM (B KOAMPOBKax KOI8-R n UTF-8).
$bin dir/1lib/ - AHTUBMPYCHOE AP0 B BUAe
noarpyxaemon 6ubnuotekn (drweb32.dl1l). 3pecb xe MoOryT

pacrofiaratbCsl pasfnnyHble CnyxebHble 6UBNNOTEKN, HEOBXOANMbIE
Ansi paboTbl KOMMNOHEHTOB NPOrpaMMHOr0 KOMMJIEKCa, HanpuMep:

» ru scanner. dwl — (Paiin A3bIKOBbIX PECYpCOB MOAYNS

$bin dir/web/ - Mopaynb Beb-nHTepdelica

ana noaknovyeHns kK Webmin.
$etc dir/ - KoHdurypaumoHHble daiinbl  NporpamMMHOro
KOMMeKca:

= drweb32. ini;

= agent. conf;

» monitor. conf;

= drweb-icapd. ini;

= drweb-icapd. enable;

» drwebd. enable;

21
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= drweb-monitor. enable.

MocneaHune Tpu daina (enable-daiinbl) HY>XHbl 418 HaCTPOWKK
paboTbl AEMOHOB".
$etc _dir/agent/ - /[lononHuTENbHblE KOHMUrypaLMOHHbIE
dannbl mogyns
%etc dir/monitor/ - [OMNONHWUTENbHblE KOH(MUIypaUMOHHbIE
d)aﬁnt; mMoayns
$var dir/bases/ - basbl JaHHbIX U3BECTHbLIX BUPYCOB (haisbl
*.Vdg)
$var dir/infected/ - Katanor ans
nepeM_emeHMﬂ B HEr0 3apaXXeHHbIX (ai/oB, eC/iM Takasi peakums

Ha OOGHapy)XeHWe 3apaXEHHbIX WM MoA03PUTENBHLIX (alinoB
3aflaHa B HacTPOMKax KOMMOHEHTOB NPOrPaMMHOro KOMMJIEKCa.

") PacnonoxeHue enable-¢halinos 3aBUCUT OT crnocoba yCTaHOBKM

= YCTaHOBKa_ MNpu_MNOMOLN YHUBEpPCaJibHOro_nakera Aansa

UNIX:
®dainbl  pacnonaraloTca B Katanore $etc dir M
HasblBaloTCs

drweb-icapd. enable,
drwebd. enable,
drweb-monitor. enable.

= YCTaHOBKa 13 HaTuBHbIX DEB-nakeToB:

dalinbl pacnonaraioTtca B Katanore /etc/defaults U
Ha3bIBaloTCS

drweb-icapd,

drwebd,

drweb-monitor.

= YCTaHOBKa M3 HaTUBHbIX RPM-nakeTos:

dannbl pacnonaraloTcs B katanore /etc/sysconfig u

Ha3blBalOTCA
drweb-icapd. enable,

drwebd. enable,
drweb-monitor. enable.

22
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KoHdurypaumoHHbie dannbi

06wwmii popMaT KOH(UIrypaLMOHHbIX (haivioB

HacTpolika 60/IbLLMHCTBA KOMMOHEHTOB MPOrPaMMHOIO KOMMJEKCa

npon3eBoanTCcsa C NOMOLWbIO

KOH( MrypauMOoHHbIX cdainos. KoHd1rypaumnoHHblie daiinbl
SABNAOTCA TEKCTOBbIMM (ainaMu, YTO MO3BOSISET peAaKkTUpPOBaTb
nX N06bIM TEKCTOBLIM peakTopoM).

O6wwmit popmat daitna KoHbUrypaLmm:

—-—— HauaJio dalia —---

[ Mg cexumum
MapamMeTrpl =

[NapameTpN

[ Mg cexuum
MapamMeTrpl =

1]
3HaueHuel, ..., BHaueHueK
3HaueHuel, ..., BHaueHueK
X]
3HaueHuel, ..., BHaueHueK

-—-— KOHel o¢alja —---

dalnbl KoHbUrypauum GopMmUpyOTCS MO CeayoLWeMy NPUHLUMIY:

e CumBONbI ";

unm "#" B cTpokax KOHdUrypaumoHHoro cdaiina

0603Ha4aloT Havano KOMMEHTapusa — BECb TEKCT, Vlﬂyu.lVlﬁ B
CTpOKE 3a 3TUMKW CMMBOJIaMKU, NPONyCKaeTca MoAynaMu

npu YTEHUU

napaMeTpoB M3 KOH(UrypaumoHHoro davina.

o Cogepxumoe ¢aiina pasbusaeTcss Ha MNOCNeAOoBaTENIbHOCTb
MMEHOBAHHbIX CeKLl,VIIZ. Bo3MOXHble MMEeHa CeKLl,VIlL/'I XXeCTKO
3ajaHbl U He MoOryT ObiTb MNpoOM3BOMbHBIMU. WMs  cekuun
33[aeTCa B KBaapaTHbIX CKO6Kax.

o Kaxpaas

cekuus coaepxuT rpynny napameTpoB

KOHMUrypaumm, 06beAnHEHHbIX MO CMbICY.
e B oaHol cTpoke (aina 3adaeTcs 3HAYeHWe TONIbKO OAHOro

23
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napameTpa.
OcHoBHOI opMaT 3adaHusl 3HadeHusa napameTpa (npobensi,
OoKpyXatoLme CcUMBOS =, ecnum BCTpeyaroTcs,
UrHOPUPYIOTCS):
<JmMsa napamMeTpa> = <3HaueHue>

Bo3MOXHble MMeHa rnapaMeTpoB XXEeCTKO 3adaHbl U He MOoryT
6bITb NPOWn3BOJIbHbIMU.

Bce wuMeHa cekuMd UM napameTpoB B dhaiine
perncTpoHe3aBUCUMBI.

MopsiAOK CnefoBaHusl cekumii B chaliie v napaMeTpoB BHYTPU
CeKUMn He MMeeT 3HaueHus.

3HayeHus napamMeTpoB B KOHGWIypauMoHHOM chaiine MoryT
6bITb 3aK/tO4EeHbl B KaBblukM (M AOMKHBI ObITb 3aKIOYEHbl B
KaBbl4KM B TOM Cny4vae, ecnu cogepxar npobensl).

HekoTopble napamMeTpbl MOMYT UMETb HECKONbKO 3HAuYeHui, B
5TOM Cflyyae 3HauYeHWs napaMeTpa pasAenalTcs 3ansaToMn,
WM 3HAUYEHWEe MapaMeTpa 3aflaeTCs HEeCKO/IbKO pa3 B pasHbiX
CTpoKax KOHdUrypaumoHHoro aina. lNpu nepeyncneHum
3HaYeHWn napaMeTpa u4epe3 3anAaATyio npobensl  Mexay
3HAYEHWEM U 3anATOM, eCnu BCTPEYAloTCH, MIrHOPUPYIOTCS.
Ecnu npoben aBnsSeTcs 4YacTblo 3HayeHusi, BCE 3HauyeHue
Heo6X0AMMO 3aKJTIOUUTb B KaBbIYKK.

Bo3MOXXHOCT b NMPYCBOEHUS NMapaMeTpy HECKO/IbKO 3HAYeHMI
I ! L, B [aHHOM [JOKYMeHTe YKasblBaeTca sBHO. Ecim ans
HEKOTOpPOro napamMeTpa B AaHHOM [AOKyMEHTE WM B
KOMMeHTapusx B chaine KoHbUrypaumm sIBHO He ykasaHo,
YTO €My MOXHO TMpUCBOUTb HECKOSIbKO 3HAYeHwWid, TO
napamMeTp MOXeT obnagaTb TOMbKO O HUM 3HaYeHVEM

anMep 3aflaHuA NapaMeTpa, UMeLlero HEeCKOJ1IbKO
3HaveHMwmii:

1) MepeuncneHne HECKONbKUX 3HAYEHUIA Yepes 3anaTyio:

Parameter = Valuel, Value2,"Value 3"
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2) 3aflaHue Tex Xe 3HaAYeHWU MapamMeTpa B pasHbiX CTPOKax
KOHUrypaumoHHoro daiina:

Parameter = Value?2
Parameter = Valuel
Parameter = "Value 3"

ObpatnTe BHMMaHWe, 4YTO MOPAAOK CNefOBaHUS 3HaYeHUn
napaMeTpa B CNUCKE HECYLLIECTBEHEH.

Ecnm  KakoW-nnbo napameTp He 3agaH  (OTCYyTCTBYET) B

d ! L, KOH(UrypaumoHHOM (painie, 3TO He O3HayaeT, YTO Yy AaHHOro
napameTpa HeT 3HaveHus. B Takux crnyyasix 3HayeHve napameTpa
CUMTaeTCs 3aflaHHbIM M0 yMONuaHui. JMWb  HEKOTOopble
napaMeTpbl ABNSIOTCS HE06S3aTebHbIMA UM HE UMEIOT 3HauYeHWN
Mo YMONYaHWUIO, O YeM, KaK NpaBuio, YNOMAHAETCS OTAeNbHO.

MpaBwia onucaHums nNapaMeTpoB, MPUHATbIE B AaHHOM
OOKYMeHTe

B OaHHOM  pYKOBOACTBE KaXAbli napamMeTp  OnuchbiBaeTcs
cnegylowmm obpasom:

UmsllapamMeTpa = OnwucaHne napameTpa.

{Tun napamerpa | {MoXeT N1 UMETb HECKOMbKO

BO3MOXHEIE 3HAUYEHUA} 3HaueHwi}.

{Ocobble 3ameyaHus;
{Ba>xHble 3amMeyaHus }
3HayeHve Mo YMOIYaHUIO:

UmsillapaMeTpa = { 3Ha4YeHME
OTCYTCTBYET}

OnucaHve napamMeTpoB M CEKUMI KOH(DUIYPaUMOHHLIX (aiioB AaHo
B Mopsiike UX crnefoBaHus B daine KoHdurypaumm, cosnaBaeMoMm
npu yCTaHOBKE NPOrpaMMHOro KOMMaeKkca
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Mone Twn napamMeTpa MOXET NpUHUMaTb cneayrlme 3Ha4eHUs:

e yycJIOBOe BHaueHme (numerical value) —

3Ha4yeHne napaMeTpa ABAdAeTCcda uUenbiM HeoTpuuaTesbHbIM
YUC/IOM.

e BpeMa (time) — 3HayeHMe napaMeTpa 3adaeTcs B
eAMHNLAX W3MEepeHWs BPEMEHW. 3HayeHue COoCTOUT U3
Lenoro 4ucna, nocne KOTOporo MoxetT wuatn 6yksa,
onpegenswoowas BuA eAuHWL W3MepeHus BpeMeHu (s -
CEeKYHAbl, m — MWHYTbl, h — u4acbl, permctp OykB He
yunTbiBaeTcs). Ecnn B 3HauyeHun napameTpa 6ykBbl HeT, TO
CUMTaeTCs, YTO BpeMs 33laHO B CEKyHAaX.

MpumMmepbl: 30s,15m

®* pasMep (size) — 3HayeHWe napaMeTpa 334aeTca B
eavHMUaX usMepeHuss obbeMa naMsiTM  (AUCKOBOWM WK
onepaTuBHON). 3HayeHMe COCTOWUT M3 LEeNoro 4ucna, nocne
KOTOPOro MOXeT uaTu OykBa, onpegensiowas BuA eanHUL
nsMepeHusi obbema namat (b — 6aiTbl, k — KMN06anTbl, m —

MerabanTbl, g — rurabaiiTbl, pernctp 6yKB He Yy4MTbIBAETCS).
Ecnu B 3HaueHun napameTpa OykBbl HET, TO CUMTAeTCs, YTO
pasMep 3aaaH B baiTax.

MpumMmepbl: 20b, 15k

®* npaBa ( permissons) — 3HayeHne napameTpa
3a0aéTCa  Tpex3HayHbiM - 4YucnoMm, 0603HavalwmuM  npasa
poctyna k daiinam B hopmate, npuHaTom B UNIX-cuctemax.

Kaxxgoe npaBo sBnsieTca KkoMbuHauuen (cymmon) Tpex
6a30BbIx Nnpas:

o [paBo uTeHus (r) obosHayaeTca 4Yncnom 4;
o [MpaBo 3anuck (w) 0603Ha4aeTCcs YMCIoM 2;
o [paBo ucnonHeHust (x) obo3HayaeTcs ymcniom 1.

Mpv 3ToM nepBas uMdpa YMcna 3aaaeT Npaea Ansl Bnagenbla
¢daina, BTopas — ans rpynnel Bnagensues ¢aina, a TpeTbs —
OIS BCEX OCTaNbHbIX, HE SABNSIOWMXCS HU BnagenbLaMu, Hu
YneHaMy COOTBETCTBYHOLEN Fpynmbl.

MpuMmepbl: 755,644

* gormueckuir ( Yes/No) — JlorMyeckuin Tun, 3HayeHus
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KOTOPOro NpeacTaBnsATCsa CTpokamu "Yes" u "No".

nyTe K bainy/xaranory (path to file/
directory) — CTPOKa, 3afaroWas pacrnonoxexue daina
unu katanora B cainoBon cucteme. MomHuTe, 4to B OC
cemeiictBa Linux/UNIX wumeHa ¢aitnoB M KaTanoros
peructposasucumbl.  Ecnm ykasaHo, 4TO  3HA4YeHWeEM
napameTpa MOXeT b6biTb Macka, TO B KauecTBe 3HauYeHuM
napamMeTpa MOXHO  MCMOMb30BaTb  alsioBble  Macky,
cofepxalme cneyrowme cneunanbHble CUMBOSIbI:

0 ? — 3aMellaeT Nboit 0AMH CUMBOJT;

o * — 3aMewaeT nwbyio (B TOM u4ucne MycTylo)
nocnefoBaTebHOCTb CUMBOJIOB.
Mpumep: "?.e*" — Macka, Noa KOTOpYyK noanagakoT

¢hainbl, UMsi KOTOPbIX COCTOUT M3 NtO6Oro 0AHOMO CMMBONA,
a pacumpeHue 6ol ANWHbI, U HauyMHaeTcs ¢ H6ykBbl 'e'

(x. exe, g. e, f. enable nT.N.).

AelcTBME (action) - CTPOKa, coaepi>Kallad
HanMeHoBaHNe ﬂ,eVICTBMVi, coBepliaeMbIX Haa 06'beKTaMVI,
Bbi3BaBLLMUMU KaKYIO-J'IVI6O peakuunio KOMMOHEHTOB

NMpOrpaMMHOro KOMMeKca

. B HekoTopbIX cnyyasx Ans napaMeTpa MOXHO 3aaaTb
O[IHO OCHOBHOE [eiCTBME U A0 Tpex AOMOMHUTENbHbIX. Tun
napaMeTpa B 3TOM C/lydYae HasblBaeTCs cnmMcox meucTsun
(actions 1list). OCHOBHOe JeicTBME B 3TOM Cllyyae
Bcerga JAO/MKHO ObiTb MepBbiM B chucke. [ns  pasHbIX
napaMeTpoB  Habop  AOMYCTUMbIX  AEUCTBUA  MOXET
pasnuyaTbCsl, U B 3TOM Clly4yae OH YKasblBaeTCS OTAENbHO ANt
Kaxxaoro napameTtpa. Obumii nepeyeHb AEUCTBUI, KOTOpble
MOTYT MCNOMb30BaThCsl, CM.
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e anpec (address) — CTpPOKa, coaepxallas agpec cokeTta
KOMMOHEHTa nnm

BHELLHErO MOAYNSA UKW NPOrpaMMbl.
MMeeT dopmar THUII: ADPEC. [JoNyCTUMbI Ceayolme TUMbl:

© inet — wucnonb3ytotca TCP-cokeTbl, AIPEC uMeeT
¢dopmar MOPTEMMSA Y3JIA. UMs Y3JIA MOXET ObITb
Kak npsiMbiM IP-agpecoMm, Tak ¥ JOMEHHbIM UMEHEM y3na.

Mpumep:
Address = inet:3003Q@localhost

© local — wucnonb3yloTcs nokanbHble UNIX cokeTobl, B
3TOM C/lyyae agpec siBnseTcs nyTeM K danny cokeTa.
Mpumep:

Address = local: %var dir/. daemon
0 pid — peanbHblM agpec npouecca AO/MKEH 6bITb

npountaH u3 ero PID daiina. Takol Tun agpeca
AOCTYMEeH /Ml B HEKOTOPbIX CAyyasx U npu
BO3MOXHOCTM  €ro  MCMOJNIb30BaHMA B 3HAYeHuU
napamMeTpa 3TO YKasblBaeTCsl SBHO.

e TekcT (text value), crpoka (string) —
3HaYeHMe napaMeTpa 3a4aeTcs B BUAE TEKCTOBOW CTPOKM,
TEKCT B CTPOKE MOXEeT ObiTb 3aKNtO4eH B KaBbluku (ecnun B
CTpOKe ecTb npobenbl, kaBbluku 06513aTENbHbI).

e ypoBeHB mnoapo6rHocTM (log level) — CTPOK3,

yKasblBatoLLas BblIBOAA MHbOPMaLMK B
HEKOTOPOLIV XYypHan unu B cnyx 6y syslog.

e BOBMOXHEE BHaudeHust (value) — napaMeTp uMeeT
TWN, HE OMMUCaHHbLIA B NpeabiaylWmMX NyHKTax AaHHOro CruMcka.
B 3TOM cnyyae nepeyucnseTcs CnUCOK paspelleHHbIX Ans
HEro 3Ha4yeHWw.

MoBepeHue Moayneil NPpU HEKOPPEKTHO 3aAaHHbIX cainax
KOHbUrypauvm

o Ecnn 3Ha4YeHune Kakoro-nn6o napameTpa 3aaaHo
HEKOPPEKTHO,
BbIBOAUT coobuleHme 06 oumbke 1 3aBepLIaeT CBOO paboTy.
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e Ecnv npu 3arpyske Kakoro-nMbo KoHdhUrypaumoHHoro daiina
B HEM OOHapyXWBalOTCA HeusBeCTHble MapameTpbl, paboTa
nporpamMMmbl MPOAO/IXAETCS B HOPManbHOM peXuMe, HO B
dain  kypHana (nor) BbIBOAUTCA  COOTBETCTBYlOLLEE
npeaynpexaeHue.

HekoTopble napameTpbl MOryT WCMOAb30BaTb B  KadecTBe

F ! L, 3HAYeHWt perynspHble BblpaXeHWs (418 KaXgoro napameTpa
OTMeYaeTcs B ero onucaHuu). o yMonYaHWio UCMonb3yeTcs
CMHTaKCUC  perynspHblx  BblpaxxeHuii Perl. C  ocHoBamu
perynsipHbIX BblpaXXEHWUI Bbl MOXETE 03HAaKOMUTbLCS, Hanpumep, B
Wikipedia (ctratbs " ".

BeneHue xypHanos (510ro.s)

Bce KOMMOHEHTbI MPOrpaMMHOr0  KOMMJeKca

BEAYT XYypHanbl (lorn) ceBoei paboThl.
[ns KaXxAoro KOMMOHEHTa UMeeTCsl BO3MOXHOCTb YKa3aTb CMocob
BeZleHMs XYypHana (caMocTosiTeNbHas 3anucb cobbiTuin B dain unm
MCMOJIb30BaHNE CUCTEMHOM CNYX6bl XXypHanuposaHus syslog).

YpoBeHb noapobHOCTM BedeHus >XypHana paboTbl KOMMOHEHTa
MoOXeT ObiTb Kak OYeHb BbICOKMM (Hanpumep, ecnu 3agaHo
3HayeHve Debug ANS OTNaAOYHbIX Lefieil), Tak U OTCYTCTBOBaTb
BOBce (HanpuMep, €cNiv 33faHO 3HayeHue Quiet, koraa dann
XXYypHana He BefeTcs).

Ona 3apaHua ypoBHS nNoApO6HOCTM MCMoNb3yeTcs napamMeTp C
uMeHeM LogLevel. Takke HeEKOTOpble MOAYAM MOrMyT WMETb
[ONONTHUTENbHbIE napameTpbl, perynupyowme YPOBHU
noapobHOCTM  BbiBOA@ HEKOTOPbLIX  COOBGLWEHWA B XKypHan
(HanpuMep, BbiBOA coobuieHnin noacutemsl IPC, TaM, rae oOHa
MCNoNb3yeTCcs, perynnpyetcs napameTpom IPCLevel).
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Ecv B HacTpolkax  MoAyns  OTCyTCTBYIOT  MapameTp

r ! L, KOHpUrypaumm LogLevel, TO 3TO O3Ha4yaeT, ANS Hero
perynvMpoBaH1e ypoBHS NMoApPO6HOCTU B XXypHan HEBO3MOXHO. Mo
yMOMYaHMIO B 3TOM  C/lyyae  MUCMOMb3yeTcs  YpOBEHb
)XY PHaNMpoBaHUs, MPUMEPHO PaBHbIN Debug.

Mcnonb3yeMblie YpoBHU NoAPO6GHOCTU BedeHusl XKypHana

3HayeHnss napamMeTpoB, OTBEYaWMX 33 YpPOBEHb MOAPO6HOCTU

BeAEeHUsl XypHana paboTbl KOMMOHEHTOB B obLweM cnyyae MoryT

33faBaThCs M3 cnepytowero Habopa (ynopsgoyeH OT MeHee K

6onee noapobHbIM):

© Quiet — YpoBeHb "TuumHa". 3anucCb COBLITUI B XYpHan He
BeaeTcs.

0 Error — YpoBeHb "Oumbku". ®UKCUPYIOTCS 3anucu TOJIbKO 06
KPUTUYECKUX OLLMOKaX.

© Alert - YpoBeHb "Tpesora". ®ukcupylTcs 3anucu 06
omMbKax U BaXKHbIX NPeaynpexaeHusx.

© Warning - YposeHb '"lpeaynpexaeHus". ®ukcupytoTcs
3anmcn 06 oumbkax, BaXKHbIX U 0B6bIYHBIX MpeaynpexaeHusX.

o Info - VYpoBeHb "WHdOpMauMOHHLIM". BepeTcs 3anucb
COObLLEHUN 06 oumbkax, npeaynpexaeHnsax 7]
MH(OPMALMOHHBIX COOBLLEHWIA.

O Notice - YpoBeHb "YBesoMUTeNbHLIN". To Xe, 4YTO MU

AL

"MHd OPMaLMOHHBIN", HO A06aBNAIOTCS 3anNucK yBeaOMEHUMN.

0 Debug - YpoBeHb "OTnagouHbit", To ke, UYTO MU
"YBeaoMuTenNbHbIN", HO [06aBNAIOTCA 3anMcu  OTNaAo4HOM
MHdOopMaLmu.

0 Verbose — YpoBeHb "MoapobHbIi", BeAeTCS 3anucb B XYpHan
BCEX BO3MOXHbIX COOBLEHNN (PEXUM HE PEeKOMEHAYeTCs M3-3a
6onbworo obbeMa WHMOPMaLMK, BLIBOAUMOW B XYpHan, 4To
TOPMO3UT Kak paboTy npuioxeHus, Tak KW Ccayx6y
XYpHanupoBaHus syslog onepauuoHHON CUCTEMbl, €CiM OHa
ncnonb3yeTcs).
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[Ans kaxzgoro moayns
Habop OMyCTUMbIX YPOBHEW NOAPOBHOCTH MOXET PasnnyaThbCs, O
YeM yKasaHO B OM1CaHUM COOTBETCTBYOLLMX NapamMeTpoB

F b

Ucnonb3oBaHMe 1y 6bl )XXypHanmpoBaHus syslog

Mpn wucnonb3oBaHWM ANs BeAeHus Cayx6bl XXypHanMpoBaHUs
syslog kpoMe ykasaHuWs ypoBHS NMOAPOBHOCTM BeAeHWs >KypHana
YKasblBAETCS Takke METKa-UCTOYHMK COODBLLEHMI, KOTopasi MoXeT
6biITb  Ucnonb3oBaHa cnyxboit  syslog ans  BHyTpeHHew
MapLpyTu3aumMmn coobLieHnidt no pasHbiM annaM XypHanoB. 3Tu
npaBufia MapLpyTW3auMM HacTpauBaloTcsl B CO6CTBEHHOM dhaline
KOH(Urypauun aemoHa cnyx 6ol syslog (06blMHO

/etc/syslogd. conf).

MeTtka, npucBamBaemass coobuieHusam [nsa cnyxbbl syslog,
yKasblBaeTcsl B KOHGMrypauMoHHbIX dainax B napameTpe
SyslogFacility.

[JonyckaeTcs UCronb3oBaHWe cneaylowmx MeTok:

© Daemon — OT WMEHW Ppe3nAEHTHOIN0 CUCTEMHOrO CepBuCca
(nemoHa);
© LocalO, ..., Local7 — OT WMeHM noKanbHOro

NoJ1Ib30BaTE/IbCKOro MpUIoXeHns (3apes3epBupoBaHO 8 HOMEpOB
0-7);

0 Kern — OT uMeHun AApa CUCTEMBI;

0 User — OT MMEHM NOMb30BaTENLCKOIO npouecca,

© Mail — OT UMEHM NOYTOBOWM CUCTEMDI.

Moxanyicta, obpaTWTe BHMMaHWE, 4YTO NpPWU WCMONb30BAHUM
syslog B daiine KoHUrypaumm MOXET  AOMOSHUTENbHO
NpuCYyTCTBOBaTb MapamMeTp MoApobHOCTM BedeHus XXypHana,
ucrnonb3yembli ana cuctembl syslog. 3ToT napameTp uMeeT
Ha3BaHME SyslogPriority W MOXET MpUHMMATb TE XKe
3HAYeHMs,, YTO WM OCHOBHOM MapaMeTp YPOBHS MOAPOGHOCTU
( LogLevel). B cnyuae ecnum BoiBoa B syslog He ncnonb3yetcs,
3TOT NapaMeTp, TakKe Kak U SyslogFacility, MTHOPUPYETCA.
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B npotuBHoM cnydae ana BbiBoga B syslog Bbibupaetcs
HavMeHee NoapobHbIN M3 ABYX YKa3aHHbIX YPOBHEN.

Mpumep:
Myctb y HekoToporo ™moaynss LogLevel = Debug, a
SyslogPriority = Error. Torga, ecim B Ka4yecTse

XypHana Ans 3anucei cobbiTuii 3TOro Moayns BblbpaHa cnyxba
syslog, daktnueckn 6ygeT BecTUCb 3anuMcb Ha YpOBHE
noapobHoCTN Exrror (6yayT dukcMpoBaTbCA TONMbKO COObLLEeHUs
06 owwubkax, a oTnagoyHas wHdopmaums syslog 6yzer
UrHOpMpOBaTLCS).

O encTBMA C 3apaKeHHbIMU U
NnoAoO3puUTEJIbHbIMU 06 beKTamMmn

B HacTpoiikax 3apatotcs
OEWCTBUSA, KOTOpble MOAYNM, BXOASLWME B €ro COCTaB, AO/KHb
CoBepuRaTb C Ob6bEKTaMW, KOTOpble MO pe3yfbTaTaM MpOBEPKM
NpW3HaHbl BPEOHOCHBIMM, OMACHBIMM MW MOA03PUTENbHBIMU.

Ons pasHbiXx napaMeTpoB Habop AOMNYCTUMbIX AEUCTBUIA MOXET
pasnuuaTtbCs, MO3TOMY [ANS  KaXAOoro napamMeTpa  Bceraa
YKasblBaeTCs MepevyeHb AEUCTBUI, KOTOpble MOryT 6biTb B HEM
UCMOJIb30BaHbI.

Mpu HacTpolike napaMeTpoB NPeAyCMOTPEHO  MCMONb30BaHWe
cnenyoLmx AeUCTBUN:

o Move — nepeMecTuTb dalin B Katanor ;

0 Truncate — o6pesaTb (aitn 4O HYNEBOW ANWHLI;

O Pass — nponycTuTb daiin;
0 Report — TOMbKO BbIBECTU UH(OPMALMIO B OTHET;
0 Cure — MOMNbITaTbCS BbIIEUYNUTb 3apaXXeHHbIA 0OBEKT.

JocTynHble aencTeus ans
o Move — nepeMecTuTb (ain B KaTanor ;
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0 Delete — yAanuTb 3apaXeHHbIN daiin;
0 Rename — NepeuMMeHoBaTb daiin;
0 Ignore — MPOMYCTUTb haiin;
0 Report — TOMIbKO BbIBECTU MH(MDOPMALMIO B OTYET.
0 Cure — MOMbITATLCS BbUIEYNUTH 3apaK €HHbIN 06BLEKT.

a ViMeHa fieficTBWIA ANs yKa3aHWs B NapaMeTpax He YyBCTBUTENbHbI
L= K peructpy (Hanpumep, 3HayeHus Report WU report
0603HaYaloT OAHO U TO Xe [eiiCTBue).
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UHTepHeT-u130B UNIX

YcraHoBKa 1 yaanenue Dr.Web ansa
MHTepHeT-uwno30B UNIX

Hwxke onucbiBaeTca npoueaypa YCTaHOBKM, OGHOBREHWS U
yAaneHus nporpaMMHOr0 KoMmjekca

M3 yHuBepcanbHoro naketa ansa UNIX-cuctem. Ans
OCYLUECTBEHNS 3TUX onepauuii Heob6xoaUMBI npasa
apMuHucTpatopa (root).

Ecnu paHee B cucTeMe NPOAYKT Obln yCTaHOBNEH W3 MaKeToB
ApYyrux TUMoB (Hanpumep, rpm- unu deb-nakeToB), TO XenaTesnbHO
yﬁeAVITbCFI, YTO BCE 3TU NaKeTbl yaaneHbl.

YHuBepcanbHbit nakeT ans UNIX-cucteM noctaBnsetcs B ¢opMare
EPM pna wcnonb3oBaHMS C MeHepxepoMm naketoB EPM (ESP
Package Manager). OTtaenbHble CcuUeHapuv AN  YCTAHOBKM W
yOaneHuss KOMMOHEHTOB, a TaKXKe CTaHAapTHble rpaduyeckue
WHCTannAaTopbl U AEVHCTaNNSATOPbl, BXOAsWME B COCTaB MakeToOB
Takoro Tumna, OTHOCATCA WUCKIOYUTENIbHO K camoMy EPM-nakeTty, a
He K ynakoBaHHOMY B HEro NMporpaMMHOMY KOMMJIEKCY B LIESIOM, U
He K OTAENIbHbIM ero MOAY M.

COOTBETCTBEHHO, YCTaHOBKAa, OGHOBMNEHME W YyAaneHue
MOryT 6biTb OCYLUECTB/EHbl C
MOMOLLbIO:
e rpacmnyYeCKMX UHCTaIATOpa U AeUHCTaNNNATopPa;

® KOHCOJ1IbHbIX UHCTaNATOPOB U AENHCTANNIATOPOB.

Mpu ycTaHoBKke noadepxuBaeTcs paboTa C 3aBUCMMOCTAMMU, T.e.
ecnn ANs yCTaHOBKW Kakoro-nmbo 13 KOMMOHEHTOB MPOrpaMMHOro
KOMMAekca AO0/MKEH ObiTb MpeaBapuUTENbHO YCTAHOBMEH [ApYroM
KOMMNOHEHT (HanpuMmep, AN YCTAHOBKM KOMMOHEHTa drweb-
daemon  npeaBapuTENbHO  AOMXHbl  6bITb  YCTaHOBNEHbI
KOMMOHEeHTbl drweb-common U drweb-bases), To oH 6yaeT
yCTaHOBNEH aBTOMaTUYECKM.

HeobxogumMo  OoTMETUTb, 4TO €CiM  Bbl  YCTaHaBnuBaeTe
NMPOrPaMMHbIA KOMMEKC
Ha KOMMbIOTEpP, KyAa paHee 13 aHanorMyHoro yHueepcansHoro EPM-
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naxkeTa 6bl1 YCTAHOBNEH KakoW-NMbo Apyroi nNpoaykT

, TO NPU KXAOM WCMONb30BaHMKU rpadnyecKoro
AEVHCTaNNATopa BaM 6yaeT NpeasnoXeHo yaanuTb abconoTHO BCe
MoZynu , BK/lOYasi YCTAHOBNEHHbIE paHee B COCTaBe
APYrUX NPOAYKTOB.

KpallHe BHMMaTENbHO MOAXOAWTE K YAANEHWO KOMMOHEHTOB,
d= % 4ytobbl MO OWMBKE He yAanuTb Te W3 HUX, KOTOpble Bbl
MiaHUpyeTe UCrosb30BaTh B AasibHENLIEM.

YcTaHOBKa YHMBEpPCasibHOro nakera gis
UNIX cuctem

OncTpubyTMB NpOrpaMMHOr0 KOMMeKca
pacnpocTpaHsieTcs B BUAE
CaMOopacnakoBbIBAOLIErOCsl apXu1Ba

drweb-internet-gateways [ HoMep Bepcyvm] ~[ Ha3Baume OC].

run.
B o6LeM cryyae B apxvBe COAEPXaTCs Cneayrolume nakeTbl:

e drweb-common: nakeT COAEPXKUT OCHOBHOW
KOH(UrypaumMoHHbin  dalin drweb32. ini, 6ubANOTEKH,
[JOKyMEHTauuio UM CTPYKTypy kaTtanoroB. B npouecce
YCTaHOBKM  [J@aHHOrO KOMMOHEeHTa 6yanyT Co37aHb!
nonb3oBaresib drweb v rpynna drweb;

e drweb-bases: nakeT coAep>XWUT AHTUBUPYCHOE SA4pO

M BUpYyCHble 6asbl. [ns ycTaHoBku TpebyeT
nakeT drweb-common;

e drweb-1libs: nakeT coaepxuT 6ubnuoteku, obwme ans
BCEX KOMMOHEHTOB NPOAYKTA;

e drweb-epmb. 0. 2-1ibs: nakeT coaepxut 6ubnuoTteku
ana rpacdudeckmx " . Ona
ycTaHoBKkM TpebyeT nakeT drweb-11ibs;

e drweb-epm6. 0. 2-uninst: nakeT coAepXuT daiinbl

Ona ycTtaHoBkn Tpebyet
naket drweb-epmb6. 0. 2-1ibs;
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drweb-boostl147: MakeT  coaepxuT  6ubnuotekw,
ncnonb3yowmecs "

coBMecTHO. [ins yctaHoBku TpebyeT nakeT drweb-1ibs;
drweb-updater: nakeT COAEPXWUT Moaylb O6HOBNEHUS

AHTUBMpPYCHOrO fA4pa N BUPYCHbIX Ha3
. Ona yctaHoBkuM TpebyeT nakeTbl drweb-
common Udrweb-1libs;

drweb-agent: NaKkeT COAEPXMUT WCMONHAEMble alisbl

W OOKYMEeHTauui K HeMmy. [nsg YyCTaHOBKM
TpebyeT nakeTbl drweb-boostl147 U drweb-common;
drweb-agent-es: MakeT COAEPXUT ainbl AN paboTsl

B peXWMe LUeHTpanbHOM 3aumTtbl. NS
ycTaHoBkM TpebyeT nakeTbl drweb-agent, drweb-
updater m drweb-scanner;

drweb-monitor: NakeT COAEPXMUT WCMOSHAEMble Galifbl

N AOKYMEHTAUUIO K HEMY. ﬂ,ﬂﬂ YCTaHOBKM
TpebyeTr nakeTbl drweb-boostl47, drweb-agent wu
drweb-common;

drweb—-daemon: nakeTt COAEPXUT UCNOJTHAEMbIE q)al‘;ﬂ'lbl

M OOKYMEHTauMio K Hemy. [lns ycTaHOBKU
TpebyeT nakeTbl drweb-bases U drweb-11ibs;
drweb-scanner: NakeT COAEPXWUT WUCMONHAEMble alinbl

KOHCO/IbHOMO CKaHepa M [OKYMEHTALMIO K
HeMy. [ns ycTaHOBKM TpebyeT nakeTbl drweb-bases MU

drweb-1libs;
drweb-icapd: NakeT COAEPXUT UCMONHAeMble dalinbl

N AOKYMEHTAUUID K HEMY. ansa YCTaHOBKU
TpebyeT nakeTbl drweb-common, drweb-1ibs U drweb-

icapd-dws;
drweb-icapd-dws: nakeT COAEPXWUT TeMaTuyeckue
yepHble 1 6enble CNUCKU MHTEPHET-PECYPCOB. 19 YCTaHOBKM
TpebyeT nakeT drweb-common;
drweb-icapd-web: NaKeT coaepXuT Be6-uHTepdeic

7
drweb-internet-gateways—-doc: NakeT COAEPXWUT
OOKYMEHTaUmio K
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B Bepcum ans 64-6UTHLIX CUCTEM B apxMB BKJIOYEHbI [Ba MakeTa:
drweb-libs ¥ drweb-1ibs32, B KOTOpbIX CcoAepxarcs

6nbnnotekn ans  64-6UTHbIX U 32-BUTHBLIX  KOMMOHEHTOB
COOTBETCTBEHHO.

[na aBTOMaTMYecKoW YCTaHOBKM KOMMOHEHTOB MpPOrpaMMHOM0
KOMMnekca paspeumTe
UCMOJTHEHWNE apXMBa, HanpuMep, KOMaHAOoM:

# chmod +x drweb-internet-gateways [ Homep Bepcrm] ~
[ HazBaHme OC]. run

N 3aTeM 3anyCcTute ero Ha UCnoJiIHeHne KOMaH0M:

# ./drweb-internet-gateways [ HoMep Bepcrm] ~
[ HazBaHmre OC]. run

WK BOCMOMb3yMTECh CTaHAAPTHLIM haitfioBbiIM MEHEAKEPOM Ballel
rpacuyeckori 060/104KM KaK Ansi USMEHEHUSI CBOMCTB (halina, Tak u
ANA ero 3anycka.

Mpu 3TOM b6yaeT co3aaH Katanor drweb-internet-gateways
[ Homep Bepcuu] ~[ HaseaHme OC] C HabopoMm (paiinos

BHYTPU, M aBTOMaTUYeCKM 3anycTUTcs
Ecnu 3anyck 6bii1 OCYLIECTBNEH HE C NpaBaMW agMUHUCTPATOPa, T0
WHCTaNAATOP CaM MOMbLITAeTCA MOMYYUTh HYXXHbIE MpaBa.

Ecnv 3anycTuTh rpaduyeckuit MHCTANNATOp He yaanocb, TO
aBTOMaTMYECKM 3anycTuTCs

Ecnn Heo6x0AMMO TOJIbKO pacnakoBaTb apxXxuB, He 3arnyckas npu
3TOM rpaduyeckuii MHCTaNNsToOp, CredyeT BOCMOJSIb30BaTbCS
napamMeTpoM KOMaHAHOMN CTPOKU —-noexec:

# . /drweb-internet-gateways [ Homep Bepcrmi] ~
[ HazBaHme OC]. run —-noexec
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Ona  npoAo/mKeHus  YyCTaHOBKM C  MOMOLWBK  rpaduyeckoro
WHCTannsTopa 3anycTuTe ero KOMaHAowm:

# drweb-internet-gateways [ HoMep Bepcum] ~

[ HasBaHme OC]/install. sh

[na ycTaHOBKM C WCNOMb30BaHWEM KOHCOJIbHOIMO WHCTannsTopa
I'IOTpGGyETCFI BbIMOJTHUTb KOMaHAyY:

# drweb-internet-gateways [ Homep Bepcum] ~
[ HazsBaHme OC]/setup. sh

Mpwu ycTaHoBKe M1106bIM M3 OMMCaHHbIX HUXE CMOCO60B NPOUCXOANT
cnegyiouee:

e B KaTanor %etc dir/software/conf/ 3anucbiBaloTCA
OpUrWHanbl AUCTPUGYTUBHBLIX KOHMUIypaUMOHHbLIX (ainos ¢
Ha3BaHUS MU B ¢dopmarte
[ MMa KOHOUMIYypauUMOHHOTO danma]. Nj

e KOHMbUrypaumoHHble dainnbl yCTaHaBNMBaOTCA B
COOTBETCTBYIOLUME KaTanorn CUCTEMBI;

e YCTaHaBNMBAIOTCS OCTasbHble Qainbl, npuyem ecnn dann ¢
TakUM WMeHeM yxe wuMmeeTcs (Hampumep, ocTancs mnocne
HeaKKypaTHOro yaaneHus NakeToB APYrMx TUMOB), TO Ha ero
MEeCTO 3anucbiBaeTcs HOBbIM ain, a Konus CTaporo
coxpaHsieTcst Kak [ mms_Qalmnal . O. Ecnu B katanore yxe
umeeTcs daiin ¢ Takum umeHeM ([ mmsa_danmal . O), TO OH
6yaeT yaaneH, a HOBbI daiin byaeT 3anucaH Ha ero MecTo;

e Ecnu B cooTBETCTBYIOWEM OKHE rpadrMyeckoro UHCTannsaTopa
yctaHoBneH ¢dnar Run interactive postinstall script, T0
nocne YCTaHOBKM KOMMOHEHTOB 6ynet 3anyLeH
WMHCTaNNAUMOHHBIM  CKPUNT AN HacTpolku  6a3o0BoM
(P YHKUMOHaNbHOCTK
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Monb3oBaTenbckn nHTepdenc rpacduueckoro
MHCTa/INATOopa

1. TMpu 3anycke rpadnyecKoro UHCTaNNATOpa KOMaHAoM:

# drweb-internet-gateways [ HoMep Bepcum] ~
[ masBaHme OC]/install. sh

OTKPbIBa€TCA OKHO NporpamMmMbl YCTaHOBKMU.

Welcome

This program allows you to install the following software: =

Dr.Web Agent, 6.0.0.3

Dr.Web Bases, 6.0.0.3

Boost, third party C++ libraries needed for Dr.Web, 6.0.0.2
Dr.Web Common Files, 6.0.1.2

Dr.Web Antivirus Daemon, 6.0.1.3

Dr.Web EPM - Library for X11 epm gui, 6.0.0.1

Dr.Web EPM - Dr.Web uninstaller, 6.0.0.1

Dr.Web ICAP Daemon, 6.0.0.2

Dr.Web ICAP DWS, 6.0.0.2

Dr.Web ICAPd Web Interface, 6.0.0.2

Dr.Web internet gateways documentation, 6.0.0.2
Essential third party libraries needed for Dr.Web on x86

=
B

Dr.WEB® 4 [ Next » l[ Cancel ]

Puc. 2. OKHO Hauyana yCraHOBKM NpOrpamMmbl

HaBuraumsa ocywecrtsnseTcd C NOMOWbLI KHOMOK Back wu
Next. YcTaHOBKY MOXHO MpepBaTb B N1l060 MOMEHT, HaXaB
kHonky Cancel.

2. B cnegyowem okHe Install Type Bbl MOXeTe BbibpaTb TUN
ycTaHoBku: 6a3oBbili Dr.Web for Internet Gateways co
BCEMW KOMMOHEHTaMM MO YMOJTYaHWIO UK
MOJIb30BaTENIbCKUIA.
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Welcome
Install Type Select the installation type:
@ Dr.Web for Internet Gateways
JCustom Configuration
X
™
-
Dr.WEB® [ 4 Back l | Next » | [ Cancel

Puc. 3. Tun yctraHOBKM

Ecnn Bbl Bbibpanu nyHkT Custom Configuration, TO
cnegyroumMm oTkpoeTcs okHO Select Software, B koTopoM
Bbl CMOXeTe yKasaTb Heo6XoAMMble BaM KOMMOHEHTbI.

Welcome
Install Type Select the software you want to install:
Select Software Available Software:
Dr.Web Agent v6.0.0.3 (new)
Dr.Web Bases v6.0.0.3 (new)
Boost, third party C++ libraries needed for Dr.Web v6.0.0.2 (new)
Dr.web Common Files v6.0.1.2 (new)
Dr.Web Antivirus Daemon v6.0.1.3 (new)
Dr.Web EPM - Library for X11 epm gui v6.0.0.1 (new)
Dr.web EPM - Dr.web uninstaller v6.0.0.1 (new)
Dr.Web ICAP Daemon v6.0.0.2 (new)
‘3 [Vl Dr.Web ICAP DWS v6.0.0.2 {new) =
-
| selectall | I select none ]
Dr.WEB® [ 4 Back l [ Next » l [ Cancel ]

Puc. 4. OkHO BbI60Opa KOMMOHEHTOB A1 YCTAHOBKM
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4. ECcm ana ycrtaHoBKW BbIGPAHHOrO Bami KOMMOHEHTa

& [O/MKEH ObiTb MpeaBapUTeNbHO YCTaHOBNEH ApYyrov
KOMMOHEHT, TO COOTBETCTBYHOLWAS 3aBUCUMMOCTb byaeT
OTMeYyeHa aBTOMaTU4ecku. Takum obpas3oM, ecim Bbl
ycraHoBute Gnar Hanpotus Dr.Web Antivirus
Daemon, T0 ¢riarn aBToMaTUYECKM MOSIBATCS HanNpoTuB
nyHkToB Dr.Web Bases v Dr.Web Common Files.

HaxxaTne Ha kHonky Select all BbibepeT BCce KOMMOHEHTHI,
HaxaTme Ha kHonky Select none cHumeT  Bce
yCTaHOBNEHHbIE (P IaXKu.

3. B okHe Confirm Bbl yBuante Bce BbibpaHHble BaMu
KOMMOHEHTbI U CMOXETE NPUHSITb OKOHYaTESIbHOE peLLeHme.

Welcome

Install Type Confirm your software selections below:

Select Software | gelected Software:

confirm Dr.Web Agent v6.0.0.3 {new) =
Dr.Web Bases v6.0.0.3 (new)

Boost, third party C++ libraries needed for Dr.Web v6.0.0.2 (new)
Installing Dr.Web Common Files v6.0.1.2 (new)

Finish Dr.Web Antivirus Daemon v6.0.1.3 (new)

Dr.Web EPM - Library for X11 epm gui v6.0.0.1 (new)

Dr.Web EPM - Dr.web uninstaller v6.0.0.1 (new)

Dr.Web ICAP Daemon v6.0.0.2 {new)

License

T

VJ Dr.Web ICAP DWS v6.0.0.2 (new)
< Dr.Web ICAPd Web Interface v6.0.0.2 (new) =
Dr.WEB°® | 4Back | | Next» | | cancel |

Puc. 5. OkHO noaTBepXaeHnss YCTaHOBKU KOMMOHEHTOB

4. O3HaKOMbTECb C TEKCTOM JIML eH3MoHHOro [lorosopa u
noATBEpAUTE CBOE COrflache C HUM, YTobbl MPOACIKUTL
ycTaHoBky. C nomolbio MeHio Select language Bbl MOXeTe
Bbl6paThb 3blK (PYCCKUIA WM @HITIMIACKUIA), HA KOTOpOM 6yaeT
U3M0XeH TeKCT JIvLeH3noHHoro [lorosopa.
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Welcome

License Agreement

Install Type Select language:

Select Software NAIEH3WOHHOE COMMAWEHWE OB ¥CNOBWMAX MCNONb30BAHMA MPOrPAMMHONO OBECMEYEHIA
) Dr. Web(R) L
Confirm

B HacToswee NUUEHIHONHOE COPNBWEHWE 3BKNWYESTCA Mekdy Bami, pusuyeckumM
License WNW HWPWOAYSCKWM NMLoM, W 000 "fokTop BeS" (manee no TekcTy -
"Mp=scotnagaTens "), sensmuwiMca oBNEAATENEM WHTEANSKTYATEHbX WMYWSCTEHHbX
NPSBE HE UCNONL3OBSEHWE NPOrpPEMMHOrD oBecneveHus cemeicTea Dr.Web(R) (panee
no TekcTy - 'MporpaMuHos ofecneveHne” wnW "N0"), B KOTOROM BOIMOKHO
ucnonesoeaHue paspaboTok u TexHonoruit ppyrux npoussopuTensh, npasa Wa
KOTOPHIE NPEOOCTSENEHN B COOTEETCTEMH € SEKOMOPSTENLCTBOM POCCHRCKOR
T20SPALHA W HOPMIMM MEKOYHIPOIDHOrO NPAE3, © HUKECTESMyHWEM:

X 1. Bce ycnoBus WECTOAWEro /IMLEHSWOHHOrO COFMANEHWS OTHOCHTCA K
™ WCNONb30BEHUK [IPOrPEMMHOrD OBSCNEYEHUA, KOTOPOE FBNASTCA OELEKTOM

JAccept and install
@ Cancel installation

Dr.WEB® [ 4 Back l | Next » | [ Cancel ]

Puc. 6. OKHO 03HAaKOMJIEHMA C JIULL,eH3UOHHbIM CorJjialleHUeM

5. B cneaytouwem okHe Installing BoiBoagnTCcs oTYeT 0 npouecce
YCTaHOBKM B peXuMe peasnibHOro BPEMEHW.

Welcome
Installing Dr.Web Bases v6.0.0.3...
Install Type o |
Select Software _ _ _
_ Running post-install commands...
Confirm Installation of drweb-agent is complete.
License *++ Dr.Web Bases +++
R Copyright Doctor Web, Ltd.
Installing By using this parameter you automatically confirm and accept the So!
Backing up old versions of files to be installed...
Creating installation directories...
Installing software...
S Updating file permissions...
: Running post-install commands...
=X ]
Dr.WEB® 4 ¥

Puc. 7. OKHO YCTAaHOBKM KOMMOHEHTOB NporpaMMbl

O[HOBpEMEHHO [iaHHbIM OTYeT KonupyeTcs B  chaiin
install. log, pacnofioXeHHbli B KaTanore drweb-
internet-gateways [ HoMep Bepcuu] ~

[ HazBaHume OC] . Ecnu yctaHoeneH dnar Run interactive
postinstall script, To nocne ycraHoBku kOMNoOHeHTOB byaeT
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3anyLeH WUHCTANNSLMOHHBIA CKPUNT AN HacTpowiku 6a30Boi
(PYHKUMOHaNbHOCTK

Thiz installation script will help wyou to configure Drlleb for Internet Gateways

Do you want to continue? (YES/no) yes

gssgou want to install DIr.lleb license key File? (YES/no) ues

Esiar path to the Dr.leb license key file or '0' to skipt O

Updating RunfppList in Jetc/drueb/monitor,conf |,

Jetosdrueh/monitor ,conf is up-to-date, it is not necessary to modify it,

drweb-icapd listens port 1344 on 127.0,0,1,

MOTE: If you need to set up a proxy. refer to Ir.leb for Internet Gatewsys documentation for more details,

Mo walid keys found, Services cannot be configured.
Press Enter to finish.ll

Puc. 8. MHTepaKTUBHbIA YCTAaHOBOYHbI CKPpUNT

CKkpunT nNpeanoXuT yKasaTb NyTb K  JIMLUEH3MOHHOMY
knioyeBoMy  caiiny,  yCTaHOBUTb  Mopsiaok  paboThl
noaKModYaeMblx MoAynen, W aBTOMaTtM4ecku MNOAKIIIOUYUTD
HeobxoauMble Ans paboTbl cepBuCh ( ,

, )-
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DrWeb

Loading Avarddrueb/bases/dun30009,vdb - Ok, virus recordst 1445
Loading Avarsdrueb/bazes/dwnG0008, vdb - Ok, wirus records; 1895
Loading Avar/drueb/bases/dwunbd007  vdb - Dk, wirus recordsy 2312
Loading Avarddruebs/bases/dung0006 vdb - Ok, virus records: 3006
Loading Avarsdrueb/bazes/dwnG0005, vdb - Ok, wirus records: 2146
Loading Avar/drueb/bazes/dunG0004, vdb - Ok, wirus records: 1714
Loading Avar/drueb/bases/dunbd003,vdb - Dk, wirus recordst 2095
Loading Avarddrueb/bases/dun30002, vdb - Ok, virus recordst 2715
Loading Avarsdrueb/bazes/dwnG000l, vdb - Ok, wirus records; 2645
Loading Avarsdrueb/bases/dunG0000,vdb - Ok, wirus recordsy 2801
Loading Avarddrwebsbases/drurisky.vdb - Ok, wirus records: 6197
Loading Avarddrwebsbases/drunasty.vdb - Ok, wirus records: 28348
Total wirus records; 1711202

Key File! Jopt/drueb/drueh3?, key - loaded,

License key rumber: 0010041374

Licenze key activates: 2010-07-05

License key expiresy 2011-01-05

License for Internet gateways: Unlimited

License for file-servers: Unlimited

License for mail-servers: Unlimited

Daemon is installed, actiwe interfaces: Jvar/drueb/runs,daemon  127.0,0,1:3000
Tone.,

Configuring startup of drueb-monitor., ..

Starting Ir.leb Monitor, ..

Tore,

Configuration completed succesfully,
Press Enter to finish,|

Puc. 9. ABTOMaTHUYECKNA 3anyck cepB1coB

6. B nocnegHem okHe Finish cogep>XxunTcs HanoMUHaHWe o
HeobXxoAMMOCTU AanbHelLWwen HaCTPOMKKN CUCTEMbI Nepes
TeM, KaK OHa CMOXeT nonHoueHHo paboTaTb. Haxas Ha
kHonky Close, Bbl 3aKkpoeTe OKHO MpOrpammbl yCTaHOBKM
KOMIMOHEHTOB.

Welcome
Install Type

Postinstall information:
Please note, that during initial installation only software itself is

Select Software installed. Nene of the components are started after setup or after
confirm reboot. The installed selution can be launched and successfully used
) only after registration and proper configuration of the components.
License For more details on setup process refer to correspending chapters of

Installing Administrator Manual.
Finish
A
‘-
-«
Dr.WEB® 4 »

Puc. 10. OkHO 3aBepLUEHUS YCTaHOBKU NPOrpaMmbl
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MUcnonb3oBaHue KOHCOJIbHOIO MHCTaJUIATOpa

KOHCONbHBIA  MHCTaNAATOp 3arnycKaeTCs aBTOMaTtMYecku B TOM
CNnyyae, €CM He YyaAanocCb 3anycTWUTb rpacdMUecKuit UHCTannaTop.
ECnM KOHCONbHbIA MHCTaNNATOp He 6bln 3anyleH aBTOMAaTUYECKM
(KaK npaBuio, 3TO MNPOUCXOAUT MPU HEBO3MOXHOCTU MOBLICUTHL
npaea), TO MOXHO Nonpo6oBaTb 3anMyCTUTb €ro C MpUBUIETUSMU
MoNb30BaTeNs root, BbINO/HMB KOMaHAY:

# drweb-internet-gateways [ HoMmep Bepcum] ~
[ HazBanme OC]/setup. sh

OTKpoeTCca AnanoroBoe OKHO KOHCOJIbHOr0 MHCTannaTopa.

user@hostname: ~

®ain MpaBka Bug Mowck TepmuHan Cnpaeka

This installation script will help you install Driweb for Internet Gateways

Do you want to continue? (YES/no)

Ecnn Bbl XOTUTE YCTaHOBUTb

, ykaxute Y unm Yes B CTpoke BBoAa (3HayeHwus
pPErMcTpoHe3aBnCuMbl) U HaxmuTe knasuwy ENTER. B npoTuBHOM
cnydae seeante N unu No.

3atem BaM 6yaeT npeanoxeHo BbibpaTb TWUM YCTAHOBKWU. YKaxuTe
HOMep COOTBETCTBYIOLWErO NYHKTA B MEHIO N HaxxmuTe ENTER.
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~

user@hostname: ~

Mann MpaBka Bug Mowck TepmuHan Cnpaska

Select the installation type: -
1 Dr.wWeb for Internet Gateways
2 Custom Configuration

Choose one configuration to install [1] :

Ecnn Bbl Bbibpann nyHkT Custom Configuration, T10 Ha
cnepyiowem stane Bam byaeT npeasiokeHo ykasaTb HeobxoavMble
KOMMOHEHTbI ANs YCTAaHOBKW. YKaXXWTe HOMEp COOTBETCTBYHOLIEINO
KOMMOHeHTa B MeH0 U HaxxmMuTe ENTER.

~

user@hostname: ~

Qain MNpaBka Bua Mowck TepMuHan Cnpaeka
Select the software you want to install: -

1 Dr.Web Agent v6.8.0.3 (new)
2 Dr.Web Bases v6.0.8.3 (new)
3 Boost, third party C++ libraries needed for Dr.Web v6.0.0.2 (new)
4 Dr.Web Common Files v6.0.1.2 (new)
5 Dr.Web Antivirus Daemon v6.08.1.3 (new)
6 Dr.Web EPM - Library for X11 epm gui v6.6.08.1 (new)
7 Dr.Web EPM - Dr.wWeb uninstaller v6.0.0.1 (new)
8 Dr.Web ICAP DWS v6.0.8.2 (new)
9 Dr.Web ICAPd Web Interface v6.0.0.2 (new)
10 Dr.wWeb ICAP Daemon v6.8.8.2 (new)
11 Dr.Web internet gateways documentation v6.0.0.2 (new)
1 12 Essential third party libraries needed for Dr.Web on x86 systems
v6.0.0.5 (new)
[ 1 13 Dr.web Monitor v6.8.8.3 (new)
[ 1 14 Dr.web Antivirus Scanner v6.0.1.3 (new)
[ ] 15 Dr.web Updater v6.0.8.4 (new)

1
1
1
1
1
1
1
1
1
1
1

To select a package you want to install or deselect some previously
selected package - enter the corresponding package number and press Enter.

You may enter A or ALl to select all the packages, and N or None to deselect all
of them.

Enter I or Install to install selected packages.

Enter 8, Q or Quit to quit the dialog.

All values are case insensitive.

select:
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Ha cnepyiowem stane BaM 6ydeT NpeanoXeHo O3HAaKOMUTLCA C
TekctoM JinuenzmoHHoro [lorosopa. [Ona  MpoSUCTbIBAaHUSA
TeKCTa AoroBopa HaxuManTe knasuwy NMPOBEST.

-~

user@hostname: ~

®ain Mpaeka Bua Monck TepMuHan Cnpaeka
Dr.Web(R) SOFTWARE USAGE LICENSE AGREEMENT -

The present License agreement is concluded between you (either a legal
entity or home user) and Doctor Web ("the right holder®), that
possesses intellectual property rights with regard to usage of Dr.Web(R)
software ("software") including usage of technologies and software

from other vendors where corresponding rights are acquired under law of
the Russian Federation and International Law, as follows:

1. All terms and conditions provided herein regulate usage of the
software which is an object of the intellectual property rights of the
right holder. If you do not agree with at least one term or condition
stipulated herein, do not use the software. Violation of the terms of
the present License agreement is considered an unauthorized use of the
software and entails civil, administrative and criminal responsibility.

2. If you are a legal owner of the Software's copy, you receive the

Ans npojo/KeHMs YCTaHOBKM Bbl AOMXHbI 6yaeTe NpuHATL
JlvunensmonHbii [lorosop, ykasas Y unu Yes B CTpoke BBOAa U
Haxxae ENTER. B npoTuBHOM cny4yae ycTaHoBka 6yaeT npekpalieHa.
Mocne Toro, Kak Bbl NpuMeTe JlvLeH3noHHbIN [Joroesop, byaer
3anyLleH npouecc ycTaHoBku. OTYeT O pesynbTaTax MpoXOoXAeHus
KaXXAoro u3 3TanoB npouecca 6yaeT BbIBOAUTLCA HA KOHCOMb B
peXvuMe peanbHOro BpeMeHM.

~

user@hostname: ~

Qaitn Mpaska Bua Mouck TepMuHan Cnpaeka
Creating installation directories... -
Installing software...

Updating file permissions...

Running post-install commands...

Installation of drweb-libs is complete.

Backing up old versions of files to be installed...
Creating installation directories...

Installing software...

Updating file permissions...

Installation of drweb-boostl44 is complete.

Backing up old versions of files to be installed...
Creating installation directories...

Installing software...

Checking configuration files...

Updating file permissions...

Running post-install commands...

Installation of drweb-agent is complete.

Copyright Doctor Web, Ltd.
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Mocne ycTaHOBKM KOMMOHEHTOB 6yAeT 3anylWeH WHCTaISIUMOHHLIN
CKPUMT ANs HacTpPoMkM 6a30BoM hYHKLMOHANBHOCTM

CKpUNT MpeanoXuT ykasatb MyTb K
NVLUEH3MOHHOMY K/loYeBOMY dhalinly U aBTOMaTUyYeCcku NOAKMIYNTD
Heobxoaumble ans paboTbl cepsuchbl ( ,

I

YnaneHve yHUBepcasZibHOro nakera ans
UNIX cucrem

Ons  ypaneHuss ¢ MOMOLLbIO ,
3anycTuTe ero KOMaHAou:

# $bin dir/remove. sh

Ecnu 3anyck 6bi1 OCYLIECTBNEH HE C NpaBaMy agMUHUCTPATOpPa, TO
AEVHCTANNATOP CaM MNOMbITAeTCs MOYYUTb HYXKHblE MpaBa.

Ecnu 3anyctutb rpaduyeckuit AeMHCTanNsTop He YyAanocb, TO
aBTOMaTHUYecku 3anycTuTcs

Mocne AeUHCTanNsaUMM NpoAyKTa MOXHO yaanuTb cpeactsamm OC
nonb3oBatens drweb v rpynny drweb.

Mpy ypaneHun ntobbIM U3 BbIEONMCaHHbIX CMOCO60B npoucxoauT
cnepywuee:
e u3Kartanorasetc dir/software/conf/ yaanaiorca Bce
ANUCTPUBYTUBHBbIE KOHDUIYpaLUMOHHbIE (aiinbl;

e ecnn  paboune KOHGUrypaumoHHble alnbl He  6binu
M3MeHeHbl NOSb30BaTeNEM, TO OHW TOXe yaanstoTca. Ecnu
NnoNb30BaTe/lb BHOCW/T B HWUX M3MEHEHMSl, OHM OCTaloTCA B
HEeMNpPUKOCHOBEHHOCTH;

e yAansooTcs ocTarnbHble daiinbl, MPUYEM eCcnn Npu yCTaHOBKe
6blna co3gaHa Komus Kkakoro-nubo ctaporo daina B BuAe
[ uMs pammal . O, TO 3TOT dhaiin BOCCTaHaBAMBaeTCcA B

npexHeM Buae;

e JINUEH3VNOHHbIE KJoYeBble dainbl U dailnbl  0TYETOB
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Pa3INYHbIX KOMMOHEHTOB MPOrpaMMHOro KOMMJEeKCa B
COOTBETCTBYIOLWMUX KaTanorax CoOXpaHAaTCs.

Monb3oBaTenbckn nHTepdenc rpacduueckoro
A€UHCTaINATOPpPAa
1. Mpwu 3anycke rpacdmMyecKoro AeMHCTanIsTopa KOMaHaAoM:

# %bin dir/remove. sh

OTKPbIBaeTCA OKHO NporpamMmmbl yaaneHna KOMNOHEHTOB.

Welcome

This proegram allows you to remove the following software: [~

Dr.Web Agent, 6.0.0.3

Dr.Web Bases, 6.0.0.3

Boost, third party C++ libraries needed for
Dr.Web, 6.0.0.2

Dr.Web Commeon Files, 6.0.1.2

Dr.wWeb Antivirus Daemon, 6.0.1.3

Dr.Web EPM - Library for X11 epm gui, 6.0.0.1
Dr.Web EPM - Dr.web uninstaller, 6.0.0.1
Dr.Web ICAP Daemon, 6.0.0.2

Dr.Web ICAP DWS, 6.0.0.2

Dr.Web ICAPd Web Interface, 6.0.0.2

Dr-WEB" «

X
<

Puc. 11. OkHO Havyana yaaneHus nporpamMmbl

HaBuraums ocywectsnsieTcs ¢ nomoubto kHornok Back n Next.
BbIMTW U3 NpOrpaMMbl MOXHO B /10601 MOMEHT, HaXKaB KHOMKY
Cancel.

2.B cnepyowem okHe Select Software Bbl MoxeTe BblbpaTh

KOMMOHEHTbI, KOTOpble XxoTuTe yaanutb. ®narn Ans
COOTBETCTBYIOWMX  3aBUCMMOCTeN  6yayT  mpocTaBneHbl
ABTOMATUYECKM.

B cnyyae, ecnu paHee Ha 3TOM KoMnbioTepe u3 EPM-nakeTa
6bl1 yCTaHOBMEH KakoM-NMbo Apyrow nNpoaykT , TO B
CMUCOK KOMMOHEHTOB A yAaneHus BOWAYT W ero Moaynu
ToXe. M03TOMy HeEOH6X0AMMO BbiTh KpaliHe BHUMATENbHLIM NPU
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BblbOpe, 4TOObI CNy4alHO He yAanuUTb TE€ KOMMOHEHTbI,
KOTOpble MMaHMPYETCS UCMOMb30BaThb B a/ibHENLLEM.

Welcome
select Software Select the software to remove:
Installed Software:
Dr.Web Agent v6.0.0.3
Dr.Web Bases v6.0.0.3
Boost, third party C++ libraries needed for Dr.Web v6.0.
Dr.Web Common Files v6.0.1.2
Dr.Web Antivirus Daemon v6.0.1.3
Dr.Web EPM - Library for X11 epm gui v6.0.0.1
=
-
[ selectall |[ select none ]
Dr.WEB?® [ 4 Back ] [ Next » ] [ Cancel l

Puc. 12. OkHO BblI6Opa KOMMOHEHTOB AN yAaJIeHUa

Haxas Ha kHonky Select all, Bbl cMOXeTe OTMETUTbL Cpasy
BCE KOMMOHeHTHl. Haxxatne Ha kHonky Select none yganut
BCE NpocTaBneHHble dnaru.

3.B cnepyiowem okHe Confirm Bbl yBUaUTE BCe BbibpaHHblE
BaMW KOMMOHEHTbI W CMOXEeTe MPUHATb OKOHYaTenbHoe
pelweHne 06 ux yaaneHuu.
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Welcome

select Software Confirm software selected for removal:

Confirm Software to Remove:

Removing Dr.Web Agent v6.0.0.3
Dr.Web Bases v6.0.0.3

Boost, third party C++ libraries needed for Dr.Web v6.0.0.Z -
Dr.Web Common Files v6.0.1.2 >
Dr.Web Antivirus Daemon v6.0.1.3

Dr.Web EPM - Library for X11 epm gui v6.0.0.1

x Dr.Web EPM - Dr.Web uninstaller v6.0.0.1
L Dr.Web file servers documentation v6.0.0.2
- e bl el et Ui e for oL a0
Al P73 ]
DrrWEB® [ 4 Back ] [ Next » | [ Cancel ]

Puc. 13. OkHO noaTBepXAeHusa yaaleHUs1 KOMMNOHEHTOB

4.B nocnegHeM okHe Removing BbIBOAWUTCSA OTYET O npouecce
yAaneHus KOMMNOHEHTOB NPOrpaMMHOro KOMIJIEKCa B pexume
peanbHOro BpEMEHMU.

Welcome
Removal Complete
Select Software
Confirm —= —
_ Running post-remove commands...
Removing Please remove entry about smb_spider in "vis objects' from
Removal of drweb-smbspider is complete.
#+++ Dr.Web Updater #+++
Copyright Doctor Web, Ltd.
Removing/restoring installed files...
Checking configuration files...
‘5 Removing empty installation directeries... O
-« Removal of drweb-updater is complete.
ol 7 ) 0]

Dr.WEB® 4 Back Next b

Puc. 14. OKHO yAaneHnss KOMNOHEHTOB NMPorpaMMbl

5.Haxas Ha kHonky Close, Bbl 3aKpoeTe OKHO Mporpammbl
yaaneHus KOMMOHEHTOB.
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MUcnonb3oBaHMe KOHCOJIbHOIO A€MHCTaNNATopa

KOHCOMbHbIi AEUHCTANNATOP 3arnyCcKaeTcs aBTOMATUYECKU B TOM
Cnyyae, eCiv He yaanoch 3anycTuTb rpadMueckuii AeMHCTaNNATop.

OTKpOETCFI AnanoroBoe OKHO KOHCOJIbHOIo AeUHCTannaTopa.

-~

user@hostname: ~

®ain Mpaeka Bua Mouck TepMuHan Cnpaeka

This script will help you remove Dr.Web packages

Do you wish to continue? (YES/no)

Bam 6y,qu npeanoXxeHo Bbl6paTb M3 CNMUCKa KOMIMOHEHTOB TE€,

KOTOpble Bbl Xefnaete yganutb (cnegymTe WHCTPYKUMSIM  Ha
3KpaHe).
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user@hostname: ~

@ann MMpaska Buag Mowck TepmuHan Cnpaska
Select the software you want to remove: -

1
1
1
1
1
1
1
1
1
1
1
1

(6.0.6.5
1
1
1

To select a

1
2
3
4
5
6
7
8

9

18
11
12

13
14
15

Dr.Web
Dr.Web
Boost,
Dr.web
Dr.Web
Dr.Web
Dr.Web
Dr.web
Dr.Web

Agent (6.0.8.3)

Bases (6.8.8.3)

third party C++ libraries needed for Dr.Web (6.0.0.2)
Common Files (6.8.1.2)

Antivirus Daemon (6.0.1.3)

EPM - Library for X11 epm qui (6.0.8.1)

EPM - Dr.wWeb uninstaller (6.9.8.1)

ICAP DWS (6.0.0.2)

ICAP Daemon (6.0.0.2)

Dr.Web ICAPd Web Interface (6.8.8.2)
Dr.web internet gateways documentation (6.6.0.2)
Essential third party libraries needed for Dr.Web on x86 systems

Dr.Web Monitor (6.8.8.3)
Dr.Web Antivirus Scanner (6.6.1.3)
Dr.wWeb Updater (6.0.68.4)

package you want to remove or deselect some previously
selected package - enter the corresponding package number and press Enter.

You may enter A or ALL to select all the packages, and N or None to deselect all

of them.

Enter R or Remove to remove selected packages.
Enter @, Q or Quit to quit the dialog.
All values are case insensitive.

Select:

Onga 3anycka npoueaypbl yAaneHWsi KOMMOHEHTOB Bbl AODKHbI
bynete noATBEpAMTb CAENaHHbLIN BbIGOp, ykasaB Y win Yes B
CTpoke BBOAA (3Ha4YeHMsl PermcTpoHe3aBUCUMbI) U HaXaB KaBuLLy

ENTER.
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user@hostname: ~

@ann MMpaska Buag Mowck TepmuHan Cnpaska
A list of packages marked for removal: -
drweb-agent
drweb-bases
drweb-boost144
drweb-common
drweb-daemon
drweb-epm6.0.08-1ibs
drweb-epm6.0.8-uninst
drweb-icapd-dws
drweb-icapd
drweb-icapd-web
drweb-internet-gateways-doc
drweb-1libs
drweb-monitor
drweb-scanner
drweb-updater
Are you sure you want to remove the selected packages? (YES/no)

OTyeT 0 pesynbTatax NPOXOXAEHMS KaXAOoro M3 3TanosB npolecca
yoaneHna KOMMOHEHTOB BbIBOAUTCA Ha KOHCOJIb B pexume
peanbHOro BpeMeH!.

O6HOBJIEeHNEe YHUBEPCAJZIbHOIo Nnakerta
ana UNIX cucrem

O6HOBNEHNE COYETAET B cebe MpOLecChl YCTaHOBKM U yAaneHus.
Ons  0o6HOBNEHMs MNpOrpaMMHOr0  KoMmJekca

Heo6X0AMMO MOJNYYUTb CBEXYIO BEPCUIO
NpoAayKTa, npeabiayLLyo BEPCUIO U HOBY!O.

Mpv 06HOBNEHUU USMEHEHHbIE MOJSIb30BaTENEM KOH(UIypaLMOHHbIe
daiinbl, NMUEH3MOHHbIE KMtodyeBble Gainbl U daliibl 0TYETOB
pasfMYHbIX KOMMNOHEHTOB MPOrPaMMHON0O KOMMIEKCa COXPaHAoTCS B
COOTBETCTBYIOLUMX KaTanorax.
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YcTaHOBKa U3 HAaTUBHbIX NaKeToB

Bbl MO eTe yctaHoBuTb Dr.Web ans nHtepHer-wntozos UNIX n3
HaTUBHbIX NaKeTOB AN PacnpoCTpaHeHHbIX AnCTpubyTrneoB Linux
UM onepaumnoHHbIx cuctem Solaris n FreeBSD.

MakeTbl HaxoaaTcs B oduumanbHoM penosutopun Dr.Web http://
officeshield.drweb.com/drweb/. NMocne nogkno4eHns penosnTopus
K MeHeXepy NakeToB Balleil CUCTEMbI, Bbl MOXETE YCTaHaBNMBaTb
nakeTbl Kak byl Apyrylo nporpaMmMy U3  penosuTopwus.
Heobxoanmble 3aBMcMMOCTM ByayT paspeleHbl aBTOMaTU4ecKu.

a Mocne  yCTaHOBKM  MAKETOB  Yepe3  PernosuTopui  MocT-
A= % VHCTANIAUMOHHLIA CKPUMT [N aBTOMATMUYECKON YCTaHOBKM
NMLEH3MOHHOT O KJIoYeBOro dalina He 6yaeT 3anylleH. Knouesol

aiin Heo6x0AMMO BPYUHYIO CKOMMPOBaTb B KaTanor $bin dir.

Mocne o6HOBNEHWUA Yepe3 peno3uTopuii Bce cepsBuckl Dr.Web
HeobxoAMMO nepe3anycTutb, 4YT0Obl OOHOBNEHUS BCTYnNWAW B
cuny.

Hwxe npuseaeHbl NHCTPYKLMKU ANA NOAK0YEeHUa penosutopus Dr.
Web Kk noaaepxueaeMbiM MeHeKepaM MakeToB M YCTaHOBKu Dr.
Web nna vateprer-wnoz30s UNIX ¢ TOMOLWBIO KOHCOMMN.

4. Bce  HmkenpuBeaeHHble  KOMaHAbl  ANS MOAK/OYEHUS
h!.\ PEMNO3UTOPUEB, UMMOPTMUPOBAHNS KItOUEl, YCTaHOBKU U Y aneHus
MaKkeToB AO/MKHbI BbITb BbIMOHEHbI C MpaBaM4 agMAHUCTpaTopa
(root), ans yero cnegyeT BOCMOb30BATbCA KOMaHAAMM sudo UK

su.
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Debian, Ubuntu (apt)
1. YcraHoOBKa:

Penosutopuii ans Debian 3aumieH C NOMOLWbBID MeXaHW3Ma
undpoBoii  noanucu. [N KOPPEKTHOM  paboTbl  HYXHO
MMNOPTMPOBATL KoY U@ poBOM NOANMUCU KOMaHAOM

wget -O - http://officeshield. drweb. com/drweb/drweb
key | apt-key add -

nnu

curl http://officeshield. drweb. com/drweb/drweb. key |
apt-key add -

YT0o6bl NOAKNIOUYATL PEMNO3UTOPUN, N06aBLTE CNEAYIOLLYI0 CTPOKY B
daiin /etc/apt/sources. list :

deb http://officeshield. drweb. com/drweb/debian

stable non-free

Ona  yctaHoBku

BbIMOJIHNTE KOMaHAbI:

apt-get update

apt-get install drweb-internet-gateways
2. YpaneHwe:

Ons yoaneHnus BbINOSIHUTE
KOMaHay:

apt-get remove drweb-internet-gateways

[nsa ypaneHusi BCceX YCTaHOBNEHHbIX NMakeToB BbINOJIHUTE
KoMaHay (B HekoTopblX cucTemMax cumBon ' Tpebyetcs

3KpaHupoBaTh: "\ *'):

apt-get remove drweb*
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[na aBTOMaTMYecKoro yaaneHus M3 cucteMol Bcex bonee He
MCMOJIb3YEMbIX MAKETOB MOXHO BOCMO/1b30BaTbCS KOMaHAOM:

apt-get autoremove

A

O6paTute BHUMaHWE Ha cneaylolme OCOBEeHHOCTM yaaneHus c
UCronb30BaHMEM apt-get:

1.

MepBbIA BapuWaHT KOMAHAbl YAQNWUT TOMbKO MakeT drweb-
internet-gateways, a OCTajlbHble MAKETbl, KOTOPbIE MOT/IN
6biTb ABTOMAaTUYECKWM YCTAHOB/EHbI MPW YCTAHOBKE 3TOrO
naketa Ans yA0BMETBOPEHUSI €r0 3aBUCMMOCTEN, OCTaHYTCs B
cucTeMe.

. Bropoil BapuaHT KOMaHAbl YAQNWUT W3 CUCTEMbl BCE MaKeThl,

Ha3BaHMe KOTOpbIX HauuMHaeTcs Ha "drweb" (CTaHAapTHOe
HanMeHOBaHWe AN NMaKeToB NpPorpamMMHbIX NpoayktTos Dr.Web
). ObpaTnTe BHUMAHME, YTO 3Ta KOMaHAA yAanuT U3 CUCTEMbI
BCE MAKeTbl C TakUM MMEHEM, @ He TO/bKO NakeTbl MPoAyKTa
Dr.Web g nsa vHTepHeT-wito308 UNIX.

.TpeTVIl\;I BapuaHT KOMaHAbl yAaJIUT U3 CUCTEMbl BCE MAKETHI,

KOTOpble 6bInn aBTOMaTU4YeCKun YCTaHOB/EHbI ans
YL, 0BIETBOPEHNS 3aBUCUMOCTEN pyruX MakeToB, HO 6onee He
Tpebyemblie (Hanpumep, BBUAY YAANEHWUS UCXOAHOrO MakeTa).
O6paTuTe BHUMaHWE, YTO 3Ta KOMaHAa yAanuT U3 CUCTEMbl BCe
6onee He TpebyeMble NakeTbl, @ He TONbKO MaKeTbl MPOAYKTa
Dr.Web o na vHTepHeT-wro3o08 UNIX.

YCTaHOBKa M yAaneHue MNakeToB TaKKe MOryT OCYLIECTBAATLCA C
nomouibto rpaduyeckoro MeHeakepa (Hanpumep, Synaptic uau

aptitude).

ALT Linux, PCLinuxOS (apt-rpm)

1. YcraHoOBKa:

YT06bl NOAKMIOUYUTL PEMO3UTOPUI, A06aBbTE CNEAYIOLYIO CTPOKY B
dalin /etc/apt/sources. list :
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Ona 32-pa3psgHoi BEepCuM:

rpm http: //officeshield. drweb. com/drweb/altlinux
stable/1i386 drweb

Ona 64-pa3psgHoN BEepCuM:

rpm http: //officeshield. drweb. com/drweb/altlinux
stable/x86 64 drweb

Ona  ycTaHoBku
BbINOJSIHNTE KOMaHAbl:

apt-get update
apt-get install drweb-internet-gateways

2. YpaneHue:

Ynanexue B [AaHHOM
cnyyae BbINOSHAETCA Tak Xe, kak u B Debian, Ubuntu (cm.
BbILLE).

YCTaHOBKa U yaaneHne MnakeToB TaKKe MOryT OCYLeCTBAATbCS C
nomoubto rpacduyeckoro MeHegxepa (Hanpumep, Synaptic unm
aptitude).

Mandriva (urpmi)
1. YcraHoBKa:
3arpysute K4 UMb POBOM MOAMUCM PEnosuTopus C agpeca:

N COXpaHUTE Ha
AUCK. |/|MI'IOpTMpy171Te KNoY C NOMOLLBIO KOMaHAbI

rpm —-import <mnyTb K KJIOUY PEIO3UTOPUI>

OTkpoinTte dain
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nnn

u BaM ByaeT NpeasioXXeHO NOAKMIOUYUTL PENO3UTOPUN.

Bbl Takke MoxeTe NoAKIIOYUTb pen03MTopm7| yepe3s KOMaHAHY
CTPOKY C NMOMOLLbIO KOMaHAbI:

urpmi. addmedia drweb http: //officeshield. drweb. com/
drweb/mandriva/stable/1386/

nnun

urpmi. addmedia drweb http: //officeshield. drweb. com/
drweb/mandriva/stable/x86 64/

Ons  ycTaHoBKM

BbIMOJIHUTE KOMaHAbl:

urpmi. update drweb
urpmi drweb-internet-gateways
2. YpaneHwue:

Ong ynaneHus BbINOSIHUTE
KOMaHAay:

urpme drweb-internet-gateways

[na aBTOMaTMYyecKkoro yaaneHus U3 CUCTEMbI BCEX 6onee He
MCNOJIb3yEMbIX MAaKETOB MOXXHO BOCMOJ1b30BaTbCA KOMaHzoM:

urpme --auto-orphans drweb-internet-gateways
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_ O6paTute BHMMAHME Ha Creaylolne OCOBEHHOCTU YAaneHus C
i ® & 1CNOMb30BaHMEM urpme:

1. MepBbili BapvaHT KOMaHAbl yAanUT TOMbKO MakeT drweb-
internet-gateways, @ OCTa/bHble MAKeTbl, KOTOPbIE MOT/IN
6biTb ABTOMAaTUYECKWM YCTAHOBNEHbl MNPV YCTaHOBKE 3TOro
nakeTa ANns YAOBJETBOPEHUS €ro 3aBUCUMOCTEN, OCTaHyTCs B
cucTeme.

2. Bropoli BapuaHT KOMaHAbl yAanuT U3 CUCTEMbl NakeT drweb-
internet-gateways, a TaKXe BCe MaKeTbl, KOTOpble Obinu
aBTOMATUYECKN yCTaHOB/EHbI ans yO0BNETBOPEHNS
3aBUCMMOCTEN APYrMX MakeToB, HO 6onee He Tpebyembie
(Hanpumep, BBUAY yAaneHust UCXOA4HOro nakerta). ObpaTute
BHMMaHWE, YTO 3Ta KOMaHAa yAanuT U3 cuctemsl Bce 6onee He
TpebyeMble NakeTbl, a He TOMbKO MakeTbl mpoaykTta Dr.Web
ANA vHT epHeT -wito308 UNIX.

YcTaHOBKa W yAaneHWe MnakeToB TakKe MOryT OCyLeCcTBAATbCS C
noMoLLbto rpacnyeckoro MeHeaxepa (Hanpumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum)
1. YcraHoBKa:

Jlo6aBbTe (haiin co cneayolmM COAEPXKUMbIM B KaTanor
/etc/yum. repos. d:

Ona 32-pa3psgHoi BEepCuMm:

[ drweb]

name=DrWeb - stable

baseurl=http: //officeshield. drweb. com/drweb/el5/
stable/i1386/

gpgcheck=1

enabled=1

gpgkey=http: //officeshield. drweb. com/drweb/drweb. key
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Ona 64-pa3psgHoO BEpCUM:

[ drweb]
name=DrWeb - stable

baseurl=http: //officeshield. drweb. com/drweb/el5/

stable/x86 64/
gpgcheck=1
enabled=1

gpgkey=http: //officeshield. drweb. com/drweb/drweb. key

Ona  ycTtaHoBKM
BbIMNOJIHUTE KOMaHAY:

yum install drweb-internet-gateways

2. YoaneHwue:

Ons yoaneHus
KOMaHAy:

yum remove drweb-internet-gateways

[ns ynaneHus Bcex YCTaHOBNEHHbLIX MakeToB
KoMaHgy (B HeKoTopbiX cucTteMax cumBon '*'

3KpaHMpoBaTb: "\ *'):

yum remove drweb*

BbIMOJIHUTE

BbIMNOSIHUTE
TpebyeTcs
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_ O6paTute BHMMAHME Ha Creaylolne OCOBEHHOCTU YAaneHus C
A s % 1CNOMb30BaHMEM yum:

1. MepBbili BapvaHT KOMaHAbl yAanUT TOMbKO MakeT drweb-
internet-gateways, @ OCTa/bHble MAKeTbl, KOTOPbIE MOT/IN
6biTb ABTOMAaTUYECKWM YCTAHOBNEHbl MNPV YCTaHOBKE 3TOro
nakeTa ANns YAOBJETBOPEHUS €ro 3aBUCUMOCTEN, OCTaHyTCs B
cucTeme.

2. Bropoli BapuaHT KOMaHAbl yAanuT U3 CUCTEMbl BCE MAKeThl,
Ha3BaHME KOTOPbIX HauMHaeTcs Ha "drweb" (CTaHAapTHOe
HavMeHOBaHWe A5 MakeToB MporpaMMHbIX MpoaykToB Dr.Web
). O6paTuTe BHMMaHME, YTO 3Ta KOMaHAA YAanuT M3 CUCTEMbl
BCE MaKeTbl C TaKUM UMEHEM, @ He TOMbKO MaKeTbl MPOoAYKTa
Dr.Web g nsa vHtepHeT-wio3o08 UNIX.

YcTaHOBKa U yaaneHue MakeToB TakKe MOXEeT OCYyLWeCTBAATbCA C
nomoublo rpaduyeckoro MeHemxepa (Hanpumep, PackageKit
unu Yumex).

SUSE Linux (Zypper)
1. YcraHoOBKa:

YTo6bl NOAKNIOUNTD PEMNO3UTOPUIA, 3anyCcTUTE CleAYIoLLYH0 KOMaHay:

zypper ar -t YUM http://officeshield. drweb. com/
drweb/el5/stable/i386/ drweb

nnn

zypper ar -t YUM http: //officeshield. drweb. com/
drweb/el5/stable/x86 64/ drweb

Ona  yctaHoBkn Dr.Web pgns  wHTepHer-uuiozos  UNIX

BbIMOJIHUTE KOMaHAbI:

zypper refresh
zypper install drweb-internet-gateways
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2. YpaneHue:

Ons yaoanenusa Dr.Web gns matepHer-uwito30s UNIDX BbINOAHUTE
KOMaHay:

zypper remove drweb-internet-gateways

[na ypaneHus Bcex YCTaHOBMEHHbIX nakeTtoB Dr.Web BbinonHuTe
KkoMaHgy (B HekoTopblX cucTemMax cumBon "' Tpebyetcs

3KpaHupoBaTh: "\ *'):

zypper remove drweb*

O6paTuTe BHUMAHWE Ha Creayilolme OCOBEHHOCTW yAaneHus C
CMONMb30BaHNEM zypper

1. I'IepBbe/'I BapuaHT KOMaHAbl yAa/UT TONbKO MAKET drweb-
internet-gateways, @ OCTaJibHbl€ NMaKeTbl, KOTOPbIE MOI /N
6bITb @BTOMAaTMYECKM YCTAHOB/IEHbl MNPU YCTAHOBKE 3TOro
nakeTa AN yAOBNETBOPEHUSI €ro 3aBUCUMOCTEN, OCTaHyTCs B
cucTeme.

2. BTopoii BapuaHT KOMaHAbl yAanuT M3 CUCTEMbl BCE MAKETbI,
Ha3BaHMEe KOTOPbIX HauuMHaeTcs Ha "drweb" (CTaHAapTHOe
HavMeHoBaHWe A5t MakeToB MporpamMMHbIX NpoaykToB Dr.Web
). ObpaTnTe BHUMAHME, YTO 3Ta KOMaHAA yAanuT U3 CUCTEMbI
BCE MaKeTbl C TaKUM MMEHEM, @ He TOJbKO MakeTbl MPoAyKTa
Dr.Web g nsa vHT epHeT-wito308 UNIX.

YCTaHOBKa M yAaneHue MnakeToB TakkKe MOXET OCYLEeCTBAATbCA C
NOMOLLBIO rpadnyeckoro MeHemaxepa (Hanpumep, YasT).

FreeBSD
YcraHoBKa:

3arpysute apxuB drweb-internet-gateways current-

current~freebsd all. tar.qgz c¢ http://officeshield.drweb.

com/drweb/freebsd/ports/, pacnakyiTe B OTAeNbHbIA KaTanor u
BbINO/IHUTE KOMaHAy make install ang cbopku u yctaHoeku Dr.

Web ana vHtepHer-wnto3oB UNIX. Mpu yctaHoske Dr.Web ans
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YcraHoBka u yaaneHue Dr.Web gns
UHTepHeT-u130B UNIX

B FreeBSD Bepcun 6.1 Tpebyetcs
yKaszaTb NyTb K KaTtanory /usr/ports/Mk C MOMOLWBIO NapaMeTpa
KOMaHAHOW cTpoku -1 . B 3TOM kaTanore pacnonaraeTcs AepeBo
nopToB.

Mpumep:

tar -xzvf drweb-internet-gateways-—
meta current-current~freebsd all. tar. gz
make install -I /usr/ports/Mk/

Solaris

YcraHoBka:

HatuBHble nakeTbl Aang Solaris Moryt 6biTb  3arpyXeHbl C
nybnuyHoro FTP-cepsepa:

W YCTaHOBJEHbI C NMOMOLLBIO YTUINTLI pkgadd.
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3anyck Dr.Web ansa
MHTepHeT-uwno30B UNIX

B paHHOM pasgene onuvcaHa npouegypa 3anycka
B OnepauMoHHbIX cnctemax Linux, Solaris
n FreeBSD.

OC Linux um Solaris

[nsa 3anycka komniekca Heobxoammo:
1. 3apeructpupoBaTtb NPOAYKT.

2.CkonupoBaTb WM MEPEMECTUTb  MOJSIYYEHHbIM  Mocne
pernctpaumm JIMLUEH3NOHHbIA KSto4eBoi daiin C
pacuMpeHUeM . key B KaTanor C MCMOAHseMbiMU dainamm
NporpamMMHOro KoMnsekca
(no ymonuaHnuio $bin _dir ana UNIX cuctem). Ums
KJIto4EBOro ¢halifia MOXET BapbMpPOBaTbCs B 3aBUCHMOCTU OT
KOoMMnekTa noctasku (noapobHee cM. B rnase
):

e Ecnn 6bin
Np1obpeTeH Kak CaMOCTOSITENbHbIM MPOAYKT, KIOYEBOW
dalitn npoaykta uMeeT HasBaHMe drweb32. key. B
TaKOM CJlyyae Bbl MOXETEe CKOMUPOBaTb AaHHbIN dain B
Katanor $bin dir, He U3MEHSS ero MMeHu;

e B cnyyae npuobpeteHus
B COCTaBe MPOrpaMMHOr0 KOMMJeKca

, ApXuB COAEPXUT 2
cdaiina: knouesolt daiin ans cepeepa LEHTPanv30BaHHON
3alMTHI (enterprise. key)
" kntoyeBon  dann npojaykTa (agent. key).
MNepeuMeHyiiTe agent. key Kak drweb32.key #
CKOMUpYMTe ero B KaTanor $bin dir.

Ecnmu  Bbl  XOTUTE  WCMoONb30BaTb  KAOYEBOW  (ain,
pacrnofioXeHHbIn B KakoM-nnbo Apyrom katanore, nun6o
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UMetomMin apyroe ums (HanpuMep, agent. key), TO NyTb K
HeMy Jo/KeH BbiTb 33AiaH B HAaCTPOMKax KOHMUrypaUMOHHOIo
daina drweb32. ini 3HauyeHueM napameTpa Key. Mpu
paboTe B pexuMe Standalone anbTEPHATMBHLIA MyTb K
KN4y JorkeH 6biTb  Takke 3adaH B HaCTpoMkax
KOHMbUrypaumnoHHoro ¢aiina agent. conf B
3Ha4YeHun napameTpa LicenseFile.

.HacTponTb  nporpaMMmHbilii KOMMeKc, BHECS! BCe

Heob6xoAMMble U3MEHEHUS B KOHMDUIYpauMoHHble dainbl. [ns
HaCTPOMKM KOMMOHEHTOB 06paTuTeCch K COOTBETCTBYHOLMM
pasgenaMm JOoKyMeHTauuu.

.BpyyHylo ucnpaBuTb enable-daitn drwebd, npuUCBOMB

rnepeMeHHon ENABLE 3HadeHue 1. 3TO MO3BOMWUT 3amyCTUTb

Ecnu 3anyckatb He
HYXHO (Mcnonb3yeTcs , 3anyleHHbIn Ha
LpYyroM KOMMblOTEpe B JIOKafbHOW CeTu), TO Ang
nepemMeHHo ENABLE HYXHO OCTaBUTb MPUCBOEHHOE MO

YMONYaHUIO 3HavyeHne 0.

.BpyyHylo wucnpaeuTb enable-daiin ,

NMpUCBOUB NepeMeHHoN ENABLE 3HayeHue 1. ITO MO3BOSIUT
3anycTuTb

66



At 4
.‘ﬁ

»
~

¥

3anyck Dr.Web ans nHTtepHer-wno3oB UNIX

PacnonoxeHne enable-haiioB MOXET MEHATbCS B
33aBUCUMOCTM OT crnocoba YyCTaHOBKM

= YCTaHoBKa Npv NOMOLIM YHUBEpPCaJIbHOIO Nnakera Ansa
UNIX:
®dainbl pacnonaratotcs B katanore $etc _dir u
Ha3bIBalOTCS
drweb-icapd. enable,
drwebd. enable,
drweb-monitor. enable.

= YCTaHoBKa 13 HaTuBHbIX DEB-nakeToB:
®dainbl pacnonaratoTcs B katanore $etc_dir/
defaults KM Ha3blBalOTCA
drweb-icapd,
drwebd,
drweb-monitor.

= YCTaHOBKa 13 HaTuUBHbIX RPM-nakeToB:

®dainel pacnonaraloTcs B Katanore $etc dir/
sysconfig M Ha3biBalOTCA

drweb-icapd. enable,

drwebd. enable,

drweb-monitor. enable.

6. 3aI'IyCTI/ITb MHUUWANN3aUMOHHbIE  CKPUNTblI  ANS

n nmbo u3 koHconu, nmbo
BOCIMO/1b30BaBLMCb BCTPOEHHBIMU NMPOrPaMMHbIMU CpeACcTBaMU
Ballel onepauuoHHoW cucteMbl. [locne 3Toro

CaM  aBTOMaTWYEeCKW  3anycTUT  OCTaNbHble
KOMMOHEHTbI NPOrpaMMHOro KOMMeKca.

B cnyyae yCcTaHOBKMU U3 HaTUBHbIX NakeToB B Solaris:

B npouecce ycTaHOBKM

cuctemMa ynpaeneHus cepsucamm  SMF  npoussoauT
NOMbITKY 3anycka KOMMOHeHTa . B cnyvae
ecnm He MoxeT  06HapyxuTb
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NULEH3VOHHBIN  KNto4eBoi dainn (Hanpumep npu  nepeoW
YyCTaHOBKE KOMMJeKca

), OH 3aBeplleT cBok paboTy M nepesoautcs SMF B
cocTosiHMe maintenance.

YT06bl 3anycTuThH , Heobxoammo cbpocutb
COCTOsiHMEe maintenance:

e BBeauTe koOMaHay

# sves -p <FMRI>

raoe  FMRI - YHUKaNbHbIN naeHTudmKaTop
ynpaensemMoro pecypca, B AaHHOM ciy4yae -
KOMMOHEHTa

e [pUHYAUTENBHO 33aBEpuMTE MpPOLECCHl M3 CMMCKa,
BbIBOASALIErOCS NMPU UCMOJTHUM KOMAHAbl svcs —p.

# pkill -9 <PID>

rae PID - HoMep npouecca, NpeAcTaBNeHHOro B Cnucke
BbIlLIE.

e [epesanyctute KOMaHaoW

# svcadm clear <FMRI>

Mpu ycTaHoBKe n3
HaTMBHbIX MakeToB B  Solaris, 3anyck KoMnnekca
NPOMU3BOAMTCS C MOMOLLIbIO CUCTEMBI YMNpaBleHUs CepBUCcaMu
SMF:

# svcadm enable <drweb-monitor>
# svcadm enable <drweb-daemon>
# svcadm enable <drweb-icapd>

[ns ocTaHOBKKM cepBuCca BBeauTe:
# svcadm disable <HasBaHMe cepBHUCA>

7.3anyCcTuTb NpoKCU-cepeep.
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Moaynm drwebd U drweb-icapd MOTyT 6biTb 3anyLleHbl B
ABYX pexumax:

G 1. CraHaapTHbI 3anycK nocpeacTBOM CKpUMNTa init
i= . 2. Crnomoulbto

Mpu paboTe BO BTOPOM pexunme HeobxoanMo YCTaHOBUTb
3HayeHVe NapaMeTpa ENABLE B enabl e-daiine paBHbIM Hy 0.

OC FreeBSD

[ns 3anycka komniekca HeobxoanMo:
1. 3aperncTpupoBaTtb NPOAYKT.

2.CkonunpoBaTb WM MEpPeMEecTUTb  MOJSYYEHHbIM  Mocne
perucTpaumm JIMLEH3NOHHBbIA KNlo4eBoM daiin c
pacumMpeHueM . key B KaTanor C WUCMOSHSeMbIMU aihnamu
NMpPOrpaMMHOro KOMMieKkca
(no ymonyaHuio $bin dir ana UNIX-cuctem). Mma
KnoueBoro dalina MoXeT BapbMpOBaTbCS B 3aBUCUMOCTU OT
KOMMNJiekTa nocTtasku (noapobHee cM. B rnaee
):

e Ecnin 6bin
npruobpeTeH Kak CaMOCTOSITENbHbIN NPOAYKT, KoYeBoM
daiin npoaykTa MMeeT HasBaHMe drweb32. key. B
TaKOM CJly4ae Bbl MOXETE CKOMWPOBaTb AaHHbIM dhaln B
Katanor $bin dir, He W3MeHSS ero UMeHw;

e B cnyyae npuobpeteHus
B COCTaBe MpOrpaMMHOro KOMMieKca
, apXuB COAEPXUT
2  daitna:  knyeBol  dailn ana  cepeepa
LEHTPaNM30BaHHOW 3alUMThI
(enterprise. key) ¥ Kno4ueBol dalin npoaykra
(agent. key).  lepeuMeHyiTe  agent.key  Kak
drweb32. key W CKONUPYiiTe ero B katanor $bin dir.
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Ecnv Bbl  XOTUTE  MCMOJSIb30BaTb  KJOYMEBOM  chaiin,
pacnofioXeHHbIn B KakoM-nnbo pApyrom Katanore, nunb6o
uMerolwmiA apyroe uMs (HanpuMep, agent. key), TO NyTb K

HeMy [0MXeH 6bITb 33laH B HAaCTPOMKax KOHMUIypaLUMOHHOMO
daiina drweb32. ini 3HayeHueM napameTpa Key. [pu

paboTe B pexuMme Standalone anbTEPHATMBHLIM MyTb K

KoYy  JOoJ/KeH 6biTb  Takke 3adaH B HacTpoMKax
KOH(UrypaumoHHoro daina agent. conf B
3HayeHun napameTpa LicenseFile.

3.HacTpouTb  MporpaMmMmHbilii KoMMJiekc, BHeCs! BCe
HeobXxoAnMble U3MeHeHUs1 B KOHDUrypaUnoHHble dainbl. Ans
HaCTpPOMKM KOMMOHEHTOB 06paTUTECh K COOTBETCTBYIOLMM
pasnenam AOKyMeHTauuu.

4. BpyyHyto ucnpaeutb daiin /etc/rc. conf, 4ob6aBuB B Hero
cneaytolme CTpoKM:

e drweb monitor enable="YES" — ans nony4yeHus
BO3MOXHOCTU 3anycka

e drwebd enable="YES" - ans nony4vyeHus
BO3MOXXHOCTW  3anycCKa . Ecnn
3anycKaTb He HYXHO (ucnonb3yeTcs

,  3anylWeHHbIn Ha  Apyrom
KOMMblOTEpPE B SIOKaNbHOW CETU), TO YKasaHHYI CTPOKY
MOXHO MPOCTO He A06aBnsATb B rc. conf.

5.3anyctuTb  MHMUMANMU3aUMOHHbIE  CKPUMTHI  Afs
" nmbo w3 koHconu, nubo
BOCMO/b30BaBLMCb BCTPOEHHBIMU NPOrPaMMHbBIMU CpeACTBaMU
Balke/ OnepauMoHHON cucTembl. [ocne 3Toro
caM  aBTOMaTW4YeckuM  3anycTUT  OCTasbHble
KOMMOHEHTbI NPOrpaMMHOro KOMMeKca.

6. 3anycTuTb NpoKcu-cepeep.

Kaxxablii U3 KOMMNOHEHTOB MOXHO 3amycKkaTb U OTAENbHO, HO Mpu
3TOM Moay/b AOMKEH 6biTb 3amylleH CaMbiM
nepBbiM, Tak Kak 4yepe3 Hero OcTasibHble KOMMOHEHTbI MOyYaloT
CBOMW HaCTPOMKM.
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OnepaumoHHble cuctembl ¢ SELinux

YT106bI Npn paboTarowem SELINUX KOMMNOHEHTHI n
Mornn ycnewHo (P YHKUMOHWMPOBATD,
Heobxoanmo ana  pabotbl  C

COOTBETCTBYIOLLMMN MOAyNaMU drweb-scanner U1 drweb-
daemon WM YCTAHOBUTbL
paBHbIM 1.

Moxxanyicta, obpaTute BHMMaHWE, 4YTO BO BPEMS KOMMMASLMM
MoAynn NOANTUK UCMONb3YOT LLIa6J'IOHbI, 60NbWMHCTBO U3 KOTOPbIX
pasHble B 3aBUCMMOCTM OT aucTpmbytuBa Linux, ero Bepcum,
Habopa nonutMk SELINUX ¥  NOMb30BaTENbCKMX  HAaCTPOEK.
CoOTBETCTBEHHO, ANs nonyvyeHus 6onee noapo6bHoOW MHbOpMaLMK
O KoMnunauumum Mo,qyneﬁ NONMUTUK Bbl MOXeTe 06paTVITbCﬂ K
[OKYMeHTaummn Bawero anctpmnbytmea Linux.

YT106bI CO30aTb HEOOXOAUMbBIE MONIUTUKN:

1.Co3paliTe HOBbIM ailn C  WCXOAHbIM  KOAOM  MOSUTUKM

SELinux (.te dain). [JaHHbii  daiin  onpepenser
OrpaHMYEHUsI, OTHOCALUMECS K OMUCLIBAEMOMY MOAYIO.
McxoaHbiid daiin noNIMTUKKM MOXET BbiTb CO3MaH:

e C nomouwpio yTuaumtel policygentool. [ng 3Toro

YKaXKMTe B KaUecTBe NapaMeTpoB MMs MOAynsi, paboTy
C KOTOPbIM Bbl XOTUTE HAacTPOWUTb, U MOJHLIA MyTb K €ro
ucrnonHsieMomy cainny.

YTunuta policygentool, BXOAsulas B COCTaB
£ ® % nakeTa selinux-policy B RedHat Enterprise
Linux u CentOS Linux, wmoxeT paboTaTb
HEKOPPeKTHO. B TakoM cnydyae BOCMOSb3YyWTECH
audit2allow.

Mpumep:
ansa

# policygentool drweb-scanner /opt/drweb/
drweb. real
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ansa

# policygentool drweb-daemon /opt/drweb/
drwebd. real

Bam 6yneT npeanoXxeHo ykasaTb HECKOAbKO 06Lmx
XapakTeEPUCTUK [AOMEHa, Mocfe 4Yero AN Kaxaoro
mMoayns byayt co3AaHbl TpH daiina:
[ module name]. te, [ module name]. fc n
[ module name].if

C nomouwbto ytunuthl audit2allow. [laHHas yTunauTa
reHepupyeT paspeuriolme npaBuna Ha  OCHOBe
coobLeHmit 06 oTkase B AOCTyne B dainiax CUCTEMHbIX
XYpHanoB. Bo3MOXHO 3aaaTb aBTOMaTMYECKUM MOWUCK
COO6LLUEHNIA B daitiax >XXYPHANoOB MMM yKasaTb NyTb K
alny xypHana Bpy4Hyto.

' B obwem cnyyae npu wUCMoMb30BaHWM B CUCTEME
A= [eMoHaaudit, alnKypHana pacrionaraercs B
/var/log/audit/audit. log. B npoTUBHOM
cnyyae, coobuleHns 0  3anpeTe  onepauuu
3anucbiBaloTcs B aiin  XKypHana /var/log/
messages.

YTunuta audit2allow HaxoauTCcs B MNakeTte
policycoreutils-python (ans RedHat
Enterprise Linux, CentOS, Fedora) wim B nakete
python-sepolgen (ansa Debian, Ubuntu).

Mpumep:

# audit2allow -M -i /var/log/audit/audit.
log drweb

B naHHOM npuMmepe audit2allow Mpou3BOAUT MOUCK
cooblueHnit 06 oTkase B AocTyne B (aine audit.
log.
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Mpumep:

# audit2allow -a -M drweb

B naHHOM npuMepe audit2allow MWET COOBLIEHUS

06 oTkase B fJocTyne B ainax >KypHanos
aBTOMaTUYECKu.

B o6oux cnydasx B pe3ynbrate paboTbl YTUAUTHI
co3paloTca ABa daina: UCXoAHbId  daln  NoNUTUKK
drweb. te M roToBbll K YCTaHOBKE MOAY/b MOMUTUKM
drweb. pp. ECAM Bbl XOTUTe BHECTU U3MEHEHWs B
pasrpaHuyeHuss ans paboTbl KOMMOHEHTOB

, OTpeaakTupyinte dann
drweb. te COOTBETCTBylOWMM 06pa3oM U neperauTte
K nyHkty 2. EcnM BHOCUTL UM3MeHeHuss B  dain
NnonnTUKKM He TpebyeTcs, nepenauTe K MyHKTY 4 Ans
YCTaHOBKM MOAYNS MONWUTUKM drweb. pp.

2.Ucnonbays ytunuty checkmodule co3gaite 6uHapHoe

npeactaeneHne (.mod daiin) ucxoaHoro daiina nokanbHOM
nonuTuku. O6paTuTe BHUMaHWE, YTO ANs yCnewHow paboTbl
3TOW KOMaHAbl B CUCTEME AO/KEH 6biTb YCTaHOB/IEH MaKeT
checkpolicy.

Mpumep:

# checkmodule -M -m -o drweb. mod drweb.
te

. Co3paliTe ycTaHaBnuBaeMbll Moaynb nonutuku (.pp dainn) c

noMoubio yTunnThl semodule package.
Mpumep:

# semodule_package -o drweb. pp -m drweb. mod

.Ana YCTaHOBKHU co3gaHHoro moayn4 NONMUTUKHU

BOCMOJIb3YWTECh YTUIMTON semodule.
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Mpumep:

# semodule -i drweb. pp

Takke ansa paspeweHns paboTbl KOMMNOHEHTOB n
BO3MOXHO, HO HE PEKOMEHAYETCS, YCTaHOBUTb
3HauyeHue nepeMeHHOW OKpyXeHus allow execheap pasHoM 1.

lNepeMeHHas oOKpyxeHua allow execheap MO03BONIAET WU
3anpeLaeT UCMNOJIHEHWE AaHHbIX B Ky4ye (memory heap) Ans Bcex
NPUNOXEHUIN, 3anyWeHHbIX B HeoegpaHuyeHHoM (unconfined)
foMeHe.

YT06bl YCTAHOBUTbH 3HAYE€HWE MNepeMeHHOM allow execheap,
BbIMOJIHUTE B KOMaHﬂHOVI CTpoOKe:

# setsebool -P allow execheap=1
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Perucrpauusa npoaykra

MpaBa Ha MCNOMb30BaHWE MPOrPaMMHOIO KOMMJeKca

perynupylTcs  npu  nomoum
cneuuanbHoro  (hainia, HasblBaEMOro  kf4yeBbM  ¢hainoM. B
KNno4eBOM  (aiine  CoaepXUTCs, B YacTHOCTM, cleayouias
MHdOopMaums:

e repeyeHb KOMMOHEHTOB, KOTOpble paspeLleHO MCMOoMb30BaTb
[aHHOMY M0/1b30BaTeNto;

e nepvoa, B TeYeHWe KOTOPOro paspelleHO WCMoNb30BaHue
NpoAYKTa;

e pyrne orpaHuyeHus (Hanpumep, MO YUCAY 3aMLLaeMbIX
paboumnx CTaHUMiA).

KnioueBolt daitn MMeeT pacumpeHue key 1 nNpu paboTe KOMMNIEKCa
Mo YMONYaHWIO [JO/DKEH HAXoAMTbCS B OMHOM KaTanore C
ucnonHsieMbiMu aiinamm npoaykTa.

KnioueBoi ain saumiieH OT peAakTUpOBaHWS MpU  MOMOLUM
MEexaHW3Ma 3N1eKTPOHHON noanucK. PeaakTupoBaHue daiina aenaet
ero HefewcTBuTeNbHbIM. [O3TOMY He cneayeT  OTKpbIBaTb
K/IIO4EBON halin B TEKCTOBbIX pefakTopax BO u3bexaHue ero
CryyaiiHol nopuwu.

KoMMepyeckne nosib3oBaTenu, npuobpeTaolme

Yy  aBTOPM30BaHHbIX MOCTABLUMKOB
NpoAayKTa, NOMy4YaloT JIMLEH3MOHHLIA KtoueBoi caiin. MapameTpsl
3Toro K/oyeBoro aina, perynupylolmMe npaea Mo/b30BaTens,
YCTaHOB/IEHbI B COOTBETCTBMM C JIMLUEH3MOHHBLIM [AOroBopoM. B
Takor ann Tawke 3aHOCUTCS WMHMOPMauMs O MoJib30BaTene U
npofasLe NpoaykTa.

Ans uenen 03HaKOMMEHWUSI C MPOrPaMMHbIM KOMMIEKCOM

MoXeT  6biTb  MosyyeH
[AEMOHCTPAUMOHHDIA  KktoueBol dain. Takue kaoyeBble dainb
obecneuyunBaloT MOJIHYI0 (YHKUMOHANBHOCTb OCHOBHbIX
KOMMOHEHTOB KOMMMEKCa, HO UMEIOT OrpaHUYEHHbIN CPOK AeicTBUs
W He npeanosaraloT OKasaHusl MOAAEPXK KU MOSIb30BaTENIO.
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KntoueBble ¢aitnibl NOCTaBNSOTCS MOMb30BaTEN!O:

e B BMAe KtoyeBoro dainna ansg paboyen cTaHUMM drweb32.
key wnu B Buae ZIP-apxuBa, coaepxkallero 3ToT ¢ain, B
cnyyae npuobpeTeHus

B Ka4eCTBe OTAE/bHOIO MpoAyKTa.

e B BUAE Zip-apXWBa, COAEpXKallero KwyeBon dann ans
cepsepa (enterprise. key) u
KnoyeBon cain ana paboyeit ctaHumm (agent. key) B
crnydyae npuobpeTeHus

B COCTaBe MPOrpaMMHOr0  KOMMieKca

KntoueBoit daiin MoXxeT 6biTb NOyYeH MoJb30BaTeNeM:

e MO 3/IEKTPOHHOW MnoyTe B Buae ZIP-apxvBa, COAEpXKaLlero
daiin ¢ pacumpeHneM key (06bIMHO MOCNE perucTpauun Ha
Be6-caiiTe, CM. Huxe). Heobxoammo wusBneyb cain npu
noMol apxveatopa AaHHoro d¢dopMata WM CKonumpoBsaTb/
nepeMecTuTb €ro B KaTanor C MUCMoNHseMbiMU caiknamu
NporpamMMHOro KoMnseKkca

(no ymonuaHuio $bin_dir ang UNIX cuctem);

e B COCTaBe AUCTPUEYTUBA NPOAYKTa;

e Ha OTAE/IbHOM HOCUTENE B BUAE cbaﬁna C paclWMpeHUEM key.
B 3TOM cnydyae ero HeobxoanMmMo CcKonupoBaTtb B
BbILI.IEYKa3aHHbIl71 Katanor.

JIMLEH3VOHHbBIA KNtoYEBOW alin BbICIIAETCS MOJIb30BaTENAM MO
3MIeKTPOHHOW MoYTe, Kak MpaBufio, MOCNe perucTpauum Ha
creuvanbHoM Beb-caiiTe (agpec calTa perucTpauuy ykasaH B
perucTpauMoHHOM KapTouke, rMpuiaraeMolri K npoaykty). [ns
Nnony4YeHuss NMULEH3MOHHOIO KtodeBoro daitna HeobxoanMo 3aiTu
Ha YKas3aHHbIM CcalT, 3anofHUTb ¢GOpMy CO CBEAEHVSIMA O
roKynaTtesne v BBECTU B COOTBETCTBYIOLLEE MOSIe PerncTpaLmoHHbIN
CEPUIAHLIN HOMep (HaxoAMTCS Ha PermcTpaLMoHHON KapTodke). 3To
npoueaypa akTWBaUMW JNMLEH3UM, B pe3ynbTate KOTOpoWn Ans
AaHHOrO CepuMMHOro HOMepa CO3AaeTCsl JIMLEH3UOHHbIA KoYeBOW
daitn. 3ateM 3TOT aln  BLICHLINAETCA Ha YKasaHHbIA  Mpu
perucTpaunm aapec 3M1eKTPOHHOM NoYTHI.

PekoMeHAyeTCs COXpaHATb JIMLEH3WOHHbLIA KloYeBon dain ao
NCTEYEHMs CpoKa ero [enCcTBUMS W WCMOMb30BaTb €ero npu
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nepeycTaHOBKE W/ BOCCTAHOBNEHWUM NPOrpaMmMel. B cnydae yTparthi
NULEH3MOHHOIO K/OYEBOro aina MOXHO WCMOJb30BaTb Ty Xe
npoueaypy, YTO U MpuU aKTMBaLUMW JIMLEH3UKU: MOBTOPHO BBECTM
PErUCTPALIMOHHbIA CEPUIAHBIA HOMEP M aapec 3JIEKTPOHHOW MOYThI
— 1 poboT BbILIET COOTBETCTBYIOLWMIN YKa3aHHOMY CepUHOMY
HOMepYy KntodeBoi dain.

Peructpaumsi ¢ OAHMM U TEM XE€ PEerucTpauMoHHbIM CEPUNHBIM
HOMepoM Aonyckaetcsa He 6onee 25 pas. lNpu HeobxoaumocTu
BOCCTAQHOBUTb YTEPSIHHbLIA JNIMLEH3MOHHbIN KtoYeBOM chaiin nocne
25 peructpauuin cneayeT pasMECTUTb 3anpoc Ha BOCCTaAHOBMEHWE
KnoyeBoro daina no agpecy B WHTepHeTe

, YKazaTb [aHHble, BBEAEHHblIE MpPWU pernucTpauuu,
aapec 3NeKTPOHHOM NoYThl U NOAPOBHO OnNUcaTb CUTyaumto. 3anpoc
6yneT paccMOTpPeH  chneuuanucTamum  Cnyx6bl  TexXHUYecKkown
noaaepXkKu. B cnyyae nosioXXMTENBHOMO pelleHns KiodeBorn dain
6ynet nubo BbigaH Yepe3  aBTOMaTU3MPOBAHHYKD  CUCTEMY
noaaepXKu nosib3oBaTtenen, NM6o BbiC/aH Mo 3/1EKTPOHHON nouyTe.

MyTb K KJOYY AN COOTBETCTBYIOWErO KOMMOHEHTA AOSKEH 6biTb
33[laH B HacTpoMKkax KOHdUrypaumoHHoro ¢aina drweb32. ini

3HayeHueM napameTpa Key.

Mpumep:
Key = $bin dir/drweb32. key

Ecnu knioyeBoi aiin, ykasaHHbI B MapaMeTpe Key, He yaaeTtcs
npouynTath (HEBEPHLIM MyTb, HET MpaB), WCTEK CPOK [AeiCTBYUS,
aitn 3a6n0KMPOBaH WM HeOeWUCTBUTENEH, TO COOTBETCTBYIOLLMM
KOMMOHEHT 3aBepLmT CBOIO paboTy.

Ecnv 00 UcTeueHus cpoka AeWCTBMA KloveBoro daiina ocTanoch
MeHee ABYX Hefenb, npeaynpeavT o6 3ToM npu
3anycke. B TaKOW CWTyauuMum MOXeT W3BelaTb
MoNb30BaTeNs Mo 37eKTpoHHoM noute. COOBLIEHUS OTMPaBNSAOTCS
ANA KaXAOro YCTaHOBMIEHHOro Klo4eBoro daiina npu KaxaoMm
3anycke, nepesanycke Wnu nepesarpyske , ecnm
[0 UCTEYEHUS CPOKa AEWCTBUS JIMLEH3MOHHOTO KitoueBoro daiina
OCTanocb MeHee [ByX Hefdefb. YTobbl BOCMONb30BATbCA 3TOW
BO3MOXHOCTbIO, CieflyeT HacTpouTb NapaMeTp MailCommand B

cekuun [ Daemon] ¢aina drweb32. ini.
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Ecnn TpebyeTcs pacnonoxuTb kiodeBoi dalin B kaTanore,
OT/IMYHOM OT CTaHAAPTHOro, TO CnefyeT TakXe ykasaTb ero HOBoe
pacnosioxeHue B  napameTpe LicenseFile cekumu
[ StandaloneMode] KkoOHdUrypaumoHHoro aiina KOMMOHEHTa

(cM. pasgen ).
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Moaynb o6HoBneHnsa Dr.Web
Updater

Ans  aBTOMaTM3auMM MOMYYEHUS W YCTAHOBKM  OBHOBNEHMI

BUPYCHbIX 6a3 ncnonb3yeTcs MoAynb 06HOBNEHUS
Moaynb O6HOBNEHUS MNpeacTaBnsieT cobou

HanucaHHbli Ha Perl ckpunT update. pl ¥ HaxoAWTCS B KaTasnore,

cofepxkalleM MCMosiHsieMble aiibl MPOrpaMMHOIO KOMMeKca

Moayns o6HoBneHus TpebyeT Hannuus
yctaHosneHHoro Perl 5.8.0 v Bbiwe.

HacTpoiikn Moayns o6HoBneHus XpaHATCS B B
cekuMnm [ Updater] TNaBHOrO KOHMUrypauuoHHoro aiina

(drweb32. ini N0 yMONYaHWIO), KOTOPbLIA HAaXOAUTCS B KaTanore
$etc _dir. [Ons ucnonb3oBaHUS APYroro KOHMWUrypaluMoHHOro

dalina nonHbIM NyTb K HEMY Heo6XO0AMMO YKasaTb MapaMeTpoM
KOMaHAHOW CTPOKM Npu 3anycke CKpunTa 06HOBNEHWS.

[nsa 3anycka ckpunTa 06HOBMNEHUA UCMOSb3YNTE KOMaHAY:
$ %$bin dir/update. pl [ napamerpsi]

MepeyeHb MapaMeTpoB, KOTOPbIE MOXHO WCMOMb30BaTb, CM. B
paznene

O6HOB/IEHME aHTUBUPYCA U BUPYCHbIX
6as3

KOMMOHEHTbI NMpOrpaMMHOro KoMmnekca
HY)XXAaloTCA B perynsipHoM o6HOB/IeHMM 6a3 AaHHbIX
B/PYCOB.

BupycHble 6azbl COoCTOAT
U3 Heckonbkux ainoB c pacumpeHveMm vdb. Ha cepBepax

( ) aTn
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alinbl MOryT XpaHUTbCA Takke B lzma-apxusax. MMpu nosiBNeHUM
HOBbIX BMPYCOB BbIMYCKATCS Hebonblume, pasMepoM B OAMH WM
HECKOJIbKO KunobalT, dainbl (A0NONHEHUS), KOTOpble coaepxar
(bparmeHTbl 6a3, onucbIBaoWME 3TW BUPYCHI.

[lonosiHeHNs SBNAOTCA eAuHbIMKM AN BCEX MOAAEPXKMBAEMbIX
nnatchopM 1 AeNATCs Ha A4Ba BUAA:

e exeaHeBHble "ropsauune" obHoBneHns (drwtoday. vdb);

e exeHegenbHble perynsipHble 06HoBNeHMs (dr wXXXYY. vdb),
raoe XXX — HOMep BepCuMM aHTMBMpYCa, @ YY — MOPsSIAKOBbLIN
HoMep O06HOBMEHMS, Ha4YMHas ¢ HoMepa 00 (Hanpumep, dain
nepsoro perynspHoro o6bHoBneHus ansa Bepcum  6.0.1
nmeHyeTcs drw60100. vdb).

"Topsume" o6HOBNEHMS BbIMYCKAOTCS €XEAHEBHO WM HECKOJIbKO
pa3 B AeHb A1 ONepaTMBHON peakLUMn Ha HOBble BUPYCHbIE Yrpo3bl.
OCco6eHHOCTb YCTaHOBKM "ropsiumx" [AOMOSIHEHMI CBs3aHa C TeM,
4YTO B MPOMEXYTKE MeXAY BbIXOAOM perynsipHbiX (HyMepoBaHHbIX)
JOMNONHEHUN  dain  drwtoday. vdb  MOMONHSAETCA  HOBbIMU
3anuMcsiMu,  T.e. ero  HeobxoauMMO  yCTaHaBiMBaTb  BMECTO
MMeBLLErocsi paHee. B MOMEHT BbixoAa O4YepeAHOro perynsipHoro
[OMONIHEHMS] BCE 3anuMcu K3 3Toro alina nepenucbiBaloTCcs B
perynsipHoe [OMOSIHEHWE, @ CcaM OH ouuwaeTcs (BbliNyckaeTcs
daitn drwtoday. vdb, He coaepXxalmil HU OoAHONM 3anucu 6asbl
[AaHHbIX).

CnepoBatenbHo, npu o6HOBNEHWM 6a3 BpyyHylO HeobxoauMmo
yCTaHaB/MBaTb BCE OTCYTCTBYIOWME Y MOSb30BaTeENS perynsipHble
JIOMNOJIHEHUSI, TNOC/e Yero nepenucbiBate dann  "ropsyero”
AONONTHEHUA BMECTO MMEBLLETOCA paHee.

YTo6bl MOAKMIOYUTL [LOMOSIHEHWE K OCHOBHLIM BMPYCHbIM 6asam,
cooTBeTCTByOWMIA aiin  pgomkeH ObITb NoOMeweH B KaTanor
NMpPOrpaMMHOIo KOMMeKca

(no ymonyaHwmio B %var dir/bases/) WM WHOW KaTanor,
onpefeneHHblli B KOHDUrypaumMoHHoM daiine.

CurHaTypbl, Mno3Bofsiolme O6HapyXWBaTb W MNpeaoTBpallaTh
pacnpocTpaHeHMe  BUpPYcONoAO6HbIX  BPEAOHOCHLIX  MPOrpamm
(peknaMHbiX, MNporpaMMm [03BOHa, NporpaMM B3noMa M T.M.),
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MOCTaBNSOTCS B BWAE [BYX OTAENbHbIX BUPYCHbIX 6a3 ¢
aHanorn4HoOM CTpykTypo — drwrisky. vdb U drwnasty. vdb.

K 3TuM 6a3aMm Takke MOCTaBNATCS perynspHole 06HOBNEHUS
dwrXXYYY. vdb M dwnXXYYY.vdb, a Takke "ropsuue"

06HoBNeHus dwrtoday. vdb n dwntoday. vdb.

Mepuoaunyeckn (B YaCTHOCTKM, B CBA3M C MOSIBAEHUEM pPafuKanbHO
HOBbIX BUPYCHBIX ¥ @HTUBUPYCHBIX TEXHOSIOTMNIA) BbIMYCKAOTCS HOBbIE
BEPCUMMU NakeTa C OBHOBNEHHbIMW ANropuTMamu, 3a/IOKEHHLIMU B
AHTUBMpPYCHOE A4pO OOHOBpPEMEHHO C 3TUM
CBOAATCS BOEAMHO BCE paHee BbiNylleHHble AonofiHeHus 6a3, u
HOBasi BEpCUst MNakeTa KOMMIEKTYeTCs HOBEMUMMU BUPYCHBLIMM
6azamu, coaep>xalmMy OMNUCaHUS BCEX U3BECTHbIX HA MOMEHT ee
BbIXOZa BMPYCcOB. Kak npaswsio, Mpu nepexofe Ha HOBYIO BEPCUIO
nakeTa COXpaHseTCs MpeeMCcTBEHHOCTb dopmaTa 6a3, T.e. HoBble
BUPYCHble  6a3bl  MoOryT  6biTb  MOAKMOYEHbBI K CTapoMmy
AHTuBMpycHOMY sapy. OfHako npu 3TOM He rapaHTupyeTcs
obHapy>xeHne unuM W3NevYeHne HOBbIX BUPYCOB, Ans 60pbbbl ¢
KOTOpbIMU notpebosanucb 06HOBMEHHbIE anropuTMbl
AHTMBUpPYCHOIO a4pa.

Mpy perynsipHOM MONyYeHUU [AOMOSHEHMI BUpYCHble 6asbl MakeTa
npuobpeTaeT cneaytoLLylo CTPYKTYpY:

e drwebase. vdb - OCHOBHas 6asa, mosyyaemas BMecTe C
HOBOW BepCUEN NakeTa;

e drwXXXYY. vdb - exeHefenbHble perynspHble
AOMNOJIHEHMS BUPYCHbIX 6a3;

e drwtoday. vdb - "ropsuve" gononHeHus;

e drwnasty. vdb - OCHOBHas 6asa BpeIOHOCHbIX MPOrpaMmm,
rofyyaemas BMECTE C HOBOW BepCuei NakeTa;

e dwnXXXYY. vdb - eXxeHefesbHble perynsipHble
[OMONHEHMs 6a3bl BpeAOHOCHBIX MPOrpamMm;

e dwntoday. vdb - "ropsune"  pononHeHus  6asbl
BPEAOHOCHLIX MPOrpamM;

e drwrisky. vdb - OCHOBHas 6asa NOTeHUManbHO OMaCHbIX
nporpaMm, nofiydyaeMasi BMecTe C HOBOM BEpPCUE MaKeTa;

e dwrXXXYY. vdb - eXxeHeaenbHble peryngapHble
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aononHeHus 6asbl NoOTeHUManbHO OMnacHbIX nporpamm;

e dwrtoday. vdb - "ropsune"  pononHeHus  6asbl
NOTEHUMaNbHO OMnacHbIX NporpaMMm.

BupycHble 6a3bl MOryT 6biTb aBTOMaTnyeckn o06HOBMNEHbl, UCNOSb3YS
MoAynb OOHOBNEHMS  KOMMOHEHTOB (%
bin dir/update. pl).

Mocne ycTaHOBKM
aBTOMaTU4ecKkn cozaaétca dann pacnucaHus cron (/etc/cron.

d/drweb-update) Ang 3anycka kaxable 30

MUHYT. OT0 obecneunBaeT perynspHoe O06HOBMEHWE W HaWUMyYLLyO
3almTy.

TeMmaTuyeckne udepHble M 6enble CNUCKU aApecoB WHTEpHET-
pecypcoB cocToaT U3 (alnos ¢ pacumpeHneMm dws :

o dwfXXXNN. dws - YepHblA  CNKUCOK, rae XXX -—
TpexbykBeHHOe COKpalleHWe TeMbl Cnucka (Hampumep, prn
ans "porno", mlw Ans "malware"), a NN - nopsiikoBblii HOMep
CNUCKa U3 OAHOW TEMbI;

e white dwfXXX.dws - 6enbliii Cnucok, rae XXX -
TpexbyKBeHHOE COKpaLleHMe TeMbl CrmcKa.

Ha cepsepax 3TU ainbl Takke MOryT XpaHUTbCS B
lzma-apxvBax. Ecnn o06HOBNATb 3TU cnucku He TpebyeTcs, TO
cneayeT yaanutb WnM nepemMectutb  Gann icapd. drl w3

KaTanora, coaepxatllero drl-daitnel (MyTb K HEMY MOXHO Y3HaTb
“3 napamMeTpa DrlDir cekuumn [ Updater] KOH@UrypaLUMOHHOMO
¢aina drweb32. ini).

HacTpoika cron

Ana__ _Linux: npuM YyCTaHOBKE KOMMOHEHTOB MPOrpamMMHOro0
KoMnnekca B Katanore /etc/cron.d/  6yger  co3gaH
Mosb30BaTeIbCKUM daiin pacnucaHus ans HaCTpOMKM
B3aMMOAENCTBUSI Cron C
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' B cospaBaemMoM 3agaHum ans crond ucnonb3yeTtcs Havbonee
A= % pacnpocTpaHéHHbIN CMHTaKcuC vixie cron. Eciv B Ballel cucteme
UCronb3yeTcs Apyro AemMoH cron, Hanpumep  dcron,
HeobX0AMMO Bpy4YHYlO CO34aTb 3ajaHue A/ aBTOMATUYEeCKOoro
3anycka mMoayns 06HoBNEeHMs!

Ona FreeBSD u Solaris: Heo6x0AnMMO BPYy4YHYIO HacTpouTb cron
ans paboTsl €

Hanpumep, npu pabote ¢ FreeBSD MoxHO aob6aBuTb B crontab
nonb3oBatens drweb Cneayowyo CTPOKY:

*/30 * * * * /usr/local/drweb/update. pl

Mpu paboTe c Solaris MOXHO WCMOMb30BaTh Cheaylowmii Habop
KOMaHA:

# crontab -e drweb
# 0,30 * * * * /opt/drweb/update. pl

O6paruTe BHMMaHME, 4TO MO YMOMYaHUIO AEMOH cron 6yaer

3anyckatb Moaynb C nepuoanyHocTbio pa3 B 30
MUHYT (B 0 n 30 MMHYT KaxAoro 4yaca). OTO MOXET Bbl3blBaTb
MOBbILEHHYIO HarpysKy Ha cepsepa W NpUBOANUTL K

3anepxke o6HoBneHus. YTobbl m3bexaTrb NoAobHOM cuTyauuw,
pPEKOMEHAYETCS W3MEHMTb MOMEHTbl 3anycka, 3afaHHble Mo
YMOMYaHUIO, Ha NPOMW3BOJIbHbIE.

MapameTpbl KOMAHAHON CTPOKM

MapamMeTp --help MCMNONb3YeTCA ANS BbIBOAA KPAaTKOW CMpaBKku O
K/touax nporpaMms..

[ns Mcnonb3oBaHWs ApPYroro KOHGUrypaumMoHHoro daina, nosHbin
NnyTb K HEMy HeO6X0AMMO yKasaTb NapaMeTpoM KOMaHAHOM CTPOKM
--ini. EcnM uMa  koHdurypaumoHHoro aitna He 3agaHo,
ucnonbsyerca $etc dir/drweb32. ini.
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MpumMmep:
$ /opt/drweb/update. pl --ini=/path/to/conf file

MapamMeTp KOMaHAHOW CTPOKM --what MO3BONSAET BPEMEHHO
nepeonpefennTb 3HadeHWe napameTpa Section npu 3anycke

MoAyns 0B6HOBNEHMS. 3HaYeHWe napameTpa byaeT AelcTBOBaTh [0
crieaylolWero 3anycka ckpunTa. Bo3MoOKHble 3HAUeHus: scanner

Wn daemon.

MpumMmep:
$ /opt/drweb/update. pl --what=Scanner

Ytobbl NpPOCMOTPETb CMMCOK BCEX KOMMOHEHTOB MNPOAYKTa,
AOCTYNHbIX AN OBGHOBMEHMS, HY)XHO YKasaTb napaMeTp --

components.

Mpumep:
$ /opt/drweb/update. pl --components

B kauyecTBe napaMeTpa KOMaHD,HOVI CTPOKMN TaKXe MOXET 6bITb
yKazaH --not-need-reload. BO3MOXHbI Tpu BapuaHTa ero

MCNoJIb30BaHUA:

e Ecnu pgaHHbI napameTp He 3agaH, TO MO 3aBepLEHMU PaboThl
ckpunta obHoBNeHns update. pl 6yayT nepesarpyxarbcs
BCE AeMoHbl ( AN NporpaMMHOro
KOMniekca ), ans
KOTOpbIX B npouecce 06HOBneHMs O6bln u3MeHeH/ypaneH/
fob6aeneH XxoTs 6bl 0AMH KOMMOHEHT;

e Ecnn ykazaTb napameTp —-not-need-reload, He 3ajaB

3HayeHus, TO Mo 3aBeplueHnn paboTbl MoAyns O6HOBNEHWS
update. pl HM OAWMH W3 [AEMOHOB MNepe3arpyxarbca He

Gynert;
e Ecnu npu 3agaHuMM napameTpa --not-need-reload B

KayecTBe €ro 3HayeHus OblM yKasaHbl Ha3BaHUS AEMOHOB
(uepe3 3ansaTtyio, 6e3 npobenoB, pernucTtp He BaXeH), TO
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COOTBETCTBYIOLUME AEMOHbI Nepesarpyxarbcs He 6yayT, a Bce
OCTalibHble — 6yAyT NpY HaNU4YMM 06HOBNEHUIA.

Mpumep:
$ /opt/drweb/update. pl --not-need-reload=drwebd

BnokupoBaHue 06HOBNIEHMA AN KOMMOHEHTOB

Bbl MoxeTe 3a6/0KMpOBaTb OGHOBNEHUS ANs  OnpeAeNeHHbIX
KOMMOHEHTOB

YT10o6bl NOMAYUYNTL CMMUCOK AOCTYMHBLIX KOMMOHEHTOB, 3amnycTuTe
C NapaMeTpoM KOMaHAHOM CTPOKU ——-components.

MpumMmep:

# . /update. pl --components

Available Components:

agent
drweb (frozen)
icapd (frozen)

vaderetro lib

Ecnu O06HOBNEHMS AN KOMMOHEHTa 3abnOKMpOBaHbl, TaKoW
KOMMOHEHT 6yAeT OTMeYeH Kak 3aMOpoXeHHbilt  (frozen).
3aMOpOXXEeHHbIE KOMMOHEHTHI He 6yayT O6HOBASITLCA MPU 3amycke

BnokvpoBaHue 06HOBNEHWA

YT06bI Ba6ﬂ0KMpOBaTb obHoBNEeHus ans onpeaeneHHbIX

KOMMOHEHTOB,  3anycTuTe C napaMeTpoMm
KOMaHaHOM CTpOKM --freeze=<components>, roe
<components> — CMAUCOK WMEH KOMMOHEHTOB, pa3aefieHHbIX

3anAaTbIMU.

85



T4
))
.‘ﬁ

s,
<

Moaynb o6HoBnenuns Dr.Web Updater

MpumMmep:

# . /update. pl --freeze=drweb

Updates for component 'drweb' are frozen.

Run command '. /updater --unfreeze=drweb' to start
updates again

Pa36aokupoBaHne 06HOBJIEHUA

YTo6bl BHOBb paspeumTb OBHOBMEHMS AN 3aMOPOXEHHbIX

KOMIMOHEHTOB, 3anycTute C napaMeTpoMm
KOMaHAHOM CTPOKM --unfreeze=<components>, rae
<components> — CMUCOK WMEH KOMMOHEHTOB, pasdeneHHbIX
3ansTbIMU,
MpumMmep:

# . /update. pl --unfreeze=drweb
Updates for component 'drweb' are no longer frozen.

O6paTuTe BHYMAHWE, YTO Pa3MOpPaXXMBaHWE KOMMOHEHTa caMo Mo
L85 cebe He npuBedET K €ro 06HOBMEHMIO.

BoccraHoBJ/siIeHME KOMIMOHEHTOB

Mpn o06HOBNEHMM KOMMOHEHTOB

coxpaHsieT B paboyem kartanore wux
pe3epBHble KOMUW. 3STO TMO3BONSAET BEPHYTb KOMMOHEHT K
npeabiayweMy COCTOSIHUIO B Ciydae Kakux-nmbo npobnem ¢
06HOBNEHMEM.

YT106bl BOCCTAHOBUTb KOMMOHEHT K MpeabliayleMy COCTOSIHUIO,
cnepyeTt 3anyCtuTb C NapaMeTpoM KOMaHﬂ,HOﬁ
CTPOKN --restore=<components>, rge <components> -

3TO CNNUCOK UMEH KOMIMOHEHTOB, pPa3Ae/IEHHbIX 3anATbIMU.
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Mpumep:
# . /update. pl --restore=drweb

Restoring backup for component 'drweb'...

Updates for component 'drweb' are frozen.

Run command './updater --unfreeze=drweb' to start
updates again.

Backup for component 'drweb' has been restored
Dr. Web (R) restore details:

Following files has been restored:
/var/drweb/bases/drwtoday. vdb
/var/drweb/bases/dwntoday. vdb
/var/drweb/bases/dwrtoday. vdb
/var/drweb/bases/timestamp
/var/drweb/updates/timestamp

Y MpM  BOCCTAGHOBMIEHWM  KOMMOHEHT 6yAeT  aBTOMATUuYecKw
L= 3aMOpOXeEH. YT 06bI BO306HOBUTb 06HOBAEHMS ansa
BOCCTaHOB/IEHHOIO KOMMOHEHTa, ero Heo6X0 1Mo Pa3MOPO3UTb.

Hacrpoiku

HacTpoiikn mMoaynst obHoBneHust komnoHeHToB Dr.Web Updater
XpaHATCA B cekuun [ Updater] KOHdUrypaumoHHoro daiina

nporpammbl (MO yMofYaHWiO  drweb32.ini),  KOTOpbIi
pasveluaeTcs B katanore $etc dir.

YCTpOMCTBO KOHMUrypaUmoHHoro aiina M KpaTkoe onucaHue
npaBun 3aAaHusl NapaMeTpoB KOHMUIrypauun npueeaeHbl B pasgene
KoHdurypaumoHHble dansbl.

Cekuwms [Updater]

UpdatePluginsOnly = 3HayeHne Yes MpeanqcbiBaeT MOAYO He
{ moTmueckm} npou3BoAUTb obHoBNEHME Dr.Web
Daemon wu Dr.Web Scanner, a
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Section =
{Daemon | Scanner}
ProgramPath =

{nyTrs x danny}

SignedReader =
{nyrs x oanny}

Moaynb o6HoBnenuns Dr.Web Updater

OrpaHN4YnT bCA TONbKO o6HoBNIEHMEM
MNJ1arMHoB.

3HayeHure No yMONYaHMIO:

UpdatePluginsOnly = No

YkasblBaerT, n3 KaKow cekumm
KOH(UrypaumoHHoro  caina  Dr.Web
Updater 6epéT HacTpoMkKM, Takue Kak
nyTb K KOYeBOMy dainy, nyTb K
BMPYCHbIM 6a3aM 1 T.M.

Bo3MoXkHblIE 3Ha4yeHus napamMeTpa:
Scanner WIMDaemon.

3HayeHue napameTpa BO3MOXHO BPEMEHHO
NepeonpeaenuTb Mpu  3arycke MoAayns
OGHOB/IEHMS C MOMOLbI0  MapameTpa
KOMaHAHOM CTPOKU --what. W3MeHeHHoe
TakMM 06pa3oM 3HayeHue napameTpa
6yneT AeincTBoBaTb A0  CEAYHLero
3anycka cKpunTa.

3HayeHu1e Mo YMONYaHUK

Section = Daemon

MyTb K UCMONHSAEMOMY (haiinly KOMMOHEHTa,
KOTOPbI 6y AEeT 06HOBNSATLCS.

Tpebyetrcs moaynto obHOBNeHust Ans
nofiyyeHuss  uHdopMauMmM O Bepcuu
KOMMOHEHTa.

3HayeHuve Mo YMOMYaHUIO:
ProgramPath = %bin dir/drwebd

MyTb Kk ainy nporpamMbl  YTeHus
nozA n1caHHbIX alnos.

3HayeHve N0 yMONYaHMIO:
SignedReader = %$bin dir/

read signed
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LzmaDecoderPath =
{nyTe k KaTaJjory}

LockFile =
{nyrs x obanmny}

CronSummary =
{ mornuecku}

DrlFile =
{nyre x dalny}

Moaynb o6HoBnenuns Dr.Web Updater

MyTb K  Katanory, B  KOTOPOM
pacnonaraetcs yTunmTa lzma,
ucrnonb3yemasl ANs pacnakoBbiBaHWs |zma-
APXVBOB.

3HayeHve N0 yMONYaHMIO:

LzmaDecoderPath = $bin dir/

MyTb Kk channy, npegHasHayeHHOMy Ans
npeaoTBpalLeHns COBMECTHOro
MCMOMb30BaHNA HEKOTOpbIX halfoB  Ha
Bpems nX 06paboTku [ EIY]
06HOBNEHMS.

3HayYeHMe Mo YMOYaHUIO

LockFile = %Svar dir/run/
update. lock

3HayeHne Yes NpeaAnuchbiBaeT MoAyslio
O06OHOBNIEHMSI BblAaBaTb OTYET Ceccuu
0BHOBNEHMSA Ha CTaH[:lapTHbe/'I BblBO (
stdout).

[aHHbIi  peXxuM  UCMoNb3yeTca  And
MOCLINIKA  YBEAOMIEHUA aAMAHUCT paTopy
Mo 3MIEKTPOHHOM TMoyTe Mpu 3anycke
MOAY /st OGHOBJIEHUS 1EMOHOM CFON.

3HayYeHMe Mo YMOHYaHUIO

CronSummary = Yes

MyTb K cneuyanbHoMy daiiny,
coaepxallemy CMUCOK CeEpBepoB
0bHoBNeHns BCO Dr.Web.

Moaynb 06HOBNEHWUS BbIGMPAeT cepBepa
06HOBJ/IEHMSI M3 3TOrO CMMCKA Cy4YalHbIM
obpazom.

MoapobHee 06 anroputMe Bbibopa cepBepa
[N 06HOBNEHUS CM. B pa3genie [poLiesypa
obHoBnieHNa

[aHHbli  daiin  nognucaH — KOMMaHWen
A okTop Be6, He NOANEXUT
peAaKTMPOBaHWIO  MO/b30BaTeNeM U
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06HOBNSIETCS aBTOMATUYECKU.

3HayeHve N0 yMONYaHMIO:

DrlFile = $var dir/bases/
update. drl
CustomDrlFile = Myte K _taiiny,  conepxallemy
{nyTe x daiury} allbTEPHATUBHbIN CMUCOK cepsepoB

obHoBneHus BCO Dr.Web.

Moaynb 06HOBNEHUs BblbyMpaeT cepBepa
O6GHOBJIEHMST U3 3TOr0 CMUCKa CJy4YaliHbIM
obpaszom.

MoapobHee 06 anroputMe BbiIbOpa cepBepa
Ans obHoBNeHus cM. B pasaene [lpoueaypa
0bHoBEHUA

[aHHbli  halin  moanucaH — KOMMaHWen
A okTop Beb, He noAnNeXxXut
peaaKT MpOBaHMUIO nofb3oBaTeNeM U
06HOBNSIETCA aBTOMATUYECKMU.

3HayeHuve Mo YMOMYaHUIK:
CustomDrlFile = %var _dir/
bases/custom. drl

FallbackToDrl — PaspelueHve UCMoNb30BaTh ann

[ PO TTEECRE] DrlFile B TOM C/lyYae, €C/M HE YAasoch
NOAK/OUUTLCS HU K OfHOMYy W3 CEpPBEPOB,
3aaHHbIX B daiine CustomDrlFile.

B cnyyae ecnm 3HayeHue napameTpa No,
aiin DriFile He UCMOMb3YETCs.

B cnyyae ecin daiin CustomDrlFile He
CyllecTByeT, obpaweHue k  dainy
DrlFile NPOU3BOAUTCA BHE 3aBMCUMOCTU
oT 3HayeHust napaMeTpa
FallbackToDrl.

MoapobHee 06 anroputMe Bbibopa cepBepa
[N 06HOBNEHUS CM. B pa3genie [poLiesypa
0obHoBnieHNA

3HayeHuve Mo YMONYaHUIO:
FallbackToDrl = Yes
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DrlDir =
{nyTe k KaTaJjJory}

Timeout =
{ yucnoBoe 3HaueHue}

Tries =
{ yucnoBoe 3HaueHue}

ProxyServer =
{IP-anpec | wumsa
xocTa}

ProxylLogin =
{TexcT}

ProxyPassword =
{TexcT}

LogFileName =
{syslog | nyTe k
hannvt

Moaynb o6HoBnenuns Dr.Web Updater

MyTb K KaTasory, coaepykaliemMy
nognucaHHele [loktop Be6 drl-daiinel co
cnvckamn cepeepoB 06HoBneHus BCO Dr.
Web ans kaxzaoro 13 naarnHoBs.

3HayeHuWe Mo YMOIYaHUIO:
DrlDir = %var dir/drl/

MakcvManbHoe BpeMsi  OXupaanus  Ans
3arpysku obHoBneHun ¢ BCO Dr.Web B
ceKyHAax.

3HayeHuve Mo YMOMYaHUIO:
Timeout = 90

Konnuecrso MomMbITOK YCTaHOBKM
coefnHeHns Moaynem obHoBneHus Dr.Web
Updater c cepsepamn BCO Dr.Web

3HayeHuve Mo YMONYaHUIO:
Tries = 3

Mma nnn IP-agpec ncnonb3yemoro npokcu-
cepBsepa.

3HayYeHMe Mo YMOHYaHUIO

ProxyServer =

MMa nonb3oBaTens npokcu-cepsepa.

3HayeHuWe Mo YMOYaHUIO:

ProxylLogin =

Maposib Mosib30BaTes NPOKCU-CepBeEpa.

3HayeHure No yMONYaHMIO:

ProxyPassword =

VMa chaiina XypHana wim syslog, €cu
XypHan 6yaer BecTuCb  CpeacTBamu
cucTemHoro cepauca syslog
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3HayeHuve Mo YMOMYaHUIO:
LogFileName = syslog

SyslogFacility = npu MCMNosib30BaHMKU
{MeTka syslog) cucTemHoro cepauca syslog

3HayeHve No YMOIYaHUIO
SyslogFacility = Daemon

LogLevel = BeAeHNs >XKypHana.
{yposens JlonycKaeTca UCMoNb30BaHWE CEAYHOLLMX
nonpo6HoCTM} ypOBHeW

e Quiet

® Error

® Warning

® Info

Debug

® Verbose

3HayeHve No yMONYAHMIO:

LogLevel = Info

IcapdPidFile = MyTb k PID-chaiiny ans

lmyrs o gz 3HayeHne Mo YMOMYaHMIO:

IcapdPidFile = %var dir/run/
drweb icapd. pid

BlacklistPath = MyTb K KaTanory c damnammi . dws .
{nyrs k KaTajory}

3HayeHve N0 yMONYaHMIO:
BlacklistPath = $var dir/dws

AgentConfPath = MyTb K KOHUrypaumoHHoMy dariny

{nvre ®x danunvi
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3HayeHve Mo YyMON4YaHuKo :
AgentConfPath = $var dir/
agent. conf

ExpiredTimeLimit = Komuectso AHEN [0 MCTeYeHus cpoka
{umcropoe snagenme}  AEACTBUA JIMLEH3MM, B TEYEHME KOTOPbIX
6yner  nblTaTbCst

06HOBUTb JIMLIEH3VMOHHBIN K/ltoUeBou dali.

3HayeHuve Mo YMOMYaHUIO:
ExpiredTimeLimit = 14

ESLockfile = MyTb K 6GnokupytoLemy dainy.

{nyre x Qanny} Ecnv faHHbli haiin cyliecTByer, ToO
nepecTaeT WCMOb30BaTh
pacnucaHus cron Ans 06HOBNEHMS.
3HaYeHme Mo YMONMUaHMIO:

ESLockfile = %var dir/run/
es updater. lock

NMpoueaypa o6HOBNEHUSNA

O6HOBIEHWE NPOUCXOAUT CNEAyoLMM 06pa3oM:

1. Moaynb obHoBNeHUs ymTaeT
KOHMUIrypaLUnoHHbI  daiin (no ymonyauuio — drweb32.
ini) .

2. U3 koHdUrypaunoHHoro darina Mcnonb3ylTcs napaMeTpb,
Haxoasilwmecs B cekumn [ Updater] (onucaHue napameTpoB
CM. ), a Takke napameTpbl EnginePath, VirusBase
, UpdatePath n PidFile.

3. BblbUpaeT cepeep ans
nonyyeHnss o6HOBNEHMI. Bblbop cepeepa 06HOBEHMUS
NpOUCXOANT CreayowmM 06pasomM:

e [pon3BoANTCS UYTeHMe haiioB CO CNUCKaMKU CEPBEPOB,
YKa3aHHbIX B napameTpax DrlFile "
CustomDrlFile KOHdUrypaumMoHHoro daina;
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e Ecnin oba daitna oTCyTCTBYIHOT, TO OGHOBNEHWE He
NpOUCXO4HNT;

e EC/M cyllecTByeT TOMbKO OAUH U3 halinoB (yKasaHHbIN
BDrlFile nnn CustomDrlFile), TO UCNOJb3yeTCH

CYLLECTBYIOWMI, BHE 3aBMCUMOCTM OT 3HAYeHwus,
yKkasaHHoro B napameTpe FallbackToDrl;

e Ecnu cywectsyloT oba ¢aitna, To B NepByld oyepenb
MpoBepstoTCS cepBepa W3 haiina, YKasaHHOro B
CustomDrlFile;

e Ecnn He nonyyunocb MOAKMOYUTLCA HU K OOAHOMY U3
CepBepoB, 3aflaHHbIX B  (haine, ykasaHHOM B
CustomDrlFile, 7] 3HayeHue napameTpa

FallbackToDrl=Yes, TO MPOBEPAKOTCA CepBepa U3
¢aina, ykasaHHoro B DrlFile. B npoTMBHOM cCryyae
obHOBNEHME He NPOUCXOAMT.

4. MpowussoasTcs NONbITKU NnoAKTIOYEHUA K cnyqaﬁHo

BbIOMpaeMbIM CepBepaM W3 CNWUCKa, CoAepXKalerocs B
¢daline, go Tex nop, Noka MnonbiTka NOAKIIOUYEHUS K CEpPBEPY
He oOKaxeTcss ycneuHor (Mpu  MNOAKMOYEHMU

0XMWAaeT 0TBeTa OT BbIBPaHHOrO cepBepa OTBETA B
TeyeHWe nepuoaa BPEMEHW, YKasaHHOro B MapameTpe
Timeout).

. Moaynb 3anpaumsaeT Cc cepsepa , K KOTOpOMY

yAanocb NOAKMYUTLCS, CNMCOK OOHOBNEHWUA, a 3aTeM lzma-
apxuBbl COOTBeTCTBylOWMX 6a3. B cnyyae oTcyTcTBUS
nocneaHux 6asbl ckauuBaloTcs B Buae vdb-dainos. Ans
pacnakoBbIBaHWUS Izma-apxMBOB MCMOMb3YyeTCa yTUAMTa lzma,
MyTb K KOTOpOM (TOYHee, K KaTanory, B KOTOPOM OHa
pacnonaraeTcsi) 3agjaeTcs 3HaYeHneM napameTpa
LzmaDecoderPath.

. O6bHoBnEHMSA pacKnaabiBaloTCA MO KaTanoraMm, Kak onmcaHo B

pasgesne
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Dr.Web Agent

KOMMOHEHT npeacTaeneH Mogynem drweb-
agent. 3TO NOCTOAHHO 3arpyXXeHHbI MOAY/b, KOTOPbLIA ynpasnsaeT
HacTpoikaMuM Mofyfeil MNporpaMMHOr0 KOMMJeKca

, onpegensieT MNOAWTUKY  paboTbl
KOMMMEKCa B 3aBMCMMOCTM OT YCT@HOBMEHHON fINLEH3UU U
CO6MPaeT CTAaTUCTUKY BUPYCHbIX WMHUMAEHTOB. JTa CTaTUCTWKA, B

33aBUCUMOCTM OT pexuma paboTsl , OTCbinaeTcs ¢
330aHHOW MEepuoAMYHOCTBIO NM60  Ha NybAuuHbIN  cepeep
CTaTUCTUKM  KOMMaHWUK , Jmbo Ha cepsep

LEHTPaNM30BaHHOW 3alWMTbI, NOA YNpaBieHNeM KoToporo paboTaet

B xope paboThl MOXET B3aWMOAENCTBOBaTb C
APYrMMU MOAYNSIMU MPOFPaMMHOIO  KOMMfiekca, O6MeHMBasiCb C
HWMUW pasfIMYHbIMKU YNPaBSIOWMMU CUTHANaMM.

MockonbKy BCE KOMMOHEHTHI

(kpome ) nony4atoTt CBOM
KOHMUrypaunoHHble AaHHble 4vepe3 Moaynb drweb-agent, OH
LJOMKEH 3anycKaTbCs nepeg Apyrumm KOMMOHEeHTaMu,
HenocpeACTBEHHO nocne .

MoxxanyicTta, obpaTnTe BHUMaHWE, YTO €C/M B KOHPUIypaLUNOHHOM
(aline KOMMNOHEHTa YKa3aHO HEeCKONbKO MNapamMeTpoB C OAHUM
UMEeHeM, TO nx obveanHseT yepes 3ansaATyio. Mpu
3a[@aHUM 3HAYEHWI MapaMeTpoB B KOH(MUIypauMOHHbIX dainax
MOXHO MCMO/b30BaTh 06paTHbIM cnaw "\". B 3ToM cnyyae
06beanHUT B OfHY CTPOKY BCE CTPOKM, pasfaenéHHble ¢
nomowpto  obpatHoro cnswa. O6paTute  BHMMaHWe,  4TO
ncnonb3oBaHne npobena nocne CUMBOA CN3LLA HE AOMYCKaeTcs.

Pe>xuMbl paboTbl

Mpu HeobxoAMMOCTM NPOAYKTHI KOMMaHUK mMoryT
6bITb NOAKIOYEHBI K KOPMOPATUBHOM UAWU YacTHOW
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, YNpaBnsieMo KOMMEKCOM
(panee ). Pabota B TakoM pexume
LEHTpanbHOM 3almTbl He TpebyeT YCTaHOBKM AOMOJIHUTENIHOIO
MpoOrpamMMHOr0  obecrneyeHuss WM yhaneHus

[nsa obecrnieyeHns 3TOW BO3MOXHOCTH, MOXEeT
paboTaTb B OHOM U3 [ByX PEXUMOB:

e OpuHouHoM (standalone mode) pexume, korga 3awmaeMbii
KOMMbIOTEP HEe BK/IOYEH B n
yrnpaBnsieTcsi lokanbHo. B 3TOM pexxume KOH(UrypaLuMoHHbIe U
KJllo4YeBble Cbal‘;lﬂbl HaXoAsaTCAa Ha JIOKalbHbIX AUCKaX, a

MOMHOCTbIO YNPaBAseTcs C 3alUMLIAEMOro KOMMbloTepa.
CTaTUCTMKa BUPYCHbIX MHUMAEHTOB OTCbINaeTcs Ha CcepBep
CTaTUCTUKN KOMMaHWUM

e Pexxvme UeHTpanbHoM 3aumThl (enterprise mode), koraa
3alMTON KOMMbIOTEPA YNPaBNAEeT CepBep LEeHTPasbHOM 3alMThI.
B 3TOM pexuMe HekoTopble (YHKLUUM U HaCTPOWKM

MOTYT 6bITb WM3MEHEHbI WK
3a6/10KMPOBaHbl B COOTBETCTBUM C 06LWen (KOoprnopaTuBHON)
cTpaterveil  aHTMBMPYCHOW  3almTbl. B  3TOM  pexume
NCMoNb3yeTcs NMULEH3NOHHLIN KtoueBol dalin ¢ LeHTpanbHoro
cepBepa 3aWMThl. [lepcoHanbHbI  NULEH3WOHHBIA  KIlo4YeBon
dain  Ha NOKanbHOM  KOMMbLIOTEPE HE  UCMOJb3yeTcs.
CTaTUCTMKA  BUPYCHbIX  MHUMAEHTOB  OTCblIIaeTcs Ha
YNpaBnsiolmin cepeep LEHTPaATM30BaHHOW 3aLLMThI.

YT06b1 UCMOJIL30BaTh PEX UM LIeHTPaJIbHOW 3aLyMTbl

1. CBAXMWTECb C CUCTEMHbIM aAMWHUCTPATOPOM Ballel ceTw,
4YTO6bl NONYYUTL (a1 C OTKPLITHIM KIHOYOM M MapaMeTpsbl
COeAMHEHMUS C UEHTpaNbHbIM CEPBEPOM 3aLLUMUTHI.

2. B koHdurypaumoHHoMm aitne (no
YMONYaHuio %$etc_dir/agent. conf) yCTaHoBuTe
3Ha4YeHns crneayowmx napameTpoB B cekumm
[ EnterpriseMode]

e YKaxute nyTb K (painy C  OTKPbITbIM  KIHOYOM,
NnoslydeHHOMY OT aAMUHUCTpATOpa CeTW, B NapaMeTpe
PublicKeyFile (06bMHO $var dir/drwcsd. pub).
3TOT (baiin coaep>KUT OTKPLITHIN KOY, UCMOJb3yEMbIi
ONs  3amMdpoBaHHOMO COEAMHEHUS C CEpBEPOM
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Web ESS (panee — Dr.Web Enterprise Server). Ecnu
Bbl — aAMUHUCTPATOP CETU, TO Bbl MOXETE HANUTU 3TOT
¢aiin B COOTBETCTBYIOIWEM KaTanore Ha Dr.Web
Enterprise Server.

o Ykaxute IP-agpec wnun umsa ysna Dr.Web Enterprise
Server B napameTpe ServerHost.

e YKkaxuTe HOMep nopta ana ceasm ¢ Dr.Web
Enterprise Server napameTpe ServerPort.

3. YTo6bl BKIIOUUTL PEXMM LIEHTPANIbHOW 3alUMThl, YCTaHOBUTE
Yes B KayecTse 3Ha4yeHus napameTpa
UseEnterpriseMode.

B pexuMe UeHTpanbHOM 3alyThl HEKOTOPble MYHKUUU U
HacTpolikn Dr.Web pns vHtepHer-uitozos UNIDX MoryT
6bITb M3MEHEHbl WU 33abNIOKMPOBaHbI B COOTBETCTBUU C
oblwen  (koprnopaTuBHOW)  CcTpaTerMer  aHTUBUPYCHOW
3alMTEl. B 3TOM pexuMe WCMNoNb3yeTcs JIMLEH3NOHHLIN
KnoyeBo dalin  C  UEHTPanbHOro CepBepa  3allyThl.
MepcoHanbHbI  JIMLEH3MOHHBIA  KNovyeBon  dain  Ha
NTOKaNIbHOM KOMMbIOTEPE HE UCMOJIb3yeTCs.

e Ans pa6oTbl Dr.Web Agent B pexume LUEHTpanbHOM
L= 3awnTbl AomkeH OblTb yCTaHOBMEH MakeT drweb-
agent-es.

Yrobl Dr.Web pansa wHrepHer-wit0o308 UNIX
MOMHOCTbIO MOALEPXKMBAS PEXUM LEHTPanbHON 3aLUUThI,
Dr.Web Monitor Takxe gomkeH pabotaTb B pexume
LEHTpasibHOM 3aWmThl. 515 nogpobHOCTEN obpaTutech K
pasgeny Pexxumsl pabotbl Dr.Web Monitor.

YTo6bl MICNONIb30BaTh OAMHOUHDIN (standalone) pexxum

1. Y6epawutecs, yTo BCe napameTpbl B cekuum
[ StandaloneMode] KoH(urypaumoHHoro daina Dr.Web
Agent (no ymonyaHuo, Setc dir/agent. conf)
YCTaHOBNEHbI KOPPEKTHO.

2. YcTaHoBMTEe No B KayecTBe 3HauyeHMss nNapameTpa
UseEnterpriseMode cekuMn [ EnterpriseMode]
KOH(urypaumoHHoro daina Dr.Web Agent.
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Mpu BKOYEHWUM 3TOrO peXKnma Bce HacTpoiku Dr.Web nns
mHTepHeT-wnz08 UNIX 6yayt pa3bnokMpoBaHbl U Bbl
BHOBb MOJTyYUTE AOCTYN KO BCEM (PYHKUMAM M HaAcTpoikaM
Dr.Web ans nitepHeT-wnio3os UNIX.

4. Ans paboTel B oauHouHoM pexume Dr.Web pns

A vHTepHeT-win308 UNIX Heobxoaum [ENCTBYIOLLMIA
JIMLIEH3WOHHBIV KMo, Knouesble daiinbl, NoslyyYeHHble C
cepBepa LEHTPaNbHOM  3aluuThl, He MOryT 6biTb
MCMOSIb30BaHbl B 3TOM pexumMe.

CoBMecTHOe wmcnonb3oBaHue Dr.Web pna wHrepHer-
wiro308 UNIX M AHTUBUpYca Dr.Web ans Linux B pexwme
LleHTPpaJIbHOW 3aLUMTbl

Beuay ocobeHHoCTel peannsaumnm, 0AHOBPEMEHHOE UCMOJb30BaHKe
B PeXMWMe LUEeHTPanu30BaHHOW 3awmTbl Dr.Web ans vHTEepHer-
wno3oB UNIX u AHtMBMpPYyca Dr.Web pans Linux,
YCTAGHOBNEHHbIX Ha OJHOM KOMMbIOTEPE, HEBO3MOXHO. [ing
BK/TIOYEHUS] peXUMa LeHTpanu3oBaHHON 3awmTel Dr.Web pnsa
mHTepHeT-uio208 UNIX HeobxoaAMMO nepeBecTM AHTUBUPYC
Dr.Web pns Linux B peXuM aBTOHOMHOW paboTbl, MOCNe 4Yero
yAanuTb UK NePeMecTUTb B APYroi katanor ¢ainnbl

%$etc dir/agent/drweb-cc. amc u

$etc _dir/agent/drweb-spider. amc.

PekoMeHAyeTCs COXpaHUTb 3TWU ¢aiinbl B KavyecTBe pe3epBHOM
KONuM B KaTtanore, OT/IMYHOM OT %etc dir/agent, eciu B
JanbHeMWeM Bbl MNJaHMPYeTe NepeBecTW MNepeBecT AHTHBUPYC
Dr.Web gns Linux B peXuM LEHTpann30BaHHON 3aWwmTbl. B TakoM
Cny4yae, OTKIOYMTE PEXMM LEHTpanu3oBaHHON 3awmTbl Dr.Web
AN MHTepHeT-u208 UNIX, KONMUPYUTE pesepBHble KOMWM
danoB drweb-cc. amc U drweb-spider. amc B KaTanor

$etc_dir/agent/ u cnepyiTe MHCTPYKUMAM, NpeACTaBneHHbIM
B pyKoBOACTBe nosnb3oBatens Autueupyca Dr.Web pgnsa Linux,
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MapameTpbl KOMAHAHOW CTPOKM

[Onsa 3anycka Dr.Web Agent ncnonbsyeTcsa cneaytouas KoMaHaa:

drweb-agent [ napameTphl]

Dr.Web  Agent  pgonyckaeT  WCMOMb30BaHWE  CMEAYHOLMX

napaMeTpoB:
-h --help

OnucaHve: BblBOA Ha 3KpaH KpaTKOW CNpaBkM MO  MMEKOLLMMCS
napaMeT paM KOMaHAHOM CTPOKM 1 3aBepLUeHne paboTbl MOAY ISt

-V --version

OnucaHve: BbiBog Ha 3KpaH MHGboOpMauMn o Tekyllel Bepcun Dr.Web
Agent v 3aBepLueHne paboTbl MOAY NS

-u -—update-all

OnucaHue: 3anyck npouecca O6HOBNEHMS ANs BCEX KOMMOHEHTOB Dr.
Web g nsa vHrepHeT-wmo308 UNIX

=i --update-failed

OnwucaHue: 3anyck npouecca 06HOBNEHNUS ANt TEX KOMMOHeHTOoB Dr.Web
AN vHTepHeT-wito308 UNIX, koTopble He ypanocb O6HOBUTb B
LUTaTHOM pexume

-C --check-only

Onucanune: lMMpoBepka KOPPEKTHOCTU KOHGurypaumm mopayns Dr.Web
Agent. [aHHbI MapamMeTp KOMAaHAHOM CTPOKM He MOXeT 6biTb
UCMO/b30BaH MpY Hanu4uMm B CUCTEME YXKe 3anyLeHHOro ak3emnnspa Dr.

Web Agent
=@ -—-conf <nyTe k oanmy>
Onucanve: Mcnonb3oBaHue npu 3anycke yKa3aHHOro

KOHUrypaunoHHoro darina
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=@l -—droppwd

Onucanve:  C6pocuTb PErvcT paLMoHHy 1o MHGOpMaLMIO (nms
nosib30BaTesNA U Naposb), ucnonbdyemyto Dr.Web Agent ans gocryna K
Dr.Web Enterprise Server. lNpy cneaytoLel nonbiTke CoeanHeHns ¢
Dr.Web Enterprise Server 6ygeTr 3anylleH Npouecc perucTpaumu
HOBOW CTaHLuu

-p -—-newpwd

Omucanune: CMeHa MMEeHM MOSb30BaTENsl M Maposis Ha MCMOJb3yEeMOM
cepBepe LieHTpanbHol 3awutebl Dr.Web Enterprise Server

=3 --socket <nyTe K banay>

OnucaHne: Wcrnosnb3oBaHME  KOMMOHEHTOM AN KOMMyHMKaummM C
YnpaBisgeMbIMA MOAYNSAMA COKETA, YKA3aHHOr O B apryMeHTe

-P --pid-file <nyre k banmy>

Onucanve: Wcnonb3oBaHue B kadectBe PID-canna Dr.Web Agent
aiina, ykasaHHOro B aprymeHTe

-e -—export-config <yMA
MIPUJIIOXEHUA>

OnucaHue: SKCrnopT KOHMUrypaumm NpuaoXeHns, UM KOTOPOro yKa3aHo
B aprymeHTe, Ha Dr.Web Enterprise Server. B kayecTBe aprymeHTta
cneayeT UCMoNb30BaTb MMS MPUIOXKEHWUS, YKa3aHHOE B 3arosioBke
CeKumn Application "<mma mnpujgoxeHus>" COOTBETCTBYHLIEro
amc-chaitna (cM. pasgen BsaMmonencTBme ¢ KOMINOHEHTAMU MPOrPaMMHOTO
Kovrnexca). [laHHbli nMapaMeTp KOMaHAHOW CTPOKM He MOXeT 6bITb
MCMOIb30BaH NMpu HaMynm B CUCTEME YXKe 3anyLeHHOro 3k3emMnnspa Dr.
Web Agent. Takxe OH He MOXeT 6bITb MCMONb30BaH ANS 3KCMOpTa
koHdurypauvm AHTuBupyca Dr.Web a ns Linux

KoHdurypaumoHHbin ann

HacTpoiikn komnoHeHTa Dr.Web Agent 3agaioTcsa oTAENbHbIM
KOHMUrypaunoHHbIM daiinom $etc dir/agent. cont.
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O6ume nNpUHUMMBLI  YCTPOMCTBA  KOHQUIypaLMOHHbIX  (alnos

KOMMOHEHTOB M KpaTkoe
onucaHue NpaBus 3afaHus NapamMeTpoB KOHGUIrypauun npuseaeHsb
B pasgene

Cekuumsn [Logging]

B cekumnm [ Logging] cobpaHbl NapaMeTpbl, Yynpasnsiowme
BeAEHWEM KYpHanoB paboTbl KOMMOHEHTa
NporpaMMHOro  KoMniekca

Cekuus [Logging]

T = COXpaHeHusi B
{ ypoBenn XypHan paboTbl  KOMMOHeHTa  obwmx
nonpo6HoCT M} CcobbITHN.

[lomnycKaeTcs UCMoNb30BaHWe CreayoLmX
YPOBHeii:

e Quiet
® Error
® Alert
® Info

® Debug

3HayeHve No yMONYAHMIO:

Level = Info

IPCLevel = COXpaHeHust
{ ypoBeHb XypHan paboTbl KOMMOHEHTA COObITU
noacucremsl IPC.

B
n
nonpoOHOCT 1}

[lonyckaeTcs UCMonb30BaHWE CrEAYHIOLMX
YPOBHeliA:

e Quiet
® Error
® Alert
® Info

® Debug
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SyslogFacility =
{mMeTka syslog}

FileName =
{syslog | nyrs
banmy}

Cekuus [Agent]

B cekuumn [ Agent]
Dr.Web Agent:

MetaConfigDir =
{nyTe x kaTajory}

UseMonitor =
{ mornueckui}

Dr.Web Agent

3HayeHuve Mo YMOMYaHUIO:
IPCLevel = Error

MeTka _ 3amuci  NpU UCMOSIb30BaHWU
cucTemHoro cepauca syslog

3HayeHve No YMOIYaHUIO
SyslogFacility = Daemon

Uma daiina xypHana wim syslog, €ciu
HY>XHO WCMOJIb30BaTb CUCTEMHbIA CEepBUC
syslog

3HayeHuve Mo YMONYaHUIO:

FileName = syslog

cobpaHbl OCHOBHblE HACTPOWKM KOMMOHEHTa

Cekuwusa [Agent]

PacrnonoxeHuve ainos MeTa-
KoHdurypaumm Dr.Web Agent.

B aiinax MeTa-KOoHdUrypaumm
onucbIBaloTCA 0Cc0beHHOCTH
B3aumogenctemus  Dr.Web  Agent ¢
Apyrumm MoAYy MU NporpamMMHOro

Komnnekca. CopepxxaHue aiinoB MeTa-
KOHUrypaumm 3agaeTcs pa3paboTyvkamm
A okTop Beb6 n He Tpebyet
penaKkTMpOBaHWUs.

3HayeHve N0 yMONYaHMIO:
MetaConfigDir = %etc dir/
agent/

3HayeHVe Yes [AaHHOrO  MapameTpa,
ykasbiBaeT Dr.Web Agent, yTo B cocTase
NPOrpaMMHOro  KOMMJIEKCA  WCMOJMb3YETCs
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MonitorAddress =
{ anpec}

MonitorResponseTime =
{ yucnoBoe 3HaueHue}

PidFile =
{nyrs x obanny}

Dr.Web Agent

Dr.Web Monitor.
3HayeHve N0 yMONYaHMIO:

UseMonitor = Yes

CokeT, yepe3 koTopbli Dr.Web Agent
B3auMogencteyer ¢ Dr.Web Monitor
(3HayeHve napameTpa AO0/MKHO COBMaAaTh
CO 3HayeHVeM napameTpa Address
KOHdUrypaumoHHoro  cdaina  Dr.Web
Monitor).

3HayeHuWe Mo YMOIYaHUIO:

MonitorAddress = local: %
var_dir/ipc/. monitor

MakcumanbHoe Bpemsi oTkavka Dr.Web
Monitor B cekyHaax.

Ecnu B Teuenne storo Bpemenn ot Dr.Web
Monitor He nocTymaetr peakuuu, TO
NMpeAnonaraeTcsi, YTO OH He 3amnyLleH, U
Dr.Web Agent 6onbLe He
npeanpuYHUMAET MOMbITOK B3aMMOAENCT BUS
c Dr.Web Monitor.

3HayeHure No yMONYaHMIO:

MonitorResponseTime = 5

MyTb K chaiiny, B KOTOPbIN 3anucbiBaeTcs
PID ncnonHsemoro moayns drweb-agent
npv 3anycke.

3HayeHure No yMONYaHMIO:

PidFile = %var_dir/run/drweb-
agent. pid
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Cekuus [Server]

Dr.Web Agent

B 3ToWM ceKkuMu pacrionaraloTcsl MapaMmeTpbl, yrpaBnstowme
B3auMmogenctemem Dr.Web Agent ¢ apyrumm  MoaynsiMu
nporpaMMHoro komnaekca Dr.Web pns MHTEpHeT-LII030B

UNIX:

Address =
{ anpec}

Threads =
{uncnoBoe 3HaueHUe}

Timeout =
{uncnoBoe 3HaueHUe}

Cekuwa [Server]

CokeT, 4yepe3 koTopbii Dr.Web Agent
B3aVMOAENCTBYET C APYrUMA MOAYNSMU
NporpamMMHOro KoMmrisiekca.

[onyckaetcs HEeCKOMbKO COKETOB,
NEPEYNCTIEHHBIX Yepes 3ansTyto.

3HayeHure No yMONYaHMIO:

Address = local: $var dir/
ipc/. agent,
inet: 4040@127.0.0.1

KonuuectBo OA4HOBPEMEHHbIX NMOTOKOB
drweb-agent.

MapamMeTp  ynpaBnAseT  MaKCUMasbHbIM
KOMIMYECTBOM OZIHOBPEMEHHbIX
NMOAKIIIOYEHNUI K MOAYNSM, NepeAatoLimMm
Dr.Web Agent BMpPYyCHYlO CTaTUCTUKY.
DTOT mapaMeTp He MOXET 6biTb M3MeHeH
npw nepesarycke rno curHany SIGHUP.

Ecnv ykasaHo 3HayeHne 0, KOIM4YeCTBO
O HOBPEMEHHbIX MOTOKOB He
orpaHnuymBaeTcs (He pekoMeHayeTcs).
3HayYeHMe Mo YMOHYaHUIO

Threads = 2

MakcumanbHoe Bpemda (B CeKyHAax)
YCTaHOB/IEHUS CoeAuHeHns Mexay Dr.
Web Agent n ApyrumMa KOMMOHEHTaMu
NporpaMMHOro KOMMJIEKCa.

Ecm  ykazaHo 3HadeHne 0, Bpems
YCTaHOB/EHWSI coeAVHEHWSI He
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Dr.Web Agent

OorpaHn4ymBaeTCA.

3HayeHve N0 yMONYaHMIO:

Timeout = 15

Cekuus [EnterpriseMode]

B 3TOM CeKUMM pacnosioXeHbl NMapaMeTpbl, yrnpasnstowme paboToin
B pexxume Enterprise:

Cekums [EnterpriseMode]

UseEnterpriseMode =
{ mornueckum}

ComputerName =
{TekcT}

VirusbaseDir =
{nyTe k kKaTaJjJory}

PublicKeyFile =
{nyre x dalny}

ServerHost =
{IP-aznpec}

Mpy 3HaYeHWM Yes AAHHOTO MapameTpa

paboTaeT B pexume
Enterprise, npy 3HauyeHnn No — B pexume
Standalone.

3HayeHve No yMONYAHMIO:

UseEnterpriseMode = No

Ha3BaHue 3TOro KOMMNbIOTEPa B

3HayeHuve Mo YMOMYaHUIK:
ComputerName =

MyTb K KaTanory BUpycHbIX 6as.

3HayeHve nNo YMOIYaHUIO

VirusbaseDir = %var dir/bases

MyTb K dcaiiny OTKPLITOrO Kitoya Ans
AoCTyna K

3HayeHuWe Mo YMOYaHUK :
PublicKeyFile = %bin dir/
drwcsd. pub

IP-agpec

3HayeHve N0 yMONYaHMIO:
ServerHost = 127.0.0.1
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ServerPort =
{ uncnmoBoe 3HaueHUe}

CryptTraffic =
{Yes | Possible
No}
CompressTraffic =
{Yes | Possible
No}

CacheDir =

{nyre k KaTajory}

Dr.Web Agent

Homep nopta poctyma k Dr.Web
Enterprise Server.

3HayeHure no YMONYAHUIO
ServerPort = 2193

LLindpposaHne Tpadwuka, nepesaBaemoro
vexay Dr.Web Enterprise Server u Dr.
Web Agent:

e Yes —06s13aTeNbHO WMdpPOBaTb
e Possible — eCcnv BO3MOXHO
e No — He WwndpoBaTb

3HayeHve No YMOIYaHUIO
CryptTraffic = possible

CxaTve Tpadwuka, nepefaBaemMoro Mexay
Dr.Web Enterprise Server n Dr.Web
Agent:

e Yes —06s13aTeNbHO WMPpPoBaTb
e Possible — ecim BO3MOXHO
e No — He WwmndpoBaTb

3HayeHve N0 yMONYaHMIO:

CompressTraffic = possible

MyTb K KaTanory, B KOTOPOM XpaHSTCs
cnyxe6bHble dalnbl:  KOHMUIy pauMoHHbIe
aninbl KOMMOHEHT OB n dainbl,
coaepxawme uHdbopMaumMio 0 mpaBax
KaXZ0ro 13 NpuioXeHu, Ha ciydaid, ecnu
Dr.Web Enterprise Server no Kakoi-
B0  MpUYMHE OKaXXeTCs HEeAOCTYMeH,
dainbl C perucTpaumoHHOM WHbopMaUmen
Ha Dr.Web Enterprise Server nr.n.

3HayeHure No yMONYaHMIO:

CacheDir = %$var dir/agent
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Dr.Web Agent

Cekuusa [StandaloneMode]

HacTpoiiku

Aana OAMHOYHOro pexuma pa60TbL

Cekuwusa [StandaloneMode]

StatisticsServer =
{TexcT}

StatisticsUpdatePeriod =

{ yuucnoBoe 3HaueHue}

StatisticsProxy =
{IP-anpec | wumsa
xocTa}

StatisticsProxyAuth =
{TekcT}

URL cepBepa BUpYCHOM CTaTUCT UKW.

Ecom URL cepBepa He ykasaH, TO
CTaTUCTUKA He ByaeT oTnpaBnAaTbCS.

3HayeHve No yMONYAHMIO:

StatisticsServer = stat
drweb. com: 80/update

Mepvos  OBGHOBMEHWS  CTATWUCTUYECKOM

nHbOopMaLMKM B MUHYTax.
He moxeT 6bITb MeHbLLe 5.

3HayeHve No YMOIYaHUIO
StatisticsUpdatePeriod = 10

IP-agpec nnm nMa xocTta Npokcu-cepeepa
[N BUPYCHOMN CTaTUCTUKW.

O6paTute BHMMAHUME, YTO eC/IM 3Ha4YEeHMe
napaMeTpa He 3aaHO, UCMNOJIb3YETCA
3HaYeHUe NepeMeHHON OKPYIXKEHMS

http proxy

Mpumep:
StatisticsProxy =
localhost: 3128

3HayeHve No yMONYAHMIO:

StatisticsProxy =
Crpoka ayTeHTudmrKaumm (<mmsa
HOHBBOBaTeHH>:<HapOﬂb>) ans

[,0CTYMa K NPOKCK-CEPBEPY .
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UUID =
{TexcT}

LicenseFile =
{ cnucok nyren k
banmam}

Dr.Web Agent

Mpumep:
StatisticsProxyAuth
testpwd

test:

3HayeHve N0 yMONYaHMIO:
StatisticsProxyAuth

JIMYHBIN Mo eHTUdUKaTOP NoNb30BaTeNs Ha

cepBepe cratuctuku  http://stat.drweb.
com/.

[aHHbIV napameTp ABNseTCs
obs3aTenbHbIM AN Nepefayvn CTaTUCTUKK
— COOTBETCTBEHHO, €C/IM Bbl XXenaeTe
NOAKMOYUTb 3Ty  BO3MOXHOCTb,  Bbl
OO/KHbl  yKa3aTb B €ero  3HayeHuu
nepcoHasnbHbll  UUID (B KayecTBe
KOTOpOro 06bI4HO umcnonb3yetcs  md5-
CyMMa JIMLEH3VMOHHOTO KJlo4YeBoro daina).

3HayeHuWe Mo YMOIYaHUIO:

UUID =

PacnonoxeHuve KJTIOYEBbIX aiinos
nporpamvHoro kowmnnekca Dr.Web pansa
VMHT epHEeT -LWI1030B UNIX

(NIMLEH3MOHHBIX MW 1EMOHCT PaLMOHHBIX ).
lMyTwW B CMCKE pa3aensoTca 3anaTon
3HayeHve N0 yMONYaHMIO:

LicenseFile = %bin dir/
drweb32. key
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Cekuus [Update]

Dr.Web Agent

B 3Tol cekuum cobpaHbl MapaMeTpbl, OTHOCSILMECS K npoueccy
06HOBIEHUSI KOMMOHEHTOB NPOrpaMMHoro komnnekca Dr.Web nns
mHTepHeT-wno308 UNIX uyepe3 Dr.Web Enterprise Server
(nogpobHee cM. B PyKOBOACTBE aAMMHMCTpPATOpa aHTUBUPYCHOM

cetn Dr.Web ESS):

CacheDir =
{oyTe k KaTaJjJory}

Timeout =
{ uncnoBoe 3HaueHUe}

RootDir =
{nyTe k kaTajuory}

3anyck

Cekuma [Update]

Katanor, B kotopoMm Dr.Web Agent
BPEMEHHO COXPaHSIET 3arpyXeHHble taiinbl
06HOBIEHWIA.

3HayeHvie No YMONYAHUIO !
CacheDir = %Svar dir/updates/
cache

MakcumanbHoe Bpemsi obpaboTtkm Dr.Web
Agent  MONy4YeHHbIX  OOHOBMEHWA B
CceKkyHaax.

Ecom  ykazaHo 3HayeHne 0, Bpems
06paboTKM He orpaHuYMBaeTCcs.

3HayYeHMe Mo YMOHYaHUIO
Timeout = 120

MyTb K KOPHEBOMy KaTanory.

3HayeHuWe Mo YMOYaHUIO:
RootDir = /

/. ObpatuTe BHMMaHMe, 4TO B npouecce paboThbl YCTaHOBOYHOro
& CKpUNTa npu BbI6Ope COOTBETCTBYOLLEN BO3MOXHOCTY B AuManore
BCe cepBucbl, Bkaoyas Dr.Web Agent, 6yayT 3anyLieHb

ABTOMaTUYECKN.
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B npouecce 3anycka npu ycTaHoBKax Mo
YMOMYaHWIO OCYLUECTBASIOTCS Crefyolme AencTBus:

e MPOM3BOANTCS MOWUCK M 3arpyska KOH@UrypaumnoHHoro danna;
ecnu daiin He HalWaeH, TO 3arpy3ka NpeKpallaeTcs;

e ecnn B ¢haiine KOHbWUrypaumm 3afaHbl MapaMeTpbl Cekuuu
[ EnterpriseMode] (M NpOrpaMMHbIA KOMMIEKC
paboTtaeT B cocCTaBe
), 3anyckaeTcs B
pexume Enterprise. B npoTuBHOM cnydyae, ecnv B (aiine
HACTpPOEK 3aAaHbl napaMmeTpbl cekuuun [ Standalone],
3anyckaeTcs B OAMHOYHOM pexume. Ecnu
napameTpbl cekumn [ Standalone] TaKxe He 33afaHbl, TO
3arpyska npekpaulaeTcs;

e CO37aeTCs COKET A/s B3aWMOAEWCTBUSI C APYrMMU MOAYNsiMU
nporpamMMHoro komnnekca. B cnyyae TCP-coeanHeHus
NOAKMOHEHUI MoxeT  ObITb HECKOJ1bKO (zarpyska
NpoAO/XaeTCsa, ecnu yaanocb co3gaTb XO0Td 6bl 0gHO U3
Hux). Ecnn wmcnonbsyetcs UNIX-cokeT, TO OH MoxeT 6biTb
Co3aaH TOMbKO TOrAQ, Korga KaTanor, CoAepaluii ero,
JOCTYNEeH Ha 3anucb W YTeHWe MOoNb30BaTeNto, C YbUMWU
npasamu paboTaeT Moaynb drweb-agent. Ecnium HM oauH
COKeT He MoxeT ObITb CO3A4aH, 3arpyska
npekpaiiaeTcs.

[JanbHeiumii npoLecc 3arpysku 33aBUCUT OT TOTO, B
KaKoM pexxume OH paboTaer.

Ecnn paboTaeT B pexxume Enterprise:

e MPOM3BOAMTCS COeauHeHue C ,
MCMNOJIb3yeMbIM B . Ecnm npu nepeom
noaKNIOYEHNN cepBep HeAoCTyneH, nnbo He
yAanocb aBTOPM30BaTbCH, 3aBeplLaeT CBOIO
paboty. Ecnun paHee yxe paboTtan ¢ AaHHbIM

CEPBEPOM, HO B AaHHbIi MOMEHT OH HedocTyrneH (Hanpumep,
B C/lyyae npobfieM C COeAWHEHMWEM),

UCMOb3yeT PE3EPBHbIE KOMWUU KOH@UrypaLMOHHbIX (aiinos,
MofMyyeHHbIX OT CepBepa BO BpeMs  Mpeablaylero
NoAK/oYEHUS. JaHHble  dainbl  3aumMbpoBaHbl M He
npeaHasHauyeHbl Ans  NpaBkM  Nonb3oBateneM. [lonbiTka
U3MEHWTb MX BPYYHYIO NPUBEAET K MX HepaboTocnoco6HOCTH;
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Dr.Web Agent

e eCn  coeAMHEHWe YCMEewWwHO YCTaHOBIEHO, MNPOWUCXOAUT
nonyyeHune NMUeEH3NOHHbIX Kto4en un HaCTpoeK KOMMNOHEHTOB
NporpaMMHOro KOMMJIEKCa C CepBepa LeHTpanv3oBaHHOM
3awmThl. Mocne 3aBeplleHUst 3TON onepaunn
roTos K pabore.

Ecnu paboTtaeT B pexxume Standalone:

e 3arpyxatotcss ainbl  MeTa-KOHMWUrypaumm KOMMOHEHTOB
NporpamMMHOro Kommnnekca. B calinax MeTa-koHdUrypaumm
OMMCHIBAOTCS 0COBEHHOCTU B3auMoAENCTBUS
C  KOMMNOHEHTaMu. PacnonoxeHune dannos  MeTa-
KOHbwurypaumm 6epetca u3 napameTpa MetaConfigDir

CeKUMM HacTpoek [ Agent] daina KoHdUrypaumm
. Mocne 3aBeplueHNs 3ToN onepauuu
roTos K pabore.

B3anMmogencTrBue C KOMMNOHEHTaMM
NPOrpaMMHOIr0 KOMrIJiekca

B3aumopgeincTBe C  KOMMOHEHTaMWM MPOrpPaMMHOr0  KOMMJEKca
OCYLUECTBNSIETCH C MoMouwblo amc-annos. B 3tux daiinax

OMnMUCbIBaeTCA K0Hdmrypaum| KOMMOHEHTOB M NapaMeTpbl, 3Ha4eHUs
KOTOPbIX BblAa€T KOMMNOHEHTAM.

OnucaHue Kaxxaoro KOMMNOHEHTa coAepXXunTca B cexkunmn
Application "uMa_xomnoHeHTa". B KOHUE  cekuun
obs3aTenbHO AO0MKHO 6bITb nocTtaBneHo EndApplication. B
onncaHmMm KOMMOHEHTa AOJDKHbI MNPUCYTCTBOBATb cClieaytowme
napameTpbl:

e id: MaeHTUGMKATOP KOMMNOHEHTA Ha MCMOMb3yeMOM
’

e ConfFile: nyTb K KOHMbUrypaumoHHoOMy danny
KOMMOHEHT3;

e Components: OMWCaHWE KOMMOHEHTOB. B KOHLE OMMcaHus
cTaButcs EndComponents. /19 KaXA0ro U3 KOMMOHEHTOB

YKasblBalOTCS: €ro HasBaHuMe W 4epe3 npoben — ChIMcok
CeKUM KOHMUrypaumoHHoro daiina M napamMeTpoB B HMUX,
KOTOpble TPeBYHTCS KOMMOHEHTY AN HOpPMasnbHOW PaboTbl.
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Cekunn 1 NnapaMeTpbl NEPEYNCASIOTCS Yepes 3ansaTyio.
[ns onucaHus napaMeTpoB HEO6XOAMMO YKasblBaTb MOJIHbIN
nyTb K HUM (HanpuMmep, /Quarantine/DBISettings), a

Ana onncaHug CEKLIVIIZ AOCTAaTO4YHO YKas3aHUa MMEHU CeKunun
(HanpuMmep, General).

CumBon  obpatHoro cnawa "\" wucnonb3yetcs  ans
3KpaHMPOBaHMS NepeBoLOB CTPOKM.

Ecnmn KOMMOHEHTY HY>X Hbl BCE HacTpoWKM n3
KOHdUrypaumoHHoro aina, AOCTaTOYHO YKasaTb BMECTO
nepeyHs cekumin u/unm napameTpoB nyTb "/ * ",

Mpumep amc-daina Dr.Web ICAPD gns Linux:
Application "ICAPD"

id 49

ConfFile "/etc/drweb/drweb-icapd. ini"

Components

drweb-icapd Icapd
EndComponents
EndApplication

NHTerpaumns c Dr.Web Enterprise
Security Suite

Bo3MOXHbI  crieaylolme  CuTyauuuM, B KOTOpbIX  TpebyeTtcs
WMHTErpnpoBaTb MPOrpPaMMHbIA KOMMMEKC
C noa ynpas/ieHUEM

e MepBOHayaNnbHasi YCTaHOBKA W HacTpoika
B yxe paboTatoLlein
noa yrnpaBneHUeM ;

I

e BCcTpauBaHue paboTatowero UNIX-cepBepa C yCTaHOBIEHHbIM
M HaCTPOEHHbIM MPOrpaMMHbLIM KOMMIEKCOM

B noa
ynpaeneHuem

112



T4
)
.‘ﬁ

s,
<

Dr.Web Agent

Onsa Toro, uTo6HI mor
paboTaTb B cocTase noa yrnpaefeHueM
, He0b6X0AMMO HaCTPOUTb KOMMOHEHTbI "
ans  pabotel B pexume Enterprise u
3apernucTpuMpoBaTb KOMMMEKC Ha CepBepe LEeHTPann3oBaHHOM
3aWmThl

B COOTBETCTBUM C TMOMUTUKON MOAKIIOUYEHUS HOBbLIX CTaHUMM
(nogpobHee cM. PykOBOACTBO aAMMHMCTpaTopa AHTUBUPYCHOM
ceTtu ), nNoAKNYUTb

K MOXHO [IByMSI
cnocobamu:

e CO34aB YYETHYIO 3annCb Ha CEpBEPE aBTOMATUYECKHU,

e CO3AaB YYETHYIO 3aNNCb Ha CEPBEPE BPYUHYIO.

Hacrpoika KOMNOHEHTOB AJis paboTbl B
pexume Enterprise

MNMocne ycTtaHoBku AN 3anycka B pexume Enterprise Heobxoanmo
BPYYHYIO BHECTU MU3MEHEHWUS B JIOKaNbHble KOH@UrypauuoHHbIe
daiinbl n

Ana Dr.Web Agent

B cekumn [ EnterpriseMode] KOHdUrypaunoHHoro daina
$etc _dir/agent. conf ycTaHOBUTE cneaylolme
3Ha4YeHUs napameTpos:

e UseEnterpriseMode = Yes;

e PublicKeyFile = $var dir/drwcsd. pub
(OTKpbITBIM KoY UMb pPOBaHUS  Ans  JocTyna K

AaMUHUCTpaTop OOJKEH

CaMOCTOSITE/IbHO B35ITb AaHHbIN (alin U3 COOTBETCTBYIOLIETO
Katanora MW pasMecTUTb ero no
YKa3aHHOMY MyTK);

e ServerHost = [P-agpec uamnm wnMa XocTa

’
e ServerPort = nopT (2193

Nno yMONYaHuIo).
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Ans Dr.Web Monitor

B cekumnm [ Monitor] KOHGUrypaumoHHoro daina

%etc dir/monitor.conf YCTaHOBUTE CreAyilolMeE 3HAYEHMS
napameTpoB:

UseEnterpriseMode = Yes.

ABTOMaTHYeECKOe co34aHue YYETHOW 3anncu

Mpu aBTOMaTUYECKOM CO3A4aHMMN YYETHOW 3anucm:

npu nepeoM 3anycke B pexume Enterprise
3anpalumMBaeT perucTpaumoHHble AaHHble (MaeHTUdUKaTop

CTaHUUK U Naponb) y ;

ecnm Ha YCTaHOBNEH pexum "
PyuyHoe nopaTtBep)xpeHme pocryna’ (pexuMm o
YMONYaHuio, cM. PykoBoacTeo aAMUHWCTpaTopa

AHTUBUPYCHON ceTu ), TO agMWMHUCTpaTopy B
TeyeHMe OAHOM MUHYTbI C MOMEHTa 3arnpoca HeobXxoauMo
NnoATBEPAUTL pPEerncTpaumio HOBOW CTaHUMM 4Yepe3 Beb-
MHTEpdeiic ;

nocne nepBoro MNoAKIYEHUS 3anucbiBaeT
X3W maeHTUdUKaTopa CTaHUMM M Maponsi nosb3oBaTens B
dain ¢ HasBaHMeM pwd. [aHHbii daiin co3naéTca B
Katanore, 3aAaHHOM 3HayeHuMeM napameTpa CacheDir
cekumn [ EnterpriseMode] (N0 yMON4YaHuIo

$var _dir/agent/)

B JasibHelleM AaHHble M3 3Toro daiina MCnonb3yoTcs Ans
MOAK/IOYEHUS]  MPOrpaMMHON0  KOMMJIeKca
K ;
ynaneHve aitna c naposieM npvBeAeT K MOBTOPHOMY
3anpocy PerucTpauMoHHbIX AaHHBbIX Y
npu CneayoLleM 3anycke
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Co3gaHue yuyeTHOM 3anucu Ha cepBepe
BPYUHYIO

[ns co3pgaHvsi y4eTHOW 3anncu Ha cepBepe BpYUHYHO:

e Co3faiTe y4yeTHYI0 3anUCb Ha CcepBepe C YKasaHueM
uaeHTudmukaTopa CcTaHuMM U napons (cM. PykoBOACTBO
aAMUHUCTpaTOpa AHTUBMPYCHOM CceTu );

e 3anycTute C napaMeTpoM KOMaHAHOW CTPOKM
--newpwd (MM —p) 1 BBEAWUTE MAEHTUGUKATOP M Maposb.
XaWw wnaeHTUdMKaTopa CTaHUMM M Naponsi Mofb3oBaTens
3anucbiBaeTcs B daiin c HasaHMeM pwd. [aHHbI dann
co3aaéTcs B KaTanore, NyTb K KOTOPOMY 33AaeTCs 3Ha4YeHUEM
napameTpa CacheDir cekumn [ EnterpriseMode] (no
yMonuaHuio Svar dir/agent/);

* B panbHeiweM AaHHble M3 3Toro daina MCnonb3ylTcs ANs
NoAKNoYEHMS! K
H
e YaaneHue caiina c naponeM npueefeT K HeobxoaMMocCTu
NOBTOPUTbL NpoLeaypYy perMcTpaumu npy creaytoweM 3anycke

3apaHune KOHdMrypaumm KOMNOHEHTOB Yyepes
LleHTp YnpaBneHus Dr.Web

Yepes Beb-MHTepdelic MOXHO
YNpaBnsaTb HAaCTPOWKOWN KOH(UrypaUumMm KOMMOHEHTOB
n (

, BXoasuwero B 6a30Bbli1 NakeT ).

B NnocTaBKy BKJTOYEHBI CTaHAapTHble
KOH(pUrypaumMoHHble  dalibl  KOMMOHEHTOB
" AN OCHOBHbIX
UNIX-nnat¢opm: Linux, FreeBSD n Solaris. CooTBeTCTBEHHO, NpU
HacTpoike  KOMMOHEHTOB  3ajaHMe  3HauYeHM  MapaMeTpoB
npoucxoauT B 3TUX dalnax 4yepes Beb-uHTepdeiic
. 3aTeM KaXAabli pa3 Mnpu 3anycke KakKoro-
nmMbo U3 KOMMOHEHTOB 3anpaumBaeT M noJsy4vyaer
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KOHMUrypaLumio OT CepBepa LEHTPanuU30BaHHOMN 3aLUUThI

DKCNopT CyLecTByIOL el KOH(pUrypaumm Ha

cepBeep

Mpn nomoLum , paboTatowwero B pexxume Enterprise,
BO3MOXHO  aBTOMaTu4eckuM  3IKCMOPTMPOBaTb  KOHUrypaumio
KOMMOHEHTOB Ha . Ana 3Toro

HeobXxoAMMO  3KCMOPTUPOBaTb  KOHMUrypauuio  napameTpoMm
KOMaHAHOW CTPOKM --export-config (MM —-e) C yKasaHWeM
Ha3BaHWsi KOMMOHeHTa (DAEMON, ICAPD).

MpumMmep:

# %bin dir/drweb-agent --export-config ICAPD

3arnycK KOMIviekca

Y106bI 3aNyCTUTb KOMIUIEKC:

e Yepes Beb-uHTEpdEIC B
HacTpoWikax yCTaHoBuTe ¢hnarv Daemon U
ICAP A/s  3anycka COOTBETCTBYIOWMX  KOMMOHEHTOB
KOMMJIEKCa;

e 3anycTtute Ha NIoKanbHOWN CTaHLM:

[Ons Linux n Solaris:
# /etc/init. d/drweb-monitor start
Ons FreeBSD:

# /usr/local/etc/rc. d/00. drweb-monitor. sh
start
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Pa6oTta c BUpPyCHOM CTaTUCTUKOM

Mpu paboTe NPOrpaMMHOrO KOMMieKca
C MOAK/IOYEHHBIM aHTMBUPYCHBIM MOAY/NEM MOXeT
NpPOM3BOANTLCS CHOP CBEAEHWI O BUPYCHBLIX COBbLITUSIX.

CobpaHHas wHdOpMauusi nepepaeTcs Ha cepBep CTATUCTUKKM
), nmbo Ha cepsep
LEHTPaNM30BaHHOW 3alMTbI , ecnu
paboTaeT B pexunme Enterprise.

[na coeanHeHus C CEpPBEPOM CTATUCTUKMN
HeobxoanMM uaeHTudUKaTop nonb3oBatens — UUID. [lo

YMON4YaHWi B KayecTtBe UUID ucnonab3yetcs md5-Xx3W  oT
KtoyeBoro ¢anna. Takke Bbl MOXETe MOoNy4YnTb MNepPCOHasbHbIN
UUID, obpaTuBuMCb B CAyxby nogaepxku. Takon UUID
yKasblBaeTcs B daiine KoHdwurypaumm (napameTp
UUID B cekuun [ StandaloneMode] ).

CTaTucTuka cobupaeTcsl TONMbKO AN TeX MoAynew ,
A= KOTOpble MoNy4YalT HACTPOVKU OT . WHdbopmaums
0 TOM, KaK HaCTpOWUTb MOMyYeHMe HacTpoeK OT ,
npvBeAeHa B OMUCaHUN KaXKaoro Moa Yy sl.

Mo appecy MOXHO O3HaKOMMUTbCA KaK C
pesynbrataMm 06paboTkM CTaTUCTUYECKUX [AaHHbIX MO BaleMmy
cepBepy, Tak U C 0606IEHHON CTaTUCTMYECKOW MHdOpMaumen no
BCEM CcepBepaM, 06CNy>XMBAaEMbIM aHTUBUPYCHBLIMM MPOAYKTaMu
ans OC UNIX nnbo nporpaMMHbIM KOMIMIEKCOM
C MNOAKIIOYEHHBIM  @HTUBMPYCHbIM
Moaynem.

B cnyyae ecnu pa60Ta BEAETCA B pPeXuMme U,EHTpaJ'IMBOBaHHOﬁ
3awuTel, Co CTaTUCTUKOM MOXHO O3HAaKOMWUTbCS TaKkKe W Ha

creunanbHoW CTpaHuue . OaHako u
B 3TOM C/lyd4ae BCA CTaTUCTMKA, CobpaHHas  CcepBepoM
LiEHTpanv30BaHHON 3alUUThI , TaKke
nepefaeTcs WM  Ha CepBep CTaTUCTUKM B

0606LLUeHHOM BUAE A9 BCEN
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Pesynbtathl 06paboTkn copgepxar ceeaeHuss o Hambonee 4vacto
06Hapy>X1BaeMbIx BUpYycax (Anst 0606WEHHON CTAaTUCTUKU TOJIbKO B
BUAE MpOLEHTa OT obwei CyMMbl, a AN MHAMBMAYaNbHOW — U B
BMAE KONIMYeCTBa O6GHApY)XEHHbIX BMPYCOB) 3a OMpeAeseHHbIN
nepwvoa.

CBefeHus MoryT npeactaBnsiTbCa kak B popmate HTML, Tak n B
Buge ¢alina ¢ XML-pasmeTkoi. lMocnefHuin BapuaHT OCOBEHHO
yaobeH, ecnu npeanonaraeTtcs nNybnvkauusi NOMyYeHHbIX AaHHbIX
Ha Beb-caliTe, NMOCKOJIbKY nosgonseT npeaBapuTenbHO
npeobpazoBaTb [AaHHble B COOTBETCTBMM C AM3AKHOM calTa M
KOHUEenuMel npeAcTaBnennst MHOpPMaUnUn Ha HeM.

Ans nony4yeHus 0606LLUeHHON CTaTUCTUKN no BCEM
obcnyxmBaeMbiM cepBepaM OTKpoilTe B Beb-bpaysepe cCTpaHuUy
http://stat.drweb.com/. Ha cTpaHMue npeacTaBneH CNMUCOK
0obHapy>KeHHbIX BUPYCOB Ha 0b6cnyxunBaeMbix cepsepax (B nopsake
y6biBaHMS 4aCTOTbl BCTPEYAEMOCTH) C YKasaHWEM ANS KaXAO0ro u3
HWX KOJIMYecTBa OGHapyXeHwWih B MpoUeHTHON dopme. BHewHui
BUWA CTpaHuubl MOXeT pasnuuyatbCad B  3aBACMMOCTM  OT
ncnonb3lyemoro sBeb6-6paysepa.

- Dr.WEB®

)
AHTUBWPYC (Russia [ ]
5 Pewenua = Kynute - Ckavate - Wudopmauua i Maptuéps . Moppepxsa MopyM < O KoMnaHuu

CTaTucTuka obHapy#eHuA BUpYCOB =1 CraTucTuka DrWeb®

[atanasana: | 25 [+] Aug [+] 2012 [+], 00:00[<] Mouta ()
[aTa okoHuaHNA: | 20 Aug 2012 [+, 15:00[%]  oainm @ WPDI'WEB'
. o

Ton: S0 ZanpouTe v drevab. com

29.08.2012 00:00 - 30.08.2012 19:00

1 | scRPT.Vius 154% I ‘ || ' '
2 0.93%

Trojan.Fraudster 256

SCRIPT. Virus

3 | Trojan.Fraudster 329 0.52% 1 Trojan.Fraudster. 256
4 | Trojan.Mayachok.1 072% :I::::’::::II-:?,
5 | Win32 HLLW Shadow 0.66% JLLEL L

a | Adwere Nownuwars 40 nanas

Puc. 15. BupycHas cTtaTUCTMKa
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Bbl MOXXETe M3MEHUTb NapaMeTpbl 3anpoca v NOBTOPUTHL Ero:

e YcTaHOBMTE nepeknovatenb B nonoxeHne Moura wnm
daiibl 415 NOYYEHUS CTAaTUCTUKK MO BUPYCaM, HaWAEHHbIM
B NMOYTOBbLIX COOBLIEHMSAX UK daltnax.

e B packpbiBaowmxcs cnuckax [ara Havana v [arta
OKOHYaHWSA YCTAHOBUTE BPEMSI WM AaTy Hayana M OKOH4YaHMS
nepuoza, 3a KoTopsblit TpebyeTcs cTaTUCTUKA.

e Beeaute B none Top konuyecTso CTpok B Tabnuue (6yayt
npeacTaBneHbl TONbKO Haubonee 4yacTo BCTpevarowmecs
BMPYCbI).

e HakMuTe Ha KHOMKY 3anpoCuTb.

daitn c 0606weHHON cTatucTuko B popMate XML HaxoauTcs Mo
anpecy


http://info.drweb.com/export/xml/top/
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Mpumep Takoro daiina NpuBeAeH HUXe:

<drwebvirustop period="24" top="5"
vdbaseurl="http: //info. drweb. com/

virus description/"
updatedutc="2009-06-09 09:32: 02">
<item>
<vname>Win32. HLLM. Netsky</vname>
<dwv1id>62083</dwvlid>
<place>1</place>
<percents>34.201062139103</percents>
</item>

<item>
<vname>Win32. HLLM. MyDoom</ vhame>
<dwv1id>9353</dwvlid>
<place>2</place>
<percents>25.1303270912579</percents>
</item>

<item>
<vname>Win32. HLLM. Beagle</vname>
<dwv1id>26997</dwvlid>
<place>3</place>
<percents>13.4593034783378</percents>
</item>

<item>
<vname>Trojan. Botnetlog. 9</vname>
<dwv1id>438003</dwvlid>
<place>4</place>
<percents>7.86446592583328</percents>
</item>

<item>
<vname>Trojan. DownLoad. 36339</vname>
<dwv1id>435637</dwvlid>
<place>5</place>
<percents>7.31494163115527</percents>
</item>

</drwebvirustop>
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B faHHOM ¢hainie MCMoNb3yloTCcs chneaytowme aTpubyThi:

e period - NpoAO/IXUTENbHOCTL  BpeMeHu  cbopa
cTatucTukm (B Yacax);

e tOp - KOMWYECTBO NpeacTaBieHHbIX B Tabnvue Havbonee
4acTO BCTpeYaloLLmMXCcs BUPYCOB;

e updatedutc - BpeMsi  nocnegHero  o6HoBNEHUs
CTaTUCTUKY;

e vname - HaMMeHOBaHWe BUPYCa;
e place - MeCTO B CTaTUCTUKE;
e percents - MPOLEHT OT 06LLIEro Yncna obHapy>X eHUi,

Monb3oBaTeNb He MOXET 3aaTb MPOAODKATENLHOCTL Mepuoaa
£m s cbopa CTaTUCTVKK M pa3Mep BblGOPKY.

[ns nonyyeHuWs NepcoHanbHOM CTaTUCTUKM OTKPOWTE CTpaHuuy

, rae <UUID> — 370 md5-xaw
knoueBoro ¢aiina nonb3oBatens. CTpaHuMua nNepcoHanbHOM
CTaTUCTUKM uMeeT ¢opMaT, aHanornyHbin cdopmaty CTpaHuLpbl
06061IeHHOM CTAaTUCTUKKW, 33 WCKIIOYEHWEM TOro, 4To A1
I'IepCOHaJ'IbHOI‘/'I CTaTUCTUKMN YKa3blBaeTCAa TaKxe KONn4eCcTBO
06Hapy>XeHHbIX BMPYCOB, @ HEe TOMbKO MpOLEeHT OoT obLero
KOJIn4yecCTBa.

®aln ¢ nepcoHanbHoM cTaTucTMkon B chopMate XML HaxoauTcs Mo
appecy , roe <UUID> — 3To
md5-x3ww knoyeBoro aina nonb3oBaTens.
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Huxe NpuBOAUTCA COKPALLEHHbI NpUMep Takoro daina:

<drwebvirustop period="24" top="2"
user="<UUID>"
lastdata="2005-04-12 07:00: 00+04">
<item>
<caught>69</caught>
<percents>24.1258741258741</percents>
<place>1</place>
<vname>Win32. HLLM. Netsky. 35328</vname>
</item>
<item>
<caught>57</caught>
<percents>19.9300699300699</percents>
<place>2</place>
<vname>Win32. HLLM. MyDoom. 54464</vname>
</item>
</drwebvirustop>

B naHHOM ¢aline UCrnosb3yloTcs creayolme aTpubyThbl:

e period - NpoAO/XUTENbHOCTL  BpeMeHn  cbopa
CTaTUCTUKK (B Yacax);
e top — KONMYECTBO MpeacTaBneHHbIX B Tabnuue Hambonee

4acTo BCTPeYaloLMXCsl BUPYCOB;
e user - WAEHTMMUKATOP MOMb30BaATENS;

e lastdata - BpeMs NOCNEAHEro MnoJlydeHUa AaHHbIX OT
nonb3oBaTens,
e vname - HaWMMEHOBaHWE BUPYCa,

e place - MeCTO B CTAaTUCTUKE;
e caught - KOAMYecTBO Ob6HapyXeHWl AaHHOro BUPYCa;
e percents - MPOLEHT OT 06LEro Yncna obHapy> eHUN.

Kak 1 B cnyyae 3anpoca 0606LeHHON CTaTUCTMKK, NONb30BaTeNb
A= He MOXeT 3ajaTb NPOAO/MKUTENBHOCTb nNepuoga cbopa
CTaTUCT UKW U pa3Mep BbIGOPKN.
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Dr.Web Monitor

KOMMOHEHT npeacTaeneH MoayneMm drweb-
monitor W npeaHasHauyeH ANS MOBLILEHUS OTKA30YCTOMYMBOCTU
BCEro NporpaMMHOro KOMMneKkca

. OH ocywecTBnsieT 3anyck BCeX MoAynel, MOArpyxas npu
Heo6X0AMMOCTM UX AOMOMHUTE bHbIE KOMMOHEHTHLI. ECAn 3anycTutb
Kakon-nmbo MoAaynb He YyAaanoch, nosropseT
nonbITKy. KOnMuecTso MOMLITOK UM BpeMs  Mexay HUMM
onpeaensioTcs HaCTPOMKaMM KOMMOHEHTA.

Mocne Toro, kak Bce MoAynu 6binn 3arpy>eHbi,
OCYLLEeCTBNSIET MOCTOSIHHbIA  KOHTPONb WX  paboTbl.

MOXeT 06MeHMBaTbCAd C 3TUMM MOAYNSAMMW PasNIUYHbLIMU
ynpaensowmMm curHanamu. B cnyvae cb6osi kakoro-nnbo moayns
WA OAHOrO U3 ero KOMMOHEHTOB nepesanyckaet
ero. MakcuMmanbHOe KONMYEeCTBO MOMbLITOK Mepesanycka U BpeMs
MeXJy HUMM TaKKe OnpeaensitoTcs  HacTpokamu

. MNpv BO3HMKHOBEHMM HeMonagok B paboTe Kakoro-nnbo
mMoayns OOHWMM U3 [OCTYMHbIX €My cnocobos
onoselaeT 06 3TOM agMUHUCTpaTopa.

MOXET BBaMMOﬂeVICTBOBaTb C KOMMNOHEHTOM
' 06MeHMBasAChb C HUM ynpasnawwuMn Curdanamu.

Pe)xxumMbl paboTbl

Mpu HeobxoAMMOCTM NPOAYKTHI KOMMaHUK MoryT
6bITb NOAKTIOYEHBI K KOPMOPATUBHOM MU YacTHOW
, YNpaBnsieMoi KOMMIEKCOM . Pabota B TakoMm

pexuMme  UEHTpanbHOM  3almThl He  TpebyeT  YCTaHOBKM
JOMOJSTHUTENBHOrO MPOrPaMMHOro obecneyeHns Unu yaaneHus

[ns obecneyeHns 3TOW BO3MOXHOCTH, MoXeT
paboTaTbh B OHOM U3 ABYX PEXUMOB:

e OauHoyHoM  (standalone mode) pexwume, Korga
3aWMLIAEMbIA  KOMMbIOTEP HEe BK/IOYEH B
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W ynpaBnseTcs JokanbHo. B 3TOM  pexume
KOH(UrypaUMoHHble U K/toYeBble ainbl HaxoasiTca Ha
NOKaNbHbIX  AMCKaX, NOJTHOCTbIO
yrnpaBnseTcs C  3aWMWaeMoro  KOMMbloTepa, a  Bce
HeobxoaMMble MOAY/M 3arnycKaloTcsi B COOTBETCTBUU
C NOKasIbHbIMU HAacTpoikaMu

Pexume ueHTpanbHOM 3aumThl (enterprise mode), koraa
3aMTON KOMMbIOTEPA YMNPaBNseT CepBep LEHTpanbHOW
3aLlmThI . B 3TOM pexume
HekoTopble YHKLUUM M HacTPOMKK

MOTyT ObITb M3MEHEHbI UM 3abI0KMPOBaHbI B
COOTBETCTBUM C 06wein (KopnopaTuBHOM)  cTpaTerven
aQHTUBMPYCHOM 3aWwmMTbl. B 3TOM pexXxwuMe uUCronb3yeTcs
NULEH3NOHHLIN KloYeBoM daltn, nonydyaembld OT cepBepa
LEHTPaNbHOW  3almThI .
MepcoHanbHbIi  NULUEH3VOHHLIM  KloyeBon  daln  Ha
JTIOKaNIbHOM KOMMbIOTEPE HE WUCMOJIb3yeTCs.

YT06bl UCMOJIb30BaTh PEXKUM LIE€HTPaJ1bHOW 3aLMUTbl
1. CBSXMUTECb C CUCTEMHbIM aAMUHUCTPATOPOM BalkEN CeTU

4yTOb6bI MONYUNTH daaﬁn C OTKPbITbIM KJTKOYOM M NapaMeTPbI
CcoeAnHeHNAa C UEHTPaANbHbIM CEPBEPOM 3alLUUTDI.

B KoHduUrypaumoHHoM daiine (no
yMonyaHuio  $etc dir/monitor. conf)  ycTaHoBuTe
Yes B KayecTBe 3HayeHus napameTpa

UseEnterpriseMode.

B peXuMe UEHTpanbHOW 3almMTbl HEKOTOpble (YHKLUUM U
HacTpoWKK MoryT
6bITb M3MEHEHbl WNN 33abNOKMPOBaHbl B COOTBETCTBUU C
o6Lwen (KopnopaTUBHON) CTpaTermen aHTUBUPYCHOM 3aLLMTHI.
B 3TOM pexuMe MWCMNonb3yeTCs JULEH3NOHHBIA KNHOUYEBON
daiin ¢ uUeHTpanbHOro cepBepa 3alWuThbl. [lepcoHanbHBbIN
JIMLUEH3MOHHBIN KNtodeBon dai Ha NIoKanbHOM KOMMbIOTEPE
He ucnosnb3yeTtcs.
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Ytobbl Dr.Web pans wHTepHeT-wmo3oB UNIX
MOJSIHOCTbIO MOAAEPXKMBAN PEXUM LIEHT pafibHOW 3alUuTbl,
Dr.Web Agent Takxe pomkeH paboTaTb B pexume
LieHTpanbHOW 3aWmnTbl. [Ans noapobHocTen obpaTuTecs K
pasgeny Pexumbl pabotsl Dr.Web Agent.

YT1o6bl MCNoNb30BaTh OAMHOUHBIN (standalone) pexxum

1. Y6eautecb, 4TO BCE HEOOXOAMMbIE MOAYMW, YKasaHHble B

napametTpe RunApplist B cekuMn [ Monitor]
KOH(dUrypaumoHHoro ¢arna Dr.Web Monitor (no
yMon4aHuio setc_dir/monitor. conf) , yCTaHOBNEHbI U
HacTpOeHbl KOPPEKTHO.

YcTaHoBUTE No B KadyecTBe 3HadeHuMs rnapameTpa
UseEnterpriseMode cekuum [ Monitor]
KOHdurypaumoHHoro daina Dr.Web Monitor.

Mpu BKAOYEHUM 3TOrO pexuMa Bce HacTpoinku Dr.Web pna
mHTepHeT-wn308 UNIX 6yayt pa3bfioKMpoBaHbl, M Bbl
BHOBb MOJTyYnTE AOCTYMN KO BCEM (DYHKLUMSIM U HAcTpOMKaMm
Dr.Web ana nitepHeTt-wnio3os UNIX .

/4. Ona paboTel B oauHOuHOM pexwume Dr.Web pns

A MHTepHeT-wi308 UNIX Heobxoaum [ENCTBYIOLLMIA
JIMLIEH3MOHHbI KoY. KroueBble (aiinibl, NonyYeHHble OT
cepBepa LeHTpanbHOW 3awuTbl Dr.Web Enterprise
Server, He MOryT 6blTb UCMOSIb30BaHbI B 3TOM pexume.
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MapameTpbl KOMAHAHOW CTPOKM

[na 3anycka Dr.Web Monitor ncnonb3yetcs cneaytrouas KoMaHaa:

drweb-monitor [ napawmeTpti]

Dr.Web Monitor [OOMNycKaeT  MCMOMb30BaHWE  CEAYHoLMX

napaMeTpoB:
-h --help

OnucaHve: BblBOA Ha 3KpaH KpaTKOW CNpaBkM MO  MMEKOLLMMCS
napaMeT paM KOMaHAHOM CTPOKM 1 3aBepLUeHne paboTbl MOAY ISt

-v --version

OnucaHve: BbiBog Ha 3kpaH MHdopMauun o Tekyulel Bepcum Dr.Web
Monitor 1 3aBepLueHre paboTbl MoAYy st

-u --update

Onucanue: 3anyck mpouecca O6HOBMIEHUS ASi BCEX KOMMOHEHTOB Dr.
Web ans vHTepHeT-wi0308 UNIX

-C --check-only

Onucanue: lMpoBepka KOPPEKTHOCTU KOHdurypaumm moayns Dr.Web
Monitor. [aHHbli NapaMeTp KOMAaHAHOW CTPOKM HE MOXET 6biTb
UCMOJIb30BaH MpY HanM4uMm B CUCTEME YXKe 3anyLLEHHOro ak3emmnspa Dr.
Web Monitor

-A --check-all <nyTe K banhay>

OnucaHue: MpoBepka KOPPEKTHOCTU KOHMUIypaumMm BCEX KOMMOHEHTOB
Dr.Web ana vHTepHeTt -wit0308 UNIX

=@ --conf <nyre kx banmy>

OnvcaHve: Vicnonb3oBaHue npu 3anycke yKa3aHHOro
KOHUry paLMoHHoro daina

126



T,
A

A

»
~

Dr.Web Monitor | 127

<umsa
IPUIIOXEeHUa>[ ,
—r --run <mMa
NIPUIIOXEHUS>, . . .
]
Onucanure: 3anyck YKasaHHbIX MPUIOXKEHWI. B KayecTBe apryMeHToB
CNneayeT ucnonb3oBaTb UMEHa I'IpMJ'IO)KEHVIl‘/'I, YKa3aHHbIX B 3arosioBke
CeKUMn Application "<wmumsa npunoxeHus>" COOTBETCTBYOLEro
mmc -paina (cM. pasaen BsaumoaencTBMe ¢ KOMNOHEHTaM/ MPOrpPaMvMHOro
Komnnexca). [aHHblii nMapaMeTp KOMAaHAHOW CTPOKM He MOXeT 6biTb
MCMO/Ib30BaH MpY HanMuuMmM B CUCTEME YXKe 3anyLLEeHHOro ak3emnnspa Dr.
Web Monitor

Mpumep ncnonb3oBaHua:
drweb-monitor -r AGENT

KoHdurypaumoHHbin dainn

HacTpoiiku koMnoHeHTa Dr.Web Monitor 3agaloTcs oTAeNbHbIM
KOHMUrypaLUMOHHbIM daiinom setc dir/monitor. conf.

YCTPOWCTBO KOHMUrypauuoHHOro alina M KpaTkoe OnucaHue
NpaBu/ 3aAaHUs NMapaMeTpPoB KOHMUrypaunn NpuBeaeHbl B pasaene
KoHdurypaumoHHble danbl.
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Cekuumsn [Logging]

B cekumn [ Logging] cobpaHbl napamMeTpbl, Yynpasnstowme
BeleHMEM >KYypHanoB paboTbl KoOMMoHeHTa Dr.Web Monitor
nporpaMMHoro komnnekca Dr.Web pns uvHTepHeT-WAH30B
UNIX:

Cekuus [Logging]
Level = YpoBeHb__MoApobHOCTYM COXpaHeHus B

{ yposens XKypHan paboTbl KOMMOHEeHTa  06LuX
COBbITUN.

nonpo6HoCTM}

[lornyckaeTcs UCMOMb30BaHUE CIEAYHOLWMX
YPOBHeii:

e Quiet
® Error
® Alert
® Info

® Debug

3HayYeHMe Mo YMOHYaHUIO

Level = Info

IPCLevel = YDOBEHb _ MOAPOOHOCTM  COXPaHEHUS B
{ ypoBEHB XypHan paboTbl KOMMOHEHTA COBbITUMA
nonpoGuocT M} noacucremsi IPC.

[lonyckaeTcst UCMoNb30BaHWE CleayoLmnx
YPOBHeliA:

e Quiet
® Error
® Alert
® Info

® Debug

3HayeHuWe Mo YMOYaHUIO:
IPCLevel = Error
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SyslogFacility = Metka  samvic  mpU WUCMOSIb30BaHMM
{Merxa syslog) cucTemHoro cepauca syslog

3HayeHure No yMONYaHMIO:

SyslogFacility = Daemon

FileName — WUma daiina xypHana wm syslog, ecnu
{syslog | nyTep HY>XXHO WUCMNOJZIb30BaTb CUCTEMHbIN cepsuc
dbairy) syslog

3HayeHuve Mo YMOMYaHUIO:
FileName = syslog

Cekuusa [Monitor]

B cekumn [ Monitor] cobpaHbl OCHOBHblE HAaCTPOMKM KOMMOHEHTA
Dr.Web Monitor:

Cekuwus [Monitor]

RunForeground = 3HayeHne Yes 3anpewaetr Dr.Web

{ moTuueckm} Monitor nepexoanTb B peXuM AeMoHa, T.
€. CTaHOBWUTbCA (hOHOBLIM MpoLeccoM 6e3
yrpaBAsoLLero TepMmHana.

dTa BO3MOXXHOCT b MOXeT 6bITb
MCMOSIb30BaHa HEKOTOPbIMA  CPeaCTBaMu
MOHWUTOpPUWHra (Hanpuvep, daemontools).

3HayeHve No YMOIYaHUIO
RunForeground = No

User = WMa nosnb3oBaTens, C mpaBamMM KOTOPOro
{ TexcT) 3anyckaerca Dr.Web Monitor.

3HayeHure No yMONYaHMIO:

User = drweb

Group = MM nonb30BaTeNbCKOM rpynmbl, C NpaBamu
{ TexcT) KoTopoii 3anyckaercs Dr.Web Monitor.
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PidFileDir =
{nyTe k KaTaJjJory}

ChDir =
{nyTe k kaTajuory}

MetaConfigDir =
{nyTe k kaTajuory}

Address =
{ anpec}

Dr.Web Monitor

3HayeHuve Mo YMOMYaHUIO:
Group = drweb

Wmsa kaTanora, coaepxauwiero cain, B
KOTOpbIM Mpu 3anycke Dr.Web Monitor
3anucbiBaeTcs nHdbopMaLms 06
naeHTudukaTope ero npouecca (PID).

3HayYeHME Mo YMOYaHUIO

PidFileDir = %var dir/run/

CMeHa aKTMBHOrO KaTtanora mpu 3anycke
Dr.Web Monitor.

Ecnu 3HayeHve napameTpa 3agaHo, TO mpu
3anycke Dr.Web Monitor penaer
aKTMBHbIM  KaTanor, YyKasaHHbll B
3HayeHMM  3TOr0  napametpa. Ecim
3HayeHuWe napaMeTpa He 3a4aHo, TO CMeHbl
AKTMBHOrO KaTasnora He MPOVUCXOAMUT.

3HayYeHMe Mo YMOHYaHUIO
ChDir = /

MyTb Kk katanory c dainamm MeTa-
KOHUry pauum.

B 3Tux dainax 3apaloTcs mapameTpbl
pabotel Dr.Web Monitor ¢ mogynamm
nporpaMmMHOro Komnnekca. CoaepxaHvie
darnoB MeTa-koHbWrypauMu 3apaeTcs
pa3paboTumkamMm MpPOrpaMMHOro MpoAyKTa
1 He TpebyeT peaakTupoBaHus.

3HayYeHMe Mo YMOHYaHUIO

MetaConfigDir = Setc dir/
monitor/

CokeT, yepe3 koTopbit Dr.Web Monitor
B3aUMOAENCTBYET C APYrMMA MOAYNSAMA
aHTUMBMpYCa.
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Timeout =
{uncnoBoe 3HaueHUe}

TmpFileFmt =
{TexcT}

RunApplList =
{rexcT}

UseEnterpriseMode =
{ mornuecxkwuin}

Dr.Web Monitor

3HayeHuve Mo YMOMYaHUIO:
Address = local: $var_dir/
ipc/. monitor

MakcumanbHoe  BpeMs  YCTaHOB/EHUS
coeanHenna mexay Dr.Web Monitor u
OPYrMMA  KOMMOHEHTaMM  MpOrpamMMHOro
KOMMeKca B CeKyHaax.

3HayeHuve Mo YMOMYaHUIO:
Timeout = 5

LLIabnoH uMeHM BpeMeHHbIX ainos Dr.
Web Monitor.

Gopmat  wabnoHa: nyre x_daniy.
XXXXXX, TA€ X - MPOW3BOJIbHbIA CUMBON
(6ykBa unu umdpa) B MMeHax CO34aBaeMblX
BpPEMEHHbIX (aiino..

3HayeHve No YMOIYaHUIO
TmpFileFmt = $var dir/msgs/
tmp/monitor. XXXXXX

Cnucok Moaynen, 3anyckaemblx Dr.Web
Monitor.

HasBaHus moayneln oTAensiTcs Apyr oT
Apyra 3anaTbiMy.

ObpaTute BHWMAHWE, YTO MpU yAaneHuun
Kakoro-nMbo Moayns M3 CUCTEMbl  €ero
Ha3BaHWE He YyAanseTcs M3  Chucka
RunAppList aBTOMAaTUYECKW U AOMKHO
6bITb yaaneHo BpyuyHyl. B npoTuBHOM
cnyyae Dr.Web Monitor He cMoxeT
3anyCTuTbCA CaM U 3anyCTUTb OCTasbHble
KOMMOHEHTbl.

3HayeHve N0 yMONYaHMIO:
RunApplList = AGENT

Mpn 3Ha4YeHMnM Yes [AaHHOrO MapameTpa
CMUCOK MoAlynen, 3anyckaemblx Dr.Web
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Monitor, 6epeTcs He 13 mnapameTpa
RunAppLlist, a or wmoayna Dr.Web
Agent.

3HayeHu1e Mo YMONYaHUI

UseEnterpriseMode = No

RecoveryTimelList = BpemeHHble NMPOMEXYTKM Mexay
[ CRUCOR EHE DS nonbiTkami  nepesanycka  "3aBuclumx”
T NMPUNOXEHWUIN B CEKYHAAX.
[insi napameTpa MOXHO 3a4aTb HECKObKO
3HaYeHWUN, NepeYnC/IMB UX Yepes 3ansTyio.
MepBas nonbITKa nepesarpysku
NPWIOXKEHNS] MPOM3BOAMUTCSA Yepe3 Bpems,
yKa3aHHOEe NepBbiM 3HaYeHWEM MapaMeTpa,
BTOpasl — Yepes BpeMsi, yKasaHHOe BTOpPbIM
nT.a.
3HayeHuve Mo YMOMYaHUI:
RecoveryTimeList = 0, 30,60

InjectCmd - KomaHzaa Ans OTCbIIKM OTHETOB.

{rexcr} O6paTuTe BHUMAHWE, YTO AJNsl OTMpaBKM
COOOLLEHNN Ha aApec, OT/MYHBIN  OT
root@localhost, HaAoO B KoOMaHAae
yKasaTb OeNCTBUTENbHbIN azpec.
3HayeHre N0 yMONYaHMWIO:

InjectCmd = "/usr/sbin/
sendmail -t"
AgentAddress = CokeT, yepe3 koTopbit Dr.Web Monitor
{ anpec} B3aumogencteyetr ¢ Dr.Web Agent

(3HayeHne napameTpa AO0/MKHO COBMaAaTh
CO 3HayeHWeM napameTpa Address
KOH(UrypaumoHHoro  caina  Dr.Web
Agent).

3HayeHuWe Mo YMONYaHUI

AgentAddress = local: %
var _dir/ipc/. agent



T4
)
.‘ﬁ

s,
<

Dr.Web Monitor

133

AgentResponseTime = MakcumanbHoe BpeMs OTKMKa MOAY /s
{ yucnoBoe 3HaueHue} B CEKyHAax
Ecnmn B TeyeHne 3Toro BpeMeHu oT MOoAY/st

HE TMoCTyrmaer oTBeTa, TO
nepesanyckaeT ero.

Ecnun ykaszaHo 3HauyeHue 0, Bpemsi OTKMKa
He OrpaHn4YnBaEeTCA.

3HayeHve Mo YMOIYaHUIO
AgentResponseTime = 5

3anyck

B npouecce 3anycka (npn ycTaHoBkax no
YMOJTYaHMIO) OCYLLECTBASIIOTCS Clieaytolme AencTBuUs

e MPOM3BOANTCS MOWUCK M 3arpyska KOH@UrypaumoHHoro danna;
ecnu daiin He HalWaeH, TO 3arpy3ka NpeKpallaeTcs;

. nepexoauT B PEXWUM AEMOHa, MOo3TOMY
CoO0bLIEHNsT O pAanbHenumx npobnemax He MoryT 6biTb
BblBEl€Hbl Ha TEpPMUHaN W BbLIBOAATCA TOMbKO B (aiin
XYypHana;

e CO3MaeTCs COKET A/ B3aMMOAENCTBUS C APYrMMU MOAYNSAMU
NPOrpaMMHOro KOMMeKkca
B cnyyae wucnonb3oBaHus  TCP-coeauHEHUN,
NoAKMOYEHMUN MoXeT  ObiTb HEeCKONbKO (zarpy3ka
NPOAOIXUTCS, €C/M yAanocb co3aaTb XOTs O6bl 0AHO M3 HUX).
Ecnn ucnone3yetcs UNIX-cokeT, TO OH MOXeT 6biTb CO3aaH
TOMbKO TOrAa, Koraa COAepXKallMi ero KaTanor AOCTYneH Ha
3anNUCb U YTEHWe NOoNb30BaTento, C YbMMU NPUBUIETMAMU
paboTaeT Moaynb drweb-monitor. ECiM HM oAMH cokeT

He MOXeT 6biTb CO3/aH, 3arpyska NnpeKkpallaeTcs;

e co3gaetca PID-cdaiin, B KOTOPOM XpaHuTcs uHdopMauus o6
naeHTudukaTope npouecca . Ecnu cospatb
PID-caiin He yaanoch, TO 3arpyska npekpallaeTcs;

e MOAyNb drweb-monitor 3amyckaeT OCTajbHble MoAynu
NMPOrpaMMHOro KOMMieKkca
Ecnu kakon-nnbo M3 Moaynein He 3arpyxaeTrcs,
MbITaeTca 3anycTUTb ero NoBTOpHO. Ecnu Bce
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NONbITKK 3arpysntb MoAyab OKOHYMIUCH
Heyaauewn, BbIrpy>kKaeT BCe  yxe
3arpy)KeHHble MoAynu M 3aBeplaeT cBolo paboTy. 060 Bcex
npobnemax C 3anyckoM MOAy/fel MpOrpaMMHOr0 KOMIJeKca
coobuw@eT OAHUM U3 AOCTYMHbIX €My
cnocoboB (3anucblo B daiin  XypHana, Coo6LeHUEM
3M1EKTPOHHOW MOYTbI, 3aMyCKOM MPOWU3BOJIbHONM MpOrpaMMmbl).
Crnocobbl OMOBELLEHNS, UCMOJIb3yEMbIE A5 PasHbIX MOAynen,
3apatoTcs B daline MeTa-KoHGUrypauum .

134

Ons ycnewHoro 3anycka B aBTOMaTUYeCKOM
pexume:
e W60 B enable-daline nepeMeHHoM
ENABLE AO/HKHO 6bITb NpUCBOEHO 3HavyeHre 1 (ans Linux n
Solaris);

e 6o CcTpoka drweb monitor enable="YES" [O/IXHa
6bITb I06aBNeHa B hain /etc/rc. conf (ans FreeBSD).
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B npouecce paboTbl YCTAHOBOYHOrO CKpWUMTa Mpu BbiGope
A= 4 COOTBETCTBYIOLIEN BO3MOXHOCTM B JManore BCE CEPBUCHI,
BKJIIOYast , BYAyT 3anyLieHbl aBTOMATHUYECKM.

PacnonoxeHve enable'(bal\;lﬂOB 3aBUCUT OT crocoba YCTAHOBKMU

= YcTaHoBKa npy noMouln yHuBepCasZibHOro nakKeta ANdA
UNIX:
®aiinbl  pacnonaralTcs B KaTanore %etc dir #
Ha3blBalOTCA
drweb-icapd. enable,
drwebd. enable,
drweb-monitor. enable.

= YcTaHoBKa 13 HaTuBHbIX DEB-nakeToB:
dainbl pacrionaraloTcs B KaTanore /etc/defaults MU
Has3blBalOTCA
drweb-icapd,
drwebd,
drweb-monitor.

= YcTaHoBKa 3 HaTuBHbIX RPM-nakeToB:
daiinbl pacrnonaraloTcs B KaTanore /etc/sysconfig U
Ha3blBaOTCA
drweb-icapd. enable,
drwebd. enable,
drweb-monitor. enable.

B3anmogencreBue C KOMMNOHEHTaMM
NPOrpaMMHOI0 KOMIJieKca

B3aMMoaencTBMe C  KOMMOHEHTaMM MNPOrpaMMHOro  KOMMEKCca
OCYLUECTBNSAETCA C MoMouWblo mmc-hainos. B 3Tux daiinax
OMUCLIBAETCS COCTaB KOMIMOHEHTOB, PacrnofoXeHne 6UHAPHbIX
balinoB, NopsiAOK KX 3amycka M NapaMeTpbl 3anycka.

OnucaHnme Kaxaoro KOMMOHEHTa  COAEPXWUTCA B CeKuuu
Application "mMa xomnoHenTta". B KoHUe cekuuu
obs13aTenbHO 40MKHO 6bITb NOCTaBneHo EndApplication.
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B onucaHun KOMMOHEHTa [OMKHbI NPUCYTCTBOBaTb cneaywwme
napaMeTpbl:

e FullName: NOJSIHOE UMS NMPUNOXEHUS;
e Path: nyTb kK 6UHapHLIM daiinam;

e Depends: WMeHa KOMMOHEHTOB, KOTOpble  AO/XKHbI
3aMyckatbCsl A0  3afnycka OMMCbIBAEMOr0  KOMMOHEHTa.
Hanpumep, KOMMOHeHT AGENT [O/KEH 3anyckatbCcs Ao
KOMMOHeHTa DAEMON, No3ToMy B mmc-(aline ans

napamMeTp Depends WMeeT 3HayeHue " AGENT".
Ecnu nopobHble 3aBMCMMOCTM OTCYTCTBYIOT, TO nNapaMmeTp
MOXeT 6bITb NPOMyLUEH;

e Components: CNUCOK 6WHAapHbIX HaiioB KOMMOHEHTOB,
3aMnyckaeMblX nNpuW  CcTapTe MNpuioXeHuss.  KOMMOHEeHTHI
3aMycKaloTcs B TOM MOpsiike, B KOTOPOM NepeydncneHsl. Ans
KaXKA0ro M3 KOMMOHEHTOB Yepes npoben ykasbiBaloTcs:

O ApryMeHTbl KOMaHAHOWN CTPOKU (MOTYT 6biTb 3aK/THOYEHbI B
KaBbI4KW);

o0 MakcuManbHOe  BpeMsi,  OTBOAMMOE  Ha  3anycK
KOMMOHEHTa;

O MakcumanbHoe BpeMs A/ OCTaHOBKW;
© Twun onoseleHWs 1 Npasa Ans 3anycka.

Tun OMNOBELLEHNS YKasblBaeT, KyAa BbICbUIaTb COOBLIEHMS O
609X KOMNOHeHTa. OH MOXET MPUHMMAaTb 3HayeHus MATL
(ocywecTBnsieTcs OTCbUIKA OMOBELUEHMI MO Mo4yTe) U LOG
(vHdopMaums o cboax TONbKO 3anucbIBaeTCa B 0r).

MpaBa Ans 3anycka yKasblBaloT rpynny W Monb3oBaTens, C
YbMMM MpaBaMu ByfeT 3anyckaTbCsl KOMMOHEHT.
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Mpumep mmc-caina Aans Linux:

Application "DAEMON"

FullName "Dr. Web (R) Daemon"
Path "/opt/drweb/"
Depends " AGENT"
Components
# name args MaxStartTime
MaxStopTime NotifyType User: Group
drwebd "-a=local: /var/drweb/ipc/.
agent --foreground=yes" 30 10 MAIL drweb:
drweb
EndComponents

EndApplication
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KoHconbHbIW ckaHep Dr.Web
Scanner

KOHCO/bHbIN CKaHep CNYXWUT Ans obHapyXXeHus
W NIEYEHUS] BUPYCOB HA NIOKaNbHOW MalmHe. KOHCOMbHbLIA CKaHep
NpeACTaBNeH UCMONHSEMbIM MoflyNieM drweb.

npoBepsieT ykasaHHble Mpu 3anycke dainbl u
3arpy3odHble  3aMuCM  yKasaHHbIX AWCKOB. [nsi  aHTUBMPYCHOM
MPOBEPKU N NeYeHuns ncnonblyet AHTUBUPYCHOE
a4po M BUPYCHble 6a3bl, HO He WCMNonb3yeT
pe3vAeHTHbIM MoAaysb (paboTa npow3BoanTCS
HE3aBMCMMO OT HEro).

3anyck

3anyck ocyliecTBndeTcAa KOMaHzaoM:
$ %bin dir/drweb

B Tom cnyyae, ecnn katanor $bin dir BHeCeH B MepeMeHHyio
OKpY>X€HUsi KOMaHAHOW 060M04kM PATH, 3anycK OCYLLECTBAsSETCS
U3 NpoW3BOMILHOrO KaTanora. CrnefyeT ydyecTb, YTO MNOCAEAHWN
BapuaHT He PEeKOMeHAYeTCs M3 coobpaxeHnin 6€30nacHOCTH, PaBHO
Kak U CcO3gaHvWe CUMBOSIMYECKOWM CCbIIKM Ha WCMOSHAEMbIM dain
drweb B kakoM-N160 M3 KaTanoroB TMMa

/bin/, /usr/bin/ nT.A.

MOXeT OblTb 3anyweH Kak C npaBaMu
aAMWHWCTpaATOpa, Tak M C npaBaMuM O6LIMHOrO MONb30BaTENS.
PasymeeTcs, B nocnefHeM ciydyae npoBepka 6yaeT BbIMOSHATHCS
TOMbKO B TEX KaTasorax, K KOTOpbIM MOSb30BaTe/lb MMEET A0CTYN
Ha YTeHUe, a NleyeHne 3apaXkeHHbIX dainoB 6yaeT NPoU3BOANTLCS
TONbKO B KaTanorax, B KOTOPbIX OH WMeeT MNpaBO Ha 3anucb
(0bbl4HO 3TO AOMaWHWA  KaTanor nosb3oBaTens, $SHOME).
CywecTBYIOT U ApYyrMe orpaHUYeHNs Npu 3anycke
B MOJIb30BaTE/IbCKOM pEeXWUMe, HanpuMmep, Ha MepeMelleHne wu
nepenMeHoBaHne 3apaxeHHbIX (alnos.
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Mocne 3anycka Ha 3KpaH BbIBOAMTCS 3acTaBKa C
Ha3BaHMeM MporpaMMbl U ee UueneBoi nnaTthopMbl, HOMEPOM
BEPCUM 1 AATOW ee BbIMYCKa, KOHTAKTHLIMWU KOOPAWHATaMM.

Hanee BbiBOAUTCSA cooblEeHNne O PperncTpaunoHHbIX AaHHbIX
Nnonb30BaTeNs U 3arpyske BUPYCHbIX 6a3 , BKJIIOYas nx
06HOBNEHUS, €CNIN OHW bW YCTaHOBNEHbI:

Dr. Web (R) CxaHep zmia Linux v6.0.1 (19 derpansa 2010)
Copyright (c) MWrope HJanHmnos, 1992-2010

"IokTop BeB", MockBa, Poccuiickasa denepalms.
Texnonmepxka: http: //support. drweb. com/

Ornmen mpomax: http://buy. drweb. com/

Bepcusa obojouxkm: 6.0.1.10060 <API:2.2>
AnTMBUPYCHOe ampo: 6.0.1.9170 <API:2.2>
Barpyska /var/drweb/bases/drwtoday. vdb - 0Ok,
BMPYCHEIX 3anmceir: 1533

Barpyska /var/drweb/bases/drw60012. vdb - Ok,
BMpPYCHEIX 3anmceir 3511

Barpyska /var/drweb/bases/drw60000. vdb - Ok,
BUPYCHEIX 3anmcein 1194

Sarpyska /var/drweb/bases/dwn60001. vdb - Ok,
BUPYCHBEIX 3anucei: 840

Sarpyska /var/drweb/bases/drwebase. vdb - Ok,
BUPYCHEIX 3anuceinr 78674

Barpyska /var/drweb/bases/drwrisky. vdb - Ok,
BMPYCHEIX 3anmceir 1271

Barpyska /var/drweb/bases/drwnasty. vdb - Ok,
BUPYCHEIX 3anucein 4867

BupycHex zanmuceirz 538681

KmoueBo dayr /opt/drweb/drweb32. key

HoMep JMLIEeH3MOHHOTO KJimda: XXXXXXXXXX

IJaTa axkTuUBaLUMM JIMLEH3MOHHOT'O KJUa: XXXX-XX-XX
JIaTa McTeueHMI IOeVICTBUA JIMLUEH3MOHHOTO KJoua: XXXX-
XX-XX

Mocne 3Toro BO3BpaLIAETCS NpUrnaweHne KoMaHAHO! 060104KM.

Mpw 3anycke C MapaMeTpaMy Mo YMOMYaHUo He
ocyllecTBnsieTcs neyeHwue 3apaXEeHHbIX daiinos. He
NpeAycMOTPEHbl TakKe [AeWCTBUS B OTHOLEHUM HEU3NEYUMbIX
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daiinoB M noao3puTenbHbIX dainos. Bce 3Tu aeicTeus TpebytoT
yKasaHusl [OMOSIHUTENbHbLIX MapaMeTpoB KOMaHAHOW CTPOKU -
napameTpoB AeicTBuS.

Habopbl napaMeTpoB AEWUCTBUS MOFYT pPa3nyaThCs B  KaXkOM
KOHKPETHOM  C/lyyae, OfHako  06blMHO  MpeACTaBnATCS
uenecoobpasHeiMu cneaytowme:

e cu - JleyeHue 3apaxeHHbIX (PalifioB U CUCTEMHbIX 0bBnacTen,

6e3  yaaneHuss, MepeMelleHuss  UAW  NepeMMeHOBaHMUs
3apaXeHHbIX (aitnos;

e icd - yganeHue Heuzneynmmbix ainos;
e Spr - MNepevMeHOBaHME NOA03PUTENBHLIX haloB.

e spm — MepeMelleH1e NoAo3pUTENbHbIX haltfoB;

3anyck C napaMeTpoM JIEYEHUS cu O3HaYaerT,
yTO MporpaMmma npeanpuMeT MOMbITKY BOCCTAaHOBUTb COCTOSIHUE
3apaXeHHoOro obbekTa. 3TO BO3MOXHO TONbKO TOrAa, Koraa
06Hapy>XeH W3BECTHbLI BUPYC, NpUYEM HEOBXOAMMbIE MHCTPYKLMM
Mo M3NEYEHUID MMEIOTCS B BUPYCHbIX 6as3ax, OAHaKO U B 3TUX
Cnyyasix NOMbITKA W3NEYEHUs MOXET He O6biTb  YCNELHOW,
HanpuMep, ecny 3apaXxeHHbIn dhain yxe cepbesHo NoBpeXaeH.

Ecnu npu npoBepKe apXMBOB B WMX cOCTaBe 6biiM OBHApYXXEeHbI
3apaKeHHble dalnbl, neyYeHue MNOCNeAHMX, Kak W yaanedue,
nepeMelleHne WAM MNepevMeHoBaHMe, He npousBoauTcsa. [nd
YHUUYTOXEHUS BUPYCOB B TakMX O6BEKTAX apXuBbl AOSKHblI 6bITb
BPYYHYIO  pacrakoBaHbl ~ COOTBETCTBYOUWMMW  MPOrPaMMHbIMM
CPeACTBaMM, XeNnaTesnbHO, B OTAESNbHbINA KaTanor, KoTopbii u 6yaeT
YKasaH KakK apryMeHT rnpu NOBTOPHOM 3anycke

Mpw 3anycke C NapamMeTpoM yaaneHus icd nporpaMmma yHUYTOXMUT

3apaXeHHblii hain Ha aucke. ITOT NapaMeTp LenecoobpaseH Ans
Hensneynmmblx (HEO6paTUMO NOBPEXAEHHBIX BUPYCOM) (aiinos.

MapamMeTp MNepeuMMEeHOBaHUS spr Bbi3bIBAET 3aMEHY PacUMpPeEHUs!
MMeHu daiina Ha HEKOE YCTaHOBMEHHOE (M0 YMOMUaHUIO «* . #7272 »,
T.e. MepBblii CUMBOJST PAaCLMPEHUSI 3aMEHSETCS CUMBOJNIOM <« »).

3TOT napaMeTp LenecoobpasHo NpuMeHsTb ans dainos apyrmx OC
(Hanpumep, DOS/Windows), BbISIBNEHHbIX MNPU  3BPUCTUYECKOM
aHanuse Kak noao3puTenbHble. epenMeHoBaHWe  caenaet
HEBO3MOXHbIM C/ly4alHbIM 3anycK MCMOMHSAEMbIX MOAyNnen B 3TUX
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cucTemax, sarpysky aokymeHtos Word unu Excel 6e3 nanbHeiuei
NpPOBEPKM M TakUM 06pasoM NpefoTBPaTUT 3apaKeHUE BO3MOXXHbIM
BYPYCOM W AaNbHENLLIEE €ro pacnpoCTpaHeHue.

MapameTp nepeMelleHnsi spm MEPEMECTUT 3apaXeHHbln (1au
MoAo3pUTENbHbIN) (ain B nNpeaHasHa4YeHHbIM AN 3TOro Kartanor

(no ymonyaHuio $var dir/infected/) . lNoka oH
UMeeT YUCTO TeopeTuyeckoe 3HadeHue: ansa dainnos apyrux OC
nepeMeLleHne He UMeEeT CMbICNa, T.K OHW He MOryT HaHecTWu Bpeja
UNIX-cucTeMe, nepeMelleHne xe noao3puTenbHbiX dhaiioB camom
UNIX-cucteMbl MOXeET Bbl3BaTb owmbku B paboTe cucTeMbl, BMIOTb
[0 MOMHOro ee 0TKasa.

B pesynbtate ¢opMa  3anycka ans
NMOBCEAHEBHOMO UCMOMb30BaHNSA NPEACTABNSAETCA CleaytoLei:

$ drweb <nyrs> -cu -icd -spm -ar -ha -fl- -ml -sd

Takas koMaHAa MoXeT 6bITb COXpaHeHa B BMAE TEKCTOBOIMoO cbana,
KOTOprVI 3aT€M C NOMOLLBbIO KOMaHAbl:

# chmod a+x [ mMa dalal

MOXeT 6biTb 0hOPMNIEH KaK CLEHapuil KOMaHAHOW 060/10UKM UMK
cepust cUeHapMeB ANs PasNYHbIX CUTYaLMIA.

MapaMeTpbl KOMAHAHOWU CTPOKMU

O6wwmit hopmat 3anycka NporpamMmbl CrieayoLWmii:

$ %bin dir/drweb <nyTb> [ mapaMeTprl KOMaHIHOM
CTpPOoKHU]

rpe <oyrtb> — MNYyTb WIM NYTU K NpOBeEpPSAEMbIM KaTanoram wuin
mMacka nposepsiembix aiinos. Ecam nyTb 3agaH ¢ npedWKCoM:
disk: //<nyre x dauny ycrponcrTsa> (halnbl yCTpOWCTB
pasMelLaloTca B katanore /dev), To 6yaeT NpoBepeH 3arpy304Hbii
CEKTOp COOTBETCTBYIOLLUETO YCTpOVICTBa n npu HEO6X0£|,V|MOCTM
npovseefeHo ero Jneyenue. [lyTb MoOXeT ObiTb NpeABapeH
Heob6a3aTeNbHbIM K/TIOYOM path.
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3anylieHHblii 6e3 mnapamMeTpoB, TOJILKO C YKasaHMeM nNyTM B
KauecTBe apryMeHTa, KOHCOJbHbI CKaHep

OCYLLEeCTBNSIET MPOBEPKY YKasaHHOro KaTanora, Mcrnosb3ys Habop
napameTpoB No ymonyaHuio (CM. HuWxe). B cneayowem npumepe
npoBepsieTCcs AOMaLHMI KaTanor nonb3oBaTens:

$ %bin dir/drweb ~
Mo OKOHYaHWM NPOBEPKM, B Clly4ae 06HaPYX eHWUSA 3apaXKeHHbIX WIN

nofo3puTenbHbix  (aiinos, BbIBOAUT
uHdopMaumo 060 Bcex Takmx daiinax B Cnefyrolem Buae:

/path/file mudmumposan [ Bupycom] UMS BUPYCA
Mocne BbiBOAa VIHCbOpMaLlVIVI O 3apaXeE€HHbIX U NOAO03PUTENbHbIX

dalnax, ecnu TakoBble 6blIM  OBGHapYXEHbI,
BblAAeT OTUET MPUMEPHO CreayowWero Buaa:

Oruer nns "/opt/drweb/tmp":

[IpoBEPEHO : 34/32 VicueneHo : 0
MudprumpoBano : 5/5 YoaseHo : 0

Mommubmxaumiz : 0/0 [lepeumvenoBano: 0
NomospuresnbHbi: 0/0 epememeno : O

Bpemsa nposepxwm: 00: 00: 02 CxopocTb : 5233 KB/s

Yucna, paspeneHHble cumBosioMm "/ ", o3HauyaloT: nepBoe - obulee
KonuyecTso daiinoB, BTOPOE - KONUYECTBO (hai/ioB B apXmBax.

Ons TOro, ytobbl NONb30BaTENb MMEN BO3MOXHOCTb MPOBEPUTH
paboToCcnocobHOCTb aHTMBMPYCa, B COCTaB AUCTpMOYTUBa NpoayKTa
BXOAMT CneumanbHblii TecToBbl ¢aiin readme. eicar. rus. C
MOMOLLBID TEKCTOBOMO pefAakTopa M3 Hero Jflerko W3roTOBUTb
nporpamMMy eicar. com (CM. yKasaHUsl BHYTpM camoro daiina),
KoTopasi BeaeT cebs nofgobHO BMPYCY, Bbi3biBasi COObLIEHME BMAa:

$bin dir/doc/eicar. com mupuumuposan Eicar Test File
(Not a Virus!)

ITOT haiin He SABNSETCS BUPYCOM M UCMOJIb3YETCS WUCKITIOUUTENBHO
ans  TecTupoBaHus. C  3TOM  LENbl0  BCE  COBPEMEHHbIE
aHTMBMPYCHbIE MPOrpamMMbl BKJIHOHAOT MHMOPMaUMIO O HEM B CBOWU
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BMPYCHble 6a3bl.

Dr.Web Scanner MoxeT ©OblTb HacTpoeH C  MOMOLLbO
MHOFOYMC/IEHHBIX MAapaMeTPOB KOMaHAHOW CTPOKU. MOJHbIA CNMCOK
napaMeTpoB KOMaH/HOW CTPOKU AN KOHCOMbHOrO ckaHepa Dr.Web
Scanner MOXHO NOMy4YUTb, 3anycTmus rnporpamMmy drweb ¢

napameTpamMn -2, —h UM —--help.

OCHOBHble MapaMeTpbl KOHCOMbHOrO ckaHepa Dr.Web Scanner
MOXHO CrpynnupoBaTb CreayowmM obpasom:

e [lapameTpbl 061aCTN NPOBEPKMU;
e [lapaMeTpbl ANArHOCTUKU;

o [apameTpbl NENCTBUN;

» [NapameTpbl nHTepdeiica.

MapameTpbl 06n1acTH NpoBEPKMN

STV NapaMeTpbl YKasblBaloT, rae cneayeT NpoBOAWTL MPOBEPKY Ha
BMPYCbI:

-path [ =] {nyrs} 3aAaeT MyTu /s CKaHNPOBaHMS.

B ogHOM napameTpe MOXeT O6biTb 3agaHo
HECKOJ/IbKO MyTei. CUMBO '=' MOXKHO OMyCTUTb,
B 3TOM C/lyyae nMyTb AN CKAHUMPOBAHMS
oTAensercs OT kaw4ya npobenoMm. MoxHO
HECKOJ/IbKO pa3 yKa3aTb K/l0Y path C pas3HbiM/
nyTsM1, B 3TOM crlyyae ol ByaT obbeamnHeHb!
B OOWH cnucok. Kpome TOro, myTu MOXHO
3a4aBaTb, He UCMOMb3ys KoY path.

Ecnn B mapameTpax 3anycka nyTb 3ajaH C
npedukcom:

disk: //<myTh k ¢alUly yOTROMCTRE>,

T0 6yAEeT NPOBEPEH 3arpy304Hblii cekTop (MBR)
COOTBETCTBYIOWEr0  YCTPOMCTBA U Mpu
HeobX0AMMOCT M MPOM3BEAEHO €ro JieYeHme.

®ain ycTporcTBa — 3TO CrneuMasnbHblid dain,
pacrofioXeHHbli B KaTanore  chaiinos
YCTPOWCTB /dev W UMEOWWA MM BuAa sdX
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win hdX, rae X — natuHckas 6ykea (a, b, c,
...). Hanpumep: hda, sda.

TakuM 06pa3oM, YTOBbI MPOBEPUTbL, HampuMep,
3arpysoyHylo 3amucb Aucka sda, Creayet
yKasaThb MyTh:

disk: ///dev/sda

Q[ +] { dam) 3afaeT npoBepKy 06bEKTOB, NEPeYNCTIEHHbIX B
yKasaHHoM daine. CumBon  «+»  (Mtoc)
NpeAnucbiBaeT He ypansTb Gain co CrmMckoM
06bLEKTOB MO OKOHYaHWM NMPOBEPKK. DTOT (ain
MOXET coaepxaTb MyTW K MEepUoAMYecku
npoBepsieMbIM KaTanoraM WM MpocTO CrMCOK
daiinoB, nognexalyux perynspHoi NpoBepKe.

-= YKas3blBaeT, 4YTO CAUMCOK O6bEKTOB AN
CKaHMpOBaHUA cneayer cuyuTaTb n3
CTaHAAPTHOro NnoToka BBoAa stdin.

-sd 3ajaeT  peKypCUBHbIM MOWCK M MPOBEPKY
alinoB BO BNIOXKEHHbIX Mankax.

-f1 YKa3biBaeT cnepnoBatb CMMBOJIMYECKMM
CCbINIKaM Kak Ans ainos, Tak U ANs Mnanok.
CcbiNkM, MPUBOASILUME K  «3aLWMKIIMBAHMIO»,
UrHOPUPYHOTCS.

-mask VIrHopupoBaTb Macku MMeH chaiinos.

MapameTpbl AMArHOCTUKMU

OTU NapaMeTpbl ONpefensioT, KakMe Tunbl O6BHEKTOB M KaKuM
06pazoM A0KHbI NPOBEPSATLCS Ha BUPYChI:

-al YKa3blBAET, YTO MO 3aA4aHHbIM MyTSM HEOGXOAUMO
npoBepsTb Bce (ainbl BHE 3aBMCMMOCTU OT UX
pacluMpeHns U BHyTpeHHero dopMaTa.

TOT napaMeTp MPOTMBOMOJIOKEH MO AEUCTBUIO
napamMeTpy -ex.

-ex YKasblBaeT, YTO MO 3afjaHHbIM MyTSM HEO6XOA VMO
NpoBEPSITb  TONMbKO  haliibl  3afaHHOrO  Tuna
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—ar[dl m r][ n]

—en[ d|l ml r][ n]

(paspelenunsi). PaspelweHuss ykasblBalOTCS B
KOH(UrypaunoHHoM chaline (3apaeTcs napamMeTpoM
-ini) B nepemeHHoi FileTypes.

lMo yMonuaHuio ocyLLecTBASETCs MpoBepka daiinos
CO CneayLWwmmMM pacluMpeHnsaMX:

EXE, COM, DLL, SYS, VXD, OV?, BAT,
BIN, DRV, PRG, BO0OO, SCR, CMD, 386,
FON, DO?, XL?, WIZ, RTF, CL*, HT*,
VB*, JS*, INF, PP?, OBJ, LIB, PIF,
HLP, MD?, INI, MBR, IMG, CSC, CPL,
MBP, SH, SHB, SHS, SHT*, CHM, REG,
XML, PRC, ASP, LSP, MSO, OBD, THE*,
NWS, SWF, MPP, OCX, VS*, DVB, CPY,
BMP, RPM, ISO, DEB, AR?, ZIP, R2?,
G%, %, TGZ, TAR, TAZ, CAB, LHA, LZH,
BZ2, MSG, EML, 7%, CPIO.

3TOT napameTp MpOTMBOMOMIOXKEH MO AEUCTBUIO
napameTpy -al.

3apaet npoBepky daiinoB B apxueax (ARJ, CAB,
GZIP, RAR, TAR, ZIP un pp.). MNoa apxvBamM B
[laHHOM CJlyYae MOHMMAKOTCS He TOSIbKO COH6CTBEHHO
apxuBbl (Hanpumep, Buaa *.tar), HO M UX oKaTble
dopmbl (Hanpumep, okaTble TAR—-apxuBbl Buaa *.
tar.bz2 n *.tbz).

Ecnhn napameTp YykasaH 6e3 [AO0MOSHUTENbHbIX
mMoaMbUKATOpPOB d, m WM r, TO B Ciay4yae
OobHapy>XeHusi apxvBa C BpeAOHOCHbIMA UMK
NoA03pUTESIbHbIMU aiinamy, npou3BoAUTCA
TOJIbKO MH(OPM1POBaHUE MOJb30BaTENsi.

Ecnv napameTp AonosHaeTcs MoandukaTopoM d, m
WM r, TO TMPUMEHSIOTCS COOTBETCTBYIOLIME
[LeNCTBUs Ans yCrpaHeHUs 06Hapy>KeHHOW Yrpo3bl.
3agaeT npoBepky daiinoB B KoHTelHepax (HTML,
RTF, PowerPoint).

Ecnv napameTp ykasaH 6e3 [4OMONHUTENbHbIX
mMoaMbUKaToOpoB d, m WM r, TO B Ciay4yae
06Hapy>XeHUsi KOHTEWHEpa C BPELOHOCHBIMA WK
nofo3puTeNbHbIMA ~ 0bbekTami,  MPOU3BOAMTCS
TOJIbKO MH(OPM1POBaHUE MOJb30BaTENs.

Ecnv napameTp fononHsaeTcs ND,CII/Id)MKaTODOM d, m



T4
))
1ﬂ

e
$

KoHconbHbIN ckaHep Dr.Web Scanner | 146

WM r, TO TpUMEHSIOTCS COOTBETCTBYIOLMNE
[ EeVCcTBUS ANS YCTpaHeHNsi 06Hapy XEHHOM Yrpo3bl.

-ml[ dl m| r][n] 3aAaeT NpoBepKy (aiioB MOYTOBbIX MPOrpaMM.
Ecnv napameTp ykasaH 6e3 [AOMOSHUTENbHbIX
mMoaudukaTtopoB d, m WM r, TO B Cly4yae
obHapyxeHust dalna C BPEeLOHOCHBIMA WK
noao3puUTesibHbIMA 2N1EMEHTamMu, npon3BoaAUTCA
TOJIbKO MHMOPMMPOBaHWE MOJIb30BaTENS.
Ecnv napameTp AonosHSeTCs MoaUdMKaTopoM d, m
WM r, TO TpUMEHSIIOTCS COOTBETCTBYIOLME
[LeNCTBUs Ans yCrpaHeHUs 06Hapy>KeHHOW Yrpo3bl.

-upn MpoBepka MCMoMHseMbIX halinoB, ynakoBaHHbIX
LZEXE, DIET, PKLITE, EXEPACK 6e3 BbiBOAQ MMEH
YTWIUT ynakoBkW (B MPOTMBHOM Cllyyae uMs
YTUIUTbI-yMakoBLuvka 6yaeT  BbIBOAWTbCS Ha
3KpaH).

-ha 3alaeT MCMosib30BaHWE 3BPUCTMYECKOrO aHasvsa
A5 MOVCKA HEU3BECTHbIX YrPO3.

Ona HEKOTOPbIX napamMeT poB AOOCTYNHbI TaKXe cnepymowme
AOMOJIHUTEJIbHbIE MO,D,VICbVIKaTOpr .

e d — WCMONb30BaTh yAaneHue 06bekTa ANs YCTPaHEHNS Yrpo3bl;

e m — WCMOMb30BaTh MepeMelleHne obbekTa B KapaHTwd Ans
YCTpaHeHws yrposbl;
e r — ICMOMb30BaTb MEpeVMeHoBaHWe Ob6bekTa AN YCTpaHeHus

yrpo3bl (NepBblii CUMBOJT PaCLUMPEHUS 3aMEHSIETCS HA CUMBON «#>);

e n — He yKasblBaTb B OTYETE TUMbl apXMBaTOPOB, KOHTENHEPOB,
MoYTOBbIX (DAIIOB MM YMAKOBLMKOB.

Mpu OB6HApY>XeHWUV BPELOHOCHbIX 3/IEMEHTOB B COCTABHbIX O6beKTax
(apxuBax, KOHTEWHepax, YMaKOBaHHbIX WM TMOYTOBbLIX ainax),
yKa3aHHOe [eiCTBUE NpUMEHSIETCS KO BCEMy COCTaBHOMYy OO6bekTy
LENIMKOM, @ He TOJIbKO K BPEAOHOCHOMY 3/IEMEHTY.
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MapameTpbl geicTBUA

3TW napaMeTpbl OMpPeAensioT, Kakue AeWUCTBUS [OOSKHbI ObiTb
BbIMOJIHEHbI B OTHOLWEHWM 3apaxeHHbIX (MM MOAO03PUTENbHbIX)

06bEeKTOB:

-cul d| m r]

-ic[d| m r]

-spl dl m r]

—adw[ d| m| r| i]

-dls[d|l m r| i]

~jok[ dl m| r| i]

3apaeT geicTeue aAns UHGUUMPOBaHHbIX (alios u
3arpy304HblX CEKTOPOB A MCKOB.

Ecnv napameTp YykasaH 6e3  [AO0MOSHUTENbHbIX
MOAMDUKATOPOB, TO  MPOW3BOAUTCS  NIEYEHUE
M3/IeUMMbIX O6BLEKTOB U Yy[aNeHWe HeusneunMbix
aiinoB (ecnm gpyroe He 3aflaHo MapamMeTpoM -ic
). [ononHuTEenbHblE MOAMbMKATOPbl MO3BONSIOT
3a4aTh MHOE AEeiCTBME B3aMeH JIeYEHMs,, HO OHO
MPUMEHSIETCS  TONMbKO  ANS  MHGULMPOBAHHbIX
davinos. [eictBrMe ANg Heusneummbix (aunoB B
TakoM CJlyyae J0/MKHO 6biTb 3a4aHo MapameTpoM -
ic.

3apaeT AeNCTBYE ANS HEM3NEYMMbIX (alinoB.

Ecnv napameTp ykasaH 6e3 [4OMONMHUTEsbHbIX
MOAMMMKATOPOB, TO  MPOM3BOAUTCA  TO/bKO
nHpopMpoBaHum 06 yrpose.

3agaet AeiicTBre ANs NoA03pUTESbHBIX (halinios.

Ecnm napameTp ykasaH 6e3 [AOMOSAHUTENbHbIX
MOAMMMKATOPOB, TO  MPOM3BOAUTCS  TOJbKO
nHbopM1MpoBaHuM 06 yrpose.

3apaet geuncteue AN GalnoB, CoaepXalumx
peKfiaMHble MporpamMMbI.

Ecnv napameTp ykasaH 6e3 [AOMOSHUTENbHbIX
MOAM(MKATOPOB, TO  MPOM3BOAUTCS  TOMbKO
nHdopM1poBaHuM 06 yrpose.

3apgaer pgeiictBue and Galnos, coaepKalimx
NporpamMMbl 103BOHa.

Ecv napameTp YykasaH 6e3  [AO0MOSHUTENbHbIX
MOAMMMKATOPOB, TO  MPOU3BOAUTCS  TOMbKO
MHhOpMMpOBaHUM 06 yrpose.

3agaer pgeiictBue aAnd  GalnoB, coaepKaLimx
NpOrpamMMbI-LLIYy TKN.

Ecnm napameTp ykasaH 6e3 AOMOAHMTENbHbIX

147



T4
))
‘ﬂ

e
$

KoHconbHbIN ckaHep Dr.Web Scanner | 148

MOAMMMKATOPOB, TO  MPOM3BOAUTCA  TOJbKO
nHpopMpoBaHuM 06 yrpose.

-rsk[d|l m r| i] 3agaetr pencTeMe AN GaiinoB, CoAepXalLuX
MOTEeHLUMaIbHO OMacHbIe MPOrpaMMbl.
Ecnv napameTp YykasaH 6e3 AO0MOSHMTENbHBIX
MOAMMMKATOPOB, TO  MPOM3BOAUTCA  TOJbKO
nH(opMMpoBaHuM 06 yrpose.

-hck[d|l m r| i] 3agaeT pAeictBuMe aAns  GalnoB, coaepXallimx
nporpamMmbl, UCMosb3yeMble AN B3/l0Ma.
Ecnv napameTp ykasaH 6e3 [AOMOAHWTENbHbIX
MOAMMMKATOPOB, TO  MPOM3BOAUTCS  TOJbKO
MHpopMMpoBaHuM 06 yrpose.

[JononHuTenbHble MoauduKaTopbl 3a4atT AelcTBUe, HeobxoanMoe A
YCTpaHeHus! yrposbl:
e d —ypanexve daina;
e m — nepemelleHue daiina B KapaHT uH;
e r — TrepeuveHoBaHue anna (NepBbii CUMBOM  pacLUMpPEHUs
3aMEHSIETCS HA CUMBON «#»);

e i — UrHopMpoBaHWe (AOCTYMHO TOMbKO AN HE3HAUMTENbHbBIX Yrpos,
HanpuMep, PeKnaMHbIX MPOrpaMM); MpU  UCMOMb30BaHUM  3TOrO
MoaudbmKaTopa 06bekT nponyckaeTcs 6e3 Kakux-nmbo AencTBun u
onoBelleHne coobLyeHre 06 yrpose He BbIBOAUTCS.

Mpy 0B6Hapy>XE€HMM BPEAOHOCHBIX 3/IEMEHTOB B COCTaBHbIX ObBbeKTax
(apxvBax, KOHTEMHepax, YMakoBaHHbIX WM MOYTOBLIX (ainax),
yKa3aHHOe [elCTBME MPUMEHSIETCS KO BCEMy COCTABHOMy OGbLEKTY
LIEIMKOM, @ He TOJIbKO K BPEOHOCHOMY 3/IEMEHTY.

MapameTpbl vHTEepdeiica

3TV NapameTpbl ONpeaenstoT yCI0BUS BbiBOAA pe3ynbTaToB paboThbl
KOHCONbHOro ckaHepa Dr.Web Scanner:

-v, -version, 3afjaeT BbIBOA MHGOpPMaLMM O Bepcum
-—version npoaykTa W BEpCUMM aHTUBUPYCHOTO
aapa " 3aBepLUeHre paboTbl
KOHCOJIbHOrO cKaHepa Dr.Web

Scanner.
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-ki

-go

-ot

-oq

-ok

-log

[+]

{nyTe x danmay}

-ini

-1lng

{nyTe k banmay}

{nyre x obanmny}

3apaeT BbiIBOA MHMOPMaLMKM O IMLIEH3UN
n ee Baaenble (TOﬂbKO B KOAUPOBKE
UTFS8).

3ajaeT MaKeTHbIi  pexuMm  paboThbl
KOHCOJIbHOrO cKaHepa Dr.Web
Scanner. Bce BOMPOCHI,
noapasymeBalolliMe oXxuaaHne OTBeTa
OT Mo/b30oBaTens,  MpoMycKaklTcs;
peLleHus, Tpebyowwme Bbl6oOpa,
NPUHMMAKOTCS  aBTOMAaTUYeCKU. DTOT
pexvM MONMe3HO WCMoNib30BaTb AN
aBTOMATUYECKON MNPOBEPKKU  halsIoB,
HampuMmep, Mpu  eXeAHEBHOM  uu
€XeHefleNlbHOM  MpOBEPKE  XECTKOro
AvcKa.

MepeknoyaeT BbIBOA MHbOpPMALMM Ha
CTaHAAPTHbIN BbIBOA (s tdout ).

OTKMOYaeT BbIBOA WMHbOPMALMKM  Ha
3KpaH.

3ajaeT  BbIBOA  MOSIHOMO  CMCKa
CKaHMpyeMbIX 06bEKTOB, COMPOBOXAAs
6e30mnacHble 06bEKTHI MOMETKOMN OK.

BkitoyaeT MpoTOKONMpoBaHve paboThbl
KOHCOJIbHOr 0 CcKkaHepa Dr.Web
Scanner B YykasaHHoM daiine. [pu
OTCyTCTBUM  UMeHM daina OoTuyeT
3anucbiBaTbC Ha 6yaer. CumBon «+»
(nnoc) npeanvcbiBaeT He
nepesanucbiBaTh  ain  oTyeTa, a
[06aBNSTb HOBYIO MH(OPMaLMIO.

3ajaeT  WUCMONb30BaHWE  YKa3aHHOro
KOHMUry pauyoHHOro daiina. Mo
YMOMUYaHUIO  KOHMUIypaLMOHHbIN - daiin
HEe BXOAWUT B COCTaB KOHCO/IbHOFO
ckaHepa Dr.Web Scanner.

3ajaeT  UCMONb30BaHME  YKa3aHHOro
a/lbTEPHATMBHOrO $3bIKOBOro daiina.
Mo yMOMYaHUIo MCMOJb3yeTCsl
QHTTIMIACKWN A3bIK.
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-a = {anpec Arenra} 3anyCcTuTb KOHCOJMbHBIN CckaHep Dr.
Web Scanner B pexviMe
LIEHT pasiM30BaHHOM 3aLMUT bl noza
ynpaBneHvem BblbpaHHoro Dr.Web
Agent.

-ni OTkJovaeT UCrosb30BaHue
KOHUIry pauvoHHOro arina ans
HACTPOMKM KOHCOMIbHOro CckaHepa Dr.

Web Scanner. HacTpoiika
CKaHMPOBaHWS B laHHOM cilyyae 6yaeT
OCYLLECTBNATHLCA TONbKO C

1CMoSIb30BaHWEM  MapaMeTpoB 3
KOMaHA HOM CT POKMU.

s 3anpeLaeT BO3MOXHOCTb MpepblBaHus
NPOBEPKM, B TOM YMCre Npu nonyyeHum
cUrHana octaHoBkm npouecca (SIGINT).

--only-key Mpu 3anycke oT Dr.Web Agent 6yaert
rnosyyeH TONbKO KIII0YEBOW daii.

HekoTopble ¥3 MapaMeTpoB OTMEHSIOT COOTBETCTBYHOWEE WM
JeincTBMe, ecn OKaHYMBAKOTCA CMMBOJIOM MUHYyca (6e3 npobena). K
HUM OTHOCSITCA Cneaylowme napameTpsbl:

-ar -cu -ha -ic -fl -ml -ok -sd -sp

HanpumMep, npu 3anycke KOHCONbHOro ckaHepa Dr.Web Scanner
KOMaHAoN BuAaa:

$ drweb <nyres> -ha-

npoBepka 6ynet NpOM3BOAMTLCA 6e3 1CMOosb30BaHNS
SBPUCTUHECKOTO aHaNIu3aTopa, KOTOPbIA 06bIYHO MO YMONYaHUIO
BK/TIOYEH.

Ona napameTpoB -cu, -ic M -sp «OTpuuatenbHas» Qopma
OTMEHSIET BbINOJIHEHME /O6bIX AEWCTBUWA, YKa3aHHbIX B  UX
OonucaHmu. ITO O3HayaeT, 4YTO MHPOpPMaUMS O 3aPAKEHHBIX W
NnoAo3puUTENbHLIX 06bekTax byaeT ¢UKCMPOBaTbLCS B OTYETE, HO
HUKAKUX AEWCTBUI NOJ YCTPaHEHWIO NPEACTaBIsEeMbIX UMW Yrpo3
npeanpuHuMartbcs He byaer.
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Ona napameTpoB -al M -ex «oTpuUaTenbHas» GopMa He

NpeaycMOTpeHa, OfHaKo 33fjaHMe OfHOro W3 HUX OTMeHsieT
AeNcTBUe Apyroro.

Ecnu He NpousBOAMINCE AENCTBUS MO NMEpPEHACTPOWKe MPOrpaMMmb,
TO NO yMon4yaHuio (To ectb 6€3 0TAENbHOro yKasaHWs NapaMeTpoB)
3anycKaeTcs C napameTpamu:

-ar -ha -fl- -ml -sd -al -ok

STOT Habop MapaMeTpoB MO YMONYaHWUO (BKJTHOYAIOWMI NMPOBEPKY
apxvMBOB M YnakoBaHHbIX (ainos, (ainoB MOYTOBLIX MPOrpamm,
PEKYPCUBHbIA MOWUCK, 3BPUCTUYECKUI aHanu3 U T.4.) AOCTaTOYHO
uenecoobpaseH Ans uenen AMarHoCTUKM M MOXET MCNO/b30BaThCsl
B 6GOMbUMHCTBE TWUMWUYHBLIX crydyaeB. Ecnu  kakol-nn6o w3
napamMeTpoB MO YMOJSTYaHMIO HE HY)XXEH B KOHKPETHOMN CUTyaLun, ero
MOXHO OTKIOYMWUTb, YKasaB MoOCNe Hero MWHYC, Kak 3To 6biio
MoKasaHO Bbllle Ha npuMepe napamMeTpa -ha (Mcnosnb3oBaHWe

).

CneayeT 006aBUTb, YTO OTK/OYEHUE MPOBEPKM apXVMBUPOBAHHBIX M
YNakoBaHHbIX (DaiifloB pes3ko CHMXKAET YPOBEHb aHTUBMPYCHOW
3allKUThI, T.K. MUMEHHO B BMAE apX1BOB (uacTo
CaMOpacnaKoBbIBAIOLIMXCA) PacnpoCTpaHaoTCs dhaiinosble BUPYChl B
BUAE MOYTOBbLIX BNOXEHWWA. [JOKYMEHTbl MPUKIAAHbIX Mporpamm,
NoTeHUManbHO NOABEPXKEHHbIE 3apaXXeHUto Makposupycamu (Word
, Excel v gp.), Takke 06bIMHO NEpechINaloTCs MO 3/1EKTPOHHOM
nouTe B apXMBMPOBAHHOM U YNakoBaHHOM BUAE.

Mpwu 3anycke C mapaMeTpaMy Mo YMOMYaHUIo He
ocyllecTensieTcs nevyeHue 33apaXEHHbIX daitnos. He
npeaycMoTpeHbl TakKXe ,CI,EIL/IICTBVIFI B OTHOLWEHUN HeUnsnedynMbix
alnoB u nomospuTenbHbIX ¢ainos. Bce 3T aencTeus TpebyloT
YKasaHWsl AOMOMIHUTENbHBLIX MapaMeTpoB KOMaHAHOW CTPOKM -
napaMeTpoB AENCTBYS.
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HacTtpoiku

MOXHO MCnonbL308BaTh C HacTpoWikamu no
YMOJI4aHWIO, HO 3HauuTenbHO YyaobHee HacTpouTb ero Aans
COOTBETCTBUSA KOHKPETHbIM TpeboBaHuaM n yCnoBusam
akcnnyataumu.  Hactpoiiku XpaHATCA B
KOH(pUrypauMoHHoM  daitne  nporpaMmbl (MO YMOJYaHUIO
drweb32. ini), KOTOpPbI pasMeLlaeTcsl B KaTanore

$etc _dir. [na MCrnofib30BaHUS [APYroro KOHMWUrypaumoHHOro
dalina nonHbIM NyTb K HEMY Heo6X0AMMO YyKasaTb MapamMeTpoM
KOMaHAHOW CTPOKM Mpu 3anycke , Hanpumep:

$ %bin dir/drweb -ini=%bin dir/etc/drweb. ini

YCTPOMCTBO KOHGUrypaLMOHHOrO alina M KpaTKoe onucaHue
npaBu/ 3afaHns NapamMeTpoB KOHMbUrypaummu npueefeHsl B pasaene

Cekuwma [Scanner]

EnginePath = PacronoxeHne ™moayns drweb32. dll

{nyTe x odaiy) (AHTMBMpYCHOE AP0 ).
DTOT MapaMeTp TaKkXe WCMosb3yeTcs
mMoAYyieM 06HOBEHNS

3HayeHve nNo YMOIYaHUIO
EnginePath = $bin dir/lib/
drweb32. dl1l

VirusBase = Macku onsi nogKoYaeMbiX BUPYCHbIX 6a3.
{ cnmcox macok OTOT napaMeTp TakXe WCMonb3yeTcs
danmos} mMoayneM ObHOBNEHMS

JonycTuMo  MepeynciieHne  HECKOSbKMX
MaCOK Yepes 3ansTy!o.

Mo yMonyaHuio BUpYCHble 6a3bl XpaHsiTcs B
(aiinax ¢ paclumpeHueM. vdb

3HayeHue N0 YMOYaHUIO:
VirusBase = %var dir/bases/*.
vdb
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UpdatePath =
{nyTe k KaTaJjJory}

TempPath =
{nyTe kK KaTaJoOTy}

LngFileName =
{nyrs x obanmny}

Key =
{nyTe K KJIOUEeBOMY
bany}

OutputMode =

{Terminal | Quiet}

KoHconbHbI# ckaHep Dr.Web Scanner

OTOT MapaMeTp WCroSb3yeTcs MOAYJIEM
obHoBnenna Dr.Web Updater n gomxeH
6bITb 3aaaH 0693aTeNbHO.

3HayeHve No YMOIYaHUIO
UpdatePath = $var dir/
updates/

3ToT KaTasnor MCMosb3yeTcs
AHTMBUPYCHbIM saapoM Dr.Web Engine
[N1S1 CO3AaHUs BPEMEHHbIX (halnoB.

Mpn  HopmanbHOM  paboTe  KaTanor
NpaKTUYEeCKM HEe UCMOMb3YETCsl, OH Hy>XeH
LN pacrnakoBKM  HEKOTOPbIX  BUAOB
apXMBOB, WM KOTAa B CUCTEME HE XBaTaeT
namsTy.

3HayeHuWe Mo YMOIYaHUIO:
TempPath = /tmp/

PacnonoxeHuve arina SA3bIKOBbIX
pecypcoB. Mo  ymonyaHuio aiinbl
S3bIKOBbIX PECYPCOB UMEIOT pacLLUMpEHUE .
dwl

3HayeHuve Mo YMONYaHUIO:
LngFileName = %bin dir/lib/
ru_scanner. dwl

Pacrionoxexue K/l04YEBOro daiina
(MMLEH3MOHHOTO UM [IEMOHCT PALIMOHHOIO).
Mo yMonuaHuio KveBo daiin mMeeT
paclmpeHye . key

3HayeHve no YMOIYaHUIO
Key = %bin dir/drweb32. key

Pe>xxum BbiIBOAA MHGOPMALIMK NpK 3anycke:
e Terminal — BblBOA Ha KOHCOJb,
e Quiet — OTMEHSET BbIBOA.

153



T,
A

A

»
~

KoHconbHbIii ckaHep Dr.Web Scanner | 154

3HayeHuve Mo YMOMYaHUIO:
OutputMode = Terminal

HeuristicAnalysis = BkloUeHMe/OTKOUEHE  UCMOb30BaHUs

[ TR 3DBPHCT IMECKOr0 aHanvBaTopa.

DBPUCTUYECKUI aHanu3 aenaet
BO3MOXHbIM O6HApY>XEHWE HEWU3BECTHbIX
BMPYCOB MO anpuopHbIM COObpaXkeHnsaM 06

yCTpoiicTBe BUPYCHOrO Koaa.
OcobeHHOCTbIO ~ 3TOr0  TuMa  Moucka
BMpYCOB ABnseTCs BEPOSATHOCT HbIIA

XapakTep 06Hapy>XeHUs 3apaXXeHusi, 4YTO
MO3BOJISIET FOBOPUTb HE O 3apaXKEHHbIX, a
0 TMoAo3puUTENbHLIX  ObbekTax.  [Mpu
OTKJIIOUYEHUN 3TOro pexuMa
OCYLLECTB/ISETCS TOMIbKO MOUCK U3BECTHbIX
BMPYCOB MO BUPYCHbIM 6a3aM [lokTop Be6

Llenbin Knacc nporpamm BBUAY
MCMOJIb30BaHNS CXOAHOMO C BUpPycaMn Kofa
MOXET BbI3blBaTb JIOXHblE CpabaTbiBaHWS
dBpUCT MMECKOro aHanusartopa. Kpome
TOro, [aHHbIN PEXnM MOXET
He3HauuTenbHO YBENUUYNUTb Bpems
npoBepku. [laHHble 06CToATENbCTBA MOTYT
6bITb AOBOAAMA B MOMb3Yy OTKIIHOYEHUS
MCMONb30BaHWs SBpPUCT MMECKOTr O
aHanuzartopa. Bvecte c Tem, BKIOYeHKe
3TOr0  TWNa  aHanM3a  yBEe/MYMBAET
HafleXXHOCTb @aHTMBUPYCHOWM 3aLLUUTbI.

Bce daiinbl, 06Hapy>KeHHble
SBPUCT MNECKMUM aHANIM3AT OPOM, Jyulle
BCEr0 OTMNpaBWTb pa3paboTumkam uvepes
caut http://vms.drweb.com/sendvirus/.

OTnpaBKy  MOAO3pPUTENbHLIX  dalinoB
pEeKOMeHAYEeTCSl MPOM3BOAUTL CEAYIOLLUM
obpa3oM: 3anakoBaThb aln B apxuB C
naposneM, Mapofb CoobWMTL B Tene
nMcbMa, MPU 3TOM XeNaTeNlbHO MPUIOXUTb
ot4yet Dr.Web Scanner.


http://vms.drweb.com/sendvirus/
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3HayeHuve Mo YMOMYaHUIO:
HeuristicAnalysis = Yes

ScanPriority = MpvoputeT pabothl Dr.Web Scanner.

{uncnosoe sHauenme}  3yaueHne napameTpa AOMKHO ObITb B
AManasoHe OT BbICILIEr0 3HadeHus (-20)
[0 Huswero (19 Aana Linux, 20 Aand
octanbHbix OC).

3HayeHuve Mo YMOMYaHUIO:
ScanPriority = 0

FilesTypes = Cnucok TunoB ¢hainoB, KoTopble 6yayT
{ criMcox pacumpeHn NPOBEPATHLCS MNPV CKAHUPOBAHUM MO Ty,
T.e. Korga napameTp ScanFiles (cm.

banyos}
HWXE) MMEET 3HayeHne By Type.

[JonyckaloTcs cuMBosbl Macku *"'n "2

3HayeHuve no YMOIYaHUIO

FilesTypes = EXE, COM, SYS,
ovV?, BAT, BIN, DRV, PRG, BOO,
SCR, CMD, VXD, 386, DLL, FON,
DO?, XL?, WIZ, RTF, CL*, HT*,
VB*, JS*, INF, AR?, ZIP, R2??,
PP?, OBJ, LIB, HLP, MD?, INI,
MBR, IMG, CSC, CPL, MBP, SHS,
SHB, PIF, SO, CHM, REG, XML,
PRC, ASP, LSP, MSO, OBD,

THE*, NWS, SWF, BMP, MPP,
0CX, DVB, CPY, MSG, EML

FilesTypesWarnings — BblBOAUTb /N NpeaynpexaeHue o dainax
{ FOTTEEC ) HEW3BECTHbIX TUMOB.

3HayYeHMe Mo YMOHYaHUIO

FilesTypesWarnings = Yes

ScanFiles = J1oNoNHUTENbHOE OrpaHnyeHne Ha daiinbl,
{All | ByType} NoANeXaline npoBepKe.

Mpv  3apaHuMM  3HaveHWss  ByType
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YUMTbIBaOTCS paclumpennst  daiinos,
3HAYEHWs1 KOTOPbIX 3aAaHbl WM Mo
yMOSTYaHuto, nm B napameTpe
(napameTpax) FilesTypes. B npoTuBHOM
C/lyYae npoBepsitoTcs Bee daltnbl.

BHyTpM nouToBbIX  haiinioB  Bceraa
[le/iCTBYET peXxMM Al 1. 3HaUYeHNe By Ty pe
MOXET 6blTb WMCMOMb30BAaHO TOSIBKO B
pexuMe JIOKasibHOro CKaHUPOBaHMUA.

3HayYeHME Mo YMOYaHUIO
ScanFiles = All

ScanSubDirectories = I'IpOBepKa coaepXxmmoro BJTIOXKEHHbIX
{ moruueckmm} noaKaTasioros.

3HayeHu1e Mo YMONYaHUK

ScanSubDirectories = Yes
CheckArchives = MpoBepka (aiinoB, coaepXallMxcs B
{ moruueckmin} apxuBax.

MopaepXxunBatoTCs apxuBbl opMaToB Z 1P
(WinZip, InfoZIP n ap.), RAR, ARJ, TAR,
GZIP,CAB M Ap.

3HayeHuve no YMOIYaHUIO
CheckArchives = Yes

CheckEMailFiles = MpoBepka aiinoB B MouToBbIX (e-mail)
{ mornueckum} ¢0m@Tax

3HayeHure no YMONYAHUIO
CheckEMailFiles = Yes

ExcludePaths = Mackn Ans Tex ainos, KOTOpble He
T — JOMKHbI MPOBEPSITHCS.
(mMacox) } 3HayeHue M0 YMONMYaHMIO:

ExcludePaths = /proc, /sys, /
dev
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FollowLinks =
{ mornueckui}

RenameFilesTo
{ macka}

MoveFilesTo =

{nyre k KaTajory}

EnableDel eteArchi veAction

= { mornuecku}

InfectedFiles
{ mencrBUe}

KoHconbHbI# ckaHep Dr.Web Scanner

CnepoBaHve CMMBOJSIMYECKMM CCbIsIKaM Mpu
CKaH1pOBaHUN.

3HayeHure no YMONYAHUIO
FollowLinks = No

Macka 4715t nepeMMeHoBaHus (aiinos, ecim
cpaborano Rename.

3HayeHve N0 yMONYaHMIO:

RenameFilesTo = #?2°?

[yTb K KaTanory

3HayeHre N0 yMONYaHMWIO:
MoveFilesTo = %var dir/
infected/

PaspeleHve NpUMEHeHUs pencraus
Delete AN COCTaBHbIX 06bLEKTOB
(apxvuBOB, MOYTOBbIX AWMKOB, HTML-
CTpaHuLy), ecnm OHM coaepxar
3apaXkeHHble 06beKTbI.

BaXHO MOHMMAaTb, YTO MpU  HaAUYMM
[laHHOTO pa3pelueHns 6yaeT yaaneH Becb
COCTaBHOV OBbEKT, T.e. BECb apXuB Wau
BCE MWUCbMO, @ HEe TO/bKO 3apaXXeHHoe
B/IOXKEHME B MUCbMO WM 3NIEMEHT apXuBa.

3HayeHuWe Mo YMOYaHUIO:

EnableDeleteArchiveAction =
No

3ajaeT peakumto Ha obHapyxxeHue cdaiina,
3apaKeHHOr O M3BECT HbIM BUPYCOM.

napameTpa:
Report, Cure, Delete, Move,
Rename, Ignore.

YaaneHve u nepeMelleHve, 3ajaHHoe B
CBA3W C  OBHApy)XeHWEM  3apaKEHHbIX
06bLEKTOB B apxuBaX, KOHTeWHepax W
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MOYTOBbIX  fIMKAX, MPUMEHSETCS K
COOTBETCTBYIOLLEMYy apXWBY, KOHTEWHEepy
WM MOYTOBOMY SALLMKY LIESIMKOM.

3HayeHvie N0 yMONYAHMIO:
InfectedFiles = Report

,El,anee yKasaHbl NapaMeTpbl, aHanorndHble napaMeTpy InfectedFiles
3ajaloLmne peakumio NporpaMmbl Ha 0bHapyXeHne Tex Unm UHblIX 06BbEKTOB.
[ns HUX NpeaycMOTpeHbl T XXe BO3MOXHbIE 3HAaUEeHUs!, YTO U A4S
napaMeTpa InfectedFiles, KpOMe 3HAYEHUA Cure:

SuspiciousFiles = [elicTB/e, KOTOPOE HY>HO BbINONHATL B

P — cnyyae, ecnm aiin 3apaxkeH HeU3BECTHBIM
BMPYCOM WM  MpeAcTaBnsieT  coboi
MOTEHLManbHy yrpoay.

JonycTuMble 3HaYeHVsl NapaMeTpa:

Report,Delete, Move, Rename,
Ignore.

3HayeHvie N0 YMOIYaHUIO
SuspiciousFiles = Report

IncurableFiles = [lelicTB/e, KOTOPOE HYXHO BbIMOMHATL B
[ Acemmme) Cnyyae, ecnv 3apaxkeHHbll haiin He MoxeT
6bITb BblleYeH (MapameTp MMeeT CMbiCH,
TONbKO eciM InfectedFiles = Cure)

JonycTuMble 3HaYEHNs NapaMeTpa:

Report, Delete, Move, Rename,
Ignore.

3HayeHuve Mo YMOMYaHUIO:
IncurableFiles = Report

ActionAdware = [leficTBMe, KOTOPOE HYXXHO BbIMONHUTL B
cnyvae, ecm alin COAEPXUT MPOrpamMMy

{ mecrBUE}
NS nokasa peknambl (adware).

JonycruMble 3HaYeHWs NapaMeTpa:

Report, Delete, Move, Rename,
Ignore.
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3HayeHuve Mo YMOMYaHUIO:
ActionAdware = Report

ActionDialers = [lefcTBMe, KOTOPOE HY>HO BbIMOMHUTL B
{ mencrsue} cnyyae, e hain copepXXUT MporpamMMy
aBTOMATWNYECKOro [103BOHa.

[lonyCTvMble 3HaYeHUs NapaMeTpa:

Report, Delete, Move, Rename,
Ignore.

3HayeHuWe Mo YMOIYaHUIO:

ActionDialers = Report
ActionJokes = [leiicTBME, KOTOPOE HY>XHO BbIMOSHUTL B
{ mevcTBUE} cnyyae, ecnm ann coaepXuT nporpammy-

WyTKY, KOTOpasi MOXeT nyraTb Wau
pasapaxaTb Nosb30BaTens.

JonycruMble 3HaYeHWs NapaMeTpa:

Report, Delete, Move, Rename,
Ignore.

3HayeHve N0 yMONYaHMIO:

ActionJokes = Report

ActionRiskware = [leficTB/e, KOTOPOE HYXHO BbIMOMHATL B

[ meterEme) cnyvae, ecnm aiin conepXxUT
MOTEHUMaNbHO  OMacHyilo  mporpamMy,
KoTOopas MOXET 6biTb MCMoib30BaHa He
TONbKO  ee  BfagenbleM, HO #
3710y MblLLTEHHWKAMM.

[onycrumMble 3HayeHua napamMeTpa:

Report,Delete, Move, Rename,
Ignore.

3HayeHuWe Mo YMONYaHUI

ActionRiskware = Report

ActionHacktools = [lefcTBMe, KOTOPOE HY>HO BbIMOMHUTL B
{ mencrsue} cnyyae, ecnm aiin conepXuT MporpamMy,
KOTOpasi  MCMonb3yeTcs ANns  B3noMa
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ActionInfectedMail =
{ meucrBUE}

ActionInfectedArchive
= { meucrTBUE}

ActionInfectedContainer
= { melcTBUE}

KoHconbHbI# ckaHep Dr.Web Scanner

KOMMNbOTEPOB.

[lonycTuMble 3HaYeHusi mapamMeTpa:

Report, Delete, Move, Rename,
Ignore.

3HayeHuve Mo YMOMYaHUI:

ActionHacktools = Report

[elcTBue, KOTOPOE HYXHO BbIMOMHUTHL B
C/lyyae, eciu MoYTOBOE COO6LIEHVE Wn
MOYTOBbIM SILUMK COAEPXKAT 3aPaKEHHbI
06beKT.

JonycTuMble 3HaYEHNS NapaMeTpa:

Report, Delete, Move, Rename,
Ignore.

3HayeHuve Mo YMOMYaHUI:
ActionInfectedMail = Report

[elcTBue, KOTOPOE HYXHO BbIMOSHUTHL B
cnyyvae, ecnv apxuB (ZIP, TAR, RAR un ap.)
COA1EPXKUT 3apaXkeHHbI dali.

JonycruMble 3HaYeHWs NapaMeTpa:

Report, Delete, Move, Rename,
Ignore.

3HayeHve N0 yMONYaHMIO:
ActionInfectedArchive =
Report

[leiicTBUE, KOTOPOE HY>XXHO BbIMOSHUTL B
cnyyae, ecnm dain  koHTerHep (OLE,
HTML, PowerPoint »n pap.) coaepxwur
3apaXxe€HHbI 06bEKT.

[lonyCTvMble 3HaYeHUs NapaMeTpa:

Report, Delete, Move, Rename,
Ignore.
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LogFileName =

KoHconbHbI# ckaHep Dr.Web Scanner

3HayeHuve Mo YMOMYaHUIO:
ActionInfectedContainer =
Report

MapamMeTpbl perncT paummn cobbITuit:

{syslog | nyTe k

dany}

SyslogFacility

{mMeTka syslog}

SyslogPriority =

{ ypoBeHb
nonpobHoCT M}

LimitLog =
{ mornuecxkui}

VMa chaiina XypHana wim syslog, €cu
HY>KHO MCMO/b30BaTb CUCTEMHbIN CEepBUC
syslog.

3HayeHve N0 yMONYaHMIO:
LogFileName = syslog

MeTka___3anucu npu  UCMOJIb30BaHUN
cucTemMHoro cepeuca syslog.

3HayYeHMe Mo YMOYaHUIO

SyslogFacility = Daemon

YDOBEHL MOAPOBHOCTY BEAEHUS XXypHasna
npy UCMOSb30BaHUM CUCTEMHOrO CepBuca
syslog.

[lonyckaeTca UCMob30BaHWE CleayroLmx
YPOBHE:

e Error

® Alert

® Warning

® Info

® Notice

3HayeHuve Mo YMOMYaHUIO:
SyslogPriority = Info

OrpaHuyeHve pasmepa aina >KypHana,
€C/nn He ucronb3yercs syslog.

OrpaHuyeHne pasMepa daiina oTyeTta
peanuzyeTcs cnegyowmMm obpasom: npu
3anycke Dr.Web Scanner npoBepser
pa3vep ainna >XypHana, M €ciM  OH
npeBbIlaeT  3Ha4yeHuWe, 3aJaHHoe B
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napameTpe MaxLogSize, (haiin XypHana
CTUpaeTca 7] BeaeHne XYypHana
Ha4ynHaeTCs C Hy .

3HayeHu1e Mo YMONYaHUI

LimitLog = No

MaxLogSize = MakcvManbHbIM pa3mep daiina >ypHana B
{ umcnosoe suauenme} KWiobaiiTax, ecm He ucnob3yerca
syslog MLimitLog = Yes.

Ecnm ykasaHo 3HadeHve 0, pasmep daiina
XypHana npoBepsATbCcsa He byaeT.

3HayeHuve Mo YMOMYaHUIO:
MaxLogSize = 512

LogScanned = BbiBOA B >XypHan WHdbopmaumm 060 Bcex
[ eTHEEE R NpOBEPSIEMbIX 06bLEKTAX, HE3aBWUCHMO OT
TOro, 06Hapy>KeHbl BUPYChbl UM HET.

3HayeHuve Mo YMOMYaHUI:
LogScanned = Yes

LogPacked = BbiBOA B XypHan  [AOMOJHUTEIbHON
{ moruuecku) uHdopMaumm 0  dainnax, ynakoBaHHbIX
yTunutamm DIET, PKLITE v ap.

3HayeHuve Mo YMOMYaHUIO:
LogPacked = Yes

LogArchived = BbiBOA B XXypHan  [AOMOJHUTENIbHON
{ moruuecku) nHbopmMaumm 06 apxvuBaTopax.

3HayeHuWe Mo YMOYaHUIO:
LogArchived = Yes

LogTime = BbIBOA B XypHasl BPEMEHM KaXz 0l 3amnmcm.

{ mormueckmin} MapameTp UrHOpUpYeTCH, ecm
ncnonb3yetcs syslog

3HayeHure No yMONYaHMIO:

LogTime = Yes
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LogStatistics =
{ mornueckui}

RecodeNonprintable =
{ mornueckui}

RecodeMode

{Replace
intable}

RecodeChar

{(mon

"

QuotedPr

I cool

KoHconbHbI# ckaHep Dr.Web Scanner

3anucb B XKypHan CyMMapHOI‘/lI CTaTUCTUKU
3a4aHua Ang CKaHMpoBaHUA.

3HayeHure No yMONYaHMIO:

LogStatistics = Yes

MepekoaMpoBka MpU BbIBOAE B >KypHan
CVIMBOJIOB, He ABISIOLLNXCS
oTobpaxxaeMbiMA ANsi JaHHOro TepM1Hana
(cm. cnepylowme ABa NapameTpa).

3HayYeHME Mo YMOYaHUIO

RecodeNonprintable = Yes

[lpn RecodeNonprintable = Yes
3ajaeT MeTon NepeKoz MpoBKU
HeoTobpaXkaeMbIX CUMBOJOB.

[lp RecodeMode = Replace BCe
Takue CVMMBOSIbl 3aMEHSIOTCA Ha 3HayeHue
napameTpa RecodeChar (CM. HUXe).

Mpn RecodeMode =
QuotedPrintable Npou3BOAUTCA
nepeKkoampoBKa HeoTobpa>kaeMblx
cumBonoB B hopMaT Quoted Printable.

3HayeHre No yMONYaHMIO:
RecodeMode = QuotedPrintable

[lpy RecodeMode = Replace 3ajaeT
CUMBOJ1, HA KOTOpbIN ByyT 3aMeHeHbl Bce
He0T06pa>KaeMb|e CUMBOJIbI.

3HayeHve N0 yMONYaHMIO:

RecodeChar = "?"

Cne.qylou.wle napameTpbl MOT'YT 6bITb UCNONb30BaHbI ANs YMEHbLUEHNA
BpeMEHN NPOBEPKN apXMBOB 3a CHET OTKa3a OT NPOBEPKU HEKOTOPbIX
06bEeKTOB B apxuBe.

MaxCompressionRatio =
{ uncnmoBoe 3HaueHUe}

MakcuManbHbIi KO3hOULIMEHT OkaTus, T.
€. OTHOWeHWe AnvHbl  daiina B
pacnakoBaHHOM BuAe K AnuHe daiina B
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CompressionCheckThresho
1d = { uucnosoe
3HaueHue}

MaxFileSizeToExtract =
{uncnoBoe 3HaueHUe}

MaxArchiveLevel =
{ yucnoBoe 3HaueHuUe}

KoHconbHbIi ckaHep Dr.Web Scanner | 164

3anakoBaHHOM BuAe (BHYyTpu apxuea).

Ecnn koadbduumeHT npeBbiWaeT AaHHOE
3HayeHune, dann He 6yAeT M3BIEYEH WU,
COOTBETCTBEHHO, He OyneT npoBepeH.
McbMo € TakuM halinoM BOCTpUHUMAETCS
nporpamMMoi kak "noumosasi 6om6a".

MapaMeTp MOXET MNpUHMMATbL  TOJIbKO
HaTypa/nbHble 3HauyeHusl. Ecin  ykasaHo
3HayeHve 0, npoBepka KoadpduumeHTa
OKaTUs NPOBOAMUTLCS He byaeT.

3HayeHuve Mo YMOMYaHUIO:
MaxCompressionRatio = 5000

MuWHUManbHbIVM  pasvMep dalna BHYTpU
apxuBa (B KwiobaWTax), HauuHas C
KOTOporo 6yaeT NpoM3BOAUTLCS MPOBepKa
KoapduumeHta  okatus  (ecim 3TO
npeanucaHo napameT poM
MaxCompressionRatio).

3HayeHu1e Mo YMONYaHUK

CompressionCheckThreshold =
1024

MaKcvManbHbIN pa3mep daiina,
M3B/IEKAEMOr0 U3 apxmBa, B kunobaiiTax.

Ecm pasvep daina BHYTpYM apxuBa
MpeBbILAET 3TO 3HayeHue, OH Oyper
nponyweH. [icbMO € TakuMm  daiinom
BOCTPUHMMAETCA  mporpaMmoii  kak "
rnoymosasi bomba".

3HayeHure no YMONYAHUIO
MaxFileSizeToExtract = 500000

MaKcuManbHbIi  YPOBEHb  BJIOXKEHHOCTU
apxvBOB (KOr4a apxXuB BMOXEH B apxus.,
KOTOPbIV TOXE BIIOXKEH B apXVB U T.4.).

Mpy MpeBbIlEHNM 3TOr0 YPOBHS apXuB
6yner nponyweH (He 6yAeT MpOBEPEH).
McbMo € TakuM haiinioM BOCTPUHMMAETCS
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MaximumMemoryAllocation
Size = { umucryoBoe
3HaAUeHMe}

ScannerScanTimeout =
{ uncnmoBoe 3HaueHUe}

MaxBasesObsolescencePer
iod = { uucmosoe
3HaUeHue}

KoHconbHbI# ckaHep Dr.Web Scanner

nporpamMMoi kak "noumosasi 6om6a".

Ecnv  ykazaHo 3HaveHve 0, ypoBeHb
BJ/IOXXEHHOCTU  MPOBEPSEMbIX  apXWBOB
npoBepsATbLCA He byaerT.

3HayeHuWe Mo YMOIYaHUIO:
MaxArchivelevel = 8

MakcumanbHbIi  pa3Mep  maMsaTu B
merabanTax, Bbl1€1SEMON Dr.Web
Scanner npuW CKaHMpPOBaHWM  OAHOro
daina.

Ecnn yctaHoBneHo 3HauveHve 0, pa3mep
BblJ€/IIEMON NaMATU He OrpaHU4eH.

3HayeHure No yMONYaHMIO:

MaximumMemoryAllocationSize =
0

MakcuManbHOE  BpeMsi  CKAHWMPOBaHUS
ofHoro daiina (B cekyHaax).

EcM yCTaHOBMEHO 3HaueHWe 0, Bpems
CKaHMPOBaHMA  OAHOTO  ana  He
OrpaH1yeHo.

3HayeHure No yMONYaHMIO:

ScannerScanTimeout = 0

MakcvManbHbI nepyvoa BpeMeHu (B Yacax)
C MOMeHTa nocrefHero OOHOBNEHMs, B
TeYeHNe KOTOpOro  BUPYCHble  6asbl
cuuTatoTcs "ceexnumn’.

Mo MCTeYeHMM 3TOro BPEMEHU B KOHCOMM
BbIBOAUTCS YBEAOMIEHME O TOM, YTO 6a3bl
ycrapenu. Ecnm ycTraHoBNEHO 3HayeHwve 0,
"'cBexectb" BMPYCHbIX 6a3 He
npoBepsieTcs.

3HayeHvie N0 yMONYAHMIO:
MaxBasesObsolescencePeriod =
24
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ControlAgent
{ agopec}

OnlyKey =
{ mornueckui}

KoHconbHbIii ckaHep Dr.Web Scanner

Aapec coketa Dr.Web Agent.

Mpumep:

ControlAgent =
inet:4040@127.0.0.1, local:/
var/drweb/ipc/. agent

Dr.Web Scanner nony4aetr ot Dr.Web
Agent K04 U KOHMUrypaLMOHHbIN aiin
(ecnM B KayecTBe 3HayeHUst MapameTpa
OnlyKey 3aZaHo No).

3HayeHve No YMOIYaHUIO
ControlAgent = local: %
var dir/ipc/. agent

MoaknoYeHWe BO3MOXHOCTM  3ampocuUTb
TOMbKO K/oYeBoM cann ot Dr.Web
Agent, He 3anpawwvBas KOH@Urypaumio.
Mpu 3ToM  6ydeT  MCMOMb30BaTbCs
JIOKaJIbHbIN KOHUIY paLMoHHbI dalin.

Ecnu ykasaH agpec coketa Dr.Web Agent
n 3HayeHne napaMeTpa OnlyKey
yCTaHOBMEHO B No, Dr.Web Agent 6yaet
OTNPaBAsATbLCA CTaTUCTMKa paboTbl  Dr.
Web Scanner (nocne CKaHVWpOBaHWS
kaxpaoro darna Dr.Web Scanner 6yaer
oTnpaBnsATb MHdopmaumio Dr.Web Agent

)

3HayeHure No yMONYaHMIO:

OnlyKey = No
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AHTHMBMPYCHbIN Moaynb Dr.Web Daemon

AHTMBUPYCHbIX Mmoaynb Dr.Web
Daemon

— OCHOBHOWM KOMMOHEHT 6e30nacHocTu. OH
npeacTaBnsieT coboi MOCTOSAHHO 3arpyXXeHHbld  (pes3naeHTHbIN)
aHTMBMPYCHLIM MOAYy/b drwebd, KOTOpLIM MO3BOMSIET MO 3arnpocy
OT APYrMX KOMMOHEHTOB KOMMJEKca MpoBepsATb daiinbl Ha AWCKe
WNW [aHHble, NepefaHHble €My 4epe3 CokeT. 3anpocbl Ha
QHTMBMPYCHYIO MpPOBEPKY OCYLWECTBAAIOTCA N0  crneunanbHOMY
npotokony u4epe3 UNIX- unm TCP-cokeTbl.

MCNonb3yeT TO Xe AHTUMBMPYCHOE $A4po "
BMPYCHble 6a3bl, 4TO U

, W cnocobeH o06HapyxuBaTb W J€YUTb BCE BMPYChHI,
n3BeCTHble AHTUBUPYCHOMY 4Py

BCErza roToB K BbIMOJSIHEHWUIO CBOMX (YHKUUIA K
MMEeT TMOHATHbIA WM  AOCTYMHbIA MPOTOKON AN 3arnpocoB
CKQHMPOBaHWSA, 4YTO AenaeT ero MNOoAXOASWMM KOMMOHEHTOM Ans
CO3[aHMsl  aHTUBMPYCHOTO (unbTpa ANs  ainoBbiX CEPBEPOB.
MporpamMMHbIAi KOMMAEKC
SABNSETCSA rOTOBbIM peLleHMeM No MHTerpauum C
NpUIOXEHUIMN, ncnonbsytowmmm npotokon ICAP.

MapaMeTpbl KOMAHAHOWU CTPOKMU

[nga 3anycka MCNONb3YETCA cneaylolkas KoMaHaa:

drwebd [ napameTpE]]

aonyckaeT ncnosib3oBaHne cneayrowmx

napameTpoB:
KpaTkuii BapuaHT PacumpeHHblii BapyaHT ApryMeHTbl
=la, =% =help, s=help

Omvcanve: BblBOA HA 3KpaH KpaTKOW CrpaBkM MO  MMEoLLMMCS
napaMeT paM KOMaHAHOM CTPOKM M 3aBepLUeHe paboTbl MOAY /IS
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-a <ampec AreHra>

Onucanve: 3anyck Dr.Web Daemon B peXxuMme LEeHTpasbHOM 3aliuThl
noa ynpasneHveM ykasaHHoro Dr.Web Agent

-ini <nyTb K obanay>

Onvcanue: Mcnonib30BaHUE YKa3aHHOrO KOHMUIY paLMOHHOro darina

-—-foreground <yes| no>

Onucanue: 3adanve pexuma pabotel Dr.Web Daemon npu 3anycke.
Ecnn BbI6paHo 3HauveHue yes, To Dr.Web Daemon 6yaet pabotatb
Kak mpuopuTeTHas 3agada. lpu 3HavyeHun no Dr.Web Daemon 6yaet
paboTaTb B (hOHOBOM pexume

<ImapaMeTpEl
KOMaHIOHOM
CTPOKM IJIs
IIPOBEPKIU>

--check-only

Onwucanue: lMNpoBepka NpaBWIbHOCTM KOHdUrypaumn Dr.Web Daemon
npu 3anycke. Ecnm ykasaHbl Kakue-nmbo mapameTpbl KOMaHAHOW CTPOKM,
TO MPaBWIbHOCTb 3a[aBaeMbIX C UX MOMOLLbIO 3HAYEHWW Takxe 6yner
npoBepeHa

--only-key

Onwucanue: MNpu 3anycke Dr.Web Daemon nonyuut ot Dr.Web Agent
TOMbKO JINLEH3VOHHbIN KloUeBol (ain

3anyck

B npouecce 3zarpy3kn Dr.Web Daemon BbINOMHAKOTCS cheaylowme
AevcTBuYS:

1. Mouck w 3arpy3ka KOHdUrypaumoHHoro daina. Ecnu
KOH(pUrypaumoHHbii  dalin He HaligeH, 3arpyska Dr.Web
Daemon npekpawgetcs. MyTb K KOHdUrypaumoHHoMy danny
MOXeT ObiTb 33gaH npu 3arnycke napamMeTpoM KOMaHAHOM
CTPOKM —ini: {myrs/x/drweb32. ini}, wHaye 6ypeT
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MCMOJIb30BAHO 3HayeHne Setc dir/drweb32. ini, 3apaHHoe
no ymonyaHuio. [lpu 3arpy3ke nposepsieTcsa AOMYyCTUMOCTb
HEKOTOpbIX MNapaMeTpoB W, €eCnu 3HayYeHue napameTpa
HegonycTuMmo, 6epeTcsl 3Ha4YeHME MO YMONYaHUIO;

. Co3pgaeTca dain otyeTta. Kartanor ¢ dannom otyeta AOSIXKEH

6bITb AOCTYNEH Ha 3anNWUCb MONb30BaTENO, C MpaBaMU KOTOPOro
paboTaeT . Karanor /var/log/,
UCMOJb3YEMbIN MO YMOJTYaHMIO, HEAOCTYMNEH MOJIb30BaTENAM Ha
3anucb. Mo3ToMy, ecnu 3agaHo 3HavyeHwe napaMeTpa User,
HeobXxoAMMO TakXke YyKasaTb MyTb K aJbTepHaTMBHONMY
KaTanory Ansi XpaHeHuss OTYETOB B 3HAYeHMM MapameTpa
LogFileName;

. MpoussoanTCA  3arpy3ka KllouyeBoro daina no  nyT,

yKasaHHOMY B KOHdbMWrypaumoHHoM daine. Ecnu  knouveBoi
dalin He HalpeH, 3arpyska npekpaLlaeTcs;

. Ecnu 3apaH napameTp User, MbiTaeTCs

M3MEHUTb CBOW MNpaBa,

. MpounsBoauTCs 3arpyska aHTUBMPYCHOrO siApa

(dbaitn  drweb32. d11). Ecnu AHTUBMpPYCHOE SIApO  He
HaligeHo (oumbku B  KOHDUrypauuvoHHOM daine) wunm
noBpeXxAeHo, 3arpyska npekpaliaeTcs;

. 3arpyxaioTcs  BupycHble  6asbl.  louck  BMpPYCHbIX  6a3

OCYLIECTBNSIETCA MO 33aAaHHbIM B KOHGMUrypauMoHHoM daiine

NyTAM, NOPSAOK 3arpysku BUPYCHbIX 633 HE pernaMeHTUpPOBaH.

Ecnn BupycHble 6a3bl NOBPEXAEHbl MW OTCYTCTBYIOT, 3arpy3ka
NpoAo/KaeTcs;

OTK/IIOYaEeTCs OT TepMuHana, no3ToMy
CoOblUeHNs O AanbHenumx npobnemMax He MoryT 6biTb
BblBeIEHbI HA TEPMUHAN U BLIBOAATCS TOJIbKO B (haiin oTyeTa;

. Co3paeTca cokeT, B cnyyae wucnonb3oBaHuss TCP-cokeTos,

BO3MOXHO, He oauH. Ecnu kakon-nn6o TCP-cokeT co3maTb He
yaanoco, 3arpyska npoaomkaeTca. B cnydyae
ncnonb3oBaHna UNIX-cokeTa cneayeTt ybeanTbCcs, UTO KaTanor,
coaepxalmin  ero, AOCTYNneH Ha 3anucb W YTeHue
nonb30BaTeslto, € YbMMK NpasBamun paboTaeT

[ns nonb3oBaTeneln, C MpaBaMu KOTOPbLIX 6yayT pa60TaTb
WHTErpauMoHHble MOAYyNU, KaTtanor Ao/XeH ObiTb AOCTYNeH Ha
BbINOSIHEHME, @ caM a1 COKeTa — Ha 3anncb U YTEHMe.
Katanor no ymonyaHutoo  (/var/run/)  HefocCTyneH

169



7)4
.‘ﬁ

s,
<

AHTHMBMPYCHbIN Moaynb Dr.Web Daemon

170

Nnonb30BaTeNsIM Ha 3anucb W BbiNOsHEHMe. [lo3aToMy, ecnu
330aHO 3HayeHue napameTpa User, Heob6XxoauMMo Takxke
yKasaTb MyTb K anbTEPHAaTUMBHOMY KaTanory AN COKETOB B
3HayeHun napameTpa Socket. Ecnn UNIX-cokeT co3gaTb He
yAanoch, 3arpyska npekpailaeTcs;

9. Mocne 3Ttoro co3gaetcss PID-daiin, B KOTOPOM  XPaHUTCS
nHdopmauus 06 naeHTudbukatope npouecca
M O TPaHCMOPTHbIX agpecax, Mo KOTOpbIM AOCTYneH
Katanor c¢ PID-daiinoM Takke [AO/KEH 6biTb
[JOCTYMEH Ha 3anucb MONb30BaTeNo, C MpaBaMu KOTOPOro
paboTaeT . Ucnonb3yeMbil No yMOMYaHuio
KaTanor /var/run/ HeQoCTyrneH MOMb30BaTeNIsiM Ha 3aMuCb U
BbINOSIHEHME. [M03TOMYy, €CNiM 3aAaHo 3HayeHMe napaMeTpa
User, Heo6X0AMMO TakXe yKasaTb MyTb K anbTePHaTUBHOMY
kartanory ans PID-baiina B 3HauyeHuM napameTpa PidFile.
Ecnu co3pgath PID-halin  He ypanocb, 3arpyska
npekpaLiaeTcs.

NMpoBepka paborocnoco6HocTn Dr.Web
Daemon

Ecnu B XxoAe 3arpy3ky He BO3HWUKIO npobneM,
rotoB K paboTe. [ns NpOBEPKM KOPPEKTHOCTM 3arpysku

MOXHO Y3HaTb, CO3AaHbl /i1 Heo6XoAMMble ANs ero
paboTbl COKETbI. [1N1sl 3TOrO MCMOMb3yeTCs KOMaHAa:

$ netstat -a
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B cnyuyae TCP-cokeToB:

Active Internet connections (servers and
established)
Proto Recv-Q Send-Q Local Address Foreign

Address State

tcp 0 0 localhost: 3000 *:*
LISTEN

B cnyyae UNIX-cokeToB:

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type State I-Node
Path
unix 0 [ ACC ] STREAM LISTENING 1127

$var dir/.daemon

Ecnu co3aaHHble COKETbI HE NOABUNCL B CMIUCKE, 3HAYUT, MMEIoTCA
npo6ieMbl 3arpysku.

Ona nposepkn paboTocnocobHocTH MOXHO
MCMNo/b30BaTb (drwebdc
), 3anycTuB ero Ans nonyyveHus cnyxebHoi uHdbopMauum o

. Ecnu 3anyctnte drwebdc, OH BbiAACT CMMCOK BCEX
noasepXvBaeMbIX NapameTpoB.
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B cnyuyae TCP-cokera:

$ drwebdc -nHOSTNAME -pPORTNUM -sv -sb

B cnyyae UNIX-cokera:

$ drwebdc -uSOCKETFILE -sv -sb

Ha koHconm nosiBuTcs MHOpMaumsi, NoaobHas cneaytoLwein:

- Version: DrWeb Daemon 6. 00

- Loaded bases:

Base /var/drweb/bases/drwtoday. vdb
contains 5 records.

Base /var/drweb/bases/drw60003. vdb
contains 409 records.

Base /var/drweb/bases/drw60002. vdb
contains 543 records.

Base /var/drweb/bases/drwebase. vdb
contains 51982 records

Base /var/drweb/bases/drw60001. vdb
contains 364 records.

Total 53303 virus-finding records.

EcnM 3TOro He MpousoLWo, crieayeT MpOBECTM PaclMpPeHHYIo
ANArHOCTUKY:

B cnyyae TCP-cokera:

$ drwebdc -nHOSTNAME -pPORTNUM -sv -sb -v

B cnyyae UNIX-cokeTta:
$ drwebdc -uSOCKETFILE -sv -sb -v
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bonee NoapobHLI BbIBOA MOXET MPOSICHUTL CUTYaLMIO:

dwlib: fd: connect() failed - Connection refused
dwlib: tcp: connecting to 127.0.0.1:3300 - failed
dwlib: cannot create connection with a DrWeb daemon
ERROR: cannot retrieve daemon version

Error -12

MpoBepuTb PaboTOCNOCOBHOCTb MOXHO C
MOMOLLbIO MPOrpaMMbl eicar. com, Mofy4aeMoi U3 BXOASLIErO B

ANCTpubyTUB (haiina readme. eicar. rus C NOMOLLO NtO60Oro
TEKCTOBOro pefakTopa (CM. yKasaHusi 06 3TOM BHYTpU Camoro
danna).

B cnyuae nuueHsvwm ans ¢aiioBbix cCEpBEpPOB:
Ona TCP-cokeTta:

$ drwebdc -n<VMA Y3JIA> -p<HOMEP IIOPTA> eicar.com

Ona UNIX-cokeTa:

$ drwebde -u<®AlI COKETA> eicar.com

Pe3ynbTatom KoMaHAbl AOMKHO 6bITb CO0bLIEHNE:

Results: daemon return code 0x20
(known virus is found)

Ecnu ero He nosiBunocb, NpoBepbTe B chalife oTyeTa

Hanuuue 3anucu o npoeepke 3Toro daina. Ecnu dain
Tak U He 6bln MpoBepeH, NpoBeAUTE pacUMPEHHYI0 AUMAarHOCTUKY
(cM. BbiLe).

Ecnv npoBepka alina npownia ycnewHo,
HaxoAMTCA B paboyeM COCTOSIHUM.
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' ObpaTnTe BHUMaHWE, U4TO He MOXeT
A= % ckaHvpoBaTb halnibl pa3MepoM 6osblue 2 rurabait. Takue dainbl
He 6yayT OTNpaBNsSTbCA Ha CKaHWPOBAHWE KWEHTaMu

Mpu ckaHMpoBaHUM apxuBOB 60JbLUMX pa3MEPOB MOTYT BO3HMKATb
OLLIVI6KVI, CBA3aHHbIE C WUCTEYEHWEM BPEMEHU OXMAAHUA. I'IpM
BO3HWMKHOBEHMWN TaKMX OWMOOK yBENMUbTE 3HAaUEHWsl, yKa3aHHble
B FileTimeout MSocketTimeout.

Pe>knMbl NpoBEepKU

MMeeT ABa OCHOBHbIX peXWnMa NMpoBEPKN:

e npoBepka parMeHTa AaHHbIX, MOMYYEHHOr0 W3 COKeTa
(ymaneHHOe CKaHMpPOBaHME);

e npoeepka daiina Ha aucke (JflokanbHOe CKaHUMpPOBaHUE).

Mpy ncnonb3oBaHWM NEPBOro peXxuma nonyyaeTt
[aHHble AN NPOBEPKM U3 cokeTa — (PaKTUYECKM, 3TO HEKOTOPbIN
pparMeHT  AaHHbIX. [JaHHbIN ¢pparMeHT  MOXxeT 6bITb
NMOMMEHOBaHHbIM UM HET, 4YTO OTpasuTCa MUCKIKYUTENBHO Ha
¢ opMe 3anucu B daine oTyeTa . Mpumep paboThl
B 3TOM pexuMe npuBeAeH B MNpeabiaylem
MYHKTE: KIIMEHT 4YMTaeT ¢aiial M OTCbNaeT ero
ANS  NpOBEpPKM. MOXET NpoBepsiTb Jo6oW
(bparMeHT AaHHbIX, He 0653aTeNbHO daiin.

bonee 3ddekTBeH pexuM, B KOTOPOM

npoBepsieT  yKasaHHbli  dalil  Ha AuMcke  —  JloKanbHoe
ckaHupoBaHue. KnueHT coobuiaeT MWL NyTb K
danny, a He nepepaet Becb davin. MyTb K NpoBepsieMoMy dalny
3a4aeTcs OTHOCUTENbHO (T.K. KIMEHTbl MoryT
HaxoAuUTbCA Ha ApyrMx MawmMHax W T.4.). IJTOT  pexuMm
obecneumBaeT 60MbLyI0 NPOM3BOAMTENBHOCTL W ynpolwaeT
co3gaHve paboumx CxeM C nedyeHneM (Hanpumep, Ha ¢aninoBbIx
cepBepax).

PeXxuM nokanbHOro ckKaHuWpoBaHuUA TDE6YET bonee TWaATENbHOM
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HacTpOMKW npas, T.K. nposepsieMblii  aiin
[OMXeH 6biTb AOCTYNEH Ha YTeHWe, a B C/lydae MoyToBbIX dainos
W WUCMOMb30BaHUs AEWCTBUI Cure U Delete — HEOGXOAMMBI U
rpasa Ha 3anuch.

B KOppPEKTHO HACTPOEHHOM CUCTEME B
60MbLUMHCTBE CNy4YaeB He TpebyeTcsa npas aAMUHUCTPaTopa.

O6pabaTbiBaeMble CUrHasbl

MOXEeT MpUHMMaTb M 06pabaTbiBaTh cregytowme

CUrHansbl:
e SIGHUP — nepesarpyska KoHdUrypaumoHHoro daina;
e SIGTERM — KOpPpPeKTHoe 3aBeplieHne paboThl

I

e SIGKILL — MpUHYyAMTENbHOE 3aBeplueHne paboTbl
(B cnyyae npobnem);

e STIGUSR1 — WHULMMPYET COXPaHEHME B XYpHan

Ob6patve BHMMaHMe, 4YTO curHan STIGUSRI [AOMKEH MOCbinaTbCcs

TONMbKO POAUTENBCKOMY MPOLECCY, MOCKOSbKY ANs  A0YEpPHMX
npoueccoB STGUSR1 MpuBEAET K 3aBEpLUEHMIO NpoLecca.

XXypHan pab6oTbl U CTaTUCTUKA NyJa
npoLueccoB

XXypHan pa6oTbl

MockonbKy ABNAETCS pe3nIEeHTHON NporpaMMoMn,
MHdopMauma o ero paboTe MoxeT ObiTb MOAyYeHa TONBKO M3
daiina xypHana (nora). ®ain xypHana cofepXuT noapobHoOCTH
06paboTkM KaxKAOro 3anpoca Ha CKaHWpOBaHWE, MONYYEHHOro
WMs cdalina XypHana ykasbiBaeTCs B 3HaYeHWM
napameTpa KoHbUrypaumoHHoro daiina LogFileName.
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MOXET BblBOAUTb pAaHHble 06 obpaboTke
3aMpoCcoB Ha CKaHWpOBaHWEe B pasHble alifibl, B 3aBUCMMOCTU OT
K/IMEHTa, KOTOPbIM BbicNan 3anpoc. B napameTpe ClientsLogs
KOH(MrypaumMoHHoro aina MOXHO YyKasaTb OTAESbHble chaiinbl
XypHana (MM HasHauuTb cnyx by XxypHanuposaHusi syslog) ans
KaXKAO0r0 M3 KIIMEHTCKMX MPUSTOXEHUN (Hanpumep,

BHe 3aBMCMMOCTU OT napaMeTpa ClientsLogs, €CU KIMEHTCKOE
npunoXxeHue 6bI10 pacnosHaHo , Ppe3ynbTarhl
CKaHWpoBaHUa 6ydyT OTMeuyeHbl cneuuanbHbiM npeduKkcoM npu
BbiBOZAE B dhaiiN xypHana. Bo3aMoXHbI creaytolme npedukchb:

e <web> — ;
e <smb_spider> —
e <mail> - ;
e <drwebdc> — KOHCOJbHbIA KINEHT
e <kerio> -

e <lotus> —

1 B onepaunoHHoit cucteme FreeBSD BbiBOA Ha KOHCOMb
s, MOXKET 6bITb NepexBaYeH CUCTEMHOW cryx6oii syslog u
BbiBeAeH B alin  oTyeTa MOCMMBOMBHO. JTa npobnema
NpOSIB/SETCS, eC/M B KOH(UrypaumoHHoM daine cnyx6bl syslog
syslog. conf yCTaHOB/1EH YPOBEHb I'IOD,pOGHOCTl/I
XypHanuMpoBaHust *. info.

CraTucTtuka nyna npoueccos

CTaTuCTMKa TeKyllero COCTOSIHWUSI Myna npoueccoB, KOTOPbIA
ucnonb3yetca Ans o6paboTkn 3anpocoB Ha CKaHUPOBaHWE, MOXET
6bITb BbIBEEHA B (Dalin XypHana no nosyYeHuto Moaynem

curHana SIGUSRL (curHan AO/MKEH MOCbINaTbCA TOJIbKO
pOAMTENbCKOMY MpOLEcCy, MOCKOSbKY AN AOYEPHMX MpoLeccoB
nonyyeHnme curHana SIGUSR1  npuBeAeT K 3aBEPLEHMIO
npouecca). HakonneHuem CTaTUCTUKM MO Nyay MpoLeccoB
yrnpaensieT COOTBETCTByKOWee 3HayeHne stat (yes WM no) B
napameTpe ProcessesPool. CraTucTuka He cymmupyeTcs. B
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Ka)XXAO0M cny4yae BblBOAUTCA COCTOSAHME NyNa, HaKOM/EeHHOE MexXAay
AByMA nocsieaoBaTtesibHbIMU COXPaHEHUAMU CTAaTUCTUKN.

MNpumep BLIBOAA 3anuncK co CTaTUCTUKOW nyna npoueccos:

Fri Oct 15 19:47:51 2010 processes pool
statistics: min = 1 max 1024 (auto)
freetime = 121 busy max = 1024 avg

50. 756950 requests for new process = 94
(0.084305 num/sec) creating fails = 0 max
processing time = 40000 ms; avg = 118646 ms
curr = 0 busy = 0

roe:

e min — MUHMMaNbHOE KOJIMYECTBO NPOLIECCOB B Nyne;

e max — MMHUMaNbHOE KOSIMYECTBO MPOLIECCOB B Nyse;

e (auto) — BbIBOAMTCS, €CnNyM OrpaHU4YeHus nyna npoueccoB
onpeaensioTcs aBToMaTMyecku;

e freetime — MaKcMManbHoe BpeMsi 6e3aercTBMS Mnpouecca B
nyne;

e busy max — MaKCUManbHOE KOJIMYEeCTBO OfHOBPEMEHHO
3aHATbIX npoLeccos, avg - cpeaoHee KOJINYECTBO
OAHOBPEMEHHO 3aHSATbIX MPOLECCOB;

e requests for new process — KOJIMYECTBO 3aMpoCOB Ha

co3faHve AOMOMHUTENbHbIX NPoLeccoB (B Ckobkax MpuBOAUTCS
YyacToTa 3anpocoB B CEKYHAY);

e creating fails — KOJMYECTBO HeyAa4yHbIX MOMbITOK
co3paHust npouecca (06blMHO, N0 NPUYMHE HEXBATKN CUCTEMHbIX
pecypcoB);

e max processing time — MakcuMmanbHoe BpeMsi 06paboTku
OHOrOo 3anpoca B MUASIMCEKYHAAX;

e avg — cpeaHee BpeMsa 06paboTkM ofgHOro 3anpoca B
MWNNCEKYHAAX;

e curr — TeKyllee obLiee KONMYEeCTBO NPOLECCOB B Nyne;

e busy — TeKyLlUee KOMMYECTBO 3aHATLIX MPOLIECCOB.
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HacTtpoiku

MOXHO  3anmycTuUTb C HacTpoilkamu o
YMOJT4aHWIO, HO MpPeanoYTUTENbHEE HAaCTPOUTb €ro B COOTBETCTBUU
C TpeboBaHUAMM U YCNOBUSM 3SKChnyaTauuu. KoHdbWrypaumoHHbIN
daln drweb32. ini yuTaeTcs n3 Katanora
$etc _dir. [na MCrnofib30BaHUS [APYroro KOHMWUrypaumoHHOro
dalina nonHbIM NyTb K HEMY Heo6X0AMMO YyKasaTb MapamMeTpoM
KOMaHAHOW CTPOKM Mpu 3anycke

YCTPOMCTBO KOHGUrypauMoHHoro daiina M KpaTkoe onucaHue
npaBu/ 3afaHnsl NapamMeTpoB KOHMbUrypaummu npueefeHsl B pasnene

Cekuus [Daemon]

EnginePath = PacnonoxeHve moayns drweb32. dll

{nyTe x banmy) (AHTUMBMpYCHOE 940 ).
DTOT napamMeTp TaKXe WCMob3yeTcs
mMoAYyieM 06HOBEHNS

3HayeHu1e Mo YMONYaHUK
EnginePath = %bin dir/lib/
drweb32. d11l

VirusBase — Macku onsi nogKIoYaeMbiX BUPYCHbIX 6a3.
{ cnmcox macok OTOT napaMeTp TakXe WCMNonb3yeTcs
danmos} MoAyneM ObHOBNEHUS

[onycTUMO  MepeuncneHne  HECKONbKUX
MacoK Yepes 3ansTyto.

Mo yMonyaHuio BUpYCHble 6a3bl XpaHsTCs B
aiinax ¢ paclumpeHueM. vdb

3HayeHuve Mo YMOMYaHUIO:

VirusBase = %var dir/bases/*.
vdb

UpdatePath = KaTanor xpaHeHns 06HOBNEHWIA.

(ByIs & RETRmOTY) 9TOT MapaMeTp MCroMb3yeTcs Moay/eMm

06HOBNEHYS N AOJDKEH
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6bITb 3a4aH 0653aTenbHO.

3HayeHve N0 yMONYaHMIO:
UpdatePath = $var dir/

updates/
TempPath = 3707 KaTanor UCMonb3yeTcs
(nyTe x xaTanory) AHTMBUPYCHbIM sapoM Dr.Web Engine

LS CO3AaHUs BPEMEHHbIX (halioB.

Mpy  HopmanbHOM  paboTe  KaTanor
NPakTUYECKN HE WUCMOMb3YETCs, OH Hy>XeH
AN pacnakoBKWM  HEKOTOPbIX  BUAOB
APXMBOB WM KOTAA B CUCTEME HE XBaTaeT
namsiTu.

3HayeHure No yMONYaHMIO:

TempPath = $var dir/spool/

Key = PacrnonoxeHue kntoyeBbix dainos. o
{ crMcox mymew yMOMuaHMio  K/lo4eBOM  daiin  umeeT

bannam pacumpeHie . key

KntoueBoi taitn MOXEeT 6blTb pPasfiUYHbIM
ans Dr.Web Daemon u ans Dr.Web
Scanner. COoOTBETCTBEHHO, npu
HeobxoanMoCTu HY>KHO N3MEHUTb
HACTPOViKM AaHHOTO NMapaMeTpa.

MapamMeTp MOXET 3aAaBaTbCA HECKOSIbKO
pa3, yKasblBasi HECKONbKO JIMLEH3MOHHbIX
KNoYeBbIX alnoB. B Takom cnydyae Dr.
Web Daemon nbiTaeTcs 06beanHUTb
npaea, MNpeaoCTaB/sieMble  Pas/MYHbIMA
JINLEH3UAMA.

3HayeHuMe M0 YMOIHYaHUIO :
Key = %bin dir/drweb32. key

OutputMode = Pex1M BbiBoA@ MHGOPMaLMM Npu 3anycKke:
{Terminal | Quiet} e Terminal — BblBOA Ha KOHCOJb,
e Quiet — OTMEHSIET BbIBOA.

3HayeHuve Mo YMONYaHUIO:
OutputMode = Terminal
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RunForeground = 3HayeHne Yes 3anpewaetr Dr.Web

{ moTmuecrui} Daemon NepexoaunTb B PeXWM AEMOHA, T.
€. CTaHOBMUTbCA (POHOBBLIM MpoueccoM 6e3
ynpaBnsiloLLero TepMiHana.

dTa BO3MOXHOCT b MOXeT 6bITb
MCMOMb30BaHa HEKOTOpbIMA  CpPeaCTBaMu
MOHUTOPWHra (Hanpwumep, Dr.Web
Monitor).

3HayeHuWe Mo YMONYaHUI

RunForeground = No

User = Monb3oBaTenb, C MpaBaMM  KOTOPOrO
{ cTpoxa} pabotaet Dr.Web Daemon.

PekomeHpyeTca 3aBecT B cuCTeMe
cneuvanbHOro  nonb3oBaTens  drweb,
KOTOpbIN ByAeT ucnonb3oBaTbcs Dr.Web
Daemon ©“ HekoTOpbIMA  DUALTpaM.
Ucnonb3oBatb Dr.Web Daemon c
npaBaMm root HeXenaTenbHO, XOTH
Takoe peleHWe 3HauuTeNlbHO  MpoLle
HacTpamBaeTcs.

3HayeHue 3TOro napameTpa He M3MeHsIeTCs
BO BpeMs Mpoueaypbl MNepeyuTbiBaHus
KOHpurypaumm "Ha nety" (0bpaboTku
curHana SIGHUP).

3HayeHvie N0 yMONYAHMIO:
User = drweb

PidFile = VMa chaiina, B KOTOpbIM Mpu 3anycke Dr.

(nyre x banmy) Web Daemon 3anucbIBaeTCsl
nHdbopMaumns 06 wmaeHTudmMkaTope ero
npouecca (pid), a Takxe cokeT (ecim
napamMeTp Socket 3ajaeT MCMosib30BaHWe
UNIX-cokeTta) wam Homep mnopta (ecim
napameTp Socket 3afaeT MCNOJb30BaHWe
TCP-cokeTa).

Ecnm 3apgaHo 6onee opHoro mnapameTpa
Socket, B [JaHHOM daiine 6yaer
NpUCyTCTBOBaTb MHMOpMaums 060 Bcex
3a4aHHbIX cokeTax (Mo 0O4HOMy B CTPOKE).
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BusyFile =
{nyTre x banny}

ProcessesPool =
{ HacTpoutku nyJsa
npolieccos}

AHTHMBMPYCHbIN Moaynb Dr.Web Daemon

3HayeHuve Mo YMOMYaHUIO:
PidFile = %var dir/run/
drwebd. pid

[aHHbIVi halin curHanuampyeT O 3aHATOCTU

Dr.Web Daemon: oH co3gaetcs
ckanupytowen "konuen" Dr.Web Daemon
npyv NOJTyYeHUN KOMaHAbl M YHUUTOXAeTCs
nocre nepegausM  pesynbTaTa ee
BbIMOJSIHEHWSI.

Uma  daiina, co3maBaeMoro  Kaxxzaou
"konven" Dr.Web Daemon, J0OMoNHAeTCcA
Touko wu ASCII-npeacTraBneHueM pid
(Hanpumep, /var/run/drwebd.

bsy. 123456).

3HayeHu1e Mo YMONYaHUK

BusyFile = %var dir/run/
drwebd. bsy

HacTpoiiku AVHAMAYECKOrO nyna
MpOLIECCOB.

MepBbiM  ompefensercs KO/IMYECTBO
NpOLECCOB B nyJe:

e auto — KONMMYECTBO  MPOLECCOB
ornpefenseTca  aBTOMATMYECKM B
3aBUCMMOCT U OT 3arpy3Ku CUCTEMbI;

e N — Lenoe HeoTpuuaTesbHOe YMCIO.
Kak MMHUMYM N MpoLeccoB B Myne
6y4yT aKTUBHbI, @ HOBble MNpOLECCH
6ynyT co3gaBaTbCs no Mepe
HaZo6HOCT 1;

e N-M — Lefble  MONOXMUTENbHOE
3HayeHus, M M>=N. Kak MMHUMYM N
MpoLeccoB B nyne 6yayT aKTMBHbI, a
HOBble Mpouecchl 6yAyT €O34aBaTbCA
Mo Mepe HafgobHOCTM, MoKa 4ucio
MPOLIECCOB HEe AOCTUrHET 3HAUEHUS M.
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OnlyKey =
{ mornuecku}

AHTHMBMPYCHbIN Moaynb Dr.Web Daemon

[anee onpeaenstoTcs AOMOSHUTENbHbIE

napamMeTpbl:

e timeout = { Bpema B
CexyHmax} — €M npouecc He
CTQHOBWUTCS aKTUBHbIM B TEYeHue
3a[aHHOro nepvoaa BpeMeHu, mpouecc
3aKpblBaeTcs. DTOT MapaMeTp He
BUSIET Ha nMepBble N MpOLECCOoB
(oXkwupatoLLmx 3anpocoB 6eCcKOHEYHO).

e stat = {yes| no} — cobupaTtb nm
CTaTUCTUKY MO mpoueccam B nyne. B
C/ly4ae ecnv 3TOT NapaMeTp paBeH yes
, NPpU NOMyYEHUN CUCTEMHOrO CUrHana
SIGUSR1 Dr.Web Daemon coxpaHut
TEKYLLYI0 HaKOMNEHHY CTaTUCTUKY B
hann sxypHana. B mpoTWMBHOM cryvae

YYE€T N COXPaHEHUE CTATUCTUKUN HE
npon3BoOAUTCA.

e stop_timeout = { Bpems B
CexKyHmax} — Bpemd OoXuaaHus
OCTaHOBKM paboTatoLLlero npowecca.

3HayeHuve Mo YMOMYaHUIK:
ProcessesPool = auto, timeout
= 120, stat = no,
stop_timeout = 1

MoaKMoYeHNE BO3MOXHOCTM  3anpocuTb
TOMbKO K/OYeBon dann ot Dr.Web
Agent, He 3anpawvBasi KOHMOUrypauuio.
Mpn 3TomM  6yaeT  MCMoOMb30BaTbCA
JIOKasbHbIN KOHMUIY paLMOHHbIN dalin.

Ecnu ykasaH agpec coketa Dr.Web Agent
W 3HayeHne napamMeTpa OnlyKey
yCTaHOB/IEHO B No, To Dr.Web Agent
6yner oTnpaBnsiTbCS CTAaTUCTUKA PaboTbl
Dr.Web Daemon (nocne ckaHWpoBaHusi
kaxgoro daina Dr.Web Daemon 6yaet
oTnpaBasTb MHdopmaumio Dr.Web Agent

182



T,
iy

A

»
~

AHTMBMPYCHbI Moaynb Dr.Web Daemon | 183

3HayeHuve Mo YMOMYaHUIO:
OnlyKey = No

ControlAgent = Anpec coketa Dr.Web Agent.
i SpEe) Mpumep:
ControlAgent =

inet:4040@127.0.0.1,local:/
var/drweb/ipc/. agent

Dr.Web Daemon nony4yaer 4epe3 3TOT
cokeT oT Dr.Web Agent NUUEH3VOHHbIN
K04 (M KOHPUIy paLMOHHbIW (aiin, eciv B
KayecTBe 3HayeHus napamMeTpa OnlyKey
3af4aHo No. Kpome TOro, B 3TOM C/lyyae
yepe3 3TOoT cokeT Dr.Web Daemon
otnpasnsieT Dr.Web Agent cratuctuky
NpoBepKku thalnos).

3HayeHue Mo YMOYaHUIO:
ControlAgent = local: %
var dir/ipc/. agent

MailCommand = KomaHga shell Bbi3biBaemas Dr.Web

{ crpoxa} Daemon u moaynem obHoBneHns Dr.Web
Updater pand OTCbIIKM  YBeAOMIEHUI
nonb3oBatento  (aAMMHUCTpATOpy) MO
3M1EKT POHHOM MoYTE.

Dr.Web Daemon ucnonb3yer 3TOT
MEXaHU3M npu KaXxz0M 3anycke
(nepe3anycke, nepesarpyske), eciM Ao
UCTEYEHUSI CpOKa AEUCTBUS KIIHOYEBOrO
daina (ogHoro u3 kYeBbIX DaiinoBs)
OCTanocb MeHee [HEN, YEM YyKasaHo B
napamMeTpe NotifyPeriod.

Moaynb obHoBnennss Dr.Web Updater
MUCMONb3yeT 3TOT MexaHusM AN PacCblsikKu
nonb30BaTensm MHbOPMALIMOHHbIX
MaTepuasioB, MNOArOTOB/EHHbIX KOMMaHWewn
NokTop Be6, B TOM uMCiie No Bompocaw,
CBA3AHHbIM C  O6HOBNEHMAMM  halsioB
nporpamMb.
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NotifyPeriod =
{ yuucnoBoe 3HaueHue}

NotifyFile =
{nyrs x obanmny}

NotifyType =
{Ever | Everyday |
Once}

FileTimeout =
{uncnmoBoe 3HaueHUe}

3HayeHuve Mo YMOMYaHUIO:
MailCommand = "/usr/sbin/
sendmail -i -bm -f drweb --
root"

3HayeHve [aHHOro napameTpa
onpesenseT, 3a CKOMbKO [AHeN Ao
OKOHYaHUs CpoKa [JeWcTBUS K/IYEBOrO
darna pacchinalTcs  yBEAOMIEHWS O
HeobX0AMMOCT M MPOANEHNS NULIEH3UN.

Ecnn ykasaHo 3HayeHue 0, YBeLOMIEHMS
pacchinaloTcA  Ccpasy Mocie  OKOHYaHus
[IeNCTBUA Koua.

3HayeHve N0 yMONYaHMIO:
NotifyPeriod = 14

MyTb K daitny C MeTKoW BpeMeHu
NnocnefHero yBeAOMIEHUS O MPOAJIEHUM
NIMLEH3UM.

3HayeHve N0 yMONYaHMIO:

NotifyFile = Svar dir/.notify

PerynsipHOCTb OTMpPaB/ieHUs YBEeaOMIEHNS
0 MPOANIEHUN NNLIEH3UN:

e Once — YBeAOMIEHME TMOCbIIAaeTCs
eaAVNHOXAbl.
e Everyday - yBeAoOMIeHNE

MOCHIAETCs KaXKAbli AeHb.

e Ever — YBEAOMIEHWE MOCHIAETCS MpU
Kaxxzaomn repesarpyske Dr.Web
Daemon unm o6HoBMIEHUM 6a3.

3HayeHve nNo YMONYaHUIO X
NotifyType = Ever

MakcMManbHoe — paspelleHHoe — BpeMms
NpoBEpPKM o Horo aiina B cekyHaax.

Ecnm  ykazaHo 3HadeHne 0, Bpemsd
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StopOnFirstInfected
= { Jormuueckum}

ScanPriority =
{uncnoBoe 3HaueHUe}

FilesTypes =
{ comcok pacmmMpeHU
banmoB}

AHTHMBMPYCHbIN Moaynb Dr.Web Daemon

NnpoBepkM daiisia He orpaHUYMBAETCS.

3HayeHve N0 yMONYaHMIO:

FileTimeout = 30

MpekpalieHre MpPOBEPKM MUCbMa  Mocse
NepBoro 06Hapy>KeHHOro BMpyca.

YCcTaHOBKa 3HAYeHUsI Yes MOXET pe3Ko
COKpaTWTb Harpy3Ky Ha MouToBbI CEpPBEP
1 BPEMs MPOBEPKM MnceM.

3HayYeHMe Mo YMOYaHUIO
StopOnFirstInfected = No

MpropuTeT CkaHupytowmx npoueccos Dr.
Web Daemon.

3HayeHVe napaMeTpa QAO/MKHO ObiTb B
[AManasoHe OT BbICILEr0 3HayeHus (-20)
[0 Hu3wero (19 ana Linux, 20 ans
ocTtasnbHbix OC).

3HayYeHMe Mo YMOHYaHUIO

ScanPriority = 0

Tunbl aiinos, KOTOpble 6byayT
NpoBEPATHLCA NPY CKAHUPOBAHWUMU MO TUMy,
T.e. Korga napamMeTp ScanFiles (CM.
HWDKE) UMEET 3HaYeHne By Ty pe.

[onycKarTca CMMBOLI Mackn ' 'n'? ",
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3HayeHvie Mo yMonYaHuio:

FilesTypes = EXE, COM, SYS,
OvV?, BAT, BIN, DRV, PRG, BOO,
SCR, CMD, VXD, 386, DLL, FON,
DO?, XL?, WIZ, RTF, CL*, HT¥*,
VB*, JS*, INF, AR?, ZIP, R??,
PP?, OBJ, LIB, HLP, MD?, INI,
MBR, IMG, CSC, CPL, MBP, SHS,
SHB, PIF, SO, CHM, REG, XML,
PRC, ASP, LSP, MSO, OBD,
THE*, NWS, SWF, BMP, MPP,
oCcX, DVB, CPY, MSG, EML

FilesTypesWarnings ﬂpeﬂynpe)KﬂeHVIe (0] (baﬁnax HEU3BECTHbIX

= { moruueckwui} TWUMNOB.

3HayeHve nNo YMONYaHUIO X
FilesTypesWarnings = Yes

ScanFiles — J10NoNHUTENbHOE OrpaHnyeHne Ha daiinbl,
{All | ByType} NoANEXaLlne NpoBepKe.

Mpu  3agaHMM  3HaYeHus  ByType
YUMTBIBAIOTCA  paclumpeHns  (alinos,
3Ha4YeHnsa KOTOpPbIX 3ajaHbl mwin  no
yMOJTHaHMIo, unm B napameTpe
(napameTpax) FilesTypes.

BHyTpM  nouToBbIX  haiinoB  Bceraa
[leiiCTBYET peXxMM Al 1. 3HaUYeHNE By Type
MOXET O6blTb MCMOMb30BaHO TONbKO B
peXvMe JIOKaJIbHOro CKAaHMPOBaHMSA.

3HayeHuWe Mo YMOYaHUIO:
ScanFiles = All

CheckArchives = MpoBepka alnoB, COAEPXKALLMXCS B
{ mornuecku} apxusax.

MoaaepxuBalTcs apxmBbl OpMaToOB ZIP
(WinZip, InfoZIP n ap.), RAR, ARJ, TAR,

GZIPp,CAB N Ap.
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CheckEMailFiles =
{ mornueckui}

ExcludePaths =
{ cnucok nyren
( Macoxk) }

FollowLinks =
{ mornuecku}

RenameFilesTo =
{ macka}

MoveFilesTo =
{nyTe kK KaTaJoTy}

BackupFilesTo =
{nyTe k kaTajory}

AHTHMBMPYCHbIN Moaynb Dr.Web Daemon

3HayeHuve Mo YMOMYaHUIO:
CheckArchives = Yes

MpoBepka (aitnioB B MoyToBbIX (e-mail)
dopmaTax.

3HayeHuve Mo YMOMYaHUIO:
CheckEMailFiles = Yes

Macku ana Tex alnos,
[IOJDKHbI MPOBEPATHCA.

KOTOpble He

3HayeHve No yMONYAHMIO:

ExcludePaths = /proc, /sys,/
dev

CnepnoBaHve CUMBOIMYECKMM CCbIsIKaM npu
CKaHMPOBaHUA.

3HayeHuve no YMONYaHUIO X
FollowLinks = No

Macka A1 nepenMeHoBaHust hainos, eciu
cpabotano Rename.

3HayeHuve Mo YMONYaHUIO:
RenameFilesTo = #?2°?

MyTb K KaTanory

3HayeHuve Mo YMOMYaHUIO:
MoveFilesTo = %$var dir/
infected/

Katanor Ans coxpaHeHWsi 3apaKeHHbIX
}aiinoB, KOTOpbIE 6blIN BblNEYEHBI.

3HayeHure No yMONYaHMIO:

BackupFilesTo = %var dir/
infected/

MapaMeT pbl perucTpaunm cobbITui:
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LogFileName = Ums daiina xypHana wim syslog, eciu
{syslog | myTb x HY>KHO MCMO/b30BaTb CHUCTEMHbIN CEpPBUC
banny} syslog.

3HayeHu1e Mo YMONYaHUI

LogFileName = syslog

SyslogFacility = MeTka  3amMcy  MpU  WUCMOMb30BaHMM
{MeTxa syslog) cucTemHoro cepeuca syslog.

3HayeHure No yMONYaHMIO:

SyslogFacility = Daemon

SyslogPriority = YpoBeHb noApobHOCTU BeAEHUS XYpHana
{ ypoBeHb npu MCNonb3oBaHWUM CUCTEMHOIoO CepBUCa
nonpo6HoCTM} syﬂog.

ﬂOFIYCKaeTCf-I UCMNoJsib30BaHMe cneayrowmx

YPOBHe:

e Error

® Alert

® Warning
® Info

® Notice

3HayeHve N0 yMONYaHMIO:
SyslogPriority = Info

LimitLog = OrpaHuyeHre pasmepa dalina xypHana.

{ moruuecxum} WrHopupyeTcas  mpu  WCMONb30BaHuUm
cucTeMHoro cepsica syslog.

OrpaHuyeHve pa3mepa aina XypHana
peanusyeTcsa cieaylowwmuM obpasoM: npu
3arnycKe Win nosyYeHwun curHana HUP Dr.
Web Daemon npoBepsieT pasmep taina
XKYpHana, 1 eciv OH MPEBbLILIAET 3HAYEHME,
3a4aHHOE B nMnapamMeTpe MaxLogSize,
dann xypHana cTupaeTcs W BefeHve
)KYpHana HauMHaAEeTCS C Hysl.
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MaxLogSize =
{ uncnmoBoe 3HaueHUe}

LogScanned =
{ mornuecku}

LogPacked =
{ mornuecku}

LogArchived =
{ mornuecku}

LogTime =
{ mornueckum}

AHTHMBMPYCHbIN Moaynb Dr.Web Daemon

3HayeHuve Mo YMOMYaHUIO:
LimitLog = No

MaKcvManbHbIM pa3mep daiina XXypHana B
KunobanTax.

MMeeT  CMbIC  TOMbKO  €CliM He
ucnonb3yetcs syslog ¥ LimitLog =
Yes.

Ecnm ykasaHo 3HadeHve 0, pasmep daiina
XXypHana npoBepsATbCcsa He byaeT.

3HayeHuWe Mo YMOIYaHUIO:
MaxLogSize = 512

BbiBog B chaiin »ypHana mHbopmMauum 060
BCEX MpoBepsieMbIX 06bekTax, He3aBUCMMO
OT TOro, 06Hapy>XeHbl BUPYCbl UMM HET.

3HayeHuWe Mo YMOIYaHUIO:

LogScanned = Yes

BbiBOA B chaiin >KypHana [O0nofHATENbHOM
MHbopMaUmMn o  dainax, YnakoBaHHbIX
yTunutamm DIET, PKLITE v gp.

3HayeHuWe Mo YMOYaHUIO:

LogPacked = Yes

BbiBOA B chaiin >ypHasna AOnofHATENbHOM
nHbopmMaumn 06 apxuBaTopax.

3HayeHve no YMOIYaHUIO
LogArchived = Yes

BbiBOA B haiin XypHana BPEMEHW Kaxzaou
3anucy.

MapamMeTp He WMeeT CMbicia  Mpu
UCMOSIb30BaHWM  CUCTEMHOTO  CepBuca
syslog
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3HayeHuve Mo YMOMYaHUIO:
LogTime = Yes

LogProcessInfo = BoiBoa B (haitn >xypHana nepen Kaxxaou

( FOmEOC ] 3aM1Cbl0 AaHHBIX O pid CKaHMPYIOLLEro
npouecca n aapece dbunbTpa (MMeHM XocTa
unn IP-aapece), C KOTOPOro MHULMMPOBaHa
npoBepkKa.

3HayeHve No YMOIYaHUIO
LogProcessInfo = Yes

RecodeNonprintable MepekoaupoBka mnpu BbiBOAe B (aiin
XypHana CVMMBOMOB, He SIBMSKOLMXCS
oTObpaXxaeMbiMA AN1si JaHHOro TepMUHana
(cm. cnepytlowme ABa NapameTpa).

= { Joruueckuin}

3HayeHu1e Mo YMONYaHUK

RecodeNonprintable = Yes

RecodeMode = [lp RecodeNonprintable = Yes
{ Replace | 3apaet MeToa nepekoAVpoOBKM
QuotedPrintable} HeoTobpaXkaeMblX CUMBOJIOB.

[lp RecodeMode = Replace BCe

TaKue CYMMBOJIbl 3aMEHSIIOTCSA Ha 3HayeHue
napamMeTpa RecodeChar (CM. HUXeE).

Mpwn RecodeMode =
QuotedPrintable npoun3BoAUTCA
repexkoaMpoBKa HeOoT0bpaXkaeMbIX

cumBooB B popMaT Quoted Printable.

3HayYeHMe Mo YMOHYaHUIO
RecodeMode = QuotedPrintable

RecodeChar = [lpn RecodeMode = Replace 3agaeT
(" o) CVMBOJI, Ha KOTOpbLIN 6yAyT 3aMeHeHbl Bce
N HeoTobpaXxaeMble CUMBOJSIbI.
3HayYeHMe Mo YMOHYaHUIO
RecodeChar = "?"
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Socket =
{ cnucox aznpecos}

SocketTimeout =
{uncnoBoe 3HaueHUe}

OnucaHWe COKeTa, KOTopbli  byaer
ucnonb3oBaH Ansg  cesam ¢ Dr.Web
Daemon.

Mpumep:
Socket = inet:3000€127.0.0.1,
local: $var _dir/. daemon

Tak>xe MOXXHO afpec KaXXAoro U3 COKETOB
yKasblBaTb B OTAENbHOM MapaMeTpe B
dopmMaTe TOPT [ muTepdeircel] |
®ANI [ mocTyn] . COOTBETCTBEHHO, ANS
TCP-coketa: MOPT - AecaTuYHbIN HOMep
nopta, uHTepdencsl - CIMCOK  UMeH
nHTepdericoB unu IP-aapecoB, Ha KOTOPbIX
Dr.Web Daemon 6yger npuHMMaTb
3anpocsl.

Mpumep:
Socket = 3000 127.0.0.1,
192.168.0.100

Onsi UNIX-coketa: ®AWN - uma coketa,
[OCTYN - BOCbMEpUYHOE 3HaueHue [pas
[LOCTYIa K HEMY.

Mpumep:
Socket = $var dir/.daemon
0660

KonuyecTBo 3HauyeHuin B crncke Socket
He orpaHuyeHo, Dr.Web Daemon 6yaet
pabotaTb CO BCEMA U3  OMUCAHHbIX
COKETOB.

Ytobbl Dr.Web Daemon npuHuman
3anpocsl yepes BCE AOCTYnNHbIE
nHTepdericel, AN MapaMeTpa creayet
3aA4aTb 3HaYeHne 3000 0. 0.0. 0.

3HayeHve nNo YMOIYaHUIO

Socket = %var dir/run/. daemon

Bpems B cekyHhax, OTBeAeHHOe Ans
npvemMa/nepeaayy BCeX AaHHbIX Yepes
cokeT (BpeMsl CKaHUpoBaHusi canna He
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YyUYMTbIBAETCS).

Ecnu ykasaHo 3HaueHue 0, Bpems He 6yaeT
orpaHu1yeHo.

3HayYeHME Mo YMOYaHUIO

SocketTimeout = 10

Cnepytowme napaMeTpbl MOTyT OblTb MCMOMb30BaHbl ANS YMEHbLUEHNS
BpEMeHN MPOBEPKM apXMBOB (3@ CYET OTKas3a OT MPOBEPKM HEKOTOPbIX
06bekTOB B apxuBe). Ecnm o6bekT noarnafaeT Mof OrpaHuyeHus,
CO3AaHHbIE 3TUMM MapaMeTpamMi, TO K HeMy MNPUMEHSIETCS AelCTBue
ArchiveRestriction, KOTOpoe 3ajaHO B dainax KoHdbuUrypauum

pasfnYHbIX HUILTPOB.

MaxCompressionRatio
= { umcioBoe
3HaueHue}

CompressionCheckThresho
1d = { uucisoBoe
3HaueHue}

MakcuManbHbI KO3(hOULIMEHT OkaTus, T.
€. OTHOWeHVWe  AnvHbl  daina B
pacrnakoBaHHOM Buae K ANnvHe dalna B
3aMakoBaHHOM Buae (BHYTpU apxuBa).

Ecnn koadbduumeHT npeBbiwaeT AaHHOe
3HayeHne, daln He 6yAEeT W3BEYEH WU,
COOTBETCTBEHHO, He by eT npoBepeH.

MapamMeTp MOXET MpVHMMATb  TOJIbKO
HaTypasbHble 3HaueHus. Ecnm  ykasaHo
3HayeHve 0, npoBepka KoapduumeHTa
OKaTUsl NPOBOAMUTLCS He byaeT.

3HayeHuWe Mo YMOYaHUIO:

MaxCompressionRatio = 5000

MuWHMManNbHbIV  pasvep dalna  BHYTpU
apxvBa B KkwnobaiTax, HauuMHas C
KOTOpOro 6yAeT Npou3BOAUTLCS MPoOBepKa

KoachduumeHTta  okatus  (ecam  3TO
npeanucaHo napameT poM
MaxCompressionRatio).

Ecm  ykasaHo 3Hauvenve 0, nposepka

npon3BoAUTbCA HE 6y,qu -

3HayeHuWe Mo YMOYaHUIO:

CompressionCheckThreshold =
1024
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MaxFileSizeToExtract =
{ uncnmoBoe 3HaueHUe}

MaxArchiveLevel =
{ uncnmoBoe 3HaueHUe}

ClientsLogs =
{ cnucox cTpok}

MakcvManbHbIN pa3mep daiina B
KunobaiTax, U3BIEKAEMOrO 13 apXyBa.

Ecnv pasvep aiina BHyTpuM apxuBa
NpeBbILAET 3TO 3HayeHue, OH Oyper
nponyLueH.

Ecnv ykasaHo 3HaueHue 0, MaKCyMasibHbIi
pasmep He OrpaHuYeH.

3HayeHuve Mo YMOMYaHUI:
MaxFileSizeToExtract = 40960

MaKcuManbHbIi  YPOBEHb  BIOXKEHHOCTU
apxvBOB (KOTrAa apxvB BJIOXKEH B apXuB,
KOTOpbIV TOXE BIOXKEH B apXuB U T.A4.).

Mp1 nNpeBbIEHNN 3TOrO YPOBHA apXMB
6yaet nponyleH (He 6yaeT NPOBEPEH).

Ecim  ykasaHo 3HayeHve 0, YypoBeHb
BNIOXXEHHOCTM  apxvMBOB  He  6yner
OrpaHMuMBaThCs.

3HayeHuve no YMOIYaHUIO
MaxArchiveLevel = 8

MapameTp pazaeneHus hainos XypHana.

Ecnu npu obpaierHnn k Dr.Web Daemon
K/IVMEHT NepeAaeT B PaCLUMPEHHbIX OMuUMSX
CBOM uaeHTudukaTop, dain >ypHana
K/IMEHTa@ 3aMEHSIeTCs Ha TOT, KOTOPbIN
yKasaH B nNapamMeTrpe ClientsLogs.
OnucaHusi N10roB pasgenstoTcs 3ansTbiMi
unu npobenamu.

B cnyyae 3apaHvs B napametpe 6ornblue
wectn  dannos  XypHana CTpoka
KOH(UrypaumoHHoro aiina  cymtaercs
HEBEPHOW.
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MaxBasesObsolescencePer
iod = { uucmoBoe
3HaAUeHue}

AHTHMBMPYCHbIN Moaynb Dr.Web Daemon

dannbl
BUAE:

OTYETaA KJ/IMEHTOB 3aAalTCad B

ClientsLogs=<ummMmsa kJjueHTal>:
<nyTb k obanny>, <muMmsa
KJIMeHTaZ2>: <nyTb kK banmay>.

NMa KIMeHTa MOXET ObiTb OoAHUM U3
CNeAyoLmX:
o web — Dr.Web ICAPD;

e smb spider — Dr.Web Samba

SplDer;

e mail — Dr.Web MailD;

e drwebdc — KOHCOMbHbIA  KJIMEHT
O emoHa Dr.Web;

e kerio — Dr.Web gns wHTepHer-

wito30B Kerio;

e lotus — Dr.Web gna IBM Lotus
Domino.

Npumep:

drwebdc: /var/drweb/log/
drwebdc. log,

smb: syslog,

mail: /var/drweb/log/
drwebmail. log

3HayeHre No yMONYAHMIO:

ClientsLogs =

MaKcvManbHbIM Neprvoa BpeMeHu (B Yacax)
C MOMEHTa nocneaHero o6HoBNeHus, B
TEeYeHMe KOTOporo BWpyCHble  6asbl
cuutatoTcs "ceexumn'.

Mo WMCTEYEHUM 3TOro BPEMEHM, B KOHCOMM
BbIBOAUTCS YyBEAOMIEHVE O TOM, YTO 6a3bl
ycrapenv.

Ecm  ycraHoBneHo 3HaueHve 0, ToO
AKTYasIbHOCTb  BUPYCHbIX 633 He
npoBepsieTcs.
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MessagePatternFileName
= {nyTe k oOalny}

MailTo =
{agpec osIeKTPOHHOM
MO YT BI}

3HayeHuve Mo YMOMYaHUIO:
MaxBasesObsolescencePeriod =
24

MyTb Kk cainy wWwabnoHa cooblieHnss 06
UCTEeYEHUN CPOKa AENCTBUS INLEH3NM.

Mo3BonseT noMb30BaTeNi0  OMpPeAenuTb
coobLieHVe 06 UCTeYEHNN CpoKa A eiCTBuS
NYueHsuM B yaobHoMm ans Hero Buae. B
wabnoHe  coobweHns  mMoryT 6bITb
MCMOMb30BaHbl CNnefyolne nepemMeHHble,
BMECTO KOTOpbIX OyayT aBTOMaTUYecKu
MoACTaBEHbI CleAYIoLME 3HAUEHNS:

e SEXPIRATIONDAYS — KOJIMYECTBO
AHeN 10 UCTeyveHust CpPOKa NNUEH3UN;

¢ SKEYFILENAME = nyTb K
NIMLEH3MOHHOMY KJltOUeBOMy haiiny;

e SKEYNUMBER — HOMEp JIMLIEH3UHU;

e SKEYACTIVATES — JaTa aKTuBauuu
JiMUeH3unn;

e SKEYEXPIRES — [aTa 3aBepLueHus
CpOKa ,D,ef/'ICFBMﬂ NULEH3UN.

Ecrm MoJIb30BaTENbCKUI WaboH
OTCYTCTBYET, WCMO/b3yETCA COOBLIEHNE
M0 YMOMYaHMIO Ha aHITIMINCKOM Si3bIKE.

3HayeHve No YMOIYaHUIO
MessagePatternFileName = %
etc dir/templates/drwebd/msg.
tmpl

MoYTOBLIN aApec agMMHUCTpaTopa Ans
OTMPaBKM COOBLLEHMI 06 UCTEYEHUM CPOKa
[AencTBus JINLEH3MK, yCTapeBaHuu
BUPYCHbIX 623 1 np.

3HayeHuWe Mo YMOYaHUIO:
MailTo =
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Moaynb Dr.Web ICAPD

Moaynb (drweb-icapd) nosgonseTr
WHTErpMpoBaTb BCE KOMMOHEHTbl MPOrpaMMHOr0 KOMraekca

C  NPUIOXEHUAMMU,
ucnonbsytowmmn npoTtokon ICAP. Ha AaHHbI MOMEHT noanepXka
npoTtokona ICAP BkntoyeHa B npokcu-cepeepbl Squid 1 SafeSquid.

coeanHseT noaaepxwusalowmii npotokon ICAP
npokcu-cepeep C ANS  MpOBEpKM  BCEro
Bxogsuwero FTP- n HTTP-Tpaduka Ha Hanuume Bupycos. Kpome
TOro, OH no3eonseT dunbTpoBaTh A0CTYN K HTML-pecypcaM kak no
MIME-Tuny u pa3Mepy COOTBETCTBYIOLWMX (aiifioB, Tak U MO UMEHMU
xocTta. Takke C ero MOMOLWbBIO MOXHO OrpaHu4mBaTb AOCTYM K
CTpaHuuam 6naroaaps NCNONb30BaHMIO 06HOBNSIEMBIX
TeMaTU4eCKNX YEpPHbIX CMUCKOB.
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Hactpouka Squid gna B3anmopgencrems
c drweb-icapd

O6was cxema B3ammoaeicTeus Squid, drweb-icapd 1 knMeHTa:

BeG-cepeep

T

Dr.Web Dr.Web
Squid ICAPD daemon
(HTTP-npoKcu)
Quarantine
T Dr.Web Web-proxy

KnueHT

Puc. 16. O6wana cxeMa B3auMop eiCT BMsA NPOKCU-CcepBepa,
drweb-icapd v knueHTa

B naHHOW cxeMe KMeHT B3auMmogeicTeyeT ¢ HTTP-cepBepoM yepes
npoKcu-cepsep. Mpu 3TOM NpoKcu-cepeep ABNgeTCs
opHoBpeMeHHO ICAP-knneHTOM no oTHoweHuo k ICAP-cepsepy
drweb-icapd. Moaynb drweb-icapd, B CBOWO o4epeasb,
ABMAETCA KIMEHTOM MO OTHOLUEHMIO K . Moaynb
drweb-icapd no3BONSET NpOBEPATb Ha HanWuMe BUPYCOB C
MOMOLLBIO BeCb ucxoaswmin ot HTTP-cepsepa
HTTP-TpacduK, nepeaaHHblli Npokcu-cepeepoM no npoTtokony ICAP.
3amMeTMM, 4YTO [aHHag cxemMa He no3songetr nposepaTb FTP-
Tpadumk. OpraHusaums Takoi NpoBepkM C UCnonb3oBaHueM Squid
onucaHa fanee.

Takxke cneayet YTOYHUTb, 4TO nposBepka HTTPS-tpadumka He
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npou3soamnTCS.

Ons obecneyeHus B3aumoaencTeus mexay Squid u
TpebyeTcss OTpeAakTMpoBaTb KOH(UIrypaLMOHHLIN aiin
squid. conf C Lenbio noaKnoyeHus BO3MOXHOCTU

ucnonb3oBaHus ICAP-npoTokona (3ToT daitn 06blYHO HaxoaWUTCS B
katanore /usr/local/squid/etc/).

Mopsagok HacTpoWiku ICAP-B3aMoaencTBns 3aBUCUT oT
ncrnosib3yeMoi Bepcum cepeepa Squid.

Ecnn HUMXenpuBeAeHHble CTPOKU yXe eCTb B KOH(UrypauMoHHOM
(baline, To Hy)KHO PackOMMEHTUPOBATb MX W UCMPaBUTb 3HAYEHMS
Mo YMONYaHWIO B Cllydyae HeobxoAMMOCTW. B MpoTMBHOM crydyae
HY>XHO 006aBUTb AaHHble HAaCTPOVKKU B KoHel daina.

1. MoaxnioueHne BO3MOMHOCTM UCMOJIb30BAHMA NPOTOKOJA
ICAP:

icap_enable on

2. Perucrpauus HoBO# cnyx6b1 ICAP:
Aansa Squid 3.0:

icap_service service 1 respmod precache 0 +
icap: //localhost: 1344/ respmod

icap class class 1 service 1
icap access class 1 allow all

ansa Squid 3.1:

icap service service 1 respmod precache bypass=0 o
icap: //localhost: 1344/ respmod

adaptation_access service 1 allow all

ObpaTuTe BHWMAHWE, 4TO MapaMeTp icap_service 33JaeTCs B OAHY
cTpouky. CumMBosioM # 0603HaYeH paspblB A/IMHHON CTPOKM.

Mpu MCcnosib30BaHNK BO3MOXXHOCTHU HeobxoanMbI
AONONHUTESIbHbIE HaCTpOVIKM.
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3. MNoaxknroueHre BO3MOXKHOCTM WCMOJIb30BaHUS PpPeXMUMa
preview:

icap preview_enable on

4. YcraHOBKa pa3Mepa Tena coobuweHumsa (B 6aifrax),
nocblsIaeMOro B preview:

icap preview size 0

5. Onsa BbiBoAa B ¢aitn oTtuera uHpopmauum o6 IP-agpece
KJINEHTa, 3anpalimMBaroLLero pecypc:

icap send client_ip on

6. [lns noaAep KU NOCTOAHHbIX coefuHeHuit mexxay drweb-
icapd n Squid, yTo NoBbILIAET NPOU3BOAUTEJIbHOCTb:

icap_persistent_connections on

B cBSI3M C TEM, UTO Ha AaHHbIi MOMEHT B Squid He peanuzoBaH
A= pPEeXUM respmod-postcache, MpU UCNOMb30BAHUM [AaHHOIO
NMPOKCK-CepBEPA HEBO3MOXHO MPOM3BECTU MPOBEPKY KOHTEHTA
nocre TOro, Kak OH Momnasn B K3LU.

Hactpouka SafeSquid gna
B3amMmogencTeua ¢ drweb-icapd

Ons obecneyeHns B3anmoaencTeus Mexay SafeSquid n drweb-
icapd TpebyeTcs oTpefakTupoBaTb ¢aln config. xml WK
BOCMOJIb30BaTbCsl Web-UHTepdelicom.

Mpu ucnonb3oBaHUM web-uHTepdelica cneayeT BblbpaTb CeKUMIO
ICAP 13 BbiNnagaloWEro MeHl, 3aTteM BblbpaTb nyHkT Add wu
[06aBuTb HoBbI ICAP-MHTepdeic. B nosiBuBleincs ¢opMe HYXHO
3aMoSIHMTL Creaytolme nons:

e Enabled = true;
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® Host = IP-ampec muiIM mMMA XOCTa, Ha KOTOPOM
sanymeH drweb-icapd (nmo ymoymuanHMO
localhost);

® File = /respmod;

® Port = HOMEp HOPTa, KOTOPHIM MCIOJL3yeT
drweb-icapd (no ymomuanuio 1344);

® Applies to = responses;
3aTeM cnepyeT HaxaTb Ha kHonky Submit.

Takke MOXXHO CaMOCTOSTENbHO OTPeAaKTMpoBaTh (ain
config. xml. [ing 3TOro, K NpUMepy, MOXHo A06aBnTb 610K

<icap>
<enabled>true</enabled>
<icap>
<enabled>true</enabled>
<comment>Dr. Web icap server</comment>
<profiles></profiles>
<host>1localhost</host>
<file>/respmod</file>
<port>1344</port>
<which>responses</which>
</icap>
</icap>

B cekumio <safesquid></safesquid>.

Nepepnaua FTP-Tpacdpmka uepes
drweb-icapd c ncnonbszosanuem Squid

MNepepnaya FTP-Tpadumka yepes BO3MOXHa TOJIbKO C
ncnonb3oBaHMeM npokcu-cepeepa Squid. Mposepka FTP-Tpaduka
BO3MOXHa C MCMONb30BaHMEM 060N U3 ABYX HWXKENpPUBEAEHHbIX
CXeM:

1. Ucnonb3oBaHMe LENOYKM U3 ABYyX NMPOKCU-CepBepoB Squid.
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2. Wcnonb3oBaHne ueno4vkn u3 FTP-npokcn Frox (BbinonHseT
KoHBepTupoBaHue FTP/HTTP), n npokcu-cepeepa Squid.

® BebG-cepeep @ BebG-cepeep
! T HTTP T HTTP
Squid-2 Squid ICAP
(HTTP-npokcu) (HTTP-npokcu)
- Dr.Web Dr.Web
ICAPD ICAPD
Squid-1 Frox
(HTTP-npokcu) (FTP-npoxck)
HTTP T FTP FTP
KnuenTt KnuexT

HTTP

Puc. 17. Opranmzauums nposepku HTTP- n FTP-Tpacduka

1. Kcnonb3oBaHWe LENoOYkM ¥B ABYX NPOKCU-CEPBEPOB
Squid:

Mpu 31Ol cxeme kak HTTP-Tpaduk, Tak u FTP-Tpadumk u3 cetu
MHTepHeT ByneT npoBepATbCS MOCPEACTBOM , T.K.
B 06oux cnyyasx ana Squid-2 aaHHbii Tpaduk asnsetca HTTP-
TpacdukoM. [ns peanusaumm AaHHON CXeMbl TpebyeTcs BbINOMHWUTL
cnepyoulee:

1. YcTaHOBUTb [Ba HE3aBUCUMbIX MpoKcU-cepBepa Squid B
pasnnyHbIE KaTanoru;

2. W3MeHnTb napameTp http_port y Squid-1, ycTaHoBuB
HOBOEe 3HayeHue nopTa (Hanpumep, 3129);

3. Hactpoutb Squid-2 Ha paboty c ,  Kak
OMWUCaHO BLILLE;

4. W3MeHUTb HacTpoiku Squid-2 pans B3aMMoAeNncTBUS  CO
Squid-1, ycTaHOBMB creaylowmii napamMeTp:

cache peer localhost parent 3129 3130 default +
connect-timeout=80000
3pech:

e 3129 - HOMep NopTa, YCTaHoBNeHHOro Ans Squid-1,

e localhost - XOCT, Ha KOTOPOM yCTaHOBNeH Squid-1,
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e 80000 - 3HayeHWe TaliMayTa, KOTOpPOE AOMKHO ObITb

[OCTaTOYHO 60/bWMM And MOAAEPXAHUS CBA3NM MexXAy
Squid-2 n Squid-1;

5. HacTtpouTb knuneHThbl Ha paboTy Yepe3 npokcn Squid-2 kak no
HTTP-Tpaduky, Tak n no FTP-Tpaduky;

6. 3anycTtutb 06a Npokcu-cepeepa Squid u

2. Kcnonb3oBaHKe wenouku Frox - Squid:

Mpu 31Ol cxeme kak HTTP-Tpaduk, Tak u FTP-Tpaduk u3 cetu
NHTepHeT 6yneT npoBepATbCS MOCPEACTBOM , T.K.
B 0boux cnydyasx ana Squid gaHHbit Tpadwuk sasnsetca HTTP-
TpadukoM. [ns peanusaumm AaHHOW cxeMbl TpebyeTcs BbIMOSHUTb
cnepyoulee:

1. YcrtaHoBuTb Npokcu-cepeepbl Frox n Squid;

2. Hactpoutb FROX Ha nepepayy Tpaduka Ha Squid (FTP-
TpaduK KIMEHTOB 6yaeT yuuTbiBaTbCA, kak HTTP-Tpaduk,
ncxoasiumii ot Frox);

3. Hactpoutb Squid Ha paboTty c , Kak onucaHo
BbILLE;

4, HacTpowuTb KnMeHTbl Ha paboTy yepes npokcu Squid no HTTP-
Tpaduky n yepes Frox no FTP-Tpaduky;

5. 3anyctutb 06a npokcu-cepeepa (Squid 1 Frox), a Takke

Pe)xxum preview

PexuM preview no3BonsieT 3agaBaTb ainbl, KOTOpble He
TpebyloT NpoBEPKN U, COOTBETCTBEHHO, 3akaykun ICAP-cepeepoM (K
npvmMepy, NOTOKOBOE BMAEO U ayamo). Kpome Toro, OH nossonsieT
3HAQUUTENbHO YMEHBLMTb KaK BHELWHWUI TpaduK NpU MCNoJIb30BaHWUM
BO3MOXHOCTM unbTpaummn aoctyna no MIME-Tuny v pasmepy wnm
Mo WMMEHM XOCTa, Tak W BHYTPEHHMN 33 CYET MCMOMb30BaHUS
pexumoB Allow 204 ¥ preview size = 0. [lpn 3ToMm
noBsbILaeTCcss 06Llas CKOpOCTb U KOM(MOPTHOCTb PaboTbl KOHEYHOIO
nonb30BaTens.

Mpu ucrnonb3oBaHuyu Bepcun Squid M3 BETKU 2. * HACTOATESNLHO
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peKoMeHAyeTCa BbIKNIOYUTb PEXUM preview Kak B drweb-
icapd (UsePreview = No), Tak u B Squid
(icap_preview_enable off nicap_preview_size -1).

Ha paHHbIN MOMeHT B npokcu-cepeepe SafeSquid BMecTo pexuma
preview peanu3oBaH BblIBOJ OOLEro 4ucna CKadaHHbX 6anT

MHdOopMaUmnK.

TeMaTnueckue CriMckm

NOAAEPXMBAET TEMATUUYECKME YEpPHbIE CMUCKM.
[laHHble CrMCKkM NpeacTaensaoT coboi Habopbl aapecoB MHTEPHET-
pecypcoB, pasbutble No TeMaM. Kaxabli U3 3TUX CrUCKOB
06HOBNSIETCS B @BTOMaTMYeCKOM PEXMUME KOMMOHEHTOM
B KOMNNEeKT BXOAAT CMWCKM aapecoB pecypcoB Mo
cneaylowmM TeMam:

e Porno — ccbinkvM Ha TekCTbl (3pOTUYECKME paccKasbl), TEMbI
Ha dopyMax (TeMbl, co3gaHHble Ana obCcyXxaeHus, a Tak xe
CNaM-TEMbl C peKNamoil MOPHO-CaMTOB), CTPaHWLbl CO
CCblIKaMW Ha MOPHO-apXuBbl U NApONN K HUM, GOTO- N BUAEO-
Matepuansl, UHTEPHEeT-CEeKCLOoNbl U Ntobble Apyrue pecypcl
3pPOTMUYECKOro XapaKTepa;

e Violence - ccbiikm Ha ©&OTO- W BMAeO-MaTepuansl,
NMOCBsILUEHHbIE aBTO- W  aBua-katacTpodaM, CTUXWUIHBLIM
6eACTBMSIM, BOMHaM, TEPPOPUCTUYECKMM aKTaM, KasHsM,
MbITKaM, XUpypruyecknum onepaumsiM, TpaBMmaM, ¢GUNYECKUM
HeJoCTaTKaM;

e Weapon — CCbIIkM Ha TEKCTOBbIE OMWUCaHKs, $hOTO- U BUAEO-
Marepuansl Mo BCEM TUnNaMm opyxus (OT XOMOAHOMO A0
OPY)XXMSi MaccoBOro TMOPaXeHWs) W MO  M3rOTOBNEHMIO
B3pbIBYATHIX BELLECTB;

e Gamble — ccbiikM Ha MHTepHeT-KasnMHO W pa3HoobpasHble
WHTEPHET-Urpbl Ha AEHbLIN;

e Drugs — cCbiIKM Ha pecypcbl, rae BeaeTcs nponaraHaa
ynoTpebneHms  HapKoTMYecKuMx BelwecTB, nybnukyroTcs
otyeTbl 06 ynoTpebneHMM HapKOTUYECKUX BeLWeCTB W
NOJTyYeHHbIX OLYLIEHUSAX, COAEepXKaTCsa OnucaHus npouecca
M3roTOB/IEHUS TeX WM WMHbIX HAapPKOTWMKOB, OCYLLECTBSEeTCSs
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pacnpocTpaHeHMe HapKOTUYECKMX BELLECTB;

e Obscenity — ccbinku Ha pecypcbl, KOTOpble coaepaT
HELEH3ypHYIO NIeKCKKy (B HasBaHUSIX Pa3denoB, CTaTbsiX U T.
M.; KOMMEHTapuK NoKa He y4uTbIBaloTCA);

e Chats — Bce uarth;

¢ Terrorism — CCbIIKM Ha pecypcbl C MaTepuanamMm arpeccuMBHO-
aruTaUMOHHOIO  XapakTepa, C TEKCTOBbLIMM  OMUCAHUAMM
TEPPOPUCTUYECKNX aKTOB, UX MOArOTOBKM U MOCNEACTBUMN, C
OMUCAHMSAMW  TEXHONOMMA  W3FOTOB/IEHWS  B3PbIBYATHIX
BELLECTB;

e Email — ccbinku Ha caliTbl, NpeaocTaBnsiome BO3MOXHOCTb
6ecnnaTHoOn perucTpaumm NoYTOBOIO SILUMKA;

¢ SocialNetwork — cailTbl 3HAaKOMCTB, [enoBble COLManbHbIe
ceTu, TeMaTuyeckne coumanbHble ceT (06beaMHEHUS Noaen
Nno WHTEepecaMm, Hanpumep, KyluMHapus, aesTo UK T.M.),
KOPMOpaTMBHbIE COLIMANbHbIE CETU;

¢ MalwareLinks — ccbiikn Ha caiTbl, cogepyKalume BUPYChI.

BNoKMPOBKY KaXk[0W M3 3TUX TEM MOXHO BKJIHOYATh WK BbIKOYATb
HE3aBMCMMO C MOMOLIBIO MapaMeTpoB BlockNAME, rae NAME —

TeMa cnucka. TeMaTuyeckne uepHble CMUCKM COAepKartca B
(aitnax c pacumpeHunem dws.

Bo3MOXHO 3agaHue NoJb30BaTENbCKUX YePHbIX U 6enbiX CUCKOB:

e C noMoLLbo ;

¢ BpyyHyio.
Co3pgaHue nNOJNb30BaTENIbCKOr0  TEeMaTUYECKOro  Crucka
BPYUYHYIO

o Co3aaliTe TEKCTOBbLINA dhain co CNMCKOM UMeH unu IP-agpecoB
XOCTOB, [AOCTYN K KOTOpbIM HE06X0AMMO pa3peumTb WK
3anpeTuTb. KaXkabli XOCT yKasblBaeTCst Ha HOBOW CTPOKeE.
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 HacrtpoiiTe Tpebyemylo peakuuio:

0 YT1o6bl A06aBWTL agpeca B YEpHbIM CMUCOK, YKaxuTe
nyTb K daiy co CNUCKOM, A€ YKa3aHbl AaHHbIE XOCTbl,
B 3Ha4yeHun napameTpa BlackHosts

BO3MOXHO yKasaHWe HEeCKONbKUX CMUCKOB 4epes
3anAaTylto.

Mpumep:

BlackHosts = /home/user/host list 1, +
/home/user/host list 2

B paHHOM cnyyae, XOCTbl, YykasaHHble B ainax
host 1list 1 u host list 2 6yayT 3aHeceHbl B

YEPHbIA CMNMCOK U JOCTYN K HUM ByaeT 3anpeLuéH.

© YT106bl 1062BUTb XOCTbl B 6€MbIA CAMCOK, T.e. B CMMCOK
XOCTOB, AOCTYMN K KOTOPbIM paspelleH, YKaXxuTe nyTb K
daliny co cnuckoM, coaepxxalleMy AaHHble aapeca, B
3Ha4yeHun napameTpa WhiteDWSFiles

O6patnTe BHMMaHWE, YTO MpPU 3aHECEHUU OAHUX U Tex
e XOCTOB B YepHbli U 6enblii CMUCOK, AOCTYMN K HUM
byneT paspeleH.

MNpumep:

WhiteDWSFiles = /home/user/host list 1, #
/home/user/host list 3

B npuBegeHHOM npuMepe AOCTyn nonb3oBatenu 6yayt
UMETb AO0CTYyNn K XOCTaM, YKas3aHHbIM B cbal?max
host list 1 M host list 3, HeECMOTps Ha TO,

4To cnMcok host list 1 ykasaH B 3Ha4YeHUM
napameTpa BlackHosts. Takke npu coBrnaaeHuu
anpecos B . dws-taitnax C agpecami, yKasaHHbIMU B
6enoM cnucke, AOCTYN TaKke 6yaeT paspelleH.
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o Ons pobaBneHnss cnucka XoCToB, He Tpebyowmx
NMPOBEPKM Ha BUPYCbl, YKaXuTe nyTb K dainy co
CNUCKOM, rAe YKasaHbl [aHHble XOCTbl, B 3HayeHuu
napameTpa WhiteHosts

Mpumep:
WhiteHosts = /home/user/host list 1, +
/home/user/host list 2, +

/home/user/host list 3

B pnaHHOM cnyyae XOCTbl, YyKasaHHble B CAWCKax
host list 1, host list 2 u
host list 3, NpoBepATbCA Ha BUPYCbl He 6yayT.
Obpatnte BHUMaHWe, 4TO napameTp WhiteHosts
Wb OTKIIOYaEeT aHTUBUPYCHYIO NMPOBEPKY XOCTOB, HO
He paspewaeT pgoctyn. TakmMm obpasoMm, Ans
NpUBEAEHHOINO MpUMEpa XOCTbl, MEPEYUCNIEHHbIE B
Cnunckax host list 1 n host list 3,

NpoBepATLCS Ha BUPYChl He 6yayT, a AOCTYN K agpecam
M3 cnucka host list 2 6yAeT 3aKpbIT.

MapaMeTpbl KOMAHAHOWU CTPOKMU

Ha pAaHHbIA MOMEHT WCMOMHAEMbIM  MOAy/b
( drweb-icapd) noaaepXuBaeT  Cleaylolme  napameTpbl
KOMaH/IHOW CTpOKM:

KpaTkuii BapuaHT PacumpeHHblii BapyaHT ApryMeHTbl
=16l ==help

Onucatxve: BbiBoA KpaTKOM CnpaBKM O MapaMeTpax KOMaHA4HOW CTPOKU U
3aBepLueHne paboThbl

-V --version

Onucanve: BbiBog MHbOpMaLUMM 0 Bepcun drweb-icapd M 3aBepLUEHVe
paboThbl
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Onwucanue: BoiBog debug-xypHana Ha TepMiHan

<nyTe K banhuay |
=i NIyTb K COKeTy
ATeHTa>

OnvcaHve: 3agaHne HOBOro NyTU K KOHMUrypaunoHHoMy dainy drweb-
icapd wwm k cokety Dr.Web Agent, ecim Dr.Web ICAPD 6yget

nosyyYyaTb KOHUIrypaLMOHHbIN haiin oT Hero (cM. onuvcakve Dr.Web
Agent)

—m

Onucanve: drweb-icapd 3anyckaercsa noa ynpaeneHnem Dr.Web
Monitor (cM. onucaHve Dr.Web Monitor)

Hacrpowkn

Dr.Web ICAPD MOXET WCMNonb30BaTbCid C HacTpohkaMu Mo
YMOJT4aHUIO, HO NMpeanoyYTUTeNbHee HaCTPOUTbL €ro B COOTBETCTBUM
C TpeboBaHMSIMU W YCNOBUSIM 3KCMyaTauuMn. KOHbUrypaumoHHbIN
daln drweb-icapd. ini pacnofioXeH B KaTanore

$etc dir. YcTpoOWCTBO KOHMUrypauMoHHoro daitna u kpartkoe
onucaHue ero napameTpos npuseaeHsbl B pasgene
KoHdurypaumoHHble danibl.

Logfile = Wms daiina xypHana wmm syslog, €ciu
{mMs dania | 1Crosb3yeTCs CUCTEMHBIN cepuc syslog
syslog}

3HayeHuWe Mo YMOYaHUIO:

Logfile = syslog

SyslogFacility = MeTka  zanucn  npuM MCMONb30BaHUM
{ MmeTxa svsloal CUCTEMHOr o cepBsuca syslog
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SyslogPriority =
{ ypoBeHb
nonpo6bHoOCTM}

Loglevel =
{ uncnmoBoe 3HaueHUe}
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3HayeHuve Mo YMOMYaHUIO:
SyslogFacility = Daemon

YpoBeHb noapobHocTu COXpaHeHws
CO6LITUIN B >KypHan Mpy WCMOSb30BaHUM
cucTemHoro cepBuca syslog.

[lonycKaeTcs UCMob30BaHWE CeayoLmnx
YPOBHe:

e Alert

® Warning

® Info

® Notice

3HayeHre No yMONYaHMIO:
SyslogPriority = Info

YcTaHaBnvMBaeT ypoBeHb
BEAEHWS NPOTOKOMA paboTbl.

noapobHocTm

MpeacraBnsieT coboi uncno, siBnstoLLeecs
CyMMoV NpoV3BOJIbHOM KOMOUHaLMM
CNEAYIOLIMX 3HAUYEHWIA:
e 0 - BbIBOAUTb MWHGoOpMaumio 06
olmbKkax 1 0bHapy>KEHHbIX BUPYCax;
e 1 - BbIBOAUTb MH(OPMaLMIO YPOBHS
Info: 0 NpoBepeHHbIX YMCTbIX chainax
1 MPOYYI0 CIy>ebHyo MHdopMaLmio;
e 2 - BbIBOAWTb 06LLME COOBLLEHNS;

e 4 -  BblBOAUTb COObUIEHNA O
pe3ynbTatax pasbopa dparMeHToB
AaHHbIX (chunks of data);

e 8 - BbIBOAWUTb  PACLUMPEHHbIE
coobLLeHNs No parMeHTaM AaHHbIX;

e 16 - BbIBOAWTb MPOTOKON PaboThl
CMHTaKCUYeCcKOoro aHanmM3aTopa;

e 32 - BbIBOAMUTb npouve
OT/1afl0YHbIE COOBLLEHNS.
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MaxLogSize =
{ pasmep}

Hostmaster =
{ampec e-mail}
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Hanpvmep, ecnn Tpebyetcs BbiBOAWUTHL B
npoTokon  obwme  cooblieHus 2),
NPOTOKOJT CUHTAKCMYECKOro aHanm3aTopa
(16) »n wHdopmaumto 06 owmbkax wu
06Hapy»eHHbIX Bupycax (0), TO 3HaueHue
LogLevel obpa3yeTrca  crneaylolwmm
obpazom:

0+ 2 + 16 = 18

MakcvManbHO noA po6HbIii BbIBOZ
MHOPMALMK, BK/IOYAIOLWMIA BbIBOA BCEX
[aHHbIX, BKJOYAETCs, TakuM 06pa3om,
ecimLoglevel = 63.

ObpaTuTe BHMMAHUE, YTO eC/in Loglevel
= -1, TO 3TO O3HAa4YaeT OTK/IOYEHNE
BbIBOAA MHGOPMaLMK B MPOTOKOJ.

3HayeHuve Mo YMONYaHUIO:
Loglevel = 1

MakcvManbHbI pa3mep dalina oTyeTa.

Ecv npu 3anycke Dr.Web Daemon
pasvep aina ortyeta 6yaer 6Gonblue
3ajaHHoro, To OH 6yaeT nepesanucaH
3aHOBO.

Mpn MaxLogSize = 0 pa3Mep daina
OT4eTa npv CTapTe He NpoBepseTCs.

3HayeHuWe Mo YMONYaHUI

MaxLogSize = 1m

lMoYTOBbIN aApPeC afMUHUCT paTopa.

3HayYeHMe Mo YMOHYaHUIO

Hostmaster = root@localhost

[anee yka3aHbl aHanornyHble napamMeTpsbl, 3a4aloLmne peakumio NporpaMmbl

Ha 0BHapy>KeHue Tex UM UHbIX 0ObEKTOB:

Infected =
{ menucrBUE}

3apaeT peaklnio Ha obHapy»eHve dalina,
3apa>k€HHOr0 U3BECT HbIM BUPYCOM.
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Incurable =
{ menucrBUE}

Suspicious =
{ mencrBHUe}

Adware =
{ mencrBUe}

Dialers =
{ meucrBUE}

Moaynb Dr.Web ICAPD

[onycTvMble 3HaYeHns napamMeTpa:

Cure, Move, Truncate, Report

3HayeHvie N0 yMONYAHMIO:
Infected = Cure

3ajaeT peaklvio Ha obHapy)keHue daiina,
KOTOpbI 3apaXeH W He MOoXeT 6bITb
Bbl/IEYEH.

[lonycTuMble 3HaYeHWs NapameTpa:

Move, Truncate, Report

3HayeHuWe Mo YMOIYaHUIO:

Incurable = Report

3ajaeT  peakuvio  Ha  OBHapy)keHue
noaosputenbHoro  cdanna  (BO3MOXHO,
3apaXKEHHOr0 HEM3BECT HbIM BUPYCOM).

[lonycTuMble 3HaueHUs napameTpa:

Pass, Move, Truncate, Report

3HayeHure No yMONYaHMIO:

Suspicious = Report

3ajaeT peakuvio Ha obHapyxxeHue cdaiina,
coAepxallero nporpamMvy Ang  nokasa
peknambl (adware).

[onycTyMble 3HaYeHns napamMeTpa:

Pass, Move, Truncate, Report

3HayeHuWe Mo YMONYaHUI

Adware = Report

3apaeT peakuvio Ha obHapyxeHue daiina,
copepxallero nporpammy
aBTOMATMUYECKOro [103BOHa.

[lonycTuMble 3Ha4YeHNs1 napameTpa:

Pass, Move, Truncate, Report
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Jokes =
{ meucrBUE}

Riskware =
{ mencrBUe}

Hacktools =
{ mencrBUe}

ArchiveRestriction
= { melcTBUE}

Moaynb Dr.Web ICAPD

3HayeHuve Mo YMOMYaHUIO:
Dialers = Report

3apjaeT peakuvio Ha obHapyxeHue daiina,
cozepXallero nporpamMMy-LyTKy, KOTopas
MOXeT nyratb unu pasgpaxaTb
nosib30BaTefsi.

[lonyCTnMble 3HaYeHWs MapaMeTpa:

Pass, Move, Truncate, Report

3HayeHuve Mo YMOMYaHUIO:
Jokes = Pass

3ajaeT peaklyio Ha obHapyykeHue cdaiina,
coAepxXallero MOTeHUManbHO  OMacHyto
nporpamMMy,  KOTopasi  MOXEeT  6bITb
UCMoJib30BaHa HeE TOJIbKO €e BJlajelibLeM,
HO Y 3710y MblLLIEHHUKAMU.

[lonyCTnMble 3HaYeHWs MapaMeTpa:

Pass, Move, Truncate, Report

3HayeHuve Mo YMONYaHUIO:
Riskware = Pass

3ajaeT peaklyio Ha obHapyxkeHue cdaiina,
copepxallero nporpammy, KoTopast
MCMOMb3yEeTCsl ANS B3/IOMA KOMMbIOTEPOB.

JonycTvMble 3HaYeHns napameTpa:

Pass, Move, Truncate, Report

3HayeHuve Mo YMOMYaHUIO:
Hacktools = Pass

[lel/icTBMe, COBEpLlaeMoe C apxuBamy,
KOTOpble He MOryT 6blTb MpPOBEpeHbl Dr.
Web Daemon Mo NpUYMHE MPEBLILIEHNS
3Ha4YeHUN psiaa MapamMeTpoB (CTenexu
oKaTus, pa3mepa 3anakoBaHHbIX
06bEKTOB, CTenexHu BJTIOXXEHHOCT ),
3a[4aHHbIX B [NIAaBHOM KOHMUIypauMoHHOM
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daine.
[lonycTuMble 3HauYeHVsl napaMeTpa:

Pass, Move, Truncate, Report

3HayeHve N0 yMONYaHMIO:
ArchiveRestriction = Report

DaemonError = [elcrere, coBeplwaemoe c  daiinamm,
{ nemcrBUMe} Bbi3biBaOWMM  y Dr.Web Daemon

owmbkmM B mpoLecce npoBepku. Hanpuvep,
Dr.Web Daemon MOXeT nepecraTb
XBaTaTb MaMATV WIN Y HErO HE OKAaXXETCs
HY>XHbIX MPaB ANs AanbHENLIEN paboThl.

[onycTvMble 3HaYeHNs NapamMeTpa:

Pass, Move, Truncate, Report

3HayeHve No YMONYaHUIO X
DaemonError = Report

SkipObject = [evctBre, coBepllaemoe c  caitnamm,
[ EeemEms] KOTOpble He MOryT 6biTb MpoBepeHbl Dr.

Web Daemon (3aluueHHble naponem
WIN UCMIOPYEHHBIE apXMBbI, CUMBONINYECKME
CCbINIKK, halnibl HECTaHAAPTHbIX OPMATOB
nT.M).

[lonycTuMble 3HaYeHWs NapamMeTpa:

Pass, Move, Truncate, Report

3HayeHuWe Mo YMOYaHUIO:

SkipObject = Pass

LicenseError = [leicTBrie, coBepliaemoe ¢ dannami, mpu
{ neucrBHE} NMPOBEPKE KOTOPbIX MpousoLLia owmbka

NAUEH3MM  (HampuMep,  KOrAa  CpoK
JIEVCTBUSA NINLIEH3UN UCTEK).

[onycTvMble 3HaYeHWs NapamMeTpa:

Pass, Move, Truncate, Report

3HayYeHMe Mo YMOHYaHUIO

LicenseError = Report
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Heuristic =
{ mornueckui}

LocalScan =
{ mornueckui}

Moaynb Dr.Web ICAPD

BkntoyeHune MCnoib30BaHUA
IBpPUCT MMECKOro aHanu3aTopa.

DBPUCTUYECKUI aHanu3 aenaet
BO3MOXHbIM O6HApY>XEHWE HEU3BECTHbIX
BMPYCOB MO anpyopHbIM COObpaXkeHnsaM 06

yCTpoiicTBe BUPYCHOrO Koaa.
OcobeHHOCTbIO ~ 3TOr0  TuMa  Moucka
BMpYCOB ABnseTCs BEPOSATHOCT HbIIA

XapaKTep 06Hapy>eHWsl 3apakeHus, 4TO
MO3BOJISIET FOBOPUTb HE O 3apaXXeHHbIX, a
0 Moao3puTENbHbIX  0bbekTax.  [pu
OTK/IIOYEHUN 3TOro pexuvva
OCYLLECTBSAETCSA TOMBKO MOWCK M3BECTHbIX
BMPYCOB MO BWPYCHbIM 6a3aM [lokTop
Be6.

Llenbin Knacc nporpamm BBUAY
MCMOJIb30BaHNS CXOAHOMO C BUpPycaMn Kofa
MOXET BbI3blBaTb JIOXHblE CpabaTbiBaHWs
dBpUCT MMECKOro aHanusartopa. Kpome
TOro, [aHHbIN PEXnM MOXKET
He3HauuTenbHO YBENUUYNUTb Bpems
npoBepku. [laHHble 06CToATENbCTBA MOTYT
6bITb AOBOAAMA B MOMb3Y OTKIIHOYEHUS
3BPUCTMYECKOrO aHanu3a. Bmecte c TeMm,
BK/IOYEHWE  3TOr0  Tuna aHanu3a
YBENNYMBAET HALEXHOCTb aHTUBUPYCHOW
3aLMThI.

Bce daiinbl, 06Hapy>KeHHble
SBPUCT MNECKMUM aHANIM3AT OPOM, Jyulle
BCEr0 OTMNpaBUTb pa3paboTumkam uvepes
caut http://vms.drweb.com/sendvirus/.

3HayeHre No yMONYAHMIO:

Heuristic = Yes

Pe>xxnM fiokanbHOro CKaHWpoBaHusi, Korja
Dr.Web Daemon nepegaerca TO/bLKO
nyTh K daiiny Ans NpoBEPKM.

Mpn LocalScan = Yes Dr.Web
Daemon 6yaeTt ckaHupoBaTb aiinbl B
JIOKaNbHOM peXxwuMe.
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User =
{ cTrpoxka}l

Cache =
{nyrs k KaTajory}

DwsDirectory =
{nyTe x kaTajory}

BlockPorno =
{ mornueckun}

BlockViolence =
{ mornuecxkwuin}

Moaynb Dr.Web ICAPD

3HayeHuve Mo YMOMYaHUIO:
LocalScan = Yes

Monb3oBaTenb, C MpaBaMM KOTOPOro
pa6otaer Dr.Web ICAPD.

PekomeHoyeTcs 3aBeCTM B cucTeMe
creuvanbHoro  mosib3oBatens  drweb,

KOTOpbI 6yaeT ucnonb3oBaTbcs Dr.Web
ICAPD.

3HayeHvie N0 yMONYAHMIO:
User = drweb

MMyTb K KaTanory, B KOTOPOM CO34atTCs U1
XPaHATCA BpeMeHHble dalinbl.

3HayeHure No yMONYaHMIO:

Cache = %var dir/cache/

lMyTb K KaTanory, B KOTOPOM HaxoAsTcs
dannbl,  copepxalime  TeMaTUYECKME
yepHble cnmckm (dws-chaiinbl).

3HayeHure No yMONYaHMIO:

DwsDirectory = %var dir/dws/

Bo3MoXXHOCT b 6noknpoBaThb
NnopHorpauyeckme WHTEPHET-pecypcbl C
MOMOLLbIO TEMATUYECKUX YEPHBIX CMIUCKOB.

3HayeHure No yMONYaHMIO:

BlockPorno = Yes

BO3MOXXHOCTb ~ 6/IOKMpPOBATb  MHTEPHET-
pecypchl, MOCBSALIEHHbIE >XECTOKOCTU U
HaCWIMio, C  TOMOLLbI  TEMATUYECKUX
YEPHBIX CMUCKOB.

3HayeHuve Mo YMOMYaHUIO:
BlockViolence = Yes
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BlockWeapon = BO3MOXHOCTb ~ 6/10KMpPOBaTb ~ UHTEPHET-

{ normyecxuil} pecypcbl,  MoCBsilleHHble  BCeM  Tunam
BOOPY>XEHWI, C MOMOLLbIO TEeMaTUYECKUX
YEepHbIX CMIUCKOB.

3HayeHuWe Mo YMOIYaHUIO:

BlockWeapon = Yes

BlockGamble — Bo3MOXXHOCTb ~ 6/10KMpOBaTh  MHTEPHET-
pecypchbl, MOCBALLEHHbIE @3apPTHbLIM UrpaMm
Ha [eHbry, C MOMOLbID TeMaTMUYECKMX
YepHbIX CrCKOB.

{ mornueckun}

3HayeHuMe M0 YMOIHYaHUIO :
BlockGamble = Yes

BlockDrugs = Bo3MOXHOCTb ~ 6/10KMpPOBaTb ~ UHTEPHET-

{ normyecxui} pecypchbl, MOCBSILLEHHbIE HAPKOTUYECKUM
BellecTBaM, C MOMOLbID TeMaTUYecKux
YepHbIX CMMCKOB.

3HayeHve N0 yMONYaHMIO:
BlockDrugs = Yes

BlockObscenity = BO3MOXXHOCTb ~ 6/IOKMPOBATb  MHTEPHET-

{ FOTTEEER pecypcbl,  COAEPXaluMe  HeLEeH3ypHYIo
NIEKCUKY, C MOMOLbIO  TEMATUYECKUX
YepHbIX CrMCKOB.

3HayeHure No yMONYaHMIO:

BlockObscenity = Yes
BlockChats = Bo3MoxkHOCTb 6110KMpOBaTb BCE 4YaTbl C
MOMOLLbIO TEMATUYECKUX YEPHBIX CMUCKOB.

3HayeHve N0 yMONYaHMIO:
BlockChats = No

{ mornueckun}

BlockTerrorism = Bo3MOXXHOCT b 6”0KMpOBaTb MHTepHeT'

[ FOTTEEE R pecypcbl, MOCBSLEHHbIE TeppopusMy, C
MOMOLLbIO TEMATUYECKMX YEPHBIX CMCKOB.
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BlockEmail =
{ mornueckui}

BlockSocialNetwork
= { mornueckuin}

BlockSocialEngineering
= { joruuecxkui}

BlockMalwarelinks =
{ mornueckun}

BlockAll =
{ mornueckun}

Moaynb Dr.Web ICAPD

3HayeHuve Mo YMOMYaHUIO:

BlockTerrorism = Yes

BO3MOXHOCTb ~ 6/10KMpOBaTb  UHTEPHET-
pecypchl, MpefocTaBnstolme becnnaTHyio
perucTpaumio  MoyToBOrO  fliMKa, C

NMOMOLLbIO TEMATUYECKUX YEPHbIX CMUCKOB.

3HayeHve N0 yMONYaHMIO:
BlockEmail = No

Bo3MoXkHOCTb ~ 6/0KMpoBaTb  AOCTYN K
pa3HOO6pasHbIM  CouManbHbIM  CETSM  C
MOMOLLbIO TEMATUYECKMX YEPHBIX CMIMCKOB.

3HayeHve N0 yMONYaHMIO:
BlockSocialNetwork = No

Bo3MoXXHOCT b 3a610knpoBaThb
HEPEKOMEHAYMbIE CaWThl, KOTOPblE MOTYyT
MCMoNb30BaThCa  ANd uLwmHra "
MOLLEHHNYECT Ba.

3HayYeHMe Mo YMOHYaHUIO

BlockSocialEngineering = Yes

BO3MOXHOCTb ~ 6/10KMPOBaTb ~ MHTEPHET-
pecypchbl, coaepxaliue BUPYCbl U Apyrve
BPEAOHOCHbIE MPOrpamMMbl, C MOMOLLbIO
TeMaTUYECKMX YEPHbIX CMUCKOB.

3HayeHuve no YMONYaHUIO X
BlockMalwareLinks = Yes

Mo3BonsieT 6nokMpoBaThb NGO 3anpoc K
ceTu NHTepHeT.

3HayeHuWe Mo YMOYaHUIO:
BlockAll = No
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WhiteDwsFiles =
{cnoucox nyren x
dbannam}

SendUrlsWithViruses
= { moruueckum}

Templates =
{nyrTe x xaTanory}

PidFile =
{nyre x danmny}

Moaynb Dr.Web ICAPD

CnMcok MMeH TeKCTOoBbIX halifioB yepes
3anaTylo, B KaXAOM U3 KOTOPbIX
COLLEPXUTCS CMUCOK XOCTOB, KOTOpble He
6yayT nNpoBEPSTbCS Ha 6OKMPOBKY B
TeMaTUYECKMX YEPHBIX CrMCKaXx.

[aHHbli  MapamMeTp HeobxoawM, Korga
TeMaTUYeCKUe YepHble CUCKK BIOKUPYIOT
[OCTYM Ha Hy>XHbI CaWAT.

dopmMaT 3THX halNoB CreayoLwmii:
hostl
host2

3HayeHuve Mo YMOMYaHUI:
WhiteDwsFiles =

BO3MOXHOCTb @aBTOMAaTUYECKW OTCbINIATb B
Noktop Beb agpeca 3apaXXeHHbIX
WHTEPHET-PecypcoB W WMEHa BUPYCOB,
HalAEHHbIX Ha 3TUX BE6-CTpaHuLaXx.

[na OCyLeCTBNEHVS AAHHOW ornepauuu
Heobxoammo, 4TO0b6bl 6blN  yCTaHOBNEH
komnoHeHT Dr.Web Agent.

3HayeHuve Mo YMONYaHUIO:
SendUrlsWithViruses = No

MyTb K KaTanory, B KOTOPOM XpaHsATCS
WA6/IOHbI, WCMOMb3yEMbIE MPU  CO3AAHWM
OTYETOB.

3HayeHve N0 yMONYaHMIO:
Templates = %etc dir/
templates/icapd

Vma cbaiina, B KOTOpbIM mpu 3anycke Dr.
Web ICAPD 3anucbiBaeTcs MH(pOpMaums
06 naeHTudmkaTope ero npouecca (PID), a
Takxe cokeT (ecnm napamMeTp Socket
3agaeT ucnonb3oBaHve UNIX-cokeTa) wnm
Homep nopta (ecaM napameTp Socket
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Key =
{nyre x dalny}

BlackHosts =
{cnoucox nyren k
banmam}

WhiteHosts =
{cnucok nyren x
banmam}

Moaynb Dr.Web ICAPD | 218

3aaeT ucnonb3oBaxue TCP-cokeTa).

Ecnm 3agaHo 6onee opHoro mnapameTpa
Socket, B [AaHHOM (aiine 6yaet
npyCcyTCTBOBaTb MHbOpMauuss 060 Bcex
3aAaHHbIX cokeTax (Mo O4HOMy B CTPOKE).

3HayeHuve Mo YMOMYaHUI:
PidFile = %var dir/run/
drweb icapd. pid

Pacnonoxexve K/I0YEBOrO danna
(JIMLEH3MOHHOr O /TN [JEMOHCT PALIMOHHOIO).
O6bI4HO 3TO (haiin C pacClUMpeHneM. key

3HayeHve No YMOIYaHUIO
Key = %bin dir/drweb32. key

Cnmcok myTel K caiinam yepes 3ansaTyto, B
KaXX[0OM M3 KOTOPbIX COAEPXKUTCS CrMCOK
XOCTOB, AOCTYMN K KOTOpbIM TpebyeTcs
3anpeTuThb.

BnokvpoBKka MNpoMCXOAUT KakK MO WMEHU
XOCTa, TaK u rno BceM ero IP-agpecam.

3HayeHve N0 yMONYaHMIO:
BlackHosts =

Cnncok nyTen K dainam yepes 3anaTyto, B
KaXA0M M3 KOTOPbIX COAEPXKUTCA CrUCOK
XOCTOB, KOTOpble He 6yAyT MpOBEPSITLCS
Ha HanM4ve BUPYCOB.

[aHHbIN  napaMeTp WCMONb3yeTcs Ans
npeaoTBpaLLEeHNs NTOXXHOrO cpabaTtbiBaHus
aHTuBMpyca. [loCTyn paspelaeTrcs Kak
KaK Mo UMeHu XOocTa, Tak 1 no Bcem ero IP-
aapecam.

3HayeHuve Mo YMOMYaHUIO:
WhiteHosts =
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MaxBlocksize =
{ pasmep}

BindPort =
{ uncimoBoe 3HaueHue}

BindAddress =
{IP-azmpec mau umsa
xocTa}

DrwebAddress =
{ cnucox anpecos}

Moaynb Dr.Web ICAPD

MakcuManbHbIi  pa3mep 610ka MaMaTy,

KOTOpbIN MbiTaeTcs
BbIE/IUTb 33 OZAWH pas.
Mpu A0CTaTO4YHOM KoninyecTee

OﬂepaTMBHOVI NnaMATU 3Ha4yeHue [aHHOro
napameTpa MO>XXHO YBENMYUTb ansg
MNoBbILIEHNA NPOU3BOAUTEJ/IbHOCT U.
3HayeHure no YMONYAHUIO

MaxBlocksize = 10m

HomMep nopta, K KOTOPOMy [ O/DKHbI
noaknoyatbcs ICAP-knmneHTbl (HanpuMep,
Squid) npyv nonbiITke CoeaAuHEHUs C
drweb-icapd.

3HayeHvie N0 YMOIYaHUIO

BindPort = 1344

XOCT, Ha KOTOpPOM HaxoauTcs drweb-
icapd.

3HayeHvie N0 yMONYAHMIO:
BindAddress = 127.0.0.1

Cnncok agpecoB COKETOB A5 CBA3U C

AQpeca B CnucKe pasaensioTcs 3ansTbiMA.

Mpumepbl:

DrwebAddress =

inet: 3000@localhost
DrwebAddress = local: %

var_dir/. daemon

DrwebAddress = pid: /usr/
local/drweb/run/drwebd. pid

Ecnun Bbl ucnonb3yete b
3anyLleHHbIi  Ha YyAaneHHOM  MaluuHe,
napaMeTp LocalScan [JO/MKEH ObiTb
YCTaHOBJIEH B No.
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PathToQuarantine =
{nyre k KaTajory}

QuarantineFilesMode
= {npaBsa pnocTyna}

Timeout =
{ yucnoBoe 3HaueHue}

SendMail =
{ mornueckun}

Moaynb Dr.Web ICAPD

Korga nepBbiM B CMNCKE CTOWUT afpec
cokeTa unm PID-caina b
obecneunBatoLLero NIoKasibHoe
CKaHMpPOBaHME, TO MpU HEBO3MOXHOCTU
YCTQHOBUTb COEZIMHEHME MO 3TOMy afpecy,
peXum JIOKasIbHOro CKAHMPOBaHMS
NPUHYAUTENBHO OTK/IIOYaETCS.

Ecnu cnucok nycT, NnpoBepka Ha BUPYChbl He
Npou3BOAUTCS, U B 3TOM cllyyae drweb-
icapd paboTaeTt 6e3 NoaKIYEHUs K

3HayeHuWe Mo YMONYaHUI

DrwebAddress = pid: $var dir/
run/drwebd. pid

[yTb K KaTanory

3HayeHue Mo YMONYaHMIO:
PathToQuarantine = $var dir/
infected/

MpaBa AocTyna K dainaM, HaxoasWwmMcs B

3HayeHuWe Mo YMOYaHUIO:

QuarantineFilesMode = 0660

MakcvManbHoe Bpems B CeKyHAax, B
TeYeHWe  KOTOpOro  COKET  MOXET
HaXOAWTbCS B PEXMME OXKMAAHMS.

lMpy nony4yeHnn/oTcbinke XoTs 6bl 0gHOro
6aiiTa cYETUMK OBHYNSIETCSl.

Ecom  ykazaHo 3HayeHne 0, Bpems
OXMAQHUS HE Or paHMYMBaAETCS.

3HayeHure no YMOJIHaHUIKO
Timeout = 300

Cnepyetr nM MocCblIaTb aAMAHUCTpaTopy
YBEAOMIEHNS O TMOMbITKAX OTKPbITUS
"nnoxoun" CTpaHuLbI.
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SendMailDwsBlock =
{ mornueckum}

MailCommand =
{ cTpoxka}l

MailCache =
{ yucnoBoe 3HaueHue}

Moaynb Dr.Web ICAPD

YBEAOMJ'IeHVIFI BbICbI/IAKOTCA Ha aApec,
YKa3aHHbIi B 3HAYeHMM  MapaMeTpa
Hostmaster.

3HayeHure no YMOJIHaHUIO

SendMail = No

Cnegyetr Ny MOChINATb  a[MAHWUCTPATopy
YBELOMIEHUS O MOMbITKAX OTKPbITHSA
CTpaHWL, 3a6/I0KMPOBAHHBIX C MOMOLLbIO
TeMaTUYECKUX YEPHBIX CMIMCKOB.

YBefomieHns BbICBIIAIOTCA Ha agpec,
yKa3aHHbll B 3HauYeHUM TMapaMeTpa
Hostmaster.

3HayeHuve Mo YMONYaHUIO:
SendMailDwsBlock = No

KomaHga  shell,  BbimonHsemMas — ans
OTNpaBEHNS] aAMAHUCT paTopy
YBEAOMIEHNSI O MOMbITKE  OTKPbITUSA
"nnoxon" cTpaHuLbI.

MapamMeTp $s B YKa3aHHOM KOMaHae
3aMEHSEeTCS Ha 3HAaYeHMe mapameTpa
Hostmaster.

3HayeHuWe Mo YMONYaHUI

MailCommand = "/usr/sbin/
sendmail -i -bm -f drweb -- %
s

MpoMeXXyTOK BpeEMEHW B CeKyHAaX, B
TEYEHWE KOTOPOrO HEe  BbIChIIAOTCA
yBEeOOMIEHMS alMUHUCT paTopy o
MOBTOPHbIX MOMbITKAX OTKPbITUS OAHON U
TOM e "nnoxon" cTpaHuLbl.

llpy MailCache = 0 YyBeAOMIEHUE
BbICbIJIA€TCA MpU KaXX0M 6}'IOKI/Ip0BaHVIVI
CTpaHuULbI.

3HayeHuWe Mo YMOYaHUIO:

MailCache = 60
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AclList = Cnmcok  cpannos yepes 3anATyto,

{ cnucox nyTeu x coagepxatmx IP-agpeca n uMeHa XOCTOB,

e KOTOPbIM pa3pelleH AO0CTYyn K drweb-
icapd.

Ecnv cnmcok MycT WM B yKa3aHHbIX
dainax He HalaEeHO HU OAHOrO aApeca, TO
drweb-icapd MPUHUMAET COEAMUHEHWS
OT BCEX KJIMEHTOB.

3HayeHure No yMONYaHMIO:

AclList =

SendStat = CﬂeﬂyeT I OTNPaB/IATb MOAYJIO

{ moruuecku} CTaTUCTUKY MO  HalAeHHbIM
BUpyCaM.

3HayeHuWe Mo YMOIYaHUIO:
SendStat = No

KeepAlive = CneayeT Ny noAaepXuBaTb MOCTOSHHOE
[ FOTTEEETTH] COEAVHEHME C NPOKCH-CEPBEPOM.

3HayeHve nNo YMONYaHUIO X
KeepAlive = Yes

UsePreview = Vicronb3oBaHWe pexuMa npeanpocMoTpa.

{ noruyecxuny} Ecrm NpoKCcu-cepeep HEKOpPEKTHO
paboTaeT C pexuMoM MpeanpocMoTpa,
MOKHO OTK/IIOUYMTH 3Ty BO3MOXHOCTb,
yKa3aB UsePreview = No.

3HayeHuve Mo YMOMYaHUIO:
UsePreview = Yes

Cekums [ MimeStart — MimeEnd] KOH@UrypaunoHHoro daiina
COAEPXUT npaBuna 06paboTku dhainoB B 3aBUCUMOCTU OT X MIME-
TUNa. na BKNIOYEHUS AAHHON BO3MOXHOCTM HE06X0AMMO, YTOObI
NpoKcu-cepeBep noaaep>xxusan . Takxe ybeauTecs,
yToO UsePreview = yes.
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Mopaynb Dr.Web ICAPD

MepeonpepeneHve napamMeTpoB ANs rpynn
nonb3oBaTenieun

CywecTByeT BO3MOXHOCTb A5 pasHbIX MoJib30oBaTenein (Mnm rpynn
nonb3oBatesieil) 3aaBaTb WHAMBUAYaNbHbIE HACTPOMKM AOCTYNa K
WHTEPHET-pecypcaM pasfM4YHbIX TWUMOB, YKasblBas OTAWUYHbIE OT
6a30BbIX 3HaYeHWs AN HEKOTOpbIX NapamMeTpoB M3 daina
KOHbUrypaumm. Takoe nepeonpegenexune napameTpoB
OCYLLECTBNAETCS C MOMOLBIO CNeuranbHbIX NpasBuil.

B TekyLiel Bepcum MO>XHO
nepeonpeaensTb cneaylowmne napameTpsb:

e BlockPorno

® BlockViolence

¢ BlockWeapon

® BlockGamble

¢ BlockDrugs

® BlockObscenity

® BlockChats

® BlockTerrorism

® BlockEmail

® BlockSocialNetwork

® BlockMalwareLinks

¢ BlockAll

MpaBvna 3aaatoTcs B cekunn [ match] KoHdUrypaumoHHoro daina
drweb-icapd. ini. ®yHKUMM, WCMNOSIb3yEMbIE B Npasunax,
3a4aloTcsd B cekumu [ def] B TOM Xe KOH(UrypauMoHHoM daline.
MopsAoK AaHHBIX CEKLUMA MOXET 6biTb MPOM3BOJIbHLIM, HO fiobas
ncnonb3yemas B npaBuiax GyHKUMS JOKHA ObITb NpeaBapuTebHO
onpegeneHa B cekuun [ def] . CoOTBETCTBYIOWME BblpaXeHUs Ans

npasun U GYHKUKUI BHYTPY cekuni [ match] u[ def] MoryT 6biTb
pasbuTbl Ha HECKOJILKO CTPOK.
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NMepeMeHHblE

Moaynb Dr.Web ICAPD

Kaxx bl 3anpoc, HanpaensieMblii OT K/IMEHTA MNPOKCU-CEpPBEPY
UMeeT pad YHUKaNbHbIX MapaMeTpoB. 3TW NapaMeTpbl MOXHO
MCMO/b30BaTh B NpaBuax, ykasaB MX Kak NepeMeHHbIe:

request_url cTpoka (string)

request_username crpoka (string)

request ip IP-agpec ¢ mackoW
cetu (CIDR)
system time Bpems (time)

Jlornyeckue BblpaXkeHusi

URL 3anpoca

MM nonb3oBaTtens, noa
KOTOpPbIM OH
aBTOpM30Bascs Ha

MpoKcK-cepeepe.

OHo 6epetca u3
3arofioBka x-Client-
Username, a €CNn 3TOT
3arofioBOK OTCYTCTBYET,
TO 3HaYeHWe nepeMeHHow
6epeTcs paBHbIM MyCTON
CTpOKe.

IP-agpec nonb3oBaTens,
OT  KOTOpOro  npuwen
3anpoc Ha NpPoKCu-cepeep.

OH 6epeTcsa 13 3arofioBKa
X-Client-IP, a ecm
Takon 3arosioBoK
OTCYTCTBYET, TO
nepeMeHHasi  NpuUHUMaeT
3Ha4yeHne undefined.

Tekylee cUcTemMHoe
BpeMsi (4Yacbl M MUHYTbI).

Jlornyeckne BblpaXeHUs — 3TO OMepauuu CpaBHEHUS U Bbl30Ba
(byHKUWI, 06beAMHEHHbIE NornyeckumMn onepatopamm && (AND), ||
(OR), ! (NOT). Ans rpynnupoBkM onepauuin (T.e. U3MEHEHUs WX
npuopuTeTa) MOryT UCMONb30BaTLCA CKOBKM.
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CMHTaKCUC NOrNYECKnx Bblpa)l(eHVII\/lI .

BOOL EXPR:
func name()
COMPARE
( BOOL_EXPR )
! BOOL_EXPR
BOOL EXPR && BOOL EXPR
BOOL_EXPR || BOOL_ EXPR

Fne func name() — Bbi30B QYHKUMN C UMeHeM func name, a
COMPARE — 0fiHa M3 NepeyYnCneHHbIX HUXeE onepawlunii CpaBHEHUS.
®yHKUMa aomkHa 6biTb onpefeneHa 3apaHee B cekuyn [def].

McnonbsyeMble  0603HaYeHWUss MpuM  ONpeAeseHWn  onepauui
CpaBHEHUS:

string var [lepeverHas cooTBeTcTBYowWwero Tuna (STRING, CIDR
cidr var nnm TIME)

time var

TIME CTpoka B copmate "Uu: MM" WM "U: MM" (4achl,
MAHYTbI), B KaBblYKaX

STRING Mpoun3BO/bHAs CTPOKA B KaBblUKax

REGEX PerynspHoe BbipaxkeHne cdopmata POSIX extended, B
KaBbluKax

FILE_NAME MyTb K dainy, B KaBblukax

CIDR IPv4-agpec B KaBblYkax (BO3MOXHO, C MACKOW CETH,
yKa3aHHoit yepes cew). Ecim Macka CeTu He ykasaHa,
To noapasymeBaercs /32. [lyctas crpoka ""

O3Ha4Ya€eT crneumanbHOEe 3Ha4eHne - undefined

Moanep>xmeaemMble onepaumyv CpaBHEHWS ANA NEepPeMeHHbIX Tuna
string:

string var == STRING MepemeHHas COBMaZlaeT co CTPOKON
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string var != STRING MepeMeHHass He CcoOBMajaer Cco
CTpoKOW

string var ~ REGEX lMepeMeHHas cofepXUT MoaCTpoky,
KoTopas npoBepsieTcs Ha
CcoBMageHue c perynsipHbIM
BblpaXkeHneM (MCrosb3yeTcs MeToa
search)

string_var == file: FILE NAME  [lepemeHHasi COBMaAaeT XoTs 6bl C
O[IHOW CTPOKOM M3 YKa3aHHOro
danna

string_var ~ file:FILE NAME  [lepeMeHHasi COOTBETCTBYeT XOTA
6l ofHoMy perynspHoMy
BbIPaXEHWIO 13 yKa3aHHOro daiina

Onepauvwl == W~ Anga CTpoK peErmcTpoHe3aBNCUMbI.

Moanep>xmBaeMble onepaumym CpaBHEHWS ANS MEePEeMEHHbIX TuMna
cidr:

cidr_var <<= CIDR IP-aapec BXOAUT B CETb YKa3aHHOMO
AvanasoHa

cidr_var <<= file: FILE NAME  JpP-anpec BXOAWUT XOTS 6bl B OAHY W3
ceTell, NepeynciienHbIX B yKa3aHHOM
aiine

Ecnu pana onepaumn <<= o6a aprymMeHTa MWMeT 3HayeHue
undefined, TO pe3ynbTaTOM onepaumm cuyuTaeTcsa true. Ecnu
)K€ TONIbKO OAWH M3 apryMeHTOB MMeeT 3HavyeHue undefined, TO
pe3ynbTar 3ToM onepaummn - false.

nOﬂ.CI,ep)KMBBEMbIe onepaunn CpaBHEHUA ANA NEPEMEHHbIX TUna
time:

time var > TIME  CpaBHeHMe BpEMEHN
time var >= TIME

time var < TIME
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Onepauwus KoMMeHT apwmii

time var <= TIME

Kaxxgas onepauusi CpaBHEHUSI MMeeT OMpeaesieHHbI NMPUOPUTET
OTHOCUTENbHO  ApYyrMx onepauuin. B  nopsiake  ybbiBaHUS
npuopuTeTa onepaunyM CpaBHEHUS pacnpefensoTcs Ceaylowmnm
o6pasom:

1. ! (NOT)

2. < (MeHbwe), <= (MeHble winM paBHo), > (6onbwe), >=
(6onble nnn paBHo)

3. == (coBnapaeT), ! = (He coBnagaeT), ~ (COOTBETCTBYET), <<=
(BxoauT B rpynny)

4, && ( AND)

511 (OR)

Onepauuun, nepeyncrneHHble B oAHoOM CTPOKe, UMEKT OAMHAKOBbIN
NPUOPUTET N BbIMUCAIOTCA CNeBa Hanpaeo.

[ns HEKOTOPbLIX ONepaLnii BO3MOXHO YTEHWE MacCMBa 3HaYEHWUN U3
¢daiina (c ykasaHneM npedukca £ile: ). CTpPOKM, HayMHaroWmMecs
c cuMmBosioB "#" mam "; ", a Takke nycTble CTPOKM MPOMYyCKalTCs
npu yTeHun 3HaveHun. Cogepxmmoe danna file: FILE NAME

ynTaeTcs npu obpaboTke KOH(UIrypaunoHHOro daiina,
COOTBETCTBEHHO, MNpPW W3MEHEHUM coAepXuMoro daina co
3HAYeHUsIMM  WAM  NYyTU K HEeMy HeobxoauMMo nepeduTaTb
KOHMbUrypaumio, Hanpumep, nocnae AeMoHy drweb-icapd curHan
HUP.

MepeonpeneneHue napaMeTpoB - cekuumn [ match]

MpaBuna 3agaloTcss B cekumsx [ match] KOHMMrypaumoHHOro
dalna drweb-icapd. ini. Mpy 3agaHWM MpaBuS UCMOJb3YHOTCS
cneumanbHble i f-onepaTopsbl.
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CuHTakcuc oneparopa if:

if BOOL EXPR {
OJIOK_KOHQUI'YpaLym

}

lne BOOL EXPR - , a
OJIOK _KOHQUTypaumm — CNUCOK  MapaMeTpoB,  KOTOPbIM
NPUCBOEHbI HOBble  3HA4YeHWsi, OTAW4YHble OT  "rnobanbHbIX"
3HAYeHMN, yKazaHHbIX B KOHGUIypaUMoHHOM daitne.

Kak onpepensietcs 3HauyeHWe MapamMeTpa C y4yeTOM MpaBwua K3
cekummn [ match] :

1. C MOMOLLBbI0 TEMATMYECKUX YEPHbIX CMUCKOB
MHTEPHET-PeCypCcoB onpeaenser, OTHOCUTCA m
3anpalUmBaeMblii pecypc K Kateropum 610KMpyeMbIX.

2.Ecnn cooTBeTcTBylowmMit URL HaiaeT B YepHbIX CrMcKax
(Hanpumep, B cnucke Terrorism), TO
3anpaumBaeT 3HayeHue napameTpa BlockNAME, rge NAME -

TeMa cnucka (Hanpumep, BlockTerrorism).

3.CnepBa nMOMCK 3Ha4yeHWs COOTBETCBYIOLWEro mnapaMeTpa
ocylwecTenseTcs B cekuunm [ match]. Wcnonb3dyetcs
cnepyowmii anropuTM:

e BbIUCNSETCA 3HAYEHME BbIPAKEHWUs onepaTtopa if Aans
3HaYEHWUI NepeMeHHbIX 3amnpoca,

e €C/IN  OHO WCTMHHO, TO  OCYLECTBAAeTCS  MOWUCK
TpebyeMoro napamMeTpa B COOTBETCTBYHOLWEM 610Ke
KOH(Wrypauum,

e €C/IM TakoM napamMeTp HaWaeH, TO BO3BpaLl@aeTcs ero
3Ha4yeHMe M NOWUCK 3aBepLiaeTcs,

e €C/IM MapaMeTp He HalgeH, MMbo ecnim nepeMeHHasl He
YOOBNETBOPSIET  KPUTEPUSIM, 3aAaHHbIM  KOHKPETHbIM
BbpXXEHWEM onepaTopa if, TO OCyWeCTBseTcs
nepexoa K creayloleMy onepartopy if.

4.Ecnv B ceKumn [ match] HW OAHO M3 NPaBUN HE MOXET 6bITb

MpUMEHEeHO K [aHHOMYy 3amnpocy /fiMbo He COAepXWUT
HeobXxoAMMOro napaMeTpa, BO3BpallgeTcs  rnobanbHoe
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3HaYeHWe 3TOro napameTpa (UM 3HaAYeHUe MO YMOJTYAHMUIO,
€cnM napaMeTp He onpeaeneH B  KOHGUrypauUMOHHOM
daiine).

MouCK 3HayeHMs napamMeTpa OCYIIECTBASIETCA A0 MNepBoro
coBnageHvss, W, COOTBETCTBEHHO,  BO3BpallAeTCs  NepBoe
HallaeHHoe 3HayeHue (M3 B6I0KOB KOHGUrypauumu Tex onepaTopos
if, BblpaXXeHUs B KOTOPbIX UMEIOT 3HaYeHue true).

®yHKLvm - cexuvm [def]

DYHKUMM MOXHO MCMNONb30BaTb B Ni06bLIX ,
HO Kaxkzas dYyHKUMS [Jo/mMKHa OblTb  onpegeneHa nepej
ucnonb3oBaHneM. @DyHKuum onpegensiiotcs B cekumm [def]. B
OHOW CeKUMM MOXeT ObiTb OonpeaeneHO HECKONbKO (YHKLUNN,
camux cekumi [def] MoxeT 6bITb HECKOJIBKO.

CvHTaKcUC onpeaeneHns hyHKUUK:

func name 1 = { BOOL EXPR }

lne BOOL EXPR -

Bce dyHKUMM BO3BpALLAIOT NOrMYECKOE 3HaYeHWe, apryMeHTbl He
noaaepxweatotcs. Mo cy™i, GyHKUMS — 3TO NPOCTO COKpaLleHHast
3anucb BblpaXkeHusl.
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Mpumep:
OnpepensieM @yHKUMM is localhost M local ip: AaHHble
¢yHkumMn 6ygeT uMeTb 3HaYeHWe true, ecnAM 3anpoc npuwen ¢

OAHOro M3 yKasaHHbIX IP-agpecoB wnu ¢ opgHoro u3 IP-agpecos,
nepeyncneHHbix B daiine.

[ def]
is localhost = { request ip <<= "127.0.0.0/8" }
local ip = {

request ip <<= "127.0.0.0/8"
|| request ip <<= "192.168.0.0/16"
|| request ip <<= "172.16.0.0/12"
|| request ip <<= #
file:"/tmp/icapd/other local ips. txt"
}

OnpepensieM @yHKUMIO worktime() : AaHHas QyHkuus 6yaer
MMeTb 3HaYeHne true, €C/IM TeKyllee CUCTEMHOE BpeMs Momnano B
npomMexyTok ot 9:30 ao 13:00 n ot 14:00 go 18:15.

[ def]
worktime = {
(system time>="9: 30" && system time<="13:00")
I
(system time>="14:00" && system time<"18:15")
}

MpyiMepbl UCNOSIb30BaHUA

Ecnn TpebyeTcs 3abnokvpoBaTb AOCTYN K MHTEpPHET-pecypcam M3
cnuckoB Porno 1 Email B pabouee Bpems ans nonb3oBatenen us
NOKa/bHOW CeTu, a Talkke ANA MOoJSib30BaTeNiel ¢ onpeaesieHHoro
IP-agpeca, TO MOXXHO MCNOML30BaTh cleaylollee Npasuno:
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[ match]
if (local ip() ||
request ip <<= "87.249.57.20") &&
worktime() {
BlockPorno

yes
BlockEmail = yes
}

Ecnn Tpebyetca 3abnokuposaTb AOCTYN K MHTEpPHET-pecypcaMm M3
cnucka Terrorism B Ho4yHoe Bpemsa (c 23:00 pgo 8:00) ans
nonb3oBatesnien ¢ onpefeneHHbix IP-agpecoB, TO MOXHO 3aaaTb
cnegytowiee npasuno:

[ match]

if (request ip <<= "93.185.182.46" |
request ip <<= "195.98.93.66") &&
(system time>="23:00" ||
system time<="8:00")

BlockTerrorism = yes

}

Y7066 3anpeTuTb Nonb3osatento "edx" goctyn Kk cetn UHTepHeT B
Hepabouyee BpeMs:

[ match]
if request username=="edx" && ! worktime()
{
BlockAll = yes
}

O6paTtute BHMMaHME, 4YTO (YHKUMS worktime() AOMKHa ObiTb
npesBapuTeNbHO onpeaeneHa B cekumn [ def] .
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YT1o6bl 3aNpeTUTb AOCTYN K KOHKPETHOMY MHTEPHET-pecypcy BCeM
noNib3oBaTtensM, YbM WMEHA YAOBNETBOPAIOT  perynsipHoOMy
BblpaXeHWo "vasya. *", nu6o yOoOBNeTBOpSAOT fio6oMy U3

perynsipHbiX BbIP@XEHWUN, MepeyYncneHHbix B daitne, nmbo
COBMaAAlOT C OZIHOW M3 CTPOK B (hailie, UCMONb3yiTe cneayollee
npasunno:

[ match]
if (request username ~ "vasya.*" ||
request username ~ #
file:"/tmp/icapd/users re block. txt"
|| request username == +
file:"/tmp/icapd/users block. txt")
&& (request url==
"http: //example. com/mega_music. mp3")
{
BlockAll = yes
}

Hacrpoitka Squid g5 paboTbl C nepeMeHHbIMU

Ona  nonyyeHwss  BO3MOXHOCTU  UCMOMb30BaTb  MEPEMEHHbIE
request username n request ip HeobxoanMa
JOMOJIHUTENIbHAs HacTpoiika npokcu-cepeepa Squid. ns aToro
TpebyeTcsl OTPeAakTUpoBaTb ero  KOHMWUIypauMoHHbIN  dain
(06blyHO 3TO hain /usr/local/squid/etc/squid. conf).

Ecnn HMXenpuBeaeHHbIE CTPOKU YXKe eCTb B KOH(MUrypaLMOHHOM
daiine, To HY)XHO PacKOMMEHTUPOBATb MX WM WUCMPaBUTb 3HAYEHUS
Nno yMOSlYaHWUIO B C/lyyae HeobXoAMMOCTU. B MpoTMBHOM cnydae
HY>XHO A06aBUTb aHHble HAcCTPOMKK B KOHel daiina.

Ans ucnosib3oBaHUA NepeMeHHOoM request_ip:

# request ip
icap send client ip on
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Ans ncnosb3oBaHUA NepeMeHHOoM request_username:

# request username

icap send client username on

icap client username header X-Client-Username
icap client username encode off

B3anMoaencTeme C KOMNOHEHTaMMU
Dr.Web Agent u Dr.Web Monitor

nMeetT BO3MOXHOCTb B3aVIM0£lel\/JICTBOBaTb C

KOMMOHEeHTaMu "
nony4yaet oT KOHMUIypaLMOHHYIO

uHbopMaumio 1M knwun. Takum obpasoMm, ecnu

3anyweH noa ynpasfieHueM , TO 3HayeHue

napameTpa Key U3 KOHbUIrypaUMoHHOro daina drweb-icapd. ini

UrHOPUPYeTCS M UCMOMb3yeTCs NyTb K KAK4YY, YKa3aHHbIM B
(no yMmonyaHuio 370
dain setc dir/agent. conf).

MMeeT BO3MOXHOCTb OTCbINaTb
MHbOPMALUMIO O HaldeHHbIX Bupycax (OTMpaBka CTaTUCTMKM
KOHTpOnMpyeTcs napamMeTpoM SendStat KOHQUrypaLMOHHOro

daitna drweb-icapd. ini).

, B CBOIO o4Yepeab, MOXET OTChbiNaTb MOJyYEHHYHO
MHbOpPMaLMIO Ha CanT . ns 3Toro B napameTpe UUID
KOHdUMrypaumoHHoro daiina cnepyeT ykasarb md5-
CYMMy KJlto4eBoro cdaina.

HocTtyn K cobpaHHOM CTaTUCTMKE OCYLLeCTBNSEeTCS MO aapecy
, roe <mdSsum> -
3Ha4yeHne M3 napameTpa UUID.

MoakniounTb MOXHO, yKas3aB MyTb K €ro COKeTy B
—-f npu 3anycke drweb-icapd.
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KpomMe TOro, ¢ nomoupo MOXHO B
aBTOMaTUYECKOM pexwuMe OTNpaBnATb ajpeca  3apaXkKEeHHbIX
BMpYCaMM WHTEPHET-PECYPCOB Ha aHanu3 B , 4TO

MO3BOSIUT B AaNbHEWILEM YNYUYUMTb Ka4ecTBoO paboTbl aHTUBMpPYCa.

No3BONsIeT aBTOMaTM3MpOBaThb 3anyck
M KOHTpPONMpoBaTb ero paboTy. [pu 3anycke
C noMoLLblo OH aBTOMaTUYecKu
3aMnycKaeTCcsl C UCMOb30BaHUEM

Ana 3zanycka C MOMOLLbO
cneayeT pobaBuUTb 3HavyeHWe ICAPD B napaMeTp RunApplist
(Mo yMonyaHuio 310
dainn %etc dir/monitor.conf) nubo ykasaTb 3HaueHue
ICAPD B napaMeTpe KOMaHHOW CTPOKWM —r Npu 3anycke
. Takke HeobxoAMMO yAanWUTb CKPUMNT aBTOMATUYECKOro
3anycka U3 CUCTEMHbIX MYyTEN, Tak Kak Tenepb
6yfeT oTBeYaTh 3a 3aMyCK ¥ OCTAHOBKY KOMTMOHEHTA.

3anyck

PexkomeHayeMbiM nopsaakom 3anycka B3aVIMOLI,el\/'ICTBYIOLLlVIX
S/IEMEHTOB ABNAETCA CﬂeﬂWOLU,VIVI .

L. ;
2. ;
3. Wcnonb3yeMslli NpOKCU-cepBep.

Hes3aBncMMO OT nmopsiaka 3anycka 3/1eMeHTOB He 6yaeT mponyleH
HM OAMH HEMNPOBEPEHHbIN 06bLEKT, Tak Kak NIMbo Nnpokcu-cepeep
3abnokMpyeT nepeaadvy AaHHbIX MPU OTCYTCTBUM CBS3W C

, nmbo cam 3abnokupyeT nonyyeHue
MHbOPMaLMKN NPU OTCYTCTBUM CBSA3N C (npwn aTOM
nonb30BaTento byaeT BO3BpaLlaTbCs CTPaHMLUA C COOTBETCTBYHOLUMM
yBeOAOMJIEHNEM).
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ICAPD
Ona  npoeepkn paboTtocnocobHoCTH HY>XHO

BbIMNOJIHUTL Cieayiolme AehCTBuUS :

1.Y6eantbcs, uto napameTpbl Infected, Suspicious u
Incurable B daifie drweb-icapd. ini YCTaHOBNEHbl B
3HaYeHne Report,

2.3alTn Ha CcTpaHuuy - B
OkHe 6pay3epa [AO/KHO MOSIBATLCS  yBEAOMJSEHUWE O
3apaxeHHoM daiine.

Ecnn yBeAOMNIEHUE HE NOABUJIOCb, HY>XHO MPOBEPUTDL Cneaylulee:

e Ana poctyna k http-Tpaduky 6Gpaysep WUCNONb3yeT MPOKCH
Squid, HacTpoeHHbIN Ha B3aMMOAENCTBUE C

I

e 1A6M0HbI YBEAOMMIEHUIA CKOMMPOBaHbI B MOAKATaNor
/templates/icapd/ Katanora $etc dir, ¥ NyTU K HUM
B (haiine drweb-icapd. ini 3aaaHbl NpaBULHO.

Appeca canTtoB npoekToB Squid u
Shweby

MpoekT Squid:
Moanepxka npotokona ICAP ans Squid:

MNpoekT SafeSquid:

235


http://eicar.org/download/eicar.com
http://squid-cache.org/
http://squid.sourceforge.net/projects.html#icap
http://safesquid.com/

T4
)
.‘ﬁ

s,
<

Dr.Web koHconb ansi MHTepHeT-wn308 UNIX

Dr.Web koHconb ans
MHTepHeT-uwno30B UNIX

HacTpoiika nporpaMMHOro KoMMeKkca

MOXeT 6bITb OCYLIECTBNEHA Yepe3 Be6-UHTepdelc
. OH peanunsosaH

B BWAE [ONONHeHWs K uHTepdeiicy Webmin (noapobHas
uHdopmauus 06 nHTepderice Webmin goctynHa Ha odumumnansHOM
caiiTe npou3BoauTENS: .

[ns ycnewHolt paboTbl Be6-uHTEpdeiica

Heob6xoAnMo, uTobbl B cucteMe 6bin

yCTaHOBNEeHbI cieayowme Moaynu Perd:

XML: : Parser — MOAY/b ANs Npeobpa3oBaHNs LOKYMEHTOB
B popmaTe XML;

XML: : XPath — Habop Moaynei ans npeobpazoBaHus
MHCTpYKUmMin XPath;

CGI — moaynb ana pabotbl ¢ Common Gateway Interface;
CGI: : Carp — MOAYy/b Ans paboTbl C XXYypHanoM owmbok;
Cwd — Moaynb Ans onpefeneHuss Tekylem paboyem
KaTanore kakoro-nubo npouecca;

Data: : Dumper — MOAy/b ANA 3aNUCU  MPOU3BOJIbHbIX
CTPYKTYP AaHHbIX B NaMATb U YTEHUA UX U3 NaMATH;

Text:: Iconv — MOAyNb ANA YynpaeneHus dyHKUMen
npeo6pasoBaHns KOAMPOBKM iconv( ) ;

Encode n Encode: : Detect — mMoaynu and
npeobpaszoBaHns KOAWPOBKMK ;

perl-devel (UM libperl-dev, B 3aBUCMMOCTU OT
AnCcTpubyTHBa);

File: : Basename — MoAy/nb Ang npeobpa3oBaHWs MMEH
daiinos;

File:: Stat — 06bEKTHO-OPUEHTMPOBaHHLI UHTepdeic
ANS BbI30Ba MYHKUMM stat() ;
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e POSIX — wuHTepdelc ans dyHKUMI, OMpeaeneHHbIX
cTtaHgapTtom POSIX;

e JSON — Moaynb Ansi npeobpasoBaHUs AaHHbIX B ¢dopmarte
JSON (JavaScript Object Notation).

e Encode: : CN — Moaynb Ansi paboTbl C KUTalCKOM
KOAUPOBKO.

e Encode: : HanExtra — MOAyNb C [JOMONHUTENbHbLIM
HabopOM KUTANCKUX KOAUPOBOK.

e Switch - Moaynb Afns  WCMNOMb30BaHUS  KOHCTPYKLMIA
switch-case.

HepocTatowme mMoaynu peKOMeEHAYETCA YCTaHaB/INBaTb n3
KOMaHAHOW CcTpoku. [ns ycTaHOBkM TpebyloTcs npaBa root.
MIMeHa Mopynei MOryT pasnuyaTbCsl, OAHAKO, KakK MpaBuio, OHM
coaepxarca B nakeTax perl-Convert-BinHex, perl-IO-
stringy, perl-MIME-tools, perl-XML-Parser, perl-
XML-XPath. [And yCTaHOBKM B rpm CUCTEMAx peKoMeHAayeTcH
BbI6MpaTb noarch. rpm NaKeTbl.

Mpu 3anycke B pasHblX 6pay3epax WM MpW WUCMOJSIb30BaHWU PazHbIX
Bepcuii Webmin Bo BHeuHeM Buae Beb-wHTepdeica MoryT
HabnoaaTbCs OTNANYMSA OT NPUBEAEHHbIX CKPUHLLOTOB.

' Beuay ocobeHHocTU peanusauum Webmin, nHtepdeiic
A= s He MOXeT b6blTb KOpPpPeKTHO oTobpaxeH B 6pay3epe Internet
Explorer 7. B cnyyae BO3HUMKHOBEHWS npobnem c oTobpaxkeHnem
CcTpaHul, nonpobyiTe Bocnonb3oBaTbcs Internet Explorer 8
unn 9 (1 6onee NO3gHUMM BEPCUSMIA), WU UCTIONb30BaTb APYron
6pay3ep.
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YcTaHOBKa

Onsa Hauana paboTtel ¢ Dr.Web koHconb A5l MHTEPHET-LWJIH030B
UNIX Heobxoaumo:

e ycTaHoBuTbL Webmin;

e NOAKNIOYUTL Moaynb Dr.Web koHconb Ans MHTEpHeT-
winrozos UNIX kK Webmin (pacnonoxeH B katanore

$bin dir/web/).

MoaknodeHWe Moaynel, a TakkKe HacTpoyvika AONOSHUTESNbHBIX
napameTtpoB camoro Webmin ocyuwecTtenseTcs 4yepe3 ero Beb-

v
uHTEepdenc.
Login: zzzz
B webmin
Hacrpofika Webmin l I 'eomln
_ Conemute Azeik M Temy
Byt
@ Un-used Modules System hostname JRHHKHK
Search: Operating system Debian Linux 5.0
. Webmin version 1.450
n System Information Time on system hon Mar 16 16:37:52 2009
 Refresh Modules Kernel and CPU Linux 25.26-1-686 on 586
@ i System uptime 45 days, 4 hours, 20 minutes
CPU load averages 020 (1 min) 0.27 (5 mins) 0.45 (15 mins)
Real memory 197 GB total, 744 39 MB used
Virtual memory 253 GB total, 138.93 MB used
Local disk space 226.73 GB total, 211.69 GB used

Puc. 18. NnaBHas crpanuya Webmin

YcTaHoBKa AOMOMHUTENBHLIX MOAYNeN npoucxoauT B pasgene
Hacrpoiika Webmin cekunn Webmin ocHoBHOro MeHlo, B
noapasaene Moagynm Webmin.
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e 52 [T—— HacTpoftka Webmin
9 Webmin

Harpaia ¥sbrmin Webmin 1.450
 Coaae aawicw ey
D Capnee

Search:

T System Information
% Pefiesh Modules
© Buam

=
®
>
AN

Ynpasnesice octynom no 1P Topr w agpec

Z

Mpokzs-cepeep

L]
¢
G
=

Bitewwish e Moy Weberin Onepauponsen cetena i st
NEPEMENHLIE OKDYXOWIR

o

Trasmnoe s Ofiuosneine Webria Ayt Harerogn Monynch

El
B
&

s

@

Cricox xararpii Taww Viebrmin Mpogepka ecunox

8o

&

Auounnsad Aoy Mobile Device Optians Blocked Hosts and Usars

M

Advanced Options Debugging Log File 8SL Hesopy o

EE

Startatboottme | © Ja ¢ Her Change this option to coniral whether Webmin is started &1 boat time or not, I il is net cuently starled at boot
and Ve is chosan, a newinit scrpt wil be craated

Fie stort Wabrmin Click this bulton ta re-start the Webrnin server process. This may be necessary if you have recently upgraded Perl.

Subril O Informtion Clicking this button will send information shoul your operating system and Perl version to the Webrmin developers,
This dafa will be siricly ananymous, and vl provide information aboul which operating syslems to besi facus the
devslopment of Webmin an

Refresh Modules Re-check il Webrmin modules for installed servers, and update thase that agpear in the Un-used modules'
ealegory.

Puc. 19. Hacrpoiika Webmin

YT06bl YCTAHOBUTb HYXHbI MOZY/b, B OTKPLIBLLEMCSI OKHE Moaynu
Webmin HaxmuTe KHonky O630p HanpotTMB CTpokn W
nokanbHoro caina. OTkpoeTcs oTAeNlbHOE OKHO Gpaysepa Ans
HaBuMrauumM no Crnucky (ainoB M KaTaloroB Balkeil CUCTEMbI, B
KOTOPOM Bbl CMOXeTe BbibpaTb COOTBETCTBYIOLMIN YCTAHOBOYHBLIN
naket (%$bin dir/web/drweb-icapd-web. wbm. gz no
YMOJIHaHWIO).
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Login: zz22 [r— N
O Webmn Moaynn Webmin
Hacpoftia Webmin
Craanii, PobE 1 ey Install | Clone | Delete | Export
1 Gy apan Wiabrmin osn Ackasnars u nocne yeranoei CObeiaHo 5 inoe ¢ p « i, BEANT 43 KOTODLK
HOKET COLNATE O e OGS MOAYASH, KOOME TOrd, BCrw 310 NOAACEHMEIRTCA DAWER CHETOMAR, MOAYMM MOTYT GuTh YETaROONGHL W) aRR0E
RPM.
B
i System Information Install from
S Refrosh Modules € Ha nokankHoro daiina — |
[CENTY © Ha sarppxennara diaiina Ods0p-.
€ Ctp waw hitp URL
€ Standard module from
woowswvehmin.com
© Third party module from

HIrHOpup DB arG. K YETaHOBKG 38BMGHHOGT  fla & Hor
oz

Grant access to

HIETOHDENTE HOAYAL

4 BepuyToea x HacTaofkE Webmin

Obyies a8/venjao0e 20157
W2 bytes  21/Am/2009  11:18
2UBSMB  26/AEs/2002  20:04
3kB 16/HAp/2009  11:S6
102 bytes  12/Map/2008  15:01
124bytes  11/Axm/Z008  12:15
35348 16/Hap/2009 08100
748 16/Map/2008  15:22
4 kB i13/bap/2009  1a:05 | g

Puc. 20. lo6aBneHune moaynein Webmin

Mocne ofHOro KMka NeBon KHOMKOW MbILM Ha KaKoM-nnMbo aneMeHT
CMUCKa B CTPOKE BBOAa NPOMUCBLIBAETCA MyTb K 3TOMY 3JIEMEHTY.

lNocne NoBTOpPHOro KAWKa NeBOM KHOMKOW MbILLM Ha WKOHKY WUNun
Ha3BaHWE KaTtanora OH OTKPbIBAETCA.

MOBTOPHLIM KITMKOM NIEBOI KHOMKOW MbILLM HA UKOHKY WM HasBaHWe
(aiina Bbl BblbMpaeTe COOTBETCTBYIOWMIA MOAYMb ANS YCTAHOBKU B
Webmin. CooTBeTCTBEHHO, OKHO Bblbopa (hailia 3aKkpblBaeTcsi, a
nyTb K 3TOMy ¢haiiny nosiensetcs B nose VB nokanbHoro caitna.
Takke Bbl MOXeTe HaxaTb kHonky OK nocne Toro, kak Bbi6op
HY>XXHoro ¢aiina byaeT caenaH.

BbilbpaB HeobxoauMbi  daiin, HaXMUTE KHOMKY YCTaHOBUTb
MoAynb. Mo 3aBepLeHUN YCTaHOBKM B ceKUMM CRy»u6bl OCHOBHOIO
MEeHI0 MOSIBUTCS CCbifIka Ha HoBbIi pa3nen Dr.Web koHconb pns
MHTepHeT-wA30B Unix.
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Login: zz27 iy
Eiwebmin “0 . e e ©
Hacrpofika Webmin a { H HeufY i Hn
CHMEHMTE AZEIK M TeMY v
@ Cnysbol
D Web kaHCOAL 418 HHTEpHET- System hostname
a Lniazoe Uik Operating system Debian Linux 5.0
Ur-used Modules Webmin version 1,450
Search: N
Time on system Won Mar 16 16:49:11 2008
B s . Kernel and CPU Linux 2.6.26-1-686 on 1686
0 System Inforrnation N )
5 Refiash Modules System uptime 45 days, 4 hours, 31 minutes
@ B CPU load averages 2.41 (1 min) 3.08 (5 mins) 1.79 (15 ming)
TR Real memory 1.97 GB tatal, 735 53 MB used
¥irtual memory 2.53 GB total, 136.93 MB used
Local disk space 226.73 GB total, 211.76 GB used

Puc. 21. HoBbiii NyHKT MeHt0 "Dr.Web koHconb gns
MHTepHeT-wN0308B Unix"

HacTpoika

ba3oBble HacTpolku MOAyNs

MOXHO OTKpbITb, HAXaB Haxas E B BEpXHEM
MEHI0 HaBMraummn Beb-uHTepdeiica. Ha OTKpbIBLENCA CTpaHuLe Bbl
CMOXeTe YyKasaTb MyTb K KOHMWUrypaumoHHoMy danny drweb-
icapd. ini, nyTM K init-ckpUnTy M KaTanory ANns 4YepHbiX W
6enblX CUCKOB, KONMYECTBO (alinoB, 0TO6paXxaeMblX Ha CTpaHuUe
KapaHTMHA, @ TaKKe pexuM paboThl
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242

Hacrtpoiika nHtepdeiica

NyTe K WCnonksiemomy dhaitny Aemona lcapd OnpegereT MyTh K WGnOMHACNOWY Gaky (nporpase)
Jopt/drweb/drweb-icapd [~ Chop |

MlyTe K CKPUNTY WHHUMENHSAUHA lyre K CRpATTY W marsaLomn
Jetcinit./arweb-icapa o0 |

TYTE K KOHEDUTYpaLMOHHOMY thany 1y K Kospurypauporouy dainy
Jeto/drwebidweb-icapd.ini [~ Cseop |

Karanor Ansi Genbix # YePHbIX CIMCKOS Karanor g Genx w sepruix cTwoioa
Jetc/drwebllists (ot |

KONW4ecTEO hainoB Ha CTPaHMLE KapaHTMHA Komecrao aiinos Ka CTpaKLe KapaHTea
20

PeXAM LeHTPanM30BaHHOR JaILMTLI Monysars sacrpoiwn or Arerra Dr. Web
Het 5|

Puc. 22. HacTpoiika moayns

Mosb30oBaTesNlbCKkNit MHTEpdENnC

Moxxanyicta, obpatuTe BHUMMaHWE Ha TO, 4YTO MpU HaBWUrauum
BHYTpW pasgena

HEBO3MOXHO MepenTW Ha npeabigyllylo CTpaHuuy Mpu MoMoLm
CTaHZAapTHoM (yHKUMKM 6pay3epa Hazap. Ecnu Bbl HAOXMETE KHOMKY
Hasap vnv coOTBETCTBYIOWWYI0 KOMBMHAUMIO KNaBuUL, Bbl NonageTe
K npeAapblayLieMy pasgeny rinaBHOro MeHHo.
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Bepcus DrWeb lcapd: 6.0.2
Bepcus unTepdeiica DrWeb: 6.0.2
[ Kapautun £} Kondmrypauna [¢ Wabnonsi
e TS
MogmospuTentHble Deiicrsve, < -
rospoonce
WHpOPMMpPOBaTE |
3apaxeHHble NleAcTENE, COBEPIAEMOE € 33PaKEHHEMU (aNAM N, KOTOPLE, BOIMOKHO, YIACTCR
ety
ewTs E nosposhee
Heusneuumsle DeicTane, < hainamm, BUDYCHI.
pp—
WHpopMmposaTh 7
Nporpammbi-wyTkH Retcrone, cosepuimemoe ¢ Mporpamia -y
nospoowee
nponycrute 5]
onacrie e . por
nospoowee
nponycrute 5|
MporpamMmel ana e3nomMa Deicrsie, < nporp: ans mocTyna.
rp—
nponycrute 5]
Ownbxa nuueHzuKn e #cTBie, COBEPWAEMOE C (BaANaMM, NPH NPOBEPKE KOTOPLIX POM30WNE DWHEKE
uuuuuuuuu
nHbopMMpoBaTL 7| noapotiee
IBPUCTHYECKM aHaNM3aTOP HacTpoiKka paoThl 3BPMCTUMECKOr 0 3HANM3ATOPA.
nosposwes
NokanbHoe cKaHMpOBaHWe PEiM N0KA/BHOT O CKAHMPOBAHNS.
nosposwee
Bnokuposars sce Ecn srnaser, Grorwpyercs mobo sanpac
Toegroociorp | Coparms ] iprnerra i Grpervms ieverva|

Puc. 23. Dr.Web koHconb ans nHTepHeT-wn0308 UNIX

CrnipaBa OT 3aronoBka MOAY/sl Bbl HaliieTe MHbOPMaUUIO O TekyLlewn
Bepcum Dr.Web ICAPD wu Beb-uHTepdelica Dr.Web pnsa
MHTepHeT-wa308 UNIX.

Moa 3aro/loBKOM MOAYNS PacnosiodXXeHbl Tpu cekuun: KapaHTuH,
KoHdurypauums v LLla6noHbl. o yMonyaHuio Nnpun Bxoae B pasaen
OTKpblBaeTCs Bklaaka [ledicTBuS Hap  yrposaMu  Ccekuuu
KoHdurypauus.

PsgoM C  3aronoBkaMM  CeKUMI pacnosioXXeHbl TPpU  KHOMKW:

Hactpoiika uHTepdeiica E, 3anycrurb Dr.Web Icapd >

OcraHoButb Dr.Web Icapd |I|, a Takke oTobpaxaeTcs Tekyllee
coctosiHne Dr.Web ICAPD.
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KoHdpurypauus

Ha Bknaake KoHdbwMrypauus npeacrasneHsl cnegyoume pa3,qenb|
Mo yrnpaefneHuio paboTol

. — HacTpoilka penctsui  ans
pasfnuyHbIX TUMOB OOHApYXEHHbIX Yrpos, Hanpumep Ans
HEeN3NeYMMbIX UK NOAO03PUTENbHLIX (haiinoB;

. — HacTpolika BeieHWs oT4yeTa 0 paboTe

7
. — HacTpolika 6510KMpOBKM Beb-

CTPaHuL, MO TEMATUKe WX COAEPXUMOro (Hanpumep, CanmToB
nopHorpaduueckoro unu MHOro HeXXenaTenbHoro

coaepKaHuns);

. — HacTpoyka MNonb30BaTeNbCKUX
6enblX M YepHbIX CMUCKOB WHTEPHET-pPecypcoB, nyTen K
KntoueBoMy cainy v katanory , OTnpaBneHuns

YBEIOM/IEHUI aAMUHUCTPATOPY;

. — npaBuna ob6paboTkm
(alinos B 3aBUCMMOCTU OT UX TWUMA U pasMepa.

Ecnm ncrnosnb3yeTca B
is s pexvMe LEeHTpanbHOW  3alWuThl, aAMUHUCTpATOp cepBepa
LIEHT pasibHOM 3alMTbl MOXKET 3a6/I0KMPOBaTh HacTPoikK. B TakoMm
cflyyae Bbl He CMOXETe W3MEeHSTb HaCTpPOVKK

lpu 3agaHnn napaMeTpoB B COOTBETCTBYIOLMX CEKLMAX Bbl MOXETE
BbI6MpaTb HY>XHblIE 3HAa4Y€HNA U3 PpacKpbIiBalOWKUXCA CNUCKOB, nmbo

HaXWUMaTb KHonky B® ang gobaeneHust 3HAYEHW NapaMeTpos,
nnbo 3afaBaTb 3TU 3HAYEHUS| BPYYHYI B COOTBETCTBYHOLIMX MONSIX
BBoAa. llocne u3MeHeHWs 3HaveHus Kakoro-nMbo napameTpa Bbl
MOXeTe LIeNYKOM MbILM MO COOTBETCTBYIOWEH WKOHKE PSAAOM C

NnapaMeTpoM OTMEHUTb WU3MEHEHUE nnn  BOCCTaHOBUTb

HaCTPOMKM NO YMONYaHUIO

Ona TOoro u4TO6bI NPOCMOTpPETb BCE CAENaHHblE WU3MEHEHUA
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HaxxMuTe kHonky MpeaBapuTenbHbIi MpocMoTp.

Ha nosiBMBLLENCA CTpaHuLE Bbl MOXETe BblbpaTb Te W3MEHeHus,
KOTOpblE >KEJlaeéTe COXpPaHWTb, YCTAHOBMB COOTBETCTBYHOLME
¢ naxkn. ECnv Bbl XOTUTE BHECTU AOMOMHUTENbHbIE U3MEHEHUS, Bbl
MOXEeTe BEepPHYTbCS K Mpeabiaylein CTpaHuue, HaXaB Ha KHOMKY
Mpopomxurb PepaxkTupoBaHue. ECAM Bbl XOTUTE OTMEHUTb
U3MEHEHUS1, TO HaXMWUTE KHOMKY OTMeHuTb M3MeHeHus. Ecnu
CAenaHHblE W3MEeHEeHWs BaC YCTpPavMBalOT, HAaXMWUTE Ha KHOMKY
CoxpaHutb 1 MPUMEHUTb U COXPaHUTb UBMEHEHMUS.

‘Bepcis DrWeb Icapd: 6.0.2
nHTepGeRic: 2

[# Kapautun {} Koudwrypauus [# LuaGnonsi

Napamerp Crapoe sHavenme HoBoe 3HaveHme
Infected cure truncate

MaxLogsize m 2m
Loglevel 1 2

User drweb

BlackHosts blackhosts1,blackhosts

Begoie BORRRTBEEE

Puc. 24. CtpaHvua npeanpocMoTpa

Korpa Bbl HaxxumaeTe Ha kHorky CoxpaHutb wWiv CoXpaHUTb U
MPUMEHUTb, MOSBSETCA YBEAOMMIEHME O TOM, YTO KOHMUrypaums
coxpaHeHa. LllenkHUTe MO HeMy MbILKOM, 4TOObI BEpHYTbCS K
CTpaHuLE HacTpoeK.

[eicTBusa Hap yrpo3amm

B 3ToM pasgene Bbl MOXeTe HacTpoOUTb AENCTBUS  MpuU
06Hapy)XEHUN PasnnyHbIX TUMOB Yrpo3 MAU MNPU BO3HUKHOBEHUU
ombOK.
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e Bepeun DrWeb lcapd: 6.0.2
m Bepous wTepeRca DiWeb: 6.0.2
[ Kapautun £} Kondmrypauna [¢ Wabnonsi
i o s
MogospHuTensHEIe Rein < 3
noaposHee
VHQOPMUpOBaTE 7|
3apaxenHsie [lelcToue, COBEPLIAEIOE € 33paEHHLIMM (BAAN3HM, KOTOPHE, BO3HOXHO, YARCTCR
oancunT,
TesuTs 7] noapobHee
Heusneunmuie Rencrem < Gannamm, o snpyce:
noagosnee
WHQOPMUpOBaTL
MporpaMMbi-LIyTKK Reii cnpory
noapotHee
nponycTuTe 7]
onacHble Dein < npor pammami.
noapotHee
nponycTuTe E
MporpamMMel 4na e310Ma Rencrsu e nporp: pra nocTyna
noaposHee
nponycTuTe E
OwMGKa NULEHsHH [eAcTone, COBepWAEMOE C (aAnaMM, NPH NPOBERKE KOTOPHX NPOM3OLING OLMOKA
uuuuuuuuu
WH(opMApoBaTE noaposHce
3IBPUCTMYECKUI aHATNZATOP HacTpoiika paBoTs YBPMCTHHECKOrD GHAM3ATOPA.
nosposHee
JlokanbHoe CKaHWpOBaHue Pes i NOKANGHOr 0 CKAHMPOBAHNS.
noaposHee
ENOKMpOBaTh Bce Ecnu exniouen, GrokupyeTca moSof 3anpoc
(“pesmpocion | Corparims | Nomersrs v corparams vawererna |

Puc. 25. [leiictBus Hap yrposamm

Y Kakaoro napameTpa Ha 3TOM BKJ1agke MMEETCs pacKpblBatolleecs
MEHI0 CO CMWCKOM BO3MOXHbIX 3HayeHui. MoapobHoe onucaHue
Ka)kJoro napaMeTpa Bbl HailjeTe B WMHTEPAaKTUBHOWM CnpaBke Mo
ccbifike nogpo6Hee.
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[ Kapautui £} Kondurypauna [7 Liabnoksi

ReACTMS Hap yrpOsaMM Tewamuueciuit unsTD Tpasuna punsTpauuw Tacpmea

MaKcnManbHbIi pasMep oT4éTa Markcuma nbHsi h pasmep (ailna oTuETa,
YpoBeHs NoapobHOCTH YPpOBEHb NOAPOGHOCTH BEAEHR IPOTOKDNA PaBOTHL.
®ain oTyeta Nms daina oTuETa

& Ucnonb3sosaTs syslog

Moacucrema syslog TR NORCHCTEMS. depeS KOTORD CCTEM N Cepei sysiogd. se
paBoTst nem

Daemon | nospotHee

Mpuopurer syslog TIpHOPUTET 3ANUCH DU HEMONL30B3HAM CHETEMHOT o CEPENCa Syslogd.

R e R

Puc. 26. NpoTtokonupoBaHue

3HauYeHUs1 MapaMeTpoB Ha 3TOWM BKNaAKe MOryT 6biTb BbiOpaHbl U3
pacKpbIBaKOLLMXCS CM1CKOoB nnm 3afaHbl BPYYHYIO B
COOTBETCTBYIOLUMX NOSAX BBOAA.

Ecnn Bbl XOTUTE CaMOCTOATENbHO BblGpaTh (ain Ans XpaHeHus
OTYETOB O paboTe cCUCTEMbl, YBepuTe Tranouyky U3 AYEnKu
WUcnonb3oBaTb syslog v HaxmuTe kHonky O630p. OTkpoeTcs
oTAeNbHoe OKHO 6pay3epa AN HaBurauuu no Crucky ¢aiinos u
KaTanoros Ballell CUCTEMBI.
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Bepeun Dr
Bepcun unTepoel

& Kapautwe £} Kondurypauna [Z LabGnoHsl

e e e

e e T T3 T B D e BT, . (T s TS T T
cnmckn (dws-ainsi).

[varidrmebidws [ oo ]

BNOKMPOBaTh NOPHOTPadHYecKHe CaiTbl Boamomrac pror nomowsie

TEMATUUECKUX UEDHLX CTINEKD .

]
5
]
]
]

T
g
|
v
A
8
s
5
g
2
2
]
]
]

E
(]
H
H
z
®
=z
a
g
s
H
8

BoamomHac WHTEpHET-pecyRCH, ReCTORICT 1 HacH Ao,
€ NOMOLLEKD TEMATAUSCKX YEPHEX CTUCKDE.

0BaT CaiThi, NOCEALIEHHBIE OPYXUIO Baamomroc uHTEpHeT-peCypCH, scem Tinam
€ NOMOLLILD TEMBTHYECKIX UEPHLX CTMERDE.

0BaTh CaifThi, NOCEALLEHHEIE a3aPTHLIM MIPaM BO3MOKHOCTS BNIOKMPOBATS HHTEPHET-PECYPCH, MOCBALIEHHSE 33aPTHbM MrpaM Ha
e,

C NOMOLLBIO TEMATHYECKIX YEPHBX CTIUCKOE.

BO3MOMHOCTS BAIOKHPOBATS BCE HaTS C NOMOLLIO TEMaTHHECKIX YEPHEX CINCKOS.

o
g
H
2
Z

s
g
Ef
El
:
H
&
E

Het +|

b CaliThi, urTepHeT-pecyps, € nomoLEo.

TEMATHECKUX UEDHEX CTINCKDS.

B/IOKMPOBaTL NOYTOBbIE CANTbI

Hoc urTepHeT-pecypes,
PETVCTPALINIO MIOUTOBOrO AILMKA, C MOMOLLEID TEMATHUECKIX UEPHIX CTINCKDS.

Het -

BNOKMPOBaTh COLMANbHbIE CETH BosmomHoc

Ty
TEMBTHECKUX UEDHEX CTINCKDS.

Het -

w caitTel, e nreprer-pecypes, ampyces n apyrve
SDEROHOCHLE RO Fa, € NONOULLD TeNATINECHA: IEPHL: CTUCKDS:

MipeAnpociorp | Coxparims | TIDAMERTS i COXparuTS Usierenyia

Puc. 27. TemaTtuueckuit GuwibTp

Ha paHHOM BKknagke Bbl MOXeETe HacTpouTb 6/10KMPOBKY Be6-
CTpaHuL NO TUMY WX COAEPXMMOro: Hanpumep, 3abnoKMpoBaThb
nopHorpaduio uMAM caTel C MHQOpMauMelr Mpo  HAPKOTUKM.
3HaueHusl napaMeTpoB Ha 3TOW BkNaake MOryT ObiTb BbiGpaHbl U3
packpblBaloWMXCs  CNUCKOB. [ocTynHble 3HavyeHus: Aa u Her.
3apaTb MNyTb K KaTanory, B KOTOPOM XpaHATCS OOGHOBAsSieMble
TeMaTU4Yeckne YepHble CMUCKM, MOXHO Nnbo BPYyYHYHO, Nponvcas
agpec B COOTBETCTByWOWEM Mosie BeBoAa AN MapameTpa
DwsDirectory, Mbo HaxaB kKHoOnky O630p M BbIGPaB HY>HbIN
KaTanor B OTKPbIBLLEMCSI HAaBUIaLMOHHOM OKHE.
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CuCTeMHble HAaCT pOMKH

B 3TOM pasaenie Bbl MOXETE HacTPOWUTL MOJIb30BaTesbCKME 6eble U
yepHble CMUCKU MHTEPHET-PECYPCOB, NYTU K Klo4YeBOMy dainy u
KaTanory KapaHuTuHa, yKasaTb MOYTOBbIN aApec afMUHUCTPATOopa,
HaCTpOUTb OTMPaBKy YBEAOMIEHUA O MOMbITKAX OTKPbITUS
33a6/10KMPOBAHHbIX BEH-CTPaHML,.

Bepcus Drieb leapd: 6.0.2

< ﬂ Bepcus uiTepGedca DrWeb: 6.0.2

[#] Kapautun {} Kondurypayus [Z Labnous

Becraun nag yrposaun Tewarweckut GuALTD Tpaswna dunoTpawAn Tpagmsa

MonssosaTens WA nons308aTENR, € NPaBaMK KOTOROre ByAeT PaBoTaTs drweb-icapd.

Ca—— T

nospotee

Benbie CNUCKK ANA GHUALTPALAN N0 CORAEPXUMOMY
X]

. 5 kampom us xocT
KOTOPIE He BYAYT NPOBE PSTLCR Ha BAOKMPOBKY B TEMA TM4E CKITK YEPHB CUCKAX.
a

@aitni wepHsiX cnnckos P —

. 5 Kaxzor
TPEGyeTCR sanpeTUT.

s
Mpasa pocTyna daiinos s kapaHTHHe n « baitnam,
Urenne 3ammcs Bunonwenne
Bnageney & O O sup
rpynma 7 & (m) O sep
e O O O [ sticky bit.
KOMaHAa 0TNpaBAeHR NouThI « fr—

OTKPEITH 320 I0KUPOEAHHON CTPaHULIS.

[usr/sbin/sendmail -i -bm -f drweb -- % nogpobrice

OXWUpaHMe Nepes NOBTOPRHOM OTNPAEKOH

TIPOMEXYTOK BDEME Hl § CEKYHIIAX, B TEYEHHE KOTOPOrO HE BHCKNAI0TCA YBEOMEHHS
b wron

cTpaniLe.

MOAAEPKHEATH COSAMHEHNA Creayer nocromoe

PexuM npeanpocMoTpa Pexum npeanpoCMOTP

Puc. 28. CucteMHble HaCTPOWKH

B cekuun ainbl 4YEepHbIX CMUCKOB MOryT CO3/4aBaTbCH
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Monb30BaTeIbCKUE 4YepHble ChUcKW. [ns Toro, 4Tobbl CO3AaThb

TaKOWM CMUCOK, HAXMWTE KHOMKy MLE, BBEAMTE HOBOE MMS CrMCKa
(6e3 npob6enoB) M noovyepeaHO WMEHA XOCTOB, KOTOpbIE Bbl
xenaete 3abnokmpoBsaTb.

PalAL YePHLIX CIUCKOR CNUCOK BaR108, B K3 WIIOM W3 KOTOPSX COAEPAMTES CTUCOK XOCTOB, AOCTYI K KOTOPHM
TpeOyeTC anpeTuTe.

Ma HOBOro cincka
blackhosts

host1l.com ke
host2.com

Puc. 29. Co3gaHue nosib30BaTe/IbCKOro CNUCKa

Mopaaok co3aaHns M 3adaHus NoJsib30BaTeIbCKMX 6enbiX CMUCKOB B
cekumsix ®anbl 6enbix cnuckoB 1 benble cnucku AN
dpwibTpauum No CoAEepXMMOMY aHaNIOMMYEH BbILEOMNMCAHHOMY.
XOCTbl, MepeyucrnieHHble B ¢aiinax u3 cnucka dainbl 6enbix
CNUCKOB, He 6yayT MNpoBepsiTbCS Ha HanuMuue BUPYCOB. XOCThbI,
nepeyuncneHHole B (aiinax benble cnucku ana dwibTpauum no
copepXXMMOMy, He OyayT npoBepsiTbCs Ha ONOKMPOBKY B
TeMaTUYeCKUX YEepHbIX CNUCKaX.

MpaBwna cpunbTpauumn Tpaduka

Ha paHHOM Bknagke Bbl MOXETe Bbl MOXETe HacTpoUTb M CO3AaTb
npasuna o6paboTku chaiifoB B 3aBUCMMOCTM OT ux MIME-Tuna -
uaeHtTudmkaTopa Tuna daina, ncnonblyemoro B HTepHeT.

MoeHTudukatop MIME cocTOMT M3 [ABYX 4acTei: OCHOBHOM U
JOMNONHUTENbHON. Hanpumep, application/octet-stream

COOTBETCTBYET UCMOHAEMbIM (haiinam C pacClLMPEHUSIMU . com U
.exe; image/any COOTBETCTBYeT /obbIM  chaiinam C
u306paxeHusiMn; audio/mpeg COOTBETCTBYeT ayauodaiinam B
dopmaTtax mpl, mp2 M mp3.
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Bepcus DrWeb Icapd: 6.0.2
s 602

¥ Kapauntue ¥ Kondnrypauma [# Labnons

AeiicTaus Han yrposamu Temaruecii punLTp Mpasuna punTpauMy Tpaduia ¥

MNpasuna MIME

Mpaginia 06PaGOTKM (aiinoe & 3ABUCHMOCTIA OT WX Mime-Tuna. MoApoGHee

Ecnu pasmep (ME) [leiicTeue Vinave
Noboit ¥ v|[Merbwe un p3| [Mposepurs 5] [Mponycrurs 3| B
application] [Mioboit v][Menbwe un p3| [Mposeputs 5] [Mponycrurs 3| B4
image | [moboit v|[MeHbwe wnv p3| [Mposeputs | [Mponycrurs -] B4
message | [Mioboit v|[MeHbwe wnn p [Mposeputs | [Mponycrurs | B4
multipart | [Mo6oi v|[MeHbwe uau p [Mposeputs | [Mponycrurs | 4
text =] [ro6oin v|[Menbwe wnv p3| [Mposeputs | [Mponycrurs | 4

audio | [nioboi v|[TioBoin ZI[ ] [Mponycrurs H | FES
video | [nio6oit v|[Miobon ZI[ ] [Mponycrurs H | FE
application®| [x-mms-framed v|[/lioBoit A [ [mponycrute H | HE

Moczrpocuor |~ Cocparims |

Puc. 30. NMpaBuna 06paboTku ckaumBaeMbix ¢aiios

Haxmnte [lo6aBurb npaBwio, 4Tobbl 406aBNTL HOBOE MPaBuMIIO.
YT106bI yAQNUTb NPaBUIO HAXMUTE KHOMKY E pAAoOM C MpasBuIoM,
KOTOpoe HeobxoanMOo yaanuTb.
Kakaoe npaBuio COCTOMT U3 Criedyowmx nosen:
e Tun - ocHoBHOM MIME-TUN ¢aina.
o JIro6oii - daiin noboro Tuna;

o application - ncnonHsieMble M apxuBMpoOBaHHble halisbl,
LOKyMeHTbl B popmate PDF, MS Word v ap.;

o audio - ayamodaiinsl (mp3, wav, wma u ap.);
o image - nsobpaxenus (gif, jpg, png, svg n ap.);

© message - cooblweHns Mexay Beb-cepeepamMn U
KMeHTamu;
o multipart -  koHTelHepbl  (nNoyToBble  chalinbl,

3anakoBaHHble daiinbl);
o text - TekcT unu ucxoaHsit koa (html, xml, css u ap.);
o video - Bugeodaiinsl (mpeg-1, mp4, wma);
o model - daiinbl TpexMepHbIX Moaenen.

e ®opmar - gononHuTenbHbi MIME-Tun daitna. MoxeT 6biTb
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Bbi6paH M3 CNKCKa UKW BBEAEH BPYYHYIO.

e Ecnu pasmep - ykaxute, TpebyeTtcs nu dunbTposath daiinbl
no pasvepy #u, ecnu TpebyeTcs, BBeAMTe pasMep B
MerabainTax B COOTBETCTBYIOLIEM MOJIE.

o [leiicTBue - yKaxuTe AencTeBus Ans GalifoB ykasaHHOro
pa3mepa.

e WHaue - ykaxuTe AeiCTBMS AN BCEX OCTaNbHbIX (ainos
[aHHOro Tuna.

Ona npasun  dunbTpaumm Tpaduka WCNONb3yeTCs CeayoLLmii
CUHTaKCuUC:

<MIME-Twun> <pgeucrBuel> <pazmMep> <melcTBue2>

K anny, wuMmewoweMy Tun <MIME-Twmmo>, NpUMeEHseTcs
<meuctsmel>, €CAN ero pasMep B MerabaiiTax He npeBblaeT
3HaYeHMs NapaMeTpa <pasmep>. B NPOTMBHOM clyyae K AaHHOMY
daltny npumeHsieTca <melcTeue2>.

B TakoM Buze npaeuna dunbTpauMum TpaduKa 3anucbiBaloTcs B
KOHMUrypaLUuoHHbii daiin n oTobpaxatoTca B Beb-UHTepdelice

Ecnv npu 3anucn npasuna none Ecnu pasmep
YCTaHOBNEHO B NosioxeHue bonblue, npasuno 6yaet npuBeaeHo K
onucaHHoN BollLe opMe.

MNpumep:

3agaHo npasBufo, COrfacHoO KOTOpoMy u3obpaxeHus dopmarta png
pa3MepoM 6onble 10 MerabaliT npoBepsitOTCS Ha BUpPYCbl. Ecnu
pasMep wu3obpaxeHuss MeHblwe unu paBHo 10 MerabaiT, OHO
nponyckaeTcs.

Tun DopMaTt Ecnun pazmep (MB) AefcTene WHaue
image |z| png v|| Bonbwe E 10 MposepuTs |z| MponycTuTL E Ea

Mocne coxpaHeHUs MpaBWIO NPUBOAMTCS K OMWCAHHOM BbllLe
¢dopme n oTobpaxaeTcsa cneayowmm obpasom:

Tun DopMaTt Ecnun pazmep (MB) AefcTene WHaue
image |z| png ¥ || MeHblue Wan paeHo E 10 MponycTuTs |z| MpoBepuTs E Ea
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TakuMm 06pasoM, HecMoTps Ha Apyryio (opMy 3anucu, AaHHoe
npaeusio BeaeT cebsi aHanorM4yHoO nepBoHaYasnbHOM 3anucu.

KapaHTuH

Ha Bknagke KapaHTWUH npejcTaBneH CAMCOK — CCbIOK — Ha
3abnokMpoBaHHble dainbl. Moao3puTenbHble daiibl NoMewaloTcs B
KapaHTuH UeNMKOM, a MX WMeHa COo3[aloTCs MO CreunanbHbIM
npasuWnaMm M3 aApecoB Tex Be6-CTpaHuul, C KoTopoW ann 6bin
3arpyxeH.

Bepcns DrWiel
Bepcus urTepdeiica

[ Kapautun £} Koudurypauus [7

Daiinl KapaHTAHS S P T4 Vaanurs.

URL Paamep Nata L
sicar_co1.2p 184 20.05.2011 13:19
eicar_co0.2p 184 20.05.2011 13:19
eicar_com.2p 183 19.05.2011 12:49

0
]
]
=]

1-3

Puc. 31. KapaHTuH

Ytobbl yaanutb dain M3 KapaHTuHa, HYXHO BbiA€NUTb €ro u
HaXXaTb KHOMKY YAANUTb.

LLIa6noHbI

B 3Toi cekuun copepxartcs WabfoHbl Be6-CTpaHuu, KOTopble
reHepupyloTCs 1 NOKasblBalOTCA KOHEYHOMY MO/b30BaTesio B OTBET
Ha NoMbITKy AOCTYna K 3abfioKMpOBaHHOMY coAepXuMoMy (koraa
AN COOTBETCTBYIOWMX MapaMeTpoB B CEKUUW KOHPUrypaumm
3aAaHbl AeicTBUS MHPOPMMPOBATb 1N NEPEMEeCTUTb).
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Bepcus DrWeb Icapd: 6.0.2
Bepcun unepdeiica DrWeb: 6.0.2

Cnucox WwabnoHos

BbiGepiTE WAGKOH A NDOCHOTPA U PeAKTHpOBaHAS

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTHL 1.0 Transitional//EN" "http://ww.u3.0rg
/TR/xhtml1/DTD/xhtml1-transitional .dtd">

<html xmlns="http://wew.w3.0rg/1999/xhtml ">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Blocked by Dr.Web IcapD.</title>

<style type="text/css">

<1--

ERR_FAILED_CHECK
ERR_DOWNLOAD_BLOCK
ERR_ACCESS_DENIED

[TABLE.main {
width: 100%;

nargin: 0px;
padding: epx;

}

ITR.header{

color: #FFFFFF;

font-weight: bold;

white-space: nowrap;

background-color: #7ABD19;

font-family: Tahona, Verdana, Arial, sans-serif;

| fort-fanily: Ta

Puc. 32. LLa6s10HbI

ERR_FAILED CHECK LabnoH c otyetom 06 ouwmbke
CKaHMpOBaHWs daina
ERR_DOWNLOAD_BLOCK Labnon ¢ ortuetom 06 ouwmbke

Joctyna Kk 3abrokupoBaHHOW Be6-
CTpaHuLe (M3 YepHOro Ccrmcka)

ERR_ACCESS DENIED LllabnoH ¢ ortyetoMm 06 owmbke
3arpy3ku danna c 3anpeLieHHbIM
COA,EPXKUMBIM. JaHHbIN oTyeTr
reHepupyeTtca B C/ly4vae, Korga
COOTBETCTBYIOLUM napameT poM
3aAaHo AeiicTBne MHOpMHUPOBaAT b

ERR_ACCESS DENIED MOVED LlabnoH c oryetom 06 owwnbke
3arpy3ku aiina C 3anpeLieHHbIM
COAEPKMNMBIM. [JaHHbll  OoTYeT
reHepupyeTcs B C/yvae, Koraa
COOTBETCTBYIOLMM napameT poM
3aAaHo AeiiCTB/e NnepeMecT UT b
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email. templ LLIabnoH nmo4yToBOro  CoobLleHus,
KOTOpPOE MOCHIIAETCA  CUCTEMHOMY
aAM/MHUCTpaToOpy  MpYM  MOMbITKe
focTyna K  3abnokuMpoBaHHOMy
CoAEepXXMMoMy

Pa6boTta B Enterprise-pexunme

Ons Hayana paboTbl KoHconu B pexuMme LUEHTPanv30BaHHON
3almMThl, HeobxoaMMO npouseecTM HacTpoiky Dr.Web Agent,
OMNUCaHHYKD B COOTBETCTBYIOWEM  pasgene. [locne BHeCeHUs
HeobXx0AMMbIX U3MEeHEeHUI 0TKpoWTe 6a30Bble HacTpovkun KoHcony,

HaXkaB KHOMKY E B BEPXHEM MEHI HaBurauum web-mHTepdenca.
B OTKpbIBLIEMCH OKHE HACTpOeK YCTaHOBUTE Jla B KayecTse
3HaJYeHNs1 NapaMeTpa PexmM LIEHTPaIM30BaHHOY B3alMTHL

lMapamMeTp Pexwum LUeHTpPaJM30BAHHOM  3ammMTeH  MOXET
NPpUHUMATb 2 3Ha4YeHus:

e Her — B AaHHOM pexuMme KoHcosib paboTaeT € nokanbHbIMU
KOH(MOUrypaumMoHHbiMM dainaMm M He uMeeT A[OCTyma K
KOHpurypaummu, nonydaemon Dr.Web Agent ot Dr.Web
Enterprise Server. aMeHeHns KOHbUIrypaunum, BHECEHHbIE B
[JaHHOM pexuMe, BCTYNSAT B CUY TOJIbKO NOCfe nepesoja
Dr.Web Agent B pexuMm Standalone.

* la — HKoHconb nonyyaeT KOH@WIrypauUMOHHble AaHHble W3
coketa Dr.Web Agent. B cnyyae, ecnm npu 3toMm Dr.Web
Agent paboTaeT B Standalone pexwume, byaeT BbiBeAEHO

npeaynpexaeHve suaa:
Ommbka IOJIyUYeHUsS HaCTpOeK: He ynaercs
YCTAHOBUTHL CcoenmHeHue c AreHTom Dr. Web.

Mpun BO3HMKHOBEHMM npobnem noaknoyeHus Kk cepeepy Dr.Web
Enterprise Server, BO3MOXHbl Cneaylolwme BapuaHTbl NOBeAEHUs
KoHconu:;

e Ecnv npu nepBoM nogknuveHun (T.e. B Cliyyae, ecnu Bbl
paHee He paboTanM C [OaHHbIM  CepBepoM) cepeep
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HefoCTyneH, Nb0 aBTOpM3auMsl Npowa HeyaayHo,
3aBepuMT CBOLO paboTy. B aToM cnyyae nposepbTe
HacTpolKM U NonpobyiiTe nepesanycTuTb n

e Ecnu paHee Bbl yxe noAknloyanuMcb K cepBepy
LeHTpan130BaHHON 3aWmThl, HO B [JaHHbIi MOMEHT OH
HepocTyneH (Hanpumep, B cnyvae npobnem c coeanHeHneMm),

ucnonb3yeT pe3epBHble Konuu
KOHMUrypauMoHHbIX aiinoB, MOSlyYeHHbIX OT CepBepa BO
BpeMs  npeabiaywlero  nofknouveHus.  [JaHHble  dainbl
3aumdpoBaHbl M He  npeAHasHayeHbl  AAS  MpaBku
nonb3oBatenem. MonbiTKa N3MEHUTb UX BPYYHYIO NpUBEAET K
MX HepaboToCnocobHOCTH.

Hacrpoika npaB gocryna

Mpu paboTe B pexuMe Enterprise, agMUHUCTpATOP

MOXEeT 4acTUYHO NN60  MOJSTHOCTbIO
336/10KMpOBaTb  BO3MOXHOCTb  HAcTpOWKu no/ib3oBaTenieM
KOMMOHEHTOB , YCTAHOB/IEHHbIX Ha paboyeit CTaHUMK.

YT06bl YCTAHOBWTb MpaBa Nonb30BaTeNs paboyen CTaHLun:

e Bonaute B . O6patute
BHWMaHue, yTO ans peaakTupoBaHus HacTpoek
aHTusupycHoro Mo Ha pabouyeil CTaHUMK, a TaKxe

pPeAaKTUpoOBaHUA npas AoCTyna K HaCTpOl‘/IIKaM,
AAMUHUCTPATOpP AO/DKEH obnapatb

e Bblbepute nyHKT AHTMBMpPYCHasi Ce€Tb [/laBHOrO MeHIO, B
OTKPbLIBLLEMCSI OKHE B MEpPapXMYEeCKOM CMMUCKE HaXMUTe Ha
HasBaHMe CTaHUuMW. B OTKpbIBLEMCS YMNpaBASIOWEM MeHI0
(naHenb cneBa) Bbibepute nyHKT MpaBa. OTKpoOeTCs OKHO
HaCcTpOMKM Npas.
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%5 Dr.WEB

Control Center

df7-4fcc-beb2- | hostname > Npasa

(RS osuwe

snesyi Dr.Wieb MaiD a7 Linux
Dr.Web Iezp D L
' Ypasnesyn Dr.Web Samba SpIDer ana Linux

« Mourossie anpeca
* Orpammuenus obmosnemsi
« DrWeb for IBM Lotus Domino

« Dr.Web Daemon an Li
© DrWeb Cranep Ana Linux

- SpIDer Guard ans Linux

« Dr.Web Icap Daemon Ana Linux

- DrWeb NSS Daemon

« Dr.Web Samba SpIDer Ans Linux

« Monurop komnonentos Dr-Web ans Unix

Puc. 33. OKHO HACTpOWKM NpaB NoJsib3oBaTens paboueit
CTaHU WM

e B nyHkTe KOMMNOHEHTbl BblbepuTe KOMMOHEHTbI, KOTOpble
6yayT AOCTYMHbl AN M3MEHEeHWs nosib3oBaTento paboueit
CTaHuuu. Hanpumep, uTob6bl  paspewmTb  U3MEHEeHMWe
KOHpurypauun Dr.Web pns wHtepHer-wniozos  UNIX
nonb3oBaTenieM pabouyelt CTaHuuW, YCTaHoBUTe (Bnaxok
Wcnonb3oBaHue LieHTpa YnpaBneHus Dr.Web Icap
Daemon pansa Linux 1 HaxkMnTe COXpaHUTb.

e YT06bl OTKMOUYUTL BO3MOXHOCTb M3MEHEHUS KOHdUrypauuu
Dr.Web pnsa watepHer-uuio3os UNIX nonb3oBarenem
pabouyei CcTaHuuMM, cHuMKUTEe dnaxok Wcnonb3oBaHue
LlenTpa Ynpasnenus Dr.Web Icap Daemon pgns Linux n
HaXMuTe kHonky CoxpaHutb. [pyn 3TOM B OkHe KoHconum
nosnb3oBatens paboueii CTaHUuK byner BblBEIEHO
COOTBETCTBYIOWEE npeaynpexaeHue, a KHonkn NMpuMeHUTb
U coxpaHuTb u3MeHeHwusi, MpeanpocMmoTp 1 CoxpaHuTb
6nokupytotcs.
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Bepcus DrWeb Icapd: 602
Bepcus unTepdeiica DrWeb: 6.0.2

[ Kapautwn {3 Kowdurypaums [7 LUabnows

i, HacTpoFiki A0GTYNHbI TONLKO 4nA NPOCMOTPa.

e e I e e

Mogo3puTentHLIe JlelCTBMe, COBEPLIZEMOE C MOJ03PATENIBHEMA (N0 TEHUNANEHO 33PaMEHH M) BaRnaNL
nonpoGHee

uropmuposaTh

3apaxeHHble AelicTaNE, COBEPLIZEMOE C 32PRMEHHSINN (aANaMY, KOTOPEIE, BOIMOXHD, YAACTCA
BEnEUNTE.

newuTs nozpoGHes

I

Heusneuumbie Redcraue, < pannamu, Bupych.
nozpoGHes

WHpOpPMADOBaTL 3]

PexnaMubie nporpamMMe! efcrane, conepuiasHOE € peKAGMHSH NparpaMHaHN
nomposHes

VHGOPMUApOBaTE ]

Mporpammel AoseoHa JedicTa
noxpotHee

HaCTPoliKa paBoTLI SEPUCTHLECKDTD AHANU3ATOPE.
nozpoGHes

na o

JloKankHoe CKaHMpOBaHWe PEAHM NIOKANBHOTO CKAHMPOBAHMS.

MockinaTh yeeRoMnenna o 61OKAPOBKE TEMAaTHYECKAMA Creayes paTopy .
BNOKMpOBaTh BCe Ecnw Brrosen, GrokmpyeTCA MI0Bof 3anpoc.

fbemouon |0 ]

Puc. 34. 3anpeTt Ha UsSMeHeHue KOH(purypaumm
nosib3oBaTtesieM paboueii craHL M

Hacrpoiika koHduMrypauum pabouei ctaHUUMN

Mpu co3maHMM HOBOM  paboyer  CTaHUMM  3/IEMEHTBI  ee
KOHUrypaummn 3aMMCTBYIOTCS OT OAHOM M3 rPynn, B KOTOPYH OHa
BXoAWUT. Takas rpynna HasbiBaeTca nepsuyHol. Mpu U3MeHeHUsX B
HacTpoMKax MepBUYHOW TPynMbl 3TU W3MEHEHUS HacneayloTcs
BXOASALWMMM B FPyMny CTaHUMAMM, 3@ UCKIIOYEHMEM CNyYaeB, Koraa
CTaHUMAM 6biM 3aAaHbl NepCcoHanbHble HacTpolku. Mpu co3paHum
CTaHUMM Bbl MOXETE YyKa3aTb, Kakas M3 rpynn 6yaeT cuMTaThCs
nepeuYHOIA. Mo ymMonyaHuio 3To rpynna Everyone.

B ycnoBuax BRNOXEHHbIX rpynn, e€cnv Ang CTaHuMM He 3afaHbl
nepcoHanbHble HaCTpOP’IKM, HacneaoBaHue 2JIEMEHTOB
KOHq)VIpraLIMVI ocywecTendeTrca B COOTBETCTBMKM CO CTPYKTypOﬁ
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BNOXEHHbIX  rpynn.  [louck  ocywecTensaeTcs  BBepx Mo
nepapxuyeckoMy AepeBy, HauuHas C NEpPBUYHON Fpynnbl CTaHLUMK,
€e poauTenbCKoW Trpynnbl U Janee [0 KOPHEBOMO 3/EMEHTa
fepesa. Ecnu npu 3TOM He 6binn 06HapyXXeHbl NepcoHanbHble
HaCTPOMKM, TO HACMeAylTCs 3/1IEMEHTbl KOHdMUrypauuv rpynmbl
Everyone.

Mpumep:

CTpyKTypa MepapxuMyeckoro Cnvcka npeacTaeBnsieT coboii AepeBo
creayolero Buaa:

AHTW BYPYCHAA CETh

Everyone
Groupl

Group2
|—Gr-:| up3
Groupd
Skationl

lpynna Group4 SIBNSIETCS NEpBUYHON ANsd CTaHuuu Stationl.
Mpu 3TOM NpWM HacnefoBaHUM HacTpPoek CTaHuuel Stationl
6yneT ocCylecTBASTLCA MOUCK HAacTpoeK B CNeayloleM nopsake:
Stationl -> Group4 -> Group3 -> Group2 ->
Groupl -> Everyone.

MaMeHeHMe KOHdUrypaummn, yHacnedoBaHHOW OT  MEpPBUYHOM
rpynnbl, BO3MOXHO ABYMS crnoco6amu:

e Yepe3s wuHTepdelic . Ans
3Toro B WHTepdelice B
blbepuTe MyHKT AHTUBMPYCHAsi CeTb [/1aBHOIO MeEHIo, B
OTKPbIBLLEMCSI OKHE B MEPApPXMYECKOM CMUCKE HaXMUTE Ha
HasBaHMe CTaHUMW. B OTKpbIBLEMCS YNpaBASIOWEM MEHI0
(naHenb cnesa) Bbl6EPUTE KOMMOHEHT, KOTOPbLIM XOTUTE
HacTpouTb. O6paTuTe BHUMaHWE, YTO AN pefaKTUPOBaHWS
HacTpoek, Bbl AO0/KHbI  06bnagaTtb

Mpouecc HacTPOMKM aHanorMyeH HacTpolke
nocpeacTBoM . MNocne W3MeHeHMs HacTpoek
HaxkMnTe COXPaHUTb, YTO6bI COXPAHUTb U3MEHEHWS.
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Puc. 35. Hacrpoiika Dr.Web Icap Daemon ans Linux uepes
uHTepdeiic LleHTpa YnpaBneHus Dr.Web

Mpu COOTBETCTBYIOLWMX HACTPOMKax MpaB AOCTYNna napaMeTpbl
MoryT 6biTb NepeonpeaeneHbl ¢ nomoupto Kownconw. Mpouecc
HacTpolKK aHanornmyeH pabote B pexxume Standalone. B cnyyae
HeAoCTaTka MpaB y Nosib3oBaTensl paboyel ctaHumu, Koucosib
NpeaoCcTaBUT AOCTYNM K HacTpoOMKaM B peXWUMe <«TOMbKO Afs
YTEHUS».

Tunbl yyeTHbIX 3anuceil agMUHUCTPATOPOB

YyeTHble 3aNMCK aAMUHUCTPATOPOB aHTUBUPYCHOWM CETU AENSATCS Ha
4 rpynnbl:

e AdmuHucmpamopsi c MOSHbIMU npasamu nMeroT
UCKMOUUTENbHBIE NpaBa Ha ynpaeneHne Dr.Web Enterprise
Server n AHTHMBMpPYCHOI ceTbio B UenoM. OHuM  MoryT
npocmaTpueaTb n pefakTupoBaThb KOHUrypaumio
AHTUBMpYCHOW  ceTtu, a  Takke co3aaBaTb HOBble
AAMUHUCTPATMBHbIE YYEeTHble 3anucu. AAMWHUCTPATOP C TakuMu
npaBaMu TaKXe WMeeT TMOoJIHble TnpaBa Ha YyrpasneHue
aHTUBMPYCHbIM MO Ha paboyei cTaHuuu. Mpu 3TOM OH MOXET
OrpaHn4nTb, BNAOTb A0 MOJSIHOrO 3anpeTa, BMeELWATENbCTBO
nonb3oBatens paboyell CTaHUMM B ynpaBieHUE aHTUBUPYCHbLIM
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no.

AOMUHUCMpPamop ¢ rnosIHbIMU NpasamMu MOXeT NpoCMaTpuBaTb 1
peaakTupoBaTb CMUCOK UMEKLWNXCA aAMUHUCTPATUBHbLIX YYETHbIX
3anucen.

o AOMuHUCMpamopbl ¢ npasamMu "mMosibKo 019 YmeHus"  MOryT
TONbKO MPOCMAaTpuBaTb HaCTPOWKM B
LenoM U OTAENbHbIX €€ 31EMEHTOB, HO HE MEHSATb UX.

o AOMUHUCMpPamopbl 2pyn C MOMIHbIMU fpasamMu UMET AOCTYN KO
BCEM CMCTEMHbIM TPyMnaM M K TeM MNOJIb30BaTe/IbCKMM Fpynnam,
ynpaBneHne KOTOpPbIMM ANS  HWUX  paspeweHo  (Bk4as
BIOXKEHHblE). BO3MOXHO CO34aHME [daHHbIX YYETHbIX 3anucen
TONBKO  And  nonb3oBatenbckux  rpynn  (nogpobHee  cM.
PykoBoacTBo agMuHUCTpaTopa

). Ona Takoro agMuHUCTpaTopa B
nepapxmyeckom gepese 6yayT oTobpaxarbCs TObKO Te rpynnbl,
K KOTOpbIM OH UMeeT A0CTYyn.

ALMUHUCTpaToOpbl Fpynn  He MOryT MNpoCMaTpuBaTh CMKUCOK
UMEIOLMXCS aAMUHUCTPATMBHBIX YYETHbIX 3anucei.

4

o AdMuHUCmMpamopkl 2pynn € fnpasamu "mosnbko Ons YmeHust
MoryT obnagatb kak MOSHbLIMW NpaBaMu AN pPeAaKTUPOBaHWS
OOCTYMHbIX MM Fpynn, Tak U NpaBaMu "TONIbKO ANns yTeHus".

e AdMuHucmpamopsl no ymonyaHuro. locne yCTaHOBKU

aBTOMaTUYeCKM CO3AAeTCS yyeTHas 3anucb
admin - aAMUHUCTPATOP C MOJSIHLIMU NMpaBaMu.

Taknm obpasom, AdMuHUCMpamopbl C NOJIHbIMU npagamu MOTyT:
e Co3gaBaTb HOBble WM YAaNATb MMEIOWMECS YYETHbIE 3anucu
aAMMHMUCTpPATOpPOB.
e PepaktnpoBaTtb HacTpoWuku BCEX aIMMHUCTPATOpPOB

AOMUHUCTpATOPbLI rpynn U admuHucmpamopbl ¢ ripasamu "morsibKo
07151 YmeHusi" MOryT:

e PegakTMpoBaTb 4YacTb HAcTpoOeK TOMbKO CBOEW Yy4eTHOW
3anucu.
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KOHTaKTbI

KoOHTaKTbI

MporpaMMHbIA KOMMNEKC

HaxoAuTcsl B MNOCTOSIHHOM  passuTuu. Hambonee  cexyto
uHdOpMaLUMIO O ero OBHOBMEHUSIX, @ TaKkKe HOBOCTM MOXHO
Nnony4YunTb Ha caiTe:

OTaen npopax:

TexHuyeckas noaaepxka:

B nucbMe Heo6x0AMMO npeaocTaBnUTb cnegyioulyto
OOMONIHUTENbHYI0  MHGOPpMaLUMIo, KOTopas  MOMOXEeT  fydle
pa3o6paTbCs B CUTYaALIMU:

e M0JIHOE Ha3eaHue n Bepcuto AucTpubytnsa UNIX-cuctemeol;
e BEpCUM KOMMOHEHTOB [MPOrpaMMHOr0 KOMIJIeKca

I

e KOH(UrypaunoHHble daiibl KOMAOHEHTOB;

° Cbaﬁﬂbl OTYETA KOMMOHEHTOB.
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MpwnoxxeHune. Monb3oBaTeNnbcKkue NUL EH3UN

NMpunoxxeHnue. NMonb3oBaTenbCcKue
JINLLEeH3UMU

MporpamMMHbIi KOMMMEKC

[OCTYMEeH KaK B KayecTBe OTAeNIbHOro MpOAYyKTa,
TaKk U B COCTaBe YHMBEPCAbHOTO WM 3KOHOMUYHOIO KOMIMJIEKTOB.
COOTBETCTBEHHO Pa3NYalOTCA WU BapUaHTbl IMLIEH3N.

Bce nuueH3anmn moryT 6bITb NpuobpeTeHbl Ha onpeaenieHHble CPOKK,
HanpuMmep, Ha 1, 2 wian 3 roda, a TakKe pasnuyatbcs Mo
KOJIMYECTBY 3alMLIaeMbIX ailfloBbiX CepBepoB. KOHKpeTHbIe
npeasoXXeHna no CpokaM, a TakXke Mo APYrMM KOMNYEeCTBEHHbIM
BO3MOXHOCTSIM U OrpaHMYeHWs M MOryT BapbMpoBaTbCa AN
OTAENbHbIX PerMoHanbHbIX MapTHEPOB KOMMaHUM , a
TaKxe MoryT 6biTb B 6yayLLEM NepecMOTpPeHbl KOMMaHUEN

[na yToyHeHMs BCeX BOMPOCOB MLEH3MPOBaHUA cneayeT
06paLLI,aTbC$| K KOHKPETHOMY MnapTHepy KOMMaHWK
KOHTaKTHble [aHHble KaXAOro M3 HUX MOXHO HaWlTu Ha caMTe
KOMMNaHun ( ).

|-|pl/l MOKYynKe NNUEH3NN KNUEHT NoJ1ly4aeT BO3MOXHOCTb B TEYEHUE
BCEr0 CpOKa €e [elCTBUS MNoJiydaTb OGHOBNEHWS C CepBepOB

( ), a
TaKXXe noslydatb CTaHAAPTHYIO TEXHUYECKYIO NOAAEPXKKY KOMMaHUU
M ee napTHeEpOB.

3aujuta MHTEepPHEeT-LWJ1I030B

[aHHas nuueH3ns ans KOMMNOHEHTOB n

Mo3BOJISIET UCMOMb30BaTb ANs MpoBeEpKM
Bxoaswero HTTP-Tpaduka, npoxoasiero 4epes MpoKCU-cepsep,
noafepxusatowmii  npotokon ICAP  (Squid wu SafeSquid).
Bo3MoxHa Takxke nposepka Bxoasuero FTP-Tpaduka ans npokcu-
cepBepa Ha b6aze Squid.

MporpaMMHbIN ~ KOMMMEKC  JIMLEH3UpYeTCS no  KOn4ecTsy
nonb3oBaTenen, KoTopble 6yayT paboTaTb Yepe3 MHTEPHET-LIH03.
MWHMManbHas NUUEH3MSA — Ha 25 nosib3oBaTenen.
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KomnoHeHTbl npogomkaioT pabotatb ewe 24 4daca nocne
3aBepLLEHNS NIULEH3MMN.

CTpaHuLa NpoAyKTa HaxoAuTCa Mo agpecy:
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